[FC&HIZ

BEFEIIEELET7Z7AILA A=,
HALMEROMmon E— KTD Y A/8\1)

XL BT (1 —)

R EITEE LA A= B O ROMmon E— R TCOAA v F DY HANY (2 =—
)

H iR U T — E MDA v F DY IRY (3=

e FEITHE LA A=Y A NY (6 =)

o A4 v T ORIFIZET HEREE®R (14 X—)

ZITIE, A A—VOMKEITHAE, HDVIEARERT — NEHKD D Catalyst 9400 > U — X
A== XA P EEET D HECOWTHBALET, A== AP ETV 2 —)L A A=),
Trivial File Transfer Protocol (TFTP) % v v — RS, = —WNFHCHIRT 5 & = ITHHE T
DFAMHY ET, AL v FITIE. TNEDA— = NRA P DU TIO L) RIS
Lm0 3 EIERBEFIENPHES N THET,
A= R NA VIR T AL v FREBEZITY) By FTEHE. RO2ODHFREMERH Y £
7,

1. AA vFNREFIZEHL T, AA N> 7o 7 MNEZEET 7 40 O Switch> 7 7

FRFITRSNET,

2. ZAVTFNARA=TERDTOENZN, A A=URHEL TS, 77— 7T v 2T

A RA A= R, FE7 — MERORKENFR> TV HEHEIT ROM £=4

(ROMmon) E— RiZZ2 0 £4, ZOHEAILrommon> 7117 F3F/RENFE T, ROMmon
T— R T, AA v FRWOTIDD bootflash T34 AMBENRL AT A A=V &
HTEDX 0T 20ENRHY 9, £z, ZNHDA—/3—= 31 HF TV {Z1ZFROMmon
E— RO OAEHTTRER A — 3y MEBA— K (10/100 Base T) 2Miii>>TEY |
TFTP 722 ANSL TFTP 2N L CHNRHT LA A=V Xy ra— RT5 X ICHET
XF9, ary V=L AR = 2N LTA A—=V%a " —CT& 5 Xmodem F 721% Ymodem D
F 7T aib v ERA
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WEFLIFBELEZI7AIL A A=, HBHWLIEROMmon E— KTD Y H/3Y) I
B w8k Li-q X — S5 50 ROMmon E— KTORA v FD Y H/3Y

BEOEME

AL FNIEFIZEET D & hostname> 7’12 7 N £72137 7 4 /b b @D Switch> 71 7 b
BRRENET, A=A P TF v a FIALTONEFEEERT DL, ROFNIRT
X 91 dirbootflash: =2~ > R&FHITLET, verify 2~ REFRITL, ROFNIRT L DT,
BN TF 2o TV BNAA=DIZHDENE I NE/FELET,

Switch#dir bootflash:
Directory of bootflash:/

1 -rw- 6516904 Jul 11 2000 02:14:10 packages.conf
61341696 bytes total (54824664 bytes free)
Switch#verify bootflash:packages.conf
CCCCCCCCCCCCCCCCCCCCeeeeeeeeeececeeceeceeeeceececececececeecececececececececececececececececececcececececececece
CCCCCCCCCCCCCCCCCCCCeeeeeeeeeeceeeecececeeececeecececececececeececececececececececececececececececccecececececece

CCCCCCCCCCCCCeeeeeeeeeeeeeeceeccececcecececcececceccecce
Verified bootflash:packages.conf

AA v FIFITR_RTDOT T v 2 T34 AN ROMmon E— R THAHZ LB T AB720,
CORX2 AL MOEYOETHAT S X 512, dirdevicename 2~ > RERITLTT T v
VaDRNBREFRRLET,

BIOFEITIE, 77— b 7T 93 21ZHB5T—bF A A= 1 DDA T, bootflash: (21X, #HE
TDHEDIVAT ARV EGODLIENTEET, 7— 7T v aD¥ A KT 64 MB IZ
EEISHTWET,

WIZ, Catalyst 9400 2347 — K LT\ % ROMmon 4 &, 2 b EHET HHlZRLET,
« MANUAL BOOT=yes
lyes| EIZAE) Y — hE2ENZ L, FET— F2ANILET, (nol EIZAET— |
R LET,
« DEFAULT GATEWAY=172.27.74.1
« [P ADDRESS=172.27.74.111
« [P SUBNET MASK=255.255.255.0

* TFTP_SERVER=172.19.64.31

iR E-ITEELELIZA4 A= 50 ROMmon E— KT
AAYFDY AN
WOHBIZE Y, AA v F 1L ROMmon E— RIZ2DZ ERHY £,

1 AA—VBHHE LD, FRITHBRENTRICAAS v TF RV e —RERE7 Ty a2l
7o FEIZOWTIE, ZOR¥Fa AL O HEBRFEFIFHRELEA A—UNED T A
Ul OEZzZRLTIIESN,
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2. BRI AT A A= bootflash: 1IZH D02 E 9 MEHMT 5120, 2O RF=2 A2k
O LM 7e) 77— b0 U ARY | ZSRLTIEIN, 77 A VDBFELRWEGE
X, TORF2 A MO THHBEFERITEE LA A—UN60 Y AN) | OIEEZSR LT
<&V,

3. T MEBIZELL RV, AN A A= R 5, FFEMCHONTIE, 2O RFa2 A2 b
O NEEGEER D) T — DU AT ] OIEZSHL T IV,
AA wF D ROMmon E— ROBA., EIZRDO L I RBERN AT AR ELET,

* ROMmon £— FIZ VLAN A V' Z—T7 = A A TNV—TFT 4 VT TET, A vF &Y hN
VI A2 LOLBNEOSD, V—T 4 TEENREAELET,

EENFEAE LA H—T =2 ADWNTAMNIE Telnet 384T LIZHER, A—/3— 34 H
Dy —)L R— MR L TWDIHEEIE, ROT a7 "RERINET,

rommon 1>

¢ += ~ > a N
HEERE) TJ— DS DRAYyFDY) ANY)
T—= " EBENRIELWV AT A A A= 774 0B X OEY 55507 34 RATEREIN TV
WIGA. AL v FRERIZY 7 — 2D IET LRI ER"HY 7,
WOFNET, A v TF &V AN TXET,
1. HEAOHAOZEERRL, UARNYEFATTHITIE, T2 Y — bR RA— =3 I S
NTWALEND Y £9, HEUER 7 Windows AL —F 4 7 7T v 87+ —AL LT
W DOFRREM % L C COM1 ~® HyperTerminal [EL£:856i 2 % € L £ 97,
* 9600 bps
87 —HEw b
e NUT 472l
1ALy By b

s 7u—iilffl =72 L

FADT—)L RI-45 r—T N EFEHA LT, PC LD COMI nH A — =[P T2 —
Vv boa ) — L Ed, PC LD DB-9 ax 7 Z &AL ET,

2. ControHC ¥ —% L, ROMmonE— RIZBIT L7z & ZICHE Y — N ERHIZ72 5 £ T,
U7 — bBITSNET, ZHEROFITRLET,
KA KA A A A A A A A A A A A A A A AR A AR A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A, kK
*

Welcome to ROM Monitor for WS-X4014 System.

Copyright (c) 2002 by Cisco Systems, Inc.

All rights reserved.

* ok A * %

*
*
*
*

KA KA A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A,k K
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B zsunuo—rrenzsyFounsy

ROM Monitor Program Version 12.1(1lbr)EW

Board type 1, Board revision 5
Swamp FPGA revision 14, Dagobah FPGA revision 48

MAC Address : 00-01-96-d9-f6-fe
Ip Address : Not set.

Netmask : Not set.

Gateway : Not set.
TftpServer : Not set.

Main Memory : 256 Mbytes

****%* The system will autoboot in 5 seconds *****

Type control-C to prevent autobooting.
!--- Press Control-C.

Autoboot cancelled......... please wait!!!
rommon 1 > [interrupt]

3. dir bootflash: =< KE AN L, 77— 7T v allHbdD77ANVDV A MNeFRRLE

R
rommon 1 >dir bootflash:
Size Attributes Name
74871940 -rw- sdX86.170607
46858696 -rw- mcln x86 kernel 20170525.SSA
4096 drw- .installer
1295 -rw- bootloader evt handle.log
4096 drw- .ssh
8192 drw- core
4096 drw- .prst_sync
4096 drw- .rollback timer
4096 drw- gs_script
252 —-rw- boothelper.log
33554432 -rw- nvram config
35 -rw- pnp-tech-time
45045 -rw- pnp-tech-discovery-summary
1036 —rw- vlan.dat
67587176 -rw- mcln x86 kernel 20170628.SSA
89423547 -rw- sdX86.170703
89401770 -rw- sdX86.170606
54034568 -rw- upg NSB2SB roml33sb fpgal70505.SSA
98869 —rw- memleak.tcl
4096 drw- onep
15 -rw- dope hist
8314 -rw- packages.conf
47 -rw- DHCP-snooping
5514216 -rw-
cat9k-cc_srdriver.BLD V166 THROTTLE LATEST 20170820 090650.SSA.pkg
76571620 -rw- cat9k-espbase.BLD V166 THROTTLE LATEST 20170820 090650
1536996 -rw-
cat9k-guestshell.BLD V166 THROTTLE LATEST 20170820 090650.SSA.pkg
373478368 -rw- cat9k-rpbase.BLD V166 THROTTLE LATEST 20170820 090650
29546198 -rw- cat9k-rpboot.BLD V166 THROTTLE LATEST 20170820 090650
27648996 -rw- cat9k-sipbase.BLD V166 THROTTLE LATEST 20170820 090650
54924256 -rw- cat9k-sipspa.BLD V166 THROTTLE LATEST 20170820 090650

P OBEFEFBELETIZAILA A=, $BLIEROMmon E— KTOHY A8
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\}

sagn ) I— rs0xqyFounsy i

6767588 —rw- cat9k-srdriver.BLD V166 THROTTLE LATEST 20170820 090650.SSA.pkg
12256224 -rw- cat9k-webui.BLD V166 THROTTLE LATEST 20170820 090650.SSA.pkg
5510104 —-rw- catOk-cc_srdriver.2017-08-25 09.41 srchanna.SSA.pkg
76563412 —-rw- catOk-espbase.2017-08-25 09.41 srchanna.SSA.pkg
1536984 —-rw- cat9k-guestshell.2017-08-25 09.41 srchanna.SSA.pkg
373449684 —-rw- cat9k-rpbase.2017-08-25 09.41 srchanna.SSA.pkg
29547297 —-rw- cat9k-rpboot.2017-08-25 09.41 srchanna.SSA.pkg
27644884 —-rw- catOk-sipbase.2017-08-25 09.41 srchanna.SSA.pkg
54916052 —-rw- cat9k-sipspa.2017-08-25 09.41 srchanna.SSA.pkg
6767572 —-rw- cat9k-srdriver.2017-08-25 09.41 srchanna.SSA.pkg
12256208 —-rw- cat9k-webui.2017-08-25 09.41 srchanna.SSA.pkg

8266 —-rw- cat%k iosxe.2017-08-25 09.41 srchanna isol.SSA.conf
5510104 —-rw- cat9k-cc_srdriver.2017-08-25 09.08_ srchanna.SSA.pkg
76563412 —-rw- cat%k-espbase.2017-08-25 09.08_ srchanna.SSA.pkg
1536984 —-rw- cat9k-guestshell.2017-08-25 09.08_ srchanna.SSA.pkg
373445588 —-rw- cat9k-rpbase.2017-08-25 09.08_ srchanna.SSA.pkg
29547259 —-rw- cat9k-rpboot.2017-08-25 09.08_ srchanna.SSA.pkg
27644884 —-rw- cat%k-sipbase.2017-08-25 09.08 srchanna.SSA.pkg
54916052 —-rw- cat9k-sipspa.2017-08-25 09.08_ srchanna.SSA.pkg
6767572 —-rw- cat9k-srdriver.2017-08-25 09.08 srchanna.SSA.pkg
12256208 —-rw- cat9k-webui.2017-08-25_09.08_srchanna.SSA.pkg

8266 —-rw- cat%k iosxe.2017-08-25 09.08_ srchanna iso2.SSA.conf
9079 —rw- packages.conf.02-

47160612 —-rw- dope-A0-300817-143021.csv.gz

11414692 —-rw- dope-LC1-A0-300817-173015.csv.gz

G¥)

ALy FIPNHERHICY 7 — FT2BEE, BELEA A=Y 77 ANANRTH, T—F7
TV allHNR T s ANBH DT TT, T, BELILV AT AA A=Y 77 A NVD4
ANERLF L/ CFE BT 20ESH Y £F, ELIIFEINTWARWEAIL, Sz
7 — b ThIVET,

4.

WBLIR Y AT I A A= 7 7 A LM bootflash: (23 541X, boot bootflash:<filename>
AT REFITTDHEAL v T T — b TEET, FRELLEDA A=Y T AT LN
T—hENFET, BELEVAT AL A—UPHEHRL T, BT AT AT 74
ANRIRNZ LIZR > TAA vy F e — RIZRET 25813, 2O RFa X bo kA
FIITBRELIEA A=Y ) BN | OEESBLTLIIEEN,

WOBNZIRT XL 912, enable 2~ R&3{TL TEXEC E— R&ZBtE L F7,

Switch>enable
Password:
Switch#

VAT EAMN T v ENET, dirbootflash: =< > K& 384T L T bootflash: N 7 7
ANEAELET,

show bootvar =< RZ3RITL T, BIEDT — P EKEZHR L £,

Switch#show bootvar

BOOT variable = bootflash:packages.conf;
Configuration Register is 0x1822

MANUAL BOOT variable = yes

BAUD variable = 115200

ENABLE BREAK variable =

CONFIG FILE variable =
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8. WEFOARERT— FEKZHIBEL, ELWT— MEE2BMLET, ZhEEITTDHIC
IZ. configureterminal =~ > RZRHITLET,

Switch#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Switch (config) #no boot system flash bootflash:packages.conf
Switch (config) #boot system flash bootflash:cat9400packages.conf
Switch (config) #fend

00:01:31: %SYS-5-CONFIG I: Configured from console by console

9. writememory =~ RZFITL T, ETHORELAZ— T v TIRFELET,

Switch#write memory

Building configuration...

Compressed configuration from 4359 bytes to 1730 bytes[OK]
Switch#

10 77— MEEEFEMRREL T, A vy TFRREIOY 77— MNFZIELWS AT AT 74 Vi
EENT 5 L ICEUICREINTWAZ 2R LET, ZNEFEITT 5L, show
bootvar =~ > RZ3IT L £,

Switch#show bootvar

BOOT variable = bootflash:cat9400packages.conf
Configuration Register is 0x1822

MANUAL BOOT variable = yes

BAUD variable = 115200

ENABLE_BREAK variable =

CONFIG FILE variable =

BIRFELITBELIZAA—UMoD ) AN

HELTA A=Y DBHHE L TV DHAERC, 4 A= 7 7 A VPFELRWEE, A—/3—g
YL ROMmon E— R T — h LET, WE. A1 vF&2 U N3350, bootflash: 731
g}g;ﬁ@/()( /Z))‘ ‘gfj‘o

RENTNAFF CROFNAEFATT 5 Z LT LT, ARA A=V 0720586 S ROMmon £ —
RInBA A=V ZIEFIZY AN T HDITHKEDHET,

1. A= =AU WDy — ki LET, @E. Windows OS L TIXkDOz%
fEAfEH LT COMI1 ~® HyperTerminal [EE#H 2% T L £7,

* 9600 bps
87 —Ht v b
e NRUT 472l
1Ay 7 EY R
FADT—)VRI-45 r—T NEFHEH LT, PC LD COMI 76 A— =N P E V2 —

NEDz Y —NCHEH L ET, PC LD DB-9 = x 7 # L [HyperTerminal connect] 7
YRUEMERL, A= XS PITEER L £ T,
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2. Enter #fLEF, rommon> 7' m 7 MRERRENTZGE, FIE3ICERE T, A A v
FHNEFHINZ Y 7 — b T 251X ControC ¥ — 2 L CTHB) 7 — M & )2 L, ROMmon
E—FIIBITLES,

KA A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A Ak Ak A A A A,k k
*

* Welcome to ROM Monitor for WS-X4014 System.

* Copyright (c) 2002 by Cisco Systems, Inc.

* All rights reserved.
*

*
*
*
*
*
KA KA A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A A Ak A A Ak, kk

ROM Monitor Program Version 12.1(1lbr)EW

Board type 1, Board revision 5
Swamp FPGA revision 14, Dagobah FPGA revision 48

MAC Address : 00-01-96-d9-f6-fe
Ip Address : Not set.

Netmask : Not set.

Gateway : Not set.
TftpServer : Not set.

Main Memory : 256 Mbytes

****%* The system will autoboot in 5 seconds *****

Type control-C to prevent autobooting.
!--- Press Control-C.

Autoboot cancelled......... please wait!!!
rommon 1 > [interrupt]

3. WOFNRT X S, dirbootflash: ==~ K& 34T L. bootflash: NIZH N2 7 7 A /LN
bHZELEHERLET, BIRT 7 ANNRHLGE, VINVIZONTIEIO RFa A
Yo NEGR7RY) 7 — 060U IR ) OEESHL T EIN, TS OSE
L. ROFNAZHATLET,

rommon 1 >dir bootflash:

File size Checksum File name

Total space = 61341696 bytes, Available = 61341696 bytes

st A7 FARATL T, BUEOBEIEMR AR LET.

rommon 3 >set

PSl=rommon ! >

RommonBuild=5

ConfigReg=0x2102
BOOT=bootflash:packages.conf
SkipDiags=0

BSI=0

RET 2 RTS=13:36:46 UTC Tue Aug 15 2000
RET 2 RUTC=966346606
BootStatus=Failure
BootedFileName=bootflash:packages.conf
RommonVer=12.1(11lbr)EW
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4.  unset BOOT a2~ RERITLTC, B—RT57 7 A VE2ERTDH., BUEERT— b
B2 VT LET,

rommon 6 >unset BOOT

5. A= N—NRAHEOEFHKR— 2Ry NT—TIZHH L, TFTP H—NIZT7 7 A LE
T, AN RN P 2 EDOT 7 AN A =Py b AR—F (10/100 MGT) 1%,
FEOY 7 =7 VU —ZAOBEFEETIIHEEL EH A, 10/100MGT IZHH S 7oA —
Px b —7 0L, ROMmon & — R CTORT 7T 4 71220 F£4,

WOFNZRT X 91T, 10/100 MGT R— + & PCUV—Z IZEE T 55813, A FL—
Nr—TNVEFEHLET, BIOAL v TFIERTIHEE. Z7ueXr—T7 NV EFHLE
ﬁ—o

rommon 7 >

!-—- Connect the appropriate cable to connect to the network.

Established physical link 100MB Full Duplex
Network layer connectivity may take a few seconds

BHAR—MI, BEREINET RS ALLFEEBL T 27 by 7 22 HEIxI=— L
9, B, FEBIOT 27y 7 AOREMIIN—RFa— R T&EFHA, TDKR—
& ROMmon &— RETHY | TFTP OLEICOHRIEHTE 5720, HELT 27
Ly 7 AICHBIR I — 3 VOBENRMEIC L 5 R B3 H > THREREET
EHY E¥A, TEFTP 7 7V r—3 g A3 v a— KT 53 RAT A A A=Y OHE
T DWNE AT MERA =X LRH Y £,

6. seta~v REANL, ROBUTTTE I 10/100MGT R— MIIP 7 RL AZ&ELE
T, TRy h AT EINTOARWES, IPT FLRAZTFT 74V O TRy b
VA7 ERELET,

rommon 7> set IP ADDRESS=192.168.247.10
rommon 8> set IP SUBNET MASK=255.255.255.0

7. st DEFAULT_GATEWAY =i~ F& AL, IROFINTRT L 1T, TFTP H— NTH]
ETHEOIMHERT AT 74NV O — NV 2 A B AL v FIHEELET, T 74/ b
DF—=b T A1Z1E, FIE6THRELZIPT RLALFE LY TRy NNONL—T 4 7
TNRA AEMMHTHHLERH D £,

rommon 8> set DEFAULT GATEWAY=192.168.0.1

8. set Av2 REANL, ERLTERELHERLET,

switch: set

BAUD=9600

BOOT=bootflash:cat9k iosxe.16.06.01.SPA.bin;
BOOTLDR=

BSI=0

CALL_HOME_ DEBUG=0000000000000

CONFIG FILE=
CRASHINFO=bootflash:crashinfo RP 01 00 20170907-054557-UTC
DEFAULT GATEWAY=172.16.94.193

DEFAULT ROUTER=172.16.94.193

DISABLE AUTH=

ENABLE BREAK=yes

EULA ACCEPTED=TRUE
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CTEISES TARSP PRSP UN |

IP_ADDRESS:172.16.94.221

IP_SUBNET MASK=255.255.255.224
LICENSE_BOOT_LEVEL=network-advantagetdna-advantage, all:MACALLAN-CHASSIS;
MAC_ADDR:E4:AA:5D:59:7A:FC
MANUAL_BOOT=no
MODEL_NUM:C9400—SUP—1
MOTHERBOARD_SERIAL_NUM:JAEZ124023Z
RANDOM_NUM:808994625

RET 2 RCALTS=1504781417

RET 2 RTS=

ROMMON>DISABLE AUTH=
ROMMON_AUTOBOOT_ATTEMPT:3
SWITCH_IGNORE_STARTUP_CFG:O
SWITCH_NUMBERZI

SYSTEM SERIAL NUM=

TEMPLATE=access
TFTP=SERVER=172.16.53.46

TFTP #— T ping #FAT L, A== NAHF =T D MGT R— b HH—3~D
B o5 Z AR LET, IROBFINTRT L ST, pingtftp_server_ip_address =~ >
KEATTLET,

rommon 9 >ping 192.168.0.1

Host 192.168.0.1 is alive

ping B LR WEGEEIL, T 74V DS — F T = A )5 TETP —/3~0 1P #fe O [
HE NI TNy a—T 4 7 LET, TFTP U —"BE LY 7 %y M2h HEAIE, £
DY —398 ping DEEXDIP T FLATRESNTND Z L AR LET,

TFTP H—/X~® ping 23k L 7= 5. boot

tftp://tftp_server_ip_addressimage path_and file name =~ K& 347 L C, A—/3—s3A
POT— M TFTP — N THHFTREAR VAT L A A=V EIEELET,

rommon 1>boot tftp://192.168.0.1/cat9k/cat9k iosxe.2017-08-25 09.41.bin

attempting to boot from
[tftp://192.168.0.1/cat9k/cat9k iosxe.2017-08-25 09.41.SSA.bin]

interface : ethO

macaddr : E4:AA:5D:59:7B:44

ip :192.168.247.10

netmask : 255.255.0.0

gateway : 192.168.0.1

server : 192.168.0.1

file : cat9k/cat9k_iosxe.2017-08-25_09.41.bin

Restricted Rights Legend

Use, duplication, or disclosure by the Government is
subject to restrictions as set forth in subparagraph

(c) of the Commercial Computer Software - Restricted
Rights clause at FAR sec. 52.227-19 and subparagraph

(c) (1) (ii) of the Rights in Technical Data and Computer
Software clause at DFARS sec. 252.227-7013.

cisco Systems, Inc.
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170 West Tasman Drive
San Jose, California 95134-1706

Cisco IOS Software [Everest], Catalyst L3 Switch Software (CAT9K IOSXE), Experimental
Version 16.6.20170824:202043 [v166 throttle-/nobackup/srchanna/lock 166 104]
Copyright (c) 1986-2017 by Cisco Systems, Inc.

Compiled Thu 24-Aug-17 13:23 by srchanna

Cisco IOS-XE software, Copyright (c) 2005-2017 by cisco Systems, Inc.
All rights reserved. Certain components of Cisco IOS-XE software are
licensed under the GNU General Public License ("GPL") Version 2.0. The
software code licensed under GPL Version 2.0 is free software that comes
with ABSOLUTELY NO WARRANTY. You can redistribute and/or modify such
GPL code under the terms of GPL Version 2.0. For more details, see the
documentation or "License Notice" file accompanying the IOS-XE software,
or the applicable URL provided on the flyer accompanying the IOS-XE
software.

FIPS: Flash Key Check : Begin
FIPS: Flash Key Check : End, Not Found, FIPS Mode Not Enabled

This product contains cryptographic features and is subject to United
States and local country laws governing import, export, transfer and
use. Delivery of Cisco cryptographic products does not imply
third-party authority to import, export, distribute or use encryption.
Importers, exporters, distributors and users are responsible for
compliance with U.S. and local country laws. By using this product you
agree to comply with applicable laws and regulations. If you are unable
to comply with U.S. and local laws, return this product immediately.

A summary of U.S. laws governing Cisco cryptographic products may be found at:
http://www.cisco.com/wwl/export/crypto/tool/stgrg.html

If you require further assistance please contact us by sending email to
export@cisco.com.

cisco C9407R (X86) processor (revision V00) with 869398K/6147K bytes of memory.
Processor board ID FXS1939Q3LZ

144 Gigabit Ethernet interfaces

16 Ten Gigabit Ethernet interfaces

4 Forty Gigabit Ethernet interfaces

32768K bytes of non-volatile configuration memory.

15958516K bytes of physical memory.

11161600K bytes of Bootflash at bootflash:.

1638400K bytes of Crash Files at crashinfo:.

OK bytes of WebUI ODM Files at webui:.

$INIT: waited O seconds for NVRAM to be available
Press RETURN to get started!

*Sep 1 13:20:31.770: %SMART LIC-6-AGENT READY: Smart Agent for Licensing is
initialized
*Sep 1 13:20:37.460: NGWC: not crashing for mcprp_get ecfm brain mac_addr
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*Sep 1 13:20:39.084: $CRYPTO-4-AUDITWARN: Encryption audit check could not be

performed

*Sep 1 13:20:39.125: %SPANTREE-5-EXTENDED SYSID: Extended SysId enabled for type
vlan

*Sep 1 13:20:39.350: $LINK-3-UPDOWN: Interface Lsmpil2/3, changed state to up
*Sep 1 13:20:39.351: $SLINK-3-UPDOWN: Interface EOBC12/1, changed state to up
*Sep 1 13:20:39.351: SLINEPROTO-5-UPDOWN: Line protocol on Interface LI-NullO,
changed state to up

*Sep 1 13:20:39.351: $LINK-3-UPDOWN: Interface GigabitEthernet0/0, changed state
to down

*Sep 1 13:20:39.351: $LINK-3-UPDOWN: Interface LIIN12/2, changed state to up
*Sep 1 13:20:39.418: %SYS-3-HARIKARI: Process pki_app top-level routine exited
*Sep 1 13:20:39.431: %PNP-6-PNP_DISCOVERY STOPPED: PnP Discovery stopped (Startup
Config Present)

*Sep 1 13:20:39.441: SILPOWER-6-SET ILPOWER: Set power allocated to POE to 2780
for slot O

*Sep 1 13:20:40.292: %$IOSXE MGMTVRF-6-CREATE SUCCESS INFO: Management vrf Mgmt-vrf
created with ID 1, ipv4 table-id 0x1l, ipv6 table-id 0x1E000001

*Sep 1 13:20:00.189: $HW_PFU-3-PFU_IDPROM CORRUPT: R1/0: cmand: The PEM/FM idprom
could be read, but is corrupt in slot P17 The system will run without environmental
monitoring for this component

*Sep 1 13:20:11.565: $CMRP_PFU-6-PWR _MGMT OK: R1/0: cmand: Sufficient number of
power supplies (4) are installed for power redundancy mode none (excess power 3150
watts) .

*Sep 1 13:20:24.203: %CMRP_PFU-6-PWR _MGMT OK: R1/0: cmand: Sufficient number of
power supplies (4) are installed for power redundancy mode none (excess power 1685
watts) .

*Sep 1 13:20:35.524: $IOSXE-4-PLATFORM: R1/0: kernel: pci 0000:15:00.1: BAR 2:
[??2? 0x00000000 flags 0x102000] has bogus alignment

*Sep 1 13:20:35.524: $IOSXE-4-PLATFORM: R1/0: kernel: pci 0000:15:00.1: BAR 4:
[??2? 0x00000000 flags 0x102000] has bogus alignment

*Sep 1 13:20:35.524: $IOSXE-3-PLATFORM: R1/0: kernel: pci 0000:15:00.0: BAR 4:

error updating (0x2021000c != 0x00000c)

*Sep 1 13:20:35.524: $IOSXE-3-PLATFORM: R1/0: kernel: Error: Storage device

initialization failed with unknown error! error 0xd2b5c46f, Img version: 0xb3537bbO0,
1slot 0

*Sep 1 13:20:36.184: $CMRP_PFU-6-PWR _MGMT OK: R1/0: cmand: Sufficient number of
power supplies (4) are installed for power redundancy mode none (excess power 1555
watts) .

*Sep 1 13:20:36.532: $EVENTLIB-3-CPUHOG: R1/0: cmcc: undefined: 5072ms,

Traceback=1#dlecae96f48e7b01c7626e7421118715 c:7FF4ACC05000+33410

c:7FFAACC05000+E0197 tam_act2:7FF4BOBOF000+8F1F tam act2:7FF4BOBOF000+F676

tam act2:7FF4BOBOFO00+FA28 cmlib util:7FF4B289F000+9CF5 cmlib util:7FF4B289F000+19D8B
:565477ADEO00+4F17E :565477ADEO00+4F6BA :565477ADE000+723B9 :565477ADE000+60FEA

*Sep 1 13:20:38.312: $IOSXE-4-PLATFORM: R1/0: kernel: pci 0000:1b:00.1: BAR 2:
[??2? 0x00000000 flags 0x102000] has bogus alignment

*Sep 1 13:20:38.312: $IOSXE-4-PLATFORM: R1/0: kernel: pci 0000:1b:00.1: BAR 4:
[??2? 0x00000000 flags 0x102000] has bogus alignment

*Sep 1 13:20:38.312: $IOSXE-3-PLATFORM: R1/0: kernel: pci 0000:1b:00.0: BAR 4:

error updating (0x2021000c != 0x00000c)

*Sep 1 13:20:38.312: $IOSXE-3-PLATFORM: R1/0: kernel: Error: Storage device

initialization failed with unknown error! error Oxe7da8eal, Img version: Oxldfdead4,
lslot 2

*Sep 1 13:20:39.370: $IOSXE-4-PLATFORM: R1/0: kernel: pci 0000:35:00.1: BAR 2:
[??2? 0x00000000 flags 0x102000] has bogus alignment

*Sep 1 13:20:39.370: $IOSXE-4-PLATFORM: R1/0: kernel: pci 0000:35:00.1: BAR 4:
[??2? 0x00000000 flags 0x102000] has bogus alignment

*Sep 1 13:20:39.370: $IOSXE-3-PLATFORM: R1/0: kernel: pci 0000:35:00.0: BAR 4:

error updating (0x2021000c != 0x00000c)

*Sep 1 13:20:39.370: $IOSXE-3-PLATFORM: R1/0: kernel: Error: Storage device

initialization failed with unknown error! error 0x976f£f5fb, Img version: 0xc92bf77b,
lslot 3

*Sep 1 13:20:40.348: S$EVENTLIB-3-CPUHOG: R1/0: cmcc: wundefined: 5392ms,

Traceback=1#dlecae96f48e7b01c7626e7421118715 c:7F7461488000+33410
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c:7F7461488000+E0197 tam act2:7F7465392000+8F1F tam act2:7F7465392000+F8BF

tam act2:7F7465392000+FA28 cmlib util:7F7467122000+9CF5 cmlib util:7F7467122000+19D8B
:563133282000+4F17E :563133282000+4F6BA :563133282000+723B9 :563133282000+60FEA

*Sep 1 13:20:40.436: SEVENTLIB-3-CPUHOG: R1/0: cmcc: undefined: 5509ms,

Traceback=1#dlecae96f48e7b01c7626e7421118715 c:7F97C4C70000+33410

pthread:7F97C5014000+100B0 syshw:7F97DOF6F000+FCE]l syshw:7F97DOF6F000+FES58
:562F95125000+54DAE :562F95125000+81565 :562F95125000+425F6 :562F95125000+732ED

cm_oir:7F97CC4EF000+28A55 cmcc_msgs:7F97CB280000+91422 cmcc_msgs:7F97CB280000+91210

*Sep 1 13:20:40.490: SLINEPROTO-5-UPDOWN: Line protocol on Interface Vlanl, changed
state to down

*Sep 1 13:20:44.086: $CMEM-3-SENSOR_INIT FAILED: R1/0: cmand: Sensor (Temp:

outlet) initialization failed due to No such file or directory.

*Sep 1 13:20:44.513: %SYS-2-PRIVCFG DECRYPT: Successfully apply the private config
file

*Sep 1 13:20:44.969: %SW_VLAN-6-VTP_DOMAIN NAME CHG: VTP domain name changed to

zdf-acc.

*Sep 1 13:20:44.973: %SYS-5-CONFIG I: Configured from memory by console

*Sep 1 13:20:44.975: $SPARSER-4-BADCFG: Unexpected end of configuration file.

*Sep 1 13:20:44.990: $IOSXE_OIR-6-REMSPA: SPA removed from subslot 1/0, interfaces
disabled

*Sep 1 13:20:44.990: $IOSXE_OIR-6-REMSPA: SPA removed from subslot 3/0, interfaces
disabled

*Sep 1 13:20:44.990: $IOSXE_OIR-6-REMSPA: SPA removed from subslot 4/0, interfaces
disabled

*Sep 1 13:20:44.991: $IOSXE_OIR-6-REMSPA: SPA removed from subslot 5/0, interfaces
disabled

*Sep 1 13:20:44.991: $IOSXE_OIR-6-REMSPA: SPA removed from subslot 6/0, interfaces
disabled

*Sep 1 13:20:45.010: %SPA_OIR-6-OFFLINECARD: SPA (C9400-LC-48T) offline in subslot
1/0

*Sep 1 13:20:45.014: %SPA OIR-6-OFFLINECARD: SPA (C9400-SUP-1) offline in subslot
3/0

*Sep 1 13:20:46.458: $SYS-6-BOOTTIME: Time taken to reboot after reload = 303
seconds

*Sep 1 13:20:46.939: SLINK-5-CHANGED: Interface Vlanl, changed state to

administratively down

*Sep 1 13:20:53.578: %IOSXE_OIR-6-ONLINECARD: Card (fp) online in slot F1

*Sep 1 13:20:58.096: $LINK-3-UPDOWN: Interface GigabitEthernet0/0, changed state
to up

*Sep 1 13:20:59.099: SLINEPROTO-5-UPDOWN: Line protocol on Interface

GigabitEthernet0/0, changed state to up

*Sep 1 13:20:59.104: %CRYPTO—6—ISAKMP_ON_OFF: ISAKMP is OFF

*Sep 1 13:21:15.745: %SPA_OIR-6-ONLINECARD: SPA (C9400-SUP-1) online in subslot
4/0

*Sep 1 13:21:15.752: $TRANSCEIVER-6-INSERTED: R1/0: iomd: transceiver module
inserted in TenGigabitEthernet4/0/1

*Sep 1 13:21:15.768: $TRANSCEIVER-6-INSERTED: R1/0: iomd: transceiver module

inserted in TenGigabitEthernet4/0/3

*Sep 1 13:21:15.778: %SPA_OIR-6-ONLINECARD: SPA (C9400-SUP-1) online in subslot

3/0

*Sep 1 13:21:15.783: $TRANSCEIVER-6-INSERTED: R1/0: iomd: transceiver module

inserted in TenGigabitEthernet3/0/1

*Sep 1 13:21:15.790: $TRANSCEIVER-6-INSERTED: R1/0: iomd: transceiver module

inserted in TenGigabitEthernet3/0/2

*Sep 1 13:21:17.543: %SPA_OIR—6—ONLINECARD: SPA (C9400-LC-48T) online in subslot
1/0

*Sep 1 13:21:20.261: %SPA_OIR-6-ONLINECARD: SPA (C9400-LC-48U) online in subslot
6/0

*Sep 1 13:21:20.353: %SPA_OIR-6-ONLINECARD: SPA (C9400-LC-48U) online in subslot
5/0

*Sep 1 13:21:33.591: $LINK-3-UPDOWN: Interface GigabitEthernetl/0/47, changed

state to up

*Sep 1 13:21:33.813: $LINK-3-UPDOWN: Interface GigabitEthernetl/0/16, changed
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state to up

*Sep 1 13:21:34.591:
GigabitEthernetl1/0/47,
*Sep 1 13:21:34.813: SLINEPROTO-5-UPDOWN:
GigabitEthernetl/0/16, changed state to up
*Sep 1 13:21:36.449: $LINK-3-UPDOWN: Interface GigabitEthernet5/0/1, changed state

SLINEPROTO-5-UPDOWN:
changed state to up

Line protocol on Interface

Line protocol on Interface

to up

*Sep 1 13:21:36.461: $SLINK-3-UPDOWN: Interface GigabitEthernet5/0/9, changed state
to up

*Sep 1 13:21:36.469: SLINK-3-UPDOWN: Interface GigabitEthernet5/0/13, changed
state to up

*Sep 1 13:21:36.477: SLINK-3-UPDOWN: Interface GigabitEthernet5/0/17, changed
state to up

*Sep 1 13:21:36.487: $LINK-3-UPDOWN: Interface GigabitEthernet5/0/24, changed
state to up

*Sep 1 13:21:36.494: SLINK-3-UPDOWN: Interface GigabitEthernet5/0/25, changed
state to up

*Sep 1 13:21:36.504: $LINK-3-UPDOWN: Interface GigabitEthernet5/0/33, changed
state to up

*Sep 1 13:21:36.590: $LINK-3-UPDOWN: Interface GigabitEthernet5/0/37, changed

state to up

*Sep 1 13:21:37.449: SLINEPROTO-5-UPDOWN: Line protocol on Interface
GigabitEthernet5/0/1, changed state to up
*Sep 1 13:21:37.462: SLINEPROTO-5-UPDOWN: Line protocol on Interface
GigabitEthernet5/0/9, changed state to up
*Sep 1 13:21:37.469: SLINEPROTO-5-UPDOWN: Line protocol on Interface

GigabitEthernet5/0/13,
*Sep 1 13:21:37.477:
GigabitEthernet5/0/17,
*Sep 1 13:21:37.488:
GigabitEthernet5/0/24,
*Sep 1 13:21:37.494:
GigabitEthernet5/0/25,
*Sep 1 13:21:37.504:
GigabitEthernet5/0/33,
*Sep 1 13:21:37.591:
GigabitEthernet5/0/37,

changed state to up
SLINEPROTO-5-UPDOWN:
changed state to up
SLINEPROTO-5-UPDOWN:
changed state to up
SLINEPROTO-5-UPDOWN:
changed state to up
SLINEPROTO-5-UPDOWN:
changed state to up
SLINEPROTO-5-UPDOWN:
changed state to up

Line protocol on Interface
Line protocol on Interface
Line protocol on Interface
Line protocol on Interface

Line protocol on Interface

G¥)

TETPH— "DIPT FL A &L 7 7 A /UL, bootflash: ~D A A — DERIEICF DIFWAEH L T
WHT=, TTICEREINTWET, BEITIHIEAEF. HILWIP T FLAERIEFA A—T4
EANNTLFET, TNLUNDEEIL. Enter F— %29 &, FHHOBIRINZFRAZFEHINE
—é‘o

VAT A A A=VFar’ =S TWE3, dir bootflash: ==~ > K% 4T L T bootflash:
WNDT7 7 A)VEAELET,

11. verify a~> KE AL, Fvrue—KRLE7 7 A VOBAEZERL £, HENK
LTS aE, 77 ANVEBREX Y a— T 50ERH Y £7,
Switch#verify bootflash:packages.conf
CCCCCCCCCCCCCCCrereeeeececececececeeceececececececececececececececececececececececececececececece
CCCCCCCCCCCCCCCCCrreeeeececececececeeecececeecececececececececececececececececececcecececececece
CCCCCCCCCCCCCCCCeereeeeececececececeeecececeecececececececececececececececececececcecececececece

ccceeecececececcecce
Verified bootflash:packages.conf

12.  showbootvar =~ K& AN L, BED T — M EH AR L £,
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13. BEfFORIEZR T — NEEPHHGEIEETNEHIBRL, ELWT — NEKZBIMLET,
14.  writememory =~ F& AJ) L., 8RE% running 2> 5 startup ([ZPRIF L E 7,
15. showbootvar =~ RZEM L, 7— MEREZFEMRA L TELIRESNATND Z &

iR L. AA v FBRKEIDOY 77— MEHZIELWS AT A7 7 A Va2 /BT 591l
ij‘o

AA v FOREEICEHT HHEEEIFR

WDOFRIZ, ZOEFY2— /LTt L7-HEEICET YV —XEREZRLET, ZOFRIL, V7
727 VU —RX FUA U TEEEOTR— IR EASINZEEDOY 7 T VY —RXE
JERLTWET, TOERIL. FRCH 3720 RY . ZhBEO—#DY 7 b7 VY —
ATHYR—FENET,

HaE

iy

1) —Z HEETRR
AA v FOEIE Cisco I0S XE Everest 16.6.1

A A=V DOIERE T ITRAR,
B DHWIRERT — NEED
© Catalyst 9400 >V — R A —
NAA P EEETEET,
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