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* seq no:timestamp: %ofacility-severity-MNEMONIC: description (hostname-n)
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* service sequence-numbers

. ko a—)b a7 4 Xal— g a
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logging buffered [size]
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Device (config)# logging buffered 8192
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Device# configure terminal
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Device (config) # no logging console
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* servicetimestampslog uptime
* servicetimestampslog datetime[msec
| localtime| show-timezone]
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Device (config) # service timestamps log
uptime

F70F

Device (config) # service timestamps log
datetime
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service sequence-numbers

1 -

Device (config) # service
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AFv73|end
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Device (config) # end
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CDRATIIF T a T,
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AT w 71 | configureterminal
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Device# configure terminal

Ja—)L a7 4 FXalb—g
E— NLBABLES,

X 7 2 |logging console level
51 -

Device (config) # logging console 3

a )= VIRIET D A =V E IR
Li‘a_o

FIFIVINT, ary I —UIF Ny
Avt—v BIXOEMEMIZL VKWL
DA =V EZELET,

R 7 3 |logging monitor level
1 -

Device (config) # logging monitor 3

SRARERRCH T D A =V EHIR L
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F 7N T, WRIET Ny T A v—
U, BXOEEMICEZ VIRV L~Lo
Ave—VEZELET,

Z 5 74 |logging trap level
1 -

Device (config) # logging trap 3

Syslog —/NMZRAFET D A v E—T %
RLET,
7 7 4V N T, Syslog %r— 3 Xi@ M A >

- BXOBEMICL VIRV L~r
DA ve—5BZELET,

AT v 75 |end
1
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Device (config) # end

BET—JILELV SNMP [ZEE SN S syslog A v t— 2 DHIR

ZDOH AT TR, BET— 7V L OSNMP (251 S5 syslog A v — YV ZHlR$ % )71k
WZOWTHHALET,

CDORARATIA T a T,
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ARV RFERIETY a3 BHY
R w 71 |configureterminal ra—nN)ary7 4 Xalb—3 gy
%l - E— FERBLET,
Device# configure terminal
AT 72 |logging history level JBIEZ 7 A MZARAF S U, SNMP H—3
Bl - IZEFE SN D syslog A v E—T DT 7 4
VR LNV EERLET,
Device (config) # logging history 3 =7 40 N T Warnings errors
critical, alerts, F XU emergencies A v
E—VIEEEINEEA,
R T 7 3 |logging history size number JBIET — 7 WAZSRAFETE 2 Syslog A v
Bl TV ORERELET,
' . ' ' T T AN TIEIDD A v — U HEA
gsglce(conflg) # logging history size éhijﬁo :IJ:E‘/;JE»,(% z)%ﬁﬁiONSOO'(“
R
AT 74 |end Kk EXEC E— RIZE Y £,
1 -
Device (config) # end

UNIX Syslog T—E~ADAvE—0OX 4

CDRATIA T a T,

DRTLAYE—T OTDEE .



SRTFL FyE—o nioRE |
B wnixsysiog F—r A0 2 vE—ConxLy

\}

GE)  HHi/ 3 —Y a3 YO UNIXSyslog 7 —E>OHIZIL, T 74/ ETHy EU—7 75O Syslog /¥
Ty NEZTANZWEORH D FT, ZOX IRV AT LADEAIZ, Syslog A vE—TY DV
T hEX LT EA =T T DI, Syslog T2 KT A ATIBINE 721 HIRT 2 2810
BHHA T a %, UNIX ® mansysogd =~ > RafiH L CHBIL £,

1R BHEIIZ
croot & LTl A LET,

« VAT L us Ayt—% UNIX Syslog ¥r—NMZIEE T HHIIC, UNIX #—/3 |2 T Syslog
TRV ERETOLENRD Y ET,

FE
ARV FFEREETIVa Y =LY
AT 71| /ete/syslog.conf 7 7 A /MR DT % BN elocal7 : m¥ v JHERELAFRE L £
LET, R
fil « debug : syslog L-ULEFRE L £
To ZDT7 7 ANIE, syslogT —F
local7.debug /usr/adm/logs/cisco.log Vﬂ:%%ﬁ\ﬁ%r@i)‘%é%ﬁ774’
NTHLLERDY £7,

ATFYT2|UNIX =/ Far 7 MIkOa~<y R aZ 77 AV EEK L ET, syslogT —

EATILET, FUNE, ZDOLLVERIIZDT 7 AL
i - DEYEVEREL~LVTAyE—U%
' EELET,

$ touch /var/log/cisco.log
$ chmod 666 /var/log/cisco.log

AT 7 3 |Syslog T —F NTH LWVERE &R S | FEMIC >0 Cid, ZHEHDUNIX v AT
e 2 man syslog.conf ¥ & Y man sydogd
i avr FEZRLTZEN,

$ kill -HUP ‘cat /etc/syslog.pid’
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avy kR B
show archivelog config {all [number | =i> 7 ¢ o L—s g0 n selk, F73EESR
[end-number] | user username [ session RS A= pn FEF R LET,

number] number [end-number] | statistics}
[provisioning]

DRTL AyvtE—2 O DEEH

Bl : SATLAYE—DDRZ v IHEK

WOFITIL, 77T AT AL T OEBHIRAA 9 F VAT AA v E—VERT Y7 AN
(R A R4 1% Qwitch-2) 2R LET,

00:00:46: SLINK-3-UPDOWN: Interface Port-channell, changed state to up

00:00:47: SLINK-3-UPDOWN: Interface GigabitEthernetl/0/1, changed state to up

00:00:47: SLINK-3-UPDOWN: Interface GigabitEthernetl/0/2, changed state to up

00:00:48: SLINEPROTO-5-UPDOWN: Line protocol on Interface Vlanl, changed state to down
00:00:48: SLINEPROTO-5-UPDOWN: Line protocol on Interface GigabitEthernetl/0/1, changed
state to down 2

*Mar 1 18:46:11: %SYS-5-CONFIG I: Configured from console by vty2 (10.34.195.36)
18:47:02: %SYS-5-CONFIG I: Configured from console by vty2 (10.34.195.36)

*Mar 1 18:48:50.483 UTC: %SYS-5-CONFIG I: Configured from console by vty2 (10.34.195.36)

00:00:46: SLINK-3-UPDOWN: Interface Port-channell, changed state to up (Switch-2)
00:00:47: SLINK-3-UPDOWN: Interface GigabitEthernet2/0/1, changed state to up (Switch-2)
00:00:47: SLINK-3-UPDOWN: Interface GigabitEthernet2/0/2, changed state to up (Switch-2)
00:00:48: SLINEPROTO-5-UPDOWN: Line protocol on Interface Vlanl, changed state to down
(Switch-2)

00:00:48: SLINEPROTO-5-UPDOWN: Line protocol on Interface GigabitEthernet2/0/1, changed
state to down 2 (Switch-2)

Bl : RAYVF ORTL A yvE—D

WIZ, AL v FEDAL 9 F VAT B A=V O HERLET,

00:00:46: SLINK-3-UPDOWN: Interface Port-channell, changed state to up
00:00:47: SLINK-3-UPDOWN: Interface GigabitEthernet0/1, changed state to up
00:00:47: SLINK-3-UPDOWN: Interface GigabitEthernet0/2, changed state to up
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00:00:48: $LINEPROTO-5-UPDOWN: Line protocol on Interface Vlanl, changed state to down
00:00:48: SLINEPROTO-5-UPDOWN: Line protocol on Interface GigabitEthernet0/1, changed
state to down 2

*Mar 1 18:46:11: %SYS-5-CONFIG I: Configured from console by vty2 (10.34.195.36)
18:47:02: %SYS-5-CONFIG I: Configured from console by vty2 (10.34.195.36)

*Mar 1 18:48:50.483 UTC: %SYS-5-CONFIG I: Configured from console by vty2 (10.34.195.36)
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