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Application Visibility and Control (AVC) X, 77U 7 —3 a3 > ~O#Ls 17 7 ) r— a3 >
DA T YV 2 AMRITEEDSWT, BB RN Y FBRUOERNG 7 7 o F R LI OF v )
AV a—a rEREIEDLOHOA IO MAOEE/RE ST, Application Visibility
and Control (AVC) (X, F v U= X—=20DT 7V /r—3 2 8% (NBAR2) T Vil &
DT A—T Ny b AART a VEIREERLTT ) r—2a v agBLE T, AVC
X, AZ U RT U AL v FORRT 78 AR— bk RICEETEE7, NBAR2 X, 1 k=
R EBNCT H Z LI K-> THARMIZ, F 721X match protocol 7738 1% & 2r QoS 7R U »—
BT D LISk o THFERIC, A v H—T =24 A ETT 7T 4 7ICTEET, A AVC
Flexible Netflow (FNF) Z#A > ¥ —7 A A RIZREL, AV F—T 2 A AT DI TAT
b, =X, TV r—2 a2 COFEHERERIETCE £, DL 2— K&, EasyPerformance
Monitor (Easy perf-mon ¥ 7213 ezPM)  application-statistics 35 & U application-per for mance
77 7 A TR TE S application-client-server-stats 7 7 ¢ v 7 Bi il & [FRE T,
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B oxrshaac 52y TEEURIS— v TOTF—T Y b

HHR—,FSNBAAVC OISR IYIBELURYS—Ty
TNDITA—<T v k
ZIZTE, PAR—PFEINTWAAVC Y TAR T ERY —< o 7RI OV TR L E 3,

HHR—FENBAVCHISAIYTDI+—< v b

DIRAIVTDIA+—T Y b I FRT Y TOH 7R
match protocol protocol name |class-map match-any NBAR-VOICE ANhEH D
match protocol ms-lync-audio
W7
/fflﬂyf/a\bﬂi‘7 S{ VA class-map match-any NBAR-VOICE AT EHHD
match protocol ms-lync-audio
match dscp ef ﬁﬁji

HR—FENBACKR) S —DT+—<T v b

RYS—DIT+—T v b QoS AL
match protocol 7 4 WV ZIZES AR — | =7 BILORY v —

match protocol 7 4 WV ZIZES ANRY — | v — 7 BILORY v —

WDORT, AVC R U —OFMe 7 +—~ v b, BIOBNZOWTHAL T,

AVCRYS—DIT74A—<v b |AVC R S —D4l A

R—T w7 By k policy-map MARKING-IN ANB IO
class NBAR-MM CONFERENCING

set dscp afdl

N_yyyﬁuy_ policy-map POLICING-IN ADBIOHSH
class NBAR-MM CONFERENCING

police cir 600000
set dscp af4l

A=y 7 ¥y FBLUK Y |policy-map webex-policy ANE L CHIH

. class webex-class
v set dscp ef
police 5000000
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AVCRYS—DT+—< v k |AVC R >—DHpl Al

=7 4k %@U%’E%{@ﬁ > policy-map webex-policy ATTB LU
S 30 N class webex-class

FBEIUORY — set dscp af3l

police 4000000

class class-webex-category
set dscp ef

police 6000000

class class-default

set dscp <>

=
5

éEﬁﬁEﬂfu > policy-map webex-policy AHBIOHA

class webex-class
police 5000000
service-policy client-in-police-only

policy-map client-in-police-only
class webex-class

police 100000

class class-webex-category

set dscp ef

police 200000

M%Eg?ﬁﬂij Fi5§:(ﬁﬂ€lJi/“— policy-map webex-policy
class class-default

police 1500000

service policy client-up-child
policy-map client-up-child
class webex-class

police 100000

set dscp ef

class class-webex-category
police 200000

set dscp af31

% 15 Application Visibility and Control @ |

« NBAR 5)is QoS RV ¥ —REITHBEYWHAR— F TORFATENET, R —REIL,
VLANB L OFOMOHEA v X —T 2 A R EOFEMAS v X —T = f ATIIHR— R &
NTWERE A,

* NBAR X—ZA D QoS KV v —g L, FN— FF ¥ R/ AL NKR—hBLOSVIY 7 A
VH—T 2 AR EDIIEA L H—T =2 ATEHY R FENREHA,

¢ NBAR X—ZAD QoS R Y v —&HEIX, VA V2T 7HAR— L T 7R —F, B&
N A¥3L—7T >y RAR— FTHFR—brINLET,

*NBAR L (Tx) AA v F RAR—KT7FFA4% (SPAN) X, RICA v H—T A AT
Y R—FEREEA,
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. A #% Application Visibility and Control 0 %I

o 70 F A NR—=RAFETITEER—AZADONT O R — MMIEFHCER TX 2 DX, NBAR
NR—=2AD QoS AH=ALD 122 TYT, IRO2ODBEHEDHBYAR—FEINET,

« traffic-class

* business-relevance

* 72k WDAVC QoS DilfRHFIHITGI & e & WM S E T,
=X TR T OHRPY R — N ENET,
WA L H—T A AT BT R — S vET,
T V= a VIR A T T A U TIThIS T2, QoS HFICITIEBIEN H Y £
(772U, 7a =IO/ v MiE, EMEZR QoS SVHOANIE R SNET)

* NBAR2 X— A O —FHHLHAE match protocol (£, ~—F 777 a v BIXOKRY v 77
7y ary TORFISNET, NBAR2 —BUEHEIL, Fa— A U THBERRESNLTVD
RN —TIIFFT S EE A,

o [—EF 7 v hbaj] : TRTORY I —THRK255 OFRFCERLZ 7 b2 8 EY b+
@ HW #ilfR)

« AVC [ZEHAR— b (Gig0/0) TIEHHAR— IR THERA,
¢ IPv6 /N7 POV R — FEILTWER A
¢ IPv4d =% % A  (TCP/UDP) DOLNYHR—hrINET,

*Web Ul : Web Ul 67 Y r—ya O EFREL, 77V r—rarox=4)
VT EFTTEES, T2 a VN, CLIZEH L COAFEITTEET, Web
Ul TIEYAR—F SN TWERE A,

Web Ul ECHMRAVC O T 7 4 v 7 BEB, FI23F = v 7 $5I120E, B CLI & fF
F L Cip http authentication local & ip nbar http-service 2~ R&ERETHLE N H Y £
R

*NBAR BXOACL X 7%, Fl—AAf vF ETHIHRETDHZ LITFTEEEA,

e Fu b, TV =3 R—2Z2D QoS. BLUEM AVCFENF 1, T 7V
r—=ay R—=AFNFRHLHE—A v F—T oA A LTRIFFICRETHZ &I TEEHE
o T2T2 L. ZNUHOFER AVCHEREIX, AR ETEET, & xX, 7ue hark
H, 77V 57— a vy X—AD QoS, BLUHMAVCFENF X, Fl—A ¥ —7 A AL
TRIRFICRETEET,

« Cisco I0S XE Fuji 16.9.1 LAFETiX, ENENERRDFEAERF AL 23— FEFRFORK2 D
DEMAVC T=H oA L H—T = A AZREFICER T £T,

« Cisco I0S XE Fuji 16.9.1 TiX, BEFD 2 2OfERD7n—L a— RZMMx T, 220 L
WhmETZe—ra—F (ABEHD) BDEAINE L,
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Application Visibility and Control %€ /5 i% .

BRI, MEILA V2B LV LA VIR —FTORITOIMNENDHY FT, ZNEDHR—F
ER—FF X XD TDHZEFTTEEYA, Ty I ~OBEGITITR— &N
TWEH A,

T F =R R F AL v TF AL NE 50% KO CPU AR T, 1 B &H721 2000 D%
e (CPS) ZALEETE £,

o« YEEME 8D T 7 AR — T EITEH K 20,000 DR TR T a—& | 24EDOT I AKR—
hZE1210,000 D7 0 —2BTExET, (TIZ7BAFR—RFIEIZ~200712—)

« A AVC TIX, ZOEDOFIAIZY A FESNTVDEEDT 4 —/ By bOBEHEMNT
XFET, TOMOMEAEDLRITFHTEEHA, @HO FNF 72 —E=4% T, ol
HEPEBHEATEET (FAR—FEHTWDFNF 7 4 —/L RO Y A MIOWTIE,
['Network Management Configuration Guide] @ [Configuring Flexible NetFlow] D% 22
LTL<7Zawn)

*+ CiscoIOS XE 16.12.1 U U — AL, HL\»7r—La2—FK (DNS 7ue—La—FK) 2B
MENFEL, DNS 7a—La—RE5sZ 7 b a— R TEY, DNS KAA 4
T 4=V EREENTVET, DNSEHEDO 7 4 — /L FOREZEEBELET, ZOLa— R
X, BEZ7 4 — L RELTDOA U H—T 2 A AT 4 —)L KPR, TXTDA L Z—
Tz A AMBOERNFEC L a— RIcER S ET,
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H#R 4 v k7 —2%- T Application Visibility and Control D% E

F k7R — K C Application Visibility and Control Z % E7 521X, RO FIEEZFEITLET,

AR DERTE
e A HF—T AR AT 4 F 2l —T 3 F— KNTipnbar protocol-discovery =~ > K
ZFERALTA =724 XA LT u haBHEa AT 52 LT, NBAR2 2P
BT 0T AT LET, A F—T oA ATOT TV r—3a UBiBoBFMME (6 ~X—
V) LTI,

FIFERTE : WOTFIMEICHE- T, TFV r—2a AHESVT QoS RY v —42RELET,

1. AVC QoS ARV v —0DfEf, AVC QoS AU v —DfEf (7<—Y) #BRL T &N,

2. AVH—TxAA~DAVCQoS KV v —DifH, A4 T HK— h~D QoS K Y v —Dii
A (9~—=Y) #BMLTLIIEEN,

77— a3y R—ZO Flexible Netflow DERTE :

e 70— lF— T A=A FBILOH EXF— 74—V REHELT, 7r— La—RaERL
9, 7o— La— RO (10 3—) 2L T &N,
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B sz 1xcorrvr—varamoanit

e TJu— T AR—EEEH LT T — 1L a—RET 7 AR—FLET, TE—T T AR—
2 DOVERE (24 2—Y) ZBRLTLLIEEN,

e7n— la— KRB 7n— o/ AR—F|ZHESNT, ZJuo— =X E{ERLET, 7
n— ET=HXOER 253—) ZBRLTIIEEN,

A UH—T 2 A AT — TR 5 LET, A F—T 2, A~DT O — F=HD
BIEATHT (27 3—) ML TLLTEEN,

ZFua hatl, 77U A= g R—=Z2D QoS B LT SV r—3 g _X—ZADFNF I3,
TS LTMSRE T, M TRET S22 L, FRERICA v F—T = A A TRIFHIHRE
THIELTEET,

AR —TTARTDT7 TV r— 3 VEBHBOEDIE
AVHE =T 2 A RAETT SV r—2a bilile A X —7MZTHIiE, ROFINEZFITLE

j—O
Flg
AU RFERET7TIV3 Y B#
Z w71 |configureterminal Ta— ) ar7Z 4 ¥al—g
Bl T— FEMHLET,
Device# configure terminal
Z 5w 2 |interfaceinterface-id 7 hagtiE A R—7 T H A v
%l - H—T A A&fFEL, A F—T=A
2 a7 4F¥alb— gy EF— RNEH
Device (config)# interface ﬁélef‘fo
gigabitethernet 1/0/1
R 5 73 |ip nbar protocol-discovery NBAR2 = ¥ &7 77 4 752
% - T AVE—T 2 A ATT T r—
Va Uik E AN LET,
Device (config-if)# ip nbar
protocol-discovery
RATwv 74 |end ¥HE EXEC £— RIZRY £,
i :
Device (config-if)# end
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AVC QoS 7R1) & —

DSRA Ty TDER

ave aos %y o —aes I}

DAYERL

AVC QoS R Y ¥ —ZAERT H12id, IRO—RARFIEEZFITLET,
1. match protocol 7 4 VX TV T A < v T ZAEK L ET,

2. RV —~o T aFlLET,

3 AVH—TxARIRY =~y T E#EALET,

match protocol 7 VX ZFRET DRI, 7 FA vy TEAERT DMENRHV £T, v—F
TRRV TR EDQS T/ varvE 77 4y 7 IZi#fTEE9, AVC ® match protocol
T4 NZIFE ART 7B AR - MIEAENET, YAR—- STV e b L OFEIIIZ O
WU, http://www.cisco.com/c/en/us/td/docs/ios-xml/ios/qos_nbar/prot_lib/config_library/
nbar-prot-pack-library.html ZZ M L T 720,

FE
ARV RFERIETY a3 Y B#J
RTw 71 |terminal su—)ar7 4 Xalb—g
i - ET— FERBLET,
Device# configure terminal
R T 7 2| classmap class-map-name 7 TA <y FERERLET,
fi
Device (config) # class-map webex-class
23w 7 3 | match protocol application-name TAY e a B e DBk EE L E
fl EE
Device (config) # class-map webex-class
Device (config-cmap) # match protocol
webex-media
RTv 74 |end Rt EXEC E— RIZIRY £9, £/,
i - CtultZ F—%fLTH, /m—rL =
N 3 — N N 7 3
Device (config) # end /7/(%'11/ vasE ] %%‘TT
TET,
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ARV RFERETIVa Y

E:)

&

configureterminal

1

Device# configure terminal

Ja—)ary 74 Xalb— g
E— NEBABLET,

ATy T2

policy-map policy-map-name
fi

Device (config) # policy-map webex-policy]|

RV —=~yTHu NTTHZEITE-
TRV — o7 E2ERL, RY—
~v 7 a7 4Fal—yarE—FK
R L ET,

F7 4 T, RY)— <o FIIE
HINTWEHEA,

RV —~vT DT 74V EOEET
I, 27y R IP 7 v R OEAE
DSCP 23012, /N7 > R Z 7T &E DY
AL CoS W OITRESNET, RN
YTIEEITESREE A,

GE)  HEEFORY v—~ v 7 EHIRR
3 51Z1%. no policy-map
policy-map-name 2" = — /3L 2
V74 X2l —vg s avwy

REfHLET,

ATvT3

class [class-map-name | class-default]

1

Device (config-pmap) # class webex-class|
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N7 4w DNEEERL, AU —
VT ITTARA AT 4 Fal— g
E— R LET,

F7 T, RV — <~y 7B &
W TRy TIIERINTOERA,

9 ClZ classmap 7 o — 3L a7 ¢
Xl —vgy avwly FEFEHLT R
T4 DT TARERIN TN DGEE
1. Z® =z~ RTcdassmap-namell %
DAHTEEE LET,

classdefault 877 1 v 7 7 7 ATER
BEHT, EORY —IcbiBMTE E
T TONTT 4w T AF, I
W) =<y TORBICEESNET,
2R match any 73 class-default 7 7 A
WCEENTWDLGE, o T 710w
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24 v F ti—b~n s Ky o—niEm [

AU RFERETOVa Y

B8

VA S QU VAV A N & A
class-default & —% L £,

B BEfFOY 7 A~ T EHIRT
521X, noclass
classmap-name R U v —~< v
a7 4 ¥al—ara
~ v FEEHLET,

ATvT4

police rate-bps burst-byte
fl

Device (config-pmap-c)# police 100000
80000

SHELIE N T 7 4w IR —EER
L/i‘j—o

F7 T, R —TERINT
WEHR A,

e rate-bpsiZix, EH LT T 1 v
L—h&ty M (bps) THEL
£, FBHETE 24T 8000 ~
10000000000 T3~

- burst-byte |Z1%, FEAES—R | o
R A NETHELET, AR
%, 1000 ~ 512000000 T4,

ATy Th

set {dscp new-dscp | cos cos-value}

1 -

Device (config-pmap-c) # set dscp 45

N7y MZHTLWMEEZRET HZ &I
FoT . IPrNT 74w 7 BN LET,

« dscp new-dscp (Z1E, ¥ ST B
74w Z7IZED S THEH LW
DSCPfEiZ AJLET, EETZ S
#PHIZ 0 ~ 63 TT,

ATvT6

end

1

Device (config) # end

¥FHE EXEC =— RIZER Y £9, F7,
Ctrt+Z F—Z L TH, Fr—r3L o
V74X al—va Ly F—REKTT
xFET,

AL YF R— b~D QS R —DiEA

FIE

ARV RFEEETIa Y

=)

ATy T

configureterminal

1 -

Device# configure terminal

Ja—)L a7 4 F¥Falb—g v
£ — ]\‘%Eﬁﬁébi—g«o
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B 5 AvC Flexible Netilow D 35E

AU RFERET7TIV3 Y B
ATy 72 |interfaceinterface-id A B —TxfAaAr T Fal—3
51 v E— RERIBLET,

Device (config) # interface
Gigabitethernet 1/0/1

AT 7 3 | service-policy input policymapname Ao B —Tx A RZa—HL R L —
15“ : %fﬁﬁﬁ LiTo

Device (config-if) # service-policy input]
MARKING IN

AFw 74| end ke EXEC B— FIZRY £4., F£7-.
i - Ctrl+Z F¥—ZWLTH, Fa—L o
V74 Xal—TaryET— REKTT

Device (config) # end

TET,

E#3 AVC Flexible Netflow D% FE

70— La— FOER

B8 AVCENF 1. koM 7o —Lra—REFmtE7n—1ra—K (AHEHH) o2
FHOEREA 77— a— RRedR— N LET, A4 0DRRDEREHA7r—La—FR
Qoo AFm7r—La—RE2o0FAME7e—1ra—FR) ZREL, 7r—F=X|ZH
BT ENRTEET, /EROWFM L a—RE7 FA T MNYP—=N"T TV r— a4
FHEHML a—RFTHhHY, LB a— R AR DOT 7Y r—y g Ui TE#R T,

WhER 77—l a—R

Zu—lLa—R1:/m7e—La—F

Flg
ATV REEETIa Y B

ATFwT1 configure terminal rTa— )L ary7 4 Xal—3a
Bl T REHHLET
Device# configure terminal

RFw 72 |flowrecord flow_record name Ja—lLa—Rary74X¥=l—3
B - v RERGLET
Device (config) # flow record fr-wdavc-1

AT w 73 |description description (fE=E) 7ua— L a— NOH &2 1ER
15'] : L\i—é—o
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7O—La—Fk1: WAE7A—La—F .

ARV FFEREETIVa Yy

E:)

Device (config-flow-record) #
description fr-wdavc-1

ATV

match ipv4 version

1 -

Device (config-flow-record) # match ipv4
version

IPvA~y X —=NEDIP A=Y g D
—HERELET,

ATvT5

match ipv4 protocol

1

DEvice (config-flow-record) # match ipv4
protocol

IPvd 7o halto—HEEELE
—340

ATvT6

match application name

1 -

Device (config-flow-record) # match
application name

TIVr—varh O EEREL
i‘a‘o

GE) Z OEEX. AVC AR — k
TIEMEATYT, 7u—=n7r7
Vioy—varvi—#%+szL
NAREIZ R B 72T,

ATy T17

match connection client ipv4 address

1 -

Device (config-flow-record) # match
connection client ipv4 address

2534 T N (Fr—( = m—H)
DOIPva 7 RLREto—Hux2fEELE
‘j‘o

ATvT8

match connection server ipv4 address

1 :

Device (config-flow-record) # match
connection server ipv4 address

H—R (Zu— VAR E) O IPvd
7T RLRAED—HEEBELET,

ATvT9

match connection server transport port

1 -

Device (config-flow-record) # match
connection server transport port

=D FTUAR—=FR—=FLD—
BeHELET,

ATy 710

match flow observation point

1 :

Device (config-flow-record) # match flow|
observation point

Tu—#HA N v 7 OBRIARA b
ID tO—EEBELET,

ATvIN

collect flow direction

1 :

Device (config-flow-record) # collect
flow direction

WD TFJE T collect connection initiator
o< RO initiator s —7 — R CTHEE
SNBMHER 7 v —OEET B (f
=VE—HFIFI VAR UA) OFFN
(ADNFERFH) Z2IET L LI
g LE9, initiator ¥—7U— KT
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ARy kJ—
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ARV FFEREETIVa Yy

S

EINAEIZS T T, flow direction
F—U— NIk DfEE &V F9,

c0x0l= A7 —
 0x02=H 17 r—
initiator ¥ — 7 — K23/ == —#|Z

BMESINTWBEE, 77— AL
Ta—DA =z —H N GIEESN

-4, initiator ¥ — U%Fﬁvzﬁyﬁ

WICRRESNTWDEE, 7a—0JH
X7 —D L AR BIRE S
F9, A AVC TlL, initiator ¥—
U — RIEIC, == — X IR ESH
TWET,

R T F12 |collect connection initiator collect flow direction ==~ > K TE S
Bl - Nie7n—oFIcEET 27 —0
Device (config-flow-record) # collect (1= :\/I)—& if&i LA Zh ‘//}7)
connection initiator ZINET A L HITHEELET, initiator
F—U— NiZ, 7a—0FEIZET S
WOEHRZREEL £7,
s 0x0l=A =T —H : 7 —Dik
Bl A =2 = —4T7
A#AVC TiE, initiator F—7— KX
A =T —H IIRESNTVE
R
AFw 713 |collect connection new-connections BLH S LTz BB A DE 2 INEE T 5 &
Bl 5 I LE T
Device (config-flow-record) # collect
connection new-connections
X 714 |collect connection client counter packets| 7 5 ¢ 7o FREE L= 7 v Nk
long T 5 & ST LET,
i
Device (config-flow-record) # collect
connection client counter packets long
R Fw 715 |collect connection client counter bytes | 7 5 ¢t 7o FREE LA M DS

network long

51
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JAo—La—Fk2: WAFEM7A—La—F .

ARV FFEREETIVa Yy

E:)

Device (config-flow-record) # collect
connection client counter bytes
network long

ATv 716

collect connection server counter packets
long

51 -

Device (config-flow-record) # collect
connection server counter packets long

P NREE LIy MR I
HEIITHRELET,

ATV T

collect connection server counter bytes
network long

51

Device (config-flow-record) # collect
connection server counter bytes
network long

P— REE LT MDA E AL
ETDEOTHBELET,

ATy 718

collect timestamp absolute first
151

Device (config-flow-record) # collect
timestamp absolute first

BRIy R T a—THER SN
L EORAE I U MEALTINET S &
INTHRELET,

ATv 719

collect timestamp absolute last
11

Device (config-flow-record) # collect
timestamp absolute last

BHONRry "R 7 e — TR INT-
& X ORf A I Y RHEALTIUET S &
INTHRELET,

ATy T2

end

51

Device (config) # end

¥5ME EXEC — FIZEY £9, F7=.
CrH+Z ¥ —%##LTH, Fr—rL o
Y74 X2l —varyET—FEKTT
xFET,

ATv7T2AN

show flow record

1 -

Device# show flow record

FTRTO7a— L a— Nt 51EH
EFRTFLET,

7a—Lba—R2: WhFm7e—La—FR

FIE

ARV RFERRTI VA Y

E]:)

&

configureterminal

&1

Device# configure terminal

Ja—_) a7 4 FXal—Tg
£ F\;’&E‘ﬁﬁé\biﬁ—o
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ARV FFEREETIVa Yy

S

ATv T2

flow record flow_record name

1 -

Device (config) # flow record fr-wdavc-1

Jo—la—Rary74¥Xal—i 3
v E—RNERBLET,

ATvT3

description description

&1

Device (config-flow-record) #
description fr-wdavc-1

(EE) 7u— L a— RO % VERK
LE7,

ATvT4

match ipv4 version

1 -

Device (config-flow-record) # match ipv4
version

IPvd -~y Z—NEDIP A=V g08D
—HBEREELET,

ATvTh

match ipv4 protocol

1 -

Device (config-flow-record) # match ipv4
protocol

IPvd 7o haLto—HEEELE
kR

ATvT6

match application name

1 :

Device (config-flow-record) # match
application name

TV r—varbto—HEREEL
F7,

GE) ZOEMEIX. AVC HAR— b
TIIMAETT, 7a—n7 7
Vor—varvt—H+s2L
PAREIC 72 D T2 T,

ATy T1

match connection client ipv4 address

1 -

Device (config-flow-record) # match
connection client ipv4 address

754 T (Fr—A( = —&)
DIPVA T RL A &L D—FEIEELE
KR

ATvT8

match connection client transport port

1 :

Device (config-flow-record) # match
connection client transport port

EfE) 7a—La—FROxF—7 4 —
VRELT, 2947 bR —
FeD—HEEREELET,

ATv79

match connection server ipv4 address

1 :

Device (config-flow-record) # match
connection server ipv4 address

P—N (Zu— LVAKRUHE) O IPvd
T RLVAED—HERELET,

ATv 710

match connection server transport port

1 :

Device (config-flow-record) # match

connection server transport port

=D T AR—=FR—=FED—
BEfEELET,

[l A%% Y k7—% TO Application Visibility and Control D% %



| &+ k7—% TO Application Visibility and Control D&%
JOo—La—Fk2: WHEI7A—La—F .

ARV RFERETI Y =3
Z 7w 711 | match flow observation point T —EHA R Y v 7 OBHEIEA L R
i ID L D—EZHELET,

Device (config-flow-record) # match flow
observation point

AT w 712 |collect flow direction D FIET collect connection initiator
Bl - o< Ko initiator & —7— K CIEE
Device (config-flow-record) # collect éj’béﬂjﬂ"’]7m—0)%§@ﬁ‘é{ﬁl (/f
flow direction =T —ZFRIVARSK) DI
(ANNEGZHT) 2NET DX
feE L ¥, initiator ¥—Y— KT
EENDEIZ T T, flow direction
F—U— NIROMEE LV £,

c0x0l=AS) 71—

c0x02=H 17—

initiator ¥ —7U — K81 =3 = —X(Z
BIESNTWDGE, 7e—0hnik
Ta—0A =V =—4 N BIEE IR
$9, initiator ¥ — 7 — KB L AR X
ICHE SN TWAEGAE, 71 —D K
78 —0O L AR LIRE S
£9, A AVC TliX, initiator F—
T — RIIEICA =V ==X ITRESN

Tb\i‘a‘o
Z 5w 713 |collect connection initiator collect flow direction ==~ > FCHiE &
Bl - nic7 v —o G EEY 57 n—o

Device (config-flow-record) # collect 15” (/]) ::‘/IT 57 SE f: ENPE 7‘]‘\0\/&)
connection initiator ZIET D X 9 IZHRE L £, initiator
F—U— KX, 77— FEIZET S
ROEHRETRBEL E T,

c0x0l=A =T —XF : 70 —DikE
BiIEkof = =— 4 TF

ﬁﬁ‘? AVC T, initiator F—7— FiZ
WA =V —H IR ESNTWE

j—O
R T 714 |collect connection new-connections BN ST BBt O 2 INET 5 K
I - SIHRE LET,

Device (config-flow-record) # collect
connection new-connections

Hig+ v k7 —% TO Application Visibility and Control D% [}



. JOo—La—F2: WAEZ7AO—La—F

B4 v k7 —7%2 TO Application Visibility and Control D% TE

ARV FFEREETIVa Yy

S

ATy T15

collect connection client counter packets
long

1 :

Device (config-flow-record) # collect
connection client counter packets long

TIAT MR EE LNy NME
INET DX HICHRELET,

ATv 716

collect connection client counter bytes
network long

1 -

Device (config-flow-record) # collect
connection client counter bytes
network long

7 74T 2 RIEE LTS MG
RHENEET D KO IHREL £,

ATv I

collect connection server counter packets
long

1 -
Device (config-flow-record) # collect
connection server counter packets long

P SRREE LTy MR IS
D EITHRELET,

ATy 718

collect connection server counter bytes
network long

1 -

Device (config-flow-record) # collect
connection server counter bytes
network long

P SR LTS D B B
55 £ IHRELET

ATy 719

collect timestamp absolute first
£

Device (config-flow-record) # collect
timestamp absolute first

WDy BT v —TiER I
L EORHZ I U BEALTIET S &
ITHELET,

ATy T2

collect timestamp absolute last
i

Device (config-flow-record) # collect
timestamp absolute last

BHONry R T e —THRINT-
L XA I YRR CTINET S &
ITHELET,

ATv7T2An

end

1

Device (config) # end

¥5#E EXEC =— RICEY £7, £z,
CtrH+Z F—%MLTH, Fm—L =
V74X al—varyE—REKTT
XFET,

ATy T2

show flow record

1 -

Device# show flow record

FTRTO7r— L a— R+ 5ER
R LET,

[l A%% Y k7—% TO Application Visibility and Control D% %



| &#+v k7—% TO Application Visibility and Control ® %

FaEza—1ra— R

Jua—la—R3: FEEre—Lra—R: AR

FIE

AEEIO—La—F .

ARV RFERRTI VA Y

El:)

ATy T

configure terminal

&1

Device# configure terminal

Ja—n\) a7 4 Fal—a
£ F‘;&E:ﬁﬁé\]\/iﬁ—o

ATvT2

flow record flow_record _name

1 -

Device (config) # flow record fr-wdavc-3

Jo—la—Rary74Xal—i 3
v E—RNERBLET,

ATvT3

description description

51

Device (config-flow-record) #
description flow-record-1

(EE) 7o— L a— RO % VERK
LET,

ATvT4

match ipv4 version

1 :

Device (config-flow-record) # match ipv4
version

IPvd~y X —m5DIP A= g &0
—HERELET,

ATvT5

match ipv4 protocol

1 :

Device (config-flow-record) # match ipv4
protocol

IPvd 7o harto—HEEELE
‘a‘o

ATvT6

match ipv4 source address

1 -

Device (config-flow-record) # match ipv4
source address

IPv4 EETTT LA ED—EE F—
TJ4—)LRELTEELET,

ATy T1

match ipv4 destination address

1 -

Device (config-flow-record) # match ipv4
destination address

IPv4 55567 L AL DO—F % F—
T4—VRELTHEELET,

ATvT8

match transport source-port

1 -

Device (config-flow-record) # match
transport source-port

TV AR— NEETLF— N ED—K
R —T7 44— )L RELTHELET,

Hig+ v k7 —% TO Application Visibility and Control D% [}
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B4 v k7 —7%2 TO Application Visibility and Control D% TE

AR

ARV FFEREETIVa Yy

S

ATvT9

match transport destination-port

i
Device (config-flow-record) # match
transport destination-port

rZ U AR— MEdeAR— b ED—F %
F—T7 4 —LRELTHRELET,

ATv 710

match interfaceinput

1 -

Device (config-flow-record) #
interface input

match

ANA B =T 2 R D—H % F—
74—/ RELTHRELET,

ATy 7N

match application name

1 -

Device (config-flow-record) #
application name

match

TIV = a B EDO—HEREL
F7,

GE) ZoEAEE. AVC ¥R — b
TIIMATY, 7a—n7 7
Vor—varvet—H+5ZL
DA[BEIZ R B 72D TT,

ATvT12

collect interface output

1 -

Device (config-flow-record) # collect

interface output

Ta—MnMmoHA v F—T oA AEIN
ET AL OICEELET,

ATy 713

collect counter byteslong

1 -

Device (config-flow-record) #
counter bytes long

collect

Ta—OA MEERET S X I
ﬁi’bij‘@

ATy 714

collect counter packetslong

1 -

Device (config-flow-record) # collect
counter packets long

Ta—ORry NEEIET S L)
EELET,

ATy T15

collect timestamp absolute first

51

Device (config-flow-record) # collect
timestamp absolute first

BRIy R T a—THER SN
XD E I U AL CINET S &
INTHRELET,

ATv 716

collect timestamp absolute last
1 -

Device (config-flow-record) # collect
timestamp absolute last

ROy R T — TR ST
XD E I U AL CINET S &
INTHRELET,

ATv I

end

51

[l A%% Y k7—% TO Application Visibility and Control D% %

Hi#E EXEC £=— RIZED £9, F7=,
Crl+Z F—Z2ML T, Zu—r3L o



| &#+v k7—% TO Application Visibility and Control ® %
Jo—La—rk4: magza—La—r:whn

ARV EEEET7Ia Y B#)
Device (config) # end V74X a2l —y gy E— REKTT
xFET,
A5 718 |show flow record FTRTCO7u— L a— RIT 5 5HR
1 - EFRTFLET,
Device# show flow record

7un—Lla—K4: FatErvo—ra—F: Hh

FIE
AU rFEREETIVaY B#Y
X5 w71 |configureterminal Ja—r\)Lary7 4 FXal—a
5l - T— R LET,
Device# configure terminal
25w 72 |flowrecord flow _record_name Zu—La—Rary7 4 Xal— 3
B - v - RERIG LT
Device (config) # flow record fr-wdavc-4
2773 |description description (L) 7 m— L =2— FOBBI %
i - LET
Device (config-flow-record) #
description flow-record-1
AT 74 |matchipv4version IPv4 -~y =B DIP A=V 3 D
Bl - —HERELET,
Device (config-flow-record) # match ipv4
version
ZFwF5 |matchipv4 protocol IPvd 7u haLto—HaAEELE
i - ¥
Device (config-flow-record) # match ipv4
protocol
ZFw F6 |matchipv4 source address IPv4 HETLT RL R L D—FiEm ¥ —
Bl 74— FELTRELET,
Device (config-flow-record) # match ipv4
source address
R w7 |matchipv4destination address IPv4 355CT RL AL D—F A F—
Bl 74— FELTHRELET,
Device (config-flow-record) # match ipv4
destination address

Hig+ v k7 —% TO Application Visibility and Control D% [}
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B4 v k7 —7%2 TO Application Visibility and Control D% TE

A

ARV RFEREFT7TIVa Y

S

ATvT8

match transport source-port

1 -

Device (config-flow-record) # match
transport source-port

T U AR— FREILR— b ED—F
R —T7 44— )L RELTHELET,

ATvT9

match transport destination-port

1 -

Device (config-flow-record) # match
transport destination-port

rZ U AR— Mo — b ED—F %
F—T7 4 —LRELTHRELET,

ATy 710

match interface output

1 -

Device (config-flow-record) # match
interface output

MW v =T oA AL D—F % F—
T4—RKELTHELET,

ATy TN

match application name

51

Device (config-flow-record) # match
application name

TV r—va B EDO—HEREL
F7,

GE) ZoEfFIX. AVC AR—
TIIMAETT, 7r—nT 7
Vor—yvart—%I352L
DA[EEIZ R B 72D TT,

ATvT12

collect interfaceinput

1 -

Device (config-flow-record) # collect
interface input

Ta—MMmoANA L HE—T A A&
ETAHIOICEELET,

ATy 713

collect counter byteslong

1 -

Device (config-flow-record) # collect
counter bytes long

Tu =D, MEET D X I
ELET,

ATy 714

collect counter packetslong

51

Device (config-flow-record) # collect
counter packets long

Ta—ORry MIEETDH X O
BELET,

ATvT15

collect timestamp absolute first
1 -

Device (config-flow-record) # collect
timestamp absolute first

BAIO/R A RN T7 o — TGRS N
XD E I U AL CINET S &
INTHERELET,

[l A%% Y k7—% TO Application Visibility and Control D% %
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ons 7o—La—k |

ARV FFEREETIVa Yy

E:)

ATv 716

collect timestamp absolute last
1 :

Device (config-flow-record) # collect
timestamp absolute last

BNy N T e —THERI N
L XD E I U AL CINET S &
INTHRELET,

ATv 11

end

1 -

Device (config) # end

F#ME EXEC E— RIZEY £9, F7=,
CrH+Z ¥ —%##LTH, Fr—rL o
V74X 2l —y g E— REKTT
xFET,

ATv 718

show flow record

B -

Device# show flow record

FTR_RTCOT7a— L a— RiZET 55
EFRRLET,

DNS 7u—1lL a— R

7u—lLa—RK5:DNS7un—La—F

FIE

ARV REREETI 3y

E:)

ATy T

configureterminal

1 -

Device# configure terminal

Ja—nRN) a7 4 FX¥al— g
ET— FZHBLET,

ATw T2

flow record flow_record name

1 -

Device (config) # flow record fr-wdavc-5

Jo—la—Rary74¥Xal—i 3
v E—FEHBLET,

ATvT3

description description

51

Device (config-flow-record) #
description flow-record-5

(EE) 7u— L a— RO % VERK
LE7,

ATvT4

match ipv4 version

1 -

Device (config-flow-record) # match ipv4
version

IPv4 ~o X =D PA—=T g ED
—HERELET,

ATvTh

match ipv4 protocol

1 -

Device (config-flow-record) # match ipv4

protocol

IPvd 7o haLto—HEEELE
kR

Hig+ v k7 —% TO Application Visibility and Control D% [}
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B4 v k7 —7%2 TO Application Visibility and Control D% TE

ARV FFEREETIVa Yy

S

ATvT6

match application name

1 :

Device (config-flow-record) # match
application name

TV r—varbto—HEREEL
¥,

GE) Zo#EfFIE. AVC R —h
TIIWATT, 7a—n7rr
Vor—varvt—H+s52L
MATREIC 72 D 12 T,

ATy T1

match connection client ipv4 address

1 -

Device (config-flow-record) # match
connection client ipv4 address

754 T (Fr—A( = —X)
DIPvd 7 RLREDO—FKEfEELE
KR

ATv78

match connection client transport port

1 -

Device (config-flow-record) # match
connection client transport port

Zao—la—RKDO¥F—7 4—)LREL
T, V94T v FOPERGR— N D—
HERBTELET,

ATvT9

match connection server ipv4 address

1 -

Device (config-flow-record) # match
connection server ipv4 address

Y= (Zu— LVAKRUH) O IPvd
T RLAED—EERELET,

ATy 710

match connection server transport port

1 -

Device (config-flow-record) # match
connection server transport port

P—XD " T AR—FHR—hED—
BEEELET,

ATvIN

collect flow direction

1 -

Device (config-flow-record) # collect
flow direction

[l A%% Y k7—% TO Application Visibility and Control D% %

& D FNET collect connection initiator
a2 RO initiator %+ —7 — R THEE
ENDBMIE T v —ORET L[ (A
=VE—HEFI VAR UK) OFN
(ADERIFHT) ZIETDH LI
e E L £, initiator ¥—Y— KT
TE SN DI U T, flow direction
F—U— NIROMEE LD £,

c0x01= A1 70—
c0x02=HHH7a—
initiator ¥ —9Y — R4 = =—X (T

BESINTWBHAE, 7ue—0 X
Tu—DA = z—Z N HIEEIN

¥, initiator ¥ — 7 — KB L AR X

IR E SN TWAEAE, 7u—0kMn



| &ty

k7 —4% T @ Application Visibility and Control D%

so—La—ks5:oNs 7o—La—F

ARV FFEREETIVa Yy

E:)

X7 0 —0 L AR BIEE S

F9, A AVC TlL, initiator ¥—

J— RIIEIA =3 ==X IR ESH
TWET,

ATvT12

collect timestamp absolute first
11 -

Device (config-flow-record) # collect
timestamp absolute first

BRIy R T e —THER SN
L XD E I UL CINET S &
INTHERELET,

ATy 713

collect timestamp absolute last
151

Device (config-flow-record) # collect
timestamp absolute last

Ei%ﬁg)/\b— b4 ]\ 7j)7 ‘j‘—fﬁﬁwuéhf:
L EOREZ I VBB TIEET D &
INHELET,

ATy 714

collect connection initiator

1 -

Device (config-flow-record) # collect
connection initiator

collect flow direction =~ > K CHE &
N7 v —oFCBEEST S 7 a—0
Bl (f=vm—FETEI VAR )
ZINET H L O ITHRE L 7, initiator
F—U— RN, 7e—FEicET 5
WONEHRZ UL 7,

e 0x0l=A=v—H . Ja—DikE
BRI O A == — % TF

Hi AVC Ti. initiator ¥—7 — FiZ
WA = —H TR EINTWE
7,

ATy 715

collect connection new-connections

1 :

Device (config-flow-record)# collect
connection new-connections

B S TR PR DR INEE T 5 K
INTHELET,

ATv 716

collect connection server counter packets
long

&1

Device (config-flow-record) # collect
connection server counter packets long

P— SNNEE LTy RIS
HEIITHRELET,

ATV T

collect connection client counter packets
long

51

Device (config-flow-record) # collect
connection client counter packets long

TIAT U MRRE LTy MR
INET S X IHICHEELET,

Hig+ v k7 —% TO Application Visibility and Control D% [}
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B4 v k7 —7%2 TO Application Visibility and Control D% TE

ARV FFEREETIVa Yy

S

ATy 718

collect connection server counter bytes
network long

1 :

Device (config-flow-record) # collect
connection server counter bytes
network long

P SR LTS DR B
5 k5 iR LET

ATy 719

collect connection client counter bytes
network long

51

Device (config-flow-record) # collect
connection client counter bytes
network long

I IAT 2 RBERE LA MO E
R ET L Lo IR ELET,

ATvT20

collect application dns domain-name

1 -

Device (config-flow-record) # collect
application dns domain-name

DNS NAA 4% DNS 70—l =3 —
FOWET =V FELTHERT D &

INTRELET,

ATy

end

1 -

Device (config) # end

FEHE EXEC £— IR £, 7=,
CtrHZ ¥—%MLTH, Fum—rL o
V74X al—varyE—REKTT
xFET,

78— I RKR—2DERK

T — T AR—BEERTDBE, 78— T AR— K~ NG RA—REERTXFET,

FIE

ARV KRFERRETY VY

E:g)

ATy T

configureterminal

1

Device# configure terminal

Ja—nR_) a7 4 F¥al— g
ET— FEBBLET,

ATy T2

flow exporter flow_exporter _name

1

Device (config) # flow exporter
flow-exporter-1

TH— TV AR—HF AT fF a2l —
vary T—FRERBLET,

ATvT3

description description

1 -

Device (config-flow-exporter) #
description flow-exporter-1

(EE) 7o— =7 AR—F DA%
TERLL E7,

[l A%% Y k7—% TO Application Visibility and Control D% %
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70— E=42DER .

AU RFERETOVa Y

B8

ATvT4

destination { hostname | ipv4-address
| ipv6-address }
1 -

Device (config-flow-exporter) #
destination 10.10.1.1

T AR—HTT— X &iF 5T D50k
AT LDRA ML, IPv4 721X IPv6 7
NLAZfRELET,

ATy Th

option application-table [ timeout

seconds ]
1 -

Device (config-flow-exporter)# option
application-table timeout 500

(LE) 7a— 7 AR—2DOT 7Y
r—3ay F—TNADOF S a
ELET, timeout A7 3 &
HE, Ta—x g AR—Z OEEERM
EROENLCRIETE £3, AR %PHIX
1 ~ 86400 ¥ CT9,

ATvT6

end

1

Device (config) # end

¥eHE EXEC =— FIZER Y £9, F£7=,
CtrH+Z F—%Z# L TH, Fr—r3L o
V74X al—vary®T—RERKRTT
TET,

ATy T17

show flow exporter

1

Device# show flow exporter

T_RCO7a— 7 AKR—Z|ZET 5
MmaRTLET,

ATvT8

show flow exporter statistics

1

Device# show flow exporter statistics

Tu— 7 AR—Z O ER A FER
LEJ,

J0— E=2DER

Tu— T X EERLT, 77— La— RIZEEfHT A 2 LR TE FT,

FIE

ARV RFEEETI 3y

B8

ATy T

configure terminal

1 -

Device# configure terminal

Ja—nR) a7 4 F¥al— g
E— FERBLET,

ATy T2

flow monitor monitor-name

1 :

Device (config)# flow monitor
flow-monitor-1

Tun—F=HXE{ERkL, 7r—F=#
a7 4 ¥ alb—arE— ek
LET,

ATvT3

description description

&1

(&) 7r—F=Z Ot aER L
£,

Hig+ v k7 —% TO Application Visibility and Control D% [}
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B4 v k7 —7%2 TO Application Visibility and Control D% TE

ARV FFEREETIVa Yy

S

Device (config-flow-monitor) #
description flow-monitor-1

ATV

recor d record-name

B -

Device (config-flow-monitor)# record
flow-record-1

FANAER SN2 L a— R4 &5
ELET,

ATv 75

exporter exporter-name

1 -

Device (config-flow-monitor)# exporter|
flow-exporter-1

FHRNMER &Sz 7 AR —F D4Rl
FHEELET,

ATvT6

cache { entries number-of-entries |

timeout {active | inactive} | type
normal }
11

Device (config-flow-monitor)# cache
timeout active 1800

51

Device (config-flow-monitor) # cache
timeout inactive 200

1 -

Device (config-flow-monitor) # cache
type normal

(EE) 7a—F vy vy ia g A—X

ERETHLOICHEELET,
 entries number-of-entries: 7 17—
FyrvvalNOTa—2 MO
B K Ex % 16 ~ 65536 OFIPH CTHE
LET,

BHREOX ¥ v a2 XA T DR
N R—FEIHET,

G

ATy T17

end

1 -

Device (config) # end

¥5ME EXEC — FIZREY £9, F7=.
CtHZ F—%MLTH, Fr—sL o
V74 X2l — g ET— REKTT
xFET,

ATvT8

show flow monitor

1 :

Device# show flow monitor

TRCOT7u—F=X T HEHRE
FRLET,

ATvT9

show flow monitor flow-monitor-name

1 -

Device# show flow monitor
flow-monitor-1

BELEAE®H AVC 7u— =% |28
THEREERLET,

ATy 710

show flow monitor flow-monitor-name
statistics

1 -

Device# show flow monitor
flow-monitor-1 statistics

¥ AVC 70— F =X O EHER &
FRLET,

[l A%% Y k7—% TO Application Visibility and Control D% %



| &#+v k7—% TO Application Visibility and Control ® %

1v8—7142~070—E=s0mErt [

ARV FFEREETIVa Yy

E:)

ATy 7N

clear flow monitor flow-monitor-name
statistics

1 :

Device# clear flow monitor
flow-monitor-1 statistics

BELEZ7u—E=% O IERY 7
U7 L%, clear flow monitor
flow-monitor-1 statistics % f# /i L 7=
{Z show flow monitor flow-monitor-1
statistics =~ > FZFEH LT, T
DOFEFHERB Y £y bSINT=Z & %k
BLET,

ATvT12

show flow monitor flow-monitor-name
cacheformat table

1 :

Device# show flow monitor
flow-monitor-1 cache format table

FEATT7e—F v v Va2 DODNEER
RLUET,

ATy 713

show flow monitor flow-monitor-name
cache format record

1

Device# show flow monitor
flow-monitor-1 cache format record

7a—La—RLEEOERT7 e —
¥y v aONEERRLET,

ATv 714

show flow monitor flow-monitor-name
cache format csv

&1

Device# show flow monitor
flow-monitor-1 cache format csv

CSVIEX TV o —Fvy v 2 ONEFE
FoRLET,

AR —TTARA~NDTO— T2 QEER T

WD FAEREAL I— RO 2 ORI EHEMAVC T=H oA U H—T = A AZ[RHEF
CEERETE ET,

FIE

ARV KRFERERETYVa Y

=)

ATy T

configureterminal

1

Device# configure terminal

Ja—nR_) a7 4 F¥al— g
ET— FEBRBLET,

ATy T2

inter faceinterface-id

1 -

Device (config) # interface
Gigabitethernet 1/0/1

AR —T A ARAAL T 4 Fal— 3
v E—RERBLET,
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B verrenzsnrinr—vay

ARV RFERFTIVaY =)

Z 5 73 |ip flow monitor monitor-name { input | | AS %47 R EHFA Ty OB E T
output } FWFNPHOA L F—T = A RIZT
i - n— =4 & BT £,

Device (config-if) # ip flow monitor
flow-monitor-1 input

ATy 74 |end ¥iHE EXEC ©— FICRY £9°, £72.
1 - CtrH+Z ¥ —%2#LTH, Fm—rL o
Device (config) # end Y74 X2l =g E— RZH#&TT
TET,

NBAR2 hRA L TF7T)4r—ay

NBAR2 ClE, WAZ L 7a bha LV ZfH L CHAF LT ) r— g il casd, b
AH N Tabhant, Tabhanr et T r—yvarEYR—sLETNH, BEDOELE A,
NBAR2 (ZHHR—F L TWEHA,

TRTOREIZBNT, v RAap @t 2 NBAR2 71 2L Ry 7 ORI THh L e —h )L
TV =2 a v BIOKEDT IV r—arBNbEd, a—nA 77 ) r— g 03
RO XD ITHEINET,

cMIEA~DORFEDT T r—va v

 WIEFEOT U r—3 3 v
NBAR2 Tit, 20Xk H%ua—h V77V r—ya b 2FBTHAA~A XT 5 HEZEEL
TWET, Z/r— Y a7 4 F a2 b—3 3 F— KN Tipnbar custom myappname =~ > K
FEHLTC, FEITT 75— a b B DAZSARTEEST, WAXL TV r— g

E. MARABT B ha L KBRS ET, ENENOHT AL LT m haL T, 2—FL,
LAR—MEWICERATE 2L 7 X ID 2 E£ETEET,

SEESERFIATOT TV r—ay BDAZ<A ANHY £97,
— A 7O FILDHRETAR
« HTTP

» SSL
* DNS

AVKRDY b EEOEARN T 0 s a kS W A X~ A R server-name
LANIILANADHRETAX
«IPvd 7 KL X

« DSCP fii

« TCP/UDP R — k
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HTTPO A RXB <A X

SSLOARZTARX

DNSDARETAX

MDY ECEZE N |

« 7 —kfEILE I3 DT

NAMFTEY b XA v— RORFED AL MEIZHESS DAL A X

HTTP O W A %~ A X|Z, RO HTTP 7 4 —/L FOMBEDHICE SN TEITTEET,
« cookie : HTTP 7 v % —
chost : U Y —R&ELILDOI— "DKRA M,
« method : HTTP A Y v K
ereferrer @ U Y—2A VU7X MNORFFILOT KA
e url : Uniform Resource Locator ®/ XA
cuser-agent : BREZEET IV Mo THASHTWEY 7 b =T
sversion : HTTP N— 3 v

evia : HTTP &M 7 4 —/L N

HTTPO A X2 <A X

L7 % 1ID 10 372 HTTP AR Ak [*mydomain.com| % ff 9% MYHTTP & FE/E
NDBAF LT TV r—33 0,

Device# configure terminal
Device (config)# ip nbar custom MYHTTP http host *mydomain.com id 10

SSL % — 4487 (SNI) F7=i3@E4 (CN) moiH L=t #a2 M H LT, SSLEFE{k + 7
T AT TCHARAEA REITH ZENTEET,

SSLOARZATA X

L7 % ID 11 7= SSL E A4 mydomain.com] %35 MYSSL & MEEILD
AT T r—3r3 v,

Device# configure terminal
Device (config) #ip nbar custom MYSSL ssl unique-name *mydomain.com id 11

NBAR2 (%, DNSERBIOWE N T 74 v 7 2B L, 77U —3 3 2 ~0 DNS &I
BEAFIT 2 2N TEET, DNSIENOLREINZIP T RLAEEF vy v =3, FORE
DT TV r—ya AZFEEMT O TWAERZEDHD Ny b 7a—ERESNET,
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BEHNRETAX
BLUDOAREIAX

B4 v k7 —7%2 TO Application Visibility and Control D% TE I

ip nbar custom application-name dns domain-name id application-id =~ > R{Z, DNS O X &~
AR ENET, BEOT 7V r—a v &EET 5I121%, ipnbar custom application-name
dns domain-name domain-name extends existing-application =~ > & H L £,

DNS N—ZA DN A H <A XDFEHNZ- OV TIE, http://www.cisco.com/c/en/us/td/docs/ios-xml/ios/
qos_nbar/configuration/xe-3s/asr1000/qos-nbar-xe-3s-asr-1000-book/nbar-custapp-dns-xe.htm] % Zx ff
LTL7ZE0Y,

DNSDHRHZTA X
L7 % ID 12 B 72 DNS KA A >4 mydomain.com] % {3 % MYDNS & M-
BENDZHAZ LT TV r—va,

Device# configure terminal
Device (config)# ip nbar custom MYDNS dns domain-name *mydomain.com id 12

NBAR2 Ti&, HTTP, SSL F£721X DNS|{ZHIND KA AL L AIZESNWCT AU r—ra v mD
AB <A AT HHENREINET,

BEHREATA X

L7 % ID 13 2372 HTTP, SSL £721XDNS K A A >4 [mydomain.com| % {#
925 MYDOMAIN EBEIND I AZ LT T r—a v,

Device# configure terminal
Device (config)# ip nbar custom MYDOMAIN composite server-name *mydomain.com id 13

LAY VLATADI AL~ A XTI, Xy X TNVICESNTEY, 7a—0RHD/ 7
]\Tﬁbz—ﬁb\i‘é—o

BLADHREZITAX

IP7 FL % 10.56.1.10 B L 11 10.56.1.11, B L2 Z ID 14 233 7= TCP 3 L U DSCP ef
IZ—%3 5 LAYER4CUSTOM EFRINA D AZ LT Y r—a s,

Device# configure terminal

Device (config)# ip nbar custom LAYER4CUSTOM transport tcp id 14
Device (config-custom)# ip address 10.56.1.10 10.56.1.11

Device (config-custom) # dscp ef

Bl NRRLTT)r—2avDE=ZRYY

WAL T FT)5r—2a3vDEZAR)TDE=HDshow a2 K

show ip nbar protocol-id | inc Custom
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Device# show ip nbar protocol-id | inc Custom

LAYER4CUSTOM 14 Custom
MYDNS 12 Custom
MYDOMAIN 13 Custom
MYHTTP 10 Custom
MYSSL 11 Custom

show ip nbar protocol-discovery protocol CUSTOM_APP

Device# show ip nbar protocol-id MYSSL
Protocol Name id type

MYSSL 11 Custom

NBAR2 54+ 3IwvH Ev LR A MIAWLNSNYIDTY THFL—FK

Ta bhal Ry s, TRAADYV AT YT N 2T EBEEHBRDLI L, TRALAD

NBAR2 7va ha /L W R— " NE2HEHTLHY 7 ho=7 Ry r— T3, 7Ya har Ny 7z
1. NBAR2 IZ X > TERIZH R —FENTWD, 2L NEHL TNy T EHLOT 7Y r—
Va T AEEAEERTCWET, HET TV =g U ionT, Far hai Ry 7z
X, TV = aBLET T r—ya VREOERREENTWET, YT b T
U Y —21201F, fAAHDT B R Ry IR RLERTHET,

7a ha)l Ry ZIIIROBERH Y £,
o 0 — RREL TR,

cEHWA—=V gy hal Ry J\ZT T L —RLEZ), IRnWR—=T g o7 e ko
IR TR LTZVT 50085,

s A v FDYvm— REnEEE LRy,

NBAR2 7' k=)L /3w 7%, ¥RD URL 76 Cisco Software Center TH# 7 12— R T&EE9 .
https://software.cisco.com/download/home

NBAR2 7O kL /3w 4 DRETRE M

inzo ban Ny 7za— RT5HIS, T_XTOAAL v F A= ETT r bajl Ry
I HT7 T allat—1T50ERHY £,

Zu ha)L RNy s Eu— T4, NBAR2 72 haL Ry r7pu—RK 31 2—2) 2%
BLTLIEEN,

NBAR2 7O kajL/8v o dO—F

Fg
OV REEEFET7IVa Y B
RT w71 |enable HHE EXEC T— RZAMIc L ¥,
1 - e NAU—RZANLET FERIN
7258 o
Device> enable
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B 5 nearz 7ok svson—§

IV N3 i F A7 B8
R w72 |configure terminal Ja—r)ar7 4 ¥al—i gy
- T FEMBLET,

Device# configure terminal

R 73 |ipnbar protocol-pack protocol-pack Tuban Ny sEun—RFLET,
[force]
cHEROT B R ANy T R=T g v

o LIERAD, LV R S—T a0
Device (config)# ip nb tocol-pack Za han Ny ERFREL, B— R
evlice (conri 1 npar rotocolL—-pac

flash:defPrgtoPaik : ° T 512iE, force ¥ —7U— F&fEH
i - LET, UL, 2A v F D
| . . EOT kal Ry 7 THR—k

Doty ¢ aeTE e e SNTORVRE bEIR S LET,

HIAB DT 1 ki Xy JITRBHIC
I, koa<> ReRLET,

ATy 74 |exit et EXEC E— RICREY £,
1 -

Device (config) # exit

R 75 | showip nbar protocol-pack {protocol-pack | 7z s =)L v V7 IEHEF R LE T,

| active} [detail]
Ioaxwy REERLT, n—F&
B NETE I Ry s DA—D g
, , YT Ty EOMOFEE
Device# show ip nbar protocol-pack =5
active AL ES j‘o

BEanrz7ua rani Xy rofE
WA K9 5I12iE, protocol-pack 5
BAEMRLES,

TIT 7T a hansy s o
HAEFRT DI, activeF—T—
REFERHLET,

ST IRy 7 DIER AR
KT HICIE, detail F—TU — K& f#
FALET,

Bl NBAR2 71t h 2L Ry 7 dDra— K
WOz, FrLnwra har Ry rEn— R34 5E2r~LET,

Device> enable
Device# configure terminal
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Device (config) # ip nbar protocol-pack flash:newDefProtoPack
Device (config) # exit

woOBHNZ, force ¥ —T— REFH L T iNN—Yaro7a hal Ny ezo— K35 51E
R LET,

Device> enable

Device# configure terminal

Device (config) # ip nbar protocol-pack flash:0ldDefProtoPack force
Device (config) # exit

WO, BABOT T hal Ry ZICRETHFEES R LET,

Device> enable

Device# configure terminal

Device (config) # default ip nbar protocol-pack
Device (config) # exit

Application Visibility and Control D E=4"') > %

o7 varyTEH, TV =y aryonfEICET AR Ly RIZoOWTHEB L E
7,

WoOa< R, AAyTFRBILOT 7 BAR—sOT7 7N r—2 g OrfiesE=4357-
DIFEHTEET,

RIVARAYFOT TV 77— a vORAIEEE=42 Y 5av R

av>rk Br

show ip nbar protocol-discovery NBAR Protocol Discovery #§AEIZ & > TINEE S 7=k
[interfaceinterface-typeinterface-number ] | =54 2 2% L £ 4,

[stats{byte-count | bit-rate |
packet-count | max-bit-rate} ] o (BB FTrRINDHEHERE LT DI,
[protocol protocol-name | top-n number] F—U—FBXOSIBEANLES, F—U—
ROZNZNOFEMIZ OV T, [Cisco 10S
Quality of Service Solutions Command Reference ]
?show ip nbar protocol-discovery =~ > K& %
LTS ZENY,

show policy-map interfaceinterface-type | (> % —7 = A4 RIZBH LR Y — < v 7 I2O0

interface-number TOBEREEFRLET,
show platform software fed active BELEAL v FOT_TOT o —CFT 55
|standby wdavc flows WhEERLET,
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51 : Application Visibility and Control D% E

IZ. match protocol T7 7V 7r—a b ZDT7 4 NEEBALTZ 7 A ~ v 7 EAERT D6

ZRLET,

Device# configure terminal

Device (config) # class-map match-any NBAR-VOICE
Device (config-cmap) # match protocol ms-lync-audio

Device (config-cmap) #end

Wiz, RV — <7 E2ER L, QoS DEEFD 7 T A ~ v T HEFRT HHERLET,

Device # configure terminal

Device (config) # policy-map test-avc-

up

Device (config-pmap) # class cat-browsing

Device (config-pmap-c) # set dscp 12
Device (config-pmap-c) #end

(
(
Device (config-pmap-c)# police 150000
(
(

Wiz, R v— <o T E2ER L, AT QoS DEEFED I T A ~ v TR EFRTHHERLET,

Device# configure terminal

Device (config) # policy-map test-avc-

down

Device (config-pmap) # class cat-browsing

Device (config-pmap-c) # set dscp 10
Device (config-pmap-c) #end

(

Device (config-pmap-c)# police 200000
(
(

iz, RV v—=v T AAf vTF F— MIEHTIHE2RLET,

Device# configure terminal

Device (config) # interface GigabitEthernet 1/0/1

Device (config-if)# switchport mode access

Device (config-if) # switchport access vlan 20

Device (config-if) # service-policy input POLICING_IN
( )

Device (config-if) #end

KIZ. NBAR BHEIZHASWTY F 2~y FEIERT B0 %27 LET,

Device# configure terminal
Device (config) # class-map match-all
Device (config-cmap) # match protocol

Device (config) # class-map match-all
Device (config-cmap) # match protocol

Device (config) # class-map match-all
Device (config-cmap) # match protocol

Device (config) # class-map match-all
Device (config-cmap) # match protocol
Device (config-cmap) # match protocol

rel-relevant
attribute business-relevance business-relevant

rel-irrelevant
attribute business-relevance business-irrelevant

rel-default
attribute business-relevance default

class--ops-admin-and-rel
attribute traffic-class ops-admin-mgmt
attribute business-relevance business-relevant

WIZ, NBARBMEICE S 7 T A< v FNEASWTRY v—~ v T E2ERT 502~ LET,

Device# configure terminal

Device (config) # policy-map attrib--rel-types
Device (config-pmap) # class rel-relevant

Device (config-pmap-c)# set dscp ef

B &%y k7—% TO Application Visibility and Control ®

(
(
Device (config-pmap-c) # class rel-irrelevant
Device (config-pmap-c) # set dscp afll

Bl

X JE



I B+ v kT —% TO Application Visibility and Control )%
{51l : Application Visibility and Control (%5 .

Device (config-pmap-c) # class rel-default
Device (config-pmap-c)# set dscp default

Device (config) # policy-map attrib--ops-admin-and-rel
Device (config-pmap) # class class--ops-admin-and-rel
Device (config-pmap-c)# set dscp cs5

KIZ. NBAR BHEICE S RY o —< v P2 HAHBA— MIHEHAT 0 Z2RLET,

Device# configure terminal
Device (config) # interface GigabitEthernetl/0/2
Device (config-if)# service-policy input attrib--rel-types

show 27 > FIZK BREDRT

show ip nbar protocol-discovery

A G =T 24 AT DT b AVBHFEHERO LR — b2 FR L ET,
RIZ, A F—=T =2 AT L DORFHERDOH B 2R L ET,

Device# show ip nbar protocol-discovery int GigabitEthernetl/0/1

GigabitEthernetl1/0/1
Last clearing of "show ip nbar protocol-discovery" counters 00:03:16

Input

Protocol Packet Count
Packet Count
Byte Count
Byte Count
30sec Bit Rate (bps)
30sec Bit Rate (bps)
30sec Max Bit Rate (bps)

ms-lync 60580
55911

31174777
28774864

3613000
93000

3613000
3437000
Total 60580
55911

31174777
28774864

3613000
93000
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K
il

3613000
3437000

show policy-map interface
FTRTOA 2 FZ—T 2 A A LD QoSHEMHEHRIB LR EFHADRY > —~< v T 2R RLET,
WIZ, TRTDOAS U Z—T oA ATHRESINTZAR) v— vy TOHNBIZRLET,

Device# show policy-map int

GigabitEthernetl1/0/1
Service-policy input: MARKING-IN

Class-map: NBAR-VOICE (match-any)
718 packets
Match: protocol ms-lync-audio
0 packets, 0 bytes
30 second rate 0 bps
QoS Set
dscp ef

Class-map: NBAR-MM CONFERENCING (match-any)
6451 packets
Match: protocol ms-lync
0 packets, 0 bytes
30 second rate 0 bps
Match: protocol ms-lync-video
0 packets, 0 bytes
30 second rate 0 bps
QoS Set
dscp af4dl

Class-map: class-default (match-any)
34 packets
Match: any

show 27> FIZCKHEMHEA—ZD QoS FHENDKRT
show policy-map interface
TRCOA L H—T =2 A ALEDOEMERN—AD QoS HFHHEHEB LR EFADRY v—~v v
rRRLUET,
WIZ, TRTDOA o F =T 2 ATRESNIZRY v — <~y TOHIPIERLET,
Device# show policy-map interface gigabitEthernet 1/0/2

GigabitEthernetl1/0/2

Service-policy input: attrib--rel-types

Class-map: rel-relevant (match-all)
20 packets
Match: protocol attribute business-relevance business-relevant
QoS Set
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dscp ef

Class-map: rel-irrelevant (match-all)
0 packets

Match: protocol attribute business-relevance business-irrelevant

QoS Set
dscp afll
Class-map: rel-default (match-all)
14 packets
Match: protocol attribute business-relevance default
QoS Set
dscp default
Class-map: class—-default
0 packets
Match: any

(match-any)

show ip nbar protocol-attribute
NBAR Tl a2 T _XToO7r haVEkzRnr LT,
I, —HOEBHEOH 1B Z R L ET,

Device# show ip nbar protocol-attribute cisco-jabber-im
Protocol Name cisco-jabber-im

encrypted encrypted-yes
tunnel tunnel-no
category voice—-and-video

sub-category enterprise-media-conferencing

application-group
p2p-technology
traffic-class
business-relevance
application-set

cisco-jabber-group
p2p-tech-no
transactional-data
business-relevant
collaboration-apps

Device# show ip nbar protocol-attribute google-services

Protocol Name
encrypted

tunnel

category
sub-category
application-group
p2p-technology
traffic-class
business-relevance
application-set

google-services
encrypted-yes
tunnel-no

other

other

google—-group
p2p-tech-yes
transactional-data
default
general-browsing

Device# show ip nbar protocol-attribute dns

Protocol Name
encrypted
tunnel
category
sub-category

Hig+ v k7 —% TO Application Visibility and Control D% [}
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application-group
p2p-technology
traffic-class
business-relevance
application-set

B4 v k7 —7%2 TO Application Visibility and Control D% TE

google—-group
p2p-tech-yes
transactional-data
default
general-browsing

Device# show ip nbar protocol-attribute unknown

Protocol Name
encrypted

tunnel

category
sub-category
application-group
p2p-technology
traffic-class
business-relevance
application-set

showa<v > KIckd 70— E=4

show flow monitor wdavc

unknown
encrypted-no
tunnel-no
other

other

other
p2p-tech-no
bulk-data
default
general-misc

REDRT

BELEAHAVC 7u— =X T ARy R RLET,

Device # show flow monitor wdavc

Flow Monitor wdavc:
Description:
Flow Record:
Flow Exporter:
Cache:
Type:
Status:
Size:
Inactive Timeout:
Active Timeout:

show flow monitor wdavc statistics

wdavc-exp

User defined
wdavc

(inactive)

normal (Platform cache)
not allocated

12000 entries

15 secs

1800 secs

A#RAVC 71— E=F OFGHERER R LET,

Device# show flow monitor wdavc statistics

Cache type:
Cache size:
Current entries:

Flows added:
Flows aged:
- Active timeout
- Inactive timeout

clear flow monitor wdavc statistics

Normal
12000
13

(Platform cache)

26
13
( 1800 secs) 1
( 15 secs) 12

HBELEZ7n— =X O E®R%E2 27 V7 LE9, clear flow monitor wdavc statistics % {i# ff
L 72#1Z show flow monitor wdavc statistics =~ > R&EEH L T, T X TOMEHERN U & v
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NENTZEZ EEMERELET, UTIC, 7a—F=F#EHR4 27 U 7 L7=1% ® showflowmonitor
wdavc statistics =~ > KoV F 12~ LE T,

Device# show flow monitor wdavc statistics

Cache type: Normal (Platform cache)
Cache size: 12000
Current entries: 0
Flows added: 0
Flows aged: 0

show T2 RIZCKBF ¥y 2 DHREDERT

show flow monitor wdavc cache format table

FZREATT7e— X v V2 ONEEFETRLET,

Device# show flow monitor wdavc cache format table

Cache type: Normal (Platform cache)
Cache size: 12000
Current entries: 13
Flows added: 26
Flows aged: 13
- Active timeout ( 1800 secs) 1
- Inactive timeout ( 15 secs) 12

CONN IPV4 INITIATOR ADDR CONN IPV4 RESPONDER ADDR CONN RESPONDER PORT
FLOW OBSPOINT ID IP VERSION IP PROT APP NAME
flow dirn .....oiiiinnnnnn..

64.103.125.147 144.254.71.184
53 4294967305 4 17 port dns
Input e e e e
64.103.121.103 10.1.1.2
67 4294967305 4 17 layer7 dhcp
Input ....contd...........
64.103.125.3 64.103.125.97
68 4294967305 4 17 layer7 dhcp
Input e e e e
10.0.2.6 157.55.40.149 443
4294967305 4 6 layer7 ms-lync
Input e e e
64.103.126.28 66.163.36.139 443
4294967305 4 6 layer7 cisco-jabber-im
Input ....contd...........
64.103.125.2 64.103.125.29
68 4294967305 4 17 layer7 dhcp
Input o e e e
64.103.125.97 64.103.101.181
67 4294967305 4 17 layer7 dhcp
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Input e e e
192.168.100.6 10.10.20.1 5060
4294967305 4 17 layer7 cisco-jabber-control
Input ....contd. .o
64.103.125.3 64.103.125.29
68 4294967305 4 17 layer7 dhcp
Input e e e
10.80.101.18 10.80.101.6 5060
4294967305 4 6 layer7 cisco-collab-control
Input e e e
10.1.11.4 66.102.11.99
80 4294967305 4 6 layer7 google-services
Input ....contd. .o
64.103.125.2 64.103.125.97
68 4294967305 4 17 layer7 dhcp
Input e e e
64.103.125.29 64.103.101.181
67 4294967305 4 17 layer’7 dhcp
Input L e e

show flow monitor wdavc cache for mat record

Z7u— La— RLAEOHAT7e— v v o ODNEEZERLET,

Device# show flow monitor wdavc cache format record

Cache type: Normal (Platform cache)

Cache size: 12000

Current entries: 13

Flows added: 26

Flows aged: 13

- Active timeout ( 1800 secs) 1
- Inactive timeout ( 15 secs) 12

CONNECTION IPV4 INITIATOR ADDRESS: 64.103.125.147
CONNECTION IPV4 RESPONDER ADDRESS: 144.254.71.184
CONNECTION RESPONDER PORT: 53
FLOW OBSPOINT ID: 4294967305
IP VERSION: 4
IP PROTOCOL: 17
APPLICATION NAME: port dns
flow direction: Input
timestamp abs first: 08:55:46.917
timestamp abs last: 08:55:46.917
connection initiator: Initiator
connection count new: 2
connection server packets counter: 1
connection client packets counter: 1
connection server network bytes counter: 190
connection client network bytes counter: 106
CONNECTION IPV4 INITIATOR ADDRESS: 64.103.121.103
CONNECTION IPV4 RESPONDER ADDRESS: 10.1.1.2
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CONNECTION RESPONDER PORT: 67

FLOW OBSPOINT ID: 4294967305
IP VERSION: 4

IP PROTOCOL: 17
APPLICATION NAME: layer7 dhcp
flow direction: Input

timestamp abs first:
timestamp abs last:

connection
connection
connection
connection
connection
connection

CONNECTION
CONNECTION
CONNECTION

initiator:
count new:
server packets
client packets
server network
client network

IPV4 INITIATOR
IPV4 RESPONDER

RESPONDER PORT:

FLOW OBSPOINT ID:

IP VERSION:

IP PROTOCOL:
APPLICATION NAME:
flow direction:
timestamp abs first:
timestamp abs last:

connection
connection
connection
connection
connection
connection

CONNECTION
CONNECTION
CONNECTION

initiator:
count new:
server packets
client packets
server network
client network

IPV4 INITIATOR
IPV4 RESPONDER

RESPONDER PORT:

FLOW OBSPOINT ID:

IP VERSION:

IP PROTOCOL:
APPLICATION NAME:
flow direction:
timestamp abs first:
timestamp abs last:

connection
connection
connection
connection
connection
connection

CONNECTION
CONNECTION

initiator:
count new:
server packets
client packets
server network
client network

IPV4 INITIATOR
IPV4 RESPONDER

Hig+ v k7—2% T Application Visibility and Control ) 5% E .

counter:
counter:

bytes counter:
bytes counter:

ADDRESS:
ADDRESS:

counter:
counter:

bytes counter:
bytes counter:

ADDRESS:
ADDRESS:

counter:
counter:

bytes counter:
bytes counter:

ADDRESS:
ADDRESS:

08:55:47.917
08:55:47.917
Initiator

1

0

1

0

350

64.103.125.3
64.103.125.97
68
4294967305

4

17

layer7 dhcp
Input
08:55:47.917
08:55:53.917
Initiator

1

0

4

0

1412

10.0.2.6
157.55.40.149
443
4294967305

4

6

layer7 ms-lync
Input
08:55:46.917
08:55:46.917
Initiator

2

10

14

6490

1639

64.103.126.28
66.163.36.139
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CONNECTION RESPONDER PORT: 443

FLOW OBSPOINT ID: 4294967305

IP VERSION: 4

IP PROTOCOL: 6

APPLICATION NAME: layer7 cisco-jabber-im
flow direction: Input

timestamp abs first:
timestamp abs last:

connection
connection
connection
connection
connection
connection

CONNECTION
CONNECTION
CONNECTION

initiator:
count new:
server packets
client packets
server network
client network

IPV4 INITIATOR
IPV4 RESPONDER

RESPONDER PORT:

FLOW OBSPOINT ID:

IP VERSION:

IP PROTOCOL:
APPLICATION NAME:
flow direction:
timestamp abs first:
timestamp abs last:

connection
connection
connection
connection
connection
connection

CONNECTION
CONNECTION
CONNECTION

initiator:
count new:
server packets
client packets
server network
client network

IPV4 INITIATOR
IPV4 RESPONDER

RESPONDER PORT:

FLOW OBSPOINT ID:

IP VERSION:

IP PROTOCOL:
APPLICATION NAME:
flow direction:
timestamp abs first:
timestamp abs last:

connection
connection
connection
connection
connection
connection

CONNECTION
CONNECTION

initiator:
count new:
server packets
client packets
server network
client network

IPV4 INITIATOR
IPV4 RESPONDER

counter:
counter:

bytes counter:
bytes counter:

ADDRESS:
ADDRESS:

counter:
counter:

bytes counter:
bytes counter:

ADDRESS:
ADDRESS:

counter:
counter:

bytes counter:
bytes counter:

ADDRESS:
ADDRESS:

. Hi#g® v k7—% T Application Visibility and Control )% E

08:55:46.917
08:55:46.917
Initiator

2

12

10

5871

2088

64.103.125.2
64.103.125.29
68
4294967305

4

17

layer7 dhcp
Input
08:55:47.917
08:55:47.917
Initiator

1

0

2

0

712

64.103.125.97
64.103.101.181
67

4294967305

4

17

layer?7 dhcp
Input
08:55:47.917
08:55:47.917
Initiator

1

0

1

0

350

192.168.100.6
10.10.20.1
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CONNECTION RESPONDER PORT: 5060

FLOW OBSPOINT ID: 4294967305
IP VERSION: 4

IP PROTOCOL: 17

APPLICATION NAME:
flow direction:
timestamp abs first:
timestamp abs last:

layer7 cisco-jabber-control

Input
08:55:46.917
08:55:46.917

connection initiator: Initiator
connection count new: 1

connection server packets counter: 0

connection client packets counter: 2

connection server network bytes counter: 0

connection client network bytes counter: 2046
CONNECTION IPV4 INITIATOR ADDRESS: 64.103.125.3
CONNECTION IPV4 RESPONDER ADDRESS: 64.103.125.29
CONNECTION RESPONDER PORT: 68

FLOW OBSPOINT ID: 4294967305
IP VERSION: 4

IP PROTOCOL: 17
APPLICATION NAME: layer7 dhcp
flow direction: Input

timestamp abs first:
timestamp abs last:

08:55:47.917
08:55:47.917

connection initiator: Initiator
connection count new: 1
connection server packets counter: 0
connection client packets counter: 2
connection server network bytes counter: 0
connection client network bytes counter: 712
CONNECTION IPV4 INITIATOR ADDRESS: 10.80.101.18
CONNECTION IPV4 RESPONDER ADDRESS: 10.80.101.6
CONNECTION RESPONDER PORT: 5060

FLOW OBSPOINT ID: 4294967305
IP VERSION: 4

IP PROTOCOL: 6

APPLICATION NAME:
flow direction:
timestamp abs first:
timestamp abs last:

layer7 cisco-collab-control

Input
08:55:46.917
08:55:47.917

connection initiator: Initiator
connection count new: 2

connection server packets counter: 23
connection client packets counter: 27
connection server network bytes counter: 12752
connection client network bytes counter: 8773
CONNECTION IPV4 INITIATOR ADDRESS: 10.1.11.4
CONNECTION IPV4 RESPONDER ADDRESS: 66.102.11.99
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CONNECTION RESPONDER PORT: 80
FLOW OBSPOINT ID: 4294967305
IP VERSION: 4
IP PROTOCOL: 6

APPLICATION NAME:
flow direction:
timestamp abs first:
timestamp abs last:

layer7 google-services
Input

08:55:46.917
08:55:46.917

connection initiator: Initiator
connection count new: 2

connection server packets counter: 3

connection client packets counter: 5

connection server network bytes counter: 1733
connection client network bytes counter: 663
CONNECTION IPV4 INITIATOR ADDRESS: 64.103.125.2
CONNECTION IPV4 RESPONDER ADDRESS: 64.103.125.97
CONNECTION RESPONDER PORT: 68

FLOW OBSPOINT ID: 4294967305
IP VERSION: 4

IP PROTOCOL: 17
APPLICATION NAME: layer7 dhcp
flow direction: Input
timestamp abs first: 08:55:47.917
timestamp abs last: 08:55:53.917
connection initiator: Initiator
connection count new: 1

connection server packets counter: 0

connection client packets counter: 4

connection server network bytes counter: 0

connection client network bytes counter: 1412
CONNECTION IPV4 INITIATOR ADDRESS: 64.103.125.29
CONNECTION IPV4 RESPONDER ADDRESS: 64.103.101.181
CONNECTION RESPONDER PORT: 67

FLOW OBSPOINT ID: 4294967305
IP VERSION: 4

IP PROTOCOL: 17
APPLICATION NAME: layer7 dhcp
flow direction: Input
timestamp abs first: 08:55:47.917
timestamp abs last: 08:55:47.917
connection initiator: Initiator
connection count new: 1

connection server packets counter: 0

connection client packets counter: 1

connection server network bytes counter: 0

connection client network bytes counter: 350

show flow monitor wdavc cache format csv

CSVIEA T —Fv v v a2ONEFEFERLET,
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Device# show flow monitor wdavc cache format csv

Cache type: Normal (Platform cache)
Cache size: 12000
Current entries: 13
Flows added: 26
Flows aged: 13
- Active timeout ( 1800 secs) 1
- Inactive timeout ( 15 secs) 12

CONN IPV4 INITIATOR ADDR,CONN IPV4 RESPONDER ADDR, CONN RESPONDER
PORT, FLOW OBSPOINT ID,IP VERSION, IP

PROT, APP NAME, flow dirn, time abs first,time abs last,conn initiator, conn
count new,conn server packets

cnt,conn client packets cnt,conn server network bytes cnt,conn client

network bytes cnt
64.103.125.147,144.254.71.184,53,4294967305,4,17,port

dns, Input,08:55:46.917,08:55:46.917,Initiator,2,1,1,190,106
64.103.121.103,10.1.1.2,67,4294967305,4,17,layer7

dhcp, Input, 08:55:47.917,08:55:47.917,Initiator,1,0,1,0,350
64.103.125.3,64.103.125.97,68,4294967305,4,17, layer7

dhcp, Input, 08:55:47.917,08:55:53.917,Initiator,1,0,4,0,1412
10.0.2.6,157.55.40.149,443,4294967305,4,6,layer7 ms-

lync, Input,08:55:46.917,08:55:46.917,Initiator,2,10,14,6490,1639
64.103.126.28,66.163.36.139,443,4294967305,4,6,layer7 cisco-Jjabber-
im, Input, 08:55:46.917,08:55:46.917,Initiator,2,12,10,5871,2088
64.103.125.2,64.103.125.29,68,4294967305,4,17,1layer7

dhcp, Input, 08:55:47.917,08:55:47.917,Initiator,1,0,2,0,712
64.103.125.97,64.103.101.181,67,4294967305,4,17,1layer’7

dhcp, Input, 08:55:47.917,08:55:47.917,Initiator,1,0,1,0,350
192.168.100.6,10.10.20.1,5060,4294967305,4,17, layer7 cisco-jabber-

control, Input,08:55:46.917,08:55:46.917, Initiator,1,0,2,0,2046
64.103.125.3,64.103.125.29,68,4294967305,4,17,1layer7

dhcp, Input, 08:55:47.917,08:55:47.917,Initiator,1,0,2,0,712
10.80.101.18,10.80.101.6,5060,4294967305,4,6,layer7 cisco-collab-

control, Input,08:55:46.917,08:55:47.917,Initiator,2,23,27,12752,8773
10.1.11.4,66.102.11.99,80,4294967305, 4, 6,layer7 google-

services, Input,08:55:46.917,08:55:46.917, Initiator,2,3,5,1733,663
64.103.125.2,64.103.125.97,68,4294967305,4,17,layer’7

dhcp, Input, 08:55:47.917,08:55:53.917,Initiator,1,0,4,0,1412
64.103.125.29,64.103.101.181,67,4294967305,4,17,1layer’7

dhcp, Input, 08:55:47.917,08:55:47.917,Initiator,1,0,1,0,350

ERXMGE S TN a—T427  BREAELEE

PUFIZ, A# Application Visibility and Control ® kT 7 /v o —7 ¢ ¥ 7B 2 FARM 22 E R
EEEERLET,

1 BRI :IPV6 h T 7 4 v IR EENTOWERE A,
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B zxvnrso0va—7405  mmEems

10.

E% : BUEIXIPVE N T 7 4 v 7 OHRPIR— SN TOET,

Bl : vV FXv AN T 74 v BRGEINTOERA,

B% : BIEEI2=F%Y AN NI 74 v 7 DHBRFR—F SN TOVET,
B ping ZxE L7 L ZIC, DS N TV LN ZHERTE XA,
[% : TCP/UDP 7' h /L DZN YR — h SN THET,

B : SVIIT NBAR Z £t T 2V DR E T,

[E% : NBAR (IS L ¥ —T = A ATOHRIR— SN TVET,

B IFEALD T 7 4 v N CAPWAP T 7 4 v 72> TWVWHD TR, o8
T

BZE:UAYLATI7ERAFR— MIBEHRINLTWRNT 7 A R— 1 TNBAR A%
IR TWAHZ AR LTSN, APOERETHTXTO T 7 4 v 7 1% capwap
ELTHEEINET, Z0HA. EBEOSEIT AP £7-1X WLC TiTbhbivET,

BR: 7o ba BT, b7 4 v 2 BRAITLOHEETEEEA, EHIZ, <0
RKHD T T 4w I BHY ET,

B . ZAUTEE, NBAR BWIHEXNHRN T 7 4 v 7 2R L TWDZ 2R LET, Al
DT T4 TIT1 DDA vF AN —ITHESN, b ) —HIEHD A L —|255%E
ENET, FTT7 4y OWAIPHERINDT 7 AR — MIOANBAR #8535 2
EEHRLET, HEOT v TV IR HGEE. ZORBEDOZOZN 5T NBAR &

?ﬁ‘fnﬁ—é k i“(%iﬂ‘/\/ A=K F¥RNVLD—ETHDIHA X —T A AZNBAR %
HE LT G A b RIBROBIEN A L £7,

BR: 7o ba BT, IRTCOT TV~ a v OERNE a—-RNERRENET, B
BIRGEIZEE D T 7 o v 7 AR T 21213 E D LI bW Ty,

B : WebUIl i/ LT, BE 4B OREN R N T 7 4 vV 2R R TEET,

B[ : match protocol protocol-name =~ > RZHEH L TFa—X—ZADA —7 L AKRY
T—ERETEER A,

E%Z : NBAR2 X—ADHE TN E ENDHARY 2 —TlE, shape B LU set DSCP O A3
YR—FENTWET, — &R TEE LTk, AJJTDSCP ##%E L. DSCP (2
WTHATY 2—E 72 ETLET,

B . A Z—T x4 R L TWANBAR2 IZH D THAN, NBARZ SWEZIZT
7T 4 T TWET,

[E]% : match protocol protocol-name % %17 7 A~ v 7R3 H L NBAR (FAA »F T
Ta—rNIT 7T 4 IR0 ETN. T 7 4 v ZIEINBARGGEORMRIZITR Y £
o ZHUETFHISNTZEETHY, VY —2AZHELERA,

B : 7740V DQOS ¥ a2a—DTFIZ NI 74y 7RV ET, £5LTTTD
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BZE:HFLWESE7o0—F, 70—%20HL T =Ry 2T IHREA VA =T 5
72N DDy bMEbIVET, 2O, 58X TR &40, P o7 4w
JIET 74 Fa—ITADET,

Application Visibility and Control |23 % 1B INIER

BEE N

B&EIEE I=aTFILEA R

TOETCHAT Ay RoEe R L OoME | Command Reference (Catalyst 9400 Series
5 1EOFE M, Switches)

2w b7 —% T Application Visibility and Control
VWEREREE & 1R R

=2 e
Cisco 10S XE Denali 16.3.1 T OORERENE A SHE LT,
Cisco I0S XE Denali 16.3.2 H# AVC Flexible NetFlow (FNF) @ = OFgHE

X, AV HF—T A RTLDITTAT 2 b,
P, TFY r— a3 v OMEHE R R
THEOIL, 7a—La—RTrF U r— g
HEF—ELTHEALET,

Cisco 10S XE Everest 16.5.1a FHAVC 70 —F=HBEL 70 —F v v
Va2 DNREFRT D show 2~ RO R—
FREASHE L,

Cisco I0S XE Fuji 16.8.1a %% Application Visibility and Control (4 ##

AVC) JEME~N—A QoS (EasyQoS) : fFED
7’1 b3/ T2 <. Network-Based
Application Recognition (NBAR) JEIEIZHDW
TQoS VT ALKV —%REFETEHIIIC
RO FELRED, WSO DHIRAH Y 77,
AR — h 415 NBAR BIEIL,
business-relevance 3 J. (X traffic-class (D& T,
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Cisco IOS XE Gibraltar 16.12.1

DNS 7r—L a— RO¥R— "N pREAINE
L7, DNS 77—l a—RNiX, 7e—La—
REEZRTDH2DD collect 74—/ K& LT
DNS RAA A& L LT,

Cisco IOS XE Amsterdam 17.3.1

FLUAR—FTOT IV r—var OFRRBX
Rar be— VBB LN T 7 40 v 7 5D
MEEAMEOYR—FREAINE LT,
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