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HHR—FENBAVCHISAIYTDI+—< v b
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match protocol protocol name |class-map match-any NBAR-VOICE ANhEH D
match protocol ms-lync-audio
W7
/fflﬂyf/a\bﬂi‘7 S{ VA class-map match-any NBAR-VOICE AT EHHD
match protocol ms-lync-audio
match dscp ef ﬁﬁji

HR—FENBACKR) S —DT+—<T v b

RYS—DIT+—T v b QoS AL
match protocol 7 4 WV ZIZES AR — | =7 BILORY v —

match protocol 7 4 WV ZIZES ANRY — | v — 7 BILORY v —

WDORT, AVC R U —OFMe 7 +—~ v b, BIOBNZOWTHAL T,

AVCRYS—DIT74A—<v b |AVC R S —D4l A

R—T w7 By k policy-map MARKING-IN ANB IO
class NBAR-MM CONFERENCING

set dscp afdl

N_yyyﬁuy_ policy-map POLICING-IN ADBIOHSH
class NBAR-MM CONFERENCING

police cir 600000
set dscp af4l

A=y 7 ¥y FBLUK Y |policy-map webex-policy ANE L CHIH

. class webex-class
v set dscp ef
police 5000000
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AVCRYS—DT+—< v k |AVC R >—DHpl Al

=7 4k %@U%’E%{@ﬁ > policy-map webex-policy ATTB LU
S 30 N class webex-class

FBEIUORY — set dscp af3l

police 4000000

class class-webex-category
set dscp ef

police 6000000

class class-default

set dscp <>

=
5

éEﬁﬁEﬂfu > policy-map webex-policy AHBIOHA

class webex-class
police 5000000
service-policy client-in-police-only

policy-map client-in-police-only
class webex-class

police 100000

class class-webex-category

set dscp ef

police 200000

M%Eg?ﬁﬂij Fi5§:(ﬁﬂ€lJi/“— policy-map webex-policy
class class-default

police 1500000

service policy client-up-child
policy-map client-up-child
class webex-class

police 100000

set dscp ef

class class-webex-category
police 200000

set dscp af31
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B8

ATy T

configureterminal

1

Device# configure terminal

Ja—nR_)L a7 4 F¥al— g
ET— FEBBLET,

ATy T2

inter faceinterface-id

1

Device (config) # interface
gigabitethernet 1/0/1

7a kavtiE A x—7 M HA v
H—T oA AEBEL, £ X —TxA
Aary74FXal—vary E—NEH
WBLET,

ATvT3

ip nbar protocol-discovery

1

Device (config-if)# ip nbar
protocol-discovery

NBAR2 =% T 75 4 7b45 2
LT AV E—T A ATT I Y r—
va ViRiEBANILET,

ATvT4

end

1 -

Device (config-if) # end

HrtE EXEC E— RICEY £,

AVC QoS R') >—D1ERL

AVC QoS R U ¥ —ZAFRT 21213, RO—RINZRFIRZFTLE T,
1. match protocol 7 4 VX T T A ~ v 7 E/ERLET,

2. RV =~y 7 E2ERLET,
3 AUHE—T oA RIKRY v—~y T EEHALET,

D3R Ty TDER

match protocol 7 VX ZFRET DRI, 7 T A v TEAERT HMENRHY £, v—F
TRRV TR ED QST r/varva 774y 7 Z#HTEET, AVC @ match protocol
T4 NZIFE ART 7B AR = MIEAENET, YAR- STV e b b OFEIIC O
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WTHE, http://www.cisco.com/c/en/us/td/docs/ios-xml/ios/qos_nbar/prot_lib/config library/
nbar-prot-pack-library.html ZZ M L CT< 72X\,

FlE
AU RFERET7TIV3 Y B#

2w 71 |terminal Jau—)L a4 Xal—gy
Bl T— FEBHLET,
Device# configure terminal

R T 72 |classmap class-map-name 0T A~y TEREKRLET,
fi
Device (config) # class-map webex-class

Z 5 7 3 | match protocol application-name FAY b= a A OB A EE L E
{5 EE
Device (config) # class-map webex-class
Device (config-cmap) # match protocol
webex-media

RATwv74|end FifE EXEC E— RIZRY £9, £/,
i - Ctl+Z ¥—%#MLTH, Zr— L =
Device (config) # end ! Falb—vart— ]\72%@7‘(

TET,
RUS— <y TOER

Fg
ARV RFERETY a3 BHY

R w 71 |configureterminal Jua—N\)aryZ 4 Xal— gy
1 - E— FERBLET,
Device# configure terminal

AT F 2 | policy-map policy-map-name RY ==y TH/EANTHIEIZE-
i - TR V== o T2 Bl L, R —

~v S ary74¥al—ygrET—F
Device (config) # policy-map webex-policy %Fﬂ'aﬁﬁ‘ L/iﬁ‘o

F7 NV ETIE, R — <y ILE
FEINTWVEREA,

RV — =y T DT 74V EOEET
I, N7y R IP Ny DA
DSCP 23012, /N7 > R Z L& DY
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ARV RFEREET7TOVa Y BHY
Bl CoS o ITHESNET, RV
YTIEFATENFEE A,

GE) MFEORY v—=~ v 7% H|
B9 %IZi%. no policy-map
policy-map-name 7" & — /3L
a7 4Fal—vgra

vy NEMHALET,
R 5 7 3 | class [class-map-name | class-default] NSy s ONEEERL. FY —
B Ny TUTA AT fXal—vay

£ — ]\‘%Eﬂﬁébjﬁj«o

Device (config-pmap) # class webex-class ?77]_/1/ ~ f‘@i\ TJ‘\G U Sy y7°:1>5J:
O Ay FIXERSNTOVERA,

I ClZ classmap 70— 3L 33T o
Fal—varyavr ReALTEH
T4 I I TANERIN TV DS
X, 2@ =~ FTcdassmap-namell-%&
DAFTEEELET,

classdefault 7 7 v 7 7 T ALERE
BEHT, EORY —IZHBINTEE
T ZONIT T4 v 7T RIE EWIZ
N o=~y T ORBICREEINE T,
2R > match any 73 class-default 7 7 A
CEENTWDHE, DT 747
7T AE=H LRy MEIT T
class-default & —% L £,

GE) BEAFD o 7 A~ T & HIBR
9 %IZ1X. noclass
classmap-nameR U o—=<
T a7 4 Xal—g v
avy REFEHLET,

A7y 7 4 | police rate-bps burst-byte DL T 7 4 v 7IZR ) P —2ERHR
15“ : L/ i ‘j‘o

| | | F7ANMRTE, RS- TEHSHT
gizgge(conflg—pmap—c) # police 100000 l/\in._/l/o

sratebpsiZix, FH KT T 4 v
L—h&tEy M (bps) THIEL
F9, FRETE SHMIT 8000 ~
10000000000 T3~
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AU RFERETOVa Y

B8

« burst-byte (2%, FEHEAN—Z K Yo
Rz A MECHEELET, AR
FHi%. 1000 ~ 512000000 T,

ATvTh

set {dscp new-dscp | cos cos-value}

1

Device (config-pmap-c) # set dscp 45

Sy MO LWEZERET 5 2 i
FoTUIP T T4 7 & HLET,

« dscp new-dscp (21E. ¥E S 7z B
T4y ZIZEIDYTHH LY
DSCPfEZ AT LET, FEETE D
#iPHIZ 0 ~ 63 TT,

ATvT6

end

1

Device (config) # end

FiHE EXEC E— RIZEDY £9, F7=,
CtlH+Z F—ZLTH, Fr—L o
V74X a2l—varyE—RERKRTT
xFET,

ALY F R—b~AD QS KR —DiEA

FIE

ARV KRFERERETY VY

=)

ATy T

configureterminal

1

Device# configure terminal

Ja—nR_) a7 4 F¥al— gy
E— FEBBLET,

ATy T2

interface interface-id

1

Device (config) # interface
Gigabitethernet 1/0/1

A2 B —T o fAAL T 4 Fal— 7
v E—RERBLET,

ATvT3

service-policy input policymapname

1 -

Device (config-if) # service-policy input]
MARKING IN

AH =Tz AR =T R —
ZEALET,

ATvT4

end

1 -

Device (config) # end

FFHE EXEC E— NIZRE VY £, £/,
Cr+Z ¥—%ML T, Fu—r3L o
V74X al—varyE®—RKEKTT
xFET,
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B ssacE-5—0—HBLTRET L FOYHK— Mgk

EHRAVCE-A—D—HEELUVRET 4 —IL FOYR— Fgik

Cisco 10S XE Amsterdam 17.3.1 U U —&A L%, Hft AVC =X —THEHATX 25— FE 213X
BT ¢ —)L RIZET 2HIRFHEIIHIBR SN E Lz, AR AVC =4 — Tk, RITRT 2K
74—V REZFNET 4 —/V FOEEOHAEDEYEEATEET,

YR—FENEZ—BELFRET 4 —IL K
* application name
* ipv4/6 version
* ipv4/6 protocol
* transport tcp flags
« flow direction
* connection initiator
* connection client ipv4 address
* connection server ipv4 address
* ipv4 source address
* ipv4 destination address
* connection client ipv6 address
* connection server ipv6 address
* ipv6 source address
* ipv6 destination address
* connection client transport port
* connection server transport port
* transport source-port
* transport destination-port
» flow observation point
« interface input
« interface output
+ datalink mac source address input
* datalink mac destination address input
» datalink mac source address output
* datalink mac destination address output
» datalink dotlq vlan input

» datalink dotlq vlan output
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H#3 AVC Flexible Netflow D% E .

HR—FSNBIREERA T4 —IL K

* connection client counter packets long

* connection client counter bytes network long
* connection server counter packets long

* connection server counter bytes network long
* counter bytes long

* counter packets long

* timestamp absolute first

* timestamp absolute last

* connection new-connections

BMHEEHT 1 —ILF
* application dns domain-name
* application http host

* application ssl common-name

ERAVC E=#% —TlL, FEOT7 4 — N RELEICHLEDETHRETXET,

74—V K linterfaceinput| 33X O linterfaceoutput) ¥, THZi L a— KNO—FH7 1+ —/b
FELTHEATEEY, 272L, o7 4—L RERLCLa—FFO—7 4 —/L & LTHE
HATsZ LixTcegEdAi, MiFOT7 4 — NV RENET7 —LV FELTHERTLZEE, 10%
NEZ7 4 —VKFELT, 12ZRCLa—FFNO—H 7 — LV RELTEHATL L TEE
R

E#3 AVC Flexible Netflow D% F

J0— La— FOER

WhER7e—1 a— K

¥ AVCENF 1. (koMo —Lra—RE Fmtt7a—Lra—k (A EHA) 02
FHEOEREA 77— a— RRedR— N LET, A4 0DRRDIEREHA7r—La—FR
Qoo Fm7r—La—RE2o0FAE7e—1ra—FR) ZREL, 7r—F=4—|C
BlhEfHT 5 2 M TEET, EROWG ML a—RNET FA4 T MNP—=n"=77V r— 3
VHEHEHR L a— R THY . LWL a— RIZABIOT 7Y r— g UHEHE®RT
7

Zu—Lba—R1: Wmp7ae—1ra—R
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AU RFEEETIa Y

E[:)

ATy T

configureterminal

&1

Device# configure terminal

Ja—n) a7 4 FXal—rg v
T— REHBELET,

ATvT2

flow record flow_record name

1 -

Device (config) # flow record fr-wdavc-1|

Zo—la—Rary7 4 FXal—3
v E—FEHMBLET,

ATvT3

description description

51

Device (config-flow-record) #
description fr-wdavc-1

(EE) 7u— L a— ROFIAZIER
sz—g«o

ATv74

match ipv4 version

&1

Device (config-flow-record) # match ipv4
version

IPvA~y X —=NEDIP A=V a2 D
—HERELET,

ATvTh

match ipv4 protocol

1 -

DEvice (config-flow-record) # match ipv4
protocol

IPvd 7o hato—BEEELE
—640

ATvT6

match application name

1 -

Device (config-flow-record) # match
application name

TIVr—varhlO—REREL
i‘a‘o

G¥) Z OEAEIE, AVC YR —
N CIIMATYT, 7r—N0
TV — gt
DT ENAREICRDT-0T
7T

ATy T1

match connection client ipv4 address

1 -

Device (config-flow-record) # match
connection client ipv4 address

25478 (Fu—Af=xz—XH)
DOIPva 7 RLREDO—HEfFEELE
j‘o

ATvT8

match connection server ipv4 address

1 -

Device (config-flow-record) # match
connection server ipv4 address

P—R— (Tr— VAR HF) OIPv4
T RLAED—HEHEELET,

ATvT9

match connection server transport port

1 :
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7O—La—Fk1: WAE7A—La—F .

ARV FFEREETIVa Yy

E:)

Device (config-flow-record) # match
connection server transport port

ATy 710

match flow observation point

51

Device (config-flow-record) # match flow|
observation point

Tu—@BHA MY 7 OBRIARA b
ID &ED—HZiEELET,

ATvIN

collect flow direction

51

Device (config-flow-record) # collect
flow direction

R DOFNET collect connection initiator
a2 RO initiator +—7 — R TIRE
SN HRITE 7 v —OBES A (o
=V = ERIFIVARCE) DN
(ADERIFHT) ZIETDH LI
e LE4, initiator ¥ —7U— KT
E SN DEIZIE U T, flowdirection
F—U— NIIROEZ &0 £,

c0x0l = ASj 71—

s 0x02=H 17 m—

initiator ¥ — U — R == —HF|Z
RESNTWDHE, 7e—0 ik
Ta—DA =v—HAANLIEESN
F 9, initiator ¥ — U — KRB L AR X
ICRESNTWDEE, 7e—0JH
X7 v —D L AR AN LIE SN
£9, A#AVC TIL. initiator —
U — RIIFIIA = =—HITHRESN
TWET,

AT T12

collect connection initiator

&1

Device (config-flow-record) # collect
connection initiator

collect flow direction ==~ > K CTHE &
niz7a—ohacEEST 2 7 e —0
fll (f=v—FFEII VAR H)
ZIET D L O IHEE L £, initiator
XF—U—FiL, 7e—D KBTS
ROERERBEL T,

c0x0l=A =V —H% : 7Ta—Dik
BT A =3 = — X TF

A AVC T, initiator ¥—7 — %
WA =V 2 —H IR EINTWE
To

ATy 713

collect connection new-connections

1

BUH ST B BRI DR 2 IR T 2 X
INTHRE LET,
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ARV FFEREETIVa Yy

S

Device (config-flow-record) # collect
connection new-connections

ATy 714

collect connection client counter packets
long
11 -

Device (config-flow-record) # collect
connection client counter packets long

U AT RBEE LISy Mk
RAET 5 £ 5 ICIRE LT

ATy T15

collect connection client counter bytes
network long

1 :

Device (config-flow-record) # collect
connection client counter bytes
network long

7 TAT 2 RBEE LIS MG
RHEUEET D LD IHREL £,

ATy 716

collect connection server counter packets
long

51

Device (config-flow-record) # collect
connection server counter packets long

P R—NEE LT M AR IR
THEIICHEELET,

ATv I

collect connection server counter bytes
network long

1 -
Device (config-flow-record) # collect

connection server counter bytes
network long

PR BSREAE LTS MO B
W5 & 5 IHE LE T,

ATv 718

collect timestamp absolute first
£

Device (config-flow-record)# collect
timestamp absolute first

WDy R T v — TR I
& & O Z U AL TINET D X
ITHE LET,

ATv 719

collect timestamp absolute last
i -

Device (config-flow-record) # collect
timestamp absolute last

BHTDO/RT >y M7 v — TR Iz
L& O Z U AL TINET D X
INTHELET,

ATvT20

end

1 :

Device (config) # end

¥5#E EXEC E— RICRED £7, Fiz,
CurH+Z¥x—%#fL T, Fm— UL o
V74X al—T g ET— REKTT
xFET,

ATvIT2A

show flow record

&1

[l A%% Y k7—% TO Application Visibility and Control D% %

FTRCH7a— L a— KRBT EH
BFRLET,



| &#+v k7—% TO Application Visibility and Control ® %
JAo—La—Fk2: WAFEM7A—La—F .

ARV RFERETI Y S

Device# show flow record

Juo—La—R2: WA 7ua—La—R

F&E
AV RFERETI 3y B#Y
ATFvT1 configure terminal ra—r\)Lary7 4 FXalb—a v
Bl T— FEMHLET,
Device# configure terminal
25w F2 |flowrecord flow record name Ju—la—RaryJ74¥al—s
Bl - v R LT
Device (config) # flow record fr-wdavc-1
R w73 |description description (LB 7u— L a— NOHBHE2/ER
15'] : L/iﬁ‘o
Device (config-flow-record) #
description fr-wdavc-1
A7 74 |matchipv4version IPvd~ v Z—=nEDIP A=V a2 D
Bl —EERELET,
Device (config-flow-record) # match ipv4
version
A5 75 | matchipv4 protocol IPv4d 71 fabD—HERELE
i kK
Device (config-flow-record) # match ipv4
protocol
R 5w 76 |match application name TV r—=varhtD—HBEREL
i ESE
Device (config-flow-record) # match GE) Z OFEEIX, AVC YR —
application name }‘TFKii§ﬂ§7?ﬁ«o 71—
TV =y ar—%T
D2 EMARRICIR D T2 T
j‘o
R w7 |match connection client ipv4 address 27347k (Zu—Af = x—XH)
i - DIPva 7 RLRLD—FEFELE
Device (config-flow-record) # match 7r°
connection client ipv4 address

Hig+ v k7 —% TO Application Visibility and Control D% [}



B4 v k7 —7%2 TO Application Visibility and Control D% TE I
. JOo—La—F2: WAEZ7AO—La—F

aAv U RFERET7TIVaY B#)
A w78 |match connection client transport port rE) 7a—1La—RFKOFx—7 14—
i - VRELT, 7747 hOEHIR—

FED—EEfRELET,

Device (config-flow-record) # match
connection client transport port

ZFw 79 |match connection server ipv4address |4 — — (7 — L AR X)) DIPv4
Bl - 7 RVARLO—BERELET,

Device (config-flow-record) # match
connection server ipv4 address

Z 5w 710 |match connection server transport port | #— X—» K5 AR — F BK— F & D
- —HEfEELET,

Device (config-flow-record) # match
connection server transport port

Z5w 711 |match flow observation point Zu—gA R v 7 OBRIKRA b
B - ID & DO—HEHELET,

Device (config-flow-record) # match flow
observation point

AT 712 |collect flow direction R DTFNET collect connection initiator
Bl - a2 RO initiator +—7 — R TIRE
Device (config-flow-record) # collect éﬂéﬂjﬁﬁ7m_@%g@j—éw” (/r
flow direction SV —HFEII VAR H) DIFH
(ANEFHT) 2NETDHE I
feE LE9, initiator ¥—Y— KT
E SN DEIZIE U T, flowdirection
F—U— RNIROEE D F9,

c0x0l = ASj 71—

s 0x02=H 17 mu—

initiator ¥ — Y — R A = = —#F|Z
RESNTWDHE, 7e—0 i
Ta—0A ==X INLIEIN
F 9, initiator ¥ — U — KRB L AR X
ICRRESNTWDEE, 7r—0JH
X7 —D L AR ZRINBIRES N
£, A# AVC TIL. initiator %—
U— RIZHIZA = =— X TRES N

TWET,
AT 713 |collect connection initiator collect flow direction =t~ > FCHE &
i hie7 v —OHmICEES 57 r—0

] (f=v2—HFFEITVARH)
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| &#+v k7—% TO Application Visibility and Control ® %

JAo—La—Fk2: WAFEM7A—La—F .

ARV FFEREETIVa Yy

E:)

Device (config-flow-record) # collect
connection initiator

EIEET D X 2 IZfRE L ET, initiator
X—U— R, 7u—0FHICET 3
WOREHRZ ML E 9,

c0x0l=A =T —% : 70 —Dik
BRI O A =2 — % TF

A AVC T, initiator ¥—7 — RNi%
WA =V = TR ESNTWE
TO

ATy 714

collect connection new-connections

1 -

Device (config-flow-record) # collect
connection new-connections

B S IR PR DR INEE T 5 K
INTHRE L ET,

ATvT15

collect connection client counter packets
long
1 :

Device (config-flow-record) # collect
connection client counter packets long

U AT RBEE LISy Mk
RAET 5 £ 5 ICiRE LE T

AT v 716

collect connection client counter bytes
network long

1 :

Device (config-flow-record)# collect
connection client counter bytes
network long

7 TAT 2 RDEE LTS MG
RHENUET D KO IHREL £,

ATy I

collect connection server counter packets
long

51

Device (config-flow-record) # collect
connection server counter packets long

P R—NEE LT’ M A IR
THEIICHEELET,

ATy 718

collect connection server counter bytes
network long

1 -

Device (config-flow-record) # collect
connection server counter bytes
network long

PR BRI O BE
A5 & 5 i LET

Hig+ v k7 —% TO Application Visibility and Control D% [}
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B4 v k7 —7%2 TO Application Visibility and Control D% TE

ARV FFEREETIVa Yy

S

ATv 719

collect timestamp absolute first

1 :

Device (config-flow-record) # collect
timestamp absolute first

BRIy N T e —THER SN
L X O E I U AL CINET S &
INTHRELET,

ATy T2

collect timestamp absolute last
151

Device (config-flow-record) # collect
timestamp absolute last

B Oy N T e —THERI N
L EORAE I U MEALTINET S &
INTHRELET,

ATvIT2A

end

1 -

Device (config) # end

¥5ME EXEC — FIZREY £9, F7=.
CtHZ F—%MLTH, Fr—sL o
V74 X2l — g ET— REKTT
xFET,

ATvT22

show flow record

1 :

Device# show flow record

FTR_RTCOT7u— L a— RT3 5
EFRRLET,

FatEr e —1ra—FR

Jur—la—R3: FEEre—Lra—R: AR

FIE

AU RFEREETO 3y

B8

ATy T

configure terminal

1

Device# configure terminal

Ja—nR) a7 4 FX¥al— g
E— FEBBLET,

ATy T2

flow record flow_record name

1 -

Device (config) # flow record fr-wdavc-3

Jo—la—Rary74¥Xal—i 3
v E—RFERBLET,

ATvT3

description description

51

Device (config-flow-record) #
description flow-record-1

(EE) 7r— L a— RO 2 1ER
LET,

ATvT4

match ipv4 version

1 -

Device (config-flow-record) # match ipv4
version

IPvd~y Z—5DIP /A= g &0
—HERELET,

[l A%% Y k7—% TO Application Visibility and Control D% %



| &#+v k7—% TO Application Visibility and Control ® %
ZA—La—Fk3: AAKIBE—LI—F: AH .

ARV KRFEEETIa Y B

R w75 |matchipv4 protocol IPvd 7 ralto—HE2BELE
1 EE
Device (config-flow-record) # match ipv4
protocol

RFw 76 |matchipva source address IPvd XETT RL AL D—F % ¥ —
i - ZA4—FELUTHELET,

Device (config-flow-record) # match ipv4
source address

R w77 |matchipv4 destination address IPv4 355CT RL AL D—F A F—
5l 74— RELTHRELET,

Device (config-flow-record) # match ipv4
destination address

5w 78 |match transport source-port KT AR — hREETHR— b ED—K
B - EX—T 44— RELTHRELET,

Device (config-flow-record) # match
transport source-port

R w79 |match transport destination-port Koo AR— bR — FEO—%
. F—T 4= FELTHRELET,

Device (config-flow-record) # match
transport destination-port

ZXFw 710 |match interfaceinput AHA Vv HE—T 2 A AL DO—F % F—
4 - 74—/ RELTHELET,

Device (config-flow-record) # match
interface input

Z 5w 711 | match application name TTVr—rarbtO—BEREL
15“ . iﬁ—o
Device (config-flow-record) # match GE) Z OFEIL. AVC YR —
application name }\7?ﬁii§ﬁ§7§7fo 7o —MNn

TV = a T
D Z L INAREIC IR D12 T

ﬁ‘o
25w 712 |collect interface output T H— N A S H—T = 4 AL
i LTI ELET,

Device (config-flow-record) # collect
interface output

Hig+ v k7 —% TO Application Visibility and Control D% [}
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B4 v k7 —7%2 TO Application Visibility and Control D% TE

A

ARV FFEREETIVa Yy

S

ATy 713

collect counter byteslong

1 :

Device (config-flow-record) # collect
counter bytes long

T a—OA MEERET S X ) ICHE
ELET,

ATy 714

collect counter packetslong

1 -

Device (config-flow-record) # collect
counter packets long

Ta—ORr ey NEEIET D L HIZ
BELET,

ATy 715

collect timestamp absolute first

1 -

Device (config-flow-record) # collect
timestamp absolute first

BRIy R T a—THER SN
L X ORf A I Y RHALTIUET S &
INTHRELET,

ATv 716

collect timestamp absolute last
1 -

Device (config-flow-record) # collect
timestamp absolute last

B Oy M7 B — TR S
& EORHZ Y BB TIET 5 &
IIHELET,

ATv I

end

51

Device (config) # end

FiME EXEC E— RIZER Y £9, F7=,
CtH+Z F—%MLTH, Fr—sL o
V74K 2l =g E—REKTT
xFET,

ATv 718

show flow record

1 -

Device# show flow record

FTRTHO7u— L a— N1 AFH#
ERRALET,

Jua—la—FK4: FEEr7e—Lra—R: 1

FIE

ARV RFERRERTI Y

E[:)

&M

configure terminal

&1

Device# configure terminal

Ju—n)ary7 4 X¥al—g
£ F\;’&E:ﬁﬁé\biﬁ—o

ATvT2

flow record flow_record _name

1 -

Device (config) # flow record fr-wdavc-4

Jo—la—RFNary7 4 FXal—3
v E— RERGLET,

ATvT3

description description

51

[l A%% Y k7—% TO Application Visibility and Control D% %

EE) 7a— L a— FOHHE % VER
L/jz—g—o



| &#+v k7—% TO Application Visibility and Control ® %
Jo—La—rk4: magza—La—r:whn

ARV RERETI3 Y EL:Y
Device (config-flow-record) #
description flow-record-1

ATy 74 |matchipv4version IPv4d~ v X —NEHDIPN—V 3 D
Bl —HEEELET,
Device (config-flow-record) # match ipv4
version

AT w75 |matchipv4 protocol IPvd 7’1 bbb O—EEEE L%
11 EE
Device (config-flow-record) # match ipv4
protocol

AF w76 |matchipv4 sourceaddress IPv4 EETLT RL R D—E % F—
Bl 74— RELTHRELET.

Device (config-flow-record) # match ipv4
source address

Z 5w 7 |matchipv4 destination address IPv4 567 RL AL DO—F % F—
. 74— RE LTHELET,

Device (config-flow-record) # match ipv4
destination address

Z 3w 78 |match transport source-port F 7 AR = FEELR - EDO—E
i - EX—T7 44—V RELTHRELEY,

Device (config-flow-record) # match
transport source-port

25w 79 |match transport destination-port FT U AR—= MR — & D—E %
Bl - F—T 4L FELTHELET,

Device (config-flow-record) # match
transport destination-port

X w710 |match interface output HhA v —T oA AL D5k % —
B - 74— RFELTHRELET,

Device (config-flow-record) # match
interface output

Z 5w 711 |match application name TV r—va b EO—BEREL
1§| : i‘j—o
Device (config-flow-record) # match GE) Z OEMEIX,. AVC YR —
application name N CIEWMETT, Ta—n

T r— g v —ET
DI EMHERIZ/RAT-0OT
—g—o

Hig+ v k7 —% TO Application Visibility and Control D% [}
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B4 v k7 —7%2 TO Application Visibility and Control D% TE

ARV FFEREETIVa Yy

S

ATvT12

collect interfaceinput

1 :

Device (config-flow-record) # collect
interface input

Ta—MMmb AN HE—T oA A&
ETAHIOICEELET,

ATy 713

collect counter byteslong

1 -

Device (config-flow-record) # collect
counter bytes long

Tu—OA MEERET S X9 ICHE
ﬁiﬂbi‘jﬂo

ATy 714

collect counter packetslong

1 -

Device (config-flow-record) # collect
counter packets long

Ta—ORr ey NEEIET S L) IZ
BELET,

ATy 715

collect timestamp absolute first

51

Device (config-flow-record) # collect
timestamp absolute first

BRIy R T a— TR SN
XD E I U AL CINET S &
INTHRELET,

ATv 716

collect timestamp absolute last
1 -

Device (config-flow-record) # collect
timestamp absolute last

SOy R T — TR ST
X O E I U AL CINET S &
INTHRELET,

ATv I

end

51

Device (config) # end

¥rME EXEC E— RICEY £9, 7=,
CrHzZ F—%##HL CTH, Fr—L o
V74X a2l —varET—REKTT
TET,

ATv 718

show flow record

1 :

Device# show flow record

TRTCOT7u— L a— RIZETER
ERRLET,

DNS 7no—1L a— R

7u—lLa—RK5:DNS7re—La—F

FIE

ARV RFEEETI 3y

S

ATy T

configure terminal

1 :

[l A%% Y k7—% TO Application Visibility and Control D% %

Ja—nR_) a7 4 F¥al— g
E— FERBLET,



| &#+v k7—% TO Application Visibility and Control ® %

so—La—ks5:oNs 7o—La—F

ARV FFEREETIVa Yy

E:)

Device# configure terminal

ATy T2

flow record flow_record name

1 -

Device (config) # flow record fr-wdavc-5

Jo—la—Rary7 4 FXal—v3
v E— RERGLET,

ATv73

description description

1 -

Device (config-flow-record) #
description flow-record-5

(EE) 7ou— L =a— NOGAZEK
L/jz‘@—o

ATv74

match ipv4 version

51

Device (config-flow-record) # match ipv4
version

IPvA~y X —MNEDIPN—V g D
—HERELET,

ATy Th

match ipv4 protocol

51

Device (config-flow-record) # match ipv4
protocol

IPvd 7o han e o—HEEELE
j—O

ATvT6

match application name

&1

Device (config-flow-record) # match
application name

TV r—va B EO—HEREL
iﬁ—c

G¥) Z O#EAEIL, AVC YR —
FCRWAETYT, 7a—n»
TIVr—vart—%T
DI ENAREIC/RDT-0T
7

ATy T17

match connection client ipv4 address

&1

Device (config-flow-record) # match
connection client ipv4 address

2IF3A4T N (Zr—(=m—H)
DOIPva 7 RLREo—HAEfEELE
—j_o

ATvT8

match connection client transport port

&1

Device (config-flow-record) # match
connection client transport port

Ja—la—RKOF—7 —/L &L
T, V947 v FOFEmAR— L D—
HEBTELET,

ATvT9

match connection server ipv4 address

1 -

Device (config-flow-record) # match
connection server ipv4 address

P—R— (Tr— VAR HF) OIPv4
T RLAED—HEHEELET,

Hig+ v k7 —% TO Application Visibility and Control D% [}
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B4 v k7 —7%2 TO Application Visibility and Control D% TE I

ARV FFEREETIVa Yy

S

ATy 710

match connection server transport port

1 -

Device (config-flow-record) # match
connection server transport port

P—=N=D T AR=FR—=F L&D
—HERELET,

ATy

collect flow direction

1 -

Device (config-flow-record) # collect
flow direction

WD FNET collect connection initiator
o< RO initiator % —7 — R THEE
SN DRI m T v —oET A (o
SV —HETIIVARCZ) DI
(ADERIFHT) ZIETDH LI
feE L £, initiator ¥ —7U— KT
EENDEIZ T T, flow direction
F—U— NIROMEE LD £,

c0x0l = AS) 71—

c0x02=H 17—

initiator ¥ —7U — K81 =3 = —#(Z
BIESNTWDGAE, 7e—0hnik
Ta—0A =v=—4 N BIEE IR
$9, initiator ¥ — 7 — KB L AR X
ICRRESNTWDIEE, 7r—0DJn
78 —DO L AR LIRE S
£9, A AVC TiX, initiator F—
T — RIEFIZA == — IR ES
TWEJ,

ATvT12

collect timestamp absolute first
1

Device (config-flow-record) # collect
timestamp absolute first

BHIODO/ Ay RN T u— TR I
L XD E I U ML CTINET S &
INTHEELET,

ATy 713

collect timestamp absolute last
£

Device (config-flow-record) # collect
timestamp absolute last

BHONry "R T e —THRINT-
L X O E I BB CIET S &
ITHRELET,

ATy 714

collect connection initiator

&1

Device (config-flow-record) # collect
connection initiator

[l A%% Y k7—% TO Application Visibility and Control D% %

collect flow direction =~ > R TIHE S
nl-7va—ohcEET 5 7 e —0
fl (f=vo—FEII VAR H)
ZINET D L O ITFRE L £ 7, initiator
X—U— NI, 7r—oFEicET %
ROTERERBEL F T,



| &#+v k7—% TO Application Visibility and Control ® %

so—La—ks5:oNs 7o—La—F

ARV FFEREETIVa Yy

E:)

c0x0l=A = T—X . 7a—0Dik
BRI A = =— 4 T1

A AVC T, initiator ¥—7 — RNix
WA =2 —Z IR ESIN TV E
TO

ATvT15

collect connection new-connections

1 :

Device (config-flow-record) # collect
connection new-connections

B S IR PR DR INEET 5 K
INTHE LET,

ATv 716

collect connection server counter packets
long
1

Device (config-flow-record) # collect
connection server counter packets long

P R—=NE[E LIy MR
THEOICHEELET,

ATy 11

collect connection client counter packets
long

1 -

Device (config-flow-record) # collect
connection client counter packets long

TIAT U MREE LT Ny NME
INET DX HICHRELET,

ATv 718

collect connection server counter bytes
network long

&1

Device (config-flow-record) # collect
connection server counter bytes
network long

Y= R=RE LA MO EF %
NEFT D LB ELET,

ATy 719

collect connection client counter bytes
network long

1 -

Device (config-flow-record) # collect
connection client counter bytes
network long

7 TAT v RIREE LT A MDA
RHENUET D KO IHEL £,

ATv7T20

collect application dns domain-name

1 :

Device (config-flow-record) # collect
application dns domain-name

DNS RAA 4% DNS 7o —L 21—
ROWET 1 — FELTHERT S &
IR ELFET,

ATvT2n

end

1 -

¥ibE EXEC E— FIZRY £9, 7=,
Cul+ZF¥—%=MLTH, Fu—r)L o
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B oo rxx—sonm

ARV KEEEET7Ia Y B
Device (config)# end V74X al—a T — RERKRTT
%i—é—o

70— I RKR—2DERK
Ta— T AR—ZEERTDHE, 78— T AR— K RTA—FEERTXET,

FIE
OV RFERET7TIV 3 Y B

AT w 71 | configureterminal Jua—\) a7 4X¥al—gy
i - E— NEPABLES,
Device# configure terminal

R 72 |flow exporter flow_exporter_name T — T AR—HF AT 4 X2 l—
51 var E - FERBLET,
Device (config)# flow exporter
flow-exporter-1

X 73 | description description () 7ua— =7 RAR—XOHA%

Bl P LT

Device (config-flow-exporter) #
description flow-exporter-1

25w 74 |destination { hostname | ipvd-address| =7 zK— & TF— & ZE(ET HisE s
| ipv6-address } AT LDRA N, IPva 7213 IPve 7
i - NUAZFELET,

Device (config-flow-exporter) #
destination 10.10.1.1

R 75 |option application-table [ timeout (EE) 7a— 2 AR—=FDOT 7Y
seconds ] r—ay F—TNDF S g o hEE
Bl - FELET, timeout &7 3 &2 HT
Device (config-flow-exporter)# option 5 & N 7 H _—:1:7 A ;—ﬁ_& @ﬁ%1§%§ﬁﬁﬁ
application-table timeout 500 %‘?*9${ﬁ’(§£f€f% ijﬁo ﬁ’;ﬂiﬁ%ﬁli
1 ~ 86400 ¥ T,
RTwv 76 |end Kt EXEC E— NIZREY £4, £7=,
i - Cul+Z ¥—%MLTH, Z/r— L =
Device (config) # end :/74)ﬂF:LI/_:/5 v ]\%%TT
=FET,
R T 77 |show flow exporter FTRCOT7r— 7 AR—F 2T S
15“ : ‘%i&%f&ﬂ? Lji—a«o

Device# show flow exporter

[l A%% Y k7—% TO Application Visibility and Control D% %
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70— E=4—0OER .

AU RFERETOVa Y

B8

ATvT8

show flow exporter statistics

1

Device# show flow exporter statistics

TJu— 7 AR—Z O ER A FER
LEJ,

JO0— E=8—0OERK

TJu— =S —2FR LT, 7r— ba— NIEEMNITL ZENRTEET,

FIE

ARV RFEEETI 3y

B8

ATy T

configure terminal

1 -

Device# configure terminal

Ja—nR) a7 4 F¥al— g
E— FEBRBLET,

ATy T2

flow monitor monitor-name

1 -

Device (config)# flow monitor
flow-monitor-1

To—%f=X—%{EkL, 7o—F=
H—arT7 4 X2l —varEt—K%E
BALE L 77,

ATvT3

description description

&1

Device (config-flow-monitor) #
description flow-monitor-1

(FE) 7o—x=%—DOiH%EEk
LE7,

ATvT4

recor d record-name

1 :

Device (config-flow-monitor)# record
flow-record-1

FANAER SN2 L a— FOL4FT & 15
ELET,

ATy Th

exporter exporter-name

51

flow-exporter-1

Device (config-flow-monitor) # exporter|

FHANAER SN 7 AR —F DA R
ZRELET,

ATvT6

cache { entries number-of-entries |
timeout {active | inactive} | type
normal }

1 -

Device (config-flow-monitor) # cache
timeout active 1800

&1

Device (config-flow-monitor) # cache
timeout inactive 200

(fEE) 7r—F v v a T A —X
ERETDHLOITHEELET,
* entries number-of-entries : 7 1 —
XyviaNO7o—= O
e KE % 16 ~ 65536 O#H THEE
LET,

BREOX v v a XA TD
BBYR— b ENET,

GE)

Hig+ v k7 —% TO Application Visibility and Control D% [}
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B4 v k7 —7%2 TO Application Visibility and Control D% TE

ARV FFEREETIVa Yy

S

1

Device (config-flow-monitor) # cache
type normal

ATy T1

end

1

Device (config) # end

¥i#E EXEC E— RICREY £7, Fiz,
CuH+Z¥—%#fML T, Fm— Lo
Y74 X2l —varET—RERKTT
xFET,

ATvT8

show flow monitor

51

Device# show flow monitor

FTRCHO7a—F=F— 2T 5 EH
BFRLET,

ATvT9

show flow monitor flow-monitor-name

1 -

Device# show flow monitor
flow-monitor-1

BELFEAR AVC 70— =4 —|Z
B DM AEFRRLET,

ATy 710

show flow monitor flow-monitor-name
statistics

&1

Device# show flow monitor
flow-monitor-1 statistics

H#EAVC 7 10— &= Z —DOFEHEH
ERRLET,

ATvIN

clear flow monitor flow-monitor-name
statistics

51

Device# clear flow monitor
flow-monitor-1 statistics

RELL7n— =4 —OiEHRE
27 U7 LE9, clear flow monitor
flow-monitor-1 statistics % J L 72
{Z show flow monitor flow-monitor-1
statistics 2~ > REEH LT, 3T
OFFHEWN Y By I & &
BLET,

AT 712

show flow monitor flow-monitor-name
cache format table

&1

Device# show flow monitor
flow-monitor-1 cache format table

KA T7e—F v v 2ODRNREER
%Li‘d‘o

ATy 713

show flow monitor flow-monitor-name
cache format record

51

Device# show flow monitor
flow-monitor-1 cache format record

Z7u—La— REREEOEXTTe—
Fr v aDNEEFRRLET,
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1v8—7142~07a—t=s—nmEtt ]

ARV FFEREETIVa Yy

E:)

ATy 714

show flow monitor flow-monitor-name
cache format csv

1 :

Device# show flow monitor
flow-monitor-1 cache format csv

CSVIEXT7u—Fv v a2DNEE
FRLUET,

AVB—T A RA~AND 70— E=_F2—DFEENIT

B RFERFAL I— FEFFO2 DOBRGIAMAVC T =X —% A LV X —T7 = A AT
RRZEERE CE £ 7,

FIE

ARV RFERETIVa Y

=)

&M

configureterminal

1

Device# configure terminal

Ja—)L a7 4 F¥Falb—g v
£ F%Fﬂlﬂﬁébij«o

ATy T2

interfaceinterface-id

1

Device (config)# interface
Gigabitethernet 1/0/1

Ao HF—T a2 AaT 4 Fal—3
v E— RERGLET,

ATvT3

ip flow monitor monitor-name { input |
output }

1

Device (config-if) # ip flow monitor
flow-monitor-1 input

ATy NIy O EET
WA v H—T = A RITT
0— E= X —ZEMT £,

ATvT4

end

1

Device (config) # end

FiHE EXEC E— RIZEDY £9, F7,
Ctl+Z ¥—%ZMLCTH, Zr—r3L 2
V74X al—vary E®F—REKTT
xFET,

NBAR2 h R AL TF7T)/r— 3>

NBAR2 CiE, W AZ L7 haL AL THAZ LT ) r—ya i cxEd, &
AL T bhant, Ta ka7 r—varER—FLETN, HEOLZ A,
NBAR2 [ZHHR—F L TWEHA,

TRTOEBIIEBWT, Y Aapgitd A NBAR2 V1 ha Xy 7 OSBRI THLIa—H )L
TN = arBXOBEDOT ) r—2a v BNH0ET, a—h LT 7Y A — g 03 E
RO X T EEnNET,
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HITPOHRXE T4 X

B4 v k7 —7%2 TO Application Visibility and Control D% TE I

 FHEE~DEEDT SV r—3 g v

s WIEEE T Y r— g v
NBAR2 Cit, 20 koo — bV 77V r—2 g ZFETHIRAIA R THHEZREL
TWEJ, Zr— b a7 X2 b—3 3 2 F— FTipnbar custom myappname =~ R
PEALTC, FEITT IV r—2 a2 WAASTARATEES, WAXLT TV r—va v

I, MAALT e ha VIV EINET, TENENOI AL A T e haL TR, 2—%—
X, VAR—FEAIERTE 2L 7 X ID A EETEET,

SESERFATOT TV r— gy HAZA ZARNH Y 97,
— A 7O FIILDHRETAR
« HTTP

» SSL
* DNS

AVRS Y ko EBROHAKN T 0 ha kS A X <A R server-name
LANIILANADHRETAX
«[Pv4 7 KL A

« DSCP fi
« TCP/UDP & — K
e 7o —XETLE IS D M

NAbATEY b A 0= FORFEDNAA MEIZHES DAL <A X

HTTP O A <A A%, kD HTTP 7 4 —/L ROMAEDOEICIHESWTEITTE £77,
- cookie : HTTP 7 » % —
chost : U Y—=2A&2@ZLmdOP—/"—=DHERX M,
e method : HTTP A YV v R
sreferrer @ VYV —XA VI =X FOFHEILOT FLX
e url : Uniform Resource Locator @73 A
cuser-agent : EREZXETHT Vv Mo THHASN TS Y 7 v =T
sversion : HTTP N— 3

evia : HTTP &M 7 4 —/L
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SSLOARZATARX

DNSDARZTAX

BEHREITA4 X

sstonzzv4X ||

HTTPOHh R A <A X
L7 % 1ID 10 372 HTTP /8 A & [*mydomain.com| % {925 MYHTTP & FEiE
NDBAZ LT TV r—33 0,

Device# configure terminal
Device (config)# ip nbar custom MYHTTP http host *mydomain.com id 10

SSL Y —/S—AfFE (SND) 73l d (CN) 2 oill L7z iz LT, SSLEFA1k k
TIAL YT TCHALSA REITH ZENTEET,

SSLOHRATA X
L7 % ID 11 M7= SSL EA4 mydomain.com] Zf# 95 MYSSL & MEEILD
HABZLT IV r—3

Device# configure terminal
Device (config) #ip nbar custom MYSSL ssl unique-name *mydomain.com id 11

NBAR2 [&, DNS ZRBEBIWIGE N T 7 4 v 7 Zfggd L. 77V r—3 3 »~®D DNS JH&IC
BIHfHIT 2 Z N TEET, DNSIGENORENIZIP T FLATF Y via s, ZORE
DT TV r—va AZEEMTENTWDZDHRDON Ty b 7e— TS ET,

ip nbar custom application-name dns domain-name id application-id =~ > R|Z, DNS O A ¥ <
ARHENE T, BBFEOT 7V r—y a3 U &JEET 5121E, ipnbar custom application-name
dns domain-name domain-name extends existing-application =~ > R & L £,

DNS R—ZADH A K <A XOFEAMZ-OUVTIL, http://www.cisco.com/c/en/us/td/docs/ios-xml/ios/
qos_nbar/configuration/xe-3s/asr1000/qos-nbar-xe-3s-asr-1000-book/nbar-custapp-dns-xe.html % 2P
LTL7EENY,

DNSDARZTAX

L7 ZID 12 3 72 DNS R A A >4 [mydomain.com] %{#H7 % MYDNS & -
WENDHAZ LT TV r—a v,

Device# configure terminal
Device (config)# ip nbar custom MYDNS dns domain-name *mydomain.com id 12

NBAR2 Ci&, HTTP, SSL £721XDNSIZHND RAA VAW ESNWTCT IV r—va b
AR A XTHFEPERENET,
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ﬁﬁ*vFU—?F@AwmmmVNwmmm%mmmﬂi|
B ouonzs<ax

BEHREATA X

L7 % ID 13 2372 HTTP, SSL £721X DNS K A A >4 [mydomain.com] % {#
925 MYDOMAIN EBEIND I AZ LT T Y r—a 2,

Device# configure terminal
Device (config)# ip nbar custom MYDOMAIN composite server-name *mydomain.com id 13

BLADHAREZTAX

LAY3LATADT AT <A XX, X7y b ZTITESHNTEY, 70 —0RPID/r
]\ Tﬁéz—ﬁ L\i‘é—o

BLADHREZTAX

IP7 FL % 10.56.1.10 B L1} 10.56.1.11. E L2 Z ID 14 233 7= TCP 3 L U DSCP ef
IZ—%3 5 LAYER4CUSTOM EFRINA D AZ LT Y r—a s,

Device# configure terminal

Device (config)# ip nbar custom LAYER4CUSTOM transport tcp id 14
Device (config-custom)# ip address 10.56.1.10 10.56.1.11

Device (config-custom) # dscp ef

Bl: NARRLTFT)r—2avDE=ZRZ—YY 2T

ARELT TV r—23 DE=ZF—) 0 TD=HD show AT K
show ip nbar protocol-id | inc Custom

Device# show ip nbar protocol-id | inc Custom

LAYER4CUSTOM 14 Custom
MYDNS 12 Custom
MYDOMAIN 13 Custom
MYHTTP 10 Custom
MYSSL 11 Custom

show ip nbar protocol-discovery protocol CUSTOM_APP

Device# show ip nbar protocol-id MYSSL
Protocol Name id type

MYSSL 11 Custom

NBAR2 54+ 3Xwv4H Ev LR ORI NRNYIDT Y THL—F

Fabral Ryt TRAAADY AT VT M 2T RBEBERMZDH LR, T, AD

NBAR2 Vv ha/L $R— b E2EHTLHLY 7 b =T Ny —UTY, Ya bhal Ny
IZ. NBAR2 [Z L > TIEERITHR—FENTWD, T A IVERTRy I EHROT TV r—
Va T AERBEENTWET, T TV =g o T, e han Ny i
X, 77U = a BRLRLET ) r—a VBMEDOIERPEENTWET, &£V 7 U
VY —22i%, fBRIABDOTa hal Ry IR RLENTWET,
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7 han Ry ZIIROEBEERDH Y £,
o O — RRE G TEnl,

NBAR2 70 koL /<y o ooriiestt ]

cEHWAR—=V g e hal Ry LT v T T —RLED, BDWR—=Ya T e ba

Ly ZITRLIZ DT 5 DONRES,
c A vTFDYr— RELEL L7,

A

aBa
=9

AL v F AL v IEREFERTHIHEE. AL v FICRL T hary 7 77 A )in—

RENTWDHZ L EMRLET, AX v I7NDT T4~V AA T Tipnbar protocol-pack

flash protocol-pack-file =~ > FAETT 5L, 77 AP — RENTVRVAZ v 7 ND A
Ay FIE, REOA—HERRETY m— NS ET,

https://software.cisco.com/download/home

NBAR2 7'v k2L Xy 7%, %&k® URL 75 Cisco Software Center CTH V0 — R TXx £

NBAR2 00 k)L /8w DEMHEE M

FLnr e har Ny rEa— RTHE1II, TRTDAL vF A= ETTr hai Ry

J&7 T yvallabt =930 ENHY £,

RLTLIZEN,

Ja han Xy ZEo— RT3 (2F, NBAR2 72 bz Xy 7 or— R

NBAR2 O koL /8y o DA—F

FIE

(33 ~—2) &%

AV RFEERETIa Y
AT w71 |enable

=)

1

Device> enable

¥ibE EXEC E— RE A% LE,
e NMRAT—KREANLET (FkEhn

%a

o

R w72 |configure terminal

1

Device# configure terminal

ATvT3

Jua—\)L a7 4 Xal— g
T—FzfmL£7,

ip nbar protocol-pack protocol-pack
[force]

1 -

Device (config) # ip nbar protocol-pack
flash:defProtoPack

1

Za bhar Ny rEa—RKLET,

cHARODTH Fan Ry s —Tg
el € S N E [NV I
Za hanRy 7 EEEL, Ba— R
T 5I120%, force F—VU— K& H

LEY, ZHUTED, A v TF DI
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B 5 nearz 7ok svson—§

B4 v k7 —7%2 TO Application Visibility and Control D% TE

ARV RFERETIVa Y

B8

Device (config)# default ip nbar
protocol-pack

ED7Ta kan 8y 7 THERE— K
SNTVZRVEEBHIFRSILET,

FAAFHD T a2 Ry JIZRDHI
X, oo~ REFEHALET,

ATvT4

exit
B

Device (config) # exit

HrbE EXEC £— RICEY £,

ATy TH

show ip nbar protocol-pack {protocol-pack
| active} [detail]

1

Device# show ip nbar protocol-pack
active

Ta han Sy JiEREFRRLET,

Zoavwy REMEHLT, r—F&

nNi=vbav Ny r7oNN—T g

. RT Y yvx, EOMOFEME
RLET,

BEINE7a ban Ny 7ol
WA FRT 5I21%, protocol-pack 5
AL ET,

TIT 4T eTa fhansy 7o
WAEFRT HIZHE, activeF—T—
REfEH L E7,

FEMZR T 0k an oy 7 OFFRE R
R HICIE, detail F—7 — F&f#
ALET,

il - NBAR2 71 k)L Xy 77— K
WO, FLWTa hal Sy 7 hn— K45 KEERLET,

Device> enable

Device# configure terminal
Device (config) # ip nbar protocol-pack flash:newDefProtoPack
Device (config) # exit

WOBHNZ, force ¥ —T— REFH LT iNN—Yaro7a hal Ny ezo— K35 051E

ZRLET,

Device> enable

Device# configure terminal
Device (config) # ip nbar protocol-pack flash:0ldDefProtoPack force
Device (config) # exit

WOBNZ, MAIAFZDT T sy Ry ZIRT HEE R LET,

Device> enable
Device# configure terminal
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Application Visibility and Control DE=%4—1) >4 .

Device (config) # default ip nbar protocol-pack
Device (config) # exit

Application Visibility and Control D E=%4—1) >4

ok rvarTE, TSy a VORRMEICET A Lna sy RIZOW TR L E
7,

WOa< Rid, AAvTFRBILOT 7 BRAR—sOT7 ) r—2a O rE=X—T5%
I fEATEET,

R RAYFOF7 TV r—2 3 v OAREE=2—1Y > 5av kR

= N Br

show ip nbar protocol-discovery NBAR Protocol Discovery B§REIZ L > TUEE S AU7-76E
[interfaceinterface-typeinterface-number ] | =4 2 67 U £ 4,

[stats{byte-count | bit-rate | B B
packet-count | max-bit-rate} ] o (BB TREINDFERHERZ HELT DI,

[ protocol protocol-name | top-n number] F—U—FBIOGEEANLEST, ¥—U—
ROZNZNOFEANZ SN TIE,  [Cisco 10S
Quality of Service Solutions Command Reference.]
®show ip nbar protocol-discovery =~ > &%
LTI 7ZEN,

show policy-map interfaceinterface-type | f > % —7 = A4 ZIZEH LR Y —< v 7 I2O0
interface-number TOBEREERLET,

show platform softwarefed switch A1 v [$§E L2 AL v FOTXCO T 1 — |2 HHFHE
7 ID wdavc flows WERRLET,

{5 : Application Visibility and Control D% %E

WIZ, match protocol T7 7V r—a b ZD7 4 NVE AL TY 7 A2 ~ v 7 E{ERT D6
B LET,

Device# configure terminal

Device (config) # class-map match-any NBAR-VOICE
Device (config-cmap) # match protocol ms-lync-audio
Device (config-cmap) #end

wIZ, RV =<y 7 2Bl L, QoS DELFED Y T A ~ v 7 & iE#K Dl L ET,

Device # configure terminal

Device (config) # policy-map test-avc-up
Device (config-pmap) # class cat-browsing
Device (config-pmap-c)# police 150000
Device (config-pmap-c)# set dscp 12
Device (config-pmap-c) #end
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B+ v kT —% TO Application Visibility and Control

&
it

WIZ, R v—<v7&2EK L. ATQoS DTN/ T A <~ T HEHRTHH 2R LET,

Device# configure terminal

Device (config) # policy-map test-avc-down
Device (config-pmap) # class cat-browsing
Device (config-pmap-c) # police 200000
Device (config-pmap-c) # set dscp 10
Device (config-pmap-c) #end

W, RV v— <~y T AA vF FN— MIEAT 2602 RLET,

Device# configure terminal

Device (config) # interface GigabitEthernet 1/0/1
Device (config-if) # switchport mode access

Device (config-if)# switchport access vlan 20

Device (config-if)# service-policy input POLICING_IN
Device (config-if) #end

&IZ. NBAR BIEICHASWT Y F 2~y PR IERT Al 2R LET,

Device# configure terminal
Device (config) # class-map match-all rel-relevant

B

ax ;&

Device (config-cmap) # match protocol attribute business-relevance business-relevant

Device (config) # class-map match-all rel-irrelevant

Device (config-cmap) # match protocol attribute business-relevance business-irrelevant

Device (config) # class-map match-all rel-default
Device (config-cmap) # match protocol attribute business-relevance default

Device (config) # class-map match-all class--ops-admin-and-rel
Device (config-cmap) # match protocol attribute traffic-class ops-admin-mgmt

Device (config-cmap) # match protocol attribute business-relevance business-relevant

WIZ. NBARJBIEIZHEASL 7 5 A< v FIZHEASNWTRY v—< v FEERT A6 %251 LET,

Device# configure terminal

Device (config) # policy-map attrib--rel-types
Device (config-pmap) # class rel-relevant
Device (config-pmap-c) # set dscp ef

Device (config-pmap-c)# class rel-irrelevant
Device (config-pmap-c)# set dscp afll

Device (config-pmap-c) # class rel-default
Device (config-pmap-c)# set dscp default

Device (config) # policy-map attrib--ops-admin-and-rel

Device (config-pmap) # class class--ops-admin-and-rel
Device (config-pmap-c) # set dscp cs5

KIZ, NBAR JBIEICHES SR v —~ v F 2 AR — MIEH T 562" L ET,

Device# configure terminal
Device (config) # interface GigabitEthernetl/0/2
Device (config-if)# service-policy input attrib--rel-types

show 27 > FIZK BREDRT

show ip nbar protocol-discovery

A =Tz AL OT v b 2)URHREHE#RO LA — b 2FoRLET,
I, A F—=T =2 AT L ORERHEROH B R L ET,
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{51l : Application Visibility and Control (%5 .

Device# show ip nbar protocol-discovery int GigabitEthernetl/0/1

GigabitEthernetl/0/1
Last clearing of "show ip nbar protocol-discovery" counters 00:03:16

Input

Protocol Packet Count
Packet Count
Byte Count
Byte Count
30sec Bit Rate (bps)
30sec Bit Rate (bps)
30sec Max Bit Rate (bps)

ms-lync 60580
55911

31174777
28774864

3613000
93000

3613000
3437000
Total 60580
55911

31174777
28774864

3613000
93000

3613000
3437000

show policy-map interface
TRTOA L Z—T = A A LD QoSHAMFEHMI LUREFHDRY v—~< v T HFRLET,
WIZ, T_XTDOA L HF—T 2 A ATRESNIZARY — <~y TOMNHlZ R LET,

Device# show policy-map int

GigabitEthernetl/0/1
Service-policy input: MARKING-IN

Class-map: NBAR-VOICE (match-any)
718 packets
Match: protocol ms-lync-audio
0 packets, 0 bytes
30 second rate 0 bps
QoS Set
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dscp ef

Class-map: NBAR-MM CONFERENCING (match-any)
6451 packets
Match: protocol ms-lync
0 packets, 0 bytes
30 second rate 0 bps
Match: protocol ms-lync-video
0 packets, 0 bytes
30 second rate 0 bps
QoS Set
dscp af4l

Class-map: class—-default (match-any)
34 packets
Match: any

show 37> FIZCKBEHEAR—X D QS SFRED KT

show policy-map interface

TRTDA B —T = A LDBYER—ZD QoS HEHERB L UOREFEHLDORY v —~ v 7
EFRRLET,

RIZ, TRTDOA U F =T 2 ATRESNTEAR Y =~y TOHABIERLET,

Device# show policy-map interface gigabitEthernet 1/0/2
GigabitEthernetl1/0/2

Service-policy input: attrib--rel-types

Class-map: rel-relevant (match-all)
20 packets

Match: protocol attribute business-relevance business-relevant
QoS Set

dscp ef

Class-map: rel-irrelevant (match-all)
0 packets

Match: protocol attribute business-relevance business-irrelevant

QoS Set
dscp afll

Class-map: rel-default (match-all)
14 packets

Match: protocol attribute business-relevance default
QoS Set

dscp default

Class-map: class-default (match-any)
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{51l : Application Visibility and Control (%5 .

0 packets
Match: any

show ip nbar protocol-attribute
NBAR Tl a2 _XToO7r haVEhkzinr L7,
WIZ, —EOBEDOH B Z R L ET,

Device# show ip nbar protocol-attribute cisco-jabber-im

Protocol Name : cisco-jabber-im
encrypted : encrypted-yes
tunnel : tunnel-no

category : voice-and-video
sub-category : enterprise-media-conferencing
application-group : cisco-jabber-group
p2p-technology : p2p-tech-no

traffic-class : transactional-data
business-relevance : business-relevant
application-set : collaboration-apps

Device# show ip nbar protocol-attribute google-services

Protocol Name : google-services
encrypted : encrypted-yes
tunnel : tunnel-no

category : other

sub-category : other
application-group : google-group
p2p-technology : p2p-tech-yes

traffic-class : transactional-data
business-relevance : default
application-set : general-browsing

Device# show ip nbar protocol-attribute dns

Protocol Name : google-services
encrypted : encrypted-yes
tunnel : tunnel-no

category : other

sub-category : other
application-group : google-—-group
p2p-technology : p2p-tech-yes

traffic-class : transactional-data
business-relevance : default
application-set : general-browsing

Device# show ip nbar protocol-attribute unknown
Protocol Name : unknown
encrypted : encrypted-no
tunnel : tunnel-no
category : other
sub-category : other
application-group : other
p2p-technology : p2p-tech-no
traffic-class : bulk-data
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business-relevance : default
application-set : general-misc
show A7 FIZ&% 70— E=Z2—BEDERT
show flow monitor wdavc

BELEAMRAVC 7 — F=4 —CHT HFRER T LET,

Device # show flow monitor wdavc

Flow Monitor wdavc:

Description: User defined
Flow Record: wdavc
Flow Exporter: wdavc-exp (inactive)
Cache:
Type: normal (Platform cache)
Status: not allocated
Size: 12000 entries
Inactive Timeout: 15 secs
Active Timeout: 1800 secs

show flow monitor wdavc statistics

EAVC 7o — E=F —OEHEREERLET,

Device# show flow monitor wdavc statistics

Cache type: Normal (Platform cache)
Cache size: 12000
Current entries: 13
Flows added: 26
Flows aged: 13
- Active timeout ( 1800 secs) 1
- Inactive timeout ( 15 secs) 12

clear flow monitor wdavc statistics

BELE7e— =4 —0OketHEWw%E 27 V7 LEJ, clear flow monitor wdavc statistics % i
FH L 72#1Z show flow monitor wdavestatistics 2~ > R&EH LT, X TOMEHERN Y &
N Z EZHERLET, LAFIZ, 7u—F=%—keHiWw%a 27 U7 L7=#% D show flow
monitor wdavc statistics =~ > FO¥ 7L 152 R L ET,

Device# show flow monitor wdavc statistics

Cache type: Normal (Platform cache)
Cache size: 12000
Current entries: 0
Flows added: 0
Flows aged: 0

show YV FIZKEF v v aORBNDERT

show flow monitor wdavc cache for mat table

KA TT7r— %y v a2 ONEERRLET,

[l A%% Y k7—% TO Application Visibility and Control D% %



I B+ v kT —% TO Application Visibility and Control )%
{51l : Application Visibility and Control (%5 .

Device# show flow monitor wdavc cache format table

Cache type: Normal (Platform cache)
Cache size: 12000
Current entries: 13
Flows added: 26
Flows aged: 13
- Active timeout ( 1800 secs) 1
- Inactive timeout ( 15 secs) 12

CONN IPV4 INITIATOR ADDR CONN IPV4 RESPONDER ADDR CONN RESPONDER PORT
FLOW OBSPOINT ID IP VERSION IP PROT APP NAME
flow dirn

64.103.125.147 144.254.71.184

53 4294967305 4 17 port dns
Input e i e e

64.103.121.103 10.1.1.2

67 4294967305 4 17 layer7 dhcp
Input contd...........

64.103.125.3 64.103.125.97

68 4294967305 4 17 layer7 dhcp
Input oo e e e
10.0.2.6 157.55.40.149 443
4294967305 4 6 layer7 ms-lync
Input e e e e
64.103.126.28 66.163.36.139 443
4294967305 4 6 layer7 cisco-jabber-im
Input contd...........
64.103.125.2 64.103.125.29
68 4294967305 4 17 layer7 dhcp
Input & i e e
64.103.125.97 64.103.101.181
67 4294967305 4 17 layer7 dhcp
Input .o e e e
192.168.100.6 10.10.20.1 5060
4294967305 4 17 layer7 cisco-jabber-control
Input contd...........
64.103.125.3 64.103.125.29
68 4294967305 4 17 layer7 dhcp
Input e e
10.80.101.18 10.80.101.6 5060
4294967305 4 6 layer7 cisco-collab-control
Input e e e
10.1.11.4 66.102.11.99
80 4294967305 4 6 layer7 google-services
Input contd...........
64.103.125.2 64.103.125.97
68 4294967305 4 17 layer7 dhcp
Input e e e
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64.103.125.29 64.103.101.181
67 4294967305 4 17
Input

layer7 dhcp

show flow monitor wdavc cache for mat record

Ja— La— REEEOERTT7Te—F vy v 2 DNESF R LET,

Device# show flow monitor wdavc cache format record

Cache type: Normal (Platform cache)
Cache size: 12000
Current entries: 13
Flows added: 26
Flows aged: 13
- Active timeout ( 1800 secs) 1
- Inactive timeout ( 15 secs) 12

CONNECTION IPV4 INITIATOR ADDRESS:
CONNECTION IPV4 RESPONDER ADDRESS:

64.103.125.147
144.254.71.184

CONNECTION RESPONDER PORT: 53

FLOW OBSPOINT ID: 4294967305
IP VERSION: 4

IP PROTOCOL: 17
APPLICATION NAME: port dns
flow direction: Input

timestamp abs first:
timestamp abs last:

08:55:46.917
08:55:46.917

connection initiator: Initiator
connection count new: 2

connection server packets counter: 1

connection client packets counter: 1

connection server network bytes counter: 190
connection client network bytes counter: 106
CONNECTION IPV4 INITIATOR ADDRESS: 64.103.121.103
CONNECTION IPV4 RESPONDER ADDRESS: 10.1.1.2
CONNECTION RESPONDER PORT: 67

FLOW OBSPOINT ID: 4294967305
IP VERSION: 4

IP PROTOCOL: 17
APPLICATION NAME: layer7 dhcp
flow direction: Input
timestamp abs first: 08:55:47.917
timestamp abs last: 08:55:47.917
connection initiator: Initiator
connection count new: 1

connection server packets counter: 0

connection client packets counter: 1

connection server network bytes counter: 0

connection client network bytes counter: 350
CONNECTION IPV4 INITIATOR ADDRESS: 64.103.125.3
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CONNECTION IPV4 RESPONDER ADDRESS:

CONNECTION RESPONDER PORT:

FLOW OBSPOINT ID:

IP VERSION:

IP PROTOCOL:
APPLICATION NAME:
flow direction:
timestamp abs first:
timestamp abs last:

connection
connection
connection
connection
connection
connection

CONNECTION
CONNECTION
CONNECTION

initiator:
count new:
server packets
client packets
server network
client network

IPV4 INITIATOR
IPV4 RESPONDER

RESPONDER PORT:

FLOW OBSPOINT ID:

IP VERSION:

IP PROTOCOL:
APPLICATION NAME:
flow direction:
timestamp abs first:
timestamp abs last:

connection
connection
connection
connection
connection
connection

CONNECTION
CONNECTION
CONNECTION

initiator:
count new:
server packets
client packets
server network
client network

IPV4 INITIATOR
IPV4 RESPONDER

RESPONDER PORT:

FLOW OBSPOINT ID:

IP VERSION:

IP PROTOCOL:
APPLICATION NAME:
flow direction:
timestamp abs first:
timestamp abs last:

connection
connection
connection
connection
connection
connection

CONNECTION

initiator:
count new:
server packets
client packets
server network
client network

IPV4 INITIATOR

Hig+ v k7—2% T Application Visibility and Control ) 5% E .

counter:
counter:

bytes counter:
bytes counter:

ADDRESS:
ADDRESS:

counter:
counter:

bytes counter:
bytes counter:

ADDRESS:
ADDRESS:

counter:
counter:

bytes counter:
bytes counter:

ADDRESS:

{51l : Application Visibility and Control (%5 .

64.103.125.97
68
4294967305

4

17

layer7 dhcp
Input
08:55:47.917
08:55:53.917
Initiator

1

0

4

0

1412

10.0.2.6
157.55.40.149
443
4294967305

4

6

layer7 ms-lync
Input
08:55:46.917
08:55:46.917
Initiator

2

10

14

6490

1639

64.103.126.28
66.163.36.139
443
4294967305

4

6

layer’7 cisco-jabber-im
Input
08:55:46.917
08:55:46.917
Initiator

2

12

10

5871

2088

64.103.125.2
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CONNECTION IPV4 RESPONDER ADDRESS:

CONNECTION RESPONDER PORT:

FLOW OBSPOINT ID:

IP VERSION:

IP PROTOCOL:
APPLICATION NAME:
flow direction:
timestamp abs first:
timestamp abs last:

connection
connection
connection
connection
connection
connection

CONNECTION
CONNECTION
CONNECTION

initiator:
count new:
server packets
client packets
server network
client network

IPV4 INITIATOR
IPV4 RESPONDER

RESPONDER PORT:

FLOW OBSPOINT ID:

IP VERSION:

IP PROTOCOL:
APPLICATION NAME:
flow direction:
timestamp abs first:
timestamp abs last:

connection
connection
connection
connection
connection
connection

CONNECTION
CONNECTION
CONNECTION

initiator:
count new:
server packets
client packets
server network
client network

IPV4 INITIATOR
IPV4 RESPONDER

RESPONDER PORT:

FLOW OBSPOINT ID:

IP VERSION:

IP PROTOCOL:
APPLICATION NAME:
flow direction:
timestamp abs first:
timestamp abs last:

connection
connection
connection
connection
connection
connection

CONNECTION

initiator:
count new:
server packets
client packets
server network
client network

IPV4 INITIATOR

counter:
counter:

bytes counter:
bytes counter:

ADDRESS:
ADDRESS:

counter:
counter:

bytes counter:
bytes counter:

ADDRESS:
ADDRESS:

counter:
counter:

bytes counter:
bytes counter:

ADDRESS:

. Hi#g® v k7—% T Application Visibility and Control )% E

64.103.125.29
68
4294967305

4

17

layer7 dhcp
Input
08:55:47.917
08:55:47.917
Initiator

1

0

2

0

712

64.103.125.97
64.103.101.181
67

4294967305

4

17

layer7 dhcp
Input
08:55:47.917
08:55:47.917
Initiator

1

0

1

0

350

192.168.100.6
10.10.20.1
5060
4294967305

4

17

layer7 cisco-jabber-control

Input
08:55:46.917
08:55:46.917
Initiator

1

0

2

0

2046

64.103.125.3
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CONNECTION IPV4 RESPONDER ADDRESS:
CONNECTION RESPONDER PORT:

FLOW OBSPOINT ID:

IP VERSION:

IP PROTOCOL:

APPLICATION NAME:

flow direction:

timestamp abs first:

timestamp abs last:

connection initiator:

connection count new:

connection server packets counter:
connection client packets counter:

connection server network bytes counter:
connection client network bytes counter:

CONNECTION IPV4 INITIATOR ADDRESS:
CONNECTION IPV4 RESPONDER ADDRESS:
CONNECTION RESPONDER PORT:

FLOW OBSPOINT ID:

IP VERSION:

IP PROTOCOL:

APPLICATION NAME:

flow direction:

timestamp abs first:

timestamp abs last:

connection initiator:

connection count new:

connection server packets counter:
connection client packets counter:

connection server network bytes counter:
connection client network bytes counter:

CONNECTION IPV4 INITIATOR ADDRESS:
CONNECTION IPV4 RESPONDER ADDRESS:
CONNECTION RESPONDER PORT:

FLOW OBSPOINT ID:

IP VERSION:

IP PROTOCOL:

APPLICATION NAME:

flow direction:

timestamp abs first:

timestamp abs last:

connection initiator:

connection count new:

connection server packets counter:
connection client packets counter:

connection server network bytes counter:
connection client network bytes counter:

CONNECTION IPV4 INITIATOR ADDRESS:
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64.103.125.29
68
4294967305

4

17

layer7 dhcp
Input
08:55:47.917
08:55:47.917
Initiator

1

0

2

0

712

10.80.101.18
10.80.101.6
5060
4294967305

4

6

layer7 cisco-collab-control

Input
08:55:46.917
08:55:47.917
Initiator

2

23

27

12752

8773

10.1.11.4
66.102.11.99
80
4294967305

4

6

layer’7 google-services

Input
08:55:46.917
08:55:46.917
Initiator

2

3

5

1733

663

64.103.125.2
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CONNECTION IPV4 RESPONDER ADDRESS: 64.103.125.97
CONNECTION RESPONDER PORT: 68

FLOW OBSPOINT ID: 4294967305
IP VERSION: 4

IP PROTOCOL: 17
APPLICATION NAME: layer7 dhcp
flow direction: Input
timestamp abs first: 08:55:47.917
timestamp abs last: 08:55:53.917
connection initiator: Initiator
connection count new: 1

connection server packets counter: 0

connection client packets counter: 4

connection server network bytes counter: 0

connection client network bytes counter: 1412
CONNECTION IPV4 INITIATOR ADDRESS: 64.103.125.29
CONNECTION IPV4 RESPONDER ADDRESS: 64.103.101.181
CONNECTION RESPONDER PORT: 67

FLOW OBSPOINT ID: 4294967305
IP VERSION: 4

IP PROTOCOL: 17
APPLICATION NAME: layer7 dhcp
flow direction: Input
timestamp abs first: 08:55:47.917
timestamp abs last: 08:55:47.917
connection initiator: Initiator
connection count new: 1

connection server packets counter: 0

connection client packets counter: 1

connection server network bytes counter: 0

connection client network bytes counter: 350

show flow monitor wdavc cache format csv

Device# show flow monitor wdavc cache format csv

Cache type: Normal (Platform cache)
Cache size: 12000
Current entries: 13
Flows added: 26
Flows aged: 13
- Active timeout ( 1800 secs) 1
- Inactive timeout ( 15 secs) 12

CONN IPV4 INITIATOR ADDR,CONN IPV4 RESPONDER ADDR, CONN RESPONDER

PORT, FLOW OBSPOINT ID,IP VERSION, IP

PROT, APP NAME, flow dirn, time abs first,time abs last,conn initiator, conn
count new,conn server packets

cnt,conn client packets cnt,conn server network bytes cnt,conn client

network bytes cnt
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64.103.125.147,144.254.71.184,53,4294967305,4,17,port

dns, Input,08:55:46.917,08:55:46.917,Initiator,2,1,1,190,106
64.103.121.103,10.1.1.2,67,4294967305,4,17,1layer?7

dhcp, Input, 08:55:47.917,08:55:47.917,Initiator,1,0,1,0,350
64.103.125.3,64.103.125.97,68,4294967305,4,17,layer?7

dhcp, Input, 08:55:47.917,08:55:53.917,Initiator,1,0,4,0,1412
10.0.2.6,157.55.40.149,443,4294967305,4,6, layer7 ms-

lync, Input,08:55:46.917,08:55:46.917,Initiator,2,10,14,6490,1639
64.103.126.28,66.163.36.139,443,4294967305,4,6,layer7 cisco-jabber-
im, Input,08:55:46.917,08:55:46.917,Initiator,2,12,10,5871,2088
64.103.125.2,64.103.125.29,68,4294967305,4,17,layer?7

dhcp, Input, 08:55:47.917,08:55:47.917,Initiator,1,0,2,0,712
64.103.125.97,64.103.101.181,67,4294967305,4,17,1layer?7

dhcp, Input, 08:55:47.917,08:55:47.917,Initiator,1,0,1,0,350
192.168.100.6,10.10.20.1,5060,4294967305,4,17,layer7 cisco-jabber-
control, Input,08:55:46.917,08:55:46.917,Initiator,1,0,2,0,2046
64.103.125.3,64.103.125.29,68,4294967305,4,17,layer’7

dhcp, Input, 08:55:47.917,08:55:47.917,Initiator,1,0,2,0,712
10.80.101.18,10.80.101.6,5060,4294967305,4, 6, layer7 cisco-collab-
control, Input,08:55:46.917,08:55:47.917,Initiator,2,23,27,12752,8773
10.1.11.4,66.102.11.99,80,4294967305,4, 6, layer7 google-

services, Input,08:55:46.917,08:55:46.917,Initiator,2,3,5,1733,663
64.103.125.2,64.103.125.97,68,4294967305,4,17,layer’7

dhcp, Input, 08:55:47.917,08:55:53.917,Initiator,1,0,4,0,1412
64.103.125.29,64.103.101.181,67,4294967305,4,17,1layer’7

dhcp, Input, 08:55:47.917,08:55:47.917,Initiator,1,0,1,0,350
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