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Device> enable
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Device (config) # coap proxy

GE) coap proxy #f&1E LT,
coap proxy D FiZd 53X
TOREZHIFRT DI2IE,
no coap proxy <> R#%
BEHLET,

ATvT4

security [none[[ ipv4 | ipv6 ] {ip-address
ip-mask/prefix} | list {ipv4-list name |
ipv6-list-name} ] | dtls [id-trustpoint
{identity-trustpoint label } ]
[verification-trustpoint
{verification-trustpoint} | [ ipv4 | ipv6
{ip-addressip-mask/prefix} ]| list {ipv4-list
name | ipve-list-name} ]|
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Device (config-coap-proxy) # security
none ipv4 1.1.0.0 255.255.0.0

B ok # A 7TEBIEE R LET,
R—FENB2o00F=2UTF 4 B—
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(i, nosecurity 2> RN
R LET,

ATy Th

max-endpoints {number}
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Device (config-coap-proxy) #max-endpoints|
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ATvT6

port-unsecure {port-num;
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Device (config-coap-proxy) #port-unsecure|
5683

EE) T 74V 5683 LIADAR—
ERELET, HETEIHPILI ~
65000 T,

G¥) coap proxy DT DR —
FEREAHIFRT A 12X, no
port-unsecure =< > K& fifi

ALES,

ATy T17

port-dtls {port-num}
i

Device (config-coap-proxy) #port-dtls
5864
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R ELET,

GE) coap proxy M3 ~<T DTLS
DR— MREZHIFRT 51T
IZ. noport-dtls=z~ > N%&
FEHLES,

ATvT8

resour ce-directory [ ipv4 | ipv6 |
{ip-address} ]

1 -

Device (config—coap-proxy) #resource-directory]
ipv4d 192.168.1.1

AL v FMNWCOAP 7 7A T FELT
HECE 2= AT v 7 AL
V=2 UV —=Z2ADT 4 L7 F H—x
R ELET,

| resource-directory 4% & . ok
5250 IPv4 7 KL A LK S5O0 IPv6
T RUVAEZRETEET,

G¥) coap proxy D J T DY
V—AT 4 LT NREE
HIBR9 % 121X, no
resource-directory =~ >

2L £,

ATvT9

list [ ipv4 | ipv6 ] {list-name}
1

Device (config-coap-proxy) #list ipv4
trial list

ER) A4 hE Yy —REFEETX
LIPT FUAGEHAZRIRLE7, B
@ security [ none|dtls] =~ > K47
aryTHEMATL IPT RLR/x A
DAFMTE U A M &AERL 7,

list 2 LC. IPv4 £ 721X IPv6 (2B
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EFEJ, IPUARARMIODEHRKSODIP
T RLVRAERETEET,
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U A M&HIBRT 5I21E, no
list [ ipv4 |ipv6 ] {list-name}

o< REFERALET,

ATy 710

start
1 -

Device (config-coap-proxy) #start

ZDAA v F T COAP 7 1 X Z Btk
L/ij‘o

ATy 7N

stop
1 -

Device (config-coap-proxy) #stop

ZDAA v FTCOAP 711 % 24l
LET,

ATvT12

exit
&1

Device (config-coap-proxy) # exit

COAP 7Vux> v ¥ 7E— &K TLE
TO

ATvT13

end

1 -

Device (config) # end

HikE EXEC =— RIZREY £,

COAP T > KR4 > FDEETE
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BIZiE. ROFNEEFITLET,
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enable
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Device> enable
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configureterminal
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Device# configure terminal

AT 73 |coap endpoint [ ipv4|ipv6 ] {ip-address} | 21 v F ETAXT ¢ v/ T2 RiKA

15“ : :/ ]\ %%&hﬁg Li—a_o
cipvd 1 IPV4 AEZT 4 v 7 T2 KR
Ee;lie{conflg)#coap endpoint ipv4 FAVAS %f%%ﬁ?l/EETro
i fi i i . — o0
Eizif?](.con ig) #coap endpoint ipvé . IpV6 CIPVE AB T 4 w7 T R

A NERELET,

GE) T R7RA > kT coap proxy
ZA5 195 1Z1X, nocoap
endpoint [ ipv4 |ipv6 ]
{ip-address} =~ > K&l H

LET,
AT v 74| exit COAP = RARA > b 7 E— FEHK
Bl - TLET,
Device (config-coap-endpoint) # exit
AT w75 |end Rt EXEC E— RIZRED £7,
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Device (config) # end

COAP 7 A X H—/N\—DKEH
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WOHNZ, KRKI10DZ RRA L "2 R— 1 T5L510R— "EEFS5683 2R ET D HEE
ZT—\‘ L\ij—o

#coap proxy security none ipv4 2.2.2.2 255.255.255.0 port 5683 max-endpoints 10

WOBNZ, B2 YT ¢ FREN SFUTULVAELY ipv4 1.1.0.0 255.255.0.0 (2 COAP 7' 12 & ¥ & 3% iE
T D HEERLET,

Device (config-coap-proxy)# security ?
dtls dtls
none no security
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Device (config-coap-proxy) #security none ?

ipv4 IP address range on which to learn lights
ipv6 IPv6 address range on which to learn lights
list IP address range on which to learn lights

Device (config-coap-proxy) #security none ipv4 ?
A.B.C.D {/nn || A.B.C.D} IP address range on which to learn lights

Device (config-coap-proxy) #security none ipv4 1.1.0.0 255.255.0.0

WORFNZ, dtlsid trustpoint £ % = U 7 ¢ @ EMN ST 5 ipv4 1.1.0.0 255.255.0.0 |Z COAP 7
0% ERET D HIEETRLET,
Device (config-coap-proxy) #security dtls ?

id-trustpoint DTLS RSA and X.509 Trustpoint Labels

ipv4 IP address range on which to learn lights

ipv6e IPv6 address range on which to learn lights

list IP address range on which to learn lights

Device (config-coap-proxy) #security dtls id-trustpoint ?
WORD Identity TrustPoint Label

Device (config-coap-proxy) #security dtls id-trustpoint RSA-TRUSTPOINT ?
verification-trustpoint Certificate Verification Label
<cr>

Device (config-coap-proxy) #security dtls id-trustpoint RSA-TRUSTPOINT

Device (config-coap-proxy) #security dtls ?
id-trustpoint DTLS RSA and X.509 Trustpoint Labels
ipv4 IP address range on which to learn lights
ipv6 IPv6 address range on which to learn lights
list IP address range on which to learn lights

Device (config-coap-proxy) # security dtls ipv4 1.1.0.0 255.255.0.0

)

GE)  ipv4/ipv6/list ZF%E 9 HI2IL, id-trustpoint & ({EE) verification-trustpoint % S RiIZE%E L
TEIBERDHY £F, FRELTOARWVWEAIIT T —RNERENET,

WROBENZ, b TARRA > FeRET LR LEY, Zhid, idtrustpoint 3% 7E D COAP
security dtls DS T,

ip domain-name myDomain

crypto key generate rsa general-keys exportable label MyLabel modulus 2048

Device (config) #crypto pki trustpoint MY TRUSTPOINT

Device (ca-trustpoint) #rsakeypair MyLabel 2048

Device (ca-trustpoint) #enrollment selfsigned
(

Device (ca-trustpoint) #exit

Device (config) #crypto pki enroll MY TRUSTPOINT
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% Include the router serial number in the subject name? [yes/no]: no
% Include an IP address in the subject name? [no]: no
Generate Self Signed Router Certificate? [yes/no]l: yes

WORFNZ, dtlsverification trustpoint (2 X - T ipv4 1.1.0.0 255.255.0.0 {Z COAP 7' 10 &% L & 5 &
TL5HEERLET GEAFEELIIMEE T X FARA » MK S DTLS) o

Device (config-coap-proxy) #security dtls ?
id-trustpoint DTLS RSA and X.509 Trustpoint Labels
ipv4 IP address range on which to learn lights
ipv6e IPv6 address range on which to learn lights
list IP address range on which to learn lights

Device (config-coap-proxy) #security dtls id-trustpoint ?
WORD Identity TrustPoint Label

Device (config-coap-proxy) #security dtls id-trustpoint RSA-TRUSTPOINT ?
verification-trustpoint Certificate Verification Label
<cr>

Device (config-coap-proxy) #security dtls id-trustpoint RSA-TRUSTPOINT
verification-trustpoint ?
WORD Identity TrustPoint Label

Device (config-coap-proxy) #security dtls id-trustpoint RSA-TRUSTPOINT
verification-trustpoint CA-TRUSTPOINT ?
<cr>

ROBNZ, BFER T A NRA  NERET D HEZRLET, ZiUL, verification trustpoint
RE D COAP security dtls DOREIHESME T,

Device (config) #crypto pki import CA-TRUSTPOINT pkcsl2 flash:hostA.pl2 password ciscol23
% Importing pkcsl2...

Source filename [hostA.pl2]?
Reading file from flash:hostA.pl2

CRYPTO PKI: Imported PKCS12 file successfully.

WOBNZ, £X=2VU T 4 [none|dtls] 2~ N A7 aCTHEHAT S, trial-list &V 9 RO
YA NEAERRT 2 HEERLET,

Device (config-coap-proxy) #list ipv4 trial list

Device (config-coap-proxy-iplist)#1.1.0.0 255.255.255.0
Device (config-coap-proxy-iplist)#2.2.0.0 255.255.255.0
Device (config-coap-proxy-iplist)#3.3.0.0 255.255.255.0
Device (config-coap-proxy-iplist) #exit

Device (config-coap-proxy) #security none list trial list

ROFNZ, coap 7 ¥ 7 E— NTCHEHTE LT XTOELRa~v Y RERLET,
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Device (config-coap-proxy) #no ?

ip-list Configure IP-List

max-endpoints maximum number of endpoints supported
port-unsecure Specify a port number to use
port-dtls Specify a dtls-port number to use
resource-discovery Resource Discovery Server

security CoAP Security features

WOBNZ, coap 7' 1 F 2 THED IPVA/IPV6 A X T 4 v 7 = RiRA v NERIET D HiEER
LET,

Device (config) # coap endpoint ipv4 1.1.1.1
Device (config) # coap endpoint ipv4 2.1.1.1
Device (config) # coap endpoint ipvé 2001::1

WOHFNZ, COAP 7' b a /)LD A2 T RT 5 HiEE R~ LET,

Device#show coap version
CoAP version 1.0.0
RFC 7252

Device#show coap resources
Link format data =

</>
</1.1.1.6/cisco/context>
</1.1.1.6/cisco/actuator>
</1.1.1.6/cisco/sensor>
</1.1.1.6/cisco/11ldp>
</1.1.1.5/cisco/context>
</1.1.1.5/cisco/actuator>

</1.1.1.5/cisco/sensor>
</1.1.1.5/cisco/11ldp>
</cisco/flood>
</cisco/context>
</cisco/showtech>
</cisco/1l1ldp>

Device#show coap globals
Coap System Timer Values

Discovery : 120 sec
Cache Exp : 5 sec

Keep Alive : 120 sec
Client DB : 60 sec

Query Queue: 500 ms
Ack delay : 500 ms
Timeout : 5 sec

Max Endpoints : 10
Resource Disc Mode : POST

Device#show coap stats
Coap Stats

Endpoints : 2

Requests : 20

Ext Queries : O
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Device#show coap endpoints
List of all endpoints :

Code : D - Discovered , N - New

# Status Age(s) LastWKC(s) 1IP

1 D 10 94 1.1.1.6
2 D 6 34 1.1.1.5

Endpoints - Total : 2 Discovered : 2 New : O

Device#show coap dtls-endpoints

# Index State String State Value Port IP

1 3 SSLOK 3 48969 20.1.1.30
2 2 SSLOK 3 53430 20.1.1.31
3 4 SSLOK 3 54133 20.1.1.32
4 7 SSLOK 3 48236 20.1.1.33

WDOFENZ, COAP 7' haDT NNy JIERATE 2T _XCoA7Tvarazrn LT,

Device#debug coap ?

all Debug CoAP all
database Debug CoAP Database
errors Debug CoAP errors
events Debug CoAP events
packet Debug CoAP packet
trace Debug CoAP Trace

warnings Debug CoAP warnings

COAP 7Ox> H—/N\—DEZ=ZARY Y
COAP 7' b a VO M2 TR T 521X, ROEOa~> REHHALET,

K 1:COAPEEDT—R%ERRTHATUE

show coap version I0S COAP /\—3 = > & RFC ##fi % %7 L &
T,
show coap resources ALy FDY I —AE AL v FPFEE LI

VY —=A%RKRLET,

show coap endpoints MRS, FEINToy RABRA » M EFR
l/\ijqo

show coap globals AA~—fliL = RARA Y MEEZERRLET,

show coap stats T RARA b, BR BRI =Y D

Ay —VREFRLET,
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show coap dtls-endpoints dtls T2 RAA 2 hORT— 4 2 EFR LE
T,

#®2:C0APOT > K&V VYF7THaIK

clear coap database| = v FTH# S/ COAP, BL T RRA v MERONIET — 4
R=2% 7 VT LET,

COAP 7 r ha)v&T Ny 73 512%, ROFEOa~ FEEHLET,

£3:C0AP O baLETNYTTHaATUFR

debug coap database COAP 77— X—=AM 1T Ny 7 LET,
debug coap errors COAP =7 —HN&ET Ny 7 LET,
debug coap events COAP A X N &ET Ny 7 LET,
debug coap packets COAP 7 v "I ET Ry 7 LET,
debug coap trace COAP N —AM N ET Ny 7 LET,
debug coap warnings COAP & EH N Z2T Ny 7 LET,

debug coap all FTRTDCOAP N ET Ny 7 LET,

N

GE) TV TEEDCTL551E, 272 FOHNT [no) F—TU— RZBEML £,

COAP D aeRE

ROFIZ, ZOFY2—/LTHMHTLHEEDY U —2ABLOMEEHRZ R LET,
IHHOMREIE, FHICHR SN TORWIRY | ASAY U —2LUEDOTTHOY J—XT

EHCTExET,
Jj1y—= Hae BEBETER IR
Cisco IOS XE Everest 16.5.1a |COAP COAP 7 u =L, #IR

ENFT AL ATHEATE
b & 9 \—nXﬂ’éhVCl/\i

9, HTTPBEHRIZT 7 & A
T HERY — N ECEMET
5D &R L HET, COAP
WEHIR SN =T A A LT
;MELET,

COAP 7O ¥ H—N\—DETE .



COAP 7O #—n—0#%E |
B corroniEs
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