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s IR E~D Y £y N a e AREITHOEEX, BROFKR W 2R LET,

c MIPIERE~D VU &> h 7 av A%ZBIAT DHIIC, In-Service Software Upgrade (ISSU) F 7=
I% In-Service Software Downgrade (ISSD) MHEATH TRWZ L 2R L £,

NEAREAD ) £y FEITOHIREER

VT MU =T Ry TFIE, T AL VA=A ST LGEE, IIRE~DY &y R
Tu ARICETTSNEE A,

VIY v arai L factory-resst =< > RORRITIN7=5E6. IR E~D) &> b
TR ADFETHICE Yy v a SFETTSLEEA,
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Ty AN, T— b EE, aT 77 A0 BIOEMERAPEAERDE (FIPSBE) oF—72 L
DU LT N EEET, NISTSP 800-88 Rev. 1 TRAZ LTV A L 91T, 1HFEIE clear
AV Re—HLET,

PR E~DY Yy oA, kO F VA THEHAENET,

e TNA ZADWEILTFA] (RMA) : RMA OFDIZT N, A%V A |TRET HULERND H
Bl TDOT A AD RMA GEBHEZ TS 21, BEKEROT —X 2T X CHIBRL
TLTEEW,

AREEZTIETRAL AD Y ANY TR, AREI N TWEF—<T U T VEEEF I L
TV NPREEZTTEGAE., T RAEOREIZ) Y FL, T AEEHRE
LTL7E&W,

WMIHRE~DOY v M, T34 213U m— K&, ROMMON E£— R&BtAE L £9, #IH%
E~DY Y MME, T RIE, VY7 MU= 7 O Er— RIZKLE7: MAC_ADDRESSZ %L
& SERIAL_NUMBER £#% & X COEBRELAHZHIFR L £9, ROMmon E— RTVU & v
NEFEITT S L, BEAKIIHBNICHE SN E T, BAUD rate BREEAEE. WIHERE~D Y
Ty MERIZT 7 4V MEIZR Y £9°, BAUDrate & console speed 235 (2[R U CTdh 5 Z & & e
LTL7EE, RUTRWEGA, Y — L& L2 £7,

ROMmon E— R TCDY AT ALV Ey M5 T L7256, USB £7213 TFTP %{# L < Cisco IOS
A A= HEBMLUET,

ROFIZ, HRE~DY £y b7 o APITHEB L ORFFEND T — X Ol a2 R L E
B

R 1LPOHPRE~AD) Y FRICEEBLUREESAET—4

HESNET—42 RGEINET—42

BEDT — b A—T % ET3XTD Cisco | U E— | Field-Replaceable Unit (FRU) 75 D
[0S A A—Y T—4

7Ty valfhen s a7 4 Fal—ar LYRAZDOE

a—P—F = AF— T v TBLOET |—
a7 4F¥alb— 3, BLW Serial
Advanced Technology Attachment (SATA) .
SSD, USBZRAE DY L—RT L A RL—UF
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2—HF—3E00 L 72 ROMmon 24X

DNHAREAND

)ty FDOETAHE

TR E~D Yy FEFEITTHIZE, ROFEEFEITLET,

FIE
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enable
1 -

Device> enable

¥i#E EXEC T— FEADIZ L £,

T T IRFERESNIZENAT — Rz
AN LET,

ATy T2

c RAB U RT BTN ADEE
factory-reset {all [secure 3-pass] |
config | boot-vars}

« ZAZ TRER DT SA ADEE
factory-reset {all [secure 3-pass] |
config | boot-vars| switch
{switch-number |all {all [secure
3-pass] | config | boot-vars} }

1 -

Device# factory-reset all

F720%

Device# factory-reset switch 1 all
config

TS A HARFOBGEICY £y P LE
B

factoryreset =~ > R& T 572901
WHIR T AT LERIETH D EH A,

WRDOF T a A TEFES,

«al : NVRAM O3 _RTONE, BIfE
DT — " A= 7T— NES, &
a7 4 Fal— g bEfTa
V74X al—varDor—4. B
I Oa2—Y—F =X G XTDO
CiscoIOS A A—TZWEELET,
OFTva v EHEATLZ L EH
BELET,

* secure 3-pass : 3-pass LEX TT AN
A ANBTRTONEEEELE
7,

ePass | : T _RTCHOT FL AnA[fE
7RG A 2RO e T EEX
LET,
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e Pass2 : T XTOHOT KL AA[{E
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ePass3 : T XTHOT FL AAHE
WG E T U Ay hoR—
YTCEFEXLET,

GE) ZOF T a i,
DFF L a v DFELTIC
MINDEE DOF) 3 (5D
BERI 28 200 97,

econfig: A4 — K7 v ar7y
Fal—varzlizy hLET,
s boot-vars : —H—IZ L > TEIMNS
N7 — MEBEHEELET,
* switch {switch-number |all}:
« switch-number : A1 v FHK 5%
fRELET, fRETE 24T
1~ 16 CT7,

cal : A%y 7NOFTXTHOXA
Ay FEBRLES,

VIR E~D Y v b7 at ANIEFIC
FETTHE. TAAANYT—FLT
ROMmon £&— RiZ72 0 £9,

)ty FERTT B =ODREH

WIS, AR RT A, v FTYPRE~D ) ¥y FEFTTLHH2R L ET,

Device> enable
Device# factory-reset all

The factory reset operation is irreversible for all operations. Are you sure? [confirm]
The following will be deleted as a part of factory reset:

1:
: User data, startup and running configuration
: All IOS images, including the current boot image

o U b W N

Ei—]

ax ;&

Crash info and logs

: OBFL logs
User added rommon variables

DYty FOEFT

: Data on Field Replaceable Units (USB/SSD/SATA)
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The system will reload to perform factory reset.

It will take some time to complete and bring it to rommon.

You will need to load IOS image using USB/TFTP from rommon after
this operation is completed.

DO NOT UNPLUG THE POWER OR INTERRUPT THE OPERATION

Are you sure you want to continue? [confirm]

WIZ, AL THERLT ™A A THIHERE~D U &y b2 FTT 2012 RLET,

Device> enable

Device# factory-reset switch all all
The factory reset operation is irreversible for all operations. Are you sure? [confirm]
The following will be deleted as a part of factory reset:

: Crash info and logs

: User data, startup and running configuration

: All IOS images, including the current boot image
: OBFL logs
: User added rommon variables
: Data on Field Replaceable Units (USB/SSD/SATA)

The system will reload to perform factory reset.

It will take some time to complete and bring it to rommon.

You will need to load IOS image using USB/TFTP from rommon after
this operation is completed.

DO NOT UNPLUG THE POWER OR INTERRUPT THE OPERATION

Are you sure you want to continue? [confirm]
Chassis 1 reloading, reason - Factory Reset

Protection key not found

9300L#0ct 25 09:53:05.740: $PMAN-5-EXITACTION: FO0/0: pvp: Process manager is exiting:
reload fp action requested
Oct 25 09:53:07.277: $PMAN-5-EXITACTION:vp: Process manager is exiting: rp processes
exit with reload switch code

Enabling factory reset for this reload cycle
Switch booted with
tftp://10.5.40.45/cat9k iosxe.BLD POLARIS DEV LATEST 20191007 224933 V17 2 0 21 2.SSA.bin

Switch booted via
//10.5.40.45/cat9k iosxe.BLD POLARIS DEV LATEST 20191007 224933 V17 2 0 21 2.SSA.bin
% FACTORYRESET - Started Cleaning Up...

FACTORYRESET - Unmounting sdl

FACTORYRESET - Cleaning Up sdl [0]

FACTORYRESET - erase In progress.. please wait for completion...
FACTORYRESET - write zero...

FACTORYRESET - finish erase

o0 o0 d° o° oe

% FACTORYRESET - Making File System sdl [O0]

Discarding device blocks: done

Creating filesystem with 409600 4k blocks and 102544 inodes
Filesystem UUID: fcf01664-7c6f-41ce-99£0-6df1d9%941701e
Superblock backups stored on blocks:

32768, 98304, 163840, 229376, 294912

Allocating group tables: done
Writing inode tables: done
Writing superblocks and filesystem accounting information: done

FACTORYRESET - Mounting Back sdl [0]
FACTORYRESET - Handling Mounted sdl
FACTORYRESET - Factory Reset Done for sdl

o0 o0 oo
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FACTORYRESET - Unmounting sd3

FACTORYRESET - Cleaning Up sd3 [0]

FACTORYRESET - erase In progress.. please wait for completion...
FACTORYRESET - write zero...

o oo

o

Chassis 2 reloading, reason - Factory Reset

Dec 12 01:02:12.500: $PMAN-5-EXITACTION: FO/0: pvp: Process manager is exiting: reload
fp action requested

De

Enabling factory reset for this reload cycle

Switch booted with
tftp://10.5.40.45/cat9k iosxe.BLD POLARIS DEV LATEST 20191007 224933 V17 2 0 21 2.SSA.bin

Switch booted via
//10.5.40.45/cat9k_iosxe.BLD POLARIS DEV LATEST 20191007 224933 V17 2 0 21 2.SSA.bin
FACTORYRESET - Started Cleaning Up...

FACTORYRESET - Unmounting sdl

FACTORYRESET - Cleaning Up sdl [0]

FACTORYRESET - erase In progress.. please wait for completion...
FACTORYRESET - write zero...

o0 o0 e oo

o

After this the switch will come to boot prompt. Then the customer has to boot the device
from TFTP.
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Cisco IOS XE Gibraltar
16.12.1
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WiRE~DY > b

VIR E~DY Y hEFEITTH L.
SATA, SSD, USBRE DY L—_T )L A
ML —2 SR ZAONERBEESNET,

Cisco IOS XE Amsterdam
17.2.1

3-pass LEZIZLD
MR E~D Y & v
~

DMRE~D Y £ o NEEGT DL, 75
A ANEFTRTOALT Y % Jpass E
X TCLRAITHEETEET, secure3-pass¥—
U— RPNEAINE LT,

A K 7 ¥ L X Cisco
StackWise Virtual D #J]
HRE~DY Y b
F7 T a DLk

A B T RERLT 73 A A F L O Cisco StackWise
Virtual XtJinT /XA A CHIHARTE~D Y &
MOV R—IPREAINE LT,

Cisco Feature Navigator Z /425 &, 7T v b 74 —LBIRNY 7 U =T A A=V DY R—
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