HIER v k7 —2 T Application Visibility
and Control D% E

« A v BT —2 TO Application Visibility and Control (22T (1 ~4—3)

e R—=KMINDAVC IV FA Sy TBIOR) v— <y T DOT7r—vv h 23—)
« % Application Visibility and Control DR (3 ~=—3)

« Application Visibility and Control D% E ik (5 ~—)

» Application Visibility and Control D& =% —1 > 7 (35 X—)

« 5] . Application Visibility and Control D E (36 ~<—)

AR N T TN =T 7 B EEE (48 X))

« Application Visibility and Control (259~ 2 BINTEH (49 ~=—)

« H#EF > b U—27 T Application Visibility and Control DFEREIEIFE (49 ~<—)

B 1 v k7 —% T Application Visibility and Control [

2T

Application Visibility and Control (AVC) X, 77U 7 —3 a3 > ~O#Ls 17 7 ) r— a3 >
DA T VT = APETIEDNWT, BB RNy FBROERN G 7 7 v FRB L OF v N
AV a—a rEREIEDLOHOA IO MAOEE/RE ST, Application Visibility
andControl (AVC) 1, v hT—I RXR—2DT7 7V /r— a3 Vilik (NBAR2) =2 ¥ 2k
BT A—T Ny b A VAR v a Y EREERLCT ) r—va w2 LET, AVC
. AZ U RT R AL v TFBEIOAL v TFRAE v I OFERT 7 EAR—F RICRETEE
T, NBAR2 (X, 7'm b a /LA AT T D 2 LI K- THARMIZ, £ 721% match protocol
A A ETQOS Y —m T H Z LICL o THEIC, AV X —T =2 A A LTT 7T 4
TN T&EET, A AVC Flexible Netflow (FNF) ZA v X —7 = A A RIZHREL, 4 X —
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HHR—,FSNBAAVCHIVSRAITYTBEBLEUVERYS—T Y
TNDITA4—<T v k
ZIZTE, PAR—PFEINTWAAVC Y TAR T ERY —< o 7RI OV TR L E 3,

HHR—FENBAVCHISAIYTDI+—< v b

DIRAIVTDIA+—T Y b I FRT Y TOH 7R
match protocol protocol name |class-map match-any NBAR-VOICE ANhEH D
match protocol ms-lync-audio
W7
/fflﬂyf/a\bﬂi‘7 S{ VA class-map match-any NBAR-VOICE AT EHHD
match protocol ms-lync-audio
match dscp ef ﬁﬁji

HR—FENBACKR) S —DT+—<T v b

RYS—DIT+—T v b QoS AL
match protocol 7 4 WV ZIZES AR — | =7 BILORY v —

match protocol 7 4 WV ZIZES ANRY — | v — 7 BILORY v —

WDORT, AVC R U —OFMe 7 +—~ v b, BIOBNZOWTHAL T,

AVCRYS—DIT74A—<v b |AVC R S —D4l A

R—T w7 By k policy-map MARKING-IN ANB IO
class NBAR-MM CONFERENCING

set dscp afdl

N_yyyﬁuy_ policy-map POLICING-IN ADBIOHSH
class NBAR-MM CONFERENCING

police cir 600000
set dscp af4l

A=y 7 ¥y FBLUK Y |policy-map webex-policy ANE L CHIH

. class webex-class
v set dscp ef
police 5000000
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AVCRYS—DT+—< v k |AVC R >—DHpl Al

=7 4k %@U%’E%{@ﬁ > policy-map webex-policy ATTB LU
S 30 N class webex-class

FBEIUORY — set dscp af3l

police 4000000

class class-webex-category
set dscp ef

police 6000000

class class-default

set dscp <>

=
5

éEﬁﬁEﬂfu > policy-map webex-policy AHBIOHA

class webex-class
police 5000000
service-policy client-in-police-only

policy-map client-in-police-only
class webex-class

police 100000

class class-webex-category

set dscp ef

police 200000

M%Eg?ﬁﬂij Fi5§:(ﬁﬂ€lJi/“— policy-map webex-policy
class class-default

police 1500000

service policy client-up-child
policy-map client-up-child
class webex-class

police 100000

set dscp ef

class class-webex-category
police 200000

set dscp af31
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« NBAR 5)is QoS RV ¥ —REITHBEYWHAR— F TORFATENET, R —REIL,
VLANB L OFOMOHEA v X —T 2 A R EOFEMAS v X —T = f ATIIHR— R &
NTWERE A,

* NBAR X—ZA D QoS KV v —g L, FN— FF ¥ R/ AL NKR—hBLOSVIY 7 A
VH—T 2 AR EDIIEA L H—T =2 ATEHY R FENREHA,

¢ NBAR X—ZAD QoS R Y v —&HEIX, VA V2T 7HAR— L T 7R —F, B&
N A¥3L—7T >y RAR— FTHFR—brINLET,

*NBAR L (Tx) AA v F RAR—KT7FFA4% (SPAN) X, RICA v H—T A AT
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o 70 F A NR—=RAFETITEER—AZADONT O R — MMIEFHCER TX 2 DX, NBAR
NR—=2AD QoS AH=ALD 122 TYT, IRO2ODBEHEDHBYAR—FEINET,

« traffic-class

* business-relevance

* 72k WDAVC QoS DilfRHFIHITGI & e & WM S E T,
=X TR T OHRPY R — N ENET,
WA L H—T A AT BT R — S vET,
T V= a VIR A T T A U TIThIS T2, QoS HFICITIEBIEN H Y £
(72770, 7a—0KHD/ 7 ME, 1IEMEZ QoS /P HEDRNCiRE SNET) |

* NBAR2 X— A O —FHHLHAE match protocol (£, ~—F 777 a v BIXOKRY v 77
7y ary TORFISNET, NBAR2 —BUEHEIL, Fa— A U THBERRESNLTVD
RN —TIIFFT S EE A,

o [—EF 7 v hbaj] : TRTORY I —THRK255 OFRFCERLZ 7 b2 8 EY b+
@ HW #ilfR)

« AVC [ZEHAR— b (Gig0/0) TIEHHAR— IR THERA,
¢ IPv6 /N7 POV R — FEILTWER A
¢ IPv4d =% % A  (TCP/UDP) DOLNYHR—hrINET,

*WebUIl : Web Ul 267 Y r—2a OR[N EZFREL, 77V r—rar0e=4F—
Vo7 hRiTCaEd, 77— a UHlENE, CLIZHHAL TCOARFEITTEET,
Web Ul TIZVHR—FENTWEE A,

Web Ul ECHMRAVC O T 7 4 v 7 BEB, FI23F = v 7 $5I120E, B CLI & fF
F L Cip http authentication local & ip nbar http-service 2~ R&ERETHLE N H Y £
R

*NBAR BXOACL X 7%, Fl—AAf vF ETHIHRETDHZ LITFTEEEA,

e Fu b, TV =3 R—2Z2D QoS. BLUEM AVCFENF 1, T 7V
r—=ay R—=AFNFRHLHE—A v F—T oA A LTRIFFICRETHZ &I TEEHE
o T2T2 L. ZNUHOFER AVCHEREIX, AR ETEET, & xX, 7ue hark
H, 77V 57— a vy X—AD QoS, BLUHMAVCFENF X, Fl—A ¥ —7 A AL
TRIRFICRETEET,

cHHE. WEL AV 2BIOLAVYIR—FTORTILENHY T, ZNHDOKR—F
FR=FF RNV D—FEFTLLITTEEEA, FT U R— b ~DOERITTR— S
NEE A,

e RT =< A KAA F AL, 50% KD CPU R T, 1 BH7=10 2000 D
fi (CPS) ZALFRCXFE,
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o JEAEME : 48 DT 7 AR— F T L ITH IR 20,000 DR IFH T a— & 24HDT 7 AR —
rZE1210,000 D HH 7 a—2BTExEd, (TIZ7BAFR—FITEIT~200712—)

« ARRAVC TIE, ZOEOTFIEIZY A RSN TWDEED T 4 —/V Kty hOBZEHEHT
TFT, TOMOMAGDORIFEHTEEEA, @FDFNF 70— =4 —TlX, fho
WHABEbELHEHTEET (PR—FENTWBENF 74—/ FD U & MZOWTIL,
['Network Management Configuration Guide] @ [Configuring Flexible NetFlow] D% 22
LTL7Z&EW)

¢ CiscoIOS XE 16.12.1 U U —2PIfE,. HrLwZre—La— K (DNS 7o—L a— ) 238
MmENnEL, DNS7ur—La—RE5 27 L a—RIETEY, DNS KA A 4
T4 —IVEREENTWET, DNSBEHED 7 4 — /L ROLZZEBLET, ZOLa— K
X, MET7 4=V RELTDA LV E—T 2 A AT 4 —)L N2, T _XCTDHA U H—
T oA ANLDFERNFE T L a— RIZEHNSNET,

e AU H—T A AZAVC & ETA Ol FREEINTNWDIEAE, 4 ¥ —7 = A AZFNF
ERETHZLIZTEET AL

¢IPv4 =% ¥ AN T 7 4 v 72X LTOH, [AUA— hTAVC & ETA Ofti J5 = HhZ
TEET,
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F#R 4 v k7 —2% T Application Visibility and Control D% E
H k7R — b C Application Visibility and Control Z % E7 521X, RO FIEEZEITLET,
AIREDHRTE
s AU H—T A A AT 4F=b— 3 F— FTipnbar protocol-discovery =< K

AL TA I =T A A LT r a2 AT 52 LT, NBAR2 2P
ETO0T4TLET, A B—T oA ZATOT I r—3 a9 UREoaNE] o' s
arEZRLTITEIN,

HIERTE - WOFNEIZHEH- T, TV r—2 3 VIZESHVT QoS R v—aRELET,

1. AVC QoS AU v —DfERk, [AVC QoS KV v —DEk] Ot/ v a2 TS
AR

2. AU H—=TxAA~DAVC QoS RY v —DiEH, TAA v FR—E~D QoSAHY T —D
WH O&rva 2R L TIEEN,

7T r—3 32 R—XD Flexible Netflow DEXFE

T —ZF— T 4=V FBIOHF— T =V FEEEL T, 7r— ba— F&fEkL
iTO

« 7O — T AR—EEERLTT7e— La— Rz AFR—FLET,
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B sz 1xcorrvr—varamoanit

e7u— La—RFBIRNT7a— 2/ AR=FIESNWT, 77— F=F—%{ERLET,
e A LVH—T oA R T7u— E=X—5BELET,

71 k :/lx*ﬁﬂj\ Y e g \/’\\‘*‘X@QOS BYOT 7Y et g v ~— 2D FNF 4.

TR L7AERE T, B CHRETS 2L b, EHERAUA v ¥ —7 = A A TRBFCHRE

THILHTEET,
AUB—TIARTDT7 TV 5r—a vRBOEME

LB =T 2 ALTT TV = a VBMEA F—7 M BI10E, ROFIEE T LE

D

FIE

ARV RFERFTIaY

=)

X w 71 | configureterminal

1

Device# configure terminal

Juaua—\)L a7 4 Xal— gy
T—FzfnLE7,

R w 72 |interfaceinterface-id

1 -

Device (config) # interface
gigabitethernet 1/0/1

7'a hagitiE A F— 7 T A v
B —T A AEREL, A X —T=A
Aary74FXal—vary ET—FEH
WHBLET,

R Fw 73 |ip nbar protocol-discovery

1 -

Device (config-if)# ip nbar
protocol-discovery

NBAR2 =2 % T 75 4 74b9 5 =2
LC AV E—T 2 A RATT Y &r—
Va ViiE RN LET,

AFw 74| end
fi

Device (config-if)# end

HikE EXEC E— FIZREY 97,

AVC QoS R') o —D1ERL

AVC QoS NV ¥ —ZAERT D1, RO—ERFIEEZFEITLET,
1. match protocol 7 4 VX T T A < v T HAER LET,

2. R v—~=v7&EllLET,
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DS5RA Ty TDER

RYS— 2y TOER

152 zv7okR [

3 AU HF—T 2 A AR — <~y EEHALET,

match protocol 7 VX ZFRET HANT, 7 T A v TEAFRT DMENRHY £T, v—F
TRRY 778D QST /7 vavk 774y 7l T&Ed, AVC D match protocol
TANBIE, ART 7 EAR—MIEHINET, PA— RS D 7 e b L OFEMICD
W, http://www.cisco.com/c/en/us/td/docs/ios-xml/ios/qos_nbar/prot_lib/config_library/

nbar-prot-pack-library.html Z £/ L T 72 &0,

FIR
ARV KRFERRETY a3y B#Y

R 71 |terminal su—sN L ar7 4 F¥alb—g
Bl - T— FEBHLET,
Device# configure terminal

Z 5 72 | classmap class-map-name 5% =y TR LET,
1 -
Device (config) # class-map webex-class

R T 7 3 | match protocol application-name T r— g e D—HEEELE
fi kK
Device (config) # class-map webex-class
Device (config-cmap) # match protocol
webex-media

A7y 74 |end FFHE EXEC T— RIZRE D 9, £,
i - Ctr+Z ¥—%#MLCTH, ZJu— L o
Device (config) # end Y74 F¥alb—varyE—FEKRTT

T ET,

FI&E
IV N3 i = A7 B#

A w 71 | configureterminal rsa— )L a7 4 ¥z lb—3a
5l - T— FEBHLET,
Device# configure terminal

R 72 | policy-map policy-map-name RV =< THhEANTHZEIL-

1

TRV =~y PHERL, RY—
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ARV RFERETIVa Y

B8

Device (config) # policy-map webex-policy

v v 7 a7 4 Fal—rarEF—R
BB L E T,

F7 ) T, R — <y FIIE
EINTWEHE A,

RY o= =T DT 740 bOBIET
X, X7y R IP 2w R OGAIE
DSCP 723012, /"7y FWNZ TfFE DY
AL CoS A0 ITHRESNE T, RNU ¥
YIIEFTEINEE A,

GE) BEAFDOR Y v—~ v T &H|
B9 % 2i%. no policy-map
policy-map-name 7" 2 — 3L
a7 4Fal—gra
~ U REEHLES,

ATvT3

class [class-map-name | class-default]

1

Device (config-pmap) # class webex-class

NI T4y DOEEERL, R —
VT ITTARA AT 4 Fal— g
F—FzfmLE7,

FI7 N RTE, RV — <y 7B &
W T A~y TIHERSNTWER A,

J ClZ classmap 7 12—/ 3L a7 ¢

Xl —ygy avwly FEFEHLT R
T4 wI T TARERIN TNV DEE
X, Zd =~ RTcassmap-namelZ#
DAFTEEE LET,

classdefault 87 7 1 v 7 7 7 AILEFR
BAHAT, EORY —IZHBMTEF

T ZDONTT 4T 7TAF WIS
RN o=~y TORBZICEEINET,

52k > match any 73 class-default 7 7 %
CEENTWDLSE, o T 710w
TIRE—F LWy MEITRT

class-default & —# L F9,

GE) MFED Y T 2~ > 72 HIkR
T %IZ1X. noclass
classmap-name R U 2—<
a7 4 Fal—T g
avy REMHLET,
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AU RFERETOVa Y

B8

ATvT4

police rate-bps burst-byte
1 -

Device (config-pmap-c)# police 100000
80000

SHLIZ NI 74 v 7R Y P—2 e
LEJ,

T74N FTIE, R —IFERSNT
WEEA,

e rate-bpsiZix, P FT T 1 v
L—h&ty M (bps) THREL
F9, FEETE H%HIT 8000 ~
10000000000 T3~

« burst-byte (2%, FEHEAN—Z F Yo
Ra A NMETHELET, AR
PHIZ. 1000 ~ 512000000 9,

ATvT5

set {dscp new-dscp | cos cos-value}

1

Device (config-pmap-c)# set dscp 45

N7y M LWMEZFRET 5 Z LT

KoT PRI T4 w72 HLET,
» dscp new-dscp (Z1%, I b
TT7 4y 7IZEID Y THEH LN
DSCPfEiZ ASJLET, EETE S
HPHIZ 0~ 63 T,

ATvT6

end

1 -

Device (config) # end

FFHE EXEC E— NIZRE VY £, £/,
Ctr+Z ¥—%ML T, Fu—r3L o
V74X al—varyE®T—RKEKTT
xFET,

AL YF R—k~D QS K —DEHA

FIE

ARV RFEERTIVa Y

B

ATy T

configureterminal

1 -

Device# configure terminal

Ja—)L a7 4 FXal—rg
E— NEPABLES,

ATvT2

interface interface-id

1

Device (config) # interface
Gigabitethernet 1/0/1

A B =T AfAZary T 4 X¥al—3
v E—RFERBLET,
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B ssacE-5—0—HBLTRET L FOYHK— Mgk

ARV RFERETIVa Y

B8

ATvT3

service-policy input policymapname

1

Device (config-if) # service-policy input]
MARKING_IN

B =T AT —H) KR —
AL ET,

ATvT4

end

1

Device (config) # end

¥FHE EXEC =— RIZEY £9, F£7,
Ctrt+Z F—%Z L TH, Fr—s3L 2
V74 Fal— gy E—REKRTT
xFET,

ERACE-A—D—HBEELVNET 1 —IL FOYHR— kgt

Cisco I0S XE Amsterdam 17.3.1 U U — & LI, HHE AVC =X — T TE 2 —HF 7213

H£T ¢ —)L RIZET 2 HIREFHEITHIBR SN E Lz, AR AVC =4 —Tlt., RITRT 3
74—V REFIINET 4 — )V FOEEOMRLGOEEREHATEX T,

YR—bFENDZ—HFELEFRET s+ —ILF

* application name

* ipv4/6 version

* ipv4/6 protocol

* transport tcp flags

« flow direction

e connection initiator

* connection client ipv4 address

* connection server ipv4 address

* ipv4 source address

* ipv4 destination address

* connection client ipv6 address

* connection server ipv6 address

* ipv6 source address

* ipv6 destination address

* connection client transport port

* connection server transport port

* transport source-port

* transport destination-port

* flow observation point
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H#3 AVC Flexible Netflow D% E .

« interface input

* interface output

» datalink mac source address input

» datalink mac destination address input
* datalink mac source address output

+ datalink mac destination address output
» datalink dotlq vlan input

* datalink dotlq vlan output

HR— SN BREER T4 —ILF

* connection client counter packets long

* connection client counter bytes network long
* connection server counter packets long

* connection server counter bytes network long
* counter bytes long

* counter packets long

* timestamp absolute first

* timestamp absolute last

 connection new-connections

WMEFH T4 —ILE

* application dns domain-name
* application http host

* application ssl common-name

HAVC E=4 —Tlit., ERO7 4 — N RELEICHAS DY CEETXET,

7 4 —/V K linterfaceinput| 3L linterfaceoutput) (%, N Zin L2 — KNO—ET 1 —/L
FELCHEATEET, 2720, D7 4=V RFERCLVa—RFO—%7 4 — /L K& LTE
MTHZ L3 TEEEA, MGTDOT 4=V FERET =V FELTHEATLZ L, 10%
WHEZ 4=V RELT, 12Z2FRCLa—FKNO—H 74—V RELTERATSZ B TEE
R

E#5 AVC Flexible Netflow D% 5E

28— La— FOER

H# AVCFNF 1T, kDB Gm 7o —1ra—REFaE7n—1ra—FK (AHEHA) 2
FHEOERFEA7n—La—ReHdR—FLE7T, A4 0DRELZERKHA7n—L a—FK
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. WAHRZA—L3—FK

QooRGmM7a—La—RE2o0KmE7e—Lra—R) 2REL, 7r—F=&—|C
BIHEAHT 2 2 EMTEET, 1ROV FR LV a—RiE7 7472 MNP—N"—=TF VY r—39
VEREHESR L 2 — FThY ., ITLWHRMEL a2 — RIZALEIOT 7Y r—3 3 UHEIER T
j—O

WhEB7e—1L a—K

TJo—La—R1: WAR7E—La— R

FI&E
ARV EFEREEFT7OV3 Y B#)
ATFwT1 configure terminal JTa—r\)Lary7 4 FXal—a
. T— FEMBLET,
Device# configure terminal
257w 72 |flowrecord flow _record_name Zu—La—Rary7 4 Xal— 3
M: V%%P%%%Liﬁo
Device (config) # flow record fr-wdavc-1
X w73 |description description (L3 7u— L a— RO EVER
i - LET.
Device (config-flow-record) #
description fr-wdavc-1
AT 74 |matchipv4version IPv4~y L= EDIP A=V 3 & D
Bl —EERELET,
Device (config-flow-record) # match ipv4
version
R w75 |matchipv4 protocol IPvd 7 hallto—HE2EELE
i - ¥
DEvice (config-flow-record) # match ipv4
protocol
A7 76 |matchapplication name TV —va bl O—BEREL
i ESE
Device (config-flow-record) # match GE) Z OEAEIX, AVC Y —
application name ]‘TFKii§ﬁ§7?7fo 7 —n
TV =gy 85T
DT EMARRIZR DT T
‘a—o
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7O—La—Fk1: WAE7A—La—F .

ARV FFEREETIVa Yy

E:)

ATy IT17

match connection client ipv4 address

1 -

Device (config-flow-record) # match
connection client ipv4 address

254 T (Tu—g(=ixz—H)
DIPvd 7 RLREDO—FKEfEELE
KR

ATvT8

match connection server ipv4 address

1 -

Device (config-flow-record) # match
connection server ipv4 address

HF—R— (Zr— L ARH) OIPv4
T RLVAEDO—HEEELET,

ATvT9

match connection server transport port

1 :

Device (config-flow-record) # match
connection server transport port

P—R—=D T AR—FR—FED
—HEEELET,

ATy 710

match flow observation point

51

Device (config-flow-record) # match flow
observation point

Ta—#HA RN 7 OBRIARA b
ID EDO—EERELET,

ATvIN

collect flow direction

51

Device (config-flow-record) # collect
flow direction

DO TFNET collect connection initiator
a2 RO initiator +—7 — R TIRE
XN BHRITE 7 v —OBES A (o
=V —HEI VAR UK) OFN
(ADERIFHT) ZIETDH LI
feE L ¥, initiator ¥—Y— KT
ESNDEIZIE U T, flowdirection
F—U— NIROEEX LD £79,

c0x0l = ASj 71—

s 0x02=H 17 m—

initiator ¥ — U — R A = = —#F|Z
RESNTWDHE, 7u—0 i
Ta—0A =V T—F NG IREIN
F 9, initiator ¥ — U — KRB L AR X
WICRESNTWDEE, 7r—0JH
X7 —D L AR ZRINBIRES N
£, A# AVC TIL. initiator —
U— RIZHIZA = =— X I TRE SN
TWET,

ATvT12

collect connection initiator

&1

collect flow direction =~ > R CTIRE &
Niz7oa—oFaIcEESS 7 a—n
il (f=vz—FFEITVARSH)
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ARV FFEREETIVa Yy

S

Device (config-flow-record) # collect
connection initiator

ZIET D X2 IZfRE L E, initiator
X—U—RiZ, 7u—0FHIZET 3
WOREHZ ML L E 3,

e 0x0l=A=vxT—% : 70 —Dik
BRI O A =2 — % TF

A AVC T, initiator ¥—7 — Ni%
WA =V = H TR ESNTWE
TO

ATy 713

collect connection new-connections

1 -

Device (config-flow-record) # collect
connection new-connections

B S TR PR DR 2 INEE T 5 K
INTHE LET,

ATy 714

collect connection client counter packets
long
1 -

Device (config-flow-record) # collect
connection client counter packets long

U AT RBEE LISy Nk
RET 5 £ 5 ICiRE LE T

ATv 715

collect connection client counter bytes
network long

1 -

Device (config-flow-record)# collect
connection client counter bytes
network long

7 TAT 2 REE LTS MG
RHENUET D KO IHREL £,

ATy 716

collect connection server counter packets
long

51

Device (config-flow-record) # collect
connection server counter packets long

P R—NEE LT M A IR
THEIICHEELET,

ATv I

collect connection server counter bytes
network long

1 -

Device (config-flow-record) # collect
connection server counter bytes
network long

PR BRI OB
A5 & 5 i LET

[l A%% Y k7—% TO Application Visibility and Control D% %
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JAo—La—Fk2: WAFEM7A—La—F .

ARV FFEREETIVa Yy

E:)

ATy 718

collect timestamp absolute first

1 :

Device (config-flow-record) # collect
timestamp absolute first

BRIy N T e —THER SN
L XD E I U AL CINET S &
INTHRELET,

ATv 719

collect timestamp absolute last
151

Device (config-flow-record) # collect
timestamp absolute last

B Oy N T e —THERES N
L EORAE I U MEALTINET S &
INTHERELET,

ATy T2

end

1 :

Device (config) # end

¥5ME EXEC — FIZREY £9, F7=.
CtHZ F—%MLTH, Fr—sL o
V74 X2l — g ET— RERKTT
xFET,

ATv7T2An

show flow record

1 :

Device# show flow record

FT_RTCOT7u— L a— RT3 5
EFRRLET,

Ju—La—R2: MR 7e—La—NK

FIE

ARV RFERRTI VA Y

S

&

configureterminal

51

Device# configure terminal

Ja—n\) a4 FXal—g
ET— REHBELET,

ATvT2

flow record flow_record name

1 :

Device (config) # flow record fr-wdavc-1]

Jo—la—KRKary74F¥al—3
v E—RNERBLET,

ATvT3

description description

51

Device (config-flow-record) #
description fr-wdavc-1

(EE) 7u— L a— FOBB%ER
Li'io

ATV

match ipv4 version

1 -

Device (config-flow-record) # match ipv4
version

IPvA~y X —=NEDIP A=V a2 D
—EERELET,

ATvTh

match ipv4 protocol

1 -

IPvd 7o halto—BEEELE
—640

Hig+ v k7 —% TO Application Visibility and Control D% [}



. JOo—La—F2: WAEZ7AO—La—F

B4 v k7 —7%2 TO Application Visibility and Control D% TE

ARV FFEREETIVa Yy

S

Device (config-flow-record) # match ipv4
protocol

ATvT6

match application name

51

Device (config-flow-record) # match
application name

TV —varblD—BEREL
e

G¥) Z OEEIX, AVC B —
N CIEMETT, 7r—N»n
TV =y a e —%t
DI EMARRIZ/R AT
7

ATy T17

match connection client ipv4 address

51

Device (config-flow-record) # match
connection client ipv4 address

IIA4T N (Tr—A=vE—H)
DIPvd 7 FLREDO—HEfFEELE
j_ﬂo

ATvT8

match connection client transport port

51

Device (config-flow-record) # match
connection client transport port

EE) 7e—La— ROx—7 (1 —
VRELT, 7747 v hOHEA—
FeD—EEEELET,

ATvT9

match connection server ipv4 address

&1

Device (config-flow-record) # match
connection server ipv4 address

P—_R— (7 — L ZARZ) DIPv4
T RLVAEDO—EERELET,

ATy 710

match connection server transport port

51

Device (config-flow-record) # match
connection server transport port

P—=R—=D " T AR—FR—=hFE&D
—HERELET,

ATvIN

match flow observation point

&1

Device (config-flow-record) # match flow|
observation point

Ta—#BHA R v 7 OBRIKRA B
ID EtO—EHEERELET,

ATvT12

collect flow direction
51

Device (config-flow-record) # collect
flow direction

[l A%% Y k7—% TO Application Visibility and Control D% %

W DOTFNET collect connection initiator
o< RO initiator F—7 — R THE
ENDIIFE 7 v —OBE$ DM (o
ST —AFEFIILARSE) OFM
(ANTELFIHT) Z2ETH LI
feE L£9, initiator ¥—7U— KT
E SN DI T, flow direction
F—U— FIIROMEZ LD £,

«0x01=A)7m—



| &+ k7—% TO Application Visibility and Control D&%

JAo—La—Fk2: WAFEM7A—La—F .

ARV FFEREETIVa Yy

E:)

c0x02=H 17—

initiator ¥ —7U — K81 =3 = —#(Z
HESNTWDEE, 7r—0 kR
Ta—0A =vE—4 N BIEEIN
¥ 9, initiator ¥ — U — R L AR X
ICRRIESNTWD IS, 7r—0DJn
7 a—D L AR FRINBIEESN
F9, A AVC TlL, initiator X —

T — RIIEIZA =V ==X ITRES N
TWET,

ATy 713

collect connection initiator

51

Device (config-flow-record) # collect
connection initiator

collect flow direction =~ > K CIE &
N7 v —OHmMIZBEES L7 e —0
fl (f=vo—HFERIVARH)
LT H X HITHRE L9, initiator
F—U— RN, 7a—oFEicET 5%
ROTERERBELF T,

e 0x0l=A=vT—X : 7u—Dik
B = o —% CTF

A AVC Tid. initiator F— 7 — FiZ
WA =V = H TR ESNTWE
‘ﬁ—o

ATv 714

collect connection new-connections

1 -

Device (config-flow-record) # collect
connection new-connections

B S TR B AR DR 2 INEE T 5 K
WZHRELET,

ATvT15

collect connection client counter packets
long

1 :

Device (config-flow-record) # collect
connection client counter packets long

IIAT MR EE LT Ny NME
INETH X HICHRELET,

ATv 716

collect connection client counter bytes
network long

&1

Device (config-flow-record) # collect
connection client counter bytes
network long

7 74T RIEE LA MG
RHENEET D KO IHREL £,
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B4 v k7 —7%2 TO Application Visibility and Control D% TE

ARV FFEREETIVa Yy

S

ATv 11

collect connection server counter packets
long

1 :

Device (config-flow-record) # collect
connection server counter packets long

P R—=NE[E LI MR IEE
THEOICHEELET,

ATv 718

collect connection server counter bytes
network long

1 -

Device (config-flow-record) # collect
connection server counter bytes
network long

P N—=PEE LT MDA E
AT 2 LD IciELET,

ATy 719

collect timestamp absolute first

51

Device (config-flow-record) # collect
timestamp absolute first

BAIODO/Rr RN T7 o — TR E T
X O E I U AL CINET S &
INTHERELET,

ATy T2

collect timestamp absolute last
11

Device (config-flow-record) # collect
timestamp absolute last

ATy T v —THER IS N
L EORHZ Y BB TIET 2 &
INTHELET,

ATvIT2n

end

&1

Device (config) # end

¥¢#E EXEC E— FICEY £7, 7=,
CtrH+Z F—%2LTH, Frm—L o
Y74 FXal—rarE—RERKTT
xFET,

ATvT22

show flow record

1 -

Device# show flow record

TRTO7u—La— RIZET 5 ER
ERRFLET,

FipE7 o —Lra— R

Zu—Lba—R3: FatE7e—ra—K: AJj

FIE

ARV RFERETI Y

B8

ATy T

configure terminal

1 -

Device# configure terminal

Ja—nR) a7 4 F¥al—g v
TNzl £7,

[l A%% Y k7—% TO Application Visibility and Control D% %



| &#+v k7—% TO Application Visibility and Control ® %
ZA—La—Fk3: AAKIBE—LI—F: AH .

ARV FFEREETIVa Yy E]:g]

Z2Fw 72 |flowrecord flow_record _name Jo—la—Rary 74Xl —3 3
i v E—FZBMLET,
Device (config) # f£low record fr-wdavc-3

AFw J3 |description description EE) 7ua— L a— FOFHEEER
R LET,

Device (config-flow-record) #
description flow-record-1

AT w74 |matchipv4version IPvd~y X —=NHDIP A=V g D
. —FatELET,
Device (config-flow-record) # match ipv4
version

X w75 |matchipv4 protocol IPvd 7 hallto—HE2EELE
11 kR
Device (config-flow-record) # match ipv4
protocol

25w J6 | match ipv4 source address 1Py E(ETET R L2 & 0 —5k % —
i - 74— RELTHRELET,

Device (config-flow-record) # match ipv4
source address

Z 5w 7 |matchipv4 destination address IPv4 5857 RL AL D—F % F—
B - Z4—FELUTHELET,

Device (config-flow-record) # match ipv4
destination address

Z 5w 78 |match transport source-port h 7 AR = FEFETLAR - EDO—E
Bl - EX—T7 44—V RLLTHELET,

Device (config-flow-record) # match
transport source-port

R w79 |matchtransport destination-port KNS v AR— poadeR— R O—%
Bl - F—T 4= FLLTHRELET,

Device (config-flow-record) # match
transport destination-port

Z 5w 710 |match interfaceinput ANA L BE—=T 2 AL D—F&EF—
1 TA4— N RFELTHRELET,

Device (config-flow-record) # match
interface input
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. ZO0—La— k4 AAKIA—La—F:

B4 v k7 —7%2 TO Application Visibility and Control D% TE

A

ARV FFEREETIVa Yy

S

ATy 7N

match application name

i
Device (config-flow-record) # match
application name

TV r—varbto—HEREEL
¥,

G¥) Z OEEIX, AVC YR —
N CIESETY, 7a—N»n
7TV = a v —ET
DT ENFREIZIRDT-28T
7

ATvT12

collect interface output

1 :

Device (config-flow-record) # collect
interface output

Ta—MMmoHIA v F—T oA ZAHIN
ETAHIOICEELET,

ATy 713

collect counter byteslong

% -

Device (config-flow-record) # collect
counter bytes long

T u—OA MEERET S X9
ﬁiﬂbi‘jﬂo

ATy 714

collect counter packetslong

1 -

Device (config-flow-record) # collect
counter packets long

Ta—ORr ey NEEIET S L) IZ
BELET,

ATy 715

collect timestamp absolute first

51

Device (config-flow-record) # collect
timestamp absolute first

BRIy N T a— TR SN
XD E I U AL CINET S &
INTHRELET,

ATv 716

collect timestamp absolute last
1 -

Device (config-flow-record) # collect
timestamp absolute last

SOy RN T — TR ST
X O E I U AL CINET S &
INTHRELET,

ATv I

end

51

Device (config) # end

¥rME EXEC — FICEY £7, 7=,
CrHzZ F—%#HLCTH, Fr—L o
V74X a2l —varET—REKTT
TET,

ATv 718

show flow record

1 :

Device# show flow record

TRTCO7u— L a— RIZET 5 ER
ERRLET,

Tn—La—F4:

HiapE7 o —Lra—FK: HA
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| &#+v k7—% TO Application Visibility and Control ® %
Jo—La—rk4: magza—La—r:whn

FIE
AV RFERETI3 Y B#)
X w1 |configureterminal Ja—)aryZ 4 ¥al—g v
. T FEBALET,
Device# configure terminal
5w 72 |flowrecord flow_record_name Ju—lLa—Rary7 4 Xal— 3
15'] : ' F‘%E"ﬁﬁé‘biﬁ‘o
Device (config) # flow record fr-wdavc-4
R w73 |description description (EE) 7ua— L a— ROHAZ/ER
11 LET
Device (config-flow-record) #
description flow-record-1
AT w74 |matchipv4version IPvd~y X = HDIP /A= a3 D
Bl - —HERELET,
Device (config-flow-record) # match ipv4
version
RTw 75 |matchipv4 protocol IPvd 70 koLt O—HAEIEELE
- i
Device (config-flow-record) # match ipv4
protocol
ZFw 6 |matchipva sourceaddress IPv4 EETET RL A ED—F %2 F—
Bl 74— RELTHRELET,
Device (config-flow-record) # match ipv4
source address
R w7 |matchipv4destination address IPv4 385CT RL AL DO—E % F—
Bl 74— RELTHRELET.
Device (config-flow-record) # match ipv4
destination address
Z 5w 78 |match transport source-port T U AR— FREETLR— & D—E
Bl - EX—T 4L RELTRELET,
Device (config-flow-record) # match
transport source-port
Z 5w 79 |matchtransport destination-port kT U AR—= MR — & D—Hx
B - F—T 4=V RELTHRELET,
Device (config-flow-record) # match
transport destination-port
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. ZO0—La— k4 AAKIA—La—F:

B4 v k7 —7%2 TO Application Visibility and Control D% TE

A

ARV FFEREETIVa Yy

S

ATy 710

match interface output

1 :

Device (config-flow-record) # match
interface output

MW v =T oA AL D—F % F—
T4—VRELTHEELET,

ATy

match application name

1 -

Device (config-flow-record) # match
application name

TIVIr—va B ED—HEREL
F7,

G¥) Z OEIX, AVC YR —
N CIMAETY, 7a—n
7TV r—a v —ET
BT EMABEIZIR BT T
7

ATvT12

collect interfaceinput

1 -

Device (config-flow-record) # collect
interface input

Ta—MMmb AN HE—T A A%
E£TAHILOICEELET,

ATy 713

collect counter byteslong

1 -

Device (config-flow-record) # collect
counter bytes long

T =D, MRENES D XD IZE
ELET,

ATy 714

collect counter packetslong

51

Device (config-flow-record) # collect
counter packets long

Ta—ORry MIEETDH X O
BELET,

ATvT15

collect timestamp absolute first

51

Device (config-flow-record) # collect
timestamp absolute first

BAIODO/R A RN T7 o — TR ST
X O E I U AL CINET S &
INTHRELET,

ATv 716

collect timestamp absolute last
11

Device (config-flow-record) # collect
timestamp absolute last

ROy hN T a— TR ST
X O E I U AL CINET S &
INTHRELET,

ATy I

end

51

Device (config) # end

¥5HE EXEC E— FICEY £7, 7=,
CrH+Z ¥ —%MLTH, Fr—r3L o
V74X al—varyE—REKTT
xFET,
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ons 7o—La—k |

ARV FFEREETIVa Yy

E:)

ATy 718

show flow record

1 -

Device# show flow record

T_RTCO7u— L a— RiZET 55
EFRRLET,

DNS7u—1La—F

7u—la—R5:DNS7ue—La—F

FIE

ARV EFEREETIVa Yy

S

&

configureterminal

1 :

Device# configure terminal

Ja—R) a7 4 FXal— g
t— F‘%Eﬁﬁébjﬁﬁ#o

ATy T2

flow record flow_record name

51

Device (config) # flow record fr-wdavc-5

Zo—la—Rarys7 4 FXal—3
Y E—FREBHBLET,

ATvT3

description description

1 -

Device (config-flow-record) #
description flow-record-5

(EE) 71— L a— RO A2 ER
Lij‘o

ATvT4

match ipv4 version

51

Device (config-flow-record) # match ipv4
version

IPvd~o Z—m5DP/A—T gD
—HERELET,

ATy TH

match ipv4 protocol

&1

Device (config-flow-record) # match ipv4
protocol

IPvd 7o b e o—HEEELE
—g—O

ATvT6

match application name

&1

Device (config-flow-record) # match
application name

TV r—va B EDO—HEREL
iﬁ—o

GE) Z OEAEIE, AVC YR —
N CIEMAETT, 7r—)
T =gl —5T
DT EMARRIZ/RAT-OT
T

Hig+ v k7 —% TO Application Visibility and Control D% [}
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gy kD
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ARV FFEREETIVa Yy

S

ATy IT17

match connection client ipv4 address

1 :

Device (config-flow-record) # match
connection client ipv4 address

254 T (Tu—g(=ixz—H)
DIPvd 7 L REDO—FKE2fEELE
kR

ATvT8

match connection client transport port

1 -

Device (config-flow-record) # match
connection client transport port

7u—lba—RKDOF—7 41— FEL
T, 779472 FOEfgR— kLD~
BafEEL £,

ATvT9

match connection server ipv4 address

1 -

Device (config-flow-record) # match
connection server ipv4 address

HF—R— (Zr— L AR H) OIPv4
T RLAEDO—HEEELET,

ATy 710

match connection server transport port

51

Device (config-flow-record) # match
connection server transport port

Y—=N=DrFAR—=hHR=F LD
—EERELET,

ATvIN

collect flow direction

51

Device (config-flow-record) # collect
flow direction

DO TFNET collect connection initiator
a2 RO initiator +—7 — R TIRE
SN DHRIFE 7 v —OBES A (o
=V FEI VAR LK) OFN
(ADERIFHT) ZIETDHEOIC
e LE4, initiator ¥ —7— KT
E SN DEIZIE U T, flowdirection
F—U— NIROEEX LD £79,

c0x0l = ASj 71—

s 0x02=H 17 mu—

initiator ¥ — Y — R A = = —#F|Z
REINTVDEE, 7u—0Kmix
Ta—0A ==X INLIEIN
i‘?‘o initiator ¥ — 7 — RN L AR A
ICRRESNTWDEE, 7r—0JH
X7 v —D L AR AN LIRE SN
£, A# AVC TIL. initiator %—
J— RIEHEICA == —HIZHREI N
TWET,

[l A%% Y k7—% TO Application Visibility and Control D% %



| &#+v k7—% TO Application Visibility and Control ® %

so—La—ks5:oNs 7o—La—F

ARV FFEREETIVa Yy

E:)

ATvT12

collect timestamp absolute first

1 :

Device (config-flow-record) # collect
timestamp absolute first

BRIy N T e —THER SN
L XD E I U AL CINET S &
INTHRELET,

ATy 713

collect timestamp absolute last
151

Device (config-flow-record) # collect
timestamp absolute last

B Oy N T e —THERES N
L EORAE I U MEALTINET S &
INTHERELET,

ATy 714

collect connection initiator

1 :

Device (config-flow-record) # collect
connection initiator

collect flow direction =~ > K CHE &
N7 v —oFCBEEST S 7 a—0
fl (f=vm—FEEI VAR )
ZINET H X OITHRE L £7, initiator
F—U— RN, 7e—FmEicET 5
WONEHRZ UL 7,

c0x0l=A =T —H . Ja—DikE
FrldER oA == — 4 TT

Hi AVC TiZ. initiator F—7 — FiZ
WA =V T —HZ IIRESNTVE
7,

ATy 715

collect connection new-connections

1 -

Device (config-flow-record) # collect
connection new-connections

B S TR PR DR 2 INEE T 5 K
INTHELET,

ATv 716

collect connection server counter packets
long

&1

Device (config-flow-record) # collect
connection server counter packets long

e S B LTSy A IR
T3k ICHEELET,

ATV T

collect connection client counter packets
long

51

Device (config-flow-record) # collect
connection client counter packets long

TIAT MRRE LIy MR
INETSH X IHICHRELET,

ATvT18

collect connection server counter bytes
network long

51

PSSR LTS RO BFE
HET % & O CHRE L E T
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ARV FFEREETIVa Yy

S

Device (config-flow-record) # collect
connection server counter bytes
network long

ATv 719

collect connection client counter bytes
network long

1 -

Device (config-flow-record) # collect
connection client counter bytes
network long

7 74T 2 RIEE LTS MG
RHENUEET D KO IHREL £,

ATy T2

collect application dns domain-name

51

Device (config-flow-record) # collect
application dns domain-name

DNS RAA 4% DNS 7o —L a—
ROWET 1+ — K& LTHERAT S &
INZRELET,

ATvIT2

end

51

Device (config) # end

¥5HE EXEC E— FIZEY £7, 7=,
CrH+Z ¥ —%MLTH, Fr—r3L o
V74X a2l —varyE—REKTT
xET,

20— I RAR—F2DIER

Tu— T AR—ZEERTHE., 7TO0—DT T AFR— K RFGA—XEERTXET,

FIE

ARV RFERETIVa Y

E:)

&

configureterminal

1

Device# configure terminal

Ja—)ary7 4 Xalb—g v
E—RFZRBLET,

ATy T2

flow exporter flow_exporter_name

1 -

Device (config) # flow exporter
flow-exporter-1

Ta— T JAR—H AT 4 F a2 l—
vay ®—RERBLET,

ATvT3

description description

1

Device (config-flow-exporter) #
description flow-exporter-1

EE) 7u— =7 AR—F D%
TERL L £,

ATvT4

destination { hostname | ipv4-address
| ipv6-address }

1 -

[l A%% Y k7—% TO Application Visibility and Control D% %

T AR—HTT— X eiEEGT D5k
AT LDHRA N, IPv4 £7213 IPv6 7
RLUAZRELET,



| &#+v k7—% TO Application Visibility and Control ® %

70— E=4—0OER .

AU RFERETOVa Y

B8

Device (config-flow-exporter) #
destination 10.10.1.1

ATvTh

option application-table [ timeout

seconds ]
B -

Device (config-flow-exporter)# option
application-table timeout 500

(EE) 7a—J AR—=2DOT 7Y
r—3ay T—TNADOF T a
ELET, timeout 47 = v &S
5HE, Tu—x ) RR—Z OFIRE
ERHN CHRETE T, AR7e®AIX
1 ~ 86400 f/ T,

ATvT6

end

1 -

Device (config) # end

¥iHE EXEC E— RIZER D £9, F7=,
Ctrl+Z ¥—%# L TH, Fu—rL 2
V74X al—varyE®—RKEKTT
xFET,

ATy T17

show flow exporter

1

Device# show flow exporter

TRTCOT7a— 7 AR—Z|ZHT 5
WaRRLET,

ATvT8

show flow exporter statistics

1

Device# show flow exporter statistics

70— TJ AR—HOEHERE TR
LET,

JO0— E=4—DER

Tn— EF=F—HFER LT, 7u— La— RZEEMITHZENTEXET,

FIE

ARV RFEEETI 3y

E:)

ATy T

configure terminal

1 -

Device# configure terminal

Ja—nR_) a7 4 F¥al—g
E— FERBLET,

ATy T2

flow monitor monitor-name

51

Device (config)# flow monitor
flow-monitor-1

Ju—f=F—%EHKL, 7r—F=
F—ar 7 4 FXal— g F— K%
Bt L E 7,

ATvT3

description description

1 :

Device (config-flow-monitor) #
description flow-monitor-1

(fEE) 7o—F=X—0OFHH %2 1ERk
L7,
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B4 v k7 —7%2 TO Application Visibility and Control D% TE

ARV FFEREETIVa Yy

S

ATvT4

record record-name

1 -

Device (config-flow-monitor) # record
flow-record-1

FRNZIERR SN L a— ROL4RTZ 15
ELET,

ATy Th

exporter exporter-name

&1

Device (config-flow-monitor) # exporter|
flow-exporter-1

HRNMER E Nz 7 AR —H D4R
ERELET,

ATvT6

cache { entries number-of-entries |

timeout {active | inactive} | type
normal }
1 -

Device (config-flow-monitor) # cache
timeout active 1800

1 -

Device (config-flow-monitor) # cache
timeout inactive 200

&1

Device (config-flow-monitor) # cache
type normal

(EE) 7a—F v v a /T A—H
ERETDHLOITHEELET,
* entries number-of-entries : 7 1 —
FrvraNOoT7a—T N OD
I R¥A 16 ~ 65536 O#IPH CTHRE
LET,

BEEOX Yy v o XA 7D
BN R—FENET,

GE)

ATy T17

end

1 -

Device (config) # end

FEHE EXEC E— IRV £, 7o,
CttHZ F¥—%MLTH, ZFr—L o
V74X a2l —varE—REKTT
xET,

ATvT8

show flow monitor

1 -

Device# show flow monitor

TRTCO7u—F=F—ICHT 5 ER
ERRLET,

ATvT9

show flow monitor flow-monitor-name

&1

Device# show flow monitor
flow-monitor-1

BEL-AEHRAVC 7u— E=F—|T
B4R ERRLET,

ATy 710

show flow monitor flow-monitor-name
statistics

&1

Device# show flow monitor
flow-monitor-1 statistics

i AVC 7 10— =¥ — D5
RTFLET,
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1v8—7142~07a—t=s—nmEtt ]

ARV FFEREETIVa Yy

E:)

ATy 7N

clear flow monitor flow-monitor-name
statistics

1 :

Device# clear flow monitor
flow-monitor-1 statistics

BELF7u— =X —0OWEHER%E
27 U7 L%9, clear flow monitor
flow-monitor-1 statistics % f# /i L 7=
{Z show flow monitor flow-monitor-1
statistics =~ > FZFEH LT, T
DOFEFHERB Y £y bSINT=Z & %k
BLET,

ATvT12

show flow monitor flow-monitor-name
cacheformat table

1 :

Device# show flow monitor
flow-monitor-1 cache format table

FEATT7e—F v v Va2 DODNEER
RLUET,

ATy 713

show flow monitor flow-monitor-name
cache format record

1

Device# show flow monitor
flow-monitor-1 cache format record

7a—La—RLEEOERT7 e —
¥y v aONEERRLET,

ATv 714

show flow monitor flow-monitor-name
cache format csv
&1

Device# show flow monitor
flow-monitor-1 cache format csv

CSVIEX TV o —Fvy v 2 ONEFE
FoRLET,

A B—DIAA~ADTO— E=Z L2 —DOEEIT

WD FEAEREAL I— RO 2 ORI HEMAVC T=H —% A X —T = A A|Z[H
RRCHEE CX £97,

FIE

ARV KRFERERETYVa Y

=)

ATy T

configureterminal

1

Device# configure terminal

Ja—nR_) a7 4 F¥al— g
ET— FEBRBLET,

ATy T2

inter faceinterface-id

1 -

Device (config) # interface
Gigabitethernet 1/0/1

AR —T A ARAAL T 4 Fal— 3
v E—RERBLET,
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B verrenzsnrinr—vay

ARV RFERFTIVaY =)

Z 5 73 |ip flow monitor monitor-name { input | | AS %47 R EHFA Ty OB E T
output } FWFNPHOA L F—T = A RIZT
i - n— &= — BT £

Device (config-if) # ip flow monitor
flow-monitor-1 input

ATy 74 |end ¥iHE EXEC ©— FICRY £9°, £72.
1 - CtrH+Z ¥ —%2#LTH, Fm—rL o
Device (config) # end Y74 X2l =g E— RZH#&TT
TET,

NBAR2 hRA L TF7T)4r—ay

NBAR2 ClE, WAZ L 7a bha LV ZfH L CHAF LT ) r— g il casd, b
AH N Tabhant, Tabhanr et T r—yvarEYR—sLETNH, BEDOELE A,
NBAR2 (ZHHR—F L TWEHA,

TRTOREIZBNT, v RAap @t 2 NBAR2 71 2L Ry 7 ORI THh L e —h )L
TV =2 a v BIOKEDT IV r—arBNbEd, a—nA 77 ) r— g 03
RO XD ITHEINET,

cMIEA~DORFEDT T r—va v

 WIEFEOT U r—3 3 v
NBAR2 Tit, 20Xk H%ua—h V77V r—ya b 2FBTHAA~A XT 5 HEZEEL
TWET, Z/r— Y a7 4 F a2 b—3 3 F— KN Tipnbar custom myappname =~ > K
FEHLTC, FEITT 75— a b B DAZSARTEEST, WAXL TV r— g

1, MAALT e ha LIV EREINET, TENENOI AL L T e ha TR, 2—%—
X, VAR—FEMIICHHCE AL 7 X ID 2 E#RTEET,

SEESERFIATOT TV r—ay BDAZ<A ANHY £97,
— A 7O FILDHRETAR
« HTTP

» SSL
* DNS

AVKRDY b EEOEARN T 0 s a kS W A X~ A R server-name
LANIILANADHRETAX
«IPvd 7 KL X

« DSCP fii

« TCP/UDP R — k
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HTTPO A RXB <A X

SSLOARZTARX

DNSDARETAX

MDY ECEZE N |

« 7 —kfEILE I3 DT

NAMFTEY b XA v— RORFED AL MEIZHESS DAL A X

HTTP O W A %~ A X|Z, RO HTTP 7 4 —/L FOMBEDHICE SN TEITTEET,
« cookie : HTTP 7 v % —
ehost : VY —2&Z&ETLuDOY—/R—DKRA
« method : HTTP A Y v K
ereferrer @ U Y—2A VU7X MNORFFILOT KA
e url : Uniform Resource Locator ®/ XA
cuser-agent : BREZEET IV Mo THASHTWEY 7 b =T
sversion : HTTP N— 3 v

evia : HTTP &M 7 4 —/L N

HTTPO A X2 <A X

L7 % 1ID 10 372 HTTP AR Ak [*mydomain.com| % ff 9% MYHTTP & FE/E
NDBAF LT TV r—33 0,

Device# configure terminal
Device (config)# ip nbar custom MYHTTP http host *mydomain.com id 10

SSL H— =& 45 (SND H7ziddtdmss (CN) 2Ol L7z i LT, SSLIESE(L |
TTA4 YT THAARYA REATH ZENTEET,

SSLOARZATA X

L7 % ID 11 7= SSL E A4 mydomain.com] %35 MYSSL & MEEILD
AT T r—3r3 v,

Device# configure terminal
Device (config) #ip nbar custom MYSSL ssl unique-name *mydomain.com id 11

NBAR2 (%, DNSERBIOWE N T 74 v 7 2B L, 77U —3 3 2 ~0 DNS &I
BEAFIT 2 2N TEET, DNSIENOLREINZIP T RLAEEF vy v =3, FORE
DT TV r—ya AZFEEMT O TWAERZEDHD Ny b 7a—ERESNET,
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BEHNRETAX
BLUDOAREIAX

B4 v k7 —7%2 TO Application Visibility and Control D% TE I

ip nbar custom application-name dns domain-name id application-id =~ > R{Z, DNS O X &~
AR ENET, BEOT 7V r—a v &EET 5I121%, ipnbar custom application-name
dns domain-name domain-name extends existing-application =~ > & H L £,

DNS N—ZA DN A H <A XDFEHNZ- OV TIE, http://www.cisco.com/c/en/us/td/docs/ios-xml/ios/
qos_nbar/configuration/xe-3s/asr1000/qos-nbar-xe-3s-asr-1000-book/nbar-custapp-dns-xe.htm] % Zx ff
LTL7ZE0Y,

DNSDHRHZTA X
L7 % ID 12 B 72 DNS KA A >4 mydomain.com] % {3 % MYDNS & M-
BENDZHAZ LT TV r—va,

Device# configure terminal
Device (config)# ip nbar custom MYDNS dns domain-name *mydomain.com id 12

NBAR2 Ti&, HTTP, SSL F£721X DNS|{ZHIND KA AL L AIZESNWCT AU r—ra v mD
AB <A AT HHENREINET,

BEHREATA X

L7 % ID 13 2372 HTTP, SSL £721XDNS K A A >4 [mydomain.com| % {#
925 MYDOMAIN EBEIND I AZ LT T r—a v,

Device# configure terminal
Device (config)# ip nbar custom MYDOMAIN composite server-name *mydomain.com id 13

LAY VLATADI AL~ A XTI, Xy X TNVICESNTEY, 7a—0RHD/ 7
]\Tﬁbz—ﬁb\i‘é—o

BLADHREZITAX

IP7 FL % 10.56.1.10 B L 11 10.56.1.11, B L2 Z ID 14 233 7= TCP 3 L U DSCP ef
IZ—%3 5 LAYER4CUSTOM EFRINA D AZ LT Y r—a s,

Device# configure terminal

Device (config)# ip nbar custom LAYER4CUSTOM transport tcp id 14
Device (config-custom)# ip address 10.56.1.10 10.56.1.11

Device (config-custom) # dscp ef

Bl: ADRALTFIVH5r—30DEZS—) VY

WRBLT7TVr—30DEZRZ—) 25 D=HD show a7 K

show ip nbar protocol-id | inc Custom
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| &+ k7—% TO Application Visibility and Control D&%
NBARZ ¥ F+3 w4 Ev kLR FAkanKvsnryIiL—F |

Device# show ip nbar protocol-id | inc Custom

LAYER4CUSTOM 14 Custom
MYDNS 12 Custom
MYDOMAIN 13 Custom
MYHTTP 10 Custom
MYSSL 11 Custom

show ip nbar protocol-discovery protocol CUSTOM_APP

Device# show ip nbar protocol-id MYSSL
Protocol Name id type

MYSSL 11 Custom

NBAR2 54+ 3IwvH Ev LR A MIAWLNSNYIDTY THFL—FK

Ta bhal Ry s, TRAADYV AT YT N 2T EBEEHBRDLI L, TRALAD

NBAR2 7va ha /L W R— " NE2HEHTLHY 7 ho=7 Ry r— T3, 7Ya har Ny 7z
1. NBAR2 IZ X > TERIZH R —FENTWD, 2L NEHL TNy T EHLOT 7Y r—
Va T AEEAEERTCWET, HET TV =g U ionT, Far hai Ry 7z
W, 77V = aBLET TV r—ya VREOERREENTWET, £V 7 k=T
U Y —21201F, fAAHDT B R Ry IR RLERTHET,

Za han Ny ZIZIFROFFERH Y £7,
o B— RRE G Tk,
WA=V a7 a bRy LT v T L= RLED K=Y a7 e ha
N Ry ZIZR LT T 500K 5,
e Ay FDY m— REMEL L,

i

Warning 2 o F 2% o 7 EFAT2H5E1F. £AA v FIKEALT R hal iy s 77 A pia—
RENTWDLZ L EERLET, AX v I7HNDOT T A~V AA v F Tipnbar protocol-pack
flash protocol-pack-file =~ > R F(TT 5L, T7ANANRR—RINTWVWRNWALZ v Z7NDA
A4y FiE, REOA—HEBNRETY m— RS ET,

NBAR2 7' k=)L /Ny 7%, ¥RD URL 76 Cisco Software Center TH# 7 12— R T&EE7 .
https://software.cisco.com/download/home

NBAR2 7O kaJL /3w 4 DRETRE M

FLnrye bar Ny Zxa— RT5FIC, TXTDAL vF A= ETr e hany Ny
JHT Ty allat—3s0ERH Y ET,

Zu ha)l Ry ke — RT5I21%, NBAR2 72 haL Xy r7pou—FK (343—) &%
LT EEN,
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B mvearesoraon svson—k

NBAR2 7O koL /SwHdA—FK

FIE

B4 v k7 —7%2 TO Application Visibility and Control D% TE I

ARV RFERETIVa Y

E:)

&

enable
1 -

Device> enable

ke EXEC E— N2 B L ET,
e NMAU—KREASNLET FERkEh

-6

o

ATvT2

configure terminal

1

Device# configure terminal

Ja—nR_) a7 4 F¥al— g
E— FEBBLET,

ATvT3

ip nbar protocol-pack protocol-pack
[force]

1 -

Device (config)# ip nbar protocol-pack
flash:defProtoPack

1

Device (config)# default ip nbar
protocol-pack

Jabhar Ny rsEa—RKLET,

cHARDTu ha Ry s R—T g
el S NN K [NV I
Za hary s EREL, B— K
$BI121%, force F—VU— N&fEH
LET, ULV, 2L v FDH
EO7m kain Ry 7 THR— K
STV RWEREBHIFRSILE T,

HIIAL DT s ai Ry ZITRDHIT
X, koo~ REFEHLET,

ATv74

exit
B -

Device (config) # exit

HrfE EXEC E— RNIZEREY £9°,

ATy Th

show ip nbar protocol-pack {protocol-pack
| active} [detail]

1

Device# show ip nbar protocol-pack
active

[l A%% Y k7—% TO Application Visibility and Control D% %

7a ban Ny 7iEREFRRLET,

e ZDATY REMHEHLT, r— RS
N=7a ha) Ry 7 oR— g
YTy ZOMOFEE

BLET,

cfEESNTETE Fan Ry 7O
WA &R DITIL, protocol-pack 5
BAEMLHLET,

T IT 4TI a ANy 7Ol
WEERTRTDHITIL, activeF—T —
REMHLET,



| &+ k7—% TO Application Visibility and Control D&%
#:nBaRz 7o han Svson—k [

ARV RFERFTIVaY =)

FEZe T T ooy 7 OEREE
T AL, detall F—U— R&{#
)EH L/ijqo

W : NBAR2 7' & fav Xy rzoua—RK
KOS, HLOT B han Ry s ka— K95 58ERLET,

Device> enable

Device# configure terminal

Device (config)# ip nbar protocol-pack flash:newDefProtoPack
Device (config) # exit

wOBNZ, forceF—T— RZFEHA LTI NA—YarorFa haly rrxo— K45 5%
ZRLET,

Device> enable

Device# configure terminal

Device (config) # ip nbar protocol-pack flash:0ldDefProtoPack force
Device (config) # exit

WOFNT, FARAHZDT T ka3 Ry ZIZERT HEERLET,

Device> enable

Device# configure terminal

Device (config) # default ip nbar protocol-pack
Device (config) # exit

Application Visibility and Control D E=4—1) > 45

oI varyTEH, TV —varyoaEICET I L RIZoOWTHBA L E
-éAO

wDa<w R, AA4 v FBIORT IV BAR— DT 7Y r—y g v OFHEEZE=F—7 2
I fEATEET,

R1UAAVFOT7 TV r—2avDaRttE=4—)v5av R

avw Uk Br

show ip nbar protocol-discovery NBAR Protocol Discovery #§HEIZ & > TULEE S 7 #i
[interfaceinterface-typeinterface-number] | sj g8 2 7 L £ 4,

[stats{byte-count | bit-rate | B )
packet-count | max-bit-rate} ] o (BE) RINDHFHEBRAZ R bT D123,

[ protocol protocol-name | top-n number] F—U—FBIOGIEEANLET, ¥—U—
ROZFNENOFEAMZ DWW TIL,  [Cisco I0S
Quality of Service Solutions Command Reference ]
®show ip nbar protocol-discovery =~ > K& %
L c<zEan,
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Hig+ v k7 —% TO Application Visibility and Control D&% |

show policy-map interface interface-type
interface-number

B =T 2 AZWMA LR — < 7O
TOEREFRRLET,

show platform softwarefed switch 21
7 ID wdavc flows

BELEAAL vy FOTNTO 7 a—IZET 55EHE
HEFRLET,

{5 : Application Visibility and Control D £%%E

WIZ, match protocol T7 SV r—a b ZDT 4 NEEBALTY 7 A ~ v 7 E/EHRT D6

R LET,

Device# configure terminal

Device (config) # class-map match-any NBAR-VOICE
Device (config-cmap) # match protocol ms-lync-audio

Device (config-cmap) #end

wIZ, RV ==y 7 2Bl L, 17 QoS DELFED Y T A ~ v T & iE#K S Dl L ET,

Device # configure terminal

Device (config) # policy-map test-avc-up

Device (config-pmap) # class cat-browsing

Device (config-pmap-c) # set dscp 12

(
(
Device (config-pmap-c)# police 150000
(
Device (config-pmap-c) #end

WIZ, R v—=v7%2EKL. ATQoS DEEFD 7 T A <~ v T HERTHH 2R LET,

Device# configure terminal

Device (config) # policy-map test-avc-down
Device (config-pmap) # class cat-browsing

(
Device (config-pmap-c) # police 200000
Device (config-pmap-c)# set dscp 10
Device (config-pmap-c) #end

wIZ, R =~y TE2AA vTF RN— MT#EHT 6%~ LET,

Device# configure terminal

Device (config) # interface GigabitEthernet 1/0/1
Device (config-if) # switchport mode access

(
Device (
Device (
Device (config-if) #end

config-if)# switchport access vlan 20
config-if)# service-policy input POLICING_IN
)

KIZ. NBAR BYEICHASWT Y F 2~y FRIERT A 2R L ET,

Device# configure terminal

Device (config) # class-map match-all rel-relevant
Device (config-cmap) # match protocol attribute business-relevance business-relevant

Device (config) # class-map match-all rel-irrelevant
Device (config-cmap) # match protocol attribute business-relevance business-irrelevant

Device (config) # class-map match-all rel-default
Device (config-cmap) # match protocol attribute business-relevance default

Device (config) # class-map match-all class--ops-admin-and-rel
Device (config-cmap) # match protocol attribute traffic-class ops-admin-mgmt
Device (config-cmap) # match protocol attribute business-relevance business-relevant
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WIZ, NBARBYEICH S 7 T A~y TSR v~ v TEAERT 2%~ LET,
Device# configure terminal
Device (config) # policy-map attrib--rel-types
Device (config-pmap) # class rel-relevant
Device (config-pmap-c) # set dscp ef
Device (config-pmap-c class rel-irrelevant
(
(
(

)
)
Device (config-pmap-c)# set dscp afll
)
)

Device (config-pmap-c class rel-default

#
#
#
Device (config-pmap-c)# set dscp default

Device (config) # policy-map attrib--ops-admin-and-rel
Device (config-pmap) # class class--ops-admin-and-rel
Device (config-pmap-c)# set dscp cs5

HIZ, NBAR BMEICHE S RY v —< v 72 ABAR— MIEHAT 202 R L ET,

Device# configure terminal
Device (config) # interface GigabitEthernetl/0/2
Device (config-if)# service-policy input attrib--rel-types

show 27 > RIZE BBREDRT

show ip nbar protocol-discovery

A G =T 24 ATLDOT 1 b AVBHFEHERO LR — b2 FRLET,
WIZ, A B =T =4 AT L OMFHERO B Z R LET,

Device# show ip nbar protocol-discovery int GigabitEthernetl/0/1

GigabitEthernetl/0/1
Last clearing of "show ip nbar protocol-discovery" counters 00:03:16

Input

Protocol Packet Count
Packet Count
Byte Count
Byte Count
30sec Bit Rate (bps)
30sec Bit Rate (bps)
30sec Max Bit Rate (bps)

ms-lync 60580
55911

31174777
28774864

3613000
93000

3613000
3437000
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. {5 : Application Visibility and Control D% %E

Total 60580
55911

31174777
28774864

3613000
93000

3613000
3437000

show policy-map interface
FTRTOA 2 Z—7 =2 A A LD QoSHEHEMI LUK EFADRY v—~ v T HFRRLET,
RIZ, TRTOA L EZ =T oA RAIREINTZRY v— vy TOHNHZRLET,

Device# show policy-map int

GigabitEthernetl/0/1
Service-policy input: MARKING-IN

Class-map: NBAR-VOICE (match-any)
718 packets
Match: protocol ms-lync-audio
0 packets, 0 bytes
30 second rate 0 bps
QoS Set
dscp ef

Class-map: NBAR-MM CONFERENCING (match-any)
6451 packets
Match: protocol ms-lync
0 packets, 0 bytes
30 second rate 0 bps
Match: protocol ms-lync-video
0 packets, 0 bytes
30 second rate 0 bps
QoS Set
dscp af4dl

Class-map: class-default (match-any)
34 packets
Match: any

show 27> FIZKHEHEAR—ZD QoS FHENDKT
show policy-map interface

TRCOA L H—T A A LEDEER—AD QoS HFHHEHEB LR EFADRY v—~v v
ERARALET,

WIZ, T_XTCDOA v X =T 2 AIHRESINTZR) — <~y TOHFIBERLET,

Device# show policy-map interface gigabitEthernet 1/0/2
GigabitEthernetl/0/2

[l A%% Y k7—% TO Application Visibility and Control D% %



| &#+v k7—% TO Application Visibility and Control ® %

Service-policy input:

Class-map: rel-relevant

20 packets

{51l : Application Visibility and Control (%5 .

attrib--rel-types

(match-all)

Match: protocol attribute business-relevance business-relevant

QoS Set
dscp ef

Class-map: rel-irrelevant

0 packets

(match-all)

Match: protocol attribute business-relevance business-irrelevant

QoS Set
dscp afll

Class-map: rel-default

14 packets

(match-all)

Match: protocol attribute business-relevance default

QoS Set
dscp default

Class-map: class-default

0 packets
Match: any

show ip nbar protocol-attribute

(match-any)

NBAR Tffif i Ensd+_ToHO7 e haL@ghrERRrLET,
Iz, —SoBEOH IFEZ R LET,

Device# show ip nbar protocol-attribute cisco-jabber-im

Protocol Name
encrypted

tunnel
category
sub-category
application-group
p2p-technology
traffic-class
business-relevance
application-set

cisco-jabber-im

encrypted-yes

tunnel-no

voice-and-video
enterprise-media-conferencing
cisco-jabber-group
p2p-tech-no
transactional-data
business-relevant
collaboration-apps

Device# show ip nbar protocol-attribute google-services

Protocol Name
encrypted

tunnel

category
sub-category
application-group
p2p-technology
traffic-class

google-services
encrypted-yes
tunnel-no

other

other

google—-group
p2p-tech-yes
transactional-data
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business-relevance
application-set

B4 v k7 —7%2 TO Application Visibility and Control D% TE

default
general-browsing

Device# show ip nbar protocol-attribute dns

Protocol Name
encrypted

tunnel

category
sub-category
application-group
p2p-technology
traffic-class
business-relevance
application-set

google-services
encrypted-yes
tunnel-no

other

other

google—-group
p2p-tech-yes
transactional-data
default
general-browsing

Device# show ip nbar protocol-attribute unknown

Protocol Name
encrypted

tunnel

category
sub-category
application-group
p2p-technology
traffic-class
business-relevance
application-set

show a<v > KIzckbd 70— =4

show flow monitor wdavc

unknown
encrypted-no
tunnel-no
other

other

other
p2p-tech-no
bulk-data
default
general-misc

11—

—EREDRT

BEL-AH AVC 7u— F=Z — T AEREFRLET,

Device # show flow monitor wdavc

Flow Monitor wdavc:
Description:
Flow Record:
Flow Exporter:
Cache:
Type:
Status:
Size:
Inactive Timeout:
Active Timeout:

show flow monitor wdavc statistics

User defined
wdavc
wdavc-exp

(inactive)

normal (Platform cache)
not allocated

12000 entries

15 secs

1800 secs

HHAVC 7 r— E=F —DOffaHERE R R LET,

Device# show flow monitor wdavc statistics

Cache type:
Cache size:
Current entries:

Flows added:

Normal
12000
13

(Platform cache)

26
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Flows aged: 13
- Active timeout ( 1800 secs) 1
- Inactive timeout ( 15 secs) 12

clear flow monitor wdavc statistics

BELEZ7u— =% —0OkaHEHw%E 27 V7 LEJ, clear flow monitor wdavc statistics % i
JH L 72#1Z show flow monitor wdavestatistics =~ > R&AH L T, T X TOMEHE RN &~
MENFZ &R LET, LAFIZ, 7u—F=—kaHEWw%az 27 U7 L72#% D show flow
monitor wdavc statistics =~ > ROV 7 hER L £,

Device# show flow monitor wdavc statistics

Cache type: Normal (Platform cache)
Cache size: 12000
Current entries: 0
Flows added: 0
Flows aged: 0

show a7V FIZ&BF v v 1 DRBDRT

show flow monitor wdavc cache for mat table

KA TT7r— %y v a2 ONEERRLET,

Device# show flow monitor wdavc cache format table

Cache type: Normal (Platform cache)
Cache size: 12000
Current entries: 13
Flows added: 26
Flows aged: 13
- Active timeout ( 1800 secs) 1
- Inactive timeout ( 15 secs) 12

CONN IPV4 INITIATOR ADDR CONN IPV4 RESPONDER ADDR CONN RESPONDER PORT
FLOW OBSPOINT ID IP VERSION IP PROT APP NAME
flow dirn .....eiiiieineenn..

64.103.125.147 144.254.71.184
53 4294967305 4 17 port dns
Input L e e e
64.103.121.103 10.1.1.2
67 4294967305 4 17 layer7 dhcp
Input ....contd..... .00
64.103.125.3 64.103.125.97
68 4294967305 4 17 layer7 dhcp
Input L e e
10.0.2.6 157.55.40.149 443
4294967305 4 6 layer7 ms-lync
Input L e e e
64.103.126.28 66.163.36.139 443
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4294967305 4 6
Input contd...........
64.103.125.2 64.103.125.29
68 4294967305 4 17
Input e i e i
64.103.125.97 64.103.101.181
67 4294967305 4 17
Input e e e i
192.168.100.6 10.10.20.1
4294967305 4 17
Input contd...........
64.103.125.3 64.103.125.29
68 4294967305 4 17
Input i e i e e e
10.80.101.18 10.80.101.6
4294967305 4 6
Input e e e e e
10.1.11.4 66.102.11.99
80 4294967305 4
Input contd...........
64.103.125.2 64.103.125.97
68 4294967305 4 17
Input e i i e
64.103.125.29 64.103.101.181
67 4294967305 4 17

Input

show flow monitor wdavc cache format record

layer7 cisco-jabber-im

layer7 dhcp

layer7 dhcp

5060

layer7 cisco-jabber-control

layer7 dhcp

5060

layer7 cisco-collab-control

layer7 google-services

layer7 dhcp

layer7 dhcp

Z7u— lLa— RLEEOERTT7Te— v v 2 ONEEERLET,

Device# show flow monitor wdavc cache format record

Cache type:
Cache size:
Current entries:

Flows added:

Flows aged:
- Active timeout (
- Inactive timeout (

1800 secs)
15 secs)

CONNECTION IPV4 INITIATOR ADDRESS:
CONNECTION IPV4 RESPONDER ADDRESS:
CONNECTION RESPONDER PORT:

Normal
12000
13

(Platform cache)

26
13

1
12

64.103.125.147
144.254.71.184
53

FLOW OBSPOINT ID:

IP VERSION:

IP PROTOCOL:
APPLICATION NAME:
flow direction:
timestamp abs first:
timestamp abs last:
connection initiator:
connection count new:

4294967305

4

17

port dns
Input
08:55:46.917
08:55:46.917
Initiator

2
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connection
connection
connection
connection

CONNECTION
CONNECTION
CONNECTION

| &#+v k7—% TO Application Visibility and Control ® %

server
client
server
client

packets
packets
network
network

IPV4 INITIATOR
IPV4 RESPONDER

RESPONDER PORT:

FLOW OBSPOINT ID:

IP VERSION:

IP PROTOCOL:
APPLICATION NAME:
flow direction:
timestamp abs first:
timestamp abs last:

connection
connection
connection
connection
connection
connection

CONNECTION
CONNECTION
CONNECTION

initiator:
count new:
server packets
client packets
server network
client network

IPV4 INITIATOR
IPV4 RESPONDER

RESPONDER PORT:

FLOW OBSPOINT ID:

IP VERSION:

IP PROTOCOL:
APPLICATION NAME:
flow direction:
timestamp abs first:
timestamp abs last:

connection
connection
connection
connection
connection
connection

CONNECTION
CONNECTION
CONNECTION

initiator:
count new:
server packets
client packets
server network
client network

IPV4 INITIATOR
IPV4 RESPONDER

RESPONDER PORT:

FLOW OBSPOINT ID:

IP VERSION:

IP PROTOCOL:
APPLICATION NAME:
flow direction:
timestamp abs first:
timestamp abs last:

connection
connection

initiator:
count new:

Hig+ v k7—2% T Application Visibility and Control ) 5% E .

counter:
counter:

bytes counter:
bytes counter:

ADDRESS:
ADDRESS:

counter:
counter:

bytes counter:
bytes counter:

ADDRESS:
ADDRESS:

counter:
counter:

bytes counter:
bytes counter:

ADDRESS:
ADDRESS:

{51l : Application Visibility and Control (%5 .

1
1
190
106

64.103.121.103
10.1.1.2

67
4294967305

4

17

layer7 dhcp
Input
08:55:47.917
08:55:47.917
Initiator

1

0

1

0

350

64.103.125.3
64.103.125.97
68
4294967305

4

17

layer7 dhcp
Input
08:55:47.917
08:55:53.917
Initiator

1

0

4

0

1412

10.0.2.6
157.55.40.149
443
4294967305

4

6

layer7 ms-lync
Input
08:55:46.917
08:55:46.917
Initiator

2
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connection server packets counter: 10

connection client packets counter: 14

connection server network bytes counter: 6490
connection client network bytes counter: 1639
CONNECTION IPV4 INITIATOR ADDRESS: 64.103.126.28
CONNECTION IPV4 RESPONDER ADDRESS: 66.163.36.139
CONNECTION RESPONDER PORT: 443

FLOW OBSPOINT ID: 4294967305

IP VERSION: 4

IP PROTOCOL: 6

APPLICATION NAME: layer7 cisco-jabber-im
flow direction: Input
timestamp abs first: 08:55:46.917
timestamp abs last: 08:55:46.917
connection initiator: Initiator
connection count new: 2

connection server packets counter: 12

connection client packets counter: 10

connection server network bytes counter: 5871
connection client network bytes counter: 2088
CONNECTION IPV4 INITIATOR ADDRESS: 64.103.125.2
CONNECTION IPV4 RESPONDER ADDRESS: 64.103.125.29
CONNECTION RESPONDER PORT: 68

FLOW OBSPOINT ID: 4294967305

IP VERSION: 4

IP PROTOCOL: 17
APPLICATION NAME: layer7 dhcp
flow direction: Input
timestamp abs first: 08:55:47.917
timestamp abs last: 08:55:47.917
connection initiator: Initiator
connection count new: 1

connection server packets counter: 0

connection client packets counter: 2

connection server network bytes counter: 0

connection client network bytes counter: 712
CONNECTION IPV4 INITIATOR ADDRESS: 64.103.125.97
CONNECTION IPV4 RESPONDER ADDRESS: 64.103.101.181
CONNECTION RESPONDER PORT: 67

FLOW OBSPOINT ID: 4294967305

IP VERSION: 4

IP PROTOCOL: 17
APPLICATION NAME: layer7 dhcp
flow direction: Input
timestamp abs first: 08:55:47.917
timestamp abs last: 08:55:47.917
connection initiator: Initiator
connection count new: 1
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connection server packets counter: 0

connection client packets counter: 1

connection server network bytes counter: 0

connection client network bytes counter: 350
CONNECTION IPV4 INITIATOR ADDRESS: 192.168.100.6
CONNECTION IPV4 RESPONDER ADDRESS: 10.10.20.1
CONNECTION RESPONDER PORT: 5060

FLOW OBSPOINT ID: 4294967305

IP VERSION: 4

IP PROTOCOL: 17

APPLICATION NAME:
flow direction:
timestamp abs first:
timestamp abs last:

layer7 cisco-jabber-control

Input
08:55:46.917
08:55:46.917

connection initiator: Initiator
connection count new: 1

connection server packets counter: 0

connection client packets counter: 2

connection server network bytes counter: 0

connection client network bytes counter: 2046
CONNECTION IPV4 INITIATOR ADDRESS: 64.103.125.3
CONNECTION IPV4 RESPONDER ADDRESS: 64.103.125.29
CONNECTION RESPONDER PORT: 68

FLOW OBSPOINT ID: 4294967305
IP VERSION: 4

IP PROTOCOL: 17
APPLICATION NAME: layer7 dhcp
flow direction: Input

timestamp abs first:
timestamp abs last:

08:55:47.917
08:55:47.917

connection initiator: Initiator
connection count new: 1
connection server packets counter: 0
connection client packets counter: 2
connection server network bytes counter: 0
connection client network bytes counter: 712
CONNECTION IPV4 INITIATOR ADDRESS: 10.80.101.18
CONNECTION IPV4 RESPONDER ADDRESS: 10.80.101.6
CONNECTION RESPONDER PORT: 5060

FLOW OBSPOINT ID: 4294967305
IP VERSION: 4

IP PROTOCOL: 6

APPLICATION NAME:
flow direction:
timestamp abs first:
timestamp abs last: 08:55:47.917
connection initiator: Initiator
connection count new: 2

layer7 cisco-collab-control
Input
08:55:46.917
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connection server packets counter: 23
connection client packets counter: 27
connection server network bytes counter: 12752
connection client network bytes counter: 8773
CONNECTION IPV4 INITIATOR ADDRESS: 10.1.11.4
CONNECTION IPV4 RESPONDER ADDRESS: 66.102.11.99
CONNECTION RESPONDER PORT: 80

FLOW OBSPOINT ID: 4294967305
IP VERSION: 4

IP PROTOCOL: 6
APPLICATION NAME: layer7 google-services
flow direction: Input
timestamp abs first: 08:55:46.917
timestamp abs last: 08:55:46.917
connection initiator: Initiator
connection count new: 2

connection server packets counter: 3

connection client packets counter: 5

connection server network bytes counter: 1733
connection client network bytes counter: 663
CONNECTION IPV4 INITIATOR ADDRESS: 64.103.125.2
CONNECTION IPV4 RESPONDER ADDRESS: 64.103.125.97
CONNECTION RESPONDER PORT: 68

FLOW OBSPOINT ID: 4294967305
IP VERSION: 4

IP PROTOCOL: 17
APPLICATION NAME: layer7 dhcp
flow direction: Input
timestamp abs first: 08:55:47.917
timestamp abs last: 08:55:53.917
connection initiator: Initiator
connection count new: 1

connection server packets counter: 0

connection client packets counter: 4

connection server network bytes counter: 0

connection client network bytes counter: 1412
CONNECTION IPV4 INITIATOR ADDRESS: 64.103.125.29
CONNECTION IPV4 RESPONDER ADDRESS: 64.103.101.181
CONNECTION RESPONDER PORT: 67

FLOW OBSPOINT ID: 4294967305
IP VERSION: 4

IP PROTOCOL: 17
APPLICATION NAME: layer7 dhcp
flow direction: Input
timestamp abs first: 08:55:47.917
timestamp abs last: 08:55:47.917
connection initiator: Initiator
connection count new: 1
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connection server packets counter: 0
connection client packets counter: 1
connection server network bytes counter: 0
connection client network bytes counter: 350
show flow monitor wdavc cache format csv
CSVEAT7r—F ¥ v a2 ONEERRILET,
Device# show flow monitor wdavc cache format csv
Cache type: Normal (Platform cache)
Cache size: 12000
Current entries: 13
Flows added: 26
Flows aged: 13
- Active timeout ( 1800 secs) 1
- Inactive timeout ( 15 secs) 12

CONN IPV4 INITIATOR ADDR,CONN IPV4 RESPONDER ADDR, CONN RESPONDER
PORT, FLOW OBSPOINT ID,IP VERSION, IP

PROT, APP NAME, flow dirn, time abs first,time abs last,conn initiator, conn
count new,conn server packets

cnt,conn client packets cnt,conn server network bytes cnt,conn client

network bytes cnt
64.103.125.147,144.254.71.184,53,4294967305,4,17,port

dns, Input, 08:55:46.917,08:55:46.917,Initiator,2,1,1,190,106
64.103.121.103,10.1.1.2,67,4294967305,4,17,1layer7

dhcp, Input, 08:55:47.917,08:55:47.917,Initiator,1,0,1,0,350
64.103.125.3,64.103.125.97,68,4294967305,4,17,layer7

dhcp, Input, 08:55:47.917,08:55:53.917,Initiator,1,0,4,0,1412
10.0.2.6,157.55.40.149,443,4294967305,4, 6, layer7 ms-

lync, Input,08:55:46.917,08:55:46.917,Initiator,2,10,14,6490,1639
64.103.126.28,66.163.36.139,443,4294967305,4,6,layer7 cisco-jabber-
im, Input,08:55:46.917,08:55:46.917,Initiator,2,12,10,5871,2088
64.103.125.2,64.103.125.29,68,4294967305,4,17,1layer7

dhcp, Input, 08:55:47.917,08:55:47.917,Initiator,1,0,2,0,712
64.103.125.97,64.103.101.181,67,4294967305,4,17,layer7

dhcp, Input, 08:55:47.917,08:55:47.917,Initiator,1,0,1,0,350
192.168.100.6,10.10.20.1,5060,4294967305,4,17,layer7 cisco-jabber-

control, Input,08:55:46.917,08:55:46.917,Initiator,1,0,2,0,2046
64.103.125.3,64.103.125.29,68,4294967305,4,17, layer7

dhcp, Input, 08:55:47.917,08:55:47.917,Initiator,1,0,2,0,712
10.80.101.18,10.80.101.6,5060,4294967305,4,6,layer7 cisco-collab-

control, Input,08:55:46.917,08:55:47.917,Initiator,2,23,27,12752,8773
10.1.11.4,66.102.11.99,80,4294967305,4,6,layer7 google-

services, Input,08:55:46.917,08:55:46.917,Initiator,2,3,5,1733,663
64.103.125.2,64.103.125.97,68,4294967305,4,17, layer7

dhcp, Input, 08:55:47.917,08:55:53.917,Initiator,1,0,4,0,1412
64.103.125.29,64.103.101.181,67,4294967305,4,17,layer7

dhcp, Input, 08:55:47.917,08:55:47.917,Initiator,1,0,1,0,350
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B zxvnrso0va—7405  mmEems

ERXMGE LS TN a—T07 BEREEE

PUFIZ, A# Application Visibility and Control @ k7 7 /v o —7 ¢ 2 7 (2B 2 FARW) 725 [
LEZEERLUET,

1

BRE :IPv6 F T 7 4 v 7 BBSNTOERE A,

E% : BUEXIPVE N7 7 4 v 7 OBRPIR— SN TOET,

Bl vV FXv AN T 74 v BROGEINTOERA,

B : BT =%% AN N7 7 4 v 7 DHERPR— RSN TVET,
B ping ZXE L2 L ZIC, HBIN TV LN ZHERTEEEA,
@% : TCP/UDP 7' 1 h 2L DA BRI HR— kSR THET,

B/ : SVIIZ NBAR % #fi T& 72V DI 72T D,

[E% : NBAR (IS L ¥ —T =4 ATOHRPR—FENTHET,

BRI EEAEDRT T 4 TN CAPWAP b7 7 4 w7125 TNSDTTR,
T D,

BZE: UAYLAT 7R F— MRS TWRNWT Z7EX R— N TNBAR BEZ)
IR TWNWAHZ L EZMR L TLIZEWN, APDOERETLHTXTO T 7 1 v 7 L capwap
LLTHEENET, ZoHE. EBEOSEIT AP £721X WLC TIThbivET,

B : 7o baBHT, b7 40 v 2 BRAITLOHEETEEEA, EHITZ, <0
RKHDNT 7 4w I BRHY ET,

BZ : ZAUT@EE. NBARDBIERNM N T 7 4 v 7 2R L TWNDZ &R LET, A4l
DRT T4 TIFTI DDA v TF AU NRN—=ZHEIN, b O —FHITHD A R — 25058
SNFET, NI T4 v OWBINHERSINDT 7 A KR— MIOHRNBAR Z##Hi 45 =
EERHLELET, BEOT TV I NBELEAIE. ZOMBEOT-HFNSHITNBAR &
BT A2 LIETEERA, A= F ¥ RN THDHA L H—7 A AZNBAR &
BRELTEGAIC O FRORENREAE L ET,

B : o ha i, TR TCOT7 I = a ryOENE a—NEREINET, B
RIRGEIZED T 7 4 v 7 i R T DI E D LI 60N T,

B : WebUIl 2/ LT, @5 48 ORI R N T 7 4 vV 2RI TEET,

B[ : match protocol protocol-name =~ > RZHEH L THF o2 —X—ADA —7 L AR
VA RETEEEA,

[%Z : NBAR2 X—ADHH TN EHEENDHARY v — Tl shape 5 L ¥ set DSCP D A A3
PAR—=FSHTWET, ki HiEE LTE, AJJTDSCP #5¢&E L, DSCP IS
WTHATY 2= 72T LET,

B A Z—T A AL TWDHNBAR2IIH D AN, NBARZ BWEZIZT
7T 4 TN TWET,
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10.

Application Visibility and Control IZB83" 2B /N{ER .

[E1% : match protocol protocol-name # % te 2 7 A~ v 7 3é5H L NBAR A X v 7 T
Ta—rNZT 7T 4 720 T8, M7 7 4w ZIEINBAR VORI GICIT A2 0 £
o ZHUITHISNIZENETHD, VY —XZHELEEA,

BE: 7740 0QOSFa2—DFICrTF 74 w7 R3dYET, £5LTTTN,

BZE : HLVWE70—TlE, 7o—208BL =R =TI REEA VA h—LT 5
72N DDy "aMEbIET, Zofic, 8T IR 2Ry, N7 4w
JIF 7 b Fa—IZ A ET,

Application Visibility and Control 283~ % 1B IN1ER

BE&E

BAEIRH I=aTF7ILEA ML
COBETHEAT S a~v s ROZBERFESCE L UOYHE Co_mmand Reference (Catalyst 9300 Series
F G LD, Switches)

iRy kT —2 T Application Visibility and Control @

HAEERE

ROFIZ, ZOFEY2—/LTHMHTLEEDY U —2ABIUOMERFHRZ R LET,
IO OMEEE, FICHR SN TORWIRY | HASAY U —2LUEOT~THY Y —ZT

fEHCEET,

)1)—2 HRe HRETRER

Cisco IOS XE Everest HA Y NU—27 T |AVCIE, 77V r—a r~OisI1e7
16.5.1a @ Application TV r—vara~DA T ) Ve AT

Visibility and Control | FoS\\\C . B2 %7 v B L OBEEMN D
TIUFBIRF Y XAV Y 2a—va v
ERBIEDLZOOVATORY HADE
HIRER T T,

Cisco IOS XE Fuji 16.8.1a | H#7 7V r— 3 [HEDOZa h 2L TlE7 < . Network-Based

> DFRE L3 | Application Recognition (NBAR) @2 HE-
Fr—L (B WT QoS 7 ZAERY V—2EHRTED K
AVC) JEME~N—2A I FLTZH, WSO DHIRDB S Y

QoS (EasyQoS) F9, AR — F I 5 NBAR B,
business-relevance 33 & O traffic-class D& T
j‘o

Hig+ v k7 —% TO Application Visibility and Control D% [}



B4 v k7 —7%2 TO Application Visibility and Control D% TE I
. Hig+ v k7 —% TO Application Visibility and Control (D EEFE FE

-2 L 1315 HEETER

Cisco 10S XE Gibraltar DNS 7i—L =— R |DNS 72— L ot— ROOHRE— R E A Sh
16.12.1 £L7. DNS 7o—La—RiE, 7o—1
a— REEERT DHZDD collect 7 4 —/V F
L LTDNS RAA v AZHBALET,

Cisco I0S XE Amsterdam | 7 7 /r—< 3 >0 |[[ LK~ hCTOT 7 &r—i 3 v OFRE
17.3.1 AR LAy b | KOay hr—A L T T 1 v 24y
B L EREEAL R T (ATOMEERMEO S R — R SEASHE L
T A7 T OMA | Tz,

JEE Fi

Cisco Feature Navigator i 425 &, 7T v F 74 —ABILRY T b =T A A=V DHFR—
MEH % 158 TX £ 9, Cisco Feature Navigator |Z{3, http://www.cisco.com/go/ctn [FZ3E] 226 T
7EALET,
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