X7 aE—

ZORF2 AT, BEFaT7 a3t — (SCP) — "—lIBEEIIC S A a7 AR ET
HFIMEC SN THB L ET,

cEF 2T T E—ORHESME (1 2—Y)

» Secure Copy (2B 2 1F#H (1 2—)

cEF 2T AaU—ORELE Q)

e FaT AE—OREFE (52—)

s ¥ a7 I E—ICBT HBIMER (6 3—2)

e X a7 T E—OHERR (69—)

X217 JE—DRHREH

e TNRAALETEX2T =/ (SSH) | FFE. BX O 2RELET,

*SCPILSSH #fiH L CTX o 7 RIREEZFITT D720, 7T /34 AZIXRSA F—D_T N
‘/[Z‘gwc‘j_o

Secure Copy IZB83 %15k

Secure Copy Protocol (SCP) H&HEIL. AA v T ORERCA A—Y 77 A NDabt’—|ltxaT
RRBRE SR AR L 97, SCPIZidEX =7 v =/b (SSH) MMETT (Berkeley @ r-tool |2
Ro2eF2 VT4 OENT 7V r—varBl07n FbaLTty)

SCP 1X—3#? Berkeley @ r Y —/L (Berkeley KFMEHD Xy NU—F 7 77V r—a
Ty ) ITESWTEEFSN TS 2D, ZDOEIEN%IE Remote Copy Protocol (RCP) & %8
PILCWET, 72720, SCPIZSSH O F =2 V7 41T L TV D RIERE £3, M T,
SCPTlE, = —HF—NIELVMERL NV ZRS>TNWDHZ L 2T NS A ETHITE 5 X912,
RRE, FFR, BLOT AU T 47 (AAA) ZRETHLERH Y 7,

SCP {92 &, copy =~ RaMH LT CiscolOS 7 7 A /L A7 I (Cisco IFS) WNOAE
BOTZ77ANDa—%T A ZALDOMTETTELDIE, FFHEL AR 15 D—HF—D R

tXa7ar—
I



. X217 aF—DREHE

2720 £,

B

\}

t¥a7ae— |

TR SNTEEFILIT — I AT —va b ZOBEZFITTHZI L TEE

GE)

« SSH Z#HERE S 5121, RSA AT — & MEX— DT 2T /314 A T3

V)ij‘o

epscp.exe 77 A NEHHALTWDEAIL, SCPA T a v 2HNLET,
RET HLEND

1ZjF:L77::|t: MNDi EE755£

tHX17IE—DETE

AT INA A

FIE

\Z SCP H— "— I EEDR E % T 5

23, ROFNEZFEITLET,

ARV RFEEETIVa Y

=)

ATy T

enable
1

Device> enable

¥iME EXEC T— F&E AL £,

T T SRFRENIZENAT — R
AN LET,

ATy T2

configureterminal

1

Device# configure terminal

Ja—n)ary7 4 Xalb—g v
E—RFZBRBLET,

ATvT3

aaa new-model

1

Device (config) # aaa new-model

0 J A UEFD AAATRGEERRE L E T,

ATV

aaa authentication login {default |
list-name} methodl [ method2... ]

1 -

Device (config)# aaa authentication
login default group tacacs+

AAAT 7R ha—)L VAT L%k
A =T LET,

ATvTh

II tXa7aE—

username name [privilege level] password
encryption-type encrypted-password

1

:L_AiFéS%Ef{“”;Z<E L/fquuﬂ£¢/;<7‘lA%f
MELET,



I X217 aE—

SSH 4 —/\T® Secure Copy Protocol M #—J )Lt .

AU RFERETOVa Y

B8

Device (config) # username superuser
privilege 2 password 0 superpassword

G¥) TACACS+ <° RADIUS 7¢ &
DIy hT—7 _— 2D
AEA N = RLNRESNT
WAHEAIE, ZOFIEESE
g CcxE9,

ATvT6

ip scp server enable

1 -

Device (config)# ip scp server enable

SCP H— ~MlRkREZ AN L £,

ATy T17

exit
1

Device (config) # exit

Ju—s v ar74Xal—vay
E— FZKT L, FiHE EXEC £— NI
R £,

ATvT8

debugip scp
{5

Device# debug ip scp

(f£E) SCP HIEME A MR- L £97,

SSH H—/\T® Secure Copy Protocol D1 r— T )L 1k

WDH AT T, SCPOYV—N—ASREDRETEEZ TR LET, ZOXRATE, T/ ATY
F—bFDU—T AT =2 a7 7 A NERZRIIA—TE 5 RNRREELRLTWNE

B

FIE

ARV RFERRTI Y

S

ATy T

enable
51

Device> enable

¥iME EXEC T— F&EAIC L £,

T T INREITRSNTCHNAT — R
AN LET,

ATvT2

configure terminal

1

Device# configure terminal

Ja—nR) a7 4 F¥al— g
E— FEBRBLET,

t¥Xa7atE— II



X217 3E— I
. SSH H—/\T® Secure Copy Protocol MDA —JJL{t

AU RELET S YAy a4
R7v73  |aaanen-modd WAL, FEA, TATLT AT
- (AAA) 772 arytm—L &5

WA =T LFET,

Device (config) # aaa new-model

RXFw 74 |aaaauthentication login default local | w74 L HEOWIFIC 2 —H LD —

151 - P T —E_R—=A =T D LI
AAA FBGFERE L9,

Device (config) # aaa authentication
login default local

R w75 |aaaauthorization exec default local 2—H T I AERHETH T A—H
- Xy NT—2ZIZRELET, Tz
F4T7 L, =—HID TEXEC ¥ =/L®
Device (config) # aaa authorization exec EITEFTE2NEINEERELE
default local T, TO%. VAT LTHAZR—
NT =B R—=2A%EHTH0LEND D
TEEEELET,

XFw 76 |usernamenameprivilege privilege-level | o —F4 R— 2 DFRIET AT LA TR

password password L. 2—%4, HERL~L, 3 KO

1 Wb SAT — REEE L ET,

GE) privilege-level 514 o /Ml
(315 T, HERL~IL3
ISR DS G B> Yl

Device (config) # username samplename
privilege 15 password passwordl

SNET,
5w 77 |ipsshtimeout seconds FALABSSHY T4 7 b OIS A
Bl FEORRIRINGE . BPHACRIEL %
j—O
Device (config)# ip ssh time-out 120
AT 78 |ipsshauthentication-retries % A BE—T A AD Yty M, Hi

Bl ERATY B R BOE LT

Device (config)# ip ssh
authentication-retries 3

RATwv 79 |ipscpserver enable TNAAT, VE—K U= 2T —
Bl - VarNbRERIT 7 A NE AL =T
XHEOICLET,

Device (config) # ip scp server enable

II tXa7aE—



| t%a72€E-
%27 at—oiEsE |

ARV KRFEEETIa Y B
AFw 710 |ip sshbulk-mode (f£&) SSH —#i75 —#fnikE— K%
R A R—=T ML T, SCPDANL—T"y
T p—< 2% LET,
Device (config) # ip ssh bulk-mode
ATy 1 |exit Ja—r ) ar7 4 F¥al—ay
Bl - T— FE#&T L. R EXEC £— RIC
B0 ET,

Device (config) # exit

{

AT w712 |debugip scp (1) SCP ZRALO[EE B 25 2l

i - T aRit L £,

Device# debug ip scp

X7 aE—DEREFE

15'] : A— jj)l/nn..\nIE€1§Fﬁ Li=*+a27 3 E)_@EQEE

WDFNL, SCP DV — N—HMEREDFR T HIEEZ /R L TWET, ZOHITIE, B—H/LIEES
N —HFL L2 — REFHLET,

! AAA authentication and authorization must be configured properly in order for SCP to
work.

Device> enable

Device# configure terminal

Device (config) # aaa new-model

Device (config)# aaa authentication login default local
Device (config) # aaa authorization exec default local
Device (config) # username userl privilege 15 password 0 lab
! SSH must be configured and functioning properly.

Device (config) # ip scp server enable

Device (config) # end

Bl ry FD—O N—RFBEEZEERM L 1= SCP Y —/\AIDERTE

WOBNE, %y FU—7 RXR—=ZADFHFEA I = R L ZH ] L7z SCP DY — MARERE D% i )71k
ZRLTWET,

! AAA authentication and authorization must be configured properly for SCP to work.
Device> enable

Device# configure terminal

Device (config) # aaa new-model

Device (config) # aaa authentication login default group tacacs+

Device (config) # aaa authorization exec default group tacacs+

tXa7ar—
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! SSH must be configured and functioning properly.

Device (config
Device (config
Device (config
Device (config

# ip ssh time-out 120

# ip scp server enable
# end

E—ICRE9 5EMIEHR

EEEH

# ip ssh authentication-retries 3

ESPEREYS

I=—aT7ILAR2A LI

EXaT v RN—=Ta 1 E 20 KR— b

X7 D

e
it

DRADTIZANLHYR—F

B

s

FDOURLIZT Z7E®ALT, YAaDT /=%
NV R— R ERRBIZIEHLTLIZSN, 2
NoDY =L, V7 "o =ThEA A R—
JIWLTHEELILY, YAapfELT 7 /o
BT A EIRERE E R L2 35 7
WITHHA LT ZEY, ZDOWeb¥ A b LD
V=W ZT 7 AT B ERIL. Cisco.com D1 7
AV IDBLUSAY — RRPRNLETCT,

http://www.cisco.com/cisco/web/support/index.html

X217 aE—D#EETER

ROFIZ, ZOEY 22— /L THHTLHED Y J —2B L UOMEEERZ =~ L £,

TN O OEREIL, FRICHEE SN TWRWIRY |
EHTE £,

MASINTZY Y —RALBEOTXTOY Y —AT

Jy—= Hae FEEETR IR
Cisco I0S XE Everest X aT ar— Secure Copy ¥$REIZ. T34 ZAREET-1TT
16.5.1a

NAZAA A=V T 7 A NEabt—F 5720
DR TR SN a2t LEJ, SCP
X, SSH, 77V r—var, BID
Berkeleyr > — /L D& & o 7 72 VR FE & 42
g5 7o ha gk ELET,

WD a~ s RPEAFIIELEINE LT,
debugip scp ¥ £ OV ip scp server enanle
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I X277 3E—
#2127 at—omiEs ]

Cisco Feature Navigator #ff 35 &, 77 v b 74— BLOY 7 b =T A A=V DY R—
MEHRZHRFE TEZ £, Cisco Feature Navigator (213, http://www.cisco.com/go/ctn [JE5E] 76 7
7 ALET,
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