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Power over Ethernet (PoE) +— k

PoweroverEthernet (PoE) A A v F R— FTliL, HKICEIPEEIN TR WNWI L2 2 A v
TR LT E. B L CWAIROT A RZENNHEIICHE S E T,
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« IEEE 802.3af #filD 52 L E
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PEEDIEINER N T TINY 2—T 4 7 ¥F U A2\ T, Powerover Ethernet (PoE) (2
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ANNLET, TAAZATHBREELZHRE L., errdisable 27— Db EIETLHZ L TEET,

T34 ADE | errdisable recovery cause loopback 5 & O errdisable recovery interval seconds
Ja—N)Lar7 4 Xal—valy avy NE, BELZHMEARE L6 & BEINICA »
X —7 x A A% errdisable A7 — F N HEIRSEET,

EY>y 7yTIckbR— FEE

ping

VA AZET NA AR — MIHEE L, powerinlinenever f VX —T A A AT 4 F a2 L —
varvavwry REFEHLTHR—- MERELZSGAIE, REV I T v 7 NEAEL, A—F2
errdisable A7 — MI72 5 Z LR H Y F9, R— h % errdisable A7 — F S EIET HI120F
shutdown 8 L P noshutdown f > #F—7 = A a7 4 X2 lb—v gy avwr FEANLE
7

power inlinenever =~ > RCEE LT — MIVAIZET NA A L7V T a0,

TNA AXIP O ping AR —FLTEY, ZNEHEHLTY E— FKRA MOEEHEZT A b
T&EET, pingld7 FLRIZZma—FR ATy FEFEL, IEEZFHDLET, pinglTROWT
NIPDIGE 2R L ET,

o EHRINE  EWRINE (hostname WIEET D) 1. *y bY—27 b T 7 4 v 7Ilb &
DEFTB, 1~ 10N THAELET,

BEEDINETR L ARA RBISE LARWRS . noanswer XA v —IUNIRENET,
« REHZ2AR A B AR A RMEE L2V EE . unknownhost X v E— I RNIRENF T,

CSERIEARRE T AN N = RV oA BEEINTE Ry T = IZBETERWGE,
destination-unreachable X v E— 2N I VE T,

e Xy NT—Z F-I1FRA FADEFERRE : V— N T—FNVICHRA NEFIZRY NT—2 D
= U NRWEES . network or host unreachable X & — 28R ENE T,

ping DEMEZ BES 5121, ping DFAT (23 X—) OHEAZRL T Z3W,
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LVAY2 R =2 — MERIZE D . 7y REIBT DMMETLT A AN DIESET A A&
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. LA 20 traceroute DHA K54 >

PAHR—=F L TCWRWNT NS RERIMLTZEE, TN A F VA Y2 FL—RX7 ) 2385 Lt
J. XA LT 7 MZLET,

T AL BEILT A RIPBSSET NA ANDRNADBEHHTEET, N7y M @R
T5H. FMETLRA RPLIEEILT A AL T, £1I50ET A ANDIEEHRA FETO/AR
AT E EH A,

LA 20 traceroute D HA K54 >

« v NI =7 NOFTXTDT /34 AT, CiscoDiscovery Protocol (CDP) %A F—7 /L|Z7
DRENHY T, LA ¥ 2traceroute VYN EMET H720H1Z, CDP 2RI L7V T
TEEW,

W R ZANDT /34 A3 CDP 2% L CTHBMREE. A v FIXINODT A A&
WTHNRAEFAITEER A,

« PINGFFHEEXEC 2~ > &M LTt A T A b TE UL, ZDOF 31 ZFHIDOT A A
DOLEFERETH DL EERTEET, WH SZANOTRTOT A AL, HOT A 20
SAREIZEIERRE TR T UL T8 A,

« PNAN TR ATEE AR AR AS » T HUT 10 T,

s EETLT NANA A LFET AN ADBOWEL R ANIZ /2N T S A AT, traceroute mac ¥ 7=
I¥ traceroute mac ip OFfHE EXEC =2~ > REFEITTEET, NANDOTXTOT /A R
X, ZORA v FHEERBETRITIVUIZRD £5 A,

cFEESNTEE LB I O%EET FLANE L VLAN ICH 5854, traceroutemac =< > R

HOE LAY 2 XA FRLET, BELEEEILBLUSE MAC T RLAR, 2h®
2D VLANIZE L TV DA, LA Y2 3 dG@Blsnd, =79 — X vte—Un
FoRINFET,

e WILF XY A MDEETLELIISEE MAC T RLAZIRET S &, SR EFIENnT, =
T— A ob—UNERINET,

e EETLEITSEIEMACT R U AR O VLANIZET 554813, HETE L U%i%E MAC
7T RVADOWENRRE L TWAVLANEZIEETHALERH Y £, VLANZIRE LRV &,
NRAFENENT, =T — A vb—UNRRRINFET,

CHRESNEEE LB IUSEDIP 7 RLUARFE—OY 7% v MNIZH D4 . traceroute
macip 2~ RHAT LA Y2 2% FR LET, IPT RLVAEBELELRE, T/3 A
I% Address Resolution Protocol (ARP) ZfEf L, IP 7 KL A & ZHIZxficd 5 MAC 7 R
L AB LN VLAN ID Z %t SHFE T,

HEEDIPT RLAD ARP D> b U NFELTWAEE, 7351 R ZE#EAMT 5
7-MACT RLUAZMER L, W ASZZ#5 L £,

*sARP D> MU DBMFIELRWEGA, T34 ALARP 7 = U ZXFL, IPT RL A%
R L&D ERAFET, IP T RUARBER I NG EIE, SR End, =
T— Ao —UNRERINET,
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cFEEDT NA AMANT S LTI OOR— MR SN TV DS (& 213850 CDP
FAN—RHR— F TR ESNZHE) . LA Y 2traceroute BEREIT VAR — F SN ER A, #
D CDP XA N—=3 1 DOR— FTHRHINTZHE, LA V2R TRESNT, =7 —
Ave—UNFREINET,

« ZOMREIZ, =22 U7 VLAN TiI¥AR— S EHA,

LA4Y2 hb—RA)— ML, 2—H F—4%7F L7 bz (UDP) &R— k2228 TU A
=27y bERREET, ZOR— NI AEEDOIPVE T RLAZEHALTY £— Fh
LT 7 BATE, RAHIVNEDH Y FHA, ZOUDP Y7 v MLV, VLANIHER, VU
7. FEEDOMACT KL ADIFE, BLUCDP A N—1FHE T A AL EtARD 2 &
MTEET, ZOEREERTLIZLICLY, BRENICLASY2xy hT—7 AR YO
PRGEEETEET,

LAY2 R L—RA—NIT 74V FTHIIR->TEBY, Fe—rbar7 4Xal—
3y E—RTnol2traceroute =~ > REZFETTHZ LIZL o THIHIZTEES, LA
Y2 RL—RAN—FEBEADHICTLITE, Fe— a7 Falb—var E—F
Tl2traceroute =< R&MH L £9,

P rL—XRIL—F

IP traceroute Z#fEfH 3 2 &, X FU—27 ET/X 7y FARBIRT BN A %Ry INA KRy 7T
AT EET, Zoavr FEFEITTLE. NI T4 v 7RI EET S ETISERT D
N—=BIpEDTRTORY hT—TE (LA T 3) T ARERINET,

T A AL, traceroute FifE EXEC i~ > ROE[FmE /i35t s LTHRETE 4, /-,
traceroute 2~ RO TH Y 7L LTERINDIGERH D £9, T34 A % traceroute D
sde & T D L. AA T, traceroute D) THRAE D5 & L TFRSNET, FT /A A
2 T VLAN WCR— NE D7 DT U w2 7121 %247 9 $34 . traceroute D H A2 H
MAAL v FIEFRENERA, 2720, FRIT AL ABEFED /Ny Ne—T 4 7T 5~
IWF LA XTNA ADEFE., T DT 34 AT traceroute DH FIZE Y & L TERRINFET,

traceroute 4 EXEC =2~ o RiZ, IP ~» ¥ — DO Ffi Alaelef (TTL) 74—/ REHEH L
T, V= EABEIOY—A_"TEHEEDI F— A v —U0NERREND X 512 LE T, traceroute D
FATE, 2=V FT—F 7T A Fa ka (UDP) T—H% 77 L%, TTL 74—V KPS 1T
ESNTWDSERA MAEETLZLENDMHEY £, V—F TTTLIEA 1 £72130 TH
HZlrBHTDHE, T—E TRy L, A =3y MilIA vE—Y 70 Fa

(ICMP) time-to-live-exceeded A » & — % 6{5 JLIZ {5 L £ 7, traceroute {X, ICMP
time-to-live-exceeded A v E— DEETT FLA 74— )L REFART, YDAy 7OT R
VAL £,

X7 AR Ry FEHBT 72912, traceroute 1L TTL {5232 O UDP /347 v F&EXELET, |1
TDONL—HX, TTLZ 4 — /L ROMENSH 1 ZZ LG WTIRONLVL—FIZT—X T 7 L% EEFL
£9, 2F/DONL—Z|L, TTLEN 1 THDHZ L 2WHRTIE, ZOT—F 7T LEREEL,
time-to-live-exceeded A v B — U FEEL~KLFET, ZDOX DI, T—X T T ANSEHEKRA B
WCEIET HFE T (7203 TTL ORKMEICET 5 £ T) TTL OISy S, LAFERET S
7,
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. Time Domain Reflector i1 K51 >

T =R T T NN RIE LT2Z & 2B T 572D, traceroute X, T —# 77 A D UDP %d
SeR— FEEZ ., 5 A A ROMEHT A ATREMED 2 VKR E REICRE L E T, AA R, o—
ANTHERAINBRWSEER— NEFEFRF OB TOT —Z2 77 0%2%ET5&, H#ET
IZICMP AR — FEEARE= 7 — 2 X EFELET, A— MIERRET T —ZRTITOT T —|X
TRy 7B REEND 2O, A— FIERETT —2ZETHENIZEEF, ZOA Y
USRI OEREINT I EEERLET,

] 2 TP AR A MIT% 5 traceroute DFEIT (35 ~2—0) ([T, IP traceroute 7 1 & A D & &
L TLIEEN,

Time Domain Reflector i1 K54 >

Time Domain Reflector (TDR) #EEAZ AT 2 &, 7r—7 VEROREEZZE L TR T F
4, TDR BB, o —H )L TR, 2T —T V52N L TRESEERE LT, NCEELEE
B EINTETELAET,

TDR IR D — T A EEEZ R L E T,

VA RRNT =T NOEROA—T 2 B, G ERN Y E— h T ANLD
AT B S TU 7RV REE,

e VA RARXT =T NNOEHDT g — b BN EWIEER L TV AR, £

N TNA ADE OEBUHEA L CTWDIREE, 72&2E, YA AN XT =T LD—FD
WA b O — HOEBUITIATMT ENTVWEERE, YA R IRT F—T 1D a— b
NIRAELET,

VAR R OERO—F N A —T N o TWABRES, TDRIZA—7 > T 5iE
MO IR TEET,
WOV TTDR A LT, 7 —7 I EEZZB L OMRE L T &N,
o T NS AD AL
R m—F >y FORE
o U U DBRESL TE W, FRITEUNICEMEL TWRWESIZBIT S, 2 205314 ZA[E 0D
BEDO N T TINY a—T 4 T
TDR D FELTHE, IROBAITT A AT EHERERE LA—FLET,
X HEy U HAOI—TANEaT F—T
o F—F xR —T LR
TDR D FELTHE, IROBAEITT /3, AT ERERERE LFR— R LEEA,

X Ty MU ITHADTI—TNANYA A NT =T )k iR S - R o T
r—>7)v

e U7 10 Mb F 7213 100 Mb
s XU —T
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debug o< K .

o J 7 /X— K —7 Cisco IP Phone

o« J U s— R —N [EEE 802.3 ITHEHL L T2

TDR OFETEB IO ROFR (24 =) IZBEIL, TDR O~ REMRLET,

debug <> F
AN\

IE

TNy THINECPU 7 ATET TA XV T A BFE VY ToHNTWDID, T3y 7
BATHD EVAT AN TE RS D2 E08HV 9, Lz ->T, débuga~r REMAT
HD1%, FEDOHBED N T TNy a—T 4 VTR, 3V A 30T 7 =) R— MEYE
BRI TN a—T 4 TEITOGRICRELTLESW, Xy NI—=T "NTFT7 w7
B2 —THEN DRI debuga v~y REHERTLIZ 2B LET, T3y X 7%
IO XD REMENZITY &, debug < R DA — R—oy RO LY 2T LDff
TR BN R SAREERNME L 72 0 57,

debug =~ NI TR THRHMHEEXECE— R TETLET, 1ZEALEDdebug 2~ RiE51#H%E
B EHA,

DAL T ALy I TT Ny T AR—=T M LTZGEIE, 77T 4 7T AA v FTORA

F—=T WD ET, AUNRAAL v F DT Ry T EANCT HEE1E. session switch-number
BHEEXEC o~y REMH LT, 77T 4 7 AA v F NS0t v v a v ZEGT20ERSH Y
F9, WIZ, AVARAAL v FDavr R4 7ar7F hTdebugz~r K2 AN LET,

SRT L LiR— bk

AT b LiAR— M E 7= crashinfo 7 7 A VIZiE, YA DT 7 =Ji PR — MEYE D Cisco
I0SA A—VDfEE (/7 via) PWRATEEXZZMEET Ny 735 & ZIHEHT HE®RN
RSN TWET, ARE L BEEMEORWEER Y 7 v ¥ a ffFla Bl oI UET 5 2
ERBETT, E5IC, ZOBEROUE LRV RAR, FFEDY T v 2 ORI LRBEEAS

TMEENRTE D X O R FETITOND Z EMVETT,
AT A LAR— MIROWRRTEREINET,

« A wFEEDLE : VAT A VAR— MIEENRE LA AN —TAERSNETS, R

2 JIRNOMD A o R—TII L R— MIERSNETA,

e AA v FF=N—=DE VAT LA UVR—MINA TXATEY T 4 (HA) DA/ —

AA vy FTORERSNET, HFEHA A ANA=IZOWNTE LR — MIERSLEEA,

Uro— REFZLA— MIARINET A,
7T yva Tuak AL, ROBERNAAL v Fnba—hVIiUESNET,

1. ZER7 ' X core

2.

F—2u1 7
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3. 10S D syslog GET 7T 4 7720 T v a2 DEAITIIRES N EHEA)

4. VAT AT uwAEHR

5 77—k Trvyrmrs

6. Yr—Frs

7. FEEDX A T D proc TEH#H

ZOEHRITERI D 7 7 A WIS TIND, T—HA TSN T1I OO/ RVZEM SV E
T ZHICKY, 7Ty aDRA Ty T vay Ml ORI TRIGL T, 0O 7oics y

JAMIBEITE D LSRR ET, ZOLR— ML, AA v F 2 ROMmon/7 — ha—& (2
2T ARNCAER S ET,

SR core BIXON ML —R2a 7SI THA KN 77 4T,

a7 X7 EART DI, request platform software process corefed switch active =~ > K%
HHLET,

Device# request platform software process core fed switch active
SUCCESS: Core file generated.

Device# dir bootflash:/core
Directory of bootflash:/core/

16430 —rw- 10941657 Apr 6 2022 00:15:20 +00:00

Switch 1 RP_0 fed 18469 20220406-001511-UTC.core.gz

16812 —rw- 1 Apr 6 2022 00:01:48 +00:00 .callhome
16810 drwx 4096 Jan 18 2022 21:10:35 +00:00 modules

crashinfo 7 7 1 JL

T 74N T, ERENTZV AT A LAR— K 7 7 A Wik /erashinfo 7 4 L7 N UIZKEIE 1L
*9, Ifit 1%, FEECRE D729 crashinfo /S—F 4 2 g VIR FETE £ A, TD®H., /flash
F4 L7 MR FEENET,

7 7 A NEFRRT BHITIL, dir crashinfo: =~ K& AS L E$, &KIZ crashinfoT 4 L7 bV
OB ERLET,

Device# dir crashinfo:
Directory of crashinfo:/

23665 drwx 86016 Jun 9 2017 07:47:51 -07:00 tracelogs

11 -rw- 0 May 26 2017 15:32:44 -07:00 koops.dat

12 -rw- 4782675 May 29 2017 15:47:16 -07:00 system-report 1 20170529-154715-PDT.tar.gz
1651507200 bytes total (1519386624 bytes free)

VAT AVUR— ME, RO T crashinfo T4 L7 FUICHY £,

system-report [switch number] [date]-[timestamp]-UTC.gz

AA TN Tyvalleh, VATALR— N7 7 A VEHRLET, RBEICERI NI
AT I LIR— ~ 7 7 A JLid crashinfo 7 4 L' 7 b U O FIZ last_systemreport &\ 9 7 7 A /L4 T
BRIFSNET, MEO N T TNV a—T 0 V7 EITIORE. VAT A LAR— b3 LW crashinfo
7 7 A VK TAC DEIZNEH ET,
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RSN AT A LR— NI, TETP S HTTP 2 E WL DD F P a v EHFER LT, &5

CaE—T& %7,

Device# copy crashinfo: ?

crashinfo: Copy to crashinfo: file system
flash: Copy to flash: file system
ftp: Copy to ftp: file system

http: Copy to http: file system
https: Copy to https: file system
null: Copy to null: file system
nvram: Copy to nvram: file system
rcp: Copy to rcp: file system
running-config Update (merge with) current system configuration
scp: Copy to scp: file system
startup-config Copy to startup configuration
syslog: Copy to syslog: file system
system: Copy to system: file system
tftp: Copy to tftp: file system
tmpsys: Copy to tmpsys: file system

TETP YV — =23 ¥ —3 57200 — Rk D LB Y T,

Device# copy crashinfo: tftp:

Source filename [system-report 1 20150909-092728-UTC.gz]?
Address or name of remote host []? 1.1.1.1

Destination filename [system-report 1 20150909-092728-UTC.gz]?

2B T DERALIN—NEO h L—Z 17X, trace archive 2~ REFRITTHZ L TET
XFT, Zoa~wy Rk, BEEA 7Y a v ibh 9, o~y FIEIRO LB T,

Device# request platform software trace archive ?
last Archive trace files of last x days
target Location and name for the archive file

crashinfo: £721% flash: 7 4 L7 M VIZKRMEI N TV BHIEE 3650 HUANOD b L— 2 1 703N ES

TEET,

Device# request platform software trace archive last ?

<1-3650> Number of days

(1-3650)

Switch#request platform software trace archive last 3650 days target ?

crashinfo:
flash:

Y

name and location
name and location

Archive file
Archive file

6=

—EFar—Snh/ib, VAT A LAR— RO L—2ADOT —hHA T & flashT 4 L7 b F£721%
crashinfo7 4 L'Z RUMBZ U T L, FL—R2arRuF0Mo BT ©X 2 fEk A el
DI ENEETT,

ZAAYFDAUR—RKEEOX VY

ArR— REFERF 27 (OBFL) #REZ M4 uUE, 73510 R 2 Mz ETE £ 7,
Z OFRIITEBIFRE, RE, BEREDFERNVEEN TR, ¥ RXaDT 7 =AY R—|
PUERT AL ZADOMEE N T TNy 2a—T 4 7 DB B £, OBFL 34 *—7 v
WCLTBE, 77 v va AERVIRFESNET —ZITHEHI VIO ITTHZ L2 #E L E T,

VPANEYS v P e v |
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OBFLIL, &7 4/V b TA X —T /Wl >TCWET, T34 AF IO Small Form-Factor Pluggable
(SFP) E¥ 2 — /MIZETDERMPNESINE T, T30 AT, ROERET T v 2 AEY
WZRIFLET,

sCLIZ~> R : AZ U KT TN RAERIFAAL v F AL v 7 AN AT E 472 OBFL
CLI =~ RDisk,

CBRIETF—H RABZ U RTRUTFARAAL AFEFIZAA VT AZ 7 A UA"ABIUEREI LT
5T RTDFRU T3, ZAD—FEDF 34 Z 1D (UDI) 1HH. #51D (PID) . A"— 5
»ID (VID) . BLOV U T EE,

Ay —U RAZ U RTOUT NN, RAETNIAAL v TFAE v 7 AN E D AR ENTE
N R 2 THEEOY AT KA v — Y DR,

e Power over Ethernet (PoE) : AX LV KT B T NR_A AFTNFIAAL vFAZ Y 7 A 3D
PoE " — kN DIEEE S DFLEk,

IR AFX U RTaUT N RAETNIAALA v TFRAE T XA NDIREE,

o HENERE]  AF L RT U TR, ZAETIAA v FREZ o 7 XA UNRPEE SN O
A, FAL ZRFRE)SN-EE, BILOT AL ARERICHED) S TLUOROBER
i,

EE  AF U RTRUTA, R FEFAAL v F AL 07 A RNDY AT LEIE,
VAT AREEHT, PEICRERIZERET D, FE Ry NU—2 XA L Fu k3 (NTP)
EHEATHLICEELET,

TNA ZOB@HIZIE, show logging onboard #### EXEC =2~ > REHHTHZ L2k D
OBFL 7 —# ZBG T&E £, 7/ RTEENRELHEDOT — X OBRFFHTIEIZ OV T
i, BEEHYDO V2 a7 7 =P R— MESFIZBRWEDELSZE N,

OBFL I3 A R =T N7 2> TCWABT A ANFEIH INTZ5E. HiLWT —% OiedknBtsd
HFETIT 10 M OBIERH Y £,

T 7 A T, ZOMEIXT  B—T7 LT, B AEE =y b (FRU) F7-IXERE
BOEBDO 7 7 o NMELTZHBE, T/ ATy vy ME TR, ROLHIRTT— Ay
T—UNRERINET,

Multiple fan (FRU/PS) failure detected. System may get overheated. Change fan quickly.

TNA ZAPBIRIEL 2D vy MU UTHILLHY ET,

77 UREEKREEY A X — 7 VI T HIZIE, system env fan-fail-action shut £## EXEC =2~ >
EANNLET, T ZARNOERO T 7 AEERRE LS E, 75 ATHBNIC S ¥ v
ML, MODEDBRTT— Ay E—UNRERRINET,
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Faulty (FRU/PS) fans detected, shutting down system!

BAIDT 7 v DI, T AR 2OADT 7 v OREZRET S &, 731 A1 20 B
BLThbLY Yy T LET,

TN A FHEHT 5L, BREZS 7L TOLEEL T H0ERH Y £7,

CPU ERAERATWNHEISECY 5 HEK

CPUM N @ T E 2D 2 &L TROBIEDHAET LA EMN H Y £T2, tOJRRETRAET LY
BbHYET, KIZEDOEERLET,

e ARV — IR YOEHE
o SEE MW & 7272 912 EtherChannel V > 7 3% v v Lz

« FPEELR (ICMP ping, SNMP D% A A7 7 k| @72 Telnet £721L SSHE v > =) I
JEETE 20

«UDLD 7J v &>
* SLA DISENTRRER LEVMEEZ B X722 L12 XK 5 IP SLA O

o AA T REREZIRE LRV, FRIFERITNE LARVWEE® DHCP ¥ 7213 IEEE 802.1x
DU D JB

YIRDITEHEEDNS TN a—TFT4 U ThHE

Y7 bz T7EENLDEIE

1R BHEIIZ
TN T AEIEFIEE EITTHI00E. AL v FEAEERETIVNERDH Y £,

TR THTFIETIE, R LA A=Y 77 ANV E T REY A A— 7 7 A L DlA|
1512 boot loader =~ > REB X OXTFTP Zf#FH L £,

AL v FDAL Y —)LR—= b DF 74/ hL— b TH59600 £~ b (bps) & —FHT5 XD
W2, WARDOR—1L—FE2FELET, R—1— FH9600bps IS DIEICERE SN TNDHA,
WENT 74V MIRDETary ) —I~D7 7k AdkbhET,

FIE

ATv 71 PC LT, Ciscocom”H Y7 b7 A A= 77 AL (imagebin) #X%7 o —RKLET,
2Fw T2 TFTP F—N—2 VT "o 2T f A—TVhn—RLET,
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ATv73
RTv74
ATv75
ATv7T6

PC % AA v F DA —HhFy NMEHF— MR LET,

2A v FOEFRT— FERVILET,

[Mode] R Z 2 L35, Bl — REAAL v FICHER LET,
J—hr—F—=7a 7 T, TFTP — =T ping x ETTELZ L 2R L £ 7,

a)

b)

¢)

d)

AA v FDOIPT RV A%ZFELET @ set IP_ADDRESSip_address
1

switch: set IP_ADDRESS 192.0.2.123

AL v FOV TRy N~ A7 %#FHELET @ set IP_SUBNET_MASK subnet_mask
£

switch: set IP_SUBNET MASK 255.255.255.0

TN — b T oA %% ELET : set DEFAULT_GATEWAY ip_address
1 -

switch: set DEFAULT ROUTER 192.0.2.1

WD a~<y REFATL T, TFTP — "—(T ping ZFRITTEH 2 & M@ L £, switch:
pingip_address of TFTP_server

1 -

switch: ping 192.0.2.15

ping 192.0.2.1 with 32 bytes of data...
Host 192.0.2.1 is alive.

switch:

ATV T RONVTNNERIRL ET,

« F—bu—F—7u 7 hT, boottftp 2~ RZRBLET, Zhicky, A vFT
VTR 2T ARA—VERZHIIEETEET,

switch: boot tftp://10.168.0.1/cat9k/cat9k iosxe.2017-08-25 09.41.bin
attempting to boot from [tftp://10.168.0.1/cat9k/cat9k iosxe.2017-08-25 09.41.SSA.bin]

interface : ethO

macaddr : E4:AA:5D:59:7B:44

ip : 10.168.247.10

netmask : 10.255.0.0

gateway : 10.168.0.1

server : 10.168.0.1

file : cat9k/cat9k_iosxe.2017-08-25_09.41.bin

Restricted Rights Legend

Use, duplication, or disclosure by the Government is
subject to restrictions as set forth in subparagraph
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(c) of the Commercial Computer Software - Restricted
Rights clause at FAR sec. 52.227-19 and subparagraph

(c) (1) (ii) of the Rights in Technical Data and Computer
Software clause at DFARS sec. 252.227-7013.

cisco Systems, Inc.
170 West Tasman Drive
San Jose, California 95134-1706

Cisco IOS Software [Everest], Catalyst L3 Switch Software (CAT9K IOSXE), Version
16.6.1 RELEASE SOFTWARE (fc2)

Copyright (c) 1986-2017 by Cisco Systems, Inc.

Compiled Thu 24-Aug-17 13:23 by mcpre

Cisco IOS-XE software, Copyright (c) 2005-2017 by cisco Systems, Inc.
All rights reserved. Certain components of Cisco IOS-XE software are
licensed under the GNU General Public License ("GPL") Version 2.0. The
software code licensed under GPL Version 2.0 is free software that comes
with ABSOLUTELY NO WARRANTY. You can redistribute and/or modify such
GPL code under the terms of GPL Version 2.0. For more details, see the
documentation or "License Notice" file accompanying the IOS-XE software,
or the applicable URL provided on the flyer accompanying the IOS-XE
software.

FIPS: Flash Key Check : Begin
FIPS: Flash Key Check : End, Not Found, FIPS Mode Not Enabled

This product contains cryptographic features and is subject to United
States and local country laws governing import, export, transfer and
use. Delivery of Cisco cryptographic products does not imply
third-party authority to import, export, distribute or use encryption.
Importers, exporters, distributors and users are responsible for
compliance with U.S. and local country laws. By using this product you
agree to comply with applicable laws and regulations. If you are unable
to comply with U.S. and local laws, return this product immediately.

A summary of U.S. laws governing Cisco cryptographic products may be found at:
http://www.cisco.com/wwl/export/crypto/tool/stgrg.html

If you require further assistance please contact us by sending email to
export@cisco.com.

cisco CI9XXX (X86) processor (revision V00) with 869398K/6147K bytes of memory.
Processor board ID FXS1939Q3LZ

144 Gigabit Ethernet interfaces

16 Ten Gigabit Ethernet interfaces

4 Forty Gigabit Ethernet interfaces

32768K bytes of non-volatile configuration memory.

15958516K bytes of physical memory.

11161600K bytes of Bootflash at bootflash:.

1638400K bytes of Crash Files at crashinfo:.

OK bytes of WebUI ODM Files at webui:.

$INIT: waited 0 seconds for NVRAM to be available
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Press RETURN to get started!

CUBNYR=F 4 arinb Y7 =T A VANV LET, ZOEIEA A=V,
emergency-install B§BE 2 6] L ClRIE 2 £ 4 555 10 E 20 7,

a) [EEAR—TFT gy (sda9:) IZEHEA A—U N GFET D Z 2R LET,
1 :

switch: dir sda9:

Size Attributes Name

b) 7—hu—F—7nrm 7 hT, emergency-install BEREZBRAG L £ 3, ZOMEELA AT 2
L AA YT TY T MU 2T A A=V ERSHICHIE TE ET, BE : emergency-install =~
VREETTHE, T N7 Ty v aREPEESRET,

1 :

switch: emergency-install

tftp://10.255.254.254/auto/tftpboot/X86/cat9k iosxe.16.05.0la.SPA.bin

WARNING: The system partition (bootflash:) will be erased during the system recovery
install process.

Are you sure you want to proceed? [y] vy/n [n]: y

Starting system recovery

(tftp://10.255.254.254/auto/tftpboot/X86/cat9k iosxe.16.05.01la.SPA.bin)

Attempting to boot from [sda9:cat9k-recovery.SSA.bin]

Located cat9k-recovery.SSA.bin

Warning: ignoring ROMMON var "BOOT_ PARAM"
PLATFORM_TYPE C9X00 speed 9600

Booting Recovery Image 16.5.1la

Initiating Emergency Installation of bundle
tftp://10.255.254.254/auto/tftpboot/X86/cat9k iosxe.16.05.0la.SPA.bin

Downloading bundle
tftp://10.255.254.254/auto/tftpboot/X86/cat9k iosxe.16.05.0la.SPA.bin...
curl vrf=2

% Total % Received % Xferd Average Speed Time Time Time Current
Dload Upload Total Spent Left Speed

100 485M 100 485M 0 0 5143k 0 0:01:36 0:01:36 —--:--:—- 5256k
100 485M 100 485M 0 0 5143k 0 0:01:36 0:01:36 --:--:—- 5143k

Validating bundle

tftp://10.255.254.254/auto/tftpboot/X86/cat9k iosxe.16.05.0la.SPA.bin...
Installing bundle

tftp://10.255.254.254/auto/tftpboot/X86/cat9k iosxe.16.05.0la.SPA.bin....
Verifying bundle

tftp://10.255.254.254/auto/tftpboot/X86/cat9k iosxe.16.05.0la.SPA.bin...
Package cat9k-cc_srdriver.16.05.0la.SPA.pkg
/temp//stage/cat9k-cc_srdriver.16.05.0la.SPA.pkg is Digitally Signed
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Package cat9k-espbase.16.05.0la.SPA.pkg /temp//stage/cat9k-espbase.16.05.01la.SPA.pkg
is Digitally Signed

Package cat9k-guestshell.16.05.0la.SPA.pkg
/temp//stage/cat9k-guestshell.16.05.0la.SPA.pkg is Digitally Signed

Package cat9k-rpbase.16.05.0la.SPA.pkg /temp//stage/cat9k-rpbase.16.05.0la.SPA.pkg
is Digitally Signed

Package cat9k-sipbase.16.05.0la.SPA.pkg /temp//stage/cat9k-sipbase.16.05.01la.SPA.pkg
is Digitally Signed

Package cat9k-sipspa.16.05.0la.SPA.pkg /temp//stage/cat9k-sipspa.l6.05.0la.SPA.pkg
is Digitally Signed

Package cat9k-srdriver.16.05.0la.SPA.pkg /temp//stage/cat9k-srdriver.16.05.01la.SPA.pkg
is Digitally Signed

Package cat9k-webui.l6.05.0la.SPA.pkg /temp//stage/cat9k-webui.l6.05.0la.SPA.pkg is
Digitally Signed

Package cat9k-wlc.16.05.0la.SPA.pkg /temp//stage/cat9k-wlc.16.05.0la.SPA.pkg is
Digitally Signed

Package /cat9k-rpboot.16.05.0la.SPA.pkg /temp//rpboot/cat9k-rpboot.16.05.01la.SPA.pkg
is Digitally Signed

Preparing flash....

Flash filesystem unmounted successfully /dev/sdb3

Syncing device....

Emergency Install successful... Rebooting

Will reboot now

Initializing Hardware...

System Bootstrap, Version 16.5.2r, RELEASE SOFTWARE (P)
Compiled Wed 05/31/2017 15:58:35.22 by rel

Current image running:
Primary Rommon Image

Last reset cause: SoftwareReload
CI9X00 platform with 8388608 Kbytes of main memory

HAHWE, Telnet /1T EFIAR— 2B U TCTEFTP b2 —H VT T o allf A=V abE—
LIz, =N T T anb T A, AT —FLET,

INAT— RKEEN=EEDEE
AA v F DT 7 )V FRETIE, AA v F2EPEBET I Ra—WR, XA v FOERE
AR 7o 252 TR L CHLWARRAT—REANTEZEI0LD, XRRAU—=FEHEL
TREEN R CE T, 2 THRATAEE FIAZ EZITT5I121F,. A v T2 EEHREL T
<TZEV,

\ )

(B ZINHDAAL vF T, VAT LEHFIIT 74V MRECETHAICEY = Ra—HFlc &
HRAT—KRKO Uty hEFTHZLICL-T, ZOKEDO—HE2T 4 B—T7 NI TEE
T, NAT—REENRT A B—TNIZR2THWDEGEAEIL, =0 Fa—FRRXRT—-FK&2 )ty
FLEDETHE, BETOEADM, AT —FA XA vE—VIZZOERERRINET,
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FIE

ATy Tl WREZIZPC H AL v FITHER L ET
AR EIIMART I 2L —2 a3 VT N2 TBRBEH L TWAPCEAAL v TFDaL ) —
IVIR— MR LET, A v FAZ v I ONRAT—REEETLIHERIL. 77T 47 A
A yFOary—LR— M MIERELET,
*PCHA—Y Ry NMEBFR— MR LET, AT AX v I ONNAT—REEIETD
BRI, A7 A ROf =Yy MEER— MM L E T,

ATV T2 =Ialb—vary V7 =T ORBEEEZ 9600 R —ICHELET,

ATYT3 REZ L RTay AL v FEEAAL vTF ZAZ v 7 RAEOER A2 YK L £,

RT9TE AL T EEBT VT4 T AL vy FICER T — REF# LET, VA7 A LED A s L7z
5, T<IC[Mode] RH¥ &2 —3ELTHLET, AA »FIXROMMON E— RZ[AtH L
£,

Jo— Rz ar Y=LV RA v —UNERENET,
Initializing Hardware...

System Bootstrap, Version 16.6.1lr [FCl], RELEASE SOFTWARE (P)
Compiled Sat 07/15/2017 8:31:57.39 by rel

Current image running:
Primary Rommon Image

Last reset cause: SoftwareReload <---- Start pressing and releasing the mode
button
C9300-24U platform with 8388608 Kbytes of main memory

attempting to boot from [flash:packages.conf]

Located file packages.conf

#
B R

Unable to load cat9k-rpboot.16.06.02b.SPA.pkg
Failed to boot file flash:user/packages.conf

ERROR: failed to boot from flash:packages.conf (Aborted) <--- will abort
switch:
switch: <---- ROMMON
[PN2AT— REHERA X =T IR > TWDEGEDFIE] £ 27 v a A S TV 5 FIE%E
FATLET,

ATV RRU—ROEER. A v FEHFT 7T 4T AL vFE2 YV —RFLET,
2L v FDOBE

Switch> reload
Proceed with reload? [confirm] y

TIT 4T AL v FOEE
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Switch> reload slot <stack-active-member-number>
Proceed with reload? [confirm] y

ATYT6 AZ Y ITHNOEY DAL v FICERTBEALET,

IR T— REELA R—TIVIZIE>TWBIEEDFIRE

ATy T

ATy T2

ATvT3

ATv74

ATvTh

ATvT6

ATy T17

FIE

WKDa<wy REFEALT, AZ— Ty a7 Xal— g 2BHLET,

Device: SWITCH IGNORE_STARTUP CFG=1

packagesconf 7 7 A W CAA v F 57T v apb 77— LET,

Device: boot flash:packages.conf

No LIGE L CHIMIRREX A 7T V& T LET,

Would you like to enter the initial configuration dialog? [yes/no]: No

AA wF Far7 NT, FiE EXEC E— FEBA L ET,

Device> enable
Device#

AL = T w7 arZ4Xal—varz@rar74Fal—varilat—LET,
Device# copy startup-config running-config Destination filename [running-config]?

RaERDDH 77 M, Retun L UNELET, 2T, ary74Falb—var
TrANN)e— RS, RATV—REAEABETEET,

Ja—)ar7 4 Xal—valryET—RERBLT, A R2—TILRAT—FEEFLET,

Device# configure terminal
Device (config) # enable secret password

HebE EXEC B— NICEY 7,

Device (config) # exit
Device#
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ATFvT8 FETar74Xal—valERAX— Ty a7 4 X¥al—valr TrAMMIEZTIAR
iﬁqo

Device# copy running-config startup-config

ATYT9 FEFT—F =B, RX—=T IR TNDH I L MR LE T,

Device# show boot

BOOT variable = flash:packages.conf;
Manual Boot = yes
Enable Break = yes

ATYTI0 TARALADY n— K,

Device# reload

A7 711 SWITCH IGNORE STARTUP CFG /X7 A —HX % 0 |2 E L £,

Device (config) # no system ignore startupconfig switch all
Device (config) # end
Device# write memory

ATFYT12 7T v 2? packagesconf 7 7 A L EMHH LT, T, AZEEL £,

Device: boot flash:packages.conf

ATYT1 TARALAREELEZS, T ATFEERH T — FE2EHIC L £,

Device (config) # no boot manual

INAT—FRIENT 4 E—TIIZIHE->TWWRIEEDFIE
INAT— REEA D= A LRNT 4 B—T VDS, ROA vE—URNERINET,

The password-recovery mechanism has been triggered, but
is currently disabled. Access to the boot loader prompt
through the password-recovery mechanism is disallowed at
this point. However, i1f you agree to let the system be
reset back to the default system configuration, access
to the boot loader prompt can still be allowed.

Would you like to reset the system back to the default configuration (y/n)?
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A

AR O TAARAET 7NV IREICRT E, BFORENT X TRONLET, VAT AEHEICHW
BET, Xyl T v 7T TN AL VLAN (RFELAN) =27 4 Fab— gy 77 AR
HOENE I D EHR LTI TEIN,

en (no) ZANTHE, Mode R¥ I oA L RERIC, BEOT—F 7Yk
ARSI S NE T, Y—ba—FX e NIET 78 ATEERA, LER-T, Hil
WRAT— REANTEEFTA, RORA v E—IURFRENET,

Press Enter to continue........

ey (yes) ZAN1T2&, 77y va ARINODaLy 74 Falb—ay 774 0BLD
VLAN 57— 4% X—RZ 77 A LRHIBEENET, T 74/ PRENRE—REND & &I,
IRAT—R&EUtEy NCEXET,

FIE

ATy T RRAY— REEFIAOME 2 BIRT 5 & BIFOBRENRKDIVET,

Would you like to reset the system back to the default configuration (y/n)? Y

ATFYT2 7959 a AEYVONELEZFERLET,

Device: dir flash:

FRAADT 7 ANV AT ARFRINET,

Directory of flash:/

it

15494 drwx 4096 Jan 1 2000 00:20:20 +00:00 kirch

15508 -rw- 258065648 Sep 4 2013 14:19:03 +00:00

cat9k caa-universalk9.SSA.03.12.02.EZ2P.150-12.02.EZP.150-12.02.EZP.bin
162196684

ATVT3 VAT LEEBLET,

Device: boot

Yy " T o TSI ARRETAIOICKROLNET, RNAU— FEEFIELZ MG DI
X, e MINEASTLET,

Continue with the configuration dialog? [yes/no]: N
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AT T4 TNRA AT 7 T, FilE EXEC E— RE2B L7,

Device> enable

AFYTE Ju— )L ar 7 o Xal—ay T— REEGELET,

Device# configure terminal

ATV T NAT—RELEHELET,

Device (config) # enable secret password

=7 by h RRAT—RIE 1 ~25 LFOFRPTTT, MFTHOHDLZENTEES, KXUF
EINFERRB S I, AR—RABFHTE ETH, BITAR—RIERINFET,

A Tw 77 i EXEC E— FIZEREY $£9°,

Device (config) # exit
Device#

G¥) AT FONCHEDHINC, RSN TWVDATRNTDARAY v I AU RNOEREY A, £
h%ﬁi‘%/fcl%}]ﬂ;ﬁméhéifﬁ%i%

AFYT8 FTar 74 Xal—ya a2 A — Ty a7 4 F¥alb—ay T A VIEZAR
i—a‘o

Device# copy running-config startup-config

HLWAAT =R AZ— Ty ar7aXalb—ra i Lz,

ATFYT9 2T, THAAREHFRETDVLERNHY T, VAT LEHEIZL-T, Xy 7T v 7T
42&WAN:/74%1v—ya/774w#ﬁ%7m_uﬁéh1méﬁAi\:mg
AL X,

AAYF X2 w9 BRED [B]E
AA v F AZ 7 OEEZRGIET 21213, ROVEEZ2ETTHAMLERSHD £,

A T AR TIIT A ABBMLTEY, 2206V L0 T 554121, 3%
DEFREZY > TLEEN, AL v T AX v 7 TOBFRBEEOH 5 5B EFEHIZOWNT
. "— KU =2T7 A AL —3 3 HA RO [Switch Installation (AA v F DA 2 A
=) | OEEZZRLTIEEN,

c AH vy JE—RLED WA THET, AX v 7 A0 Mode RH 2L ET, T3
A ADEHD 2 DDOR— K LED N7 U =120 £F, T8 AT /MG LT, &tk
D 2 S>OAR— X 10/100/1000 48— b & 721X Small Form-Factor Pluggable (SFP) €3 = —
W20 7, RED2ODKR— bk LED OF HEIEE LN 7Y — il o T
BlE. ALy 7 PEFEIETHREB L T EE A,
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AL F ARy I EEHT LA, 1ODOCLIY vy v a LT EEHT S 2L AHEEL
FT, TIT 4T AL v F~OEHDOCLIY v 3 2T 55 8I3EENLETT,
1>y arTANLTza<y NI, oy v a AdiRrnIhvEti, £070,
av  FE ALy Y a BN TERSBRDLZENHD T,

« AZ VN TONBEIZHESTAZ v 7 AU N\FEZFEZFHTHEO Y THE, VE—MPDBIT
VITNAARAZ T DRNT TN a—T 4 Y ITRRZIZROES, 2L, b T A
AZBIMLT20 WA LIZY, G AKX 32882, 7 RCF# TEHE %
O YT LE2RATEBBSERHVET, AF v I AUANESEZFEHTHY HTDHIT
1. switch current-stack-member-number renumber new-stack-member-number 7' = —/3)L =
V74X alb—vayavwry REFEALET,

AB I AN F ST FILETVTEEBEZDIE, FTLOT AL R T, @BEHzonzT
NAAREFSTELFIURETCHEHLET, Z0HA, HILWT S RTIBEEHZ 5NZT /31
ALR LA AEFEZEHEAT IO LBEINET,

BIRNASTIREED A S v 7 AV NERVINT L, AL vTF AF v IR, ZTNEFNFEURE
BFRFO2OL DAL v F ZAEZ w7208 (N—=T 4 aMb) SnET, AL vTF AE Y
I EGEESNTEEFICLTREBETWEGEAE, FILMERESNTEAAS v TF AF 7 DIPT KL
A (BEOBAEHY) ZEFELTLIEEIN, N—=TFT 4 a MbLENTAL v T AKX v 7 &IEIl
Rk, ROTFIEEZFATLET,

L HLIERENTZAAL v F A v 7 OFFREEZH Y £,

2. HLWAA vF AZ v 7 %, StackWise Plus R— b Z N L TCIHD AL v F AH v 7 IZHE
B LEI,

3 TS ADEREANET,

AA T AZ I BIPEDA L NRNDE=L—) A TE D a~vr RIZOWTIE,
[Displaying Switch Stack Information] DIHAZH L T 7230,

BEFAISI—23avOF—HOMLE

IEEE 802.3ab HE x> —3 3 > 71 b2 /L{Z#E (10 Mbps, 100 Mbps, 35 J O SFP &
Vo — /L AR— RSO 1000Mbps) BEOT =27 Ly 7 A CETEELIIATE) (BT T
NAADFEELEZELLET, 207 e b)) VIREZBEUICHEL2NWZ ERHY . 20855
FENT =~ APMETFLET, R—BUIROFEHFTRERAELET,

c FHTRELEEEIET 27 Ly 7 ADRT A — 23, P — b ECRBTRE X
NEEREFEZIEIT 27 Ly 7 ADNRT A=K LRI S5 THDEE,

e AR—MEHBIR I = — g VTRELEZD, #eAR— MIgEI Iz —2 g U214
ALBRWE TEHITRESINTWAEA,
FRA ADNT f—v ZAEFERIBIZEIZH L TY 7 ZHEET 5101, ROWTHOEE
FHHEIWST, Ta7l by ABLOHEEOREEZEF L TLIEEN,

CHELT 2Ly I ADWHTIZONWT, MGFOR—F TCHEIRI T — 3 U EFETESE
£,
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B sreca—notraus  LBACETE ST a—F VY

SFP €

5

\}

B DM TR—FORELT 27 by 7 ADNT A —=F ZFETHREL LT,

G¥)

B BN HE R I — 2 g VAR EITLAWVWESIE. 200R— 1+ DF a7 Ly 7 ARIE
EHEgEd, HEART AT, BRoR— M RHEEIR I~ g VEFET LRV
AT H BT TR T,

Da—IlDEFa T4 EBANETS T TN a—Ta

A 20 Small Form-Factor Pluggable (SFP) €Y = — LT, £V a— DT T AEK S, R
K= b Z—1ID, —BEDOEX=2UT 0 a—F, BIOKETTEMRAE (CRC) MM
723U 7L EEPROM (BERMIICIHEFRE T2/ F I V7 A[RE72 ROM) %z CWET, 7
INA A SFP BV 2 —VEHEFETDHE, T34 2V 7 v =713, EEPROM % #id i~ T
UTNES, NoF—%, BEXORUA—IDEHERL, %=V 7 12— K& CRCZHHEA
LET, YUTNAES, XA —%, XU —ID, ¥¥x=2 VT 4 23— K, £7213 CRC L)

REA. V7 bhuxTE, X2V T4 2T Avb—VEERL, A F—T = A%
errdisable 27— Rz L £,

N

GE)

tx 2T 4 =T — AvE—IF, GBIC SECURITY #fEZ B L £4, AA v FIi%. SFP
TV 2= EFR-FLTOETD, GBIC (FHEY b A F =Tzl R a3 =4) £
Va— VIV A= LTWVWERA, TT—AvE—VTFA ML, GBICA v H—T = A AB
FOEDV 2=V EZZRLETH, EX2 VT4 Avt—I0F FFRIEZSFPEY 2 — LB IO

EVa A BT e AEBILE T

fitt:d> SFP E¥ 2 — LA EH L TV ABE, T8 A5 SFPEY 2 — L E0 AL, v %
ADEY 2 —WIAHLET, YAIDSFPEY 2 —/L &M% L= 5, errdisablerecovery
causegbic-invalid 7' m—/3L 27 4 Falb—vay avy REFAL TR FOAT—4
A %R L, error-disabled fREEN D [EIIE T 2 KR EZ A LE 3, Z OFRFRIRRISRIET 5
L. T3 AT error-disabled JREENH A  HX—T = A AEEE I, {EEZHEFRITLET,
errdisablerecovery =< > ROFEMIZOWTIE, 2DV UV —R | da~vr R 77 L
AEBBLTLEEN,

TV ARV ATMSFPE Y 2 — b & LTI SN 0b BT, VAT ARAR ¥ —
T — A EHR e G AR S TEDEHRNIEMENE ) R T /et SFPEYa—/L =7 —
Avbe—UNERENET, ZOEA. SFPEY 2 — LAV AL THOESE LTI EEN,
FNTCHEENREETHEAIEL, SFPEY a— AR AENLTHLAREERH Y 3,

SFPEC2A—ILRAT—R2ARADE=RY Y

show interfacestransceiver 5## EXEC ==~ > R&ffifl3 5 &, SFP &Y 2 — /L O E /=138
VEAT —H AR TEET, Z0avr NiE, HESHEDA 4 —7 A A LD SFP +
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ping DE1T .

Va—VOBURR EOMERT =S R T T A RAT—HRAEFRRLET, £, Zoav
Y REHFHALTSFPEY 22— LOREBI T 27 Ly 7 AREBMERTE T, FEMcon
T, 2oV V) —RiZkheT b2~ R 77 L X2 dH % showinterfacestransceiver =~ >
REZB LT EE0,

ping D E1T
BOIPH 7 H > hT—27NDOKRA M ping #F(TT DL, Ry NT—T ~DRAXT 4 v
T N—REEZRTDHN, FREFINLOY TRy NEITL—T 4 7 E3ND LI IZIPL—T 4
VI ERETDHLENDY £,
PL—T 470, 74NV ETIETRTCOT AL ATT 4 B—T /TR Y F9,

\}

GE)  pinga~y FCH. o7 8 hais—T— FbERTIETTA, S0V U —2 TS FE—

INTWEREA,
Zoa<wy NI, TR ANLR Yy NU—7 EOMOT /N4 R ping & FAT9 2 BHTHA
L%,
avw vk =L:g]

ping ip host | address IPEITHRA MRy NT—2 T RLAZEELTYE— K7k

A MZ ping ZFATLET,
Device# ping 172.20.52.3

BEDE=RY)2Y

TN ZAFRESREEZE=2— L, REFREZFEHL T 726 L ET,

T OfE, RAE, LEUWMEEF/RTSI2IE, show env temperature status 454 EXEC =2~ > R
EERLET, WREOMHIL, 731 ANORETHY | SMEORETIEH Y FH A, system
env temperaturethreshold yellow value 72—/ )L 207 4 X2 b—v gy a<wyr REfHL
TATr—DLEWEL~L (HER) Z0aREL, A Zr—DLEWMEBL ULy FOLE
VMEDZEZRETEET, 7V —rFidly FOLEWVMEITRE TE £E A, FFMIZONT
E, 2OV —=20avr R )77 L RAESZRLTIEIN,

MBINNRADE=H) Y

WOWTIUMNORFEEXEC 2~ > RZHHA LT, /X7y b@ilad 5., BETT A A bsd
TN ZA~OYPE R AT =F TEET,

VIRIITERED S TN a—T1425 .
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. IP traceroute (31T

R1IPEARRODEZLRY VY

avw vk EL:g]

tracetroute mac [ interface interface-id] BEDOEETLMACT RUAMNE ., BEDIEIL

{source-mac-address} [ interfaceinterface-id]  |pac7 FLz2E TR Y FGEBT S LA
{destination-mac-address} [ vlan vian-id] [detail] Yo SR EERLES

tracetroute mac ip {source-ip-address| BEDEFBITIP 7 KU AEITHE A Mo

source-hostname} {destination-ip-address | . HEEDFEIPT FLAEIT AR N %

destination-hostname} [detail ] FET Ay RDOLAY 2 AR L%
—a‘o

IP traceroute ) =417

\)

GE)  traceroute 5 #E EXEC 2~ > R CiL, o7 a ha L dx—U— R EHARETTR, 2DV
J— AT AR — PPN TWEREA,

avw vk =]

tracerouteip host Xy NT—27 o

Device# traceroute ip 192.51.100.1 Ty RHREIET 5N
A ZBH L ET,

TDR DEFTHE L UVHEROERTR
TDRIX, A v =T 2 A A ETIEITTDHE, TIV/T AT AA T ETHARAZ v 7 AU NET
HETTEET,
TDR % %479 %121, test cable-diagnosticstdr interfaceinterface-id ### EXEC =2~ > K& A /)
LET,

TDR D&% F£/~x3 5 121%. show cable-diagnosticstdr interface interface-id 454 EXEC =2~ >
REFATLET,

TNYITELVIFT— AyvE—2HAD)FALY K

F7 4NV ETIER, v FU—7 P —"RNdebuga~ > RNHDOHE N E VAT AT T — A vt —
TEAVY—MIERLET, ZOT 74NV NOBRELERTLEEIE, 2 — AR —ME
T73A — Y3y MEBER— MBS 2 b 0 Ic, R RERIC Lo CTF Ny S h R =
A —TXET,

BETEL5%E LT, a2y — IR, Wy 77, BEOsyslogh— %34T L
T % UNIX A b33 0 £3. Syslog 7+ —= v k. 43 BSDUNIX 5L UZ DAY =—
VarEEEHBENRDHY £7,
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show platform forward 1< > FODERA .

\)

GE) TR TOMINENRV AT AOF— =~y RIZEBEHEX 5 LRV EIITERL T
SV, Avb—UEkary—)WIFEET 5 L. FEFITENA— A=y FRBEELET, R
MRICA v E—VERET DL, BETEHL—N—~y NIHFELL 72D 7, Syslog —/ T
Av—=raX T a7 L, A=y NIZELITNEL 720, NEANy 7 7 Thiudh
NRTTHRET,

VAT A A=Y ORrF U ZICEHT LM ONTE, (VAT A XA yE—Y rX s
HE] #BZRL TSN,

show platform forward 2 < > K D&

show platform forward £ EXEC 2~ > RO NN GIE, A v 4 —T = A RAZERETDH 7 v
FRT AT L% UCERE SN HEOBEERICEAT IAEERERERA N O G E
T, X7y MCBELTADENTZRT A= ST, BIRT— 7 VEER, im0 FHIC
fFHENDAR—F vy 7, By b~y 7 BROHMIOFEHRPERINET,

ooy RTHASNAEROIZE A ST, FIT. T3 AR ER®RRBTEREEIE (ASIC)
BT D EEME R AT 27 7 = AR — MRS EF RSSO TE, L, Xy b
EEHRII N T I a—T 4 I b b ET,

show debug <> FOFERAE

show debug =~ > NIIHFHE EXEC E— RCANLET, ZOa~vr Nk, AA v F CTHEMHW
BRTRTOT ANy 7 AT varawRrLET,

TRTCOFMFET Ny ATV a v EFRT HITiE, =+ > K show debug condition % 517
LET, v R, &M 1D<1-1000> 7ol al £h&2RINT 52 & T BRRTEET,

TNy TN T 5I21E, nodebugall =~ REMHALET,
AN\

EE TNy ITHINECPU TR TET TA A T4 BEID Y THNTWDID, Ty T
ZATO LV AT APERTE R RDLZENDH D 7, LR ->T, debug =~ FaAlifHd
LDIE, FEOHBED T 7Ny a—T 4 Tk, £EvAanT 7 =R — MEYHE
EEBINTTNY a—=T 4 T ERATHIHBITREL T ZE W, SbIT, debug=~ > Fid,
Xy bU=T b T T4 v PR 2= DN EESIENT L L2 fELES, 7
Ny X 7O 8D RKMAFIZIT O & debug =2~ o RAABLD A —/3—~y RO LY
AT DO NN R SFREMENME LS 2 £,

OBFL DX

FE OBFLIIT 4 B—TMCHET, 7T v v a ATV IRFEENTET —ZIFHIBR LW & & HElE
L/i-g‘o
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B o720 rsinva—F o vome

« OBFL % A 31— 7 /LIZ3 5 1Zi1%. hw-switch switch [switch-number] logging onboar d [message
level level] 7 o — 3L a7 4 Xab—varyavy ReHLET, A4 v F Tk
switch-number (ZF5E CTE 2#iHIZ 1 ~9 T, AA v FRERLTT T v a AEVITHR
T H =R THEED A =V OEKEEZETET HI21E, messagelevel level /X7
A—B A LET,

*OBFLT —#Zu— ANy NI =7 EIIFEDT 7 ANV AT KMIatt—F 5
copy logging onboard switch switch-number url url-destination 45+ EXEC =2~ > K %ﬁiﬂ% L/
\i‘a—O

* OBFL % A 32— 7 /LIZ ¥ A1Z1%. nohw-switch switch [switch-number]logging onboar d [message
level] 7 u— 3L a7 4 Falb—vay avwr REHERALET,

« 7T v va AT ) NOBBFE & CLI 2~ RFHRUSNOT X CTOOBFLT —4% %7 V7
9 51Zi%, clear logging onboard switch switch-number ### EXEC =~ > RZ&fEH L £,

77w ¥a A ) NOBRERFLSNOTXTO OBFL 7 —4% %7 U 74 5I121%, clear
logging onboard RP active {application} #### EXEC =~ > RZ{EH L £7°,

YIMDITEREDRI TN a—T 4 2T DHER

OBFL [F#R D FR R

% 2:0BFL AR ERTT H=bDaAT UK

avw vk B8

show onboard switch switch-number clilog 2B RT7Tay AL vFE-ITIEES

Device# show onboard switch 1 clilog NIeAE 7 AU NTANEINT=
OBFLCLI =~ F&ERLET,

show onboar d switch switch-number environment 2R RTay AL vFEFITHES

Device# show onboard switch 1 environment 3/1/71’17(§ b4 7 K ‘//\%J:U%ﬁéhf

W5 T _TD FRU T34 2D UDI 1§
#. PID, VID, BXOV Y T LE %

FKRLET,
show onboard switch switch-number message ABRTRY AL vFELITEES
Device# show onboard switch 1 message NI=AH T ANl > TERKR S
Ten—RUzTHEDOA Yy E—V %K
RLET,
show onboard switch switch-number counter AR RT Ry AL v FEITHREL
Device# show onboard switch 1 counter TCAG I AL SOy o A ERE R
% Li‘g‘o
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- mu cpu A=Y srEe FRoRR

avy kR

=)

show onboard switch switch-number temperature

Device# show onboard switch 1 temperature

2E v RTay 2L v FEIFEES
NTEAA v F AZ T AUNDOIREE
FRLET,

show onboar d switch switch-number uptime

Device# show onboard switch 1 uptime

AR RTrYy AL v F FITEE S
NIZAH w7 AN U7,
AR RT Ry AL v FEITRES
NIZARH w7 AU NPNEEE S -3
B, BEORAZ U RT7e A v FF
TIXRESNIZ AL v 7 A SNtk
(ZHEE) S U TLUR OB 2 R R
L9,

show onboar d switch switch-number voltage

Device# show onboard switch 1 voltage

AE L RTa Yy AL v FFEITIRES
NTZAR T AUNDU AT NEBES
FRLET,

show onboard switch switch-number status

Device# show onboard switch 1 status

AH L RT s AL v FFERITFRES
NIZAHT 7 AUROREEZFRRLE
KR

Bl - Uy CPU ERARICEHI SR8 L IRE D HEER

CPUEHBENEWNZ E AL 725 TV D028 9 2RI 5 I2i%, show processes cpu sorted
FMEEXEC 2~ RE AN LET, HABIO 11TRICH 2 TPV ESITIER LT 7ES

Wy,

Device# show processes cpu sorted

CPU utilization for five seconds: 8%/0%; one minute: 7%; five minutes: 8%

PID Runtime (ms) Invoked uSecs 5Sec 1Min 5Min TTY Process

309 42289103 752750 56180 1.75% 1.20% 1.22% 0 RIP Timers

140 8820183 4942081 1784 0.63% 0.37% 0.30% 0 HRPC gos request
100 3427318 16150534 212 0.47% 0.14% 0.11% 0 HRPC pm-counters
192 3093252 14081112 219 0.31% 0.14% 0.11% 0 Spanning Tree
143 8 37 216 0.15% 0.01% 0.00% 0 Exec

;éﬁtput truncated>
ZofNE, EFR CPUMMRZRLTHWET, ZOHNCLD &, HED 5 RO AR
8%/0% & 72> TWETA, ZOEKIIRDLELY TH,

* Cisco [0S DALFRFR & B 0 AL DB D37 o T2 2 & 7= CPU OA& i =R
BIRD 8%

o BV AT DALFRIZ 3Dy o T BT 2R D 0%
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B 5 =0 crusmzcEs smEs REORE

R 3:CPUFEREIZEATIBED S IV a—TFTa0T

YIRIIFREO RS TN a—T427 |

MBS 1T

R&A

EEHE

B ABD/R—F o Ml
NEEFO CPUFEHEOME
IR R AW

CPUR TRy U= b3
EERAYAVAVRY v E 2 i1
60

Xy bNT—=7 Ny FDY— A%
T D, T —F ORI E W 25D,
AL v FOREELELET,

[ Analyzing Network Traffic (% v k
V=27 774 v OffHT) | OH
ML T IZEN,

0 A O PITERER 1A
INRTH ST 00
57 CPU DA FHE =M
50% =25

CPUFFM Z B ICHE T 5
Cisco [0S AL 1 SLL A7
T 5, Ziidms, A
BT 7T 4TI oA R
Mz X o CThhBi SN E T,

B2 A N S ERE L TRARRY R
ZfRIE9 %5,  [Debugging Active
Processes (777 4 7727 v ADT
Ny 7)) | o7 varEsRL Tl
7ZE0,
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YT LY TBED RS I a—T4 50 FuA |

YIMITTEHERED NS ITINAa—TFT o290 F)F

Power over Ethernet (PoE) ICEE9 A ST a—TFT 420D FY)
j_

% 4: Power over Ethernet IZB8 9 3 S TN a—F 420D+ )T

SEIK FE - (X RERE EZZoNDREAELERE
PoE 2372\ AR — ME 1 DIZ[ED F
A,

1 DDAA v F R— MR A
NFEES D, ZDOR— hTILPoE
4E1E & PoE FEXRPIGC DILE DU
HEWELZ2WS, DR — KT
IFEMEL £,

VIRIITERED S TN a—T1425 .
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. Power over Ethernet (PoE) IR 3 bS5 T a—Fa oD+ UF

fER F - IS RERE

FALONDREEBRE

ZDZETNA ADMMLO PoE AA—  TEWES 5 AT

o

)

show run % 7213 show interface status == —%" EXEC ==~
REZEHLT, "—=F3T vy RE LT, &
7-1% error-disabled (272 > TWR W EHER L E T,

G¥) FEAEDAAL v FIIR— IRV Yy FE T
LTWaEXIAR— hoBENMUEEA7IZLE
9, ZiUE, IEEEfLER TN A 7T a iz
BEINTWHHEEBREETT,

BT HA B —T = A AET2IIA— M power inline
never N E STV eWNWT L ZfER L ET,

ZETNAANPHASL v T R—=FETOAL—Y Ry kN Fr—
TNAOENENIERE Thbd Z L et LET, BRI
BEAI O IEH, 72 POE FERE DA — R MEE L 4 —F R v
Nr—TNEYEGE LT, BTN AN 7 BT LR
DIFANERNT T4 7 BT H el LET,

GE) SARAaGEERIZ. ANL— K A—TILTOD
HIEFEELET, 7 a 24— Fr—T )L Tk
BLEEA,

AA v FDT L NIRRFNVINSZET NA AETOr—7
NEORENN100 A— MU T THDLZ L E2MRLET,

AL v F B— b A—FFy b r—T A& LET,
A —%xy Nr—T7 LV EFEHLT, BEEOIER 7814 —
xRy NEEE, A vyTFOTRY R RO (RyF
SNRPFIVTIERY) ZOR— MIEEEGELET, i
FoTA—Y Ry N VI BHELINBORANE T
TA IR TELZLEERLET, HDHNIE, A—
N VLANSVI Cping # EITL T3, RIZ, ZET
A A% ZDR— ML, BIRNA TR D 2 & A
RBLET,

Ky F A= KEAL v F K MO LCOEET /A
AZDBFRNA ARGV Bt T D% ET A AD
Bt E AL v FOEHNNTY =y b (M ATREZR PoE) &
Z i L C< 72 &0y, show power inline =~ > R&fiH L
T, FIHATREZR B &2 MR L E T,
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Power over Ethernet (PoE) IR 3 bS5 T a—Fa oD+ )T .

fER F - IS RERE FALONDREEBRE

TRCOR—FELIZTIODR—
k 7 )L—7"T PoE 2M¥HE L 72
W,

TRTOAAL v F KR— FCRIE
DRAET D, BB I TW
RNA =Y Ry MEEN E DR —
NCHA—HY Ry b VT 5k
NLTEY, PoEEEEDERN A
W70 EHE A,
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. Power over Ethernet (PoE) IR 3 bS5 T a—Fa oD+ UF

fER F - IS RERE

FALONDREEBRE

BT 57 7 — A0S I AT D Wil 3
T4, EREHERTLIHEEIE. AIREThi iaﬁ{ﬁ%/;
NEZHLET B => FT9) . £9H Th

WIGEBIXAAL v T 2L T EEN,

ST AEEOR— M TRERH D LD, T XTOR—
N CRIEEN AT 50 TIER WS, BIEOME T2
WEEZ B, AA v FDPE L F o L—Z |CHE L7 R
WORREMENH D £,

PoE DR AT — X ADEFRIZOWN TR EICHE SN T
WABT T —LNEITT AT A A vB—I08 20, show
log 54 EXEC =2~ > R&2MH L Cil<E 7,

T T — AN 7WEE X, showinterfacestatus =~ > R & fifi
MLT, R=FBT vy FET L TR, 20T

error-disabled {272 > CTWARWOEIER LE T, &— b2

error-disabled D34, shut 3L P noshut f % —7 = A
2 aryZ4FXal—vay avy REERLT, B—b
EHEANILET,

show env power 33 X TUY show power inline #### EXEC =1~ >
REMA LT, PEOARAT—X ABIOE NNy b
M FTHEZR POE) &~ E 7,

FITarT7 4 Fab— g UEFHHNT, power inline never
MZDR—MIEEINLTWRNZ 2R LET,

ZELTW WA — 3y MEEZ AL vF R— MNMIER:
e LES, #ERICITEWW Sy T a— RETEHEHALE
T, AR OB — 7 M L7 T 72 &0, shut 3
L noshut A v —7x2Af A a7 4 Fal—ga
~UREANL, 41—y N I BHELSNTND Z
LEMRLET, ELSERHLTWDEGEA, By T
a—REFEHLTRET A AZZOR— NI L, &
BN A N7 2R LET, 4*%@“"3{%7532“/
Teole b, TRTOHRIN Y F /U NIE L #Eft ST
WHMPHER L TS TEEN,

I RZRS T RXTOA =Ry NTr—TNEAAL vTF R—
FbikE £, By F a—FREFHALT, 150
PoE R— NMIZTZEBT A A& LET, A1 vTF
K= MO DOZEICHE LT, ZETNA ANELL DE
EVELE LN EEERLTLIEEN,

show power inline ¥4 EXEC ==~ > R&fH LT, &— }\
N vy R SHTOVARWERSIZ., ZEF A R
TN INDZ 2R LET, HDHVIE, '_L'EET/\/])
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Power over Ethernet (PoE) IR 3 bS5 T a—Fa oD+ )T .

fER F - IS RERE

FALONDREEBRE

AEBE LU TERNA AR D I EEBHER LTSN,

| BOZETNRA AT WAL v F B L TV HERICE
TSNS 5A. &Y OR— kT shut B X O no shut
AV HE =Tz AT 4Falb—Taryavy FxA
LT, A=Yy Nr—T V% AL v F DPoEHR—
MZ 1T ART OB LT &V, showinterfacestatus 35
& O show power inline & # EXEC =~ > RZEHA LT, 1
VIA R —DFEHERE R — NDAT — X AEE=H
LET,

T_NTOR—FT, £7ZPoENHERE L7AaWEAIE, EIFLE
BOPOEEV v ar Tt a— X% 2 LN TXAEEMN
bV ET, ZOGE. TIT—LDBERIND DO —EKAYT
T, MEICVAT LAy E—UTT I —ARHEEN T
RO, B %) —ETF oy 7 LTSN,

A A ATIEES AR E L, DT
FEVEy hENLET,
ERICEIEL7-% T, v AaEs
HEMWrgirlc) m— R L7720,
PoE o8& =0 LE9,

AL FINDZET NA AL TOTRTOEXR % MR
LTCLEEW, BHEEOEROWEERHE, B O Pz
BT NA AOBEENARLZEILRDIRERE R ZET A
A DWit ) 72 BIlre ) 1 — R ERRAELET,

A o F K MBRET /A AETOr—F VRS 100
A—PABTFCoHSZ LEMRLT LS,

AA v FHREE SN TV DGITCERERRIZED L 5 2%
bR H 50, YIKIHREZ, ZET A AR E Do
WTHEELTLEE N,

Y ERIRFIC =T — A v —UNERINZPEELE
7, showlog ### EXEC 2~ > RZ&MHL T, =7 —X v
-V EMHERELET,

U a— ROFAERIIZ IP Phone 7> & Call Manager ~0 7 7
TADRDN TR L T EE W (PoE DFEEH T
X372 Xy NT—Z ICHIERBEEL TV DHEARH Y £
SR

SeFET N A& POEHXIG OIS L, HEAIEL <
B}ET D 2 L 2B L ET, PoEEMICOREIZY > 7 &
FELERNT T —RBHLGG, A v T A—hEZE
TS A e DARIIE DR — 7 VA R 0O A]
REMERH Y ET,
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YIRIIFREO RS TN a—T427 |

fER F - IS RERE

FALONDREEBRE

IEEE 802.3af #E#L ¥ 7= iZ IEEE
802.3at ¥ERLDOZFEIEE X, Cisco
PoE A A »F CIIHERE L £H A,

VA PoE AA » TR T D
VA APINDZET NA ATEIR
DG S, BIFERAL T
ITERDBGIIE T, PoEFEXSIS
EREITERFICEEL X7,

show power inline =~ > R&MH LT, Z&ET /1 ADH:
BEAIZIZ, AA vy FOEIINY =y b (HEHFEEZ: PoE)
DEB LT WER L E T, BT A AT 5
ANC. ZOX A TOIEIZ BN PMER R TH S Z
EERERLET,

showinterfacestatus =~ > R&fiH LT, #itsh T\ 5
ZETNAANAL v FIHRBEND Z L 2R LET,

showlog =~ &M LT, &— hOlbEGCIKEEZ W
LTIV AT A =N R0 MR L1, FERE EhE
WZRFE LT EE W, RAUNCEIINZET S A AT S
. D%, Y& DIREETT A, T OHAIE. MBI
OOV — &R (RBAER) BERT, A— hOERE
FR L VMEDEE L7 mliEEn H 0 £7,

YIRS TN aA—TFT42TD

{5l : IP 7R X @ ping
wIZ,
Device# ping 172.20.52.3
Type escape sequence to abort.
Sending 5,

Success rate is 100 percent
Device#

% 5: ping DH AR IRXF

100-byte ICMP Echoes to 172.20.52.3,

(5/5), round-trip min/avg/max =

&% 7€ 151

IP AR A MZ ping ZFEA(TT 5B 2R LET,

timeout is 2 seconds:

1/2/4 ms

3z | Description

=

DB LIS X 1 RIOREEZE LI s 2R LET,
BV R EICHOEINEFLOMICR Yy NI —7 —RDOF A LT T M1 EFEE L
ZEERLET,

U |55%8ERETT —PDU 22E L= 2R LET,

C |WFEICEBR L=y haZE LIl E2RLET,

I |a—WickvTr A MRdlranz2 2R LET,

. VIMIZTTRED S TN a—Ta25



| vIr9z78EO ST 2a—FaY

5l : IP /KRR MIZxt9 % traceroute DELT .

1

Description

-~

Ny N ZATRARTT,

&

Ny S DI Al L7 2 L AR LET,

pingt vy v arEKTTHITIE, ZATF—F = A (T 74 FTIECHIX) ZATIL
TLEEV, Crl F—, ShiftF—, BLIO6F—ZFIFICHL ThoHlL, TOHXF—%24
L9,

B - IP7RR MIZxi9 5 traceroute D E1T

wIZ,

IP 78 A MZ traceroute & E(7 9 B0 2R L FET,

Device# traceroute ip 192.0.2.10

Type escape sequence to abort.
Tracing the route to 192.0.2.10

1
2
3
4

192.0.2.1 0 msec 0 msec 4 msec
192.0.2.203 12 msec 8 msec 0 msec
192.0.2.100 4 msec 0 msec 0 msec
192.0.2.10 0 msec 4 msec 0 msec
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