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(GE) Wwoavwry REFFTLEHR T, A vtE—Y % Please Try After Few Seconds 7% CLI IZ#E /R S
LZ2ERHVET, ZHUICLIOEEAZRTHOTIEH Y EHAN, RERHEZEGT 57
DICKERFEE L DA T TFTANT I FYOREEZRLET, HOMMFELT, 2~ M
BERTLEZBEBDLET,

A w&— % Error retrieving SUDI certificate 35 X O % Error retrieving integrity data 1%, £
B> CLI fEFEZ /R LE T,

Fg
OV RFERET7TIV3 Y B
ZF w71 | show platform sudi certificate [sign BEDSUDI DF =y 7 Hh La—K
[nonce nonce] ] AFEELET,
Bl e (AFvay) dgn: BLERLE
Device# show platform sudi certificate| j—
sign nonce 123 « (A7 a) nonce: S AEE
A LET

R Fw 72 |show platform integrity [sign [nonce |7 — FNEYEOF = v 7 A La— K%

nonce] ] FRLET,

i - e (AFvay) sgn: BAERLE

Device# show platform integrity sign —a_

nonce 123 o (X7 ay) nonce: S AEE
AN LET

T729bI4—LIDEYT b T7EEEDHER

T5v b T+ —LID OFER
KIZ. PEMIETE F 2 7 REAH T /3 A Z5JF (SUDD) F=—r 2R RT 2612 RLET,
SUDIIZ=r a— RS DDiE, lHx DT A AD-GID E Y TAFESZTHY AITHLOT
INARANBIRD Ty NT—7 ETT AL A% —EIC# & 9, KHDOFEFZEIX Cisco Root
CA2048 T, 2FEHIZT A D L CA (ACT2SUDICA) TT, EHLHDIEAED,
https://www.cisco.com/security/pki/ TA SN TWNHHDE B L TWANEHERTEET, 3
% H 1% SUDI GEE T,

Device# show platform sudi certificate sign nonce 123
MIIDQzCCAiugAwIBAGIQX/h7KCtU3T1CoxWlaMmt /zANBgkghkiGOw0OBAQUFADAL

MRYwWFAYDVQQKEwW1DaXNjbyBTeXN0ZW1 zMRswGQYDVQQDEXJDaXNjbyBSb290 IENB
IDIWNDgwHhcNMDQWNTEOMY AxNzEyWhceNMJ kwNTEOM] AyNTQyWjALIMRYWFAYDVQQK
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EwlDaXNjbyBTeXNOZW1zMRswGQYDVQQDExJDaXNjbyBSb290IENBIDIWNDgwggEg
MAOGCSgGSIb3DQEBAQUAA4 IBDQAWgGEIAOIBAQCWMrmrp68Kd6ficbal0ZmKUeIhH
xmJVhEAyv8CrLgUccda8bnuoqrpuOhWISEWdovyDOMy5jOAmaHBKeNS8hEF570YQXJ
FcjPFtolYYmUQ6iEQDGYeJu5Tm8sUxJIszR2tKySTMcQr/4NEb7Y9JHcI6r8ggBog
VvYgDxFUl4F1pyXOWWqCZe+36ufijXWLbvLdT6ZeYpzPEAPpkOEStzivMW/VgpSdH
FWn0£84bcN5wGyDWbs2mAag8EtKpP6BrXruOIIt6eke01laO06g580BAKhTCytKmg9l
Eg6CTY5]/e/rmxrbU6YTYK/CEdfHbBc11HP7R2RQgYCUTOG/ rksc35LtLgXfAgED
01lEwTzALBgNVHQ8EBAMCAYYwDwYDVROTAQH/BAUWAWEB/zAdBgNVHQ4EFgQUJ/PI
FR5umgIJFg0roIlgX9p7L60owEAY JKWwYBBAGCNXUBBAMCAQAWDQY JKoZ IhvceNAQEF
BOADggEBAJ2dhISjQal8dwy3U8pORFB171R803UXHO]gxkhLtv5MOhmBVrBW7hmiW
Ygpao2TB9k5UM8Z3/sUcuuvVdIcrl8J0agxEu5sv4AdEX+5wiWdg+ffy0vhN4TauYuX
cB7w40ovXsNgOnbFpligRe61JT37mjpXYgyc81lWhJIDtSd91i7rp77rMKSsH0T81lasz
BvtIYAretIpjsJyp8gS5UwGHOGikI3+r/+n6yUA41iGe00caEblfJU9u6ju7AQ7L4
CYNu/2bPPu8XslgYJQkO0XuPL1hS27PKSb3TkL4AEqlZKR4OCXPDJOBYVLOfdX41Id
kxpUnwVwwEpxYB5DC2Ae /gqPOgRnhCzU=

MIIEPDCCAYSgAWIBAgIKYQlufQAAAAAADDANBgkghkiGO9wOBAQUFADAIMRYWFAYD
VOQOKEw1DaXNjbyBTeXNOZW1zMRswGQYDVQQODExJDaXNjbyBSb290IENBIDIwWNDgw
HhcNMTEWNJMwMTc1NjU3WheNMI kwNTEOM] AyNTQyYWj AnMQ4wDAY DVQOKEWVDaXNj
bzEVMBMGA1UEAXMMQUNUMiBTVURJIENBMIIBIjANBgkghkiGOwOBAQEFAAOCAQSA
MIIBCgKCAQEAOM513THIXA9tN/hS5gR/6UZRpdd+9aE2JbFkNjht6gfHKd477AkS
5XAtUs50xDYVt/zEbs1Zg3+LR6gqrgKKQVu6JYvHO5UYLBQC)38s76NLk53905Wzp
9pRcmRCPuX+a6tHF/qRu0iJ44mdeDYZ0o3gPCpxzprWIDPcl1M4 1 YKHUMMOMgmgmg+
xghHIooWS80BOcdiynEbeP5rZ7qRuewKMpllTiI3WdBNjZjnpfjg66F+P4SaDkGb
BXdGj1l30VeF+EYyFWLrFjj97£fL2+80auv43Qrvnf3d/GEgXj7ew+z/sX1XtEO]SXJ
URsyMEj53Rdd9tJwHky8neapszS+r+kdVQIDAQAB04IBW)CCAVYWCwYDVROPBAQD
AgHGMBOGA1UdDgQWBBRIZPHxwnDVW7t8cwmTr7i4MAP4fzAfBgNVHSMEGDAWGBON
88gVHm6aAgkWrSugiWBf2nsvqjBDBgNVHR8EPDA6MDigNgAOh]jJodHRwO1i8vd3d3
LmNpc2NvLmNvbS9zZWN1cmlO0eS9wa2kvY3JIsL2NyY2EyMDQ4 LmNybDBOBggrBgEF
BOCBAQREMEIWQAY IKwYBBQUHMAKGNGhOdHA6LyYy93d3cuY21zY28uY29tL3N1Y3Vy
aXR5L3BrasS9jzXJ0cy9]jcmNhMjAOOC5]) ZXIwXAYDVROgBFUwWUZBRBgorBgEEAQkV
AQWAMEMwWQQY IKwYBBQUHAGEWNWhOJHAG6LYy93d3cuY21zY28uY29tL3N1Y3VyaXR5
L3BraS9wb2xpY¥21llcy9pbmRleC50dGlsMBIGAIUdEWEB/wQIMAYBAf8CAQAWDQYJ
KoZIhvcNAQEFBQADggEBAGhlgclr9tx4hzWgDERm371yeuEmgcI£i9b9+GbMSIbi
ZHc/CcCl01Ju0a9zTXA9w47HI/t6leduGxb4WeLxcwCiUgvFtCa51 Ikl t8nNbcKY
/4dwlex+7amATUQO4QggIE67wVIPu6bgAE3Ja/NnRS3xKYSnj8H5TehimBSV6TECL
i5jUhOWryAK4dvo8hCikijEkzu3ufBTJapnv89g90E+H3VKM4L+/KAkUO+52d3 FKn
hyl47d7cZR4DY4LIUFM2P1As8YyT zoNpK/urSRI14WAI1lplR1InH7KND15618y VP
0IFJZBGrooCRBjOSwFv8cpWCbmWdPaCQT2nwIjTfY8c=

MIIDezCCAmMOgAWIBAgIEAC+JiTANBgkghkiGOwOBAQsFADANMQ4wDAYDVQQKEWVD
aXNjbzEVMBMGAIUEAXMMQUNUMi1BTVURJIENBMB4XDTE3MDgxOTEWNDMzOVoXDTI3
MDgxOTEWNDMzOVowZ zEmMCQGALUEBRMAUE1EOKMSOMzAWLTIOVVggUO4 6RkNXMIEZ
NEwwMEMxDJjAMBgNVBAOTBUNpc2NVMRgWEgYDVQQOLEWIBQ1QtMiBMaXR1IFNVREkx
EzARBgNVBAMTCKM5MzAWLTIOVVgwggEiMAOGCSQGS Tb3DQEBAQUAAL IBDWAWGgEK
AoIBAQDav5txv4THsgXwWC7AxXzHMSMZ28Feqk8FA3tXAVOtV8RXtY4Z9I9XgRzwz
Yw8chknh8LuDMCmGmk8DP+ct++vAF4nkVeIeBeOHnx2RuC9rcR8tuKjCimamDkOM
JHk12w/9+TbdKANBEy6SuehlRPVbuSkl1oQLQcOYW7CsYC5tI1GkJIJkfk1nGEK3ni3
ztIpsi7QHyp6k59yccnbzXSdwoBrtbpIIYEk/iHWFRQAIMUunnfIshI7yPneo7V0
NnPc08wk+CA+8XeXk/fnDeGAsSwKRK1tWIjDP/sY1YubBINJ4TogqQpG6W/hbNvu3Y
NyS24o0sSvnn5Bp70on3REf7eHg9hNIAgMBAAG]bzBtMA4GALUdDWER/WQEAWIF4DAM
BgNVHRMBAfS8EAJAAMEOGALUJEQRGMESgQQY JKwYBBAEJFQIDoDUTMONoaXBJRD1V
WUpPVKVZNEZRTOxSbkpwSUUxaGNpQXhNQOF4Tnpvd05Eb3hNeUFiY1FjPTANBgkg
hkiG9wOBAQsFAAOCAQEASXX+1ZLMVHQIR1/s1Pobm0kP/bYeHsgDTRQPRHbCM1HH
ROfjjDaJMHCspBl7XtcLkNNFOwyUEkjoepyHjpxxhekGIgqgD6Xt4rW6v/058Haw6
QbAhJFGZriVxFoBvW20VQ4ezyaGogA+0I2GZgD/ZggUy6zsVwKmMe6inoEgXcYap
5GgF4weEoty9u+OKqr3ppWU4751xnNm/h+WHbNtunL6r7wZfe5dFQIxR5QP5gwRa
svpSsCoKm6PiwIUhw25CvtZINTgO0tu5t5D7aVexLeR8XbAlp] fgxw/RtSsiNse3+
ZkOgJUESqlxwzxcGULY+VvDINYRQ/sP6y7cT+niTO0A==

Signature version: 1
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Signature

F 7 a DRSA2048 B4 L, 3 ODFEAE, BAOARA—Ta Bl —H—zk
NIEEXNBF AT A DT,

RSA PKCS#1vl.5 Sign {<Nonce (UINT64)> || <Signature Version (UINT32)> || <Cisco Root CA
2048 cert (DER)> |
<Cisco subordinate CA (DER)> || <SUDI certificate (DER)> }

VAADERY Y a—va A2, EROENEMEIRT SRR S TWET,
LU, OpenSSL =~ REMH LA VX NEHLTT 7y b7+ —A
DID#FRRLTELZHBETHZLELTE, ZHUTE S TYRAID—EDT /A A
ID Zffefr TE £T,

[linux-host:~]openssl x509 -in sudicert.pem -subject -noout
subject= /serialNumber=PID:C9300-24P SN:FD01946BG05/0=Cisco/OU=ACT-2 Lite SUDI/CN=C9300-24P

VI bz 7TEEEDRER

W2, 77— EEEOT = v 7 AL a— RERRTLHHZRLET, Ny = lEMIE, ke
LTCT—hENTEY T MY =T D3 ODDOEEZNENICONWTERINET, TNHD /e
Vak A antEitd 2 EE L i TE T, HANCEATAA T v a v 2T AL
TNFERTH D EZS A ST RNT & ERGET DR RGEY — VoAt 5 asinvEd, V7L
A WEBEINSRHET DD, T RERIEETE £,

)

GE)

cat9k_iosxe.16.10.01.SPA.bin 2~ > RZF(TT 5L, Ny T2 3—HLEHA,

T ANy V2 IMDS Ny v a TiEH Y £ A, N RV T 7 A LTk LT verify/mds

Wiz, A > A h—/LE— KT show platformintegrity sign nonce 123 =~ > KO H 1l &7~ L
F9, ZOHNUI, A VA M=V ENTWDEENRN =V 7 7 A VOREBENEENET,

Device# show platform integrity sign nonce 123

Platform: C9300-24P

Boot 0 Version: MA0081R06.1307262016

Boot 0 Hash: A99EF9F31CE3F3F8533055407F1C88C62176E667E4E1DAOG49EAATALI282F205E0A

Boot Loader Version: System Bootstrap, Version 16.8.0.3, RELEASE SOFTWARE (P)

Boot Loader Hash:

F82826514658055C3993RRI5FS 3512341 RE20F 30C7DA083C980450FAGCDBAE08EEG3GRIR1 5D 3414203CED35603F01 974B36 76CAACAE IDCASR2SCDL 039E636CAA
0S Version: 16.10.01

OS Hashes:

cat9k-cc srdriver.16.10.01.SPA.pkg :

DODL55CI DEFTBO3EROCAA05 7ADAAYG /321 1AFA JAOCAAR 7RDOAE935CBORDB4EODODL 55C1 DEFBO3EBOCAA05 7ADAAYG /321 1AFA TOOCARA TEDOAE935CBORCB4ED
cat9k-espbase.16.10.01.SPA.pkg :

3EROCAA05 7ADAAYG /321 1 AR JCOCAAR 7RDOAE935CBORDB4FOD0D] 55C DEFIRO3EBOC6A05 7ADAASG 73621 14FA TOCCARA /FDOARI35CRORDBAEODODL 55C1 TEF43
cat9k-guestshell.16.10.01.SPA.pkg :

BOC64057ADAYG /3621 14FATOCCARA TEDOAES35CROBDBAE0DODL 55C1 DEFTBO3EROCAA05 7ADAAYG /321 1 AFA JAOCAAR 7RDOAE935CBORDB4EOCODL 55C1 TEFBO3E
cat9k-rpbase.16.10.01.SPA.pkg :

4057ADAAYG /3621 14FATO0CARA TEDOAES35CROBDBAEODODL 55C] TEFTBO3EROCAA05 7ADAASG 7321 1 AFA JCOCAAR 7FDOAE935CBORDB4FODODL 55C1 CEFBO3ERICG
cat9k-rpboot.16.10.01.SPA.pkg :

ADARI673E21 1 4FA TO0CRARA 7TEDORFI35CRORDBAEODOD] 55C1 CEFTBO3EBOC6A05 7ADAAYG /3E21 1AFA TCOCARATEDOAEI35CBOBCBAE0DODL 55C] DEFBO3EBOC6405 7
cat9k-sipbase.16.10.01.SPA.pkg :

9673621 14FATC0CARATEDOAES35CBOBCBAE0DODL 55C] DEFTRO3EROCAA05 7ADAASG 7321 1 4FA TCOCAAR 7EDOAR935CRORDB4R0DOD] S5C1 DEFBO3EROCAA0S 7ADAA
cat9k-sipspa.16.10.01.SPA.pkg :

B 7 rxattoRE%
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E2114FATO0CARATEDOAEI35CROBDBAF0DOD] S5CI TEFTBO3FBIC6405 7ADGAS6 7 3521 1 4FATOCARA TEDOARI35CRORDBAF0DODL S5C1 LEFRO3FBOCEA05 TADGAYG 73
cat9k-srdriver.16.10.01.SPA.pkg

4FATOOCARATEDOAE935CBORDBAF0D0D] S5C1 CEFTRO3FBOCE405 TADGAYG 73621 14FA TACCARA TEDOAR935CBORDBAE0D0D 55C1 CEFBO3FBOC6405 7ADAAYG 73621 1
cat9k-webui.16.10.01.SPA.pkg

COCARATEDOAEI35CROBDBAF0DODL S5CI LEFTB03FB0C6405 7ADAAS6 7321 14FATCOCARA TEDOARI35CBORDBAR0D0D 55C1 DEFBO3FBOCEA05 TADGAYG 7321 14FAT
cat9k-wlc.16.10.01.SPA.pkg

AXTFDOAE935CBORDBAR0DOD 55C1 DEFTB03FROCA405 7ADGAS6 73621 14FA TACCARA TEDOAR935CBORDBAR0D0DL 55C1 CEFBO3FBOC6405 7ADGAYG 73621 14AFATOOCA
PCRO: 9745B571B66D79F0936F4D292B5672B50F50FD1IES56E74248D48A33582E992574

PCR8: 1CC295C233DA41BD3530A6F09C21991E8406BFFC88249D7778CA4BBOBOE71ERT

Signature version: 1

Signature:

WIZ, /N> RLE— R TO show platform integrity sign nonce 123 ==~ > KO IH &7~ L
T TOHINZIE, R RV T AN VA NV ENTWDE NNy r— Y OREMN G F
nEJ,

Device# show platform integrity sign nonce 123

Platform: C9300-24P

Boot 0 Version: MAO081R06.1307262016

Boot 0 Hash: A99EFI9F31CE3F3F8533055407F1C88C62176E667E4E1DAO649EAATAL282F205E0A

Boot Loader Version: System Bootstrap, Version 16.8.0.3, RELEASE SOFTWARE (P)

Boot Loader Hash:

F82826514658055C3993RRI5FS3512341RE20F 30C7DA083C980450EAGCDB4608EEG36RER] 501 3414203CED35603F01 974B36 76CGACAE IDCASR2SCDL 039E636CA0A
0S Version: 16.10.01

OS Hashes:

cat9k iosxe.16.10.01.SPA.bin

FACADOSBEIEF841C3AZE3FDB54082 9F08E 3CBAI336E38EAS669DADBR1 SAD] SE365B922ACBANCODEB63E2806D6A1BAB 7839DDIDCACD /E366A4 ED6A8C1 13440
cat9k-cc _srdriver.16.10.01.SPA.pkg

DOD155CITEFIBO3EBOC6405 7ADGA6 7321 14FA TCOCARA TEDOAEI35CBOBDB4E0D0DL S5C1 EFBO3EBOC6405 7ADGAYE 73E21 14F A TCOCARA TEDOAEI35CBOBOB4AED
cat9k-espbase.16.10.01.SPA.pkg

3EBOC64057ADAAS6 /3621 14FATOOCARA TEDOAEI35CBORDB4E0DOD] 5S5C1 TEFTBO3EBOC6405 7ADAAYG 73621 14FA TO0CARATEDOAE935CBORCBAEODODL S5CI TEEF43
cat9k-guestshell.16.10.01.SPA.pkg

BOCEA057ADAAYG 73621 1 AFATOCCAARTEDOAEI35CROBDB4E0DOD] 55C1 DEFTRO3EBOC6405 7ADGAYE 73E21 14F A TCOCARA TEDOAE935CBOBCBAEODODL S5C1 CEFRO3E
cat9k-rpbase.16.10.01.SPA.pkg

4057ADEAE 7 3E21 14FA TCOCARA TEDOAE935CBOBDBAE0D0DL S5C1 CEFTBO3EBOCA405 7ADAAYG 7 321 1 4FATOTCAAR TEDOAEI35CBORDB4EODOD] 5S5C1DEFBO3EBOCG
cat9k-rpboot.16.10.01.SPA.pkg

ADAAY6 T3E21 14FATCOCARATEDOAE935CBORDBAE0DODL S5CT CEFTBO3EBOC6405 7ADAAS6 73621 14FA TATCARA TEDOAE935CBOBDB4E0DODL 5S5C1 TEFBO3EBOC64057
cat9k-sipbase.16.10.01.SPA.pkg

9673E21 14FATCOCARA TEDOAE35CBORCBAEODODL 55C CEFTBO3EBOCA405 7ADAAS6 3621 14FA TOTCARR TEDOAEI35CBORDB4E0D0DL 5S5C1 DEFBOZEBOC6405 7ADGA
cat9k-sipspa.16.10.01.SPA.pkg
E2114FA700CARATEDOAEI35CBORDBAE0DODL S5CI TEF DBO3EBOC6405 7ADGAS6 7321 14F A TCOCARA TEDOAE935CBOBDB4E0D0DL S5C1 TEFBO3EBOC6405 7TADGAYE 73
cat9k-srdriver.16.10.01.SPA.pkg
4FRTCOCARATEDOAEI35CBOBDB4AEODODL S5C1 TEFTBO3EROCEA05 7ADAAYG /3621 1 4FATOCCAAR TEDOAEI35CROBDB4E0DOD1 55C1 TEFBO3EBOCE405 7ADAAI6 13E21 1
cat9k-webui.16.10.01.SPA.pkg

QOCAARTEDOAEI35CRORDB4E0DOD] 55C1 TEFTBO3EBOC6405 7ADGAYE 7321 14F A TCOCARA TEDOAE935CBOBDB4E0D0DL 5S5C1 CEFRO3EBOC6405 7TADGAIG T3E21 14FAT7
cat9k-wlc.16.10.01.SPA.pkg

AATEDORE935CBORDBAEODODL 55C] CEFTBO3EBOC6405 7ADAAS6 7321 14FA TAOCARA TEDOAEI35CBOBDB4E0D0DL S5C1 TEFBO3EBOC6405 7ADGAYE 73E21 14FATCICA
PCRO: 9745B571B66D79F0936F4D292B5672B50F50FD1ES56E74248D48A33582E992574

PCR8: 1CC295C233DA41BD3530A6F09C21991E8406BFFC88249D7778CA4BBOBIE71EB7

Signature version: 1

Signature:
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ZOBETHEHAT S av Rosze /R | Command Reference (Catalyst 9300 Series Switches)
T OME 7L DR,

J— FESMHORRIEDHAEEE

ROFIZ, ZOFEY2a—/LTHHTLHEEDY U —ABLOMEEFHRZ R LET,

IHH ORI, FHCHR SN TOWRWIRY , BASALY U —RLUEOT~THOY J—XT
EATE £,

J1y—2 L 1315 HRETEER

Cisco 10S XE Fuji 168.1a |7/ — MEAMED A | 7— MEAMD TR E>T, v A=0

{63 Ty 7 —ALIDE VT T =T OES
PEFFRA L & 4, EAFTREICZ /20 £77,
77y b7 —ALIDIE, T FTH—A
DOEGEITLTA VA b=V ENTZID 2k L
7,

Cisco Feature Navigator Z i 45 &L. 7T v F 74 —LBLONY 7 b =T A A=Y DPR—

MEHRZ R TE £9, Cisco Feature Navigator (213, http://www.cisco.com/go/ctn [JE5H] 7B 7
7EALET,

B 7 rxattoRE%
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TIKETAIPMDRF AV M ESELESZL,



