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TN, A w3 =% F721 Network Assistant 6 LT, MEAHE LR TEET,
LED D7 Y, NI TNy a—T 4 VT OFMIONTIE, N~ Ry =T A AR —Tg
VA REZHRLTIEEZN,

VI INTTHRED N T TNy 2—T 4 7T AR (1 2—)

VT RNI2TRED N T TNy a—F 4 7 HE (92—)

VTN THRED ST TN 2—TF 4 T OMER (21 ~—)

VT NI =T HREDN T TN a—FT 4 7D FIF (23 3—2)

VTR 2T DRI TNy 2—T 4 TORER (28 2—)

e VT NI TRED NT TNy a—T 4 72T HEBMEHR (30 <—)

VT NI =2TRED NT TNy a—T 7 OMERRE (30 2—)

YIFYTTFZEHRED RS TN a—FT 4 UFIZET 315
R

Xz =1
AAYFDY I O TIEE
AA v F VT N2 TINT v 77 L— RHZHE T AFKRE LT, o7 7 A VN AL v F
AT B— RENFEEHERA A= 77 A APYIRENT-EBERHVET, 25D LD
AL, ERIIHVETA, YT U =TEENSEET IO, VT by TEENSORIE
(9 X—=) OETHHINTWADFIBICHEWNET,
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B 7 xoszxo—remxLrEnt8s

TNARADINRAT— R EPRLEEDAEN5E

TNAADT 7 H )V "NRETIE, T3 AR EBERIET 2 R2—¥R, AL v FOEFRK
ABHCEE) a2 Z2HM L THLWWRZA T — REANTEHZ LI, R2AT—RamklL
TREEGEECTE T, T2 THRAT2EEFIAZ EZITT 2121, T3 A2 EEHRIEL T
<&V,

GE) ZRHoDOTARAATHE, VAT LEHEILT 74/ VEREICRTHEIBY = Ra—Wizk
HRAT—= ROV ey NefFa[THZ LIk T, ZOMED 2T 4 E—7MICTEE
T, NAT— REENRT 4 B—T RS> TWAHEIZ, = Ra—¥FRRXRT— K2 &y
FLESETDE, AT —F A A=V TRETaEADMIXT 74V FOREIZRT L9
RSN ET,

GE)  Cisco WLC DFRTEZBEED Cisco WLC [l TCabt—4 5 &, BE{b/SAV— K $—%[F{ETZ
720 ET (RMA OBE) .

RAY— REMRERIIENTZHEICFDO/NRAT — N E2EIET 00T, RAV—FKeshl-%
AOEE (13—) OWETHAT I FIEENET,

ping
TNA ZLIP O ping ZHAR—FLTEY, ZHEFEHLTYE— MR F~OEfET A b
TEET, pingld7 RL A= a—BFR ATy FE2EEL, IWEEZRFHLET, pinglTkDOWT
NDINEZIRLET,

o EFERINE  EWRINE (hostname BWFEET D) 1. xRy hI—27 R T 7 40712 &
DET, 1~ 10BN THRAELET,

BEHDINETR L RA MBIGE L2 WA, no-answer A v —UNIRINET,
o« REHZ2AR A B AR A FMEE L2 WIES . unknownhost A v E— U RNIRENE T,

BEEEARRE : T VANV N = MU A BB ESINT-R Y N —JIZBETE WA,
destination-unreachable X v — 23 IV E T,

e Xy NT—Z FFHITARARNDEREREE : L— F T —T IR A MNERITRY RTU—2 D
= N U RRWEES . network or host unreachable X v — VbR E N E T,

ping DBYIEZ BLMET 5 IT1E, ping DE(T (19 8—2) DHEBML T &L,
LA4A¥2 FL—XRI)L— b

LAF2RL—2b— MEREICE D . Ty FBSBIRT DRE LT A ANDISET A A%
TOMENRAZHANTEET, LA T2 L —RAb—MI, 2=F ¥ X FOFEILE LU%EE
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L4 % 20 traceroute DA K51 > .

MAC 7 VARG &Y R—bLET, b L—2b— I, N2NZHHT /31 2D MAC 7
RUAT—=TNVEMHEH L TSRZHBILET, T APRNANTLAL 2 hL—R)b— %
PHR—= b L TORWT NSRBI LTS E, T3 I A P2 hL—R 7Y 2385 Lie
. XA LT T MZLET,

TS ALY, EETET A ADBFISET A AADSADHEMITEET, /5y bR
T, BETERA MPORETLT /S AE T, FFFFIT /A ADPBIES A L ETDAR
HREIT X F A,

L4 20 traceroute D HA K54 >

e X NI —ZNOFTXTHT /SA AT, CiscoDiscovery Protocol (CDP) %A X—7 /LT
LMERH Y 3, LA ¥ 2 traceroute 2N UNZENET H 72012, CDP ZHEZHIZ LR2NT
IZEW,

WX ZNDT /XA A3 CDP 2% L CHBMRIEE. A v T IXINoDT /A A &1E
BB RREHTEFERE A,

s PINGAAEEXEC 2~ R&EMHA L CTEfi 27T A P TEIUL, ZDOT 3, AIHIDOT /31 &
MHBFERRETH D L EHRTEXET, W SZANOTXTOF A AL, OF 54 2
S AEIZBIZERRE TR T IIE R0 £ A,

o INANTHBIFTRE R Fe KA » 7813 10 T,

BFILT A R EGEET A ADMOYEL R ANIZIRWNT /34 AT, traceroutemac 7=
I% traceroute mac ip OFfHE EXEC 22~ > REFITTEET, NANDOTXTOT /A A
L. ZOAAL »FNLEREMRE TR TR 8 A,

cFBESNTIRETB IO T KLU ADE U VLAN IZH 5854, traceroutemac =< > R

HAE LAY 2 AR RLET, BELEEELB IO MAC 7 LA, %
72D VLAN IZB L TV AHAIE, LA P2 3R FERENT, =7 — XA vte—UNR
FoRENFET,

e wIILTF Xy A NDEETEIISEE MAC T RLAZIRET H &, A TENIENT, —
T— A=V NERINET,

 EE T EITSEIEMACT R L ADNEHO VLANIZET 2413, HETE X O%E5EMAC
7T RVADWEFNRRE L TWAVLANEZIEETHALERNH Y £, VLANZIRE LRV &,
WRAFHEENT, =T — A vbE—UNRRRINFET,

CFEESNTEETB IO ED IP 7 FLANRE—OV 7 Xy NNIZH HHA . traceroute
macip 2~ FHHEVA Y2 RXRAEFRLET, IPT RLRAZIEE LSS, 73 A
I% Address Resolution Protocol (ARP) ZfEH L, IP 7 KL R L ZNITKHET H MAC 7 R
L 2B LW VLAN ID % 5t &S ¥ 9,

cHREDIPT RLUADARP D=2 b U BFEL TCWDIEE, T35 AXBEAM T B
7-MACT7 RLVAZEMERH L, MESAZFERLE9,

cARP DV FUNIEELZR WS, TNA ATARP VU A EEL. IPT RL X%
R L L9 ERAFET, IP T RUANRFRINZWIGAE, SAFE ST, =
T— Ao —UNRERINET,
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cFEEDT NA AMANT N LTI OOR— MR SN TV DS (0 & 213850 CDP
FAN—RHR— F TR ESNZHE) . LA Y 2traceroute BEREIT VR — F SN ER A, #
B DCDP XA N—=3 1 DOR— FTHRIHINTZHE, LA V2R3 ESNT, =7 —
Ave—UNRFREINET,

« ZOMREIZ, =22 VU7 VLAN TiIx¥AR— S EHA,

LA4Y2 hb—RA)— ML, 2—H F—4%7F L7 bz (UDP) &R— k2228 TU A
=27y bERREET, ZOR— NI AEEDOIPVE T RLAZEHALTY £— Fh
LT 7 BATE, RAHIVNEDH Y FHA, ZOUDP V7 v MLV, VLANIHER, VU
7. FFEDOMACT KL ADIFE, BLUCDP A N—1FHE T A AL itARD 2 &
MTEET, ZOFEREERTLIZLICLY, BEMICLASY2xy hT—7 AR YO
PRGEREETEET,

LAY2 L —RA—NIT 74V FTHMIR->TEBY, Fe—rbary7 4Xal—
3y E—RTnol2traceroute =~ REZFETTHZ LIZL o THIHIZTEES, LA
Y2 hL—AN— b EHEFMNITIHIZE, Juo—Lar 74 Fal—v g ET—K
Tl2traceroute =< R&MHH L £,

P rL—XRIL—F

IP traceroute Z#fEfH 3 2 &, X FU—2 BT/ y FARBIRT BN A %Ry INA KRy 7T
AT EET, Zoavr FEFEITTDLE. NI T4 v 7 EICEET S ETISERT D
N—=BIpEDTRTORy hT—TE (LA T 3) T ARERINET,

T3 AL, traceroute FifE EXEC 2~ > ROE[FmE /i35t s LTHRETE 4, £/-,
traceroute 2~ RO TH Y 7L LTEREINDIGERH D £3, T34 A % traceroute D
sde & T D& AA T U, traceroute D) THRAE D5 & L TFRSNET, FHT /A A
2 T VLAN WCR— ME D7 DT U » P> 7121 %247 9 34 traceroute D H A2 H
AL v FIIFRENER A, 2720, FRIT AL ABEFED /Ny Nae—T 4 v 7T 5~
IVF LA YT ADEFE., T DT 34 A traceroute DH FIZE Y & L TERRINFET,

traceroute 4 EXEC =2~ o RiZ, IP ~» ¥ —O{Ffi Alaelef] (TTL) 74—/ REHEH L
T, V= BEIOY—A"TEHEEDI F— A v —U0NEREND L 512 LE T, traceroute D
FATE, 2=V T =4 7T A Fa ka (UDP) T—H% 7T L%, TTL 74—V KPS 1T
ESNTWDSERA MANEETLZENDMMEY £, V—F TTTLIEA 1 £72130 TH
HZlrBHTDHE, T—E TRy L, A =%y MilA vE—Y 70 Fa

(ICMP) time-to-live-exceeded A » & — % 5{5 JLIZ5{5 L £ 7, traceroute IX, ICMP
time-to-live-exceeded A v E— DEETT FLA 74— )L REFART, BHIDOARY 7OT R
VAL £,

X7 AR Ry P EHBIT 72912, traceroute 1L TTL {232 O UDP /X7 v F&XELET, |1
TDONL—HX, TTLZ 4 — /L ROMENPH 1 ZZ LG WTIRONLV—FIZT—X 77 L %EEEFEL
£9, 2F/DONL—ZE, TTLEN 1 THDHZ L 2WHRTIE, ZOT—F 7T LEREEL,
time-to-live-exceeded A v B — U FEEL~KLFET, ZDOL DI, T—X T T ANSEEKRA b
BT HE T (7203 TTL ORKMEICET 5 £ T) TTL OISy S, LAERET S
7,
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debug o< K .

T =R T T NN RIE L2 & BT 572D, traceroute X, T —# 77 A D UDP %d
SeRR— FEEZ ., 5 A ROMEHT A ATREMED 2V KRE REICRE L E T, FA MR, o—
ANTHERA SNBSS R— MNEFEZFRF OB TOT —2 77 0%2%ET5&, #ET
IZICMP AR — FEIEARE= 7 — 2 X EFELET, A— MIERRET T —ZRTXITOT T —IX
PRy 7B REEIND 72O, A— FEIERETT —2ZETHEVNIZLEF, ZOA Y
USRI OEREINT I EEERLET,

]+ IP 7R A MZ%P9 5 traceroute DFEST (29 _X—) [T+, IP traceroute 7 12 & 2 D% 5
BLTLEEN,

FNRy THINLICPU 7B A TE T T4 AV T 4 NE VLB THENTWAHEZD, T8y 7H T
EITHOEVATABNMERATERLIRDZENHY T, LEEMN->T, debug =~ Rafifd
01X, FFEORED N T TNy a—T 4 VIR, 3V Aa0T 7 = R— MMEYE
BTN T TN a—T 4 U T ETOIGAICIRELTLESWN, XYy NIT—F 8T T 4 w7
B —PHEN DRI debug =~ REFERTHZ L2BEIOLET, T3y F 7%
IO X D) REEMHICAT O &L debug 2~ > RALEID A — 3—~y ROBEINZ LY > 2T LADff
FNZ BN R SAREMENMEL 72 7,

debug =~ > RIZT R TRHEEXECE— R TIATLET, 1FLAEDdebug 2~ > RiF51#E%E
By EHA,

HBAL Y F AL Y I TF Ry P EAR—T M LIERAE, T 2T 4 7 A v FTOHA
TN EF. AU NAL T DTNy TR HEA T, session switch-number
FRHEEXEC 2~y REMHL T, 7774 T AA v TF oDty v a 2T 20ENH Y
T, WIZ, AVARAAL v FDavr RIfr7ur7 v Tdebuga~r REAHLET,

VAT L LR—F

AT A LAR— hE T crashinfo 7 7 A V2T, YA aOT 7 =Hh )0 YR — FEY43E D Cisco
I0SA A—VDEE (/T via) PRATEEZMEEZT Ny 745 L EIEHT BN
BRIFSINTWET, HARE L BEEMEORWEER Y 7 v ¥ 2 R E R OMERICINET 5 =
EBMETT, I, TOFEROIVEE ANV RUR, FFED Y T v =2 OFAITKE L BhEf
TNRFENTE D X )R HETITbND Z L BN TY,
VAT A LAR— MIROWIRTERSNET,
c AL T F—N—=DFE VAT A LR=MINA TXAFEDT 4 (HA) DAL R—
2L v FTOHRERINET, FEHA AL NN—ZOWNTIELR— MIERINETA,

Jo— I LR— MIER S ER A,
7T vy Tak AL, ROERN AL v Fnba—a U iUESET,
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1. &7t A core

2. hr—xzxus

3. 10S D syslog FET7 277 4 7707 7 v aDGAITIHMRIESNEREA)

4. VAT LT mv AR

5 77— rvy7us

6. Vu—FKue

7. BEED XA T D Jproc & H

ZOHEBRIIMERI D 7 7 A MRS TS, T—H A 7 N TI DD/ RVIZJERE S E
T ZHICKY, 7T v aDA Ty T vay Ml OOEFRTRGL T, o7z oics y

A TEX DL L OISR ET, ZOLER— NI, AA v F 2 ROMmon/7 — h @z —HF|C
AT ARNCERSNET,

SER7R core BEXO ML —2Ar 7SMNITF AN 77 AL TT,

a7 BT AT 5I2IE. request platform software process corefed active ==~ > K2 i L
i‘j‘o

h2-macallanl# request platform software process core fed active
Process : fed main event (28155) encountered fatal signal 6
Process : fed main event stack :

SUCCESS: Core file generated.

h2-macallanl#dir bootflash:core
Directory of bootflash:/core/

178483 -rw- 1 May 23 2017 06:05:17 +00:00 .callhome
194710 drwx 4096 Aug 16 2017 19:42:33 +00:00 modules
178494 -rw- 10829893 Aug 23 2017 09:46:23 +00:00

h2-macallanl RP_0 fed 28155 20170823-094616-UTC.core.gz

crashinfo 72 7 1 JL

F 7 T, AR SNV AT A LiIR— b 7 7 A Wi ferashinfo T 4 V7 B VKIS U
F9, Ifit i, fEAE D72 crashinfo /N—7 4 ¥ a3 VIRIFETE A, ZD7=9, /flash
T4 L7 NVIREENET,

7 7 A NVEFIRT HITIE, dir crashinfo: =< K& A LE9, KIZ crashinfo 7 4 L7 RV
OHOFIERLET,

VAT AVIR— ML, RO T crashinfo 7 4 L7 R UITHY £,

system-report [switch number] [date]-[timestamp]-UTC.gz

AL TN Tvvalich, YATAVR— N7 7 A VEMRLET, HEICERINTZV
AT VR — N7 7 A Vid crashinfo 7« L7 kU O FIZ last_systemreport &\ 95 7 7 A /L4 T

BRESINET, MEO NI TNy a—T 4 T E2ITHEE. VAT A LAR— bE X crashinfo
7 7 A IV TAC DEIZEH £,
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24 vFotok—rEEnzyy |

RSN AT A LR— NI, TETP S HTTP 2 E WL DD F P a v EHFER LT, &5
Za e —T&FE7,

Switch#copy crashinfo: ?

crashinfo: Copy to crashinfo: file system

flash: Copy to flash: file system

ftp: Copy to ftp: file system

http: Copy to http: file system

https: Copy to https: file system

null: Copy to null: file system

nvram: Copy to nvram: file system

rcp: Copy to rcp: file system

running-config Update (merge with) current system configuration
scp: Copy to scp: file system

startup-config Copy to startup configuration

syslog: Copy to syslog: file system

system: Copy to system: file system

tftp: Copy to tftp: file system

tmpsys: Copy to tmpsys: file system

TFTP H— N2 a2 =T 570 ORI SUIR O L 50 TT,

Switch#copy crashinfo: tftp:

Source filename [system-report 1 20150909-092728-UTC.gz]?
Address or name of remote host []? 1.1.1.1

Destination filename [system-report 1 20150909-092728-UTC.gz]?

O kb —2Rw JE, tracearchive I~ RERITTAHIETIRETETET, ZDa~vr R,
A7 v arnbEd, a2 MEIRO LB T,

Switch#request platform software trace archive ?
last Archive trace files of last x days
target Location and name for the archive file

crashinfo: £721% flash: 7 4 L7 M VIZKRM I N TV BHIE3E 3650 HLUAND b L— 2 1 703N EfS
TEET,

Switch# request platform software trace archive last ?

<1-3650> Number of days (1-3650)

Switch#request platform software trace archive last 3650 days target ?
crashinfo: Archive file name and location

flash: Archive file name and location

GE)

—Eat—Snbh, VAT AL LRI —2ADT—HA T & flashT 4 L7 MU E720%
crashinfo7 4 L2 RUMBZ UT L, FL—R2aFRF0fo BIIZE TX AMER 5 fefe
5T ENEETT,

AAYFDAUVR—REEOX S

F o AR— REERr X2 (OBFL) BREZMEHTIUX, 731 AT D EREINETEET,
Z OERIITBEIRE R, BE, EEREOERPEENTEY, Y AaD7 7 =H PR — kK
HBENT AN ZAOREE N T TNy a—T 4 V7T 5B B £ 9, OBFL 1314 *—7 /b
WCLTRBE, 77 v va AEVIRFEEINTET —XIXES2WE T 2 L 258 L F9,
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. 27

i
O}

OBFLIL, &7 4/V b TA X —T /Wl >TCWET, T34 AF IO Small Form-Factor Pluggable
(SFP) E¥ 2 — /MIZETDERMPNESINE T, T30 AT, ROERET T v 2 AEY
WZRIFLET,

cCLIa~Y R : AX L R7 T34 A2 NS &7z OBFL CLI == > R Ditkk,
e Ay —T AX L RTRUTFAL AL AR SN AN— R = 7OV AT A X
v — Ok,
 Power over Ethernet (PoE) : A& > K7 1 5 /34 A® PoE "— ~ DIHEE T DLk,
IR RAF U RT u T A ADIRE,
« BRI - AX U R T u TN ANERE SNZBEORL, TN ANEERE S -
B, BIOT A 20 RBICHERE) S TLEROBERFE,
cEE AZ L RT R T AL ADY AT NEE,
VAT LWFHL, FEICHZIEZRET A0, Foliry hU—2 X A4 A T a baj (NTP)
EHATHLOICRELET,

T3 ADOREHIZIL, show logging onboard 7 EXEC =2~ > R&EEHAT L2 Lick v,
OBFL 7 —# ZHUGTEX £7, 73 RAIWENRAE LIZLGEOT — % OB HIEIZ SN T
1T, BEFEHEYO ZAaT 7 =Y R— MEYEICBEWEDELTEE N,

OBFL 3 A R —T VI o TWBT NA ARFEEB INZHE. FTLWT — X Oiedk s Blthd
5 ETIT 10 RBIOBIERH Y 97,

\J
\d

\l
i
I}

T 7V T, ZOBREIXZT v —T7 T, BGRHTREL = b (FRU) F72I3EFRE
BOBEDO 7 7 o BME LS. TAA ATy y NE TR, ROE SR T— Ay
T—-UNRERINET,

TNA ARBIRIEL 2D vy P T CTHILEHY ET,
TNA A FEET 2121, BREAZICLTROHEEAS NITHILERDHY £,

CPU EAEMNFWMEEISECY 5 HER

CPUMEHSNEm T E 5 2 & TROBEDFAET LW REMDRH Y £905, tOJFRKTRAET LY
BbdHYET, RIZEDO—EERLET,

s ANR=U TV — MR YOER
« BENEIWr 7272812 EtherChannel J &7 3 &Z o L7z

« PR (ICMP ping, SNMP D% A L7 7 b, K372 Telnet £721X SSHE v a3 ) (2
AT E 720

«UDLD 7T v B
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YIRSz TRED RS I a—T4255%

o SLA DJSENTRFRER LI WVMEEZBE A 722 12K %5 IP SLA DKL

o AA wFNFRAERE LRV, FITERITGE LWE4E O DHCP F 721 IEEE 802.1x
DL D JB

YIFDITTPEHEEDESI TN a—T 4 VThHZE

VI bz T7EEMNMSDMEIE

ATvT1
ATvT2
ATvT3
ATvT4
ATvTH
ATvT6

IR HEIIC

TN T AEETFIELZ FEITT D20, A1 v T 2 EHEBETILERS Y £7,
ZITRHRATAFRIETIE., BB LA A= T A NVERIFIREY A A—2 77 A L DH
812 boot loader =~ > KRB L ONTFTP #fiH L £,

AL FDaALy)—)LiR— b DT 7 )L FL—FTHDH9600E > M (bps) & —FKT5HLH
W2, MROR—1L— hEHELE T, R—L— F39600bps A DIEIZERE SN TV DA,
WENT 74V MIRDETaL Y —IA~DT 72 A TEDNLET,

FIE

PC kT, Ciscocom5H Y7 vy =T 4 A= 77 AL (imagebin) #4v>u—RKLET,
TFTP %— 2V 7 b =T A A—VEr—RKLET,
PC ZAA v F DA —H 3y MR — MR L £,
AA yFOERT—RFZROILET,
[Mode] RZ M L7236, B =a— RE2AA v FICHERLET,
T—hr—X—7ra 7 NT, TFTP H— Nl ping ZEITTEXDHZ L 2B LET,
a) AL vFDOIPT FLAZHELET : set IP ADDRESSip_address
1 -

switch: set IP_ADDRESS 192.0.2.123

b) AAvFOY TRy h~A 7 ZHKELET : set IP SUBNET_MASK subnet_mask
1 -
switch: set IP_SUBNET_ MASK 255.255.255.0

) TI7ANMNTF—b U =2A%FELET : set DEFAULT_GATEWAY ip_address
1 -

switch: set DEFAULT ROUTER 192.0.2.1

VIRIITERED S TN a—T1425 .
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d) moOza~r REFEITLT, TFTP H— N2 ping ZFITTEXH Z L 2R L 9, switch:
pingip_address of TFTP_server

51

switch: ping 192.0.2.15

ping 192.0.2.1 with 32 bytes of data...
Host 192.0.2.1 is alive.

switch:

RT9TT ROWTINERIRL £,
e J— bt —F—7a 7 KT, boottftp z~ > REFMHGLET, ik, AL vFT
VTN 2T A A=V ERGICEETE £,

switch: boot tftp://10.168.0.1/cat9/cat9k_iosxe.2017-08-25_09.41.bin
attempting to boot from [tftp://10.168.0.1/cat9k/cat9k iosxe.2017-08-25 09.41.SSA.bin]

interface : ethO

macaddr : E4:AA:5D:59:7B:44

ip : 10.168.247.10

netmask : 10.255.0.0

gateway : 10.168.0.1

server : 10.168.0.1

file : cat9k/cat9k iosxe.2017-08-25 09.41.bin

Restricted Rights Legend

Use, duplication, or disclosure by the Government is
subject to restrictions as set forth in subparagraph

(c) of the Commercial Computer Software - Restricted
Rights clause at FAR sec. 52.227-19 and subparagraph

(c) (1) (ii) of the Rights in Technical Data and Computer
Software clause at DFARS sec. 252.227-7013.

cisco Systems, Inc.
170 West Tasman Drive
San Jose, California 95134-1706

Cisco IOS Software [Everest], Catalyst L3 Switch Software (CAT9K IOSXE), Version
16.6.1 RELEASE SOFTWARE (fc2)

Copyright (c) 1986-2017 by Cisco Systems, Inc.

Compiled Thu 24-Aug-17 13:23 by mcpre

Cisco IOS-XE software, Copyright (c) 2005-2017 by cisco Systems, Inc.
All rights reserved. Certain components of Cisco IOS-XE software are
licensed under the GNU General Public License ("GPL") Version 2.0. The
software code licensed under GPL Version 2.0 is free software that comes
with ABSOLUTELY NO WARRANTY. You can redistribute and/or modify such
GPL code under the terms of GPL Version 2.0. For more details, see the
documentation or "License Notice" file accompanying the IOS-XE software,
or the applicable URL provided on the flyer accompanying the IOS-XE
software.
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FIPS: Flash Key Check : Begin
FIPS: Flash Key Check : End, Not Found, FIPS Mode Not Enabled

This product contains cryptographic features and is subject to United
States and local country laws governing import, export, transfer and
use. Delivery of Cisco cryptographic products does not imply
third-party authority to import, export, distribute or use encryption.
Importers, exporters, distributors and users are responsible for
compliance with U.S. and local country laws. By using this product you
agree to comply with applicable laws and regulations. If you are unable
to comply with U.S. and local laws, return this product immediately.

A summary of U.S. laws governing Cisco cryptographic products may be found at:
http://www.cisco.com/wwl/export/crypto/tool/stgrg.html

If you require further assistance please contact us by sending email to
export@cisco.com.

cisco C9XXX (X86) processor (revision VO00) with 869398K/6147K bytes of memory.
Processor board ID FXS1939Q3LZ

144 Gigabit Ethernet interfaces

16 Ten Gigabit Ethernet interfaces

4 Forty Gigabit Ethernet interfaces

32768K bytes of non-volatile configuration memory.

15958516K bytes of physical memory.

11161600K bytes of Bootflash at bootflash:.

1638400K bytes of Crash Files at crashinfo:.

OK bytes of WebUI ODM Files at webui:.

$INIT: waited 0 seconds for NVRAM to be available

Press RETURN to get started!

PUANYS=F YT a DY T Y =T R VA RV LET, ZOREMEA AV,
emergency-install B§BEZ 6] L ClRIE 2 £l 4 5355 10 E 20 £,
a) [EEAR—TFT gy (sda9:) IZEHEA A—UNGFET D Z 2R LET,
1 -

switch: dir sda9:

Size Attributes Name

b) 77— hu—F—7nrm 7 hT, emergency-install BREZBRAG L £ 3, ZOMEELEHT 2
L AT TY T MU 2T A A=V ERGIZEE TEET, ESE : emergency-install =+
VREETTLHE, TR T Ty vaRKMiHEINET,

1 -

switch: emergency-install
tftp://10.255.254.254/auto/tftpboot/X86/cat9k iosxe.16.05.0la.SPA.bin

VPANEYS v P e v |
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WARNING: The system partition (bootflash:) will be erased during the system recovery
install process.

Are you sure you want to proceed? [y] vy/n [n]: y

Starting system recovery

(tftp://10.255.254.254/auto/tftpboot/X86/cat9k iosxe.16.05.01la.SPA.bin)

Attempting to boot from [sda9:cat9k-recovery.SSA.bin]

Located cat9k-recovery.SSA.bin

Warning: ignoring ROMMON var "BOOT_PARAM"
PLATFORM TYPE C9X00 speed 9600

Booting Recovery Image 16.5.1la

Initiating Emergency Installation of bundle
tftp://10.255.254.254/auto/tftpboot/X86/cat9k iosxe.16.05.0la.SPA.bin

Downloading bundle
tftp://10.255.254.254/auto/tftpboot/X86/cat9k iosxe.16.05.0la.SPA.bin...
curl vrf=2

% Total % Received % Xferd Average Speed Time Time Time Current
Dload Upload Total Spent Left Speed

100 485M 100 485M 0 0 5143k 0 0:01:36 0:01:36 —--:-—:—- 5256k
100 485M 100 485M 0 0 5143k 0 0:01:36 0:01:36 —--:--:—- 5143k

Validating bundle

tftp://10.255.254.254/auto/tftpboot/X86/cat9k iosxe.16.05.0la.SPA.bin...

Installing bundle

tftp://10.255.254.254/auto/tftpboot/X86/cat9k iosxe.16.05.0la.SPA.bin....

Verifying bundle

tftp://10.255.254.254/auto/tftpboot/X86/cat9k iosxe.16.05.0la.SPA.bin...

Package cat9k-cc_srdriver.16.05.0la.SPA.pkg
/temp//stage/cat9k-cc_srdriver.16.05.0la.SPA.pkg is Digitally Signed

Package cat9k-espbase.16.05.0la.SPA.pkg /temp//stage/cat9k-espbase.16.05.01la.SPA.pkg
is Digitally Signed

Package cat9k-guestshell.16.05.0la.SPA.pkg
/temp//stage/cat9k-guestshell.16.05.0la.SPA.pkg is Digitally Signed

Package cat9k-rpbase.16.05.0la.SPA.pkg /temp//stage/cat9k-rpbase.16.05.0la.SPA.pkg
is Digitally Signed

Package cat9k-sipbase.16.05.0la.SPA.pkg /temp//stage/cat9k-sipbase.16.05.01la.SPA.pkg
is Digitally Signed

Package cat9k-sipspa.16.05.0la.SPA.pkg /temp//stage/cat9k-sipspa.l6.05.0la.SPA.pkg
is Digitally Signed

Package cat9k-srdriver.16.05.0la.SPA.pkg /temp//stage/cat9k-srdriver.16.05.01la.SPA.pkg
is Digitally Signed

Package cat9k-webui.l6.05.0la.SPA.pkg /temp//stage/cat9k-webui.l6.05.0la.SPA.pkg is
Digitally Signed

Package cat9k-wlc.16.05.0la.SPA.pkg /temp//stage/cat9k-wlc.16.05.0la.SPA.pkg is
Digitally Signed

Package /cat9k-rpboot.16.05.0la.SPA.pkg /temp//rpboot/cat9k-rpboot.16.05.01la.SPA.pkg
is Digitally Signed

Preparing flash....

Flash filesystem unmounted successfully /dev/sdb3

Syncing device....

Emergency Install successful... Rebooting

Will reboot now

Initializing Hardware...

System Bootstrap, Version 16.5.2r, RELEASE SOFTWARE (P)
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Compiled Wed 05/31/2017 15:58:35.22 by rel

Current image running:
Primary Rommon Image

Last reset cause: SoftwareReload
CI9X00 platform with 8388608 Kbytes of main memory

HAHWE, Telnet /1T EFIAR— 2B U TCTEFTP b2 —H VT T o allf A—V & aE—
LIz, =N T T anb T A, AT —FLET,

/\OX r)— P’&lb\hf'iﬁAo)lﬁlﬁ

AL 2 FDOT 7 HNV FRETIH, A v T 2EEBET LI Fa—¥R, A1 v T OEFEK
ANRFIZEE 7o 22 P L TH LVWRAY —REAFNTLHZLICEY, RAT—FREHEL
TREEN R CE T, 2 THRATAEE FIAZ EZITT 51213, A v T2 EEHREL T
<IEEW,

GE)

ATy T

ATy T2
ATvT3
RATv74

INBDAL vy F T, VAT DEHELT 74V FREICRTHAICRY = F2—HI2 k&
HRAT—=ROU Ty bEFATHILICE ST, ZOBEO—HET -7 M TEF
T NAT=REENT 4 =T /Ml > TODGEHIC, = F2—P R AT =&ty
FMLED EFD L, BETBEADR, AT —H A XA vE—VIZXZOERERINET,

FIE

MR FETILIPC & AL v F B LET,
R FIIB AR I AL — Y ar VT N T ABE L CWAPCEAL vTF Dy —
IWAR— NI LET, AL v FRAZ Y TONRAY— RERIETAIEEIX. 77747 A
A vFDayy—LiR— MR LET,
PCHEA—Y Xy MEHKR—NMNIBEHRLET, A vTF AX v 7 ONRAY— RKEREETH
BAlE, A2y AUROA —H xRy MEBAR— MR LET,

TIal—Yary V7 hy=T7 ORBHEEZ 9600 R —ICHELET,

AP RT Y AL v TFEIFAAL vF AX v 7 2IEOBEBRZW L ET,

AA v FELET VT 4 T AL v FICERT— FEHFE#Ek LET, A7 A LED AR LT
5. T <IZ [Mode] R¥ &2 —3EFLTHRLET, AA v FIX ROMMON E— K&BRtE L
£

Ja— Rfzkoary Y — L2yt —IRNERRENET,

Initializing Hardware...
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T2 TVRIHEDFIE

System Bootstrap, Version xx.x.lr [FCl], RELEASE SOFTWARE (P)
Compiled Tue 09/29/2020 18:05:06 by rel

Current ROMMON image : Primary
C9200-24P platform with 4194304 Kbytes of main memory

Preparing to autoboot. [Press Ctrl-C to interrupt] 4 (interrupted) <-------- break
sequence to be pressed

[RAT— REERA Z—T N> TWABEOTFIE] 7 v a @ ENnNTWAFIES
FEITLET,

N2 — ROEESR. A v FEREFT 7T 4T AL v FE2)a—RLET,

AA v FDFE

Switch> reload
Proceed with reload? [confirm] y

TIT 4T AA v TF O

Switch> reload slot <stack-active-member-number>
Proceed with reload? [confirm] y

AB s JNDFRY DAL v FICEREHRALET,

NRT— REELA R—TILIZIE>TWSIEEDFIE

&M

ATy T2

ATvT3

ATvT4

ATy Th

FIE

WDa<wy REFEHLT, A¥F— Ty a7 Fal—ary28BELET,

Device: SWITCH IGNORE_STARTUP CFG=1

packagesconf 7 7 A W CAA v F 57T v apb 77— LET,

Device: boot flash:packages.conf

No LB L THIIRRE S A 7 n 7 &/ T LET,

Would you like to enter the initial configuration dialog? [yes/no]: No

AA v F Far7 NT, FiHE EXEC E— FEBHBLET,

Device> enable
Device#

ABF—=R T v ar74FXal—rvargZ&frars74Xalb—rvailav—LFET,

. VIMIZTTRED S TN a—Ta25
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ATvT6

ATy T1

ATvT8

&I

ATy 710

ATvIN

AT T12

ATy 713

KAT— FEELA +— Iz oT3Ba0TE |

Device# copy startup-config running-config Destination filename [running-config]?

HRaERODH 77 M, Retun 2 L UNELET, 2T, ary7 4 Falb—vav
TrANmYe— RS, W"AUV—REEBETEET,

Ja—rLar 7 4 ¥al—valryEB—REBLT, A R—TIL AT —REETLET,

Device# configure terminal
Device (config) # enable secret password

HrtE EXEC £— RICREY £,

Device (config) # exit
Device#

FEITary 7 4 X2l —yalBAX— N7y T a7 4 FXFal—ay 774 VICEX AL
£

Device# copy running-config startup-config

FET—F T RBARX—T VIR0 TND I L AR LET,
Device# show boot

BOOT variable = flash:packages.conf;

Manual Boot = yes
Enable Break = yes

TNRAZADY m— R,

Device# reload

T === NT A= HETTOMEIZRE L ET,
Device: SWITCH_IGNORE_STARTUP_CFG=0

77 v 2 ® packagesconf 7 7 A NV EMHA LT, TN A& EEI L 9,

Device: boot flash:packages.conf

THNAAREH LS, T, ZATFEH T — 2 EDITLET,

Device (config) # no boot manual

VIRIITERED S TN a—T1425 .
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B xo—rE#EsF£—TLiBoT LB BEOFIE

INA)— FRENT s E—TILIZHE>TWAIBEEDFIE

NAY—=REEA D= ALNT 4 B—=TNDHE, WOA v —VRERRENET,

The password-recovery mechanism has been triggered, but
is currently disabled. Access to the boot loader prompt
through the password-recovery mechanism is disallowed at
this point. However, if you agree to let the system be
reset back to the default system configuration, access
to the boot loader prompt can still be allowed.

Would you like to reset the system back to the default configuration (y/n)?

AR T A RET 74V MREICERT L. BEFORENT X TRDONET, VAT LAEHEHEICHW
G T, Ny I T v 7T AL VLAN (REELAN) 27 4 Falb—vay 77 AR
HOENE I DEMHR LTI TEIN,

en (no) ZAST5HE, Mode RZ U I o -GA L RERIC, BEOT—F 7Yk
AR S NET, T—bhar—F Far T NMIUIT 7 8ATEERA, LEB-T, HiL
WRAT— REANTEEFRA, RORA v E—IURFREINET,

Press Enter to continue........

ey (yes) AT HE, 779 va AEVHAOI L T4 Fal—rary 77 A VBLID
VLAN 57— 4% X—Z 77 A LHRHIBRENET, T 74/ FRENRT—REh5 L& &I,
NRAT—RK& Uty hT&ET,

FIE

ATy T RRY— FEEFIROME 2 BT 5 & BHfFOBRENRKDIVET,

Would you like to reset the system back to the default configuration (y/n)? Y

ATFYT2 799 a2 AFRVORNEEZF - LET,

Device: dir flash:

FNRAADT 7 AN AT ABRRENFET,
ATY T3 VAT AERELET,

Device: boot

Yty N v Tl aEESTALICkOONET, NAY— FEETIEEZ MG T D1
X, a7 NMINEZAADLET,
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ATy T4

ATy TH

ATvT6

ATy 717

ATy T8

ATvT9

aprIoI—vavor—uomt [

Continue with the configuration dialog? [yes/no]l: N

FNRA AT T, B EXEC E— R L E1,

Device> enable

Ju—r\ ) a7 4 Fal—aryET— REBLET,

Device# configure terminal

NAT—REEFELET,

Device (config) # enable secret password

=7 by h RRAT—=RIL 1 ~25 LFOFRPFTT, MFTHOHDHLHZENTEES, KT
EINCERXBE L, A=A FHTEETN, BITA—RIEHEINET,

¥t EXEC £— RIZEY £,

Device (config) # exit
Device#

FIFa v 74X al—LarERE— Ty ar7 4 Xal—ay 7y A ICEZAR
i—a_o

Device# copy running-config startup-config

HLWARAT = RPN AZ = Ty ar7 4 Xalb—ra i i Lz,

ZIT, T RAEHRETDLENDHY £, VAT LEHEIZL ST, Ry T v 7T
AAEVLAN 227 4 Fab—ray 77 AVPHEAREICRE SN TWDEAIE. Znb
2L ETS

BERAILI—2a DF—HOMKLE

IEEE 802.3ab HE x Z L —3 9> 71 k=L E (10 Mbps, 100 Mbps, 33 L T8 SFP &
Va—/LR— S D1000Mbps) BLOT 27 Ly 7 A CEEHELIFETE) BT LT
NAADFEEZERLET, 207 e b)) VIREZBEUICHEL2NWZ ERHY . Z0HE
N7 =< ANKTFTLET, A —BIIROFETHRELET,

e FEITRHRTE LI-EHEEIIT 2Ly 7 ZADONRT A =20 #hiR— N L TFEERITHRES
NEHEELIT 27 Ly 7 ADNRT A —F LR 25TV BIEE,

e AR—FNEHBIR T = — g VTRELEZD, B AR— MIEEI >z —2 9 U214
ALBRWETEHIIRESINTWAEA,

VIRIITERED S TN a—T1425 .
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B sreca—notraus  LBACETE ST a—F VY

SFP £

5

\}

TNHRAADNRT f—~ o A KRIZHIEH L TY 7 ZiER T 21213, ROWTINOIEER
FHIIEST, T2y 7 ZABINHEEORELZEEL T3V,

HE LT 2T Ly I ADOWMFITONT, WiFOR—FTHEIR I o —2 g VU EFETEE
iﬁ—o

cHHOMM TR FORELT 27T Ly 7 ADNT A—=F ZFETHRELET,

GE)

B BN HE R I — 2 g VEEITLAWVWESIE. 200 R— DT 2T Ly 7 ARE
EoBEgEd, HEART AT, B oR—- "R HEEIRI v~ g VEEITLARWY
HTH HEFRE ARE T,

Da—IlDEFaA T4 EBUNETASICI TN A —Tqa

A 2@ Small Form-Factor Pluggable (SFP) £ o —/Lid, TV 2a— LD U T NLEE, N
H— XX —1ID, —EOEX=2VT7T 4 2—F, BLXOKEILEMRE (CRC) BHEMHIiL
723V 7V EEPROM (BAMICHEFEE T 1 /7 I 7 AHEZ2 ROM) iz CW\E9, 7
NA AT SFP BV 2 — NV EEETH L T/NAALRAY T M7 =7 X, EEPROM Z A H-> Ty
UT NS, NoF—4, BEXORUA—IDEHERL, %=V 7 12— K& CRC ZHHRA
LET, YUTAEE, _RUF—4, X &Z—1ID, EX=2V 7 a— K, £72013 CRC ML)
A, V7 v eTE, X2 VT 2T — Ay —UEARL, AV F—T oA A%
errdisable A7 — MZ L7,

G¥)

X2 VT4 =F— AvE—k, GBIC_SECURITY H¥fEZZM L £4, AA v FIL, SFP
EYa— &P R- R LTWETS, GBIC (FHE Y b A F—Tof X aLn—k) E
Va IR L TOE A, BT — Ay =V T X b, GBICA ¥4 —7 = A 233
SJOREDa2a—NEZHZBLETH, EXx=2V T4 AvbE—I1F, EEIZSFPEY =2— LB LW
:E:‘/\l%}l//r\/§»47j;/|’x%§ﬁgbij«0

fittd SFPE Y 2 — AV AMEH L TV D5E, 7/35 AnE SFPEY 2 — LAV L, v %
IDEFEY 2K LET, VAIDSFPEV a—/V&MELT-5, erdisablerecovery
causegbic-invalid 7 o— 3L a7 4 ¥ al—v gy avwr REHHLTR—FDRAT—X
A %R L, error-disabled IRAED G [EIE T 2 REIIE A A ) L £ 7, Z ORI RET 5
L. F3A Rl error-disabled JREEMNH A X —T = A A EIE S, BMEEZERITLET,
errdisablerecovery =~ o ROFEMIZOWTIX, 2DV YV —RZKIST Ha~v o R 77 L
AHBBL TSN,

EVa— ARV ARAASFPE Y 2 — /L E LTHBISNIZIZ S 0b b T, VAT AR H—
T —ZIEWE G S TEDERDIEMENE D D EHRTE Ve SFPEY 2 —)L =57 —
Ao —UNEREINNET, DA, SFPEY 2 — VARV L THOEE LTIV,
TN THEENEAETLEAIT. SFPEY 2 — LA REBMTHHAREMENH Y 97,
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ping D E1T

\}

ping DT .

BMDOIPH7Hy FT =T NDFRA M ping FATT25E1F. Ry NT—T~DRAET 1 v
JN— REERT DN, FREFIIA6D0F TRy MATL—T 4 7 IND L HIZIPL—T o

VT HRRIET DMEND Y F T,

IPL—F 470, T4V ETRETRTOT AL ATT 4 =TI £7,

GE)

ping=~> N T, o7 1 haid—0— N @EATETTR, 20U J—2 TEHH— k

INTWEREA,

ZDawrRiE, TRAANLR Yy NU—7 EOMOT /34 A2 ping & FE473 5 B THEA
L7,

avw vk B

ping ip host | address

Device# ping 172.20.52.3

IPEFIFIHRA XY NU—27 T RLZAZEBELTYE—F &
A MZ ping ZFATLET,

BEOE=4Y)VYT
TN AFIRESREEE=2 L, BEFHREZFEH LT 7 26 L ET,
MEBINZADE=A2 YUY
WONWTNINDORHEEXEC 2~ REHH LT, X7y "AE®RT S, BIEILT /3 Ab5E

TN ZA~OYPE AR AT =F TEET,

R1:PERADE=LZY VY

avy R

B8

tracetroute mac [ interface interface-id]
{source-mac-address} [ interfaceinterface-id]
{destination-mac-address} [ vlan vian-id] [detail]

FBEDEETLMACT RLANS, HEDSEE
MAC7T RUARETE/NT y hAEIBT D LA
Y2 RREFRLET,

tracetroute mac ip {source-ip-address |
source-hostname} {destination-ip-address |
destination-hostname} [detail ]

BEDOREELTIP T RLAERIEZHRA M)
5. FBEDIEIP T RLAETIIFRA MM %
BET By hOLA T2 AEERLE
j—o
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. IP traceroute (31T

IP traceroute M E1T

N

GE)  traceroute 5iHE EXEC =~ KTk, o7 v hardx—U— KL @EHAGETT A, 20V
J—ATIEVR—FENTWEREA,

av vk B

tracerouteip host Fw KT—7 TR

Device# traceroute ip 192.51.100.1 a7y NN EIR T B X
AzBHRLET,

TNVITEXVIS— A ytE—HADYSEA LY F

F7 4N ETIE, Fy FU—7 P —"Ndebug=z~ > RNHDOHNEV AT LT T — A vE—
CHEaALVY—NVICEELET, TOF 74N NOBREEFEATILESIT. 2 Y — L ER— R
BT 200 I, M EERIC L > TT Ny T E=XTEET,

BETX D50 LT, ary—, ik, NNy 77, BE Wsyslogh— "% FEIT L
T3 UNIX A% k338 ) £, Syslog 74—~ » M. 43 BSD UNIX 35 L ME D) =—
arEHEBERH Y T,

\}

GE) TR TOHNER AT LOF— "=~y RIZEBEZ 5252 LR 0L ICER LT
SV, AvbE—TUrarsy— NIRRT DL, IEFITENA— Ny RBAELET, R
SARICA v =V EiERT D L BET DA =~y RITEL 20 £, Syslog $—T
Av—=vaX o ETH L, A=y RIZELITNEL 2D NEANy 7 7 ThIUT
INRTTHRET,

VAT AL A= oaX It AEMIOVWTE, (VAT A A=K S0
WIE] BB LTLITEE N,

show platform 2 < > FD{EH

show platform H## EXEC 2~ ROHIMNEIX, A v F—T = A RZHFRFT D/ v bR
AT LA UCHEE ENT2GE OBERERICET 2 A RR RSPV oG o E T,
o ML TANENTRT A—=HITE LT, BT — 7 AR, k5 e O3 RICHEH S
NOHZR—F~v7, By bvy 7 BIOHMIOFEHRPEEZRINWET,

Zoa<wy RTHASNAEROIZE A ETE, FIZ. T3 2A0RER®RRTERMEIE (ASIC)
BT BB RAEANT 27 7 = L R— MEYFICESISL DT, =770, 7 v |
REERII N T IV a—T 4 Iy B b ET,
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show debug 27 > FOERAA X .

show debug <7 > FOERAE

show debug =~ > RIZHHE EXEC E— RTADNLET, Zoa~<wr Rk, AA v F T
BRTRXTOT Ny 7 A7 varawRrLET,

TRTCOGHNET Ny I F 7 a v EFRRT HIZIE, =+ K show debug condition % 51T
LET, 2~ Rk, £ 1ID<1-1000> E7/-id all £HFEEZEINT 52 & T BERRTEET,

TR 7 H T HIZIE. nodebugall =~ RAEMH L £,

R TR ITHNEICPU T A TE T IAFT VT A RED LB THNTNDEED, T3y 7T
EATHOEVAT APNMERTERLIRDIENRHV T, LEEN->T, debug =~ RaEfliH
01X, FFEOHED NTZ TNy a—T 4 VTR, 73 Aa0T 7 = R— MMEYHE
BN T TN a—TFT 4 U T ETIGAICREL TLIEI, 6T, débuga~ > R,
Xy NI =7 NT7T7 4w nbiel, =P n e XIEATHIZ 2R LET, 7
Ny X 7% 20k ) REEEICIT ) & debug =2~ > R D A — R—~ vy ROEMC LY
VAT LOFERICEEN R SFREMESME L 220 £,

YIFITT7HREDRS TN 2a—TFT 4 T DHESR
OBFL (R D T~

Bl : &L CPU ERARICEET 4 [HeE & [REDHESE

CPU fEHENENZ ERFE L 725 T2 008 5 MBI 5 121%, show processes cpu sorted
FFHEEXEC 2~ REZ AN LET, HABDIITHICH D TRBAFWESICER L TLES
U,

Device# show processes cpu sorted

CPU utilization for five seconds: 8%/0%; one minute: 7%; five minutes: 8%
PID Runtime (ms) Invoked uSecs 5Sec 1Min 5Min TTY Process

309 42289103 752750 56180 1.75% 1.20% 1.22% 0 RIP Timers

140 8820183 4942081 1784 0.63% 0.37% 0.30% 0 HRPC gos request

100 3427318 16150534 212 0.47% 0.14% 0.11% 0 HRPC pm-counters

192 3093252 14081112 219 0.31% 0.14% 0.11% 0 Spanning Tree

143 8 37 216 0.15% 0.01% 0.00% 0 Exec

o O O O

<output truncated>

ZOFNX, IEEZR CPUMHEEZRLTWET, ZoAIcLs L, BHEO S HEOFEHERN
8%/0% L 72> TWETR, ZOEWIIKRDO LBV TY,

« Cisco I0S DALFERER & E( V) SAF DALFRZ 737> - T2 B 2 & doE 72 CPU D& FF i Fi R
AIRD 8%
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o B AT DALFRIZ 3Dy o T BT 2R D 0%

R2:CPUBEREICETIEED S TN a—FT4 0T
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LEEE )

[RE

EEHEE

Y ALD/R—F o ME
NEEO CPU M HEROE
CITIEREEICE W

CPUNR Yy hU—Tnb%
BT o7y M Z+ &
éo

Ry NT—=2 N7y DY — A%
WT D, T —% DAL EEWTT 50,
AA v F ORELELELLET,

[ Analyzing Network Traffic (%% v b
U= 774 v OfEHT) | OHE
EHRLTLSEEN,

E D IA B O P B ] 1 B
INRT®H 72T H D00
59 CPU DA FHE I R 23
50% w2 %

CPU W] 28 I HE 5 5
Cisco IOS ALEES 1 SLL EAF
fET 5, iy, s
BT VT 47T H AR
Mz ko THEI S E T,

Hg oA X MR RRE U TRARR 725
T %,  [Debugging Active
Processes (777 4 7727w ADT
Ny 7)) | o7 varEsRELTL
7230,
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YIMITTEHERED NS ITNAa—TFT o290 F)F

Power over Ethernet (PoE) ICEE9 A ST a—TFT 420D FY)
j_

% 3:Power over Ethernet IZB8 9 3 S TN a—F 420D+ )T

SEIK FE - (X RERE EZZoNDREAELERE
PoE 2372\ AR — ME 1 DIZ[ED F
A,

1 DDAA v F R— MR A
NFEES D, ZDOR— hTILPoE
4E1E & PoE FEXRPIGC DILE DU
HEWELZ2WS, DR — KT
IFEMEL £,
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. Power over Ethernet (PoE) IR 3 bS5 T a—Fa oD+ UF

fER F - IS RERE

FALONDREEBRE

ZDZETNA ADMMLO PoE AA—  TEWES 5 AT

o

)

show run % 7213 show interface status == —%" EXEC ==~
REZEHLT, "—=F3T vy RE LT, &
7-1% error-disabled (272 > TWR W EHER L E T,

GG¥) ZEAEDAL v FIFAR— Ny ¥ DL
TWNWD EEFIAR— OB EA7IZLET,
ZhUE, IEEEfECI NN AT Y a VITkRE S
NTWBHEE BIAEETT,

BT HA B —T = A AET2IIA— M power inline
never N E STV eWNWT L ZfER L ET,

ZETNAANPHASL v T R—=FETOAL—Y Ry kN Fr—
TNAOENENIERE Thbd Z L et LET, BRI
BEAI O IEH, 72 POE FERE DA — R MEE L 4 —F R v
Nr—TNEYEGE LT, BTN AN 7 BT LR
DIFANERNT T4 7 BT H el LET,

HRE L F 9, 7 HXZ}‘»—/R‘ ST LTI RERE
FHA,

AA v FDT L NIRRFNVINSZET NA AETOr—7
NEORENN100 A— MU T THDLZ L E2MRLET,

AL v F B— b A—FFy b r—T A& LET,
A —%xy Nr—T7 LV EFEHLT, BEEOIER 7814 —
xRy NEEE, A vyTFOTRY R RO (RyF
SNRPFIVTIERY) ZOR— MIEEEGELET, i
FoTA—Y Ry N VI BHELINBORANE T
TA IR TELZLEERLET, HDHNIE, A—
N VLANSVI Cping # EITL T3, RIZ, ZET
A A% ZDR— ML, BIRNA TR D 2 & A
RBLET,

Ky F A= KEAL v F K MO LCOEET /A
AZDBFRNA ARGV Bt T D% ET A AD
Bt E AL v FOEHNNTY =y b (M ATREZR PoE) &
Z i L C< 72 &0y, show power inline =~ > R&fiH L
T, FIHATREZR B &2 MR L E T,
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fER F - IS RERE FALONDREEBRE

TRCOR—FELIZTIODR—
k 7 )L—7"T PoE 2M¥HE L 72
W,

TRTOAAL v F KR— FCRIE
DRAET D, BB I TW
RNA =Y Ry MEEN E DR —
NCHA—HY Ry b VT 5k
NLTEY, PoEEEEDERN A
W70 EHE A,
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. Power over Ethernet (PoE) IR 3 bS5 T a—Fa oD+ UF

fER F - IS RERE

FALONDREEBRE

BT 57 7 — A0S I AT D Wil 3
T4, EREHERTLIHEEIE. AIREThi iaﬁ{ﬁ%/;
NEZHLET B => FT9) . £9H Th

WIGEBIXAAL v T 2L T EEN,

ST AEEOR— M TRERH D LD, T XTOR—
N CRIEEN AT 50 TIER WS, BIEOME T2
WEEZ B, AA v FDPE L F o L—Z |CHE L7 R
WORREMENH D £,

PoE DR AT — X ADEFRIZOWN TR EICHE SN T
WABT T —LNEITT AT A A vB—I08 20, show
log 54 EXEC =2~ > R&2MH L Cil<E 7,

T T — AN 7WEE X, showinterfacestatus =~ > R & fifi
MLT, R=FBT vy FET L TR, 20T

error-disabled {272 > CTWARWOEIER LE T, &— b2

error-disabled D34, shut 3L P noshut f % —7 = A
2 aryZ4FXal—vay avy REERLT, B—b
EHEANILET,

show env power 33 X TUY show power inline #### EXEC =1~ >
REMA LT, PEOARAT—X ABIOE NNy b
M FTHEZR POE) &~ E 7,

FITarT7 4 Fab— g UEFHHNT, power inline never
MZDR—MIEEINLTWRNZ 2R LET,

ZELTW WA — 3y MEEZ AL vF R— MNMIER:
e LES, #ERICITEWW Sy T a— RETEHEHALE
T, AR OB — 7 M L7 T 72 &0, shut 3
L noshut A v —7x2Af A a7 4 Fal—ga
~UREANL, 41—y N I BHELSNTND Z
LEMRLET, ELSERHLTWDEGEA, By T
a—REFEHLTRET A AZZOR— NI L, &
BN A N7 2R LET, 4*%@“"3{%7532“/
Teole b, TRTOHRIN Y F /U NIE L #Eft ST
WHMPHER L TS TEEN,

I RZRS T RXTOA =Ry NTr—TNEAAL vTF R—
FbikE £, By F a—FREFHALT, 150
PoE R— NMIZTZEBT A A& LET, A1 vTF
K= MO DOZEICHE LT, ZETNA ANELL DE
EVELE LN EEERLTLIEEN,

show power inline ¥4 EXEC ==~ > R&fH LT, &— }\
N vy R SHTOVARWERSIZ., ZEF A R
TN INDZ 2R LET, HDHVIE, '_L'EET/\/])
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Power over Ethernet (PoE) IR 3 bS5 T a—Fa oD+ )T .

fER F - IS RERE

FALONDREEBRE

AEBE LU TERNA AR D I EEBHER LTSN,

| BOZETNRA AT WAL v F B L TV HERICE
TSNS 5A. &Y OR— kT shut B X O no shut
AV HE =Tz AT 4Falb—Taryavy FxA
LT, A=Yy Nr—T V% AL v F DPoEHR—
MZ 1T ART OB LT &V, showinterfacestatus 35
& O show power inline & # EXEC =~ > RZEHA LT, 1
VIA R —DFEHERE R — NDAT — X AEE=H
LET,

T_NTOR—FT, £7ZPoENHERE L7AaWEAIE, EIFLE
BOPOEEV v ar Tt a— X% 2 LN TXAEEMN
bV ET, ZOGE. TIT—LDBERIND DO —EKAYT
T, MEICVAT LAy E—UTT I —ARHEEN T
RO, B %) —ETF oy 7 LTSN,

A A ATIEES AR E L, DT
FEVEy hENLET,
ERICEIEL7-% T, v AaEs
HEMWrgirlc) m— R L7720,
PoE o8& =0 LE9,

AL FINDZET NA AL TOTRTOEXR % MR
LTCLEEW, BHEEOEROWEERHE, B O Pz
BT NA AOBEENARLZEILRDIRERE R ZET A
A DWit ) 72 BIlre ) 1 — R ERRAELET,

A o F K MBRET /A AETOr—F VRS 100
A—PABTFCoHSZ LEMRLT LS,

AA v FHREE SN TV DGITCERERRIZED L 5 2%
bR H 50, YIKIHREZ, ZET A AR E Do
WTHEELTLEE N,

Y ERIRFIC =T — A v —UNERINZPEELE
7, showlog ### EXEC 2~ > RZ&MHL T, =7 —X v
-V EMHERELET,

U a— ROFAERIIZ IP Phone 7> & Call Manager ~0 7 7
TADRDN TR L T EE W (PoE DFEEH T
X372 Xy NT—Z ICHIERBEEL TV DHEARH Y £
SR

SeFET N A& POEHXIG OIS L, HEAIEL <
B}ET D 2 L 2B L ET, PoEEMICOREIZY > 7 &
FELERNT T —RBHLGG, A v T A—hEZE
TS A e DARIIE DR — 7 VA R 0O A]
REMERH Y ET,
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fER F - IS RERE

FALONDREEBRE

IEEE 802.3af #E#L ¥ 7= iZ IEEE
802.3at ¥ERLDOZFEIEE X, Cisco
PoE A A »F CIIHERE L £H A,

VA PoE AA » TR T D
VA APINDZET NA ATEIR
DG S, BIFERAL T
ITERDBGIIE T, PoEFEXSIS
EREITERFICEEL X7,

show power inline =~ > R&MH LT, Z&ET /1 ADH:
BEAIZIZ, AA vy FOEIINY =y b (HEHFEEZ: PoE)
DEB LT WER L E T, BT A AT 5
ANC. ZOX A TOIEIZ BN PMER R TH S Z
EERERLET,

showinterfacestatus =~ > R&fiH LT, #itsh T\ 5
ZETNAANAL v FIHRBEND Z L 2R LET,

showlog =~ &M LT, &— hOlbEGCIKEEZ W
LTIV AT A =N R0 MR L1, FERE EhE
WZRFE LT EE W, RAUNCEIINZET S A AT S
. D%, Y& DIREETT A, T OHAIE. MBI
OOV — &R (RBAER) BERT, A— hOERE
FR L VMEDEE L7 mliEEn H 0 £7,

YIRS TN aA—TFTa2TD

{5l : IP 7R X @ ping
wIZ,
Device# ping 172.20.52.3
Type escape sequence to abort.
Sending 5,

Success rate is 100 percent
Device#

% 4: ping DH AR TRXF

100-byte ICMP Echoes to 172.20.52.3,

(5/5), round-trip min/avg/max =

&% 7€ 151

IP AR A MZ ping ZFEA(TT 5B 2R LET,

timeout is 2 seconds:

1/2/4 ms

X |EREA

=

DR L& 1 ROIREEZZE L2 2R LET,
U A R IEIZOXISERFHLOMIC Ry T —7 —_"OX A LT 31 [EFEALEZ
ZEERLET,

U |5 BERET T —PDU A ZEL-Z 52 R LET,

C |EEICERL- Yy FEZELEZZ AR LET,

| = N A /Il S N 1T o el b7 N D= <
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5l : IP /KRR MIZxt9 % traceroute DELT .

1

i 83

-~

Ny N ZATRARTT,

&

Ny S DI Al L7 2 L AR LET,

pingt vy v arEKTTHITIE, ZATF—F = A (T 74 FTIECHIX) ZATIL
TLEEV, Crl F—, ShiftF—, BLIO6F—ZFIFICHL ThoHlL, TOHXF—%24
L9,

B - IP7RR MIZxi9 5 traceroute D E1T

wIZ,

IP 78 A MZ traceroute & E(7 9 B0 2R L FET,

Device# traceroute ip 192.0.2.10

Type escape sequence to abort.
Tracing the route to 192.0.2.10

1
2
3
4

192.0.2.1 0 msec 0 msec 4 msec
192.0.2.203 12 msec 8 msec 0 msec
192.0.2.100 4 msec 0 msec 0 msec
192.0.2.10 0 msec 4 msec 0 msec

FTAAT VLA, BEEND 32O a—T LI, Ay hU b, —FZDIPT KL

A, BEIOTU RN v 240 (S UREN) DERINET,

% 5:traceroute D WK TIXF

X | EiEA

=

A Ta—TRNEA LT T MR E LR,

? Ry N A THRABHTT,

A |FHEE, BIERETT, @, ZOHNE. TZ7EA VAN NI T4 v T 0y s
LTWSHZEaRLTVET,

H | A2 M3 BEARE T,

N %y MU —7 PRERETT,

P | 7o ha v RBIEREETT,
F{E It

U | R — M3 BEARE TS
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B o730 rsT0sa—5 o rcET 2emiER

FETH OB EKR TR0, =2 RAr—7 33— R (T 740 FTHEHCHI+HX) ZASHLT
<TE&EW, Ctrl F—. ShiftF—, BLOR6X—Z R L THLHIL, TOHXF—%2ML
F7,

YIRHYTTF7HREDRS TN a—FT 4 U TIZEHT 5B

NiEER

BEEER

BEEIEE T=aTFILEA NI
COETHAT S a2 ROERECE X O ko | Command Reference (Catalyst
A 9200 Series Switches)

VILIITERED SIS a—T 4 0T DHEERERE

WDOFRIZ, ZOFY 22— /LTl TH5HED Y UV —2B L UOBEEFRZ TR~ LET,

IHH ORI, FHICHR SN TORWRY | BASALY U —2RLUEOT~THOY J—XT
fEHTE £,

-2 - 1315 HRETEER

CiscoIOS XEFuji16.9.2 | V7 hy =T RED |V T MU 2T RKED T TNV a—T 4 v
NFZTNYa—T 4 | 7T, A v T RBEET 5 CiscolOS V 7
VY b= TICEET S ME A FRE L, iR
B IFEIZHOWTIBH L7,

CiscoFeature Navigator 35 &, I v 74 —ABI RNV 7 b =T A A=V DV R—
MME# A 3R TE £ 7, Cisco Feature Navigator [Z(3, http://www.cisco.com/go/ctn 2267 7 & A
LET,
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BERICDOWT

CORF2IAVMNEI, RKEVRAOARITRF 2 AV MNDSEMRTT, YV IBHRICODEXLTIE
. BERBRIBEFAT. ZEBRICTZ Y 77— DHD. UV IEOR-IHBEI/LTEThTWNS
BEFHDEITEEZCTELIEZD, HBLETHLEZNMREBDFTIDT, IEXLBABICDL
TIKETAIPMDRF AV M ESELESZL,



