=g

ARTFLEHEOTUNR

carp (3 X—)
*boot (4 ~—2)

* boot system (5 ~X—73)

ccat (6 °—)

scopy (7<—%)

* copy startup-config tftp: (8 ~X—1)

* copy tftp: startup-config (9 ~X—7)

» debug voice diagnostics mac-address (10 ~2—3")
edir (11 %—7)

eexit (13 3—)

chelp (14 ~=—3)

* history (15 ~X—3)

e idprom (16 ~—73)

e install (18 X—7)

* 12 traceroute (32 ~X—7Y)

* license boot level (33 ~X—73)

* license smart deregister (35 ~X—73")

* license smart register idtoken (36 ~—1)

* license smart renew (37 ~X—37)

s location (38 ~<X—)

*no debugall (42 ~X—7)

s ping (43 ~X—2)

* ping6 (44 ~—72°)

* request platform software console attach switch (45 ~X—1)
s reset (47 ~X—7)

* sdm prefer (48 ~X—73)

« service private-config-encryption (49 ~X—73)
eset (50 ~—72)

* show debug (53 ~—)

SRATLEBOATUR .
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* show flow monitor (54 ~X—3")

* show install (59 ~—73)

» show license all (63 ~—1)

» show license status (65 ~X—1)

» show license summary (67 ~X—13)

« show license udi (68 ~<—1)

* show license usage (69 ~—3)

* show location (70 ~X—3°)

+ show mac address-table move update (72 ~—73)
» show parser encrypt file status (73 ~X—13)

» show platform integrity (74 ~X—73)

» show platform sudi certificate (75 ~X—1)

* show sdm prefer (77 ~X—)

» show tech-support license (79 ~<—73")

* system env temperature threshold yellow (81 ~X—13)
* traceroute mac (83 ~X—73)

s traceroute mac ip (86 ~X—7)

s type (89 <—2)

e unset (90 ~X—2)

e version (92 ~_—3)
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arp .

arp
Address Resolution Protocol (ARP) 7 —7 /VONKFEFKRT HITIL, 77— he—FF— K Tarp
av REMEHLET,
arp [ip_address |

BX DA ip_address (L) ARPT — 7 NVET-IIEDIPT FLAD~ vy B 7 a2F R LET,

ATV ERFI4IAL T AN FOBESHEIZH Y EE AL

AV R E—F EA

av Y FER Jiy—=x EERNA
Cisco 10S XE Fuji ZDawy RBPEAINE L,
16.9.2

FEREDHA KS4>y ARPT—7LIZIE, IPT FLAEMACT RLADY v BV I HPIRENET,

#l WIT. ARP 7 —F L% FRd Bl a0 LET,

F XA A: arp 172.20.136.8
arp'ing 172.20.136.8...
172.20.136.8 is at 00:1b:78:d1:25:ae, via port 0

va7igEavo R )
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. boot

boot
FATAEA A=Y o — FBXO TV —FL T, a~r RIA v A v Z—T x4 A (CLI) %%
IRTHICIE, 77— —FEF—FRThoot 2~ FEMHHL ET,
boot flag filesystem:/file-url...

XD Sfilesystem: TrFANVATFLEADTZA YT A, VATFAR—K 7T v a T4 R21F

AR TFI4IE

AUk E—F

flash: 2 LE£9, USB AE U AT 4 v 7 IZ1% usbflash0: 2 L £,

Jile-url T— MR A=V DA (FA L7 b Y) BROKRL, K1 A—T 41T
EIavrTRYY £,

T 7 4 v N OEMERMEIZH Y TR AL

T—btun—%

avy FERE

FEREDAHA RS2

)1)—2R EEAE

CiscolOSXEFujil6.92 Zppa<w RpNEAINE LT,

Sl1E A HIE LRV Thoot 2~ 2 K& AN L7854, deviceld. BOOT BREEAFNGHRTE S 1L
TWIEZEDOHDOFEREFHL T, VAT 2xHBMWICT—FLES ELET,

file-url BE0 A A=V 2/ ERE LIZHA. boot 2~ RIZfEESNIZA A=V 27— R L LD
L LET,

T —hra—& poot A~ RO a L ERELESESIT. Zoa~vy RREELICETES
. BEOT—bre—Xty g 20F ;ﬁméﬂiﬁo

IO OREMEESN TREIO 7 — MLUEICHERENS Z L 13dH Y £ A,
Tr7ANGEBLOT 0 V7 V&AL, KXTFE/NXTFEERILET,

!l

WOBITIL, new-image.bin A A —Y ZHH L CTdevicex 7 — b 5 Hika R LET,
T /3 A: set BOOT flash:/new-images/new-image.bin

T /34 A : boot

Zoavr RaEANTLE, By Ny T TR ST AERBT DX IITRODLNET,
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boot system

boot system .

WA DT — " A Z VI — RTBHV AT LA A=V ERET AL, Za—)var 7 g
Fal—3 3 F— RThootsystem 2~ REFEHLET, HEICVAT LA A—VDIEEL
BT 51213, 2o~y Fono X a2EHLET,

boot system {filesystem: /file-url | switch all filesystem: /file-url}
no boot system [ {filesystem: /file-url | switch all [filesystem: /file-url]}]

BX DA

aAavY R FI4ILk

AU kRE—F

Silesystem: =7 7 A )L AT NEFRE L ET, ATV 3 UL bootflash:. flash:. fip:. htp:. sfip:.
BEL D fip: TT,

switchall 2 % » 7 NODTRCTDOFNAA ZADYV AT LA A —DEBELET,

ffile-url 2 27 AOREIFICE— R 52 AT LA A=V D URL T,

T 7 4V F OEHERAEIZH Y TR AL

Jua—s L ary7 4 Xab— 3 (config)

avy FERE

3l

1= EEAR

CiscolIOSXEFujil16.92 Z—pa<wy RREAINE L,

WIZ, 7 — 877 v ahbcatdk lite iosxe.16.09.03.SPA.bin &\ 9 A HID T AT LA
A=V Ty A NET— T LHERLET,

Device (config) # boot system bootflash:cat9 lite iosxe.16.09.03.SPA.bin

WIZ, IPT RLAZE SRy NU—TH—"INE A v JNDOTRTOTF A, Ao T —
561 2R LET,

Device (config) # boot system switch all tftp://10.11.15.10/cat9k lite iosxe.16.09.03.SPA.bin

va7igEavo R )
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B

cat
1O EDT7 7 ANVONEEFRTHICIE, 77— ba—FE—RTeata~> REHEHALFET,

cat filesystem:/file-url...

X DERHA Silesystem: 7 7 A4 )L AT NEIEELET,

file-url  FIRTHT 7 ANDNRA (T4 L7 M) ELRIEBELET, 77 A NV4IFA
NR—ZATREY £79°,

ATV R FIHILL T 7 AN NOBERHEIZH Y £H A,

AU RE-F T hR—s

avy FEE 1)1)—2 ERERE

CiscolIOSXEFuji16.9.2 —pa<wy RREASINE L,

EALOAA RSAY 77 ANMBBECT 4L MY AR, KCFLACTEERYLET,
TrANDY A P EIRE LERAE, K7 7 A VONEIIBICRT ShET,

i WOBITIE. A A—DT 7 A VOWNEEFTT 5 H LR LET,

7 /3 A: cat flash:image file name

version suffix: universal-122-xx.SEx

version directory: image file name

image system type id: 0x00000002

image name: image file name.bin
ios_image file size: 8919552

total image file size: 11592192

image_feature: IP|LAYER 3|PLUS|MIN_DRAM MEG=128
image family: family

stacking number: 1.34

board_ids: 0x00000068 0x00000069 0x0000006a 0x0000006b
info_end:
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copy

co W

TrANE AL =P b ARl at—3 512k, T—hr—¥E— RTecopy 2~v . F%&
HHLET,

copy filesystem:/source-file-url filesystem:/destination-file-url

B DEREA

AU RTIAIE

ATV R E—FR

Sfilesystem: T7 ANV AT ADTA YT A, USB AEY AT 4 v 7 ODBFEHIL,
usbflash0: ZfFfH L £9°,

/source-file-url =D A (T4 L7 M) BEXOTZ 7 A V4 TT,

/destination-file-url 2 v*—2edD /82 (F4 L7 FY) BXOT 7114 T,

T 7 4V EOEMERMEIZSH W FH AL

T—ra—4

av Y RERE

FREDHA KS14 Y

3l

J1y—2 EERAR

CiscolOSXEFujil6.92 Zpa~y FREASNE LT,

Tr7ANLBIOT 1 L7 FUAE, RXFENXFEXBILET,

2T vva () BIEETEDL7T 4 V7 M ARKRK 127 XFTY, 74 b2 FUAIZIEH
HICF, A=A HIBRXT, A7 vya, 5, EIany a3 TE EE A,

BETEBA 77 ANLITRRNI12ILFETT, 77 A NAVAIITEIBESIE., 28— BRI,
25 wa, B, ¥Iany, oo HMFATE EHAL

Ty ANERDOT L7 FVIZa—F5581F, TOT 4 L7 NUDBFLELTHRITIIER
D EH A,

WOHFITIE, V—hMZHDT7 7 A NEa—FT D5 HEEZRLET,

T /3A A: copy usbflashO:testl.text usbflash0:test4.text
File "usbflashO:testl.text" successfully copied to "usbflashO:test4.text"

Ty ANNRAE—INTINE D D EREGRT DX, dir filesystem: 7 — hr—X a~
R ATLET,

va7igEavo R )
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copy startup-config tftp:

AA F 5 TFTP — IR EL 2 B —79 5 121%, F#HE EXEC *£— KT copy startup-config
titp: =~ FEEHLET,

copy startup-config tftp: remote host {ip-address}/{name}

B DEREA

AR TIFIE

AU RFE—F

remote host {ip-address}/{name} 1) & — "N RA FNDFRA N ELIZIPT R A,

7T 7 4V N OEBHEEIZH D FH AL

ke EXEC

avy FERE

HEREDAA K1Y

il

)1)—R EERAA

CiscolOSXE VU VU —216.1 Zha~vy FRNEAINE L,

%

AA v FINLBTEOREZ 2 ¥ —7 5HIZ1L, copy startup-config tftp: =~ > RZFEIT L, Hi<
FERICIENE T, BRED TFTP — NiIZabv—shE 7,

WIZ, BIDOAAL v F~a A4 L, copy tftp: startup-config =~ > R & FITL T, F< finRIC
NET, ZNT, REFMNOAAS vy FIZab—SnET,

WIZ, TFTP — NI ExE 2V —T 562 R L E T,

T /3A A: copy startup-config tftp:
Address or name of remote host []?
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copy tftp: startup-config .

copy tftp: startup-config

TETP $ =3B LWAAL v FICREZ 26— 5121F, HTLWAA v F BT, K5 EXEC
E— KT copy tftp: startup-config =~ > F&ZEH L £,

copy tftp: startup-config remote host {ip-address}/{name}

X DA remote host {ip-address}/{name} 1) F— FRA FNDOFRA NEIZIPT FL X,

ATV R FI4N T ANV NOBEBERMEITH Y A,

SvUFT_F  4HEEXEC

vy FERE J1)—x FERNE

CiscolOSXE VU U —216.1 ZOa~vy RBRBAINE LT,

FEREDHA KSq4y REEZIAE—LIKR, TORELHRFT DITIE, writememory =~ R L, TDH%A
A v F &Y a— RKT50, F£7213 copy startup-config running-config =~ > K& (T L £ 7,

i Wiz, TETP H—Sinb A A v FICEE A 2 U —TF B4 7 LET,

T /3A A: copy tftp: startup-config
Address or name of remote host []?

va7igEavo R )
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. debug voice diagnostics mac-address

debug voice diagnostics mac-address

BEITAT  NOBEFZKOT Ny 7GRN T D121, K EXEC E— R T debug voice
diagnostics mac-address =~ > &AM LET, 7y V72 BT HI2E, Z0a~vr Fo
no A Z M L £,

debug voice diagnostics mac-address mac-address] verbose mac-address mac-address2 verbose
nodebug voice diagnostics mac-address mac-address] verbose mac-address mac-address2 verbose

BX DA voice diagnostics 2

FTAT VI DEFDOT Ny T EHRELET,
e

mac-address mac-address] mac-address %75
mac-address?2

verbose BEE2EoOTEET— NEFIILET,

FAT Y FOMACT RLAZEELET,

ATV RFI4ILL T 7 AN NOBERHEIZH Y FH A,

ARV R E—F Frife EXEC

avy FERE 1)1)—=x EEAR
Cisco I0S XE Fuji Zoawy RBREAINE LT,
16.9.2

PUFi. debug voice diagnostics mac-address =2~ > KO H /1T, MAC 7 KL AN
00:1f:ca:cf:b6:60 THLEFR Y T4 7~ FOEFRZEOT Ny 72403 5 FlEE R
LTWET,

FONA A4 debug voice diagnostics mac-address 00:1f:ca:cf:b6:60
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dir I

BESNZT7ANVVAT LD 7 ANVBIOT L7 NUDOU R NEFRRTHIE, 77—
0—4ZF— RNCdira~> FEFEHLET,

dir filesystem:/file-url

B DEREA

Silesystem: 7 > A VAT ADTA VT A, VATFAR— K 75w 2 734 A2 flash:
ZHEHLET, USB AEYU AT 4 v 7213 usbflash0: Z M L £,

file-url — ({FE) FRT5arT o IYPKMENTHNEAR (F4L27 b)) BEUF 4 L
7 NUDAFTITT, T4 V7 MUAIFAN—ATRYIY £,

ARV K TIAIE

77 4N FOBERLEIZH D EE A,

ATV R E—F T—hr—4
H5#E EXEC
avy FER J1y—=x EERNE

CiscolOSXEFujil6.92 Zpa~y FREASNE LT,

FREDHA K514

3l

T4 L7 VAT, RXFLPFRERIESNET,

ROBITIE, 7T vy arAEVRNDT 7 A NaeFRmT DHEEZRLET,

F A A: dir flash:
Directory of flash:/

2  -rwx 561 Mar 01 2013 00:48:15 express_setup.debug

3 -rwx 2160256 Mar 01 2013 04:18:48 c2960x-dmon-mz-150-2r.EX

4  -rwx 1048 Mar 01 2013 00:01:39 multiple-fs

6 drwx 512 Mar 01 2013 23:11:42 c2960x-universalk9-mz.150-2.EX
645 drwx 512 Mar 01 2013 00:01:11 dc profile dir

647 -rwx 4316 Mar 01 2013 01:14:05 config.text

648 -rwx 5 Mar 01 2013 00:01:39 private-config.text

96453632 bytes available (25732096 bytes used)

= 1:dir®7 «—)L FDORHA

J4—)L |EHEA
g

2 TrANDA T v I AEKS

va7igEavo R )



B i

J1—I)L |FrEA
ke
Twx TrANDT 7R AME (ROWTID, 72133 ~0)

ed: T4 L7 U
o1 LAELY FTHE
cw HEIALTTHE
- x : FATHTHE

1644045 Ty ANDY A X

<date> | ffe s H

env_vars 77 A V4

. SAFLEEOTUR
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exit

B DEREA

ARV R TIFIbE

aAvYU R E—F

exit .

LHGTDE— FIZRE S 7> CLIEXEC E— FA#& T3 512013, exit 2~ R L X,
exit

Zoa<wy RZFSIEELEFTF—U—REH D THA,

77 AV OEIERIEILDH D EH A

¥ EXEC

Jua—n")aryZ7 4 xXal—gy

avy FERE

J1y—=x ETEAR
Cisco I0S XE Fuji Zoawy RBREAINE LT,
16.9.2

WIZ, 207 4 X2l —vary B— REETTA0%E2 R LET,

T3 A (config) # exit
TINA A4

SRAFLEEOTUR .
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help

SRFLEEIATUFR |

FAEESRa~y RERRT DI, 7—bha—FE—RThelp 2~ R&fiHLET,

help

KT EEH Zoavwy NIEBIEELITF—TU—NEdb ) £HA,

ATV RFIHILL T AN NOBERHEIZH Y £H A,

v RKRE—F T—hrr—4

avy FEE )1)—2 ERERE

CiscolOSXEFujil6.92 Zppa<w RPN EAINE LT,

1

Wiz, FIRAvEER 7 — e —Fax ROU A MaR T 50z2RLET,

7 /34 X :help

? —-- Present list of available commands

arp -- Show arp table or arp-resolve an address
boot -- Load and boot an executable image

cat -- Concatenate (type) file(s)

copy —-- Copy a file

delete -- Delete file(s)

dir -- List files in directories
emergency-install -- Initiate Disaster Recovery
unset -- Unset one or more environment variables
version -- Display boot loader version

. DATLEEIOTUR
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history .

history

T—rg—XE—ROavr Ry A F—T (A (CLI) TETEINT-TXRTHavwy
RO—EEFXRTHIZIL, 77— bhe—%F— KThistory 2~ F&EEHALET,

history

T DIl Zoavy RIZFBIERERIETF—V— REH Y FHA,

ARV EFI4NAL  T AN FOBEREIZH Y EE A,

avy R E—F bt

avy RERE )1)—R EEAE

CiscolOSXEFuji16.92 o~y RAMEASHE LT,

1
wIZ, 77— b —=FF—FOCLITHE TSN ca~y NREZZRT 602 RLET,

7 /31 A: history

SRAFLEEOTUR .



. idprom

idprom

FNA ZAQFR T 0 7T ATRE AR D B AT Y (IDPROM) H#AEF R4 5120L, 7—F

SRFLEEIATUFR |

0—4&E— R Tidprom 2~ R&EEHL T,

idprom

=340

'_E_Iu“:I

B

ZOawy NIZFBIEELEFEF— TV —FEH D H A,

AU R TIHIE

T 7 4V N OBEMERMEIZH W FH AL

AR E—F

7—bhr—¥

avy FERE

"

)1)—2R EEAE

CiscolOSXEFuji16.92 o~y RAEASHE LT,

1

wiZ, 7—hra—FF— RDOFT A 2D IDPROM [H#H % F T 50 %2R~ LET,

T /3 A: idprom

Wiz, 7—bha—%FF— RKTOidprom 2~ KOH NI EZRLET,

T /3 A: idprom

NAME VALUE
Part Number - PCA : 73-19245-01
Revision number - PCA : 04
Deviation number : 0x0
Serial Number - PCA : JAE22080JWK
RMA test history 0x00
RMA Number 0-0-0-0
RMA history 0x00
Part Number - TAN (6-byte) 68-101382-01
Revision number - TAN 17
CLEI codes 1
ECI number - Alphanumeric 0
Product number/identifier C9200-48P-4X-E
Version identifier P2A
Serial Number JPG220700QD
MAC address - Base 682C.7BF7.0E80
MAC address - block size 128
RFID - chassis E000000000000000
Manufacturing test data 0000000000000000
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DB Info

USB DB

part number - USB
rev number - USB
serial number - USB
DB Info

POE DB 1

part number - POEl
rev number - POEl
serial number - POEL

UDI name/Base PID
Controller Type
Hardware Version <major.minor>

idprom .

73-18785-02
02
JAE22110914

73-18775-01
04
JAE22080ACT
C9200-48P-4X
0x313

<0.2>

va7igEavo R )
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. install

install

VINT 2T AT F AT v 7L —FK (SMU) Robr—2% A A M=t 5120%, B
e EXEC £— R Cinstall =~ RZEHL £,

install {abort | activate | file {bootflash: | flash: | harddisk: | webui:} [{auto-abort-timer timer
timer prompt-level {all | none}}] |add file {bootflash: | flash: | ftp: | harddisk: | http: | https: |
rcep: |scp: | tftp: | webui:} [{activate [ {auto-abort-timer fimerprompt-level {all | none}commit}]} ]
| commit | auto-abort-timer stop | deactivate file {bootflash: | flash: | harddisk: | webui:} |label
id{description description | label-name name} |remove {file {bootflash: |flash: | harddisk: | webui:}
| inactive } | rollback to {base | committed |id {install-ID } |label {label-name}}}

BXDEREA abort BAEDA o A b —AHEEE T LET,

activate installadd =~ K% 3# U C SMU 2B S
NTHENE I DERFEL £ T,

ZOX—U—RNiL, BT = v 7 2FT
L. RN —VAT—HAEFHFLET,

N lr—V e FEEICX 25813 R A A >
AR—= A7 VT e Y H— L THER
Tat A FHEBT 50, FIXHER)TE
VR =GRV e —RE N U —

L/i‘g—o

file TIT 47T N r—VERELET,

{bootflash: | flash: | harddisk: | webui:} AVAR=N LIERN I —V0oualr— g
ZHEELET,

auto-abort-timer timer (EE) BB 7 AR— A ~—% A A —
NLET,

prompt-level {all | none} EE) AV AM—NATIT 4 ET LIZOW

o7y bea—WFIERLET,

7= & 21X, activate ¥ — 7 — F|Z U m— R
B Tp Xy =T LT Y m— R & BEY
WRIT—=LET, Nor—V%2T7 0747
T BRI, BATTDNE I DOV T2—
PICHERT D707 MR FRENET,

al ¥ — U — RK&2fHT e T N E A
=T NN THZ ENTEET, none T —
J—RKiEI7a 7 ET 40— M LE
j_o

| BRZSEN R



| v27L88a<UF

install .

add

TrANEYE— s — g (FIPE-
IX TFTP) MHT A AlZab—L, 7T v
N7 —b b A A= D/N—T 3 D SMU
HHWVET = v 7 2 FITLET,
ZOXF—TU—RiE, BELIAyF—UnT
Ty N7 —LTUTHR—FINDHELIIC
EAROHEHMNT = v 7 B FITLET,

{ bootflash: | flash: |ftp: lharddisk: |http: Jhttps: |
rcp: | scp: | tftp: |webui:}

BT oy r—VEBRELET,

commit

Jnua—R#%S SMU DEFERR SIS X9
I LET,

NP =% T 7T 4 7N LTk, VAT A
DT TIRRBIZH D/, FllTmD Y m—
RRICa Iy REFITTEES, Ny ir—v
MNT 7T 4TI ho TV a3y hENT
W WA, BAIO U B— REBIXT 77«
TOREERLE TN, 2EEOY r— F&
77T 4 TIREER DL TR A,

auto-abort-timer stop

HEN 7 R— b Z A ~—&fFlk LET,

deactivate

AVA NN LI —VEET I T 4T
I LET,

C®) Nobr—VETIT4T7ICTDH
L. N =V AT AL EH
S, Yok AREEEFE Y
n—REN5ZE08HY ET,

label id

SN EMTFDEA A R—IRA L FDID
FHRELET,

description

BELEA A R—/LRA > MZEB 80
LET,

label-name name

RESNIEA VA N—LRA v MTT LA,
ZEMLET,

remove A VA M= LTER =V EEIBRLET,
remove X — VU — RNiX, BIEIET 77 ¢ 7R
Oy r—TORMERATE 1,

inactive H7 7T 4 TIREBOTRTORT—V2T A

A ANHHIBRLET,

va7igEavo R )



. install
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aAav> R FI4ILk

aAvYU R E—F

rollback F—HETFNA LB —T A A (DMI) /X
fr— SMU & _R—ANR—V g v FEgic o
Sy hEREA—T gy T 2
Sy hIDIZr—ANNy 7 LET,

to base NR—ZA f A—VICRLET,
committed BEOa Iy MNEMERFEITSNTZEEDA v

A R —JVIRREICR L E T,

id install-ID BEEDA A N—)LRA >~ FIDICELET,
BB, 1 ~ 4294967295 T,

R lr—=ViFA VA =L ENFEHEA,

¥rME EXEC (#)

avy FERE

FEREDAA RZM4 Y

)1)—=x EENE
Cisco I0S XE Fuji 16.9.4 Zoawy RN U — XD C9200L £ 5 /LB
SNFEL

SMU X, VAT AIZA VA M=V L TRy TFEESRCEFX 2 VT 4 ffikE ) U —ASNTcA A—
VIRMIN TE DRy =TT, 2Oy r—VIZiE, RNy =Y ONEETRTH N D
MDOAZT =L BT, VY =Ry TFEHEHTHTDORNEO—HED 7 7 A VI EE
nTunEd,

SMU 27 7T 4 74t + BB ANy r—2 28N 20BN H Y £4,

NRolr—UiF, 77 v anbBlBRTDaNIHET 77 4 TICTHHLERHY £9, HIFRL
N r—iF, b —EBNTA20ENRHY 9,

H—nav>y K (1 A7y 7o7atR) Flidfljloa~r K QAT vy 7T akvR) %
FEHLTSMU Ry r—YDA A N—)b, 77T 4746, 23y hEITHZLENTEET,
SMU Ry =7 7 A NVE 1 DDIHA VA N—LVTLEUNENRSLGEIZI AT v 7T ak X
ZREAL, 5O SMU 24 VA M= LATEHULERHILGEIEII ATy 7 7av A% L
T 3AT v T TaRvARIZED, A VA= T D SMU R r—T 7 7 A ABEES DHE
IR Y v — REEES R/RICIMZ bNE T, RO, WFOFEEZRLTHNET,

Bl:SMUDA VR =)L BRFvTTO+EX, flash : #ERA)

WRIZ, 3AT w77 A& L TSMURy r—2% A VA =L B6% R LE
T, 22T, SMU RN —T AR TRALADT T a2 |l FEENNET,

1. 7993 amb SMUR T —V 77 A5 ab—1LTA VA =L LET,

Device# install add file flash:cat9k_lite_iosxe.16.09.04.CSCvk70181.SPA.smu.bin
install add: START Wed Jun 10 14:17:45 IST 2020
install add: Adding SMU
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--- Starting initial file syncing ---

Info: Finished copying flash:cat9k lite iosxe.16.09.04.CSCvk70181.SPA.smu.bin to the
selected switch (es)

Finished initial file syncing

*Jun 10 14:17:48.128 IST: $INSTALL-5-INSTALL START INFO: Switch 1 R0/0: install engine:
Started install add flash:cat9k lite iosxe.16.09.04.CSCvk70181.SPA.smu.binExecuting
pre scripts....
Executing pre sripts done.
--- Starting SMU Add operation ---
Performing SMU ADD on all members
[1] SMU_ADD package(s) on switch 1
[1] Finished SMU_ADD on switch 1
Checking status of SMU ADD on [1]
SMU_ADD: Passed on [1]
Finished SMU Add operation

SUCCESS: install_add /flash/cat9k lite iosxe.16.09.04.CSCvk70181.SPA.smu.bin Wed Jun
10 14:18:00 IST 2020

show install summary =~ > RZEHA LT, SMU /Xy —T 7 7 A LOEME A
VARN—VERRLET, SMUNRNY T —U 7 7y A VEERET 7T 4 T L=
Ty IR TWRWED, AT —X XTI 1TT,

Device# show install summary

[ Switch 1 ] Installed Package(s) Information:
State (St): I - Inactive, U - Activated & Uncommitted,
C - Activated & Committed, D - Deactivated & Uncommitted

SMU I flash:cat9k lite iosxe.16.09.04.CSCvk70181.SPA.smu.bin
MG C 16.9.4.0.3431

Auto abort timer: inactive

SMU RSy —T 7 A NET 727 0 T LET,

Device# install activate file flash:cat9k lite iosxe.16.09.04.CSCvk70181.SPA.smu.bin

install activate: START Wed Jun 10 14:19:59 IST 2020
install activate: Activating SMU

*Jun 10 14:20:01.513 IST: $INSTALL-5-INSTALL START INFO: Switch 1 RO/0: install engine:
Started install activate flash:cat9k lite iosxe.16.09.04.CSCvk70181.SPA.smu.bin

This operation requires a reload of the system. Do you want to proceed? [y/nly
Executing pre scripts....
Executing pre sripts done.

--- Starting SMU Activate operation ---

Performing SMU ACTIVATE on all members
[1] SMU ACTIVATE package(s) on switch 1
[1] Finished SMU ACTIVATE on switch 1

Checking status of SMU ACTIVATE on [1]

SMU ACTIVATE: Passed on [1]

Finished SMU Activate operation
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install activate: Reloading the box to complete activation of the SMU...
install activate will reload the system now!

*Jun 10 14:20:22.258 IST: $INSTALL-5-INSTALL AUTO ABORT TIMER PROGRESS: Switch 1
R0O/0: rollback timer: Install auto abort timer will expire in 7200 seconds
Chassis 1 reloading, reason - Reload command
Jun 10 14:20:28.291: $PMAN-5-EXITACTION: FO0/0: pvp: Process manager is exiting: reload
fp action requested
Jun 10 14:20:30.718: %PMAN-5-EXITACTION: RO/0: pvp: Proce
Jun 10 14:20:34.834: $PMAN-5-EXITACTION: CO/0: pvp: Process manager is exiting:
Jun 10 14:20:36.053: %INSTALL-5-INSTALL COMPLETED INFO: R0/0: install engine: Completed
install activate SMU flash:cat9k lite iosxe.16.09.04.CSCvk70181.SPA.smu.bin
watchdog watchdogO: watchdog did not stop!
reboot: Restarting system

Initializing Hardware...
<output truncated>

A A A A A A

Jun 10 08:52:01.806: $BOOT-5-BOOTTIME SMU TEMP ACTIVE DETECTED: R0/0: install engine:
SMU file /flash/cat9k lite iosxe.16.09.04.CSCvk70181.SPA.smu.bin active temporary...
SMU commit is pending

Cisco IOS Software [Fuji], Catalyst L3 Switch Software (CAT9K LITE IOSXE), Version
16.9.4, RELEASE SOFTWARE (fc2)

Technical Support: http://www.cisco.com/techsupport

Copyright (c) 1986-2019 by Cisco Systems, Inc.

Compiled Thu 22-Aug-19 17:30 by mcpre

<output truncated>

show install summary =<2 R&ZfEFA L TSMU R r—C 77 A NDT 7T 47
BB LET, SMURY Fr—Y 774 W3 EREaIy hER T RNED, A
T —HX AFuTY,

[ Switch 1 ] Installed Package(s) Information:
State (St): I - Inactive, U - Activated & Uncommitted,
C - Activated & Committed, D - Deactivated & Uncommitted

sMU U flash:cat9k lite iosxe.16.09.04.CSCvk70181.SPA.smu.bin
IMG C 16.9.4.0.3431

SMU Ry r— 77 A0y b

Device# install commit
install commit: START Wed Jun 10 14:38:42 IST 2020
install commit: Committing SMU

*Jun 10 14:38:44.906 IST: $INSTALL-5-INSTALL START INFO: Switch 1 R0O/0: install engine:
Started install commitExecuting pre scripts....
Executing pre sripts done.
--- Starting SMU Commit operation ---
Performing SMU COMMIT on all members
[1] SMU COMMIT package(s) on switch 1
[1] Finished SMU COMMIT on switch 1
Checking status of SMU_COMMIT on [1]
SMU COMMIT: Passed on [1]
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Finished SMU Commit operation

SUCCESS: install commit /flash/cat9k lite iosxe.16.09.04.CSCvk70181.SPA.smu.bin Wed
Jun 10 14:38:58 IST 2020

*Jun 10 14:38:59.385 IST: $INSTALL-5-INSTALL COMPLETED INFO: Switch 1 RO/0:

install engine: Completed install commit SMU

show install summary =~ > RZfEfA L Ca Iy FEMERLET, SMU Ny r—
CIFANDA LA = T T 47k, a1y RMTbE L, AT —X
At c TY,

Device# show install summary
[ Switch 1 ] Installed Package(s) Information:
State (St): I - Inactive, U - Activated & Uncommitted,
C - Activated & Committed, D - Deactivated & Uncommitted

SMU c flash:cat9k lite iosxe.16.09.04.CSCvk70181.SPA.smu.bin
IMG C 16.9.4.0.3431

Auto abort timer: inactive

show install active 2~ NAZfEH L CT 77 4 TN r—U iR LET,

Device# show install active
[ Switch 1 ] Active Package(s) Information:
State (St): I - Inactive, U - Activated & Uncommitted,
C - Activated & Committed, D - Deactivated & Uncommitted

Type St Filename/Version
SMU c flash:cat9k lite iosxe.16.09.04.CSCvk70181.SPA.smu.bin
IMG c 16.9.4.0.3431

WD X 512 show version 2~ REEH LT, X—Va 2R LET,

Device# show version

Cisco I0S XE Software, Version 16.09.04

Cisco IOS Software [Fuji], Catalyst L3 Switch Software (CAT9K LITE IOSXE), Version
16.9.4, RELEASE SOFTWARE (fc2)

Technical Support: http://www.cisco.com/techsupport

Copyright (c) 1986-2019 by Cisco Systems, Inc.

Compiled Thu 22-Aug-19 17:30 by mcpre

il . EHDOSMUDA VR b—JL BRTvTTAEX, flash: ZFEMA)

WIZ, 3AT w770 AL TEBEDO SMU Ay r— 7 7 A )LE A VA F—)L
THHERLET, ZZTiE SMUNRY T —U T 7 A VI T AL ZADT T w3 2 1%
FEnET,

AA Y F ALy IIZA VA= ERTND SMU 7 7 A /WFIRD & B Y T,
cat9k lite iosxe.16.12.03.CSCvt22238.SPA.smu.bin 33 LN
cat9k lite iosxe.16.12.03.CSCvt72427.SPA.smu.bin
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. install

1. (FB) AA v TFAZ v 7 OEEFNTETEY, SMURXY 7 —T 7 7 A LIRT N
AADT T v aNIZHDHZ LR LET,

Device# show switch
Switch/Stack Mac Address : 08ec.f586.aa80 - Local Mac Address
Mac persistency wait time: Indefinite
H/W Current
Switch# Role Mac Address Priority Version State
1 Active 08ec.f586.aa80 1 VOl Ready
2 Member 7488 .bb3c.£600 1 VOl Ready
3 Member 7488 .bb3f.9c00 1 VOl Ready
4 Member 08ec.f5ee.1080 1 VOl Ready
5 Standby 08ec.f£589.7c80 1 VOl Ready

Device# dir flash: | i smu

89075 -rw- 79256 Oct 26 2035 07:07:42 +00:00
cat9k lite iosxe.16.12.03.CSCvt22238.SPA.smu.bin
89082 -rw- 9656 Oct 26 2035 07:08:08 +00:00
cat9k lite iosxe.16.12.03.CSCvt72427.SPA.smu.bin

2. 7T vamnb SMUNRy =7 7 A VAo — L GEML £17,

—FIZ12ODOSMU RNy 7 —2 7 7 A LOBDPBMENET, SMU Sy Fr—2 7 7
ANEEBNTHEICY) o— FIZNELH Y 45 A,

Device# install add file flash:cat9k_lite_iosxe.16.12.03.CSCvt22238.SPA.smu.bin
install add: START Fri Oct 26 07:10:59 UTC 2035

Oct 26 07:11:01.695 $INSTALL-5-INSTALL START INFO: RO/0: install engine: Started
install add flash:cat9k lite iosxe.16.12.03.CSCvt22238.SPA.smu.bin

install add: Adding SMU

install add: Checking whether new add is allowed

-—-- Starting initial file syncing ---

*Oct 26 07:11:01.643: $INSTALL-5-INSTALL_START_ INFO: Switch 1 R0/0: inStall_engine:
Started install add flash:cat9k lite iosxe.16.12.03.CSCvt22238.SPA.smu.bin[1]:

Copying flash:cat9k lite iosxe.16.12.03.CSCvt22238.SPA.smu.bin from switch 1 to switch
2 345

[2 3 4 5]: Finished copying to switch 2 switch 3 switch 4 switch 5

Info: Finished copying flash:cat9k lite iosxe.16.12.03.CSCvt22238.SPA.smu.bin to the
selected switch (es)

Finished initial file syncing

--- Starting SMU Add operation ---
Performing SMU ADD on all members

[1] SMU_ADD package(s) on switch 1
1] Finished SMU ADD on switch 1
SMU_ADD package(s) on switch 2
Finished SMU ADD on switch 2
SMU_ADD package(s) on switch 3
Finished SMU ADD on switch 3
SMU_ADD package(s) on switch 4
Finished SMU ADD on switch 4
SMU_ADD package(s) on switch 5

[5] Finished SMU_ADD on switch 5
Checking status of SMU ADD on [1 2 3 4 5]
SMU_ADD: Passed on [1 2 3 4 5]
Finished SMU Add operation

[1]
(2]
(2]
[3]
[3]
[4]
[4]
[3]

SUCCESS: install add Fri Oct 26 07:11:45 UTC 2035
Oct 26 07:11:46.695 $INSTALL-5-INSTALL COMPLETED INFO: R0O/0: install engine: Completed
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install add SMU flash:cat9k lite iosxe.16.12.03.CSCvt22238.SPA.smu.bin

Device#

*Oct 26 07:11:46.656: $SINSTALL-5-INSTALL COMPLETED INFO: Switch 1 R0O/0: install engine:
Completed install add SMU flash:cat9k lite iosxe.16.12.03.CSCvt22238.SPA.smu.bin

show install summary =~ > K& L C, &HD SMU X r—T7 7 A )LDiB
MzwEsR LES,

Device# show install summary
[ Switch 1 2 3 4 5 ] Installed Package(s) Information:
State (St): I - Inactive, U - Activated & Uncommitted,
C - Activated & Committed, D - Deactivated & Uncommitted

SMU I flash:cat9k lite iosxe.16.12.03.CSCvt22238.SPA.smu.bin
IMG C 16.12.3.0.3752

Auto abort timer: inactive

2FBHDOSMU Ry r—T 7 7 A VEBMLET,

Device# install add file flash:cat9k_lite_iosxe.16.12.03.CSCvt72427.SPA.smu.bin

install add: START Fri Oct 26 07:12:38 UTC 2035

Oct 26 07:12:40.782 $INSTALL-5-INSTALL START INFO: RO/0: install engine: Started
install add flash:cat9k lite iosxe.16.12.03.CSCvt72427.SPA.smu.bin

install add: Adding SMU

install add: Checking whether new add is allowed

--- Starting initial file syncing ---

*Oct 26 07:12:40.743: SINSTALL-5-INSTALL START INFO: Switch 1 RO/0: install engine:
Started install add flash:cat9k lite iosxe.16.12.03.CSCvt72427.SPA.smu.bin[1]:

Copying flash:cat9k lite iosxe.16.12.03.CSCvt72427.SPA.smu.bin from switch 1 to switch
2345

[2 3 4 5]: Finished copying to switch 2 switch 3 switch 4 switch 5

Info: Finished copying flash:cat9k lite iosxe.16.12.03.CSCvt72427.SPA.smu.bin to the
selected switch (es)

Finished initial file syncing

--- Starting SMU Add operation ---
Performing SMU ADD on all members

[1] SMU ADD package(s) on switch 1
[1] Finished SMU ADD on switch 1
[2] SMU ADD package(s) on switch 2
[2] Finished SMU ADD on switch 2
[3] SMU ADD package(s) on switch 3
[3] Finished SMU ADD on switch 3
[4] SMU ADD package(s) on switch 4
[4] Finished SMU ADD on switch 4
[5] SMU ADD package(s) on switch 5

[5] Finished SMU ADD on switch 5
Checking status of SMU ADD on [1 2 3 4 5]
SMU ADD: Passed on [1 2 3 4 5]
Finished SMU Add operation

SUCCESS: install add Fri Oct 26 07:13:24 UTC 2035

Oct 26 07:13:25.656 $INSTALL-5-INSTALL COMPLETED INFO: R0/0: install engine: Completed
install add SMU flash:cat9k lite iosxe.16.12.03.CSCvt72427.SPA.smu.bin

Decive#
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*Oct 26 07:13:25.616: $INSTALL-5-INSTALL COMPLETED INFO: Switch 1 R0O/0: install engine:
Completed install add SMU flash:cat9k lite iosxe.16.12.03.CSCvt72427.SPA.smu.bin
show install summary =~ > RZEH L C, WD SMU Xy r—T7 7 A )LD

MEA LA M= NEWRBLET, WLONRyr—VT 7 ANBRIET 7T 4 74
BLU=ly hahTwiwnicd, A7 =4 Ak 1 T,

Device# show install summary
[ Switch 1 2 3 4 5 ] Installed Package(s) Information:

State (St): I - Inactive, U - Activated & Uncommitted,
C - Activated & Committed, D - Deactivated & Uncommitted

SMU I flash:cat9k lite iosxe.16.12.03.CSCvt22238.SPA.smu.bin
SMU I flash:cat9k lite iosxe.16.12.03.CSCvt72427.SPA.smu.bin
MG C 16.12.3.0.3752

SMU RSy r—T 7 A NET 725 0 T LET,

BEOSMUZ ANTH5E61F,  (FIZRICAN—2 %2 ANTIZ) hor~EHEHLT
Ty ANGEXREY £3, o, GFTEN 128 2B 220 E I LTLES
W, ZTOFEIZIZY e— NREENET,

Device# install activate file
flash:cat% lite iosxe.16.12.03.CSCvt22238.SPA.smu.bin,cat% lite iosxe.16.12.03.CSCvt72427.SPA.smu.bin

install activate: START Sun Oct 28 13:23:42 UTC 2035

Oct 28 13:23:44.620 %INSTALL-5-INSTALL START INFO: RO/0: install engine: Started
install activate

flash:cat9 lite iosxe.16.12.03.CSCvt22238.SPA.smu.bin,cat9% lite iosxe.16.12.03.CSCvt72427.SPA.smu.bin
install activate: Activating SMU

*Oct 28 13:23:44.581: SINSTALL-5-INSTALL START INFO: Switch 1 RO/0: install engine:
Started install activate
flash:cat9 lite iosxe.16.12.03.CSCvt22238.SPA.smu.bin,cat9% lite iosxe.16.12.03.CSCvt72427.SPA.smu.bin

This operation may require a reload of the system. Do you want to proceed? [y/nly
Executing pre scripts....

Executing pre sripts done.

--— Starting SMU Activate operation ---
Performing SMU_ACTIVATE on all members

*Oct 28 13:24:41.563: $INSTALL-5-INSTALL AUTO ABORT TIMER PROGRESS: Switch 1 RO/0:
rollback timer: Install auto abort timer will expire in 7200 secondsOct 28
13:24:43.259: $INSTALL-5-INSTALL AUTO ABORT TIMER PROGRESS: R0/0: rollback timer:
Install auto abort timer will expire in 7200 seconds

*Oct 28 13:24:43.222: S$INSTALL-5-INSTALL AUTO ABORT TIMER PROGRESS: Switch 4 RO/0:
rollback timer: Install auto abort timer will expire in 7200 seconds

*Oct 28 13:24:43.192: $INSTALL-5-INSTALL AUTO ABORT TIMER PROGRESS: Switch 3 RO/0:
rollback timer: Install auto abort timer will expire in 7200 seconds

*Oct 28 13:24:43.134: SINSTALL-5-INSTALL AUTO ABORT TIMER PROGRESS: Switch 2 RO/0:
rollback timer: Install auto abort timer will expire in 7200 seconds

*Oct 28 13:24:43.825: $INSTALL-5-INSTALL AUTO ABORT TIMER PROGRESS: Switch 5 RO/0:
rollback_timer: Install auto abort timer will expire in 7200 seconds [1] SMU_ACTIVATE
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package(s) on switch 1

[1] Finished SMU_ACTIVATE on switch 1
[2] SMU_ACTIVATE package(s) on switch 2
[2] Finished SMU_ACTIVATE on switch 2
[3] SMU_ACTIVATE package(s) on switch 3
[3] Finished SMU_ACTIVATE on switch 3
[4] SMU ACTIVATE package(s) on switch 4
[4] Finished SMU_ACTIVATE on switch 4
[5] SMU_ACTIVATE package(s) on switch 5

[5] Finished SMU_ACTIVATE on switch 5
Checking status of SMU ACTIVATE on [1 2 3 4 5]
SMU_ACTIVATE: Passed on [1 2 3 4 5]
Finished SMU Activate operation

install activate: Reloading the box to complete activation of the SMU...

install activate will reload the system now!
Chassis 4 reloading, reason - Reload command

reload fp action requested
rp processes exit with reload switch code

watchdog watchdogO: watchdog did not stop!
reboot: Restarting system

Initializing Hardware...

System Bootstrap, Version 16.12.1r [FC6], RELEASE SOFTWARE (P)
Compiled Thu 02/13/2020 12:36:08 by rel

Current ROMMON image : Primary
C9200L-24T-4G platform with 2097152 Kbytes of main memory

boot: attempting to boot from [flash:packages.conf]
boot: reading file packages.conf

iEadaaaREsssd]

install .

Oct 28 13:26:55.653: $BOOT-5-BOOTTIME SMU TEMP ACTIVE DETECTED: R0/0: install engine:
SMU file /flash/cat9k_lite iosxe.16.12.03.CSCvt72427.SPA.smu.bin active temporary...

SMU commit is pending

Oct 28 13:26:55.912: $BOOT-5-BOOTTIME SMU TEMP ACTIVE DETECTED: R0/0: install engine:
SMU file /flash/cat9k_lite iosxe.16.12.03.CSCvt22238.SPA.smu.bin active temporary...

SMU commit is pending

Waiting for 120 seconds for other switches to boot
FHAH A HE

Switch number is 4

All switches in the stack have been discovered. Accelerating discovery

show install summary =~ > RZEH L CSMU RNy 5 —Y 757 ANDT VT 47

(bEHERLET, MGTOT 7 ANANEEaIy hERLTWVWRWZD, AT —H R

IXuTY,

Device# show install summary
[ Switch 1 2 3 4 5 ] Installed Package(s) Information:
State (St): I - Inactive, U - Activated & Uncommitted,
C - Activated & Committed, D - Deactivated & Uncommitted
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SMU U flash:cat9k lite iosxe.16.12.03.CSCvt72427.SPA.smu.bin
IMG C 16.12.3.0.3752
Auto abort timer: active on install activate, time before rollback - 01:50:16

SMU NNy r— 757 AVvEaly bLET,

Device# install commit

install commit: START Sun Oct 28 13:34:42 UTC 2035

Oct 28 13:34:45.202 $INSTALL-5-INSTALL_START INFO: RO/0: install engine: Started
install commit

*Oct 28 13:34:45.146: $INSTALL-5-INSTALL START INFO: Switch 1 R0O/0: install engine:
Started install commitinstall commit: Committing SMU

Executing pre scripts....

Executing pre sripts done.

--- Starting SMU Commit operation ---

Performing SMU_COMMIT on all members

*Oct 28 13:35:24.436: %PLATFORM-4-ELEMENT WARNING: Switch 1 R0O/0: smand: 5/RP/0:
limited space - copy files out of flash: directory. flash: value 84% (1599 MB) exceeds
warning level 70% (1337 MB).
*Oct 28 13:35:30.587: %PLATFORM-4-ELEMENT WARNING: Switch 1 R0O/0: smand: 2/RP/0:
limited space - copy files out of flash: directory. flash: value 74% (1412 MB) exceeds
warning level 70% (1337 MB). [1] SMU COMMIT package(s) on switch 1

[1] Finished SMU COMMIT on switch 1

[2] SMU COMMIT package(s) on switch 2

[2] Finished SMU COMMIT on switch 2

[3] SMU COMMIT package(s) on switch 3

[3] Finished SMU COMMIT on switch 3

[4] SMU COMMIT package(s) on switch 4

[4] Finished SMU COMMIT on switch 4

[5] SMU COMMIT package(s) on switch 5

[5] Finished SMU COMMIT on switch 5
Checking status of SMU COMMIT on [1 2 3 4 5]
SMU COMMIT: Passed on [1 2 3 4 5]
Finished SMU Commit operation

SUCCESS: install commit /flash/cat9k lite iosxe.16.12.03.CSCvt72427.SPA.smu.bin
/flash/cat9k lite iosxe.16.12.03.CSCvt22238.SPA.smu.bin

Sun Oct 28 13:35:52 UTC 2035

Oct 28 13:35:53.789 $INSTALL-5-INSTALL COMPLETED INFO: R0/0: install engine: Completed
install commit SMU

JJ22-Vore stack-24TE#
*Oct 28 13:35:53.749: SINSTALL-5-INSTALL COMPLETED INFO: Switch 1 R0/0: install engine:
Completed install commit SMU

show install summary =~ > FZI LTIy a2 LET, SMU /Ny o—
VIFANDA LA N=, TIT 47, Ay bMMTORE L, AT =4
AL c T,

Device# show install summary

[ Switch 1 2 3 4 5 ] Installed Package(s) Information:

State (St): I - Inactive, U - Activated & Uncommitted,
C - Activated & Committed, D - Deactivated & Uncommitted

Type St Filename/Version

SMU C flash:cat9k lite iosxe.16.12.03.CSCvt22238.SPA.smu.bin
SMU c flash:cat9k lite iosxe.16.12.03.CSCvt72427.SPA.smu.bin
IMG C 16.12.3.0.3752
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Auto abort timer: inactive

Bl : SMUDA VR b—)L BRTyTTA+EX, TFIP: #EMA)

WIZ, 3AT 77t AZEHLTCSMU RNy r—2% A4 VA =T 50%RLE
T, ZIZTIE, SMU AR —V T 7 A LR Y E— | (TFTP) vl —3 3 VIRES
nEJ,

1.

SMU Ry r— 7 7 A EBMLET,

Device# install add file
tftp://172.16.0.1//tftpboot/folderl/cat9k lite iosxe.16.09.04.CSCvk70181.SPA.smu.bin

Jun 22 11:32:27.035: $INSTALL-5-INSTALL START INFO: R0O/0: install engine: Started
install add
tftp://172.16.0.1//tftpboot/folderl/cat9k lite iosxe.16.09.04.CSCvk70181.SPA.smu.bin
Jun 22 11:32:27.035 $INSTALL-5-INSTALL START INFO: R0/0: install engine: Started
install add
tftp://172.16.0.1//tftpboot/folderl/cat9k lite iosxe.16.09.04.CSCvk70181.SPA.smu.bin
Downloading file
tftp://172.16.0.1//tftpboot/folderl/cat9k lite iosxe.16.09.04.CSCvk70181.SPA.smu.bin
Finished downloading file
tftp://172.16.0.1//tftpboot/folderl/cat9k lite iosxe.16.09.04.CSCvk70181.SPA.smu.bin
to flash:cat9k lite iosxe.16.09.04.CSCvk70181.SPA.smu.bin

install add: Adding SMU

install add: Checking whether new add is allowed

--- Starting initial file syncing ---

025335: *Jun 22 2020 11:32:26 UTC: $INSTALL-5-INSTALL START INFO: Switch 1 RO/0:
install engine: Started install add
tftp://172.16.0.1//tftpboot/folderl/cat9k lite iosxe.16.09.04.CSCvk70181.SPA.smu.bin([1]:
Copying flash:cat9k lite iosxe.16.09.04.CSCvk70181.SPA.smu.bin from switch 1 to
switch 2

[2]: Finished copying to switch 2

Info: Finished copying flash:cat9k lite iosxe.16.09.04.CSCvk70181.SPA.smu.bin to the
selected switch (es)

Finished initial file syncing

--- Starting SMU Add operation ---
Performing SMU ADD on all members
[1] SMU ADD package(s) on switch 1
[1] Finished SMU ADD on switch 1
[2] SMU ADD package(s) on switch 2
[2] Finished SMU ADD on switch 2
Checking status of SMU ADD on [1 2]
SMU ADD: Passed on [1 2]

Finished SMU Add operation

SUCCESS: install add Mon Jun 22 11:32:56 UTC 2020

Jun 22 11:32:57.598: $INSTALL-5-INSTALL COMPLETED INFO: RO/0: install engine: Completed
install add SMU flash:cat9k lite iosxe.16.09.04.CSCvk70181.SPA.smu.bin

Jun 22 11:32:57.598 $INSTALL-5-INSTALL COMPLETED INFO: RO/0: install engine: Completed
install add SMU flash:cat9k lite iosxe.16.09.04.CSCvk70181.SPA.smu.bin

ECSG-SEC-C9200-24P#
025336: *Jun 22 2020 11:32:57 UTC: $INSTALL-5-INSTALL COMPLETED INFO: Switch 1 RO/0:
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. install

install engine: Completed install add SMU
flash:cat9k lite iosxe.16.09.04.CSCvk70181.SPA.smu.bin

show install summary =~ > RZff] L CGEMZMER L £ 7,

Device# show install summary

[ Switch 1 2 ] Installed Package(s) Information:

State (St): I - Inactive, U - Activated & Uncommitted,

C - Activated & Committed, D - Deactivated & Uncommitted

SMU I flash:cat9k lite iosxe.16.09.04.CSCvk70181.SPA.smu.bin
IMG C 16.12.02.0.6

Auto abort timer: inactive

2. SMUNRNy =V 77 ANET 7T 47 LET,

\}

GE) (FIOFNET) TFTP ZEH L T SMU Xy 7 — 7 7 A LZ3BIML.  (TFTP TiX7p
) 79 vvaZfHLTCT 7T 4712 LET,

Device# install activate file flash:cat9k lite iosxe.16.09.04.CSCvk70181.SPA.smu.bin
install activate: START Mon Jun 22 11:37:17 UTC 2020

Jun 22 11:37:37.582: $INSTALL-5-INSTALL START INFO: R0/0: install engine: Started
install activate flash:cat9k lite iosxe.16.09.04.CSCvk70181.SPA.smu.bin

Jun 22 11:37:37.582 $INSTALL-5-INSTALL START INFO: R0/0: install engine: Started
install activate flash:cat9k lite iosxe.16.09.04.CSCvk70181.SPA.smu.bin

install activate: Activating SMU

025337: *Jun 22 2020 11:37:37 UTC: $INSTALL-5-INSTALL START INFO: Switch 1 RO/0:
install engine: Started install activate

flash:cat9k lite iosxe.16.09.04.CSCvk70181.SPA.smu.bin

This operation may require a reload of the system. Do you want to proceed? [y/n]n

WD &Y show version 2~ REFH LT, X—Va 2R LET,

Device# show version

Cisco I0S XE Software, Version 16.09.04

Cisco IOS Software [Fuji], Catalyst L3 Switch Software (CAT9K LITE IOSXE), Version
16.9.4, RELEASE SOFTWARE (fc2)

Technical Support: http://www.cisco.com/techsupport

Copyright (c) 1986-2019 by Cisco Systems, Inc.

Compiled Thu 22-Aug-19 17:30 by mcpre

<output truncated>

3. SMURwF—T 77 A vExasy MLET,

Device# install commit

install commit: START Mon Jun 22 11:38:48 UTC 2020
SUCCESS: install commit Mon Jun 22 11:38:52 UTC 2020
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Device#

By r—vhialy hEhTY r— R

£7,

Device# show install summary

Active Packages:

tftp:cat9k lite iosxe.16.09.04.CSCvk70181.SPA.
Inactive Packages:

No packages

Committed Packages:

tftp:cat9k lite iosxe.16.09.04.CSCvk70181.SPA.
Uncommitted Packages:

No packages

Device#

install .

DRSSP THHET D2 LB L

smu.bin

smu.bin

avoU kR

BLL]

show install

A A M=y =BT B IE R A
ForLET,
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. 12 traceroute

12 traceroute

LAY¥2 bL—RA)b— h—RNEENT BT, e—L a7 4 Fal— gy T—
RTI2 traceroute =~ RZfEHLEd, LA ¥2 hL—A)b— h—REHEHNTT BT,
Zoa<wry Ron B EFEHALET,

12 traceroute
no 12 traceroute

QO Zoavy RIZIFBIERERITF—V— REH Y T8 A,
aAavYRE—FK Ja—srar7 4 ¥ alb—3 a3 (configh)
av Yy RER )1y—2 EENE
Cisco I0S XE Fuji 16.9.2 Zoawy RBRBMENnE L,

EELEOHA KS4Y VA2 == NIT 74V FCEARCR-TEY, 22—V F—X%7F 5 7 b=
Jb (UDP) A"— K 2228 CUR=VT V5w "NBHEET, UDPA— F2228 %L CL A2
o —2Z2NV— N2 T BT, ZTu— a7 40X =2 b—3 3 2 F— K Tnol2traceroute
avr REfEALET,

RIZ. 12 traceroute =~ REHHALTLA ¥ 2 FL—A)— L ERETHH1Z2 "L
F9,

Device# configure terminal
Device (config)# 12 traceroute
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license hoot level .

license hoot level

TNWRAATH LW 7 =2 T IV AZRITHIZE, Fn—bar7 4 F¥a2lb—g
v &— KTlicensebootlevel 2~ REZHHLET, T R_RTCOY T T 2T I B AT
AADNLHIRT AL, Zoa~vr Rono BN A FEHLET,

license boot level base-license-level addon addon-license-level
no license boot level

BX DA base-license-level 2 A » FOLE) L ~/L, fil : network-essentials
EFATRER SR T A B A TR D LBV T,
» Network Essentials

» Network Advantage (Network Essentials % 5 ¢)

addon-license-level 3 4% 545, 721X 7TEOETHE TR TEBMT A B A,
R FTREZR T KAV T A B ATRD LB Y TT,
» Digital Networking Architecture (DNA) Essentials

* DNA Advantage (DNA Essentials % 7 ¢¢)

ATRVEFI4I L RESNEAA—TVTRA vy FREBLET,

Q9T R E—F Jua—s)rary7 4 F¥ab— 3 (config)
av Yy FER )1)—2 EENE
Cisco I0S XE Fuji 16.9.1 ooy RREAINE L,

FEEEDHA K54 > license bootlevel =~ > NITRDHBITAEM L E T,
e TITA BV ADE LT L—RET T T L —F
P T A B R EYERET A & ADA ML & B L
TSIV —=RIA B ADI VT
Zoawr NI, BEDEY 2a—IDIFA B AL LT TARNT I F ¥ THREENTWAE T A
T AMRBTIEIL BEINTETA BV AL_ATRITALIICTAEL AL TTF AR
FI9TFxERELET,
A vFHEIu—RTEHE, FTABVAL VT TFTA NI IF ¥ TRE—NT v a7y
X2l —VarDOREZTA BV ANDLDEINE I DPPHERINET, REIZTA B AN
HIGE., FOTARVATAAL vTFBNEBLET, T4V ABRNWEGEE, 748V A
AVTITARNT I T ¥ TAA—VHEBIZHE S TTIA B ADHERSNET,
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. license boot level

« W7 — REHIE T A B ABBIRGNOE G, TA B AL LT TART I F X THEED
BERBICHE ST T A L ARHER SN ET,

cRESNTZT— b TA B ART TIZHIBRYIIUZ R > TWBEHEE, 4BV AL VT TR
FNZ7 7 F ¥ CEBIZE-TITA B ADRHERINET,

I wIZ, AA v FOKREIY v — R network-essentals 7 A & 2 Az G363 5401 %2~ L
\iﬁqo

Device (config) # license boot level network-essentals
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license smart deregister

license smart deregister .

B DEREA

AR TIHIE

Cisco Smart Software Manager (CSSM) ~® device D& k% ¥ > B9 5121%. ¥t EXEC
& — KT license smart deregister =1~ > RZ{fH L F 9,

license smart deregister
Zoavy FIZEBIERELITF—U—NIH Y A,

¥ikE EXEC (#)

av Y RERE

FEREDHA K54V

J1y—2 EERE

Cisco 10S XE Fuji 16.9.1 Zoavwry RREAINE L,

license smart deregister =~ > Nk D HAJIZFEH L E T,
e TNA A A R R Y NBA L X
« FRA A EFHEEO T OIHIOSFTIC T 5 & &
» T ABRTHROT=DITEGHFFA (RMA) 7t A2 LTy R alclid 5 & &

il

WIZ, CSSM ~O device D& gk & fifkbr4 B H 2~ LET,

T3 A4 license smart deregister

*Jun 25 00:20:13.291 PDT: %SMART LIC-6-AGENT DEREG SUCCESS: Smart Agent for Licensing
De-registration with the Cisco Smart Software Manager or satellite was successful
*Jun 25 00:20:13.291 PDT: %SMART LIC-5-EVAL START: Entering evaluation period

*Jun 25 00:20:13.291 PDT: %SMART LIC-6-EXPORT CONTROLLED: Usage of export controlled
features is Not Allowed for udi PID:ISR4461/K9,SN:FD02213A0GL

avw >R Bz

license smart register idtoken CSSM |Z device & Ex L E 7,

show license all

MERRST GG 2 2R L £

show license status GABLADAL T ITA TV AAT—HR AR

FKoRLET,

show license summary TRCDT I T 4T 7274 ADER & FE

RLET,

show license usage

FAB L AERAEREEZRLET,
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. license smart register idtoken

license smart register idtoken

Cisco Smart Software Manager (CSSM) 725 h—727 U3V S V72 device 88T 2121, 4F
¥é EXEC & — KT license smart register idtoken =~ > RZ&{#f L £7°,

license smart register idtoken token ID {force}

B DEREA

aAvU R E—F

token_ID CSSM 25 h—2 L AR S 773 2,

force TNA AMBELINTWHDENE I MDD S
TN, R B REER G L E T,

¥rME EXEC (#)

av Y RERE J1)y—=x EEAR
Cisco 10S XE Fuji 16.9.1 ooy RREAINELE,
!l
KIZ, CSSM (T device Z Bk 5l 2R L ET,
7 /5A A4 license smart register idtoken
$T14UytrNXBzbEslck8veUtWaG5abnZJOFdDalFwbVRa%$0Ab1RMbz0%3D%0A
Registration process is in progress. Use the 'show license status' command to check the
progress and result
Device#% Generating 2048 bit RSA keys, keys will be exportable...
[OK] (elapsed time was 0 seconds)
BEEavr R av vk BEL]
license smart deregister CSSM ~® device D&% F ¥ BN LET,
show license all ERRAT G- A 2R L £,
show license status TARVADA LT FTAT UV ARAT —H A%
KR LET,
show license summary TRTCOT I T4 T2 74 ADOBEREF
ZT—\‘ Li‘d‘o
show license usage FA L AFRAEREFRLET,
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license smart renew .

license smart renew

Cisco Smart Software Manager (CSSM) T device D ID £ 721378 % TEV TR H12I1%. Ktk
EXEC “E— KT license smart renew =~ > K% L F 7,

license smart renew {auth | id}

B DEREA

aAav>v R TFI4ILk

auth AREEFLET,

id IDZ%H LET,

et EXEC (#)

avy FERE

EREDAARZA

)1)—2R EEAR
Cisco I0S XE Fuji 16.9.1 ooy FREAINE L,

AL, A —FIA BV AV AT AL T30 RIS ICEHENET, T4 BV AN
(KRB F21E (a0 FI5A4 T 0 ZER ] OWRREICH ARV | FEERIA TR S E T,
T AT, GRREMIREINE X 5 BRI E T, METHARIT, if_i74‘lz/7\75> [ R
AL REEICA2 D & VAT AIS SR EFRAEHIM OB R Z2F T LE T, mHRUTICREI T2 &,
B UVRRGER B S E 3,

151
Wiz, device DAL AEFEHTAHE R LET,

5 /3NA A# license smart renew auth

BEEa<vT YR

avo R e

show license all MERRAT G4z 2R L £ 7,

show license status FABLADAL T FTAT LV ART—H A%
FrLET,

show license usage TA B ARG REER TR LET,
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SRFLEEIATUFR |

Ty RS horr—va AFRERET DL, Fe— b ar 7 4 Fal—va vy E—
K Clocation =~ FEHFEHALET, ur—a EREZHIRTHIZIE. ZOa<2 KO no

BRZERLET,

location {admin-tag string | civic-location identifier {hostid} | civic-location identifier {hostid} |
elin-location {string |identifier id} | geo-location identifier {hostid} | prefer { cdp weight
priority-value | lldp-med weight priority-value | static config weight priority-value}

no location {admin-tag string|civic-location identifier {hostid} | civic-location identifier {hostid}
| elin-location {string |identifier id} | geo-location identifier {hostid} | prefer { cdp weight
priority-value | lldp-med weight priority-value | static config weight priority-value}

B DA admin-tagstring

EELY T EILTY A MERERELET, BETEADY
A MEREZIEar— 3 VIEHR,

civic-location

v r— g UERERELET,

identifier

#Winr—yar, BAanr— gy, BRS04
AizfEELET,

host

KA MOHT ar— g M2 MR R €% L £
—g—o

id

#Hainr—yvar, Bansr— gy, MENREHTO4

Al

(G¥)  LLDP-MED AA v F TLV TOHHinr— 3
D ID (L 250 A FEAFICHIFERENE T, A A v
FREPIHEHATE DNy 77 A= ZET
HTT— Avyb—U%ERET ST, FHT R
= a Y IDICHRESNIZTXTOHTr 7r—
Va UMEROEEROEIN250 31 hEEZ IR
XolcLFES,

elin-location

Baulr—a UEHR (BLIN) 22 ELE T,

geo-location

HIPRZEMR e r—3 g UERERE L E T,

prefer

ghr—a U EROY—ZADTITAFT T 4 ERELE
KR

ATV R FIA4IL R T 7 4/ N OEBERLHEIZDH U AL

avY Y RE—FK sa—s\)ary7 4 Fal—ra v
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location .

avy RERE

J1)—=x EERNE
Cisco I0S XE Fuji Zoawy RBREHEAINE LE,
16.9.2

FEREDHA FS1 Y

location civic-location identifier 72—/ 3L 27 4 X2 L—3 g v a~wr Rae AN, #hd
n—valrarZ 4 F¥al—arE— RPABIINET, location geo-location identifier
Ja—\ ) ar 7 4 Xalb—varavy ReAN%k, oAFelr—rvararz 4 ¥alb—
var E'— RPBEBINET,
Hidimr— 2 ID 250 31 REEBX TERY 8 A,
RABIDIEIAR FORS TR — g ROMBZEMA ARG A BRE LE T, ID AR R TiER
WIBA, IDIEA ¥ —T = ATHBIRTE MM T > 7 L— b E e r— =
VT EERLET,
host ¥ — U — RiX, 7 A ZDOHFT & E# L E T, identifier & host ¥ — 7 — FAf ] L Tak
ERRERE T n r—Ya AT a VFRTTY, Mifins—vararyaXal—ay
T— N CROEHur—ar A7y a VEEETEET,

« additional-code : BN Tnr— a3y a— REHELET,

- additional-location-information : ;BN i 77— a3 U F#REZHE L ET,

« branch-road-name : 77 > F O — R4 2R EL £,

* building : & DFEHREZHE L ET,

ecity : A4 ERELET,

« country : 2 LFD ISO 3166 DE=— RERELET,

e county : A ERELET,

sdefault : =~ R&7T 7 4 /L MEIZERE L £7,

« division : TTOHKX OLFIZHFEL T,

cexit : Fifinr—raryary s FXal—a s E—RFEETLET,

s floor : ¥ ZRE L £7,

landmark : HE1 & R 5B OEHRERE L T,

« leading-street-dir : M4 FE AT H- SN D HALZHELET,

ename : EFEELEHELET,

* neighborhood : %A N\—7 v NEHREZHEL ET,

eno : fEESNIH TR r—vary T—2%ERL, T 74V MEERELET,

s number : M B MAEFHREL ET,

« post-office-box : FAEF AR E L E T,

* postal-code : FHEE S ARE L 7,

* postal-community-name : Hfi 2 I 2 =7 A A EZREL ET,

« primary-road-name : FELEROARTZFRE L E T,

» road-section : EIEDOXEEZHRE L E7,

s room : HEDIEFHREZHE L ET,

e seat : JEJE DIEHAZRE L E T,

e state : NOAFTEZRE L ET,
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. location

* street-group : H[ 4 & MO 7V —T 52 ELET,

« street-name-postmodifier : FI 4 FHDAFIORA NET 4 77 A T HFRELET,

« street-name-premodifier : M4 FHOLFO T LVET 4 7 7 A4 T 2% ELET,

« street-number-suffix : B[4 FEMOF SOV 7 ¢ v 7 2R E L ET,

o street-suffix : F/ZFZEHOV 7 4 v 7 ZERELET,

* sub-branch-road-name : D & BT LA AR E L E T,

« trailing-street-suffix : #& (2 < WA EHOT 7 ¢+ 7 AZFHELET,

s type-of-place : LFTOX A T HFHELET,

e unit : B/ AR ELET,

HWEHIR r—Y gy ary 7 4 Falb— gy B— FCROMBERK L0 r—2 9 AERE
fRETEET,

- altitude : & S OFREME, A— M, 37 4 — PREETRIELET,

< latitude : £, 77, BWOMENTRAZE L E T, HIAIL 90 ~ 90 LT, IEOMEIX, ARiE
Lo deMiofrE 2R L £,

« longitude : . 2y, HOREDIFEMREZZE L £, #PHIL-180~ 180 % T, IEDMHIL.
7YV =y VRO RAOMEE R LET,

- resolution : f&/ L REDGREEARE LE T, SERELIEELLRWES, 10mDT 7+
Jv MEDSKEE & ARFE D REE N T A — X A SN E T, BELREDEE. HEOR
ALEA— RV THIESIVE T, SOV THIEETE £7,

e default : 77 4/ NOBMHIC L > T, MBI ELZRELET,

eexit : R r—> 9 a7 4 FXal—r gy EF— R TLET,

eno : fEESNIZHIBR T A —F 2R L, 774V MEZRRE L ET,

nr—va Y TLV %7 4 E—7 /W27 521, no lldp med-tlv-select location information -1
VHE—Tx A AT 4 Fal—varavry REFHLET, 774V FTHE, S —vE
¥ TLV 13 A 32— T VTR E S TWVET,

WP TIL, AA v FICEHin r— g VERE2RETHHEEZTILET,

T /31 A (config) # location civic-location identifier 1
T /34 A (config-civic) # number 3550

FORA A (config-civic)# primary-road-name “Cisco Way”
T /3A A (config-civic) # city “San Jose”

T /3A A (config-civic) # state CA

T /3A A (config-civic) # building 19

F /3 A (config-civic)# room C6

7 /34 A (config-civic) # county “Santa Clara”

T /34 A (config-civic) # country US

T34 A (config-civic)# end

RE & MR A 121, show location civic-location £t EXEC =~ F&Z A L £,
OB T, A vF ETRBRA X — g VIFREBRET D HEZ R LET,

T /31 A (config) # location elin-location 14085553881 identifier 1
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location .

FEEMEZRT HIC1L, show location elin 554 EXEC =~ > REZ AN LT,
WIZ, AA v FIo, EZE e 7r—y a VERERET D0 2R L ET,

7 /5A A (config) # location geo-location identifier host
T /34 A (config-geo) # latitude 12.34

T /31 A (config-geo) # longitude 37.23

/34 A (config-geo) # altitude 5 f£loor

J/3A A (config-geo) # resolution 12.34

BXE S AT HIERZE R 72 35 P DFEAN A2 7 9 5 1213,  show location geo-location identifier
avy REFEHLET,
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. no debug all

no debug all

AA wFOT Ny TN T HI121E, FiiE EXEC £— KT nodebugall =~ > R&EMHLE
R

no debug all

ATVRFIFILR T IANNOBECHEITH Y EHA,

Aavy RE—FK F#tE EXEC

av > FERE J1)—x FEAR

CiscolOSXE VU U —2Z16.1 Zha<wy FNREAINE LT,

i WIZ. AA v FCF Ay J e+ 5057 LET,

/34 A: no debug all
All possible debugging has been turned off.
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ping .

ping

ICMP = 22— X7y a xRy NU—Z7 KA MIEETDI2IE, 77— ba—4%%— T ping
av U REFEHALET,

pingip-address

XD ip-address Ay FU—=IHRARDIPT FLA

ATV R FI4N T ANV NOBEBERMEITH Y A,

AR E—F 7—hr—=%

avy FEE )= EEAR

CiscolOSXEFuji16.92 Zpa~<wy RREAINE LT,

1
WIZ, =aA—FRAT Y FaRy NT—VRA MIEET 02 RLET,

F /84 Z: ping 1.1.1.1 255.255.255.0
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. ping6

ping6

ICMP = o —ZER /7 h&IPV6 Ry hU—Z KA MIEETHICIE, 7— b —FEF— KT
ping6 2~ REfEHLE T,

ping6ipv6-address

X DR ipv6-address  1Pv6 %> NU—ZJ KA RDIP T KL A

AT VR FI4N T ANV NOBEBERMEITH Y EEA,

avY R E—F =4

avy FEE )= EEARAR

CiscolOSXEFuji16.92 Zzpa~<wy RREAINE LT,

1
WIZ, =3 —FRANT Y APV Xy P U= RA MIFEET 0 2R LET,

7 /3 A: ping6 2001:0DB8:c18:1::/64
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request platform software console attach switch .

request platform software console attach switch

AUNRAA T Ty arwBhT 5121, $#H EXEC &— KT request platform software
console attach switch =~ > F&fHEH L £,

)

() AZvF¥r 7 AA vF (Catalyst 3650/3850/9200/9300 AA ~F) TlI, ZDa~<r RiFAZ v
NA Ty —)Teyvar ZlET 258 ICOEMNTE E9, Catalyst 9500 A1 » F T
1T, 2@ =3~ Nid Stackwise Virtual € > N7 7 TOAHAYFR—FINET, AUNRAS vF
Ty var BT EIETEERAL, T 74V FTIE, TXTOa Y —)WEITTILT
IT 4T THDHED, TI/T 47 Rary)— LTy arelbd 58RIz T—1c F
R

request platform software console attach switch { switch-number | active | standby } { 0/0 | RO }

X DA switch-number 2 A FF S EZIHE L ET, fHETE HEMIL 1 ~9 TT,

active TIT4TAL T EIEELET,
GE)  Zo5#i. Catalyst 9500 A1 v F TlEPAR—h SN TWHEHA,

standby AL N AL v TFEHETELET,

0/0 SPA-Inter-Processor A2 > h7230 T, XA N0 THDLZ EEBELET,

GE) DX T arvEAL XU T AL v F L EBIEH LN TLEE
W, FRit= T —iz2 0 9,

RO Jb—h Zuoty¥ 2oy b0 THDEZ EEIBEELET,

AT R FIAN R T IANRTH, RE Yy IROTRCOAL v FIET 77 4 7T,

avURKRE—F FrtE EXEC (#)

AN Y FRE V-2 ZERE
Cisco I0S XE Fuji ooy RREAIHhE L,
16.9.2

EELEDHA KSAY AXNA AL v F TRy v a VERAT HICE, BPICRE THENCT H0ERDHY £,

I WIT. AA AL AL F L DY v a5 flan LET.

Device# configure terminal
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. request platform software console attach switch

Enter configuration commands, one per line. End with CNTL/Z.
Device (config) # redundancy

Device (config-red) # main-cpu

Device (config-r-mc) # standby console enable

Device (config-r-mc) # end

Device# request platform software console attach switch standby RO
#

# Connecting to the IOS console on the route-processor in slot 0.
# Enter Control-C to exit.

#

Device-stby> enable

Device-stby#
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reset

BX DA

AU RTIAIbE

reset .

VAT LTHAN— Rty FEETTAHICEL, T— e —F¥F— R Treset 2~ RZFETLE
T, N— KUty F&{TH &, device DEIRUIWRZRICEREZBAT S FIREFLEC, Tty

. LURZ BLXOAERY ONENHEESINET,
reset
Zoa=wy RIZIIBIEELITF—U—RiIb Y A,

T 7 4V h OEHEEIZH D FH AL

2T R E—F 7—bp—=¥

avy FRERE J1)—= EEAR
Cisco IOS XE Fuji Zoavwy RREASNE L,
16.9.2

3l

KOHITIE, AT 2%ty B HEEZRLET,

T3 A: reset
Are you sure you want to reset the system (y/n)? y
System resetting...
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. sdm prefer

sdm prefer
AZA v FTHMTHSDM 7T 7L — FZ2RET DT, Frm— a7 Falb—ay
F— RC sdm prefer =2~ > R&FEHLET,
sdm prefer
{advanced }
BX DA advanced NetFlow 72 & D& 7o REZ AR — M L £,

AT VR FI4NN T ANV NOBEBERMHEITH Y A

avY R E—FK Jua—\arzZ 4 ¥al—iars

av Yy FERE 1)1)—= TEAR
Cisco 10S XE Fuji Toawy RBREAINE L,
16.9.2

FEREDHA KSq4 > device AF v 7 TlE, TRTDRL v 7 AN T 7T 4778 device IZIRAF ST [F—D
SDM 7 v 7' L — M 2l 2088 H D £77,

i device XA X » ZI\ZIBMEND &, TV T 47 device ITRTFEESNTZSDM 27 4 ¥ =
L—a d, flilx D device ITERESINTWAT V' L— e EEXLET,

1
W, BERT T — M ERET DR LET,

7 /34 A (config) # sdm prefer advanced
TN A (config) # exit
T34 A4 reload

. DATLEEIOTUR
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service private-config-encryption .

service private-config-encryption

TTAR— R RIET 7 A NVDORE 5L A AT HITIL, service private-config-encryption =~
VREFERLET, ZOEREAEDCTHIZIE, Z0oavr FOne BN EFEHLET,

service private-config-encryption
no service private-config-encryption

HET D EE8H Zoavy RIZFBIERERITF—V— REH Y FHA,

ATV R FI4NN T AN NOBEERMHEITH Y A,

avU R E—FR Ja—\)L a7 4F¥2b— 3 (config)
avy FERE )1)—X TEHAHB
Cisco 10S XE Fuji Zoavy RREAINE L,
16.9.2
Bl WIT. oA~ NRET 7 A L OB AL B H T B 2R LS,

Device> enable
Device# configure terminal
Device (config) # service private-config-encryption

BEa<v> KR avU R Bl

show parser encrypt file status | 7°5 ( X— NREDKEEL AT —F A 2K R LET,
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B s

set
REAEAEREELIIERT DI, 7— b —FE—RKTset 2~ FEEALET, BE
THIL, 7 — hu—FF-ddevice THEE L TWAMO Y 7 b = 7 ZHIET B DI fEA T
TET,
set variable value

X DA B AE variable 3 X DN value DY) AEIZIE, ROWT N OF—T— RE2FEHLET,

MANUAL_BOOT : device DifeEhZ B#) TIT 5 NFEITIT O 0 E I A RELE
D
HZH72MEIL 1/Yes & 0/No T9, 0 £721E No ICEHESN TV DHHA, 7— b r—

I AT L BEIMICEEH L E3, MOEICHRESNTWAHEAEIE, 77—k
0 —XE— K56 FE) T device ZEENTHLERH Y 97,

BOOT filesystem:/file-url : BEEENIRFIZ 7 — RIB L OFATINDIATAREY 7 1 /L
DEIar XYY U ARz LET,

BOOT BBEAKNPHREINTWRWES, AT AIX, 7I7via 7740

AT DRI IR LMK 24T - T, NSRRI SN EITATREA A — V%
12— R LTHETZRAALET, BOOT ZHENEEIILTNTH, FHEINIA A —
ThEU— RTERDPSTESRAE, VAT LI T T vy a 77 AV VAT A THRA

R LB e 7 v A VA REN L L D5 & LET,

ENABLE_BREAK : =t —#/8 =1 Y — /L0 Break ¥ —Z 4 & HELE 7 0+ 2
EHWICTEDL LR ET,

HEh72fElZ 1. Yes. On, 0, No. BELROff T4, 1. Yes. F721F On ITRE X
NWTCWAEEITZ, 79 v a 774V AT A0 %IZ = Y —)v | TBreak
F—ZMI LT, HBEHH oA 2Pl cE £,

HELPER filesystem:/file-url : 7 — k @ —X OHHULHICEICr — RSt dr—
RA[BEZ 7 AV OEI av XY U R RME#ILET, ~L3— T 7 AL,
T— =X ORBEILRLIZY, Ny FEY T LET,

PSlprompt : 7— ks =—% F— ROLHIZ, a~v FIA4 0 Far 7 Re LT
FHT 2 CFHEBELET,

CONFIG_FILE flash: /file-url : Cisco I0S 783 AT LR E D ARIEM: 2 B — D Fi A
HEIERT 27 7 ANV ERELET,
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aAvU R TFI4ILE

set |

BAUD rate : 2>/ —/VOAR— L— MIUEHTLE Y Nufb (bls) ZHEELE
T, AT 4 X2l —Tar Ty AVIHIOBREPETE S TWZRWERY | Cisco
I0SY 7 R =7 d7 — b —FhbAR— L— FNREEZMA L, ZOMEEF| Xkt
SHEHLET, FBETE5HPAIZ0~ 128000b/s T3, ARMEIZ. 50, 75. 110,
150, 300, 600, 1200, 1800, 2000, 2400, 3600, 4800, 7200, 9600, 14400
19200, 28800, 38400, 56000, 57600, 115200, I & T* 128000 T,

B b — A9 fEIX. 300, 1200, 2400, 9600. 19200, 57600, kLT 115200 T
KR

SWITCH_NUMBER stack-member-number : A% > 7 X 3D A L N\NFK 5w I8l
LET,

SWITCH_PRIORITY priority-number : 2% 7 A XOT T4 F )T 4 HELE
BLET,

BREEEKOT 7 4V MEZ, RO LB TT,
MANUAL_BOOT: No (0)
BOOT : X)L A hJ 4

ENABLE BREAK : No (Off £721%0) (22> Y —/L |C Break ¥ — % L CHENEE 7 0¥
AT 5 Z LI TEERA)

HELPER: ¥ 7 4 /b MlEIZdh 0 A (~8— T 7 A UTHBIICE— FSREEA) o
PS1 device :

CONFIG FILE: config.text

BAUD : 9600 b/s

SWITCH_NUMBER: 1

SWITCH_PRIORITY: 1

G¥)

&7 ﬁﬁéht%ﬁ%ﬁi BTFANDT T a7 ANV ATAIEEINET, 77
ANVDOEATIIE, BREAA EEZICHNT, TOEHOENEESNET,

ZOT 7 A MCRTESTORVERICIHEA B Y EH A, FRSRTOVMUERL A R Y >
ThoTHIERBY EF, R4 AR LY (R ) BRESNTOAEH, HHH%
ST

Z < ORFEEBIFEAMCER SN TEY, 774V MERBRES L TOET,
avU R E—F 7—hr—=¥
avy FEE )1)—2 EERE

CiscolOSXEFuji16.92 o~y RAEASHE LT,

va7igEavo R )
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EREDAARZA

SRFLEEIATUFR |

BRESZABII R LN CFOXKR R0 | FFEEBVICANTLHENH Y £,

BEEEOBELEHIL. 75 v a 774N VATFAOMIHD 7T via AEVITEEIN
iﬁ—o

BH ORI T, REABRORELZLE T LL4ETH Y XA,

MANUAL BOOT BHEA%E, bootmanual 72— 3L 227 4 X ab— gy avy Raff
HALTHRETH L TEET,

BOOT BB A%k, boot system filesystem:/file-url 72— N)L 227 4 Falb—/ g avy
REMEHLTRETDILEHTEET,

ENABLE BREAK EREZZA#Z. boot enable-break 7 = —/ )L 227 4 a2l —T g avwy
REfHLTHRETDHIELTEET,

HELPER B55ZE %01, boot helper filesystem: / file-url 72— )b 27 4 Fa b—3/9 v a7
YREMHLTRETSZE B TEET,

CONFIG FILE EREEZH4IZ. boot config-file flash: /file-url 70—/ 227 4 X a b — 9
A REFEHLTRETLSZEHTEET,

SWITCH_NUMBER BREZ5#1%, switch current-stack-member-number renumber
new-stack-member-number 7 2 —/N)L 27 4 X a2 b—vay avy REEHLTHRET S Z
b TEET,

SWITCH_PRIORITY EREEZEL. device stack-member-number priority priority-number 7" = — /3
AT 4 Falb—vary avy FefLTRET LI HTEET,

T—rno—Fn7ar7 s AN S (PS1) IiE, &5 (=) <. HARER T A
120 LFETHETEET,

151
&IZ, SWITCH PRIORITY BRIEA# A% ET L0 Z2~ L ET,

T /3A A: set SWITCH PRIORITY 2

REEWERT AL, set 77— b —Fa< o KR LET,
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show debug

show debug .

AA v FTHATE HTXTO debug 2~ REF/RT HI21E, FHE EXEC € — K C show
debug =~ > N&EHEH L ET,

show debug

show debug condition Condition identifier | All conditions

BXDEREA

AR TIHIE

ATV R E—F

Condition identifier fifi [} & % S0 F O 2 #E LES, #HIL. 1~1000 T,

All conditions AR T N TORMMNET Ny 7 AT v a v aFRRLET,

77 AV OEIERIELDH D EE A

Hi#E EXEC

av Y RERE

FREDHA FSA4 Y

il

J1y—2 EERE

CiscolOSXE U U —216.1 ZOa~vy RNEAINE LT,

TNy THINECPU 7oA TER T ITA AV T 4 BE DB THNATWATD, T3y 7
EATHD EVAT AR TE RS D2 ERHV ET, LR -> T, debug 2~ K&
OV, ¥rEDOMBED T TNy a—T 4 T, FR3v R anT 7 =R — MENE
EEBIC N T TN a—T 4 T EATHOLGAEICRBEL T EIV, EHIZ, debug 2~ Rid,
Xy NT—=0 bF7T7 4wl a—FbDhn e IR T2O08KB T, Z0OL9
R 2B A TT Ny Z &2 FTT 5 L. debug 2~ RO OAHIZ L > T AT L5
DL T D AREMER D7 720 £7,

WIZ, show debug =2~ > KOH B &R L ET,
7 /3A A4 show debug condition all

TNy T WS T 521X, nodebugall 2~ REHEHLET,

va7igEavo R )
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. show flow monitor

show flow monitor

Flexible NetFlow 7 71— E =4 D AT —# A L IREHEHRZ ForT 5121, ¥4 EXEC E— KT
show flow monitor =~ > RZ{FEH L E7,

show flow monitor [{broker [{detail | picture}]|[name] monitor-name [{cache [format {csv |
record | table}]}] | provisioning | statistics} |

W DEH broker () 70— =407 a—h DRI HiFle 27 LET,
detail (HEE) 7r— =207 n—HICHT 5MIERERR LET,
picture () 7 r—WREOFE R %7 LET,
name (L) 7n— =2 O4HEHRELET,

monitor-name  ({LF) FANIEE I N7 02— E=F DA,

cache (ER) 7Rr—E=X0F% ¥ vV 2ONEFEFRRLET,

format EE) TAAT VLA DT+ —~v N A7 arOnTnnzERT5
ZEEBELET,

csv (EE) 7a—E=40F v vy vaONEE I~ KUV E (CSV) BTk
%Liﬁ‘o

record EE) 7a— F=HXDOF vy v aONEE L a— REXTERLET,

table (LE) 7r—F=X DX ¥ v v aONEERFELACTERLET,

provisioning  ({£E) Vu— E=XZDOSub Vg = SEREFRLET,

statistics (EE) 7r— =X OfaHERER I LET,
avY K E—F FiHE EXEC
avy FEE )1)—2= ERERE

CiscolOSXEFuji16.92 Zpa~<wy RREAINE LT,

FEREDHA KS4 > cache ¥—TU—FTIL, 774/ FCTla— NEABMERSNET,

show flowmonitor monitor-name cache 2~ > KDOFT 4 AL LA HNTEEFNERKRILFEDT 4 —

)V R41E. 7 v —0#5IZ Flexible NetFlow 23 35 % — 7 ¢ —/L K T9, show flow monitor
monitor-name cache 2~ KDFT 4 AT LA M INTEEND/NLFD T 4 —)L K41%, Flexible
NetFlow 23% v v ¥ 2 OBEINT —# & L TEEZIET 5% — 7 4 — LV K TT,
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show flow monitor .

2 KOBICIE, 70— E=FDAT—H A FF LET,
53 Z# show flow monitor FLOW-MONITOR-1

Flow Monitor FLOW-MONITOR-1:

Description: Used for basic traffic analysis
Flow Record: flow-record-1
Flow Exporter: flow-exporter-1
flow-exporter-2
Cache:
Type: normal
Status: allocated
Size: 4096 entries / 311316 bytes
Inactive Timeout: 15 secs
Active Timeout: 1800 secs
Update Timeout: 1800 secs

WDFET, ZOHNIERENDIEERT 4 —V REHALET,

5= 2: show flow monitor monitor-name 7 « — )L K M E%EA

Ja4—ILE  |EREA

Flow Monitor |3 E L7=7 12— F=% D4H,

Description FoFICERE LEBRBA. 3 —FEROT 7 4V F OB,

Flow Record Jo— F=XIZEDYTHNTETr— La— |,

Flow Exporter | 7o — ==X 28|V Y CTHNI-T s AKR—4,

Cache Ta— EB=HX DXy v 2 BT AR,
Type Ta— E=HDFXF ¥ va XA,
ROENFHETT,

« immediate : 7 v — X RIEIZHIBEIIZ 2D F5,
enormal : 7 7 —{3@E FB Y HRYINIZ /Y 9,
 Permanent : 7 27— {IHIREINIZ72 0 FHA,

Status TH—F=H DX Y v aDAT—H A,
WOMEAFTRETT,

eallocated : ¥ v DB B THNTWVWET,
* being deleted : ¥ ¥ v > a2 BRI TWET,
enotallocated : ¥ ¥ v aNBYV LB THNLTWERA,

Size BEDOF v v 2 AR,
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. show flow monitor

SRFLEEIATUFR |

J4—IJLF EEA

Inactive T I T 4T ZALT T NOBIEDHE (WAL

Timeout

Active Timeout | 7 77 ¢ 7 X A4 A7 7 N OBAEDE (RDHAL)

Update Timeout | 8357 % 4 A7 7 s OBAEDAE (FYEATD)

DB TiE, FLOW-MONITOR-1 & WO LARID 70— T= X DAT—HX A et

W, BLOT—FERRLET,

T /3A A4 show f£low monitor FLOW-MONITOR-1 cache
Normal (Platform cache)
Unknown

Cache type:
Cache size:
Current entries:

Flows added:
Flows aged:

- Active timeout ( 300 secs)

DATALINK MAC SOURCE ADDRESS INPUT:

DATALINK MAC DESTINATION ADDRESS INPUT:

IPV6 SOURCE ADDRESS:
IPV6 DESTINATION ADDRESS:
TRNS SOURCE PORT:

TRNS DESTINATION PORT:
IP VERSION:

IP PROTOCOL:

IP TOS:

IP TTL:

tcp flags:

counter bytes long:
counter packets long:

0000.
6400.
:DB8::1
2001:

2001

1111
2222
6

6
0x05
11
0x20

1
3
2
2

0000.1000
F125.59E6

DB8:1::1

132059538
1158417

ROEXT, ZOWNIFKRENLEERT 4 —/V FEBRA L £,

% 3: show flow monitor monitor-name cache 7 « —JL K DE5%BA

Ja4—ILK FiEA

Cache type Ta—F=HADFX Y v a X AT, ZOfEITE I normal
LRV ET, ZNBME—YR— SN TS F vy v o
LA T TY,

Cache Size FxvvaNOZr kUK

Current entries Xy vaNOEHAFO= MUK,

Flows added ¥y v v aDEREICE v v v alZBEnz 7 r—,

Flows aged F v v Vo OIERZICHIRYINIC e~ T 71—,

Active timeout TIT 47 A LT Y NOBEDHE (FPHALD)

II DATLEEIOTUR
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show flow monitor .

J4—ILFK

Bl

Inactive timeout

ITIT 4T ZA LT U NOIHEDH (BEAL)

DATALINK MAC SOURCE ADDRESS
INPUT

AS12%%7 > RO MAC EETLT RLA,

DATALINK MAC DESTINATION
ADDRESS INPUT

ANS1287 RO MAC 58967 R LA,

IPV6 SOURCE ADDRESS

IPv6 X(E7CT FL A TY,

IPV6 DESTINATION ADDRESS

IPv6 58557 R LA,

TRNS SOURCE PORT

FS o ZAR— K Fa ha LOEETLE— K,

TRNS DESTINATION PORT NF v AKR—k 7 haLosEhER— b,
IP VERSION P R—V a0,

IP PROTOCOL 7a bk anEs,

IP TOS IP 2 AT A7 F—ER (ToS) DA,

IP TTL IP 77t FIRERFR] (TTL) OOfE,

tep flags TCP 7 7 7 DA,

counter bytes T R ENTAA ML

counter packets Ty NENTZANT Y MR

WOH|TlZ, FLOW-MONITOR-1 & WS 4[N 70— F=HDAT—HX A, Kt
W, BIOT—4 2R TERRLET,

5 /NA A4 show flow monitor FLOW-MONITOR-1 cache format table

Cache type: Normal (Platform cache)
Cache size: Unknown
Current entries: 1
Flows added: 3
Flows aged: 2
- Active timeout ( 300 secs) 2

DATALINK MAC SRC ADDR INPUT
TRNS SRC PORT TRNS DST PORT
long pkts long

DATALINK MAC DST ADDR INPUT
IP VERSION

IPV6 SRC ADDR IPV6 DST ADDR

IP PROT IP TOS 1IP TTL tcp flags bytes

0000.0000.1000
1111
1158417

2222

6400.F125.59E6

2001:DB8:1::1
132059538

2001:DB8::1

6 6 0x05 11 0x20

va7igEavo R )
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. show flow monitor

WOFHTiE, FLOW-MONITOR-IPV6 L W) ZRHID 7 B— F=X (F¥ v 2| IPv6
T ERE) DAT—H A FHEHE#R, BXOT—4%2 1L a— R MENTERLET,

5 /3A A# show flow monitor name FLOW-MONITOR-IPv6 cache format record

Cache type: Normal (Platform cache)
Cache size: Unknown
Current entries: 1
Flows added: 3
Flows aged: 2
- Active timeout ( 300 secs) 2
DATALINK MAC SOURCE ADDRESS INPUT: 0000.0000.1000
DATALINK MAC DESTINATION ADDRESS INPUT: 6400.F125.59E6
IPV6 SOURCE ADDRESS: 2001::2
IPV6 DESTINATION ADDRESS: 2002::2
TRNS SOURCE PORT: 1111
TRNS DESTINATION PORT: 2222
IP VERSION: 6
IP PROTOCOL: 6
IP TOS: 0x05
IP TTL: 11
tcp flags: 0x20
counter bytes long: 132059538
counter packets long: 1158417

ROPITIZ, 7o — FE=FDAT —FZ A LfaHEME R R LET,

T /3A A# show flow monitor FLOW-MONITOR-1 statistics

Cache type: Normal (Platform cache)
Cache size: Unknown
Current entries: 1
Flows added: 3
Flows aged: 2
- Active timeout ( 300 secs) 2
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show install .

show install

A VA NN —DICBET BIERAEFRT DL, FiHE EXEC £ — R T show install =~
Y REMEHLET,

show install {active | committed |inactive |log | package {bootflash: |flash: | webui:} | rollback
| summary | uncommitted}

X DA active TIT 4 TRy =T AR AR
FLET,
committed KGRI TR N lr = DT T T 4 RN— g
ZFRFLET,
inactive FET VT AT IR =R LET,
log 07 A AR L= 3y Ny 77 TS

nNTndx=r ) Z2FRLET,

package SR EAENER. Sy Ar— RO a L R—
Fy Rl Ny r—VICET A4 T —
ZliEMERRLUET,

{bootflash: | flash: | harddisk: |webui:} ALV A= RNy —oualr— g%
fRELET,
rollback RIFENTNDA VA R L— g |2 B
Mrohizy 7 =7 vy haFRLE
hj‘O
summary TIT4T7, ETIT 4T, Tl v FNEA
BEIESNTe_y =2 DU 2 MZBET 51
WEFRTLET,
uncommitted HAE S o — D DT T 4N 7
YEFRRLET,
ATV R E—R WM EXEC (#)
av Yy RERE )1)y—=R EERAR
Cisco IOS XE Fuji 16.9.4 ZDawy RN Y—XD C9200L €7 /VITEM
SNE L

EALOAA ESA Y A VAR Sy r— DD RATF— 5 2% FRT 5, show =~ > RaMH LET.
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. show install

i
WIZ, show install package =1~ > RO Bz R L ET,

SRFLEEIATUFR |

Device# show install package bootflash:cat3k-universalk9.2017-01-10_13.15.1.

CSCxxx.SSA.dmp.bin

Name: cat3k-universalk9.2017-01-10 13.15.1.CSCxxx.88S
Version: 16.6.1.0.199.1484082952. .Everest

Platform: Catalyst3k

Package Type: dmp

Defect ID: CSCxxx

Package State: Added

Supersedes List: {}

Smu ID: 1

WIZ, show install summary =~ > ROHHHIERLET,

Device# show install summary

Active Packages:

bootflash:cat3k-universalk9.2017-01-10_13.15.1.CSCxxx.SSA.dmp.bin

Inactive Packages:
No packages
Committed Packages:

bootflash:cat3k-universalk9.2017-01-10_13.15.1.CSCxxx.SSA.dmp.bin

Uncommitted Packages:
No packages
Device#

TORI, THAATVANIERRINDIEER 74—V FDIU A MERLET,

5= 4:show install summary 7 « —)L K D EiEA

T4—ILF Bl

Active Packages TIT 4 TRA A N—IL Ry — DA,

Inactive Packages T IT 4 TR =D A B,

Committed Packages EEN)e— RFUBRLERT LI, N—FT 4 ATIZEH
ERGFELIZZ Iy LA VA R—L Ry r—,

Uncommitted Packages FEKFEII2A VA N— IV Ry T —V DT 7T 44— 3,

RIZ. show install log 2~ ROWHHIZRLET,

Device# show install log

Olinstall op boot]: START Fri Feb 24 19:20:19 Universal 2017
Olinstall op boot]: END SUCCESS Fri Feb 24 19:20:23 Universal 2017

3|linstall add( FATAL)]: File path (scp) is not yet supported for this command

[
[
[3linstall add]: START Sun Feb 26 05:55:31 UTC 2017
[
[

4linstall add]: START Sun Feb 26 05:57:04 UTC 2017
[4|install add]: END SUCCESS

/bootflash/cat3k-universalk9.2017-01-10 13.15.1.CSCvb12345.SSA.dmp.bin

Sun Feb 26 05:57:22 UTC 2017
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show install .

[5]install_activate]: START Sun Feb 26 05:58:41 UTC 2017

1

WO TIIIX, show install summary =~ KA LT, 77747, 777«
7. aiy MER BXOa Iy han TRy — DI R E R L E
T ZIZTHEL SMUARY =TT 7 AL

cat9k lite iosxe.16.09.04.CSCvk70181.SPA.smu.binN7 77 47 Ca I v & T

i‘ﬁ—o

Device# show install summary

Active Packages:
tftp:cat9k lite iosxe.16.09.04.CSCvk70181.SPA.smu.bin
Inactive Packages:
No packages
Committed Packages:
tftp:cat9k lite iosxe.16.09.04.CSCvk70181.SPA.smu.bin
Uncommitted Packages:
No packages
Device#

TORI, THAATVARNICERRINDIEER 74—V FDOIU A NERLET,

% 5:show install summary 2 « —)L K D EiEA

T4—ILF BL]

Active Packages TIT 4TI A VA =L Ry I — DL T

Inactive Packages ET T4 T =D A R,

Committed Packages EENRYg— RUBLEETAILEIIC, N—FRF 4 AT ITER
ERIFEEIIaI vy LA VA M= Ry r—,

Uncommitted Packages KRR A LA N— IV Ry =V DT I T 4= a .

&Iz, show install active =~ > RO 2R L ET,

Device# show install active

Active Packages:
tftp:cat3k-universalk9.2017-01-10 13.15.1.CSCxxx.SSA.dmp.bin

KIZ, show install log =~ > ROl z R~ L E9,
Device# show install log

[0O]install op boot]: START Wed Jun 10 19:31:50 Universal 2020
[0]install op boot]: END SUCCESS Wed Jun 10 19:31:56 Universal 2020
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. show install

BEa<w> R avw vk SR BA

install SMU RN —2% A A =)L LET,
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show license all
MERRAT B 15 2 o3 D121, Hi4E EXEC *E— R T show license all =~ > RZ A L £1,

B DEREA

—

AR TIAIE

show license all
Zoa=wy RIZEIBIEELIITF—U—RiIb ) A,

HrkE EXEC (#)

show license all .

avy FERE

EREDAARZA4 >

)= EEAR
Cisco I0S XE Fuji 16.9.1 ooy RREAINE L,

ZDa<wy RTiEH, A= T4 BV ADREDNI /o TWBENE I, BEMT L TWE T

RCDITA VU RFEHE, av T ITATVARAT—F AR ELEREINET,

151
RIZ. show license all =~ > KOH 1l Z R L £,

Device# show license allSmart Licensing Status

Smart Licensing is ENABLED

Registration:
Status: REGISTERED
Smart Account: CISCO Systems
Virtual Account: NPR
Export-Controlled Functionality: Allowed
Initial Registration: First Attempt Pending
Last Renewal Attempt: SUCCEEDED on Jul 19 14:49:49 2018 IST
Next Renewal Attempt: Jan 15 14:49:48 2019 IST
Registration Expires: Jul 19 14:43:48 2019 IST

License Authorization:
Status: AUTHORIZED on Jul 28 07:02:56 2018 IST
Last Communication Attempt: SUCCEEDED on Jul 28 07:02:56 2018 IST
Next Communication Attempt: Aug 27 07:02:56 2018 IST
Communication Deadline: Oct 26 06:57:50 2018 IST

Utility:
Status: DISABLED

Data Privacy:
Sending Hostname: yes
Callhome hostname privacy: DISABLED
Smart Licensing hostname privacy: DISABLED
Version privacy: DISABLED

Transport:
Type: Callhome

License Usage
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. show license all

C9200L DNA Advantage, 48-port Term license (C9200L-DNA-A-48):
Description: C9200L DNA Advantage, 48-port Term license
Count: 1
Version: 1.0
Status: AUTHORIZED

C9200L Network Advantage, 48-port license (C9200L-NW-A-48):
Description: C9200L Network Advantage, 48-port license
Count: 1
Version: 1.0
Status: AUTHORIZED

Product Information

UDI: PID:C9200L-48P-4X,SN:JPG221300KP

Agent Version

Smart Agent for Licensing: 4.4.13 rel/116
Component Versions: SA: (1 3 dev)1.0.15, SI:(dev22)1.2.1, CH:(rel5)1.0.3, PK:(dev18)1.0.3

Reservation Info

License reservation: DISABLED

BEav R avv kR E%EA

show license status FABLADAL T FTAT LV ART—H A%
%ZT—\‘ L/ i —a—o

show license summary TRCDODT I T 4TI ADOERNEZFHR
~LET,

show license udi UDI &K RLET,

show license usage FA v AEHEREEZERLET,

show tech-support license FRy THNEFRRLET,
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show license status .

show license status

B DEREA

AR FI4ILE

FGABLADAL TFFTAT UV ART —F AT T AHITIE. HibE EXEC & — K T show license

status =~ F&EHLET,

show license status
ZOa<wy RZEBIEELITF—UY—RNEIb Y A,

HME EXEC (#)

avy FERE

)= EERNE
Cisco IOS XE Fuji 16.9.1 Zoa~vry RPREAINE L,
451

KIZ. show license status =~ > NOHAH R L F4,

Device# show license status
Smart Licensing is ENABLED

Utility:
Status: DISABLED

Data Privacy:
Sending Hostname: yes
Callhome hostname privacy: DISABLED
Smart Licensing hostname privacy: DISABLED
Version privacy: DISABLED

Transport:
Type: Callhome

Registration:
Status: REGISTERED
Smart Account: Cisco Systems
Virtual Account: NPR
Export-Controlled Functionality: Allowed
Initial Registration: First Attempt Pending
Last Renewal Attempt: SUCCEEDED on Jul 19 14:49:49 2018 IST
Next Renewal Attempt: Jan 15 14:49:47 2019 IST
Registration Expires: Jul 19 14:43:47 2019 IST

License Authorization:
Status: AUTHORIZED on Jul 28 07:02:56 2018 IST
Last Communication Attempt: SUCCEEDED on Jul 28 07:02:56 2018 IST
Next Communication Attempt: Aug 27 07:02:56 2018 IST
Communication Deadline: Oct 26 06:57:50 2018 IST

EEav> R

avw vk EhBA

show license all HERRAT 5-H5 2 25 L £ 5,

va7igEavo R )
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. show license status

avwUk BL)]

show license summary TRCDT I T4 T2T7A4 v ADERNEZFE
~LET,

show license udi UDI &R L E£7,

show license usage TA B AEREHREERTLET,

show tech-support license TNy TR EFRLET,
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show license summary

TRXCDT 7T 4T 74 ADOERKZF T HI120%. K EXEC &— R T show license
summary 2~ > R&2HHLET,

B DEREA

AR FI4ILE

show license summary

show license summary .

Zoawy FIZFGIEELITF—U—FNIH Y A,

HME EXEC (#)

avy FERE

IJIJ——;(

EEAR

Cisco IOS XE Fuji 16.9.1

ZOavwy RpREAINE LT,

&KIZ. show license summary =~ > NOH Nl Z R LET,

Device# show license summary

Smart Licensing is ENABLED

Registration:
Status: REGISTERED

Smart Account: CISCO Systems

Virtual Account: NPR

Export-Controlled Functionality: Allowed

Last Renewal Attempt:
Next Renewal Attempt:

License Authorization:
Status: AUTHORIZED

SUCCEEDED
Jan 15 14:49:48 2019 IST

Last Communication Attempt: SUCCEEDED
Next Communication Attempt: Aug 27 07:02:56 2018 IST

License Usage:

License Entitlement tag Count Status

C9200L DNA Advantage... (C9200L-DNA-A-48) 1 AUTHORIZED

C9200L Network Advan... (C9200L-NW-A-48) 1 AUTHORIZED
BEEavT Uk av Uk HL:)

show license all

MEIRfT G 2 2R L £

show license status

FABLADALV T FTAT UV ART—HX A%
FRLET,

show license udi

UDI &K RLET,

show license usage

TA v AFEREREERLET,

show tech-support license

TNy TN TR LET,

va7igEavo R )



. show license udi

show license udi

BT /N1 251+ (UDI) %FRrd 5I121E, $5##E EXEC S&— KT show license udi =~ > K

B DEREA

AU R TIHIE

ML ET,

show license udi
Zoa<y FIEBIEEIEIF—TU—Rizdb v T8 A,

et EXEC (#)

avy FERE

)1)—2R EEAE

CiscolOSXEFuji169.1 Zzpa~<w> RREAINE L,

151
&Iz, show license udi =~ > ROH HHZ R LET,

Device# show license udi
UDI: PID:C9200L-48P-4X,SN:JPG221300KP

. DATLEEIOTUR
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show license usage

show license usage .

TA v AFREREF T HI20E, KM EXEC € — R T show license usage =~ > K %

LET,

show license usage

ZOawy FIESIBEELITF—U—RNEH Y A,

AT R T4 FFHEEXEC (#)

)1)—A

EEAR

Cisco 10S XE Fuji 16.9.1

Zoavwr FRHEASHE L,

1

KIZ. show license usage =~ > RO 1z~ L £,

Device# show license usage

License Authorization:

Status: AUTHORIZED on Jul 28 07:02:56 2018 IST

C9200L DNA Advantage, 48-port Term license
Description: C9200L DNA Advantage,

Count: 1
Version: 1.0
Status: AUTHORIZED

C9200L Network Advantage,
Description: C9200L Network Advantage,

Count: 1
Version: 1.0
Status: AUTHORIZED

48-port license

(C9200L-DNA-A-48) :
48-port Term license

(C9200L-NW-A-48) :
48-port license

MEa<v> R av Uk

i

show license all

MERRAT G a2 2R L £

show license status

FABLADALTFTAT UV ART —H A%
FRLET,

show license summary

TRCDT I T AT 274 AOEK & F
ALET,

show license udi

UDI 2F R~ LET,

show tech-support license

TNy Z N IR LET,

va7igEavo R )



. show location

show location

SRFLEEIATUFR |

T RRA D alr— g MEREFRT DL, FHE EXEC £ — K C show location =~

VREMEALET,

show location

[{admin-tag | civic-location {identifier identifier-string | interface type number | static} |
custom-location {identifier identifier-string|interface type number |static} | elin-location {identifier
identifier-string | interface fype number | static} | geo-location {identifier identifier-string | interface
type number | static} | host} ]

BX DA admin-tag

WEY 7RI A MEREFRLET,

civic-location

i r—va AFREEELET,

identifier
identifier-string

By ar—ay, HAXABr—3 gy, F T HBZeRIE
ealr—g v OBHRERIT.

interface fype number

A B —T 2 A ADEA T LFE

TN ZNZHKT D/ SISOV TE, R/ () oA T A
VTR R LTSI E N,

static

BESNZYE Y7, DAX AL, FlFMBEZEMMe r— a U1
wMERRLET,

custom-location

HAZ L alr— g ANEREBEELET,

elin-location

BEAnsr—aEHR (BLIN) Z2HELET,

geo-location

HIFRZEMR e 7 — a UERERE L ET,

host

VBT AKX L, FITHBZER AR A N ar— g UER
ZRELET,

ATV R FI4IAL T AN FOBESEIZH Y EE AL

AYURE—R Frife EXEC

avy FER J1)—=x EERNE
Cisco I0S XE Fuji Zoawy RBREAINE LT,
16.9.2

R @ show location civic-location =~ > FOHBIL, FEE SN 7=i%B+ (identifier
1) Oy rual—ya U BEBREAFRLET,
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show location .

Device# show location civic-location identifier 1

Civic location information

Identifier 1
County : Santa Clara
Street number : 3550
Building : 19
Room : C6
Primary road name : Example
City : San Jose
State : CA
Country : US
BEa<w R av vk 5 BA
location TV RRA L MIrr—va SfERERE L

jz‘@—o
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. show mac address-table move update

show mac address-table move update

SRFLEEIATUFR |

device LD MAC 7 RV AT —T7 VBB HE WM A F~9 5 121%, EXEC “E— KT show mac

address-table move update =~ > K2/ L 9,

show mac address-table move update

XD Zoawy FIZFGIEELITF—UV—FNIH Y £HA,

ATV ERFI4IAL T AN FOBESEIZH Y EE AL

AT RE—R =—¥ EXEC
F#HE EXEC
vy RERE )1)—2x

Cisco 10S XE Fuji 16.9.2

Zoavwr FRHEASHE L,

1

&IZ. show mac address-table move update ==~ > KO H Nl &2k L FE 9,

5 /3A A# show mac address-table move update

Switch-ID : 010b.4630.1780

Dst

mac-address : 0180.c200.0010

Vlans/Macs supported : 1023/8320

Default/Current settings: Rcv Off/On,

Max
Rev
Rev
Rev
Rev
Rev
Rev
Rev
Rev
Rev
Xmt
Xmt
Xmt
Xmt
Xmt

packets per min : Rcv 40, Xmt 60
packet count : 10

conforming packet count : 5
invalid packet count : 0

packet count this min : 0
threshold exceed count : 0O

last sequence# this min : 0

last interface : Po2

last src-mac-address : 0003.fd6a.8701

last switch-ID : 0303.£d63.7600
packet count : O

packet count this min : 0
threshold exceed count : O

pak buf unavail cnt : 0

last interface : None
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show parser encrypt file status .

show parser encrypt file status

TTARX— FREDKEFLAT —F A% ERART 5L, show parser encrypt file status =2~ >~

REfHLET,

show parser encrypt file status

XD IR FIZFEIEERITZF—Y—NIdb v A,

aATYRFI4LE AL

aYU R E—F =—¥ EXEC
Qv FEE yy—32 EERE
Cisco I0S XE Fuji Zoawy RREAINE LT,
16.9.2
B WD awy RN, BSREREITTIET. 77 A AR L SN TS = L AR LE

To 77 AME ST FA M BT,

Device> enable

Device# show parser encrypt file status

Feature: Enabled

File Format: Cipher text

Encryption Version: verl

BEav R avUR

B

service private-config-encryption

TIANR— "NRET 7 A INORESALEZHIN LET,
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. show platform integrity

show platform integrity

EENEEOTF = v 7 AL a— REFRRT HITIE, F5HE EXEC *&— K T show platform integrity
avy REHEHLET,

show platform integrity [sign [nonce <nonce>] ]

X DA sign (TR BAEFRRLET,
nonce EE) Fr2fix AN LET,
avY RE—FR ¥5tE EXEC (#)
avy FERE ))— ZEERAS
3

Zoavry FREASRE L,

Bl WIT. BEEBEEOF « v 7 A L a— REERT BHIE R LET,

7 /31 A4 show platform integrity sign

PCRO: EE47F8644C2887D9BD4DE3E468DD27EB93F4A606006A0B7006E2928C50C7C9ARB
PCR8: E7B61EC32AFA43DA1FF4D77F108CA266848B32924834F5E41A9F6893A9CB7A38
Signature version: 1

Signature:
816C5A29741BBAC1961C109FFC36DA5459A44DBF211025F539AFB4868EF91834C05789
5DAFBC7474F301916B7D0OD08ABESEOSE66598426A73E921024C21504383228B6787B74
8526A305B17DAD3CF8705BACFD51A2D55A333415CABC73DAFDEEFD8777AA77F482EC4B
731A09826A41FB3EFFC46DCO02FBA666534DBEC7DCCO0C029298DB8462A70DBA26833C2A
1472D1F08D721BA941CB94A418E43803699174572A5759445B3564D8EAEES57D64AE304
EE1D2A9C53E93E05B24A92387E261199CED8D8AOCE7134596FF8D2D6E6DAT773757C70C
D3BA91C43A591268C248DF32658999276FB972153ABE823F0ACFE9F3B6FO0ADIAOOE257
4A4CC41C954015A59FBSFE

Platform: WS-C3650-12X48UZ
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show platform sudi certificate .

show platform sudi certificate

FFEDOSUDIDOF = v 7 AL a— R&EFRRT HIZ1E, F7# EXEC £ — K T show platform sudi
certificate =~ > &L £,

show platform sudi certificate [sign [nonce <nonce>]]

BX D sign (T8) BAEFRLET,
nonce (T8E) Fo A EEAS LET,
avY R E—FK b EXEC (#)
avy FERE J)y— ZEERAE
A

ZOavwy RREAINE LT,

2 WIZ. BED SUDI OF = v 74 & La— Ka 5T 20155 LET,
7 /3 A4 show platform sudi certificate

MIIDQzCCAiugAwIBAgGIQX/h7KCtU3I1CoxWlaMmt/zANBgkghkiGI9wOBAQUFADAL
MRYWEFAYDVQQOKEw1DaXNjbyBTeXNOZW1zMRswGQYDVQQODExJDaXNjbyBSb290IENB
IDIwWNDgwHhcNMDQWNTEOM]AxNzEyWhcNMJ kwNTEOMAyNTQyWjAIMRYwFAYDVQOK
EwlDaXNjbyBTeXNOZW1zMRswGQYDVQQDExJDaXNjbyBSb290IENBIDIwWNDgwggEg
MAOGCSgGSIb3DQEBAQUAA4IBDQAWGGEIAOIBAQCWMrmrp68Kd6ficbalZmKUeIhH
xmJVhEAyv8CrLgUccda8bnuogrpu0hWISEWdovyDOMy5jO0AmaHBKeNS8hF570YQXJ
FcjPFtolYYmUQ6iEQDGYeJubTm8sUxJIszR2tKySTMcQr/4NEb7Y9JHcIJ6r8ggB9g
VvYgDxFUL4F1pyXOWWgCZe+36ufijXWLbvLdT6ZeYpzPEAPpkKOEStzivMW/VgpSdH
JWnO0f84bcN5wGyDWbs2mAag8EtKpP6BrXruOIIt6ke01a06g580BAKhTCytKmg9l
Eg6CTY5]/e/rmxrbU6YTYK/CfdfHbBc11HP7R2RQgYCUTOG/ rksc35LtLgXfAGED
01EwTzALBgNVHQ8EBAMCAYYwDwYDVROTAQH/BAUWAWEB/ zAdBgNVHQ4EFgQUJ/PI
FR5umgIJFq0roIlgX9p7L60wEAYJKwYBBAGCNXUBBAMCAQAWDQYJKOZIhveNAQEF
BOADggEBAJ2dhISjQal8dwy3U8pORFB171R803UXHOjgxkhLtv5MOhmBVrBW7hmW
Ygpao2TB9k5UM8Z3/sUcuuvVdIcrl8J0agxEu5sv4AdEX+5wiWdg+ffyOvhN4TauYuX
cB7w40vXsNgOnbFpligRe61JT37mjpXYgyc81lWhIDtSd917rp77rMKSsHOT81lasz
Bvt9YAretIpjsJyp8gS5UwGHOGikI3+r/+n6yUA41iGe00caEblfJUSu6Ju7AQ7L4
CYNu/2bPPu8XslgYJQkO0XuPL1hS27PKSb3TkL4AEqlZKR4OCXPDJOBYVLO£fdX411d
kxpUnwVwwEpxYB5DC2Ae/qPOgRNhCzU=

MIIEPDCCAYSgAWIBAGIKYQlufQAAAAAADDANBgkghkiGOwOBAQUFADAIMRYWFAYD
VQOKEw1DaXNjbyBTeXNOZW1zMRswGQYDVQQODExJDaXNjbyBSb290IENBIDIwWNDgwW
HhcNMTEwWNJMwMTc1N9U3WheNMI kwNTEOM] AyNTQyWjAnMQ4wDAY DVQOKEWVDaXNj
bzEVMBMGA1UEAXMMQUNUMiBTVURJIENBMIIBIjANBgkghkiGOwOBAQEFAAOCAQSA
MIIBCgKCAQEAOM513THIxXAItN/hS5qR/6UZRpdd+9aE2JbFkNjht 6gfHKd477AkS
5XAtUs50xDYVt/zEbs1Zg3+LR6qrgKKQVu6JYvHOS5UYLBQC)38s76NLk53905Wzp
9pRcmRCPuX+a6tHF/qRu0iJ44mdeDYZo03gPCpxzprWIDPcl1M4 1 YKHUMMOMgmgmg+
xghHIooWS80BOcdiynEbeP5rzZ7gRuewKMpl1TiI3WABN]Zjnpfjgb6F+P4SaDkGb
BXdGj1l3oVeF+EyFWLrFjj97£fL2+80auv43Qrvnf3d/GEgXj7ew+z/sX1XtEO]SXJT
URsyMEj53Rdd9tJwHky8neapszS+r+kdVQIDAQAB04IBW)CCAVYWCwWYDVROPBAQD

va7igEavo R )
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. show platform sudi certificate

AgHGMBOGA1UdDgQWBBRIZPHxwNDVW7t8cwmTr7i4MAP4fzAfBgNVHSMEGDAWGBON
88gVHmM6aAgkWrSugiWBf2nsvgjBDBgNVHRSEPDAG6MDigNgAOhj JodHRwO18vd3d3
LNpc2NvLmNvbS9zZWN1cml 0eS9wal2kvY3JsL2NyY2EyMDQ4LmNybDBOBggrBgEF
BQOCcBAQREMEIWQAYIKwYBBQUHMAKGNGhOdHA6Ly93d3cuY21zY28uY29tL3N1Y3Vy
aXR5L3BrasS9jzxJ0cy9jcmNhMIAOOCS5)ZXIwXAYDVROgGBFUWUZBRBgorBgEEAQKV
AQWAMEMwWQQYIKwYBBQUHAGEWNWhOdHA6Ly93d3cuY21zY28uY29tL3N1Y3VyaXR5
L3BraS9wb2xpY¥21llcy9pbmRleC50dGlsMBIGAIUdEWEB/wQIMAYBAf8CAQAWDQYJ
KoZIhvcNAQEFBQADggEBAGhlgclr9tx4hzWgDERm371lyeuEmgcIfidb9+GbMSIbi
ZHc/CcC1l01Ju0a9zTXA9w47HI/t6leduGxb4WeLxcwCiUgvFtCa51 Ikl t8nNbcKY
/4dwlex+7amATUQO4QggIE67wVIPu6bgAE3Ja/nRS3xKYSnj8H5TehimBSV6TECL
15jUhOWryAK4dvo8hCjkjEkzu3ufBTJapnv89g90E+H3VKM4L+/KdkUO+52djFKn
hyl47d7cZR4DY4LIuFM2P1As8YyjzoNpK/urSRI14WAI1lplRINH7KND15618y£fVP
0IFJZBGrooCRBjOSWEv8cpWChmWdPaCQT2nwIjTfY8c=

MIIDhjCCAM6gAWIBAGIDCtWKkMAOGCSQGSIb3DOEBCWUAMCCexD]AMBGNVBAOTBUND
c2NVMRUWEwWYDVQQDEwxBQ1QyIFNVREkgQOEWHhcNMTUwODA2MDgwODI 5WhcNMjUw
ODA2MDgwODI5W]BzMSwwKgYDVQOFEYNQSUQ6VIMtOzZM2NTAtMTIYNDhVWiBT T pG
RE8xOTMyWDAWQzEOMAWGA1UEChMFQ21zY28xGDAWBgNVBASTDOFDVCOyIExpdGUg
UlVESTEZMBCGA1UEAXMQOVIMtQzM2NTAtMTJYNDhVW)CCASIwDQYJKoZIhvcNAQER
BOADggEPADCCAQoCggEBANZxOGYI0eUl4HcSwjL4HO75gTj19C2BHG3ufce9ikkN
xwGX18gg8vKxuB9tRYRaJCS5bP1WMoqg7+ZJtQA079xE4X14s0Nbkg5NaUhh7RB1wD
1RUJVTE£COzVICbNfbzvtB30I75tCarFNmpdO0K6AFrIad4l1U9880GgaC)7R1JrYNaj
nC73UXXM/hCOHtNRSmhyger5Y2qjjzo6tHZYqrrx2eS1X0a26272SQriAxmaH/KLC
K97ywyRBdJ1xBRX3hGtK1og8nASB8WpXgBINVCERzUajwU3L/kg2BsCqwiY2m7HW
UlcerTxgthuyUkdNI+Jg6iGApm2+s8E9hsHPBPMCAIsCAWEAAaNVMGOwDgYDVROP
AQH/BAQDAGXgMAWGA1UJEWER/wQCMAAWTQYDVRORBEYWRKBCBgkrBgEEAQkKVAGOg
NRMzQ2hpcElEPVVZSk50RMRRRIFVN1IZIVmxJRT1gZENBeU9DOXhPRGO3T1RveELT
QVg5eWcIMAOGCSgGSIb3DQEBCWUAA4IBAQBKicTRZOVCRIVIREMQCWXUTO086v6OE]
HahDHTts3YpQoyAVfioNg2x8J6EXcEaudvoyVu+eMUuoNL4szPhmmDcULEf1iCGBcA
/R3EFUuoVMIzNTOgeziytsCEf728KGwloGuosgVjNGOOahUELu4+F/My7bIJNbH+PD
KJIFmhJpJdg0F3gl7yClAeXvdl3g3W3931i35d00Lm5L1WbBfQtyBaOLAbxsHvutrX
ulvVZ5sdgSTwTkkO9vKMaQjh7a8J/AmJIi93jvzM69pe5711P1zqZfYfpiJ3cyJOxf
I4brQlsmdczloFD4asF7A+1vor5e4VDBPOppmeFAJVCQ52JTp]j0M001D
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show sdm prefer .

show sdm prefer

BEOHREHADO Y AT LY V=25 HRICTHEOIHEHATE LT 7L — MCBET A 1EH %
FoRT B, KiMEEXEC & — K CTshowsdmprefer =~ R&ifA L4, BEOT T —
FNeRTRTHIZIE, F—UV—FE2REETICa~vr REEHLET,

show sdm prefer [advanced]

BX DA

aAvY R TFI4ILE

advanced (L) ®ELRT 7 L— MIBETHERERSLET,

77 AV OEIERIEILD D FE A

ARV R E—F Frie EXEC

avy FERE )1)y—= EEAR
Cisco 10S XE Fuji ZDawy RREASHE L,
16.9.2

FEREDHA K42

sdm prefer 72—/ N)L 237 4 Falb—Tay avy FEANRICAAL vFE2Va— LT
WA show sdm prefer 55+ EXEC i< RTlE, HL<BREINT=T 71— T
SBUEERATOT 7 L— F3FR s E T,

KT T — FTHRREINDIEFIL, SRIEDY VY —RIBITIBBLEORKREIZRD E
T, MUICERE SNIHEREOEBEOKTICL L5720, EBEOHTFTLIZRRIGEERH Y £7°,
7= & zIE, devicelZ 16 ZXHNV—T v RA X —T =2 A (7 x> s VLAN) BdH 55
Gy TI7ANVEOT T L— R T, AER2=F% ¥ X N MAC 7 K L 2AD#KI 6000 A 12
LI ENBHY FT,

£l
WIZ. show sdm prefer =~ > KOH FFlA R L E3,

7 /5A A4 show sdm prefer
Showing SDM Template Info

This is the Advanced template.

Number of VLANs: 4094
Unicast MAC addresses: 32768
Overflow Unicast MAC addresses: 512
IGMP and Multicast groups: 8192
Overflow IGMP and Multicast groups: 512
Directly connected routes: 32768
Indirect routes: 7680
Security Access Control Entries: 3072
QoS Access Control Entries: 3072
Policy Based Routing ACEs: 1024
Netflow ACEs: 1024

va7igEavo R )
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. show sdm prefer

Input Microflow policer ACEs: 256
Output Microflow policer ACEs: 256
Flow SPAN ACEs: 256
Tunnels: 256
Control Plane Entries: 512
Input Netflow flows: 8192
Output Netflow flows: 16384
SGT/DGT entries: 4096
SGT/DGT Overflow entries: 512

These numbers are typical for L2 and IPv4 features.
Some features such as IPv6, use up double the entry size;
so only half as many entries can be created.

TNA A
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show tech-support license .

show tech-support license

Ty TN EFRRT HI21E, FiME EXEC & — KT show license tech support =~ > R % fif [
L\i‘j—‘o

show tech-support license

XD ZOa<y FIZEFIBELZEF—TU—F3db 0 A,

AT R T4 FFHEEXEC (#)

avy FERE J1y—=x ETEAR
Cisco 10S XE Fuji 16.9.1 Zoavwry RREAINE L,
451

IZ. show tech-support license =~ > KDz~ L E,

Device# show tech-support license

*12:35:48.561 EDT Tue Jul 17 2018

Cisco IOS XE Software, Version 16.09.01prd7

Cisco IOS Software [Fuji], Catalyst L3 Switch Software (CAT9K IOSXE), Version 16.9.1prd7,
RELEASE SOFTWARE (fcl)

Technical Support: http://www.cisco.com/techsupport

Copyright (c) 1986-2018 by Cisco Systems, Inc.

Compiled Tue 10-Jul-18 08:47 by mcpre

Cisco IOS-XE software, Copyright (c) 2005-2018 by cisco Systems, Inc.
All rights reserved. Certain components of Cisco IOS-XE software are
licensed under the GNU General Public License ("GPL") Version 2.0. The
software code licensed under GPL Version 2.0 is free software that comes
with ABSOLUTELY NO WARRANTY. You can redistribute and/or modify such
GPL code under the terms of GPL Version 2.0. For more details, see the
documentation or "License Notice" file accompanying the IOS-XE software,
or the applicable URL provided on the flyer accompanying the IOS-XE

software.
BEavr avvk B
show license all FERRFT GiE R A TR LET,

va7igEavo R )
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. show tech-support license

av ok & EA

show license status FAR A ADAL T FTAT VART—F A%
HRLET,

show license summary FTRCOT I T 4TI B RAOEHER
ALET,

show license udi UDI #& R L E7,

show license usage TA v AERERE R LET,
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system env temperature threshold yellow .

system env temperature threshold yellow

ATH—DLEVEZRET D, fZr—L Ly FORELEVEDOEZRET DI21E. 7
02—/ a7 4 F a2 b—3 g A< R T system env temperature threshold yellow =~ >
FEfALET, 7740 MECRETICE, Zoa~vy Ko ne BXEHERA L ET,

system env temperature threshold yellow value
no system env temperature threshold yellow value

B DEREA

AR R TFIAILE

AR E—F

wiie { Ta—L Ly ROLZWEOZEEZFELET (BR) . FHECTE2#MIL10~25T
B

T 7 F/V MERRKRO LB TT,

R6BEELEWMEOT 74 ME

FINA, |4 Ta—¢ELYEFED [Lwy
z % K1

14 °C 60 °C

DLy FORELXWVMERBRETS - LITTEE AL

Ja—nR_) a7 4 F¥al— g

avy FERE

FREDHA FS14 2

\}

1)) —= EERNR

Cisco 10S XE Fuji Toawy RREAINE L,

16.9.2

JV—2 Ly ROLEWMEEZRETHZ LI TEEHAD, A= —DLXVMEEZHET D

ZLIETEET, A= by FOLEWEDOEZEELT, A Tr—DLEVWEEZRET
5IZIX. system env temperature threshold yellow value 72—/ N)L 27 4 ¥ ab— 3>
:vyP%ﬁmLiﬁ 7zE z2IE, by RLEWMED 66°C DHEIC, 4 =r— L XMl 51

CIZRET HITIE, LEVEDZEEL 15 IZRET H7-9DIZ, system env temperature threshold
yellow 15 =2~ RZEHLET, 72& 21X, Ly FLEVMED 60°C DHGEIZ, f=r—L
TUVMEA 51 °CICRET DI, LEWEDZEZ 9IZRET H7-DIZ, system env temperature
threshold yellow 9 =1~ > RZ{liH L 9,

3l

GE)

device WEBDIRE >V —TT AT ANDOIEEZHIET 572D, £5°COENAE U D AREMEN &
D\i‘a_o

WROHFITIE, f=e—C by ROLEVEDOESR ISIZERET D HEEZRLET,
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. system env temperature threshold yellow

T /31 A (config) # system env temperature threshold yellow 15
T34 A (config) #
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traceroute mac .

traceroute mac

FBEDEFEITLMAC 7 RUANGLIREDSIE MAC 7 RLAE TE Xy R EIERTH LAY
2 XA ZFKRT BHIZE. $iME EXEC £ — R T traceroute mac 7~ > R&fEHA L £,

traceroute mac [interface interface-id| source-mac-address [interface interface-id)
destination-mac-address [vlan vian-id] [detail]

B DEREA

AR R TFIHILE

interface interface-id (L) XEILE2F58 5 device EDA v Z—T = A AESRELET,

source-mac-address  3%{Z 5T device D 16 #F D MAC 7 F L A,

destination-mac-address %5 5% device D 16 #EFH.D MAC 7 R L &,

vlan vian-id (EE) =E{EJC device 2> HSE5E device T T3y R EIETAH LA
Y202 % L —RAT B VLANEZFRELET, FEETE 5 VLANID
DOEFIPHIZ 1 ~ 4094 T,

detail (EE) MR ER T T2 L0mELET,

77 4V FOBEREIZH Y EE A,

ARV R E—F it EXEC

avy FERE )1)—= EEAR
Cisco I0S XE Fuji Zoawy RBREAINE L,
16.9.2

HEREDAA K1Y

LA¥2D b b—RAb— N ZEUICHEEE S 5 I21E, CiscoDiscovery Protocol (CDP) 7234 > K

U — 7 D9 _TD device TA T —T IR > TWALENRHY £, CDP ZF 4 B—7 /LT

B2 EITHET T 7EE W,

®Wmﬁv4¥2NxWTv4kz%vwxwwh%#f ]LTv&v?ﬂ%x%@ﬂLk
. device TV A ¥ 2 L —RAT Y EEELEIT. A4 LT7 U MILET,

AN TR ATRE 72 e R AR » 7 80% 10 T,

LA ¥ 2traceroute 1T2=F v A~ NI 74 v 7T EYR—FLET, v LTFH¥ X DO

BILETITSEAEMACT RLAZIELTH, MBI ASAFFH R ST, =7 — A vk —¥

NERREINET,

FBESHEEETBLIO%ET RLUAMNE L VLAN IZH 534 . traceroute mac =~ > K/

LAY 232 5FRK R LET,

72D VLANICH HEE LB L USEET RV AZRE LTEGA, LA P2 3235 &g,

TT— Ay b—URFRENET,
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. traceroute mac

EETLETITFESE MAC 7 KL AREHD VLAN IZBT A541%. HEELE L U%%E MAC 7
RLZADMWGFHRELTWS VLAN 24 8ETHHLERNH Y £3,

VLAN Zf8E L7gW &, RAFGRMEnT, =7 — A ve—UBFRRrEINET,

BEOIEBENANT 2N LT 1 OOR— MIER SN TWDIES (722 21X, #4590 CDP = A
N—MNR—FTHREEINDE) . LA ¥ 2traceroute BEREIZ VAR — F ENLEH A,

HE D CDP XA RX—N 1 DDFR— s THRHEINTZEHE, LAY 2 R 3IESNT, =5—
Ay—UNREFSNET,

ZOMEEEIX., F—2 U 7 VLAN Tl AR—FEREH A,

1

ROFITIE, FETLBLOSEEMACT FLAZIEETHZ LT, LA V2D 2%
RKRTDHHEERLET,

7 /3A A4 traceroute mac 0000.0201.0601 0000.0201.0201
Source 0000.0201.0601 found on con6[WS-C3750E-24PD] (2.2.6.6)
con6 (2.2.6.6) :Gi0/0/1 => Gi0/0/3

conb (2.2.5.5 ) : Gi0/0/3 => Gi0/0/1
conl (2.2.1.1 ) : Gi0/0/1 => Gi0/0/2
con2 (2.2.2.2 ) : Gi0/0/2 => Gi0/0/1

Destination 0000.0201.0201 found on con2[WS-C3550-24] (2.2.2.2)
Layer 2 trace completed

WOHFITIE, detail ¥— T — F&EHTH2 LT, LA Y20 RA%2FERT DL HEER
L/iﬁ‘o

T /3A A4 traceroute mac 0000.0201.0601 0000.0201.0201 detail
Source 0000.0201.0601 found on con6[WS-C3750E-24PD] (2.2.6.6)
con6 / WS-C3750E-24PD / 2.2.6.6 :

Gi0/0/2 [auto, auto] => Gi0/0/3 [auto, auto]
con5 / WS-C2950G-24-EI / 2.2.5.5 :
Fa0/3 [auto, auto] => Gi0/1 [auto, auto]
conl / WS-C3550-12G / 2.2.1.1 :
Gi0/1 [auto, auto] => Gi0/2 [auto, auto]
con2 / WS-C3550-24 / 2.2.2.2 :
Gi0/2 [auto, auto] => Fal0/l1 [auto, auto]
Destination 0000.0201.0201 found on con2[WS-C3550-24] (2.2.2.2)
Layer 2 trace completed.

WROFITIE, EFEILB LTI device DA =T = A AEFEETHI LT, LAF
2D AERRT DIEERLET,

S /NA A# traceroute mac interface fastethernet0/1 0000.0201.0601 interface fastethernet0/3
0000.0201.0201
Source 0000.0201.0601 found on con6[WS-C3750E-24PD] (2.2.6.6)
con6 (2.2.6.6) :6i0/0/1 => Gi0/0/3

conb (2.2.5.5 ) : Gi0/0/3 => Gi0/0/1
conl (2.2.1.1 ) : Gi0/0/1 => Gi0/0/2
con2 (2.2.2.2 ) : Gi0/0/2 => Gi0/0/1
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traceroute mac .

Destination 0000.0201.0201 found on con2[WS-C3550-24] (2.2.2.2)
Layer 2 trace completed

WOHITIL, device 3515 IE device ICBEFE STV RWEED LA ¥ 2 D/ ER L
ij‘o

T /3A A# traceroute mac 0000.0201.0501 0000.0201.0201 detail
Source not directly connected, tracing source .....
Source 0000.0201.0501 found on con5[WS-C3750E-24TD] (2.2.5.5)
con5 / WS-C3750E-24TD / 2.2.5.5
Gi0/0/1 [auto, auto] => Gi0/0/3 [auto, auto]
conl / WS-C3550-12G / 2.2.1.1
Gi0/1 [auto, auto] => Gi0/2 [auto, auto]
con2 / WS-C3550-24 / 2.2.2.2
Gi0/2 [auto, auto] => Fa0/l1 [auto, auto]
Destination 0000.0201.0201 found on con2[WS-C3550-24] (2.2.2.2)
Layer 2 trace completed.

ORI TIE, device WIEEIEMACT FLADSEER— FEBRETEXAR2WEAD LA ¥
2 D/NABRNLET,

T /3A A4 traceroute mac 0000.0011.1111 0000.0201.0201
Error:Source Mac address not found.
Layer2 trace aborted.

WOFITIL, HEITLBLOBEIHLT A ANERL VLANIZHDLEAEDO LA ¥ 2 DI/RA
o LET,

/A A4 traceroute mac 0000.0201.0601 0000.0301.0201
Error:Source and destination macs are on different vlans.
Layer2 trace aborted.

WOFITIE, SBHEMACT FLARYLFFX AR T RUADFEED LA Y 2 DI/RA
ZRLET,

/3 A# traceroute mac 0000.0201.0601 0100.0201.0201
Invalid destination mac address

WORFITIL, BEEILI L OB device 3EELD VLAN IZH DL ED LA Y 2 D/XA %
~LET,

T /3A A4 traceroute mac 0000.0201.0601 0000.0201.0201
Error:Mac found on multiple vlans.
Layer2 trace aborted.
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traceroute mac ip

FBEDEFEITLIP T FUAEZIIARA RN, FEEDSEILIP 7 RUAE TR A MM @il
THRXTy OV A Y2/ ERKRT BHITIE, M EXEC & — KT traceroute macip 2~ > R
PREHALET,

traceroute mac ip {source-ip-address source-hostname} {destination-ip-address destination-hostname}
[detail]

B DEREA

AR R FI4ILE

source-ip-address 32 vy FOfE (v MbE 10 #ERKFD) THIE S1L72%(E 5T device D 1P
7 RL A,

source-hostname PE1E T device D IP R A N4,

destination-ip-address 32 ¥* > FOfE (R Mbx 10 #3FEE0) THESNT-5E5E device D IP 7
KL A,

destination-hostname %54 device @ IP 8 2 N4,

detail (FER) FEMIESERRT 2 Lo EELET,

77 4N FOBERLEIZH Y EE A,

ARV R E—F FrHE EXEC

avy FER J1)—=x ZERNE
Cisco 10S XE Fuji Zhavwr RREAINE L,
16.9.2

FEREDAHAFS1Y

LAY20D kL—A)L— N & #EYNIHEEE X 5 21%, CiscoDiscovery Protocol (CDP) 73% v b
T — 7 D% device TA F—T Mo TWAHMERHY £7, CDPET 4 E—7NMIT5HZ
CITEET TLZ &,

device LA V2 RANTLAY2 hL—Zb—rZ2PR— K LTWRWT A ZZE LT
WA, device XL A Y2 hL—RA7 U ZEE LET. XA L7 7 MZLET,

AN TR ATRE 72 e R AR » 780 % 10 T,

HBESNTEEETBLOSEEDIP 7 RUARE—OY 7%y FRICH L84S . traceroute mac
ip a2~y FHEILA Y2 RAE2FRLET,

IP7 KL AZFEE LT84 . device X Address Resolution Protocol (ARP) Z{#Ff L. IPT KL
2L FRUTHIET D MAC 7 FL 2B XV VLAN ID Zxfis S £,

cHREDIPT FLADARP DT b UBFIEL TWABHA. device IXBEEST T 72 MAC
T RUVAZMEHA L, WHE 2 Zi# L £,
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traceroute mac ip .

cARP D N U BIFE LRV, device IXARP 7 =V Z3X(EL. IP 7 FL RAAMRFL
o ERBET, IPT7 RLVRIERE OV 7%y MCHHILERHY £3, IP T FL AN
R I N7 WA, NSRRI ENT, =T — A v b—UNREREINET,

BEOIEEDRNT LT 1 DOR— MR STV DS (2L 21, #o CDP = A
N—NR— P THEEIND72E) | LA ¥ 2 traceroute HH bi‘bl_ﬁ; FELEEA,

HED CDP R A N—N 1 O>DOFR— s THREEINZHE. LA P2 AR ESINT, =F—
Ao —UNERENET,

ZOMEEIX., h—2 U 7 VLAN CiIR—hrEnE A,

1

WOFITIE, detail F—V—RZEA LT, BETLEMIEDIPT FLRAEZIEET S Z
LT, LAY 2DRREFRTRT D HFEZRLET,

T /3A A# traceroute mac ip 2.2.66.66 2.2.22.22 detail
Translating IP to mac .....
2.2.66.66 => 0000.0201.0601
2.2.22.22 => 0000.0201.0201

Source 0000.0201.0601 found on con6[WS-C2950G-24-EI] (2.2.6.6)
con6 / WS-C3750E-24TD / 2.2.6.6 :
Gi0/0/1 [auto, auto] => Gi0/0/3 [auto, auto]
con5 / WS-C2950G-24-EI / 2.2.5.5 :
Fa0/3 [auto, auto] => Gi0/1 [auto, auto]
conl / WS-C3550-12G / 2.2.1.1 :
Gi0/1 [auto, auto] => Gi0/2 [auto, auto]
con?2 / WS-C3550-24 / 2.2.2.2 :
Gi0/2 [auto, auto] => Fa0/l1 [auto, auto]
Destination 0000.0201.0201 found on con2[WS-C3550-24] (2.2.2.2)
Layer 2 trace completed.

WOFITIL, EEILBLOBHAA NERETDHZLET, LAY 2ORRAEFRT
5 HEE R LET,

7 /3A A4 traceroute mac ip con6 con2
Translating IP to mac .....
2.2.66.66 => 0000.0201.0601
2.2.22.22 => 0000.0201.0201

Source 0000.0201.0601 found on conéb
con6 (2.2.6.6) :6i0/0/1 => Gi0/0/3

conb (2.2.5.5 ) Gi0/0/3 => Gi0/1
conl (2.2.1.1 ) Gi0/0/1 => Gi0/2
con2 (2.2.2.2 ) : Gi0/0/2 => Fa0/1

Destination 0000.0201.0201 found on con2
Layer 2 trace completed

OB TIE, ARP DI EETLIP 7 R LR Exfnd 5D MAC 7 KU R & B HEAHT HivZen
WED, LAY 2DNRAERLET,
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. traceroute mac ip

7 /5A A4 traceroute mac ip 2.2.66.66 2.2.77.77
Arp failed for destination 2.2.77.77.
Layer2 trace aborted.
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type

e [

12U EDOT7 7 A NONEEFTTHIZIE, 7—ha—FE—RKTtype 2~ FEFHLE
R

type filesystem:/file-url...

B DEREA

AR R FI4ILbE

ATV R E—F

Silesystem: 7 > A VAT ADTA VT A, VATFAR— K 75w 2 734 A2 flash:
ZHEHLET, USB AEYU AT 4 v 7213 usbflash0: Z M L £,

ffile-url.. FoRTHT77ANDNRA (T 417 b)) BEXOLARITT, 77 A VAITAN—R
TRYY £,

77 4N FOBERLEIZH D EE A,

T—hu—=4%

avy FERE

EREDAARZM4

3l

=2 LENE

CiscolOSXEFujil16.92 Zpa~<wy RREAINE LT,

T7ANABIOT 4 L7 FPUAE. RCFEDLFE KB LET,
TrANDYARNERET DL, H7 7 A NVONEPIERFRINET,

Wi, 77 A NVORREFRRTDHHE2RLET,

7 /3 A: type flash:image file name
version_suffix: universal-122-xx.SEx
version_directory: image file name

image system type id: 0x00000002

image_name: image file name.bin
ios_image file size: 8919552

total image_file size: 11592192

image feature: IP|LAYER 3|PLUS|MIN DRAM MEG=128
image family: family

stacking number: 1.34

board_ids: 0x00000068 0x00000069 0x0000006a 0x0000006b
info end:
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unset

SRFLEEIATUFR |

1D EOBELSHEEZ )y b5, 77— Fra—&FF— RKTCunset 2~ FEFEHLET,

unset variable...

B DEREA

variable

variable (213, IR TF—TU— RFOWTnnzmEHLET,

MANUAL_BOOT : device DiELE)Z HE)TIT 9 MFETIT O E I D EfRE L
£7,

BOOT : HENEIFFC, EITAREZ 7 A LD Y A &Yy LT, B—FE
FOFE T LET, BOOTERIEAEMNRE SN TWARWER, VAT AL, 77
a7y AN VAT ARRICHIRI R R 21T o T, BRI S u7c 5
ITAREA A —V % — R L TETEZRAE T, BOOTAENHESINLTVTH,
BESNIA A=V — R TERPSTEHA. VAT I 7T vva 774
VAT NTCRANCRRI U@ wgE R 7 v A LR RE L LS & LET,

ENABLE BREAK : 77 v a7 7 A VU AT LAOFIHLZIZ, =2 Y — E
@D Break ¥ —%#ffH L CHE VY — A 2HWTE 20 E I 0ERELE
—g—o

HELPER : 7 — bk v —Z O LFICE#HMIce — RS b e — Ra[gE7 7 A /L
DEIan XYY U RAREFRNLEST, ~NRX—=T 7 A E, T—ba—%
OHHEZIE LD, Ry TFEHTREY LET,

PS1: 77— ho—XF ET— ROELIC, a~vr Koy Ty 7 e LTHERT
HXFHNERELET,

CONFIG _FILE : Cisco I0S 78 3 AT AR IE D RHERNE 2 B — D Fi s & 12 H
TH577ANAEVEY NLET,

BAUD : =V — /LTS3 E (B M (bs) Hif) #VtEy FLE
T, AT 4 Xal— gy T ANVICRHIOBRENEE SN TORWEDY |
CiscolOS Y 7 U =T I1E7 — b —FnbHh— L — FRELAMA L., ZDEE
FlEfexfEHLET,

aAav> RFI4ILk

T 7 4 v N OBEMERMEIZH Y TR AL

ATV R E—F T he—s

avy FERE )1)—= EERNE
Cisco I0S XE Fuji ZDawy RBEHEAINE LE,
16.9.2
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EREDAARZA

unset .

BE OREE ClE, BEABORELZERTTLH2MLEEIH 8 A,

MANUAL BOOT B85 4%1%. nobootmanual 7/’ 2 —/ N)L 27 4 Fab— g avw 2 R
ZEAL TV Y M52 L TEET,

BOOT B&5iZA %%, nobootsystem 7/ 21— N)L 27 fFal—v gy a<vy ReHALTY
oy bTDHZ LB TEET,

ENABLE BREAK Eg55Z5%%(%. no boot enable-break 7' 2 —/ V)L 2> 7 4 X2l —3 3 a~
YREEHALTY Yy hFLZ b TEET,

HELPER B253%5%%1%. noboothelper 71— 3L 27 4 Fal—v gy awy REfHLT
Uty hTBZ L TEET,

CONFIG_FILE BH525 %013, no boot config-file 7 01— /)L 27 4 X2 L— g avy N
EHLTY Yy FF22 &b TEET,

Ll
RIZ, SWITCH_PRIORITY BEiZE¥A2 Ut > T 5614~ LET,

73 A: unset SWITCH PRIORITY
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. version

version

SRFLEEIATUFR |

T—ba—FDONR—=T g U EFRRTHITE, T—br—FF— R Tversion 2~ FE#HL
F9,

version [-v]

BXDEREA

aAvU R FI4ILE

VN—R 2T T h—, ~fr/naa—%, 77—A-U=7 DDREIVPROMMON Y B 5
YON—T a3 EFRRLET,

77 4 FOBIEREIZH Y EE A,

IXURE—F 7—hr—=X
2%y FEE 1) —2 TERAE
CiscoIOSXEFuji16.92 zoppa<y RBAEAIIE Li-,
1 WiC. deviceD T — kB —HDNA— 5 v EERT BEERLET.

T /3A A: version -v
System Bootstrap, Version 16.10.1r, RELEASE SOFTWARE (P)
Compiled Tue 09/04/2018 22:58:10 by rel

Current ROMMON image : Primary
C9200-48P-4X platform with 2097152 Kbytes of main memory

HARDWARE ANCHOR : v027.0 crayprod 20160517 20160517-2135
MICROLOADER : v061.0 rel 16 10 1r 20180904-2252
FIRMWARE-DDR : v011.0 rel 16 10 1r 20180904-2254
ROMMON REVISION : v010.003
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