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* aaa accounting (4 ~X—737)

+ aaa accounting dotlx (8 ~X—37)

* aaa accounting identity (10 ~—73)

» aaa authentication dotlx (12 ~X—)

* aaa new-model (13 =X—72)

« authentication host-mode (15 ~X—73)

» authentication mac-move permit (17 ~X—13)

« authentication priority (18 ~<—3”)

» authentication violation (21 ~X—1)

* cisp enable (23 ~X—7)

* clear errdisable interface vlan (25 ~<X—37)

* clear mac address-table (27 ~X—73)

» confidentiality-offset (29 ~X—73")

s cts manual (30 ~X—7)

* cts role-based enforcement (32 ~X—73)

* cts role-based 12-vrf (34 ~<X—3)

* cts role-based monitor (36 ~X—73)

* cts role-based permissions (37 ~—1)

* delay-protection (39 ~X—7)

sdeny MACT7Z7®A VAR a7 4Xalb—gr) (402—)
s device-role (IPv6 AX—E 7)) (44 X—)

« device-role (IPv6ND A > A7 g ) (45 3%—2)
* device-tracking policy (46 ~X—73)

s dotlx critical (/7 m— L a7 4 Fal—ay) (48 3—)
* dotlx pae (49 ~X—7)

« dotlx supplicant controlled transient (50 ~X—73)

* dotlx supplicant force-multicast (51 ~X—73)

» dotlx test eapol-capable (53 ~X—1)

* dotlx test timeout (54 ~X—73)
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* dotlx timeout (55 ~—3)

e dtls (58 ~—)

* epm access-control open (60 ~X—137)

s include-icv-indicator (61 ~X—1)

« ip access-list role-based (62 ~X—3)

» ip admission (63 ~X—)

* ip admission name (64 ~X—13)

« ip dhep snooping database (67 ~X—1)

« ip dhcp snooping information option format remote-id (69 ~X—13)
« ip dhep snooping verify no-relay-agent-address (70 ~X—73”)
« ip http access-class (71 ~X—7)

» ip radius source-interface (73 ~X—737)

« ip source binding (75 ~—73°)

« ip verify source (77 ~X—)

* ipv6 access-list (78 ~X—73)

* ipv6 snooping policy (80 ~X—73)

» key chain macsec (82 ~X—7)

* key-server (84 ~X—717)

* limit address-count (86 ~~—3)

» mab request format attribute 32 (87 ~X—1)

* macsec-cipher-suite (89 ~X—1)

* macsec network-link (91 ~X—73")

ematch (727 €A~vy 7 ar74F¥Fal—rar) (923—)
* mka pre-shared-key (94 ~<—3")

» mka suppress syslogs sak-rekey (95 ~—3)

« authentication logging verbose (96 ~<—71”)

* dot1x logging verbose (97 ~X—3")

+ mab logging verbose (98 ~<X—7)

epermit  MACT Z7EA VAN a7 4Falb—Tar) (99 X—)
* propagate sgt (cts manual) (103 ~X—3)

s protocol (IPv6 A X—t>7) (105 =—)

* radius server (106 ~—13)

* sak-rekey (108 ~X—73)

+ sap mode-list (cts manual) (110 ~X—73)

s security level (IPv6 AX—E>7) (112 %—)

« send-secure-announcements (113 ~—13)

« server-private (RADIUS) (115 ~<—)

* show aaa clients (118 ~—1)

* show aaa command handler (119 ~<X—7%)

+ show aaa local (120 ~<X—7)

« show aaa servers (122 ~X—7°)
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 show aaa sessions (123 ~*X—3°)

 show authentication brief (124 ~_X—3")

» show authentication sessions (127 ~X—737)

» show cts interface (130 ~X—73)
» show cts role-based permissions (
s show cisp (135 ~X—73)

* show dotlx (137 ~—)

« show eap pac peer (139 ~—)

133 X—2)

» show ip dhcp snooping statistics (140 ~X—73”)

+ show radius server-group (143 ~X—73)

+ show vlan access-map (145 ~X—73)

« show vlan filter (146 ~X—<")
* show vlan group (147 ~X—72)

« switchport port-security aging (148 ~—73°)

« switchport port-security mac-address (150 ~X—13)

* switchport port-security maximum
* switchport port-security violation
« tacacs server (157 ~<—)

« tracking (IPv6 A X—E > )

» trusted-port (160 ~X—3°)

s vlan access-map (161 ~—71)

« vlan dot1Q tag native (163 ~X—3)

e vlan filter (164 ~<—<°)
e vlan group (166 ~<~—<)

(153 ~2—73)
(155 ~=—3)
(158 =—3)

X7+« .
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aaa accounting

RADIUS £721X TACACS+ ZfEHT 2561C, et Xx=2 U7 0 HIT, ERSheh—v
ADRGE, FA, BEXOTH T 427 (AAA) THOVT AV T A =TT DHI
X, Zr— b ar 7 4 ¥alb—3 32 F— R Taaaaccounting 2~ > REfiH L ET, AAA
THIT 4T T 4 B—TNCT 52, Zoavry Ron BRXE#HLET,

aaa accouting {auth-proxy | system | network | exec | connections | commands /evel}
{default | list-name} {start-stop | stop-only | none} [broadcast] group group-name
no aaa accouting {auth-proxy | system | network | exec | connections | commands
level} {default | [list-name} {start-stop | stop-only | none} [broadcast] group group-name

B DEREA

auth-proxy FTARTORIF ST 0¥ 2—HF A X MIET HIEREH D LET,

system Jo— R 80 —PIBEffiT 5 TWHW RN AT A L~ULD$_TOA
R NDT AT 4 T EFEITLET,

network Fv T =27 ZB#ET2H0D L —ERAERIZT I T 4 T HFEITL
F9,

exec EXEC v =t wa DT Oy T 40 7 2FITLET, ZOF—U—F

X, autocommand =~ RIZ X > CTERINDFRAL D2 —F T a7y
A NMEREIRT Z EMTEET,

connection Iy NI =07 T I HBRAP—NR"NLMESLINTZTXTOT U M3 v R
BT o ER AR LT,

commands HBELEBHEL L TIRTOa~w >y ROT T 4 o T ERETLET,
level AN EHEL ~L = R VT 0 ~ 15 OHE T,

default ZOBEDOHEIC) A NINAT I LT 4T ERE, T T 4T
P—bE2AOT 7N YA RELTHEALET,

list-name RIZFEH I N T LT o T 47RO B, bl b 122850
A N DOLGHT AT DT 5 CFSNTT

start-stop 7' A O BRLARFIC "start” accounting A A EE L, 7B ADKE TIKFIC
"stop" accounting FN & EFE LET, "start" TV T 4 T L a— NIy
777 RTHEEINET, ERIh/=2—F 7 o' A%, "start" accounting
WHIINT D T 4 o T —N"TRAEEINTNE I DICERR BB SLE

7

stop-only ERENT-a—Y Fuv AOKTEIZ, "stop" T H VT 4 v T EEE
L/iﬁ—o

none COEEIEIA LV E—T 2 A ATT AT A T — R 2T 41—
I LET,
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aaa accounting .

aAav> R FI4ILk

aAvYU R E—F

broadcast () O AAA YV —R"~DT T 47 ba— ROEEEA F—
TMILET, EITN—TDOEPNOI— XL, Thv T4 7L a—
REZFRFHICIEE LET, O —SBEHTER2W0WGE, 207 v—T7HN
TERINIANY I T v T —=NE2HHLTT = — VA — =384 L E

KR
group KICFERENTWAF—TU—FRKD 1 DL EEFERALET : R1:AAAT D
groupname YT 4T DA (53—=)

AAAT AT T 4 2 TI3T 4 =T VT,

Ja—nR_) a7 4 F¥al— g

avy FERE

FRLEDHA KS1 Y

)1)—=x EENE
Cisco I0S XE Fuji 16.9.2 oavwry RBREAINEL
77

THOT 4 TR, ERBIETNIA v F—T = A ZARNREFEDT I T 4 75
NEERT DL E HEY A N E2/EKT 5121, aaa accounting 2~ > REZfHEH L £,

K1:AAATHhOT1TDAR

F—7J—F Description

group radius aaa group server radius =~ > R CEZEIND
N TO RADIUS $—/3D U A b Z8REICfi
MALET,

group tacacs+ aaa group server tacacs+ =~ K CTEHR I
53 _XTD TACACS+ — 3D U 2 F %583
W L ET

group group-name group-name t—/ N7 L—FTEFR LT K D IZ,

T T 4T D=8 RADIUS H—/3F
7213 TACACS+ H— D% 7+ v b &AL
£

R1LAAAT OO T 47 DHA (5—) TiX, groupradius 57035 L U group tacacs+
KL, LANCES L7 —# D RADIUS — N E 72X TACACS+ H— "2 S L E£7, AA
P — NEFET HITIL, radius server 35 L N tacaes server 2~ REHEH L ET, FFEDOY—
NI N—T%AERT A IZ1X, aaa group server radius 35 2 U aaa group server tacacs+ 2~ >
R L E T,

CiscolOS VY 7 b = TIIIRD 2 DDT T 4 v 7 XEVR— M LET,
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*RADIUS : v T =2 TR AP — X, THT T 47 L a— ROEATRADIUS
X2 VT A=K LT T /T4 T 2 HMELET, BT T 7L
a— RIZIET BT 4 > 7O Attribute-Value (AV) X7 BEFi, La—Ridtx=l
T =N S L ET,

« TACACS+ : X NU—0 TR AY =L, THhHUoT 407 L a— FOEA TTACACS+
X2V T4 Y= NCH L Ca—FT I T T4 2 WELET, KT IV T o7
a— NZIET BT T 4 7 O Attribute-Value (AV) XTHREEN, La— RNigkx=l
T A= S E T,

TATT AT DHFRYANMI, THU T 4 T OFITHEZERLET, AHIFETH
DT 4T HERY A NMIEY, BEORBEZIIA VF—T = A AT, FFEOHEBEDOT H ¥
YT AT RIEHT OREO X2 YT e ha L ERETE LT, list-name ks X
W method # AJTJ LTI A NEAER L ET, list-name \ZIZZ DU A MDLHIE L TEHT 51
BEO3TH| (radius X° tacacs+ 72 E DO F AL #Br<) ZRE L. method \ZITIEE SN —7
VATHRATT D RERELET,

KeEDT 0T 4 2 7 OFEFEAD aaaaccounting 2~ > K& ARift& XU 2 M&fEE LR
WORIT LIS, AR E SR 2 RSB RO ERS LTV S bOERNT, T=ToA
YE=T A AXFER (ZOT AT 4 T OEBERERSND) T 74 F0SA
VA NPBEEINCEH SNET (EREHOFTRY A ME, 7740 FOFRY 2 MIESLL
F9) ., T7HNVIFOLFRY A MRERINTWRWGE, THorT o 733 ransd
Ao

GE)

VAT AT AT T 4 T TIRARET AT T 47U A MMERENT, VAT AT
TUT AT DIEODT 7V DY AN EERTEET,

BONDT NG T 4 27 OER stoponly F—U— FEIRE LT, TRSna—¥7nt
ADKE T stop L A— KT BT T 4 TlMEFELET, FEMRT A0 T 4 7 D8
. start-stop ¥— VU — FZFEET 5 Z & T, RADIUS £721% TACACS+ BER Shiz 7tk
ADBIERFS start 70 7 T 4 T EMZEFE L, TR ADOR TR stop 7 AV T 4
TEMEEETOEICTEET, THY T 4 VIZRADIUS £ 721L TACACS+ ¥ — 3272
FHRFESNET, none¥—U— Rk, 8E LA E /TS v X —T =A ADTHY LT 4 v
T —ERAET 4 =TV LET,

AAAT AT T AU TNT VT 47128058, Ry NU—2 T 7 BAF—=NF, =)
RELIo X2 )T 0 FAUEC T, HERUCBERT 2 RADIUS 7 A U 7 o v TR E 7213
TACACS+AV X7 ZE=X LET, Xy NI =T 7 EAHS—NEINODOEMNEZT D
T4y La—RELTUR—bL, THAVCT 47 Lba—REZz0%kEda )7 49—
DT R T4 Ta I fFENES, YR —FSNDRADIUST AT T 4 > 7 @D —
B2 OWTIX, [ Cisco 10S Security Configuration Guide] D f+#k TRADIUS Attributes| % ZH L
TLEE, $R—FENDTACACS+T BT LT 4 T DAVAT O—EIZOWTE,  [Cisco
10S Security Configuration Guide] Dff#k TTACACS+ Attributes-Value Pairs] # 2L T X
AN
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aaa accounting .

A\

GE) ZDa~r Fid, TACACS E72i3Lik TACACS [ZITfEH TE £H A,

WKOBTIE, TN v0a<wr RT7TAv T 47 HFRV A MEERZLTOVET,
COBWDOT H T T 47— ERITTACACSH X 2 U T ¢ — 2 L » TR E
AL, stop-only HlR CHHHEL L 15 2~ RIZRESINTWET,

TINA A (config) # aaa accounting commands 15 default stop-only group TACACS+

WOBITIE, THhHO T 47 —E AN TACACS+ ¥ 2 U7 ¢ H— S TS
AU, stop-only fil|[E23 & 57 7 4+ /L k@ auth-proxy 7 WU 7 4 > 7 HAY A NDEFE
ZaxLET, aaaaccounting 2~ RIFFRGET RX v T AT T 4 T BT 7T 4 7IZ
L/iﬁ—o

T /3A A (config) # aaa new model

7 /3A A (config) # aaa authentication login default group TACACS+

7 /3A A (config) # aaa authorization auth-proxy default group TACACS+

T /31 A (config) # aaa accounting auth-proxy default start-stop group TACACS+

I t*2U74 |}
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aaa accounting dot1x

FRE, BRAE, BEROT AT 4T (AAA) TAU T 4 T %A F—7/WZ LT, IEEE
821Xty a v DRFEDT h T 4 7 %, BN ETITA ¥ —T = A AHALT
EFT D HRY 2 N Z1ET 5I21E aaa accounting dotlx 7' 22—/ )L 227 4 Fal— g
gy REMHLET, [EBEESRIX T H YT 4 v 2T 4 —T M T5I21F, Zoaw
Y RO no ERAEEHALET,

aaa accounting dotlx {name | default } start-stop {broadcastgroup {name | radius |
tacacst} [group {name | radius | tacacs+} ... ] | group {name | radius | tacacst}
[group {name | radius | tacacst+}... ]}

no aaa accounting dotlx {name | default }

BXDEREA

AU R TIFIE

name Y= N T N—T%, ZAUL, broadeast group 3 X N group ¥ — 7 — RDEZIZAS)
TOLGEIMHT 24T v a T,

default ST 4 )L NY R RNIHETHI LT 4T HRE, THAU T 40 T —ERH
WZHELET,

start-stop 7'z & 2 DPH AT start accounting IEE1 & 155 L, 7' B & XD TEFIC stop
accounting A Z EE LE T, stat 7 WV T 4 7L a—RERNy 7 7700 R
TREESNET, TAH T T 47 B —s3)3 start accounting 1B HI 2 52 (T B> 72 7>
EIOMITIFRRZR L, Bkl —F e Anfs S ivET,

broadeast IEH D AAA Y — RNICEEENDTHI T 4T a—Ref x—7 LT,
THOT 4T L a— ReEg T V—TDEIOV—NITEELET, ROIOY—
RAPFHTERWGE, AL v T3 RNw I T v 7=V 2 N EHEH L THRY)
DY — N EFHRI L ET,

group THI T 4 T —CERERAT DY =T N—THRELET, Ay —
NI N—TZIFTRD EBY T,

e name : — 37 )L—"TF DL Hi,
eradius : TXCPD RADIUS A DU A b,
o tacacst : X TD TACACS+ HA DY A |,

broadcast group 35 X O group ¥ — U — RDOKRIZ AN T 584, group ¥—V— K
T4 7 arTd, A7 arDgroupF—V— KLV EDEEZANTEET,

radius ({E&) RADIUS 7T H v T 4 v T kA F—T M LET,

tacacs+ (EE) TACACS+ 7T H U v T 4 v T A X—TMILET,

AAAT BT 4 7WET 4 B—T7 1V TT,
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avY RE—FK sa—)aryz 4 Fal—ra v
avy NERE )1)—=x EEAE
Cisco 10S XE Fuji 16.9.2 ZOavwy RREAINE L

77

FRLEOHA KSqy ZOa~2 K& RADIUS = "~D7T 7 B ANKETT,

A B —T A AT IEEE 802.1X RADIUS T H U T 4 7 ZRET HHEIC. dotlx
reauthentication f > % — 7 =2 A A A7 4 X2l —ay avy REANTAHZ L EHEEL
F9,

WOHTiX, IEEE802.IX T H I v T 4 o T hHET HHEEZ TR LET,

/34 A (config) # aaa new-model
T /31 A (config) # aaa accounting dotlx default start-stop group radius

I X7+« .
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aaa accounting identity

IEEE 802.1X., MAC FE/ A /XA (MAB) . BEL U Web #BiEt v o a VORGE, A, B &
KT T T 407 (AAA) A X—T T HIE, Za— L ary 7 4 Falb—igy
E— R"C. aaaaccounting identity =~ > R&{i/H L E¥, [EEESQ2IX TV T4 T %
FAv—TNIT AR, Zoavry RO ne BRAEEH L ET,

aaa accounting identity {name | default } start-stop {broadcast group {name | radius |
tacacs+} [group {mame | radius | tacacs+} ... ] | group {name | radius | tacacs+}
[group {name | radius | tacacst+}... ]}

no aaa accounting identity {name | default }

BXDEREA

AU RTIFIE

AR E—F

name Y= T N—T4, ZiE, broadeast group 35 X U group ¥ — 7V — FDZITAT)
TOLBIMRAT 247V 2 T,

default  F 7 4 )L N R NIHDIT I T4 o P HRE, THI T v 77— 2
AR L £,

start-stop 'z & X DPIAARFIC start accounting WA & 2515 L, 7' 12 ADHK T HEZ stop
accounting A Z EE LET, stat 7 WU T 4 7L a—RERNy 7 7700 R
TEESNET, TV T 4T —"Wstart T H Y T 4 T i@ &3S
o7z &) MZIEBRR < EREN T2 —F T n e 2RI ET,

broadcast FH D AAA YV —RNICEEENBZT IV T 4T b a—ReEf X—T I LT,
TATLT 4 2T L a— K& T N—T DR DY —NCEE L ET, B0 —
NRFHTELRWGE, AL v FIEIN\Nw I T v 7= A N &AL THY)
DY — AL E T,

group THI T 4 v T —ERMEAT AT N —T % EE L ET., G —
NI N—=TZITRD LY TT,

s name : Y—/NT )—T DI,
s radius : X TPD RADIUS " A FD U R |,

o tacacst : 9 XTD TACACS+ A DY A b,

broadcast group 35 KX Of group ¥ — UV — RORZIZANT 584, group ¥— U — K
A7 v arTy, A7 varDgroupF—U—REDEZOEEZ A TEET,

radius (f£) RADIUS GBaE%E A F—7 /M L £

tacacs+ () TACACS+ T H U VT 4 v T F—T M LET,

AAAT BT T 43T 4 B—T7 LT,

Ja—nR_) a7 4 F¥al— g
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| t¥au54

aaa accounting identity .

avy RERE

)1)—= EERNE
Cisco I0S XE Fuji 16.9.2 ZDavwy RPNEAINEL
77

FEREDAA R

5

42 AAAT AT AT TATUT AT AZAF—=T/NITDITE, Y = F—FaA F—

TMCTHRERDY T, AV v— F— REFEMNIT DL, FiHE EXEC E— KT
authentication display new-style =~ > R&Z AJJ L £ 7,

OB TiX, IEEE8RIAX T H I T 4 T AT T 4T 4 HRETDHHERTL
F9,

T /3A A# authentication display new-style

Please note that while you can revert to legacy style
configuration at any time unless you have explicitly
entered new-style configuration, the following caveats
should be carefully read and understood.

(1) If you save the config in this mode, it will be written
to NVRAM in NEW-style config, and if you subsequently
reload the router without reverting to legacy config and
saving that, you will no longer be able to revert.

(2) In this and legacy mode, Webauth is not IPvé6-capable. It
will only become IPv6-capable once you have entered new-
style config manually, or have reloaded with config saved
in 'authentication display new' mode.

T /31 A4 configure terminal
7 /3A A (config) # aaa accounting identity default start-stop group radius
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aaa authentication dot1x

IEEE 802.1X FAGE(ZHEIL S 5 AN — M THEF T HFERE. 87T, BLOT IV T 17 (AAA)
FREFRET DT, X&/FTD/24/%Lwﬁn%ﬂwn/74klv%v3/%M
K C aaa authenticationdotlx =~ F&fEH L ¥4, B2 AT 2IT0E, ZDa<w KD
no XA HEH LET,

aaa authentication dotlx {default} methodl
no aaa authentication dotlx {default} methodl

B DR

i
&

AR FIAILE

AU FE—F

default = —4w /(L §25L&DT 740 FOFE, ZOFHEUTHNTY A RSz
AEGAMER S ET,

methodl 4 —/NGEFEAHEE L £7, WBIEAIZT R TO RADIUS % — D —FE & %12
I%. group radius ¥— 7 — K& AL ET,
GE) avrKRIAONVT AR IO F—TU — R FERINET
2, AR — b Z1 D5 D1 default 33 L U group radius ¥ — 7 — KOHR T,

PRI FIT SN EE A,

Ja—)L a7 4 Falb—g

avy RERE

FEREDHA K54V

)1)—2R EERNE
Cisco I0S XE Fuji 16.9.2 ZDavwr RPNEAINEL
776

method 3|82 1%, FRIET NN XLNT T AT 2 "L D/IRAT — REWRT 572 DICEE
DONEF TR 5 FRAEELET, [EEES02IX ICHEMLL TWAME—D FRIT, 75947k
7 — & 3 RADIUS FRAEY— Nk L TR 415 group radius 70T,

group radius =5 E L7245, radius-server host 72—/ )L 27 4 X a2l —T g avy
RZ A7) L TRADIUS #—"ZRETHLENH Y £7,

RE SNTBRE S ND—E A2 FKRT 5121, show running-config 7% EXEC =2~ > RZEH L
i ‘é‘o

K DOFITIXAAA Z A 2 — 7 /W2 LT IEEE802. 1X #EMLDERFE Y A N ZERkT 5 HiE%
rbiﬁo_®mni AN RADIUS B — R L DREERAE T, ZOEETT
—RREBENTEES, 2—FITRy NT— I ~DT 7B ARFAENETE A,

F/3A A (config) # aaa new-model

TR A (config) # aaa authentication dotlx default group radius
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aaa new-model

FRAE, RBA, BXOT AT T 4T (AAA) 77 R AT MV EANCT DR, Fa—
Ny a7 4 Fa2lb— g3 F— FT aaanew-model 2~ REZEHLFET, AA AT 7R
HIEEF VAT HICIE, Z0a~vr Rono BREHEHLE T,

aaa new-model
no aaa new-model

X DERHA ZOavwy FIZESIEELITF -V —NEH Y A,

ATV R FI4IRE AAADPERTR S TV EREA,

AT R E—F sua—s)rary7 4 F¥ab— 3 (config)
av > FERE )1)—2 EERNE

CiscoIOSXEFuji16.92 | —pa~> RBEAINFE LT,

FEHEDAA KSq4y O RICEY, AAA T 7 B AR 2T L3ANTR 0 £,

AR ARERR (VTY) IZBI LT loginlocal =< RABRREINTWDHIHA T, 7D aaa
new-model =~ > RBHIFREINTWDHEAIZ, A vFE2Va—RKLT, 774V AR EER
ILlogin 2~ RERGTHMLENRH D 3, A vTFE2Va—RNLaRWEE, AL v T
VTY TIiL7 7 4 /L kT loginlocal =~ > RIZHEINET,

(G¥)  aaanew-model =~ FAHIBRTHZ LIFfERINETA,

Rz, ZOHIROBIZR L ET,

T /3A A (config) # aaa new-model

T /3A A (config) # line vty 0 15

7 /3A A (config-line)# login local

T /NA A (config-line) # exit

T /NA A (config) # no aaa new-model
T3 A (config) # exit

FNA X4 show running-config | b line vty

line vty 0 4
login local !<=== Login local instead of "login"
line vty 5 15

login local
|

Bl WIT. AAA OIS BH1% R L g9,

I t*2U74 |}




. aaa new-model

534 A (config) # aaa new-model
T34 A (config) #

t¥auFq |

BEa<w> R Command

Description

aaa accounting

HEFITEX U T BHOEDIC, BEREANE—E X
DAAAT IO T 4 v T A 32— I LET,

aaa authentication arap

TACACS+ Zffi 1% ARAP @ AAA FREFHF A A L E
?—0

aaa authentication enable default

D—YPREHE T RL-YLIZT 7B A TELNE 5 nm ik
TET 5 AAA FBFEEZ AN LE T,

aaa authentication login

0 gD AAA FREEERTE LT,

aaa authentication ppp

PPPEZFEITLTCWAY I TNA L H—T A A THEHT S
1 DFERIFEHD AAMATRFESF R ZHELE T,

aaa authorization

Xy NI =T ~Da—WT I RAEHIRT H /3T A —H &i%
ELET,
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authentication host-mode .

authentication host-mode

A= M CRIE~ R —V ¥ T — RERET DL, A ¥ — 7:42:/74%Jwaa/
&— K C authentication host-mode =~ > FZHEH L E 3, T 74/ FREICETITIE, 2D
av Rono XN EFEHLET,

authentication host-mode {multi-auth | multi-domain | multi-host | single-host}
no authentication host-mode

B DEREA

aAavv R TFI4ILk

AUk E—F

multi-auth A— N DO~ /VFZREHE— F (multi-auth T— F) %A1
F—=T M LET,

multi-domain A= DL F RAAL L ET—REAF—T M LE
ﬁqo

multi-host A= ROV ILFHRANE— REA RX—T NI LET,

single-host R—=FDV U TNVRARE—REA RX—7 NI LE
—a—o

VT NVIRA FE— RBA X =T U ENTWET,

AR —T oA A AT 4 Fal— gy

avy FERE

FEREDAHA RS>

1)1)—= EENE
Cisco I0S XE Fuji 16.9.2 Zoavr RREASREL
77

W SN TWAETFT—Z KA MR OFEITOERIT, VIR A N E— RERTETHLEND
Di# //7wfzhﬁ¥ﬂ*mmm£@tbLEF?A4Z%EﬁL@wT<téMOT—
M CEF VLAN RERTESINTWRWE, BFT NS ADFFNERKRLET,
T—HRARNNBIP 7 4 R THR— MR SN TOWDLEAIL. VT RAL UE— &
ETHOMNERHY ET, TFT A AT A2LENRHHEEIT, VT RAAL VE—R%E
BETHLENH Y 77,

/\70) 1ﬁi 7/\4X%EE%L %ﬂ%n%muuﬁbfj_ ]\77'1220)'{2#‘1)7«4;2%{%(‘

%%)ctj ‘g—é i ?/V?HLHE:E“— Rl L&iﬁéﬂ‘gb)}bniﬁ—o Ei)I’VLAN Z)‘Eﬁﬁiﬂéﬂ
TWAEARIE., ZOF—RFTHRIETEZDHEFRT A AT 1 2T TT,

VILVFERARE—FRTH, NTHLOBEREAR FDOIZODOR— 77 v A4S E 323,
< NVFHRA NE— RTIE, HAIOLT—FNEIEINTZB TT A A U CEFRIBROR— 7T
7 ANEZ bNET,

WROHFITIE, F— OV TFHIEET— REA F—TNZT D HEERLET,
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. authentication host-mode

/3 A (config-if) # authentication host-mode multi-auth

WOBFITIL, R—=br DIV F RAAL E— R X—T VT DL HEEZRLET,
7 /3A A (config-if)# authentication host-mode multi-domain

ROPITIZ, R—=FDINVFRANE— oA R—T VT L HiEEZRLET,
7 /5A A (config-if)# authentication host-mode multi-host

WOFITIL, R—=FDY U TNVERARNE— N2 RX—TNMITDHHEERLET,
7 /3A A (config-if)# authentication host-mode single-host

X TE & MR T 521X, show authentication sessions interface interface details £#4% EXEC
avr REANLET,

B tx2U7«
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authentication mac-move permit .

authentication mac-move permit

BX DA

AU RTIHIE

AU R E—F

device ETCOMACEBENZ A R —T /T DI, Ze— a7 4 X¥al—rarE—R
“C authentication mac-move permit =~ > FZfEH L £, MACEBEIZT 1 E—7 /12T %
Wi, Zoa~vy Fono BAEHEHLET,

authentication mac-move permit
no authentication mac-move permit

Zoa=wy RIS ELIIF—TU—FiEH D T8 A,
MAC BEN TN 22> TV ET,

JFa— ) ary7 4 Xalb—g

av Y RERE

FREDHA FS14 2

)1y—= EENE
Cisco IOS XE Fuji 16.9.2 oavwry RPREAINEL
770

Zoawy REFEHTL L, device LD R — M THEIEFR A MBI TEET, =& xF, R
EENTZHAA R EAR— I\@F'ﬁ CTNRAARHY, FOFRASPIOR— MBI LIZGE. @R
AEE Y v a IERMIOR— M BHEIRES L. AA MIFTLWA— N ETHEIESNET,

MAC BEINRT 4 B—T7 VT, FBIESNTEHA A RBBIOR— MIBEI L7256, TOFRA M
ﬁnunﬁéﬂﬁ— i}iiﬁ ﬁ)%ﬁﬁibiﬁ—o

WOHFITIL, device ETMACBEIZ A r—7 W T D HEEZRLET,

T /3A A (config) # authentication mac-move permit
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. authentication priority
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authentication priority

70:7/1)2]_U5:/fu;<}‘\—munEj]ﬁ_té’ij—g«é X, A F— 731/1)2:[/7/1)3%:’—1/*‘\:/5/
“&— RC authentication priority =~ > A LE T, 77 4/L MTE DI, no B D =
~r REMHLET,

authentication priority [dotlx | mab] {webauth}
no authentication priority [dotlx | mab] {webauth}

BXDEREA

aAavY R TFI4ILk

aAvU kR E—F

dotlx (LI2) 2R H R ONERAT 802.1X 2580 L %
ﬁ—o
mab () FBFEH RKDONEFIZ MACRERE/ A 7R A

(MAB) #BMLET,

webauth AL R DNAFFIZ Web GRAEZ BN L £,

TNV ENDTTAF YT ¢ 1F, 802.1X FREE. MAC FREE/NA /XA, Web FRAFDNE T,

AR —T oA A AT 4 Fa2l— gy

avy FERE

FEREDAHA RS2

)1)y—= EENE
Cisco I0S XE Fuji 16.9.2 Zoavwry RBREAINEL
77

JEFFATT TR, A FRR— MRS NI LT S ZZ2AEL & 9 L7972 & ZITaeT
TLHADNEFZREL T,

— NI T =Ny 7 HFREBEEEERTT 5 & 15, Web i%GE (webauth) ZHFZICERTE L T
<TE&EW,
WAL TR T T4 AT 4 ZEY %Té Lk, A F VT o 0EmNERE, T
FAF VT 4 ORNEITHORIEFRUCEIVIAFED Z LN TEFET,

GE)

I IAT 2 PIRTTICHEIES N TV DAL, T I7A4F VT 4 D@ GFROE D AL FE AT
L&, BRGESND ZEDHY £,

RREFRDT 74NV DT FZAF VT 41X, F4TY X MDIEFIZEBIT 5 ZDOALE L [F LT,
802. 1X3 Aic nﬂ.:. MAC Aty HE/\/I) INA (MAB) Web it nﬂ:.@ ”EVCTJ— 0)5‘7%/1/ }\ O)JII/E\}_‘%_‘%%E
T 5I121L. F—7 — K dotlx, mab. I kL webauth 2/ L £,

WOFITIE, 802.1X ZHRAIDFRAF T, Web ilil % 2 BHO DRI ST E L TRET D
FiEERLUET,
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authentication priority .

T /34 A (config-if)# authentication priority dotx webauth

’OBITIiL, MAB & B ORGSR, Web Fika 2 ZBO DRI L LTHRET D

FEERLET,

T /3A A (config-if) # authentication priority mab webauth

BEEavTY R

avyU kR

i

authentication control-direction

R— b = P20 E 3T RIS BE
L/i‘d‘o

authentication event fail

mqu‘?Z**‘/k MERFET 7 — &7 nﬁéﬂiﬁb\
2—HF I LF oy LOFERE L THET S
FiEERELET,

authentication event no-response action

RBRE~ 1 — ¥ ¥ DRERET T — Z IS D 7R
A hOfERE LTI 2 k2 R E LE

authentication event server alive action
reinitialize

IR BZEARBE CTH - 1230EE. FFnl. TAh v
VT T RNBMER RIS o T X
FEF~v R —T vy a EEOEL L E9,

authentication event server dead action authorize

SREE. HFR[. T H I UT 4 v T — 3R FE
REEIC o T L XIGRIE~ A — Vv Yy g
VEHALET,

authentication fallback

Web FBAED 7 4 —/V Ny 7 FFREA F—T )L
WZLET,

authentication host-mode

RANOEIEIR— b ~DOT 7 A% LE
TO

authentication open

RN—=NTH—F T EvREA X—TVITL
F9,

authentication order

BAF~ R =X NR— DO FTA T D
REEERADIEFZEE L FT,

authentication periodic

T F@Q@ﬁwuuﬁ%’f? 7/1/ LiTo

authentication port-control

HEHAR— FOFAIAT— FEaRELET,

authentication timer inactivity

HERE L WEGE~ X — Y Y & v ¥ 3 & iR
KT THECORMEZFRELET,
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. authentication priority

t¥auFq |

avy kR

B

authentication timer reauthenticate

mou‘_E?Z\"—‘T/’\’ 75‘ ufFTiI"*— }‘ @ﬁmuuﬂi%uiﬁ
LR ZFEE L E T,

authentication timer restart

RRE~ — ¥ PEEFF AR — b DOFRGEA 7

HHbEZfEE L £,

authentication violation

R—b ETEFR2 )T @B LELCTZHAI
a7 7 varzimELET,

mab

*‘}‘@MACWLNJ /\4/\2%4'7 7/I/ﬂ [_/
iﬁ“o

show authentication registrations

?@?ft’\?*—ykil;‘ﬁ%éhfb\ mu\nfkjit
B4 2FhaeRrLET,

show authentication sessions

fﬁf@muuﬁ“\?Z““/V‘E/‘/a g Fﬂlgj—é'l‘%
WMEFRRLET,

show authentication sessions interface

HEEDA VA —T 2 A ADRIF~F— ¥
B4 2FhaRrmLET,
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authentication violation .

authentication violation

B LT S ZRR— MBS STz & & IR RKEBOT A ZARAR— M ST
DIREETH LT NS AR — MR SN2 & ZCBAETHIENT— RERET DL, A
VHE—=T 2 A AT 4K 2 b—3 g F— KT authentication violation =~ > F&{HfH L %
7,

authentication violation{ protect | replace | restrict | shutdown }
no authentication violation { protect | replace | restrict | shutdown }

BX DA protect FHLARWERE MAC T L 2% Fa v 7 LET, syslog
T—I3ERINEREA,
replace HAEOY vy a U EHIBRL, HrLWARA Mk 57EFEZE
WBLET,
restrict HIX T T —OFAERFIZ Syslog =7 —ZARK L £ 77,
shutdown TS5 —2koT, FHILZAVWMAC 7 RLARTEAET S

A= b EIIPHER— R R T 4 B =T T2 Y £,

97V KF74) )L+  Authentication violation shutdown E— R34 X —7 /WIS TWET,

aAvY RE—FK A B —T A AT 4Fal— g
avy FERE )1)—= EERNE
Cisco 10S XE Fuji 16.9.2 Zoavwy RBNEAINEL

77

BEEDHA RSAy R—bETEXFaUT 4 EBERARELE L EICETTLT 7> a v EEET 51213
authentication violation =~ > RZfEfH L £,

WOFITIL, H LT S ARKR— l’ﬁ%ﬁ‘?‘é LA, errdisable (2720 . v w b
7344 X 912 IEEE 802.1X xfhta s — &Eféﬁ&%rbi#

T /3A A (config-if) # authentication violation shutdown

ROBITIE, F LT AL ARR— MNIERT 2HGIC, VAT LT —Avk—Y
AR LT, A= FZHlRE— FICEET D X 5 I2802AX %ISR — AR ET 2 ik
ERLET,

T /NA A (config-if)# authentication violation restrict

I X7+« .
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. authentication violation

OB TIE, FrLWOT AN AR — NIRRT D E X, TOT A AEEET D X
I 802X XA — M ERET D HFEEZRLET,

T /3A A (config-if)# authentication violation protect

WOBITIE, FLWT A ANAR— M T 5 & X, BfEOE Yy v a U ZHIFR L.
HLWTF S R L AEAEBIAT A X 912802 1X SR — AR ET A FiEEZRL
i‘j‘o

7 /3A A (config-if) # authentication violation replace

FREZ MR+ 5121%. show authentication 554 EXEC =~ > R&Z AN L E 7,
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cisp enable

BX DA

AR TFIHILE

AU kRE—F

cisp enable .

A A »F T Client Information Signalling Protocol (CISP) ZHZNZ LT, 7V H 2 FAA v
FOA—R T4 =R LTHEL, A=k T 4 7 —F AL v F OV TV k& LTH
BET AL DI TDITIE, cisp enable 72—/ 3L a7 4 Falb—v gy avr REHHLE
j‘o

cisp enable
no cisp enable

Zoa<wy RIZIBIEELIIF—U—NIb A,
T 7 4/ N OEBERLEIZDH U AL

Ja—N_) a4 Xal— gy

avy FERE

EREDAARZA4

)= EENE
Cisco 10S XE Fuji 16.9.2 Zoavwr RREAINEL
776

Ihavwry FAFHEEAIN
FLZ, Zoavr NIk
N T R—FENFEREA,

F—= T A =BT I B N AL TFOMDO) I3 T 7T, MFDOAAL vFT
VTP A F—T AT DAL, VIP FAAL VANFE—THY ., VIP E— R —Th b
WVERH Y F97,

VIPE— REBRETDHEICMDS T = v 7 AOR—FHT T =276 L 212 T 57D,
WD EEHER L T IEEV,

s VLAN BEALD2EBEDAAL v FITRESN TN L, FIU KA A T VTP =308
DEHMETDHZENZOREDHEKIC /D Z ENH Y T,

CWITDAA v F T, REDY BV a v FENRER->TND I L,

WOFITIE, CISP A X—T7 W5 HEEZRLET,

7 /3A A (config) # cisp enable

avw >R EBA
dotlx credentials”' @ 7 7 A /L Ta Ty ANET TR AL v TFICHETE
LET,
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. cisp enable

t¥auFq |

avy kR

B

dotlx supplicant force-multicast

802UIX H TV I RN TFx R M3y
FERET D LD ICmEI L ET,

dotlx supplicant controlled transient

021X V7 U B M X BHHIHT 7 A%7&
ELET,

show cisp

BESNTEA X —T A4 ADCISPIHH %5
%Liﬁ‘o
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clear errdisable interface vlan

clear errdisable interface vlan .

error-disabled JRHEIZ 72 > T /= VLAN Z FH O 12— 7 /W2 T 51213, ###E EXEC & — K Tclear

errdisable interface =~ > RZfEH L £7,

clear errdisable interface interface-id vlan [vian-list]

BX DA interface-id

A B =T AEEELET,

vian list

(FE) HOA RX—7 LT 5 VLAN DV X
FEdEE LET, VLAN U 2 h&ZFEE LR
BAIE, T_TO VLAN NS 2 — 7L
e ET,

ARV EFI4N L T AN FOBEREIZH Y EE A,

ATV R E—FK F#e EXEC
avr FERE )1y—2 FERNE
Cisco I0S XE Fuji 16.9.2 Zoavy RpREAINEL
7o

FEEREEDHA K54 > shutdown I E U noshutdown DA > X —T = f X a7 4 Falb—aryavy FefEfL
TAR—= FEFHOA X =TT D, clear errdisable 1 ¥ —7 = A A2~ R&EfH LT

VLAN O error-disabled #7 ) 7 CT& £9°,

WOFTIE, HE Y b A —PF > b R— |k 4/0/2 Terrdisable (272 > TWHT T
VLAN #FH O, X —7 W2+ 5 A2~ LET,

7 /3A A4 clear errdisable interface gigabitethernet4/0/2 vlan

BEav> K avU R

B

errdisable detect cause

R EDFIN, £ _XRCOFRIZH LT
errdisable i & A r—7 2 LET,

errdisable recovery

[ A T = X D2 E LE T

show errdisable detect

errdisable i A7 — ¥ A2 £ R LFET,

show errdisable recovery

errdisable [A1f8 % 4 ~—DIFRE TR L F T,
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t¥al)Tqa I
. clear errdisable interface vlan

av ok & EA

show interfaces status err-disabled errdisable A7 — NI > TWAA L X —T =
AADYARNDA VHE—T A A AT —H R
wFRRLET,
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clear mac address-table .

clear mac address-table

BEDXAFTIvIT RLA, EDA 2 —T 2 A A EOTRTOXAFI V7T RLA,
AL I AUNEDTRTCDEAF I v 7T RVA, £72038ED VLAN EOT_RTHOL A
FIvIT RLAZMACT RLUAT—T7ANGHIERET 5121E, clear mac address-table = < >/
RERHEEXECE— RCHEALET, Z0a~<y RixE~=MACT LU A@EMZ a— )L B
AL IUTLET,

clear mac address-table {dynamic [address mac-addr | interface interface-id | vlan vian-id]
| move update | notification}

EX DA dynamic TRTOEAF Iy 7 MACT RLAZHIRL

i ‘g—o

address mac-addr fEE) BESNT=FAFI v MACT R
A EHIBRL 9,

interface interface-id (FEE) fBESn=WER— M ERITR—
F¥ I EOTRTOHAFI 7 MACT K
VAEHIBRLET,

vlan vian-id (EE) HBESHT7Z VLAN OFT_XTOF A F

Ty MACT FLAZHIBRL £, FEETE
DHEPHIL 1 ~ 4094 T,

move update MAC 7 KL A7 —7 L™ move-update /7 7 >
XEI7 VT LET,

notification BT —T7NV0@MmE 7 VT L, Avo 2%
Uty FLET,

ATV R FI4ILL T 7 AN NOBERHEIZH Y FH A,

avURE—F FrHE EXEC
av Yy FERE 1)1)—= EEARE
Cisco 10S XE Fuji 16.9.2 oavwr RBREAINEL

77

FEHEEDHA KSq > FRPHIBRS N L 2T 51213, show mac address-table 5 EXEC =~ F& AJjL
£

ROBFITIL, #A4F Iy 7 T RVAT—=TANLREDMACT RUAZHIBRT %
EaRLET,

X7+«
I



. clear mac address-table

t¥auFq |

5 /3A A# clear mac address-table dynamic address 0008.0070.0007

BEEavT R avw R

A

mac address-table notification

MAC 7 R L A @agAES 1 % — 7 c L&
TO

mac address-table move update {receive
transmit}

24 v F EOMACT KL A F—T LBITH
BraE LET,

show mac address-table

MACT RVAT—TNVDARAEZT (v =
MBI A Iy = P BFERLE
ﬁ‘o

show mac address-table move update

AA wFITMAC 7 RL A F—7 VB ITHE S
BHhEFRLET,

show mac address-table notification

interface x— 7 — RN BMEND &, 7T
DA B —T x4 AFTITRESNT A v —
7 A AZHTHMACT KL R BHIGEE & 3
RLET,

snmp trap mac-notification change

BEDA v X —T7 x4 ADSNMPMAC T KL
AEH N T vy e A X—T NV LET,
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confidentiality-offset

MACsec Key Agreement (MKA) 75 ks 2L Z 202 L C MACsec BiEDBEE A7~ M %
BRETDICIE, MKAKRY v— 3> 7 4 X a bL—3 3 £— R T confidentiality-offset =~ >
REFEHLET, BEEA 72y hEEICTHIE, Z0a~vy Fono XA EH L ET,

BX DA

AR FIAILE

aAvU R E—F

confidentiality-offset
no confidentiality-offset

confidentiality-offset .

Zoa<wy RIZEIBIEELIIF—U—NIb A,

BN A 77y MBS/ TWET,

MKA RY v — a7 4 Falb—3 g (config-mka-policy)

vy RERE )1)—= EEANE

CiscolOSXEFujil6.92 | = pa~<wy R EAINE LT,
fl Wi, Mgt 7y F AT B HIR R LE T

Device> enable

Device# configure terminal

Device (config) # mka policy 2

Device (config-mka-policy)# confidentiality-offset
BEEa<T YR Command Description

mka policy MKA R Y > —%RELET,

delay-protection

MKPDU D55 CIEIERELZ AT A L OICMKAZRE L 7,

include-icv-indicator

MKPDU IZICV £ > P — R &0 ET,

key-server

MKA ¥ —H—"F 7 a v ERELET,

macsec-cipher-suite

SAK #5357 D ZAAL — NaRELE T,

sak-rekey

SAK F—fA kIR Z i LE 9,

send-secure-announcements

MKPDU OEETEF TR T F U AZ2EET 5 L 912 MKA
EPRTELET,

ssci-based-on-sci

SCIIZESWT SSCIL A 3HE L £,

use-updated-eth-header

ICV AT EH SN A —H % w b~y F— &M LET,
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. cts manual

cts manual

B DEREA

AR KR TFI4ILE

ATV R E—F

t¥auFq |

Cisco TrustSec X% = U 1 (CTS) OA v X —T = A A FETHMZT AT, A F—
Tx2A A a7 4Falb— gy FT—RCTetsmanual 2~ REEH L FEI,

cts manual
o=y NI, 5IEEREFF—IY—FEHY A,
F o —T

AB—Tx2A A AT 4F 2l — 3 (config-if)

2 KRR

FEREDHA FS14 Y

3l

J1y—=x EZHERNRE

CiscolOSXEDenali163.1 | Z o~ RBREE I, WS OO F 7T a URBEIMENE L
7,:—0

Cisco IOS XE 3.7E ZThavwr RREAINE LA,

VDoPIER) =B txFa )Ty TV vm— g 7n F:I/I/ (SAP) % F%iET % TrustSec
FEAN LA —T A AT 4 K2 b— g UZHET AT, ctsmanual 2~ 2 K& L
i‘ﬂ‘o

ctsmanual =< > RN ESINZHE. 80LIXRFRTY v 7 TEITSNEFHA, R —%F
FL, Vo ZI@EAT DL, policyV 7 a~y REHHLET, T 740 FTlE, AU ¥—
IEA SIVERE A, MACsec Y v 7 W BALZ X ET HI2IL, SAP R I =—3 9 /XT A —
HERTILENDHY ET, 7 74/4 T, SAP AR > T ER A, [A U SAP
TIARXAS—F— (PMK) #V 7 DOWETHRETHLERHY 3 (F 0, /MW
)

KIZ. Cisco TrustSec FEIE— R&BHtET 262 R L E£7,

Switch# configure terminal

Switch (config)# interface gigabitethernet 0
Switch(config-if)# cts manual

Switch (config-if-cts-manual) ) #

WIZ, A Z—=T =4 A6 CTS FEIRREZHIFRT 262~ L £,

Switch# configure terminal
Switch (config)# interface gigabitethernet 0
Switch(config-if)# no cts manual
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cts manual .

EEav> R

avy kR

B2l

propagate sgt (cts manual)

Cisco TrustSec Security (CTS) A v #—7 A ADL A ¥ 2 TD
X2 VT =T 27 (SGT) DInEEZHAMMILET,

sap mode-list (cts manual)

PMK ¥ XN SAP FRGEE— R ERF LT — N2 FEITHREL., 2
DDAV HE—T =4 AMTMACsec V) v 7 ODiFE{ba I = —
FLET,

show cts interface

Cisco TrustSec A ' Z—7 = A AR EDHKIIERZFR L T,
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. cts role-based enforcement

cts role-based enforcement

Cisco TrustSec #—/L_X—2A (X2 VT4 7 V—7) Tr7vAar bo—LiEfaeHmocd
AL, Fa—\)L a7 4 ¥ 2 L—3 3 F— KT cts role-based enforcement =~ . K%
FEALEST, ZORELENZTHITIE, Z0avr Ron BN E2FEHALET,

cts role-based enforcement [{logging-interval [ | vlan-list {all | vian-ID [{,}] [{-}1}}]
no cts role-based enforcement [{logging-interval [Ff][ | vlan-list {all | vian-ID [{,}] [{-}1}}]

BX DA

AU R TIAIE

ATV R E—F

logging-interval UEE) X227y INV—TT77Aarbte—L U AL

interval (SGACL) »u Xy VBlEsa%E LET. interval 53O 721X
5~ 86400 B TI, T 7 A4/ M 300 7 TT,

vlan-list (f=E) v—L_"—ZX ACL M &N 5 VLAN 3% E L £,

all (fE&) +_ThD VLAN Z$5E LE T,

vian-ID (f&) VLANID, Azh72fli% 1 ~ 4094 T3,

, UTE) B VLAN # 5 >~ CRE > THEELET,

- (FE) VLAN O#iFZ A 7 TR > THRELET,

—L_R—Z 77X ayhba— L ZEHINEEA,

Jua—s9r ar7 4 ¥ a2 b—3 3 (config)

av Y RERE

FEREDHA K4V

\}

J1)—= EERNE
CiscolOSXEDenali 16.3.1 —pa~<wy RREAINE L,

GE)

RBACL & SGACL IZHE#AIZHE A SN ET,

2 A T Cisco TrustSec kA % —7 =4 A0 SGACL MM % 7' 1 — S )VICH N £ 7= 138
T HIZ1L.  cts role-based enforcement =~ > K& L4,

FEDO7a—orn 7 nHhEN5T 7+ /v SOMEIZ300MTT, 774V NOMREEET
5121, logging-interval X — YV — RZfEHA L E£9, X 71E, Cisco ACET7T U —v 3
arv hr—/L =Yl logging ¥ — U — RBHLGEICOHR NI H—INET,

VLAN T® SGACL # 1%, 77 4/ FTIEAMI /> THERFA, AL v FREAS o H—
Tz A (SVI) TLAY2AAL vF Ry hBLXOLVA¥3 A1 vTF K347 v D SGACL
WHZAENE - ITENTT 121, ctsrole-based enforcement vlan-list ==~ > K& L E4,
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cts role-based enforcement .

vian-ID B2 13H—® VLANID, VLANID ® U X h, 771X VLANID OHif%# 5 E Tx ¥
ﬁ—o

SGACL 2 415 VLAN TSVI BT 77 4 7 CToh H%A. SGACL (X% D VLAN D L A
Y2LLAYIDOWMEDAAL »F KXy Ma#EHENET, LA V3 AL vF 2 71ESVI
ZEEH L2V VLAN W TIEEH TE Zenicd, SVI ZEH L2 WEE . SGACL 1L LA ¥ 2 A
AvF Ry MZoR@EH SN E T,

KIZ, SGACL v X JHRE®RET D62~ LET,

Switch (config)# cts role-based enforcement logging-interval 90
Switch(config)# logging rate-limit

May 27 10:19:21.509: %RBM-6-SGACLHIT:

ingress_interface='GigabitEthernetl/0/2' sgacl name='sgacl2' action='Deny'
protocol="icmp' src-ip='16.16.1.3"' src-port='8' dest-ip='17.17.1.2' dest-port='0"
sgt='101" dgt='202"' logging interval hits='5"

BEa<> R avw vk Bz
logging rate-limit 1M e 72k EnNs A v —C0EEEHIR L ET,

show cts role-based permissions | SGACL O#ERY X FE2FK R L E9,

I X7+« .



. cts role-based 12-vrf

FauFq |

cts role-based 12-vrf

LA ¥ 2 VLAN O Virtual Routing and Forwarding (VRF) A > A X A &=ERTHI1Z1F, 72—
SNV a7 4 X2 lb— g F— KT ctsrole-based 12-vrf =~ > R L ¥4, RELH
B 2icid, Zoavr Fon BRXEFHLET,

cts role-based 12-vrf vrf-name vlan-list {all vian-ID} [{,}] [{-}]
no cts role-based 12-vrf vrf-name vlan-list {all vian-ID} [{,}] [{-}]

B DEREA

aAvY R FI4ILE

O R E—F

vif-name VRF A AKX L ADLTHI,

vlan-list VRF A R L RIZBY B THNABVLAND Y X &R ELET,

all T _TDO VLAN 25 L7,

vian-ID  VLANID, A%h72MEi% 1 ~ 4094 T3,

, UEE) WD VLAN #5 »~w CRE > THELET,

- (&) VLAN O#iflZ A 7 TR > THRELET,

VRF A VA X v ATBIREI N TWERA,

Jua—s )b ar7 4 X2 lb—3 3 (config)

avy FERE

FREDHA FS14 Y

J1y—=x EEAR
CiscolOS XEDenali 163.1 = o=o~y RABASHE LI,

vian-list 513023 E—@ VLANID, 7>~ TXUI6N7Z VLANID DU A~ £72dNA 7
TREISHN7- VLANID O#il A EE T £7,

al ¥— U — Fi3, Xy NT—2F NS4 2T L 5> THER— FEN TS VLAN OLHiF & 7%
TY, all F—U— Fid, NMEBMEAER (NVGEN) 7rit X ThiFFSNEEA,

cts role-based 12-vrf =~ > R3[A U VRF ICEEEIEITEINL5E. ATTSNDEFE LK~
> Rix, ¥8E&N7= VRF IZ VLANID B L £,

cts role-based I2-vrf 2~ > R Ci%E S 472 VRFHI Y % TlX, VLAN S L1 ¥ 2 VLAN & L Cife
FFSNTWARIET 77 4 7 CF, VREDEID Y TRT 77 ¢ 77z, F¥ L7z IP-SGT N
A F 4B VREEIP 1 b3l N—2 g VTR T S-S HR— 2 (FIB) T —
TIZBMENET, VLAND RS v TS v H—T A R (SV) WT 7T 472D L,
VRF 225 VLAN ~OE ) YTRIET 77 4 712720, VLAN THEEINTZT X TONAL T 4
> 7' SVI @ VRF I[ZBEfH T 637 FIB 7 — 7 VB E S E T,

SVIA v H—T oA A&RETHITIT interfacevlan =~ RZHEHA L, VRFA LV AZ L A%
A B —T = A AZBEHEAHT H12IX vrf forwarding 2=~ > R&EFEH L ET,

. X2 T+«
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cts role-based 12-vrf .

VRF 7°5 VLAN ~OEID BTk, BV Y THRIET 77 4 Tl > THRFEESNET, SVIRN
HIBR S ALz, I SVIDOIP 7 RLADERINTZIGAICHET 77 1« 7{banEd, H7 7
T 4 T ENTHE . IP-SGT A 7 « > 71X, SVI @ FIB I[ZBH#f} 1) S/ FIB 7—7 v
5. cts role-based 12-vrf =~ FIZ X - THIY YT o472 VRF IZEER T 57z FIB 77—
TVICRERENET,

WIZ, VRFEA LV AZ L AZEND B THALD VLAND U X F&ZRIT D614~ L ET,
Switch (config)# cts role-based 12-vrf vrfl vlan-list 20

WIZ, SVIA v Z—T oA A%ZFHEL, VRFA V AH U A&t 262~ LET,

Switch (config)# interface vlan 101
Switch(config-if)# vrf forwarding vrfl

BEa< R av Uk EREA
interface vlan VLAN A v Z—7 = A ZA&RELET,
vrf forwarding VRF £ VAR o ZAF TRy NV =0 %A U F—T = A

AFEFIIYTA v —T = A REEM T E T,

show cts role-based permissions | SGACL O#E[RY X h &2 FK R L F9,
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. cts role-based monitor

t¥auFq |

cts role-based monitor

0—IL_R—=2 (EXa2 T4 N —F) 7/ AVRANE=Z Y L TE2ENTHITE. 7
a—/N)L a7 4 ¥ a2l —3 32 F— KT cts role-based monitor =~ > RZfHEH L £7,
=)L _X—RX T 7R YANE=ZY TEHIRTAHIZE, Z0avy RO ne B E2HEH
LET,

cts role-based monitor {all | permissions | {default | from {sg7| unknown}} to {sgf | unknown}
[{ipv4}]}

no cts role-based monitor {all | permissions | {default | from {sgf | unknown}} to {sgr |
unknown} [{ipv4}]}

BX DA

avY R FI4ILk

aAvU kR E—F

all FTARTDIES T ~DFT XTORELS T OMREE=2 LET,

permissions | SOX[ETLH I D | DOFIEY T ~DOHREZE=Z LE T,

default F 74V NOMERRY A NEE=F LET,

from TANZI o TEND ST T4 v I DOFEETRIN—T Z T ERELET,

sgt vX2 T 4 SN —TF %27 (SGT) HEMEIL 2 ~ 65519 T,

unknown READOEETE 1T/ NV—74% 27 (DST) ZHEL X7,

ipvd4 (LE) IPvd 7 ha Lz ELET,

0=/ X=X TR aryra—)LE=ZY U TIIEMNIR>TOEREA,

Jua—s)rary7 4 X¥ab— 3 (config)

avy FERE

EREDAARZA

J1)y—= EEAR
CiscolOSXEDenali16.3.1 Zpa~<> RREAINE L,

ra—sLE= X E— REFHTT HITIE, ctsrole-based monitorall =~ > K& L £9,
cts role-based monitor all =~ > R73FXE STV 5854, show cts role-based permissions =~
YROENIZIE, RESNTWDTRTORY v—DE=FE— N true L RRINET,
WIZ, EETCY I Dside s 7 ~D SGACL E =X 2% ET D% R LET,

Switch(config)# cts role-based monitor permissions from 10 to 11

BEEavT YR

avU R i BA

show cts role-based permissions | SGACL O#E[RY 2 &2 F R L E7,

B tx2U7«
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cts role-based permissions .

cts role-based permissions

1 DOEITLT N—T 00 1 DO T N—T ~OHREFINZT HI2E, 7r—rL 3
7 4 ¥ 2 L—1 3 ¥ FE— KT cts role-based permissions =~ > R&fiH L E5, HEREZHIERT
L2121, Zoavr Fone BREHEHLET,

cts role-based permissions {default ipv4 | from {sgz | unknown } to {sg¢ | unknown} {ipv4}
{rbacl-name [{rbacl-name....}1}}

no cts role-based permissions {default [{ipv4}] |from {sgf|unknown} to
{sgt |unknown} [{ipv4}]}

BX DA

AU R TFI4ILE

AR R E—F

default T 7 ANV EOMERY A NEEELET, EX2VT 4 IN—T TR 3k
o—/L U A b (SGACL) HERNDNFHAEITBINICRESN TV ARNTRTOE®
L (SGTX7) 1. 74V b0hTaVICELET,

ipv4 IPvd 7o ra L EEELET,
from TANEBEV U TEINDENT T 4 v DEETLITN—T 2B ELET,
sgt tX 2T 4 SV —TF %27 (SGT) HEWMEIZ 2 ~ 65519 T,

unknown  SREIDEFIILE IS/ N —T X T EEELET,

rbacl-name »a/l//\“»a}( T Aaryrue—)L YA+ (RBACL) F7-1% SGACL D4 Hil,
DFETIIA K 16 D SGACL ZHEETE £,

1 ODEETLITN—T26 1 DD T N — T ~OMHERRITHENI /2> TWER A,

Jua—srary7 4 Xalb— 3 (config)

avy FERE

FREDHA FSA4 Y

)1)—= EERAR
CiscoIOSXEDenali 16.3.1 = a<y RRBREAINE LT,

%%@%Eﬁfwwfﬁf(ﬁﬁ)\%%7WMf97(mH)&7®SQWL®UXF%E
LD, BEXHX7T0, HIFRL7ZZD 3 5IZIE, cts role-based permissions =~ > K& ff L
T4, ZORIY —iE, HLDGDH;&KH T DHAT I TR =RV ED
HEhTT,

cts role-based permissions default =~ > K ClL, [FIU DGTIZXT 25X A F I v V7R —
MIRNINED | T 74V RRY —DSGACL DU A hEEFR LY, BEHz/7-0, HIBRL
Vil B R/ R G= 3= S

WIZ, 7 N—T DR ZGNZT 02~ L ET,

Switch (config)# cts role-based permissions from 6 to 6 mon_2
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. cts role-based permissions

BEEav R av R

aiBA

show cts role-based permissions

SGACL DHEFR Y A M &2 FKom LET,

B tx2U7«
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delay-protection

delay-protection .

MACsec Key Agreement Protocol Data Unit (MKPDU) D53 I Z R IELR# %3 5 X 912 MKA
ARETDHITIE, MKARY & — a7 4 ¥ 2 b—3 g F— T delay-protection =~ >

EEMLUEY, BIERH#EL BT DI,

delay-protection
no delay-protection

BX DA

AR FIAILE

aAvU R E—F

Zoa=wry Ron R EFEHALET,

ZOoawy RIZIEBIEELITF—U—RIZH Y A,
MKPDU DX %13 2 BAERFE XN e > TOVET,

MKA RY v — a7 4 Falb—3 g (config-mka-policy)

vy FERE )1)—2x EERNE
CiscolOSXEFujil6.92 | = pa~<wy R EAINE LT,
Bl RIZ, MKPDU D5 THERIERE AN T2 L 9 IC MKA 2% ET 564~ LET,
Device> enable
Device# configure terminal
Device (config) # mka policy 2
Device (config-mka-policy)# delay-protection
BEEa<T YR Command Description
mka policy MKA RV > —%FELET,

confidentiality-offset

WEtet 7+ > F&EREL TMACsee Z#EI{ESEE 9,

include-icv-indicator

MKPDU IZICV £ > P — R &0 ET,

key-server

MKA ¥ —H—"F 7 a v ERELET,

macsec-cipher-suite

SAK #5357 D ZAAL — NaRELE T,

sak-rekey

SAK F—fA kIR Z i LE 9,

send-secure-announcements

MKPDU OEETEF TR T F U AZ2EET 5 L 912 MKA
EPRTELET,

ssci-based-on-sci

SCIIZESWT SSCIL A 3HE L £,

use-updated-eth-header

ICV AT EH SN A —H % w b~y F— &M LET,
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B ey mac7oEz UR YT R L—vaY)

deny MAC7V R YR AV IT4xXal—3Y)

FHEN—BLTGEIZIEIP NT 7 4 v VBRSNS DOEBIET DI2E, AA v TFRAEZ v
FLEFAZ T A, v F L TdenyMACT 7 EAV A N a7 4 F¥alb—vgravw
YREMFERLET, ARIFFEMACT 7R YA SO OESSEELHIRT SI2Z, Zoa<vy
RD no A ZEH L £,

deny {any | host src-MAC-addr | src-MAC-addr mask} {any | host dst-MAC-addr |
dst-MAC-addr mask} [type mask | aarp | amber | appletalk | dec-spanning | decnet-iv
| diagnostic | dsm | etype-6000 | etype-8042 | lat | lavc-sca | lsap Isap mask |
mop-console | mop-dump | msdos mumps netbios | vines-echo | vines-ip
xns-idp] [cos cos]

no deny {any | hostsrc-MAC-addr | src-MAC-addr mask} {any | host dst-MAC-addr |
dst-MAC-addr mask} [type mask | aarp | amber | appletalk | dec-spanning | decnet-iv
| diagnostic | dsm | etype-6000 | etype-8042 | lat | lavc-sca | lsap Isap mask |
mop-console | mop-dump | msdos | mumps | netbios | vines-echo | vines-ip |
xns-idp] [cos cos]

B DEREA

any FTRTOFETLEIIIIEMACT R A &4E
HLET,
host src-MAC-addr | src-MAC-addr mask AARNMACT RLARLEEDOY T Xy b <

A7 wEHZRLET, Ty hOREEFELT R
ANEREINTZT FLA—HT 5. <
DT RLANLDIEIP bT7 7 4 v 7 ITHESR S
nET,

host dst-MAC-addr | dst-MAC-addr mask S MAC T RLRALEEOY T Xy kv &
JERERLET, Ty FOSET FLAR
EFEINLT RLAZ—EKT25HE, TO7T
RFLUA~DIEIP b T 7 4 v 7 3G S E
R

type mask (EE) 737 v b ® EtherType %75 & . Ethernet
M E7-I1XSNAP I P2 /b AFEEL T, 27y
N2A=N =Y % 1 [N D=

type [Z1F, 0~ 65535 D 16 #EH A IFETE £
TO

mask X, —% %7 A M9 5 HIIC EtherType (Z
A &5 don’teare B b D AT TH,

aarp LE) 7=V 7 T RLA%ZXy hU—
7 7 RUR|Z~ v ¥ 73 % EtherType
AppleTalk Address Resolution Protocol % 5 /E L
\i ﬁ—o
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deny (MACFZ €2 YRk avT4%aL—va) [

amber

({£7) EtherType DEC-Amber % & L £9°,

appletalk

({£:%) EtherType AppleTalk/EtherTalk % &€
l./ \i —é’—o

dec-spanning

({I:E) EtherType Digital Equipment Corporation
(DEC) ANR=r 7Y U —ZHEELET,

decnet-iv ({E&) EtherType DECnet Phase IV 7’1 | =
NERRELET,

diagnostic (f£:7) EtherType DEC-Diagnostic # 57 L &
T

dsm (&) EtherType DEC-DSM % f57& L £,

etype-6000 (&) EtherType 0x6000 % #57E L £,

etype-8042 (ff:) EtherType 0x8042 #f57E L £,

lat (&) EtherType DEC-LAT Z##57& L £,

lave-sca (f£7) EtherType DEC-LAVC-SCA % f57& L

£

Isap Isap-number mask

EE) 4 v O LSAP &R (0 ~ 65535)
L822I EERH LT, Ny b
o haLERELET,

mask /X, —E%ET A T HHIT LSAP F &I
W S5 don’tcare By DO~ A7 T,

mop-console

(&) EtherType DEC-MOP Remote Console
EHEELET,

mop-dump (f£&) EtherType DEC-MOP Dump % f57E L
i ‘a‘o

msdos (ff#&) EtherType DEC-MSDOS % f§7E L %
R

mumps (f£&) EtherType DEC-MUMPS %##5E L £
o

netbios ({E&) EtherType DEC-Network Basic
Input/Output System (NetBIOS) Zf8E L £7°,

vines-echo (&) Banyan Systems |Z & % EtherType

Virtual Integrated Network Service (VINES) Echo
EHEELET,

t*2U74 |}
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B ey mac7o ez UR YT FaL—vaY)

vines-ip (f£&) EtherType VINESIP i€ L £,

xns-idp (R 10 85, 16 5, £ 7213 8 HEHDIE:
. Ethertype T& 5 EtherType Xerox Network
Systems (XNS) 7’1 b=/ 24—k (0~
65535) ZHREL X,

cos cos UEE) TI9AF VT4 Z2RETHZD, 0~
TETOH—E R 27T (CoS) EEIEELE
I, CoS AL T4 NHZ Y U T1E, N—F
77 CRATEITARETT, cosF 7 v a UM
BEINTNDNE I D EERT HEE A
t—URERRINET,

AR R TFI4ILE

Zoa<wy RE, T7HNAVMEIHY ERA, 7272 L. AFHiftE MACACLDOT 74/ b 7
7 a IHEE T,

MACT 27 A YRAN a7 4Xal— gy

ATV R E—F
avy FERE J1y—x EERAR
Cisco I0S XE Fuji 16.9.2 Zoavwy RPNEAINEL
77

EREDAARZA Y

mac access-list extended 72—/ 27 4 X2l — g avwr REFEH LT, MAC 77
A VAR a7 4FXal—aryE®T— Rl LET,

host ¥ — U — R&EFEH LZES. T RLVATAZIZIANTEXERH A, hostx¥—T— R&{FHHL
BROWBAIX. T RLASRRAZ ZATTEHMERH D 9,

TR arke—)L xR Y (ACE) 7 7R hr—/L Y X MIBMENTSHE.,
U A N OFFITIIREER D deny-any-any 52 FELE T, DF D, BB RWIGEITIIAN T v
MIESESNET, 72720, BAIO ACE BEMEINDHHENT, U A MITRTONRT v NEFF
mLET,

IPX N7 74977 4N ) 7T 51203, HHSNTODLIPX I 7R/ ED X A TS T
T. type mask £ 7213 Isap Isap mask ¥ — U — RZ{EH L £, Novell ik & Cisco I0S HFET
D IPX B 7ML Z A FIxhied 57 4 V2 G RIC—ERRLET,

R2:IPX T 4 LA HHEE

IPXh FEeiiea 147 TR EE
Cisco 10S & Novel &

arpa Ethernet II EtherType 0x8137
snap Ethernet-snap EtherType 0x8137
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deny (MACFZ €2 YRk avT4%aL—va) [

IPXh TeiLiea 147 PEPIZE-$:
Cisco 10S & Novel &

sap Ethernet 802.2 LSAP 0xEOEO
novell-ether Ethernet 802.3 LSAP OxFFFF

WOFITIE, T XTOEETI S MAC 7 KL 2 00c0.00a0.03fa ~? NETBIOS k &
T4 7 HEGTHLEMTE MACHTRIET 782 U R A2 ERTHHEEZRLET,
TOVARNMI—HTHIN T 74 v 7 ITHEEINET,

T /3A A (config-ext-macl) # deny any host 00c0.00a0.03fa netbios.

WROBITIE, AFITE MACHEET 7 X U X hbIEGRIEEZHIRT 5 5iEkE2 R L

i‘ﬁ—o

7 /3A A (config-ext-macl)# no deny any 00c0.00a0.03fa 0000.0000.0000 netbios.

WORFITIE, EtherType 0x4321 O3 _XTH/7r v F&24EG L ET,

T /3A A (config-ext-macl) # deny any any 0x4321 0

FEETERT HIT1L. show access-lists f54# EXEC =~ > K& AN LE T,

avy kR

B

mac access-list extended

FEIP N T 747 HIZMACT FL A R—A
DT AV ANEBERLET,

permit

MACT7 7 AV A a7 4Xal— g
MHFFRILET,

SN B LG EIZIEIP N T 7 4 v 7 DR
EENDIDOEFILET,

show access-lists

ALy FICREINTZT 78R 2 ha—b
UARERRFLET,
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. device-role (IPv6 R X—tE'> %)

device-role (IPv6 X X—E > 45)

— MIHEH SN TWDET A, A0 — )V ERET HIZIE, IPv6 AX—E> 7 a7 ¥
L — g F— KT device-role =~ > RZEH L £1,

device-role {node | switch}

{1

EX DA node PN F AL ADO—LE ) — R ELET,

switch B SN 7-F A 20— L% A v FIZHELET,

:Ivsjlsj—_“jj_“/l\ 75/\\4)10)12*—/I/0i/_]\‘v6j—0

ATV R E—F IPVv6 AX—VE 7 a7 4Falb—vay
A%y FEE 1y—2 RERE
Cisco IOS XE Fuji 16.9.2 Zoavwy RPREAINEL

720

FEREDHA KSq > devicerole 2~ Nid, N— MIEH SN TNDET A AOR—LZ2fFELET, 774/
T, T3 A0 =L — R TF,

switth¥—U— RX, VE—FT A ANAL v FTHY, B =RV AL v FRILVF AL v
FE-RFTEEL TSI LERLET, R THELIEAS T 7 2 PV

trunk port 7’V 7 7 LV A L-ULTw—27 SE T, HR— b2 trusted R— b ;p)zﬁiﬂéi}’bfb‘é
e, N T 47 =2 b U idtrunk trusted port 7V 7 7 LA LAUL TV —7 SNNE T,

WIZ, IPv6 AX—E > 7 R v —4 % policyl ETEF L, T /34 A% IPv6 AX—E

Jar74Xal—varyE—KRIL, T A%/ —RELTHRETHHEZRLE
KR

T /3A A (config) # ipv6é snooping policy policyl
T /34 A (config-ipv6-snooping) # device-role node

. X2 T+«
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device-role (IPGND 4 2<% 3>) [

device-role (IPv6 ND A ARG 3Y)

ICHEE SN TVWAT AL A0 — L EFEET AT, A N—HER (ND) A > A
vav ‘l‘ Ji—ary74¥al—3 3 F— KTdevice-role =~ FafiH L £,
device-role {host | switch}

¥ESTDEREA host BaE s AL A0 — LB RA MIZRELET,
switch B SN T NS ADa— N E AL v FITEELET,

AU R TIHIbE

ATV R E—F

FRA ZPDa—)LER A N TT,

NDA VAR gy R)o—ar7 4 ¥alb—v gy

avy RERE

FREDHA FS14 Y

)1y—= EENE
Cisco IOS XE Fuji 16.9.2 Zoavwy RPREAINEL
770

device-role =2~ > Nid, RN— MR INTWELT AL A0 —LERELET, T 74/ 5
T, T ADR— VIR A R THDHEH, TRTOEEFL—FT RNRNEALA XA M
ALV N AvE—VI7 a7 SNET,

switth ¥ —7— RNX, VE—F T A ANAL v FTHY, B =NV AL v TFRINLVTFAA v
FE-FTEELTWS Z 2R LEY, R—FTHEELEASM T 7 2 U

trunk port 7’V 7 7 LV A L-ULTw—7 S E T, AR— b2 trusted R— b ;E’x’“fﬁéh'(b‘%’o
e, N T 47 =2 kU idtrunk trusted port 7 U 7 7 LA LoUL TV —7 SRLET,

KIZ. Neighbor Discovery Protocol (NDP) 7RVU o —4 % policyl & EF L., T /31 2%

NDA VAR aryRYI—ar74FXal— gy F—RNILT, T3( %7K
ARNELTRETDHHERLET,

T /31 A (config)# ipv6 nd inspection policy policyl
7 /34 A (config-nd-inspection) # device-role host
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. device-tracking policy

device-tracking policy

AL TFHET X o2 VT (B (SISF) R—ZADIPFNA A NFoFL 7 RY S —%HE
THIIE, Fr—rUL a7 4 X2 b—3 g F— KT device-tracking 2~ > RZff L £
T, TRA AT XU R —%FYIET A2, 20oa~vy RonBRE2HEHALET,

device -tracking policy policy-name
no device-tracking policy policy-name

BX DA policy-name  FNA 2 NT v F T RY —Da—WFEFL, RN —FITITREN 72T
%l (Engineering 72 &) F/2388 (072 F) ZEHTEET,

ATRVRTFILNE TOAR LT oRUT R P FRESHTOEE A,

avY R E—FK Jya—s\ ) arzZ 4 ¥al—iars

av Y FRERE Jj1)y—= EERNE

Zoavry RREAINEL
7=,

FEREDHA KSq4y T A FTvF 7 RY —%ET 5I121E. SISF ~X— A device-tracking policy =~ >~
K& LE 7, device-tracking policy =~ > R3A X —T7 /DL, a7 4 Fal— 3
VE—RBTNA AN TR T ar7 4 Falb—aryE—NEARIRET, ZOFE—
KTk, BHEBKRDO 7 7 —ARKy 7T X270 a~vr RERETEET,
« (fIE) device-role{node] | switch} : " — MIBHE SN ToT A ADOEEIZFFEL 7,
7 7 4 /v hid node T,

+ ({£E) limitaddress-countvalue : % —7%7 > N Z LIZHFRIESNDT RUAEEHIB L E7,
e ({EE) no: a~r RE®EHIT L0, FEFZOT 74V MIERELET,

+ (fEE) destination-glean {recovery| log-only}[dhcp]} : 7—% +T7 7 4 v 7 DEEFETLT N
VA ) == TR T4 7 T = NDEEEZ A X =T VT LET,
« (f£#&) data-glean{recovery|log-only}[dhcp |ndp]} : ¥(Z07 FL AL X7 —% 7 KL
AT N == TG LIS, T 4 v T—T DR E A % — T M LE T,
« ({EE) security-level{glean|guard|inspect} : ~ DEEIC L > THEHAINLZ X2 T 0 D
LV EFRELET, 7 74 /0 MX guard T,
glean : A v E—UnbT FLAZIEL, MbERETICAAM T 47 T—T NI
AN LET,

guard : 7 FLAZIEE L, AvE—V2RELET, SHIZ, RAB I DHCP % —
NRAyE—=VEERLET, ZOUBT 74NV OFT T 2 TT,
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device-tracking policy .

inspect : 7 RV AZIEL, AvE—TO B ¥EIEKRIEL T, 7 KL AOATH
e LET,

e (f&) tracking {disable |enable} : N7 v ¥ 7 AT a VEAEELET,

« ({LE) trusted-port : [FHHTCEX LA —FEZRELET, ZHICLY, 4T HX—F v b

WX T HH— KR T 48— MR 9, BEHTEHR— FEH L TR Iz a
CT 47, MOEDR—FERB L TEREENTA, T o 7 L0 bBESNE
T, T NAHIZT S R Y ZERRCL TV D & ZCEEDBAE LG, BEHTEX LA — b
DEESNET,

WIZ, THAANT X7 R =% ET D0 2R LET,

/34 A (config) # device-tracking policy policyl
T /3A A (config-device-tracking) # trusted-port

t*2U74 |}



B otixcitical (Fo—iLavToFaL—a)

X2l T4 I

dotlx critical (/' O—/\)LaA> T4 xXalL—>3Y)

IEEE 802.1X 7 U7 4 ANFIENT A—Z ZHETHIZIE, Fa— a7 4¥X¥a2lb—3

v &— KT dotlx critical =~ > KZ&HH L F9,

dotlx critical eapol

X DiRHA eapol X A4 o F NI VT ¢ ) R— NEIEFICHRIET S L. A1 v F 5 EAPOL flh A

=V EXETLLIITRELET,

ATV R FI4) 0 eapol iIT 4 E—T L TH

AT R E—F sa—\)arz 4 FXal—ra v
A%y FEE 1y—2 RERNE
Cisco 10S XE Fuji 16.9.2 Do~y FANEASHE L

770

WIZ, AL > TFNBDT7 VT 4 /v R— MEIEFICERAET D &, A4 v T2 EAPOL k%)

Ay —VEFEETDLIIRET LB ERLET,

T /31 A (config) # dotlx critical eapol

. X2 T+«
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dot1x pae

dot1x pae .

Port Access Entity (PAE) # A 7A2RET HIZIX, A F—T A A a7 1 Fal—ar
E— R Tdotlxpae 2~ A LET, RESNTZPAE XA T&T 4 B—7ICT DI
X, 2~ FOno XA AT LET,

dotlx pae {supplicant | authenticator}
no dotlx pae {supplicant | authenticator}

B DEREA

AR TFI4IE

AR E—F

supplicant AVE =T A RFH TV B R E LTETHEREL, A—% o T 4 —F T
DAV E—JIHSELERA,

authenticator (> % —7 = A 3A—C LT 4 r—X L LTETEWEL, V7V B2 MaT
DA =B LER A,

PAE % A4 I3 E SN TWVER A,

AR =Tz AL T4 Fal— g

avy FERE

FEREDHA K514

)1)—=x EENE
Cisco 10S XE Fuji 16.9.2 oavwry RREAINEL
77

Zoawy RRFEEASH
FL7, Zoavwr R BL
N T FR—FEINFEHEA,

IEEE 802.1X iBit % R — h ECTF 4 E—7 MZT 58451, nodotlxpae f > ¥ —7 = A A =2
V74X al—yaryavy REFHLET,

dotlxport-control f > % —7 = A A AT 4 Fal—alavwy ReANTHRELTHR—
I FCIEEE 802.1x i8R A 5% E L2t . AA > FIXBEICA — % IEEE 802.1x 4 —t&
TA—HE L TRELET, A=t T 4 —F%DPAEEIEIL. nodotlxpae f ¥ —7 =
AR T4 FXalb—vary avry REANLERTT =7 M2k £77,

RIZ, A B2 =T A ZARY TV b LTEMETD X ICRESN TV DB 2R
LET,

T /31 A (config) # interface g1/0/3
T /3A A (config-if)# dotlx pae supplicant

t*2U74 |}
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. dot1x supplicant controlled transient

dot1x supplicant controlled transient

BX DA

AR FIAILE

aAvU R E—F

FRRETZ 802.1X ¥ 7Y A1 > bR — b ~DT 7 ¥ X &I 511, 7mwnw:/74%z
L —3 = ¥ % — K T dotlx supplicant controlled transient =~ > FZ{f L £9°, FBiEHI
FUH FOR—FEBELICIE, Z0avr Fono BRAHEHRLET,

dotlx supplicant controlled transient
no dotlx supplicant controlled transient

o=y RIZEBIEELITF—U—RIZH Y A,
SREEFIZ 802.1x U U v R DR — " ~DT 7B ANHFAENET,

Ja—)L a7 4 Falb—g

avy FERE

FREDHA FSA4 Y

)1)—2R EERNE
Cisco I0S XE Fuji 16.9.2 ZDavwr RPNEAINEL
776

Ihavwry FAFHEEAIN
L7, Zoa<wr R Bk
N T R—FESNFEHA,

T 74N FTIE, BPCUN — RI3A R—=T VSN A—| T 4 r—F2 AL vy FIZH TV A
YRDAL vy FEERTDHE, A=t T 4 —FOR— NIV TV B N AL v F DR
THANANR= Y Y —T e hajy (STP) o7V vy e hars—4F 2=y  (BPDU)
ZfE Lo, errdisable JREEIZ 72 2 RTHEMED & W £47, Cisco I0S Release 15.0(1) SE LI T
i, RERET %7Uﬁyb@ﬁ~b#%%%énéb?74y7%%@f%ifo@ﬂx

suppllcant controlled transient 7' 71—/ 3L 27 4 X o L—T gy avr ReEANTHE, @R
RERSE T T DRNCA— | T A =R — IRy v NI UT5Z 080K 51T, BRET
=W U A FOR— BTy 7 ShvET, BRECKRBT2E, $7V N O
A— F23BH X £ 9, no dotlx supplicant controlled transient 7 27— 3L 27 4 ¥ a2 L — 3
vavwy REANTLHE, MM 7Yy hAR— IR EET, ZHUET 740 O
#IETT,

BPDU 7% — K7 spanning-tree bpduguard enable f > % —7 = Af A a7 fFalb—T a3 2
Y NCEV A=k T 4 =8 AL v F K= FTAX—=T N> TWDGE, V77
>k AA » F T dotlx supplicant controlled transient =~ > R&f 425 = & 25 < #ELE L
b@‘o

WIZ, FREEDORINZAA »F D 802.1Ix V7V B hDR—F~DT 7 & 2 & HHT 5 4
ZnLET,

7 /3A A (config) # dotlx supplicant controlled transient
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dot1x supplicant force-multicast .

dot1x supplicant force-multicast

BXDEREA

AR R TFIAILE

aAvU R E—F

P TV NAAL T T AT Hy A MELIEZ=F v A D Extensible Authentication Protocol
over LAN (EAPOL) "7 b &5 L72A I, WIZ~ /v FF v A NEAPOLNT v h DA%
EETDEIICHHETHICE, Fon—rUL a7 4 X2 Lb—3 g F— R Tdotlx supplicant
force-multicast =~ > REMH L E3, 7 74/ FEICRTIZE, Z0a~vr ROnoEX%E
ERLET,

dotlx supplicant force-multicast
no dotlx supplicant force-multicast

Zoawy ROIBIEEAITIZF—T—REIH Y A,

V7Y H N AL vFiF, =% ¥ A FEAPOL X7y 52559 5L, = =% 2 F EAPOL
Ry NEEELET, FREIC, <V FF % X h EAPOL X7 v & Z{E+ % &, EAPOL /<X
oy hEEELET,

Ja—)L a7 4 Falb—g v

avy FERE

FREDHA FS14 2

)1)—= EERNE
Cisco 10S XE Fuji 16.9.2 ZDavwr RPNEAINEL
776

Ihavwry FAFHEEAIN
L7, Zoa<wr R Bk
YN TIEPFAR— N FEEA,

Network Edge Access Topology (NEAT) 739 _XTOHAKRA k E— N THEEET D X 5123 D12,
TTIVHh N AL v F ETCZDavy Ref x—7 M LET,

ROFETIE, 2TV N N AL v TFRF—8 T 4T —F AL v FIZvLVFH ¥ AL
EAPOL "7 v FaXET D LI ICRET D2 HiEZ R LET,

FORA A (config) # dotlx supplicant force-multicast

BEEavT YR

av Uk i BA

cisp enable A A F D Client Information Signalling Protocol

(CISP) A RX—TNMIZTHZLT, AA v
FRYF TV I b AL v FIxT o4 —1
T4 r—Z L LTEET DL ICLET,
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. dot1x supplicant force-multicast

avU R ERBA

dotlx credentials A= M 802.1x V7 U 1o MNEKIEM A R T
szj_o

dot1x pae supplicant AVHE—T A AR TY B MELTEGT
HEET D L O ITRELET,

B tx2U7«
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dot1x test eapol-capable .

dot1x test eapol-capable

TRTDAA v FR— K FEOIEEE8R.Ix DT VT 4 ©F 4 ZE=%Y 2 LT, IEEE802.1x
FR— T 5R— MIEFE L TOB T AL ADEREFETRTHINE. AL vFARAZ v 7 F=
IFAZ Y K7 AA v F ETHRAHME EXEC E— KT dotlx test eapol-capable =~ > N % {ii
L\i‘g—o

dotlx test eapol-capable [interface interface-id]

BX DA interface interface-id (EE) 72V —{RBOR—FTH,

ATVRFI4IR T IAHNVIRETHY EEA,

ATV RE—FR FpMe EXEC
avr FERE )1y—2 FERNE
Cisco I0S XE Fuji 16.9.2 oavwry RBREAINEL

77

FEEEDHA KSq4y AA v T EOTXTOR= MEITREDR— MRt 57 /31 AD IEEE 802.1X #AEZ 7
A bTHIE, Zoavr FeEHLET,

Zoa<y RiZiE, no BRIEH Y A,

WORFITIL, AA vF ETIEEE802.1X DT = v 7 A r—7 I LT, &A—Fh
WXL T/ =) =TT D HEEZRLET, £/o, A= MIERL TWDL 731 X
EWRT D007 =) —DFEITHRAR— M) HEZAE LI2)S% A IEEE 802.1X %l T
HoHZEERLET,

T /3 A4 dotlx test eapol-capable interface gigabitethernetl/0/13

DOT1X PORT EAPOL CAPABLE:DOT1X: MAC 00-01-02-4b-fl-a3 on gigabitethernetl/0/13 is EAPOL

capable
BEav R avw ok EEA
dotl1x test timeout timeout IEEE 802.1X #&{i 7 — U —|Z%t9 % EAPOL Ji&i
BrFETHDIEREINE XA LT T b
ERELET,

X7+«
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. dot1x test timeout

dot1x test timeout
IEEE 802. 1x YEfEREA RS L TWAR— 25D EAPOL JEEDIFHEIFER SN Z A LT T
FERET DITNE, AA v TFAZ VT EFAZ R T R A, v F ETCTm—rL a7y
Fal— g F— RTdotlx test timeout =~ > FZH L £9,

dotlx test timeout timeout

X DA timeout EAPOL &A= i3 25 (B)) . fEETZ
LI 1 ~ 65535 ) CT9,

ATVRFI4FIRN T IANVIRETI0HTT,

ATV R E—FR Ja—R_) a7 4 F¥al—T g
2<% FEE =2 EENE
Cisco I0S XE Fuji 16.9.2 oavwry RBREAINEL

77

FEEEDHA KS4 > EAPOLIGEZFHET DO SND 2 A L7 T FEARET HITIE, Zoa~vr Ra
LET,

Zoa<wy R, no BRI H Y AL

OB TiL, EAPOL J&& % 27T ORI T D KOS AAL v T 2R ET D HEERLE
j—o

T34 A# dotlx test timeout 27

HA LT RREDAT —HX AZfERT 5I121%, show run FiE EXEC =~ K& A
HLET,

BEav >R avo kR SHER

dotlx test eapol-capable [ interface interface-id] |+ ~=T», F7-13I5E S 7~ IEEE 802.1X %
JG AR — MCBEES 57 /3 A AT IEEE 802.1X
DYEFHAIE > TN D DB L £,

B tx2U7«
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dot1x timeout

HalfT4 A4 L7 7 FOfEEE

dot1x timeout .

RETHICIL, Fe—Lar 7 s F¥Fal—Tary T— REFIZ

A B =T AT 4F¥al— 3 F— RTdotlx timeout 2~ > RZfFEHLET, H
BITHA LT M2T 740 MEICETIOE, Z0a~vr Fone BXE2HEHLET,

dotlx timeout {auth-period seconds | held-period seconds | quiet-period seconds |
ratelimit-period seconds | server-timeoutseconds | start-period seconds | supp-timeoutseconds

| tx-period seconds}

BX DA auth-period seconds

%fvabfﬁwx% %ﬁ%ﬁéhé@ﬁ(Oiw
Y7V H MR RITICRI LG EICHE LT vy L
%%E?éifﬁ#%?é%ﬁ)%a&biﬁo

BHR®IL 1 ~ 65535 T, T 7 4V I 30 TI,

held-period seconds

Y7V N TIREAT— Fﬁ%ﬁéhéﬂﬁ(oib
Y7 h PRI LIS EICHE LT v v L
R(ETHETI ﬁ%?éﬁﬁ)% RELET,

B 7R#HIE 1 ~ 65535 TF, T 7 #/L ME 60 TT,

quiet-period seconds

i fﬁ?ﬁx@ﬁﬁﬁ %E&Lﬁ_&)k 7747 bDOFRGEE
AAeDETITA— T 4 7 —% (=) DFEAIRGE
(HELD kf8) %l 2B HAREL£7,

BRI EPAIL 1 ~ 65535 T4, T 74V I 60 TI,

ratelimit-period seconds

IEORNIER 7 747 > F PC (To & 2IE, AA » FHLER
B DOMERIC D703, EAP-START /X7 v &R ET 5
PC) 7 5i%(E S45 EAP-START /37 v b & #Iifil L 77,

e A —v T 4 r—F T L — NIRRT, FEEEICATY
Lt&?%?V%#%@EMDmeN&/F%%ﬁ
LET,

o HEN#EPHIZ 1 ~ 65535 CT9, 7 74/ hTiE, L—
NEIRRIZT ¢+ B —7 iz > TWET,

server-timeout seconds

HHE L CEE &L D 2 >0 EAPOL-Start 7 L— A O EIIE
(FPHAL) ZRRELET,
AR EPIL 1 ~ 65535 T3, T 74V ME30TY,

H— SN FEERERI NI 802.1X /34 v R ~DIEE R EE L
WA, Ny MIFERE SR E T,

t*2U74 |}



t¥ausq |
. dot1x timeout

start-period seconds HHE L TEE &5 2 >0 EAPOL-Start 7 L— AR O RBIIE
(FPHAL) ZRRELET,
HEh72#PHIL 1 ~ 65535 TF, T 74V ME 30 TT,
CiscoIOS U U —Z 152(5)E Tlx, #FV >k F—RT
DHZDa<xy ReEFEHATEET, ZoMOE—RTID

jvyP%ﬁmfék BEMNDFDOa<Y RPNk bhvE
7

supp-timeout seconds EAP B3R ID LIS DT RTD EAP A v E—JI1220 T,
=T 4 = HDERA MO FEERMEZRE L F
7,

BHRREIL 1 ~ 65535 T, T 7 4V I 30 TI,

tx-period seconds 7747 MTEAPERID X7 v & HEET HHEE
USERZEINBRNEDERELT) B THRELE
‘a‘o

AL 1 ~ 65535 T3, T 7 AL ME30 TI,

¢ 802.1X Ny RIXY T U v MIEESH, FoYT
U By MRERITHARICOSE Lo s, 20
Ny MIFREXEINET,

AT R T4 EHNZRERGEE EHN R L — MR TOIET,

avv kK E—F AV HE—T a2 A AT 4 X2l — g
avy FERE J1y—= ee—
Cisco 10S XE Fuji 16.9.2 o FAEASAE L

77

ERLOAL ESAY —Oavy KOF 740 MiE, U s OEEEMET L=5a%e, BEDs I 72 MB L
VR — ORI RIER 5 55 A 7% & BEBIRIICAT 5 WEE1T 5 WERH S & 212
o CEE LTS a0,

dotlx reauthentication -1 > % — 7 :42 a7 4FXal—varyavy FEHERHLTED
BRI E A R —T N LT 0% dotlx timeout reauth-period { > % —7 = A A 2
T4 X2l —Yaryavr KNI, AA /%@@J{’E THELET,

FHERFHI D[], AA > FILLED &9 RRRGEER b2 T T, Bt LA, 7740 MK
DENSWEEANTTDHZ L& T, 2= F~DIRERFR ZEHHTE £,

ratelimit-period 28 0 (7 7 4 /L §) IZEREINIGE . AA v FITGRIECKR S L= G4 T
F 226D EAPOL /N7 v AL L. 405 % RADIUS r— NTHAE L £7,

B tx2U7«
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dot1x timeout .

KIZ, SESERBIXFEREBLOZ A LT U FERNRBEIN TWAHIZRLE

D

T /31 A (config) # configure terminal
T /3A A (config) # interface gl/0/3

T /3A A (config-if) # dotlx
T /3A A (config-if) # dotlx
T NA A (config-if)# dotlx
T NA A (config-if)# dotlx
T NA A (config-if)# dotlx
T34 A (config-if) # dotlx
T3 A (config-if) # dotlx
T34 A (config-if) # dotlx

port-control auto

timeout
timeout
timeout
timeout
timeout
timeout

timeout

auth-period 2000
held-period 2400
quiet-period 600
start-period 90
supp-timeout 300
tx-period 60
server-timeout 60

t¥au7+ I
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dtls
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Datagram Transport Layer Security (DTLS) D737 A —# 3% E T H12iL, RADIUS #—/N 22
T4 F¥2lb—vary E—RFTds 2~ P2 LET, 7740 PRECETITIE, 20
A RO no BAZHEHLET,

dtls [connectiontimeout connection-timeout-value] [idletimeout idle-timeout-value] [ip {radius
source-interface interface-name | vrf forwarding forwarding-table-name} ] [port port-number]

[retries number-of-connection-retries] [trustpoint { client trustpoint name | server trustpoint name} ]

no dtls

BX DA

AR FIHILE

AUk E—F

connectiontimeout connection-timeout-value | ({13&) DTLS ¥ Z A A7 7 MEXHE L F
j—o

idletimeout idle-timeout-value (EE) DILS 7 A RAZA LT MEZEEL
S

ip {radius source-interface interface-name UEE) IPEETANTA—FEHRELET,
| vif forwarding forwarding-table-name}

port port-number (L&) DTLS A— hEHEZHEL T,

retries number-of-connection-retries (f£E) DTLS #fifiFalfT ORI 2R E L £7,
trustpoint { client trustpoint name | server EE) 7947 b&EYP—NIZDTLS b7 A b
trustpoint name} RA LV NERELET,

DTLS #5514 57 7 DT 7 4V MEIL S B TY,
*DTLS 74 KNVZA LT T SOT 7 40 MElL 60 B CT9,
« 7 7 %/ h® DTLS ;"— & 51% 2083 T,

* DTLS 855 T3 T 7 4 v MEIL S T,

RADIUS #—/3 27 ¢ ¥ 2 L — 3 > (config-radius-server)

avy FERE

EREDAARZM4

N)— | EERNE
z

Zoawry FREASRE L,

FRE, FFR. BEOT AT T 47 (AAA) =T N—TTiE, $XTTRLES =2 A
7% L, Transport Layer Security (TLS) D&y DTLS OAIZT 5 Z L &2#HERE L £97,

B tx2U7«
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1

dais i

WIZ, DTLS 85t &% A L7 U MEZ 10 ISR ET D02~ LET,

Device> enable
Device# configure terminal
Device (config) # radius server R1

Device (config-radius-server)# dtls connectiontimeout 10

Device (config-radius-server) # end

BEEavTY K

Command

Description

show aaa servers

DTLS %— NIZBET AW e R R L ET,

clear aaa counters servers radius {server id |
all}

RADIUSDTLS @ O#itEwma= 27 V7 LET,

debug radius dtls

RADIUSDTLS [EH DT /Ny 72 H/hZ LET,

t*2U74 |}
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epm access-control open

BX DA

ARV ETIAINLb

avU R E—F

7aﬁzx:,/hm~vv)x}\(Acm PDRESNLTWRWR— MIA—=T T4 VI T4 T %
RETDHITIE, F/r—L a7 4F¥al— a3y E— FTepm access-control open <2
F%ﬁ%bifoﬁ—7/74V7747%74? TINZT HITE, Zoax s RO ne B
AEEHLET,

epm access-control open
no epm access-control open

Zoa=wy R, 5l FEAIIF—UY—FIZHY A,
FIFNVIDT 4 VI T 4 TREAINET,

Ja— ) a7 4 FXal—Tg

avy FERE

FEREDHA KS4 Y

)= EERNE
Cisco I0S XE Fuji 16.9.2 Zoavwr RBNEAINEL
72

ART 47 ACLBERESINTZT 7 EAR—MI, BAIFRY —D7RW\WHKA NEFAT 54—
7/74V7747% RET DI, Zoa<wr FEHALET, Zoa<wr RERE LR
A, A— M Eéhtmmwf)v—%%?74y&mﬁﬁbi¢0T MZAZT 4>
27 ACL 3§ Eéﬂfw&wﬁA\f7ﬁW%%iUﬁ—7V®ﬁﬁ@?4Vﬁ?%fﬁﬁ—
h~DOT 7 AEFFAILET,

SE & R T 5 121%, show running-config 74 EXEC 2~ R&Z AN L9,

WO TIE, A= T4 VI T4 TR ETHHEEZRLET,

T /3A A (config) # epm access-control open

avw kR EHEA
show running-config HEFRITINLTWbAaryr7 4 Falb— g
TrANDONEEFRRILET

B tx2U7«
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include-icv-indicator

MKPDU ([ZBA&METF = v 7 (ICV) A P —F &2 5D 5HI1I21E, MKARY > — a7 ¥ =

BX DA

AR FIAILE

aAvU R E—F

L — 3 v F— KT include-icv-indicator =~ > RZ ] L £,

T2ICF, Zoavr RO n EXAEHLE9,

include-icv-indicator
no include-icv-indicator

Zoa<wy RIZEIBIEELIIF—U—NIb A,
ICVA O —2BNEFENTWET,

MKA RY v — a7 4 Falb—3 g (config-mka-policy)

include-icv-indicator .

ICV A vl — & T

vy FERE J1)y—= EERNE
CiscolOSXEFujil6.92 | = pa~<wy R EAINE LT,
B WIZ. MKPDU IZ ICV A o ¥4 — % %&b 57 LET,
Device> enable
Device# configure terminal
Device (config) # mka policy 2
Device (config-mka-policy)# include-icv-indicator
BEEa<T YR Command Description
mka policy MKA RV —%FELET,
confidentiality-offset HHEMEA 7 N EREE LT MACsee EifES £ 9,
delay-protection MKPDU D i#{E TEIER#EZ T2 L 5 ICMKAZRE L £,
key-server MKA F—V— %7 a v ERELET,
macsec-cipher-suite SAK ZBf5d4 27- 0D 324 — R ELET,
sak-rekey SAK % — ARk 2 e LT,
send-secure-announcements | MKPDU DE(ETEX 2 72T T 7o 2% EET A L 912 MKA
ERTELET,
ssci-based-on-sci SCIIZH3\\ T SSCI #RFAE L £,
use-updated-eth-header | ICV ZH50IZ 1L EH SHLf A —H 5 v ko F— 2 L ET,

t*2U74 |}
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. ip access-list role-based

Ip access-list role-based

0= _R—=2 (Ex2UT 4 N—F) 77k xarba—1 U 2+ (RBACL) Z1ERL T,

0—/)L_X—ZACLa V7 4 Xzl —3 gy E— FERBTHITIL, 7D%Aw3/74%1
L—3 3 E— K Tip access-list role-based =~ > FZfEH L ET, RELHIFRT DIC
Zoa<wr Rone BRXEHFHLET,

ip access-list role-based access-list-name
no ip access-list role-based access-list-name

X DEREA access-listname ¥ X2 V5 4 JV—7F T A ar a—, UL (SGACL) D4 Hi,

ATV R FI4IL L BN —AD ACL ITHE SN THER A,

ATV R E—F Jua—)L a7 4 Fab— a3 (config)
avy FERE )1)y—Xx ZERNRE

CiscolOSXEDenali16.3.1 Z~pa<wy RREASINE LA,

FEREDHA K54 SGACL B ¥ VDAL, permitiplog 7~ RERETHLENRHY £, £z, Z0=
~ U R, F A3 /7 SGACL ®a ¥ 7 #HZT %7212, Cisco Identity Services Engine
(ISE) THRETOLMENHY £7

WIZ, IPVANT 7 4 v 7 ICEHATESSGACLZEEL, B—/L_X—RA T 7R U 2R
Narvrz s Xal—ay B— NE2BBTAGFZRLET,

Switch (config)# ip access-list role-based rbacll
Switch (config-rb-acl)# permit ip log

BEavT UK avU kR FREA

permit ip log BESNT-= U MVIC—HT X VE2HFRLET,

show ip access-list| BI/EDOF R CHOIP T /AU A NONFEERRLET,

B tx2U7«
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ip admission .

Ip admission

Web f8REE AT HICIE, A1 v F—T = A 227 4 F 2 lb— 3 E— K Tipadmission
Ay REHALET, Z0avr R, 74—Any s Tadyfrar 7 Ral—s
YE-RTHHEMTEET, WebiBAEE T 4 E—7/MTF 210X, Zoa~r RO no Bz
AL ET,

ip admission rule
no ip admission rule

B DEREA

AR R TFIAILE

ATV R E—F

rule IP7 I v a v iL—LDOARI,

Web Ao !‘Jﬁ:% ’Eb‘j/l/bt“jﬂo
A VB =T 2 Af R AT 4 X2l —g

Tx =Xy FuldrAf) a7 4 Fal— g

avy FERE

)1)y—= EENE
Cisco I0S XE Fuji 16.9.2 Zoavy RpPEAINEL
7

FEHEDHA KS4 > ipadmission =~ NIAA v FAR— M web iBiE/— /L2 L7,

ROBITIZ, AA v FAR— M Web RENV—/V 2@+ 2 TiEE2 R LET,

7 /5A A4 configure terminal
T /3A A (config) # interface gigabitethernetl/0/1
T /54 A (config-if) # ip admission rulel

WwOHITIX, IEEESAXXISD AL v FHR— s THEATLI 7+ — Vw7 7a 7y A
JUZ Web & v uE/l/“*/I/zi’ %Hﬂféﬁ{i%ﬂ_‘ Li‘?‘

7 /34 24 configure terminal
T /3A A (config) # fallback profile profilel
T /3A A (config-fallback-profile) # ip admission rulel

X7+« .



. ip admission name

t¥auFq |

Ip admission name

WebiBiE%Z A 2 — 7 /I TBIiE, Z7a— v a7 ¥ b—3 3 F— KTip admission
name =~ RZHLET, WebiBitx 7 4 £t —7/MICT 5HITE, 2D~ RO no B

EEHLET,

ip admission name name {consent | proxy http} [absolute timer minutes | inactivity-time

minutes | list {acl | acl-name} | service-policy type tag service-policy-name]

noip admission name name {consent | proxyhttp} [absolutetimer minutes | inactivity-time

minutes | list {acl | acl-name} | service-policy type tag service-policy-name]

BX DA name Xy NU—27T7 RIvig UHlHL—LD4

il

consent FREE T 1 % U [alE Web ~X— % admission-name
B CHRESNIZIP T R v g v b—LZ
xS SHET,

proxy http Web ZBEEDH A X A_R— TV EHELET,

absolute-timer 4 EE) ANEBY—"NEA LT T FTHETD
R (97)

inactivity-time 5 (EE) SMB7 7 A NP —"DPEERETH D
ERAREND ETORBEIRRE (4)) .

list (LE) SESHIEAL—AET 7 A a2k
n—/L U A K (ACL) (ZBE#EAIT 9,

acl FERE PRV X REREDT NI v a U

AU R TIHIE

= VIZEHA L ET, EOHIX 1~199, F
72 VX HEEEEL I T 1300 2> 5 2699 T,

acl-name LEMFTXDOT 7 A A NEEBEOT FI v
T UL —VICER L ET,

service-policy type tag (EE) avyhbo— 7L —r P —ERARY
V—ERETEET,

service-policy-name policy-map type control tagpolicyname =1~ >
R, ¥—=U—F, BLOGIHEEEN L TRES
nicary ha—n7rL—2 2709 —ARY
Y=o ZOR) =y T, AT eXFE LI
L EDRANTOREZFE T 57O &
NET,

Web J8REIZT 4 £ —7 LT,

B tx2U7«
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aAvU R E—F

ip admission name .

Ja—N)L a7 4 Fal—g v

avy NERE

FEREDHA K42

1

)1)—2R EEANE
Cisco 10S XE Fuji 16.9.2 ZDavwr RPNEAINEL
776

ip admission name 2~ > NIZX VD | A A v F [T Web ik 7 10—/ LT A X —T VT2 D
\iﬁqo

AA v F T Webililkx A 1 — 7 /LIZ L TH 5, ip aceess-group in 35 S OV ip admission web-rule
AV B —Tx2Af A AT 4Xal—varyavry RefERALT, EOA X —T = A A L
-,C“Web mL‘nEEfZ/])Z 7/]/ Li'ﬁ‘o

W, AA v F R— T Web iBiEDHZ R ET 22~ L LT,

7 /3A A4 configure terminal

J/3A A (config) ip admission name http-rule proxy http
T /3A A (config) # interface gigabitethernetl/0/1

T /3A A (config-if)# ip access-group 101 in

T /3A A (config-if) # ip admission rule

T NA A (config-if)# end

OB T, 14y?f—%f@7ﬁ—wﬂyﬁfﬁ:fAkbf\W%wﬁk&%
\Z IEEE 802. IX AL Z X ET D HiEERLET,

7 /5A A4 configure terminal

T /34 A (config) # ip admission name rule2 proxy http
T /31 A (config) # fallback profile profilel

T /3A A (config) # ip access group 101 in

T /34 A (config) # ip admission name rule2

T /3A A (config) # interface gigabitethernetl/0/1

T /3A A (config-if) # dotlx port-control auto

T /3A A (config-if) # dotlx fallback profilel

T /3A A (config-if)# end

avU R Bz

dot1x fallback IEEE 802. 1X #BAE &= AR —F L
NI IAT L NHDOT +—
Ny 7 J5AE LT Web #8HIE
ZAERT 25 L9 AR— FasRiE
LET,

fallback profile Web #8GED 7 +— N3y 7 S
n 77 AN ER L ET,

t*2U74 |}



. ip admission name

t¥auFq |

avy kR

B

ip admission

A— I T Web iBGEx A *—7
T LET,

show authentication sessions interface inferface detail

Web FiftE v a v DAT—
A AT HEREFRRLE
7,

show ip admission

NACDOF v v oIz
r U E7IENACHREIZDOWT
DIEREFR I LET,

B tx2U7«
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ip dhcp snooping database .

Ip dhcp snooping database

Dynamic Host Configuration Protocol (DHCP) DA X —t' 2 /' F —H R— A ZFETHIE, 7
0— 3L 327 ¥ 2 L—3 3 F— K Tipdhep snooping database =~ > K&l L 7,
DHCP A X —E T H =T 4 =T NMIT 5HI21E, Zoa~vr FOoneBRAEMEMLET,

no ip dhcp snooping database [ timeout | write-delay ]

X DERHA flash:url flash Z#EH LT, = FU %
AT A7 0DF — & _— 2
D URL ZE L E7,

ftp:url FTP #fEH LT, = FU %
AT D720 DF —&F ~_N— 2
D URL #f8E L E T,

http:ur! HITPZfFEFH LT, = FU %
AT 272007 —H _—2
» URL Zf5E L £7,

https:url t¥% 27 HTTP (HTTPS) #%f{#
LT, = b EKBMHT D
T2ODOT—H_X—ADURL %
RELET,

rep:url UE—hzat'— (RCP) Zff
MLT, = MY &35
12D DT — 4 N—ZDURL &
RELET,

sep:url ¥ a7 ar’— (SCP) ZfEMH
LT, = MU ZT 57
HDF—H ~N— 2D URL %5
ELET,

tftp:url TFTPZfEH LT, = NV %
KANT D120 DT —Z _— A
? URL Z2f57E L £,

timeout seconds FIkr 2 A LT~ A B —
NERRELET, ARMEIT0
~ 86,400 ¥ T,

I t*2U74 |}



. ip dhcp snooping database

FauFq |

write-delay seconds 2 —5 )L DHCP AX—VE 7
T B R R TT— X MBI
SN THH, DHCP A X —E
Y7 x s b AN — NI

FXIAHRT DHETORRMEZR
ELET, AZMEIL 15 ~
86,400 7 T,

ATV RFI4J)k DHCP AX—E U7 F—Z_R—2F#EI N TOVERA,

ATy R E—FR Ja—sNv aryZ 4 X¥al—ia

avy FERE )1y—= EERNE

Cisco 10S XE Fuji 16.9.2 Zoavy RMEAINEL

776

FEREDHA KS4M4 Y

TDavy REANTAENC, A v F—Tx2A ALTDHCP AX—E L 7% A X —TNTT 5
VBN H Y 3, DHCP AX—E V%A X —7/WZF HIZIE, ip dhep snooping =~ > N%&
EFHLET,

wIZ, TETP ZfEH L CTF —#_X—2® URL #48ET 50 %2R~ LET,

T /3A A (config)# ip dhcp snooping database tftp://10.90.90.90/snooping-rp2

KIZ, DHCP AX—vt v J v hN) A —NICEEZIALF TORMEZIEET 54
ZonLET,

7 /3A A (config)# ip dhcp snooping database write-delay 15

. X2 T+«
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ip dhcp snooping information option format remote-id .

ip dhcp snooping information option format remote-id

ATarVEB—FDYVTAT L a U ERETDICIE, A v FOTr—L 37T 4
¥ =2 L—1 3 F— KT ip dhep snooping information option format remote-id =~ > R % i
LET, 774V DOVE—FIDYV T ATV a U ERETHITE, Z0a~vr RO fE%
EHLES,

ip dhcp snooping information option format remote-id {hostname | string string}
no ip dhcp snooping information option format remote-id {hostname | string string}

*ﬁio)gﬁﬂﬂ hostname X/]) \yﬁ:@ﬂjx ]\%% U F— ]\ D k L——Ca{;gi L/jz‘gﬁo

string string 1 ~ 63 O ASCII XF (AX—Z7% L) #EHALT, VE—+ID2fELE
‘g‘o

ATV RFI4LRE AAYTFOMACTY FLAE, VE—HFID T,

av>Y K E—F j\j‘—/\‘/l/:tj/j/(if\i;]/_:\/a:/
avy FER 1y —= e—
Cisco 10S XE Fuji 16.9.2 P ——

77

FELEOHA KS4>» DHCPAX—U' U JiREZAINMIT HIZIE, ipdhepsnooping 7' 11— 3L a7 4 Fa b—g
va<wy REMFHLUTDHCP AX—Y U 7% 70— Ul F—T I THMENH Y £7°,
F T a s QEENA X —TNDEGE, T 74NV DV E— DYV T ATV g NI AAL T
DODMACT RLVATY, Z0a<vry Raffd25L, AL v TDHRA M EZIL63ED ASCIT
| (A= L) OWTrEYE—RID ELTRETXET,

GE)  ARRAMMP 63 XFEH2 556, VE— b IDRETIL 63 LFLRITEKINET,

OB T, 7> a2 VE—FIDYV T AT a 2R ETDHHEXZRLET,

7 /34 A (config) # ip dhcp snooping information option format remote-id hostname

I X7+« .



. ip dhep snooping verify no-relay-agent-address

X T4 I

ip dhcp snooping verify no-relay-agent-address

B DEREA

AR TIAIE

aAvU R E—F

DHCP 7 FAT7 v hAvE—VDY L—2—V 2 b7 RL A (giaddr) MEETE 20—
NEDIZTZAT UM AN—=RU =27 7 RLAIC—ETHZ L %2R LT, DHCP AX—E 7
WHEE T 4 E—T T 2I2iE, Zue— v a7 4 ¥ a2 b—3 3 > F— R Tipdhepsnooping
verify no-relay-agent-address =~ > R&fEfH LE5, Milz A 3x—7 T 5101, Zoaw
Y RO no FEXZHEHL £7,

ip dhcp snooping verify no-relay-agent-address
no ip dhep snooping verify no-relay-agent-address

ZOavwy FIESIBEELITF—TV—RNIH Y A,

DHCP A X — b v ZHHEETIE, BETERWA— R EODHCP 7 747 v b Avk—vDY
L—xT—Yx> FIPT RLA (giaddr) 74—V KR 0THDHZ LEMERLET,

Jua—N) a7 4 FXal— g

avy NERE

FEREDAARZA4 Y

)1)—= EEANE
Cisco I0S XE Fuji 16.9.2 ZDavwy RPNEAINEL
77

77 #/L b TIE, DHCP A X — > ZHRETIE, B TE RV —h EODHCPZ T4 7 > k
Avt—YDI L —2—T 2 hDIPT RLA (giaddr) 74—V RN 0 THDH I L aHERL
F9, giaddr 7 4 —/L KR 0 THRWES, Avb—Jidkay7anEzd, Bitez7 +&—7
JVIZF %1214, ip dhep snooping verify no-relay-agent-address =~ > &l H L £, MaL%
P A X —7/WIZF 5HIZ1E. no ip dhep snooping verify no-relay-agent-address =~ > K % {ii F
LET,

WIZ, DHCPZ A 7 b A v¥—Y O giaddr fiFE % A 1 — 7 W T H61% R LET,

7 /34 A (config) # no ip dhcp snooping verify no-relay-agent-address

. X2 T+«
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ip http access-class .

Ip http access-class

HTTP ¥ —"~D7 7 2 AZHIRT D OIHENT 27 78 A Y A M EfFET 5121, 7 un—
SNV a7 4 F 2 b— 3y F— KT ip http access-class =~ > K& L ¥ 7, DLRTICE
ELET 782D A NOBEMTEZHIBRTHICE, 2oa~vr Rone BXEHEHALET,

)

GE¥)  BEAFO ip http access-class access-list-number 2~ > KX, BIEVHR— S TOETH, B
SNBTETT, P VIZ, ip http access-class ipv4 {access-list-number | access-list-name}
FBELWip http access-class ipv6 access-list-name % L T 720,

ip http access-class { access-list-number | ipv4 { access-list-number | access-list-name }
| ipv6é access-list-name }
no ip http access-class { access-list-number | ipv4d { access-list-number | access-list-name

} | ipv6é access-list-name }
X DA ipv4 ¥ 27 HTTP b —"~DT7 7 B A EHIRTH LI IPEA T 7R U X
MERTELET,
ipv6 X 27 HITP V' —X~DT 7 v A ZHIRBT DL HITIPv6e T 7R U R
MEfEELET,

access-list-number | 77—/ N\)L 27 4 X2 L—3 5 2 2< 2 Kaccess-list i L THRES
D, 0~99 DIEHETP 7 7 &R Y A M,

access-list-name | ip access-list =~ > R T E SN AEUE Pv4 7 7 A Y A b DA,

AR R T4  TZ7EAVANMI HITP H—NZZEH S ER A,

aAavYRE—FK ya—sNL ary7 4F a2 b—3 3 (config)
avr FERE J1)—x EERE

Cisco IOS XE Denali 16.3.1 | = p o~ RWEFT I E Lz, ipvd B L Wipve F—U — KA
mahE L,

CiscolOS XERelease 3.3SE | = oo~ R 8 A SNnE L7,

FERLEOHA KSAy ZOa~vUyFBRREINTVDE, BESNZT 7 A U A MIHTTP Y —NZHID B THA
F9, HTTPV — N3, a2 T ANDANCT 78 A VR N 2R LET, HRICKKTS
&L HTTP r— N3 2k 2 K8 L £ ¥ A,

#l WIZ. TUEA U R M 2010838 LT, HTTP H— NZE 0 4 C 5645 LET,

I X7+« .
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. ip http access-class

Device (config) # ip access-list standard 20

Device (config-std-nacl)# permit 209.165.202.130 0.0.0.255
Device (config-std-nacl)# permit 209.165.201.1 0.0.255.255
Device (config-std-nacl) # permit 209.165.200.225 0.255.255.255
Device (config-std-nacl) # exit

Device (config)# ip http access-class 20

WRIZ, IPv4 DRREFHAT 72 A U A NEEFRL T, HTTP — 2D BT HH5| %2R
LET,

Device (config) # ip access-list standard Internet filter
Device (config-std-nacl) # permit 1.2.3.4
Device (config-std-nacl) # exit

Device (config) # ip http access-class ipv4 Internet filter

BEa<w > KR avw >k Lz

ip access-list |[DAZT7 /7t RX VR NMIEVYT, 7T/7HAVRAPDaAry 7 4Xal— g
E— REBBLET,

ip http server |HTTP 1.1 ¥—/% (CiscoWeb 7T UV o —H% f L X —T = 4 XA %&ETe) A
F—7 Wz LET,

B tx2U7«
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ip radius source-interface .

ip radius source-interface

T RTOHIE RADIUS N7y MIx L THRESNIA VX —T7 = A ADIP T R L A&7
% X 9IZRADIUS 2% ETAHI21E, Zu— 3L a7 4 ¥ 2 Lb—3 3 v F— KT ip radius
source-interface =2~ K& L ¥4, T XTDOIHK(E RADIUS 37 v MIK L THRESNT-
AV B =T 2 A ADIPT RLAZMHALARNE HIZ RADIUS R ET DL, ZDa~v R
Dno IERAEFEHLET,

ip radius source-interface interface-name [vrf vrf-name |
no ip radius source-interface

B DEREA

AR FI4ILE

O R E—F

interface-name |RADIUS WX CTORME/ v MUEHT D14 v ¥ —7 = A ADARITTT,

vrf vif-name ({£&) Virtual Route Forwarding (VRF) HALOFE T,

77 4 FOBEREIZH D EE A,

Jua—s )b ar7 4 X2 lb—3 3 (config)

avy FERE

FEREDHA KS4A4 Y

Jjy—= ETEARE
Cisco I0S XE Fuji Zoawy RREAISNE L,
16.9.2

Zoawy RiEL, §XTOR(E RADIUS N7 FOFEILT FL AL LTHHT LA & —
Tx2AADIP T RVAZRETHAGAIHEHLET, A =T A ABT v 7IRETH D
RO, ZOIP 7 FLAMNMER &N £, RADIUS —XTiX, IP 7 RLZAD Y & bk Z{fH4
HROVIZ, TRTORY NI—T TIEVRA I TAT L RMIXHLTIODDIPT RLATY B
VEMHATEET, AV =T ANRT v TIRETHDLMNE T L IRRETH 2 0MCBIfRR< |
BEAHT BN TCNDA v X —T = ADIP T RLUAMNMER S ET,

Bz, VRIS EDA L H—T oA ANRHY | FFED/NL—XINEDTXTDHRADIUS /7 v
MZE—DIP 7 RUAREEND L 52T 585 1L, ip radius source-interface ==~ > R)3%%
SNHET,

RESNIA v HZ—T 2 RATHRIP T RLARHY ., 7T v DREETRWE , BREITED
IRV ERA, BESNIA v H—T oA RZHDRIP T RLARRWRERX 7 KRBT
H 586, RADIUS IZ & 5 T AAA Y — " ~D i 72 /b— MIxIET 52—V IP BRI S
FT, INEERETDHICIE, A F—T oA RTHNRIP T RLUAZBINT D50, ZDA
B—T A RA%&T v REIZLET,

ZDa~vy RE& VRF BLCRET HIT1E. vifvifname ¥ —U — R EBIBAHHLET, —h
Wk, 2—HFor— MO 2—FD)— b EDOHERBRNRWESRON—T 4 T —T
JIVETIFERET — TNV A X £,

X7+« .
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. ip radius source-interface

Bl WIZ, T_XTDFIE RADIUS X7 » M LTA v H—T =24 A2 DIPT KL A%
42 X 912 RADIUS #RETAH %~ LE T,

ip radius source-interface s2

RIZ. VRF DEZRIIK L TA X —7 = A % Ethernet0 D IP 7 FL A& AT 25 X9
\Z RADIUS # & ET HH 2R LET,

ip radius source-interface EthernetO vrf vrfl

B tx2U7«
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Ip source binding

ip source binding .

ABT 47 IPY—=ANAL T 47 2 MY &8I 521X, ip source binding =~ > R
EHALET, AT AT IPY—ANRNSL T 407 2 M) EEIRT DR, Zoa<wy

KD no TEXEFEHL ET,

ip source binding mac-address vlan vlan-id ip-address interface interface-id
no ip source binding mac-address vlan vian-id ip-address interface interface-id

X DA mac-address

NA VT 4V TRBEMACT K
L ATT,

vlan vian-id

LAY 2VLANID #f5E L £
9, BLEh72MEIE 1~4094 T
ﬁ‘o

ip-address

NA T 4 TREIPT KL
ATY,

interface interface-id

WA B —T = A ADID T
7,

ATV R FI4AL PEEIEAAS T4 o TIERESNTVERE A,

AT R E—F sua—sNy ar7 4 FXalb—vay

avy FER Jjy—=

EERE

Cisco IOS XE Fuji 16.9.2

Zoavry RRHEAIREL
77

EELEOHA RSAY ZOavURE AXT Ay I IPY—ANAL T 47 20 M) T EBINT 570 EH

TEET,

no UL, HIETHIP Y —ANRAL T 47 2 b ZHIBRLET, HIBRBNERICETSN
DI2DZiE, TRTOMANRT A—FPNEHIC—B LR TR0 A, EAXAZT 47 1P
NAVT 47 2 FUIEMACT RV AL VLANBE SN F—THDH Z LICHERE L TLES
VW, < RIZEEFEDO MAC 7 KL AL VLAN H5REEND5E. oL T 407 =
Y MUMERENDRDVICBFEONRL T 4 T 2 FUBRB LWRT A—Z THEHF SN E

B

WOFITIE, ZAZT AV TP —AZA RN, T 4 = N ZBINT 5 EZRL

=7,

7 /3A A4 configure terminal

t*2U74 |}
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. ip source binding

7 /34 Aconfig) ip source binding 0100.0230.0002 vlan 11 10.0.0.4 interface
gigabitethernetl/0/1

B tx2U7«
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ip verify source .

ip verify source

aAavv R FI4ILk

aAvU R E—F

A B =Tz A A LD V=2 =R AMNTHI0E, A V=T =X AT 4 F =
L— a3 E— R Tipverifysource 2~ FZEHLET, IP V—R J— REEHIT 5
X, Zoa~<wr RFono FBERXE2FEHL £,

ip verify source
no ip verify source

IP E{EIEH — RIET 4 £ =7 LT,

AR —TxA A AT 4 Fal— a3y

avy FERE

FEREDAARFS1Y

3l

)1y—= EEAE
Cisco I0S XE Fuji 16.9.2 Zoavy RpPEAINEL
7

EETIPT RLRA T4 NEZ ) TIZEDIP Y —A H— REA FX—7 /T DL, ip verify
source { v Z—7 A A a7 4 Fal—aravr RefEHLET,

WO TIE, FETIPT RLA 74 NZ Y TIZKBIP V=R =R Z—
T2 A ALETARX—=TNMITDHHEERLET,

T /3A A (config) # interface gigabitethernetl/0/1
T /3A A (config-if) # ip verify source

X E & RS 5 ITIL, show ip verify source f7HE EXEC =~ RZ AL E T,

t*2U74 |}
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FauFq |

Ipv6 access-list

IPV6 7 7 EBA VA MEEBLTCT A AZIPV6 T VA VA Mary 7 4 FXalb—y g F—
N =A==

RIZERET DI, Ze—rL a7 4 ¥ a2 b—3 g2 F— K Tipv6 access-list 2~ N%&
EHLET, 7782 U A P2HlRT 2123, Zoa<xr Fono BRAEZEH L ET,

ipv6 access-list access-list-name | match-local-traffic | log-update threshold threshold-in-msgs
| role-based /ist-name

noipv6 access-list access-list-name | client permit-control-packets| log-update threshold |
role-based [list-name

BX DA

ARV R TIHIE

aAvU R E—F

ipv6 access-list-name 2 Hif & IPv6 ACL (B F 64 F°) #1ERK L. IPv6 ACL ==/
TA4Xalb—varET—RNEefBLET,

access-list-name : IPv6 7 7 A ) A D4 HI, LHEiE, AX—
A, BRI EZLZENTET, £, HFETHDDHLZ LIIT

TEE A
match-local-traffic 0= NVTHERSNTE T 7 4 v 7 ICxHT REE AN L E
ﬁ—o
log-update threshold WAID/XT  EO—EHRIZ, syslog A vE—TFAKRT D HIE
threshold-in-msgs AWELET,

threshold-in-msgs : "R S D37 v MK,

role-based [list-name 72—/ L_X—Z D [Pv6 ACL #1ERK LT,

IPv6 7718 RA JAMIEBEBESNTWERA,

Ja—R) a7 4 F¥al—T g

avy FERE

FEREDAARZA4

N)— | EENE
z

Zoavwy RPFEEAINE L, Z0oavy N BEXO® TRV FA—hEhZE
A,

IPv6 ACL|Z, Zo—/ 3L a7 4 X2 L —3 3 F— FTipvé access-list =~ > N & fii 9
LT ETERIN, TOFMEHGORIMILIPV6 T 7 EA VAN a7 4Fal—g
F— K CTdeny 2~ FEB X O permit =~ R&EMHiHT 5 Z & THRESNE T, ipv6access-list
avy RERETDE, TAAALIPVGT 7 A VAN a7 4 Xal—v gy E— RNIR
0. T34 A 717 M Device(config-ipv6-acl# (DD £, IPV6 77 BA U A K a3
T4 X alb—varE— R, ERFSDIPV6ACLIZHF AT B L OESEORMFERETE £
D

B tx2U7«



| %2054

il

\}

ipv6 access-list .

G¥)

IPVv6 ACLIZ—BERABNI L > TERINE T (Pv6 ITFEEF T SN/ZACL #¥ R —F LEH
A) o IPv4 ACL & IPv6 ACL IZ[F U4 RiIZF T 8 A,

IPv6 X, Z7r— L a7 4 FXal—alryE—RnPbIPVv6 7 78R VAN a7 4F¥a
L—y gy E— RZA# IS permit any any A7 — h A > I L deny any any A7 — b
A bTFm bhan 47 LTHBMICRESNLET,

IPv6 ACLIZIZZE LA, IZIC—E L7254 & LT, K2R permiticmp any any nd-na 27—
kA2 b, permiticmp any any nd-ns 27— b X k| F L deny ipv6 any any AT — kA
F3BH Y ET @D 2 SO —FHEMIE, ICMPV6 A N—FEREZZFA LET) . 1 DD IPv6

ACL |Zi%, KR deny ipv6 any any A7 — b A R 2 FGNZT 5720172 b 1 DO
YRUNBREERTOWARLERH Y 7, IPv6 1A N—RK 0B ATIL, IPv6 *v hT—7

JgY— A EFIHTHID, TIHNVET, A F—T A A ETOIPV6 R A N—ER T
N DEZIED IPV6 ACLIZ Ko THEERIZFF rl SV E T, [Pvd DA IPv6 1A N—HER T 1
T RZHY T 57 FUAfRR T a h=av (ARP) Tld, EROTFT—% Vo rfEra ~aLzFl

A+ 5720, F74V KT, A F—T A ALTOARP % v FD%EZ{E7 IPv4 ACL 12
Ko THBMIZFrT SN ET,

IPv6 ACL % IPv6 A > % — 7 = A AIZWEM T DIT1E. access-list-name 51572 H67E L T ipv6
traffic-filter { > ¥ —7 =2 A a7 4 Xal—aravy REMHLET, IPV6ACL 2T
N AL DFEER L OHAE IPve (RAG AR B E A 3 2121, access-list-name 5150 % F67E L
T, ipv6access-class 71 > a7 4 X2l — gy avwy ReFEHLET,

ipv6 traffic-filter =~ > N CTA ¥ —7 = A R &35 IPV6 ACL X, 7 /3 AT K- TH
BEINTNT7 74 v 7 Tldel, BESNTL N T 74 v 7 BT VAL ET,

WIZ, listl EWHIZHTDOIPVO ACL ZREL, TXA AZPv6 T 7 A U R K 3
T4 FX2lb—Tary ET—RIT50ER~RLET,

Device (config) # ipv6é access-list listl

Device (config-ipvé6-acl) #

WIZ, list2 EWVWIHARTO IPv6 ACL % EL, TDOACLZA —% Ry M A ¥ —T =
AA0LEDRIENT 7 4 v 7 ICHEAT D0 E2RLET, FFIZ, &PIDOACL =2 R
X, * v b U—72 FEC0:0:0:2::/64 GE{ETCIPV6 7 RL ADHKMPID 64 v k& LTHA
ca—HV 7T VT 4y 7 AFEC0:0:02 %2 Ff >/ 37 > ) A —H Ry A H—T =
AROMHOHTATS ZEEZELALET, 2FBHDACL= ML, ZOMOFTTD
FTG T4 IBA—H Ry F AL EZ—T A ZA0MBHTIT ZEZFFRLET, 2
HZoDOxT F UL, & IPv6 ACL OKRBIZHEERI 72 deny all /I NH D128, HE &7
nET,

Device (config) # ipvé access-list list2 deny FEC0:0:0:2::/64 any
Device (config)# ipv6é access-list list2 permit any any

Device (config)# interface ethernet 0

Device (config-if)# ipvé traffic-filter 1list2 out
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. ipv6 snooping policy

t¥auFq |

Ipv6 snooping policy

\}

GE)

TRTOPEFD IPv6 AX—E 7 a<wr K (K07 ik, k32 SISF X—ADT /3 A
A TR avy RRHAESH, IPvd L IPV6 DM FTOT RL A 77 I JIZHREXEH
TEXBH X170 £ L, FFMcoOVWTIE,  Tdevice-tracking policy] SR L TL 72 &V,

IPv6 AX—Y 7 RY I —ZFHEL, IPV6AX—E' T a7 4 Fal— gy F— K2l
I 52k, Zu— L a7 0¥ a2 L—3 3 2 E— KT ipv6 snooping policy =~ > K% fii
HALET, IPv6 AX—E 7 KUY —%2HIBRTHI2E, Z0a~vr Fon BEXE2EHALE
j‘o

ipv6 snooping policy snooping-policy
no ipvé6 snooping policy snooping-policy

B DR

i
&

AR R TFIAILE

ATV R E—F

snooping-policy ARX—t 7 R v —Da—WEFKL, KV —ZITITGHEN 752 TH)
(Engineering 7¢ &) F7213HE (072L) A TE £,

IPv6 AX—E T R =T EIINLTWERE A,

Ja—)L a7 4 Falb—g

avy RERE

EREDAARZA4

Jiy—= EENE
Cisco I0S XE Fuji 16.9.2 Zoavwr RPNEAINEL
77

IPv6 A X —t 7 KR v —% BT 5121, ipv6snooping policy =~ > Kz L 7, ipvé
snooping policy =< RWA RX—TNLDFE, 27 4 F=2b—T a3 T— RPIPv6 A X —
By ar74XFal—vary B— RCERINET, ZOE— RTHE, FHEERKRD IPv6
Tr7—ARMRy T X2 VT 4 av U FERETEET,

+ device-role =~ > Rid, B"— MIERINTWVWET AL 20— LVEEELET,

* limit address-count maximum 2~ > RlX, &"— F THEHATE 5 IPv6 7 K L A% R
]\/i—é‘o

s protocol =2~ > KiX, 7 R L A% Dynamic Host Configuration Protocol (DHCP) & 7=1%
Neighbor Discovery Protocol (NDP) TUNET L2 MENH L Z L AfEELET,

e security-level 2~ Ni&, B@HENL2EXF 2V T DLV ERELET,

e tracking 2~ > R, R—hDOT 73V DT vF 7 R v—% EEXLET,
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ipv6 snooping policy .

e trusted-port = v NiE, R— FEEHTELHR— ML LTRELET, 2FED, AvE—
VEZAE LT L ZITHAERIRENCEIT SN DD, Fole ETSNE A,

WIZ, IPv6 AX—E 7 R —%RETDHH 2R LET,

/34 A (config) # ipv6é snooping policy policyl
T34 A (config-ipv6-snooping) #

I X7+« .
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. key chain macsec

key chain macsec

FRiAF— (PSK) ZHUGT H7DICT A AL U H—T = AD MACsec ¥ —F = — D
LB ERET DI, Fa—rL 2T 4 F 2 L—3 g2 F— FT key chain macsec =1~ >
REFHALET, CODPET 42— MITBI2F, Z0oa<wr Fon BRXEFHHALET,

key chain namemacsec {description| key| exit}

X DERHA name X —ZRETHZOIHHAT D — F = — 2 DA,

description MACsec ¥— F=— > DOF#HAEZ A LET,

key MACsec ¥ — % L E7,
exit MACsec ¥ —F =z —r a7 4 Fal—aryTF— 2K TLET,
no gy NEEMNITH, £RET 740 MEZRTELET,

A< RFI4J)Lk  key chain macsec [EHEHIZ 72 > TWET,

avY R E—FK ya—s ) ar7 4 ¥al—vay
2% REE yy—2 EENE
Cisco I0S XE Denali 16.3.1 Zoavwry RRHEAINEL

77

Wiz, 128 By hOFEFHA X — (PSK) ZHET 572912 MACsec F¥— F=— 2%
BETDHHERLFET,

Switch#configure terminal

Switch (config) #key chain kcl macsec

Switch (config-keychain-macsec) #key 1000

Switch (config-keychain-macsec) #cryptographic-algorithm aes-128-cmac

Switch (config-keychain-macsec-key)# key-string fb63e0269e2768c49bab8eef%9a5c2258f
Switch (config-keychain-macsec-key) #end

Switch#

Iz, 256 By FOFEFHA X — (PSK) Z#IET 572912 MACsec ¥ — F=— 2%
BRETHHERLET,

Switch#configure terminal

Switch (config) #key chain kcl macsec

Switch (config-keychain-macsec) #key 2000

Switch (config-keychain-macsec) #cryptographic-algorithm aes-256-cmac
Switch (config-keychain-macsec-key)# key-string
c865632acb269022447c417504a1lb£f5db1c296449b52627ba01£2ba2574c2878
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key chain macsec .

Switch (config-keychain-macsec-key) #end
Switch#

X7+«
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. key-server

key-server

t¥auFq |

MKA ¥ —H%—R_F 7 a VEHETHIZIE, MKARY v— a7 4 Fab—v g EF—FR
T key-server 2~ R&ZfEH LET, MKA ¥ —H— 472 g 2B 5120%, avy
RFD no TEXEFEHL ET,

key-server priority value
no key-server priority

BX DA

aAavU R FI4ILE

aAvU kR E—F

priority value MKA ¥ —H— D77 A4 VT 1 lEfE L
i‘g—o

MKA F—H% — N[ ZTIZH /2> TWET,

MKA RV — a7 ¢4 ¥ =2 lb—3 3 (config-mka-policy)

avy FERE

3l

)1)—R EEAE

CiscoIOSXEFuji1692 | — o~ RBEAINFE LT,

RIZ, MKA F—H—N"ZRETLHH2RLET,

Device> enable

Device# configure terminal

Device (config) # mka policy 2

Device (config-mka-policy)# key-server priority 33

BEEavTY K

Command Description

mka policy MKA RV > —%FELET,

confidentiality-offset B 7y FERE LT MACsee ZEIfESHE T,

delay-protection MKPDU Di%(E CHIEREZ T 5 L O ICMKAZRE L E7,

include-icv-indicator MKPDU |[ZICV A VU —F & ET,

macsec-cipher-suite SAK #Hif54 270D 5 A4 — b ERTELET,

sak-rekey SAK F— AR Z R E LET,

send-secure-announcements | MKPDU DS [ETEX 2727 F 7 A& EET 5 X 512 MKA
ERELET,

ssci-based-on-sci SCIIZHSWT SSCIL #itHR L £,
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key-server .

Command

Description

use-updated-eth-header

ICV HEICIIFEF SINIA =T Ry b~y X —Z2FHLET,
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. limit address-count

t¥auFq |

limit address-count

R—= R THEHTEHIPv6 7 R L ADE AT 51T1%, Neighbor Discovery Protocol (NDP) A
VAR vary R —ar7 4 FX¥al—vary = RELITIPVOAX—EL T a7 g
¥ a2 L—3 3 F— FTlimit address-count =~ > R&HHALET, T 7 +/L MIRDITIE,
no ERXDa~ o FEMHALET,

limit address-count maximum
no limit address-count

BXXDEREA

AU R TIHIE

AUk E—F

maximum R— RN THFA I TWAHT R A%, #EFHIE1~ 10000 T9,

T 7 F /b FEREITEHIBR T,
ND A vV ANRT I gy R —OHTE

IPv6 AX—Y' 7 a7 4 Falb— g

avy FERE

FEREDAHA RS2

)1)—=x EENE
Cisco I0S XE Fuji 16.9.2 oavwry RBREAINEL
77

limit address-count =~ > N, AU o —R@H SN TWAHR— M THEHTESIPV6 7 RL&
OBZEHIBLET, N—hr EDIPV6 7 RLZADEEZHIBRTLE. XA T4 7 T—T W
A ZOHIFRIZESNL S F 97, &PAIE 1~ 10000 TF,

RIZ, NDP R U > —4 % policyl LEF L, AL YT ENDP A L AXT g R
—ar 74 Fal—varyE—KRIL, A= THEHATESDIPv6 7 KL 20 %
25 IZHIRRT 2012 R LET,

7 /34 A (config) # ipv6é nd inspection policy policyl
F A A (config-nd-inspection) # limit address-count 25

WIZ, IPv6 AX—E > 7 KU —4 % policyl EEFL, AA v F & IPv6 AX—E
TR —ar74F¥al—aryET—RFIL, R—FTHEHTEXSIPv6 7 FL A
D% 25 ITHIRT D612 R L ET,

T /3A A (config) # ipv6é snooping policy policyl
T /3A A (config-ipvé-snooping) # limit address-count 25
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mab request format attribute 32 .

mab request format attribute 32

BX DA

AU RTIHIE

AU R E—F

AA v F ETVLANID R—=ZDMACFEFELZ A R —7 /I HIiE, Ze— b ar7 1 Fa
L—v 3 % — KT mab request format attribute 32 vlan access-vlan =~ > RZfEf L &
T T7 4NV MREICETICE, Z0a~vr RO no BREHEHA L X7,

mab request format attribute 32 vlan access-vlan
no mab request format attribute 32 vlan access-vlan

Zoa=wy RIS ELIIF—TU—FiEH D T8 A,
VLAN-ID _X— 2 ® MAC RiFIT 4 E—7 /LT,

JFa— ) ary7 4 Xalb—g

av Y RERE

FREDHA FS14 2

)1y—= EENE
Cisco IOS XE Fuji 16.9.2 oavwry RPREAINEL
770

RADIUS — 3B HKRA N MACT FL AL VLANICESWTH LW —HFZRIFTXH L H 1T
TAIZE, Zoa<vry REFEHRALET,

Microsoft IAS RADIUS — & FEH L7y NU—27 TZOMREZ#HH L £9, Cisco ACS I
Doy REMEHELET,

WOHFITIE, AA v F TVLAN-ID X— 2D MAC Rt % A x— 7N T HHEETRL
i—a‘o

T /3A A (config) # mab request format attribute 32 vlan access-vlan

avw vk EBA

authentication event BrEDRIEA R NOT 7 arvERELE
9,

authentication fallback IEEES802 XA R — M L2\ T T4 T
}\ﬁﬁ@jj“—ﬂ//\/7ﬁﬁ& L T Web muuiEfZ
FRHT L OR—bFERELET,

authentication host-mode AN— N CHRIF~v 32— v E— RERTELET,

authentication open R—=FTA—=F T I RAEBAFX—TNVET
IF 4 =7 LET,
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. mab request format attribute 32

t¥auFq |

avy kR

B

authentication order

7»]_;2"—‘ ]“ "G'fﬁ)ﬂj—é v ufbﬁﬁ@"lﬁfu %X Li
R

authentication periodic

RN— }‘Tﬁuuuﬁ:%’f?‘ 7/l/i7”:51?4 —
T LET,

authentication port-control

T FOFRFEA T — b @iiﬁﬁﬁﬂﬁﬂ%/fﬁ\
\_ L/ij‘o

authentication priority

W= RNFITAFV T 4 U A MIRBAF A8
mLEd,

authentication timer

802 IX MR —FDH A LT T hRT A—H
CHERRGE R T A—H ERTELET,

authentication violation

%fr LWT A ANKR— MIEfT 50, A—
\Z9CY %k;ﬁ@T/\/]’xﬁ‘?f‘ijbfb‘é

&% I, HT LT NS AR — MR LTz

LEIAET HENKE— REE Ebiﬁ

mab A— K ® MAC-based @il % A F—7 M L&
R
mab eap Extensible Authentication Protocol (EAP) 7% {ii

MT DL oR—braRELET,

show authentication

AA ‘y?‘@nunft“?ﬁ\ ~/“\7 A X ]‘&:55—9)«5
HMazRRLET,

t¥alT4a
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macsec-cipher-suite .

macsec-cipher-suite

Security Association Key (SAK) #5927 DR 5 A A — M ERET HI2IE, MKA KR Y
v— a3y 7 4 ¥ a2 b— 3 F— KT macsec-cipher-suite =~ > &l L £9, SAK OHF
FAAL — N EERNCT HITIE, ZDavr RO no BREHEHLET,

macsec-cipher-suite gem-aes-128
no macsec-cipher-suite gcm-aes-128

B DEREA

AR R TFIAILE

ATV R E—F

gem-aes-128 128 £ MIESIZ LY SAK ZHUAG T 2720 DB A A — R &R E L E T,

GCM-AES-128 K5 BALIZHEZNC e » TV E T,

MKA R v — a7 4 ¥ =2 b—3 3 (config-mka-policy)

av > RERE J1)—=x EEAR
CiscolOSXEFujil6.92 | = pa~<wy R EAINE LT,
2 WIT, 128 'y b BEELT SAK 2G5 728 0 MACsec B A £ — k2 B3 2 0
RLET,
Device> enable
Device# configure terminal
Device (config) # mka policy 2
Device (config-mka-policy) # macsec-cipher-suite gcm-aes-128
BEEa<T YR Command Description
mka policy MKA RY v—%FELET,
confidentiality-offset HmM A7 > M EFE LT MACsee ZEIESHE4,
delay-protection MKPDU D35 TIRIERF#E AT 2 K 5 ITMKA Z5%E LT,
include-icv-indicator MKPDU IZICV A > — R &0 ET,
key-server MKA ¥—H%—"F 7 a VERELET,
sak-rekey SAK * — AR 2 e L £ 7,
send-secure-announcements | MKPDU DOE(ETEX a2 7T T 7o 2% %ET A L 912 MKA
ERTELET,
ssci-based-on-sci SCILIZESWT SSCI # 3 L ¥4,
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. macsec-cipher-suite

Command Description

use-updated-cth-header | ICV FH5EITIZTH S Mz A —H % v by F— 2 L ET,
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macsec network-link .

macsec network-link

TN A H—T A ADMKAMACsec REZHINCTHIIE, A F—T 2 AT
macsec network-link =<~ FZfH L £9, CDP #7 4 &—7 /T BI2iE, Zhavw K
DOno FEXEFHEHL ET,

macsec network-link

B DEREA

AU RTIHIbE

AR E—F

macsec network-link EAP-TLSFBFE7' 1 b2V A L CT /XA A A X —T = A ADMKA
MACsec XEEZBNLET,

macsec network-link IZHENIZ 72 > TWET,

f B —TzA A AT 4 FXalb—ar

av Y RERE

J1)—2 EENE
Cisco I0S XE Denali 16.3.1 Zoavwry RPREAINEL
720

Wiz, EAP-TLSf&iE7' v ha L #fEH LT, 1 v ¥ —7 = A AT MACsec MKA % 3%
ETHHERLET,

Switch#configure terminal

Switch (config)# int G1/0/20

Switch (config-if)# macsec network-link
Switch (config-if)# end

Switch#
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. match (79X Ty FarvIqa¥xalL—vay)

match (7o ttX 2w 7 avJqa4Xxal—3Y)

1 DFRFEEOT /v A YA NEXry FERATDHEIICVLAN~Y v 7 2% ET DI,
AA T AB T EIIAZ L RT Ry AL v TFDT /ATy a7 X2 b—T g
E— R Cmatch 2~ FEFEHLET, BT A—FZHIRTHIZIE, 2O~ RO no
FEXEFEHLET,

match {ip address {namenumber} [{namenumber}] [{namenumber}]. .. |ipv6 address
{namenumber} [{namenumber}]| [{namenumber}]...|mac address {name} [{name}]
[{namej]. . .}

no match {ip address {namenumber} [{namenumber}] [{namenumber}]. .. |ipv6 address
{namenumber} [{namenumber}]| [{namenumber}]...|mac address {name} [{name}]
[{name}]. ..}

BXDEREA

AR TFI4ILE

ATV R E—F

ip address WNry b IPT7 RLATIZR®RAVANEBETLZIICT 7R~y T %

RELET,

ipv6 address </ o KA IPv6 7 LA T2Z7 A VR RNEBAETALIICTZ7ERA v
ERELET,

mac address X% > FAMACT RLAT IR VA NEMETDHEHICT 7®8A v
ERELET,

name N NeBRETAHT 78R U R MDARITT,

number Ny NEBAETAT 7R A NDEZERETT, 2047 a3 E. MACT

IR A U A ML TITERTT,

TN IDT I a TR, —BUST A—X X VLAN v v I S EE A,

TIE®A~y S a7 4 F¥Xal—3g

avy FERE

FEREDAARZA Y

)1)—= EEANE
Cisco I0S XE Fuji 16.9.2 ZDavwr RPNEAINEL
77

vlan access-map 7 H—/ VL a7 4 Fab—v gy avy REHALT, 77 AVy T 3
V74 Fal—i gy E— REHBLET,

1207 7%A VA RNDARTELITEFEANTHILERSHY 3, TOMIT{EZTT,
Ty ME 1OFRIIEEOT 78 A U A M LTRATE XY, WTFhroU 2 MZ—#
THLE, VO ELThHT S FENET,
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match (77X <3y FarvJqsF¥aL—3Y) .

TI7RASy T ar7 4 X2 l— g F— KT, match 2~ RZfiF LT, VLAN IZ
WHIINADVLANY v 7O—H G2 ERTEET, actiona~ 2 NEFEHTLHE, v b
DRI —B LT e XCFATTHT /v a v ERETEET,

KXy ME, RC7a hal ZA4 707782 JA MR LTETRAESNET, IP 7y
MI, IPT7T27EA VR M LTHRE S, IPv6 /X7 v MIIPVv6 77 & A U A MIxt L CH
BEN, TOMD/ry METRXTMACT 78 A U ARMIRLTRAESHET,

FIL~y 7= hVIZ, IPT RLA, IPv6 7 RLABLIOMAC 7 RLRZIFETE £,

WOFITIL, VLANT 7 A~ 7 vmap4 % EF L CVLANS & VLANG6 ([ZHEH T2
HExERLET, ZOT 78Ry T TE, A7y bR3T 78R AR a ITER
NEFH—8T 28, A VX —T2A APy heRkry T LET,

T /31 A (config) # vlan access-map vmap4

7 /3A A (config-access-map) # match ip address al2

T /3A A (config-access-map) # action drop

T /3A A (config-access-map) # exit

T /3A A (config) # vlan filter vmap4 vlan-list 5-6

XE e 3 511X, show vlan access-map Fi#E EXEC =~ FEZ AN L E T,
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. mka pre-shared-key
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mka pre-shared-key

FHHEAF— (PSK) AL TT /A AL v H—T =4 ADMKAMACsee % % E T 5121,
Ja—s)L a7 4 F 2 b—3 3 E— F T mka pre-shared-key key-chain key-chain name =
~Y FEHEMLES, COPET 4 =TI 5ITiE, Z0a<y ROonoFRAEHEM L £,

mka pre-shared-key key-chain key-chain-name

B DEREA

AR R TFI4ILE

AU FE—F

mka pre-shared-key key-chain pSK 2 L TF/NA A A > ¥ — T = A AD MACsec MKA
REZHANMILET,

mka pre-shared-key 137 4 £—7 /L TT,

A B —T A AT 4Fal— g

avy FERE

)1)—2x EENE
Cisco I0S XE Denali 16.3.1 Zoavwry RRHEAINEL
7=,

WIZ, PSKEFAHLT, £ 2% —T7 A4 ZADMKAMACsec X ET HE 2R~ LET,

Switch#

Switch (config)# int G1/0/20

Switch (config-if)# mka pre-shared-key key-chain kcl
Switch (config-if)# end

Switch#
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mka suppress syslogs sak-rekey .

mka suppress syslogs sak-rekey

AU RTIAIE

ATV K E—F

0 X2 JIZEBV T MACsecKey Agreement (MKA) %27 7Y/ —3 3 % — (SAK) O
F—FAERA v =T EMET I, Fa—U a7 X alb—v 3 E— KT mka
suppress syslogs sak-rekey =~ > N&ffi ] L £4, MKA SAK ¥—fHAHRA vE—TDu ¥
TR THITIE, Zoawr RO no BREMHEH L ET,

mka suppres syslogs sak-rekey
no mka suppres syslogs sak-rekey

Zoawy NIBIEELITF—TI— NI A,
F_T D MKA SAK syslog A vE—Y 0Ny Y —/VZERENET,

Jua— ) a7 4 X2 lb—3 g (config)

av Y RERE

FEREDHA K54

1)1)—=x EERNE
Cisco IOS XE Gibraltar 16.9.1 ZThavwr RREAINE LA,

MKA SAK syslog I35~ T ¥ — AR CHERIZ AR S LD 72D, DA 2 —7 =
A A TMKADBRE SN TWDIGEITAERK IS syslog DEDIEFIZE < 720 £9°, MKASAK
syslog Z#Hl+2I12iE, Zoa~<wr FEEHALET,

£l
IZ, MKA SAK syslog & > 7 21l 20l &~ L9,

Device> enable
Device# configure terminal
Device (config) # mka suppress syslogs sak-rekey
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. authentication logging verbose

authentication logging verbose

BXDEREA

AR TFIAILE

aAvURE—F

RRREY AT DA v —UNBFMIERE T AV F Y TR, A v TF RS v 7 FIITA
& R7 v AA »F T authentication logging verbose 2~ &/ — L a7 4 X
L—va vy E—FTHMLET,

authentication logging verbose
no authentication logging verbose

ZOoawy RIZIEBIEELITF—U—RIIH Y A,
VAT AR E—UORME ZIIENT o TWER AL

Jua—N)L ar7 4 ¥ alb—3 3 (config)

avy RERE

FEREDHA K4V

)1)—= EEANE
Cisco 10S XE Fuji 16.9.2 ZDavwy RBNEAINEL
776

IDa=wr RICEY, BREY AT LA v =V b, THISH DK EOFEMIE®A 7 1 v
ZUVrr7ENET, KA vEe—VE3 7402 ) T SNEREA,

verbose GEY AT A A v =% T 4 NVE2 ) 7T BT, IROFNEIZHENE T,
7 /3A A (config) # authentication logging verbose

X IE & fERS T 5 121X, show running-config F7tE EXEC 2~ REZ AN LET,

avwrk EL: |
authentication logging verbose ALY AT A A v — U OREE#RE 7 1

LR T LUET,

dot1x logging verbose 8021X T AT LA v E—I bR AE 7 1
BV T LET,

mab logging verbose MACHEGE XA /XA (MAB) VAT LA vt—
UMb EMERE 7 XY T LET,
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dot1x logging verbose .

dot1x logging verbose

BXDEREA

ARV R TIAIE

aAvURE—F

B02IX VAT A A vy E—UNbLiEEMIERE 7 AN E Y T T HITE, AL v TFRAY v 7 Fi2E
AHZ v Ry ar AA v F T dotlx logging verbose =2~ F& 7/ mn— )L 227 4 X2 b—
YaryE®E—RFRTHEHLET,

dotlx logging verbose
no dotlx logging verbose

Zoawy RIZEBIEELITF—U—RIZH Y A,
VAT AR =R E ZITENT o TWER AL

Jua—N)L ar7 4¥alb—3 3 (config)

avy RERE

FEREDHA K4V

)1)—= EEANE
Cisco 10S XE Fuji 16.9.2 Zoavwr RBEAINEL
776

ZOawrRICED, 802XV AT LA vE—IUNG . PRI ARRIN EOFEHTE SN 7 ¢
NEV U TEINET, KA vE—IZ 74N 2 ) T ESnNERA,

verbose 802.IX VAT L A v =% 7 4V EZ U 7T AT, ROFNEIZHENFE T,
7 /3A A (config) # dotlx logging verbose

X IE & fERS T 5 121X, show running-config F##E EXEC 2~ REZ AN LET,

avwrk Bl
authentication logging verbose ALY AT A A v — U OREME#RE 7 1

LR T LUET,

dot1x logging verbose 8021X T AT LA wE—I bR A 7 1
BV T LET,

mab logging verbose MACHEGE XA /XA (MAB) VAT LA vt—
UMb EMERE T oY T LET,
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. mab logging verbose

mab logging verbose

MAC #BFENA 73A (MAB) DYV AT LA v —UNbitfifE#RE 7 4 V2 U v 7T 5120,
A TFAE T EIFAZ L KT v A4 »F T mab logging verbose =~ K& 2/ 1 —
PN ary 7 4F¥al—yaryET— R EHLET,

mab logging verbose
no mab logging verbose

O L=y FIZFGIEERITF—Y—NIdH v FHA,

ATRUERTFIFIILL VAT LA vE—VOFEMn JIIAMR o T ERE A,

ATy R E—FR su—sN)b ary7 4 Falb—a s (config)
avy FERE J1)—x EEAR
Cisco 10S XE Fuji 16.9.2 ZDavwy RBNEAINEL

77

FEHEDHA KS4y Z0a~vy RICEY, MACRIEANA /N2 (MAB) Y AT LA yE—Uns, FHRISNDHY)
REDFEHMERN T A NEZ ) T INET, KA Y=V 7402 ) 7 INERA,

verbose MAB S AT b A v —% T 4V FZ Y 7512k, IROFNEICHEVE T,
7 /3A A (config) # mab logging verbose

X IE & fERS T 5 121X, show running-config F7tE EXEC 2~ REZ AN LET,

EEa<r kR av Uk A
authentication logging verbose ALY AT A A v — U OREE#RE 7 1

LR T LUET,

dot1x logging verbose 8021X T AT LA v E—I bR AE 7 1
BV T LET,

mab logging verbose MACHEGE XA /XA (MAB) VAT LA vt—
UMb EMERE 7 XY T LET,

B tx2U7«
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permit (MACF7 4 +2Z YR kav7 ¥aL—vay) |

permit MAC7 VX )X arvJ74FXalL—3Y)

SN LG AIZIEIP T 7 4 v 7 OBEEFFAIT 5121, A v T AX v 7 E213A
XU RTBRUVAAL v T ETpermit MAC 7 7 ZAY AR a7 4 Fal—ayavw K
FHLET, JEIEMAC T 7R U ML FAEBZHIBRT 212X, 20a~<r RO no B
AAEHLET,

{permit {any | hostsrc-MAC-addr | src-MAC-addr mask} {any | hostdst-MAC-addr |
dst-MAC-addr mask} [type mask | aarp | amber | appletalk | dec-spanning | decnet-iv
| diagnostic | dsm | etype-6000 | etype-8042 | lat | lavc-sca | lsapl/sap mask |
mop-console | mop-dump | msdos mumps netbios | vines-echo | vines-ip
xns-idp] [coscos]

nopermit {any | host src-MAC-addr | src-MAC-addr mask} {any | host dst-MAC-addr |
dst-MAC-addr mask} [type mask | aarp | amber | appletalk | dec-spanning | decnet-iv
| diagnostic | dsm | etype-6000 | etype-8042 | lat | lavc-sca | lsap Isap mask |
mop-console | mop-dump | msdos | mumps | netbios | vines-echo | vines-ip |
xns-idp] [coscos]

B DEREA

any TRTOREILELIISEEMACT L A%
HLET,
host src-MAC-addr |src-MAC-addr mask AARMACT RLARLEEDOY TRy b =

AT EBELET, Ty FOEELT L
ANEREINTZT FLA—ET 5. <
DT RLVANLDIEIP bT 7 4 v 7 ITHESR S
nET,

host dst-MAC-addr | dst-MAC-addr mask SHMACT RLRELEEOY TRy b <R
JEBELET, N7y NOSET RUAMR
ERENLT LR —ETHHA. £07
RUZAADIEIP T 7 4 v 7 ITEG S E
7

type mask (EE) 737 v b ® EtherType %75 & . Ethernet
L F721ZSNAP I 7 AbZREL T, Ay
N2 A=N =Y %= 1 R D=

 type \Z1E, 0~ 65535 D 16 #E$ & F57E T
TET,

e masklx, —E %7 A 4 SR EtherType
\ i &35 don’tecare By hOD< A Y T
‘g—o
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aarp (ER) 7—#V 7 7RV RA&EXy hTU—
7 7 RV AZ~ v ¥ 79 2% EtherType
AppleTalk Address Resolution Protocol % 5 7E L
EJSae

amber ({fEE) EtherType DEC-Amber %57 L £7,

appletalk (&) EtherType AppleTalk/EtherTalk % &5 7E

LET,

dec-spanning

(ff:E) EtherType Digital Equipment Corporation
(DEC) ANR=0 7Y ) —%iELET,

decnet-iv ({£:%) EtherType DECnet Phase IV 7' |k =
NEFEE L ET,

diagnostic (f£7) EtherType DEC-Diagnostic # 5/ L &
o

dsm (%) EtherType DEC-DSM Zf5/E L £ 77,

etype-6000 (f£&) EtherType 0x6000 %€ L £,

etype-8042 (&) EtherType 0x8042 Z#5&E L £,

lat (f£%) EtherType DEC-LAT Z45& L £,

lave-sca (fE&) EtherType DEC-LAVC-SCA % f57E L

£,

Isap Isap-number mask

(FE) 7 v FD LSAP &S (0~ 65535)
L822I EHERA LT, Xy b
o haLEEELET,

mask 1%, —E &7 A N3 DHIIZ LSAP FH=IZ
WIS don’tcare By DO~ A7 T,

mop-console

(&) EtherType DEC-MOP Remote Console
ZHEELET,

mop-dump (%) EtherType DEC-MOP Dump % 57 L
\i ﬁ—o

msdos (&) EtherType DEC-MSDOS # f§7& L %
7

mumps (f£7) EtherType DEC-MUMPS % f§7E L %

R
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permit (MACF7 4 +2Z YR kav7 ¥aL—vay) |

netbios (fE) EtherType DEC-Network Basic
Input/Output System (NetBIOS) #f5&E L 7,

vines-echo (fE&) Banyan Systems |Z 2 5 EtherType
Virtual Integrated Network Service (VINES) Echo
HEELET,

vines-ip (f£&) EtherType VINESIP Z#f8 & L £,

xns-idp ({E&) EtherType Xerox Network Systems

(XNS) 7m hajj 24— hEHEELET,

€OS COs EE) 7943V T4 BRETDHZD, 0~
7 F TOEE D Class of Service (CoS) fi% &
ELET, CoSICHESL 74 H I 7T,
N=RT =T CREITFEITAIRETT, cos
VaVNRESNTWDENE I NaiERT 5
Xy —UREREINET,

AR R TFIAILE

AR R E—F

Zoa<wy RE, T7HNAVMEIBHY ERA, 7272 L. AFHiftE MACACLDOT 74/ h 7
7 va RS Y,

MACT 7 A YAN a7 4Xal— gy

avy FNERE

FEREDHA KS4 Y

)1)—= EERNE
Cisco 10S XE Fuji 16.9.2 Zoavy RMEAINEL
776

appletalk |, =~ KT A4 VO~V T A RNY U ITIEFERSNVETR, —8E 4L LTI
R—FENTWERA,

mac access-list extended 72—/ 27 4 X2l — g avwr REFEH LT, MAC 77
A VAR a7 4FXal—ary T— RElBLET,

host ¥ —U— RAMALIZBE, 7 RLASZAZIZIANTE LA, any ¥F—U— RE7/-0%
host X — U — REFEH LRWEEIX, 7 RLASRAIEZANTHHLERDY £,

T/ Aavhr— 2 hY (ACE) 7 7R3y hr—L U A MOBMSHIHA,
U A b O ICIZREERD deny-any-any S FATEELE T, SF D, —EARVEAICE Y Y
MIESESNET, 272, &HMD ACE EMENDHENC, VA MITXTONT Y MEFF
ﬂ‘biﬁ‘o

IPX T 747 %7 4NZ Y 7351203, EHISNLTWDIPX D7D X A FI2ET
T. type mask ¥7=1% Isap Isap mask % —7 — RZfEH] L £ 3, Novell 17k & Cisco I0S JHFET
D IPX A1 7\ E A FIZHIET D7 4 VW E2 5%, IRORIC—ER R LET,

X7+« .
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R3:UPX T 4 LA HHEE

t¥auFq |

IPX A TFEies 47 PP E-%
Cisco 10S & Novell £

arpa Ethernet 11 EtherType 0x8137
snap Ethernet-snap EtherType 0x8137
sap Ethernet 802.2 LSAP 0xEOEO
novell-ether Ethernet 802.3 LSAP OxFFFF

WOFITIEZ, HHWPAFEETLIH MACT R L Z 00c0.00a0.03fa ~D NetBIOS N T 7 1 v
7 AT HLEIMTE MACHEIET 782 U A NAERTHHEEZRLET, 20V

AMI—ETDH T 74 v 7T ESNET,

7 /31 A (config-ext-macl) # permit any host 00c0.00a0.03fa netbios

WOFITIL, LEifTE MACHEIET 78 2 U X bR HIRT 5 HiEa R L

£,

T /3A A (config-ext-macl) # no permit any 00c0.00a0.03fa 0000.0000.0000 netbios

WOFITIE, EtherType 0x4321 D¢ _TD/ 7 v h&EFA LET,

T /34 A (config-ext-macl) # permit any any 0x4321 0

PREZMERT H1Z1%. show access-lists 54 EXEC =~ F&E# AN LE T,

BEEav R avwvk

st B

deny

MACT7 7 AV A a7 4Xal— g
EHERELET, SN LESGAEIZIEIP
T4 I NEBEINDIOEIES LET,

mac access-list extended

FEIP T 74 v 7 HICMACT KL A _—X
DT 78RV A REERLET,

show access-lists

AL v FICRESNTZT 78R 2 ha—)b
VA MEFRRLET,
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propagate sgt (cts manual)

Cisco TrustSec Security (CTS) A > H—7 =2 A ATLA¥2D®F =V T 4 Z—F%7 (SGT)
BEEFHNITDHITNE, A X —T =2 AT T 4 F 2l — 3 F— KT propagate sgt =
~ U REMALET, SGTIREZENCT HI2E, Zoa~vy Rone BREMETLET,

propagate sgt

X DA Zoawy RIS ELIZIF—TU—FiEH Y T8 A,

AT RTFI4) 0 SGTRHDRENFNI 2> THET,

ATV R E—F CTS FEi A v H—T 2 A a7 4 Fal— g FT—F (config-if-cts-manual)
av 2 FERE J1)—x FEAE

CiscolOSXEDenali 163.1 | =z~ RBEAINFE LT,

FEREDHA RS« SCTHLEDREIZL > T, CTSHIEDA ¥ —7 = A AL L2 SGT & ZIZHSWT CTS A 4
T —% (CMD) ZZEBLOEETEET, ET7 T A AN SGT 25 TET . ZORR.
SGT # V7 % L2~y X —IZEE TERUVRIL T, 4 ¥ —7 = A AD SGTRZEL T 51T
IZ no propagate sgt =~ > R&fiH L £,

i KIC. FEICRE SN TrustSec RSO A v & — 7 = A 2T SGT B % 4027 2 i
B LET,

Switch# configure terminal

Switch (config)# interface gigabitethernet 0
Switch(config-if)# cts manual

Switch (config-if-cts-manual)# no propagate sgt

KIZ, XHEY b A =YXy N A X —T x4 A0 TSGTBENEN/>TND
FlZR L £,

Switch#show cts interface brief

Global Dotlx feature is Disabled
Interface GigabitEthernetO:

CTS is enabled, mode: MANUAL

IFC state: OPEN

Authentication Status: NOT APPLICABLE
Peer identity: "unknown"
Peer's advertised capabilities: ""

Authorization Status: NOT APPLICABLE

SAP Status: NOT APPLICABLE

Propagate SGT: Disabled

Cache Info:
Cache applied to link : NONE

I X7+« .
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. propagate sgt (cts manual)

BEEav R av R SR BA

cts manual CTS DA v B —T =2 A AEHMILET,

show cts interface | { > % —=7 = f 2 = L ® Cisco TrustSec A7 — b B L OMEHER A F < L
7
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protocol (IPv6 R X—E > %) .

protocol (IPv6 R X—E > %)

7 R L A% Dynamic Host Configuration Protocol (DHCP) % 7= Neighbor Discovery Protocol
(NDP) TUWUET DMERH L Z L ZfET L. 7r baridIPve 7L 7 4 v 7 A J A b
KGR S B I21E, protocol =~ K& L£4, DHCP £7-1XNDPIZ L 5T KL RINESE
Fae—T7 T BITiE, Zoavr Fone BREHHLET,

protocol {dhcp | ndp}
no protocol {dhcp | ndp}

X DA dhep 7 RLRAEHAFI VI HRAPI T 4Fab—rar7u bai (DHCP) 7y
FCWEET HIMERHDL Z EEBELET,

ndp 7 RLRZFAN—HR 71 ha)t (NDP) X7y NCTIETILERSH D Z & 245
Ebij‘o

ARV EFI4NA R AX—EL T LU AN X DHCP 35 X UYNDP Offi 5 &2 L CaAT L £ 7

AavY R E—F IPv6 ARX =BT a7 4 Falb—ay T—F
2<% FEE Y y—2 EERE
Cisco I0S XE Fuji 16.9.2 oavwry RREAINEL

77

FEREDHA KS4>y 7 FLUANDHCP £72iZNDP IZBEf I b7 L7 4 v 7 2 U A b &E—HLARWEAIE,
HEAry bRy TS, XU T 7 7= 2 NUDOY ANV EZDOTa kha
T L TEERIT SR E R A,

*no protocol {dhcp | ndp} =~ FZEHTLH L, v ha/WEAX—E U 7 E72IE7
J—= IR ENET A,

* no protocol dhep =~ > K& H 925 &, DHCPIIKRE LTS T 47 T—T LD
UANRYIHERTEET,

o T — X INAEIZI DHCP B X OINDP TV AN TEFI M, 56585 — FIZDHCP 2k ~»To
BV BN TEET,

WIZ, TPv6 AX—E 7R v —4% policyl LTEFL, AA v T % IPv6 AX—EV
THRY)—ar7 4 F¥alb—aryET—RIZL, 7 FLADINEEIZ DHCP ## 4
HEITHR—INERETHHERLET,

/34 A (config) # ipv6é snooping policy policyl
T /34 A (config-ipv6-snooping) # protocol dhcp

t¥alT4a
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radius server

\}

GE)

Cisco I0S 15.2(5)E U U — A LIFETIE, CiscolOS U U —A 152(5)E LV EiD VU V) — A T &
FU TV 7= radius-server host =~ > K7 radius server =~ RIZE &z 5NFE L7-, Ha
~ v NIELEENE LA,

RADIUS 747 7 > 7 4 > 7 & RADIUS §8iE% & €2 RADIUS — 3D /XF A — X B ET HIT
X, AA VT AL T EFITAZX L KT a2 A, vF Tradiusserver 27 4 F a2 L — 3
PTE—Ravr FeEALET, T 74/ FREIRTIZE, 203~ RO no BREE
ﬁﬁbij‘o

radius server name

address {ipv4 |ipv6} ip{address | hostname}! auth-port udp-port acct-port udp-port
key string

automate tester name | retransmit value | timeout seconds

no radius server name

‘X0

'_E_Iu“:I

B

address {ipv4 | ipv6}  RADIUS % — 3D IP 7 FL A &$EE L £7,
ip{address | hostname}

auth-port udp-port (f£&) RADIUS #FEV— "D UDP R— FZIEE L7, fEETE
ZHPHIZ 0 ~ 65536 T,

acct-port udp-port (£E) RADIUS T H DU VT 47— "D UDP R— b &fEE L F
7T, FEETE 2&PHIT 0 ~ 65536 T,

key string (EE) AA v FBLUORADIUS 7—F MO <TD RADIUS =
R o= a VORIEF—B LUK X —&2HEELET,

G¥)  F—I%. RADIUS H— THHT O S b¥—Ic—%T 5
THXANRN) T TRIFERD ERA, T ZDa~
Y RFOFEMEERE L Tkey Za8E LT ZSV, SEFHD X
NR=ZIEE SN FE TN, F—DOFHB L OERRD AL~
I ENET, key CAR—ANEGENDHAIE. 51H
FFinkey D—HETRWRY | key Z 3| AF T E 2\ TL 72
S,

automate tester name ({£E) RADIUS H— " ZF—Z ZOHB)Y— NN T X N2 A 32—
ML, RSN 2= ZEELET,

retransmit value EE) P—"PUSE LA, 8K NEVEEIZ, RADIUS &
KEVEY o0 ERRELET, BETE DML~ 100 T
9, ZORENL., radius-serverretransmit 7 2 —/N)L 2T 4 K o2 L—
varvavwry Nk rREE EEEXLET,

B tx2U7«



| €254
radius server .

timeout seconds (LE) AA v FPERE FEET DR1IZ RADIUS H— 3015 D
BarT oRrfMRAfEE LET, fRETE 28X 1 ~ 1000 T
T, ZDOFKTIL. radius-server timeout 7 2 —/N)b 2T 4 F o2 L —
Varavr s NI EE EEELET,

no radius server name F 7 4L NREIZELET,

ATV R FI4IR *RADIUS 7V T 4 > 7 % —730D UDP 7R— & 1646 TT,
« RADIUS #&FEH—/30 UDP AR — M 1645 T,
c BB — AT A MIT 4 E—T L TT,
FA LT T ME605 (1K) T,

s HEN T A M3 X —T NVDEE, UDPR— DT T T 4 2 7B IOGRREERZ T A F 23
FEITENET,

s WAEF—B L UWE B — (string) TR ESNTWERA,

aAvY R E—F RADIUS — R HTE—FR a7 4 Fal—i g
avy FERE 1)1y —= LEEHNE

Cisco IOS XE Fuji 16.9.2 radius-server host 2~ KA EE# 2 A2 HHTZDa~< v

RGBS E L,

ERLDHA KS4>  *RADIUS TH LT 4 7 #—/33 LIUNRADIUS FFEH—/30 UDP H— k%5 7 4 /L b
VUSNDIEIZERET 5 Z & 2 #ERE L £,

ckeystring W7 E— R a7 4 ¥alb—rar avy N+ 2oE, BB KOS
%~%§E1%i¢o%f:@:vamﬁ%ﬁﬁkLfkw%ﬁﬁbf<téwo

SN

* RADIUS =2 T —=Z 2O HE Y — T A f A x—T7 /L, iflahd2—¥4%
fRET 5 I21%, automate-tester name ¥ — 7 — R&ffiH L £,

WOBTrL, FREE— SO UDP AR— b & 1645, TH U VT 4 v 7 P —/30 UDP iRk —
h%& 1646 [IZFRE L, XTI ERETHH 2R LTI,

5 /3A A (config) # radius server ISE

T /3A A (config-radius-server) # address ipv4 10.1.1 auth-port 1645 acct-port 1646
T /3A A (config-radius-server) # key ciscol23

t*2U74 |}
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. sak-rekey

sak-rekey

E#RESNT-MKARY —DEX=2Y T4 7Y —3 3 F— (SAK) O F—FHAERKEE
EHRETHITIE, MKARY >— a7 4 X2 b—3 g F— FT sak-rekey =2~ > K& ffi [f]
LEJ, SAK ¥ —FAERF A ~—%2WHT 2100, Zoa<wr FonBXE2MHLET,

sak-rekey {interval time-interval | on-live-peer-loss}
no sak-rekey {interval | on-live-peer-loss}

X DR interval SAK ¥ —HA KR EHEA TRELET,
time-interval .
HAPHIX 30 ~ 65535 T, 7 7 A4/L NI 0 TT,

on-live-peer-loss 5 {7 X L N—3 o T B O E T L,

ATV R FI4I L SAK F—FAERS A v =32 > TOET, T 740 ME 0 TY,

AT R E—R MKA RV ¥— 27 4 X2 L—3 3 (config-mka-policy)
avy FERE )1)—= EERNE
Cisco 10S XE Fuji Toavwy RNREAINE L,
16.9.2
#l WIT. SAK ¥ —F/ER A R ET B %7 LET,

Device> enable

Device# configure terminal

Device (config) # mka policy 2

Device (config-mka-policy) # sak-rekey interval 300

BEav R Command Description
mkKka policy MKA 7RV v —%&ELET,
confidentiality-offset A7 > M & E LT MACsee Z#BIfESHE 5,
delay-protection MKPDU D55 TEIER#EZ T2 L 5 ICMKA Z5E L £,
include-icv-indicator MKPDU IZICV A ¥ —Z & EHET,
key-server MKA F—H— A7 a 2R ELET,
macsec-cipher-suite SAK #5570 5AA — 2R ELET,
send-secure-announcements | MKPDU DE(ETEX o277 T 7 A% EET 5 L 912 MKA

EERELET,
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sak-rekey .

Command

Description

ssci-based-on-sci

SCIIZESWT SSCI # 3 L x4,

use-updated-eth-header

ICV A RICIEFEH SNZA —V Ry b~ X —%FHHLET,

X7+« .
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sap mode-list (cts manual)

2MHDOA B —T 2 ZADMDO Y I E b E R T — T 57O S 41D Security
Association Protocol (SAP) DFFELKEF{LE— K (FE) bHRARICESIEN AT S niz) ik
T 5I12i%, CTSdotlx A VX —T =A A 227 4 F 2 b—3 3 F— FTsap mode-list =~
VREFEHLET, E—RFRURXMZHIBRLTT 74/ MZRETIZIE, 203~y RO no JEX
EHEHALET,

2MHDA B —T7 = A AT MACsec DU 7 K55k Ex T =— " T 572012, XTTA X
~ A% —%— (PMK) & Security Association Protocol (SAP) DFEFER X UG 5{bE— N & T
THET 21T, sapmode-list =~ > NZFEH L ET, REZEHIZT DT, Zoa~v R
D no JERZEMHEH L ET,

sap pmk mode-list {gcm-encrypt | gmac | no-encap | null} [gcm-encrypt | gmac | no-encap |
null]

no sap pmk mode-list {gcm-encrypt | gmac | no-encap | null} [gcm-encrypt | gmac | no-encap
| null]

BXDEREA

ARV R TIFILbE

AR E—F

pmk hex_value 16 #E47 — % PMK ZH5E L
F9 G5 0x72 L, K
D16 EHLTEANT D, %
I TRWEEIL, RO
[Z0DT VLT 47 AWM
D) o

mode-list T RNE A XEINTZEFT—FRD
VA MERELET E)»
O BARIEBRIERL A )

gcm-encrypt GMACERE, GCM K =1L % 45
ELET,

gmac GMAC RRGEE T A feE L, I
FbEEE L EE A

no-encap T 7 e AL EFEE LEE A,

null NTEvMMEHY . FBRER L
Wb LEEELET,

7T 7 4 v kD F 7 ALIL sap pmk mode-list gem-encryptnull T3, BT A X —T = A AN
802.1AE MACsec £721X802REV L' A ¥ 2 U /s BALZ R —F LARWEA, T 74/ bD
H5{EiE null T,

CTS FHEhiA L F—T 2 A a7 4 X2l — 3 (config-if-cts-manual)
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sap mode-list (cts manual) .

avy RERE

=2 LENE

CiscolOSXEDenali 163.1 | = pa~<wy R EAINE LT,

EREDAARZA4

FORE E B H AR ET S 121X, sap pmk mode-list =~ > R&2H L £7,

YtXa T4 TV o— g7 bajl (SAP) X802 11iIEEE 7 &2 h /LD KT 7 h /83—
Vg NCESNWERE SR — ORISR LU e ka2 C1, SAPIZIMACsec & ViR — b4 5
A H—T x4 XM D 802.1AE V > 7 [EkEE{t (MACsec) ZHESLIS L OVEELT B 7= DI
L/\i‘é—o

SAPBLUNRT U A XAvAX—F— (PMK) %, sappmkmode-list =~ > REZfH LT, 21&
DAL E =T oA ARICFETRIET D22 L HTEET, 802 IXFIEEZ T 255, Wl
(H 7V B R BLOAE—F T 4 —4) M Cisco Secure Access Control Server 75 BT D
R—=RMDOPMK BLUIMACT FLA&EZELET,

TNA ZPCTSHKIE Y 7 h U= T HEITLTNT, ~— KT = THRCTSHExHE TH D51,
sap mode-list no-encap =~ > RZ{iH L Th 72/ LA ER L ET,

& WU, RHEw b A —HF vy b A28 —T =4 2T SAP #RETHHI %R L ET,
Switch# configure terminal
Switch (config) # interface gigabitethernet 2/1
Switch(config-if)# cts manual
Switch (config-if-cts-manual)# sap pmk FFFEE mode-list gcm-encrypt
BEa< YR av YR B7LL]
cts manual CTSDA B —T oA AZHIMILET,

propagate sgt (cts manual) | Cisco TrustSec Security (CTS) A > Z—7 = AD LA ¥ 2 TD
X2 UT 1 =7 27 (SGT) DIEEAMTLET,

show cts interface Cisco TrustSec A > Z — 7 = A4 AREDOHEEREFR T LET,

t*2U74 |}
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. security level (IPv6 R X—E > %)

security level (IPv6 A X—FE > %)

WHENDEX 2T 4 DLV ERETDHITE, IPv6 AX—E V7 R v—ar7 Xz
L— 3 F— KT security-level 2~ > R&fEH L FJ,

security level {glean | guard | inspect}

X DERHA glean T RUVAZAyE—=UNBHIH L, BGREEIThTIcEn o &N
LT T F—T A v A h— LET,

guard IV EMBEOM G E2FEITLET, IHIC, FETEXHHR—FT
ZEINTWRWEGEE, F72E0ORY v—IZ Lo THFIEh
TWARWEE, RA Ay E—YBEXODHCP — R X v —

A ShET
inspect A= VOB L WS A REE L E T, FIC, T R LA

At SnNET, B A v =ik Fr y 7ERET,

ATV ERFIFNAL TIANMEOEF2 U T4 LUV guard T

AT R E—FK IPv6 AX—E 7 a7 4Fal—vay
2% FEE Y y—2 EENE
Cisco 10S XE Fuji 16.9.2 oo~y RREASHEL

77

WIZ, IPv6 AX—Y' 7 R v —4 % policyl EEF L., T /35 A% [IPv6 A X —E
Jar74Xal—varyE—RIZL, E%¥=VU7 4 LUl% inspect & L THET
LR UET,

T /31 A (config) # ipv6é snooping policy policyl
T /34 A (config-ipv6-snooping) # security-level inspect
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send-secure-announcements .

send-secure-announcements

MKA 7% MACsec Key Agreement Protocol Data Unit (MKPDU) Tt = 7 /2@ A 4ETE 5
o+ 5i1ciE. MKARY v— a7 ¢ 2 L—3 g » F— KT send-secure-announcements
av U REHEALES, COFa T RBHORELENT LTI, Z0a~v2 RO no
AAEHLET,

send-secure-announcements
no send-secure-announcements

HET D E38H ZOa=y FIZFGIEERITF—Y—FNIdH 0 A,

ATV RFI4)k MKPDU TOEFX 2727 F 00 AIWHIT /> TWET,

avU R E—F MKA R YU 2 — 37 4 F =2 L— 3 (config-mka-policy)
avy RERE J1y—2x EERAE
Cisco IOS XE Fuji oo~y RNEASHE L,
16.9.2

EELEDHA KS4Y BEX2T7R7FUr2E, DS =27 TROWT 70 A THA STV 72 MACsec 5 A
A — MEREAZ FFMRFEL 7,

Bl KT, CxaThT I AOREE AT HHE R L £,

Device> enable

Device# configure terminal

Device (config) # mka policy 2

Device (config-mka-policy)# send-secure-announcements

MEa<v R Command Description
mka policy MKA RV o—%RELET,

confidentiality-offset |jgzsih 47+~ N2 E L T MACsec ¥ BI{ES B9,

delay-protection MKPDU D %/E CREERELZ AT D L H)ITMKAZREL T,

include-icv-indicator |MKPDU |ZICV A > P —Z 55D E T,

key-server MKA ¥ —H—N"AF 7 a v a#HELET,

macsec-cipher-suite SAK Z T 5720 DI 5 AL — FERELET,

sak-rekey SAK F—HA KRR ZERE L 7,

I X7+« .
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. send-secure-announcements

Command Description

ssci-based-on-sci SCIIZH T SSCI #3HE LF T,

use-updated-eth-header | ICV FIHICIZEH SoA — Ky by X —2HHLET,
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server-private (RADIUS) .

server-private (RADIUS)

TN—TH =N LT, 7T A= FRADIUSH— "DIPT F L AZiRET HIZ1E, RADIUS
PRI N—T a7 4 X2 Lb—3 3 F— R Tserver-private 2~ > K& L¥7, B
I oner T4 = = EZG8GE, 7. BLOT IO T 47 (AAA) T —T7H%—

A B HIERT 21213,

Zoavry RO no N EEHLET,

server-private ip-address [{auth-port port-number |acct-port port-number}] [non-standard]
[timeout seconds] [retransmit retries| [key string]

no server-private ip-address [{auth-port port-number | acct-port port-number}] [non-standard]
[timeout seconds] [retransmit retries] [key string]

BXDEREA

ARV ETIAINb

AR E—F

ip-address

7'F A ~X— | RADIUS #— KA RDIP T R L Z,

auth-port
port-number

!

EE) #EEERICHT 22— 5—4% 7 Z 5 7 v =2/ (UDP) %1
JeR— b, T 7 MEIX 1645 TT,

acct-port port-number

FEEB) ThorT 4 Z7HERIZHTH UDP siedlh— b, T 741 b
1% 1646 T,

non-standard

(&) RADIUS ¥— 3T & —JlH O RADIUS J& % .,

timeout seconds

(A7 av) T3 ANRADIUS — OIS E gL, FHAETS
F CORFREIMM (BEAL) , Z OREIL radius-server timeout =< > N
OTa—NUEE EEEXLET, ¥4 L7 T MESEE SNV TWRNE
Bl Fr—rVVERER S E T,

retransmit retries

(EE) =R L, ERISE N EBWEAIZ RADIUS B3Rk %
P — NICHEET HEE, Z DX EIT radius-server retransmit 2~ > K
DT a—VERELY FEELET,

key string

(f£#&) 7 /31 A L RADIUS #—/3 ECE{#i 7% RADIUS 7 —E [t
THH SN DFEFER L O 53—, 2 D% —d radius-server key =~ >
RO7v—rIVRELR EEELET, F—UFANEEELRVWGE, 7
2= UEMER S E T

string 1Z1%, 0 (B b Tnind—>2nf< Z &2 5EE) . 6
(Advanced Encryption Scheme (AES) K b —23 i< Z & &FRE) 7
GEABOF—03e< Z & 2t5E) o3 s{fban Ty (707

THXADL) Y= A"F—ZRETHITEEETEET,

server-private /N7 A —Z PHE SN TWRWEGEIL, Z7e— U ary 7 4 F o b—3 g UMl
MENET, Zo— a7 X¥ab—ya b PMRESHTORWVEAIE. 77 4/ MENR

S ET,

RADIUS =T —7" a7 4 ¥ a2 L—3 3 (config-sg-radius)

t*2U74 |}



. server-private (RADIUS)

t¥auFq |

avy FNERE

=2 LEAE

CiscolOSXEFujil16.92 | = pa~<wy R EAINE LT,

EREDAARZA4

server-private 2~ RZfEH LT, FFED T T A4 X— b =N L ERFHOY—R T —7
% BT £ 97, Virtual Route Forwarding (VRF) A VA X VA TT T A _X—F7 RLANRN
HETHAREMEZ X, 7A=Y= (T FTARX— T FLREFOH—N) %
PRI N—THNTEHRL, MO N—TIZFREINRNE I LET, ZOHEL, T u—
NNV =) (T 74V FD Tradius] — T N—T728) ROV —F, IPT KL A LR—
FNEBZME-> TR TEET, Z0XH, =T N—THNOH— DU R ML, 7 ur—
SNV AT 4 X2 b— g VBT ARA NOBRRIERE T T A X— N = ROERNDEE
nET,

GE)

« radius-server directed-request =~ > R23EE S LTV 54555, server-private (RADIUS)
Sy REBRE LTS T4 <— b RADIUS H— % 7 e TS b LU % = L 13
TEEHEA,

o 7 Z A4 ~_— | RADIUS % — 30D AAA H— FEHEHR L 22— ROMERE 21X HE R —
FEnTnEtA, 774 X—=FRADIUSH—RNEHEINTWDIEHE, =7 —X vE—
VEML—ARYIBRRELETHE, INHDTT—A =T L —ANy 7 ITAAA
RADIUSHEREICIZE L A, TNOHDTT—RA v =TV L N —ANNy 7 ZEBET 5
121X, 774 _X— F RADIUS — D 0 (237 Y v 7 RADIUS — AR E L £,

%A 7 6 AES i 5t — &R E T 5 IZ1E. password encryption aes =~ > R&fiH L £,

I RIZ, sg_water RADIUS 7 /L— 7B —NZEERL TS T A X— M— % HEfHT 5
BlzRLET,
Device> enable
Device# configure terminal
Device (config) # aaa new-model
Device (config) # aaa group server radius sg water
Device (config-sg-radius) # server-private 10.1.1.1 timeout 5 retransmit 3 key xyz
Device (config-sg-radius) # server-private 10.2.2.2 timeout 5 retransmit 3 key xyz
Device (config-sg-radius) # end

EEav2 K avvk BLL]
aaa group server FHDOYP—N KR hzplfEo Y 2~ ERHEO G 7 V—7

fELET,

aaa new-model AAAT 7R ary ha—L EBF)VEALX—T VI LET,
password encryption aes ZA 76 DR ALERTIA X —%2 A X —T M LE T,

B tx2U7«
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server-private (RADIUS) .

avw vk Bl
radius-server host RADIUS — N KR 2R ELFET,

radius-server directed-request | - — 473 NAS (212 71 > L CEEEH ® RADIUS H— /N %841
TELHE2ICLET,

I X7+« .



. show aaa clients

X T4 I

show aaa clients

AAA 7 AT FOREHER ZF T 5121, show aaa clients =~ > R&2EH L E9,

show aaa clients [detailed]

detailed  ({L7) FEM7/RAAAZ 747 v bOKEHEREZ R L E T,

BX DA p=1
ST RE_F | oY EXEC
avy RERE )1)—2x EEANE
Cisco I0S XE Fuji 16.9.2 Zoavwy RPNEAINEL
7=

&Iz, show aaa clients =~ > ROH Nz LE T,

53 Z# show aaa clients

Dropped request packets: 0

B tx2U7«
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show aaa command handler .

show aaa command handler

AAA 2= RV R OREHER 2 FnT 5121, show aaa command handler =~ > N % {#
ALET,

show aaa command handler

T DIl Zoavy RIZFBIERERIETF—V— REH Y FHA,
ARV R E—F == EXEC
avy RERE 1)1)—= EERNR
Cisco 10S XE Fuji 16.9.2 oavwr RREAINEL

77

KIZ. show aaa command handler =~ > ROH 2R L E T,

7 /3A A4 show aaa command handler

AAA Command Handler Statistics:
account-logon: 0, account-logoff: 0
account-query: 0, pod: O
service-logon: 0, service-logoff: 0
user-profile-push: 0, session-state-log: 0
reauthenticate: 0, bounce-host-port: 0
disable-host-port: 0, update-rbacl: 0
update-sgt: 0, update-cts-policies: 0
invalid commands: O
async message not sent: 0
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. show aaa local

show aaa local
AAA B — BV ER ATV g v A2 F T AI21E. showaaalocal =~ REMFEHLET,

show aaa local {netuser {name | all } | statistics | wuser lockout}

X DA netuser AAA T —H )V Xy NI =7 FTETF AN 22— T —F_XR—=ZEHELF T,
name Fv U= a—F4,
all Iy NI BIOFA N a—FEREZETELET,

statisties 11— A RAEOHEHIH A TR LET

user AAA B —HNDuay 7Ty hE3plza—FERELET,
lockout
AU R E—F =4 EXEC
A%y FEE 1y—2 RERNE
Cisco IOS XE Fuji 16.9.2 Davwy RPREAINEL
72,

K12, show aaa local statistics =~ > RO 2R L E T,

5 /3A A# show aaa local statistics

Local EAP statistics

EAP Method Success Fail
Unknown 0 0
EAP-MD5 0 0
EAP-GTC 0 0
LEAP 0 0
PEAP 0 0
EAP-TLS 0 0
EAP-MSCHAPV2 0 0
EAP-FAST 0 0
Requests received from AAA: 0
Responses returned from EAP: 0
Requests dropped (no EAP AVP): 0
Requests dropped (other reasons): 0
Authentication timeouts from EAP: 0
Credential request statistics
Requests sent to backend: 0
Requests failed (unable to send): 0
Authorization results received

Success: 0
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show aaa local .

Fail: 0

I X7+« .
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. show aaa servers

show aaa servers

SREE. Al TAH T 47 (AAA) P — ROMIBIZ K- TSN DT TD AAA Y —
NEFERTHITIL, show aaa servers =~ > R L £,

show aaa servers [private | public | [detailed]]

EX DA detailed (T5) AAA V— RO MIBIZ L > TR EIND T T A _—
~ AAA —NEFRRLET,
public (fEE) AAA T — RO MIBIZ K-> TR END 7Y v
AAA P —RNEFRLET,
detailed (FEE) 372 AAA — O EHERE R LET,
avY R E—F = —% EXEC (>)

HME EXEC (>)

avy FER )1)—=x EERNE
Cisco 10S XE Fuji 16.9.2 Zoavy RMEAINEL
776
i &I, show aaa servers =~ > ROH 12~ LE T,
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show aaa sessions .

show aaa sessions

AAAT YT a3 U MIBICL > THEMEIND AAA® Y g U Z2F AT 5121, show aaa sessions
avr REFHLET,

show aaa sessions

T DIl Zoavy RIZFBIERERIETF—V— REH Y FHA,
ARV R E—F == EXEC
avy RERE 1)1)—= EERNR
Cisco 10S XE Fuji 16.9.2 oavwr RREAINEL

77

KIZ. show aaa sessions =~ > NOH 2R L E1,

7 /3A A4 show aaa sessions
Total sessions since last reload: 7
Session Id: 4007

Unique Id: 4025

User Name: *not available*

IP Address: 0.0.0.0

Idle Time: O

CT Call Handle: O
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. show authentication brief

show authentication brief

BEDA B —T7 =2 AORGEYE v v a BT 2 EER 2 FKorT 5121d. =—3 EXEC
F— FE 72134574 EXEC & — K T show authentication brief ==~ F&Z{#H L ¥4,

show authentication brief [switch {switch-number|active|standby} {R0O}]

-3 qOE L); switch-number switch-number ZEXLDHRNI2EIX 1 ~9 TT,
RO N—hk ZFatyt (RP) Auvy F0IZBET 5
fHwERRLET,
active TITAT AVAZ U AERELET,
standby AB N A VARV ABRELET,
ATV R E—F FiHE EXEC (#)

z— EXEC (>)

A%y FEE 1y—2 RERNE
Cisco IOS XE Fuji 16.9.2 ZDavwy RPREAINEL
76

KIZ. show authentication brief =~ > FOH 2R L F1,

Device# show authentication brief

Interface MAC Address AuthC AuthZ Fg Uptime
Gi2/0/14 0002.0002.0001 m:NA d:0K AZ: SA- X 281s
Gi2/0/14 0002.0002.0002 m:NA d:0K AZ: SA- X 280s
Gi2/0/14 0002.0002.0003 m:NA d:0K AZ: SA- X 279s
Gi2/0/14 0002.0002.0004 m:NA d:0K AZ: SA- X 278s
Gi2/0/14 0002.0002.0005 m:NA d:0K AZ: SA- X 278s
Gi2/0/14 0002.0002.0006 m:NA d:0K AZ: SA- X 277s
Gi2/0/14 0002.0002.0007 m:NA d:0K AZ: SA- X 276s
Gi2/0/14 0002.0002.0008 m:NA d:0K AZ: SA- X 276s
Gi2/0/14 0002.0002.0009 m:NA d:0K AZ: SA- X 275s
Gi2/0/14 0002.0002.000a m:NA d:0K AZ: SA- X 275s
Gi2/0/14 0002.0002.000b m:NA d:0K AZ: SA- X 274s
Gi2/0/14 0002.0002.000c m:NA d:0K AZ: SA- X 274s
Gi2/0/14 0002.0002.000d m:NA d:0K AZ: SA- X 273s
Gi2/0/14 0002.0002.000e m:NA d:0K AZ: SA- X 273s
Gi2/0/14 0002.0002.000f m:NA d:0K AZ: SA- X 272s
Gi2/0/14 0002.0002.0010 m:NA d:0K AZ: SA- X 272s
Gi2/0/14 0002.0002.0011 m:NA d:0K AZ: SA- X 271s
Gi2/0/14 0002.0002.0012 m:NA d:0K AZ: SA- X 271s
Gi2/0/14 0002.0002.0013 m:NA d:0K AZ: SA- X 270s
Gi2/0/14 0002.0002.0014 m:NA d:0K AZ: SA- X 270s
Gi2/0/14 0002.0002.0015 m:NA d:0K AZ: SA- X 269s
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show authentication brief .

WL, T T 474 AH A% % show authentication brief =~ > KD H 1 %

switch active RO

~LET,

Device# show authentication brief
Interface MAC Address AuthC
Gi2/0/14 0002.0002.0001 NA
Gi2/0/14 0002.0002.0002 NA
Gi2/0/14 0002.0002.0003 NA

Gi2/0/14 0002.0002.0004
Gi2/0/14 0002.0002.0005

Gi2/0/14 0002.0002.0006 NA
Gi2/0/14 0002.0002.0007 NA
Gi2/0/14 0002.0002.0008 NA
Gi2/0/14 0002.0002.0009 NA
Gi2/0/14 0002.0002.000a NA

Gi2/0/14 0002.0002.000b
Gi2/0/14 0002.0002.000c

Gi2/0/14 0002.0002.000d NA
Gi2/0/14 0002.0002.000e NA
Gi2/0/14 0002.0002.000£f NA
Gi2/0/14 0002.0002.0010 NA
Gi2/0/14 0002.0002.0011 NA

Gi2/0/14 0002.0002.0012
Gi2/0/14 0002.0002.0013

23333838233838383823823213238238S2382:823823

Gi2/0/14 0002.0002.0014 NA
Gi2/0/14 0002.0002.0015 NA
Gi2/0/14 0002.0002.0016 NA

000 0000000000000 000000

Authz Fg Uptime
AZ: SA- X 1s
AZ: SA- X Os
AZ: SA- X 299s
AZ: SA- X 298s
AZ: SA- X 298s
AZ: SA- X 297s
AZ: SA- X 296s
AZ: SA- X 296s
AZ: SA- X 295s
AZ: SA- X 295s
AZ: SA- X 294s
AZ: SA- X 294s
AZ: SA- X 293s
AZ: SA- X 293s
AZ: SA- X 292s
AZ: SA- X 292s
AZ: SA- X 291s
AZ: SA- X 291s
AZ: SA- X 290s
AZ: SA- X 290s
AZ: SA- X 289s
AZ: SA- X 289s

WIZ, AZ L INA A AH L AZ%ET 5 show authentication brief =~ > KD H /)i %

~LET,

Device# show authentication brief switch standby RO

No sessions currently exist

ROFT, ZOHHNTRRSNDEHEERT 4 —/V FIZOWTHMLET,

X 4:show authentication brief 7 « — )L K D& EA

J4—ILE & EA

Interface BEAFA A —T 2 ADEA T L &KF,
MAC 7 R L & 7747 FDOMACT R A,
AuthC PREAT — & A,

authz HKRBAT—HF R,
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. show authentication brief

FauFq |

J4—ILF

B

FG

BEDAT—H A %4777, A7 EIX
WD LTI,

ARV —OmHAT GERIXEEITO A
T—H A 5R)

«D: BV LED

«F i HEOHY S L oEFTH
«1:IIFID OFY L THH
Py valE Ty aER

*R:a2—=%7u 77 A LORIRT GEMIX
BEATDO AT — 2 2% B

U a—Y 7o 7y Ao GHliX
BEATDO AT —H A% BIR)

cX: RBRTE Y

Uptime

oy UNEE LT D ORI,
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show authentication sessions .

show authentication sessions

BHEORIEEvF2—Vry vy v a VIZBET A58 & KT 5121%, show authentication sessions
avr REFHLET,

show authentication sessions [database] [handle iandle-id [details] ] [interface #ype number
[details] [mac mac-address [interface type number] [method method-name [interface type number
[details] [session-id session-id [details] ]

B DEREA

database 1) By gy TR R R SN TVWAF— 2 a7 LE
I

handle handle-id  ({£35) BFE~ % — v ifHE BT SFEONY FAAIELET

details (L) Bt e R LET,

interface type number  ({T.78) BAE~ X — VX HFHREZRT DHEDA LV F—T 2 A ADHXA
TERFERELET,

mac mac-address (EE) EREEZRTIEHEDMACT RLAZRELET,

method method-name  ({£5) Rikl~F— Y v EH &2 TR T O EOREHELRELET,
Fi &2t ET DS (dotlx, mab, F7-iXwebauth) . f ¥ —7 A

AHLIETEET,
session-id session-id ~ ({£5) B~ F— V¥ BERE2FRTHAHEEO LYy v a v E2ETELE
R
SRUFE_F =¥ EXEC
2% REE yy—2 EENE
Cisco I0S XE Fuji 16.9.2 Zoavwr RPREAINEL

EREDAARZM4

776

BEOTRTORFE~YR—V vy a T A 1EHREFRT HIZI1E, show authentication
sessions 2~ REMALET, FEDORIEvX—Vy By v a VIZETAIEREZR T DI
. 19U EOF—U—FRE2HEHALET,

TOF—T NI, WESNERIE Yy Y g U CHEESNAENERESZ R LET,

® 5@ AR DRE

IRRE ERBA
Not run DBy arDFRITETINTOERA,
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. show authentication sessions

t¥auFq |

7N EREA
Running Dty varOFANFETHTT,

Failed over

ZoFRFEKLE Lz, ROFTANERE

HeZ EnFPHENTWET,

Success ZOFRIT, By a ORI LRGSR
P LE L,

Authc Failed ZOFRIT., By a0kl LRGSR

ML E LT,

ROFIZ, HHTE DR

x 6: AKX DIRE

E A ZRLET,

N2 & EA

dotlx 802.1X

mab MAC FBRIE/ A 73R
webauth Web 58Ik

RIZ, A v F LEOFTTD

5 /3A A4 show authentication sessions

Interface MAC Address Method Domain Status
Gil/0/48 0015.63b0.f676 dotlx DATA Authz Success
Gil/0/5 000f.23c4.a401 mab DATA Authz Success
Gil/0/5 0014.bf5d.d26d dotlx DATA Authz Success

Wikt v v a Y FRT OB RN LET,

Session ID

0A3462B1000000102983C05C
0A3462B10000000D24F80B58
0A3462B10000000E29811B9%4

WRIZ, A B2 —Tx2A A LOTXTOFEFE YV a3 v E2RRTDHH02RLET,

7 /3A A4 show authentication sessions interface gigabitethernet2/0/47

Interface:

MAC Address:

IP Address:
Status:

Domain:

Oper host mode:
Oper control dir:
Authorized By:
Vlan Policy:
Session timeout:
Idle timeout:
Common Session ID:
Acct Session ID:
Handle:

Runnable methods list:

Method
mab
dotlx

State

. X2 T+«

GigabitEthernet2/0/47
Unknown

Unknown

Authz Success

DATA

multi-host

both

Guest Vlan

20

N/A

N/A
0A3462C8000000000002763C
0x00000002

0x25000000

Failed over
Failed over
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show authentication sessions .

Interface: GigabitEthernet2/0/47
MAC Address: 0005.5e7c.da05
IP Address: Unknown
User-Name: 00055e7cdal5b
Status: Authz Success
Domain: VOICE
Oper host mode: multi-domain
Oper control dir: Dboth
Authorized By: Authentication Server
Session timeout: N/A
Idle timeout: N/A
Common Session ID: 0A3462C8000000010002A238
Acct Session ID: 0x00000003
Handle: 0x91000001
Runnable methods list:
Method State
mab Authc Success
dotlx Not run
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. show cts interface

show cts interface

A v H—7 = A AD Cisco TrustSec (CTS) FEDFFtEFRT DX, FiHE EXEC £ — R T
show cts interface =~ > RZ ] L £,

show cts interface [{type slot/port|brief | summary}]

BX DA type slot/port | (£&) A v Z—T =24 A XA TBLIORA0 v FESELIIR— FES 4215
ELET, ZOA v Z—T oA ZADFEMREIPEENET,
brief EE) T _XTDOCTS A v Z—T =2 A ADEHEAT — X A% Fr LET,
summary EE) A X—Tx2A AT LI, TXTDOCTSA v H—T = A ADY~< Y —

. MEELIISEOX— AT —F AT 40— )L REFFOREAN TR RALET,

aAvYRFIHLE RL

avYRKE—FK EXEC (>) %5+ EXEC (#)

avy FERE Jy—2= EENE

CiscoIOSXEDenali 163.1 | = o~y RBREFE I, WL OO a ryRNBEMSnE L
776

CiscolOSXEDenali16.2.1 | = oo~ FpEAINE LT,

FEREDHA KSq4y TRTDCIS AV Z =T = ADTLRAT —F A& Fmd 5ICiE, F—U— FafiftTic
show cts interface =~ > R& ] L £,

Bl Wiz, ¥—U— FEEREFIC N e ERT 205 R LET (F_TOCTSA > ¥ —
TxA ADTNEAT—HRA) |

Switch# show cts interface

Global Dotlx feature is Disabled
Interface GigabitEthernet0/1/0:

CTS is enabled, mode: MANUAL

IFC state: OPEN

Interface Active for 00:00:18.232

Authentication Status: NOT APPLICABLE
Peer identity: "unknown"
Peer's advertised capabilities: ""

Authorization Status: NOT APPLICABLE

SAP Status: NOT APPLICABLE

Configured pairwise ciphers:
gcm-encrypt
null

Replay protection: enabled
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Replay protection mode: STRICT

Selected cipher:

Propagate SGT:
Cache Info:

Enabled

Cache applied to link : NONE

Statistics:
authc success:
authc reject:
authc failure:

authc no response:

authc logoff:
sap success:
sap fail:

authz success:
authz fail:
port auth fail:
Ingress:

control frame bypassed:
sap frame bypassed:

esp packets:
unknown sa:
invalid sa:

inverse binding failed:

auth failed:

replay error:

Egress:

control frame bypassed:

esp packets:

sgt filtered:

sap frame bypassed:
unknown sa dropped:
unknown sa bypassed:

O O OO OO oo oo

O O O O O o o o

O O O O o o

WIZ, brief ¥—U— REFHA LB Bl Z2RLET,

Device# show cts interface brief

Global Dotlx feature is Disabled
Interface GigabitEthernet0/1/0:

CTS is enabled, mode:

IFC state:

MANUAL
OPEN

Interface Active for 00:00:40.386
Authentication Status: NOT APPLICABLE

Peer identity:

"unknown"

Peer's advertised capabilities: ""

Authorization Status:

SAP Status:
Propagate SGT:
Cache Info:

Cache applied to

NOT APPLICABLE
NOT APPLICABLE
Enabled

link : NONE

show cts interface .

BEEavT YR

avyU kR

B8

cts manual

CISOA v H—T =2 AZHFHIZLET,
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. show cts interface

avw vk EEA

propagate sgt (cts manual) | Cisco TrustSec Security (CTS) A ¥ —7 = AD LA ¥ 2 TD
X2V T 0 =7 527 (SGT) DIEEZAMTLET,

sap mode-list (cts manual) |PMK 35 L N SAP RiFE— F LB 5{bE— FEZFEBHTHEL., 2
DDAV HE—T =4 A TMACsec V) v 7 ODiFE{b I = —
FLET,
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show cts role-based permissions .

show cts role-based permissions

B _R—2 (EXa VT 47 N—T) TrvAar ha— R 2 hEERTDHICE, FF
¥é EXEC & — R C show cts role-based permissions =~ > R& i L £,

show cts role-based permissions [{default [{details |ipv4 [{details}]}] |from [{sgt[{ipv4 |to
[{sgt | unknown}] [{details |ipv4 [{details}]}]}] |unknown}] |ipv4 |to [{sgf | unknown}]

[{ipv4}]i]

B DR

ul
&

ATV R E—FR

default (EE) 7740 FOWHRY 2 MIBET o FHERRLET,

details () THvFShiz778xar ba—nr UL (ACL) OFfMiz#Er L%

R
ipv4 (L&) IPvd 71 F U T B 1A R T LET,
from EE) EETIN—F T A ERER T LET,
sgt (T8 ¥X=2 V74 JA—T7 27, H%EIL2 ~ 65519 TT,
to (LR s/ V—T BT 2 RERRLET,

unknown  (f£5) REIRIEEILTN—T Lo 7 N —T T DR ER R LET,

HikE EXEC (#)

av Y RERE

FEREDHA KSA4 Y

J1)—= EERNE
CiscolOSXEDenali 16.3.1 —pa<w RREAINE L,

o<y RiE. SGACLMER~ FY w7 ZADar T oY aFRrLET, BHETEdFal T 0
TN—7"%27 (SGT) IEfrom*¥—7— R&EfH LT, %65 SGT iXto ¥ —V— RZliH L T
ETEXET, MADF—TU—FEHEETH L, H—E/LO RBACL NERINET, K
X, to ¥—U— RF&EFEH LGS ICOAFERINET, T2EIE, from F—T— F&FEHL
PG EICERREINET, MR~ N v 7 ZA2KIT, from F—T— K& to F¥—TU— KO F%
B LT-GEICFRINET,

a<wy RHIE, 7794~V $—0%% SGTRBL D XY F—0D%(E7L SGT TV — b
SNET, FE/ALDSGACL I, RETERINTWNDHO LA UNEF T, F721% Cisco Identity
Services Engine (ISE) 72 HHUfG L72IHfF THRRSNET,

details ¥ — 7 — i, from¥—V—R& tox—U— RO GEEETHZ LT, BH—DtL
DB ENTBEICHERINET, details ¥— 7 — RREEINTWEEES, H—E/LD
SGACL O7 7 AflIfl=> N U BRERINET,

KIZ. show role-based permissions =~ > FOH Nl z R~ L E T,

t*2U74 |}



FauFq |
. show cts role-based permissions

Switch# show cts role-based permissions

IPv4 Role-based permissions default (monitored):

default sgacl-02

Permit IP-00

IPv4 Role-based permissions from group 305:sgt to group 306:dgt (monitored):

test reg tcp permit-02

RBACL Monitor All for Dynamic Policies : TRUE

RBACL Monitor All for Configured Policies : FALSE

IPv4 Role-based permissions from group 6:SGT_6 to group 6:SGT_6 (configured):
mon_1

IPv4 Role-based permissions from group 10 to group 11 (configured):
mon_2

RBACL Monitor All for Dynamic Policies : FALSE

RBACL Monitor All for Configured Policies : FALSE

BEav R avUR =LiJ:]

cts role-based permissions | 25(Z5C 7 /L — 7S50 N — Ikt BHERREHF N LE T,

cts role-based monitor H— N _R—ZADT 7 EAYANDODE=X) L TE2EHEMILET,
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show cisp .

show cisp

REESNIoA v 2 —7 =4 AD CISP [§#H A F T 5 121%, FitE EXEC *£— KT show cisp =

~ U REMALET,
show cisp { [clients | interface interface-id] | registrations | summary}
WX DA clients ({E75) CISPZ 54 7> FORM%EFR L%
‘a‘o
interface interface-id BB fBEsni-A % —7 A AD CISP
fEMEeFRLEST, AORA =T = A R
X, WA — R AR — b Fr 2B EENR
:jz ﬁ—o
registrations CISP D& GRIHFHM AT R L E T,
summary (EE) CISPOY~ Y —fFHaFRLET,
ATy R E—FR ¥#HE EXEC
vy RERE )1)—= EEAR
Cisco 10S XE Fuji 16.9.2 Ioavwr RREAINEL

7‘7
—o

Ihavwry FAFHEEAIN
FLZ Zoavr RNk
N TV R—FENFEREA,

IZ, show cisp interface =~ > RO HHZR L ET,

7 /5A A4 show cisp interface fast 0
CISP not enabled on specified interface

KIZ. show cisp registration =~ > ROz~ L ET,

7 /3A A4 show cisp registrations
Interface(s) with CISP registered user(s):
Fal/0/13

Auth Mgr (Authenticator)

Gi2/0/1

Auth Mgr (Authenticator)

Gi2/0/2

Auth Mgr (Authenticator)

Gi2/0/3

Auth Mgr (Authenticator)

X7+«
I




. show cisp

Gi2/0/5
Auth Mgr (Authenticator)
Gi2/0/9
Auth Mgr (Authenticator)
Gi2/0/11
Auth Mgr (Authenticator)
Gi2/0/13
Auth Mgr (Authenticator)
Gi3/0/3
Gi3/0/5
Gi3/0/23

t¥auFq |

BEEavT R avw Uk

B

cisp enable

Client Information Signalling Protocol (CISP) %
A X =T M LET,

dotlx credentials profile

Y7V B N AL v TFTT R T 7 AIVERE
=

B tx2U7«
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show dot1x

show dot1x .

2L v FF IR E S 72— b OIEEESO2. Ix FipHE . BHAT—X A, BLUOBEAT —
HA%FRTHICIE, 22— EXEC E— R Tshowdotlx =~ > K&l L F T,

show dotlx [all [count | details | statistics | summary]] [interface fype number [details |
statistics] ] [statistics]

X DERA all (EE) +_XTDA % —7 = A ADIEEE802.1X
EFRRLET,
count (EE) TSNz 947 RO T4 T
VOB EFRRARLET,
details (&) IEEE802.1X A v # —7 = A ADFMEF R L
3
statistics (FE35) F_TOA v ¥ —7 = A AD EEESOLIX it
FweRrLET,
summary EE) I _TCOA v H—T = A ADIEEESR.1X ¥~
V—EREERLET,
interface type number (fEE) f8E L= — FDIEEES02.IX AT —H A% FK
RLET,
Qv RE—F =P EXEC
avy FERE J1y—x EEAR
Cisco 10S XE Fuji 16.9.2 Zhavwy RREAINE L
77,

&Iz, show dotlx all =~ > RO /A2~ LE T,

7 /31 A4 show dotlx all
Sysauthcontrol Enabled
Dotlx Protocol Version 3

&Iz, show dotlx all count =~ > RO FIZR L FT,

/34 A# show dotlx all count
Number of Dotlx sessions

Authorized Clients
UnAuthorized Clients

t*2U74 |}



. show dot1x

Total No of Client =0

&Iz, show dotlx all statistics =~ > FOH Il EZRLE9,

/31 A4 show dotlx statistics
Dotlx Global Statistics for

RxStart
RxReq =
RxTotal

TxStart
TxReq =

TxReqgID =
TxTotal =

B tx2U7«

RxLogoff = 0
RxInvalid = 0

TxLogoff = 0
ReTxReq = 0
ReTxReqgID = 0

ReTxRegFail
ReTxRegIDFail

RxRespID =

0

t¥auFq |
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show eap pac peer .

show eap pac peer

JEERFRERERE ' 7 k2L (BEAP) OtBXx a7 ho xRV 7% Lz 7 LX 785 (FAST)
BT DR A Protected Access Credential (PAC) % R xd 521X, ¥4 EXEC & — K T show
eap pac peer =~ > R&fEH L 7,

show eap pac peer

XD Zoawy RIZEBIERELRITF—U—RiEH Y THA,
AT RE—FK Fi#E EXEC
avy FERE 1) —2 TEHRNES
Cisco 10S XE Fuji 16.9.2 Zoavwy RREASREL

776

WIZ, show eap pac peers it EXEC =~ ROl &2~ L 9,

7 /3A A> show eap pac peers
No PACs stored

BEav> K

avU R EBA

clear eap sessions AA w FEATEE I NIZA— D EAP O
vy g FEREZ VT LET,
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. show ip dhcp snooping statistics

show ip dhcp snooping statistics

DHCP A X — ¥ v FietE R 2B E i X cRr+ 51213, =2—EXECE— K

C show ip dhcp snooping statistics =~ > R&2 i H L £,

show ip dhcp snooping statistics [detail ]

FauFq |

S qOEL: detail  (f1:3) FEMZRBREHEMZ FR LET,
AU R E—F = —¥ EXEC
avy FERE )1)—2x

FEREDHA K42

Cisco 10S XE Fuji 16.9.2

Zoawr RREAINREL

AA v F ALy 7T, TRTOMEHERN ALY v 7 v AZ—THERINET, LT

T AT ALy TFIRBESNHE, Mat WV o213y FESNET,
&IZ. show ip dhcp snooping statisties =~ > RO 1z R L E T,

7 /3A A> show ip dhcp snooping statistics

Packets Forwarded
Packets Dropped
Packets Dropped From untrusted ports

IZ, show ip dhep snooping statistics detail =~ > RO |z R L ET,

7 /34 Z> show ip dhcp snooping statistics detail

Packets Processed by DHCP Snooping
Packets Dropped Because
IDB not known
Queue full
Interface is in errdisabled
Rate limit exceeded
Received on untrusted ports
Nonzero giaddr
Source mac not equal to chaddr
Binding mismatch
Insertion of opt82 fail
Interface Down
Unknown output interface

Reply output port equal to input port

Packet denied by platform

. X2 T+«

o
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show ip dhcp snooping statistics .

WDFIZ, DHCP A X — BV 7R L OFOFHAEZ R L ET,

% 7:DHCP A X — ' v F#k&HIE$R

DHCP X X — E > 7 #istiE#R

B

Packets Processed by DHCP Snooping

kSN ATy hBIO R y FENEAAT Y b G
T, DHCP A X —E' U T Ko TR E N b
DEFEL

Packets Dropped Because IDB not
known

Ny hDANA v B —T = A A& CTE o T —
@ i&o

Queue full

Ny N OMBRZE S D NERF = — Nl Th 5 =
7 —0%%, FEEITFEWL— K TDHCP X7 v F&2%2Z{5 L,
AR — T l— MERR A R —T W75 T e
B, IO T—RRETHZERH Y T,

Interface is in errdisabled

errdisable & L C~—27 &7z R— F Ty hEZEL
e, ZHNRET D AREEDRH DD, R— R
errdisable 27— N THLGH /T v P F 2 —(C
AD . ZOY Y FBRB TR ENLHATT,

Rate limit exceeded

R—FTCERESNTWAL— MNIBEBZ T, A% —
7 = A A errdisable AT — MT72 o 72 [EIE

Received on untrusted ports

[E#E C& /2 vAR— F CDHCP #—/3 %/ >  (OFFER,
ACK. NAK. LEASEQUERY OWhhy) #ZELTHK
oy 7 L7z EEK,

Nonzero giaddr

FEETERVWAR— M CTZ(E LI DHCP X7y hD U L —
=Yz N T RVA T 4 —/L K (giaddr) 73EwLgk

72721814k, %7213 no ip dhep snooping information option
allow-untrusted 72— /3L 27 4 Fa b — g 3w
VRERELTELT, BETERVWA—-FTRELLE

Ty MIA TV ar 27— R EENTWZEEL,

Source mac not equal to chaddr

DHCP "y b2 ZA4 T K MACT KL A 7 —)L
K (chaddr) 28337 > FOFEEILMACT RL R L —EH
9", ip dhcp snooping verify mac-address 7 2 —/ 3L =1/
T4 X2l —vary avy RRRESNTWDERL
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. show ip dhcp snooping statistics

t¥auFq |

DHCP R X —F > F#ketiEH

B

Binding mismatch

MAC7T RLZ & VLAN DT DA T 4 o T2 5T
WHAR— bk EFR72 57— T, RELEASE/ N v FE 7=
IXDECLINE /37 v b %545 L7z[Bl4k, T, #EnniAg
KOOIV FGAT o " eAT =T 47 LESELTNDA]
BEMENRSHDZEERLETN, VI9A T MINAAL T
DRIDR— ~ZFHHE) L T RELEASE % 723 DECLINE % 3
TLIEZE2RTELHV ET, MAC 7 RLRIE,

A =Py b~y X —OFEFEILMACT KL ATIEARL
DHCP /X% > h® chaddr 7 4 —/V R BEA S ET,

Insertion of opt82 fail

Ny hADFT g v AN T T — |7 > =R,
G T ar T EGLNNT Yy MR A —F Y FD
Wy SOV A REB2IZHA, AT T —
WD BB ET,

Interface Down

N7y RSDHCP Y L— =— = h~DINE Th D
N, V==V hDSVIA VZ—T =2 ARF D
Y LCTWBIE%EL, DHCP H— 3~0D 7 T A 7 > MERD
EIE LISEDZEDORTSVINE U LA AT
DHLTT—TTH, Dol ELER A,

Unknown output interface

a8 T —FFERIIMACT RLA T—7 LD
IV 7T o T OWNT T, DHCP INE 7 v o
A H—T 2 AR TE 2o 2B, 27y M
Fey7anFEzd, A7 var2iHshTtkss1,
7 T4 T FMACT R L ARHIREINIC 22 - 2358103
ETDHZENHVET, "—bexXF2VT 0 AT av
TIPSG A F—TNThO, 7 ar 2BAx—7
ILTRWEA, 7947 FOMACT RLRITFEE SR
PRy MI ey FERET,

Reply output port equal to input port

DHCP J52 34 » RO A FE— R IAHFE— R L[ LT
HY . V=T OO E R EH, Ky k-
7 OBEOEDY | A S OEHERE O O hE
MR LET,

Packet denied by platform

T R F—LEAEDOL A NNIZE STy MR
HES Sz,

B tx2U7«
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show radius server-group .

show radius server-group

RADIUS % — T )—7"O 7 /X7 ¢ KR T 5HIZI1L, show radius server-group =~ > RN & fifi
HALET,

show radius server-group {name | all}

BXDEREA

name Y— X J—T DL, V—T)N—TOLHIORTEIMHE T B LFHIL, the aaa
group server radius =~ > FZfif L TEXRT HLENH Y £7°,

all FTRTOY =N T N—TO7Fa T R RLET,

SRURE—F Y EXEC
¥#HE EXEC
A%y FEE 1y—2 RERNE
Cisco IOS XE Fuji 16.9.2 Zoavwr RPREAINEL

EREDAARZA4

770

aaa group server radius 2~ > R CEEK L7z — 7 —T7 %K T 521X, show radius
server-group =~ > RZ{HH L 9,

I, show radius server-group all =~ > RO HBIZ R L E7,

T /3A A4 show radius server-group all
Server group radius
Sharecount = 1 sg unconfigured = FALSE
Type = standard Memlocks =1

ROEXT, ZOWNIEKRENDLEERT 4 —/)V FEBRH L £,

%= 8: show radius server-groups A< > FD 7 4 —)L KD

J4—ILFK Hl:L]
Server group =X TV —T DA,
Sharecount OV =R ITN—=TEEFELTNDEHFAY X

cNo¥, 7-ExiE. 15D FRY X FREED
Y= T N—TEE T 54 sharecount
1£1TY, 22045 X IBFECY—~ T
N—T"Z T 5846, sharecount X2 T,

sg_unconfigured PN T TR EMRSNE LTz,

t*2U74 |}



. show radius server-group

t¥auFq |

J4—ILFK

A

Type

% A 71X, standard ¥ 7213 nonstandard DOV 3"

NNTT, XA 71X T N—THNOY— 308 F

HEOBMEEZ T ANDNE D e~ LET,

T N—THNOFTXTOH— NZIERED 47

TarvPREINTWBHEA, ¥4 71%
monstandard] & F® /RSN ET,

Memlocks

AEVRNICH DY —N 7 —TREIEDNES
Mo, Zoix, ZO%—R T )L—TF~0D
S ERFF L TV DNERT — Z i v b
TR TV T a NN 0N EE
L£9, MemlocksiZ A E Y EHDT-DITHNES
BICEH S ET,

B tx2U7«
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show vlan access-map .

show vlan access-map

FEDVLANT 7B A vy TERLITTRXTOVLANT 7 B R v ST 215 E2£R<T 5
\Z1, %5 EXEC &— K C show vlan access-map =~ > R&fEH L FJ,

show vlan access-map [map-name]

EX DA map-name  ({£E) BEDVLANT 7 B A < v T4,

ARVKEFILLE L

ATy R E—FR ¥5HE EXEC
avy RERE )1)—= EEANRE
Cisco I0S XE Fuji 16.9.2 Ioavwry RBREAINEL

776

KIZ, show vlan access-map =~ > RO ZR L ET,

7 /34 A4 show vlan access-map
Vlan access-map "vmap4" 10
Match clauses:
ip address: al2
Action:
forward
Vlan access-map "vmap4" 20
Match clauses:
ip address: al2
Action:
forward

X7+«
I
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. show vlan filter

show vlan filter

T _TPHDVLAN 7 4 V& F-ITHED VLAN 721X VLAN 7 7 B 2 = » A2+ 55 H %
FRT HITIL. KiHE EXEC & — K T show vlan filter =~ > RZFEH L E£7,

show vlan filter {access-map name |vlan vian-id}

) BBEESNEVLANT VA <~y TDT7 4 VZ ) v T EREFER
L\ij—o

LE) BESNTEVLAND 7 4 WX ) U 7 ERPFLALET, HET
X HHPHIT 1 ~ 4094 T,

X DA access-map name

vlan vian-id

AR RFIALE AL
aAavYRE—FK F¢HE EXEC
2wy FEE yy—2 EENE
Cisco I0S XE Fuji 16.9.2 ZOawy RREAINE L
7=
&IZ. show vlan filter =~ > RO %2R L F T,

7 /3 A4 show vlan filter
VLAN Map map_1 is filtering VLANs:

20-22
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show vlan group .

show vlan group

VLAN 7L —FI2~ v B 7 S TWA VLAN 23R 5121%. ¥ EXEC E— K T show
vlan group =~ > RZ&H L 7,

show vlan group [{group-name vian-group-name [user_count]}]

B DEREA

group-name vian-group-name ({L&) #§E L7z VLAN /)L —FlZ~ v B 7E& N T35
VLAN #F R L E 7,

user_count (L) HED VLAN Z—F It~ v B 7SN TN 5%
VLAN O —H &2 F R LET,

ARVEFIALL AL
avURE—F e EXEC
avy RERE )1)—= EEARE
Cisco I0S XE Fuji 16.9.2 oavwry RBREAINEL

FRLEDHA KS1 Y

77

show vlan group =~ > RIZEEED VLAN /' /b—F%FK Rk L, % VLAN Z/L—F DA LR TH
% VLAN 3 X U VLAN O#iH %z~ L £7, group-name ¥— 7 — K& AT 5 & BELRZ
VLAN Z V=7 DA RO BNERENET,

WOEITIE, BED VLAN ZL—F DR R \EFRiTHHFEZRLET,

t*2U74 |}
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. switchport port-security aging

switchport port-security aging

X a2 T T RLAZ NI D= T XA DBLIOXA TERET D, 3 EDOFR— B
DEXF2T 7 FLAQZ =V TEWEAETE T H120E, A v ¥ —T A X a7 4Falb—
3 v &— R T switchport port-security aging =~ > F&fHLET, K"—bF Xz 74'
T T T 4T MIT D, FEIRT A ET 740 FORBIZERET HIC z
Davy ROono BN EFEHLET,

switchport port-security aging {static|time time | type {absolute | inactivity}}
no switchport port-security aging {static |time | type}

B DEREA

aAavU R TFI4ILk

aAvU kR E—F

static ZOR— MR ESNTZEXF 2T 7T RLADZ—V U T h A X —T /L ZE
7

time TOR— I D=0 T B A LERELET, BETX AEMIT0~14404 T,
time time 23 0 DA, ZOFR—FOT—V L FETF 4 —T LT,

type T T BT ERELET,

absolute aphsolute =T— 0 7 XA THEHFRELET, ZOR—FDOTRTCOEF2T 7T R A
1T, BBESNREHM (4) BFE LRICEREINE Y, %27 7 RLRX Y
A RMBHEIBRESNET,

inactivity inactivity =— 07 X A TERE LT, HEESNZKRINICEX 2 7 #E8T R
VAMBDT =2 N7 74y 7 RRVWEETET, ZOR—rDOEF27 7T R X
DIHAREINIZ 72 0 £,

—hEXa VT 2=V THERRIET 4 E—T7 VT, T 7L FOFEREIL 0 4T,
FTT7F NV IDE—T T XA 71X absolute T,
FIANNDALT v T—= DV TERT 4 =T LT,

A H =Tz A A AT 4 Fal— 3

avy FERE

FREDHA FS14 Y

)1)—=x EENE
Cisco I0S XE Fuji 16.9.2 oavwy RPREAINEL
77

REDR—IDEX2T 7 RLA =V T2 A X =T NVICT DX, R—hz—V 7 X
A L% 0 LISAOIEIZERE L 9,
BEDEXa2T 7 RUAICZKBZREL TCT 7 EATEL LT HITIE, ==V T H AT

% absolute [CRELET, =— 07 XA LOHEREINE E, EXF 2T 7 RLARYIKRE
nEJ,

B tx2U7«
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switchport port-security aging .

W T 7 B A TE DX 2T 7 FL AR ZHIRT 2121E, =—T 2 7 % A 7 % inactivity
WCRELET, ZOXICTDE, TV T 47127 olcF a7 7 RUADBHIBRS L, o
T RUAREFR 2T D LN TEET,

X 2T T R ASDT 72 ARIREZMRERT 521X, BEF 277 FLAL LTREL, no
switchport port-security aging static { > ¥ —7 = A XA a7 4 X2 b — 3y avy N&fFEH
LT, R ESNZEF 2T 7 RLADZ =V 7 %5 4 =7 M LET,

WKOBTIE, R—FOTRTCOEF2T 7T RLRIZXH LT, =2—2 07 4T %
absolute, =— 7 Z A L% 2EFMICERE L E 9,

7 /3A A (config) # interface gigabitethernetl/0/1
T /5A A (config-if) # switchport port-security aging time 120

WORFITIL, R—=HMIREINTEF2T T RLVRAZKH LT, ==V 7 247 %
inactivity, =— 7 XA L&k 23R ELET,

7 /31 A (config) # interface gigabitethernetl/0/2

T /3A A (config-if)# switchport port-security aging time 2

T /3A A (config-if)# switchport port-security aging type inactivity
T /3A A (config-if) # switchport port-security aging static

KOHFITIE, BEINTEEXF2T 7T RLRAO—V 0 7% F 4 B—7NCT 5 5%
%L/iﬁ‘o

T /3A A (config) # interface gigabitethernetl/0/2
T /3A A (config-if) # no switchport port-security aging static

t*2U74 |}
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. switchport port-security mac-address

switchport port-security mac-address

TX2T MACT RLAELIIAT 4 v FMACT KL AT —= 7 %FFET HIZIL, switchport
port-security mac-address { > % —7 = A A a7 4 Xal—r gy avr REEHALET,
F7 4N FRECETICE., Z20a<wr Fone BREEH LET,

switchport port-security mac-address {mac-address [{vlan {vian-id {access |voice}}}] | sticky
[{mac-address | vlan {vian-id {access | voice}}}]}

no switchport port-security mac-address {mac-address [{vlan {vian-id {access|voice}}}] |
sticky [{mac-address|vlan {vian-id {access |voice}}}]}

BX DA

AR TFI4ILE

AT R E—F

mac-address 48 £~ N MAC 7 RLADANIZE > THET AL L Z—T oA ADEX 2T
MAC 7 RL A, BRESNTHRKREET, EX=2T7 MACT RLAZENTEE
To

vlanvian-id  ({£E) b7 27 K— b ETEF, VLANID BEXO'MAC 7 RL A ZRELE
79, VLANID Z#5E L72WiEE1X, *147 ¢ 7 VLAN BMERA I E T,

vlan access ({1.3F) 727 & A R— R TZIF, VLAN 27 7 A VLAN & L CTHREL T,

vlan voice  ({£E) 7/ & A KR— hT7IF, VLAN 2% 7 VLAN £ L CHRELET,

GE)  voice ¥—TU— Fif. HF VLAN AR — MIRESNTWT, SHIZF
DOR— BT 7 A VLAN TRWEEDLGETT,

sticky AT A4 9F T—o DA B =T 2 A A X —TMILET, AT 4 vF
T T A F—=TMITDHE, A F—T = A ATEITFE LT 3T
TX¥ 2T MACT RLRAEFETay 74 X2l —a U ZBMLT, 2hboT
RLAZRAT 4 vx X227 MACT FLAICZEH L £9,

mac-address  ({L3) A7 4 v % X% 27 MAC T KL ZAZEET S MAC T LA,

X 2T MACT FLRAFRESNTVWET A,
2T 4 X% T—= T T 4 ®8—T VT,

Ao B —T A AALT 4 X2l — g

avy NERE

)1)—= EEANAE
Cisco 10S XE Fuji 16.9.2 Zoavy RMEAINEL
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FRELEOAHA KSA4 Y X 27 AR— MIETAFHIBEERIZ, KOLEBY TT,

et X 2T K MET /A R— bERE T K MCT B2 TR ETR, F A
FIv s TIER K MOIRETE T8 A,

. X2 T+«
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switchport port-security mac-address .

cEFx 2T R—HMIL—TFT vy FFR—MIITEEEA,
c X 2T R— MIRER— I TE A,

X 2T R—1"E2AAL v F RKR—bF TFFA4Y% (SPAN) DI — MITHZ LIET
TEH A,

et X 2T R—FEXFHEy FEFIZ10 45 E v b EtherChannel X— ~ Z/L—F 128D %
ZlixTEER AL

¢« HEFE VLAN Tid, AX¥T 4 v 7 BXaT FHIEFAT v F X227 MACT FLRA%EFK
ETEERA,

e HF VLAN BRRESINT A X —T 2 A A LTHR—bF X2V T 424 X—TWIT 5
e, R—=brDORKREXF 27 7 FUATFEEZ 2IZ%E L £ T, A— k% CiscolP Phone
WZBHET AA1E. TP Phone IZ MAC 7 R LA 1 DMAETF, Cisco IP Phone D7 K1 &
X357 VLAN E B SR ET 28, 727 AVLAN LG &hEdA, 15OPC%E
Cisco IP Phone (2654 284, MAC 7 RL ZDBININESH Y FH A, 2 BLLEO PC
% Cisco IP Phone (ZH2f5t 9~ 5356, % PCIZ 12>, & 51T Cisco IP Phone (2 1 DFI D 4 T5
KXo+t Xa7 T RVAZRETHMLERD Y £7,

« H7 VLANZT7 78 XA R— b ETREFYAR—raShEzd, P77 R— b ETEIR—
FENFEEA,

AT 4 vx BX2T MAC T FLAITIE, ROBMERH D £,

» switchport port-security mac-address sticky { > % —7 = A4 A 27 4 X a2l —T a3 2
vV REFRALT, AVH—Tx2A A LETRAT 4 X T == T A X—T M LTS
BAVI =T A RFTRTDFAFT IV I EF2T MACT FLA (AT 4 v FT—
=T BAR=T VTR DENCEINCFEE ST FL A& ET) &, AT 4 vFEFa
7 MAC7 RLARIZEBL, TR_XTOAT 4 v FEX2T7 MACT RLREZFE T 7 4
Fal—ra lBMLET,

no switchport port-security mac-address sticky f > % —7 = Af A a7 fFalb—T 3
a<w REMHALT, AT 4 X T7—=0 05T 4 2—TNT D56, $IEET=

74X ab—varEilRTO5RAIE. AT 4 v FEXaT MACT RLRTHETa

TAFK2L—2a O £, T VAT =7 AnbIFHIBRESE T, HIFRES
NET FLRIFAA T IV ZICHERETHIENTE, ¥4Iy 7 T RLVAELTT R
VA T—=7 MBS ET,

switchport port-security mac-address sticky mac-address { % —7 = A A 37 4 F =2 L —
varavry REHHALT, A7 4 vyFEF2aT7 MACT RLAZRET 256, Znb
DT FLAELT RV AT =T ABIONETar 7 Fab—raaBlahExd, RA—
FEF2UTADBTAE=TNVOHRE AT 4 vF X227 MACT RLRATFEITa s
T4 F¥alb—a gk ET,

AT 4 X EX2T MACT RLAR AT 4 Falb—aly 77 A /VRFES TN
Hé, AL v TFOBRBIRG, F3A v X —T A ADT vy NE DU, A X —
T2 RAIINEDOT RLAZFHEE LR CTTAET, A7 4 vFBXaT 7T RLXA
ERIFLWEA, 7T RLRAZKbRET, AT 4 vx 7—=2 I RT 48 —T LD

I X7+« .
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. switchport port-security mac-address

B AT AYFEFXF 2T MACT RLAIFZEAFT I v BXaT 7 RLVRICEBI N,
EfTar 74 F¥Falb—yarnbillkEnEd,

AT 4 X T == T ET 4 2—T I LT, switchport port-security mac-address sticky
mac-address { v A —T 2 A A a7 4 FXal—ygryavr R AN LEGEE, 57—
AvE—UNERIN, AT 4 v FEXF2T MACT FLRATIEf T2 7 1 Falb—3
TEMESEE A,

FRE & MERR T 5121, show port-security £ EXEC =2~ R&fEH L £,

KOFITIE, R—FTEF2T7 MACT RL 2L VLANID 2R ETHHEEZRLE
7,

T /3A A (config) # interface gigabitethernet 2/0/2

T /34 A (config-if)# switchport mode trunk

T /3A A (config-if)# switchport port-security

T /31 A (config-if)# switchport port-security mac-address 1000.2000.3000 vlan 3

WKOBITIE, AT A vF T—=0 T E2AFX—TNIZLT, F—FET22o00RXT 1 v
¥ EX2T MACT RLRAEZANT D HEEZRLET,

T /3A A (config) # interface gigabitethernet 2/0/2

T /3A A (config-if) # switchport port-security mac-address sticky

T /3A A (config-if) # switchport port-security mac-address sticky 0000.0000.4141
T INA A (config-if) # switchport port-security mac-address sticky 0000.0000.000f

. X2 T+«
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switchport port-security maximum .

switchport port-security maximum

X 2T MACT RLADRREARET DICIF, A F—T 2 AT 4 Fal—Tay
“&— KT switchport port-security maximum =~ > RZHEH L E9, 77 4/L M EICRT I
F, Zoavwry Rono BERXEHEHRLET,

switchport port-security maximum value [vlan [{vian-list|[{access | voice}]}]]
no switchport port-security maximum value [vlan [{vian-list|[{access | voice}]}]]

B DEREA

AU R TIHIbE

ATV R E—FR

value {2 —T7 x4 ADEF2T MACT RLADRREEHRELET,

T 7 F /v FOEREIT 1 TT,

vlan (T8 Fov 7 F—FOBEE. VLAN Z L 73— EHFHO VLAN Ot %= 7
MAC 7 RLZDREREAZHRELET, vlan T— T — FR AT IR TWRWES. 7
7 v MEMER S NET,

vian-list — ({1:38) 71 >~ TXY) B 72 VLAN OFBH £ 72 13N 7 TRE] 72— D VLAN,
VLAN Z57E L72WA. VLAN Z & O KA EH S E T,

access ({LE) 727 A KR— FTEF, VLAN #7 7R VLAN & LTHELET,

voice  ({LiE) 77 A FR—KFTHEF, VLAN 2357 VLAN & L CTHRELE T,

GE) voice ¥ — 7 — KX, & A VLAN ™A — MIKEINLTWVWT, IHITZED
R— RN T 7 & A VLAN TRWEEDLEFL T,

R—=hr X2V T 424 F—T NI LTHEF—U—FREANTLRZWEES, T 741 F0EF2T
MAC 7 R L ADHKEIT 1 TT,

Ao B —TxAARAAL T 4 X2l — g

av Y RERE

FREDHA FSA4 Y

)1y—= EERNE
Cisco IOS XE Fuji 16.9.2 Zoavwy RPREAINEL
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AL v FEFFAAL T AZ v ZIZHETEXHEX 2T MACT RLADRKREIL, VAT A
THASINTWAMACT RURADRKRIIC L > TREY £9, ZOHFIIT 77 1 772 Switch
Database Management (SDM) 7 > 7' L — MZ X > Tk LIV E T, sdmprefer 2~ 2 K& &
LTLEEY, ZOFIE, A VX —T oA ATREINIMO LA ¥ 2RECZ Dok
¥ 27 MAC 7 RLR7e & FIHAHE/ MAC 7 RLADEFHERLET,

X a7 A= MIETLHRFHIT, ROLBY T,

X 2T R—MIT IV EAR—DPFELIIIN T R—=RMNITDLIENTEETR, ¥4
FIvI T EAR- MIUIRETEEEA,

t*2U74 |}
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. switchport port-security maximum

cEFx 2T R—HMIL—TFT vy FHR—-MIITEEEA,
c X 2T R— MIRER— T TE A,

X aT R—1"E2 AL v F RKR—bF TFF7A4Y% (SPAN) DFieAR— MITHZ LI1ET
TEH A,

et X 2T R—FE2XFHEy FEIZ10 ¥4 E v b EtherChannel X— ~ 7L —F 128D %
ZliIxTEER AL

« THE VLAN RRESNTIA L H—T 2 A AL TR—F X2 VT 42 X —TNIZT 5
eI, R—=brDORKREXF =27 7 FUATFELZ 21T E L £ T, A— k% CiscolP Phone
\ZHEE T A 54 %. TP Phone IZ MAC 7 R L AM 1 DB C9, Cisco IP Phone D7 KL &
X% A VLAN ECTHEEHEIN LT, 727 B AVLAN ECIIFEEENEEA, 1B5EDPC %
Cisco IP Phone ([Z#H5 T 28348 . MAC 7 RLADEIMINESH Y /A, 2 BLLED PC
% Cisco IP Phone (2855t 9 DA, & PCIZ 1D, & 51T Cisco IP Phone (2 1 0| ) 4 T%
KO+ 07eteXaT T RVAZRETHHLERDY £,

FA VLAN X7 7 B A R— b BTG AR—bENET, hT72 7 A— b ETEHYR—
MEEFA,

A E =T A ADEFX 2T T RLADRKIEEZ AT D56, B LUWEDETEOfE LY
KEWE, HLUVMEIZ L > CHIBIOFREMN EEX I FET, FLVENFIEIOME Y /N
EX A VE—T oA ATHESNTVDLEF 27 7 RLZEBH LUME L » KX
A, avr FIES s E T,

T RUVADRKEZ VICHREL, R SNTZT A, ADOMACT RLAEZRETDH L.
FIZTNA ANRA— S OWIRIEZ ERICEHTEET,

AVHE =T A ADEXx 2T 7 RVADRKEEZATTTEHE, WOEEPRFHAELET,
o B LUVMEDSHIEIOM L W KRE WA, 7 LUVMEIZ L > TRIEIOREMES EEX I ET,
cHLWENHIEIOE L W /NS, /v X =T 2 ATRESN VWD EF2T 7 KL A
DHEFLWVEEL Y REWGEE, a2~ r FiIEGShET,

X IE & RERS T 5 121X, show port-security £ EXEC =2~ FZEH L £,

WOFITIE, R—FTAHR— b EF2VT 424 RX—TNMIZL, EXaT 7 RLADEK
Kz 5 ICRRET D HEERLET, BXE—FNIT 74/ T, EF=27 MACT
RLURERESNTWVERE A,

7 /3A A (config) # interface gigabitethernet 2/0/2

T /3A A (config-if) # switchport mode access

T /3A A (config-if)# switchport port-security

T /5A A (config-if) # switchport port-security maximum 5

B tx2U7«
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switchport port-security violation .

switchport port-security violation

¥ 27 MACT RLVADERE— R, FREA— X2 T 0 IGEK LEGAIZETT D
TUvarERETHITIE, A F—T A A :1/74’3?11/*“\/5/;E*‘]\“Cswnchport
port-security violation =~ > RZEH L ET, 77 4 /L b EIZRETIZIE, 2D~ RDno
FERXEZHEHLET,

switchport port-security violation {protect |restrict| shutdown | shutdown vlan}
no switchport port-security violation {protect |restrict| shutdown | shutdown vlan}

B DEREA

AU R TIAIE

aAvU kR E—F

protect X2V T A ENGEET—-FERTELET,

restrict X T A ENEIREE— REZRTELET,

shutdown X2 VT4 EN Yy P = RERELET,

shutdown VLANZ E DY vy " NZEXR 2 T BT FERELET,
vlan

T 7 4 )b s OERE— KX shutdown T,

AR —T oA A AT 4 Fal— gy

avy FERE

FEREDHA FS14 Y

Y

)1)y—= EERNE
Cisco 10S XE Fuji 16.9.2 Zoavwry RBREAINREL
770

X2 )T ERREE— R T, A= hOEFx27 MAC 7 RLAENRA— R THAISH T
WOBRKREICRIZE L7256, FAHREGEILT RLAOX Ty NI Ry E&nEd, kany”
THZETEXR2T MACT RLREE BRI 072350, ﬁﬁf%é?FVX@%ﬁ
BAEBEPIRWRY . ZOWRENEXET, EX2 VT BXAEZ T, 22— FITiT@Em
SINFEHA,

GE)

Fo v AR— bk EIR#ET— FE2RETHZ LR A, R#ET— FTIX, A— N0
BARBICEL TV < T VLAN BME#EE— FORREICET LI L, 9—=0 T RT 4 &—
TR Y £97,

XU T 4 ENKFIRE—RFTIE, ¥ 27 MAC 7 RLAENRR— P THEASHTWDHREKR
BICBGELIZSGE, AHREETT RLAOARYy NI Rey7anEd, %27 MAC T
RU 2% ERE D D7 250, FFRTEDLT FLADRKEEMSL SRV RY . Z ok
Rt E £, SNMP b7 v 7REEINET, Syslog A v E—URuX o rEh, #ERI Y
AL ET,

X7+« .
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. switchport port-security violation

X2 VT BT Yy MU E—FTIE, ERREEL, R— FOLEDBA 7725 &
A B —T = A AN errdisable (2720 £3°, SNMP k7 v 7N EfFE SV E T, Syslog A v E—
TRuX TSN, ERATCAPENLET, BF 2T F— b2 errdisable 27— hDBHE
I%. errdisable recovery cause psecure-violation 7 22— 3L 27 4 ¥ 2 L —T a3 av s K%
AN L TZDAT— M & fifgbxd 57>, shutdown 38 X O'noshutdown { > X —7 = A A 27 4
Fal—vay avr N2 AL TFHTHOAS 21— /M TEET,

X2 VT A ERE—RBVLAN ZEDY vy MU UICREIND & @A LT
VLAN D &7 errdisable 12720 £,

X a7 R— MIETAHIBERILZ, KOLEBY TT,

cEFR 2T Hm NET VA F— bERE R T 27 Fm MET B2 LB TEETR, S
FI v TR K NCHRETE EHA,

cbF 2T R—MINV—TFT vy FAR-MIUITETEEA,
c X 27 R— MIRER— MIITE A,

X aT R—1+E2AAL v F RKR—F TFF7 4% (SPAN) DFifeAR— MIT5Z LI T
TEH A,

cbtXaT A—hEXHE Y NEIL10FH E > b EtherChannel 77— bk 7 /L—7128 D 5
ZEiITEEEA,

¥ 27 MACT RLADERKENT RLA T—FVIFEL, 7 KL A T—7LIAF
TELRVWMACT RLVAZRREOARAT =V a DA v X —T 2 A AT VA LELI E LT
WA, EREBOEXF 2T K= hDOEFaT7 MACT FL AL LTERESHIEZ MAC T K
VAZRFHFOARAT =V a v PNA A —T oA AT 7 B8ALL D ELEHAIC, EX 2V

SIERPEZ Y FT,

£ ¥ 2 7 AR — R errdisable A7 — R D51, errdisable recovery cause psecure-violation
Jua—)ar7Z4Xal—varyavry ReEANLT, ZORT—nbREESES
Z N T&EET, shutdown 35 L X no shutdown 1 X —7 = Af A 27 4 F a2l —g
vawr R&E AT 57, clearerrdisable interface Fi#E EXEC =~ F&HH L T, &R—
& FETHOA F—7MIT DI ENTEET,

X IE & fERS T 5 121X, show port-security £ EXEC =2~ FZEH L £,

WOFITIE, MAC B2 ) T A BEARELEEASICVLAN DLEZ Y Yy v hE T
THEOR—FNERETDHIEERLET,

T /3A A (config) # interface gigabitethernet2/0/2
7 /3A A (config) # switchport port-security violation shutdown vlan

B tx2U7«
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tacacs server .

tacacs server

IPv6 F 7213 IPv4 FIZ TACACS+ —"ZEE L., TACACS+H— N a7 Xzl —T 3
T— REHBTAICE, Z7u—)L a7 X2 b—3 3 F— KT tacacs server 2~ K
PERALET, REZHIRT DX, Z0oa~vr Fone BRNAFEH L F T,

tacacs server name
no tacacs server

X DERHA mEe | 75 f ~_— [ TACACS+H—/ 37K 2 N D4 |,

ATV RFI4)Lk  TACACS+ H— NI SN THER A,

aAavYRE—FK Ja—s\ ) ar7 4 ¥ al— 3 (config)
avr FERE )1)—x EERRE

CiscolOSXEFujil16.92 |z ma~<v RMNEAINE LT,

FEHEEDHA KS4 > tacacsserver 2~ NiX, name 518 %AEH L T TACACS #— 328 E L. TACACS+ #—
AT A4 FXalb—varyrE—REfBLET, RENTET L, TACACS+HH— "7 ¥ 2
L—vay B—REKTTHE, RENDEHINET,

# WOBIE. 4 server] % LT TACACS H— _ZEE L. & HICREEITH 7=
ICTACACS+Y— RN a7 4 Fa2b— gy F— RGBT ALHEEZRTLTOVET,

Device (config) # tacacs server serverl
Device (config-server-tacacs) #

BEa< R Command Description
address ipv6 (TACACS+) TACACS+ V— "D IPv6 7 KL AZ R E L F T,
key (TACACSH) TACACS+ Y — " CTH— RHEMN O S —%2%E L ET,
port (TACACS+) TACACS+ #2325 TCP R— b &g E L £,

I

send-nat-address (TACACS+) |7 5 47 FDONAT#H DT KL A% TACACS+ P — N2 1%1
[./ \i j—o

il

single-connection (TACACS+) | Hi—® TCP #4554 H LT3 _T® TACACS /47 v k% [F
CH—NITEETEDLLOICLET,

timeout (TACACS+) FEE & 372 TACACS Y — 3030 DJSE ik 2 B 2 5% E
L\iﬂqo

I X7+« .
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tracking (IPv6 A X—E > 4)

R—=RCTT 74NV DI T X TRY —% EEXTHITE, IPV6AX—E LT R —
a7 4 X2 b— g F— RKCtracking 2~ REHLET,

tracking {enable [reachable-lifetime {value | infinite}] | disable [stale-lifetime {value |
infinite }
X DA enable N7 oXx T A F—T NI LET,
reachable-lifetime UEE) ZBIERFEL WO IFFAN RV IREE T, BlERfE/R
N b:pi’ﬁéﬁit ILEERICBIZERTRE Td D LIl s
HERKFFHZIHE L ET,

AR R TFIHILE

AR R E—F

* reachable-lifetime % — 7 — N &£ CZ 2 DIL, enable
F—U— FPHESNTHDIHEDOHRTT,

» reachable-lifetime &~ — 7 — R & fi 3% L. ipv6
neighbor binding reachable-lifetime =~ > K T iE &
N7 a— 7 VIRBIERRET A 7 XA L EFHEE I

7,
value WHEADT A 7 XA LME, FEETE DHEPFHIT 1 ~ 86400
T. T 74V I 300 TT,
infinite T b BERRICBIE P REIRTE F /21X A T A ARTE I HERF
L/ \i —a—o
disable NI yHX L T aT =T M LET,
stale-lifetime (1) W=y MY 2R TFAVRBBICHEFLE S, o h

2L 7 a—/3L0 stale-lifetime R EN FEE SN ET,
« AT AN T AT HA LT 86,400 BT,
« stale-lifetime ¥ — 7 — R&{#HH TX 5 DiL, disable ¥ —
U— RREESNTWAEEEDOHLTT,

« stale-lifetime % — 7 — RZ {3 % & | ipv6 neighbor
binding stale-lifetime =~ > N Ca% & S ic 7/ m— L
IRATANTA TEZA LN EEEINET,

WFfE] D b VI BE T REZIRRRICHERF S L E T,

IPv6 AX—Y' 7 a7 4 Fal— g

B tx2U7«
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tracking (IPv6 A X—E > %) .

avy RERE

FEREDAA RZA4 Y

)1)—= EERNE
Cisco I0S XE Fuji 16.9.2 ZDavwy RPNEAINEL
77

tracking =~ > Ni&, ZORY —3EH &4 5 A — b T ipvé neighbor tracking =~ > ]\“G’
Lo TRESNTET 7ANV D RT X TR —| {E%LETO ZOREIX, =& 2E
T MU ZBHLRWR, XA T4 T TF—T i b Bk LT@%&%%E?%%Q&
iz, FBETEA3FR— M ETHEATT,

reachable-lifetime & — 7 — R, B FHE & W 5 FEAA D 72V VR EE “C %63‘—/ AN
IR Y EEEIC, ETIE PV A X— I:/7 X0 R RBThDEHWrIND
He KR 2 7~ Li?’o reachable-lifetime {E|Z2|7ET 5 L, = }\ ) ?31274’ JVIRREIZBAT L
9, tracking =~ > KT reachable-lifetime % — ‘7** K& 3 5 &, ipv6 neighbor binding
reachable-lifetime =~ > R CiRE SN/ 0 — UV RBIFERET A 7 X 4 A EEESNE
7

stale-lifetime &+ — 7 — N, = U DHIBRZ DD, EHEEE 72 IXMEERIIC BTho L
RERA S LB RN T — 7 WVIIRFF S LD I KIFH CJ7, tracking =~ R T reachable-llfetlme
*—T— R&fMH 3% L. ipv6 neighbor binding stale-lifetime =~ > N CTa% /& S 7= o —
WIRART ANTA T HA LB EEZINET,

WIZ, IPv6 AX—E 7R v —4% policyl LTEFEL, AA v T % IPv6 AX—EV

TRV —ary 7 4 ¥al—aryEF—RNIL, = N EZEETELHR—FET
BERNZ AN T 4 T T =T VIR T D LR ET D 2R LET,

T /5A A (config) # ipvé snooping policy policyl
T /34 A (config-ipv6-snooping) # tracking disable stale-lifetime infinite

t*2U74 |}
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trusted-port

BX DA

AR FIAILE

aAvU R E—F

t¥auFq |

HHR—PZEETE LR - E LTRETDHITIE, IPv6 AX—E 7 R v— = FET
END A VAR gy R v—ary7 X l/v**‘/a v &— KT trusted-port 2~ N %
EHLET, ZOMEZENITHI2E, Zoa~vr Fono BEHHLET,

trusted-port
no trusted-port

Zoawy FIZE, slBEEZEF—U—FNEIH Y XA,
EDOR—=FbEHSNWTHEEA,

ND A VAR g R o —DFRE

IPv6 AX—E 7 a7 4 F¥al— g

avY RERE

EREDAARZA

)1y—= EENE
Cisco IOS XE Fuji 16.9.2 Ioavwr RPREAINEL
7.

trusted-port AV REAR—=TMIT DL, AvE—UNZDORY —%FOR— N TEE
SNTHE, RERINZFEITEINDD, ol FTSNFEHA, L, TRLVART—T 4
N 75%1‘%“%79“5 7292, AvB—UIHMBET I T 4 U TEROERICL 2T
TAUT T =TI NEMHHETELLIIIHITENET, ZhbDOR— M THRIBESNTZ AL VT o
YE BETELLDE LTHRESN TWARNWR— I OZELEAL T 47 L0 b3
FEMERAE B DL R & ET,

RIZ, NDP R U > —4 % policyl LEFK L, AA v TF%ZNDP A L AT 3 K
v—ar74¥al—varyE—FRIZL, K= 2EETIIIIHETIHHERL
i—a‘o

T /3A A (config)# ipv6é nd inspection policyl
7 /3A A (config-nd-inspection) # trusted-port

WIZ, IPv6 AX—E 7 R v —4% policyl ETEFE L, AA v T % IPv6 AX—E
TRY)—ar74¥alb—rvarE—RIL, K= 2EETLILOICHRETD
BlERLET,

/34 A (config) # ipv6é snooping policy policyl
T /34 A (config-ipvé-snooping) # trusted-port

B tx2U7«
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vlan access-map .

vlan access-map

N\

VLAN X7y v 74 v Z ) THOVLAN v v 7 =2 Y 2B E 72 1XEIE L, VLAN 77
Ay T ar7 4 X¥ab—ary BT RIERET DI, AAM v F AE v T EIFAZ
Kray A4 vF LT, Za— b a7 4 ¥ a2 b—3 3 E— FTvlanaccess-map =¥
R LES, VLAN vy 7 =2 MU ZHIBRT2I21Z, Zoa~vr Fono BRAEAEH L %
7

vlan access-map name [number]
no vlan access-map name [number]

G¥)

ZOAYY NI LANNRN—=ZX 7 4 —=F % £y FEFTLTNDL A v FTEHAR—-FShZE
A,

B DEREA

AU R TIHIbE

AR E—F

name  VLAN ¥ v 74

number  ({1E) 1B EIZEE T H~y T Y DL —4 2 AE S (0~65535) , VLAN
~ v T EERT DB — 7 AR B EERE LR WA, BEIXEBINICEY M T
S, 10 BB LTI0 T 28MLET, ZOFBIX, VLANT 78R vy 7 =
YRUVICHIAT S, FRIEVLANT 78 A w7 =0 MU B EIRT 5IEE T
T

VLAN [Z#H 32 VLAN~ v 7 = U 721X VLAN = v 13 FH¥ A,

Ja—n) a7 4 F¥al—T g

avy FERE

FREDHA KS14 Y

)1)y—= EENE
Cisco I0S XE Fuji 16.9.2 Zoavy RpPEAINEL
7=

Ja—r)Lar7 4 FXal—v gy ET— KT, 2Oa<> FLVLAN v > 72 ERE 21T
BELET, 2O M), TE=—KEZVLANT 7 ®A vy a7 4 Fa2lb—a i
FLET, match 7 7 A~y a7 4Xal—yagy avwy REEHLT, BET5IP
FIIFIEP N T 7407 DT7 7 EA VA NERRETEET, £/, action 2~ FEZEHL
T, ZOBAICXV Ny ek E I ey 7T E I NERELET,

VLAN 7 7 tRxA vy ar7 s ¥zl —3Yary E—RTlE, kOa<wy RBRFHTx £,
saction : FTTH7 7 arERELET (BEEHITIRe YY) |
edefault : =~ N&5 7 /L MEIZERE L £,

sexit : VLAN T /7 F A w7 av7 4 F¥al—v gy T—RaKTLET,

t*2U74 |}



. vlan access-map
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ematch : BAETAEEZEELET IPT RLAFEFIIMACT RLX)
eno: I~ REMNZT D0, T 740 MEEZRELET,

T NIES =T ARG ZRELRWGE, vy TORBIGENShES,

VLAN T L2 VLAN = v 73 1 DT &RETE £9, VLAN v v 7id, VLAN T7 v bz
ZETLEHEASNET,

v—tr v A5 & 48 E L C no vlan access-map name [number] 2~ R&MHTH L, =2 K
U ZEBNCHIBRTE £,

VLAN = v 7% 1 DF7213EEO VLAN ([Z#E A3 5121, vlanfilter f > % —7 = A A 3
T4 ¥l —vay avr REHLET,

VLAN~= v 7 = M OFICOWTIE, 2OV V=R THY 7 hycT7 a7 4%
L—yay HA RESRLTIEIN,

WOFITIE, vacl EWVWHLD VLAN v v T E2{ER L, —8B&MeET7 7 a 20
VLAN < v AT 2 Hikar LET, o= R~y FICHEELROVEA,
i Y 101C 0 F9,

/34 A (config) # vlan access-map vacl

T /34 A (config-access-map) # match ip address acll

F A A (config-access-map) # action forward

W’ OFITIE, VLAN = v 7 vacl ZHIR4 5 iiEEZ R LET,

T /31 A (config) # no vlan access-map vacl
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vlan dot1Q tag native .

vian dot1Q tag native

NZ v R— DX AT 47 VLAN Tdotlq (IEEE802.1Q) DX X 7 AN T HI 7
n—/NL 27 4 X 2 L—3 3 2 F— KT vlan dotlQ tag native =2~ > K % { [ Liﬁ“o

T OMREE T AT, Z2oa~vry Fono A ERLET,

vlan dot1Q tag native
no vlan dotl1Q tag native

XTI Zoavy RIZE, SIERIEIF—TU—NEd b A,

ARURFIANL TAETTN

ATV R E—F Ja—\)L a7 4F¥2b— 3 (config)
avy FER )y—Xx EERNE

CiscoIOS XE Everest 16.5.1a = o~y RAEA SN E LI,

FEREDHA K54 BHFIZ A7 47 VLANID T802.1Q N7 7 2R ELET, ZAUTL->T, £D VLAN
EOFTRTONTy B EF 7RI RN ET,

FAT 47 VLAN COX XU T aMeff L, #2772 T 7 4 v 7% Ray 73 521E, vian
dotlq tag native =~ > RZEHLET, 734 AL >T, XA 7 47 VLAN TZIEL7 b
T 74y I NETTER, 802.1Q X I BMIT LT L—ADBENFFREI, RAT 4T
VLAN DX 772 L N T 7 4 v 7 2B T _XTOLTRLN T 74 v 73 Fey 7S ET,
vlan dotlq tag native 2~ > K3 X —7 LR > TN TH, T 7 R—bsDXAT 47
VLAN CTix, HIHl F 77 0 v 7 13F 77 L E LTHIEmEHFINET,

N

(F)  dotlq tag vlan native I~ KA Z7 0 — UL L-ULTHRESNTWEEA, hT7 7 K—FT
@ dotlx ﬁmu M. iﬁ%ﬁ& Liﬁ—o

WIZ, THNAADTRCD hT 7K — hTHRAT 47 VLAN @ dotlq (IEEE802.1Q)
BX T EINCT D0 &R LET,

Device (config) # vlan dotlqg tag native
Device (config) #

BEa< R Command Description

show vlan dotlq tag native | x5 ¢ 7VLANDZ XL VD AT —H A FKrx LET,
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. vlan filter

vian filter

Y

FauFq |

1 DLLE®D VLANIZ VLAN v v 7&2#H T 510038, AA v TF AX v I FFAX o KT r v
AAf v F LT, Fu—Lar 7 4 Fal— g FB— RKCvlanfilter 2~ F&2fEHA L £
T, = v TEERTAICIE., Z0a<vry Fone BERXEHHLET,

vlan filter mapname vlan-list {/ist| all}
no vlan filter mapname vlan-list {list| all}

GE)

ZDa<wy RiE, LANNR—ZX 7 4 —F % £y hEETLTWVWDEAL v T Tl R— S E
H A,

BXDEREA

AR R TFIHILE

aAvU R E—F

mapname VLAN <> 7 T2 h U4,

vlan-list <o 7 &A% VLAN 2 f8EL £,

UA Lty wu-vv, xx, BERyy-zz B TO 1 DFE721FEHD VLAN U R b, T~ &
Fw 2 ORIEDAN—AIERTT, FHETE DHIHIL 1 ~ 4094 TH,

all ~ v 7 HTTOHO VLAN IZEML £,

VLAN 7 4 V230 £ A,

Ja—nNR) a7 4 F¥al— g

avy FERE

FEREDHA RKS4 Y

)= EENE
Cisco I0S XE Fuji 16.9.2 Ioavwry RREAINEL
72

Ry MEBRSTGREICRR Yy L, BES o AORY CHNBNC 2D 2 NN LS
2. VLAN 7 7 B RA = v 7TH5ERICER LTS VLAN ICHEAT 5 Z & 2#R L £,
VLAN~ v 7= h OFEHIZHOWTIE, 2OV UV —RIZHIGTAY 7 2T a7 ¥
L—vay A FESBRLTLEEN,

WOHITIE, VLAN~ 7 =2 b U mapl 2 VLAN20 B V30 1Z#H L £,

/31 A (config) # vlan filter mapl vlan-list 20, 30

WOHITIE, VLAN~ v 7 > b U mapl Z VLAN 20 7S HIERT 2 ka2 R L Ed,

7 /54 A (config) # no vlan filter mapl vlan-list 20
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vlan filter .

FEEWEZRT HITIL. show vlan filter it EXEC =~ > REZ AN LET,

I t*2U74 |}
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. vlan group

vian group
VLAN Z NV—T ZAAFpRE T2 IFEE S 5121%, Zn— a7 4 Fab— a2 F— FTvlan
group 2~ RZEHLET, VLAN ZL—7 )5 VLAN U 2 R ZHIFRT 512X, Zoa~vr
R no JEAAZMEH L £,
vlan group group-name vlan-list vian-list
no vlan group group-name vlan-list vian-list

BX DN group-name VLAN 2 )L —7 D4R, 4 RNIHK 32 5T, CFED DIk 5 LERH

0 ET,

aAvY R TFI4ILE

O R E—F

vlan-list vian-list VLAN 7V —71EME S 1 DL ED VLAN Z248E L £9°, vian-list 5]
1T —0 VLANID, VLANID ® VU Z . F£7-1% VLAN ID O#iJH 2 5
ETEET, BEO= FUIInA 7y (1) F£lidhr~ () TRV
ij‘o

L

Ju—n)aryZ7 4 FXal—gy

avy FERE

FEREDHA FS1 Y

=2 LERE
Cisco I0S XE Fuji 16.9.2 Toavy FREAISREL
776

FRE &N 72 VLAN 7 /b — 7 BEE L2 WEEA . viangroup 2~ > NI 7/ v—7 2Bk L. $8E
ENTZVLAN Y R MEZD I NV—T I~ B 7 LET, FEE SN2 VLAN 7V — 7 N FAE
THPENL. FBEESNTZVLAN Y Z FRZDO T N—F I~y B 7 ENET,

vlan group =~ > D no B &M HT 5 & $5E 472 VLAN U A 178 VLAN 7 )L—77) 5
Bl ENE9, VLAN ZL—7 6 %O VLAN Z#8Id 5 & . ZF® VLAN 7 L— 738
IhET,

K100 D VLAN ZL—F 5B ETE, 1 D50 VLAN ZL—FITE K 4094 D VLAN 2~ » &°
VT TEET,

WIZ, VLAN7 ~9 & 11 % VLAN ZL—FIz~w v B 74+ 5412 R LET,

7 /3A A (config) # vlan group groupl vlan-list 7-9,11

W’ OFITIE, VLAN ZL—7 035 VLAN T 2l 2 52~ LE T,

7 /34 A (config) # no vlan group groupl vlan-list 7
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