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SNMPV3 Cli, EX =2 U7 4 ETEEFXF2 T 4 LNLVOW BRI TWET, EF2 Y
T4 ETIE, 2= BIV2—FRET 20— V2R ETDIRAESFNTT, EFx=2V T 4 L
nNEEF, BEX 2 VT BT AVATHA SN EXF 2V T DLV T, X2 T4 ETME
X2 VT 4 LV OMAEDLEIZEY, SNMP Ny MLUBIHFIZERA SN2 X2 T 4 Ah
S XALPIRED F9,

SNMPv1, SNMPv2, SNMPV3 D+t ¥ ') T4 ETILELVEF2 T4 LRI

X2 UT 4 LoULE, SNMP A v — VR BIRDOR#ETIMNENDHDINE I . BLOA v
TV EFETINE I LET, EX 2V T4 BT ANOIEIER X2 T4 LU
X, koD LY TY,

* noAuthNoPriv : FBFEE 7 IIMES{LZFITLenvEFx =2 U 7 4 LL, 2O LULiX, SNMPV3
TEIR—F S THEREA,

* authNoPriv : FREFIXFEITTHD. b2 FIT LAV EX 22U T 4 Ll
* authPriv : RAEE R BALE H 2 FITT 22X 2T 4 LUl
SNMPvl, SNMPv2c., 3L NSNMPV3 D3 >DtFx=2VUF 4 EFAEFEHTXET, X2V

TA4ETNEEXZTT 4 LULOMABREDLREIZE Y, SNMP A »vt2— OB S5
X2 VT4 A= REBRFEY F9,
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ETIL LRI B 51k HER
v3 authNoPriv HMAC-MD5 £7- | No Hash-Based
I HMAC-SHA Message
Authentication Code
(HMAC) # v

TR
k5 (MD5) 7L
FTYRXLNFEFIT
HMAC Secure Hash
Algorithm (SHA)
TN Y XA E

DWTIEEL &
T,
v3 authPriv HMAC-MD5 £7- |DES HMAC-MD5 7 /L
IZ HMAC-SHA Y X AEFIT

HMAC-SHA 7 /L
=Y XA HSN

TRGELE7,
T A SRS

(DES) @ 56
vy M L. B
IOy
HEH (CBC) DES

(DES-56) #1=#E|Z
HASWCHIEL £
7

A—HYR—ADEFXa1UT4 ETIL
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Cisco NX-OSI%. kD 220D SNMPv3 #BiF7 1 b /L2 L £,
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Encryption Standard (AES) %M L. RFC 3826 (ZH#E#MLL E 7,

priv A7 2 T, SNMP ¥ =2 U7 4= k/ia & LT, DES £721%128 £ [~ AES i ={b %
BINTEET, privd 7 g boaes-128 b—2 V20 T25EL, 20T T4 — RAT—F
X128 By FD AES F—F B Z2 AT HT20OD/NA T — FIZ/2 ) £3, AESpriv/S AU — KL
SUFLLEORXICTEET, XATVL—X&7 VT TXFANTHRETHHE., K64 XTFah
ETEET, v—=I T4 AR F—2MHT 2551, &K 130 LFEHFETEET,
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AEBD AAA B — " E A LT SNMPV3 %1 9 54, ST AAA — O —FFRETT T A
Ny— 7a ha)U|Z AES ZHEETHALERH Y 1,

CLI £ &K U SNMP 21— D [E A

A

SNMPv3 = — V& H X, Access Authentication and Accounting (AAA) H—/ 3 L~ULCHEPLTX
3, ZOPREFRID —PEHZ LY | Cisco NX-OSO SNMP =— = > b AAA —/3D
A—PREFE — AR TE LT, 2 —VPREEPMAES LD &, SNMP PDU DA HEFT L %
o AAAY = NI —F TN =T A ORMICHHEA S NET, SNMPIETL—T 42 LT,
AL v FTR—NNVHHTELT 78RR v—Flidrn— R o—Z#HLET,
=PI N—T m—jb FIFNATV = FORENETESLD L, SNMP & AAA DT OT —
A R—=ANFEGE SN E T,
Cisco NX-OS(E, kD L Hica—PRELZFRLEL £,

* snmp-server usersnmp-server user 1~ . N CHiE S 172 auth /X2 7 L— X%, CLI = —# D

INAT—RIZe ) £,

" usernameusername = >/ RCHE SN2 T — RiX, SNMP =—H%® auth 33 X O priv /X
AT L—RT2 Y £,

*SNMP 721X CLI ZfEH L Ca—H 2 /ER E 72 13HIBRT 5 & . SNMP & CLI Offi Jf T —H
PYERRE - ITHIBR S E T,

cax—Wlo—LOXINEROEE L, SNMP & CLI TR S E T,
co—LEHE (CLIDGOHIRE-ITEE) 1%, SNMP LR LN E T,

GE)

INATZ VL —=RFFINAT =R —0 74 ALTEF—B IO SEATRE LIZHG. Cisco
NX-OS (Fa—HFH (RNAT—=F, = ld) ZRSEEEA,
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Y

GE) I IEERRRCTHEM ST 2 HEHER) 72 SNMP FI7E 72O C. SNMPIZBIT 5 3] T
la—L) Tl 70— ZFEHLET,

SNMP 7 7 & 2L, 7 —FRNCHR S vE T, %NPW@%?W% %, CLI #7545
oo — B TWET, KT NV—1X35D7 7 & AT BENFET, DFED ., FAH
D?ﬁﬁx\%%@%77ﬁx\®;0@ﬂ77%x1¢0%n%n®77fx%\%7w~f
TAX—TNELIIT 4 =T NVICRETEET,

2—YPAPMERE L, 2= FOr— A REHEICL > TRESH, 2—¥FRZOr—LITBENS
nTohiE, 2oa—HFEFz—r o MEOBEEHBTEET,

SNMP DS 14 2 AEH

ZOWREIZIZ, TA B RTHMEDH Y FHEA, TA BV ANy S —=DIZEERTWRWVEERRIZT
~T CISCONX-OS VAT DA A= VI FASRTEY . BT -OEAE L EE A, NX-08
T A AFROFERIZOWTIX, [ Cisco NX-OS Licensing Guide] %2 1L T 7Z2E0,

SNMP O FESIEHS L UFHIFIEIR

Cisco NX-0OS %, A —H%F v kb MIB ~D#t MV EHAT 7 v A% HR—kLET,
PAR— S D MIB OFEHIZOWTIE, RO URL 2R LT EEY,
http://www.cisco.com/public/sw-center/netmgmt/cmtk/mibs.shtml

Cisco NX-OS T, SNMPv3 noAuthNoPriv ¥ = U T 4 L-~ULIPR— SR TWHERA,

SNMP 5 7 # )L FERE

R2: TITHILED SNMP /RS A—4

INT A —4 TIHIE
F A & A @EN A =TI
linkUp/Down 8 %1 % A 7 ietf-extended
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=JL

SNMP D :x7E

SNMP 1 —H D HE
Y

SNMP %5

GE)

FEREND O EIZR2 Y £,

Cisco NX-OS T SNMP = —H ZHET B 72D T 5 =2~ KiL, CiscoIOS T —W %%
ET D7D

FIE

ARV RFERERTI VA Y

=)

ATy T

configure terminal

11 -

switch# configure terminal
switch (config) #

Jaua—\ a7 4 X2 lb—arF— K2R
WBLUET,

ATvT2

switch(config)# snmp-server user
name [auth {md5 | sha} passphrase
[auto] [priv [aes-128] passphrase]
[enginelD id] [localizedkey]]

fi

switch (config)# snmp-server user
Admin auth sha abcdl234 priv
abcdefgh

WFEB LT TA N = RTRA—=2DH D
SNMP = —H&#HEL £,

IRA T L — R K 64 LF DT F 2 T
TFET, RUFL/NLFERRFIESNET,
localizedkey ¥ — 7V — R &3 2551, /XA
7 L= RTRILF L /INCFE XA L7358 T %
130 XFFECHEATEET,

enginelD OIZAUL, 124D 2w > TXY)-72 10
HEHTTT,

ATvT3

switch# show snmp user

11 -

switch (config) # show snmp user

(=)
1 NFET7 3D SNMP 2 —FIZRHT A EHR %
ForRLET,

ATvT4

copy running-config startup-config

i -
switch (config)# copy
running-config startup-config

(FE)

U7 = hBLOY A — MFZFE TV T Fa
L—ya B AY— R Tyl ary7 4 ¥al—
vavilavr—L T, EEEWEIIHRELE
KR

WIZ, SNMP = —HW & RETHH %~ LET,

switch# config t

Enter configuration commands, one per line.

End with CNTL/Z.

switch (config) # snmp-server user Admin auth sha abcdl234 priv abcdefgh
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B swWexvt—UEEtEoER

SNMP A — CHESLDEA

SNMPv3 1

A

BHEESRICEIEE 2 IR BN B L 725 19 SNMP 2% EC& £, T 7 4/L FTlX. SNMP
T—Txr MIFERER L O B{L 21T 72T SNMPV3 X v —D a5 Ed, 7742
—Z T 584, Cisco NX-OS I%. noAuthNoPriv % 72/% authNoPriv D\ N DtE % = U

T4 LoUL RT A—H BET 59 _T D SNMPv3 PDU BRI LT, BiF 7 —Cn&E L
7

SNMP % vt — DO S{b 28 ED 2 — I+ 5121k, ZJe—arv 7 4¥alb—v gy
F— RN TRkOa~vy REFEHALET,

avU R BrI

switch(config)# snmp-server user nameenforcePriv | = o — 2%t L CSNMP X v — U2 %
WHLET,

SNMP £ vt — VDb 2T X TO2—WFITHEHT5120E, Fe— L ar7 4¥al—3
VE—RTROa<wr R LET,

avU R BrI

switch(config)# snmp-server globalEnforcePriv | 4 _XCToO=—H|Z%f L TSNMP A vt — V=
fbz@H L ET,

—FI=HT BEROO—LOFY BT

SNMP —H & AEf% L72% T, T2 —WFIZEEOu—LE2EN B THZ ENTEET,

GE)

MOz2—FIca— L EE VY TEHZENTESLDIE, network-admin 2 —/VIZ BT 52 —%7
T,

=l AV N B8y

EAn~—4

switch(config)# snmp-server user name group D SNMP 2 —H LBEINT-2—F o—/L
7YV —hLET,

SNMP OS2 =7 1 D1ERK

SNMPv1 £7-1Z SNMPv2c @ SNMP =1 I = =5 ( Z/ERL TE £7°,
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SNMP %5
ES LSBT |

B
SNMP 22 =2=5 ¢ A MY U 7 &AERE L £,

av Uk
switch(config)# snmp-server community name
group {ro | rw}

SNMP ZKD 74 ILAB YUY

T :/Frﬂ~/l/)2b (ACL) #3=2=7 4284 TT, %15 SNMP ERiz7 4L
HEWMATEET, B Y CTHACLIZE W FEER v bR3FF SN D54, SNMPIEZDOHE
RAEME L £, ACL IR D ERDPES ENAES. SNMP IZZFOEREZFEEL T, VAT A

At —VEEGFELET,
ACL IFR D /8T A—H TYERL L £,
CHEEILIPT RL A
*SEYEIP T R LA
* EETTA— b
*sEJEAR— b
*7'm k=L (UDP %721% TCP)

ACL %, UDP ¥ X OTCP %ﬁa‘élpvusotmpvs O FIZH#EH S ET, ACLEERLEES
ACL % SNMP = X = =5 ¢ |20 YT,

ACL OERE O FEAMZ DWW TCiL, A LT3 CiscoNexus > —X V7 b7 =7 D NX-0S &

X2 UF s ar74Xal—ary A REZRLTLLEE N,

IPv4 £ 721X IPv6 ACL % SNMPv3 X =2 =7 4 IZHE|D {3 CTTSNMP ERk%Z 7 4 L2520, 7
g— )L Ay 7 4 Fal— gy B—RTROa~y REFEHLET,

av Uk )Y
switch(config)# snmp-server community name SNMPv3 = I = =5 ¢ |{Z IPv4 ACL F7-1% IPv6
[use-ipv4acl ipv4acl-name] [use-ipvéacl ACL 2%V 25T T SNMP k% 7 4 L% L%
ipvbacl-name] +
switch (config) # snmp-server community public °

use-ipvédacl myacl

=JL ==

SNMP #%#0L > —/\DEETE
BEHOBRA RN Lr—_— T LT SNMP #HIZ 45T 2 K 9 Cisco NX-OSEEETEET,
Ja—\)L a7 4 X2 lb— a3 F—RTSNMPvl b7 v 7DERAR LY —RERETEE

B
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SNMP BHIL 2 —/\DEEE

avo kR E:9)
switch(config)# snmp-server host ip-addresstraps | SNMPvl F 7 v 7DHRA R LY —R"EH/ELF
version 1 community [udp_port number] ¥, ip-address |EIPv4 F 721X IPv6 7 KL R % fifi

AT&EEd, 23 2=7 1%, K255 LFD
FETTHRETE £9, UDPAR— &S O
1% 0 ~ 65535 T,

Ja—)L a7 4 X2l —3 g F—RKTSNMPV2e b7 v 7FE7203A4A 07— DHEA S L
Ve NRNERETEET,

avwUR B8

switch(config)# snmp-server host ip-address {traps | SNMPv2c F T v X713 > 7 A — L DR A

| informs} version 2¢ community [udp_port number] | 1. | s — %3 | E ¥, ip-address 1% IPv4 F
J7olXIPv6e 7 RLAZMEHTE £, 2Ia2=
T AT K 255 LT OFE T THETE X
. UDPAR— &5 OHiPHIE 0~ 65535 T,

Ja—\ )b a7 4 ¥ 2l — a3 F—RTSNMPV3 b7 v £33 —LDHEA K L
V—RNEBRETEXET,

av Uk ]3]

switch(config)# snmp-server host ip-address {traps | SNMPv2c F 5 v 77134 > 7 +— LD K A
|informs} version 3 {auth | noauth | priv} username | . |+ — %2 U E4, ip-address 1% IPv4 ¥
[udp_port number] 7 IPv6 7 RL A B Tx £+, 2—¥4
E. K255 LFDORBFTHETE T,
UDP R — h &5 OFPHIT 0 ~ 65535 T,

G¥)

SNMP ¥R — v [Z, SNMPv3 A »t&— T Z38GE LI SRR 3 5729, Cisco Nexus 7 /31 A
® SNMP enginelD (2355 < 22— 7 L7 v ¥ /L (authKey/PrivKey) % @ik L T\ 7217 HuiE

0 EHA,

KIZ. SNMPvl FT v 7OFRA N LI —REBETHHEZ R LET,

switch(config) # snmp-server host 192.0.2.1 traps version 1 public

WIZ, SNMPV2 £ > 7 4 —ALDHRA S LI —RNERETHHZRLET,

switch(config)# snmp-server host 192.0.2.1 informs version 2c public

WIZ, SNMPV3 £ > 7 —ALDHKA S LI —RNERTETHHZ2RLET,

switch (config)# snmp-server host 192.0.2.1 informs version 3 auth NMS
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VRE 2EAT 5 snMP Bz L —noBE I}

VRF #{#H9 5 SNMP@41L > —/\DHRTE

VRF [ZE

)

BRE ST VREF #FR A b Lo — 2T 5 X 9 12 Cisco NX-0S # 3 ETX £9, SNMP &%
L3 —/30 VRF BiZEATREMER LT A VW Z Vv 7 A7 a v R ETDHE, SNMPIZL - T
CISCO-SNMP-TARGET-EXT-MIB @ cExtSnmpTargetVrfTable (=2 [ U 28BS E 9,

G¥)

VRF BFER[REM E 7T T7 4N AV T 7 a VERET DRI, RA NERETHHEN
HYET,

FIE

OV RFERIET7TI a2 | BB
& A switch# configure terminal | /o — )L 2 7 X2 L —T g2 B— REEBL

£
ATw 2 |switch#snmp-server host fF%iEOD VRF ZEH L THRA N Ly —RNEEETD &L
ip-addressuse-vrf vrf name HIZSNMP ZREL ¥4, IP 7 KL AL, IPv4 7=
[udp_port number] ILIPV6 7 R LA &M TE £9, VRF4IIERA 255

DI FaEMTE EJ, UDP A — FESOFHIL 0
~ 65535 T, Zoavr RiZk-T,
CISCO-SNMP-TARGET-EXT-MB @
ExtSnmpTargetVrfTable (2= ~ U 2B S VET,

ZFy 73 |switch(config)i copy (fE)
running-config startup-config| 1 ' — L35 (0 Y 2 & — FERICETaL T 4 X2 L —
VarEAZ— Ty arv4Fal—varila
E— LT, BEEZMBAICRIFLE T,

WIZ, IP 7 R LA 192.02.1 ® SNMP H— SR A % [Blue] &£V 94RO VREF #3559
ICRRET HHERLET,

switch# configuration terminal
switch(config)# snmp-server host 192.0.2.1 use-vrf Blue
switch (config)# copy running-config startup-config

DK SNMP BRHID T 4 LRV

mw
)4

AENDIFEA L7= VRF IZHS W T, CiscoNX-OS BHEZ 7 ANV EZ U v T+ 5 L HICHETEET,
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B RYE7oERDEHD SNMP DFTE

FIE

ARV RFERFTIVaY | BW

2ATFvT1 switch# configure terminal | /' o— )L 2 7 4 X2 L —32 g F— REHELEL

jz —a—o
ATy T2 switch(config)# snmp-server | S 17~ VRF ICEESW T, WBHIARZ b Li—r3~
host ip-addressfilter-vrf O E 7 4 NEZ )7 LUET, IPT FL AT, IPv4

vif_name [udp_port number] | & -1y 1py6 7 R L 2 /T £4, VRF 41385
K255 DEETHMEHTEXET, UDPA— KNEZOH
FHIX 0 ~ 65535 T,

Zpha<wy Rizk-o T,
CISCO-SNMP-TARGET-EXT-MB ®
ExtSnmpTargetVrfTable (2= kU 2B SV E T,

AT w73 |switch(config)# copy (&)

running-config startup-config| 1 > — L y5 L (R Y 2 Z— FERICEITaL T 4 F 2 L—
VarkAL— b Ty T arz4¥alb—iarila
E— LT, BHEEMBERNRIFE L E T,

WA, VREIZESWT SNMP D 7 4 AEZ ) v 7 5H/ETAHZ R LET,

switch# configuration terminal
switch (config)# snmp-server host 192.0.2.1 filter-vrf Red
switch (config) # copy running-config startup-config

AN KR T70EADTE=HD SNMP D% E
KOELEDEMERALT, £ NN R T 7E8AHIZSNMP 2% E T £1,

CaVTHFARARNDBENWSNMPV2OEH : 2T FA NIy BT ENTaIa =T 0 2K
TEET, ZOHA, SNMP 7 747> MEaryTF A MIOWCRBTILETIH Y £8
Mo

*AUTHFARDHD SNMPV2 Ol : SNMP 27 T4 7 MEaa=F 4, &z,
<community>@<context> Z i E L T, T TF A M ZfRET HLMENH D £7°,

*SNMPV3 D : 2o FF A NARETEX £,
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FIE

1onvE7oez0t00 SNMPoiE

ARV RFEEETIa Y

E:)

ATy T

switch# configuration terminal

ra— ) ar 7 4 Xal— gy E— Rk
Li?—o

ATy T2

switch(config)#snmp-server
context context-namevrf vrf-name

EPLVRF £72137 7 # /L b VRFIZSNMP = > 7 %
AN~y 7 LET, BAHXLVRF TV HR—
FEINEF A, ARNTITRK 32 DEEFAMHEHT
xET,

GE) 77 )b hTlE, SNMP 12 # VRF % f#
HMLThrI vy 72X ELET, B VRF
EEALLVWEARIT, Z0oa~vr ReE
L THROVREF ZEET HLERH Y

£7.

ATvT3

switch(config)# snmp-server
community
community-namegroup
group-name

SNMPV2c 23 2 =F 4 ESNMP 2> T F R MI~v v
By L, aia=mT A BNETAHIN—TEEIL
9, ARNCIIREKR 2 OFEBFEFEHTE £,

ATvT4

switch(config)#snmp-server mib
community-map
community-namecontext
context-name

SNMPv2c & X =2 =7 4 ZSNMP 2> 7 F 2 MT~ v
B 7 LEY, ARNTIIRK 32 OXMTEMEHNT
TET

WD SNMPV2 OFlIE, =227 F A MZsnmpdefault E WO ARTO I I 2 =T 42~y B 755
BE R L TOET,

switch# config t

Enter configuration commands, one per line.

End with CNTL/Z.

switch (config) # snmp-server context def vrf default

switch (config) # snmp-server community snmpdefault group network-admin
# snmp-server mib community-map snmpdefault context def
switch (config) #

(
switch (config
(

)
)
)

KD SNMPV2 OfillL, = v B Z7E3NTWanala=T fcommEFREL, ANV KT 7+
AT DL EERLTOVET,

switch# config t

Enter configuration commands, one per line.

End with CNTL/Z.

switch (config)# snmp-server context def vrf default
switch (config)# snmp-server community comm group network-admin
switch (config) #

KD SNMPv3 OflE. v3 2 —FL4 L AU — REEAT 2 HFEE2 R LTWET,

switch# config t

Enter configuration commands, one per line.

End with CNTL/Z.

switch (config) # snmp-server context def vrf default
switch (config) #
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SNMP D E |
B svweEsosx—JLie

SNMP 0D A — T JLAE

BHEAR—TNVERITT 4= M TEET, BMAEZETE LRV E ., CiscoNX-OSiTim%n %
TRCA RX—T NI LET,

N

GH) snmp-server enable traps CLI =~ & RA 25 & REBMAA b LIr—"—Z k- T,
NI T T =DM oA =T MITEET,

WDFIZ, Cisco NX-OS MIB Ol % A F—T7/WZTHCLI 2~y RERrLET,

#3: SNMPEHRDA +— T L

MIB EEavy R
T _TOEE snmp-server enable traps
BRIDGE-MIB snmp-server enable traps bridge newroot

snmp-server enable traps bridge topologychange

CISCO-AAA-SERVER-MIB snmp-server enable traps aaa
ENITY-MIB. snmp-server enable traps entity
CISCO-ENTITY-FRU-CONTROL-MIB, snmp-server enable traps entity fru
CISCO-ENTITY-SENSOR-MIB

CISCO-LICENSE-MGR-MIB snmp-server enable traps license
IF-MIB snmp-server enable traps link
CISCO-PSM-MIB snmp-server enable traps port-security
SNMPv2-MIB snmp-server enable traps snmp

snmp-server enable traps snmp authentication

CISCO-FCC-MIB snmp-server enable traps fcc

CISCO-DM-MIB snmp-server enable traps fcdomain
CISCO-NS-MIB snmp-server enable traps fens

CISCO-FCS-MIB snmp-server enable traps fcs discovery-complete

snmp-server enable traps fcs request-reject

CISCO-FDMI-MIB snmp-server enable traps fdmi

CISCO-FSPF-MIB snmp-server enable traps fspf
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SNMP D% E

snvp @z x—Jue [

BEa<vY KR

CISCO-PSM-MIB

snmp-server enable traps port-security

CISCO-RSCN-MIB

snmp-server enable traps rscn
snmp-server enable traps rscn els

snmp-server enable traps rscn ils

CISCO-ZS-MIB

snmp-server enable traps zone

snmp-server enable traps zone
default-zone-behavior-change

snmp-server enable traps zone
enhanced-zone-db-change

snmp-server enable traps zone merge-failure
snmp-server enable traps zone merge-success
snmp-server enable traps zone request-reject

snmp-server enable traps zone unsupp-mem

CISCO-CONFIG-MAN-MIB

GE) ccmCLIRunningConfigChanged 38 %1 %
&, MIBA 7Y hadR—h

LTWEHA,

snmp-server enable traps config

G¥)

FA v AEHIL., T 7 4V N TEA R2—T NV TT,

Ja—r)aryZ 4 Xab—3arE— RTHREDBME A X —T T HITIE. ROEEETT

b\\i—a—(}

av Uk

E:g)

switch(config)# snmp-server enable traps

T _TO SNMP % A F—T WM LET,

switch(config)# snmp-server enable traps aaa
[server-state-change]

AAA SNMP i#%1 % A 2 —7 W LET,

switch(config)# snmp-server enable traps entity
[fru]

ENTITY-MIB SNMP i@ %1% A r—7 M LFE
T,

switch(config)# snmp-server enable traps license

F A4 ASNMPEHIZ A X —T NWIZ LET,

switch(config)# snmp-server enable traps
port-security

AN—hrtx=VUT 4 SNMP @HZ A X —T )L
I LET,
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avw Uk B8

switch(config)# snmp-server enable traps snmp

SNMP = — ¥ = > h@HIZ A X —7 /W LE
[authentication]

R

)2 DBERDEETE
TNA AWK LT, A 3 =7 W T D linkUp/linkDown i@ Z R ETEET, ROXA T D
linkUp/linkDown #8514 A r—7 /LI TE £ T,
*cieLinkDown : ¥ A aLiRY U AT — K XU @iE A x—7 M LET,
*cieLinkUp : ¥ ALk 7 A7 — K~ 7Ty F#@HaE A 2 —7 WM LET,

* cisco-xcvr-mon-status-chg : A3 f V' H —T 24 A NT =N E=H AT — X AR
HaAX—T VI LET,

* delayed-link-state-change : J#IEY 7 A7 — MNETZ A R—T /M LET,

* extended-linkUp : IETF L3R Y 7 A7 — R~ 7 v P aE A X—7 M LET,

* extended-linkDown : IETF §LikY > 7 A7 — s XU @A A X — 7 VI LET,
* linkDown : IETF U > 7 A7 — h XU i@z A 2 =7 WIZLET,

*linkUp : IETF U > 7 A7 — K 7 v @HE A 21— M LET,

FIE

ARV RFERERTI VA Y

configure terminal

(A [
S

1 |4 :

switch# configure terminal
switch (config) #
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| snmPomE

COZEPERTRIVPLE T PR |

ARV RFERRTIVa Yy

e snmp-server enable traps link
5 v | cieLinkDowncieLinkUpcisco-xcvr-mon-status-chgdelayed-link-state-changeextended-linkUpextended-lir

I -

switch (config)# snmp-server enable traps link cieLinkDown

AB—TTARATOD) VO EHMDT«E—TILIE
fEBIDA v H—T = A A TlinkUp 35 X OV linkDown i@ i &5 4 E—7 Mic T £9, 22XV,
TIvETAE—T 2 AA A (T T EXT U HMOBITERYIELTNDA VX —T = A R)
BT IR TE F9,

FIE

ARV RFEERTIVa Y

=)

ATy T

switch# configure terminal

Ju—r\)Lary 74 Xal—arE— K%
BtE L £ 9,

ATw T2

switch(config)# interface type
slot/port

EETHA L Z—T oA AZEELET,

ATvT3

switch(config -if)# no snmp trap
link-status

B =T 24 ADSNMP J 7 AF7—F K
Sy TR TF 4= M LET, ZOREIT.
T 7NV TA RZ—=T M ENTWET,

TCP T® SNMP [Zx{9 5T U3 A LFBRED A +*— T IL{E

TCP v 3y ETCSNMPIZXTHY & A L3R

L% A X —7 /W TEET,
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SNMP D E |

avw Uk B8

switch(config)# snmp-server tcp-session [auth] TCPE v g ETSNMPIZXT AT ¥ A L
PREE A X —T I LET, ZOBREIZT 7+
Jb N THEENZRRE SAILTVET,

SNMP X 1 v FDEMZFKE X VISFTDIFHRDEIY ST

AL v FOEERIFR (A= FEFDT, HRRLLFEET) BEOAAL v FOEFTEEID YU T

LILENTEET,

FE
ARV EERET7IVa3 Y By
2Ty switch# configuration terminal Jua—nR) a7 4 F¥al— gy F—
Rz&BRtG L £7,
RTw T2 switch(config)# snmp-server contact| sysContact (SNMP fH4#4,) 3% 7E L &
name 9,
ATv73 switch(config)# snmp-server location | sysl ocation (SNMP 12— 3 V) %%
25y T4 switch# show snmp (E=E)
1O FFEHE O T 07 7 A VT
HiEMmERRLUET,
ATv 75 switch# copy running-config C=9)
startup-config CORELEEERIFLET,

AVTFXFRMERY N I)I— D T OT A TARBDRYEVIHRTE

FahaL AL AZ LA, VREZREDH R Y T —

ANy ERETEET,
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FIE

SNMP O 7 « £—TJ )Lk

ARV RFERETIVa Yy

S

ATy T

switch# configuration terminal

ra—r\ ) ar7 4 ¥al—iay E— RaH
HLET,

ATy T2

switch(config)# snmp-server context
context-name [instance
instance-name] [vrf vrf-name)
[topology fopology-name]

SNMP2 U T %A a7 a bhaylf AR A,
VRF, ¥k bARelicwy 7 LET, 400
IR R 32 OEH T AT ET,

ATvT3

switch(config)# snmp-server mib
community-map community-name
context context-name

SNMPv2c Z X 2=7 4 % SNMP =7 F A MZ
v BT LET, ARNCIERK 32 DR T
FHTEET,

ATv74

switch(config)# no snmp-server
context context-name [instance
instance-name] [vrf vrf-name)
[topology fopology-name]

()

SNMPa > 7 FA M7 a bharvfrAZ A,

VRF, 72X bARu o~y B 7 ZHIBRL £

T, ARNCITRK 32 DEHTEHHTE T,

G¥) aVTRA N vy EHIRT DB
HJC, A AX A VRF, F72iL bR
0YE AT LRNTLIEEN,
instance, vrf, ¥ 72/ topology % — 7 —
KafiHdTHE, avrTFAREEn
FEAN) U ITRIO~ v B T INRE S

nET,
— \
SNMP O7 «+ £— 7Lt
FIE
ARV KRFERETIYVaY B&Y
& configure terminal Jua—r a7 4 X¥al— gy F—
RZBin L £,
1 -
switch# configure terminal
switch (config) #
2Ty T2 switch(config) # no snmp-server protocol | SNMP %5 1 &—7 Mz LE7,

enable

51 -

no snmp-server protocol enable

SNMP %, T 74/ b TF 4 =7 NIC
o TWET,
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SNMP &% & D2

SNMP FEMGF i Z RKmT HIIE, ROEEZITVET,

avo kR E:9)

show snmp SNMP A7 —H 2% KR LET,

show snmp community SNMPa 2 =2=7 4 AN U T HFRRLET,

show snmp enginelD SNMP enginelD % 7/~ L E 7,

show snmp group SNMP o —/V&FE/RLET,

show snmp sessions SNMP v v a 2R RrLET,

show snmp trap AFX—=TNENIT 4 B—T NV TH 5 SNMP &
MR LET,

show snmp user SNMPv3 =—H# %2 £ R L ET,
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