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[BRETF7AINTNRIL—XETYARYF % (Mask passphrasesin the
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« 77 AT T D~y F— 3B TT,
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EORE7 7 AV ED BEVRET 7 A B, U E— MNCRB SN 7T v T ==
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«[BE) (Automatic) ]: 75 A b F—(X Cisco Secure Web Appliance |2 L > THEIWIZERE SN ET,
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)
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A CSSM BERED 7 » k2275 Smart Software Manager 7 7 1 b &4 7L 3
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T TIAT VADVAT L 70y 7% CSSM DU AT A 7y 7 LEHIELNLEND
NET, T7TITATLVADVAT A 707 ECSSM DY AT A 71y 7 DOT L, A
~— b TA B ABEOLKBDFERNE 20 £,

GE) Ao X—xv MIEEH L T o % 88 H T CSSM IZ8t T 254, [V AT LEIE (System
Adminigtration) 1> [7v 79 L—F&ET7 Y TT— FDERE (Upgradeand Update Settings) |
EERALT, 77947 VAR EESN TV AT aX U LRI aX U 2EHT 2081 H Y
e N

GE)  (Ea—Y =LA, HTLWPAK 7 7 A /v (Bl E 721388 22ET5-0N, 7148
ATy ANEER L, TTIAT L ADT7 7 A NVeu—RNLET, 77 AVvEr—RLIEHE
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X, 77 A0 —Rfi, S48 2 77 A NLVOREX— 7 o a ITER S, GEBEE
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RMHT 22— =2l o THETT,

HWRET A o A F, ROWTNIADOE— R TPFRTEET,

[FFET AL ADTFH (SLR)  (Specific License Reservation (SLR)) ]: Z ®OE— K& fifi
LT, fFrEOHE O~ Oie ( THTTPS B 5 70 &) OIFA BV AZ TR TEET,

s [KATAEADTH) (PLR) (Permanent License Reservation (PLR)) | : & DFE— R&ff
HALT, 3 XTOBWEDTA B AZKAICTRITEET,

Cisco Secure Web Appliance T7 A & X% THIT 2 HIEDOFEMIZOWTIL, W7 M 20
T (I8 =—=Y) ZZML TS,

Device Led Conversion (DLC)

AysnOS 15.0 LAF% . Smart Licensing % f#i F{ 9% Device Led Conversion (DLC) (%, 7 7 4/ h T
[ABA#A (Not Started) JURFEIC72 > CWET, DLC & U H—F 5101k, A~v~—FT7A14 LR
ERGET HDMENSH Y 9, [FERIC, AsyncOS 150127 v 77 L— K925 L X|ZDLC 7rtk
2% MY H—FBI20F, Av— " IA B AEFHEETHILENLY £,

Cisco Secure Web Appliance & A~— k74 B ARG T D L. BFEORN /R T v 0 T4
+ L A3 9 X C, Device Led Conversion (DLC) mrtAZHHL CHHMICA~— KT/t
VALEENET, INOOERINTZT A BRI, CSSMA—FNVDN—F X LT AT
Y P THEHISNET,

)

G£)  DLC 7m&RT5E T £ TITKI 1 K200 97,

RONTNDPOFET, DLC TR ADRAT—X A (TFk¥h) £/ KMy ) #FKrTcxE
D
Web A Z—TxAAD[VRTLEE (Sysem Administration) 1> [R¥—k VT +
T 34t 2Y (Smart SoftwareLicensing) | X—YD[A~v— K Y7 h U T T
A7 AT —H A (Smart Software Licensing Status) ] 27 2 a > 2% 5 Device Led
Conversion (DLC) A7 —H A7 ¢ —/L K,

« CLI @ license smart >status 7' 2~ > ROLEH}|AT—H A M,

)

G¥)

DLC 7utEANKNT H L. VAT MIRBOBHAZFHFRT LI AT LT I7—FaXELE
9, MEZEELTH B, CLI T license smart > conversion_start %7 2~ K& L T,
D3I ITARVAEAS— N TA B AT TEBT HLERHY 97,
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GE) DLCTutRiE, 773 v7 74 RCOHMEAII. SLR £7-IXPLR E— FD S5 A&
AFHNITEH SN EF A,
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G¥) +« DLC 7’12 & A%, Cisco Secure Web Appliance 23 72 HEEET A B A TRE SN TV D
BNZDORFIE S IVET,
*DLCTREANETTHE, A=K ITA VU RAEI TV I T AT TERT
72720 9, Cisco TAC DY AR — hRLEETT,

TTIAT VA L TCAS— s VT b7 T4V TEREDCT DT, ROFIE

EIEITTHLENRDY £,
BRIERE FHBEER
AT w71 A=Y T =T T4 | Av— VYT NU=2T T4k
Y T DAL YT oA x—=7 L (11
)
AT w72 Cisco Smart Software Manager | Cisco Smart Software Manager ¢
TOTTITAT LV ADEER | OT 7547 A0 (12
)

(AFvay) AT v73 MEZIS U C, Cisco Secure  |[HERET A B 2D TR (18
Web Appliance TH§RE T A & | =—2)

AT THZ LN TEE
ﬁ‘o

AT w73 T A (BEHESF—) OFE | T4 B ADHER (15 L—
kK V)

ARXR— b+, YT+ T7 5S40 T50D4A1—TILIE

ATY T [VATLEE (System Administration) |>[AR—FY T bz 7S54 1224 (Smart Software
Licensing) | &R L £7,
ATV T2 [Av—b V7 U=T T4 7 DAL (Enable Smart Software Licensing) 1% 27 U v 7 LET,

2Aw—hKN VT T 2T TV TOHEMIONTIE, AX—K YT RYTT7 SAEUOUHT DM
DYV E27Y w7 LET,

RT9T3 A~v— R Y7 v=xT T4V UTIZONTORERETFALR, [OKI 227V v 7 LET,
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ATy 4 ERERFLET,

RDZRY

A—KNY TN =T T4V TERENITDE, 77307 T4V AE—ROTRC
DOHEREN A~—F T4 B A T— R THLHBBIHERATREICRV ES, 793 v 7 T4k
2 F— FOFEFL—F—DBE. CSSMTTY P54 7 AR, A~v~—F V7 7=
T IA v THERER M TE D 90 A OFHMEI RSV F 9,

FERRRE L OGHE I OWIR ORI, —E DMK (90 BHAT, 60 HAT, 30 HFl, 15 HAT, 5
Hal, BLORKH) CREREREINET, fMEMBEOM E /213K T#IZ, CSSMTT 77

AT U AEREFTEET,
Y
GE) VT TARVUAFT—RIIBITDET VT AT RTA B RAERERVMERT 75 A

TYADHH A =D AE Av— YT v T T4 TR E AL T
b, HMEEIEI RSN ERA, 7TV v TABVAE—RICBITAT 7T 47787
AV AREROARIET T T AT U AOBFA—Y =D, AR R S E S B
HURRT 7747 v A 22— —RA~— K T4 2RO M Z A LT 2561213,
VA B NAF—AZHE L, A= T AT MIHET A £ X E2BMLTLE
SV, Gl T A AR, BRERERICFHMERETHER S ET,
*TTITAT UV ATAY—h TA BV TIRRREANICT D&, Av—h T4
TInbI 7397 Iy T EB=RCa—n "y 74§52 LTS T,
e Av— K TA B AMRREANCT H L. WOMELABEMICHEHINET,
* Secure Web Appliance Web L' =7 —3 3 7 1 /L Z (Web Reputation Filters)
« Secure Web Appliance 7 1 /L Z%f%  (Sophos)
« Secure Web Appliance 7 1 /L ZA %5 (Webroot)

» Secure Web Appliance Web 7’1 ¥ & DVS =2 ¥
*+ AsyncOS /73— = > 15.0 Ti, #Hr L\ Cisco Secure Web Appliance (AR 2% L T A~ —

FIA BV REAENITEET, 77397 T4 B RIMNATIEHY XA, FEMIO
WTIE, TEEE] 22733 L 2HDRMESH 2SR L T &N,

Cisco Smart Software Manager TD7 754 7 > A D&%

7 77 A 7 > A% Cisco Smart Software Manager |28 89 221X, [ AT LB (System
Administration) | A =2 —TA~Y— Y7 V=7 T4 U THRBEZ AT D20ENH
DET,

B O ATLEEERIOET



| >27L8BE2DES
Cisco Smart Software Manager TD7 754 7V ADE LR .

\)

GE) BEOTTIAT LV ABR DA VARV ATEEET A LITTExEHA, TTIAT VA%
1 DT OREEKTHHLERHD F7,

ATy 1 [VATFLEE (System Administration) > [RY—k YT b7 5S4t 24 (Smart Software
Licensing) | &R L £7,

AT9 T2 [A~v— T4 ADKEK (Smart License Registration) ] 47> 3 V&R L 7,
ATy T3 [HeR (Confirm) 1227 VU 27 LET,

Smart Software Licensing

Learn More about Smart Software Licensing

Smart Software licenseing

To activate Smart Software Licensing on your Web Appliances, you need to register Smart Software Licensing using any one of the following ways

@ Smart License Registration
Select this option if you want to manage licenses seamlessly with a single token registration

(O specific/Permanent License Reservation
Select this option if you want to manage the reserved license with no Internet connection.

[Confiem.

RT9 T8 [FT 2 AKR— FiEE (Transport Settings) ] #ZEHE 2545121, [#RE (Edit) 227V y7 LET, KO
F T a v EMBHTEET,

- [E$ (Direct) 1: 7774 7 A% HTTPS #&H T Cisco Smart Software Manager |Z [E #8565t L £ 7,
ZOF T asid, 774N FTERENET,

[ FSURKR—IHF—FrI A (TransportGateway) | : 777 AT v A% TV AR—F F—hU=x
A & 7213 Smart Software Manager %7 7 A b #%&H C Cisco Smart Software Manager ([Z#&ft L £, Z DA
Tra v EERLIESGS. NI UAR— S — U = A £7213 Smart Software Manager %7 7 A ~ D
URLEZASLTOH 0K 227 Vv 7T HHERHY T, ZOA 7T a T HTTP 8 X OVHTTPS %
YR—hLET, FIPSET— RFOEA, hT VAR~ M7= FU = A ZHTTPS DA &R — K LET,

FT7UAR—=K F—= U= AIZONTIE,
Https://www.cisco.com/c/en/us/td/docs/wireless/technology/mesh/8-2/b_Smart Licensing Deployment Guide.html
EBRLTZE,

ATF9 TS (F7var) [TAM U H—TxAA (TestInterface) |: A~— h T A v AEREAICT 7I74 7 A
ARG D L X, [EHA ¥ —T = A A (Managementinterface) | £721X [T —HF A X —T7 =1 A (Data
interface) | 23BN L E9, Zhix, BEILV—T 4 T EBDL, A~v— T4 B ARICEET D56

WCOHBEHENET,

GE) DENV—T 4 T WENIR > TORWGEEIEL, [T A MM o #—7 = A X (TestInterface) ] N
0y A ARNT[ERA ¥ —T A A (Management interface) ] 47 > 3 DI % HH
TEET,

AT T6 vr/ A4y 71Ty EMA LT, Cisco Smart Software Manager 78— 4 /L
(https://software.cisco.com/#module/SmartLicensing) (27 7 A LT Z&EW, H LW b—7 U E&1ELRT D

2785852907 |]
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SRTLEBIRID

H

. Cisco Smart Software Manager TD7 754 7 > A D&%

Wi, ZOR—=ZNAVO AT B 7>k (Virtual Account) ] ~X— 28N L C [2f% (General) ] ¥ 727
IHALET, T IAT VAHOHEA VAL 2Bk v —7 v ar—LET, WA A% 2%
f b —2 L OIERIZ OV T,
https://www.cisco.com/c/en/us/td/docs/wireless/technology/mesh/8-2/b_Smart Licensing Deployment Guide.html %
ZRLTESN,

Create Registration Token ®
>

Cisco Software Central > SMartSQ . i creale a ioken st /s used toregister product instances; so that they can 1se licenses from this virlal coountORCE ¢S R

created, go to the Smart Licensing configuration for your products and enter the token, to register them with this virtual account.

Smart Software Li L Produc

Virtual Account:

Alerts  Inventory  Convert to Description: Description
* Expire After: 30 Days |
Virtual Account: . ~ ormation:
Between 1 - 365, 30 days recommended
General Licenses ] Max. Number of Uses:
Virtual Account The token will be expired when either the expiration or the maximum uses is reached

Allow export-controlled functionality on the products registered with this token @

Create Token Cancel
Product Instance Regls‘fm

The registration tokens below can be used to register new product instances to this virtual account.

Description:

Default Virtual Account:

AT T TT7ITAT L ATRY, Bk (Register) |27V v 7 LET,

Smart Software Licensing

Learn More about Smart Software Licensing

Smart Software Licensing Status

Registration Mode: ? Smart license (Change type)
ction: (2 P
Evaluation Period: (2 In Use
2

Evaluation Period Remaining: . 89 days 23 hours 42 minutes

~

Registration Status Unregistered

License Authorization Status: Evaluation Mode

Last Authorization Renewal Attempt Status: | No Communication Attempted

W (%) ()

Product Instance Name: |

)

Transport Settings: Direct (https://smartreceiver.cisco.com/licservice/license) (Edit)

)

Test Interface: | Management v |

Device Led Conversion Status: (2 Not Started

ATv T8 BREA VAR VABHR NV VAT XA MRy 7 AT 1T £T,

[A~v— KV T R U7 747 (Smart Software Licensing) ] X—C, [T CIZEEIN TV DY
AL, 2O A AL A Z AR L E T (Reregister this product instance if it is already registered) ] 7 = v
IRy I ABANILT, TTIAT VAEZHBIRT DL b TEET,

B O RATLEBIRIDET


https://www.cisco.com/c/en/us/td/docs/wireless/technology/mesh/8-2/b_Smart_Licensing_Deployment_Guide.html

| >27L8BE2DES

Smart Software Licensing

Smart Software Licensing Product Registration

To register the product for Smart Software Licensing:
1. Ensure this product has access to the internet or a Smart Software Manager satellite installed on your network.
This might require you to edit the Transport Settings.
Product communicates directly or via proxy to Smart Software Licensing.
URL - https://smartreceiver.cisco.com/licservice/license

2. Create or login into your Smart Account in Smart Software Manager or your Smart Software Manager satellite.
3. Navigate to the Virtual Account containing the licenses to be used by this Product Instance.

4. Generate a Product Instance Registration Token (this identifies your Smart Account) and copy or save it here :

Cancel

D Reregister this product instance if it is already registered

FAEADEKR

RDEZRY

sstvznsk |

LG 1 2 3B 0 £, [AY— R YT v 2T I A7 (SmartSoftware
Licensing) ] N— Y CHRERAT — X AL FKRTEET,

Smart Software Licensing

Registration Mode:

Action:

Evaluation Period:

Evaluation Period Remaining:

Registration Status

License Authorization Status:

Smart Account:

Virtual Account:

Last Registration Renewal Attempt Status:
Last Authorization Renewal Attempt Status:
Product Instance Name:

Transport Settings:

Test Interface:

?

?

)

Learn More about Smart Software Licensing

Smart license

[ --select an Action-- v |[Go]

Not In Use

89 days 23 hours 37 minutes

Registered ( 16 Jun 2023 04:15 ) Registration Expires on: ( 15 Jun 2024 04:11)
Authorized ( 16 Jun 2023 04:16 ) Authorization Expires on: ( 14 Sep 2023 04:11)

SUCCEEDED on 16 Jun 2023 04:15

SUCCEEDED on 16 Jun 2023 04:16

wsa276.csl

Direct (https://smartreceiver.cisco.com/licservice/license)

‘ Management v

Smart Software Licensing Status

BEET U ANERICHET L%, T I9A TV ADRRO T A ARk LiTid b

RWEERH Y 7,

ATy 1 [VRATLEE (System Administration) 1>[54 2R (Licenses) | ##IN L £,
ATy T2 [REOHE (Edit Settings) 1227V v 7 LET,
ATFY T3 ERTDLITA B RTHIGTDH[TA B ADHEK/Y U —A (License Request/Release) ]5|DF = v 7 R

VX v

ZLET,

ATy T4 [EE (Submit) 1227V v LET,

27 LEE 2 0ET )



RTLEBRIRYOEFT |
B st z0uu-2

Licenses
License Name License Authorization Status (7 License Request (7
Secure Web Appliance Cisco Web Usage Controls Not requested
Secure Web Appliance Anti-Virus Webroot Not requested
Secure Web Appliance L4 Traffic Monitor Not requested
Secure Web Appliance Cisco AnyConnect SM for AnyConnect Not requested
Secure Web Appliance Secure Endpoint Reputation Not requested
Secure Web Appliance Anti-Virus Sophos Not requested
Secure Web Appliance Web Reputation Filters Not requested
Secure Web Appliance Secure Endpoint Not requested
Secure Web Appliance Anti-Virus McAfee Not requested
Secure Web Appliance Web Proxy and DVS Engine Not requested
Secure Web Appliance HTTPs Decryption Not requested

RDEZRY

FA AT, WIRERE-BBYINICRD a7 T4 7 RER (00C) E— Rz,
KTA B AIZ30 BEOMTHIB AR I FE T, ARHIRR I O'00C T 11/ o MR D i
W2, —EOMME (30 Haf, 15 Hal, 5 Hal, BEXOHRKH) CEENFRINET,

OOC M T I DOAZMIEN BT D L, FA B AT TEX T, WELZFT TR 20 F
T, BERICL O —ET 7 82T 5I121%. CSSMAR—Z L TIA B 25T v 75— LT, &
AEEEHTAMLENDH D 3,

ZA4AEADY) ) =R

ATFv 1 [VRATLEHE (System Administration) >[5 4 >R (Licenses) | Z&R L £,

ATy T2 [REOHE (EditSettings) 1227 U v 27 LET,

ATY T3 V) —RFTE5T7 A48 RTHIET D [TA4 8 ADER (License Request) [N DF = v 7 Ry 7 Azt 7
WLET,

ATy 74 [ZFEIE (Submit) 1227V v 7 LET,

Cisco Smart Software Manager W5 D7 754 7 2 A D& R AR

ATV T [VATLEE (System Administration) |>[AR— MY T bz 7S54 1224 (Smart Software
Licensing) | #®R L £,

ATw T2 [77v a3y (Action) | ey 7 H oL UR NS, PEGEER (Deregister) ] Zi#IR L, [#E1T (Go) 1%
27Uy LET,

ATw T3 [BEE (Submit) 1227 Vv LET,

B O ATLEEERIOET



| v2x7L8BE22H0ET
Cisco Smart Software Manager TD7 754 7 VA DBEE .

Cisco Smart Software Manager TD7 754 7 > ADBZEE%k

ATy T [VATLEE (System Administration) |>[AY— kY7 bz 754 22225 (Smart Software
Licensing) | Z&IRL £7°,

ATFwFT2 [727var (Action) | Ku vy 77X U A Rnh, Bk (Register) | ZiER L., [FE4T (Go) 27U v
7 LET,

RDEZRY

k7 v ZZ-2UTUL, Cisco Smart Software Manager TDT 7 A 7 U ADAEk (12 ~—
V) EZRLTIEEN,

B CERN T FIZBNWTUL, 7T IA T ADOREER) By NLIERIZT T4 7 A
RSO ENTEET,

CSSM CT 7 IA TV AEBET HENIDOIH, FT U AR— MR EEELETEET,

Y

(GF) Av—bF T4 BV AEEPAEDC/R > TVDLEEICOHR, NTUAR— MNREEZERTEXE
7T 77747/xﬁ?1_”ﬁéhfwéﬁn\k7/XT MREXEELET DL, 7T
TAT U ADBGREFRRT HMERH Y T, N TUAR—- MNREEZLE LRI, 7774
TV AEHRET ALERH Y FT,

N7 U AR— FEEEETE T 5 IFIEIZ OV TIL, Cisco Smart Software Manager TD7 77 A 7
VADEEE (123—Y) ZZRLTILEEIN,

ﬂlb\I:IIE t DEEﬂio)E¥ﬁ

Cisco Smart Software Manager C7 77 A 7 A& B ek L7212, iEAEEZEH TXE T,

Y

GE) 77°34’TVXb!Eﬁﬂl%‘ﬁéﬂf:?ﬁiCUD%\ uqu%E*ﬁT%ij—

ATV T [VATLEE (System Administration) |>[AR—FY T bz 7S54 1> 24 (Smart Software
Licensing) | Z#&IRL £7,

AT T2 [FUL 3y (Action) | Ry 7 X o UR NG, @t 7y ar2@RLET,

REEESY CEH

AAEES T CEH

2785852907 |]



RTLEBRIRYOEFT |
Rl

ATv73 88 (Go) 1227 Vv s LET,

RDEZRY

BEES A ADFTH
« TA B ATRIOAME (18 X—2)
« TA BV ATRIOKE (19 X—)
c TA B ATRIOEH (21 X—2)
« TABUATRIOHIBR (23 <—)
« TA U ATRIOEHE (23 X—)
« TA U RRBEEN : T AL ADEHWIENINDET (24 X—)
« TA L AKE : TA L ADOEDMIBREINT-E (24 2—)

RLZAEVRADRT—E R

AT—8 A Bl
I T TAT AT TIRIFEH TITIAT L AITA BV AOERZEFIZFETL, T4
YU ADHEMZ AR SN TNET,

RIKGR TTITAT VA TA B RAE TR L TOWER A,
1 AFHOEHE

I8 BRI

Cisco Secure Web Appliance TA~—hk T4t 7 F— RREHT/->TND T & &R

LET,

GE) CLI T license smart > enable reservation “9'7 a<v R %‘?ﬁ'ﬁﬁzj LT, *Aﬁ B4R & TR
THIEHLTEET,

GE)  #EE=— K& Tl 4VXF—»L XV_F§4YVyVﬁ%ﬁ@KLTw5ﬁA\fﬂ4
AUEA DS TH ST R ERE ZRTEIC BBIICEAT L £

B O ATLEEERIOET |



| v2x7L8BE22H0ET
ssevzx3tosi ]

AT w71 Cisco Secure Web Appliance T [ A7 A% HE (System Administration) |>[A~—hk Y7 b =T T4k
v 7" (Smart Software Licensing) ] -~X—IZHE L £,

AT9 T2 [BEKAT A ATFH (Specific/Permanent License Reservation) 147> a2 &2 & IR L £,
ATy T3 [HE# (Confim) 1%22 Y v LET,

RDRERY
TA | ATRIORE (19 X—)

5S4t RFHDER

AT v F1 Cisco Secure Web Appliance T[> A7 A EE (System Administration) |>[A~—hk Y7 by =T TA kY
2> 7" (Smart Software Licensing) | ~<—IZB#E) L £7,

ATY T2 [k (Register) 127V v 7 LET,
ATFv T3 [2—FZ&Zat— (CopyCode) 127 Vw7 LT, VZ/ZAha—Kzabt—LE7,
GE) Y2/ A ha— K& CSSM R—Z /LT L TRRa— Fa4lk L £,

ATY T4 [k~ (Next) 1227 VU7 LET,
RAT9TE CSSMAR—X/VIBEIL T, FEOKIEZIZ TR TOREDO T A B A% THT 500K Ra— Rz
ERRLET,
GE) KB — FOAERFTEOFHEMZONWTIX, A~— N YT =T I8 T T4
~/L7 (cisco.com) (ZH D~V FF = A FO Inventory: License Tab > Reserve Licenses & 7
arEaZRLTIEIN,

General Licenses Product Instances Event Log
By Name By Tag
Manage License Tags License Reservation. Show License Transactions Search by Lice o,
>

2785852907 |]
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VATLEBARIOET |

B st 23008

Smart License Reservation

STEP 1 STEP 2 STEP 3 STEP 4

Enter Request Code Select Licenses Review and Confirm Authorization Code

1) ENter tne Keservaton Keguest Lode below

2) Select the licenses to be reserved

3) Generate a Reservation Autharization Code

4) Enter the Reservation Authorization Code on the product instance to activate the features
* Reservation Request Code:

To lear how to enter this code, see the configuration guide for the product being licensed

ATw 76 [SLR/PLR] Z&ER L, [k~ (Next) 1227 U7 LET,

Smart License Reservation

STEP 1 v STEP 2 STEP 3 STEP 4

Enter Request Code Select Licenses Review and Confirm Authorization Code

Product Instance Details

Product Type:
UDI PID:
UDI Serial Number:

Licenses to Reserve
In order to continue, ensure that you have a surplus of the licenses you want to reserve in the Virtual Account.

O WSAPLR

(O Reserve a specific license

ATFYTT CSSMA—ZNLT, SLRAT > a VNI ERTA B AZTIRL, IR~ Next) 127 Vv 7 LET,

STEP 1 v STEP 2 STEP 3 STEP 4

Enter Request Code Select Licenses Review and Confirm Authorization Cade

Licenses to Reserve -
In order to continue, ensure that you have a surplus of the licenses you want to reserve in the Virtual Account.
O WSAPLR

(@ Reserve a specific license

License Expires Purchased Available Reserve

Secure Web Appliance Advanced Malware Protection Add On multiple terms 102 o8 1

‘Secure Web Appliance Agvanced Mahware Protection Adtl On

Secure Web Appliance Advanced Malware Protection Reputation multiple terms 102 100

a
Secure Web Appliance Advanced Mamare Prolection Reputation
Secure Web Appliance Anti-Virus McAfee Add On 2024-Jan-25 100 100 0
Secure Web Appliance Anti-Virus McAfee Aad On
Secure Web Appliance Anti-Virus Sophos Add On multiple terms 102 101 0

‘Secure Web Applance Ant-Vin:

ophos A On

ATV T8 WOWTINDIIET, CSSM AR —H L) b S L7278 = — K% Cisco Secure Web Appliance (ZH5 Y {71
e

VATLEEARYDET




| v2x7L8BE22H0ET
sseo230Es ]

o [AFBa— F&Eabe— LTV £1i) % (Copyand Paste authorizationccode) 147 > a 23N L, AR
a— RF&Zab™— LTV 175 (Copyand Paste authorizationcode) |47 a v D FDTFA MR v
AN — FZ A0 T £,

[VAT LI BEFEa— R&7T v 7m— R (Upload authorization code from the system) | 473 = > % i
RU, [77A/VDEIR (Choose File) %7 U v 7 LTEBa—RKE7 v e—RFLET,

ATYT9 [Ki®=— K& A A h—/L (Install Authorization Code) 1 %7 U v 7 L £,
AVA =L TRIONRyFa<wy RIPR—FENTHWEEA,
GE) KRI—RNBA VA R—VENDET, 4RHE LT 77— MRREINET,

DOIXAbaA—FEFXFvY LT EHHE:

KR — A Y A =V ENDHNC TR T v 2% F v 24 5I2i1%, CANCEL_REQUEST_CODE =
~ Y REEMLEYS. TROLEORELZZ VT LES,

GE) CSSM AR—Z LV TCHEBa— REAER LD, T7I9AT VATV I A a—Rexy kL
LEBE. CSSMAR—ZNLVTHER LTEZTA B RIT 774 T AICA VA M—LTEEHA,
HKF T — ROHIRICOWTIE, TAC IZBRIWEDbE L Z &,

WHER T A A TFH) (SLR £721X PLR) 1%, Cisco Secure Web Appliance |21 & A h—/L &

NTWET,

TAR A ADAT =2 ZF, SLRHIZTRISNTTA B AD [T T4 7 0 A TRV
(Reserved in Compliance) ]IRREICEAT L £9, PLROBE, T XCOTA B AN [T T

AT ATTHIFEH (Reserved in Compliance) ] IZBAIT L £,

RDZRY

o (SLROZHEEM) : MBS LT, FA4A BV A FREZEHFRTEX E4, FHMIzHOWVTIL,
FTABVUATROEDF 21 2—) ZBRL T EZEN,

« (SLRBELOPLRIZHEH) : MHEILLUT, FA4 BV AFREHIBRTEE, 5o
Wi, 94 B A FRIOHIKR (23 X—) 22 L T 7ZE N,

« (SLRBLOPLRICHEA) : KBS U T, TA B A PREESLTE £,
DNWTIE, TA B ATRHOEG L 23 2—2) 2L TIEEN,

=411

R

g={1118

SAEUAFHOEH
FLVEED 7 A B A2 THRILTED . IEOMTFEO I A B ATREER LIZY TEET,

\}

GE) ®EITA B ATPRIOLZEHTE, KATA B ATPRITEHTE LA,

2785852907 |]



RTLEBRIRYOEFT |
B s tox3u0mEs

\)

GE) CLI T license smart >reauthorize YT av s REFHLT, 94U AFHEEHTLH L
HTEET,

ATV T1 CSSMA—Z VBB L T, T TICFRELDTIA B AEFHTH-0ODOKEa— ek LET,

GE) Ba— FOAERTEDFHFEMMZONWTIEL, Av— YT N7 T4V T FTA
~L7 (cisco.com) (ZH B~V K¥ = A h® Inventory: Product Instances Tab > Update
Reserved Licenses 7 v a V22 L T 72 &0,

AT w72 Cisco Secure Web Appliance T [2 A7 L H (System Administration) |>[A~—hk Y7 hU =7 T4k
7" (Smart Software Licensing) | -~X— &L £,

ATV T3 [T/ ay (Action) | Ry 7 HZ U ARG [HAR (Reauthorize) | Z##IN L, [T (GO) 1% 7

Uy LET,
RTYT 8 ROWTINOIFIET, CSSM R — X LB IfG L7-7&78 = — K% Cisco Secure Web Appliance (ZH5 Y {117
£,

s [KRa— RFEZae— L TRV 1175 (Copy and Paste authorizationc code) |47 a U Zi&IN L, KR
a— R&zabe— LTV T % (Copy and Paste authorizationcode) | 47> a D FDOTFA KRy 7
AR T — RERE0 T £,

c [VAT LM BIKGR 2 — K& 7 v 7'm— R (Upload authorization code from the system) |4 7' = > %
WL, [77A/VDER (Choose File) 127V v/ LTKRa—FET v 7Fu—RFLET,

ATw 5 [H&R (Re-authorize) 127 Vv 7 LET,
ATYT6 [2—FK%EZat— (CopyCode) 127 V7 LT, HERa—RREzat™—LEd,
GE) CSSM AR—H LV CHERa— REHHA LT, IA4 BV ATPREEHFRLET,
ATy 71 [OK] &7 U 7
AT w78 Cisco Secure Web Appliance 7> 5 Bt L 7= fERB = — K& CSSM AR — & JL(ZAE Y £HiT £ 97,

GE) R — FOBIMGEDFHEMZONWTIL, Av—hF Y7 2T T4V T Fr T
~L7 (cisco.com) ZH B~V K¥F = A2 h® Inventory: Product Instances Tab > Update
Reserved Licenses 7 v a V2B L T 2 &0,

TAB L ATFRINESFTINET,

TA B ADAT—Z A E, SLRAIC TSN TA B AD [T TA4 T 2 A TTRIEH
(Reservedin Compliance) JRFEIZEATLE T, 74 B A0k L THRINLTORNWES,
T A ADIRET [K&AFE (Not-Authorized) ]IRFEIZEAITL E7,

B O ATLEEERIOET I
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| v2x7L8BE22H0ET
ssevzx3toun ]

SA4 U AFHDOHEIK

Cisco Secure Web Appliance THNZ/ > TWDFRFED T A BV A TR ETITIKATA B AD
FRIZHIFRTE 7,

)

GE) CLI T license smart > return reservation YT a<w ]\%f{fﬂ% LT, 794 kA 0)?'%"]%%
frosz b TEET,

\}

CE)  PRIERTA B ZZHBRT L7 7 — FRMEENET,

AT 71 Cisco Secure Web Appliance C [Z A7 A& EE (System Administration) |>[A~— Y7 by =7 714
> (Smart Software Licensing) ] ~X—IZBE L £,

AT9FT2 [T7var (Action) | Ry 7 HZ o JARNL[Y #—ra— R (Returncode) |Z#ER L, [EfT (GO) ]
27y LET,

ATYF3 [2—FK%EZabt— (CopyCode) 127 U7 LT, V¥ —rva—Rrzat—L%7,

GH) CSSM AR—Z M) Z—ra— Rz T T, 708 ATREZHIBRL £,
ATy T4 [OK] %7V >7
AT w75 Cisco Secure Web Appliance 7 HHfF L72Y #—r a— K& CSSM AR—Z LTl L £,

GE) U % —ra— FOEBMFEOFMZONTIE, A~—F VY7 =T I8 AFTTA
~V7 (cisco.com) ZH D~V R¥F = A O Inventory: Product Instances Tab > Removing a
Product Instance & 7 > a » #ZM L TL &0,

Cisco Secure Web Appliance THEMEL SN TWDIERED T A & ZATRIDHIFRS L, T XTDZ
A & ADFHIER IS D F T

RDBERY
c TABATRIOER (21 ~—) THER=— FOFFMEfR LT,

]

¢« (SLRBILOPLRICHEA) : HEIHU T, TA B A PREZELCTE £, FEMIC
ONTI, TA BV ATFROEE (23 =) 2SR LTI ZE0,

A4t AFHOEML
Cisco Secure Web Appliance T7 A & A TR ZELLTE £ 7,

2785852907 |]
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RTLEBRIRYOEFT |
B 5t xsmbn: 54w 20BN RRAGN S

\)

6= CLI T license smart >disable reservation YT av REFHLT, 748 AT % ES)
W22 &b TEET,

e T VA MR ENTZDFBIEa— R A VA =L ENTWERWEES, PR 7
2 MITFAAL R ETCHF YL EINET,

cFRET— RN A VA R =L INTWDIGE, THU 7= X MIFIRSVER A,  [license
smart reservation return] 2~ N&EHA L CRFEa— 2 HIBRT D L o128 E X v &—
MEFERINET, TOAvE—VF, T4 & ADOTHIBEEED B Jgofl«\éT" PEH
HHM, WAET— RNA VA =N EINTZEETHL I EEERLET, Z ORI show
avy NiZRKMENET,

\}

G¥)  =a—FZRLTPHZENMET 20, a~vr Rl L Trie
L TEET,

o« GE— K3 A A =L &5 L. TITIGAT A iuruuﬁﬁﬁéﬂ:fﬁb iTo ﬁ;ﬁ'ﬂ:j‘é
&L AT = AFAHIMEE— FICTBATLET,

AT w71 Cisco Secure Web Appliance T [ AT LB H (System Administration) |>[A~— Y7 hv =7 714 ¥
7" (Smart Software Licensing) | ~— I E L E£7,

RATw T2 [T — K (Registration Mode) | 7 4 —/V RC[¥ A 7 DXEHE (Change Type) %7 Vv 7 LET,
AT 73 [BEE— ROEH (Change registrationmode) | %A 7 1 277K v 7 AT [4F (Submit) 1227V w7 LE
@—O

A& AFHKIL, Cisco Secure Web Appliance THLML v E T,

SA U RAKRMBEH St ADEHLAREILTIN BHI
FTA v ZAOFHMBENTINSHIOT 77— FOHEEIL, 60, 30, 15, 5. 2. BLO1H T,

ALV AKMER . T4 ADEDHARSTINF-E

FTAB L AOHEMHRREIND &, T A B ARBMDEE S ET, SLRPLR 7 A £ X
DT A AREIL, BHHENAUINT#%S [V T34 T ATFHEHS (Reserved in
Compliance) |DEXICRV £, FA B ZADOHEDHIRNEIND &, 7 UT (L AT L
77— BRI H—S, BFA—APEEINET,

)

GE)  FA v AREMIE, FETA B ATROBNHRTT, KATA B ZATPRITITIHES
NEEA,
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| v2x7L8BE22H0ET
2v—tz—vzrvroEH |

CLI Tlicense smart >reauthorize W7 A<V REMHHAL T, F4A BV ATREEHNTHZ &
HLTEET,

TAB L ZAOHEIHIRPGIND &, IRDORAX v =V NERINET,

['Cisco Secure Web Appliance Secure Endpoint 7 R4 > O A 2R8I Tk 9, (The Secure
W\eb Appliance Secure Endpoint Add on entitlement expired.) |

BT 570D A v — U B BERICEE ShET,

ATYT1 CSSMAR—=ZMIZBEIL T, T TICTPRNELDTA L AEZEHTH-OOEKR T — REAERLET,

GE) AR — FROERFIEDOFHFMZONWTIE, A~— N YT Ny=T T4V T F T4
~/L7 (cisco.com) ZH D~V K= A kO Inventory: Product Instances Tab > Update
Reserved Licenses 7 > a V2B L T 2 &0,

AT w T2 Cisco Secure Web Appliance T [ A7 A% HE (System Administration) |>[A~—hk Y7 hU =T T4k
27 (Smart Software Licensing) ] -~X—IZHE L £,

AT w73 [FHAKGR (Re-authorize) 127 VU v 7 LET,

ARX—hFI—Cx Y FOEE

T ITIGAT LV AA VAR NLENTWVWART—F ==V NONAN—T g U EFEHT AT
X, WMOFNEEZFEITLET,

ATY 1 [YARTLEME (System Administration) | >[AY— kYT k754224 (Smart Software
Licensing) | ##R L £,

ATV T2 [AR—FI—C Y FOEHRAT—H R (SmartAgent UpdateStatus) |2 > a >, [§3 CEH (Update
Now) 1 %27 Vw7 L, 7aERIENET,

GE) CLI @< R saveconfig ZEH LT, FLIL[VATLEE (System Administration) ]>[5&%E
H< 1)— (Configuration Summary) | Z{#HH L TWeb A > ¥ —7 = A AfRH CTHEL T & R1F
LEo2Ed2L, Av—b T4 BV ABEBORTEITRFEINEEA,

RDTF Y A TEMPEE SNET,
e Av— kK VT T TARUV U TREFICAMEI N
cAv—h VYT UxT TARU VU TOEIIZIIE LT
SRR 3B AR S 7z
IR 23 T L GR35 L ORI T RplC — & O G TRE13)
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A RSA A3 —T 4R
s license smart (26 ~X—73")
« show_license (36 ~~—3)

* cloudserviceconfig

license_smart
«HH (27 =)
fER B (27 X—)
fl i Av—F ==Yz N P—EZAHF—FOFE (27 5—)
Bl Av—k TARUZADEME 27 =)
« {5 : Smart Software Manager CTDOT 77 A 7 AD%Ek (28 ~=2—)
il A=K TA B ADAT—H A (28 X))
Bl Av—hF TA B ADAT—H ADOHE (28 2—)
«ffil : A~v— K FT U AKR— K URL OFE (29 *—)
il TA B ADER (29 R—)
T4 ADY Y= (30 X—2)

M TA B ATRIOEMME (30 2—)
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Bl TABATRIORE 31 —)
B TA R ATRIOEE (33 =)
Bl TA B ATRIOHIER (34 =)
Bl TA B ATRIOENE (35 5—)

« 5] : Device Led Conversion (DLC) 'utvZ2DOF&ENZ L H5H8Mb (35 X—2)

A<v—hM VT T x2T T AMEBEORTE

HEE : Zo0a<r KL lcommit)] NHFETI,

NyFaAI R Zoavy FEANAyFELREFR—FLTWET, FEMICOW TR, nelp
license smart AV REZANLT, A T4 ~VTEBRLUTIEE N,

Bl : A~v—h =Yz h b—E2AHR— FORE

example.com> license_smart

Choose the operation you want to perform:

- ENABLE - Enables Smart Licensing on the product.

- SETAGENTPORT - Set port to run Smart Agent service.
[1> setagentport

Enter the port to run smart agent service.
[65501]>

Bl A~—hF T4 ADH L

example.com> license_smart
Choose the operation you want to perform:
- ENABLE - Enables Smart Licensing on the product.
[1> enable
After enabling Smart Licensing on your appliance, follow below steps to activate
the feature keys (licenses):

a) Register the product with Smart Software Manager using license smart > register command
in the CLI.

b) Activate the feature keys using license smart > requestsmart license command in the

CLI.

Note: If you are using a virtual appliance, and have not enabled any of the

features in the classic licensing mode; you will not be able to activate the

licenses, after you switch to the smart licensing mode. You need to first register

your appliance, and then you can activate the licenses (features) in the smart licensing
mode.

Commit your changes to enable the Smart Licensing mode on your appliance.

All the features enabled in the Classic Licensing mode will be available in the Evaluation
period.

Type "Y" if you want to continue, or type "N" if you want to use the classic licensing

mode [Y/N] []> vy

> commit

Please enter some comments describing your changes:
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(1>

Do you want to save the current configuration for rollback? [Y]>

% - Smart Software Manager TDT 75 A TV A DX

example.com> license smart
To start using the licenses, please register the product.
Choose the operation you want to perform:

- REGISTER - Register the product for Smart Licensing.
- URL - Set the Smart Transport URL.

- STATUS - Show overall Smart Licensing status.

- SUMMARY - Show Smart Licensing status summary.

[1> register
Reregister this product instance if it is already registered [N]> n

Enter token to register the product:
[1>
ODR1OTM5MjIt0OTQzO0S00YjYOLWEXZTULZTdmMmY30GNINDZMLTE1MzM3Mzgw%0AMDEZNTR8W1pCQ1 1MbGVMQOWRX

O0XhuenN40OWZDdktFckJLQzF5V3VIbzkyTFgx$0AQWcvaz0%3D%0A
Product Registration is in progress. Use license smart > status command to check status
of registration.

Gl : A<w— K FA B ADAT—HF R

example.com> license smart
To start using the licenses, please register the product.
Choose the operation you want to perform:

- REQUESTSMART LICENSE - Request licenses for the product.
- RELEASESMART LICENSE - Release licenses of the product.
- REGISTER - Register the product for Smart Licensing.

- URL - Set the Smart Transport URL.

- STATUS - Show overall Smart Licensing status.

- SUMMARY - Show Smart Licensing status summary.

[1> status
Smart Licensing is: Enabled

Evaluation Period: In Use

Evaluation Period Remaining: 89 days 23 hours 53 minutes
Registration Status: Unregistered

License Authorization Status: Evaluation Mode
Last Authorization Renewal Attempt Status: No Communication Attempted
Product Instance Name: mail.example.com

Transport Settings: Direct (https://smartreceiver.cisco.com/licservice/license)

Bl : A~v—h TA B ADAT —HF ZADO{HE

example.com> license_ smart

To start using the licenses, please register the product.
Choose the operation you want to perform:

- REGISTER - Register the product for Smart Licensing.

- URL - Set the Smart Transport URL.

- STATUS - Show overall Smart Licensing status.

- SUMMARY - Show Smart Licensing status summary.
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[1> summary

FeatureName LicenseAuthorizationStatus
Web Security Appliance Cisco Eval

Web Usage Controls

Web Security Appliance Anti-Virus Webroot Eval

Web Security Appliance Anti-Virus Sophos Eval

Bl : A~=—hF FF 2 AR— URL DEE

Bl S AL ADEK

example.com> license_ smart

Choose the operation you want to perform:

- REQUESTSMART LICENSE - Request licenses for the product.
- RELEASESMART LICENSE - Release licenses of the product.
- REGISTER - Register the product for Smart Licensing.

- URL - Set the Smart Transport URL.

- STATUS - Show overall Smart Licensing status.

- SUMMARY - Show Smart Licensing status summary.
[1> url
1. DIRECT - Product communicates directly with the cisco license servers

2. TRANSPORT GATEWAY - Product communicates via transport gateway or smart software
manager satellite.

Choose from the following menu options:

[1]1> 1

Note: The appliance uses the Direct URL
(https://smartreceiver.cisco.com/licservice/license) to communicate with Cisco

Smart Software Manager (CSSM) via the proxy server configured using the updateconfig
command.

Transport settings will be updated after commit.

N

GE)

T AERET HDMENRDHY F T,

AT FF5A T v AD2—Y—1F. TA BV AZTEREFIZV Y —RTEEE. FOT 54

example.com> license_smart
Choose the operation you want to perform:

- REQUESTSMART LICENSE - Request licenses for the product.
- RELEASESMART LICENSE - Release licenses of the product.
- REGISTER - Register the product for Smart Licensing.

- URL - Set the Smart Transport URL.

- STATUS - Show overall Smart Licensing status.

- SUMMARY - Show Smart Licensing status summary.

[1> requestsmart license

Feature Name License Authorization Status
1. Web Security Appliance Anti-Virus Sophos Not Requested
2. Web Security Appliance Not requested

L4 Traffic Monitor
Enter the appropriate license number(s) for activation.

Separate multiple license with comma or enter range:
[1>1
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Activation is in progress for following features:
Web Security Appliance Anti-Virus Sophos
Use license smart > summary command to check status of licenses.

Bl S4B ADY Y —2R

example.com> license_ smart
Choose the operation you want to perform:

- REQUESTSMART LICENSE - Request licenses for the product.
- RELEASESMART LICENSE - Release licenses of the product.
- REGISTER - Register the product for Smart Licensing.

- URL - Set the Smart Transport URL.

- STATUS - Show overall Smart Licensing status.

- SUMMARY - Show Smart Licensing status summary.

[1> releasesmart license

Feature Name License Authorization Status

1. Web Security Appliance Cisco Eval
Web Usage Controls

2. Web Security Appliance Eval
Anti-Virus Webroot

3. Web Security Appliance Eval
L4 Traffic Monitor

4. Web Security Appliance Cisco Eval
AnyConnect SM for AnyConnect

5. Web Security Appliance Advanced Eval
Malware Protection Reputation

6. Web Security Appliance Eval
Anti-Virus Sophos

7. Web Security Appliance Eval
Web Reputation Filters

8. Web Security Appliance Advanced Eval

Malware Protection

Bl FA B ATHIOENME

Z OBITIL, license smart > enable reservation Y7 a<w REMH LT, Cisco Secure Web
Appliance TT7 A £ 2D TR EZH ML TE £3,

example.com > license_ smart
Choose the operation you want to perform:

REQUESTSMART LICENSE - Request licenses for the product.

RELEASESMART LICENSE - Release licenses of the product.

REGISTER - Register the product for Smart Licensing.

URL - Set the Smart Transport URL.

STATUS - Show overall Smart Licensing status.

SUMMARY - Show Smart Licensing status summary.

ENABLE RESERVATION - Enable specific or permanent license reservations on your Secure
Web Appliance.

[1> ENABLE RESERVATION

Would you like to reserve license,then type "Y" else type "N" [Y/N] []> N

License reservation is not enabled.
Choose the operation you want to perform:
REQUESTSMART LICENSE - Request licenses for the product.

RELEASESMART LICENSE - Release licenses of the product.
REGISTER - Register the product for Smart Licensing.
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URL - Set the Smart Transport URL.

STATUS - Show overall Smart Licensing status.

SUMMARY - Show Smart Licensing status summary.

ENABLE RESERVATION - Enable specific or permanent license reservations on your Secure
Web Appliance.

[1> ENABLE RESERVATION

Would you like to reserve license,then type "Y" else type "N" [Y/N] []> Y

License reservation is enabled

(1>

5l © T4 & ATRIOBE

Z OfFITIE, license smart>enable reservation 7 2= K& LT, Cisco Secure Web
Appliance TT7 A B A TRIZBMETEET,

example.com > license_smart

Choose the operation you want to perform:

STATUS - Show overall Smart Licensing status.

SUMMARY - Show Smart Licensing status summary.

DISABLE RESERVATION - Disable specific or permanent license reservations on your Secure
Web Appliance.

REQUEST _CODE - Provide the request code generated on your Secure Web Appliance. []>
REQUEST_CODE

The generation of the request code is initiated...

Copy the request code obtained on your Secure Web Appliance and paste it in the Cisco
Smart Software Manager portal to select the required license

Request code: CG- -39

Choose the operation you want to perform:

STATUS - Show overall Smart Licensing status.

SUMMARY - Show Smart Licensing status summary.

DISABLE RESERVATION - Disable specific or permanent license reservations on your Secure
Web Appliance.

REQUEST _CODE - Provide the request code generated on your Secure Web Appliance.

INSTALL AUTHORIZATION CODE - Install the authorization code for specific or permanent
license reservations on your Secure Web Appliance.

CANCEL REQUEST CODE - Cancel the request code generated on your Secure Web Appliance.
[1> INSTALL_ AUTHORIZATION_CODE

Paste via CLI

Import the Authorization Code from a file How would you like to install Authorization
Code? [1]> 1

Paste the Authorization code now.

Press CTRL-D on a blank line when done.
<specificPLR><authorizationCode><flag>A</flag><version>C</version><piid>3c54a7ce-3b9c-
450e-9338-2f16e5801155</piid><timestamp>1650362032178</timestamp><entitlements>
<entitlement><tag>regid.2018-05.com.cisco.WSA MUS,1.0 d3£f3389a-cdc4-48e3-bc84-8b590ea2d908
</tag><count>1</count><startDate>2022-Apr-08 UTC</startDate><endDate>2022-May-08 UTC
</endDate><licenseType>TERM</licenseType><displayName>

Web Security Appliance Cisco AnyConnect SM for AnyConnect</displayName><tagDescription>

Web Security Appliance Cisco AnyConnect SM for AnyConnect</tagDescription>
<subscriptionID></subscriptionID></entitlement></entitlements>
</authorizationCode><signature>MEYCIQC1ylV1TxBDYxxSagqexFEXK4ThHVVXEJprhgk83]j72FAAThAJByc450uxiZ1pA
/phZ/PR/X£17e3rxc2AZCY3GH002</signature><udi>P:WSA, S:2AE28096313B</udi></specificPLR>"D

The SPECIFIC license reservation is successfully installed on your Secure Web Appliance
Choose the operation you want to perform:

STATUS - Show overall Smart Licensing status.
SUMMARY - Show Smart Licensing status summary.
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DISABLE RESERVATION - Disable specific or permanent license reservations on your Secure
Web Appliance.

REAUTHORIZE - Install the authorization code to update specific or permanent license
reservations on your Secure Web Appliance.

CONFIRM CODE - Provide the confirmation code generated on your Secure Web Appliance.
RETURN_RESERVATION - Remove the specific or permanent license reservations on your Secure
Web Appliance.

[1>

DOIRXRMIA—FERBBDT ISATVADAT—E R
[1> STATUS

Smart Licensing is : Enabled

License Reservation is: Enabled

Reservation Type: IN_ PROGRESS

Return Code: CAt6Dx-G8K1lQOn-dEY8gs-EFQyyA-nkSNEY-s6hZNi-PnpxMb-rxjGWV-QJjP
Evaluation Period: In Use

Evaluation Period Remaining: 89 days 23 hours 54 minutes

Registration Status: Unregistered

License Authorization Status: Evaluation Mode

Last Authorization Renewal Attempt Status: No Communication Attempted
Product Instance Name: wsaz28l.csl

RERDTISATVADRAT—E R
[1> STATUS
Smart Licensing is : Enabled

License Reservation is: Enabled

Reservation Type: SPECIFIC

Evaluation Period: Not In Use

Evaluation Period Remaining: 83 days 3 hours 32 minutes

Registration Status: Registered ( 28 Apr 2022 04:42 )

Last Registration Renewal Attempt Status: SUCCEEDED on 28 Apr 2022 04:42
License Authorization Status: Not Authorized ( 28 Apr 2022 04:42 )

Last Authorization Renewal Attempt Status: SUCCEEDED on 28 Apr 2022 04:42
Product Instance Name: wsaz28l.csl

Status of the Install Authorization Code :

£ = Bl NOE S 4 9%
Choose the operation you want to perform:

STATUS - Show overall Smart Licensing status.

SUMMARY - Show Smart Licensing status summary.

DISABLE RESERVATION - Disable specific or permanent license reservations on your Secure
Web Appliance.

REQUEST CODE - Provide the request code generated on your Secure Web Appliance.

INSTALL AUTHORIZATION CODE - Install the authorization code for specific or permanent
license reservations on your Secure Web Appliance.

CANCEL REQUEST CODE - Cancel the request code generated on your Secure Web Appliance.
[1> CANCEL REQUEST CODE

If you want to cancel the generated request code, the authorization code generated from
the Cisco Smart Software Manager portal will be locked.

Are you sure you want to cancel the request code? [Y/N] [N]> N
The request code is not cancelled
Choose the operation you want to perform:

STATUS - Show overall Smart Licensing status.
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SUMMARY - Show Smart Licensing status summary.

DISABLE RESERVATION - Disable specific or permanent license reservations on your Secure
Web Appliance.

REQUEST _CODE - Provide the request code generated on your Secure Web Appliance.

INSTALL AUTHORIZATION CODE - Install the authorization code for specific or permanent
license reservations on your Secure Web Appliance.

CANCEL REQUEST CODE - Cancel the request code generated on your Secure Web Appliance.
[1> CANCEL_REQUEST_ CODE

If you want to cancel the generated request code, the authorization code generated from
the Cisco Smart Software Manager portal will be locked.

Are you sure you want to cancel the request code? [Y/N] [N]> Y

The cancellation of the request code is initiated...
The request code is cancelled successfully

Choose the operation you want to perform:

STATUS - Show overall Smart Licensing status.

SUMMARY - Show Smart Licensing status summary.

DISABLE RESERVATION - Disable specific or permanent license reservations on your Secure
Web Appliance.

REQUEST CODE - Provide the request code generated on your Secure Web Appliance.

Xy oBINEDT ITZATUVADRAT—E2R

[1> STATUS
Smart Licensing is : Enabled

License Reservation is: Enabled

Reservation Type: NONE

Return Code: CAt6Dx-G8K1lQOn-dEY8gs-EFQyyA-nkS5NEY-s6hZNi-PnpxMb-rxjGWV-QJjP
Evaluation Period: In Use

Evaluation Period Remaining: 89 days 23 hours 53 minutes

Registration Status: Unregistered

License Authorization Status: Evaluation Mode

Last Authorization Renewal Attempt Status: No Communication Attempted
Product Instance Name: wsaz28l.csl

Bl T A A TR

Z OBFITIE, license smart > reauthorize W7 <1 REMHAL T, HLWHEED T A&
AETFTRILIED , BEOBFOIA B ATHEERE LD TEET,

example.com > license smart

Choose the operation you want to perform:

STATUS - Show overall Smart Licensing status.

SUMMARY - Show Smart Licensing status summary.

DISABLE RESERVATION - Disable specific or permanent license reservations on your Secure
Web Appliance.

REAUTHORIZE - Install the authorization code to update specific or permanent license
reservations on your Secure Web Appliance.

CONFIRM CODE - Provide the confirmation code generated on your Secure Web Appliance.
RETURN_RESERVATION - Remove the specific or permanent license reservations on your Secure
Web Appliance. []> REAUTHORIZE

[1> reauthorize

Paste via CLI

Import the Authorization Code from a file How would you like to install Authorization
Code? [1]>

Paste the Authorization code now.

Press CTRL-D on a blank line when done.
<specificPLR><authorizationCode><flag>A</flag><version>C</version>
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“D

The SPECIFIC license reservation is successfully installed on your Secure Web Appliance
Copy the confirmation code obtained from Smart Agent and add it to the Cisco Smart
Software Manager portal to update the specific reservation.

Confirmation code: fxxxxfeb

CONFIRMATION CODE:
Choose the operation you want to perform:

STATUS - Show overall Smart Licensing status.

SUMMARY - Show Smart Licensing status summary.

DISABLE RESERVATION - Disable specific or permanent license reservations on your Secure
Web Appliance.

REAUTHORIZE - Install the authorization code to update specific or permanent license
reservations on your Secure Web Appliance.

CONFIRM CODE - Provide the confirmation code generated on your Secure Web Appliance.
RETURN_RESERVATION - Remove the specific or permanent license reservations on your Secure
Web Appliance. []> CONFIRM CODE

Copy the confirmation code obtained on your Secure Web Appliance and paste it in the
Cisco Smart Software Manager portal to update the specific license reservation.
Confirmation Code: fxxxxfeb

(1>

il - 5 A ATRIOYIKR

Z OFITIE, license smart > return reservation 7 2= K& LT, Cisco Secure Web
Appliance THINI 72 > TV DHEREDRFE F 121K FRIR T A B ZAD TR ZHIRTE £,

example.com > license_smart
Choose the operation you want to perform:

STATUS - Show overall Smart Licensing status.

SUMMARY - Show Smart Licensing status summary.

DISABLE RESERVATION - Disable specific or permanent license reservations on your Secure
Web Appliance.

REAUTHORIZE - Install the authorization code to update specific or permanent license
reservations on your Secure Web Appliance.

CONFIRM CODE - Provide the confirmation code generated on your Secure Web Appliance.
RETURN_RESERVATION - Remove the specific or permanent license reservations on your Secure
Web Appliance.

[1> RETURN_RESERVATION

After you return the license reservation, you cannot use any of the product features,
if

the evaluation period has exceeded 90 days. After the 90 days evaluation period,

you must register your product with Cisco Smart Software Manager to continue

to use the product features. [N]> ¥

The generation of the return code is initiated...

Copy the return code obtained on your Secure Web Appliance and paste it in the Cisco
Smart Software Manager portal.

Return Code: CLFSav- -Ef2

[1>
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Bl T A& ATROmEIL

Z OFITHE, license smart> disable reservation H7a<w REMH LT, CiscoSecure Web
Appliance TT7 A L ADO T WP TE ET,

example.com > license_smart

Choose the operation you want to perform:

STATUS - Show overall Smart Licensing status.

SUMMARY - Show Smart Licensing status summary.

DISABLE RESERVATION - Disable specific or permanent license reservations on your Secure
Web Appliance.

REQUEST _CODE - Provide the request code generated on your Secure Web Appliance. []>
DISABLE_RESERVATION
Do you want to disable the specific or permanent reservation? [Y/N] []> Y

License reservation is disabled
Choose the operation you want to perform:

REQUESTSMART LICENSE - Request licenses for the product.

RELEASESMART LICENSE - Release licenses of the product.

REGISTER - Register the product for Smart Licensing.

URL - Set the Smart Transport URL.

STATUS - Show overall Smart Licensing status.

SUMMARY - Show Smart Licensing status summary.

ENABLE RESERVATION - Enable specific or permanent license reservations on your Secure
Web Appliance. []> STATUS

Smart Licensing is : Enabled

License Reservation is: Disabled

Evaluation Period: In Use

Evaluation Period Remaining: 89 days 23 hours 46 minutes

Registration Status: Unregistered

License Authorization Status: Evaluation Mode

Last Authorization Renewal Attempt Status: No Communication Attempted

Product Instance Name: wsa28l.csl

Transport Settings: Direct (https://smartreceiver-stage.cisco.com/licservice/license)
Device Led Conversion Status: Not Started

Choose the operation you want to perform:

REQUESTSMART LICENSE - Request licenses for the product.

RELEASESMART LICENSE - Release licenses of the product.

REGISTER - Register the product for Smart Licensing.

URL - Set the Smart Transport URL.

STATUS - Show overall Smart Licensing status.

SUMMARY - Show Smart Licensing status summary.

ENABLE RESERVATION - Enable specific or permanent license reservations on your Secure
Web Appliance. []>

(>

5 : Device Led Conversion (DLC) 7' v & 2 DOFENZ L A H30k

ZOBITIE, license smart > conversion start W7 a<w REMAH LT, Cisco Secure Web
Appliance C Device Led Conversion (DLC) % F#E) TAHMELTE 9,

DLC KoV 7 ra— K

example.com > license smart

Deregister the Secure Web Appliance from the Cisco Smart Software Manager portal to
enable the license reservation
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Choose the operation you want to perform:

- URL - Set the Smart Transport URL.

- REQUESTSMART LICENSE - Request licenses for the product.

- RELEASESMART LICENSE - Release licenses of the product.

- DEREGISTER - Deregister the product from Smart Licensing.
- REREGISTER - Reregister the product for Smart Licensing.

- RENEW AUTH - Renew authorization of Smart Licenses in use.
- RENEW_ID - Renew registration with Smart Licensing.

- STATUS - Show overall Smart Licensing status.

- SUMMARY - Show Smart Licensing status summary.

- CONVERSION START - To manually convert the classic license keys to smart licensing.
[1> conversion_start

show_license

M (36 —)
Bl Av— K FTAEBELADAT—H A (36 %—)

fil A — K FTABLADAT—X ZAOWE (36 2—7)

B!
A= N TV ADAT —H AL AT =X ADMELFRLET,

Bl : 2=w—F A BV ADATF—F A

example.com> showlicense_smart

Choose the operation you want to perform:

- STATUS- Show overall Smart Licensing status.

- SUMMARY - Show Smart Licensing summary.

[1> status

Smart Licensing is: Enabled

Evaluation Period: In Use

Evaluation Period Remaining: 89 days 23 hours 53 minutes

Registration Status: Unregistered

License Authorization Status: Evaluation Mode

Last Authorization Renewal Attempt Status: No Communication Attempted
Product Instance Name: example.com

Transport Settings: Direct (https://smartreceiver.cisco.com/licservice/license)

Bl : A~v—h TA VL ADAT —F ZDFE

example.com> showlicense_smart

Choose the operation you want to perform:

- STATUS- Show overall Smart Licensing status.
- SUMMARY - Show Smart Licensing summary.

[1> summary

FeatureName LicenseAuthorizationStatus
Web Security Appliance Cisco Eval

Web Usage Controls

Web Security Appliance Eval

Anti-Virus Webroot

Web Security Appliance Eval

Anti-Virus Sophos

B O ATLEEERIOET



| v2x7L8BE22H0ET
cloudserviceconfig .

cloudserviceconfig

\)

(F) SLRPLREZNLTAY—F IA B AEHETDIE, 777 Fh—E 23 EINT. BE)
Bkl iThbhvEEA, ZOFHR— I, =27 U BFEGEE2B U TERINTZAT—F T/ B R
WCOHBEHINET,

« A

« S 5E

« B : Secure Web Appliance C® Cisco Cloud Services D4 %k

« f5] : Secure Web Appliance T® Cisco Cloud Services D 1L,

« il : Cisco Cloud Services 73— # /L~ Secure Web Appliance ? %

« il : Cisco Cloud Services 73— # /L~® Secure Web Appliance? H )% f3%

« 5] : Cisco Cloud Services " — 4 /L7 55 D Secure Web Appliance D & &R

* 5l © Secure Web Appliance# Cisco Cloud Services 78— & /W IZ$Ekt 3~ 5 Cisco Secure Cloud
Server MR

« 5] : Cisco Talos Intelligence Services 73— # /L7125 @ Cisco Cloud Services REH]FE & F— D 4
7oa— R

<5l 7 Z 47 FREWIEE updateconfig

it B
cloudserviceconfig =~ > RIFRO BRI THEA L £,
» Secure Web Appliance T Cisco Cloud Services 8 — # /L& HIZ L E T,
» Secure Web Appliance T Cisco Cloud Services 78— % /L & #E2hZ L £,
» Cisco Cloud Services 78— # /L|{Z Secure Web Appliance % &k L £ 37,
+ Cisco Cloud Services 78— 4 /L{Z Secure Web Appliance% H BB &k L 97,
+ Cisco Cloud Services 78— 4 /L2 &5 Secure Web Appliance D % &5 % fRhr L 97,

» Cisco Secure Cloud #—/3—% & L T, Secure Web Appliance% Cisco Cloud Services A —
Z VTR L £,

» Cisco Talos Intelligence Services A8 — 4 /L-7)> 5 Cisco Cloud Services iEBAE & F—%2 X v 1 —
RLET,

"I TAT Y MEEREL X —ET vy T r— FLET,
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\)

G Zwoa<rRFE, Av—F 74 RAE—RTORrBATEET,

(EEDRTS
HETE : T a<r FIZ commit (TMLEH D FH A,
cNYyFARUF  ZOavr NIy FREREZ TR —FLT0ET,

% . Secure Web Appliance T ® Cisco Cloud Services D& 1k,

7}\'@:\ cloudserviceconfig > enable ‘H_7 a< I\%ﬁi‘ﬁﬁ L . Secure Web Appliance’C“ Cisco
Cloud Services Z AT 5B 2R L £F

example.com > cloudserviceconfig

Choose the operation you want to perform:

- ENABLE - The Cisco Cloud Service is currently disabled on your appliance.
[1> enable

The Cisco Cloud Service 1is currently enabled on your appliance.

Currently configured Cisco Secure Cloud Server is: api.apj.sse.itd.cisco.com
Available list of Cisco Secure Cloud Servers:

1. AMERICAS (api-sse.cisco.com)

2. APJC (api.apj.sse.itd.cisco.com)

3. EUROPE (api.eu.sse.itd.cisco.com)

Enter Cisco Secure Cloud Server to connect to the Cisco Cloud Service portal.:
(1> 1

Selected Cisco Secure Cloud Server is api-sse.cisco.com.

Make sure you run "commit" to make these changes active.

example.com > commit

Please enter some comments describing your changes:

[1> commit changes

Do you want to save the current configuration for rollback? [Y]>

Changes committed: Tue Dec 29 13:23:19 2020 GMTexample.com >

i : Secure Web Appliance™T® Cisco Cloud Services ® 501t

WIZ. cloudserviceconfig>disable V7 3~ RZMHiffl LT, Secure Web Appliance C Cisco
Cloud Services & N 214~ L £,

example.com > cloudserviceconfig

The appliance is not registered with the Cisco Cloud Service portal.
Currently configured Cisco Cloud Server is api-sse.cisco.com

Choose the operation you want to perform:

- DISABLE - The Cisco Cloud Service is currently enabled on your appliance.
- REGISTER - To register the appliance with the Cisco Cloud Service portal.
- SETTRS - Set the Cisco Secure Cloud Server to connect to the Cisco Cloud
Service portal.

[1> disable

The Cisco Cloud Service is currently disabled on your appliance.
example.com > commit

Please enter some comments describing your changes:

[1> commit changes

Do you want to save the current configuration for rollback? [Y]>

Changes committed: Tue Dec 29 13:01:07 2020 GMT

example.com >
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{51l : Cisco Cloud Services 7k— % )L~ Secure Web Appliance® & £ .

i : Cisco Cloud Services R — % /L~@ Secure Web Appliance &

RIZ. cloudserviceconfig > register 7 2~ K& H LT, Cisco Cloud Services ix— % /L
IZ Secure Web Appliance & B89 52~ LE T,

N

GE) Zo¥Tavr NI, Av— M Y7 =T TRV TREDR o TORVIRIET
Secure Web Appliance?’ Cisco Smart Software Manager (2% §k XL TV R W HICOAEH T

£

N

example.com > cloudserviceconfig
Registration/deregistration of the device with cloud service:

Choose the operation you want to perform:

- DISABLE - The Cisco Cloud Service is currently enabled on your appliance.

- REGISTER - To register the appliance with the Cisco Cloud Service portal.

- SETTRS - Set the Cisco Secure Cloud Server to connect to the Cisco Cloud Service portal.
- STATUS - Check the appliance registration status with the Cisco Cloud Service portal.
[1> register

Enter a registration token key to register your appliance
[1> c51fa32bd9a31227eaab50dea873062c

Registering
The Web Security appliance is successfully registered with the Cisco Cloud Service portal.
example.com >

% : Cisco Cloud Services 'R— % /L ~@ Secure Web Appliance® [ Bl &

7}/—{@:\ cloudserviceconfig > autoregister ¥ %%1%)% L T. Cisco Cloud Services N—Z )L
IZ Secure Web Appliance & & &k 4 % 5 %~ LE T,

example.com > cloudserviceconfig
Registration/deregistration of the device with cloud service:

Choose the operation you want to perform:

- AUTOREGISTER - register the appliance with the Cisco Cloud Service portal automatically
using SL Payload.

- SETTRS - Set the Cisco Secure Cloud Server to connect to the Cisco Cloud Service portal.
- STATUS - Check the appliance registration status with the Cisco Cloud Service portal.
[1> autoregister

The Web Security appliance successfully auto-registered with the Cisco Cloud Service
portal.

% : Cisco Cloud Services 78— % V7> D Secure Web Appliance & Gk i

KIZ. cloudserviceconfig > deregister 7 < R&fiH LT, Cisco Cloud Services 78— %
JL 5 Secure Web Appliance D % &k & fiftbr 9 2 Bl 2~ L £ 77,

example.com > cloudserviceconfig
Registration/deregistration of the device with cloud service:
Choose the operation you want to perform:

- DISABLE - The Cisco Cloud Service is currently enabled on your appliance.
- DEREGISTER - To deregister the appliance from the Cisco Cloud Service portal.
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. {5l . Secure Web Appliance % Cisco Cloud Services R— % JL[Z$#%#5t 9 % Cisco Secure Cloud Server (:E1R

- STATUS - Check the appliance registration status with the Cisco Cloud Service portal.
[1> deregister

Do you want to deregister your appliance from the Cisco Cloud Service portal.
If you deregister, you will not be able to access the Cloud Service features. [N]> y

The Web Security appliance successfully deregistered from the Cisco Cloud Service portal.
example.com >

% . Secure Web Appliance% Cisco Cloud Services '8 — % W\ ZH2#i3 5 Cisco Secure Cloud Server M i3R

KIZ, cloudserviceconfig> settrs W7 2= K& A LT, Secure Web Appliance’ Cisco
Cloud Services i — #Z JLZ 82§ 5 7= DIZMFE 72 Cisco Secure Cloud Server %8R9 A4 27~ L
i ‘3‘0

example.com > cloudserviceconfig

The appliance is not registered with the Cisco Cloud Service portal.
Currently configured Cisco Cloud Server is api-sse.cisco.com

Choose the operation you want to perform:

- DISABLE - The Cisco Cloud Service is currently enabled on your appliance.
- REGISTER - To register the appliance with the Cisco Cloud Service portal.
- SETTRS - Set the Cisco Secure Cloud Server to connect to the Cisco Cloud
Service portal.

[1> settrs

Currently configured Cisco Secure Cloud Server is: api-sse.cisco.com
Available list of Cisco Secure Cloud Servers:

1. AMERICAS (api-sse.cisco.com)

2. APJC (api.apj.sse.itd.cisco.com)

3. EUROPE (api.eu.sse.itd.cisco.com)

Enter Cisco Secure Cloud Server to connect to the Cisco Cloud Service portal.:
[1> 3

Selected Cisco Secure Cloud Server is api.eu.sse.itd.cisco.com.

Make sure you run "commit" to make these changes active.

example.com > commit

Please enter some comments describing your changes:

[1> commit changes

Do you want to save the current configuration for rollback? [Y]>

Changes committed: Tue Dec 29 13:37:40 2020 GMT

% . Cisco Talos Intelligence Services ;" — % L5 @ Cisco Cloud Services iEBAE L F—DF o o— R

RIZ, cloudserviceconfig > fetchcerificate YT a<w K%M H LT, Cisco Talos Intelligence
Services 7" —# /L2 & Cisco Cloud Services sEFHE & ¥ —%2 X U o m— R4 5612~ LET,

\)

X))  Zo¥Tawr NiE, BEFO Cisco Cloud Services filEFH E DA AR 23 9)40 TV D IRAE T, Cisco
Smart Software Manager (Z Secure Web Appliance % %% L TW A EICOAEH TE F7,

example.com > cloudserviceconfig

Registration/deregistration of the device with cloud service:

Choose the operation you want to perform:

- FETCHCERTIFICATE - Download the Cisco Talos certificate and key

- SETTRS - Set the Cisco Secure Cloud Server to connect to the Cisco Cloud Service portal.
- STATUS - Check the appliance registration status with the Cisco Cloud Service portal.
[1> fetchcertificate
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51 : 9 54 7> EEBAZE updateconfig .

Successfully downloaded the Cisco Talos certificate and key
example.com >

. 7 Z 47 MW updateconfig
RIZ., Updateconfig>clientcertificate W7 a< v K& L CiFAEL F—Z2 T v 70— R

T o~ LET,

example.com > updateconfig

Service (images): Update URL:
Web Reputation Filters Cisco Servers
Support Request updates Cisco Servers
Timezone rules Cisco Servers
How-Tos Updates Cisco Servers
HTTPS Proxy Certificate Lists Cisco Servers
Cisco AsyncOS upgrades Cisco Servers
Smart License Agent Updates Cisco Servers
Service (list): Update URL:
Web Reputation Filters Cisco Servers
Support Request updates Cisco Servers
Timezone rules Cisco Servers
How-Tos Updates Cisco Servers
HTTPS Proxy Certificate Lists Cisco Servers
Cisco AsyncOS upgrades Cisco Servers
Smart License Agent Updates Cisco Servers

Update interval for Web Reputation and Categorization: 5m
Update interval for all other services: 5m
Proxy server: not enabled
HTTPS Proxy server: not enabled
Routing table for updates: Management
The following services will use this routing table:
- Web Reputation Filters
- Support Request updates
- Timezone rules
- How-Tos Updates
- HTTPS Proxy Certificate Lists
- Cisco AsyncOS upgrades
- Smart License Agent Updates

Upgrade notification: enabled

Choose the operation you want to perform:

- SETUP - Edit update configuration.

CLIENTCERTIFICATE - Upload the client certificate and key.

- VALIDATE_CERTIFICATES - Validate update server certificates

- TRUSTED CERTIFICATES - Manage trusted certificates for updates
[1> clientcertificate

Current Cisco certificate is valid for 179 days

Do you like to overwrite the existing certificate and key [Y|N] ? []> vy
Paste the certificate.

Press CTRL-D on a blank line when done.

~D

AR & B - — ORI Z BE 0 AT £, BEE & X —BIERICREFSNET,

VATLEERARYDET
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B rsncoswonigoze—F Yo b7 SR F—Ka Uk

Async0S 140 LIED AR — YT b7 4 VA F—HRA 2+

e Av— K~V T 2T TAVUAEFC L TEET S &, Cisco Cloud Service 23 H T
2. HEIWIZBRER SN E T,

* Cisco Cloud Services ;FFHEZEDO A ZHHIEA UL TV B 85481%. CLI T cloudserviceconfig >
fetchcertificate 7 2~ K& ] L C Cisco Talos Intelligence Services 78— & /L7 5 H
LWiEEEZ X Y om— RT&EE7,

« ZAv— F T A B AT — KDOFEA . Cisco Cloud Services D H BB FRITFEIT T £
Po

RET7ITSATIORADTIA R

Cisco Web Security (KRBT 7' Z7 A 7 A TlE, RA M ETERIBT 774 7 v A% F79 58BMN7
AV ADBKEETT,

BT TT7A4T 2 ADT A ADFEMIZHOWTIE,  [Cisco Content Security Virtual Appliance
Installation Guide] Z#ZM L T 7ZEW, ZD FF o A2 ME,
http://www.cisco.com/c/en/us/support/security/web-security-appliance/products-installation-guides-list.html

MEAFTEET,
Y

GE) BT TIAT L ADTA B AL VA RN—LTBEINZ, T =NV HR— D RL%E
£ N = R == AV

FA v ZAOMBENINTH%, T4 T A%, 180 AllEX =2V F 4 —E 2R LT,
Web 7 a3 b UCEEA ML ET, ZOWRT, €%V 7 ¢ P—ERTEHINEE
Moo

T4 AOHREINICET 2EEEZZETDHEHIC, TFIAT UV AEZRETEET,

BEEIER
« T 7 — hDOEM (552—)

RET7TSATUADTAEDADA VR =)L

['Cisco Content Security Virtual Appliance Installation Guide] #ZH L T 7Z&v, ZdD F¥ = A
NN
http://www.cisco.com/c/en/us/support/security/web-security-appliance/products-installation-guides-list. html

[FE] MO AFTEET,
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J?E@%l]&o)%i ﬂ1t

1R8O BRI

cHHADOU =— MEFRFEHRA (RPC) A—bratXaT7 xv NU—JIZEHPE, 77— 7 VB

LET, sBlc WL, BEWOT 774 T AT AVON— Ry =T A4 K5
LTLEEY, ZTOFRF2 ALY FOBFHZOWTIE, F¥aA L by FE2RBLTLE
W,

s 77 AT U — NV ERBTATZOICNERR— FNERELS Y, T4 T U ANRY E— b
T RBAFRETHDZ LR LET,

s ZOBRREMFEHT IR, HHOY E— MERBFRAL VX —T A AD—FED IPv4 T
RLARMETT, 2O X —Tx2Af AT, 2O 7 v arTHREINTWAERIETD
HEREFRETT, ipconfig 2~ FEMH L TRETHZ LILTTEE A,

« T STAT L ADEREFHRAT HIZIE, Intelligent Platform Management Interface (IPMI)
N—=P 3 220 % P R— FT57A41%£@T§5# RAR=TF 4 B — VIS TT
DLV —NEFHATELL I HI N TND Z L 2B LET,

e A9 RIA U A H—T 2 A A~DT 78 AT AEEMMIONWTIE, 2BBLTLTE
WV, AU RIA A H—T A A

RPC ZiE L TEEZMEE LIS, 10~ 15 07> THLIFOH LA RPCICHEELET, Z
DOFFEIFREIF 2, Secure Web Appliance 73 RCP — b 2 241 L £,

TIIGAT VAT —vDERE Y ET— FTY -ty b 58EE1X. x80. x90, x95 U —XD
=Ry =27 TCOREATEET,
TIIAT ADBEREVE— Ty N5 IOk varyTERHINTWDL R

NEZ A LT, 2 OREZ FRTICA DI \ﬁﬁbfk<ﬁgﬁ%0ifo

AFYyF1 SSHELIZT U T ary Y — L R—r2FEHLT, a2 RIS A =T A AT 7 A LET,
ATy T2 EHEMREEST I b EFERLTCr A LET,
ATFwT3 UTFToavry REAHLET,

remotepower

setup

ATy T4 Furrh

WZHE-> T, LT OB MmEfRE L £,
COMREHEHOIP T RLALE, Xy h~AIBIOF— U =A,
BEOFRAT~ Y REETTHE-DICHNE o —FL LR T L—X,

INBDIT LTy VI, TTIAT VUV ANDT 7B AERHT LMD 7 LT v VITIRIE L %

A,
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ATYT5 comit F AL TELTERIFLET,

ATYT6 REETAN LT, TFI9AT LV ADOERLY Y E— FCEHTXA 2R LET,

AT T AL LT orvx m, Fk, WOTHHEATEAZ LR LET, L xiE, ZOBRELER
GITIZRE L. ZOX AT HZFRTTHMENDLEHREN, WERI VT UV VLT 7 EBATELH LD
ZLET,

RDRARY
BEEIER
e N—RNULT TTIAT VAR T TIAT U ADERD Y E—hK VT b

A—HF—T7hHO U FOEE
UTFDEA TDa—P =T, TTIAT Al AL LT, TTFIAT UV AEREHTE %
R
A=Al A—H—, TTIA TV AEKIZE— I N —F =% EXTEET,
HEBURTALICERINzA—H—, 77747 R a7 A 0T 52—VF—%2B5ET 5

72012, FM5B LDAP 7213 RADIUS YV — R—IZ# kT D LT I I9A TV AZRET
=FE7,

A\

GE)  WebA o Z—T ARl A TB0, SSHEFEHATA2REOEEDOHFEZER LT, 77
SATARIIR T A TEET,

BEIEE
PR A== TH Y POFE (44 5—Y)
* RADIUS = —#—F8GE (47 ~—2)

¢ LDAP Y — " —(Z L AN FRAE DO HE

O—Ahl1—4—Thor rOEE
Secure Web Appliancel A EE OO L—HF 20— D VICERTEET,

T 7 X/ ROV AT Aadmin T AU ML, TRTOEBEMHEREZEFF-> TWET, admin 7
T RDONRRATZ L —XIEETEETN, 2OTHU LV MERELEZVHIBRTAZEITTEE
Ao
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o—nna——7hvroen [

(¥ admin 22—V —D/R 7 L—XEMR LIEHEEIE., VAP R—F 7Te g L cfngbit Ll

TLEE, FFic>VWTiE, MEEE AR —RE2U&®y L, BHEF——TH Tk

Zu oy 7RSS AZRLTIES Y,

A—A)LaA—H—TFHho2 bDEM

4R8O HREIIC

FTRTCOA—Y =T BT W) RENRAT =AM ER LT, FHa—F—D 2
7= REORE (50 X—) 2ZRL TSN,

ATy T [V AT LEH (System Administration) ]> [ —— (Users) ] Zi&R L £,
ATY T2 [2—P—DiBM (AddUser) 1227V 7 LET,
ATV T3 LUFOL—VIZERLT, 22— —%E AN LET,

« =P —HINLTF, BT BEIOY v e () REEEMTLILEITEETR, RUOXTE
FoiallTHIEIITEEEA,

e 2—W—Z1T 16 LFELLFTT,
e =P —HH L LTUVRATATTHNINTWARERA ( Toperator] X° Troot] 72&) Z#FETH I &I

TEEHEA,

SAMTRRREL T 25 E1E, 2 —F—A2NRRRES e —F—H L EE LRV L H I LT EE

A

ARTvT4 2—HF—DRAE AN LET,
ATY TS a—H— AT ERIRLET,

A—H—847 BZL

%Eﬁ% ﬁ‘“f@f/}?.&%&ﬁﬂljd‘j‘é%é?fﬁT7?1%%§¢ﬂbj§'§qo fiflb\ upgradecheck

(Administrator) B L WNupgradeinstall CLI 2~ Rif, Y AT AEHED ladmin] 7 H U2 R
DHFITTEET,

U Z—PF—=TH T FEEK, WE. BIOHIBRTEEEA, A —F TN —TT

IE, LFOCLI 2~ FOEA MRS vES,
* resetconfig
* upgradecheck
* upgradeinstall

FRX—% TN—T T, VAT Lty 8T v U4 —RFOEHLHIRILE
‘a‘o
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A—H—2A47T ERBA
FRL—% G| Zoue—Loa—H— T H v ME.
@ %)EH) ° A== = — >
(Read-Only REBREFR R TEET,
Operator) c WREORE T IEL MR T DTDICEFT 2T TEEIXTEETN, 2y M
TEEHA,
XX v ak s VT LD, TrANERGETDREDT TT7 AT L A~DAh
DEFZMZDHZ EITTEERA,
e 77 AN AT AL, FTP, £72IESCPIZT 7 BATEEHA,
s FARNITN—=TDa—HF—F, LER—=FIRL I T o F o T7E, VAT LDAT—H
ANEROBROHEFEITTEET,

ATYT6 RRATVL—=X& AT 50, FEFIERKLET,
ATy Tl BEEEEEFL, RFELET,

A—HY—TF7hor DOEIR

ATy 1 [V AT LEH (System Administration) ]> [ —— (Users) ] Zi&R L £,

AT9 T2 TarF IREREINTEDL, —BEBERINTWDE 22— —LIZHIGTHIIF/T A2 %227V v 7 LTHE
RBLET,

RT9T3 BEREEEEL, RIELET,

A—H—TFhor CDOREE

ATy T [VAT LEH (System Administration) ]> [=—%— (Users) | Z R L £,
AFY T2 a—W—4%7 ) v LET,

ATY T3 LEILUT, [2—V—0Df#E (Edit User) ] X—Y TCa—V—IIEFEMZFET,
ATy T4 EREZEEL, RELET,

INAITL—XDEE

BEQ AL LTWETH T FONRAT L—REEFTHI2E, V4 Ruoh LT, [F
7= (Options) |>[/3A 7 L—XDZHE (Change Passphrase) | # =R L F 7,

Ty NOEAEIE, [m—hV2—H—E (Local User Settings) | ~X—YC, 7THhH
FEMREL TRAT L —REEFTLET,
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R 1—F FhY o kEnzTL—2ogeEoss [

ESPEREY=]

e a—HP— T h T FOMRE (46 X—)

c BH I~ —DNRRAT L—RAEHORE (50 X—)

FIRMHGEI—F 7HhO U FENRTL—ADEFEEDHERK

A== T H T hERATL—ADOHIREEFRL T, 2K AT L —X KR v—%

FREIFCHEAT A ENTEET, 2—HF—TH 7 s R T L—XH[RIL. Cisco 77T

AT VAL ERINZa =) 2a—VP—ICEHENET, ROREMEEHRETEET,
caA—HYTFhAOU DAY Y, 2—FDOTH T Ray I T NENSKEn T A DR

TR EZEHZTEET, 22—V —a 74 URITEEIT 1 ~ 60 OFFHTRETE X, 7
74V MEIEZS TT,

e NRADL—XEHEHEDIL—IL, 27 A L ZIC2—YFRRRAT L —AOEREEZERIND
FTOHO, XA L —XDFEGEHMEZ ERZTE £,

e IRRATL—ADI—I)L, EERTEDOLFROMEDILF /2 E, 22— NERTE H 27
L— XD EHRTEET,

\}

G¥)

AsyncOS /X —3 5 V140 LAETIX, NAT L—X—)UET 7 +
NV RTHEIZRD T, 7272l RRITL—XIL—ILTEETS
IXFULOREXFFEITERXF, BLONNRTL—X)L—
IVTHESTHHEED X MMIFIS T,

e INRRATL—ADEE, BHI—T—DNH LR T L =2 AT 2D L&, AT L—
REREEA O —Z EFRRTEET,

FECOVWTIE, TEHA—F—DO 2T L —=XZMORE | 2ZRL TSN,

2= T HT R ERAT L —XDOHIRIL, [ AT LB (System Administration) ]>[—

¥ (Users) |"X—YD[R—DNa2—HF ThHU FEeNRATL—XOFEE (Local User Account
& Passphrase Settings) | ¥ 7 v a o CTEFRLET,

RADIUS 0 —+ —&25TE

Secure Web Applianceld RADIUS 7 ¢ L' 7 U #—E 2 &/ L C, HTTP, HTTPS, SSH. ¥

FOFTPIZ LW T FIA4 TR Cu A 35— 2REELE 7, PAP £7-1% CHAP ;i

AL T, BEEO T DICEE O —N— LT H L 9I2, TTIAT UV AEZRETE

F9, AER—H D J )L —TF % Secure Web Appliance?® S F X7 —W n—L XA |~ v
v TEET,

RADIUS BZEEDA RN FDU—H U R

INTFRRED A R —T AT T2 > TV A EHEIZ T — )Y Secure Web AppliancelZ v 27 A 95 & |
TTIAT L AFUTEFITLET,
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B rrows 2R LS RO AN

1 2—P—=BY AT LEXD Tadmin) TH Y b THLNE D iR LET,

2. Tadmin] 7Hh U2 FTRWEGEEEZ, £7. HESNTWDLIEY—_"—%F = v 7 L,
=P —NEFOY—NN—TEEINTWVEINE I DEHERLET,

3. WMDY — "= TE WG E, 77747 AZ Y A FNORDINRY — /3 —
EFxv 7 LET,

4. TTTAT AP — AR T E R WIS, 77T A 7 2 A1 Secure Web Appliance
Tﬁijééhf: b‘ﬁﬂ/ :L‘—‘“H‘k LT:L‘—‘“H‘%"HL‘HEL/J: ) k Ljﬁjﬂ

5, 2=V —=NDHNEHY—NR—F LT 7T T LV AFLE LRWEGES, Fhida—V—0
REST-RXZATL—XZ AN LSBT, T I9A T A~DT 7 ARESINET,

RADIUS é‘ﬁﬁﬁ L/ T’ 91‘ﬁ|.sn:un.|.—t0)ﬁ§=j]1t

ATy T

ATvT2
ATvT3

ATvT4
ATvT5
ATvT6

ATy T17

ATvT8

[V AT LR (System Administration) ]> [ —¥%— (Users) ] ~— T, FMBRIEAAENTT 2D (Enable
External Authentication) %7 U v 7 L &7,

FREEZ A 7L LT [RADIUS] #3&IR L £,

RADIUS —N—DHE A "4, A—+EF, HF—FI Ly v AT VL—XE2 AN LET, T741 D
A— ki 1812 T,

BA LTI NETIZT TT7A4 T 2 AR == 5 OISR OB 2 M TAN LET,

RADIUS H— =M 558FE7 12 b 2L 28R L £,

(ERE) [T%EM (AddRow) 1% 7 VU v 7 LCTHI®D RADIUS ¥— 3 —%B81 L £9, 4% RADIUS ¥—
N=ZDONWT, 1~5DAT v T &R LET,

G¥) %K 10 5D RADIUS H— "\—Z B TE £7,

FFRBRED 72 OIZ FF N RADIUS H—/ S —|ZE56i 9™ 5 £ TIZ, AsyncOS 2SMIGEREY LT > & ¥ V& RIFT 5
WcE [INRFRFETY v v v = ¥ A 57 7 b (External Authentication Cache Timeout) ] 7 4 —/L KIZ AN L F
. T 74/ MIOTT,

G¥) RADIUS H—_R—RT o B AL A RZATL—X (F—7 UDBIER SN X T L —X 7 Y %

FERHLTWAEHEIE, Br (00 ZANLET, HEERICHET D&, AsyncOS 1%, BLED
Yo a VIPIZEEED 7212 RADIUS — R—|ZHT7 7B A LEH A,

IN—T 2o T hRELET, TRTOMTRIES N2 —F—4 E%ﬁﬁﬁm%WLV/t/7¢
B, BIRATTIIGAT A 2— P —a—)L A S~ T TAHENERIRLET,

B O ATLEEERIOET
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RADIUS %A L=zt oamit [

]/E iR
SMEGRRE S LT 2— %248 |RADIUS CLASS B CER SN/ N—T 2 E2 AL, TTIAT o A m—
Houa—H) a—iz WAL TRFEIRLET, (TOBEM (AddRow) 127V v 27 LT, &hicu—
A Ny BT EBINITEET,
AsyncOS [, RADIUS CLASS BYEIZHS T, RADIUS =—H %7 7747
VA —)WZEI) Y TET, CLASS BIED A
o B/ 3
o K 253 3CF
cany Hrw, FLEFSATFRL
« % RADIUS = —H|Zxt L 1 DLl LD~ » 7% CLASS & (Z O E
T %56, AsyncOS (I, ~ v 77 CLASS EMED 72\ RADIUS
2—P~OT 7B AEELZLET) |
#i%c D CLASS JBMED & 5 RADIUS = —H DA AsyncOS 135k bR S 4
Teue—ZE DY TES, =& 2IE, Operator 2 —/VZ~v v BV 7 E TN
% CLASS B & . Read-Only Operator 2 —/LZ< » B 7 STV % CLASS
JEMED 2 23 RADIUS =—H(ZdH 5354, AsyncOS (X, Operator 2 —/L X 0
& il f & 4172 Read-Only Operator & —/L{Z RADIUS = —# %) 4 TE 5,
UTDT 7747 A2 v—id, &bHlRIE LS O BIEE I A T
35
« P4 (Administrator)
BT
* Read-Only Operator
AR
NERFERE S 729 _XTD | AsyncOS 1E 97T D RADIUS = — ¥ —% Administrator = —/L{ZE| Y %4 CFE
a—PEEHo—LIv Y [T,
TLET,

ATYyT9 EHAREL, RIFLET,

RDBERY
ESPERENS
%HBWL‘H

s —J ) 2—F—T I FOEBEM (45 2—=)
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RTLEBRIRYOEFT |
B 277 oz0%s

N (o] l-"li
A—YH—2TJTD7 LU ADESE
LR— ROERRBRARLEDT Y 77 LU ABREL, Ha—P— L IBFSH, 2—F—n L

DI FGAT VA= INT TITAT A7 A T 50 ERe <R CRENEH S vE
j—o

ATv 1 [A7L a2 (Options) ]>[BREEi%E (Preferences) | Zi#RL E 37,
ATY T2 [2—W—F%E (User Preferences) ] X— T, [REZTmE (Edit Preferences) 127V v 7 LE 7,
ATy T3 BEIELT, TV 77 LU AERELET,

TV I7 LUREE Bz

SiaO#R < (Language Web £ & —7 = A4 AL XN CLI THEHT 5 F7ED Web H AsyncOS,

Display)

TUOT AT R=Y 2P —=NTTITA T LARCR T A T DHEZICRRIND A=,
(Landing Page)

FoREND LA — NREEEIF |[[LA— B (Reporting) | # 7 Tl A— MIxt L TERTDHT 7 4L kDK
(Reporting Time Range i
Displayed) (77 #/V |)

Fort B LIR— MTO F T4V N THELVR— MIEREND T —H OIT8,
(Number of Reporting Rows

Displayed)

ATy T8 EREEFEL, RFLET,

EEADRE

EH1—YH—DINRATL—XEHNDHTE

TTIAT VATR—INVERESINEZERL—P—DRAT7 L —XEHEHRET HITE, T
DFNEAEFITLET,

ATy 1 [V AT LEH (System Administration) ]> [ —— (Users) ] Zi&R L £,

ATY T2 [RAT7 L —XD%E (Passphrase Settings) |77 3 > T, [REZME (Edit Settings) 1227 UV v 7 L%
7

RT9T3 UFOAT v arnbi@ERLET,

B O ATLEEERIOET
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FISATURDEIY AT a2 ¥y T ZEoEm [

TF7oay

Bl

IRAT L — A THFA] L7RVVEL
FED—% (List of words to
disallow in passphrases)

AT L IR HEEER AL xt 7 7 ANV EERR L, FD7 7 A L5 &
WLTTy7e—FNLET, #HiDT v 7 r— Lo TURIOT v 7r—
RN EEXINET,

IRAT L— R DR
(Passphrase Strength)

FHA—HF =D LWRAT L—=X2 AT 5L &2, NAT L—XRE
A= BRI TEET,

’@Eﬁﬁ o THRERNAT L—=ANER SN DT TIEH Y FH A,
DREFT. AN LR AT7 L—=XOHERN SN0 S 2R 721 T,

AT — R ERRT IR — VBB LET, KIZ, B#RLZe—
Tl XY REWVETFTEATLET, BHENRRKEWIZE, HRER A
TR LTHERESND AT L—XOEBNKREE /20 £, ZO

CIEERARMERH D FHAD, HEFICREREMEERET D LA T L—
A DOVERR N IEF I\ REEZ 720 9,

SEZEREEZRAT LT, ROEMFLWMIZTRELZHR L TSN,

IRAT L —XOBEIIMBHETHE SN ET, iHMEE. hF 72—
T 47 FE w7 O NIST SP800-63 TEFE STV D K[E AR HEF T 7
oy b B —D)L— I H SN TNET,

—HRAIIC, FREZRNA T L= RFLUT O KD 7R 2 A TV E T
R,
< ROCF ANCT, oy, BRI OB T2 3T,
cHHLWLEEOHEICHDIHEE T LR,

TS DR MEM AT NA T L— X E AT A2, 20— 0o
ExHEHLET,

ATYyT4 ERAEREFL, RIFLET,

TISATVADENYETICHT 2EF 2! T4 REDIEN

CLI =~ K adminaccessconfig %{%Fﬁ—’&é L EHENRNT T IAT RIS A T BED
T U AT M S BITERIZT D X 912 Secure Web ApplianceZ #% E T £9,
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B 775 7 romvscicnd s wra U F o BEDEM

avy kR

B

adminaccessconfig >

banner

BHENR TA U ERADL EXIIBE LT XA MREREIND
2T T IA4T U AERELET, WebUlL, CLI, FTP 72 & D
EEDOA L E—T A AEFH L CERENT I I7A4 T AT
TR RATHE, hAZLOO T A NFP—RNERENET,

CLI 7'wv 7 NMZBEY £11F 570>, Secure Web Appliance D7 % A
N7 7ANDEaA—FT 52 LKoo T, WAZLTHFA ML
H—RCEET, 77 ANNPLTHRANET v 7 u— N5,
FPTFTP 2 L CT 7 Z A 7 > AD configuration 7 4 L7 KV
W7 7 A NVEERELET,

adminaccessconfig >

welcome

ZhUE, BEEIR A IR LI E FICERINDHRA R

TA N F—TF, ZOTFHFARNI, al 4D adminaccessconfig
>panner 77X A MERICFETT T4 T LV ADOREITEME U

F7,

adminaccessconfig >

ipaccess

BHRE DY Secure Web AppliancelZ 7 7 & 245 & & Ok LD IP
7T RUAZHIE L £, FHEL. EEO~ Y U ETRELE
—EBNDOIPT RLAZFOVI UL T T IAT VAILT 72 A
TEET,

TR ALZFTAY A MIHIRT 255, IPT7T RLA, 7y
b, F72IECIDR 7 RLAZEETCEET, 774V TR 7
TIALT VATV BATEDLHT RL A2 —EFRT 5 L. BE
DY DIPT RUARFFA[Y 2 NORPIOT KL AL LT &
FRINFET, FAIV A IDPLBED~T U DOIP T KL A ILHIBR
TEEH A, ZOHRIT. WebUIZEHA L THERTHIEHTE
9, 2V =Xy b U= T A (53X—) ZHRLT
<TE&EW,

adminaccessconfig > csrf

BEOHLER, 30T LAEEREZHI LT, Znnd
T DD END, WebUL D7 1 24~ Bk E#
HEREZ AN LEd, RO EX =2 VT ¢ 2RI HITIE,
CSRF {#i#% A F—7 M T D2 L2 L E4,

adminaccessconfig >
hostheader

HTTP R CHA b ~u X —%2FHTLLORELET,

F 7 4V b TlX, Web UL, HTTP ZRINTWeb 7 74 7 2 k>
DIEEINTEHRA N Ny X —Z2H LS LET, EXaY
TAE@mDBIZDI, TTIAT U ABEBEDERA NG, DEDT
TITA T AITEEE ST 4 AT (wsa_04.10cal 72 &) OFH M
LOSETHEIITWeb UL ZRETDHZENTEET,
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SR F 59
adminaccessconfig > HETIT A ET A DEA LT U MR, 2FED 22— =N s 7
timeout T RNTHETICHT 7T 47 TOBNLHE (08 #2HBELE

T, 5~1440%r (Q4EffH) OfEEEETCEET, T 740 MEIX
304y T, ZOFHIE, WebUIZ AL CERTHZILELTEE
T, a—P— Ry NT—7 TR (532—) 2BBLTL

TEEWN,
adminaccessconfig > %;’ﬁf@%ﬁ‘ﬁfﬁ A EIT R R — ]\T}:) 7 F—7 X/I/‘“;Lfﬁ;aﬂ: L
how-tos i—a—o
adminaccessconfig > BHEN I DR SSLIFE (56 By RFBALLIE) ZFEH LT
strictssl R— K 8443 D Web f v H—T A Azl A TEDHEIIT,

T IFIAT U AERELET,
K VMARSSLIE RS2 NEELTDEIEHICT IIAT UV AZHRTT
HE, TOEFIIHTTPS #HH L CEHOBTTY 794 T A

T 7B AT HEHEICORLMEHAINET, HTTPS Z A L T
Web 70 F NI SILTWAMMD Ry FT—F T 7 4971

ITEH S ER A,
adminaccessconfig > nl A ERPRETAIEERTELET,
loginhistory
adminaccessconfig > FFe 7y a O REZZHTE LET (CLLIEB L Web
maxsessions A2 —TxA X) °

A—Y— Ry D)= 71X
AsyncOSIS, 77 F3A TV AMBIET VT 4 T lpa—Y—%u 77U T 5ETORMERTE
T&ET, F/2, FTr2a—V—EHROZXA TEIRETHZ L TEET,

tyalr ZAALT T ML, BEELZEGD, Web Ul £7201XCLIICE S A LTWHTRTO
=PI SNET, AsyncOSR 7T U b Lica—W—id, 77 IA4 7 20ur A
RV HFAL VLT PENET,

)

GE) TDHEA LT T NOEERET HIZIL, CLI adminaccessconfig > timeout HEHTAZEH T
TET,

ATY 1 [V AT LEH (System Administration) ]>[F > b —2 727 & X (Network Access) ] Z R L £,
ATy T2 [REOHE (EditSettings) 1227 Vv 27 LET,
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B ez 20200ty

ATV T3 [ByvavdET 77 47 #4577 & (Session Inactivity Timeout) ] 7 4 —/V KiZ, =2/ 7D h§5ET
CHFRT 22—V =0T 77 1 THRMESMTAS LET,

5~ 1440 73 (24 B¢fH]) OFEPHTH A L7 U MHRZERLE T £, 7 7 4/L MEIZ 30 55 TT,
ATy T4 [2—W— T 7 A (UserAccess) | Z7 v a T, 22—V =DV AT AT 7 vAZHBELET, (EED

Piei 27 Al (Allow Any Connection) ] % 7213 [FFE DHEGE D A % FF 7] (Only Allow Specific Connections) ] ™
W EFACLET,

[HFE DOHEHGE D I+ % 7F 7] (Only Allow Specific Connections) ] % A4 12T 256, FIEDOBE/KGAZIPT R A,
IP #iPH, F/ILCIDR&EFHE LTCERELET, F 74T FIPT RLVARELBIL, TTIATVAIPT
RUAMN [—H— T 7 Z (User Access) | E7 T a VICHBIRNIZBMSVET,

RATyTE5 EHAREL, RIFLET,

EEENRIL—AD) Y k

1R BHHIIZ
sadmin 7 V2 RDRAT L—ANARALRGAEIE, B AX~v—HR— bk T o XK
LTARRATZL—X%EVEy FLTLEZN,
¢ NRAT L —RAOEFIIRNEIZAEZNC /20, BEEZERETILETH Y FH A,
FTRCOBEHHF L~V DO2—HF— %, ladmin] 2—HF—D 27 L — X5 EHECXET,

ATy [EHT 7747 A (Management Appliance) ]> [ A7 L& (System Administration) > [=2—H—
(Users) | ##IR L ET,

ATwF2 [User (z—%—) ] VA LCTladmin] V> 27 %27 Vv 7 LET,
AT9 T3 [RAT7 L —XDZHE (Change Passphrase) | Z#R L £,
ATYT8 FHLWWSRAT L —XEERT D0, I ATLET,

> - - o~ O . = > Eﬂi""'
HEEIN=AVvE—CDRET FLADEKRE
LAR— M IZ AsyncOS I K » THREINIZ A=V DIRIET KL AZHETEET,
AT T [VAT LEH (System Administration) > [IR{E557 FL A (Return Addresses) | Z34R L £7°,
ATy T2 [REOHE (Edit Settings) 1227V v 7 LET,

AT T3 FRrg, 2—V—4, BEORRAAL A E AT LET,
ATy T4 BEFEEEGFL, RIFLET,

B O ATLEEERIOET
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77— hDEHE

7 Z— bk &%, Cisco Secure Web Appliance THA L TV D A X MIBHT A IEMAFTLE I N T
Wb, B AL DBDOZLETT, ZNHDAXRY MII<AF— (FHR) »POATVr—
(7 VT 4V) ETOEBE (FFERE) LAIARHY, —RCT 7T 47 2 AOFs
EDAR—F NEITHRICEEL TWET,

\}

GE) 77— hEBHA— VBN EZIETHI0E, TTITA TV ANBFA I A o=V ~D%E(EF

WM % SMTP V L— R A M ERIET DMLENH Y 7,

—rDDTELERE

T I —MIEENLERIT. 77— FORBHEBEREICL>TREV £, 77— FEHIZ
EETDHT7T 7 b oHEERELRETEET,

<
N|

AsyncOS IZLL F DX A T DT 77— X ELET,
« A7 L (System)
e /n—Rv =7 (Hardware)
« 7 v 77 —%4 (Updater)
* Web 7' % 3 (Web Proxy)
« VT = TR (Anti-Malware)
* AMP
*L4 T 7 1 v 2 E=%— (L4 Traffic Monitor)
« M5 URL 77 =V (External URL Categories)
« RY > —DAHNHIR

77— hFODEXE
7T — ME, KOEREI > TERESHET,

c Z VT 4 v T BT DB B ) T,

MG ABRESS D VU PRERMEE I T —, TCICHARLERGEE b H Y F
B

AFWR : T ADN—T 4 UHERETAER S LD TH R,
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B - rzEz0um

To5—FREBFEODEE
D
(GE) AT LDE v b7 w7 AutoSupport & A F— 7 I LT BE LTCE %x~w7k
K#Nf@ikﬁﬁi@&?x®7?~b%%@bi#(77%»%) DFEEIFTND
THEETEET,

AT T [VAT LEH (System Administration) ]>[7 77— b (Alerts) ] Z3®K L F 7,
AT9 T2 [77— +32(E#H (AlertRecipients) ] VA N CZEHEEZ 7V v 7 LTRET 20, [ZEHFOEMN (Add
Recipient) | %7 UV v 7 LTHLWZEEZEBMLET,

ATV T3 ZEEDEFA—NT FLAZBMELIIRELE T, BHOT KL AEZ D ~TRUIS-TANTHZ L
HTXET,

ATYTE XTT— N ZATTLIC, ZIETDHTI7—FOEREZBRLET,
ATy TE BEEXEL, RELET,

75— L ZEBDHIFR

ATy 1 [V AT LEH (System Administration) ]>[7 7 — b (Alerts) ] Z#IR L £,

AT9 T2 [77— 32{E#H (AlertRecipient) | DY A NT, 77— MNZEHFITHIGTHIAIH/TA 2270 v 7L
THEELET,

AT9T3 BEREARGFLET,

= ) S
75— FRTFEEDRTE
TI— MNREITTa— LR BETHDHID, T_XTOT 77— FOEMEICHE L £,

ATY T [V AT LEH (System Administration) ]>[7 77— b~ (Alerts) ] ZE4R L £,
ATy T2 [REOHE (Edit Settings) 1227V v 7 LET,
ATYT3 MBEIELT, 77— FOREMERELET,

B O ATLEEERIOET I
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TIFay BLl

77— bDOEETT BT T — b EEET D & ST D RFC 2822 #Eflod> [Header From:| 7 KL%,
LA (From Address to | A7 LD A R ( Talert@<hostname>] ) 123DV TT R LA % HEVERKT
Use When Sending HA T a v ESHTOET,

Alerts)

HET 77— PEERO | HET 7 — FORHMMEZHEELET, 2 DORENRHY 7,

%J@%FHEJ (Wa}t Before [EET 7 — MMIEREERFORFHERE ()  (Initial Number of Seconds to Wait Before
Sending a Duplicate . . s SN i 5
Alert) Sending a Du?hcate A‘lert) lo ZOfEZ 0ICRRE LTSS, BELET 77— 1 @‘H:
< U=l FEEERT, RDVICT_XRTOREBELLET T— FB Y TIL A MTEE
SINET (FERFICKEOEFA—NVE2ZETHAEENHY £7) . HELL
T = eEETOETITHET20EIE., 77— hMEXETH-ONTHINL £
T HEINT 2RI, AIEIOFFERIRO 2 (50 E2 2 LT, 2F0, =
DA SICRET DL, 77— MISBEZ, 158#%., 358%., 158%. 1558
%, 315 L VST TER SNET,

[T 7 — FEERORAREHEFE () (Maximum Number of Seconds to Wait
Before Sending a Duplicate Alert) ], [E#HT 57 7 —h A v =T 2XET HHIIC
FERE3 2 e RO E (Maximum Number of Seconds to Wait Before Sending a Duplicate
Alert) 17 4 —/V FZfEH LT, FRERIBROMBUCHIRZRRIT 5 Z &N TEET,
el z2E WHMEZ S ICREL., RKIEZ 60 ICRET DL, 77— MES
o158, 358, 60 70, 120 Bb7e K ORIME CEE S E T,

Cisco AutoSupport VAU TOEMERET D0 E I DERELET,

s VAT ATHERENTZTRTOTT—F AyvkE—YDabr—
o VAT LOBMBIKR], status 72 RO, BROMEH STV 5 AsyncOS
N— g VU EEAT 5

Fo, VAW ERBLELLDAEA vV a—2NEOT T — FZIEEHIT
EETHINEIPERELET, Ziuk, EREN MEHR (Information) | D
AT ETT— b eZETHLIREINTWEIZEHICOABAINET,

ATy T4 ERzFEEL, RFLET,

75—k URE

UTFOHETE, DEINCT 7— e —EFR R LET, FHEHOEIZIX, 77— b4 (NECEH
Db descriptor) . 77— FOEEOTFA M, B, ERE (Z VT 4 B, 1EHR, EE
W) BIOAvE—VDT XA NMIEENDNNT A—F (HFETDHHE) PEaEhLTnE
7
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IN—FKDTT7 75—F
LIFO#IE, AsyncOS TAEM SIS SEXERNA—FT 2T 75— rDOU X M TF, 75—

\u
N
I
L\
\J
dl

rOFHA EBEBRENTLHI N TWET,

RTLEBRIRYOEFT |

Serror

Ayt—T TI2—FDE |[INFA—4
RE
A RAID-event has occurred: L 2 $error : RAID =7 —D T F A

(Warning)

I\O

—k

LT OZFIL, AsyncOS THAMSND S EISERVAT AT I— DIV ARNTT, 77— D

il & BRENRLM SN TVET,

Ayt—o To—rDE |[INTA—4
RE
Startup script $name exited with error: $message | 7 U ¢ F7/L [$name: 27 U 7 N DL HI,

(Critical) .

$message : =T — A vtE—¥
5"“’%7\ }\o

System halt failed: $exit_status: $output',

7 V7 4 1w
(Critical)

$exit_status: =~ RO T
a— K

o

Soutput : =<2 KD OH
jjo

System reboot failed: $exit_status: $output

707 4 1V
(Critical)

Pexit_status: a2~ ROKT
a— K,

Soutput : =T~v 2 RIHODH
jjo

Process $name listed $dependency as a dependency,
but it does not exist.

70T 41V
(Critical) .

$name : 71t 2 D4 HI,

$dependency : —FFE R I T
WD AR DA T,

Process $name listed $dependency as a dependency,
but $dependency is not a wait_init process.

70T 4 b
(Critical)

$name : 7 12 2 DA,

$dependency : —EF R I T
WA IRTEE D4 I,

Process $name listed itself as a dependency.

7 U7 41V
(Critical) .

$name : 7ot X D4 HI,
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Ayt—o To5—rDE [T A=A
RE
Process $name listed $dependency asa dependency | 7 J 5+ ¢ H /L |$name : 7 © & 2 D4 i,

multiple times.

(Critical)

$dependency : —FEFE R Z 4T
WD ARFEME DA T,

Dependency cycle detected: $cycle.

70T 4 v
(Critical)

$cycle : I 7 MCEHRT DT
v RAL4LDY AN,

An error occurred while attempting to share L S2 Serror : FIAMCESEATIT B
statistical data through the Network Participation (Warning) . |T=F— A vt&—%,

feature. Please forward this tracking information to

your support provider:

Error: $error.

There is an error with “$name”. U 45V |$name: 2T 7 7 A IVEAER

(Critical) .

L7=7 a® ZAD4HTI,

An application fault occurred: “$error” 7 UF A |$earor : =5 —DOTF XA~ (@

(Critical) . [#1F hL—Av7)
Appliance: $appliance, User: $username, Source | 5§ Sappliance : £ E D Secure Web
IP: $ip, Event: Account locked due to X failed login |  (jnfiymation) Appliance® 1D,

attempts.

User $username is locked after X consecutive login
failures. Last login attempt was from $ip.

$username : $FED 2 ——
T RO ID,

$ip: v A URRITSNIZIP
7 R,

Tech support: Service tunnel has been enabled, port | | $port : F—E R kL RITSE
$port (Information) , | SNBHR— F&E S,
Tech support: Service tunnel has been disabled. IEER WAL
(Information)
SATLEBI R ORT

"
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Ayt—9 INT A—45

* The host at $ip has been added to the blocked

$ip: v/ A RIS NZIP
list because of an SSH DOS attack.

7 KL &,
ERBH -

SSHZNLCT I I7A4T A
O ERATNDN, A
i VT o L ERIRL
WP 7 R A3, 2 450N
W EL ERATIZ R L7285
&V SSHO7 w27 A KT
EMsvET,

FIUIP 7 RLANSZ—HFN
EFicerlZf o35, 0
IP 7 RURIEFFAI Y A MZiE
mEinEd,

FFAJU A ROT FLAIL, %
no»nrzuewy s JRANMIEE
NTWTHLT 7 EANRFITX
WET,

TR IIER I BRI Y
7 U A Kb BHEIRIZHIBR X
nNE9,

* The host at $ip has been permanently added to
the ssh allowed list.

* The host at $ip has been removed from the
blocked list.

\)

=)

VAT AT T — M, HESX—7 7 —h, XTI —h, LAR—FT T FREENFE
T, INEDOTT— NI, VAT LT IT—rDO—8E LTHRELIZRIZZELET,

LUFDFIE, AsyncOS THEM SN D S ESERREF— 77— FD U X T, 77— 1D
] & HREN G SN TWET,

Ayt—o To—rDE |[INTA—4

RE
A “$feature” key was downloaded from the key | {&#f $feature : BERED 4 i,
server and placed into the pending area. EULA (Information)
acceptance required.
Your “$feature” evaluation key has expired. Please | #% 45 $feature : BERED 4 i,
contact your authorized sales representative. (Warning) .
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e

~

575—F

nx>s 75—+ I

representative.

Ayt—o TI—bDE |INFTA—4

KE
Your “$feature” evaluation key will expire in under | #/£ $feature : BERE DL il
$days day(s). Please contact your authorized sales (Warning) .

$days : HERE - — DRI
HETOHK,

LT DL, AsyncOS THEREINLHIESERVFXF LY TI7— DY ARNTT, 77— FD

A L HRE SR S LTV E T,

Ayt—T TI7—FDE |[INFA—4
RE
Serror. 15 $arror : TG —D FL—ZNy
(Information) . | 7 L5571,
Log Error: Subscription $name: Log partitionis full. | 7 U5 ¢+ H /L |$name: 27 7T 27 J 7

(Critical)

a4,

Log Error: Push error for subscription $name: Failed
to connect to $ip: $reason.

7 VT 4 1)V
(Critical)

$name: 7/ YT Ry U
a4,

$ip: UE— R KX RDIP T
N

$reason : T T —IZ O T
T BT A b,

Log Error: Push error for subscription $name: An
FTP command failed to $ip: $reason.

7T 4 v
(Critical)

$name: 7/ YT A7 U S
va v,

$ip: VE—FFAFDIPT
]\‘\[/XO

$reason : FIESIZ DV TELA
ERAVAE

Log Error: Push error for subscription $name: SCP
failed to transfer to $ip:$port: $reason’,

7T 4 v
(Critical)

$name: 1/ BT A7 VT
a4,

$ip: VE—FFAFDIPT
FL =&,

$port : UE—h KA FDKR—
SR

$reason : B SIZ DV TCHLA
TAHTEA b,

VATLEERARYDET
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RTLEBRIRYOEFT |

AytE— TF5—FDE | /INTA—4
RE
Log Error: 'Subscription $name: Failed to connect | 7 J 5+ ¢ /L |$name: 22 727 U

to $hostname ($ip): Serror.

(Critical)

va v,

$hostname : Syslog —/3—®
RA N,

$ip : Syslog —"—DIP 7 K
L,

$error : =TT — AvE—TD
5"“’%;{ }\o

Log Error: Subscription $name: Network error while
sending log data to syslog server $hostname ($ip):
$error

7 V7 471V
(Critical)

$name: 7/ YT Ry U
va v,

$hostname : Syslog % —/3—®
AR N,

$ip : Syslog F—/X—D P T
LA,

$error : =T — A wybE—TD
?#Z ]\O

Subscription $name: Timed out after $timeout
seconds sending data to syslog server $hostname

($ip).

7 U7 4 v
(Critical)

$name: 7/ TRy U
va v,

$timeout : FPEHALO X A LT T
I\O

$hostname : Syslog —/3—®
71“} ]\%O

$ip : Syslog F—/"—D P T
LA,

Subscription $name: Syslog server $hostname ($ip)
is not accepting data fast enough.

70T 4 b
(Critical)

$name: 7/ YT A7 U
~a v,

$hostname : Syslog $—/3—®
Z]_\‘X ]\%o

$ip : Syslog —/"—®DIP 7 K
LA,
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$max num files. Files removed include:

$files removed.

Ayt—o TI—bDE |INFTA—4

RE
Subscription $name: Oldest log file(s) were removed | {7 3 $name: 2/ TRy S
because log files reached the maximum number of | (fymation) . |2 3 >4,

$max_num_files: @ 7 7 2
7Yy a T EICHRER
D7 7 A NVDORRE

$files removed : HIFR S 7=
TrANDY A K,

PLFDOFIL, AsyncOS THEREIND I EFIERLA—KN TI7— DU ARTT, 77— D

il & BERENRM SN TVET,

Ayt—o To—rDE |[INTA—4
KE
The reporting system is unable to maintain therate | 7 J 5 ¢ % WAL
of data being generated. Any new data generated | ;.
will be lost.
The reporting system is now able to handle new | 53 WAL
data. (Information)
A failure occurred while building periodic report | 7 U 5 ¢ )L | $report_title: LAR— F DX A
‘$report_title’. (Critical) . rL,
This subscription should be examined and deleted
if its configuration details are no longer valid.
A failure occurred while emailing periodic report | 7 U 5 ¢ 7)1 | $report_title : LAR— h DX A
‘$report _title’. (Critical) . ML,

This subscription has been removed from the
scheduler.

Processing of collected reporting data has been
disabled due to lack of logging disk space. Disk
usage is above $threshold percent. Recording of
reporting events will soon become limited and
reporting data may be lost if disk space is not freed
up (by removing old logs, etc).

Once disk usage drops below $threshold percent,
full processing of reporting data will be restarted
automatically.

I

e
=

(Warning) .

$threshold : L &=\ MiE,

VATLEERARYDET

"
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RTLEBRIRYOEFT |

Ayt—o To5—rDE [T A=A
RE
PERIODIC REPORTS: While building periodic | 7 U 5 ¢ 7)1 | $report_title : LAR— h DX A

report $report _title' the expected domain
specification file could not be found at ‘$file name’.
No reports were sent.

(Critical)

b,

$file name : 7 7 A L D4R,

Counter group “$counter_group” does not exist.

707 4 1V
(Critical)

$counter _group : counter group
0)% ﬁﬁo

PERIODIC REPORTS: While building periodic
report $report_title’ the domain specification file
‘$file name’ was empty. No reports were sent.

7 VT 471V
(Critical)

$report_title: LAR— F DX A
kv,

$file name : 7 7 A L D4R,

PERIODIC REPORTS: Errors were encountered
while processing the domain specification file
‘$file_name’ for the periodic report ‘$report_title’.
Any line which has any reported problem had no
report sent.

Serror_text

70T 4 v
(Critical)

$report_title: LAR— D H A
kv,

$file name : 7 7 A L D4R,

$error_text : FEAELTT—
DU AR,

Processing of collected reporting data has been
disabled due to lack of logging disk space. Disk
usage is above $threshold percent. Recording of
reporting events will soon become limited and
reporting data may be lost if disk space is not freed
up (by removing old logs, etc).

Once disk usage drops below $threshold percent,
full processing of reporting data will be restarted
automatically.

il

Ak
=

(Warning)

$threshold : L = VM,

The reporting system has encountered a critical error
while opening the database. In order to prevent
disruption of other services, reporting has been
disabled on this machine. Please contact customer
support to have reporting enabled.

The error message is:

$err_ msg

70T 4 v
(Critical)

$err_msg: =7 — A vk—v
TX AR,

TvIT—32TF53—F
LT DFIEL, AsyncOS THEKREINDSEISERT v I T—4 77— DIV ARNTY, 77—

~ T & HARE RS TVET,
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Ayt—T To5—rDE [T A=A
RE
The $app application tried and failed $attempts L Zae $app : Secure Web Appliancez
times to successfully complete an update. This may (Warning) . |¥= U7 4 F—E R4,
be due to a network configuration issue or temporary )
outage. $attempts : FATEIEL,
The updater has been unable to communicate with | 2k $threshold: : L X U ME OB,
the update server for at least $threshold. (Warning) .
Unknown error occurred: $traceback. 7 VT 4 S1)v | $traceback : b L—RA Ny 71

(Critical)

o

Certificate Revoke: OCSP validation failed for the
UPDATER Server Certificate ($host:$port). Ensure
the certificate is valid.

Critical

$host : UPDATER #—/3—®
KA N,

$port : UPDATER #—/3—0D

Ak,

TILDTTRERETT— b

AMP 75—k

Secure Endpoint
ERZEEZRLTIZEN,

WORIWZIE, 77— FBLOT 77— FOEKREIZOWHTD

\ZCBEE 4% 7 T — MMZOWTIL, Secure Endpoint ORIEEIZEIT 57 7 — F O

PR Z ST, AsyncOS THR S5

X F & 72 Cisco Advanced Malware Protection 77— h DU A M EREHEFH I TWET,

Ayt—T TI—bDE [T A—4

RE
Cisco Advanced Malware Protection for Endpoints | %4 [Serror] : =T — A v —3,
ALY =NANDT T TAT U ADBEKITK | (Warning)
LFE LT,
$error
Cisco Advanced Malware Protection for Endpoints | 24 [$devname] : T /XA A4,
ALY =ANEDT T FAT A ($devname) | (Warning) 5 gy
DARFRIRERI R L E Lz, [Serror] : =7 — X »E—,
$error

Web 7OFX 75— F

WOFRIZIZ, 77— FBIOT 77— hOEKE]

IZOWT ORI EETe, AsyncOS THEKR I D
SFEISERWeb 70X T 77— bDY R N ERGERHINTOET,

VATLEERARYDET

"
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B websoxo75—+

RTLEBRIRYOEFT |

AytE— T75—FDE (IS A—4

XE
T A AT G I [EEIAB AN T — D | 1 [$info] : FEEIAENLHA TV =
LE L7, IR, ATV A R
Serror E DBIEH,
Web 7 XTI, ¥y v —F g [EFH [$errorstring] : ¥ v = 2
YONKEPNENTHDHZ a2 LE LT, T BT o T BRI B
XY viak7T7yvaTbHe, RENHRRE SRRV
THEANHY T,
$errorstring
BENRTA—HDLTT—, gk [$errorstring] : /X7 A —X& L%
$errorstring DAED _'W—{i %’é\?ﬁ\ /\c? A—

ZAED T T —DFEMR R,

7 IA4 T MAOREEGED LE VAR |25 [$info] : JBANIEH,
#xE Lo, KRR Ha L — a2
o TWET,
$info
FIE SN T2 WCCPV2 JL— H — NS £ 7 | [$info] : IEINEH,
BEREE T,
$info
BEINTT v 7T AR =LA 7 o p | [$info] : IBAOTE R,
HEINE T ITELEARRE T,
$info
Web 715 7t A\ A Y RE CHIEE) | 245 [$info] : IENEH,
LEL
$info
snmp 7 A 77 VNTZT—NRAELE Lz, |&4 [$info] : 1B snmp V 7 = A
Sinfo k7e EoBNtE R,
FOMDOTT—IZE D, Web 7 U3 f&T | L [$info] : 1EMfEHR GL4T 5%
LELE, ) o
$info
RAAL =L AT 5 (DNS) Tt AR |#id [$info] : 1BMfESR GL4T 54

KTLELE,
$info

/) .
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st h7ru7rs—+ ]

LE L7,
$info

Aytw— To3—hrDE | INTA—4

XE
AET o ARKT LE LT, g®iE [Sinfo] : BANfEH#R GX4T 5%
$info ) o
Web 7 %%, 7ok AoREITICEER |7 VT 4 /L |[$info] : & F X F AR TERNE
NET — 2 HEERIC AT 2 PR TEXEHA T2 EEOY A Xie E DB
Tl I
$info
F A AV RBI [EEABFNC T =03 34E | 7 U F 1 B |[Sinfo] - EXIAENDIAT V=

7 b ATV YA X
& OBEINEH,

AEBURL AT IV T 5—

RORIZIL, 77— FBLOT 77— FOEKEIZOWTOFBMEZET, AsyncOS THEK IS
SEIERNMHBURL 7 IV T T7— DY AR ERGEHINTWET,

Ayt—T TI3—rDE |[INTA—4

XE
$errmsg gk [Serrmsg] : =7 — A vtE—,
$errmsg T [Serrmsg] : =T — A vE—,
$errmsg 7 U7 471 |[$errmsg] 1 =T — A vE—,

BrEST099FZRYDY

WORIZIE, 77— FBLOT 77— FOEKEIZONWTOFBZETe, AsyncOS THEE IS
SESERLL N T 74w 7T T7— ROV RN ERFEH SN TNET,

Ayt—o To7—FDE |[INFTA—4

KE
$errmsg 7 2 [Serrmsg] : =7 — A vE—,
Serrmsg ¥ [Serrmsg] : =T — A vE—,
$errmsg 7T 41V |[Sermmsg] - =T — A vE—,

R —DEIRINT 5— F

WDFIE, AsyncOS THER SN S FIEFRRV >— T F7—FDY A NTT, 77— hDii

HERERENTMSNATNET,
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. FIPS Compliance

Ayt—T To5—rDE [T A=A

XE
'$PolicyType': '$GroupName' |Z, BAZIHAR O |1FH# $PolicyType: 1%, Web 7"V
EDTSD, T 42— MIENTOET, T BA TR T IR

RY o HRY =T,

$GroupName: i, AU — 7
=T DAFTTT,

'$PolicyType' : '$GroupName' |Z, 3 HZLIZHAIR | 1FH $PolicyType: iZ. Web 7~ U
ey £, = A A TIHESL T 'R

Y S —HHY =TT,

$GroupName: (%, AU — 7
N—TDARITT,

FIPS Compliance

Federal Information Processing Standard (FIPS) %, & {f#H CTd 2 DHEER N S TWVZR NG

WMERET D720, TRTOENERETHEN SN DO SLEY 2 — LV OEFZHIE L TV E
¥ FIPS 13, WFHBINOY X2 VT 4 LT =2 T T4 N —BHEOBTE I T D720

TSI B E T, FESARMEBIRAFZEAT (NIST) 12 & > THA%E &7z FIPS 1, 8@ FREUMT 0> B 4 i
T IHER DR R WGBS E T,

Secure Web Applianceld Cisco Common Cryptographic Module (C3M) %M L C FIPS E— R
FIPS 140-2 ¥l 2 B L £ 3, 7 7 4L b T, FIPS £— RiE7 4 E—7 L TT,

BEEIER
« FIPS £— KDORE

FIPS GEEAZE D EH

FIPS &€ — R TClZ. Secure Web Appliance T R — 7 /UIZ/2 > TN BT X TORF B — B XIZ
DUWT FIPS #ELOGEHEEZF AT 2L ERH Y £9, Zud, LLTOR by — e X125 H
SnFET,

« HTTPS 7' =& % &

o
*SaaS DT AT T AT 4 T A H—
« TS TAT v AEE HTTPS h—E A
s &% =27 ICAP #1568 DLP 3% &

* Identity Services Engine

B O ATLEEERIOET
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rps simzEomE

« SSL O IE

1|

* SSH O E

\)

G¥)  FIPS T— K& A X —7VIZT DRNT, FIPS EHGEHAEEZHEH L CT7 77 A 7 o A& HTTPS
P—EAERETDHILENDHY £9, MO B — BRI X —TNICTHXLETIH D 8
/\/0

FIPS YELOREAFII LT OB 2w 7o T ERH Y £

iEAE | 7T |BRETLTYRLA FRC
Y UN
X509 RSA shalWithRSAEncryption | @728 Bk X7 +—~< 2 R &+ x =

sha256WithRSAEncryption | Y 7 ZFEBLT D720, 1024 By FOF—
A RXEHRELES, By P A XL EHI
RELTDHE, EX2 VT 13M ELETH,
BEAALDNT =< P AT LET,

FIPS SEBAE D H&ELE
FIPS E— KN A R—TNVDBPE, T T I7A4 T AFROEREF = v 7 ZEITLET,

« Secure Web AppliancelZ7 v 7’0 — R EN7TXTOFEAEIL, UlIZk>T7 v 7 r—FR
ENT=DON, Fhk certconfigCLI &+ RiZE»TT7 v 7 a— FENT=ONTE%RZ
<. CCHEMEIZRASITHE D K O ITHAEESLE T, Secure Web Appliance DIEHHA k77 N D
BB S ARRE SN TWARWVIEAEIL, 7y 7 r— RTEEHA,

BT D/ ARGEC L - GEHEZEOBAPRIES I, T X TOBELEIEIEICR L TH
%E{ﬁ%‘@ basicConstrains BJ:U\ CAFlag D& > ]\ W_J: oTuEHﬂ%//\E‘ﬁﬂF @Eﬁé /\/75 *ﬁ
RESALET,

« ) A MK U CREB A MRGET 5 7212 OCSP Mk & il T & £, ik
certconfig CLI ==+ KNEMFEHLCE ﬁf%i?

)

GE)  #HLWH 7 2~ K 0CcSPVALIDATION FOR_SERVER CERT 73 A A /(D
CLI =z~ K certconfig DO FIEBEMENE L7z, %ﬁ LW 7 a<
¥ R % & LDAP — iEERL L OT v 77— 23—
/NREBAE O OCSP WGEZ AN TE £9, FEHEORRENAZNIC
2o TWDYE, BEICERT DFEAFENRT 2T T — MR
FREINET,

R R FEBHERRGEIC OV T (74 X—2) LB LT IEE,
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B res = roamitEEnE

FIPS E— FOAEMEF =T ERE

1R BRI

T T IAT VARED NN 7T w7 abt—2ERLET LITE2ER) . 77947
ARET 7 A NDEAE (3 2—)

e FIPS B — R CE SN DEFHE T, FIPS 1402 SREDOANHFT— 713U XANEH S
TWLZ e aMERLET (FIPS iEHEOEM (68 X—) &) |

\}

GE) *FIPS E— REZEFTBHEL, TT7I7A TV ANHESENET,

« FIPS &— R&Z N L7=H4A. SSLEBLUSSH #% & (FIPS T— RBARNC SN TW5H
AL, BEIIZFIPS XHGIC2 D K 5 ICT H5%0E) L7 74V MEICY By S ER A,
Bt DS, B TR SSH/SSL REEMH LT ZA4 7 "R TEH L HI2T D
VERS H561E, RO OREEZELTHLERSH Y 7, FEMICOVTIL,
SSL DF%E (71 =) B L T Z &,

ATY T [V AT LEH (System Administration) ]>[FIPS ®€— K (FIPS Mode) ] Z#R L £,

ATy T2 [REOHE (Edit Settings) 1227V v 7 LET,

ATY T3 [FIPSa2 7747 ADH%NE (Enable FIPS Compliance) ]2 4 2 LT, FIPS 27 T4 T 2 A& HE)
W LET,

[FIPS 22> 77 A 7 > ADA %t (Enable FIPS Compliance) | 24 1245 &, [EKALHEENE T A —X
(CSP) DK 5k & HZhZT 5 (Enable encryption of Critical Sensitive Parameters (CSP)) ] F = v 7R v 7 &
DAY £,

ATY T4 R"AU—F FWEEEH, GEAE, X2 EORET — X O AL 2 AT 2 5A 1%, [ERHEE M
INT A —4 (CSP) DEFEALZHZNZT 5 (Enable encryption of Critical Sensitive Parameters (CSP)) | & 4>
, Lij‘o

ATw 75 [%E (Submit) 1227V v LET,
ATvT6 [#iT (Continue) 1% 27V v 7 LT, T7I7AT  AOHEEZTFTLET,

VATLOBRFOEHE

e A AL —DERE (71 =)
eNTP V—N—|Z LBV AT A 7y 7 OREY (71 =2—)

B O ATLEEERIOET
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BALYJ—2VDERTE

ATY T [VAT LEH (System Administration) ]>[# A & ' — > (Time Zone) | Zi&R L £,
ATy T2 [REOHE (EditSettings) 1227 U v 27 LET,

ATv T3 Hugk, EH, BLXOFAL Y=V ERERT LN, GMT A7y FEERLET,

ATy T4 BEREREEEL, RIFELET,

NTP H—/N\—IZ KDL AT L Ay Y DREEH

TTI7AT ACTTECRRMZRET DD TIERL, Fv NU—2 XA L7 haji (NTP)
PR ZHES U CBIfED HIRF 2B C& % X 912 Secure Web Appliance % 5 ET 5 Z & 25
BoLET, UL, BIZT 774 T U APMOT AL A LFEE SN T DHHEEICHY L E
T, MESINTZTXTOT A ANRE L NTP == EHT 20BN’ H Y 7,

ATy T [VAT LEH (System Administration) ]> [FFRE] D% E (Time Settings) ] Z 3R L £ 97,

ATy T2 [REOHE (EditSettings) 1227 U v 27 LET,

ATv T3 [RZI O E S (Time Keeping Method) ] & L C[NTP (Network Time Protocol) % {# ] (Use Network Time
Protocol) ] Zi®R L £ 7,

ATy T4 b= R_—OBMBPLERGAE. fTOBEM (AddRow) %727 U 27 LT, NTP % — —0D 52 EAfik A
NG ETZIXIP T RLAZASLET,

AFvTE5 (FE) NTP 72V =TT 7 IA TV ADE Yy NI —7 A B —T x4 A XA (BRI
T=Z2OWTNN) ICHEM TR TWD, V=T 4 7 T =T e BRLEd, Zad, NTPZ =) —
MEESNDIPT FLAIZRY 7,

GH) ZOFTaNE TTIFGATART =2 8774w V7 HEEIR T 7 4 v 7 &I —
T4 T EEHL TV DG RICDARELTTEET,

ATvT6 EREzEEL, RFLET,

SSL DEXTE

TR VT4 2A EIEEEOHIT, W ONDY—ERATSSLV3 EXFIERR—Tg3 000
TLS %A X —TNEIEZT A =TI TEET, HZEOLYX 2V T 4 2FBTH=0I, T
RCOV—ERATSSLV3I&T 4 B—TNMZTHZE2BEOLET, T 740 FTIE, T
TONR—=Y 3 D TLS BA F—TIVIERE S, SSLABT 4 =T VR ESNET,

2785852907 |]



RTLEBRIRYOEFT |

B ssio

ks
filt

\)

GE) IO OBREIE, sslconfigCLI A~y FEMEA L TA X =TV ERLETT 1 E—7/MZT 52
& HT&EEJ, Secure Web Appliance CLI 2~ > RZEZM L T 72X,

\)

GE)  TLSH; BN/ 5 SSLE A EES/IILEE LA, 77V r—va v #HEsLF
7,

ATy 1 [VAT LEEL (System Administration) ]>[SSL #%7E (SSL Configuration) | Z &R L 7,
ATv T2 [REOHE (EditSettings) 127 U v 7 LET,
ATYT3 ZNHDOH—EATSSLV3 & TLSvlx A X —7 /I 2T, MIET2F =y 7Ry 7 ZaA 2L
£
(TTTAT v AEE Web 22— — A X —7 =14 X (Appliance Management Web User Interface) ] :
COREEERTDHE, TXTOT 7T 47 22— —OEwLtir S E 7,
s [FEF T P —ERX (ProxyServices) |: E¥a7 7747 NHOHTTPS V’rX v &/ LTy
ESENEENET, 20k va VITFU T L EERTOET,
s [ HHEE (Cipher(s)toUse) |: 7 a3 +—E R LDOBEIZHEHAT2BMOBEEAAL — K&
ANTEET, A= ORIV IZiZarvy () Z2EHLET, FEOK ZOEH L IET 51T
I, ZFOLFHNOSFICEEEELF (1) ZEMLUET, 72 & 21T 1Exp-pHE-RSA-DES-CBC-sHA & AJJ L
£
B 7~ TLS/SSL /N—2 a NG A A — FDHE AT H LI LTI EI W, FEffld &
W5 U A MZDOW T, https://www.openssl.org/docs/manmaster/man1/ciphers.htmlZ 2 L T< 72
éb\o
TFTAT AL TLSVI3 N— 3 &SR — N L TWET, K TLs AES 256 GoM SHA384 3T
T b OB Y A MBS E LT, 774/ M T TLSVI3 E7 7747 2 ETHA)
(2720 £,

AsyncOS /X —7 5 > 14.0 TiX, Kf5 70s aBS 128 GoM sHA256 33 L UNTLS CHACHA20 POLY1305 SHA256
T 7V FOKEE Y A MIBMShET,

AsyncOS 73— 3 > 9.0 LLREITDT 7 /L b OKFB1E, pEFAULT:+kEDHE T,

AsyncOS X— 2 9.1 ~ 11.8 DT 7 4/ b O FIX, RO LBV TT,

EECDH:DSS:RSA: !NULL: !eNULL: !EXPORT: ! 3DES: !RC4: !RC2: !DES: ! SEED: ! CAMELLIA
:!SRP: ! IDEA: |ECDHE-ECDSA-AES256-SHA: | ECDHE-RSA-AES256-SHA: ! DHE-DSS-AES256-SHA:
!AES256-SHA:DHE-RSA-AES128-SHA

ZO%AE,. T 74/ h O EIX ECDHE 5 ORI L > TEDLLILERH D £,
AsyncOS /X— 3 > 12,0 IEDT 7 )V OB EIX, RO EBY TY,

EECDH:DSS:RSA: INULL: ! eNULL: ! aNULL: | EXPORT: | 3DES: | SEED: | CAMELLIA
: ISRP: | IDEA: ! DHE-DSS-AES256-SHA: | AES256-SHA : DHE-RSA-AES128-SHA:
TLS_AES 256 GCM_SHA384

B O ATLEEERIOET
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| v2x7L8BE22H0ET

SIBAEZENEHE (Certificate Management) .

EECDH:DSS:RSA: !NULL: !eNULL: !aNULL: !EXPORT: ! 3DES: ! SEED: ! CAMELLIA

:!SRP:!IDEA: ! DHE-DSS-AES256-SHA: ! AES256-SHA: DHE-RSA-AES128-SHA:

TLS_AES_256_GCM_SHA384:TLS_AES_128 GCM_SHA256: TLS_CHACHA20_POLY1305_ SHA256

G¥) H LW AsyncOS N—2 a N7 v 77 L— RT3 58I, T 74/ bOREEAAL — h &

HFHLET, B5AA— MIBBMWICEHT SNEE A, LETDO/N—2 3 2025 AsyncOS
ROLINRIZT v 77 b — R 55813, WAL — 2RO X DICHEHTLHZ Lo
["LET,

EECDH:DSS:RSA: !NULL: !eNULL: !'aNULL: 'EXPORT: ! 3DES: ! SEED: ! CAMELLIA

: ISRP: | IDEA: ! DHE-DSS-AES256-SHA: | AES256-SHA : DHE-RSA-AES128-SHA:
TLS_AES 256 GCM_SHA384

EECDH:DSS:RSA: !INULL: !eNULL: ! aNULL: ! EXPORT: ! 3DES: ! SEED: | CAMELLIA
:!SRP: ! IDEA: | DHE-DSS-AES256-SHA: | AES256-SHA: DHE-RSA-AES128-SHA:
TLS AES 256 GCM SHA384:TLS AES 128 GCM SHA256: TLS CHACHA20 POLY1305 SHA256

o [TLS JEME O Mh{. (H2E)  (Disable TLS Compression (Recommended)) ] : TLS [ & Hhi2 9%
ZiE, ZOF =27 Ry 7 AA I LET, REOEX 2V T 4 2RI DIF. ZOREN
LRSI FET,

« [ =27 LDAP % —E X (Secure LDAP Services) ] : ibalk, FMBRGE, B LN EF =27 LY T 40
HENET,
s [EX 2 TICAPY—E A2 (SMEDLP)  (Secure ICAP Services (External DLP)) |: 777 A 7 2 A & 458

DLP (F—#iwHh1E) Y— R—RD ICAP /5 DB AT 5 7 e bV &2RIR L E9, R
DNTIL, AEEDLP — R — DR TEEZER L T EE W,

s [—ERDOHEH (Update Service) ]: 7774 7 ALFIMARRRT v 77—~ —"—HO@EIC
T 278 hara@RLET, —EROEFHOFEMIZ OV TIX, AsyncOS for Web D7 7

GE)

ATy 74 [#EE

L—h&T v 77T —hF (19 3—=2) 2ZRL TSN,

VAADT v T — K P —=N"—FSSLv3 ZY R —F L TWEHA, L7 ->T, TLS1.0 L E
% Cisco 7 v 7T — K P —ERATA X—T NI LTREIMERHYET, 7272L, a—h
Ty 7T —F Y= _"—TIEBED SSLVIZEHT 22N TEET (FOXHITHRESNT
WHEE) . ENHOH— N—=THR—FZIN TS SSL/TLS DX—V 3 U AR L TL 12 &
U,

(Submit) 127V v 7 LET,

REBAZE D EE (Certificate Management)

TTIAT AT, TUXNGERELHEN L TS LIRS a L. md. REL X7,
[FEAEDOE B (Certificate Management) ] ~— Tl BIfEOFEAED 2 NORRLEH, 5
T — FEAEOER, 5Ly 7 SNGEREORREIT) ZENTEET,
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VRTLEBERIORT |
B ssnasmesmoonc

\)

GE)  TITIATUARA U Z =2y MBS TWRWES, [REFIHFER (Certificate
Management) | ~X— D1 — RIZKERIRDN0 | ZA LT U RT3 =03 ELET, I HIT,
FEEZ B — R L7k, [v=7 = A FZ2EUGTEEHATL (Failedto fetch manifest) | >
T —27 =5 — [REFAEDOEH (Certificate Updates) | U A MIFRREINFET,

BEEIER

SEHERL L OF—2onT (75 2—)
REAEOREH (76 X—)

cfEHTE A N— NEHEOER (75 X—)
e 70y 7 SNAEHEOER R (76 X—)

ST REBAZREEIC DLV T
AsyncOS 10.5 TOFIPSE— REHD Y UV — ATV, R SNHFEAEITT T, 7y Fr—
RANZZEY 7747 U7 (CC) FEMEIZHEILL T\ D 2 & Z R T 5 72 D& I HRGE S U E
T, REAEZREAELRDY A b ERE L THREEYT 51213, OCSP MGEz il T& £7,
WY AR AE A Secure Web Appliancell 7 v 70— RENTWAHZ & & T _RTOMHE
Y= N—=THIERSSLNY Ry = 7 2 FTTEL LI, ARTER 2 7 RAERFENT T
DOBHEY— R —THEEINTND I L ZERTHLERNH Y £,
JERS TR REERGEIL, ROFENFEOT v 7o — RICEH S E T,
sHTTPS 7u X ([E¥ = U7 4% —¥E A (Security Services) ]>[HTTPSZ' =% (HTTPS
Proxy) ])

s 77 AN — = (X =V T 4P —E R (Security Services) |>[~/L 7 = 7 %K &
L E=7—3 3 (Anti-Malware and Reputation) |>[7 7 A VAT DFEMMELE (Advanced
Settings for File Analysis) ]>[7 7 A /L4341 —/3— (File Analysis Server) ]: [T A ~X—
N7 27 RE X OFGER  (Private Cloud & Certificate Authority) |: [7 v 7' v — K&z
AEJR DM (Use Uploaded Certificate Authority) 1)

fEEHTX H— hEHE ([(*>y U —27 (Network) ]>[FEAEDEH (Certificate
Management) ])

« I — NVRREDORE (v T —7 (Network) |>[#%iE (Authentication) ]>[Z7 7 —/3
JVERREDE E  (Global Authentication Settings) ])

*SaaSDID 7' A X ([Fv hU—2 (Network) ]>[SaaS DID 7,34 4 (Identity Provider
for SaaS) 1)

» Identity Services Engine ([% >~ bV —2 (Network) ]> [Identity Services Engine])

« 83 DLP ¥—/3— ([*r >~ U —7% (Network) ]>[#Mi{DLPH—/3— (External DLP
Servers) ])
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ingssvE—onT [

*LDAP B XU ¥ =7 LDAP ([ b7 —72 (Network) ]>[3%iE (Authentication) ]>[l
/b2 (Realm) ])

FIPS Compliance (68 ~*—) HZH LT &N,

SIBAERS L UF—IZDUVT

2P CRRRE A BRI D L X, T T UYITEX 2T HTTPS #5524 H L C Web 7' %
WCRBREZ LT v v v aEIR(E L ET, Secure Web AppliancelX. T 7 # /v ~ THfJE® [Cisco

WebtX= T 4 77 T7A4T AT EFEHE (Cisco Web Security Appliance Demo Certificate) |
EERLT, 7747 & DO HTTPS #fii 2L LET, £< D7 7 UY TiE, GEFHEE
HTHDHEVINEDEENRRENET, BORIHFICHTLIA v E—VE2a—W— &
ALRNESICT DL, 77V r—va U CHBMICRB SN IFEAE L X —DXT 27 v
Frm—RLET,

EEIRE

EAE L X —0T7 v T a— REIFAER (76 X—2)
AEEEAL LR (78 X—2)

« PREEHZE (78 ~—2)

EFETEHI— FEAZEDEHE

&
ATy T2

ATvT3

ATv74

Secure Web AppliancelZ1E, [ TE 50— FMEAEDO U X MMFE L, DM SV E T,
ETE DFEAFEL RO Web 1 M Tld, HALIIHNEH Y £ A,

FHETZ 2FEHFEDO Y X MIGEHELZBIL, HEErIREELZHIRT 5 &, (B TE 55N
EDOU R NEEFHETEET, Secure Web Appliance Ti&, 77 A~ U U A hH 5 aERIEXHIFR
SNEHEAN, 2=V —ERHFEOEHZENTEET, ZNT, BETEL Y A M LFE
BHESHEEERICHIBR S U E T,

[FICE B — MMM, LBE . Fvra—RT3i0E, UTFOFREETLET,

[r> FTU—2 (Network) ]>[REBAZDOEEL (Certificate Management) ] DNEIZEN L 97,

[REFAEDE L (Certificate Management) |-X— D [{FHTZ 5/b— FEHAEDOEH (Manage Trusted Root
Certificates) | %7 V v 7 L7,

VA AREFE Y A MRS N TORWGERER OZLA MW A X LOFETE 20— MEAELZIB
42120, WFOFIHRZETLET,

[f >»A—b (mport) 127 Y v 27 L, GEAET 7 A V2SR L TGERL, X5 (Submit) | LET,

1 DU ED VR af@iBiE A HEOEEY LEXT 52, UTFOFEEZFEITLET,
a) FEXITAHEZEPMNIOUEHEEZ EEZ (Override Trust) | F =y 7Ry 7 R&F I LET,
b) [#E (Submit) 1 %227 U2 LET,
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B aszo=s

RATY TS FFEOGEAEOa—%2 4 7 u— K752, LFOFIEEZFEITLET,
a) VAADFEEHTE 50— MEHAED R FTREAFEOARTZ 2 U vy 7 L, = M ZRALET,
b) [EFIEZZ 71— K (Download Certificate) 1 %7 U > 7 L&,

AEBAE D EFR

[F# (Updates) |BZ > aidid, 77 I9A T VA LDV AaDEfTE H0— FEHEL T
2y 27 URRDONRY RUZONT, N—=T 3 UNEFREEEERERD —BEERRINET, Zh
HONY RIVITESRICEFT I E T,

[FEREDOEH (Certificate Management) |X— T[4 T <HEH (UpdateNow) 1227 Vw7 L, T v /T —
RATREAR T _TONY FAZFEH LET,

70y ENt-AZEDRTR

VARV EHTHD LHESNTT By 7 SNIREAED Y X P 2RRT52iE, LFO
FIEZFTL £

[7va vy 7 EHIEHEEFR (View Blocked Certificates) | %27V v 7 LE9,

RS X —D7 v T O— FERFIEER

—HBD AsyncOSHERE Tl HEMEDMENL, TERE. FIIREDTOITFEF & F— 0B TT,
72 & Z1X. Identity Services Engine (ISE) 72 & DRERENS ZAUZHZYS LE T, BEAFOGEHE L F—
7 v 7a—RL7ED, HWIEEZHRETHEZITH LWGEAELE X —2 4K LY TEE7,

SIREFLUVF—DT7TyJTO—F
T ITAT VAT v a— FT5EAEIL, UTOBEFEZEZLTWOINERH D £,
e X509 EHEAFEHL TWDH I &,

« T AWMEXF—NPEMHEXTEEN TS L, DERERIFHR—FENTWHER
Moo

ATV T [Ty 7 r— RENERELE F—% ] (Use Uploaded Certificate and Key) ] Z#IR L E 7,

AT w72 [[EAZE (Certificate] 7 4 —/L R T[ZM Browse) 1227V v/ L, Ty 7u—KT57 7 AV ERKELE
7
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ATvT3

RATvT4
ATvy7T5

anzssvr—osn [

GE) Web 7' 1 203, 77 A VADRMOEREELITF—2MEA L3, EAET 7 1 VIZPEM
R TDUENRH Y £, DER BRI AR —FSnTHEEA,

[¥F— (Key) ] 74—V RT[ZM Browse) |27V v27 L, 7y7u—F 577 A VEFEELET,

GE) F—DF XE512, 1024, F72132048 8y FTHHAMENH Y £3, MEX— 7 74 LIIPEM
TRt IEe 0w £¥ A, DER BRI A — FENTWER A,

F =D FL I TWAGAIEL, [F—IFZ b TWET (Keyis Encrypted) ] Z i8R L £,
[Z77ANDT v 7Fra—1F (UploadFile) 1227 U v 27 L%,

AAES L UF—DAERK

&
ATy T2

ATvT3

ATy T4

[k S IV 7-FEAE & X — % il (Use Generated Certificate and Key) ] Z3&IR L £,
[ LWGEBE & S —% 4% (Generate New Certificate and Key) | %27 U v 27 LET,

a) [REMFE L X —% Rk (Generate Certificateand Key) |4 A 7 2 7R v 7 AT, LERAEREHRE AT L
ij‘o

GE) [H@4 (CommonName) |17 4 —/V RiZid, AT v =2 (/) ZHR<AEE D ASCIL XXF% A
JTEET,

b) [FEHAE & ¥ —% &K (Generate Certificate and Key) | ¥ A 7 2 7R v 7 AT, [4 (Generate) ] %7
Vw27 LET,

ERRINSE T T 5 &L [FEE (Certificate) |22 v a 10, iEAEDIERE 250 ) v 7 (FEAELZ
7 > v — RDownload Certificate] & [FERIEFZE A ERD X 7 m— | (Download Certificate Signing
Request) ) DFERINET, F7z, #ikR (CA) NOBAMEIMNHELZEFE LI, ThEeT v
Ta— RTL7OIMEHT 2 B4 EFEIE (Signed Certificate) | 47> a Vb RRSNET,

[FEREA 4 v v — RDownload Certificate] & 7 U w7 LC, 7774 T L AILT v a— KT 58 LWL

HELF T o—RFLET,

[REBEZE 4 ERDO X 7 m— K (Download Certificate Signing Request) |27 U v 27 LT, B4 DT-DIZFR

FEfE (CA) ICEET O LWGEAEZ v A V2 XU ra— RLET, ZOMEOFEMIZOWTI, FEE

BATR (18 X—V) 2ZRLTIEEN,

a) CAMOEAMZFEMENEINT O, [REWFE (Certificate) |7 1 —/V RO [F4 4T ZFEHE (Signed
Certificate) ] T[S (Browse) %7 U v 7 LT, BAMNEIHNAFET 7 A NVEREL, [T 7ANVDT v
7m— K (UploadFile) |27 Vw7 LTCTFIAT AT v 7 u—RLET,

b) CADNL— bEAERT 774 TV ADEETE 50— MEHE) 2 MCEENTWD Z L &R L E
Fo VA RMIRWHAITEMLET, FMICOWTIE, FETEX 50— MEFEOEH (754—)
EZRLTLLIEEN,
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RTLEBRIRYOEFT |
B avzzs=x

AEBAEE L EK

Secure Web AppliancelX, 777 A4 7 L AILT v 7 r— FINICREFEOEHFEA ERK (CSR)
EERTHILIETEEHA, TOD, 77747 ARICERESNIZEAEEZFEHT 51
X, BTV AT AN ELEREFITTOMERHYVET, BTT T IAT VAL VA F—
NTBUBERH LD, 2O AT L0 PEM IBEROXF—%2{#1FE L 7,

FH/N—2 a2 @D 0penSSLA U A h—/L3fLic, fEEOUNIX v U2 TE £, CSR
T T ITAT VADKRA NGRS D Z L Zffgid L T IZE VY, OpenSSL Z i L 7= CSR O/
FROFERICDOWTIL, BLTFOBATCH LT A RIA4 2SR LT IZ30,
http://www.modssl.org/docs/2.8/ssl fag.html#ToC28

CSR a6, it/ (CA) IZHELEJ, CAIL, iEFHELZ PEMEXTK L £7,

WO CREAFEZRET 25613, A1 2 —xy ]\ T [certificate authority services SSL server
certificates (SSL #—/3— ftﬁﬂi%ﬁf LTWHREGEER) | ZHR LT, BEO=—XIZKb
WL —EAZER LT, V—E 2ADOFIMEIHES T, SSLAFHEZ RS LT,

)

GE) MEOFEAFELER L TELTLHZ L TEET, %@fC@@y_/Vﬁihttp://www.openssl.org
DOHEEELD Y 7 v =7 OpenSSL (2 £ TWET,

PRREBRE

Jo— FEERERI(CA)DFEERRFEICN Z T, AsyncOS Tix, "G EDOKAEDMEH & 4R — k
SNET, PHFEAZFE L ITEHTE 20— FRRERIC L > TRITSNZGEAETH Y . BIIO
FEAEZAERR T D7D SN ET, Zhid, BEOEEEZER L ET, 72L& 2F, BT
& Db — FRRERIC K o TREFEZFAT T D HERI DS 5- 2 54172 example.com (T K > TREHFED
FATSNIZE LET, example.com (2 X > TRIT S NFEHFIL, example.com DFLEE F—3F5 K
WMEEHTE DL — FRGEROME X — A L TRIET 2L ERH Y £7,

P—=—iF, SSLNY Ry =A 27T GEREF=— ) ZXMEL. 77470 (T U%R

Y, ZOHEITZHTTPS 7% ThD Secure Web Appliance) N — N—%FWFETE 5 L 9D

IZLE9, W, P N—FEAEIPRGERAEIC L D B4 S, PREGREIAEIIEETE L —

FEAFIZ LV EBAL S, N Ry A 7Y — =3 E L 2RO ETF =— R 7

ATy MIRRSNET, BE, /L— MEFZEX Secure Web Appliance D{EHH T & 5 FiEIE A
TIAHAET 27280, FEAET = — ORGEIR L E T,

7eiZL, =" —=TxZ UV RSV b= T 4 T A iEHENEREINTSGE, LT =—IZ
WEIR TN FEITSNER by TORER, F—X—ISSL/N Y Y=o 7 T — " —FEE
DI % F< L, Secure Web Appliance 7' 2 % U X IFEIENFE L e W OREET = —
ERGECE £ A,

PIRTOD YV 2 —3 3 > ClE,  Secure Web Appliance EELE N FE) T AL, G T HarHE
A MTICE R REREAEEL T » 7 e — RLTWE L7z, BlfEIX, CLIa2<w» K
advancedproxyconfig > HTTPS > Do you want to enable automatic discovery and download of

missing Intermediate Certificates? gi"fﬁﬁﬁ [/T\ fEPF’Eﬁ%EEﬁ%@*ﬁHjJ %ﬁégj”:f% 357;*0
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Async0S forWeb D7 v 75 L— k&7 v TF—+ ]

Z AL, Secure Web Appliances L H ORI CFENFIRZ PR L L 5 LT 5 7-DICEHT 5
7av A TY,

PREGEAFEORIE TIX, TAIABBN WO HEZEALET, ZOHETIE, BETE2N
REFAENTFET 5354, Secure Web Applianceld % OFEFEIZ [ Authority Information Access
EVOIERIFHRD H D GEE L £, ZOIRIFRICIL, A7 a YO CARITEDURIY  —
VRMEENTWES, 207 40—V FiZiZ, MBEOY — —GEHEOEL I S D HAT
FREEFEZRE T2 2T Ed, TN AREICZZ22 % &, Secure Web Appliance(d/b—
O CAGEAENRG SN D £ TRITHE OIEAF L BIRNICEG L, F=—r 2 HFEREEL X
2ELET,

AsyncOSforWeb D7 v 745 L— k&7 TT—k

AT, AsyncOS for Web & EDaR—3y MupiFlc, 7y 727 L—F Ly 7 b
VT N—=Var) ET v 7T —F BUEOY T Ny =T N—=Ta VOEE) ZEHRICY
JU—ALTWET,

AsyncOS forWeb =7 v 75 L— R 51=0DRRX N TS5 T74R

e T w7 L— RERMGTHEIC, [ AT AEH (System Administration) > [RE Y 7 A
)V (Configuration File) ]-X—3 % 7z (L saveconfig =~ > RZ&{#HH LT, Secure Web Appliance
MHXML 27 4 Xalb—vary 77 ANVEREFELET,

*PACT7 7 ANRH AL VA X LToTy Ra—H—0MX—T R, T T4 7T 2 AN
INTWDIMD 7 7 A NVERIFLET,

T T L — IR, SE8ERT T N TREWVEMEEAZTB LARNWTL &N,
TCP vy Y g nNF Ty a— KRR HZA LT ML T LESREAE, Ty 77 L— Rk
2 A[REMERH D £,

T T L—RNET LIS, XML 7 7 A WICREEREZREL £,
BEEIE H
T TITAT UV AREDRT, v— K, BXOUE>Y F 23—)
Async0SHE L UVEF 1) T4 H—ERaAVER—RU DTy THL—
KTy TT—F
TyvIT9L—KODEAHY A—KESA VR )L
1R BHEIIC

T TIAT LV ADAL T 4 FXal—ay J7ANVNBIRELET (T 7747 2V ARTEDOE
. Be—FK, BLOUEy b Q=) 22H) ,
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B 777 —rogvon—reqozt—n

\)

() AsyncOS % Cisco 4— =05 TldZe g — /b == 0 | BO#ETH v or— R
T T L= RTHEEE. Ty 77— RaE&Fvrmn— RPCAEBICETENET, 7Ty
7 L— R 7at AORRIC, NT—N 10 BRIERSNET, 2O —BRRINTND
MiE, Ctrl i L72REETC AT L, o n— ROBRENCT v 77 L— K 7 ut A%
TTEET,

\}

GE) 7oy 7 7L —FROETH, X2 T ERIEOGEHAEDN FIPS ML TR WERIL. 7774 T A
MNT v T T — RENBEFNADT 75/ SOFFAECTEES B ONET, Zhid. BEEE
NT T L— ROBNCT 7 4V FOFEAEZEH L2 SA IO Z D 77,

IEOBETCHE Y —REAL VA N—EITIN, $BFAAv I TT T RTH 7 a—F
L%BETA A R—LTEET,

varstore 7 7 A MIRE SN TV AR EMEIZASCH U DO XFEREGENTWEE, Ty 7L —
RN L FET,

ATy T [V AT LEH (System Administration) ]>[3 AT A 7 v 77 L— K (System Upgrade) ] Z IR L 7,
AT T2 [Ty 77 VL— K47 a (Upgrade Options) ] %7 VU v 7 LET,
TTTV—=RATar T v T 7= R A A=—VEBIRLET,

RIE Bl

Ty ST — R AT g s [#Uru—RK&A A=/ (Downloadandinstall) ]: 1 [EIDEETT v
> DIER T V—REX = RNLTA A=V LET,

FTTIA LA I=THF T u— L TWL5E, BMFO¥ v — K%
EEETLLORDOENET,

o [# 7 v— KD (Downloadonly) |1: 7 v 77 L—RA VA N—T%H
voa—RLETH, 4 A M= UITWER A,

TTIA VA =T EF 70— RLTWAHA, BFOoX 7 rn— K%
FEXTLEIROONET, A VA =TT —E REFlT 5L
A, NI 7o RTeHdyra—RLET,
Aooa—RKP5ETT5E, [ A= (Install) ] RZ U REREH
£, ZOREEI )y LT, Fyre—RLET v 77 b—FR&A
VAR LET,

[Ty 77— K= N—THHARERT v T T L —R A A= T 741DV
Ak (List of available upgrade images files at upgrade server) | 6, X7 02—
RT2L7 v 7T L—RAA=VEERT L0, ¥Uov—RRLTA A =L
LT v 7T — R AA—VERIRLET,
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Ryh T390 F 9o 0—Roxr oL Et-aEgzr—220%% [

RIE B

Ty T L— RO cBUEDRRED NNy 7T v 7 abt—%7T 77 A7 A 0 configuration
TA L7 NVISREFTDITE, [Ty 77— R 5HIC, BUEDREE
configuration 7 4 L7 K UIZLRAF (Save the current configuration to the
configuration directory before upgrading) ] &4 12 LE T,

o« [BRAEDRRE Z 147 (Save current configuration) ] 47> a3 VA 1/ -
TWbAEHE, [RET 7 A NVNO/RAT — R&[E3 (Mask passwords in the
configuration file) | Z# A4 I LT ANy 77 v 7 a B —HNOHEAEDTTD
W/ N7 U — R~ A7 $TH5ZENTEET, L, NATU— A< A
7 SNTHERRT 7 A WL, [E% 2 — K (Load Configuration) ] 2~
T%, CLIloadconfig 2~ RTHua—RTHZ LM TEEHA,

FIPS E— RREDNC SN TWDLEGE, [RET 7 A VD /XA T — R A&
51679 % (Encryptpassphrases in the Configuration Files) ] %4 1295 Z &
MTEET, ZhbDT77AME, Ve—FRF52EnTEET,

o [BAEDOFE & %17 (Save current configuration) | 47" v a V34 T -
TWBEE, [77 A% A—)LTiE(F (Emailfileto) 17 4 —/L KiZ 1D
DEDOEFA—NVT RLAZANTEEST, ANILEET FLARIZ, Ny
IT O TRET7ANDAE—NETA—LVTEFINET, V>~ TH
BT RV AZXEY 97,

ATv T3 [ffT (Proceed) %7V v LET,
A A= HOSE RICHENET,
a) 7aEAFOTr T MISETELLIICLTIEE,
b) ETZKRDLTur 7T [4T <HEH (RebootNow) %27 Vv 7 LET,
) K10k, 7T I7AT VAT 7ALTCRI A LET,

Ty 7T L— ROMBEBEETLHTOILT 74T ADEREBFBRATLLENHH L Bbhd s
Bl FEEE 20 2L ESFE L THOHHRALTIEIN,

NS0 R Eo0—KFOFXy oeILERITEIBRAT—2 RORTF

RT9T1 [VAT LEE (System Administration) ]> [ A7 A 7 v 727 L — K (System Upgrade) | Z IR L £,
AT T2 [Ty 77— K47 3 (Upgrade Options) ] %7 VU w7 LET,
ATYT3 ROAT v a v EBRLET,
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B cossvsncss7yI7— Ty I L— KDY TY—

S BEFIR

Fyra—RKAT—=HA|RX=VDOHFREMRL T IEIN,

e HATEDF 7 me R E L OF D o a— FSZT LCA v 2 b LS D D%
FoTWVDBLDONRWEARIE, ¥Ure— ROAT—X AFRITFRINER
/L/o

Foyra—RKOFxFx ot [ R=VoFRIZHD, [FUre— R&EX+y /L (Cancel Download) 784 >
L Vw7 LET,

IDFTaE, Furn— REfTRICORFRENET,

Fyru— REReAy |[RX=YOHFRIZHSL, [7 7 A VEHIFR (DeleteFile) | A% %27 U v 27 LE

A~ =7 OHIER D
ZOFFaiF A VAN —TINE T a— RENTWAESICOLFTRS
nEJ,

ATvT4 (EE) Ty 77 L—FK %R LET,

RDBERY
EPEREYS
e —INABIRVE—F T v 7 T—k =X (83 X—)

BASIUVFEHI&BIT7YITIT—MNT7YTIL—FDH T —

AsyncOS 1Z, #HT LW AsyncOS 7 v 77 L — R&E[RLS, 7 XTOEF2V T 4 —ERX 2

=R F~DOF LT v 77— b3 anin, EFCT v 77— F F—IZflnabiE

T AsyncOS %7 v 77 L— RF 5I21%, AsyncOS BMER AIRER T v 77 L— REfWH bt
HEH. FEICTERTHLENRH Y £9, AsyncOS BWEHAFEEREX =2V T 4 h—ERX T v
TT—bhEMWEDED XS, FEITERTSZZELTEET, FFMIZOVTIE, LRiD/N—
¥ 3 O AsyncOS for Web ~D1Ec (88 X—) ZZMRL T3V,

AsyncOS N7 v 7T — FNEET v 77 L—RKDT v 75—k h—_ERETHEE1L. L
TOFEZFETLET,

1. 7y77— k=G EE T,
VAATE, Ty I T—=bF P—=NIUTOY =2 & TEET,

cCisco 7Y TTF— bk H—s\, FEMIZOWTIL, Cisco 7 v T — K =507 v
FF—hET YT TR (84°—Y) EBRLTIEZEW,

« O—AIL H—/\, FEMIZONWTIE, v—H L b —NEDT v 7 7L — K (85 2—
V) BEHZBLTLLEE N,
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w2y F 1 4—EROavR—%> rOEBL5ES [

2. AFAHRERT v 7T — FEIEAsyncOS DT v 77 L— K 3=V 3 v & —EHRRT 5 XML
T7ANVEZELET, TOXML 77 A/UE =7 =& ] EMEENET,

3. T/ —b EREIT v 7TV —RARA—Y T ANV X a—RLET,

TtHX2T4 Y—ERQAVER—RY FOFHIZLE5EH

TNV TIE, X2V T 4 P—ER a2 R—F%2 M, Cisco 7 v 7T — k $—3n
BT —HR—AT =T NZEINCT v 7T — b eZFELET, 277 L, FHTT—FX—2
T—TNEERHTEET,

A\
GE) —¥o7 v 7T — MI, BEEICE#ET 2 GUI R—U b4 T~ RTHIATE £1,
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downloads.ironport.conlTFTfO

T=#—7 2% URL £7/2/EA—k %%Eﬁﬂé {ZIX, snmpconfig I~ F%;L‘éﬁ'j—“ L.
connecivityFailure N7 v 7% A x—7 /W LET (T TIZA X =TT > TV DHEGE S FET
LET) . URLEEET L7 r U7 EARRESNET,

Je

Er

b connectivityFailure N7 v 7% I 2 L — M T 5729DIT, dnsconfig CLI =< R&AEH L T,
KfFEH D DNS —"—% AJJ§ 5 Z &3 TZ£7, downloads.ironport.com DFRFRIL I L |
S~TRZEIC N Ty I MEREREINET, TARMPET LZH, DNSH— 2P O ——
IR LTSN,

CLI @45l : snmpconfig

Do you want to enable SNMP? [Y]>

Please choose an IP interface for SNMP requests.
1. Management (10.10.192.43/24 on Management: wsa033.csl)
[1]>

Which port shall the SNMP daemon listen on?
[161]>

Please select SNMPv3 authentication type:

1. MD5
2. SHA
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(11>

Please select SNMPv3 privacy protocol:
1. DES

2. AES

[11>

Enter the SNMPv3 username or press return to leave it unchanged.
[v3get]>

Web k574 v 27 (Web Traffic Tap)

BIRS BRI : Web T 7 4 w7 X o THEBEEAINCT DL, TTITATUVARK T (v
H—=T 2 AA =% ab—FT57=DDBMNMDO CPU YA 7L E AT U NKNEITARD
TTIATAD N T H 7 vaBRE ISV 72 A N) BMETFTDHZ Lk
D\i‘a_c

\}

GE) Web NT77 1y 27 #y THIEBICK DT 4 —~  ADRELRNT 2121%, #E7 Web k7
TA4v I BT R —REL, Ay TENDIT T4 v 7 DEEZREL LET,

Z OEREIX. Amazon Web Services (AWS) TiXV AR — FINvEH A,

Web hT 7 4 w7 Xy THEREIC LD, T 7T AT L A%/ A A )L—9 % HTTP 8 L N HTTPS
DWeb T 7 4w 7 0N%TRIEEIZRY, VTN EALT—H 8NF77 07 L L HiIT Secure
Web Appliance f v X —7 = A AZA T A TaAb—F5Z NTEET, Fy7rFInk b
T 7 4 v 7T —H%%EET D Secure Web Appliance 1 > 4 —7 = A AZRRTHZ LN TEF
T, Xy T ENTENT 7 4 v JICHTITPS DT — 2 BREENTWDHEAE, v A F—T =
A ATEET DN, TTITAT VAL TEGRY U —IZERSHWTEZENET, HL
R v—2ZH LT TEIN,

BINSNTH v T A B —T oA RF, 8T, HE, BLXOT—0A 7DD, FMEOEF =
VT o4 T R CEBEG T D 0ERH Y £9, F£700X, EHOVLAN EO L2 A1 v F 108
mLET,

\)

G Zo7 A F =T A ATV T ENEZ"NT T4 v 71, 41—V Fy NERATTn—
FEy A REN, IPL—T 4 I LTOWER A, Lo T, L2 A A v FIZEERT S
AT, H5HO VLAN BB T,

ZOMEETIE, Web N7 7 4 v X7 R v—%RETHI L TEET, BEMICK-
TERINT-INODORY > — T4 NRIZESE, TTFIA T RN OEX 2T 4 F
INA A THERAEE/RR Web b T 7 4 v 7 &I T—V 7 LET, Web T 7 1 v 7 X THkEE
\ZE Y, HTTPS b7 7 4 v 7 ~O AN FEI L 7,

B O ATLEEERIOET I
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| v2x7L8BE22H0ET
Web k57 ¢y 2y ToEME [

XU TN B, BEEEGRINZ I TA T N EP—R—lTRELIZGA. BN
TCP (Transmission Control Protocol) A b U —ADOFHEEEZFE L7,

{iAE Secure Web Appliance TiL, Web F 7 7 1 v 7 &% v THEREN AR — F S E 7,
)

CE)  SSLbT7 74 v 7 OMET 7 v aid, RFER) =0T A BT rBLWEIFEOESIHE
IMBENECDGENRHY £3, VAT EO LI RIEMNFRB LADT, 0O L5 elEmZ:
F TR Y —FRIZHE S T Secure Web Appliance® Web b7 7 ¢ v 7 % o THiEZFEH T 5
Z L, EHESERTEEZAVET,

TTIAT AR LT Web N7 7 4 v 7128y 73 5121%, ROFIAEETT 20N
HYET,

1. Web FT7 71w 2y THEREDHEZNME

2. Web "9 7 4 v BT RY —DEE

REEIER
eWeb FT 7 4 w7 Xy T OHEME (95 =)

eWeb FT T 4 v BT R —DFRIE (96 2—)

Web F5T1 99 2y TDEME

458 DRI

Web b7 7 1> 7 X THRRIET 7 4V F TR 2> TWET, Web 77 47 X
TRV —HERTDENC, [WebtF2UT 1 v Rr—T% (Web Security Manager) ]>[Web
N7 4w %7 KUY — (Web Traffic Tap Policies) [ Z#FEMH LT, Web hT7 7 4 v 7 X v
THREEZ AT DLERH Y £7,

)

GE)  HTITPS b H o7 v arvady 7T 51003, HEobR) v —42ERTLHILENLY T, &
FAERY =R LT EE,

ATYF1 [fv bU—2 (Network) ]>[Web N7 7 4 w2 % 7 (Web Traffic Tap) ] 2R L 9,

ATy T2 [REOHE (EditSettings) 1227 Vv 7 LET,

ATYT3 [Web NT77 4 w7 ¥ o7 Of%E (Edit Web Traffic Tap) 13— T, [£%) (Enable) | F=v 7Ry 7 2%
AT L, Web 8T 7 4 w7 2y THREERNCLET,
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SRTLEB R OET |
B webt551099 597Ky —0mE

G¥) Web 877 ¢ v 7 X v HREE N HIZIL, [F#ME (Enable) | F=v /Ry 7 A%AT
WCLET, Web N7 7 4w Xy THEEZENZTHE, Web T 7 4w Xy T R —
DRRRMENTEETA, RV T —DORTFOMELIT O 1TIE, BWEZFOHENCT 202N
H0FEF,

RTYT8 [y TA X —TxAA (Tapnterface) | Ky 7 XU URAMNL, Xy TENTZNT T4 v I T—H
%1557 5 Secure Web Appliancef v % —7 = A AZRINLET, AV F—T = ADA T 3 %, Pl
P2, Tl, T2 T, A >V F—T A AZOWTOFEMIL, 7774 TV ADERHRESZRL T &0,

GE) BIRINTF T A F—T oA AT, b, HE. BLOT =04 700, sMFOEFX =
VT 4 T, AN EEET A ERNH Y £7, 700X, HHD VLAN LD L2 A A v F 2
HLET, BIRENIZX T A E—T oA RIPREN, AT —ZANT 7T 47 ThHhHN
ERHVET, TITRWEGEEIL, ¥y 7SN NT 740 7DIT7—V U TI3RRLET,

ATvT5 [4F (Submit) |27V v/ L, BHEEZ=aI vy LET,

Web k574w B2y TR —DERTE

ATy 1 [Webtx=UT 4 ~F—+% (WebSecurityManager) |>[Web F7 7 (v 7 % v 7 7R 2— (Web Traffic
Tap Policies) ] ZZER L £7,

ATwFT2 [RY v —%EBM (AddPolicy) %27 U v27 LET,
R —OEROFIAZHEN, FTLWWWeb 8T 7 47 Xy 7 R o—%BMLET,
(6=3) H B TRERLOTe— NV N TG T 47 By TR —, [Web b T T 4w X
AU 2 — (Web Traffic Tap Policies) |X—Y T, 7 74/ FCHEHTEET (WebtFX =V

7 4 ¥ F— % (Web Security Manager) | >[Web N7 7 ¢ v 2 # v 7 7" T — (Web Traffic
Tap Policies) ]) .

AT9 T3 [RY— A "DEFH (Policy Member Definition) ]8I [FEMIEXE (Advanced) | &7 v a V&R L
T, BLFOWeb 77 4 w7 2y THOBIMD I N—T A=y T aBIMLET,

o 7' faL  HTTP £ 721X HTTPS 7' 2 f /L DWTIny, EIFXEDOMFZEIRL T, Web N7 7 1 v
7By TR —EAER L ET,

GE) HITPS N7 7 4 v 7 &2 v 7 F 51213, —BIH8HER) U —2ERTLOILENRDH Y £
([Web %= VU7 4 =F—3% (Web Security Manager) ]> [ &1t Y > — (Decryption
Policies) 1) .

Web hT7 7 47 X R —F, XA T 4 7DFTP & SOCKS 71 k2L &HHR— h
LTWEHA,

7 %> k (Subnets)

cURL 77 3V : LEZIL U T, URL 74 VT 7 YVRIZ[Z v 755 (Tap) | E70F[F >
7 L7\ (NoTap) 2R ELET, ROEDOURL ThTI 74 v 7 Xy T HRETHIZIX, ROED

B O ATLEEERIOET
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| v2x7L8BE22H0ET
wp20 7o karozz

URLD Ry 77Xy YR RND[Zy 7425 (Tap) 1Z2BRL T, [HF (Submit (X(F) 127U »
7 L/jzj—o

e a2—H—xT— =k (User Agents)
BIMDITN—T A N—=2 o OO BRI OV TCFEMEZER T 2I120%, N —DEkESR L TL
7230,

GEx) BT TBNT T4, Web hT7 7 497 Xy TR —TEREINZTRTOT 4 VA
S HETT- L CWARENRL Y £97,

[WebtEF¥=UT ¢ ~F—+ (WebSecurity Manager) |>[Web 8T 7 4 v 7 % v 7R 2 — (Web Traffic
Tap Policies) | ZfH L C, URL 7 4 A& V> 7 OEMNS URL AT IV BT HZEHTEET,

G¥) T CIZ[FEMEEE (Advanced) |7 v a3 YIZURLO AT Y BRBEME T D4, URL 7 o
NEZY o TORTEIENSDOAT TV DHPERINET (WebtF2UT 4 v 12—y
(Web Security Manager) ]>[Web N7 7 ¢ v 27 & > 7 7" - — (Web Traffic Tap Policies) 1) .

Web F T 7 497 2T R —DIEFIZOWTEHLLIE, RU—DEFZSRL T ZE N,

HTTP20 70O O J)LDEETE

Cisco AsyncOS 14.0 73— =3 %, TLS 4 L7= Web U 7 =X M5 L OURE AT I HTTP 2.0
EYR—FLET,

TLS # /- L7=Web UV 7 = 2 B X OISZE @ HTTP 2.0, HTTP 2.0 A" — Mk, TLS 1.2 L4
D R— g o TOIMFETFIRES TLS ALPN XR—Z2 DR I m—3 g U RNUNE T,

DY Y —ATiX, HTTPS 2.0 IZk DHEEECIX T A — F SN TV EH A,
*Web N7 7 42 %7 (Web Traffic Tap)
« 415 DLP (External DLP)

« BIROENE & 7 7V r— g v OHEHRIE

)

GE) 774 /L N CILHTTP 2.0 BERE BENIZ 72 > T D728, CLI =2~ K HTTP 2 %] L CHhE
EEDCLET,

HTTP 2.0 #6HECld., WEVFR—FLET,
« K 4,096 DR v g L 128 DIFEIFEA Y — A

s ALPNIZH DT XTOHITP 7’1 ha )L &7 RARZ A XEZNTZALPNIZH DK T OO
o ka3,

o HRYA XN 16k D~ H—,
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RTLEBRIRYOEFT |
B vr20sororonE

\)

GE) 2.0 ORI T v % %79 5 CONNECT & HTTP 1.1 TR L 9

HTTP2.0 X EA AN E T ITEH T 572012, FHTLWCLI 2~ Rurre NEAILE LTz,
[ Secure Web Appliance CLI =~ > K] 2L T &0,

TTIFAT LV AD Web 22— A L H—T = f ZA%HHLTHTTP 2.0 Z B % E 71Xz Lz
D, RAALUVEFIRBLEZYT5Z L3 TEFEH A, HTTP 2.0 X ElX. Cisco Secure Email and

Web Manager (' Aa@ar7 o Yedxa V754 B80T 747 ) TEYAR—FIhTn

A,

« URL S HTTP2 ffil#f U X s & /S22 L—URL A7 =Y OW 5 TR LA, HTTP2 8
IRAANL—L 0 HEREENET,

« ALPN v 7%, /NAA/L—URL A7 VIR L T—EHERH D £ A,
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BERICDOWT

CORF2IAVMNEI, RKEVRAOARITRF 2 AV MNDSEMRTT, YV IBHRICODEXLTIE
. BERBRIBEFAT. ZEBRICTZ Y 77— DHD. UV IEOR-IHBEI/LTEThTWNS
BEFHDEITEEZCTELIEZD, HBLETHLEZNMREBDFTIDT, IEXLBABICDL
TIKETAIPMDRF AV M ESELESZL,



