=L

X B

FHTEDVAT AL-LORET, B—/UZL>TERRY £, & 23, [ NERE
(Site Admin) |3 XN [H A ¥~ —H K — k= —H— (Customer Support user) | 2 —/L&Ff>
=P —DHHR, [2—P— (Users) | A7 v araERTEET,
e B JDEE (1 _—)
L= 3=
e LI H (4—)
2t 4 R—y)
[##E (Federation) ] (27 ~X—7)
T A Rty ar (455—)
« RIE (45 =)
cx—)L (49 X—7)
« ZAa—7 (70 ~X—7)
T (T N=Y)
o 22— (Users) (723—7)

OJDEHE
YA NEBEIX. v RUOEMIZH LT ES—T 3 —0 [FEL (Manage) | A == —

DTFIZH D [AEHr s (Change Log) | N—VIZT 7 BATEET, TOX—TZIL, Cisco
Secure Workload TITONT-FTOEENEN TR TRRAINET,

#t B



B ovoz=

1:[Z% 0% (Change Log) ] R—

Filters @

Change At

May 24 2019 03:05:06 pm (PDT)
May 24 2019 03:05:06 pm (PDT)
May 24 2019 03:05:06 pm (PDT)
May 24 2019 03:05:06 pm (POT)
May 24 2019 03:05:06 pm (PDT)

May 24 2019 03:05:06 pm (POT)

BEF T RO

Type

Capability

Capability

Capability

Capability

Capability

Capability

Action

(o]

e

destroy

Details

#x |

Change By
NA®
NA @
NA®
NA®
NA @

NA®

FEAMIE, [AHE HEF (ChangeAt) 15OV > 7% 7 Vw735 EERTE

FT, ZOX=TIE, BEINTZT7 4 —/VROEFERIEEERDORF v T gy MR, [
HH (Before) | & [£AH#% (After) [ICERINET, 74—/ RIITHEINA BN EENHHE
NI £9, Secure Workload &fAZ @ L TRz & =12, OB Tl LI flibhFE LT

WD D IR D13, A D DOIRPS LI £,

2:[EFE OS5 (Change Log Details) ] R—

Change Log Details for Capability (60f1dc0e497d4f4854625b69)

Version

Change At

Change By

Action

Before

After

1
Jul 16 2021 10:20:46 pm (EEST)
N/A®

create

app_scope_id: €0fldc0edd7d4£4854625b65
ability: "AGENT INSTALLER"
role_id: €0fldc0edd7d4fdE54625b67

Full log for this Capability »

TUTAT A DEEICETD5ERRY A ME, A EBICHD [ZO<ZUT 4T 4 XA T>D5%
2721 2 (Full log for this <entity type>) | &9 XA MDRZ L %7V v 75 ELRKRTX
F9, ZON=VITE, BEEOFEMALRINET, £, =T 4T 4 OBHEOREICHE

THERD D DAL, [BUEDIREE (Current State) [ IZF RSN E T,
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I ax

IREIIL—IL

JL—IL

& B

gEr—n [

R3:IVTA4TADRELEEQS

Change Log for Capability (60f1dc0e497d4f4854625069)

Current State

id: "60fldc0ed97d4fd4854625b69"

app_scope_id: 60fldcled 4£4854625b65
role_id: 60fldc0ed97d4fdB854625b67
ability: "AGENT INSTALLER"

inherited: false

Version 1

Change At Jul 16 2021 10:20:46 pm (EEST)
Change By NAO
Action create
Before
app_scope_id: 60f1ldc0ed97d4£4854625b65
Afer ability: "AGENT INSTALLER"

role_id: 60fldc0ed97d4f4854625b67

YA NEBELHARITI—YR— 21— =L, Vs FVOEMIHL T B —v a3\ —
O [EE (Manage) | A == —M»5 [N /L—/L (Collection Rules) | X—VIZT /B ATEE
4, ZO_X—UZ1X, Cisco Secure Workload =— = F 2 EITL TCWA AL v F THEH I
% VRE QD= R = TR — AR X TERRSNET, 4 VRF ZLIZT =T VOIThH
D ET,

VRF O [#afE (Bdit) | R¥ %227V v 7 LT, TOWREN—NEZELLET, T 74/ KT
X, TXTOVRFIZ2DODT 74NV DF ¥ v F A — N — LI Lo THREINET, 1 2L
IPv4 (0.0.0.0/0 TNcLUDE) AT, B9 1 21X IPv6 (::/0 1ncrLupE) A TY, T HDF 7 /L b
L= VITHIBRCE £ 08, HEITo T EIN,

IoRDEUEN—NVERIV— LV EBINTEET, A7y &AL, A& EITR
SR ERINLC, b—/vDiEM (AddRule) 1227 Y v 7 LET, ZhbHOA— VOB,
K777 RRay X CigcxEd, VAMNNOL—ALEI v I LTEERT v L
<, EFE#HEST S0 T,

BENAL v TSI ND ETIZED DD HEERHY £9, VRFU X MIEDIZIE, AL
MO [R5 (Back) 1A% &7 Y v LET,

WL — Vi, BERIBMLOBRIRIZE RS E T, BRIV EZRET D701, KET V7 4 v
JAD—FII TN ER A, BUICERINDEL—E, %EOTRTOL—/L L) HEES
nwEJ, #l:

#t B



B -

aLy A

#x |

1. 1.1.0.0/16 INCLUDE
2. 1.0.0.0/8 EXCLUDE
3. 0.0.0.0/0 INCLUDE

ERofITciE, 7Ry b 1.1.0.0/16 ZERWC, 7R b 1.0.0.08IZETHTXTDT L
ARSI TWET,

NE P 2 28 88 L 7Bl o 45
1. 1.0.0.0/8 EXCLUDE
2. 1.1.0.0/16 INCLUDE
3. 0.0.0.0/0 INCLUDE

EFEOFITIE, 73y F1.0.0.08ICETAHTRTOT RLARAEINTWET, +—LF
B2, Y7 %y MR LTI TIEERONL—IANERZINTWNWDEED, 22 TCIEFETINE
A,

YA MNEEEBLHRAT—YR—bDI—H L, Vs FUDEMIHL TS —2a
N—=D[7 T v b 74— (Platform) | A==2—D FiZH D[22 F (Collectors) ] 2—IIZ
TI7REATEET, ZOXR=VIE, BUEH SN TV LT XTOa L7 ZRFRENET,
Cisco Secure Workload =— Y = MM, a3 v vardnizal s X il7un—5—X2%&ET
L2, aIyvaryraneT X TOa Ly ZRFHAETHH Z ENEETT, 7 74/ b
TIE, I TOa vy ZTEMICEFEEZTF = v 7 Sh, EFHICESWTalyya s
ixralyrvaranEkd, [A#aIvyya 047 877 & (AutoCommissionOptOut) ]
NNVEMEHLT, ZOEBMEENZT 0 ANLE T T U M TEET, ZO NI VEF
T 5 e, FADFOTIZH D [FAE (Play) | 7 A 2L [fF1E (Stop) 17 A = ZHL
T, alvyvareralyyraryBnTEET,

E4:[aL%% (Collectors) ] R—

Name 11 Pl TCP Port 1l UDP Port 11 Health T} Health Details 1/ Status 11 Auto Commission Opt Out Manual Action
collectorDatamover-1 172.21.156.182 5640 5640 Commissioned ’
collectorDatamover-2 172.21.156.183 5640 5640 Commissioned »

WD X H1Z, S (Secure Workload 7 7 A X Z &) O EZHRETE £1,
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I ax

7o rnwy rue s [

7 kN HTTP e

Cisco Cloud MO BHOBEA T IV Pz A F—2y "RREIND LT HITIE, T
7 R RHTTP ity F 7 v 752 L2 LE T,

"
5 | B

& 5:

T B =T FTAXT U hANT RHTTP Y 7 = A b ClE, HTTP 7B ¥V OREICNZ T, =
VE—TTFGARXR T AT T —)v T U hT R L— L5 periscopedtetrationcloud.com 35
X D uastetrationcloud.com ~D s 7 7 ¢ v 7 ZFF AT HRERNH L GERHV £, LT %
SR LT EE0,

periscope.tetrationcloud.com ~® TLS #&fti%L, BEAOMegs k2 k53 2 7= DI & @A 7V
VAT —HEWEET HIOIERA SN ET, L7722 -> T, Cisco Secure Workload Ti&, F
AA 2D X509 FEHEDES CAGEH#E% | Secure Workload (2B DIEHH T & 51— k CA GE
HELRE LT, FAAL UADOEBMEEZHRGET 2 2 EBARARTT, X509 EHTF=— 2%
SATDE BREPEFICEELRIZRY £,

T kA K HTTP 6

Enable Outbound HTTP @D

Status & Tetration Cloud Connection &

Enable HTTP Proxy @D

Host
Port
Username

Password

YA MEEBELHREAI—YR—rDA—H—L. 77U XY RHTTPHEILT 7 B ATX
£, ElOFES—2a =T, [Ty bT+—L (Patform) [>[7 b/3D 2 FHTTP
(Outbound HTTP) 127 VU v 7 L%,

Z4—I)L EBA

~

[Status Secure Workload 7 7' F A 7 > A7) Secure Workload Cloud |27 7 ¥ A L CEBA o~
AT = | FV V=2 F =y hOEFHLBHGTE LN EIPERLET, AT —F A
FA) ] | Feov2id, BHEREZ &2 7 LTHMNY A—TEET, RO HTTP 7o

VEREZMEH LT, Secure Workload EEBHIZEE-SWT HTTP 7' % Uk E & # % T
=FE7,

#t B



B oy ox—corve—o

Z4—IL SRBA

Enable ZDFT T arBEMNIR S TWDAEE, T-XTOI/E HTTP #fi T HTTP 7' 1

HTTP I xonmmanE T,
Proxy

Host HTTP 72X R A T KL%

R— bk HTTP 7' & ¥ LR — &5
(Port)

Username | HTTP 7' 1 % 3 % — 3— 73 Basic 2BAF &2 H T 2 S ICDO BB T4,

password |HTTP 7' & % 3 % —/3—7% Basic AL 2 T A S D LME T,

A5 oR—SDAvtE—

YA FEBEBELHAREIYT—YR— b1 —HF—F, VA4 =TT —WP—|ZEREINDE
K 1600 LFOA v E—VF AN TEXET,

RIAR=V Ay =V EERELIIEE T D IR EOFT S =2 a3 =T, [TV
b7 +—L (Platform) 1>[A5 4 o R—=SD A v+— (Login PageMessage) 1 %27 U v 7
LET,

~ = |

vy aUEE
Ul 2—H—FBAEDT A Kbty va s XA LT 7 ML, ZITHKTEET, ZoOfkix
TTIAT UV ADTRCO—Y—ZlEHINET, 774V DT A Kbk ya /B;HF'ﬁ
1EEI T, 74 Rty a o OfEGRRIIE. 5000 4R O#MEACHRETEET, By
arHALT T MNE, ZOEMMEIND ETIC, 2—F—DFFES NIty v a T
720 E£79,
A NEEHE L DAY —PR— b2 —F =L, ZOREICT 7 EBATEET, Efllo)E
J—a =7, [BE (Manage) |>[twv i a3 i&E (Session Configuration) 1% 7 U v
7 LET,

‘:nm
><1

1‘ tB ot nIE 0) E&E

IOFTvarERMNCTLE, RAEINSY AT MIERD ZENTEE T, RAEOBIED
A7 a X, Lightweight Directory Access Protocol (LDAP) & 2> 7L A 74 (SSO)

T, ZOFTFvarEZHhTHE, Ao A THTRTO—F =03, BRLIZAT =
ALZAEH U TCRAEZIT O £ 912720 £ 9, #FIT [Use Local Authentication] 747> 3 3 F
Whiga—PF =N NEAIT, LDAPEBHRNIE LS RESNTND 2 L 2RI 52 L NEE
T, HRINS57 7 —F1%, [Use Local Authentication] 47> 3 &AL T, ¥4

FEEBEDOT /A /fﬁiﬁ%%ﬁ’DD NNVFRES N Tca—P—Z D EH 1 ABET 2 HIET




=
ax

sazinzz [

T, 2O —F =L, LDAPRIELSHESNTND Z L ZERTEET, BN IEFICE
Ny TInEs, a—%— #ﬁ$7mv—f[lﬂv—ﬁllxmhnﬁ%1ﬁfﬁ (Use LocalAuthentlcanon) ]
FTvarad7ICLT, 20— —2ARRRECBITS L 2L b TEET,

A MEEEE X, AN OMBEC — =Y A A DRI EDT N TN ORI
BTNy T A=V AN TEET, THIL[IMNBRFED T /3> 7 (External Auth Debug) ]
FTar A AT HIETHEMICTEET, ZNae AT 5 e HNByeaiie 7 A
t— 2 Texternal auth debuglog| & WIARIDHIOR 77 7 A WZEZIAENET, T3y
TWRET Lizh, [IMBFRIEDT /N 77 (External Auth Debug) ] #4712 LT, Ry7ea 7
0777 ANMIEZAENLZNEIICTHZ LE2BEIOLET,

N

GE) [Use Local Authentication| 47> 3 NIRENTWDH LI, 2—WF—TLIZHEMIZTHZ
LT, =PI ANA NATEET, 2O T g 0%, MBRIENRANT 2> T
WOHAEDELE X e —VEMEHLT, Vo hba—F—fHE7 e —IIBET 5 HIETHLH
N D EMTEET,

HEERGN > TWDEEIE, SSO ZfE A L 72 AMaiE N HERE SN A RGET 7 v —F T9,
Y

GE) 3 7.1.5 0 U —RALIRE, AEERFEE v > a v OHIBRIFR2N 6 i 6 9 I ER S v E Lz,
DOFZEIT., A FEIIF L LI AORIGEAEINET,

YA FEBEBLIOHDREY—YHR— ba—H—iF, MERFEEZRETEET, £
=g =T, [FZv b T+—L (Platform) 1> [4E8525E (External Authentication) ]
27V LET,

B 6: SN REE DR

<N AL
@ Cisco Secure Workload ®Defaukt ~ @ L. | ‘Wb se

External Authentication Config

Enable
Enable Auth Debug A
Authentication Type
LDAP ~

[l Eeos eyl
AN

#t B



B sszaons:

7:MBEREEDRE (E)

@ Cisco Secure Workload
ssL
Verify SSL

CA Certificate

— Hide CA Cert

Admin Credentials

Admin User

admin@secure-workload.com

\

1

;
m
=
o
o
3
3
)
o
=
=
m

i

|

8:SMERFREEDERE (FiE)

®; Cisco Secure Workload

SSL
Verify SSL

CA Certificate
+ Show CA Cert

Admin Credentials

Admin User

Admin Password

Pa

Ldap Authorization

Note: Please wait for a minute after the LDAP
config is saved successfully before
attempting to test the LDAP connection

LDAP Group to Tetration Role Mapping @

Apply member group

Apply member group

W[~y
([

#x |

® Default ~ @, A+ | " SECURE

®Default - @. L. | hi SECURE

Create Mapping

to Tetration role Site Admin | Edit
to Tetration role Global Application Enforcement | Edit



Lightweight Directory Access Protocol (D% .

9: SV ERERGEICRE T A E L

@ Cisco Secure Workload ®Default - @. L. | el sECURE

External Authentication Config

[J Enable

Warning:
» Updating External Authentication will log all the users out of all active sessions
« This option will also force your current session as well as other Site Admin users to
authenticate using "External Authentication" credentials unless "Use Local

Authentication" is enabled for the user. We advise you to have at least one locally
\ authenticated user by turning on the "Use Local Authentication” option for the user in
users edit flow . The user guide provides more information on local authentication
Enable Auth Debug 4
Authentication Type
LDAP ~

=JL =

Lightweight Directory Access Protocol D% 7E

2 —H—%WEET H7-DIZ, Lightweight Directory Access Protocol (LDAP) 4 7' = v %8R
LET, 2F0, ZhzEhcTi e, TXTO—F—Ra s 7o NZh, ZO®%OY A
A Y TILLDAP DE A=/ L RAY— R L CRAES ILE T,

[TxTL—yay| DADIR>TODHEE, BIELDAPIIREREA =X A & LTHERES L

TWEH A,
LDAP AN 2> TWABEAE, il —P—2ER T 57200 Y —7 7o —[3ko &
B TI,

Y4 FEEET. L=V —NLDAPRATHIO Tr /A 3501, FTEFA—ILT
FlLna—F—ZER L, umpmﬁ®&E<ADwn)LT@@&&U%%DéTé;Q&
BEIOLET, HFrina—F—2b/ee— /17 L TLDAP T /A » LizA. 7740 b
O — I —F =2 Y TonEEA,

gz W
|



. Lightweight Directory Access Protocol (D% 5

#x |

10: Lightweight Directory Access Protocol D 5% %€

(C) Cisco Secure Workload ®Default ~ @. L. | ‘b SE

Enable
Enable Auth Debug &
Authentication Type
LDAP
User Creation

Auto Create Users @

Server Settings

Host

Port

636

External Authentication Config

Email Attribute
mail
Base
SsL
J4—IJLk

Bl

A—H—DBEER

(Auto Create Users)

[—H—DBEIMER (Auto Create Users) | &4 1235 &, flEID
77 A VRIS P BEE LR WS I e — P = RERR S L
F9, ZHUTED . FA MEEFIL, 2V —0n A a2
LRNC—Y—Z2FHCT 0 Y g =0 7T HRERRL 20 £,

Secure Workload 7 7 & A % [ —H% — (Users) | X— 3 CTHE)TIE

L7 2= —IZHIRT 2 0ERH LG5, 2047 v a i
TIZTLHMENRHY £T,

Host

FOREICAE ] S35 LDAP 78 A |k,

~— k (Port)

FRREIZEH S5 LDAP R — |k,

A—JLEMHE (Email
Attribute)

R DEF A — /L &2 F T LDAP B4,

Base

2 —H—3 ¥ I D LDAP ~<— A DN,

SSL

Baibzfashc L, MNdaps//] AL ET,

SSL #&REF (SSL Verify)

P N—=OFEAFITHESN T, BRERM N A A 4 (FQDN) 7 &
DY —"—D SSL @2 MR L E 7,




=
ax

oap ED7 /<y 5 ]

J4—ILF SiER

Certificate Authority | > % /ABICHRGE T X RO AIC BB T,
Cert)

SSLEREIBHEEBAE (SSL |LDAP #—/3N— SSLAFFAED A4 FEHE,

P N DR ET = —

EEEIL—Y (Admin |LDAP +— _—Zxf LT v R+ 57201
User) #Fa—W—4% (Secure Workload =—H—Tix72\y) o Bl : [2—
P—1@[ KA A ] F7IT[FAA N [2—F—]

&% LDAP & H

EPE/NXD— K

(Admin Password) FRXAT — R,

LDAP H— "=k LTAA R T 57201

i &% LDAP &F

LDAPEESE (Ldap
Authorization)

LDAP.M 1. TLDAPFRIFDRE (ADFRGE) | TS T35
\—-\ ﬁfﬁczbf*ﬁﬁkjﬂé;kﬁ)—’c%i—g«o

LDAP BN AN/ 5 &, [Use Local Authentication] 47> g U BENT A>T\ b—

P—ZR T RTOa2—F =Ny arnbr 77y FEiLET,

[RAF (RA1E) 1 REZ %22 U v 745 L, LDAP R ARIETX £9, LDAP MERLANIE 37 (2 1%
FE3N7=%. LDAP#fia T A M9 2RNC 1 G- Z L 2 BED LE,

[t 7 A I (Test Connection) ] AN % » Z il L C LDAP #pl & /17 L7-1%. LDAP #fii &
TANCEET, THICRY, ANWENTERE e 7 A UE#RAEMH L CLDAP Hh—/ " —{Zxt

TDHNAL v RFITENET,
11:3857—-7R—

User exists User
in tetration successfully
Ldap is User is looked AD user is local db authenticates,
setup on the up on AD under found and
Company hebaseON | | me
page by site m”'(':gure“ in credentials
the Compan i .
admin i e :re;;:lesrtﬂj%elg User doesn't Liner is crasind
. g b in the local db
tetration *| and
local db. sucoess_.fuliy
User looku User credentials suthenticates.
failure check failure
User lookup
failure or

credentials chack
failure resull in a
login fallure on
Tetration

LDAP BIRED T /8w 4
LDAP #:5: DT A MRRFIZ= T —0N A LA, ROEEZHERL T EE N,

#t B




E |
B e zsomE aozmD

« LDAP HHE OBEMEMNBIE LWV E I AR L ET,

e RA R, R—h, SSL 72 EOEHINT A — X R L ET,

« Secure Workload UI VIP 725 LDAP #— "—(ZH[FETE 50089 1 E R L7,
cAD V= R—D @ L TV DN E I nEEELE T,

* [ldapsearch] 72 EDa~ 2 R T A Y — Rt OFFM L L BITHEM LT, NA U FTED
MEDIEMERLET,

a—YP—ou A P T —NRAE LRSI, UTZ2MRLTLIEE N,

« = =75 LDAP B3 2 51 D fift> Web ¥« MI LDAP =27 A T 7o T
EHMEIDEMERLET

s REDLDAP HETHEINTWD THEARD] DNABAELWHE I DEHERLET,
[ldapsearch] 7e EDa~ 2 KT A Y — L& LT, BADNIZK L Ca—F—2H#Ed
HTLTHIITTEET,

A A=/ Ca—F—%fFET 5 [Idapsearch] 7 = U DOH :

ldapsearch -H "ldap://<host>:<port>" -b "<base-dn>" -D "<ldap-admin-user>" -w

<ldap->admin-password> " (mail=<users-email-address>)"

LDAP 2REDERE (AD F235E)

Active Directory 7 uE 1%, SMEEREE LDAP % E D [BHLE B (Admin Credentials) ] & 7

v =3 T [LDAP §%iE (LDAP Authorization) | T = v 7R v 7 A& HMWITH I L THETE
F9. ZOREZAMNIT DL, A NEHEIL, LDAP @ [MemberOf| 7 /L —7 D~ v ¥
VI RLLTED® 7 3 O Secure Workload @ — /VICRRET AMENDH Y £, T 74/ KT
X2 DOREN/2N 8, Active Directory =—H—(X 1 7' 1 > 23T HHI1IZ, 1 DLL ED Secure
Workload = — /L ZFHNIIRET DMNERNH D £7,

LDAP FMBRBAEN B I 22 > TV D54 . LDAP MemberOf 27 /L — 7" Secure Workload &= —/1
NDOY Y BT EBRETDHDHLEPHY T, [v > B T DIER (Create Mapping) | & 4
% & LDAP MemberOf 7 /L — 7fEi % Secure Workload 2 —/L{Z~ v B2 7925 K HITRRETE
9, = oy ¥y ron—iE, &t L7 ¥ CEIRS NI E SO THEATICA
NENTWET, vy EVIRRfFEND L, TRTOZ—HF =L, £OBROB T A URFHZZ
NHDEICIESWNTHEREINE T,

~ o BT, WAz RE, FRITHIBENATEES, v~ v BT ~OEEL, T0%kOn
TA V=P —ZEI D S Tonze — /WIS E T, f&K 50 D LDAP MemberOf 7
JL—T7 75 Secure Workload 2 —/L~D~ » B0 7 H{ERTE £,

LDAP MemberOf 7/ /L — 74 O BT AT SN ERE A, 7272 L, #% D LDAP MemberOf 27 /L —
TERELe—MMIv vy BT TEET, RO N—TRE e — vy BT EINTWD
Le. B~y B 7L, Secure Workload 7 — /U2 —%4 % LDAP MemberOf & L Tz —
P—THRIESNET,




war Zitoxz oD

12: Secure Workload A — )LDty =7 v F~®D LDAP 7 )L — T

LDAP Group to Tetration Role Mapping @ Create Mapping

Currently no LDAP Group to Tetration Role Mappings have been setup.

Setting up these mappings will assign appropriate roles to user on login. Having no mappings will result in users having no role assigned after login.

13: Secure Workload 0 — )LD <y E 5 ~D LDAP 7' )L— T

LDAP Group to Tetration Role Mapping @ Create Mapping

= Apply member group to Tetration role Site Admin ‘ Edit ‘
= Apply member group to Tetration role Global Application Enforcement Edit ‘

A NEHE LT, 2=V —RNREIZRD L0 7 A Vb B LM — Y — D
WEFALT, Loe— <y o7 SnWTr—LOE ) Y CEFHETEET,

)

CEMET DL, 22—V —IIINIRRAE A SATEE T, b D= —H—L, ADBFEA
WCRESNERIAF T ot 24 2 LET,

GE) [ [Use Local Authentication] 47> 3| 7y ar TRENTWS LT, 2—HF—2

14: 94 8 1 —H—1E4R

@ CiscoTetratizn  user DETALS EEEIER © Voritoring - @ - @ -

[

& °

© User Details

Email

First Name

Last Name
=
Warning: Switching Scope and 'Show All' selection will reset selected roles.
&

Use Local Authentication [ ]

Role assignment for this user is currently setup by the Site Admin. Please contact the Site Admin for role updates to this user or choose 'Use local authentication' to override external
authentication and assign roles manually.

Role assignment is set up here.

SSH Public Key Import &
API Keys

No API keys.

‘ <Back to Users List Next >

BIENAMEs D &, 2—F—Ef 77— HLunwa—HF =TI v hoBEM (73 <—
D)) BIOa—Y—HEET7To— ([2—F—=Thvr FOHE] ) TiE. FHTOD Secure
Workload @ — /L& RIS NFEE A,

#t B
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B

15:[1—4 (Users) JR—

((0\ Cisco Secure Workload ®Default - @. L. | Wl se

O

‘You do not have an active license. The evaluation period will end on Mon Nov 01 2021 00:39:18 GMT+0000. Take action now.

User Details

() User Details ——— o Assign Roles 3 | User Review

Assigned Roles

Role assignment for this user is currently determined using External Authentication attributes.
Please contact the Site Admin for role updates to this user.

‘ < Previous Next » |

OO

Secure Workload 7 —/L{Z~ v ¥ 7 & 7= LDAP MemberOf 7 /v — 7%, [2—HP—T a7 7
4 v (User Profile) | X—JIZEKRINET,

16:[1—Y—0 7 74 )L (UserProfile) JR—

Scope
Landing page Security Dashboard N

Account Details

Name

Email . |

Scope Service Provider

Roles Global Application Enforcement

Role(s) derived from LDAP Group to Tetration Role Mappings
LDAP Group Name ® Tetration Role

! Global Application Enforcement

Capabilities
Role Scope Ability
Global Application Enforcement All Scopes Enforce

Change Password

External authentication is enabled. Please change your password on your company portal.
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ax

17:38EE7—9 70—

war Zitoxz oD

Successful
matches grant the
user the
corresponding
roles

MemberOf groups zinr]nb:tﬁgmws

for Authenticated :

AD user are i A If no roles are
lokad u predefined group .

P to role mappings denvedl from the
mapppings then
the user is logged
in without any
roles or
priviledges

LDAP AGEN AN 254, 2—F—t v a M T 9 % & LDAP MemberOf 7 /L— 77 &k
. L 7= Secure Workload = — /LS FEFAMl S 415 728, APL ¥ —% 41 L7 OpenAPI ~D7 7 & A
I — L L RITHERE L 22K 720 £, LA~ T, WD 7220 OpenAPI 7 7 & A & {RFET 5

7292, API F—%FFOT X TO2—H—» [ [Use Local Authentication| 47> = | &FH
T D EEHEELET,

18: LDAP :B:E APl ¥+ —DEE

API Keys

Ensure that you have 'Use Local Authentication' enabled for the user to allow seamless APl access using API keys when LDAP authorization is enabled.

API Key Capabilities Description 1] Created At 1 Last Used |

s sensor_management
8aac707bcl0743d09950725ceb3Teede * software_download Aug 11 02:38:07 pm
= flow_inventory_query (EEST)

L 1]
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19: 1—H—R—ITO LDAPFREE APl X —DES

@ Cisco Secure Workload

User Details

® Tetration ~

[ 3 S
~/] User Details 2 | Assign Roles 3 User Review
Email
team-x-all@tetrationanalytics.com B
First Name
Site
Last Name
Admin
Scope
Show All
Use Local Authentication
SSH Public Key Import ¥
APl Keys
Ensure that you have 'Use Local Authentication' enabled for the user to allow seamless APl access using API keys when LDAP authorization is enabled.
APl Key Capabilities Description T} Created At + Last Used 1]
sensor_management
220707bc10743d0995b725cebiTcede « software_download Aug 11 02:38:07 pm B
= flow_inventory_guery (EEST)
< Back to Users List ‘ | Next > ‘
=R EE —_ »
=Jd = w
LDAP FREEDERED T /Ny T
hva
[Eauil

F83E (External Authentication) ]. [LDAPZ /L —7 /b —/b~D< v 27 (LDAP Group
to Role Mappings) |7 v a v TCERINIZ~ v B ZICESWTr— 32— —|ZH) Y
THONRWERIE, n— =y B TORELTEAE S ) —EHEL TS,
« T N—TLFFNILTFINNTHLMERH Y £, #i
CN=group.jacpang,0U=0rganizational, OU=Cisco Groups,DC=stage,DC=cisco,DC=com
« TN—T T, AR ARG
WEERH Y F3,

RXFENEGEENT, ADICTFET DL LD L LI KT D

TN —TF D — vy T, BB LI ENLEINTAMLENDY 7,
A—H—O0— )Ty ELITDTFNY ST FIE

2 NDZ—H—RNNETT, | NIV A NEHEE (Site Admin) T, 22— —DEF
A =TI AD 2—P—L R L ThHo I ¥ A,

cLUITOFIETIH, 20— —% [SA 22— —] LFFNET,

« SA —HF—(TiF, BIRDO L 912, BER—TDINE
RN FRNCHRE SN TWET,
vt B ELET,

A

Rk T —L~ B 7
[SA = —H—] 73 [site-admin]@[ K A 1 ] Tr /A

o

gz |
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vognga oty (ss0) ouE [

+ TAD =—#—] (¥ [ad-user]@[Domain] T& % & {E L ET, LDAP Dt 7 v/
MFET L, AD 2—H—In /A U TEETH, v—AZH 0L THA TRV ER
ﬁ;’bi‘é—o

s AD—H%—L L, 7%7V/Ff??f?/yay%ﬁmbfmf4ybi¢oZﬂ
LD, TIU0VDIREN SA 22—V —F v arhboishEd,
SAzx—HW—bLTarAL, [2—%— (Users) | X—VIZBELET,

s =)y BT EERT AMNENDH D AD 21— —0 [fFE (Edit) | TA 2% ) v
7 LET,

o [2—Y—TF 17714/ (UserProfile) | X— D [HEh=2—H—7 17 7 (/L (External
User Profile) | AR# %27 Vw7 LET,

o [memberof] 7 v a v ageM GG ET 0 7 7 A NVT —TAREREINET,

T, StER— | [FMFERRERLE  (External Authentication Config) ], [LDAPZ /L— 77
Hr—/L~D~ v 7 (LDAP Group to Role Mappings) |27 v a3 ThOr—/L~< v E
VIEHTE S Tmemberof] fED 1 DT,

Imemberof| DT L DL TFHNEAEREREL CT—HIEILERNHY T, ZDa—/L
<o BT EEMT D L. FUEM Tmemberof] 2o _XTCH—W—2, ~v7FEh
Ta—RE DY ToNET,

ML~y 7ENize—n1%AD 22—V — 25T 5I1I21F, =2—P—Fn s/ 7y s LTHh
LBREDIJALLT, 2O 7 7a 77 A NVEHRIMATEDLIICTHLENDY
ESc I

Z—F=RNu s AL, IA—TNnEa—~D< v BT ORRE LT — LR IEFIC
EosTonsd s, —HTDHL—IANZDO2—H—0 [RE (Preferences) | X—IZHE R
INFET,

~ » ~ -~ =JL

NN A A (8S0) DERTE
IOF T arEERTLE, SSOEFEHAL Ca—Y—2ETExES, 2F0D., ZHE2EFL
EF B E . FRTD—PF—RRIED T ID 7B AL F e DI A A Ve DY H A L

7 &N ET, [UseLocal Authentication] F 7> 3 VWA > TN DHa—HF—(, A
VAR D TCEFA—NERAT — ROYA oA T F— L5l L CRIETE ET,

%ﬁ \Z [Use Local Authentication] A 73 a U DBNAZ 2 —HF =W ZARWEEIE. SSO M EL <
BESNTNDZ L 2ERTHZ &75>E%Tﬁ— HeEI 257 7 m—1%, [Use Local
Authentlcatlonj T a kL LA NEEBEOR A /fﬁi&%%’mj—ﬁﬂ/mb FEX
nica—9F— %9@<&%1A%E¢éﬁ&f¢o_®l~% %, SSOMIELFHESNT
WHZ EEMRTEET, BN EFICEy N7y Fanis, a——wmE7n—C[r—
77/1/% FEZ{# ] (Use Local Authentication) ] A7 > a > &4 7IZ LT, ZOa—HF —ZF56ER
WICBATSEDZ L TEET,
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SSOMAENT 2> TWBBE, LV —T—%{ElT 2720 DHREY — 7 7o —3kD & B

D *(‘\‘a—(]

Y4 FEEELSEEMAEEIL. L= =SSO THIHTar A 7RIS, £TTHS
DEFA—NTH L= —Z2ER L, @ — L EHALZEID Y THI OB LE
T, L —F—2n@len— 72 L TSSO Tr /A v LiEgEE. T 74V hor—ut

a—P—IZE B THNERA,

R DFTliE. Secure Workload T SSO # X ET DT OICEHET HILENH D 7 4 —/b RiIZHoN
THHLET, Z DA D Secure Workload 1X, —E A7 o N1 X — (SP) T,

20:05I YA UF U DRE

@ Cisco Secure Workload

External Authentication Config

Enable
Enable Auth Debug A
Authentication Type
SS0 w

Server Settings

SS0 Target Url
SS0 Issuer

SSO0 Certificate

MIIDpDCCAoygAWIBAGIGAVEWVLIIM

P R P T T, r

S50 Authentication Class Context

Password Protected Transport ~

@ Tetration ~

@. 1.

J4—ILFK Bl

[SSO% —#" > FURL

(SSO Target Url) ] 7> I URL,

YA LA DEDIla—T—N) XL L7 NEND SSOIdP ¥ —

[SSO%1Tt (SSO
Is-suer) ]

SP D SSO =T 4T 4 ID, SP #—EIZ#kP+ 57D URL,
NITEH, SPORAXT—HTT, ZDr—ADEFE

https://<tetration-cluster-fgdn>/h4 users/saml/metadata

(Y

[SSOREHI# (SSO
Certifi-cate) | P,

TAFUT 4T 4 T F— (1dP) |12k~ TRt &5 SSO FiE

|l
cisct



ID 734 %— (dP) =izt HiEm

J4—ILF

A

[SSOAuthN= > 7 ¥ A b
(SSO AuthN Context) ]

SAML ZR THEE S 4172 SSOAuthN =2 o 7 F 2 s ORI, 7 7 o+
NENDOFT v a NI [IAT— RTHR#ESNTZ T U AR— b
(Password Protected Transport) ] T9°, fDERIEIL, Windows 35
K OVPIV _X— 2 DOFBGEH D [#t4 WindowsiBall (Integrated Windows
Authentication) ] 35 X TV [X.5095EH1#E (X.509 Certificate) ] T9,

SSOREEHMITDH &,

NZ 725 TN D a—H—
({77 (Save) | A& v %

®21: 57— 70—

IdP

3. Browser relays SAML request

[ —H LERFE &[] (Use Local Authentication) |47 a %A
ZRWT, T R_XTCoOa—HF =Nty arnbual 7y hEnxd,

27Uy 73 5L SSORELRMFETEET,

Browser SP (Tetration)

1. User accesses Tetration

: 2. SP redirects SAML
b request to the browser

to the IdP

5.1dP generate

4. |dentity/authenticate the user

s SAML

the browser

assertion and sends it back to

6. Browser relays SAML
assertion back to the Tetration

7. If user is authenticated,
Tetration creates a user session
and allows access to resources

ID T/ 15— (IdP) TS H1EHR

IdP 1%, FRAEH D SSO % &

R IET D 72812 Secure Workload (SP) b DfE#RAZME L LET,

ROET, RETDUENRHD T 4 —/V FIZOWTHHALET,

TJ4—ILF

BLL]

SSO URL (SSO Url)

SAML 7H—y 3 v (IdP 06 DIGE) ZMHATH3GET Y KA
F (URL) , 2O —ADLE, WO X HIZ7e0 £,

https://<tetration-cluster-fqdn>/h4 users/saml/auth

=7 47 4 1D
(Entity Id)

THIESPDRAEZFT—H T, ZOFX—ADPE., RO X HITRD F
T,

https://<tetration-cluster-fgdn>/ h4 users/saml/metadata

#t B



B ssoormor s

TJ4—ILF B
ZFTID DR, (Name |4 FTID IZEFA—LT KL ATT,
ID Format)
'urn:oasis:names:tc:SAML:1. l:nameid-format:emailAddress'
JEME (Attributes) 2—HF—BHEIXIP LGS NE T, YA TIERGEO— & LT
INbORMEERE L ET,
* email

* firstName

* lastName

BN LD ERBY THDHZ L 2R LTI ES W,

SSO DEIEDT/Nv Y

o (B—ERT NS F—=InD) BIEDEEET D Z L AHR T 5DIX
SSO DR EIZITH T o 2 A DEFRELET,

R ENTZ AP A X T — X BRI L CHFEL £97,
«1dP & SP DI TR EN DT R TORER T A —F ZRER L £,
« IdP TOHERL : SSO URL, X5, 4wiID, @ik L,

* [Secure Workload Company] ~— Y D% € : SSO ¥ —/4 » k URL, SSO R{T7#&. BX
OSSO FEHHE,

k171 F 72D T,

e
iy

cIdP MHIRENT-V T ILVSAML 7 —> g v a Y — =T F ) r— g gl hbE
HLET, SAML N 57— X2k L THIEZTTV, A2072 SAML & Th D Z L 2R
L%,

SPSSOty N7 w7 TCT—0NHEAETDHE, P DO T—DNERINALGENH Y F
? 77 YO Inspect BFREFHTLHLE, EITENTWDHFRy hT—2 U 7R N&E
wWTEET,

e —W—pnu F A NZRER D DAL, SecureWorkload 7 7'V 7 — 3 U ~DT 7 & A
WxEZDO2—HF—PEF> TVH P BHEICHRE L TH L WVET,

[Use Local Authentication] =< 3 >

Rty T vy T END . YA MEBEE I — Y= NRRGEE A L2 WL DI TEE
T i~#~ﬁ%t?/a/@FD~ww%£%ﬁ%J777%%% oLk, a—H—-T¢
WICRETEET, 2—F =KL TCZDOT7 =V REERT DL L, TO2—F—TFTITO
tyvarprou Ty NSRET,
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sstirmEssvs— |

22 : Use Local Authentication

@ Cisco Secure Workload ®Default ~ @ L. | M SE
User Details
o User Details 2 . Assign Roles 3 User Review

Email

First Name

Last Name

Scope

Show All ® Default

Warning: Switching Scope and 'Show All' selection will reset selected roles.
[J Use Local Authentication

External user profile is not available.
SSH Public Key

| Import 3 SSH Key can be uploaded later

<Back to Users List

"
m | B>

DECEDLIADI—H PO —DIEBRT IV EREH LI TSI EEZHEREL TS,

o2 —4—@ [Use Local Authentication] # 7' ¥ a UBHIBRENTEY (DFEVF v 7 ENT
W) | ERFE oY —RNA T a v EEA LEREDOZ—Y —T2 5728545 Secure
Workload (2% A > A T 57200 —hNVFEET 7 2 A2 FFoa—F =Nl 20 £,
OF Y | RECHERORE R &, ANBEREEY AT LT S DOEENEE LSS, A oA
VT%%J%# @mﬁw&wo_k_ﬁwifoD%WWTmﬁéﬂt % DA—H —ZH|
PRLED ETHE, BERFRINET,

NTRGEE ST LT A v 5a—F—Dt vy a  FE< R0, By a L OAERHIRNY)
nNodtuar7A4 FT5IROONET, INTRIEEZ L TR A T 52— —%, A K
THRRAU— KRzt y hTEEHA (EFEILDO Web A F“Cﬁ5b§7§>3?>@iﬁ‘) =77 L
a—H—|z rD“‘ﬁﬂ/mqu%_"f%ﬁHJ 77775) Eéﬂ(ll‘ li\ INAT— KDYt b3
THETT

SSLEFFAE R KU F—
Secure Workload Ul ~D 52 IZHEFERIHEZR HTTPS 7 7 ¥ ZA 2 BN T 5121, ULD KA A >

ZAZ[EA D SSLFEAE L | SSLEIFHEZEDARS— & —EH 32 RSAMEF—% 7 T AXIIT v
Tu—RLET,
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|
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SSL A X, Secure Workload UL{RARIP (VIP) 7 KL A& ZMT 57 DI S 2 5E8E
fii A A 4 (FQDN) OFBRUTIGE U T, 2 2O FETERETEX 4, Secure Workload FQDN
73 Tetration.cisco.com 72 ED T X —F 5 f X RAA U ZIZHESNTNDLEE, X—ARAA
VEBRT DT 2 =TT A AR (CA) 23 SSLEFRAEAFITLET, %numﬁa/\
fEHTE 5 SSLAEIHFER U —% il LT, FQDN ® SSLAEHAEAFITTEET,

)

(GE)  Secure Workload UTIZH—/3—4 %7k (SNI) ZHAR—F L TWETN, GEAZECTHESNZY
TV FOREEL (SAN) 1 T—HL72WnZ LIZEELTLESY, L2, ifHED A
4 (CN) 7?3 tetration.cisco.com T& ¥ . FEBE T tetration].cisco.com @ SAN W& FEN TV 5
AL ARA NRIEZ OFEFE IR S e 2®, HTTPS U 7 =X NI SNI BT 7 7%
£ L T tetrationl.cisco.com D7 T A X (ZiXE SNE T, CN THEE I NIZAHA A ML DR A
T T AZIIK L THTONTHTTPS U 7 = A ME, 7 T AZITA VA =S TWVD
T 74N OB CEBLAEAEEZFEH L U INET, 26D 7= X MOFER, 77U
WCEENFREINET,

YA FEBEL DRI —YR— DI —H—iF, SSLitIELHERACcEET, Ao
Fea =T, [F5v bT+—L (Platform) ]>[SSLEEBAZE (SSL Certificate) 127 U v
7 LET,

REAEE X —% A VAR — F T AL, [HTLWVGEE L X —0D A A — bk (Import New Certifcate
andKey) | RZ %27V v LET,

\}

GE)  SSLAEMAE L BEX—DEYIOA AR — NI, BlExy NV —J8fE2 N LTy 7 AZITx L
THETL, FIUVAR—FEBIZT 7 BEATELEEDH LE ="FNWEF—aHFz TE RV K
ST DRENRDHY £,

SSLEEHE L £ —I2 oW T, ROBEHRE A LET,
[4 0] (NAME) ]: iEFAEXF—_XT OEEOLAFNIZITEET, ZOLARFIL. A A M—LEN
TW5 SSL AR EA R T 5 &L &R LB E T,

[X5097EHHZ (X509 Certificate) | 7 « —/v RiZi%, 77 A /Xy —88{k A —/ (PEM) XD
SSL RERAESCF A2 AN J)TE £9, SSLAEEIZHH CA N2 RARKERIGA L, FEHED
1T CA /N RV Z3EAE LT, Secure Workload FQDN @ SSL FIFFAE S ZEIE 7 7 A /LD HeEd
725 X921 LET,

ROFEARIZT DMENRH Y £,




s5z250%% ||

[RSAFAE & — (RSA Private Key) ] 7 4 —/V RIZI%, AR OFEAETEL SNI-AHTF—0
RSA X —Z2 AT HMERNH Y £, ROBRIZTHHERDH Y 7,

\}

GE)  RSAFBEF—I1IRF B/ SN TORWKENH D £9, RSAMBXF—0KS{LENTWDHEHEA.
1500 NEfH—_"—x T —] BDREALET,

A UR—FRZ T L BIEFIENEIT SN, GEABICEL SNT-AHT— B T—N
FREIZRSAF —_XT TH D Z R INE T, WA T 5 &, FEAE NV KL SHAL
XA Yz AN (SHAL B4 E1ERFA]) BRRSNVET,

75 UWAE Y m— KL T, Secure Workload UL ~@ SSL ##: TH L < A > AR — h & 7= SSL FF
BENMEH SN TNASZ & 2R LET,
— N
D5 RIADETE
OB Va i, MAZY—Fy hU— 27 B L OVEFLERKSCIZEI 95 Secure Workload 7

TFAZDFEITAL 7 4 X2 b—a URERINET, WMERERMIINET A 2 TREN
\i—gqo
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B ssress5200ms

A\

GE) ax=—Yxr MEFOMNRSSLIES : CoOF T a 2T 5 L, TLS-1.0 BLD

TLS-1.1 7’2 k2L & IROBEF M, SSL R T —3 3 P Secure Workload 7 7 A Z 2 X -
T T AL ESE A, DHE-
RSA-AES128-GCM-SHA256:DHE-RSA-AES256-GCM-SHA384:ECDHE-ECDSA-AES128-SHA:ECDHE-RSA-
AES128-SHA:ECDHE-ECDSA-AES256-SHA:ECDHE-RSA-AES256-SHA:DHE-RSA-AES128-SHA256: DHE-
RSA-AES128-SHA:DHE-RSA-AES256-SHA256:DHE-RSA-AES256-SHA:ECDHE-ECDSA-DES-CBC3-
SHA:ECDHE-RSA-DES-CBC3-SHA:EDH-RSA-DES-CBC3-SHA:AES128-GCM-SHA256:AES256-GCM-
SHA384:AES128-SHA256:AES256-SHA256:AES128-SHA:AES256-SHA:DES-CBC3-SHA

WO TIX, TLS N> Ry A 7 TR el 53 ME ] SivE T,
1. Secure Workload ~D 3T API 35 L O Ul £5¢,

2. Secure Workload ~D T _XTORRM L @H T — = > b DOHEE,

HWSSL 594 75V T, Z2OF 7L a DY R—rENTWRWESRH D 9,

YA FEEELHAREAT—HYR—bOI—H—L, ZOREICT 7 ERATEES, Lllo)E
F—a L N—"T, [Ty hT+—L (Platform) 1>[2 5 X2 (Cluster Configuration) ]
270 w7 LET,

HERR DIREER . B LUVMERRDS 7 T 2 2 RIS T S5 £ TR0 0 . £ O, FE
DR FRFAR R SIVET

SVER IPV6 U 5 R B D HEE

YyER Cisco Secure Workload 7 7 A # (%, M IPvA B L OVIPV6 v U — 7 O FICEHRiT 5
FOITRETEET, IPv4 BERLITMATTT 28, IPve 56 IEE T, IPve #5513, —ERRIE
TL LML TE I A, 7T AZDNER Y N U —27 O IPv6 H#feix, BEEIZT v 77
L— RRIZOBEHCTEET, 777 b— RHIZHR IPV6 7 T A X Hfi a Ghic+ 50
EOFEMIZ DU TIE, Cisco Secure Workload 7 v 7' 7' L— R A R [FE5E] 22 R L T2 S
VY, BEAFIZANIPVe 7 T A H Bt A AN T S HIEOFEMIC DUV TUX, Cisco Secure Workload
N= R = TIEATA R [RFE] 2SR L T a0,

B8 BRI
I—CIVbhETa7ZLREYIE—FR (IPv4 & IPV6e DEIAZHR— ) TEHESESICIE
ATiREH

« 7T AL TITIPV6 WA/ > TN DHMENRH Y £7,

« FQDN @ DNS (Z A B L TUNAAAA L 22— K (IPv4 BXOVIPve ) Z1ER L., KA A >4

PRRESNDETHBLET,

I—Cx VMR TaTFZILREYIE—FTHETHLSIC TE2H—VIPFQDN] #HET %
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FIE

RATY I Ellorer—rar_"=nb, [FTZvy kTA—L (Platform) >[92 5 X2 (Cluster
Configuration) &4 #R L £,

RATw T2 [B2H¥—IPv6 VIP (Sensor IPv6 VIP) ], [E > —VIP (Sensor VIP) ], BL [t H—VIP
FQDN (Sensor VIPFQDN) |7 4 —/V R&EEELET, [ ¥ —IPv6 VIP (SensorIPv6 VIP) ] &
[t —VIP (Sensor VIP) JIIREIANTWARLENH Y £,

AT T3 [ —VIPFQDN (Sensor VIPFQDN) ¢ E TV WAL, AR O FIETIER L7-
FQDN |[ZERE L £3, f#ET DB, FQDN D DNS D A L =1— K & AAAA L =t — R & fER-4
HVENRDHY FT,

ATw T4 [E2H—VIPFQDN (Sensor VIPFQDN) |39 CIZEE SN TV DAL, [ ¥ —VIPFQDN

(Sensor VIP FQDN) | 7 4 —/L R CTEEZII7ZFQDN ® DNS [Z A L 2— K& AAAA L a—
KRS 5 &R L, [ ¥ —VIPFQDN (Sensor VIPFQDN) 17 4 —/V R& 27 U v 27 LT
UL, BEHsnd L olcLET,

RTYTE 74—V ROEHNRETTHE FI200%RICAT— X ANHBWICEHTSNET) . =—V =
Y MIIPv4 & IPV6 Dl FZIT LTy T AX TR TEH LI 7,

ATw 76 %172 [B Y —VIPFQDN (Sensor VIP FQDN) 1% 1 B2 E CT& £,

< C A Not Secure | mansouri i X / * o= A

(D Cisco Secure Workload ®ostaut - @ 4. |

= Leaf 2 Network Mask @ 255.255.255.252
Site Nat
all.ntp. com

2001:420:28d:2022::1:140/122

10.18.186.160/27

pre— pre—— 3

10.18.186.165
39RU-M5

5s

GH) AIX D IPV6 DY R— MIH Y XA, TaT VAL vy 7 E— FOBEM LR
DOFEHIZ DUV TIX, Cisco Secure Workload 7 7' 7' L— R H A R [HFE] #Z L T
{TZEWY,

NTP 523

NTP #35Ei&, Cisco Secure Workload 4> 7' L X A=V g U THAR— I TWT, BREPIC
FXE UL 2 3% 7>, Cisco Secure Workload UL @ [7 7 A X% #%7E (Cluster Configuration) ]-%—
VEMHLTRETEET,

gz W
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GE)  Cisco Secure Workload IZLA F& VR — Kk LE9,

* Network Time Protocol /X—< 5 1 4

. SHAl [T n

Cisco Secure Workload Ul Zffif L C NTP FBAEA X ET HI121E. ROFNEEEITLET,

FIE

ATy 1 NTP VP —R_"ZRELET, ROFEIL. CentOS7 ZEITLTWVDH I AT AnH S MRAIC#Et

SNTWET, FHEIX, OSICL->TERRLIGARH Y 7,
a) WO RUD Jetc/ntp.conf lilHDBHT L EMRLET,

# Key file containing the keys and key identifiers used when operating with symmetric
key cryptography.
keys /etc/ntp/keys

# Specify the key identifiers which are trusted.
trustedkey 1
controlkey 1
requestkey 1

b) Y= —flDOF—% /etc/ntp/keys ICATLET,

# For more information about this file, see the man page ntp auth(5).
# id type key
1 SHAl <password>

c¢) NTP P— N—%FEE L FE T, # service ntpd restart
d) VP—EARHBEINTWDZ 2R LET,

# ntpq -p
remote refid st t when poll reach delay offset Jjitter
<ntp.server.com> <refid> 5 u 17 64 377 0.000 0.000 0.000

AT w72 Cisco Secure Workload ULl RO B~ a vy 4 RUT, [Ty b IT+H—A

(Platform) 1>[Y 5 R4 &5E (Cluster Configuration) 1 %27V v 7 L¥7,

AT w73 [FBFEEANTPHY— 3— (Authenticated NTP Server) | 7 4 —/L K{Z, NTP % — R—D4 Hi £ 7=

TIPT7T RLAZ AN LET,

AT T4 [FREEEANTPY— N—D /AT — | (Password For Authenticated NTP Server) |~ ¢ —/L N{Z

NTP —/"—D/NAT— RK&Z A D LFET,

NTP $— N =3 E SN CRRAEEIND & FBREF A NTP #—/ 3N—[%, Cisco Secure Workload
WANENTWARAFS N TWRWNTP — 13— L0 S E4,
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SRR 4T
AT, Secure Workload 21— —A L H—T7 = 4 A2 WETHEDICOREHT 57 —4
EWNELTWET, ELET—XiE, V=2 EESNDANI—FHH Ny =2l L > TE
siesnEd, T—HNEFT 74NV N THEHIT/R->TEY, ZOX—=U TV EZLZ &0
TEXET, ZOTTANV—FHEOHEKREENIL, AV T VIART T IAT U AOGEEIEIT 7
FA T v AHNL, Cisco Secure Workload SaaS DA% 7T v MEHEAL T,

YA NEBELHRII—YR— D2 —H—, SRS EFEMLE b cxE
T, EMOF e — a0 3—T, [BEE (Manage) | > [ERKRSH (Usage Analytics) 1%
707 LET,

[EH#E (Federation) ]
A

GE) COREEERAT AL, 72T L=y alNOTRTCOT T4 T U ANY J—R34x L
a2 RITL TCWAMLERH D F9,

7T L—3 g UiE, #BED Cisco Secure Workload 7 7T A 7V A& fEE L. FNUHOEHD
2L B —B—=L LTIHRESNTEH DT 774 TV ATHAET D FEEZRILL £,

=JL ==

aX AE
T =T b=y a raANcT 5i12iE, A FAA—D[&th (Company) D FIZHD[7 =T L—
v a Y (Federation) ] A ==—IHH%Z R 2 £,

FIE

ATy BESNEY—4—T, [&% (Company) 1>[ZzzTL—3 3> (Federation) ] IZEHEIL,
LW Z =5 L—3 3 OERL (Create New Federation) |"AR¥ %27 U w7 LET,

AT T2 BEWDOITARIT—=T T T4 T L ABINTHT2DIT, FDO4RIE E2EM N AA 4 (FQDN)
AL, B (Add) | AZ &2 U v 7 LET,

AFYvT3 Vo rx20 0w s LT, BMEEAET s A LB X 0 — RLET,

ATv7T4 74087—7T, [&% (Company) ]>[Z7xTFL—>3> (Federation) | IZBE L., [BEFD
77 L—3a s ~OBIN (Join Existing Federation) 1 %72 U » 27 LT, EFLTIER L7220
AEE 2@ L £,

ARTFYTE 727 L—varO—#ERDEITAAT—=T0IC, AT v T2 ~4 5 H0VIRLET,

gz W
|



R23: 7T L—>a OERFEREIIzTL—30~A08M

Setup Appliances Sync State

Federation: Disabled

Create New Federation Join Existing Federation AR

K24:7xTL—2320DT7+407—0EMT +—L
Setup Appliances

Federation: Enabled

Appliance Role: Leader

Add Appliance to Federation

Name

app
This will be used to reference appliance. Should be concise.
Fully Qualified Domain Name (FQDN)

app.tetrationanalytics.com

Must match appliance domain name. Do not include https://

Add Reset

T2TF L= g UNENIIR L Ny BT I IA T U ADLETE, T IAT A%
BETALDOEL I ZREENET,

B =E
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Switch Appliance

80
TH

T2FL—2 a3 NO 1D EDOT I AT AN 10 5L EY — 2 —0 B3 S e h o
2B, 7794 T VAR LI ZIZT T—"BREREN, MEOHLT T4 T A T7T7
BfHFongEd, I—IvrsEbEsd e, REBIC) —F— LR LIERARERSNET,

B26:75— bIRRENFTIZATURELI A

O <ot @ - ©

Switch Appliance

80
TR

Last Seen

Aug 28 10:58:02 am (PDT)

ERELERTE
T 2T L— g AN o TWARREEL, v A F v (SSO) AL THRES
NEJT, SSOIE, 72T b= arDETTFITAT VA THRETHHLENH Y £, SSO
ORENX. T T ITA TV ATDY TP A (SS0) ORETRHRINTWA LT,
PESN—VONBREREEN LT ==K 70U —CHRESNE T,




B ==32s

EEARY

#x |

BEAZ AU T, )= —TCEITTIHIMENHDLX AT L T+ AT—TCTETTIMLEND

HEATNBN FT, ROEIL, FEXATDT TIT3AT LV AXAL THRLET,

2R FISATUR

Users Leader

Aa—7 Leader

z—/L (Roles) Leader

FF1 Leader

API & — Leader

[UX£E /L — L (Collection Rules) ] Leader

V72T 2= NORE Leader

M ANVEVES S Txmry—

VI NI =T 2=V DT v T L—FR | 77—
(Software Agent Upgrade)

A NEVES S E NP A acial N S =2
(Software Agent Download)

[f >~ U7 /L% (Inventory Filters) ] |Leader

A2 _X hY T v 7 r—K (Inventory Upload) |Leader

T 74V NORY T —IRHERE Leader

RY S —DEFE Leader

FHANOTRTCDOA VR NYBE—DT 7 ITAT VAL TEEHEINTWAHA, TOH
HET7I7AT L ACEHD Y CTHZENTEET, ZhiCky ., To&EMICEEMST BN
=7 A=A TOHBRY —l, R —0, BXOEANEN/2Y £, £7-,
FOFPEATIER ENTZRY =0, T IA T v AR SNLTWHo—2 2 v MR

SNDHEDITY ET,

(T7T7A4 T AZEID B THRTWRY) Za— )V CTEREN=T ) r—ya v
WX, BEYIR Y BB E IR ) =GR TE E¥A, 2L, 72T L—va W
DT RCDT I IAT AR —%EHAT 5D Tcx£9,



=
ax

7—sz2~-2 ||

TTIAT AR, TERRRC, R38AEZRE LT SAICH VY THZENTEET, T
RTCOFFINIBOT TI7A4 T AZMAE L, IOT T34 T AZEDYTHZ LIFTEE
e

B 27:EE~NDT TS5A TV ADEYET

Scope Details

Name Test

Description

Policy Priority @

Last v
Parent Scope  ([sZNAEN
Appliance @ No selection '

Federation appliance assignment.
Cannot be changed when parent
scope already assigned to an
appliance.

\}

GE)  N—bFLLoFEHE (TF2h) I a—LThY, TTIAT U RCEYYTEHZ &
I TEERA,

T—5 RR—Z
FTRCOU—=I A= ([TFVr—var]) id V—F—TEETLILERHY 7,
2L, 7 —_—=20F v — I, METDHI4AAT=TFIAT UV ATOHRERTEE
T, AT, [ YU =547 (Policy Analysis) ] # 7 & [ M (Enforcement) | # 7IZHRK RS
NEFry—EBREGENET, U=F—=00, [B—WNVT TITAT U ATF ¥ — b EFER (View
Charts on Local Appliance) 127 U v 27 LT, ¥Ith9 27407 —ICBELET,

#t B



B —ox<x=x

28:') —H—TORY —5H

@ CiscoTetratien”  Applications EsX-1002(0%0 - @ - «f -
il 1 Switch Application
Test =
o | pynamic | Endpoints: 42 Last Run: 3:53 AM
o | OYNAMC |
kol ¥ Conversations | 0 & Clusters 13 + Policies | 16 R Provided Services 5 App View (1 l#* Palicy Analysis U Enforcement bl i
v
- Live Policy Analysis: p1 & < Run Experiment Analyze Latest Policies

i View Charts on Local Appliance

29: 7407 —TORY O—0H

(; Ciscoletratien” = Applications TR - % Monitoring ~ @ ~ 4 ~
il 1 Switch Application
Test = o
A Defa [ovamic | [EEEEEN Endpoints:42  LastRun: 9:53 AM
& | DYNAMIC |
ko] ¥ Conversations | 213 = Policies | 16 A Provided Services h App View (1 [#” Policy Analysis U Enforcement = (e
1)
a Live Policy Analysis: p1 &
y Select time range !. 569,524 total observations
Aug 2 10:01am - Aug 2 4:01pm ~ 7129 12PM T30 12PN 731 12PN an 12PM & 12PM Showing Flow Observations
.
Filters @ @ Enter attributes... Filter Flows
Filtered @ Flow Observations + | Permitted | Misdropped | Escaped | Rejected | :
! ! ! Top Hostnames ~ | contributing to the selected Flow
Observations.
M Permitted M misdropped M Escaped M Rejected
] Consumer Hostnames  Provider Hostnames
700+ - - A - A
A i i\ i N i ™ T collectorDat... appServer-2
Ra Ralaha R b B el P '
L T B Y T i e B N Y N collectorDat... | | Unknown |
collectorDat... [ ] collectorDat...
0 collectorDat... ] collectorDat...
s00] collectorDat... [ ] collectorDat...
collectorDat... [ ] collectorDat...
300 collectorDat... [ | B0-host-1
collectorDat... | B0-host-2
200+ 3 collectorDat... tr-host-1
collectorDat... tr-host-2
e PE— g g~ .. ¥ - PSP N S W .- m m
T = T T T T T T T T T T 1
1030 1AM 130 12PM 12:30 1PM 130 2PM 230 3PM 330 4PM

Tl AR M VICHTT AR (BHER Y —RE—T % R<) X, #iee—b L THET
SINFET, 20D, 7I7AF, T4 NE BLOHEBEOTZ Y FRA VU M ERRTDHITIE,
TAOQT—ICBETAILERHYV T, 7 T72%, 7404, BLOHBEOIEMOERITHFH
Ceyy7nmisnEd,

RE




| &%

7—sz2~-2 ||

K 30:95REYA K/i—

Q i

& Cluster: 172.20.42.20" + ...

Cluster Actions
Name 172.20.42.20" + ... [&
Description 4

View Cluster Details
Confidence Low

Edit Cluster Query

Endpoints (5)

172.20.42.200
173.37.93.161
172.20.42.203
172.20.42.202
172.20.42.207

Neighbors (1)

R Xk 9z, Zae— SV#ETIER SNV — 2 24— 21F, BEIRY O— B E-I1IRY
SHCIIER TE E A, AU —FEATEETN, 7o —_—2DEHAF v — MIE
HTExEHA,
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B oroz7z—ozor

31: 70— /NILEETENCE > TSR O—a47

@ CiscoTetratizn® ESX-10020°%0 - @ - o -

Lt 1 Switch Application
Global Test = Gl il
=TT (ovwawic] [EEEEEN Endpoints: 0

D ¥ Conversations | 0 & Clusters [0 = Policies ' 1 M Provided Services &h App View [0 | Policy Analysis U Enforcement o A

v

o Live Policy Analysis: p1 &

a Unable to view charts because this application spans multiple federation appliances.

~

aBa
=9

VI bz T7I—

ATy 1
ATv T2

ATvT3

ATvT4

&l

TTIAT v ABEEMT DN E TR E A R N ) T g X BT BRY
V—lt, TOTTIIAT L ACORHEA SN ET,

Ik
TxT L=y arNOT T ITA4T LV AERHRINTNDETRTOY 7 b7 — ) bR
y—F—ZERENET,

FIE

HEBIZH D [XE (Settings) | A=a—%227 Y v LET,

[T—T = FE%E (Agent Config) ] ZiBINL £,

[Z—Y = FRE (Agent Config) | N— U NFERINET,

[Y7 hy=Tx=—Y =z b (Software Agents) | X 7% 7 Vw7 LET,

[V7 h =T x=—Yx 2  (Software Agents) | ¥ 7B & £97,

BE#T5—Vcr NERDTT, 20T =TT TFT v IRy I A% ) v LE
j—o

[77ZA4 7 A (Appliance) 141X, =— Y = MR SN TV DT 2R LTV ET,

Software Agents Software Agent Config

Filters @ Hostnar contain tes | Iter | & Download all results
Displaying (1 to 20) of 22 matching results ® First Check-in ~ 1¥  Show 20 - Items per page
Y Hostname Appliance Agent Type IP Addresses SW Version Platform VRF
test-host-122 follower-2 Enforcement 1.103.1.5-1 MSServer2008Enterprise
test-host-121 follower-1 Enforcement 1.103.1.5-1 MSServer2008Enterprise



=
I ax

I4OT—FISATFLRETOVI b7z toBh [

I2A0TD—FTSATURABTOY I b1 F7I—C1 Y FOBEE

ATvT1
ATvT2
ATy T3
ATvT4

ATy T5

ATvT6

ZTDHDE XY

VI 2T =2 ME, FAQT—T I IA T U ABTCBEBICE L, =— = b
B S TWAT I T U AND, ROFIEEZFEITLET,

FIE

HEMBIZH D [RE (Settings) | A=a—%7 VU v 7 LET,

[=—Y = FRE (Agent Config) | ZBINL E4, X—IUBERRINFET,

[V7 by =zTx=—Tx ~ (Software Agents) | ¥ 7 %27 Vw7 LET, [YT7 hU=T =—

Yz bk (Software Agents) | ¥ 7 INBHE E9,

BEIT22—Y 2 FERDT T, 20T —TMTICOLT = IRy VA% ) v LE

R

-7 7 T4 7T ADER- (-Select Appliance-) | Fr vy 77X T ohtn ZhbDT—Y = b
BT T I7AT A BRI L ET,

[T 7 T4 7 v AZEE] (Move to Appliance) R ¥ > %27V v 7 LET,

Software Agents Hardware Agent Config Software Agent Upgrade Software Agent Download Hardware Agent Download

& Download all results T Delete
H Move to Appliance

Filters @ Hostname contains test

follower-2

Displaying (1 to 20) of 22 matching results (1 selected) ® First Check-in ~ | 1¥  Show 20 ~ | Items per page
7 =] Host Pending move to follower-2 Agent Type IP Addresses SW Version Platform VRF
test-host-122 @ follower-1 Enforcement 1.103.1.5-1 MSServer2008Enterprise
[m] test-host-121 follower-1 Enforcement 1.103.1.5-1 MSServer2008Enterprise

T NNEHIN, BBOSRETTCHLZENREINET, ==Yz FORBIFT = v 7 A
VIRRHZ, TTIA T U AEBIT LI ODOA v =R EINET, BEINTETTDHE.
TV MITEDT T ITA TV ATERRINBRL RV ET, FILWT T IA T AD [V T
FYxz7x— x>~ (Software Agents) | X— 27 7 &AL T, BEIDKE) L2 & %0k
BLET,

SHRIIC, 7 R—B LU YNy N R—AD S =Y E, TAAT—T T I T AT A
ERb D ET, RORI, W< ODOAINRSE A DT TF4 T v ASA T ERLET,
2Ry T7ITSIAT VR

[AI48M (Visibility) 1> >[70—#&%& (Flow |7+ o 10—

Search) ]

#t B



B zotoszs

2Ry TFTS5A4AT7UR

[AI%RHE (Visibility) >[4 YRV PURE |74 v—
(Inventory Search) ]

[AIRME (Visibility) >[4 YRV YTl | 7400 —
4 (Inventory Filters) ]

[AI48ME (Visibility) 1> [ A—~ R bL— | 740D —
4 (External Orchestrators) ]

[EF A>T—2 3> (Segmentation) ]1>[H |Leader
g7k o —#&k (AutomaticPolicy Discovery) ]

[ET A>T—2 3> (Segmentation) ]>[7R |Leader
1) > —45 47 (Policy Analysis) ]

[T A>T—2 3> (Segmentation) ]>[# |Leader
FERE (Enforcement History) |

[T A>T—2 3> (Segmentation) |>[H | 74m U —
viN\t—2 3> (Conversations) ]

[EF A>F—2 3> (Segmentation) 1>[9 | 740U —
H#ER (AnalysisResults) ]

[T A2 F—2 3> (Segmentation) |>[# |74 v—
FR#E8 (Enforcement Results) ]

[E=21U 2% (Monitoring) |>[T—YzY |74 U—
k (Agents) ]

[E=%21Y 2% (Monitoring) |1>[#RARXT— |7+ U —
4 X (Enforcement Status) |

[E=2 125 (Monitoring) >[4 VR |74 U—
(Licenses) ]

[V, z7I—P 2 b (Software T4 —
Agents) 1> [7 T34 7V ADEE (Change
Appliances) ]

FRIZEEN TN W EDMDOZ AT, TTITAT AR L Tr—hLThHDEEZ DY
ENHOVET, TOO, (ThNEEEEHIIRRINIERIL. BEOT 774 T 2 2Dk
BOLEFRL, 72T Lb—a IR LEERA, INHOR=JITE, ROT 77— FNRFERS
NET,




o
I ax

grorl [

R32:0—HILVTFTS5AT7VRTS—h

The contents of this page are local to this federation appliance.

See the user guide for more information.

B ER

IDORF2 AT, 72T b= a3 it 57774 T VATT—Z 52 RFT 5729
D—HEDHA RTA NZHOWTHEHB LET,

RETELT—4

a—P—iE, 7=T L—a BT LA, =Y — m—A WEAL—L, Tx L
Vv TuaTZrA)N, 2= =T v -7V BILOT—V ol MREEZ T AR T —
H5U—F—llabt—T2LBERHY ET, ) —F—llabt—SNRroTe 74 nT—DFT —4
FHESN, VDT HICBEMADNET,

F#BT—0HH, 741 F, BIORY =2 R(FHT DI T 7 AT AFR— L,
=B —lZA VR—=FTEBHEICTHAD =R 2B RILTOET, ZHhE, RO X HITFT
WET,

FIE

ATFYT1 740 U—=T 7T 7 AT, [&% (Company) |>[Z7 T L—> 3> (Federation) | I2%
L, [Tl =T L— g ~DOBN (Join New Federation) | RZ %27V v 7 LET,

HPH, 74N, BIONT I AR—RET T IAT AR =BV [F T ra— K
(Download) 1 LE7,

zt
|



#x |

B srczzs7—4

33: 7+ AT—DBEOERADIY RAR—+T7—Y 70—

Setup

Warning: Data on this appliance will be wiped and replaced with data from the federation leader. If this appliance has scope definitions or

policies currently in use, please export them here and import them onto the leader before proceeding.

Also ensure all necessary users, roles, collection rules, user uploaded annotations and agent configs on this appliance are copied to the

federation leader.

Finally, disable enforcement on all existing workspaces

See the user guide for more information

Export Existing Data
Scopes & | Filters &% Workspaces &

Join Federation

Select Join Certificate & Cancel

ATy T2 )=H—7T, [&% (Company) |>[ZzTL— 3> (Federation) [ ICBEILET, 741
U —D4RT & FERER KA A 4 (FQDN) # AJjL, B (Add) | A& %27 U 27 LT
TxnU—ZBMLET, RIC, TFIAT VA 2—=Z00Ex, 77547 ADFQDN
OFEMCHHAL VR— b RE2ED )Y LET,

4: 700 —OBREFEORBAOA VR— 742

Setup  Appliances
Leader Status Last Seen Current it Version Actions
a0

3.4.2.64541 sladiwala.mrpm.build

Name FQDN
€sx-3019.tetrationanalytics.com Ready Apr 2 10:49:02 am (PDT)
@ Ready N/A 3.4.2.64541 sladiwala.mrpm.build

esx-3019

sherekhan @ sherekhan.tetrationanalytics.com

ZHICXY, TxrunvU—mnbAura—RLE#EE, 740, BIORU—T AR—=ET v
TA— KT 5595 1a—F—IZRDHA VAR—F T 4 P— FBRFREINFET, T XTOEME
T, VAP =R ——DBEERLT DO /HF > THLIROEBEICERE T,

35: 7407 —OBREOREDOA VR— b4 ¥—F

Scopes

Import &

Jy—F—tTxruU—nxy NYBOBEEIE, 2007 FIAT UV ATINLDT Y N D4
Az 2 2 L ChRiianE T, X, V—F—L 74U —0DlFITFET DA
Default:host 8% & LEd, U —F—TiIZZ DO#iPHD 7 = Y A Hostnameeq foo (2% & S 4,
7 418 YU—TiXHostnameeq bar IZERE SN TWET, A R —Fv 4P —RiL, ZOHPEIZ




S N |

BEMMET Hl o —H—8E L, V—F—0b0rxY (D%, Hostnameeqfoo)
PERLET,

ATFVT3 BRI, 2P — T 74+ 0V —% T 2F L — g JGEMT AR, 748 T —OFFFEO TN

TOU—J AR—ZACHRAZENTILERDHY 9,

ATV 72T L —2a BN TAHA 7400 —"0I1C, ATy 1 ~35B0RTHLERH Y £,

RKETELHELWT—4

1L BT T7I5A4T A (X7 X THEASNDILOEET) X, 72T L—ya VIS
BT, 740U —CH B a = VT A0ERHY £,

2. 74U —RNT7 2T L—a i BMTHFETOT 4T —TCO7a—T—XL, U—
H— L EOFPATIIT 7 B A TEEH A,

RIEDUIBTE—F

)

GE) 7xmuUu—|ZEHTEET,

Xy N =T —F 42 a VIR EOREORITIE, 12 07407 —CT7 7L —3
VEBENZILT, RAF L RTRUE— RTEETE 2L 91T 52 LIRS TVET,
INEITHICIE, [&ft (Company) |>[7 =7 L—3 3 (Federation) |IZBE)L. [HEZh
(Disable) |HRZ > %227 Vw7 LET, 7=Fb—arnbifidni-7+n 0 —%, A%
Y RTur s T ALE LTCEMER KT £,

T T —OFH LWEH, A X M) T vE BEOY—7 A= E, T A
AR—=FTHZETIHRETEXET, ZOT77 AL, 74U —%T7 7 L— 3 VICHER
MTBEHIY —F—TA AR —bFEINFET, 22X, BEFEOU—F7 ZA_X—ZADRY Tr—
DEEMEFENET, 72770, 7400 —RNT7 257 Lb—a VICHSMT5E, V—F—IC
TCICHFET DR L A >R M) T gV F~OEF I RbIET,

77— EEMNTHIE, [7T— b (Alert) 1> [E&RE (Configuration) 1 %27 U v 7 L.
TxTL—varO7 7 — MNREEZEHLET,

#t B



B 75— ram

K3:7zT7L—3 75—k

i H =

TI— M, IROA X ML TERENET,

e T xFT L= a WD 1 OUEDT T T4 T AN 10 5L EEE SR TWARWES. [1
(MEDIUM) [ DOERKETY =X —|ZX L TT 7 — MPERESNET,

c 7 ARU=R 10 UL —F—L@EETER0nEA, [ (MEDIUM) | OERETY +

B —ZXLTT 77— FBERSNLET,

75— M

— AR T T — MEIE L T ¢ — L FIZET D FERICOWTIE, —7RT 7 — MEEEZ SR L
TLEEY, alert_details 7 ¢ —/L RiIME (LI THBY, 727 L — a3 77— hOROY
77 4=V EREENTOET,

N

CGE) T77I9A4T7RE, 77— e NI H—LEET 74T ATT,

J4—ILK T5—h24T TA—I vk B

id all string TFIA T AID

name all string TITIAT AL

fqdn all string TIFIATUAD
FQDN

is_leader all boolean TIFIATUANY —
X — DAL True
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75—+ |

J4—ILE To5—h247 7+—<v bk EHEA

status all string T LIAT oV ADA
T—H A

current_sw_version all string T IFIAT L ADY T

NV A S NS

last_seen_at all integer T TA T ADNHE
Bt shiz o
UNIX % A LAZ

created At all integer TTTAT v ADERK
iz & & @ Unix #
ALAL T

updated_at all integer TIIGAT AR ER
Sz & & D Unix #
ALAB T

created At all integer TS AT v ADMERK
SNz & E D Unix ¥
ALAL T

deleted _at all integer T TAT v ADHIER
IiT- & & D Unix #
A LAR T

disconnected all boolean T4 T =N —H—
MHEr STV 5
Bl true ITRE SN E
T, V—F—DGAIX
WAZ false IZERE SN

E3cn

7+A7—FH 0T 5— kD alert_details DI

{
"id": "5£219ad8755£024b46c2524a",

"name": "esx-3018",

"fgdn": "esx-3018.tetrationanalytics.com",
"is leader": false,

"status": "Ready",

"current sw version": "3.4.0.39.devel",

"last seen at": 1596140582,
"created at": 1596037848,
"updated at": 1596140582,
"deleted at": 0,
"disconnected": true

)
) =S —F 75— kD aert_details Dl

#t B



E)
ExE.I

B aw

"id": "5f219acc755£024b46c25248",

"name": "sherekhan",

"fgdn": "sherekhan.tetrationanalytics.com",
"is leader": true,

"status": "Ready",

"current sw version": "3.4.0.39.devel",

"last seen_at": 1596140582,
"created at": 1596037848,
"updated at": 1596140582,
"deleted at": 0,
"disconnected": false

API
~

GE) 7z 1v—varIIARZ0ulA4  FERITFEIC) —F—CERTINERHY, 7407 —
D7 VIFEHTEET,

COETEH, V2T b—ya rHIGBEBNMEREES SN APL 2R LET,

O

TI2AT A

TTIAT VAT RRA V "EERTHE, 2= =137 =T L —2a b NOTFI73A4T v
ADREEZRSGTEET,

FPISATURATS ) b
TIGAT Y AFT Vs NORMETONTIE, UFTHIILET,

Bt 247 £ EA

id string TIIAT v ADEA R
%O

name string 2—Y—RE/ELT 7T
T ADAH,

fqdn string A—P=BEE LT T4

7 2 A® FQDN,

is_leader boolean T IIALT AN —F—T
HOMEIMERLET,

status string TIIAT VADAT —H
X o

current_sw_version string T 75 AT AD Cisco Secure
Workload ¥ 7 F U = 7 D/ —
Val,




77547 200z + |

Bt 247 B

last seen_at integer T4 TN —F— 2L Y

RICHERR S Tz & % @ Unix
BALRZ T J—H—D
LA EIC ull T,

deleted at R TFIAT U ANEIRENT
LEDUnix A LAZ T,

disconnected boolean T F TN Y — b D
iaRolemE I maErLE
T, V=X —D8%AE 1 false 1T
RESIET,

TFITZATVADY) Rk

EE DR

IO RRA NI, 72T L —arNOT T 74T 2 AOESEZIK L E9,

GET /openapi/vl/appliances

IRF A=K (JaL)

IGEA T2 N T T IAT AT TV =7 OB ERLET,
4> 7IL python a— K

restclient.get ('/appliances"')

AT 7 Mo, SEICEEMNT ONET IIAT U ADID REENDH LT FEL
2o 77— SVEFHOG AL ull ITRESNET,

WD APL S, FPHOMER E/RITEFHFICT 79 A4 7 A ID #ZIFAND LI IR0 L.

HHE ORI ESNTEZT FI5A T AIDICEY, #iFERBREDT 754 7 v A
FenET,

POST /openapi/vl/app scopes

INT A —=H

il 247 598

short name string MR LR O 4
Al

] string AR L O
.

#t B
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"type":"eq",
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}
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{

"type":"eq"
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"field": "ip"
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"value": <....>
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Two-Factor Authentication
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Tetration Setup  RPM Upload » Site Config » Site Config Check » Run
Site Config

Complete this form to create or update the site config.

Ul Admin Email*
General

admin@tetrationanalytics.com
_ The email address of the individual who will be responsible for administering Tetration within your organization. The

email addresses are non case-sensitive. We will use the lower cased version of your email if it contains letters.

L3

Carefully ensure this address is correct before proceeding.
IPv6 Ul Primary Customer Support Email*
Network admin@tetrationanalytics.com

Must be different from ‘Ul Admin Email'. The emall addresses are non case-sensitive. We will use the lower cased
Service wversion of your email if it contains letters.
Security Admiral Alert Email*

admin@tetrationanalytics.com

ul

This email address will receive alerts related to the cluster health. Must be different from 'Ul Admin Email’ and 'Ul
Advanced Primary Customer Support Email’. The email addresses are non case-sensitive. We will use the lower cased
version of your email if it contains letters.
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