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N—~DT 7B RAZIHAT 5,

« BURIJICRF AT SV TWZRWIR Y | MBSO T X TORA bRy P U= HDHRA b~

DT 7 AEELT 5,

s MaFHR T — 7 vu— RERET 5,

EVFMICEA SN LRY O —TH == A FTERWHERIRY > — & L0 BRIRARY
VeNFET DB EICA =N =T A RTEDLT 74NV ERY —%ETE £,

W FERY —1d VU — O BT WEIPHICR LT L £

1a s BRI
o (FFvav) B (Defend) 1>[H YV —7 7L —hk (Policy Templates) ]72>5{#

FRERT L= DOWTNPEFEHTHIZ EEMET LTI,

Kys— I}



B o« o—ozunm

ATy
ATFvT2
ATvFT3

ATy T4
ATy TH
ATvT6

ATy 17

Ry o— |

s (AFvay) FALRY—2ZETINERDHDLT—7 0 — KDty hRHDLZ LD
Mo TNDIEARIF, A XU NV 7o FEHLTCENLE V=Ll D> b
WCARY U —ZfBRICEATEL LI LET, A XU MY T3 1 DOFHIZD
HEHTHZ L, EREOFHHANO Y —7 u— NI+ ¢bTEET, A XU b
U7 4 WEOERZEZL T EE0,

ZOFPANDY — 7 a— RN ZOFmEANICH D Z ENPfHEN VWA Y —r7a—RTh b

TEEMR LTSN, FiHNO Y —7 n— RDFE R 42—=) 2BBLTLEE
Uy,

FIE

[B5f# (Defend) 1>[&Z A2 F7—3 2> (Segmentation) | %7 V7 LET,

FEMOY A RT, RY =% ET 2HiH AR T 50 ZOHEMICBE L £,

RY =B 2R E T~ AX—2% 7 ) v 7 LET,

ZOFPHDOT — 7 A=A EEER L TORWEAIL, T —27 AX—ZADER 35—)
EZRLTLLIEEN,

[RVU T —DEH (Manage Policies) 127V v 7 LE 7,

FIOBRN SN T ZRWEAIE, [RYU v — (Policies) 127 %7V v 7 LET,
[RVU—%iBM (AddPolicy) ] #7 VU v LET,

[R YU —odiBM (AddPolicy) | A% »BERINLWIEEIL, [KRY > —D:EN (AddPolicy) ]
RA UM TERWGES (155—) 22RL TSN,

HHREANDLET,

o [#ax (Absolute) 17 = v 7 AR v 7 ADFEMNZHOWTIEL, AU —DF 7 ffaxt, 77+
k. Fr o FA— (10—) ZBRLTLIEEN, @I, FIFE2EE LRVER
Uy —%MET 2B AIC. ZOF =2 IRy 7 AT LET,

o« BSENEAL (Priority) 11X, Y A RNORY > —DIEFZHFELET, KU P —DIEFHE
DFEMIZONTIL, AU —OBEIAN (96 X—) LW T FEy 7 2SR LTIES
W (R —DIEFIIENORETEET) .

s va—<tTunNf X—EHASRICTHIZENTEET, F2E, AR
T4 H (F0E, HETIEH Y AR, ALT—T AR—ANDOI FTA¥) ZHFEHAL
TU—2u— RO N—FZ2EH L TWAESIL, FNOEABIRTXE T,

RDEZRY

[+ vFA—/ (Catch-all) | 727 arNU—7 A= ZHE L TWNDHZ L AR LET,
RV =D 7 ffikt, 77405, FroTFA— (10 =) ZZRLTITEEN,

[ P
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KU S—0iEm (AddPolicy) 184 whigmTetLEs [

[[R1) —miEM (Add Policy) 17R2 UMNMFERTEHNMEGS
R U—ZERLE Y E LTV EXIZ[RY —DiBM (Add Policy) | R ¥ M T& 7
WAL, =YD LEFICEREIN TWAINR—=Va a7 Uy 7 L, JREDOIEFETRIND
BT W' SV a3 U EERLET

Cisco Secure Workload

< Workspaces Production -~ PRIMARY see Version p1 A View Version History

Matching Inventories @) Policies @ Filters @) |V0 Fastacton:-lkanitd 2023 ALAM
—
p1 Last action: Jan 14 2023, 4:37 AM
[ P © Filter Policies ...

BREDEHDI=HDR!Y) & —

2YRIT—=O0ENLSD ST 4y 9ZF2T0OYv 9T BH=60 InfoSec 7R') > —DERL
Ry NT—=T DNENE Ry NT—TIZAD T 7 4 v 7 &l To7mE2R2R) v —ty &
FTIERLMERKT DITE, ZOFEEFEHLET, 7740 FORY o—t v MME, HEOKR—
Medua harvzZEHTHEN T 70 v 7 OHREFHAIL, MMOTXTO NI 74 v 7 &2ELRLE
T, MEISUT, T 74NV FORY —ky FEEETEET,
1R BHHIIZ
WOFMENRTH T SNTWAEGEER, ZoFRIEZFEHLET,

« @AY YV —o— MEFHOT S TFIZ, Internal &) ARTOFFAR S 5,

TOHMBEDA L AN—Z, AE Ry NU—2 LT RTOT—ra— REEH 7%y R
EENTWD, FHITEENDLTETH D,

Internal Pl CEZRY —RNEZIN TN,

)

GE) 7%, [ (Defend) ]>[R VU > —7 7 L— Lk (Policy Templates) ]7>5H AT-A[AE7: InfoSec
TrT L= hEEHL, WOPOBEMFIMEEZT> TINERIATLIZLHTEET,

FIIE
ATy 71 [Pl (Defend) 1>[& 7 A>T —3 3 (Segmentation) | ZEIR L 9,

ATFv T2 Internad #HE 7Y v I L, TI9A~IVIT—TAR—X%7) v7 LET,
TIAYV T = ANXN—ANELFELLZWVGAIE, [HARX %227 Y v 7 LTERLET,

Kys— I}



Ry o— |
B = o-rgaicsny sk o—okm

ATY T3 [KRY—EH (Manage Policies) | %7 U v 7 LET,

AT 74 [InfoSecR U > —DiEM (Add InfoSec Policies) %7 V v 7 L%,

AT FTE TrhalbiR— &g, VANNOTRXTORY O—RNRERRY >—Thob I L aikER
L, HEGCTHRY U —2HIBRBLOEFE L ET,

ATvT6 [{Ek (Create) 127V v 7 LET,

RDBERY

(ATvay) BEDODHHBET 7 4 v I BEDOT —7 0— RICHFATIRY) —72 8, B
DRV 2 —% Internal FPHIZEMN L £97,

HARR AR Y o —ix, VA MATEYD —fiRW7RRY) o —D FICKE L E7,

= LE> BRI 0T 5K O—DIER

Z LSBT D MNER D DGAIL. RREKLVIAATZHE AR Y o — %Y U —0
B A E 7132 0L OHFICFEITENL TS, ZOHIFEOTSITA <) T—F ZAR_R—A %
WHT 5z ENTEET,

B AEE LRI, TORY —FHIBRL, V—27 A=A FHEHAT LN TEET,

MEET—o0— FERET SR —DIERK
WDBE % FATTEE T

s FENZAR Y —%AERR LT, $FEDOBEROMaTaM: £ 721338 € L7 MEds b0 BERE L & VWM E
ROV -/ no— REBEICHELET,

AL FTTATRY =2 LT, FoICRIERH D &l L7 BERm o fasatE 23 s S
NV —rm—FRaedIThELET,

TOREY I TEH, 2OWTNNEIT) Tt AOMEERLET,

IR HEIIZ
MEIZR BN H DR Y & —Z oW TIHE, EHrEY v v a R —RESHR LT EE,

FIE

RTY T BETDHETEE IO EKRE LS WVELZERT D1 X b 7 0 v Z 2 Fk L E
D
a) UAYRUDEAICH DT EF— g =D, [HEFE (Organize) |>[A1 X2 VU 7 4
JV % (Inventory Filters) | Z 3R L £,
b) [ X2 b7 4 HDOIERK (Create Inventory Filter) 1227 U v 27 LE9,
¢) [Z7=VU (Query) |DRICHD [ FRF > %E27 Vw7 L, cVE EASNLT, BET L7 4
NEFT v a kR RLET,

[ P
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wyo—7o7L—t+ |

d) HEFTL7— 7DwP%&ﬁ¢é74w5%#%ﬂﬁbiﬁ
e) [Z =V ZFTAHEOHAIZH|IIET 5 (Restrict query to ownership scope) ] 23R S 41 TU e
W& RS Lf<tém

ARTwT2 WEEZTLHV—/a— ReRETLIRY O—EERLET,

ERRFIIZ OV TR, R —oFEfElR (13 2—2) 22RL TS,
HELE IR -

o Internal FEHEAN, F2EHEHEY UV —0 BT H D FEDOMOFTEHENICR Y —% Bk L
i‘g—o

cBINEFI T EEERE . RY TR Y = THLLENRH Y £, FIIMIL
FTHITIE, RY —2AER LT ZE0y,

cayva—<bltTuang F—IHIORY —EVER L ET,

o ZIR Y —DOENEMN RN EEICRE LT, VA MNOMOR Y > — X0 HAEHicE v b
THLIICLET,

7V v a i [ (Deny) JIZeXELET,

RATYyT3 KV o—%R, o, BIOWEMALET,

RDBRY

FIT7 4y 7IRZORY =l y FLIEEZITEHMEIND LT 7— FafE LT, RiE
AEIEL, MRV = —R~D 77 4 v 7 BT TELEOICLET, 77— 22l
LTLEENy,

RY)yS—FoTL—+F

\'l

A

TLE

R —F o FL— b AL T, FEORY > —F v bEEHOU — 7 ZA_—THETX
ji—j«o

Cisco Secure Workload (21%, W DO HFIERINTZT T L— "B EENTWET, T,
MAOT L — NEEl T 22 b TEET,

RNY =7 7 L— M, — MO EHEEESLE T,

ERY—FLTL—+

AR AR Y o—F v 7 L— b2 FRT B0, B (Defend) 1>[HY o —F 7 L— |
(Policy Templates) | Z 3R L £,

RY =T 7 L— 2T 2IE, 707 L= ol 21 2—2) 22RLTES
A%

Kys— I}
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Ry o— |
B rzxsa®xuv—5o70— ok

VAT LAERT T L —FEEETHIZIE, JISON 77 A Ve Xy a— RRLTHREL., 7 v
Zua—RKLET,

AABLKR)—FoTL— FOER

RYS—FoTL—bDISON R¥F—7

R —F 7L —FISON AF—<F, V—F AXN—ADIT T AR— FDAF—~ ZRHd
HEITHEEENTWEST, V—I ZA_X—XT—HORY >—Z{FK L., #NZIJSON & LT
T AR—=FL, ISONZEHLTHhEH, R —F 7L —hE LTA VR—FTEET,

B 247 Bl

name string (A7 ayv) £ R — M
T L— hD&4HTE LT
EHIET,

i string (A7vay) @HZ7akEA
HicRRSnbs 77—
D,

INT A—H RITRA—=RFT =7 b T L= RT A—H (T
RLEZR) ,

absolute_policies RV o—FT7 V=7 bOBES | (AT a ) ftR) v—
DELA,

default_policies RV—FT7 V=7 oS | (WE) T 74NV ERY —
DOELH], 2212 D 2 & HA]
HEo

NSA—=BFTDxH b

NRIGA=BAT V=27 NEIAT L arTER, 70T —bDNRTA=Z L LTI A NI 2H)
BICERT ATZOIMEHTEET, T A—ZIL, consumer filter ref F72iX
provider filter ref A —EMEAE A LT&H SNET,

IRTGRA—=BF TVl bOXF—[IBMRLTT, HIT, BHED type: "Filter &4 T a D
MR EGLA TV N T, NIA—FF TVl FOFIZLTFIORLET,

{

"parameters": {
"HTTP Consumer": {
"type": "Filter",
"description": "Consumer of the HTTP and HTTPS service"

}7
"HTTP Provider": {
"type": "Filter",
"description": "Provider of the HTTP and HTTPS service"

}

[ P




| ®Kus—

}
}

Ky o—5oFL—tnssoNzx—< [

INT A—=FF, R VATV FNTHRTE 3 - "consumer filter ref": "HTTP

Consumer" ¥72/% "provider filter ref": "HTTP Provider") o

BRGNS A -2 SR

W OWDORHRSIRIL, HEINIC 7 AV Z I~ o B 7 &8nEd, XTI A—Z L LTER

LMETH D A,

Ref &5 BA

_workspaceScope TUT U= FREAINTND T — 7 ZA—
AZOFPAIIRR SN ET,

_rootScope J— by PV ORISR S E T,

RYS—FTSxy b

U—J ANX—AT Y AR— M JSON & O EHMEEHEFFT 5720, RV v—FT7 =7 M,
ayvva—<tTunNf X—DBEOF—NEENLTVET, TNHIEFKRD L OIS NE

‘/Jﬂo

if * filter ref is defined
use the filter resolved by that parameter
else if * filter id is defined
use the filter referenced by that id
else if * filter name is defined
use the filter that has that name
else
use the workspace scope.

ETERLIEEDICT AN Z R TERWEE. Bl LT v 7 — FRROW ;T 7 —72

BENET,
JE K RAT Bl

action string (F7ar) EYo—0T
7 a v, ALLOW F£721%
DENY (77 # /L M
ALLOW) .

priority integer (FFar) RY—E
SelEfr (77 40 M1E100)

consumer _filter ref string IRT A — R ~DER,

consumer_filter name string LN L BT A NE DS
i

Kys— I}



B 7-tosoon

Ry o— |

B 24T Bl
consumer_filter id string EFEINFEHEEITA N
U7 4 HDID,
provider_filter ref string INT A —R~DHR,
provider_filter name string LENZ X BT 4V E D
dﬁl\g\(}
provider_filter_id string ERMINT-HWBEE1TA

MU T4 EZ D ID,

14_params l4params (H3] RS WeE S N AN
LD X K,

B AT FLAA

proto A 7' b a VB (NULL 1
TRTOTa ha/LrEEKRL
*7) .

port integer AN— b OEE I, [80,80] F

7213 [5000, 6000] 72 & (NULL
XTI _RTOR—FEERLE

‘é‘) o
Ldparam AT b
B 247 £ EA
proto I 7' b a )V (NULL 1
TRTOTa haLrERL
ESs DS
port integer N— b OWEFPH, [80,80] %
7213 [5000, 6000] 72 & (NULL
T RTOR— FEEHLE
#) o
TUIL—rDHYUTL
{
"name": "Allow HTTP/HTTPS and SSH",
"parameters": {
"HTTP Consumer": {
"type": "Filter",
"description": "Consumer of the HTTP and HTTPS service"

}7
"HTTP Provider": {

[ P




suv7L—tqoti—+ |

"type": "Filter",
"description": "Provider of the HTTP and HTTPS service"
}
}I
"default policies": [

{

"action": "ALLOW",
"priority": 100,
"consumer filter ref": " rootScope",
"provider filter ref": " workspaceScope",
"14 params": [
{ "proto": 6, "port": [22, 22] },
]
}I
{
"action": "ALLOW",
"priority": 100,
"consumer filter ref": "HTTP Consumer",
"provider filter ref": "HTTP Provider",
"14 params": [
{ "proto": 6, "port": [80, 80] },
{ "proto": 6, "port": [443, 443] }

ToITL—hrLUR—F

RV =T 7 —NI, AL D [T AT — 3 (Segmentation) | X—T b7 7%
ATEDL[RY =727 b —1h (Policy Templates) | X—IICERRINET, ZOHHT[T
Y7L — DA AR — b (ImportTemplate) | ARZ ZHEHL T L— e A Y R—NT >
Tur— RTEET,

Ty 7 b= ME, 7y u— REHCIEMESBRES N E T, BBEEZT Ny 74501k i>T
T—DUANPERRINET,

TUTU—MRT vy Ir—Rashb e, T LV— oM, Fvra— R, A RTED
HOEFHZITH Z N TEET,

4: AR T YT L— FORT

Segmentation Policy Templates

Policy Templates

Q Search default or user generated Policy templates + Import Template

Block Insecure Ports Allow HTTP/HTTPS and SSH
16 Suggested Policies 3 Suggested Policies

Preview : Preview :

FToTL— hDER

T — b EU—I AX—RZHEATHIZE. WS OPOTFIAEEITLET,
1. FLbEa—9F575 7L — EERLET,

Kys— I}



B« o—oamms

2.

3,
4,
5.

T NEEMATHT— 7 A= AR L £,
MEHNGE CTRT A—=2 2 ANTJLET,
WY o—ZMERLET,
N —zEMALET,

Ry o— |

AU =L, BRLET =7 AR=ZADFHNAN—V a JaBlshExd, 77— &L
TIER SN 7=AR Y > —iX, From Template? = true / A /L& FEHLTCTZ 4L ) T TEFE
7

5: Ry —FoFL— bOEA

Segmentation

Allow HTTP/HTTPS and SSH

R —DBEERE

Select workspace

Default

Primary Workspace

Parameters

HTTP Consumer @
@ Select a scope ~

HTTP Provider @

@ My HTTP/HTTPS Service v

Policies

3 Suggested Policies

Rank Tl

Default

Default

Default

Priority Tl

100

100

100

@ Default

Action Tl

[®ALow |

[®aLow |

[®ALow |

Policy Templates / Allow HTTP/HTTPS and SSH

X

Consumer Tl
@ Default
Defined by HTTP Consumer

Defined by HTTP Consumer

Provider Tl

@ Default

@ My HTTP/HTTPS Service

@ My HTTP/HTTPS Service

Protocol Tl Port Tl

TcP 22 (SSH)
TCP 80 (HTTP)
TCP 443 (HTTPS)

HEIR U —id, AU —mi e LI, ant7 70— a VR~ vy B 7
(ADM) EPRENCWE L, BEIRY O—RHIEIBEFO N7 7 4 v 7 7a— L 20O T —
HaEfFHA LT, WOWEEEZFITLE T,

WEFEDIEFICET LRy MU= T 7T 4 BT 4123\ T, —#ED [FFA) RY v—
RELET,

[ P

INHORY —OHMIE, MBERNELTDH N T T4 v &

T4 I Ty I THIETY,

AL, hoFTTO T



| ®Kus—

K o—moia [

e AL a—T 4 VU ITEEOHELMEICESNT, V=2 u—FKE 7 T RAZIZTV—F L F
TO

72X, TV =g VIO Web — =G ENTWAIEE., FbiT—##
W27 T AXENDAREERH D £,
FEMZOWVWTIEZ, [792% (842—) | #BBRL T &N,
EBHPHORY) —EmHcE £, @, RAORY >—1%, Y V-0 T (77
Vor—ar b~ v 8) ICERENET, 2720, #I#ERTIE. L B o cRY

T2 LT, KVBBESNLARY = E L2 S — R T—RFRARY —
EERHT L TEET,

VENS L TMETHRY —2 B L, BIMFRICESOHTHER SN ARY) v —2%ET S
ZEMTEET,

RRINTZRY =L 7 FAZOEFLAREZFHTIT) 2N TEET, T2k, R
=L 7 I AZTRIE MR, BHRORY BN EITIN TAEE SN EEA,

FETER LR =M ENERY > —OWFa, V—0 A=A ZE&HAHT LN TX
iﬁ—o

RYv—zmt L7eo, BT 2EICHERR RS OO L £,

R =M T 51213, RN r—2BENICHRHT 25E 24 ~—2) 2ZRLT
KTEEW,

RSOV TIE, AU —RRHOFEM (23 =) ZZRLTIZEN,
B6:4) : BB EnIRY —

-’f;“‘d Cisco Secure Workload Q. L. | %% secure

e
= EZ=a - varsion 4 o iow Veeson Hatory
ul

itng Prosided Series  Policy Arslysis Foloecement Sans [ Fritaern o,

Run Cuick anayss | [

Lavst R Jun 24, 9065 AM@ | e Autamaticaly Discover Palicins

| pd @ | U
Frin aton? Goneumer n P n
Detoutt 1 * aLlow ® ke mare s
Detoult 10 ® ALLOW T . iemal : datacentar: nan-arod - app2 TCR : 443 (HTTFS) s
Dafauli 100 ALLoW S + wikdfen ICHP .5 mare e
Dl 100 AW * L2 s
[ 100 Al T ra
....... ALt = e
i 10 ALLOW tu s
Detout 100 AlLLow -3 £
Diafa 100 I * e
[ 100 ® ALlcw * . cinternal : datacenter : non-prad :apad * . interal < detacenter : nan-arod - appi TGP+ 21 IFTP Cortroll 1 mors R
Rows aar ange | 20
Dinwrricsic tabla s 55 JSON = Dovnland tabie d

R — R D

HEAR Y o —BHICB 2B In1E#

Kys— I}



Ryv— |
B o« —zammcrms sk

« HER U >—RH Tk, BIR LSRN TO R &b — OB EE A R —T — 7
H—RTHED L RNE—rarRNBEINET, fFIEOA L NN—T o 7T, &HOFRAE
BORIIESEET, UHIDOA L R—V v T IIBEBINEE A,

TN TR, R —KiT@EE7e— (hr"k—var]) ) 20 LTRY

= TG REEAR LETR, U= a— RTETFOT ot Aea— KT U YOR
EE W hDERE A > 3 v TEEICAND I ENTXET,
AU =D c— RRT U L =N DT— 2 E2E 5
LTL7EEN,

cHFIFHNOEEDOT — 7 AR—XATRY o—%2 R TEET, £V —7 AX—XDOHB LR
1. BENOMO T — 7 22— 2 DFER L 1T EER T,

« HEIR U O — I BE T 2 EHE2BE S OFEMIC W TR, BEIR Y U —RH O & 7
B (33 X—) BIORY —DBMEES DL (95 2—) ZBRLTLEE,

(42 X—2) 2B

R O—ZHBMICKRHT 25
RDAT 5 FEFITLET, WOTHHRY v—2FRILTX £,
B LTREEHBALT, TREDOFIEEET LET,
RIEFIE BEAE R

FIE

1

U—Ja—RAf Ry ) ET v
Ta—RLTI~VEMTF, R
I E R Z AL D 7201z
Ta—7—2ENELET,

(E A T—grb~fravl A T—
VarEERT LN BLOY T ey
EHRBLTLLEE N,

"KDOELLDORY) —FRET 5
INEIRIRL £97,

 H-fHNOY —27 n— R

CHHY Y —DT T L FHNOT
RTCOHEFENO T — 7 a— R

1 SO E I-ITFFY U —DT T F DR Y
=0 26 —) ML TLLEE
W,

(RY =TV oTHHERHTEEY)

R Y r—z 3 2 #ibH 2 EiR L
\ijﬂO

T, BE—#EORY — 2T 50,
WYV —DT T FORY —EHBHT 5
M & > TEEICE 2D 9,

B rus—



cisco-secure-workload-user-guide-on-prem-v38_chapter1.pdf#nameddest=unique_10
cisco-secure-workload-user-guide-on-prem-v38_chapter1.pdf#nameddest=unique_10

| ®Kus—

Ky o—zanncrtssnz ]

FE BEFIE EHIIEER
4 R —2HRHT 57— 22— | RV =377~V T —7 ZA_R—ATDORH
AEER L ET, I CTE D20, WEIIFHED T 74~ U—
JAR=ZATRY > —%RHELET (=720
7— ﬁXA—xi%#%on%774v)
WCEBTEEY) ,
BIRLUHEICE Y — 7 AX=ZARR 0
Bl U—0 AX—2DER 3 —) &
ZHRLTLIZE,
5 RY—BHIZEDEA R | R —HEREAEINA TV —7 o— ROk
VR LET, (29 =—)
6 (FFvay) IA—FL L THE | A0 N 74 X OEKRESIBLTLFE
YT —ra— RET)IL—T5 | vy,
A RN T 4NV EEERLE
j—o
7 T—J AX—=AD[Fx v FA =V | KV —DF 7 ffkf, 77405, Fvv
(Catch-all) | 727 ¥ a v ZREL | FA— (105—) ZBRLTLEED
7,
8 AU —zmHLET, AU —oHE®EE (22 X—)
NI CH DA OEOFERSEMZ7Z LT
WD L EHERLTIEES N,
9 RY v—mHlick>TERSND | [772% (84X—) | BEXOY T hE Y
PIGAH (U—rua—ROT)— | JESRLTITEIN,
o — 3 Q5
7) ERABLURRLET. lmsesnr s 20 230 L. LECELT
(ZOFNAX, H—FEHOFRY T T AL R NR— T EREE LT, KL
VBT AEAICOREAE | TH7 TAZEARBLET (2%, A3
NEF, VIV—=DOTF0FORY |V MY T 4 AFITERT BN LD @Y T
VR TIHE. 7T AXE|T) .
ERRENETAL) .
10 RY S —Off R 7 v ZEFARY | R o —DEMES ORI (95 2—) 2B
VR EDEMESIZOVWTERHIL | LTLEE,
iﬁ—o
11 ERRENERY — 2R LE HEH SR Y o —ofR (121 2—2)
R BIOH Ty 728 L TLIEIN,
12 REFTDRY —ZKGBLET, |FU—0KRE (54 —)

Kys— I}
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B oouEzrzEEY I —0T5 FOKY L -0k

Ry o— |

FiE BEFIE EHIIEER
13 MENJS U CRY —Z2 Rl | EE: BER Y —REE2FIATT a0 (58
L. BllOZ7a—F—%_ #HHA |~LX—)
VN—=V T OER, FEIEFEFED | .y, . e
N AU —BHITVWSTEEEITTEE T,
o A e L £, . !
RY—mHT BN, RV —¢&0 5
AH TR LT LET,
14 FATH/NEFITLT, R S— | RYU—0nHHEB 0 ICHEL TWD L EE
MNEBEO N T 7 4o 7I2E8DL) | TEREL, TA TR =508 (1292—)
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Manage the granularity of ADM generated policies for services that are external to the application. @ 32 hidden scopes Show All Previous Config
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Manage the granularity of generated policies for services that are external to the application. @ 0 hidden scopes

Fine
Fine
Fine
Fine
Fine
Fine
Fine

IDFS : Datanodes

0 ) ) 0 ]

s (FFECHMMPHLLE) VA NETFE TR DI, ROFIRZFEITLET,
[FZv 77> KFKKuvy” (DragandDrop) | %7 U 27 LET,
o [FSIME (By Number) |27V v 27 LET,

IR TFEAFRITIZ, 10 DEHCCEILIEMLOER B Y TonE T, EEEHE L TERF
ZEWLET,

HF BT LD, [Fk (View) 1227V v 27 LTI A MOIEFZT#H L, 10 OfF
B ABRNEN. OZNEICHEI D YT LET,

AT TT BITOREREELET,

CREISNTA LR N T ANZEIII TAZIZEADORY o —2 AT 51T, 1T
D [0y (Fine) 127 U v 7 LET,

FHERICEAT AR —%2 4K T 5120, Vv (Coarse) 1227 Y v 7 LET,

w1y S —
| o

0101 0| 0|0 O |



wKyo— |
B coxy—muomese

« FAPHOT R TOY THPAIKEE 2@ A+ 5121, FHOITOREZICHDH3 OO Ky FOR
HoxE7 )y LET, [

BEIR ) O —iRHDEFMERE

FEAIRREZMEH LT, R =T DBRICBIMERAZFRE T 5 2 &0, FrE D BRI
SELZENTEET,

WL FRZRBEHRRVRY IS0 F T g VFER LW L2 LT,

EDT =7 AR—ADINEDOREILT 7B AT HIZIE, 4T DV —F AR—RT
[V —DBEEMHE (Automatically Discover Policies) 1227 U v 7 LE7,

T RTCDU—F AR—ADT 7 ANV EEETDHINE, T 74V bORY —HHEE
(52 =) ZZHLTLIEEN,

11: B8R O — R OFMERE

‘ + Advanced Configurations

Side Information @ ‘ Previous Config ‘
SLB Config @ Select a source for this side -] Route Labels @ Select a source for this side information <)
Cluster Granularity - Meoium Auto accept outgoing policy connectors @
Port Generalization @ Very Accressive % Ignore flows matching any of the Exclusion Filters @
Policy Compression - MoperaTe % Ignore flows matching any of the Default Exclusion Filters @

% Enable service discovery on agent @
 Carry over approved policies @
Skip clustering and only generate policies @

Deep policy generation @

Clustering Algorithm Flows | Processes

RY —DORIERFIC e — RNRZ o eV —Z N DT —ZEED 5
H—RKRZ oY e N—F N7 =2 %7 v 77— LT, HEIRY v —RilZ@mTE £7,

RO T2 a AT 78 AT HI2E, [HEIARY > —fH (Automatic Policy Discovery) ] D&k
TE T [3EAE%E (Advanced Configurations) %27 U v 7 L, [YA FI&E#H (Side Informaton) ] F
I [V R1E# (sideinfo) 12727 v a AR LET,

[ P



| ®Kus—

R S—OBREBCO— KRS HEL—anb0T7—55805 [

TIFay BLl

SLB #RK ELWERTr— RRZ NG T —2 52X ra— RT 5120,
(02— F AT R O [RERRY — IR EEEBLT 70D — RAT UHRE

7o Fr— ) OS] Z2ZRL T EE0,

0— RRT UPRHERDOT v 7 — R THR— SN THEEX :
«F5BIG-IP

« Citrix NetScaler

* HAProxy

« Z Ot
FRHRIEENf-ISON A X —< 2 L 7,

PR—FER TV e — RART U RIT Z DA F—< 12
BT DHLENRH Y F97,

OB AT —<IZiE, AP (VIP) &y 7 RIP
BT EABERNEGENTWET,

P TIVISON 7 7 A )V EX T va— RT 51, [SLBI#EK
(SLB Config) | DRRICH DIEHRAZ %227 ) v 7 LET,

IW—bSRLOT v | TrEVa=rTEINE7rxy NERIBA—FDY X N EL—
o— R N7 v 7ua—RLT, FRiicyebeya=r 7 Sik—Eo
7Ry MIESWTHRRA haoETEEd, BHEIRY > —Kil
ICE S TERSINDG I FAXZ ) 7O/RRIZ, 7Ty Te—FaEh
T — A TERINTVWHLIT T Xy NOBEFICETZNDZ Lidd
DEHA, BEIRY —RHPET LIEH, MREERETEET,

P TILDISON 7 7 A VE B ra— RT520%, b— kT
/L (Route Labels) | DRRICH DFEHRA T %27 ) v o7 LET,

\}

GE) JTARINRN—T 4 a OBERICEENY EFEA, 2FV, BHEIRY —BHIC K-> THE
N7 T AR, 20DRRDHZNN—~T 4 va D=y N a— RIEGENETA,
N—F 4avit, TvrXma—REN-u— R KRS oS FH 3L —2DOF—2hbitEsnE
T, mlE L, Z7I7AZ 7Y EREERTDHI L (FE)Z TAXRE) 2Ly, V—27u—F
U TAZMTHRICBEIZEZY, 1 NEROT v e — R L7 TEET,

LRIZ7Zy7a—FLE=0— KNS Y% SIBHER) FHEIL—FrSRILIF7AILERTET
[ZEIBRT BIZE. ROFIEFETLET .

L [ZDO%A RIEHRD Y — A% (Select a source for this side information) ] &9 T LD
PN EBOR y 7 2% 20V v 7 LET,

Kys— I}



Ry o— |
B /sx50ms=

ToTa—RLIEZ7ANVDY A NPERRINET,
2. 77ANDRRICHHFX U ya— KT A arEFIAIF[TA 205270y LT, 774
NERANETITHIBRL ET,
12: 7w FA— KLz FiER
Advanced Configurations
Side Information @

SLB Config & SLB_side_info_sample = ‘ ‘ Route Tags @

+ SLB_side_info_sample NORMALIZED_JSON | & 0

ALY T OMBEEREEST DI LT, BBIRY U—RHICK > TERSND 2 T AZ D
YA Xzl cE £,

s [f2>0y (Fine) 1: 7 7 AZ OENREL 720 ET 0, A XAB/NEL 720 £,
s MLV (Coarse) ]1: 7 7 AZOHIT DL 720 £F 0, A XIKREL 2D £,

)

GE) Rao7Aad ) XATIE, ZOMOEL DT T FAREBEIZANGND D, BRICKEA
MR ONRWGERDH Y £9, 72L& 2IE, ERENT 7 7 A X OEHEENIET IE W
B, Zoaryhe—LELEELTHLRERITIZEAEEDLY 5 A,

A— b O—{k

HEVR Y > —RH O [FEE%E (Advanced Configurations) ] @ [A— kb —f&{k (Port
Generalization) 147> a »id, A—+rO—fk (oFV, B—DU -7 o— R CTH—/3—FK—
FELTHHAEINDZHEOR— MR — MARICEESHZ 52 L) 23775 & S ITHERF
HIFBEMEDO LUV ZHIE L 7,

DOBREIL, B —OREE, B, RS, BXOKRY —OARIC LB R AL 5.2
%f)T EMEDRN D D F T,
N— h O—f LA NI DITIE, X74&%E} BELET, BT DL, ZHOY—

N=R—= NV = a—RZL-oTHEHEINIGE, BEIRY U —RHEB LI OWEZIZEISR
UV~@&@UIvyﬁuVﬁﬁ%ﬁk@ﬂﬁ<@5ﬁ%@ﬂ%é:&ﬂ&%bf<ﬁéwo

ATA B ERIZ@;NT & L VBEmAR —RIEMToNET, N— MERZIERT 5720128
BRANS D72 720 TORY — (B—DOR—Fra2ET) 28— MHRICESHB\A 5729

DERELE SN ET,
"R

Hadoop 72 ED—#D7 7' U r— 3 %, 32000 225 61000 72 &, —EDMBTE L O —
Ne=R— b Z2HEHBLOERE LET, BEIR Y U—fiix, #ligsnicre—ZB8iisv—7
b— FOYF——R— hOFEPRUAEN LT, £V —27m— T LBzt L X5

Ry o—
T I



| ®Kus—
O N |

CLET, BEIRY —HHE T, AR —F (7272010072 E£ DR — ) OEFHO—
OB EBERTHZ LT, EEOR—F (72L& 1% 32000 2>5 61000) NV —27 o— RiZko
TH—R_—=R—hre L THEHATESE k)] LET, MBENICEENRDIAR—MI, 20X
HRMRICE X SNET (B/MEIA 7 MCOWTOREDERELTH-THE) . oh
W2k, Xodbipn, Koy MR —MERENE T, RIBOHEEIL, EMRARY
V—RFET D OICEETT, o EBRMTONTICRY —NEH SN TS, Tk
DEHOELRT7a—R ey 7ENTLENET, ZEOR— 2 1OF 130 D0 D
o~ —FT 52812k, UloL &Y o 7S KigicEs b S Ed,

\IbEEte, N— FO—RILOBELZHIET L LN TEET,

RY o —EHE

R S —ERMENARNC 2> TWT, U= ZANX—=ANDOEED 7 T AZNORY) L —H3EEL L
TWAEE, ZNoORY v —Z Bl SRICH#E A TRE2 1 DLLEORY v —|Z@E X # 2 5 2
ENTEET, HLziE, V=7 AR—ANOTRCELIRFIETRTOZ T AL RF L2~
Va—<IZRUR— FERETIGE, TNO6D T T AXEFEORY —ITT X CTEHEAEEND
1 OORY —IC@EEBZONET, Zhick v, KU —0%E KIEICHE S LT, AlFE/eR
DFITHENTEET, T, Fry SR TWEESR 7 —245%ILFF TE 5
metEbH v £ (EMER &) .

FERGOBREN L VBB THHIEE, 7T AZEAORY —2HERICETATEHRY) v—
WCEE WA Z DI OICHBRRY) —HEDO LEVMEIT/NS L 20 9,

HEYY DI VFOR)—EEHT H5HE
O TEMEHLT, BEEERY O —OEMOFREmE L VA AT TEET,

N

CE)  HfE, BER D U—RHESEFES—D3, EHA Y N8N R ORRE Y AR —F LT
FHA (EWEEDCT O, 7o —RREERTL2LERHLGE608HY £T) .

BERERIAR Y S —DFEAE
RY O —DFEMEL, &YV —D T FORY —2AlT 5L XICLETTEXET, RNV
TG ) TERMR LT, BETRRY o~ EREORBIE L N L AR CEET, BEIARY
= EMEDOFI A LA FIR L ET,
A, B, C. DZ##PH>YV—ofHEE/»yE L, [C)] & D] % B OF#iHE LET,

Cc] — TA] & — 15520 TCP TALLOW] VU ¥—¢ L. D] — TA] Z&—F
5520 @ TCP TALLOW] KU —& LFET,

wxuo—
|



wRys— |
B ee2sys—oEs

13:FEBRAR ) o —EMEHT

.

S ~. Protocol: TCP

o . Port: 5520
~
-~
~
~
Fs N ~ -
N
N

N

Protocol: TCP
Port: 5520 b

o« BEERR Y O —ERE T, FOICRERIAV—TOFHBEANRFELR—F, 7o bz, 51
HELFBELEHAGTIRY IR L TWAEHA, ZNHORY »—% ., HEE,»
HDIHOEBE I E T IISEEICER T 5 IS NTAR) U —ICEEMIDH LN TEE
79, bEiEogya. ICl & D) i IB) oF#EHTHY, AU — IC] — [TA] & D)
— [A] FXRIC%EE, A—b, Yo barziglLcnEd, B OFEPHD 100% (Z[H
EORY —NEFEFNTWDHZD, AU —iE 1Bl — TA] IZHEIN, RO X H1T7%
DET, IHIC, BEBIOREMRZBEVIRTZENTE LD, —fbEanzRY —i,
Y7 — EHEHY Y —DTTFTF) ODL—FETEEVEL ZENTEET,

[ P



| ®Kus—
5528 FLINRL (95280 T~0Rn [}

14:FEBEAR) O —EMRE

Protocol: TCP
Port: 5520 -

-
—’

——

-
-
-

R —EHE ) TEERT D E. R —EET L FHEO, JEMEE b)Y —F D/
VB (BT AR OREBICH T ARG L LTHESND) 2EHTHZ L8,
IO L) RIEMEOMEBEEZRE X ET, BT AL, KR Y U—i, INKTTRIR Y
A MZESWT, KL EREORmVEPIM CER SN E T, To%., BRIERMTT S
TR TFRER Y A M2 T 5 Z L2 @R LGS, ARENDIR Y v—id, #H 5
FHOHF Tl bt 72 R U o —I272 0 9,

IGREN U TTNAY XN (75 AE) T ~DAS)
o —F—F, I FGREZ VT TATY RAOTFT—HDER—A, DFD, T, T Xy b
U—r7ua— FTHoTat R FRIFFOmGEERTEET,
FHERY —ax s ¥ O HBK

ZoFTarid, (B#k) 7o MR Y —OfEl (104~—2) TS TWDSHikE
ZHHALT, BEIRY —MHA2H L Tr o ZAHHKR Y o —21ER T 258 ICOR@H T
iﬁ—o

HEIAR Y > —RHEPICER SN TN TORERY o —ZKiEL, BBNIIZTANLNET,

A OWTIE, BEEGER D —ax 7 % (114~—Y) BEOG RD »—20k) 22 L
TLIZEW,

w1y S —
| o



Ryv— |
B wiosi—8gr70-2m875

A\

GE) ZoF7Fvaid, v— FREOFIAEE A NEBEORMEFATE T,

R4 7 4 NHI—FT D7 e —FEHT 5
BELEZD AN E—var7a—%BRT A2, #4754 7 varaHhcLEd, WT
NIPOT7 4V H YR NERRETITERET DL, 5T 5[ 7 2% (ExclusionFilters) ]
Vo 7%27 Vv LET, FEICOWTIE, TBRAZ o | T 74V ORIV 4 L4
(53 =) | BEO TR T 4 V2 ORERL, M. E72ITHIBR 34 X—2) | R LT
<TEEV,

T—Vx v hOY—E 2B OBFE L
Y®EDT 7Y r—a T, JAEEOR— N E2HAT I OICHEEINTWA LD, FE
DINT 747 TR, A U—RBREBIZEENIHMFICINEDR— OV T & v hOBDE
HEN25E608H0FET, 2o+ Tvara2EHTHE. BEONT 7 4 v 7 THERINT-
R—= R 2T TR, ZNLDOT 7 r—a VNHEESNTER—  OT—L2KE, ZhbHD
TV =g DORY S —IZEGDDLENTEET,
TOFTvarEAGNITLE, =V b — RIIFEET DR ICHET AT T = A
TR — FGFABRAIETX £4, RIS, ZOR— MFABHRICE S TR Y —n AR S
hi‘g—o
B -

* Windows Active Directory KA A > —/N—{Z 7 7 4/ h® Windows =7 = X 7 /LR —
N iPH 49152 ~ 65535 Z i [l L CER AW L T, ZO7 77 RRESN TV DIHE,
ZOR—= MEFAFRIZT—Y = MR o THRES L, ZOBFRITESWTHRY —n3 4k
S AvET,

15: Y—EABENATI—C Y FTHMZHE LTS

v Protocols and Ports 4

Delete All Add
TEP: 22 (S5H) *

TCP: 72
TCP : 80 (HTTP)
TCP:49152-65535 w

W Rve—



| ®Kus—
gRanr-Ky v—nsi=x |

16: —ERABRENTI—C Y FTEHEIITHE > TV
v Protocols and Ports 5

Delete All Add
p TCP 222 (S5H) *

;TGP 72

3 TCP : 80 (HTTP)
TCP: 49678 W
UDP : 53 (DNS)

RENTZARY —DF X
ZOFTva st TN NTHEHTT,

DT T ITRREINTWDEYGA, KBFERAE LTY—7 ST XTORY — (OpenAPI
AL TARINZbOEZET) MRS ET, Zucky, B8R o—/KBln 15F
Al AR =R LGB TH R 1 &2 T 5 BN & 5 REE O JRH e E SRV — L & B E S
T HMENRL IR T,

FEAMZOWTIE, ARRBEAR Y — (54 %—) AL T ZEN,

JTGARY) T ARy T LTRY — a1
IOFTTa URBIRENTWVAES, LW T 2AXTERINT ., BEFEORBE LT T A
ZEIFA RN M) TV EDLRY =N ERSNET, TOMIZH, UV —27 ZA—X|C
BT S 8PASAN R L3 (ERICX, ®filefE2HE -0 722 L LTHWE
T) . TOFTvarEEHTLE, R —ERRIBIZKDS (72720, ML 2 2) afeetEn &
nET,

TLERY —HIBRO AN
ZOF T a st BEY Y —DOT S FORY — BT AEEICIOMERATE F1,
ZOFT v aiE, TLERFEMARY U —OHIBRE AN/ EIC L E T,
1 -

eJL— k. A, B, C. Al, BXOA2Z&iPHY ) —O#PHET S E LET, UTE2RY —&
LET,

1. “Root” — “Root”
2. GGB” — “ROOt”

3. “C” N “Root”

4. “A1” — “Root”

w1y S —
| ||



wRys— |

B asxus—snoamt

17: RRY O—%HIBRT 5701
Protocol: TCP
Port: 5520 {~
s v

~
-
-

Protocol: TCP
Port: 5520

.
L d
L4
L4
L d
'O
P 1
R ]
¢ ]
’ ]
¢ ]
¢ 1
¢ Protocol: TCP '
ped Port: 5520 4
. 1}
Protocol: TCP ¢ A
: I [}
Port: 5520 .

'

' C
'

]

’
[}
)
'
]
[]
]
[]
]
]
]

]

« AR Y ¥ —“B” >“Root”, “C” —“Root” L “A1”— “Root” I%, 7~ U > — “Root”—*“Root”
NINGEDORY =2 NR=LTNDd, JTLRTT, JLRARY > —OHIFREREIX, €O

EOBFR)v—%F o7 LTHIRRL, RO XKD RE—DR Y 32— “Root” — “Root” D #

2R L ET

W oAU—



| ®Kus—

neRy o—sroant |

18: TRARY O—FHIBR L%

Protocol: TCP " -
Port: 5520

TLEARY —OHIBRIE, %%T%&f)y~®%ﬁﬁt/k%%%¢ém*#ﬁ:&izi
T, ME/hENTRY —Fy MIX, IXTCOYV—I =R T T4 v 7B R"—FT5H7=D
ﬁﬁéhtF%VANT\W/@@ﬁ@fj/—ﬂaihiﬁottL\TJ/~“ﬁ%@L
TRY S —HFICEEL, sHodT oo "t —2a VAT, RELTEONDIRY o —
D L X Zf T2 M4ERH Y £7, i@ﬁ#w%liti4/m/%)74w&_“ﬁéh
TWRWTZ Y RARA U NEDMD T 7 4 v 7 PEET 256, JHUIFFICEETY, 20
I RARA v ME, — MEHZ G RY >—7 L, %Ibtib%ﬁwijwﬁéﬁ
OISR ZTAREMESNH Y £, ENEFEFICTTERY O —OHIBRD AN/ > TV DS,
K OREORmNARY —FHIBRS N, BRrashe< T, (Efidhik) A v—nY—

AxzWr L, KOOV DORY —E R T HITiE, RY U—DEREETTERY —0
HIBREEE A A 71 L ¥, £/, BE. HEIRY v—RmHobh o " t—y 3 =T Tid, E
Mo — I ENT=RY =2 N o "t — g URFRENRVEAERHHZ LITHIE
BLTLLEESY, ZhEEBEET DI, JEMETTERY U —0OHIBREZ NI 5 &, Ak S
TR S —lCORNDEH "= g v ERDITROTL AR E4,

Kys— I}



Ry o— |
B o1 rokyo—mmms

Je

Evh HEHEYV—OT7 T FORY —OfRHIE, V—27 AX—R#HEL— F LT DY T
V=T RTCORY v—%RHT 5720, ZNHORY —, 7Y I —DOFOFTXTOD
U—7ua— ROHBRY O —RHIC L > TRIEENDTXTORIENRNT 7 4 v 7 &3 —
LET, RUVo—04 ( TRV >—) 258) REODY—LEFEHLTINLDORY v—%45
Wi 2560, S 7®BICBEEMNT ONZTRTOT =7 AX—ATRY =gz 4 7123
LZMENRHYET, Z2HoTDHL, GBEE. L0 EARNLRGEHEROZDICE W ELE IR E S
nNod) Y7HEY 7 A= RMFET DR =R ho THEL ST, BRICTHLEE
oo 2120, BTHFPHAT — 27 AX—2ORY —», @E, Y 7HRAICES O X #onA
RNV T YNEELF I TR GRS ESER N T T4 v 78y NEIANA—TDH LT
ESNTWDLEAT, FISAPEHILET,

FTIHILEDRY —HRHERE
J— MNP REDOEED Y — 7 A=A TF T a L THATES, 74/ OHEIRY
U—RHBREERET O ENTEET,
RV —BHOF 74V " AT a v ERET DI, WOFIEEZETLET,

[B51E (Defend) [>[®F A > T— 3> (Segmentation) |ZiEIR L, X—YDOHMICH S F v
Ly bigga 27 Uy 27 LTC[Y—/ (Tools) | A=a—%EBLET, KRIZ. [T 74/ bDOK
U v —RHE%E (Default Policy Discovery Config) ] Z &R L 7,

19:[T 74 bDRY S—IRHEETE (Default Policy Discovery Config) ] R— > ~DEE

Segmentation

= Workspaces @ T} Draft Policies o A Analyzed Policies o @ Enforced Policies o

SECONDARY

»  Default Policy Discovery Config

& Policy Templates

B Enable Enforcement

>
£ Run Quick Analysis

sssssssssssssssssssssss

Furong;jumphost

Primary
@ Furong;jumphost O

[T 74/ FORY > —HERE (Default Policy Discovery Config) 13— DA 7L 2 2D
T, UFEZRL T I,

OEEERME (37 N—Y) BEOFT FEu s
CHERY R OEIRE (2 5—Y) BIOYT REv

¢« T T AN RDRHNT 4 H (53 =)

[ 5y

EE TI4NVIMRENET L, x0T —7 A=A THHTLHEHNTE726, [PR1F (Save) |
27U w7 LET,

Ry o—
EEE I


cisco-secure-workload-user-guide-on-prem-v38_chapter18.pdf#nameddest=unique_102

| ®Kus—
Fornrornzs s i

T 7 XV NORNT 4 H

BRON 7 4 N Z R LT RIS LT T T v 7 T u—EtEETHZ LT HEIRY
I R o TRESNTEAR Y =L 7 T AZ A WMRETE £,

PRI OWTIR, BRIV 7 4 v B | 2SR L TLSEEN,

T MO TRTCOYU —7 A=A THEATE 70—V T 74V ORI T 421
A RNEER L, R —2BET2LEICZDOT 74V ) A MNEFRHTENE IR T —2
ANR— AT LIZIRETEET,

K20: 774 DBENT 12 ILA

Default Policy Discovery Config
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Compression

2ODN—V g
B U CERE M
iR T 5,

1. [VEYa ok (Compare Revisions) ] #7 VU v 7 LET,
2. W NR—T g EERLET,

3. FEROZEMIZOWVWTIE, BU == g Ol RY —DFEL
(164 ~—2) ML T3,
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RIS %,

NeVard E2 Y v L, B (Delete) ] 4 @R LT,
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1) o —i&H D Kubernetes D+ 7R— b .

RDBERY

S

BEE RHINWERY —0OLEION—Y 3 U ERFFT 25813, ST N—a U CTOEENRET L
FExIZ, REENTERY L —0OBEONR—Y g VEFEICERLET,
WIZZDT = AR—=ZADRY) =M L7z &2, RHENZRY) o—DKH\—Ya v
NERENTOZRWEEIT, HW0A—=2 3 UAHIBRENDATREMENH Y £,
7= & 2. @m5ﬂkf)y~®%ﬁﬂ~yayﬁv¢6%@\ﬁuv~%ﬁ§@mbt&%
V2 RFERENTND CBEFEO V3 EvaBEIBRES L. FIL B ENTERY —D—
Vayuwgﬁbiﬁo

ZOEWEIZXL Y, N—T 3 VBRENERENZRY . ML CTURION—Y 3 SCHEIZE
TN TEET,

SBIT, WO v A=Y a UBRFR STV BB DR, FY o—E FHCERT S 2 L
meEET,

1) o —f&EH D Kubernetes DY 71R—

AV o —HH TiE, Kubernetes REDR v K&V —E AT HFRMEFA SN T, Ay K&
P—ERAM GO T ALZPERIN, TNENORY —RAERINET,

77 ABRENHNEZITEFITHWICRESINTWAEA, T—EAEZNLEXETD
RNy R—kglc 7 I 223 nE9,

< Workspaces Demo Coarse v | SECONDARY e [@] Version1 v  View Version History
Matching Inventories @) Policies @) Filters @ Conversat tions @I H
=¥ @ Filter Policies ... X | + Policy Q o v X
Cluste plicase
Cluster Act 7 >0
Nam replic: p
@ Description  The cluster was formed from the following sources:
@ ReplicaSet name: replicaset-zeta #*
o-apaon
ssssssssssssssssssss h
Confidence Very High
Query

(= ace = standard
Edit Cluster Query View Cluster Details
> Services 0
© (@) o
gmemonsetgamma e ey Namespace Pod Name Address
standard replicaset-zeta- 172.16.84.132
kmhb
standard replicaset-zeta- 172.16.247.39
gnddq
. standard replicaset-zeta- 172.16.247.36
o 7kb7:

7T AZREDR, B M, FIABEFITHAWVICRES N TV DHE. P—EXxLZzhs
EXET LRy FRENC 7 7 A 2SS ET,

Kys— I}
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< Workspaces Default:K8:K8_Standard v PRIMARY eee [@ version 1\ View Version History Last Run: 7:30 PM@ | B> Automatically Discover Policies

Matching Inventories @) Policies € Filters @) Conversations @) Provided Services Policy Analysis Enforcement Status Enforcemen t

= v © Filter Policies x Run Quick Analysis —+ Policy Qa e X

Cluster replicaset-zeta
Cluster Actions §+7>0

K8 .
Name replicaset-zeta #

Description The cluster was formed from the following sources:

@ ReplicaSet name: replicaset-zeta #

deployment-alpha 78519865 @ Confidence Very High

Query * orchestrator_app = zeta and (
@ @ * orchestrator_tier = cache or
=TT

* orchestrator =db ) and
sevice-aphatop . o T senioea psiion
@ % orchestrator_system/namespace = standard
@ Edit Cluster Query  View Cluster Details

replicaset-zeta

> Services 0

@ v Pods 3

ey Namespace Pod Name Address

@ standard replicaset-zeta- 172.16.247.36

7kb7z

. service-beta
‘service-gamma statefulset-beta

standard replicaset-zeta- 172.16.84.132

+ xkmhb
- standard replicaset-zeta- 172.16.247.39

0 gnddc

Wy R7FZAZDEEIT, V—AFRB 7 T AL OHFHO—EE LTEMS N, SHD0%7 7
AZNNE, 7T AP SNDRR L R olex T 4 T 4 DIFRPEENET,

7= & Z1E, [ (Description) ]: [Z D7 F AZ KDV —AMBIEM S E L7 : ReplicaSet
481 : replicaset-zeta (The cluster was formed from the following sources: ReplicaSet name:
replicaset-zeta) | 72 & C9,

A4 ViR— IO XK=+

J—HDAR—ZADIHY RAKR—k

KT —J ARX—=ADT FZAZERY —ICHET 5T XTOa 7 7E, JSON, XML,
YAML 72 & O— i kEiE b Rx 2 A MEXD 1 >O7 7 A L LTH Y m— R TEE
T, INLDOT7 7 ANVEMHL T, AN TELIZAE LY, OB —iE Loy —v
THRVIAALTEY TEET,

T = AN—ANy X —D[.. | A=a—HBIZBH L, [=27 AK—F (Export) |HHE%Z
Vw7 35E, 2 AR NIAT I RFRENET, =7 AKR— b IhET7 7402, &
BRORy hU—7 7a—IlESWEHBIRY O —RBEIC L > TAERENTZZ T 2B O F =
V7 4RV —BLOI TR AT UV EEZDLIN, JTAZ AT Y DREFZD LN
BIRTEF9, HOENXEZRIRL, [V v—F (Download) 1227 Vw27 LT, 774V
EO—NT 7 ANV AT AL a— RLET,

Ry o—
T I
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Import .

24:[4 i R— b/ Y RR— b+ (Import/Export) ] A =1 —IEH

Default ~

1 Switch Application
defaut description
@ Default  Version:t P> Start ADM Run
ActivityLog  Matching Inventories @) ~ Comversations  Filters @) Policies @G  Provided Services  Enforcement Status

- Policy Analysis

€ [=] % | [ ] & [QueckAmasis | @ Fiter policies
Rbsoite poices @ | Defaut potcies @ | Coteh Al

protyll  Action no Consumer o Provider 1

io
100 [eaow ) @ Default @ Default Any el
100 [@Atow ] ® bpimweb-idev3-0* ® OTHER: rtp1-dem02n-oama-idev4:ive53 TCP : 6021 ...1 more s
100 [®Atow ] @® bpim-idev3-0* @ OTHER: redn9-dci13n-gen-~cl ace:iv TCP: 5222 el
100 © ALLOW ® bpim-idev3-* ® OTHER: rcdn9-dcil3n-gen-client-ace:iv120... TCP : 5222 P

B25:7—9 AR—ADKRY —DITH AKR—k

Export v1 X

Clusters Clusters and Policies JSON XML | YAML

T—J AR—=RE ) AR— T L&, BER D O—REHEHRO [BERY —axrs 20D
B4 (Auto accept outgoing policy connectors) JEXENT £, A VR — F SNV —7 ZAR—
ATT I T 470 ET,

Import

JSON 7 7 A VEEHET v 7a— RT52 8T, BEHOI FAZ LR V—DERETV—7 A
NI VR—FTEET, BERY O —Ri LIS, RY P —2BFOT — 7 ZA_—2X
W27y 7 —RT5E L=V a UBMERSIL, 7T AZERY U= ERBHT LSI—
VarOTFIREENET, RKELTWAL T (LZEELL RN o T A ERH LG, —
T—DNiRINET,

TP A=Ay X =D .. Ama—DA=a2—IHH [ A —bF (Import) |27V v 7 L
F9, A VR—=FEAT T T, BN KDISON 7 7 A VEERTE 4, [T
(Sample) | RZ v %27V v 7358, RYU—L7 TAIDAF—<ERT/NENT A XD
BT IVISON 7 7 A BRSO £,
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K26:9 5 RE /M) o—DA oR—k

Import Application Policies

You can fully specify the clustering and policy definitions as a JSON file.
By importing the policy definitions you will create version 2 of Default.

Use strict validation @

Select JSON file Sample file

Cancel

BRBRIAREE ANC T D &, JISONICERFEHENRWBHENEEN TV ARSI T —NRENE
T, ZOF T a it FA T IARES T ENT-47F a7 4 — IV RERDITHD
WS B £,

\}

GE)  BUREICERES L LTRASATORVIRD | A 2= F SHETRTORY o—35 7+
JV T approved: false & LTHRRINET, HILORY > —ty FEART 57200 EIR
U —mthic, ZOMOAEGRBHARNY =2/ LT 247> a b £9, il
WIZHOWTIE, DERREAHARY v— (54~—2) | ZZRLTIIZEN,

BEFMABEEU R T = ar U= AN RAE T E T AR— T H 2 LIk o TH
BENDISON 7 7 A NVDAF—<IT0F, R —%2TU—7 A=A VR— 57201
MERTERE DA —~HHIERH Y £, LEER-T, =7 AR—FEZDHDA R —h
FHEHALTC. AT FVr—ay U= A_R—ANLRDOT FY r—gy U—l Arl—
ZZRY S — 5 ERITEFET, RV —F2T IV AR—FLThEBA U R—1+T5L, £ Dk
FENFICEIITEELRWEARH D Z LITEELTLEIN, 2 xid, R v—%2XEd
LA\ E— g NI AR—MIEENT, R —DA AR — MRHIHFELEE A,

TS5y FI2A—LBEEBEDR) o —
T—V 2 MRET T T —ATRY —%F AT 5 7RI A EEARFEMCOWT

E, ==Y = MK LORY =DM AZSZ R L T 723V, Kubernetes/OpenShift (22T
T, a7 F~omH (151 2—) 2B LTSN,
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Windows .

Windows

Windows 08 R— X D#EENR) o —BTE
AREREAIE. WICARY v—THR— e S e ha LR EELET, AEOR— b, TEO o

P VAT D 2 LT LEEA,
el ZiE R—=bre7m haLroflfRzEd TARINTERY O —IFKRDO L 51T £7,

dst_ports {
start_port: 22
end_port: 22

consumer filters ({
application name: "c:\\test\\putty.exe"

}
1}
ip protocol: TCP

KR, RO a ha L EEOFR— &M H L Ciperfexe IZ L - TRt Iz > b
U — AT A5G0 ARESNDOARY U—ITRO X ST £,

match set {
dst ports {
end port: 65535
consumer filters {
application name:

}

}
address family: IPv4

inspection point: EGRESS
match comment: "PolicyId=61008290755f027a92291b9d:61005£90497d4f47cedacb86:"

}
Eieo 7 4o 2 DA, SecureWorkload (X7 0 NA X —Dxy NU—0 8T 7 w7 BT

HARY ==L ERDO X DITHER L ET,

"c:\\test\\iperf.exe"

match set {
dst ports {
end port: 65535

}
address family: IPv4
INGRESS

inspection point:
match_comment: "PolicyId=61008290755£f027a92291b9d:61005£90497d4f47cedacb86:"
}
DRy U= )=t Tanf X —DFT_RTCOR— 2HEET, FEOT e halLkr

EALTOSR—2DT7 4 VEEER LRI EEZRBEID LET,

Windows BHED R o —DEEE
Windows X—ZADU —7 01— RKIZR ) —%2#EHT B0 EZ ILICEmD L7720, IROJF
TRy NIV NG T 4w I T4 NVE ) T TEET,
T r—va s

o — bt 244 (Service Name)
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. Windows BN R O —DRE

e 2 —HF—& (—HF— T N—TH F-1E L)

ZhUE, WAFB L OWFPE— R CTHHR— SN TWET, WindowsOSX—ZAD 7 ¢ /L Z X,
ERENTER Yy hT—2 R —Tarira—~<T 4 NZLTanxf X —T 4 VEIHHEIN
F9, arva—~T74NHFE, arva—~U—ru— RCHBENEZXYy hT—2 b
TAv I HTANEV T LET, T X —=T 4V, TefZ—T—7a— R 5ET
DXy NI—=0 " T T4 T HBTANEY) T LET,

1R BHHEIIZ

ZOFEL, BFEORY S —F2FEEL TSI ENFMHEE 2D £9, WindowsOSX—AD 7 ¢
IV BBINT AR =Bl L TR WESIE., UICEDORY —Z/ER L E 9,

| B

BE  Windows JEMEAZZTRY 2 —IZoW TR, EHBIUEEMORIRFHEZZR LTI Z S0,

FIE

ATvF1 [Pl (Defend) 1>[& 7 A>T —3 2 (Segmentation) | DIEIZIER L 9,

ATYFT2  Windows OS N—AD 7 4 VH ZRETHRY v—a @@z Vv 7 LET,

ATYT3 KNIV —%RETLV—I AX—R%&27 ) v/ LET,

ATv T4 [FRU—OEE (Manage Policies) 127V v 7 LET,

ATvT5 RETLIRY O —%@ERLET,
BEEar va—~ve 7 e Z—2l%, WindowsV—7 0 — RDOLEEDLLENRH D 7,

ATvT6 WETDHIRY —DOFT—TNATT, [Fa haibiR— Lk (Protocols and Ports) ] %D EETF DA
7V v LET,

ATv T FHROSNA T, [P hajlAR— (Protocols and Ports) | D FiZdh HEEFOfEE 27 Y v 7
LET,

ZOFEITIE, [TCP:22(SSH) %#27 U v 7 L%,
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Windows BHED R > —DEEE .

Protocol and Port Edit

Rank Action Priority
Absolute 100
Consumer

@& vm-229
Provider

@® Default

Protocol and Port
TCP : 22 (SSH)

Description

Show advanced options

ATv T8  [REMA T 2 DFE/R (Show advanced options) 1 %7 U v 7 LET,

While using process level controls a consumer/provider scope or filter should only
contain Windows agents. Otherwise, non-Windows 0Ss (Linux, AlX) will skip the
policy and report a sync error in Enforcement Status. See the user guide for more
infomation.

Consumer Service

Consumer Binary Path

Consumer Users or User Groups @

Provider Service

Provider Binary Path

Provider Users or User Groups @

ATFwF9 TV r—Tak, Y= R4, Tl —V—LIESWTarva—~T 4NV EE
L\i—j—o

T T Y 2 a VAT NRRLICT ANERH Y F3,

e
il
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« = ERLIFENY—E LT ILERDH Y £7,
e a—Y—HT, BT a—P =4 (tetter I8 L) TN AAS a2 —H—4

(sensor-dev(@sensor-dev.com, sensor-dev\sensor-dev 7 &) 2 TX F 9,

e =P —TN—T1F, v—INa—W =T N—T (FEHERE) FRIEIRAL a—P—
7' )L —=" (domain users\\sensor-dev 72 &) |ZT& £,

cBHOA—P—HBIV (F720F) 2= =7 —T74F ] TRUI->THRETEET

(f3 : sensor-dev\@sensor-dev.com,domain users\\sensor-dev) .

o b RL L =L IR E T EE A,

ATFYTI0 TV r—ark, =24, FRFa—F LI SNWT T e, F—T 4 VB EBRE
Li‘g—o

HIDAT v TDarya—<T4NVFLERLTA FT A4 AATHENET,
ATYITN BEIETU LTV A~DORREATILET,

72 & 21X, c:\test\putty.exe E AL ET,
ATw 12 [EH (Update) 127V v7 LET,

[ SLHIFE Nz
« Windows 2008 R2 1%, Windows OS XR—ZD 7 4 )V Z Y IFRY > —% PR — KL TWE
A,
e Xy NT—=2 R = TH Do —Y—4& THRETE £9 7. MSFirewall Ul 13550 1 —
P—%PR—rLET,
ik A
= =

e Windows OS X—Z DR Y > —ZfHEH L TWAEE, arv i a—<oFa (X —OHH
F2E7 4V ZIZIE Windows T—V = h DB EEDLMLENH Y £4, £ H LARnE,
Windows LAZh® OS (Linux, AIX) TIEARU —0NAF v 7 EN, WWHAT—X XA TR
T —RHREINET,

« 7B Y 2 7 EEERERE Windows OS 7 4 V2 AR LR TS IZE W, RERR Y b
U— 27 R— bR ATRREN D Y £,

Xy hIV—r7n—p7atAar7xA b a—YP—arFXA M FiFH—bERa
T XA MIBET LN Z LD, HEERE ST RN TEdIZ, AR Y 2 —IZ Windows
OS N—=ZADT7 4 VI LHYE, NV =W FEPRECET,

Windows 0S ~X—AD 7 4 V2V o TREEEH LT=2R ) —DRE N T TNV a—T 4 7

Windows OS X—ZAD 7 4 V2 o TEMEEEHT I 583, RO My 7 &2FHL T, &Y
NGB VENET A LAY — o0 — RCHER L E7,
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Cisco TAC 1E., MBS L TCZDEREMEHA LT, ZOLEHIYRRI L —D T TN a—T 4
VIERITHZENTEET,

TN =y a CAHITHESSRY v—

WOTERZZAFH LT, 77V —a o 4I2HES< Windows0S V—727 b — RORY o —% T
BBION T IV a—TF 47 LET,

WD 7T aTiE, c:\test\putty.exe L LTANINZT IV r— a4 FIUD
U—7u— RIRY =2 RREELFECHOWTHALET,

TITVr—2aVAICEDCRY S—nfl

dst ports {

start port: 22

end port: 22

consumer filters ({

application name: “c:\test\putty.exe”
}

b}

ip _protocol: TCP

address family: IPv4

inspection point: EGRESS
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Mwﬂmmwmumw

Tetration Rule 1 Properties XK

Y New!

Protocols and Ports Scope Advanced Local Principals ~ |¥  Filter
General Programs and Services Remote Computers T Filter
Prog[m V Filter
@] O A progams tht et the pectied conions View
IS PIOOrE G Refre:
i,":"t&ﬂt\ptl‘l'yﬁﬂ | Browse s Expor

ﬂ Help

Application Packages

', Specify the application packages to which = SO
~g¢- . this rule applies. Settings... '!hmn '
- isa

*

Cut

by

Services
Specify the services to which this rule Settings...

K%, woter Copy

Delet
Prope
Help

H |'.1! x I_II-:-

netsh Z{ERA L CERSIN=-T 1L A

BERRY =TT A NEZNEMENTND Z & E2XA T 4 7 D Windows Y —/L THERT 5
21X, ROFIREZFEITLET,

o ["EIE ) MERZMIF LT Temdexel Z#FEITLET
* Tnetsh wfp show filters| % 54T L £
o H17 7 A )V filtersxml 28, BUEDT 4 L7 M UIZAERSIET,

« /17 74 /v (filters.xml) ¢ FWPM_CONDITION ALE APP ID C7 7 U/ —3 a4 %
R LET,

W oAu—
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<fieldKey>FWPM CONDITION ALE APP ID</fieldKey>
<matchType>FWP MATCH EQUAL</matchType>

<conditionValue>
<type>FWP BYTE BLOB TYPE</type>
<byteBlob>
<data>
«—5c006400650076006900630065005¢c0068006100720064006400690073006b0076006£006
—</data>
<asString>\device\harddiskvolume2\temp\putty.exe</
«—asString>
</byteBlob>
</conditionvValue>

tetenf.exe -1 -f Z{EA L TERESNI=-WFP 7 1 L%

Filter Name: Secure Workload Rule 1
EffectiveWeight: 18446744073709551592

LayerKey: FWPM LAYER ALE AUTH CONNECT V4

Action: Permit

RemotelIP: 10.195.210.15-10.195.210.15

Remote Port: 22

Protocol: 6

AppID: \device\harddiskvolume2\test\putty.exe

TIVr—2a VEANENGIEE

¢« WAF F— RCiL. YT S r— a Bt LT 774 7 74— b— L 3MERE X
nET,

« WFP E— R TCi%, 72T 77U 74— a2kt LT WFP 7 4 A ZIIER ENEEA
B, NPCIHHER SNFERHAL, TV MIEER -V a JIZE L, B DR
U L— L RERR L E T,

P—ERLITHESIRY v—

WOERZF AL T, —EZ2412H-3< WindowsOS V—27 2 — ROR Y > —Z R LW
NIy a—T 40 T LET,

KDY arTiE, V—2a—RIR) o—%2FREIEDLHFECHOONTHALET,

Y—ERBIZEIKH TR —

dst _ports {
start port: 22
end port: 22
provider filters {
service name: “sshd”
}
b}
ip protocol: TCP
address family: IPv4
inspection point: INGRESS

wxuo—
|
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'rotocols and Ports ~ Scope  Advanced  Local Principals ~ Remote Users

A @i New Rule...

General Programs and Services Remote Computers 2  Filter by Profile
Programa gl| ¥ Filter by State
= B/| 7 Filter by Group
- '
Customize Service Settings
Apply this rule as follows:
Application Packages Apply to all programs and se
=y Specify the application e -
~g-, thisrule applies.
Services Name Short Name )
3 M mtm KER - L, Netwark Connectivity Assistant NcaSve
- ' ., Network List Service netprofm
%, Network Location Awareness NiaSvc
St Network Setup Service Net SetupSve
., Netwaork Store Interface Service nsi
%, Offline Files CscService
':w" OpenS5SH Authentication Agent ssh-agent
8%3 OpenSSH SSH Server sshd
W

.t Ootimize drives

defraasve

|sshd

netsh Z{FRH L CTEREINF-T 1L A

EEERRY S —IZ T 4 A EZRBINENTWASZ &% %A T 4 7D Windows > —/L THEZRT 5

i, KOFIEZFATLET,
o VEERF ) MERRZMEM LT Tomdexel ZFEITLET
+ [netsh wfp show filters| % F4TL £5
« 7 7 A v filters.xml BBUEDT 4 L7 b VITAERSIET

7 74 (filtersxml) T2——4 ¢ FWPM_CONDITION ALE USER _ID % ffi8 L

EEjro

<item>

<fieldKey>FWPM CONDITION ALE USER ID</fieldKey>

<matchType>FWP MATCH EQUAL</matchType>
<conditionValue>

<type>FWP SECURITY DESCRIPTOR TYPE</type>

<sd>0:SYG:SYD: (A;;CCRC;;;S5-1-5-80-3847866527-469524349-687026318-

—516638107) </sd>
</conditionValue>
</item>

B c>—
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tetenf.exe -l f #ERAL TEBESNI=-WFP 7 1 /L%

Filter Name: Secure Workload Rule 3

EffectiveWeight: 18446744073709551590

LayerKey: FWPM LAYER ALE AUTH RECV ACCEPT V4
Action: Permit

Local Port: 22

Protocol: 6

User or Service: NT SERVICE\sshd

H—ERERFELREGE
cWAF F— R T, FIELRWHF—EZLIZH LTI 7 A4 T U4 — A — LB ERENET
* WFP &— R TlE, fFELRW—ERLIZ% LT WFP 7 4 VX IIERE N EF A

e P —ERSID ¥ A 7% [HEHIR] F72x MHIRMX] THLIXERHY T, F—ERAD
FEIEDS (70 OBE. 77 AT U4 —Lb—/L L WFP 7 4 A X ZBIMTXETN, %)
Rz A,

SID # A 7% HERT DT, RO~ REFEITLET,

sc gsidtype <service name>

a—P— N —TFE LIS R —
ROEREFEH LT, 22—V =T N —THOFEI»)DLT, 2—HF =425 < Windows
OSVUV—7na—KRORY —2HREBIO NI TN a—T 4T LET,
ORI DB a TR, V=2 0—RIRY —%2FRTDHECHOWNTHALE
7,
ZORE Y ZOFNT, ROBHREFER L TCHRESNTERY —IcE 3T WnE1,

w1y S —
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Description

While using process level controls a consumer/provider scope or filter should only
contain Windows agents. Otherwise, non-Windows OSs (Linux, AlX) will skip the
policy and report a sync error in Enforcement Status. See the user guide for more
infomation.

Consumer Service

Consumer Binary Path

Consumer Users or User Groups @
sensor-devidomain users,sensor-dev@se

Provider Service

Provider Binary Path

Provider Users or User Groups @

A—HF—RZITE I TLRY o—

dst ports {

start port: 30000

end port: 30000

provider filters {

user name: “sensor-dev\sensor-dev”
}

1}
ip protocol: TCP
address family: IPv4
inspection point: EGRESS

A—H -G I—TEaA—HF—-RIZE IV TILKRY o —

dst_ports {

start _port: 30000

end_port: 30000

provider filters {

user_name: “sensor-dev\domain users, sensor-dev\sensor-dev
}

}}

ip protocol: TCP

address_family: IPv4

inspection point: EGRESS

”

W oAu—
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ERENt=774T724—ILIL—IL
A—HY—RICE DI T7ATI24+—ILIL—)L
] o —H% —4 sensor-dev\\sensor-dev |ZF3< 77 A4 T U F—/LL—)L

Tetration Rule 1 Properties

[~ Only allow connections from these users

General Programs and Services
Protocols and Ports Scope Advanced
Authorized users

% SENSOR-DEV\sensor-dev

Exceptions
[] Skip this rule for connections from these users

2

A—H—HFI)I—TEa—HF—ZITEIT7A4T7I94+—I)LIL—IL

Remote Computers
Local Principals

Remove

Add...

Hemaove

+

B X &

New F
Filter |
Filter |
Filter |
View

Refres
Export
Help

Tetration R

Disabl
Cut

Copy
Delete

Prope
Help

] = —% —% sensor-dev\\sensor-dev 35 L (N — % — 7 /L —7 domain users\\sensor-dev {Z &3

7747 74 —Lb—)b

Rys— I
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.ocal Address Remote Address Protocol Local Port Remote Port
4| Tetration Rule 7 Properties *
4
A General Programs and Services Remote Computers
A Protocols and Ports Scope Advanced Local Principals
e Authorized users
A [+] Only allow connections from these users
4

| SENSOR-DEV\Domain Users Add...
A % | SENSOR-DEV\sensor-dev
A —
A
4
16
A Exceptions
A [] Skip this nule for connections from these users
Y
LY %Eg 2
= [ -9
Y
Y
LY
Y
A

Cancel Apply

netsh ZFERAL CERESNI=T 1 ILAE
EERRY =TT A NNEZRBMENTND Z & E2 XA T 4 7 D Windows Y —/L THERT 5

Iz

T, ROFNEEZFATLET,

o [EHE) MHRAZFHAL T lemdexel ZFEITLET

+ Inetsh wfp show filters] % %E1TL £

o 717 7 A )V filtersxml 23, BUEDT 4 L7 N UIZERESIET,

Authorized Computers
Any
Any
Any
Any
Any
Any
Any
Any
Any
Any
Any
Any
Any
Any
Any
Any
Any
Any
Any
Any
Any
Any

/17 74 (filters.xml) CT—H—4 > FWPM_CONDITION ALE USER ID % 8 L

ij_o

Au

An
An
An
An
An
An
An
An
An
An

An
An
An
An
An
An
An

An
An
SEI

B c>—
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Kubernetes & OpenShift .

<item>
<fieldKey>FWPM CONDITION ALE USER ID</fieldKey>
<matchType>FWP MATCH EQUAL</matchType>
<conditionValue>
<type>FWP_SECURITY_DESCRIPTOR_TYPE</type>
<sd>0:LSD: (A;;CC;;;S-1-5-21-4172447896-825920244-2358685150) </sd>

</conditionValue>
</item>

tetenf.exe -1 -f Z AL TEBENT=WFP 7 4 /L%
A—H—RZIZE DI T 1A
5] . —% —4 SENSOR-DEV\sensor-dev {Z -3 < WFP /L—/L

Filter Name: Secure Workload Rule 1
EffectiveWeight: 18446744073709551590

LayerKey: FWPM_LAYER ALE AUTH CONNECT V4
Action: Permit

RemotelIP: 10.195.210.15-10.195.210.15
Remote Port: 30000

Protocol: 6

User or Service: SENSOR-DEV\sensor-dev

A—HY—JI—TELa1—HF—RIZE DT ILAE

5] : = —% —4 SENSOR-DEV\\sensor-dev 3 L (N — % — 7 )L— 74 SENSOR-DEV\\Domain
Users IZ#-3< WFP /L— /L

Filter Name: Secure Workload Rule 1

EffectiveWeight: 18446744073709551590

LayerKey: FWPM_LAYER ALE AUTH CONNECT V4

Action: Permit

RemotelIP: 10.195.210.15-10.195.210.15

Remote Port: 30000

Protocol: 6

User or Service: SENSOR-DEV\Domain Users, SENSOR-DEV\sensor-dev

Xy FT—=IRY) ==l — A L a— P L Z2RETDH I LITTEEEA,

1—F—BFLEI—Y— T L—THFELSE

s =P F TP =TT RERGE . Ry P U —2 R Y 2 —(X Windows = —
Ty MIEoTHERINET,

Kubernetes & OpenShift

(A7 3>) Kubernetes 7—% 0— KMEMKRY o—

WKOFNEIL, Kubernetes BrIZIZ)S U747 > 9 o T9,

Kys— I}
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. KRR bRy FT—49 FE— FTEITSN TS Kubernetes Nginx Ingress 2> FA—5 DR o —

RARR Y NU—7F— RTIEITIN T D Kubernetes Nginx Ingress =2 b2 —F DR Y 31—
Cisco Secure Workload %, Kubernetes Ingress 47— 27 F&H LTI 747 > MR

RAAR S5 & &1, NginxIngress 2> hr—Z &y 7 KRRy RO TRY —%
ﬁﬁﬁ [_/iﬁ‘o

)

GE)

Ingress 2> F L —F ¥R A Ry b U —27F— RTETINTOARWIGEIL, IngressControllerAPI
EHBL TSN,

\}

GE)

IBM-ICP |X, 7 7 # /L b T Kubernetes Nginx Ingress = > ha—Z &#fFH L, mRA Xy hT—
JE—FDariro—LFL—r /= RTETINET,

Kubernetes Nginx Ingress 2> b —Z #fH LAY > —%2@HT 2 FIAITRO L B0 TT,

FIE

ATFvF1 ZZIC

FL T D RLHICAE > T, Kubernetes & 72 1% OpenShift DA A— 7 A b L— & Z{ERk L
e 8

-+

+ ~ kBs get ingress

NAME HOSTS  ADDRESS PORTS AGE
test-ingress  * 192.168.60.100 B8 7s

ATy T2 Kubernetes 7 7 AZXIWCAITA TV =7 e LET, ANA TV =7 FOfERL AT S
yaml 7 7 A VDA F v T a v hEROKIRLET,

» k8s get ingress
NAME HOSTS  ADDRESS PORTS  AGE

svc—ce2e-teeksitlbiwlc * 192.168.10.13 80 74s

[ P
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KRR bRy FT—H E— KFTEITEN TS Kubernetes Nginx Ingress 2> kA—S5 DR &— .

» k8s get ingress —o yaml
apiVersion: vl
items:
— apiVersion: extensions/vlbetal
kind: Ingress
metadata:
annotations:
virtual-server.f5.com/ip: 192.168.10.13
virtual-server.f5.com/partition: k8scluster
creationTimestamp: "2020-06-26T21:31:01Z"
generation: 1
labels:
e2e-test: "yes
name: svc-ce2e-teeksitlbiwlc
namespace: default
resourceVersion: "1074475"
selflLink: /apis/extensions/vlbetal/namespaces/default/ingresses/svc—-ce2e-teeksitlbiwlc
uid: 5526h4a3-b7f4-11lea—aad9-525400d58002
spec:
backend:
serviceName: svc-ce2e-teeksitlbiwlc
servicePort: 80
status:
loadBalancer:
ingress:
- ip: 192.168.10.13
kind: List
metadata:
resourceVersion:
selfLink: ""

AT w73 Kubernetes 7 7 A % |Z Kubernets Nginx Ingress = > k7 —7 % J£Bi L £9°, IBM-ICP Ingress =
Yher—=F Ry R, 774NV Carybr—ATFL—r /) = RTEITINTNET,

» k8s get pods -0 wide -n ingress-nginx
NAME READY  STATUS RESTARTS  AGE IP NODE NOMINATED NODE
nginx-ingress—controller-6bc9c6745c-scfzs 1/1 Running @ 2mlls 192.168.10.13  enforcement-scale-16-kube3  <none>

» k8s get node enforcement-scale-16-kube3 -o wide

NAME STATUS ROLES AGE VERSION INTERNAL-IP EXTERNAL-IP 0S-IMAGE KERNEL-VERSION CONTAINER-RUNTIME
enforcement-scale-16-kube3  Ready <none> 7d5h  v1.12.3  192.168.10.13  <none> Ubuntu 16.04.5 LTS  4.4.0-139-generic  docker://18.6.1

ATYTE JTAZHNDa Y a2a—<RNT I RATEHERy 72 RYP—ERE/ERR LTS, ROFITIL,
& HL72 svc-ce2eteeksitlbiwlc  (http-echo) ¥ —E R ZAERL L TV E T,

» k8s get svc svc-ce2e-teeksitlbiwlc

NAME TYPE CLUSTER-IP EXTERNAL-IP  PORT(S) AGE
svc-ce2e-teeksitlbiwlc  ClusterIP 10.102.30.231 <none> 80/TCP 6mlls

ATFYTE HEfarya—~v RNy sy R —ERAORICRY O—%{ERRK LE T,

#uv— I
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. Deployment/Daemonset & L T3E1T &t TL'% Kubernetes Nginx/Haproxy Ingress 2> f O—S DR > —

Default policies @) | Catch All + Add Absolute Policy
Scope Default
Priority y 1L Action i1 4 Consumer T} Provider T Protocols And Ports Tl
Full Name Default
100 ALLOW ® OTHER: RCDN9-DCI03N-ACE-Clien @ Default TCP : Any 7w
Primary App Tetration
Query VRFID = 1
View Scope Details

> Workloads 2

> IP Addresses  ?

ATvT6 WENRTEn, N r—%2@#MLET,

AT w71 NginxIngress = > k27— D4 Secure Workload ¥ 7 b7 =7 Tld, #EiE Lt FIET
BESNTaryva—<ThHY ., 56EITxET D Ingress 2> b —F 4Ky KIP Th b, 1@Y)
RER/ Ry FA—ANEASINET, Ny =y RFy ROBA . Secure Workload Y 7 |k
U7 TliE, FERIFIANRY FThY | 5EIT Ay 7= RARy RIP Th D, @R/
ey 7 v— @A S ET,

Deployment/Daemonset & L T34T XL TCu5 Kubernetes Nginx/Haproxy Ingress 2> b e —Z DR 21—
Cisco Secure Workload (%, Kubernetes Ingress 47> =7 F&fH L CHEZ 74 7 > MR v
RBABIEND EEIZ, IngtessT> b —F NNy 72 KRRy ROMEFTRY >—%wA L
\iﬁqo

Ingress > hr—Z (2R Y —Z2 @M 2 FIHIZKDO LY TH,

FIE

AT w71 OpenAPI Zf ] L C, Kubernetes/OpenShift DN A—4 A kL — & ZAER/FH L £ 3, OpenAPI
ZREH L TOMBA— 2 M L—Z 2B T 2 FIEICOWTE, A=A ML —%] 2R L
TLEEW, A A —7 A R L —ZBREDT-DD Ingress 2> b —F DEREZBINL 97,

AT w72 Kuberetes 7 7 A X Tlngress 47 ¥ =7 b &VER L E7,

AT 73 Kubernetes 7 7 A% T lngress 2> b —F B L ET,

RARTFYTE JTAINDa v a—~<NT VB ATHNNy 72 Rh—ERAEERLET,

ATy TS farva—~vENy 7o R —EROMIZRY »—&Epk L E7,

ATYT6 WENTEln, RNY r—z@l LEd,

AT w77 Ingress 2> hr—F DA Secure Workload ¥ 7 b 7 = 7 ClE, #ExiT RO FIETHRE
SNFcarva—<THY, 5EIFxET 5 Ingress 22 hr—F Ky NIP ThH D, #7eFEF
/Ry = AREHESNET, Ny 7T KRRy ROBA, Secure Workload ¥ 7 b 7 =
TR, FERFANR Y FTHY | 50LF NNy 72 FRy FIPTH L, BWYRFFR/ Ry
T—NER S ET,

[ P
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[42R> k1) T 432 (Inventory Filters) ]

HFANDOD —2 = RO Ty MK —
AT 5O S ET,

FHHANDOT —7 10— ROV 7Ey MIAY v—
AT 50 TE £,

F7o, FPHICEFRRS V—27 B — RIZRY >—
AT HTOICBEATEET (L& 23
BEDARVL—T 4 VTV AT LEFTLT
WHTRTOU—7 a— RIRY —%iEH
TLHLOIERTEET) o

7T YIZE > TERSNET,

7T VL > TERSNET,

BN —70—RNDOLE2EDOH I &
NTEFET,

H—@PICHIRENZA =2y T EHHD
Zib, MEEOHANOY —7 v — RE2E9H
HTEHTEET (L, 7R A
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DI RA [41 2R )T 404 (Inventory Filters) ]

SMNEBIAFRILR (37 ~—) ZRET %G, |IMMEERMR. BLO7 v AR Y > —IT
BLOZ v AR Y > — LR Y — I |BET 5 ZOMoMEE (F— b A7y hr—
BT 2 2 OMOEEZ R ET HHEIIHEM (L E) 28T, DMLV RY — %2 E
TEEHA, THEDICHEHTEET,

(7 T2k (84—) | BIXUOH T E Y | A _XUFN) T4V EOERB IO T A%
7 EBRLTLLTEE N, A _ N T 4 VRICERT D (89—
V) BEERLTLIEZ N,

I IGARNE, V=0 ARX—=ANTI N—Aanlz—@#HDO U —27 n— K TJ, (Secure Workload
DEBAH 7 TAZXEMEINDIZEHHD T2, 202 >OHARTEEEHETY)

T ZIE, TV = a i, T r—va VEBRT MO XA T D —
N LR A NOFIZEED Web h—"—NEENTWDLE, ZOT7 7V r—v a O
PIZ Web Hr—/ =D 7 T 2 Z N BNZ IR DA REMEN B H T2, 2L H D Web H—/3— 2D A
FREDRY —%2ED Y THNET,

AEIAR Y & —RHiE, BEOEITPICHE SRR TR S hiz o 7 uic &S0 T,
V—ru— Rzl 7 AZT V=T LET,

FEVIRBFIVTVIZE>TEERESND

7IAK YT, BEDIPT RUATERZLRWRY W TY, I oV 2EHTD &,
P TGAK A=y TR ORI E & BB L, AR N OEFENTE ET,
VI —HERDHT—r a— REZ0 0, Dings, RO L 0 £,

722X, 7 AX 7 BRES LS| THR) 2 ETedR A RAIZEESWNTE Y, HR Z&Tedk
A ML EFFORA RRY — 7 A= TBEMENTZHE. 7 7 AXIZTEBISEMO R A K
NaEFENET,

HEWR Y — i, V—7 v— NI ONEARRA M E TV EFRET, HEIRY
URHIZED ., RARELE NSO T NI SOTERZ =) OFENY A NB T TAX T
EIZAERENET, 2o 7= U061 2%8IRL T, REISUTREL, 77 AZICH
AT ONET, HEIRY O—BHEICBWTAR R MM & UL S R 7 = ) MER T
XRWEAELHY, TOL T ((RBD) 7 U BPRBEINARNI LITHERLTIEI N,

AEBEAVSAIDT—o O—FIE, FROKRY O—REDEZEEZ (T

BE 2T — 7 AR—ZANTHERBIESRT TAEDRA L R—=|Z R >TNRWT — 7 a— KDH
N, RY —MmHOREEZITET, RBEAFAI TR, FETEKRELEZY ZAXTY, i
HINZHOWTIE, 7 T AX DK (93 X—) LT 7EE,

DSRBERELTYIL—TILERIET D
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V3 RAEZDERT

GE) cROYE, 7 I AZOEBEETRRILERA CRERICRV ET)

1 DDV —Tu—RDOLEEL I T AL
KRB HD T T A K

CHENBENI SN THENO T —7 a0 — K (Fuk®AR—2AD 7 T AX Y 73
BIRINZHE. 7 a2 2FROFFIIA W)

P ITAENNR—=T 4 va UVEREBI RSN Z L iEdb A (7 %y MERAR

E, BERZBEBIRY —RHBEOL— TV ESER) |, 2L, BHEESNEY 74
ZOHETIE, oL o pERIEHINET, Zhud, B2 73y M2hHdIZH
N5, FEFICEILSBIEIMEEZ TRV =2 0— RERITZ 7 A ZDIFET DRSNS
LT EHERLTVET,

« VT AFDOWEESL, N V—NHEREIND E THEEREII I TR WD, EEER 2
T INRIEMEZ 72 B ATREMEN B 0 £47,

7T AL DIFHEEEFRT D IFEICHONTE, 7722 0FR B86<—) | 2L T
<TEEVY,

I AFEa—E, 72 &7 TRALZOEMNT, BLOI 2 OfEL I R—FLET,

JIABE 2—TlE, T—7 VDR LEZ Y v 7 LT, £D¥] (&Hi, V—27a—FKoD
B, EHEERE) ICHESWTT FRZ AT EZ B LN TEXET,

KT TAXOITE I Vv 7358, G, MEFLITAKRBINZ72), AV RR—U—J1a—
h&&@ﬁﬂ&77x&kﬁmﬁwwﬂzw WCFERENET, ZTNHDT 4 —/L FDOWL D)
I EHmAE AT HE

7 IAREFOFMEFRRT DI, ROFINEEZFEITLET,
1. BEHOHEHET—7 A_—R BB LET,

I TGARNET — 7 AR—RZEFTT, MHANOE T —7 AX—R|T, BB 77 A4%
FoZ tnTxFd, BEOT— 7 AR—ZADHNER T T AZZFERATEXH LT BT
WX, VI ARF AR N T 4 VHITEBRTD (89 =) ML T EEW,

2. [RU—0EH (Manage Policies) 1 %7 VU v 27 LET,
[7 4% (Filters) 1227 U > 7 LET,

> W

[ 7 AH(Clusters)] 27 U v 27 LET,

5. 77 AXICHETAERAER ST HIE, 7 TAFEI Y v LET,

1L AR SRV EHER L ET,

2. FEMICOWTIL, [ 7 AXOFMORET (View cluster details) %27 U v 7 LET,

Ry o—
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v52451z8Emzs [

[ T A% DM (Cluster Details) | <X—I D077 727 THREET,

B27:95R% Ea—

Activity Log Matching Inventories @) Conversations Filters @E) Policies @) Provided Services Enforcement Status 4~ Policy Analysis 9 Enforcement
@ Enter attributes... X aQa 0 X
Clusters @) Inventory Filters @ @)
— Cluster bpim* 2
Clusters are roups by the ADM algori Create Cluster
group 4 | V| cluster actions />
Y Name 1 Matching Inventory Tl Confidence Tl Dynamic T Approved Tl
Name bpim* 2 #
bpim* 4 N/A
Description ’
bpim* 2 4 Low.
Confidence Low
bpim-idev3-* 3 N/A
Edit Cluster Query View Cluster Details
bpim-idev3-* 2 3 N/A
> Workloads 2
bpim-idev3-0* 2 Low
> IP Addresses 2
bpim-idev3-07.cisco.com 1 N/A > Neighbors 5
bpim-idev3-201.cisco.com 1 N/A > Subnets 2
bpim-idev3-203.cisco.com 1 N/A
bpim-idev4-* 3 N/A
bpim-idev4-* 2 2 N/A

DSRBRNZEEBHEMAS
HEIRY O—RHHTIX, 772278121 2L EoEM 7 =) BMER SN E T,

77 AZ) T ORERPIGF L BRI B LRWVERE, 72 Z2iRE L T/ —T b adE
TEET,

7T AR EBRBIORET D10 "=V O EHICHDH[7 T A Z (clusters) [y 7 A%
Vo7 LET, VTAZEEL, Ie 2 VIRIDAN—LEETL», 2072 %
BEREIIELETDIE, UTFIORT LIS, 77 A207 Y 28R EITREL £,

w1y S —
| o
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B /s5x5czmzmas

X 28: 95 R% DiRE

Edit Cluster

Name
bpim* 2

Description

Enter a description (optional)

Query @
Address = 173.38.45.107 or Address = 173.38.45.113 X
or Address = 173.38.45.115 or
Address = 173.38.45.117 or

Alternate Queries
%k orchestrator_system/service_name
Address = 173.38.45.107 or Add
Address = 173.38.45.117

45.115 or

* priority

CVE Score v2

CVE Score v3

Access Vector (CVSS v2)

Attack Vector (CVSS v3)

BRIIZ2 IP 7 R L A& BINE 72 ITHIBR T 20, IRIESNREBEO Y 2 bnilo s =) %%
RLT, 7V aRETEET, 772XV X, TRLA, FA M, BEXORTLT
FHEINT 72V 74 VZIZTEET, BRI IP 7 RLUATERLS 79U Tr =
VEERTDHE, 77 AZTENTRY  B@UNS T AT S Bil, 258, E703HRE
NlzA XU MU, 7 TAZICABNCEEND D, 7T ARSI ET,

7)) OB EFRERMRENTE T Lic b, [IRFF (Save) 1227 U v 27 LET, [frfF (Save) ]
KAL) v rThHE, 7T AFITHBNEKRFEALE LT~Y—7 S, KRFELOBET
Aar)n EEROFMICERRLS) HRICEDLY 3, LELU T, KBERT A 2> %2Y)
DERRZ T, HKBEHAT — X RAEETTEET, FHMIONTIL, 7 7 AXDOEKGE (93 <—
V) BEBBLTLIEEND,

RYo—
88
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TNERESNIAREMENH D120 T, U— ZA_— |5 D EENRE SN 5HE. £
AT RIC T — 7 AR—=ZAD A L R— o TREFE IV, RREOROS R AT 5 aTRENE
BHYET, BRI, FITRIDAU =V TPNERIND L, 7T RAXOMFEREA TN
EMETRIRDIAREMERH D 4, ZNOHTRTOE/ICENT, R —0HERHIT. &
FENTARY =L I TAXOMENEA T (REKRO Y 7 A X O S fEFENE) %G
THDOIEN B ET,

77 AF ) EmET DL, €O 2 VICEEMNT bR T AZPNERT L WREERH Y

e

DIRBEAUR KN T4 IILRIZERT S

ATvT1
ATvT2
ATvT3
ATvT4
ATy 5
ATvT6

ATy T17
ATvT8

WL 7FGAR AL N T A NVHICEBRLET,

¢« VT AFEERTBI2ODO LY FBEOENMUETEL LT, fRkoaERY > —BEDE
TICE ST TAAPERINLZVWE DT HLELRH Y 9,

VTG AR KT —J ANR—AL T —J ANX—=ZADNN— g VIS SEALERH Y £
7,

caVva—<w bt TunNS XN Re @R T AR — 2 ERE IR L, #Ee
HIZBERT AR —721F T, &FNOY—7n— o372y MIEAORY —
EERTHAMLENRH Y 9,

ALy a—v TN B—RNERAHBICHAEE R —F T g (103—3)
THHSNTODEEMARFEAHEHA LT o ARHEY > —2ERT 28480, @ L
X0 BHHMPNRY —BMEREAE, 7T AXZORDVITA X MY T 4V Z EfEA
THVENRHY F7,

FIE

T D0 T AL EELT — 7 A=A BB L E T,
[V —DEH (Manage Policies) 1 %7V v 7 LET,
[7 4% (Filters) |27V w27 LET,

[T AH(Clusters)] 227 U v 7 LET,

Ju AR =R T 27722 %2 v 7 LET,

FRDOSE NS D [T ABT 733 (Cluster Actions) [ E7 23 T, > ([ XUk
U7 4 )V ZIZHHK (Promote to Inventory Filter) 1) #27 U v 7 LET,

A, B, BLOZ U BHIfFEB Y ONETHDLZ EAMRBLET,
[7 =V ZFTAMEOFPHIZHIFRT 2  (Restrict Query to Ownership Scope) ] Z 38R L £,

Kys— I}



Ry o— |

B /sxsonmErHR

ATvT9
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(Ao R_R MY T4 VB PHPHOERZMZ 52 LI TEETHN, ZORBDEZDITIIRER
BETT, ZOT7 A NARITIFZOEBENOY —7 a0 — ROLEEHDHILERHY F7)

ZDA RN T4 NBRIZESTERINZT 7Y r—varvk, BAERY —Riihict
SN2 ARY =D a A X2 T AT, @A O — XA Z1t3 2 (Provides a
service external of its scope) ] Z IR L £ 97,

COT TV r—=varBnTuan F—TE R arva—<Thboha. ERIFFHTHERS
NERY =2k L TCORZDA R N T 4 VB EFAT 581, o4 7 varvef
INZT HMEETH Y A,

[7 7 A% DFEK (Promote Cluster) 1 %27 U v 7 L,

I TGALEN[A R~ 7 4% (Inventory Filters) | ¥ 7ICBEN L= & MR L ET,

MBI 2I2IE, X=YOEHPBLERGEN D £,

7 5 A3 DIERE = IZHIBR

[ P

I TGARR=V D[ T AL DVERK (Create Cluster) JRZ %27V v 7 LT, HrLWEDY Z
A EERR LET, £7203, [BAMGT 2 (GetStarted) | VA R3—=D [7 4 V& DVERL (Create
Filter) | A& > %27V 7 L, =X/ T[Z T AH (Clusters) | ZRIN L T, [HEIRY >—
FrH (Automatic Policy Discovery) | X— 67 7 AX BZERTE 7,

H29: LWLV SRE DR
Clusters @ Inventory Filters @ O

Clusters are suggested groups generated by the ADM algorithms. "

LW —P—FRKT T AZITIY A RARARIFREN, LEIONCTAREZEE TEE4,
R30:95R2DEBHDER

Cluster user-defined-cluster

Cluster Actions g 7 > U

Name il Tl ] SO
Description 4

Edit Cluster Query \View Cluster Details
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WY —ORHITHRIIT D & REFREZRTES 2 —ZBBT) 7 L L biT, K
NERT Ay e—VRFRENET, ROV 727 ) v 7 LET,

B3 ERBICETSNBHRY O—iE

1 Switch Workspace

Adm Workspace =

VRF: Default  Version: 1 Conversations: 0  Endpoints: 26
9 € Zones o Applications = Policies (111) o Clusters (4) ADM results available.
> Y ~ SR .
cNR—=Vgrta—nblEVarEiglET,

1L BMHEINERY ==V g OFRR, L, BLOEHE (58 X—V) OFJEEFE
TTLES,

2. [VEYa okl (Compare Revisions) 1 &7 U w7 Lictk, [ 7 A% (Clusters) ]
27U w7 LET,
e N—=Ta VOFEDOY A RARANG, ROFNEEZFITLET,

L RESNERY ==V a L OFoR, ik, BEOER (585—Y) O/A—T3
ORI E R B D DT R E T

2. YA FXAT, BEIRY O—RHOFEITOa L TH A MERPERINTND & X
W2, A FRRXVOEERICHZ “BRAIRF V270 v 7 LET,
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33 ADM RUN
Cluster +0 ©0 ©0 D0
Statistics
Workload 4+0 ©®©0 Q0 @O0
Statistics
Description Add a description #'
Status COMPLETE
Started at 4:12 AM

Last Updated 4:17 AM

%¢ Configurations

From Aug 15, 5:00 PM
To Aug 15, 11:00 PM
Exclusion None

Filters

AT T2 T EHEZNN—Tg UEERLET,

ATV T3 O REEHERL £,
Fy 7 L~UL TR, BEIIZKRE SN RY —0ESE 2—I12iX, BN, Hik, Z2E XN
2o BIORETFDI FAZEU—I 0 — ROKERT, VITAZEV—Ta— ROEFTICH
THE LNV OREREREINET,
B — DD O 7L, B, HIFR, AR, REFDOIEF T 7 AZDY A & LTHRES U
TWET, TNEFN, 7 T AZIBMERITZ T AZNLEIBRENEZT —27 o— RO T
el AT A AENMT D LI5S TWET,
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Compare Versions

Comparing revision 1 with Base Revision A4
1
Clusters Statistics ®13 o0 wadd) 0
Workload Statistics ® 30 o0 ® 0 0
o myr—— x| [o]
bpim-idev3-* +3 Workloads
173.38.7.236 bpim-idev3-04.cisco.com
new 173.38.7.240 bpim-idev3-08.cisco.com
173.38.7.244 bpim-idev3-204.cisco.com
bpim-idev3-* 2 +3 Workloads
bpim-idev3-0* +2 Workloads
bpim-idev3-07.cisco.com +1 Workloads
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NE VYN =— R Z T A7 a r ThARRERH Y £,
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a e

N
Cluster bpim*

Cluster Actior Approve Cluster

Name bpim* ¢
Description e
Confidence Moderate

Edit Cluster Query View Cluster Details
> Workloads ?
> IP Addresses 2
> Neighbors &

> Subnets 2
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Cluster bpim*

Cluster Actitc  Remove Approval

Name bpim* &
Description Ks
Confidence Moderate

Edit Cluster Query View Cluster Details
> Workloads ?
> IP Addresses ?
> Neighbors &

> Subnets 2
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—DIEFF & B FEIRRLDREE

BT — 7 AX—=ZANORY > — DA & BIENEA A MEET 511X, [ (Defend) 1>[&
J AT —3 3 (Segmentation) ] X—TD EEIZH D [4 \Wéﬂt/‘l‘ U v — (Analyzed
Policies) ] # 7 £7-1X @M & 7K Y > — (Enforced Policies) ] ¥ 7% 7 U v/ LEd,
BOEa2—L, TNETN, STENTRY v—LHEAINEARY =D/ a— b o —% i
fltLE9,

36:4 . RY—OBEEIEOERESAIZRY)—DY X

Segmentation

©  Workspaces @ T} Draft Policies o A Analyzed Policies o ®  Enforced Policies o Is)

Al Enforced Policies are
order in which they are

shown below. They are ordered in the global
applied to workload firewalls.

Policy Requests o

Relatedto @ Selecta group ~
‘ ‘ x Hide empty policy groups
©10.103.1.1
® ANY_IPv4_and_IPv6
Absolute Policies © ANY_IPv6 Last enforcement event: Mar 3 2022 05:08:41 am (IST)
. ® CE-IPv6-Net .
3 ® Furong :jumphost 1 Absolute Policies Furong:jumphost Version p10 March 3, 2022
® acme
® Furong
Default Policies
® Furong:web
2 ® Furong : ipv6-domain e 6 Default Policies Furong:ipvé -domain Version p10 September 10, 2021
® Furong:acme
> ® Furong : jumphost @ Furong:denm 10 Default Policies Furong:jumphost Version p10 March 3, 2022
5 0f 11 matching scopes shown
> ® Furong: App1 14 Default Policies Furong:App1 Version p10 May 13, 2021

Catch-All Policies

® Furong : ipv6-domain Furong:ipv6-domain

® DENY.
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37:[[R) O —DEELIELL (Policy Priorities) ] R— U ~DFE)

Tools B

“"a Policy Order
9  EnforcemBememmeme

P Default Policy Discovery Config
i Policy Templates
E Enable Enforcement

Run Quick Analysis

[R U > —dJEfF (Policy Order) [~<—Tld, BUEDR Y > —DEERNANICHE> T, TXTD
HPH EBPHICHIET DT TA~V T =T ZAR_R—ZAD Y A M EHERTEET,

ATv 72 FHEWAEZDIEFIERD Y £,

o A REIREN B2 C, Bl#iHz2 HpHO LIcEE ( [Faidsl) ) 7251, [BR
W ~% %2 %5 (Reorder Naturally) 1% 27 U > 7 LET, ZHUIHERINIIEFTHY |
T 25T EE N MLETY,

e UR MEFEITH AR Z DIZ1E, ROFNEEFEITLET,
AT L FICRT vy LET,
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Policy Order

Reorder Naturally @ | [ Dragand Drop | By Number
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E Version 0 View Ver

Conversations Provided Servicef 1

P—ERCRY V—FREZART DL, avva—~vE LTOERINZT A VEND,
TaRf E =L LTOY—ERIZHT TR =% 1EkT D2 L ERETY, &6, R
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FrontEnd 77 7"V & Serving Layer) 7>5 DD R Y —7n
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B 40:7K) S—BEROERBAS

Provided Services @&

Provider

W rolicy requests B uto-piot rules | Tetration ||

Gonsumer Application's Scope

| Tetration : FrontEnd | 1 pending
[ Tetration: Serving Layer J ‘ 0 pending

LELW| Tetration : Serving Layer | TCP: 90
LELW| Tetration : Serving Layer | TCP: 92

All Inventory Filters

can access these il by setting the external dependency to ‘fine’. @

No Inventory filters restricted to this application's scope

BHEHLELTYy—7S0ET (TD

Qo

¢ Scope: FrontEnd

Full Tetration:FrontEnd

Name

Primary FrontEnd

App
Oaccepted 0 rejected

Query Hostname contains appServer
1accepted | 1 rejected or Hostname contains elastic

or Hostname contains redis

2:27 PM or Hostname contains mongo
227 PM View Scope Detalls
Workloads (0)

Filters restricted to the scope of this application and marked as providing a service will be used to create policies during an ADM run. ADM runs in other
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D & Conversations | 2024 & Clusters (1 2 Policies | 50 N Provided Services 5% App View [0 A\ Policy Analysis © Enforcement Gl o
& E| B o Quick Analysis Filters @ | Filter Policies Q ®
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Priority Action Consumer Provider Services Priority 100
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1m0 [auiow] [ aruic | | Tetration: FrontEnd | UDP : 8301 ...2 more @ Frovider; < Tetration
View Conversations Flows W ©
100 Tetration : Collector UDP:123( Policy request accepted
B [ ot { Seniee Pt )
GRIRRYETI Request sent at: 22T PM
100 Tetration ICMP ...8 n Delete All [#] Add
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ov TCPi90 (1
100 [ ALLow ] | Tetration : Frontend | TCP : 8080 with Scope:
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Accepted at: 2:35PM
100 [ aiow ] | Tetration: Collector oMP 5 By You
10 =0 TGP : 8080 (HTTP) .4 more @

TuNRAFE— T IV r—aDOU—7 A= (ZOFTIE, UV—27 ZA~X—2ADLREIT
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VI—BA R PDHADAF T EEHIZHIBRESNZHDE LTERINET,
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Apsolute policies () | Defautt policies ) Catch Al Add Default Policy = Policy
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100 [ALLow | Tetration : Serving Layer Tetration 2 Fravider < Tetratior
View Conversations Flows W @
Server-* Tetrati
100 .00 ] [ Tetraton | e T
100 [ AuLow | Tetration T from Application: ~ Serving Layer Add
it Scopo:  (EEIEETIIIO) @ ToP:90 O
w  mm (T Toaon | < L
Accepted at:  2:35 PM
100 [ aLLow ] Z [ Tetration | d P!

RYS—ERDIES : F#

RY—BREBES LGS, WRDIFY U—bERETERSNEEAL, a0 a—~
TV = aryDU—7 A=A (ZOFITIE, ServingLayer 7 7'V) DOILdARY v —XHE
BINTEZEDRINETH, TOR) —ITHEMREETT, 2FV, 7U MU RNET

W oAu—
I



| ®Kus—
yozgERy v —sroapne [

T4 v 2 3Bl EE A AN ET, HESNER) V—0RICH DY — L F v TITiE, SR
AX=T TV r—ar, R —BREZES LIca—V— HEOKRZNCET D IH#RA LR
SNET,
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- Rank Default
Priority Action Consumer Provider Services Prionty 100
100 | Tetration : Serving Layer || | Tetration |} P : 80 ...1 more) g Action
100 | aruia- | | Tetration | IGMP .13 more @ Consumer « Tetration:Serving Layer
Provider Tetration
100 | cruia” | [ Tetration : FrontEnd | UDP : 8301 ...2 more @ <
View Conversations Flows W ©

- [onic [ovoton:cototor ——— @

S S —— Service Ports: (2)

P Policy request rejected
100 ==z [ aruia- || IGMP .8 Delete All [E] Add
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THZELTEET, 7By MEI. A XU M 74N 2o THERERET, a3y a—
v, TS = FFENFNICH LTS RN T E EBERTEET,
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3. KFEOT AL FX—IEHET LRI —EREHBMICZTANDINMES TS v a—
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6. AN RN T ANAZIIHLTIOL—LEERTIHEAT. BHEIOAL LRV Y 7 4
AWK LTIROFIEEZFEITLET (f XNV TN HITA L TPEBDOT A 2T
WElEnET) .

TS OB, K LTI OFMEERT L ET @EEHT A 22T
BISET) .

ELWGFTZZ Uy 7 LTSI AR LTI EEN,

7. [4A— b"A 2w hL—L72 L (No Auto-Pilot Rules) | F£721& [4— h/SA 2 v hL—)b
(Auto-Pilot Rules) | DWFNNRRINTWDLEFE7 Vv 27 LET,

8. [#FiHA— h/31f v v bb—/ (New Auto-PilotRule) %27 U v 7 LET,

9. =R vy M—VEHERLET, T X —XTREEZITA "N 7o
JVE IR L ET,

10. [OK] %7V w2 LET,
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Tetration ~0, 7n— M 1 ~ 200128175 TCP RV ¥ —ZERZHERT 28 LA — ho3ig
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4:F— k4 Oy FIL—ILDER/ERHR

¢ Workspaces ~ Default ~  [Prmarv | «.. [@] Version1 \  View Version History Last Run: Jan 22, 10:54 AM@ | P> Automatically Discover Policies
Matching Inventories Policies @ Filters @ Conversat tions Provided Services Policy Analysis Enforcement Status Enforcement t Q
Provided Services @
Provider
No policy requests No auto-pilot rules ® Default
Updated Action Matching Conditions
Accept v TP~ @ Select a scope ~ X

Allinventory Filters | Filters restricted to the scope of this workspace and marked as providing a service will be used to create policies during an Automatic Policy Discovery. Automatic Policy Discovery in other workspaces can access these filters/services by setting the
exteral dependency to fine’. @

No policy requests No auto-pilot rules @ kBsmaster

No policy requests No auto-pilot rules  testing2

WIZ. FrontEnd 7 77U 7 —3a > DU —7 ZA_R—R|ZTCP R— F 3 1IZBIFAH LWVWEY o —
PER LET, BY—lFA— 1 ay h—nic—EKT 4570, BEICESINET,
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ccccc
ul Segmentation / Overview

Segmentation

2. Enforced Applications 0 = Enforcement Agents 17 = Desired Agent Policies 17117 >+ Get Started
@
. . . . 1. Create Filter

a Workspaces ~ Draft Policies  Analyzed Policies  Enforced Policies  Policy Requests
bd 2 Workspaces Q Filter all application workspaces Sort v | + Create New Workspace 2. Add Policy
=

Default ® Default waivzeD [ 3. Start Analysis
*®

Last updated: 8:26 AM

4. Enable Enforcement
Tetration ® Default
Last updated: AUG 5, 5:13 PM
X Tools
o Enforcement History

» Default ADM Run Config

=4Oy FIL—LIZE > TRIBERENF=-R) O—DHBDRTE

T =T AR—=ANZKFT L TCTA TR =00 Btk ZBits (E7213H8B) Shthrb, 4—
rXAf By M= MZE ST =7 AR—=ANIER EN TR Y o — D8 EFRRT D121, K
DOFNEEFITLET,

B#T 2774~ U—7 AX—20 [k 5¥%—E A (Provided Services) | X—IZH
gL, TAEMER SN AU —DERELET,
HEKGHERY —axs ¥

ZOFTaiEi, TIHNINORY — R E L TRET DN, £V —T AR—ZADH
R O —MHOFEMA T g U TCHRETEET,

HEVRY o — R =0 [BIER Y —axs X2 BEMNICZ T ANLD (Auto accept
outgoing policy connectors) | 47> a L AMMT 5L, BEIRY U —BEO—H L L TERS
NIRY —gRE2HBICZTAND Z ENTEET,

OFTarnNT 74N NOBHEIRY —MRHERE TAEINI > TWAEGE . TEICIER S
NERY S —BEREFTT =T AR—=Z2DA R — M Lo TER SR > —2RE HE)
iz AN BNET,

N

GE) ZoF7vaid, v— MaHOFEE I3 A NEBEEOLABPEAN T ET,
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Default Policy Discovery Config

See the user guide for information on Policy Discovery configuration.
External Dependency settings will use these settings by default.

Advanced Configuration options will use the previous run if available. These setting will be used for the first Automatic Policy Discovery in a workspace.
Default Exclusion filters can be used in combination of the exclusion filters defined for each workspace. You have the option to use or ignore exclusion filters under Advanced Configurations. Learn More

> External Dependencies
+ Advanced Configurations

Side Information @

SLBConfig® |

Select a source for this side information

Cluster Granularity -
Port Generalization

Policy Compression -

IO T arERETDHE, — FEHDOT

Mepium
@ Ve Accressne

MoperaTe

-

Route Labels @

mrEaory 2% [

Save

( Select a source for this side information

l Auto accept outgoing policy connectors @
Ignore flows matching any of the Exclusion Filters @
Ignore flows matching any of the Default Exclusion Filters @
Enable service discovery on agent @
Carry over approved policies @
Skip clustering and only generate policies @

Deep policy generation @

NeATER SRR Y —2RIE, TN THBNICZTANLORE T,
B47: K o—FRY S—aXx Y S OBEHRIANICL>TEBNIRITANLNS

@& | = H Gh Quick Analysis Filters @ | Filter Policies

Absolute policies () | Default policies ()~ Catch Al [ZE10

Priority Action Consumer

100 Tetration : Collector

PRI IR DR Y 2 —HLR

RY —BEREVERT D720 T RTOEMENEIZ SN TNWDER, TaXf X—=T71) r—
varDU—I AR=AIHEHEO—ETHRY) V—NEFEETHHE, arvya—~T 7 ) r—
TarDU—7 A=A THER I NIZR Y =3 ffkiE At LTv—27 &, e F—7
TV lr—2a DT = AR—=ANERINIZAR— 2N LT T 7 4 v 7 BT TICHFAILT

WHZ EERLET,

Provider

Services

TCP: 80 (HTTP)

DU —J AR—=AZAFEIIHEYTDHT—T A

a o
\dd Default Policy # Policy
Rank Default
Priority 100
@ Action
Consumer ¢ Tetration:Collector
Provider 4§ Tetration
View Gonversations Flows W ©
Policy request accepted
Service Ports: (1)
Request sent at: ~ 11:20 PM
“ BEada

to Application:  Tetration el
with Scope:
Accepted at:  11:20 PM

By Auto accept policy connectors

Rys— I
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® | = H Quick Analysis Filters @ | Filter Policies Q @
Apsolute poiicies ) | Defauit policies Catch Al Add Default Policy & Policy
: Rank Default
Priority Action Consumer Provider Services Priorty 100
100 | Tetration: Frontena | [ retration | CP 22 (S5H) 1 more z Action
100 | Tetration | ICMP ...35 more @ Gonsumer < Tetration:FrontEnd
100 T == UDP 53 ONS)...7 more @ Eroviger it
View Conversations Flows W ©
Tetration 6
100 [ retration | ICMP 81 poiicy request resolved Service Ports: (2)
100 ALLOW elasticsearch-* E== UDP:53 | Requestsentat: 219 PM Delete Al [ Add
: to Application: ~ Tetration Workspace +* TCP:22 (SSH) [J
100 [ALLow | Tetration | [ Tetration : Fronténa |} TCP: 22§ with Scope: (D T
P Resolved at: 2119 PM
100 ALLOW | 4425 | [ Tetration : Frontena |} TCP : 5001
100 Y [ 1116 | || Tetration : FrontEnd |} TCP: 6000 ...11 more [c4
100 [ ALLow | [ 111121 | Tetration : FrontEna || UDP : 514 @

ZOR=VNE, arva—~ETu M X =RNB LIS LR —EERT D5A. B
O () 7o 2R Y o —OfER (104—) TSN TWA FERFEHLTWA
BAICORERHEINET,

ZOR—TDFT L 5 L DEMIC VT,
« ARV —ER (106 ~—)
e A — Ay h—Lb (112%—2)

oA R N T 4 E DIER B EOSMBIKFBIR 37 =) ([F—E 2Dt
(Provides a service) | A7 > a VBT A1EHR) 2R L TLEIN,

ZDONN—VWIIT VR AT DI, TTA Y T ZAN—ACBE L, [RY —0FHE (Manage
Policies) ]. [#&fft &5 —E A (Provided Services) | DNEIZZ U v 7 LET,

HARGEHERR) O —D STV a—Fa2T

(E#R) 7 v 2FPHR Y > —D/ER (104 2—) THBHASN TWDIFEEER L T7 1 2
FHARY O —2ER L= AT, oy a—~wTU—sn—RéFaf A —TU—rna—RFOEN
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T, BB OFITHOEHFELET, RV /*@ﬁkmu

(B 7o Z&FERY > —0fERR (1042—3)

SNTWDZ L 2R LET,

MERARY —%foarva—< bt Tu X, X —DlFOU — 7 AR— A %&H@MAT 2 HLEN
HFET,

TS IEmESRL
(54 ~—2) ZZML TS,
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WL, a2 (External?) | 74 AVZ A7 v a v EHALET,
s AR T—DOETaT A a—iE, ABRY S— 2 ERT AT a v bV ET, K
—OWRRIER (125 2—) 2R LTEE N,

TI7AILERDR) O—BHEREFZFRALTLSI5E

T 7 4 v N OINEAFEMR OB EE L2 DV — 7 AR—ATHATE D L IICER LIk, [T
T4 FORY —HEEE (Default Policy Discovery Config) ] — T [f£1F (Save) 1 %7
Vo7 LIeZ L zERLET,

U a—RELRFEHGETONSA T —

R —THRESIN-ayva—~vtTaXf A=k oT, RO ENPERED 7,
o N > —%52159 5 Secure Workload =T— = o b & Gir—#HOU—r7 m— K,

e A LVA NI ENTVE T AT T4+ —WIL—)LDEEELZ T H—EDIPT KL X,

F7 4L T, 2GR T T,

27l RIS —%ZETAT—2a—ROIP T RLARALIZERAZIP T RLAD I )L—F
. I7AT =N — LV THRETAHALENMELLZZERH D ET CLTofZER L TL
72XV
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U =L L— IR D L DT Y £,

CERERNT T4 I DBE, T AT ==L, T T Ry b 111,024 B TIER
<V HEICLLI25ETO N T 7 4 v 7 OB EFFALET,

CFIZERNT T4 v ITDRE. TrAT U —Ib— LT, TRy b 1.1.1.024 &K ST
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OB, RIBIP (VIP) OFEHRICHL —EHOU—ra—FORY o —%2RELET, 2
X, ¥F—7FT7 T4 7R Windows 7 =— VA —NR— 75 2FZ Y7 V) 2— g ERITWE
T, ARy va—<RoFGhe e X—%FHL T, 72— bd—_"—A X MIZ B
74N ENRNE I LET,

IP7 KL A (172.21.955 35 L OV 172.21.95.7) % FiH, VIP-6.6.6.6 DtE TH— B X 24
H—HDU =/ u— RIZOWTEZLTHET, ZOVIPIZZ7a—T 47 VIPTHY ., (EED
KR T1 o0V —27u—RRORNVIP 2 LET, BEZX 7V —FMOTXTOT—7
O—RCIZ7 AT I +—NNA—NE2TOTFTLL, 6666~DLTFTT v 7 ETFATH LT
7

IOy " T T TR, V)= ERTU—T 00— FDI T AHX (17221955 BXI O
172.21.95.7) & VIP (6.6.6.6) % &GTe#iPHEXIGT DU —F AR—ZANH Y £77,

Y:VIPET—ODO— KDY 53R TERENHEHE

Fueis o | e s
Name ~ Query Ability Total Children
® WinGlients Address = 172.21.951 or Address = 172.21.95.3 Owner 0 @ Edit
. { Address = 172.21.955 or Address =172.21.95.7 or Address = 6.6.6.6 ] Owner 0 @ Edit

AT RT L9112, VIPIIRES— R L TZDT—F7 A=A TARENE T,
50: Bt —ERE LTABSALE VP

Provided Services @ Qa e X
No policy requests No auto-pilot rules. Fiter Test
Filters ted to the scope of this application and marked as providing a service will be used to create policies during an ADM run. ADM runs in other applications FiliriActions s’
s by setting the extenal dependency to 'fne'. @
; Query N
No policy requests No auto-pilot rules Provides a service
Scope Tetration
Restricted Yes

Provides Service Yes

> Workloads ‘0

> IP Addresses 0

OV = ADITTAT v FBEY—EAVIPIZR I U—%2BNT25Z LI LB, (F
THIVETIR) VIP~DNT7 7 4y &R T 57 7 AT U —b—)uid, VIP ZFifi7T %
U—7u—RTORTa T T hENET, 1L, 72—t —R_— g X "3 ETE L
ZDH%Y—EAVIPZATLIH LW —7 o— RRWEYR T 7 A 7 74—/ )b—/L & ST
LE TR DN . N T 7 4 v 7 PNERBFE SN2 5A03H 0 £7,
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R51: 0547 bSO Y—ERVIPAD ST 4 v EHATHKR) > —

Activity Log  Matching Inventories Conversations  Filters Policies Provided Services  Enforcement Status - Policy Analysis 9, Enforcement
¢ = | % & Qu @ Filter Policies X Q [ ] X
Absolute policies @ f @ | cacnal

Policy Actions
Priority 11 Action 11 Consumer Provider 11 Protocols And Ports 1L

Priority 100
100 ALLow ® bpimweb-idev3-0* ® OTHER: tp1-dcm02n-o: TCP : 6021...1 more ’

Action ALLOW
100 ALLOW @ bp @ OTHER: i13 ¢ TCP:5222 K4

Consumer &% bpimweb-idev3-0*
100 ALLOW ® bpi ® OTHER: redn9-dci13n-gen-client-:  TCP : 5222 ’

Provider & OTHER: rtp1-dem02n-
100 ALLOW ® bpim-idev3-07.cisco.com ® OTHER: rcdn9-dci13n-gen-client-; TCP : 5222 e ©0ama-idev4:iv653
100 ALLow ® bpim-ideva-* 2 ® OTHER: rcdn9-dci13n-gen-client-:  TCP : 5222 s Flows A~ @

2 , Protocols and Ports 2
100 ALLOW @ bpim-idev3-201.cisco.com @® OTHER: redn9-dci13n-gen-client-: TCP : 5222 s v e For
_— " Delete All | Add
100 ALLow ® bpim-idev3-203.cisco.com ® OTHER: rcdn9-dci13n-gen-client-: TCP : 5222 ,¢ ¢ ToP: 6021 eleteidll -
c T 22

100 ALLOwW @ bpimdmgr-idev3-0 @ OTHER: redn9-dci13n-gen-client-:  TCP : 443 (HTTPS) ...1 more Y

ZOMBIZHLT 72, CLTOFIREZFEHLC) Aok rmn M ¥ —%2RELET, &
KENZIX, [B2h72 7 v /N4 X — (Effective Provider) ] D&% € C. ‘U‘*—EX VIP ~D ~5 7 4 y
7%&7?6774?7¢~ww—w@7m73 VBB #HO T — 7 v— RERE
iﬁo:n%@v~7m~F@b?h##VE%%ﬁbfbéwe9#@%%%@iﬁmo

(%727 a3 A & — (Effective Provider) | WX E SV TWAHEE, U —27 17— R VIP &2 7T
ALTWRWEATEH, 6666 ~D T 74y I HFAITHT 7 AT U —N)b—)LINT —7
n—RKETTa /703N TNDLILEERTEET, Y—ERXEYAR— 5T RTOT—
77— REZNLDON—LTTalT 5T 556, BiLnwSI74~U—ra—FK (VIPZT
B) WTIEIMER T 7 AT UA— NI — BT e T T LAEINDTD, T =— A —r—f X |
HIZRZ 74 w7 BRSNS LEH 0 A,

52:VIPHY—ER~DFF 74 VI EHATIRA DI 74T 24+ —ILIL—IL

$
$ hostname -I | awk '{print $1}'

172.21.95.7

$

$

$ sudo iptables -n --list TA_INPUT

Chain TA_INPUT (1 references)

target prot opt source destination

ACCEPT tcp -- 0.0.0.0/0 0.0.0.0/0 match-set ta_6c6b4133313438ff5429ca8c14b6 src match-set ta_ac2618d307e4e7dbb76b96c@df3f dst mul
tiport dports 1443 ctstate NEW,ESTABLISHED /* PolicyId=DEFAULT:100:ALLOW:S5ed53fe8497d426444d50b3:5ed5435b497d4f26414d50b1:6 */

RETURN all -- 0.0.0.0/0

3

3

$ sudo iptables -n --list TA_OUTPUT

Chain TA_OUTPUT (1 references)

target prot opt source destination

ACCEPT tcp -- 0.0.0.0/0 0.0.0.0/0 match-set ta_ac2618d307e4e7dbb76b96c@df3f src match-set ta_6c6b4133313438ff5429ca8c14b6 dst mul
tiport sports 1443 ctstate ESTABLISHED /* PolicyId=DEFAULT:10@:ALLOW:S5ed53fe8497d4f26444d50b3:5ed5435b497d4126414d50b1:6 */

RETURN all -- 0.0.0.0/0 0.0.0.0/0

3

3

$ sudo ipset list ta_ac2618d307e4e7dbb76b96cAdf3f

Name: ta_ac2618d307e4e7dbb76b96c@df3f

Type: hash:net

Revision: 3

Header: family inet hashsize 1024 maxelem 65536

Size in memory: 16816

References: 2

Members:

6.6.6.6

$ sudo ipset list ta_6c6b4133313438ff5429ca8c14b6

Name: ta_6c6b4133313438ff5429ca8c14b6

Type: hash:net

Revision: 3

Header: family inet hashsize 1024 maxelem 65536

Size in memory: 16848

References: 2

Members:
172.21.9

5.1
172.21.95.3

w1y S —
| 119 |
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FREORMZF ST D123, [ClIc—Y VvEadbEET,

J0—DAmER) O—DIEEE

B IR —DE#EEX., 7ue—0FRRELL#EISINEZNIERSINET, 7u—
DOFMNIE LM ENTWARWES., BEIRY O — B REOEHENMET T 555050
£, RY—ERDOT=DITH END@E 7 v —HFHORECHONTIX, 7947k
Y= =D SR LTLIEEN,

w1y S —
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Ry o— |
| BEE P T Y I Ry

BEIR) —BEBRO STV a—T1207
FEIHR Y o — RIS RATH L b O TRVEAE, ROKEHRLET,

BRLUEFREEZHERLTEIYEDT—2Z2EDS

BRI 2R L TRV 2L DT —X 2 &80, FHCRAETIA RV ey 7F ¥ LET, &=
Lz, TV = a N BT R, E—=T T = a b BEE LT — & B
L CHEMEZRINE I LR — F 2 AR T 2581, TO T 7 4 v 7 BNEEN T LREEETENE
FNTWAZ L EHERLET,

BEDZEEDRIICT—4MNINESNENESIZT S

HHOTEENET INTZBE . £ E O XV BNCNE ST — 2 Ml 50O HE T
BN IR o B AL, BRI ZOER L VEIOT —IRNEENTW RN L 2R LE
7,

MobLWrS 7oy 20—%KB5d 3

PR 7 A N H B EETIIEET ZLENECDIEENDHY 7,

BROF 7 4 W ZITEROGEF TRETE . HBEROBT TAMELRERICTEET, 2hTho
i e e LE 7,

e UV —J AN—RIREENTWBRIN 7 o VE R LE T,

[T AN FORY —RHERE (Default Policy Discovery Config) ]-3—Y D T CiRE
NTWD, 774N bOBRNT 4 VZ ERER L ET,

cHERY —RBHEDOTU — 7 AR—ZADEED [EMiZE (Advanced Configurations) |72
arT, EOBRNT A VI BEDTRo TOD e MERB L ET,

[77 4V hORY > —HEEE (Default Policy Discovery Config) ] X— @ [FEHIER E
(Advanced Configurations) &7 3 > C, EDERINT 4 VX PNEHII 72> TWODE0EHE
BLET,

T 7 AN NOEINT 4 VEEEATL5E1E, [T 740 FORY —HEE (Default
Policy Discovery Config) ]-X— T [f&fF (Save) 127 U v 7 LT, T HDKEZH~
DI —J AN—ATHEHTELLIIICLTND I 2R LET,

FEHZOWTIR, BRAAT 4 vy 33 R—=Y) BIUOH T My 7 2B TIES0,

A0 a—ETONAEF—QREBBZIERRNIZHZIR) O —D STV a—TFTa2Y
JaARHARY =D ST TN a—T 47 (116 =) #ZBLTLIZE N,

ARBEFHR) —DAT—R ADFER
EKRENTR) =D T TN a—T 47 (553—=2) 2BBL TN,

[ P



| ®Kus—

R O—DHREHIRIR

RN —OHRFHERBUCL Y, R =D T T 7 4 B 2—DAREIZR D £7,

RNY T —DHRFHIERBLORX—VIZBET 511X

wuo—onunzs |

. [ YU — (Policies) ]"X— T, UAKITA

avoRfllcehs s T4 ay (P ) 250 v LEF

RYL—Ea1—NEX

RN =t a—OHRFEHRBERITKDO LB TT,

B%

RKIANE

FH.OALUY, FRIIEOT Ay

J—FK (RYV>—marva—vF-iI7 o
INA =)

HEOT A3

i A

FLoTOT Ay

AR T 4 NE

BLOT A3

77 AL

2ODT A AL TN TNARR

1 2L LORY —

Ry —Ea—DATay

Sl

BREFIR

arva—~v /) —REREITaAF— ) —
RIZEENDT—27 o — RO A NERRT
%

J—=ROTAarwZTNr )y LET,

PR (KN L Trvar @R
7). BrOarva—~vTag 2
D78 hANIREORY = ORFlE TR
=

FNHEDIRNTWDIRET TNV Vv T L
F9, FOA AN R R EINE T,

= RICEZESNDLIRY v—2FRT5

TAarzr7 Uy 7 LET,

FHHNO T —7 v — REORY) v —DHh kT
ENE RS

[N#R (Internal) | A& %27 U w7 LET,

RN B =Ny BT R e D
WNIZHDHRY o —DIERRT D

[#M48 (External) |HRZ %27V v 7 LET,

T g N B T F T g CEERT D

TANETEFANANNE Y 7 AOLEMANICH D
(D) RZ L E7 )7 LTA TV a v EaER
L., ZA4NVEEEEADLET,

Kys— I}
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53: 5574 ALVEa—TORYS—DTILEY VYT

¢ | = | % Quick Analysis Y| @ Filter Policies ... X

Filter Policies X

All Policies

5 2
Default \bsolut @
2 1 Dev 1
- @

1 Unique Protocol and Port [ Policies ~ » @ dev 3

UDP : 80 1
1 Consumer Group - 1 Provider Group AWS

Default

(),;f/

dev2

RV —DFT T 7 4 INVEa—OERGERGBEY X7 a— KT 512iF, ROFNEEZFETLE
7,

1 75 7OL T h A EEEET A2 %2 U v L, [BifenT 7 ZF— L (Export
Image) |27 U v27 LET,

2. WEEIRGRE L B DX A T EEIRL £,
3. [#vru—FK (Download) 127V v 7 LE7,

R S—mEM (R —Ea1—R—2)

Y B BT AT, avya—~ith—YLEAbE, [+ RERERSNEL, K
Vo—%2 0wl LEEETu"LF—ICNT v 7 LET, MR o —2 BT 51203,
T—H D [Hixt (Absolute) | F v 7Ry 7 AEA N LET, TNUANDOEE, R —
T 74V RV =L LTER SN ET, RV —id, 227V v 27 LT, Ry 777V
ARPBRY =% RINTHZ LI Lo THEHTEET, KU =001 RAA—ICRRIN
£7,

[ P
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K54:5574hIWEa—TORY O—1ER

Create Policy

Rank Action Priority

| Absolute ‘ Deny Allow ‘ 100

Consumer @ Default ~

Provider ®dev3 ~

Protocol Port
TCP v [ 2
e.g. 80-100

LY

SR BIED Y =7 ZAXR=2ARNDRERY ¥ — BIUOMOU —27 A= b0D4
BHEAR Y O —C T A EE T e —%2 T A N TEET, BHITICLY, V=2 2_—2DTF A
TR =5 aFT LR Th, SESEREXF2 VT AR —% R LT Ay 7R
BRI 0 £,

[ Sy

LESE ] BB, TIA VT —I A=A TOLETCTEET,
o W5 WX BIFE, Kubernetes —E A0SO 7 0 —TiIHAR— N THERA,

HROFeF— a4 v RYT#iS5AHOFET (Run Quick Analysis) | X 7 %27 U v 7
LT, #AT7al%FHrLET,

Y o—
| .“
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55:[B5 5 5% (Quick Analysis) 142 7

® Default + @. L ‘s’ SECURE

> Policy Requests [0 ] o

B

|
Run Quick Analysis n
|

R 7e—paryva—~ (Z7A47 8 IP, TangZ— (—n—) [P, F—hF, BX
e barz ANL, [BT 25K —0/% (Find Policy Match) | AR %27V v 7 L
e

U= AR—=ADEKHNN—TarOR)—EFEE, T4 TR =GO DIZEEIC T >
VaINTWAEHE LY 7 AR—ZANLOMO PR —2EE LT, KE7 o —033Fa]
FFEREINDINE I DERTRY U—RENERINET,

FATaTOFEHIC, —BT2T7 7 bATY RRY —b g Ry REY o—2MERIT, —
FETH~EZONTIEFTERINET, AR EDIT. WTILNORDEYDITDHTT,
Be e ERICHENI T AITIE, 2y a—~<lOF o7 o " R—L b Fa g F—
MO EALDA X7 2 RO—)L Dl J5 53 ALLOW L—/L CTh HLERH Y £9°,

DT _TO—EF 5K Y L —ZIEFICFTT B & BEDKY L — AR TRV
SICRZDEAIT, B o —EHROMBEZEIT 5 DI HF Sy 7Y — AR S %
T, U RN PSR Y —Z BN, TR, EIREIR L. <IN AR Y R D LA
CEET, Vel AR—RTDTIA THEY L OEIFIME D ) EH A,

[ P
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Quick Hypothetical Flow Analysis @

Match this Hypothetical Flow against

Analyzed Policies Enforced Policies

Replace this application's policies with

Version: v1

Consumer Address
173.38.45.96

Protocol
TCP v

Policy Decision: © ALLOW

Consumer Outbound Policies @

Provider Address

RCON9-DC-Internal

Provider Port
80

Find matching policies

Provider Inbound Policies @

QTHER: unknown - bpimdmgr-idev3-0* OTHER: unknown - bpimdmgr-idev3-0*
ALLOW TCP : 22 Default ALLOW TCP: 22 Default
o Tetration [v1] @ Default o Tetration [v1] @ Default

OTHER: unknown - bpimdmgr-idev3-0* OTHER: unknown - bpimdmgr-idev3-0*
ALLOW TCP: 22 Default ALLOW TCP: 22 Default
& Tetration [v1] @ Default 8 Tetration [v1] @ Default

Close

— S [e] ~
A4 TR O—0H
HEIRD O—RHEIC KX > TAERSINEZ—EHORy NT—7 X2V T 4 R —%fER LT
EKRLIE%, R —Z2BEHT LR, FA TR —S2H LT, R —RNxy b
T—7 EOFEBEO N T 7 4 v 7IZEDIIITHEETINEMRTILERHY 7,
TATRY =08, ROBERIZEZDT-DITELLET,
c I DT = ANR—=ADRY =PI IC#EH SN E. ZofEOT Y r—v g il
ITED XD REENRH Y T,

cH LW—#HDORY —Z@HL Wb, BB VT W8/ A7 252 &
MTELZTL I I DN

WEDRT 7 4 w71 LTHEEDORY > —%2TFT A T LR —EBROIFIT (1372—
D) BEBRLTLLIEE N,

WY =TI E B 0 ITHRE L 970
RV =DHDLTXTDOY =7 AR=ZIX LTRY =0 e 37T 258N H 0 £, %

TEOFMPEAND T —7 0 — KB OFFANDOR Y o — DB AT B A[ietkind 5 7=, #Hlc
RY L —ZEHATAHENC, B—OHFICH L TOHRRY —SEET LN T FEN, B

tyo— Il
|



Ry o— |
B s oxvs—sromm

EDFHRND T 7 4 v 7B e 52 5RO H 5T X TOFRMORY > —&2 08425 2
LEBEILTSIZS W,

RITH 2R L ET,

YU —RHNOZDOFMDO LIZHLHEHATERSNIARY =03, ZOHANOY —27 n— R
WCEHSNDHERHY 7,

« ZOFPAND YU — 27 a— RBBIOFEFHANO U —27 o— R LEET 254, ZO/FNOR

U =N OBREICEEE 52 55608H0 £9, TO®ANTRY > —oWrn3BtsSh
HE (X, 2OHBETORY > —DOEFRIZRFTORY —Notishbdé) . 2o
FEADORY o — i RIS L RER S Y £7,

EERIZEL>TT TV r—va PSR Lk o, RY —&2EF$57-NTR Y —04r
EEITTHMLENRH Y 9,
T—J ARX—=RZH LTCTA TR =TT T562 LiF, V=T AX—2D [T v
VT EMEHEND I ENRHY T,

54 TR Oo—2H DB
HEIRY O —HHEIC L > T — 7 AR—ATERENTZRY O —2HRAL, ZHZEBYTHD
TLENWERTELESL, N =AM TE £,
IR HEIIZ

| B

BEE 4 T70WCE, FBICIA 70 aFET L C0A Mo U — 27 AR_—ADR Y o —DREBNE
EFNET, WVTNUDPOU =7 AXR=ZATHEHHZANILTNT, ZDOV—7 ARX—ZTHIN
FITESNTORWEAS, SREEASNEZRY == g URSTENTZRY —DR—
Ca v RERILTRWVES. FOU—T ZA—2AD T A THHRERIZEM CRWAREERH v F
7T

FIE

ATY TN N H—DT—J ARX—=ALDORIZH 5 [B % U (Secondary) ] DAMD ==+ 227V v
LT, V=T AX—=R% [T A~V (Primary) JICYIDEEZFT,

RATw T2 [RY—53#8 (Policy Analysis) ] ¥ 7B L £7,
ATY T3 LAMO[RY —53HrOBAsE (Start Policy Analysis) %72 U v 7 LET,
57: R O—HHDEHE

Tetration # <+ 1 Switch Application
@ Default  version:v1 P> Start ADM Run
ActivityLog ~ Matching Inventories @~ Conversations  Filters @E)  Policies @  Provided Services  Enforcement Status — | Policy Analysis | . Enforcement i

([ & Manage Aterts | [ start Policy Analys




AR o—
I
54Ky s—snioEr [

RDBERY

cMOFIFHDRY > —% Z OO T —7 o — RIZEATE 2720, Z OFIHO ST FIC
AL B 2 AA[REMEN D AMOFPORY o — 5RO T2 2 s amatL T &
VW, B o T SR Y =D (132 =) 2R T EEN,

s TR —7 I T =R ES N & FITEAE TSI, [77— FOEP (Manage
Alerts) 127 U v 7 LET,

IOV —NVEFHALT, T E T 4 NEZ LET, R T VX SRR
IRTDHIZE, TANVER 7 AD [ ARZ %270 w7 LET,

e R =T OBMEBIZR Y —FBMEIIEE LZEAE. OB TRNEEZED D
72012, SEEEET20LERNH Y £3, R —DBEHRD, FHORY o —D5H
me~9>%%%bf<téwo

4 TR O—aHDELE
BE, ZOT—7AR—=ZADRY —F, O L THBMOT —7 ZA_X—ZXDR Y > —5HrhE
BICHB L B2 DAREMENH 5720, R —2EHLEEZTH, R —STOETEFAT
THULERHD F9,
FATRY =T BIiE, ROFINEEFEITLET,

[ A 7Y > —%3Hr . P<number> (Live Policy Analysis: P<number>) | R¥ %27 U v 7 L,
[RY —D 8k (Disable policy) ] %7 VU~ 27 LE7,

58: 54 TR —DEME

Live Policy Analysis: p1 l]

(@ Live Policy Analysis: p1 Enabled @ Disable policy

Aug 4 11:18am - Aug 4 5:18pm ~ 1A o

KU S—SHTHER - BROER

AU =i, U—7 A= CEEA T D EEICHAY A TR CoTvn—L ., *
DOFFHANTEENT 5T X TOT7r—{Z, IROWTNUPDOFERNE D Y TohET,

C[FFA (Pemmitted) ]: 7 R—lk% Y b= IZ o TR SN, AP SREKY v—ic ko
THIFASNELLE,

s [m A7 —7 (Bscaped) ]: 7wu—Ixy FU—2ZIZX o> TRFAISNE Lens, siranic
R V=l > TRy 7ENE L,

s [fEE (Rejected) ]: 7m—id, *v hU—Z EoranizR) v—lck->TRkrvy7ah
F L7,

w1y S —
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B 5 tosEcsHmshERY v —0pE

59: R S—HPR—T

Live Policy Analysis: p1 A Manage Alerts \ [ < Run Experiment

Corpus data is loading.

Top | Names ~ | contributing to the selected Flow Observations.

Consumer Names Provider Names

Found 1,032,247 Flow Observations ow 20

FEEED D201, IROFITHEBR LTI,

¢« Ty NI A NENR—FFERALT, ZOXR—JICFERINE 7 a—{ERE 7 ¢ 20
T&EET, [7r—0D7 4 /L ZMEL (Filter Flows) |RZ > %227 Vw7 325L, ZHITELT
TITRTOFT vy — bR FEHFHINET,

e F ¥ —NMII—INEEDLEDLL, TOXALRF L TOR P CENEINT-BRZ 0 —o0
BlENFREINET,

-54AX§V7%7)/7T6& TANVERBENTZTRTCOTa—D U A RN FOF
IR E L, SO TEET,

CHFRINF v — PO LEENCH D XA T ERIRE IR GRT 52T A v E2 T 7 g
3 ODFERI A T ONTNNITHIET A Z N TEE T,

cHMNCH D EALNAET v — MZiE, EUORRINTF ¥ — MRS TWD T — X ITHEE
2T FAEDFRA MG, 7 RUVA, A= M ERRINTWET,

BRHIF v — hE T Ay —F S 70— HCHIR L, B N T v — kT [R— b
(Ports) | Z3IT 5 &, =Ry —F SN 7 0 —CFBE 527 HEOR— h & Ford
BILRTEET,

Bl tDEETHITESN=R) O—DFE

WOBITIE, FE RIFEETIE, 7 =0T SN THWET, ZTORT, BIOFFHIZBHEH
o —27 ARXR—=ATHRY =Bkt s i, ZOHEANOY —7a— RKEz> T
T4 T BEE2AZ LT, 70—Ro A —FELE L T—2 ENET (ZOLEH
I, 2OV =7 ZAR—=ZATH L O ENEZRY O —BREROFEETIT RN b TVE
T, ZOEEIF. TV T T IIMERSINA 2D TY)

[ P
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Kuo—Lcont [

Wpaimarza [Pt WEsesad

i F Analysing Version p2 ". Fo e ]
Jan 20 09:38:15 am (PST) | |

R O—LLTORH
T — 7 A=A b EEA~O 7 v — 2O X REENO O 7 a— B LU
NO 7o —%, DFENTVWAMMD T —27 Z_—2ADRY > —DEEEZ T HAREMER H Y £
T ZOT—I AR—ATIATRY =GR EI /o T RWEGEE, 7a—iX, VAT
DZEENDTA THRY =BG IN 2> TOBMDO T — 7 AN—2AD T a—Tv—F
JENET,

\)

GE)  FGATHRY VS EFEITLTNDE T —T7 ZAR—ZANRRNEES . BERSITF v — MMIZe2 720
ﬁqo

R =DM
7 0—iLE

RU =TT TlE, 7a—>0¢0a, TRAT—7, FHREEFOVTNTHLNERET
LI, BONCR Yy NU—7 OBLENE 70 —0ORELZHET HILERHY 9, £7 80—

I%. Secure Workload =— <" = > MZ X » TRt SN 5155 L BRI K-S\ T, ALLOWED,

DROPPED, %72/ZPENDING DAEZZ T £9, 70 —D /N AZHolct—T = M
WEBIOT7a—2 A FNZHEASNTZEL DT VAR 9,

oIz, 7a—H A 7R, Ja—0 R oo —2 2 R T, T a—
DEIN-Z NG SN D &, 712 —(3 DROPPED OALE 25 7 E Y £,

T —DRAR o=V v M o THRIENRE SN WEA, W5H 7 o— L B
Ta—DEAENZIHRFLET, R 7 e—0BEBIn55E. BEX, smiir—h, 7
g2 hal, BIOFA I TIZHESNT, 7r—%2XT7 (EFmEHHR) CTHELET, [
CZ &k, HAMZa—IixTE A,

WHM7a—0ae, T—Y = MRA VA M=V, Wi CTT —% 7 L— U BENC -
TWABEE, BELEEEOmM O -V "R 7 o —RNEREIN-Z L 2RETH L. A
J71 7 v —{X ALLOWED OULE %2 T £4, TS o%E ., IE 17 7 2 —|X PENDING
DIEZTELET, EHETELIISEED TV —7 o— FoWnFRnico— 20 R, VR
F—/LENTNT, BHFITIEA VA P— L ENTWRWEE, =—2 = b3S 60 F DOIRFf
WICtERE O T 7 v — 288 LI2GA 2R Y . IES M7 7 —X ALLOWED OLE 4 52 1T it
D EJ, TNLUSOEEIE, PENDING A7 —X ANES A7 v —Z&8 v Y TonEd, M
7 2 — Oy OAE L, EEI0 NIl oo Z EEFRWT, Rtue Yy 71T
WET, L xiE. HOICORT—T = FBEET HEA . WA T v—DALE N

w1y S —
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wRys— |

PENDING 7> ALLOWED i, R U vy v 7 IZESS BFEOIEF M 7 a—0@Rl s %A X7
WZIRFEL £,

T7ATIA—NABYA VL F Ry 7E2FEELTWLEEELTNAZ LICHEELTLEE
W, L7 8 —THEG A =0 E SN %HE (B : RST+ACK T TCP SYN ZH15) |
WO 7 a—n3 g S, LETONES MO 7 1 —H3 ALLOWED & LC~—27 &nxd, 7=
L, HEEA Yy E—=URRl07r—CEESNL5EE (] : ICMP A »&— T TCP SYN %
HETH8548) . NEHM 7 2 —(X PENDING O (2720 £,

HAm 7 a—04E, MHM 7 r—0E L FERIC, Winhoxo— x> ML - TDROPPED
LG SN E. D7 1 —IDROPPED & A ENnET, 272 L. —ET 30 hh 7 v—
#@wtw ﬁﬁ@i~yl/b#7n~%ﬁﬁbtﬁu\7m~@mEXT 4 Z 3 PENDING
12720 £,

BERE247

To—EE, OIS TWARY IS LTTF = v 7 S, 7&K OFEIEN I E
INFET,

Ta—DER A A TITIROEY T,

o 350 FDOMLEDY ALLOWED £721X PENDING ThH V., FOWRERY >—T 7 g RN
ALLOW Th 554

* IR7—7T : TOWE ALLOWED Th Y, TOWRERY > —7 7 2 >3 DENY Th
L85

<388 . FDOALUE D DROPPED F 7213 PENDING TH Y, ZOWRERY > —T 7 3 i
DENY To 584

DROPPED 25 —# A%, BT 25— = FSEHRAYIZ DROPPED A5 —# A &G LT
WAH 7 —lCOREN Y TENET, =—V x> N TRy ZRHRIICEHE ST RN
4. 78 —|XPENDING A F—X& A% TV 9,

WLiE 7% PENDING OFAEIFIRO L 512720 £97,

ARV —T 27 a B DENY OA, B A TI3HERICRESINET,

IR =T 7 a i ALLOW DA, EX X A FIEHFMICRESINE T,
WHE 7 va—D%a. 7a—0NES Sy & RERSORY o —ERX DX A T IN—ET 55

A BY =S E IO — I L DX A TOLBERINET, Fhs 08
ﬁ PERMITTED:REJECTED ® X 5 (2, NEJH & Wi Fmnpl 4 icfrEnE 1,

F A DB
s EEIRMOBEHT ATy R ey a3,
o« Z DA, 5T Secure Workload HH/j=— = > MiX, 7 v —7 DROPPED T
HoHEHRELET,

Ry RRREETENALH ST,

W oAU—




| ®Kus—
sn—z@adTsooiziE [

s EETMOE—T = FOBRFET DHEE. 0L —Y = MT X > T
mory hBBIEINESA. Te—dHim—Y 2 MK > TALLOWED & L
THEINET,

o BB T & SE MO T IR D ==V = v FRH B BEE, AT —Y = b
237 v —7 DROPPED Th % L#E L72HEICBY . 7 v —I{Z/Z DROPPED L& <
T—HANEZ6NET, ENLUADOEAE. 72 —IX ALLOWED & L CHE S E
TO

ST T a— Ny RINZAEENTZN, WHA ST 7 4w 7 B,

SRSl — = R WS . 7 B — [T PENDING A7 —& A %3 TRy £4, %
WA DA 1E. ALLOWED 25— & A0E[ D BT nE 1,

JO0—%ETAH-ODOHLEFIE
RY S —DFEREZFARL L X ITED 7 e —IC FUAZE T T 581, IROIBELELE T (L H
DENLOBAENH Y 7,
1. £, 2 xAFr—"ENE7on—IlEAEYTET,

IRT—TENFz7 e —2id, BRREERMNETT, ZNHDOEBED T a—OUE N,
BESHT SN TVELERY V—ZESWTERKENTET 7 v a v bR 5720 TT, b
DORY —%2BHALTH, RERTo—RTay 7 &N, 77V r—3 g U(CEEE
DRIEOTDHZ NN L2 L TR LET,
[R5 —7 (Bscaped) |72 EDEX XA TH 27V v LET,
(#%C, MBS UTHER SN 7n— sz 7e— 4R T Ed) |
TAy—FENTeT7a =%, UFE2EAETRINLICRES R, SEIEREHT
AT DHAEEMENRSH Y £7,

BENBALOFEWBIDOR Y & —RNHEM /> TN D

s NTF T 4w I, RV —THRbNDN— TR 2 FEH LTS

s T T4 v DY THETHINDEY =0, oI Ty ([(RY —008r

(Policy Analysis) | X—Y TR —7IN7 v —%fER L TW55E) Foid

Mah Ty ([EM (Enforcement) | X—Y T Ay —7Shic7 o —ZER LT

WABES) T—7 ZAR_R—2ANIZH D, 7-& 21T, SABENOEAC. R UHENO
THHEN T = A= ZANOBEHEY LET,

2. XX TFA—NRI— (AN RETTINRTUR) IC—H L7 —%2RELE
D

BRIZZFAT Y 2 FAR Y o —FF LTI, YD 7 v —» Catch-all RV 2 —IZ—F 4 % )& B
TAHAZENEETT, ZNH07a—RNEYTH-oThH, 2D 7 a—iZx L CHR
REFAIR Y =DM ST RWEA . R T 54 R RERIET 7 b T v R
P Y 22 B RAN 72N Y o — % BN A 0RERHHBENH Y £+, — KT, bLwnr
n—TCThiE, BEIZFEL, FMERETILERLY £,

w1y S —
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B —zazvarvonzsir

[ P

INHDO7u—lEREYETLHOIC, UTICRT I, BETL2008A4 "7 R
T R R FEMEAAZR OIS T, inbound_policy rank %721
out-bound_policy rank @ catch-all fEiZFSWC 7 4 VX ZH L £,

60: 52 DRY—5HIT4NE) o THTay

B 9— T T T T T T T
Aug 4 11:18am - Aug 4 5:18pm ~ 11 4n n 101 1 41 7n 10/1

©® policy
Inbound Analysis Policy Rank

Outbound Analysis Policy Rank Permitted Rejected

Inbound Enforcement Policy Rank

Outbound Enforcement Policy Rank

o Dwa MR M AL AN

Fwd flags does not contain RST, Rev flags does not contain RST % f#i i L C. RST 3% % TCP 7
n—aRINLET,

—E DT A —F L7=TCP 7 u—(Zi%, RST7 77/ RRESNTVET, Znbn7n—
X, arva—~FRiETa s X —onThnicio Tty hEhvET, Zhbidd
KN T — 2 BHAD IRNHESL STV R W TR, =— V= IV Rz A 73
7y NEEikT 5729, ALLOWED EESNDLERH D 3, Rfd HERED L S
NTWRWED, BESHTENTHAR) > —RNEH SN THLEELZITEEA, WTh
ﬁ@%TRM777# KESITWD TCP 7 r—%2 5 & BUESHT STV DH AR
Vo —llXo TSN HA 7 ay 7 shvd, LVEROSLEELRZ AT —73I
ez —|ZERTEET,

FEEAEDRNT T 4w 7N IPvE L CTWAEAIE, IPvd 72— RIZHEH LET,

addresstype= IPv4, addresstype!= IPv6 Zfi I L T7 4 L& LEd, Vo ru—AT Kb
S ) S S R N 3X SV SR S

127%7éﬂtﬁﬁ74y7’%LT%%%%%&TXF%\ﬁ%b\7FVX\%H
REERET DI LT, WOZWFIETERZ Y TL 7 v —ITEEIEM 21T £,

[[EAIN{E (TopN) JHEEE~XA > 225, [ A b4 (Hostname) ], [A— b (Ports) 1. F7=i%
[7 R 2 (Addresses) | Z@IRLET, EE, ZNbEMOT 4 LFZ EHAGDET, A
VY —%2BMT 5L EIHEDHIATDNT T 4 v 7ICRYLVE T TEET,

AIOFIETHRELIZARA MM, R—F, B harflove—7F—2EZRELET,

RGLTe D T —DRA NGRR— 7 EIZESW T EERIZ OV TLYE 7= B3dhi
F. BN 72V T ¢ o Ry CTERAF LZENOEE R Y AE T T 4 V2 2T 2
M T a—RRT A NG AN=IEHET 57 4N F e FHTANLT, Ju—& NI AF Y
VDI EEBIRTE £, 5] : Consumer Hostname contains{something}, Provider Hostname
contains {something}, Provider Port = {some port number}, Protocol = TCP Protocol !'= ICMP

A



| ®Kus—

BEDFST 1 VoI LTREDKY v—%7 2 TR L —280%T [

7. a7 o —Z2MHEE L CREICOHT L E T,

RBIZ, 7e—CIGT 27— NMTE 7 Y v 752 LT, FFEO T e —IZEH LT,
ZORY T —OFREREFRLZENTEES, 7o—Il—HLER) >— BIOR=a

Va—weTunL X—OWMGEDOT FVAOFMIZER LTSN, RV —=T 273
URBR LT 7 varE—HLRWGEEIR, avva—~vFEid e X— (FiX
FOWIT) OFPIEEAT DT — 7 A=A TR RY —Z2Ek LT, R

=T arEEETLNERH Y £,

WOKIL, EFRTIHHA L7 ANV 2 o TO—HE2HFH LT, =2 AFr—"Enz7ue—%
OALT—7 7a—OfZ R L TWET, MEBANIL, - Z2§H7 = VICEHRTH
Lk, R—=b, 2 va—<T KLVA, 7o/ X =T KLAT I BLO® [ %
PR LET,

61:7R1) > — 2 EDHl

Live Policy Analysis: p2 &, £ Manage Alerts 4 Run Experiment Analyze Latest Policies

Select time range
Jan 22 3:20am - Jan 22 §:20am ~ PPy "

-, 3,534,637 total observations
s 015 ne e "= Sheving Fos i

Fwd TCP Fla@8 doesn't contain RST ~ Rev TCP Flags doesn't contain RST  Address Type = IPvd
Provider Address = 192.168.10.2  Provider Port = 6443

Filters ©

Filtered vations = i [ 1
L5 Obeivaiions Parinitied | Relected [t Top| Pots ~ | contributing to the selected Flow Observations.
M Escaped
50
Consumer Ports Provider Ports
7 e g = B ey
ST INCRD LI e Dty B B 21271 T
L e s R ey 21820 =]
00 21822 I
* o2 - |
21830
a0 21838 e oL
21842 e
200 25612 L=
25614 ===
100 25624 e e——]
[ — e
230 i a0 s E) B 0 7 730 ah 0 @k
Found 560 Flow Observations | Show 20 ~
Y Timestamp Policy Categories Consumer Name Provider Name Consumer Address Provider Address Consumer Port Provider Port = Protocol Service Name Inbound Enforceme
Jan228:40:00am  ESCAPED appServer-2 goeZe-master! 172.25.114.169 182.168.10.2 31360 6443 ToP Unknown Unknown
Jan228:40:00am  ESCAPED 31368 6443 TcP Unknown Unknown
Jan228:40:00am  ESCAPED 45242 6443 Tcp Unknown Unknown
Jan228:40:00am  ESCAPED 28600 6443 Tep Unknown Unknown
Jan228:40:00am  ESCAPED 43838 6443 Tcp Unknown Unknown
Jan228:40:00am  ESCAPED 143846 6443 Tcp Unknown Unknown
Jan228:40:00am  ESCAPED appServer-2 e2e 172.25.114.169 92.168.10.2 3130 6443 Tcp Unknown Unknown

BED LS 749D LTCHREDR)O—FTRA T BRI O—FERDEST
BEAOWBE LTI L DOMOERZRE N T 7 4 v 7 32— PNREITHAEL TWT, BUEDR
Vo— (FREHONR—2 g VEBINTZR) U —t8y b)) TEDODIN I 74 v I NREDLHIZ
WL XN D 0 E R T D5 A 1%, [FEBD3E4T (Run Experiment) [ HEEEZ A CTX £,

tyo— Il
|
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B e2zors57voicLcBEORY v —£F R M BRY L —FBROES

458 HEIIZ

Je

EXr ZOFEONDY I, BEET DIFHEHZ GO THBRY U —RHEZBEFEITL, Lok Hk
RIRDRY V=P RESNDNEMRT DL LN TEET,

FIE

ATy T BRLIEZT—7 2—=2D [RY > —5547 (Policy Analysis) ] X—IZBEI L £9,
ATV T2 X=VOEHNL, TAMTLZRY ==V a VERRLET,
ATY T3 R=VOLMIH D [EBRDOIFEAT (Run Experiment) | RZ %227V v 7 LET,
ATy T4 FLnWFATrrT, R —FROLFE B AR L E5,

X 62: [EERDEFT (Run Experiment) ] 7 #—./s

Run Experiment X

By running an experiment you can verify the compliance of the past network traffic with
respect to current live policies, version p1.

Name

new experiment|

Start Date
03.08.2021, 12:00 [ ]

End Date
04.08.2021, 12:00 ]

THUC R Y, R E EhDIES T, BIRSNIA—Ta VEHINZAR Y —ITx L TBIRS
NIRRT R TOT7 o —2BO T 28 LR Y O —0h Y a 7B SnE T,

BN LIS LT, 20V a 72O PA%E0RH 0 £79, EITRWE, AU —+k
LA A= a— ;iTéﬂi?oﬁ%%%TTéEW#T%ﬁE\M@A—VH/ HEn
AU —ERBRICARY U—EREZBIRTEZ D L9220, SEERT7a—h7 IV Z2R-THF
FHNF v — P ONRRITIG CCHEFI SN ET,

63: RBRAT—2 ADERT

[ new experiment: p1 ] [ S **‘»m’] O Manage Alerts ] [ 4 Run Experiment

Live Policy Analysis: p1 Enabled O . 97,574 1018l obsérvations
3PM 6PM 9PM 84 3AM 6AM 9AM 12PN Showing Flow Observations
Experiments
Aug 03 o
® new exp... 100% - Aug
04 - -
Aug 03 - Top contributing to the selected Flow Observations.
Experi... 100%
Aug 04
test... 0% Aug 03 - Consumer Addresses Provider Addresses
o Aug 04

W oAu—
I
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®uv—ozFERo. BHoRy s —osH I}

GE) WY —FHERAEBIR L2 L 07 v —RNRRSNRWIEEIE, FFFGEHE O R —Es
JRR T L araetEnd v £97, 2L E, F v — N OBAEORFHFEIH AN E = 1 FfH
72O, FEBHIFEITEE6RFMIC R > TW D HE 7R & T, IR 2 EHMIFIC
Bo2&2Vty MF2IZIE, RV —k L7 ZDOMICH LG T A a0y
7 LET,

64 FrEEEEOE S

l new experiment: p1 ’ [ A ]

Select tima.range Set time range to match experiment IR,
Jul 21 1:19pm - Jul 30 3:] ‘ 6PM 9PM 8/4 3AM 6AM

@ Enter attributes... X

R —DEBRRD, ZFDKRY —DHH

RY = TlE, V=27 AXR=ZANORY O —OEF I IHBPIC KBS EE A, ZEEZM
ZIZBIZBAEDOR Y =Dt > Mg H2HFEN TE 726, [HBOAR Y —053Hr (Analyze
Latest Policies) | %7 UV v 27 LT, R =W EE 2 MBS E T,

R =R EBICFHGEEN THE T —7 ZANXN—ZANOR Y —DEBIN TV RWEA.,
FIRY = BBAEA N2> TO RS, [RETOAR Y > —D53Hr (Analyze Latest
Policies) | R ¥ NNIFEHTEERHAL, R¥ &2 7V v 7 TEHLEF, FESICEERL T
RWRY —EHENHY 7,

TSN TER Y == a Y OFRoR, IR, BLOEE (1403—) BB LTIEEN,

RYO—SRNILDITSY

RN =W DOEERINTF v — b Tk, DRGSR L, BEFORY v—L 7 T AXD
B & R 25 T2 DI T ISR SN T B, R =TT F 7 CTv—7 EnE
7,

757 %7) v THE FOT7TTICEEMTLENTWERY o —DR—T g URFREN
ESc N

65:FRINFr—bDRY—FRULDTST

@ Enter attributes... X
Filtered| @ Flow Observations ~ Permitted | Rejected ‘ Escaped s R D s AR T
W permitte d WiRejected WEscaped
EI Consumer Names Provider Names
""" yeanalysing Version p1 Unknown [ Unknown |-
¥ Tolysing Yorston eg-tetzs-winis [N appServer-2 -
Aug 5 02:26:33 pm (EEST) . u
collectorDat... =R
eg-tet3s-win10 [N un
Il D:
collectorDat. - eg-tet36-win10
eg-tee-win.. [ eg-tet36-win...
eg-tet36-win... || eg-tet36-win16
eg-tet36-win19 | eg-tet36-win19
(= I
T
12:30

930 10
Found 15,472 Flow Observations [ Show 20 ~ |

#xui— I



B srsnefus—n—cavorr ki sEUEE

wRys— |

RV —=FGRXNDT7 57 7% 7 )y 735, feT 25—V aO[RY — (Policies) ]—
URE, ZTORY =D A—=T g STk TSN RY o —RNFRENET,

M SNIRY S—N—U 3 VORT., LB, BLUEE

ATvT1
ATvT2
ATvT3
ATv74

ATy TH

BEBIZT — 7 AX—=ANDOR Y =% i ETEE I T 272N, HLWGHAN—T 3 v
(p*) MERRESNET,
W= g VEBHOFEHIZOW T, AU —n"—TVar (vFEBIOp*) (220 T (161 ~<—
V) BRLTLZIN,

FIE

[B5f# (Defend) 1>[&Z A2 F7—3 2> (Segmentation) | %7V 7 LET,
B i E 77 A~ U= A= IZBE L £ T,

[R YV —DEH (Manage Policies) %7 U v 7 LET,
BERRENTOVERY =D R—T 3 U RR_—=V 0 EEIcFR RS E T,

Cisco Secure Workload

¢ Workspaces Production ~ PRIMARY ves Version 1 |~

FREND A=V a iE, R v—BHA=Ta v GiehieR) v—n"—=va v, Fi2
FEH ENTeAA—=Ta v Rlnd £,

WROBIEEFATTEET,

WONR—=2 g v ORY | BEONR—a 27 ) v L, BloR—2a U EEIRLET,
U—EFRRTDHITIE,
WDOFNEZEFIT L E
TO

N—= g3 YOFHIZONTIL, AU ==V a3 (v BXWp*)

WZOWNWT (161 X—2) ZZHLTLEIN,

BE AU VEABRLEBEAIE. oMy Z70oRbYIZ, b

By s ORBICHIEERTEEFRLED TRIESNZRY o——
Va L OFF, W BLOEH (582—) 2BRL TS,

TSN N—=T g |1 X=Y ESOBIEO =2 3 D ORICH D [N—V a VIBROFRIR

DFMERTT DI (View Version History) 1 %7 U v 27 L7,
I ROFNEZFEATL . .
;_gﬁk Sasa 2. [ABESife/x— 3 (Published Versions) | ¥ 7 %27 U7 L

T, OB ECHEHSNTZARY =D =T a U aFRLET,

3. RN—=VaroulZxz M) EFRRTDHITIE, N—=TYa WD
727Uy 7 LET,

WD DITIX, 7T 7 T4 T 4 2E£ LTWET,
A WEEEOITIX, A7 7T 48T 40 2F L TCNET,

W oAU—



| ®Kus—
Ky o—norsrer+ns |

200NN =Va &L [VEYa Ol (Compare Revisions) 1 %7 U > 7 LET,
L AON QN R .

s Vg L EE
éﬁﬂ\&®%ﬁﬁiz e 28—V g B L £,
ITLET, BHDRT 7 hR=D g giffsivien—ya sy BROEN
SNTeR—Va o TEET,

3. FEEROFEMICHONWTIE, RY o — =T g VD R —0D
7= (164 X—) 2R LTLEIN,

REpN=Va 2l o : I il ®
%fémﬁ\&®$@/) Cardt EZ7 Uy s L, B (Delete) | AN L9,

EETLET, NRESNTEARY ==V a v (p* =T a ) L, N=Yarn7
7T A TN ELITEA S TORWIRD | HIRTE £,

NR—=T g mxT A
AN— b9 5121, kD
FIEZFATLET,

NReTavd: 22U ws L. [ 27 AAR— b.. (Export...) ] &R
L/‘i‘é—o

U= ARXR—=ADTY AR—h (64X—) LML TIIEEN,

RDBRY

NV 2 VOBRERET LIzb, =) AN=AR—VO EiCh 58—V a v, BHOR
HERERY SV () A LET,

Zhicky, BHEENERY —R_R—U g OB LR WEIREZSZENRTE, U—7 R
NR—=ZXTRY =% FEHTERTHZ LN TEET,
R S—D D79 T14ET40Y

TRTCOYU—F A= Ra—W— L, UV—F AR=ZRBREDRY 2 —5Hf_— T TIrbh =&
FICET AT VT 4T 40l 2R TEET (777087007 3= 9 VER)
EHM)

o N = OF L
X 66: K1) S—S OB

You started policy analysis to version p1 206 PM

« R Y = DL
B 67: K1) S — 5 DE|IIE

You stopped policy analysis 2:32.PM

« R Y =i O

wxuo—
|
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68:7RY) O—HDEH

You updated policy analysis to version p1 2:24PM

R —DEA
Secure Workload (&, WRDFIETHRY —Z@H T £7,
cMfHx DT == RIZA VA= NVSNZY T =TT =V = b
* Linux
* Windows
« Kubernetes/OpenShift
K77y M7 A=A TOT—V = NOBEICET 285IFHARFMIC OV TE, ==Y =
YMZEARY 0B B LA T A0 (151 =) ZZRLTIEEN,
c T RARTH
« AWS 2317 Z % LTz AWS

e Azure X7 X %91 L7= Azure

MR A = AR L= BN Lizkau— RART v
« F5 BIG-IP

« Citrix Netscaler

» Cisco Secure Firewall Management Center & DA

e —RKR—=TFT 4 DAV TTANT I F ¥ TOHADIZDD, — =T 4 DA —/ A |
L—HF~DAKNY—I T

A

TE
4L

RV v—%HHTLE, HEBEZTDEZRAMIFLWI 74 7o+ —ILIL—ILHEASH, B
W AR A N ECHEOL—ARNTRTYIBRIhET,

i

I—2xr FOEENEERDERINTDOHEE

INLDF vy 7 O—EE, RN —F@ATARIEZITRICETTEET,

TV NERIZI R X OBEEAET T 51205, HERDKERGERH VY £, BEd 5
FOEMLFHERE A SR L T EE 0,

RY v —%EHATHTPTED NI —27a— Rz LTlE. 2hbDF = v 7 2 FETT 508 T
HOFEHE A,

Ry o—
12| I
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| ®Kus—

1—vrvroEgnsaRoeEriorz [

ERA

SRR

T—Y = bR, #HE
NI T — 7 28— 2|2
AT S /EN 09
RCHOI—7 a— KA
VAR ENTWND

[BifHl (Defend) |>[& 7 A7 —3 = (Segmentation) [%7 U v
7 L., BEETHEAE T — 7 A=A IBBILET, [ BT DHA
'~ RV (Matching Inventories) %2 V > 27 L, [IP7 KL A (IP
Addresses) |27 U v 7 LET,

TOXTDOIPT FLRIZITEFIZT=— 2 B A VA =L &
NTWeniy, AU —2mAT 2B IETe—Y haeAg
VA N=NVTHEMLERHY FT,

IS [IP7 R LA (IP Addresses) | & 7IZFERRSNDIRD X A 7D
A Xy M UIZR LT, EAMThIVET,

e VT Rax A EFEHL TR v—2@EHIND, 77U K
R—2Z2DA Xy b [HxDOT—r B — F~DT— = k
DA VA N—=)VIA T g T

s —VxV EMEADY—7 v — KRRy RIZA VA =L
TWHH4E . Kubernetes 7 KL AMN[IPT KL A (IP Addresses) ]
UAMIFERENET, ==Yz FRA VA =L ENT
Kubernetes f > X2 R U [y K (Pods) | 7IZF RS E
R

A VA= ENTNES
T—Uxr b=V g
N S e WS
FENTWD

AVARN—LENTNETE—T =y hONR—=T 3 OEIZONT
E. [EE (Manage) 1> [=—v = | (Agents) 122 ) v 27 LT
M6, [543 (Distribution) ]2 27 Vv 27 LT, [T—Y = MY T |
V=T N— 3 D534 (Agent Software Version Distribution) ]
Fy— MR LET,

M HOWTIE, [BF (Manage) 1>[=—Y = b (Agents) | %
7V 7 LThe, [£—Y=2 bU AN (AgentsList) 1227 U v
7 LET,

A A R=LERNTND
T— = MR
%

[ (Manage) [>[=—Y =k (Agents) |27 VU v 7 LThb,
DEH=—Y = FMZZH (Convertto Enforcement Agent) 1% 2 U
7 Liba—o

[7 4/v% (Filter) 1R v 7 A2, Agent Type = Deep
Visibility * AL ET,

RN —Z@WHTLOMNERH LT X TOZ—Vx NEEHRLE
75

xue— W



B - rorsncanosmrroRR

Ry o— |

ERA

SRR

T _RCHZ—T = T
WHRAENZ > TN D

(ZOBEMIL, ==V MIEABENDH S Z 2R+ L
R, VI AR—ATHAEHENNCTHZ L L3RR ET)
BEEEMICL-oTL, V= A= ZEHTHEIE-IT%BIC
FITHOMERNH Y 97,

(2= FOBANEDNC > TS Z & DR DIEZBR
LTL7EENY,

T —x v MUANOIE
AT = A LT HANAER)
22> T3

BEE . UV AR—ZATRI) v—%@EHTAHETIE, =—Y= b
EHAETIC 7 Raxs ¥ THEAEZANILRNTLIEE N,
Fio. EHEAREICT I, BHAEZ AR — N TEAA—7 2
L—HX BN THLERSH Y 9,

BN

T—Yxr MRET 0
T 7 AND [JL—/L DR
Ff (Preserve Rules) ] &%
EN, V—rnu—RK7
Ty b7+ —AITHLT
W5

* Kubernetes/OpenShift {22V T,
ZRLTIESN,

(a7 ~0OM OEE
DT Ty R T F—HICONTE, VT =TV
b OEOET Ty b 74— AOfRESRL TS,

LR ZDORFa AL NT I—LORE #B&%T 5 &, &7
OERB RO T4,

(U — 27 22— A 75
SNTHZIZ) TRTO
T—V =z NRU—S
7 — R AT REZR AR U
—mxfEL

BRI NTER) Y —N—V 2 M7y 28R TWnAZ 2D
R OHAESHRL T ZE,

B rus—
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®uv—naroant [

ERENE EZ
T—Uxy MRIERTH | B Y —A2NAZ T, WOGANC=—Y = PO EFHICET 5
) HHRRH D F7,

« [[FE (Manage) |>[T=—Y=> b (Agents) |27V 27 LT
M5, [F=%— (Monitor) 127V w7 LET,

[#EfHx——=> b (EnforcementAgents) 1D FDIEHR%Z MR L
i ﬁ‘o

« [/FH# (Manage) |>[T=—Y=> b (Agents) |27V 27 LT
M5, [oAi (Distribution) (%727 YV v 27 LET,

R=VD N — 2 N A T ERIRLET,

o [#H (Organize) |>[#iF &4 > X MU (Scopes and
Inventory) | %7 U > 7 LT, RIROFEDT —r7 v — R%&H
DNFDHEDIZTANE L, IPT RLAEI Y v 7 LET,

[=—Y = FOEMM (Agent Health) ] 7SR/ E EAL T
HIDOT T 4 KT, [V—/ur—R7a7r AL
(Workload Profile) ] <X— B F 9,

FERHZOWTIE, [T—sa—R7a7r7A0] OEESREL

TLIZEW,

R S—DBERDERE

FAE RV —ZHEATEE BHEOT7 7 AT U — A —nNHIRENR, Z0OU—7 ZAN—2ADE
Br T HHANOT X COT—7 a0 — R L TH LT 74 7 74—V — L BER S
iﬁ—o

AU —NIELSKHRET 2 2 &L 2 MUIIHEEL TW2RWEES, R v—2@l+2&, 77
F—a OBEGIENER S, FEEED DRSS EERDH Y £,

48 HHEIIZ

AN, RV U—EWATIHEAIEL, Fx v T A =% [ (Allow) IZERETHZ &
FRRILTLIEE N, RIZ, P77 4 v 7 5F=F—1L T, v v FLT—L—Il—5
TAHLDOEBRELET, ¥4 v T T — NI —NIC—HT AN NT T v IR NEEES
X, v v TFAF— % 5L (Deny) |ICRETEET,

s —EIIHEEOFHTY — 7 AR ZHWMHAT 5551, O &NV —0 AR—2DH%
WHTEET, UTOFIETHHATI2EBOFEEZHEHLCHE—-DOY —7 23— 2 %27
AT 58541, MHATARNCT —7 ZAX—ANORY > —52S/HT 52 L2 HELE
TN, BWATIEDY FEA,

w1y S —
| |15 |
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W Rve—

Ry o— |

(T4 TR) =0 BEXOY T ey 722U TIEINY,

cH—O#HEZEMA T 7200 Y 4 — NI, HEOHHZRFHIET 52472 a v 24

2 40P — LY LT, RU—EmHY o —F (1492—2) ORSBEN VLB
A, UTOFETHAT 2 2EB8OFEEEHRALET,

cBE AV V—NELWI 2R LET,

U= ZAXR—=2ADRY —fERIT, MOREHOEM SR & —DOREEZT 25670
HVET, V= AX=ATHRY > —0iEHEZHIMET DR, RV >—o5MH (Policy
Enforcement) ] ~~—\Z1&, BIOHEPHIZEEM T O Y — 27 AX—2DHH S L7z AR Y
Ul E o T, T —RNEOX I REEEZ T OIINERINET, LI [EBRG
ARA MIFEFEB@ R A b LIBET X TiEZ2 (Production hosts should not talk with
Non-Production hosts) | & W9 A& RNY —n@&GHoOmH INZY — 7 ZA_X—22h
&, THEOT YV r—a NIBTAHV—2u— RO N7 4 v 7B E 52 5
BRHY ET,

AT v — MIH LWERS RN SRR EEIE, ELORRFEENERS T e
I MERER L TL 7230,

[#HMH (Enforcement) |X— I ICERKRINADHEHRIZONTIL, 94 7RV >—08r) BEX
CH T Ry 725U TLKEIW (T4 TR UIE®RD [RY > —0wHH (Policy
Enforcement) ] X—IICb#HASNET) .

TA T ORERD [EAH  (Enforcement) | ~— Y OfER & B 2 561%, TR O
FH, RY T —n"—T a3 BILOWREEMA, [#H (Enforcement) ]~X— THER A AL
THEOIEHINTWDLEH, R o—"—Tar BRORHEEHAEFELCTHLZ &
EHERLET,

TV MK T Ty NI A —LTRI —FEAT D HIEZEM L ET, B

« Windows & Linux DU —27 10— RIZOWTIE, T—Y 2 MIEDRY —DiEHB
FOH T Ey 7 2SR TN,

* Kubernetes & OpenShift (ZOW i, LTFEZSML T 72 E0,
ar7rh~omf (151 <—)
e B — RAZ UHIZHONTIE, UTEZZRLTIIEIN,

Citrix Netscaler DR Y > — D H B L

F5 BIG-IP @R U v —ODii .,

VT Rax I A EEA L CRESINTZI T7T RR—ZADU—7 1 — RiIZOWTIHE,
TFEZZBL T EEN,
CAWS A o R MV A TF—2a R —5HHATHEEEORZA NS
TT A4 ABLIRY VIO Ry 7,
» Azure Inventory ([ZB 7 A LT —va VR ) v—2lHT L EEDORANT T
TUABLIRN) DNy T,
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Review Policy Updates ) Impacted Workloads

Policies from the ancestor applications may have an impact on the workloads in the current application
Please make sure the desired allow policies from ancestor applications are enforced
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Update Enforced Policies

Review Policy Updates ) Impacted Workloads

You are about to enforce the following policy changes
New firewall rules may be inserted and any existing rules will be deleted on any of the impacted workloads
The exact list of impacted workloads may change at any time due to dynamic nature of policy intents
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IXZOFNEEFEH L T,

FIE

ATV EBEZFHHEHOTITA~) T—0 ZAXR—ZBI L ET,
ATFWT2 FIA<YT—7 AR—ATHRY —%EFLET,

A Va—~vELEFT e L —T, RO E, IPT RLADOEWY A FOHIJEZE
RAET,

Fez2iE, BBEORY —Z2HA L0, IPT RLADOKRPIE R Y 2 FTiInl, 7% v
ISR —2FHL7ZD LET,

I Rax I ZHFERALCHEAINARY O —DRE, 77 v h 7 3—AIlkoTHEND
FIR AT Z b TEET, V79U RT Iy 74— 7 LV ESZRLTIE I,

ARTY T3 BFEEMZIZL, V=0 AR—ADEHFNN—VarrEfL, AXy7INRY) o—2FHE

R LET

ATy T4 ZORENREEL TW AT LT, ZOFIEZBEY KL E9,

BRENEKY S —OEE
MBI VEES IR ’/—O)ﬁﬁﬁ

BHRICRY =2 BETLM0ERD L5613, @, RILT 74~ V=7 A=A TEH

EITVEY, KRIC, BEAEEICHERE L, U I ANR= AL HESH LT, HIfFER 0 0K

DD MR LET, BRICE S THROMRNMGEONDL Z 2R LTS, ~—T D4
WZh D [EFTORY > —Oiw A (Enforce Latest Policies) | AR¥ %227 U w7 LET,

BRAINER) S—NR—U3a0DRTR, LK. BLUEHE

EEHIZT — 7 A_R—=ANORY) —% A EITHEAT 70N, L=V a > (p*)
BERL S LE T,

Kys— I}
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B srcnrkus—n—varoxs ki sLvEE

ATvT1
ATvT2
ATvT3
ATvT4

ATy T5

Ry o— |

N=Pa VEBOFMICOW TR, R ==V (v BLUpH) 2OV T (161 ~—
V) ABBLTLES 0,

FIE

[B5# (Defend) 1>[&Z A2 F7—3 3 (Segmentation) | %7 YV 7 LET,
B i e 77 A~ U —7 A= (IZBE L £ T,

[RVU T —D%EH (Manage Policies) 127V v 7 L¥ 7,
BERRENTVERY =D —T 3 U RR—=V0 EEfIcR RS T,

Cisco Secure Workload

{ Workspaces Production ~ PRIMARY ses Version 1 |»s

FRENB A= g 00E, BRI —mHER—C gy OfranE=Ry o —nN"—Ta0 . F-
TEA SN a v nb Y ET,

RONWTIINEFETLET,

BON=2g 0 ORY | BHIEONR—=a a7 ) w7 L, BloR—=Tg UEABEIRL F9,
U—EFRT BT,
WROTFNEZEITLE
ﬁ—o

NR=P g YOBAIZONTIE, RY ==V (v EBLUpY)
IZOWT (161 =) 2L T30,
BEvR—Va U EBRLEGEIE. 2O Ry Z70[R00IZ, |

vy 7 OFEICHHEELREBRFHLZO TRIHSNERY v—_—
VaroFor, gk, BIOER (88<—) 2L TIESN,

TSI NN—=Va |1l R=Y EOBEDNN—2 g VORICH D [N—Y a3 VIBREOFRIR

DFMERTT DI (View Version History) 1 %7 U v 27 L7,
I, ROFNaZEFLTL o .
;ﬁﬂk Fra=eT 2. [ABH&#1L72/3— 3 (Published Versions) | # 7 %27 U v 7 L

T, MBI CEH SR =D =V a U ERRLET,

3 N=varonsZxzrs ) 2RRTHIE N—=Ya R0l s
77 Y w7 LET,

BWFREDITIR, 97 7T 48T 4 2R LTHET,
HDWEREDITIER, BT 77 487 4 2R L TWET,
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| ®Kus—

wREntAY s—zpmon—vavicry [}

2ODNN—T g U
i U CE R A R
HIZIE, WOFNEZFE
1ITLET,

1L [VEeYa ok (CompareRevisions) |27 U v 27 LET,

2. WET D NRN—T g UERIRLET,
DO RT 7 M=V ar Sifranic—ryar, BRLOEH
SNTeR—Va o TEET,

3. MROFEMZONWTIE, KU v— "=V a VOl : R v—D
25y (164 =) ZZRLTIZEN,

REIp =T a & Hl
b3 5izix, ROFIE
EEITLET,

NePard P &Y v L, (MR (Delete) ] %3840 L £,

NHENTZRY ==V gy (p* =T a V) [T, X—=VarnT
JT 4 TN ETITEH S TWRWIRY | HIFRTE £7,

NR—=T g mxT A
AN— b9 5121, kD
FIEZFATLET,

NReTavd: 22U ws L. [ 27 AAR— b.. (Export...) ] &R
L/\i‘é—o

U= ARXR—=ADTY AR—h (64X—) LML TIIEEN,

RDBRY

NV 2 VOBRERET LIzb, =) AN=AR—VO EiCh 58—V a v, BHOR
HERFRY S rsmPa v () IZAELET,
SHIZED . BIHERERY S8V 3 VOB LAVHIRER <2 L ATE, 7 2
N=ATHRY V=2 FETERT D2 LN TIET,

BRINF=RY) O—ZURION—2 3 VIZRY

BWAINERY —%DURION—T g ica—nA Ny 73 3121%. RY v—0EAoHFb
(145 <—2) THHEN TS T2 20WWTFRNIIHE-> T, WHTAURTONR— 3 v %

BEIRL £,

R —ERDEML

BHOHEDOR) —BRERBFICENCTHICE. ROFIEERITLET .

AU —oEAOaME (145 =) THIAIN TS, HEOHFE CRFFZARY > —

AT D FIEICENET, Vg P — KD 3= 3 > &3] (Select Version) | ~<—

T, [X=Va VEEIRL T ZEW (Selectaversion) %27 U v 7 L, [i#EHOESL
(Disable Enforcement) ] %% L £ 7,

cBE—FHEDORY) O—BRAETEDNTLICIE. ROFIEEZETLET .

Kys— I}



Ry o— |
B «:—=5o-—meEt

FHOT T A~V T =7 AX—=Z2D [KRY > —iif (Policy Enforcement) ] ~~— 2
L. REDO[KRY > —iEHDEIE (Stop Policy Enforcement) AR ¥ > %27 U w7 LET, =
kY, Y —7 A=A THEH INTZR Y 2SN T, #EHNOT > M
LWT 7 A7 U — W= AREZIRAENET, [x] OFFWETLT T 7 HRRERS
Fx— MTERR SN E T,

R —BHRO—FFLE
A\

FE O ZoX v a it 2RENOTRTOY—ra— FORY —F s —FE L LET,

ORI, YA NEBE ST A Z v — YR — FOHERPMLETT,

EFPHNOT X TCOEA T RARA > O — VEH 2 —HE IR 512%, ROFIEEZFEITL
£9
1. [B5% (Defend) ]>[#H A7 —# A (Enforcement Status) ] Z 4R L £,

2. [RY I —H®H (Policy Updates) | DREICHD AT —H A% U v LET,
3 HEEHATHELET,

73: 77 AT 04— ILIL—ILHOVBGERICEFHF SN TLSIES

Filter By Scope @ Current state allows policy updates
for all workspaces and push policy
enforcement rules to all endpoints.

Agent Enforcem( (Recommended)

Enabled
Not Enabled

H:T7F7AT 04— ILIL—ILOEHFHN—BELINTNSEE

Policy Updates

Filter By SCOf  Current state prevents firewall rule
updates on all enforcement points.

Agent Enforcement Enabled

Enabled
Not Enabled
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anEE [

1 FA FE FE
WHERIZIL., BRIV — A=, ZDONR—2g 0OV A MIHTEIEEDY Z IR
FTRINFET,
wWHEREYRRT DL, ROFPIREZFEITLET,

1 [BZ A7 — a3 (Segmentation) | X—TOAMIZHLHF¥ Ly FHE7 U v 7 LT
[—/ (Tools) | A==a—%REHLET,

2. [@M)ERE (Enforcement History) %7 U v 27 LET,
K7 va T, AR MIOWTEHA S, ZENEOMENERENTNET,

3. ARV EI VI TDHE, FORATHEHAIN T T RTORY —IZBT 53/
FTRINFET,

B 75 BRAEREE 1 —

Enforcement History

03.08.2021, 15:03:48 ] Apply

© Enter attributes... X

Jul 12021 01:50:22 am (EEST) Change by: Site Admin <team-x-all@tetrationanalytics.com>
@ Default : internal : eg-app1 eg-app1 UPDATE p1—p2

Jun 29 2021 12:03:04 am (EEST) Change by: Site Admin <team-x-all@tetrationanalytics.com>
® Default : internal : eg-app1 eg-app1 ENABLE p1

Jun 28 2021 11:35:08 pm (EEST) Change by: Site Admin <team-x-all@tetrationanalytics.com>

The enforcement profile was refreshed to notify the agents.

R)O—nN—U3a3y w*BEUp*) [TDUVT
RY S —NR—=Tg 0%, V=T AR—ZAR=T g VRTINS b H 0 £,

REESNBN— 3

BEFEELTCWDEIRY YV — (BEXOWI TRAZ) ONRX=V g %, U= ZAX—=ZAX—=VD L
ERENET,

} Cisco Secure Workload

< Workspaces App1-primary v PRIMARY  eee

cVENR—T g L, BEIRY —HHIC Lo TERENET,
FEMZOWTIE, BLTFES LTS E S0,

Kys— I}



Ryv— |
B ocuo—rn—car wssupm onT

e PE NR—TUg Uk, T ENTEARN—Y g UREH SN TN —V g T,
FEHEZOW T, BLFEZSH LTS E 30,

N=Va VEEORIZ, ROTA AV RERRFSNDHENRD Y 7,

£6:1\—3 FA(4ay

BEMMENTWERY o—DNR—=T g V2R LET

O BEBEHSNTWLIRY V—DNR—V g 2R LET

(1) HEMICRE SR Y =R AN—Y a v ERLET
(TA=72L) W=D g VIREDZA T DERF/AN—T 3 TRV EERLET

i -
CFIRINTNANR—=Tg 0T, R —DEHFOBH SN AA—Y 3 T,

} Cisco Secure Workload

£ Workspaces Production ~ PRIMARY

s BIRINTNDHNR—=T 3 %, BIEGHT SN TWDERY v—DR—T 3 U TT,

@ Cisco Secure Workload

¢ Workspaces E)(am p|e ~ PRIMARY wee Version p2 View Version History
|

s FREINTNBNN—=T g i, BIESTBIOEAINTWHWAERY O —D/N—T 5 T
9,

@ Cisco Secure Workload

= < Workspaces Production ~ PRIMARY e D Version p1[~\
|

R o—gH/AN—2a Yy (v¥)
U—J AX—=2ORY —%HHIZBRET 570N, N—Ta > (v¥) BNEIMLE9,

KU —Z2WHTHEMRETAE., XN—Ta vV IBNERSIL, 752X 0 (BIFIET TR
TSGR Y, FTHROTRTOEFRE A=V a v LI —bEanx 4, Lk, RY
—HRBEICKRET AL, FTLWLWASA—T g UBVERENET BRHESEIR LIRS ERL)

R —%A R —FLTEEEED, vE A= a UREIMLET,

[ P



| ®Kus—

RY—nN—=U3> WHEIUp*) [2D1T .

VEN—T g CERMAT2I2E, SRR == g COFRIR, g, BRI OVERL (58
M=) ZBRLTIIZEN,

BEINEKRY) ==Y (p*)
U= AN=20 [ARENIZ] R == ar (p*) L) HEEL. ROWTr 2
LET,

PO ENIARY Y— DR E

R SRR Y SR

IHRHIE, IUT XA NMUEET S, 200MN LI-HEEL TWAEAR—Y g T,
DR ==V g

T —J AN—ATRY =% 570N, AR EZITo 7RI [(BFTORY v—
D438 (Analyze Latest Policies) 1% 7 U > 7 357 WNZ, £D TV — 7 A=A TEZRIN
TVEFTRTOI TRALZERY —=DAF vy 7 vay bBREGSh, oo TASHh
7] WY == a (p*) OBEFVEIMLET, BHD[FA4 7R —08 (Live
Policy Analysis) ] /83— a ik, 774~V U =7 AX—=2D [KRY —238F (Policy
Analysis) | ¥ 7 O_X—V Dk BlIcFRENET,

{ Workspaces Production PRIMARY

Matching Inventories &) Policies &) Filters @@

| l Live Policy Analysis: p1 I I

CHHDORY == g

T = AR=ATRY v —DHEHE AT 27N, ETFEEZAT > 2 %ICEH & 7
EANCT D70, #HO A Sz RY) == g (p*) 2, @HY «—
RCEIRLIZOTENTZ A= a VORI £, 20D, &z "—Ya v
SEHEATLE, HEZIE V=7 AR—RA O TR U —RNEH SN HATH,
HENT"=Ta b=V a 5720 Ed, BIEO EHSNERY vo—n~"—Ta
(Enforced Policy Version) [i&, 774~V U —27 A~X—Z® [ (Enforcement) ] % 7
DAR—V DR FIZFRENET,

¢ Workspaces Production » PRIMARY see

Matching Inventories @) Policies @B Filters @) i

l Enforced Policy Version: [p1] I

“EEIN (p*) N—Pa DERE
NEENTZRY ==V a3 NIRETE T, BEBEIROAZFITTEET,

Kys— I}



Kys— |
B xo—rn—vavoun: Kiv—oxs

Y
GE) ANBRENTZARY == a2 (p*) 1F, BFF100E TIZHIBENET, ZORIBRIZE L5
B, WA= g VEHIBRTARERH Y £97,

p* =T g VEEBEBXOHIBRT AR, o ShieR ) v— =T a v OERR, i, BX
OVEH (140 ~—) FRITEAIN-RY > — =V g v oFoR, bk, BLXOEH (157
R—=) EERLTLIZE0,

APIZFEH LT, A EN- A= a v EHIBRT A2 T E T,

RY—N—C30DE : RYS—DESHD

RY —A T B121F. BESNERY —R_—U g v OFoR, g, BLIOWH (58—
D)L T ENTERY == U g OFoR, R, BLOEHE (140%3—2) | FoiEA
ENTZRY = R—=V g UOFIR, B, BIOEH (1573—) Oy 7 28R TL
&,

R —OEF X, 35087 3Y ([Maixt (Absolute) 1. [T 7 4 /v & (Default) ], [Fv vF
F—/ (Catch All) ]) TERRINET, HEEOFHHELLUTITRLET,

cFWUARY O —ICBT I EIE e —eAR T —T I ET

RV V—DOEEEZ T 7y NERITESHAA T TT4NZ LET

R V—DEFEL Y= A FIR—=V ST ENET

T ANB Y T ENTZRY —DEFAZCSV ELTHF Y n— R TEET

R7: 77y b4 0EDTONT 4

pA=VAG P EtEA
B EIRGL il = 100
79 <32 (Action) 5] : ALLOW, DENY
avia—v Bl :arva—<r TR
FB/314 & (Provider) Bl . Fa g H— T AH
R—k (Port) il : 80
[Protocol] ] : TCP

Ry o—
[ 16| I
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R o—n—vavous: Kyv—ozs [

% 8:CSVH A

h3L4L 5 BA

) AU —0HT 2V, ] : ABSOLUTE,

DEFAULT, CATCH_ALL

£4 (Diff) EEREDOFELH A7, ] : ADDED,

REMOVED, UNCHANGED

B EIER 1] : 100

773> (Action) f5il : ALLOW, DENY

a2 a—<%4 (Consumer Name) aL v a—~T T AKX DLHI,

a>a—~ ID (Consumer ID) a3y a—~<w 7 IFAXZDID,

ZJ0/54 #—4% (Provider Name) TR, B —T T AE DAL,

Provider 1D FanN, X —7 5 2KDID,

[Protocol] % . TCP

R— & (Port) 1 : 80

WOKTIE, R — "=V g rpl & vl BEESNTHWET,

76:R)—FEHEa—

Compare [ Policies | Clusters
Base Version Latest draft version, Analyzed Version (p1 Compare Version
Pl X vo
Name: untitled 9logevents  Last Updated: Aug 5, 5:14 PM

@ Filter Policies x

Absolute  No matching changes

Default Added

Priority Action  Gonsumer v Provider Service
100 ® OTHER: rcdn9-dci13n-gen-client-ace:ivi20 TCP: 5222
100 ALLow ® OTHER: RTP-DC-Internal UDP : 53 (DNS)
TCP : 80 (HTTP)
TCP : 111 (SunRPC)
TCP : 443 (HTTPS)
> 100 ALLow ® bpimweb-idev4-0* ® OTHER: unknown UDP : 53 (DNS)

7: R —EHE1—DFYO—KRE Y

Download Policy Changes as CSV

Kys— I}




Ry o— |
B 7 7e5/00en—vavmE

H78:R)—ENE1—DTA LRI Y

Filter Policies ... X

Properties that can be filtered

Priority e.g. 100

Action e.g. ALLOW, DENY

Consumer e.g. Consumer Cluster

Provider e.g. Provider Cluster

Port e.g. 80

Protocol e.g. TCP Provider

K79:R)—ZEREL—DERFIATIT4ILA

Default | Added 15 Removed 4 Unchanged 148

80:R) —EHE1—DTIL—T
» 100 ALLOW @ bpimweb-idev4-0* @ OTHER: RTP-DC-Internal UDP : 53 (DNS)
TCP : 80 (HTTP)
TCP : 111 (SunRPC)

TCP : 443 (HTTPS)

81: 1R —EHE1—DCSViER

Rank Diff Priority Action Consumer Name Consumer ID Provider Name Provider ID Protocol Port

DEFAULT | ADDED 100 ALLOW bpimweb-idev4-0* 610bcda7a51e713db909da40  OTHER: rcdn9-dci13n-gen-client-ace:ivi20 610bcda7a51e713db909dof1 | TCP 5222
DEFAULT | ADDED 100  ALLOW bpimweb-idev4-0* 610bcda7a51e713db909da40 A OTHER: RTP-DC-Internal 610bcda7a51e713db909d9fe = UDP 53
DEFAULT | ADDED 100 ALLOW bpimweb-idev4-0* 610bcda7a51€713db909da40 OTHER: RTP-DC-Internal 610bcda7a51e713db909d9fe | TCP 80
DEFAULT | ADDED 100 ALLOW bpimweb-idev4-0* 610bcda7a51e713db909da40 A OTHER: RTP-DC-Internal 610bcda7a51e713db909d9fe A TCP 1
DEFAULT | ADDED 100 ALLOW bpimweb-idev4-0* 610bcda7a51e713db909da40  OTHER: RTP-DC-Internal 610bcda7a51e713db909dofe | TCP 443
DEFAULT | ADDED 100 ALLOW bpimweb-idev4-0* 610bcda7a51e713db909da40 OTHER: unknown 610bcda7a51e713db909da45 UDP 53
DEFAULT | ADDED 100  ALLOW bpimweb-idev4-0* 610bcda7a51e713db909dad40 OTHER: unknown 610bcda7a51e713db909da45 TCP 443
DEFAULT | ADDED 100 ALLOW bpimweb-idev3-0* 610bcda7a51e713db909da26 = OTHER: rcdn9-dci13n-gen-client-ace:ivi20 610bcda7a51e713db909d9f1 | TCP 5222

Je
B2k

ERESNTZI TAZ D=V a Ok ZyEa— 91 _—Y) bBRLTIZSI N,

TIOT4ETaOTEN—Da VER

TITAET v Zl0E, TR TO2—HV—I12LD, V—F7 A=A I NT-EFEOJERE
R ENET, FRENDANNU MK, V= u— L7 I 2FZOEM, YR, 4ETE
B, 77 AZBTOY—7n— ROBH), 2EFROT v 7uw— R, HER Y O—HHOXE
EHIEREREENET, ZOE2—IZlE, TNETNOEREZITolza—F—RNFRENE
7

T —J AN—ADEREREZRRTHIE, V=T AX—ZAD[T 7T 4T 117 (Activity
Log) 1V 7%27 Vv 7 LET,

[ P



| ®Kus—

sLRyv—n—savounii [

RIZB 2~ L ET,

(51 (Defend) ]>[& 7 A>T —3 3 (Segmentation) | %27 U v LE7,
2. BETHHEPHE T AR—RE 7 Vv LET,

3. [777 47 a7 OFER (View Activity Logs) | V7% 27V v 7 LET,
4

=

[V—2 AX—=RAT 7T 47 417 (Workspace Activity Log) 1 #7427 U v 7 LET,

82:ZDIV—HAR—ZADN—2 3o vl IZZET IRy bOY

Activity Log Matching Inventories @3 Conversations Filters @E) Policies Provided Services Enforcement Status 4~ Policy Analysis ¥, Enforcement Q
Application Activity Log | Versions 2 Published Versions 1

You stopped policy enforcement AUGS,

You started policy enforcement on version p1

You stopped policy enforcement

You started policy enforcement on version p1

You stopped policy analysis AUG 5,2:39.PM
You started policy experiment on version pi named s AUG 5, 2:39 PM
You updated policy analysis to version p1 AUGS, 2:38 PM
You stopped policy analysis AUGS5, 238 PM
You started policy analysis to version p1 AUGS, 238 PM
You deleted exclusion fiter OTHER: RTP-DC-Internal — Defauit : TCP port 80 AUG5,2:05PM
You updated exclusion filter to Default = OTHER: RTP-DC-Internal : on any port AUG 5, 2:05PM

R=TONR=Va VHEOX T AT a O TIE, WESHLTIEIN,
ARV = =T g (v¥EBLUp*) IZONT (161 X—2)
s ESNTEARY ==V g CORR, HEE, BIOER (58 X—)
T ESNIARY ==V a ORI, R, BRIOER (140 X—2)
WA SR Y == a COFRIR, L BLOER (157 ~—)

aWLRY —nN—2 3 DO BEEIR

6 AT 7 BAENTNWRNWT — 7 AR—2 =g b BEIOABTZEAEIN TV
WAR Y —F8R T, il B BIICEIBR SN E T,

hont— 3>

HonRnt—rg bt BEOR—FD1IDDRZ MILo THRELEN, BIOARA MTk-T
WEINLIP—ERELTERINET, 20X o Ab— a0, BR324 00
DOEHFEOT7a—pbEHBELET, BEIRY —RtiE, 2o XHihT_XCcovae—2EL,
—/ =T 2 ATNVR— FEEAL, ZNOAEEHRL T ot —va v I I 7R AR L
EF, —— (Fu S F—) K—FNTOKRAKMA LKA FBOBOEEDH 3 t—

Rys— I



Ry o— |
B 257—onea-

Tary Tk, BEIR Y U —RERFETINREMHANT, A—FNTOANLB~DO 72—
Bl EH 1 EBRISTWET,

Ta—7—2 AT L BEVRY U—RHPICER IS FAZEZFM LR L, EO
Tua—nE07uv ZEEMTOENTWAE0E LVIESHFMTE R LR E1,

EDL, ==V MIL o TIES NI E I, REHO L4 F— bEaf{b LES, K
HAOR— k&1, BEIRY —mIEIGER SN ZRRIChZ 0 BEIER SN ToAR— b
T, ZOBREFEHALT, ZNHDOKR— M TOWBFEICHETLIR) O —2BW=0., RMEAD
R=MINRAL L FENTWET FV r—2a & HL7ED LT, U—7 10— ROWBETSRE
EROTZENTEET,

7 IAT 2 MP—=A—D5%IE, BERY C— O Nt = a v B2 —ITRET L
CICEBLTLEEY, ZuE, 77V 5 —varyTEDODR— MR FryFan?d (7 X
FNERBREND) DERLET, 773470 b h—R—00H] 2BBL TSN,

DT TN 2a—lE, arva—~<R—FBRHIBREN., La— RKBREIZI O LR VWEE)
AU —RHEHOHIMMNS DEH SN 7 n—2 KRR T DR FENRSNNET, Y v—iT
T4 NEEEBE L, 2FHIIP T FLABEBEIL £,

8. 2FET—JIEa—

< Workspaces Default v PRIMARY m Version 1\ View Version History Last Run: Jan 22, 10:54 AM@ | P> Automatical lly Discover Policies

Matching Inventories @) Policies @ Filters @ Cony tions @) | Provided Services Policy Analysis Enforcement Status Enforcement Q

Conversat tions @ Cluster, Scope and Inventory Filter membership is as of the time of this Automatic Policy Discovery.

rrrrr

® Default

® Default

® Default

® Default

® Default

® Default

® Default

® Default

® Default

L a—IFIETONAS F—DEIR

ayva—<wbtTuNfZ—E, FTOPNIRT IO, Ao _ M7 00X &, BXIO
T IAFEBERTED, ITATI Ry A 2L 7 XL » GRIRTE ST, SR Lz
via—wlunf F—HOFT_XTOh NNt — g URERINET, EBEEOT 4L

aY

2 wHIBRT 52,

[ P

x] TAarz2 Uy 27 LET (742 ZHIBRL THHERE L R WIS


cisco-secure-workload-user-guide-on-prem-v38_chapter9.pdf#nameddest=unique_716

| ®Kus—

norne—vavrsns |

TI7ANETIE, avrva—~v&rangFZ—iE, BEIFRY O —RHHPIZ, IP7T RLARA
N=Zlg o TWNDETRTOA X N T4 2 ERESNET, 2L 2iE, r— M)
ERBETHE (—EOIPILE Y B ZRFEAIC —BT 2 EERH Y T3 | TXTOD
=g N HLET, LY BRI —BEIATTAITE, Ty T4 FATIO
RN HDRRE Ry 7 H 7 G [#H 7 4 VAP ZIPORA b~ FIZHIBRT 25 (Restrict
scope filtering to an IP’s best match) ] Z &R L F 7,

84:00 21— FFTANA F—DER

Conversat tions @ Cluster, Scope and Inventory Filter membership is as of the time of this ADM run (Aug 5, 10:55 AM).
Consumer # OTHER: RTP-DC-Internal + X
[¢]
Provider ~ ® Selectagroup ~ X
Lol ® OTHER: RCDN9-DCI03N-ACE-Client2-vi200 x

® OTHER: RTP-DC-Int

Found 200 Conversations [Show 20 ~ |

® OTHER: rcdng:

honte—ariJq L3

=
® OTHER 20
Y consumer Fier 11 ® OTHER: 1y Protocal 11 Pl Flows
@  ®OTHER: ripl-dem0in-demq & Derault im0 1n-dem02n-otu-fileriv11 Top 1000 WA
1 of 1 matching scopes shown
® Default fiter unknown @ 0110 Top 1000 waw

g s, > N
R8s:hont—arIiqLAg
@ Enter attributes... X

ZIT, MBEREKVIALT- DO T 4V ZEERZLET, [7 44 F (Filters) ] &) 0F
DHIZHDNT A2 Vw7 TDL TAAS Y a ry OEMPTITERRENET, 22—
P=F LT —=ZIZONTE, IHDFbETRHBRCHERNTEEST, ZOANTIE, F—
U— Fand, or, not, fFilbHR—hrShTEY, INSE[MM LTIV EMERT 1057 &M
ERECEET, LEE PLLLL & 2222 MOFHENKFE LR T 4 V2RO X H I
FLRTEET,

Consumer Address =1.1.1.1 and Provider Address = 2.2.2.2 or Consumer Address =2.2.2.2 and Provider
Address = 1.1.1.1 And to additionally filter on Protocol = TCP:

(Consumer Address=1.1.1.1 and Provider Address =2.2.2.2 or Consumer Address =2.2.2.2 and Provider
Address = 1.1.1.1) and Protocol = TCP

T4 NVEAIEREIE, (- A D VICERT S5 LT, A—b, aria—<T7 RL A,
TanNf L—=T7 RKLzxp [ & -] b R—FLFET, UTICHERIR 7 4V ZOHlZRLE
K

Kys— I}
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P

86:0> 21 —IF7 RFLRADEHAY T EHHR— T 57 1L37 AH#EE

Conversations @ Cluster, Scope and Inventory Filter membership is as of the time of this ADM run (Aug 5, 10:55 AM).

Consumer @ Select a group ~
Q
Provid @ Select a group
3t~ o Consumer Address = 1.1.1.18 - 1.1.1.26 X
Found 200 Conversations | Show 20 ~ |
Explore Observations > 20+ Consumers || 20+ Providers
Y Consumer Filter T Provider Filter TL Consumer Address Tl Provider Address Tl Protocol Tl Port Tl Flows
@ Default filter unknown @ 10.1.1.0 10.2.2.0 TCP 1000 ul
@ Default filter unknown @ 10.1.1.1 10.2.2.1 UDP 1020 ul
sl .
I A I
T14ILE &

O23a2—<37 FLR (Consumer Address) |[CIDR #ila AL TH 7%y FEZIZIP T

FLAZ AN LET (B :10.11.12.024) , =
PV a—<T RUABASLIZIPT RLAR
TRy e BT H T —BHT— & 2R
ALET,

TONAF—F KL R (Provider Address) |CIDR ZiAHEH L CH 7 xRy FEFIZIP T
RLAZAHLET B :10.11.12.024) , 7
DN KX —T RLABATILTZIP T KL AR
Y7 %y b —HTH 7 BT —% %2R

ALET,

R— bk (Port) R— R IAS LIdi— b &8 Bi@fE 7 v —
PWRELET,

7o kaJL (Protocol) “u ka7 (TCP, UDP, ICMP) #%#5
ELTCEREZ7e—0BRT—X%27 441
VI LET,

7 KLR #47 (Address Type) 7 RL A XA (IPv4, IPv6, DHCPv4) %45
ELTCHE 7 —D@BHT —H &7 421
VI LET,

{E#8 (Confidence) TJo—omOEEEEZ R LET, AJIATRE

fill - [V (High) 1. [PEFICE (Very
High) 1. [FFF2EE (Moderate) ],

F&stxi%&? (Excluded?) BRAN 7 4 X F TR EEARY — %R E
LTS ORGET — 2 #IRE L ET,

[ P
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saszonz [

J4ILE el

BroVE#E (Excluded By) FFED 7 4 VB HE L THANS RO FET —
2aRELET, ATITTREME : R4 7 1 L&
(Exclustion Filter) ], [~V v — (Policy) .

aun

BRI RDOMESR

(Bl R DS M (Explore Observations) | AR > %7 Vw7 35E, Fx—bhEa—0HFHIZ
720 [PEATEERE (Parallel Coordinates) 1% — &M L TCEKRITT — X 2 TIECK BB TE E
T, ONIDLEEL WS LIVETAD, BELOHDRTOHREF/INZT 555 (IRIT

(Dimensions) | Ky 77X 7 OHEBDOF = v 7 Z504F)0, WDIEFZ T~ 2 558,
ZOF ¥ — MIFEFIMERN TS, ZOF¥r—FDO 1 AROHIT1I SOBLAIEEZR L., LOHN S
F I F R ERET AL, ZORT TOBMEIEZ R L TWEY, LBMIzT s
F¥— hOTFICHLBIREROY A MZH—Y VEEDLEET, ZHUCEY, Fr— FAOHE
PSR 2 R TR R R SN E T,

87 BRRIFER DFER

- o Consumer Address = 1.1.1.18-1.1.1.26 X

RNN—IZ&kDdhontE—2 3 VEA

Nt —2a T = OERITTOMEIZEY . ZOF v — MEIT 7 4L FTEDR D IENA

<, F¥— MEEERTIITHEICAZa— VT 530LERHY 3, Z0zd, BLOHD

WILLSMI T X THEEN T 5 LR T, (Bt —2 3 COFEMfES  (Explore Conversations) ]

DOFEN=IRBEX, o= a 27— NI AP a—lZv v BT (K3—) 757
Ot E T,

Kys— I}
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Ry o— |

88: RN—IZ& DAV E— 3 VEA

Found 200 Conversations [ Show 20 ~

[0+ Consumers | 20+ _provicers

Explore Observations , | Taller

&
0~ o o
o of o
iosas] )
t0z2s P
10220 X XK/
TN
o84 L
78021 o0 oo | a0
a0 |/ ) s000 a0
Y Consumer Fitter Consumer Address T\ Provider Address | Protocol 1} Port ! Flows
® Default 1011 1 Tcp 1000 woaw
© Default 1011 10221 uop 1020 woaw

WTIPOENIIR > TH—Y NE FT v 7T 5 & BREMSER S, £ ORIREEMHIC—E
FTOBNT = DHPRREIND R RVET, MzmEs Y v 7 T5L, WOTHEBERE
PR Cc& 4, —EIEROROMZRIRTE T, BHT—ZD U X A Sh, #
RUIERFFEOHBNPERINET,

89: Filtering

Found 200 Conversations [ Show 20 ~

Explore Observations «, | Taller umers |[ 20+ Providers

o
o
oot §
1000
aaaaaaaaaaaaaa
~dcit3n-ge 3
oo
-
o0
enot oo
o0
p— omen ez
irsnisol w0
ERuioom oo o
Y Consumer Filter Provider Address Tl Protocol i1l Port 1L Flows
® Defautt 10221 wop 1020 W
® Default 10.2.2.2 TCP 1040 [T
@ Default 10.2.2.3 upP 1060 TR
@ Default 10.2.2.4 TCP 1080 (SOCKS) R

SEFrYy—hFE 21—

DT Y — M a—X, N—T 4 a I TRAER) T —DROVIZT TAHK/T—r m— K/
DFFICEREZY T WD I EEZBWT, KU —E2— (Policy View) ]-3— L IEH L=
NI T U RT 4 —=NEix TWET, FORITRT LT, BV~ LMD 7 T A
ZHEFL, BALTA U NR—DFKRAMNY—Ia—RReRNMlOIlE L TERTEET, a—F
FEEECER AR LET,

K a—0ary ha— VA FxuE, B o=t a— L RRICEIELE TS, A B
PNEAOIERIZIT, EHEAIFREEN - — R R EORIN LU — 7 15— RICET 2264
B, BIOBLZ FAZ~DY 7 L7 a2 ER (FRERIES) LFERINDIANELY F
7

[ P
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hont—vavicsitsbnarya—veFanssi— |

W:REFr—rEa—

Conversations Grapt -

Li}
P cluster & Endpoint: 10.1.2.1
s ok Hostname app-01
x i _‘\\H"\- V i ~
-7 Cluster
! 4 et
o | T Confidence 0.800
A ,‘I — Route Tags
i .
4 10.0.0.0/8 DC-INTERNAL
r.‘ 10.1.0.0/16 DC-Apps
'
Provides (1)
TCP port 6000
Consumes (3)
UDP port 53
TCP port 4000
TCP port 5520
' r‘
\
o
ra i
conversation |

endpoint

Aovnt—> 3B FdE0a a—<ETaNAF—

BRI AN AR LT o= g VIS i arya—<Fid T a g
H—OFIE, B \E—2a T —TNOERCHDI2OORF D LHRTEET, ENE
NORELHI )T DHE Bont—2a b Bodle, Farya—vBLUOTrAA
H—=DT RLA FRA M, BIOZEOMO2—F —FROFEZEh£EELX AT a3k
IRSNET,

N:hont—arvrT—IILDOLE

Found 200 Conversations [

Y Comsumerfitert  ProvderFiler i

w1y S —
| 13|



B ity attnarya—<eTnngg—

2: EEparv i —<IE-FI

Ry o— |

B rus—

Top Consumers

Showing 20 of
Y Hostname Tl
appServer-2
appServer-1

orchestrator-1

orchestrator-2
orchestrator-3
tsdbBosunGrafana-1
zookeeper-2
collectorDatamover-1
collectorDatamover-2
druidHistoricalBroker-2
tsdbBosunGrafana-2
namenode-1

zookeeper-1

Address Tl Conversation Count ¥

38

37

10




| Kus—
BERY L —REAOEBO— A5 UHEE Boa) |

®93: bR TONA F—E—& )L

Top Providers X
Showing 20 of
Y Hostname Tl Address Tl Conversation Count +
appServer-2 1.1.1.44 38
appServer-1 1:1:1:43 37
orchestrator-1 1:1:1:252 10
1.1.1.4 8
orchestrator-2 1:1:1:253 6
orchestrator-3 1.1.1.254 6
tsdbBosunGrafana-1 1:1:1.32 6
zookeeper-2 121114 5
collectorDatamover-1 1:1:1:26 5
collectorDatamover-2 1:1:1:27 5
druidHistoricalBroker-2 1:1:1:31 5
tsdbBosunGrafana-2 1:1:1.38 5
namenode-1 Tl 17 5
zookeeper-1 11118 4
lanincharHnat-1 NLAKALOR 4

BER) O—RERAOBEO— KNS UHERE (FBD
2

ER ChIIRBREREOHETT

ZOMEREL APLIZTIL I 7HRCTH Y . 5B DOV ) —ATCEELB I OESN A A[REMERH V
KR

HEIR Y —RHEE, A —7 A L —X R INza— RANT Y ORENLRY o—
BEMBLET, RENORY —2ERT DL, 70 —F —F ~DIRENR/PBRICIZ D,
MHEND 7 T AXERY) o —DKENM ELET,

w1y S —
| 5|
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B ==

DT T4 EFFATDHRY =T 57000 — RART a7 o —0OEIE,
AR ZIEGF L TOET,

VIP{RAEIP : 75 AT "B —ERFETHONT 7 4 v 7 BEETHIP,

SNIPSNATIP: b T 7 4 w7 %Xy 7 RIRA MIEETIHEDIZe— RT3 icko
TERA SIS IP,

BE Ny /Ty RIy REAL b1 Ry Ty KRR RO IP,

HIP~VAF 2w ZIP: ~"NVAF 2w I N T T 4 v T 5Ny 7 RRA MIEET L0
72— RANT Y REHT S Y — AP,

\)

GE)  HIPIX., BEl~y 7 E—FDOSNIP LR U T, 7277 L. SNAT F— LR E SN TWSLIRA.
HIP & SNIP [ZE AR 25503 HV £7°,

FEBA (Deployment)

94: &R (Deployment)

b

CLUSTER UUID: 1234
CLUSTER. MAME: f£5
HAMESPACE: Common
SEFVICE: db

client

192.168.60.21

be

1%2.1648.50.11

VIF: 1%2.1¢3.80.100
SNIF:1%2.164.50.100
HIP:

WD EHIZ, v— RKXZ 2% d VIP, SNIP, L OHIP 23 b &HO—FTH Y . BE 7 be #l
FHO—ETHIEEZMF LTS, FHITKRO L ITER SN ET
* client
74T NOFHIZIZ, a— RRF Y L@ETLHIIAT Y MR EERET, LR
BITIE, 727472 FORBEDOZ =V IFRO L ST/ £97,
address eq 192.168.60.21 or address eq 192.168.60.22

+Ib

FSOMBA—27 A R L—ZiX, v— FRZ Pk o> TEH S5 VIP, SNIP, HIP, &
OBEIZT NV EMITET, TRODOTLEMEH L CHIHZ = 2L &4, 22
T, orchestrator_system/service name |, —E X ® VIP, orches

Ry o—
76| I
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525 I}

trator_systerm/service startpoint SNIP, orchestrator_system/service healthcheck startpoint HIP
OFPUMEH SN E T, EROFITIE, —E A db @ VIP, SNIP, LT HIP Z &1
PR = V3RO LD TT,

user orchestrator system/cluster id eq 1234 and
(user_orchestrator_system/service name eq db or

user orchestrator system/service startpoint eq db or
user_orchestrator system/service healthcheck startpoint eq db)

\)

GEX)  SNIP & VIP ZRI CHFHAO M THILENH D 7,

* be

user_orchestrator_systenvservice_endpoint (., ¥ — Y ADBE Z&IR L £§, LFLOFITIE,
P—E R db D BE 2 FZ Lol 7 = VITRD EB Y TT,

user_orchestrator system/cluster_id eq 1234 and
user orchestrator system/service endpoint eq db

B —v AL, BRAODOBHBERT TAZEZERLET, Z0HHL, P—ERT TAXDR
Na—H—IZRK/RSINET, SNIP, HIP, BLXOBE 7 7 AX L, —ERT T2 X DEHEY
TAZLLTERENET, HIP BXWOBE 7 7 A X%, Ib#il#H(Z HIP & BE MFE(ET D HEG
WO SIVET,

FEOFITIE., HEIRY —MHick v, —E 20 SNIP & HIP 25 ¢e |b &iHIZ SNIP 7 5
2K EHIP V7 T AXNERINET, BEIXIbFHOMZIH L7720, HEGRY —HBH TNy
I RIS AZTERESNEEAR, KD VIZd DR Y 5 2% DY A M be#iH AN BN
INET,

7T AZFRO L OITERSHET,
=t
YP—ER7 TALE, P—EADVIPREENE T, P —ERX7 TAZ D7 2V RO
LB T,
user_orchestrator_ system/cluster_id eq 1234 and

useriorchestratorisystem/namespace eq common and
user_orchestrator system/service name eq db

» SNIP

P —E XD SNIP L, SNIP 7 T A ZIZEGFENTWET, SNIP /7 ZFAX D7 =V IIRD &
By TI,

user orchestrator system/cluster id eg 1234 and
user orchestrator system/service startpoint eq db

« HIP

Kys— I}
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- P

P —EZADOHIPIX, HIP 7 JAFXIZEENTWET, HIP 7 FAZ D7 = V3RO LEEBY
*(‘\‘é—o

user orchestrator system/cluster id eg 1234 and
user_orchestrator system/service healthcheck startpoint eq db

e Ny TR

1 DU EOBEN Ib&EFHO—HTHLIELE, P—EADNNy 7 KT TAZPERS
F, AT EROENTIEE TITESRWED, IbEFETII Sy 7= K7 T A X BER
SNFH A,

R o—

B 95: K1) —DER

192,168, 50,11 Backend
bridg

VM 1

EHLIP
192 . 168_50. 10
152 _168.14.11

1o &8 10.21

WilF
182,168, &0.100

VIP bridge

VIP 7 F L2 192.168.60.100. SNIP 7 K L & 192.168.50.100 Zff>H#—tZx db ’H 5 & LF
4, F72. IP 7 KL & 1921685011 ZHi->/X v 7 = K VM 28— bk 10000 TY v A LT
WET, 7IA47 2 F VM 1921686021 25 do ~D F T 7 4 v 7 DR Y —FKRD X 51T
N E£7,

Ry o—
R I
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74T ME VIP ~ORY v—
WDORY —F, 7I7AT 2 F VML —EA2do~DT7 7 v A& LET,
{

"src": "<uuid of client scope>",
"dst": "<uuid of service cluster>",
"14 params": [

{

"port": [

10000,

10000

:| 4

"proto": 6,

}

]

}

SNIP 7> BE ~D AR Y 2r—,

SNIP/SBE~D b T 7 4 v 7 33T 5HR ) —id, RTICESWCHEI ARSI, db
DOEEARY > —L LTFRRENET,
{

"src": "<uuid of SNIP cluster>",
"dst": "<uuid of be scope>",
"1l4 params": [

{

"port": [

10000,

10000

] 4

"proto": 6,

}

]

Ib #7226 be #H~DORY v —ax s 2L, ROR) —%27T v a2 LET,

avyai—vx TN F— R— k Jakaj FTo ay

SNIP be 10000 TCP T

ZHUZE Y, BEARA F192.168.50.11127 7 A 7 0 4 —/L— /LB S U, 7"— b 10000
@ LB SNIP 192.168.50.100 2> 5DFEE b T 7 4 v 7 BNFRIESNE T,

HIP 7> BE ~D7AR Y 2r—,

HIP /25 BE~D T 7 4 v 7 2 T5KR ) —d, REICESWTCHEAER S, db
DOEEARY > —L LTFRENET,
{

"src": "<uuid of HIP cluster>",
"dst": "<uuid of be scope>",
"1l4 params": [

{

"port": [

O!

0

]!

"proto": ICMP,

}

#xui— I
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T
ok

[
O

Ry o— |

]
}

Ib & D be &l ~DR Y —ax 7 2k, OR) —%27 v 2 LET,

avia—v TN A— R—k Jakal F7oav

HIP be 0 ICMP =)

Zhizk v, BEA&A N 192168501117 7 A 7 U 4 —/v )L— L3R & 7, LB HIP
192.168.50.2 725 DHEEFEICMP R 5 7 4 v I RIS E T,

c[ALE— AT oY A U RE AN DERDOY—E ZNE L4 ZESOREAE., 2hbd
P—EZADONTNNIIK L TEREINEZ NNy 7= RL—LIZiE, Z0LHT_XTONRy T
T RTF—ANEENET, DFV ., A—VIFHEL FICERICRY 9,

R S—INTYwy

AR

RN =37V v ¥ % X Cisco Secure Workload D ERIKEETH Y . B — R X—F 4 R F—
I, B—=RKRFG PR T 7 A T U — N Oy NU—I T 7747 o AT I e S
TAEOBEHA T LI AAZFEETEXET, ZOMEEIL. TEFADRY 2 —7% Secure Workload
7T ABNIZH D Kafka 1 AZ o AZAB L, BEHKIZ Katka 7 74 7 MEBEZ f2E7
LTIk oTHEASNET, ZhICKY, V=K RX—=F 1 — X ¥ — a— NI Kafka »H
R —Z2BETE, ZNHDORY V—%2MBEDOR Y NI =2 T 7T A7 ARG TR
TXET,

o7 var oA, — K= XU E— DOF Y LITIZEIT S —F —7 Linux LD
Java TR U = "7V o U EREZFIHT A1 OIZFETT AN ENH H FIREZ#HHT 52 & T
7

Ubuntu 16.04 72 EE2HEHEH L TWAD Linux VAT AIKDY T NI 2T R —I08W A VA F—
ILENTWAZ L

+ Java 8§ JDK

« Apache Kafka 77 7 4 7 > | : kafka-clients-1.0.0.jar

« 7’1 k@)L Ny 7 7 a7 : protobuf-java-3.4.1.jar

» Apache Log4j : log4j-1.2.17 jar

eJava HO > 7 vipma X077 74— R ¢ slfdj-api-1.7.25 jar, slf4j-log4j12-1.7.25 jar

sJava HOv o7 viga 7 vy /7 a7 Ly snappy-java-1.1.4.jar

[ P


https://kafka.apache.org/
https://github.com/protocolbuffers/protobuf
https://logging.apache.org/log4j/
https://www.slf4j.org/
https://github.com/xerial/snappy-java

| ®Kus—
Katka & 51 7> riEE0RE [

Kafka 7 514 7 > FEEBAZE D EE
o« [FTEE)] Or—_bv U5 42— —o—LZEEL, BRLIZa—YP—Th v
MZEID Y CTEF,
X 9: Kafka b >R 1) —% 2 FIB =D 1—HF—O—LBFE

Role Details x

Name Policies Subscription

Description Enter a description (optional)

SN voicios subsorpion

& Update
Capabilities

Scope Ability Action

Policies Subscription Enforce o
Policies Subscription Owner o

o TRV Y—oiH] OBMBHIZE-T, RV —0wEHEEITLET, ZORVIDAT v
X, 77T 0 T RREIC AT S Katka B Yy 7 BAERLT A 72O LBE T,
«[BE (Manage) |>[T—4% 4 v JEEE (DataTap Admin) IZ&EHL 9,

s [FT—%% > (DataTaps) | ¥ 7 %EIR L, [T 73> (Actions) [FIDOF 7 m— KRR
oYy LT, Kafka 2 747~ MiEHEFEEZX vV on—RFLET, FUrn— K4
A7 a2 T [lava¥—A b7 (JavaKeystore) | 74—~ &R L T ZE0Y,
97:[T—%% v~ (DataTaps) JE 12—

Data Tap Admin - Data Taps

+ New Data Tap

Name T Topic T Description Tl Kafka Broker T} Type T} Status Tl Actions T,
Alerts topic-611847e5497d41628667761f  DataTap Managed by Tetration 172.31.178.25:4.... and 2 more Internal Active *
DataExport DataExportTopic-611847e5497d4628  DataTap Managed by Tetration 172.31.178.25:4... and 2 more Internal Active 2
Policy Stream 676767 Policy-Stream-676767 Tetration Network policy for Tenant676 172.31.178.25:4... and 2 more Internal Active 2

KXy a— REINTZT TA T FEHET 7 A VDI, B,
Policy-Stream-10-Policies-Subscription.jkstar.gz ® X 5 72 4 FiAdfH W CWET, T4 L7 RV
EER L. B L7274 L7 FUDOTFIZLLFO X DRI L 7,

mkdir Policy-Stream-10-Policies-Subscription
tar -C Policy-Stream-10-Policies-Subscription -zxf
Policy-Stream-10-Policies-Subscription.jks.tar.gz

Kys— I}
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Protobuf E&Z 7 714 J)L

Secure Workload /X~ 77 = N2 X - T Kafka IZABI &N 5 % v hU—2 KU > —i%. Google

Protocol Buffers [P .= a— FENF9, Linux VAT AIIFX U a—RNLTA A M=)
THHEIZONWTIE, 2560014 REBBRLTIEEN,

Secure Workload * v RV —2 7R U v —D proto 7 7 A VX, ZHbbhb Xy ra— RTEE
D

—

Secure Workload *v F D —OR) o—DT—2FTIL

ToOXIX, Kafka [2H55 STV 5 Secure Workload = > T ¢ T Ol E47= UML ¥ A4 7
7T LER/ L TNET,

98: Secure Workload ++v k77— K1) —DT—2ETIL

KafkaUpdate TenantMetworkPolicy
!.Inda".eT',.'ue type String tenant_name InventoryGroup Inventaryltem
int sequence_num
long wersion String id AddressWithPrefi
n ip_address
i AddressWithRange
#
i address_rangs
IV
!
i
r
n A
F
z/
MetworkPoli 4 ;
o A Intent FlowFilter
// .
/ String id String
— Aeting action n | consumer_filter_id
i T Y keyvalue]] tags I 1 String
N L pravider_filter_id
-.__\-‘
-.\‘
l'\.__ m
N
A% Catchall ProtocolAndPorts
"‘-\x Action action IPPratocal protocal
“‘-‘ PartRange|]
1 part_ranges
Int|] poats

protobuf TE 7 /L{k. 4172 Secure Workload 1 b 7 —27 7R U 2»—[%, InventoryGroups ® U A
k. Intents DY A k| BELOCatchAll R Y > —TRERINET, £KY >—IZiE, 1 2D —
MEPHIZE T 2T X TOHANEENTWET, InventoryGroup (21X, H—Dxy hT—7 K
VA 7Ry b, EET FLRGEHZRE, Ry b= 7 RUAZIBETHZ LICL-T
P —R—=RT T T A T AT E D Secure Workload =T 1 7 ¢ %37 Inventoryltems @ U A k
NEENET, Intent X, Xy NI —27 70 —04FFED 3 Y 22—~ O InventoryGroup, 7' H
/NA Z—O InventoryGroup, BELOHFy hT—7 7 a hajbiR—Fe—HT5 & XIZETS
NnNad77vary (FAIERIIESR) 25 LET, CatchAlllX, Secure Workload PNFD /L— K
HWPAICKH L CERSINZF vy v T A AT 7 v araRLET, @HABPENIIRS>TND T —
7 AR—=AD— MEIAFE LRV G, 77 40 PR Y & —Th 5 ALLOW NERK S L7z
RY —IZHEERAENE T,

[ P


https://developers.google.com/protocol-buffers/
https://developers.google.com/protocol-buffers/
https://github.com/protocolbuffers/protobuf
https://github.com/tetration-exchange/pol-client-java/blob/master/proto/network_enforcement/tetration_network_policy.proto

| ®Kus—

Secure Workload %y t D0 —9 RYL— 9S4 F7o D) T 7 LV RARE .

2P —F I RNV I N—TDOERIC L > THEHAN MU H—3h 5 &, Secure Workload
Ny gy RiE, BERINTZRy NT—27 R > —D5ERp AT v 7 a v b, KafkaUpdates
ELTREND HORA Yy E—VE L TKafkalZEELET, ZHOHEDRA v -V EERRR
Ty vay MIEEBET L HEE . =7 —REBE LT 5 HFIEOFERIZ OV T,
tetration_network_policy.proto 7 7 A /LN KafkaUpdate D = A > h ZZH L T 7Z 30,

KafkaUpdate A >t — DY A X33 10MB Z i 2 5454, Secure Workload /3> 7 = KX Z D
A=V EBENENDY A XRIOMBOELEDO T Z 7 A MIHEILET, DT T 7 R
¥ NTUE, IO 7 Z T A N DT TenantNetworkPolicy @ Scopelnfo 7 ¢ —/L R23 & 0 &
9, Scopelnfo (%, KafkaUpdate A v &—2 DY D7 T 7 A FCToil IZREINET,

Secure Workload =y kD —49 RYL— O SATF72rDYT7 LR

==+
=i

V77V RARELTEI TAT VM a A )L LTHTT 2 A OV TE, Java TOZ
@ tnp-enforcement-client 2 ZH L T 72 &0,

T OFEBEIZE Y | Kafka DA% LT Secure Workload 78 U & — A b U — AN DH Ry T —27 K
U —%uishMbleondhma— RpRisivE T, EBEOR) —%2 Ry N =TT /34
WZ7u T LT HRUE—EADa— L, %#iRA % —7 x4 X PolicyEnforcementClient
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https://github.com/tetration-exchange/pol-client-java
https://github.com/tetration-exchange/pol-client-java/blob/master/src/main/java/com/tetration/network_policy/enforcement/PolicyEnforcementClient.java
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