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4: Traffic Summary

Traffic Summary

Total Flows over the last [time interval]
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Threat Intelligence Status

If the automatic updates are active, the
dashboard shows the total updated datasets
and when the last successful update
occurred. If inactive, you may need to
configure an outbound HTTP proxy to view
the updates.

Secure Workload Cloud
Connection

-~ Automatic updates are
active

Total Updates

60

Last Successful Update
N/A

L7-EZINETRENET) . CVEOH., BLUR7+L vy oA

CVE Count

Choose the CVSS versions to see the
distribution of commen vulnerabilities and
exposures (CVE) based on the impact
metrics.

For more information, see ...

A

There was a prablem accessing the information at
this time.
Please try again later.

Currend time

Sep 13 6:37pm

Currens selection

Sap 13 11:308m 10 Sep 13 17:30pm

-

B Total fiows por selsction

B AWS [30% contritution]

ERSPAN: 135

Sop 06 9:28 pm - Sep 08 530 pm
™ a I MetFlow (2078 contritation)

s I Azure (25% contribuson

B 1 Sobtware agent (10% comsitaion

B P a0 P 1030 PR

Forensic Events

Choose the actions to see the forensic
events that are captured and reported.
For this feature to work, you must enable
Forensic Events in Software Agent Config.
For more information, see Software Agent
Config
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Inactive agents over time

If the hostname is changed and the host is rebooted, a new identity may
be generated for the agent. The redundant agent entry would be marked
inactive after a specific time.

5 Inactive Agents
L]
@
4
2

1 week 1 month 3 month & month

Inactive agents (over time)

Unused User account, roles and APl Keys

Agents with issues

The cverall health status of software agents. The pie chart display the
types and the severity of anomalies detected in the agents - critical,
‘warning and information.

For mare info ion, see Software Agent Confi

27 Health issues

W Critical (22)
Warning (5h
¥ Information (o)

The graph displays the number of accounts, roles and APl keys that have not been used over a period of time, which could be over a week, a month or three
months. The graph also displays the number of accounts that were created, but, were never used.

Far more information, see Software Agent Configuration.

23 Unused user accounts

20

15 2
Unused

10 user roles

1 week 1 manth Newer Used

Unused users (over time)
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3 Unused API Keys
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Used w 1week 1 month Never Used
Unused APl Keys (over time)
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Orchestrators and Connectors

Connectons ane used o inegrate Sscure Workioad with other rescurces, such as [dentity Services Engine (iSE) or AnyConnect, for various purposas. Extemal
Orchestrators ane uwed in gathar axisting matadata that describe workioads from the SySIBME o0 your network Soma of these orchestrators can also enforce
sapmentstion policy.

For mose infonmaiicn, see..,

3 Orchastrators 3 Connectors
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Workspeoas and policy disoributcn
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Wiorkspeoas and policy distibution
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