JA—

ERloFer—r g A=a—0[ZE (Investigate) >[5 7«4 v ¥ (Traffic) 147> a3
Mo [7a—OFE (FlowSearch) | _X— ICBEIL 9, ZOX_R—VTlE, 7o—a—/ 2%
FTIERLL T AN F Y U TBIORRIAT T ET, HAREME2S [T —#lT5—4
. BAO7a =T LIS TEER SNET, Te—ZiX Tarya—v) e [Ta g
A= D 20NHY, arva—<{lTT7a—0BEN, 7af F—lFarya—<IC
IELET B 2T (7747 b & H—R— ] [ZRVET) . ZNENOEWT
X, 78— FRMONT y NI A ML BEOEOMO A NY v 7 B oMRETEM S
FT, 7u—%HEHCT 4 H YT TELHIET TR, B ROMTE (Explore
Observations) | ARZ AL T7rn—%2 Ak T&Ed, 7o —BlHFHEROV A 227 v
JLT, ZO70—DTA T HALBEREE LRI, N7y M, A N EDT7a—0
FEMfE R AE R TEET,

A

2L ENTHb—Y 2 PRBEHT—V 2 AR TEARA FOBE . Secure Workload (X7
n—7—X%Z0O7a—%hELBAHT I e R LEEIT L ENTEET, O
B 7ot 20BEIEH SN T—ER—ZXPAPIDY LTIy ILE W -HEBIEREY &
LAEMEDOH DT X TOa~vy R4 UEEESITORRICHHATEET,




B - zxtLos

®1:70—-DFE

@ Cisco Secure Workload ot - @ A | W sECURE

Select time range 98,187 total observations
Sep 23 0:37am - Sep 23 3:37pm ~ oo P i e I =" cin ab o o ‘Showing Flow Observations

@ TLSVersion = TLSv12  Protocol = TCP | Pl Fitter Flows
® Flow Observations ~ Top [Names ~ ] contributing to the selected Flow Observations

Consumer Names Provider Names

collectorDat.

antnguya-winde

-ag

O—/NNAtE LI A

pa1-ai09
) ) T &) 2en 10 16m 3 2P 230 aem Unknown
win-cluster-vm3
Current scope s Default ~ Current selection: Sep 23 9:37am to Sep 23 3:37pm
Found 5,508 Flow Observations (41ms) Sampled @
[ oo i |
Y ConsumerNama T Provider Name 1} Cansumer Address 1} Provider Address [ onsumer Domai o Provider Domai o TLS Version 1 TLS Cipher 1)
coliectorDatamover-2  Unknown ~ u ey ms m cmm . mcom  TLSVI2 TLS_ECDHE_RSA_WITH_AES_256_GOM_
Unknown callectorDatamover-1 = = L] TLSu1 2 TLS_ECDHE_RSA_WITH_AES_256_GCM_
Unknown collectorDatamover-1 n - TLsv12 TLS_ECDHE_RSA_WITH_AES_256_GCM_
Unknown collectorDatamover-2 MWW TLSu1 2 TLS_ECDHE_RSA_WITH_AES_256_GCM_
collectorDatamover-1  Unknown im eomE WEE W icom  TLSI2 TLS_ECDHE_RSA_WITH_AES_256_GCM_
Unknown collectorDatamover-1 18 = [ | TLSv12 TLS_ECDHE_RSA_WITH_AES_256_GCM_
Unknown callectorDatamover-2 u L] L] TLSu1 2 TLS_ECDHE_RSA_WITH_AES_256_GCM_
Unknown collectorDateamover-1  we m " TLsv12 TLS_ECDHE_RSA_WITH_AES_256_GCM_
° ° )
e A=AV HE (2—Y)
o )
HLT s (3N—=Y)
- A QN
o T A NERPLI NV RERS] (9 N—
L. o 3
s FMAINMHF ¥y —F (11°—2)
v o R
B X b (12 7=)
NilfEE =) QIR
« BRE ROMEE (14 ~—2)
= N S INK ( o ~ »\)
— — —
c I TAT U M= A—DNE (16—
N N N N e o 3
v . 3
2:3—RRELY 4
Select time range — 5,180,104 total observations
Aug 3 3:41pm - Aug 3 4:03pm < o BT BT e 20 o o 0 o 2 T 2ru aru aru Showing Flow Observations =

ZHuE, T RABRIZEBIT HBED [#6PH (Scope) ] D, T A NV H MBS U TR NEER) S
NERERSIT — 42 T3, ZoarrR—3xr hOHEMIZ, FRINTWD BFHEAZTEL, =
YR—=RMNEFT vy 7 LTEO AMHEAEZHBICAE T L5135 28 T, Fr—
FNOT —2 1%, BRT R EREFIFH OWRE IR OB ERH Y £T, RRTDHA N 7D
FFHITRINTE E3, 7740 FTiL, [7=—8BlH (flow observations) ] DENF RSN E
D

a— 2 L7 XX, BEBXZ 20080 7 o —#H| (2 billion flow observations) ] % #&R T &
5L TVET,




| 70—

siezans |

METAILE

B3:74I3AN

@ Enter attributes... X Filter Flows

ZIT, RBEREKVIAL OO T 4 NV EEZERLET, [7 4% (Filters) ] &9 HEE
DHIZHD (N TAa2rE27 Vv rThHE, TXTORTHERINET, 2—F—F~L
FT—=ZIZOWTIE, ZNHOF L EYREE CERATEE T, 2D AHiLand, or. not, BEL
CFEIR DX —TU— R R—hLTEY, ZNOHEHEHLTIVEMR 7 a2 2R L
F9, mEZE IPLLLL & 2222 ODEOERICIEKIFE LW T 4 VX ITRO X HIZFLR T
e

Consumer Address= 1.1.1.1 and Provider Address= 2.2.2.2 or Consumer Address= 2.2.2.2 and Provider
Address= 1.1.1.1

And to additionally filter on Protocol = TCP:

Consumer Address= 1.1.1.1 and Provider Address= 2.2.2.2 or Consumer Address= 2.2.2.2 and Provider
Address=1.1.1.1

T AN AR, - ZHEIH =V ICET 52T, A=, aria—<7 RL XA,
TR, F—=T KLAD [ & 1] b R—=FLET, UTICEDR 7 4 VZOFZRLE
hd—o

B4:l: J4ILAAATIVY2a—ITFLAD I,] MYR—FEhTWS

Flow Search
Select time range. - 5,270,507 total observations
Aug 3 2:440m - Aug 3 3:21am + aam aam sam o T aAn 9Au T " 12pm ou 2 am amm Showing Flow Observations +
@ Consumer Address = 1.1.1.43,1.1.1.17. X
\ @ Flow Observations ~ Top | Hames ~ | contributing to the selected Flow Observations.
Consumer Names Provider Names
collectorDat... | ——
20 collectorDat ——=
Unknown —
tsdbBosunGra...
100
— B
1
|
245 250 255 3am 305 310 a5 320 \
Current scope is @ Tetration ~ Current selection: Aug 3 2:44am to Aug 3 3:21am —— !
Found 8,815 Flow Observations (25ms) Show 20 ~ | [ order | Sampled @
Explore Observations >
Y Timestamp 1 1 i 1 Provider Address 11 Consumer Port 11 Provider Port 11 Protocol 1} Type 11 Type 11 Service Name
Aug 32:44:00am  appServer 1.1.1.43 1.1.1.26 32284 32323 TOP Other Workioad Unknown
Aug 32:44:00am  appServer-1 1.1.1.43 11.1.26 32034 32323 TOP Other Workioad Unknown
Aug 3 2:48:00am  appServer-1 11143 11027 33048 32323 TOP Other Workioad Unknown
Aug 3 2:48:00am  appServer-1 11143 11027 32814 32323 TOP Other Workioad Unknown
Aug 3 2:44:00am  appServer-1 11.1.43 11133 32026 4212 TOP Other Other Unknown
Aug 3 2:44:00am appServer-1 1.1.1.43 1.1.1.33 33466 4242 TCcP Other Other Unknown
Aug 3 2:44:00am appServer-1 1.1.1.43 1.1.1.33 32612 4242 TCcP Other Other Unknown
Aug 3 2:48:00am  appServer-1 11.1.43 1.1.1.32 45030 4202 TCP Other Other Unknown




- e

5:6]: J4LBANTIALL2a—IT7 FLRADEERY TYHAYR—FEShTLS

Flow Search

Select time range

am

93 3:21am ~

© Consumer Address = 1.1.1.43 - 1.1.1.172

(" Flow Observations -

250

Current scope is ~ ® Tetration ~

Found 50,145 Flow Observations (62ms) ow 20 ~ ) (in order | Sampled

Explore Observations >

Aug 32:44:00am U

Aug 3 2:44:00am

Aug 3 2:44:00am

Aug 32:44:00am  ag

Aug 32:44:00am  Unk
Aug 32:44:00am  Unk
Aug 32:44:00am  Unk
Aug 32:44:00am  Unk

®1:FIRAAIREGIE T (LY

5,277,810 total observations

Showing Flow Observations

Provider Nam

tsdbBosunGra...

e

x
Top 1 to the selected
Consumer Names
Unkoomn 1
wosonorz [
|
whociatari1 |
- |
aoc-1 |
Current selection: Aug 3 2:44am to Aug 3 3:21am
L]
1 iress 11 ime T4 Provider Port i) Protocol Type 1L
26536 2o Top oter
27296 w7 Top oter
w2162 P oter
s1ag0 w2 Top oter
asons 2w Top oter
ssare 2w Top oter
55850 4242 TCP Other
56898 4242 TcP Other

Workioad Unknown
Other Unknown
Other Unknown
Other Unknown
Othe Unknown
Other Unknown
Other Unknown
Other Unknown

5| (APl TRF SN 5 BHD

i

J—R
(Source)

[ v a—~vT KL A
(Consumer Address) ]
(src_address)

CIDR FitzFEH LT 7y bERIZIP
T RLVAEATILET (B :
10.11.12.024) , @2 2a—<7 KL ANBA
HENEZIPT FLAFEF 73y hEHE
BT 57 —@BllE ST ET,

V7 U7
T—Y =z b
L Ingest 77
TAT A

[Fa/ A X —T KL A (Provider
Address) ] (dst address)

CIDR £z fH LTy 7 %y NEIZIP
7 R AZ AN LET (B 10.11.12.0/24),
TR X —T RLANRAHENTZIPT R
VAFERIFY 7Ry N EET L7 e —#
WE—FHswHET,

V7 T
==Yz h
& Ingest 77
TAT A

[2Y s a— RAA 4
(Consumer Domain Name) ]

(arva—~IPT7 RLA/M T3y M
WA ONTWG) avya—v RAL
AP ANTTENTaryva—~ KA U4 &
HEHT L7 —8BlllE ST ET,

VAVA Ny ye
T—Y=x bk
L Anyconnect

[Fang = RAAL %

(Provider Domain Name) ]

(a4 HX—IPT KL AP T %y M
AT O TWD) Taf A —KA AL
BMANENTT oA L — KA A 5L
EHET L7 e —BllE -8RI ET,

7 T
eV E VA
& Anyconnect
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sezons |
5l (APl TSN S4AD FREA Y—2R
(Source)

[Rr Y a—<RA M ALYV a—IRAMNBANESNZHRAN | VT T2

(Consumer Hostname) ]
(src_hostname)

HEHET LT -2 —HSEET,

T—yYxr b
& Anyconnect

[ A H—KA 4 (Provider
Hostname)  (dst_hostname)

TN T —DRA NGB ANT) SN TR A
MMy EEET L 7o —% I ET,

VAVaNyiEye
T—Y=x bk
& Anyconnect

(v ya—~EHINV—T
(Consumer Enforcement Group) |

(src_enforcement epg name)

ayvya—<wAIN—T1E, v a—
~IZ—ETHEHARY —HND 7 4V H (i
PH, A XMV T g E F2F7 T
2) OAREITT,

[T a g F—HH 7 —7 TanNA X =@l I =X, TS F— | N
(Provider Enforcement Group) | [(Z—#T 2@HARY > —NO 7 4 L& (G
(dst_enforcement _epg_name) P A b Y TS REs T2

- - ) DARITTY,

[y a—<Hr T L—F AV a—<o I A—T1F, 3y a— |

(Consumer Analysis Group) ] NI T DB ARY —HND 7 4V
Z (i, A XY T s ET
7T RAH) DARITT,

[T a A B = 7 —" TN =W T —T X, T asA, F— | N
(Provider Analysis Group) ] =BT 20 EHRY —NDO7 4 V57

(fEPH, Ao MY T gz £
T AH) DARITT,

[2r ¥ 2—~&iH (Consumer |fEEINI-EHICaZ v a—<NETHT |

Scope)  (src_scope name) n—z—HIEET,

[Z'a /A Z—%ifH (Provider BEShERMEIC T e, X—NEgd 57 | Nk

Scope) ] (dst scope name) n—%—HIEET,

[y a—~AR—F (Consumer | 2> v a—<R— MR ANENTHR— e | VYT o=T

Port) ] (src_port) HHEHT LI 7 —%—HIEET, TV

. ERSPAN
BLW
NetFlow
[ZaA X —HR—F (Provider |7'BNAHX—FKR—bEBRANEINZAR—FE | VT =T
Port) ] (dst port) BEHETLI 7o —%—HKIEET, Tz
. ERSPAN
BLW
NetFlow

o
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5l (APl TSNS 4AD B Y—2R
(Source)

[ 2—<?E (Consumer a3y a—<DOENANEN-EEEET | NE

Country) ] (src_country) L7n—%—HEEET,

[ a3 X —D[E (Provider Tang F—OENPAT ST EEBEET | R

Country) ] (dst country) H7u—%—HIEET,

[y a—~D FLX S Ay a—v O NMIKS A AT ST AL | AR
(Consumer Subdivision) ] X4y (FHERER) CEETL I 7e—%2—
(src_subdivision) SHET,

[Fa A X —D FALX Sy TN F =D TGS AT ST TAL | N
(Provider Subdivision) ] Xy (BERR) CHEET L7 —%2 %
(dst_subdivision) SHFET,

[y a—~vHBREVATAER |2y a—~vHBREVAT AERNB AT SN | N
(Consumer Autonomous System |72 BT A7 LR (ASO) L EET S~

Organization) ] 0—%—HIgET,

(src

autonomous_system_organization)

[T H—HEV AT LR | e F—HEY AT AERB AT & | N
(Provider Autonomous System TEEMEY AT AR (ASO) EEHET L7

Organization) | H—Z—HIEET,

(dst autonomous system_organization)
[ 1 k=L (Protocol) ] (proto) |7 v —#lH|Z~7 v k=)L A7 (TCP, VAva Ny
UDP, ICMP) T ¢ /L XML L £, T—Yx b
& Ingest 77
FGAT A
[7 RLAZ A7 (AddressType) || 7w —@BlllZT RLAZ A7 (IPv4, IPv6, |V 7 hU =7
(key_type) DHCPv4) T7 4 /L ZMBEL F9, eV E VA
& Ingest 77
TAT A
JEJITCP7 5 7 (Fwd TCP | 70 —lil% 75 7 (SYN, ACK. ECHO) | Y7 k=7
Flags) ] T4 VARE L ET, TV
. ERSPAN
BIWY

NetFlow
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sezons |
5l (APl TSN S4AD FREA Y—2R
(Source)
[ S5 [ETCP~ Z 2 (Rev TCP 7o —#@ll%Z~ 527 (SYN, ACK, ECHO) |Y 7 hU =7
Flags) ] TT7 4 /VABE L ET, =Y
. ERSPAN
BIWY
NetFlow
NEH M~ v+ AUID (FwdProcess | 7 1 —#ifll % 7' =& XAFTA 3 UID (root, V7 o7

UID) ] (fwd process owner)

admin, yarn, mapred) T7 1 /LAZMEEL F
_3‘0

z—Y =z b

[ 5 M~ vt AUID (RevProcess
UID) ] (rev_process owner)

7u—#l%E 7 a2 ApAE#H UID (root,
admin, yarn, mapred) T 4 /L ZWLE L F
D

7Ry T
T—Y =2 b

[EJ51H 7 vt A (FwdProcess) ]
(fwd_process_string)

7 —#lll%Z 7 vt 2 (java, hadoop.
nginx) T A NVZUBELET, [TakX
SCEHOFEMEDEE ] B LTLES
AN

7T
T—Y b

[ 77 2 & % (Rev Process)
(rev_process_string)

7u—#Hl%~7 et (java, hadoop.
nginx) CT7 4 VZME L EF, [Frtx
LFHN O RMEOEL ] Z#ZRLTIEE
AN

V7 oxT
T—Y =z b

EL— D=y a—= N> v a—~DhE —HIEET, PR
(Consumer In Collection Rules?) ]
N — DT a /A H— WEH T a N Z ORI ET, afo
(Provider In Collection Rules?) ]
[SRTTHE A FTHE (SRTT ltrue] F7-1% MMalse) OEAMEH LT, | R
Available) ] FFREZ: SRTT JIEEZFf> 7 v —% —3

SHFET (ZAULSRTT>0 1Y L E

—é‘) o
Bytes NANNT T4y Iy hTora—#lll |VY7 =T

AT ANVAMELEST, SM PN T T4 v
Ny MER =, <, > QDOHRFE (0, 2.
64, 1024) TR v Mbk) THH7un—%
—HEEET,

T—y =z b
& Ingest 77
TAT A



cisco-secure-workload-user-guide-on-prem-v38_chapter8.pdf#nameddest=unique_764/unique_764_Connect_42_warning
cisco-secure-workload-user-guide-on-prem-v38_chapter8.pdf#nameddest=unique_764/unique_764_Connect_42_warning
cisco-secure-workload-user-guide-on-prem-v38_chapter8.pdf#nameddest=unique_764/unique_764_Connect_42_warning
cisco-secure-workload-user-guide-on-prem-v38_chapter8.pdf#nameddest=unique_764/unique_764_Connect_42_warning
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5] (APl TIN5 4 SR BA Y—
(Source)
Packets Nro b 877407 RNy hTran—#l| V7 o=T

WE7 4 VAUBLET, X7y b T
T4 Ny MER=, <. > QDHRFE

T—y b
& Ingest 77

(0, 2, 64, 1024) TF > Mb) THD | FTAT A
Ta—%—HIHET,
[7 v —Fifehfl] (w4 7 mf) | 7e—Fhik N7y by —@lillE 7 ¢ | N
(Flow Duration (ps)] NAREELUET, e —FR N B
ER= <. > QOEFE (0, 2, 64, 1024)
TNTy Mb) Thi7e—%—HSEE
R
[7—# R (A 7 mfp) |7 —2Fhikfi Ty by —@lillE 7 ¢ | N
(Data Duration (ps)) ] JVERBRLUET, T —F RN b
= <. > QOHEFE (0. 2. 64, 1024)
Ty Mb) Thdr7e—%—HIHEE
hj‘o
[SRTT (A 7 wafy) (SRIT |SRIT 7w hCTT7u—BllZz7 4 VAR | Y7 by =T

(us)) ] (srtt_dim usec)

LEJ, SRIT N7 MED =, <, > 2D
BE (0. 2. 64, 1024) T4 > Mb) T
bHr7ue—%—HIHET,

T—y b

DESG R8T > B OFEE (Fwd

Packet Retransmissions) ]

(fwd_tep pkts_retransmitted)

Ny NEEEANT Y hCTr—EllE T ¢
WA LET, Ty NFEEST Y b
fEn= <. > QOEFE (0. 2, 64, 1024)
TARry Mb) THhHZ7rn—%—HIdFE
7

V7 oxT
z— 2k

L7118 > b DFEE (Rev

Packet Retransmissions) ]

(rev_tcp pkts retransmitted)

Ny NEEEA Ty b e —# AT 4
NWEMBLES, Ty NEIEENT v b
= <. > QDO%EFE (0. 2. 64, 1024)
Ty Me) Thr7e—%&—HKIEFE
7T

Y7 =T
T—Y =z b

[2—H—F L (UserLabels) || FEITT v r— RK&hizh A& LT~ |CMDB
(* FllTuser L7 1 vr  |ICBEEMIT BN —F—ERT — ¥, Ul
) TS V7 4 v 7 AM* T, OpenAPI Tl
user T,
TLSN—P a3y Jua—THEAINASSLY e har =Yg | VYT hu=T

:/O

Tz—Y =z b

[TLSHs 542 (TLS Cipher) ]

7u—TSSL7n haVlloTHEHASH
HTINIY XLDEA T,

7 o7
z—=x2 b
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T nammsnregil [

¢ A y—2R
(Source)

5 (API TR SN %A

[y ya—~v2—Vx " A |avia—~va—Vx0 N ZATFEIBEEL | NG
7" (Consumer Agent Type) ] *7,

[N =Tz N | TaAf T —2—T = F F A TEFEEL | A
7 (Provider Agent Type) ] 7

[Arya—~ Y V—RXAT | V—Apbarya—<v~DYJ—AD7 | N
(Consumer Resource Type) ] n—%ZRLET, V=2 r—F, Ky,
P AR ERHY FT,

[Tang Z—=0 V=R AT | TafX—hbarva—<v~DY/— [N
(Provider Resource Type) ] 207 —%FHLFET, U—ua—FK, Ry
R, %y—ERXLERHY F£9,

)

GE) 7e—F—=XIERVALFIZOHRTZ—F =T TTUFFEND 720, 2—HF—TF L%k
AL L TH T IIFIRRINET A, 7B —HRTTVVRRREND L TIZHG D1 D%
AR ET, o, EHTRERZ—F—F VLT, [2—/"AE L7 ¥ (Corpus Selector) ]
TEBIRLIZE T R o TRRY 3, AMESNTET AN S ESERFFRTEEINL TN D
ATREMEDS i 2 T2 T

T4 ILZ2 B EINT-FFRS

6: 7 4 LB REEhI-FRS

[ @ Flow Observations ~ ]

525K
/AUG[03]02:48am!=JAug[03]02:49am|

2:50 : 3:05 3:10 3:15

Current scope is @ Tetration ~ Current selection: Aug 3 2:44am to Aug 3 3:21am
ToarR=Fr NI, BIRUZER GRoa— "2t L 72 Q=) TITo72@&R)

DEESERA MY v 7 OEREGFHEFRRLET, Fuy 7 ¥y a2HL T, Frashd A
M w7 2 BELET,




74 I REBE TR

B 7:[F% %35 (Timeseries) ] KOy 755>

@ Flow Observations ~

Flow Observations

@ SRTT
® Fwd Packets

©® Rev Packets

® Fwd Bytes

® Rev Bytes

@ Fwd Packet Retransmissions

® Rev Packet Retransmissions : 3:05 3:10 3:15

Current scope is @ Tetration ~ Current selection: Aug 3 2:44am to Aug 3 3:21am

ZOaR— T, EBIRLUZBRBEZ SO TExET, BALEWS T 70
FE A7) v 7T 50T, FAINF Y — e FDOTOFT— 2N T RTEF I, IR LM
WBOT—XDHrNEENET,

8 EINFEHIC K EBRIIFvr— b+

[ @ Flow Observations ~ l

0

2:45 2:50 i 3:05 3:10 3:15

Current scope is @ Tetration ~ Current selection: Aug 3 3:01am to Aug 3 3:07am
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tangFe—+ 1

ERENHFv—F

9 EMNEFY—F

Top contributing to the selected Flow Observations.

Consumer Names Provider Names
Unknown [ Unknown [
druidHistori... T orchestrator-3 (D
druidHistori... 1T orchestrator-2 17
collectorDat... [ 11 orchestrator-1 e
collectorDat... [ 1 tsdbBosunGra... [ ]
appServer-1 ] tsdbBosunGra... 1]
appServer-2 ] collectorDat... I
launcherHost-1 e collectorDat... 1
launcherHost-2 1 namenode-1 [
launcherHost-3 || druidHistori... []

ZOFx— ML, EROT 4V ZFEHOEERINTF v — s OB B L 5 2 2 EALN{OE
MFERENET, FERIIFT ¥y — bO7 o —@HITE—27 ZRINL, EAINFEF ¥ — FTEHEA R
HEBBRTDHE, TNO6O7 0 —@BIIICRbEEL G X DFRA N (aryva—v&Ta g
H—) OYRAIMERINET, £z, FERIITF ¥ — MR SRTT #F7-7T 5 L HICHESNT
WAHEA, EALOFR A F4ICIE, IR L2 SRTT Ik b EELZ 52 D5 b ORERENET,
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B sauxr

10: FYLED U E L VRS

Top contributing to the selected Flow Observations.

Consumer Names

Unknown

d Add Filter To Drill-Down

© Add Filter To Exclude

collectorDat...
appServer-1
appServer-2
launcherHost-1
launcherHost-2
launcherHost-3

Provider Names

Unknown

orchestrator-3
orchestrator-2
orchestrator-1

tsdbBosunGra...
tsdbBosunGra...

collectorDat...
collectorDat...
namenode-1
druidHistori...

FUNHEF vy —hOWTNOOHEBEEZZ Vv 73258, ZOE%E [RUAF T ) £720F TBk
S TED A= —BERINET, [RUALFX DY (Drill-down) 1227V v 7325 E, KR
X OMEIETIIRET D7 4 WV Z B BIMENET, RS (Bxclude) 127V v 27325 &, fiE
MNHZDEERNT D7 4 VZNBIMENET,

\)

GE)  [RUAKX T (Drill-down) ] £720% [B#4h (Exclude) 1 %27V v 7 Lictk, 7 4 VX EHHIC
T DI, [Z7 4% (Filter) |REZ 2T HERHY £T, Ziud, ~— U@ THRY K
LE#HFENDZ L, BED T 7273 a 23R #TTE 5L 910520 T
?‘O

AU X+

Found 5,917 Flow Observations (19ms) (Show 20 ~ ] (In order | Sampled @
Provider Name 11 Consumer Address 1L Provider Address 11 Consumer Port 1) Provider Port 1} Protocol 1} Type 11 i Type 1l Service Name 1
Aug 3 9:12:00am  colle 2 Unknown 172.21.156.183 172.21.156.129 0 o iowp Workioad Other Unknown
Aug39:12:00am  collectorl appServer-2 172.21.156.183 172.21.156.180 60674 43 TOP Workload Workload HTTPS
Aug39:12:00am  collector appServer-2 172.21.156.182 172.21.156.180 38290 443 TOP Workioad Workdoad HTTPS
Aug3 9:12:00am  coll Unknown 172.21.156.182 172.21.156.129 0 o iowp Workioad Other Unknown
Aug 39:12:00am  colle erver-2 172.21.156.182 172.21.156.180 38048 43 TOP Workioad Workioad HTTPS
Aug39:12:00am  collectorDatamover-2  appServer-2 172.21.156.183 172.21.156.180 60678 443 TOP Workioad Workdoad HTTPS

ZE, EOXR=U 0T 4 N FEBIOERE —E3 5, FEEO [ 7 v —#lHl (FlowObservations) |
DYANTT, 774/ T, MBROENNG 201 —RIhET, FayrX¥y %
T L, B— RSN LH2HAEHEOEET, [IHEEFE (InOrder) ] Tid7Ze< [Hro- 7L (Sampled) |
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7 O0—DEEH

ZREAL T, @RENBERE»S 7a—8llloT X Aty SO
7L (Sampled) ]

REW 27 0 —BHOE v FERGT2DITRLLET,

X 11:4>7)L

Found 5,917 Flow Observations (95ms)

Explore Observations >
Y Timestamp t

Aug 3 9:22:00am
Aug 310:04:00am  col
Aug 310:12:00am  col
Aug 310:16:00am  col
Aug 310:25:00am  collector

Aug 310:40:00am  collector

Show 30 < ) (Inorder [ Sampea @)

Provider Name Tl Consumer Address T Provider Address T} Consumer Port | Provider Port T} Protocol Tl Type 11
Unknown 172.21.156.183 172.21.106.115 56800 53 UDP Workload

172.21.156.183 172.21.156.180 43882 443 TCP Workload

172.21.156.182 171.68.38.66 123 123 UDP Workload

172.21.156.183 172.21.156.129 4 o icMP Workload

172.21.156.183 172.21.156.180 53512 443 TCP Workload

172.21.156.183 172.21.106.115 14212 53 UDP Workload

7 0—nEH .

IABZRBARETT, [T
X, MROBRA N SINERICFEARAT O TIE2R <, R LME» S &b

WTNNDITE 7 ) v T 58 ZFOITOTIZHD [7 7 —DFHM (Flow Details) ]2 2=

VHAEMINET, 7o—0olEL FOo7a—0FEHMTOSESERA NI v I DTS
TRERREINET, ORI r—D8E, Y~ —F vy — bR THICERI, KR
HNF—22RKrmTHIEIERMBEEZBINRTE DL DIV T,

12: 7 O0—MEM

Mar 28 9:09:00am 0

ARP_REPLY 1Pv4 Mar 27 935:34pm  Tetration ..3more @  1.1.1."(4) .2 more ® ~2more® (XY ..1moe® L

Flow Details

nodemanager-8 - 1.1.1.72 on port 0 @ JE=3 1.1.1.101 on port 0 @

over ARP_REPLY beginning on Mar 27 09:35:34 pm (PDT) lasting for 18 hours.

@ Fwd Bytes ® Rev Bytes

04 AM 05.AM 06 AM o7 AM 08 AM 09 AM 10 AM 1AM 12PM 01PM 02PM 03 PM

® Fwd Packets. Rev Packets

OfAM  OSAM  OBAM  O7AM  OBAM  O9AM  10AM AW 12PM  OlPM  o2PM  G3PM
Flow Activity @ MMWWWWM %
} {

a8 sAm ™ oAm 2P ™

=

Mar 28 09:08:28 am (PDT)

Consumer @ Provider @
Flags
Byte Count 64 (20,032 so far) 0 (25,536 so far)
Packet Count 1 (313 so far) 0(399 so far)

T TNy I RAERTTNAHF ENT- T v —0gS ., IEFE T 7 7Y v 7 LA T
>+ (Fwd/Rev Fabric Latency) | & [SRTT] MEHFREIZZ2 0 £4°, AWM/ TR /S—A hA
> —4% (Fwd/Rev Burst Indicators) |3 KON [EF MW FRIN—A M Ra v 7oA 27—
% (Fwd/Rev Burst+Drop Indicators) 172 &, o A U > 7 ORERINT T 7 RNFRINDGE
NHYET, [AHMEOESL] 2ZRL TSN,

voe
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132 5E

@SRTT 0.00ns | @ Fwd Fabric Latency 0.00ns Rev Fabric Latency 0.00ns

6.00ms
4.00ms l } l
2.00ms 2 3 —

0.00ms —

S5\, MBS T 77U w27 234 (Fwd/Rev Fabric Path) ] 1ZB9 2 ZEMI A3 AT REIC
RVET, KV 2 &7V v LT, [bLAT Y (Latency) | BLO Ry A oPhr—X
(Drop Indicators) ] DRFRFIF v — FOEID FEZ N TEET (ErTRWES) o E5MW
(Fwd) 1E723x M Rev) 27 Vw7308, 7a—0 (777 Vv I RADE—/—
LA (Fabric Path Overlay) ] X—Y® KU /LZ 7 (BB L E7,

14: 2779918 X

Fabric Paths b
I3/ Bl nitt-leaft (eth1/49)->ntt-spine(ethi/1) [ naf 1/49) Bad
Rev ! [ -spi ! ot /1 : .,

Latency 5yus

|
5.00us -8 e e R vp e, o

0.00ps T T T T T T T T T T T 1
01 AM 02 AW 03 AM 04 AM 05 AM 06 AM o7 AM 08 AM 09 AM 10 AM 1AM 12 PM

SRR O

15: BAEROMER

Found 83,302 Flow Observations (26ms) Show 20 ~ | (In order | Sampled @
Explore Observations v, [ shorter | (SISl Show Outiers ™ |
. s
o o
- o o S R ot
«\.ﬁ““& = wo&,«“'«‘ 05“,/,»“" 3 o o s = o
a0 )

T T T T T T T T T T T T 1
05PM 086 PM 07 PM 08 PM 09 PM 10 PM 11 PM Tue 11 01 AM 02 AM 03 AM 04 AM

Te

FaO [BAEROMZ (Explore Observations) |[AR¥ v &7 Vw7 95L, Fy—hE=a2—N
A2 0 | @mkoe T —4% (& TETERE] Fry— ) 230 airc&E£d, &b
LEEL KU 200 LEEAD, BALOBHLRITOHRZFINTT 5556 (Kot (Dimensions) ]
Ney 77X OHBEOF =y 7 Z25003) 00 WDIEFEZT~ER 556, ZOF ¥ — M
FEFIERTT, ZOF ¥ —FD1IARKORI1I DOBHEAE L., FOBN S E I F 20 e
T DAL, TORTTOBBMEAZRLTWHWET, LHKEICTHICE, Fr—hOTICH
LEPFERDOY A M=V Vv EEDEET, ZHUTED ., Fr— FNNOBREERZRIHN
R SILE T,
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saszonz [

16: 7 0—QBARERICH—VILEEDLEES

Found 83,302 Flow Observations (32ms) Show20 ~ ] (Inorder | Sampied @
ptors Ovsonotons [ e | MR [ Srow o #T | [ azoom | reset |
o «@ o
" . o
o o o o

LR o
a0 Unknan ) 1662GHB381SOGISBAH12.. ) 1H31c0d8 176328t 1455,

NG [ P vV T —
N\ -

eS| sczomgari
zz
< e

ciiBAa0ragpH azsenss.

CongFR0Tad26AT0505. .| bAIAESTS 1625 AcK3ccle

3 M 57 1050e61873958705... ] 01635644 1500116194476,

Y Timestamp Consumer Name T Provider Name 11 Consumer Address Tl Provider Address T Consumer Port 1 Provider Port 11 Protocol Tl Type 11 Typell Service Name
Aug 33:02:00am  Unknown zookeeper-1 1.54 1 3 8301 8301  UDP Other Workload Unknown
Aug 3 3:02:00am zookeeper-1 orchestrator-1 113 1 252 40971 53 upP Workload Other DNS
Aug 33:02:00am  Unknown z00keeper-3 11120 11115 8301 8301 UDP Other Workioad Unknown
Aug 3 3:02:00am collectorDatamover-2 resourceManager-1 1.1.27 1.1.1.16 8301 8301 upP Workload Other Unknown

+ Download table data as JSON

Ta—F —ZDERTOMEIZELY ., ZOF v — R MIT 7+ ETHRVIENIELS, Fr—1h
SR EFRRTHITITAEICAZ e — T BEMERLYET, 207, BELOH D RITCLSNTT
RTHENZT B EERTT,

YT U TEBR & IERER DL

(LR RO fes8  (Explore Observations) | Tlk, 42 TY LT EEMMIL T, LVELDT7r—
EXRICTHEEHRELET, Ly, BRLAEMBENICRELZSESE 70 —%
K2 ERTEET, LB - T, EORERYITF ¥ — K T200 540 7 o —#Hl 23R L7
e, 1000 oV > Ui ef el —lce—RRanEd, —FH, 7e—0lERr— KT
X, IR OIS 1000 o 7 v —8HlF — 2 ne— REhET,

17: 1000 4 D IER T— 43

Found 83,302 Flow Observations (26ms) Show 20 + | (In order | Sampled @
Explore Observations v, [ shorter | (SISl | Show Outiers )
R o
N $ & o %
S o o o o R
o o o e <o
e e e A ) 5 Oher Oer
N A - - )

p;,“;i'gésan\s\

= NV \
Zackooparz{ cosgrréanaradzadresos),

zookeepera
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18:1000 DY > FILT—4

Found 83,302 Flow Observations (30ms)

Expors Obsenations [ Srorer (Rl [ Srow outers

-
e““‘e‘
o~

([Show 20 ~ ] [In order [ Sampled @)

B B0 0BT — 2 OEE. T _XTEALREZ TN 909 NHIEE DL, o7V
VT OGE TN T —Z BNER SN SE TR EN TV D EICER LTS

Wy,

pEe % D
WENDOENZIR > TH— I NVE N7 v 735 L. BIREHEBPER I, FO8@IRFEPHIC—
THBMT —H DOLNFRREIND LRV FET, SEHEESZ Y v 7 35E, WOTHIRINA
FHEMRCTE ET, —EIUEEOHO A ERTEEd, BT —2D U 2 " REHFRIN, &
WLTFEHT — % OB NERINET,
B 19 #INEEE = L HRED

Found 83,302 Flow Observations (32ms)

Explore Observations v, | shorter | [JEIUgRgll | Show Outiers
«©

e
N
R
o

Show20 < ) (norder[Samped ®

o
o

o
186201638 15036155412,

‘200755 20000279048,

@
16516048 1a7632efad 1451
25tdesnazec2d0Ie2dla2.

Y Timestamp
Aug 3 3:02:00am
Aug 3 3:02:00am
Aug 3 3:02:00am

Aug 3 3:02:00am

e —

Consumer Name 1

Unknown

zookeeper-1

Unknown

collectorDatamover-2

+ Download table data as JSON

420730546 0250808

congFr0aTatzedTOSeR.

A s7ctcsaestaranecs.

Provider Name 1}

zookeeper-1

orchestrator-1

resourceManager-1

S
bsB67dS 16254ct5cbcts

C16a9544115001 619447,

Consumer Address 1 Provider Address 11
54 1
13 1.1.1.252
1.20 1
27 1

D247 0 b F—IN\—Dn%E

Ta—0OHH (7 T7A4T 2 MpP—=_—=Fd T a g F—/arya—~<DNHE) 1%, Mk,
HERRY > —#it, BXO@EMAICE > TEHETYT, IXThO2=F¥y A 70—l 774
TR EY—R—DSENH Y T,

m oo

151

1.136%

10064153 ——""

Consumer Port T
8301
40971
8301

8301

Provider Port 11

8301

53

8301

8301

Workload

Other

Workload

Other

Workload

Type 11

Workload

Other

Workload

Other

Typell

Service Name |

Unknown

DNS

Unknown

Unknown
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55472 r—n—nnE |

7= &z 0E. HTTPS #{#H LT Web —3— (192.168.2.1) [TV BRXAFTBH7 74T b
(192.168.1.1 ~192.168.1.3) B HH%4E. BH. HETLA— ML 1025~ 65535 DFEFHAO 7 =
ATNHR—KTHY, 5EA— ML 443 TT,

R20:0 5472 b—N—DH4E

EWER T T4 T v M —"—OFHHIFKRDO EEY TT,
« 7 FAT R 1 192.168.1.1 ~ 3
o H—3— 1 192.168.2.1
« h—E R : TCP K— b 443

HEIRY > —mIc k> TAERSNEZRY —id, UTORITRENTWEYT (Elllo= > R
RA Y IR —FERTHWET)

B 21: £ Enf=R) o—

Client

TIZT, IIAT b EV—R=DF RO R o 728G (RIEMEZRSEE) . (RO XD
W72 F£9,

« 7747k 192.168.2.1

e P 192.168.1.1 ~ 3

e —EX T2 AFLR—FDYU X (45680, 51112, 45553)

RIZ, EROREMRSETIE, ERSNTERY —ZROKD L5 IZR DTN H Y £
—é_ﬂo

o
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B v ommssm

22: FIERER 4R

e

Client

ZORER, RV —0@EMAICBALTENEZL DY Y—ARNHESNET, 51T, R T—D
WHTHEIC L > TiE, 192.168.1.1 ~3 TEY#EZ 7 = ATV KR—F2EHLTH, 192.168.2.1
T 7 ATEFERA, 72& 21X, SecureWorkload YV 7 b = 7oV —mEHE2FEHT 55
AL Bk 7 Z A4 T v Web (ESTAB) ~DuEi AR U > —1%, Web48 CHDZ 747 > b
WX o ThER SN NT 7 027 (NEW, ESTAB) & —HLEH A,

BADAR LT ETCP 7T 7%, 7747 b &V —n_—DJi % ¥Wrd 5 7= 12 Secure
Workload Tl &k 7, /=& 21X, 737 v 2 UDP/AICMP Th 2% AlRetEni & 50>, s
HFEYR—F L TORVWHW B =R S TWb 7o, TCP 7 7 7fF#H (SYN,
SYN/ACK) M7eWh, 2—WF—ERZDOA— =T A Kb—)b A LAZ LT BLOE
DD 2—V AT 4 v 71X, 7u—0knEHlT 70 ET, EFE BEa—
URAT 4 w7 T 100% OFEEITRIESNET A, 7 T4 T2 FEF—"—DFFEIX, i
noerYt—nsA7le v —OHEFORBTHE LN ET, = ——IE, CiscoSecure
Workload ® REST-API (OpenAPI) ZfEH LTV 747 h&H—N"—DF—"—F 1 F)L—
AL, Secure Workload 23f > 7= F a2 B L7 7 v — & A 7O —/3—R— K 55T
& F9, WIZ. Secure Workload IZFNEDNL—LZHHA L Ty 7 Fyr EN-H LT o—
F—A R, 7a—OHFHREESNTWAHIRIICRY) >—24AK LET, F—R"—F 4
RA—NZd8ET D APLOFEMICOWTIX, 7 747 M r— =Ml a 2R L T 7230,
NI —%2FETERL, AERRY P —ZMEEITART 2 bTEES, A —%
ZHLTIIEEN,

oY —2 4 TOHREEIR

BNt —y o MEREEHEY 7 hU 27—V = M., Secure Workload 7 5 A 7
VR AR=GRET ) ALNCRERE TR L ET, ER R — T s N ETT
BHTZ =Y FOREBMEZMET A Z L 2M<H#HELET, 2o —Y =2 M, @72
I IAT v MY == T DI BT _XRTCOESFEIELET, —HIDOU—

Ja— RCENZAET—Y x> M ERT#EA=—Y = 2R TE 541X, ERSPAN
oY —FHEHAL, T TCEELTHBAY U —BRHEIT) 2L 2R LET, 2070120
Secure Workload &M B E T, /o, VA TEITZ7 4 — RNy JIZESN Tk a—U AT 1 v
7 TT Y XL AR EGE L TWET,

ELWI TA4T v M= "—OFRIGHRA R TE 72V E4E . Secure Workload (E . — W —E 3%
DA—N—=F 4 REmFe 2=V AT 4 v 7 ZEH LT, FErONEZHERLE7, E©FE.
Ea—URAT 4 v 71X 100% OREEZEIEL A, FHTLE 2 —ORESOHE ST X
DEEIMS T LET,
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I, R =R oa—2r—2 28357 747 2 MNP —_"—DRETHIESNDIE
’#‘(\\‘a—o

c[EBENZARET -2 PERITEAT=—Y = b (Deep visibility or enforcement
agents) |: REOKEREEA I, Y7 hv=2T U — ENZAMEMHT—Y =22 N E
T z—y = ) A LES, B b= EHTOENIMm SN N T T 1 v
Zr—i3, UTTHMT 22—V AT 4 v ZICh o TR SNET,

s [F5/Citrix/. .. =— = > b ® X 9 72 ADCE > % — (ADC Sensors like F5/Citrix/. . . agents) ] :
INHOT—Tx ME, ADCTNRA ANL T FAT 2 M —N"—DREZNEL, £
DOIEHETE H1EHIR % Cisco Secure Workload IZA MU —=3 7 LE9,

« [ERSPANT > #— (ERSPAN sensors) ] : ERSPAN ¥ > H—Zli 4 254, 2—H—%
MENH DT~ —REDRO T 7 4 v 7 25220 fi{k L. ERSPAN & > —34
RTCDANRENTZ T T4 v 7 HRHECTEDLLICTHMENHY £, Fo, V—7
72— ROy MU — 78O HMEZ KT S22, ERSPAN & —D A —/—
YBTRAI AT HLRNTLIESN, SHIZ, ERSPANtE U H—D 7y h Na v P Efk
INRIZINZ 2 MRSV 5, AN —Z 2%, BHEIARY U —RHOR Yy hU—7 78—
HRE a7 rEAERITR L ET A,

PLFIZU A S ENTWD Netflow 2oV —2HH L TWAEGEE, 22— —3HR Y > —00ri2Bd
TH5X0ELDOFIMEEIYH AT 7L, FISA—NEAERTILERNLY $9, EHE.
Secure Workload 1% 100% TFMETIZR W 22— U AT 4 v 7 2% H L E T,

* [Netflowtz > % — (Netflow Sensor) ] : NetFlow X, > 7V 7 an, EHsni-7 80—
F—A ERELET, ENBLOY TV DT ATIE, 7294 T 2 hF——0D
fErRtERn Kb ET, fErEdRpkbns &, BEIRY U —/Hit & R Y O —EORER
(L, REE X REHC LEJ, NetFlow 7 — 4 13, mEAAMEICENLCWET,
Secure Workload IZt = — U AT 4 v 77— R 7T AHLENRHY 418, IELLA
WEEIEA N —Z IR > TRV Z OFEEENLEIZR Y £3 (72 & Z1E. Cisco
Secure Workload DIV — V& EFT 572 ) o NetFlow T — 4% b —#iDE W7 0 —% K,
EKLTEY, [FEEMEIL NetFlow 7 — X 2 4£T 5T 3 AKGFELET, 77U 7r—
var 7 IANY arire—7 (i3 —\—n— RFRZ %) 7L L3/L4NAT 7\
ARENLIEAT 4 v F o7 7a—0X 5 efikiaa— A7 — AT, Secure Workload C
NetFlow #fEH LT, EO7a—»3 Moo &7 v —(ZB# LTV 25 H % Secure Workload C
A LT D L EHELE L E 9,

7 74T 2 MY == ORI, RO EED TH,

JO—OJATFa—Y— (BlaY—/n\—) Laria—<7 RIS
AT k) OFEA

P—_—ZH T oIS HE (E<OHE, ta—U AT v 7)) BEEHY %
To

s B —BSYN A Road ZERIHT DL, F—"—2HETE ET,

| o
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s RHHAN—R RO A = =2 NI TAT U M ERRINET,

cEEWVET L WE, Y= A"—3 L 07 T4 T FEBELET, R, 2 I47
v RAR—= FORIHESWIE, T2 v e PRENET,

EJENANL X, SYN _ANALYSIS/NETSTAT > USER_CONFIG > DEGREE_MODEL DT,

SYN_ANALYSIS (22— —gE L 0 b m W BRI A 52 B Dk, 22— —&EITH <
RAOTAREMENRH Y, B —NT T Ry —RZRENLT D20 DR BOEHRRA v b
o T\ EEZ2 N5 5 T, DEGREE MODEL |38/t = — U AT ¢ v 7 DMERET D
T Thy ., FEL 100% Rt 252 LIXTTEERE A,

IITAT Y b —=R_—fHOE 2=V 2T 1 v 71X, ZORHTUAaNRELRLS L, ik
BINZT Y AL 2B L TWDICHEADLT, 5 E<HEELLRWVWSEERHY £, 2oLk
B&rl%, OpenAPIA ¥ —7 = A Z%MHH LT, BEFIOS—/N—FKR— M7 7 A TEET,
COREFT|EO 7 —ZTHEH ST, ZOREURE (DFED, 4%) O7r—D~v—F
JIZORHFELET, Tk, BEOMUFETIT RS, T+ —A Ny 7 OFEHEDOFEE LT
fEHATEET,

Fo, FFEO 7 —02HT, 7747 R R—Dv—F 2 TV EBEVIR LYV B R0
EICT 2 bHEETT (ME-TWeh, WHETANPEREINZHAETH, 7r—
Z— N0 LB ENDICHoNT, REoREE & bIcBbLx9) . %L ED
BN OFHIC L0 | RVBEIBMOFE % EEEXTxET BEFo7e—0r7 747 b
== G LY £7) , S, [T —OFRHIkY ] O~—F o 7 ORE
. EAVWETAR—=ZAD~—F L JICOBEHASNET,

hont—a E—F

T7 AN T, 2=V hO7 r—ohtBEEE— FIE TR T, f0kIE, Zhasdl
HATREZ2ME—DE— R Th Y, B ENT-T_XTOT7a—RNZEN L0 7 a—IZT 57
Fre b=V = MZEoTLR—FENTWE L7, #BEHIIE. Ty ML A b
¥, TCP 77 7, fisiat. v N —Z#IE, SRTT 2 ENEENF T,

COFDOLUR—=MIZLDBEALEELWVEDOTTRN, LAR— F ELFO 7D OFHEAR N KE
IV ES, £/, FEARI—RATF—ANT T XA T —3 3 UV DOBOSETIRE LB Tlid
WATREME N B D £97,

hont—2 3 0F—RiL, 1EROFME— FL D bBERNABE— N2 £, o
t—varE—RFDTZ—V 2 ME, WJRERRY (DFEV, 7 74T bEV— =% IEREIC
SETEXALHESITV-OTY) 77—l Ao "t—y a2 LAR— 4522 HIELE
4, ZiUE. TCP. UDP, BLXUICMP 7 u—IZ@HA SN E7,

ZEME— R TlX. TCP/UDP 71— D4, 52 S 7m— GEELESGEDIP, H#E T & 55E
OFR—F, BLXOFm han) #LR—FLET,

— 5T, Bont—ra = RTHE, B2ELF—MI FLL{ERINDIZOVIEEREIN
) TT2ATGNLR—FTHAHED, T—Vxy MIEETR— BB L, 4 X770 —
A=
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Ta—%442 T NE L THRETAZ LR, 2947 b —R"—RHT7T L TU XA HIEFEL
TWET, ZOT ATV XANFE, —_"—FEhEAR— "Bz 7R —k (0~1023) T

D EITEFLTVET,

DD, V) oY== R — 2R LRI A Z LT T r—3a a2
LTWAEHEIEL, OpenAPIA v 4 —T7 = A AZHEHLTU =V ) U —R_—R— N7 /&
ATEET, ZOREFTBEO 7o —TiFT@EHINT, ZOREELE (DF0, 4%) 07
B—Dv—F L SNIOREELET, h—"—F— hEKi#E{LT 5I2iE,  [Client Server
Configuration] ZZM L T 7230,

Hont—varT— RO -V bR — M, M I EnEERREERTWE
T, BRENTZT 4=V FOZERY 2 MIkOLEEBY T, TCP/UDPEETR—F (=7 =
AZNR—R) . MEHFEAESETCP AR vy 7 TCP N Ry = A 7347wk, SRTT (=
A7 afy) | NGRSy AR, FIHRIEEZ: SRTT, HIIE S Au 72 A8 )5 [h)/3 5 T gk
T4 v Ry B ENNAS R/ MSS, BT A1/ )5 17 TCP %15 Window Zero, NEJ7 [71/3f

FR—=A " =5 NaH M R S—A A X (KB) .

Hont— g T — REENZT A1, V72T —V=20 FORIE] ITEEND
[T —OWHHEHRE] 73 ar28BLTLIEE N,

Tz " e = R CLAR— T 3L TT 52 L TEHELNDHEE,
R, TCP 7 a—p/—k 7 —Y BEEOH —E AR — K TY v AT 5 —E2D%,
TV bOATVHIRAR Y, BEOERIZL > TERRLGFEELHY £,

=)

—HOT—T = D [t — gy F—FREF T DHE, 7 —RERA—V OB
R RN E—Y g 7 —NRETLHARH Y 77,
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