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{
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"ports":"8080",
"proto":"tcp",
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binder f Y AT XL, CIPTCP A — FDOHRELZEFRLET, MO VTE, XA &1
VAR ZOME (15 3—) ] #BRLTLLEE N,

{1
[
{
"when": {
"role": "server",
"proto": "tcp",
"ports": "44818"
}!
"use": {
"type": "cip"
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o1 ozxry 5055 4—4 [

]

embedded_cip_path
HOIAEINTZ CIP it N A & A AN B THERT DN E I aRELET,
B s
BMVREF. RDEEYTY,
* "false"

o« “HBIABFTHENTZ CIP 7%& (v0x2 ox36" 72 F) .
TIAILME: "faise”

unconnected_timeout

T 7 XN NOREEGTI A LT U NEREMTHELET, CIPERA vyE—I27 v ha/LE
HOZA LT U MENEENTEL T, TCPHERtd 72 ¥ OARBE /e [FIRFE R O e KEUZ#E L7
BAE, ZONRTA—ZTIRELLEDEOM, VAT ANA v =V OB ZELET, ¥
A== TTDE, MOBERHADAR—=ZAZHET IO, A vE—U0NHIBRSNET,

0ZEETDHE, 7 baVEEDOXA LT U RBRESINTWR2WNWTXTONT 7 4 v 7R
BN Z A LT 0 M0 F97,

EIA S
BHEhAEE : 0 ~ 360

T4 I MME : 300

max_unconnected_messages

TCPHEL & 7=  DORIFFARBECIP A v B — YV O REZHE L T, BISEDOE £/ 5 FEE
PEDN D 2 RIRFEESR DI RBUTRET D &0 VAT MIZOHEREZH T3,

IS
BNAEHE : 1 ~ 10000

T4 ME : 100

max_cip_connections

AT LN TCP #5¢ Z & AZFF AT 2 [RIRf CIP 2k DI REZ R E L £ 7,
LR ki

BANGER : 1~ 10000

T4 MME : 100
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CIPA VAR ZDI)L—IL

cip f YART ZD—)VEFHNZL, A XV FEER L, 4 T7A4 VBT, BT
e Fay 7 LET, .

R2:CIPA VARG BEDIL—)L

GID:SID =L A yte—2

148:1 CIP 57— DA MFE > T\ 5 (CIP data is malformed)

148:2 CIP 7 — % | ODVA JEHE|[ZHEHL L T 72\ (CIP data is non-conforming to
ODVA standard)

148:3 CIP Bt DR A 2 T\ %, S bRV H S TO RO HIER
S 47 (CIP connection limit exceeded. Least recently used connection
removed)

148:4 CIP R ER DOHIRZ B 2 T\ D, b iTWERDBHIFRS 2 (CIP
unconnected request limit exceeded. Oldest request removed)

CIP A VAR EDEAL—ILDF T3y

cip_attribute
CIP Btz e oMt T A —4,
B b

Ui ‘777( I cip_attribute: <range operator><positive integer>; ER cip_attribute:

<positive integer><range operator><positive integer>;

BINEE : 0~ 65535 D 1 DLl Eo—HOHEE L %3 G OERITIEESh TN D
range_operator @D 1 "D,

5l : cip attribute: <100;

cip_class
CIP 7 7 ZAZRET DM AT A =4,
B b

SRV R cip_class: <range_ operator><positive integer>; 7% cip_class: <positive

integer><range operator><positive integer>;

BINEE : 0~ 65535 D 1 DL EO—#HOHEE L £ 3 fHOFUHESN TV D
range_operator @D 1 "D,
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op 1 2 zxRy 2 DBAL—LOA TV ||

£l cip_class: <25;

cip_conn_path_class
CIP i/ N A 7 7 A2 RET 2T A =4,
A kR

DAY R cip conn path class: <range operator><positive integer>; F2iE

cip conn path class: <positive integer><range operator><positive integer>;

BHGME : 0~ 65535 D 1 SDLLEO—HOREE LK 3 HliHO B ESNTND
range_operator @D 1 D,

£l cip_conn_path class: <85;

cip_instance
CIP A Y AZ A WET DM T A =4,
B kR

:/DQ “J7X . cip instance: <range operator><positive integer>; if:li cip instance:

<positive integer><range operator><positive integer>;

BINME - 0~ 65535 D 1 DL EO—HOFEE L% 3 fHHOFAIBE ST D
range_operator @D 1 D,

15'] ! cip_instance: <15;

cip_req
CIP ZRZMRET DM AT A—H,
:/D/)'l ‘y’JZ . cip req;

15'] . cip reqg;

cip_rsp
CIP ISEZMRETDMHANAT A =4,
DR YR cip rsp;

15'] ©cip rsp;

cip_service
CIP y—ERZMET LM NT A =4,
A - [lbe

:/\/9 vy R cip_service: <range operator><positive integer>; Ol cip service: <positive

integer><range operator><positive integer>;

BXEE . 0~ 127D 1 DL EO—#H O L £ 3 @iHOFENITHEINTND range operator
D12,
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i ! cip_service: <50;

cip_status
CIP IGEAT =4 ARET HMHNT A—H,
B Mk

:/97 “J7Z . cip status: <range operator><positive integer>; ififi cip status: <positive

integer><range operator><positive integer>;

ﬁ;j] @:ﬁﬁ 1 0~255D1 Oui@*@@%@ <1: 2% 3: %ﬁﬂl@ﬁérki:?ﬁﬁ é ZPL“CI/ \A) range operator
D12,

5l : cip status: <250;

* 3:sEEDHX

#HEORX HETF B
operator i
< SURORAND
> Fi & L TREND
= L
# FLL 2
< LT
2 PLE
j operator k
<> JEODBRELS, kI BN
<=> jUETKLTF
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=
DCESMB 1 VAR 4
*DCE SMB A VA7 Z OHE (29 ~X—)
*DCESMB A » AT X D/RT A—HF (32 =)
*DCE SMB A > A7 X D)L—)b (36 2—)
eDCE A Y AT ZDIZFANNLV—NLDA T a3 (39 2—)
DCESMB £ AR ZDHELE
B AT A AR Z (—ER)
Rk R
AVABR VA BAT ~</VF ko
ZOMDA AR PN L
ﬁ;‘{j} true

DCE/RPC 7' & f 2/LiZ kv, BlxDFy U —2 RA N EOTav AR, [A—AKRA MIEE
SNTWDLEGE LRRRICBE CTE £4, BF. 20X 5727 vk AMiBEIXHAA MET TCP
B L ONUDP #& 1 THizik S4VE T, TCP #5125 TlX, DCE/RPC 7% Windows Server Message Block
(SMB) 7& ha/LE£7=(% Samba TEBIZH T LEND Z ENH Y £9°, Samba 1X.
Windows <° UNIX % 7213 Linux DAL —7 4 V7V AT ANLER SN DRARK T etk
AMEEICHEH SN DA —T 2 ) — 20D SMB FE#E T,

2L A EDDCERPC =7 A7 1A M, DCE/RPC ¥ —% (v hU—7 [® Windows F 7~
IZ Samba B L CWAEEDE A R) x4 L L7ZDCERPC 7 74 7 > FPERTEALE
T, T A7 v A MIYP—NIEETHLRET DI ENHY T,

IPIZE VI _XTDODCERPC kT v AR— R BT/ ENET, TCPIL, SMB72 &,
ToHaxy g B DCERPC Z{5iE L £1,

dee_smb A Y AXRZ ZIE, SMB 71 F a/LTaxrs va VI DCERPC i L, ~y 4 —FK
RT =477 7 A MONAFREDT v AV EFORMEEZEA LT, ROZEE2TVET,

Snort3 f VARG A1) T7 LR .



snort3 4 > 2<5 45 |
B oceswe < x<ss0mE

*SMB kT v ZAR— K TH 7 E/ILEN TS DCE/RPC Bk L ISE A LET,

* DCE/RPC F—& A N U —AL%&45347 L. DCE/RPC ~F 7 1 v 7 NO R 7B E & [BEEEL T
R L £,

*SMB 7 —% A MU — A% L, HE 7 SMB BIE & [RIREEfT 2 i L E 97,

*SMB Ot 7 x> MbZEfREER L, DCE/RRPC 2T 77 7 LE7,

L— VT THEETCE S L HICDCERPC T 7 4 w7 HIEH L L9,
WDOEIZ, DCESMBA > A7 ZNSMB k7 AR— FD7=DIZ N T 7 ¢ v 7 DU % Btk
FTHRA PERLET,

Port 139 or 445
L

IP TCP NetBIOS SMB Connection-oriented DCE/RPC

dce_smb A AT ZITEE . NetBIOS v a Y — 2RO =)L/ 7 TCP A— bk 139
My EIFFERRICFEES N TS T =L 7 Windows R— b 445 TSMB h 7 7 ¢ v 7 &%
fELEJ, SMB 2/ DCE/RPC DIRZELIMNZ & ZHOMRER o H 72D, A A7 X% SMB
N7 74 v ZMNDCERPC b7 7 4 v 7 EIGELTWENE I MEETT AR LET, mEL
TWARWEAITAE 2L L, BEL TV AEA T 2k T LET,

dee smb A VANRYT ZDRT A —42 LEEEEORHBIIZIL, Microsoft Remote Procedure Call (MSRPC)
& FEIEL % DCE/RPC @ Microsoft D3E4E L | SMB 35 KUY Samba Dl T3 & £V TV E T,

B—=7y FR—=2DKR) > —

Windows 33 &2 OF Samba @ DCE/RPC D3| R &< Be 0 £4, 7= & 21, Windows D3 =T
D/N— 73 %, DCERPC ~7 7 ¢ v 7 O bR RAID 7 7 7 A D DCE/RPC = > 7
XA MID ZEHA L ETA, Samba DT X THONR—T 5 0F, BEDO T I AL FOa s Tx
ANIDZFEHLET, o, FFEORBEMFOH L A5 572912, Windows Vista Tl fl
DT TT A D opnun (BMEEZ =) ~v X —7 4 —)L R&ZfFEH L E35, Samba & F Do
FTRTONR— 3 O Windows TIERED T 7 7 A2 RO opnum 7 4 —/V REEH L ET,

Windows & Samba @ SMB O FEIEITIIREZ B WA H D £9, 7= & 2 1E. Windows 1X4 RIfT &
A T OEVERFIZ SMB OPEN 38 L OVREAD =1~ > K&k L £ 9728, Samba (I hbDa~
VREEFELEE A,

FDT-0, dce_smb/]) VARG ZIZ =y hR—AOT Fa—F 2 HEHLET, dce_smb/]):/
ARG BA VAR AEHET DL policy /8T A—H[XDCE/RPCSMB 7' 2 |k 22/LDEHEA
MELET, 2NEaARA MEREMAEGDLDEDLZLET, T7HNLEDX—F v b_R—2ADH—
NW=RY T —DHELSNE T, HEITG U T, iR A ~3s KL VDCE/RPC SMB D 324 2 Xt 5
ETHEBMDA AR ZERETEET, T 74NV NDOE =5y hR—=ZAOH— /=R

U —TCTHRIE ST 5 DCE/RPC SMB D FEEEIL, BID dce smo A 2 ANRT XA VAL ADKT
B> TV NWTRTORA MIEH I ET,
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ncesme 1 > 2~x4 20z [

dce smb A AT XN policy /NT A —H L CH2IZTE 5 DCE/RPC SMB O 3137k
DEFY T,

* WinXP (¥ 7 #/V 1)
* Win2000

» WinVista

* Win2003

* Win2008

* Win7

» Samba

» Samba-3.0.37

» Samba-3.0.22

» Samba-3.0.20

274 ILRE
dee smb A Y ANRT ZIE SMBAA—V a1, 2, BEXO3DOT 7 A VR EZ Y R— M LET,

dee_smb A VAR ZIL, WHEDSMB 7 7 A VIREZ R LE T, TAUTIL. 77 A VBRI
KDBT77ANEA T EBLOMERE ., file data V=N A T a v DORA LV FZORENEG EIN
FT. dee smb A A ZIE, file id A Y AT K (Snort3 A —TF YV —ARFa AL RNT
MBI EI N TE Y | https://www.snort.org/snort3 TATFR]) &E#E L THEHT 554G, SMB /N—
Yarl, 2, BELO3O@HD SMB 7 7 A MEEEDHREEZ Y R—FLET, 77 A k%
ﬁiﬁﬂlﬁ‘é W, PEEIZIS T file_id A ARG Z 75?1%5}2 L. dce_smb smb_file inspection
BEWsmb file depth /NT A—H ZRE L E T, smb file depth /X7 A —H X file data IPS
N—VF T2 a VPR TRA L EDGRME LT, file id DHERT D7 7 ANT —X DA |
BAaEaRLET, FEIC W TIE, https://www.snort.org/snort3 AT R[REZR Snort 3 DA —7"1
V= ADRF 2 A FEBRLTIZEN,

xi#Et

dce_smb/( VARG X, TTT A ]\’ﬂﬁéj’bfl?‘—§/\c&/ rOUV T TITNAEYR—FL
TWET, ZOREIL, 17 A F— FT, BERKECPAETINDOAIOHRET B AD
BWE Tz /7 A7 v baxy v TF LD, 7972 MeERH L CENBRKREZE T
AT beXx v F LT 50BN L ET, RElbzBhcd s &, ZEOBKRMIIE
ETARREMERH A Z LITHEELTLLZEN,

Snort3 f VARG A1) T7 LR .


https://www.snort.org/snort3
https://www.snort.org/snort3

Snort3 1 Y ARY 4 |

B ocesmB xRy s0/85 45

DCESMB A/ AR ZDINT A—4

DCE SMB R"— F D& E

binder f ' A7 Z %, DCESMB R— hDOEREEZEFZ L ET, iMooV TIE, XA %
A AT ZOWE (152—=) ] 28R LT TEE N,

1 :

[

]

"when": {
"role":"any",
"service":"netbios-ssn",
"ports": ""
}!
"use": {
"type":"dce smb"

max_frag_len
KEEDTZDIZFHF SNDIKT T T A MREZAA, PRALTIRELET, KV RERT7IT
AL NERBT D56 A VAR ZiE BT OISy ba sy T oV E IO A X
ZELET,

)

GE)  ZONRTA—ZTHRET HMHEIE, HRICRHT 2720V — IV TTF — X iR 2 %ER D DR
SPULICT2RERHY £F, TXTOT—FOBENERIATOND L OI2T21iE, 7
7V MEZEEH L ET,

B ORK

BN EE : 1514 ~ 65535

T 74 IL ME : 65535

smb_max_compound

1 S0 SMB 2R TELS 5 2~ o RORKREEIEE L 7,
B R

BINER : 0 ~ 255

TIAHILMME: 3
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DCESMB « > 2~ 50552 —4 [

smb_max_chain

FFA SN TWVWDEFESMBAnNdX 2~ > RORKEERRELET, @, ZHOEME AndX =2+
v RITRELREIMEEZE L, BAICI > CIEBERITZ2 /R L CW D AREMERH Y £4, Hfia~
VREHWLAVESITLAEEL, i~y FOKOMEZESCT 5100130 245FE L E
—é—o

dee_smb A ¥ AR ZITIRMNERE A~ FOFEE T 7 ML, BET 5 SMBA AT 2D
I—IVINEZITHY . #fEa~r FOBEPEREINTWAEEZELWNZENLL EOLEIZIEEA
Ry MRERENET, Tok, AERFITSNE T,

AR NEEBR L, AVITAVEBRTIONRTGIA—FOMEOH Ly N2 Ra vy 74512
X, L—/L 13320 AN LET,

BB
A& : 0 ~ 255
TIAIME: 3

disable_defrag

7T A MEESITZDCERPC b7 7 4 v 7 LT oM E I ERELET, AT
% &, dee smb A VAR HITEG B LT DCE/RPC 7 — X & /Lb—/LT VUG LE
TN, 797X MEENTZ DCERPC F—4 TChOx /s A7uA v RELTIVRAINHD £
—éﬂo

disable defragld. bt 77 4 v 7 &l LaWFikME 224t L T2 msib LE 328, 13
EANEDDCERPC =7 A7 A i, =7 270 M@t 2 7774 MeaRITLE
T TONRTA—ZEFNTDHE, O 2T, hDOIEEALENSA RAZ N, B
BN KEICEAELET,

. 7— Ll
*EE?JVME . true, false
7—\'\77]'}b I‘ﬁﬁ . false

limit_alerts

DCE7 77— 27 n—TLDEX/ T LITRR 1 DICHIRT 2008 5 a2fEE L £,
B T— Ll

BINE : true. false

T4 ME : true

reassemble_threshold

V72 TNENE Ny b= L D ANSEET HHICF 2 —IC AN D IZ1E. DCE/RPC
Db & e b Ny 7 7 OF/ISA MEETRELE T, ZO/RT7 A —H%, TR EE{E)
FEITSINDRTORNVERE T 27 a1 NeRT 5B R"HA7D, 1 T4 F—RT
BB ET,
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BWMEZEET D L, RUBREOTEENE <2 ET0, AT r—~  ATER L JFT
AREMENN D 2 Z LITIEBE LT EZEV, ZONTA=F /G LTIHE1E. N7 +—~v R
DB T A NTHLEND Y £,

fEolx. VTt 7 z8mc UET,
B ool
BEMNLEE : 0 ~ 65535

FTIAIME: o

policy

FToARBOR Y NT—T v T A N DX =7y MR A N () 2MEHT D Windows
F 7~ 13 Samba ® DCE/RPC DFEEEAIFETE L £,

B FIEK

EIAAE  win2000, WinXP, WinVista. Win2003, Win2008. Win7. Samba, Samba-3.0.37.
Samba-3.0.22. Samba-3.0.20 /5% L 7= XF4

T4 I ME : winxp

smb_max_credit
RIBLDER DI R A HFE L £ T
BB

BRNIREBE - 1 ~ 65536

T4 ME : 8192

smb_file_depth

T7ANBSMB F 77 4 v 7 TSN L EITHREIND AL MIERELET, il
file dataIPS/V— VA7 a U CRRE LGN GHEY £ (https:/www.snort.org/snort3 T
AFAREZR Snort3 A —7' Y —A R¥a AL TS THET) .

77 A NOREEZBEHT LT, -1 BREELET,

7 7 A NVOREE WHIRIATH 2 & 2RI, o ZEEELET,
BB

BRGERE : -1~ 32767

T4 ME : 16384

SMB F 77 4 w7 TT7 7 ANHBHINIEGE . smo_file depth /3T A—H L[ file datalPS
N—NVF T a TRESNIZRA Y ENLEIG L TA VAT IR HERT D7 7 A NT —H
DAL "METRLET, 77 ANVIA T LEBLZRET D20, dee_smold, file id A A
~T K T?ﬁﬁéﬂfi enable type, type depth, enable signature, j;SJ:U\ signature depth )
WNIA—=BEMERLET, file id M VAT ZOFEAMIZ- OV TIX, https://www.snort.org/snort3
TAFARE/: Snort A—7 0 VY — A RF 2 A 2SR LT EEV,
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DCESMB « > 2~ 50552 —4 [

memcap

A AR ZIZEND B TOENDIKRAE VHIRZ NS MR THRELES, KAEY Fv v
TICET D, EITEBT D &, dee_smb A AN ZITHEIE O ABE DR HIRWT — X
%EJI@?L“C FVZL OEMELEAHLET,

B OREH
BN EE : 512 ~ 9,007,199,254, 740,992 (maxS2)

T 74 IL ME : 8,388,608

smb_fingerprint_policy

A 2 ANRY A D SMB session Setup AndX DR & IRNE THB STV 5 Windows X— 3
F721X Samba D NN—V g U EBHTLILOICLET, BHEINZ/AN—T 3 VP policy £ VA
R HDINT A —FIFRE I TV D Windows 73— 3 » F721% Samba N—T 3 L R7p D
A, SN RR—=Ua r TCEDOR Yy Va VICRESNNTWAN—=V g Y ORINB A —/N—F
A4 FEShET,

7= & 2 I1E. policy & Windows XPIZFRE L, A » A7 %73 Windows Vista Z #H L 72356
A VAR ZITFDE v g 2 Windows Vista R Y —F A LE9, FOMOEE] i‘?l%
BEAMTT,

B HIIER
ﬁ;‘j]tﬁﬁﬁ : none, client, server, iflﬂi both

o =R~/ T AT b [\t /7?7\1‘09 ‘/“—y/l)7o7é—f*ﬁﬁj—éb\:ﬂi\ client 7551%)EHL/
EJ RN

« JTAT VMNP —s— [N /7“Cﬂ<°U “/‘_‘54)70%*ﬁ§ﬁ—5blﬂi\ server %@‘iﬁﬁb
£75

=R~/ TFGAT VN NT T T T TAT VNP —=R—= T T 47 TR —%
MBI 5121E, both ZEH L E T,

» Windows F 721 Samba D/ /3— g U HE Z BN T BITIE, none ZFEHL F9,
T4 I MME : none

smb_legacy_mode

smb_legacy mode 73 true DIGH, VAT AISMB A=V a1 NF 7 4 v 7IZD&H SMBRA
= EHEAL, T A T"% k& LTSMB/Y—T 3 1 24 L T DCE/RPC {2 A/L—/b
% DCE/RPC N7 7 4 v 7 ZHALET,

smb_legacy mode S false DA, VAT AISMB/X—T a1 & 2% L CSMBEA/L—
N T T4y 7 AL WEFITLET,

e NR—T g 708 70X DBE, VAT AEISMB A=V g 1 OBD T UAR—FEL
T SMB %#{#fH L. DCERPC {2 A/L—/L% DCE/RPC 57 4 v 7 @A LET,
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e NR—=T g Tl UBOBRE, VAT ATISMBAA—Va 1 E2D T AR—FELT
SMB % f# f§ L CT. DCE/RPC & AL —/L'% DCE/RPC F 77 4 v 7\ ZHA L E 9,

B S — L

ﬁg‘:j]t;ﬁﬁ . true, false

T4 ME : faise

valid_smb_versions

AT % SMB N—2 3 Y EHRE LET, HED SMB N— g VIRAXFTREID £,
B 55

BHIHE : v, v2, v3, all

T4 MME : a1

DCESMB £ AR ZDIL—)L

dceismb/lj‘/X/\oyy@/l/“‘ﬂ/%ﬁij”: L. AV bEAERL, A0 T4 VRBRTIE, EMN
Ty heERay 7 LET, .

R 4:DCESMB A AR 3D IL—)L

GID:SID L—IL A yte—

133:2 SMB : NetBIOS t >+ g v —E 2t v g %A 7R (SMB
- bad NetBIOS session service session type)

133:3 SMB : SMB A v E—U % A 73R Y] (SMB - bad SMB message type)

133:4 SMB : SMBID A3 i) (SMB1 (Z%F L T \xffSMB Tl&72 <, SMB2 (Zx}
L C \xfeSMB T72\»)  (SMB - bad SMB Id (not \xffSMB for SMB1 or not
\xfeSMB for SMB2))

133:5 SMB : EFEH E 72 13E Y 4 XN AREEY) (SMB - bad word count or structure
size)

133:6 SMB : /31 MDA Y] (SMB - bad byte count)

133:7 SMB : 74—~ v M2 A FR3AREY) (SMB - bad format type)

133:8 SMB : 7% v 23 ARiEE] (SMB - bad offset)

133:9 SMB : AT — 2R a7z > Tu% (SMB - zero total data count)

133:10 SMB : NetBIOS 7 —# £7% SMB ~» # — £ Aili (SMB - NetBIOS data
length less than SMB header length)
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pcesmB 1 > 2~ 20— [

GID:SID =L A yt—2

133:11 SMB : 7Y @ NetBIOS 7 — 4 E3 2~ REAIH (SMB - remaining
NetBIOS data length less than command length)

133:12 SMB : 7 V) O NetBIOS 7 —# Ed o~ > K31 MR (SMB - remaining
NetBIOS data length less than command byte count)

133:13 SMB : 71 @ NetBIOS 7 —# &3~ N7 — 2 A X4 (SMB -
remaining NetBIOS data length less than command data size)

133:14 SMB : 50 OGET — 2N ZDa~v K7 —4 YA XK (SMB -
remaining total data count less than this command data size)

133:15 SMB : XfE Sh7z&EtT —4 (STDubd) B PR END 2~ ROAF
T —4% X {2\ (SMB - total data sent (STDu64) greater than command total
data expected)

133:16 SMB : A MR a~ L R7T—Z %A XA (STDu64) (SMB - byte
count less than command data size (STDu64))

133:17 SMB : XA MDD a~ v KT —H VA X385 (SMB - invalid command
data size for byte count)

133:18 SMB : RO U —HERISE N o LY ) —HEE RN LT E D (SMB
- excessive tree connect requests with pending tree connect responses)

133:19 SMB : {RE PO JEEN D DI ERP LT ED (SMB -
excessive read requests with pending read responses)

133:20 SMB: 22> RF=—2n% T X5 (SMB -excessive command chaining)

133:21 SMB : F=—y /A VERPESSH D (SMB - multiple chained login
requests)

133:22 SMB : F=— U —#§t SR D3 & %5 (SMB - multiple chained tree
connect requests)

133:23 SMB : Fx— /a7 A D%ICn 7473 % (SMB-
chained/compounded login followed by logoff)

133:24 SMB : F=—/MEEY U =kt O%ICY U —n s s (SMB -
chained/compounded tree connect followed by tree disconnect)

133:25 SMB : F ==V EA =T A THRD 7 1—Z31( T (SMB -
chained/compounded open pipe followed by close pipe)

133:26 SMB : #8572 3457 7 2 A (SMB - invalid share access)
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GID:SID

IL—IL Ayte—2

133:44

SMB : #7572 SMB /3 — 3 > 1 )3F /R &7 (SMB -invalid SMB version
1 seen)

133:45

SMB : #5572 SMB/X— g LV 2 03 FK R S 7= (SMB -invalid SMB version
2 seen)

133:46

SMB : —H—_ Y U —ffg, 77 AN, T 4 TS (SMB -
invalid user, tree connect, file binding)

133:47

SMB : @~ ROEAELDEE (SMB - excessive command compounding)

133:48

SMB : 5 —##3F¥z (SMB - zero data count)

133:50

SMB : RAFEDER D g K% # 2 72 (SMB - maximum number of
outstanding requests exceeded)

133:51

SMB : ARAFEE KD MID 23[F U (SMB - outstanding requests with same
MID)

133:52

SMB : FEHELED FREN R T =— h &7z (SMB - deprecated dialect
negotiated)

133:53

SMB : FEHESED 2~ > RMEH S 472 (SMB - deprecated command used)

133:54

SMB : 7o~ R2MEH &v7= (SMB - unusual command used)

133:55

SMB : =~ ROt > M7 v 74 (SMB - invalid setup count for
command)

133:56

SMB: 7 747 Fidtyvary TEESHEO R AT — a railAh
7= (SMB - client attempted multiple dialect negotiations on session)

133:57

SMB : 7 7 A7 v RinT7 7 A NDJEME AR FHFERR/V AT LIS
ERCE 72135 E L & 9 & L7z (SMB - client attempted to create or set a file’s
attributes to readonly/hidden/system)

133:58

SMB : kSN T 7 A NVA Ty RBMRE LY 7 A I A XA
TW 5% (SMB - file offset provided is greater than file size specified)

133:59

SMB : SMB2 ~ v #—|{ZHE LTZIRD A~ o FANA v— FEERZ -2
TV % (SMB - next command specified in SMB2 header is beyond payload
boundary)
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DCE v 2R 5 4 DBAL—LOFTLa> ||

DCE A VARG ZADEAIL—ILDA T3y

dce_iface
WKDar<XY Y OEZEEFELET,
e —EAA X —T A AD UUID,

A UH =T 2 ADNR=Vay (FTFvay) , TTHNVIRET., EOR—=T g 402
#ﬁ L/iﬁ‘o

L=V RERINOWNWTINNDT T T AL MI—BTEDUNERSHDNE DDA v Pr—H
(FFvay) ., T74NVNEEIE BYDOT T T AL FORIZ—HLET,

DCERPC v b a L TlE, 7747 v MIYP—ERAZMNOHTHIIZT—E RISV RT3
WENRHY ET, 77472 ME, N2 RERE—N—|ZHEFT D & X0, A U RED
12U EDOY—E RS 2 —T 2 f AEBETEET, KA1 ¥ —7 = A AFXUUID TE I,
KA —T 2 A ADUUID IEZ—EBDA T v 7 A (FiFarT7FARMNID) &7 2o
TBY, ZOA T v I AEER LT, 77472 EBMFOHLTWLh—ERAE5%OER
TR TEET, —_"—F, AR bDLELTZITANDA ¥ —T =4 A UUID Tk
L. 72947 IR ENLDOY—ERCHEREAT) 2 2FALET, 7747 "M ER%E
1TH &, avTHFARNDBREINDTZO, h—"—1ZT7 T4 T FRERETO-TWNDE Y —
AR LET,

dce iface =)V T a s EERTAE, V=V, JTIAT LV INBEEDA HE—T A
AUUIDIZARA  RERNTWEMNE I ML, ZDITTAT v NERRZDA L H—T = A A~
DERZITH>TVNENE I InE A VAR ZIZBWEDELZENTEET, kY., 4
VANRY BPNA L RUUID #ERTHEM SN2 7% A MNIDICEEMN TS ENTE D
72, BEOV—EANEFITNAAL L RENTWDHHEADORBKBRAMEZ YRR TE 7,

dee iface A7 v a id, A VAR X TOaxy v a MO DCERPC (ZXT 54 —/3—D
Bind Ack it & Alter Context JH2E 721 T2 <, 7 74 7 > b® Bind E3K & Alter Context Z K
DEBNLETY, Bind¥ LW AlterContext R T L2, 7 T7AT 2 MI, A v F—T AR
HZMT HT2DIZDCERPC Y v a VI SNAE A #—T = A A UUID DN )b
(F721Far 7% AMID) b2, A F =724 AUUID DU A MERELET, H—
N SBE, 7 7AT 2 MINEREAITH Z e HFAITHA4 X —T oA AR LET, T
I FFEDA X —T 2 A AL U RTDHI TAT 2 NOBEREZIFT AN MESLET,
ZOBEPNE, BERPUEIND L EIC, BRTEHINLIZ U TFANID 2, ENHANCR
NTHDHA L H—T oA AUUID EBEAMITHZ LN TEDLLHIICTHEDITHKETT,

dce_iface =)V A T a %, ROBEIT—FLET,

cIBE LA X —7 =1 A UUID # DCE/RPC EHRDA % —7 = AUUID (2T %
ARIDIZE-»TEBREND) E—HTD

BLO
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e version BIEMNIEE SIS TW WDy, 72013 version BIE DM EE SN TV T, DCE/RPC ZE
kDA B —7 4 XA UUID &—FT 3%

BLOT

* any frag SIENFETE STV D D, any frag Bl 7e< . dce iface 7T 3 N T[]
FR7 7 A FDOUUID &= 3 VEEIC 8T 5

il -

dce iface:4b324fc8-1670-01d3-1278-5a47bf6eel88;

dce iface:4b324fc8-1670-01d3-1278-5a47bf6eel88, <2;

dce iface:4b324fc8-1670-01d3-1278-5a47bf6eel88,any frag;

dce iface:4b324fc8-1670-01d3-1278-5a47bf6eel88, =1, any frag;

dce_iface.uuid

DCERPCHEHRTlX, UUIDEZNE Yy /2T 4T FRE) Mo T 4700 ELLTE
ENADEIRETEET, ERTOA L Z—T7 x4 A UUID OFBUT, ERTHEELI-=
F AT ATIGE L TERY £, dee rpe A VA7 Z X UUID Z EHLLET, 2F0,
dee_iface /b—/V AT a @ UUID OFFEIX, BEROTZ T 4 7 /CBffRR<, AL LI
R T D MERH D £,

72E2E, VM T AT O,y RERIZ, ROXHICUUID 2R LET,

|£8 91 7b 5a 00 ff dO0 11 a9 b2 00 cO0 4f bo eoc fc|

By T2 T 4T DA FERIZ, kDX HIZET UUID #% LET,

|5a 7b 91 £8 f£f 00 11 dO0 a9 b2 00 cO0 4f bo e6 fc|

dce_iface A7 a v EMEHT S Snort 3 b— L Tld, BROT VT 4 T U AZBHRRL, By S
T 4 T VIEEMH LT UUID & X748 TRTLENRH Y £9,

5a7p91£8-££f00-11d0-a%2-00c04fbbebfc
e
DAY R dce iface: <UUID>;

BEME : v 1332 D 16 #E T, ~"A 7 U TRUIGNTZS DD 7 —7
( XK XHAK KK A DOFA) THERREINET,

11 - dce_iface: 5a7b91f8-ff00-11d0-a%2-00c04fbbebfc;

dce_iface.version

=R L H—T = AT, AU T ONIAA—=Ta v RN FET, A4 —T =
AAD—FON—=T 3 F, FFEOT I AT aA MIxLTEH IR WEER"HY £3, %
D=, dce_iface A7 a s TlLOUEONR—=g B EETRELTC, FEOZ I AT aA
MR T HMEND DN E I M EETE £,

B bR
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DCE v 2R 5 4 DBAL—LOFTLa> ||

:/:/9 I X dce_iface: <range_ operator><positive integer>; E dce_iface: <positive

integer><range operator><positive integer>;

BUNGHE 1 DU LO—HDOIEDON—Y g UFFL, £S5 GHOBATHEIN TS
range_operator D1 D,

1 dce iface: =6;

dce_iface.any_frag

DCE/RPC ZRiZ, 1 DLAED T T 7 A MIAHEITEET, DCE/RPC ~v X —I27 7 7 HE%
ESNTHRIED T T 7 AL MINEROFHDO T Z 7 A "y, HEIOT7Z 7 A2 b, £z
BBEDOT7 T 7 A N ThDHIERLET, DCERPCERNDT —& DR 0% < 1%, DCE/RPC
BRWEMNDT7 77 A b (FTITREERENR) THOIGAICOAHELET, LEN-T,
BOIDT T 7 A MK 7T 7 A2 MZix, DCERPCESRD L W EWTF —2 NE £ E1,
Tol ziE, BERORHPDSAA b (RS 74—V Fipd) NOT—Z ERET 50—V TiE,
BOIDT T T A NUSNDT T T A N Tl T =X 2RHLET, %D 7T 7 A FO
BlfRIE, BEROBENOHIBREOESTAH 7y FEaNET, ZhiE. 792742 MeEhn
72 DCE/RPC 7 7 1 v 7 ORI OJRIK & 72 D v[getEn & 0 £,

ZD7-%, 77 44 hTIE, DCE RPC A > A7 ZFERDFHI DT T 7 A v DR A RE
LET, A AT ER—FOERNOTXTOT T T A Nefib X212 T 5123,
dece_iface /LA T3 T any frag ZIBML 9, fi{b 472 DCE/RPC ZRIX5ELR
FERERREINDZEICHEELTLIEE N,

DUV R dec_iface: any frag;

£l dce_iface: any frag;

dce_opnum

DCE RPC #:/F& 5. #ER SO, FLEFBIEESFO VAN ERAELET, ZOF TV
NE A —T A AR L TIFEITTEL 1 OULOBEOEBIFOH LER LET, 75
ATV IPREDY—EAAL L H—T oA AINA 2 RUTERET %, V—UE, 77
AT 2 I —E A LT T2 TO D BEBIFON L 2R E LT, B LINICHFETET 5
AREMEDH DT AT v A N EHERT HDMERH D 9, B0 LiL, #EE S (opnums)
O_HIABFCTHENZY A ME LTHEESNE T,

e
L UB WY R dce opnum: <opnum list>;
opnum_list [ZIROWT NN TT,
« H—DHHL,
A XGY OEHDOY A |,
s AN OIRANE & T KB ~A 7 TRY) > THRE LB O,
« BRLOMAE D,

H%N7%E : DCE/RPC E R D opnum D U A K,
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1 -

dce_opnum: "15";
dce_opnum: "15-18";
dce_opnum: "15, 18-20";

dce_opnum: "15, 17, 20-22";

dce_stub_data

TOF T a ., AT TAL—AF T a IR < . DCE/RPC & 75 —& OHEFHIC
M= Q=N TRy bf B— RZBBIEL7-OIFH) 2RELET, =
DA 7 g 1%, DCERPC A X 7 F — 2 RNFETHHAIC—FH L ET,

DUAYI R dce stub data;
1 - dce stub data;

=5 @EOHERK

#wEOMX BET B8
operator 1
< SRR
> A& L TREN
= LW
# FLLARW
< LUF
> Pk
j operator k
<> jEVBREL, KLY BASW
= jULETKLELT
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=
=
DCETCP 4 Y ARY 4
*DCE TCP A v A7 X OFFE (43 ~—)
*DCETCP A VAT ZDIRT A —H (45 =)
*DCETCP A v A7 ZD)L—)L (47 _—3)
¢DCE A VAT ZDIRANL—ILDF T g (48 2—)
DCETCP £ AR XA DELE
B AT A AR Z (—ER)
Rk R
AVABR VA BAT ~</VF ko
ZOMDA AR PN 2L
ﬁ;‘{j] true

DCE/RPC 7’1 h /L2 LV, BlxDFy U —27 FRA N EOTmERAR, [F—HA MIEE
SNTWDHIGE LRRICGEECEET, W, 20X )7 ok AMEEIZAR A KME T TCP
ZAr L CHRE SAUE T, TCP #4325 Tlk, DCE/RPC % Windows Server Message Block (SMB)
2 k2L EIE Samba TE S 7 BMMEEIND Z ENH Y £9°, Samba X, Windows <>
UNIX £7203 Linuxk DAL —F 4 V7V AT AR SN HIRARE T 0t AREEIC
EHEND A =72 Y —AD SMB FETT,

2L A EDDCERPC =7 A7 1A M, DCE/RPC ¥ —% (v hU—7 [® Windows F 7~
IZ Samba B L CWAEEDE A R) x4 L L7ZDCERPC 7 74 7 > FPERTEALE
T, T A7 v A MIYP—NIEETHLRET DI ENHY T,

IPIZE YT _XTDODCERPC b7 > AKR— RO TEMbEINET, TCPIX, X THaxy
v a VHI DCERPC #fnik L %9, DCETCP A v A7 X%, a7 3 %o DCERPC %
MH L, 78 haVERORE (N X —EoT—% 77 7 A MOIAFRE) 2 LTk
DL EITNET,

Snort3 f VARG A1) T7 LR .



snort3 4 > 2<5 45 |
B ocetcr L xrvs0mE

e TCP T > AR — FTH 7 B/ ENT-DCERPCE R ZM#H LES, ZiuliX, RPCover
HTTP S— 3 > 1 2 LT TCP THE( S5 DCERPC b ENE 1,

*« DCE/RPC F— & A MU — L %5347 L. DCE/RPC ~F 7 1 v 7 NO S 7B/ & BB T
R L £,

* DCE/RPC % fxiifl L £,
L— VT YT TCTE D L DICDCERPC T 7 4 v HIEH L L E T,

WDOEIZ, DCETCP A AT ANTCP b TV AR—+D T 7 4 v 7 O EERIET 5K
A hERLET,

Port 135
5

P TCP Connection-oriented DCE/RPC

w7 TCP A — K 135(%. TCP S5 v AR — D DCERPC N5 7 4 v 7 EELE
T, ZOXIZIZRPCover HTTP X5 L CWEH A, RPCover HTTP DS, o x 7 g A
DCE/RPCE, KIZ/RT X912, HTTP 4 Lo ¥R E L — 7 » AD%, TCP#EH CEBARE
ENFET,

A=y fR=ZADKR) —

Windows 33 & O Samba @ DCE/RPC D 34T R & < BAe v £4, 72 & 21X, Windows D3 T
D= a i, DCERPC 77 4 v 7 O LIIZHRAID 7 Z 77 A > s O DCE/RPC = 7
XA NMIDZMHEALETA, Samba DT X TONR—V a3 03, BKEDT T T AL FDOarTF
ANIDZFEHALET, £/, FREOBEEFFONMN L 27503 572912, Windows Vista Tl ]
D77 A bDopnum (BIEER) ~v X — 74— /L REMHA LETH, Samba & Z DD
FTRTD/NA—T g O Windows TIIIRBED T T 7 A MO opnum 7 4 —/L REEH L £,

FDT8, dece_tep A VARG BIIE =Ty NR—ADT Fa—FE2EHLET, dce_tcpf &/
ARG HA VAR ABRET DL, policy /N7 A —HX [ XFFED DCE/RPCTCP 7'u k2L D
FEZEELET, ThEFRA MEREMAPEDEDLZ LT, 774NV DE =Sy hRX—2
DY —N—RY =D S NET, HEIDE U T, oA 2~ IO DCE/RPC TCP 0 324
EXBRETHBMOA AR BEFRETEET, 774NV DX =5 FR—ZADH—/3—
RV 2 —THE I TS DCE/RPC TCP D FEEEIT, HID dece tep A Y ANT XA VAL A
DRIGITI2 > TWRNT X TORR MIEH I ET,

DCE TCP A > AT XM policy XT A—H L TH—4 v MITZ % DCE/RPC E#iX
WD EBY T,

* WinXP (77 4L 1)
* Win2000
* WinVista
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DCETCP « 2 <5 20354 —4 |

* Win2003

* Win2008

* Win7

* Samba

» Samba-3.0.37
» Samba-3.0.22
» Samba-3.0.20

&t

DCETCP A L AT X Tl 7T 7 A v MEERIF—% 3% v FERINT Y O UACET
DRANCHBRET DI LN TEET, oML, A T4 F— FT, BRRKIELPFEITS
NORORET BB AORNEBE T 270, by v T LY, 777 22 MuzFIH
LCENEREZRT=7 270, FaXY v T LIV T5DIELLET, Kbz T
Bl BEOBRANBET HAHREMENH S Z LIZERE LT ZE N,

DCETCP A VAR ZDINTG A—4F

DCE TCP 7/R— D ERTE

binder A ' A7 XX, DCETCP R— hDOFHREZEHZE LT T, itz >WWTiE, 14
A AR ZORE (15 —) | R L TLEEN,

1 -
[
{
"when": {
"role": "any",
"proto": "tcp",
"service": "dcerpc",
"ports": ""
I
"use": {
"type": "dce tcp"

]

max_frag_len

AL DT DITHFR ENDIHKR T T T A NEEASL MR THEELET, LV KR&EART7T T
AV NEUERT AEE, A VAR X, KL T AR ATy har T o2kt LTHRE S
Ny A RXZEELET,
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\)

CE)  ZONFA=FTHET DT, HEITRILT 27DV — AV TTF =2 2D MR D
SURICTOIHRERSY £3, TXTOT—ZOBRHDHEEIATOAL LT DT 7
7 v MEZEER L ET,

EIA S
B : 1514 ~ 65535

T4 I ME : 65535

disable_defrag

7T 7 A MUESHTZDCERPC N7 7 4 v 7 b T o0 EIDERELET, 207
A—Z S true DE, A VAR 35| S & B A2 L TDCERPC T —# & /L—/Lx
VATEELETN, 7F 7 AL MEENZDCERPC 7 =X TOxXY AT uA b iks T
VA7 RHY ET,

TDORTA—=ZE, N T T 4 v EREE LW E WD) R H Y | E A EE L TR F
TN, FEAEDDCERPC =7 A7 A NTlX, 797 A MeEFIHL T A7 aA K
ERAWTFITRNITONE T, ZORTA—XEFENTLHE, BBAOT7 A7 oA MOl
ENERANANRZAII, BRI REICHEEL LT,

B T— A
ﬁ&jﬂ;ﬁg . true, false

FTIAI ME : false

limit_alerts

DCE7 77— a7 n—TLDEA T LITRR 1 DICHIRT 20085 2fREL £,
;. T—H

BNE : true. false

?771'}[/ l‘ﬁﬁ . true

reassemble_threshold

V7 v TN ENTEZAT Yy hE—Lm DU CEET HRNCF 2 —IC AN S Z1E. DCE/RPC
DEEG & Fai b Sy 7 7 OF/INA MEEBELE T, 20O/ T7 A= X, mRLRbEbs
FEITENDHROFVERE T 27 a0, N T 2R H 720, 1 T4 F— KT
T HET,

BWMEERET 5 L. FHBRHOFREENE 20 FT0B, T4 —v 0 ATEEEL LT
FREMERH Y £, ZORTA—FEEHILEEAE, N7 4=~ A~DEELET A M
LDUENDHY ET,

fEolx. VTt 7z 8mc UET,
.o
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peeTeP « v 2 <5 20L—1 [

BNEH : 0 ~ 65535

FTIAIKME: o

policy

T HHNBOX Yy NT—T T A v DX =7y bR A N (EET) 2MEHT 5 Windows
% 7-1% Samba @ DCE/RPC D FEIEAZIFE L £,

B IR

HMAAE : win2000, WinxXP, WinVista, Win2003. Win2008, Win7. Samba. Samba-3.0.37.
Samba-3.0.22. Samba-3.0.20 2>5 @R L 7= 3055

T 74 I ME : winxe

DCETCP 4/ VAR ZD)L—)L

dee tep A Y ANT ZDN—VERPNI L, A2 MEERL, 40T A4 EBRTIE, E#ERN
o NEREYTUET,

R6:DCETCPA VARTZDI)L—IL

GID:SID =L Ayte—
133:27 a7 a3 VRIDCERPC : #4872 A ¢ —/3—3 9 (connection oriented

DCE/RPC - invalid major version)

133:28 axy i3 MDCERPC : #&)/g~ A F—/3—3 =3 > (connection oriented
DCE/RPC - invalid minor version)
133:29 a3 7 ¥ a R DCE/RPC @ f&5)72 PDU # A 7 (connection-oriented
DCE/RPC - invalid PDU type)
133:30 ax v a URDCERPC : 77 7 Ay PRy H =P A XK
(connection-oriented DCE/RPC - fragment length less than header size)
133:31 %7 v a YHIDCE/RPC : 780 D7 T 7 A MEMSMLE /2 A XA
(connection-oriented DCE/RPC - remaining fragment length less than size
needed)
133:32 2% 7 ¥ a YAIDCERPC : 207 F A MNEHABMEE ST

(connection-oriented DCE/RPC - no context items specified)

133:33 a3 v a B DCE/RPC : 7k V& 7 ABREE S Tngn
(connection-oriented DCE/RPC -no transfer syntaxes specified)
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Snort3 1 Y ARY 4 |

GID:SID

IL—IL Ayte—2

133:34

a7 v a YHDCERPC : DT T T AL NUSNDT T T A FER
AT ROFR AT — F SN2 KT T 7 A FMEE A ZA
(connection-oriented DCE/RPC - fragment length on non-last fragment less than
maximum negotiated fragment transmit size for client)

133:35

Xy a YBDCERPC : 77 7 A PRP/ARIT T — IR mKRT
T A FEEY A X &M A2 T 5 (connection-oriented DCE/RPC -
fragment length greater than maximum negotiated fragment transmit size)

133:36

a7 v a YHRIDCE/RPC : NA v RETRLDa TR A MDA NME
Fr% 2589 % (connection-oriented DCE/RPC - alter context byte order different
from bind)

133:37

ax7 v a VBIDCERPC : )itk D7 7 7 A MLUSAOIEUHI L ID
M7 T T A MESHTZEERITK LTS NZRFOM L ID & #2 D

(call id of non first/last fragment different from call id established for fragmented
request)

133:38

ax 7 2 a VB DCE/RPC : Wb D 7 T 7 A NESD opnum 7287
T TR MES T EERITHR LTS S 72 opnum & T2 5

(connection-oriented DCE/RPC - opnum of non first/last fragment different from
opnum established for fragmented request)

133:39

axy v a YR DCERPC : ‘&N T 7 7 A PP 2T %A
NID AT T 7 A MESHVIZELRISH L THESL SNz =2 T F A B ID
LIF#72 5 (connection-oriented DCE/RPC - context id of non first/last fragment
different from context id established for fragmented request)

DCEA VARV ADEBEAIL—ILDX T 3>

dce_iface

KD L~<EXEY OEHEEIEELFT,
e p—ERA v H—T = A AP UUID,

A UB—T 2 A ADNX—=V gy (ATay) . TTHVIREL, EORN—=T3 42

—HLET,

o L= VINERINOWTNIND T T T AL MI—HTDEIUNENHDLINE I DDA T —H
(F7vay) ., T7HNVIEREL. DO T T T A ORI —FHLET,

DCE/RPC 7' b a/)L Tk, 7 747 v MIVP—EREZMNOHETEIICY—E RIS RT3
VERHYET, 75472 M, A v REREZ—S—CEET D L X0, 1Y RED
12U EDOY—EAAS v H—T 2 RERETEET, A ¥ —7 = A AT UUID THE X1,
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DCE v 2R 5 4 DBAL—LOFTLa> ||

BALHE—T A ADOUUID F—EDOA T v 7 A (F7iFar7FARID) XTI o
TBY, ZOAT w7 A&BHALT, 27472 bBRFFOHLTWS I —E 22455 DOEKR
TERTEET, ==L, FORbDLELTZITFANDSA 4 —7 =4 A UUID T
L. 2947 EBRERLDOY—ERIZEREITH) 2R LET, 7747 2 MBRERE
1T9&, a2V 7TXRARNDBRRESNDLTZD, F—_"—1FT7 T4 T "RERET>TNDHH—
ERAEZRERLET,

dece iface V= NA T a L EERTDHE, V=X, FTIATV EBRFEDA L H—T = A
AUUIDIZARA  RENTWEME I ML, ZDIITAT 2 FERNFDA L F—T oA A~
DERZETHOTVDENE I MEA VAR ZIBWEDEL ZENTEET, Zhucky, 4
VAR BIPNA L RUUID #ERTHEH SN TF A NIDICHEEMITFHZ LN TX S
72, BEOY—EAREFIINA » RENTWAGLAE OB ZPRTE £,

dee iface A7 v a id, A VAT X TOaxy v a RO DCERPC (ZXfT 5 —/—D
Bind Ack Jin%& & Alter Context J & 7217 CT72< . 7 7 A 7 > h® Bind R & Alter Context Z K
DOBHNMIETY, BindB LN AlterContext R Z &2, 7794 T MI,. AV F—T = Af A
BRI H72OICDCERPC &y v a I SN LDHA 2 —T = A A UUID DY RL
(£ FFARID) &b, A X —T7 =24 AZAUUID DY A MEIEELET, ¥—
NeIGEE, 74T PR EREITH) 2L 2RI THA X —T oA AR LET, 0
I, BFEDA LV H—T 2 AA RNV RTDBTTAT NOEREZITANDINESLET,
ZOBEPNE, BERP/WUBEIND L XIC, BRTOEHINLIZUTFANID B, TR R
NToHALH =T AUUID LBESTITHZENTEDLLIICTHLEDITHMETT,

dce_iface JL—ILF g %, ROBEIC—HLET,
FRE LA X —7 = A A UUID 2 DCE/RPC kDA 2 —7 = A A UUID (27 %
AFIDIZL-TEREND) L —FT 5
BILW
e version BIEMNIEE SIS TV WDy, 72013 version BIE M EE SN TV T, DCE/RPC ZE
koOA B2 —T 24 ZUUID &—FT 3%
BIW
* any frag SIEEDMEE ATV DD, any frag Bl dce iface T g UDNEAID
YRT7 T T A MO UUID &/83—2 g VR8T 5

il -

dce iface:4b324fc8-1670-01d3-1278-5a47bf6eel88;

dce iface:4b324fc8-1670-01d3-1278-5a47bf6eel88, <2;

dce iface:4b324fc8-1670-01d3-1278-5a47bf6eel88,any frag;

dce iface:4b324fc8-1670-01d3-1278-5a47bf6eel88, =1, any frag;

dce_iface.uuid

DCERPCHRTlX, UUIDEZNE Yy /2o T 4T FRE) Mo T 4700 ELLTE
ENADEIRETEET, ERTOA L Z—T7 x4 A UUID OFBUT, BERTHEELI-=
F AT UG L TERY £, dee rpe A VA7 Z X UUID Z EHLLET, oF0,

Snort3 f VARG A1) T7 LR .



Snort3 4 > 2R5 4 |
B oo xxss0BAL—LOATL Y

dee_iface /b—/V AT a @ UUID DFFEIX, BEROT T 4 7 CBffRR<, AL LI
FLR T D MENDH Y £7,

T2EZ2E VM T 4 T DA RERE, RO LS UUID 2FLET,

|£8 91 7b 5a 00 ff dO0 11 a9 b2 00 cO0 4f bo eoc fc|
Byl T 4T DAL RERIT, ROLHICHEL UUID 2% LET,
|5a 7b 91 £8 f£f 00 11 dO0 a9 b2 00 cO0 4f bo e6 fc|

dce_iface A7 a v EMEHT S Snort 3 b— LT, BROT VT 0 T U AZBRRL, By S
T 4 T VIEEM LT UUID & X8 TRTLENRH Y £9,

5a7p91£8-££f00-11d0-a%02-00c04fbbebfc
e ]|
DAY R dce iface: <UUID>;

BIEME : vurp 1332 D 16 #E T, ~"A 7 U TRUIGNTZS DD 7 —7
( XX XHAK KK A DOEA) THERREINET,

11 - dce_iface: 5a7b91f8-ff00-11d0-a%2-00c04fbbebfc;

dce_iface.version

=B AL U H—T oA AT, FRUCEEMST DN AA—Va v BHVET, A X —T =
AAD—FHONN—=2 3 %, FFEOT I A7 v A MIx LTSS TIERWEaR s Y £4, £
D=, dce_iface A7 a s TlLOUEONR—=g B EETRELTC, FFEOZ I AT aA
NEHERTOINERHDHNE I NEFFETEET,

B bR

:/V/)-l ‘y’]Z . dce_iface: <range operator><positive integer>; ifiﬁi dce iface: <positive

integer><range operator><positive integer>;

BEHGE 1 DU EO—HEDOIEONN—Y g UFFE, KT HHOKEATHESNATND
range_operator D1 "D,

51 dce iface: =6;

dce_iface.any_frag

DCE/RPC ZRkiZ, 1 DLAED T T 7 A MIAHEITE £F, DCE/RPC ~v ¥ —I27 7 JHG%
ESNTHED T T T AL NREROBRAO 7 Z 7 A "y, RO T7Z 7 A2 b, F21Z
BEDT T T A N THDHNERLET, DCERPCERNDT —Z DR < 1%, DCE/RPC
FORDIRAID 7 Z 7 A b (FTIEHERRER) THLGAICOABEELET, Len-> T,
WAID T Z 7 A MK 77 7 A2 M, DCERPCERD LV iEWT =4 NG ENET,
T & 21, BEROFEHIDSNAA b (RS 74— RrE) NOT—F ZmHET 50—/ Tl
BAIDT7 T T A NUSNDT T T A N CTllol-T—2 2 LET, BHDOT7 T 7 A bO
BRLGIE. BEROBBIOLHHBEORETAH 7y FanEd, 2. 75272 Mean
72 DCE/RPC 7 7 4 v 7 OFRMRADIFIN & 72 D /RN H D £,
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DCE v 2R 5 4 DBAL—LOFTLa> ||

ZFD7-, T 7 44 b TIE, DCE RPC A > A7 ZFERDFHI DT T 7 A v DR ERE
LET, A AR ER—=HDERNOTXTOT T 7 A Maeid X HI12T 5T,
dee_iface /LA T 3 T any frag ZIBML £, fifb 472 DCE/RPC ERIXFEL7R
FORE R SND Z LIZEELTLEE N,

DAY R dec_iface: any frag;

15'] . dce iface: any frag;

dce_opnum

DCE RPC #/E% 5, BERBO®M, E7I3EEFOV A NEBAELET, 2047V 3
NI AVE—T oA AT L TEITTE D 1O FOBEOBBITOHELAEZELET, 77
ATV IBRFEDOY —E AL 2 —T =2 RINA 2 RLTERETo 2%, L—ME, 77
AT 2 ERY—ERIZx LT T2 TO D BB L2 FEE LT, BEMEOH LINIZIFET S
AREMEDH DT AT a A N EHERT HOMNENSH Y T3, BIEFFOH Uik, B/EES (opnums)
O EHIABFETHENRTZY A ME LTHRESNET,

B s
D UR Y R dee opnum: <opnum list>;
opnum_list [FIRDWTINTT,
o« H— DR,
c 2RI O DY R |,
« FEIAN ORI & R AR NA 7 2 TR > THRIE LB o #il,
o FERLOMAEDE,

A#7ME : DCE/RPC E R D opnum D Y A k,
1 -

dce_opnum: "15";
dce_opnum: "15-18";
dce_opnum: "15, 18-20";

dce_opnum: "15, 17, 20-22";

dce_stub_data

ZOF T a Nk, AT T AL T g IR < . DCE/RPC A% 75— & OYEHEIC
BHEA—Y 1 QOL—NAEL TRy A B— REEBIEA57-01I2FH) 2EELET, 2
DA 7 3 iE, DCERPC A X 7F — A N FETHHAIC—FH L ET,

DU R dce stub data;

15'] . dce_stub data;
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% 7:FHEOHRK

gEEOHR e 08
operator i
< AR A
g F0 Ll L TR E W
- L
# LR
: LT
8 Yk
j operator k
= jEUBREL kI bhEn
- PETKBT
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DNP3 4/ 2 AAXY 3

«DNP3 A o A7 X O (53 ~—)

«DNP3 A LV AR X DIRT A—H (53 =)

¢ DNP3 A » ART ZD)—)b (54 RX—7)

«DNP3 £ L AT BDRANL—LDF T 9 (552—)

DNP3 f VAR 2 D E

2A 7 A AR Z (P —ER)
7 e

AVAB AR BT ~NF v

FOMDA ALY H 5L stream tcp. stream udp
A% false

Distributed Network Protocol (DNP3) [XizFRESRHIME - HHIE (SCADA) 7’1 k2L Th
D, BYNIHEETHT—EBEMEDOH 2BEZ2HEBLT 5 B TR I LE Lz, DNP3 [Z/KALEE,
BEIEMALER . Wik EOREES T CIRAS ER I N THET,

dnp3 A VAT 21X, DNP3 b7 7 4 v 7 ORFEEKRE L, DNP3 7 ha Lz LET,
dnp3 AN —NLDA T a id, BFEDDNP3 7 haL 7 4 —L N7 7 ALET,

DNP3 4 VARG ZDINT A —4F

DNP3 TCP /R— DR E

binder A VA7 XX, DNP3TCP AR — h DX EXEFR LET, iz VT, X424
A AR ZOWE (15 2—) | #BRLTLIEEN,

1 :

Snort3 f VARG A1) T7 LR .
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"when": {
"role": "any",
"service": "dnp3"
} 4
"use": {
"type": "dnp3"
}
}
1
check_crc

DNP3 V7 B7 L —AlEENTWEF 2w 7 LERIETHNE I NERELET, dnps
A VAR T F oy 7 ANE T L — B EH L ET, BEAL—IL 145:1 DA
o TWAEA, Snort 1R 2 F = v 7P DT LTT 7 — b EAERKLET,

] T—fH
*§§ht;ﬁa . true, false

FTI7HIL ME : false

DNP3 4 AR ZDI)L—I)L

dnp3 A Y ANXT ZDONL—)LEFN L, A "EAER L, AT VBT, BNy
e FRay X LET,

R 8:DNP3A VAR ZADIL—)L

GID:SID =L Ayt—2

145:1 DNP3 U7 @7 L—AICARR CRC 3G ENTW5 (DNP3 link-layer
frame contains bad CRC)

145:2 DNP3 U 77 L—LAn Ru v 7 &7 (DNP3 link-layer frame was
dropped)

145:3 DNP3 [ 7 U AR— Mgk 7 AL bR 727 AHICHIERE 172 (DNP3

transport-layer segment was dropped during reassembly)

145:4 DNP3 U 7t TNy 77N BERRA =V TR T AET
\227 U7 &7z (DNP3 reassembly buffer was cleared without reassembling a
complete message)

145:5 DNP3 U 7 @7 L— LI TRIEAT RV AZEMT 2% (DNP3 link-layer
frame uses a reserved address)

145:6 DNP3 77U r—a @757 A NI PR B = — Fe T

% (DNP3 application-layer fragment uses a reserved function code)
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DNP3 4 VARG ZADBRAIL—ILDA T 3

dnp3_data

dnp3 data ¥ — VU — RiX, 79T D0 — VD47 a3 VCBRRL, TV r—vav@r o
A RNO DNP3 F— % DI — Y LV ERE LET, o4+ 7 a2l 5
b T2 EFEILTI6 /3 NZEIZCRCEZEMTHZ LML, 777 A NAOT—HIZ
HANWTN— NV EERTE ET,

DU R dnp3 data;

&1 dnp3 data;

dnp3_func

ZOF T a L, DNP3 7 7Y r—3 g UEDBERIGED~y X —NORBEHa— REBE S
NET, a— K, UTFOU R M 10 #E 72133075 TT,

B35S
L UA W% R :dnp3 func: <DNP3 function>;
BINE : pvp3 function IZIRDOWTIINTT,
« 0~ 255 DFEL
* confirm (BEEE=— K o IZKHIL)
e read (BERE=— N 1 (TXHE)
cwrite (BERE=— F 2 (ZHS)
e select (F§RE=— N 3 1Z%ik)
* operate (Bgpe = — R 4 IZXEI)
®* direct operate (*%%ﬁlé:“— K5 Kiﬂfﬁ)
®* direct operat nr (BERE = — R 6 [TXHIS)
* immed_freeze (BpE = — N 7 1Zxfis)
* immed freeze nr (F¥RE=— N 8 IZXIL)
¢ freeze clear (BERE=— K 9 [TXHIR)
* freeze clear nr (BERE=— I 10 (ZXf))
* freeze at time (BpE = — N 11 1TxHs)
* freeze at time nr (BpE = — RN 12 1TxHS)

* cold restart (B¥RE=— N 13 {ZXHI&)
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s warm_restart (F¥HE=— K 14 [ZHPIX)

*initialize data (BERE=— I 15 (ZXfI)

initialize appl (F¥AE=— N 16 1ZXf5)

initialize appl (F¥AE=— K 17 1Zx45)

initialize appl (FAE=— K 18 IZXI%)

save config (B¥BE = — R 19 IZXI)

enable unsolicited (B¥HE=— N 20 (ZxHL)
save config (BEpE o — N 21 IZxH)
assign class (BpE = — R 22 1TxHS)

assign class (BpE = — R 23 [TxHS)

record current time (BERE=— R 24 (ZxfI5)
open_file (BERE=— I 25 IZxHR)
close_file (F¥HE=I— K 26 (TXFIX)
delete_file (BEEE=I— R 27 ITKIR)

get_file info (B¥HE=— N 28 ITXIR)

authenticate file (BpE = — R 20 [TxHS)

abort_file (FAE=— N 30 IZXf5)

activate config (FrE = — R 31 1TxH)

authenticate req (F¥RE=— R 32 [TxHS)

authenticate err (FpE = — R 33 [TxHS)

response (BEpe 2 — K 120 IZXH5)

* unsolicited response (BrE = — R 130 IZ%Fh)

authenticate resp (B¥RE=— N 131 (TXHE)

51

dnp3 func: 1;
dnp3_func: delete_file;

dnp3_ind

DNP3 7 7V r—2 a VDI E Ny X —DWNEA P r—2 77 T EBET HNEA U —
RT750DYVARNEFRLET, | OOF T2 a NEBOT7 I 7 EEET L L, WTFho
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NP3 f v 2~ s D@AL—LOF T ar [

T IRERESNTVDIHEARIL—ANEELET, HEOT7 I 7T 97— FaRITT 51
X, HHOL— VDA T a B2 FERALET,

B 55
DU R dnp3 ind: "<flag> <flag>";
BHGE 1 DU EDDNP3NEA 27 =475 7, 22T, flag lFROWTRNTT,
*all stations
®* class_1 events
®* class 2 events
* class_3_events
®* need time
®* local control
®* device trouble
* device_restart
* no_func_code_support
®* object unknown
®* parameter error
* event buffer overflow
®* already executing
®* config corrupt
* reserved 2

® reserved 1

1 -
T A A E BN F 7 IIREZI R OBRMBRE O T T — b

dnp3_ind:"device restart need time";

class 1 /X k& class 2 ANDclass 3 A X MZBTHT7 77— ¢

dnp3_ind:class_1 events; dnp3_ind:class_2 events; dnp3_ind:class 3 events;

dnp3_obj
DNP3 A7Vl b~y H— I N—TEN) =2 g CHRAELET,
B
3 : dnp3 obj:<groupnum>, <varnum>;
ASIE : DNP3 A7 V=7 7/ —7ID ENX) —3 3 D,
* groupnum [L DNP3 47V =7 N 7 N—TFRET 5 0 ~ 255 DT,
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s varnum XA T 27 TNV —THNONRY T— 5 \/%#ﬁﬁiﬂﬁ—é 0 ™~ 255 @%éj}ﬁ‘(j—o

1 -
DNP3 pate and Time A7 V=7 hDT 77—k :

dnp3_obj:50,1;
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FIPOSA 72V b 2VARY R

FTP V53 AT v b v AT ZOWE (59 ~—3)

cFTP 7 T ATV " A VAT ZDINT A—H (60 ~=2—)

e FTIP VATV b A VAR ZDNL—)L (61 _X—)

FTP V7 A TV b A U ANRT ZDRANV—=ILDF T g (61 X—)

FIPYSAT7 Y b YRR B DIRE

2AT AVARTH (R vT)
7 e

AVAB AR BT ~NF v

FOMDA ALY H 5L ftp server, stream_tcp
B true

File Transfer Protocol (FTP) (%, TCP/IP /L CZ 7A T > b &V —N—[TT 7 A L& lni%k
THEDIEH NG Ry NU—7T7a haLv<Tyd, 7747 8eEY—_—EEgafrd
HeEL ITAT U NI —R=lla~vr FERITL T I 7 A NV EY—N"—ZT v 77— K15
N FIEY—R=b T A VX — R L, —_"—nLDIEEEZMRL 7,

ftp client f Y AT XX, FTP A~ RF ¥ XV DISE 5 iR L CTIEFILL £7,

FTP a2~ RF v RNy 77 ZIEETDH L. ftp client £ VAT H X FIPIGEa— R &
A=V EIRLET, ftp client A VAT Z X, NI A—FOIEMMAEH L, FTP 2
< FEFBEN WO EL ST, WO FTP 5 — X F ¥ XN D0 ERELET,
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FIPUSAT7 UM 2VARTZDING A—A

bounce

TIA TV FINFIT LTZ ftp port 2~ RNDKR A MEREMHER L TFTP NU v R & HERT
HNEIMMEFRELET, bounce D true IR EIILTWAEE ., ftp port <2 RKND K A
MERPRESNTZZ FTA T MIPT FL A, £7203F8 A MERE—FHLTBLT, L—L
1258 AN /o TNWB EEE, VATLANT T —REEKRL, 410 T4 VEBRTREDD
L3y heE ey 7 LET, iUt FIPRU VAL ERL X FTPT — % F ¥ RV O#H
NI TAT NEITELR D FTP #2587 v] 3 5 I TE £,

B T— L fH

ﬁ;ﬂﬁ{lﬁ . true, false

T4 ME : false

ignore_telnet_erase_cmds

FTP 2~ RF ¥ 3z EMET 5 & &2, {HELT (TNCEAC) & E{T3CF (TNCEAL)
D Telnet TR —F 2= VAT LN EIDERELET, ZO/NRTA—H(X, FTPZ
FAT Y MR TelnetifEa~y REWRTHHEE—HTHLIICHKETIHILENRDH D £,
WHE., FILWFTP 7 A4 72 MIZINDHD Telnet TA 7 —7 L —r L AW L E 08, L
W=7 T7A4AT l\li@ﬁ'\ EFNLEUELET, ignore telnet erase cmds INT A—HIN
false DFE. A VAR X FTN—V 1251 ZFEHLTCT 79— h&2EkL, £ T4 VBT
MEDHH /7y M Rey 7 LET,

B T— A

ﬁ;‘}]’;ﬁﬁ . true, false

7—:77]'}b I‘{IE . false

max_resp_len

I IAT Y EBRIANDTNTOIEEA v =V ORAREE A MR THRELEY, FIP
JISEDA =Y QMDY Z—ra—ROEOTRT) REOEI X/, V—/1 125:6 8
BP0 TWDGE, VAT AEIT 77— haEL, A1 T4 VEBTHEDSH 537 v b
Rey 7 LET, Zit FTPZ 9472 FADAR Y 77 DA —N"—Ta—Dx 7 A7 1A
kMR T A DI SN E T,

A Sy
B34 EE : 0 ~ 4,294,967,295 (max32)

T4 MME : 4,294,967,295
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telnet_cmds

FPo547> havzrssoL—1 ||

FTP 2~ FF ¥ XL TTelnet 2~ REMRTINEIDERELET, Z0kHha<wyr
K2R HAEETE. FTP 2~ RF ¥ XA TOEBERITEZ R L TWAEREMERH Y F3,
TDONRFTA—=HDAR NEER L, A T4 VEBRTRBEOSH /Ny e Fa vy T 51
X, L—L 1251 ZENT L ET,

B J— LA

BEMGIE : true. false

T4 ME : faise

FIPOSAT72 M AR ZDIL—)L

ftp client £ Y ANT X DN— )V EFPT L, A X2 bEAER L, A T4 URATIE, EX
Ny e Ry 7P LET,

RIFTPOSAT UM VARTADIL—IL

GID:SID

L—IL A yte—

125:1

FTP 2~ FF ¥ %/ D Telnet 2~ > K (TELNET cmd on FTP command
channel)

125:6

FTP & A v —U 0 ET X5 (FTP response message was too long)

125:8

FTP /X7 > 23817 (FTP bounce attempt)

FIPOSA T VARG ZEDERAL—ILDF T 3

-

ftp client £ Y AN ZITIL, RANV—ADF T a U 3dH 0 £HA,
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=% =R

FTP 4 —/N\— A YRR 4

« FTP H—/"— A VAT X OE (63 =—)

¢ FTP —R—A VAT HDINT A—H (64 _—)

o FTP H—/_"—A LV ART ZD)—) (69 X—)

¢ FTP —/"—A VAT X DR ANV—VDF T3 (70 X—)

FTIP —/\—A VAR 3 DR E

2 AT ALART H (F—ER)
i 51k R
AVARABEAT ~</VF ko

FOMDA AT Z PR YBE

ftp client, stream tcp

A%

true

File Transfer Protocol (FTP) (%, TCP/IP /L CZ 7A T > b &V —N—[TT 7 A L& lni%k
THEDIEH NG Ry NU—7T7a haLv<Tyd, 7747 8eEY—_—EEgafrd
HeEL ITAT U NI —R=lla~vr FERITL T I 7 A NV EY—N"—ZT v 77— K15
N FIEY—R=b T A VX — R L, —_"—nLDIEEEZMRL 7,

ftp server A VAR AT, FTP a2~ RF vy 3V EOa~< 2 NEER L CTIERAL LFET,

FTP a2~y RF ¥ RNy 77 ZIBET H &, fip server f VAT ZIFTP 2~ K& /XT
A—HERRIL, T A—ZOEfMEEZEA L E9, ftp server (L, FTPa~ Ee3 TR/
e &, FTP T — 4 F ¥ RADBWOOBPN D0 ERE L E T,
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FIPH—/I\—A VARG ZADINT A —43

FIP 4 —/A—R— F DERE

binder A ' AT XL, FIP YV ——DOFREEZEFZLE T, it OWNTK, XA F A
AR ZOWE (152—2) | 28R LT 7EEWN,

1 -
[
{

"when": {
"role":"any",
"service":"ftp",
"ports": ""

} 4

"use": {

"type":"ftp server"

}

}
]
chk_str_fmt

EXTHNHEAHRTHFIPa~ Ly ROY A MEBELET, L— 12552/ LT7T
S— R EERL, AV TA VBT, A VAT ZRZOWRESZHRH L L XICMEDH 5 /8
Ty he Ry T2 ERTEET, HEOa~y NIIRAXTF TR £77,

B s
BWGE - 27 FTP a~> RO U & K,
FIAIME: 2L

data_chan_cmds

ELWEARELHET HFTP a2~ FOY R FERELET, HBOa~ >y FIERAXFT
X80 £

B SFs
EN73{E : porT PASV LPRT 1PSV EPRT EPSV D 1 DA EDa< L KO U R |,

TIAILKME: 72 L

data_xfer_cmds

F— RO ROV A REETELET, a2~ FOELWERBRELHRLET, HHEO
o=y FERAXFECTRYY 97,

L s |
EFHAE : RETR STOR STOU APPE LIST NLST D 1 DA D a~<r RO U R K,

FIAHILME: 2L
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FIPg—n—q v2x5 48055 1—4 |}

file_put_cmds

pur A< KDY R REHRELET, a2 FOELWERRTELHERALET, Ehoa~x
RIZAAXFETRE Y 97,

B ST
BHWNE : stor stou appE D 1 DL EDOa~<w RO U X b,

FIAILME: 2L

A

AR YAR— ~DNE DFETRD VR D | file put cmds INTG A—=FIIEFE LN TLIEEN,

file_get_cmds

GET I¥ Y RO YA MNEEELET, 2~ FOELWERBEXHRLET, EHna~v
RIZAAXFE TR £9°,

B U7
BEMEE :cer 2~ F Rer72E) OU R R,
TIAIKNE: 2L

A\

EE VAR ML ORERMRRNRY file get cmds /N7 A —H|TEELRNTLIEIW,

encr_cmds

TR aTHRICHEEST S a v FOU R MEIRELET, av2 FOELWEARTE 2L
£, O~ FIIRAXFTXEY £,

iV = |
EMLIE: EX 2 7ERICEET S a~<v K (auta 72 d) U R b,
FIAILME: 2L

login_cmds

a7 A ravAHETLZav FOY A MERELET, =<2 FOELWEGRE
BLET, O~ FIZAAXTE TR £4,

B |
BMIAE : user, pass 2 E 1 DU EOa< ROV X MEFRELET,
TIAILHMME: 72 L
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check_encrypted

WS bsiicty v a v TS LER T T a~vy REHRT HINEI DERELET,
encrypted traffic INT A=K L L HITER bi@—o

TDNRTA—=FIZH L T—V 1257 ZH L, A bEAERRL, A2 T4 BT,
BNy e Rey 7 LET,

B S— L
ﬁ;:j]t;ﬁé . true., false

TI74IL ME : faise

cmd_validity[]

FTP 2~ ROEFIE | A S AR ZENZEND ZMGES D720 T 554, Zh b oY
PERRAIL, ftp server £ Y AT & (RFC959) (2L > THEITSINDT 7 4/V FOREE A4 —
N=F 4 RLET,

AR REERL, 4 VRBETIZIZONRTGA—FOMEOHH /v b & R v 773512
X, =L 1252 & 1254 2 EC LET,

By (7= B)

51

{
"cmd validity": [
{
"command": "CWD",
"format": "abc",
"length": 250

]
}

cmd_validity[].command

BFET % FTP 2~ ROLAEIZFRE L £,

B S

BGE : —HIIAFCHENRTADRFIP 2~ R,
TIAIME: 2L

cmd_validity[].format
emd_validity[].command DA NRERIZOWTHB L E T,
B g
AYVLE : KOWT LD,
cint 1 ZONRT A= TP T LHLERH Y £,
e number 1 Z /T A—H L1~ 255 DEKICT HLERH Y T,
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FIP9—i—1 v 2:5520552—45 [

® char chars . :0)/£3 A *‘5 I& chars D 1 j(?ilﬂ“é%\gﬂ&') V) 1 jCiEU:OD U A ]“ iz
FSCFRIC XY SCFIIMEH L EE A

* date datefmt : ZD/NT A=K IR E LT-ERUTENE T, datermt IZTIROBREFH L
THERR L E9,

<4 =HF

cc=F

=T arORREHAET
| =FE

e y=HENZERNOER

e - UT T NF

® string : ZDINT A—H &i%ﬂﬁﬁ@fﬁb\iiiﬂfﬁo

®* host port ! Z DT A—Z|X, RFCI959 GZ?)EEO“C\ RA NAR— b@?’éﬁ?%&:‘?‘é%gﬂﬁ;
V) \gz—é—O

* long host port : Z D/ NT A—X& X RFC1639IZE~> T, R"A AR — FOEREWRETICT
LMERH Y E,

* extended host port ! Z DT A—HXX, RFC2428 WZHE, PERAR A R AR — MEEFIZT
HMLENRDH Y £,

c (0,10 ZONRTA=ZE PEELTHEN, [ TRUONERE D 1 DI 546N H Y
£

(), (1 ZORT A —=HF, FIEINCHFNZERED 1 DT 2 0ERHY £, 47
v a OMEITAFEINTHAE T,
FIAILME: 2L

cmd_validity[].length

cmd _validity[].command INTG A =B DI REZ A NEALTHEEL, def max_param len TER
SINTWELT 74/ MaZA—N—=F 4 RLET, FIP A~ RD/RT XA —H )3

cmd validity[].length Z#B X, /L—/V 1253 WHENI /2> TWBEA, Snort X7 7 — &4
L ET, cmd validity[]l.length ZEH LT, FED I~ RE/NS 7237 2 — ZEIZHIFR

LET,

£ SITHIRN N2 L 23 12iE, o 2T L £,
EiV R C Ty
BIhARERE : 0 ~ 4,294,967,295 (max32)

FTIAIME: o
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B rro—i—vozxxs50852—4

def_max_param_len

P N—=DIEF 5T X TOFTP A~ NI LTA S AXRT ZRFFAT 5T 7 4V h DK
Fa A FEALTHELE T, BANRN Y 7 74—/ —7 8 —HIZIE def_nax_paran_len
ZEALET, (ZHUE. cmd validity(].length ZHHT D LA Da~vy R CTAH—R—F

A RTHZENTEET, ) TONTA—=FIZHLTL—NV 1253 ZHFMML, AN Fa4E
L, A4 BETIE, ERANT7y b2 Fry 7 LET,

£ SITHIRR 2N & 23 312iE, o 2T L E 9,
B B
BEMTER : 0~ 4,294,967,295 (max32)

T4 ME : 100

encrypted_traffic

Hg%ﬂﬁéﬂfi FIP N7 7 ¢ /7%5@%@#575‘&57)‘%*5}15]&/&#0 check encrypted INT A —
ZLLBIEHLES, ZONRTFA=ZITH LTA—V 1257 ZHT L, A N2 b &Rk
L. A IA VBT, BNy hE Rry 7 LET,

B T—E
ﬁ;‘j]t—;ﬁﬁ . true, false

7_:771'}[/ I“ﬁﬁ . false

ftp_cmds

RFC 959 CitHH T3 FTP 2~ RUSMI Y — =N PR — T HFIP a2 FDO U X
e (Fz&ziE, £ VA M=/ TRFCT775 THEINTWS [X] v FEEHALTWLE
BlE, ZORTA=FEFEHLTENLEZA VAT ZZTBINTE£7, )

iU = |
BESE : —EIHGCTHEN, AN—ATRUGNEANRFIP a2~ FDOU Ak,
FIAILME: 2L

ignore_data_chan

FTP 77— 4 F ¥ X/ & AT 2008 D v EiRELET,
B S — Ll

BINWGHE : true, false

T4 ME : faise

ignore_telnet_erase_cmds

FTP 2~ RF v X2 IEHET 5 & E2, HEXTF (TNCEAC) &{HEITXF (TNCEAL)
D Telnet TR —7" 2=V ZA %A 58 ) M EFEE L E T, ignore telnet erase cmds
ZRE LT, FTP— "= Telnet L~ > RELIRT 5 HEEZREG LES, @, HriLwn
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P g—ni—q vzxs50L—1 ||

FTIP 7 A4 7> MIZN 6D Telnet T A —F L —4r o ABMHELETH, LI —TI734A47
vMNEERE, TS EAELET,

telnet HE a2~ > RBEBH I, L—/L 1251 DA/ > TWBEE. Snort 1A X b &
ERL, £ T4 VEBBRTEHBEOS D NV ry vae Ray 7 LET,

B S — L
ﬁg‘yjﬁﬂg . true., false

T4 ME : faise

print_cmds

FHUEIRC Z O — =% FTP 2~ > ROBRELZH AT H0E I DEEELET.
. 7— Ll

BAMNGHE : true, false

TIA4I ME : false

telnet_cmds

FTP =2~ FF ¥ X/ TTelnet 2~ REFERTINEIDERELET, 20X ) havyr
FRH DAL, FIP 2~ RF ¥ 2L TOEERITEZR L TWAAREMENH D 97,

B T— L E
ﬁ;‘jﬂ;ﬁg . true, false

FTIAI ME : false

FIP —/\—A VAR ZDIL—)L

ftp_server A VART HADNV—)LEFIPI L, A MaERL, 4 T4 VERTIE, &
oy heRay 7 LET,

R10:FTPH—N—A VARG ZDIL—)L

GID:SID L—IL A yE—o

125:1 FTP =< FF v x/L® TELNET =~ K (TELNET command on FTP
command channel)

125:2 E5h 72 FTP =~ > K (invalid FTP command)

125:3 FTPa~ > RRXT A —2REF X% (FTP command parameters were too
long)

125:4 FTP o~ KX F A —Z OIEAMNIE L < 72\ (FTP command parameters

were malformed)
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B rev—n—vozxxvs0B8AL—LOFTL Y

GID:SID

IL—IL Ayte—2

125:5

FTP =~ RAXT A —H | ZXXFIERNREGENTW D AREER H 5 (FTP

command parameters contained potential string format)

125:7

FTP N7 7 ¢ v 7 S b & T % (FTP traffic encrypted)

125:9

FTP =2~ RF v 3 /UIZEkE (R5E4) Telnet 2~ R85 5 (evasive
(incomplete) TELNET cmd on FTP command channel)

FIP —/N—A VARG ZDRAIL—ILDAF T3>

ftp server A Y AT K IR ANL—NADF T a iEddhHn £HA,
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GTPREA VANY A

s GTP WA A v AT X OFE (71 ~—)

« GTP s A L AT ZDRT A=K (71 =)

« GTP A VAT X D)L—)b (74 RX—)

cGTP A LV AT ZDIZFAN—NVDF T g (743—=)

GTP iREA VARV Z DHE

2A 7 A AR Z (P —ER)
7 e

AVAB AR BT ~NF v

FOMDA ALY X IR stream udp

A% false

General Packet Radio Service (GPRS) Tunneling Protocol (GTP) (2L V., GTP 27 % v U —
7 HENLICBENEBR L ET,

gtp_inspect f Y AT X%, GTP T 7 4 v DERFEERHL, a~vr R FyxnLr7F
VI A =V EBET DO LTV CHERE L E T,

GTPHREA VAR ZDING A—4

GTP BEEHY—E R LKR— FDEE

binder f YV AXT XX GTP BMEDY—E AL KR— FORELZTEFRZ L FT, FEMIZHOVWTIEL,
TR B AR ZOME (1523—) ] 28R LTLEE N,

1 -
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"when": {
"service": "gtp_inspect",
"role": any
}I
"use": {
"type": "gtp_inspect"
}
}I
{
"when": {
"proto": "tcp",
"role": "server",

"ports": "2123 2152 3386"
}I

"use": {
"type": "gtp inspect™
] } |
version
AR GTP N—V g U E2IEE L £,
B R

EMHIE 0. 1. 2

FTIAIME: 2

messages|]
Ah72 GTP A v —VIZEAT D F RO 246 E L £,
B (7Y )

&1
{
messages: [
{
"type": 0,
"name": ""
}
]
}
messages[].type
AR GTP A vt —V A A THEELET, [RI2:GTPAyvE—T A7) ORESHRL
TLIEEW,
CIA Sy

BEILEE : 0 ~ 255

FIAILME: 2L
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messages[].name

H972 GTP A v — V& & fEELET,
ZEN,

B S

BEMTIE : B2 GTP A vkE—T4
TIAILHMME: 72 L

infos[]

GTP [HFHREFDE S| ZfE L E9,
B R (AT B)

11 -
{
infos: [
{
"type": O,
"name": "echo_request",
"length": O
}
]
}
infos[].type
G072 GTP BHRE X A 72— REHELET,
AN
B B
BIEEE : 0 ~ 255

FTIAIME: o

infos[l.name
F#h72 GTP ERAZIRELET,
B FA

BNGHE - A2h78 GTP IEMER O,

infos[].length

A2072 GTP FHREROR S 2 HEL £

A Sy
BT EE : 0 ~ 255

TIHILKME: 0

ePiaEs v xRy 405 2—4 [

[(F12:GTP AvE— 247 OFEESRLTL

[ 13 :GTP [HFHREFE] OXREZSRL TS

[ 13 : GTP [HFHREFR ] OXREZSHRLTIEIN,
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GTPRBEEA U ARTZDIL—)L

gtpiinspect/r\/xf\oy570)/1/*‘/]/%7@‘@”: L., AV hEAKL, 4T VEBATHE, &
BTy heRay 7 LET, .

RIM:GTPAVARZADIL—IL

GID:SID =L A ytE—2

143:1 A=V ENHES) (message length is invalid)

143:2 THHRELZEN ML) (information element length is invalid)

143:3 THHRBERZDNEFHIE L < 722 (information elements are out of order)
143:4 TEID 7372\ (TEID is missing)

N g = N N
GTP #®REA VARV ZADERAIL—ILDF T 3>
gtp inspect f Y AXRT X DIFAN—NDAT v arZ2HHT5E, GTP 2~ RF v 1D
GTP "—V gy, Avt—U¥ 47 BIOEFRELEEZRETETET,
GTP A7+ 3 1. content £721% byte jump CHAEPLETHERETIZ T TEERA,
gtp_info Ed el gtp_type PRI L—LZENENT gtp_version FEHTAMLEND D F
bgAO
gtp_version
ELLEGTP N—Va & GTP A v =2 D= g VERELET,
LI
:/\Jg ‘JOZ I gtp_version: <version>;
BNIE: 0. 1. 2

15'] . gtp version: 1;

gtp_type

ZTNEND GTP A v —0F, il & LTFHNTHEREIND A vE— XA 7L - TGRRINE
NET, BELIEGIP ZA FH GIP A vt —VDF A4 FLRELET,

WOPNIRT LI, Avb— FA4 7L LTERFALD 10 EEE., EEFHLLTFH., HD
WEEL LN (FEME) 2EEICHAGDIEI U~V VX NERETEET,

B ST

DUV R gtp type: <message type>;
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CTP &S YRRy 4 DBAL—LOA T2 [

BEMGE: GTP A v b=V A TORITRLET, [R12:GTP A vt —Y 2147 OF%E

ZHLTLEEN,
15']  gtp type: "10, 11, echo_request";

VA NNDOZENENDEE I FINERET D&, VAT AIOREEEFEHN L ET, i
EXXTFHNESETHIEFIZIEETIIH D FHA, UAMNOWT NN DOME E 721X 30750
—HIZLY, F—U—FR—FHLET, @ik T E - I3# oM E G L — 1%
RIFELEDETDHE, =T —PAERINET,

GTP "= 2 VB LT, FCA v =V XA TOMPBRRDGENH Y £, 12L& 23
sgsn_context request A v E—I X A 7T DfEIX GTPv0 & GTPvl TliX 50 T 2%, GTPv2 TlE
130 T95

Ny NANDONR—=D 3 VFEFITG U T, gtp type F 7V a VFRBRLHEE—HLET, &z
fi‘\ sgsn_context request A /'E‘—“\/(i GTPvO /"% > NE 721 GTPvl /347 FT&i{ﬁ 50 &—
BL. GTPv2 37w FTIHfE 130 & —HLET, 7y MDA v =T F A TOMHDR, N
v NTHRESNEA—Y a VOBRMOETRWESIE, A7 a iy he—HLEE
oo

A= XA TN ERE LTZGE, N7y FRIIBE SN A= g > BT IERHRIZ,
A=V A TNGTP X7y NNOEE —ETEA 7> 3 F—%LET,

gtp message type I3, FK12:GTP A vt —V A7 OROHHEE/ZI1XF—TU— FNTT,

R12:GTP A ytE—D 54T

B4 T | N—=23 2 00D&R N—23 2 10O&H N—23 2 2D%&H
1 echo request echo request echo request

2 echo_response echo_response echo_response

3 version not supported version not supported version not supported
4 node_alive request node_alive request e L

5 node_alive response node_alive response ML

6 redirection request redirection request e

7 redirection_response redirection_response ML

16 create pdp context request |create pdp context request %jz %1 fc;j L

17 create pdp context response |create pdp context response %}Z %ﬁ f'cf L

18 update pdp context request |update pdp context request %jz %1 fc;j L

19 update pdp context response |update pdp context response %ﬁz %ﬁ f'cf L

20 delete pdp context request |delete pdp context request %ﬁ%ﬁ fc;j L
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. Snort3 4 VARY A

24T |N"=23 2 0D%H N—=23 V1 D%H N—23 2 20%H]
21 delete pdp context response |delete pdp context response %ﬁ WL
22 create aa pdp context request | init pdp context activation request | 3% Y4 7 L
23 create aa pdp context response | init pdo context activation respanse | B ¥4 72 L
24 delete aa pdp context request | 3% 7 L e
25 delete aa pdp context response |27 L AP
26 error_ indication error_ indication e
27 pdu notification request |pdu notification request |ZZ7p
28 pdu_notification response|pdu notification response |3%47p L
29 pdu notification reject request|pdu notification reject request|Z%7p L
30 pdu notification reject response|pdu notification reject response|3% 472 L
31 BAYIAD supported ext header notification| 2% 7p L
32 send routing info request |send routing info request |create session request
33 send routing info response|send routing info response|create session response
34 failure report request failure report request modify bearer request
35 failure report response failure report response modify bearer response
36 note ms_present_request note ms_present_ request delete_ session_request
37 note ms_present response |note ms present response |delete session_ response
38 ML ML change notification request
39 ML ML change notification response
48 identification_request identification_request ML
49 identification response identification response e
50 sgsn_context request sgsn_context request %ﬁ%ﬁ L
51 sgsn_context response sgsn_context response %ﬁz% L
52 sgsn_context ack sgsn_context ack FAEAAD
53 e forward relocation request |3%47p L
54 FAEAAD forward relocation response |Z%7p L
DI77LVRA
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CTP &S YRRy 4 DBAL—LOA T2 [

247

N—3 2 0DEHT

N—3 01 D4RT

N—3 20 204RT

55 FAEAAD forward relocation complete|Z%7p L

72 e relocation cancel request |3%47p L

57 FAEAAD relocation cancel response |27 L

58 e forward srns_contex e

59 FAEAAD forward relocation complete ack | 2% 7p L

60 e forward_srns_contex_ack |ZZM47p L

64 WAL BAYIAD modify bearer command

65 ML ML modify bearer failure indication
66 BAYIAD WAL delete bearer command

67 VAP VAP delete bearer failure indication
68 ML ML bearer resource command
69 ML ML bearer resource failure indication
70 %ﬁ WL ran _info relay downlink failure indication
71 ML ML trace_session_activation
72 ML ML trace session deactivation
73 ML ML stop_paging_indication

95 ML ML create bearer request

96 e mbms_notification_request |create bearer response

97 FAEAAD mbms notification response|update bearer request

98 e moms _notification reject request|update bearer response

99 FAEAAD mboms notification reject response|delete bearer request

100 e create mbms_ context request |delete bearer response
101 %Z WL create mbms context response|delete pdn request

102 e update mbms context request|delete pdn response

103 WAL update mbms context response |ZZ X472 L

104 e delete mbms_context request 3% 72 L
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. Snort3 4 VARY A

24T | IN=23 2 0D N—23 21 D% N—23 2 2D%H]
105 A AP delete mbms context response | %7 L
112 e mbms_register request ML
113 FAEAAD mbms_register response BAYIAD
114 e mbms_deregister request |ZZ472 L
115 FAEAAD mbms_deregister response |ZZ7p L
116 e mbms_session_start request |ZZX472 L
117 FAEAAD mbms_session start response | 2% 7p L
118 e mbms_session stop_request |FZX4 72 L
119 FAEAAD mbms_session stop response |Z%X7p L
120 L mbms_session update request |ZZ X472 L
121 FAEAAD mbms_session update response | 2% 7p L
128 e ms_info_change request identification request
129 A AP ms_info change response identification response
130 PP M7 L sgsn_context request
131 FAEAAD FAEAAD sgsn_context response
132 PP M7 L sgsn_context ack
133 FAEAAD FAEAAD forward relocation request
134 PP M7 L forward relocation response
135 FAEAAD FAEAAD forward relocation complete
136 PP ML forward relocation complete ack
137 FAEAAD FAEAAD forward access
138 PP M7 L forward_access_ack
139 FAEAAD FAEAAD relocation cancel request
140 PP M7 L relocation cancel response
141 FAEAAD FAEAAD configuration transfer tunnel
149 ML ML detach

DI77LVRA
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CTP &S YRRy 4 DBAL—LOA T2 [

B4 T |IR—=2 32 0DEHT N—23 21 0O%H N—23 2 20%H]

150 BAYIAD BAYIAD detach ack

151 AP AL cs_paging

152 FAEAAD BAYIAD ran_info relay

153 ;ML M7 L alert mme

154 BAYIAD ML alert mme ack

155 ML ML ue activity

156 WAL BAYIAD ue activity ack

160 PP ML create forward tunnel request
161 FAEAAD FAEAAD create forward tunnel response
162 VAP VAP suspend

163 @Ml ey cuspend_ack

164 e e resume

165 ML ML resume ack

166 e e create irdirect forward tumel request
167 L LR L create indirect. fonerd turrel, responee
168 ML ML celete indirect forvard turel reqest
169 B B celete drdirect: fonerd turel respmse
170 ML ML release access bearer request
171 FAEAAD FAEAAD release access bearer response
176 ML ML downlink data

177 WAL ML downlink data ack

179 e e pgw_restart

180 WAL WAL pgw_restart ack

200 e e update pdn request

201 FAEAAD FAEAAD update pdn_ response

211 PP M7 L modify access bearer request
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B cruz i zxxss08AL—LOF Ty

BAT | N—=23 2 00D&H N—23 2 10O&H N—23 2 2D&H

212 A AP FAEAAD modify access bearer response
231 e e mbms_session start request
232 FAEAAD FAEAAD mbms_session start response
233 e e mbms_session update request
234 FAEAAD FAEAAD mbms_session update response
235 e e mbms_session_stop request
236 L FAEAAD mbms_session stop response
240 data record transfer request|data record transfer request %ﬁz %1 /I L

241 data record transfer response |data record transfer response %fz % 7’;;} L

254 L end marker e

255 pdu pdu B AP

gtp_info

1 2ODGTP A v E—VIZIESEHDOERERZNEEINDZENHY ., TNETNOERIZERF A
FAEB L OERBEHLTINC L > TRBI SN E T, gtp infod TV a v z2flHTHE, FEEL
TIEMEREDO TN OREZIG L, TOBEREZEICREZRETDHZ ENTEET,

BHMERICH L TERIN 10 ERE L ERIN-LFINOELLTHIRETCE£4, B
DEETITLFHNEIEET D2 b, 1ODA—VNTHEED gtp_info 47> a v &ffioTH
BOBERELEEMRETHZ L TEET,

1 DDA v E—VIZRCX A TOEBOERERDEENTVDIEEIX, T XTHRRERS L
LTHREINET, HHRERVEDRIEF CHERT L5581, BEBEDOA VA X AT R
EhET,

N—= g B CT, GTP A v — VIR UERERICKH L CEARHEEFEHCEES, L&
ZAZ cause THHREFEOfEIL GTPvO & GTPvl TiX 1 TT A, GTPv2 TiX2 T7,

SRy MDA 3 VEBITE LT, gtp info A 7V a VIZRRBMHEE ~HLES, LD
Bl DYEE. GTPVO £721% GTPvl 2347w P TlEF— U — FAVMEREHEME 1 & L E30,
GTPv2 Xy P TIHME2 &~ LET, X7y NNOEREZEN, Nry hTHRESINE
N= a3 VOBEMOIETRWGEAIL, A7 ariiry he—HLERA,
BHRERICEEERE LESA, Ny FRICHEESNTE A=Y 3 v L3 ERRIC, A vk—
CHEA TN GIP Ny hADE E T It 7 a v n—&%LET,

B

DUV R gtp_info: <identifier>;
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CTP &S YRRy 4 DBAL—LOA T2 [

BEMGE : £ 13 :GTP EREEDOFIIRLET,

15'] gtp_info: "qgos

".
’

= 13:GTPEHRESR

BAT | NR=Ca3 0DBH |[N—Pa U 1DRE | N—C 32 204R
1 cause cause imsi

2 imsi imsi cause

3 rai rai recovery
1 t11i £11i ML
5 p_tmsi p_tmsi A
6 qos AL AL
8 recording required recording required %f(‘”:-’[ fcﬁ L
9 authentication authentication BRI
10 Y UL UL
11 map cause map_cause %ﬁzgl fci L
12 p_tmsi_sig p_tmsi_sig FMn L
13 ms_validated ms_validated ML
14 recovery recovery %i%’l fcﬁ L
15 selection mode selection mode BRI
16 flow label data 1 teid 1 ML
17 flow label signalling|teid control BRI
18 flow label data 2 teid 2 ML
19 ms_unreachable teardown_ind BRI
20 BAKY nsapi PP
21 e L ranap PN
22 gj(‘ﬂ:—’l 2L rab_context %f(‘”:-’[ L
23 BAYAAD radio priority sms BRI
24 PAYAP radio priority BAYAP
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847 |R=Ta D&M |[A—CaVI0EE |[N—Ca 2048
25 AP packet_flow_id ML
26 AP charging_char AP
27 AP trace_ref ML
28 Byl 2o trace type AP
29 S AR/AD ms_unreachable BN
7 L L apn

72 AP AR/ P ambr

73 %M L %M L ebi

74 BALYIAD ML ip_addr

75 k7L k7L nei

6 s | AP msisdn

7 syl 7a | Byl 7o | indication
78 ML %L pco

9 7L L pas

80 AP PR bearer gos
80 ML ML flow_qgos
o A L A7 L rat_type
23 syl 7a L AL serving_network
84 s | AP bearer tft
85 e L YL tad

86 Mt L AL ot

87 e L Y f_teid

88 AL ML tms

89 EARAAD AL cn_id

90 AP PAR/P s103pdf

91 ML Y sludf
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BAT | NR=P3 00BN —=PIa1DRF | N—C 32 20EAR
92 BAYIAP ML delay value

93 BAYAP BAYAP bearer context

94 BAYIAP BAYIAP charging_id

95 BAYAP BAYAP charging char

96 AR/ P ML trace info

97 BAYAP BAYAP bearer flag

99 PP AR/ P pdn_type

100 LY Y pti

101 BAYIAD BAYIAP drx_parameter

103 BAYAP BAYAP gsm_key tri

104 WL ML umts_key cipher quin
105 BAYAP BAYAP gsm_key cipher quin
106 BAYIAP ML umts_key quin

107 UL ML eps_quad

108 BAYIAP ML umts_key quad_quin
109 BAYAP BAYAP pdn_connection

110 BAYIAP ML pdn_number

111 Y Y p_tmsi

112 %L %L p_tmsi_sig

113 BAYAP BAYAP hop_counter

114 7L ki L ue_time_zone

115 BAYAP BAYAP trace ref

116 BAYIAP BAYIAP complete reguest msg
117 LY Y guti

118 ML ML f container

119 LML LML f_cause
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B47 |NR=D3 D00 |[NA—DI3V1OER | NA—D 32 2040
120 %L %L plmn_id

121 B AP B AP target_id

123 ML ML packet flow id

124 ML ML rab_contex

125 L ZEe L src_rnc_pdcp

126 ML ML udp_src_port

127 charge id charge id apn_restriction

128 end user address end user address selection mode

129 mm_context mm_context src_id

130 pdp_context pdp_context BARAD

131 apn apn change report_action
132 protocol config protocol config fq csid

133 gsn gsn channel

134 msisdn msisdn emlpp pri

135 BARAAD qos node_type

136 BAYIAP authentication qu fqdn

137 ML tft ti

138 BRI target id mbms_session duration
139 BARAAD utran_trans mbms_service area
140 BRI rab setup mbms_session id

141 BARAAD ext_header mbms_flow_id

142 A trigger id mbms_ip multicast
143 L omc_id mbms_distribution_ ack
144 Eﬁz% L ran_ trans rfsp index

145 BARAAD pdp_context_pri uci

146 BRI addi rab_ setup csg_info
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547 |N=T30DER (A= aV10&RT (N—D 32204
147 BRI sgsn_number csg id

148 BAYAP common_flag cmi

149 BAYIAP apn_restriction service_indicator
150 BAYAP radio_priority lcs detach type

151 BAYIAP rat type ldn

152 %32”:-’1 L user_loc_info node feature

153 BRI ms_time zone mbms_time to transfer
154 BAYAP imei_sv throttling

155 BAYIAP camel arp

156 %32”:-’1 L mbms_ue_context epc_timer

157 %ﬁz% L tmp mobile group id signalling priority indication
158 BAYAP rim_routing_ addr tmgi

159 BAYIAP mbms_config mm_srvcc

160 %32”:-’1 L mbms_service_area flags_srvcc

161 BAYIAP src_rnc_pdcp nmbr

162 BAYAP addi_trace_info ML

163 BALRAD hop_counter BRI

164 BALAP plmn_id BALAP

165 BRI mbms_session id BRI

166 BAYAP mbms_2g3g_indicator |[EZ¥7p L

167 BRI enhanced nsapi BRI

168 BAYAP mbms_session duration |2Z¥7p L

169 BRI addi mbms trace info |Z%7p

170 BAYAP nbms session repetition mum| 2% Y4 72 L

171 ML mbms_time to data ML

173 BRI bss BRI
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547  |A—TaL00&H |A—SaL10&H |A—Ua3v 208
174 AP cell id ML
175 AP pdu_num ML
177 BN AD mbms_bearer capab PR
178 AP rim routing disc AP
179 AP list pfc ML
180 AP ps_xid ML
181 AP ms_info_change report | 34472 L
182 AP direct tunnel flags |47z
183 ol 2 | correlation id B9
184 AP bearer control mode |3%47p L
o5 sy mbms_flow id DALY
186 WL mbms_ip multicast UL
187 s | mbms_distribution_ack |35 73 L
Lo syl 7a L reliable inter rat handover | 324 72
8o sy rfsp index DALY
190 AP fqdn ML
191 e L evolved allocationl |[Z%¥7p
192 AP evolved allocation2 |[E4¥47p L
193 s | extended flags P
194 AP uci ML
195 B L esg_info L
196 AP csg id ML
197 AP cmi ML
198 AP apn_ambr ML
199 ol 2 | ue_network PP
200 AP ue_ambr ML
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CTP &S YRRy 4 DBAL—LOA T2 [

BA4T | N=2av0D&E |[N—Pa 10L& |(N—T a3 v 204AH
201 BRI apn_ambr nsapi BRI

202 BAYAP ggsn_backoff timer ML

203 PP sigralling priority indication| 5% ¥4 70 L

204 AL sigrellling pricrity irdicetion e | 3%24 72 L

205 BAYIAP high bitrate ML

206 ML max_mbr ML

251 charging gateway addr |charging gateway addr |Z%X47p L

255 private extension private extension private extension
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s 11 =

HTTP iREA VAR 3

« HTTP A A o AT X O (89 ~—)

«HTTP A L AR X HBRETDHTODRARNT T 7T 4 A (91 ~X—)
«HTTP A L AT ZDIRT A—H (91 _—)

e HTTP WagE A v A7 ZDJjL—/L (100 ~=2—3)

s HTTP Wi A o AT X DIREAN—ILDF T g (106 =2—)

HTTP iREA VAR Z DE

SAT AV ARTZ (P—ER)
it e
AVABUABAT ~)VF R

FOMDA v ALY B PN stream_tep

A% true

Hypertext Transfer Protocol (HTTP) (X, 7 7A 7> bW — = THANR—=2XF 47 (4—
T4A, BT Eilg, BLOTHRAL) ORMMEAREICT LT ) r—va @7 e han
TY, HTTP (&, EEEORNA v -V EZLELTHAT— VAT R haL Ty, 7
FAT bV ——MOI@EIE, HTTP 2K & I8E O TITbhE T,

HTTP ¥— "—{Xi@% ., TCP/IPZ T LT=AR—bRO0OAHHLEd, X227 /3—2 3 O HTTP
(HTTP/TLS F 721X HTTPS) (IR — F 443 ZfEH L £9, HTTP X, 7' 1 h 2 /L TT 7 & Al
METAA = LETERZLET,

http inspect A ¥ A7 XX, HTTP A vE—voO7e harsyr—4F%a2=v k (PDU)
LCorLET, http inspect (£, TCP A R =AM TCP XA v —R&2ZEL, B 7L
L&/ HTTP A v — V% LET,

HTTP A A7 Z %, RO HTTP A v —® 7 g VAR T £,
o TORAT
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B ez xcssomE

« AT —H AT

Ny =

« Content-Length A & — AL (Content-length ~ v ¥ —CEREIND A v E—TERL)
cFX T INTEA yE—VKRL

« HID A v E— AL (Content-Length ~~ » ' — D72\ A » & — AL

e Trailers

http inspect A Y AT XX, TXTOHITP ~y X —7 ¢ —/L K& HTTP URI ® =2 > 7R — %
v hEBRHE L CERLET, http inspect A A7 XX TCP A—r2EHMLERA,

http inspect A ¥ AT XX, 4 FEFHD URI 2T £7,
T AKX YR (+) :ERbESnTWEREA
« #[R (Authority) : HTTP CONNECT # Y v R Cflif 15 URI
« 3570 (Origin) : AT v ¥ 2 ThrE D URL (AF— AHEROFE/R L)
o ffaxt (Absolute) : AF¥—LA KA N, BILOHEK XA ZETe URL
HTTP URI IZiX, ROLDEEDHD I ENTEET,
« A% —L (Scheme) (ftp. http. F72I% https)
e RA L (Host) (H—/3—DKXA %)
« TCP #A~— k (TCP port)
«/NZ (Path) (F4 L Z RV ET7 A1)
« 7Y (Query) (FR/NTFRX—%)

« 777 A~ (Fragment) (77 A /LD—H)

HITP A v&—TDE I aTTrIo— eRESEL LI http inspect A AN F &gk
ETEET, KITHIZRLET,

« HTTP 2R £ 72 IS EDOARIIN SRt D A M ziFET %
« JavaScript D] & IEB(LE BT D
s SEIERFEHDO T 7 A VOJERERERIZKHGE T 5

« HTTP URI OES{b & I A X~ A X§ 5

A\

GE)  ntep_inspect £ VAR Z[E, A MU —LTCP XA n— REHSICHRAETEET,
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HTTP & A VRRY 8 £ 8ET 1002 + 759712 ||

=L & O —
HTTP & & A VAR B EZERTET DI-ODANA T Y
T4 R
http_inspect > AT X ERERRLT D L EX, RORA NS T 7T 4 ZAEEE L TITEEN,
cHTITP FT7 7 4 v 7 ICKERET A7 7 A NNPEENTODLEATL. request depth /N7
A—K L response_depth INT A—H %%ﬁﬁf L\ij—o

* HTTP URI BRE/RXT A —2 DT 7 4V "X EEHEHA L £,
"utf8": "true"
"plus_to space": "true"
"percent u": "true"
"utf8 bare byte": "true"
"iis unicode": "true"

"iis double decode": "true"

HTTP I REA VAR ZDINT A —4

HTTP 4 —E X DERE
pinder f Y A7 XX, HTTP H—ERADHRELZEFE L ET, FMcONTL, 124
VAR ZOWE (155—) ] ZSRLTIESN,
11 -
[
"when": {
"service": "http",
"role": any
}I
"use": {
"type": "http_ inspect"
}

]

request_depth
HTTP A v & — Y DERARIINOH A D A M ERE L £,

RAET 254 MUTHIRAZRE LRWESIE, 1 2BELET, 9T 2HTTP AL T —# D
i%ﬁﬂﬁ&j—é%é\§i\ request_depth /\03 A _‘5 & response_depth /\03 A ”—& %?Eﬁiﬂ‘@_‘é Z k
BRI LET,

HTTP ~v» &%mﬁ%*ﬁﬁ—g«é 12, request depth %0 W—%&E Ljf—gao
B A
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B vmerssxxss0852—4

BMEERE : -1 ~ 9,007,199,254,740,992 (max53)

FTIAILME: -1

response_depth
HTTP A v & — Y DISERILN B HAIR DA P EEREL T,

RAT 534 MUCHIRZRE L2 WEEIE, 1 Z2BELET, 9T 5 HITP AT — 4 D
%%?ﬁﬂlﬁ?‘é%é}éi\ request depth /\03 A=K L response_depth /\05 A —H Zﬁ:%ﬁéﬁ‘é Z &

EBEID LET,
HTTP ~v X — DI ZmET HI121%. response_depth Z o lICRELET,
EiU RN i

BEhAREE : -1~ 9,007,199,254,740,992 (max53)

FTIAILME: -1

unzip

gzip 7 7 A NVDOEMEMR L, A v B —VURLERET DRICT 7L — M 2089 hEiEE
LEd, EfMifERE2EMIcd 5 & HTTP A > A7 Z X HTTP A v & — YKL O$TTOH
DEABETE 72 72V 7, http inspect A Y AT F X HTTP ~v ¥ — %W TX F 7,

B T— L fH
;ﬁgd]f;ﬁﬁ . true, false

TI7HIL ME : true

maximum_host_length

Host HTTP ~ v =7 ¢ —/)L RTHFA SN DA hORKRBEIFEL £,
A~y X —HORESIICHIREZRE L2WGEIE, -1 Z#HELET,

B

BB - -1 ~ 9,007,199,254,740,992 (max53)

TIAHILKME: -1

maximum_chunk_length

HTTP A v & =Y DARLTF v 7 THAI SN DR MEHRELET,
HTTP F v > 7 O3 MUTHIRZ R E L2WEEIE, -1 ZHELET
BB

BNIRER : -1~ 9,007,199,254,740,992 (max53)

FIAILKME: -1
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HTTP A w2~y 54035 2—4 [

normalize_utf

HTTPJSEARL T EN/ZUTF > 2—F 1 >~ (UTF-8, UTF-7, UTF-16LE, UTF-16BE,
UTF-32LE, 3 X NUTF-32BE) ZiEHULT 20 E 9 1 EfE L E T, ntep inspect A ¥ AN
Z 1%, HTTP content-Type ™~ H =MD UTF XF o a— RERELET,

B S — L
ﬁi‘jjﬁﬁé . true, false

T4 ME : true

decompress_pdf

HTTP A TR &7 application/pdf (PDE) 7 7 A VDF 7 L— N ADEHEE LS D
E%ﬁ%ﬁ@&%?é MEIMMEIRE LFEI, http inspect A AR ZIX. /FlateDecode A b U —
AT 4 NEHEHLUTPDF 7 7 A VOFEREZER L E 7,

B T— A
ﬁ;‘}]’;ﬁﬁ . true, false
FTIAI ME : false

decompress_swf

HTTP J&&E AR TR & 4172 application/vnd.adobe. flash-movie (SWF) 7 7 A /L DJEHE % fiF
BRI EIMERELET,

)

GE)  HTTP GET J&E THHE EINT- 7 7 A VD IEREE 5 O I % [EREFRR T E £97,

B T— A
ﬁ;ﬂ’;{ﬁ . true, false
7—:77]'}b I‘ﬁﬁ . false

decompress_vha

HTTP J&5Z AL TR & 4172 Microsoft Office Visual Basic for Applications O~ 2 & 7 7 A JLDJE
e & bR D E D ERRE L £,

B T— A
ﬁ;‘j]t:;ﬁg . true, false

7_577]'}[/ l“ﬁﬁ . false

decompress_zip

HTTP E%Kiffﬁm éﬂflapplication/zip (ZIP) 774 /V@E;ﬁﬂﬁ%‘fﬁgﬁ%#é NED 75‘%_’#52
ELET,
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B vmerssxxss0852—4

B T — )l
ﬁ;‘j]ﬁﬁﬁ . true, false

T4 ME : faise

script_detection

27 V7 NORBESE (Kscript>) Z AR L7214, JavaScript DNEZ R T D50 E 9 NEfRE
L% 7, ntep inspectid, A7 U7 MNOKBEZMRET S & BHIRRH O OIZE I HEAEL
ONTEA Y=V ARLEZTITHEELET, A7 U7 MRHIZE Y Snort (X D & 5 JavaScript
EEDLAREEDH HINERA v =2 FIER0 T ey 7 x4,

B T—H

ﬁ;‘j]tiﬁé . true, false

T4 ME : faise

normalize_javascript

HTTP i AL C JavaScript Z IEBALT D720V T —A D= XL BFEHAT 20 E 5 hEiE
ELET, 2047 aid, LAY — JavaScript / —~ T A P &M L £9, nttp inspect
/]) ‘/7\/\“’7 5 @i unescape Bgi&% decodeURI Fa'eEJ%Z\ String.fromCharCode ){ V4 > ]\‘\733 k@%%ﬁ’ﬂﬁ
JavaScript 7 —# Z IEH{L L £ 9, HTTP A A2 %X, unescape B4, decodeURI Bk, 5
L O decodeURIComponent BIN D= 22— K (%XX, %uXXXX, XX, I PuXXXXi) %
ERELET,

http inspect 4’ VAR &bi@%ﬁj«éggi$%*ﬁﬂj L\ 1 O@}(/\O—AXW_IE}ZE{K L/SETO
normalize javascript biﬁiﬁﬁiisfo Tb\éi}%/ﬁ\\ max javascript whitespaces %%&ﬁ LT, %ﬁ
#ifb E 4172 JavaScript DT 5 28 AL F O AHIR TE £,

B T — Ll

ﬁ;‘j]t;ﬁﬁ . true, false

T4 ME : faise

js_norm_bytes_depth

IEHET 2 A J) JavaScript D8 MIEEELE S, ZOA T T g9 %, $L5E JavaScript /S —
~ 7 A YICHEA T,

\}

GE) ik JavaScript / —~ 7 A & H T 584, Lightweight Security Package (LSP) 33 J U Snort
3OT 74 NRENMEH SIvE T, JavaScript EHAH O, Xy NU—7 GHR Y >—
(NAP) 2—HF—A I =T = ANnbT vy 7 SNET, 774/ MREX EEES LT/ —
Y TAYREE DAL~ A AT HIT
L. /ftd/app_data/Volume/rootl/ngfw/var/cisco/deploy(ld % NAPOverride.lua
TrANEERELET,
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HTTP &S v 2~ 501551 —5 [

http inspect A AT XILEGETHAEAXTERBE L, 1 DOAR—XZERILLET, 4
VAR ZIE, NI T 4 v 7 BRANTIERIELT 5 729DIZ, BiAs <script> is in one PDU and the
end </script> 23D PDUIZH D S EIERPDUDAZ VT FEBHLET, HiLWWy 77
js datalX, V¥ AR HF A L (IT) 77 a—F %M LT JavaScript = — R& i L O
EHET % Snort3IPS N 7 7 ITIBIIE N, ZOF T v a VB — L THEHA S TWAEAIC
DI ) —< T AR SIET,

http_ inspect A ANRT ZIX, JavaScript == MCB@EHH ﬁOﬂfCEg@(%\ Zzﬁﬁ%\ BLOT
UL EIEFIELET, SBHIT, A AT XX, application/javascript & 72 |ZFE{EL D MIME #
ATEFER LT, SMNBA 2 U7 OB TERE S D JavaScript = — FEZEHMLET, /—
~ 7 A WL, JavaScript FEMN 7 T4 T 2 ML DITEDO AN LEL SRV EHBIEI 21
UHRAERETLET,

http inspect A ARTH &i\ unescape Eﬁ?ﬁﬁ(\ decodeURI Fﬁiﬁ\ j;SJ:U\ decodeURIComponent Efg
iﬁ(}: . String.fromCharCode Ay FBIW String.fromCodePoint Ay R k@;’gﬁ%ﬂﬂt
JavaScript 7 —# Z 1IES{L L £ 9, HTTP A > A7 X[, unescape FI%. decodeURI B84k,
X 0% decodeURIComponent BN D= 72— R (%XX, %uXXXX, XX, \u{XXXX}\xXX,
10 fEfr =t — KA > b 16 = — RARA > b)) ZIERUEL £

F 72, nttp inspect £ AT Z X Javascript D7 T A (+) HETEERILL, TOEE %
FEFH LT et LEd,

JavaScript D/3A MUZHIRZHE LARWGEIE, -1 ZFELE T,
B
BEMTER : -1 ~ 9,007,199,254,740,992 (max53)

FTIAILME: -1

js_norm_identifier_depth

IEHUET 2 —E D JavaScript ihl| F D KEAFRE LT, DA a %, #L9% JavaScript
)=~ I A PIZEATT,

N

GE)

PLAE JavaScript / —~ 7 A &2+ 554, Lightweight Security Package (LSP) 3 X T Snort
3DOF 7 40 MRENMEA S E T, JavaScript [HA DKL, XY U= HHER Y >—
(NAP) 2—HW—A L F =T = Af ApbT Ry 7 SNET, 774NV IIREEZ EHEE LT/ —
Y TAYREE N AT <A AT HIC
I%. /ftd/app_data/Volume/rootl/ngfw/var/cisco/deploy(l& % NAPOverride.lua
TrANEELLET,
B A

BEMITERH : 0 ~ 65536

T4 MME : 65536
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js_norm_max_bracket_depth

EHAET % JavaScript 77 7 RORX A NDORKIEEZIBELET, ZOF 7T a 0, Kk
JavaScript / —~ 7 A FIZ[E A TT,

\}

GE)

i)

JLAE JavaScript / —~ 7 A &3 53854, Lightweight Security Package (LSP) 35 J U Snort

3DT 74N NERENEH SAVET, JavaScript BEA ORI, *y MUY= GHAR Y v —
(NAP) 2—H—A U F =T = AnbT 0y 7 SPET, 774V MREER LHEE LT/ —

Y ITAPREEN AL~ A AT DI

L., /ftd/app data/Volume/rootl/ngfw/var/cisco/deploy(ld % NAPOverride.lua

TrANEERLET,

B

BNEH - 1 ~ 65535

TI7HIL ME : 256

js_norm_max_scope_depth

IEHA LT 5 JavaScript A 2 —7" DR A NORKIFEEEZBELE T, ZOF 7 a it IR
JavaScript / —~ 7 A YFIZ[EHA TT,

)

G¥)

.

JIE JavaScript / —~ 7 A W& T 284, Lightweight Security Package (LSP) 33 J U Snort

3OT 7 4V MREDMEH SAVE T, JavaScript [EAT OMERIL, X hT—Z GHARY —
(NAP) 2—H—A =T = ANnbT vy SNET, 774/ bREX EEES LT/ —

Y TAVREE DAL~ A AT HIT

£, /ftd/app_data/Volume/rootl/ngfw/var/cisco/deploy(ld % NAPOverride.lua

Ty ANEERELET,

B

AN EERH 1 ~ 65535
TI7#4ILME : 256

js_norm_max_tmpl_nest

IEBMET D JavaScript 7> 7' L— RN U T I VDR A NORKEELZBELET, 04T a
%, HEEE JavaScript / —~ 7 A PIZ[EA T,
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\)

GE)  Ji9E JavaScript / —~ 7 A V&M H T 584, Lightweight Security Package (LSP) 33 J U Snort

3DT 7 4V MR EIMEM SALE T, JavaScript [HA ORERLIL, Ky hT—T SR Y —
(NAP) 2—H—A L F =T = ZAnHT 0y 7 SNET, 774V MREER LHEEX LT/ —

Y TAVEREE DAL A XTHIT

X, /ftd/app data/Volume/rootl/ngfw/var/cisco/deploy(ld % NAPOverride.lua

TrANEERELET,

CIA Sy
B EE : 0 ~ 255

TIAHILKME: 32

max_javascript_whitespaces

JavaScript #EHi(b 7T — Z N THRFAI S 5059 2 258 A SCF DI REEHEE L £ 7,
U S

AMGER : 1 ~ 65535

T4 I ME : 200

percent_u

SUNNNN L2 I—F ¢ > 7 & sunnnn T2 I —F 4 V7 R ERLT A0 EI2 hEEELET, 4
DO N XFE, Microsoft f V' F—F >y b A T F A= g —E A (IIS) ® Unicode = —
RARA v MBS 2 16 Crr a— RENfEERLET, ERHOZ T4 T b suT
Ya—F 4 T EEATLIEIHIEEAERVEED, sumra—T 4 Il L o Ty a— K
SNTWLHTTP M7 7 4 v 7 2 @5 b T5 2 2RO LET,

B T—E
ﬁ;‘j]fdtﬁﬁ . true, false

FTIAI ME : false

utf8

URI OFE#E UTF-8 Unicode ¥ —7 » ZA & IEBULT 2008 5 D &FEE L £ 7, nttp_inspect A
ARY BE, 28 REFIE 3N, RO UTF-8 LT % 1 3 MZEH(ETE 9,

B T— L fH
ﬁ?)]tiﬁﬁ . true, false

FTI74IL ME : true

utf8_bare_byte

URL F7138—k v b= a— FERTWARWASA b EET UTF-8 XFE ERIT 22089
MEFEE LET, utf8 bare byte INT A —H %ﬁé‘jﬂ\y—jﬁ%} ZeaBEIOLET,
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B T — )l
ﬁ;‘j]ﬁﬁﬁ . true, false

T4 ME : faise

iis_unicode

HTTP A v & —YHNDOLFE% Unicode =T — RARA > N TIEHALT AN E I & ELET,
Y

GE)  iss unicoae/NT A— ¥ EHMICTH 2 L& BEO LET, Unicode ¥, KEERFTREBRATTIC
L RBAET,

B . J— )l
ﬁ;‘j]tl:ﬁﬁ . true, false

T4 ME : false

iis_unicode_code_page

1IS Unicode ¥ v 77 7 A VD a— RR—=V & AT 5008 9 hEHELET,
B

AR 1~ 65535

FTIAI KME: 1252

iis_double_decode

URL Ty a— RSN Fa “E7 a— FLTXFLERLT 2 E o 0amELET., &
RURIZALT2EI@E®BLCHS “Hra— RN 774 v 7 285 LLET,

iis_double decode /N7 A —# EAEMNCTHZ xR LES, @, —Exra—7 1
TIIHESF VA TORLINET,

B J— LA
ﬁ;‘ﬂ’;ﬁﬁ . true, false
7—\'\77]'}b I‘ﬁﬁ . true

oversize_dir_length

URL 7 4 L7 U THAISNDIANA MIERELET,
B R

BENRERE : 1 ~ 65535

T4 ME : 300
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backslash_to_slash

URI TRy 7 2T vva () AT vva (/) CESMMALDNE I PERELET,
B 7—E

AMIGAE : true. false

TI74IL ME : true

plus_to_space

URI ® 77 AGi7 (+) Z <sp> ICE IR DN EINERELET,
B S — L

HMNEIE : true. false

TI74IL ME : true

simplify_path

URIT 4 L7 PUARRZHRLBEMRIERITE S TNE I DERELET, 07 NI 3=
ZEIPURIT A L7 FU R, .. .. /DN EENDIHEAERDH D F7°,

B T— L H
ﬁ;‘j]tﬁﬁg . true, false

T4 ME : true

xff_headers

B x-Forwarded-For HITP ~v X —D X A T HRE L £9, xff headers INT A—H T,
X-Forwarded-For "™ 5‘%{%5‘5“E{j0)%b‘ HDOMN %J"E@: U Z |k Liﬁ—o

J] A KB I\ x-Forwarded-For &4) 70@“\/57‘—%%%T% i‘?—o fEO)y 3/]) TRNIPT }“ [/X%—L’
BETDHTTP Y ¥ =203, N F—EHGO~Ny X =225 2L T&Ed, Zov)
U A TIX, xff headers /N7 A — XX, AR I~y Z—% HTTP A VAT 2 THAT 5T
Erteft UEd,

xff headers DT 7 AV MEIX, 2 2O—KEIZH LN TS~y X —TdH D x-forwarded-for
true-client-ip C9 o A MU —APRIZH DT 7 4V b~ X —DTFET DA, true-client-ip
L0t x-forwarded-for MBI EINE T, x-Forwarded-For HTTP ~v ¥ — 2 EHIEET 556
3. N~y = A=A TR £7,

B U7

ﬁ;‘j]ﬁﬁﬁ . x—-forwarded-for, true-client-ip

7_"\77]'”/ I“[-[E . x-forwarded-for true-client-ip
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B vz zxss0—0

HTTP & & A ARITIZIDI)L—)L

httpiinspect/l) VARY 5711/*‘/1/%7?@”: | N }‘%ﬁiﬁk‘b\ A T A BT, @}i
Ny b EREYFLET, .

=R 14:HTTPEEA VARIADIIL—IL

GID:SID =L A yte—2
119:1 URILIZ TR ENTWRWILTEOR— hora—F o 70835 % (URL

has percent-encoding of an unreserved character)

119:2 URLIIAN—ky by a—F 4 7SN THEY, FHRIZFO S —E 2 b
Ty a—7 47 &b (URIis percent encoded and the result is percent
encoded again)

119:3 URI IZHEHELISR D Y%u A & A /LD Unicode =2 2 —F 4 > 73 % (URI
has non-standard %u-style Unicode encoding)

119:4 URIIZ, =kt by a—F 0 7 I TWRWAA k%G Te Unicode
T a—7 47 0%% (URI has Unicode encodings containing bytes that
were not percent-encoded)

119:6 URIZ2 3 hEIE 334 FOUTF-8 = a—F 4 7 3% 5 (URI
has two-byte or three-byte UTF-8 encoding)

119:7 URI{Z Unicode ¥ v 7 a— R RA » h = a—F 1735 (URI
has unicode map code point encoding)

119:8 URI 7R RZHEfGE L2 AT v ¥ 2 SUFMRE E4TW 5 (URI path contains
consecutive slash characters)

119:9 URI DS ARG Ny 7 AT w3 a2 LFPRRRF SN D (backslash character
appears in the path portion of a URI)

119:10 URI NRUZBHEDT 4 L7 b U Zf 0 RS 1/ "2 = BEENTND
(URI path contains /./ pattern repeating the current directory)
119:11 URIVNRZT 4 b7 B & BICBEN 2 /32— ivgEhTnd (URI
path contains /../ pattern moving up a directory)
119:12 HTTP BRARATNIC # 7 L5033 5 (Tab character in HTTP start line)
119:13 HTTP BHAA1T £ 7213~ 4 —4723 CR 72 LIZ LF CTH T3 % (HTTP start

line or header line terminated by LF without a CR)

119:14 IE#I{E & 4072 URI T bad_characters U A k DICFREENLTND
(Normalized URI includes character from bad_characters list)
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119:15 URI /N AT oversize_dir_length /X7 A —X LD R\kE 7 A MG ER
TV % (URI path contains a segment that is longer than the oversize_dir length
parametery)

119:16 Fx 7 EMN, BREIAT- maximum_chunk length Z## 2 TV % (chunk
length exceeds configured maximum_chunk length)

119:18 URI RAINV—RT 4 L7 MY EBZD /. BEENLTHS (UR path
includes /../ that goes above the root directory)

119:19 HTTP ~ v % —4T778 4096 /A b %2 T\ % (HTTP header line exceeds
4096 bytes)

119:20 HTTP # > &= 12200 ZA o~y X —7 4 —/L RiH S (HTTP
message has more than 200 header fields)

119:21 HTTP A & — 245D Content-Length ~ » % —fE723% 5 (HTTP message
has more than one Content-Length header value)

119:24 RA RNy H =T =)V FBREREIFRREND D, BROENIEENT
V% (Host header field appears more than once or has multiple values)

119:25 HTTP AR A b~ X —7 ¢ —/L FEDE &% maximum_host _length 4~
varEMZ TS5 (length of HTTP Host header field value exceeds
maximum_host_length option)

119:28 content-length £ 721%F ¥ > 7 D72\ HTTP POST %R &% 7213 PUT 2k

(HTTP POST or PUT request without content-length or chunks)

119:31 Snort 73 HTTP 223K A ¥ v R& 75 L T 720y (HTTP request method is not
known to Snort)

119:32 HTTP Z3KIE HTTP/0.9 &IN5 7V X7 7 HTTP 7 4 —~ v b afl
A9 % (HTTP request uses primitive HTTP format known as HTTP/0.9)

119:33 HTTP R URLIC/S—& Y by a—F ¢ V7 S CORNR TN
G ENTUVWD (HTTP request URI has space character that is not
percent-encoded)

119:34 HTTP 5l JRE S TWZR 100 28 2 5 [FRE A 7T A D HERDB &
% (HTTP connection has more than 100 simultaneous pipelined requests that
have not been answered)

119:102 HTTP )& DML/ 27— % A 2— K (invalid status code in HTTP response)

119:104 HTTP A IERUBIC R L7 UTF Xt > PAEER TN D (HTTP

response has UTF character set that failed to normalize)
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119:105

HTTP J&Z I UTF-7 X7 v EAAE £ T 5 (HTTPresponse has UTF-7
character set)

119:109

JavaScript D¥EFi L L~V DIEA % %  (more than one level of JavaScript
obfuscation)

119:110

e L 72 JavaScript D 2% F 3 KPR Z 8 2. T % (consecutive JavaScript
whitespaces exceed maximum allowed)

119:111

JavaScript #Fifb 7 — 2 NIC= > 2 —F 1 V75 S 5 (multiple
encodings within JavaScript obfuscated data)

119:112

SWF 7 7 A V@ zlib DJERMEFERRIZKIL L 7= (SWF file zlib decompression
failure)

119:113

SWF 7 7 A /L LZMA O JEAGERRERIZ I L7z (SWF file LZMA decompression
failure)

119:114

PDF 7 7 A VDT 7 L — MK L7z (PDF file deflate decompression
failure)

119:115

PDF 7 7 A VD% R — MRS DEHE# A 7 (PDF file unsupported
compression type)

119:116

BELDJEAE 2 PDF 7 7 A JWZiEH &3 C % (PDF file with more than one
compression applied)

119:117

PDF 7 7 A )V OFEHTIZHPL L 7= (PDF file parse failure)

119:201

HTTP b7 7 ¢ v 7 T2, 72X EHEAREZR HTTP 7’1 h=/bx
Z— (not HTTP traffic or unrecoverable HTTP protocol error)

119:202

F ¥ ODEIDOHFATERNET XS (chunk length has excessive leading
zeros)

119:203

HTTP A vt—Y ORiTE 7 IXE OZE A5 (white space before or between
HTTP messages)

119:204

URI D72 WER A »F— (request message without URI)

119:205

HTTP &2 OBH AN Ol 35 (control character in HTTP response reason
phrase)

119:206

BRAAIT DA IE TAAy 7228 A 30T (illegal extra whitespace in start line)

119:207

HTTP /N—2 =3 » Of#R  (corrupted HTTP version)

119:209

HTTP ~v #—TCD 7 —~ v 7 — (format error in HTTP header)
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119:210 Fx Iy B —=DF T a UPF(ET S (chunk header options present)

119:211 URI X IE L < 720 (URI badly formatted)

119:212 URIO/N—t v b a—F 4 T DX A TGRS 720 (unrecognized
type of percent encoding in URI)

119:213 HTTPF v > 7 D7 +—~ v FHAIEL < 72 (HTTP chunk misformatted)

119:214 Fx 7 RICH#ET 525038 5 (white space adjacent to chunk length)

119:215 Ny X —BNIZZEASLF M & 5 (white space within header name)

119:216 WL 7 gzip [EAE  (excessive gzip compression)

119:217 gzip [EAREMEERIZ M L7z (gzip decompression failed)

119:218 HTTP0.9 BER X 41, ZDRZRITHIOE RPN TS (HTTP 0.9 requested
followed by another request)

119:219 W OBROH%IZ HTTP 0.9 ZR 23t Ty (HTTP 0.9 request following
a normal request)

119:220 A &—UIZ Content-Length & Transfer-Encoding D] 5773% % (message
has both Content-Length and Transfer-Encoding)

119:221 Transfer-Encoding % 72138 & LI#} @ Content-Length & flA5 4> S #172 ARSC
MWW Z LR T AT —H A3 — R (status code implying no body combined
with Transfer-Encoding or nonzero Content-Length)

119:222 Transfer-Encoding DRENF ¥ 7 ATV (Transfer-Encoding not
ending with chunked)

119:223 Fx I RIOTY a—F 4 72 L 5 Transfer-Encoding  (Transfer-Encoding
with encodings before chunked)

119:224 HTTP 7 7 1 v 7 DN > T % (misformatted HTTP traffic)

119:225 AR — b xt54 D Content-Encoding 23# ] S 41T % (unsupported
Content-Encoding used)

119:226 ASB72 Content-Encoding 231 ] 41TV % (unknown Content-Encoding
used)

119:227 #3#5D Content-Encodings 733 H 41TV %  (multiple Content-Encodings
applied)

119:228 7 T4 T v NESRATO Y —3—5% (server response before client request)
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119:229

Y —/X—5E O PDF/SWF/ZIP [EAEfFER AR &4 X% (PDF/SWF/ZIP
decompression of server response too big)

119:230

HTTP A v & —U~y ¥ —4OIRRFLTF (nonprinting character in HTTP
message header name)

119:231

HTTP ~ > % —® Content-Length fEi23 1E L < 72> (bad Content-Length value
in HTTP header)

119:232

HTTP ~v % —{7O# VK L (HTTP header line wrapped)

119:233

HTTP~ > # —{TH LF D72\ CR T# T L7= (HTTP header line terminated
by CR without a LF)

119:234

T 7 INIEREHER L — X THT L7z (chunk terminated by nonstandard
separator)

119:235

F¥ 7 DEINDCRRLOLF T T L7 (chunk length terminated by
LF without CR)

119:236

B DIEEIZ100FED AT —H A a— K3 % (chunk length terminated
by LF without CR)

119:237

100 HEH D AT —H A 3— KPS Expect ~ v & —|ZkHE LT 720 (100
status code not in response to Expect header)

119:238

100 £721% 101 LA 1XX A7 —#% 22— K (1XX status code other than
100 or 101)

119:239

A=V ORI L TEEIND~y X —% T (Expect header sent
without a message body)

119:240

HTTP 1.0 A v &—3 |Z Transfer-Encoding ~ > # — & £ T 5 (HTTP
1.0 message with Transfer-Encoding header)

119:241

Content-Transfer-Encoding 78 HTTP ~v #— & L CTEH I T\ %
(Content-Transfer-Encoding used as HTTP header)

119:242

FX oI INTEAyE—V R —FICRERT 4 —V FR&H 5 (illegal
field in chunked message trailers)

119:243

Ny B =T =)V RPAEENZ 2[RRI D0, 20DfEZFF> (header

field inappropriately appears twice or has two values)

119:244

Content-Encoding ~ v % —TF ¥ o 7 S 7= B 7o

119:245

Range ™~ % — D72 NEERIT 206 JEE A3 E(E 472 (206 response sent to
a request without a Range header)

. Snort3 A VAR A TF LR



| Snort3 (254

TP gz f v 2 <o 20— |

GID:SID =L A yt—2

119:246 N—=g 74—/ ROHTTP 3§ X TRILFTIE72V (HTTPinversion
field not all upper case)

119:247 By X —EIZ A SCERHEOIAE LTS (white space embedded
in critical header value)

119:248 gzip JEMET — & ORI T L7 \WIE gzip 77— # 3 < (gzip compressed
data followed by unexpected non-gzip data)

119:249 W@ 72 HTTP /X7 A — X F—3 0 iS5 (excessive HTTP parameter
key repeats)

119:253 A — Y OARIIZ HTTP CONNECT ZR A& EMN T % (HTTP
CONNECT request with a message body)

119:254 CONNECT # K%, CONNECTIGZERIOHTTP 7 7 A 7 kb Hh— 33—
~D 77 4 7 (HTTP client-to-server traffic after CONNECT request but
before CONNECT response)

119:255 HTTP CONNECT 2XX Ji=% |2 Content-Length ~ v ' —NE N TV 5

(HTTP CONNECT 2XX response with Content-Length header)
119:256 HTTP CONNECT 2XX J&2Z Transfer-Encoding -~ # —23 & £ T\ 5
(HTTP CONNECT 2XX response with Transfer-Encoding header)

119:257 HTTP CONNECT JE&IT 1IXX AT —Z Za— FRGEN TS (HTTP
CONNECT response with 1XX status code)

119:258 FOR A v — UM5E T3 HHiIO HTTP CONNECT /&% (HTTP CONNECT
response before request message completed)

119:259 HTTP Content-Disposition 7 7 A /L4 /3T A — X OFEXDMiE-> TV 5D

(malformed HTTP Content-Disposition filename parameter)

119:260 HTTP Content-Length A v &—OARLAE Y #5CT o= (HTTP
Content-Length message body was truncated)

119:261 HTTP F v > 7 A b=V OARIHEI Y #TH L7z (HTTP chunked message
body was truncated)

119:262 HTTP URI A ¥ — AR 10 LF% X T2 (HTTP URI scheme longer
than 10 characters)

119:263 HITP/1 7 A7 ¥ NBHTTPR ~D7T v 77 L — R&HER L= (HTTP/1
client requested HTTP/2 upgrade)

119:264 HTTP/1 #—/N—=3HTTPR2 ~D7 v 77 L — RZFFa] L7= (HTTP/1 server

granted HTTP/2 upgrade)
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119:265

JavaScript [ZRIE72 h—2 7238 % (bad token in JavaScript)

119:266

JavaScript IZTFHIL72WA 27 U7 NBRIG S 7738 % (unexpected script
opening tag in JavaScript)

119:267

JavaScript (Z T L72WR 7 U 7 M&ET # 7738 % (unexpected script closing
tag in JavaScript)

119:268

A 2 U7 K& 7 D FIZ JavaScript 7 — K238 % (JavaScript code under
the external script tags)

119:269

HNERDO A7 Y 7 Nss & 7 (script opening tag in a short form)

119:270

— & JavaScript # Bl T D K2 (max number of unique JavaScript identifiers
reached)

119:271

JavaScript 777> RORA MR F v /3T 1 2 T %  (JavaScript
bracket nesting is over capacity)

119:272

HTTP Accept-Encoding ~ > % —|Zi#fE L7z 2> <23 & %5 (Consecutive
commas in HTTP Accept-Encoding header)

119:273

JavaScript O EHLHIZ PDU 28K L 7= (missed PDUs during JavaScript
normalization)

119:274

JavaScript A 23— DR A MR F ¥ /32T ¢ A Z T % (JavaScriptscope
nesting is over capacity)

119:275

HTTP/1 /3— 3 25 1.0 £7213 1.1e LAY+ (HTTP/1 version other than 1.0
orl.1e)

119:276

BHAEIT O HTTP X— 3 U3 01272 > Cuv5 (HTTP version in start line is
0)

119:277

BHAAITO HTTP /X— g 3 1 LW K& W (HTTP version in start line is
higher than 1)

HTTP R EA VARV ADERAIL—ILDA T 3>

http_client_body

i —Y v % HTTP U 7 = A F ORI E L ET, HITP A v & —Y THTTP ~v ¥ —%
FRE Lo 725546, Snort iX URI IEMEA ] LT htep _client body ZIEHIL L £7, URI
ER @, http header WZHEH & ET,

DUV R http client body;
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15'] : http_client body;

http_cookie

i & 72 HTTP cookie v Z—7 4 —/)L RICHHE D — Y V&2 E L £ 7, nttp_cookie /L—
/1/7\]‘70‘?/ =) :/@:ﬂi\ /\05 A “‘& D] http cookie.request, http cookie.with header,
http cookie.with body, BIT http_cookie.with trailer ﬁ)é\i ET,

LR w49 R http_cookie: <parameter>, <parameter>

15'] . http cookie: request;

http_cookie.request

HTTP Z3K A v & — Y CHitH 172 HTTP Cookie & FRA L &3, HTTPIGE & el DA 1L,
HTTP 2K Cookie Z{#EH L £, http cookie.request /N7 A —H 347> g Td,

:/99 ‘y77\ : http cookie: request;

15'] : http cookie: request;

http_cookie.with_header

=L THER TEDDITHTTP A vt —V D~y X —DHTHH I L EHRELET,
http cookie.with header /N7 A —X|IA 7T 3 L TT,

’/‘/’5! VWS http cookie: with header;

15'] . http cookie: with header;

http_cookie.with_hody

JL— IV DRIDHERS THERE T D DX http_cookie —/b AT T3 U TiE/R<, HTTP A v & —¥
DAL THHZ EEHEELET, http cookie.with body IRT A= IAT> 3TT,

D UBR WY R http _cookie: with body;

5l : nttp cookie: with body;

http_cookie.with_trailer

V=L DRI DSy THERT 5 DIE http cookie b—/b AT L a T/, HTTP A v & —¥
DhL—FTHDHZLEERTELET, nttp cookie.with trailer /N7 A—H|IA T g T
—g—O

’/‘/9 ‘771 I http cookie: with trailer;

1 http cookie: with trailer;

http_header

WA — Y VB IERIESNZ HTTP ~y X — IR ELE T, Hx DO~y X —LEEET HIC
13, fielda X arEHALET,
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http header =)L F T g AL, NTA—=HD http header.field, http header.request.
http header.with header, http header.with body. I}’SJ:U{httpiheader.withitrailer ﬁ‘é\iﬂ

iﬁ—o
S, 9 w 7x . . .
g v . http header: field <field name>,<parameter>, <parameter>

15' . http header: field Content-Type, with trailer;

http_header.field

BE LI~y X =% FEFILEINIHTTP ~y X —LMRAELET, ~y X —Z TIERITF LN
WFENKBIENEFA, ~v X —ZEFRTE Lo 2854, HTTP A » A7 # %, HTTP
Cookie D~ 57_‘ ( Cookie E Set—Cookie) %&% < ‘@_’\T D~ &~%Eﬁ§}£\ Li‘é—o

B
DUV R http header: field <field name>;
HGE : HTTP ~» 7 —4,

11 http header: field Content-Type;

http_header.request

HTTP 2R TRt Sz~ v X — 2 E L E3, HITPISE 2l 4 25613, HTTP 2K~ >
H—r A LET, http header.request /N7 A —H X477 a9,

SRV R http header: request;

15'] . http header: request;

http_header.with_header

=L CHERTEDDIIHITP A v =V D~y X —DH T H I L EHEELET,
http header.with header INTGA—=BIAF T arTT,

’/‘/9 ‘JOZ : http header: with header;

1 http header: with header;

http_header.with_body

= v DRIDERSY THEFRT D DI nttp header b—/V A 7T a o Cid/p<, HTTP A v & —¥
DAL THDHZ & %&FFELET, http_header.with body /X7 X — X ({347 a »TT,

DURAYI R http header: with body;

15'] . http header: with body;

http_header.with_trailer

JL— )V DRIDHERS THERR T D DX http header b—/b A7 3 U TiE/R<, HTTP A v &—¥
DL —FThHZLEIEELET, http header.with trailer /N7 A—H([FTA 7T 3 T
D
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:/:/9 ‘771 : http header: with trailer;

1 http header: with trailer;

http_method
A — Y% HTTP RO A Y » RIZHEELET, —ixH72 HTTP Ek 2 ¥V v FOfEIX,

GET, POST, OPTIONS, HEAD, DELETE, PUT, TRACE, iSJ:O“ CONNECT f‘a‘o

http method /L —/LA 7L 3 2K, /N7 A—H D http method.with header,
http method.with body, 33dTNhttp method.with trailer 3 F £ALE T,

:/Vl)-l ‘y’JZ . http method: <parameter>, <parameter>;

15'] . http method; content:"GET";

http_method.with_header

N— L TR TEDDITHTTP A v B =V D~y X —DHRTHDHZ L HRELET,
http method.with header /N7 X —4H XA 7 g T9,

DUBRYY R http method: with header;

&1 http method: with header;

http_method.with_body

=L DRIDFERSY THEFRT D DI nttp header b—/V A7 2 a o Tid/p<, HTTP A v&—¥
DAL THDZ EZFHELET, nttp method.with body /N7 A —Z 347 a »TT,

DAY R http method: with body;

£l http method: with body;

http_method.with_trailer

=)V DRI THEZR T D DX http header b—/b A7 3 TiE/R <, HTTP A v &—
DL —FThHZLEEELET, http method.with trailer /N7 A —H([FIA 7T 3 T
B

DU R http method: with trailer;

51 http method: with trailer;

http_param

M — Y VEIRE LI HTTP X T A — A X — TR ELFET, HTTP XT A —HF F—|F 7/
UEFITEROARLICEREINDIGENRD Y £7,

http param =T g T, http param.param/N7 A—4 L http method.nocase NEE

NEJ,
:/‘JQ ‘77Z : http param: <parameter key>, nocase;

15'] : http _param: offset, nocase;
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http_param.param

RELINTA—FEZRELET,

B s

L UB W% R :nhttp param: <http parameter>;

BMGME : BRI Y NTG A= FEFEROARLT 4 —L K,

15'] . http param: offset;

http_param.nocase

BELIE AR A—4ERELETN., KXF/NIFITERE ShFEHA, http param.nocase N
FA=RIIA TV a v TT,

:/‘/9 “JOZ : http param: nocase;

15'] : http _param: nocase;

http_raw_body

LB Y X nhttp raw body;

1 - http raw body;

http_raw_cookie

*ﬁl_lujﬁ — Y/[/%L’_—LE/#EHC IV TUVWRUWYHTTP cookie ™~ &Q‘—c:%ﬁiﬂ LET, http raw _cookie /L —
NA TV 3 ZiE, /T A—H D http_raw cookie.request, http raw cookie.with header,
http_raw_cookie.with_body, BLO http raw_cookie.with trailer 75>é.\i AIVET,

:/“/9 ‘y77< : http_raw _cookie: <parameter>, <parameter>;

W'] . http raw cookie: request;

http_raw_cookie.request

HTTP 25K TRH S 7z Cookie 2 MG L E T, IGE A v — T 2R T 2561, HTTP 25K
@ Cookie #fEH LE 3, nttp raw cookie.request /N7 A —F|IA T 3 TH,

DU R http raw cookie: request;

15'] : http_raw cookie: request;

http_raw_cookie.with_header

=V THEBTEDDITHITP A v B =V DNy X —DHhThH I L ZEELET,
http raw cookie.with header /N7 A —H (XA 7T 3 L TT,

DU R http raw cookie: with header;

1 - http raw_cookie: with header;
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http_raw_cookie.with_body

=L DBIDERSS THEFRT D Dlid nttp_raw cookie b—/L A7 3 TiiZa< . HTTP X v &—
VORLTHDHZ EEEELET, nttp raw cookie.with body /N7 A —H 347 a > TT,

DAY R http raw cookie: with body;

£l http raw _cookie: with body;

http_raw_cookie.with_trailer

=L DRIDERSY THEFRT D Did nttp raw cookie b—/bA 7 3 L CTid/a< . HTITP A vk —
CORL—TTHHZ EEFEELET, http raw cookie.with trailer IRT A= FA T3
P SE

DU R http raw cookie: with trailer;

15'] . http raw cookie: with trailer;

http_raw_header

*ﬁﬂjﬁ‘—‘yll/é"ﬂz}iﬁﬂﬁéﬂ'{b‘fib\’\y&Qb‘ﬁ:%ﬁiﬂbiﬁ} http raw header IZiX, T A
TV OEEINTNRNT XRTONy X =4 NG ENET,

http raw header /L —/LA L 3 ZIX, /8T A—H D nttp raw header.field,
http raw header.request, http raw header.with header, http raw header.with body. BIW
http raw header.with trailer 75§{§|\ FihE ﬂ—o

DUV R http raw header: field <field name>, <parameter>, <parameter>;

£l http raw_header: field Content-Type, with trailer;

http_raw_headerfield

ELE~Ny =22 ERILENTWARVWHTTP~y X —EBALET, ~v X —4TIERXL
TLENLTNREBESNEE A, Ny X —ZERE LR85, HTITP A AT 21X,
HTTP Cookie ™~ #— ( Cookie & Set-Cookie) ZIR< T _XTDO~y X —% MR LE T,

O e |
DU R http raw header: field <field name>
BHEME : HTTP ~» 7 —4,

15'] . http raw header: field Content-Type;

http_raw_header.request

HTTPE R A v =V TR SN~y X —Z2 A LET, ISEA v E—U2HERT 255813,
HTTP Bk~ & —Zff [ LFET, http raw_header.request IRT A= IAT> gTT,

DURYY R http raw header: request;

15'] . http raw header: request;
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http_raw_header.with_header

L=V TCHER TEDDIZHTTP A v —V DNy X —DHTHHZ 2 ELET,
http raw header.with header /N7 A —Z XA 7T a TT,

DUV R http raw header: with header;

15'] : http_raw _header: with header;

http_raw_header.with_body

=L DRIDERSY THEFRT D Did nttp raw header b—/bA 7 3 o CTid/e< . HTITP # vk —
VORLTHDHZ EEHEELET, nttp raw header.with body /N7 A —H |34 7T a > TT,

DU R http raw header: with body;

51 http raw header: with body;

http_raw_header.with_trailer

L=V DRIDE; THEFRT D Dld http raw header /L —/ /LA T a »Tid/a<, HITP A v&—
V=T THLHI EERRE Ljfjﬂo http raw_header.with trailer NG A—=BIF T a v
<.

:/99 ‘771 . http raw header: with trailer;

1 http raw header: with trailer;

http_raw_request

Bt — L% AL SN TVARVEERITICEE LE T, BHI0~ 5 —(TOREDH %
RO, AT a D http method., http raw uri, EJ el http version DV YT
EERHLET,

http raw request /b— /LA 7T a NZiE, /3T A —H D nttp raw request.with header,
http raw request.with body. BIW http_raw_request.with trailer ﬁ)ﬁi WET,

:/Vl)-l “be . http raw request: <parameter>, <parameter>;

1 - http raw_request: with_header;

http_raw_request.with_header

L THERR CE D DIXHTTP A v — VDN X —DHTHHZ L EFELET,
http raw request.with header N 7 R — % Vi?]‘7o‘:/ =) ‘/T'@FO

DURYY R http raw request: with header;

15'] : http raw request: with header;

http_raw_request.with_body

=V DFIOFE ) THERE T D DX http_raw request /L—/L A7 T a3 T/, HTTP A v
‘IZ“—f/@ﬁjCVCZE)é N %?Eﬁiﬂ biTo http raw request.with body INTGA—=BEIA TS a v
‘/C:‘—a_o

. Snort3 A VAR A TF LR



| Snort3 (254

HTTP 8 A V2 RY 8 DBAL—LOA T3> |

DU R http raw_request: with body;

1 - http_raw_request: with body;

http_raw_request.with_trailer

=V DHNOFE Sy THERR T 5 DX http_raw request /L—/L A7 T 3 > Tl <, HTTP A v
=DM —FTHDHILEERTELE T, nttp raw request.with trailer /N7 A —H |34
va T,

DAY R http raw request: with trailer;

1 - http raw_request: with trailer;

http_raw_status

A — Y VEERIES N TORWAT = ATICRTE L £ T, AT —F AMTOREDH &
FRDITIE, V—I/V AT T 2 D nttp version, http stat code, F72IL http stat msg DV

ThhroEERALET,

http raw status =)L TF g R, NTA—=HD http raw status.with body L
http raw status.with trailer Z’)‘é\iﬂij—o

DUBRYD R http_raw_status: <parameter>, <parameter>;

1 - http raw_status: with body;

http_raw_status.with_body

L= L DBIDOERSy CTHERT 5 DI http raw status =)V A T a L TClE < HTTP X vt —
VORLTHDHZ EEHEELET, nttp raw status.with body /N7 A —H|[IA 7T 3 > TT,

DAY R http raw status: with body;

1 - http raw status: with body;

http_raw_status.with_trailer

L=V DRIDE G CHERRT 5 DX http raw_status =)Ao a TR, HTTP A vk —
3)0) l\ Lr— 3 TE;D E‘) Z & %:‘[:E‘Hﬂiﬂ Liﬁ_o http raw_status.with trailer A 5 A _‘& Lij‘70°/ =
VT

DUV R http raw status: with trailer;

&1 http_raw status: with trailer;

http_raw_trailer

M — NV ETERLENTWARWHTTP FL—F IR ELET, FL—TFI2FA v E—V0
AT AERNEENTWET, 7547 v MR THTITP ~ v ¥ — &2 1ERT 584, |
L—J A TE ERA,

http raw trailer T, KT~y F—lZHEAEhDZ & %B/%U‘f\ http raw header LRITTY,
HTTP O~y & — & L —F ZHET 2121, ENONL—LEZVERT D LENH D £3,
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http_raw_trailer =N F T a AT, NTA=FD http raw trailer.field.

http raw trailer.request, http raw trailer.with header, http raw trailer.with body 75§/é;\

EFNET,
S, 9 w 7x . . . .
g v D http raw trailer: field <field name>, <parameter>, <parameter>;

1 - http raw trailer: field <field name>, request;

http_raw_trailer.field

FBELE ML —IF4 5 EHILENTWARWHTTP FL—F LA LET, L —F4 TIIRX
FENLFERKBENEREA,

B s
DU R http raw trailer: field <field name>;
HHAE : HTTP F L — T4,

5l : nttp raw trailer: field trailer-timestamp;

http_raw_trailer.request

HTTPELR A vt —I TSN FL—F Z2BE L ET, WEA v E— V2R T 25613,
HTTP ER L —F &R L E9, http raw trailer.request /N7 A —H X477 a0 Td,

DRV R http raw trailer: request;

15'] . http raw trailer: request;

http_raw_trailer.with_header

V=L THERTE D DI HTTP ISE A~y X —DHTHH Z LB fRELET,
http raw trailer.with header /N7 A —# T4 7 a T,

:/‘/9 ‘771 : http raw trailer: with header;

1 http raw trailer: with header;

http_raw_trailer.with_body

=V DHIOFE Sy CTHERR T 5 DX http_raw trailer L—/L AT 7 3 T/, HTTP A v
’[Z‘—‘\/@zl—:i%*ﬁﬁ'@—é Nl %?ﬁﬂi LET, httpﬁrawitrailer.withfbody/\oﬁ A—Z3A 7T =
T,

DURAYI R http raw trailer: with body;

151 - http raw_trailer: with body;

http_raw_uri
BB — Y B IESE SN TR W URLICERE L7,
http raw uri JL—ILF g AIIIRD @ﬁ)gihi‘jﬂo

®* http raw uri.with header
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®* http_raw_uri.with body

®* http _raw uri.with trailer
®* http_raw_uri.scheme

®* http_raw_uri.host

* http_raw_uri.port

®* http_raw_uri.path

®* http_raw uri.query

®* http_raw_uri.fragment

:/pl)_l ‘77 R http raw uri: <parameter>, <parameter>;

1 - http raw uri: with header, path, query;

http_raw_uri.with_header

N— LV THRBTEDDIIHTTP A v B =YD~y ¥ —DHThHH I LERELET,
http raw uri.with header /N7 A —&|IA 7T 3 T,

DU R http raw uri: with header;

1 - http raw_uri: with_ header;

http_raw_uri.with_body

J—ILDBIOESY THERRT D Dlidnttp raw uri b—/V A7 3 »TiEp<, HTTP A vt —¥
DAL THDHZ afRELET, http raw uri.with body INTA—=RFIA T3 TT,

DUV R http raw uri: with body;

i - http raw_uri: with body;

http_raw_uri.with_trailer

=L DRIDOERSY THERRT D Dld http raw uri b—/V A7 T a > TiE/a<, HTTP A v&—
DrL—=FThHHZ L %?EE LET, http raw uri.with trailer NG A—=BIF T a T
j‘o

DU R http raw uri: with trailer;

15'] . http raw uri: with trailer;

http_raw_uri.scheme
URIDAF—IIZKF L TCOABE LET, http raw uri.scheme IRTGRA—=RIA T 3 TT,
DU R http raw uri: scheme;

15'] . http raw uri: scheme;
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http_raw_uri.host

URIDHEA N (FAA4) (L TOARBELET, http raw uri.host /NT A —H T4
Ta T,

DUV R http raw uri: host;

15'] : http_raw uri: host;

http_raw_uri.port

URI @73‘5‘— ]\ (TCP 7?\0‘_‘ I\> &:i‘]’ Lf@y?‘ﬁg/ﬁ\ Li‘é‘o http raw uri.port /\03 A ‘—& Lij_7o
A= IV G I

DU R http raw uri: port;

51 http raw uri: port;

http_raw_uri.path

URION 27V ay (T4L27 RV ET7A0) I LTORBAE LET, nttp raw_uri.path
T RA=ZIF T arTY,

DU R http raw uri: path;

15'] http raw uri: path;

http_raw_uri.query

URI D7 =Y /XT A —F X%t LT@J%HE{E[\ LET, http raw uri.query INT A= IA T3
:/‘t:\‘é—O

DU R http raw uri: query;

15'] : http_raw uri: query;

http_raw_uri.fragment

URIDTZ T 7 A b7 v a A LTORRELET, 777 A ME, #RLEZT 7 AV
D—ETH Y, WHIZT 7 VPN TORBHS L, *y PV =B TEEESNEEA,
http raw uri.fragment /N7 A —&|IA 7T a o TF,

DURYY R http raw uri: fragment;

15'] . http raw uri: fragment;

http_stat_code

B — Y VEHTTP AT —F 23— NIZRELET, HTTP A7 —& 22— K, 100~ 599
OHEFHE D 3 HrOEF T,

http stat_code b — /LA T a3 ZIE, /XF A—H D http_stat_code.with body &
http stat code.with trailer ﬁ‘é\iﬂij—o

DUBYY R http stat code: <parameter>, <parameter>;
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15'] I http_stat code: with trailer;

http_stat_code.with_body

JL— L DRI DERS THEERT 5 DX http stat_code =)L T g o TiE/R < HTTP X v k& —
VORI ERETHI L EZRELE T, nhttp stat_code.with body /N7 A —&|IA S 3T
B

DRV R http stat code: with body;

51 http stat code: with body;

http_stat_code.with_trailer

L=V DRIDER ST THERRT 5 DI http stat code =) AT a T/, HTTP A vt&—
CORL—TTHDHI EERE Ljﬁ'@’ﬁo http stat code.with trailer NG RA—=RIAT g
<

:/://5‘ ‘ybx : http stat code: with trailer;

1 http stat code: with trailer;

http_stat_msg

Bl — Y V% HTTP A7 —Z A A v —JICHE LET, HTTP AT —& A A vt—I1F,
HTTP A7 —#Z Aa— K& FL—2F X% A NTHEBLET (] : or) .

http stat msg /L—/VA 7T 3 IZIX, /X7 A—H D http stat_msg.with body &
http stat msg.with trailer ﬂ)é\ihiﬁ‘o

:/Vl)-‘ ‘y’77\ . http stat msg: <parameter>, <parameter>;

51 http stat msg: with body;

http_stat_msg.with_body

=V DRIDE S THEFRT 5 DIE http_stat_msg /L —/ A7 a3 o TlE7e <, HITP X vk —
VORI THDH I EEEELET, nttp stat_msg.with body /N7 A —X|IA T 3 TT,

DUBRYY R http stat msg: with body;

1 - http stat msg: with body;

http_stat_msg.with_trailer

=L DRIDFERSY THEFR T D DI ntep stat msg /L —/b A7 a T/, HTITP X v & —
CORL—FTHDHI LEEBTELET, http stat msqg.with trailer /N7 A —X|IA T a v
‘—(\‘—a_o

LAY X :nttp stat msg: with trailer;

15'] . http stat msg: with trailer;
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http_trailer

M — YV EZEEHIEENTZ L —FICRELET, FL—FZEA v E—0RRICET S
BN EGENTWET, 7747 MERTHTITP~y ¥ —% Bk 5546, FL—F13fFEH
TZFEHA,

http trailer (&, KT~y X —IZEHEIND Z L ERWT, http header LRI CT9, HTTP
D~y Z—b N —F%RAETHI121E, HRIONLV—VEERT H2HERH D £7°,

http trailer =V T 3 AL, INTA—ZD http trailer.field, http_ trailer.request,
http trailer.with header, http trailer.with body ﬁ)é\ihi‘é_o

:/Vl)-l ‘y77\ . http trailer: field <field name>, <parameter>, <parameter>;

5l : nhttp trailer: field trailer-timestamp, with body;

http_trailer.field

EELE N —F4 5 EHALESNZHTTP hL—F EBALET, ML —F4 TlIRFEE /N
FENRRBIENERA,

U e |
¢/~/I)-¢ ‘777( : http trailer: field <field name>;
AXNME : HTTP FL— T4,

1 - http trailer: field trailer-timestamp;

http_trailer.request

HTTPELR A vt =P TSN FL—F 2BE L ET, WEA v — V2R T 256813,
HTTP Rk b L —F 2 H L £, http trailer.request /N7 A —4% X477 a9,

:/‘/9 ‘JOX > http_trailer: request;

15'] : http trailer: request;

http_trailer.with_header

=L DRIDERS THEFR T D Dld http trailer b—/V A7 T a o TiE/a<, HTITP A v&—
D~y X —=ThbI EEBELET, http trailer.with header INTA=RFIA T a T
j‘o

LAY R :nttp trailer: with header;

15'] . http trailer: with header;

http_trailer.with_body

L=V DFIDE Sy THERR T D DI http trailer V=V A T g o TiER, HTTP A vk —
DAL THHZ EEHEELET, http trailer.with body IRNT A= I A T 3 TT,

DU R http trailer: with body;

5 : nttp trailer: with body;
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http_true_ip

B — I N ERfEBIT2 7 TAT M IP T RLVAICRELET, 7747 bPREREERF
ToL, TuX V=N IRERR TAT U NPT FLARRFELET, 77470
IP 7 F L AL, x-Forwarded-For, True-Client-IP, % 72I1LE DD I A HZ I x-Forwarded-For
BAT DNy H—IZV A RIS TOVDREDIP T RLATT, BEO~y X —PIFET 5
/Er\\ Snort 1% xff headers Tﬁz% N~y &_7&%% Lij‘o

http true ip b—/VA 7 T g UITIE, /XT A —H D http true ip.with header,
http true ip.with body. BIW http_true_ ip.with trailer ﬁ)é\i WET,

:/V/)-l ‘y’JZ . http true ip: <parameter>, <parameter>;

51 http true ip: with header;

http_true_ip.with_header

N—VTCRHERTXADIZIHTTP A v —V D~y B —DHTHAZ L EBELET,
http true ip.with header /N7 X —% T4 7 a v TT,

DUBRYY R http true ip: with header;

1 http true ip: with header;

http_true_ip.with_body

=L DRIDERS THERR T D Did http true ip/b—/V A7 T a »TiE/p<, HTTP A v&—
DAL THDZ EEBELET, nttp true ip.with body /X7 A —H (IA4 7 3 TT,

DAY R http true ip: with body;

1 - http true ip: with body;

http_true_ip.with_trailer

JL—ILDBIDESY THERRT D DT nttp true ip/b—/V AT a o TlER<, HTTP A vk —
DL —FThHZLEEELET, http true ip.with trailer /X7 A —X|IF 7 3T
B

SRR http true ip: with trailer;

15'] http true ip: with trailer;

http_uri
Bt — v EERE S URI Ny 7 7 IR E L7,
* http uri.with header
* http uri.with body
*http uri.with trailer
* http uri.scheme

®* http_uri.host
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®* http uri.port
®* http_uri.path
®* http_uri.query

* http_uri.fragment

SRR http uri: <parameter>, <parameter>;

15 P http uri: with trailer, path, query;

http_uri.with_header

N— VTR TEXADIZHTIP A v =YD~y ¥ —DHTHHZ EEIEELET,
http uri.with header /X7 A —% X479 T9,

DUV R http uri: with header;

1 - http uri: with header;

http_uri.with_body

=)L DDy THEZRT % DT nttp uri L—/LF T2 a Tk, HTTP A vy —Y DK
XTHDHIEEBELET, nttp uri.with body /X7 A —X|IA T a > TH,

DUV R http uri: with body;

i - http uri: with body;

http_uri.with_trailer

NN OBIOEG THEET 5 Dlntep uri L—AAT ¥ 2 2 TERL, HTTP A v E—YO |
L—7 ThdbILEHRE LET, http uri.with trailer TG A—=ZIA T a s TT,

’/“/’;'l V.S http uri: with trailer;

15'] . http uri: with trailer;

http_uri.scheme
URI DAF— Ak L TCORBELET, http uri.scheme RT A= 3AT > g TT,
DUV R http uri: scheme;

15'] . http uri: scheme;

http_uri.host

URI DARZ K~ (FAA4) I LTORME LE T, http_uri.host /XT A—H[IAT 3
T

DUBRYY R http uri: host;

&1 http uri: host;
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http_uri.port

URI AR —F (TCPA— k) IZx L TOARBAELET, nttp uri.port /3T A—X|IA T =
:/ T‘g—o

DRV R http uri: port;

15'] . http uri: port;
p_ P

http_uri.path

URID/NA (T4 b7 R ET7A0) IZ L TOHRBELET, nttp uri.path /3T A —H
A7 a T,

DRV R http uri: path;

15'] . http uri: path;

http_uri.query

URIDZ7 =) /Qif_&ﬁzij‘bf@%‘ﬁg/ﬁ\bifo http_uri.query/\oi7“—&@17]_70“/3 VS
R

DU R http uri: uri;

15'] © http uri: query;

http_uri.fragment

URIODTZ7Z 7 A b7 a i LTORRBELET, 777 A M, BERLEZ77 AV
DO—HTHY, WEIXT T VVNTORARESIN, *y N7 BHATEHEEINEEA,
http uri.fragment /N7 A —X [ AV N G I

SURYI R http uri: fragment;

15'] . http uri: fragment;

http_version

B — Y L& HTTP N—2 3 28y 7 7 OISR E LE T, nttp versionld, SEXER
HTTP "= g U 22T ANET, b —RMICA BN D /3— 3 T srre/1.0 & arTe/1.1
<9, http version J—ILF g iR, RNTA—=ED http version.request,
http_version.with_header, http version.with_body, BLO http_version.with_trailer 75’{%\

EFNET,
:/Vg ‘77;( : http version: <parameter>, <parameter>;

i - http version; content:"HTTP/1.1";

http_version.request

HTTPER TRt SN N—a VERAG LET, IWEA v — V2T 25813, ERk—
TarEERLET, http version.request /N7 A — X IA T g T,

:/D/)-l ‘77X . http version: request;
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15'] : http_version: request;

http_version.with_header

=V TCHEBTEDDITHITP A v B =V DNy X —DHhThH D I L ZHELET,
http version.with header /N7 A —X|IA 7T 3 T,

DU R http version: with header;

15'] . http version: with header;

http_version.with_body

=)L DRIIDER Sy THERR T 5 DI http version V=LA 7 g TiER<, HITP A vk —
@KXT%ZD Z & %?E‘Hﬂiﬂbij} http version.with body /\03 A b‘& Lij‘7o‘\/ 3 T/’C“?‘«O

DUBRYY R http version: with body;

&1 http_version: with body;

http_version.with_trailer

JL— L DBy THERR T D Did nttp version b—/v A7 g TldZe<, HITP X vk —¥
DhL—FTHDHILEETELET, nttp version.with trailer /NT A —H|[IA4 S 3 T
ﬁ—o

’/“/’5! VWS http version: with trailer;

15'] . http version: with trailer;

http_version_match

O HTTP N—V a2 V EBATHHTTP A=Y a3 VDU A RERELE T, HED N~ g
VIARAXTCTRYIY £, HTTP ERE I AT —F AT, X—=Va VNG ENDHE
BHYET, TONR—= a3 VP FET DH5E. Snort (L2 D/N—2 3 V% http version match
THRESNEZU A ML LET,

FDON— 3 OFERD [(0-9].10-9] DRWEEEIT, AERERE RS ET, 1.0 F201T
1.1 TR\ [0-971.10-9] DIERDONR—T g UE, FoMé R ShET,

B 3Urs
DU R http version match: <version list>
BHME : 1.0, 1.1, 2.0, 0.9, other, malformed

51 http version match: "1.0 1.1";

js_data
R — Y V& IEHUE & 37z JavaScript 77— Z IZRRE L £4, ZDOA 7> 3 1%, HLiE JavaScript
J—= 74 FIZEATT,

DU R js_data;
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5 s_data;

vha_data
5 — > )V % Microsoft Office Visual Basic for Applications ¥~ 7 B/ 3> 7 7 [ZEHE L T,
DUBR YR vba_data;

Bl : v a data;

Snort3 f VARG A1) T7 LR .



Snort3 4 > 2R5 4 |
B vz oxcss0BAL—LOFTL Y

. Snort3 A VAR A TF LR



5 12

i

IEC104 f AN 3

«IEC104 A > A7 X O (125 2—)

«IEC104 A > AT HD/RT A—H (126 X—)

¢ IEC104 A > AT ZD)L—/b (126 X—7)

¢ IEC104 A > AT B DIZFAN—NDF T g5 (130 ~—)

IEC104 4 VAR 3 D E

2A 7 A AR Z (P —ER)
7 e

AVAB AR BT ~NF v

FOMDA AR B PN stream tcp

A% false

IEC 60870-5-104 (IEC104) 71 hajvix, BATV AT LB TEEHIEA v v — 28 572
D OFEEHINZOWTHHA L E3, I[EC104 72 k =2/LiX TCP AR— b 2404 ZfEH L £,

iecl0d A VAT BT, Fy NT—T T T 4 v ZHNDIECI04 A v — % LET,
iecl0a A Y ART BT, BEDOT L —LITEENDHA v =V MAEDEDL, £0T1D
D7 VL —LNTEBDOA v —V%5%4 252 LT, IECI04 A vE—T %00 L, IEHEL
i‘a‘o

BihcT b e, BANAL—ILOF T g 0%, [ECI04 T 7V r— g 7 a ko LElEER
(APC) AT TV r— gy P—ERXRF—4% 2=v  (ASDU) #Ea— K77 &
ATEBHLILHITRD ET,
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IEC104 TCP R— FD /T

binder A ¥ A7 X%, IECI04 TCP A— FORTEEXTE L E T, FHMIcHWTIL. 31 v
B AR ZOME (15 3—) ] 28R L TLEEN,

1 :

[

]

)

"when": {
"role": "server",
"proto™: "tcp",
"ports": "2404"
}!
"use": {
"type": "iecl04"

}

GE)

iecl04 A Y ANY ZIINT A —F AR LI A,

IEC104 1 VAR ZDI)L—)L

iecl04 A Y ANRTEDA—LELAINZ L, ANV NEAEKR L, 454 VREBTIE, &S
rvy bRy LET,

K15 ECI04 4 ART ZDIL—IL

GID:SID IL—IL Ayt—

151:1 IEC104 APCI ~v» #— D E X3, $5E &1 72 IEC104 ASDU 4 1 7' 1D |

MERE X & —# L7V (Length in IEC104 APCI header does not match the
length needed for the given IEC104 ASDU type id)

151:2 IEC104 BG4 k75 0x68 & —EH L 72y (IEC104 Start byte does not match
0x68)
151:3 FHIWE I~ D IEC104 ASDU % A 7 ID I3 IC 72 > TW % (Reserved

IEC104 ASDU type id in use)

151:4 IEC104 APCIU FHIFE 7 44—V RIZT 7 v ML DOERE EH T

% (IEC104 APCI U Reserved field contains a non-default value)
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GID:SID

IL—IL Ayte—2

151:5

IEC104 APCIU 2 vt — U ¥ A TGN 72MEICERE S 7= (IEC104 APCI
U message type was set to an invalid value)

151:6

IEC104 APCI S THIE A7 4 —/v RIZT 7 4 /v MUAOENE T
% (IEC104 APCI S Reserved field contains a non-default value)

151:7

IEC104 APCI T ERE N L IR E SN TV 5 (IEC104 APCI I number of
elements set to zero)

151:8

IEC104 APCIT#EBEA Y R— R L TWARWASDUICSQ By FAARE SN
TU % (IEC104 APCII SQ bit set on an ASDU that does not support the
feature)

151:9

IEC104 APCI I % ¥R — h LT /ey ASDU TEFE DA 2 LRI
FRE 4TS (IEC104 APCI I number of elements set to greater than one
on an ASDU that does not support the feature)

151:10

IEC104 APCI I )L DK 23 FAIEIZERE STV 5 (IEC104 APCI I
Cause of Initialization set to a reserved value)

151:11

IEC104 APCIT [\ &bt o~ o R OG5 THIFE A OIFIZERE ST
V% (IEC104 APCI I Qualifier of Interrogation Command set to a reserved
value)

151:12

IEC104 APCI1 71 7 > # W&ot ot~ o ROEHIT-DER /ST A — K3
THIFE A OMEIZFEE ATV % (IEC104 APCI I Qualifier of Counter
Interrogation Command request parameter set to a reserved value)

151:13

IEC104 APCITIUTERE D /3T A — 2 DIERF D /3T A — 2 OFEFINTHIF
HOEIZFETE STV 5  (Qualifier of Parameter of Measured Values kind of
parameter set to a reserved value)

151:14

IEC104 APCITHFEE D /3T A — & DAESfif- D — T VR T A —2 DER
DSBATANZ A Zh T2 D3 ARAE H OEIZER E S 41T % (Qualifier of Parameter

of Measured Values local parameter change set to a technically valid but unused
value)

151:15

IEC104 APCITITEME D /3T A — 5 DIEMIT- DT A =2 F T a o hifk
TN E N TED R OEIZERE S TWv%  (IEC104 APCI I Qualifier of
Parameter of Measured Values parameter option set to a technically valid but
unused value)

151:16

IEC104 APCI1 /R T A =2 T J7T 4 =3 a v DERF 3 FRIF A DRI
RE SN TW3D (IEC104 APCI I Qualifier of Parameter Activation set to a
reserved value)
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151:17

IEC104 APCI1 =~ > ROEAi 723 THMEICER E S 4L TV 5 (Qualifier of
Command set to a reserved value)

151:18

IEC104 APCI1 U & v b 7' 2 DEMiF 1 FAUMEICRE S LT D
(Qualifier of Reset Process set to a reserved value)

151:19

IEC104 APCIL 7 7 A /L DU 58 TIEMG 723 PAMEICRE STV 5  (File
Ready Qualifier set to a reserved value)

151:20

IECI04 APCII & 7 3 3 v O¥Efi5e TEM T TRIEADEICREESNT

% (Section Ready Qualifier set to a reserved value)

151:21

IEC104 APCIT N L CREOMH L DRG0 THRIMEICERE SN TV 5

(Select and Call Qualifier set to a reserved value)

151:22

IECI04 APCIT et 7 v a  E 1213k 7 A v h OEHMF R TAMEICERE
ST % (Last Section or Segment Qualifier set to a reserved value)

151:23

IEC104 APCIEEMERRD 7 7 A W E T2 ® 7 v a v OESG T DN THITE
DIEIZRE SN TS (Acknowledge File or Section Qualifier set to a reserved
value)

151:24

IEC104 APCI I fSEEHT 723NN D870 A v B —=PICRES LTS
(Structure Qualifier set on a message where it should have no effect)

151:25

[EC104 APCII 2> Z ViR A o MERTHRIE ST 4 —/v FIZT 7 4 /v b L
SADIENE EIL TS (Single Point Information Reserved field contains a
non-default value)

151:26

IEC104 APCI1 ¥ 7 ViR A v NMEBRTHIE AT 4 —/v RIZT 7 40 R LS
DENEGEN TS (Double Point Information Reserved field contains a
non-default value)

151:27

IEC104 APCI I 55 R R 23 FHIMEICER E S 41TV % (Cause of Transmission
set to a reserved value)

151:28

IEC104 APCI1 352 DJEIN A ASDU IZFFA] S TWRUVMEIZERE ST
% (Cause of Transmission set to a value not allowed for the ASDU)

151:29

IEC104 APCI1 650722 42 7 v FOILET R L AEFHR I Sz (IEC104
APCI I invalid two octet common address value detected)

151:30

IEC104 APCII St Geik & O THRIFE 7 4 — /v RIZT 7 4 v S LIS D
fENE FTW5 (IEC104 APCII Quality Descriptor Structure Reserved field
contains a non-default value)
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iEc1od 1 >z <5 20oL—1 ]

GID:SID

IL—IL Ayte—2

151:31

IEC104 APCI fRFEILEAE L DA ~ 2 b O WEFLR F O FHKIFEHR 7 4 — /L
RIZT 7 4 v RUANDIER G £ T % (Quality Descriptor for Events of
Protection Equipment Structure Reserved field contains a non-default value)

151:32

IEC104 APCIIIEEE STD 754 i3 NaN (272 % (IEEE STD 754 value results
in NaN)

151:33

IEC104 APCIIIEEE STD 754 fHN R K272 % (IEC104 APCIIIEEE STD
754 value results in infinity)

151:34

IEC104 APCI 1 fRFEHEEME D —A N> FOTHRIFEHRT 4 —/L FIZT
7 4V FLUSAOERE F TV D (IEC104 APCLI Single Event of Protection
Equipment Structure Reserved field contains a non-default value)

151:35

IEC104 APCII RFESEEREE DBIAAA X b OTFHKIT 4 — /L FIZT 7 4L
NS DR E EAL TS (IEC104 APCI I Start Event of Protection
Equipment Structure Reserved field contains a non-default value)

151:36

IEC104 APCI /) R & HAEIE O THIE A7 4 —/v RIZT 7 40 F LS
DIENE E£ TS (IEC104 APCI I Output Circuit Information Structure
Reserved field contains a non-default value)

151:37

IEC104 APCIT £ Z2EET A By b3 — ikt &z (IEC104
APCI I Abnormal Fixed Test Bit Pattern detected)

151:38

IEC104 APCII Hi— =< > FHEED PRI AT  —/L RIZT 7 4 /b F LIS
DENE EI T % (Single Command Structure Reserved field contains a
non-default value)

151:39

IEC104 APCI1 ¥ 7 /L2~ » REEIZIEZ) 0B85 £ T2 (Double
Command Structure contains an invalid value)

151:40

IEC104 APCITHII 2 7 v 7o~ RO TRIFEHR T 4 —/V FIZT 7
L NP DN E 4TV D (IEC104 APCI I Regulating Step Command
Structure Reserved field contains a non-default value)

151:41

IEC104 APCI 1 Time2a X U FPSFFAHIHIMCEE STV 2% (IEC104
APCI I Time2a Millisecond set outside of the allowable range)

151:42

IEC104 APCI 1 Time2a D53 DS FFARIPHAMI X E STV %  (IEC104 APCI
I Time2a Minute set outside of the allowable range)

151:43

IEC104 APCI I Time2a D453 D FRIFE 7 4 —/V RIZT 7 4V hEALOfE
NEFN TS (IEC104 APCII Time2a Minute Reserved field contains a
non-default value)
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GID:SID
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151:44

IEC104 APCI I Time2a DR 2SFFARIPHSMIEE LTV 5  (IEC104
APCI I Time2a Hours set outside of the allowable range)

151:45

IEC104 APCI I Time2a DK DO THIFE -7 4 —/ RIZT 7 4V S LSO
ARG FEN TS (IEC104 APCII Time2a Hours Reserved field contains a
non-default value)

151:46

IEC104 APCII Time2a O H 2AFFAHFEFASMIGE ST 5 (IEC104 APCI
I Time2a Day of Month set outside of the allowable range)

151:47

IEC104 APCI 1 Time2a D A N FFAFFASMIERE ST 5 (IEC104 APCI
I Time2a Month set outside of the allowable range)

151:48

IEC104 APCI I Time2a D H D FHIEH 7 4 —/v RIZT 7 + /v kLS OfE
NEFN TS (IEC104 APCII Time2a Month Reserved field contains a
non-default value)

151:49

IEC104 APCII Time2a DENHFRFLFIMIERE SN TV D (IEC104 APCI
I Time2a Year set outside of the allowable range)

151:50

IEC104 APCI I Time2a %-D FH) 7 4 — /v RIZT 7 4 /v NUSNOENE £
AL TCUv% (Time2a Year Reserved field contains a non-default value)

151:51

IEC104 APCI1 & 7 * > M RIZ null fEA R H &7z (IEC104 APCI T a null
Length of Segment value has been detected)

151:52

IEC104 APCI1 & 7 A > M RIZED i3 H S 7z (IEC104 APCI T an
invalid Length of Segment value has been detected)

151:53

IEC104 APCI1 7 7 A LD AT —H AN TFHRIFADEIZRE SN TWD
(IEC104 APCI I Status of File set to a reserved value)

151:54

IEC104 APCI1 & v FRA > k< R ql 7 14 —/v ROEHT 0 TRIE
HOEIZFETE STV 5  (IEC104 APCI I Qualifier of Set Point Command gl
field set to a reserved value)

IEC104 1 VARG ADBRBAIL—ILDA T 3>

iec104_apci_type

[EC104 A v B —UN, 73 a3V THRESNTWSIECIM T S r— g7 a b aLiEER

Hl# (APIC) ¥ A 7

BT L L AR LET,

iecl04_apci_type BAIN—IVF T g ik, FBER APIC XA 74, HAWIIRIFE 1T/
FD APIC # A T OEME A L THE SN CFF &2 ANVET,
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IEC104 1 > 2 <5 s BAL—LOA T3> [

B s
DUV R iecl04 apci type: <apic_type>;

&1

iecl04 apci type: unnumbered control function;
iecl04 apci type: S;
iecl04 apci type: I;

iecl04 apci type: i;

iec104_asdu_func

IEC104 A v &=V, A7 a V TRESNIIECI4 T 7V r—vay y—EAF—4 =
=v I (ASDU) #fEa— F&—HLTWD I LB L £,

iecl04_asdu_funcfRA/N—/AF T g U CHE, KICFE IV ICFO ASDU HERE = — R &l ]
LTHRESNZXFHN A TEET,

B s
DUV R iecl04 asdu_ func: <asdu func>;

i
iecl04_asdu_func: M SP NA 1;

iecl04_asdu_func: m sp na 1;
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=
=
(o]
IMAP 4/ AR A
« IMAP A > A7 X O (133 =2—)
«IMAP A VAT HZDIRT A—H (134 X—)
¢ IMAP A > AT XD )—)b (136 ~<—)
¢ IMAP A v AT ZDIRFANL—NLDA T 3 (137 2—)
IMAP £ VAR 3 DELE
B AT AAXRT Z (F—ER)
Rk R
AVABR VA BAT ~)VF kv
FOMD A L ART Z NPT stream tcp
ﬁ&j] true

Internet Message Application Protocol (IMAP) 1%, T A— 1AV 74T NEBEHIL, VE—

N IMAP3 h—N—nH A o=V F ST 5 K5I LET, IMAP3 Hh—3—(X, LT
v a I TCP A— b 143 Z{#HEHT 55>, SSL/TLS %4 L7= IMAP |Z TCP " — k 993 % fifi
ALET,

imap A Y AR ZIX, IMAP b7 7 4 v 7 &ERBRE L, IMAP 2~ REINEEZSITLET,

imap A Y ARY ZF, IMAP A vt —YDavwr N, ~v ¥ — BIOKRILOEY > a %%
AL, ZHMDA 2 —F% v b A—LHEE (MIME) A7 7 A V28 L CiEB{LT 5 2 &
NTEET, MIMEIRI 7 7 A MZIE, EEORMN 7 7 A VDA MTETERDHRE
W7 7 ANBEENDIHENH Y F7,

imap f AR Z{iE, IMAP FT 7 4 v 7 &Z#HBI L, Snort FFR U R MBI LET, A
T5E AN — VTR E R IMAP N T 7 4 v 7 OFERIZA X M E2AERLET,
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B var (o xrs50852—%

IMAP 4 VAR ZDINT A —4

IMAP H—E XD HEFE

binder A Y AT H L, IMAPV—ERXADHRELZEFR LET, Sz NTIE, X141
VAR ZOME (15 3—) ] ZBRLTLEE N,

[
{

"when": {
"service": "imap",
"role": any

}!

"use" . {
"type": "imap"

}

]

h_64_decode_depth

% Base64 = 2 — R MIME BT A — VI 7 7 A B L TTF 22— R TE 5K KA b
BAaAfELET, 65535 RiMOEEEZIRET 50, £21302EE L TESLEZESICTS
EMTEET, EH LT D4 MRICHIRZRE L WiGEai, -1 2 ELET,

=V 1414 ZHINZ L CZDNRTA—=F DA R MR L, A T4 VBT, (=
a— RBELL W, FRIET =20 ENTWA D) ES N LZSEICREDH 5
NRry e Ry X452 ENRTEET,

B B
BxhAREEH -1 ~ 65535
TIAILME: -1

bitenc_decode_depth

NA FOBRKRBEIREL, = a— RENTWRNWEMIME B+ A —/LOTRM T 7 A Losbih
HUET, 65535 RiOBEHABTT D0, FRIF02HET LT, =ra— RERTH RN
MIME#RAT 7 7 A VOB Z BRI T2 2 LR TEE, #iHT 254 MMUCHIBBZRE L7
WA, -1 Z2BELET., INOLORMNTZ 7 ANDXA 712X, TEY b, SE Y b, A
FU. BEWNITL—0TF AR, JPEGA A—YEPNGA A—Y, BLXOMP4 7 7 A )L73
. NV TFR—= b Dar T EALATREENET,

B EEE

Eih7&HE : -1 ~ 65535

FIAILME: -1
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map 1 v 2 <5 50551 —4 |

decompress_pdf

MIME {54#7 7 A LD application/pdf (PDF) 774 /V%Eﬁqﬁﬁgﬁé‘ij—é NED ﬁ)%?ﬁfﬁﬂ L*
j‘o

TDORTGRA—=ZDARN AR L, A T4 VRBBTRIEOH D N ry M & Fa v 73 5(C
L. L—L 1418 AN LE T,

B S — L
ﬁ;‘:jjﬁﬂg . true., false

T4 ME : faise

decompress_swf

MIME #sf+ 7 7 A LD application/vnd.adobe.flash-movie (SWF) @}:Eﬁ‘ﬁ %ﬁ@l&%‘a‘é MmE
MataELET,

TDOIRTGA=EZDAR AR L, A1 T7A4 VRBBETRIBEOHLD NV ry ha Ra vy 74512
X, L—L 1418 A L £,

B B
ﬁ?}]t;ﬁé . true, false

7_577]'}[/ l‘ﬁﬁ . false

decompress_vha

MIME ¥&ft 7 7 A /L ® Microsoft Office Visual Basic for Applications O~ 7 & 7 7 A JLDEHE %
fiEbRT DN E I mERELET,

B T— L fH
ﬁ;‘j]f;ﬁﬁ . true, false

TI7HIL ME : false

decompress_zip

MIME it 7 7 A VDT 7V r—2 a3 Uizip (ZIP) 7 7 A NVEFRRT 50 E 9 EfRELE
—gqo

TDORTRA—=ZDARN MEAERL, £ T4 VRBBTRIEOH D Ny & Fa v 74 5(C
X, —L 1418 /M L FET,

B S— Ll
ﬁi‘jjﬁﬁé . true, false

T4 ME : faise
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qp_decode_depth

% quoted-printable (QP) =  =— K MIME &1 A — VIR 7 7 A A B L TF 22— KT
X DAL FEEFRELET, 65535 RiiOBHAERET Hh, £72130 2fE L TE L
BN THZ N TEET, BELT D531 MUTHIRZZRE LWGAIE, -1Z2HEELE
j—O

=L 1415 A LTI DRI A—EZDA Ry " EERK L, A T4 VERT, (v
a— RRELL RN, F703T7 =2 B ENTWA Z ERFERT) EE5bnE L8541
DBy N Fay 7 T52 ENTEET,

R B
EMITERH : -1 ~ 65535
TIAILMME: -1

uu_decode_depth

% Unix-to-Unix ©=> 2 — F (UU =2 22— ) MIME EF A —/Viift 7 7 A v HHiH L THE
AL TEDRARAA MEAEEE LET, 65535 RO EZIEET 20, £ 0528 ELT
AL BT DN TEET, HH LT3 MUCHIBBZFRE L2 WEEIE. -1 &4
ELET,

=V 1417 ZHNZ L CZ DT A= DA R "E2ERL, £ T74 VBET, (=v
a— RPRELL AWV, FRET =20 E L TWA Z ENFNT) Hafbn ki Lz & &Iz
MEOH ANy Mae Ru vy TEET,

B OREH
BNEHE : -1 ~ 65535

FTIAILKME: -1

IMAP 4 AR 2D I)L—IL

imap A Y ART XDV —LEFHL, A XV bEAERL, £ TA BITIE, BNy
e Ry LET, .

R 16:IMAP A VAR ZADIL—)L

GID:SID =L A ytE—2

141:1 RBA72 IMAP3 =~ > K (unknown IMAP3 command)

141:2 A7z IMAP3 )&% (unknown IMAP3 response)

141:4 Base64 DESALIZKEL L7z (base64 decoding failed)

141:5 Quoted-Printable D8 S LIZ i L 7= (quoted-printable decoding failed)
141:7 Unix-to-Unix O BALIZRHL L 72 (Unix-to-Unix decoding failed)
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IMAP > 2 <4 s DEAL—LOF T a [

GID:SID =L A yt—2

141:8 7 7 A )V OJEREMEERIZKI L7z (file decompression failed)

IMAP £ VAR A DEAIL—ILDA T a3y

vba_data
¥ 4 — /L% Microsoft Office Visual Basic for Applications ¥ 7 B/ N> 7 7 (I E L 7,
DUBRYD R vba data;

i vba_data;
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=
=
(o]
MMS £ AR A
e MMS A > A7 Z O (139 ~<—)
e MMS A LV ART ZDRT A=K (140 ~—)
s MMS A V' AXRT ZD/L—/b (140 X—)
e MMS A VAT ZDIZAIL—ILDF S 3 (140 =—)
MMS £ VART 2 DOEEE
B AT AAXRT Z (F—ER)
Rk R
AVABR VA BAT ~)VF kv
FOMDA L ARY H DS PBE stream_tcp
ﬁé‘(‘j} false

IEC618501%, N AT LDWE7 v h a2z EFRT L EEEFRFS T3, Manufacturing Message
Specification (MMS) 7'& k =/Li%, IEC 61850 7'&2 k2L D 1 -2T9, MMS ZEHT 5 &
SFEIFERWIEL LT v ZGIHOT S A AW ClElREE G HIE - 5 @G (SCADA) 7 —
BaEVTNEALTIEETEET, MMS 7’1 h2)LE, TCPARA— R 102 2L T, 774
T RTNA ALY —R=F N A TA =V R LET,

mms A VANRT ZE MMS T 7 4 v 7 HRREB IO LE T, MMS A v =220, ]
DO TCP ™7y NNIZEH O 7 v havry—%==> s (PDU) ., #E®D TCP /X7 > MIoy
B|XNTZ12OOPDU, £132200 R vt —VREOMAGDLDENREENDIHENH Y T,
mms A Y ARY ZE MMS T 7 ¢ v 7 ZEBUL L THEEZRMMS A v E—T % T 8 AT
RLET,

MMS 7u bajlas a— KEFZ, MMS A v —2® Snort 3 L — L EZ{ERR L E T, mms A
VAR B2, MMS e hanE ST H 08I LA Y=g L, v— AT a
FELTHEEOMMS 70 hav 7 4=V RET =X LTI ~DT 7 AL F9,
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B vws 1 zxxs50/852—4

MMS V=L DA T 5 OFEIZ DN TIE, MMS A VAT ZDORANL—ILDA TS g
(140 ~—7) =S LTLIEE,

MMS 4 VAR ZDINTG A—4

MMS H—EXDHTE

binder f Y AR X IIMMS —ERXADRELE EFR LET, ibflico>WTIE, XA A
AR HZOWE (15 2—=) | 28R LT EEWN,

B -

[

"when": {

"service": "mms"
}l
"use": {

"type": "mms"

}

MMS £ VAR Z2DI)L—)L

mms A VAR Z\VIBEEM T ST — RN B T AL

MMS 4 VARG IADEAIL—ILDA TS 3>

mms_data

B — VO EE MMS 70 haLsF—Z=2=v k (PDU) OLHEIZEBE L. +ToH
OSI I 7 MUEE A RALET, BAL—/Mlms data DB ENTWDEHE, L—LDK
DV—)V A7 g 1E MMS PDU 22 B ALBEZBRIG L £,

DB YR mns_data;
Bl :

KDY T AR AV =R, mms data V— AT T a VERELET, ms data L— VAT
va d, R — Y L% MMSPDU OJEERICHEE L, FDALE D31 b T Initiate-Request
AvbE—VOEET v LET,

alert tcp ( \

msg: "PROTOCOL-SCADA MMS Initiate-Request"; \
flow: to_server, established; \

mms_data; \

content:"|A8|", depth 1; \

. Snort3 A VAR A TF LR



| Snort3 (254

MMS 1 > 2 <5 8 DRAL—LOATva> I}

s1d:1000000; \
)

mms_func

TZEI%@\: é hf?_ Fa'eﬁi’jﬁ% i 7z Li%%%\ MMS %?ki 7= aiﬁ;%:@ Confirmed Service 7 A4 —/V ]\ &k tl:ifa
Li‘a_o MMS *%%ﬁlé@% ﬁﬁi 7c 5i%§%"7§‘ Confirmed Service E #ﬁ L7- & dc" GC%% Liﬁ—o

RAT T
LAY X i mms func <function>;
i

ROZAI— L DRI T, mms_func N—NF T a U ERE L. confirmed Service Request
F—rX ﬁ‘*/%ﬁ#éﬂfl&ﬁ%(% L3 Lf:f/%/a\ﬂ:%‘i LET, &bHIT, mms_func I¥. confirmed
Service Request (0xA0) A /‘YZ*?VVC*&'@A}:)%JE/\O&‘—V’? /%Vﬁ*%%ﬁ'é%ﬁ@]@: Lij‘o

alert tcp ( \

msg: "PROTOCOL-SCADA MMS svc get name list"; \
flow: to_server, established; \
content:" A0 |"; \

mms_func: get name list; \

s1d:1000000; \

)

DY T AR AL — VT, mms_func V=)V AT a VETRIE L. GetNameList A v B—IN
BRI & e85 LET,

alert tcp ( \

msg: "PROTOCOL-SCADA MMS svc get name list"; \
flow: to_server, established; \
content:"|A0|"; \

mms_func:1; \

s1d:1000001; \

)
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Modbus £ AN A

» Modbus A > A7 X OREE (143 ~X—)

e Modbus A ' ARY ZEFRETHIZODRANT T 7T 4 A (144 =—2)
e Modbus 1 > ARYT ZDINT A —H (144 _X—)

e Modbus A > AT ZD)L—)L (144 ~—3)

e Modbus £ > AT ZDEANL—NLDF T 3y (145 —)

Modbus 1 > AXRYT 3 DHEE

SAT AV ARTZ (P—ER)
it e
AVABUABAT ~)VF R

FOMDA v ALY B PN stream top

A% false

Modbus 7'& b =L, EREEGRSE - FHEUS (SCADA) v AT A&7 n 7 J~<7 )V HEHL
arha—7 (PLC) ORTA v —V 2T 570 0mERKEZEFR L ET, Modbus 7
7 k2L TCP AR— bk 502 2 A LE7,

modbus/l)‘/7\’\°7§6i\ 7‘/ }‘]7_‘7 ]\574 77W@M0dbus7‘ /‘JZ~“/75:*ﬁﬁ LT%H‘T‘L
9, AENCT 5 & Modbus BANL—ILDOA T 9 % U THIED Modbus 72 k =2 /L
T 4=V RIZT 7 BATEET,
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B Modbus 1 D 2RH 8 EBES BEHODRR TS5 T4 R

Modbus f VARG R EZEHRET HI=-ODRA TS T4«
4

F MU =TI/ 72> T D Modbus T34 ANEENTWRWERIE., T 749712
Jﬁﬁﬁjﬂé* v R — 5 AR Y > —0 modbus A v Ay ?%ﬁ?ﬁiiﬂ“éd‘é\gﬁl&) D EJ,

Modbus 1 Y AXJ ZD/INT A —43

Modbus TCP 7R— F DEETE

binder { ' A7 Z1X, Modbus TCP R — DR EZX EE L T, FEMICO VT, /X1
B A AR ZOWE (15—) ] 28R LTLEFEN,

11
[
{
"when": {
"role": "server",
"proto™: "tcp",
"ports": "502"
} 4
"use": {

"type": "modbus"
}

"when": {
"role": "any",
"service:" "modbus"

}l

"use": {
"type":"modbus"

}

]

)

GE)  modous A Y ANRT ZINRTA—FEREL A,

Modbus 1 > ART 2D )L—)L

modbus A AR Z JL— )L G, A X FEERL, £ T4 VBT, EXANT Y
FeFey 7 LET, .
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Modbus 1 » 2<% 2 DBAL—LOF T3> [

% 17: Modbus 1 > AR 2D JL—)L

GID:SID IL—IL Ayt—
144:1 Modbus MBAP ~» Z—DE X33, FEE LT-ERICKERES L&KL

VY (length in Modbus MBAP header does not match the length needed for the
given function)

144:2 Modbus 7' &2 K =/L 1D 23E = T72 (Modbus protocol ID is non-zero)
144:3 F#I% ~ Modbus BERE =2 — RITMEH I > TS (reserved Modbus

function code in use)

Modbus 1 ARV ZDEAIL—ILDF T a >

modbus A7 v a %, HIMTHEMATHZ LY. content jb‘J:Uibyteijump BANV—NVDF T 3
VEMAEDETHERTAZE L TEET,

modbus_data
5 —H& J1— )L % Modbus pata 7 4 —/L KO EEIZEE L 7,
DAY R modbus_data;

15'] : modbus_data;

modbus_func

Modbus Function 7 4 —/ RMEE L7- Modbus #fE 2 — R & —EFH L TWA Z ¢ 2R L £9,
Modbus B2 — F AR T IEOBE E-ITLFH I T INERETEET,

e ]|
DUV R modbus_func: <function>;
BAYWGERF. RDEEY T,

% 18: Modbus ES%{ 0 — K&

a—F XF 3

1 read_coils

2 read discrete_ inputs

3 read holding registers
4 read input registers

5 write single coil

6 write single register
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B Vodbus 1 o 2RHY 5 DBAL—LOA T2

a—F XFF

7 read exception status

8 diagnostics

11 get_comm event counter

12 get_comm_event_ log

15 write multiple coils

16 write multiple registers

17 report _slave id

20 read file record

21 write file record

22 mask write register

23 read write multiple registers
24 read fifo queue

43 encapsulated interface transport
K

modbus_func: read coils;

modbus_func: 8;

modbus_unit

A vt—UNDO Modbus == b ID BNHEEEINZ2=y FID & T2 LR LET,
Modbus == F ID #ERTHELZHZETZET,

LN S

L UB YWY R nmodbus unit: <unit id>;
BN - 0 ~ 255

11 -

modbus_unit: 1;
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Normalizer 1 AR A

« )= TAPA AT ZOWE (147 *—)

e Normalizer f > AT X DIRNT A —4% (148 X—7)

» Normalizer 1 > A7 X DjL—/)L (153 _X—7)

» Normalizer 1 > AT Z DR AIL— /L DA T ar (153 X—)

/—=RIAFA VARG ZDHE

HAT A AT L (N R)
7 aUTHA b
AVABLUARALT v NT—7
ZOMDA AT B RN L

E4h true

normalizer f v AT XL, /N7 N2 [2PA=: I\j/b@ﬁéﬁ%*ﬁm Lfﬁ”[&%bi‘@‘o normalizer
AVANT B EMMTHZ LT, AT A VRERIATOMIAZRREES 2 72 OICBBE RN > b
AT D ATREME A R/ NRICHN A 5 Z LN TE ET,

N

GE) NoT7 4y 7%y NT—=IMBIEETIHHNC, V—T v R, AL vF K, El=idEGEmsA
VE—=T 2 A ABHDINIA L TA L A E—T oA AT EHEH LT, BETHRE LS
RIRT N RCEHTHILERNH D £,

27w FNIZIPV4, TPv6, ICMPv4, ICMPv6, B X OTCP 7' k 2 /L OfAADLE D EH %
:J];EH}]?'C% 3579‘1 normalizer 1 ‘/2/\"75?!&\ /\0’7‘) F:}:@IE%E’“Z%%??L\ &i&/\/k@ﬂz%ﬁ
EEALEE L £F, stream tep A ¥ AT XL TCP A 1 — ROIEHALZ ETe TCP OIRFERH
DOy b EA R —AOIEH L ELFE L £,

Snort3 f VARG A1) T7 LR .
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. Normalizer f AR ZDINT A —4

A T4 VIEHRIE, HEALOBEZ THOA VAT XK DB OEFNCFE TSN ET, E
B, 7y FPEOREN A A~D T T ET,

normalizer f o AT ZF3A X M EAEMR L ET AL normalizer f AT 2%, oA A
N ERA T4 VRETHHATEL LWy FEERLET, A AT L, VAT
LT H 3 b3y NU—27 EOFRA N TZEINDL Ny RERLHOIZRD XD
WZLET,

Normalizer 1 VAR A DINT A —A

FREWN T normalizer OEIPHZ D), normalizer f VAT X D/RT A—H EFZELET,
ip6

IPV6 8T 7 4 v 7 Dreserved 77 7 %27 VT LET,

B 7—E

BAMNGHE : true, false

T4 ME : faise

icmp4

ICMPv4 N7 7 4 7 D Reserved 7 7 7 %7 VT LET,
B T— LA

AMBIE : true, false

TIAI ME : false

icmpb

ICMPV6 N7 7 4 vV D Reserved 7 77 %27 VT LET,
B T— ) E

ANEHE : true, false

FTIAI ME : false

ipd.base

[IPv4 7 7 27" (IPv4 Flags) | ~v & —7 4 — /L ROH—~E > h®D [FRIFEA (Reserved) | 7
T4 =V RELBIIRTGRA—ERT 4 TR 7 VT LET, BEORAS ¥ —/7F 7 ORE
%ﬂ%E Li'@’ﬂo ip4.base é’ﬁ’;ﬁ”zjﬂé Z & %%%ﬂ&') L/ij«o

B T—
ﬁ;‘j]f;ﬁﬁ . true, false

TI7HIL ME : false

. Snort3 A VAR A TF LR



| snot3f>zx4%

Normalizer 1 Y ZART 2 D/NF A —4 .

ipd.df

[IPv4 77 27 (IPv4 Flags) |~y X —7 4 — /L ROH—E > hD[7 T 7 A MEIE (Don't
Fragment) | %7 7 4 — /W K& 7 V7 LET, ipa.dt ZANILT, XU AN —LL—
B—=WNTy Ne Ry 7 T50TRERST7ITAL METEHL I LET, ips.as /N7
A—=FX, Ky 7 T57y NEERT HEEP TONRNEIICTHIENTEET,

B S — L
ﬁ;‘:jjﬁﬂg . true., false

T4 ME : faise

ip4.rf
HE STy hOTREY Ne2 VT LET,
B 7—E

ﬁ?‘yjﬁﬁﬁ . true, false
7—\'\77]'}b I‘ﬁﬁ . false

ipd.tos

1 31 b D [ZEREY— B A (Differentiated Services) | (IHFR[# A 747 H—E A (Type of
Service) 1) 74—/ K&Z27 U T LET,

B T— L E
ﬁ;‘j]fdtﬁﬁ . true, false

'?771'}b I‘ﬁﬁ . false

ip4.trim

WRZRRA 0 — REFFONTy M, P~y X —IBESNT =47 7 ARICVA T2 (12
LRITLA—TFRY b)) A~y F—EEGFHLERSICETUVETES, 2L, /7 L—2A4
REXO/NESSUIDETLHZ LITLEEA,

B T— L fH
ﬁ;ﬂﬁ{ﬁ . true, false

TI7HIL ME : false

tcp.base

TCP~y X —DH—E > O [THIFEZH (Reserved) | 77 4=/ NEAT T a DT 1
TNRA e VT LET, BRARA VX EIXRE 77 VOMEEEELET,

B T — LA
ﬁ;‘jjt}:ﬁﬁ . true, false

T4 MME : false

Snort3 f VARG A1) T7 LR .
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. Normalizer f AR ZDINT A —4

tcp.block
TCP EHULTHIT ATy FE Ry T To0E I nEfRELET,

BT DL, SnortIXEINT RV ZERA MT Lo T 7 a vy 7 SN D ATREMED &R 72 TCP
2y b (EHIEERTWAEAR) 27y 7 LET, 72& 20, SnortlIfESL Szt a
VOBITEE SN SYN Ay hET ey s LET,

V=V INEIINZ ST DN E D IR 72 <, Snort (XKD TCP A kU —AA AT XD
WP — BT HTITCONRry hE Ry LET,

+ 129:1
*129:3
* 129:4
* 129:6
+ 129:8
+ 129:11

* 129:14 ~129:19

B T — LA
ﬁ;‘jjt}:ﬁﬁ . true, false
T4 ME : faise

tcp.ecn

Explicit Congestion Notification (ECN) /7 Z M/ NENE/ZITA MU —ABENOEH
kRO XS ICHEHCLET,

s[X7 v b (Packet) ] AFRET DL, FTvT—a VICBIRARL, /3y FEALTECN
TN VT ESNET,

«[A MU —2A (Stream) ] 45 ET D L. Hm@ﬁﬁﬁx:/i—%émfw@wﬁu\x
]\ U—ABALTCECN 77 7R 7 V7 ENET, [A MU —2A (Stream) | T L1=%
E%ﬁft’%ﬁﬁ j: TCP A ]\ ) VA /]) /X“\y&f tcp.require 3whs i{i’ﬁ%ﬁ bé‘%);l‘é\
ERdH0 ET,

® tcp.ecn /\05 A ‘—& %ﬁ?’?ﬁ]&:ﬁ‘é &:M\ off %?ETE L/i‘g‘o
B BIZEER
ﬁ;‘j]tiﬁé . off, packet, stream
TIAI ME : ofsf

tep.ips

HREEINDIT—XO—EMERHERSND X DI [TCPT—4 (TCPData) |7 1 —/V KOIEM
bEEMCLET, ELSHERTEARAVWEZ AL MIT AT Rry FENET,
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Normalizer 1 Y ZART 2 D/NF A —4 .

B 7 —E
’-ﬁ;;j]tiﬁﬁ . true, false
T4 ME : true

tcp.opts

No 7 4w 7 THA[THEED TCP 7> a v 2 EHALTANE 90 E2EELE T, Snort T
W, BRIICEER LA 7 v a T ER b S EH A, Snort Tk, BI/RPIIZEF A LTV
F 7y a URERILERET,

Snort Tl fi7Z2 TCP /X7 4 —< A& EELT H DI —EAIZEH SN TWBIRO TCP D
AT a U S ET,

sl K7 A N ¥ AKX (MSS) (Maximum Segment Size (MSS))
U4 R A4 —)L (Window Scale)

« XA I AX 7 TCP (Time Stamp TCP)

D FFIEE— TR S e nd 73 3 2OV TIE. Snort 13 HEIICE AT LEH A,
tep.opts WA > TWBHAE, TCP b T 7 4 v 7 OIEFMITITKRD L ONEENFE T,

eMSS., WAV RURT =L HAALARZ LT BIOWHRICHFRENTZT_XTOLT
varERE, TRTOF T a DA hE [#IEZ2 L (NoOperation) | (TCPA7'v =
VD) ICERELET,

« A LAZ L TIIFELTWTHED RS, VT A ThHhoThraAv=— b3
WS, BALARZ T F Ty e [#fE72 L (No Operation) ] IZEELET,

c BALARB TR A= R ENDLHDOD, FELRWGS, Ny haeTry 7 LE
‘j‘o

« ERRIGE (ACK) il Y PARE SN TVRWES, [ LAX T a—iE
(TSecr) (Time Stamp Echo Reply (TSecr)) | A7 a7 4—NA &7 U7 LET,

* SYNHIFHIE y EAFEE SN THRNWGA, MSS| A7 varv b [V RURTF—L
(Window Scale) |47 = > % [#{E72 L (No Operation) ] (TCP A7 3 1) IT&E
Li—é‘o
B S— Ll
ﬁ;‘:jjﬁﬁé . true, false

T4 ME : faise

tcp.pad
T a DT 4 TN, N VT LET,
. 7 — LfH

ﬁggjﬁﬁg . true, false

Snort3 f VARG A1) T7 LR .



. Normalizer f AR ZDINT A —4

T4 ME : faise

tcp.req_pay

AR m— RS, TCP~y #—

(URG) filfie >y h&27 VT LET,
B T— LA
BAINGHE © true. false
T4 ME : faise

tcp.req_urg

TCP ~ v #—0DE& (URG) I > F2s
X—@ [BEAKRA % (Urgent Pointer) | 74—/ K&27 U7 LET,

B T— L E
ﬁ;‘j]t;ﬁﬁ . true, false

7_577]'}[/ l‘ﬁﬁ . false

tcp.req_urp

Snort3 4 > 2R5 4 |

ARA >4 (Urgent Pointer) | 7 4 —/L N & B&

RESNTWVARWESIZ, 16 By @ TCP ~v

TCP~ v #—®D [BEARA % (UrgentPointer) | 7 —/L RBRE I TWRWEEIL, TCP

/\/&**@ urgent (URG) ﬁ%'ﬁﬁl”:y }‘%7 U 7 LiTo

B T— L fH
ﬁ;‘j]f;ﬁﬁ . true, false

TI7HIL ME : false

tcp.resv

TCP ~y # —®@ Reserved B &7 U T LET,

B 7 —E
’-ﬁ;;j]tiﬁﬁ . true, false

T4 ME : faise

tep.trim_mss

NABE—FNMSS IV EWEE, TCPO[7—4 (Data) | 74—V RERKET AL A

A (MSS) IZETUHETET,
B S— L
ﬁg‘:jjﬁﬁﬁ . true, false

T4 ME : faise
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Normalizer f > ARI 2D JL—)L .

tep.trim_rst

RST Ty b7 —42%2 U7 LET,
. 7— LA

AMIGAE : true. false

T4 ME : faise

tep.trim_syn
TCP [E#] (SYN) X7y MNOTF—Z ZHIFRL £,
B T —)fE

ﬁ&‘jjﬁﬁﬁ . true, false

T4 ME : faise

tep.trim_win

TCPD[7—% (Data) ] 74—V FZ[V 1> Fv (Window) | 7 1 —/L RIZHRE SNV A
RICETUVHETETS,

B S— Ll
'ﬁf?)]fciﬁé . true., false
7—\'\77]'}b I"IIE . false

tep.urp

A HZWNA v — REEZ ERISEE, 254 RO TCP ~v X —0 [BEAKRA 4 (Urgent
Pointer) | 7 4 —/V R&_XA B — RRICHELET,

B T— A
ﬁggjﬁﬁﬁ . true, false

FTIAI ME : false

Normalizer 1 ARSI A DJ)L—)L

normalizer £ v AT ZIZiX, BEMITONTZL—A0nH D FH A,

Normalizer 1 VAR ZDERAIL—ILDA T 3>

normalizer A VAR XL, RANL—INLDOF T ai3bHn A,

Snort3 f VARG A1) T7 LR .
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B nomalizer 1 w2 xY 5 OBAL—LOF T
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s 117

=
=
(o]
POP f VAR S
¢ POP A VAT ZDOWE (155 ~2—)
*POP A LV ART ZDINT A—H (156 ~<—)
¢ POP A AT ZDL—)L (158 ~<—)
¢ POP £ v AT ZDFEANL—NLDF T 3y (159 =—)
POP A VARG A DEE
B AT AAXRT Z (F—ER)
Rk R
AVABR VA BAT ~)VF kv
FOMDA L ARY H DS PBE stream_tcp
ﬁ&j] true

Post Office Protocol />—<" 3 >3 (POP3) ZfEifHT 5 &, EFA— NI T4 T MIUE—F
D POP3 Y— =B A v b=V ERETED L9270 £F, POP3 — 3—%, ZLTH
Wty g IZIE TCP A"— b 110 Z{# L. POP over SSL/TLS (21X TCP /K— |k 995 #{&fH L
F9,

pop £ Y AN 21X, POP b7 7 4 v 7 &L, POP 2~y REJNEEZGHITLET,

pop A VAN Z(X POP A vk —VDaxy R ~y & — BIOKXOEZ g &l
L. Multi-purpose Internet Mail Extension (MIME) ¥{ff7 7 A v &HIH L, HE{LT25 2 LN T
TET, pop A VAN ZIE, MIMEIRT 7 7 A VAELBEL £, ZHuid, BEOBRMN 7 7
AN, HEEONRTy MTETNDIRERTMG 7 7 ANDBEENLET,

pop A ALY ZiX, POP A v E—%88 L, Snort FFAl Y 2 MIBEMLUEST, ARNCT D
&L BANV—=IITRFEIRPOP NT7 7 4 v 7 ORERITA XY &AL ET,

Snort3 f VARG A1) T7 LR .
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B rorxxvsm8524—%

POP A VAR ZDINTG A—A
Y

GE)  HEAEEZIIMIMEEF A — ARG 7 7 A4 VOEBALDARE 25 ORI OBA 1%, BEOR
7 7 ANREED /Ny MCETENRDREREAN T 7 AAREEN TS AREELNH Y £
j—O

E%j(ﬁﬁﬁi\ b 64 decode depth, bitnc decode depth, gp decode depth, Efftﬁjiuuidecodeidepth
NG AL DENRO R TR DRI S ET,

T T RN RNDFR Y NT—THHARY o —

ALTVEZR ar b= RY S —DFy NT— T HHL— I Lo TR EN S,
DB AL K Ty BT =7 GBI Y 2

POP H—E X DB T

pinder f Y AT XL, POPY—ERADREXER LET, itz O NTE, XA H 1
AR ZOME (153—2) ] Z2RLTIZE0,
1
[
"when": {
"service": "pop",
"role": any
bo
"use": |
"type": "pop"
}

]

b_64_decode_depth

4% Base64 T 23— K MIME &1 A — IR 7 7 A A BHIH L TT 22— R TE /KK AL b
BAEEELET, 65535 RiiOBEEIEET 50, £72030 28 E L CTESLEZESDICT S 2
EMTEET, B LT D1 MRICHIRZRE L WigGai, -1 2 ELET,

=L 1424 B LT, ZDONRTA—=H—DA X "EER L, £ T4 VRBERAT, 5
I— RPRRLEZEXICHEOH DI Ny e ey P T5ZENTEET,

B B
BxhAREER -1 ~ 65535
TIAILME: -1
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| Snort3 (254

PoP 1 22~ 5055 4—4 [

bitenc_decode_depth

NRA FOBRKREZREL, =0 a— FENTWRNVEMIME B A —/VOUHA 7 7 A VBl
HLET, 65535 RimDOEEZRET S0, £RIT0EHFEL T, mra— RS TH2RND
MIME %6+ 7 7 A VORI AT 5 Z LN TE £9, fiHT 255 MRICHIREZ R E L7
WIEEIE, -1 Z2EELET, ZNODORMTZ 7 ANDEATFIZIE, TEY b, 8E Y b, /A
FU. RN L—rTF AR, JPEGA A=V EPNG A A=Y, BELOMP4 7 7 A V7R
. NV TFR= b a7 oA TREENET,

B . s
AN EER ;- -1 ~ 65535
TIAILMME: -1

decompress_pdf

MIME %7 7 A V@ application/pdf (PDF) 7 7 A NV JEMEERT D0 E I EFRTE L E
7,

TDOIRTGA—=EZDA R hEAERL, A1 T4 VRETRIBEOHD Ny e Ra v 73512
X, —L 1428 A L E T,

B T— L fH
ﬁ;ﬂﬁ{lﬁ . true, false

TI74IL ME : false

decompress_swf

MIME #sf} 7 7 A /L ® application/vnd.adobe.flash-movie (SWF) DJEMEZ MRS 500D
NafRELET,

TDONRTRA=EDAR "NEER L, A T4 VEBTRIBEOH Ay & Fa vy 731
WX, —L142:8 ZHMT L FET,

B S
ﬁg‘:jjﬁﬁﬁ . true, false

T4 ME : faise

decompress_vba

MIME ¥&:fF 7 7 4 /L ® Microsoft Office Visual Basic for Applications D~ 7 1 7 7 A )L DEHE %
fREbRT 2NE D EiEELET,

B J— LA
ﬁ?)]tiﬁﬁ . true., false

T4 ME : faise

Snort3 f VARG A1) T7 LR .
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B rorsiozxxos0L—n

decompress_zip

MIME it 7 7 A VDT 7V r—3 a3 Uizip (ZIP) 7 7 A NVEFRRT 50 E 9 EfRELE
j—o

TDORTGRA—=ZDARN NEAERL, A T4 VRBBTRIEOH D N ry & Fa v 73 5(C
L. L—L 142:8 AN LE T,

B S— L
ﬁ;‘:jjﬁﬂg . true., false

TI74IL ME : faise

qp_decode_depth

4% quoted-printable (QP) =  =— K MIME &1 A — /IR 7 7 A A B L CTF 22— KT
ELIRARAA MRERRE L E T, 65535 RimOBMARET 50, £721L0 #1FE L TE b
HENCTHZENTEET, BT 234 MUIHIRZRE L2WEaIE, -12fEELE
D

= 1425 NI L TCZDNRTG A= DA X REERL, £ T4 VBT, (=v
I— RRELL WD, FREF—2RNENTWAZ EDRET) EE8{ERELE L8481/
BHOHBNRTry he Fry 74252 ENTEET,

EIA S
BEMITEHA : -1 ~ 65535

TIAHILKME: -1

uu_decode_depth

£ Unix-to-Unix = 22— K (UU = 22— K) MIME B+ A — VIRt 7 7 A /v BHiH L CTiE
T TE DR, MEAEFETE L ET, 65535 RiEDOEEEZHEET D0, FRIT02HEELT
WAL BT HZ N TEET, H LT 2534 MUTHIBRZRE L2 WEEIX, -1 528
L,:._E’L/ijqo

=L 1427 AN L TCZDRTA—=EZDA Ry " EERKR L, A T4 VBT, (v
a— RBRELL RN, F03T7— 2B ENTWA Z ERFRT) EEbnE L5481
DBy N Fay 7 T52 ENTEET,

By . R
AN EEH - -1 ~ 65535
TIAILME: -1

POP VAR ZDIL—)L

pop A VART H =L EHEN L, A bEAEKRL, £ T4 VBT, BNy b
Ry 7 LET,
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POP 1 > 2R 2 DBAL—LOA TV ||

FR19:POP A Y ARIBZDIL—)L

GID:SID =L A yt—2

142:1 REH72 POP3 =~ > K (unknown POP3 command)

142:2 ASBH72 POP3 J5% (unknown POP3 response)

142:4 Base64 D ZLIZ KM L7z (base64 decoding failed)

142:5 Quoted-Printable D1 B LIZ KM L 7= (quoted-printable decoding failed)
142:7 Unix-to-Unix O BALIZHKHL L 72 (Unix-to-Unix decoding failed)

142:8 7 7 A I\VOJERERERRIZ R L 7= (file decompression failed)

POP A VARG ADBAIL—ILODA T 3>

vba_data
¥ 4 — )V % Microsoft Office Visual Basic for Applications ¥ 7 B/N> 7 7 (R EL 7,
DAY R vba data;

I : vo a_data;

Snort3 f VARG A1) T7 LR .



Snort3 4 YAy A2 |
B roroxxvs0BAL—LOFTL Y
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.18
=5 =0

R—FRXEFNY A ARG A

e R—= P AF X A AT X O (161 ~<—)

e AR—=RAX Y A VAT BERET DIDDRA NS T 7T 4 A (164 X—)
e IR—=FAXF Y U A AT HZDNRT A =4 (165 X—)

e R—RAF Y A AT ED)L—L (175 2—2)

e R—=FAX Y A VART ZDRANNV—NDFT g (177 X—)

R—FRENY A ARG ZOE

BAT A AR Z (Fr—7T)
it Va=Eav/%
AVABUABAT Ja—)L

ZOMDA AT Z N L

G4 false

R—=FAF v bid, WBEEPHEOWHEHEME L TLHERTS, *y T —7FEDEKX
T, "= hMAX ¥ TlE, HBEFIIF¥—7 Y bARA N EOXy NU—7 7 m hared—E
AT 0 —TFTH LK EINT Ty FERELET, WEHIT, AAMPISETEEFL
72y NEMERTHZET, FA M EDEDR— BN TWAED, FEEAN LTINS
A= TEDOT TV r—ar7a halPNETINTHWDINEEED D WIEHEGRIC L - TH
WrcxET,

R— M A% ¥ CEERITHBEOTHLC D $8 A, Xy U —7 EOIERR2—Y =) KgH
DERT 20 L FRRO R — b A% v B2 A L TO D ATEEER H Y 77,
port_scan A VAT ZX, 4 FHADKR— M A% ¥ &4 L, TCP, UDP, ICMP, X UIP
7' b a LV CoOERRITEE=X LET, portiscan/]) VAR RNI, TV T A ET 4 D/IRNE—
YEBRETLHZLT, EOR—IFREREOHLR—FThHLI0 & W2 DICKLHE T,

Snort3 f VARG A1) T7 LR .
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B« rxxrrizrss0mE

RW:KR—FRAFyoFOraLDEAT

Jakral AR

TCP TCP 7' m—7 %R LET, 72& 21X, SYNAF¥ v | ACKAF x|
TCPconnect() A% ¥ >, BLEL T (Xmastree, FIN, NULL) &\ o7z 8%
277 T EMAEDEE AT Y R8T,

UDP YA FUDP 7y R EDUDP 7Yu—7 %2 LEJ,

ICMP ICMP — = —H#k (ping) ZMRM L ET,

IP IP7ua ba) 2%y 2 LET, Snort ik, BAIWVVTWAR— F&#E
FTOTEHRLS, —F Y FPARAFTHR—FZINTWABIP T 1 hals
BFELET,

— Iz, =T PEARAR MO, AFx v IR A O, BLOAF ¥ Ut ROFR— RO
MU T, R—FRAF ¥ i34 oDF A FITHh T bNET,

R2:KR— b RFv o 547

247 Bl

R—=F 2%y  |BBEPDEORANEZEH LT, 1 DO/RAR b ETHEHEDOR— |
EAXY T 51K 1R —FAFr 2,

L% 1A= M AF v ZFRO LD BREHERH Y £,
DDA ANEFHLTAF ¥

cH—DKRANE AR Y
« DR — FEAF ¥

RN— K AF¥ ¥ Tld, TCP, UDP, BLOIP DR — F A% ¥ U BHBH S
nET,

A= AL =T | WBEENDVBEOFA N EFEHALT, BEOMGEHRA N ETI DOKR—k
EAXY T DH1REOR— AL —T,

R— b AL —=FITITRD L5 R0 £9,
cDBORAFEEHLTAF v
c ZHDOFA N AF X
cDBOEHEOR— FE A%y

R— b AA —7"TiL, TCP, UDP, ICMP, L TIP DR — F AL =77
mHENET,
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g—rzFvoqvzxsanmE |

247 B
TaA R—hA |KEENAT—7 4 0 T INTEFILIPT FLAEEBIZAF ¥ S
X TZIP 7 R AL ZMARTDEL 1 1 A= F A% v,

T AL R— FAF ¥ TIIRO KD REFER H Y F7,
cZHDORA P EMLEHLTAF Y
DB DKR— b E T AX Yy
cH— (F23DE) OFA e AF v

FaAfR— NAA—7TiL, TCP. UDP, BLIWRIP D71 k /LR — K
AXx ORI SNET,

SHOUAR— kR BEDOBA RPN TNAERA MK LTI ODOKRA 27 )45%
¥y X1 DOR—FRAEX ¥,

ST — b 2% v NITIRD K5 B H Y £,
cZHEDOBA P ML TAF v
cZBOR— e — LT AF v
e Hl— (F72013080) OFRA MEAF Y

SR — N A% % TliE, TCP. UDP, BLIUIPDO 71 kLR — |k
Ax ¥ UoPRESNET,

R—brRF v UREDOLAIL

port scan A Y AT ZE, 3ODLAYULDT 7 3 )b b DAF ¥ UREZfiEZ TWVET,
e default low_port_scan
* default med port scan

* default_high port scan

SESERTANFEFERLT, BIOAF ¥ VEEL VAR TEET,

¢ scans

* rejects

* nets

* ports
port_scan f Y AN HIE, TH—T SNIAA ML EESERIETHI LT, TR
WZOWTHEELET, 221X, Web 7 747 M3 TCP Z i H LT Web r— S —(ZHEE L

TWBEE, T TAT 2 MEIWeb F—_"—=RBNAHR—=F 80 TV A= 7 LTWD ELEETE
F9, 7L, HBENRY—NR—% T a0 —TT 555, TOY— 33— Web — b R &2

Snort3 f VARG A1) T7 LR .
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B oAt A xR ERETBLODRR TS H T4 R

THNE D DEREFIIFANCH > TWDHDITTIEH Y FH A, port_scan A ¥ AT X IH
EIGE (OFED . ICMPBFETRAEEZILITCPRST N7 v 1) ZHitHT 5 L. F 0O 2 e
R—=hAXFYy L L LT LET, GEREETANZV U TTLHTNAA (T7 AT U g —
NRON—HT2E) ORI —5 > AR SRS LG, 207 e RALXI HICHEIZ
DE4, ZOBRE. portiscan/f VAR ZF BIRUTHE L LI E SN T T o L X AL
SNTER—FAXF Y AR NEARTLIZENTEET,

R—hRAXY A VARG B ERET HDEODRA T
9T 4R
RN— " A%y O EREET 5120, port_scan A  ANT HEabFy NT—TZH8bET
T L L EBEIOLET,

s watch ip /N7 A —Z|THEEIZHE L T IV, watch ip /N TF A—HF X, port scan f ¥
ARG PRy bV =7 ETIHWIZT 7T 4 TIRIEYRBA Mo 7 4 )V Z LS 5 DIk
SBET, kb AR EIZIE, NATIP, DNSF v v ¥ 2t — 3—_ syslogVh—/N— B
X Onfs —"—0H 0 £,

e port_scan A Y AT ZWERT HAEEMED H HBMHDIF L A EIL, 7 4V Z —ALBLYE
HAX X D alert XA T TT, alert XA 7VE, FREDOHIFIIA A S SWEIZT 77 «
TThHoleZEERLTWDOHAENRDH Y £T, RAINT A VI UEGFEHAF ¥ D alert
B A T ERAHN AR T DA 1E. AR A % ignore scanners U A MIBIIT 57, AF% ¥
VIREDO LAV EERS LET,

s T ITAF VT T b, BEs, IP#. A— &, IPFFE. B LR — M & A
LT, MRz E LET, Rz o b e hikid, B RoHET
T, WIC, WETHHRLE BRATIHAS ELYR ATy U A RTHEEMOY X2 FERL
iﬁ‘o

o AP 3L DRI, IP T & OB OHEEEHE R LET, A—FAX¥r D
A, ZOLRIIEL RV FT, N—F 2L =T DA, ZOLRIKLS Y £,

o R—= MIUIPHL : ZDOHFEIT, IP T LITHER SN TNDR— FOHEEFEZ R L ET,
R—=FAX ¥ VOGEFIOHENRE LR, AF v SNTHA NOR— NI
DIP TEfRINTWEZ EERLET, A— FAAL =T OEARILZ OENMEL 72
D, 2AF ¥ T HRA MIDEOR— MIEFHLTWTEH, Z<DRA N ETHERL
TWbHZEHERLET,

s BEGEUAR — MK ZoERIE, R— F DL oEROHE Y E R LET, A—h2A
X v L OEAE, TORRIILL 20 T3, Zhud, SRS R DR — ML TT
Pz 2R LTCVnET, K= FAAS =7 DA, ZOFIIEL RV ET, N
X, RUAR— MIELDERNH-T-Z 2R LTWVET,

TIAFVT AR FRENNEE FBEOR— b RAF ¥ U EIAR— AL =T THD
HREMEDR @SRV £T (RA MR T 7 AT V4 — L TEHEN TS HE 2R
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A= r2Er oA v2xo80,1552—4 |

e W= FAX X VAR TERVESIT, AFXF Y VERELAALE FFAZENTEES, X
FXEELNVEELSTHIET, REBRENMFONET, AT v VK LSLME
WE, TT—REICESNWTT T — FOBBNER S, T 4 NV ZERFE D A X v 13
EINFETA, AF ¥ VEELASABMEWGEOT T —SEIL, A—FAF ¥ ZRLT
WA TATREMEDR B 0 | BE L~ AR S IZ Lo TER SIS T F— MIFERICERTH
D, NEETAREIIRNBTTAET, 74 NVFUERISNI AT v o EITRE L~V
DEWVAF ¥ A2, BRAO[E 2 H 0 7,

R—FRAF VYA DARGBEDINS A —A

memcap
BRI T o —RAF) 2 FEATHRELET,
I

BXhi & : 1024 ~ 9,007,199,254,740,992 (maxS2)

TIA4JLME: 10,485,760

protos

T=Xt570 baERELET, 70 b LOBRBIEO LTI E AN LET, #ko S0
AN ERETHITE, K70 FaLOEREE AR—ZATXE Y £,

B TS
ﬁ;‘j]fdtﬁﬁ . tcpy udp, icmp, ip, all

FIA4IME: a11

scan_types

FARDZAR— P AF Y DI A THEIBELET, 70 ba/LOBAKEOLEN AN LET, B
W7o balZiEEd oIt £ 70 3 VENNE A=A TRY D F97,

U as 7|
ﬁ;‘j]t—;ﬁﬁ . portscan, portsweep, decoy portscan, distributed portscan, all

FTIHILMME : a11

watch_ip
T AF 7 arOR— 2S5 CIDR 72y 7 IPOY X MEEELET,

watchiipﬁgﬁiﬂ%ﬁzéﬂ*’cb\fib‘%é\\ portiscan/r VAR BZNITRTCOFRY NTI—F b T T 4w
7 et LET,

iV = |
EMEE: CIDR E7-1ZIP 7 KL A, CIDREIZIPT RLADY & K
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FTIAHILME: 2L

alert_all

ML LT2D 4 RURND LEVMEABZ 2T XTOA XY MIOWTT 7— M AT 20 E
IMERELET, alert all M false ICREINLTWDEHE. port_scan A ANRT HIEL,
T4 RURAD LEWMEEBZDEIDA X MZOWTDOHRT 77— ek LET,

B T— A
7557117’;;1145 . true, false

FTIAI ME : false

include_midstream

F7arDR—FREENTZCIDR Z Y A M50 E I 0ERELET,
B 7—E

BEMNEAE : crue, false

7_577]'}[/ l‘ﬁﬁ . false

tcp_decoy.rejects

BEISED A X v o OFATEEZHEE L £,
B A

BENZER : 0 ~ 65535

FTIHILKME: 15

tcp_decoy.ports

URIOFATINOAR— b (F7F 7w han) PWERI B EZEELET,
B R

BINGEE - 0 ~ 65535

TIHILKME: 25

tcp_decoy.scan

A ORATIEE R E LE T,
B

AMIGEE : 0 ~ 65535

T4 ME : 100

tcp_decoy.nets

VRGORAT T RUANER Sh Bz FE L7,
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I Sy
BINEHE : 0 ~ 65535

TIHILKMME: 25

tcp_dist.rejects

BENSED A X v o OFATEEZHEE L £,
LRI ki

BAMGER : 0 ~ 65535

TI7HILMME: 15

tcp_dist.ports

A= r2Er oA v2xo80,1552—4 |

LR OFATNER =~ (£72i37 v ban) REEIEEEEELE T,

B OB
BNEH : 0 ~ 65535

TI74ILME: 25

tcp_dist.scans

A% ¥ ORITREEZFEE L ET,
B R

BEhiG & : 0 ~ 65535

T4 ME : 100

tcp_dist.nets

LRTORATING T FLUANEH Sz taE L4,

B OREH
BEMLEE : 0 ~ 65535
TI7HILKMME: 25

tcp_ports.rejects

BEISEDAX v o OFATEEEZEE L ET,
B R

BINIRERH : 0 ~ 65535

T4 KME: 15
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tcp_ports.ports
PUHiOFATHOAR— b (F37 e han) PEBIZEEZEELET,
. EH

BELEE : 0 ~ 65535

TI74ILMME: 25

tcp_ports.scans

AFx v ORITEEERRELET,
i

BN EE : 0 ~ 65535

T4 ME : 100

tcp_ports.nets

LIRTORIT O T FLARER IN-REEZHEELE£7,
B .o

BEMLEE : 0 ~ 65535

TI74ILME: 25

tcp_sweep.rejects

BESED A F v o ORATREE A E L E T,
iR 27

BRNEEE : 0 ~ 65535

TIAIME : 15

tcp_sweep.ports

VRTOFITHBAR— b (F1E7'm haL) PERIEREERELET,
B R

BT EE : 0 ~ 65535

TIAILME : 25

tcp_sweep.scans

AFx ¥ ORTEEEIEE LET,
B R

BEMNIGEE - 0 ~ 65535
T7AILME : 100
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A= r2Er oA v2xo80,1552—4 |

tcp_sweep.nets

HHIORITA D T K LA WET S - A 6 U
I

BNAEH : 0 ~ 65535

TI74ILMME: 25

udp_decoy.rejects

BEREDAF ¥  OFATEEAfRE L E T,
LIS ki

BINEEE : 0 ~ 65535

TI7HILMME: 15

udp_decoy.ports

PRIOBITNOAR— K (F2id7 e han) DEBINERREZEELET,
B R

BNIZEE : 0 ~ 65535

TI74ILME: 25

udp_decoy.scans

AFx ¥ ORITREEEE LET,
B R

BHNEEH : 0~ 65535

T4 I ME : 100

udp_decoy.nets

UFiOFATING T FUABREE SN ERE L7,
B R

BRNGEE : 0 ~ 65535

TIAILME : 25

udp_dist.rejects

BESSED A X v o ORATREE AR E L £,
B

BEMNIGEE - 0 ~ 65535

TIAILME : 15
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udp_dist.ports

LIRTORITH AR — b (Fd7 e ban) BnEBRINZREEEZREELE7,
I

BNAEH : 0 ~ 65535

TI74ILMME: 25

udp_dist.scans

A% ¥ ORATREZFEE L ET,
LIS ki

BEhiE & : 0 ~ 65535

T4 ME : 100

udp_dist.nets

UHiOFATING T RUADRERE IR ZEHERE L7,
B R

BNIZEE : 0 ~ 65535

TI74ILME: 25

udp_ports.rejects

BESED A F v o ORATREE A E L E T,
iR 27

BRNEEE : 0 ~ 65535

TIAIME : 15

udp_ports.ports

VRTORATNOR—F (L7237 v ban) REE I EEELE T,
B R

BT EE : 0 ~ 65535

TIAILME : 25

udp_ports.scans

AFx ¥ ORTEEEIEE LET,
B R

BEMNIGEE - 0 ~ 65535
T7AILME : 100
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A= r2Er oA v2xo80,1552—4 |

udp_ports.nets

DRTOBITIND T RUARETR INBIEEREELET,
LR ki

BIREE : 0 ~ 65535

TI74ILMME: 25

udp_sweep.rejects

BEISED A X v o OFRATREZHE L E T,
LIS ki

BANGER : 0 ~ 65535

TI7HILMME: 15

udp_sweep.ports

PRIOBITNOAR— K (F2id7 e han) DEBINERREZEELET,
B R

BNIZEE : 0 ~ 65535

TI74ILME: 25

udp_sweep.scans

AFx ¥ ORITREEEE LET,
B R

BHNEEH : 0~ 65535

T4 I ME : 100

udp_sweep.nets

UFiOFATING T FUABREE SN ERE L7,
B R

BRNGEE : 0 ~ 65535

TIAILME : 25

ip_decoy.rejects

BESSED A X v o ORATREE AR E L £,
B

BEMNIGEE - 0 ~ 65535

T4 MME: 15
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ip_decoy.ports
PUHiOFATHOAR— b (F37 e han) PEBIZEEZEELET,
LR ki

AMGER : 0 ~ 65535

TI74ILMME: 25

ip_decoy.scans

A% ¥ ORATREZFEE L ET,
LIS ki

BEhiE & : 0 ~ 65535

T4 ME : 100

ip_decoy.nets

UHiOFATING T RUADRERE IR ZEHERE L7,
B R

BNIZEE : 0 ~ 65535

TI74ILME: 25

ip_dist.rejects

BESED A F v o ORATREE A E L E T,
iR 27

BRNEEE : 0 ~ 65535

TIAIME : 15

ip_dist.ports
LRTORAT bR — b (F2i37m bal) NERSEREZEEL £,
B EH

AN EEH : 0 ~ 65535
FIHILKE: 25

ip_dist.scans

AFx ¥ ORTEEEIEE LET,
B R

BEMNIGEE - 0 ~ 65535
T7AILME : 100
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A= r2Er oA v2xo80,1552—4 |

ip_dist.nets
PHIORITID T K LA NEE S Wiz e LE T,
. EH

BELEE : 0 ~ 65535

TI74ILMME: 25

ip_sweep.rejects

BEISED A X v o OFRATREZHE L E T,
U S

BANGER : 0 ~ 65535

TI7HILMME: 15

ip_sweep.ports

PRIOBITNOAR— K (F2id7 e han) DEBINERREZEELET,
B R

BNIZEE : 0 ~ 65535

TI74ILME: 25

ip_sweep.scans

AFx ¥ ORITREEEE LET,
B R

BHNEEH : 0~ 65535

T4 I ME : 100

ip_sweep.nets

UFiOFATING T FUABREE SN ERE L7,
B R

BRNGEE : 0 ~ 65535

TIAILME : 25

ip_proto.rejects

BRENED A X v o ORITHEE A fEEL £,
B

BEMNIGEE - 0 ~ 65535

T4 MME: 15
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ip_proto.ports
PUHiOFATHOAR— b (F37 e han) PEBIZEEZEELET,
LR ki

BINREE : 0 ~ 65535

TI74ILMME: 25

ip_proto.scans

A% ¥ ORATREZFEE L ET,
LIS ki

BEhiE & : 0 ~ 65535

T4 ME : 100

ip_proto.nets

UHiOFATING T RUADRERE IR ZEHERE L7,
B R

BNIZEE : 0 ~ 65535

TI74ILME: 25

icmp_sweep.rejects

BESED A F v o ORATREE A E L E T,
iR 27

BRNEEE : 0 ~ 65535

TIAIME : 15

icmp_sweep.ports

VRTORATNOR—F (L7237 v ban) REE I EEELE T,
B R

BT EE : 0 ~ 65535

TIAILME : 25

icmp_sweep.scans

AFx ¥ ORTEEEIEE LET,
B R

BEMNIGEE - 0 ~ 65535
T7AILME : 100
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icmp_sweep.nets

PRIOFRITNO T RUADNER SN EZEE L 7,
B R

AMGER : 0 ~ 65535

FTI4I MME : 25

tecp_window

Transmission Control Protocol (TCP) A ¥+ > OtHiMEZfRE L £,
U S

BINREE : 0 ~ 4,294,967,295 (max32)

FTIAILKME: o

udp_window

User Datagram Protocol (UDP) A ¥ v OHRIREZHEE L E7,
B R

BINRER : 0~ 4,294,967,295 (max32)

TIHILME: 0

ip_window

Internet Protocol (IP) A% ¥ OfHREIREfHETE L £ 7,
B R

AR EER 0 ~ 4,294,967,295 (max32)

FTIAIME: o

icmp_window

Internet Control Message Protocol (ICMP) A% ¥ > OfEHEFEEZfRE L £97,
B R

EINTREEB : 0 ~ 4,294,967,295 (max32)

FTIAIME: o

R—FRAX VYA ARG EIDIL—)L

port_scan Af AN X =B/ L, A X MEERL, £ TA4 REEITIE, BN
ry e RFay7LET,
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R2:KR—FRFY VA VARG EDIL—IL

GID:SID

IL—IL A yte—2

122:1

TCP AR— F 23 % >~ (TCP portscan)

122:2

TCP 7 =2 A 7"— b A%+ > (TCP decoy portscan)

122:3

TCP iR— k AA —= (TCP portsweep)

122:4

TCP 734 — h A% % > (TCP distributed portscan)

122:5

TCP 7 4 /L X QLB F2 R — h A% v > (TCP filtered portscan)

122:6

TCP 7 4 VX QLB 727 2 A 7R — K A%+ > (TCP filtered decoy portscan)

122:7

TCP 7 4 )V & QLR 23R — h A A — " (TCP filtered portsweep)

122:8

TCP 7 VX ALELE AT ERI AR — b A% % o (TCP filtered distributed
portscan)

122:9

IP 7u k3L A%+ > (IP protocol scan)

122:10

IP7 2471 ha/L A% x> (IP decoy protocol scan)

122:11

IP 71 k=)L AA —7 (IP protocol sweep)

122:12

IP 7" 1 k= /L A% ¢ (IP distributed protocol scan)

122:13

IP 7 4 VX R A7 1 k2 )L A% v o (IP filtered protocol scan)

122:14

IP 7 4 VEWERE AT 24 7' v h 3L A% ¥ (IP filtered decoy protocol
scan)

122:15

IP 7 4 W E 7 0 k=)L A A —F (IP filtered protocol sweep)

122:16

IP 7 4 VA IERFE A7 1 s 2 /L A% v > (IP filtered distributed
protocol scan)

122:17

UDP 7" — h 2%+ > (UDP portscan)

122:18

UDP 7 221 7"— h A% v > (UDP decoy portscan)

122:19

UDP 7"— h AA —= (UDP portsweep)

122:20

UDP 43 Ui A — ks 2 % % > (UDP distributed portscan)

122:21

UDP 7 )V X WL 2R — k A%+ > (UDP filtered portscan)

122:22

UDP 7 ¢ /VHALERE T 2 A IR— KN A%+ > (UDPfiltered decoy portscan)

122:23

UDP 7 1 )V & SLEEBE H R — N A A — 7" (UDP filtered portsweep)
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R— b xEroq 2y a0BAL—LOF Ty [

GID:SID =L Ayte—

122:24 UDP 7 4 )L Z R FE AR — F 2% v > (UDP filtered distributed
portscan)

122:25 ICMP A A —=" (ICMP sweep)

122:26 ICMP 7 ¢ )L X WLERGE I2 A A — 7 (ICMP filtered sweep)

122:27 F—7" 7 R— b (open port)

R—FRFXF YA VARG IADBAIL—=ILDA T 3>

port_scan A Y AN ZIIE, RANV—NLDFT v a3 3D £H A,

Snort3 f VARG A1) T7 LR .
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=
=
L—FrZJ4ILA
e L— 7 4 N EZOWE (179 <—3)
e L— R T4 NHDNRT A—=H (181 _—)
cL— kR TZ 4 NEZDNL— (183 2—3)
cL— R TANEDRANL—LDOF T g (183 ~—)
L—FJ 4 ILZDELE
XA EY2—/b (FEAR)
i 715 ATERAD
A VAR ARALT H—
ﬁ;j] false

L— "R—2 DKL, Fv T =27 F3RA MIBRIZR NT 7 4 v 7 255152 L TR
HALETITEHOERDERZ5EEI L, Xy NIV =7 FTHRA MRS E LI L LE
T, L— hR—2OPHEMEH L, FOL—LO@EEL—BE U TRADT 7 a VA2 ER
THZENTEET,

rate filter {&, BE LIEMBRNICL— L O8N LT EL58ICEOREZRELET, A
VI VB SNTCEERRT N, A LTI OMREEEH LT, BEINRLO L — F—
ADKEET Ty 7 LThH, = N—BRA X VAR T LT TR T 740y % Ry
T LWL —LREBICRT Z N TEET,

1£§@1§)\/l/‘—/1/(:r‘5 L% iy 5 Iz rate filter fig&hﬁiﬂfﬁc" iﬁ—ﬁs‘\ Iﬁ%‘%%—f*ﬁﬂj Lf}i}fﬁ:ﬁ—é iy
T AT, FBETHNL— L% rate filter THEINZTHIHERNHD £, 72 & 20X,

DDOS/SYN 7 7 v RIRE| kI3 2Bl & i3 2121, /v—/1 135:1 (TCPSYN %#%13) %
LT, A—/1135:1 OiaFl7e U H =IO TEEFT D X )l rate_filter ¥R E L E T,

L— hA_R—Z2ADOBEFG I, BERNT 74 v 7 RXE—ZFBIL, EROBERICHTDHED
T 7 4w DRBEERNNRICMZL D ELET, FFEDORILIP 7 RLRAIZEEFESND N T
T4y 7 FEIIEDEBITIP 7T RLANLEREEIND T 7 4 v 7 OlE L —1—E%

Snort3 f VARG A1) T7 LR .
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snort3 4 > 2<5 45 |

AT EEY, £, BHEENETRTO NI 7 4 v 7 ZB L THEIEDL—/)L ORI 72—z
S5z Ly TEET,

WO, WEENEAMITI7EALL) ELTWAHlZRLTWVET, BYIRLAAZAT—
REHBELLD ETHREND, L—k R=2XOKEHENPRESINTZNLV—NLE NI T—1LF
T, L— b R=2ROFEIL, L—/L—D 10 DEINC 5 [EFAE LA T, b= @Etsa [ R
2y L TA X MEARKT 5 (Dropand Generate Events) [WCAE LE T, #HLWWL—LVEM
XIS BRBRICXA LT 7 FLET,

BALTU MEL, EDONNT Y NIEFOL— FX=20% 27U U THRIZ Ne vy 7 &b
ZEICEELTLESWY, YU 7 b— ERBUEE ZITRIRIOY 7Y 7RI L&
WEEZBZ TWDHEEIE, LT 7 va U BFfTashEd, HiLnwry 7 va i, o7y
YT L= IR LEWVMEL— M FEISZY 7Y I OK TRIZOR, [ N E AT
% (Generate Events) JIZE D £7°,

[Seconds]1 234567891011 1213 14 1516 17 18 19 20 21 22 23 24 25 26 27 28 293031 32 33 3435

Packet || : | i i
Malches | IYYYYY © ¥ YIYYYYYYY YYYY Y¥¥ YY¥ Yi YY Y
Rule? |: : : i i
Drop? [INNNNN: Y WYYYYYYY YYYY YYi¥ YY Yi NN N
Alert? | IYYYYY: ¥ YIYYYYYYY YYYY YY¥ YY i E% ¥
Ratei—based . Rate-based : Rale-based :
i samplirig period | sampling period H sampling period ;
i * i - [l
: Rate-based timeout
et £

372204

| Rate-based: Count = 5, Seconds = 10, New Action = Alert and Drop, Timeout = 15 j

W CA— AT TR EBRDN—NMZEEED L — b R_X—ZADT7 4 VA L ERTEET, #HE
DL—FRXR=ADT A NVEPERINTWVDHRARY —TiE, RV T—ZV A FESNATND
BAIDT7 4 VEOBEENRLELS RV ET, 20D — "RX—ADT 4 NET 7 a3 VN
HLTVWAEAIE. BIIDL— s _R—ZAD T A NAEDT 7 a v NETSNET,

rate filter ICERE LTERENT A—21E, BRSEOTXTONT 7 1 v 71T SNET,
7L, VAT ANIEDVAT LINETE=FTH-BOERI L2 7Y T HIRNO—ED
Bzt LTREBIO B 7 v 2 afiF L ET, £, VAT AL, HERILICT 7 v a VAR &
WHLEY,

\)

=)

L— b R—=2 7723 Tk, BNZENTZL— A E2ENCTLZ S, ECESNTZL—
NMI—HTDHINTFT T4 v Ry rXTH2 b TEERA,
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L—EFTJA4ILEDINTGA—4

rate_filter[]

rate filter BEHROESZFTRELET, & rate filter WZiZ, o7 492712 —FRX—2ZAD
BENEENTWDEAIN—NAT I v a2 BERETEL—HOT7 4 —/VIPREENTNE
R

B (7Y )

11
{
"rate filter": {
"data": [
{
"apply to": "[10.1.2.100, 10.1.2.101]",
"count": 5,
"gid": 135,
"new action": "alert",
"seconds": 1,
"sid": 1,
"timeout": 5,
"track": "by src"
}

]I
"enabled": true,
"type": "singleton"

rate_filter[].gid

BET 2NV —NZ#AT 5= —4%ID (GID) Z+EELET,
BB

BINGEE : 0~ 4,294,967,295 (max32)

TIAHILKME: 1

rate_filter[].sid

WAET 2N — N2 284 ID (SID) ZHELET.
BB

BINREE : 0~ 4,294,967,295 (max32)

TIHILKME: 1

rate_filter[].track
BETLT RUAFE TR ET RLAZBMET L7 0 VX E2RELET,
B FIEK

Snort3 f VARG A1) T7 LR .
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BAMGERF. RDEEYTT,

*by src . rate filter[].gid s rate filter[].sidl LLoTHREINTNA—/IZ—E L,
fEc7 KL AR rate filter[].apply to C—HTANT T4 I DBET 4 Z UL Li
EE

*by dst : gid & sid ICX > THRES N —/MZ—E L, %EET RLANRN
rate filter[].apply to T DBNT T4 DHET 4 VAL FET,

*by rule ! rate filter[].gid L rate filter[].sid IZ LoTHREENTL—NMIZ—FT D
TRXTDINT T4y 7T 4 NVFRHELET,
T4 ME : by src

rate_filter[].count

RIET 7 v a2 (rate filter(].new action) ZMWATDENI, 7V 7 HR
(rate_filter[].seconds) TafAl T DN —L—HOKEFELET,

I
BNGEE : 0~ 4,294,967,295 (max32)

T4+ ME

rate_filter[l.seconds

NoT7 4w BRETHY T U THIROME EZETE L E T, rate filter[].seconds /L,
—BONFHI T2 EeBalc) vy NTAETICRIBET AR EZERLET,

N
BNGERE - 0 ~ 4,294,967,295 (max32)

FIAIME: 1

rate_filter[].new_action

rate filter([].seconds & rate filter[].count T*Eﬁiﬂéj’bfiﬁ%UBE(%ﬁX)_é ]\ 5 7/]' b4 7 V‘]VC*
BT DISETHFITTHT 7 a v ERELET,

B 0T

BN2ME « SCFHND alert. block, drop. log., pass, react, reject, rewrite DOWNTNNT
R

F7 )b ME : alert

rate_filter[].timeout

—HTDBNT T4 v T ~DILED rate filter[].new action CHRE LT 7 a & FTT 5

M fEE L £,
B OREH
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BENGERE : 0~ 4,294,967,295 (max32)

FTIAIKME: o

rate_filter[].apply_to

rate filter[].track DMEIZIG U T, NI 7 4 v 7 OREILELITERLT NLALRET S
Fv hT—ZTF7 RLADU A NEEELET,

B 5|
BMGE : A/ IPvd 7 LA E£721XCIDRIERD IPvd 7 FL A7 1 v 7,
FTIAHILME: 2L

L—bF24IL2DIL—)L

rate_filter (ZI&, BHEfTIT BTN —A0BH Y EH A,

RAN—IVZIEET D X 91T rate_filter ZRRETEE T, /L—/LD rate filter ZHAMIL
T, BB L OMELET,

L—FIJA4ILZDERAIL—=ILDA T 3>

rate filter 121, BANV—=ILDE T a N A,

Snort3 f VARG A1) T7 LR .
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S7CommPlus f AR5 A

e S7TCommPlus A > AT X OMEE (185 ~X—7)

» S7CommPlus A > AT X ERET HIZODRANT T 7T 4 A (186 ~—)
« S7CommPlus A > AT X DIRT A—H (186 ~X—)

e S7CommPlus A > AT X D)L—)L (186 ~<X—7)

» S7CommPlus 1 > AT X DIZAN—LDA T g (187 _—)

S7CommPlus £ > ARY 2 DIPE

SAT AV ARTZ (P—ER)
it e
AVABUABAT ~)VF R

FOMDA v ALY B PN stream top

A% false

S7CommPlus }%. Siemens 3BT L7-MBE O 72 b =2/ 9, S7CommPlus |X. SiemensS7 7 7
VBT I rayy s aryhe—JWo@EE I LET,

s7commplus A o A7 X%, S7TCommPlus T 7 4 v 7 ZBHLTCoONTLET, FBELE
S7CommPlus BI#t L #fF 2 — R D~y #—7 4 — /L RTEEZFE L, S7TCommPlus 7 7 o v
JTCOREZBHTHLLIIITBANL—=LOLF T g UV EHETEET,

Snort3 f VARG A1) T7 LR .
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B sicommPlus 1 22 R5 5 ERETBEHORZ FT59F 1 2

S7CommPlus f Y ARG A E/ET DT=HDDRX TS Y
TA4 AR
T N T =T IZHDI 72> T D STCommPlus 734 ANEENTWRWEEIE. VT 74>

7 (U@fﬁ‘f%* P4 }‘ U%ﬁﬁzﬁﬁﬂ‘f U =D s7commplus /I) AN & %?ﬁiﬁﬁiﬁ‘%’)%gﬁ‘% U
\iﬁqo

S7CommPlus £ VAR ZDINTG A—A

S7CommPlus TCP :R— F DX E

pinder A ¥ A7 Z %, STCommPlus TCP R— hDHRTEEZTEHT L F 4, FEMICOWTiE, [°
A AR BZOBE (15—) ] 28R LTLEFEN,

11
[
{
"when": {
"role": "server",
"proto": "tcp",
"ports": "102"
}I
"use": {
"type": "s7commplus"
}
}I
{
"when": {
"role": "any",
"service": "s7commplus"
}I
"use": {
"type": "s7commplus"

}

]

\}

G¥) sTcommplus A + AT ZIF/NT A —Z ML 5 A,

S7CommPlus f AR ZDIL—)L

sTcommplus f ' ART ZD)—)LEFHINI L, A baAR L, £ T4 VBT, BX
Ry b Kay T LET, |

. Snort3 A VAR A TF LR



| Snort3 (254

$7CommPlus 4 » 2 <4 8 DBAL—LOA T3> |

% 23: S7CommPlus 4 > A X9 ZDJL—)L

GID:SID IL—IL A yte—2

149:1 S7commplus MBAP ~ v % —®O I3, $5&E L7= S7Tcommplus BA%IZ 2L
& E—EH L2\ (lengthin S7commplus MBAP header does not match the
length needed for the given S7commplus function)

149:2 S7commplus 772 k /L ID B3 v LIAMZ 72> T % (STcommplus protocol
ID is non-zero)

149:3 TR A STcommplus BERE 2 — RITEH T/ > TV D (reserved
S7commplus function code in use)

S7CommPlus £ VARG A DBRAIL—ILDA T 3>

s7commplus A v A AR LT N T 7 4 v 7T AREEFHRBT D 0 AL MMz AV—v
ZAERRT D1TIE. s7commplus F— U — FZBKTHMT 572, EIFMAEGDOETHEM L X
To WEFRERF— U — FIZOWTL, FFAHAN OB O —DOE), E72Ii3E — 0%
HRELET,

ROBFIZEEL T IZI N,
o [A] U/V—/Vﬂﬂ@f@i}&@ s7commplus ¥—"Y— KNiZ., AND {Eﬁ%éﬂiﬁo

o 7] U/L— )L THEE D s7commplus_func ¥ — U — RFE 72X s7commplus opcode F— T — N%&
AT D&, V= ANRERNRD FT, BHCINIA— VI N T T v 7 2RETEE
Th, TNHDOF—U— RCEHBOELHRET HI1TIE, HEOL—VEERLET,

s7commplus_content

s7commplus content F—U— REfEH LT, *ﬁ,ﬂjjy»— V)V STCommPlus 237 h~~A & — R
@%Eﬁ@:ﬁﬂ[ﬁ L %9, S7CommPlus {2 A/L—/L"C content L7213 protected content F—U—
REMEHT L0, ZOF—U—FeRETLHI LaB@ld LET,

DU R s7commplus content;

15'] * s7commplus_content;

s7commplus_func

s7commplus_func F—U—REMHL T, f5& L7 STCommPlus ~v ¥ —/XT7 A —XD 1Dk
A LET, S7CommPlus /37 A —F A £ i3xhcd 5 16 #ia— FEfRETE £7,

B o3ees
Syntax: s7commplus func: <header parameter>;

BAMRMEK, ROEEY T,

Snort3 f VARG A1) T7 LR .
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B sicomnPius 1 2215 50BAL—LOFTLa Y

Z20] a—F

explore 0x04BB

createobject 0x04CA

deleteobject 0x04D4

setvariable 0x04F2

getlink 0x0524

setmultivar 0x0542

getmultivar 0x054C

beginsequence 0x0556

endsequence 0x0560

invoke 0x056B

getvarsubstr 0x0586

0x0 ~ OXFF B TITBEMOE
HEHCTELZ L
WCEELTLLESE
AN

ﬂm ! s7commplus_func: createobject;

s7commplus_opcode

s7commplus_opcode F—U— F%fﬁﬂq LC, ?‘éfféﬂf: S7CommPlus ™~ &Q‘—/\Oﬁ A—HD 1
DEHA LET, S7TCommPlus /N7 A —HF A F 7 FxIT H 16 tia— N2 ETEET,

e ]|

S,

//9 W) 7 R s7commplus opcode: <header parameter>

BAMRIEX, ROEEYTT,

EA| a—F
request 0x31
response 0x32
Notification 0x33
response?2 0x02

Snort3 A VAR A TF LR




| Snort3 (254
$7CommPlus 4 » 2 <4 8 DBAL—LOA T3> |

E2:) a—F

0x0 ~ OxFF B TIRB MO
PEHTE L L
WCEBELTLEE
AN

15'] . s7commplus_opcode: 0x31;
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=
=
(o]
SIPA AR A
«SIP A > A7 ZOWE (191 =—7)
¢ SIP A VAT HPDIRT A—H (192 X—)
eSIP A VAT HD)L—)b (195 ~<—2)
«SIP A Y AT ZDIFAN—NLDF T3 (197 ~<2—)
SIPA AR ZDEE
2AT AAXRT Z (F—ER)
Rk R
AVABR VA BAT ~)VF kv
FOMD A L ART Z NPT stream_udp
ﬁ&j] true

Session Initiation Protocol (SIP) 1%, 1 ALLEOEMEEZ GV TAXA LAFOCHLEY v a v
DIERR, ZH, BLIOWEAEILLET, SIPAHECEXL2T7 SV r—ra i, A4 —
Xy NERE, SVTFAT AT R A VAR N A=Y A TA =N 77 AR
BERENRHY ET, SIP 7 a halE, THFAMR—ROFRBIOVLE T 1 b2/ T,

2% SIP ZRIZIE, RO BMZFHBT 2 methoa 7 4 —/L R & BROEFLEBET D
Request-URI N E EFNTWVWET, & SIPJSEDAT—HX A a— Rit, BRENE=T 73>
FERARLET, SIP a2 habid, TCP (K— bk 5060) F£7=iX UDP (R— bk 5061) %1
Li‘é—c

SIP S a— /Lt v a & EkT % &, SIP X Real-time Transport Protocol (RTP) %71 L CA—
TAFARN) =L EETAA N —LE2RETEET, SIPA Yy E—VOARXTIT, T—FF ¥
INRTA—ZOxradyo— gy, Byda vidH, BLOE Y a OB Session
Description Protocol (SDP) DJETHLDIAE N E T,

Snort3 f VARG A1) T7 LR .
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B sroxxvrs0852—%

sip A VARTZF, Xy hT—T " T T7 4 I7HNDSIP AvE—2KBELTONTLET,
sipA VART ZF, SIP~y Z—L Ay E—IUKRTEHHE L, SIPA v E—VKTOTF—Z %
i ni= s Nt/ D=

sip A VAT L, SIP N T 7 4 v 7 DRFEORESCH S D a— v —r R 7e EREA

DRfEFHE A L £,
N
(GE) esip A VARZ ZIRIP A vt —VHE L LEEA, sip A VAT ZL, SDP T —X

TEHRINTVAR— MZESWTRIP F ¥ R LE T,

«UDP 3%, SIP CHR—FSNDAT AT By aZniELET, sipf VAT
1T, HEALSHZUDP X MU —hinbt v g OBEMERZ TS LET,

SIPV—NDF T arrElTHE MBEI—YNESIP NTy by =R vt —
VALICHBE L, X7y hOBHEHFEDSIP A Y v RELITIAT —Z 2a— RIZBET
HZENTEET,

SIPA VARG ZDING A —A

SIPYH—EXDHFE

binder 4 Y AT XX, SIPH—ERADORELEEFR LET, i WTIE, XA A
AR HZOWE (15 3—=) | 28R LT EEWN,

[
{

"when": {

"role": "any"
. r

"service": "sip"

}l

"use": {
"type". "Sip"

}

]

ignore_call_channel

F—=F 4 FICT AT F XXV N T T4 v T ERBETHAINE D ERELET, AT
HeEL sip A VAR RIZT—EZLANDTRTOSIPF vV T T4 w7 BESLL, A—
TAFIETASIP T —HF 3NV D T T v 7 BBELFET,

B 77— E
*iﬁht;ﬁﬁ . true, false

T4 ME : false
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siP 1 2z2<5 480,55 4—4 [

max_call_id_len

Call-Ip "™~y X —7 4 — )L RTHFRIEN DA bORKEERELET, call-in7 4 —/L KT
(=N g;k LIVEDSIPE Y= ‘/75§—{ii:§§iEElJ SNET, max_call id len 70 031}57/5\\ sip 1
VAR BIXT T — MEAKRLER A,

=V 1405 Z NI L TA N FEAKL, A T4 VRATHMECH LTy M Fe vy
7 LET, sip A VAT X, Call-ID ™~y Z —DE XN max_call id_len DL D KEW
HAlCA X MEARLET,

B . s
AN EEH : 0 ~ 65535
T4 ME : 256

max_contact_len

Contact ™~ H—7 4 — /)L R TR S NDHN A FOKEEFELET, contact 7 4 —/b RiZ
1T, BfDA v —T O EIEET D URIBRINET, @20 DFA. sip A AT
BIXT7TT— bEERLERA,

= 14015 BN L TAR MaAER L, A T4 VERTHEOH L ry b Foa v
7OL§E—§_O Sip/r VAR BT, Contact’\‘yﬁ\\*‘74 — /) f\@ﬁé7ﬁ max_contact len @1ﬁi
D RKREWGAIZA RN MEERLET,

EIA Sy
BINEHE : 0 ~ 65535

T4 I ME : 256

max_content_len

AvE—VRXDA LT Y THASNDNAA FORKBEZFRELE T, H0DHBE. sip
A VAR ZXT T — M ERLEE A,

=V 140:16 Z N L TA N FaAE L, A T4 VIR CTHRBEOH 537 v Mo ey
TLET, 2T UVOEEN max_content len DOfE L D KEWIEAIT, sip 4 VAT ZIL
AR MEERLET,

B . EO
B EH : 0 ~ 65535
TI7#4ILME : 1024

max_dialogs

ARV =ty a rNTHREINDLZA T a S ORREERELET, A7 0 7 DHHH
ELUTZHIREL FOBE, XA T7 a0 OBNEE LT RKEEBZ 2V E T, sip A VA
Ik bE WA ATl R kay 7 LET,

=V 14027 ML TAR AR L, A T4 VEBRTHEOH Ly b Fa v
ZLET,

Snort3 f VARG A1) T7 LR .
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I Sy
Eih7EE : 1 ~ 4,294,967,295 (max32)

TIHILKME: 4

max_from_len

From“\‘y&v“‘7/f“‘/]/ }‘qu:ﬂ‘éﬂ%)/\/]) f\@%jﬁ%{%?ﬁﬁiﬁbifh From 7 A —/V ]‘Li\ A
TV OREHFEHNLET, E10DHE, sip A VAT ZIEIT T — MEERLERA,

=V 1409 ZHINZ L TA NV bERER L, A T4 VIRFATHEDOSH 537 v &2 Fry
ZLET, sip A Y ANXT ZIX, From 7 A —/V F\Eéfﬁmaxifromilen DIEXL Y HERENVGEIC
AR M RAERLET,

iU
BEMLEE : 0 ~ 65535
TI7#4ILME : 256

max_request_name_len

TR THAIND, FORKREAEIEE LE T, SIP ERAIL, sip cseq hT o HF T a v
WATICHRE LA Y v FOLRIZZRLET, ED0DLGE. sip A VAT X|IT T —h
EAERLEH A,

=V 140:7 ZAPC L TA N R EERL, A T4 VIR THEO® 537 v b& e v
TLET, sip A VAR ZE, BRA DR S max_request _name_len DIE LY b REWGE
AR PR LET,

CIA Sy
BINEHE : 0 ~ 65535

T4 MME : 20

max_requestName_len

max_requestName len NI A=FFHERI N TOERTA, DDV I max_request name len NT
AL EHHLET,

max_to_len

To~y Z—7 4 —)L RKCHFRIENDNA FORKEEFRELET, To 74—V FiZ, AvE—
COZEMEHBUET, ER0DEA, sip A VAT ZIFT IT— M EERLER A

A= 14011 ZHMZLTA R hEAERL, 41T VEBETHEOH D X7y & Fe v
70L35To Sip/r VAR ZIE, 1o T 4 —IV P@%ézﬁmaxitoilen @’fﬁi Uj(%l/\i};]‘é\Q:/])/\‘\
VREARLET,

iR S

BINAEH : 0 ~ 65535
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sipqzxsa0L—1 [

T4 ME : 256

max_uri_len

Request-URI Cif Al SILAHNA NOERKEEETE L E T, Request-vrI L, BERLZY YV —A~
DGR AEZ R LUET, N0 DA, sip A VAR ZIXT 77— bEAEKLETA,

=L 1403 ZHRNZ L TAR MEAER L, A T4 VERATHBEDH /37y b ey
7 LET, sip A v AT XL, Request-URI 7 A —/V FOEIMN max_uri_len DL KEW
BRICARY b EARLET,

B
BEMITER : 0 ~ 65535
FIAILMME : 256

max_via_len

Via ™~y A —T 4 — L RTHAINDH NS "ORREERELET, via 74—/ Rid, Ek
THERATS N7 AR — b EZEFEOEHZH#RN L ET, E20 DEE., sip A VAT XX
TI— AR LET A

=V 140:13 G L TA XY bEAER L, A T4 VEBTHECH L3y e Ray
TLET, sipA VAXRT ZE, via7 4 — /L FOEIN max_via len DALY KREWGEITA
RN LET,

N
BENEEH : 0 ~ 65535

TI74ILME : 1024

A&

BHETASIPAY Yy FOURMERELET, AV vy FATIIRILF LN LENRENEY
ho UARANDAY v REERKEIDIZIE, 2o ~vFRIIARN—RAEMFEHLET, 2V v R4
T, BT, TRCTFORMEATE £,

B s

ﬁ;a]ﬁﬁﬁ . ack, benotify, bye, cancel, do, info, invite, join, message, notify, options,

prack, publish, quath, refer, register, service, sprack, subscribe, unsubscribe, update

T4 ME : invite cancel ack bye register options

SIP A VAR ZDIL—)L

sip A VART ZDNL—)VEFHINZL, A0 "EERL, 40T 4 VRBETIR, ER Ny
e ey LET, .
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R2U:SIPAL VARG EDIL—)IL

GID:SID

IL—IL A yte—2

140:2

B3R URI 23281272 > T % (empty request URI)

140:3

URI 73 & 73 X% (URLis too long)

140:4

a—/LID BZEZ/2 > TV D (empty call-Id)

140:5

a—/LID A ETE 2 (Call-I1d is too long)

140:6

CSeqBEEMNRETTEDENEIFAIL/R > TS (CSeqnumber is too large

or negative)

140:7

CSeq WD ELRA D ET X5 (request name in CSeq is too long)

140:8

From ~ v % — 7328272 > T\ % (empty From header)

140:9

From ~» % —73& 9 X% (From header is too long)

140:10

To ~v» X —N22|272 > T 5 (empty To header)

140:11

To ~v X —13KTE2% (To header is too long)

140:12

Via ™~ v X —R28Z72 > TW% (empty Via header)

140:13

Via ~v X —MNE$ X% (Viaheader is too long)

140:14

140:15

G 22272 > TV D (empty Contact)
H

#EMETE S (contact is too long)

140:16

ATV OREENRKRETELDAIL/ > TS (content length is too
large or negative)

140:17

27y NI D SIP A v 12— 3% %  (multiple SIP messages in a
packet)

140:18

a7V ENR—E LAV (content length mismatch)

140:19

FORA MDHESN (request name is invalid)

140:20

KB EOHFE (Invite replay attack)

140:21

Ty va VIEROANIEZRZT (illegal session information modification)

140:22

JSEAT — 5 A3 — KD 3HTOETFTIiE7evy (response status code is not a
3 digit number)

140:23

Content-type ™~ % —723%2|Z72 > T\ % (empty Content-type header)
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GID:SID =L Aye—2

140:24 SIP /X— 3 > 35 (SIP version is invalid)

140:25 %3k METHOD & CSEQ ~ v # —23—# L 72\ (mismatch in METHOD
of request and the CSEQ header)

140:26 A RABA  (method is unknown)

140:27 vy arNOXA T e s O KEIZEIE L (maximum dialogs within

a session reached)

SIPA VARG EADEANL—ILDF T3

sip_method

SIP ER A Y v RIFERO B Z#B L E T, sip method ¥—T— R&MH L T, SIP ERD
AV RERELET, AV y RATIERLFEELE/NCFERKNESNETA, BEDOAY v 4
Xz~ TRYID £9°,

e
DRV R sip method: <methods>;

ﬁ;a]tﬁﬁﬁ . ack, benotify, bye, cancel, do, info, invite, join, message, notify, options,

prack, publish, quath, refer, register, service, sprack, subscribe, unsubscribe, update

15'] sip method: "ack, service,info,bye";

sip_stat_code

SIPJSZENTIE, 3MTDAT —Z Aa— FREENET, SIPAT—F Za— &, ERLET
= ‘/@%%%ﬂf\‘bijﬂo sip stat_code 3'\"*‘]7’*]\%4%)% I/T\ SIPFB%%?’EELEX?‘%?
ZAa—RFERELET,

3HID AT —H Aa— RORIIOHT 2T I HTOT, 3HORT. ERiTVnTnroso
MAEbEEFEALEZHFOa L ~XKUY DU A MERETEET, VA MNOWNTANTD
DHFEEZNSIP JGERND 2 — FIZ—HT 256, TOV A MR- LET,

B B
L UB YWY R sip stat code: <codes>;
A& -

c1~9

® 100 ™~ 999

&1 sip_stat code: "1";

Snort3 f VARG A1) T7 LR .
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B srrozxrvs08AL—LOATL Y

F25:SIPINTA—REERTFT—FRa—F

INS A—HE BHENF-RTF—42RXa—F AR

189 189 B ED AT —H Aa— REZEL
ji—g—o

1 100 ~ 199 I OB TERELET,

222,3 222; 300 ~ 399 3HTEFIT LT TFDa <X
YooY A MERTELET,

sip_header

sip header F—U— ]\%ﬁiﬁﬁ LT\ ?Hﬂu“j éﬂf: SIP“\‘)&“‘_‘/\“‘/ 775 @%Eﬁﬁl*ﬁmﬁ‘—ylv%
BRELET, ML~y X —7 4 — /L NIZHIRLET,

DUV R sip header;

Bl s ip header;

sip_body

sip body ¥ — U — REHEHRAL T, i 7ZSIP A v E— ORI OEHEICHEE T — YV VAR
BLFET, BEZA v E—VOARTHIBR L ET,

DU R sip body;

15'] ! sip_body;

N

(6=3) sip A VAT ZIFIA BV ORIBEKREZTHH LT, V=AU THEHTESL L SICL
F9, —/L= T, Session Description Protocol (SDP) =117 2V ORRIFRICIPE I E
A,

. Snort3 A VAR A TF LR
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SMTP £ 2 ANY 3

* SMTP A > A7 X OFFE (199 _—)

¢SMTP A Vv AT B ERETHIZDDRARNTT 7T 4 % (200 <—2)
¢ SMTP A VAT ZDIRT A—H4 (200 X—)

¢ SMTP A VAT ZDjL— b (209 R_X—7)

¢« SMTP £ V ART X DEANL—LDOF T gy (210 =—)

SMTP 4 VAR 2 DE

SAT AV ARTZ (P—ER)
it e
AVABUABAT ~)VF R

FOMDA v ALY B PN stream_tep

A% true

Simple Mail Transfer Protcocol (SMTP) ZfEH3 5L, A=V T4 7 MIA—/LH—s3—
WAy E—VEEEFETEET, SMTPIE, A vE—VAZEHICEET S 2a~ L FERITLE
Fo SMTP Hr—/3—{F, BETRVE Yy v a I TCP A — b 25 2 L. SSL/TLS 41 L
7= SMTP (21X TCP A" — b 587 ZfEHI L 7,

smtp A VAR XX, SMTP b7 7 4 w7 ZH L, SMTP 2~ REJSEZ DT LET,

smtp A Y ANXT ZE SMTP A v E—VDa~vy R A~y — BLOARXLOEZ ¥ a &k
B/ L. Multi-purpose Internet Mail Extension (MIME) {7 7 A /L& L CiEB{E L £7,
MIME @t 7 7 A Wi, EEOBST 7 7 A VDR MCETZRDRERBMN 7 74
APEENDLLGENRH Y £7,

smtp A ART ZiF, SMTP A v —T %A L. Snort OFFFIY 2 MzBEMLET, AR
T5HE . BANL—IVTERE R SMTP F T 7 4 v 7 ICET AR FEERLE T,

smtp A Y ANT ZERD LD ITHETE LT,

Snort3 f VARG A1) T7 LR .
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B osvre (L xxo5EBETEEOORR TSI T 4R

ey g UTEMENTEZTRTOALR e EBIT, BEFEOETFA—/VID, ZEEHD
FEFA—ID, BAA—NDO~HF— BLOGWMNTZ 7 ANDT 7 A V4% 0 7508k
T 5,

e BT AXLFELHIBRL T, SMTP a2~ > K 74 V2 1EH LT 5, smtp £ U ART X T
A~— R (ASCII 0x20) F 721 ¥ 7 (ASCII 0x09) XF#IEHLT 5,

¢ TLS THERAMLENTZ N T 7 4 v 7 B BE L TR T p—< U A ES® 3,
TV —VTHXANDBEBFA—NT —HEBEL RT3 —~ Am EE3H5,

SMTP 1 VARV B ZRET D1=HDANA T ZU T«
A

RFC2821 DH A RIA DT, smtp A v ART ZDATHRENTA—REHRBRETHL
ZREDLET,

* max_command line len : 512 X
, =
*max header line len : 1024 X5

* max_response line len : 512 T

SMTP 4 VAR ZDINT A —14

SMTP H+—E XD E

binder f v AT ZX, SMIPV—E RAORELZTERX LET, FHIZOWTIEL, XA 44
VAR BZOE (153—) | 2BRLTIEEN,

1 -
[
{
"when": {
"service": "smtp",
"role": any
} 4
"use": {
"type": "smtp"

}

]

alt_max_command_line_len([]

SMTP =2~ ROEF| L, a~<wy RORBOERITEZHEELET, RBEEKITREIZ, SMTP
o< P@max command_line len@’fﬁ%j—‘—/{‘—?/r FLET, ZONRNTA—=HDA X b
AR A2, L—IL 1244 ZHNCLET,
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sMiP 1 >z~ 50,55 4—5 I}

& EdA

1 :
{

"alt max command line len": [

{
"command": "AUTH",
"length": 240

alt_max_command_line_len[].command

av2 R AN T EEBELET,

B s

BNGAE : SMTP 2w R

TIAIKE: [F26:SMTP a2~ FETF 74 L bofiia~vy KR 22 LTEE
VY,

alt_max_command_line_len[].length

REDOHERA~ FIAVRERELET, a~v FOa<vy FIA UV ROBHEENIZT D
Wi, o ZHEELET,

By . R
BIhIREB 0 ~ 4,294,967,295 (max32)

FIAILKME: [£26:SMTP a2~ REF 740 hofiia~vy RE] 28R LTLEX
A

R26:SMTPOI U FETFTIALFOREOTVREER

avU kR e
ATRN 255
AUTH 246
BDAT 255
DATA 246
DEBUG 255
EHLO 500
EMAL 255
ESAM 255
ESND 255

Snort3 f VARG A1) T7 LR .



Snort3 4 > 2R5 4 |
B v zxxs50852—4

av Uk £
ESOM 255
ETRN 500
EVEY 255
EXPN 255
HELO 500
HELP 500
IDENT 255
MAIL 260
NOOP 255
ONEX 246
QUEU 246
QUIT 246
RCPT 300
RSET 255
SAML 246
SEND 246
SIZE 255
SOML 246
STARTTLS 246
TICK 246
TIME 246
TURN 246
TURNME 246
VERB 246
VREY 255
XADR 246
XAUTH 246
XCIR 246
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sMiP 1 >z~ 50,55 4—5 I}

avy kR kS
XEXCH50 246
X-EXPS 246
XGEN 246
XLICENSE 246
X-LINK2STATE 246
XQUE 246
XSTA 246
XTRN 246
XUSR 246
auth_cmds
AL A BRAAT HSMTP 22~ RO U A MAIEE L E T, HEOSMTP 2+ RIFAR—2
TXEIY £,
B S

BRNGHE : SMTP RBREALHPAME =~ > F

T 74 I ME : AUTH XAUTH X-EXPS

h64_decode_depth

4% Base64 = 2 — K MIME &1 A — VIR 7 7 A A B L TTF 2 — R TE 5/ K A b
BAafELET, 65535 RiEOBEEIRET 50, £330 2EE L TESLEESICT S
EMTEET, EH LT D4 MRICHIRZRE L2 WGEiE, -1 2 ELET,

=L 124:10 ZHENZ LT, ZONRFGA—FZ—DA R "E2ERFRL, A0 T4 VBT, 7
a— FRERLEZEEICHEOSH L X ry e Ry 7d52 EnTcaxEd,

B . sk
AXNAEERH -1 ~ 65535
TIAILME : -1

binary_data_cmds

T—HOEEERBL, 2~ ROBRIZESOE (A7 7y MEAD 2R L CEETLT—
HDOEETTSMIPa~y ROV R MEEELET, HEOSMTP 2< 2 RIZAR—ZATKXY)
nET,

B S
BN - 7 — 2 RO/ 2H%07 SMTP 7 — 2 &Gt =~ > F

Snort3 f VARG A1) T7 LR .
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B swreozxxs50/855—4

T 74 JL MME : BDATA XEXCHSO

bitenc_decode_depth

NA MOBRKREEZBEL, = a— FENTWHRNWEMIME B A —/VOUKE 7 7 A LBl
HLET, 65535 RO EZHRET D0, £RIT0EBEL T, =rya— RIS TH2Rn

MIME &} 7 7 A VO Z e+ 2 T £, 32531 MRICHIFRZ % E L7
WAL, -1 ZFELET., TNHDORMTZ 7 A NDEZAT7IZIE, TEY b, 8By b, A
FU, 5N TL—2TH AN, JPEGA A—TLEPNG A A—Y, BLUOMP4 7 71 Vi
E. A TFR—bDarT AL TIREENET,

LIS
BEMITEHE : -1 ~ 65535

FTIAHILKME: -1

data_cmds

F—HDEEEREL, T—FDORREDT Y I X (<CRLF><CRLF>) #{fifi4 2% SMTP =2~
YROUVANEREELET,

B . SRS
EMRIE: T—XDOKRREOT VI X EMHHT D SMIP 7 — X EERha~2 K,
T 74 I ME : para

decompress_pdf

MIME &4} 7 7 A /L@ application/pdf (PDF) 7 7 A NEZEHERET A0 E ) 2 EE L E
j—o

B S— L
ﬁi‘jjﬁﬁé . true, false

T4 ME : faise

decompress_swf

MIME ¥t 7 7 A /L ® application/vnd.adobe.flash-movie (SWF) DEMEZMRERT D028 9
MEEELET,

B J— L E
ﬁ?)]tiﬁﬁ . true., false

TI74IL ME : faise

decompress_vha

MIME ¥:f+ 7 7 A /L ® Microsoft Office Visual Basic for Applications D~ 7 1 7 7 A JL DTH{E %
fEbRT oE D mafEELE T,
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sMTP 1 2~ 80,852 —4 [

B 7 —E
’-ﬁ;;j]tiﬁﬁ . true, false

T4 ME : false

decompress_zip

MIME it 7 7 A VDT 7V r—3 a3 Uizip (ZIP) 7 7 A NVEFRRT 50 E 9 EfRELE
j—O

B S — L
ﬁg‘:jjﬁﬁﬁ . true, false

T4 MME : false

email_hdrs_log_depth

SMTP 7 —Z LT 2 EF A — I~y X —D N, " EERELET, BEF A~y X —
O A2 N T 51T, 0 XEELET,

B
B EE : 0 ~ 20480
TI7#4ILME : 1464

ignore_data

BIA—NT =7 a Bl TLINEINERELET MIMEE 7 A —/L~y X —
ZEr<) .

B T— A
ﬁ?)]t;ﬂﬁ . true, false

7—\:771'}b I‘ﬁﬁ . false

ignore_tls_data

TLS CTHH b Shie T =2 21 5k T 2 E O D afiELET,
B T— L E

BWNE : true. false

7_577]'}[/ l“ﬁﬁ . false

log_email_hdrs

SMTPHEF- A — /L~y H—Lbt v a VTAERSNETNTOA R F&2ESLTr 7R
FTHMEIDERELET,

B T—

ﬁ;ﬂﬁ{lﬁ . true, false
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T4 ME : faise

log_filename

MIME 7'&)‘(?\]0) Content-Disposition ™ &‘—7)’ E*Hﬂt’j éﬂf: MIME {?]%f‘f7 7 /f }1/% tt D4
Ta Y TCTHERSNTETRTOARY MEEF L Ta ZIZiskT 2020 EBELET,

A v —=VIZEEOMIMERSM 7 7 A VIREENTNDEE, SMTPA V AXRT XL 7 7 A )V
Sk ary<TRY>Tr ik LET, SMTPA VAT X T ZIZEEHRTE 5 DiE, 1024
NA RNETTT,

B T—
ﬁ;‘j]t;ﬁﬁ . true, false
7_:771'}[/ I“ﬁﬁ . false

log_mailfrom

SMTP watL FrOM 2~ ¥ ROGHIH SN2 FHEEDOBEFA—LT RL ALty v a U TARS
NIZT_XRTOA R M E2EF L T ZICGERERT DN EIDERELET, A vE—VICE]K
@%1m%7ﬁxﬁiﬂfb\é%{j\\ SMTP A & AT X iﬁ'fn%%j/'?f[:{jjofﬁy \—naﬁb
7. SMTP A VA7 Z TR ZICFERTE HDIE, 1024 31 FETTY,

B LA
ﬁ&ﬁ]ﬁﬁﬁ D true, false
TI7AI ME : false

log_rcptto

SMTPRrcPT TO 2~ RMMLDZEEDEFA—INT FL ALy g U TEMRINTZT T
DARY NEERLL TR ISR TEINEINERELET, A v - ICEROZEEN
BENTVWDEHEE, SMIPA U AT ZI%EE 2~ TREU > Tr ZIZiék L £+, SMTP
A VAR ZTa JIIFLERTE DD, 1024 XA NETTT,

B T— A
ﬁi‘ﬂﬁﬁﬁ . true, false

7—:77]'}b I‘{IE . false

max_auth_command_line_len
SMTP RFEa~> RIA U TRITANLGIN DKL M EERTELET,

VRIS AL TA N REERL, A T4 VIRBITHBEO® 537 v M Ra vy
7'LET, SMTP avte 2= ROT 7 — b2 BN T 512130 Z457ET 50>, £7213 Snort i
ED max_auth command line len INT A—H B/ [/35’9‘*0

LI
BEMITER : 0 ~ 65535
T4 MME : 1000
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sMiP 1 >z~ 50,55 4—5 I}

max_command_line_len
SMTP a2~ K7 A4 U TCRIFANLNDHRRAAL MEERELE T,

RFC 2821 ® SMTP IZBHF B % v hU—JE¥EH ST, mRKa~vr R4V RiEs512 374 + &
B#HOLTWET, SMTP 2~ RISV ETT 77— 2B 22302 ET I, £
7213 Snort F%E D max command line len /N7 A —X ZEME L E7,

=V 124:1 ZHENZLTARU MEER L, 41T VEMTHEDH S N ry e Key
ZLEJ,

B B
AN EEH : 0 ~ 65535
FTIA4IME : 512

max_header_line_len
SMTP 7 — &~ X —ITIZFFA SN DI KA M ERELET,

RFC 2821 ® SMTP IZBT 5 % v b T — 7 EEHEIE, KT —F~y X —ITOR 131024 N
A EBEAOLTWHWET, SMIPT — X~y X —ETT7 7— b aEHNIT 51220 2EET D
2>, F 7213 Snort %’X}E@ max header line len INT A—H Zf%\mﬁ LSETO

=L 1242 & 1247 ZHHIC L TARU b EAER L, A0 TA VERTREDH 2% v k
¥ Roy 7 LET,

EIA Sy
BINEHE : 0 ~ 65535

T4 I ME : 1000

max_response_line_len
SMTP JEEAT TR AN SN DR RAA PEEEEL £,

RFC 2821 @ SMTP (2R3 % 1 v U —ZEEH DT, RISEITRIZSI12 34 FEBEID L
TWET, SMIPJEBITORESTTY 7— BT 512120 2fET 50, F 721 Snort 7%
ED max_response line len INTA—Z B LET,

=V 1243 ZENZ L TAXU MEER L, A1 TA4 VERTHEOH S N ry e Ka y
ZLET,

EiV R C Ty
AN EEH : 0 ~ 65535
FIA4IME : 512

normalize

TRTCoav RN, avwr RRL, £¥/2da~r FO Y 2 E2ESIET 20 E S 0E2iEELE
T, I KDOU X M, normalize_cmds/\oﬁf_&T*Efliﬂﬁgiﬂ—o A VART HL, 3=
v ROBITHEE D A~—Z (ASCII 0x20) F7/=1E¥ 7 (ASCI 0x09) XFafERLET,

Snort3 f VARG A1) T7 LR .
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B BIER
AMGEE. RDELY T,
®* cmds

*all
T4 I ME : none

normalize_cmds

EHLTASMIPa2~2 FOU R ME2EELET, BHEOSMTIP 2~ RIZAR—XTRYY
F7,

il =y |
BEMEE : SMTP =< R
TIAILKME: 72 L

qp_decode_depth

% quoted-printable (QP) T =1— K MIME &1 A — VI 7 7 A VDL CF =2 — R T
DA, MEEIEELET, 65535 RMOBEMATRET 50, £77130 24E L THE L
BEENCT HZENTEET, BT 24 MUTHIREZRE L2WESIE, -1 2fHELE
D

= 12411 /ML TA R hEAERL, 41T VEBRTHEOSH D Xy M&e Fe v
ZLET,

I
BNEH : -1 ~ 65535

FIAILME: -1

uu_decode_depth

4% Unix-to-Unix => 22— F (UU x> 22— K) MIME B+ X — VIR 7 7 A v BRI L CTIE
AL TE DR AL MEAEE LTI, 65535 RimOBEZIEET 20, £ 0&2FELT
BELEENTHZENTEET, BT D31 MUTHIRZRE L2 WEESIE, -1 %%
TELET,

=L 124:13% BN L TCIDNRTA—FZDA Ry NeER L, A T4 VBT, (v
a— RRIELL WD, FRIETFT—2 N TWAH Z EBERRE A E) EE bkl L-841c
MEOHLI XN ry " E Ry T52 R TEET,

I
BEMITEHE : -1 ~ 65535

FTIAILKME: -1
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smrp 1 »zxxsa0n—1 [

valid_cmds
SMTP A > A7 ZRER L HW+ 5 SMTP =~ ROBMY X +&HEELET,

SMTP A ' AT ZiX, T 7 /L FDOFEZ7 SMTP =< K (ATRN AUTH BDAT DATA DEBUG EHLO
EMAL ESAM ESND ESOM ETRN EVFY EXPN HELO HELP IDENT MATL NOOP ONEX QUEU QUIT RCPT RSET
SAML SEND SIZE STARTTLS SOML TICK TIME TURN TURNME VERB VRFY X-EXPS X-LINK2STATE XADR

XAUTH XCIR XEXCH50 XGEN XLICENSE XQUE XSTA XTRN XUSR) > U A }‘ %L’:‘E_é% Lij—o

=V 1245 ZHEMI L TARU MEER L, A1 T4 VERTHECDH S N ry e Ka vy
ZLEJ,

B TS
HMNGE : SMTP o<~ K
FTIAHILME: 2L

xlink2state

SMTP A A~ % 73 X-Link2State Microsoft Exchange /N> 7 7 57— 4 4 —/_"—7 0 —ED
—ETH LTy bR S e RE L ET (WEEIMEORMIZ SV TIE, CVE-2005-0560
ZZMLTLLIZE) o BMHAZEL) (disable) ITL, MHAZFAIZLTT 7 — M4k T 2
(alert) . FREBHEZAENCLCHEOH L XN ry V2 Ry 745 (darop) Z &M TE
S5

TDONRGA—=HDAR "L L, £ 0T VEBBETHEOHLA N ry " Ko v 79312
1T, —L 1248 AL E T,

B HIzER

AMGERF. RDEEYTT,
* disable
s alert

® drop

FTIA4I ME : alert

SMTP 4/ ART 2D )L—)L

smtp A Y ART ZDNV— L FI L, A baE L, A T4 VRATIE, ERANT Y
FaRry 7 LES,

R27:SMTP A VARG ZDIL—)L

GID:SID =L Ayte—2
124:1 av RNy 77 OF—"—T7n—%i{T L7 (attempted command buffer
overflow)

Snort3 f VARG A1) T7 LR .
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Snort3 1 Y ARY 4 |

GID:SID

L—IL Ayte—2

124:2

TR~y B =Ny T 7 DA — =T a—%ik1T L7z (attempted data
header buffer overflow)

124:3

BN T 7 DF—N—T 1 —% 1T L7 (attempted response buffer
overflow)

124:4

FFED <y RNy 77 OF—_"—7a—%34T L7z (attempted specific
command buffer overflow)

124:5

ARB7Z2 =2~ K (unknown command)

124:6

ARiEZa< 2 R (illegal command)

124:7

Ny B =Ny T 7 DA —"—T 1 —%R1T L7 (attempted header name
buffer overflow)

124:8

X-Link2State 2~ > KN 7 7 DA —/"\—T7 1 —%3 {7 L7 (attempted
X-Link2State command buffer overflow)

124:10

Base64 DO1E 5LIZKRI L7z (base64 decoding failed)

124:11

Quoted-Printable D1 SLIZ 5 L 7= (quoted-printable decoding failed)

124:13

Unix-to-Unix O 5{LIZ K L7z (Unix-to-Unix decoding failed)

124:14

Cyrus SASL F8FF 4% (Cyrus SASL authentication attack)

124:15

Ak~ RNy 77 OA—_"—7a—%il1T L7= (attempted
authentication command buffer overflow)

124:16

7 7 A NVOEMEREERICRAL L7z (file decompression failed)

SMTP £ VARG ZADBAIL—ILDA T 3>

vba_data

i 4 — > )V % Microsoft Office Visual Basic for Applications ¥~ 7 B2/ 3> 7 7 [ZEHEL T,

DU R vba_data;

ﬁ'] : vba data;
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SSHA VARG 3

«SSH A > A7 X OWE (211 *—)

*SSH A v ART B ERETDHIZODRA NS T 7T 4 %2 (212 3—)
¢ SSH A VAT X DINT A—H (212 %—7)

eSSH A VAT ZDL—)L (214 _—)

¢SSH A v AT ZDEINV—IDF T g (214 <—3)

SSH A VAXY ZDHE

SAT AV ARTZ (P—ER)
it e
AVABUABAT ~)VF R

ZDOMDA AT BN L

A% true

Secure Shell Protocol (SSH) 1%, EF =2 U TF 4 CHREINTWRVWRY NTY—Z &N LT T
ATV b EY—=A_"—HOZERBEZARICT oy N —2 7w b= T, SSHIE kX
Vo7 %YHR—ML, ABERES{LZFEHLTYE— FRX MNERFELET,

SSHEFH LT 7 A VEZRIZHEEXLTZY, VE—FKRA NI A LTCa~vry RIA v
LEEEEEL/-Y T4, SSHY 1 =i, TCP, UDP, F721ELSCTP #Jr L CAR— k22
A LET,

ssh A VAT ZE, AN —2 "y hEEEEL, IROSSHZ 7 A7 v A FaEH LE
—§_ﬂ0

cF ¥ LUV ENR Y T =" —Tan— 7 A7 aA
eCRC-32= 7 A7 A k

*SecureCRTSSH 7 A4 7> b Ny 77 F—N_"—T7no—x 7 A7 A h

Snort3 f VARG A1) T7 LR .
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B osstoxro5E8ET8E00RZ LTSI TAR

e ELL7Z2WSSH A vtE—T D)

RAREDOR Y N =7 HGRRE 5L SN TWAEE ., RBiFBICTF ¥ LU D/ AR A Ry
77 A= N"—=T71m—L CRC-REENBELET, ELOLDOX A TOREYL, BT v LY
HBIZ20KBZBA D RERM B — FEF—R—IZEELET,

sshA VAR XL, b= N"—CEBFEEINTAAS MEEDD L FTBHILET, Fr Lo VmE&
Ny Ty F—=N"—T71—L CRCREEZRM LET, A MDA, FRICER LT N7 v b
BNTER LEHIREZBLIZHE, ssh A VAT 2137 57— h&ER L %9, CRC-32 K&
DRBRLRDDITSSHNA—=Ta 1 ORTHY, Fx Ly VENy 77 F—_"—7u— =T
JATOA NOMGERLERDLDIZSSHNR— a3 L 2DH T, ssh A VAT ZIT, Byiay
DBRAEIREIZ SSH /N— 5 U XUFHNEFEARY . WED X A T &2HI L ET,

SecurecCRTSSH 7 9 A4 7 b Ny T 7 F—N_R—To—K&L 7o b a/ LR~ —HKEIL, F—
AEHARNCAR A P32 X2 T TIREL LD 95 & X123 AELEJ, SecureCRT SSH
JIAT Y NNy Ty A== a =BT, ERICEWT 7 N VBT OSCTEN R s
FAT v MTEREN, FNRFER TRy 77 —_"—Tua—RNEAELET, 7u b RL—
BLBX, SSHUAND Y FAT > v 77V r—antdxaT SSH b — "— 28k L XK 9
T, FFY—AN—L T TAT U FDONR—=T g VEEN B LW EICRELET,

\}

GE)  ssh A VAT Z([TT 00— N7 4 —AKEEZLI L EH A,

SSHA VARG AEZEBRTETD=HDRRANTZ T4 X

T HI D ssh A VAR ZAREELFHTHZEEBEIDLET, max_encrypted packets
NIA—=ZTERSNTWVDE YT a O BTy FORKEEZBZ D & ssh A AN
72FEDE Yy ar DT T 4y DWUEEEIELTART 43— AR ESEET, ssn
A AN 2%, SSHE v v a COBRMIFICR /RSN D SSH OMaditE D A2 L E 9,

)

GE) ssh A VARTERNTF ¥ LU VNRE A —"—7 o —F 7213 CRC 32 TR & Ak L= 54,
max_client_bytes/{)i){b‘& %‘f{%ﬂ% L, %\Eﬁﬁ TAT I A }‘iﬁ%‘fi%]%?‘«:&ﬁ)fgi
7,

SSHA VARG ZDING A —4

SSH H—E X DELE

binder A VY AT H L, SSHY—EADORELZEFK LET, Iz TIE, XA A
A7 EOWE (152—2) | 28R LT 7EEW,

B -
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sshA 22~ 50554—4 |

"when": {
"service": "ssh",
"role": any

}I

"use": {
"type": "ssh"

}

]

max_encrypted_packets

sshA YA ZNSSHE v a U E AT 5 E TITHTHRDEBAL N v hOBRKEERE L
F9, By a ORIy NORKEEBZT-GE, X7 —< AEHLEIELD
12, ssh A VAR FZITFDEY L a>DRNT T 47 OB EELET,

EIU R

BEMITEHE : -1 ~ 65535

T4 ME

max_client_bytes

Fx LU VNNEA—N"—=Tm—F /T CRC32 Tssh A VAT XRT T — ba AT HET
2P — R —|TEET A RISENA F@%j‘i&%?ﬁﬁiﬂbij} max_encrypted packets MNIEE S
B A Cmax_client bytes DOHIBEEZT2HE, A VAT ZIFHENFEE LT AL, |
T4 EERLET,

=281 ZEHIMI LT, £ VART ZNTF ¥ Lo VRES—N"—T7a—% R L7z & X1
T EARTD, L— 1282 FFNT LT, MCRCIR2 =7 A7 aA hamH Lz &
XWTI—bEERTDHZENTEET,

D IGAT VMNP —R=EZET DHNRNET LT, sshA VARY &ttmaxfclient bytes
DOy bEEY Yy P LET,

)

(/i) max client bytes %L’ 0 ifx_ T2 L;:XH/:Eﬂ‘j—é & i%@b&) Li“@‘}uo max client bytes iz_—f 0 if_

W 1ICRET DL, ssh A VAT ZIXHEICT I — oA L £,

. HEH
BEMLEE : 0 ~ 65535
TI7#4IL ME : 19600

max_server_version_len

SSHH—/S—=DN—2 g U LFHNDOREREZHELET, SSHP—/S—DN— 9 L LFHN D
B/ max_ server version len X D56, sshA VAR ZIIT IT— MR LET, L—
NVI1283EHANCL T, X 27 CRTY— =D =T 3 VLFFNDOA— =70 —DT 7—
MR TEET,

Snort3 f VARG A1) T7 LR .
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B ssiqozxxvzor—n

I Sy
BEILEE : 0 ~ 255

TI74ILKME: 80

)

GE)  ssh A VAT HADT 7 H/VIHRETIE, 77— MIADTRY FHEA,

SSHA VARG ZDIL—)L

ssh A VAT ZDNL—V BRI L, A bEEK L, A0 T4 VRBATIE, BTy
FeFryZLES, .

= 28:SSHA Y ARIBDIL—)L

GID:SID =L A yt—2

128:1 challenge-response 4 —/3—7 12 —Dx 27 A7 12 A | (challenge-response
overflow exploit)

128:2 SSH1 CRC32 =7 X724 L (SSHI CRC32 exploit)

128:3 PR X— T g U LFH|D A —/3—T7 m— (server version string
overflow)

128:5 RIEMR A =D JHE (bad message direction)

128:6 EEDNA B— FIZH LT, B— R4 ZXNRIE L < 72V (payload size
incorrect for the given payload)

128:7 SSH N—0 g DO XSO HIZ I8 LT~ (failed to detect SSH version
string)

SSHA VARV ADERAIL—ILDA T 3>

ssh A VAR 21T, BANL—ILDF T a0ib b 84,
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,24.

AR)—LICMP f VARG AR

¢ A MY —ALICMP A AT X O (215 =—)

e ANU—=ALICMP A VAR BEHFRET DHICDDRANTZ 7T 4 X (216 <X—)
¢ A RY—=ALICMP A VAT ZDINT A—4 (216 X—)

¢« AR —=ALICMP A AT ZD)L—)b (216 _X—)

¢ ARU—=ALICMP A U AXRT ZDIRANV—INDF T g (216 X—)

ARJ—=LICMP f VAR 3 DE

2A 7 A AR HZ (A Y —L)
it e

AVABUABAT ~NF v

ZDOMDA AT BN L

A% true

Internet Control Message Protocol (ICMP) %, *v NV —27 a—F 4 U7 4 77V r—a v
Ry FT—=ITFAAZATHERENL Ry N —2E7 1 FaL Ty, ICMP %, 2l s
T —{FWEZRE LT, IPARX MEOBENNKI L, EI3Rm L2235 L E7,
ICMP 2 v & —V2iF, ~y X —krvareTr—2trvarNEEnET,

ICMP i, o7 o —|ZETAEREEELET, VT BT ANNELRT — X IEEET,
H—2F sy hR—=ZDNNA  FHMLEH Y FH A,

stream icmp A Y AT Z L, ICMP 70— 7 v X U I 2 ERLET, ping D& E, A AN
7 2%, ICMP A~y X —DRE B K OHERSEDIP T FLAT 4 —)L FLR—F7 4 —/V F%&
ILUTHARNR T 0 — T X 7 2FATLET, BERREREGEOLE. A A7 X3
JTEDIPT RUALHRER—FZSHT L, By a v OREZEH LET, port scan A AL
7 Z0E BIEARGERB A b ER— FMMERATRERG . T aHTEET,

Snort3 f VARG A1) T7 LR .
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B oArv—LMP (xR 5 E8FSHHHORR TS5 T4 R

AR)—=LICMP £ VAR R ZEHBTET H=HDRX k
759 T 4R
stream icmp 4 Y AT X EFET DHHEIE. RONXARNT T 77 4 A%ZBE LTI,

e ARANELEFRY N2 T2y a v Z A LT U T8I stream icmp A A
~7 5’ ffﬁzﬁk Li—éqo stream icmp /]) AR 5’ ﬂi\ session timeout ff binder 4’ AN
7B TERINTND ICMP AR M EITR Yy U — 27 2B T £ T,

FICxRy hTO—275ARY 2 — (NAP) 28O NR—T 3 00 stream_icmp A VART H
EEHDHI ENTEET,

AR)—=LICMP £ VARG ZDING A —4

session_timeout

stream icmp A VAR XPNWREET — T NDIET 77 4 772 ICMP A kU — A Z{RFFT R
ZHRELET, Snort NEIL 72 —F—%2FDOICMP T —% 7 7 A& KRICHEETS L. LIETD
Ta—0DtyarEA LT T KRBTSR S TWAENE I D BHRINET, 214 L7
v NOWIRAEIIN S &, Snort (F7 r—%ACTH LW T r—%BAtA L ET, Snort (X, HAD
A RNY — AREICHEEMT OV e — 2R L E T,

B B
BEMTER 0~ 2,147,483,647 (max31)

T4 I ME : 60

AR)—=LICMP £ VAR ZDIL—)L

stream icmp A ¥ ALY HITIE, AT BRI — TS D £ A,

AMY—=LICMP 4 D ARITZDEAIL—ILDA T 3
>

stream icmp A ¥ AT K IR ANL—NVDOF T a iE3dhn FHA,

. Snort3 A VAR A TF LR
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ARJ=LIPLS VAR Z

¢« AR —LIP A L AT ZOWE (217 _—)

¢ ARNY—ANIPA VAR ZERETDIZODRA NS T IT 4 A2 (218 X—)
e ARU—ALIPA L ART ZDRT A=K (218 X—)

¢ ARY—=ALIPA L ART ZD)—)b (220 _X—7)

¢ ARNY—AIPA VAR ZDRFANV—NDA T ay (221 X—)

AMJ=LIPAL VAR ZDOHME

2A 7 A AR HZ (A Y —L)
it e

AVABUABAT ~NF v

ZDOMDA AT BN L

A% true

Internet Protocol (IP) 1%, A v ¥ —X v bOFEBEEHK T a7 a VARORy hU—
7jg7'm b an Ty, PIEFEARARNT FLAZEH LT, IPRy T —27Z2fr L, FETH R
FINBHEEHGEERA MIA v =% V—FT 4 7 LET, IPIX, O N7 AR—F7r b=
JVIZINZ T, TCP T —4% /37y & UDP T —4 "y NOWHEV—T 4 V7 TXET,

IP Ay E—VICE, ~yF—k7areTr—2krvarBnEEnT0Ed, P~y ¥ —
Zid, Ay —VREREICV—T 4 Y 7T HEDICHEASNL P T FLABREERTOHE
T, IPT—2E7a Tl AveE—yfu— R b7 eufbanEd, IPIE, Avt—
VOVTRYTNET T TAY MEELE L LT,

stream ip A Y AXT X, IP Ry hT—7T7a—%BHL, 7e—HNOXr >y NEHERLE
T stream ip A YANXZ X I PRy arbtvue—rToX T ARL—T 4T VR
TEARY— BIOTFT—=H 7T LD —"=F v TRENTA—ZEERLET, E— NI
s UC, stream ip A ¥ A7 X F 721X Snort T—2 T — N b LB L E T,

Snort3 f VARG A1) T7 LR .
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B AP xR0 8 5BET2HOORR LTSI T 12

AM)—=LIPLA VARG ZAEZERTETBD=HORI TS
TJT4 R
strean_ip f Y ANRT B EFET DGR, MONANT T 77 4 ZaBE L TIIEEN,

e RA K, = RARA b, Ry ]“]7““7G:ﬁﬁﬁﬁélngﬁg:f&5:stream7ip/]) A
R BEERLET, ARY—LIP A AT ZE, IPREE binder { AT X TE
NP AR, = RRA U b, Fidxy MY — 7 BT £,

BRLCRY NT—T AR =D NN—T 3 D stream ip A YV ART HZEHEDDH T
LRTEET,

AM)=LIPLS VARG ZDING *—4

max_overlaps

T—=2 T TN EDRRKIARA == v T2BELET, A—"—F v 7 & EHIBRICFF A3
DITIE. o ZFREL X,

= D232 EZEMNILT, 7T A "OF—=R_"—=F v TRBREIRGE/ICT 77— 2
H—TEET,

N
BNGER - 0 ~ 4,294,967,295 (max32)

FTIAIKME:O

min_frag_length

IP 757 A NCTRINDENNA NMERELET, IP 777 A FNORA MNLE HEH
FRICFFAIT 2120, o ZFRELE T,

JL—L 123:13 RN LT, min frag length L0HENT T TALNDT T— "2 M) H—
TEET,

I
BEMITER : 0 ~ 65535

FTIAILKE:O

min_ttl

Ry T ORI E T IIFERRR (TTL) 2L E9d, ELIER/NTTLE FRIDZ 7 F 7 A v
NEEEEL £,

. Snort3 A VAR A TF LR



| Snort3 (254
Zby—npqrziya0i52—4 ||

A= 123: 11 ZEHENLT, TTIL CZOEE FRIZ 77 7 A "OT F— & b H—TZ
iﬁqo

B OREH
BN © 1~ 255

F 74V ME 1

policy

B—4y FRA N (BEA) OFSLL—F 4 v IV AT RERELET, AL —F 4 T
AT ML, WURIP 777 A MDY TR TNARY — X —F 4 VTV AT LADOF
‘l‘iéf&ﬁiﬁbiﬁo ARY—=AHIP A LV ART Z T LT policy IRTA—=RE 1 DOFITERTEE
7T

A\

GE)  policy /NT A—H % rirst [TKET D &, Snort 13H HFEE OIREL IR TE F T3, WEIX
RELET, PARY =LA VAT HDpolicy/NT A—ZEfEL T, ELWEFRL—TF ¢
VIVAT LERETDHDNENRS D £,

B HlzElk
BIE : policy ST A—LDARNL—=FT 4 LV TV AT LDIATERELET,

& 29: R —DAEMGIE

AR o— FRU—F (V5 AT L
first ARBH72 0S (Unknown OS)
linux Linux
bsd AIX

FreeBSD

OpenBSD
bsd_right HP JetDirect (7'V %)
last Cisco I0S
windows Windows 98

Windows NT

Windows 2000

Windows XP
solaris Solaris OS

SunOS

Snort3 f VARG A1) T7 LR .



B xrv—snrqozcssor—0n

Snort3 1 Y ARY 4 |

7_'\77]'}[J I“[-[E D linux

session_timeout

stream ip f Y AT ZWIRRET — T NVDIET 7T 4 772 1P A N — A& RFEFT DA f8E
LET, Snort NEI L7 —F—%FOIP T —X 77 LhaRIZHBEETHE, LEIOZ70—0
Yty lalHALT T SRHIBEINIZR > TWENE I NBHERINET, ¥4 27T hOH

FRAEI % & . Snort

7o —%2FUCCHLW T o —%2 Bt L £ 9, Snort X, FADA MY —

LBECBEAT T b e i T v — 2R L E T

RO

BN EE 0 ~ 2,147,483, 647 (max31)

T4 MME : 60

ARM)—=LIPA ARG ZDI)L—IL

stream_ip/(Vx&yg@lv—/V%;ﬁ/;“jJﬁl L. AV bEARL, A0 T4 VRBETIE, EX
Nry b Rry T LET,

RAW:AN)—LIPL VAR ZDIL—)L

GID:SID

L—IL A yte—2

123:1

TIT A MEENT Ny FDIP AT Y a BRI
(inconsistent IP options on fragmented packets)

123:2

T 47 Fay 7KE (teardrop attack)

123:3

BT Z 7 A, DOSFEITOREEM:S$H % (short fragment, possible DOS
attempt)

123:4

7T T A DNy RRRBILESONT y PORTR T LTS
(fragment packet ends after defragmented packet)

123:5

BrAAL NDOT T T AL RNTy R (zero-byte fragment packet)

123:6

T T A A ZXRFESTWDLDNT Y A ARAIZR>TND
(bad fragment size, packet size is negative)

123:7

T T A M A RBFRSTND D, 737y A 798 65536 2 T
V% (bad fragment size, packet size is greater than 65536)

123:8

777 A MEREHEL TS (fragmentation overlap)

123:11

TTLAEASRE SNTch/MEL Y b/hSn U7 7 TIIER LR

(TTL value less than configured minimum, not using for reassembly)

123:12

77T A NOEENLTED (excessive fragment overlap)

. Snort3 A VAR A TF LR
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Zty—bIP Aoz s s0BAL—LorTva I

GID:SID =L A yt—2

123:13 7T 7 A MRINEW (tiny fragment)

AMJ=LIPA VARG EZDEAIL—ILDA TS 3>

stream ip A VART ZINIMREANL—NVOF T aiZdb ) EH A,

Snort3 f VARG A1) T7 LR .
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B xrv—srrozxos0B8AL—LOFr T
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5 20 =

R RY—LTCP A VRRY A

¢« AR U —LTCP A v A7 ZOME (223 _X—)

¢ ARNY—=ALTCP A LV ART X ERETDHIZODRANTT I T 4 A (224 X—7)
«TCP A N —2DY TRV TNDIZODRANT T 7T 4 A (225 2—)

¢ ARU—ALTCP A L AXRY ZDINT A—H (226 X—)

¢ ARU—ALTCP A v AT ZD)L—)b (23] ~2—)

¢« ANU—=ALTCP A LV AXRT ZDRANNV—NDF T a s (233 =)

AR)—=LTCP A VAR ZDIPE

LA A AT L (AR —L)
vk i

AABZUABAT ~)VF R

ZDOMDA 2 AT BN 7L

R true

Transmission Control Protocol (TCP) (%, =227 v a MDA FT— 7NV N T U AR— g
2 ka3 Ty, TCPIE, 7 7A4T7 v & —_"—fTIP Xy NV —2 %5 LUEFAIT &4
7234 P A MY — A BfERICEETEET, TCP Tk, B X7 A —XE2[E UHEix, —E
1D UDFHETEERA, RAMDARVL—T 4 VT VAT AT, TCPHFGDIREEZZEEL
*7,

stream_tcp/r VAR ZIE, TCP7r— T vHx o/ ARV —2OER, BLXOA R —
LDV TR TNVEFATLET, FARI—LTCP A VAT ZR, Xy RU—FHND 1D
PLEDBEARDTCP b7 7 4 v 7 ZUBTEET, EHIZ, TCP M I 7 4 v 7 & Xy hU—
JIZEE L TWDRA MIBT 5 H0RERDH 551X, TALHDHRA MR LT stream tcp
AANT R ETEET,

X FU—Z 50U — (NAP) TlX. Snort [Ti%E L7z stream tep £ AT X ZNZEh
% binder A Y AT ZOFETEHKRIANTND TCP —E R THH L £7,

Snort3 f VARG A1) T7 LR .
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B O AtU—LTPA 2RO B ERET 2HODRR TSI T 4R

BEDOARY —LTCPA VAT X EREL T, SE&ERANV—FT 4 7V AT L ETCP
o747 BB TEET,

stream_tcp 1 o AT X —FERRIZIX, RO OB EENLET,
*TCP RA NDARVL—T 4 7 VAT A
AN =T Y VT VAT ADF T gy T T AR O BE OBk
c NI T4 v I RBOF T ay by v a VEREHRONL FEZITES AL FORK
£
*TCP ANV —LUTHRVTAOFTvar: V7 v 7 NVENT PDU OFKY A X

\)

G) A T4 1PSE— KT, streamitcp/l) VAR ZFR_RAa—RA M) —AZERILL, E
BENEITRANZ RSO ol a B — IR END LI LET, A BY—LTCP A AY
Zix, MRS D SYN, RSTHGE, BLOX A AARZ T F oy 7 B L ET,

-~ O =L . N O
AR)—=LTCP A VARG ZZRET DI=ODANA T
29T4RX
stream tepf YANT B YT R UTNTHEZEX, RONRANT T 7T 4 AZZE LT
él/\o
*Snort N7 R—DRMIZITERETEDL LI, TA RV IT A F—T (R
ZELRNTLIEE N, streamﬁtcp/r .\/X“\Oy&freassembleiasync/\oﬁf‘—& )
LT BT 7 4w 7 BB TE LS, Z7E L. AU —=ATCPA AT ZIT,
TRTCOHZETIHENH T 7 4 v 7 ZUETE LT TIEH Y A, 2L 21X, HTTP

HEAD ELR~DISZIZ XL U, HTTP A A7 ZNFEM LA 2 5 A felNH Y £4°, IDS
E— N TiX. TCP MERISE N2\ =D, [EEREN LD I EEIZ 20 £97,

IPS E— FOHE . Snort 37 0 — DMl ZRETE DGR ORT NA A REHTHZ &
FBEIO L ET,

eTCP 57 4 v 7 HEZETAHTEDTCP RA DAL —F 4 L T AT LT LT

stream_tcp/]) VAR ZEERLET, FUFRy b= 5HR Y =8 DN A—T g
D stream_tcp /I) VX’\Qﬁ & zi’léj\y)é Z &ﬁ’f% ijﬂo %\ stream_tcp /r T/X/\oy 5’“(7?3
Z XN TCP AR Y v —IE. binder £ > AT X THEIN/-TCP R A MIEAINE

—gqo

* [PS E— ]\%ﬁéﬁjﬂ:?}*é (21X, normalizer £ A7 X D normalizer.tcp.ips /N7 A —H
% true ICERE LET,

« X T =T 5HAR Y >— (NAP) DOFFMEXE TIE, WAX LZ—47 v h_R—AD
stream top A Y ANT X THBT 5%y U —7 BBINAP TUEINDH Ky hU—7

. Snort3 A VAR A TF LR



| snort31>z2X54
TP R FU—LDY T ILDEHOAZ TS5 742 [

V=2, BEORVLAN OH TRy hE—EHT D), 3732y b THDZ & 2R
L/\ij—o

e VAT AL, BV =T RAALIEBO Ry NI =T~y TEERLET, v VTF RAA
VIBBATIZ, EBEOIPT FLRAZMH L TCZIORELZIMHET S &, THLAWR RIS,
HEREMENH Y £, FEEXMISA TV =7 MEHTHE. TR AL L OERE L,
Ja—\)bary7Z 4 Xal—valryEAS0un—hIVREICHETE £,

e ARV NEERL, A T4 VBT, EXXry b Rry 7 LET, 1T,
stream tep A VAT X D—) (GID 129) #H ML ET,

TCPR ) —LDYTEVIINDI=ODRA TS0 T«
R

stream tep A Y ANT Z L, TCPE v = VTP —N—=ING T TAT  F~DEEA R —
L, ITAT IO —=N—~OEEA N —A ETIZEOWMGOBEA M) —LIIEE
NHZTXTONRNTry "ENELTY TRV LET, TCPA RY—AT 27U TiE, Snort
ITREDA M) —ACEENDME A DRy NETERETHOTIERLS, V77030
TH—DxrT 474 (Febary—Fa=y ks (PDU) ) LLTARN) —LERETEE
9, PDU BRE WA, L— L= P NEZ D PDU 2 W OO mEl L ET,

AR =DV TEHTMZEY | Snort X, fHx D/ Ty MERET HHEICIIHRETE R
WHREMED HDH A N U — AR—ZAOELEZFHHTExET, VT BT ATIHEEA N —AT
Fy NU—7 OYUBIZFESWTHRETEET, L& XX Webh—"—FED T 7 4 v 7 %E
=X THEIT, HED Web —N—InBRIER T 7 4 v 7 BZET 5 AREMENMEN =0,

IIAT U NNT T 4w 7P ERETHEVIHAELHY T,

stream_tcp A ARTHZ T LT, pinder DIRETCTCP A— FD Y A MNEETEEJ, TCP
ARV =LA AR 2T, T 74y &AL T TRy T AT D KD ITRIE S TR —
s & BB D BB AIAR £, WIS T 1 7 7 A LV OFFHBAD /2> TODEE,
VTR TNTDHINTT7 4w 7 &R+ 20— 2%, A—hORDOYELELT, HDNITR—
FEMAEDETI AT EHTEET,

WD Snort A AL D pinder D% iE T TCP R— FE4RE L £,
* dnp3
* ftp server
s gtp_inspect (T 74/ FhCiREEN D AR — 1)
* http inspect
* imap
cieci04 (T 74/ hTHREESNDH— 1)
emms (77 4V N TRESN DR — 1)

Snort3 f VARG A1) T7 LR .
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B xrv—stcProzro50852—%

*modbus (7 7 4/ h CRRL SN BHF— 1)
* pop
*sip
* smtp
* ssh
. ss1

® telnet

)

CE) BEONT T4 v I 3AT (I TAT b, == [lifF) 2V 7T/ 5L, Snort
DY Y —ADFEENEINT DA HEMERDH Y 9,

AMJ—=LTCP A VAR ZDING A —4

ARY—=LTCP YTV TILDERE

binder f Y AT XX, Ty NT—T AU — (NAP) O TCP A R —AU T TV
REZTEFRLET, TCPA RN =LA VT ® TR —%2EHATHHRA NPT RLAZER
FELET, ARV —ATCP A AT XL, NAP D pinder IZiRTE STV D AR— M HEIHY
R DILET, IOV TE, [N A AT ZOE (15—V) | 2%
LT EEW,

\)

GE) AT AL, BV =T RAAL RO R Yy N —0 <y TEERLET, vV TF RAAL VR
BACIE, EEOIP 7 RLAZMFEH LTI ORELIHIT L L. T LARWEERIZ A 5 Arhet:
NV ET, EEXIXICAT V=V NEFEHTLE, THRNAAL COFEFIL, Ta—)L
AT 4 Fal—TalrEASOR—VREICGRHETE £,

T 74V bR Y =D default X E TiX, BOX—47 > hR—=ZADKRY —ThHN—Z T
RWE=ARB IRy NI =TT A FOTRTCOIPT RLABRESNE T, LERn->T,
FI7HNVERRY—DIPT RLAEZIZCIDR 70y 7/ F L7 ¢ w7 ARIIEETE T, £
HRETOHVELLYEVA, 72, BIORY —TCZOREEZEAICLIEY, any 2RTT
R ARG (0.0.0.0/0 F2ld ::/0) ZFEALEVTEHZ LIZTEERA,

policy

H—ry R AN (B OARL—T 4 VTV ATAERELET, AL —T 4Ty
AT L%, WHIRTCP U TR ITNARY = 4R —F 4 VT AT AORMERE L E
Ty AMY—ALTCP A VAT HZ T LT policy /NT A —H & 1 DIZITERTE £,
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Zry—nTeP 1221550554 —5 [

A\

G policy INT A—H % first &:?Xmﬁ—;—é L. Snort 61%5*%&1':@{%5%%%@3(% ifhb‘\ Ij(%%{j:
REKLET, TCP A b U —ALA L AT XD policy /XT A—H ZftE LT, @4+~ —
TAVIT VAT LERETDHDLENRHD £,

B HzElk
BIE : policy ST A—LDARNVL—=FT 4 VTV AT LDIA TERELET,

RN TCPARL—FT 42T VRFLRY O—

R — ARLV—T 42T DRT LA
first ARNEAZ2 OS
last Cisco 10S
bsd AIX
FreeBSD
OpenBSD
hpux_10 HP-UX 10.2 LLA(
hpux_11 HP-UX 11.0 LLF&
irix SGI Irix
linux Linux 2.4 77— %V

Linux 2.6 77— X/

macos Mac OS 10 (Mac OS X)
old_linux Linux 2.2 AR 77— /L
solaris Solaris OS

SunOS
vista Windows Vista
windows Windows 98

Windows NT

Windows 2000

Windows XP
win 2003 Windows 2003

T 74 I ME : psa

Snort3 f VARG A1) T7 LR .
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max_window

ZARMUAR A FSFFRT D TCP 7 4 o FUDIRKRY A XL E LET, 65535 Rl OB A FRE
TH0, FIF o ZEELTTCP Vo ¥ FUDH A AOMALZ TN HZ LR TEET,

A\

EE nax_window D EFRIE, RFC 1323 THFA SN TWORKRY 4 > RUY A X TT, EREFREL
T, WBEPBRHEZERET 2052 ENRTEETN, TCP Y 4 > RUDRKY A XN
WCREWE BN —EAEGNRAET D AREERH Y £77,

I
BHNGEE : 0 ~ 1,073,725, 440

TIHILKME: 0

overlap_limit

HTCP Yy v ar CTHASNIEHEHE I AL NORREERELET, EHE7 AV M2 E
BIFRICEFAT T AI21E, 0 ZFBELET, 0 ~255 DHfEARETHE, By arov I AL
U7 TADRERELET,

=129 T /NI L CTA XY "EAERKRL, A0 T4 VERTEH, EX N7y h&E Fay
LET, o

B . sk
BIhIRERR : 0 ~ 4,294,967,295 (max32)

FIHILKE: O

max_pdu
VT7EvIAENZT B AT —2a=y b (PDU) ORAYA XEEELET,
B

BXNEEE : 1460 ~ 32768

T4 )L ME : 16384

reassemble_async

N7 T4y 7 BEGRTHRBENDANS, TR T T AOFa—IC AL L )ICLE
TO :E::&ﬂ%* v hT—7 ﬁ’élflﬁ“,ﬂ;ﬁ* v T —7 @j}%/ﬁ\\ reassemble_async/\oﬁ A—H %—fﬁ
T 2HERHY EF, FRAWR Y FT—7 TE, —EI—HRD T T4y 7 E1DOD7
O — DA N ET, reassemble async INT A—H ﬁ§ﬁ§ﬁ&:fﬁofb‘é%é\\ Snort &N
T =AM ESELIDICTCP A R —az2 ) TR T LERA,
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Zry—nTeP 1221550554 —5 [

\)

GE)  ARU—=ATCP A L AT ZE, TRTOGEICBVCTHMI T 7 4 v 7 ZIE L LT

X5 TIEHY FHA, 7L 213, HTTP HEAD ER~DIHZIZ LV . HTTP A v A7 X
DRI L2 22 A ATHEMED B W £, IDS E— R TlE, TCPHERISZE NN, [N 135
DI/ Y T, IPSE— FOHPAE, L— LT P T7a—0MllE R Tx 284812
DHRTNA AT TaA$THILEERBEID LET,

reassemble async /N7 A —# L Secure Firewall Threat Defense/\V—7 v KA VX —T7 = A A L 1%
WA o H—T 2 A ZDGHITEHR SN E T,

B S — Ll
ﬁi‘jjﬁﬁé . true, false

TI74IL ME : true

require_3whs

ARY—ATCP A VAR EZRFMA RN — Aty a OBl EIETAETO, L)
SOMBERELET, WORAELENIBERZRL, T XTOHFM TCP © v a v ZiBiid
B0, -1 BEELET,

Snort [ZIFEAEOD7a haL A R —AZREBLETA, SnortlE, N Ry 74T =
Y (BADLARZ T T4 RUR—)b FT21EMSS) OWT MR A . HIZSYN
FEMLET, BF, Py 77Ty S EFALTH IPS OFEZR ELEEA,

LI
BN EE : -1~ 2,147, 483,647 (max31)

FIAILME: -1

queue_limit.max_bytes

TCPH#RE D — T DMTE v a b DF 2 —IZAND A FORKBEZHFEELET, 1 M%
HEHIFRIZTFAIT 5121, o ZHELET,

A

IE queue limit.max bytes INTA—=BDT T %+ v F%ﬁ%%ﬁ?‘éﬁﬁii\ Cisco TAC W—@ff‘%j—é Z
EEBEIDLET,
BB

BN EE : 0 ~ 4,294,967,295 (max32)

FTIAI ME: 4,194,304

queue_limit.max_segments

TCPHERD—H DTy a v DF2a—I A\NDT—X T A FOEREEREELET,
T—=H BT A NOFEERIRIZHFATHI2E, o ZEELET,

Snort3 f VARG A1) T7 LR .
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IE queue limit.max segments /N7 A — DT T 4 )V NRIELZEE T HEMNT, Cisco TAC (ZHAET
LT LaBEIOLET,

LI
BN EE : 0 ~ 4,294,967,295 (max32)

FTIAI MME: 3072

small_segments.count

BT D/NIRTCP B AL bOTRBABA 2B EHE L ET, @ L7o/NE72 TCP &7
AULDOHT Y N EERT DI, o BFRELET,
small segments.count INT A—H L small _segments.maximum size INT A—ZIZiX, BCAO

EZHRETHIMLENRHY F9, MHTONRT A= Zo&IBET D0, FHIEIFENRNTA—F 2T
2 LA OEICERE LET,

\}

GE)  Snortit, BT ALV FOEEN 134 P THoTH., BHEDOERHE TCP 7/ AL "N EB2 5
2,000 DEHE AL M EEELET,

Snort (%, Threat Defense D/V—7 v KA X —T = A A LFRAIIRA X —T =2 A AD
small segments.count /N7 A —4% G L ET,

=V 129: 12 /M LT, A XV hEERL, 41 TF4 VEATE, BX Ny M&E Ry
ILET, .

iU
BENEEH : 0 ~ 2048
FTIAIME: o

small_segments.maximum_size

TCPEZ AL FE/NSWTCPEZ A MLV EREWVED L LTHRBITH31 MEEREL
9, INEWTCP BT A DY A XX, 1~ 2048 3 FOFFHATY, /hNEWET A D
RV A A WET DL, o ZHELET,

Snort (%, Threat Defense D/ —TF v KA U H—T7 = A A LiFBRA VA —T = AD
small segments.maximum size INT A— K %ﬁ*ﬁ Ljf'?‘*o

small segments.maximum size INT A—K L small _segments.count INT A—ZIZiX, RCAD
EERETDHDLENDY T, MIDONRTA=ZIZoZBET L, EREFHENNTA—F%E
= S OEIZERE L £
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2 hy—nTP A v2Ro 20— [

\)

6=

w7 AL RTT,

2048 2SA RO TCP &/ A v MiE, AR 1500 31 FDOA—H %y 7L —L 1D HREWN

D=L 129: 12 N LT, AR MEAKRL, A V74 VBT, BNy e Ra vy
ZLET, .

A Sy
BINAREEHE : 0 ~ 2048

TIHILKME: o

session_timeout

Snort 3FET 7 T 4 772 TCP A b U — A& REET — T /AR T 22 E L7, fHEL
THFREIPICA B Y — 2R TR TV ENRWEA, Snort [ZF DA B U — A& IREET — 7L
MOHIBRLET, By a v DEFEELTBY, STy RRFERINDHYAETEL. Snort
FA R —2Z2df 7o —¢ U THRBEILET,

session_timeout WRTA—=HERARNDTCP v a v ZA LT MNAEICRETHZ 2B
@J&)Lij‘o

B B
BEMITER : 0~ 2,147,483,647 (max31)

T4 ME : 180

AFY)—=LTCPA VAR ZDI)L—)L

stream tep A Y ANT ZDN—)VEGINI L, A X MEAERKL, 471 RERIATIE, E#X
NrybhERry7LET,

RI2:ARN)—=LTCPA VAR ADIIL—)L

GID:SID =L AytE—o

129:1 eI A2 v v a D SYN (SYN on established session)

129:2 SYN /N7 > k@7 —% (dataon SYN packet)

129:3 AN —ALTEEINTZT —FNT —% &% A7\ (data sent on
stream not accepting data)

129:4 TCP % A LA H 7 HPAWS 7 1 > RUNIZ/2\y (TCP timestamp is
outside of PAWS window)

Snort3 f VARG A1) T7 LR .



B <xrv—s1errozrssnn—n

Snort3 4 > 2R5 4 |

GID:SID

IL—IL Ayte—2

129:5

REEZ A b, HEEEHT A X <=0 (FEHELE)  (bad segment, adjusted
size <= 0 (deprecated))

129:6

RY=DPHFATLEVbRENT 4 R P A X (R F—U T1k)

(window size (after scaling) larger than policy allows)

129:7

BHHETCP N7 v MEOFKIBRIZE]Z L7~ (limit on number of overlapping TCP
packets reached)

129:8

TCP Ut v FiEEHIZA MU —ATiEE SN2 T —# (datasenton stream
after TCP reset sent)

129:9

TCP 7 T AT 2 FBNA T ¥ v 7 SNIZATRMERH D, MDA —H %y
k7 KL & (TCP client possibly hijacked, different ethernet address)

129:10

TCP r—N—=BNA Dy v 7 SNEFRER S D, oA —HxRy 8T
KL 2 (TCP server possibly hijacked, different ethernet address)

129:11

TCP 7 7 7 P& E STV 2 TCP 7 —#  (TCP data with no TCP flags
set)

129:12

Hife L7c TCP /NS 727 A AR LEVWEZE X TV 5 (consecutive
TCP small segments exceeding threshold)

129:13

47 ANV Ry =A 7 PRS2 (4-way handshake detected)

129:14

TCP % A LA K 7 W72 (TCP timestamp is missing)

129:15

N 4 Foz > b (reset outside window)

129:16

FIN &F5723810 FIN L Y $ K&V (FIN number is greater than prior FIN)

129:17

ACK ZEE3E10 FIN £V KZVY (ACK number is greater than prior FIN)

129:18

TCP Vv hOZEHBIZA M) —ATEEFEENZT —4F (datasent on
stream after TCP reset received)

129:19

F— R EZETHRINTTCP 7 4 > KU U7~ (TCP window closed before
receiving data)

129:20

37 x2A N Rz 77LOTCPE v 3 (TCP session without 3-way
handshake)
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APY—LTCP A YRR 8DRAL—LOA T2 [

AR)=LTCPA VARG IDEAIL—ILDA T 3>

stream_reassemble

T DT T4 I TTCPA N —LDY TR T NERINT HNE I MERELET,
stream reassemble /1/‘_‘/1/71-70“/ =l \/@C6i\ stream reassemble.action,

stream reassemble.direction, stream reassemble.noalert, }54:0“stream_reassemble.fastpath

D4DDINT A =L PEENET,

:/D/)-l “J’]Z ! stream reassemble: <enable|disable>, <server|client|both>, noalert,

fastpath;

15'] . stream reassemble: disable,client,noalert;

stream_reassemble.action

ANV =DV T T NEEIEEIFEB L £,
B BIZAR

D UBR WY R stream reassemble: <action>;
Exh72{E : qisable £721F enable

51 stream reassemble: enable;

stream_reassemble.direction
BEINEHACT 7 v a @l EivET,
LI IEES N

D UB YWY R stream reassemble: <direction>
BEMIE : client, server. both

51 stream reassemble: both;

stream_reassemble.noalert

=R —F LT XTI — M LEHA, stream reassemble.noalert INTG A= IAT
V- IVAGT

DU R stream reassemble: noalert;

15'] . stream reassemble: noalert;

stream_reassemble.fastpath

MBI LT, By a o 258 LE T, stream reassemble.fastpath /N7 A —H T4
7 arTY,

DAY R stream reassemble: fastpath;

Snort3 f VARG A1) T7 LR .



Snort3 4 > 2R5 4 |
B <rv—sterqzrosnAL—LOATLaY

15'] ! stream reassemble: fastpath;

stream_size

AP =LY A XF =y 7 ODBHA T g, TCPY =7 U AF ST L > TRIESN DR S
NI NS T, =V B T T 4 v P ERETED LI LET, stream size /L—
VAT g T, stream size.direction L stream_size.range D 2 DDINT A —=HBNEFEN
*7,

V>/)-l “J’]Z ! stream size: <server|client|both|either>, <operator><number>;

&1 stream size: client, <6;

stream_size.direction
T 7 m—o i@l shE T,
B BIZR
DUBR WYY R stream size: <direction>;
BMRERF. RDEEYTY,
® either
* to server
* to client

* both
51 stream size: to client;

stream_size.range

AN Y =LY A ABEE LRHRNICH 20 E ) 2B LET, range AT & 1 DL LD
EEDOEBAZEELET,

& - [lbe
T 3C: stream_size:<range operator><positive integer> ; ¥ 721X stream_size: ;

BHEE: 1 U EO-—#HOEDOES L £33 #HHOERIZIEEINTWAD range operator D
12,

fi stream size: >6;

* 33: g5 DMK

gEEROHBX BETF A EA

operator i

< L D7an
> A &g L TRE W
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APY—LTCP A YRR 8DRAL—LOA T2 [

gE DMK

B

LU

2L <2

IN

DSy

v

DN =

j operator k

<>

JERUVBRELS kXD b/han

JjUETKLUT
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B xrv—sterrizrs80B8AL—LOFTLa
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521 =

AR)—=LUDP A VARY Z

¢ A NY—AUDP A > AT Z O (237 ~2—)

e ANU—=AUDP A LV AXRT BEFRETDICODRXANTSZ 7T 4 A (238 X—)
¢ ARY—=ALUDP A LV ARXT ZDINT A—H (238 LX—7)

¢« ANU—ALUDP A AT HXD/L—)L (238 X—)

¢« AMU—=ALUDP A VAR ZDRANV—NVDF T g (238 X—)

ARJ—LUDP A VAR ZDHE

2A 7 A AR HZ (A Y —L)
it e

AVABUABAT ~NF v

ZDOMDA AT BN L

A% true

User Datagram Protocol (UDP) (X237 2 » LV ABOGELE N7V AR— K g7 r b2 T
T, UDPZEMT 5 &, ZEMNOREENPRIESNADANC, 2200y N —7 2 FiRA
Y RNHRIDOAT — N VRABEVAERICRY £3, A vbE—UNyH—L T =2 OEEMZFHET
5I2iE, UDP 3 F = v 7 hafl LET,

stream_ udp I3 1P 5:‘_‘& 7? AA/?—W@%{EJEJ’SJ:U\%%J%%OD IP7 LAY 4 =V }‘& N
UDP~y ¥ —NOKR— 7 4 — /L REMEEE LT, 7r—0FmMEaREL, By a2l L
F9, By ia i, REFMERZA—OHIRNEIND D, F/2i3MoxT > RARA & F3E|
ERFEE WD ICMP A v =Y 20ROy RRA V hRZE LXK T LET,

UDP A b U —2AA U ART ZFA R MEERLERA, N7y bT a—ZD— (GID
116) #4%MZ LT, UDP ~y X —DEREZHHTE £9,

Snort3 f VARG A1) T7 LR .
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B o Arv—LuP xR s8ET21HORR TSI T 4R

ARY—LUDPA VARG BEHRET HI=-HDRX T
29 T4 R

stream udp - VAR R ERETDHHEEIT. WORRANTZI7T 4 AEEBFELTLTEEN,

e RARNFELIFIZ VU RARA v MZEATA Yy a v A LT RZ LT streamiudp/ll‘/
XN;&%MEBZ LET, ANU—AUDP A AT ZX, session timeout % binder A
VAT ZTEFRSNTND UDP R A MMZBIEA T £,

FILF kD=2 SR ) & (D /S 3 2O strean udp £ ¥ AY 4 2B D
CEMTEET,

e NNy hTFa—Zp/L—/ (GID 116) ZHZNZ LT, UDP ~v ¥ —DRE % L £
j_o

AR)—=LUDP A VARG ZDINTG »*—43

session_timeout

UDP AV AXRT ZNIET 77 4 772 UDP A b U — L& ARAET — 7 VIR EF T DR 2R E L
F7, Snort BE L7 0 —F—%FFOUDP 7 —¥ 7 7 LERIHRET S &, LEIO7a—0
vy val AT SBRHIREIIIZZ2 > TWAENE I DGR EINE T, #1427 7 b
RGNS L, Snort (T 7 0 —%2ACTH LW e —%2BtA L E£3, Snort i, FEADR NI —
AREICEEM T N W T e — 2R L E T,

LN L
BEMTER : 0~ 2,147,483,647 (max31)

TI74ILKMME: 30

AM)—=LUDP A AR IDIL—)L

stream udp - ' AT ZIZIE, BEHEAT T BT — RN H 0 T8 A,

ARJ—=LUDPA VARG ZDBEAIL—ILDA T 3>

stream udp - ¥ AT ZIZIL, BAN—NDFT > a iddb vy £,
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=
=
' (o]
Telnet f AR A
« Telnet £ > A~27 Z OWE (239 _—3)
e Telnet A > AT X DIRT A —H (240 ~=—)
e Telnet A > AT X DL—)L (241 =—)
e Telnet f Y AT X DIRAN—ILDOF T =5 (241 _—)
~ (o]
Telnet 1 VARG 3 DIPE
B AT A AR Z (—ER)
i 51k R
AVABR VA BAT ~</VF ko
FOMD A L ART Z NPT stream_tcp
ﬁé‘(‘j} false

Telnet X, TCP L T8 By A FDWBEF ¥ XNVE/ERT DT 7V r—ravE7o haj
<9, Telnet X, *v NV —Z{RABIREZHEHA LT, 7947 h&UE—MERX MNHO®E
ZITWE T, Telnet Y —/S—{X TCP AR— b 23 ZHH L £,

telnet f Y AT X[, Telnet 2~ R —F LA ATvaroxrarxz—v g ramid
HZ ETTelnet 77— %3y 77 #EHAL LET, telnet £ L AXRT XL, /X7 v D Telnet
av Ry—4 A (RFC854) %IRELET, telnet £ VAT Z(X, Telnethi b4 7> =
> (RFC2946) %Zfgidd % Z & T, Wb S Telnet Bfe 2 Mt T& 97,

Snort3 f VARG A1) T7 LR .
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B orenet o xxsr50/85 4%

Telnet £ VARG ZDINT A —4Z

Telnet H—E X DEETE

binder A ' AT H L, Telnet ' —EADHRELEZEFR LET, IO WL, XA &1
VAR ZOME (15 3—) ] ZBRLTLEE N,

[
{

"when": {
"service": "telnet",
"role": any

}!

"use': {
"type": "telnet"

}

]

ayt_attack_thresh

H#5:9 5 Are You There (AYT) Telnet =~ RO K AZFRE L £T, telnet f L AT X
I%. ayt attack thresh [H&ZHX 53kt L72 AYT 2~ ROzt L, 77— ba4Ek L%
9, ayt_attack_ thresh IXT A —H21%, Telnet ® BSD FIEIZBHE I B4 E O MEIoE I L L %
'340 ayt attack thresh /\05 A h‘& %ﬁ;“jﬂlﬁ‘é W_Li\ -1 %?‘EE Liﬁ“o JL—L 126:1 i&—’ﬁ;ﬁ
WL, ZONRTA=EZDARX bEAER L, AT 4 VBT, 37y ha Ruy 7L
3 I

LI
BN EE -1~ 2,147,483,647 (max31)

FTIAILME: -1

encrypted_traffic

e b &= Telnet N T 7 4 v 7 B TA50E >0 EEELET, L—L 1262 I
L., ZORFA=HDARY "EERL, A T4 VERTIE, EX X7y b2 Rey 7 LE
TO o

B 77— E
*iﬁhtﬁﬁﬁ . true, false

TI74IL ME : false

normalize

Telnet h T 7 4 v 7 ZIEHRIELTHNE I D0ERELET, telnet £ L ART XL, telnet = A
=T = ARSI B LT, Telnet N T 7 4 v 7 EIERILLET, BRRERANL—IL
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Telnet £ 2 <5 20L—L [

Traw AT UYNRTA—ENRBREINTWDEE, 2O/ —/L Tl telnet A VAT XN
VERE L7- BRI L S U7 Telnet Ny 7 7 Z 841 L £,

B J— VA

ﬁg‘:jjﬁﬁﬁ . true, false

FIAILME

Telnet f VAR 23D I)IL—)L

telnet f Y AT Z ML, AN haAER L, A T4 VREATIE, @7y M2 R

oy 7 LET, .

= M:Telnet £ VAR ZDIL—)L

GID:SID

=L A yEe—

126:1

e L7 Telnet AYT =< > RIS L 2 VWMHEZH 2 T % (consecutive Telnet
AYT commands beyond threshold)

126:2

Telnet N7 7 1 v 7 3K S5L. S LT % (Telnet traffic encrypted)

126:3

Telnet 7 r v —v a VBllha <~y NiZHh 7Ty —va VT
3720 (Telnet subnegotiation begin command without subnegotiation end)

Telnet f VARV ZDBAIL—ILDA T 3>

telnet 4 VAT XX, BANV—NVDOA T a s n"HD FHA,

Snort3 f VARG A1) T7 LR .
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BERICDOWT

CORF2IAVMNEI, RKEVRAOARITRF 2 AV MNDSEMRTT, YV IBHRICODEXLTIE
. BERBRIBEFAT. ZEBRICTZ Y 77— DHD. UV IEOR-IHBEI/LTEThTWNS
BEFHDEITEEZCTELIEZD, HBLETHLEZNMREBDFTIDT, IEXLBABICDL
TIKETAIPMDRF AV M ESELESZL,



