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ZDHA T, UTFTOFIEZHOWTHEHLET,
¢ Cisco ISE-PIC U U —ZDWTNNEHDTA > A h—L L TEHET S [Cisco ISE-PIC D
ALA = (5=Y) | LTIV,
LRIV U —=ZAnBH L WY U —RIZT v 77 L— K323 [CiscolSE-PICDOT v 77 L —
K (11=) | 22RLTLITEEN,

ZOEDFKY O TIX, ISEPICOMGEE A V7T ARNT 7 F X OMEIZONTHALE T,
ISE-PIC D&% & & HIZRET 2B INfEE# & FEMIC DUV TlE,  [ldentity Services Engine Passive
Identity Connector (ISE-PIC) Administrator Guide] #ZMR L T 7230y,

e Cisco ISE-PIC ®HHEE (1 ~=—73)
* CiscoISE-PIC D7 —F7 7 F v, EH., BLO®/—F (G=—)
c HIHRSRMEB LM T 7 I A4 7 A (3 2—)

Cisco ISE-PIC ) FR:iE

Z DA RTIL, Cisco ISE-PIC {IZOWTHHT ABICROHGEEZHEH L £7,

A EE

GUI 75747 a—W— ¥ —7 = A AGUI L. ISE-PIC
DIT NI 2T AL AR—ADTRTCOEEE X T E5L
iﬁ‘o

NIC Xy NT—=T A F—=Tx A AF—F,

J—FK ERIDELE 7~ 13{KAED Cisco ISE-PIC 77T A T+ A,
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(PAN) TH V., HHFRERT X TOT 7 v a » EEITT
&% /—FKT7d, ISE-PIC TlE, RK22OD/—K&A
AR—=NTEET, A A= NTH2FHD/— NI,
Y HHFVER ) — K (B PAN) LRI ET,

syslog A v =V E L, TDOANEFHLTER, ~v
vy 7. BIXWISE-PIC (/37 Y w2 T& % ISE-PIC ®
Ny rxy RaviR—xr b, 7A—P—, BT 5 syslog
A=Y DOFATOERERCT, EEREREELET,
7= 21, Tmac=] ZMBET DL —HF—REREIN
TWAEA, N—HF—3F D7 L — X5 RBE L7220 HEAT
NI LET, N—P =, REINEE R T L —X %
BT 2L, ERINIAERE ISEICEETH LD ICHRE
SNTHET,

T4~V )=k

ISE-PIC BBHDOAA > /) — RIZTI7A~VEHR ) —F

(PAN) ThH V., HFRERT X TOT 7 v a vy EEITT
&% /—FKT7d, ISE-PIC TlE, RK22OD/—KR&A
AR—=NTEET, A A= NTH2FHD/— NI,
v HHFVER ) — K (B Y PAN) LRI ET,

Ta =T IREDEE LN DT = LT DA T =X L
TV, 7R —TIHEED A N =X KEFHAT 57
FETCTYA, T — X QIR EPIUER S & BARRIICHT
H5HDTIEHY /A, =& %L, ActiveDirectory (AD)
D7v—7 (X ISE-PIC 78 AD 67 — & ZINET 5 DT
SMEHETN, syslog D7 0 —T (L syslog A v E— T EFHH
W= =0T =22 NELET,

TS

ISE-PIC Ra2—YF —T AT F 4 T 4 EREZEL, <
L., NETAITAT Y FERITEETLTT,

thHY ) —F

ISE-PIC JEPHD A A > /) — RIZT T4~ VEH ) — F
(PAN) THY ., EHFRER T XTOT 7 a V& F(TT
&%/ — RKTY, ISE-PIC TiE, kK2 2D/ —R&A v
AP—=NTEET, AAM=ATDH2FABD/ — FiT,
h o VER ) — K (44U PAN) LRI ET,

YT R T AN

2= =T AT T 4T 4 fFHREZET HT20DIT ISE-PIC
Y —CREYT AT TATTHUAT A,
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EBIN D Cisco ISE-PIC / — K3 1 DDOEEIE A2 F7 o U R EMEEnET,

CiscoISE-PIC / — F& 2 2&G T EIL INA T XA F )T 4B &FFiEh, 12D/ — K
NTIAS VT TIAT VA (FITA~VEH ) — R, £721ZPAN) & LTHsBEL £, /A
TRATGEUT 4 EBRICKY, Y—E X0 HMENH ELET,

PANIZ, ZOFy hU—7 ET)VICHERT X TOREERIL, B4 %V CiscolSE / —
K (8% U PAN) I3y 77 v 7 a— )L CHfe L4, EH X2V ) —RiZ7I94~<V

J—FR&EYER—-FL, T4~V /) —RRLOEENPELEDLNAT-NTHEEZBHERE LI,

Cisco ISE-PIC 1%, EH &V ) —F N T T4 <) J—FOREEE —FHT5 L9512 (Lizn-

T, RNl 7w L THEHATESX51Z) . 774~V CiscoISE-PIC / — RN{F(ET 5 2
VTV DTRTEEH LAY ISE-PIC / — RERBT A, BRI E T,

ISE Community Resource

BRI A — 1 7 OFMIZOWTIL,  [ISE Deployment Journey] % &M LT 72 &0,

\}

() CiscoISE U U —2A 3.1 IR, 3XT? pxGrid ##i i3 pxGrid 2.0 (ZFESWTWAMERH Y F
95 pxGrid 1.0 X—Z (XMPP ~—R) OfEiid, U U—A3.1 LI, Cisco ISE THERE L 72 <

R0 ET,

WebSocket (255 < pxGrid 73— 2 > 2.0 (X, CiscolSE U U —R 24 THAINE LT, HE
OB 72012, oD AT K& FHE L C pxGrid 2.0 #ELN—2 9 2T v 77 L— KT
LT LEBEIOLET,

HREHRSIMMEBET7 ITSA T ADER

ISE-PIC ¥R~ > DAY AR — L TWET, FEE~ L, CiscoSNS/N— KT =77 77
ATV ADHARIZE SN TWAYLERL Y 97,

CiscoSNS 3600 > U —RX 77 Z A4 7 L AZDWTIL,  [Cisco SNS-3600 Series Appliance Hardware
Installation Guide] ZZ M L T 72 &0,

CiscoSNS3700 >V —X 77 F A 7 L A|ZDOW\TIL, [Cisco SNS-3700 Series Appliance Hardware
Installation Guide] ZZ M L T 72X,
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AL, BIOKBEOEAET VEYAR—FL
FI, BN T v VAR ERT AT,
ISO A A— % L T Cisco ISE-PIC % F#jT
A VA RN—NTEEGE, BTREDOY Y —A T
KERDHBTHLIICLTLIEEN,

Cisco ISE-PIC [X, IRORAATT v F 74— AlZ
AVAP—=NAVTEET,

« VMware {ifl~ < >

* Linux KVM

* Microsoft Hyper-V

* Nutanix AHV
AR~ o v OERT BT DREIF IOV T,

['Cisco Identity Services Engine Installation Guide]
LTS TEEN,

ISE £ 72IXISE-PIC Z I A A F—/LF 512
&, T[Cisco Identity Services Engine Installation
Guide] IZFRt#i STz, AR L RORELEY B
Ty AN D T ENEETT,

V7 Ry T

BRI AR —F f VTV AT ARV T T
T OEMHEH Y £ A, ISE-PICDISO A A—
IZiX, MERTRTOY 7 Ny = 7THEHADS
nTHWEd,
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['SE Deployment Journey] Z#ZM L T 7230y,

. Cisco Identity Services Engine Passive Identity Connector ') ') —X 334 VX h—ILE VT Y TSI L—FKHA K


https://www.cisco.com/c/en/us/support/security/identity-services-engine/products-installation-guides-list.html
https://www.cisco.com/c/en/us/support/security/identity-services-engine/products-installation-guides-list.html
https://www.cisco.com/c/en/us/support/security/identity-services-engine/products-installation-guides-list.html
https://communities.cisco.com/community/technology/security/pa/ise
http://cs.co/ise-resources

=9=
=% =R
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cISO A A=V DX a— R EFLT, onpage S
* CiscoISE Dt v N7 v 7' 7'm 75 ADFEAT, on page 6
e VA =)L 7k ADME, on page 9

ISO /M A—T DA O— K EEST

Before you begin

PR—FENTWBET FT A7 AT Cisco ISE-PIC & A A M —/LF AFNIT, RO & &k
HLET,

1. <~ B ELLIERL, T7EA LT,
2. WOTRTCOT7 77— U =zT7BIMMUE~ Y OFELEICHERLL TV 5,

e A8~ v ISE-PIC A > A h—LFAHIZ, OVAT L FL— &2 A A h—JL
L., B~ P —NR—RELLREINTWNDZ LR LET,

s Linux KVM : T R_RTORIBYLT 7 /P —n— R = TEERHEZ SN TWAS Z &
MR L E T,

O FERIZ OV TIL,  [Cisco ISE-PIC Administrator Guide] . [Cisco Secure Network Server
Data Sheet] . 35 X T [Cisco Identity Services Engine Installation Guide] &/ L T 72 &0,

ATwF1 ISE-PIC 2 A v A h—/LT AR~ 2B LFT,

a) CDDVD ZISO A A=Y~y B LET, ROXIREHEPAERINET, ROXAvE— LA
VARV A a—PNRRINET,

Example:

Please wait, preparing to

WKDOF T a v NERINET,
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ATy T2
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ATy T4

ATy TH
ATvT6

1] Cisco ISE-PIC Installation (Keyboard/Monitor)
2] Cisco ISE-PIC Installation (Serial Console)
3] System Utilities (Keyboard/Monitor)

4] System Utilities (Serial Console)

U TNay —)LEFHA L TCiscolSE-PICZ A A h—/LF5I121%, 77— h 7 a7 hT28 X NEnter
F—mHLET,

RDOA =V REFINET,

KKK KKK KA KA KA AR KA KA KA KA KA A KA A KA KA A A A KA A KA KA A A AR AR A AR AR KRR KA KN KKK

Please type 'setup' to configure the appliance
KKK KKK KA KA AR KA AR KA A A KA A KA A A A KA KA A KA KA A A A AR AR AR A AR AR KN KKK

Tur 7 RT,osetup EAS L, By NT v Tl I aEEEBLET, By NT v TR ST T LR
A—H OFIZOWNTIL,  T#unique 9] ML T 7ZE0,

Tty N7 T B RTRYy NU—TERENRNTA—ZEANNTDHE, T I7AT AN HBICHES) L,
a7y ' RIED ET,

v Tar T NE—REKRTLET, 77747 ABREBLET,

[ A M=) T at XD, on page 9] ITHEARE T,

CiscolSEQty F 7w T 78T 5 LDET
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Z ZTlX, ISE-PIC 4 —R—%RETH-DDEy v T v 7 7t A HOWTHHLET,

Ty N7 IR T T AT, BERRTA—FZDATIERD L, Floa~ K714
A B —T7x4 A (CLI) BEBISHET, BEHEIX, av Y —VEBFFLMmREEEY b Ty
7 7a 7T AEMEH LT, ISE-PIC — —Dlxr vy b U—7 2308 L, W& B G
WEBELET, 2Oky N7 o7 FabRT—ER T ETTAREEELETT,

\)

Note  Active Directory (AD) &H#AT DAL, ISE BAICIER SNIZFHY A b IP 7 RL A
EV TRy N T RLVAERMERT DI 2BEIOLET, A A M= L EREEIT I EINT, AD
YT HHEROA X » 7R L, ISE / — FOMETLIP 7T RLA LS TRy b 7 Kb
AEBFLET,




| CiscolISE-PIC DA >R k—)L

&

ATy T2

Cisco ISEDt v +7 v 77045 L0%F [

\)

Note : 25 LANRLEIT/RDFREMN S H 7=, CiscoISE DA T T A A A h—/LOFRITITHE
L EH A, CiscolSEDA VA R—NAZ VP Ned 754 TEITTHE, IROTT—N
FBREINFET,

NTPH—N—LDRHAICKBLEL, BZAELLLGNE, BA VR M—ILENEHET, ¥
ATLIIERATELGLGLAEEMENHY FT,  (Sync with NTP server failed' Incorrect time
could render the system unusable until it is re-installed.) FEL1T? ([ZLVULMNZ 1KLY (YINLY]D

[EV (Yes) 28R L CTA VA b= EHilT£9, NTPV—— & ORI 2 FHRITI D123,
[WWz (No) [ &=EIRLET,

A VA=A YT FOFETHIZ, NTP —/3—L DNS P —_—Dl T DRy hU—7
B A MENL T A Z L BHER LT,

Yy N7y T TR T T AERFETTHITIE, ROFIMEZETLET,

AVA PRV EESNTWAT FIA T U A F A LET,
KDy T v F FarT RRFRENET,

Please type ‘setup’ to configure the appliance
localhost login:

/A4y Fur7 hTsetup & AF L., Enter 2L £,

AV =INRT A=Z Dy ERFRENET, ROROBRAINES T, T A—=ZlE2 AT DHHMHE
NV ET,

Note IPv6 7 RL 2% 6D KA A v X —h $—_—F I NTP ——Z BT 5541, ISE D
ethO f v X —T =24 A% IPv6 7 RL A CHMIICERETALENRH Y £7,

Table 2: Cisco ISE-PIC &y w7 v 7 OGS L N5 A—4

JarJk BLL] 1

Hostname 19 CFUFICT HRENRH Y F3, A7 30FH1E, | isebetal
FHF (A-Z, az, 009) . BLONA T (1) 7e&
N ET, BYOLTFIILT-THLILENH Y £
j—o

(eth0) Ethernet |4y b £ —H % v 1 0 (ethd) £ > % —7 = A A | 10.12.13.14/2001: 420: S4ff: 4:: 458: 121:
interface address | ;#4472 IPv4 7 KL 2 $7-1% 7 10— 3L IPv6 7 KL 119
ATRITIIERZR D FH A,

Netmask A7 IPva £ 7713 IPv6 D v b~ 2 27 T UE 7 |255.255.255.0/2001: 420: S4ff: 4:: 458
D EH A, 121: 119/122
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B ciscostenty 7y TT0YS LoES

Cisco ISE-PIC DA VR ~—)L |

Jaov7k

B

i

Default gateway

TI7HIVE T = T2 ADEHRIPvE T KL A E T
X7 g — L IPv6 7 RLATRITIIZRY F8 A,

10.12.13.1/2001: 420: 541f: 4:: 458: 1

DNS domain
name

IP7 RLAIFANTEERA, AR FI2IE, ASCIH
LT, BT, N7y () L BEOEU AR
() PEENET,

example.com

Primary name
server

TS Z—h P —_—DOFEIPvA T LA F
721E 7 a— L IPve 7 R LA TRITHIER D S8 A,

10.15.20.25 /2001: 420: 544t: 4:: 458: 118

Add/Edit another
name server

TIA<Y) F—Lb P—R—DFRRIPvE T RL A%
71X 7 v —sUrIPv6 7 R LA TRITIIRR Y £8 A,

(AT ay) BEOFR—LP—r3—
ERETEET, TRETHICE, y
EATTLTRATLET,

Primary NTP
server

Hihipxy NI—2 XA 5 7a ha (NTP) H—
N—DIPvd 7 RLAFEI1Z /a2 — L IPv6 7 KL &
FIEARR A TRITINIE R0 FHA,

Note 7T A <Y NTP — =17 7 & AH[HE
ThdI LEMERL TSV,

clock.nist.gov / 10.15.20.25 /
2001:420:541f:4::458:117

Add/Edit another
NTP server

HR72NTP R A A L TRITFER Y 8 A,

(A7 a ) #HEDONTP ——
ERETEET, TNEITOITIL v
AL THEATLE T,

System Time Zone

BB e HA, ez KF
PEREHERY (PST) T, ¥ AT AR #L PST8PDT T
T (DFEV, BEHAR (UTC) 7206 8 KM% E L3I
WD

Note VAT ARG E 2 A A — 0 CIMC F
TolF A 78— PR A RO OSFEZIE X
WL ALY = E—FLTWD I L &R
LET, AL —VBICAR—ENH 5

B VAT AR T v AN
T ARREMENH U F97,

PHR—FEINTWVDEHA LY =2 DFTXTDOY A MZ
DUNTIE, Cisco ISE-PIC CLI »> & show timezones =~
v RESEITTEET,

UTC (F 7 #/L 1K)
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AR =L TOERDOHER .

JavJ b 588 I

Username Cisco ISE-PIC & 2T L~D CLI 7 7 B A &N 5 |admin (57 4L )
BHEL VL ERELET, T 74/ (admin)
R L22WEAIR. L na—Y—4 2Bk 20
ERHVET, 22—V —4F, 3~8LFDOREIT,
BT T (A~Z, a~z, £77130~9) THL
ENDHLERHY F,

Password Cisco ISE-PIC ¥ A7 L~®D CLI 7 7 & A2l fl &% | MylseYPass2
BHENRAT—REBELET, T 74/ F AT —
RIZTFEE LW, Bl TT DT 32T — RE1ERK
TAHLENDY £7, NAUV—RFOREIIX6 37U L
T, 72 b 120/ F (az2) « 1 DORITF
(A-Z) . BEOT1 20T (09) 2505 0ENH
nET,

Note CLI CA VA =N EEEFA VA N—=NRBICEHE D/ AT — RE/ERT D82, /AT —
ROBEEDLTFOHAERNTXT [$] 2FDR TS, ZOXFENRYE -IT#%HD
WFICHDE, NRAT—=REIZITFTANLNETRN, CLI~DOB T A NUIMEHATE A,

MO TIZIDLIRNAT— REAER LTEHEIE, a2y —nica /AL, CLIa~vy R&fE
M4 %75, ISECD L7213 1SO0 7 7 A VE G LT, AU —=FZ Uty FLET, ISO 7 7 A
NWEMEHLTARATY =2ty FTHFIEIZ, RO FF2 A FTHRPAINTOET,
https://www.cisco.com/c/en/us/support/docs/security/identity-services-engine/
200568-ISE-Password-Recovery-Mechanisms.html

by Ny IR T TAEETTLE, VAT APHBICHER L ET,

INT, By Ty 7 7t ATHRE L2 —F—4 L /XA U — K& LT Cisco ISE-PIC {2 v 71 >
TEX5XE510E£5,

AR =)L TOLADIEDR

ATy T

ATvT2
ATvT3

ATy T4

AA M= TarEARIELLET L EZ2MERT 2113, WOFIEZFATLET,

AVA NN RICV AT APEHBNICEB LI, v s 7usr 7 Ty M7y TRHCRE Lz —
P—%EAJIL, Enter L £,

WAV =R 7Fur7 T, ¥y M7y 7RICRE LI2/NA Y — R& AJj L, Enter 2 L £,

TV r—va YU A VA R L SNTNWD T & EERT 572912, showapplication 2~ > K% A
J1L. Enter Z# L9,

show application status ise =~ > K% AJj L CISE-PIC 7' 2t ADIKEL R L, Enter 2 L 7,
KD A=V RERINET,
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Cisco ISE-PIC DA VR ~—)L |
B o xr—rToezomz

ise-server/admin# show application status ise

ISE PROCESS NAME STATE PROCESS ID
Database Listener running 5072
Database Server running 90 PROCESSES
Application Server running 9117

AD Connector running 14187
Certificate Authority Service running 9947

M&T Session Database running 6408

M&T Log Collector running 10166

M&T Log Processor running 10057
pxGrid Infrastructure Service running 22303
pxGrid Publisher Subscriber Service running 22575
pxGrid Connection Manager running 22516
pxGrid Controller running 22625
PassivelID WMI Service running 10498
PassivelID Syslog Service running 11483
PassiveID API Service running 12176
PassiveID Agent Service running 13046
PassiveID Endpoint Service running 13557
PassiveID SPAN Service running 13993

snsbu-c220-0RX/admin#
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« Cisco ISE-PIC 7 v 77/ L — ROME (11 =—)

« T T T L— RORKRES S TDDT — X ORRGE (13 =X—7)
cHERICHAK MRERNH D7 7 AT U —LAHR—F (153—=)

« 7T A< VEH ) — K5O Cisco ISE-PIC REB L WEHT—Z Dy 77 7 (16
)

e TFITARVER ) — ROV AT Lu ORI T v (17 2—)
FEREO R IEOMRE (17 ~—2)

FEAEB L OREX—0xT 7 2R —F (17 3—)

s AV a— NNy I T T O (17 =)

e NTP H— — D& E & A AEO/RR (18 X—)

«2 /—REB®OT v 727 L—F, on page 18

¢« AX L RTuYy /) —KDT v 77 L— K, onpage 19

« T w7 L— R a - ADOMER, on page 21

« T v 7T L— ROEENLDOEIE (22 X—)

c LHION—=T g r~pua—Ny 7 (24 X—2)

T T T L= REDHZ AT (25 R—)

« ZDOMDOBEEE (26 X—)

cEE. B R, BIOZOMOER (26 2—)

= O N >
CiscoISE-PIC 7 v 74 L— FOHE
ZDETIE, AR~ > TCiscoISE-PIC Y 7 b =T % U YU —2Z31, £72F3205 U —
A33WT w77 L— KT DHEZONTIHALET,

CiscoISE-PICEBHDO T v 77 L— RIFEBEMO 7 a A ThY, ZO~v=a2 7 LV THEIN
TWAIEFCTHEITTHDHLERH Y 3, 777 L—KRiZiIf 24043, 15GB T XTDHT —H
DHBEILEBIZ 60 00 £,

Tv7TL— FOBREICEET HAEEOHLIERICIE. ROBEEOHLHY FT,
e Xy hT—INOTZY RABRA v MMt a—H—¥
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Cisco ISEPIC D7 v 75 L—F |
B ciscoiserc 7o 7oL —romE

c TIA=Y J—FRDu s
Cisco ISE-PIC #7 v 7 7' L— K9 5121, CiscolSE 7 v 77 L— KX RV ZfEHT 50
NHOET, Tv7 7 L— RN R Ciscocom b AU —RK4AZENTEET,

ARERIR Y B/ NDF T o H A LT, RROEIL], v—Ny 7 ORE, B ZUR/NRO =
TR R LN s, BEET v 77 L — T 5IZ03, ROMEFTTY v 77— RaFTL
iﬁ‘o

1. MEZJSUCEFHCTHEICE—A RNy I TEXE L7570, 7 v 77 L— RERIBHIIC
FTRTCORET —F ey 77 v T LET,

2. BEIISCLTTy X7 L—F a2 2&ER LET,
o« AH v RT a UEE

1. J—F&E7v 77 L—KLET, 2AF o K7ary/)—KoTry 77 1L—FK (19
N—=) BB LTI RN,

2. /J—KOT7 v T T VL—FKtk, Tov7 7 L—FRORIET AR Xy hU—27 T A b
ZFATLET, ROFHRZSMLTIZS Y,

T 7T L— R att A0 21 L2—=) ,

N

GE) ZOFIEOFEMIIOWTIE, ROBEBHZSHRL T30,
2 /—KREROT v 771 —FK (18 2—Y)

T T L — Rt RO (21 X—)

cNATRASEYT«4 2/7—F) OEH

1L WREoOT v 77— R TRIRLIEBRICE =3y 7 O PAN 2l T& 5 X 9
2, BN E A E ) )= RET v 77 L—RL, ¥HHY ) —ROT v 77
L— FEREN D £ TUETDOAN—2 9 D PAN Z{RFF L TR E £,

2. BAVHEY J)—KROT T TV — K%, Ty T T L — ROMGET A R EXx v b
U—7 FARMEFITLET,

3. PAN.AT7 v/ /L —RLET,
WD) —ROT v T 7 L— R, BHL X VER ) — RNIT7 v 77 L—REh
JoR—=TarTA VA=V ENTET TS~ VER ) — IR, TDOTI74~
V) — NI 7 v 7L — RFENE-AA—2ar A v A M= E&nt-th o
VER ) — RiZp by £9,

4, TIASVER ) — KT v T VL—RL%, 7y 77— ROWKIET A K &
Ty NT—2 T AMEBFBETLET,
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| CiscolSE-PICD7 v TFHL—F
7vITL—koxkER CooF—s0mi |

5, TDFTA~Y J—ROT v 7T T L—RKNRETLEL QEFEADODT v 7 L—
R) \ REIRCTC, BUEO®D Y ) — KD [/ — RoOfffk (Edit Node) ]
74 RUT[FT7A~VIZHK (Promote to Primary) %27 U w27 LT, Bh»
FUEH ) — REFAKRLTT 74~ VEHR ) — N LET GEWER &R

Ty TTL—FDKRBZEHRCT-HDT—52 O&REE

CiscoISE-PICIZiE, T v 77 L—R7av AZHET IR, T—HFDT v 77 L— KORMHE
EREUBET A OICITTEXAT v 77 L— R¥E(|Y —/L (URT) RHESNTWET,
FEAEDT TS L — ROEBIZ., T—FDOT7 v L — ROMBENRK THRALET,
URT %, AREZRGEIX. T 7 v 77 L— RalZT —# #MGE L, MEEFE, W5 F2E
ET5 I i EancnEd,

URTIE, BHE D /) — RIZBITANAT_XA T T 4 L2FERTH00h XD ER ) —
R, ¥723H—~ —FBROAZ U FT7 ) — R TEITTX DD Z 7 a— RE[RERAN
YRALVELTHERATEET, 2OY—WEZETTIHHAE, XU UEALNINEHD FHA,

A

aBa
==

) — FBEROEE, 774~ VEH /) — FTIXURT 2FTLARNTLZEW,

Cisco ISE-PIC / — FDa<w  RIA4 v A Z—T x4 A (CLI) 76 URT ZFE{TTEE£7,
URT 1ZRDZ & 24TV ET,

1. URTWMAHZ > K71 CiscoISE-PIC / — FE72idvh o FVEH ) — RTEfTENTWY
BNEIMDEERLET,

2. URT NV RAOEEHBRBANG 45 BRI THLINEI NET =y 7 LET, ZOF =y
1L, WHO URT N RVEFEHLTCND Z & 2R T D7DIiThbihvET,
3. TRTORHREMHEDNMIZENTVDEINEI DET =7 LET,
WORHEGMD URT 12 L » TR SN E T,
o N— g D H M

« T A AV EE
N

6= My Ty T I A7 B3 22 <, FIHATREZ:
T ARV A REHR LET, T4 A7 VA AEECTHLERD
HEIE. ISEZHA A M=V L, REDNNy 7T v &MET
L9,

« NTP #—/3—

« ATV
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Cisco ISEPIC D7 v 75 L—F |
B 77— rgmy—nosyon—rexs

o VAT A LIEHETE HIEAEOKTE
4, WERT —HFRXR—2HHEHL £,
5, BT v T T VL —RT7ANET v T 7L — KA RKLizae—LET,

N

GE)  URT Sy RN FRRWEES, HAEvwa 2R LET, ZHud. Ay bRy FDA A
~— VD E 5 72 @E T,

6. BRIENIEZT—FIRXR—ATAF—< LT —EDT v 7L —REETLET,

BRENTZT —FRX—=ATT v 77— BRI LTEEHBE) Ty 77— RKR%ET
5 ETICES L TR 2R LET,

s (T T T VL= RS LTESE) BRENTET 2= 22 HIBRLET,

(HEHEINFT —FRXR—ATT v L — R LEESE) VB VT Z2INE L,
a2 T — ROANERDL T T hE2F L, a7 FLEARKRL Tr—
HINVT 4 AT L E£9,

Ty L—FERY—ILOFHIA— KEET
T w77 L— R — (URT) 1%, 7 v 77 L— REERICETTIRNCRET — X 52

FELTC, 7y 77— FORRZG SR SO H LB R E L ET,

ATvFT1 VAT MU OIERES L OVURT /N KL 2 E—, on page 14
ART9 T2 777 L— N — /L DFEAT, on page 15

RS FYDIERBEUVURT N\ F)LDaE—
URY MY ZERL LT, URT N Rz abr—LEd, UKRY MY OERGTEIC ST,
[CiscOISEEFREHNA R D TATF Lo RAEE=F—| OFIZHD TVRS N OIERR] %
ZHRLTLEEN,
RIT =< ALEELEEZEZD DD, FTP 2452 & 2HE L £, K WAN U o~

THENMLIEZVRY MY EEALRNTLEEN, J— RIZWVEIZH D — LV RY B
AT L L AHEE L £,

Before you begin

URY MY & OFBIEHS RN BAFTHL I LB LT IZEuy,
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| CiscolSE-PICD7 v TFHL—F
7y IrL—rgEy—Lozi ||

AT wF1 Ciscocom 75 URT N FLaF v m— RKLUE$, CiscoISE-PIC i Cisco ISE URT /N> R/LZffi f4
DHLENRH Y FT,

ATFw T2 MEISU T, BREERKOZOIZ, Cisco ISE-PIC / — RDOa—h/LF 4 A7 ZURT N RLbEz o —L
7,

copy repository url/path/ise-urtbundle-3.3.xxx-1.0.0.SPA.x86 64.tar.gz disk:/
e zE, Ty T T L= RV RADOaE—IC SFTP 23 2101, WEFITTEET,

(Add the host key if it does not exist) crypto host key add host mySftpserver
copy sftp://aaa.bbb.ccc.ddd/ ise-urtbundle-3.3.xxx-1.0.0.SPA.x86 64.tar.gz disk:/

aaa.bbb.ccc.ddd (& SFTP —/3—D P 7 R L AL 72ITR A M, ise-urtbundle-3.3.xx%-1.0.0.SPA.x86 64.tar.gz
IZ URT N RALDARTTT,

Ty IO L—RERBY—ILDOEST
T L— Ry — T, Ty T L— ROERMESI SR T IREEOH 5T —Z ORE
ZERE L, AIREZRIR Y BREAZ S -1 METE LE T, URT 23T 5I101E, ROFIEEZEITL
32’9“0

Before you begin

0 —H VT 4 AZIZURT Ny R EEL L A EfEcx 7,

application install =~ > R&Z AJJ LT, URT %A A h—/LLET,

application install ise-urtbundle-filename reponame

AR OBER AT T ) r— a UISIERIZA VA b= SN olzA, URTIET v 77 L— K
DERBDIFRZIR L ET, BELZEEL, URT ZHETTHLERH Y £,

BERICACBENHL T 7A 77+ —ILiR—k

TIAIVER ) — R HY ) —REDBIZT7 7 AT U4 —AREREINTHDHHEA
X, MOEKER—= BT v 77 L— RENIHWTWAMLERH Y £,

« TCP 1521 : 7T A ~ U EH /) — FEO#E(E H,
«TCP443 : 7T A~ VEH ) — K& h &Y ) — FW0@EER,

«TCP 7800 B L 17802 : (RYU LY —H—bE R/ —KN/)—=RFIN—TDO—FTHHHEIC
FRVE%24) PSN ZL—FD7 522U v 7 H,
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B 5 ~vEm/ — rhoociscolSEPIC RS £ VBRT— DNV ST v T

Cisco ISE-PIC MEHT DR — b DEER Y A MIDOWTIL, [Cisco ISE Ports Reference| % &
LT,

T4 )EE /) — FH 5D Cisco ISE-PIC SZREH L VIE
BT—3DON\v o7 v
av U RIA4 v A ¥ —TxAA (CLI) »5 Cisco ISE-PIC X ERB L OEHT —F DN 7
T w7 ERELET, CLLa~y RiZko B0 T,

backup backup-name repository repository-name {ise-config | ise-operational} encryption-key {hash
| plain} encryption-keyname

\}

GE)  Cisco ISE-PIC 7% VMware TEITENTWBHEA. ISE-PIC T —Z &y 7 T v 7T 5D,
VMware A > 7> gy MIVR—FENTHEREA,

VMware A+ > 7' a v MIFRE LR T, VMOAT =X ZAZ2RGFLET, ~LTF /— K
Cisco ISE-PIC JEBHERBI TlX, X CTH / — ROF—F %, BEDT — & ~— R IEHR & keI
FflsnEd, AT v 7 vay haELTHE T—FX—ADVL T Y r— 3 RO
BEGIEEZTREENDY £9, VAL, T—XDOT—hA 7B IOMELHIZ, Cisco
ISE-PIC IZEEND NNy 7T v AT 2 Z L 2 HEL £,

VMware A > 7> gy & L CISE-PIC T —H %Xy 77 v745L. Cisco ISE-PIC
P— ANMEIE LE 9, ISE-PIC / — F&EEI{T 51213, HESHNLETY,

F 7. CiscolSE-PICEHEHR—F NN OLEREBLIVEHT =X DNy 77 v 720G T5H 2
EVRTEET, NI T v T77ANVERNTHIVRY N BER L Z L 2R LET,
O—ANVI RV EFEHALTAY 7T v 7 L2NTLEEN, WOVKRT N XA 73 Y
AR—hrERNTWEEA, CD-ROM, HTTP, HTTPS. F£7/-I1XTFTP, ZHiE. ZHHDUKRY b
VEATRHEARDBFEHTHS ), 72372 baLTr7 74DV A SR R— K Iz
7~ TT,

CiscoISE-PIC I35 A LAX T HFEONY I T v T 7 7 A MBS, FEESNIY KD R
W7 7 ANERTFLET, XA LAX L TITIZ T, Cisco ISE-PIC (X% E/ Ny 7 T » 7IZi%
CFG % 7', BENy 7T v I OPS ¥ 72 BIMLET, Nv I T w777 ANBEEY R
VHhIWCHD EEERLET,

\}

(GF)  CiscolISE-PIC TlE, & HISE-PIC /—F (A) o N\w 77 v 7 %Efs LT, BIOISE-PIC / —
K B) IZBILTHZENTEET, MHD/ —REFRUAA N (IPT RLRTHRAEDS) T
T, 7272L, /—FKBEDOARY I T v T EETLLUIRIL, AEAEORBENA UL RN S D
7o, J—RFRBOFRANEERTHZ LIZITEERTA,

. Cisco Identity Services Engine Passive Identity Connector ') ') —X 334 VX h—ILE VT Y TSI L—FKHA K


https://www.cisco.com/c/en/us/td/docs/security/ise/2-2/install_guide/b_ise_InstallationGuide22/b_ise_InstallationGuide22_chapter_0110.html

| CiscolSE-PICD7 v TFHL—F
ISATUEE/ —FhonLRFLnTDNRv 7T [

O > -~ — W Y
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J
avw RIA A F—T x4 A (CLI) ZHEALT, 774~ VEB ) — MDD AT AR
TONRy T v 7T HRBLET, CLLavy REIKRO ELBY TT,

backup-logs backup-name repository repository-name encryption-key { hash | plain} encryption-key
name

T v 77— R7rE A, CiscolSE-PIC DfEFHT & DREEH £ /21X AT LAGEHEA 7 D
FEAEOHIEATIN TWD &, RIKLET, 777 L— FORNZ, BT 55EHFE (Trusted
Certificates) ] & [T A7 AFERE: (System Certificates) 17 o« > K '7 (Zov 4> FuEERT
LI, [A=2— Menu) | TA a2y (=) 27V v 7 LTHERIRLET, [EH
(Administration) ]>[3 A7 A (System) ]>[RERHFE (Certificates) ]>[FEFHEDE P (Certificate
Managemen) ]%3ER) & [HZhHIR (Expiration Date) ] DA ZIMEZHER L. SHEIG U CTEH
LTL7EE0Y,
e 7/77V~h®m . [CAGEHIE (CA Certificates) |V 4> KU (ZDOU 4> KU %
FTRT DL, [A=a— (Menu) 1742y (=) 27V y 7 LTERIRLET, [EFH
(Administration) ]>[ A7 A (System) ]>[REBAZE (Certificates) ]> [FERAEMEES (Certificate
Authority) > [FEFAEMEBIDOFEAE (Certificate Authority Certificates) % 3R) WNOFEHED
[ WIBR (Expiration Date) | DA ZMEZEZR L, HEIZS U THEF LT E I,

SHES L UMEBEXr—DIT I XR—
WOEH %7 ZR— 452 L 2R LES,

e T RTOu—HVIERE (BENOTRXTO /) — b)) BIXOREOMEX—42 L2
Fric= 7 AR —+F LET, iEHERE (FOV—ERGEHEMER SN0 ikl
7,

c T4~ VER ) — FOBH T LEHER T O T XTOEAEL =7 AR —FLE
o REAERE (LY —ERGEHEMEM S2h) Zisk L £

AT oa—)LiINxv o Ty TOEMIE

Cisco ISE-PIC DN 7 7 v FHFE(TLESAIE. BEOLEELFTTxERA, TDOD,
T T T — ROBFICRBRNE DT AITHIREE TN T HLERH Y £97, Cisco
ISE%7 v 7’7 L—RTHHIZ, ROBRELZHEHZIL TWVWDHIEEMRLTIIEEN,
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B vy —ozEeamtorR

AT a— NNy I T T T T T — RGN I T T A 2=V LET LD
WCERBROT v 7 7L —REHBLET, NI T v T Ara—LEERL, Ty 7T
L— RRICEER T2 ENTEET,

AT 2 —VHEENR—FED/Ny 7T v 7%, CiscolSE-PICT 7'V rr— a U AEEEI 2
R MU H—ENFET, 20k, —EETETI2IIEREEINTAAIT v
AT a—=E, Ty T L — REHCREZER LT E 30,

NTP H—/\—DERTE & AT AT DR

7 v 77 L— RH| CiscolSE-PIC / — RIZfFEEEN L T, 7T A~ VEH /) — Kbl
B — NZT—2 %817, R LET, ZNHOEETIE, Xy NT—27NONTPH—/—
DIELSEREIN, BIEARETHL I ENEETT, NTP — "= ELEEI LTV
WV, FRREBERRERGA, Ty L — R e R TRRLET,

Ay FT—=ZHNONTP H——3, 7T v 77 L— FRIZEERR T, ISEMERHY . FL
TWDHZ L EMERLET,

Cisco ISE U U — 2 2.7 LA CTliE. Network Time Protocol 77— > (ntpd) D1%i> D IZ chrony 73
R SAVET, ntpd 10— MBS ERK 10 ROV — =L [FHI L E 23, chrony 1Z/V— Ky
BRI RWOV —"—L R LET, LR -T, NTPH—EAOH W& BT 5 72D,
CiscoISE U V=2 27 LIRIZT v 77 L— R ZH0IT, /b— FrHBAMEW NTP — /3 — & ff
AT 22 L a2H5E L3, FEMIZ DOV TIE,  [Troubleshoot ISE and NTP Server Synchronization
Failures on Microsoft Windows] #Z M L T &0y,

2/ —FEREO7Z7YITTL—FK

application upgrade prepare <upgrade bundle name> <repository name> =~ > R 35 X U\ proceed
av  REMFEHLT, 2/ —FERZT7 vy 727 L—FRLET, 777 L=V 7 by =TE
HEIWIZ /) — RE2BREMER L. BTLWERBICEITLES, 2 /—FREHZT v 77 L— 1%
e, BRONCE X VER ) — RIZFE2T7 v 7 7L —RT20ERBD T, B XY
)= RDOT T TV —REETLIEL, 7794~V /) —F &7 v 7 7L —FL%ET,
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Before you begin
s TIA<VEM ) — FPOREBLONERT =X DA T~ R I 7 v 7 FETE
TLET,

AFYvT1 CLIoE®HI o ZY ) —R&eaT7 v 7 L—RL%ET,
Ty 7L — R AT, HEMCTEO® I Z ) ) — RRERMNOHIBRESH., Ty 77— REhE
T, OB FY) J—RiZEEHTLE, T4~V ) —RZT7 v 7 7L —REnEJ,

ATFYT2 TOTIA~Y ) —FET v 77— RFLET,
Ty T L—RFakv AT, HEMICTTO T T4~ /) — RRERICERESh., 7Ty 77 L—REhi-5&
BTeh o XY ) —RiZe £9,

ATV T3 FHHOBHT, ¥ 52V ) —FE27 74~ ) — RIZAKSEET,

Ty T — RNRET Lz 2 b0 7 — R _ET application configure ise =~ > RZEITL, 5 (F—%
N—Z2DMFHEROEHT) ZiEIR L ET,

What to do next
T w7 L— Rt ADOMEGE, on page 21

A KR7AY)—FO7vFTo9L—FK

application upgrade <upgrade bundle name> <repository name> =~ > RZE#EFEH L7720 |
application upgrade prepare <upgrade bundle name> <repository name> 33 & U* application upgrade
proceed 2~ REZFRESNTZIEFIHEH L TRAZ U K7y ) —RE7 v 771 —F9T5C
EHTEET,
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B xs>r7o0/—ro7yTsL—R

ATvT1

ATy T2

ATvT3

oAy FeEHEITT 2581, 3~y Fed7 3 28c ) E— MU AT H U5 Cisco
ISE-PIC / — ROR—=HNVT 4 AVWZT v 7T T L= A FLaar—LT, Ty77L—F
DORFH 2N D 2 L 2L E T,

R4 12, application upgrade prepare <upgrade bundle name> <repository name> =1~ > K &

application upgrade proceed =~ > RZflifl4 % Z & & T& %7, application upgrade prepare
<upgrade bundle name> <repository name> =t~ > R&fi 425 L. 7 v 77 L— R0 KR
Xyrua— K&, a—citiEanEd, Zoa<v> RxUVE—FJAKRY F U5 Cisco
ISE-PIC / — RDOR—INT 4 AT v I T b— RN Fvkar—LEd, /—F&T v
77— RT 5N T 7= 5, application upgrade proceed =~ > REZFEITLTT v /7 L—
REEFIZET LET,

LUFCHiLEA9 % application upgrade prepare <upgrade bundle name> <repository name> 3 X O
application upgrade proceed =~ > FA2EITT 5 L B#IO L E T,

Before you begin

[Prepare for Upgrade] DIHD FEZ LT HA T 7ZI0Y,

B—HNT 4 A7 DYRY M) EERLET, =& 21X, Tupgrade] LWV D VAT MU A/ERTX E9,

Example:

ise/admin¥ conf t

Enter configuration commands, one per line. End with CNTL/Z.

ise/admin (config) # repository upgrade

ise/admin (config-Repository)# url disk:

% Warning: Repositories configured from CLI cannot be used from the ISE web UI and are not replicated
to other ISE nodes.

If this repository is not created in the ISE web UI, it will be deleted when ISE services restart.

ise/admin (config-Repository)# exit
ise/admin (config)# exit

CiscoISE-PIC 2~ RT7 A A4 % —7 A A (CLI) »25, application upgrade prepare <upgrade bundle
name> <repository name> =~ > K& AL E7,

ZDavwr R, Ty T T L= RN RAERIOFIATER L7cn—A v U ARY U Tupgrade] (23—
L. MD5 & SHA256 F= v /% L%k —BRRLET,

Note T w77 L— K%, SSH#EH Tr 74 > L., show application statusise =~ > R&fiHT 25 =
T, Ty 77— FOETRUZFRTEET, ROA v E—UNFRSNET, [%NOTICE:

Identity Services Engine upgrade is in progress... |

Cisco ISE-PIC CLI 2>% ., application upgrade proceed =~ > K& AN L ET,

What to do next
T 77— K7 ak ADOHERR, on page 21
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| CiscolSE-PICD7 v TFHL—F

7yI5L—rFnezokz [

Ty 7T L— k7O RDHER

BB L5 0 IHET 5 2 L. BEGa—F—217 7 L ATE D 2 & AWRT 51200
Fy NT—I TR NEETTH D LR LET,

WA — 2 S—ADBBTT v 77 L— FHRCT 5 & R SRz I m—
Ry oy SnET,

T T T L= RRBREFICET LN E )0 EHRTHI2E. ROWTNILOF T v a v EFETLET,

adelog 77 ANTT v 77 L — Rt AZER L E T, adelog 7 7 A /L EEKRT HITIE, Cisco
ISE-PIC CLI 2>k =< > R%& AJJ L £ : show logging system ade/ADE.log.?

STEP ® grep T7 v 7'/ L— ROETRINEZ TR TEET,

info:[application:install:upgrade:preinstall.sh] STEP 0: Running pre-checks
info:[application:operation:preinstall.sh] STEP 1: Stopping ISE application...
info:[application:operation:preinstall.sh] STEP 2: Verifying files in bundle...
info:[application:operation:isedbupgrade-newmodel.sh] STEP 3: Validating data before upgrade...

info: [application:operation:isedbupgrade-newmodel.sh] STEP 4: De-registering node from current
deployment.

info: [application:operation:isedbupgrade-newmodel.sh] STEP 5: Taking backup of the configuration
data...

info: [application:operation:isedbupgrade-newmodel.sh] STEP 6: Registering this node to primary
of new deployment...

info: [application:operation:isedbupgrade-newmodel.sh] STEP 7: Downloading configuration data
from primary of new deployment...

info:[application:operation:isedbupgrade—-newmodel.sh] STEP 8: Importing configuration data...

info: [application:operation:isedbupgrade-newmodel.sh] STEP 9: Running ISE configuration data
upgrade for node specific data...

info:[application:operation:isedbupgrade-newmodel.sh] STEP 10: Running ISE M&T database upgrade...

info:[application:install:upgrade:post-osupgrade.sh] POST ADEOS UPGRADE STEP 1: Upgrading Identity
Services Engine software...

info: [application:operation:post-osupgrade.sh] POST ADEOS UPGRADE STEP 2: Importing upgraded
data to 64 bit database...

TONFHEBRBELT, Ty XL — KRR L2 2R LFET,

Upgrade of Identity Services Engine completed
successfully.

show version =~ > RZFITL, BN RKAA—=Va U ERFELET,
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B 777 —rorsrooans

« show application statusise =~ > R AJJ LT, T _XTOY—EZANETEINTNDLZ L 2R L E
R

Ty TI9L—FOEEMSDEITE
COETIX, Ty T T L— ROREENS ORIERHI LB REEICOWTHA L £,

FNIZ, A A=TEFERL, FiHA VAN NVEFEITLT, T—XEETT DI ENNIET
ROHGENDHY ET, 7Ty L — REBGT HHIIZ, Cisco ISE-PIC DFXET — X D/ 7
Ty TINEETHZENEETT, KT — ¥ X— A ORRERAERZIXHEBICERENED
— ANy ZRRLONFETN, a7 4 X2l —arT—E2"y 7T v 7L TEIZE
NEIETT,

O » > i ==
TvIT9L—FDESE
IDvIarTiE, MO T —D— @ EFT DT —nbDREFIEEZHHA L £,

\}

GE) CLMNBLTvyFTL—FRous, avy—AnhoT v 77— ROAT—X AR+ 52 &
MWTEET, 7Ty 77— RFOETRNEZFRT 2121E, CLIZ w7 A »F %%, CiscolSE-PIC
J—Koary—iEHRrLET, CiscolSE-PIC CLI T show logging application =~ > K& i
MLT, OB T ERRTLIENTEET (P IAT7 7 A NAEFEIINIRLET) &

*DBT—%7 w7/ L—FKnu/ (dbupgrade-data-global-20160308-154724.109)

+DB 2% —~ 12 (dbupgrade-schema-20160308-151626.10g)

c0OS 7 v/ L—FKthdnr 2 (upgrade-postosupgrade-20160308-170605.109)

BRET—A2DT7YTIL—FIS—

T o7 L— R, T — A RNR— AR~ LT —HT v 7T L — FOBEETHBIIC 7 —
ARy 7 ENFET, VAT AT, BBOBEMOEFREBIZEY £, ZOBE, ROA
U Nary—ro Itz RENET,

% Warning: The node has been reverted back to its pre-upgrade state.

error: %post (CSCOcpm-os-1.4.0-205.1386) scriptlet failed, exit status 1

% Application upgrade failed. Please check logs for more details or contact Cisco Technical
Assistance Center for support.

BEEIS—

Ty 77— ROEEZEEL, /— FE2ROREBIZRTBERHLHEIFT, 22 Y =Lk
DAY=V NERENET, FFMICONTIEr 7 Z2HEE LT EEN,
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% Warning: Do the following steps to revert node to its pre-upgrade state."

error: %post (CSCOcpm-os-1.4.0-205.1386) scriptlet failed, exit status 1

% Application upgrade failed. Please check logs for more details or contact Cisco Technical
Assistance Center for support.

REETS—

RBRET 7 —%, EBCT v 77 L— FRRM LD TIEH Y A, BiE~ 7 =03 8ET D
Bamb0ET, HEE BV CFX U PANET v 7 L— R HANCPSNET v 77 L —
FLED L LEHER, ROTT—RERENDZERHY T, VAT AE, KEOBEMD
EFRIREICREY 9, 2O T —REELEEEIE, 2O RFa A hTHEhTn5
T T T L— REFETLET,

STEP 1: Stopping ISE application...

% Warning: Cannot upgrade this node until the standby PAP node is upgraded and running.
If standbyPAP is already upgraded

and reachable ensure that this node is in SYNC from current Primary UI.
Starting application after rollback...

)

% Warning: The node has been reverted back to its pre-upgrade state.
error: %post (CSCOcpm-0s-1.4.0-205.1386) scriptlet failed, exit status 1

)

% Application upgrade failed. Please check logs for more details or contact Cisco Technical
Assistance Center for support.

FFIVr—varvnA4+) 7T L—FI5—

ADE-OS {7137 7V r—va v "4 F U T w77 L— RRRILIZGGIE. BEE#%I2CLI
726 show application statusise 2~ > RZF(TT 5L, IROA vE—UNRRINET, &
EEEHADONY 7T v T oA A—={LL, BT 20E8R”HD 7,

% WARNING: An Identity Services Engine upgrade had failed. Please consult logs. You have
to reimage and restore to previous version.

ZOMDEA TDIT5—

FOMDEA T DT RTOREE (Fv T L —FROFy B, aryy—ntyiarol)
Wr, BREERLE) OBAE. TO / — FTHDIIL TV~ Y HRET, N2 T v 7,

BAA—DE

A A= b L) FEEIL. CiscoISE-PIC DH IR A > A h—A & Rm L TWET, HA A=k
T LR, KEOIFIN 2GR T 5 72912, backup-logs CLI 2~ R&EITT5H5Z Lick» T
PAR— R N aAdRL, VE— IR NIRRT R—= MRV KVERELET, /—F
ALY FNZHA A =T DHERH D 5,
B HFVEH ) — R BR—=Ua VIEHA A=V, BRTEEEANNY I T v T HET
LET,
e I VEE ) — RN PANICT v 77 L— REEENIEA LT-EA81T. @5, VAT A
BHEOBMOIEFIREBICEY £, AT ANRAER—Tg e —A "y 7 LRWEE
1T, FiN—V g ZHA A=V LT, HLWEBEEFREEOLY F 2T DN
T&EFET,
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B 777 a3 uoq oz b—nmizki

RKBEEODTVITTL—F

Ty 77— R LIS, 7y 77 L= FERRITT 00N, ROBIEZETL TR
él/\o

B T ESHLET, =27 =DVt ER— Y FAERELET,

o Rk L7233 — /3 KL% Cisco Technical Assistance Center (TAC) (Zi%{E L C. M&E%
ek L O LE9,

)

7vITTL—

(G¥)  SSH#HTr 274 > L. show application status ise =~ > K% ff
MT252&T, 7y 77— FOEITRINARRTEET, RO
A vE—UNREREINET, [%NOTICE: Identity Services Engine
upgrade is in progress... |

KANALF DA VA M—)LRIZEEK

M 77V = ar AT IVDT v 7T — RIET —FRX—ADT v 77 L— RZITRAE
LET, "M FTIVDOT7 v 77 L— FTHEENEET S L, a2V —/L & ADEdog (IZIRD A
T—URERINET,

% Application install/upgrade failed with system removing the corrupted install

fRRE v— /Ly 7 X EIE AT D RiIC, backup-logs =~ > K& L THAR— kS K
WEAERKRL, VE— MUK FUITHR— F/*“/ FLVZRELE L ET,

n—/L Ry 7 F5120E, LARTOISOA A —T%#H L CCiscolSE-PICT 7T A4 T L ADA A —
CEEER L, NI T v T T AN T2 EET LET, Ty 7L — REHRITTS
2k, BREEFLWT v 7 L — R RAADBRKETT,

7o LET, =T =NV R— b FLaEE LT,

o LRk L 7= ¥R — k3 KL% Cisco Technical Assistance Center (TAC) (ZiX{E L C. &%
FrER L OWEE L ET,

LHID/N—2aruA0B—)L/Ny D

FUT, PEION=2a v DISOA A—VEFEH L, N7 T v T 77 A NnDT —X 1850
T 5HZ & T, CiscoISE-PIC 7 T4 T ADA A=V FERT 2 MLEND HEENH Y £
T, T—EEETLEEIL. HVEBE T2 IV Y T ERNIT L LN TEET,
L7z oT, Ty 77— 7tk A% DR0Z, CiscolSE-PICRRTET — X &2/ X7 T v
TTHZ e EB#MOLET,

RET — A RX—ADOMBIZ KV RELLET v 77 L— FOEFIL, BEMICE -y 7 &1
RN LRHY ET, \_ﬂ#%ﬁ%ﬁ“é& 7= 57/\*173”1“*/1//\/7 SNRNT L ZoRd Il
HMa, Ty 77— FORBA vy =V IZTWMY £, 20X 7 ) A TIE, Fi)
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TYATLDA A —VFFAERR L, CiscoISEZ A VA F—L LT, REBLNE=Z—V
7F—4,

0 —/L 3y 7 721X EE 247 5 RilC, backup-logs =~ > R&H L CTHAR— b Kzt
L, ZOVR—=Fr R RAEYE—hUARY U ICEELET,

O A4 N4
TYITTL—FRDARY
WD H AT DFERIZOWTIX,  [dentity Services Engine Passive Identity Connector (1SE-PIC)
Administrator Guide] #Z ML T 72 &0,

TS50 DFvvaDy )T

7 w77 L— F#, CiscolSE-PICEHE R —Z WIZT 78 AT HRNC, 77 7HFDOF ¥ v a
EIJUTLTWADZEEERL, 77U FEHALT, HiLWnwyIouteyva r2EET,
Active Directory DfEARA > FDBEHRTE

Active Directory DFEGRA > ME, 7 v 77 L— Rfickbh b alfetEndH v £4, EHA—
a7 AL LTBEIL, fERA Y NeERETARENDLNE I DEHERLET,
Active Directory 71 7T 14 T4 REBHEDHRE

Cisco ISE-PIC I, J&M: SAM. CN, F72ixZDl 2 #H L. sAMAccountName BIE% T 7
VREMEE L TEA LT, 2= —%BI L ET,

EEROBRE THLEREE . SAM & CNOWTh, F2IEm 2445 X 9 12 CiscoISE-PIC
PRETEET, SAMBIOCNAHEH . SAMAccountName B EDED —E TR WA,
Cisco ISE-PIC /% CN BMAE S bk L 97,

Active Directory 7 A 7 7 4 7 4 R D BMEA R ET DX, ROFIEELFEITLET,

1. [ZFBs84 4 (Providers) ]> [Active Directory] Z %R L £9°, [Active Directory] 7 1 > R
7 C, [JEIEY —/v (Advanced Tools) | %27 U v 7 L., [EEZ#H¥ (Advanced Tuning) ]
PEINLET, ROFEMEADLET,

« [ISE/ — F (ISE Node) ] : Active Directory (Z#%#t 415 ISE / — RZ&&IN L £ 7,

s [4H7 (Name) ]: BEFTHLTUA RN F—% AJJLET, Active Directory 52 g% %
EHET DT,

REGISTRY.Services\lsass\Parameters\Providers\ActiveDirectory\IdentityLookupField

EATTLET,

o [fif (Value) ]: —H—%#RBI9 57-HIZISE THEAT I EMEEZ AT LET,
*SAM : 7T U TSAM DA ZMMLES (DX Ty a v RNTF 74V FTE) .
*CN: 7= UTCNOAHEHERLET,

*SAMCN: 7= U CCN & SAM ZfEH L £7,
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Ry T T T4 RUBREREINET, AvE—UHEARD, BEEZITANET,
ISE ® AD a7 X% —E ANEE LE T,

HEEZDNS LYY Ty TDHRE

DNS H——n 502 /) — REB D3 T® Cisco ISE-PIC ./ — RiZxt LB X DNS /L v 7
TYTMRESNTNWDLIEEZHERLET, £HLWNne, Ty 7T L —RRIZT I aA Ay
A E BE O RIEN R AT 5 /REME R H D £ 97,

CiscoCASIEAZ L+ —DET

T4 < VEM ) — KD CiscoISE-PICCAFEHER L O —D Ry 7 7 v 72 RGE L, B
VA VEBR ) —RFTHEITLET, LD, PANIZEEREAL, B X VEHR/ — K%
TIA<VER ) — NICEKTIHEIC, B X UER ) — RBRAEPKI L — k CA 721
TALCA & LTEWETZ2 L9127 £

WHZED ISE-PIC SR T LBRTEDBHRT
e BEAA—ILERIE, BRUIAD LKR—F, T—XHIBREZBXRELET,

B LT AEEDT T —AD LEVMEE LT ANV A EHERLET, T_TOT T —4
WX, 7o 77 L—REIZT 74V T 2= /W70 £,

ZTDDSEER

WDV > 71ZIF, Cisco ISE TIEET D L ZITHMTE 2BMDOY Y =2AREENTHET,
https://www.cisco.com/c/en/us/td/docs/security/ise/end-user-documentation/Cisco ISE End User Documentation.html
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e VAAMB A A LY — R EEFR A TS X, Cisco Profile Manager CTHA 7 v 7
LTLEENY,
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s HERFANC LY E VAR CHEREZBEEZ G2 5120F, YA =R IT 7B ALTL
ZEW,

e —ER VIR NEEFTHITIE, VAR —RMNMIT7EALTLIEIN,

 BETRHIFFEADT U B —T 54 X FADT F ) r—ar, 8, Y)a—ar,
BIOYV =228 LTSI AI21E, CiscoDevNet IZ7 7R L TL7Z& W,
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