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(EE) 7urrs AN %E [7a 77 ALDEM (AddProfile) 1V 4> RUIZAHL, [Fr77AVITE
i (Add to Profile) 127 VU v 7 L&,

(a7 7 A VvDiEN (AddProfile) 1|7 4> RUTFALS (Close) 127 Vv 7 LET,

Cisco Identity Services Engine ') 1) —X 27CL1 1y 77 LR HA F .



CiscolSEaVY KSAv A48 —Tx42 |
B ciscosecusmzaTay -

Cisco ISECLI EEF7HH Y |k

TR EFIZ, 22— —Z AT —RE2 AN LTCCLIEHEET 1 v b &{ERT D L 512
SNFET, PIHERERIC CiscoISE Z#FEEITH & X2, ZDOT7 v h%fEH LT Cisco ISE
==z s LET,

FIER EH 1L, Cisco ISE GUI /2T — R & Cisco ISE CLLI D/ 82U — RMEBNZE R I N F
T, —HONRNAT—=FREZHEHFLTH, I~ FHORRAT— RIOTHELEHEA,

CLIBHET AU b LT vy VERIE#EL, ZOTH T M&MH LT, CiscolSE
P N— DT 7t AMEREEOIBMERET 7 e a—WF—T h v N EHRICER
L., BT H2XLENH Y £,

CLI EHHZ T T _RCha~<> F&MH LT, CiscoISE —/3—TEXEC £— R TDI AT A
LAV DEHRE Ob— h~DT 78R BLRar 74 X2l — a3 F— NTOFOMDIBE
EEA2FATTH LN TEET, BHHEIL, CiscolSET7 7V r—var V7 by =7 Ot
LI, CiscoISET 7V —vary T—HDONRy 77 v 7 5, CiscolSET 7V r—3 g
VIT RO T ~ORyFET T T — RO, $XTOVATLAr T LT ) r—va
v e DFKR, CiscolSET N AP Y a— RERFVyy MUV ERITTEET,

7= NICBERRLS, BHEET AV b v 7 FORRBIZR Y Rits B) BRERRIN
£,

. Cisco Identity Services Engine ') 1) —X 27CLI ) 77 LA HA K



| CiscolSEaY>Y RS Av8—Tx4R
ciscoISECL 1—4—7h5 >+ |

CiscoISECLI .— ' — 7AhH > k
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TALTEERA, CLIBEET VU FE2MHALT, CLILT 7 ®8ATE Aa—H—THh v
¥ N EBRMIZERT AR ERH D 7,

CiscoISECLI 21— — 7 Hh O > FD1ERL

CLI 2—H =T h 7 FEAERT A1, 207 4 Falb—3 3 F— RNTusername =< >
REFEITTHLERDY £,

ATYT1 CLIEHET 7 &ML TCiscolSECLIICR 7 A » LET,
ARTFwT2 ar74Fal—rarE— REFKELT, username 2~ > REZFEITLET,
ise/admin# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.

ise/admin (config)# username duke password plain Plain@l23 role user email duke@cisco.com
ise/admin (config) # exit
ise/admin#

AT T3 CLI2—H%—T7h > Fa@H LT CiscolSECLIICn 71 > LET,
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* crypto

* exit

* nslookup

* ping

* ping6

* show cdp

* show clock

* show container
* show cpu

* show disks

* show icmp_status
* show interface
* show inventory
* show logins

* show memory
* show ntp

* show ports

* show process

* show terminal
* show timezone
* show udi

* show uptime

* show version

* ssh

* terminal

* traceroute
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« VT100 % 7213 ANSI A D5GKT /A A, VTI00 Z A 7 T /34 AL L WVANSI 7 /34 AT
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ZDFETIX, EXECE— R TEHE S CiscolSEa~> RIA v A#—T7 = A A (CLD) =
<Y FIZOWTCHHLET, Z0ETIE, a~r NI LIZ, ZOMATEOHEZHH, =<
Y ROWX, EH EDOTA RT 4 BROMERAGIZRLET,

« EXEC E— FCBA% 415 CiscoISECLI £ v 23 > (11 X—)

» application install (12 ~X—)

» application configure (14 ~X—73)

« application remove (29 ~<—)

» application reset-config (30 ~<—71”)

» application reset-passwd (32 ~<—17)

« application start (33 ~X—73)

« application stop (37 ~X—37)

» application upgrade (39 ~X—73)

s backup (42 X—7)

s backup-logs (45 ~<—)

s clear screen (47 ~X—)

e clock (48 ~—2)

scls (50 =—7)

s configure (51 ~—72)

s copy (52 _—2)

s crypto (58 ~X—3)

- debug (61 ~<—2)

s delete (67 ~<—72)

o dir (68 ~—)

sesr (70 ~X—0)

sexit (71 °3—70)

s forceout (72 ~~—737)

e halt (73 X—7)

help (74 <X—2)

e license esr (75 ~X—)
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» mkdir (76 ~X—77)

s nslookup (77 ~X—2)

e password (79 ~—2)

» patch install (80 ~X—)

s patch remove (82 ~X—1)

« permit rootaccess (84 ~X—1)

s ping (86 ~—)

* ping6 (88 ~X—7)

s reload (90 ~X—7)

» reset-config (92 ~X—37)

s restore (93 ~X—7)

e rmdir (98 ~X—3)

essh (99 ~—)

stech (101 ~<X—72)

« terminal length (103 ~—<°)

» terminal session-timeout (104 ~<—73”)
» terminal session-welcome (105 ~X—3)
« terminal terminal-type (106 ~<—3")
s traceroute (107 ~X—3)

« undebug (108 ~—72°)

e which (112 =—2)

e write (113 X—2)
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T AR BV £97,
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application

EXEC £— K CiscoISECLIaZ > K|

install
Y

(G£)  applicationingtall =~ K&, Ay "Xy FOA VA M—VZOMERTD2HENRH Y F

j‘O

CiscoISE LIS DFFEDT 7'V Ir— a v A A h—/L35|Zi1%, EXECE— K Tapplication
ingtall =~ > R&MH L %9, CiscolSELISNDT 7V ir—3 a2 > ZHIBRd % I21%, application
remove 2~ R LET,

application [ install {application-bundle} {remote-repository-name} ]

BX DA

install BiEDT ) r—vark A A =L LE
‘g‘(}
application-bundle TN =g XU RLDT v ANV, B

K255 XFOFHta YR — M LET,

remote-repository-name UE—bF URY U, K255 LFDOHEEK
FEYFR—-NLET,

AU RTIHIE

T 7 4V N OBEMERMEIZH W FH AL

avURE—FR EXEC
avy FRER )1)—=x EZENE
2.0.0.306 Soawy FRAEASHE LS,

HEREDAA K1Y

WBELET 7V 75— ar XU RKVET FIAT VAL VA=V LET, 7TV r—3
VORURL T AME BELEZEYRY P S EGENET,

TV r—va kA A M—/VERITHIBR L TV S HIC, applicationingtall 2~ 2 KX
application remove =~ > R&EBNIFITT H L, IROBEHERX v —UNFREINET,

An existing application install, remove, or upgrade is in progress. Try again shortly.

1

ise/admin# application install ise-hotpatch-appbundle-x.x.tar.gz myrepository
Do you want to save the current configuration? (yes/no) [yes]? yes

Generating configuration...

Saved the running configuration to startup successfully

Initiating Application installation...

Extracting ISE database content...

Starting ISE database processes...

Restarting ISE database processes...
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application install .

Creating ISE M&T session directory...
Performing ISE database priming...
Application successfully installed
ise/admin#

Cisco Identity Services Engine ') 1) —X 27CL1 1y 77 LR HA F .



EXEC £— K CiscoISECLIaZ > K|
. application configure

application configure

EXEC &— K application configure T2~ > R&HHAL T, kDO L E2ITVWET,
« M&T #{ED FAT
s 77 7 A TZIZEHET HFEEHE RO T & TR

¢ CiscoOISECAGFHE L F—Z2 X I/ T v 7B OMETLT AT T AR— K& A ViR—
coAT g

« FEEEA N v 7 A (KPM) HaHEHR D LR
«ISE W v v @7 — 2 OISEDOF ML & ik
« U A Y L AGREDOANL & L

ALY LAREDY £ b

application [ configure {application-name} |

X NN configure BEDT7T X r— g U EARELET,

application-name TV = a4, K 255 LT O T
EYHAR—FNLET,

ATV R FI4N T 7AN NOBEERMHEITH Y A,

ARV kFE—F EXEC
avr FERE )1y—2 FERE
2.0.0.306 Zoavry FREASRELR,
3.0 TUA ¥ LVAREDY AR— FRHIFRSNE LT,

FEREDHA KSAy ZO0Oaxr FefLT, M&T 7 —4N—R LA 7 v 7 ZOFHDIE), CiscoISE / — F
T CiscoISECA GEMEF L F—DT 7 AR — b LOS VR —~, FEEEA M) v 7 R
(KPM) #EFHERD LR, BLCISED ¥ v # BIET — 2 OUEDOFEIML & b 2175 Z &
PWTEET,

il

Selection configuration option
1]Reset M&T Session Database
2]Rebuild M&T Unusable Indexes
3]Purge M&T Operational Data
4]1Reset M&T Database

5]Refresh Database Statistics
6]

[
[
[
[
[
[6]Display Profiler Statistics

. Cisco Identity Services Engine ') 1) —X 27CLI ) 77 LA HA K



| EXEC £— K CiscolSECLI 27> K
zzs—yoy 7—ax—z20%z ||

Export Internal CA Store

Import Internal CA Store

Create Missing Config Indexes

]Create Missing M&T Indexes

]Enable/Disable ACS Migration
]Generate Daily KPM Stats
]Generate KPM Stats for last 8 Weeks
]Enable/Disable Counter Attribute Collection
]View Admin Users

]Get all Endpoints
]Enable/Disable Wifi Setup
JReset Config Wifi Setup
]Establish Trust with controller
JReset Context Visibility
]Synchronize Context Visibility With Database
]Generate Heap Dump

]Generate Thread Dump

]Force Backup Cancellation

]CleanUp ESR 5921 IOS Crash Info Files

Exit

— b W NP O WO JoyUl b WN R O« — —

se/admin# Selection configuration option
1]Reset M&T Session Database

Rebuild M&T Unusable Indexes

Purge M&T Operational Data

Reset M&T Database

Refresh Database Statistics

Display Profiler Statistics

Export Internal CA Store

Import Internal CA Store

Create Missing Config Indexes

]Create Missing M&T Indexes

Enable/Disable ACS Migration

Generate Daily KPM Stats

Generate KPM Stats for last 8 Weeks

Enable/Disable Counter Attribute Collection

View Admin Users

Get all Endpoints

Enable/Disable Wifi Setup

Reset Config Wifi Setup

Establish Trust with controller

Reset Context Visibility

Synchronize Context Visibility With Database

Generate Heap Dump

Generate Thread Dump

Force Backup Cancellation

Conflgure TCP params

i [ s o S el

TR =T T—EAR—ADEE
X L& B

Cisco ISE V= _—RNEBAIZEENTWARWERTETE =2~ v 7 T—Z_X—2% )t v |k
THXLERHY £,
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B ==s-v95—s~x—z0zs

\)

G vl 77ANDOR—HEFEMT 72D, 774~V BLOEI XY DE=F—1
7 )= R T = _X=2%FRIC )ty b T L2 L aHRELET,

TV T TR AEE O X X R ET HIZIE, application configureise =~ > K
TROA T a v A LET,

X H VT Ry vary TRV NTAHIE, AT Va1 BERALE
7,

\)

G Vv b AFvarzeiidse, BEEHTHET, ISE
P—E AR —HRFRICFIHTE <20 9,

s T H ) T T E R ADERARAGEIRA VT v 7 AT DI, AT a v
2EMBHLET,

T =XV ITENMET X R TBHIE, AT a3 EERLET,

NR=TFTvait, XD V=0T v AR LET, o, REFET 2 EHEESN
L7 NeRRLET,
==V T T ER=RE Yy T AT, AT a4 EFRALET,

Vey hATvarvzfEAToE, 77— _X—2AN THHAREOYMIREZY Y Fah
5720, TRTCOT—EPERICHIRENE T, 77 ANNBT 7 AV T AT NI AR E
WCHE L TWDEGE, 7—4X—2R%2 Uy hTH2ENTEET,

N

GE) Vey b A7FvarafFHTsE, FEET25E T, ISE
P—E AN —FFNCFI A TE <20 7,

s F= X T TR ADMEHMERE EHTHIE, AT ar S EFEHLET,

451
T =T vy vary T—ERXR—=2% )y FTHIE, AT a1 BERHLET,

ise/admin# application configure ise

Selection ISE configuration option
[l]Reset M&T Session Database
[2]Rebuild M&T Unusable Indexes
[3]Purge M&T Operational Data
[4]Reset M&T Database

[5]Refresh Database Statistics
[6]Display Profiler Statistics
[7]Export Internal CA Store

[8] Import Internal CA Store
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Create Missing Config Indexes

]Create Missing M&T Indexes

]Enable/Disable ACS Migration

]Generate Daily KPM Stats

]Generate KPM Stats for last 8 Weeks
]JEnable/Disable Counter Attribute Collection
]View Admin Users

]Get all Endpoints

1

[9]
[10
[11
[12
[13
[14
[15
(16
[17]Exit

1

You are about to reset the M&T session database. Following this operation, an application
restart will be required.

Are you sure you want to proceed? y/n [n]: y

TimesTen Daemon stopped.

TimesTen Daemon startup OK.

Restarting application

Stopping ISE Monitoring & Troubleshooting Log Processor...
ISE Identity Mapping Service is disabled

ISE pxGrid processes are disabled

Stopping ISE Application Server...

Stopping ISE Certificate Authority Service...

Stopping ISE Profiler Database...

Stopping ISE Monitoring & Troubleshooting Session Database...
Stopping ISE AD Connector...

Stopping ISE Database processes...

iptables: No chain/target/match by that name.

iptables: No chain/target/match by that name.

Starting ISE Monitoring & Troubleshooting Session Database...
Starting ISE Profiler Database...

Starting ISE Application Server...

Starting ISE Certificate Authority Service...

Starting ISE Monitoring & Troubleshooting Log Processor...
Starting ISE AD Connector...

Note: ISE Processes are initializing. Use 'show application status ise'

CLI to verify all processes are in running state.

2
You are about to rebuild the M&T database unusable indexes.
Are you sure you want to proceed? y/n [n]: y

Starting to rebuild indexes
Completed rebuild indexes

3

Enter number of days to be retained in purging MnT Operational data [between 1 to 90
days]

For instance, Entering 20 will purge MnT Operational data older than 20 days

Enter 'exit' to return to the main menu without purging

Enter days to be retained: 20

You are about to purge M&T data older than 20 from your database.

Are you sure you want to proceed? y/n [n]: y

M&T Operational data older than 20 is getting removed from database

4

You are about to reset the M&T database. Following this operation, application will be
restarted.

Are you sure you want to proceed? y/n [n]: y

Stopping application

Stopping ISE Monitoring & Troubleshooting Log Processor...
ISE Identity Mapping Service is disabled

ISE pxGrid processes are disabled

Stopping ISE Application Server...

Stopping ISE Certificate Authority Service...
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Stopping ISE Profiler Database...

EXEC £— K CiscoISECLIaZ > K|

Stopping ISE Monitoring & Troubleshooting Session Database...

Stopping ISE AD Connector...

Stopping ISE Database processes...

Starting Database only

Creating ISE M&T database tables...
Restarting application

ISE M&T Log Processor is not running

ISE Identity Mapping Service is disabled

ISE pxGrid processes are disabled

ISE Application Server process is not running
ISE Certificate Authority Service is not running
ISE Profiler Database is not running

ISE M&T Session Database is not running

ISE AD Connector is not running

Stopping ISE Database processes...

Starting ISE Monitoring & Troubleshooting Session Database...

Starting ISE Profiler Database...

Starting ISE Application Server...

Starting ISE Certificate Authority Service...

Starting ISE Monitoring & Troubleshooting Log Processor...
Starting ISE AD Connector...

Note: ISE Processes are initializing. Use 'show application status ise'

CLI to verify all processes are in running state.

5
You are about to Refresh Database statistics
Are you sure you want to proceed? y/n [n]: y

Starting to terminate long running DB sessions
Completed terminating long running DB sessions

Gathering Config schema (CEPM) stats ........

Gathering Operational schema (MNT) stats
Completed Refresh Database statistics

TATF7A) T ARY bDT A THEHER
TaTy AV TANR I T =T L2 A T oTTA
application configure = = > K @ Display Profiler Statistics 47"/

THEHE R R B,
2 VEMALET, ZOF—4

T, RV = H— 2 /= FEFTRESN, TE=F—) 7 /= FTRIOTF—ZTFRR

SNEEA,

SOy T, PRENEREG I — b oSy FEREE LTOEBHFED IMX I Y 2 £
I35 JConsole ZTEM T 2720, 2T —Z&2F ¥ 7 F ¥ 5D — b Ny Fafii+

LMETH Y FH A,

il

ise/admin# application configure ise

Selection ISE configuration option
1]Reset M&T Session Database
Rebuild M&T Unusable Indexes
Purge M&T Operational Data
Reset M&T Database

Refresh Database Statistics
Display Profiler Statistics

[
[
[
[
[
[
[7]Export Internal CA Store

2]
3]
4]
5]
6]
7]
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Import Internal CA Store

Create Missing Config Indexes

]Create Missing M&T Indexes

]Enable/Disable ACS Migration

]Generate Daily KPM Stats

]Generate KPM Stats for last 8 Weeks
]Enable/Disable Counter Attribute Collection
]View Admin Users

]Get all Endpoints

JExit

~N oUW N O

Create an RMI connector client and connect it to the RMI connector server
Get an MBeanServerConnection
Retrieve MXBean

Press <Enter> to continue...

Timestamp, Elapsed, EndpointsProfiled,NetflowPacketsReceived,
EndpointsReProfiled, EndpointsDeleted. ..

Press Ctrl + c

WECARXKRT7DIYRAR—EELVA VR—

T4 < VEH ) —F (PAN) 75 CiscoISECAFEBHEZERB L% —%2 =7 ZAKR— s LT, PAN
WCPEENEA LTSGR X VER ) — RIZA VAR —FTX 5 X 91275121, EXEC
£ — K T application configure =~ > RZ L £,

TH A NVER ) —RET T~ VEH ) —F (PAN) ([ZHAEIED5A81E. 7D PAN 25
T AKR— K L72CiscoISECA FEFFAERB L UVF—%2 A VR — b THLERH Y 97,

* Cisco ISECA GEERB LU —Da bt —42x 7 AR — M4 5I1TI1%, application configure
e~y R CASvar 7TEERLET,

* Cisco ISE CA FEEL L OF—Da v —% 1 7R — M$5IZi%, application configureise
awy RTAT a8 &MALET,

511

CiscoISECA fFHER L VOF—Dat —42 7 AR— 4 2I20%, A7 ar7#FEALE
7,

ise/admin# application configure iseSelection ISE configuration option
JReset M&T Session Database

JRebuild M&T Unusable Indexes

]Purge M&T Operational Data

]Reset M&T Database

JRefresh Database Statistics

]Display Profiler Statistics

]Export Internal CA Store

]Import Internal CA Store

]Create Missing Config Indexes

0]Create Missing M&T Indexes

1

i
[1
[
[
[
[
[
[
[
[
[
[11]Enable/Disable ACS Migration

2
3
4
5
6
7
8
9
1
1
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Generate Daily KPM Stats

Generate KPM Stats for last 8 Weeks
Enable/Disable Counter Attribute Collection
View Admin Users

Get all Endpoints

2
3
4
5
6
7]1Exit

[12]
[13]
[14]
[15]
[16]
[17]

7

Export Repository Name: sftp

Enter encryption-key for export: Testl1l234
EXport on progress...............

The following 4 CA key pairs were exported to repository 'sftp' at
'ise ca key pairs of ise60':
Subject:CN=Certificate Services Root CA - ise60
Issuer:CN=Certificate Services Root CA - ise60
Serial#:0x66cfded7-2£384979-9110c0el-50dbf656

Subject:CN=Certificate Services Endpoint Subordinate CA - ise60
Issuer:CN=Certificate Services Root CA - ise60
Serial#:0x20£f£700b-d5844ef8-a029bf7d-fad64289

Subject:CN=Certificate Services Endpoint RA - ise60
Issuer:CN=Certificate Services Endpoint Subordinate CA - ise60
Serial#:0x483542bd-1£f1642f4-ba71b338-8f606eed

Subject:CN=Certificate Services OCSP Responder Certificate - ise60
Issuer:CN=Certificate Services Root CA - ise60
Serial#:0x0ad3ccdf-b64842ad-93dd5826-0b27cbd2

ISE CA keys export completed successfully

11 2
CiscoISECAFFAER I OF —Dabt’™—2 A v AR— b T5I%, A7 ar8Z2ERLET,

ise/admin# application configure ise
Selection ISE configuration option
JReset M&T Session Database

Rebuild M&T Unusable Indexes

Purge M&T Operational Data

Reset M&T Database

Refresh Database Statistics

Display Profiler Statistics

Export Internal CA Store

Import Internal CA Store

Create Missing Config Indexes
]Create Missing M&T Indexes
]Enable/Disable ACS Migration
]Generate Daily KPM Stats

]Generate KPM Stats for last 8 Weeks
]Enable/Disable Counter Attribute Collection
]View Admin Users

]Get all Endpoints

]

[1

[2
[3
[4
[5
[6
[7
[8
[9
[1
[1
[1
[1
[1
[1
[1
[17]Exit

1
1
1
1
1
1
1
1
0
1
2
3
4
5
6
5

8
Import Repository Name: sftp
Enter CA keys file name to import: ise ca key pairs_of ise60
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Enter encryption-key: Testl1234
ImpOort ONn ProgresSS........eeeee..

The following 4 CA key pairs were imported:
Subject:CN=Certificate Services Root CA - ise60
Issuer:CN=Certificate Services Root CA - 1ise60
Serial#:0x66cfded7-2£384979-9110c0el-50dbf656

Subject:CN=Certificate Services Endpoint Subordinate CA - ise60
Issuer:CN=Certificate Services Root CA - ise60
Serial#:0x20£f£700b-d5844ef8-a029bf7d-fad64289

Subject:CN=Certificate Services Endpoint RA - ise60
Issuer:CN=Certificate Services Endpoint Subordinate CA - ise60
Serial#:0x483542bd-1£f1642f4-ba71b338-8f606eed

Subject:CN=Certificate Services OCSP Responder Certificate - ise60
Issuer:CN=Certificate Services Root CA - ise60
Serial#:0x0ad3ccdf-b64842ad-93dd5826-0b27cbd2

Stopping ISE Certificate Authority Service...
Starting ISE Certificate Authority Service...
ISE CA keys import completed successfully

RELI=A VT YT RADER

AT I ADREZE DT v 77 b— ROKMAEERET 5121%, EXEC *E— K T application
configure 2~ > R&EMHH L7,

« R¥ELIZCEPMT —F R—=A A T v 7 ZAZAFRT D123, A7 a r9xEHlL £,

R LIEF=H =V T T—HR—A AT 7 ABERT DI, A7 310 %24
)Eﬁl/ijqo

511
CEPM 7 — X RX—R A T v J ABNERT DL, A7 a9 xzHHLET,

ise/admin# application configure ise

Selection ISE configuration option
JReset M&T Session Database
JRebuild M&T Unusable Indexes
]JPurge M&T Operational Data
JReset M&T Database

JRefresh Database Statistics
]Display Profiler Statistics
]Export Internal CA Store
]Import Internal CA Store
]JCreate Missing Config Indexes

0]Create Missing M&T Indexes

1]Enable/Disable ACS Migration

2]Generate Daily KPM Stats

3]Generate KPM Stats for last 8 Weeks
4]Enable/Disable Counter Attribute Collection
5]

[1

[2
[3
[4
[5
[6
[7
[8
[9
[1
[1
[1
[1
[1
[15]View Admin Users
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[16]Get all Endpoints

[171Exit

9

You are about to create missing config indexes.
Are you sure you want to proceed? y/n [n]: y

Starting to create missing config indexes
Completed creating missing config indexes

512

RELTZE=H =D T T—HR—A AT v 7 AERT DITE. A7 a v 10&HL
F7,

ise/admin# application configure ise

Selection ISE configuration option
JReset M&T Session Database

Rebuild M&T Unusable Indexes

Purge M&T Operational Data

Reset M&T Database

Refresh Database Statistics

Display Profiler Statistics

Export Internal CA Store

Import Internal CA Store

Create Missing Config Indexes
]Create Missing M&T Indexes
]Enable/Disable ACS Migration
]Generate Daily KPM Stats

]Generate KPM Stats for last 8 Weeks
]JEnable/Disable Counter Attribute Collection
]View Admin Users

]Get all Endpoints

1

[1

[2
[3
[4
[5
[6
[7
[8
[9
[1
[1
[1
[1
[1
[1
[1
[17]Exit

]
]
]
]
]
]
]
]
0
1
2
3
4
5
6
7

10

You are about to create missing MnT indexes.
Are you sure you want to proceed? y/n [n]: y
Starting to create missing MnT indexes
Completed creating missing MnT indexes

ACS D#BITZA Rr—TIIZT B

ACS 27 4 F a2 b— 3 & ISEICBITT 121X, EXEC *E— KT application configure =
~ U REMEHLET, ISE~DACSREDBATE A X—TNVERITT 4 =T /M DT
F7var 1l ZHEHALET,
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\)

GE)  CiscoISEV U —Z13141ZACS VU —RA55BLON5.6 608 T2 HR—FLTWNE
ﬁqo

51
ACSEREEA X —TNMITHITIE, A7 a1l Z2ERLET,

ise/admin# application configure ise

Selection ISE configuration option
1]Reset M&T Session Database

Rebuild M&T Unusable Indexes

Purge M&T Operational Data

Reset M&T Database

Refresh Database Statistics

Display Profiler Statistics

Export Internal CA Store

Import Internal CA Store

Create Missing Config Indexes
]Create Missing M&T Indexes
]JEnable/Disable ACS Migration
]Generate Daily KPM Stats

]Generate KPM Stats for last 8 Weeks
]JEnable/Disable Counter Attribute Collection
]View Admin Users

]Get all Endpoints

1Exit

T OO W O e

11

ACS Migration is currently disabled. Are you sure you want to enable it? [y/n]ly
ACS Migration enabled. Please make sure to disable it after you complete migration
process.

FENTA—T O RAEEEZDOHIT T —2

FHE T —< U AREREE (KPM) % HE459 51205, application configure =< > K ™ Generate
Daily KPM Stats 47" = > % 721X Generate KPM Stats for last 8 Weeks 47> 3 Vi L £,
ZOT—=ZFTE=F—V 7 )= bESNET, ZOa~vr FTE, BREICERL TV
Ly RiRA v hOFGEHERAE ) S ET, BB EITEE 8 MO KPM #atE®mo L
A— MEREABRIRTEET, LA—MNIR—BINT 4 AT ITRFESNET,

KPM #aHEWRE R T DANCE =2 =V v 7 T—=2_X—=2% V &y b LR (K7 v ar
4)  ATvarne BEERLTLT—ZIIRsnEEA,

1

ise/admin# application configure ise

Selection ISE configuration option
[l1]Reset M&T Session Database
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Rebuild M&T Unusable Indexes

Purge M&T Operational Data

Reset M&T Database

Refresh Database Statistics

Display Profiler Statistics

Export Internal CA Store

Import Internal CA Store

Create Missing Config Indexes
]Create Missing M&T Indexes
]Enable/Disable ACS Migration
]Generate Daily KPM Stats

]Generate KPM Stats for last 8 Weeks
]JEnable/Disable Counter Attribute Collection
]View Admin Users

]Get all Endpoints

1

2
3
4
5
6
7
8
9
1
1
1
1
1
1
1
17]1Exit

[2]
[3]
[4]
[5]
[6]
[7]
[8]
[9]
[10
[11
[12
[13
[14
[15
[16
[17

12

You are about to generate Daily KPM (Key Performance Metrics).
% Warning Generating KPM stats may impact ISE performance during the generation of the
report. It is suggested to run this report during non-peak hours and when not
conflicting with other scheduled operations of ISE.
Are you sure you want to proceed? y/n [n]: y
Starting to generate Daily KPM stats
Copying files to /localdisk
Completed generating daily KPM stats. You can find details in following files located
under /localdisk
KPM onboarding results 27 MAR 2015.xls
KPM trx load 27 MAR 2015.xls

o3 REDIE

ISEh D2k, SESEREHEOLIVELZINELET, N0 BEMEOMHEIZEZ2LMME (5
S E 5 a2z 50 CTIESN, T—XIZISEW VX LiR— MIFERENET,

CiscoISE (X7 7 #/V R TZiub DBEMEDMEZINE L E 9, application configureise 2~ K%
i/l LT, CiscoISECLIING Z DT —FINEAENTT 52 ENTEET, VT ZBIEDOI
AN ELITINCT DI, A7V a v 14 2R ET,

!l
A0S RYEDINEZ BN T DI, A7 14 2L ET,

ise/admin# application configure ise
Selection ISE configuration option
[l1]Reset M&T Session Database
2]Rebuild M&T Unusable Indexes
]Purge M&T Operational Data
JReset M&T Database
JRefresh Database Statistics
]Display Profiler Statistics
]Export Internal CA Store
]Import Internal CA Store
]Create Missing Config Indexes
0]Create Missing M&T Indexes
1

[
[
[
[
[
[
[
[
[
[11]Enable/Disable ACS Migration

3
4
5
6
7
8
9
1
1
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]Generate Daily KPM Stats

]Generate KPM Stats for last 8 Weeks
]JEnable/Disable Counter Attribute Collection
]View Admin Users

]Get all Endpoints

]

2
3
4
5
6
7]1Exit

[1
[1
[1
[1
[1
[1

14
Do you want to Enable(e) or Disable(d) counter attribute collection? [e/d]d
Completed disabling counter attributes. It will take at the most 30 minute to get effected.

DAY LREE

TA ¥ VARE (Wifi i%E) 2 AN EILESIZT 521X, application configure =~ KT
[Wifisk & DA %0/, (Enable/Disable Wifi Setup) 147> a > (A7 a v 17) #HLE
ﬁAO

Wifi % €% VU v b9 512i%., application configure =~ > KT [WifiiXx €D U > I (Reset
Config Wifi Setup) | A7 v ay (A7 a18) #EHLES, ZoAF 7 a 0%, ISE F7
IXIWLCREZ Y Y FLEFA,

511
Wifi JREZENZT DT, 73 172 FHLET,

ise/admin# application configure ise

Selection ISE configuration option
[1]Reset M&T Session Database
[2]Rebuild M&T Unusable Indexes
[3]Purge M&T Operational Data

[4]Reset M&T Database

[5]Refresh Database Statistics
[6]Display Profiler Statistics
[7]Export Internal CA Store

[8]Import Internal CA Store

[9]Create Missing Config Indexes
[10]Create Missing M&T Indexes
[11]Enable/Disable ACS Migration
[12]Generate Daily KPM Stats
[13]Generate KPM Stats for last 8 Weeks
[14]Enable/Disable Counter Attribute Collection
[15]View Admin Users

[16]Get all Endpoints
[17]Enable/Disable Wifi Setup

[18]Reset Config Wifi Setup

[19]Exit

17

Wifi Setup is currently running. Are you sure you want to disable it? [y/n]y
Stopping container wifisetup-container

51 2

Wifi & EN [ (Disabled) JIREED & X0, A7 a v 17 2 LT Wifi IRE % HEAZD
I TEFET,
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ise/admin# application configure ise

Selection ISE configuration option
JReset M&T Session Database
Rebuild M&T Unusable Indexes
Purge M&T Operational Data
Reset M&T Database

Refresh Database Statistics
Display Profiler Statistics
Export Internal CA Store

Import Internal CA Store

Create Missing Config Indexes
]Create Missing M&T Indexes
]Enable/Disable ACS Migration

]Generate Daily KPM Stats

]Generate KPM Stats for last 8 Weeks
]JEnable/Disable Counter Attribute Collection
]View Admin Users

]Get all Endpoints

]Enable/Disable Wifi Setup

JReset Config Wifi Setup

]

1
[2
[3
4
[5
[6
7
[8
[9
[1
[1
[1
[1
[1
[1
[1
[1
[1
[19]Exit

]
]
]
]
]
]
]
]
0
1
2
3
4
5
6
7
8
9

17
Wifi Setup is currently disabled. Are you sure you want to enable it? [y/nly
Starting container wifisetup-container

513
Wifi X Ex Yty 512, A7var 18 &= FEHLET,

ise/admin# application configure ise

Selection ISE configuration option
JReset M&T Session Database
Rebuild M&T Unusable Indexes
Purge M&T Operational Data
Reset M&T Database

Refresh Database Statistics
Display Profiler Statistics
Export Internal CA Store

Import Internal CA Store

Create Missing Config Indexes
]Create Missing M&T Indexes
]Enable/Disable ACS Migration

]Generate Daily KPM Stats

]Generate KPM Stats for last 8 Weeks
]Enable/Disable Counter Attribute Collection
]View Admin Users

]Get all Endpoints

]JEnable/Disable Wifi Setup

JReset Config Wifi Setup

]

[1
[2
[3
[4
[5
[6
[7
[8
[9
[1
[1
[1
[1
[1
[1
[1
[1
[1
[19]Exit

1
1
1
1
1
1
1
1
0
1
2
3
4
5
6
7
8
9

18

Starting Reset Config Wifisetup

Stopping container wifisetup-container

wifisetup-container

Untagged: wifisetup:0.0.15

Deleted: dff12613ae85e7a4689f48c12b05b4d3cf597£3f2ca58e942de468e8ca75bf3c
Deleted: 95fb5a455840ef26a745846736536877939e4c666751116928346d5d3e758db3
Deleted: £c3f8168728e933f353adfed0a45114682fcab3d2add7549£1855a1f7¢cf56451
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| EXEC £— K CiscolSECLI 27> K
mrEanTeP5+—2 [

Deleted: 4cdca485c0858£f964de66979c2df213832e64a£92fb6ddf923c84£668£041036
Deleted: £2a5326a7£662739242bf2581eedaled1d407£92054b947187bfe01e8e0d0710

BREFHDTCP /AT A—4

TCP /3T A —H Z%ET 5I21%. application configure =<~ > KT [TCP /3T A — & DX IE
(Configure TCPparams) |4 7Y 3y (A7 3225 ZEHLET, BHECLIZMHEHAL TV
LI LR LET,

EREZANCT DHI11F, B CLI D reload 2 L T/XF7 A — % DA FHIFIZ Cisco ISE H—/3—
ZUr—FLET,

51
TCP NRIT A —=HEZHRETHITIE, 7 a 25 %HLET,

ise/admin#fapplication configure ise

Selection configuration option

[1]Reset M&T Session Database
[2]Rebuild M&T Unusable Indexes
[3]Purge M&T Operational Data

[4]Reset M&T Database

[5]Refresh Database Statistics
[6]Display Profiler Statistics
[7]Export Internal CA Store

[8]Import Internal CA Store

[9]Create Missing Config Indexes
[10]Create Missing M&T Indexes
[11]Enable/Disable ACS Migration
[12]Generate Daily KPM Stats
[13]Generate KPM Stats for last 8 Weeks
[14]Enable/Disable Counter Attribute Collection
[15]View Admin Users

[16]Get all Endpoints
[17]Enable/Disable Wifi Setup

[18]Reset Config Wifi Setup
[19]Establish Trust with controller
[20]Reset Context Visibility
[21]Synchronize Context Visibility With Database
[22]Generate Heap Dump

[23]Generate Thread Dump

[24]Force Backup Cancellation
[25]Configure TCP params

[0]Exit

25
This CLI allows admins to modify the TCP parameters recycle/reuse/fin timeout
For the changes to take effect, RELOAD ISE server on modifying any of the parameter using
the admin cli 'reload'. Until reload is done, the changes will not be persisted.
Select the option to configure/display tcp params.

1. tcp recycle

2. tcp reuse

3. tcp fin timeout

4. display tcp param values

0. Exit

[1/2/3/4/01: 1
Enable/Disable tcp recycle parameter? [e/d]: e
param recycle is already enabled..
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EXEC £— K CiscoISECLIaZ > K|
BEEHDTCP /AT A—4

Select the option to configure/display tcp params.
1. tcp recycle

tcp reuse

tcp fin_timeout

display tcp param values

Exit

1/2/3/4/01: 2

Enable/Disable tcp reuse parameter? [e/d]: e

param reuse is already enabled..

Select the option to configure/display tcp params.
1. tcp recycle

tcp reuse

tcp fin_timeout

display tcp param values

Exit

1/2/3/4/01: 3

Set tcp fin_timeout (60 default) <0-180> : 60

updated timeout param..

Select the option to configure/display tcp params.
1. tcp recycle
2. tcp reuse

3. tcp fin_ timeout

4.

0.

2
3
4
0
[

2
3
4
0
[

display tcp param values
Exit
[1/2/3/4/0]: 4
Current values of the tcp parameters:
Recycle = ENABLED
Reuse = ENABLED
Fin timeout = 60
Select the option to configure/display tcp params.
1. tcp recycle
tcp reuse
tcp fin_timeout
display tcp param values
Exit
1/2/3/4/0]:

2
3
4
0
[

\)

GE) stcpreuse: 0 (ME%h) | 1 (ZFa— S H®) 2 (=T Ro T 877 4 v 7 DO
EDOHELR)) o tepreuse X7 7 4V N TENZ /> TWOET, B LWEERED
TIME-WAIT ¥ 7> b OFFIREZ AT H201%, 71 b a VEEROBLED bR
DHER SNV TWVAHEIC L TS EE W,

e tep recycle 137 7 4L R THEEHIZ 72 > TWE T, tep recycle ZHNZT D &
TIME-WAIT V7> S O@EE Y A 7 VRNHEI 720 £7,

« tep recycle TIE72 < tepreuse ZfEM T2 Z L 2 HELE L £, T+ LB EZLEHET H720
IZI3, TNOEDTCP NI A—F 2 BHS 5 L bHEEL £,

« tep fin_timeout (X7 7 4/ kT 60 MR E SV E T, tep fin_timeout DA 272 H O
PHIZ O~ 180 T, ZDRBMEZIRVMEICHRET D L. TACACS+ D/NT —~v
Nl b LET, 2Nkl Z T 3 51201E, CiscolSE D/b— k& = /LD D netstat
-nat | awk '{print $6}' | sort | unig -c | sort -n %E?%?fIJEEifO
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| EXEC £— K CiscolSECLI 27> K
application remove .

application remove
A\

GE) 7o 7 7 L— RIZBET IR RB 720 R Y | Cisco ISE ZHIRT 572012, <
K742 A X —T7xAA (CLI) 25 applicationremove =2~ > R&FIT9 252 L1ET
TEHA,

Cisco ISE UISNDRFEDT 7'V r—3 a U ZHIBRT 5121%, EXEC E— R C application remove
avy REfHLES,

application [ remove {application-name} |

Cisco ISE LA DD T 7V r— a U EHIBR LIZ BWEAIL. o< RO no B A&
)EH L\iﬂqo

no application [ remove {application-name} |

BX DA remove TTV = a CERIBREIET A A h—
L LET,
application-name TN = a e K255 UF-OFEET

EYHR—bLET,
TV —a VEABRERIET VA VA h—

NMLET,
ATV RFI4ILL T 7 AN NOBERHEIZH Y FH A,
AU R E—F EXEC
2.0.0.306 Coavy RREASRE L,

GEREDHA KSq4Y 77V r—va v ZHIBREREIT VA v A =L LET,

1

ise/admin# application remove ise

Continue with application removal? [y/n] y
Application successfully uninstalled
ise/admin#
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EXEC £— K CiscoISECLIaZ > K|
. application reset-config

application reset-config

CiscoISE7 7V r—ay arv7 4 Xalb— gz LGHARFOMERECY vy 895
D, FETIEEEFO LG R RO E & friF 7 5 121%, EXEC E— R application reset-config
av REEALET, BLBEAEAEICNZA T, h—"—GEHEZ V> b L7V, BEFO
P N—FEHEEZRF LV T2 TEET,

application [ reset-config {application-name} |

X D& reset-config CiscolSET7 7V r— gy av 7 4 Fal—
var&UEy hL, CiscolSE T — & ~_X— 2

VT LET,
application-name Uty hTB7 7V r—vary ary7 4Xa

L—a v DO4HEL, K255 XFORBT %
YR —bFLET,

ATV R FI4IN T AN FOBESEIZH Y EE A,

ARURE—F EXEC
av Y FEE DRSS EERE
2.0.0.306 Zoavwr FREASHE L,

FEHEDHA K54 > applicationreset-config =~ > R&fEHT % &, CiscolSET 77 A 7 2 A L VMware % FiA A —
AT, CiscolSE a7 4 Xalb—va DUty h&| CiscolSET—FX—ZAD 7 Y
TISFRETY, Uty T, #H LW Cisco ISE 7 — ¥ R—AFHHE L L P2 —H — /(2T —
REANTT$TH06E R H D £,

N

() application reset-config =~ > N2 X V. CiscoISE 2> 7 4 X o L—13 3 X LG H ks
DOYINIRREIZY Y FENFETH, A —F 4 72 ZF A (CiscoADE-OS) =17 4
X2l —vaIFDEFITRY FT, CiscoADE-OS 2> 7 4 F =2 b— 3 ZF, v
Y=V E, CLINNAY—= KRR — BIONy 77 v 7ERER EOHEANEEN
TWET,

CLIZ B CiscolSET 7'V r—va ViRiExR ) By M5 & T CTICHE LTV SHEIT Active
Directory N A A /5 ISE / — R & GIkr$ 2 BB ET S E T, 7272 L. CiscolSE / —
ROT 73w ME, Active Directory R A A M HHIBREAVER A, Active Directory D7 L7
> ¥ /LT CiscoISEEBLH R — 2 /Lip b ORFLRMER 2 4T 2 2 & A HESE U3, BLURALELT,
Active Directory KA A 3B /) — ROT7 o MEHIBRLET,
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| EXEC £— K CiscolSECLI 27> K
application reset-config .

1

22— =N No A7 a @R LIEZGA, a~2 NIZh——iFAZZHIR L., HOB4GE
HEORLZHAERLET, 2—F—NYes A7 a U EAFIRLEBEES., 2~ RIIFTEDSHT
W AR— T D5 LI Ko TGOV — N—GEAEEZ R L ET, —"—aEEE, 2
OIS A Vi R— SN E T,

Initialize your ISE configuration to factory defaults? (y/n): y
Leaving currently connected AD domains if any...

Please rejoin to AD domains from the administrative GUI
Retain existing ISE server certificates? (y/n): y
Reinitializing local ISE configuration to factory defaults...
Stopping ISE Monitoring & Troubleshooting Log Processor...
PassiveID WMI Service is disabled

PassiveID Syslog Service is disabled

PassiveID API Service is disabled

PassiveID Agent Service is disabled

PassiveID Endpoint Service is disabled

PassiveID SPAN Service is disabled

ISE pxGrid processes are disabled

Stopping ISE Application Server...

Stopping ISE Certificate Authority Service...

Stopping ISE EST Service...

ISE Sxp Engine Service is disabled

Stopping TC-NAC Service ...

Stopping container irf-core-engine-runtime

Stopping container irf-rabbitmg-runtime

Stopping container irf-mongo-runtime

Stopping VA Service...

Stopping ISE VA Database...

Stopping container wifisetup-container

Stopping docker daemon...

Stopping ISE Profiler Database...

Stopping ISE Indexing Engine...

Stopping ISE Monitoring & Troubleshooting Session Database...
Stopping ISE AD Connector...

Stopping ISE Database processes...

Enter the ISE administrator username to create[admin]:
Enter the password for 'admin':

Re-enter the password for 'admin':

Extracting ISE database content...

Starting ISE database processes...

Creating ISE M&T session directory...

Creating ISE VA timesten database...

Performing ISE database priming...

Starting ISE Indexing Engine...

TimeoutStartUSec=20min

TimeoutStopUSec=20min

Cleaning up TC-NAC docker configuration...

Starting docker daemon ...
irf-core-engine-runtime is not running
irf-rabbitmg-runtime is not running
irf-mongo-runtime is not running

VA Service is not running

ISE VA Database is not running
Stopping docker daemon...

Calling wifi setup reset-config
application reset-config is success
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. application reset-passwd

EXEC £— K CiscoISECLIaZ > K|

application reset-passwd

MiE S 7o/ NAT— RN AN ENTT-OIEBET 0 NN/ > 7%, Cisco ISE T
ESNTza——=Th v b @FEITEFOEERET WD N OEBRER—ZL1a /A N
AU—K%ZU%® vy b9 2I21F, EXEC €— KT application reset-passwd =~ > R&ffifH L %
D

application [ reset-passwd {application-name} {administrator-1D} ]

BX DA

ARV R TIHIE

reset-passwd BHET TN NAT—FE2 U ®y FLE
—é‘o

TFV = a s h, K 255 LT OFHT
Y R—FLET,

application-name

administrator-1D NRAT—R&EVEy v T5F 4 8—T ko

T-EBET U N DLF,

F 74V NOBEEEITMEIZH Y T A, CiscolISE TEHET H UL " 2TF 4 —T T
HVERH Y £,

AvURE—FR EXEC
av Y FRER )1)—Xx EZENE
2.0.0.306 Soawy FRAEASHE L,

FRLEDHA KS1 Y

Cisco ISE EFEEE RN —H NDRAT— &Yty b5 & SIIROBH LT EMMTE £,

~ ! @ $ & * -

+ — \ " . < >

> >

BHEDOZ—F—IDIZX LT, EESNZREEBEZ CHESTZ AT —RKEANTDHE,
BHER—ZNVIZE>TUVAT LN Ty 770U b & FET, CiscoISE IL, T DEHE
2= — ID BN S NIRRT — Ry b &N 5D ETLOBRERE I L E
9, HEEISE / — RO CLI COAREBENAT—RE2 Uy N CTXET,

UTF-8 HHLE = —H—[%. CiscoISE BHER—Z LML DHNAT — REEFETE 4,

1

ise/admin# application reset-passwd ise admin
Enter new password: ****x*%*

Confirm new password: *****x*

Password reset successfully.

ise/admin#
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| EXEC £— K CiscolSECLI 27> K

application start .

application start

Ko7 7Y r—ya AT 5121E. EXEC & — KT application start =2~ > R % {# ff]
LEd, 77V r—a VORBAZENIZT DI, Zoavr RonoBRE A LET,

application [ start {application-name [safe]} ]

no application [ start {application-name [safe]}]

B DEREA

ARV R TIAIE

start TV r—2 gy Ry RVEAR—T T L
F9,
application-name A X—=TNWIZT D, FHIZERINTZT 7Y

=33 YDA, K 255 LTFORBT &
YR—FLET,

safe =T - RFRTT U r—varEEHLE
7,

77 4N FOEERLEIZH Y EE A,

ARV FE—F EXEC
2wy FBE yy—2 RENE
2.0.0.306 Zoavwry RBREAINE L,

EREDAARZA4 >

TV r—var kA F—T NI LET,

Zhavwy REHH LT, CiscolSEZBAtET A LixTaFEHA, BlEL LD 95 &, Cisco
ISE 3T TIZFETIN TS LR RSINET,

application startisesafe =~ > K& L C, CiscoISE #t—7%F— RCEREITEXET, 2D
T— KT, BHEHER—Z KT D7 7 & 2§l — B E\Eshic LC, BREREEEZ{T-
I, T =y a VERERTE ET,

ZOREF T a i, FHE L LT o T Cisco ISEFHER—X VDT 7B ANLFTRT
Da—H—%ay 777 LicEEOU HNY) FIKIZRY 9, ZORGIT [EER
(Administration)] > [/ #EE 7 7 £ A (Admin Access)] > [FX7E (Settings)] > [7 7 & & (Access)] ~*—
UTHiES7 P77 8A) VARERELZHAICRELET, £, [&4e) A7 vav
2LV FEAEAR—RDFEFEN /N A /XA SF, Cisco ISE FHER—F ViZwn 74 o F 57
T 74N FDA—F—HBLONNAY — FRIEICRY £7,

i1

ise/admin# application start ise
Starting ISE Monitoring & Troubleshooting Session Database...
Starting ISE Profiler Database...

Cisco Identity Services Engine ') 1) —X 27CL1 1y 77 LR HA F .



. application start

Starting ISE Application Server...

EXEC £— K CiscoISECLIaZ > K|

Starting ISE Monitoring & Troubleshooting Log Processor...

Starting ISE Indexing Engine...
Starting docker daemon
38a408c9alc8

Starting container wifisetup-container

Starting ISE Certificate Authority Service...

Starting ISE AD Connector...
Starting ISE EST Service...

Note: ISE Processes are initializing. Use
CLI to verify all processes are in running state.

ise/admin# show application status ise

ISE PROCESS NAME

'show application status ise'

PROCESS ID

Database Listener

Database Server

Application Server

Profiler Database

ISE Indexing Engine

AD Connector

M&T Session Database

M&T Log Processor

Certificate Authority Service
EST Service

SXP Engine Service

Docker Daemon

TC-NAC Service

Wifi Setup Helper Container
Wifi Setup Helper Vault

Wifi Setup Helper MongoDB
Wifi Setup Helper Web Server
Wifi Setup Helper Auth Service
Wifi Setup Helper Main Service
Wifi Setup Helper WLC Service
pxGrid Infrastructure Service
pxGrid Publisher Subscriber Service
pxGrid Connection Manager
pxGrid Controller

PassiveID WMI Service
PassivelID Syslog Service
PassivelID API Service
PassiveID Agent Service
PassivelID Endpoint Service
PassiveID SPAN Service

DHCP Server (dhcpd)

DNS Server (named)

t—7 E—KFT®ODCiscoISE7 7Y H5r— 3 oDEH

running
running
running
running
running
running
running
running
running
running
disabled
running
disabled
running
running
running
running
running
running
running
disabled
disabled
disabled
disabled
disabled
disabled
disabled
disabled
disabled
disabled
disabled
disabled

17893

62 PROCESSES
21962

19443

23331

24955

19351

22010

24759

891

24000

24465
41

14
213
123
159
197

(4] A7 a v OBMIL, Bo CTHREISNIZAREUERH DT 7 & AHIREZ A R FT 52
L9, CiscoISEV—ERFBIETAT-DICE—7 T— REFEH LSS, ROBENRRD

NET,

EBENBRS>TCHE R Y7 LTEESIE. FLWIP 77 RHIRIcu A Tx5 LD

WZIP 7 7 B AGIRN—RFIZT 4 B—T Ml 7e 0 £,

cFIPSHA RX—TILDHRANT, [BE) 7 a N7 AU r—aryOREEICESR
72354, FIPS AT = v 7 N—WIZT 4 B—7 2720 97, @5, FIPS Ak
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| EXEC £— K CiscolSECLI 27> K
application start .

F = I RI L T=5A T, CiscolSEH—E R IRt SN EH A, 2—F—ZT7 7Y »r—
Va rOREIRC (%4 7Y a v EMHLUTFIPS BT = v 7 24 X2 T&E
TO

FIPSAA X —T7ILDHRANT, B 7 a N7 AU r—a ry OREECESR
728G, "= Ry TEHEBY 2RV —FEEVETF = IR T 4 B—T TR0 £,

Cisco ISE {%. FIPS E— RN ISE THMNT /2> TWARWESTE . FIPS — N TH/E SSH
F 7214 SFTP 8 # BAth L £ ¥, ISE Li@f59 2 U E— b SSH F721% SFTP ¥—/3—23
FIPS 140-2 &G Eb 7 L TY L EZF AL TNWAZ L 2R LET,

CiscoISE TlE, A A D FIPS 140-2 DRRFEE A8 BALE ¥ o — /L RMEH ST ET,
FIPS 2> 7T A T ADERDFEMIZ DWW T,  [FIPS Compliance Letter] %M L T<
720N,

FEAEN—ZROFGEEH AT AHE. TV r—y g ViEE O %4 7 3 T
BRI 2 — P —F L XA T — R R—Z2ADOFFENMEH S E 1,

\}

GE) INHDOEFIIENSR LD THY ., CiscolSET TV r—a DA AR ATETIT
Bl#E L Ed, CiscolSEV—tv 2% (%4 A7 a2 LTHEETAE, T 7411
DOEFENT X TEITINET,

ise/admin# application stop ise

Stopping ISE Monitoring & Troubleshooting Log Processor...

PassiveID WMI Service is disabled

PassivelID Syslog Service is disabled

PassivelID API Service is disabled

PassivelID Agent Service is disabled

PassivelID Endpoint Service is disabled

PassiveID SPAN Service is disabled

ISE pxGrid processes are disabled

Stopping ISE Application Server...

Stopping ISE Certificate Authority Service...

Stopping ISE EST Service...

ISE Sxp Engine Service is disabled

Stopping TC-NAC Service ...

Error response from daemon: no such id: irf-core-engine-runtimeirf-core-engine-runtime
is not running

Error response from daemon: no such id: irf-rabbitmg-runtimeirf-rabbitmg-runtime is not
running

Error response from daemon: no such id: irf-mongo-runtimeirf-mongo-runtime is not running

VA Service is not running

ISE VA Database is not running

Stopping container wifisetup-container

Stopping docker daemon...

Stopping ISE Profiler Database...

Stopping ISE Indexing Engine...

Stopping ISE Monitoring & Troubleshooting Session Database...

Stopping ISE AD Connector...

Stopping ISE Database processes...

ise/admin# application start ise safe
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. application start

Starting
Starting
Starting
Starting
Starting
Starting

ISE
ISE
ISE
ISE
ISE

EXEC £— K CiscoISECLIaZ > K|

Monitoring & Troubleshooting Session Database...
Profiler Database...

Application Server...

Monitoring & Troubleshooting Log Processor...
Indexing Engine...

docker daemon ...

38a408c9alc8

Starting container wifisetup-container

Starting ISE Certificate Authority Service...

Starting ISE AD Connector...

Note: ISE Processes are initializing. Use 'show application status ise'
CLI to verify all processes are in running state.

Starting ISE EST Service...
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| EXEC £— K CiscolSECLI 27> K
application stop .

application stop
BT 7Y r—ya v EEHICT 5120, E@C%%%TmmMWmﬂmﬂv/h%ﬁ%L
T, 77V a OEIEEEHCTHIIE, Z0avr FonoBRNEHEHLET,
application [ stop {application-name} ]
no application [ stop {application-name}]

X DA stop TIV =y arET 4 =T M LET,

application-name Fa—T T L, FHCEREINET S
Ur—a O, &R 255 FORET
VAR —HFLET,

ATV RFIHILE T 7 AN NOBERHEIZH Y FH A,

AT RE—FR EXEC
avy FERE J1)y—2 EEAR
2.0.0.306 Zoawy RPREAINE LT,

EELEOHA RSy 77V r—varisT 4 B—7/MILET,

BEANTHERI YV = — LA — R—REVDA R —T IR o> TND L, ROEL X v —INER
ENFET,

PAN Auto Failover feature is enabled, therefore
this operation will trigger a failover if ISE services are not
restarted within the fail-over window. Do you want to continue (y/n)?

AT T DHE0T Tyl . ¥ BAT25680F In) EAHLET,

il

ise/admin# application stop ise

Stopping ISE Monitoring & Troubleshooting Log Processor...
Stopping ISE Identity Mapping Service...

Stopping ISE pxGrid processes...

Stopping ISE Application Server...

Stopping ISE Certificate Authority Service...

Stopping ISE Profiler Database...

Stopping ISE Monitoring & Troubleshooting Session Database...
Stopping ISE AD Connector...

Stopping ISE Database processes...

ise//admin# show application status ise

ISE PROCESS NAME STATE PROCESS ID
Database Listener not running
Application Server not running
Profiler Database not running
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. application stop

AD Connector

M&T Session Database

M&T Log Processor

Certificate Authority Service
pxGrid Infrastructure Service
pxGrid Publisher Subscriber Service
pxGrid Connection Manager

pxGrid Controller

Identity Mapping Service
ise//admin#

not
not
not

running
running
running

disabled

not
not
not
not
not
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| EXEC £— K CiscolSECLI 27> K

application upgrade

YeEDOT TV r—a N\ RvET v 7 b— RT512iE, EXEC *E— KT application

upgrade =~ R&EMHHALET,

application upgrade .

application [ upgrade {application-bundle remote-repository-name} |

B DEREA

aAvY R TFI4ILE

upgrade

JE—FIURY NIHNOFEDT 7 ) r—3
VRV RVET T L—RLET,

application-bundle

TV =3 s, R 255 U OFEHUT
YV AR—KFLET,

remote-repository-name

UE—bF URY M4, FK 255 SLFOFHL
FTERYR—-MLET,

cleanup

VRN S N7 v 77 L — R R RLvE
HIFREL., BiLWT v 77 L— R R KL &
fi5 LET,

prepare

TS TL—=R N RLveXyra—KRL,
NEZO—HIVT A ATIREL T, T v
TVL—RITBT7 7V r—2ara8ELET,

application-bundle

TV —a S, K 255 LT O BT
Y AR—FLET,

proceed

a—HNV 77 ANEFERLTCT v 7 L—F
AT LET,

Start

oO— VTR LI ARG LTCT >
T L— REREBLET,

77 4V hOBEREIZH D EE A,

AvURE—F EXEC
IRy FEE 1) —Z EEAR
2.0.0.306 Zoavry RREAShE L,

FEREDHA K54V

TV r—varET v L—RL, TV r—vararJ 4 Xalb—vars—4%
BRELET, FEMIZoWTIE,  [Cisco ldentity Services Engine Upgrade Guide] ZZf L C< 72

él/\o

s KL TG GO =V a VAT LA T v 77 L— K R KA ERTIC

I%. cleanup 7> a &AL £,
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. application upgrade

EXEC £— K CiscoISECLIaZ > K|

e H—NTT v T — KN FAaF Y — FLUTHIlET 21213, prepare 47 3
CEMEHLET,
sprepare &7 a T L7=T v 77 L— RN ROV LT CiscolSEET v 77 L—
R4 %121, proceed 7> g & L £, [EHZ application upgrade =~ > RN & Jf]
TLOROVIZ, Ty T T L= FVEEL TN IO T v a 2l TE £,
T T T VL= RBEILIEEE, 20X T a7 v 77— RV RALZHIRL
£,

e T T L — R LNDOBEATERILESES., 20T a3 i37 vy 77— RN
VRNVEREFELET,

TV r—varET v 77 L— KL TWAMIZ, applicationupgrade =~ > R ZBIIZHITT 5
L RDEERX v —URNFIRENET,

An existing application install, remove, or upgrade is in progress. Try again shortly.

A

FE Ty 77 L— FO#ETHIL, backup £/-lirestorer~ 2 RERITLAWTL EEW, 2

DT I arEFITTLL. TR ANRRT L AR H Y 7,

N

(G£)  Z o application upgrade 2~ > RZME T HA0Z, ZDOFHLWY V=X TRELINLTVND

V)= ) — D7 v 77 L — FRIEZHERTLILEZIHV ET, VU—R /) — NI
TSN EERFIENEGENTEBY . THICHEI BRERH D £3,

511

ise/admin# application upgrade prepare ise-upgradebundle-3.x.0.x.x86 64.tar.gz

Getting bundle to local machine...
Unbundling Application Package...
Verifying Application Signature...

Application upgrade preparation successful

15 2

ise/admin# application upgrade proceed
Initiating Application Upgrade...

% Warning: Do not use Ctrl-C or close this terminal window until upgrade completes.
-Checking VM for minimum hardware requirements

STEP 1: Stopping ISE application...

STEP 2: Verifying files in bundle...

-Internal hash verification passed for bundle

STEP 3: Validating data before upgrade...

STEP 4: Taking backup of the configuration data...

STEP 5: Running ISE configuration database schema upgrade...

- Running db sanity to check and fix if any index corruption

- Auto Upgrading Schema for UPS Model
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| EXEC £— K CiscolSECLI 27> K
application upgrade .

- Upgrading Schema completed for UPS Model

ISE database schema upgrade completed.

% Warning: Sanity test found some indexes missing in CEPM schema. Please recreate missing
indexes after upgrade using app configure ise cli

STEP 6: Running ISE configuration data upgrade...

- Data upgrade step 1/14, UPSUpgradeHandler (2.3.0.100)... Done in 53 seconds.

- Data upgrade step 2/14, UPSUpgradeHandler(2.3.0.110)... Done in 1 seconds.

- Data upgrade step 3/14, NetworkAccessUpgrade(2.3.0.145)... Done in 0 seconds.

- Data upgrade step 4/14, NodeGroupUpgradeService(2.3.0.155)... Done in 0 seconds.
- Data upgrade step 5/14, IRFUpgradeService(2.3.0.155)... Done in 0 seconds.

- Data upgrade step 6/14, UPSUpgradeHandler (2.3.0.158)... Done in 0 seconds.

- Data upgrade step 7/14, NetworkAccessUpgrade(2.3.0.178)... Done in 0 seconds.

- Data upgrade step 8/14, NetworkAccessUpgrade(2.3.0.182)... Done in 0 seconds.

- Data upgrade step 9/14, CertMgmtUpgradeService(2.3.0.194)... Done in 3 seconds.
- Data upgrade step 10/14, UPSUpgradeHandler(2.3.0.201)... Done in 0 seconds.

- Data upgrade step 11/14, NSFUpgradeService(2.3.0.233)... Done in 0 seconds.

- Data upgrade step 12/14, ProfilerUpgradeService(2.3.0.233)... Done in 0 seconds.
- Data upgrade step 13/14, GuestAccessUpgradeService(2.3.0.233)... Done in 7 seconds.

STEP 7: Running ISE configuration data upgrade for node specific data...

STEP 8: Running ISE M&T database upgrade...

ISE M&T Log Processor is not running

ISE database M&T schema upgrade completed.

Gathering Config schema (CEPM) stats

Gathering Operational schema (MNT) stats .....

% NOTICE: Upgrading ADEOS. Appliance will be rebooted after upgrade completes successfully.
warning: file /opt/xgrid/gc/pxgrid-controller-1.0.4.18-dist.tar.gz: remove failed: No
such file or directory

% This application Install or Upgrade requires reboot, rebooting now...

Broadcast message from root@IS137 (pts/3) (Fri Jun 2 12:22:49 2017):

Trying to stop processes gracefully. Reload might take approximately 3 mins

Broadcast message from root@IS137 (pts/3) (Fri Jun 2 12:22:49 2017):

Trying to stop processes gracefully. Reload might take approximately 3 mins

Broadcast message from root@IS137 (pts/3) (Fri Jun 2 12:23:10 2017):

The system is going down for reboot NOW

Broadcast message from root@IS137 (pts/3) (Fri Jun 2 12:23:10 2017):

The system is going down for reboot NOW
The upgrade is now complete.
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. backup

backup

EXEC £— K CiscoISECLIaZ > K|

CiscoISE & Cisco ADEOS 5 — X 2 &ie v 0T v T H#EITL T, FONR I T v T HVRY

D)

\)

(A7 9 5 121E, EXEC &— N T backup 2~ > R&EMALE7,

(G¥)  EXEC £— RTbackup =2~ REfHT5H1IZ, FEfrar74Fal—varasxy b
T — 7 H—=N=Tp EORERGHC T —F 250>, CiscolSEh—~"— 24— K7 > 7 2
Y7 AFX 2l —varE LTURGETORENDHV ET, CORX— T vy T ar7 ¥z
L—ra i, Nyl 7y BRI AT LA v 705 Cisco ISE #HILELIT N7 70
Va—T 4 T HBRICHENTE £,
backup [ {backup-name} repository {repository-name} ise-config encryption-key hash| plain
{encryption-key name} ]
backup [ {backup-name} repository {repository-name} ise-operational encryption-key hash|
plain {encryption-key name} ]

BX DA backup-name Ry T w7 77 A NOL4HL, &K 100 LF

DFHFH IR — M LET,

repository Ny T T Ty ANEREFETDIRT MY
ZHRELET,

repository-name Ty ANENY T T T LG, k80X
FOFEKETFEYR—FLET,

ise-config Cisco ISE #%E7 —# (Cisco ISE ADE-OS % &
) NI T T LET,

ise-oper ational Cisco ISEEMET — 2% v /T v 7T LET,

encryption-key RNy T o T a RS Ha— P —EROME
fbF—ZHEELET,

hash HRAT IS L ENE Ny Yo Shit) i
BFX—EIEE N7 T v T REDT-DD Ny
ValfsFd—) LET, 40 LFETTHEL
£

plain AT A LINTOARNTL—Y 7% X
MESF—ZFEE (N 77T v T IREDTD
DTVL—rTFAMEEX—) LET, 15X
FECTTHELET,

encryption-key name R 2T TRON S 2| F— T —

~ v FOREF—,
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| EXEC £— K CiscolSECLI 27> K

backup .

ATV R FI4NN T ANV NOBEBERMEITH Y A,

AvYRE—K EXEC
av Y FEE DRSS EERE
2.0.0.306 Zoavwry FRHEASHE L,

FEREDHA K51y WHlbshic (hyvadik) NAT—REREFF LI TRV L—rT F 2 hoss
AU — R &iseconfigiZ k> T, UARY kU ~DCiscolSE & CiscoADEOS T —H DNy 7 7
THRFATTHEEC, 22— —EROEX—ZHHL TNy 77 v 72K 5bB L OEETE
HE 9T FE L, CiscoADEOS T —H D72\ CiscoISE 7V r— a9 L DHDINy 7
7 v FEFITTHICIE, iseoperational = FEMHH L £,

TIAVERITEI ZY E=F—Y T ) — RInbH DI Cisco ISEEIMET —Z &Ny 7

T TEET,
[
BEE RNyt T7 o7 tHEEETOBA, HllkoT, X—F v F VAT ADOEETE HAEH

EDY AN —A VAT ADMRAEOY XA MZLoTEEXEINET, Nv T v
BIOETHERICNERFERER (CA) OFERAEICEEMN T SN MEXT—NE TNz
LIZEETDHZ ENIEFICEETT,
LODY AT ENBRIDY AT DNy 7T v T\ EiT ) BAIE. =T —Z[ERET 5
72O, ROLT T2 aOWNTNNERINTHZLENDH Y £,

N WENAE
CAFFBHER Y —XISE/ — KWL CLIZH LT AFR—hFL, —F v kTR
TAZCLIZfEHLTA vAR—FLET,
i V=2 AT AL RARA » MCRITENT-T X TOIFHAENG| Xt
BHEINET, ¥—4 v b VAT AL TRITENTH UWEEHET, FUXx—
WCE o TEBLEINET,

SR ETHERE AT AR — 4 v b VAT AL o TRITENTZEEAEIRE
SN, BRITTHAHLERDH Y £7°,
W E YA
BICAER D%, NESCA DT TOH LWGEHEE AR L £,
Rt : 2047 v a RS NDHEE R HETT, 0 Y —ADFEHEL O X —
Fy FOFFHELEH SN ERA, TDOY —RA VAT AL o TRITSNIZGFHE
Bl EFXEEINET,
EAT EOERE A AT ARNC Y — 7 v b VAT ALK o TRAT SN EEHEE
FHINWTD, BRITTA2HERHY £,
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EXEC £— K CiscoISECLIaZ > K|
B ciscosexer—s0vs797

CiscoISEEZRET— 2 D/INY I T v T

CiscoISERRET —F# &y 7T v 745123, kda~xr Rl LET,
backup mybackup repository myrepository ise-config encryption-key plain lablab12

1

ise/admin# backup test repository disk ise-config encryption-key plain Test 1234
Internal CA Store is not included in this backup. It is recommended to export it using
"application configure ise" CLI command

Creating backup with timestamped filename: test-CFG-141006-1350.tar.gpg

backup in progress: Starting Backup...10% completed

backup in progress: Validating ISE Node Role...15% completed

backup in progress: Backing up ISE Configuration Data...20% completed

backup in progress: Backing up ISE Logs...45% completed

backup in progress: Completing ISE Backup Staging...50% completed

backup in progress: Backing up ADEOS configuration...55% completed

backup in progress: Moving Backup file to the repository...75% completed

backup in progress: Completing Backup...100% completed

ise/admin#

CiscoISEENMET—2 DNV I T v T

Cisco ISE BIET — X /N 7 7 v 7’45121k, koa~vr REHLET,
backup mybackup repository myrepository ise-oper ational encryption-key plain lablab12

1

ise/admin# backup mybackup repository myrepository ise-operational encryption-key plain
lablabl2

backup in progress: Starting Backup...10% completed

Creating backup with timestamped filename: mybackup-OPS-130103-0019.tar.gpg

backup in progress: starting dbbackup using expdp....... 20% completed
backup in progress: starting cars logic....... 50% completed

backup in progress: Moving Backup file to the repository...75% completed
backup in progress: Completing Backup...100% completed
ise/admin#
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| EXEC £— K CiscolSECLI 27> K
backup-logs .

backup-logs

VAT AT RNy 7T v 79 521E,. EXEC £— KT backup-logs =~ > R&#H L 9,
T OMREA NIRRT AR, Toa<wry FonoBERAFERLET,

N

(GF)  EXEC £— RTbackup-logs =~ F&EHT2RIZ, FEfTar 74 F¥alb—Tark
F v NI =7 B == EOZRIRGHTNIZa ¥ —3 57>, Cisco ISE —/3— 2 & — |
TyoZarzZiXal—varb L TURGETOIRERDD IS, ZORZ—FT v =2
Y74 Xalb—vaiE, Nyl T v TBILORV AT A v ) CiscolSE ZE 0 £ 7213
NFGTNY a—T 4 VT T HBEIEATEET,

backup-logs backup-name repository repository-name {public-key | {encryption-key { hash | plain }
encryption-key name} }

BX DA backup-name Ny s T 9T | SE I LD T 7 A
DA T, FK 100 LFOFHF 2 R— b L
ES
repository IR SAIEE S
repository-name T ANER Y I T T FHE. K80

FOEKFEYHR—FLET,

public-key 50> 7= 12 Cisco ISE 73 Cisco PKI 2B % —
BT EERELET, 2047 e
E. R TNVY a—T ¢ 7 BT CiscoTAC
(Y R— bk R R 258 10RINL
F9, MEXF—ZFHLTHR—F v R
15 T& A DI Cisco TAC 721 T9, A
VTV IATHEE T — I N T TN 2 —
T4 7T DAL, encryption-key 47 =

CEBEIRLET,
encryption-key Bed—2HELT, Ny 7 v7 al/ ik
hash Ny I T w7 Al RS LIbDNy v a

SNl ¥ —, AT bz Oy
vafpEni) WX —ziEELET, 40
FETTHELET,
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. backup-logs

—_

AR TIHIE

EXEC £— K CiscoISECLIaZ > K|

plain

Ny 2T 7 alaRifET oD b—r
TXAMESF—, EHT LS LI
L—rT7 X% XA MO EF—%2fELET, 15
XFETTHEELET,

encryption-key name

Ny aFEEIE T L — B OB R —,

77 AV s OEIERIEILDH D E A

AT RE—FR EXEC
avy FRERE J1)y—2 TEAR
2.0.0.306 Ioavwy RPREAINE LT,

FEREDHA K542

afbani vy va &) | FREKES SN T RN L—r T F X MO/RAT— R
HERALT, AT 002077 v 7 LET,

i1

ise/admin# backup-logs Test repository disk encryption-key plain Test 1234
Creating log backup with timestamped filename: Test-141006-1351.tar.gpg

00 od° P o0 o0 d° oo o

o

supportbundle
supportbundle
supportbundle
supportbundle
supportbundle
supportbundle
supportbundle
supportbundle

ise/admin#

1 2

in
in
in
in
in
in
in
in

progress:
progress:
progress:
progress:
progress:
progress:
progress:
progress:

Copying database config files...10% completed

Copying debug logs...20% completed

Copying local logs...30% completed

Copying monitor logs...40% completed

Copying policy xml...50% completed

Copying system logs...60% completed

Moving support bundle to the repository...75% completed
Completing support bundle generation...... 100% completed

ise/admin# backup-logs test repository disk public-key
Creating log backup with timestamped filename: new-pk-160520-0259.tar.gpg

A0 00 d° d° o d° o0 oo

oe

supportbundle
supportbundle
supportbundle
supportbundle
supportbundle
supportbundle
supportbundle
supportbundle

in
in
in
in
in
in
in
in

progress:
progress:
progress:
progress:
progress:
progress:
progress:
progress:

Copying database config files...10% completed

Copying debug logs...20% completed

Copying local logs...30% completed

Copying monitor logs...40% completed

Copying policy xml...50% completed

Copying system logs...60% completed

Moving support bundle to the repository...75% completed
Completing support bundle generation...... 100% completed
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| EXEC £— K CiscoISE CLI

clear screen

avv kR
clear screen .

WRREEONEZ 7 U 74 5I121%. EXEC E— FCdclear screen i< > F&EHH L £,

clear screen

BX DA

AR R FI4ILE

Zoawy RZiE, ¥F—UY—FBIU5IEIIH D FHA,

77 4N FOBERLEIZH Y EE A,

avYRE—F EXEC
av Y FER )1)—X EERNA
2.0.0.306 Soavy FAREASHE LT,

FEREDAARZA Y

clear screen 1ZfE L 2~ R C1, clear screen |3 CiscoISE TEI CEX 42, a~r R4 v
TREMHFEZAN L CERLEI E LA, CLIA VUV E T 7T 4 T~V ERERER
/\/O

451
WOBHNL, SMRONEEZ 7 VT 5 HEEZRLTOVET,

ise/admin# clear screen
ise/admin#
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EXEC £— K CiscoISECLIaZ > K|

. clock
clock
VAT AT BT kR %ﬁé IZ. EXEC T— FTclock 2~ FEEHALET, VAT 47
0y OREXEGIT DL, Z0avwr FonERaAHERALET,
clock [ set {month day hh:min:ss yyyy}]
X DA set VAT IO RRELET,
month BIED A O&4HT, 30T E TOETEHR— |
LET, & xiE, January (X Jan EFEELE
ﬁ‘o
day BAEOR (A o A&7l 0~ 31 O
T9, R2HOTFEYFR— M LET,
hh:mm:ss BIEORE 4 R | 0. BLOR,
yyyy BEOR (EAEERL L) |

ATV R FI4IAN T AN FOBESEIZH Y AL

ARURE—F EXEC
vy RERE )1)—= EEAR
2.0.0.306 Zoavy RBREASNELE,
FEHLEDAAS KS4M4>
A\
EE CiscoISET 7' I7A TV ADY AT LKA EEET TS &, CiscolSE 7 7V r—3 3 & ff

TR my £97,

VATA Iy P EFELET, BEREAMITDHITE, 7uv 7%y MMEIT Cisco ISE
‘H‘*/\W%ﬁiiﬁﬁ“éz\%ﬁ‘%@ F9, VAT LARMAELEE LI-GEA. EADEZ: D CiscolSE
— R AT EEHEZFET,

BN OEET 2123, ROFINRZEHEHN L £,

AU R7OVERFTSATYISE/ —FK

\}

GE) A VARPM=NEBEOIVART AAHOEF T, AX KT E72377 A4~V ISE/—FK
THR—FENTHETA,
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| EXEC £— K CiscolSECLI 27> K

Mo TU AT LA AT LI a3, ROFIEEZFIATLET,
c LDV AT LA (EE SN LHETORA]) ITRLET,

« Z® /) — Kd CLI 75 application reset-configise =~ > R&EIT L £,

clock .

c XD — FTRAPERESNDHIO, EFLRBMOKRKE Ny 7T v Tin6ETLET,

thUHYISE/ — K

)

GE) ®H XV J—FRTURAT AR EETTLHE, BAIEHTE < ET,

T4 J)—REEvHLFY ) — RO AT AL EZFRMT 51213, WOFIEELFEITLE

B

e HVISE / — REBREEMERLET,

¢« 7IA~<VISE /— RERMITDE DIV AT LA ZIEEL T,

« 74~V ISE /— K® CLI 75 application reset-configise =~ > K& E4T L £,

« 7I7A~VISE/—RIZEHHYISE/—RFRELTISE /— RE@BELE7,

N

G

1

A VA M—/VHRZRE SNIZIE LW AT AL SR I 3%
EINDEHIT, By b T v 7 4P —=RIZEL->Txv b
U—2 ZA4 L 71 haj (NTP) — _R—DFFENER X
N, ZOP—_"=LDRFPFITEINET, By N T v H
IZRE SV NTP = =N FICEERRE TH D . v AT
AN FE I EMI ZROE T HALERNH Y £9, Zh
iE. Hio, BIROREES CMOS Ny T U DfEEICL - T
BIOS RFZI AR5 & ) ENARRIUICI W TEE T,
Z oA, U 7 — FERIZ Cisco ADE-OS D3 AT LEEZ A3l
BIo2BEnnHY £3, By b7 THIZNTP —3—
ZERE L72WEA X, [Ciscoldentity ServicesEngineHardware
IngallationGuide] (ZFEE STV D L 912, AT ADBIOS
W23 E A (UTC) BRI 2 BBl L CRREES LT
DI EEMERTOHVNENDLY £7,

ise/admin# clock set August 30 18:07:20 2013
ise/admin# show clock

Fri Aug 30 18:07:26 UTC 2013

ise/admin#
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EXEC £— K CiscoISECLIaZ > K|

. cls

cls
WARBmONEEZ 27 V745121, EXECE—RTdsa~vy REEHALET,
cls

X DERA Zoavwy Ridid, F—U—FBXOSEIIHY T A,

ATV R FI4NN T ANV NOEBEREITH Y A,

avYRE—F EXEC
av Y FER )1)—X EERNA
2.0.0.306 Soavy FAREASHE LT,

FEHEDHA KSqy dsiFBELa~y RTH, csiECiscolSE TR TEET2, a~ FIA4 o CRIKFE AL
TERLEIELIESA, CLIA VX T 0T 4 T~ AVTIEFRRESNER A,

1
WROBNE, S RONEZ 2 UV 7+ 5 EEZRLTWET,

ise/admin# cls
ise/admin#
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| EXEC £— K CiscolSECLI 27> K

configure .

configure
AT 4FXalb—vay E— RERKBT 5L, EXEC E— KT configure =2~ REMEAH L
£,
configureterminal
BX DA terminal a7 4 FXal—v gy avy REWMEND
FITLET,

aAvU R FI4ILE

77 4V FOBIEREIZH Y EE A,

ARURE—F EXEC
av Y FEE DRSS EERE
2.0.0.306 Zoavwry RREAShE L,

FEREDHA K42

a7 4 F¥al—arT— RERBTH00E, Zoavr FEERLEYT, 20— FDo
< RiZ, AT, FEfrar 74 FXalb—rar T A NN~DEZIAREZITHIZ &
ICHEB L TLEEN,

a7 4 Fal—aryT—REKTLTEXEC E— NIZEDIZIE, end, exit F£7-1% Ctrl-z
EANDLET,

AT 4 Falb—a VMR TEERNE 2R T 51X, EXECE— KT showrunning-config
avy REFEHALET,

Zoavy RTreplaced 7Y a ryHHTLE, VAT ACYVE—F a7 4F¥alb—Ts
yhRav—ah, BFoar7sFalb—va PN EEZIINET,

1

ise/admin# configure terminal
Enter configuration commands, one per line. End with CNTL/Z.
ise/admin (config) #
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. copy

copy

EXEC £— K CiscoISECLIaZ > K|

TrANE A —gmhbat =l at’—73 521X, EXECE— RTcopy =~ R L

i@ﬂo

\)

GE)  copy a~v RiE, ga—BAT 0 A2 2 LTCEFHR— ST, VAT FUICH

LTI R—F SN THEEA,

copy 2~ R&Efifd 2L, a7 77 A b —T7 %7 % CiscolSE/nH ) E—RUKRY b
JiIZab—T& £, MOV TIE, a7 77/ 10ab’— (56 X—V) [ZHHH)3 %5

LT IZEw,

‘E-IDII:I

‘X0

BH running-config

RIEOFEfTa Ly 74 F¥al—Tary 7740
wRLET,

startup-config

VL (AX— 7 v 7)) BRERH SN2
V74 Fal—vary IrANNERLET,

protocol

I B —D%E5E, protocol DF—TU— R A7 3
NZOWTE, R2-1E2BRLTLIZEN,

hostname

I —EDFR A N,

location

=3 B SR D555,

HRIEDFEITa L 74 Xal—ary 774 )L

logs

SATFLAOa T T 7 A,

all

T _XTPDCiscolSET 7 7 7 A )V v AT K
ORIDGATICa ' —LEd, T _XTor 7iE,
iselogs.targz & L T3y r—ofkah, U E—
N ARANDIESNTT 4 V7 FUIZERES
NET,

filename

H—@CiscolSER ' 77 A )LEat’—L, %
D7 7ANE)E—F KA NMIOHDIEESN
7274 L7 FUIZ, TTOARICERE TE 97,

log_filename

show logs =~ > RIZ ko TF/R &5 Cisco
ISE 1 77 7 A VDA (255 LFLIN)
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| EXEC £— K CiscolSECLI 27> K

AU R TIFIE

copy [l

mgmt Cisco ISE FET /N 7" 1 /' L Tomcat 1 7' %
VAT LB — L, mgmtlogs.tar.gz & LT
N RVLTZ) 2T, UE— K RA B Lot
ESNTT 4 L7 MUICHEEELET,

runtime CiscoISE 7 v XA LT Ny 7 a ey AT M
b 2B — L. runtimelogs.tar.gz & L C/N R
NLTZH 2T, UE—FNFANEDIREIN
T4 v FUICHRE L ET,

T 7 4 v N OEMEREIZSH W FH AL

AvURE—FR EXEC
avy FRERE )1)—=x EENAE
2.0.0.306 Soawy FREASHE L,

FEREDAHAFS1Y

CiscoISE D copy 2~ R, VAT ADFETa L 74 Xalb—2aEidAZ— T v
A7 4 F¥alb—var, BRI 7 A NERHIOLGFICa—LET,

copy 2~ ROIEARMLBERE L LT, 1 2O 6HIOSIIZ, 77 A0 (VAT LA A—
VRAVT 4 Fal—ar T rANRE) Zabt—T&Ed, HELL 77 A /LOat—it
BlLOa b —4i2i, CiscolSE 77 AV VAT AEZFEH LT, PR—FrENTWbdua—hL
FLFVE—N 77ANVDOERERETEET, FHINTWATZ 74V VAT A (B—F
N AEY V—=RAFFVE—N VAT L) [ZEoT, avr RCHAINDIEIHIRE S
£7,

VBT _RTOa bt —ip e a B —EDiEHR, ﬁi@ﬁ%#énwf L NAT— REANT
EFET, FE, copya~vr FEAN LT, REBFTRPIS GG — =7 e 7 ek
REIEBZELTEET,

O — 7 ANERICETTHE TR, BORr»sZenboEd, it fEHLT
WAHTE IRy N — 212k o THERR Y £4,

T ANEEEIZIE, T LY MUICRTT AR T v ANV EERA L ET,
EZONDHTT—IERET 7 A kT baj) (FTP) OTT—RA v —ITH,

R 1: K 21protocol DTL T 4 Y XA £—7—F (&)

*—J—F aE—xFEIFar—%

ftp FTP % v U —2 —_R—Da b’ —gxii
O —DURL, ZDTA U T ADOREL :

ftp:[[[//username
[:password]@]location]/directory]/filename
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EXEC £— K CiscoISECLIaZ > K|
. EfTarvIq4¥al—ray

F—J—F aF—xFEkFar—%

sftp SFTP X > U —27 H—R_R—pa bt —rE -1
abB—SEDURL, ZDxA YT ADOHEX :

sftp:[[//location]/directory]/filename

tftp TFTP % v h U —2 —R—Dat’ —grxi-
IZa B —2Je@D URL, Z0DxA YT ADREL :

tftp:[[//location]/directory]/filename

EfTarvIJq4¥alL—ay
CiscolSEDT VT 4 77ar 7 4 X¥al—a Tk, #0ar 74X 2 b— g BIER
CiscoISERAM IZIREENET, ANTEHFTRTHar 74 Falb—var avy NiE, £17
a7 4 Falb—a Al EGENE T, CiscolSEVr—R"—% U T — 4 5L, EfTa7 4
Fal—rvarnkbinEd, MAERBZRGTETHIHET. Efrary 74 F¥alb—varx
Py FT—7 ==l VORI —4 57, CiscolSE 4 —"—DAZX— T v
T a7 4 Xal—vard LTIRETDIVNENDY £,

FTar74F¥ab—rva Y ERFLRWEGE. REICisco ISE Y —/"—% ) 7— F L7z L &
W2, 274X alb—2a VMR TEEERT X TROILVET, BIfEOa 7 X2l —v 3
URELWI LR TE 25, copyrunstart I~ REMFHL T, 207 4 X2 b —T g
VEARX =T v ar7 4 Xalb—vailar—LET,

\)

GE) A VT AZMEHT D L MERAT)SCFENPWY £7, 72L& 21, copyrun & AJjL T
Tab ¥ —Af L. start & AJJL T Tab ¥ —4F L £3 (copy running-config startup-config
avr ROEME)

AF— R T a7 4FXalb—ar2F8Ff7ary7 4 Fab—Ta VTESHERIDHITE. K
D~y REEALET,
copy run start

FTar 74 ¥al—va&AS— T yFar7 Fal—va ilabt—7 503, &
Da~y ReHLES,
copy running-config startup-config

FATAL T 4 Fal—va D EICAS — T v T ar 7 4 ¥al—varvikv—VT5IC
X, koa~r REfHLET,
copy start run

511

ise/admin# copy run start
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| EXEC £— K CiscolSECLI 27> K
YE—F OF—YavA0EFarIsFal—vavnac— |

Generating configuration...
ise/admin#

512

ise/admin# copy running-config startup-config
Generating configuration...
ise/admin#

JE—FAOS5— a3 oANETAV I« FaL—3rNDaE—
ETar 74 X2l —2alFYE—RN VAT AR A —T 5T, Roawr REFEHALE
T,

copy running-config [protocol://hostname/location]

DE—bAT—23vhoDETAVI Fal—23ar0akE—
FTar74F¥al—vailUE— b 77 AN EAE— LTy —UT 210, ROavs R
EEALET,

copy [protocol://hostname/location] running-config : 72> 7 4 ¥ a L — 3 AUV E— T 7
ANEapr—LCv—YLET,

ARA3— b7y T arvIqaxal—3y

AZ—=h Ty 7 arzaXab—va Y FEERETE EEA, ANTLHTATOa~ R
I, FETar s Fab—va VIREFEEN, EfTar 74 Xal—varERY— T v
a7 4 Xal—va L labt—F A ERTXET,

DFD | CiscolSE¥y—R"—%T—hTHL AX— T w7 ar74Xal—va Bl
DFEFAL T4 FXal—arRVET, a7 Xal—a L 2EBHET 5L, EfTay
TAXa b= a Y FEHSNETHRAI— T v T ar 7 Xal—va Y3EESRARD
7, 20o0ar7 4 Xal—va  lERNELET, AEEKENRLOICT DI, &
Tar74FXal—varvaBAY— Ty 7 ar7 4 Xal—ralilab—730ERHY
7

AR— KT T a7 4 Xal—arabFETar7 4 Fal—ralat—3310% &
Davy REFEHLET,

copy startup-config running-config

11

ise/admin# copy start run
ise/admin#

Cisco Identity Services Engine ') 1) —X 27CL1 1y 77 LR HA F .



EXEC £— K CiscoISECLIaZ > K|
B /= ror—vavanrs—r7yTarrs¥al—vavoae—

15 2

ise/admin# copy startup-config running-config
ise/admin#

JE—FOS— 3 ADRE— Py T a0 T74FXalL—3vOabE—

A=K7 T a7 4 FXal—rard)E—hF VAT AZa—352F, ROa<
REMFEHLET,

copy startup-config [protocol://hostname/location]

JE—FOS—S 3 UL DARE— Py T aAVT4XalL—300aE—
VEe—-NT77ANEARAZ =K T v T a7 4Fal—gilat—LThv—Y LW
A, Woa<xy REERLET,

copy [protocol://hostname/location] startup-config— U E— 7 7 A L &Z AZ — T v 7 a7 4
Fal—rva ilabt—LETRH, v—YLEEA,

05 274)LOa2E—

WD copy 2~ RZEEM LT, CiscoISE VAT ANBRIDLFTIZ VAT a7 7 7 A V%2
E—L 7,

copy logs [protocol://hostname/location]

i1
ng 7y ANER—) T 4 AT =352, kOa~vr REFEHALET,

ise/admin# copy logs disk:/
Collecting logs...
ise/admin#

512
0y 7y ANENOGFNCa e —3 512k, koavr ReEfEHLET,

ise/admin# copy disk://mybackup-100805-1910.tar.gz ftp://myftpserver/mydir
Username:

Password:

ise/admin#

13

Cisco ISE T, RN Ta T 77 A Ve —7 X270 Nartmp 7 4 L7 S UG

disk:/corefilesT 4 L7 RNUIZBEILET, copy2~> REHEHLT, 2hbourza—hL
TAAIZNLVE—RN URY N Zabt—T&ET, a7 7y —TF X F2E, 7
7 v aOFEROREICES SEERERPEZENTVWET, Zhbou L, 77U 47—
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| EXEC £— K CiscolSECLI 27> K
ny 774 rnac— |

varNrIyvatAeEREnNET, dravr REEHLT, e—h L F 4 X7 Tay
T7ANERRITDHIENTEET,

ise/admin# copy disk:/corefiles ftp://192.0.2.2/
Username: ftp

Password:

ise36/admin#

ise36/admin# dir

Directory of disk:/

70 May 20 2016 00:57:28 1
4096 May 20 2016 06:34:49 corefiles/
0 May 20 2016 00:57:28 err.out
4096 May 20 2016 00:57:28 lost+found/

Usage for disk: filesystem
51474489344 bytes total used
123938643968 bytes free
184807632896 bytes available
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. crypto

crypto

EXEC £— K CiscoISECLIaZ > K|

FLOWARF—<T 24K L CTBEOAMX—2 Y R I AR— ML, AFF—%ZFF
[ —U X MNMIA AR — T 5I121%, EXECE— RCoyptoa~> REEHALET, Ax—
HHREMR L, HELLEX—ZHIRT A ELTEET,

crypto key [ delete {hash | authorized keys| rsa}]
crypto key [ export {filename | repository}]
crypto key [ generate {rsa}]

crypto key [ import {filename | repository}]
cryptontp_import_autokey ntpkey
crypto[host_key {add | delete} ]

BX DA

key e —#ErEIfTcEEd,
delete N — /R — T 2 HIR L £9,
hash Ny afl, 80 WEETTHELET,

authorized_keys

T — 2 IR LT

rsa RSA F— X7 & HIRL £,

export UARY M VICAHF—/MExX— T 27 X
A= LET,

filename NHF—% =7 AR— T D57 7404, 80
LFETTHELET,

repository AEF—% I AKR— THIVERT N,

generate AR X — RXT 2R L ET,

rsa RSA F— ~7 2 LET,

import ANBRF—/REX— T %A R — b LET,

filename NRF—%A VR —=FFT27 7 A4, 80 X
FETTHELET,

repository AHF— & A VR h B U Y,

host_key WS ARA R —EELEITTEET,

add B TEDLRANOF—ZBMLET,

delete BT 5B A hOF—ZHIRLET,
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| EXEC £— K CiscolSECLI 27> K

AU R TIHIE

crypto .

add BHETE LA POF—2BIMLET,

host RAMERELET,

delete FHETEDLERA MOFT—Z2HIBRL £,
ntp_import_autokey NTP % — = b AR SN AF—% 1

AH—kLET

ntpkey NTP H— 3= B AR S 7o AR —,

T 7 4V N OEMERMEIZH W FH AL

AvURE—FR EXEC
av Y FRER )1)—Xx EEHNE
2.0.0.306 Soawy FRAEASHE L,

FRLEDHA KSA4 Y

Cisco ADEOS TlE. BHEB I VR2—HF—DID~DSSHT 7B ADT=HIZ/RA T — R LD
NBF—RFEA Y AR— M LE T,

BIED 22— —HZ2048 £ M EDOHT LWABRF —/FlE — 7 Z AT 2 I12I%. cryptokey
generatersa =~ R LET, F—EMEILEET, RSRAF— XA T2 AR —FLTNE
T F—XTNTTIZHIELAIE, NAT L —X%FEH L TRfTT 2R EEZZFFAIT5 X
A=V RERINET, "AT V=X ANTLH L, REMEXF—IZT 78215
TN AT =R AT DHEIIRENE T, NAT L —ANRZEOHEIL, Tk, <
AT VL =X ANTDHEIMEESNERE A,

cryptontp_import_autokey =~ > RZfH LT, NTPh— =LA S NTEART—% 1~
A—hrLET,

511
OB, SETP UARY Y OF—FHEZ R L TWET,

ise/admin# crypto key generate rsa

Enter passphrase (empty for no passphrase):

Enter same passphrase again:

ise/admin# show crypto key

admin public key: ssh-rsa ad:14:85:70:fa:c3:cl:e6:a9:ff:b1:b0:21:a5:28:94 admin@ise
ise/admin# crypto key generate rsa

Private key for user admin already exists. Overwrite? y/n [n]: y

Enter passphrase (empty for no passphrase):

Enter same passphrase again:

ise/admin# show crypto key

admin public key: ssh-rsa 41:ab:78:26:48:d3:£f1:6£:45:0d:99:d7:0£:50:9£:72 admin@ise
ise/admin# crypto key export mykey rsa repository myrepository

ise/admin# show crypto key

admin public key: ssh-rsa £f8:7f:8a:79:44:b8:5d:5f:af:el:63:b2:be:7a:fd:d4 admin@ise
ise/admin# crypto key delete £8:7f:8a:79:44:b8:5d:5f:af:el:63:b2:be:7a:fd:d4
ise/admin#
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EXEC £— K CiscoISECLIaZ > K|

. crypto

ise/admin# crypto key delete rsa
ise/admin# show crypto key
ise/admin#

512
WOHNL, Cisco ISE ~Du 7oA NEATE B2 AF—OF—FHE2 R L TWVET,

ise/admin# show crypto authorized keys

Authorized keys for admin

ise/admin# crypto key delete authorized keys

ise/admin# show crypto authorized keys

ise/admin#

ise/admin# crypto key import mykey rsa repository myrepository

ise/admin# show crypto key

admin public key: ssh-rsa £8:7f:8a:79:44:b8:5d:5f:af:el:63:b2:be:7a:fd:d4 admin@ise
ise/admin#

13

ise/admin# crypto host key add host ise

host key fingerprint added

# Host ise found: line 1 type RSA

2048 1d:72:73:6e:ad:f7:2d:11:ac:23:e7:8c:81:32:c5:ea ise (RSA)
ise/admin#

ise/admin# crypto host key delete host ise

host key fingerprint for ise removed

ise/admin#

513

ise/admin# crypto ntp import autokey ntpkey repository nfs
ise/admin#
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| EXEC £— K CiscolSECLI 27> K

debug .

debug
FITLlea~vr PO T =53 A XV b 2RRT 251213, EXECE— FTdebug =2~ Nz
AL ET,

debug [ all | application | backup-restore| cdp | config | copy | icmp | locks| logging | snmp | system
| transfer | user | utils]

B DEREA all FTARNTOT RNy T oA RX—T M LET,

application TV = a VEEOT T —E A R
NOT Ny T A X—T M LET,

call: TRTOT TV r—2a D73y
TN A X =T M LET, 0~TDH
TV EBRELET, 0FEKR, 7137
NTCzRLET,

einstall : 77V r—a DA A =)L
DTNy TN EAFT—T M LET, 0
~TOMTLVEFELET, 01FE
K. 7T _XTERLET,

s operation : 77V r—3 3 VEEDT N v

TN EAX—=T VI LET, 0~T7D[H
TULILVERELET, 0IFEKR, 7137
RCTERLET,

suninstall : 77U —a DT A A
M= DF Ny T %A F—T ML
F9, 0~TOMTLLEHRELET,
0/FEKR, 71T ~TERLET,
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EXEC £— K CiscoISECLIaZ > K|

. debug

backup-restore NI T o7 EBTBEEOTT —F2iF AN
YINDTNy TEARX—=T M LET,

call : Ny 7T v TEBIOEILT, T

DTNy TWHNEA =TV LET, 0
~TOMTLVEFEELET, 01FE
K. 7ET_XTERLET,

backup : /N 7T v FEBIWETLT, Ny
T T DTy TN A T —T T
LET, 0~7DOHTLLERELE
T, 0FEK, 7TIET_XTERLET,

backup-logs : /N> 7 7 v 7 E I UMEIL T,
Ny g Ty alor Ny THNEA
F—=TNZLET, 0~TDETL~L%
RELES, 0IFEKR, 71335 TERL
7

history : /N 7 7 v B L OMEITL T, EE
DTNy THNEAF—=T M LET, 0
~ 7 DR TLLZFELET, 0IFHE
K, 7TiET_XTERLET,

restore : /N 7 7 v B IOMEL T, HL
DTNy WA X =T M LET, 0
~TDOMTLXNVEHRELET, 0ILE
K, 7HEHT_NTERLET,

cdp Cisco Discovery Protocol % iEBH#H D= 7 —F 7=
FANR FDOT Ny VoA R=T I LET,

s all : T Cisco Discovery Protocol = >

T4 X2l —2a 07Ty T EA
=T M LET, 0~TOMTL L%
RELET, 0FEKR, 7135~ TarRL
£7,

config : Cisco Discovery Protocol ® =1 777 ¢
Fal—varor Ny Z7HhEA x—
TMILET, 0~TDRTL L E2RE
LET, 0IFEKR, 71 3T XTERLE
R

infra : Cisco Discovery Protocol DA > 7 <
ANTIF DTNy TN A T—T
NMZLET, 0O~TORTLULEREL
£, 0ITEKR, 7TIETXTERLET,
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| EXEC £— K CiscolSECLI 27> K

debug .

config Cisco ISE B EFNED = T — £ 72T A~ b D
TNy T A F—=T M LET,

all : ¥ _XCoary74Falb—a D
TNy TN A F—T M LET, 0~
TOMTLVERELET, 0IFEK,
7T _TERLET,

backup : N /T v AT 4 Fal—
arDTF Ny TN EAFR—T ML
F94, 0~TOMTLINVEZRELET,
0FEKR, 71FTXTERLET,

clock: 7y av74¥al— g
DTNy TN %A X—T M LET, 0
~7DORTLLZFELET, 0IFE
K, 73T _XTERLET,

infra: a7 4 Falb—var 4077
AT I F DTNy T A X —T
MILET, 0~TOMTL_VEFEL
F9, 0OIFEKR, 71 3T _XTERLET,

krton: I~ R AV a2—F a7 4

Xalb—arOTF Ny THIE A R—
T LET, 0~TDBTL L ZHE
LET, 0IFEKR, 71 3T _XTERLE

7

network : 2 hU—27 a7 4 ¥ a2 L —
alrDOT Ny TH T EA =TT L
T, 0~TOMTLLERELET,
0IFER, 7IZT_XTERLET,

repository : UARY Y a7 4 Falb—
aroT Ny TMIEAF—TIZL
9, 0~TORITL~LaHELET,
0IFEAR, TIETRTERLET,

service : —tE R a7 4 X2l —T3
YOT Ny TN A R—=T M LET,
0~7DMTL~VERELET, 0XE
K, 7THEHT_XTCERLET,

copy copy A~V RDT Ny T AR —T /I LE

R
K.

0~7DMTL_AERELET, 0ITE
T _TERLET,
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. debug

EXEC £— K CiscoISECLIaZ > K|

icmp

AH—Fy Ml A vE—Y 7 han
(ICMP) = a—SEOREICH#ET =T —
FRFARNDT NNy T A F—=T NI
EJc AN

all : ICMP = a— 5D 7 4 X alb— g
YOTRTOT NNy T EA F—TIZL
F9, 0~TOMTLILERELET, 01X
HR, 7TIETRTERLET,

locks

VY —z2ny @0 —F£77-13 140 b
DF Ny Tl F2—T W LFET,

call: TR_RTHOV Y —RA vy X IDF
Ny TN A F—TMZLET, 0~7
DETLLEFRELET, 0ILEKR, 7
XTI _RTERLET,

ofile: 77 AN yX 70Ty 77
BAF—=TMILET, 0~TORTLNR
NEBRELET, OITEK, 71 LT XTx
RLET,

logging

gXorar7 4 Xal—a rEEOZT—
FHRFARV DT ARy T A X —T NI L
*9,

all : ¥ _XToueFXF oV a7 4 F¥Fal—3
YOTNRy TN EA RX—T M LET, 0~
TOMTLLVEFRELET, 0IFEK, 71%
T_RCTERLET,

snmp

SNMP FREBED T T —F 72134 X hOF
Ny Tl F—=T M LET,

all : T XCOHOSNMP 27 4 Fa2lb— g
DTNy T A =TI LET, 0~7
DO TLULZFRELET, 0IFEK, 7137
_RCERLET,
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| EXEC £— K CiscolSECLI 27> K

debug .

system Cisco ISE & 25 AME O T 5 —35 L U~
NOT Ry T F—T M LET,

call: TRTDOVAT A T 7 ANVDT Ny

THI A X—T NI LET, 0~TDH
TULULERELET, 0IFEKR, 7137
_CTERLET,

id: VAT ALAID DT RNy TH %A 31—
TMCLET, 0~TDRITL~ILEZERIE
LEd, 0IXFEKR, 713+ _XTE2RLE
KR

info : Y AT AEROT N T EA
F—=T M LET, 0O~TOFTL L%
HELET, 0IFEK, 71T XTERL
£7,

init : ¥ A7 LOFHULDOT Ny 7 %
AF—=TNMZLET, 0~TDOMTL~L
EELET, 0IFEKR, 7139 XTER
LET,

transfer T ANRIEDT NNy T oA F—T I LFE
T, 0~7TDOMTLULEZHRELET, 0IXE
K., 71EI3_TERLET,

— AP FHOF Sy S A F—T M LE
‘a‘o

call : TRTO—YF—FHDOT v 7 H
HaeA =N LET, 0~TOMTL
UL EHRELET, 0IFEK, 7133 TC
R LET,

« password-policy : /XA T — R Y L —D
a2—P—EHOT Ny TN A F—T
MILET, 0~TDOMTLVEREL
9, OITEKR, 73T XTERLET,

utils 2—7 4 VT 4 HEMEDO T —F AN
VDT Ry TEA X —T NI LET,

all : $T_RTCHO2—FT 4 VT AT 4 X2 lb—
arOTF Ny TN EA RX—T MILET,
0~7 DRI TLVEFRELET, 0ITEK,
TIET_RTERLET,
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EXEC £— K CiscoISECLIaZ > K|

. debug

ATV R FI4NN T ANV NOBEERMEITH Y A,

AvYRE—K EXEC
av Y FEE DR EERE
2.0.0.306 Zoavwry FRHEASHE L,

FEREDHA KSq4Y By Ty T7Rar74Fal—ar0xT—7E CiscolSE¥V—"—HNOSEIERT
T—FlFA R b ERAT DL, debug v REMEH LET,

1

ise/admin# debug all

ise/admin# mkdir disk:/1

ise/admin# 6 [15347]: utils: vsh root stubs.c[2742] [admin]: mkdir operation success
ise/admin# rmdir disk:/1

6 [15351]: utils: vsh root stubs.c[2601] [admin]: Invoked Remove Directory disk:/1 command
6 [15351]: utils: vsh root stubs.c[2663] [admin]: Remove Directory operation success
ise/admin#

ise/admin# undebug all

ise/admin#
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| EXEC £— K CiscolSECLI 27> K

delete .

delete
Cisco ISE — =57 7 A V& HIFRT 521X, EXEC E— R Cdeete 2~ RZEH L *
T
delete [filename disk:/path]

XD ERA filename [7 7 A /v4 (Filename) ] : f K 80 505k

K aR— N LET,

disk:/path VRIS NUND T 7 A LD,

SRR TR T AN FOBEREES ) E A,

AT R E—F EXEC
avy FERE )1y—= LTEHNE
2.0.0.306 Toawy RREASKhE LE,

FEREDHA KSA4Y A7 A4FXalb—var 77 ANVERIFAA-VEHRLE) &35, HIBREZHRT 5720
OTaT IREREINET, o, BHOFNRV AT LA A=V EHIBRLL D & LGS
b, HIBEZHERT L0077 g rENET,

1

ise/admin# delete disk:/hs_err pidl9962.log
ise/admin#
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B i

EXEC £— K CiscoISECLIaZ > K|

CiscoISE —_— LD 7 7 A4 Ve —EFK T H120E, EXECE— RCdir a~> K2R LF

T
dir
dir disk:/logs

dir recursive

B DEREA

AR R TFIHILbE

directory-name

T4 Lv7 M4, K80 LFDOHET &V
R—brLET, T4 L7 MULORTICIZdisk:/
FIRETDHMNENRH Y £97,

recursive

ER) . a— ANV T 7A NV AT EDT 4
L7 R TV E—ERRLET,

77 4V FOBEREIZH D EE A,

ARURE—F EXEC
avy REE Yy—2 EENE

2.0.0.306 Zoavry RREAShE L,
EREOAA S 2L

B

. Cisco Identity Services Engine ') 1) —X 27CLI ) 77 LA HA K

ise/admin# dir
Directory of disk:/

2034113 Aug 05 2010 19:58:39 ADElogs.tar.gz
4096 Jun 10 2010 02:34:03 activemg-data/

4096 Aug 04 2010 23:14:53 logs/
16384 Jun 09 2010 02:59:34 lost+found/

2996022 Aug 05 2010 19:11:16 mybackup-100805-1910.tar.gz

4096 Aug 04 2010 23:15:20 target/
4096 Aug 05 2010 12:25:55 temp/

Usage for disk: filesystem

8076189696 bytes total used
6371618816 bytes free
15234142208 bytes available

ise/admin#

151 2

ise/admin# dir disk:/logs
0 Aug 05 2010 11:53:52 usermgmt.log
Usage for disk: filesystem

8076189696 bytes total used



| EXEC £— K CiscolSECLI 27> K

ise/admin#

1513

ise/admin# dir recursive

6371618816 bytes free
15234142208 bytes available

Directory of disk:/

2034113

4096

4096

16384

2996022

4096

4096
Directory of
Directory of
Directory of
Directory of
Directory of
Directory of
Directory of
Directory of
Directory of
Directory of
Directory of
Directory of
Usage for di

ise/admin#

Aug
Jun
Aug
Jun
Aug
Aug
Aug

05
10
04
09
05
04
05

disk:
disk:

disk

disk:
disk:

disk

disk:
disk:

disk

disk:
disk:

disk

sk:

2010
2010
2010
2010
2010
2010
2010
/logs
/temp

19
02

02

19:
23:
:25

12

:58
:34:
23:
:59
11:
:20
:55

14

15

:39

03

:53
:34

16

:/activemg-data

ADElogs.tar.gz
activemg-data/

logs/

lost+found/
mybackup-100805-1910.tar.gz
target/

temp/

/activemg-data/localhost
/activemg-data/localhost/journal

:/activemg-data/localhost/kr-store

/activemg-data/localhost/kr-store/data
/activemg-data/localhost/kr-store/state

/target

/target/logs
:/lost+found
filesystem

:/activemg-data/localhost/tmp_ storage

8076189696 bytes total used
6371618816 bytes free
15234142208 bytes available
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EXEC £— K CiscoISECLIaZ > K|

. esr

esr
WHALY — A —F a2V — )L aEBET AI121%, EXECE— RTesr a2 REfEAL
F9,
esr

EXDiiHA Zoa<wy RZiE, ¥F—UY—FBIXUB5IEIIH D FHA,

AR R FIHILE

77 4V FOBIEREIZH D EE A,

ARURE—F EXEC
av Y FEE DRSS EENE
2.2.0.470 Zoavwr FRHEASHE L

ERLDHA K54 C5921ESR Y7 h¥ =7 1XCiscolSE U U — R 22 PIBEICHBLCVWET, 2OV 7 hu=T

ZEAIATREIC T D ITIZESR 7 A & U ANMETT, ESR 7 A £ ADHFEHRIZHOWTIE,  [Cisco
5921 Embedded Services Router Integration Guidel % &/ LT 2 &0,
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| EXEC £— K CiscolSECLI 27> K

exit

AR FIAILE

exit .

CiscoISE 4 — = 50ua 70 NMZXoCT I T 4 TR E—IF ey arz2&T45
N, AT 4 X2l —a = R 1 2EDE— RL-YLIEITT A%, EXECE— R

Texita~y REEHALET,
Zoawy NZE, F—U—FBLUSIEIEH Y FHEA,

exit

T 74N OBEREIRSH D EH A,

ARV FE—F EXEC
a7 RERE 1y —2 EEARAR
2.0.0.306 Zoavwry RREAINE L,
!l
ise/admin# config t
Enter configuration commands, one per line. End with CNTL/Z.
ise/admin (config) # exit
ise/admin#
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EXEC £— K CiscoISECLIaZ > K|

. forceout

forceout
2 —H—%CiscolSEV— =5 /7 U N[ LT, 77747 —3IF ks
v REBRHIFNICHK T & 5121k, EXEC £— R Cforceout =~ R&MHH L E9,
for ceout username

X DA username a—W—4, K3 XFOPEHTZ VR — b

aAvU R FI4ILE

L\ij—o

77 4 FOBIEREIZH Y EE A,

ARURE—F EXEC
IRy FEE 1) —Z EENR
2.0.0.306 Zoavry RREAShELE,

FEREDHA K42

2—WF—DT VT 4 Ty a v BRI

Y REfEHLET,

1

ise/admin# forceout userl
ise/admin#
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| EXEC £— K CiscolSECLI 27> K

halt

AR TIAIE

hatt [Jj

VAT AEV Yy RA U LTUAT AOEREYHITIL, EXECE— RThalt =<2 R&f#
ALET,

Zoa<wy R, F—U—FBIXOBIEIIH D A,
halt

T 74N FOBERERSH D EH A,

ARV kFE—F EXEC
av Y RERE J1—2 EERR
2.0.0.306 Zoavry RpEAINE LT,

FRLEDODHA KS14 Y

halt =~ R& 3473 2R, CiscoISES, Ny 77 w7 Hix, A VA =, Ty 77
L— R, ETHIRBEZIATR CRNWZ 2R L E T, £, application stopise =~ >
RK%&34TL T CiscoISE 7mtv A &EIELFET, FHWT, hat a~> RE2FETLET,

Cisco ISE S Z L6 OWTFNDDOEAEEZIT-o TWAMIZ halt =~ > REEFTT L L, kOWT
NNDEE X v —NERRINET,

WARNING: A backup or restore is currently in progress! Continue with halt?
WARNING: An install/upgrade/remove is currently in progress! Continue with halt?

INHEDOWTINNDEENRIRINTZGE., B TR E 179 5121 Yes E A S L, 58
T2y BT 512 ENo E AN LET,

halt =< > ROFERABFICMO T BB ARFETIN TWRWES, F3FRIN %5 2
— VI U T Yes & AN LTEGETE. ROBMITISETHARLERNH Y £97,

Do you want to save the current configuration?

BEAZD Cisco ISE iR EZIRFET H72DIZ Yes EATITHE, ROA v E—UNRERINET,

Saved the running configuration to startup successfully

1

ise/admin# halt
ise/admin#

Cisco Identity Services Engine ') 1) —X 27CL1 1y 77 LR HA F .



. help

help

AR TIAIE

AR E—F

EXEC £— K CiscoISECLIaZ > K|

Cisco ISE = =D GE D~V TV AT MR T 5121%, EXECE— RThep 2w K
ZREHLET,

Zoavwry RiZiE, =V —FBLO5HIIHY FHA,
help

77 AV OBERIELDH D EE A

EXECBLONTRTHOar7 4 X2 b—3 3 (config) .

av Y RERE

EREDAARZA

yy—2 LTERR
2.0.0.306 Zoavry RREAINE L,

help 2~ REEITTD & RKIF~VT VAT AOfHERRANE RS NET,

cHEED A N EB— NCHEHTFRER TR TOa~vy RE—EFK T B2, VAT L S
a7 MR () AN LET,

HEEDOLFHNTIHhE D a~> FOY X NERET DI, EBEOa~ R b EE
#BIZ?EASILET, ZO~NTOERIT, ANENTZEABETHEDLF—U— FE720Z
BIBIT—EETRTHDT, V=R~V LR INET,

e vy RIZBEEMIT ORI —U— RBLOSIEO—EE2RRTHIZIE, F—V—FNEk
BB ORPVIZ?Z2a~vy RIA VAT LET, 2O~V ToRAE, AN Liza~
VR, F—U— R, BROBIEIZESWTHEH SN X — T — RERIIF I E —ERrT
HDT, avy MEX~VT EMEENE T,

1

ise/admin# help

Help may be requested at any point in a command by entering

a question mark '?'. If nothing matches, the help list will

be empty and you must backup until entering a '?' shows the

available options.

Two styles of help are provided:

1. Full help is available when you are ready to enter a
command argument (e.g. 'show?') and describes each possible
argument.

2. Partial help is provided when an abbreviated argument is entered
and you want to know what arguments match the input
(e.g. 'show pr?'.)

ise/admin#
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| EXEC £— K CiscolSECLI 27> K
license esr .

license esr

est 74 & AEEEFITT HITIE. EXEC B— RTlicenceesr =2~ REFHHA L ET,

license esr { classic |[smart }

X niiHA classic ESR 7 53 v 7 S4B AT LET,

smart ESR A~— I AL 2AEHMZLET,

ATV RFI4ILL T 7 AN NOBERHEIZH Y EH A,

ATV RE—F EXEC
avy FERE )1)—Xx ETEAR
2.2.0.470 Zoavwy RPREAINE LT,

EELDHA FS4> CS921ESR Y7 k=7 1% CiscoISE U U —2 22 UMICHELTWET, 20V 7 ho=7
ZAEHAREICT DITIZESR 7 A £ U ADRMETY, ESR 7 A £ ADFRIZHOWTIE,  [Cisco
5921 Embedded Services Router Integration Guidel| # &M L T 72 &0,
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B i

mkdir

EXEC £— K CiscoISECLIaZ > K|

Cisco ISE —_R—ZH LT 4 L7 MU ZERRT 521X, EXEC £— KT mkdir 2~ K%

AL £

mkdir directory-name

B DEREA directory-name BT 57 4 L2 b Y O4HT, HK80LFD
T A AR— h LE T, disk/directory-name
ERERALET,
AT VR FI4NN T ANV NOEERMEITSH Y A,
AvYRE—F EXEC
av Yy FERE 1)1)—= EERAR
2.0.0.306 Zoavwry RPREAINE L,

FEREDAA RZM4 Y

disk:/directory-name ZfEH L T 72 &, fEH L7 & | disk/directory-name % 5 b % W 3705 &
HZLERTZT—NERRINET,

1

ise/admin# mkdir disk:/test

ise/admin# dir

Directory of disk:/

4096
4096
16384
4096
4096

May
May
Mar
May
May

Usage for disk:

ise/admin#

06
06
01
06
07

2010
2010
2010
2010
2010

13
13

13
12

filesystem

: 34
:40
16:
:42
126

07

:49
:59
227
:53

04

activemg-data/
logs/
lost+found/
target/

test/

181067776 bytes total used

19084521472 bytes free
20314165248 bytes available
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| EXEC £— K CiscolSECLI 27> K

nslookup .

nslookup
CiscOISEY— =2 D U E— h T AT LDKRA AT HI21%,. EXECE— KT ndookup
a~vy REfHLET,
nslookup {ip-address |hostname}
nslookup [ {ip-address |hostname} name-server {ip-address }]
nslookup [ {ip-address |hostname} querytype {query-type} ]
HEXDERA ip-address Ut—h VAT LD IPv4 £721EIPv6 7 K L

2, BR64CFEOIHEE Y F— F LET,

hostname Yk VAT LADEA M, BRK64TFD
T A R— R LE T,

name-server RBEA—L P —N—ZFEELFET, K64
FOEBFEZYR—bFLET,

querytype VE—h VAT LD IPv4 £721XIPv6 7 K L
A, HOWIFA M EWEDbEET, =
NiZiX, PTR. A, AAAA, SRVD L H 7/ =
V=2 AT bEENET, K16 LFOIEK
FThEYVFR—FLET,

SR EFOALE T AN FOBEREES ) E A,

AYURE—F EXEC

av Y FEE JyY—2 ZENE
2.0.0.306 Zoawy RpRHEAShELE,
i1

ise/admin# nslookup 1.2.3.4

Trying "4.3.2.1.in-addr.arpa"

Received 127 bytes from 171.70.168.183#53 in 1 ms
Trying "4.3.2.1.in-addr.arpa"

Host 4.3.2.1.in-addr.arpa. not found: 3 (NXDOMAIN)
Received 127 bytes from 171.70.168.183#53 in 1 ms
ise/admin#

15 2

ise/admin# nslookup ipv6.google.com querytype AAAA
Server: 10.106.230.244
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. nslookup

Address:

10.106.230.2444#53
Non-authoritative answer:

ipv6.google.com canonical name =
ipvé6.l.google.com

Authoritative answers can be

google.com
google.com
google.com
google.com
nsl.google
ns2.google
ns3.google
ns4.google
ise/admin#

.com
.com
.com
.com

nameserver = ns4
nameserver = ns3
nameserver = ns2
nameserver = nsl

internet
internet
internet
internet

address
address
address

address =

ipvé.l.google.com.

has AAAA address 2404:6800:4007:803::1001
found from:
.google.
.google
.google
.google.
= 216.239.3
= 216.239.34.
= 216.239.36.
216.239.38.

com.

com

. Cisco Identity Services Engine ') 1) —X 27CLI ) 77 LA HA K

.com.
.com.

.10

10
10
10

EXEC £— K CiscoISECLIaZ > K|



| EXEC £— K CiscolSECLI 27> K
password .

password

CLL7 17 FD/RAY— REFHT HI21E, EXEC E— RTpassword 2~ > R&ZfEH L E
R

A\

GE)  CLITA A M=V EIEA VA N VRRITEBREDO/NAY — RE(ERRT 2B, /XA
T — ROE#HEDOLTF-OHEEZROTXT [$§] 2HbRWNWTEIN, ZOXFREIE
IO FOMIZH D L, NAT— RIZITFANOINETI, CLI~Da 7 A 23
HATxEHA,

ary—=piiun 74 LTCCLL 2~y a9 2570 ISECD £721L1SO 7 7 A /v &l
BT HZ LIk TINEEBECTEET, ISOEEALTAAV—=FREU &y M2 FIH
I, WD RF =2 A FTHIAIITWET,  https://www.cisco.com/c/en/us/support/docs/
security/identity-services-engine/200568-ISE-Password-Recovery-Mechanisms.html

=3 dOE L Enter old password HED CLIRAT— RE A LET,

Enter new password HLWCLINAT—REATLET,

Confirm new password HLWCLI NAYU— RERERLET,

avURE—FR EXEC

avr B 1)) —=x EEARE

2.0.0.306 Zoavy RPEAINE LT,

1

ise/admin# password
Enter old password:
Enter new password:
Confirm new password:
ise/admin#
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EXEC £— K CiscoISECLIaZ > K|
. patch install

patch install

patchinstall =~ > K& L TNy F oA VA =T BRI, 2Dy FIfETH U U —
2 )= TRy FOAL L A M—LFELSBRLTLLEE N, VY —2 /) — NNai%, BELTEH
FIEREGENTEBY, EHOLERIHY T,

BeED ) — R CCLIMS T F U r—a L dNyF N KLk A v A M—L4521%. EXEC
£— FTpatchinstal =~ > FZH L E£7,

patch install patch-bundle repository

)

GE)  CiscoISENBURBBRETIL. Sy F AN RARTRTOED o FY /) — R THEBIZA
VA R—ILEND X, BEHER—EZANLNNTF RN RLEA A =L LET,

X DERA install T — g VOEED /R F RN Rk
A A =L LET,
patch-bundle Ry F N RO T 7 A4 NG, K255 CF
DEFFTEYFR—FLET,
repository EELIZURY MY ZINNyTF oA A h—
NLUET, K255 LTFOFEPT %P AR— |k
LiTO

BENTT 74~V EH /) —F (PAN) OHBN 7 2 — LA —R—REZ A X—T ML TN5D
BAIE, Ny T A AT DHHNCT 4 B—=7 ML TSN, BNOTXTO /) —
RTCRyF AL APM—=ANETLIZH, PANOHEN V7 = — LA —R—REZXA X —T ML
i‘ﬂ—o

YUY =220y F %A LA N—NTHEXIZ, NvTFOAL LA —NTaEATIE, V7
NI =T Oy Y 2R THEIIMREINETA, VY —R20LETIE, Ny FDA v
ARN—=IV I T NY2TNTVENVELEER LT, NyF V7 by =7 OB EZ BEINIC
i@ L £ 7, patchinstall =2~ > RO HBNZHOWTIE, LFOHIEZSHL T ZE0,

SR EFOALE T AN N OBEREES D E A,

AYURE—F EXEC
vy FRE JyY—2 EERE
2.0.0.306 Zoawy R HEAShELE,

FREDHA KS4 > TV r— a3 OBEDNNyF RN RV A A N—L LET,
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| EXEC £— K CiscolSECLI 27> K
patch install .

BEFEONRy FOEHENN—=Tg 0 THDHNTFEA AR LEIETHE, ROTT— A
U NFEREINET,

)

% Patch to be installed is an older version than currently installed version.

CLINH Ry F A VA N—=VDAT —HF 2%l T 58551, Cisco ISE HRh— k /S RLod
adelog 7 7 A VA SR LTI 7ZE VN,

BN TPAN DHEI 7 2 — VI — NRN—FRENA R —T IR oTWNnDHE, IRORA =N
FRENFET,

PAN Auto Failover is enabled, this operation is
not allowed! Please disable PAN Auto-failover first.

PAN DHE) 7 = — /LA —N—REET 4 =7 ML T, BEANOTXTD /) — KTy F
AVARN=NAMET LTebA F—T MR LET,

1

ise/admin# patch install ise-patchbundle-2.0.0.306-Patch2-164765.SPA.x86 64.tar.gz disk
%Warning: Patch will be installed only on this node. Install using Primary Administration
node GUI to install on all nodes in deployment. Continue? (yes/no) [yes] ?

Save the current ADE-OS running configuration? (yes/no) [yes] ?

Generating configuration...

Saved the ADE-OS running configuration to startup successfully

Initiating Application Patch installation...

Getting bundle to local machine...
Unbundling Application Package...
Verifying Application Signature...

Patch successfully installed
ise/admin#
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. patch remove

EXEC £— K CiscoISECLIaZ > K|

patch remove

patchremove 2~ > REZHEH LT/ Ny FE2a— A"y 7T HHIT, EDONy FITfET 2 Y
V=)= TRy FOr—N_"y 7 FIRESRLTIZI, VU —X /7 — N MIiE, #EHER
FHFIENEZENTEY ., WEHMENRHY £7,

TT VI —a OFFED /Ny F R RO R—T 3 U EHIRT 5 I21E, EXECE— KT patch
remove 2~ R&EfEfA LET,

patch [ remove {application_name| version} ]

)

GCE)  Cisco ISE D HURBIBRE ClX, BHER—FZANE Ry F N RLEHIBRTLE. B

ZU = R BB Sy FRHIBRS N ET,

B DR

i
&

aAvY R FI4ILE

remove TV = a VDREED/NNy T N RLD
N—2a U EHIBRT D a~ K,

application_name Ny FNHIRESNE T 7Y r—3 5 D4,
K255 XTFOEBTHYAR—FLET,

version B END Ny F N—2 g3 U FF, BK255
FEOERFEE T R—FLET,

EHNTTY 74~ V& —F (PAN) OHBEN 7 = — VA —N—FEEZA RF—7 LTS
WAL, Ny FERHIRTARNCT 4 B—7 M L TLEE W, RNy FOHIBRMNZET LZb.
PAN DH#EN 7 = — VA —N—RELE A X —T NIRRT ENTEET,

77 4V FOEEREIZH D EE A,

ARURE—F EXEC
av Y FEE DRSS EERE
2.0.0.306 Zoavwry RREAShE L,

FEREDHA KSA4 Y

AVAR=ALEINTHROSNYyFERIRLES ET258 ROTT— Ay b=V REREINE
R

% Patch is not installed
JEBANTPAN O HEN Y = — /LA — =R ENA X —T W75 TW0H L RO A v E—UNR
KREINET,

PAN Auto Failover is enabled, this operation is
not allowed! Please disable PAN Auto-failover first.
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| EXEC £— K CiscolSECLI 27> K
patch remove .

511

ise/admin# patch remove ise 3

Continue with application patch uninstall? [y/n] y
Application patch successfully uninstalled
ise/admin#

151 2

ise/admin# patch remove ise 3
Continue with application patch uninstall? [y/n] y

% Patch is not installed
ise/admin#
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. permit rootaccess

EXEC £— K CiscoISECLIaZ > K|

permit rootaccess

Cisco ISE CLI D /b— KMZT 7 &% A9 5121, EXEC E— K C permit rootaccess = ~ > K % {i#
LET,

permit rootaccess

)

GCE) Fx LU P/VARVAZRETAICIE, TACY—AD—8 & L TF ¥y LY h—7 B

REEETAHLERHY 9. ZOTACH —RIZ1ISHEOBEZTT, 155UNICT v
VY DIVAR Y ARG Lo e i, ERABEXRETILERH Y £, TAC
MOZITR STV — T 7B R F, = FL_ULDT IV ERERTTEHE, FrL oy
LARV AT atRZL>Tr Yy 7 ENET,

BXDEREA

aAvU R FI4ILE

Zoawry Rk, F—U—FBXO8EIEH D A,

77 4 FOBIEREIZH Y EE A,

ARURE—F EXEC

avy FER Jyy—= EEAR
2.7.0.349 Zoawr FREAINE L
151
W DFIIE., Cisco ISECLI D/L— MIT 7 v 2+ 5 HFEEZ R LTWET,
ise/admin##

ise/admin# permit rootaccess
1. Generate Challenge Token Request

2. Enter Challenge Response for Root Access
3. Show History

4. Exit

Enter CLI Option:

1

Generating Challenge. ...ttt ittt ittt eeneeneenenns

Challenge String (Please copy everything between the asterisk lines exclusively):
LR R R R R R R R R i e R e R S i S S

LR R R R R R R R R i R R i R I R I R e I i I I S i S

Starting background timer of 15mins
1. Generate Challenge Token Request

2. Enter Challenge Response for Root Access
3. Show History
4. Exit

Enter CLI Option:

Response Signature Verified successfully !
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| EXEC £— K CiscolSECLI 27> K
permit rootaccess .

Granting shell access

sh-4.2# 1s
2 .4backup config CT_Deme_Test Rpm
ct_rolling.txt lost+found threadHeapDumpGntr.sh
backup_anc-2.7.0-115.jar corefiles CT_engine-2.7.0-1.0.x86_64.rpm
err.out prrt-server.log tomcat-process-log.txt

backup_guestaccess-upgrade-2.7.0-115.jar corestacks.txt ct persistent.txt
Heap dump20190705 libciscosafec.so0.4.0.1 Thread dump 2019-07-05-19:07:30

sh-4.2# exit

exit

Root shell exited

1. Generate Challenge Token Request

2. Enter Challenge Response for Root Access
3. Show History
4. Exit
Enter CLI Option:
3
R R Rk I I h b b b b b b b b b b h h E b b b b bk i i
SN No : 1

R R IRk I I h b b b b b b b b b I b b h E b b b b b b i

Challenge

generated at 2019 06-12 15:40:01.000

R R IRk I kb b b b b b b b b b b h h b b b b ki

SN No : 2

R R IRk I I I h I b b I b b b b b E b h 2E b b b b bk i

Challenge

generated at 2019 06-12 l5 43:31.000
1 Generate Challenge Token Request
2 Enter Challenge Response for Root Access
3. Show History
4 Exit
Enter CLI Option:
4
Exiting........... ...
ise/admin#
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B ving

ping

EXEC £— K CiscoISECLIaZ > K|

UE— F VAT LEDIERNRIPVE v U —7 B 222 W4 % 12i%. EXEC &— KT ping
o< FEFEHALET,

ping {ip-address | hostname} [df df] [packetsize packetsize] [pingcount pingcount]

B DEREA

aAavv R TFI4ILk

ip-address PING #FE{TT AL AT LDIP T RL A, &
K32 XFOFHTHFR—FLET,

hostname PING # FE(TT AL AT LADEKRA Ny, K
R LFOFETFEYFR— M LET,

df UEE) . o kN TS5 T AT —2 a0
B 248 7E,

df /\"/7‘)% TSGTRA T — g U ESIET AR

fEELICEEEL, a—h oy b
%777%/hT6FAi2[m% RE L 7R
WIGAIE 3 I ELET,

packetsize (&) . PING N7 > hOH A X,

packetsize PING 734 v R DA X% 0~ 65507 DEiH T
fBELET,

pingcount (f£&) ., PING — 2 —ZRDHL,

pingcount PING = =1 —ZLRO¥ % 1 ~ 10 O#iPH THE
LET,

T 74N FOBERERSH D EHA,

AT RE—FR EXEC
vy FERE J1)y—2 TEAR
2.0.0.306 Ioavwy RPREAINE LT,

FEREDHA K542

pinga~y R, =a—FR Xy h&7 RLRICEE L UNEEZRFDHET, pingHid, &
A R ADORADEHEM:, SN ADERIE, KA MIBIZERRENE 5 DEFHMET 2 DIESL B E T,

1

ise/admin# ping 172.16.0.1 df 2 packetsize 10 pingcount 2
PING 172.16.0.1 (172.16.0.1) 10(38) bytes of data.
18 bytes from 172.16.0.1: icmp seqg=0 ttl=40 time=306 ms
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| EXEC £— K CiscolSECLI 27> K

ping .

18 bytes from 172.16.0.1: icmp seg=1 ttl=40 time=300 ms
---172.16.0.1 ping statistics ---

2 packets transmitted, 2 received, 0% packet loss, time 1001lms
rtt min/avg/max/mdev = 300.302/303.557/306.812/3.255 ms, pipe 2
ise/admin#
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. ping6

ping6

EXEC £— K CiscoISECLIaZ > K|

UE— RNV RAT LEDIARPRIPV6 % v T — 7 Hii =2 5121L, EXEC E— KT ping6
g~y REMALET, Ziuk, IPvdping 2~ REFEBIL TV ET,

ping6 {ip-address} [GigabitEthernet {0-3}][packetsize {packetsize}] [pingcount {pingcount}]

B DEREA

AR R FIHILE

ip-address PING #FEATTHL AT LDIPT KL A,
K64 X7 DR T2 Y R—hLET,

GigabitEthernet (EE) . A= VR AT =Tz AR,

0-3 A =Py hAVH—T oA AERIRLE T,

packetsize (&) . PING "7y hOHA X,

packetsize PING /37 v b DA X% 0~ 65507 D#iH T
BELET,

pingcount ({£E) . PING == —Z:RDH,

pingcount PING — 2 —ZLR D% 1 ~ 10 OFFH THIE
LET,

77 4V FOBIEREIZXH Y EE A,

ARURE—F EXEC
av Y FEE DRSS EERE
2.0.0.306 Zoavwr FREASHE L,

FEREDHA R4V

pingé =~ Rix, =a—#RNT v h&2T RURIZEGE L USEEFH E T, ping I,
RA RASDOSRADEHANE, NADIIE, R A MIBERTRENE D a5 D& H E
ﬁqo

pingé =~ > FiZ, BEF? ping =~ & FIZEEIL TWET, pingé =2~ Fi&, IPvd DT
NT7Z AT —vary (pingavy RCulEnTns df) 7y a vahR—hLEE
I AERETA V=T 2 A AR ETEET, AV F—T=A A F T ad, LA~
Z—T A AFEDOT RLVATHDL I 7 a—0) 7 RLRALEDE U HERICESL D £,
packetsize 473 = > & pingcount &7 3 X, ping 2~ ROSE L RERICHERE L £ 9,

511

ise/admin# ping6 3ffe:302:11:2:20c:29ff:feaf:dal5
PING 3ffe:302:11:2:20c:29ff:feaf:da05(3ffe:302:11:2:20c:29ff:feaf:dal05) from
3ffe:302:11:2:20c:29ff:feaf:dal05 ethO: 56 data bytes
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| EXEC £— K CiscolSECLI 27> K

64 bytes
64 bytes
64 bytes
64 bytes

--- 3ffe:

rat min./aft/max/endive

from
from
from
from

3ffe
3ffe
3ffe
3ffe

:302:
:302:
:302:
:302:

11:2
12
2
2

11

11:
11:

:20c
:20c
:20c
:20c

302:11:2:20c:29ff:feaf
4 packets transmitted,

ise/admin#

512

4 received,

:29ff:
:29ff:
:29ff:
:29ff:

:da05b

feaf:
feaf:
feaf:
feaf:

ping

0% packet loss,

da05: icmp_seqg=0
da05: icmp_seqg=1
da05: icmp_seqg=2
da05: icmp_seqg=3
statistics ---

0.065/0.221/0.599/0.220 ms, pipe

ttl=64
ttl=64
ttl=64
ttl=64

time 3118ms

2

time=0.
time=0.
time=0.
time=0.

599
150
070
065

ms
ms

ms

ping6 .

ise/admin# ping6 3ffe:302:11:2:20c:29ff:feaf:da05 GigabitEthernet 0 packetsize 10 pingcount

2

PING 3ffe:302:11:2:20c:29ff:feaf:da05(3ffe:302:11:2:20c:29ff:feaf:dalb)
3ffe:302:11:2:20c:29ff:feaf:dal05 eth0: 10
18 bytes from 3ffe:302:11:2:20c:29ff:feaf:dal05: icmp seq=0 ttl=64 time=0.073 ms
18 bytes from 3ffe:302:11:2:20c:29ff:feaf:dal05: icmp seq=1 ttl=64 time=0.073 ms
--— 3ffe:302:11:2:20c:29ff:feaf:da05 ping statistics ---
2 packets transmitted,

rat min./aft/max/endive

ise/admin#

2 received,

0% packet loss,

data bytes

0.073/0.073/0.073/0.000 ms, pipe

time 1040ms

2

from
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. reload

reload

AU R TIHIE

EXEC £— K CiscoISECLIaZ > K|

Zoawy RiZit, ¥F—U—FBXOSEILIH Y F¥ A, CiscolSE A XL —FT 4 T AT
L&Y 7 — 4221, EXECE— FCredoad 2~ F&EHEHALET,

reload

T 7 4V N OEERMEIZH Y FH AL

AvURE—FR EXEC
av Y FERE )1)—Xx EZEHAR
2.0.0.306 SOawy FAREASHE L,

FRLEDHA KS1 Y

rdoad =2~ NI AT L&Y 77— LET, a7 4Falb—ra AFRET 7 A VAT
L. CLITKEMRAZ = T v T a7 4 Xalb— g lFHf7ar7 4 Fal—arzk
RIFL721% T, rdoad 2~ F&EHA LE T, CiscolSEEFHR—HF /Lt v g THRTELZRT
LET,

reoad 2~ > R&FATT HRIZ, CiscolSER, Ny 77 v i, A A=, Tv7 T
L— R, FITHIBRBEZ EITH TRNWI E 2R L ET, £, application stopise =~ >
K% %47 LT Cisco ISE 7 rz R %451 LE T, T, rdoad v > REETLET,

Cisco ISE S Z 6 DEEEZITo TWAMIZ rdoad =~ > REFETTDH L. IROWT D
EAvb—UNRERENET,

WARNING: A backup or restore is currently in progress! Continue with reload?
WARNING: An install/upgrade/remove is currently in progress! Continue with reload?

INHEDOWTINOOEENFRENTZGE, Ve — N EHITT DI Yess EAT L, F v
BT BIZIENo E A LET,

reload 2~ > ROEHARFICMO 7 a2 ANETEINTOWRWGEA, FRFFRRINDIESE X v
— VI LT Yes & AN LA, ROBRNISET DM ENDH Y £97,

Do you want to save the current configuration?

BETFD Cisco ISE X EEIRITT D720 Yes EANTDHE, DA v E—UNRERINET,

Saved the running configuration to startup successfully

BEANTHE 7 2 — VA — =B A X =T NI > TNDb L, ROBELEX v v—UNEREN
i‘j‘o

PAN Auto Failover feature is enabled, therefore
this operation will trigger a failover if ISE services are not
restarted within the fail-over window. Do you want to continue (y/n)?

FATTHHAIT Tyl . FroBAT58E81F Tl EANLET,
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| EXEC £— K CiscolSECLI 27> K

reload .

511

ise/admin# reload

Do you want to save the current configuration? (yes/no) [yes]? yes
Generating configuration...

Saved the running configuration to startup successfully

Continue with reboot? [y/n] y

Broadcast message from root (pts/0) (Fri Aug 7 13:26:46 2010):

The system is going down for reboot NOW!

ise/admin#

151 2

ise/iseadminffreload cli
SWARNING: : The Cisco ISE CLI will restart now and will be unavailable for a few minutes.

Do you want to continue (yes/no) [no] ?yes
Connection to ise closed.
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EXEC £— K CiscoISECLIaZ > K|
. reset-config

reset-config

IP7 RFLVA, A7 = UxA, RA M, FAA 4, DNS —rs3— NTP #—/3—
7Y, ADE-OS %y hU—2 a7 4Xalb—var%a )ty b9 5121E, EXECE— KT
resst-configz~ > REMHLET, ZNHDONRT A =2 L, REFIZERINDGNNTA—F L
EARICFE LT, BHEAZ., ZOCLINOEHRENRAY— RZEREINDZ EIEHY £
No Flo, ZOa<y RIFBED ISEREE2ITEET—4% %2Vt N LEHA, application
reset-config 2~ R&EMHL T, ZNHDOX A7 ZF[TTEHMNHTY,

reset-config

ATVRFIFILL T IANNOBECHEITH Y EH A,

aTURE—F EXEC
avy FERE )1)—Xx TEAR
2.2.0.470 Zoawy RPREAINE LT,

EELEOHA RS> TETRCTRToP—eARHESHINET,
A

CE)  RAMEEHTL L, OB MAZHEH L TOLSREHEREN ) £5, HLw
RA R EER L T8 LWV ECEAGEAESER S L, HTTPS/EAP T & E T,
Z0/— RTCABAMEIELZMHLMT 256, IELWAA MREIE SNIZH LOGE
AELAR—PLET, F/o. ZO/ —FBAD AL Y O—EFTHLI5E. KtiTT D
AN, AD A =3y FZHIBRL £,
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| EXEC £— K CiscolSECLI 27> K

restore

restore .

VAT LDLURION Y 7Ty P EETT AL, EXECE— K Trestore =~ & L%
T, 18 eH/ElT Cisco ISE 3 L X Cisco ADE OS B DT —# 2t L E 1,

CiscoISE 77’V /r—3 3 > & Cisco ADEOS IZBHT 55T — X 2557 HI121%, ROa~vr Ka

AL £

restore[ {filename} repository {repository-name} encryption-key hash | plain {encryption-key-name} ]

restore [ {filename} repository {repository-name} encryption-key hash | plain {encryption-key-name}

include-adeos]

B DEREA

filename

VR NUVIFET DN I T v T 77 AL
D7 7 AN, Fe K120 LFOTHTF- %5 R —
FLET,

Gx) T 7 AL DIZIT, targpg &V H K
RFE2HTAMERHY £ T
(myfile.tar.gpg 72 &) ,

repository

repository =< R,

repository-name

NI T v e\ DHIVRY M OL4HI,
120 CFECTCTHRELET,

encryption-key

HEE) . Ny o7 v 7R ETTH2—Y—
RO S —2fFELET,

hash

Ny I T TEBILTDHZODONNy 231
5% —, T 25 bz vy va
fbani) Bex—%2BELET, 40 XFF
TCHRELET,

plain

Ny I T v TEETTDHEZODOTL—r TF%
A NOW ¥ —, AT A b7 L —
VTHXFANOKEX—EZRELET, 15 LT
FCTHRELET,

encryption-key-name

hash | plain JE AT —Z2E L £7,

include-adeos

ADE-OS RET —Z Ny 77 v FITAFET
Higa., Ny T w7 EEITL L, Cisco ISE &
V7 —hkLET

BEANTT 74~ VEH /) —F (PAN) OH#7 = — A —NR—FELEA F—T7 ML TN
LA, Ny T v T EETT AR ZOREET A =T ML TLIEEW, BT L

7-5. PANOB#EN 7 = — /LA — "—3&%

ExAFR—T VTR ZENTEET,
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ATV R FI4NN T ANV NOBEERMEITH Y A,

EXEC £— K CiscoISECLIaZ > K|

AvYRE—K EXEC
av Y FEE DR EERE
2.0.0.306 Zoavwry FRHEASHE L,

FEREDAA RZA4 Y

Cisco ISE T restore =~ > R&fEHT 5 &, Cisco ISE — N—NHEWIZHER LET,

F— 2 OEICIIET, BEX—I4 7 a v T, BEXF—%BE LA =LHi0oNy 7
Ty TOETEYR— T 572010, BEF—7/2L Crestore 2~ FEEHTE £,
EEANTPAN OHE) 7 = — LA —R—BENRA R—T N2> TWNB L. IRD A vE—IN
FTRINFET,

PAN Auto Failover is enabled, this operation is

not allowed!

N

Please disable PAN Auto-failover first.

GE)

Cisco ISE Release 1.0 33 &2 TX Cisco ISE Release 1.0 MR D/ 7 7w 7B D1E I, Cisco

ISE Release 1.2 TiEV AR — SN EH A,

Y

GE)

CiscoISEV U —2 1413V V—R12UBETERE LAy 7 T v 7N 0ETE VAR — b

LTWET,

INY DI Ty This ) Cisco ISE

N 7T T hE Cisco ISE

S =

RET—FNDET
RET — X EEILT DI, Roa~vy REFEHLET,

restor e mybackup-CFG-121025-2348.tar.gpg repository myrepository encryption-key plain lablab12

1

ise/admin# restore latest-jul-15-CFG-140715-2055.tar.gpg repository CUSTOMER-DB-sftp
encryption-key plain Test 1234

% Warning:

oe

restore in
restore in
restore in
restore in
Leaving the

o0 oo

oe

Do not use Ctrl-C or close this terminal window until the restore completes.
Initiating restore.

Please wait...

progress: Starting Restore...10% completed

progress: Retrieving backup file from Repository...20% completed
progress: Decrypting backup data...25% completed

progress: Extracting backup data...30% completed

currently connected AD domain

Please rejoin the AD domain from the administrative GUI

oe

restore in
restore in
% restore in
UPGRADE STEP
- Running db

oe

progress: Stopping ISE processes required for restore...35% completed
progress: Restoring ISE configuration database...40% completed

progress: Adjusting host data for upgrade...65% completed
1: Running ISE configuration DB schema upgrade...
sanity check to fix index corruption, if any...
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| EXEC £— K CiscolSECLI 27> K

Rys7 v Ihb0 tiscolSEREF—20Ex |

UPGRADE STEP 2: Running ISE configuration data upgrade...

- Data upgrade step 1/67, NSFUpgradeService(l1.2.1.127)... Done in 0 seconds.

- Data upgrade step 2/67, NetworkAccessUpgrade(l.2.1.127)...

- Data upgrade step 3/67, GuestUpgradeService(1.2.1.146)...

- Data upgrade step 4/67, NetworkAccessUpgrade(1.2.1.148)...
- Data upgrade step 5/67, NetworkAccessUpgrade(l1.2.1.150)...

Done in 0 seconds.
Done in 43 seconds.
Done in 2 seconds.
Done in 2 seconds.

- Data upgrade step 6/67, NSFUpgradeService(1.2.1.181)... Done in 0 seconds.
- Data upgrade step 7/67, NSFUpgradeService(1.3.0.100)... Done in 0O seconds.

- Data upgrade step 8/67, RegisterPostureTypes(1.3.0.170)...

- Data upgrade step 9/67, ProfilerUpgradeService(1.3.0.187)

- Data upgrade step 10/67, GuestUpgradeService(1.3.0.194)...
- Data upgrade step 11/67, NetworkAccessUpgrade (1.3.0.200)...
- Data upgrade step 12/67, GuestUpgradeService(1.3.0.208)...
- Data upgrade step 13/67, GuestUpgradeService(1.3.0.220)...

- Data upgrade step 14/67, RBACUpgradeService(1.3.0.228)...

- Data upgrade step 15/67, NetworkAccessUpgrade (1.3.0.230)...
- Data upgrade step 16/67, GuestUpgradeService(1.3.0.250)...
- Data upgrade step 17/67, NetworkAccessUpgrade (1.3.0.250)...

- Data upgrade step 18/67, RBACUpgradeService(1.3.0.334)...
- Data upgrade step 19/67, RBACUpgradeService(1.3.0.335)...

Done in 0 seconds.
... Done in 5 seconds.
Done in 2 seconds.
Done in 0 seconds.
Done in 2 seconds.
Done in 0 seconds.
Done in 15 seconds.
Done in 3 seconds.
Done in 0 seconds.
Done in 0 seconds.
Done in 9 seconds.
Done in 9 seconds.

- Data upgrade step 20/67, ProfilerUpgradeService(1.3.0.360)... ...Done in 236 seconds.
- Data upgrade step 21/67, ProfilerUpgradeService(1.3.0.380)... Done in 4 seconds.

- Data upgrade step 22/67, NSFUpgradeService(1.3.0.401)...
- Data upgrade step 23/67, NSFUpgradeService(1.3.0.406)...
- Data upgrade step 24/67, NSFUpgradeService(1.3.0.410)...
- Data upgrade step 25/67, RBACUpgradeService(1.3.0.423)...

- Data upgrade step 26/67, NetworkAccessUpgrade (1.3.0.424)...

- Data upgrade step 27/67, RBACUpgradeService(1.3.0.433)...

- Data upgrade step 28/67, EgressUpgradeService(1.3.0.437)...

- Data upgrade step 29/67, NSFUpgradeService(1.3.0.438)...
- Data upgrade step 30/67, NSFUpgradeService(1.3.0.439)...

Done in 0 seconds.
Done in 0 seconds.
Done in 2 seconds.
Done in 0 seconds.
Done in 0 seconds.
Done in 1 seconds.
Done in 1 seconds.
Done in 0 seconds.
Done in 0 seconds.

- Data upgrade step 31/67, CdaRegistration(l1.3.0.446)... Done in 2 seconds.

- Data upgrade step 32/67, RBACUpgradeService(1.3.0.452)...

- Data upgrade step 33/67, NetworkAccessUpgrade (1.3.0.458)...

- Data upgrade step 34/67, NSFUpgradeService(1.3.0.461)...

Done in 16 seconds.
Done in 0 seconds.
Done in 0 seconds.

- Data upgrade step 35/67, CertMgmtUpgradeService(1.3.0.462)... Done in 2 seconds.

- Data upgrade step 36/67, NetworkAccessUpgrade (1.3.0.476)...
- Data upgrade step 37/67, TokenUpgradeService(1.3.0.500)...

- Data upgrade step 38/67, NSFUpgradeService(1.3.0.508)...
- Data upgrade step 39/67, RBACUpgradeService(1.3.0.509)...
- Data upgrade step 40/67, NSFUpgradeService(1.3.0.526)...
- Data upgrade step 41/67, NSFUpgradeService(1.3.0.531)...
- Data upgrade step 42/67, MDMUpgradeService(1.3.0.536)...
- Data upgrade step 43/67, NSFUpgradeService(1.3.0.554)...

- Data upgrade step 44/67, NetworkAccessUpgrade (1.3.0.561)...

- Data upgrade step 45/67, RBACUpgradeService(1.3.0.563)...

Done in 0 seconds.
Done in 1 seconds.
Done in 0 seconds.

Done in 17 seconds.
Done in 0 seconds.
Done in 0 seconds.
Done in 0 seconds.
Done in 0 seconds.
Done in 3 seconds.
Done in 19 seconds.

- Data upgrade step 46/67, CertMgmtUpgradeService(1.3.0.615)... Done in 0 seconds.

- Data upgrade step 47/67, CertMgmtUpgradeService(1.3.0.616)... Done in 15 seconds.

- Data upgrade step 48/67, CertMgmtUpgradeService(1.3.0.617)... Done in 2 seconds.

- Data upgrade step 49/67, OcspServiceUpgradeRegistration(1.3.0.617)... Done in 0 seconds.

- Data upgrade step 50/67, NSFUpgradeService(1.3.0.630)...
- Data upgrade step 51/67, NSFUpgradeService(1.3.0.631)...

Done in 0 seconds.
Done in 0 seconds.

- Data upgrade step 52/67, CertMgmtUpgradeService(l1.3.0.634)... Done in 0 seconds.
- Data upgrade step 53/67, RBACUpgradeService(1.3.0.650)... Done in 8 seconds.

- Data upgrade step 54/67, CertMgmtUpgradeService(1.3.0.653)... Done in 0 seconds.
- Data upgrade step 55/67, NodeGroupUpgradeService(l1.3.0.655)... Done in 1 seconds.
- Data upgrade step 56/67, RBACUpgradeService(1.3.0.670)... Done in 4 seconds.

- Data upgrade step 57/67, ProfilerUpgradeService(1.3.0.670)... Done in 0 seconds.
- Data upgrade step 58/67, ProfilerUpgradeService(1.3.0.671)... Done in 0 seconds.

- Data upgrade step 59/67, ProfilerUpgradeService(1.3.0.675)...

................................... Done in 2118 seconds.
- Data upgrade step 60/67, NSFUpgradeService(1.3.0.676)...

- Data upgrade step 61/67, AuthzUpgradeService(1.3.0.676)...

Done in 1 seconds.
Done in 20 seconds.
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B 979 Fr50ciscolsEBET—2 0ER

- Data upgrade step 62/67, GuestAccessUpgradeService(1.3.0.676) ... ....... Done in 454
seconds.

- Data upgrade step 63/67, NSFUpgradeService(1.3.0.694)... Done in 0 seconds.

- Data upgrade step 64/67, ProvisioningRegistration(1.3.0.700)... Done in 0 seconds.
- Data upgrade step 65/67, RegisterPostureTypes(1.3.0.705)... Done in 0 seconds.

- Data upgrade step 66/67, CertMgmtUpgradeService(1.3.0.727)... Done in 0 seconds.

- Data upgrade step 67/67, ProvisioningUpgradeService(1.3.105.181)... .Done in 103
seconds.

UPGRADE STEP
% restore in
% restore in
Stopping ISE
ISE Identity

3: Running ISE configuration data upgrade for node specific data...

progress: Restoring logs...75% completed
progress: Restarting ISE Services...90% completed

Monitoring & Troubleshooting Log Processor...
Mapping Service is disabled

ISE pxGrid processes are disabled

ISE
ISE
ISE
ISE
ISE
ISE
ISE
ISE
ISE
ISE
ISE
ISE

Stopping
Stopping
Stopping
Stopping
Stopping
Stopping
Starting
Starting
Starting
Starting
Starting
Starting
Note:
CLI to
% restore in
ise/admin#

INY T Ty THh 50 Cisco ISE E1{E 57—

ISE Processes are initializing. Use

Application Server...

Certificate Authority Service...

Profiler Database...

Monitoring & Troubleshooting Session Database...
AD Connector...

Database processes...

Monitoring & Troubleshooting Session Database...
Profiler Database...

Application Server...

Certificate Authority Service...

Monitoring & Troubleshooting Log Processor...

AD Connector...

'show application status ise'
verify all processes are in running state.
progress: Completing Restore...100% completed

2 DETT

N 7T TG Cisco ISE BMWET — X ZH 0§ 511X, Roa~vy REFEHLET,
restor e mybackup-OPS-130103-0019.tar.gpg repository myrepository encryption-key plainlablabl2

1

ise/admin# restore mybackup-OPS-130103-0019.tar.gpg repository myrepository
encryption-key plain lablabl2

% Warning:

restore in
restore in
restore in
restore in
Stopping ISE

o0 o0 oo oo

ISE
ISE

Stopping
Stopping
Stopping ISE
Stopping ISE
restore in
restore in

)

°
3
S

Do not use Ctrl-C or close this terminal window until the restore completes.
Initiating restore.

Please wait...

progress: Starting Restore...10% completed

progress: Retrieving backup file from Repository...20% completed
progress: Decrypting backup data...40% completed

progress: Extracting backup data...50% completed

Monitoring & Troubleshooting Log Processor...

Application Server...

Profiler DB...

Monitoring & Troubleshooting Session Database...
Database processes...

checking for upgrade

Starting M&T
ISE Database

ISE M&T Session Database is already running,

Starting ISE
Starting ISE

progress: starting dbrestore....... 55% completed
progress: ending dbrestore....... 75% completed
DB upgrade
processes already running, PID: 30124

PID: 484

Profiler DB...
Application Server...
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1Ry 57y T Cisco ISE 852 F—4 & & U Cisco ADE 08 7— 52 07 [

ISE M&T Log Processor is already running, PID: 837
Note: ISE Processes are initializing. Use 'show application status ise'
CLI to verify all processes are in running state.

% restore in progress: Completing Restore...100% completed
ise/admin#

INYD T ThibD CiscolSEERTET—2 & KU CiscoADEOS 7— 432 D

Ex

Cisco ISE ADE OS 7 —# % & ¥¢ Cisco ISE % ET — ¥ Z1HILT HIZi%, ko a~<w> R&EEHAL
F9,

restor e mybackup-CFG-130405-0044.tar.gpg repository myrepository encryption-key plain Mykey123
include-adeos

1

ise/admin# restore mybackup-CFG-130405-0044.tar.gpg repository myrepository encryption-key
plain Mykeyl23 include-adeos
Warning: Do not use Ctrl-C or close this terminal window until the restore completes.

oe

Initiating restore. Please wait...

% restore in progress: Starting Restore...10% completed

% restore in progress: Retrieving backup file from Repository...20% completed
% restore in progress: Decrypting backup data...25% completed

% restore in progress: Extracting backup data...30% completed

% restore in progress: Stopping ISE processes required for restore...35% completed
% restore in progress: Restoring ISE configuration database...40% completed

% restore in progress: Updating Database metadata...70% completed

% restore in progress: Restoring logs...75% completed

% restore in progress: Performing ISE Database synchup...80% completed

% restore in progress: Completing Restore...100% completed

Broadcast message from root (pts/2) (Fri Apr 5 01:40:04 2013):
The system is going down for reboot NOW!

Broadcast message from root (pts/2) (Fri Apr 5 01:40:04 2013):
The system is going down for reboot NOW!

ise/admin#
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. rmdir

rmdir

EXEC £— K CiscoISECLIaZ > K|

BEfEOF 4 L7 MU ZHIRT A121Z. EXEC E— R Trmdir =~ REFEHLE T,

rmdir directory-name

BX DA

> —

aARETI7HILE

directory-name

T4 L7 N4, BK 80 LTFORET- &Y
H—FLET,

77 4V FOBIEREIZH D EE A,

ARURE—F EXEC

av Y FEE DRSS EENE
2.0.0.306 Zoavwr FRHEASHE L
i

ise/admin# mkdir disk:/test

ise/admin# dir

Directory of disk:/

4096
4096
16384
4096
4096

May
May
Mar
May
May

Usage for disk:

ise/admin#

ise/admin# rmdir disk:/test

ise/admin# dir

Directory of disk:/

06
06
01
06
07

2010
2010
2010
2010
2010

13:
13:
16:
13:
12:

filesystem

34
40
07
42

:49
:59
127
:53
26:

04

activemg-data/
logs/
lost+found/
target/

test/

181067776 bytes total used

19084521472 bytes free
20314165248 bytes available

4096 May 06 2010 13:34:49 activemg-data/

06 2010 13:40:59 logs/

01 2010 16:07:27 lost+found/
06 2010 13:42:53 target/

4096
16384
4096

May
Mar
May

Usage for disk:

ise/admin#

filesystem

181063680 bytes total used

19084525568 bytes free
20314165248 bytes available
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| EXEC £— K CiscolSECLI 27> K

ssh .

ssh
UE— AT AEDFLENT® Yy v a VERBT HICIX, EXECE— R Tsh 2w 2 R
EEHALET,
“
GF) BHEEFFa—Y—RZoa~vr FEEHTEET
ssh [{ip-address | hostname} ] [username] [ port {port number | version {1| 2}]
ssh delete host {ip-address | hosthame}
HEXDERA ip-address UE— kAT LD IPV4/IPV6 7 KL AR
64 LFOEFH Y R— M LET,
hostname UE—h AT LDKRA M, K64 LFD
T EYR—NLET,
username SSHE/TLTr /A L Tnda—P—Da—
P—4,
port HEE) . VE—F FAAFDOR— FEELZR
Lij‘o
port number H— F DAL 0 ~ 65,535 TT., 77
JU bk A— ME 22 T,
version FEE) . X"—=VarFErnrLET,

version number

SSH A=V g & H1BLIN2, 7411
D SSH X— g 132 T,

delete

BEDKRARNDSSH 7 4 H—71 > %4l
ML E9,

host

HRARNXF—NHIBRESNDVE— K VAT LD
Z]_\‘X ]\%0

ip-address

UE—hF 2T LD IPV4/IPv6 7 KL A& K
64 LFDOIETEYFR— T LET,

hostname

JE—h VAT ADFEA M, BRK64LFD
T A R— R LE T,

ARURFIANR T AETT

ATV RE—F EXEC
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EXEC £— K CiscoISECLIaZ > K|

. ssh

avy FNERE )= EEAR

2.0.0.306 Zoavry RPRBEAIShE L,

ERLDAA 54> shavy FiE, YAFAnbRIOY E— k¥ 27 AELITH— =i, RRANRLSNT
BEge ST LE T, SSHZ 7472 M, RIEB LU LY, eFaTeky hU—
U kTR aT RBENTE T,

\}

(GE)  CiscolISE X, FIPS E— KW ISE THINZ /2> TWRWEAS TS, FIPS E— K TH{3 SSH
F 721X SFTP #5#c # Bt L ¥ 3, ISE LI 9 5 U E— k SSH F721% SFTP H#—/—n
FIPS 140-2 AR EALT VLT Y AL EZFT L TWDH I EaMERLET,

CiscoISE TlL. A D FIPS 140-2 DIREEFHE A LT Y 2 — LM SN Tk,
FIPS 27T A 7 ADEROFEHIZ OV T, [FIPS Compliance Letter] % £ L T<
720,

11

ise/admin# ssh 172.79.21.96 admin port 22 version 2
ssh: connect to host 172.79.21.96 port 22: No route to host
ise/admin#

151 2

ise/admin# ssh delete host ise
ise/admin#
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| EXEC £— K CiscolSECLI 27> K

tech

tech .

WIRLERY NV = A B —T 2 A A LD NT T 4 v 72X 745213, EXECE—RT

tech 2z~ FEEHLET,

BX DA dumptcp

TCP R rr—kay ) — )W Z P LUET,

interface-number

XHEY P —F Ry A =T = A AD
EFE (0~3) ,

count

BN —VBERELET, T 74 B
IR (HIBR7Z2 L)

package-count

1 ~ 10000 ZH¥H—FLET,

jostat

3BTV ORI IULEREEE (CPU) O#EEHE#R
BLOTNA RER—=FT 4 a O ANHIIHT
FHERAE L Y — K S L ET, Linux D
jostat 2> FEZM LTI E IV,

iotop

ISE / — K ED 7 ut R L I\ZIER O A
RERHLEI,

killgdb

ProcessID (2353 T GDB 7' 2 & & % jfiffill #&
TLET

mpstat

Ay —WIREEND 7 ety IR R
A7 UET, Linux O mpstat 22 K%
ZRLTIZE N,

netstat

3BV —NIZEEINDS Ry
U — 7 BEEHR A X7 LET, Linux O
netstat 2~ RZZH L TS EE W,

top

FITHDL AT LOXATFTI v IR TIH
ALhECa—%2Z T LES, RyFE—RT
SEZEIZFETENET, Linux D top 2
FEHZEBLTLIIEEN,

vmstat

3RHIVDOAEY, TrERLEN—D T
P~ —1FREZ 7 LE7, Linux ® vmstat
avy REHRLTIEIN,

ARVETIFLE T AET

ARURE—F EXEC
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. tech

EXEC £— K CiscoISECLIaZ > K|

avy FNERE

Jy—= EERNE
2.0.0.306 Zhawry RREASNHE L,

FEREDHA K54 > techdumptep D7) T bad UDP cksum DEE R FoR S - d . MBEORK TIIRWEERH

v ¥7, techdumptep=~ 2 Rk, 41—y b~vArmrmtyh a2 LTHRTTHAEIIC,

FAGry FEMRET, BHOA =V Ry N TFyTEREAT Y b OF =y 7 AEFHEL
EFTN, ARV —=T 4T VAT L YT I =T DAY v 7 IFETLERA, LA T,

{5737 > RA3bad UDP cksum & L TEFE IND Z LITERE TEIHY £HA,

11

ise/admin# tech dumptcp 0 count 2

Invoking tcpdump. Press Control-C to interrupt.

tcpdump: listening on eth0O, link-type EN1OMB (Ethernet), capture size 96 bytes

2 packets captured

2 packets received by filter

0 packets dropped by kernel

02:38:14.869291 IP (tos 0x0O0, ttl 110, id 4793, offset 0, flags [DF], proto: TCP (6),
length: 40) 10.77.202.52.1598 > 172.21.79.91.22: ., cksum 0xelO5 (correct),
234903779:234903779(0) ack 664498841 win 63344

02:38:14.869324 IP (tos 0x0, ttl 64, id 19495, offset 0, flags [DF], proto: TCP (6),
length: 200) 172.21.79.91.22 > 10.77.202.52.1598: P 49:209(160) ack 0 win

12096

ise/admin#
151 2
ise/admin# tech iostat
Linux 2.6.18-348.el5 (ise) 02/25/13
avg-cpu: Suser %nice %$system %$iowait S$steal $idle

7.26 0.73 4.27 0.77 0.00 86.97
Device: tps Blk read/s  Blk wrtn/s Blk read Blk wrtn
sda 16.05 415.47 1802.16 3761049 16314264
sdal 0.01 0.23 0.00 2053 22
sdaz2 0.02 0.22 0.04 1982 354
sda3 0.01 0.29 0.02 2626 152
sda4d 0.00 0.00 0.00 14 0
sdab 0.00 0.16 0.00 1479 0
sda6 0.49 0.24 7.45 2189 67400
sda’7 15.51 414.27 1794.66 3750186 16246336
ise/admin#
151 3
ise/admin# tech mpstat
Linux 2.6.18-348.el5 (ise) 02/25/13
02:41:25 CPU Fuser %nice %sys %Siowait %irqg %soft S%steal %idle
intr/s
02:41:25 all 7.07 0.70 3.98 0.74 0.02 0.14 0.00 87.34 1015.49
ise/admin#
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| EXEC £— K CiscolSECLI 27> K
terminal length .

terminal length

BEDY v ¥ a o COBIEONAR B E O T Z R ET 2121, EXEC £— R T terminal length
a~vy REfHLET,

terminal length integer

X NN length BEOWREHIZERT D, BIfEOE YT 3
VOITERERE LET,
integer B DT, 0~511TOHPHATHREL £,

0 ZfEET D &, HmEmM ToO—RpEIER
F 4 —T Mz F£1,

ATV R FI4IN T 7 AN NOITEITBAEDE v v a3 BT 2 BIEDOMARBEEIZ % LT 24 TY,

ARV FE—F EXEC
av Y REE ) 1y—2 KENE
2.0.0.306 Zoavwry RBREAINE L,

FEREDAHA KS4> YAT Alidlength DIEZEN LT, EE@EEOH DRI —FHFIET 22 4 I 72 RELE
j‘o

1

ise/admin# terminal length 24
ise/admin#
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EXEC £— K CiscoISECLIaZ > K|
. terminal session-timeout

terminal session-timeout

TRTCOY Y a NN TLHET VT4 TEA LT 7 NaHET HITIE, EXECE— RT
terminal session-timeout =~ > R&HEH L £9,

terminal session-timeout minutes

WX D5 session-timeolt FARTOE Y v a K LT, FTIT 4T
YA BT Y M ERELET.

minutes T VT 4T ZA LT T NOSEL, EOHFE
130~ 525,600 T3, ¥r (0) 245ET5 L
BA LT RNTF =T 2720 F9,

ATV RFI4INR T IANIDEYTa Ly EA LT T L3055 TT,

ARV FE—F EXEC
av Y REE ) 1y—2 KENE
2.0.0.306 Zoavwry RBREAINE L,

EELOHA K54 > terminasession-timeout 7~ > K&Enr (0) ICRETHE, YA LT U MBRESNLEE A,
1

ise/admin# terminal session-timeout 40
ise/admin#
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| EXEC £— K CiscolSECLI 27> K
terminal session-welcome .

terminal session-welcome

121, EXEC &— K T terminal session-welcome =< > K& {#H L £9°,

terminal session-welcome string

BX DA session-welcome CAF AR T A T HFTRCO L — |

BRINDHAR v B—T % T AT HDTERE
L‘ij_o

string WA v —, RK2023 XFORET %
AR—FLET, XML TP SN CRITEFA]
SNERA,

AT VR FI4NN T ANV NOBEBERMEITH Y A,

ARV FE—F EXEC
2wy FEE yy—2 RENE
2.0.0.306 Zoavwry RBREAINE L,

EELEOHA KS4y CLIICRZ A Lzt Eilavy Ry MEEO EBICFE RSN LA v & — V2 45E
L/i‘g—o

1

ise/admin# terminal session-welcome Welcome
ise/admin#
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EXEC £— K CiscoISECLIaZ > K|
. terminal terminal-type

terminal terminal-type

BAEDE v ¥ a VOBIEDOEBIIHSE SN DR DO X A 755 ET 5I21E, EXEC £— KT
terminal terminal-type =~ > R&fH L £,

terminal terminal-type

X DA terminal-type BHE SN TWABRDO X A FEHIEELET,
T 7 v hDOUEE S A 7 1L VT100 T,

type SRDARIE XA TEER L, TOH—E R
DEA TEMETHHRA ML D mART
T—arEFALET, RK80LFD R
TEVR—-FLET,

AvY R F740k VIO

ARV FE—F EXEC
av Y REE ) 1y—2 KENE
2.0.0.306 Zoavwry RPREAINE L,

FEREDHA K54 VTI00 LSOGEIE, WKY A TH2RmLET,
show terminal =~ R&AEH LT, Wk Z A 71T 5 FMEERT~THZ L HTEET,

il

ise/admin# terminal terminal-type vt220
ise/admin#
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| EXEC £— K CiscolSECLI 27> K
traceroute .

traceroute
Ry ISR DT RLAILKEESND & EICERICE S V— M 21213, EXECE—
R Ctraceroute =~ > R&2MFH L £7,
traceroute [ip-address | hostname]

X D ip-address JE— b VAT LD PVAT KL X, 5K 64

LF DR Fa Y R—F LET,

hostname JE—h AT LADFEA R, BK64ATFED
W T EVR—MLET,

ATV R FI4NN T AN NOBEERMEITH Y A,

ARV kFE—F EXEC

avy FERE J)1y—= EERNE
2.0.0.306 ZOavy RPREHEAINE LT,
151l

ise/admin# traceroute 172.16.0.11

traceroute to 172.16.0.11 (172.16.0.11), 30 hops max, 38 byte packets
1 172.16.0.11 0.067 ms 0.036 ms 0.032 ms

ise/admin#
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. undebug

undebug

EXEC £— K CiscoISECLIaZ > K|

TNy JRERE A B2 9 521X, EXEC £— R Tundebug =2~ > RZHH L F9,
undebug [ all | application | backup-restore| cdp | config | copy | icmp | locks| logging | snmp | system

| transfer | user | utils]

BX DA all

FTRCOT NN T T 4 8—T NI LET

application

TV r—vary Ty A,

call: TRTOT TV r—varO7 Ry
TN ET 4 =T M LET,

einstall : 77V r—2 a3 DA A —)L
OF Ry TN ETF 42— LET,

s operation : 7V rr— g UEEDOT N
THHET 4 —T7 Mz LET,
euninstall : 7V r—ra3 DT A A
M= DFT Ny TN %ET 4 Z—T NIZ
L/iﬁ—o

backup-restore

Tr7ANENRN I T v TBLIOETLLET,

call: Ry T v TBIOETT, T
DTNy TN ET 4 B—T M LET,

ebackup : N 7T v TEBIOEILT, Ny
0T T OT Ny TN =T 4 8—T L
I LET,

* backup-logs : /N> 7 7 v 7B L OEIL T,
Ny I T o7 aldOTF Ny 7HhET 4
=7 LET,

e history : /N> 7 7 v B IWMETL T, B
DTNy TWhET 48— M LET,
s restore : /N7 T v 7B IOMEL T, oo
OFT NNy THIETF 4 —7 W LET,
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| EXEC £— K CiscolSECLI 27> K

undebug .

cdp

Cisco Discovery Protocol (CDP) 1> 7 ¢ ¥ =
L—a 774,

e all : 3~T® Cisco Discovery Protocol = >/
TA4X 2l —aOTF NNy TH T ¢
-7 LET,

+ config : Cisco Discovery Protocol ® =2 2777 ¢
Xal—varDFRy THhET 4 &—
T LET,

« infra : Cisco Discovery Protocol D1 > 7 Z

ANTIF DTNy THNET 4 B—
TN LET,

config

a7 4Falb—rary 7Ty A,

call: TRTOAL T 4 F2L— 3D
TRy THNET 4 =T M LET,

ebackup : Nv /T v 2T 4 F¥alb—
varOT Ny M ET 4 B—T NI
LET,

eclock: 7wy /7 a7 4F¥alb—v g
DTNy TN ET 42— Mz LET,

einfra: 27 4 X2l —ar 7T
ARNT I F DTNy THNET 4 &—
T LET,

ekron: I~ R AFYVa—F a7y
Fal—arOFNy ITHNET 4 &—
T LET,

snetwork : Xy NU—27 a7 4 F a2 b—
YarOTF Ny ZHMNET 4 =TT
LET,

erepository : UARTY MY a7 4 Fal—
YarOTF Ny ZHNET 4 B—T 1T
l—/i‘d‘o

eservice : Y—ERX a7 4 Fal— 3
YOTFT Ny TN ET =T M LE
‘a‘o

copy

ab—av R,
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. undebug

EXEC £— K CiscoISECLIaZ > K|

icmp

ICMPa— 5D ay 7 4 Fal—g ),

all : ICMP =2 —5&0=a L7 4 X2 l—3i 3
YOFTRCOT Ny TN ET 4 B—TIC
LET, 0~7DORITL_AEZHELET, 0
FER, 7TIET_XTERLET,

locks

Uyy—2mavyxo T,
call : T RTCHV Y —RA avXx o TOT
Ny TWhET 42— M LET,

efile: 77 A2 yX 2 TOTF Ry THIT
AT 4= LET,

logging

X s ary7 4 Xal—yaryZyrAIl,

all: e F o7 a7 4 F¥alb— g DT
TOT Ry TN ET 42—V LET,

snmp

SNMP 22> 7 4 Xal—Yay 77/,

all: SNMP 27 4 Fal—va vyDF T
DTNy THH & T 4 E—=T7 M LET,

system

AT T A,
call : TRTDUVARAT A T 7ANDT /Ny
THA T 4 E—T I LET,
eid: VAT AID DT Ry TN ET 4
=7z LET,
sinfo : VAT LEROT NN THNET 4
=TIz LET,

init : AT AP OT S T T E
Fo4E—7 M LET,

transfer

7 7 A JVERIE,

user

call : TRTO—F—FHDOT v 7 H
NhET =T LET,
s password-policy : /XA T — KR U o —D

D= P —EROTF Ny TN T 4 £ —
T LET,
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| EXEC £— K CiscolSECLI 27> K

undebug .

utils a—T 4 VT4 a7 4 FXalb—var Iy
A I,
all: TR CHO2—FT 4 VT a7 4 Fa2l—
arOT Ny TN ET 4 =T ML E

R
AT VR FI4NN T 7ANNOBEERMHEITH Y A,
ARV FE—F EXEC
av Y RERE )1)—2R TEAR
2.0.0.306 Zoavy RPEAINE LT,
!l

ise/admin# undebug all
ise/admin#
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EXEC £— K CiscoISECLIaZ > K|

Bl which

which

BHE CLI CEMAAgERa~ > RONEEERT HIT1E, EXEC E— R Twhich 2~ R&ff
ALET,

which

B DEREA Zoaxy RZE, F—U—FBXIUOGHEITH Y THA,

ATV R FI4NE T ANV NOBEBERMEITH Y A,

ARURE—F EXEC
av Y FEE DRSS EENE
2.0.0.306 Zoavwr FRHEASHE L

FEREEDHA K54 > whichlFFEL 2~ FTF, whichiZ CiscolSE T TEETN, a~v N7 o CTEMAFE
ANUTRRLED ELEHEG, CLIA V2T 7T 4 T~V FITEER R ENER A,

151
WoFE, which D ZRL TWET,

ise/admin# which
application configure<STRING>

—

[ .

[ 2]. application 1install<STRING><STRING>

[ 3]. application remove<STRING>

[ 4]. application reset-config<STRING>

[ 5]. application reset-passwd<STRING><STRING>

[ 6]. application start<STRING>

[ 71. application start<STRING> safe

[ 8]. application stop<STRING>

[ 9]. application wupgrade cleanup

[ 10]. application upgrade prepare<STRING><STRING>
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| EXEC £— K CiscolSECLI 27> K

write .

write
CiscoISE— "—f%Ex a ' — For, FI3EET HI21E. EXECE— KTt ies % 5
ELTwritea~=> REFEHALET,
write[ erase| memory | terminal ]

¥EXDEHEA erase AR =TT ar7 s Fal—a w2l

ELFET, ZOF 7 3 0%, Cisco ISE Tl
F A4 EB—TINTT,

memory

FiTar 74 Xalb—varvk, A¥—F T v
Far7 4 Xal—Iaricar—_L%F7,

terminal

FifTar 7 4 F¥al—rgrEaryy—l
avr—LET,

ATV RFI4ILL T AN NOBERHEIZH Y EH A,

ATV RE—F EXEC
avy FRERE )1)—Xx EENAE
2.0.0.306 ZThavwr RPREAINE LA,

FEREDHA K54 > CiscolSE TiL, write 7~ RTerase 47 v a VAFEATHZ LI TEEEA,
erase 47/ a b write 2V REEBIZHHTSH L, CiscolSEIIRDODTT— A vEe—T%

FRLET,

% Warning: 'write erase' functionality has been disabled by application: ise

511

ise/admin# write memory
Generating configuration...
ise/admin#

15 2

ise/admin# write terminal

Generating configuration...
I

hostname ise
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EXEC £— K CiscoISECLIaZ > K|

. write
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EXEC Show E— F® CiscoISECLI a7 > F

ZDET(E, EXEC E— FT Cisco ISE REDFRITHMT 2 bER a2~ FD15TH
Hshow 2~ RIZOWTHHLET, ZOETIE, a~vr FT &L, ZOMERHFIEOERZ:
P, avr RO, HEOTA R4, BIOMERBIZRLET,

s show (117 X—7)

« show application (118 ~<—")

s show backup (121 ~—73")

* show banner (123 ~<—)

s showedp (124 —7)

s show clock (126 ~X—7%)

» show container (127 ~X—3°)

s show cpu (132 X—7)

e show crypto (135 ~X—73)

s show disks (136 ~X—)

s show icmp-status (138 ~<X—1”)

+ show interface (140 ~<—73)

+ show inventory (142 ~X—73")

s showip (144 ~X—)

* show ipv6 route (145 ~—73°)

* show logging (146 ~<X—1)

s show logins (149 ~X—7)

+ show memory (150 ~X—73")

s showntp (151 ~X—)

» show ports (152 ~X—3)

* show process (154 ~—737)

« show repository (156 ~X—1)

» show restore (158 ~X—3)

+ show running-config (159 ~X—73")

+ show snmp engineid (161 ~X—73)

« show snmp user (162 ~<X—3)
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EXEC Show E— F® Cisco ISECLI 2 < > K I

» show startup-config (163 ~X—2)
+ show tech-support (165 ~<—1")
» show terminal (167 ~X—73")

+ show timezone (168 ~<X—1)

» show timezones (169 ~X—1)

s showudi (170 ~X—7)

s show uptime (171 ~<—737)

s show users (172 ~X—7)

* show version (174 ~_—73°)
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I EXEC Show E— K ® Cisco ISECLI 2T > K

show

AU R TIHIE

FATL AT LD AFTT 5121, EXEC E— R Tshow 2~ F&2MHA L £,
show keyword

7T 7 4V h OEBHEEIZH D FH AL

show .

AvURE—FR EXEC
av Y FRERE )1)—Xx EZERNE
2.0.0.306 ooy FRAEASHE L,

FRLEDHA KSA Y

FTA_XTO show 2~ Nid, BT 2720120 < b 1 2DF—TU — RRMETT,

!l

ise/admin# show application

<name> <Description>

ise Cisco Identity Services Engine
ise/admin#
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. show application

show application

VAT AIA VAR ENTWABT S r—2 g Ny r—V % FRT AL, EXEC E—

K -C show application =~ > K& L £,
show application > file-name
show application [status {application_name} ]

show application [version {application_name} ]

EXEC Show E— F® Cisco ISECLI 2 < > K I

B DEREA

. Cisco Identity Services Engine ') 1) —X 27CLI ) 77 LA HA K

> MAhzxE77A MV FAL L7 FLET,

file-name CiscoISET 7'V ir—3 a MNERERAFTH T 7
A VDL Hi,

status AL VAR=ILEINTWAET T r—v 300
AT —H AT LET,

version AVABR=ILEINTWBET S r— g

(CiscoISE) DT 7V fr—a v "=V a
RFRLET,

application_name

AL VAR=NLEINTWBET TV r—v a0
%_H\_ILJ‘O

I E A 2%k

s begin : —HT B/ NF— 1 K80 LFD
e AR— N LET,

count : HIJDITE A= Z o FLET, H
78 count DIZIZE T2 BIML 77,

| = count O HAEAG T %L,

end : —ETHITTHRTLET, K80
WFEOFERTEYR— M LET,

exclude : —ET 21T LT, &K
80 LFDHEMTFH#YFR— N LET,

include : —E 3T AT &EHET, &K 80
NTFOEBETAEYFR— N LET,

last : HADREOHAITZRRLET, H
i last DRICETEZIBMLEF, 801T%
TRRTEEY, 774V MIOTT,

| : last O I MERG 124K,




| EXEC Show E— K ® Cisco ISECLI 2T > K
show application .

ATV R FI4NN T ANV NOBEBERMEITH Y A,

AvYRE—K EXEC
av Y FEE DRSS EERE
2.0.0.306 Zoavwry FRHEASHE L,

FERALEDAAKSAY YATAIA VA= AENTWO Ry S —VICElT 27 7 r—va VAT =2 AL A—
Va rEFRT HICIE, show application =~ > K& H L E7,

511

ise/admin# show application

<name> <Description>

ise Cisco Identity Services Engine
ise/admin#

151 2

ise/admin# show application version ise
Cisco Identity Services Engine

Version : 1.3.0.672

Build Date : Thu Jun 19 19:33:17 2014
Install Date : Thu Jun 19 21:06:34 2014
ise/admin#

11 2

ise/admin# show application version ise
Cisco Identity Services Engine

Version : 1.4.0.205

Build Date : Tue Mar 3 05:37:10 2015
Install Date : Tue Mar 3 21:06:34 2015
ise/admin#

113

CiscoISETIIA 7 gy (WY FR_R—=X) TFREADAT—F ANRFRINET, pxGrid,
Certificate Authority, M&T. Identity Mapping Service 72 & D7 12 & AL, IROIKIED TN
Y ET,

« 47 (Running) : Cisco ISE ¥— & 2 [ 3EME)H TF
« EITL T2y (NotRunning) : CiscoISE—E R [Ty v v h ¥ U SN TWET

7 4t —7/L (Disabled) : CiscoISE #—b R |ITF 4 E&—7 /L TF

ise/admin# show application status ise
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. show application

ISE PROCESS NAME

EXEC Show E— F® Cisco ISECLI 2 < > K I

PROCESS ID

Database Listener

Database Server

Application Server

Profiler Database

AD Connector

M&T Session Database

M&T Log Processor

Certificate Authority Service
pxGrid Infrastructure Service
pxGrid Publisher Subscriber Service
pxGrid Connection Manager
pxGrid Controller

Identity Mapping Service
ise/admin#

running
running
running
running
running
running
running
running
disabled
disabled
disabled
disabled
disabled
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3688
41 PROCESSES
6041
4533
6447
2363
6324
6263



| EXEC Show E— K ® Cisco ISECLI 2T > K
show backup .

show backup

VAT LDy T o TBEETNIN I T v T DAT —H A% FKRT HIZIE, EXECE— R
C show backup =~ > RZ&HH L F9,

show backup [history | status]

KEST D EHEA history VAT AN LDy 7Ty TIZEET % EREE SR
ZFRRLET,
progress VAT LDy T T AT —H AR
l/\i‘é"o

ATV R FI4NN T AN NOBEERMEITH Y A,

ARV kFE—F EXEC
Ay RERE J1—2 EERAR
2.0.0.306 Zoavry RpEAINE LT,

FEREDAA RKSq4Y YATLONRNy T v TRIEL AT — 2 2A%FRT 5I21%, showbackup =2~ > F&fEH L £
D

511

ise/admin# Show backup history

Wed Apr 10 02:35:29 EDT 2013: backup mybackup-CFG-130410-0226.tar.gpg to repository
myrepository: success

Wed Apr 10 02:40:07 EDT 2013: backup mybackupl-OPS-130410-0239.tar.gpg to repository
myrepository: success

ise/admin#

512

ise/admin# show backup status

[

%% Configuration backup status

% backup name: mybackup

% repository: myrepository

% start date: Wed Apr 10 02:26:04 EDT 2013

% scheduled: no

% triggered from: Admin web UI

% host: ise.cisco.com

% status: backup mybackup-CFG-130410-0226.tar.gpg to repository myrepository:
success

%% Operation backup status

% backup name: mybackupl
% repository: myrepository
% start date: Wed Apr 10 02:39:02 EDT 2013
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amsmW%—Pwmmuﬁcu:7>F|
. show backup

oe°

scheduled: no
triggered from: Admin web UI
host: ise.cisco.com
status: backup mybackupl-OPS-130410-0239.tar.gpg to repository myrepository:

o oo

o

success
ise/admin#

. Cisco Identity Services Engine ') 1) —X 27CLI ) 77 LA HA K



I EXEC Show E— K ® Cisco ISECLI 2T > K

show banner .

show hanner

07 A VRN —B I Ne A NS — &R RT HI2IL, EXEC E— R C show banner =~
YREMEHLET,
show banner [post-login | pre-login]
N —1%, CiscoISEGUI DIRD T 4 > R TRELFET,
E—

[E3# (Administration) [>[Y X T L (System) |>[EEET VX (AdminAccess) ]>[F&E
(Settings) 1>[7P R (Access) |, [T a > (Session) ] % 7%, CiscoISE CLI 5 &
VCGUI DR T A VRIEDNFT—ZRET DI2ODT 4 —/V RRFENTNET,

BXDEREA

AR TFI4ILE

post-login BIAED CLIE v 2 =2 > O Cisco ISE % —/"—T
RESNTWD e A U HOFERPERRSN
£9

pre-login BIED CLIE v ¥ 2 > ® Cisco ISE #—/3—T
BRESNTWD R T A UHIOFERPE RIS
£75

77 4V hOBEREIZH D EE A,

AvURE—F EXEC
av Y FEE DRSS EERE
2.0.0.306 Zoavry RREAShE L,

FEREDHA K4V

72T 477 SSHE v g Tshowbanner =~ F&HHLES, 7277 4772 SSH & v
3 U Cisco ISE B BLE R — Z )V TR E S vz [IcKIAIREE » & 3 >3 (Maximum Concurrent
Sessions) | ZB X =%a. S w K777 47 SSH Y v a3 U HICEE (WARNING:
Maximum active ssh sessions reached) | X v —UNFRINFET,
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amsmW%—Pwmwuﬁcu:7>P|
. show cdp

show cdp

72> TN D 9T D Cisco Discovery Protocol (CDP) A v % —7 = A AT HIEH %
FRT HITIL, EXECE— RFCTshowedp =2~ K& LET,

show cdp [all | neighbors]

BX DA all A F—T N2> TN BT XTD Cisco
Discovery Protocol f > % —7 = A A& FK/R L
£,

neighbors Cisco Discovery Protocol 21 /N—ZR L E T,

ATV R FI4NN T ANV NOBEERMHEITSH Y A,

ARV kFE—F EXEC
Ay RERE J1—2 EERAR
2.0.0.306 Zoavry RpEASNE LT,

FEHEDAHA KS4 > A F—7 /N> T 5 Cisco Discovery Protocol > % —7 = A 23 L UNCDP KA /N —Z FIR
T 25121, showedp =2~ REHHL E9,

A\

GE)  CDPIZ. BiET A IPVA BEIONIPVE A v X — T = A AL TX £,

511

ise/admin# show cdp all

CDP protocol is enabled...
broadcasting interval is every 60 seconds.
time-to-live of cdp packets is 180 seconds.
CDP is enabled on port GigabitEthernetO.

ise/admin#

15 2

ise/admin# show cdp neighbors
CDP Neighbor: 000c297840e5
Local Interface : GigabitEthernetO

Device Type : ISE-1141VM-K9

Port : ethO

Address : 172.23.90.114

IPv6 Address : 2001:420:54ff:4::458:1

CDP Neighbor: isexp-esw)b
Local Interface : GigabitEthernetO
Device Type : cisco WS-C3560E-24TD
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| EXEC Show E— K ® Cisco ISECLI 2T > K
show cdp .

Port : GigabitEthernet0/5
Address : 172.23.90.45
IPv6 Address : 2001:420:54£f£:4::458:5

CDP Neighbor: 000c29e29926
Local Interface : GigabitEthernetO

Device Type : ISE-1141VM-K9

Port : ethO

Address : 172.23.90.115

IPv6 Address : 2001:420:54ff:4::458:2

CDP Neighbor: 000c290£fba98
Local Interface : GigabitEthernetO

Device Type : ISE-1141VM-K9

Port : ethO

Address : 172.23.90.111

IPv6 Address : 2001:420:54£ff:4::458:3
ise/admin#
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. show clock

show clock
VATAYTZ N7 sayORER, A, BfF. B, BEE. BIOELZRRT AT,
EXEC =— RCTshowclock =~ > REFEAL F4,
ZOa<wy RNZliZ, F—U—FBLOS#EIZHY FHA,

show clock

ARV R FTI4INAL  T AN FOBERLEIZH Y A,

ARV kFE—F EXEC
av Y RERE J1—2 EERR
2.0.0.306 Zoavry RPEAINE LT,

FERLEDHA RS 4q> ROBID showclock DHAIZIE, WHEHSAREE (UTC) | 77V = DFEHERE (GMT) | e
[, FIEA— A —RERRE ENET,

il

ise/admin# show clock
Fri Aug 6 10:46:39 UTC 2010
ise/admin#
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I EXEC Show E— K ® Cisco ISECLI 2T > K

show container

Threat-Centric NAC 7 &% 7% & Wi-Fi i% EICBAT A5 A 9 5 121%, EXEC “E— R T show

container =< R&ZfEH L%,

show container .

Zoazwy FOMNE, MR F v o 7X T ZDBMERS NI B, 7 ¥ 72 OFATR
W, 7 X472 OBIEORREICET 2feHERARE L E T, a7 4 EIXIDIZESW T,
BT XTI T DHMERE R TTH LN TEET,

show container tc-nac {adapters| all | inspect {container-id container-id | container-name
container-name} | stats {container-id container-id | container-name container-name} } | wifi setup all}

B DEREA

tc-nac Threat-CentricNAC 7 # 7 Z 2B A H & 3%
RLUET,

wifi setup Wi-Fi =2 7 TR EF AR R LET,

all TCNAC & BFf4 5 & . Cisco ISE THIH AT HE
RETRTOTHEIE (2T F4RIDEED
T) #—EBRRLET,
Wi-Fi %€ L 45 L. Wi-Fi 27 &€
Bz FR L £,

adapters Cisco ISE THIE S TWA TCNAC 7 X 7%

—EERLET, avTFIDBLRarT
T, TETEPMERES NI AR, TH T A
DFEITHREM, 7 X 72 OBIEOIRIEL — &R
RLET,

inspect {container-id container-id |
container-name container-name}

FrE DT 27 2 M7 D e —Fa#oR
]\/iﬁ—o

stats {container-id container-id | container-name
container-name}

FrE DT 547 2B DEHEm ARt L&
R

>

HhuE77A MV FA L7 FLET,
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. show container

EXEC Show E— F® Cisco ISECLI 2 < > K I

HEE A%k

s begin : —HT B/ NF— 2 K80 LFD
TR AR— N LET,

count : HIJDIT8E= o FLET, H
78 count DIZIZE T2 BML F9°,

| © count O HAERGT- %L,

end : —ET AT THRTLET, K80
WFEOFERTEYR— M LET,

exclude : —EHT 21T L E T, &K
80 LFDOHEMTFH#YFR— N LET,

include : —E 3 2172 &EHET, &K 80
WEFEORETFEYR— M LET,

last : HOORBEOEITZRRLES, H
it last DRITHT 2B L £, 80 1T
THRRTEET, 774/ MI10TY,

| = last D HTHERGT- 25K,

ATVERFIFILN T IANNOBECHEITH Y EH A,

ATV R E—F EXEC

av > FERE J1)—= EENE
2.2.0.470 Coavy FRNEASHE L,
3.1

ZDa<wy RICWI-FIiRENEG TN
* L7,

FEREDHA K54 > Threat-CentricNAC 7 & 7 Z IZBE T 5 1F# 2 £7” 9 % 121F. showcontainer =~ > F&ffif] L %

T

511

ise/admin# show container tc-nac adapters

CONTAINER ID IMAGE
STATUS PORTS

63b8904f41c6 irf-adapter—-nexpose
Up 19 hours

8389f7e249cf irf-adapter-tenable
Up 2 days

ise/admin#
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COMMAND CREATED
NAMES
"/opt/CSCOcpm/vaservi" 19 hours ago
nexpose
"/opt/CSCOcpm/vaservi" 2 days ago
tenable



I EXEC Show E— K ® Cisco ISECLI 2T > K

15 2

ise/admin# show

show container

container tc-nac all

CONTAINER ID IMAGE COMMAND CREATED
STATUS PORTS NAMES
63b8904f41c6 irf-adapter—-nexpose "/opt/CSCOcpm/vaservi" 19 hours ago
Up 19 hours nexpose
8389f7e249cf irf-adapter-tenable "/opt/CSCOcpm/vaservi" 2 days ago
Up 2 days tenable
41921c1539pf irf-core-engine:2.2.6 "/bin/sh -c 'npm star" 3 days ago
Up 3 days 127.0.0.1:3000->3000/tcp
irf-core-engine-runtime
cdfeff3cf628 irf-rabbitmg:2.2.6 "/docker-entrypoint.s" 3 days ago
Up 3 days 4369/tcp, 5671-5672/tcp, 15671-15672/tcp, 25672/tcp
irf-rabbitmg-runtime
e682a5a5ad69 irf-mongo:2.2.6 "/entrypoint.sh mongo" 3 days ago
Up 3 days 27017/tcp
irf-mongo-runtime
ise/admin#
113
ise/admin# show container tc-nac inspect container-name nexpose
[
{
"Id": "63b8904f41c6ce2a58660d38eb3500104038e650e4e3365e21e0ab36alba3044",
"Created": "2016-09-22T11:38:03.1461413162",
"Path": "/opt/CSCOcpm/vaservice/nexposeadapter/bin/nexposeadaptercontrol.sh",
"Args": [
"start",
"http://irf-core-engine-runtime:3000/api/adapter/instance/register",
"07bcbaee-fb9f-4845-86cb-886c7c095188"
] 4
"State": {
"Status": "running",
"Running": true,
"Paused": false,
"Restarting": false,
"OOMKilled": false,
"Dead": false,
"pid": 23433,
"ExitCode": 0,
"Error": "",
"StartedAt": "2016-09-22T11:38:05.6094396452",
"FinishedAt": "0001-01-01T00:00:00z"
} 4
"Image": "06ba3230bd64872b988£f4506e7fffddc8c6374c7ece285555eelcc57743ea7e0",
"ResolvConfPath":

"/opt/docker/runtime/containers/63p8904£41c6ce2a58660d38eb3500104038e650e4e3365e21e0a536alba3044/resolv.cont",

"HostnamePa

th":

" /opt/docker/runtime/containers/63b8904f41c6ce2a58660d38eb3500104038e650e4e3365e21e0a536alba3044/hostname",

"HostsPath":

"/opt/docker/runtime/containers/63b8904f41c6ce2a58660d38eb3500104038e650e4e3365e21e0a536alba3044 /hosts",

"LogPath":
"/opt/docker/runt

ime/containers/63b8904f41c6ce2a58660d38eb3500104038e650e4e3365e21e0a536alba3044/

63b8904£f41c6ce2a58660d38eb3500104038e650e4e3365e21le0a536alba3044-json.log",
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amsmW%—Pwmwmﬁcu:7>P|
. show container

"Name": "/nexpose",
"RestartCount": O,
"Driver": "devicemapper",

"ExecDriver": "native-0.2",
"MountLabel": "",
"ProcessLabel": "",
"AppArmorProfile": "",

"ExecIDs": [
"d76578aa48118167d9d029037fcb2e56aa7dce8672b8991a736617a6d6879750"
]I

"NetworkSettings": {
"Bridgell: ""’
"SandboxID": "9873fb92£86e665039%9a6delb5bfe057bc3fd341f7b3%acedee57chbd89b3£f56ce0",

"HairpinMode": false,
"LinkLocalIPvé6Address": "",
"LinkLocalIPv6PrefixLen": 0,
"Ports": {},
"SandboxKey": "/var/run/docker/netns/9873fb92f86e",
"SecondaryIPAddresses": null,
"SecondaryIPv6Addresses": null,
"EndpointID": "",
"Gateway": "",
"GlobalIPv6Address": "",
"GlobalIPvo6PrefixLen": 0,
"IPAddress": "",
"IPPrefixLen": 0,
"IPv6Gateway": "",
"MacAddress": "",
"Networks": {
"irf-internal-nw": {
"EndpointID":
"8999c12319144cfd66ad4e99ped0f7fbc228779e43f2a7£20c48867b8b3ca7a49",
"Gateway": "169.254.1.1",

"IPAddress": "169.254.1.6",
"IPPrefixLen": 24,

"IPv6Gateway": "",
"GlobalIPv6Address": "",
"GlobalIPvePrefixLen": O,
"MacAddress": "02:42:a9:fe:01:06"

51 4

ise/admin# show container tc-nac stats container-name nexpose

CONTAINER CPU % MEM USAGE / LIMIT MEM % NET
I/0 BLOCK I/O
nexpose 0.07% 327.9 MB / 12.43 GB 2.64% 4.501

MB / 2.446 MB 106.4 MB / 21.27 MB
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show container .

15 5

ise/admin# show container wifi setup all

CONTAINER ID IMAGE COMMAND CREATED

STATUS PORTS NAMES

d51711744e7c wifisetup:0.0.12 "/sbin/tini -- /usr/b" 6 days ago Up
6 days wifisetup-container
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EXEC Show E— F® Cisco ISECLI 2 < > K I

. show cpu
show cpu
CPU 2 £ 19 521, EXEC E— R Tshowcpu =~ > R&EHEHAL £,
Cisco ISE = AR—x o h T D CPU R OB 4 F " ¥ 2 121X, EXEC E— KT show cpu
usage2~v > R LET, Zoa~vy FOHE, 2~ RRFET Ik RO CPUMEH
BOAF v T gy bt LET,
show cpu > file-name
show cpu statistics
show cpu usage
BX DA > Mha77 AN ZAL VL7 P LET,
file-name VXA VT N D7 7 A VD4R,
dtatistics CPU #iaME#MEFm LE T,
cpu usage ALVAR=NLEINTWET TV r—g
(CiscoISE) ® =z v R—3x> hZ & @ CPUfil
MEEzFRRLET,
H e T 225

e begin : —ETH /X7 —1, K80 LFD
EHTEYFR—FLET,

count : HIJDIT8AE= o FLET, H
7& count DIZIZHETEEML E T,

| = count O H SEATFZEHL,

end : —ETHITTHRTLET, K80
WFEOFERTEYR— M LET,

exclude : —ET 2172 LFET, &K
80 LFEDFHFTEYR—FLET,
include : —E9 2172 & ET, &K 80
LFEOERTEYR—FLET,

last : HIIOERBOEITEFRLET, H

it last DRITHT 2B L £, 80 1T
THRRTEET, 774/ MI10TY,

| = last O H IHERGF 224K,

ATVRFIFILR T IANNOBECHEITH Y EHA,
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I EXEC Show E— K ® Cisco ISECLI 2T > K

show cpu .
ITU R E—F EXEC
av Yy RER )1y—2 EERNE
2.1.0.474 Zoavy RRBEAIShE L,
BRELDAA ES54> CPUIEH L ZOMEHEHA 7T 5I01E, showepu 2w REMALET,
1511
ise/admin# show cpu
processor: 0
model : Intel(R) Xeon(R) CPU E5320 @ 1.86GHz
speed (MHz) : 1861.914
cache size: 4096 KB
ise/admin#
15l 2
ise/admin# show cpu statistics
user time: 265175
kernel time: 166835
idle time: 5356204
i/o0 wait time: 162676
irg time: 4055
ise/admin#
151 3
ise/admin# show cpu usage
ISE Function % CPU Usage CPU Time Number of threads
Profiler Database 0.01 1:26.27 3
M&T Session Database 0.01 1:23.06 18
Certificate Authority Service 0.04 6:57.38 31
M&T Log Processor 0.09 15:44.23 60
ISE Indexing Engine 0.12 21:34.76 75
Database Listener 0.01 0:53.18 2
Database Server 0.36 62:48.64 64
processes
Admin Webapp 0.04 6:46.68 53
Profiler 0.00 0:02.94 26
NSF Persistence Layer 0.05 8:09.70 46
Guest Services 0.00 0:00.32 5
Syslog Processor 0.00 0:12.79 3
Quartz Scheduler 0.05 9:08.80 29
RMI Services 0.00 0:05.98 10
Message Queue 0.00 0:43.99 4
BYOD Services 0.00 0:00.00 1
Admin Process JVM Threads 0.19 32:50.67 10
Miscellaneous services 0.17 30:30.47 3557
Identity Mapping Service N/A
SXP Engine Service N/A
Threat Centric NAC Docker Service N/A
Threat Centric NAC MongoDB Container N/A
Threat Centric NAC RabbitMQ Container N/A
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EXEC Show E— F® Cisco ISECLI 2 < > K |
. show cpu

Threat Centric NAC Core Engine Container N/A
Vulnerability Assessment Database N/A
Vulnerability Assessment Service N/A
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I EXEC Show E— K ® Cisco ISECLI 2T > K

show crypto

show crypto .

27 AL TVWDLEHE L - —DORHAF—FB LTI —ICET 2 MERRT 51T,

show crypto =2~ > RZ&HEH L F9°,
show crypto authorized_keys

show crypto host-keys

show crypto key

B DEREA

AR R FI4ILbE

authorized keys

BE /4 v LTS 2—F—DFFa F—0D
fHMaEFRRLET,

host_keys B/ L Tnbda—HP—DKRA Rk F—
EREALET,
key BEe /74 LT0nb2—HF—DF—DEH

ZFRRLET,

77 4N FOEERLEIZH D EE A,

ARV FE—F EXEC
2wy REE y1y—2 KRENE
2.0.0.306 Zoavwr RBREAINE L,

EREDAARZA

BER A v LTS —Y—OFa ¥ — L ¥ —%FR7 5IT1E, showcrypto =~ > R&{H

)EH L/jzj—o

511

ise/admin# show crypto authorized keys
Authorized keys for admin
ise/admin#

512

ise/admin# show crypto key
admin public key:
ise/admin#

ssh-rsa £8:7£:8a:79:44:b8:5d:5f:af:el:63:b2:be:7a:fd:d4 admin@ise
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EXEC Show E— F® Cisco ISECLI o< > F |
. show disks

show disks

FURTDT 7 ANV AT MMEREFERT HI1Z1E, EXEC E— K Tshowdisks =~ K& {#
LET,

show disks> file-name

X DA > HMhuE77 A0 ZAL L7 bLET,
file-name VXA VY NTD7 7 A NVDL4H,
| H OB A%k

e begin : T HNF— 1 K80 LFD
P TEYR—NLET,

count : HIJDITEE= I P LET, H
7 count DRI T ZEBML E77,

| © count D S ERGF 2%,

end : —ETAHITTKTLET, K80
NEFEORHTFEYR— M LET,

exclude : —E I 21T LET, KK
80 XFDFETFTHEFR—FLET,

include : —E T 217250 FET, &K 80
XFOEBFEYR—FLET,

slast : HOOEBEOEITEFR T LET, H
F5 last ORICHETEZBINLET, 801TF
THERRTEET, T 74/L ME10TT,

| : last D HJERG 24K,

ATV R FI4IL T AN FOBESEIZH Y EE A,

ARURE—F EXEC
av Y FERE 1) —2 EEAR
2.0.0.306 Ioavy FREASHE L,
3.2 filename 25X VAR — b I e £ LT,

FEREDHA KSq > showdisksa~ > Nid, T4 A7 T 7 ANV AT LEGATLT T v b7 3 —LTORYHR— L
SNET,
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| EXEC Show E— F® CiscoISECLI o< > K
show disks .

1

ise/admin# show disks
disk repository: 24% used (3325484 of 14877092)
Internal filesystems:
/ : 5% used ( 24124436 of 540283556)
/storedconfig : 7% used ( 5693 of 93327)
/tmp : 2% used ( 35960 of 1976268)
/boot : 4% used ( 17049 of 489992)
/dev/shm : 0% used ( 0 of 1943756)
all internal filesystems have sufficient free space
ise/admin#
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. show icmp-status

show icmp-status

EXEC Show E— F® Cisco ISECLI 2 < > K I

Internet Control Message Protocol (ICMP) T a—8& D a7 4 X b—ra VIFREFR T D
\Z1%, EXEC *&— KT showicmp_status 2~ > R&fEH L £,

show icmp_status> file-name

B DEREA >

WMhxE77A MV ALV FLET,

file-name

UEA VT b D7 7 A NDAHi,

HER T2~

e begin: —#4 537 —>, K80 LTFD
Y AR— N LET,

count : BT A P LET, B
#E count DI FEEML £,

*| : count D SESF 2~ K,

end: T HITTKTLET, H&K80
LFEOE T EYR—FLET,

exclude : —E1 21724 L £, &K
80 XTF-DFH T H Y AR — M LET,

include : —E T 21725 FET, KK 80
LFOFEH TR —F LET,

last : I DORZEOEATEFR R LET, H
75 last D IZEFT BN L E3, 801TF
TERTEET, T 74/ MI10TT,

o| @ last DHIERI T2~ R,

ATV R FI4NN T ANV NOBEERMHEITH Y A,

ARV FE—F EXEC
2wy REE yy—2 RENE
2.0.0.306 Zoavwry RBREAINE L,

FEHEEDHA K54 > Internet Control Message Protocol (ICMP) T3 —IG&ED A7 4 F a2 bL— a UMEREFRT D

(21X, showicmp_status =~ > R&HL £,
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| EXEC Show E— K ® Cisco ISECLI 2T > K
show icmp-status .

511

ise/admin# show icmp status
icmp echo response is turned on
ise/admin#

151 2

ise/admin# show icmp status
icmp echo response is turned off
ise/admin#
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EXEC Show E— F® Cisco ISECLI o< > F |
. show interface

show interface
IPICRESNTWDES LV H—T =2 AD2—W—E VT 4 AT —H A%FRT HIZIL, EXEC
F— R Cshowinterface 2~ > R&fEH L E£7,
show interface > file-name
show interface GigabitEthernet {0-3}

X DA > HhuE77 ANV EAL L7 FLET,

file-name A H =T AEREV XA VLT N TDHT 7
A VD4Rl

GigabitEthernet BEODXHTE Yy hA—HFy b A ¥ —T =
A ADERER TR LET,

0-3 FHEY A=Yy &R, HTESH
HEMEOHHEE 0, 1, 2, 3,
H e 12245

e begin : —ET H K —, R8O ILTD
YT EPR—MLET

count : tHI1DIT¥E I P LET, H
75 count DL T EEML £,

end : —ETAHITTKTLET, K80
WTFORETEYR— N LET,

exclude : —ET 2172 LFET, &K
80 XFDFETEYFR—FLET,

sinclude : —ET 2172 EHFET, wK 80
WTFORETEYR—NLET,

olast : HOOKGEOEITERRRLET, H
35 last ORICHETFEZBINLE9, 801TF
THERTEET, T 74/ ME10TT,

AR R FI4NAL  T7AN FOEERLEITH Y A,

ARV FE—F EXEC
2wy FEE y1y—2 RENE
2.0.0.306 ZDavwry RBREAINE L,

. Cisco Identity Services Engine ') 1) —X 27CLI ) 77 LA HA K



I EXEC Show E— K ® Cisco ISECLI 2T > K

EREDAA

 —_

3

show interface .

4 > showinterface GigabitEthernet 0 D /1 Tld, A F =T = A RT3 DDIPV6 7 FL AN H D
ZEMOMYET, BUIOA L —Fy b T FLA Gffeblfk) 15, A7 — L AHBREL
FERLERERTT, AT 2120, £DH 7Ry FTIPV6/L— K 7 RAXZ A XA "I3A
F—T NI TWBRERSH Y 3, IROT KA (fe80LAKE) X, FA FOAIRICA 2 —
TPFELRWY 7 a—HL 7 KL AT, IPve BENERE F 72 1% DHCPv6 3% & 12 BfR 7 <
JYor7 a—N T RUARFEICERINET, &EDT RL-A (2001 LARE) 1%, IPv6 DHCP
P R=n L HUG L7 fER T,

11

ise/admin# show interface
Link encap:Ethernet HWaddr 00:0C:29:6A:88:C4
inet addr:172.23.90.113 Bcast:172.23.90.255 Mask:255.255.255.0

ethO

lo

sit0

ise/admin#

151 2

inet6 addr:

fe80::20c:29ff:fe6a:88c4/64 Scope:Link

UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1

RX packets:48536 errors:0 dropped:0 overruns:0 frame:0
TX packets:14152 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:1000

RX bytes:6507290 (6.2 MiB) TX bytes:12443568 (11.8 MiB)
Interrupt:59 Base address:0x2000

Link encap:Local Loopback

inet addr:127.0.0.1 Mask:255.0.0.0

inet6 addr:

::1/128 Scope:Host

UP LOOPBACK RUNNING MTU:16436 Metric:1
RX packets:1195025 errors:0 dropped:0 overruns:0 frame:0

TX packets:1195025 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:0

RX bytes:649425800 (619.3 MiB) TX bytes:649425800 (619.3 MiB)
Link encap:IPv6-in-IPv4

NOARP MTU:1480 Metric:1

RX packets:0 errors:0 dropped:0 overruns:0 frame:0

TX packets:0 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:0

RX bytes:0 (0.0 b) TX bytes:0 (0.0 b)

ise/admin# show interface GigabitEthernet 0
Link encap:Ethernet HWaddr 00:0C:29:AF:DA:05
inet addr:172.23.90.116 Bcast:172.23.90.255 Mask:255.255.255.0

ethO

ise/admin#

inet6 addr: 3ffe:302:11:2:20c:29ff:feaf:da05/64 Scope:Global
inet6 addr: fe80::20c:29ff:feaf:da05/64 Scope:Link
inet6 addr: 2001:558:££f10:870:8000:29ff:£fe36:200/64 Scope:Global

UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1

RX packets:77848 errors:0 dropped:0 overruns:0 frame:0
TX packets:23131 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:1000

RX bytes:10699801 (10.2 MiB) TX bytes:3448374 (3.2 MiB)
Interrupt:59 Base address:0x2000
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EXEC Show E— K ® Cisco ISECLI a7 > K |
. show inventory

show inventory

CiscOISET 7IGA T v A BTARLV Y TAEZRE, "—FRTx=T7 A 0_0 FIZETHE
WA FoRT HITIE,. EXEC E— R Cshowinventory =~ K& L E9,

show inventory > file-name

X DA > HMhuE77 A0 ZAL L7 bLET,
file-name N=RT 2T A _ROMNIEREVEA LY
57 7 A VDL,
H B2k

e begin : —HTHNF— 0 K80 LFD
BT AR— N LET,

count : HIJDITEE= I FLET, H
7 count DIZIZHFEEML £,

end : —ETAHITTKTLET, K80
NEFEORHTFEYR— M LET,

exclude : —E I 21T LET, KK
80 XFDFETFTHEFR—FLET,

include : —E T 217250 FET, &K 80
XFOEBFEYR—FLET,

last : I OEGEOEATEFR R L ET, H
F5 last ORICHETEZBINLET, 801TF
THERRTEET, T 74/L ME10TT,

ATV R FI4NN T ANV NOEERMEITH Y A,

avYRE—FR EXEC
av Y FER )1)—X EERNA
2.0.0.306 SOavy FAREASHE LT,

FEEEDHA KS4 > CiscolSET 7T A7 » ADNEWAZFRT 5I21E, showinventory =2~ > REMH L £,

ise/admin# show inventory
NAME: "ISE-VM-K9 chassis", DESCR: "ISE-VM-K9 chassis"
PID: ISE-VM-K9 , VID: VOl , SN: H8JESGOFHGG
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I EXEC Show E— K ® Cisco ISECLI 2T > K

Total RAM Memory:
CPU Core Count:
CPU 0: Model Info:
Hard Disk Count (*):
Disk 0: Device Name:
Disk 0: Capacity:
Disk 0: Geometry:

NIC Count:

NIC O0: Device Name:
NIC O: HW Address:
NIC O0: Driver Descr:

show inventory .

1035164 kB

Intel (R) Xeon (R) CPU E5320 @ 1.86GHz

/dev/sda

64.40 GB
255 heads 63 sectors/track 7832 cylinders

ethO
00:0C:29:6A:88:C4

eth0: registered as PCnet/PCI II 79C970A

(*) Hard Disk Count may be Logical.

ise/admin#
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EXEC Show E— F® Cisco ISECLI 2 < > K I

. show ip

show ip

P L— MEHZFRT HI2IE, EXEC E— K Tshowip 2~ R&EEH L ET,
show ip route

X niiHA route IPV— MEHERRLET,

ATV R FI4NN T ANV NOEBEREITH Y A,

avYRE—F EXEC
av Y FER )1)—X EERNA
2.0.0.306 Soavy FAREASHE LT,

FEREDHA KSq4y O REWPNV—T 427 T—=TNVEFRRLET,
1

ise/admin# show ip route
Kernel IP routing table

Destination Gateway Genmask Flags Metric Ref Use Iface
172.21.79.0 0.0.0.0 255.255.255.0 U 0 0 0 ethO
0.0.0.0 172.21.79.1 0.0.0.0 UG 0 0 0 ethO
ise/admin#
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| EXEC Show E— K ® Cisco ISECLI 2T > K
show ipv6 route .

show ipv6 route

IPv6 /L— hME# A FRmd H121F, EXEC E— R CTshowipv6route =2~ > K& L £,

show ipv6 route

ARV R FI4NA L T 7AN FOBEREIZH Y EE A,

AvURE—FR EXEC
av Y FRERE )1)—Xx EZERNE
2.0.0.306 ooy FRAEASHE L,

FEHEDAA KSq4y ZOATURE IPVONV—T 7 T—=TNuFRLET,

15 1

ise/admin# show ipvé6 route

Destination Gateway Iface
2001:DB8:cc00:1::/64 2001:DB8:cc00:1::1 ethO

£ff02::1:2/128 £f£f02::1:2 ethO0

ise/admin#

151 2

ise/admin# show ipv6 route

Destination Gateway Iface
2001:db8::/64 D ethO

2015:db8::/64 D eth3

2020:db8::/64 2001:db8::5 ethO

default 2001:db8::5 ethO

ise/admin#
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. show logging

show logging

VAT LOX T (syslog) DIRFEBLOHEHED U AT X TRy 7 7 ONBREERTD
\Z1%. EXEC *&£— KT showlogging =2~ > R&fH L £,

show logging > file-name

show logging application application-logfile-name

EXEC Show E— F® Cisco ISECLI 2 < > K I

show logging container tc-nac { container-id container-id [ log-name name-of-log-file tail] |

container-name container-name}
show logging internal
show logging system system-logfile-name

B DEREA

> HhE77 A0z #4127 FLET,

file-name VAT A TERE VXA VY NTHT A
IV DA,

application TFVr—varynlERRLET,

application-logfile-name

TV —arual 77 A VDT

container tc-nac

Threat Centric-NAC 2 > 7 F &£ R L FET,

container-id container-id [log-name
name-of-log-file tail ]

BEEIN=ar7F (TC-NAC T H X)) 1T
BEd 507 77 ANV EFRRLET,

container-name container-name

BEENZar7F (TC-NAC T HEFH) 1T
#5207 77 A NVEERLET,

internal syslog DA 7 f Falb—arzdnRLE
D
system VAT LD syslog wERLET,

system-logfile-name

AT A a7 7 A ILDL4T,

system-file-name

AT A a7y ANV DLTE
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show logging .

H A EE A%k

s begin : —HT B X — 2 K80 LFD
T A AR— N LET,

count : HAJDITEE=h o FLET, H
78 count DIZIZE T2 BIML F7°,

end : —ETHITTHRTLET, K80
WFEOFRRTFTEYR— M LET,

exclude : —EHT 21T LT, &K
80 XF- DT A Y AR — M LET,

include : —E9 2172 & ET, &K 80
LFEOER T R—FLET,

last : WO OEEOEITEE R LET, H
75 last DRI TABIMLE T, 8017
TERTEET, T 74/ MI10TT,

ATV RFI4ILL T 7 AN NOBERHEIZH Y FH A,

ATV RE—R EXEC
avy RERE 1)) —=Z EEANE
2.0.0.306 Zoawry RiREAShELE,
2.7 FoREEBES Unix D less 2~ 2 RIZEHEINE

L7,

FEREDHA KSq4y O FEL syslogm 7 —BLUBA XU b rXr 7oREEZFRRLET, ZOREIZIE,
BRARNT RLA, aX o RN, x—TMZzoTnbuaX 7ol (ayy—b, T=4—,
Ny Ty FRIFFRAN) BEENET, ZOa~xr FadT7158, 27 Y E Unix O
less BREZ CRAMILE T,

i1

ise/admin# show

0
1781
4690

0

0

0

38784
16032
32947
63738
146292
13877

Feb
Feb
Feb
Feb
Feb
Feb
Feb
Feb
Feb
Feb
Feb
Feb

logging

25
26
26
25
25
25
26
26
26
26
26
26

2013
2013
2013
2013
2013
2013
2013
2013
2013
2013
2013
2013

system
15:
02:
02:
15:
16:
16:
02:
02:
00:
02:
02:
01:

57

01:
40:
: 54

56

10:
00:
148
$47
38:
:49
148
132

19
19

19
19
48

143

02
01

03
03

02

tallylog
maillog
cron
spooler
boot.log
btmp
wtmp
faillog
dmesg
messages
lastlog

rpmpkgs

H] Z AT 5& BMEREBIOBHI =~ FRFIRSNET,
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HRSMw%—PwmwMﬁcu:7>P|
. show logging

129371 Feb 26 2013 02:40:22 secure
27521 Feb 25 2013 16:10:02 anaconda.syslog
345031 Feb 25 2013 16:10:02 anaconda.log
0 Jul 28 2011 00:56:37 mail/statistics
1272479 Feb 26 2013 02:42:52 ade/ADE.log
567306 Feb 26 2013 02:40:22 audit/audit.log
24928 Feb 26 2013 02:40:01 sa/sa26
0 Feb 25 2013 16:01:40 pm/suspend.log
ise/admin#

512

CiscoISE / — ROT7 IV r—arvuay 79 A NVEFELRTHICIE. kOoa~wy REFERLE
7,

ise/admin# show logging application
61 Oct 07 2016 03:02:43 dbalert.log
4569 Oct 07 2016 03:21:18 ad_agent.log
0 Oct 07 2016 03:13:18 1ise-elasticsearch index indexing slowlog.log
0 Oct 07 2016 03:02:59 edf.log
124 Oct 07 2016 03:21:59 diagnostics.log
8182 Oct 07 2016 03:26:45 caservice.log
426 Oct 07 2016 03:19:17 redis.log
1056 Oct 07 2016 03:13:07 caservice bootstrap.log
49637 Oct 07 2016 03:27:40 passiveid-mgmt.log
0 Oct 07 2016 03:02:59 passiveid.log
0 Oct 07 2016 03:13:18 1ise-elasticsearch index search slowlog.log
14152 Oct 07 2016 03:26:03 collector.log
0 Oct 07 2016 03:02:59 idc-endpoint.log
134 Oct 07 2016 03:22:34 ocsp.log
0 Oct 07 2016 03:02:59 dbconn.log
0 Oct 07 2016 03:02:59 idc-kerberos.log
100958 Oct 07 2016 03:24:43 crypto.log
0 Oct 07 2016 03:02:59 idc-syslog.log
0 Oct 07 2016 03:02:59 replication.log.2016-10-04.1
10394 Oct 07 2016 03:24:01 guest.log
0 Oct 07 2016 03:02:59 guest.log.2016-10-07.1
0 Oct 07 2016 03:02:59 wvcs.log.2016-10-04.1
288624 Oct 07 2016 03:27:25 ise-psc.log
ise/admin#
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I EXEC Show E— K ® Cisco ISECLI 2T > K

show logins

show logins .

VAT Au T A OREEFRT HIZIE, EXECE— K Tshowlogins=~ > R&2H L7,

show logins cli

BX DA cli

civn A VgEe —HFERLET,

ATV R FI4NN T ANV NOEERMEITH Y A,

avYRE—F EXEC
av Y FER )1)—X EERNA
2.0.0.306 Soavy FAREASHE LT,

FEREDHA KSq4y diF—UV—FE2EETLILERHY £T, HHELRWEE, =7 =08 ELET,

!l

ise/admin# show logins cli

admin pts/0 10.77.137.60 Fri
admin pts/0 10.77.137.60 Fri
admin pts/0 10.77.137.60 Fri
reboot system boot 2.6.18-164.el5PA Thu
admin ttyl Thu
reboot system boot 2.6.18-164.el5PA Thu
setup ttyl Thu

reboot system boot 2.6.18-164.el5PA Thu
wtmp begins Thu Aug 5 16:05:36 2010
ise/admin#

Aug
Aug
Aug
Aug
Aug
Aug
Aug
Aug

[CNC, BN €, RN, BN, BYe) Be) W o))

09
08

17

:45
:56
07:
18:
18:
18:
:43
16:

17
17
15
09

05

still logged in
:33)

09:30
08:43

down

18:07

(00
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. show memory

show memory

EXEC Show E— F® Cisco ISECLI 2 < > K I

TRTCOETIT e ADAEVHEHELZF T 511X, EXEC &— KT show memory =< >

REfHLET,

Zoavwy FiZE, F—U—FBXUGIEIIH Y XA,

show memory

ARV R FTI4INAL  T AN FOBERLEIZH Y A,

ARV kFE—F EXEC
av Y RERE J1—2 EERR
2.0.0.306 Zoavry RPEAINE LT,

FEELEODHA KSq> HHAETY ZFRKRT2I12E, showmemory =~ > FEMEHLET,

il

ise/admin# show memory
total memory: 4394380 kB
free memory: 206060 kB
cached: 1111752 kB
swap-cached: 9072 kB

output of free command:

total used free shared buffers cached

Mem: 4394380 4188576 205804 0 147504 1111748
-/+ buffers/cache: 2929324 1465056

Swap: 8185108 192728 7992380

ise/admin#
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I EXEC Show E— K ® Cisco ISECLI 2T > K

show ntp

AR TIAIE

show ntp .

Network Translation Protocol (NTP) BEAEffIT D AT —% ZAZF T 5HI12i1L,. EXEC E— KT
showntp =2~ > R&2HHL 9,

Zoawy RZE, F—U—RBXUSEILHY £HA,
show ntp

T 74N FOBERERSH D EH A,

avv R E—F EXEC
av Y RER )1)y—2= EERNE
2.0.0.306 Zoavwy RBREAINE LT,

FRLEDODHA KS14 Y

Network Translation Protocol (NTP) BHu#ft i) #F£R$ 5HI2i%, showntp =2~ REMH L E
7

il

ise-az2/iseadminf#show ntp
Configured NTP Servers:
XX .X.XXX.X
0.north-america.pool.ntp.org
l.north-america.pool.ntp.org

Reference ID : 62BFD502 (mail.example.com)

Stratum I

Ref time (UTC) : Thu May 19 15:49:40 2022

System time : 0.000000384 seconds fast of NTP time

Last offset : -0.000422698 seconds

RMS offset : 0.000422698 seconds

Frequency : 7.323 ppm slow

Residual freq : +2.728 ppm

Skew : 0.352 ppm

Root delay : 0.090078361 seconds

Root dispersion : 0.002209879 seconds

Update interval : 2.1 seconds

Leap status : Normal

210 Number of sources = 3

MS Name/IP address Stratum Poll Reach LastRx Last sample

~? ns-dmz.demo.local 0 7 0 - +0ns [ +0ns] +/- Ons
“+ lofn.fancube.com 2 6 17 45 +5381us[+4959%us] +/- 67ms
~“* mail.intrax.com 1 6 17 44 -3730us[-4153us] +/- 47ms
M indicates the mode of the source.

server, = peer, # local reference clock.
S indicates the state of the sources.
* Current time source, + Candidate, x False ticker, ? Connectivity lost, ~ Too much

variability

Warning: Output results may conflict during periods of changing synchronization.
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EXEC Show E— F® Cisco ISECLI 2 < > K I

. show ports

show ports
TITFA4TRER— b 2) v AT EHTRTOTav ACETLEREFTT 5121, EXEC
£— K Tshowports 2~ R&HHLE7,
show ports> file-name

BX DA > Hhza7r AV X417 FLET,
file-name VEA VLI D7 7 A NVDOL4HI
\ I E A 225

e begin : T HNF— 1 K80 LFD
TR AR— N LET,

count : HIJDITEE= I P LET, H
7 count DRI T ZEBML E77,

| © count D S ERGF 2%,

end : —ETAHITTKTLET, K80
NEFEORHTFEYR— M LET,

exclude : —E I 21T LET, KK
80 XFDFETFTHEFR—FLET,

include : —E T 217250 FET, &K 80
XFOEBFEYR—FLET,

slast : HOOEBEOEITEFR T LET, H
F5 last ORICHETEZBINLET, 801TF
THERRTEET, T 74/L ME10TT,

| : last D HJERG 24K,

ATV R FI4IL T AN FOBESEIZH Y EE A,

ARURE—F EXEC
av Y FEE DRSS EERE
2.0.0.306 Zoavwry FREASHE L,

EELEOHA KSq4> showports 2~ REFEITTHHG, R— b R37 774 7ty v a VCBEEFITHNA TN D
VERB Y F,
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I EXEC Show E— K ® Cisco ISECLI 2T > K

show ports .

£l
ise/admin# show ports
Process java (22648)

tcp: 0.0.0.0:9024, 127.0.0.1:2020, 0.0.0.0:9060, 0.0.0.0:37252, 127.0.0.1:8
005, 0.0.0.0:9990, 0.0.0.0:8009, 0.0.0.0:8905, 0.0.0.0:5514, 0.0.0.0:1099, 0.0.0
.0:61616, 0.0.0.0:80, 127.0.0.1:8888, 0.0.0.0:9080, 0.0.0.0:62424, 0.0.0.0:8443,
0.0.0.0:443, 0.0.0.0:8444

udp: 172.21.79.91:1812, 172.21.79.91:1813, 172.21.79.91:1700, 0.0.0.0:48425
, 172.21.79.91:8905, 172.21.79.91:3799, 0.0.0.0:54104, 172.21.79.91:57696, 172.2

1.79.91:1645,

172.21.79.91:1646

Process timestenrepd (21516)

tcp: 127.0.0.1:56513, 0.0.0.0:51312
Process timestensubd (21421)

tcp: 127.0.0.1:50598
Process rpc.statd (3042)

tcp: 0.0.0.0:680

udp: 0.0.0.0:674, 0.0.0.0:677
Process ttcserver (21425)

tcp: 0.0.0.0:53385, 127.0.0.1:49293
Process timestensubd (21420)

tcp: 127.0.0.1:51370
Process redis-server (21535)

tcp: 0.0.0.0:6379
Process : portmap (2999)

tcp: 0.0.0.0:111

udp: 0.0.0.0:111
Process Decap main (22728)
--More--
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EXEC Show E— F® Cisco ISECLI 2 < > K |
. show process

show process

TIT 4 Tl at AT AR EF RS HI2iE. EXEC T — KT showprocess =~ K%
AL ET,

show process > file-name

EXDiiHA > HMhuE77 A0 ZAL L7 bLET,

file-name VXA VY NTD7 7 A NVDL4H,

| (ER) o HIEMi+25K

e begin : T HNF— 1 K80 LFD
TR AR— N LET,

count : HIJDITEE= I P LET, H
7 count DRI T ZEBML E77,

end : —ETAHITTKTLET, HKS80
WFEORETEYR— N LET,

exclude : —E T 2172 LFET, &K
80 XFDFETEHFR—FLET,

sinclude : —EHT 2172 &5HFET, mK 80
WTFORETEYR—NLET,

o last : HNOHKGEOEITERRLET, H
35 last ORICHETFEZBINLET, 801TF
THERTEET, T 74/ ME10TT,

AT VR FI4NN T ANV NOBEBERMEITH Y A,

ARV FE—F EXEC
2wy FEE yy—2 RENE
2.0.0.306 Zoavwry RBREAINE L,

ERLDHA KSA > 5 2:show process D 7 4 — )L K D3R

J4—ILFK ERBA
USER oAy Liza—3—,
PID “rt A ID,
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I EXEC Show E— K ® Cisco ISECLI 2T > K

show process .

B

a2 RRBITHEA S 7K,

7'a e R A i D R

fEHEN=7av2AE = Ta~vr ROX A7,

00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:

TIME

00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
:32

00

00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:

02
00
00
00
00
00
00
01
00
00
00
00

00
00
00
00
00
00
00
07
00
00
00
00
00
00
00
00
00
00
10
00
00

TJ4—ILF
TIME

TT
COMMAND
i

ise/admin# show process
USER PID
root 1
root 2
root 3
root 4
root 5
root 6
root 7
root 10
root 11
root 170
root 173
root 175
root 239
root 240
root 458
root 488
root 489
root 492
root 493
root 500
root 509
root 536
root 569
root 1663
root 1664
root 1691
root 1693
root 1695
root 1697
root 2284
root 2286
root 2318
rpc 2350
root 2381
--More--
ise/admin#

=]
=]

R N B B N B B B O I R I I I e I B R R O I O S O S S S SV IV IS R S AV V]

COMMAND
init
migration/0
ksoftirgd/0
watchdog/0
events/0
khelper
kthread
kblockd/0
kacpid
cqueue/0
khubd
kseriod
kswapd0
aio/0
kpsmoused
mpt_poll 0
scsi_eh 0
ata/0
ata_aux
kstriped
kjournald
kauditd
udevd
kmpathd/0
kmpath handlerd
kjournald
kjournald
kjournald
kjournald
auditd
audispd
debugd
portmap
rpciod/0
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amsmW%—Pwmmuﬁcu:7>F|
. show repository

show repository

VR NV DOT7 7 A VONEEFRRT HI21E, EXECE— R Tshowrepository =~ > K% fif
LET,

show repository repository-name

B DEREA repository-name NEZFRT D VAT Y OARHL, K303
FOREETEYR—FLET,

ATV R FI4IAN T AN FOBESEIZH Y EE AL

ARURE—F EXEC
IRy FEE 1) —Z EENR
2.0.0.306 Zoavry RREAShELE,

FREDHA KSqy VAT N ORNAEELFRT HITIE, showrepository =~ > R L £,

1

ise/admin# show repository myrepository
backl.tar.gpg

back2.tar.gpg

ise/admin#
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I EXEC Show E— K ® Cisco ISECLI 2T > K

\)

show repository .

6=

SETP URY b U @ PKIFRFAFZ AN L TV DAL, VARY MY 0N F—4% ISE GUI
NHTET TR ISECLL D bAEKRT H20ENH Y £3, SFTP Y AR kU 23 ISE GUI 2
DX E SN TWBEA, Cisco ISE DA F—IT/— b2 —HF =T L TOHRAER I,
BHE 22— — (CLINLIT R TCOa~vy REFITTELa—P—) (I LUTERshn
FHA, ROFNEICHE ST, ISECLI N OAF—%2MRBLOERELET,

1

WSxF—NERINTWOINE I DEHERLET, RO~ ROHANREDOLE
X, B =R SN TN EEERLET,

ise24/admin# show crypto key

L7228 T, CLIEXEC £— K226, =< K crypto key generate rsa passphrase
<secretkey> Z i L CH—Z AR L ET,

DI, BN IEFICEREINTZZ L 2R TEET,

ise24/admin# show crypto key
admin public key: ssh-rsa SHA256:eEziR/ARPyFolWptgI+y5WNjGIrgfPmEPEsSwVY7Q3jb0

admin@ise24

Z Dk, EEE X, 3~ K cryptokey export <sample-name> repository
<another-repository-name> z{H L C, ladmin] =—H¥—DAHF—%2 =7 AHK—
NTAOMENRHY FT,

KIZ, <another-repository-name> |[ZERIFS AL CTWD 7 7 A V& Bl &, Ziu% SFTP
P —/3—D [home/<username>/.ssh/authorized_keys 7 #+ /L Z 2B L £,
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. show restore

show restore

BB EETDO AT — % A B RKRT HITIL,
F7,

show restore {history | status}

EXEC Show E— F® Cisco ISECLI 2 < > K I

EXEC &— F T showrestore =< > R&{#F L

X DA history VAT LAOEUEEE R R LET,
status VAT LD ITTOREEZF R LET,

ARV EFI4NA L T AN FOBEREIZH Y EH A,

AT R E—F EXEC
avy FERE 1)1y —= LEEHNE

2.0.0.306 Ioawy RREASHE LR,
FRLEDAHA KS4M4> 4

ise/admin# show restore history
Wed Apr 10 03:32:24 PDT 2013:
myrepository: success

Wed Apr 10 03:45:19 PDT 2013:
myrepository:
ise/admin#
ise/admin# show restore status
% Configuration restore status

so
5o

success

No data found. Try 'show restore history'
% Operation restore status

I3
S

No data found. Try
ise/admin#

'show restore history'

. Cisco Identity Services Engine ') 1) —X 27CLI ) 77 LA HA K

restore mybackup-CFG-130410-0228.tar.gpg from repository

restore mybackupl-0OPS-130410-0302.tar.gpg from repository

or ISE operation audit report

or ISE operation audit report



I EXEC Show E— K ® Cisco ISECLI 2T > K

show running-config .

show running-config

BIEDFEITaLy 74 FXalb—rary7ryANVERFar 74 Xal—ra y ONEFEERRT D
21X, EXEC *&— KT show running-config =~ > R&MEH L F7,

Zoavwy FiZE, F—U—FBXUGIEIIH Y XA,

show running-config

aAvURFIALE AL
ARV kFE—F EXEC
avr FERE )1y—2 FERNE
2.0.0.306 Zoavy RREAShELE,

FRLEDODHA KS14 Y

show running-config =~ > R, T X TCOAZ— KT v ar 7 4 Xalb—va U NfEE#R
RLET,

il

ise/admin# show running-config

Generating configuration...

|

hostname ise

|

ip domain-name cisco.com

|

interface GigabitEthernet 0
ip address 172.23.90.113 255.255.255.0
ipv6 address autoconfig

|

ip name-server 171.70.168.183
|

ip default-gateway 172.23.90.1
|

clock timezone UTC
|

ntp server time.nist.gov
|

username admin password hash $1$JbbHVKVGS$xMZ/XL4AtH15Knf.FfcZZr. role admin

|

service sshd

|

password-policy
lower-case-required
upper-case-required
digit-required
no-username
disable-cisco-passwords
min-password-length 6

|

logging localhost

logging loglevel 6

Cisco Identity Services Engine ') 1) —X 27CL1 1y 77 LR HA F .



EXEC Show E— F® Cisco ISECLI 2 < > K I

. show running-config

|

cdp timer 60

cdp holdtime 180

cdp run GigabitEthernet O
|

icmp echo on
|

ise/admin#
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| EXEC Show E— K ® Cisco ISECLI 2T > K
show snmp engineid .

show snmp engineid

TN D, FIFRE LT P ID 23R 5121E, EXECE— R T showsnmpengineid
Aavy FEfALET, Zoa<vy NE, 74 A TRESNIZ T —I/VSNMP L2 Y s &
VCFT_RTHOYE—F 2P0 ID ZFRLET,

show snmp engineid

ATVRTFIFIR T 7ANNOEEREITH Y A,

ARV kFE—F EXEC
av Yy RERE 1)) —= TERAR
2.0.0.306 Zoavwy RPEAINE LT,
3.1 =< F73 show snmp engineid 7> % show
snmp-server engineid [ZEHT S E L7z,
i

ise/admin# show snmp engineid
Local SNMP EngineID: 0x1234567

ise/admin#
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amsmW%—Pwmmuﬁcu:7>F|
. show snmp user

show snmp user

EFRSIANTND snmp =2 —HF—D VU X M & FRKRT 521X, EXEC £ — KT show snmp user =<
YREMEALET,

show snmp user

ATV RFEIFIR T 7ANNOEEREITH Y EEA,

ATV R E—F EXEC
av Yy FERE )1)—2=R EEAR
2.0.0.306 Zoavwy RPREAINE LT,
3.1 =2~ F73 show snmp user 7> 5 show
snmp-server user I[ZEHINE LT,
£l

ise/admin# show snmp user

User: snmp3
EngineID: 80001£88044b4951504a375248374c55
Auth Protocol: sha
Priv Protocol: aes-128

ise/admin#
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I EXEC Show E— K ® Cisco ISECLI 2T > K

show startup-config .

show startup-config

A=K Ty ar7 4 Fal—ary 7rANEREFI T 4 Fal—a ONEEE
R HIZIE, EXEC &— K C show startup-config =~ > RZ&H L 9,

Zoavy RZE, F=U—FBLUGIEIETH Y XA,
show startup-config

ARV RFIALE L
Ay RERE J1—2 EERR
2.0.0.306 Zoavwry R ASELE,

FRLEDODHA KS14 Y

show startup-config =~ > Kif, ¥ _XTOARAX— T v 7 a7 4 X2 b— g NEREFR
LET,

il

ise/admin# show startup-config
|

hostname ise

|

ip domain-name cisco.com

|

interface GigabitEthernet 0
ip address 172.23.90.113 255.255.255.0
ipv6 address autoconfig

|

ip name-server 171.70.168.183
|

ip default-gateway 172.23.90.1
|

clock timezone UTC

!

ntp server time.nist.gov
|

username admin password hash $1$JbbHVKVGS$xMZ/XL4AtH15Knf.FfcZZr. role admin
|

service sshd

|

password-policy
lower-case-required
upper-case-required
digit-required
no-username
disable-cisco-passwords
min-password-length 6

|

logging localhost

logging loglevel 6

|

cdp timer 60

cdp holdtime 180
cdp run GigabitEthernet 0
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EXEC Show E— F® Cisco ISECLI 2 < > K |
. show startup-config

icmp echo on
|

ise/admin#
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| EXEC Show E— K ® Cisco ISECLI 2T > K
show tech-support .

show tech-support
WA A—NIREDT 7 =TI NYR— MERE R T DIZIL. EXEC E— KT show tech-support
a~vy REfHLET,
show tech-support > file-name

show tech-support file file-name

X DA > HMhuE 77 ANV EAL L7 FLET,
file EEOT V= INYR— T —HET7 7 AL
L= AN T 4 ATIRGFLET,
file-name T =NV IR— T —=H BT DT 7 A
W, BK 80 LFDOFHTZV R —FLF
ﬁ—o

ATV RFI4ILE SDNATV—RRZEOMOEF 2V T o FHHRIT. HOIIEE RIS EE A,

ARURE—F EXEC
av Y FEE DRSS EERE
2.0.0.306 Zoavwr FRHEASHE L,

FELEDHA K54 > showtech-support =~ > Rix, F 77y a—7 4 7OHKT, Cisco ISE H— S —IZ7
HREDEREZWET DOIRLHET, BEZRET LT, 77 =AY R— Oy
HiTH A 2R L £,

1

ise/admin# show tech-support
R IR Ik kb b b b b b b b b b b kb b b b b b b b b b b b b b b b b b 2

Displaying ISE version ...
R IR I Ik kb b b b b b b b b b b 2k b b b b b b b b b b b b b b b b b b 2

Cisco Identity Services Engine

Version : 1.3.0.862
Build Date : Tue Oct 14 19:02:08 2014
Install Date : Wed Oct 15 09:08:53 2014

R IR Ik b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b i

Displaying Clock ...

R R IR IR Ik Ik b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b b 2

Tue Oct 21 11:24:08 IST 2014
Kk Kk ok ok ok Kk Kk ok ok ok kK K ok ok ok kK ok ok ok ok ok ok ok ok ok ok ok ok ok ko

Displaying UDI ...

R IR Ik kb b b b b b b b b b b b b b b b b b b b b b b b b b b b b b 2

Cisco Identity Services Engine ') 1) —X 27CL1 1y 77 LR HA F .



amsmW%—Pwmwmﬁcu:7>P|
. show tech-support

ISE-VM-K9

ER R R IR I b b b b b b b b b b b b b b h E b b b b b b b b b bk b 2

Displaying ISE application status ....

R R R R b b b b b h I b b b h b h b h b b b h b b b b b b b b 2

ISE PROCESS NAME STATE PROCESS ID
--More--

(press Spacebar to continue)

ise/admin#

1

ise/admin# show tech-support
R R R R R R R R R R R R R R

Displaying ISE version
R R R R R R R R R R R R R R R

Cisco Identity Services Engine

Version : 1.4.0.205
Build Date : Tue 03 Mar 2015 05:37:10 AM UTC
Install Date : Tue 03 Mar 2015 08:25:37 PM UTC

R R R R R R R R R R R R R R R R R R

Displaying Clock

R R R R R R R R R R R R R R R

Mon Mar 16 03:51:35 UTC 2015

R R R R R R R R R R R R R
Displaying UDI
R R R R R R R R R R R R R R

ISE-VM-K9

R R R R R R R R R R R R R

Displaying ISE application status

R R R R R R R R R R R R R R

ISE PROCESS NAME STATE PROCESS ID
—-—-More—-—

(press Spacebar to continue)

ise/admin#
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I EXEC Show E— K ® Cisco ISECLI 2T > K

show terminal

WMARI T 4 X2 b= a 8T A= OBRECHT DR A BFT 51213, EXECE— R T

AR TIAIE

showterminal =~ > R&ZfEH L £1,

show terminal .

Zoavwy FiZE, F—U—FBXUGIEIIH Y XA,

show terminal

T 74N FOBERERSH D EH A,

ARV kFE—F EXEC
av Y RERE J1—2 EERR
2.0.0.306 Zoavry RpEAINE LT,

FRLEDODHA KS14 Y

W’ DFETIE, showterminal H D7 —L RIZHOWTEHRB LET,

% 3:show terminal 0 7 « —)L K DERBA

TJ4—ILF

aiBA

TTY: /dev/pts/0

IARDZ A T DI EDOH N 2R L&
j—o

Type: “vt100*

BEFRINTWABEDZ 17,

Length: 27 lines

WRTF 4 AT A DOE X,

Width: 80 columns

SIRT 4 AT VA DXTFH T LD,

Session Timeout: 30 minutes

Yt a T, HERAK T TS ETORRE (H
L2 53) o

1

ise/admin# show terminal

TTY: /dev/pts/0 Type: "vt100"
Length: 27 lines, Width: 80 columns
Session Timeout: 30 minutes
ise/admin#
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amsmW%—Pwmmuﬁcu:7>P|
. show timezone

show timezone
VAT MMIRE SN TV BRI 2 £/~ T 5121%, EXEC =— KT showtimezone =~ K%
FHLET,
Zoawy R, F—U—FBLU5IEIEH Y FHEA,

show timezone

Zoa=wy RiZiZ, ¥F—U—FBXOBIEIIH FHA,

ATV R FI4NN T AN NOBEBERMEITH Y A,

ARV FE—F EXEC
a7 RERE 1y —2 EEARAR
2.0.0.306 Zoavy RPEAINE LT,

FEREDHA FS142 fI

ise/admin# show timezone
UTC
ise/admin#
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I EXEC Show E— K ® Cisco ISECLI 2T > K

show timezones

RN TRE 2 I H D U 2 F 2 ES1 5 121X, EXEC E— R Tshowtimezones 2~ > RafH L

AR TIAIE

\i‘a’_‘o

show timezones .

Zoavwy FiZE, F—U—FBXUGIEIIH Y XA,

show timezones

T 74N FOBERERSH D EH A,

ARV kFE—F EXEC
av Y RERE J1—2 EERR
2.0.0.306 Zoavry RpEAINE LT,

FRLEDODHA KS14 Y

Cisco ISE ¥—/N—"Cfi 7]
77 &0,

1

ise/admin# show timezones
Africa/Cairo
Africa/Banjul
Africa/Nouakchott
Africa/Gaborone
Africa/Bangui
Africa/Malabo
Africa/Lusaka
Africa/Conakry
Africa/Freetown
Africa/Bamako
—--More--

HEZR R EE DB DUV TiX,  Tclock timezone] DIEAZSM L TL

(press Spacebar to continue)

ise/admin#
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EXEC Show E— F® Cisco ISECLI 2 < > K I

B showudi

show udi

CiscoISE 77T A 7 v ADEGFT /31 ZAiA+ (UDI) ([CBET D 1EF8H A2 FERT 5%, EXEC
F— RFCshowudi 2~ REHFEHRALET,

Zoa=wy RiZiZ, ¥—UV—FBXOBIEIIH FHA,
show udi

ARV R FTI4INAL  T AN FOBERLEIZH Y A,

ARV kFE—F EXEC
av Y RERE J1—2 EERR
2.0.0.306 Zoavry RPEAINE LT,

FEREDHA S i1

ise/admin# show udi
SPID: ISE-3415-K9
VPID: V01

Serial: LAB12345678
ise/admin#

512
WO FE. VMware — N—T showudi 2~ > REET LI L XIZHEREINET,

ise/admin# show udi
SPID: ISE-VM-K9
VPID: V01

Serial: 5C79C84ML9H
ise/admin#
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I EXEC Show E— K ® Cisco ISECLI 2T > K

show uptime

Cisco ISE —N"—D B2 7' — F SN T b OETHMZF T 512X, EXECE— R T
show uptime =2~ > F&2MHH L £7,

show uptime > file-name

show uptime .

B DEREA

>

WMhxE77A MV FAL L7 FLET,

file-name

UEA VT b D7 7 A NVDAHi,

AR FI4ILE

e A%k

e begin : T HNF— 0 HK80LFD
P TEYR—NLET,

count : HIJDITEE= I P LET, H
7 count DRI T 2B L 77,

end : —ETAHITTKTLET, K80
WFEORETEYR— N LET,

exclude : —E T 2172 LFET, &K
80 XFDFETEYFR—FLET,

include : &3 2172 &HFET, K80
WTFORETEYR—MLET,

last : HI1OwBEOEITEE R LE T, H
35 last ORICHETFEZBINLET, 801TF
THERTEET, T 74/L ME10TT,

77 A0 S OEIERIEIL D D FE A

ARV FE—F EXEC
2wy FEE yy—2 RENE
2.0.0.306 Zoavwry RBREAINE L,

FEREDAARZA4

Z @ showuptime Z i} L T, CiscoISE Hh—/S—=RFAZIC Y 7 — b ZAUTH D D FEATREH % fife

WLET,

1

ise/admin# show uptime
3 day(s), 18:55:02
ise/admin#
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. show users

EXEC Show E— F® Cisco ISECLI 2 < > K I

show users
CiscoISE r—_—izu s/ f v L TWba—P—D—E42FRT 521X, EXEC E— KT show
users 2~ RZEH L ET,
show users> file-name

X DA > HMhuE77 ANV EAL L7 FLET,

file-name

VEAL VY M5BT 7 A VD4R,

e 12535
e begin : —HTH/NF— 1 K80 LFD
YT EYR—NLET,

count : H1DITHAE I T M LET, H
75 count DL T ZBEML £,

end : —ETHITTKTLET, K80
LFEOFEH YR —F LET,

exclude : —ET 2172 LFET, K
80 LFD KT AR— M LET,

include : —E9 2172 & ET, &K 80
XFOFET =Y R— N LET,

last : HAOOEKEOEITEF R LT, H
75 last D IZEFTEHEBMLET, 801TF
THERTEET, T 74/L ME10TT,

SR E TR T AN FOBEREES ) E A,

AvURE—F EXEC
avy FERE 1)1y —= LTEHNE
2.0.0.306 Zoavy FRHASRE LR,

FREDHA K514
HEAEITHEALET,

451

ise/admin# show users

USERNAME ROLE HOST

admin Admin 10.77.202.52

. Cisco Identity Services Engine ') 1) —X 27CLI ) 77 LA HA K

Z® show users 2~ Ki&, CiscoISE —"—izrn /4 LWL a—F—D—&E %R

LOGIN DATETIME
Tue Feb 26 20:36:41 2013

TTY
pts/0



| EXEC Show E— F® CiscoISECLI o< > K
show users .

USERNAME ROLE STARTDATE
% No disonnected user sessions present
ise/admin#
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EXEC Show E— F® Cisco ISECLI o< > F |
. show version

show version
VAT LADY T N =T R—=T g VZETAERBIONY 7 U 2T OA A M= UERE R
KT 521, EXEC E— R Tshowversion =~ F&#HALET,
show version > file-name

show version history

X DEREA > HhE 77 AN EA LT B LET,
file-name VEA VY N7 74 NVDA4H]
history Y7 hU =T N=Va CORREEHRERLE
R
| I E A7 A%

sbegin : —HT H/NF—1, HK80LTFD
AR — N LET,

count : HAJDIT8E= I FLET, H
7& count DIZIZHTEEML F5,

end : —ETAITTKTLET, HmK80
WFEOFERTEYR— M LET,

exclude : —E T 21T&EBBEALET, &K
80 XF- DT A YR — M LET,

include : —E 3 2172 &EHET, K80
LFEOBEH T2 R— LET,

last : M DRGEORATEFRLET, B
i last DRICHFEBIML T, 801T%
THRRTEET, 774/ MI10TT,

ATV R FI4IAL T 7 AN NOBEREIZH Y FH A,

AT RE—FR EXEC
avy FRERE J1)y—2 EEAR
2.0.0.306 Toavwy RPREAINE LT,

FRLEOHA KSq>y ZOa~r R, CiscoISE H— S—THEIfEL TV % Cisco ADE-OS Y 7 F 7 = 72T 53—
VaUEREFRRL, CiscolSEDNN—T a3 b FERLET,
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| EXEC Show E— F® CiscoISECLI o< > K
show version .

511

ise/admin# show version

Cisco Application Deployment Engine OS Release: 3.0
ADE-0OS Build Version: 3.0.3.030
ADE-OS System Architecture: x86 64

Copyright (c) 2005-2014 by Cisco Systems, Inc.
All rights reserved.
Hostname: docs-ise-23-1nx

Version information of installed applications

Version : 2.3.0.297
Build Date : Mon Jul 24 18:51:29 2017
Install Date : Wed Jul 26 13:59:41 2017

ise/admin#

151 2

ise/admin# show version history

Install Date: Wed Jul 26 19:02:13 UTC 2017
Application: ise

Version: 2.3.0.297

Install type: Application Install

Bundle filename: ise.tar.gz

Repository: SystemDefaultPkgRepos
ise/admin#
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EXEC Show E— F® Cisco ISECLI o< > F |
. show version
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avJ4FXalb— 3> E— KD Cisco
ISECLIa< > F

ZOETIL, CiscolSEa~vr KA A F—T7xA(A (CLI) Dary7 4 Falb—ay
(config) E— FRTHEHTLa~ FIZOWTHHLES, ZOETIE, a~v FTLio, £

OEERMFEDOERRHH, a2~ FOREL, A LA RIA4 0 BIOEERMIZRLE
7

*EXECE— RTOar74Xal—vayET— KK~z (179 <2—)

eV T7 4 F a2 lb— g F— FTO Cisco ISE DFE (180 ~<X—3)

a7 4 Falb—ra P TE—RTO Cisco ISE DFRE (181 <—)

cCLIZ> 7 4Xal—valy avw ROT 7 4/V FRE (182 =)

* backup interface (183 ~X—737)

» cdp holdtime (187 ~X—)

scdprun (188 ~X—7)

* cdp timer (189 ~X—7)

s clear screen (190 ~—73”)

s clock timezone (191 ~X—77)

scls (195 ~—7)

« conn-limit (196 ~<—37)

s service cache (197 ~<X—73")

edo (198 ~X—)

send (202 X—7)

e exit (203 X—Y)

s hostname (204 ~<X—71)

*icmp echo (206 ~=—72)

s identity-store (207 ~X—)

* interface (208 ~~—3)

e ip address (210 ~X—73)

s ip default-gateway (212 ~<—73°)

« ip domain-name (213 ~~—2)
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VT4 FaL—Y3av E—FDCiscolSECLI I K |

eiphost (215 ~—7)

eipmtu (218 ~—)

* ip name-server (219 ~—72)
«iproute (221 ~—%)

* ipv6 address (223 ~X—7)

* ipv6 address autoconfig (225 ~<—3)
* ipv6 address dhep (227 ~X—73)

* ipv6 enable (229 ~<X—737)

*ipv6 route (231 ~<X—37)

« kron occurrence (233 ~<X—3)

« kron policy-list (236 ~<—3)

* logging (238 <X—)

* max-ssh-sessions (240 ~X—2°)
entp (241 ~X—7Y)

« ntp authentication-key (242 ~—327)
s ntp server (244 ~X—73)

e rate-limit (247 ~<X—2)

» password-policy (249 ~X—737)

* repository (252 ~—73)

e service (255 ~X—Y)

e shutdown (257 ~—%)

« snmp-server enable (258 ~X—37)

« snmp-server user (259 ~X—13)

« snmp-server host (262 ~<X—3)

* snmp-server community (265 ~<—73)
« snmp-server contact (267 ~X—3)

« snmp-server location (268 ~~—73)
« snmp-server trap dskThresholdLimit (269 ~—3)
+ snmp engineid (270 ~X—7)

« synflood-limit (271 ~X—3)

e username (273 ~—)

 which (275 <—7?)
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| 2v74F¥2L—va> E—FODCiscolSECLIaT Y K

EXECE— KTOav T4 ¥aLb—vavE—r~ogyuiEz ]

EXECE— FTODaYI74XxalL—a3y EF— KA

V&R

EXEC ®&— R C configure % 7= 1% configureterminal (conft) =~ R&FE474 5L, a7 4
Xal—vary ET—Fe2BBTEET,

CiscoISECLI "6 EXECE— R Carv 74X al—vay avwy REE#EANTAZ LIXT
XFHA, O T4 Fal—Ygryavw R NCE, av oy Rary7 4 Falb— gy

-

EETTHEDIC, ar74FXal—vary 75— RERETOILERHY £,

a7 4 X2l —ar T— RERTTAIT0E. exit, end., £/20LCtrl-za~> KE AL
S

a7 4 ¥ a2 b—aravy RiZidinterface, Policy List, repository 285 £ E 7,

AT 4 X2 b= arEF— FTREEELEFETTEET, 374 Falb—va v OLEN
BERIF LT, Y AT LD Y n— RROEBRIZETNENRLRONR2NE S ICT U ERH Y £
j_‘O

AT 4 X2 b—va Y ERETDE, ZRHOavy NI, ROWTID I~ REFAT
L7 EICRY | Cisco ISE—"—D U 7 —  MebZOEEHZTT,
* copy running-config startup-config

e write memory
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B -o%2a—vare—ronciscoSEn

VT4 FaL—Y3av E—FDCiscolSECLI I K |

K
it

AV J4FXal—2 3> EF— KT Cisco ISE DERTE

a7 4Fal—YvaryavwryRBIar7 s Xal—yvary 7 E—RFRavr Re AN
L. CiscoISE »— N—DEEDOHEL AL 7 4 Fal—Tary T— R TCEFETXFET,

ATy T

ATvT3

ATvT4

configureterminal t AL Car 7 4 X¥alb—v gy — RERKBLET,

ise/admin# configure terminal

Enter configuration commands,
ise/admin (config) #

one per line. End with CNTL-Z.

(configuration mode)

SERfF () ZANLT, avy74Falb—varyE—Noavry FO—EE2RRLET,

ise/admin (config)# 2
Configure commands:

cdp

clock
conn-limit

do

end

exit

hostname

icmp

interface

ip

kron

logging
max-ssh-sessions
no

ntp
password-policy
rate-limit
repository
service
snmp-server
synflood-limit
username

CDP Configuration parameters

Configure timezone

Configure a TCP connection limit from source IP
EXEC command

Exit from configure mode

Exit from configure mode

Configure hostname

Configure icmp echo requests

Configure interface

Configure IP features

Configure command scheduler

Configure system logging

Configure number of concurrent SSH sessions
Negate a command or set its defaults
Specify NTP configuration

Password Policy Configuration

Configure a TCP/UDP/ICMP packet rate limit from source IP
Configure Repository

Specify service to manage

Configure snmp server

Configure a TCP SYN packet rate limit

User creation

a7 4 FXal—varyYTE—RERBELET, 374 F2b—va B NEREEEO=2 7 4
Xal—2ar P T7TE—F0NbDET, EVTE—FICADE, 77 MEBO S HIZIRWL~UL T
ECEFET, ZDOLULb, CiscolSE a7 4 Fal— g | lEHEa~vy REANTEET,

ise/admin (config)# interface GigabitEthernet 0
ise/admin (config-GigabitEthernet) #

a7 4FXalb—TaryET—RNEEXECE— ROMAFZETITHIZIE, avr R e 7 M Texit Z)AIC

AFTLFET, exit EATTT5HE, CiscolSE 12— —D L~ % | BRPER L,

BIOL~VIZELET, b

) — exit L AJ19 D L. CiscoISE 1T —H%—% EXEC L~ULIZE L £,

ise/admin (config)# exit

ise/admin# exit
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2L T FaL—v3 HIE— LT CiscolSEDBE

A4 xXal— 3 TE— RKTOHDCiscolSENLTE

&

ATvT2

ATvT3

AT 4 X2 —va VTR RTREDORED I~ REANTEES, 207 a7k
ERTLCarZ Xal—rary 7nry7 MNEM G exit a~2 FERIZend o~
REFHTE£9,

configureterminal E AL TCar 7 4 X¥alb—va E— &G LET,

ise/admin# configure terminal
Enter configuration commands, one per line. End with CNTL-Z.
ise/admin (config)# (configuration mode)

a7 4 X2l —ary P TE—RERBELET,

ise/admin# configure terminal

ise/admin (config)# interface GigabitEthernet 0
ise/admin (config-GigabitEthernet)# ?

Configure ethernet interface:

backup Configure NIC bonding feature

do EXEC command

end Exit from configure mode

exit Exit from this submode

ip Configure IP features

ipvé Configure IPv6 features

no Negate a command or set its defaults

shutdown Shutdown the interface
ise/admin (config-GigabitEthernet) #

avy R7rr 7 R Ceitz AJJL T, ary74Falb—vary ¥ 7E—FLar7r¥alb—var
T ROWHEHET LET,

ise/admin (config-GigabitEthernet)# exit
ise/admin (config) # exit
ise/admin#
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B ocu-ooixa—vavar koo tgE

CLila>7J4FXalL—Y 3y ROTIAIL NEETE

CLIZV 7 4 Falb—yaravy R, default BRANSHDZ EndY £9, 20BNk
:v/b&ﬁ%77ﬁwbﬁ WRLET, FEAEDa~v L RIEIT 740V N TT 42— 1T
BESINTWNDED, O AEIEa~ 2 RCdefault BRAFH L TH no B ZHEH L THA
U RIZ72 0 £7,

L. T4 R TA F—T IR EISN TN, BB OEENEEEDT 7 4L MEIZ%
EINTWbHavwry FydHET, 20X REEIC default BXO 2~ REMFHT S &
OV RNA X =TT | BENT 740 MEICERESNET,
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backup interface .

backup interface

E A AEDOTZDICH—DIIEA VX —T = AZ20DA —HhFy hA v H—T = A A%HE
(NIC AR T 4 > THEREE TIENIC T7— X U 7 HERE L LIEEN D) TH10F, 27 4 F=
L—y gy %7 E— FTbackupinterface 2~ R&H L ET, NICKRT (> 73R EEH|
BRI 212iE, Zoa~vr FonEXEEHLET, 22004 X —T oA AR T 47
THE. 22O0ONICIEZ 1 O2DOMACT RLAZFEOH—DOF A 2L LRI ET,

CiscoISE DNIC RY T 4V THEREITZ. o— R AXS U P E-3 ) vy 77 FA— g Uik
AV AR—F L TWEH A, CiscolSEIE, NICAR YT 14 > ZOE vl HHMEEES T2 R— L

ij‘o
AVHE =T 2 A ADRT 4 7 Tlid, IRORITH Cisco ISE V—EANFEELZ T2
L RLRFEL 9,

c WP A K T = — ADEE
« A v F KR— NEROER (Vv v NE T U FE TR

cAATF TA L h— ROEE

2ODA VB —T 2 A REBERYT A TTDHE A VF—T A AD—FNT T4~V A
H—=T A RZIR0, bH)—FHEIRNw I T v T A v Z—T oA ARV ET, 20DA X —
T2A REBRT 47T HE, TRTCDO T T 4 w7 3@E, 794~V A X —T A A
BB LET, 774~V A X =T oA ARMLDOBHTRKRTLE, Xv T v 7 A
VA =Tz ARANTRTDO T T 4 v V&I EHNTRELET, RoT 4 7IET T4~
VAL B —Tx2AAZADIPT RL AL MAC 7 R ANRKLETT,

NIC R T 1 v THERE A R T T ABRIZ, Cisco ISE 1ZE T HE NIC 245 T NIC DR
T4 TEBRLET, R T4 T A B =T 2 AR TDDICR T A 7T 52
M TEXABLNICIZOWT, ROFBITHEZ R LET,

Cisco ISE D) NIC O |Linux ) NIC D &R |RU T v FShtz |RUTo VT Shiz
=111 NICHBO—)L NIC 74 #i

FHE Y b A—H % |Eth0 7IA4=Y R KO

k0

EHEw b A —H % |Ethl Ny VT T

M

FHE Y b A —H % Eth2 a2 ) ANV

k2

X7y hA—H % |Eth Ry 7T o

k3
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Cisco ISE D¥IIENIC O |Linux IE NIC D AR |ARoTarFashtz |[RoTav S0tz
£l NICDHORA—)L NIC & &
XAy kA —Hx v |Ethd FI3A4 <V NN

k4

X¥HEw b A —Hx v |EthS Ny T T

k5

NICHR T 4 THEREIL, PAR—FEINTWDBTRTCOT Ty N7 —b L ) — KLY FT
PR—FENTWVWET, PR—FENDETT Y b7+ —LFRDEBY T,
*SNS-3400 > YV —A T 7I7AT A : R FOB LU (CiscolSE3400 > U — X 777 A
T AR K 4 H O NIC VR R— 1)

*SNS-3500 ¥V —X T 7 I7A T AR R0, 1, BLU2

e VMware B~ > : R RO, 1. BELU2 (625D NIC 2MRAR~ & o Tl I FTREZ22 338

eLinuxKVM / — R : AR R0, 1. BLU2 (62D NIC MR~ > v THEHTTHREZRIBE)

BX DA

AU RTIAIbE

ATV R E—F

backup interface

NIC R T ¢ v T HERE

wELET,

GigabitEthernet

RO T v T A B —=Tx A AL LTIRES
NOZXHEY bA—H Ry b F—T =A

AEHFELET,

Nyl T 9T A =T o f 2 LTHRET
BEAE Y b A =%y b F— bOK,

77 AV OBIERIEILDH D EH A

AVH =Tz A AT 4 X2l — 3 %7 E— K (config-GigabitEthernet)#

av Y RERE

yy—2

EERE

2.1.0.474

Zoavwy RREASE LK,

FREDHA FS14 Y

¢ Cisco ISE IR 6 DDA —YV Ry b A v H—T =2 A A%V R—FFT5DT, A KiX3

2> (R R0, AR, R R2) O

RETEET,

ARV RIZEENDA L H—T oA AEEH LD, RURODA v H—T = ADO— /L%
ERELIZVTHIEIETEEEA, RT 47 TEBHNIC LAY RTOHREIZOWTD
BRIz HONTIE, FEROFESR LT IEE N,

¢BthO A > X —T = A AT, BEHA L HX—T oA AL TUEA LA E—T oA AD N
LU THRELET, 20D v F—Tx2A RF, T BA LA E—T A AL LTHE

RELET,
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backup interface .

RV REERT DRI, 794~ A F—T =2 A (FF7A4~UNIC) IZIPT RL &
ZEID Y TOHMLENDY £9, A2 N0 Z{EKT DML, Eth0 A > ¥ —7 = A AT IPv4
T RUVZZFID Y TORERDY £3, FERIZ, AR 1 &2 2/FlkT 2%, Eth2 &
Eth4 f % —7 = A AT IPv4 £7213IPv6 7 RL AZ TN ENEIV B THMLERH D F
7T

e R REERT AR, N 2T v L% —7 =A% (Bthl, Eth3, LW EthS) 2
IP7 RLAREID LB THENTWDEIEEIX, NI T v T A F—T A ANLEDIPT
RLAZHIBRLET, NI T v A F—T 2 AZIXIP T L AZEY Y THRNWT
<IEEW,

e ARV RE1DODH (R F0) fEREL, YDA L F—T oA AZFDEEICTIH LD
TEXET, ZORE. RUROFEHA L Z—T oA RET U EA LA E—T (R
LCHEREL, RV DA v A —T 2 Af AIT U HA DA H—T =24 AL LTHRELET,

AR FTIZ, Z9A4A~V A2 F—T 2 ADIPT RLAZEFETXEST, 754~V A
VE—T 2 ADIPT RLARALBEINDZDT, BiLWIPT FLARRUT 4 7 &N
A =T A RZE DB THENET,

2O0ODA U H—T 2 AMOR REHIRTLE, RoT o v 73Nz A v F—T =4 A
WZEIDYTHNTWEZIP T RLARE, 7I9A4~U A2 —T A AZHOEY Y THN
i‘j‘O

e T A AL MIEEND CiscolSE / — R TNIC RV T 4 v THERERRET AT, *
D) —FRETTaA A MBEGEMEL, NICRy T4 0 7H2RELT, T84 A
MIHEXGTILENDH Y £97,

« R K (Eth0. Eth2, ¥721XEthd A v X —T =2 A R) DT IFIA<Y f L H—T xR L
L CHERET DA o H—T = A RAZAFT 4 v 7 )— EBRREINTWAESIL, W
AVE =T oA ATIERL R T 4 v T ENTA U HX—T 2 A ATEMET DL HicA ¥
T4 w7 — NP EBICESH S ET,

Bl1:NICHRT 4 2T DHRE
ROFNETIL, EthO & Ethl A > F—7 = A AR K0 2RET L EZHHLE T,

)

GE) Nolr 7oA H—ToAf AL LTMETDWEEA > % —7 =1 A (Ethl, Eth3, Eth5
AVHE—=T A R E) IZIPT RLARRESNTWDIHEIX, NI T v T A F—
T2 A AMBEDIPT RVAZHIRT HORERNHV ET, NI T v T A0 F—TxA
ZUWZIEXIP T FLAZFN Y Y TRNTLSTZE N,

ise/admin# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
ise/admin(config) # interface gigabitEthernet 0

ise/admin (config-GigabitEthernet)# backup interface gigabitEthernet 1
Changing backup interface configuration may cause ISE services to restart.
Are you sure you want to proceed? Y/N [N]: ¥
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. backup interface

Stopping ISE Monitoring & Troubleshooting Log Processor...

ISE PassiveID Service is disabled

ISE pxGrid processes are disabled

Stopping ISE Application Server...

Stopping ISE Certificate Authority Service...

Stopping ISE EST Service...

ISE Sxp Engine Service is disabled

Stopping ISE Profiler Database...

Stopping ISE Indexing Engine...

Stopping ISE Monitoring & Troubleshooting Session Database...

Stopping ISE AD Connector...

Stopping ISE Database processes...

Starting ISE Monitoring & Troubleshooting Session Database...

Starting ISE Profiler Database...

Starting ISE Application Server...

Starting ISE Indexing Engine...

Starting ISE Certificate Authority Service...

Starting ISE EST Service...

Starting ISE Monitoring & Troubleshooting Log Processor...

Starting ISE AD Connector...

Note: ISE Processes are initializing. Use 'show application status ise'
CLI to verify all processes are in running state.

ise/admin (config-GigabitEthernet) #

Bl2:NICRYT 1 2T DEREDHER

NIC R T THERENRE SN TV DN E I & s+ 2 I121%. Cisco ISE CLI 7* & show
running-config =~ RZFATL £ 7, RO X I RN ERINET,

interface GigabitEthernet 0
ipv6 address autoconfig
ipv6é enable
backup interface GigabitEthernet 1
ip address 192.168.118.214 255.255.255.0

FFEDOH I TIE,  Tbackup interface GigabitEthernet 1] (X, ¥4 &> b 4 —H% %> k 02 NIC
RUT AV TRRESNTNT, FHEY A=V Ry hORTTA 3V A F—T xR
XY M A=V MBI T T A F—T 2 AEINTNWELILEZRLET,
F72. ADE-OSHETIE, T4~V BIUONRNY I T v T DA o F—7 = A ZTHHRIIZFE T
IP7 RLUAZEELTWTSH, runningconfig Ty 7T v A Z—T 2 A ADIPT RLA
ITERRINERE A,

*7-. showinterfaces i~ REZE(TL T, AT 4 v T ENTA v F—T 2 AEERTE
F9,
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cdp holdtime .

cdp holdtime

ZA5T /XA AN Cisco ISE H—/3—7225 D Cisco Discovery Protocol /347~ N & FEFET 5 E TO
R 245 E T 51212, 27 4 Fab—3 g F— R Tedpholdtime =~ > K& L
e

cdp holdtime seconds

FI7HNMBEEBICETICIE. 20a<vr RO nEREFEHLET,

no cdp holdtime

B DEREA

ARV R TIFILE

aAvYU R E—F

holdtime 7 R/R% A X X7z Cisco Discovery Protocol @
PrRRFRFR 245 E L £
seconds HALOT RS A XS IARFHFRIE,

OFPHIZ, 10 ~ 255 FTT,

CDP {RFFIFHI DT 7 4 /1 MEIE, 180 B TT,

a7 4 X2 lb— 3 (config) #

avy FERE

HEREDAA K1Y

1) =2 EENE
2.0.0.306 Ioawy RPEASHELE,

Cisco Discovery Protocol /3% N Z {75t ATREIFR], D F  RFEFFFMOE L & HITEE L £ T,
ZAGT A ALL, PRFFRER Of%iE % 12, Cisco Discovery Protocol /X4~ k@ Cisco Discovery
Protocol 1§ & FEFE L £ 77,

cdp holdtime =t~ > RICHRETE 251503 1 o721 T, #EEEELEEAIE. =7 —2n%4
LET,

il

ise/admin (config)# cdp holdtime 60
ise/admin (config) #
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. cdp run
cdp run
T _RCDA ¥ —7 = A AT Cisco Discovery Protocol A ZNIT HI21F, 2> 7 4 F = b—
varyE®—RTcdprun o~y RaEMHLET,
cdp run GigabitEthernet
Cisco Discovery Protocol # #5523 5121L, ZDa~r KO noFBXEHEH L 7,
no cdp run
X DA run Cisco Discovery Protocol % A *—7 /LIZ L&
4, cdprun 2~ RO no XA L=
A&, Cisco Discovery Protocol 2N 50272 V) %
o
GigabitEthernet (f£#&) ., Cisco Discovery Protocol & A F—=
JWIZT % GigabitBthernet f > & —7 = A A%
BELET,
0-3

Cisco Discovery Protocol & 4 *—7 /LIZ§ 5%
GigabitEthernet f > % —7 = A A& 5 Z 4T L
E RN

AT VR FI4NN T ANV NOBEBERMEITH Y A,

AT R E—F a7 4 X2 b—3 3 (config) #
vy FERE )1)—2x EENE
2.0.0.306 Zoavwy RPREAINE L,

FERLEDHA RSAY ZOARURTE 12037y arO5¥ (X =T xAR2%) ZEELET, 7=
YDA LB =T 2 A AR EIE LRSS, Z0avy NI, $TOA(F =T = A LT

Cisco Discovery Protocol % 1 r—7 /L IZ LET,

N

GE)  Zoa=wrFO7F74L TR, TTRITEINTNDA v F—T = ATEELET,
A B —T A ADEEIRFIZ, FAIIZ Cisco Discovery Protocol 2121k L £7°, #KIZ, Cisco

Discovery Protocol % fC#) L 9,

1

ise/admin (config)# cdp run GigabitEthernet 0

ise/admin (config) #
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cdp timer .

cdp timer
Cisco ISE #—/3—73 Cisco Discovery Protocol 7 77— N & X FT HHE A FEET HI1TiX, =
Y7 4Fal—YaryE—RNTcdptimer 2~ FE2EHLET,
cdp timer seconds
F 74V PEEICRTICIE, Zoa<vr Fono BEREEH L £,
no cdp timer
X DA timer EL-MBCESRSNET,
seconds Cisco ISE #—/3—75 Cisco Discovery Protocol

W ek m T 2 BE LB THRELET,
EOFIAIL, 5~ 254 B TT,

ATV RFI4 R EHHRREDOT 7 40 ME 60 BT,

ATV R E—F a7 4 ¥ 2 b— 3 (config) #
av Yy FERE )1)—2 EEARE
2.0.0.306 oawy RPEAINE LT,

FEELEDHA K54 > CiscoDiscovery Protocol /37 v b Z(Ff FIBEIFH. D F U IRFFIFFIOME L & HITKEFE L ET
ZAGT A AL, PRFFIFR] ORI %12, Cisco Discovery Protocol /3% > k @ Cisco Discovery
Protocol {F# Z FEHE L £7,

cdptimer =~ RICFEETE 25180% 1 77 T, EEIEELEEEIE. =7 —2n"84L
7,

il

ise/admin (config)# cdp timer 60
ise/admin (config) #
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clear screen
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WREBEORNEEZ 7V T+ A5, 207 X2l —3 3 F— RTclear screen =~ R%&
FERALET,

clear screen

B DEREA

AR R FIHILE

aAvU R E—F

Zoaxy RZE, F—U—FBXIUOGHEITH Y THA,

77 4V FOBIEREIZH D EE A,

a7 4 X2 l—3 3 (config) #

avy FERE

FEREDHA K42

=2 LERE
2.0.0.306 ZDavry RBREAINE L,

clear screen 1ZfE2 L 22~ R C9, clear screen |3 CiscoISE T CE 42, a~r R4 v
TREMBFEAN L CERLEY E LA, CLIA V2T 7T 4 7T~V ERERER
/L/o

151

WOHNL, WMRONEEZ 7 VT 5 HEEZRLTOVET,

ise/admin (config)# clear screen
ise/admin#
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clock timezone .

clock timezone
FRR# A RET AICIE, =2 7 4 Fal— 32 F— RTcocktimezone=z~ > REFEITLF
7,
clock timezone % A >/ —

B A T A1k, —oa~vy RonoBRXAFEHLET,
no clock timezone

\}

GE) AL APF—IZCiscolSET 7 IA4 7 A L CHHEAEFRT5E, 0O/ —KET
CiscolSET7 7'V 7r—a VAMHTE 7272572, ISEZHEETHXLENH Y 7,
WIHIRRE Y 4 ' — R TR OREE RO D T 7 ERE RSN, BT D
# (T 74V MUTC) A A M—NFICEETHZ L 2BED LET,

XN timezone N prp—

AL — FRUER IS FR 3 DRI DA . FoRK 64 305
DR F Y R—FLET,

TS5 A< V&) —F (PAN) OBH®) 7 = — /LA —R—BEX A F— 7ML TWBESIT
B A RETDRNIT 4 B—T N L TLE &, 2R E LI-% T1 X — 7w_ﬁ¢
ZEMNTEET,

ARV R TFI4AL  WERAE (UTC)

ATV R E—R a7 4 Fal— a3 (config) #
av Y FERE )1y—= EEARE
2.0.0.306 Zoavwy RpnEASnELE,
32 ZOavy ROn BT A — hIhie 7

DE LT

FEREDHA KSq4 > YAT LOWNEIIZIE, UTC TORZINRFFSIVE T, FEDRFREF DN LRWEAIE, H
., B, Gz ANTEET AT ACANTA2HBEORBHERB IO R NZ VT ETY
7T DIRFFHEICOWN TR, K 4-1, 42, 43 250]H)

)

GX) LI b AREZR RIS 3V K OB D 9, showtimezones & AS14 5 &, A
AIREZR T T DORFEIHE D U 2 R 78 Cisco ISE r— " —CF R SV E T, 7424 Hlsk o B4y
W H i L7 R 2 IR L9,
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. Cisco ISE / — FDEEHNER

Cisco ISE / —

BBAN TPAN OBEI Y = — /LA — R—RENA X —T MR >TWBHE, IROXA vE—IN
FRENET,

PAN Auto Failover is enabled, this operation is not
allowed! Please disable PAN Auto-failover first.

1

ise/admin (config)# clock timezone EST
ise/admin (config) # exit

ise/admin# show timezone

EST

ise/admin#

FDEFETRDEE

AU ABN—VIBIZ CiscolISET I A4 T A L TR A2EETHE, D/ — K_ET Cisco
ISE7 7V /r—yarzlATER a0 Ed, 220, WIEREY « ¥ — R TR O E
ERODL T T NRFRREINTE S, BT HEEE (57 40 FUTC) %A A h—/LHIZ
WETEET,

W H DL T IL, BADER S CiscolSE / — N Z A Sl B% 5 2 £,
WENSHET LI, ROTIEZFEHLET,

AR R7AVERIETS4<1) CiscoISE / — K

A VAN NRIZEA L=V BEETHIZE, /= FOA A=V EBIERKTOILERDD £
7,

BT DOREDNN I T v T Nod I LR L, NEREHEL X —%2 =7 AR — N LET,
ALY = BETHEE1T, ROBEZITVET,

« 7’74~V CiscoISE / — RZFHA A—I{bLET,

o A VAR AHNT, WERZA LY — 2RI £,

c Ny T v T LFEAEEE T LET,

« Active Directory IZHZ ML, ISE7 RV 7 A 770 —7 LDAP 2D /) — T L DORIE
AL ET,

tHhUFVYISE/ —F

T4 J—ROBWEELREICICR2 L I8 F Y ) — FORMHEE2EE T 5546,
WO FIEEZFEITLET,

« MEIRFEHEAS = AR — M LE T,
e LR ) — ROBEEEMRELET,
o J—REHA A= LET,
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saonms |

BT U, MERTEAEE A Rk LET,
c ) RETIA<Y ) RiCe A # Y/ — K e LTHEER LT,

« Active Directory [IZFFZ ML, ISE7 R 7 74 77w —7 LDAP 2D/ — RZ &L ORE
AL ET,

HBDORHET

R4ERSITHXBOBRET @)

BEEEE =13 &0
BN

FFEIF 4

GMT. GMTO0. GMT-0. GMT+0, UTC. 7 = VHEHERE (UTC)

Greenwich, Universal, Zulu

GB T[]

GB-Eire, Eire TANT R

WET e —n v NEFH (UTC)

CET g — o o EHERE (UTC + 1 FER)
EET I — oy o SEER] (UTC + 2 B

KEE DT Z

EST. EST5EDT FHEE YRR, UTC - 5 BFRE

CST. CST6CDT PR YRS, UTC - 6 FRERH

MST. MST7MDT

LR AERE, UTC - 7 REf

PST. PST8PDT

RAPFEREHERF . UTC - 8 BiffH]

HST

ND A EHERE . UTC - 10 FFRY

FA—RALSUTDRALT—2
Y

CE) A=A FZ V7 ORMETIE, HEfiizA7vya () TREO->TADLET

Australia/Currie) .
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Australia

Australian Capital Adelaide Brisbane Broken_ Hill

Territory (ACT)

Canberra Currie Darwin Hobart

Lord Howe Lindeman Lord Howe Island Melbourne

(LHI)

North New South Wales Perth Queensland
(NSW)

South Sydney Tasmania Victoria

West Yancowinna

FETDRA L=

\}

GE)  TYTOERICE, K7VT MTYT, WETYT, BTYT, BLOHRT U7
WY ES, M LT ELIZIEELAT v () TRU->TADLES ) :

Asia/Aden) .

R6:KR 437 T OHHETE (E)

Asia

Aden Almaty Amman Anadyr
Aqtau Aqtobe Ashgabat Ashkhabad
Baghdad Bahrain Baku Bangkok
Beirut Bishkek Brunei Calcutta
Choibalsan Chongqing Colombo Damascus
Dhakar Dili Dubai Dushanbe
Gaza Harbin Hong_Kong Hovd
Irkutsk Istanbul Jakarta Jayapura
Jerusalem Kabul Kamchatka Karachi
Kashgar Katmandu Kuala Lumpur Kuching
Kuwait Krasnoyarsk
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cls .

cls
VARBEONEZ 7V T7T5I00%, 207 4 Fal— g F—RTdsa~vr REFEHLE
cls

EXDiiHA Zoa<wy RZiE, ¥F—UY—FBIUB5IEIIH D FHA,

ATV ERFI4IAN T AN FOBESEIZH Y EHE AL

ATV R E—R a7 4Falb—i g (config) #
av Yy FERE )1 —2 EENR
2.0.0.306 Zoavry PR EASRELR,

FERLEOHA RS> dsiFfELa~r FTT, dsiZCiscolSETHMTE ET, a~vr FI A4 o TRAMFZ AL
THERLEDE LTSRS, CLIA VX T 7T 4 T~V T I EREINERA,

1
ROBNE, S RONEZ 2 V7 + 5 HEER L TWET,

ise/admin (config)# cls
ise/admin#
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. conn-limit

conn-limit
EEICIP 7 KL AL OEFE TCP #kEDOHIRZXET HI2IL, 274 Falb—vary E—
KCconn-limit 2= > REFHALET, ZOKELZHIBRT I, Z0oa<r RO noBEX%E
ERLET,
X DA <1-2147483647> TCP ##t DEL,
ip (&) ., TCP il fR 4 H 3 2 2150 1P
7T KU A,
mask (EE) . TCP Bgiiil R 4 9 % 261570 1P
~ A7,
port ({ERE) . TCP B[R & 5560 HR—
NS
ATV R FI4NN T ANV NOEBERMEITH Y A,
avyY RE—FK a7 4F¥2b— a3 (config) #
avy FEREE )1)—=x EENE
2.0.0.306 Toawy RREAINE LT,
3.2 ooy RREH I, AT 5 conn-limit

WCARTZEID HTDEOIZR £ LT,

FEREDHA KS4 > ZOconn-limit =~ Rid, TCPHiAY 99 B A 2% A M L4, 100 K DB DL A
X, koOEERFRENET,

% Warning: Setting a small conn-limit may adversely affect system performance
1

ise/admin (config)# conn-limit 25000 ip 10.0.0.1 port 22
ise/admin (config) # end
ise/admin
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service cache .

service cache

ARABRODNS BERZF ¥ v 2FBHI01F, 27 4Fal—3 3 F— KT savicecache
enable 2~ REEALET, ZOKEBEAHENCT S & DNS — "—DAM NP S L E
7,

service cache enable hosts ttl ttl

ZOMREET 4 BT T HITE, Zoawr FOno BREHHLET,

BX DA

aAvU R TFI4ILk

avY kK E—FK

FEREDHA K4V

ttl F¥ v a2 BN LN, Fvvial
DARA N OFFfErTRERER] (TTL) fE A RV HAL
TRETXET, tlOF 74V FREITHY
FHA, ttl TIE 1~ 2147483647 DOFiPHDOE %
fRETEET,

7T 7 4V NOBEECHEIZH D FH AL
a7 ¥ 2 b— 3 (config) #

TTL X, BEREFICR L TZIT AN LN E T, DNS y— _—THEI N/ TTL HIX. BE
B LTZITANONE T, DNS = X—=TTIL REHZSINTWARWESIZ, a~v o K
TRESNTETIL N2 ANONE T, EEEAENCT I Xy v =2 bR 97,

£l
ise/admin (config)# service cache enable hosts ttl 10000

Enabling dns cache
ise/admin (config) # exit
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AT 4 Fal—ary EF—NEFIIEEO2 T 4 Falb— gy 7 E— D EXEC
VAT AL VD avw s REFTTHIZE, WInhoarT X2 b—v g EF— FTdo

o< FEFEHALET,
do EXEC commands

X NN EXEC commands

EXEC v AT A LD a<y REFETT5
ZLERELET (F7:F£44do=z~v KD
av U RATvar (kKE) =228K)

R7:RK44doaR U FDAIV AT 3y (FE)

avyU kR

e

application configure

WEDT FV) r—varaRELET,

application install

MEDT XV r—arvif A= LF
j—o

application remove

BEDOT ) r—3a U EHIBRLET,

application reset-config

TV =Ygy ary 4 Xal— gk
THHMEEOT 7 40 FREICY Yy FLE
—a—o

application reset-passwd

BELIa—Y—D7 7V r— g /RAT—
FzUty bLET,

application start

BEDOT Y r—3 g o BBEIEZIIA R—
T LET,

application stop

BEDT 7Y r—a v kLT A
T LET,

application upgrade

BMEDT XV r—arvk Ty X7 —RL
e

backup N 77 7 (CiscoISE & Cisco ADEOS) %
EITLTC, FORw I T v T HVERI MV
RIELET,

backup-logs Cisco ISE ¥ — R — TRk SN TN DHT_TD
a7 %) E— FNOBFHINRYy 7T v FLET,

clock CiscoISE—R—D 2T L 7 a v 7 BRE

Lij‘o
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avy kR

B

configure

WREE— FEBMmLET,

copy

A =N A= RIHEED T 7 A E A
to‘_‘ L/jz‘jﬁo

debug

IFIFhavr PR e xiX, Ny 2
Tyl EETL, a7 4 Xal—var, 2
v— U Y—20uvy s, T77AVEE T—
P—EEHp L) T, =7 —FIFA X M &
FrLET,

delete

CiscoISEV—_— ED 7 7 A L EEIR L E T,

dir

CiscOISEV—R_R—D 7 7 A N2 —EEK R LE
7,

for ceout

¥ED CiscoISE / — K 2 —H—DFXTD
tovarEEHEKICe 7T N LET,

halt

Cisco ISE —/"—%F 4 B—T /WIZT DD,
vy v hEDULET,

mkdir

LT o L7 bYZERR L £,

nslookup

YE—h AT LD P4 £721XIPV6 7 K I-
A, HDHINVIHRA M ERIWEDEET,

password

CLI7H T s RAT— REFEHLET,

patch

Ry F R RLVEA VA M—LT 5, F2iX
TN = a DRy FET A VA R—
AL LET,

ping

UE—h AT ADIPVET KL AE A A
NG EREE L ETS,

ping6

VE— K VAT LADIPVOT RLAZEELFE
ﬁ—o

reload

Cisco ISE — "—ZFiE# L £ 7,

restore

TWHEETLT, VR MU MNEARY I Ty
TERRRLET,

rmdir

BEFEOT 4 L7 MU ZHIBRLET,

show

CiscoISE h—/"—(ZB8F 2 iFHm a2 etk L £,
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avvk ERBA

ssh UE—h AT AEDEELENT-EY T2
CERBBLET,

tech Technical Assistance Center (TAC) =~ K%

Rt L £,

terminal length

SEAREIRRD /ST A — 2 ZRE L ET,

terminal session-timeout

TRTOF—IF Ny g kLT, &
REX A LT 7 FERELET,

terminal session-welcome

TRTCOF—=IF )V By arTEREND
MHIA =T E VAT AMIRELET,

terminal terminal-type

BEDOY v a v OBAEOERRMIER ST
WABIRDOZA T EFEELET,

traceroute

VJE—hMIPT7T RLAD)L—F&E L —ALFE
7,

undebug

SFEISFERa R (2L 2E Ny
Ty FEEL, a7 4 Fal— gy, 2
B—, UY—RADuv s, 77 A )Vlingk L—
P—EB2 L) T, debuga~r RO (=
T—F2FA R NDOER) BT 4T
W LET,

write

WHIMCE Yy VT v =T 4 U T 4 BT
LTCxy hU—2 a7 4Fal— g%
Tar S NTHARE— Ty a7 4 ¥
L—alEHEL, F#Tar7 4 ¥ ab—
VaVvEAF— R NT a7 4 F¥al—a
SNavr—L, aryY—UIETar74¥a

L—yaraRKRLET,

ARV R FI4NAL  T AN FOBEREIZH Y EH A,

ATV R E—F a7 4 F¥alb—ar (config) # ELIHMEED T T 4 Falb—vary B T7E—F
(config-GigabitEthernet) # & (config-Repository) #

avy FRERE Jy1)y—= EENE
2.0.0.306 ooy RPEASHE LT,
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EREDAA

 —_

3

12

do.

Z?do 2= Ri, CiscoISE %r— "\—D%EHIZ, EXEC 2~ K (show, clear, BX W
debug =~ Fa&te) Z2FEITTH5AIMALET, EXEC 2~ ROFETHR, VAT A%

FRALTW -ar74Xal—Y gy T—RIZEY $9,

il

ise/admin (config)# do show run

Generating configuration...

|

hostname ise

|

ip domain-name cisco.com

|

interface GigabitEthernet 0
ip address 172.23.90.113 255.255.255.0
ipv6 address autoconfig

|

ip name-server 10.0.0.1

ip default-gateway 172.23.90.1

|

clock timezone EST
|

ntp server time.nist.gov
|

username admin password hash $1$JbbHVKVGSxMZ/XLA4tHI15Knf.FfcZZr. role admin
|

service sshd

|

backup-staging-url nfs://loc-filer0O2a:/vol/locall/privatel/jdoe

|

password-policy
lower-case-required
upper-case-required
digit-required
no-username
disable-cisco-passwords
min-password-length 6

|

logging localhost

logging loglevel 6

|

--More--
ise/admin (config) #
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. end

end
BEDa L7 4 Xal—Yarkyiarya2& T LT, EXECE— NIZEAIZIE, =274
Fal—rvagryE®—RTenda~vy REfEHLET,

Zoa=wy RiZiZ, ¥—UV—FBXOBIEIIH FHA,
end

ARV R FTI4INAL  T AN FOBERLEIZH Y A,

AT R E—F ar7 4 F¥al—rar (config) #
a7 RERE 1y —2 EEAR
2.0.0.306 Zoavy RPRBEAIRELE,

FEREDHA KSq4y O NI BUED a7 4 Falb— gy = RROFTE— FInbd b T, EXEC
T RICBITLETS,

Toavwy NI, VATAREEZKT L, EXECE— RIZRE-> T, MEFFIEE FEITT 58412
ERALET,

1

ise/admin (config) # end
ise/admin#
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exit .

exit
AT 4 F2lb—Yar B RFERTLT, CLLE— FEETRIZEOE— NICBITT SIS
X, a7 4 F¥a2l—Y gy E—FCexita~yr REFHLET,
exit

Zoawry NiZiE, F—U—FBIXO3IEEHY A,

ARV R FTI4INAL  T AN FOBERLEIZH Y A,

ATV R E—F ar7 4 ¥al—ar (config) #
a7 RERE 1y —2 EEAR
2.0.0.306 Zoavy RPRBEAIRELE,

FEHEDHA KSq4 > e&it 2= Fi&, CiscoISE—"—THED I~ FE— FEH T LT, CLIE— FEEEOR
W@ a~vy RE— RIBITT 258 IEA L ET,
7o 2IE, EXECE— RIZEDIZIE, 2074 Falb—valryE—FTeita~vy &AL
T, a7 4 FXal—rary B TE-RFCTeaita~vr RefifdT5oL, avr7 s Xal—
vary T—RIZEY £9, & LD EXEC T— FCexit 2~ F&MHHT 5 L. EXEC T—
RZ#T LT, CiscoISE V— _—n L EGRER S VE T,

1

ise/admin (config)# exit
ise/admin#
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hostname
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VAT LADKRA N ERETHICIE, 207 K2 —3 3 F— RThosthame =~ > F%&

EALET,
hostname hostname
XD hostname BRANDAHT, 19 LFFE TORKT L TR

() ZYFR—FLET, FAPFAL—X
DS D LF TR HHERH D £,

ATV R FI4ILE T 7 AN NOBERHEIZH Y FH A,

AT R E—R 27 4F2b—3 3 (config) #

avwy FERE

IJ IJ—Z

EENE

2.0.0.306

Zoawy RPREAINE LT,

FEREDHA FS1 Y

)

G¥)

Thostname| =~ > RO CLIRELEHIC ICul+C)] 23745 ¢, —EHO7 7V r—

Yary arR—xr MIHTWERR MEREL, oa s R—32 MIFTLWEAAR M %E
FEHTHREBICRDAEEMERH Y 9, ZHUTL Y, CiscoISE / — Fid#pE L T
REEIZ72 0 £,

ZOMEAERET H121%. Thostname] 2> 7 4 Fal—i gy a~vy REFEEITL
T, RAMNEHHOMEIZRELET,

hosthame =~ > FZ AL T, EDKA ML EEETEET, VI NA VAR AKA
TDa<x R THD hostnamelt, VAT LADORTERFIC—ELITEITLEST, A& MITIE I
ODBBEEDDVEND Y ET, BB 2WGEE, =T —BRELET,

TDavy REFHLTCiscoISE Y —_"—DFR A NEZEFTHE, IROBEEL v E—IN
FrENET,

00 o° o0 o0 d° d° d° o° o° o

o

[

% Warning:

Updating the hostname will cause any certificate using the old
hostname to become invalid. Therefore, a new self-signed
certificate using the new hostname will be generated now for
use with HTTPs/EAP. If CA-signed certs were used on this node,
please import them with the correct hostname. In addition,
if this ISE node will be joining a new
Active Directory domain, please leave your current Active
Directory domain before proceeding. If this ISE node is already
joined to an Active Directory domain, then it is strongly advised
to rejoin all currently joined join-points in order to
avoid possible mismatch between current and previous
hostname and joined machine account name.
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1

ise/admin (config)# hostname new-hostname

% Changing the hostname will cause ISE services to restart
Continue with hostname change? Y/N [N]: y

Stopping ISE Monitoring & Troubleshooting Log Processor...

ISE Identity Mapping Service is disabled

ISE pxGrid processes are disabled

Stopping ISE Application Server...

Stopping ISE Certificate Authority Service...

Stopping ISE Profiler Database...

Stopping ISE Monitoring & Troubleshooting Session Database...

Stopping ISE AD Connector...

Stopping ISE Database processes...

ISE Database processes already running, PID: 9651

Starting ISE Monitoring & Troubleshooting Session Database...

Starting ISE Profiler Database...

Starting ISE Application Server...

Starting ISE Certificate Authority Service...

Starting ISE Monitoring & Troubleshooting Log Processor...

Starting ISE AD Connector...

Note: ISE Processes are initializing. Use 'show application status ise
CLI to verify all processes are in running state.

ise-1/admin#

hostname .
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. icmp echo

icmp echo
A B —Fy M A vy E—7a hal ICMP) O a—SEARETHITIE, 274
X2l —v g E—RKTiempecho 2~ F&EHHL 9,
icmp echo {off | on}

X DA echo ICMP a2 —iE&#RELET,
off ICMP =2 —5%& %27 =7 ML ET,
on ICMP a2 —i& %A F—7 MILET,

ATV RFI4IR VAT AFICMP Za—SERA Y (A 3—T V) OB LRKICEEL 7,

AT R E—F a7 4¥alb— 3 (config) #
AU REE )1)—2 EERE
2.0.0.306 Zoawr FRBAShELL,

FEREEDHA KS4 >y ICMP = a— & a4 234 712§ 51213, 2D icmpecho i L £7,

1

ise/admin (config)# icmp echo off
ise/admin (config) #
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identity-store .

identity-store

CLI ‘E¥E5 % Active Directory KA A NZBMSHHIZE, 207 4 F 21— arE— KT
identity-store =~ > K& L £3, CiscoISE / — RMEELD R AL 2B TV D55
X, 20avry FEMHEHLTSMTED FAL T2 TY, 4 CLIEEE IIEBIZSIN
LE9, CiscoISE B EAELTE T T 5 F TS5 mffifFo TS0,

Zoavwy REFALTSMTDH RAAL N, ISE/ — RIZBMLTWe RAAL U EREILTTH
D% aIE. HHEI LY — VT RAL VTHSMT 20 ERH Y £4, FH CLI 2 —%—I3
Ry NT—JEBRETHIVNENHY £7°,

IV REE 1) —Z EENR
2.6.0.156 Zoavy RBREASRELE,
1

identity-store active-directory domain-name <aDomainFQDN> user <adUserNameWithJoinPrivs>

\}

(GE)  ActiveDirectoryCLIIE, T RAA v a—H2MH L-RE2 Y AR— L TERA, K
A AT, RRECHH S D s —Y—IZxt U, BRICSINT 2 LR S 2 E 5D
RAA RS ET,
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. interface
interface
A EBE—T 2 A RABZATEREL, AV F—TxA R AT 1 Fal— g F— NEEG
T A2, intefacea~r Ferary 74 Xal—rary 2 — RCEALES, o< R
ZiEno i H v FHA,
Y
GE)  VMware A8~ > CHEATRE/R A V F — 7 = A ADHEL, I~ U ITBEMEND 1Ry
NT—2 A B —T x4 (NIC) ODEIZT L > TERRDHZEDRHY 9,
interface GigabitEthernet {0]1|2]| 3}
X DA GigabitEthernet XAy hA—Y Ry b A F—T oA A%
HELET,
0~3 BETHXITEY F A =P Ry hF—FOD
.
Y
GE)  interfacea~> RTXF ALY b A=V Ry b FR—FOEEATITEH L.
config-GigabitEthernet 2> 7 4 ¥ = L—3 3 > 7 E— KRR ENET (RO HEXD
P 2Z2R)
X DEREA backup NIC R T« V7 HERER R E L C, WA v
B —7 oA ANZE A AR R L ET,
do EXEC 2v > R, Z®OF— RTEXEC 2w
KEFEITTEET,
end config-GigabitEthernet %7€ — R ZH& T L,

EXEC T— FITREY £,

exit config-GigabitEthernet 7> 7 4 ¥ = L — 3 3
PT7E—REKTLET,

ip FHTEY b=V Xy AT =Tz AD
IP7 RLRERy b AT ZHRELET,

ipv6 DHCPv6 $—/3—225 IPv6 7 K L A H Bk E
BXOIPv6e 7 FLZEZRELET,
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interface .

no

IDE—ROa~vr REKELET, 2250
XF—U—FNEFEHTEET,
cip: AU H—T A ADIPT KL AL Ry
h~RA7EFRELET,
cipv6 : A U H—T A ADIPv6 T KL A
ERELET,
eshutdown : f v X —7 A A% % v b
2o LET,

shutdown

A EB =T 24 A% Yy hET L LET,

ATV R TFI4NN T ANV NOEERMEITH Y FEA,

ATV R E—F AVH =T x4 R AT F =l — 3 (config-GigabitEthernet) #
av Yy FER Jiy—=x EEAR
2.0.0.306 Zawry RBREAINE L,

FEREDHA K54 intefacea~r FEHEALT, AV ¥ =T oA AEREL, SEIEREMFEZIA—FT5HZ

LNTEET,

1

ise/admin (config)# interface GigabitEthernet 0

ise/admin (config-GigabitEthernet) #
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Ip address

VT4 FaL—Y3av E—FDCiscolSECLI I K |

GigabitEthernet f > % —7 = A ADIPT KL AL Ry N AV ERETDHITE, A ¥ —T =
AA A7 4 Falb—varE—RTipaddress 2~ REMHLET,

ip addressip-address network mask

IP7 RLAZHIERT 2, IP oty JEEHIITHIZE, Zoa~vr RO no a2 A
L/i‘j‘o

noip address

Y

GE) BEOA L EZ—Tz2A AT, ALIPT RLAZRETEET, ZOREICLED, 2250
A B =T A ABOE Y Bz I ERa Ly T 4 Fal—a FIEAHIRTEET,

B DR

ul
&

ip-address IPv4d 7 R LA,

network mask BLEAT O IP Y TRy DR 7

TIA<VEH ) —FK (PAN) OHE 7 = — VA —N"—REE A F—T /ML TV DHEET,
IP7 RLVAZBRETDIHANIT 4 B—7 ML TLEEW, IPT KL ADOERERIZ PAN O HH)
T2 VA= N—RELA R —TIVIRT ZENTEET,

aAavU R FI4ILE

A R—=T ),

aAvU R E—F

AVH—TxA A AT £ F2b— 3 (config-GigabitEthernet) #

avy FERE

=2 LENE
2.0.0.306 Zoavy RpEAINE LT,

FEREDAA RS2

)

GE) lip address] =2~ RO CLIEEEHIC [Cl+C) #FITT D&, IPT KL AZERT
THHEG, —MOT TV r—rary aryR—3x Y MIEWIP T FLAZER L, flio=
VAR=R MIFHLWIP T FL AT 2REIC e DR H Y £7,

ZHIC LY, CiscoISE / — RIFHERE L TV LV REEBIC 200 97, A BT A I2i3,
B> Tipaddress)] 2> 7 4 ¥ a2l —2 a3 CLIZRITL T, IPT FL A% HIOMIZFH
ELET,

T RVALEFy b RAZ 2L 1IOTORETLLENDY £, FHELLVES, =7 -7
FAELET,
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ip address .

BBAN TPAN OBEI Y = — /LA — R—RENA X —T MR >TWBHE, IROX =N
FRENET,

PAN Auto Failover is enabled, this operation is not
allowed! Please disable PAN Auto-failover first.

1

ise/admin (config)# interface GigabitEthernet 1

ise/admin (config-GigabitEthernet)# ip address 209.165.200.227 255.255.255.224
Changing the hostname or IP may result in undesired side effects,

such as installed application(s) being restarted.

To verify that ISE processes are running, use the

'show application status ise' command.

ise/admin (config-GigabitEthernet) #
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. ip default-gateway

ip default-gateway
IP7 RLAZEELTT 74NV M= bV =2 A ZERELITRET DT, a7 1 F=2b—
v a v E— R Tipdefault-gateway =~ > R&2MH L £,
ip default-gateway ip-address
ZOMREE NI T AT, Zoa<wr RO noBEREEALET,
no ip default-gateway

BXDERHA default-gateway IP7 RLREELTCT 74V b F— b=
A ZERLET,
Ip-address FIAN b T2 DIPT K3,

ARVRTFIALE T ATk

ATV R E—F a7 4 X2 b—3 3 (config) #
av Y FER Jiy—= TEAR
2.0.0.306 oawy RPREAINE LT,

FEREDHA K54y BEOSIEERE LGS, EE8IEEREL W RWEEIET 7 =R AE L ET,
5l

ise/admin (config) # ip default-gateway 209.165.202.129
ise/admin (config) #
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ip domain-name .

Ip domain-name
Cisco ISE h—/N—MNHR A M ZTERIELTOIMEHT T 74V ED RAL 45 TER
5%, ary7 4 ¥ al—v a3y F— RFTipdomain-name 2~ K& L ET,
ip domain-name domain-name
ZOMREEENCT HITIE, Zoavr Fono B EFHALET,

no ip domain-name

*%K@Eﬁﬂﬂ domain-name 3‘_“7 j‘/l/ ]\0) }\v)( /]) \‘/ZI %H}E—.% L/i‘a—o
domain-name KA MRS EH DT 57 7 +
VD RAAL %, 2~ 64 LTF-OFHT T
'_‘/:E’L/i‘a‘o

ATV RFIFLE A FTT I

ATV R E—F a7 4 ¥ 2 b— 3 (config) #
av Yy FERE )1)—2 EEARE
2.0.0.306 oawy RPEAINE LT,

FEREDAA RS2

)

GE) lip domain-name] =~ RO CLIRELEHIZ [Cul+C) ZFITTH L, IP RAAL 4
EERT LGS, —#HOT7T SV r—vay arfR—3xr MIEWRAL 4 ERD,
DALR=R MIFT LW R AL A ZET HIREBIS R D TR & D £,
ZAUZ LY, CiscoISE / — RIIHEEE L TR U REEIZZe D £9°, Z & [EHEd 5120,

B Tip domain-name] =27 4 ¥ =2 L —3 3 V CLIZHRITL T, RAAL A% HHOE
ICRELET,

AN LTSRS T ELHAERITIARRE LTV DISE, =7 =R ELET,

ZDaA< RTCiscoISE — =D R A A VA EFHTIHHEAIL. WOEERX »v—UnE
RENET,

Warning: Updating the domain name will cause any certificate

using the old domain name to become invalid. Therefore, a new
self-signed certificate using the new domain name will be

generated now for use with HTTPs/EAP. If CA-signed certificates

were used on this node, please import them with the correct domain name.
In addition, if this ISE node will be joining

a new Active Directory domain, please leave your current

Active Directory domain before proceeding.

o0 o0 o0 de de do o

o
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. ip domain-name

1

ise/admin (config)# ip domain-name cisco.com
ise/admin (config) #
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Ip host

ip host .

ethl, eth2, eth3 72 & eth0 IO A —H Ry b A U F—T =2 f RTHKRA RZA YT R ELERE
fifi KA A >4 (FQDN) XFH%&BEM T 2100, Fv—v a7 4 Falb—v g E—F
Tiphost 2~ REMHHL ET,

CiscoISEIIFHGEY a7 7 A DU XA L7 FURLZHT A L X2, FDOIPT FL A% Cisco
ISE /— K FQDN [CE & #iz £,

ip host [ipv4-address | ipv6-address] [host-alias | FQDN-string]
RA NI A YT AL FQDN OBEAM T ZHIFRT HI12iE, 202~ FOnoBEXEZHEH L

‘j"o

no ip host [ipv4-address | ipv6-address] [host-alias | FQDN-string]

XD ipv4-address

Fy NT—=T X =T = ADIPvAT KL
Xo

ipv6-address

Sy hNIT—=I A H—T A ADIPv6T KL
A,

host-alias

RARDZA VT AL, Xy NT—F A H—
T oA AZEIN B THLARITT,

FQDN-string

Xy NU—0 B —T = A4 ADEREHM K
AA %4 (FQDN) ,

TIA4<VEH ) — K (PAN) OHE Y 2 — LA —NR—FEE A F—T /M LTV DA
A=V FXy b AU F =T 2 ADKAN =AYV T ABLOFQDN 2L H T 5T 4 & — 7
LIZLTL &Y, BRA R A U7 ZABLUFQDN DR ESE 7142 PAN O HE) 7 =~ — /L4 —
NR—BEEA F—TIWVICRT Z ENTEET,

EBEINTPAN OB 7 = — LA —R—FBENA X —T N7 >TWD E, RO A vEB—I0

FrEInNFET,

PAN Auto Failover is enabled, this operation is
not allowed! Please disable PAN Auto-failover first.

ATV RFIHILL T 7 AN NOBERHEIZH Y FH A,

ATV R E—F a7 4 ¥ 2 b— 3 (config) #
av Yy FERE )1)—2 EEARE
2.0.0.306 oawy RPRBEAINE LT,

ERALEDHAA KSq4Y PAR—FESNTNDIPve 7 RLARRIZRDO LBV TT,
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cSERRE  an  TRUILNTZ 40D 16 EEHTD 8§ DD I N—TF, =&z,
2001:0db8:85a3:0000:0000:8a2¢:0370:7334 T,

MR 1 OO N—TNICHIRITEaiIREEzd, Euol—7%2 SOk
Hao |lEEHz 1, 72& 2iE. 2001:db8:85a3::8a2¢:370:7334 T,

e Ky FRUID D 4 ->DEF (IPvA AT B X ONIPvE HEHEIPv6 7 KL R) 1 72& %
1. ffff:192.0.2.128 T3,

iphost =~ REMHAL T, IPT RLAY BT HICHRA A U T R LZREHM NAA
4 (FQDN) SUFHABMUET, ethl, eth2, eth3 e EDA —Hh Ry b A F—T = A AT
—#7 % FQDN Z BT 25 AICHEHA L ET, AA MDA VT RADERERTRT HITIE,
show running-config =2~ > R&fH L £,

ARA R A YT Z)FQDN XLFH|, F-I3Z0OM G A2ETEET, MGTOMEAIRET 5%
HlE, FA N =AY T AL FQDN XFHNDEYD 2 R—F 2 MR L TWDLLERH Y
£, FQDN X DHAIEET D &, Cisco ISE IZ URL D IP 7 K L A % FQDN (T & X #i
ZFT, KA A VT AOHRERET H &L CiscolSEIIHRA N A UT A LFREINLTY
HIP RAA A EMABRDETHEE272FQDN # L, URLNO Ry hU—7 f X —T =
A AZADIPT KL A% FQDN |Cf& & #a 2 £7°,

11

ise/admin (config)# ip host 172.21.79.96 isel isel.cisco.com

Host alias was modified. You must restart ISE for change to take effect.

Do you want to restart ISE now? (yes/no) yes

Stopping ISE Monitoring & Troubleshooting Log Processor...

Stopping ISE Application Server...

Stopping ISE Profiler DB...

Stopping ISE Monitoring & Troubleshooting Session Database...

Stopping ISE Database processes...

Starting ISE Database processes...

Stopping ISE Database processes...

Starting ISE Database processes...

Starting ISE Monitoring & Troubleshooting Session Database...

Starting ISE Profiler DB...

Starting ISE Application Server...

Starting ISE Monitoring & Troubleshooting Log Processor...

Note: ISE Processes are initializing. Use 'show application status ise'
CLI to verify all processes are in running state.

ise/admin (config) #

151 2

ise/admin (config)# ipv6é host 2001:db8:cc00:1::1 isel isel.cisco.com
Host alias was modified. You must restart ISE for change to take effect.
Do you want to restart ISE now? (yes/no) yes

Stopping ISE Monitoring & Troubleshooting Log Processor...

Stopping ISE Application Server...

Stopping ISE Profiler DB...

Stopping ISE Monitoring & Troubleshooting Session Database...
Stopping ISE Database processes...

Starting ISE Database processes...

Stopping ISE Database processes...

Starting ISE Database processes...
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ip host .

Starting ISE Monitoring & Troubleshooting Session Database...

Starting ISE Profiler DB...

Starting ISE Application Server...

Starting ISE Monitoring & Troubleshooting Log Processor...

Note: ISE Processes are initializing. Use 'show application status ise'
CLI to verify all processes are in running state.

ise/admin (config) #
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. ip mtu

Ip mtu
AVH—=T 2 A ATEZEEIND IP N7y hOKIGELZ=> b MTU) A XEFRETDH
Wi, A v F =Tz A a7 4FX¥al—yaryET—RFTipmua~vy REFEALET, 7
7 A O MTU A XZEFTIZIE, Zoa~<vr RonBEREFEHLET,
ip mtu bytes
no ip mtu bytes

X DA mtu CiscOISE A v #Z—T7 = A AD MTU 2 E L

7,

bytes MTU D34 FELZOY A X (1300 ~ 1500)

aAavU R FI4ILE

aAvU R E—F

7 /L h® MTU 1% 1500 T,

MTU /% 1500 & L CHREINET,

AV H—TxA A AT £ F2b— 3 (config-GigabitEthernet) #

avy FERE

FEREDAA RS2

)1)—2R TEAR
2.4.0.357 Zoavwy RPREAINE LT,

PNy A H—T 2 A ATREINTZMTU 2T 5 &, CiscolSEiZthaE 77 7 A
Y MELET, MEAT 4 T OTRTOTNA AREHET 21, FL7 7 ha/LMTU ZfF -
TWAKENRH D 5,

4l
OB, 4 v H—T =24 ATMTU R ET D HEERLTNET,
ise/admin (config)# int GigabitEthernet 1

ise/admin (config-GigabitEthernet)# ip mtu ?
<1300-1500> Select MTU value in range of 1300 to 1500

WOHIE, MTU ORERICFERSNHIHIIEZ R L TWET,

ise/admin# show run | in mtu
ip mtu 1350
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ip name-server .

Ip name-server

DNS 7 = U —FE{THHIE T2 KA A v — L% —3— (DNS) ZFHETHIIE, =27 4
Fal—rzarE—RKTipnameserver 2~ REFEHALET, 1 ~3H5DDNS h—n—%
RETEET,

ip name-server ip-address {ip-address*}
COMREAENCT DT, Coavr FonoBRAHEALET,

no ip name-server ip-address {ip-address*}
S

(B ZoavwrrFonBEXEEHTIE, RENLTRTOR—L T —"—0HIRESNE
T, Z0a<wr ROonBERNEIPLD I DEHEAT D L. FOR— 2P — X—=7Z1F 3 HIER

SNET,
TR name-server =LY —N—DIPT FLAZHEELET,
ip-address o= P —=R—=DT KL A,
ip-address* (EE) . BINMOoR—L P —1_R—DIPT KL

Xo

GE)  IPVA/IPV6 T KL AD—JF £ -1l )7
ERECTEET, IPv6 7 KL AT
= L — =BT 55T,
ISEethO A > % —7 = A ANIPV6 T
R LA THICERESNTND Z &
FHER L T2 &EW,

BENTT 74~ V&M /) —F (PAN) OH® 7 = — /LA —R—REZA RF—T LT3
WAL, ip name-server 2~ K& F(TT DENIT 4 Z—7/MZ L, DNS — —%RE LT
BTAX—TNMIZELTL &N,

ATV R FI4NN T ANV NOBEBERMEITH Y A,

AT R E—F a7 4 X2 b— 3 (config) #
vy RERE )1)—= EERNE
2.0.0.306 Ioawy RBREAINE LT,

FEREDHA K54 > ipnameserver =< REEH L TR S IV BAH O R — LY — S — 3R HOLEIZELE S 4
£T, VAT LAFEDOF A= HBANMEA LT, IPT FLRZMHRLET,
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. ip name-server

IPv4d 721X 1Pv6 7 RLRAZERH L TV AT AR —b —"—%BINTEET, | DDa~<
VRT,1~320DIPv4 F721ZIPv6 7 RLAZHRETEE T, VAT AIZTTITIEDR—
AP —=R=NREINTVIEHEAE, PR tb 1 BEHIRTE2ETER—L P—R—Z BT
X EH A,

1 BEDOR— LY —NR—Z R OMNEICREL T, VT VAT LANRETEO— =%+ 5
EIZTBIEE, Zoavr FOnEXREFHL TTXTOR—LF——%HIFRLTNHD
WA ED DVLENH Y F5,

\}

GE) ADHEROZOREEZET Lot ZEREHNTT H729IC Cisco ISE # FFiLEh 35 &
ERH Y E£9, F72. CiscolSE THRE SN TV DHTRT D DNS P— =34 T DR
95 ADDNS L a2 — REZfRRCX DMLERH Y £9, DNSRENL L INT-%, REF
HD AD BINARA > FBIE UL RSN WEE . BB A2 FECEITL T D, AD
BINRA » b EESMEEL0ENH Y 3,

BN TPAN OHEI V7 = — VI —N—FRENA R —T IR oTWNDE, IROA =N
FREINFET,

PAN Auto Failover is enabled, this operation is not
allowed! Please disable PAN Auto-failover first.

51

ise/admin (config)# ip name-server ?

<A.B.C.D>|<valid IPv6 format> Primary DNS server IP address
<A.B.C.D>|<valid IPv6 format> DNS server 2 IP address
<A.B.C.D>|<valid IPv6 format> DNS server 3 IP address

ise/admin (config)# ip name-server

12
IP =L == ZE LRI, ROBNRFRESNLET,

ise/admin# show run | in name-server
ip name-server 10.0.0.1 10.0.1.1
3201:db8:0:20:f41d:eee:7e66:4eba
ise/admin#

1513

ise/admin (config)# ip name-server ?

ip name-server 10.126.107.120 10.126.107.107 10.106.230.244

DNS Server was modified. If you modified this setting for AD connectivity, you must
restart ISE for the change to take effect.

Do you want to restart ISE now? (yes/no)
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ip route .

Ip route
ABT 47— NERET DITIE, 3/7/]"3'(‘:_1/*“.\/5/‘E*‘f‘flproutejv/f‘%’fﬁ
HALES, A¥T 4 v 70— EHIBRTDICIE, Z0a<vy ROonoBXEHEHLET,
ip route prefix mask gateway ip-address
no ip route prefix mask
HEXDERA prefix SESED P V— |k T LT 4 7 A,
mask WHROTV I 4 I A <R,
ip-address Ty MU= ZBET D 7o ATRE e R

AR TIHIE

ATV K E—F

JANEKRYyTDIPT KL A,

77 AV OBIERIELDH D EH A

ay7 X2 lb—3 3 (config) #

av Y RERE

FREDHA FS14 Y

== EERE
2.0.0.306 Ioawry FREASRELE,

AZT 47 — MIFHTHRESNET, ZHIZL- T, FMEMES 2D 9 (xv b
U—2 FARu VOERICEICHEETE EEA) AN, LEMRTHEEICEH RV ET, AFT 1y
7 = R THE, MR 2720V —T 4 T OEHZRE SN DLER RN, HiE s
KRS ET, £, V=T 47 RY T —DOEMNESH IR 7,

iproute =~ > R{fll % ® CiscoISE / — R TDAZT 4 v 7 )— hDEFRIEHTE 57207 T
ﬁ< KA HE =T 2 A ADT 7NV N — E2EE LT, SV TF A X —T A AIP /) —
WZEH OIEXFR IP IRt OB LR T 572 OICIRES N ET,

HB—DF 74/ ML= BRI ALFA L E—T A A ) —RITREENTWEEE, /—FD
WTNNDDIPA VX —T oA AMBZIE LT XTOIP b7 7 4 v 7%, FERFRIPERE A £
KT DT 7HN S P 02, DXT ARy TN —T 47 ENFET, CiscolSE /— K
WCHEEOT 740 b V— hERET D &, IENRIREDOREN 2720 £7,

WO, BEDOFT 74V s V— NE2HRTETLHHEEZTRLET,

Cisco ISE / — K eth0, ethl, eth2, BLWeth3 f v F—T = A ZADIKDA  F—T = A ZAFKIE
WIZOWNWTENENE ZTHATLTEEN,

ISE InterfaceIPNetworkGateway

192.168.114.10 192.168.114.0 192.168.114.
192.168.115.10 192.168.115.0 192.168.115.
192.168.116.10 192.168.116.0 192.168.116.
192.168.117.10 192.168.117.0 192.168.117.

R
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. ip route

iproute =~ RiX, ZZTIEHEA X —T A ADT 7 4 )V hb— NEEFRT D72

INET,

ise/admin (config)# ip route 0.0.0.0 0.0.0.0 192.168.114.1
ise/admin (config)# ip route 0.0.0.0 0.0.0.0 192.168.115.1
ise/admin (config)# ip route 0.0.0.0 0.0.0.0 192.168.116.1
ise/admin (config)# ip route 0.0.0.0 0.0.0.0 192.168.117.1
ise/admin (config)# ip default-gateway 192.168.118.1

\ )

G¥)  EFEo lipdefault-gateway] (X, T _XCHOA X —T =2 A ZADT ALYV~ D)— KT
j—O

showiproute 2~ > R TIX, iproutea~ > REZFEH L TER LIZAZT 4 v 7 v—F (T 74
V=K EF T 4L RSO L— ) | BED Tip default gateway| =~ > ROMEHIZLY
RESNT— hEEDL VAT AL o TERS N2V — hoMARERERET, Zhud,
EN—bNDREA L H—T 2 A AERRLET,

\)

CE) A H—Tx2AADIPT RLAZER LIGE., BiERGERTS— MU oA D7DV
DD AZT 47 — IDRBIEREILRD E, TORAEZT 4 v b— MIFEfT2
T4 X2 L= a U OHIBRENET, BIEREIC R T2 — MIa Y —IERE
nEI,

512

ise/admin (config)# ip route 192.168.0.0 255.255.0.0 gateway 172.23.90.2
ise/admin (config) #
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Ipv6 address

ipv6 address .

IPV6 D— R T VT 4w 7 AZHEASNWCAXT 4 v 7 IPv6 T RLAZHRTEL, A1 ¥ —7 =
A A TIPVO RLBRZ AT DT, A v F—T oA A a7 4 Falb—arE—RFTipvb
address =~ > F&EMHEHA L E T,

ipv6 address ipv6-address/prefix-length

IPv6 7 KL A &HIERT 520y, IPv6 ALEE A2 TN+ 2i12iE, Zoa<wr RonoBXEHHALE
j‘o

no ipv6 address ipv6-address/prefix-length

B DEREA

AR R TFI4ILE

ATV R E—F

ipv6-address IPv6 7 K L A,

prefix-length IPv6 SV 7 4 vV ADRES, TV 74 v 7R
(7T RLADOFR Y NT—788%y) KT 5
T RLUAD B vy NIRRT 0 ~ 128
D10EHE T, 10EEDOHNIZA T » ¥ 23t
TEMTOILERDH Y £,

TIA4<VEHR ) —F (PAN) OHEN Y = — LA —R_—REELA F—T M LT DA,
IPVv6 7 RLAZRETAHNCT 4 B—7 ML TL &V, IPv6 7 KL ZADOFREHIZ PAN O
HE| 7 = — VA —NR—REEA X—TIWIIRTIENTEET,

BEANTPAN O HEN 7 = — VA — = ERA R —T IR oTNDB E, DA =N
FrEnNET,

PAN Auto Failover is enabled, this operation is not
allowed! Please disable PAN Auto-failover first.

77 A0 s OBIERIEILDH D FH A

AVH =T x4 A AT X2 b— 3 (config-GigabitEthernet) #

avy RERE

EREDAARZM4

Jy—= EERNE
2.0.0.306 Zoawr RREASHE L,

PR—FENTWDIPv6 7 RLZERIIKRDO L BY T,

« EAKRL  au L TRULNIE 45D 16 EHHID 8 DI N—TF, =& 21T,
2001:0db8:85a3:0000:0000:8a2¢:0370:7334 T,

MR 1 DD INL—TNIZH LT e idREET, Peo s L—7% 2 >Okd
Lo NlEEHx £, =& 2 1E. 2001:db8:85a3::8a2¢:370:7334 T4,

« Ry MXEID KRG (IPv4 vy B 7B IWNIPvE D IPv6 7 K L-R) @ =ffff:192.0.2.128
me
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. ipv6 address

80 L7 4 v J ABRFEA LTI 7 ua—hL T RLAZEYYTCES, A F—T (A
W7 a— L 7 RLZAZEDYTHE, Vorva—L 7 RLUARBEMICERENET,

\}

GE)  IPv6 7 RLAEEETHEE, ipv6address =~ > FTOD CLI & EZEE T Crl+C 47
L. VAT LAO—EHOT U —ay aR—%y MIHWIPve 7 KL R %
L. o m v BR—32 MEIH LWIPVE T R L A &9 DARREIZ 2 D ATHEMED BV £ 9,

ZAUT XY CiscoISE / — RITHERE L TV RUVVIREBIZZ2 0 97, T & EhEET 21203,
B0 ipv6 address 2~ > K& FEITLTIPv6 7 KL A& HIDMEIZRE LT,

511

ise/admin (config)# interface GigabitEthernet 1

ise/admin (config-GigabitEthernet)# ipv6 address 2001:DB8:0:1::/64

Changing the IPv6 address may result in undesired side effects on any installed
application(s).

Are you sure you want to proceed? Y/N[N]: y

Note: ISE Processes are initializing. Use 'show application status ise' CLI to verify
all processes are in running state.

ise/admin (config-GigabitEthernet) #

15 2

ise/admin (config)# interface GigabitEthernet 1
ise/admin (config-GigabitEthernet) # ipv6 address fe80::250:56ff:fe87:4763/64
ise/admin (config-GigabitEthernet) #

. Cisco Identity Services Engine ') 1) —X 27CLI ) 77 LA HA K



| 2v74F¥2L—va> E—FODCiscolSECLIaT Y K

ipv6 address autoconfig .

ipv6 address autoconfig

AR R TFI4ILbE

aAvU R E—F

AH =T 2 A ADAT — ML ZAHBRELZMM L2 IPv6 7 KL 20 BERE 2 A
A B =T A A TIPv6 UERLZH/hz4T 5121k, A F— 71423/74%1V%V5/
“&— K Cipv6 addressautoconfig =~ > K& L 7,

IPv6 7 KL A HER @ 1%. Linux TIXF 7 4V F TA 2—7 /L T9, CiscoADE2.01%. 1 Fr—
TN TNBEEDA v F—T 2 A ADETFaA L 7 4 X2l — g3 TIPv6 7 KL AH
R EEZ T LET,

ipv6 address autoconfig

AHE—T A ATIPV6 7 RLVAOHBREZENZTHITIE, Zoa~wr RO noBEEE
FALET,

77 AV S OBIERIEILDH D FE A

AVH =T 2 A A AT X2 b— 3 (config-GigabitEthernet) #

2L FRE

EREDAARSA

Jy—= EENE
2.0.0.306 ooy RPNEASHE LT,

IPv6 A7 — F L ZAHERREICIE, THIFRER IP 7 FLAZF LW X2 T A HOK L
LABRHYET, Z0%E LRI, T4 —DYEEIC X » TH-E L £9 ., showinterface
a<wy REMHALT, 774 R —HREIEENR AN /-> TN D 2 L EMERTE E7,

1

ise/admin (config-GigabitEthernet)# ipv6 address autoconfig
ise/admin (config) #

IPv6 B &5 TE DERTE

IPv6 A7 — F VAHBIREELANIT DT, A v F—T=2Af AT Fal—ar T—
|} C interface GigabitEthernet 0 ==~ > I\ EEALET,

ise/admin# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
ise/admin (config)# interface GigabitEthernet 0

ise/admin (config)# (config-GigabitEthernet)# ipv6 address autoconfig
ise/admin (config)# (config-GigabitEthernet)# end

ise/admin#

IPv6 HEIRENA F— T NLDEE, FEfTar 7 4 Fal—Tai3korLoA o Z—T oA
AREEFRTNLET,

interface GigabitEthernet 0
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B 75 o—nmmeom:

B

ip address 172.23.90.116 255.255.255.0

ipv6é address autoconfig
|

AUH—T oA AFELEF/RT HIZIE, show interface GigabitEthernet 0 =~ > K %ﬁfﬁf%
F9, KOBITE, A1 =Tz AZ3FEDIPV6 T RLANRHHZ L 2R TEET, &
WIO7 KL A (ffe B &, A7 — b L ABBRELEH L CTHGSLET,

AT — MU AHERRENSEIET HI2IE, OV TRy hTIPV6/L— F T RANZ A XA b
A RX—=T NS> TWBMERBLY E4, IkOT7 RL- X (fe80 LIFE) 13, A FDOAEIZ A
a—FNEFEELWY 7 a—h)L T RUATT,

IPv6 HENFRE £ 7213 DHCPv6 iR EICEMR < Vo7 a— 7 RUANEIZEREINET,
BHBOT KL (2001 LLKE) 1%, IPv6 DHCP ——Mm b HE S E T,

ise/admin$# show interface GigabitEthernet 0

ethO Link encap:Ethernet HWaddr 00:0C:29:AF:DA:05
inet addr:172.23.90.116 Bcast:172.23.90.255 Mask:255.255.255.0
inet6 addr: 3ffe:302:11:2:20c:29ff:feaf:da05/64 Scope:Global
inet6 addr: fe80::20c:29ff:feaf:da05/64 Scope:Link
inet6 addr: 2001:558:£ff10:870:8000:29ff:fe36:200/64 Scope:Global
UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1
RX packets:77848 errors:0 dropped:0 overruns:0 frame:0
TX packets:23131 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:1000
RX bytes:10699801 (10.2 MiB) TX bytes:3448374 (3.2 MiB)
Interrupt:59 Base address:0x2000

ise/admin#

T34 N\ — RS RE D HERR

show interface GigabitEthernet 0 @~ R LT, 77 A4 N —ReEN AT/ > T
WAHZ L EHMERTEET, 2O00HBRET RLARFEREINET, 1 O0O7 RLRAIZF T4
NU—ER LT, 9 1 DT 74 N —HEH Y T,

OB TIE MAC 1% 3ffe:302:11:2:20¢:29fF:feaf:da05/64 T, FE RFC3041 7 K L A 21X MAC 75
FNTWET, T4 —JRIET F L A% 302:11:2:9d65:€608:59a9:d4b9/64 T3,

HAERD LD TS E TS

ise/admin# show interface GigabitEthernet 0

ethO Link encap:Ethernet HWaddr 00:0C:29:AF:DA:05
inet addr:172.23.90.116 Bcast:172.23.90.255 Mask:255.255.255.0
inet6 addr: 3ffe:302:11:2:9d65:€608:59a9:d4b9/64 Scope:Global
inet6 addr: 3ffe:302:11:2:20c:29ff:feaf:da05/64 Scope:Global
inet6 addr: fe80::20c:29ff:feaf:da05/64 Scope:Link
UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1
RX packets:60606 errors:0 dropped:0 overruns:0 frame:0
TX packets:2771 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:1000
RX bytes:9430102 (8.9 MiB) TX bytes:466204 (455.2 KiB)
Interrupt:59 Base address:0x2000

ise/admin#
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ipv6 address dhcp .

Ipv6 address dhcp

aAavY R FI4ILk

avY kR E—FK

IPv6 (DHCPv6) —/3—® Dynamic Host Configuration Protocol 2> & A > % —7 = A A LT IPv6
T RUVAZERETDIZE, /v X —T 2 A AT 4 Fal— a3 F— RFTipv6eaddress
dhepa~r REHERALET, A0 X —T =24 A0BT RLAZHIRTAI2Z, Z0a~<2 Fo
no IEA A L £,

ipv6 address dhcp
77 AV OEIERIEILDH D EE A

A B =T A A A7 4 Fa2lb— 3 (config-GigabitEthernet) #

avy FERE

FEREDHA FS1 Y

=2 LERE
2.0.0.306 Zoa~vry RREAINE L,
i

ise/admin# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
ise/admin (config) # interface GigabitEthernet 1

ise/admin (config-GigabitEthernet)# ipv6 address dhcp
ise/admin (config-GigabitEthernet) # end

ise/admin#

IPV6DHCP 3 A 2 — T NV DO¥E, FEfT7ar 7 4 Xal—2a kO LI RA v B —T = A &
REERTLET,

interface GigabitEthernet 1
ipv6 address dhcp

ipv6 enable
|

)

GE) IPv6 AT — ML ZHBERTEB LNIPv6 7 R L A DHCP I3 AICHEA TITH V T8 A,

FUA v H—T A AZIPV6 AT — b L ZAHERERB L OIPv6 7 K L 2 DHCP O ifi )5 %
FBETEET,

EDOIPV6 T RLABKEDA A —T oA ATHEHEINTWANEERTAIZIE. show
interface 2~ REEH L E9,

IPv6 A5 — h L ZHBIEREB L IPv6 7 KL A DHCP O F3A X — 7 /DA, FE7a
T4 X2l —va IRk E I A v —T o AREEERLET,

|
interface GigabitEthernet 1
ipvé address dhcp
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. ipv6 address dhcp

ipvé address autoconfig
ipv6 enable
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Ipv6 enable

aAvU R FI4ILE

O R E—F

ipv6 enable .

AHE =T 2 A A EDIPV6 ZHENITHIZIE, A F—Tz2f A AT 4 Fal—ar

E— R Cipv6enable =~ > RZEH L 7,
ipv6 enable

A B =T x4 ATGVRP ZEENT2I121E., Zoa~<vr Fono B2 EHALET,

no ipv6 enable
77 AV s OEIERIEIL D D £ A

AH =T A A7 4 F a2l — 3 (config-GigabitEthernet) #

avy FERE

FEREDHA FS14 Y

)1)—=R TEAR
2.0.0.306 oavwy RPREAINE LT,

ipv6enable =~ R, £ v Z—7 = A ATIPv6 ZHILL, £ v Z—T7 = AMACT K

VAIZESWTY 7 a—haA7 RLUAZHBEAERT 2EAICHHLET,

11

ise/admin (config)# interface GigabitEthernet 1
ise/admin (config-GigabitEthernet)# ipv6 enable
ise/admin (config-GigabitEthernet) #

151 2

F 74V F T, ipv6e ., TRTDOA »Z—T =2 A ATHII 2> TWET, ZhEE\RhicT

A0, Zoa~vr Fono B2 FEHLET,

ise/admin# show interface gigabitEthernet 1

GigabitEthernet 1

flags=4163UP, BROADCAST, RUNNING, MULTICAST mtu 1500

inet6 fe80::20c:29ff:feB83:a610 prefixlen 64 scopeid 0x20 link
ether 00:0c:29:83:a6:10 txqueuelen 1000 (Ethernet)

RX packets 11766 bytes 1327285 (1.2 MiB)

RX errors 0 dropped 13365 overruns 0 frame O

TX packets 6 bytes 508 (508.0 B)

TX errors 0 dropped 0 overruns O carrier 0 collisions 0

ise/admin# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
ise/admin (config)# interface gigabitEthernet 1

ise/admin (config-GigabitEthernet) # no ipvé enable

ise/admin (config-GigabitEthernet)# exit

ise/admin (config) # end

ise/admin# show interface gigabitEthernet 1

GigabitEthernet 1

flags=4163 UP,BROADCAST, RUNNING,MULTICAST mtu 1500
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. ipv6 enable

ether 00:0c:29:83:a6:10 txqueuelen 1000 (Ethernet)

RX packets 64 bytes 5247 (5.1 KiB)

RX errors 0 dropped 13365 overruns O frame O

TX packets 3 bytes 258 (258.0 B)

TX errors 0 dropped 0 overruns 0 carrier 0 collisions 0
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ipv6 route .

Ipv6 route

mwx&74/7w%b%$%f XEL, 280Xy NU—F% 20 7734 ZH ORI S A
£THIZE, Fuo—nLar74¥Xal—v a3y T—RTipveroute =~ K& L

i?“ AET 47 — MIBEWICEHRSNARNWOT, Xy hU—27 MRueYBRE{kLT
BT TAYT 4 v — FEHRETOILERNHY £,

ipv6 route ipv6-address/prefix-length gateway route-specific gateway
IPv6 A X T 4 v 7 )— MEHIBRT 212X, Zoa~vr FOono BERXE2#EH L £,
no ipv6 route ipve-address/prefix-length gateway route-specific gateway

IPv6 7 FLAZIEELTCT 74NN AZT 4 v 7 L— b ERETDITIE, Zrn—rUr 3y
7 4 ¥ 2L —3 3 F— KTipv6route::/0 gateway route-specific gateway =~ > Faf#fH L £
T, IPV6 7 RLAZIRELTCT 74N N AZT v 7 — b EERPNIT DT, Zoavys
RO no IR AMEHL £,

X DA ipv6-address IPv6 7 R L A,

prefix-length IPV6 L7 4 v I ADES, L7 49T A
(7T RLADR Y T =784y T 5
7 RUAD EfnEkEE Y MEART 0 ~ 128
D10 EEETT, 10EEDOFNIZAT v =5
BEMTDIVERDY 5,

route-specific gateway ZDF e NT— T CHET A DICE A TX
é*&z]f/7@mm7hvzo

ATV ERFI4INAL T AN FOBESEIZH Y EE AL

ATV R E—R Jua—)L a7 ¥ b—3 3 (config) #
vy FERE J1)—=x EERNE
2.0.0.306 Zoavy RPRHEAINE L,

ERLEDOHA KS4Y TA—RENRTWDIPv6 7 KL ABRITKRD LB Y TT,

CSERKT  an U TRUILNT 4 5D 16 EEHTD 8§ >D I N—TF =L 21T,
2001:0db8:85a3:0000:0000:8a2¢:0370:7334 T,

MR 1 DD N—TNICHLIETEaiIfRkEEd, Taol—7% 2 SOkt
bamAlEEHLZET, 72L& 20X, 2001:db8:85a3::8a2¢:370:7334 T,

« Ry FXEID KRG (IPv4 vy B 7B IWNIPvE LD IPv6 7 R L-R) 1 ffff:192.0.2.128
e

Cisco Identity Services Engine ') 1) —X 27CL1 1y 77 LR HA F .



VT4 FaL—Y3av E—FDCiscolSECLI I K |
. ipv6 route

show ipv6 route =~ > R, FEFAD IPv6 b — M FRTHHGEICHEA L ET,

511

ise/admin (config)# ipv6 route 2001:DB8:cc00:1::/64 gateway 2001:DB8::cc00:1::1

15 2

ise/admin (config) # ipv6 route ::/0 gateway 2001l:db::5

XTIV NA— R LT 4w AR LET,
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kron occurrence

kron occurrence .

12 Do~ RAFrYa—F a~vr RPRKEOHEZIZ—ERBTEITIND L OICA
ra—Y Tt AR, a7 X2 L—3 g3 F— RTkronoccurrence =~ > N5

LET, ZORF Y a— L EEIRT 5120,

kron occurrence occurrence-name

Zoavwry Rono N EERLET,

X nEiA occurrence

a<w LV RAF Y a—TFav s ReATr Y a—
V7 LET,

Ooccurrence-name

TV ADLHL, BR800 LT O FE T A Y
A—rLFET, Ko M1FE) & HECOFHA )
B

)

() kron occurrence =~ > RC occurrence-name % A /3% & | config-Occurrence = > 7 4
Falb—ar ¥ 7E— MBI NET RO HEXOHH) 228) .

X nERHA at

FEELEARCA D L ANEITEND LD
WZHEE L ET, M5 © at [hhomm]
[day-of-week | day-of-month | month day-of-month]

do

EXEC a2~ K, ZDOF— NTEXEC a2~
REFEIfTTEET,

end

kron-occurrence 1> 7 4 X a b — g YT
T— RF%&#& T L, EXEC E— FIZREY £,

exit

kron-occurrence 2> 7 4 ¥ 2 L — 3 F—

FE&TLET,

no

ZOFE—FRpavy REAHETELET,
3O0DF—U—REHHATEET,

e at : f#if )55 © at [hh:mm] [day-of-week |
day-of-month | month day-of-month]

e policy-list : A H L' > RZ K-> CFITE
LR = VAR ELET, &KKR0
XFOFHEK TR = LES,

s recurring : AR Y T— U A NOFE[TEMD
KLET,
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policy-list AV AL TEfTENDa~v L K AT
Va—F R — JRAMEEELET,

recurring MO LTIEITTHA DL AERELET,
GE) kron 4 L > ADHE D K I 70

G AT a— I RNy T T v TD

kron 44 L v A DFEE N FL TR IHI

FrRALET,
ATV R FI4ILL T 7 AN NOBERHEIZH Y FH A,
v kRE—F a7 4 F a2 b—3 a3 (config-Occurance) #
avy NERE 1)1y —= LEEHNE
2.0.0.306 Zoavwy RPREAINE LT,

FEREDAHA RS2

kron occurrence ¥ X Wt policy-list @2~ > RZEH LT, 1 2L EOKRY —U 2 FA3[E URFHE
FLIFHBRCETSINDLOICAT V2= T LET,

EXECCLI a2~y REFGhra~vy R A7 va—7 KU —%ER LT, 5E L7ZFFZIZ Cisco
ISEY—N—TETIND LAV a—I 7T 5I20%, diavr Ré L biZkronpolicy-list
avy RaHLET,

)

GE)  krona~r R&EFETTHE, —BOL4RT (XA LAXZTOEIMNMIED) TRy I T v

PR RABERENAT- D, 77 ANANDPENVCEEXINALAZLITHY EH A,

\}

()  Administration > System > Backup and Restore ~— Y il L C, GUI 1 L CixE £ 7=

WIE=Z =V T ORI T T oA a—) 7 T52 2R LET,

B BN Ty T

ise/admin (config)# kron occurrence WeeklyBackup
ise/admin (config-Occurrence) # at 14:35 Monday

(
(
(
(
(
(

ise/admin (config-Occurrence) # policy-list SchedBackupPolicy
ise/admin (config-Occurrence) # recurring
ise/admin (config-Occurrence) # exit

ise/admin (config) #

Bl2: BRINwHT YT

ise/admin (config)# kron occurrence DailyBackup
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kron occurrence .

ise/admin (config-Occurrence)# at 02:00
ise/admin (config-Occurrence) # exit
ise/admin (config) #

BI3: BrRINYGT T

ise/admin
ise/admin
ise/admin
ise/admin
ise/admin
ise/admin

config)# kron occurrence WeeklyBackup
config-Occurrence) # at 14:35 Monday
config-Occurrence) # policy-list SchedBackupPolicy
config-Occurrence) # no recurring
config-Occurrence) # exit

config) #
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. kron policy-list

kron policy-list

aAv U R AV a—T7 KU U—DARIT%EFEE L, kron-Policy List 27 4 ¥ o L—3 3 H
TE— REBT 52, 207 4 X2 b— g F— R Tkronpolicy-list =~ > K& L
£, av R AV a—F R —ZHIKRTHIE, Zoa<wr FonoBERE2HH L *
£

kron policy-list list-name

TR policy-list vy KAV a—TF KR U—D4RIEEE
l/ijqo
list-name AU — U R NDOLHT, HK 80 LFDIH T

Y R—FLET,

N

GE)  kronpolicy-list @~ > FC list-name Z A /9% & config-Policy List 7> 7 4 ¥ 2 L —/ 3
Y TE— IR ESNET RO OB 228) |

X DA cli AV a—F ko THEITENDa~ U R,
K 80 XFDRBTEYAR—FLET,
do EXEC 2<% KN, Z®OF— RTEXEC =2~v >
K&EFEITTEFET,
end config-Policy List 2> 7 4 ¥ =2 L—y 3 > H7

F— R&Z#&T L. EXECE— RICEY £,

exit OV TE—REKRTLET,
no COFE—FRDavry REHELET, kD1

ODF—VU— RKEfEHATEFET,
ecli: ATV a—JILkoTEITENE 2

<K,
ATV R FI4ILE T 740 s OMEREIEH Y A,
ATV R E—F 227 4 ¥ =2 b—3 3 (config-Policy List) #
avy FERE 1) —=x EEAR
2.0.0.306 Zoavy RPEAINE LT,
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kron policy-list .

EELEOHA K54y EXECCLIa~vy REGHa~vy KR A7 Va—7 KU U—%ER LT, $8E L72RZIZ ISE
P—NR—=TEITEIND LAV a— U 7T 5L, di a<r K& L HIZ kron policy-list
o~ RZMH L £, kronoccurrence 33 X O policy list =~ R&EEH LT, 1 DLLEDOR
V=Y AR CREREZIZFR TEIT SN XA TV a— 7 LET,

)
(GE)  kronpolicy-lig 2~ RZ@HH LT, CLIDOBREBICIET =X DRy 7T v TR
Ta— 0T THZLIXTEER A, CiscolSEFHER—ZNNNLINLDNRNY I T v
TRy a—) I TEET,

1

ise/admin (config)# kron policy-list BackupLogs

ise/admin (config-Policy List)# cli backup-logs ScheduledBackuplogs repository
SchedBackupRepo encryption-key plain xyzabc

ise/admin (config-Policy List)# exit

ise/admin (config) #
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logging

VT4 FaL—Y3av E—FDCiscolSECLI I K |

0LV ERET AL, 37 4 ¥ ab—ar F— RTlogging =~ R&MH L £

R
logging loglevel {0]1]2]3|4|5|6]|7}

ZOMREA NI T AT, Zoa~vry Fono R EHmHLET,

no logging
X DEEA loglevel logginga~> ROR 7 LV ERET Ha~
R,
0~7 R Ayt —V%Yy NTOEMOT T A F

VF 4 LU, TI7A4F VT 4 LYUELLT
DLERBYTT (F—U—FDEZEAT) .

» 0-emerg (BRAHHRE) VAT ANRFEHAR
A,

e l-alert (77— b)) : 722 HITHE D
go

o2crit (ZUT 4 HN) T UT 4B
RAE,

e3err (=7 —) 7 —IKEE,

e 4-warn (84) - ZERE,

o S-notif GEZN) : IEH ThHA, HEERR

=1
R& o

‘x%

g{:

e 6-inform : (F 7L ) [FHRA v E—

«7-debug : TN T A vE—T,

AR R TFIAILE

ATV R E—F

T 74N b OBEREIZSH D EH A,

a7 X2 b— 3 (config) #

avy FERE

Jy—= EERNE
2.0.0.306 oawr RREASHELE,

EREDAARZA
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logging .

1

ise/admin (config)# logging loglevel O
ise/admin (config) #
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max-ssh-sessions

SEIERD ) —RZbica~vr R4 A2 —T =4 & (CLI) OxKERt Yy a o HE
TETHITIE, 27 4 Fa2lb—3 3 F— KT max-ssh-sessions =~ > REFEH L ET,
max-ssh-sessions {0 1[2|3[4|5(6|7|8|9]| 10}

B DEREA

aAvU R FI4ILE

aAvU R E—F

1~10 A SSHEZ v v a v D%, 774/ ME5T
j—o

RSN D E KR CLI v v a VDT 7 4L M, Cisco ISE BEEE R —Z LG 5 IR
EINFET,

a7 4 X2 b— 3 (config) #

avwy FERE

FEREDHA FS1 Y

)1)—=R TEAR
2.0.0.306 Zoawy RPREAINE LT,

max-ssh-sessions /X7 A —XZ|[Fa~v L RTA V A VH—T A4 AMBRERRETIEL D FHA,
TIT 47 CLl®yYarORKEE, 774~V ERISE FHER—Z Lo E
7,

CLItyYa vORREE#B2E, 2Oy a v Z2HEC0NDa~vy RIA v (2 HF—
TxA A T RT7 277 47 SSHE v a U#ICHE (Maximum active ssh sessions reached) |
A=V MBRIN, TEIC TR © %179 5 I21% Enter £ 7213 Space Z# L £9° (Not
connected - press Enter or Space to connect) | &\ 9 A v E—UNERINET,

2V —inb CLLIZ R 7 A LT forceout username =~ > R&fifl 45 L, 22— —%n
TTF YIRS CT /T4 772SSHY v v a v OEEE T £9,

avw RIA4 A —TxA4A (CLD) By va O KEERETDHODOFES— 3
¥ RAUL, Cisco ISEEHER—Z VD [>T 3 (Session) | ¥ 7 DIRDGFTIZH Y £7,
[BEZ# (Administration) [>[> X T L (System) |>[EEET7 VX (AdminAccess) |>[E&7E
(Settings) 1>[7 7 A (Access) |,
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ntp

np [

NTP i & T 5 121%, authentication-key, L Userver a~v > Fedbicar 7 4o 11—
varE—RTntpa~y RE@EHALET,

ntp authentication-key <key id> <authentication key encryption type> hash | plain <key value>

ntp server {ip-address| hostname} key <peer key number>

no ntp server
X DA authentication-key BHETE 2L OREF—2BEL T,
server 92 NTP »——%FEEL £,
a9V RFI4+AE 2L

ATV R E—F

a7 X2 b— 3 (config) #

2v Y KRR

EREDAARZM4

Jy—= EENE
2.0.0.306 Zhawry RREASHE L,

ntp 2~> REFHLTNIPREEHRELET,

TNA AD NTP —E R &£ T9 5121%, authentication-key . server 72 XD ¥ — 17— RL5|
BAEBELCnontp 2~y REANTHLERDHY £, 72 21X, LA ntpserver 2~ >
R&EFEIT LA, server S biZnontp 2~ REFEHLET,

1

ise/admin (config)# ntp ?
authentication-key Authentication key for trusted time sources
server Specify NTP server to use

ise/admin (config) #

ise/admin (config)# no ntp server

ise/admin (config)# do show ntp

% no NTP servers configured
ise/admin (config) #
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ntp authentication-key

VT4 FaL—Y3av E—FDCiscolSECLI I K |

H#Fﬂ/ﬁ@nunﬁ“‘% %‘_)EFE'EETZ) j: a7 4 ¥ V*‘I‘/EJ/:E‘*‘]‘VC*E'@FI?J)%/DJIJ%%J:U
F—EAZEEL Tntp authentlcatlon-key avy REeMALET,

ntp authentication-key <key id> md5 hash | plain key value

ntp authentication-key <key id> shal hash | plain key value

ntp authentication-key <key id> sha256 hash | plain key value

ntp authentication-key <key id> sha512 hash | plain key value
ZOMEEA BN T DI, Zoavr RO noBRAH A LET,

no ntp authentication-key

BX DA authentication-key EHETX AR OFEIEY — 2R ELET,

keyid ZOF—IZEIV S THID, 105 65535 £ T
OEMER R — SN FET,

md5 o uEaF‘ O)H %15&/{700

shal uunEw"”r @H 7%"”(4&4 700

sha256 FALX—DOIE L& A 7,

shab12 PRREx — @H 7%"”(4&4 700

hash IO Ny 2 S —, Bk Z A I
BT T, BEEfbashvie vy vaani) F—
FHEELET, SO XFETTHEELET,

plain FEEHDO TS L —0 THF A DX —, KAk H
A ST T, R kS Tnienr r—r
THXAPNF—ZRELET, 40 LFFE TTH
ELET,

key value _EF o <authentication key encryption type>plain

| hash DWW N —E T 2 TR —1i,

ARVREFILLE L

ATV R E—F a7 4¥alb— a3 (config) #
avy rERE 1) =2 EERNE
2.0.0.306 Ioawry FBREASHELL,
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ntp authentication-key .

FEREOHA KS1 ntpauthentication-keyﬂ'?‘/ RZ[EH LT, NTPRGEORFEX— & & HICREZRAZ R E L, €
MICR#T 5 % — ID, F—Kby 1 7, BLUF— HREZHELET, ZoF—2FH
TE5HUAMIBMLTO2E ntpserver =~ RIZBMLET,

BV A MBI TV D NTP 3REEF — D 72 WIFZITFIZ R S E A,
Y

() showrunning-config 2~ RiZtx =2 U7 4 D7Dy ¥ 2 BRUTEH# S 115 Message
Digest 5 (MD5) 'L —r BRI AN SNF—2FITRLET, 7”_ &z, ntp
authentication-key 1 md5 hash eel8afc7608ac7ecdbeefc5351ad118bc9celef3 T,

511

ise/admin# configure
ise/admin (config) #
ise/admin (config)# ntp authentication-key 1 ?
md5 MD5 authentication
shal SHA1l authentication
sha256 SHA256 authentication
shab512 SHA512 authentication

512

ise/admin# configure

ise/admin (config) #

ise/admin (config)# ntp authentication-key 1 md5 plain SharedWithServe
ise/admin (config)# ntp authentication-key 2 md5 plain SharedWithServ
ise/admin (config)# ntp authentication-key 3 md5 plain SharedWithSer

151 3

ise/admin (config)# no ntp authentication-key 3
(Removes authentication key 3.)

51 4

ise/admin (config)# no ntp authentication-key
(Removes all authentication keys.)
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. ntp server

VT4 FaL—Y3av E—FDCiscolSECLI I K |

ntp server
NTP —N—Z LBV AT LDV 7 hy=T 70y 7 OREZIT5IC i a7 4K
L—YarE—RTntpsarver a2~ REFEHLET, ZRENIMEOITICT—Z2EE L
BRI EBOV—"N—%FH LET, —1IA T a s T A= TTH, NWMHVﬁ#ﬁ
75§%‘EVC‘\—§«0
Cisco ISE |21, FIZAZN TRIFERTHE/L NTP — R — RN FETT,
F—IA TV a L RITA—=FTTR, NIP V— =% BT 2 0LERH DB HIL, F—%K
ETHMLENHD £7,
Z ORSREE TN T AL, NTP Y —_—ZHER L TV — =% BT H550H, ZO
a<wr RO no B2 HEHLET,

XDt server VAT AL ST, BEEINEY——LFE

ManEz,

ip-address | hostname 7 vy 7 AR 50— =D IPv4 £ 7

AR TIFIE

AR E—F

IZIPV6 7 R LU AL TR A MM, B1%UE 255
LFETOEBRTTRHRELET, IPv6 7 N L
ATNTP Y— 3—Z B8 NT 5551, ISEeth0
A H—=T A ANIPv6 7 K L A CTEHIYIZER
EINTWNAHI LEHERLTIEEN,

key (&) . ET70OXF—FE, KK 65535 H#i%
THHE—FLET,

ZOF—I%, ntp authentication-key =~ > K
ZEMLT, FETE %X —L LTENTS
VERH Y £,

PEEE ST T D7D, F— X —DfHITE
BXD NTP Hh— R — R I N TV D F— LA
CHEIZTDHERH Y 9,

T 7NV ETRESNTODLY—"—IH Y EHA,

a7 4 ¥ a2l —3 3 (config) #

avy FERE

1) =2 EENE
2.0.0.306 Ioavry FREASHELR,

FEREDHA K54 showntp 2~ RIEFEBIORELZRRLET, E&fﬁéﬂtb‘TMODNTPﬁ‘H/\**%’éU AIRE

TR, FBIEESN TV ARWGS (NTPREERRESILTWAEE) . Z0a~v 2 RiZkoT
/INDA ST HE L EFHFoa— A ~ORENFRINE T,
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I_J%MI:O)?\T SIZODEEW .

NTP H— R =R B A[RE TRV, WHUNFRIES LTV AR WGS, 202~ 2 REEHI W
TORGEE I alc b 4,

\}

GE) Zoawr R, M7 e AFFCFE LIEEREFRLET, Aot 2L, &7
TR R 20 50552 End Y £,

il
ise/admin# configure terminal
Enter configuration commands, one per line. End with CNTL/Z.
ise/admin (config)# ntp server 209.165.200.225 ?
key Peer key number

ise/admin# show running-config

interface GigabitEthernet 0
ip address 209.165.200.225 255.255.255.0
ipvé address autoconfig
ipvé enable

|

ip name-server 209.165.200.226

|

ip default-gateway 209.165.200.227
|

ip route 2.2.2.0 255.255.255.0 gateway 127.0.0.1
|

!

clock timezone Asia/Kolkata

|

ntp authentication-key nn md5 hash XXXXXXXXXXXXXXXXXXKXXXKXXXXXXXXXXXXXXKXXXKX

ntp server 209.165.200.228 key nn
ntp server 209.165.200.229
|

FIHMED X T— 2 X DFERE

RIHAD AT — 2 A Mg 9 5121%, showntp =2~ R&EMHLET,

511

ise/admin# show ntp

Primary NTP : ntp.esl.cisco.com

Secondary NTP : 171.68.10.80

Tertiary NTP : 171.68.10.150

synchronised to local net at stratum 11
time correct to within 448 ms
polling server every 64 s

remote refid st t when poll reach delay offset Jjitter
*127.127.1.0 .LOCL. 10 1 46 64 37 0.000 0.000 0.001
171.68.10.80 .RMOT. 16 u 46 64 0 0.000 0.000 0.000

171.68.10.150 LINIT. 16 u 47 64 0 0.000 0.000 0.000
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¥

B esoxs—sz0m

oul
&

Warning: Output results may conflict during periods of changing synchronization.
ise/admin#

512

ise/admin# show ntp

Primary NTP : ntp.esl.cisco.com

Secondary NTP : 171.68.10.150

Tertiary NTP : 171.68.10.80

synchronised to NTP server (171.68.10.150) at stratum 3
time correct to within 16 ms
polling server every 64 s

remote refid st t when poll reach delay offset Jjitter
127.127.1.0 .LOCL. 10 1 35 64 377 0.000 0.000 0.001
+171.68.10.80 144.254.15.122 2 u 36 64 377 1.474 7.381 2.095
*171.68.10.150 144.254.15.122 2 u 33 64 377 0.922 10.485 2.198
Warning: Output results may conflict during periods of changing synchronization.
ise/admin#
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rate-limit .

rate-limit
BETIPT R A HDTCP, UDP, F72ILICMP /X7 > FDOHfIfREZ R ET I :t a7 g
¥al—raryE—FCTraelimta~y REEALET, ZOEREZHIRT2I2IE, Zo=
~ U RO noBRAEMEHLET,
rate-limit 250 ip-address net-mask port
BX D <1-10000> 1#d& 72 O TCP, UDP, H7Z{LICMP /37 v
~ DL,
ip-address Sy b L— MHIBR AT B B B D %
ip fBILIP T FL X, IPv4T N L Z2DHEFip,
IPv6 7 KL ADEEI1Lipve & AL ET,
E e
ipv6
net-mask ARy M b— MNEIRZEH T 20BN & H ik
FIIP~ A7,
port Ny hb— MR ZEH T 2 LR H D56
e — hE=,
ARV R FIAN R T AN FOBEREILS Y A,
ATV R E—F a7 4Falb— 3 (config) #
avy RERE )1)—= EERNE
2.0.0.306 ZDavwr RBREAINE L,

FEREDAA RZM4 Y

RESNTWDEEED L— FMRIL, Netfilter D/~ & 2 fIfRREHCZ L 0 . BRE LB L R
DEENHY ET, LATIZ, 2O R¥=a X2 FOERREFATO, Netfilter (2 X 2 L— hiil[RfE
DO F & —EFRRLTVET,

HIBRAEAY 5001/s 25 10000/s DA, Netfilter TIXAEAY 10000/s 1281V EiF HivET,
o HlIFRAEAY 3334/s 725 5000/s DA, Netfilter TIXEAY 5000/ (2810 EiF bhvET,
o HIPBRAEAS 2501/s 25 3333/s D4, Netfilter TIEAE2S 3333/ 1281V EiIFHiET,

o Ml BRAFAS 2001/s 7> 5 2500/s D56, Netfilter TIXEL 2500/5 (12810 EiF g,

o HIBRMEAS 1667/s 225 2000/s D¥5Er, Netfilter TIELAEAS 2000/s 12810 EiF S E 7,

o MR AS 1429/s 725 1666/s D54, Netfilter TIXED 1666/s (2810 EiF HivET,

o HIBRMEDS 1251/s 725 1428/s DA, Netfilter TITAEAS 1428/s (2810 EiF S ET,
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. rate-limit

o HIBRMEAS 1112/s 725 1250/s D54, Netfilter TIXAEAS 1250/5 (2810 EiF bivEd,
o MR AS 1001/s 725 1111/s DA, Netfilter TIXEL 1111s 12810 BiFohEd,
o il FRAEAY 910/ 225 1000/s DA, Netfilter TIEAEAY 1000/s 12810 EiF HivE T,
o HIPRMEAS 834/s 725 909/s DA, Netfilter TILEAS 909/s (28D i vk,

o HIBRIEDS 150 Rits D6, DI THONEE A,

N 2 HIBROEHWEDZEMIZ DWW TIL, Netfilter D R¥ 2 A FEBRB LT &0,

1

ised49/admin (config)# rate-limit 4000 ip 20.20.20.20 port 443
% Notice : Actual rate limit rounded up by iptables to 5000 per second
ised49/admin (config)# do show running-config | incl rate

rate-limit 5000 ip 20.20.20.20 port 443

ised49/admin (confiqg) #

ised49/admin (config)# rate-limit 6000 ip 10.10.10.10 port 443

% Notice : Actual rate limit rounded up by iptables to 10000 per second
ised49/admin (config)# do show running-config | incl rate

rate-limit 10000 ip 10.10.10.10 port 443

rate-limit 5000 ip 20.20.20.20 port 443

ised49/admin (confiqg) #
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password-policy .

password-policy
A\

GE)  CiscoISEGUI 2B AT— KRR Y o —% “%Té’k%f%if Cisco ISEGUI #41 L
&Eéhtﬂxv KA YU > —i%,. CiscoISECLI /1 L TRE INTZ/SAT— KR
— & EEXL, ZORY =L 0EEINET,

VAT BIRT HNAT — R A 2 —T WAL E TZITRET DI, :/74%:V%Va/
£ — K password-policy =~ > R&HHALET, :@4%% BT 2IIE, Zoav s R
O noEREEMALET,

passwor d-policy options

\}

(F)  password-policy =~ RiZix, RV v — A7 a vB3nETT ( (EXOHP) 2%
f#) . password-expiration-enabled =< > KX, {1 password-expiration =~ > K DHEIC
AT HVERH Y £,

N

() password-policy =~ K& AJj9 % & config-password-policy =7 4 ¥ = L— 3
H7E—RICAY £7,

X DE5EA digit-required = NRAT— NIZEFEET 2 & &N
‘—L/jz—g«o
disable-cisco-password 22T — Rz, [Cisco] % [Ciscol &3 trE

EHEHATERNEIICLET,

disable-repeat-chars FUSLFN S DL EEENTNHRRAT—FR
T 4= M LET,

do EXEC =~v > K,

end a7 4¥Xal—rarE—ReTLET,

exit OV TE—REKRTLET,

lower-case-required =P — RAT— RN EREEN TN D
VENH Y FT,

min-password-length HNTp /S A T — ROF/NLCTFH, 40 LFET
THELET,
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No

a2 REEMZT D, 3T 740 1
EAEBRTLET,

no-previous-password

HAIEID/NAT — RO—F 2 BEHA T2V &
I LET,

no-username

NRAT— RiZa—HP—Z 5250 5bH & w2kl
]\/\ij—‘o

password-delta

LFRPENNAT = RERRD I HITLE
—a—o

password-expiration-days

INAT— ROBFRH K, 3650 F TOEL AT
A—rLET,

password-expiration-enabled

ISR — ROFRIRE A F—T ML ET,

GE) passwor d-expir ation-enabled ==~ >~
KX, fihd password-expiration =~
Y ROENCAN T 20ERH Y F

B

password-expiration-warning

PNAT — ROWENE > TWD Z &A@
HEEE AT 5D ETO R, 3650 £ T
BEYVHR—FLET,

password-lock-enabled

BELERIEOBEITHRER LS, XA T—
Kewvv s LET,

password-lock-retry-count

TR EZRELE T, ZORBOFITHE
s ba—P— 20 —-F Roy s EnE
T, 20 T TOEKEFR—FLET,

password-|ock-timeout

TAT a2 TN VT TEHETD
REM 2 E LET (AL o 59005 1440
NFECORMEEZYR—FLET,

special-required

=P NRAT — NI CTRE T T
DULENBY T,

upper-case-required

2P — NAT— RIZKLTFREEN TN D
WELR B F4,

aAv R TFI4ILk

aAvU kR E—F

T 74N FOBERERSH D EHA,

a7 4F¥ab— 3 (config-password-policy) #
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password-policy .

2wy FEE yy—2 RENE
2.0.0.306 Zoavwry RBREAINE L,

FERALDHA RS54 2L
1

ise/admin (config) # password-policy

ise/admin (config-password-policy) # password-expiration-days 30
ise/admin (config-password-policy)# exit

ise/admin (config) #
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. repository

repository
Ry T v TEBETDHEOICVRY NI TE—REHBT LI, 2074 F2lb—vs
> E— K Trepository 2~ R&EfEHLET,
repository repository-name
BX DR repository-name UARY MY OAHI, K80 SCF D s T A&
AR—FLET,
“
(GE)  repository =~ R TURY b OL4RIZ AT 5 &, config-Repository T 7 f F o L—
ar ¥ 7E—RIBHBIRET ( oW 228) |
BX DA do EXEC 2> K, ZDE— FTTXTHEXEC
avy REFEITTEET,
end config-Repository ¥ 7€ — R&#& T L, EXEC
- RIZRY £797,
exit ZOE—RERKTLET,
no COE—FRDavy REHELET,

2O00F—YU— RNaeffHATEET,
eurl : VAT U @D URL,

suser : YARY MVIZT 7 BARATBZ0HD
Z—P—F L RRAT— R,

url UARY MU D URL, H&K 300 LFDOFET%
PR—FLET (F4-5%220) .

user TIRATAHEOD—F—4 L XA T — R
ERELET, 22— —RAITITHK30LFD
T, NAT — RICIER K 15 CFOEE T
A CTEET,
INAT— RIZFEHTEDLFIE, 0~9, a~
Z. A~Z, -, @ #S. % N & E
() BLO=TT,
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repository .

A\

GE)  server [FH—/3—4 T, pathl3 /subdir/subsubdir 24§ L £9°, NFSF v h U —72 H—,—
DO —_—Z D%, 2ay () BDYLETT,

K8:K45URLF—T—F (fg=)

F—J—F QE—TFEEFIE—%E

URL P R—B LA FERE G, VAT Y
D URL Z A LET, ik 80 LT DIHL T
Y AR—FLET,

cdrom: 7 —#/1?D CD-ROM K74 7 (FiHED &
DI
disk: o—h)L A RL—I,

2=V R NINOTRTOT 7 AV
FovT HIZIE, showrepository 23T L £,

G¥) FT_RTor—HL URERIRY
1%, /localdisk 7N—7 1 > =3 VIZAERK
ShExEd, UARY MUDURL T
disk:// Z¥5ETH &, VAT A
1%, /localdisk (Z%f9" 2 FHxf /XA T
T4V NUEERLET, 2Lz
X, disk://backup, & AS1T 5 &,
7 4 L7 K Ui /localdisk/backup |Z
ERc S E 7,

ftp: FTP %X NV —7 H—_—Da v’ —E ik
2 v —%E® URL, ftp://server/path &9 URL
R LET,

http: HTTP % v hU—2 —R_—Dat’—rxEiz
T v —4m URL (GiHev BH)

https: HTTPS % v h U —2 H—R_R—pa bt —r £/~
Tz v —2%50 URL GREAED BHA) .

nfs: NFS Xy b U —27 $—"—Dat—gEi
2 B — @ URL, nfs://server:/path &9 URL
ZAER L ET,

sftp: SFTP v hU—7 H—_"—pav—xEiid
I B 45D URL, sftp://server/path &9 URL
ZERLET,
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AU R TIHIE

AR E—F
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F—7—F aE—xFEEEFIE—%

tftp: TFTP * v U —7 Y—n_—pabt’ —irE i
IL= v —%Ed URL, tftp://server/path & )9
URL 2 L &7,

(GE)  CiscolSE7T v 77 L— ROFITIT,
TFTP VAR Y bV IfEA T £ A,

T 7 4V N OEMERMEIZH W FH AL

227 4 X2 b—3 3 (config-Repository) #

avy FERE

FRLEDHA KS14 Y

1) =2 EENE
2.0.0.306 Ioavr FREASHELE,

Y7 E— T url sftp: ZFRET SHAIE, KHICRSA 7 4 H—7 U > b (AKA host-key)
ZH—727 > h SFTP AR A FPBISEICr— FFLBERH Y £9, THhAITH121E, CLIT
cryptohost_key add =~ > F&fEH L £9, FFMICONTIL, crypto 2a~v > 2B LT
S\,

Z OFSRER HENC 9 521X, EXEC £— KT crypto host_key delete =~ > & H L £,

Cisco ISE HEE R —# /LD [ B (Administration) ]>[2 A7 A (System) ]>[A > T A
(Maintenance) ]1>[U A2 U (Repository) ]>[V AR~ U DiEM (Add Repository) ] Tt
F 2T FTP UARY MU ZFRET 5 & Cisco ISE 1T IZIROESE 2R R LET,

COVRY N EFHATEL X129 5I1TiE, SFIP P —X—DFKA b F—%KA h F— 4
TrarEHFEHLTCLLZA L CGEIMTA2MERH D 7,

HRA N F—ZRETTIC, BFa2T7RFTP IR MRy I T oL LS ET5 &, s
TAHATT—MNCiscoADE D |12 A — X FET,

A\

GE)  CiscoISEZ. FIPS E— RNISE THINNZ /2> TV R WA T, FIPS £— N TH/E SSH

F 721X SFTP 8kt 2 B4t L £ 9, ISE @159 25 U E— b SSH F721% SFTP H—/3—M
FIPS 140-2 &G BL T L T AL ZHF L TWAZ 2R LET,

CiscoISE TiE. AL D FIPS 140-2 DIRFEF HRF EALT Y 2 — M SN TV ET,
FIPS 2> 7T A4 7 ADERDFEMIZ OV TIL,  [FIPS Compliance Letter] % & L T<
72 &0,
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service .

service
BT AV —ERXEZIEETHITNE, a7 4 Fal— a3y F— RTsarvice < R
| =
service sshd
Z ORI T AICIT, Z0avr RO noBERAEH L ET,
no service
X DA sshd Secure Shell Daemon, SSH »F —%€ > Fu
7 LTY,
enable sshd —E 2% A X —T7 ML ET,

encryption-algorithm

SSHEEF ZAL T NIV A LERELET, HR—
FENTWABTLTY X AL, a. aes128-cbe.,
aes128-ctr, aes256-cbc, I LN aes256-ctr T
7

encryption-mode

VAT ATSSHES 5L E— FEHRELET,
PR—FENTWDBE— RIE, cbe & ctr TF°,

key-exchange-algorithm

sshd F—E A CFFRITHF—HT7 /LT U X
LERELET,

diffie-hellman-group14-shal

AT LAY X LK
diffie-hellman-group14-shal (ZHilfR L & 9°

Loglevel

sshd2bEF a7 VAT A2kt 5 Ay
t—rvour s LYULERELET,

o1 : ik

o2 Erfnt

3T —

4 fFR (T7HLD)
5 UE

c6: TNy

T TRy

8T N2

9T Ry T3
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R

aARETI7AHILE

AR E—F
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77 4V FOBERLEIZH D EE A,

a7 4 X2 b—3 3 (config) #

avy FERE

FEREDHA K42

)1)—=R

EEAR

2.0.0.306

Zoavwy RPREAINE L,

L

1

ise/admin (config)# service
ise/admin (config) # service
ise/admin (config) # service
Configure aesl28-cbc algo
Configure aesl28-ctr algo
Configure aes256-cbc algo
Configure aes256-ctr algo
ise/admin (config) # service

sshd
sshd
sshd

sshd

Configure cbc cipher suites
Configure ctr cipher suites

ise/admin (config) # service
ise/admin (config) # service
ise/admin (config) #

ise/admin (config) # service
ise/admin (config) # service
ise/admin (config)# service
Configure aesl28-cbc algo
Configure aesl28-ctr algo
Configure aes256-cbc algo
Configure aes256-ctr algo
ise/admin (config) # service

sshd
sshd

sshd
sshd
sshd

sshd

Configure cbc cipher suites
Configure ctr cipher suites

ise/admin (config) # service
ise/admin (config) # service
ise/admin (config) #

sshd
sshd

enable

encryption-algorithm

encryption-mode

key-exchange-algorithm diffie-hellman-groupl4-shal
loglevel 4

enable

encryption-algorithm

encryption-mode

key-exchange-algorithm diffie-hellman-groupl4-shal
loglevel 4
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shutdown

AR FIHILE

AUk E—F

shutdown .

A HE—=T 2 ARy AT TR, A v F—T 2 AT 4 Fal—g L T—
KCshutdown 2~ FEEALET, ZOMELZIENCTHI2IE. Zoa~<r KonoEX%E
ERLET,

Zoawy NZE, F—U—FBLUSIEIEH Y FHEA,
T 7 4/ FOEERLEILDH U AL

227 4 ¥ 2 b—3 3 (config-GigabitEthernet) #

avy FERE

FEREDHA K4V

=2 LERE
2.0.0.306 Zoavy RBEAINE LT,

ZDavw s REFHL TS v X —TxA AT Yy NI DU TDHE, FOA X —T oA A%
B L7z CiscoISE 77T A 7 v A~DEHEN LbIVET, Ziud, 777347 2 ADEIR
NDERAINTHTHEDLY £H A,

1L, T I9AT A RICHIOP ZFERALTC2ERIDA X —T oA AZREL, TDA
VHE—T 2 ANV Yy hE U ERNTWRITHE, FO2EHDOA X —T oA ARATT
TIAT U AREER TEET,

A UH =Tz A%y y MU T HBIOHEE LT, ONBOOT /87 A —2 ZfiH L
. letc/sysconfig/metwork-scripts (23 5 ifcfg-eth[0,1] 7 7 A VEEFTHZ L HLTEET,

A H =T =2 AT =TI T BITIE, ONBOOT="no" L% E L £,
A UH =T 2 Al A F—TWIZT HIZIL, ONBOOT="yes" LXE L £7,
noshutdown =< > R&EHHAL T, £ v F—T 2 A RAEA R —TWITHZ L HTEET,

1

ise/admin (config)# interface GigabitEthernet 0
ise/admin (config-GigabitEthernet)# shutdown
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. snmp-server enable

snmp-server enable

Cisco ISE T SNMP Y — —%2FHZTHI2iE, Fe— b a7 4 Fa2lb—2 g3 F—KT
snmp-server enable =~ > R&fH L £,

snmp-server enable

SNMP Y — _R—Z N T HI121F. Zoa~vr Fono a2 HLET,

AT RTI4)h SNMP H— =g A R—=T/MIHE SN TVET,

AT R E—F a7 4Fa2b— 3 (config) #

avy FERE 1)1y —= LTEHNE
2.0.0.306 Zoavwy RPREAINE LT,
151

ise/admin (config)# snmp-server enable
ise/admin (config) #
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snmp-server user

snmp-server user .

H LW SNMP 2 —H—&2RETHITNE, Fn— a7 4Fa2lb—v 3 F—RT

snmp-server user =~ R&EMHHL T,

snmp-server user usernamev3 {hash | plain} auth-password priv-password

)

GE) ZPDawr RiE, SNMP N—2 3 v 3 ORICK U THERTALERH Y 4,

i€ L7z SNMP =2 —H—ZHIBrT 5121k, Zoa~vr RonoBXEMHLET,

X DR user

FlLna—F—aRELET,

username

SNMP =— =2 MBI AFRA N Fooa—
W— D4 Hi,

v3

N7 v T OFEITHENT D SNMP D/3—
o

priv 53 X W auth ¥ —7 — REHHTT HI121T
SNMP NX— g 3t®Fa2 VT4 T /VEE
AT o0ERNHLZ L ERELET,

{hash | plain}

INAT— KL, B b ERITT V=B
KT, B bEN= s 2 T — Ri%, 16 #K
DA THLIVLENHY 77,
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auth-password

AL = — NAT— RERFRELET, (A
T — ROF/NEIZILFTTN, X2V T o
MR T 272D 8 LT EicT b2 528
BoLEd,

GE) AN RU—RzEENEAIE. [BET
RN, 22— — %ﬁ XET D
VENRHY T, FL—2TFA L
DRAT—RELIEIR—T T4 XS
NIEFA V=2 A NERETEET,
n—HTA RINTHFA T A
IE, = — P —I1Tk U TR L7385
T Y XA (MDS £721% SHA |2
THZENTEET) IT—HT DL
%#%Diﬁ‘ Z—WP—FEN T

V= ZERREINAGA. 00X
Tr7AN (RE—K T v a7y
Xal—larZyrAfkd) &
TAENDGH, v— T4 XS
f~nunE§/|) VAN ETT AN —
HAT A MBI L—2TF A
FDO/IRAT — RORD Y ITER RSN
7
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aAvU R TFI4ILE

aAvU kR E—F

snmp-server user .

priv-password

W B —

U — ROR/NRIF 3TN,
EREPR T D720

B LE
GE)

Pe RRAT—RFREHEELETS, IR
X7
I8 LT EICTAZ AR
T,

NAT— REeEnGmaid, FHET
RNV, 22— — %ﬁ XET D
VENRHY T, FL—2rTFA L
DRAT— RELIEIR—T T4 XS
NIEFA V=2 ANERETEET,
n—HTA RINTHFA T A
IE, = — P =Tk U TR L7385
Ty XA (MD5S F721% SHA 12
THZENTEET) IT—ET DL
%#%Diﬁ‘ 2 —REN T
V= VIR ENDGE, £21X
Tr7AN (RE—K T vFarrzg
Xal—iaryZyrfkd) &
TRAENDGH, v— T4 XS
7;nunﬂi7‘{ VxARNETT AN —
A2 ANWEICTL—r T F R
FDO/IRAT — RORD Y ITER RSN
7

FALE—TN,

a7 4 ¥ 2 lb— 3 (config) #

avwy FERE

FEREDHA FS1 Y

)1)—=x TEAR
2.0.0.306 oawy RPREAINE LT,

J—ﬁ ERELZHE, SNMP A= 3 U3DKRA RERETHILERHY ET, T 7T

RESNTZ2—H =717
m#é L, 22—V —£ %7

il

FTIZHEENDTD, F—F Y FIPT FLRALEBIZTIDRA MR
RET DMENDHY £,

ise/admin (config)# snmp-server user testuser v3 hash authpassword privpassword

ise/admin (config) #
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. snmp-server host

snmp-server host

SNMP k5 v 72 ZEFHITEETHITIE, 207 4 F2L— g F— FTsnmp-server host
g REFERLET, T 740 FTiE, SNMP R T v FlIA F—F Mo TWEST, 5
7 )V F T, UDP &A"— ~iZ 162 T,

\

GE) snmp-server host I ¥ 7 R&EEHAT 2EM0HZ, SNMP 22— —Z BT A2 0LE R H D £7

snmp-server host {ip-address| hostname} version {{1| 2c} community | 3 username engine_ID {hash
| plain} auth-password priv-password}

NS v FEEEZEIRT HIZIE, Z0avry RO noEREFEHLET,

A\

GE)  SNMP R—T g 3 DA A MR CiscoISE TRESNTWAEE, T v 7 IxRESHZ
=P —TRFICEFEENDI D, 2—VF—ZFZDORA MIBEEMNTDZILERNH D £,
snmp-server host 2~ > R&ZBIM L7, F7 v 7 %253 5113, CiscolSE TRIE I
TWAZ LT Uy vy L ERILZ LT oy v &> T, NMS Ca—H—27 LT vy b
ERETHMLENRDH Y 7,

EX DA host SNMP @2 Z(2T 5K A 2R ELET,

ip-address SNMP @A A RDIP 7 KL A, k32X
FOREFEY R — M LET,

hostname SNMP @A A N DAL, K32 XFDHE
FhRYVR—FLET,

version {1|2c| 3} EE) . b7 v 7 OEEICHAT S SNMP
DNR—Tar, T7x/NVHME1TT,

version ¥ — U — K& 25681L, kROF—
T—ROWTN»EHRELET,

¢ 1 : SNMPvl,
e 2¢ : SNMPv2C,

* 3 : SNMP v3,
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snmp-server host .

community

Cisco ISE & NMS & O TO G F—%
BELET, ESNRERI2ILFORILFE/N
LEFENEBNE NI, A= IMHEHTEE
Yh, 774N aia=T4 A) T
lpublic] TJ, CiscolSEIZZDF—%fEH L
T. 518 SNMP ERNHHTHDHMNE Ik
HIWr L £,

username

(X7 g, SNMP A— g 03 IR L
T2 B DI EE) Cisco ISE T SNMP /X —
Valr3IDKRAMRERESINTWEEA, 2—
P—L R A N EEEATET,

engine_ID

(A7 ar, SNMP X—T g 03 28R L
TS AICDHRNE) JE— R P rDID,

auth-password

(A7 g, SNMP/X—T g 03 &R L
T2 B DHNIE) BEFEL—H — XA —
FHEELET,

priv-password

(A7 ar, SNMP A— 303 238U
A OHME) Hea—H— AT —F
FIEELET,

ARYRFIALE A FTT

ATV RE—F a7 4 Fal—3 3 (config) #
Ay RERE J1—2= EERR
2.0.0.306 Zoavy R EAINE LT,

FERLEDHA KS4 > SNMP 3T TICHESNTNDHE,

CiscoISE TIZT7 7oA 7 o ADiE#E) (U m—F) Kz

lcoldStart(0)] ~7 v 7 %%(5 LEJ, CiscolSE Tik, mUNIEENT 2 & =T TcoldStart(0)]
N7y T HFET D Net-SNMP 7 T A 7 > ML, 151725 & & 3EERADO T v 7

nsNotifyShutdown| ZfEH L £,

snmp-server host =~ > &l LT SNMP % Fg% & L7=141%. 8 0OBA, EiED

lcoldStart(0)] k7 7" C% [warmStart(1)]
InsNotifyShutdown| % 4fk L E,

FI o7 THRL, BEBADO T v
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. snmp-server host
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\)

GE)  SNMP b7 v 7 X —7y RISARA R4 E 721X FQDN IZ X > THRE S 4, DNS (2L - T

IPv4 & IPv6 DG DT R L AR S D56, ISE 1L ipve Tik72 < IPv4 #41 L T IPv6
FaTIVAE v 7 2 =4y NZEEITSNMP b7 v 7% 5 LET, IPv6E LT hT v
TINEEEND L HITT D201, ISE FHFE (X, DNS IZL > THA M E721% FQDN
DI % IPv6 2% L TR T D70, F721ESNMP F 7 v 75 RETHEEIZIPv6 7 R L
AHBEHERET D ENTEET,

1

ise/admin (config)# snmp-server community new ro
ise/admin (config)# snmp-server host 209.165.202.129 version 1 password
ise/admin (config) #

ise/admin (config)# snmp-server host isel version 2c public

ise/admin (config)# snmp-server community public ro
2012-09-24T18:37:59.263276+00:00 isel snmptrapd[29534]: isel.cisco.com [UDP:
[192.168.118.108]:44474]: Trap ,

DISMAN-EVENT-MIB: :sysUpTimeInstance = Timeticks: (29) 0:00:00.29, SNMPv2-MIB: :snmpTrapOID.0
= OID: SNMPv2-MIB::coldStart,

SNMPv2-MIB: :snmpTrapEnterprise.0 = OID: NET-SNMP-MIB::netSnmpAgentOIDs.10
ise/admin (config)# snmp-server contact admin@cisco.com
2012-09-24T18:43:32.094128+00:00 isel snmptrapd[29534]: isel.cisco.com [UDP:
[192.168.118.108]:53816]: Trap ,

DISMAN-EVENT-MIB: :sysUpTimeInstance = Timeticks: (33311) 0:05:33.11,
SNMPv2-MIB: :snmpTrapOID.0 = OID: NET-SNMP-AGENT-MIB::nsNotifyRestart,
SNMPv2-MIB: :snmpTrapEnterprise.0 = OID: NET-SNMP-MIB::netSnmpNotificationPrefix

ise/admin (config) # snmp-server host a.b.c.d version 3 testuser 0x12439343 hash authpassword
privpassword
ise/admin (config) #
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snmp-server community .

snmp-server community

ity NU—27&H 7o hajl (SNMP) ~D7 VB RA&ZHFATHaIa=FT 4 T /AR
N U RFBETAHITIE, 27 4 F 2 b—3 3 2 F— FTsnmp-server community =< > K
EHEALET,

snmp-server community community-string ro

COMREE NI DIZIE, Zoavwr RonBEREFEHLET,

Nno shmp-server

B DEREA

AR R FI4ILE

aAvURE—F

community SNMP=2 X 2=7 4 AN T ERELET,

community-string NAT—= RO L IHERET 5T 7 £ AT,
ZHIZ K5 TSNMP ~D7 7B ARFFAI S
£, ZEAFMATE A, RK 255 CF
DHFEFF Y HR—FLET,

ro AT 7 A ERELET,

77 4N FOBERLEIZH Y EE A,

a7 4 X2 b—3 3 (config) #

avy FERE

FEREDHA K4V

=2 LERE
2.0.0.306 ZOavry RPEASNELE,

snmp-server community 2> R CiE, 2 Ia2=7 4 A M) 7 LR ro 2 fBET 5 LERH
DET, MELRWEES, =7 =034 L F9, CiscolSE D SNMP =— = > M, #FiAaHL
VEHD SNMP vl 77 &AL SNMP v2¢ 77 & A %2R D MIB 224 L F 4,

* SNMPv2-MIB

* RFC1213-MIB

 [F-MIB

« [P-MIB

* [P-FORWARD-MIB

* TCP-MIB

« UDP-MIB

* HOST-RESOURCES-MIB

« ENTITY-MIB : /XD 3 5D MIB £ D 747 ENTITY-MIB TV R — &N E1,

« B4 ID : entPhysicalModelName
+ /N— 3 » ID : entPhysicalHardwareRev
« U 7 )VEP : entPhysicalSerialNumber
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snmp-server community

* DISMAN-EVENT-MIB
* NOTIFICATION-LOG-MIB
» CISCO-CDP-MIB

1

ise/admin (config)# snmp-server community new ro
ise/admin (config) #
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snmp-server contact .

snmp-server contact

SNMP $2f5¢ D E ERIEFH~N—A (MIB) & v AT AMIHRETHITIE, a7 4 Falb—vav
F— FTsnmp-server contact =~ > F&MHH L £, AT 2EKEHEREZEIRT 5121, 2
Da<wry RFOonEREFEHLET,

snmp-server contact contact-name

X DA contact OB E ) — ROMYEAIEELE T,
K 255 LTFORBTEYR— M LET,

contact-name J— RO AT LdiE Sl @2 R 3 CTF5,
K255 XFOFMTHYAR—FLET,

ATVRFEI4IR T 7ANNOEEREITH Y EEA,

ATV R E—F a7 4 Falb—3 3 (config) #
ATy RERE J1—2 EEAE
2.0.0.306 Zoavy R EAINE LT,

FEREDHA KS4> L
1

ise/admin (config)# snmp-server contact Luke
ise/admin (config) #
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snmp-server location

SNMP 27— 2 > @ MIBE%Z ¥ A7 MIHET HITIE, :/74%Jwaa/%%bf
snmp-server location =< > R&RA L £, VATl —r g UEREZHIBRTAI1I2E. 20
a<vr Rono B EHERALET,

snmp-server location location

B DEREA

AU RTIAIE

AR E—F

location TSR ) — ROWBIR ST R R E L
F9, K255 LFORBTEIR—FLE
j—o

location VAT AOWE T r—3 g UIERE FET T

Bll, K255 CFEOEHTE A A — R LET,

77 AV OBIERIEILDH D EE A

Ay 7 X2 lb—3 3 (config) #

avY RERE

FREDHA FSA4 Y

== EERE
2.0.0.306 Ioawry FREASRELE,

word LR Tid, HEEORIICT o2 2a7 () £lidnga 7y () 2+ 2L zBE0
LE9, word XFHITHEEDOMIZZER M 256, XF82 “Hy A/ () CTHD®E
NHYET,

511

ise/admin (config) # snmp-server location Building 3/Room 214
ise/admin (config) #

15 2

ise/admin (config)# snmp-server location “Building 3/Room 214"
ise/admin (config) #
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snmp-server trap dskThresholdLimit .

snmp-server trap dskThresholdLimit

CiscOISE/X—T 4 2 a L DWTINMNNT 4 A7 RO L& WEORFUTE LZFRIC, SNMP
P—N—=N TV TEZETHIIORETHITE, 27 4 Falb—T a3 F— R Tomp-server
trap dskThresholdLimit =~ > RZ4H L £,

snmp-server trap dskThresholdLimit value

T A RPN L EWVEICELZBRIC T v T OREEFILT 2I2E, Zoavs Fono
A LET,

B DEREA

ARV ETIAIb

aAvU R E—F

value FERAIRE7 2T 4 A Y A— AD R A FIHHE,
fE &I 1 ~ 100 T,

77 4N FOBERLEIZH Y EE A,

a7 ¥ 2 b— 3 (config) #

avy FERE

FEREDAA RZM4 Y

J1)—x EENE
2.1.0.474 Zoavwry RPREAINE L,

Cisco ISE D¢ _RTCD/N—F ¢ ¥ 3 VZH@ETHIRETT, LEVWEOBRAE 40 IZTRET D
L R=T 4 a DT 4 AT FEEN 60% B I, KV 40% X0 TR T RN T v T R
ZIELET, DFV, EEXEEARESNIAEIELZEXIC AN T v TRRESNT T,

CiscoISECLI "6 Z D a~y RERET D &L kron ¥ a 7854 Z L IZFEFTE N, Cisco ISE
DR—=TFT 4 aralDOTOERLET, WTINnoR—F g BN LEVED ERRIZET
%L, CiscoISE [FFXE SN TWD SNMP H—N"— 2 v T v T HEEFELET, T4 A7 D/RRA
BLOLEVWED EBREHEELET, HEONR—FT 4 a VB LEVED ERIZET S &

BEDO NI v THREEEINET, MIBZ7Z7UHFDRNT v 7 L— &ML TSNMP k7 >
TR TEET,

1

ise/admin (config) # snmp-server trap dskThresholdLimit 40
ise/admin (config) #
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. snmp engineid

snmp engineid

BEEDOT P ID &8 LWVMEICEFE T 5I21E, 2307 4 ¥ 2 b—3 3 2 F— FTsnmpengindd
command ZfEH L E7, Zoavy ML, BBFEOTRXTO2—F—ZBIERT 2 0E R H 5
LWIHIBEEFIRLET,

snmp engineid engine ID_string

RELTEZ VD ZHIBRT D13, Z0a~vr RonoEXREFHLET,

KEST D EHEA engineid MO P IDERE LTS LUVMHEIZAE R
l/\i TO
engine ID_string TV ID E AT D K 24 SUF- D ST,

ARV EFI4IAL ATV ROT 74N MEEZH Y EH A

ATV R E—FK ar7 4 ¥ a2l —va (config) #

av 2 RERE 1) =2 EERNE
2.0.0.306 Zoavwy RPREAShELE,
1

ise/admin (config)# snmp engineid Abcdefl129084B

% Warning: As a result of engineID change, all SNMP users will need
to be recreated.

ise/admin (config) #
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synflood-limit .

synflood-limit
TCP SYN /37w b L— MBRZFRE L £,
synflood-limit ?

XD synflood-limit

FFAIENS 1#&H720 O TCPSYN /N7 > kD

T

1 ~ 2147483647 DHEPHOMEAEFRE X £7,

ATV R FI4NN T ANV NOBEERMHEITH Y A

ATV R E—F ary7 4 ¥ alb— 3 (config) #

IRy FRE 1) =2 EERNE
2.0.0.306 Ioawry FREASRELE,

EREDAARZA4
RIE STV D ERRD L — MR
HYES, LTI
iﬁqo

o HIBRAEAY 5001/ 725 10000/s DIFE
o HIFRME2Y 3334/5 236 5000/s DA

o HIFRAEZY 2501/s 236 3333/s DA fEI 3333/s 1

—

o HIFRAE 2Y 2001/ 226 2500/s DA

o BEIFRMEDS 1667/s 725 2000/s DA EIE 2000/s 12
o HIFRMEZY 1429/s 725 1666/s DIFA . EIT 1666/s
HiL 1428/s 12810 EiFoinE+,

—

o HIRRAEDS 1251/s 725 1428/s DGE

o HIBRMEDY 1112/s 225 1250/s DA
o HIBRMEZY 1001/s 225 1111/s DA,
o Ml FRAFEAS 910/ 225 1000/s DIGE

o FHIFREAS 834/s 725 909/s DFE . fEIX 909/s

TCP SYN /¥ v b L— MR ZFRET B 1213

. synflood il [ROFF
ZD RF 2 A N OVEREE S f@ﬁ@ﬁ@ﬂ@t%ﬁ%% BFR LTV

. fEIZ 10000/s
& 1% 5000/ |

X 2500/s (2

. B 125078 |
5% 1111/s |
. fEIZ 1000/s

Z @ synflood-limit ZfH L £ 9,
TRV, RELIEERRDGED

280 EFohnET,
280 EFshEd,
gy EFshnEd,
gy EFshnEd,
gy EFonEd,
Y EFenET,

Y EFenET,

Y EFenET,
280 sk,
WZE Bk,

« HIFRMEZS 150 R DB e. DT ERE A,
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B syoflood-limit

1

ised49/admin (config)# synflood-limit 5099
ised49/admin (config)# do show running-config | include syn
synflood limit 10000
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username .

username
SSH %M L CCiscolSET 7T A TV AT 7 BATX Ha—W—%EBNTHITiE, a7«
¥al—varE—RCusername a2~ RafflLEd, 2—F =BT TIZHET H5E
I, Z0avwr FEALTARRAT— R FEL-~L, FREmMGE2EELET, VAT L0
Ha—H—ZHIRT 5. Zoa<vr Rono BERE2HEH L £,
username username password hash | plain {password} role admin | user email {email-address}
BFO2—F =23t LTE, koa~vy RAETva v EERHLET,
username username password role admin | user {password}
X DA username 2% username 121X 1| DOHIEO LA IFETX
£9, ZEP_HGINM () IIEHTE EE
Poo BRI LFOEEBFE2YHR—FLET,
password INAYU— RZdEELE T,
password INRAT— R, 40 LFETORBEFTHEL E
o NAT—= N, TRTOFHA—F—IZ
BETOMENDHY £7°,
hash | plain INAT—=RDZA T, K34 L FOREET %

AR R TFIHILE

AR E—F

PAR—FLET,

roleadmin | user

Z—F Dz —W— m— )L L EHE L~ B
'_‘/:E’ L/i—a‘o

disabled

2—F—DEFA—LT RLRAfE-T, 22—
V=T 12— M LET,

email

Z2—HPF—DEBFA—ILT RLAZRELET,

email-address

22— —DEFA—NT RLAZRELET,
7= & 21X, userl@mydomain.com ® X 5 (25 E
l./ \i j‘o

RIERF O — =TT,

a7 4 X2 l— 3 (config) #

avy FERE

=2 LERE
2.0.0.306 Zoavwr RPREAINE L,
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. username

FELOHA KS4> username =~ RN TiX, username F5 & U password % — U — R DF%(Z, hash | plain and the admin
|user 7Y a VEAIRET HDHENRH Y £,

511

ise/admin (config)# username admin password hash ###### role admin
ise/admin (config) #

15 2

ise/admin (config) # username admin password plain Secr3tp@swd role admin
ise/admin (config) #

1513

ise/admin (config)# username admin password plain Secr3tp@swd role admin email
adminl23@mydomain.com
ise/admin (config) #
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which

which [}

BTHE CLI CERABERa~ Yy RONEFEEERTHITIE, 207 4 F2b— a3 E—FT
which =2~ RZHH L £9,

which

B DEREA

AR R FIHILE

aAvU R E—F

Zoaxy FZE, F—UV—FBXIUGHEITH Y THA,

77 4V FOBIEREIZH D EE A,

a7 4 X2 lb— 3 (config) #

avy FERE

FEREDHA K42

=2 LERE
2.0.0.306 Zoavwr RPREAINE L,

which 2 L 2~ K T9, whichiZCiscolSE TEATE 42, a~vr K74 v CTelI%%
ANLTERLEY ELESRE. CLIA UV Z T 0T 4 T~V TITERRENTET A,

151
WOFE, which D ZRL TWET,

ise/admin (config) # which
1]. application configure<STRING>

[

[ 2]. application 1install<STRING><STRING>

[ 3]. application remove<STRING>

[ 4]. application reset-config<STRING>

[ 5]. application reset-passwd<STRING><STRING>

[ 6]. application start<STRING>

[ 71. application start<STRING> safe

[ 8]. application stop<STRING>

[ 9]. application wupgrade cleanup

[ 10]. application upgrade prepare<STRING><STRING>
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Bl which
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