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(&) FXTOCiscolSE / — FiE Z A L Y =2 2 LT
EINFT HRINDZ A L — 2T UTC T,

4ODNRT A=K FT v a kT XTOURTH IO TR,
null/null 47> 3 > 2 L7~ AuthList APl = — /L) HiIR S 5
BTN T =2 (2-10 =) BB LT &0,
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JR—ransAp=—1 M

# 11 Cisco ISE &2 g EB APl = —/L (§§Z)

APl 22—V 5 Y

BILZR= ]

g gkt

(B) R BEESNTEMBEREZEORFTOE Yy a v DF A LAZ TSR

MACAddress

BELEMACT RLAZEHREOE YT g L e ONWTTF—X
N—RERFELET,

https://<ISEhost>/admin/API/mnt/Session/MACAddress/<macaddres
s>

() XX XX XX XX:XX:XXI1EMAC 7 L AR TT, KXCF
LNCFIIREA S L E R A (B :0a: OB: Oc: OD: Oe: OF),

() MAC 7 FLRX EHEIGOELWE Yy v a U ERET
LHH—D—EDOX—L L THELET.MACT KL AD
RBEDOR—=A LT D LNARERT 7T 4 TRF_TD
Tyial bt MACT RLA% U AT 5IZ1E ActiveList
APl 2 — L&A L £9,

UserName

BELEa—P L 2E0RTOE vy a  AZONTT —F _—
AERBLET,

https://<ISEhost>/admin/API/mnt/Session/UserName/<username>

@ =2—FLAEF Ry NT—7 a—FLHIFEHALTHDLDL
[ U Cisco ISE /RAT — R KU & —(THEPLL TV DH L E
733 ¥ %9, Monitoring REST API O ME— D) 722 7 1%
Ny 7 A7 v va ()T T REIZ 2V T Cisco
Identity Services Engine User Guide, Release 1.1]0 [User
Password Policy | Z# & L T 7230,

IPAddress

fEE L7 NASIP 7 R L A (IPv4 £721E IPv6 7 KL R) & & ek
oty va AlonTT = _X—2%MELET,
https://<ISEhost>/admin/API/mnt/Session/IPAddress/<nasipaddress>

() xxX.XXX.XXX.XXX IZ NASIP 7 F L 2 ($1:10.10.10.10)
T,
F o

https://<ISEhost>/admin/API/mnt/Session/IPAddress/<nasipv6addres
s>

() XXXXXXXXXXXX:XXXXIXXXX:XXXX:XXXX:XXXX L NAS IPv6 7
KL 2R T (]:2001:cdba:0:0:0:0:3247:9651) ,

Audit Session ID

HRELLEEE Yy Y a v ID 23 0RFTOE v a vIiZoNT
T=ER—2u R LET,
https://<ISEhost>/admin/API/mnt/Session/Active/SessionID/<audit-s
ession-id>/0

(FE) EXAtyvarIDOBEDORN—RAETHIENARERT
ITF 4T RT ROy gy tEREyaIDEY
A N9 5121E ActiveList APT 22— L& H L £ 97, F 7213,
BHER—ZNLD[TA 7 & 3 (Live Sessions) ]|
R=UNbER Y v g ID ZRETE T,

Cisco Identity Services Engine APl Y V —2X2x V77 LV RAHA N


http://www.cisco.com/en/US/products/ps11640/products_user_guide_list.html
http://www.cisco.com/en/US/products/ps11640/products_user_guide_list.html

#1%  Monitoring REST APl DIFE |

W R rsh3APIZ—L

tya VEHHO CiscoISEAPI 2 — /L OFEMIZOWTIE F 2 E Ity v a VEHI Y —
AP ZZH LT &E W,

Z 1-2 CiscOISE Fp 57032 —7 ¢ > APl 22—/ - fF TN 2 —F 220
APl ==— )L DA & il
Version J—FRONR—=T g v BIORF A T2 AN LET,

https://<ISEhost>/admin/API/mnt/Version

= ROZ A FIE RO ~ 3) DTN TT,
0:STAND_ALONE_MNT_NODE

1:ACTIVE_MNT_NODE
2:STAND_BY_MNT_NODE
3:NOT_AN_MNT_NODE

() STAND_ALONE_MNT_NODE (. 53 EBBl CTHEE L 728
=RV J—RTHIHILEEWRLET,

ACTIVE_MNT_NODE [, /o #ERIZB T 5774~V - &l
VEVBRO T T A=) J—RTHAHZEEERLET,

STAND_BY_MNT NODE /I, pBURBICB T2 774~V - &
BB X7 HhEY) )= R THBEZEEERLET,

NOT AN MNT NODE (. =%V J /) —RKTiIwzo
LEBWRLET PR — FHRDISE / — FB LU~y
F OFEAMZ OV T, [ Cisco Identity Services Engine User
Guide, Release 1.1 M 1L T 72 & 0,

FailureReasons EEOHMAZY A MLET,
https://<ISEhost>/admin/API/mnt/FailureReasons

B EHEB X ROBNIRT L 512, =T —=2— K (failureReason
id) | fli 727 B (code) | B B (cause) | 35 L UVATHE 72 % AL
(resolution) ZFK -~ L E£7,

<failureReason id="100009">

<code> 100009 WEBAUTH_FAIL

<cause> This may or may not be indicating a violation.
<resolution> Please review and resolve this issue according to your
organization's policy.

(#)  FailureReasons API = — /L . E=% V) 7 J— R HIER
EWNESTHDIC—ERETRRHENET HHL TN
T7AN VAT AELIFT —F R R GRS e EE
HMONBEEZRGFT DUNENRSY T, 25D APl =2—/1
DRERNEFEILIOL ETHLERAICERT L ZEEZHEHE L
TWET RGEHFICRIENRA L5 E6 . AR A Cifit &
NAHEEHHEa—RNE 2—VFDOT7 7 AV VAT AEE
T H R MRF LTEERBEO Y XA M & T o0 E
N ET,

Cisco ISE [EEIH D522 Y A MIOWTIE., f§k AlCisco ISE &
EFHLA—- M ESRLTIEE N,
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# 12

JR—ransAp=—1 M

CiscOISE M SN2 —F 4 2 APl 22— - pFSTN 2 —F 0 7 (FE)

APl =2 —)v

AuthStatus

FTRTOEYy v a VORBFEAT—H A% Y AR LET,
https://<ISEhost>/admin/API/mnt/AuthStatus/MACAddress/<macaddre
ss>/<numberofseconds>/<numberofrecordspermacaddress>/All

() seconds /N7 A — & <numberofseconds> 3.0 7> 5 432000 7
(5 H) O C—VRZETETET,

o aryThAUT 4T AT =X ADOEE

AcctStatus

BEOMENOTRTCOEYyYa DT h T 40T AT —H
A& LET,
https://<ISEhost>/admin/API/mnt/AcctStatusTT/MACAddress/
<macaddress>/<numberof seconds>

() seconds /N7 A — & <numberofseconds> 3.0 7> 5 432000 7
(5 H) O C—VRZETETET,

KNS TNy 2—F ¢ 7D CiscolSE API 2 — L DEEMIZHOWTIR F 28Iy a V&R Y
T U —APL|ZZH L T E S,

# 1-3

Cisco ISE iR ZEZE APl =—/L

APl =— v

WA & il

Reauth

Ty varHEREa Y REX A TEFELET,
https://<ISEhost>/admin/API/mnt/CoA/Reauth/<serverhostname>/

<macaddress>/<reauthtype>/<nasipaddress>/
<destinationipaddress>

Z ZC.<ISEhost> IFISEARAFDIP T RV AZRL,
<serverhostname> 1% ISE V- — D4 {ii % 7~ L <nasipaddress> |3
NAS OB IP 7 K L A % 7R L, <destinationipaddress> 13585 D 1P
7T FVAZRLET,

FRRREZ A ZIEROME (0 ~ 2) DWFT LTI,
0:REAUTH_TYPE_DEFAULT
1:REAUTH_TYPE_LAST
2:REAUTH_TYPE_RERUN

(#) NASIP 7 RUVANRRARGEIE, Z O R E CICHLERE
EANTEET APLIIINOLDEEZREZ = —ITfEH L
F9,.7272 0. 2D API 2 — V&2 E(TT HIZIE.MAC 7 KL
AZHSTWALENH Y ETHANASIP 7 R AT E
HBMDNRT A= I XN LT EFICTEEINASIP 7
KU RAZRBETLHEHIP T FLALIEET D HLEMN
HYET,

Z®D API = —/LE,CoA % UV E— N CHEITTHEREZEET D
Monitoring ISE / — KT L 72547 T & £t A, Administration ISE
J— RiZ, 25D CoA API 22— /LD FEITITITEIR 2V s LB
HYEFA,
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W R rsh3APIZ—L

# 1-3 Cisco ISE R iJZE APl = —/L (&)

APl =1 — /v A & B

Ty g UM

Disconnect tyva o~y RBEOE— N A7 var #4 FEEEL
\iTO

https://<ISEhost>/admin/API/mnt/CoA/Disconnect/<serverhostname>/
<macaddress>/<disconnecttype>/<nasipaddress>/
<destinationipaddress>

K=K~ FTar ZA4TIEROEO ~2) DT T,
0:DYNAMIC_AUTHZ_PORT_DEFAULT
1:DYNAMIC_AUTHZ_PORT_BOUNCE
2:DYNAMIC_AUTHZ_PORT_SHUTDOWN

(&) NASIP 7 RLUANRARIGAEIL, 2 OR R E TS E R fE
EASLET APLIZZNODEEZHZE 7 =) —IfiH L £
T, L. 2D API 2 — V&2 FEITT HITIT.MAC T RLX
A TWARENRS Y ETH MONRT A —=F I 2L
EFIZTEET,

Cisco ISE ZRAIZE T API = — )LICBAT A 3EMIC O W TR BB 4 = AL T RESTAPLI A BB L T
TE&EWY,

HTTP PUT API =—/V

% 1-2 D AuthStatus API 22— )LV E[RIREIC . V TA TV IR T IV b AT =X AERETE 5 X
5129 % API =—/L0 HTTP PUT /S— 2 ' #3% ¥ £ 7, Monitoring REST API |3, HTTP GET

I— VI OWTERB LZZ D=7 vOFIC/Rr3 & 5 I HTTP PUT & HTTP GET Ol 5 D

a— &Y AR —FLET,HITP PUT (X, /3T A —Z D APV a— L O MBI KHL L F

T ROAFX—< T7ANDENI. T AT N AT —F ADERTT,

<?xml version="1.0" encoding="UTF-8" standalone="yes"?>
<xs:schema version="1.0" xmlns:xs="http://www.w3.0rg/2001/XMLSchema">
<xs:element name="acctRequest" type="mnTRESTAcctRequest"/>
<xs:complexType name="mnTRESTAcctRequest">
<xs:complexContent>
<xs:extension base="mnTRESTRequest">
<xs:sequence>
<xs:element name="duration" type="xs:string" minOccurs="0"/>
</xs:sequence>
</xs:extension>
</xs:complexContent>
</xs:complexType>
<xs:complexType name="mnTRESTRequest" abstract="true">
<xS:sequence>
<xs:element name="valueList">
<xXs:complexType>
<XS:sequence>
<xs:element name="value" type="xs:string" maxOccurs="unbounded" />
</Xs:sequence>
</xs:complexType>
</xs:element>
<xs:element name="searchCriteria" type="xs:string"/>
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</xXs:sequence>
</xs:complexType>
</xs:schema>
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WM 5R—r&sn3APlz—
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CHAPTER 2
Tty g EE Y — AP

Z METIX, Cisco ISE EBHIZFV T, Cisco Monitoring ISE / — RN/ L EHE B v v a o BE#
DIEWRE TGS 5 FEAZRIET 22y v a VEB APL 2 — VIOV TR L £,

o ar 2 APl 2—)v

WKDOE Y gy K API =2 —/LZ X - T, Cisco ISE BRIZBIT A Z—4 > | Cisco
Monitoring ISE / — RO ¥ v v a VEEFEHROBEO I 7o b 2T ITIETE DL 512720
\ij_c

o 7T 47 vvia(ActiveCount) : 77T 47 By aii. Xy hU—7 TRIEEND
tyvarol HoTT,

o RAF ¥ v a3 v (PostureCount) : 78 A F ¥ NHEGHFT T H L5 (EAYFELRERL) & R AF ¥
RENRTH—FENFET RAF T T 3 TIAPEFERLT ) X2 BIIRAF v kg
IR FRHARAF B T T 4 T OBRBNRRTESND & BIBERREIC R DT
O R AT pREITEWIR O —Rpy 72 Rie T3,

o Fu” 7 A/ &=z (ProfilerCount)

WTFNND T 2— AT RRA FAEELERSE. LD EFSERRETNT T

Va—T 4 VT MBETHAI EERLET,

TIT4 T vy aryhysH

BIET 7T 4727 _XChtyary Bvry vERGT 57292 ActiveCount APT =2 — /L & fifi
AT& £,

TIT ATty a O EFRRTDHINIEIEZ LT v /LD EH D HITP iRGE~y ¥ —
ZBINTAHMLERHD F9,
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H2E oz EHEITU—AP |

W vovar v % APIZ—

ActiveCount APl D i /] X F—~

OV TN AF—< T 7 AL ISE D /) — RO H —7% > |~ Monitoring ~/VY FTT 77 ¢
TRy arOhvy NERETA7-90 ActiveCount AP = — /LD H 1T,

<?xml version="1.0" encoding="UTF-8" standalone="yes"?>
<xs:schema version="1.0" xmlns:xs="http://www.w3.0rg/2001/XMLSchema">

<xs:element name="sessionCount" type="activeCount"/>
<xs:complexType name="activeCount">
<xXs:sequence>
<xs:element name="count" type="xs:int"/>
</xs:sequence>
</xs:complexType>
</xs:schema>

ActiveCount APl == — /L OFEOH, L

AT 71

AT T 2

AT 97 3

AT o7 4

A7 97 5

CiscoISEURL 7 7 UH D7 KL R N—IZAJ LET (72 & 212 hitps://<ise hostname or ip
address>/admin/)

a—H 4 & Cisco ISE DIt v M7 v 7 THRER KT ORRE L2 KT L/ CFRIXIEN D
SRAT— K& AN LET,

[ 274> (Login)] 7 U v 7 3% Enter L 7,

72 & 21X AR A M4 A acmel23 @ Cisco Monitoring ISE / — RIZREIC R 7 A T B854, 20
J—=FROURL 7 RLABRD LD IR RENET,
https://acmel23/admin/LoginAction.do#pageld=com_cisco_xmp_web_page_tmpdash

lfadmin/] =2 > AR — % > b % APl 2—/L D =2 > 7R — 3 > | (Jadmin/API/mnt/<specific-api-call>) |Z

EEHZC X =7 b J—=FDOURLT KL A 7 ¢ —/b F|Z ActiveCount API =—/L % A/ L

Ee AN

https://acmel23/admin/API/mnt/Session/ActiveCount

~

(B L0 a— I KXFNLFEXRT D7 . 24— h J— RO URL 7 KL A
74—V RIZEEIZA AP 2— VA2 ANTHEMERSH Y £9,API =2 —/LRAITO 'mnt |
OfFEMIX, % —7% >~ b Cisco Monitoring ISE / — K&#& L £7°,

Enter ¥ — %M L T APl 22— /L& R{TL £,

REEIE B
o E=HYLY J— ROWMER(1-2 =)
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tyvarhyrZAPla—1 M

ActiveCount APl = — L 2B IRENAB YV 5T —F

WIZ, % —77 >~ b Cisco Monitoring ISE / — K C ActiveCount APl = —/L & FEOMH T & Z (TR E T
LT =R (T U747 vty arBOERLET,

This XML file does not appear to have any style information associated with it. The
document tree is shown below.

<sessionCount>
<count>5</count>
</sessionCount>

RAF ¥ Byary By A

HET 7T 4 7 RT_XRTCORAF Yy Bya y OBHEOH TV M E2ERET 57201
PostureCount API = — /L2 i [l Cx %4,

PostureCount APl D H{ /1 X FF—=

OV TN AX—< T 7 A NE, X —7% > |k CiscoMonitoring ISE / — RCEET 77 1 772
RATF ¥ By varOhhyy NEEET 5780 PostureCount API = — /LD H /1T,

<?xml version="1.0" encoding="UTF-8" standalone="yes"?>
<xs:schema version="1.0" xmlns:xs="http://www.w3.0rg/2001/XMLSchema">

<xs:element name="sessionCount" type="postureCount"/>

<xs:complexType name="postureCount">
<xXs:sequence>
<xs:element name="count" type="xs:int"/>
</xs:sequence>
</xs:complexType>
</xs:schema>

PostureCount APl = — /L DFEONH L

AZ7v 71 CiscolSEURL #7 7 UH# D7 KL A N—IZ AN LET (7= & 213 hitps://<ise hostname or ip
address>/admin/)

AFy7 2 =4 L Cisco ISE OPIMIE v k7 v 7 THRES K OBE LI KLF L AALFA KBS 15
NAT—FRF&2 AN LET,

27973 [v7 A (Login)] %7 Vv 73250 Enter ZH L7,
7= & 21X AR A M4 A acmel23 @ Cisco Monitoring ISE / — RIZR#IC R 7 A T B854, 20
J—=FROURL 7 RLABRD LI IR RENET,
https://acmel23/admin/LoginAction.do#pageld=com_cisco_xmp_web_page_tmpdash

27y 4  [ladmin/] 2 R—F > b%& API 22— /LD 21 R —% 2 bk (fadmin/API/mnt/Session/
<specific-api-call>) ICEE# X T ¥ —% v h /—ROURL 7T RL A 7 ¢ —/L RIiZ PostureCount
APl =2 — L E AL ET,

https://acmel23/admin/API/mnt/Session/PostureCount
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W vovar v % APIZ—

B ho0a— I RN LFEXNT 5720, 24 —7 v b /—FOURL 7 RL-A
7 4 —/L RIZIEHEIZH APL 2 — L2 AT L08R H Y £, APL = — /LHHITO Imnt]
O IX, #—7% » b Cisco Monitoring ISE / — K& L £,

25 v 5 Enter ¥—% ML TAPI = — V& RITLET,

BEEIE H
o T=XVULT J— ROMERA-2 =)

PostureCount APl = — /L x5 SN A Y L 5 —4

WIZ % —7%" > b Cisco Monitoring ISE / — K T PostureCount API = —/L & FEONH T~ & (TR X
NHET—HBUET VT 4 TR ATF ¥ By va ) ErLET,

This XML file does not appear to have any style information associated with it. The
document tree is shown below.

<sessionCount>
<count>3</count>
</sessionCount>

Ty ATy ars Iy UH

HET 7T 4 7RI _RTOTad7ryAT7 Byiay By sZBET 572 HIT ProfilerCount
APl a— VE M CX£7,

ProfilerCount APl ® /) X % —~

DY TN AFx—~< T 7 A NE, X —7% > b CiscoMonitoring ISE / — RCTEIET 77 4 772
TuT7yA7 vy varohyy MEREET 57290 ProfilerCount API = — /LD H /)T,

<?xml version="1.0" encoding="UTF-8" standalone="yes"?>
<xs:schema version="1.0" xmlns:xs="http://www.w3.0rg/2001/XMLSchema">

<xs:element name="sessionCount" type="profilerCount"/>

<xs:complexType name="profilerCount">
<Xs:sequence>
<xs:element name="count" type="xs:int"/>
</xs:sequence>
</xs:complexType>
</xs:schema>
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| 2% ®yvaBEs7Y—API

Hfiztyar U FAPl=—1 M

ProfilerCount APl == — )L OO, L

ZFv7F 1 CiscolSEURL 27 7 UH DT KL A N—IZ AN LET (72 & 21F https://<ise hostname or ip
address>/admin/) ,

2Fv 72 2—WH L CiscolSEOHHE Y N7 v 7 THREBLORERE LI RKXTFE/NIFEREBIEND
NAT—=REANDLET,

27973 [vr A (Login)] %7 U273 55 Enter L £ 7,
72L& 21T AR A N4 acmel23 @ Cisco Monitoring ISE / — FIZHEANIR 7 A T 555,20
J—ROURL 7 RLABRKRD LSRR RINET,
https://acmel23/admin/LoginAction.do#pageld=com_cisco_xmp_web_page_tmpdash

27 w7 4  [jadmin/] = U R—F > M APL 2a— /LD 3 R—F 2 |k
(/admin/API/mnt/Session/<specific-api-call>) (CE & #i 2 T, #—% > F /— KD URL 7 F L X
7 4 —/V R{Z ProfilerCount API == —/L& AJj L £,

https://acmel23/admin/API/mnt/Session/ProfilerCount
>
B b0 a—E KXCFNFERNT 5720 . #—5 v 8 J— RO URLT R X

T4 —)L NICHEEIZE API 2 — L2 AT H50ERH Y £, API =2 — LHHITO 'mnt)
Dffi L. Cisco Monitoring ISE / — R&ZER L 7,

2597 5 Enter ¥—% ML TAPI = — V& RITLET,

REEHTE B
o T=HXULY ) — ROWERA-2 =)

ProfilerCount APl = — V20 HIREN DY )V F—F

Wiz, % —7% > b Cisco Monitoring ISE / — K T ProfilerCount API = — /L Z N H 7 & & (2R &
NHET—HBUET 7T 47 R7a77 47 Byva ) ErLET,

This XML file does not appear to have any style information associated with it. The
document tree is shown below.

<sessionCount>
<count>1</count>
</sessionCount>

B#i/pry gy UAXKAPI 22—/

WOty a2 YA R API =—/L|Z X - T Cisco ISE EBHICEIT A Z—4 >~ | Cisco
Monitoring ISE / — ROBAEDT 77 4 7 & v v a VZHEMNT 5N MACT RV A Ry b
J—2 T E®AFNALAZ(NAD)DIPT FLA a—W4 vy arIDAREot Yy a Bl
DEMAETITNETE S L HI1CR £7,

o TUT 47y 3y U Rk (ActiveList)

o §BFEE v =a > U A b (AuthList)
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H2E oz EHEITU—AP |

W sty ar URRNAPIZ—

TI2T 47y ar UARE
BHET 7T 4 7RI _XTOE v g% A MT5I20% ActiveList API FEOVH U A T& £,

~
) TIT4TRBHFELZ RRA N By Y a v OFRATRER HRKEIE. 100,000 I[ZHIE ST
b\iﬁo

ActiveList APl D H 1 % % ——

DY TN AX—~< T 7 A NE, X —7% > b CiscoMonitoring ISE / — RCTEIET 77 4 772
tyvar(BLOEy v a CBEEER) DU X ARG 57200 ActiveList AP = —/L D H]
H1TY,

<?xml version="1.0" encoding="UTF-8" standalone="yes"?>
<xs:schema version="1.0" xmlns:xs="http://www.w3.0rg/2001/XMLSchema">

<xs:element name="activeSessionList" type="simpleActiveSessionList"/>

<xs:complexType name="simpleActiveSessionList">
<Xs:sequence>
<xs:element name="activeSession" type="simpleActiveSession" minOccurs="0"
maxOccurs="unbounded" />
</xs:sequence>
<xs:attribute name="noOfActiveSession" type="xs:int" use="required"/>
</xs:complexType>

<xs:complexType name="simpleActiveSession">
<xXs:sequence>
<xs:element name="user_name" type="Xs:string" minOccurs="0"/>
<xs:element name="calling_station_id" type="xs:string" minOccurs="0"/>
<xs:element name="nas_ip_address" type="xs:string" minOccurs="0"/>
<xs:element name="acct_session_id" type="xXs:string" minOccurs="0"/>
<xs:element name="audit_session_id" type="xs:string" minOccurs="0"/>
<xs:element name="server" type="xs:string" minOccurs="0"/>
</xs:sequence>
</xs:complexType>

<xs:element name="nas_ipv6_address" type="xs:string"/>
<xs:complexType name="framed_ipv6_address_list">
<xs:sequence minOccurs="0" maxOccurs="8"><xs:element name="ipv6_address"
type="xs:string" />
</xs:sequence>
</xs:complexType>
<xs:element name="framed_ ipv6_address" type="framed_ ipv6_address_list" minOccurs="1"
maxOccurs="1"/>
</xs:schema>

ActiveList APl = — /L OO L

ZF w71 CiscolSEURL 27 7 ¥ DT KL A NR—IZ AN LET (72 & 213 hitps://<ise hostname or ip
address>/admin/) ,

AFvF 2 2—HW4 L Cisco ISE DIt 87 v P THREB LORE LI KF LN XFRXBI S b
NAT—FRF&E AN LET,
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| 2% ®yvaBEs7Y—API

AT w7 3

ATy 4

AT/ b

Hfiztyar U FAPl=—1 M

[v 7 A v (Login)] %7 U v 2732 Enter Zff L E7,

7o & ZIE AR A M4 08 acmel23 @ Cisco Monitoring ISE / — RIZiAINZ 0 74 T 554,20
J—ROURLT FLARKD L HIZERENET,
https://acmel23/admin/LoginAction.do#pageId=com_cisco_xmp_web_page_tmpdash

[fadmin/] 2 > R—x% > ~ % APl 22—/ ® 2 R —F% > b (Jadmin/API/mnt/Session/
<specific-api-call>) [CEEZ# X T . ¥ —7 v F /— KO URL 7 FL A 7 ¢ —/L F|Z ActiveList
APl =2 — L E AL ET,

https://acmel23/admin/API/mnt/Session/ActiveList

N

B  IhHOa— T RXFNXFEXT 5720 4= v b /—RFOURL 7 KL X
7 4 —/L FIZIEEIZH APLIFOH L2 AT 20 ERH Y £, APL 2 —/LHRITO
Imnt] O {# f 1%, Cisco Monitoring ISE / — F&F* L £,

Enter *— %L T APl = — V& FIT L £,

BEEIE R
o T=HXULY ) — ROWERA-2 =)

Activelist APl = — /L HIRENDB YTV T —H

WIZ, % —7%" >~ |k Cisco Monitoring ISE / — K C ActiveList APl 2 — /L &N L & 127 7 7 «
ThEyvaroV A MpLEENSEyva VBT X2 R LET,

This XML file does not appear to have any style information associated with it. The
document tree is shown below.

<activeSessionList noOfActiveSession="5">

<activeSession>

<calling station_id>00:0C:29:FA:EF:0A</calling_station_id>
<server>HAREESH-R6-1-PDP2</server>

</activeSession>

<activeSession>

<calling_ station_id>70:5A:B6:68:F7:CC</calling_station_id>
<server>HAREESH-R6-1-PDP2</server>

</activeSession>

<activeSession>

<user_name>tom_wolfe</user_name>
<calling_station_id>00:14:BF:5A:0C:03</calling_station_id>
<nas_1ip_address>10.203.107.161</nas_ip_address>
<nas_1ipv6_address>2001:cdba: :3257:9652</nas_ipv6_address>
<acct_session_1id>00000032</acct_session_id>
<server>HAREESH-R6-1-PDP2</server>

</activeSession>

<activeSession>

<user_name>graham_hancock</user_name>

<calling station_id>00:50:56:8E:28:BD</calling_station_id>
<nas_1ip_address>10.203.107.161</nas_ip_address>
<nas_1ipv6_address>2001:cdba::3257:9652</nas_ipv6_address>
<framed_ipvé6_address>
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<ipv6_address>200:cdba:0000:0000:0000:0000:3257:9652</ipv6_address>
<ipv6_address> 2001:cdba:0:0:0:0:3257:9651</ipv6_address>
<ipv6_address>2001:cdba::3257:9652</ipv6_address>
</framed_ipv6_address>
<acct_session_1id>0000002C</acct_session_id>
<audit_session_id>0ACB6BA10000002A165FD0C8</audit_session_id>
<server>HAREESH-R6-1-PDP2</server>

</activeSession>

<activeSession>

<user_name>ipepvpnuser</user_name>
<calling_station_id>172.23.130.89</calling_station_id>
<nas_ip_address>10.203.107.45</nas_ip_address>
<nas_ipv6_address>2001:cdba::357:965</nas_ipv6_address>
<framed_ipv6_address>
<ipv6_address>200:cdba:0000:0000:0000:0000:3157:9652</ipv6_address>
<ipv6_address> 2001:cdba:0:0:0:0:3247:9651</ipv6_address>
<ipv6_address>2001:cdba: :3257:962</ipv6_address>
</framed_ipv6_address>
<acct_session_id>A2000070</acct_session_id>
<server>HAREESH-R6-1-PDP2</server>

</activeSession>

</activeSessionList>

FEFFvvar UAR b

~
()

HET 7T A 7RI _XRTCORFEYy a0V R NERETS7-DIC AuthList API =t — /L & fif
Hc&xEd,

TIT A TIRRAEF ST RARA 2 b v va OFIRATREZR i KH1E, 100,000 (ZHI R = 41T
b\iﬁo

AuthList APl DH /) X F—~

DOV TN AX—~< Ty A iE, ¥ —75 > b Cisco Monitoring ISE / — R TO f57E L 7=
W (E 71T Mnull/null ) X F A —2 2 EH L T EZEE LR WER)BET 77 4 7723 XTO
Wikt vy a oY A NEIIEGT 5729 AuthList API 2— /LD H 71T,

<?xml version="1.0" encoding="UTF-8" standalone="yes"?>
<xs:schema version="1.0" xmlns:xs="http://www.w3.0rg/2001/XMLSchema">

<xs:element name="activeSessionList" type="simpleActiveSessionList"/>

<xs:complexType name="simpleActiveSessionList">
<Xs:sequence>
<xs:element name="activeSession" type="simpleActiveSession" minOccurs="0"
maxOccurs="unbounded" />
</xs:sequence>
<xs:attribute name="noOfActiveSession" type="xs:int" use="required"/>
</xs:complexType>

<xs:complexType name="simpleActiveSession">
<Xs:sequence>
<xs:element name="user_name" type="Xs:string" minOccurs="0"/>
<xs:element name="calling_station_id" type="xs:string" minOccurs="0"/>
<xs:element name="nas_ip_address" type="xs:string" minOccurs="0"/>
<xs:element name="acct_session_id" type="xXs:string" minOccurs="0"/>
<xs:element name="audit_session_id" type="xs:string" minOccurs="0"/>
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<xs:element name="server" type="xs:string" minOccurs="0"/>
</xs:sequence>
</xs:complexType>

<xs:element name="nas_ipv6_address" type="xs:string"/>
<xs:complexType name="framed_ipv6_address_list">
<xs:sequence minOccurs="0" maxOccurs="8"><xs:element name="ipv6_address"
type="xs:string" />
</xXs:sequence>
</xs:complexType>
<xs:element name="framed_ ipv6_address" type="framed_ ipv6_address_list" minOccurs="1"
maxOccurs="1"/>

</xs:schema>

AuthList APl = —)LDFEONH L

ZF v 71 CiscolSEURL 27 7 UH DT KL A N—IZADLET (7= & 21F https://<ise hostname or ip
address>/admin/) ,

2Fy S 2 2—P4E CiscolSEDFIMIE Y 7 v 7 THEBLIOHRE L RLFL/NTELIRIENSD
IRAYU—REANLET,

27973 [Br A (Login)] 27 Vv 273250 Enter & L £,

72 & 21T AR A N4 acmel23 @D Cisco Monitoring ISE / — FIZHRANIR 7 A T 555,20
J—FROURL 7 RLARRD LSRRI NET,
https://acmel23/admin/LoginAction.do#fpageld=com_cisco_xmp_web_page_tmpdash

27w/ 4 [/admin/] 2 > R—F% > h % APl 2—/L D 2 27K —F > bk (/admin/API/mnt/Session/
<specific-api-call>) [ZE XX T. ¥ —% > F /— KO URL 7T KL A 7 ¢ —/L R|Z AuthList API
a—nEZ AN LET,

~

(B) WO 2HEOFITIEERFADORMEIFL T A =2 B X0 null X7 A—XZ/HH L,
BRAAHE LI LA\ CRRGE SN BAET 7/ T 4 Tk vy a v DU A 2R R LET. 2 HFHAH
OENX BAET 77 4 77T XRTCORBMFE ALYy a DY A NEFERT 5 null/null
NRIA=FEEHLET, 2D API 23— /LT 5 4 FEO /T A —ZREDHNZON
T null/null 7> 3 »Z ) L7- AuthList API I — L) BIREN AV L 5 —H
(2-10 XR—=) ZZB LTI EEI W,

https://acmel23/admin/API/mnt/Session/AuthList/2010-12-14 15:33:15/null

https://acmel23/admin/API/mnt/Session/AuthList/null/null

~

@ ChbOa— A KCFA LT EKT 5720, 4 —4F v k) — FOURL 7 KL %
74—V RIZEEIZK APl 22— V&2 AT DHHERH D F9,API 2 — L H A TO 'mnt
Df#F H 1%, Cisco Monitoring ISE / — F&F L £ 7,

25 w75 Enter ¥— %L TAPI a—/V&FITLET,

REEHIE B
o T=X VLY J— ROMHERA-2 =)
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null/null 7> 2 > %/ L7- AuthList APl 2 — AN HIREND Y v T —F

Iz null/null 73 3 > & LT AuthList API = — L2 IOV L7238 S IR SN ABET 7
T4 T RBHFLEYy a0 A OB ZRLET,

This XML file does not appear to have any style information associated with it. The
document tree is shown below.

<activeSessionList noOfActiveSession="3">

<activeSession>

<user_name>ipepwlcuser</user_name>
<calling_station_id>00:26:82:7B:D2:51</calling_station_id>
<nas_ip_address>10.203.107.10</nas_ip_address>
<nas_1ipv6_address>2001:cdba: :3257:9652</nas_ipv6_address>
<framed_ipv6_address>
<ipv6_address>200:cdba:0000:0000:0000:0000:3257:9652</ipv6_address>
<ipv6_address> 2001:cdba:0:0:0:0:3257:9651</ipv6_address>
<ipv6_address>2001:cdba::3257:9652</ipv6_address>
</framed_ipv6_address>
<audit_session_id>0acb6b0c000000174D07F487</audit_session_id>
<server>HAREESH-R6-1-PDP2</server>

</activeSession>

<activeSession>

<user_name>tom_wolfe</user_name>

<calling station_id>00:50:56:8E:28:BD</calling_station_id>
<nas_ip_address>10.203.107.161</nas_ip_address>
<nas_1ipv6_address>2001:cdba: :357:965</nas_ipv6_address>
<framed_ipv6_address>
<ipv6_address>200:cdba:0000:0000:0000:0000:3157:9652</ipv6_address>
<ipv6_address> 2001:cdba:0:0:0:0:3247:9651</ipv6_address>
<ipv6_address>2001:cdba::3257:962</ipv6_address>
</framed_ipvé6_address>
<acct_session_id>00000035</acct_session_id>
<server>HAREESH-R6-1-PDP2</server>

</activeSession>

<activeSession>

<user_name>graham_hancock</user_name>

<calling station_id>00:14:BF:5A:0C:03</calling_station_id>
<nas_ip_address>10.203.107.161</nas_ip_address>
<nas_1ipv6_address>2001:cdba: :357:965</nas_ipv6_address>
<framed_ipv6_address>
<ipv6_address>200:cdba:0000:0000:0000:0000:3157:9652</ipv6_address>
<ipv6_address> 2001:cdba:0:0:0:0:3247:9651</ipv6_address>
<ipv6_address>2001:cdba::3257:962</ipv6_address>
</framed_ipv6_address>
<acct_session_id>00000033</acct_session_id>
<server>HAREESH-R6-1-PDP2</server>

</activeSession>

</activeSessionList>
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endtime/null 37> 3 > Z{FHH L7z AuthList APl =2 — Vs BiREN A v 5 —4

IZ endtime/null 73 3 > Z i L T AuthList API = — /LA IOV L7234 10R S A BT
TIT 4 T REERE g DY A NOFERLET,

This XML file does not appear to have any style information associated with it. The
document tree is shown below.

<activeSessionList noOfActiveSession="3">

<activeSession>

<user_name>ipepwlcuser</user_name>
<calling_station_id>00:26:82:7B:D2:51</calling_station_id>
<nas_ip_address>10.203.107.10</nas_ip_address>
<nas_1ipv6_address>2001:cdba: :3257:9652</nas_ipv6_address>
<framed_ipv6_address>
<ipv6_address>200:cdba:0000:0000:0000:0000:3257:9652</ipv6_address>
<ipv6_address> 2001:cdba:0:0:0:0:3257:9651</ipv6_address>
<ipv6_address>2001:cdba::3257:9652</ipv6_address>
</framed_ipv6_address>
<audit_session_id>0acb6b0c0000001F4D08085A</audit_session_id>
<server>HAREESH-R6-1-PDP2</server>

</activeSession>

<activeSession>

<user_name>hunter_thompson</user_name>

<calling station_id>00:50:56:8E:28:BD</calling_station_id>
<nas_ip_address>10.203.107.161</nas_ip_address>
<nas_1ipv6_address>2001:cdba: :357:965</nas_ipv6_address>
<framed_ipv6_address>
<ipvé6_address>200:cdba:0000:0000:0000:0000:3157:9652</ipv6_address>
<ipv6_address> 2001:cdba:0:0:0:0:3247:9651</ipv6_address>
<ipv6_address>2001:cdba::3257:962</ipv6_address>
</framed_ipvé6_address>
<acct_session_id>00000035</acct_session_id>
<server>HAREESH-R6-1-PDP2</server>

</activeSession>

<activeSession>

<user_name>bob_ludlum</user_name>

<calling station_id>00:14:BF:5A:0C:03</calling_station_id>
<nas_ip_address>10.203.107.161</nas_ip_address>
<nas_1ipv6_address>2001:cdba: :357:965</nas_ipv6_address>
<framed_ipv6_address>
<ipv6_address>200:cdba:0000:0000:0000:0000:3157:9652</ipv6_address>
<ipv6_address> 2001:cdba:0:0:0:0:3247:9651</ipv6_address>
<ipv6_address>2001:cdba::3257:962</ipv6_address>
</framed_ipv6_address>
<acct_session_1id>00000033</acct_session_id>
<server>HAREESH-R6-1-PDP2</server>

</activeSession>

</activeSessionList>
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null/starttime -7 = > Z{HH L7~ AuthList APl = — VIS IRENA YTV FT—H

RIZ null/starttime 47" 3 > Zf#iH L T AuthList API =@ — /L ZFEONH L7238 A IR S A BAE
TIT 4 T RBiAEE Ry a D) A NOBERLET,

This XML file does not appear to have any style information associated with it. The
document tree is shown below.

<activeSessionList noOfActiveSession="3">

<activeSession>

<user_name>ipepwlcuser</user_name>
<calling_station_id>00:26:82:7B:D2:51</calling_station_id>
<nas_ip_address>10.203.107.10</nas_ip_address>
<nas_1ipv6_address>2001:cdba: :3257:9652</nas_ipv6_address>
<framed_ipv6_address>
<ipv6_address>200:cdba:0000:0000:0000:0000:3257:9652</ipv6_address>
<ipv6_address> 2001:cdba:0:0:0:0:3257:9651</ipv6_address>
<ipv6_address>2001:cdba::3257:9652</ipv6_address>
</framed_ipv6_address>
<audit_session_id>0acb6b0c0000001F4D08085A</audit_session_id>
<server>HAREESH-R6-1-PDP2</server>

</activeSession>

<activeSession>

<user_name>bob_ludlum</user_name>

<calling station_id>00:50:56:8E:28:BD</calling_station_id>
<nas_ip_address>10.203.107.161</nas_ip_address>
<nas_1ipv6_address>2001:cdba: :357:965</nas_ipv6_address>
<framed_ipv6_address>
<ipv6_address>200:cdba:0000:0000:0000:0000:3157:9652</ipv6_address>
<ipv6_address> 2001:cdba:0:0:0:0:3247:9651</ipv6_address>
<ipv6_address>2001:cdba::3257:962</ipv6_address>
</framed_ipvé6_address>
<acct_session_id>00000035</acct_session_id>
<server>HAREESH-R6-1-PDP2</server>

</activeSession>

<activeSession>

<user_name>tom_wolfe</user_name>

<calling station_id>00:14:BF:5A:0C:03</calling_station_id>
<nas_ip_address>10.203.107.161</nas_ip_address>
<nas_1ipv6_address>2001:cdba: :357:965</nas_ipv6_address>
<framed_ipv6_address>
<ipv6_address>200:cdba:0000:0000:0000:0000:3157:9652</ipv6_address>
<ipv6_address> 2001:cdba:0:0:0:0:3247:9651</ipv6_address>
<ipv6_address>2001:cdba::3257:962</ipv6_address>
</framed_ipv6_address>
<acct_session_id>00000033</acct_session_id>
<server>HAREESH-R6-1-PDP2</server>

</activeSession>

</activeSessionList>
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starttime/endtime 47" 3 & L7z AuthList APl = — /L) BIRENA Y v 5—4

RIZ  starttime/endtime A~ > 3 > & L T AuthList API = — /L Z IOV L7238/ ICiRE N5
BET 77 4 7iitg 2ty a0V A OB EZRLET,

This XML file does not appear to have any style information associated with it. The
document tree is shown below.

<activeSessionList noOfActiveSession="3">

<activeSession>

<user_name>ipepwlcuser</user_name>
<calling_station_id>00:26:82:7B:D2:51</calling_station_id>
<nas_ip_address>10.203.107.10</nas_ip_address>
<audit_session_id>0acb6b0c0000001F4D08085A</audit_session_id>
<server>HAREESH-R6-1-PDP2</server>

</activeSession>

<activeSession>

<user_name>graham_hancock</user_name>

<calling station_id>00:50:56:8E:28:BD</calling_station_id>
<nas_ip_address>10.203.107.161</nas_ip_address>
<acct_session_1id>00000035</acct_session_id>
<server>HAREESH-R6-1-PDP2</server>

</activeSession>

<activeSession>

<user_name>hunter_thompson</user_name>

<calling station_id>00:14:BF:5A:0C:03</calling_station_id>
<nas_1ip_address>10.203.107.161</nas_ip_address>
<acct_session_1id>00000033</acct_session_id>
<server>HAREESH-R6-1-PDP2</server>

</activeSession>

</activeSessionList>

EE P S > —
ey v a VEME API 2 —v
WOFM ey a VB AP 2— LIC K> T RO L) ¥ —1FEROKFTOE vy a v &2T
SIZHMBTAZENTEBH LT T,
e MACT7 RL A Evig ik (MACAddress)
o I—HTHDE v g DOHE (UserName)

e NASIP7 FL Xty g O (#—75 v b Monitoring ISE / — FNIZBEAT T S 7z 1P
7 KL R)

o TURRAVIDIPT RLADE v a v DE (EndPointIPAddress)
o BERY o g L ID O (Audit Session ID)

MACY” RFL X &y g ORE

HIEOT 7T 472y a rmbIEEENTZ MAC 7 FL A& ST 572512 MACAddress
APl 2 — L& CEET . 2D APIa— LT,/ — R F—Z_R—2 T —T MM ENn 5 &
F8FE vy ra VEEDERE Y A M LET,
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MACAddress APl D H{ /) 2 % —=

TOV TN AF—w T AMEBET VT 4 Ty a v hBIBESNTE MAC 7 R L
A % 395 72 D MACAddress API = — /LD ) TF,

<?xml version="1.0" encoding="UTF-8" standalone="yes"?>

<xs:schema version="1.0" xmlns:xs="http://www.w3.0rg/2001/XMLSchema">

<xs:element name="sessionParameters" type="restsdStatus"/>

<xs:complexType
<XS:sequence>

<Xs:

<Xs

<Xs:

<Xs

<Xs:
<Xs:
<Xs:
<Xs:

<Xs

<Xs:
<Xs:
<Xs:

<Xs

<Xs:
<Xs:
<Xs:

<Xs

<xS:
<XS:
:element

<Xs
<Xs

<Xs:
<Xs:
<Xs:
<Xs:
<Xs:

<Xs

<Xs:
<Xs:
<Xs:

<Xs

<xXS:
<XS:
:element

<Xs

<Xs:
<Xs:
<Xs:

<Xs

<Xs:
<Xs:

<Xs

<XS:
<XS:
<xS:
:element

<Xs

<Xs:
<Xs:
<Xs:

<Xs

element

:element

element

:element

element
element
element
element

:element

element
element
element

:element

element
element
element

:element
<XS:

element
element
element

:element

element
element
element
element
element

:element

element
element
element

:element
<XS:

element
element
element

element
element
element

:element

element
element

:element

element
element
element

element
element
element

:element

name="restsdStatus">

name="passed" type="xs:anyType" minOccurs="0"/>

name="failed" type="xs:anyType" minOccurs="0"/>

name="user_name" type="xs:string" minOccurs="0"/>
name="nas_ip_address" type="xs:string" minOccurs="0"/>
name="failure_reason" type="xs:string" minOccurs="0"/>
name="calling_station_id" type="xs:string" minOccurs="0"/>
name="nas_port" type="xs:string" minOccurs="0"/>
name="identity_group" type="xs:string" minOccurs="0"/>
name="network_device_name" type="xs:string" minOccurs="0"/>
name="acs_server" type="xXs:string" minOccurs="0"/>
name="authen_protocol" type="xs:string" minOccurs="0"/>
name="framed_ip_address" type="xs:string" minOccurs="0"/>
name="network_device_groups" type="xs:string" minOccurs="0"/>
name="access_service" type="xs:string" minOccurs="0"/>
name="auth_acs_timestamp" type="xs:dateTime" minOccurs="0"/>
name="authentication_method" type="xs:string" minOccurs="0"/>
name="execution_steps" type="xs:string" minOccurs="0"/>
name="radius_response" type="xXs:string" minOccurs="0"/>
name="audit_session_id" type="xs:string" minOccurs="0"/>
name="nas_identifier" type="xs:string" minOccurs="0"/>
name="nas_port_id" type="xs:string" minOccurs="0"/>
name="nac_policy_compliance" type="xs:string" minOccurs="0"/>
name="auth_id" type="xs:long" minOccurs="0"/>
name="auth_acsview_timestamp" type="xs:dateTime" minOccurs="0"/>
name="message_code" type="xs:string" minOccurs="0"/>
name="acs_session_id" type="xs:string" minOccurs="0"/>
name="service_selection_policy" type="xs:string" minOccurs="0"/>
name="authorization_policy" type="xs:string" minOccurs="0"/>
name="identity_store" type="xs:string" minOccurs="0"/>
name="response" type="Xs:string" minOccurs="0"/>
name="service_type" type="xs:string" minOccurs="0"/>
name="cts_security_group" type="xs:string" minOccurs="0"/>
name="use_case" type="XxXs:string" minOccurs="0"/>
name="cisco_av_pair" type="xs:string" minOccurs="0"/>
name="ad_domain" type="xs:string" minOccurs="0"/>
name="acs_username" type="xs:string" minOccurs="0"/>
name="radius_username" type="xs:string" minOccurs="0"/>
name="nac_role" type="xs:string" minOccurs="0"/>
name="nac_username" type="xs:string" minOccurs="0"/>
name="nac_posture_token" type="xs:string" minOccurs="0"/>
name="nac_radius_is_user_auth" type="xs:string" minOccurs="0"/>
name="selected_posture_server" type="xXs:string" minOccurs="0"/>
name="selected_identity_ store" type="xs:string" minOccurs="0"/>
name="authentication_identity_store" type="xs:string" minOccurs="0"/>
name="azn_exp_pol_matched_rule" type="xs:string" minOccurs="0"/>
name="ext_pol_server_matched_rule" type="xXs:string" minOccurs="0"/>
name="grp_mapping pol_matched_rule" type="xs:string" minOccurs="0"/>
name="identity_policy_matched_rule" type="xXs:string" minOccurs="0"/>
name="nas_port_type" type="xs:string" minOccurs="0"/>
name="query_identity_stores" type="xs:string" minOccurs="0"/>
name="selected_azn_profiles" type="xs:string" minOccurs="0"/>
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<xXS:
<xXS:
<XS:
:element

<Xs

<Xs:
<Xs:
<Xs:

<Xs

<Xs:
<Xs:

<Xs

<Xs:
<Xs:
<Xs:

<Xs

<xXS:
<xS:
<XS:
:element

<Xs

<Xs:
<Xs:
<Xs:

<Xs

<XS:
<XS:
<XS:
<XS:
<XS:
<XS:
:element
<XS:

<Xs

<XS:
<XS:
:element

<Xs

<Xs:
<Xs:
<Xs:

<Xs

<XS:
<XS:
<XS:
:element

<Xs

<Xs:
<Xs:
<Xs:
<Xs:
<Xs:
<Xs:

element
element
element

element
element
element

:element

element
element

:element

element
element
element

:element

element
element
element

element
element
element

:element

element
element
element
element
element
element

element
element
element

element
element
element

:element

element
element
element

element
element
element
element
element
element
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name="sel_exp_azn_profiles" type="xs:string" minOccurs="0"/>
name="selected_query_identity_stores" type="xs:string" minOccurs="0"/>
name="eap_tunnel" type="xs:string" minOccurs="0"/>
name="tunnel_details" type="xs:string" minOccurs="0"/>
name="cisco_h323_attributes" type="xs:string" minOccurs="0"/>
name="cisco_ssg_attributes" type="xs:string" minOccurs="0"/>
name="other_attributes" type="xs:string" minOccurs="0"/>
name="response_time" type="xs:long" minOccurs="0"/>

name="nad_failure" type="xs:anyType" minOccurs="0"/>
name="destination_ip_address" type="xs:string" minOccurs="0"/>

name=

="acct_id" type="xs:long" minOccurs="0"/>

name="acct_acs_timestamp" type="xs:dateTime" minOccurs="0"/>
name="acct_acsview_timestamp" type="xs:dateTime" minOccurs="0"/>
name="acct_session_id" type="xs:string" minOccurs="0"/>
name="acct_status_type" type="xs:string" minOccurs="0"/>
name="acct_session_time" type="xs:long" minOccurs="0"/>
name="acct_input_octets" type="xs:string" minOccurs="0"/>
name="acct_output_octets" type="xs:string" minOccurs="0"/>
name="acct_input_packets" type="xs:long" minOccurs="0"/>
name="acct_output_packets" type="xs:long" minOccurs="0"/>
name="acct_class" type="xs:string" minOccurs="0"/>
name="acct_terminate_cause" type="xs:string" minOccurs="0"/>
name="acct_multi_session_id" type="xs:string" minOccurs="0"/>
name="acct_authentic" type="xs:string" minOccurs="0"/>
name="termination_action" type="xs:string" minOccurs="0"/>
name="session_timeout" type="xXs:string" minOccurs="0"/>
name="idle_timeout" type="xs:string" minOccurs="0"/>
name="acct_interim_interval" type="xXs:string" minOccurs="0"/>
name="acct_delay_ time" type="xXs:string" minOccurs="0"/>
name="event_timestamp" type="xXs:string" minOccurs="0"/>
name="acct_tunnel_connection" type="xXs:string" minOccurs="0"/>
name="acct_tunnel_packet_lost" type="xs:string" minOccurs="0"/>
name="security_group" type="xs:string" minOccurs="0"/>
name="cisco_h323_setup_time" type="xs:dateTime" minOccurs="0"/>
name="cisco_h323_connect_time" type="xs:dateTime" minOccurs="0"/>
name="cisco_h323_disconnect_time" type="xs:dateTime" minOccurs="0"/>
name="framed_protocol" type="xXs:string" minOccurs="0"/>
name="started" type="xs:anyType" minOccurs="0"/>

name="stopped" type="xs:anyType" minOccurs="0"/>

name="ckpt_id" type="xs:long" minOccurs="0"/>

name="type"

type="xs:long" minOccurs="0"/>

name="nad_acsview_timestamp" type="xs:dateTime" minOccurs="0"/>

name="vlan"
name="dacl"

type="xs:string" minOccurs="0"/>
type="xs:string" minOccurs="0"/>

name="authentication_type" type="xs:string" minOccurs="0"/>
name="interface_name" type="xXs:string" minOccurs="0"/>
name="reason" type="xs:string" minOccurs="0"/>
name="endpoint_policy" type="xs:string" minOccurs="0"/>

</xXs:sequence>
</xs:complexType>

<xs:element name="nas_ipv6_address" type="xs:string"/>
<xs:complexType name="framed_ ipv6_address_list">
<xs:sequence minOccurs="0" maxOccurs="8"><xs:element name="ipv6_address"
type="xs:string"
</xs:sequence>
</xs:complexType>
<xs:element name="framed_ipvé6_address" type="framed_ipvé6_address_list" minOccurs="1"
maxOccurs="1"/>
</xs:schema>

/>
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MACAddress APl = — /L DFEOM L

AT v/

AT T 2

A7 o7 3

27 v/ 4

AT/ b

CiscoISEURL 27 Z U DT KL A N—IZ AN LET (F2 & 21F hetps://<ise hostname or ip
address>/admin/) .

a2 —HH4 & Cisco ISE DIt~ N7 v 7 THER L ORE LIz KT L/ SUFERRBIE 5
RAT—= READLET.

(2274 (Login)] 27 VU v 732 Enter & L £,

72L& 21T AR A N4 acmel23 @ Cisco Monitoring ISE / — FIZHRANIR 7 A T 555,20
J—RDOURL 7 RLVABRKRD LSRRI NET,
https://acmel23/admin/LoginAction.do#fpageIld=com_cisco_xmp_web_page_tmpdash

[fadmin/] 2 >R —F > b % API 2 — /LD 2 > 7R —F > b (Jadmin/API/mnt/<specific-api-call>/
<macaddress>) [Z{E Xz C. #—% v b /—RK® URL 7 KL A 7 1 —/L R|{Z MACAddress
APl = — V& ANTJ L £,

https://acmel23/admin/API/mnt/Session/MACAddress/0A:0B:0C:0D:0E: OF

>

() XXXXXXXX XX XX FEXZEZHEH L TMACT RLAZBEL TS Z L 2R L%
FTMAC 7 RV AT O ATNERILFE/NCFERENENET MAC 7 L ADATIZIE
RIXFOHEHHTEET,

A

B INH0oa—NEF KXFNLFERNTH720.%4—% v s J—KOURLT KL X
74—V RIZEEIZE AP 2— VA2 ANTHEMLERSH Y £9,API =2 —/LRAITO 'mnt |
Df#F 1%, Cisco Monitoring ISE / — F&F L £ 7,

Enter *— %L C APl = — V& FIT L £,

REEHIE B
o T=X VLT J— ROMHERA-2 =)

MACAddress APl =— /L) HIRENAH TV 5T —H

WIZ . MACAddress API 22— VZ IO T L XTI/ 747 ByvarDU A MNHIKEND
vty varEET—X0llE R LET,

This XML file does not appear to have any style information associated with it. The
document tree is shown below.

<sessionParameters>

<passed xsi:type="xs:boolean">true</passed>

<failed xsi:type="xs:boolean">false</failed>
<user_name>hunter_thompson</user_name>
<nas_1ip_address>10.203.107.161</nas_ip_address>
<nas_1ipv6_address>2001:cdba: :357:965</nas_ipv6_address>
<framed_ipv6_address>
<ipvé6_address>200:cdba:0000:0000:0000:0000:3157:9652</ipv6_address>
<ipv6_address> 2001:cdba:0:0:0:0:3247:9651</ipv6_address>
<ipv6_address>2001:cdba::3257:962</ipv6_address>
</framed_ipv6_address>
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<calling_station_id>00:14:BF:5A:0C:03</calling_station_id>

<nas_port>50115</nas_port>

<identity_ group>Profiled</identity_group>
<network_device_name>Core-Switch</network_device_name>
<acs_server>HAREESH-R6-1-PDP2</acs_server>

<authen_protocol>Lookup</authen_protocol>

<network_device_groups>

Device Type#All Device Types,Location#All Locations

</network_device_groups>

<access_service>RADIUS</access_service>
<auth_acs_timestamp>2010-12-15T02:11:12.359%</auth_acs_timestamp>
<authentication_method>mab</authentication_method>

<execution_steps>
11001,11017,11027,15008,15048,15004,15041,15004,15013,24209,24211,22037,15036,15048,15048,
15004,15016,11022,11002

</execution_steps>

<audit_session_id>0ACB6BA1000000351BBFBF8B</audit_session_id>
<nas_port_id>GigabitEthernetl/0/15</nas_port_id>
<nac_policy_compliance>Pending</nac_policy_compliance>
<auth_1d>1291240762077361</auth_id>
<auth_acsview_timestamp>2010-12-15T02:11:12.360Z</auth_acsview_timestamp>
<message_code>5200</message_code>
<acs_session_id>HAREESH-R6-1-PDP2/81148292/681</acs_session_id>
<service_selection_policy>MAB</service_selection_policy>

<identity_ store>Internal Hosts</identity_store>

<response>

{UserName=00-14-BF-5A-0C-03; User-Name=00-14-BF-5A-0C-03;
State=ReauthSession:0ACB6BA1000000351BBFBFS8B;

Class=CACS:0ACB6BA1000000351BBFBF8B: HAREESH-R6-1-PDP2/81148292/681;
Termination-Action=RADIUS-Request; cisco-av-pair=url-redirect-acl=ACL-WEBAUTH-REDIRECT;
cisco-av-pair=url-redirect=https://HAREESH-R6-1-PDP2.cisco.com:8443/guestportal/gateway?se
ssionId=0ACB6BA1000000351BBFBF8B&action=cwa;
cisco-av-pair=ACS:CiscoSecure-Defined-ACL=#ACSACL#-IP-ACL-DENY-4ced8390; }

</response>

<service_type>Call Check</service_type>

<use_case>Host Lookup</use_case>
<cisco_av_pair>audit-session-id=0ACB6BA1000000351BBFBF8B</cisco_av_pair>
<acs_username>00:14:BF:5A:0C:03</acs_username>
<radius_username>00:14:BF:5A:0C:03</radius_username>

<selected_identity_store>Internal Hosts</selected_identity_store>
<authentication_identity_store>Internal Hosts</authentication_identity store>
<identity policy_matched_rule>Default</identity_policy matched_rule>
&lt;nas_port_type&gt;Ethernet&lt; /nas_port_type&gt;
<selected_azn_profiles>CWA</selected_azn_profiles>

<other_attributes>
ConfigVersionId=44,DestinationIPAddress=10.203.107.162,DestinationPort=1812, Protocol=Radiu
s, Framed-MTU=1500, EAP-Key-Name=, CPMSessionID=0ACB6BA1000000351BBFBF8B, CPMSessionID=0ACB6BA
1000000351BBFBF8B, EndPointMACAddress=00-14-BF-5A-0C-03,HostIdentityGroup=Endpoint Identity
Groups:Profiled, Device Type=Device Type#All Device Types,Location=Location#All
Locations,Model Name=Unknown, Software Version=Unknown,Device IP
Address=10.203.107.161,Called-Station-ID=04:FE:7F:7F:C0:8F

</other_attributes>

<response_time>77</response_time>

<acct_1d>1291240762077386</acct_id>
<acct_acs_timestamp>2010-12-15T02:12:30.779Z</acct_acs_timestamp>
<acct_acsview_timestamp>2010-12-15T02:12:30.780%Z</acct_acsview_timestamp>
<acct_session_id>00000038</acct_session_id>
<acct_status_type>Interim-Update</acct_status_type>
<acct_session_time>78</acct_session_time>

<acct_input_octets>13742</acct_input_octets>
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<acct_output_octets>6277</acct_output_octets>
<acct_input_packets>108</acct_input_packets>
<acct_output_packets>66</acct_output_packets>

<acct_class>

CACS:0ACB6BA1000000351BBFBF8B: HAREESH-R6-1-PDP2/81148292/681

</acct_class>

<acct_delay_time>0</acct_delay_time>

<started xsi:type="xs:boolean">false</started>
<stopped xsi:type="xs:boolean">false</stopped>
</sessionParameters>

2—FLDE v 3 DBRE

BEDT 7747ty varyhblRESNZ2—Y4 25T 57291 UserName API = —
NWEFHTEET  ZOAPLIX, /— R T—4_X—X TF—TAhbfiiicshs 3 ESE ety
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<?xml version="1.0"
<xs:schema version="1.0"

<xs:element name="sessionParameters"

<xs:complexType

<XS:sequence>
:element
element

<xs
<XS:
element
:element
element

<XS:
<xs
<XS:
element
:element
element

<XS:
<xs
<XS:
:element
:element
element

<XS
<xs
<XS:
element
:element
element

<XS:
<xs
<XS:
element
:element
element

<XS:
<xXSs
<XS:
element
:element
element

<XS:
<XSs
<XS:
element
<xs:element
<xs:element

<Xs:

element
<xs:element
<xs:element

<Xs:

:element
<xs:element
<xs:element

<Xs

<xs:element

encoding="UTF-8" standalone="yes"?>
xmlns:xs="http://www.w3.0rg/2001/XMLSchema">

type="restsdStatus"/>
name="restsdStatus">

minOccurs="0"/>
minOccurs="0"/>

name="passed"
name="failed"

type="xs:anyType"
type="xs:anyType"
name="user_name" type="xs:string" minOccurs="0"/>
name="nas_ip_address" type="xs:string" minOccurs="0"/>
name="failure_reason" type="xs:string" minOccurs="0"/>
name="calling_station_id" type="xs:string" minOccurs="0"/>
name="nas_port" type="xs:string" minOccurs="0"/>
name="identity_group" type="xs:string" minOccurs="0"/>
name="network_device_name" type="xXs:string" minOccurs="0"/>
name="acs_server" type="xs:string" minOccurs="0"/>
name="authen_protocol" type="xXs:string" minOccurs="0"/>
name="framed_ip_address" type="xs:string" minOccurs="0"/>
name="network_device_groups" type="xs:string" minOccurs="0"/>
type="xs:string" minOccurs="0"/>
name="auth_acs_timestamp" type="xs:dateTime" minOccurs="0"/>
name="authentication_method" type="xs:string" minOccurs="0"/>
type="xs:string" minOccurs="0"/>
type="xs:string" minOccurs="0"/>
type="xs:string" minOccurs="0"/>
name="nas_identifier" type="xs:string" minOccurs="0"/>
nas_port_id" type="xs:string" minOccurs="0"/>
name="nac_policy_ compliance" type="xs:string" minOccurs="0"/>
name="auth_id" type="xs:long" minOccurs="0"/>
name="auth_acsview_timestamp" type="xs:dateTime" minOccurs="0"/>
name="message_code" type="xs:string" minOccurs="0"/>
name="acs_session_id" type="xXs:string" minOccurs="0"/>
name="service_selection_policy" type="xs:string" minOccurs="0"/>
name="authorization_policy" type="xs:string" minOccurs="0"/>
name="identity_store" type="xXs:string" minOccurs="0"/>

name="response" type="xs:string" minOccurs="0"/>

name="access_service"

name="execution_steps"
name="radius_response"
name="audit_session_id"

name=
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<xs:element name="service_type" type="xs:string" minOccurs="0"/>

<xs:element name="cts_security_group" type="xXs:string" minOccurs="0"/>
<xs:element name="use_case" type="xs:string" minOccurs="0"/>

<xs:element name="cisco_av_pair" type="xs:string" minOccurs="0"/>

<xs:element name="ad_domain" type="xXs:string" minOccurs="0"/>

<xs:element name="acs_username" type="xs:string" minOccurs="0"/>

<xs:element name="radius_username" type="xs:string" minOccurs="0"/>
<xs:element name="nac_role" type="xs:string" minOccurs="0"/>

<xs:element name="nac_username" type="xs:string" minOccurs="0"/>

<xs:element name="nac_posture_token" type="xs:string" minOccurs="0"/>
<xs:element name="nac_radius_is_user_auth" type="xs:string" minOccurs="0"/>
<xs:element name="selected_posture_server" type="xs:string" minOccurs="0"/>
<xs:element name="selected_identity_store" type="xs:string" minOccurs="0"/>
<xs:element name="authentication_identity_store" type="xs:string" minOccurs="0"/>
<xs:element name="azn_exp_pol_matched_rule" type="xs:string" minOccurs="0"/>
<xs:element name="ext_pol_server_matched_rule" type="xs:string" minOccurs="0"/>
<xs:element name="grp_mapping_pol_matched_rule" type="xs:string" minOccurs="0"/>
<xs:element name="identity_policy_matched_rule" type="xs:string" minOccurs="0"/>
<xs:element name="nas_port_type" type="xs:string" minOccurs="0"/>

<xs:element name="query_identity_stores" type="xs:string" minOccurs="0"/>
<xs:element name="selected_azn_profiles" type="xs:string" minOccurs="0"/>
<xs:element name="sel_exp_azn_profiles" type="xs:string" minOccurs="0"/>
<xs:element name="selected_qguery_identity_stores" type="xs:string" minOccurs="0"/>
<xs:element name="eap_tunnel" type="xs:string" minOccurs="0"/>

<xs:element name="tunnel_details" type="xs:string" minOccurs="0"/>
<xs:element name="cisco_h323_attributes" type="xs:string" minOccurs="0"/>
<xs:element name="cisco_ssg_attributes" type="xs:string" minOccurs="0"/>
<xs:element name="other_attributes" type="xs:string" minOccurs="0"/>
<xs:element name="response_time" type="xs:long" minOccurs="0"/>

<xs:element name="nad_failure" type="xs:anyType" minOccurs="0"/>

<xs:element name="destination_ip_address" type="xs:string" minOccurs="0"/>
<xs:element name="acct_id" type="xs:long" minOccurs="0"/>

<xs:element name="acct_acs_timestamp" type="xs:dateTime" minOccurs="0"/>
<xs:element name="acct_acsview_timestamp" type="xs:dateTime" minOccurs="0"/>
<xs:element name="acct_session_id" type="xs:string" minOccurs="0"/>
<xs:element name="acct_status_type" type="xs:string" minOccurs="0"/>
<xs:element name="acct_session_time" type="xs:long" minOccurs="0"/>
<xs:element name="acct_input_octets" type="xs:string" minOccurs="0"/>
<xs:element name="acct_output_octets" type="xs:string" minOccurs="0"/>
<xs:element name="acct_input_packets" type="xs:long" minOccurs="0"/>
<xs:element name="acct_output_packets" type="xs:long" minOccurs="0"/>
<xs:element name="acct_class" type="xs:string" minOccurs="0"/>

<xs:element name="acct_terminate_cause" type="xs:string" minOccurs="0"/>
<xs:element name="acct_multi_session_id" type="xs:string" minOccurs="0"/>
<xs:element name="acct_authentic" type="xs:string" minOccurs="0"/>
<xs:element name="termination_action" type="xs:string" minOccurs="0"/>
<xs:element name="session_timeout" type="xs:string" minOccurs="0"/>
<xs:element name="idle_timeout" type="xs:string" minOccurs="0"/>

<xs:element name="acct_interim_ interval" type="xs:string" minOccurs="0"/>
<xs:element name="acct_delay_ time" type="xs:string" minOccurs="0"/>
<xs:element name="event_timestamp" type="xXs:string" minOccurs="0"/>
<xs:element name="acct_tunnel_connection" type="xs:string" minOccurs="0"/>
<xs:element name="acct_tunnel_packet_lost" type="xs:string" minOccurs="0"/>
<xs:element name="security_group" type="xs:string" minOccurs="0"/>
<xs:element name="cisco_h323_setup_time" type="xs:dateTime" minOccurs="0"/>
<xs:element name="cisco_h323_connect_time" type="xs:dateTime" minOccurs="0"/>
<xs:element name="cisco_h323_disconnect_time" type="xs:dateTime" minOccurs="0"/>
<xs:element name="framed protocol" type="xs:string" minOccurs="0"/>
<xs:element name="started" type="xXs:anyType" minOccurs="0"/>

<xs:element name="stopped" type="xs:anyType" minOccurs="0"/>

<xs:element name="ckpt_id" type="xs:long" minOccurs="0"/>

<xs:element name="type" type="xs:long" minOccurs="0"/>

<xs:element name="nad_acsview_timestamp" type="xs:dateTime" minOccurs="0"/>
<xs:element name="vlan" type="xs:string" minOccurs="0"/>
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<xs:element name="dacl" type="xs:string" minOccurs="0"/>
<xs:element name="authentication_type" type="xs:string" minOccurs="0"/>
<xs:element name="interface_name" type="xs:string" minOccurs="0"/>
<xs:element name="reason" type="xs:string" minOccurs="0"/>
<xs:element name="endpoint_policy" type="xXs:string" minOccurs="0"/>
</xs:sequence>
</xs:complexType>

<xs:element name="nas_ipv6_address" type="xs:string"/>
<xs:complexType name="framed_ ipv6_address_list">
<xs:sequence minOccurs="0" maxOccurs="8"><xs:element name="ipvé6_address"
type="xs:string" />
</xs:sequence>
</xs:complexType>
<xs:element name="framed_ipvé6_address" type="framed_ipvé6_address_list" minOccurs="1"
maxOccurs="1"/>
</xs:schema>

UserName APl = — /)L DO L

AZ7v 71 CiscolSEURL #7 7 UH# D7 KL A N—IZ AN LET (7= & 213 hitps://<ise hostname or ip
address>/admin/) .
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25973 [mZ A (Login)] &7 V>3 50 Enter L E 7,
72 & 21T AR A R4 DS acmel23 @ Cisco Monitoring ISE / — RIZHEANIR 7 A T B85, 20
J—=FROURL T RLABRKRD X HIZERRSINET,
https://acmel23/admin/LoginAction.do#pageld=com_cisco_xmp_web_page_tmpdash

2597 4 [jadmin/] 2 >R —F > b % API 2—/L D 3 > 7R —% > b (Jadmin/API/mnt/<specific-api-call>/
<username>) [ZE Xz C X —4~% v s /J—FK®OURL 7 KL A 7 ¢ —/L RIZ UserName API
a—E AN LET,

https://acmel23/admin/API/mnt/Session/UserName/graham_hancock
)

B hooa—E KRFINLFEXNT 5720, 24—y b /— RO URL 7 KA
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REEIE R
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This XML file does not appear to have any style information associated with it. The
document tree is shown below.

<sessionParameters>

<passed xsi:type="xs:boolean">true</passed>

<failed xsi:type="xs:boolean">false</failed>
<user_name>graham_hancock</user_name>
<nas_ip_address>10.203.107.161</nas_ip_address>
<nas_1ipv6_address>2001:cdba: :357:965</nas_ipv6_address>
<framed_ipv6_address>
<ipv6_address>200:cdba:0000:0000:0000:0000:3157:9652</ipv6_address>
<ipv6_address> 2001:cdba:0:0:0:0:3247:9651</ipv6_address>
<ipv6_address>2001:cdba::3257:962</ipv6_address>

</framed_ipv6_address>

<calling station_id>00:14:BF:5A:0C:03</calling_station_id>
<nas_port>50115</nas_port>

<identity_ group>Profiled</identity_group>
<network_device_name>Core-Switch</network_device_name>
<acs_server>HAREESH-R6-1-PDP2</acs_server>
<authen_protocol>Lookup</authen_protocol>

<network_device_groups>

Device Type#All Device Types,Location#All Locations
</network_device_groups>

<access_service>RADIUS</access_service>
<auth_acs_timestamp>2010-12-15T02:11:12.359%</auth_acs_timestamp>
<authentication_method>mab</authentication_method>

<execution_steps>
11001,11017,11027,15008,15048,15004,15041,15004,15013,24209,24211,22037,15036,15048,15048,
15004,15016,11022,11002

</execution_steps>
<audit_session_id>0ACB6BA1000000351BBFBF8B</audit_session_id>
<nas_port_id>GigabitEthernetl/0/15</nas_port_id>
<nac_policy_compliance>Pending</nac_policy_compliance>
<auth_1d>1291240762077361</auth_id>
<auth_acsview_timestamp>2010-12-15T02:11:12.360Z</auth_acsview_timestamp>
<message_code>5200</message_code>
<acs_session_id>HAREESH-R6-1-PDP2/81148292/681</acs_session_id>
<service_selection_policy>MAB</service_selection_policy>
<identity_store>Internal Hosts</identity_store>

<response>

{UserName=graham_hancock; User-Name=graham_ hancock;
State=ReauthSession:0ACB6BA1000000351BBFBF8B;
Class=CACS:0ACB6BA1000000351BBFBF8B: HAREESH-R6-1-PDP2/81148292/681;
Termination-Action=RADIUS-Request; cisco-av-pair=url-redirect-acl=ACL-WEBAUTH-REDIRECT;
cisco-av-pair=url-redirect=https://HAREESH-R6-1-PDP2.cisco.com:8443/guestportal/gateway?se
ssionId=0ACB6BA1000000351BBFBF8B&action=cwa;
cisco-av-pair=ACS:CiscoSecure-Defined-ACL=#ACSACL#-IP-ACL-DENY-4ced8390; }
</response>

<service_type>Call Check</service_type>

<use_case>Host Lookup</use_case>
<cisco_av_pair>audit-session-id=0ACB6BA1000000351BBFBF8B</cisco_av_pair>
<acs_username>graham_hancock</acs_username>
<radius_username>00:14:BF:5A:0C:03</radius_username>
<selected_identity_store>Internal Hosts</selected_identity_store>
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<authentication_identity_store>Internal Hosts</authentication_identity_ store>
<identity_policy matched_rule>Default</identity policy_matched_rule>
&lt;nas_port_type&gt;Ethernet&lt; /nas_port_type&gt;
<selected_azn_profiles>CWA</selected_azn_profiles>

<other_attributes>
ConfigVersionId=44,DestinationIPAddress=10.203.107.162,DestinationPort=1812, Protocol=Radiu
s, Framed-MTU=1500, EAP-Key-Name=, CPMSessionID=0ACB6BA1000000351BBFBF8B, CPMSessionID=0ACB6BA
1000000351BBFBF8B, EndPointMACAddress=00-14-BF-5A-0C-03,HostIdentityGroup=Endpoint Identity
Groups:Profiled, Device Type=Device Type#All Device Types,Location=Location#All
Locations,Model Name=Unknown, Software Version=Unknown,Device IP
Address=10.203.107.161,Called-Station-ID=04:FE:7F:7F:C0:8F

</other_attributes>

<response_time>77</response_time>

<acct_1d>1291240762077386</acct_id>
<acct_acs_timestamp>2010-12-15T02:12:30.779%Z</acct_acs_timestamp>
<acct_acsview_timestamp>2010-12-15T02:12:30.780Z</acct_acsview_timestamp>
<acct_session_1id>00000038</acct_session_id>
<acct_status_type>Interim-Update</acct_status_type>
<acct_session_time>78</acct_session_time>

<acct_input_octets>13742</acct_input_octets>
<acct_output_octets>6277</acct_output_octets>
<acct_input_packets>108</acct_input_packets>
<acct_output_packets>66</acct_output_packets>

<acct_class>

CACS:0ACB6BA1000000351BBFBF8B: HAREESH-R6-1-PDP2/81148292/681

</acct_class>

<acct_delay_time>0</acct_delay_ time>

<started xsi:type="xs:boolean">false</started>

<stopped xsi:type="xs:boolean">false</stopped>

</sessionParameters>
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<?xml version="1.0" encoding="UTF-8" standalone="yes"?>
<xs:schema version="1.0" xmlns:xs="http://www.w3.0rg/2001/XMLSchema">

<xs:element name="sessionParameters" type="restsdStatus"/>

<xs:complexType name="restsdStatus">
<Xs:sequence>

<xs:element name="passed" type="xs:anyType" minOccurs="0"/>
<xs:element name="failed" type="xs:anyType" minOccurs="0"/>
<xs:element name="user_name" type="Xs:string" minOccurs="0"/>
<xs:element name="nas_ip_address" type="xs:string" minOccurs="0"/>
<xs:element name="failure_reason" type="xs:string" minOccurs="0"/>
<xs:element name="calling_station_id" type="xXs:string" minOccurs="0"/>
<xs:element name="nas_port" type="xs:string" minOccurs="0"/>
<xs:element name="identity_group" type="xs:string" minOccurs="0"/>
<xs:element name="network_device_name" type="xs:string" minOccurs="0"/>
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name="acs_server" type="xs:string" minOccurs="0"/>
name="authen_protocol" type="xs:string" minOccurs="0"/>
name="framed_ip_address" type="xs:string" minOccurs="0"/>
name="network_device_groups" type="xs:string" minOccurs="0"/>
name="access_service" type="xs:string" minOccurs="0"/>
name="auth_acs_timestamp" type="xs:dateTime" minOccurs="0"/>
name="authentication_method" type="xs:string" minOccurs="0"/>
name="execution_steps" type="xs:string" minOccurs="0"/>
name="radius_response" type="xs:string" minOccurs="0"/>
name="audit_session_id" type="xs:string" minOccurs="0"/>
name="nas_identifier" type="xs:string" minOccurs="0"/>
name="nas_port_id" type="xs:string" minOccurs="0"/>
name="nac_policy_ compliance" type="xs:string" minOccurs="0"/>
name="auth_id" type="xs:long" minOccurs="0"/>
name="auth_acsview_timestamp" type="xs:dateTime" minOccurs="0"/>
name="message_code" type="xs:string" minOccurs="0"/>
name="acs_session_id" type="xs:string" minOccurs="0"/>
name="service_selection_policy" type="xs:string" minOccurs="0"/>
name="authorization_policy" type="xs:string" minOccurs="0"/>
name="identity_store" type="xs:string" minOccurs="0"/>
name="response" type="xs:string" minOccurs="0"/>
name="service_type" type="xs:string" minOccurs="0"/>
name="cts_security_group" type="xs:string" minOccurs="0"/>
name="use_case" type="xs:string" minOccurs="0"/>
name="cisco_av_pair" type="xs:string" minOccurs="0"/>
name="ad_domain" type="xs:string" minOccurs="0"/>
name="acs_username" type="xs:string" minOccurs="0"/>
name="radius_username" type="Xs:string" minOccurs="0"/>
name="nac_role" type="XxXs:string" minOccurs="0"/>
name="nac_username" type="xs:string" minOccurs="0"/>
name="nac_posture_token" type="xs:string" minOccurs="0"/>
name="nac_radius_is_user_auth" type="xs:string" minOccurs="0"/>
name="selected_posture_server" type="xs:string" minOccurs="0"/>
name="selected_identity_ store" type="xs:string" minOccurs="0"/>

name="authentication_identity_store" type="xXs:string" minOccurs="0"/>

name="azn_exp_pol_matched_rule" type="xs:string" minOccurs="0"/>

name="ext_pol_server_matched_rule" type="xXs:string" minOccurs="0"/>
name="grp_mapping pol_matched_rule" type="xXs:string" minOccurs="0"/>
name="identity_policy_matched_rule" type="xs:string" minOccurs="0"/>

name="nas_port_type" type="xs:string" minOccurs="0"/>

name="query_identity_stores" type="xs:string" minOccurs="0"/>
name="selected_azn_profiles" type="xs:string" minOccurs="0"/>
name="sel_exp_azn_profiles" type="xs:string" minOccurs="0"/>

name="selected_qguery_identity_ stores" type="xs:string" minOccurs="0"/>

name="eap_tunnel" type="xs:string" minOccurs="0"/>
name="tunnel_details" type="xXs:string" minOccurs="0"/>
name="cisco_h323_attributes" type="xs:string" minOccurs="0"/>
name="cisco_ssg_attributes" type="xs:string" minOccurs="0"/>
name="other_attributes" type="xs:string" minOccurs="0"/>
name="response_time" type="xs:long" minOccurs="0"/>
name="nad_failure" type="xs:anyType" minOccurs="0"/>
name="destination_ip_address" type="xXs:string" minOccurs="0"/>
name="acct_id" type="xs:long" minOccurs="0"/>
name="acct_acs_timestamp" type="xs:dateTime" minOccurs="0"/>
name="acct_acsview_timestamp" type="xs:dateTime" minOccurs="0"/>
name="acct_session_id" type="xXs:string" minOccurs="0"/>
name="acct_status_type" type="xs:string" minOccurs="0"/>
name="acct_session_time" type="xs:long" minOccurs="0"/>
name="acct_input_octets" type="xs:string" minOccurs="0"/>
name="acct_output_octets" type="xs:string" minOccurs="0"/>
name="acct_input_packets" type="xs:long" minOccurs="0"/>
name="acct_output_packets" type="xs:long" minOccurs="0"/>
name="acct_class" type="xs:string" minOccurs="0"/>
name="acct_terminate_cause" type="xs:string" minOccurs="0"/>
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<xs:element name="acct_multi_session_id" type="xs:string" minOccurs="0"/>
<xs:element name="acct_authentic" type="xs:string" minOccurs="0"/>
<xs:element name="termination_action" type="xs:string" minOccurs="0"/>
<xs:element name="session_timeout" type="xs:string" minOccurs="0"/>
<xs:element name="idle_timeout" type="xs:string" minOccurs="0"/>
<xs:element name="acct_interim_interval" type="xs:string" minOccurs="0"/>
<xs:element name="acct_delay_time" type="xs:string" minOccurs="0"/>
<xs:element name="event_timestamp" type="xXs:string" minOccurs="0"/>
<xs:element name="acct_tunnel_connection" type="xs:string" minOccurs="0"/>
<xs:element name="acct_tunnel_packet_lost" type="xs:string" minOccurs="0"/>
<xs:element name="security_group" type="xs:string" minOccurs="0"/>
<xs:element name="cisco_h323_setup_time" type="xs:dateTime" minOccurs="0"/>
<xs:element name="cisco_h323_connect_time" type="xs:dateTime" minOccurs="0"/>
<xs:element name="cisco_h323_disconnect_time" type="xs:dateTime" minOccurs="0"/>
<xs:element name="framed_protocol" type="xs:string" minOccurs="0"/>
<xs:element name="started" type="xs:anyType" minOccurs="0"/>
<xs:element name="stopped" type="xs:anyType" minOccurs="0"/>
<xs:element name="ckpt_id" type="xs:long" minOccurs="0"/>
<xs:element name="type" type="xs:long" minOccurs="0"/>
<xs:element name="nad_acsview_timestamp" type="xs:dateTime" minOccurs="0"/>
<xs:element name="vlan" type="xs:string" minOccurs="0"/>
<xs:element name="dacl" type="xs:string" minOccurs="0"/>
<xs:element name="authentication_type" type="xs:string" minOccurs="0"/>
<xs:element name="interface_name" type="xs:string" minOccurs="0"/>
<xs:element name="reason" type="xs:string" minOccurs="0"/>
<xs:element name="endpoint_policy" type="xs:string" minOccurs="0"/>
</xXs:sequence>
</xs:complexType>

<xs:element name="nas_ipv6_address" type="xs:string"/>
<xs:complexType name="framed_ ipv6_address_list">
<xs:sequence minOccurs="0" maxOccurs="8"><xs:element name="ipvé6_address"
type="xs:string" />
</xs:sequence>
</xs:complexType>
<xs:element name="framed_ipvé6_address" type="framed_ipvé6_address_list" minOccurs="1"
maxOccurs="1"/>
</xs:schema>
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This XML file does not appear to have any style information associated with it. The
document tree is shown below.

<sessionParameters>

<passed xsi:type="xs:boolean">true</passed>

<failed xsi:type="xs:boolean">false</failed>
<user_name>ipepvpnuser</user_name>
<nas_1ip_address>10.10.10.10</nas_ip_address>
<nas_ipv6_address>2001:cdba::357:965</nas_ipv6_address>
<framed_ipvé6_address>
<ipv6_address>200:cdba:0000:0000:0000:0000:3157:9652</ipv6_address>
<ipv6_address> 2001:cdba:0:0:0:0:3247:9651</ipv6_address>
<ipv6_address>2001:cdba: :3257:962</ipv6_address>
</framed_ipv6_address>
<calling_station_id>172.23.130.90</calling_station_id>
<nas_port>1015</nas_port>

<identity_ group>iPEP-VPN-Group</identity_group>
<network_device_name>iPEP-HA-Routed</network_device_name>
<acs_server>HAREESH-R6-1-PDP2</acs_server>
<authen_protocol>PAP_ASCII</authen_ protocol>

<network_device_groups>

Device Type#All Device Types,Location#All Locations
</network_device_groups>

<access_service>RADIUS</access_service>
<auth_acs_timestamp>2010-12-15T19:57:29.885%</auth_acs_timestamp>
<authentication_method>PAP_ASCII</authentication_method>

<execution_steps>
11001,11017,15008,15048,15048,15004,15041,15004,15013,24210,24212,22037,15036,15048,15048,
15004,15016,11002

</execution_steps>

<audit_session_id>0acb6bed000000044D091DA9</audit_session_id>
<nac_policy_compliance>NotApplicable</nac_policy_ compliance>
<auth_1d>1291240762083580</auth_id>
<auth_acsview_timestamp>2010-12-15T19:57:29.887%Z</auth_acsview_timestamp>
<message_code>5200</message_code>
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<acs_session_id>HAREESH-R6-1-PDP2/81148292/693</acs_session_id>
<service_selection_policy>iPEP-VPN</service_selection_policy>

<identity_ store>Internal Users</identity_store>

<response>

{User-Name=ipepvpnuser; State=ReauthSession:0acb6be4000000044D091DAY;
Class=CACS:0acb6be4000000044D091DAY : HAREESH-R6-1-PDP2/81148292/693;
Termination-Action=RADIUS-Request; }

</response>

<service_type>Framed</service_type>

<cisco_av_pair>

audit-session-id=0acb6bed4000000044D091DAY9, ipep-proxy=true

</cisco_av_pair>

<acs_username>ipepvpnuser</acs_username>
<radius_username>ipepvpnuser</radius_username>

<selected_identity_ store>Internal Users</selected_identity_store>
<authentication_identity_store>Internal Users</authentication_identity_ store>
<identity policy_matched_rule>Default</identity_policy matched_rule>
<nas_port_type>Virtual</nas_port_type>
<selected_azn_profiles>iPEP-Unknown-Auth-Profile</selected_azn_profiles>
<tunnel_details>Tunnel-Client-Endpoint=(tag=0) 172.23.130.90</tunnel_details>
<other_attributes>
ConfigVersionId=44,DestinationIPAddress=10.203.107.162,DestinationPort=1812, Protocol=Radiu
s, Framed-Protocol=PPP, Proxy-State=Cisco Secure
ACS9e733142-070a-11e0-c000-000000000000-2906094480-3222,CPMSessionID=0acb6be4000000044D091
DA9,CPMSessionID=0acb6bed4000000044D091DAY9, Device Type=Device Type#All Device
Types, Location=Location#All Locations,Model Name=Unknown, Software Version=Unknown,Device
IP Address=10.203.107.228,Called-Station-ID=172.23.130.94

</other_attributes>

<response_time>20</response_time>

<acct_1d>1291240762083582</acct_id>
<acct_acs_timestamp>2010-12-15T19:57:30.281%</acct_acs_timestamp>
<acct_acsview_timestamp>2010-12-15T19:57:30.283%Z</acct_acsview_timestamp>
<acct_session_1id>F1800007</acct_session_id>
<acct_status_type>Start</acct_status_type>

<acct_class>

CACS:0acb6bed000000044D091DAY : HAREESH-R6-1-PDP2/81148292/693

</acct_class>

<acct_delay_time>0</acct_delay_time>

<framed_protocol>PPP</framed_protocol>

<started xsi:type="xs:boolean">true</started>

<stopped xsi:type="xs:boolean">false</stopped>

</sessionParameters>
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<?xml version="1.0" encoding="UTF-8" standalone="yes"?>
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<XS:
<XS:
<xXs:
:element name="cisco_av_pair" type="xs:string" minOccurs="0"/>
<XS:
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<XS:
:element name="nac_role" type="xs:string" minOccurs="0"/>
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schema version="1.0" xmlns:xs="http://www.w3.0rg/2001/XMLSchema">
element name="sessionParameters" type="restsdStatus"/>
complexType name="restsdStatus">

sequence>

element name="passed" type="xXs:anyType" minOccurs="0"/>

element name="failed" type="xXs:anyType" minOccurs="0"/>

element name="user_name" type="xs:string" minOccurs="0"/>

:element name="nas_ip_address" type="xs:string" minOccurs="0"/>
<XS:

element name="failure_reason" type="xs:string" minOccurs="0"/>
element name="calling_station_id" type="xs:string" minOccurs="0"/>
element name="nas_port" type="xs:string" minOccurs="0"/>

:element name="identity_group" type="xs:string" minOccurs="0"/>
<xXs:

element name="network_device_name" type="Xs:string" minOccurs="0"/>
element name="acs_server" type="xs:string" minOccurs="0"/>
element name="authen_protocol" type="xs:string" minOccurs="0"/>

:element name="framed_ip_address" type="xs:string" minOccurs="0"/>

element name="network_ device_groups" type="xs:string" minOccurs="0"/>
element name="access_service" type="xs:string" minOccurs="0"/>

:element name="auth_acs_timestamp" type="xs:dateTime" minOccurs="0"/>

element name="authentication_method" type="xs:string" minOccurs="0"/>
element name="execution_steps" type="xs:string" minOccurs="0"/>
element name="radius_response" type="xs:string" minOccurs="0"/>

:element name="audit_session_id" type="xs:string" minOccurs="0"/>
<XS:

element name="nas_identifier" type="xs:string" minOccurs="0"/>

:element name="nas_port_id" type="xs:string" minOccurs="0"/>
<XS:

element name="nac_policy_compliance" type="xs:string" minOccurs="0"/>

:element name="auth_id" type="xs:long" minOccurs="0"/>
element name="auth_acsview_timestamp" type="xs:dateTime" minOccurs="0"/>

element name="message_code" type="xs:string" minOccurs="0"/>
element name="acs_session_id" type="xs:string" minOccurs="0"/>

:element name="service_selection_policy" type="xs:string" minOccurs="0"/>

element name="authorization_policy" type="xs:string" minOccurs="0"/>
element name="identity store" type="xs:string" minOccurs="0"/>

:element name="response" type="xs:string" minOccurs="0"/>

element name="service_type" type="xs:string" minOccurs="0"/>
element name="cts_security_group" type="xXs:string" minOccurs="0"/>
element name="use_case" type="xs:string" minOccurs="0"/>

element name="ad_domain" type="xs:string" minOccurs="0"/>
element name="acs_username" type="xs:string" minOccurs="0"/>
element name="radius_username" type="xs:string" minOccurs="0"/>

element name="nac_username" type="xs:string" minOccurs="0"/>
element name="nac_posture_token" type="xs:string" minOccurs="0"/>

element name="nac_radius_is_user_auth" type="xs:string" minOccurs="0"/>
:element name="selected_posture_server" type="xs:string" minOccurs="0"/>
element name="selected_identity_store" type="xs:string" minOccurs="0"/>

element name="authentication_identity_store" type="xs:string" minOccurs="0"/>

element name="azn_exp_pol_matched_rule" type="xs:string" minOccurs="0"/>

:element name="ext_pol_server_matched_rule" type="xs:string" minOccurs="0"/>
element name="grp_mapping_pol_matched_rule" type="xs:string" minOccurs="0"/>
element name="identity policy_matched_rule" type="xs:string" minOccurs="0"/>
:element name="nas_port_type" type="xs:string" minOccurs="0"/>
<XS:

element name="query_identity_ stores" type="xs:string" minOccurs="0"/>
element name="selected_azn_profiles" type="xs:string" minOccurs="0"/>
element name="sel_exp_azn_profiles" type="xs:string" minOccurs="0"/>
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<XS:
<xXS:
<XS:
:element

<Xs

<Xs:
<Xs:
<Xs:

<Xs

<Xs:
<Xs:

<Xs

<Xs:
<Xs:
<Xs:

<Xs

<XS:
<xXS:
<XS:
:element

<Xs

<Xs:
<Xs:
<Xs:

<Xs

<XS:
<XS:
<XS:
<XS:
<XS:
<XS:
:element
<XS:

<Xs

<XS:
<XS:
:element

<Xs

<Xs:
<Xs:
<Xs:

<Xs

<XS:
<XS:
<XS:
:element
<XS:

<Xs

<Xs:
<Xs:
<Xs:
<Xs:

element
element
element

element
element
element

:element

element
element

:element

element
element
element

:element

element
element
element

element
element
element

:element

element
element
element
element
element
element

element
element
element

element
element
element

:element

element
element
element

element
element
element
element
element

name="selected_query_identity_stores" type="xs:string" minOccurs="0"/>
name="eap_tunnel" type="xXs:string" minOccurs="0"/>
name="tunnel_details" type="xs:string" minOccurs="0"/>
name="cisco_h323_attributes" type="xs:string" minOccurs="0"/>
name="cisco_ssg_attributes" type="xs:string" minOccurs="0"/>
name="other_attributes" type="xs:string" minOccurs="0"/>
name="response_time" type="xs:long" minOccurs="0"/>
name="nad_failure" type="xs:anyType" minOccurs="0"/>
name="destination_ip_address" type="xs:string" minOccurs="0"/>
name="acct_id" type="xs:long" minOccurs="0"/>
name="acct_acs_timestamp" type="xs:dateTime" minOccurs="0"/>
name="acct_acsview_timestamp" type="xs:dateTime" minOccurs="0"/>
name="acct_session_id" type="xs:string" minOccurs="0"/>
name="acct_status_type" type="xs:string" minOccurs="0"/>
name="acct_session_time" type="xs:long" minOccurs="0"/>
name="acct_input_octets" type="xs:string" minOccurs="0"/>
name="acct_output_octets" type="xs:string" minOccurs="0"/>
name="acct_input_packets" type="xs:long" minOccurs="0"/>
name="acct_output_packets" type="xs:long" minOccurs="0"/>
name="acct_class" type="xs:string" minOccurs="0"/>
name="acct_terminate_cause" type="xs:string" minOccurs="0"/>
name="acct_multi_session_id" type="xs:string" minOccurs="0"/>
name="acct_authentic" type="xs:string" minOccurs="0"/>
name="termination_action" type="xs:string" minOccurs="0"/>
name="session_timeout" type="xXs:string" minOccurs="0"/>
name="idle_timeout" type="xs:string" minOccurs="0"/>
name="acct_interim_interval" type="xs:string" minOccurs="0"/>
name="acct_delay_time" type="xXs:string" minOccurs="0"/>
name="event_timestamp" type="xXs:string" minOccurs="0"/>
name="acct_tunnel_connection" type="xs:string" minOccurs="0"/>
name="acct_tunnel_packet_lost" type="xs:string" minOccurs="0"/>
name="security_group" type="xXs:string" minOccurs="0"/>
name="cisco_h323_setup_time" type="xs:dateTime" minOccurs="0"/>
name="cisco_h323_connect_time" type="xs:dateTime" minOccurs="0"/>
name="cisco_h323_disconnect_time" type="xs:dateTime" minOccurs="0"/>
name="framed_protocol" type="xs:string" minOccurs="0"/>
name="started" type="xs:anyType" minOccurs="0"/>

name="stopped" type="xs:anyType" minOccurs="0"/>

name="ckpt_1id" type="xs:long" minOccurs="0"/>

name="type" type="xs:long" minOccurs="0"/>
name="nad_acsview_timestamp" type="xs:dateTime" minOccurs="0"/>
name="vlan" type="xs:string" minOccurs="0"/>

name="dacl" type="xs:string" minOccurs="0"/>
name="authentication_type" type="xs:string" minOccurs="0"/>
name="interface_name" type="xs:string" minOccurs="0"/>
name="reason" type="xs:string" minOccurs="0"/>
name="endpoint_policy" type="xXs:string" minOccurs="0"/>

</xs:sequence>
</xs:complexType>

</xs:schema>
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EndPointlPAddress APl = — L RT3 A IZIX ROFIEEZEITLET,

4% —/" > K Cisco Monitoring ISE / — Kicu 71 > L%,

7o & ZIE AR A M4 08 acmel23 @ Cisco Monitoring ISE / — RIZiAIZ 0 74 T 554,20
J—ROURL 7 RLABRKRD LSRR RINET,
https://acmel23/admin/LoginAction.do#pageIld=com_cisco_xmp_web_page_tmpdash

[fadmin/| 22 > R —F > b % APl =2 — /L ® =2 > 7R — % > b (/ise/mnt/api/Session/
EndPointIPAddress/<endpoint_ip>) ICEZ X T . #—~ > 8 /—FKOURL7 KL A 7t —/)L K
\Z EndPointIPAddress API =— /L% AJj L £,

https://acmel23/ise/mnt/api/Session/EndPointIPAddress/A.B.C.D

~
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Enter s — %L T APl = — V& FIT L £,

EndPointlPAddress APl = — /L 02 HIREN BV I 5 —%

RIZ % —7%" > b Cisco Monitoring ISE / — R "C EndPointIPAddress API = — /L & FEOMH T~ & X (C
TIT47 By va DA NpLEINSEy v a VEET X ERLET,

This XML file does not appear to have any style information associated with it. The
document tree is shown below.

<sessionParameters>

<passed xsi:type="xs:boolean">true</passed>

<failed xsi:type="xs:boolean">false</failed>
<user_name>00:0C:29:95:A5:Cl</user_name>
<nas_ip_address>10.77.152.139</nas_ip_address>
<calling_station_id>00:0C:29:95:A5:Cl</calling_station_id>
<nas_port>50109</nas_port>

<identity_ group>RegisteredDevices</identity group>
<network_device_name>switch</network_device_name>
<acs_server>ise248</acs_server>
<authen_protocol>Lookup</authen_protocol>
<framed_ip_address>10.20.40.10</framed_ip_address>
<network_device_groups>

Device Type#All Device Types,Location#All Locations
</network_device_groups>
<access_service>RADIUS</access_service>
<auth_acs_timestamp>2012-03-13T17:02:22.169+05:30</auth_acs_timestamp>
<authentication_method>mab</authentication_method>
<execution_steps>
11001,11017,11027,15008,15048,15048,15004,15041,15006,15013,24209,24211,22037,15036,150438,
15004,15016,11022,11002

</execution_steps>
<audit_session_id>0A4D988B000000E337B8D983</audit_session_id>
<nas_port_id>GigabitEthernetl/0/9</nas_port_id>
<nac_policy_compliance>Pending</nac_policy_compliance>
<auth_1d>1331101769985927</auth_id>
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<auth_acsview_timestamp>2012-03-13T17:02:22.171+05:30</auth_acsview_timestamp>
<message_code>5200</message_code>
<acs_session_id>1se248/120476308/97</acs_session_id>
<service_selection_policy>MAB</service_selection_policy>
<authorization_policy>Wired_redirect</authorization_policy>

<identity_ store>Internal Endpoints</identity_store>

<response>

{UserName=00:0C:29:95:A5:C1; User-Name=00-0C-29-95-A5-C1;
State=ReauthSession:0A4D988B000000E337B8D983;
Class=CACS:0A4D988B000000E337B8D983:1se248/120476308/97;
Termination-Action=RADIUS-Request; Tunnel-Type=(tag=1) VLAN; Tunnel-Medium-Type=(tag=1)
802; Tunnel-Private-Group-ID=(tag=1) 30;
cisco-av-pair=url-redirect-acl=ACL-WEBAUTH-REDIRECT;
cisco-av-pair=url-redirect=https://ise248.cisco.com:8443/guestportal/gateway?sessionId=0A4
D988B000000E337B8D983&action=cwa;
cisco-av-pair=ACS:CiscoSecure-Defined-ACL=#ACSACL#-IP-cwa_wired-4£570619;
cisco-av-pair=profile-name=WindowsXP-Workstation; }

</response>

<service_type>Call Check</service_type>

<use_case>Host Lookup</use_case>
<cisco_av_pair>audit-session-id=0A4D988B000000E337B8D983</cisco_av_pair>
<acs_username>00:0C:29:95:A5:Cl</acs_username>
<radius_username>00:0C:29:95:A5:Cl</radius_username>
<selected_identity_store>Internal Endpoints</selected_identity_ store>
<authentication_identity_store>Internal Endpoints</authentication_identity store>
<identity_ policy_matched_rule>Default</identity_policy_matched_rule>
&1lt;nas_port_type&gt; Ethernet&lt; /nas_port_type&gt;

<selected_azn_profiles>Wired cwa_redirect</selected_azn_profiles>
<response_time>17</response_time>
<destination_ip_address>10.77.152.248</destination_ip_address>

<other_attributes>
ConfigVersionId=15,DestinationPort=1812, Protocol=Radius, Framed-MTU=1500, EAP-Key-Name=, cisc
o-nas-port=GigabitEthernetl/0/9,CPMSessionID=0A4D988B000000E337B8D983, EndPointMACAddress=0
0-0C-29-95-A5-C1, EndPointMatchedProfile=WindowsXP-Workstation, HostIdentityGroup=Endpoint
Identity Groups:RegisteredDevices,Device Type=Device Type#All Device

Types, Location=Location#All Locations,Device IP
Address=10.77.152.139,Called-Station-ID=EC:C8:82:55:2E:09

</other_attributes>

<acct_1d>1331101769985928</acct_id>
<acct_acs_timestamp>2012-03-13T17:02:22.365+05:30</acct_acs_timestamp>
<acct_acsview_timestamp>2012-03-13T17:02:22.366+05:30</acct_acsview_timestamp>
<acct_session_id>000000FC</acct_session_id>
<acct_status_type>Interim-Update</acct_status_type>
<acct_session_time>16411l</acct_session_time>
<acct_input_octets>3053882</acct_input_octets>
<acct_output_octets>2633472</acct_output_octets>
<acct_input_packets>20166</acct_input_packets>
<acct_output_packets>20297</acct_output_packets>
<acct_class>CACS:0A4D988B000000E337B8D983:15e248/120476308/97</acct_class>
<acct_delay_time>0</acct_delay_time>

<started xsi:type="xs:boolean">false</started>

<stopped xsi:type="xs:boolean">false</stopped>

<vlan>30</vlan>

<dacl>#ACSACL#-IP-cwa_wired-4£570619</dacl>
<endpoint_policy>WindowsXP-Workstation</endpoint_policy>

</sessionParameters>
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<?xml version="1.0" encoding="UTF-8" standalone="yes"?>

<xs:schema version="1.0" xmlns:xs="http://www.w3.0rg/2001/XMLSchema">

<xs:element name="sessionParameters" type="restsdStatus"/>

<xs:complexType
<XS:sequence>

<Xs

<Xs:

<Xs

<Xs
<Xs

<Xs:

<Xs

<Xs:

<Xs

<Xs
<Xs
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<Xs:
<Xs:

<Xs

<Xs:

<Xs

<Xs:

<Xs

<Xs:

<Xs

<Xs
<Xs
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<Xs

<XS:
<xS:
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<Xs

<Xs:
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<Xs:
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<XS:

element
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element
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:element
<XS:
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<XS:
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:element
<XS:

element
element
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<XS:
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element
element

element
element

element
element
element

name="restsdStatus">

name="passed" type="xs:anyType" minOccurs="0"/>
name="failed" type="xs:anyType" minOccurs="0"/>
name="user_name" type="xs:string" minOccurs="0"/>
name="nas_ip_address" type="xs:string" minOccurs="0"/>
name="failure_reason" type="xs:string" minOccurs="0"/>
name="calling_station_id" type="xs:string" minOccurs="0"/>
name="nas_port" type="xs:string" minOccurs="0"/>
name="identity_group" type="xs:string" minOccurs="0"/>

name=

network_device_name" type="xXs:string" minOccurs="0"/>

name="acs_server" type="xs:string" minOccurs="0"/>
name="authen_protocol" type="xXs:string" minOccurs="0"/>
name="framed_ip_address" type="xs:string" minOccurs="0"/>
name="network_device_groups" type="xs:string" minOccurs="0"/>
name="access_service" type="xs:string" minOccurs="0"/>
name="auth_acs_timestamp" type="xs:dateTime" minOccurs="0"/>
name="authentication_method" type="xs:string" minOccurs="0"/>
name="execution_steps" type="xXs:string" minOccurs="0"/>

name=

radius_response" type="xXs:string" minOccurs="0"/>

name="audit_session_id" type="xs:string" minOccurs="0"/>
name="nas_identifier" type="xs:string" minOccurs="0"/>

name=

nas_port_id" type="xs:string" minOccurs="0"/>

name="nac_policy_ compliance" type="xs:string" minOccurs="0"/>
name="auth_id" type="xs:long" minOccurs="0"/>
name="auth_acsview_timestamp" type="xs:dateTime" minOccurs="0"/>
name="message_code" type="xs:string" minOccurs="0"/>
name="acs_session_id" type="xs:string" minOccurs="0"/>

name=

service_selection_policy" type="xXs:string" minOccurs="0"/>

name="authorization_policy" type="xs:string" minOccurs="0"/>
name="identity_store" type="xs:string" minOccurs="0"/>
name="response" type="xs:string" minOccurs="0"/>
name="service_type" type="xs:string" minOccurs="0"/>
name="cts_security_group" type="xs:string" minOccurs="0"/>
name="use_case" type="xs:string" minOccurs="0"/>

name="cisco_av_pair" type="xs:string" minOccurs="0"/>
name="ad_domain" type="xs:string" minOccurs="0"/>
name="acs_username" type="xs:string" minOccurs="0"/>
name="radius_username" type="xs:string" minOccurs="0"/>
name="nac_role" type="xXs:string" minOccurs="0"/>
name="nac_username" type="xs:string" minOccurs="0"/>
name="nac_posture_token" type="xs:string" minOccurs="0"/>
name="nac_radius_is_user_auth" type="xs:string" minOccurs="0"/>
name="selected_posture_server" type="xs:string" minOccurs="0"/>
name="selected_identity_store" type="xs:string" minOccurs="0"/>
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<xs:element name="authentication_identity_store" type="xs:string" minOccurs="0"/>
<xs:element name="azn_exp_pol_matched_rule" type="xs:string" minOccurs="0"/>
<xs:element name="ext_pol_server_matched_rule" type="xs:string" minOccurs="0"/>
<xs:element name="grp_mapping pol_matched_rule" type="xs:string" minOccurs="0"/>
<xs:element name="identity_policy_matched_rule" type="xs:string" minOccurs="0"/>
<xs:element name="nas_port_type" type="xs:string" minOccurs="0"/>
<xs:element name="query_identity_stores" type="xs:string" minOccurs="0"/>
<xs:element name="selected_azn_profiles" type="xs:string" minOccurs="0"/>
<xs:element name="sel_exp_azn_profiles" type="xs:string" minOccurs="0"/>
<xs:element name="selected_query_identity_stores" type="xs:string" minOccurs="0"/>
<xs:element name="eap_tunnel" type="xs:string" minOccurs="0"/>
<xs:element name="tunnel_details" type="xs:string" minOccurs="0"/>
<xs:element name="cisco_h323_attributes" type="xs:string" minOccurs="0"/>
<xs:element name="cisco_ssg_attributes" type="xs:string" minOccurs="0"/>
<xs:element name="other_attributes" type="xs:string" minOccurs="0"/>
<xs:element name="response_time" type="xs:long" minOccurs="0"/>
<xs:element name="nad_failure" type="xs:anyType" minOccurs="0"/>
<xs:element name="destination_ip_address" type="xs:string" minOccurs="0"/>
<xs:element name="acct_id" type="xs:long" minOccurs="0"/>
<xs:element name="acct_acs_timestamp" type="xs:dateTime" minOccurs="0"/>
<xs:element name="acct_acsview_timestamp" type="xs:dateTime" minOccurs="0"/>
<xs:element name="acct_session_id" type="xs:string" minOccurs="0"/>
<xs:element name="acct_status_type" type="xs:string" minOccurs="0"/>
<xs:element name="acct_session_time" type="xs:long" minOccurs="0"/>
<xs:element name="acct_input_octets" type="xs:string" minOccurs="0"/>
<xs:element name="acct_output_octets" type="xs:string" minOccurs="0"/>
<xs:element name="acct_input_packets" type="xs:long" minOccurs="0"/>
<xs:element name="acct_output_packets" type="xs:long" minOccurs="0"/>
<xs:element name="acct_class" type="xs:string" minOccurs="0"/>
<xs:element name="acct_terminate_cause" type="xs:string" minOccurs="0"/>
<xs:element name="acct_multi_session_id" type="xXs:string" minOccurs="0"/>
<xs:element name="acct_authentic" type="xs:string" minOccurs="0"/>
<xs:element name="termination_action" type="xs:string" minOccurs="0"/>
<xs:element name="session_timeout" type="xs:string" minOccurs="0"/>
<xs:element name="idle_timeout" type="xs:string" minOccurs="0"/>
<xs:element name="acct_interim_interval" type="xs:string" minOccurs="0"/>
<xs:element name="acct_delay_time" type="xs:string" minOccurs="0"/>
<xs:element name="event_timestamp" type="xs:string" minOccurs="0"/>
<xs:element name="acct_tunnel_connection" type="xs:string" minOccurs="0"/>
<xs:element name="acct_tunnel_packet_lost" type="xs:string" minOccurs="0"/>
<xs:element name="security_group" type="xs:string" minOccurs="0"/>
<xs:element name="cisco_h323_setup_time" type="xs:dateTime" minOccurs="0"/>
<xs:element name="cisco_h323_connect_time" type="xs:dateTime" minOccurs="0"/>
<xs:element name="cisco_h323_disconnect_time" type="xs:dateTime" minOccurs="0"/>
<xs:element name="framed_protocol" type="xs:string" minOccurs="0"/>
<xs:element name="started" type="xs:anyType" minOccurs="0"/>
<xs:element name="stopped" type="xs:anyType" minOccurs="0"/>
<xs:element name="ckpt_id" type="xs:long" minOccurs="0"/>
<xs:element name="type" type="xs:long" minOccurs="0"/>
<xs:element name="nad_acsview_timestamp" type="xs:dateTime" minOccurs="0"/>
<xs:element name="vlan" type="xs:string" minOccurs="0"/>
<xs:element name="dacl" type="xs:string" minOccurs="0"/>
<xs:element name="authentication_type" type="xs:string" minOccurs="0"/>
<xs:element name="interface_name" type="xs:string" minOccurs="0"/>
<xs:element name="reason" type="xs:string" minOccurs="0"/>
<xs:element name="endpoint_policy" type="xs:string" minOccurs="0"/>
</xs:sequence>
</xs:complexType>

<xs:element name="nas_ipv6_address" type="xs:string"/>
<xs:complexType name="framed_ ipv6_address_list">
<xs:sequence minOccurs="0" maxOccurs="8"><xs:element name="ipv6_address"
type="xs:string" />
</Xs:sequence>
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</xs:complexType>
<xs:element name="framed_ ipv6_address" type="framed_ ipv6_address_list" minOccurs="1"
maxOccurs="1"/>

</xs:schema>

Audit Session ID APl = — /L DEEONH L

AT 71

AT 9T 2

AT/ 3

AT v 4

AT w7 5

CiscoISEURL 7 7 UH D7 KL R N—IZAJ LET (72 & 212 hitps://<ise hostname or ip
address>/admin/) .

o —H4 & Cisco ISE DI~ b7 v 7 THEL LORE LI KLFE/NCERRREND
IWRAT—REANNLET,

(2274 (Login)] 27 U v 27325 Enter & L £,

72 & 21T AR A R4 DS acmel23 @ Cisco Monitoring ISE / — RIZHKRANIR 7 A T B85, 20
J—=FROURL T RLABRRD X HIZERRSINET,
https://acmel23/admin/LoginAction.do#pageld=com_cisco_xmp_web_page_tmpdash

[fadmin/] 2 >R —3% > b % APl =—/L® 2 >R —% > bk (Jadmin/API/mnt/Session/Active/
SessionID/<audit-session-id>/0) IZE X #i 2 C. X —4% > b J— RO URL 7T KL A 7 4 —/L K|Z
Audit Session ID API =— /L& A/ LE£7,

https://acmel23/admin/API/mnt/Session/Active/SessionID/0A000A770000006B609A13A9/0
)

(B) INH0a— W F KXFNXFEXBT D202 —% > F /— RO URL 7 KL A
74—V RIZEEIZE APl 2 — VA2 AT HRLENH Y £, API = —/VHLHI TP 'mnt |
Of#i 1%, Cisco Monitoring ISE / — K& & L £,

Enter ¥ —Z# L C APl 2 — V&2 3{TLE9,

BEIEE
o T=XVULT J— ROMER(A-2 =)

Audit Session ID APl = — L0 BHIREN DY v 5—&

WIZ . Audit Session ID API 22—V EMOHT L XTI/ T 47 By a O A RMnHIREN
Htvva ryEET—ZOFERLET,

This XML file does not appear to have any style information associated with it. The

document tree is shown below.

-<activeSessionList noOfActiveSession="1">

-<activeSession>

<calling_station_id>00:50:56:10:13:02</calling_station_id>
<session_state_bit>0</session_state_bit>
<session_source>0</session_source>
<acct_session_time>0</acct_session_time>
<nas_ip_address>10.0.10.119</nas_ip_address>
<nas_1ipv6_address>2001:cdba: :3257:9652</nas_ipv6_address>
<framed_ipv6_address>
<ipv6_address>200:cdba:0000:0000:0000:0000:3257:9652</ipv6_address>
<ipvé6_address> 2001:cdba:0:0:0:0:3257:9651</ipv6_address>
<ipv6_address>2001:cdba::3257:9652</ipv6_address>
</framed_ipv6_address>
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<nas_port_id>GigabitEthernetl/0/15</nas_port_id>
<auth_method>dotlx</auth_method>
<auth_protocol>PEAP (EAP-MSCHAPv2)</auth_protocol>
<posture_status>Compliant</posture_status>
<endpoint_policy>Undetermined</endpoint_policy>
<server>acmel23</server>
<paks_in>0</paks_in>
<paks_out>0</paks_out>
<bytes_in>0</bytes_in>
<bytes_out>0</bytes_out>
</activeSession>
</activeSessionList>

TWEey g v

— DT XA A TlL, Wireless LAN Controller( WLC) 72 & il v g VA REFTE 5 X951
THEARDY ET, ZOXIRGE . FETIHT 77 4 77wy a U ZHIBRT 521X HTTP
DELETE APl = — VA2 fEHCX £9, 2N %E1T 9 IZIX. URL(HTTP.HTTPS) f LD 7 — & % #iii%
THEDOEEOY — N A—F s llpa<w L I (4 Y —/LTh5 cURL 2 LET,

ISElZ. 20ty ar2B0LETA, ZHULISE RESHBR Yy N =728 TE %<
720 WLC/NAD WO HDOT 7T 4 v 7B TERL o5/ RIEAZBRE T 5 7=
ODTT, ZDOAPIZHHALTISENSLZDXE ) i WERE 7 VT35 B8 TEET,

() HITPBLOUHTIPS AL TCT7 7 A NVEERETE-0DEE2—T VT 4 THD GNU
Wget (2. HTTP DELETE APl = — /L% %R — F LEHA,

Wty a Ol

ZF w71 CiscolSEURL 27 7 ¥ DT KL A NR—IZ AN UL (72 & 213 hitps://<ise hostname or ip
address>/admin/) ,

2Fy S 2 2—P4E CiscolSE DIy 7 v 7 THEBLIOHRE L RLFL/NTERIRIEND
NAT— REANLET,

27973 [vF A (Login)] 27 Vv 273250 Enter & L £,
~

(B APl 2 — VIR F LN FRRB SNV AEEICANT HLERH O £9, 25K
<mntnode> | Cisco Monitoring ISE / — RZ& L £ 7,

257 4§ %’:@JT MAC 7 FLADHWE Y v a Y EHIERT AI2IE,. 2~ FT A4 2 TIRO APl 22— )L &%
L/i‘j‘o

curl -X DELETE https://<mntnode>/admin/API/mnt/Session/Delete/MACAddress/<madaddress>

AT 97§ %’@bft/‘/a/ID@ﬁb“E/‘/a/%ﬁU[&%ﬁ‘é T, a2~ KT 4 TIRD API = — /L& 3§
L/i‘j‘o

curl -X DELETE https://<mntnode>/admin/API/mnt/Session/Delete/SessionID/<sid#>

Cisco Identity Services Engine APl Y VY —ZX 2x U 77 LV AHA KN
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HFokyvary B

2576 FETE=HI T J—ROTRTOEYyVa VYEHIRTAIZE. a2~ R4 TR API
I—NVEHITLET,

curl -X DELETE https://<mntnode>/admin/API/mnt/Session/Delete/All

REEHTE B
o T=HXULY ) — ROWERA-2 =)

Cisco Identity Services Engine APl Y Y —X2x U 77 LV RAHA F
|
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B fotorar
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CHAPTER 3
KNoINnNya—T 4 FHDI =Y — API

Z OEFETIE E A D Cisco Prime Network Control System (NCS)REST API == — /L D ffi LI D\
THIZ BT RPR b L ET,

Cisco Prime NCS APl =—/L

Cisco Prime NCS APl =— LT/ — FDOARA—V g U BIXORZ A 7P BEOHKR FHIERAT—F X &
T N AT —H A%E&Te X —4 » b Cisco Monitoring ISE / — KDt¥ v ¥ 3 VBT 5 &
BRI TN 2a—T 4V ITHERERETDTOOA =X LML £7,

7 ) — APl ZfEH L7~ CiscolISED FF TV 2 —F 4
e/

Cisco Prime NCS 5 7 )Ly o2 —F ¢ > APl =— )L |X Cisco ISE JERH D % — % > b Cisco

Monitoring ISE / — RIZ AT — & AFR A X5 L R OZ W B &2 55 L £ 7,

o J—FDNR—=V 3 BILUH A 7 (Version API =2 — /L % i [f])

o [EEIH (FailureReasons API = — /L & )

e FHFF AT — & Z (AuthStatus API =t — /L Zffi [])

o THULT 4T AT —4% A (AcctStatus API =t — /L & f# )

J—FRKDONR—=Ta U BIXORZ A 7D APl 2—)L

4%/ — K® REST Programmatic f > % —7 = A4 APD)Y—ELRLI LTy LETANTD
121X Version APl 2 — V& CEF T, 22T AF—~ 7T 7 A LOHIIH, Z D APl =2 — )L
ZIPOHT Z L ICE D CiscolSEY 7 h 2T DONR—Va 0 BEON) — R 24 FHFERTHF
IE, Z D API 2 — NV BITHRIREND ) — RONR—=a v EZ A4 7OV T HONTRA L
9,

J =R ZA TIEZROWNT NI £,
e STANDALONE_MNT_NODE =0

e ACTIVE_MNT_NODE=1

¢ BACKUP_MNT_NODE =2

¢ NOT_AN_MNT_NODE =3
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Version APl D ) A —=

OV UTN AFX—~ T 7 AL, Z—% > b Cisco Monitoring ISE / — R~DEFH D /N—
Yay APl 2— L)1 TT,

<?xml version="1.0" encoding="UTF-8" standalone="yes"?>
<xs:schema version="1.0" xmlns:xs="http://www.w3.0rg/2001/XMLSchema">

<xs:element name="product" type="product"/>

<xs:complexType name="product">

<Xs:sequence>

<xs:element name="version" type="xs:string" minOccurs="0"/>

<xs:element name="type_of_node" type="xs:int"/>

</xs:sequence>

<xs:attribute name="name" type="xs:string"/>
</xs:complexType>

</xs:schema>

N— 5> APl T—/LOFFU L

27971 CiscolSEURL #7 7 UH DT R A N—Z AN LET (J= & 21X hetps://<ise hostname or ip
address>/admin/) .

ATy 2 2—WH &L CiscolSEDHHE Y N7 v 7 THREBLORERE LRI TFE/NLTFREBIEND
INAT—REANNTLET,

27973 [v7 A (Login)] %7 Vv 273250 Enter ZH L 7,
17 A PR UTEG AL 7 7 A RO RTE (Problem logging in?)] A7 v 7 2 12> TL 72
S,
72 & 21T AR A R4 DS acmel23 @ Cisco Monitoring ISE / — RIZHKRANIR 7 A T B85, 20
J—RDOURL Y RLABRKRD LR RINET,
https://acmel23/admin/LoginAction.do#pageIld=com_cisco_xmp_web_page_tmpdash

27y 4 [Jadmin/] 2 R —F 2 b % APl 2—/L @D 2 7R —3 > b (J/admin/API/mnt/<specific-api-call>) (2
BEHZ X =5 /J—FOURLT KL A 7 (—)L R|Z Version API =—/ /L& A S LE T,
https://acmel23/admin/API/mnt/Version
~
B b0 a—E KXFNLFEERNT L0 . #—5 v~ /J—ROURLT FL X

74—V RIZEEIZE APl 2 — VA2 AT HRLENH Y £, API = —/VHLHITO (mnt |
Of#i 1%, Cisco Monitoring ISE / — K& & L £,

27y 7 5 Enter ¥— %L TAPI =2— V&2 RITLET,

BEIEE
o T=XVULT J— ROMERA-2 =)

Cisco Identity Services Engine APl Y VY —ZX 2x U 77 LV AHA KN
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Version APl 2 — L) HIRENB Y TPV T —F

RIZ, % —7%" > bk Cisco Monitoring ISE / — R T Version API = — /L ZFF-OMH T & X ITIRS LD
T—=2 R LET,ZOAPL T — A TE =7 v b /= FIZOWTRO 2 BEOEAR S
iﬁ‘o

o J—FKDOAN—=T a3 (ZOHTIX1.03.032 KR~ LET),

e Cisco Monitoring ISE / — KD ¥ A 7 (Z O TIiX, 7 2 7 « 7 72 Cisco Monitoring ISE / — K
W1IOTHLIEZERTDHIIZFRRLET),

This XML file does not appear to have any style information associated with it. The
document tree is shown below.

<product name="Cisco Identity Services Engine">
<version>1.0.3.032</version>
<type_of_node>1l</type_of_node>

</product>

[EEFH APl = —/L

Z—2 sy b )= R TITONTERAEAT — X ADTF = v 7 TIREINTZEEHBOY 2 &R -
®IZ FailureReasons APl = — /L 2] CE £+, Z 2 TIE . AF—~ 77 A LD T, Z D API
a— /L& Z &2 X Y Cisco Cisco Monitoring ISE / — R TRk S N HEEF B O U A K
ZERT D FIE, Z D API 2 — L RITHRICE I N A EEHB OV T/ HO W TR L £7, 1K
SNDHEEHBIX. ENENEI-VITRTIROELE THEMRINET,

Cisco ISE Failure Reasons Editor Zfi [l L CEEIHBAOERR Y A MIT 7 v AT 25 HEICET
B EEAMIC DUV TIE, Cisco ISE FEEFEH L AR — b (A-1 X—=P) 2B L T EE N,

#3-1 Cisco Identity Services Engine D&~ == 7/

BEEBAOER i

@%%?iiEH 1D <failureReason id="11011">

a— R <11011 RADIUS listener failed>

Jﬁ <Could not open one or more of the ports

used to receive RADIUS requests>

=
B
e

<Ensure that the ports 1812, 1813, 1645 and
1646 are not being used by another process
on the system>

CiscoISE = —W A v X —7 = A4 A% fEH L T ([®& =% (Monitor)] > [ L' A" — bk (Reports) ] > [ ¥
w7 (Catalog) | > [ =B H (Failure Reasons) ] 7 UV v 7 L Q) EEBBLAR— MR HE0ED
MNEHRLET EEHHALA— FRERINET,
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FailureReasons APl D} /) X % —~

Y/

OV TN AX—~ T 7 AL Z—75 v |k Cisco Monitoring ISE / — R ~DE R DiX(E1
@ . FailureReasons API = — /L@ H /7 T9,

<?xml version="1.0" encoding="UTF-8" standalone="yes"?>
<xs:schema version="1.0" xmlns:xs="http://www.w3.0rg/2001/XMLSchema">
<xs:element name="failureReasonList" type="failureReasonList"/>
<xs:complexType name="failureReasonList">
<Xs:sequence>
<xs:element name="failureReason" type="failureReason" minOccurs="0"
maxOccurs="unbounded" />
</xs:sequence>
</xs:complexType>
<xs:complexType name="failureReason">
<Xs:sequence>
<xs:element name="code" type="xs:string" minOccurs="0"/>
type="xs:string" minOccurs="0"/>
type="xs:string" minOccurs="0"/>

<xs:element name="cause"

<xs:element name="resolution"
</xXs:sequence>
<xs:attribute name="id"

</xs:complexType>

</xs:schema>

type="xs:string" />

FailureReasons APl = — /L DFEOH L

CiscoISEURL 27 7 U ¥ DT KL A N—IZ AN LET (72 & 21F hetps://<ise hostname or ip
2 —H4 & (Cisco ISE DI v 7 v 7 THRER K ORE LI KLFE/NCER R EN D

[v 7 A > (Login)] %7 U v 2732 Enter Zff L E7,
07 A R LIS alE (v 7 A RO RTE (Problem logging in?)] A7 v 7 2 12> TL 72

7o & ZIE AR A M4 08 acmel23 @ Cisco Monitoring ISE / — R0 74 T 554,20
J—=RDURLT RLVANROD I IR RSNET,

https://acmel23/admin/LoginAction.do#pageld=com_cisco_xmp_web_page_tmpdash

[fadmin/| 22 > 7R —F > b % APl 2 — /LD 2 > 7R — % > b (Jadmin/API/mnt/<specific-api-call>) {2
BEEHZ T H4—5 v~ /—FOURL 7 KL A 7 ¢ —/L KIZ FailureReasons API =1 —/L % A7)

https://acmel23/admin/API/mnt/FailureReasons

IO — Nt KCFENCFERNT 5720 2—7 >y J—KOURL T FL &
74—V RIZEEIZK APl 22— V&2 AJTTDHHERH D F9,API 2 — L H A TO 'mnt ]
Df#F 1%, Cisco Monitoring ISE / — F&F L £ 7,

AT v/

address>/admin/) .
2T w7 2

IRAYU— RE AN LET,
AT w7 3

S,
AT 7 4

LET,

~

()
2T w75

Enter ¥ — %M L T APl 22— /L& R{TL £,
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REEHIE B
o T=XULY ) — ROWERA-2 =)

FailureReasons APl = — /L)L REN AV TN 5 —H

Wi, % —%4 > b Cisco Monitoring ISE / — K T FailureReasons API = —/L # FEONH T & X [TiR X
NHT—2%RLET,ZOAPLZ—/UVE ¥ —F > N /J— FpOEFEHBOU XA 2R LET,
BRI, EEN EE ID EE 2 — R JRKE s BER OG- I > TERINET,

X @ FailureReasons API 2 — VDB R EIND T — X O/NREE 2 TR R LTHET,

This XML file does not appear to have any style information associated with it. The
document tree is shown below.

<failureReasonList>

<failureReason id="100001">

<code>

100001 AUTHMGR-5-FAIL Authorization failed for client

</code>

<cause>This may or may not be indicating a violation</cause>
<resolution>

Please review and resolve according to your organization's policy
</resolution>

</failureReason>

<failureReason id="100002">

<code>

100002 AUTHMGR-5-SECURITY_VIOLATION Security violation on the interface
</code>

<cause>This may or may not be indicating a violation</cause>
<resolution>

Please review and resolve according to your organization's policy
</resolution>

</failureReason>

<failureReason id="100003">

<code>

100003 AUTHMGR-5-UNAUTHORIZED Interface unauthorized

</code>

<cause>This may or may not be indicating a violation</cause>
<resolution>

Please review and resolve according to your organization's policy
</resolution>

</failureReason>

<failureReason id="100004">

<code>

100004 DOT1X-5-FAIL Authentication failed for client
</code>
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<cause>This may or may not be indicating a violation</cause>
<resolution>

Please review and resolve according to your organization's policy
</resolution>

</failureReason>

<failureReason id="100005">

<code>100005 MAB-5-FAIL Authentication failed for client</code>
<cause>This may or may not be indicating a violation</cause>
<resolution>

Please review and resolve according to your organization's policy
</resolution>

</failureReason>

<failureReason id="100006">

<code>

100006 RADIUS-4-RADIUS_DEAD RADIUS server is not responding
</code>

<cause>This may or may not be indicating a violation</cause>
<resolution>

Please review and resolve according to your organization's policy
</resolution>

</failureReason>

<failureReason id="100007">

<code>
100007 EPM-6-POLICY_ APP_FAILURE Interface ACL not configured
</code>
<cause>This may or may not be indicating a violation</cause>

<resolution>

Please review and resolve according to your organization's policy
</resolution>

</failureReason>

REEIE H
o E=HXVULT J)— ROMRA-2 X—)
e fJ4k AlCisco ISE [EEFH L AR — I |

FEER T —H A APl = — )L

=Py b J =KDy va rOBiEAT —X A% F = v 79 57D AuthStatus API FFONH
LEFEHTEET, 20 API a— VIZBEEM T b7 =) =12, —BORERNZRTH D
MAC 7 RL ARD < Ly 1 DUNETTFHED MAC 7 FLARREND L) IC KFHL o —
Rz, 22—V E M A RE /2 R & 1 £ 7,

::m;z%~v774w®MMN:®AH:—w%@@&#:&@im&~5y%@%

=RV FT— R TRy a VBHEDAT — X A2 MR+ HEREZXETHFIE, Z D API
A= VRITRICKRSNDT —F OH v T ON T L £,

Cisco Identity Services Engine APl Y VY —ZX 2x U 77 LV AHA KN
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AuthStatus API Z—/U{Z X U IRORREFENRT A —F ZRETEZH L1270 FT,

#3-2

R FRE SN 72 MAC 7 R L A ICBEAHT S NZRFEAT — X A L a— ROMmEE L SN
RITENIPEEEHRELE T, 22— RREAREREDOA ZhEFHIL 1 ~ 864000 £ (10 H) T
T OMOMEEAN LESESIZ. T 740 MO 10 BEEFEELET,

La—R:MACT RLRAZ ITHRETAEya vl a— FEEERELET, 2—FRN
REFRERMEOENEIIL 1 ~500 La— FTH, 02 AN LEBEIX. T 740 FERED
200 L a— R&EHTELET,

~
()

HFB IOV a— R RXIZ2A—=2OWFIZEO0ZRET HE .20 API 2 — /LT f{E
SN MAC 7 RLRICEEMIT O TWARTTORILEEYy a3y La— RoLy
RLET,

T I E va— FORBMEEZAE L7 URL O—E B0 277 LET,
https://10.10.10.10/admin/API/mnt/AuthStatus/MACAddress/01:23:45:67:89:98/900000/2/All
JEE : AuthStatus APT 2 — /L2l L TRRFEAT — 4 ADRK CIHENTZRBIEAT —F AD
T NORMEAETERLET ADRMEIZ T 7 4L B AL E I

user_name+acs_timestamp C9 (AuthStatus A ¥ —~ @i (AcctStatus API D /7 A F—~
(3-13 =) &),

- T0IZANITDHE 32 CEREINZEEDRREINET, INHIEFHNDAF—~D
restAuthStatus D& 7 > 3 VICEE SN TV ET,

- TAIZANTDE EVFELVEEE Yy FARENET, ThEEHAAF—<D
fulRESTAuthStatus Dt 7 & 3 AR SN TWET,

— user_name+acs_timestamp D A ¥ — <RIV TWAIEEZ AT D . ZN6DORBMTET
2N S FUE T, user_name JEME & acs_timestamp JEPEIL, 7] A % — = restAuthStatus D&
7 va TR ENTNET,

RAFR T — XX 7 — /LD EHE

Btk

B

name="passed” ¥ 721
name=""failed”

FAEA T —H ZADFER:
e /X Z (Passed)
o KB U L7z (Failed)

name="user_name”

24

name="nas_ip_address”

F NT—27 I EATFTARLAZADIPT RLAARA N

name="nas_ipv6_address”

X NT—27 TURAFNLADIPV6 T KL AIKRA N

name="failure_reason”

v va VERREIC R L 72 RIA

name="calling_station_id”

V—ZAIP7 KL A

name=""nas_port”

X NU—27 T 7 EA H—r8 R—k

name="identity_group”

BET 22— LARA NTHEEINImEI V—T

s

name="network_device_name’

Fv T —27 FRA ZADLTH]

name="acs_server”

CiscoISE 7 7T A 7 v A DL T

name="eap_authentication”

PRREERICAE AT D HEERERET 1 b 2L (BEAP)

name="framed_ip_address”

FrED—PITRESNTZT FL2&
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#3-2

AR 7 — K X 7— TN DFEIE B &)

B

B!

name="framed_ipv6_address”

FEEDL—PICHESNLT FLA

network_device_groups”

BET Ry U —2 T AT SN D7 V—7

name="access_service”

TNV r— g T IR —ER

name="acs_timestamp”

Cisco ISE AL ERICEHEf T b=z d A b AX T

name="authentication_method”

WRE TN s D T ZEE L £T

name="execution_steps”

FEROME Pz e 7R SN ERZE A vE—T D A
rt—Y a—FDU R K

name="radius_response”

RADIUS & D # A 7 (4] : VLAN, ACL)

name="audit_session_id”

HiFt v a DO ID

name="nas_identifier”

BED) Y —AEEMTONTWDE Ry NU—F T 7R
H#— /3 (NAS)

name="nas_port_id”

i &5 NAS "— + ID

il

name="nac_policy_compliance’

RAF ¥ AT —H A %R UE4 (MEILE 72 1 X IEUENL)

name="selected_azn_profiles”

SERICERH SN2 T e 7 s A LV ERELET

name="service_type”

TL—A K a—HERLET

name="eap_tunnel”

EAP GEREICfE S 41D b oL E7idsbm A

name="message_code”

MBS N EROFEREERTHIEEA v E—TD ID

name="destination_ip_address”

TP T RLAEZETELET

AuthStatus APl D} /] A % —=

DY TN AF—~< T 7 A )VE, Z—7% > b Cisco Monitoring ISE / — R TOfRE S izt v
g U ~DEEH O AuthStatus API =2 — /LD H )T,

<?xml version="1.0"
<xs:schema version="1.0"

<xs:element name="authStatusOutputList"

encoding="UTF-8"
xmlns:xs="http://www.w3.0rg/2001/XMLSchema">

standalone="yes"?>

type="fullRESTAuthStatusOutputList" />

<xs:complexType name="fullRESTAuthStatusOutputList">

<Xs:sequence>

<xs:element name="authStatusList" type="fullRESTAuthStatusList" minOccurs="0"

maxOccurs="unbounded" />
</xs:sequence>
</xs:complexType>

<xs:complexType name="fullRESTAuthStatusList">

<Xs:sequence>

<xs:element name="authStatusElements" type="fullRESTAuthStatus" minOccurs="0"

maxOccurs="unbounded" />
</xs:sequence>

<xs:attribute name="key" type="xs:string"/>

</xs:complexType>

<xs:complexType name="fullRESTAuthStatus">

<xs:complexContent>

<xs:extension base="restAuthStatus">

<Xs:sequence>
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type="xs:dateTime" minOccurs="0"/>
type="xs:string" minOccurs="0"/>

type="xs:string" minOccurs="0"/>
type="xs:string" minOccurs="0"/>

type="xs:string" minOccurs="0"/>
type="xs:string" minOccurs="0"/>
type="xs:string" minOccurs="0"/>
type="xs:string" minOccurs="0"/>

<xs:element name="id" type="xs:long" minOccurs="0"/>
<xs:element name="acsview_timestamp"

<xs:element name="acs_session_id"

<xs:element name="service_selection_policy"
<xs:element name="authorization_policy"

<xs:element name="identity_store"

<xs:element name="response"

<xs:element name="cts_security_group"

<xs:element name="use_case"

<xs:element name="cisco_av_pair"

<xs:element name="ad_domain"

<xs:element name="acs_username"

<xs:element name="radius_username"

<xs:element name="nac_role"

<xs:element name="nac_username"

<xs:element name="nac_posture_token"

<xs:element name="nac_radius_is_user_auth"
<xs:element name="selected_posture_server"
<xs:element name="selected_identity_ store"
<xs:element name="authentication_identity_store"

minOccurs="0"/>

<xs:element name="azn_exp_pol_matched_rule"

<xs:element name="ext_pol_server_matched_rule"

<xs:element name="grp_mapping_pol_matched_rule"

<xs:element name="identity_policy_matched_rule"

<xs:element name="nas_port_type"

<xs:element name="query_identity_stores"

<xs:element name="sel_exp_azn_profiles"

<xs:element name="selected_qguery_identity_ stores"
minOccurs="0"/>

<xs:element name="tunnel_details"

<xs:element name="cisco_h323_attributes"

<xs:element name="cisco_ssg_attributes"

<xs:element name="other_attributes"

<xs:element name="response_time"

<xs:element name="nad_failure" type="xs:anyType"

</xs:sequence>
</xs:extension>
</xs:complexContent>
</xs:complexType>
<xs:complexType name="restAuthStatus">
<XS:sequence>

<xs:element name="passed" type="xs:anyType"
<xs:element name="failed" type="xs:anyType"
<xs:element name="user_name"

<xs:element name="nas_ip_address"
<xs:element name="failure_reason"
<xs:element name="calling_station_id"
<xs:element name="nas_port"

<xs:element name="identity_group"
<xs:element name="network_device_name"
<xs:element name="acs_server"

<xs:element name="eap_authentication"
<xs:element name="framed_ip_address"
<xs:element name="network_device_groups"
<xs:element name="access_service"
<xs:element name="acs_timestamp"
<xs:element name="authentication_method"
<xs:element name="execution_steps"
<xs:element name="radius_response"
<xs:element name="audit_session_id"
<xs:element name="nas_identifier"
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type="xs:string" minOccurs="0"/>
type="xs:string" minOccurs="0"/>
type="xs:string" minOccurs="0"/>
type="xs:string" minOccurs="0"/>
type="xs:string" minOccurs="0"/>
type="xs:string" minOccurs="0"/>
type="xs:string" minOccurs="0"/>

type="xs:string" minOccurs="0"/>
type="xs:string" minOccurs="0"/>
type="xs:string" minOccurs="0"/>
type="xs:string"

type="xs:string" minOccurs="0"/>

type="xs:string" minOccurs="0"/>
type="xs:string" minOccurs="0"/>
type="xs:string" minOccurs="0"/>

type="xs:string" minOccurs="0"/>

type="xs:string" minOccurs="0"/>
type="xs:string" minOccurs="0"/>
type="xs:string"

type="xs:string" minOccurs="0"/>

type="xs:string" minOccurs="0"/>
type="xs:string" minOccurs="0"/>

type="xs:string" minOccurs="0"/>
type="xs:long" minOccurs="0"/>

minOccurs="0"/>

minOccurs="0"/>
minOccurs="0"/>

type="xs:string" minOccurs="0"/>
type="xs:string" minOccurs="0"/>
type="xs:string" minOccurs="0"/>
type="xs:string" minOccurs="0"/>
type="xs:string" minOccurs="0"/>
type="xs:string" minOccurs="0"/>
type="xs:string" minOccurs="0"/>
type="xs:string" minOccurs="0"/>
type="xs:string" minOccurs="0"/>
type="xs:string" minOccurs="0"/>
type="xs:string" minOccurs="0"/>
type="xs:string" minOccurs="0"/>
type="xs:dateTime" minOccurs="0"/>
type="xs:string" minOccurs="0"/>
type="xs:string" minOccurs="0"/>
type="xs:string" minOccurs="0"/>
type="xs:string" minOccurs="0"/>
type="xs:string" minOccurs="0"/>
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<xs:element name="nas_port_id" type="xs:string" minOccurs="0"/>
<xs:element name="nac_policy_compliance" type="xXs:string" minOccurs="0"/>
<xs:element name="selected_azn_profiles" type="xs:string" minOccurs="0"/>
<xs:element name="service_type" type="xs:string" minOccurs="0"/>
<xs:element name="eap_tunnel" type="xs:string" minOccurs="0"/>
<xs:element name="message_code" type="xs:string" minOccurs="0"/>
<xs:element name="destination_ip_address" type="xs:string" minOccurs="0"/>
</xs:sequence>
</xs:complexType>

<xs:element name="nas_ipv6_address" type="xs:string"/>
<xs:complexType name="framed_ipv6_address_list">
<xs:sequence minOccurs="0" maxOccurs="8"><xs:element name="ipv6_address"
type="xs:string" />
</xs:sequence>
</xs:complexType>
<xs:element name="framed_ ipv6_address" type="framed_ ipv6_address_list" minOccurs="1"
maxOccurs="1"/>
</xs:schema>

AuthStatus APl = —/ )LV OFEOYH L

ZF 971 CiscolSEURL 27 7 UH DT KL A N—=Z AN LET (7= & 21F https://<ise hostname or ip
address>/admin/) .

A7y 72 a—HHE CiscolSE DIt > 87 v 7 THRIER L ORE LI KCF &/ CFR KBS 5
NAT—=REANDLET,

27973 [vrA 2 (Login)] %7 Vv 73250 Enter ZH L £,
77 A R LTIZSalE (v 7 A RO RTE (Problem logging in?) ] A7 v 7 2 124> TL 72
W,
7= & 21X AR A M4 A acmel23 @ Cisco Monitoring ISE / — RIZRHIZE 74 T D546, 2
J—=FROURL 7 RLABRD LS IR RESNET,
https://acmel23/admin/LoginAction.do#pageld=com_cisco_xmp_web_page_tmpdash

2597 4 [jadmin/] 2 > R—F > k% API 2—/L D 3 > 7R —% > b (Jadmin/API/mnt/<specific-api-call>/
MACAddress/<macaddress>/<seconds>/<numberofrecordspermacaddress>/All) |Z (& X #i 2 T, & —
7> b /J—=FDOURL T FLA 7 ¢ —/b FIZ AuthStatus API = —/L &z A LET,

https://acmel23/admin/API/mnt/AuthStatus/MACAddress/00:50:56:10:13:02/120/100/
All

~

() REST APl 22— /LI RCF L /NCFAE KB L E T, APL = — /LT O Tmnt) O A 1L,
Cisco Monitoring ISE / — R&# L £,

27y 7 5 Enter ¥— %L TAPI =2—VE2RITLET,

BEIEE
o T=XVULT J— ROMER(A-2 =)
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AuthStatus APl = — /L ZHIRENB YV T —H

WIZ, % —7%" >~ b Cisco Monitoring ISE / — KT AuthStatus API = —/LZ O~ & Z (TR S 4L
HT—HERLET,

This XML file does not appear to have any style information associated with it. The
document tree is shown below.

<authStatusOutputList>

<authStatusList key="00:0C:29:46:F3:B8"><authStatusElements>

<passed xsi:type="xs:boolean">true</passed>

<failed xsi:type="xs:boolean">false</failed>
<user_name>suser’/7</user_name>
<nas_ip_address>10.77.152.209</nas_ip_address>
<nas_1ipv6_address>2001:cdba: :3257:9652</nas_ipv6_address>
<calling_station_id>00:0C:29:46:F3:B8</calling_station_id>
<identity_group>User Identity Groups:Guest</identity_group>
<acs_server>guest-240</acs_server>
<acs_timestamp>2012-10-05T10:50:56.515%Z</acs_timestamp>
<execution_steps>5231</execution_steps>
<message_code>5231</message_code>

<1d>1349422277270561</1d>
<acsview_timestamp>2012-10-05T10:50:56.517Z</acsview_timestamp>
<identity_ store>Internal Users</identity_store>
<response_time>146</response_time>
<other_attributes>ConfigVersionId=81, EndPointMACAddress=00-0C-29-46-F3-B8, PortalName=Defau
ltGuestPortal,
CPMSessionID=0A4D98D1000001F26F0C04D9,CiscoAVPair=</other_attributes>
</authStatusElements>

<authStatusElements>

<passed xsi:type="xs:boolean">true</passed>

<failed xsi:type="xs:boolean">false</failed>
<user_name>00:0C:29:46:F3:B8</user_name>
<nas_ip_address>10.77.152.209</nas_ip_address>
<nas_1ipv6_address>2001:cdba: :3257:9652</nas_ipv6_address>
<framed_ipv6_address>
<ipv6_address>2001:cdba:0000:0000:0000:0000:3257:9652</ipv6_address>
<ipv6_address> 2001:cdba:0:0:0:0:3257:9652</1ipv6_address>
<ipv6_address>2001:cdba: :3257:9652</ipv6_address>
</framed_ipv6_address>

<calling station_id>00:0C:29:46:F3:B8</calling_station_id>
<identity_ group>Guest_IDG</identity_ group>
<network_device_name>switch</network_device_name>
<acs_server>guest-240</acs_server>
<authentication_method>mab</authentication_method>
<authentication_protocol>Lookup</authentication_protocol>
<acs_timestamp>2012-10-05T10:49:47.915Z</acs_timestamp>
<execution_steps>11001,11017,11027,15049,15008,15048,15048,15004,15041,15006,15013,24209,2
421

1,22037,15036,15048,15004,15016,11022,11002</execution_steps>
<response>{UserName

=00:0C:29:46:F3:B8; User-Name=00-0C-29-46-F3-B§;
State=ReauthSession:0A4D98D1000001F26F0C04D9;
Class=CACS:0A4D98D1000001F26F0C04D9:guest-240/138796808/76;
Termination-Action=RADIUS-Request; Tunnel-Type=(tag=1) VLAN;
Tunnel-Medium-Type=(tag=1) 802; Tunnel-Private-Group-ID=(tag=1l) 2;
cisco-av-pair=url-redirect-acl=ACL-WEBAUTH-REDIRECT;
cisco-av-pair=url-redirect=https://guest-240.cisco.com:8443/guestportal/gateway?
sessionId=0A4D98D1000001F26F0C04D9%&action=cwa;
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cisco-av-pair=ACS:CiscoSecure-Defined-ACL=#ACSACL#-IP-pre-posture-506e980a;
cisco-av-pair=profile-name=WindowsXP-Workstation; }</response
><audit_session_id>0A4D98D1000001F26F0C04D9</audit_session_id><nas_po
rt_id>GigabitEthernetl/0/17</nas_port_id><posture_status>Pending</posture_status>
<selected_azn_profiles>CWA_Redirect</selected_azn_profiles>

<service_type>Call Check</service_type>

<message_code>5200</message_code>
<nac_policy_compliance>Pending</nac_policy_compliance>

<1d>1349422277270556</1d>
<acsview_timestamp>2012-10-05T10:49:47.915%Z</acsview_timestamp>
<identity_store>Internal Endpoints</identity_store>
<response_time>13</response_time>
<other_attributes>ConfigVersionId=81,DestinationPort=1812, Protocol=Radius,AuthorizationPol
icyMatchedRule=CWA_Redirect,

NAS-Port=50117, Framed-MTU=1500, NAS-Port-Type=Ethernet, EAP-Key-N

ame=, cisco-nas-port=GigabitEthernetl/0/17,AcsSessionID=guest-240/138796808/76,Us
eCase=Host Lookup, SelectedAuthenticationIdentityStores=Internal

Endpoints, ServiceSelectionMatchedRule=MAB, IdentityPolicyMatchedRule=Default, CPMS
essionID=0A4D98D1000001F26F0C04D9, EndPointMACAddress=00-0C-29-46-F3-B8, EndPointM
atchedProfile=WindowsXP-Workstation, ISEPolicySetName=Default,HostIdentityGroup=E
ndpoint Identity Groups:Guest_IDG,Device Type=Device Type#All Device

Types, Location=Location#All Locations,Device IP
Address=10.77.152.209,Called-Station-ID=00:24:F7:73:9A:91,CiscoAVPair=audit-sess
ion-1d=0A4D98D1000001F26F0C04D9</other_attributes>

</authStatusElements>

</authStatusList>

</authStatusOutputList>

T b AT —HF APl 2—)V

B —Fy N )= ROBRHOTF AL ABIRNE Yy a7y MEBEZREBTH7-DIC
AcctStatus API = — L& CEX £, 2 2 TIE . AF—~ 77 A LOH B, Z D APl =2 — /L %
MO T Z LI LD EFOT AL ABLNE Yy v a UEROEREZEET S FIE, Z D API
= VRITRIZIREND T —% O T A2 DWW TCHAA L $£ 97, AcctStatus API =2 — /L2 5k D |
RERIBEHE N T A —H ZRETEH L D10 £,

o HIM:FETE SN/ MAC 7 RV RICHEEMTONTZRHIT T I T bOTNA X La— ROk

REPENFITSIN IR EZ TR L FE T, 22— 25 E ATRER MO A Zh#FHIX 1 ~ 432000 B

5 8) T wRIZHEZ R LET,

- 2400 (40 43) D2 AT L7238 1E 0825 40 S RNCE A ATREZR 8 E MAC 7 KL A D
BT FDTFARAL A La— R RRYLETHILIZEE2EKRLET,

- OB EAND LIZGEIE. T 740 PO 15 75900 ) 248 E L4, 2. 2D
RPN I ATREZR 8 E MAC 7 RL ZAD|RFT I FDOFIRA A L a— RN SLE
ThHHZ EEBEWRLET,

AcctList API = —/)L{Z APIHH A E LT IRDOT T b AT —H ADT —H 7 ¢ —)L KZ&#ft
LET(E332H8M),

#3-3 T T o AT —=FADT—F T —IL N

F—H T 4=V F =54 B

MAC 7 KL A (MAC address) |27 A7 FOMACT RL &
BEgY v g 1D Mty g ID
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#3-3 FHDET 4 T AT —=FRADT =L T =/ FFEE)
F—H T 4= K Bl

Packets in Z5 LTy oA
Packets out EE LTy FOAFHK
Bytes in ZAF Lie A FOEEHK
Bytes out BIE L7z A FOGFEHK
Session time HEOY® v a oMM

AcctStatus APl D H /) XA % —~

DY TN AFx—~< T 7 A VE, Z—7% > b Cisco Monitoring ISE / — R TOfEE S izt v
va U ~DEFEH% D, AcctStatus APT =2 — LD H T3,

<?xml version="1.0" encoding="UTF-8" standalone="yes"?>
<xs:schema version="1.0" xmlns:xs="http://www.w3.0rg/2001/XMLSchema">

<xs:element name="acctStatusOutputList" type="restAcctStatusOutputList"/>

<xs:complexType name="restAcctStatusOutputList">
<XS:sequence>
<xs:element name="acctStatusList" type="restAcctStatusList" minOccurs="0"
maxOccurs="unbounded" />
</xs:sequence>
</xs:complexType>

<xs:complexType name="restAcctStatusList">
<xS:sequence>
<xs:element name="acctStatusElements" type="restAcctStatus" minOccurs="0"
maxOccurs="unbounded" />
</xs:sequence>
<xs:attribute name="macAddress" type="xs:string"/>
<xs:attribute name="username" type="xs:string"/>
</xs:complexType>

<xs:complexType name="restAcctStatus">
<xXS:sequence>
<xs:element name="calling station_id" type="xs:string" minOccurs="0"/>
<xs:element name="audit_session_id" type="xs:string" minOccurs="0"/>
<xs:element name="paks_in" type="xs:long" minOccurs="0"/>
<xs:element name="paks_out" type="xs:long" minOccurs="0"/>
<xs:element name="bytes_in" type="xs:long" minOccurs="0"/>
<xs:element name="bytes_out" type="xs:long" minOccurs="0"/>
<xs:element name="session_time" type="xs:long" minOccurs="0"/>
<xs:element name="username" type="xs:string" minOccurs="0"/>
<xs:element name="server" type="xs:string" minOccurs="0"/>
</xs:sequence>
</xs:complexType>
</xs:schema>
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AcctStatus APl = — /VOFEONH L

AT v/

AT T 2

A7 o7 3

AT v 4

AT/ b

CiscoISEURL 27 Z U DT KL A N—IZ AN LET (F2 & 21F hetps://<ise hostname or ip
address>/admin/) .

2 —H4 & CiscoISE DI > 87 v 7 THREBIORE LKL F E/NTFRRE S5
INAT—REANNTLET,

(2274 (Login)] 27 VU v 732 Enter & L £,

07 A R RBL TSGR 7 7 A RO (Problem logging in?)] A7 v 7" 2 ITE-> TL 72
é b \O

7o & ZIE AR A M4 208 acmel23 @ Cisco Monitoring ISE / — RIZiAIZ 0 74 T 554,20
J—FOURL 7T FLABNKD L HIICEREINET,
https://acmel23/admin/LoginAction.do#pageId=com_cisco_xmp_web_page_tmpdash

[Jadmin/| 2 > R —F > b % APl 2 —/L® 2 > 7R — % > b (Jadmin/API/mnt/<specific-api-call>/
MACAddress/<macaddress>/<durationofcurrenttime>) |Z{E &z T . X —4 v ~ /— KD URL 7
FL A 7 4 —/L FIZ AcctStatus APl =— /&2 AT LE T,

https://acmel23/admin/API/mnt/AcctStatus/MACAddress/00:26:82:7B:D2:51/1200

~

B b0 a—E KXFNLFEXT D720 2 —% > h J— RO URL 7 KL A
74—V RIZIEEIZA APl 2 — V&2 AT HMERH Y F9,APL = — /LELHI T O I'mnt
Df#F 1%, Cisco Monitoring ISE / — F&F L £ 7,

Enter s — %L C APl = — V& FIT L £,

REEHIE B
o T=XVULY J— ROMHERA-2 =)

AcctStatus APl =— /L LIRENDY VT —H

Wiz, % —7%" > I Cisco Monitoring ISE / — R T AcctStatus API 2= — /LA O & ZITIRS T
L7 —2%RLET,

This XML file does not appear to have any style information associated with it. The
document tree is shown below.

<acctStatusOutputList>

<acctStatusList macAddress="00:25:9C:A3:7D:48">
<acctStatusElements>
<calling_station_id>00:25:9C:A3:7D:48</calling_station_id>
<audit_session_id>0acb6b0b0000000B4D0CODBD</audit_session_id>
<paks_in>0</paks_in>

<paks_out>0</paks_out>

<bytes_in>0</bytes_in>

<bytes_out>0</bytes_out>
<session_time>240243</session_time>
<server>HAREESH-R6-1-PDPl</server>

</acctStatusElements>

</acctStatusList>

</acctStatusOutputList>
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Z MO ETIX, Cisco Identity Services Engine D Z DY U — A THHR— K I TWHROME % DFET
ZEH (CoA)REST APL = — /L DEANEIZ DWW THI 2 HIF 7R3 BEi L £,

IXC®IZ

CoA API = — /L%, Cisco ISE H A CTHE S 1172 Cisco Monitoring ISE / — K& v 3 3 VIZFERE=
~URBLWEy v VUi e RERET L EEAREE L £77,

S T —

CoOAzv a EHAPI 2—)L
CoA v v a VB APl 2 — L2 KV (Cisco ISE HAIZEWT, % —7% v b Cisco Monitoring
ISE / — ROIEEE vy v a VICHBIEa~y RBXWWIla~ > FERETE LI L £ T,
o v g HEREE(Reauth)
o v g YW (Disconnect)

v g VEEGEAPI =2 —L

Y a VEREEE APL 2 — LR DX A T ERER L ET,
e REAUTH_TYPE_DEFAULT =0
e REAUTH_TYPE_LAST =1
e REAUTH_TYPE_RERUN =2

Reauth APl D /] A ¥ —=

OV TN AFx—< T 7 A NE, Z—% > b Cisco Monitoring ISE / — R TIEE v 3~
D %{F % D Reauth API 22—/ LD H 71T,

<?xml version="1.0" encoding="UTF-8" standalone="yes"?>
<xs:schema version="1.0" xmlns:xs="http://www.w3.0rg/2001/XMLSchema">
<xs:element name="remoteCoA" type="coAResult"/>
<xs:complexType name="coAResult">
<XS:sequence>
<xs:element name="results" type="xs:boolean" minOccurs="0"/>
</xs:sequence>
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<xs:attribute name="requestType" type="xs:string"/>
</xs:complexType>
</xs:schema>

Reauth APl = — /L DEERH L

AT v/

AT T 2

A7 o7 3

27 v/ 4

AT 9T 5

CiscoISEURL 27 Z U DT KL A N—IZ AN LET (72 & 21F hetps://<ise hostname or ip
address>/admin/) .

2 —H4 & CiscoISE DI~ 87 v 7 THREBIORE LKL F E/NXFRRE S5
INAT—REANNTLET,

(2274 (Login)] 27 U v 2732 Enter Z L £,

72L& 21T AR A N4 acmel23 @ Cisco Monitoring ISE / — FIZHRANIR 7 A T 555,20
J—ROURL 7 RLABRKRD LR RINET,
https://acmel23/admin/LoginAction.do#fpageld=com_cisco_xmp_web_page_tmpdash

[Jadmin/| 2 > R —F > b % APl 22—/ /L 2 >R —F > b (Jadmin/API/mnt/CoA/
<specific-api-call>/<macaddress>/<reauthtype>) [ZE & #1 2 C. ¥ —% >~ /—FK® URL 7 KL
A 7 4 —/L RIZ Reauth API =— /L& AJJ L £7,

https://acmel23/admin/API/mnt/CoA/Reauth/serverl12/00:26:82:7B:D2:51/1
>
B b0 a—E KT FERNT 5720 . #—7 v 8 J—ROURLT R X

74—V RICHEEIZA APL 2 — V& AT 50 ERH Y £97, APL 22— /LA TO Mmnt
D Afi L. Cisco Monitoring ISE / — RZER L 7,

Enter ¥ —Z# LT APl = — /L& RITLET,

REEIEH
o T=HXULY ) — ROWERA-2 =)

Reauth APl = — A LIRS NAY VIV F—X

Wiz, % —7%" > I Cisco Monitoring ISE / — K T Reauth API 2 — /L ZFONHT & 2RSS
T—HERLET . ZOavy RO LML RO 2 FEHOFENEINET,

o [TruellTa~y RBREFICETINT-ZEEZRLET,
o [False [T (EFFERFEMHICLD)a~r RREITEINRNST-Z E2ERLE T,

This XML file does not appear to have any style information associated with it. The
document tree is shown below.

<remoteCoA requestType="reauth">
<results>true</results>
</remoteCoA>
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CoAtyarBEAPl=—1 M

v g UK APl =2 —L

v g VYW APT 2 — UIX IROBEFIRIEOR— T 7 a v 24 FEER L £,
e DYNAMIC_AUTHZ_PORT_DEFAULT = 0
e DYNAMIC_AUTHZ_PORT_BOUNCE = 1
e DYNAMIC_AUTHZ_PORT_SHUTDOWN = 2

Disconnect APl D} /) X F%—~

OV TN AFX—< T 7 A NE, Z—% > b Cisco Monitoring ISE / — R TIEE v 3~
D E{E1% @ Disconnect API = — /LD H )T,

<?xml version="1.0" encoding="UTF-8" standalone="yes"?>
<xs:schema version="1.0" xmlns:xs="http://www.w3.0rg/2001/XMLSchema">

<xs:element name="remoteCoA" type="coAResult"/>

<xs:complexType name="coAResult">
<xS:sequence>
<xs:element name="results" type="xs:boolean" minOccurs="0"/>
</xs:sequence>
<xs:attribute name="requestType" type="xs:string"/>
</xs:complexType>
</xs:schema>

Disconnect APl == — /L DFEOH, L

27971 CiscolSEURL 27 7 ¥ DT KL A NR—IZ AN LET (72 & 213 hitps://<ise hostname or ip
address>/admin/) .

27y 2 2—HHE CiscolSE DIt > N7 v 7 THRER LORE LIz KT L/ UFRRBIE D
AT —REANLET,

Z2Fv7F 3 [vl A (Login)]l %7 U273 55 Enter L £ 7,
72L& 21T AR A R4 DS acmel23 @ Cisco Monitoring ISE / — RIZHKRANIR 7 A T B85, 20
J—RDOURL 7 RLABRKRD LR RINET,
https://acmel23/admin/LoginAction.do#fpageIld=com_cisco_xmp_web_page_tmpdash

25 v/ 4 Tladmin/] 2 >R —F > % APl 2—/L D 2 7R —3% > b (/admin/API/mnt/CoA/<Disconnect>/
<serverhostname>/<macaddress>/<portoptiontype>/<nasipaddress>/<destinationipaddress>) {2 & X &
2T #—%vhh /—KOURLT KL A 7 ¢—/L KT Disconnect APT 2— /L% AJj L E 7,

https://acmel23/admin/API/mnt/CoA/Disconnect/serverl12/00:26:82:7B:D2:51/2/10.10.
10.10/192.168.1.1

~

@) CABOI— R KT INLFEKRT B0, 4 —4 >y b /— KD URL 7 KL=
T4 —)L NICHEEIZE API 2 — L2 AT H50ERH Y £, API 22— LHHITO 'mnt)
DAfi L, Cisco Monitoring ISE / — R&ZER L 7,

2597 5 Enter ¥—% ML TAPI = — V& RITLET,

Cisco Identity Services Engine APl Y V —2X2x V77 LV RAHA N



%4FE FEAEERESTAPI |

W coAtyi = BEAPIa—

REEHIE B
o T=HXYLY ) — ROWERA-2 =)

Disconnect APl = — /LN HIRINB I N T —F

Wiz, % —7% > I Cisco Monitoring ISE / — K T Disconnect API = — /L Z N HT & S (ZIRE N
L7 —HERLET, ZOavy RO LG RO 2 FEOKRD IS NET,

o [True/iZ=a~ > RBREFIZFEITENZ L 2R LET,

o TRalse 1T(SESEREMICLY)a~y FRFITENR -T2 L2 E%RLET,

This XML file does not appear to have any style information associated with it. The
document tree is shown below.

<remoteCoA requestType="reauth">
<results>true</results>
</remoteCoA>

Cisco Identity Services Engine APl Y VY —ZX 2x U 77 LV AHA KN
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CHAPTER 5

ERS APl DHEE

S48 RESTRul H-— &2 APl 22— /L % 95 7= h DR

ESUe

M5 RESTful — B A2 API 22— V& FEQN RN RO BIHESRM 2R T8 ERH Y £,

GUI 7> 54848 RESTful —E 2% A 21— /WIZ L TR SLERNH Y 7,
S RESTful H— B 2 D& FEMETR S M T,

JAVA  curl Linux =~ > R Python 728 E®D REST 7 7 A4 7> hREDMD 7 4 7 M EMHAH L
T AN RESTful — B 2 APl 21— L&A RPN 2 & N TE £,

A% RESTul H-— £ % SDK

A RESTful 3-— B X SDK Z i LT B Y — /L OREE A2 B TE £, %k ® URL 7540
RESTful —E 2|27 7 & A2 T& £, https://<ISE-ADMIN-NODE> :9060/ers/sdk

&0 URL THMES RESTful — B AFRICT 7 AT 252 L b TEET,

https ://developer.cisco.com/docs/identity-services-engine/

A4 RESTful — B A SDK (21, 45 RESTful h— EAEH L —F DOLNT 7 B A TEET,
SDK (Z. RD =a v R —x > b THE S TWET,

IJA w7 V77 L AAPI~==2T /L

T _RCOFHATHEZ API B ED g 472 ) A k
Zoru— Ra[fER A% —~< 77 A )V

oy vna— RalfEl Java DYV )V T r— g v
cURL 27 U 7 MMER DAL A

python A 27 U 77 ME D AF H 1

Chrome POSTMAN O Jil J5 ¥

D API 2% SDK T T& £,

FEBET L — |k API
B L Wegatto 7 U 7 API
H~ U v 7 2 &L API
T RAA > b API
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%52 ERSAPI OEE |

B 5 RESTHul %— £ 2 SDK

o TV RFRA 2 hOFEHE API

o ZVRNRKRAYNTAT VT 4T 4 Z—T API
o FALuk—3 3 API

o ' Z K SMTP i@ A% API

e /A I SSID API

o J AN ZAT API

o A2 z— API

o Ky FARy b IR—H /L API

e IP-to-SGT ¥ v B> 7" API

e IP-to-SGT ¥ v V> 7 7' )L—7 API

e ISE #—t 2 1&E#H API

o TATVUT 4T 4 FN—T API

o TAT VT 4T 4 ¥— A API

o NIEB=— API

o VA F/NA A KR—%/)L API

o XA T 4T VTV AL TrT 7 AL API
o Xv hU—2 F,34 A API

o Xv hT—2 FNA R T L—T API

e /— NOFEAN API

e RADIUS —EZ2D%H 5 PSN / — KDFEAM
o HK—% /L API

o R—X)LDT—=< API

o Furirs AT a7y AL API

e SMS #—/% API

o SXP #fit API

o SXPu—h)L AT 47 API

e SXP VPN API

e X2 VUT 4 ZL—7 API

e tX=2UF ¢ /L —7 ACL(SGACL)API
o BILTRERR—Z L API

¢ ARVH— F—7 API

o ARVY— F—T X R— API

o AR H— K—H )L API

o ARVH— F A KR—%/L API
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| #5% ERSAPI OfE

41 RESTul %— £ 2 APl D3AER L 0kzm M

8 RESTHul -— X APl OFEFER L UKER

43 RESTful ¥-— ¥ &2 API X HTTPS 7' 2  22/L3 LUV REST HiEMICESWTE Y AR— b
9060 ZfEH L £,

S RESTful — B & API 1% EARRIEZ VR —F L TWETLRIETZ VT v v v Vit B 54k
SN ERANyE—D—EL o> TNET,

ISE B HLE 13 414 RESTful "— Y 2 API 2 L CIEEZ FEIT T D720 DEHEZ = —FI12E|
YTHMLEND Y 1,

A48 RESTful 9"— B A API(#/ A b API %< ) &4 A LT#@M’E%%ﬁ#é I IROEEE 7
L= DTN 22— Y ZE Y 24T Cisco ISE DN T — FZ X— X (NEE G = — V) IR
FEINTWBEIZ LT vy VIZR L CRREET A MERNH D 77,

o S5 RESTful #— B R4 H#H . 9= Td ERS APl ~® 7/ 7 7 & A (GET.POST.DELETE,
PUT), Z @ — X ERS API ER % {ERL. A A B0 EH . B L OHIRTE £9,

o HEERESTful —E A AL —X 5l BEHT 7+ X (GET B3RO L),

WBE I MERR S 70 A I /SR RESTul — B 2 APL 2 L THEA FIT L Lo 2 d5 L. =
T EEZE LET,
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%52 ERSAPI OEE |

W 50 RESTHul %— £ 2 APl ORISR L 07K
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Cisco ISE [EEHEH L AR— |

Z ORI . Cisco ISEEEFHH LR — MNMIT 7 EBRAT A7 HDFIEAL#2{E L F 3, Cisco ISE
FEEME L AR— ML EEHBOU 2 MRS NLET,

X C®IZ

Cisco ISE [EEFEH L AR — MI MRHCTE 2EFHB X TIZHAT 21E®R A #2492 Cisco ISE
A=W A F =T 2 A ADKFT 2 g TT APl ZfFT 2% Cisco ISE 7 = V) — il 425 &
Get Failure Reason Mapping = — /b J & L TCRSND ATV a v a2 F = v 7 T 555124
MTxxd,

Cisco ISE [EEHB LR — F &35 L CiscolSE V7 b7 =2 T7I2 X > TEFH I L7z Cisco
Monitoring ISE / — REMEICE AT HBEEBHOEY A MIT 7 BATEL L1080 4.k
DFMEIC LY ERINEFHAOY XA NERRELITWMETHZ N TEET FEEHB A
FRL,ZZIZT 7 & A9 HITIL, 565 Cisco Monitoring ISE / — K ® Cisco ISE — o > % —
T2 AR T AT HRERDY T . 0 X ZICET M VTR E=X ) T /) —
ROfER(1-2 X=) 2SR LTI EE 0,

EEHHORR

25 w71 [#FE (Operations) ] > [L AR — I (Reports) | > [F3AE D Z 4] (Authentication Summary)] L' 7R — h % &
WLET,

ZFv S 2 FEHF—=T gy x0T =4Y 7 (Monitoring) ] & BB L. [[EEIH =T ¢ & (Failure
Reason Editor) | %38 L £ 7,

25,3 BHEEINET 4 ZDOU A RS [EEMEB (Failure Reasons) ] Z#R L £ 97,
27y 4 WL TWHEFHBEZHBELET,
27975 [FITRun)] %27V v 7 LET,
FEEBHO U X MR MONSFVIZRRIIVET,
27w 76 AEBEOREFHMEZ 7V 7 LT H LY 4 FYTHEMLAR— F2ESLET,
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