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Firepower 9300 SM-56, SM-48, L UNSM-A40 DA LV AX L AEFEH LTI DDy T AX
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Cluster 1 :| Cluster 1

Chassis 2 | [1=ice= 2

C JTARLL AL RTOUA VAR ADERE : EX 2V T 4 EFV2a— /TP D
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YA —VETAEMEMT O LEAHRELEY, AL, KBEISLT, ALY 7 AZAIC
H72 % Firepower 9300 ¥ ¥ = U 7 £ ¥ 2 —/L ¥ A 7 % /=13 Firepower 4100 &7 /L D =1/
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TEEN,

4 Y S XA 1Y) 4 D Data Center Interconnect DH A 245
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IR T DR H D F 7,

# of cluster members per site , ,
X cluster control link size per member

2

AU ROENEY A N TR DS, HEICIIREWFOMEAEFEHA L £, DCIOFR/NHkE
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2 A FD2AUNRN—DE,

cARI27 T AH AN —

o KHA M1 A N—

o« AL N—5H720 10Gbps 7 7 A X HH Y > 7
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BEPSM-A40 EY 2 —/LIINA T XA FZE YT 4 R_T Z{ERTEET,

AT FTA AL AT, FEETHLY Y =270 7 7 A )VEWEENT 2 LENH
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VW& mtu-ignore A Y a U ARBER LZRWBR Y | OSPF BEHEBIRE T U » 7 DRI TN R
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T4 N Ray T EINDAEEENRHY FT,
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B SNTWAEA, filflllz=y NOAAL v FOBEJRNA 72D E, VDAL v FIT
Pt AT % EtherChannel [3EE) L £H A, HHPEL R 5728, stack-mac persistent
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(7 7 AZ Y > 7 FICEE & 72 BtherChannel & ZAUZE FNET) 1L, ThzE
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WMDY A O — N 2 A IZBETEZDL 0T 4 NV EEHIRTILERDY £,

¢« NIRRT LU FE—RTIE. 77 AZNHSRP L —Z I SN TWAEE, LV—&

D HSRPMAC 7 RV AZEHIMAC 7 RLAT—7 Y L LT, BigEL—XT

HSRP MEH & 5854, HSRPIP T RLA%ECD FT 7 4 v 7 [FHSRPMAC 7 KL A |Z
BEINETH, V= T 74 v VIEREDODN—Z DA U H—T 2 ADMACT R
LAMNBHSRP T TEEENET, LEN-T, MACT RL AT —7 ) LTi@% ., HSRP
IP7 RLA®D ARP 7—7 Vx> b U BHIREIAIZZ2 0 | 2% ARP ZRZ15(F L ULE A
ZELEGEICOREHINET, O ARP 7T —7 =2 hUIXT 7 4 /b kT 14400 1%
WCHARRBIALIZ 22 0 928, MAC T RLAT—7 x> b UIET 7 4/ kT 300 B I H#
[BEINIZ2 572, MACT RLAZT—7LOHIBYIN T 7 4 v 7 O Ra v 72kt
HI-DIZHHFIMAC 7 FL 2y h U SLBETF,

A% K EtherChannel Z{£fl L7=/V—FT v R E— R TlX, 14 FEADMACT FL 2%
HELET, OTVELIFFAKEOLOZFEHA L THA FERIZT —% VLAN ZHER L £,
7 —/N)VMACT RV ARSETD N7 7 4 v 7 5 DCLFRHE T O A MIEFE IRV X
ANZTBICIE, Z7ANVZEERTILERSY T, 7 T7AXB1 OOV A h TEEARRE
o2 E. NI 749 7MY A hDY TAK ) — RIZEFICEETEL LI

#ET 12 |}



wETNIZ |
B /5250954 r5q v enmEm

T ANEEBHIRTAMLENDY £, XA FI v I V=T 471, VA MEZ T REZN
WHEE AL D77 —A R Ry P L—F L L THETAHEAS I R— RS EEA,

ZOMDHA K514

c2=y NEBFOV FAZZBEBMLIZEER0, 2=y M2 Ur— RLEE X, —FY

W2, REMZ2 7y M Ka vy 7RRELET, ZIUIEEESRBY OEETT, HE
WX T, Fey 7 &Nl y MREERTERNS AN 7352 ER8b0ET, 2L X
X, FTP 86t FINACK /N7y b3 Ru vy 7 Ensd &, FIPZ A4 7 EBANV T LE
T, ZOLEIE. FTP #i 2 BT O LERH D £,

« AsX> R EtherChannel A % — 7 = A A|ZHzfE S 4172 Windows 2003 Server ZfEH L T\
D56, syslog —/NAR— kR X 7 LTz & T — PR ICMP =7 — X v & — 2 &2 il
Liane, ZHDICMP A vt —Y N7 FAXZERFESNDLZ LIV ETd, 2oL H7%
AyvE—=VIZLY, 7T ARZO—FHDa=y FTCPUMHERNES R N7+ —~<
ANBET LR H Y 3, ICMP =T — A v —U AT L2 HRE L ET,
 LEMERI-E A7, VSS. vPC. StackWise. F 7213 StackWise Virtual {2 EtherChannel
BT A L EHEREL I,

LR —VNTHE, RSV RTEY B KOOV v — Y X ) T BV AR
TR, MDOEXF 2V T 4 BTV 2=V EFATT LI LI TEERA, 7T AFANICT
RCOEF2YT 4 FEL2—NLEEOLIVLERNH Y FT,

« 85 SN TLS/SSLEER DA, A REBIZRM ST, it — T —ICEENEET S
L BESNTERN ) By havET, BTl =y h~OF LW 2 LT D % E
Db ET, HEIhTWWERw (B LAanwr— i —8) BIE8s%073, ELL
BRI ET,

FI4I bk

¢« VG RABDA VA F = FTHEBEIZ. T 7 4 R TENCR Y . A—L REEIZ3 M T,
FIZFNVIETHEH, TR_RTOA L H—T 2 A ATA L H—FR Y h ~VARAET=F Y TRE
7> TWET,

RIGLTer AR 7 D7 T A2 HEFESIIEEREIS, 5 4R CEEHIRICITS U
LEDITHRESNET,

R LTIET =4 A =T = 2D 7 T AZ AFBSIEREIL, 50% L. 2ITRESH
T CAFF T3 ERITShE T,

*HTTP F7 7 4 v 7 TlX, 5 WROERMEELEIEN T 7 4L E THIZ > TOET,
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zavrravars g zoemn |

AR R7RAVRET/INA ADEM

25 KT BRI A AR E A TR TEY T 4 2z y e LCHIITE &
Fo A TN TEY T OBRROFMIZ AT, Ao TS, T E Y7 1 T Dithl
(64~<—2) BBBLTL S0,

AR F7a> ASA DB

AH L RT B OET N, AT, HMEII NS TRA T8V T 0 XTCTEELET, #
Boex=2 VT FY 2— /L E# 7 5 Firepower 9300 Tix, 7 FAX E2FAX L KT mr v
TNRAADNT N ERHATEET, JI7AXEITRTOEY 22—V EFHATILERDH DT
W, 2L ZIE 2F V2=V I TRABLE DAL KT 0T, Zh ) ELMAHBEDED
ZEIETEERA,

Firepower4100/9300 > ¥ — 03/ —7 > RELII N T VAT LV R 77 A T U4 —/LE—
N ASA Z R TE £,

YNTF AT HANE— FOLEE, BOICGHEET A AR L TG, ASAT 7 U r— =
YTCRNTFT aArTHxRARN T REAENCTHMERDH Y £7,

1R BRI

e TRHET NN RMEHTHT TV r—va v A4 A—T % CiscocomMbH XU a— LT,
% DA A— % Firepower 4100/9300 > v — 3 [Z¥ 7> u— KL E T,

\}

(GE)  Firepower 9300 DA, BipDp T 7V r—ra 247 (ASA K
J N Threat Defense ) # 3 v — N 42 DFEY 22— )LIZA VA
= TEFET, JEOEY 2— 1L TlE, B2 =T33 007
TVr—va s A VAR AL T HFETTEET,

CFMEETNA ATHHTLEHA =T A AERELET, FHA L F—T = A AN
TCTT, ZOFHA I =T AL, V¥ —VOBEHOHMHIND v v — T EH
AR—=FEEUTIEHY £FEA (FXOS TiL, MGMT, management0 ® X 9 724 H THR RS
WET) .

s RDIEHREHBELET,
CIDTNAADA U H—T A A 1d
EHA LA —T 2 A AIPT RLRERXYy VU= RS

e = A IPT KL R

RET/NA R
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FIE

RFYT1 EX2UF 4 —E R E— REBEHBLET,
scope ssa

1 -

Firepower# scope ssa
Firepower /ssa #

ARTFYT2 TV Ir—ar A VAR ADA A= "= g VBB ELET,
a) fHREERA A—VEFRLET, AT HINN—Va v BEE2EZIHDET,

show app

51

Firepower /ssa # show app
Name Version Author Supported Deploy Types CSP Type Is
Default App

asa 9.9.1 cisco Native Application No
asa 9.10.1 cisco Native Application Yes
ftd 6.2.3 cisco Native Application Yes
ftd 6.3.0 cisco Native,Container Application Yes

b) EX2VT 4 EVa— NPy Zny MIHEHHEZRELET,
scope slot dot_ID
dot_id /%, Firepower 4100 D& L% (2 1. Firepower 9300 DAL 1, 2. £721%3 TT,
1 -

Firepower /ssa # scope slot 1
Firepower /ssa/slot #

o) TV r—vary A AU AEERLET,
enter app-instance asa device_name

Device nameld, 1 ~ 64 XFOFHTHETEET, ZOA VAKX U ADRBT A 2 %
BT B & &I, ZOT A ZRLEHHALET,

&1

Firepower /ssa/slot # enter app-instance asa ASAl
Firepower /ssa/slot/app-instance* #

d) ASAAA—UN—=U g ERIRLET,

set startup-version version

B #ETsqr
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1 :

Firepower /ssa/slot/app-instance* # set startup-version 9.10.1

e) Ay hE—FREKTLET,
exit

1 -

Firepower /ssa/slot/app-instance* # exit
Firepower /ssa/slot* #

f) T L Tssa®t— RiZLET,
exit

51 -

Firepower /ssa/slot* # exit
Firepower /ssa* #

1 -

Firepower /ssa # scope slot 1

Firepower /ssa/slot # enter app-instance asa ASAl

Firepower /ssa/slot/app-instance* # set startup-version 9.10.1
Firepower /ssa/slot/app-instance* # exit

Firepower /ssa/slot* # exit

Firepower /ssa* #

AT9 T3 RET AL AEERR L E T,
enter logical-device device_name asa dlot_id standalone
BNBML7=7 7V r—a v A v A% & LR Udevice nameZ (i L £,
£

Firepower /ssa # enter logical-device ASAl asa 1 standalone
Firepower /ssa/logical-device* #

ATV T BHALHE—T 2 A RET—HF A B —T oA ABHHT AL RZEID Y TES, KA X —
Tz A AR LT, PIEZEY KL ET,

create external-port-link name interface id asa
set description description
exit

e name : = O44 L Firepower 4100/9300 ¢ — 3 A—/S— A P2 Lo THEH SN E T,
THULASA ORETHAT DA v X —T = A AL TIEH Y THA,

e description : 7 L—X &SI HF (") THA, AX—2AZBIMLET,
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ATy T5

RETACZ |

BHA L H—T A A \Vk%vﬁﬁf%ﬁkiﬁﬁwi?<ﬁA®f%54V?*7I
A 2ZEBTHMNILTHEELET, ZHU2iE, IPT RFLADOERELEENET,

1 -

Firepower /ssa/logical-device* # create external-port-link inside Ethernetl/1l asa
Firepower /ssa/logical-device/external-port-link* # set description "inside link"
Firepower /ssa/logical-device/external-port-link* # exit

Firepower /ssa/logical-device* # create external-port-link management Ethernetl/7 asa
Firepower /ssa/logical-device/external-port-link* # set description "management link"
Firepower /ssa/logical-device/external-port-link* # exit

Firepower /ssa/logical-device* # create external-port-link outside Ethernetl/2 asa
Firepower /ssa/logical-device/external-port-link* # set description "external link"
Firepower /ssa/logical-device/external-port-link* # exit

BHT— M AT v ERERELET,

a)

b)

<)

T—RANT T F Tl NEfERRLET,
create mgmt-bootstrap asa

&1

Firepower /ssa/logical-device* # create mgmt-bootstrap asa
Firepower /ssa/logical-device/mgmt-bootstrap* #

T7AT U= E—R (=T y R FIX T AT LU b)) 2ELE
ﬂ—o

create bootstrap-key FIREWALL_MODE

set value {routed | transparent}

exit

N—T v RE—=RTIE, 71 AFIRy NT—=INOL—F Ky T LRI SnET,
TAVTETIRA VB =T oA RFE R LY TRy b EICHY 9, —FH, FT AR
TV N 7747 U4 —/E, [BumplInThe Wire] £721L (AT VA 77 AT 04—

V] DEIITHERETALA Y277 AT U4 —LTHY ., BEHINTZT A A~D)L—H
/—\1:‘)7D<E LT n:u;&éhjz'ﬁ-/\/

T AT AV E— RIIPHRERICOARELET, 7— MR N7 v 7 ORE % HiE
AT 28546, ZoOREIXMEHINLERTA,
1 :

Firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key FIREWALL MODE
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value routed
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* #

admin & A F—T )N RRAT— REHEELFT,
create bootstrap-key-secret PASSWORD

set value

B #ETsqr
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d)

z2avr7ovasanen [

EDANJJ : password

EDHERR : password

exit

1 -

FHRRE STV D ASA FHE 22— B LS 2 —T /L NAT— R/ A T — RO

RN D £, FXOS T 7 B AN TE D56, BHE 21— AU FaEhiz L &I
Uty hT&EET,

1 -

Firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key-secret PASSWORD
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # set value
Enter a value: floppylampshade

Confirm the value: floppylampshade

Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # exit
Firepower /ssa/logical-device/mgmt-bootstrap* #

IPv4 EBA B —T = A ADBREEATOETS
create ipv4 dot_id default

set ip ip_address mask network _mask

set gateway gateway address

exit

&1

Firepower /ssa/logical-device/mgmt-bootstrap* # create ipv4 1 default
Firepower /ssa/logical-device/mgmt-bootstrap/ipv4* # set ip 10.10.10.34 mask
255.255.255.0

Firepower /ssa/logical-device/mgmt-bootstrap/ipv4d* # set gateway 10.10.10.1
Firepower /ssa/logical-device/mgmt-bootstrap/ipvid* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* #

IPv6 HHA VX —T =2 A AERELET,
create ipv6 dot_id default

set ip ip_address prefix-length prefix

set gateway gateway address

exit

51 -

Firepower /ssa/logical-device/mgmt-bootstrap* # create ipvé6 1 default

Firepower /ssa/logical-device/mgmt-bootstrap/ipvé* # set ip 2001:0DB8:BA98::3210
prefix-length 64

Firepower /ssa/logical-device/mgmt-bootstrap/ipvée* # set gateway 2001:0DB8:BA98::3211
Firepower /ssa/logical-device/mgmt-bootstrap/ipvée* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* #

#ET 12 |}
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ATy IT1

) BHEHT—MANT T E—RERTLET,
exit

&1

Firepower /ssa/logical-device/mgmt-bootstrap* # exit
Firepower /ssa/logical-device* #

REERFELET,
commit-buffer

Yy —viE, BELLEY 7 MU T A=V arEFyra—RL, TS ar A VA
VAWLT = RA NGy TRELERA AT 2 A AREE T v 2T HIET, BT A
A%B AL ET, showapp-instance =~ REEH LT, BEOAT —X A %R LE T,
[Admin State (‘Z"¥RIRTE) ]72° [Enabled (%) ]C. [OperState] 25 [Online] D355, 77V 7r—
VaY A VAL CAFFATRTHY | EHTE HREIC/m o TOETS

% -

Firepower /ssa/logical-device* # commit-buffer

Firepower /ssa/logical-device # exit

Firepower /ssa # show app-instance

App Name Identifier Slot ID Admin State Oper State Running Version Startup
Version Deploy Type Profile Name Cluster State Cluster Role

asa asal 2 Disabled Not Installed 9.12.1
Native Not Applicable None
ftd ftdl 1 Enabled Online 6.4.0.49 6.4.0.49

Container Default-Small Not Applicable None

X2 VT4 R —OREEMET DL, TASAFREN A K] 28R LT IEEN,

1

Firepower# scope ssa

Firepower /ssa # scope slot 1

Firepower /ssa/slot # enter app-instance asa MyDevicel

Firepower /ssa/slot/app-instance* # set startup-version 9.10.1

Firepower /ssa/slot/app-instance* # exit

Firepower /ssa/slot* # exit

Firepower /ssa* # create logical-device MyDevicel asa 1 standalone

Firepower /ssa/logical-device* # create external-port-link inside Ethernetl/l asa
Firepower /ssa/logical-device/external-port-link* # set description "inside link"
Firepower /ssa/logical-device/external-port-link* # exit

Firepower /ssa/logical-device* # create external-port-link management Ethernetl/7 asa
Firepower /ssa/logical-device/external-port-link* # set description "management link"
Firepower /ssa/logical-device/external-port-link* # exit

Firepower /ssa/logical-device* # create external-port-link outside Ethernetl/2 asa
Firepower /ssa/logical-device/external-port-link* # set description "external link"
Firepower /ssa/logical-device/external-port-link* # exit

Firepower /ssa/logical-device* # create mgmt-bootstrap asa

B #ETsqr
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Firepower /ssa/logical-device/mgmt-bootstrap* # enter bootstrap-key FIREWALL MODE
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value transparent
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key-secret PASSWORD
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # set value

Enter a value: secretglassine

Confirm the value: secretglassine

Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* # create ipv4 1 default

Firepower /ssa/logical-device/mgmt-bootstrap/ipv4* # set gateway 10.0.0.1

Firepower /ssa/logical-device/mgmt-bootstrap/ipv4* # set ip 10.0.0.31 mask 255.255.255.0
Firepower /ssa/logical-device/mgmt-bootstrap/ipvé* # exit

Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # commit-buffer
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key #

Management Center D X 2 > 7 0 > Threat Defense MiEHN

AL RT 0y O T S A%, M E IS TRA TV T 0 AT CTEELEYT, ¥
Boexa VT 4EY 2— /L a7 5 Firepower 9300 TiX, 7 7 AX ET2 AL KT v
TNRAZADNWTNNERBTEET, 7 I7AXFITRTCOEY 22—V EFHTILERDH DT
O, 22X 2FVa— NI TRAALEE-DRAZ L RT TR 2% ) L MBEDED
ZEIITEEEA,

—HDEL 2= NV THEAT A TAVAZ L AEHA L, TOMOEY 22— Tar st A&
HURAEBFERTEET,

1R BHEIIZ

BT S, AERT AT TV r—2 g v f A=V % Ciscocom N H A7 ra—RKLT,
Z DA A— % Firepower 4100/9300 > v — ([ZX 7 —RKLET,

N

(GE)  Firepower 9300 DA, B 7 7V r—aZA47 (ASA B
J N Threat Defense ) #3 % — 2 HNOfll 2 DF Y 22— U2 A A
F—TEET, BEOEY 2— L TlE, BREZ =V a 07
TVl —a A VAR LA BATHETTEET,

BT NA A CHEHT 2EEA X —T A RERELET, BEHA L H—T = A AP
BCY, TOFHA LA —T oA AT, vy —VOFHORMEHNIND Y ¥ —VEE
AR—hrEFELCTIEHY £EA (FXOS TiL, MGMT. management0 ® X 9 724 R THRR S
nNET) .

BT =2 A F =T A APOLEBEFGHCTEES, 2EL, T FEHEERICL
TR THEHAT LI PENRVGETH, BHA UV H—T oA ZAimBlT /A AZED 4 TH
VERH Y 9, FFEMICHOWTIEL, FTD =2~ KU 7 7 L A® configure network
management-data-interface =~ > RZZB L T LIy,

cF R LB I ODTF =R EATDA LB —T 2 A AELRETAHALERHY FT., 4
TS LT, §XTCOARCEIDIT T 47 (Web A X hpd) ZiES

RET/NA R
|
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ATy I

ATy T2

firepower-eventing f % —7 = A A H{ERRCE ¥, MO OWVWTX, F ¥ —T7 = A
AZAT ] ZBRLTITZEN,

e AVTFAUALZURIKI LT, TIAN DT T s ANEERLRWNESIX, 2T
FAUAB LR YA T T A NEBINIES T Y —A T a7 v A )L EBMLE

j—O
c AT T AVALLADYE BN ATl AV AZ R A VA ML T DRI,
TAATNELWT 3 —~<v MR LI EF2 )T 4 BV 2T TV ZHEY
T2 0ERH Y £, BEFORET A, ZTHIBRSNTHLWT A AL LTHEA
A M=V ENDLEH, G—HNLDOT TV r— g VEREITTRTERbNET, %4747
AVAB U AL AT FTA VAR AZEEIMZ DGR, WA T A TA U AZ A
PHIRTAVERHLVET, XA T A TA VAR RAEA T A VAR AZHEIIC
BITTHZ EIETEERA, MOV TE, BX2 VT 4 TV 22—/ P D)
Wb BR LT IEE,
s ROIEHREHE LET,

c ZDTNRAADA L H—T x4 X1d

EHA LA =T 2 A AIPT RLARERYy VU= < RS

e S —hT A IPT KL R

* Management Center 38R L 72 IP 7 K L Z/NAT ID

eDNS H— "D P 7 KL &

o BIBNTKRIT DB ARA MK E RAAL U4

FIE

X2V T4 =R E—RFRERBLET,
SCope ssa

1 -

Firepower# scope ssa
Firepower /ssa #

-

EAT 2 T D06 R—Yarozy Fa—P—J3 4 v ABKHERCREELET, 2
DOFNEEZFITTHMERND LD, 4T 25/3—Va VOEULAICEERE L TV WEEO
BT,
a) EHFRERAA—VERRLET, AT OINN—Va VB FE2EIRHOET,

show app

1 -
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Firepower /ssa # show app
Name Version Author Supported Deploy Types CSP Type Is
Default App

asa 9.9.1 cisco Native Application No
asa 9.10.1 cisco Native Application Yes
ftd 6.2.3 cisco Native Application Yes
ftd 6.3.0 cisco Native,Container Application Yes

HHEA A=V R—=D g VIHRELET,
scope app ftd application_version

51

Firepower /ssa # scope app ftd 6.2.3
Firepower /ssa/app #

T4 AT ELET,
accept-license-agreement

1

Firepower /ssa/app # accept-license-agreement
End User License Agreement: End User License Agreement
Effective: May 22, 2017

This is an agreement between You and Cisco Systems, Inc. or its affiliates
("Cisco") and governs your Use of Cisco Software. "You" and "Your" means the
individual or legal entity licensing the Software under this EULA. "Use" or
"Using" means to download, install, activate, access or otherwise use the
Software. "Software" means the Cisco computer programs and any Upgrades made
available to You by an Approved Source and licensed to You by Cisco.
"Documentation" is the Cisco user or technical manuals, training materials,
specifications or other documentation applicable to the Software and made
available to You by an Approved Source. "Approved Source" means (i) Cisco or
(ii) the Cisco authorized reseller, distributor or systems integrator from whom
you acquired the Software. "Entitlement" means the license detail; including
license metric, duration, and quantity provided in a product ID (PID) published
on Cisco's price list, claim certificate or right to use notification.
"Upgrades" means all updates, upgrades, bug fixes, error corrections,
enhancements and other modifications to the Software and backup copies thereof.

[...]

Please "commit-buffer" if you accept the license agreement, otherwise "discard-buffer".
Firepower /ssa/app* #

REZRIFLET,

commit-buffer

1 -

Firepower /ssa/app* # commit-buffer
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Firepower /ssa/app #

e) KTLTEX2 T4 —ERE—FREBMBLET,
exit

51

Firepower /ssa/app # exit
Firepower /ssa #

AFYT3 TV =g AV ABANTGA—=F (A A= "= g 0 %Et) ZRELET,

a)

b)

B #ETsqr

aVThA AL ADEAE, HHWRERY YA T u T AV EFRLET, T
T ANEBINTEEAIE, VT T A AKX R V=R T a T A )VEIBIN RS
LT &N,

show resource-profile
HRT27a 7y ANAEEZREDET,
fi

Firepower /ssa # show resource-profile

Profile Name App Name App Version Is In Use Security Model CPU Logical
Core Count RAM Size (MB) Default Profile Profile Type Description

bronze N/A N/A No all

6 N/A No Custom low end device
silver 1 N/A N/A No all

8 N/A No Custom mid-level

X2V T BV WYy Any MIHEBHEZERELET,
scope slot dlot_ID

dot_id X, Firepower 4100 DAL T 1, Firepower 9300 DAL 1, 2, F7/21L3 T
R

1

Firepower /ssa # scope slot 1
Firepower /ssa/slot #

TV r—ay A RE A EERR LE T,
enter app-instance ftd device_name

Device namelx, 1~ 64 LFOFIFATIHETEE T, ZTOA U AX U ADOFHHT N A A
AR T DL XL, ZOTFT A AL EHERLET,

1

Firepower /ssa/slot # enter app-instance ftd FTDI1
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Firepower /ssa/slot/app-instance* #

ATFTAVAZ U ADGET, AT T IV = a AV ARB AR T R
RUELET,
set deploy-type container

AVTFA VAR VATIE, BXa2 VT4 BV 2= VDY = ADY Ty
MRt A, EEROaTFA VAR A EA VA= LTEET, IAT 4T
A VABZ AT EF 2T 4 B2/ DT RTHY V—RX (CPU, RAM,
BLOT A AVERE) 2HEHT L0, XA T AT AL AZ U AZ 1 DDHRA VA R—
ILTEET,

WMEDRTFHRIZ, A VAZ LV ASALTEERFTHZLIITEEYAL, T2V NEAT
1% native T,

1

Firepower /ssa/slot/app-instance* # set deploy-type container

AT AVAZ U ADERE, VYA T T A VERELET,
set resource-profile-name name
DT Ty A NAIETT TITHFEL TV DORERH Y £,

BCSIEISERYV Y —RAT T 7 ANEENDYUTHE, A A ANRT B— RI{L,
ZOBMEIZHKIS DD T ERH Y FT, LS, TRA T YT 4 T OAE
W2y B A ADY )—A T a7 7 A NEEDETHEET, TRXTDOA DY A
ANFELTHHI L ETELHRETRHERLTIEIN,

1

Firepower /ssa/slot/app-instance* # set resource-profile-name bronze

BEACKTT 205 A A=V "=V a rERELET,

set startup-version version

EULA IC[AIET 5 & I ERROFIRTAE LIZN—Va VB EE AT LET,
{1 -

Firepower /ssa/slot/app-instance* # set startup-version 6.3.0

ATF A VAZ L ADEEIX, TLSHSLT 78T L —va a4 X —T )V E T
F4—T M LET,

enter hw-crypto

set admin-state {enabled | disabled}

exit

#ET 12 |}
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ZOREIZEY, "= R =T DOTLSKELT 77 L—2a UREITR D, FFEH
A TDRNT T4 T DT F—< U ANHELET, ZOMBMEEILIT 74V KT % —7
Mo TWET, BF a2V T 4 ED2a— LT EITHRR 16 DA A X ZIZHONT
TLSK LT 72T L —va U EZADNITEET, ZOWETRA T AT A AX A
f@%ﬁ—%énfwiﬁho_@4/x&/x B LB THNTNAHEN— R = T
LV Y —ADEIG &2 FRT HITE, show hw-crypto =2~ RE AT LET, N—T 3
2 L0, FXOS27UBETHAESNA TLSH ST 787 L —a v XA 7L T
*9,

1

Firepower /ssa/slot/app-instance* # enter hw-crypto
Firepower /ssa/slot/app-instance/hw-crypto* # set admin-state enabled
Firepower /ssa/slot/app-instance/hw-crypto* # exit
Firepower /ssa/slot/app-instance* # commit-buffer
Firepower /ssa/slot/app-instance # show hw-crypto
Hardware Crypto:
Admin State Hardware Crypto Size Hardware Crypto Version

A2y b = RFEETLET,
exit
B

Firepower /ssa/slot/app-instance* # exit
Firepower /ssa/slot* #

(fE&) Firepower 4110 F 7213 4120 ® Radware DefensePro 1 > A % > A B L £ 7,
DD, BT AN ADIERANC T 7V r—va v A VAR R EERT D LR
BZH Y F9 (RadwareDefensePro (Z 2> 7 A LV AX LV ATHR—FSINTWERFA)

enter app-instance vdp devicename

exit

BN T D5 77 r—va A VAKX AT D X 9 I device_name & % E
LET, T A AOREEZET LEH, BT BB T 285 fRERT A 2%
fE LT, —EAF =—2WNIZ Radware DefensePro 7 2 L — X 2R ET H LN H Y

9, AX U KT arOinT /34 A TO Radware DefensePro DX E (104 2—30) %,
FlE4 PR LTLLEEN,

1 -

Firepower /ssa/slot* # enter app-instance vdp FTD1
Firepower /ssa/slot/app-instance* # exit
Firepower /ssa/slot* #

BT L Tssa®t— NIZLET,

exit
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1

Firepower /ssa/slot* # exit
Firepower /ssa* #

51

Firepower /ssa # scope slot 1

Firepower /ssa/slot # enter app-instance ftd MyDevicel

Firepower /ssa/slot/app-instance* # set deploy-type container
Firepower /ssa/slot/app-instance* # set resource-profile-name silver 1
Firepower /ssa/slot/app-instance* # set startup-version 6.3.0
Firepower /ssa/slot/app-instance* # exit

Firepower /ssa/slot* # exit

Firepower /ssa* #

IMELT N A R EAERL L E T,

enter logical-device device_name ftd slot_id standalone

BNZBML7=7 7V r—a v A v A% % LA Udevice nameZ i L £,
11 -

Firepower /ssa # enter logical-device FTD1l ftd 1 standalone
Firepower /ssa/logical-device* #

BHA LA =T oA AT —H A HZ—T 2 RAEFHET A AZEY B TET, KA F—
T oA RIx LT, FIRZ#EVIELET,

create external-port-link name interface id ftd
set description description
exit
« name : Z D44 |illE Firepower 4100/9300 > ¢ — 3 A —/N— A F|IZ Lo THEH I E T,
T BB D ORETHEMT o4 =T A AL TIEH Y £H A,
e description : 7 L— X% 5| fF (") THHA, AX—RZBIMLET,

BEA U H—T oA AF, Uy —VEHAR— N EIXR2 Y £9, % T, Management Center T
F—B A H =T 2 AEAHIC L TRELET, NPT FLRAORELEENET,
AVTF A VAR VAT LR RI0DT—HEFA U H—T 2 A REEID B THZLENTE
FI, Fh, ETFEEA L H—T 24 RT, MR BEOa T F A AZ L RTEID Y
THIENTEET,

&1

Firepower /ssa/logical-device* # create external-port-link inside Ethernetl/1 ftd
Firepower /ssa/logical-device/external-port-link* # set description "inside link"
Firepower /ssa/logical-device/external-port-link* # exit

Firepower /ssa/logical-device* # create external-port-link management Ethernetl/7 ftd

#ET 12 |}
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Firepower /ssa/logical-device/external-port-link* # set description "management link"
Firepower /ssa/logical-device/external-port-link* # exit

Firepower /ssa/logical-device* # create external-port-link outside Ethernetl/2 ftd
Firepower /ssa/logical-device/external-port-link* # set description "external link"
Firepower /ssa/logical-device/external-port-link* # exit

U7 REDORBz AL ET,
set link state sync enabled

X — TR, BIRICRT DB BEY L RREE T —H A X —T = A ADYERY 7R
LR TEA LI T Lz, BfE. FXOSEHIREENT v 7 C, MEL ) 7 IRENT v
TTHDHRY, A Z—T A AXT v FIREEIZR 0 9, BT 2858 770 r—3 1
VA UHE—T oA ADERRIBITEB SN EE Ao BEITKHT D 26 OREINR2VEE
WX, e xR BT AR T ) = a UINERICA T A VISR DRI, T—H
A B =T = ANWBRHINZT v TIRIBIZ R 5720 BB B85 oYy v hE o B
WBHENS LIRS OMIZT v 7 IREOE IR NV ET, A1 T7A4 8y D
B ZORBEOAR—HIZEV Xy SR Rey &N ER8HY 3, Ziud, BEICxT
BDEEM DMLEETE B L D2 B RN — & DS BT T B85 ~D T 7 4 v 7 DX
ZBMBTHZ LN HT-HTT,

ZOMREIXT 7 4V FTENIZ /o TRV FXOS OfEET NA AT LA TEET, =
DIEFEIL, BHSV T AF R EDIET —H A H—T A ATITHEBELEFE A,

BEAKIT B OV v 7 REORIB A AT S E FXOS DA V2 —T = A AD [P—F
ZARHE (Service State) |23 ZEIZKTT D OZ DA X —T o AOEEIRIE L RIS
T3, 2L E BEICHT A TAH U —T 2 Ry NEDUTHE - R
RABIX (M%) (Disabled) ] & FRESNET, FEICKTT 285 77V r—vavmzixyy b
T HE, TRTOA U —T oA AN M%) (Disabled) | EFERSINET, N—FKU=7T
INANRA A B =T 2 A4 ZADEE, GEICHT 505 TA v 4 —T7 A4 ZAEEHR EOHMT
VX v hE DT HE P ERIRKEN [#ES) (Disabled) JICRESNET, 7272 L. BRI
XTBE TV = a DYy hE ROy —v LD Yy FE T (F
WA 772E) Tl A X —7 oA AT IIHEIREEMERF L 7,

BEAIKTT BB OV oV IREO R 2T 5 &, P —ERREITFIZ[HE%) (Enabled) ]
EERRENET,

G¥) COMRRIX, 7 oRZ Y T ary T A AKX A, £7213 Radware vDP T =
L— A RT3 GRS A CTiEv R — &R ERA, ASA Tl HR—k
INTWEEA,

AV HF =T oA ADBEDOY—ERIREE L DX v OB %R /R"9 5121%, showinterface
expand detail =~ K& AL ET,

1 -

Firepower /ssa/logical-device* # set link state sync enabled
Firepower /ssa/logical-device* # scope eth-uplink
Firepower /eth-uplink* # scope fabric a
Firepower /eth-uplink/fabric* # show interface expand detail
Interface:

Port Name: Ethernetl/2

B #ETsqr
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User Label:
Port Type: Data
Admin State: Enabled
Oper State: Up
State Reason:
flow control policy: default
Auto negotiation: Yes
Admin Speed: 1 Gbps
Oper Speed: 1 Gbps
Admin Duplex: Full Duplex
Oper Duplex: Full Duplex
Ethernet Link Profile name: default
Oper Ethernet Link Profile name: fabric/lan/eth-link-prof-default
Udld Oper State: Admin Disabled
Inline Pair Admin State: Enabled
Inline Pair Peer Port Name:
Service State: Enabled
Last Service State Down Reason: None
Allowed Vlan: All
Network Control Policy: default
Current Task:
<. o>

EHT = AT T RIA—FEHFHELET,

INHOREIT. MIHEARN, £33 F 4 RFZ U AANY T, @Eo@EATIE, BT
TV — g3 CCLIREDIFLEAEDEELEETXET,

a) T— b ARNT T AT bEERLET,
create mgmt-bootstrap ftd

1 -

Firepower /ssa/logical-device* # create mgmt-bootstrap ftd
Firepower /ssa/logical-device/mgmt-bootstrap* #

b) AT ATALVAZLADYEE | 3 — T ¥ % Management Center |23 E L £ 77,
enter bootstrap-key MANAGEMENT_TYPE
set value Management Center
exit

AT A4 TA AR AT, v X —TV ¥ & LTD Device Manager H ¥R — K L TWE
T, BT AL RERBA LRI R — Ty A T EEET DL LI TE ER A,

1 -

Firepower /ssa/logical-device/mgmt-bootstrap* # enter bootstrap-key MANAGEMENT TYPE
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value FMC
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* #

¢)  Management Center #EH9 5 IP 7 KL A, A 4, F£IENATID 25E L £,
RONTNDPERE L ET,

#ET 12 |}
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« enter bootstrap-key FIREPOWER_MANAGER_IP
set value IP_address
exit
* enter bootstrap-key FQDN
set value fmc_hostname
exit
« enter bootstrap-key NAT_ID
set value nat_id
exit
WHIX, V=T 4 7 ERIEOW S OB THE GDOIPT FL A (BEkFx —fF&) ML
TJ, Management Center 737 /34 AD P 7 RLAZEE L, 7 /31 A7) Management
Center DIP 7 KL AZIEELET, 72720, IPT KL AD 1 DOHBDOI> TVDHEHH
b= 4 7 BB OR/NEE) 1%, Sl owfE HIE#EZ L L TIE LW BERT—%
BB D012, BEOBMIC—EONATID 245E T 24 EHH Y £9, NATID & L
T, 1~37T XFOEEDOT F A P UFF % E TX £9, Management Center 33 J2 V7 /3

A AT, PIHIBRGOFRE & KB EITH 12012, BEF—BLONATID (IP 7 KL &
TiEe<) #FEHLET,

1

Firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key

FIREPOWER MANAGER IP

Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value 10.10.10.7
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* #

T7AT U= NE—R (V=T F] Fl2F "7 AT VLU b)) 2FELE
ﬁ‘o

create bootstrap-key FIREWALL_MODE

set value {routed | transparent}

exit

N—T v RE—=FTIEZ, T RERy NT—=INOL—F Ky T ERBINET,
N=T A TEATIBA S =T =2 AA AFTRR LV T Xy P RICHVET, —FH, +T
VAT LN 77 AT U4 =V, [BumpInThe Wire] 721X (A7 VA 7747

=] DEITHERTHLATY2T7 7 AT V4=V ThY, HEHINIZT A A
0)/1/“‘& N /7 éf LT iwun&éj’bi‘ﬁ‘/‘u

T7AT VA —ET— FIIWHREFICOARELET, 77— M A N7 v TOREL
T %6, ZOREIIMEASLEEA,

1

Firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key FIREWALL MODE
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value routed



WETINAR

2)

Management Center ® X 2 > 7 B > Threat Defense 03BN .

Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit
Firepower /ssa/logical-device/mgmt-bootstrap* #

7 /34 A & Management Center & D] CHATLH2XF—2HELET, ZOF—DRR7
L— X%, 1~ 37 LFPOFFATRIRTE £, RIS T 205 2835 & =2,
Management Center(Z[f] UF—Z A1 L £7,

create bootstrap-key-secret REGISTRATION_KEY
set value

ED ATT : registration_key

TEOMERR : registration_key

exit

1 -

Firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key-secret
REGISTRATION KEY

Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # set value
Enter a value: gratuitousapples

Confirm the value: gratuitousapples

Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # exit
Firepower /ssa/logical-device/mgmt-bootstrap* #

BHIEDNRAT — REEELET, 202U — Rit, B#Ha—PF—0 CLI 7 7 & A2
RSN ET,

create bootstrap-key-secret PASSWORD
set value

fEDANJ) : password

fEOHEE : password

exit

1

Firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key-secret PASSWORD
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # set value
Enter a value: floppylampshade

Confirm the value: floppylampshade

Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # exit
Firepower /ssa/logical-device/mgmt-bootstrap* #

FEREMIARA M ERELET,
create bootstrap-key FQDN

set value fqdn

exit

1

#ET 12 |}
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Firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key FQDN
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value
ftdl.cisco.com

Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit
Firepower /ssa/logical-device/mgmt-bootstrap* #

DNS == < XEY U X b ZfHEL £,
create bootstrap-key DNS_SERVERS

set value dns_servers

exit

7o & 21X, Management Center® R A N A FRET 856, BBUCKHT 5 P51 1X DNS %
ERLET,

1

Firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key DNS_ SERVERS
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value
10.9.8.7,10.9.6.5

Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* #

BB RAAL DI~ KGN VX FEHELET,
create bootstrap-key SEARCH_DOMAINS

set value search_domains

exit

1

Firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key SEARCH DOMAINS
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value
cisco.com, example.com

Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* #

HEE) a7 A AZ T LT, BBUCKT 500 SSHE v a TxFk
N=hE—=FEHFALET, TFA—~E—=FTIE, GERN T TV a—T 47
BT BB = NS T IR ATEET,
create bootstrap-key PERMIT_EXPERT_MODE
set value {yes | no}
exit

eyes : SSHEY v a vMbZ a7 A4 VARV RAEET 78 AT 52 —H—
B, THFANR—FE— REHBTEET,

eno: FXOSCLI MO Ay TFh A VAR LA T VB AT Ha—F —DH)N, =F A
N—hE— RF&fthc&E ¥ T,



WETINAR

k)

D)

m)

Management Center (O X 4 > K7 0O > Threat Defense 0 3& 10 .

T7H/VDENTHE, AT FTA LV AZ L ADEE, TXANR— R E—REFHATESDIE
FXOS CLI & ZICxt4 B 05 CLIICT 7 ¥ A4 5 2—P—721F T, ZOHIRIT

A U AE A DSy %E%iﬁ%ﬁ‘%é.\ AVTFAVAE U ADRICHEAENET, «
Za T VDOFNETRD 5 7-8%4A . F 7213 Cisco Technical Assistance Center 75> HRD B
TG ADIR, TXAN— T REFEHLET, 20T FE2BMBT DI, BRI
I 5B5 CLI T expert =~ > R&HL £,

1

Firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key
PERMIT_ EXPERT_ MODE

Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value yes
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit
Firepower /ssa/logical-device/mgmt-bootstrap* #

IPv4 EHA B —T = f ADFREEITVET,
create ipv4 dot_id firepower

set ip ip_address mask network mask

set gateway gateway address

exit

1 -

Firepower /ssa/logical-device/mgmt-bootstrap* # create ipv4d 1 firepower
Firepower /ssa/logical-device/mgmt-bootstrap/ipvid* # set ip 10.10.10.34 mask
255.255.255.0

Firepower /ssa/logical-device/mgmt-bootstrap/ipv4d* # set gateway 10.10.10.1
Firepower /ssa/logical-device/mgmt-bootstrap/ipv4* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* #

IPv6 HERA L H—T =2 A AERELET,
create ipv6 dot_id firepower

set ip ip_address prefix-length prefix

set gateway gateway address

exit

1

Firepower /ssa/logical-device/mgmt-bootstrap* # create ipv6 1 firepower

Firepower /ssa/logical-device/mgmt-bootstrap/ipv6* # set ip 2001:0DB8:BA98::3210
prefix-length 64

Firepower /ssa/logical-device/mgmt-bootstrap/ipvé* # set gateway 2001:0DB8:BA98::3211
Firepower /ssa/logical-device/mgmt-bootstrap/ipv6e* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* #

BT — R NA NG ET— RERTLET,
exit

1

#ET 12 |}
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Firepower /ssa/logical-device/mgmt-bootstrap* # exit
Firepower /ssa/logical-device* #

RIEERIFLETS,

commit-buffer

Yy —UE, BELEY 7 by 2T RA=VarEFyrn— KL, T r—var A AH
VAT = FARNT O TRELEHA LA —T A AREE TS v aTHI LT, TS
A &AL E9, showapp-instance =~ > R&EMH LT, BOAT—X AR LET,
[Admin State (G5PRIRAE) 173 [Enabled (%) ] . [Oper State] 23 [Online] DIGE., 77U &r—
arvAVAZRTETHTHY, FHTEOREIZRSoTWET,

1 -

Firepower /ssa/logical-device* # commit-buffer

Firepower /ssa/logical-device # exit

Firepower /ssa # show app-instance

App Name Identifier Slot ID Admin State Oper State Running Version Startup
Version Deploy Type Profile Name Cluster State Cluster Role

asa asal 2 Disabled Not Installed 9.12.1
Native Not Applicable None
ftd ftdl 1 Enabled Online 6.4.0.49 6.4.0.49

Container Default-Small Not Applicable None

BRICRT 200 2R T A 2L LTBEML, ¥%=2 )7 4 R —OREZRIAT
%1Z1%, Management Center 2> 7 4 X L —3 32 HA REZRL T EZE0,

1

Firepower# scope ssa

Firepower /ssa* # scope app ftd 6.3.0

Firepower /ssa/app* # accept-license-agreement

Firepower /ssa/app* # commit-buffer

Firepower /ssa/app # exit

Firepower /ssa # scope slot 1

Firepower /ssa/slot # enter app-instance ftd MyDevicel

Firepower /ssa/slot/app-instance* # set deploy-type container

Firepower /ssa/slot/app-instance* # set resource-profile-name silver 1

Firepower /ssa/slot/app-instance* # set startup-version 6.3.0

Firepower /ssa/slot/app-instance* # exit

Firepower /ssa/slot* # exit

Firepower /ssa* # create logical-device MyDevicel ftd 1 standalone

Firepower /ssa/logical-device* # create external-port-link inside Ethernetl/1 ftd
Firepower /ssa/logical-device/external-port-link* # set description "inside link"
Firepower /ssa/logical-device/external-port-link* # exit

Firepower /ssa/logical-device* # create external-port-link management Ethernetl/7 ftd
Firepower /ssa/logical-device/external-port-link* # set description "management link"
Firepower /ssa/logical-device/external-port-link* # exit

Firepower /ssa/logical-device* # create external-port-link outside Ethernetl/2 ftd
Firepower /ssa/logical-device/external-port-link* # set description "external link"
Firepower /ssa/logical-device/external-port-link* # exit

B #ETsqr
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Firepower /ssa/logical-device* # create mgmt-bootstrap ftd

Firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key FIREPOWER MANAGER IP
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value 10.0.0.100
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key FIREWALL MODE
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value routed
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key-secret
REGISTRATION_KEY

Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # set value

Enter a value: juniorwindowpane

Confirm the value: juniorwindowpane

Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key-secret PASSWORD
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # set value

Enter a value: secretglassine

Confirm the value: secretglassine

Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* # create ipv4 1 firepower

Firepower /ssa/logical-device/mgmt-bootstrap/ipv4* # set gateway 10.0.0.1

Firepower /ssa/logical-device/mgmt-bootstrap/ipv4* # set ip 10.0.0.31 mask 255.255.255.0
Firepower /ssa/logical-device/mgmt-bootstrap/ipvé* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key FQDN

Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value ftd.cisco.com
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key DNS_ SERVERS
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value 192.168.1.1
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key SEARCH DOMAINS
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value search.com
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # commit-buffer
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key #

Device Manager ) X2 > 7 O > Threat Defense % EML E£9 .

DeviceManager 133 A 7 4 7 A V AX LV ATHEATEET, 20T F A AF A FHER—F
ENTWERA, AZ Y RT7TarOmBT AL A%, BlERIIAAA 7T_A T T 4 T
TEMELE£7,

1R BHHIIZ

CERERT N AR T AT SV r—va A A—T % Ciscocom N H A 7 — K LT,
Z DA A— % Firepower 4100/9300 > v — ([ZF¥ 7o — RKLET,

)

(GE)  Firepower 9300 DIGE, B2 p 7 SV r—T a2 47 (ASA B
J N Threat Defense ) # 3 v — 2 HNOfE 42 DFEY 22— LT A VA
f—T&xFET, JEOEY 22—V TiE, B2 3= a007
TVr—=ar A VAL A LA T HEIITTEET,

FRERT N, ATHHATAEEA A —T 2 A AERELET, BHA LA —T = A ADW
FTT, ZOFHA L E—T oA AL, P —TOFBOBMEREND ¥y — M

BT /3 R
|
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A—RrEELUTEHY FHA (FXOS TiL, MGMT, management0 ® X 9 724 R THR RS
WET)

cFEl, MR EB 1 DODT—F XA TDOA B —T 2 A AERET LLERDHY £7,
c KOEREHABE L LT,

c ZDTNRAADA v E—T 2 A A1d

EHA LA —T 2 A AIPT RLAL Ry NU—T <R

= VA IPT RL A

«DNS H— "D IP 7 KL %

« Threat Defense "R A b4 & KA A U4

FIE

ATFY Tl EXx2 VT4 — R E— REEBELET,
scope ssa

&1

Firepower# scope ssa
Firepower /ssa #

2TV T2 FEHTAH EGRICHT A R—Ya oy Fa—HF—S5 4 v o 28R EICRE LET, =
DOFINEZFITTHMLENDLHDIL, U TAHAR—V3 VOEULAICELFE LTV WESD

% ‘@‘é—o

a) MEHARERAA—VEFRRLET, BT —Va B SLEIHOET,
show app
1 -

Firepower /ssa # show app
Name Version Author Supported Deploy Types CSP Type Is
Default App

asa 9.9.1 cisco Native Application No
asa 9.10.1 cisco Native Application Yes
ftd 6.2.3 cisco Native Application Yes
ftd 6.3.0 cisco Native,Container Application Yes

b) #iHEA A —UN—Va VIIRELET,
scope app ftd application_version

&1

B #ETsqr
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Firepower /ssa # scope app ftd 6.5.0
Firepower /ssa/app #

o) TAEBUVAENICFELET,
accept-license-agreement

51

Firepower /ssa/app # accept-license-agreement
End User License Agreement: End User License Agreement
Effective: May 22, 2017

This is an agreement between You and Cisco Systems, Inc. or its affiliates
("Cisco") and governs your Use of Cisco Software. "You" and "Your" means the
individual or legal entity licensing the Software under this EULA. "Use" or
"Using" means to download, install, activate, access or otherwise use the
Software. "Software" means the Cisco computer programs and any Upgrades made
available to You by an Approved Source and licensed to You by Cisco.
"Documentation" is the Cisco user or technical manuals, training materials,
specifications or other documentation applicable to the Software and made
available to You by an Approved Source. "Approved Source" means (i) Cisco or
(ii) the Cisco authorized reseller, distributor or systems integrator from whom
you acquired the Software. "Entitlement" means the license detail; including
license metric, duration, and quantity provided in a product ID (PID) published
on Cisco's price list, claim certificate or right to use notification.
"Upgrades" means all updates, upgrades, bug fixes, error corrections,
enhancements and other modifications to the Software and backup copies thereof.

[...]
Please "commit-buffer" if you accept the license agreement, otherwise "discard-buffer".
Firepower /ssa/app* #
d) REZRMFLET,
commit-buffer

1

Firepower /ssa/app* # commit-buffer
Firepower /ssa/app #

e) MTLTEX=2UT 4P —ERE—REHIBELET,
exit

1 -

Firepower /ssa/app # exit
Firepower /ssa #

ATFYT3 TV Ir— g AV ABLADA A= N—= g VEARELET,
a) X2 VT4 BV a— /Yy Any MIRHEZRELET,
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b)

d)

scope slot dlot_ID
slot_id i%, Firepower 4100 DHA 1T H 12 1, Firepower 9300 A1 1, 2, £721X3 T,
11

Firepower /ssa # scope slot 1
Firepower /ssa/slot #

TFVr—var A AR AR LET,
enter app-instance ftd device_name

Device nameid, 1 ~ 64 XFOFHTHETEET, ZOA VAKX LV ADRBT A 2 %
BT D L &I, ZOT A 2L EHHLET,

&1

Firepower /ssa/slot # enter app-instance ftd FTD1
Firepower /ssa/slot/app-instance* #

BT D A A=Y=V a v ERELET,

set startup-version version

EULA IZ[FET 2 L S ERROFIETAELIEANA—Va v FEEE AN LET,
1

Firepower /ssa/slot/app-instance* # set startup-version 6.5.0

Avy M E—REKRTLET,
exit

51 -

Firepower /ssa/slot/app-instance* # exit
Firepower /ssa/slot* #

({L:&) Firepower 4110 F 7213 4120 @ Radware DefensePro f » A ¥ > A ZBAEK LET, &
D=, LT A AMER ORI T 7V r—ya v A VAZ L AERERT D LER S
DET,
enter app-instance vdp devicename
exit

BISAHT B8 77U r—a A AZ AL —ET 5 K 9 IT device name AR E L
F9, MEET N ZAOREETET Lo b, FWT EEICKHT 2858 GaBLT A R & ffi
LT, ¥ —ERAXF = —WNIZ Radware DefensePro 5 2 L — X Z R ETHLENH Y £4°,
AR RT DT /3 A TO Radware DefensePro D% E (104 ~—) %, FlE 4
MBS TSN,

i

B #ETsqr
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Firepower /ssa/slot* # enter app-instance vdp FTD1
Firepower /ssa/slot/app-instance* # exit
Firepower /ssa/slot* #

f) T L Tssa®t— RiZLET,
exit

51

Firepower /ssa/slot* # exit
Firepower /ssa* #

1 -

Firepower /ssa # scope slot 1

Firepower /ssa/slot # enter app-instance ftd MyDevicel
Firepower /ssa/slot/app-instance* # set startup-version 6.5.0
Firepower /ssa/slot/app-instance* # exit

Firepower /ssa/slot* # exit

Firepower /ssa* #

LT N A 2 BB L E T,

enter logical-device device_name ftd dot_id standalone

PIENCBM L7277V r—3a A v A X A LA Ldevice nameZ il L £,
1

Firepower /ssa # enter logical-device FTD1 ftd 1 standalone
Firepower /ssa/logical-device* #

BHA LI —T oA AT =AU H—T 2 ABHET NA ZZEY Y TET, KA F—
Tz A RIR LT, PIEZEYIELET,

create external-port-link name interface _id ftd
set description description
exit

* name : Z O£ Hi[IX Firepower 4100/9300 > ¥ — 3 A —/S— A FIZ Lo THEHINE T,
ZHUE BRI B0 ORETHENT 24 X —T oA AL TIEH D FHA,

« description : 7 L —XZ 5| fF (") THA, AX—A&ZBMLET,

BHA o H—T oA RE, Uy —VEFHR— &R Y £9, % T, DeviceManager T7 —
BAE =T 2 A AWML TRIELET, ZHUTTIP T RLADRELFENET,

1 :

Firepower /ssa/logical-device* # create external-port-link inside Ethernetl/1 ftd

#ET 12 |}
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ATvT6

Firepower /ssa/logical-device/external-port-link* # set description "inside link"
Firepower /ssa/logical-device/external-port-link* # exit

Firepower /ssa/logical-device* # create external-port-link management Ethernetl/7 ftd
Firepower /ssa/logical-device/external-port-link* # set description "management link"
Firepower /ssa/logical-device/external-port-link* # exit

Firepower /ssa/logical-device* # create external-port-link outside Ethernetl/2 ftd
Firepower /ssa/logical-device/external-port-link* # set description "external link"
Firepower /ssa/logical-device/external-port-link* # exit

U7 REDORB AL ET,
set link state sync enabled

¥ % — 3 TlX, Threat Defense BIE) LV IRREAR T —H A L X —T = A4 AOYEY > JIREEL
FCED L0120 £ L7z, BIfE, FXOSHIIRENT v 7T, WY 7 IRENRT v 7T
HDHBY, A F—T A RXT v REEIC/A Y £7, ThreatDefense 7 7'V r— a3 v A
H—T A ADOEHIREITEE S NVEH A, Threat Defense 75 DFEIEANLWE /I, 72L& 2
. Threat Defense 77U 7 —3 3 VNI A LV TA VTR DEN, T—FA L H—T = A
ADBLAIIC T TIRBEIC A2 5720 . Threat Defense D> % v N E 7 UV BEENS LIZH L D
RHET » RO FE FIZRAAEERHV ET, 1 TA4 8y NOEE, ZOREOR—E
WED ATy "R ReyTEND T EnHV ET, ZuL, T3 AP TEX B L9175
BITIZ A5 L — & 73 Threat Defense /314 A~D 8T 7 4 v 7 OEEERBET IR H D=0
<7,

ZOREIXT 7 4V FTENIZ /o TE Y, FXOS OfET A A LA TEET, o
DOHEREIL, BHSC TRAAREDIET —H A L F—T A ATITHELEFE A,

Threat Defense @V > 7 REEDFRMZFIZT DL, FXOSDA »F—T = A A0 [H—EZIR
HE (Service State) ] 73 Threat Defense D Z DA X —7 = A AOEFERE LR INET, &
& Z 13X, ThreatDefense TA VX —T A A& v ¥ v N T T 5 &, —ERIRRET [#E%)

(Disabled) ] & F/RE#VE T, ThreatDefense 7 7'V r—arv v vy U T5HE T
RTCOA U E—T A AN %) (Disabled) | ERARSINET, N—RU =T NA/RR AV
B —7 A ADYf, Threat Defense TA VX —7 = A AZEH EOHM Ty v M T T
e, —ERREN ML) (Disabled) WZF%E I FE T, 7272 L. ThreatDefense 77V 77—
ardyyy hETURMDOY = LD Y Xy hE T (BRATRE) TR AV
B =T = A AXTITANIREBEHER L £,

Threat Defense @V > 7 IREED R # Bhl2 325 & — B 2REEILFHIZ [H%) (Enabled) ] &
TRINFET,

GE) COMRRIX, 7 oRZ Y T ary T A AKX A, F£7213 Radware vDP T =
L —% Zffif 7 % Threat Defense TlXHVHR— I FH A, ASA TiIHR—FE1
TWEHR A,

AV HF =T oA ADBEDOY—ERIREE L DX v OB %R /R"79 5121%, showinterface
expand detail =~ K& AL ET,
1

Firepower /ssa/logical-device* # set link state sync enabled
Firepower /ssa/logical-device* # scope eth-uplink
Firepower /eth-uplink* # scope fabric a

B #ETsqr
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Firepower /eth-uplink/fabric* # show interface expand detail
Interface:

<..

Port Name: Ethernetl/2

User Label:

Port Type: Data

Admin State: Enabled

Oper State: Up

State Reason:

flow control policy: default

Auto negotiation: Yes

Admin Speed: 1 Gbps

Oper Speed: 1 Gbps

Admin Duplex: Full Duplex

Oper Duplex: Full Duplex

Ethernet Link Profile name: default
Oper Ethernet Link Profile name: fabric/lan/eth-link-prof-default
Udld Oper State: Admin Disabled
Inline Pair Admin State: Enabled
Inline Pair Peer Port Name:

Service State: Enabled

Last Service State Down Reason: None
Allowed Vlan: All

Network Control Policy: default
Current Task:

>

EHT = AT T RIA—ZEHFHELET,

INHOREIT. MIHEARN, 2374 RFZ U AANY T, @ o@EHTIE, BT
TV — a3 CCLIREDIFLEAEDEELEETXET,

a)

b)

T— b A NI T FT =7 NEAERLET,
create mgmt-bootstrap ftd

&1

Firepower /ssa/logical-device* # create mgmt-bootstrap ftd
Firepower /ssa/logical-device/mgmt-bootstrap* #

FAT A TA VAR ADEE, <% — ¥ % Device Manager |ZF%E L £ 7,

enter bootstrap-key MANAGEMENT _TYPE

set value LOCALLY_MANAGED

exit

FAT 4T A AR AT, ¥ F—T v & LT Management Center &, ¥R — h LT\ E
T BT NA REREA LRI RV XA TEELTHZ LIETEERA,

15'] .

Firepower /ssa/logical-device/mgmt-bootstrap* # enter bootstrap-key MANAGEMENT TYPE
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value LOCALLY MANAGED
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* #

LS ACES |
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d)

e)

BHEDNRAT — REEELET, Z0ONRRTU— R, BHa—PF—DCLI T 7 & A 2ff
Hanxd,

create bootstrap-key-secret PASSWORD

set value

ED AF7 : password
EDOHERS. : password
exit

1 -

Firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key-secret PASSWORD
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # set value
Enter a value: floppylampshade

Confirm the value: floppylampshade

Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* #

FTEREMIR A MM EEELE T,
create bootstrap-key FQDN

set value fqdn

exit

&1

Firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key FQDN

Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value ftdl.cisco.com
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* #

DNS —"—D < X8 U2 hafEELET,
create bootstrap-key DNS_SERVERS

set value dns_servers

exit

51

Firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key DNS SERVERS
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value
10.9.8.7,10.9.6.5

Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* #

MEBERAL DO ~EEY U A NEHEELET,
create bootstrap-key SEARCH_DOMAINS
set value search_domains

exit

B #ETsqr
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2)
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1 :

Firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key SEARCH DOMAINS
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value

cisco.com, example.com

Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* #

IPv4 EHA L H—T = A ADFREEITVET,
create ipv4 dot_id firepower

set ip ip_address mask network mask

set gateway gateway address

exit

1

Firepower /ssa/logical-device/mgmt-bootstrap* # create ipv4 1 firepower
Firepower /ssa/logical-device/mgmt-bootstrap/ipv4* # set ip 10.10.10.34 mask
255.255.255.0

Firepower /ssa/logical-device/mgmt-bootstrap/ipv4* # set gateway 10.10.10.1
Firepower /ssa/logical-device/mgmt-bootstrap/ipvd* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* #

IPv6 HEA VB —T = A AFEELET,
create ipv6 dot_id firepower

set ip ip_address prefix-length prefix

set gateway gateway address

exit

1 -

Firepower /ssa/logical-device/mgmt-bootstrap* # create ipv6 1 firepower

Firepower /ssa/logical-device/mgmt-bootstrap/ipv6* # set ip 2001:0DB8:BA98::3210
prefix-length 64

Firepower /ssa/logical-device/mgmt-bootstrap/ipv6* # set gateway 2001:0DB8:BA98::3211
Firepower /ssa/logical-device/mgmt-bootstrap/ipv6e* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* #

BHT— R AN = RREETLET,
exit

1 -

Firepower /ssa/logical-device/mgmt-bootstrap* # exit
Firepower /ssa/logical-device* #

HEZHRFLET,

commit-buffer

#ET 12 |}
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Vx—UE, BELLEY 7 Ny =T A=V arEXyra—RL, TV r—var A UARH
VAT = RA NG TREEEBRA LA —T oA AREE T v aTHIET, w7 A
Az AL E9, showapp-instance 2~ > RZHEHL T, BEADOAT—Z A 2R LET,
[Admin State (& ELIKAE) ]7% [Enabled (%)) ]°C. [Oper State] 2% [Online] D3GE, 77V 7 —
arvAVARZRTFETHTHY, FHTEDREIZR>TWET,

1 -

Firepower /ssa/logical-device* # commit-buffer

Firepower /ssa/logical-device # exit

Firepower /ssa # show app-instance

App Name Identifier Slot ID Admin State Oper State Running Version Startup
Version Deploy Type Profile Name Cluster State Cluster Role

asa asal 2 Disabled Not Installed 9.12.1
Native Not Applicable None
ftd ftdl 1 Enabled Online 6.4.0.49 6.4.0.49

Container Default-Small Not Applicable None

X2 VT 4R —OREEMHD HIZIX, Device Manager D7 4 ¥ alb— 3y A
NESHRLTIZEE N,

1

Firepower# scope ssa

Firepower /ssa* # scope app ftd 6.5.0

Firepower /ssa/app* # accept-license-agreement

Firepower /ssa/app* # commit-buffer

Firepower /ssa/app # exit

Firepower /ssa # scope slot 1

Firepower /ssa/slot # enter app-instance ftd

Firepower /ssa/slot/app-instance* # set startup-version 6.5.0

Firepower /ssa/slot/app-instance* # exit

Firepower /ssa/slot* # exit

Firepower /ssa* # create logical-device MyDevicel ftd 1 standalone

Firepower /ssa/logical-device* # create external-port-link inside Ethernetl/1 ftd
Firepower /ssa/logical-device/external-port-link* # set description "inside link"
Firepower /ssa/logical-device/external-port-link* # exit

Firepower /ssa/logical-device* # create external-port-link management Ethernetl/7 ftd
Firepower /ssa/logical-device/external-port-link* # set description "management link"
Firepower /ssa/logical-device/external-port-link* # exit

Firepower /ssa/logical-device* # create external-port-link outside Ethernetl/2 ftd
Firepower /ssa/logical-device/external-port-link* # set description "external link"
Firepower /ssa/logical-device/external-port-link* # exit

Firepower /ssa/logical-device* # create mgmt-bootstrap ftd

Firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key MANAGEMENT TYPE
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value LOCALLY MANAGED
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key-secret PASSWORD
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # set value

Enter a value: secretglassine

Confirm the value: secretglassine

Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* # create ipv4 1 firepower

Firepower /ssa/logical-device/mgmt-bootstrap/ipv4* # set gateway 10.0.0.1

B #ETsqr
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Firepower
Firepower
Firepower
Firepower
Firepower
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Firepower
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/ssa/logical-device/mgmt-bootstrap/ipv4* # set ip 10.0.0.31 mask 255.255.255.0
/ssa/logical-device/mgmt-bootstrap/ipvd* # exit
/ssa/logical-device/mgmt-bootstrap* # create bootstrap-key FQDN
/ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value ftd.cisco.com
/ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit
/ssa/logical-device/mgmt-bootstrap* # create bootstrap-key DNS_ SERVERS
/ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value 192.168.1.1
/ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit
/ssa/logical-device/mgmt-bootstrap* # create bootstrap-key SEARCH DOMAINS
/ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value search.com
/ssa/logical-device/mgmt-bootstrap/bootstrap-key* # commit-buffer
/ssa/logical-device/mgmt-bootstrap/bootstrap-key #

Cisco Defense Orchestratordd X 2 > K7 O U Z BB EID1E N

AT AT A VAR AL AT F AU AF L ZADOMFTCDO XA TEET, 22V KT
02 OFET SN A E, BMEZEIANAAL T T8V T 0 XTTEMELET,

1R BHHEIIZ

FPLT R RERT AT TV r—2 g v f A—T % Ciscocom P H AU a—RKLT,

Z DA A— % Firepower 4100/9300 > v — ([Z¥ 7o — RKLET,

)

(GE)  Firepower 9300 DIGE, B2 n 7 SV r—r a2 47 (ASA B
J N Threat Defense ) # 3 v — 2 HNOH 42 DFEY 22— LT A VA
F—=ATEET, BMEOEY 22— TliL, BB —=Va o7
TV r— g A VAR ABZAL TEETTEET,

cTRET NN, ATHEHATIEHRA A —T oA AERELET, BEHA X —T oA ADL
EHCTT, ZOFHA =T oA RF, V¥ —VOFEROLIMEHEIND Vv — U F B
A—hERUTIEHY A (FXOS TiX, MGMT, management0 D L 5 724 Al CHR S
nNEI) .

e £7-.

VI LB 1 DODT =8 ZAT DA F =T = A ALRET DUENRDHY 7,

«CDO TFTD T/, 2% A R— RTHMLERHY £77,
s ROBEMEAELET,
c IDTNRAADA U H—T A A1d

B A LA —T A AIPT RLRERY NU—I <R
e = xATPT7T FL A

*DNS #—"XDIP 7 FL A

o Threat Defense DR A N4 & KA A U4

« CDO F v AR— RIEH
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ATy T

ATvT2

ATvT3

ATvT4

* Threat Defense " A h#4 & KA A 4

FIE

X2V T4 =X ET—FEMBLET,
scope ssa

&1

Firepower# scope ssa
Firepower /ssa #

X2 VT4 BV a— MUy Any MIHEHREZRELET,
scope slot dlot_ID

51
1 -

Firepower /ssa # scope slot 1
TFV =g A AR A RERR LET,
enter app-instance ftd device_name

Device namel. 1~ 64 L FOFFHTIEETEET, TOA U AX U ADOFHHT N A X {ERK
THEXZ, ZOT A AL EHERLET,

1 :

Firepower /ssa/slot # enter app-instance ftd FTD1
Firepower /ssa/slot/app-instance* #

AT F A VAR ADERE, AT FIT IV =g A VAR A B TEREL
i ‘j‘o

set deploy-type container

AT FA VAR LATIE, BEX2 VT AT a— VD) ) —ADY Ty N ER#
4570, #EOaTFA LV AZ L AEBAL LA N—NLVTEET, IATATA VAL A
X2V T4 Ea— /DT _RTOY V—Z (CPU, RAM., BXUOF 4 A7 K&
PRS0, ZAT A TA AR AE 1 DA VA =L TXET,
REDRIGFRIZ, A VAR A BZATEZELTTHZLIXITEERAL, T 74V MFA T
native ¢4,

1 -

Firepower /ssa/slot/app-instance* # set deploy-type container

B #ETsqr
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ATvTh

ATvT6

ATy T17

ATvT8
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AVTFA VAR ADERIE, VYA T T A VERELET,
set resource-profile-name name
ZOTRT 7 ANBIETTTIHFEL TV DIRENRD D E77,

BTCIFEIERY Y —ATO T 7 ANEEVYETDHE, AV AZ AR B— REI, O
RIS i Z R0 7, fELSNToNnAg TRATGEY T 4 XTERET TAXD
BEIC, BRERHZIA DY Y =270 77 A NEEDBTHLEXIL, TXTOALNRDYA X
NEILTHDHZ L ETELREITREERLTIEZND,

1 -

Firepower /ssa/slot/app-instance* # set resource-profile-name bronze

Avy b EBE—REKTLET,
exit

51 -

Firepower /ssa/slot/app-instance* # exit
Firepower /ssa/slot* #

AL T N A 2 BB L E T,

enter logical-device device_name ftd dot_id standalone

PIRNCBM L7 7V r—3a A v A X A LA Ldevice nameZ i L £,
1

Firepower /ssa # enter logical-device FTD1 ftd 1 standalone
Firepower /ssa/logical-device* #

BHA LI —T oA AT =AU H—T oA ABHET NA ZZEY B TET, KA F—
Tz A R LT, PIEZEYIELET,

create external-port-link name interface _id ftd
set description description
exit
* name : Z D4 Hi[IX Firepower 4100/9300 > ¥ — 3 A —/S—= A FIZ Lo THEHINE T,
T BEUCH T A ORETHEAT A =T oA AL TS 8 A,
e description : 7 L— X &5 iFF (") T, AN—AZBINLET,
AT AR AT EITERRKI0 DT —FHA =T oA ZAFEFIV Y THIENTE

FI, T, ETFEFEA L H =T 24 R T, R BEOa T A AR RZEID Y
THIENTEET,

B -
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Firepower /ssa/logical-device* # create external-port-link inside Ethernetl/1 ftd
Firepower /ssa/logical-device/external-port-link* # set description "inside link"
Firepower /ssa/logical-device/external-port-link* # exit

Firepower /ssa/logical-device* # create external-port-link management Ethernetl/7 ftd
Firepower /ssa/logical-device/external-port-link* # set description "management link"
Firepower /ssa/logical-device/external-port-link* # exit

Firepower /ssa/logical-device* # create external-port-link outside Ethernetl/2 ftd
Firepower /ssa/logical-device/external-port-link* # set description "external link"
Firepower /ssa/logical-device/external-port-link* # exit

AT9T9 EHHT—PANT T RIA—FERELET,
INOOFREIL, MHEATEH, 72137 4 AX VA ANYHTT, @EOEHATIEL, BTT
TV —3a vy CCLIREDIFEAEDEEEETEET,
a) T—=h AT T F TV FEAERLET,
create mgmt-bootstrap ftd

1 -

Firepower /ssa/logical-device* # create mgmt-bootstrap ftd
Firepower /ssa/logical-device/mgmt-bootstrap* #

b) DNSHV—NR—DOhr~XPY U R FEHRELET,
create bootstrap-key DNS_SERVERS
set value dns_servers
exit
72l 21X CDO DA A Mz fRET 256, BRITHT HB5M 13 DNS 2 M L %9,
f

Firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key DNS_SERVERS
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value
10.9.8.7,10.9.6.5

Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* #

Q) MBRAALLOH~XEID YR NEHEELET,
create bootstrap-key SEARCH_DOMAINS
set value search_domains
exit

1

Firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key SEARCH DOMAINS
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value
cisco.com, example.com

Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit

B #ETsqr
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Firepower /ssa/logical-device/mgmt-bootstrap* #

T7AT U4 —NE—K (=T ] £F ThT7AXT LN ) ZFEELE
R

create bootstrap-key FIREWALL_MODE

set value {routed | transparent}

exit

N—T v RE—RTIE, XA REIRy NT—=THNONV—F Ky T ERRINET,
N—=TFT 4 T EATIBA =T =2 AFTR R LY Ty F RIZHOVET, —FH. T
VART VN 77 AT A —NE, [BumpInThe Wire] £721% TAT VA 7747
A=) DEIHERETHALA Y277 AT U 4+—/LThY, FEHINIZT A A
DN—H Ry LTI I N ERA,

77 AT U4 —/VE— FNIWHIERFICOARELET, 77— A N7 v TORELH
HWHT 256, ZOREFMEHAINET A,

f

Firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key FIREWALL MODE
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value routed

Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit
Firepower /ssa/logical-device/mgmt-bootstrap* #

UEE) ar T A AZ AT LT, BBUSKT 500 SSHE v g TxFk
NR=bE—=RFZHFALET, TXAR—bET—FTE, BERIN T TV a—T 47
W2 BN T AR e A b T 7B ATE ET,
create bootstrap-key PERMIT_EXPERT_MODE
set value {yes | no}
exit
eyes : SSHE Y a b ZDars7hA VAKX RAZEET 7 AT Ha—H—
B, TFANR—=RFE— REBETEET,
*no : FXOSCLIMNH Ay TFA LV AZ L AILT 7B AT Ha—HP—DH), TF A
N— hE— FZRIBETEET,

FI7FNVETIE, VT FA L AZ L ADEE, X A= b E— RZHHATE 5D
FXOS CLI & &kt 285 CLLIZT 7 & 23 % 22— —721F T, Z OHIRIE,
ALV ABR A DOFEERIRTIHA, 2T T AV AZ L ADRTHEAESNET, <
Za T INVDOFNETRD BTG, F721Z Cisco Technical Assistance Center 7> 5 XK & 541
EHEDOHR, =X A== REFEHALET, Z0T— RE2HBT I, EBICKt
5B CLI Cexpert =~ R&EMHALET,

1

Firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key
PERMIT EXPERT MODE

#ET 12 |}
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Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value yes
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit
Firepower /ssa/logical-device/mgmt-bootstrap* #

FAT A TA VAL ADEE, v X —Y v % CDOIZRELET,

enter bootstrap-key MANAGEMENT_TYPE

set value CDO

exit

AT ATAVAZ L RT, 32—V ELTDOCDO b AR—FLTWET, T
WA AL LRI R =V Y AA THELET L LIETEEREA,

fi

Firepower /ssa/logical-device/mgmt-bootstrap* # enter bootstrap-key MANAGEMENT TYPE
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value CDO

Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit
Firepower /ssa/logical-device/mgmt-bootstrap* #

TA XL CDO DM THEAET LF—2HELET,
create bootstrap-key-secret CDO_ONBOARD

set value

*—D A 7] : registration_key
F—DOHEFR : registration_key
exit

1 -

Firepower /SSA-5 /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key-secret
CDO_ONBOARD

Firepower /SSA-5 /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value
Firepower /SSA-5 /ssa/logical-device/mgmt-bootstrap/bootstrap-key* #

Enter a value: configure manager add cisco-sapphire.app.staging.cdo.cisco.com
TuNDBm6peReVDbUkOpZCgtIJ1GqWKbD30 09B064UXEWmr3AYAEpuflf4qE2E3JKYS
cisco-sapphire.app.staging.cdo.cisco.com

Confirm the value: configure manager add cisco-sapphire.app.staging.cdo.cisco.com
TuNDBm6peReVDbUkOpZCgtJ1GqWKbD30 09B064UXEwWmr3AYAEpuflf4qE2E3JKYS
cisco-sapphire.app.staging.cdo.cisco.com

Firepower /SSA-5 /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # commit-buffer

GE) FID&Z A AR —FR4+5&, CDOIEIF v AR—F 47 a~vwy RXFHEZAER L
£, FOXFHEa— LT, [EOAHEHL £,

LD RAT— REEBELET, Z20ORAU— RN, B#Ha—YF—0CLI T 2 ¥ A2
RSN ET,

create bootstrap-key-secret PASSWORD

set value

EDANT) : password
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fE DGR : password

exit

il -

Firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key-secret PASSWORD
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # set value
Enter a value: floppylampshade

Confirm the value: floppylampshade

Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # exit
Firepower /ssa/logical-device/mgmt-bootstrap* #

iy IPVAEBA LA —T oA AOREEITVET,
create ipv4 dot_id firepower
set ip ip_address mask network mask
set gateway gateway address
exit

1

Firepower /ssa/logical-device/mgmt-bootstrap* # create ipv4 1 firepower
Firepower /ssa/logical-device/mgmt-bootstrap/ipv4* # set ip 10.10.10.34 mask
255.255.255.0

Firepower /ssa/logical-device/mgmt-bootstrap/ipv4* # set gateway 10.10.10.1
Firepower /ssa/logical-device/mgmt-bootstrap/ipv4d* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* #

j) %fﬁﬁjf*—]‘;z k= ;,jf’q§~—}f%f%§i’l/zE7fo
exit
i)

Firepower /ssa/logical-device/mgmt-bootstrap* # exit
Firepower /ssa/logical-device* #

REERGFLET,
commit-buffer

Yy —UiE, BELLEY 7 b T A=V arvEFyya—RL, TV r—var A AR
VAT = PR T TRELERA LV E =T 2 A AREERT v 2T HIET, W7 A
AZE AN LET, showapp-instance 2~ > REZEH LT, BEOAT—X AR LET,
[Admin State (' ELIRAE) ]7° [Enabled (%)) ]C. [OperState] 23 [Online] D¥GA, 77V &7 —
Yar A YA CRAFETPTHY, HHTE DRBIZR>THET,

&1

Firepower /ssa/logical-device* # commit-buffer

Firepower /ssa/logical-device # exit

Firepower /ssa # show app-instance

App Name Identifier Slot ID Admin State Oper State Running Version Startup
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ATvIN

Version Deploy Type Profile Name Cluster State Cluster Role

asa asal 2 Disabled Not Installed 9.12.1
Native Not Applicable None
ftd ftdl 1 Enabled Online 7.3.0 7.3.0

Container Default-Small Not Applicable None

X2 VT 4RY —DORELIBD HITIE, CDORENA P2 LTIIZE W,

N TRASEY T4 RT7DEN

ATy T
ATvT2

ATvT3

Threat Defense F721X ASANNA TXATFEYV T 4 (2= A —R_—=L TN ET) 1L,
FXOSTIERL 77V r—ya VINTRIESNET, XL, "M TXAFEU T 4 DY v —
EMHT AR, ROFEEZSZRL T30,

theb BHEIIZ
AT RAZ VT 4 OB EFHERMSE (18 X—) 2L TIEEN,

FIE

BImBRT NA AZ[A— DA X —T = A A%EID B TET,

T o= VF ==V T RT—K VT2 1D2FRIT200T —H L X —T A A%&E|
DBTET,

IHNEDA L E =T oA AF 20D =YD TAAT_ATENT 4 vTT 407 %R9
DEY LET, MESINET - A==V 7 X7 —F V7121, 10GB DT —#
AE—T oA AEFEHT DL EEHLELE T, EHARERA VX —T A ADRBDHGAE. B
DT z—NA—=R_—= V7 AT —F Vo7 &FHTEET, A7 —F U7 nHEkEO KR
FEVEELETY, 72— d— "=V I FERFAT = VP ICEBEY A TDA L —
T A RAEFHATHZLITTEERA, ARy hNU—7 BT A N ECHMOT RA A% T = —
NA—=NR—Af B =T oA AL LTEHETIC, Py —TMTAAL v T E2EHTHZ L 268
HLET,

AVTFFA VAR ADRE ., To—NF—_"— U I HOTF—F A B —T = A FH
AR—hFETWERAL, HA ¥ —7 A XAFE7IXEtherChannel TY 7' A X —7 = A A% 4{E
L, EALABADYTA U H—T oA A%E VY TT, 72— A —N"—=J 7L LT
AT 2RO LET, RUBOTRXTOY TS X —T 2 A% 7 = —)LF——1
YL LTHERTALERSDZ LICER LT EIY, DY T 4 —T 2 A% T = —
N ==V o7 L LTHERT T, o742 —T A4 X (F3BIA 0 ¥—T <
AR) BBRFEDOT—H AL H—T 24 AL L THATAHZLIITEEEA,

FMELT NA ZTANA TRA TV T2/ LET,
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ATYTE NAT_ATEVT A EZFINCLTZ ST v B —T =2 ZAEEETHLERD 5615, &)
WCAF U NRAEBTERZFITLTOND, 77T 4 7 EBEBTEREZFEITLET,

G¥) ASA DA, FXOS TA v 4 —7 oA ZA&HIRTHE (e xiE, xy bhU—7
Y a2 —/LOHIFR, EtherChannel ®H|FE, F 7213 EtherChannel ~DA X —7 = A
ADFEID YT L) | NERHEEZITO ZLNTEDL LT, ASARETITILD
g~y ROMEREESNE T, BRENDA U H—T oA ZAEHIBRT D L. TRINVEEN
H2AEEMERH D 9, ASAOS DWW A ¥ —T7 = A4 AR EILTFENCHIBR T &
7

75 R MEN

ARV T EFATLE BEROTNAA R I N—T LTI ODmBT A AL THZ
EWTEET, 77 AFT, B—T A ZAOTXTOFEME (EFH, Ry NV —27 ~DHH)
ERZ 25— H T, BT A AL > TEWAL—Ty hBLOTEMSZER L ET, E5%O
EY a— L& E T Firepower 9300 /X, 1 DD ¥ —YHDOTRXTDET 2— V&2 T TAKXT
N—TNF D, v —NIFTRAEZY) TR —bLET, HEOCY—TE2FEHTT
N=TT D, =7 TAZY) T BETEET, Yy —v R TRZY U7
Firepower 4100 'V — X772 EOH—F T 2 — )L T4 AOMWe—D AT > 9 L TT,

Firepower 4100/9300 v —> DY S AZ 1) VU122 T
Firepower 4100/9300 > ¥ — 3 |27 7 A X ZJBBHT 5 & I TORBENETSINET,
CFATATAVAZ L ADI FTAZY T OBE 2=y NOWBERD 7 7 AL HI#Y
7 (T 7+ EOR—FF ¥R 48) Z{ERLET,
TNTA AR AT TR T DA 1 DU LD T R X % A 7D Etherchannel T
PTA B =T 2 A RAEFRRETLILENRDY £T, KAV AX U RAZIE, MBDY Z
ALGHNY > BPLFETT,

VXY —vWNT T ALY 7 TIL (Firepower 9300D%4) . Z DV 7%, 7T AXEEIC
Firepower 9300 /N> 7 F'L— U A L £,

Vrx—T7 AKX Y TR vy — U REBE I Z O EtherChannel (Z#EEA X —
TxA AEFETEY Y CHLENLY £,

T IV = alNDITAZ T— ATy T a7 Xal—a Bk LET,
AR ERETAE, V5 REL, VJIRREEY A4 B —T oA A, BIORED
My T AXRELEGR/NBEDT— ATy a7 4 Fal—varRnNyy—yv
x~ﬂﬂ4ﬁ#%%n:ybmﬂbffyy;éﬂiﬁo&3%&9V7%ﬁ%ﬁx&v
A XT 58 T— A NTFyFard  Xalb—arO—Eit. 77— a N
fn—%# Ef%i?

ARV RA U BE—=T 2 A AL LT, VITAZIIZT—F A E—T 2 AZFD Y TETS,

RET/NA R
|
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T —TWNITTAX Y T TIE, AN RA o H—T oA AT, Vx—V T TAXY
7' & 912 EtherChannel [ZfillfE X 41 FE ® A, Firepower 9300 A — X — o Fi3F A ¥ —
T2 ADEEDEY 2a— NI N T T4 v 7 a— RART UV T T 51 0ICNERT
EtherChannel 7 7 / 0V — %3 5720, ARV RE—-RTIEHHOLXA T DT —X
A B=T A AR LET, Yy =M TAZY TR TARTOT—F A~
H—7 = A ATAs/ N K EtherChannel ZffiH L £,

N

GF) BHEHA LA —TxAAUNOELEDA B —T = A AT R—F
ShTWHWEHA,

EHA LA —T 2 AT TAANDTRTO=y MIFRELET,

T547) 2z béEtvhoF) 22y FOKRE

JTAZDAND NI ORTT7A =) 2=y MRV ET, 774~ ) 2=y MIABIC
RESNET, HOTXTOALNTEDZY 2=y MR £,

FTRTCOALT 4 X o b— g UNEEITAEEHAT RN COLFITTIMLERDHY 9, 3
T4 X2 — g IEDR, B oA BAAICERIENE T,

DS RAEGE) VD
IAT AT AAB LA T TAZY T OEE - 77 AXGEIEY 71X, R—FFrv %148
AVHE =T 2 A AEMEH L TEIMITERINE T,
YNTFA AR LA T TGRAEY U TDEE 1D kDY T A X Z A 7D EtherChannel TV 7
AV =T 2 A A FAGKET DUHERH Y £, FA L AZX AT, RAD Y T A Xl
Vs RLETT,
VXV ALY T TR, ZOA B =T 2 A AT A N A =T oA R T F
Y, ZTDT T AL XA TDEtherChannel I, ¥ —T NI TAX VL THDI T AXBEEFIC
Firepower 9300 /N 7 7L — U M L ET, v — M2 7 A% Y 7 Tld, EtherChannel
W1 DU EDA v H =T = A Z5 BT 20ERHY £,
QAN Yy =V TALZOYE, vy — VO y— L OME S T ALY 0T
BEHEPHE LW TESWN, A ¥ —T oA A EEER LI2GE, — D=y N CTEEN
BETDHE, 7T AZEY 7 BEREE T, fOEFR 2=y FHEIELRLS 20 E7, X
A vFENLTIZ T AZHIMY 7 28 L2881, EFRa=y MZOWTIEZ 7 2 Z{fl
WY 7 IXEMEAHMERF L E T,

I AZGEY 7 NTT 4y 2E flE T OWMGD T T 4 v I NEENET,

=LY SRAYLTDISRAAHIE) Vo DA X

MR CHIUEL, KL — Y DPRENDAL—T Y NCADETY T AXHIEY 7 29 A
LT BBERDHYET, TITE. 2T ALEEY vy REEO VS ) A AT X F
¥,

W w2752
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JIALGY T T T 4w 7 ODRFITEIC, REET v 7T — MROmE SNy T
T VI7AXHIEY 7 TORNT T 4 v 7 OREFFEICENMLET, BEINDI T T4 v 7O
B, n— AT oM, FITRRERRIEREOT-DDO+ 07 N T T 4 v IR
BEMEIMDITL - TIRED EF, RITHERLET,

* NAT TlIEEHiOa— K NT UV ITPMETFTH5DT, 7 XTCDOIVZ—2 "N T T4 v T %
ElWwa=y MIFORT A LERH Y £,

CAUN—VTINERINDE, I TAFIKREOEGOBESHEVLEL T 520, —iF
BINZ 7 T ALY v 7 OHSNE 2 RESHEH L £,

JIALGIEY 7 OFINEE RKRE S TDHE, A=V IPERINT L ZDOIENEGHE
1220, Z—F v hOR MLy 7 ZEETE T,

)

G¥)

YA X RS TORENDY £,

I T AR KREOIEAI (HHHMENT) T 740 v 7 BNH2EAIT. 77 AFHIEY 7D

=LY SRRV TDI S AAGIEY o R

ROBE, AL v F 72T 5 (VSS) | RAER—FF v /b (VPC) | StackWise, £
7213 StackWise Virtual B2EE T2 7 2 Zil4f1 Y > 7 & L T EtherChannel Z {9 % HikE R L %
9, EtherChannel DT XTDOY I BT 7T 47T TT, AAvTFNALEVATLO—HTHD
HA1E. [6 U EtherChannel NOD 7 7 A T U —/v f VX —T = A A FNLEh, TLEVAT A
WO DAL v FICHRECEET, AA v T A X —7 = A AX[A U EtherChannel 77—
FXXNA L BE—=T 2 ZADALNTY, BEOMEBDAAL » FRE—DAAL v FO L9 ITH)
{ET 5725 Td, Z @ EtherChannel /X, A3 K EtherChannel TiZ72< ., T/ A g —H4 /LT
HHZEITEELTLEEN,

Virtual Switch Link
irtual Switch Lin Switch
>
| | | |
& &
o ——— e ——
Node 1 Node 2 Node 3

=R SRR TD SRAAGEY 2O DEENYE

7 Z ALY 7 OBEREERFET AICIX, ==y MHDO T v KR » 7] (RTT) 2320
ms RICARD LI LET, ZORKEIECLY ., BRIP4 Mo A b= ER
7o T AZ XN EDHEWHYERTE ELET, BIELZHFHRDITIE, 2=y MED 7 T 2 XY
> Tping #EITLET,

#ET 12 |}
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Firepower 4100/9300 v —1%, ¥ —3 1D & Am > M ID (127.2.chassis id.dot_id) (232
WTC, 2=y "D TAZGEIY 0 A H—T = A ADIP T FLAZHEVERLET,
W#H . [[A U EtherChannel D72 % VLAN 7' A L X —T = A Z&AMMHT H~LF A L AKX
A T AL DOEEIE, VLAN OB K> TR D7 T AXIZFECIP 7 KL AEFEHTE
T, VITARERETHEEZIC, ZOIPT RLARAZHAZA ATEET, 77 ALZHIEY
Y7 Fxy NU—ITIE, 2=y MIIAV—FE2EDDL T LILTEERA, LA Y2RAAL vTF
TIEIRTFRENTHWET, A MINTFT 74 v 7IZF, A——Lb A N7 AFR— M

b (OTV) ZEATHZLaBEDLET,

BEXRY FT—4H

TRTCO2=y MR —-OFHR Yy NV ICHHT L LAHELET, 2Oy NU—72
X, 77 ALY 7 LIFRIO b DT,

T URA—TIAR

BEEAATDA L E—T 2 A A%V TAZIZEOV B THMLERNDHYET, 2O X —TxA
ANVEANR R A v H— 7142Tiﬁ<\%%ﬁ@%4/& Tz A ATY, FHA L H—
Tz A AL > TH2=y NMIEHBEER X ET,

ASA DIAIE, ALV 7T ALZIPT RLRIZZED I T AXZDEET RLATHY . HICHLE
OEREHATHEALIZE L ET, 7 VA SERE LT, BIEOEE ff AL & & T4 AL 2
DOHFIFHNO T —INV T RLAZHEHATEL L IICTHILERNHVET, ZOAAL L T TAH
IP7 RLARIZEH-T, BBEHT 7 ®8ADT RLAR—R LI E T, BEHMHEMPIETIND
L AA T TFAZIPT R ATH LWVEERFTRALICBEI T 20T, 7 7 AZOERE v —
AVAZRATCEET, a— AN IPT RLRE, V=T 7SN, hT Ty a—
TAVTICHENDLET, 22X, V7 IAXEERTDHINEAA L VT AXIPT RLAL
i LET, 207 RLAEIFIC, BUEOIEENWEAIZEEMT b TWET, Hed A
N—ZE T 5T, D-ﬁ»E?bvx THEE L 9, TFTP X°syslog 7¢ EORFEEE 7
T4 v DA, BEREHATEN 2 S DABEAIT, =BV IP T L AEMA L CH— 08
7f‘}L bij‘o

BRI D T FICRy b —27 OFBLEEIP 7 FLUAZED Y TEY, FH
fiZ. % Management Center|lZiB N5 & &1L, RO IPT FLAZEHL £,

A /N> K EtherChannel

VX =V HIEV1IOULDA B =T 2 A A NV—=TE LT, FTAZDTNTDOY ¥ —¥
\ZJA7/3 % EtherChannel &35 Z £ 23T £9°, EtherChannel 12X > T, T ¥ x/LINOfFEAlHE
I RTCDT I T AT AVE—T2AAD T 7 4 v 7 PEHIINET, A3 K EtherChannel
I, V=T RE R T VAT LU DO ELELD 7 7 AT U A — /L E— R THRETEET,
JL—7 v K &— KT, EtherChannel IZEE—D P 7 KLU AZEOSNL—T v R A X —T A
AL LTHREENET, NFUAXT LU M E=RTIE, IPT RLREIT Y v Z—7 A
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NG v THEREE AREEDO — & L TR A TV ETS

PNFA AR ADYT T AZDEE . K7 T AXIILEH T —# Etherchannel 78 43T,
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FUREEATILET,

ASA 7 5 R 2 DYERL
FHAEA A== g VITERELET,

25 24 1%, Firepower4100/9300 & 4 — 3 A — U3 Fn L HICEBTE £+, TXToH)
R ENS 2=y NHICHBVERINVET,

:/“\7‘—“/'3537?7\& U Vyfﬂj:\ %V?-y%%[]&@:%ﬁﬁbij—o %ﬂ%ﬁ%@lﬁ‘ék&ﬂ:‘
1ODY Y=V TAZEZHAL, £D%, BHOY ¥ —TNHIROY v —IZ7— A K
SySar74Xal—varkat—CxET,

Firepower 9300 & ¥ — 3 TiX, TV a2 — B A VA F— LS TWRWEETEH, 3 209X
TOEYa—)b, ¥FRFarvTF A AF A £ A0y hD1ODaryTFHA AR AT
JIAZYN T ERANCT DRENRHY ET, 3 OTRXTOEY 2 —/LEZHELTNRNE,
7T AL IERE L EE A,

YNTF AT HFANE— FORE, BUICHET AN AR L TG, ASAT 7Y r—=
YTORNTF AT HRAD T R AT ORERH Y T,
48 DRI

ERERT N RMERT BT SV r—v a3 A A—T% Ciscocom B AU a— RLT,
Z DA A— % Firepower 4100/9300 > v — (27 v 7r— KL ET,

s RDIEHRERABELET,
EH A LA =T 2 A AID, IPT FLABLORY hU—T <R
oS~ AIPT FL A

FIE

ATV AV F—T A AEBRELET,
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ATYT2 ¥X2UTF 40—t R EF— FEBEBLET,
SCOpe ssa

&1

Firepower# scope ssa
Firepower /ssa #

RATVT 7TV r—val AV AB U ANRT AL (L A=V N=Varagdty) 2RELET,
a) AR A A=V EFRLET, AT OV a v BREESHOET,

show app

1

Firepower /ssa # show app
Name Version Author Supported Deploy Types CSP Type Is
Default App

asa 9.9.1 cisco Native Application No
asa 9.10.1 cisco Native Application Yes
ftd 6.2.3 cisco Native Application Yes
ftd 6.3.0 cisco Native,Container Application Yes

b) #PHEA A==V g IEELET,
scope app asa application_version

51

Firepower /ssa # scope app asa 9.10.1
Firepower /ssa/app #

) ZON—=Varux7T 74N LTRELET,
set-default

&1

Firepower /ssa/app # set-default
Firepower /ssa/app* #

d #TLTssa®E—RIZLET,
exit

1 -

Firepower /ssa/app* # exit
Firepower /ssa* #

51

#ET 12 |}
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ATvT4

ATy TH

Firepower /ssa # scope app asa 9.12.1
Firepower /ssa/app # set-default
Firepower /ssa/app* # exit

Firepower /ssa* #

77 AL R LET,

enter logical-device device_name asa slots clustered

1 -

HETNAZ |

« device_name : Firepower4100/9300 3 ¢ — 3 Z—/SNA YR T 52 Z ) o T EBELTA o~

H—T 2 A ABENYBTHEDIHEALET, ZOL4FIHE. EX2 VT 4 EV 22— LiRE
THAIND I FAXLTIEIHDEY A, FENN—FR 72T %A A =)L L TR

BTH, 32T R_RCOEXF2YT 4 FEV2—NAVERHETILERDY 7,

e ARy MUY —VEVa—)VEY T AZZEY Y TET, Firepowerd100 DEAIL, 1%

FeE L £, Firepower 9300 DAL, 1,23 2FELET, TV 2a— WA VA h—/L &
NTWRWEETYH . Firepower 9300 ¥ —3 D3 DT X TDEV a—/L A2y KTV T
AR T EAINCTDLERH Y T, 32T RTCOET 2—/LERELTNRNE,

77 AZITHEREL £ A,

Firepower /ssa # enter logical-device ASAl asa 1,2,3 clustered
Firepower /ssa/logical-device* #

IFGAR T— AT TONRTA—ZEZRELET,

INOORET, MIHEATH, 374V AZ U AANYHTYT, WEOE

PV — g3 CCLIREDIZFEAMNEDEEALER TEX T,

a)

b)

<)

JITAE T—= R ARNT T ATV NfERLET,
enter cluster-bootstrap

1

Firepower /ssa/logical-device* # enter cluster-bootstrap
Firepower /ssa/logical-device/cluster-bootstrap* #

Yy —vIDEARELET,

set chassis-id id

7 TAEDE Y ¢ — VI —EO ID BLETT,

YA MEZ T2V T DA A FIDIE 1~ 8 OFIHTHEL £,
set site-id number.

A b~ ID ZHIBRT 5121E, HZ 0
i

ﬁbiﬁ—o

e

Firepower /ssa/logical-device/cluster-bootstrap* # set site-id 1

B #ETsqr
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d)

e)

2

asa v 5252068 [

Firepower /ssa/logical-device/cluster-bootstrap* #

JTAZHIEY T OHIE ST T 4 7 OFBFEF—EHELET,
set key
1 -

Firepower /ssa/logical-device/cluster-bootstrap* # set key
Key: diamonddogs

EEWEEZANT LI ITKROBNET,

HREIL, 1~ 63 XFD ASCH LFHITY, LAMEIL, F—2AERTH72OIEHS
NET, ZOF T aid, 7—FRANT T4y 7 (BERRET v 77— Mok S
BRIy " 8 ICIEEELERA, T—ENRNA NTFT T4 TIE, W VT TER AL
ELTEFEEINET,

JITAR A B =T 2 A A ET—RERELET,

set mode spanned-etherchannel

PAR—FENTWBE— L, A% K EtherChannel & — KD T9,
i -

Firepower /ssa/logical-device/cluster-bootstrap* # set mode spanned-etherchannel
Firepower /ssa/logical-device/cluster-bootstrap* #

X2V T 4 V2= IRECTYT TAL TN—THERELET,
set service-type cluster_name

AHIE 1 ~ 38 LFD ASCIL LFHITh D Z &ENLETT,

11

Firepower /ssa/logical-device/cluster-bootstrap* # set service-type clusterl
Firepower /ssa/logical-device/cluster-bootstrap* #

({£&) Cluster Control Link IP %> "V — 27 Z#ZHELET,

set cluster-control-link network a.b.0.0

7T AZEEY 7 DF 7 40 N TIE1272.00/16 %y FT— 7 BMERENET, 7=77L

—¥BDOFR Y FU—ZREETIE, 12720016 F T 7 4 v 73R ATEEE AL, ZOHE, 7

FAADEFEFR Y NT—TIAEED /16 %y FTU—27 T RLAZRETE £,
cab00:EED/N6 Xy hT—7 T RLAZBELET (b—7Nv 7 (127.0.0.0/8)
BIO=LFFx 2 (224.0004) OF7 FL2AZEL) . HE0.000ICHETSH L,
TNV EOFRy NU—7 (127.2.0.00 BMEH S ET,

¥ —viE, Yv—¥ID &Ary D (abchassis iddot_id) [ZHESWT, Fx=v |k
DY TAZEHY 7 A B =T A ZADIP T FL A% HBVER L ET,

LESACES
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h)

HEF AR

1 :

Firepower /ssa/logical-device/cluster-bootstrap* # set cluster-control-link network
10.10.0.0

BHIPT NLAFHRERELET,
ZOERIT. EX 2V T4 BV 2 VRETEHA VA —T oA AERET DO
ENET,

1. B—HANLVIPT RLADT—NEHRELET, ZDT RLADI DN, f X —T <A
ARDE 7 TAZ 2=y MIZEIDV B THNET,

set ipv4 pool start_ipend_ip
set ipv6 pool start_ipend_ip

HKIETH, 7I9AXADOZ=y MEERILEDOT RLAREEND L HICLTLEE
VY, Firepower 9300 D3G5, T X TOET a— L Ay MR ESTWRNE LT,
VX =V T EIL3DODT RLRAEEZDALNENGL Z LITIEELTLIEIN, 77 A
ZEYET H TP EDOEAIE, 7 FLAEHEOLET, BEOHE= > MIBET 5K
FBIPT7 RLA (ALY V7 TFAXIPT RLRALIEINS) X, 2O — 10— Tl
HYFERA, BT, FALFRY hU—ZDIPT RLAD 1 DAL FTAXIPT R
LAICHIRE LT IEE W, IPvA7 RLZEIPV6 T RL 2 (KL 5h—Fba) Zff
Acxxd,

2. BHALHE =T A ADAA LI TAXIPT RLAZHELET,
set virtual ipv4 ip_address mask mask

set virtual ipv6 ip_address prefix-length prefix

IDOIPT RLARZ, 752AF =L T RLRAELEULRY hU—27 FITHFEEL TV
VERBY ETN, 7= NIZEENLTHTIER Y A,

3. Xy MNI—FI =+ T RVAZANLET,
set ipv4 gateway ip_address

set ipv6 gateway ip_address

51

Firepower /ssa/logical-device/cluster-bootstrap*
Firepower /ssa/logical-device/cluster-bootstrap*
Firepower /ssa/logical-device/cluster-bootstrap*
Firepower /ssa/logical-device/cluster-bootstrap*
2001:DB8::27

Firepower /ssa/logical-device/cluster-bootstrap* # set virtual ipv4 10.1.1.1 mask
255.255.255.0

Firepower /ssa/logical-device/cluster-bootstrap* # set virtual ipvé 2001:DB8::1
prefix-length 64

set ipv4 gateway 10.1.1.254
set ipv4 pool 10.1.1.11 10.1.1.27
set ipv6 gateway 2001:DB8::AA

#
#
#
# set ipv6 pool 2001:DB8::11

JIGAR T—h NANT T FT—REKTLET,

exit

B #ETsqr
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1 :

Firepower /ssa/logical-device* # enter cluster-bootstrap
Firepower /ssa/logical-device/cluster-bootstrap* # set chassis-id 1
Firepower /ssa/logical-device/cluster-bootstrap* # set key
Key: f@arscape
Firepower /ssa/logical-device/cluster-bootstrap* # set mode spanned-etherchannel
Firepower /ssa/logical-device/cluster-bootstrap* # set service-type clusterl
Firepower /ssa/logical-device/cluster-bootstrap* # exit
Firepower /ssa/logical-device/* #

BHT—MNARNT I NTA—FERELET,
INOOFREL, PIWPEATH, 7 4 FAX U BN HTYT, BHEOEMATIE, #TT
TV r—2ay CCLLREDIFEAEDEZERTEET,
a) BHY— MR ATV MEERLET,
enter mgmt-bootstrap asa

1 -

Firepower /ssa/logical-device* # enter mgmt-bootstrap asa
Firepower /ssa/logical-device/mgmt-bootstrap* #

b) admin & A F—T N RNRATU— RERELET,
create bootstrap-key-secret PASSWORD

set value

B ATy : password

TEOMEE : password

exit

i -

FHATRE SN TND ASA FHE 22— B IO, X =T/ N2V — NIRRT — ROREIE
BRI D £, FXOS 7 7 B AR TE 56, BHA - "AU—FeEhizt i
Uty hTEET,

11

Firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key-secret PASSWORD
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # set value
Enter a value: floppylampshade

Confirm the value: floppylampshade

Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # exit
Firepower /ssa/logical-device/mgmt-bootstrap* #

) 77ATUA—NE—F (=T R 7L ThTF72AXT L b)) ZEELE
KR

create bootstrap-key FIREWALL_MODE

set value {routed | transparent}

#ET 12 |}
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ATy 71

RETACZ |

exit

N—T > RE—RTIEL, T4 A FRy NT—FTNOL—F Ky T ERRINET, L—
TAUTEATIBA =T oA AFTR R DTy N EIZHVET, —FH, FT AR
TV N T77AT U4 =L, [BumpInThe Wire] £721L (AT VA 77 AT 04—

N DEITHERETDVLATV2T7 7 AT UF—ATHY, HHINTZT A A~DL—HF
71_\‘ ‘)7031 L‘/C n:uﬁéﬂi'@:/\/

TrAT VA —FT— FIYHRMAICORFRELETS, 7—FA T v T OREZ
MT 256, ZOREFEHINEEA,

1 -

Firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key FIREWALL MODE
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value routed
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* #

d BFHIT— AN T E—FREKTLET,
exit

51

Firepower /ssa/logical-device/mgmt-bootstrap* # exit
Firepower /ssa/logical-device* #

REZRFELET,

commit-buffer

VY —Uid, BELEY 7 b aT A=V arEFyrae— KL, T r—va
VAT = MR BTy FRELEIA VS — T 2 AREET v Y aT B I LT, T
Z%HEAL%9, showapp-instance =~ > KA LT, BADOAT—X AR LET,
[Admin State (& HEIRTE) |73 [Enabled (F5%5) ]C. [OperState] 23 [Online] D¥E. 77U r—
YA A VAL RTETRTHY M TE HREITR > TWET,

1 :

VA UAH

Firepower /ssa/logical-device* # commit-buffer

Firepower /ssa/logical-device # exit

Firepower /ssa # show app-instance

App Name Identifier Slot ID Admin State Oper State
Version Deploy Type Profile Name Cluster State Cluster Role

Running Version Startup

ftd clusterl 1 Enabled Online 7.3.0.49 7.3.0.49
Native In Cluster Data Node
ftd clusterl 2 Enabled Online 7.3.0.49 7.3.0.49
Native In Cluster Control Node
ftd clusterl 3 Disabled Not Available 7.3.0.49
Native Not Applicable None
WET/NAR



WETINAR

ATvT8
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asa s 525206k

75 ABNIRD Y ¥ —ABINTAEEIE. ZOFIEAEV IR L ETH. [EAD chassis-id &
ELWsite-id 23 ETHAMENRH Y £, TNLHADOEGEE, MFOY v —2 TRILEKEZMHE
FALET,

AH—T A AT 4 X2l —varPDH LY —VERILTHDLH EafERLET,
FXOS v ¥ —VRELEZTZ I AR —PFBLIRAS Vv HAR—F L, 2O RAERBIZTHILNT
xFET,

fflr =y b ASAIZHE L T, 2 7 AZV VT REZ DAL~ AAXLET,

1

vyY—v1:

scope eth-uplink
scope fabric a
enter port-channel 1
set port-type data
enable
enter member-port Ethernetl/1
exit
enter member-port Ethernetl/2
exit
exit
enter port-channel 2
set port-type data
enable
enter member-port Ethernetl/3
exit
enter member-port Ethernetl/4
exit
exit
enter port-channel 3
set port-type data
enable
enter member-port Ethernetl/5
exit
enter member-port Ethernetl/6
exit
exit
enter port-channel 4
set port-type mgmt
enable
enter member-port Ethernet2/1
exit
enter member-port Ethernet2/2
exit
exit
enter port-channel 48
set port-type cluster
enable
enter member-port Ethernet2/3
exit
exit
exit
exit
commit-buffer

#ET 12 |}
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Scope ssa

enter logical-device ASAl asa "1,2,3" clustered

enter cluster-bootstrap

set chassis-id 1
set ipv4 gateway 10.1.1.254

set ipv4 pool 10.1.1.11 10.1.1.27

set ipv6 gateway 2001:DB8::AA

set ipv6 pool 2001:DB8::11 2001:DB8::27

set key

Key: f@arscape

set mode spanned-etherchannel
set service-type clusterl

set virtual ipv4 10.1.1.1 mask 255.255.255.0
set virtual ipvé6 2001:DB8::1 prefix-length 64

exit

exit

scope app asa 9.5.2.1
set-default
exit

commit-buffer

VY —T 2

scope eth-uplink
scope fabric a
create port-channel 1

set port-type data

enable

create member-port Ethernetl/1
exit

create member-port Ethernetl/2
exit

exit

create port-channel 2

set port-type data

enable

create member-port Ethernetl/3
exit

create member-port Ethernetl/4
exit

exit

create port-channel 3

B #ETsqr

set port-type data

enable

create member-port Ethernetl/5
exit

create member-port Ethernetl/6
exit

exit

create port-channel 4

set port-type mgmt

enable

create member-port Ethernet2/1
exit

create member-port Ethernet2/2
exit

exit

create port-channel 48

set port-type cluster

enable

create member-port Ethernet2/3
exit

RETACZ |
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exit
exit
exit
commit-buffer

scope ssa
enter logical-device ASAl asa "1,2,3" clustered
enter cluster-bootstrap
set chassis-id 2
set ipv4 gateway 10.1.1.254
set ipv4 pool 10.1.1.11 10.1.1.15
set ipv6 gateway 2001:DB8::AA
set ipv6 pool 2001:DB8::11 2001:DB8::19
set key
Key: f@rscape
set mode spanned-etherchannel
set service-type clusterl
set virtual ipv4 10.1.1.1 mask 255.255.255.0
set virtual ipvé6 2001:DB8::1 prefix-length 64
exit
exit
scope app asa 9.5.2.1
set-default
exit
commit-buffer

HDISAR A INDIENM
ASA 7 T AZ AU NN—ZBNELITEEHZ 1,

\}

CE)  ZoFEZL, vr—vOBMEEFERICORERSNET, 77 A% ) 7RI TITAERIC
725 TN % Firepower 9300 |[ZE Y =2 — LV Z BN E L IXEMRT 256, €Y 2 —/VITHBEIMIZE
mEE7d,

B8 DRI

HBEFED T T AKX, ZOHLWA U AHOERIP T RLAT—LNTHS72IP T KL A
DEND L THNTND LI LTLEEY, ENUANOHEIT. ZOFH LA L EB
TAHANC, K ¥ —Y EOEFEDI TAL T— AT v TRELRET HLENDH Y %
To ZOEFIZXVGRBET ANA ANFERE L FET,

e AU H =T 2 ADFRETL, LWy —V TORELF L THLHLENRSH Y £, FXOS
VY —VUREET I AR FBIOAS R —F L, ZOT OB RERGICTHILENTE
e

TN T AT HRARNE—RTIE, HHUIDT TAZX AL INDASAT 7V r— 9 Twb
T ArTHRAN B REABILES, BMOT T AL AL NEv T 2T FA R
T— NEEZ HEIICHA L £,

RET/NA R
|
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. Threat Defense ~ 5 X 2 DB

FIE

ATy 1 [OK] &7 VU7 LET,

ATV T2 7 T7ARIZHDOY v — ZIBINT55A81E. ASA 7 7 AX DIEKR (705—) OTFNEZHEY
ELUETH, —EDchassis-id & IE LV site-id Z 3R ET AMLERNH D F9°, FNLSDOLEEIL,
LWy — IR UREAHEHRLET,

Threat Defense -7 5 X 2 () E

XA T 4 7F— K : B Firepower 9300 v —3 &> ¥ —I N7 7 AZ & LCGEINT 52 &
b, OV Yy —vE VY=V T AZ Y U TICEINT A LB TEET,

CNTA AR AE— R Uy — VN T AX L L THE—O Firepower 9300 > ¥ — 12 1 D
FFEHDO I TAZEZBNTEET (BT 2—IA LV AB A EEDHLENH Y £
T) . FlE, Y=V TAZY T OEDITEED Y ¥ — 1D ED T T AKX BB
mcExEd,

=YW TAEZY T T, HUr—VENERICERELET, 1 0DV Y=V T T AL
PEMLES, Oy —IRFTRICHREEX A LET,

Threat Defense 27 5 X 2 D1ERL

7 T A4 1L, Firepowerd100/9300 3 v — 3 A— S PR LHEICE T £4, X TOY)
B snsg =y MICHBERSNET,

V=V ARV T, FV Yy —VERILICERELET, BAZELIZT HDIT,
1ODY Y=V TAZEZHAL, ZD%, BADOT ¥ —IMHBRDY v —UZT— A b
Ty Far74Xal—yarkat—Txx7,

Firepower 9300 ¥ ¥ — 3 ClX, TV 2a— /R A VA F—LENTWARWVWEATEH, 3503
THDEY 22—V, FREFaVTFAVAZ A, FERAay D1 OOaATFA UV AF AT
I IALN T ERENCT HDRENRHY ET, 3 OTRTOEY2a—LEZHRELTNRNE,
7T AL IIERE L EH A,

1R BHHIIZ

« FHERT N RMERT BT SV r—v a3 A A—T% Ciscocom HFX U a— RLT,
Z DA A— % Firepower 4100/9300 > v — (27 v 77— KL ET,

e AVTFAUALZVRIKI LT, TIAN DT T A NEFERHLRWEST, 2T
FAAB LR AT T A NEBINIES T Y —A T a7 vy AV EBMLE
—aAO

C AT T ARG ADY G BN T T A VRS R A YA NV DRI,
FUAINELWT —<v MZB LI 8FX2 T 4 BV a— /TP B EHEY
Wb+ 20ERH Y £, BHEORIELT A ZFHIBRESNTH LT S, 2L LTHA v
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ATy T
ATvT2

ATvT3

Threat Defense 77 5 X 2 DYERL .

A R—=LENDTZD, B—HADT TV r—a VRERTRTRbNET, XA T 47
AVAB U AZ AT A VAL ATEEWZ DAL, WICAAT A TA VAL A
ZHIRT DMERHY £T, AT A TA VAL A ay T A4 AL A ZHEIC
BATTDZ LixTcadtdhi, IOV THE, X2V T 4 TV a— /= P O]
H{bESR L TEE0,

cROEREMBELET,

cEHA L H =T A AID, IPT KL A, BIUWRy NU—F <R
e S—h V= AIPT LR

* Management Center 38R L 72 IP 7 K L Z/NAT ID

*DNSH—"DIP 7 KL A

* Threat Defense A8 A b4 & R A A 4

FIE

A H =T 2 AERELET,
tXaUF 4 B—bRE— NEBEBLET,

SCOpe ssa

&1

Firepower# scope ssa
Firepower /ssa #

EHRT 2 EHICHTH0H R—Yarnzy Fa—V -4 v ABHBEICRELET, =
DOFNEZFETTHMLEND LD, ZNTH =3 VOEULAICELERIEL TOZRWREO

%“@‘é‘@
a) FEAWRERAA—VEFRLET, HHTLINA—Va B2 EIRHOET,
show app
i
Firepower /ssa # show app
Name Version Author Supported Deploy Types CSP Type Is
Default App
asa 9.9.1 cisco Native Application No
asa 9.10.1 cisco Native Application Yes
ftd 6.2.3 cisco Native Application Yes
ftd 6.3.0 cisco Native,Container Application Yes
b) HHEAA—TNRN=T g VITHERELET,

scope app ftd application_version

#ET 12 |}
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1 :

Firepower /ssa # scope app ftd 6.2.3
Firepower /ssa/app #

o) TAELALMICHE LET,
accept-license-agreement

1 -

Firepower /ssa/app # accept-license-agreement
End User License Agreement: End User License Agreement
Effective: May 22, 2017

This is an agreement between You and Cisco Systems, Inc. or its affiliates
("Cisco") and governs your Use of Cisco Software. "You" and "Your" means the
individual or legal entity licensing the Software under this EULA. "Use" or
"Using" means to download, install, activate, access or otherwise use the
Software. "Software" means the Cisco computer programs and any Upgrades made
available to You by an Approved Source and licensed to You by Cisco.
"Documentation" is the Cisco user or technical manuals, training materials,
specifications or other documentation applicable to the Software and made
available to You by an Approved Source. "Approved Source" means (i) Cisco or
(ii) the Cisco authorized reseller, distributor or systems integrator from whom
you acquired the Software. "Entitlement" means the license detail; including
license metric, duration, and quantity provided in a product ID (PID) published
on Cisco's price list, claim certificate or right to use notification.
"Upgrades" means all updates, upgrades, bug fixes, error corrections,
enhancements and other modifications to the Software and backup copies thereof.

Please "commit-buffer" if you accept the license agreement, otherwise "discard-buffer".
Firepower /ssa/app* #

d REZRFLET,
commit-buffer

51 :

Firepower /ssa/app* # commit-buffer
Firepower /ssa/app #

e) T L Tssa®T—RIZLZET,
exit

51

Firepower /ssa/app* # exit
Firepower /ssa* #

51 -
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Threat Defense 77 5 X 2 DYERL .

Firepower /ssa # scope app ftd 6.3.0.21
Firepower /ssa/app* # accept-license-agreement
Firepower /ssa/app* # exit

Firepower /ssa* #

TIVr—=2ab A VAZ VARG EIA—=F (A A=V N"=Var&Egl) ZRELET,

a)

b)

d)

AT FA AR AL, FRARERY Y —A T a7 A LV EFRLET, T
T A NEBINTAEAIT. 20T A AL RACY) Y —=ATa Ty A )V EBIN 2SS
LT,

show resource-profile
BRI 27077 AN ESHOET,
fi

Firepower /ssa # show resource-profile

Profile Name App Name App Version Is In Use Security Model CPU Logical
Core Count RAM Size (MB) Default Profile Profile Type Description

bronze N/A N/A No all

6 N/A No Custom low end device
silver 1 N/A N/A No all

8 N/A No Custom mid-level

X2V T4 BV a2y Ay MIEBHERELET,
scope slot slot_ID

dot_id X, Firepower 4100 DIGA 1L 1T 1, Firepower 9300 DG 1EL 1, 2, £721L3 T
ﬁ—o

1

Firepower /ssa # scope slot 1
Firepower /ssa/slot #

TV r—ay A AR AERERLET,
enter app-instance ftd device_name

Device namelx, 1~ 64 LTFOHFBTIHETETET, TDOA VAKX U ADFHET /N1 A
EERRT D L X2, ZOT A A4 EHEHLET,

1

Firepower /ssa/slot # enter app-instance ftd FTD1
Firepower /ssa/slot/app-instance* #

AT T AVAZ L ADERE, AT T TV = ay A VAPV ARSI, T

RELET,
set deploy-type container

#ET 12 |}


b_CLI_ConfigGuide_FXOS_2130_chapter9.pdf#nameddest=unique_177

. Threat Defense 7 5 X 2 MDERK

2)

B #ETsqr

HEF AR

AT T AVAZ AT, B2V T4 BV 2D Y —ADY Ty
N5, EEOa LTI AV AZ L AEA VA RN—LTEET, RAT 4T
AVABZLARFER 2 VT B 2=/ DTRTDY ) —A (CPU, RAM,
BIOT 4 A7 ERE) 2HEHTI2D, FAT AT AV AFZ U AZ 1 DDIHA VA h—
ITEET,

HEDRIGRIC, A VAR AR T HERTH LixTEEthA, 774NV EEAT
1% native T,

1

Firepower /ssa/slot/app-instance* # set deploy-type container

ATFTAVRAZADGRIFE, VY AT T s A VERELET,
set resource-profile-name name
0T T A NLIFTTIFEEL TV DILERH Y £17,

BCSEISERYV Y —RATa T 7 ANEENDYETHE, A A ANRY B— RI{L,
ZOBEIZKIS D ZEMH N FT, MELSNTNA TXA TV T 4 XT 70T
I T AZDBE, BIRDYA XDV Y —A T a7 7 A )LEENYTHLEEIE, T
DAUNRDYFAZXPRE L THDH I EETELRETRLSMER LTI IEEN,

1 -

Firepower /ssa/slot/app-instance* # set resource-profile-name bronze

AA=TUNR—=Ua v ERELET,

set startup-version version
ZOFETAELIEN—Va v EBEEATILET,
fl

Firepower /ssa/slot/app-instance* # set startup-version 6.6.0

HEE) avTFHA AL AOBERIT, TLSK LT 78I L —a A Xx—T7 )b
FIT 4 E—7 M LET,

enter hw-crypto

set admin-state {enabled | disabled}

exit

COREIZEY, "= R =T DOTLSKELT 7T L—2a URAENTR D, FFEX
ATDRNT T 47 DONNT 3 —< AN ELET, ZOWEIZT 74V FTA3—7
Mo TWET, BF a2V T 4 ED2a— LT EICHRRI6 DA A Z L ZIZHONT
TLSHEEALT 78T L —2a VRN TEET, ZOMEIZRAT AT AV AX A
TV FR—FENTVEREA, TOA L AZ L ARZED B TENTNDNAN—RT = T
LV Y —ADEIE &2 FKRT HITIE, show hw-crypto =2~ RE AT LET, N—T 3



WETINAR

h)

)

1 -

Threat Defense 77 5 X 2 DYERL .

U2 EiE. FXOS2 7 UBETHAINA TLSIE T 78T L —ya v 24 7&2FELTH
jﬁ?—o

1

Firepower /ssa/slot/app-instance* # enter hw-crypto
Firepower /ssa/slot/app-instance/hw-crypto* # set admin-state enabled
Firepower /ssa/slot/app-instance/hw-crypto* # exit
Firepower /ssa/slot/app-instance* # commit-buffer
Firepower /ssa/slot/app-instance # show hw-crypto
Hardware Crypto:
Admin State Hardware Crypto Size Hardware Crypto Version

Ay h EBE—REKTLET,
exit

1

Firepower /ssa/slot/app-instance* # exit
Firepower /ssa/slot* #

Firepower 9300 D 2 7 F A L A X U ZADGEIT, THWODFEEZHED KL THEEFX 2
VF 4V a—Mlars A A2 AeERLET,

T L Tssa®t— RIZLET,

exit

1

Firepower /ssa/slot* # exit
Firepower /ssa* #

Firepower /ssa # scope slot 1

Firepower /ssa/slot # enter app-instance ftd MyDevicel

Firepower /ssa/slot/app-instance* # set deploy-type container
Firepower /ssa/slot/app-instance* # set resource-profile-name silver 1
Firepower /ssa/slot/app-instance* # set startup-version 6.6.0
Firepower /ssa/slot/app-instance* # exit

Firepower /ssa/slot* # exit

Firepower /ssa # scope slot 2

Firepower /ssa/slot # enter app-instance ftd MyDevicel

Firepower /ssa/slot/app-instance* # set deploy-type container
Firepower /ssa/slot/app-instance* # set resource-profile-name silver 1
Firepower /ssa/slot/app-instance* # set startup-version 6.6.0
Firepower /ssa/slot/app-instance* # exit

Firepower /ssa/slot* # exit

Firepower /ssa # scope slot 3

Firepower /ssa/slot # enter app-instance ftd MyDevicel

Firepower /ssa/slot/app-instance* # set deploy-type container
Firepower /ssa/slot/app-instance* # set resource-profile-name silver 1
Firepower /ssa/slot/app-instance* # set startup-version 6.6.0

#ET 12 |}
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ATy TH

ATvT6

Firepower /ssa/slot/app-instance* # exit
Firepower /ssa/slot* # exit
Firepower /ssa* #

77 AL R L ET,

enter logical-device device_name ftd dots clustered

« device name : LIRCBIN L7277 U r—3a v A v AKX & LA L device_name &l L

£,

HEF AR

c ATy MUY=V EVa—VEYT T AZIZEY ECTET, Firepower4l00 DAL, 1%

FEE L E 9, Firepower 9300 DE1E, 123 #HELE T, TV a2 —»A
NTW7eWGAETH, Firepower 9300 ¥ — D 3 DT X TDEY 22—/ &

VAR E
By hCT7 7

2B T EFENCTAVLERHDET, 39T _XTOEIS 2 —LEHRELTWVRNE,

77 AZITHEREL £ A,

51

Firepower /ssa # enter logical-device FTD1 ftd 1,2,3 clustered
Firepower /ssa/logical-device* #

JFGAL T—=RART T ONTFA=ZERELET,

INHORENT., PIHEAERRH, £ 5 4 VA2 VAN HATT, @ OEH
TV — a3 CCLIREDIFLEAEDEELEETXE T,

)

b)

d)

VITAR T— R NANT T ATV FEeERLET,
enter cluster-bootstrap

B -

Firepower /ssa/logical-device* # enter cluster-bootstrap
Firepower /ssa/logical-device/cluster-bootstrap* #

XY —vIDARELET,

set chassis-id id

7 TABDEY v — U —EO ID BLETT,

FA M7 22V DA, A FIDIE 1 ~ 8 OHEIPHTHREL 7,
set site-id number.

YA b ID ZHIFRT HI1CiE, HZ 01
il -

ELET,

e

Firepower /ssa/logical-device/cluster-bootstrap* # set site-id 1
Firepower /ssa/logical-device/cluster-bootstrap* #

JSAREIRNY DB NS T 4w 7 OFREEF—EHTELET,

B #ETsqr

T, &TT
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set key
1

Firepower /ssa/logical-device/cluster-bootstrap* # set key
Key: diamonddogs

IEWEZ AT L LI ITKROBNET,

HAABEIL, 1~ 633XFD ASCIH LFHITY, MAEMEIL, F—2EWRT D70 S
NET, ZOFTvaid, THRANT T 4 w7 (BERIRET v 7T — RO SR
LNy N E) WIFEBE LERAL, T—FNA NTT7 49 71%, WIZZ VT TFA D
LLTHfEENET,

PITAR A H—T 2 A A= RERELET,

set mode spanned-etherchannel

PAR— F SN TVWDE— FiZ, A3 | EtherChannel £ — FD AT,

1 -

Firepower /ssa/logical-device/cluster-bootstrap* # set mode spanned-etherchannel
Firepower /ssa/logical-device/cluster-bootstrap* #

X2 VT4 FEVa—ARETY TAY IN—ThEFELET,
set service-type cluster_name

AL 1~ 38 3LFD ASCIL LFHTh D Z & BMETT,

£

Firepower /ssa/logical-device/cluster-bootstrap* # set service-type clusterl
Firepower /ssa/logical-device/cluster-bootstrap* #

(f£E) Cluster Control Link IP % v U —27 3 E L 7,
set cluster-control-link network a.b.0.0

75 ZZEEHY 7 OF 7 40 FTIH1272.00/16 %y N — 7 MERENET, 777 L.
—H DXy FhU—Z7 BT, 12720016 T 7 4 v ZIINRNATE £ AL, ZOBRE, 7
FAZDEBFERY NU—=TIEED /16 %y FTU—27 T RLAZRETE £,

cab00: [ EED/N6FRy NU—Z T RLAZEBELET Ob—7 3y 27 (127.0.0.0/8)
BIO=LF v 2 (224.0004) OF7 FL2AZEL) . HE0.000ICHETSH L,
TNV EIOFRy NU—7 (127.2.0.0) BMEH S ET,

Yy —UiE, Y¥—vID & Av v hID (abchassis iddot id) (2HESNT, F=v k
DY FTAZGIHY > 7 A F—=T A ADIPT RLAZBHEAERLET,

1

Firepower /ssa/logical-device/cluster-bootstrap* # set cluster-control-link network

LESACES
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ATy T17

10.10.0.0

hy 7724 7= ATy 7 EF—FER&TLET,

exit
51

Firepower /ssa/logical-device* # enter cluster-bootstrap
Firepower /ssa/logical-device/cluster-bootstrap* # set chassis-id 1
Firepower /ssa/logical-device/cluster-bootstrap* # set key
Key: fQarscape
Firepower /ssa/logical-device/cluster-bootstrap* # set mode spanned-etherchannel
Firepower /ssa/logical-device/cluster-bootstrap* # set service-type clusterl
Firepower /ssa/logical-device/cluster-bootstrap* # exit
Firepower /ssa/logical-device/* #

BT —NANT T NRNFGA—FERELET,
INOOREIL, IHEATH, 7237 4 XX VAN HTY, @EOEHATIEZ, & TT
TU =2 ay CCLIREDIFEALDEEERETEET,
a) BEHIT—RFNALNT T ATV T NEEKRLET,
enter mgmt-bootstrap ftd

1 -

Firepower /ssa/logical-device* # enter mgmt-bootstrap ftd
Firepower /ssa/logical-device/mgmt-bootstrap* #

b)  Management Center ZEH 425 P 7 KL A, RA M ELIINATID 2 EE L £,
WONWTNPERELET,
* enter bootstrap-key FIREPOWER_MANAGER_IP
set value |P_address
exit
* enter bootstrap-key FQDN
set value fmc_hostname
exit
* enter bootstrap-key NAT_ID
set value nat_id
exit
WL, V=T 4 7 IO S OB THE GDIPT FL A CBREk¥ —fF&) 2
T9, Management Center 237 /34 ADIP 7 KLU AZFRE L, T /341 A7/ Management

Center DIP 7 RLAZIFELET, 7277 L. IPT RLAD 1 2DHNBHho TWDHIEE
—T 4 7 BRIOR/NEM) 13, RAOBERICEEZ#ESY L CIELWEEY—%

RET/NAR
88
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BT D720, HEEOMANC—E DO NATID #5ET 548 EH Y £3, NATID & L

T, 1~37 LFOMEEDOT X A FCFFN % H5E TE £9, Management Center 35 LU /3

A AT, WIS EROFERE & KGR EAT 5 12012, BEF—B L ONATID (IP 7 RL &
TiE7R<) 2HEHALET,

1

Firepower /ssa/logical-device/mgmt-bootstrap* # enter bootstrap-key NAT ID
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value scOrpiusl5
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* #

T7AT A= NE—R (V=T ] FlF [FF70 AT VLU M) 2fELE
R

create bootstrap-key FIREWALL_MODE

set value {routed | transparent}

exit

N—T v RE—RTIE, T RAEFRy NT—FTNONL—F Ky T LR EShET,
N—TFT 4 THEATIBA L Z—T =2 A ATR RT3y b RIZHVES, —JH. T
VAT LN 77 AT U4 =X, [BumpInThe Wire] 721X (AT VA 7747

TA =] DEXIHERRTDHLA VY277 AT UA—NTHY, EFREINTZT/NA A~
DNL—Z Ky 7T E LTI INET A,

T7AT VAT FIEIOHRARICOZRELET, 7— AT v TORELH
BT %6, ZOREITH éj’biﬂi/u

1 -

Firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key FIREWALL MODE
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value routed
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* #

T /3 A L Management Center & O] CTHETHF—2HEL T,
enter bootstrap-key-secret REGISTRATION_KEY

set value

D ATT : registration_key

E DS : registration_key

exit

ZOF =2, 1 ~3TLFOLEDOT XA hUFH| %R TE 9, Management Center
BT D & &I, BRITHT DB IR CF—2 AN LES,

1

Firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key-secret
REGISTRATION_KEY

#ET 12 |}
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Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # set value
Enter a value: gratuitousapples

Confirm the value: gratuitousapples

Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # exit
Firepower /ssa/logical-device/mgmt-bootstrap* #

CLI 7 7 &£ ADEBUT KT 2B HHA—HF D RRAT— FEEEL £,
enter bootstrap-key-secret PASSWORD

set value

DA77 password

EDOHEFE : password

exit

1 -

Firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key-secret PASSWORD
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # set value
Enter a value: floppylampshade

Confirm the value: floppylampshade

Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # exit
Firepower /ssa/logical-device/mgmt-bootstrap* #

FTEREMIARA M EEELET,

enter bootstrap-key FQDN

set value fqdn

exit

BNRLFIE a—zDXF, 09T, Fy b () ~ M7 () T, KX
FH1E 253 T

15“ .

Firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key FQDN
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value
ftdclusterl.example.com

Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit
Firepower /ssa/logical-device/mgmt-bootstrap* #

DNS —R_—DAh <XV VA NEHRELET,
enter bootstrap-key DNS_SERVERS

set value dns_servers

exit

7= & 21X, Management Center® 7R A M4 ZHEET 286, BBUTKT 5P (X DNS %
AL ET,

1
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Firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key DNS_SERVERS
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value
10.9.8.7,10.9.6.5

Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* #

BRBERAL OB ~REED U A NERELET,
enter bootstrap-key SEARCH_DOMAINS

set value search_domains

exit

1

Firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key SEARCH DOMAINS
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value
cisco.com, example.com

Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* #

UEE) avT I A AL RTH LT, RISk 585 SSHE v v a v TTF 2
SN=hE—=FREHFALET, TFAS—~E—FTIE, GERN T TV a—T 47
BB T B = AT 7B ATEET,

create bootstrap-key PERMIT_EXPERT_MODE

set value {yes | no}

exit

sYes :SSHE Y a b IlDary s F AV AX LV AIZERET 78 AT H2—H—
B, THFANR—FE— REHBTEET,

eno: FXOSCLI MO Ay T A LV AZ L ALT VB AT Ha—F —DRH)N, =F A
NR—hrE— K TcEET,

TT7HNRTIE, I T AV AZ L ADEE, X AN MNE— REFHTE 501X
FXOS CLI 708 B x4 205 CLICT 72 A4 5 2—P—721F T3, Z OFIBRIT,
A AR AMDOGEEEIERLTSE, AT T AV AZ U ADHRITHEMINET, ~
=2 T NVOFIETRD bz3E . F 7213 Cisco Technical Assistance Center 7> 53R 51
A DOHR, TXAN— BT REFEALET, ZOF— REZHBT DI, FBICK
AR5 CLI T expert =~ > K& LE7,

1 -

Firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key

PERMIT EXPERT MODE

Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value yes
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit
Firepower /ssa/logical-device/mgmt-bootstrap* #

TS AANDOEEF2)F 4 TP a—LOBEHIP T FLAZRELET,

#ET 12 |}
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HEF AR

GE) Firepower 9300 DA, TV 2 — /LN A VA P =L ENTWARNVWEASTY,
X —VDIOTARNTDEY2—/b ZAny FTIPT RLAZRET DHLE
DHVET, 39T _RTOEY2a—LERELTWVARNE, 7T A X |THRE
LEHEA,

IPV4 EHA =T 2 A A F TV =7 MERAERT D121, ROFIEZFATLET,

1. BEHALVHE—T oA AFTT V=7 FEERLET,

enter ipv4 dot_id firepower

2. =R UxAT RLRAZHELET,

set gateway gateway address

3. IPT RLREVAIERELET,

set ip ip_address mask network mask

4. FHIPE—FREKTLET,

exit

5 vy —10EVOEY 22— I LTFIELEYIRLFET,

IPv6 BHA L X —T 2 A A LTV MEAERT HI21E,. ROFIEEZETLET,
1. WAL E—T oA ALTT V7 NEERLET,

enter ipv6 dot_id firepower

2. F—=rUxAT FLAZHRELET,

set gateway gateway address

3. PTRVALET VLT 4w I AEFRELET,
set ip ip_address prefix-length prefix

4, BHIPE— FEERTLET,

exit
5, Y% —1OEVOEIa— I L TFIELZHEVIELET,
1 -

Firepower /ssa/logical-device/mgmt-bootstrap* # create ipv4 1 firepower
Firepower /ssa/logical-device/mgmt-bootstrap/ipv4* # set ip 10.10.10.34 mask
255.255.255.0

Firepower /ssa/logical-device/mgmt-bootstrap/ipv4* # set gateway 10.10.10.1
Firepower /ssa/logical-device/mgmt-bootstrap/ipv4d* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* # create ipv4 2 firepower
Firepower /ssa/logical-device/mgmt-bootstrap/ipv4* # set ip 10.10.10.35 mask
255.255.255.0

Firepower /ssa/logical-device/mgmt-bootstrap/ipv4* # set gateway 10.10.10.1
Firepower /ssa/logical-device/mgmt-bootstrap/ipv4* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* # create ipv4 3 firepower
Firepower /ssa/logical-device/mgmt-bootstrap/ipv4* # set ip 10.10.10.36 mask
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255.255.255.0

Firepower /ssa/logical-device/mgmt-bootstrap/ipv4* # set gateway 10.10.10.1
Firepower /ssa/logical-device/mgmt-bootstrap/ipv4d* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* # create ipv6 1 firepower

Firepower /ssa/logical-device/mgmt-bootstrap/ipv6e* # set ip 2001:0DB8:BA98::3210
prefix-length 64

Firepower /ssa/logical-device/mgmt-bootstrap/ipv6* # set gateway 2001:0DB8:BA98::3211
Firepower /ssa/logical-device/mgmt-bootstrap/ipv6e* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* # create ipv6 1 firepower

Firepower /ssa/logical-device/mgmt-bootstrap/ipv6e* # set ip 2001:0DB8:BA98::3210
prefix-length 64

Firepower /ssa/logical-device/mgmt-bootstrap/ipv6* # set gateway 2001:0DB8:BA98::3211
Firepower /ssa/logical-device/mgmt-bootstrap/ipv6e* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* # create ipv6 2 firepower

Firepower /ssa/logical-device/mgmt-bootstrap/ipvée* # set ip 2001:0DB8:BA98::3211
prefix-length 64

Firepower /ssa/logical-device/mgmt-bootstrap/ipv6* # set gateway 2001:0DB8:BA98::3211
Firepower /ssa/logical-device/mgmt-bootstrap/ipv6e* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* # create ipv6 3 firepower

Firepower /ssa/logical-device/mgmt-bootstrap/ipv6e* # set ip 2001:0DB8:BA98::3212
prefix-length 64

Firepower /ssa/logical-device/mgmt-bootstrap/ipv6* # set gateway 2001:0DB8:BA98::3211
Firepower /ssa/logical-device/mgmt-bootstrap/ipvée* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* #

BT — ATy E—RFEKTLET,
exit

1 -

Firepower /ssa/logical-device/mgmt-bootstrap* # exit
Firepower /ssa/logical-device* #

Firepower /ssa/logical-device* # enter mgmt-bootstrap ftd
Firepower /ssa/logical-device/mgmt-bootstrap* # enter bootstrap-key FIREPOWER MANAGER IP
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value 10.0.0.100
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit
Firepower /ssa/logical-device/mgmt-bootstrap* # enter bootstrap-key FIREWALL MODE
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value routed
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit
Firepower /ssa/logical-device/mgmt-bootstrap* # enter bootstrap-key-secret REGISTRATION KEY
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # set value

Value: ziggy$tardust
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # exit
Firepower /ssa/logical-device/mgmt-bootstrap* # enter bootstrap-key-secret PASSWORD
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # set value

Value: $pidersfrommars
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # exit
Firepower /ssa/logical-device/mgmt-bootstrap* # enter bootstrap-key FQDN
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value example.cisco.com
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit
Firepower /ssa/logical-device/mgmt-bootstrap* # enter bootstrap-key DNS SERVERS
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value 192.168.1.1
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit
Firepower /ssa/logical-device/mgmt-bootstrap* # enter bootstrap-key SEARCH DOMAINS
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value example.com
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit
Firepower /ssa/logical-device/mgmt-bootstrap* # enter ipv4 1 firepower

wET 12 I}
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Firepower /ssa/logical-device/mgmt-bootstrap/ipv4* # set gateway 10.0.0.1

Firepower /ssa/logical-device/mgmt-bootstrap/ipv4* # set ip 10.0.0.31 mask 255.255.255.0
Firepower /ssa/logical-device/mgmt-bootstrap/ipvid* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* # enter ipv4 2 firepower

Firepower /ssa/logical-device/mgmt-bootstrap/ipv4* # set gateway 10.0.0.1

Firepower /ssa/logical-device/mgmt-bootstrap/ipv4* # set ip 10.0.0.32 mask 255.255.255.0
Firepower /ssa/logical-device/mgmt-bootstrap/ipvd* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* # enter ipv4 3 firepower

Firepower /ssa/logical-device/mgmt-bootstrap/ipv4* # set gateway 10.0.0.1

Firepower /ssa/logical-device/mgmt-bootstrap/ipv4* # set ip 10.0.0.33 mask 255.255.255.0
Firepower /ssa/logical-device/mgmt-bootstrap/ipvid* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* # exit

Firepower /ssa/logical-device* #

RE R LET,

commit-buffer

Vry—vid, BELEY 7 b T A=V arEX e —RL, T S—Tar A VAKX
VAT = AT TREELEERA LA —T oA AREE T v aTHI LT, T A
A %E AL ET, showapp-instance =~ REEH LT, BEOAT —X 2 %R LET,
[Admin State (FEL{RHEE) ]7% [Enabled (5%h) ]C. [OperState] 23 [Online] DA, 77V r—
VAU A ARG RAFETTTHY, HHTE DRBIZR>TOET,

1 -

Firepower /ssa/logical-device* # commit-buffer

Firepower /ssa/logical-device # exit

Firepower /ssa # show app-instance

App Name Identifier Slot ID Admin State Oper State Running Version Startup
Version Deploy Type Profile Name Cluster State Cluster Role

ftd clusterl 1 Enabled Online 7.3.0.49 7.3.0.49
Native In Cluster Data Node

ftd clusterl 2 Enabled Online 7.3.0.49 7.3.0.49
Native In Cluster Control Node

ftd clusterl 3 Disabled Not Available 7.3.0.49
Native Not Applicable None

7 ARIZHDOY v —FBINT AT, TOFIEEZEY IR LFETH, FHA D chassis-id,
HOBEHIPT FL A, BIOELWSite-idEaRETHAIMLENH Y 7, £ 9 TRWEGAITWE S
DY —vTCRIUEREEFEHLET,

AHE—T 2 A AL T A FX2b—alrPH LNy —T ERIUTHDII 2R LET,
FXOS v % —YBELZ T IV AR—IBIOAVFR—FL, 2O A2 EKFHITTHLENT
xFT,

EHIP T KL A%4EH L T, Management Center (ZHfilffl== > N &ML ET,

T_RCOHY 7 AKX = X, Management Center (Z:BIIT D HIZ, FXOS TIER 72EX D7
TAZNIFEL TWDILERH D £7,

Management Center 287 — & = ;% HE)ITHRH L 7,
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RAT4TISREDHE

scope eth-uplink
scope fabric a
enter port-channel 1
set port-type data
enable
create member-port Ethernetl/1
exit
create member-port Ethernetl/2
exit
exit
enter port-channel 2
set port-type data
enable
create member-port Ethernetl/3
exit
create member-port Ethernetl/4
exit
exit
enter port-channel 3
set port-type firepower-eventing
enable
create member-port Ethernetl/5
exit
create member-port Ethernetl/6
exit
exit
enter port-channel 4
set port-type mgmt
enable
create member-port Ethernet2/1
exit
enter member-port Ethernet2/2
exit
exit
enter port-channel 48
set port-type cluster
enable
enter member-port Ethernet2/3
exit
exit
exit
exit
commit-buffer

scope ssa
enter logical-device FTD1 ftd "1,2,3" clustered
enter cluster-bootstrap
set chassis-id 1
set key cluster key
set mode spanned-etherchannel
set service-type ftd-cluster
exit
enter mgmt-bootstrap ftd
enter bootstrap-key FIREPOWER MANAGER IP
set value 10.0.0.100
exit
enter bootstrap-key FIREWALL MODE
set value transparent
exit
enter bootstrap-key-secret REGISTRATION KEY
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set value
Value: alladinsane
exit
enter bootstrap-key-secret PASSWORD
set value
Value: widthofacircle
exit
enter bootstrap-key FQDN
set value ftd.cisco.com
exit
enter bootstrap-key DNS_SERVERS
set value 192.168.1.1
exit
enter bootstrap-key SEARCH_ DOMAINS
set value search.com
exit
enter ipv4 1 firepower
set gateway 10.0.0.1
set ip 10.0.0.31 mask 255.255.255.0
exit
enter ipv4 2 firepower
set gateway 10.0.0.1
set ip 10.0.0.32 mask 255.255.255.0
exit
enter ipv4 3 firepower
set gateway 10.0.0.1
set ip 10.0.0.33 mask 255.255.255.0
exit
exit
exit
scope app ftd 6.0.0.837
accept-license-agreement
set-default
exit
commit-buffer

VXY — 2

scope eth-uplink
scope fabric a
enter port-channel 1
set port-type data
enable
create member-port Ethernetl/1
exit
create member-port Ethernetl/2
exit
exit
enter port-channel 2
set port-type data
enable
create member-port Ethernetl/3
exit
create member-port Ethernetl/4
exit
exit
enter port-channel 3
set port-type firepower-eventing
enable
create member-port Ethernetl/5
exit
create member-port Ethernetl/6
exit
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exit
enter port-channel 4
set port-type mgmt
enable
create member-port Ethernet2/1
exit
enter member-port Ethernet2/2
exit
exit
enter port-channel 48
set port-type cluster
enable
enter member-port Ethernet2/3
exit
exit
exit
exit
commit-buffer

scope ssa
enter logical-device FTD1 ftd "1,2,3" clustered
enter cluster-bootstrap
set chassis-id 2
set key cluster key
set mode spanned-etherchannel
set service-type ftd-cluster
exit
enter mgmt-bootstrap ftd
enter bootstrap-key FIREPOWER MANAGER IP
set value 10.0.0.100
exit
enter bootstrap-key FIREWALL MODE
set value transparent
exit
enter bootstrap-key-secret REGISTRATION KEY
set value
Value: alladinsane
exit
enter bootstrap-key-secret PASSWORD
set value
Value: widthofacircle
exit
enter bootstrap-key FQDN
set value ftd.cisco.com
exit
enter bootstrap-key DNS_ SERVERS
set value 192.168.1.1
exit
enter bootstrap-key SEARCH DOMAINS
set value search.com
exit
enter ipv4 1 firepower
set gateway 10.0.0.1
set ip 10.0.0.31 mask 255.255.255.0
exit
enter ipv4 2 firepower
set gateway 10.0.0.1
set ip 10.0.0.32 mask 255.255.255.0
exit
enter ipv4 3 firepower
set gateway 10.0.0.1
set ip 10.0.0.33 mask 255.255.255.0
exit
exit
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exit

scope app ftd 6.0.0.837
set-default
accept-license-agreement
exit

commit-buffer

RILFAVRBR VR S REY) VT 0OH

scope eth-uplink
scope fabric a
enter port-channel 1
set port-type data
enable
create member-port Ethernetl/1
exit
create member-port Ethernetl/2
exit
exit
enter port-channel 2
set port-type data
enable
create member-port Ethernetl/3
exit
create member-port Ethernetl/4
exit
exit
enter interface Ethernetl/8
set port-type mgmt
enable
exit
enter port-channel 48
set port-type cluster
enable
enter member-port Ethernet2/3
exit
enter subinterface 100
set vlan 100
set port-type cluster
exit
exit
exit
commit-buffer

scope ssa
scope slot 1

enter app-instance ftd FTD1

set deploy-type container

set resource-profile-name medium

set startup-version 6.6.0
exit
exit
scope slot 2
enter app-instance ftd FTD1
set deploy-type container

set resource-profile-name medium

set startup-version 6.6.0
exit

exit

enter app-instance ftd FTD1
set deploy-type container

set resource-profile-name medium

set startup-version 6.6.0

HEF AR
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exit
exit

enter logical-device FTD1 ftd "1,2,3" clustered

enter cluster-bootstrap
set chassis-id 1
set key cluster key
set mode spanned-etherchannel
set service-type ftd-cluster
exit

enter mgmt-bootstrap ftd

enter bootstrap-key FIREPOWER MANAGER IP

set value 10.0.0.100
exit
enter bootstrap-key FIREWALL MODE
set value transparent
exit

enter bootstrap-key-secret REGISTRATION KEY

set value
Value: alladinsane
exit
enter bootstrap-key-secret PASSWORD
set value
Value: widthofacircle
exit
enter bootstrap-key FQDN
set value ftd.cisco.com
exit
enter bootstrap-key DNS_ SERVERS
set value 192.168.1.1
exit
enter bootstrap-key SEARCH DOMAINS
set value search.com
exit
enter ipv4 1 firepower
set gateway 10.0.0.1
set ip 10.0.0.31 mask 255.255.255.0
exit
enter ipv4 2 firepower
set gateway 10.0.0.1
set ip 10.0.0.32 mask 255.255.255.0
exit
enter ipv4 3 firepower
set gateway 10.0.0.1
set ip 10.0.0.33 mask 255.255.255.0
exit
enter bootstrap-key PERMIT EXPERT MODE
set value yes
exit
exit
exit
scope app ftd 6.6.0
accept-license-agreement
exit
commit-buffer

VY —T 2

scope eth-uplink
scope fabric a
enter port-channel 1
set port-type data
enable

Threat Defense 77 5 X 2 DYERL .
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create member-port Ethernetl/1
exit
create member-port Ethernetl/2
exit
exit
enter port-channel 2
set port-type data
enable
create member-port Ethernetl/3
exit
create member-port Ethernetl/4
exit
exit
enter interface Ethernetl/8
set port-type mgmt
enable
exit
enter port-channel 48
set port-type cluster
enable
enter member-port Ethernet2/3
exit
enter subinterface 100
set vlan 100
set port-type cluster
exit
exit
exit
commit-buffer

scope ssa
scope slot 1
enter app-instance ftd FTD1
set deploy-type container
set resource-profile-name medium
set startup-version 6.6.0
exit
exit
scope slot 2
enter app-instance ftd FTD1
set deploy-type container
set resource-profile-name medium
set startup-version 6.6.0
exit
exit
enter app-instance ftd FTD1
set deploy-type container
set resource-profile-name medium
set startup-version 6.6.0
exit
exit
enter logical-device FTD1 ftd "1,2,3" clustered
enter cluster-bootstrap
set chassis-id 2
set key cluster key
set mode spanned-etherchannel
set service-type ftd-cluster
exit
enter mgmt-bootstrap ftd
enter bootstrap-key FIREPOWER MANAGER IP
set value 10.0.0.100
exit
enter bootstrap-key FIREWALL MODE
set value transparent
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exit
enter bootstrap-key-secret REGISTRATION KEY
set value
Value: alladinsane
exit
enter bootstrap-key-secret PASSWORD
set value
Value: widthofacircle
exit
enter bootstrap-key FQDN
set value ftd.cisco.com
exit
enter bootstrap-key DNS_SERVERS
set value 192.168.1.1
exit
enter bootstrap-key SEARCH_DOMAINS
set value search.com
exit
enter ipv4 1 firepower
set gateway 10.0.0.1
set ip 10.0.0.31 mask 255.255.255.0
exit
enter ipv4 2 firepower
set gateway 10.0.0.1
set ip 10.0.0.32 mask 255.255.255.0
exit
enter ipv4 3 firepower
set gateway 10.0.0.1
set ip 10.0.0.33 mask 255.255.255.0
exit
enter bootstrap-key PERMIT EXPERT MODE
set value yes
exit
exit
exit
scope app ftd 6.6.0
accept-license-agreement
exit
commit-buffer

P2 RE/—KDEM
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AB Y TR TITAT 2 > TS Firepower 9300 [IZH LWEY = — /L& BINT 5546, €
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1R BHHIIZ
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FIE

WD v — %7 T AXITBINT 5HI21E, Threat Defense 7 7 A % OERL (80 _X—) DF
EZ#D IR LET ROREXZEBADOLDE L THRETIVNEDOHIGEETHREET, 9T
RWEAIIE, MEOYy =R UREEFHLET) |

« ¥ —3 1D (Chassis ID)
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Radware DefensePro % Firepower 4100/9300 3 ¥ — I/ IZE AT A HEIIZ, etc/lUTC XA LY —2 T
NTP H—/ 3% 9% & 5 |Z Firepower4100/9300 * % — > Z 4Rk 9~ 5 3 &V £3°, Firepower
4100/9300 > ¥ — D AT ERFZI DR E DFEAIZONWTIEL, HIFOREZZHR L T ZE N,

Y—EXFI—2DHA KSA4 Y

ETIL

e ASA : Radware DefensePro (VDP) 7Z v h 7 +— A%, IROFT /LD ASA THHR— &
nTnEd,

* Firepower 9300
* Firepower 4110
* Firepower 4115
* Firepower 4120
* Firepower 4125
* Firepower 4140
* Firepower 4145
* Firepower 4150
* Threat Defense : Radware DefensePro 77 v b 7 4 —ALl&, IROET VO ZEIZT 58
i THR—-—bIhTWES,
* Firepower 9300

« Firepower 4110 : F@#l7 /A Z LFARFCT a2 L—F 2B AT LMERH Y £, T
A AT TISHILT A ABBREENIET, TaAL—F e YA b—ATHI L1
TEEEA,

* Firepower 4112
* Firepower 4115

* Firepower 4120 : fRElT NA X LRFFICT 2 L— X 2 EATHILERHY 5, T/
A RZT TICERET NA ADRESINTHE T, 7aAL—FE2A A=A THZ LIF
TEEHA,

* Firepower 4125
* Firepower 4140
* Firepower 4145
* Firepower 4150
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. 22 F7OVDHET/NA X TO Radware DefensePro D& E

ZOMDHA FS 4 >

=R F =, VYV TAZ 2T 4 F a2 — g TEAR—FENT
WEH A, 7272 L. RadwareDefensePro (vDP) 77U/ — g i, ¥ —T NI T RAHZ
FVADAZ R TRy AT 4 Fab— g SCEATEET,

2B RF7OVNDHET/INA X TO Radware DefensePro D% E

ATy T

ATy T2

ATvT3

ATvT4

ATy Th

AL KT v ASA FTLEBBUSK T D Ui 7 /S A ADHNZH S H— DY —E AT =—
>IZ Radware DefensePro % 1 > A b—/L 3 521, RO FNEIZHEVFE T,

48 HHEIIZ

* VDP A A — % Ciscocom /B X 71— R LT (CiscocomMBHDA A—T DX T 1—
REZBM) | ZDA A— % Firepower4100/9300 + ¥ — 12X 7o m— R LEF (Firepower
4100/9300 > ¥ — ¥ ~DFHET N, AD Y T T 2T A A=V DX u— Ke5MR) |,

e Radware DefensePro 7 7'V r—> a3 Uik, VY —YWNI TAXDAH L KT a MR CE
ATEFES, V¥ —YHNIZIFTAEZY 2O TIE, ¥ — N7 T A XD Radware
DefensePro & E (107 X—) #HML T Z &V,

FIE

vDP CHIDEHA » F—T = A AT 25HE1E, WHA ¥ —T = A ZADOBEHE> TA
VHE—T 2 A AEHPIIL, TOXZA TR mgmt IZ2DH L IITREL TSIV, HDHWIE,
TV = a VEEA =T oA A A TEET,

AL RT 0 FRIE T ASA £ 72X BBUTK D U GREET S A A FR L ET (RZ U BT
7 ASA DB (27 ~X—°)  F 721X Management Center D A % > R 7 & > Threat Defense @
B (33 X—2) &) , Firepower 4110 £721L 4120 X =2 VT 4 T 7 T4 7 2 AIZA
A=VhA A N=ATHGEE, BEL Iy FTDHANC, vDP & BRI 2B A
A=V L EBIIA VAN AT DOIMERDHDZ LITHER LTI,

X2 VT 4 P—ERE—FERBLET,

Firepower# scope ssa

Radware vDP A A% > 2 ZER L £ 97,

Firepower /ssa # scope slot dot_id

Firepower /ssa/slot # create app-instance vdp logical_device identifier
Firepower /ssa/slot/app-instance* # exit

Firepower /ssa/slot* # exit

REZAI Y PLET,

commit-buffer
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WETINAR

ATvT6

ATy T1

ATvT8

ARV R70OVDHmET/INA X TO Radware DefensePro D& E .

X2V T 4 EVa— VO VDP DFEE TR Y a = T EERLET,
Firepower /ssa # show app-instance

&1

Firepower /ssa # show app-instance

App Name Slot ID Admin State Oper State Running Version Startup Version Cluster
State Cluster Role

ftd 1 Enabled Online 6.2.1.62 6.2.1.62 Not

Applicable None

vdp 1 Disabled Installing 8.10.01.16-5 Not

Applicable None

(F7vary) PR—FSNTODLFIHARERY V=R T 07 7 A NV ZeRKRT 520
Firepower /ssa/app # show resource-profile system

1

Firepower /ssa # show resource-profile system
Profile Name App Name App Version Is In Use Security Model
Count RAM Size (MB) Default Profile Profile Type Description

CPU Logical Core

DEFAULT-4110-RESOURCE
vdp 8.13.01.09-2 No
4 16384 Yes System
DEFAULT-RESOURCE vdp 8.13.01.09-2 No FPRY9K-SM-56, FPRO9K-SM-44,
FPROK-SM-36, FPROK-SM-24, FPR4K-SM-44, FPR4K-SM-36, FPR4K-SM-24

FPR4K-SM-12

6 24576 Yes System
VDP-10-CORES vdp 8.13.01.09-2 No FPR9K-SM-56, FPRY9K-SM-44,
FPROK-SM-36, FPROK-SM-24, FPR4K-SM-44, FPR4K-SM-36, FPR4K-SM-24

10 40960 No System
VDP-2-CORES vdp 8.13.01.09-2 No all
2 8192 No System
VDP-4-CORES vdp 8.13.01.09-2 No all
4 16384 No System
VDP-8-CORES vdp 8.13.01.09-2 No FPR9K-SM-56, FPRY9K-SM-44,

FPROK-SM-36, FPROK-SM-24, FPR4K-SM-44, FPR4K-SM-36, FPR4K-SM-24

8 32768 No System

(A7 ar) BIOFEOHEMAER T 7 7 A VD102 LT, VY —2ATFa7r AL
ERELET,
a) #iHEZAT Y M1ITLET :
Firepower /ssa*# scope slot 1
b) DefensePro 77V r—a v f VAR AEATILET,
Firepower /ssa/slot* # enter app-instance vdp
) VY—ATuT7ryANVERELET,

Firepower /ssa/slot/app-instance* # set resource-profile-name resource _profile_name

d ®EZaIv FLET,

#ET 12 |}
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ATvT9

ATy 710

ATy 7N

ATvT12

ATv 713

ATy 714

ATy 715

Firepower /ssa/slot/app-instance* # commit-buffer

VDP 7 7V r—a U BA VA M= ENTE6, BT AL AT 72 ALET,

Firepower /ssa # scope logical-device device_name

VDPIZEHA v X —T =2 A A%EIN Y TET, RET NS ZXOLDO LR UMHEA ¥ —T = A
AHREHTAHZ L, MOA v X —T oA ZAEFEHTH L L TEET,

Firepower /ssa/logical-device # enter external-port-link name interface_id vdp

Firepower /ssa/logical-device/external-port-link* # exit

VDP DA E A L —T = f AREELRELET,
Q) T hANT T ATV NEERLET,

Firepower /ssa/logical-device* # create mgmt-bootstrap vdp
b) HFEHIPT FLAZRELET,

Firepower /ssa/logical-device/mgmt-bootstrap* #create ipv4 slot_id default
o) F—bU=A T RLAZFRELET,

Firepower /ssa/logical-device/mgmt-bootstrap/ipv4* #set gateway gateway address
d) IP7T RLRLSRITEZRELET,

Firepower /ssa/logical-device/mgmt-bootstrap/ipv4* #set ip ip_address mask network_mask
e) BWHIPHREATI—TEKTLET,

Firepower /ssa/logical-device/mgmt-bootstrap/ipv4* #exit
f) BEHT—FALT vy TREAT—TE2KTLET,

Firepower /ssa/logical-device/mgmt-bootstrap* #exit

ASA E 71T BB T 5 7 r— DRI vDP A BET 27 — 4 AV F—T = A ARtk
LE7,

Firepower /ssa/logical-device* # scope external-port-link name
show external-port-link =~ RZ AN LT, £ X —T oA A4 EFRLET,
FRERT A AZ VDP 2B L £,

Firepower /ssa/logical-device/external-port-link* # set decorator vdp
VDP T 24 v 2 —T7 = A AT LIZFIEE#HVIRLET,
GE) HH SN2 VDP A H—T = A A% ASA TERT BITIEL, vDPA VX —T = A A
ZBIMETITHIBR LIZZICASA Z Y n— RTH0ERH Y £,
REZAI Y FLET,
commit-buffer

Y—=RKR=FT DT TV = a P Z =T 2 A RAIRESNTNDHZ L 2R LET,

B #ETsqr



| #7142
¥ —< A4 5 X2 D Radware DefensePro M % E .

Firepower /ssa/logical-device/external-port-link* # show detail

&1

Firepower /ssa/logical-device/external-port-link # show detail

External-Port Link:
Name: Ethernetll ftd
Port or Port Channel Name: Ethernetl/1
App Name: ftd
Description:
Link Decorator: vdp

RDBRY

DefensePro 7 7' U 77— a VDN AT— RERELET, NATV—RERETLHETIE, 77
UVr—2a A3dr T4 2R BRN 2 EICER LTI ZE W, MOV T, cisco.com
WHE ST\ 5 [Radware DefensePro DDoS Mitigation User Guidel] ZZ ML T 72 &0,

v — N9 S5 R4 D Radware DefensePro 0% E
Y

GE) H—rRFz—2iF, V¥—IHNITFTRAZ a7 4 X2 — g T R—FENTHE
A, 7272 L. RadwareDefensePro 7 7' U r—> g id, v —Y NI TAX FUADAHF
VRT7mry a7 4 F¥al— g CEBATEET,

4a & SRS

e vDP A A —% Cisco.com”HZ 71— KL T (CiscocomMbHDA A—T DX 7 ma—
K&EZR) | DA A— % Firepower4100/9300 > v — X 7> — KL %7 (Firepower
4100/9300 > ¥ — ¥ ~DFET NSA AD Y T NI 2T A A—=VDE T u— REBH)

FIE

ATYT1 VDP CHIOEEHA VX —T = A ZAEFEHT L5681, WA VX —T 24 ZADOFEIHESTA
VE—=T 2 AEFNIL, TOEA TR mgmt (278D X IICREL T EEN, HDHWVIT,
TV =g VEBRA R —T oA AR TEET,

ATFYT2 ASAT¥—IWNI T AL (ASA 7 T AZDIERL (70 ~—) &) | 713 B@ilxd+
L v —3 W F A% (Threat Defense 7 7 A % OAERL (80 RX—3) #5M) #REL
i‘ﬂ‘o

ATFvF3 A (T4 T MAl) R— k% Radware DefensePro T5 = L— k L £,

enter external-port-link name interface_name { asa | ftd }

& v I decorator vdp

RET/NA R
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. ¥ —< MY 5 X2 D Radware DefensePro M % E

ATvT4

ATvTh

ATvT6

ATy T17

& > I description

exit

FRERT A ZADHNBE AR — FEFID M TET,
enter external-port-link { mgmt_asa | mgmt_ftd } interface id{ asa| ftd }

& v K decorator

& > | description

exit

DefensePro OAMHVER RN — M2 E Y Y CTE -,

enter external-port-link mgmt_vdp interface name { asa | ftd }

= v b decorator

& > | description

HEF AR

(A7 ay) PR—FENTWBFRIARBERY V=R T a7 7 A VEFRRTDHITIL

show resource-profile system

&1

Firepower /ssa # show resource-profile system

Profile Name

Count RAM Size (MB)

App Name

App Version

Is In Use
Default Profile Profile Type Description

Security Model

CPU Logical Core

DEFAULT-4110-RESOURCE

vdp
4 16384 Yes
DEFAULT-RESOURCE vdp

FPR9K-SM-36, FPRO9K-SM-24,
6 24576 Yes

VDP-10-CORES vdp

FPR9K-SM-36, FPRO9K-SM-24,

10 40960 No
VDP-2-CORES vdp
2 8192 No
VDP-4-CORES vdp
4 16384 No

VDP-8-CORES
FPROK-SM-36,

vdp
FPR9K-SM-24,

8 32768 No

8.13.01.09-2 No
System
8.13.01.09-2 No
FPR4K-SM-44, FPR4K-SM-36,

System
8.13.01.09-2 No
FPR4K-SM-44, FPR4K-SM-36,

System
8.13.01.09-2 No
System
8.13.01.09-2 No
System
8.13.01.09-2 No
FPR4K-SM-44, FPR4K-SM-36,

System

FPR4K-SM-12
FPROK-SM-56,

FPR4K-SM-24

FPROK-SM-56,

FPR4K-SM-24

all

all

FPROK-SM-56,
FPR4K-SM-24

FPRIK-SM-44,

FPROK-SM-44,

FPRIK-SM-44,

(A7 ay) BiOFNEOHERAAGERT e 7 7 A AD1OEFERALT, V=R T 77 AL

ERELET,
GE)

a) #HEAv Y M1IZLET:

Firepower /ssa*# scope slot 1

WETNAR

COEFEaIy T 5HE, FXOS vy —UNHEEEN L £,
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b) DefensePro 7 /U r—a s A VAX A AN LET,

Firepower /ssa/slot* # enter app-instance vdp
) VV—=ATuT77 A NVERELET,

Firepower /ssa/slot/app-instance* # set resource-profile-name resource_profile_name
d &EZ=aIv FLET,

Firepower /ssa/slot/app-instance* # commit-buffer

ATVT8 I IFAZKR—FFrRVERELET,
enter external-port-link port-channel48 Port-channel48 { asa | ftd }

& v |k decorator

% | description

exit

ATw T  DefensePro D3 ODFTXTCDA LV AKX ADEHRT — AT v TERELET,
enter mgmt-bootstrap vdp
enter ipv4 slot_id default
set gateway gateway address
set ip ip_address mask network mask
exit

51

enter mgmt-bootstrap vdp
enter ipv4 1 default
set gateway 172.16.0.1
set ip 172.16.4.219 mask 255.255.0.0
exit
enter ipv4 2 default
set gateway 172.16.0.1
set ip 172.16.4.220 mask 255.255.0.0
exit
enter ipv4 3 default
set gateway 172.16.0.1

set ip 172.16.4.221 mask 255.255.0.0
exit

ATYvTIN0 FEHT— R NT v TRERAZE T LET,
exit

ATy TN #lfE7 L — KT DefensePro 7 7V r—a v A VAKX A ANTTLET,
connect module slot console

connect vdp

RET/NA R
|
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AT T12

ATy 713

ATy 714

ATy 715

ATv 716

ATV T

ATy 718

ATv 719

HE 7 L — KT, BHEHIP Z&ELET,

device clustering management-channel ip

AIOAT v 7 CHERLEZIP Z#EHA LT, P 2% ELET,

device clustering master set management-channel ip

77 AL EAMELET,

device clustering state set enable

TV —vay aryy—VEKTLTFX0OS Y a2—/LCLIWZREYD £,
Ctrl ]
AT w710, 12, 13, 14 ZEVIELTCAT v 7 11 CHEBLEHEZ L —RKOIP T KL A%
REL, T V=R T7FVr—2ar AV AX VAR LTI TAX /ML £9,
BEEZAI v FLET,
commit-buffer
GE) COFNEETET LIZO, DefenseProf v AZ U ANT T ARITEREIN TNHANY
9 73%’6%:@@’644%75)3?) ) 35—9)—0
DefensePro 7 7V 77— a VDT RXRTNIZ T AZIZSHIM L TWAZ L H2ERLET,
device cluster show
AT DN N0 J515 T, Tprimary] & [secondary] @ DefensePro A > A% A3 LT
LHnhER L ET,

a) DefensePro A > A X  AD#iPH A F§E L, DefensePro D7 7'V r—3 a vV EMEDH % F£oR
LET,

scope ssa
scope slot slot_number
scope app-instance vdp
show app-attri

b) Ay FO#HPHEZFEE L. DefensePro £ » AX L ZADFMAFR R LET, 207 Fa—F
TiX, Avy b EOFRET ANA AL VDP W TOT 7V r—a v f VAR AFERPE
RENET,

SCope ssa

scope slot_number

show app-instance Z¢:l & & BH

DefensePro 7 7V r—a UNA LT A4 o TH Y T AZLENTWARWEAIL, CLIICKRD &
INZERENFET,

B #ETsqr
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App Attribute:
App Attribute Key: cluster-role
Value: unknown

Z @ Tunknown| ENFERINT-HEEIE. vDP 7 T 2 X 2{EEKT 57212, DefensePro 7 7V
=2 arvEANLTHIZ L—ROIP T RLRAEZRETHLENDH Y £,

DefensePro 7 7’V r— a VAL T A4 T T AFENTWAEEAIL, CLIIZKRD L 91T
FrEINFET,

App Attribute:
App Attribute Key: cluster-role
Value: primary/secondary

1

scope ssa
enter logical-device 1ld asa "1,2,3" clustered
enter cluster-bootstrap
set chassis-id 1
set ipv4 gateway 172.16.0.1
set ipv4 pool 172.16.4.216 172.16.4.218
set ipv6 gateway 2010::2
set ipv6 pool 2010::21 2010::26
set key secret
set mode spanned-etherchannel
set name cisco
set virtual ipv4 172.16.4.222 mask 255.255.0.0
set virtual ipv6 2010::134 prefix-length 64
exit
enter external-port-link Ethernetl-2 Ethernetl/2 asa
set decorator vdp
set description ""
exit
enter external-port-link Ethernetl-3 asa Ethernetl/3 asa
set decorator ""
set description
exit
enter external-port-link mgmt asa Ethernetl/l asa
set decorator ""
set description
exit
enter external-port-link mgmt vdp Ethernetl/l vdp
set decorator ""
set description
exit
enter external-port-link port-channeld48 Port-channel48 asa
set decorator ""
set description
exit
enter mgmt-bootstrap vdp
enter ipv4 1 default
set gateway 172.16.0.1
set ip 172.16.4.219 mask 255.255.0.0
exit

wn
wn
wn

wn

enter ipv4 2 default

set gateway 172.16.0.1

set ip 172.16.4.220 mask 255.255.0.0
exit

#ET 12 |}




UDP/TCP 7R—

&

ATy T2

ATvT3

HEF AR

UDP/TCP — kDA — 7> & vDP Web 4 — E R DAL

enter ipv4 3 default
set gateway 172.16.0.1
set ip 172.16.4.221 mask 255.255.0.0
exit
exit
commit-buffer
scope ssa
scope slot 1
scope app-instance vdp
show app-attri
App Attribute:
App Attribute Key: cluster-role
Value: unknown

RDEZRY

DefensePro 7 7' U 77— a VDO/RAT—REFRELET, WAU—REHRETDHETIE. 77
Vor—a it o4 02602 EIZEB LT EEV, 3z DWW TiE, cisco.com
WICHE & T35 [Radware DefensePro DDoS Mitigation User Guidel] % & L T< 72 &0,

fDA—T 2 & vDP Web H—E XD EME

Radware APSolute Vision Manager f > % —7 = A AlL, X F X E/2 UDP/TCP AR— hZEH LT
Radware vVDP O 7 7'V r— a2 o Ei@fE LE T, vDP O 7 7' U r—/ 2 > 7% APSolute Vision
Manager L BET D7D, TNOHDR— BT 7 EARETHY 77 A4 T V4 —MIE-T
Tyl IRRNZ EEMEELET, AT T AREDR— FOFEMIZ OV T, APSolute
Vision = —% A RORDEESH LTI ZI0,

* Ports for APSolute Vision Server-WBM Communication and Operating System
« Communication Ports for APSolute Vision Server with Radware Devices

Radware APSolute Vision T FXOS > v — YNIZHELE X5 Virtual DefensePro 7 7'V 77— 3
ZEET 572012, FXOS CLI Zf£/f L C vDP Web —E 2R &2 H T HLENH Y £9°,

FIE

FXOSCLI 725, vVDP DT IV r—va v 4 VAZ L AZEER LET,
connect module slot console

connect vdp

vDP Web % — b 2 2 H%1Mb L £,

manage secure-web status set enable

VvVDP 7 U r—varday—Lu#T7T L TFX0S €Y a2—/L CLIWCREY £,
Ctrl ]

B #ETsqr
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nswet7s 51— 300%% |

TISESIE7 V€5 L—> 3 VORE

WO RE Y7 TIETLS B EALT 78T L—2a > ZFEJr LET, F72. Management Center %
FEHLT, ZOBREEZANCT D HERCAT —F AERRTDHHEZOWTHHLET,

WOFRIL, BT D BLOFXOS X—V 3 v EMER TSLIEEO~ v B0 7T,
A\

GE) Fﬂﬂ2ﬂéﬁmmznng7/77V~thEA Threat Defense 6.4 (% TLS 551k &
HHPEN 7202, FTD 6.4 TIIRE AL BEIBICEDIIC /20 /A,

Threat Defense FX0S Crypto

6.4 2.6 1>0arTFA L AZAD
FHDOYVR—hK (7x—X1)

6.4 2.7 IR NA

6.5 LIK% 2.7 LA BRKI6DaLFF AL AR
AZADYR—F (7=2—X2)

About TLSEES1L7 VS L—L 3>

Firepower 4100/9300 (% Transport Layer Security K5 517 7 &7 L —2a U &2 R—F L TWE
9, ZAUE, Transport Layer Security/Secure Sockets Layer (TLS/SSL) D551k & 5% ~—
R =27 TEITTHHOT, ZHC XV ROEHELZEIL £,

» TLS/SSL 5 5{bds L UME 51k
« VPN (TLS/SSL 3 X Ut IPsec #&e)
TLSHEBALT 78T L— g VIERA T 4 T A LV AX L ZATHEBIICEZNC R . BT 5
TEIITEERA, TISERALT 72T L —2 a2 132 T4 DU /B a— 2L
IZ %K 16 Threat Defense 2 > T F A V AZ VA TEHENMIT A &b TEET,
TISEES 795 L—2aVICET A4 K4 2 LHIREIER
BB RTT BB CTTLSKEBALT 72 F L— a3 v WWENI 2> T DIEETX. RO EIZHE
BLTLLEZEN,
IVOVUEEA VARG Y

A VARY vay VN EREERFT AL IICRESNTWVWT, f VAR g T
CUMTHETRIMLIEG ST, VU NHESSNAETTLS/SSL N7 7 4 v 7 i Ry
TENET,

RET/NA R
|



wETNIZ |
B rsesrre50—vavicle 44 KSq UL HBSBE

Z OEMEIT Bk BB 2~ R configure snort preserve-connection {enable | disable} (=
Ko THIEHENET,

HTTP DA DN T+ —I VR

NZ 7 4 w7 &Z1E B L72\) Threat Defense 2 7 A VA X A TTLS K ALT7 7 &7 L—
varv EEHTHE, NI RIIEEEEZDZENHY ET, TLS/SSL N T 7 1
7 T {553 % Threat Defense 2 > T F A L A X A TTLS Kb T 78T L — 3y OLAER
T 52 aBEIOLET,

Federal Information Processing Standards (FIPS)

TLSH 5L T 78T L—1 a v EERERAEEYE (FIPS) AW 5 & BN > TWBEGAE
X, ROFT > a OERFNPRIL £7,

o YA XH32048 /XA FAT D RSA F—

* Rivest i 77 4 (RC4)

« BT — XIS LR NERRS (Bl DES)

« Merkle-Damgard 5 (MD5)

* SSL v3
X o VT g BEEILE— FCEIET 5 &L 9 IZ Management Center & &I x3 2 BAfE % 5%
ETDHE, FIPS DAY £F, ZOF— FTHEL TWD & EITHER A7 51213,

Threat Defense 2 > 7 A U AX VA TTLSHERALT 78T L—a > T 50, LD
X T RA T a v ERATALIICWeb 7T U EHRELET

FEAICOWTIR, EZBR LT E I,

s AEL I TATUT,

SAHEME HA) &E035REYVY5

AN HA) 72037 722 {bE& N7 BBICKHT B0 N b DA%, BRI+ 55
ffl ZEICTLS KRk T 78T L —va sy ZAMITHILERHD £3, 1 DDOT /XA AD
TLSKEBALT 785 L—a U RkIT. HASXT £720137 T A OMOF S 2 & 13EF SN
FH A,

TS /N\—FE—F

—HRDT 7V r—3 3 U TlE, RFC6520 TEF STV 5 Transport Layer Security (TLS) 3 &
U\ Datagram Transport Layer Security (DTLS) 7'® h 2/LZxf L C, TLS/»— hE— | =7 27
YyaryMERENET, TLS — b E— ME, SN EIZANTH L 2 L 2R T 0 5%
BUELET, 77470 FERIIP =B ESINTAS MIOT—F ZEF L, IWEEIRT
EOITHFIZERLET, TP LT2GE1E, B b7 — 2Nk E S ET,

TLS K5 51T 7 &7 L—1 3 > DA 72 - Cu % Management Center (2 L > CTEH I LTV
D BT DM 23, TLS N—hE—F =7 27 v a VEERT L7y et L

B #ETsqr
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NSES7 €5 L—>avicBle a4 51 v espsm

B, BRI 280 (X SSLARY 2 —d [ ARAI DT 7 2 a - (Undecryptable Actions) ]
T [ 51tb=7 — (Decryption Errors) ] ? Management Center 3% & CRE SNI=T 7 v a &3
« 7 v (Block)
« Uty FLTT7m v (Block with reset)
TV = a PN TLS ~— FE— hEMEH L TWENE S D EMEZRET 512X, [ Firepower

Management Center #i%#7 4 KJ O TLS/SSL h 7 7y a—F 4 U 7 V— L OEEZZH L TL
720,

TLS K551t 7 7 & L—3 =2 > 28 Threat Defense 2 > 7 A A X A THGHIZ/e > TV D
A%, Management Center O v NV —27 347K Y 2»— (NAP) O [lgk/—FbE— MR (Max
Heartbeat Length) | ##%E 325 &, TLS /»— hE— F OB FIEZRETE £,

TLS /~— k B — F OFEMIZ DWW Ci, [ Firepower Management Center #5554 4 K ] @ TLS/SSL
NIV a—=T 4 T = VDEEZZRLTIIEEN,
TLS/SSLA—/"—HTRH 1y T3y

TLYSSL A — =% 727 U7 g bk, BEITxT 205 28 TLS/SSL b7 7 4 v 72k
DIBAERTIZ/2 > TWAIRRE T, B3t 5P © TLS/SSL A—_"—H%T 27 V7 g
PRRAETDHAREMENRH Y TN, TLSKEELT 78T L—ra v 23R — b2 &Rk
L COHRMBFIEEZRETEET,

TLSHEBALT 7 & T L—3 3 > WHZNZ 72> Ty 5 Management Center (2 L > TEEH I NS &
BT DB 3 A—/N—H TR T4 T INTGE, BEICKT A IC Lo TREEN
L3y FOPNE, SSLARY =D [E5 AW DT 7 9 > (Undecryptable Actions) ] 1Z&
% [/Nv R =A 7 =% — (Handshake Errors) | DFEEICHENE T,

« 77 ANNT 7 a s wiA&T % (Inherit default action)
* Do not decrypt
« 717 (Block)
« Uty hLT7r vy 7 (Block with reset)
SSL AR Y v —® [HH 5L AR DT 7 a2 > (Undecryptable Actions) ] D [/N> R¥ = A 7 =T —
(Handshake Errors) ] D% EDS [ 75 L 72\ (Do Not decrypt) | T, BhEfTIT N7 7 A

A=V R =BT T4y 7 ERET DL IICRESNTVDEEE, A AT
YaviMTbhEYT, BRI TbhEEA,

RKEDODF—NR—=HT 27 V72 g URREELTVWEHRAIL. ROFT T arRnNdb £,
« TLS/SSL DMULEREE ) A3\ Bk D54 (o7 v 77 L— KL ET,

«SSL ARV —%ZEW LT, BE0ELIAM 2 &< 720 F 7+~ 27 FIZ [Do Not Decrypt]
N— N EBILET,

#ET 12 |}
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B -7 oz r0nsEBE7 €5 L—2 3 v oEMIE

TLS A— =% T 227 ) F a v OFEMIHOWTIL, [ Firepower Management Center % 4 1
RJI OTLS/SSL RT7 TN a—TFT 4 7 V—NDOEEZZHRLTITEIN,
NYVITELVAUSA U8y TOHREIIHR— SN TUOEREA,

TLS BB LT 7T L—a vy DA > TWAEE, TLS/SSL h T 7 4 v 7133y 7
FLFA Y ITA L E Y THREDA L E—T 2 A ATIHEBETEXERTA,

AVTTFAVARZUVADTISEEIET V€S L—23 0 OFRE

Management Center A % > K7 &2 Threat Defense OB (33 X—) TiHiHA I TW5B &
T, WPl RS RAERAT DL, TLSHE AT 7 &7 L—2a » BNEHBIRICAIC
DET,

TLS W5 EAbT 78T L —2a v $TR_RTDRAT 4 TA VAZ L ATHNTRY , BT 5H
ZEIFETEERA,

TISES7 725 L—Y3 DA T—3 ADERT

TORMNEY 7 TIE, TLSHEALT 78T L —2 a U BENCR S TWANE I N EFERT AT
EICOWTHBALET,

Management Center CIRDOVEREL FEITLE T,

FIE

AT 71 Management Center {212 74 > LE T,
ATY T2 [T/INA R (Devices) 1> [T/ 1 AEHE (Device Management) 1427V v 7 LET,
ATYT3 27V w7 LT, BEHMRT NA A EMmELET,

ATy T8 [T34 A (Device) | X—V%&27 Vw7 LET, TLSHELT 7T L —rar AT —H AR
[&f% (General) &7 v a VZERINET,

nHHE - {’r X@%IE

HT N AEYIR LD, ASAZ R TV ART LY N B— RIZEWLTEY, AV F—T =
AR T4 X2 lb—2alEBBELEY, ZOMDOF AT ZBEFORET A A THEITT D
N TEET,

T —30o0a2)—ILADERE

TV r—varoayy —MIERT A2, WOTFEEZFEHALET,

B #ETsqr
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ATy

ATy T2

ATvT3

7Ir—varoavy—n~nis |

FIE

ALY — VG E T2 Telnet #8f 2fEH LT, £¥ = —/L CLLIZHEERE L £77,
connect module slot_number {console | telnet}

BHOEX2 )T 4 FEa2a—NEYR—FLEWTIAL ZD X2 YT 4 =T8T
5HIZi%, dot_number & LT 1&2MHLET,

Telnet ##5¢ & 9 2F501E, ©Y 2 — /VICRFHZEEO® v v 3 U ERE T, #E0dHEN
WL B2 & T,

% -

Firepower# connect module 1 console
Telnet escape character is '~'.
Trying 127.5.1.1...

Connected to 127.5.1.1.

Escape character is '~'.

CISCO Serial Over LAN:
Close Network Connection to Exit

Firepower-modulel>

TIVr—varpary =l LET, TS, A0 a~r REANLET,
connect asa name
connect ftd name

connect vdp name
A VAL AR EFRT DR, AR T FEATILET,
i :

Firepower-modulel> connect asa asal

Connecting to asa(asal) console... hit Ctrl + A + D to return to bootCLI
[...]

asa>

i :

Firepower-modulel> connect ftd ftdl

Connecting to ftd(ftd-native) console... enter exit to return to bootCLI
[...]

>

TV r—vary aryy— a7 LTFX0S €Y 2—/L CLLICBEI L7,

+ASA : Ctrl-a,d * AZ1LE,
o Threat Defense : lexit] & AJIL £,
«vDP : Ctrl-],. £ AJ)

#ET 12 |}




B s 1 zour

RTw T4 FXOS CLI DA — /38 H LU Y 97,
AVY—ILERTLET,

a)

b)

~E AT
Telnet 77V r—3 3 20 Hb by £,

Telnet 7 7"V r—a V&K TTH2E, WEASLET,

telnet>quit

Telnet vy a &8 TLET,

a)

il

Ctrl-],. £ AJJ

HEF AR

WIZ, EX 2T 4 EVP2—1 10 ASA ICESE L TH 5. FXOS CLI D A — 334
LAUUIZR DB~ LET,

Firepower# connect module 1 console
Telnet escape character is '~'.
Trying 127.5.1.1...

Connected to 127.5.1.1.

Escape character is '~'.

CISCO Serial Over LAN:
Close Network Connection to Exit

Firepower-modulel>connect asa asal
asa> ~

telnet> quit

Connection closed.

Firepower#

BET /N ADHEIBF

FIE

AFYT1 EX2UF 4 —E R E— REBIHBELET,

Firepower# scope ssa

AT T2 vy —v EOWGET A ZADFEMAE TR RLET,

Firepower /ssa # show logical-device

AT9 T3 HIRT 2MBT NA RTLIC, ROa~vr REAJLET,

Firepower /ssa # delete logical-device device_name

B #ETsqr
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s52481=v totik [

ATV T8 RET AL AL VARV ENTWDET T r—va Otz R R LET,
Firepower /ssa # show app-instance

ATV TS Bt 57 SV r—var2lic, koa<vry ReEANLET,
a) Firepower /ssa # scope slot slot_number

b) Firepower /ssa/slot # delete app-instance application_name
c) Firepower /ssa/slot # exit

ATYT6 REEMELET,
commit-buffer

(= Ivy bLET,

e
il

NS oWy gk AT A

1

Firepower# scope ssa
Firepower /ssa # show logical-device

Logical Device:
Name Description Slot ID Mode Operational State Template Name
FTD 1,2,3 Clustered Ok ftd
Firepower /ssa # delete logical-device FTD
Firepower /ssa* # show app-instance
Application Name Slot ID Admin State Operational State Running Version
Startup Version Cluster Oper State

ftd 1 Disabled Stopping 6.0.0.837
6.0.0.837 Not Applicable

ftd 2 Disabled Offline 6.0.0.837
6.0.0.837 Not Applicable

ftd 3 Disabled Not Available

6.0.0.837 Not Applicable

Firepower /ssa* # scope slot 1

Firepower /ssa/slot # delete app-instance ftd
Firepower /ssa/slot* # exit

Firepower /ssa* # scope slot 2

Firepower /ssa/slot # delete app-instance ftd
Firepower /ssa/slot* # exit

Firepower /ssa* # scope slot 3

Firepower /ssa/slot # delete app-instance ftd
Firepower /ssa/slot* # exit

Firepower /ssa* # commit-buffer

75RX5%2=y FOHIER

T, 2=y bE I T AZDL RIS, FEIIKBRICHIBRT D FIEICOW T L E
KR

BT /3 R
|



wETFTAIZ |
B /5x53-vromr

— BB 72 HIBR

Tz, N—RU =T ERERy NV DOEENFRKNT, 77 AFa=y NIV T AHZI)N
SHBIICHIBRS N E T, ZOHIBRIT, RMEMEESNLETORNRLDTHDLD, 7
FALIIHEBMTEET, $lo, FEITI/ IAZ Y 72BN TH LB TEET,

TS ANBIEY T A B RNITAFAET 5 D ileaB 3 H121E, Chassis Manager [#ii# 27 /31 A (Logical
Devices) ] —C, showcluster info =2~ K&FEHLCT U r—a v NDY T AHX R
TS AR LET,

ciscoasa# show cluster info
Clustering is not enabled

Management Center % £ f} L 7= Threat Defense "ClX, Management Center 7 /XA A U A MMZF /N
AREFRL, VITAZV T ERERNI LB TT X TOMELFA T L5127 508
NHY FET,

T IV =2 a T ITAZ) TG T 7Y r—2a U CLIZEM LT 7%
2T ERENCTH I ENTEET, cluster remove unitname =~ REZ AN LT, =
JA L TWba=y MNISADTRCO2=y FEYIRLET, 7T—F AT v o
74X a2lb—YaFEEIRT, flifl=y M bRBICAHESNTZar 7 4 ¥ 2 b—
VarbEDEEFTHLHDT, a7 4 X2l —valERbTIBETEDOL=y N EFH
EEmTEEd, flila=y FEYIBRTAEOICT—Z 2=y b TIDa~vr RE AL
TeHaiE. LWl =y FNRESNET,

TNAAMIET 7T 4 T bE, TRTDOT—H A H—T oA ANV ¥y M TS
NEd, EHERHA LA —T 2 ADBN ST T 4 v 7 B EZETEET, N T 7407
Tu—%HETLHE, FTAZV T ERERMCLET, BEHA VX —T oA AL,
ZFDa=y NINT—FANT v TRENLZITRASTZIP 7 RUVAZEH L THl &k
ERaE L R £, 725U, Yr—RLTha=y bRY FRINTELT /7 47 Tk
RVNE ., BEA X —T oA ATETRY T,

7 TALN T FERNIZT HIZIE. ASA T cluster group name % A7) L T2 5 enable
EANNLET, 7725V T H2HEANIT HITIE, Threat Defense T cluster enable %
AJTLET,

TV r—ay A AR ADEYE  FXOS CLI T, ROFIZSR LTI E 0,

Firepower-chassis# scope ssa

Firepower-chassis /ssa # scope slot 1

Firepower-chassis /ssa/slot # scope app-instance asa asal
Firepower-chassis /ssa/slot/app-instance # disable
Firepower-chassis /ssa/slot/app-instance* # commit-buffer
Firepower-chassis /ssa/slot/app-instance #

PEAZNCT 2I21E, KOFIHZFEITLET,

Firepower-chassis /ssa/slot/app-instance # enable
Firepower-chassis /ssa/slot/app-instance* # commit-buffer
Firepower-chassis /ssa/slot/app-instance #

B #ETsqr
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D EIFx

RET A REEA R TOENT FUr—vas 1oz 2w 20kE [

X2 VT 4 BV 2=/ VY DY v X 7 Chassis Manager @ [£F% = U 7 «

FY2—)L/T Y (Security Module/Engine) ] ~X—C, [EJiA 7 (Power Off) ] 7 A
%7y 7 LET, FXOSCLI T, RDOFlZSHL T ZEN,

Firepower-chassis# scope service-profile server 1/1
Firepower-chassis /org/service-profile # power down soft-shut-down
Firepower-chassis /org/service-profile* # commit-buffer
Firepower-chassis /org/service-profile #

BIREHEAT HI0E, ROFIEEFTLET,

Firepower-chassis /org/service-profile # power up
Firepower-chassis /org/service-profile* # commit-buffer
Firepower-chassis /org/service-profile #

¥ — DY ¥ v hHF T Chassis Manager® [Hf%E (Overview) ] X—T T, [¥¥ ¥ b
7 (ShutDown) |7 A 2% 7 Y v 7 LET, FXOSCLI T, OB EZHH LT 72
éb\c

Firepower-chassis# scope chassis 1
Firepower-chassis /chassis # shutdown no-prompt

SEER AR
ROFIEEEN LT, 7T AF A NEFZRITHRTEET,

Management Center % f#i | L 7= Threat Defense D&, v v —TY T AX VU 72 Wiz Lz
4 = k% Management Center 7 /31 A U XA EMBHHIRL TS 7230,

SHLT S ZDOHIES : FXOS CLL T, (kOFIZHL T,

Firepower-chassis# scope ssa

Firepower-chassis /ssa # delete logical-device clusterl
Firepower-chassis /ssa* # commit-buffer
Firepower-chassis /ssa #

s —EANLDOT Y= FERITEF 2V T 4 BV 2= VDI = EANLT NS R

HIBR T 25613, A AN— R =27 %27 FAZOFHLNA L A—L L TEIMTE £,

WET N REERTONTWGEWT TN r—2 3 MV RE VR

BT NS ABHIBRT AL, FOMBT AL AT TV r—a VREDLHIBRT 500 5 R
SZNRNONET, 77V r—2a VREXZHIBRLRWES, TOT TV r—ya AV AX A
DHIBRSNADET, BT 7V r—ra 2L GREET A AZERTHZ LT TEFEH
No X2 VT 4 BV 22— WU D UMRERELT NA A LT TIZBE T HILTO WA,
TFVr—var A VAR AERIRT DO TOFIREZHEHTE £,
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FIE

RFYT1 EX2UF 4 —E R E— REBEHBLET,

Firepower# scope ssa

ATFYT2 A VA N—NWELT Y r—3a rOiFfMEFR R LET,

Firepower /ssa # show app-instance

ATY T3 HIBRTAT7T AU r—v g ZEi, Roavr RE A LET,
a) Firepower /ssa # scope slot slot_number
b) Firepower /ssa/slot # delete app-instance application_name
c) Firepower /ssa/slot # exit

ATy T8 BEEMELET,
commit-buffer

NV a vl AT AREIZaAIy FLET,

1

Firepower# scope ssa

Firepower /ssa* # show app-instance

Application Name Slot ID Admin State Operational State Running Version
Startup Version Cluster Oper State

ftd 1 Disabled Stopping 6.0.0.837
6.0.0.837 Not Applicable

ftd 2 Disabled Offline 6.0.0.837
6.0.0.837 Not Applicable

ftd 3 Disabled Not Available

6.0.0.837 Not Applicable

Firepower /ssa* # scope slot 1

Firepower /ssa/slot # delete app-instance ftd
Firepower /ssa/slot* # exit

Firepower /ssa* # scope slot 2

Firepower /ssa/slot # delete app-instance ftd
Firepower /ssa/slot* # exit

Firepower /ssa* # scope slot 3

Firepower /ssa/slot # delete app-instance ftd
Firepower /ssa/slot* # exit

Firepower /ssa* # commit-buffer

Threat Defense (R T /N1 ADA V3 —T 214 ADERE
BN DB FREET NA ATIE, A VX —T = A ADOFE Y TOHN0 B TFRRZ1TH =
ENTEET, £D%. Management Center & 721 Device Manager CTA > ¥ —7 = A AXKE %
FCTE £,

B #ETsqr
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ATy T

ATvT2

ATvT3

ATvT4

Threat Defense SRIZT /N1 ADA V3 —T 4 ADEE .

LA v H—T A ZAZBMLTZY  READA 2 =T =4 AZHIRLIZY LTS, B
WX D OREICEZ DRBITR/NRTT, 7220, EXF =2V TRV —THHIN
TN F =T = Z&HET DL, RECKELHAET, A F—T=A4R T, 77%
A JL—/L NAT, SSL, 7A T T 47T A /b—/L, VPN, DHCP#— 72 & HEIZx3 5
H OREICBITLHL O CEESRIN TV D AEERHY £, EX2VT 1 V—1
EHBTHRY 3B E T ER A, o, T N R E 523, 5> Management
Center % 7213 Device Manager CTO[RIH A2 208 & W12, FY 4T Hi7z EtherChannel D A >
N=Vy TafRETEET,

Management Center D355 : £ ¥ —7 oA AZHIFRTDHE, ZDA X —7 = A RS}
T HENTWHRENT X THIFRESNE T,

DeviceManager D356 @ WA VX —T = A AZHIRT DHRIIC, HDA L F—T A ZAPD R
DA B =T 2 AIREEBITTEET,

1R8O BRI

e WA K —T = A ADFHETEF L UEtherChannel (FR—  F ¥ x/L) OEBEINHESTA >
H—T A A% E L. EtherChannel ZB L £,

T TICEY Y THNTWSA ' F—T = A A% EtherChannel |[ZB NI 5101% (72 & 21%
TI7HNNTTRCDA U HE—T 2 ANRT ZAXZED LB TOENET) . 5% fﬁﬂj‘/\
AANBA B —T A4 ZADEI) Y TEMFR L, KIZEtherChannel IZ4 % —7 = A A%
BINT 20N H Y F£9, #H LU EtherChannel D34, # D% TF /34 Z|Z EtherChannel
BEEIDYBTHZENTEET,

T TGABN L TRNAT XA T E YT 4 D7, Management Center & 7= 13 Device Manager

TREXFMT 2R, TXTHO2=y N TA U F—T = A AZBMELFHIRL TS
_k%%wa<téwowﬁ_7 BIABNA 2=y FTA U E—T = AEEH
LT, /7774 7a2=y NCEETLHZLEZBBOLES, il A ¥—7 =
A ATEREX T LIRETENEND D, A VX —T 2 A AT=Z ) VTS
FIEFES 2N LIZERE LTS IZE N,

FIE

X2 UT 4 —b X E— FEZBBLET,

Firepower# scope ssa

IMELT N, R ERRE L ET,

Firepower /ssa # scope logical-device device_name

MRERT NA RZH LA v H—T oA AEEID Y TET,

Firepower /ssa/logical-device* # create external-port-link name interface id ftd
FIEA =T oA ZEHIFRLRNT7ZE 0,

RIE T HEE LET,
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ATy TH

ATvT6

commit-buffer
FFUoH I a BV AT AREICTI Y FLET,

Management Center TA & —7 = A ZAZFH L ET,

a) Management Center (212 7 A > LE 7,

b) [T/314 R (Devices) 1> [T/ 4 R&EHE (Device Management) | Z 3R L, ZEIZd 2
BT N_A A% 7 U7 LET, [ ¥ —7 A A (Interfaces) ¥ 7T 7 4 /L b T
WanE7,

c) [A¥#—7xARX (Interfaces) | ¥ 7 D LIZH D [T /34 AD[FEM (Sync Device) |78 ¥
a7y 7 LET,

d EEIBHENDE, A ¥ —T oA AREPERINTZZ & EZRTRED /ST =0 [A
v —7 x4 A (Interfaces) | ~—VIZEKRINET, [Z7V v 7 LTEEMAELTR (Click to
knowmore) |V 27 %227 Vw7 LCA v HZ—T oA ADEFRNEEFRLET,

e) A ¥ —TxAAEHIBRTHHEAIE, WA X =T oA ANBH LAV H—T = A A
WA E—T oA ARELX FETHERELE T,

AV E =T 2 A RAFELHIFRL T RWTD, BEFORTELZRTE E4, a7 —
T oA ZAEHIRL THIEZHFFEITLICE S, SOICREXBIET2HERH Y £7, MGk
BFEITTDHE, WA E =T oA ADRETEH SN TN DT X TOGHNERRINE
D

f) [EHEOREE (Validate Changes) |27 Vv 7 L, AV Z—T oA APEHEINTHARY
UBHEREL TWAH Z L AR L E T,
TI7—RHLGEIE. R —2EE L THRIEICR L2 LERH D £7,

g) [Save (RTF) 127 V> LET,

h) T34 2&&R L CEB (Deploy) 127V v L, BV ETENEZT A AR v—
EREALET, BEEIRY > —2HATLETHIIRY /A,

Device Manager CTA ¥ —7 = A A& L TEBITLET,
a) Device Manager (2274 > LET,

b) [T/ A (Device) 127 YV 7 LThb, [423—T x4 X (Interfaces) | ¥~V —IC
HDLH[TRTDOA v HF—T A A%F~ (View All Interfaces) |V 2% 27V v 7 LET,

Interfaces

Enabled 3 of 13

View All Interfaces >

¢) [A>#—7xAA (Interfaces) | 7 A A% 7 Vv LET,
d) A2 H—T o ABAX YL SHBDEFESTnD, [0K] 22 ) v 7 LET,

B #ETsqr
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e)

2)

Threat Defense SRIZT /N1 ADA V3 —T 4 ADEE .

Scan Interfaces X

@ Interface scan completed.

Added (3) Removed (0)

unnamed

Port-channel?

unnamed

unnamed
Ethernet1/5

HLWA L E—T oA AL IPT RLAREEZHRELET,

IR 5 A > 2 —7 = A ZAOPAFDIP T R LA L 42 EAT 25803, HFLoA v 2 —
T2A ATINOOREEHEATELLIIC, WA X —T oA RA%EX I —DL4RATE P
7 RUATHBKETDHILENRHD £,

WA X =T 2 f ABH LWV, X —T = f ATEEHZ DL, HWNA X —T = A
A0 [iE#: (Replace) ] 74 2> %27 Vw7 LET,

[E#: (Replace) |74 3>

OB RCL ST, A F—T A AR LTI TRTORET, HnA o Z—
T AADRFT LN, VB —T o ATBEXHBZI ONFET,

[ZHaF A > % —7 =4 A (Replacement Interface) |1: K2 v 7 H 2 URARNLH LUVA
VH—T oA AEEINLET,

wET 12 I}
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outside (GigabitEthernet0/0)

Migrate Interface

A The only way to undo an interface migration is to discard all pending changes

Migrate to:
@ diagnostic (Management0/0) -
(@] inside (GigabitEthernet0/1) -
@ unnamed (GigabitEthemet0/5) -
@ unnamed (GigabitEthemet0/4) -

Create new Subinterface

h) [ X —7xAA (Interfaces) | X—IIZA v b=V NFREINET, AvE—VHNDY
YOIV LET,

to migrate an interface was created. b4

Open the task list.

i) [#AZUAL (TaskList) | ZH~XT, BITHARII L Z L 2R LET,

Task List
8 total 0 running 7 completed 1 failures Dests sl inthod B

Start

Name Time EndTime Status Actions

Config migration from source interface outside to 06 Jun 06 Jun

destination interface outside_2 2019 2019 9 Migration is
12:37 12:37  successful

PM PM

AT w71 FXOS T, fllT NA ZAnbA B —T = A ADEID 4 TEMERLET,
Firepower /ssa/logical-device # delete external-port-link name
show external-port-link 2~ > RZ AN LT, £ v F—T oA A EZERRLET,
ATY T8 REXEMELET,
commit-buffer
NI Y T a BV AT AREICAI Yy FLET,

RTINS R
[ 125 | |
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ASARET A 21 v —T 14 20EE [

AT w79 Management Center % 7-1% Device Manager CTA > ¥ —7 = A AZFHERBIL £,

6:Device Manager IZ& 54 V3 —J 1A ADA ¥y

Scan Interfaces @ X

@ Interface scan completed.

Added (0) Removed (1)

outside
Ethernet2

ASASRETNAADA VA —T A ADER

ASAZHIRT NA A TIL, WA L X —T oA ZADE VYT, B Y THE., FRi3ExHz s
1T5Z2EMTEET, ASDM T, HrLWA v ¥ —T7 = A2 HEWICHRH LE 3,

LA v E—T oA AEBMLTED, RMEHOA F—T7 =4 ZZHIFRLZD LTH, ASA
DFECE 2 DB R/NRTT, 72720, FXOS THEIV Y TolaAf v 2 —7 = A A% HIBR

TEHEE (Ry U= T 2—/LOHIBR, EtherChannel DHIKR. BI04 ToHNizA v F—

7 = A A® EtherChannel ~DFEH VY TRE) | TDOA L F—T A ANREX2 YT 4R

TSNS L. HIBRITZASA OREICHEEZ G2 E T, ZOHE, ASARETIIILD =

~ U RDMRFFESND T2, BERFEZITO M TEET, ASAOSDHWA v F—T = A
ARETTECHIBRCX £,

\)

GE) BT AL RICEE L H 2, B BT H7- EtherChannel D X X —3 » T hfRETE £
ﬁ—o

1R8O BRI

cWEA B —T = A4 ADIREP L UEtherChannel (AR— ~ F ¥ /L) OBINIHES T, A
VA —T A A%&ERE L., EtherChannel Z B/ L £,

e TTIZEI D B THNTWDA X —T = A A% EtherChannel {ZIBMNT 5121 (72 & 2 1F

T TN ETTRTCDA U E—T oA AN TAXZEHD LY TORET) . £ fliiT/\
AAPBA B —T A ZADEY Y TEMFR L, KIZEtherChannel (14 % —7 = A A%
BINTDMENH Y 9, #H LV EtherChannel D5, F D TF 734 AIZ EtherChannel
EEIDYTH ENTEET,
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wETFTAIZ |
B =7 x0x=5uy

I TAB VT ERIXT = — VA —N"—%BNTD5H, TXTO2=y h kDA Z—
T2 A ADOHIBREHB LET, mHNZT —H/AZ L NAf 2=y N CAVH—T =2 A%
EHEL D, #7774 7 2=y NCEETLHZEABEOLET, LA U Z—
Tz A AIEREX D LIZRETEBNEIND T, A VX —T 2 A RAE=X VU TITE
BAERKFILERA,

FIE

RT9T1 BX2 VT4 =R E—REZHHALET,
Firepower# scope ssa
ATV T2 BT N, AERELET,
Firepower /ssa # scope logical-device device_name
ATV T3 T ANAADBA L E—T 2 A ADFND B TEMRLET,
Firepower /ssa/logical-device # delete external-port-link name
show external-port-link 2~> RZ AN LT, £ X —T oA A4 %EFRrLET,
BHA L H—T 2 A ADPE HILWEBA ¥ —7 = ZR&BMT DRI, BUEDA ¥ —
7z A A&HIR L. commit-buffer =~ REFEMALTELEFEE2aI v FLET,
ATV T8 GHET AL RZH LA U H—T oA AEE) Y TET,
Firepower /ssa/logical-device* # create external-port-link name interface id asa
ATY TS RELEMELET,
commit-buffer

cNFZoY I a Bl AT AREIZAIy FLET,

HRIBTINARADE=_AY Y

* show app

EHRERA A=V TR LET,

Firepower# scope ssa
Firepower /ssa # show app

Name Version Author Supported Deploy Types CSP Type Is
Default App

asa 9.10.1 cisco Native Application Yes
ftd 6.3.0 cisco Native,Container Application Yes
ftd 6.2.3 cisco Native Application Yes

B #ETsqr
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wE7rirzox=2u>5 |

vdp 8.13.01.09-2 radware vm Application Yes

« show app-instance

TV r—ay A VARV ADAT— A AL EREFERLET,

firepower# scope ssa

firepower /ssa # show app-instance

App Name Identifier Slot ID Admin State Oper State Running Version Startup
Version Deploy Type Profile Name Cluster State Cluster Role

ftd LD1 1 Enabled Online 6.4.0.10353
6.4.0.10353 Container Default-Small Not Applicable None
ftd LD2 1 Enabled Online 6.4.0.10353
6.4.0.10353 Container Default-Small Not Applicable None
ftd LD3 1 Enabled Online 6.4.0.10353
6.4.0.10353 Container Default-Small Not Applicable None
ftd LD4 1 Enabled Online 6.4.0.10353
6.4.0.1056 Container Default-Small Not Applicable None

show logical-device

AT S ZADFEM e FR LET,

Firepower# scope ssa
Firepower /ssa # show logical-device

Logical Device:
Name Description Slot ID Mode Oper State Template
Name

asal 1 Standalone Ok asa

show resource-profile system

VDP DY YV —RX Fu 77 A VEFRRrLET,

Firepower# scope ssa

Firepower /ssa # show resource-profile system

Profile Name App Name App Version Is In Use Security Model CPU Logical
Core Count RAM Size (MB) Default Profile Profile Type Description

DEFAULT-4110-RESOURCE

vdp 8.13.01.09-2 No FPR4K-SM-12
4 16384 Yes System
DEFAULT-RESOURCE vdp 8.13.01.09-2 No FPRO9K-SM-56, FPRO9K-SM-44,

FPRIK-SM-36, FPROK-SM-24, FPR4K-SM-44, FPR4K-SM-36, FPR4K-SM-24

6 24576 Yes System
VDP-10-CORES vdp 8.13.01.09-2 No FPR9K-SM-56, FPRO9K-SM-44,
FPROK-SM-36, FPRO9K-SM-24, FPR4K-SM-44, FPR4K-SM-36, FPR4K-SM-24

10 40960 No System
VDP-2-CORES vdp 8.13.01.09-2 No all

2 8192 No System
VDP-4-CORES vdp 8.13.01.09-2 No all

#ET 12 |}
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B v moszxs5u 06

4 16384 No System
VDP-8-CORES vdp 8.13.01.09-2 No FPR9K-SM-56, FPRO9K-SM-44,
FPR9K-SM-36, FPRO9K-SM-24, FPR4K-SM-44, FPR4K-SM-36, FPR4K-SM-24
8 32768 No System
« show resource-profile user-defined
AT A VAR LADY Y =R TR Ty A NVEID Y TERRLET,

Firepower# scope ssa
Firepower /ssa # show resource-profile user-defined

Profile Name Is In Use CPU Logical Core Count Description
bronze No 6 low end device
gold No 14 highest

silver No 8 mid-level

« show resource detail

TV —2 g AV ABZ L ADY ) —RE )Y CEERLET,

Firepower# scope ssa
Firepower /ssa # scope slot 1
Firepower /ssa/slot # enter app-instance ftd ftdl
Firepower /ssa/slot/app-instance # show resource detail
Resource:

Allocated Core NR: 10

Allocated RAM (MB): 32413

Allocated Data Disk (MB): 49152

Allocated Binary Disk (MB): 3907

Allocated Secondary Disk (MB): 0

Y4 FEY SRR DT D

ROPITIZ, YR—hSND7 TAZHEANZRLET,

4 FEEDOMACT KLR 7 KLRXZ{ERALT=-X/%> K EtherChannel
IL—Tv K E—FDH

WO TIE, A b OF— b= —F EWNEFy NU—7BICEE ST (f—A b
Tz ANMEAN) 200T =X LU H—DENTIUI2DODT T AL AU N—=NhHDHGEERL
FT, 7 TAZ A R—F, DCIREOZ FAZH@Y) 71l Lo THERINTWET, &4
A NDTTFAE X RN—X, WEBXOINSE ST O > U —271Z%F L A/3 K EtherChannel
HEAHL T =/ AL v FIZ8EE LE T, £ EtherChannellX, 7 7 AZNDT XTDHOY ¥ —
NCANRENET,

5 —X% VLAN I%, A ——L A +T7 v AR— ML (OTV) (EREFEEOL D) 2 #EH
LT A MEICHBEENE T, T T4 v I NI TAZGETTHEIBREICNT 7 4 v 7 BDCI
I LTV A MIBEEINZ2WVWE DT HITE, Ze— UL MACT RLAZT oy s
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H4 REEDMACT KL R 7 KL £ LIRS K EtherChannel L—F v K E— Fohl [

THT 4 NEEEBNTHLERHYET, 1 DOV A FOT T AKX ) — RPREFEREICR ST
e, NI 74 v MOV A b DI T ALK ) —RIGEESND LT 4 VX EHIBRT D4
ENRHDFET, VaclZHH LT, 7o —S)LOMACT RLVADT 4 VE U T T 50ERH
DET, . T ARPA VAT g VEEZI L TLIEE N,

TIGARE, NEARy NT—27 D7 — b= L L THRELE T, TXCDHIT T AX ) — R
THEEIND 72— VMR MAC I, N7y NaZETLORTIMEHINES, BE
Ny MEL ADC 7 TZAZNLDY A MEFDO MAC T RLAZMEHLET, ZOEEIC X
D, AA v TFN2ODERLLHHR—NTHEOYA FGRIT 72— MAC T R L A% 5E
LTLESDEBHWTWET, MAC 77 v B B EALARNE D, 1 B MACT KL &
DIHHEFHEHLET,

COREDOTFT I FFKDOLERBY T,

« I TAZMBIEESNDTNTOHN ATy ME, A FOMACT FLAZEMA L,
T —Ta— T4 AINET,

e VT ARZDTXTDOANSIN >y M, 72— UL MACT FLAZHERHLTEEINS
72, WOV A MZHDEED ) — R TZETEET, OTVO T 4 VZIZE-T, T—
Y B—ND T T 4y IR —"T74 RENET,
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B = < EEtherchannel £S5V RRF LU R E—F /=22 H4 FRIOH

g B

( Internet

e
-BTQUJ:‘[EL/// d\-\-__ - J\Bgui@[

Qutside

Global MAC
(blocked by OTV between sites)

Data Center :
Interconnect

‘Spanned EtherChannel

Site MAC 2

Data Center 1 Data Center 2

A /\> K EtherChannel FS5 2 AXR7LU N E—F /J—XYHRX YA

~ fE D451

WOHITIE, WEL—& LA — % ORJICEE Sz (/—AV T AFHAN) 2507 —4% &
VA—DEFENFRNIZ2OD T TAE AU ANR—RNHABRAERLET, 75 AX AL —T,
DCIRH D7 FZAZHIY 7 IC Ko THH SN TWET, YA FDTTFAZ X —[F,
R L OWNER D A 23 K EtherChannels ZfEf L T —Hh /L0 XA v FIZEER L E T, &
EtherChannel X, 27 7 AZNDOTXTDY ¥ —UIANRSIIET,

KT —H B A —DNERIL—H LA —Z X OSPF L., FT7 2 AT Lk ASA %
WL ET, MAC L1XEARY, V—FDIP X TR TONL—F T—ETYT, DCLIZFE=2 A b
N—hZEDBTHZLIZLY, FFEDOVA N TTRTDI TAZ AU N—=]NZ 7 LIV [R
D, NI 74w 23K T—FEr X —NICHERR SN E T, 7 72X BIEFE O & HEFF T
L7, ASA AT AT A FOL— NI, EYA FTRILTZ Y v ¥ T A—7 %Kl 5
VENHDFET, 1DODFA FDOTRTDT T AHF A UN—IEENRE LGS, N T 740w
TIIHEN—2 D DCIRRBE TV A DT T AKX A= ZkbET,
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2% K EtherChannel k5 Y ZRF7 LYk E— K /—24 92 44 rEos [

BV A NDOAAL v FOEEZIE, WOLDOEZDHIENTEXET,

o 1 M VSS. VvPC. StackWise. StackWise Virtual : 2D+ U A TlE, T—F o ¥ —
LI BDAL v TF oA A= 1L, T—HBHZ—=2ZDAL v TF oA A F—)b
LET, 1o0F T ar LT, T —FbrZ— @7?x&/~Fin—ﬁwx4w
FIEFICERE L, TEAA /7‘]\774’ v 7 IIDCIZ R LET, ZOHA. HEiolz L
N EDEFIRT — X B X —IZxt LT = VMR SN E T, DCIBRDIRNT 7 4 v
7 EMPET X DA, RIS LT, 4/ — REZDCIRRHTH DAL v FICHERi T £
T ZOWA. N T T4 v 7 IFEEOT -2t X E N5 72, DCI & FEEITE
BT BT OIIE R AT R T,

KV A b —H/L VSS, vPC, StackWise, StackWise Virtual : A A v FDILEMZ & D
HIZIE, BV A NMC2ODERBRDTEAL v TFXT A VA M=V TEET, ZOHA.
JTAL ) — R, MiFOa—NVAL v FEFICERIN T X —1Dv v —
V. BIOENRLDOR—INVAL yTFICER SN T —F B X =20 ¥ — T TEAN
> K EtherChannel ZffH L £ 95, A3 K EtherChannel I1ZFEAHIZ [458E] L TWE
T, K —BIIREAA v FiL, A3 K EtherChannel Z %A b & — /L ® EtherChannel
ELTRERLET,

—_T e

C Internet

Router — ~——__ Router

/ \"_“Higher cost route Spanned Higher cost route —/ N—
EtherChannel \

[ﬂ@de

[ Om::ﬁ.|

/dode 3
Data Center ‘.

GH

SPF PASSTHROUGH

Interconnect |
| ——— Illlll
m Cluster
Inside t
Spanned
EtherChannel
el F
Higher cost route e
Router Router
Data Center 1 Data Center 2

SRET/ANA R .
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B = < FEtherchannel F5 VAT LU R E— KA —R kYR kA FRAOH

A /\> K EtherChannel FS5 2V AXR7LU N E—FA—XFJTRF

B4 FREADB

WOFITIE, FVA MDODF = U= V—FL2OONE Ry NT—27 (77U r—vav
Fy hU—=27 L DB Xy FU—7) BUIEE SN (A —A RV A MEAN) 20057 —4+&
VHE—DENENIZ2DODT TAR AUNR=RNhLGEERLET, 7T AKX AL —(%,
DCIRHD 7 Z AZHY > 7 IC L > THER SN TWET, & A DT T AKX AL R—F,
WNEHBLWIMNEOT 7V r—v g Xy bU—27 L DB %y hU—7 DEHFIZAN R
EtherChannels ZfEfH L Cr— /L A A v FIZ#HH L E T, £ EtherChannel (X, 7 7 A X ND
TRTOY ¥ —VIZANRNINET,

EYA FDF = T A L—Z %, HSRP 72 XD FHRP 2l L T, &% 4 b TR U5k
FEMACT FL A LIPT RLAZRMLET, MACT RLADTFHERT T v B T AR
% 7=, mac-address-table static outside interfacemac_addressz~ > R&ZHLC, ¥—hU =
AN—HDEED MAC T L A% ASAMAC 7 RL AT —7 VICEEBINT 5 2 & 2558
OLET, ooz MIBRRNWE, YA M1OF— U2 A BT A F2DF = T =A &
WETHEHEIC, TEONT 7 4 v 7N ASA ZEB LT, WA > Z—7 A4 A0nBH A K2
WCEREL LS & LT, BENRAETIAREENRSY £, 7 —F VLAN X, A——1L A |
T U AR— ML (OTV) (F7EFREEOL D) ZEHLTHA MRS ET, b7
T4 INBNT— R U A V—F5TTHLIGAEITNT 7 4 v 75 DCI Zi@iwm L o1 k
WCIEEEN2VWE T DL, 74 NMEEZBMTHLERHY T, 1 OOV A FOF— |
VA = ZRREARICRSTGE. NI T 4 v VPOV A FOT— h U = A ITIE[E S
HEINCT 4 NEEHIRT DLENRNH Y FT,

e T—
' ™
. Y
[ Internet J
J

o —

o) o) o

\E.,_k___,‘ Gateway Router:
o Virtual MACs and IPs

(FHRP)

Gateway Router:
Virtual MACs and IPs &=
(FHRP)

Spanned EtherChannel

Spanned EtherChannel
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Node 3 & Node 4 E====

-
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/| Control
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HEEEHR

Threat Defense 7 7 A &
WD 16 D ) — KD
A= b,

2.12.1

1 -O® Threat Defense 7 7 A XK 16 D/ — K&E{FEHATEL Lo EL
776

GE) Threat Defense 7.2 2S4BT,

BB K B B #hE
U 7iRELEY
7 IREED [FIHA

2.9.1

T — TR, BT AR BEY R E T — S A B —T = 2D
Y ZIRELFMTE DL 912720 £ L7z, BIE, FXOSEHIRIENT v 7 T,
WMELY I AREENT v T THDHIRD, A F—T oA AIT v IREEIZ2 D FT,
BRI T BB 7S r—var A v E—T oA ADEREBIIEEB SN E
A, BEAZHRTT BB 25 ORIIN WA, 72 & 20X, Bioxrd 2 5
TTVr—a VINEEILA S TA NIRDEND, T—H A H—T A ARY)
BT v IREEIZ e o720 | BRI T 28 O v v NE T BB G L
O ORIET v 7RIEOEFICRDAREERHVET, 1714y NDY
B, ZOREOR—FIZX VR ry MR Ry 7SN ERHY FI, T,
BT D DMLEETE B K D ITA BRIZHNE /L — & DS BB 5 BETH
DT T 4w DFEEERBT I ENH DD TT, ZOMEEIZT 7 4L b
TR > TEY ., FXOS DT A ZA T LICANCTE 7,

GE) ZOMREIZ, 7T RZY LT arTF A AKX, FT-IF Radware
VDP 73 L— 2 EERY 5 BRI AP TV AR b s g
Ao ASA TIEHFR—FENTWVERA,

BFR/AEE STz v —3~F— % [ : [Logical Devices] > [Enable Link State]

PIF/ET XN 72 FX0S =2+ K : setlink-state-sync enabled, show interface expand
detail

AT FA AR R
Al 1} @ Management
Center & L 7= &
(RS2 B BRE D
Ny 77 v 7 L8t

29.1

BB KT D5 =27 A A X 2 AT Management Center /X v 7 7 v 7 /{H I
V=NV EMEHTED LI E LT,

FrB/Z8 B S HU 7z Management Center [T : [ A7 A (System) [>[>—/L (Tools) ]
>[N 7T v 715t (Backup/Restore) 1> [EHXRT A ADNy 7T v
(Managed Device Backup) ]

BB/ Xtz BTk BB CLI =~ K : restore
PR —hENDT T >~ b7 F—2 : Firepower 4100/9300
CGE) Firepower 6.7 23 AEE T,

#ET 12 |}
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BE

TS5y bk
TA4—L
Jyy—=

AR

INTARE R
T AL

2.8.1

AT FIA VAR REFER LTI TAZEERTEDL LT LT,
Firepower 9300 TlL, 7 ZAXNDEKEEY 22— /U1 DDA T FA VAKX A
EEODDLVERDET, X2 VT 4 VRV 2 VD BB T
FA VAR L AT FARGEMT DI LIXTEERA, VITRAXA VAKX R
TR X 2V T AV a— A EF Yy — VT ARSI S 2 L AR
LET, 2720, REISLT, WAL7 T AFZNITEZ S Firepower 9300 & % =
UT 4 Y 2—/V XA T FE] L Firepower 4100 ET VDAL TF A VAL A%
BESHE, —HSE5Z2 R TEET, RIL Y T ZXHZNT Firepower 9300 & 4100
DAVAR LV ABRESEDLZ LITTEEEA,

/A E S fza~ 2 R @ set port-type cluster
GE) Firepower 6.6 LARE S BT,

79,

Device Manager T %

B9 2 BE o
A— b

2.7.1

FAT 4 T BWNIKTT DB A A X A& FKIR L, Device Manager & L% fi5
ETELLRVELE, 2T T AV AZ L RAFAR—FENTWERA,

HH/ZEE Sz~ R enter bootstrap-key MANAGEMENT _TYPE. setvalue
LOCALLY_MANAGED

G¥) BN KT B 6.5 LA BT,

RO LT A
2 AD TLS Kb T
7T L— g

2.7.1

Firepower 4100/9300 ¥ ¥ — 3 EOEH D a v TF A v A X A (kK 16 i) T
TLSK ST 78T L—ya B AR—hEnd L5270 £ L, LA, £
Va— X2 VT 42T IRl o0ary T A VAKX AR L TORHR
TLSHfBALT 78T L—ra VERMICT 22 N TEE LT,

LA AZ L ATIX, ZOEENT 74V N THNZ/R>TWET, 727210,
Ty T L= RZEoTHEDODA LV AZ L ADT 78T L—a VISENIR D
ZEiEHn A, VT, enter hw-crypto K IZ set admin-state enabled FXOS
a~vy REHLET,

LU FXOS CLI =+ > K : enter hw-crypto, set admin-state

HIBR X 4172 FXOS CLI =+ > K : show hwCrypto, config hwCrypto

Mk S - BB 2 B CLI =< > K : show crypto accelerator status

GE) BRI D5 6.5 LIRS LB T,

Firepower 4115, 4125,
L4145

2.6.1

Firepower 4115, 4125, B X 4145 A SVE L7z,

GE) ASA 9.12(1) B HEETT, Firepower 6.4.0 121X FX0S 2.6.1.157 23 L8 T
o

ERINTcavr NEIbo £8A,

B #ETsqr
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Hhe4 Ty b | BEEER
T4 —L
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Firepower 9300 SM-40, |2.6.1 350 F 2T 4 Y a—/b, SM-40, SM-48, BLUSM-56 NEASNE L
SM-48, ¥ LT SM-56 7=
DY R— K . R ~ < N -
GE) SM-40 35 1 Ut SM-48 [Z1% ASA 9.12(1) 4B TF, SM-56 1Z1%. ASA
9.12(2) B L WVFX0S 2.6.1.157 XL T,
FTARTOEY 2 —/MZiE, BT 5B 6.4 3 L TUFX0S2.6.1.157
7‘7)3\'\‘%‘6?0
ERIxnlza<wr Kb A,
ASA B LDV EBITKIF | 2.6.1 ASA 1 X O EBUZxT D5 FRELT /31 A %[ U Firepower 9300 | TR TX
B [hfHl % [F) U Firepower LIV ELL,
9300 DRIDE == GE)  ASA9.12(1) BB CF, Firepower 6.4.0 1213 FXOS 2.6.1.157 U4 E T
THR—F
R
ERINTa~r FiEdb b 8 A,
BRI 585 7 — | 2.6.1 ¥ — 3~ F— % T Management Center NATID 2R ET& D LIV EL
FA T TRRIEICD 7= LARMIE, FXOS CLI 7213 &3 2854 CLI N TD A NAT ID Z 3 E T
WTIE, Yy —vv %ibkoEﬁm\w—?4yﬁkmﬁmﬁﬁmﬁmfﬁﬁ®m7hvz(Wﬁ
% —3 % T Management F—fF &) NHETF, Management Center 237 /SA AD P 7 KL A ZfFE
Center O NATID % iR & T34 A7\ Management Center O IP 7 KLV AZRELEJ, 7=72L, IPT ]\" LA
TELHEOITRVEL D1 ODHBNDN>TWDLEE Ob—T 4 7 BOF/NEE) 13, RYOERE
7 PN B & e U CIE LUWVBRERF — 2R 5 72012, Bt O IHIIC — & D NAT
ID Z5ET 5 0ELH H Y £9, Management Center 35 XUV /3o A TiL, FIHI%
FROTRRE L AGBEAT 9 7odIZ, BEkF—FBLONATID (IP 7 R LA TiEA<)
ZEHLET,
B LV S LT HE
[Logical Devices] > [Add Device] > [Settings] > [Firepower Management Center NAT
ID] 7 4 —/V K
EVa—txal 2.6.1 INT, EVa2— X2 UT g m o oroniipboarysr A AR A

T4 ZrIronTh
UNOK 170 S WY AT |
AT AR R
TOSSLNN—FR7x7T
TR L— a0
WA NN

I LTCSSLAN—R T =27 72787 b —a Z8NITHIENTEDHLIIC
ROFELE, oa T A AZ AR LTSSLAN— Ry =27 7787 L—
a TN IR S TWETH, XA T 4 T A U AZ L RZIFADMTIe>TVE
T, FEMIC DWW TIE,  [Management Center Configuration Guide] Z&M L TL 72
0,

/AT Sz~ R : config hwCrypto enable, show hwCrypto

#ET 12 |}
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ML IS5k
J—L
1y—2

AR

BT 5B o~ |2.4.1
T A AL AR

H—Dtxa )T 4o P ERITEY a— T, ENEN BRI A5
AT FTA AL AN D DEEDOFRIET N AR TE L LI E L,
PIENZ, B—DORA T4 T 77V r—a v A VARV ARERTE AT TL
oo RAT AT AV AZ L ABBIERFFEYR—F S TWET, Firepower 9300
DEE. —HDES2a— N TEAT AT AV AZ L AEFER L, hDED 2—/1
Ty T AV AZ L AERFHTHENTEET,

FHR I BEA X — T = A ADOMEHEFHREIC T 5728, FXOS T VLAN 71 >
H—T oA ZAENER L. BEHDOA LV AZ AT v B —T oA A5 HT 52
ENTEES, av T AVRZ U AERRBTL5A. B0 Y Tohiviz CPU =
T OEFRET HHLENRSH Y £9, RAM T2 7 OEITHE-> TERJIZEID 4T 5
N, TAATVEREIIA LV AZ AT LIZAGBICRESNET, Z0) YV —2E
HAEFHATDLE, BA VAR ADNRT p—< AEEE D AL~ A X TEET,

2ODEBD Y v —TaArTF A VAZ U AEFEHL TN, TXA TV T ¢
EHERATLZENTEET, ZEXE 10HOA L AZ L RAEFRFOV Y — V% 2
SFEHATLHEIE, 100N, TXA TV T 4 XTEERTEET, 7T R
ZY T IFR— FERERE A

G¥) ~NTA AL AR, FEEIXRR Y ETA, ASAV LT 3
THFAN BRI TWET, vALF arTF2 - RFTE, B
—DT TV =g A VAZ AR =T T a MALENE T,
CITFA AL ARERETIX, ML LT a T A o AK U A EE
TEFET, avrrsF A U AX AT, ~— KU Y —AD558k, E5]
ORERER, @Y v— R, @RlOY 7 ho =277y 7 TF—h B
KOV T DB D7 WAERED YR — R A[E T, ~ /T =2
VTHFANE—RTEH, EHYVY—RAOBNF T, FEDOT T v b
T —LTENVEL DarTXA eV R—hT&ET, BT
LB T~ Far TR hE—RIEATEEEA,

GE) BT DB N— 3 > 6.3 LIS KLETT,

PH/AHE S 72 FX0S 22~ > K : connect B B2 %3 S BhEl name, connect module
telnet. create bootstrap-key PERMIT_EXPERT_MODE. createresource-profile,
create subinterface, scope auto-macpool. set cpu-core-count. set deploy-type. set
port-type data-sharing. set prefix. set resource-profile-name. setvlan. scope
app-instance ZBIZxt9 S5 name. show cgroups container, show interface.

show mac-address. show subinterface. show tech-support module app-instance.
show version

HH/ZE B X FU7- Management Center [H[f] :

[T/31 X (Devices) ]> [T/ 4 REH (Device Management) ]>[#®s (Edit) ]
TAary>[A4vB8—T 4R (Interfaces) 1 ¥ 7
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we7r 1 20BE [

HEES TS5y b | #EEER
TA4—L
J1)—x
ASA GREET SA 2Dk |24.1 ASAZEBHTH L &I, FTIUVAT LY bERIFNVN—T v RE— REBETE
SUART LY N E— HEOTVELL,
FRBAOY Rt HR/EH S -2~ R : enter bootstrap-key FIREWALL_MODE, set value
routed, set value transparent
7T ALY 7o |2.4.1 7T AEHEY 7 OF 7 x4 FTIH127.2.00/16 % v b U — 7 BMER SN ET,
AL <A RA[RETL IP INTFX0OS T FAXERITHEXIIHRy NT—V HFRETEET, Vr—
7 RL A I, Yy —yIDBLRZr v MD (127.2.chassis id.dot_id) (ZHESWT, K=
=y "D FGRAEZENY v A B —T 24 APT RL2ZHEVER L 7,
72770, —EORy hU—7 BT, 12720016 N T 7 4 v J IR ATE EH
lo DI, —T3v 7 (127.0.0.0/8) BLUI~LTF+¥ A (224.0.0.0/4)
7 RV AZBRE, FXOSIZZ T ARG > 7 DI AZ K16V 7 F v b E2VERKT
XAV FE LT,
HH/EE SN2~ ] setcluster-control-link network
BRI xT DB 7 —|2.4.1 FXOS CLI'C Management Center NATID # 5% ECTX 5 L 9127e 0 &£ Lz, LARIIE

A KT TEREICD
WX, FXOSCLI T
Management Center @
NATID ZHETE 5 &

2T FE LT,

BBk D5 CLINTOANATID 3% ECE £ Lz, @EIL, v—7 1
7 ERIEOW G OB TH T DO IP 7 KL A (BigFx—f1 &) DBETT,

Management Center 737 /XA AD IP 7 KL AZFHE L, 7 /31 A Management
Center DIP 7 RLAZIRELET, 272L. IPT RLAD 1 DDOHNBDHI-> T
6%é(w%%4yfﬁm®%$£#)m\%@®ﬁﬁﬁmﬁﬁ%ﬁﬁbeb
WBERF—Z MR T D720, HERHOMMAINZ—E O NATID 25 ET 2 0EH &
DEF, ManagementCenter% ctU\T/\/f ATIL, PIHIRERORGE L AR EIT O 12

WIZ, BEEF—BLONATID (IP 7 FLATIEARL) ZHEHALET,

PH/ETE Sz~ K @ enter bootstrap-key NAT_ID

ASA DY A KEZ T A

2.1(1)

ASA 7 ZAZ T 5 & EHEID Firepower 4100/9300 > ¥ — > DA |

2T DsE IDARETEET, UANIASAT 7V r—2a NTHA FIDERET DHE
BV E LI, ZOFH LWHEREIL, #IHPEAZBEIZLE T, ASAHRN TYA
FIDZRETE R RoZ LICERELTLESY, £z, A MEZ T AKX Y
YT EORBMEE D DD, BEME RT p—~v L RZBET A EBOSENR
GENDHASALTI() BLUFX0S2.1.1IC7 v F 7L —RT5 2 L A#HELET,
setsite-id =~ RAET I FE L=

Firepower 9300 L 6 {# | 2.1.1 Firepower 9300 T & \ZxtT DB O v —v W7 A% ) 7 EHHLTE £

DB xT D5 £ To K6 DODDEV 2a— VEHRWTLHIENTEET, HExFE 6 2D v —

Da— Dy — VTC1IODEY 2a—VEFHLEZY, 350 % —3T2O0FY a— /L& HH

JIGARY T LT, K6 ODEV2—NLEMHALGDOESLZENTEET,
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HaEf TS b | HEEIER
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Firepower 4100 T & | 2.1.1 BT DR 7 T AZ TRRK6EDY ¥ —2 %7 T A TEET,

(s e Y 193 - R A
Uo7 O¥R— b

ASA 7 Z A K T?D 16 f# | 2.0(1) ASA 7 T AL TIRR 16OV v —> %7 T AZLTEET,

@ Firepower 4100 > % —

TOHR— |

Firepower 4100 T? ASA | 1.1.4 ASA 7 T AXTIRRK 6O v —2 %7 T AXTEET,

7 IAEY T DY

A—h

Firepower 9300 & &z | 1.1.4 Firepower 9300 28 &Rk 2858 77V r—va v Cox — NI TAX Y &

XT D THO v — ThYR—bTHEIITRDELE,

N = 1] 2

;i’ji TAFV T T WDa~y RPNEASNE L7z, enter mgmt-bootstrap Z B (Zxt3 SR . enter

- bootstrap-key FIREPOWER_MANAGER_IP. enter bootstrap-key
FIREWALL_MODE. enter bootstrap-key-secret REGISTRATION_KEY . enter
bootstrap-key-secret PASSWORD. enter bootstrap-key FQDN. enter bootstrap-key
DNS_SERVERS. enter bootstrap-key SEARCH_DOMAINS. enter ipv4 firepower.
enter ipv6 firepower. set value. set gateway. setip. accept-license-agreement

Firepower 9300 - 16 |1.1.3 ASADY v =7 FALZ Y U PRFEBINE LI, K16 DEY 2 — /LA

{HD ASAEY =2—)LD
VXY —UM 7T AZY
N

HTAHZENTEET, 221 16Dy —3TIODEY a—LEHH L
D, 82D ¥ —TT2ODEY2a—/LEFHL T, K16 DFEY 22— L& HIL
HEbEALZENTEET,

Firepower 9300 [~ ASA
DYx—TNTTAH
vy

Firepower 9300 > ¥ —YHWOTXTDOASA X =2 VT 4 EV2— LV %ET7 T AXIL
TELE I ELL,

enter cluster-bootstrap. enter logical-device clustered. set chassis-id. setipv4
gateway. setipv4 pool. setipv6 gateway. setipv6 pool. set key. set mode
spanned-etherchannel. set port-type cluster. set service-type. set virtual ipv4. set
virtual ipvé =~ RZEALE L7z
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. BERBRIBEFAT. ZEBRICTZ Y 77— DHD. UV IEOR-IHBEI/LTEThTWNS
BEFHDEITEEZCTELIEZD, HBLETHLEZNMREBDFTIDT, IEXLBABICDL
TIKETAIPMDRF AV M ESELESZL,



