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show environment summary =~ > K& {# fl L T, Firepower 4100/9300 3 — 3 DA 72 fi
2METRTUTONRER I CTEET,

« AFHESIEE R (Total Power Consumption) : JHE S5 ARHES (Vv MHALD |
« ENVEE (Inlet Temperature) : JEFH T A7 LEE (FEKHEAD
« CPU {RE (CPU Temperature) : 7' B2t vV OIEE (FEKHAD) |

« EIRZ A7 (Power Supply Type) : AC F£7213 DC,

BIRATI 7 4 — K A7 —% X (Power Supply Input Feed Status) : AJJ AT —& X ([Ok].
[Fault]) ,

IR I AT — 4 A (Power Supply Output Status) : 12V {{/J A7 —% Z ([Ok], [Fault]) .

BIROKRE AT —4 A (Power Supply Overall Status)  : PSU DR AR 72~V A (BI/ERTHE,
0 sk L, IREORE)

7 7 i RPM (FanSpeedRPM) : 125D 7 7> ML AIZHDIEITDOT7 7D ) bih
&\ RPM,

7 7 VAT —H A (Fan Speed Status) : 7 7 V& ([Slow], [Ok]. [High].
[Critical]) .

77 DOE AT —4 A (Fan Overall Status) : 7 7 > DA 2~V A (BifERRE, HX
04 LA, IREDORTE)

7 L— REFHEIEEE (Blade Total power consumption) : £F = U7 £V 2 —/L/=
YU UTHESINDGRIES (U y FENL)

7 L— K 7ut v HiEE (Blade Processor Temperature) : ¥ = VU7 4 TV a2 —/L/T
VRO T n vy OP TR EWIRE (EREAD)

FIE

AT w1 FXOSCLLIZHEHE LE T (FXOSCLI~DOT 7k (21 =—3) 2&M) .
ATFvT2 vy — F—KIZAD £,

Firepower-chassis# scope chassis 1
ATYTI V¥ — DOV AOWEEFRT HIE, koa<vr ReEAHLET,

Firepower-chassis /chassis # show environment summary
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Firepower-chassis# scope chassis 1
Firepower-chassis /chassis # show environment summary

Chassis INFO

Total Power Consumption: 638.000000

Inlet Temperature (C): 32.000000

CPU Temperature (C): 47.000000

Last updated Time: 2017-01-05T23:34:39.115

PSU 1:

Type: AC

Input Feed Status: Ok
12v Output Status: Ok
Overall Status: Operable
PSU 2:

Type: AC

Input Feed Status: Ok
12v Output Status: Ok
Overall Status: Operable

FAN 1

Fan Speed RPM (RPM): 3168
Speed Status: Ok

Overall Status: Operable
FAN 2

Fan Speed RPM (RPM): 3388
Speed Status: Ok

Overall Status: Operable
FAN 3

Fan Speed RPM (RPM): 3168
Speed Status: Ok

Overall Status: Operable
FAN 4

Fan Speed RPM (RPM): 3212
Speed Status: Ok

Overall Status: Operable

BLADE 1:
Total Power Consumption: 216.000000
Processor Temperature (C): 58.000000
BLADE 2:

Total Power Consumption: 222.000000
Processor Temperature (C): 62.500000
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vk E—

CLI #1 %

EHNRAT O b (5—Y)

eV RE—F (§3—)

« FXOS CLI ##¢X4 (8 ~—)

ATVl havwr R (§—Y)

« AV RDFEIT (9 =)

e avy NERE (10 X—)

cREFOavr Foa Iy b EIE, £x (10 2—)
cCLIDOA VT A2 ~LTF (10 =)

«CLIE Yz UfilR (11 <—)

o b

FXOS X EHA B ATV 27 FETAEZERALEYT, ZOETFTATIE, FHAEA T V=7 b
I PRRTRE R T 4 T 4 F TR T 4 T 4 AR RBLL- b DT, 2 %
Y=, EF¥ 2 VT4 V2= Xy M= EV2—/b RA—h, Tty Pid
BHSRSB AT 27 e L TEREINAIYH T 4T 4T, £, 22—V o—n7 7y
M7 =L RY—iF, BEHHRA T V27 e L TERENIGEEZ T 4T 4 T,

BHXARA T V=7 ML, REARER 1 OU LD T a7 4 BT ONHEG1H 0 F
R

0

CU@:VVP%wFiWF%L’&ofﬁb EXEC &— RAMEORK EALE 720 £4, &
WL~ULDE— R, BN~ DFE— RICHIELET, @O L~LDE— G TR0 L
~ULDE— RIZBEIT 521X, create, enter, }3LUlscope 2~ REMHALET, /o, £—
RREJEC 1 OB\ L~ULICBEIT DI1I2iE, up 2~ REHRALET, £72. — FEEOK
EAICBEIT S I top 2~ RLEHATE £,
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cugz |

6=

S

awy RE— RORPLITEENSA TV =7 MBSO TWDHTD, HDEAT V7 b
CEREMITONTNBEE—RIZT Z7EATEALHICTBI12E, £7. £0F7 V=7 M
T HZVERHY T, TV BRATEHE— RIIXTHEHNRA T V=7 b BT 5120,
create 33 . Nenter =~ > K& L £9°, scope 2~ NIIEHHIR ATV 27 b &IEHRT D
HLOTIEHD FHA, T TIEENRA T =7 FRFETDHE—RIIT 78 AT H7E00T

EZE— RIZIE, FOF—RTAHNTXSa~vwr ROty FREENTWET, £F— NTEHA
T&2a~vy ROKREME, BHETIEHEGRA T V=7 MR L TWET,

H£E—RDOCLI 77 ML, T— FBEBICBIT2HEDE— RO 7L RARERINE

4, ZHizkn,

IREEANZBE T DB IERITRLDL T,

WDOFIL, FEpa~w L FE—R, £ET—F~OT7 7R T Ha~r F, BLOEKE—
RIZBET 5 CLI Ve 7 Fa R L TVnET,

R1I:FEHZaAIRVFE—FETOVTH

avy FE— FRENTOREMNEZAS ICHBT T £9, 7o, ZOHhE

E—F4 TOERRAIERT AT E—F AT+
EXEC FEEDE—FRKTtop 2~ K #
THETH EXEC “E— R7/»5 scope adapter ==~ | /adapter #
R
b U /cabling #

EXEC & — R scope cabling =~ >
N

=

EXEC & — R72>5 scope chassis 2+ &
.

/chassis #

£ —F Ky kP R
q

EXEC “&— R T scope eth-server =~
YR A(ZDavwr REZEDTRTOY
T avy RIFBIEYFR— P I TnE
T A)

/eth-server #

A=Y Fxy b TvTY
7

EXEC “&— K T scope eth-uplink =~
R

/eth-uplink #

Ty TV v H—T
ESZA

EXEC £— K25 scope
fabric-interconnect =~ > K

/fabric-interconnect #

Ty —AhUxT

EXEC & — RF7>5 scope firmware = =
VR

/firmware #
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OV R E—F .

ETE—F4%

TOERXIZERT SR

E—F BT

RARNA—=YFRy b A

EXEC *£— R7»5 scope host-eth-if =

/host-eth-if #

Z—T A A < K
GE) Zoavwry REZEOTA
TV T a<wr N, 2
DLV T R— &
nNE¥i, "&b A—V
Xy M A H—T AR
2= R /adapter #
E—RFRTHEHATEET,
TAEA EXEC *&— K7>5 scope license =2~ | /license #
e
T=X YT EXEC “&— R 5 scope monitoring = | /monitoring #

SN

~=a T IILORER

EXEC £— 75 scopeorg =~ > R

/org #

S5y MUY AT

EXEC “&E— KT scope packet-capture
o< K

/packet-capture #

TX=VU7 4 EXEC E— R7>5 scope security ==~ | /security #
R
P EXEC &— K7>5 scope server =1 ) | /server #

K

P—bERX a7y AL

EXEC & — R7%>5 scope service-profile
a<w K

G Y= R Ta7rA V%
EHELIZY, HERLTZD
LN TLZE N, oF
V. create, set, F7-IX
delete 7 a~> K v
FEFHALRZNTLEE

/service-profile #

VY,
SSA EXEC “E— F75 scopessa 2~ | |/ssa #
VAT A EXEC &— R7>5 scopesystem == >/ | /system #

K
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B roscuzsx

E—F4& TOERAIZERAT ST E—FFOUTtH
A2 HBA EXEC “E— R72>5 scopevhba =1~ > K | /vhba #
GE) BIE, Zoavr Rez
DFRTOHTavy k
T AR— I THEYE
}L/o
{5AB NIC EXEC &— K5 scope vnic =2~ > K | /vnic #

FXOS CLI #=#x X

WDOXIE, FXOSCLID b X L~ULnb FXOS a2~ Ry xzjb, a—huE#Ha~v L Ry
V. Xy NO—ZT7HEFH CIMC., BLOEXF 2V F 4 EV2— L CLIIKT Z7EATH0
ICFETTE Ao~y FOMELZ R LD TY,

B 1: Firepower 4100/9300 FX0S CLI # 5%

- SSH/console session
I

Security Module

AIJoxH bavw Kk

FTV s MEHRAIZ4A DR a~ L RRH D F9,

* create object
« delete object
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* enter object

* scope object
scope 2~ NiE, A4 7V =7 hTCha—F A XRZ L 2AT V=7 FTH, TXTOD
EBHARA T 27 PTHATEET, ToMmoa~r REFEHLT, 2—F A1 2Z 21k

G TVl NEERB L OB TE 9, 9T create object v NZiX, TN UK
Jix 3% delete object 33 X Y enter object =~ > RMFEEL £,

=P A AP ATV =7 FOERTIE, RORIZHAT I o1, Znboa<wr R
DEWEIIA T V27 FBTFETDEINE IMNT Lo TERY £,

R2:ATOz ) bOFEELBVEEDIT Y FOEIE

av Uk e

create object F7 Y=l PHBERS I, U TG, £0ar T 4 Fa
L—vay B— RS hET,

delete object TT— A vb—UNERENET,

enter object F7 Y=l PHBMERR S, BETHHE. £0arT 4 Fa

L—g v B— FRBEBENET,

scope object TT— A yb—UNERESNET,

RIAFATOx) MAFETHHENIATY FOEME

avo kR B

create object TT— Ay —UNERESNET,

delete object T NBHIBRENET,

enter object HMT AL, ATV hDary T 4 Fal— gy B—

RSBt S Ed,

scope object F T vDaArT 4 Fal—gy ET— RREBINE

TO

N7 = =
a7 Y FDOELT
HEEOE—FCTabF—%2HHTHILE T, a~v 2 FANZRRETTExET, avr FAO—E

ZANLTCTabF—%49 &, a~vr FEENFTRIND D, FIFOF—U — RO 5 {H
EANNTDLENS DEITE TERRSNET,
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cugz |

s \\
av Yy FERE
CLITIZ, BIEOE vy a v THEALETRTOa~vy RBRREFEEINET, ERAIF—F 713
TERAF—ZHHATIE., CnETIMEHLIa~r Fe 1o oF R TEET, FERAIF—
T LEBBENOEBERIO 2~ RBERII, FREIF—24EBRERNORDO a< > K%k
RENFET, BEORZICBEETH L, FTRAIF—ZMHLTHRO v RBPFRREINRL AR
Di‘é—«ﬁ
BREABE L CEY e~y REFOMEORH L, Enter F—%244 2 & C., BENOa~< R

ABANTEET, ZOa~xr FEFHTADLEZL TR RSNET, £, avr Faef
FERFOM U721, Enter ¥ — &g RIICa~ L FEEETL52 L6 TEET,

EZh@av> FOazIv b, BE, £F

CLITary74FXalb—vary avy e AT L5854, commit-buffer 2~ K& ATIT5
FCT, Zoavwr Ni@EHINERA, a3y FENDET, 274 Fal—varavy
R RBE & 72 v | discard-buffer =~ > REZ A L THEETE £ 1,

B Da~ s FE— FTRETOEE ZFEAEHQ, commit-buffer =~ K 1 > TE & T
Ac&xEd, (EED=a~> K E— KT show configuration pending =~ > K& A1 LT, R
hoa<w FEFRRTEET,

\}

GE)

BT OT_RCoavy ROEMEF v 7 LET, 2L, Fa—BEFHLa~ R
Sy MIZRELZEEGES, Y oa~<wr FicbEHINET, KiL7za~r K=o — X v
t—vTHRESINET,

OV RMMERETOEAE, a~ R 7ar 7 FOFNCT AX Y A7 (¥) BRERENET, 7
ZAZ Y A7 1%, commit-buffer 2~ FEANT B EEEINET,

i

I, ZuarFrRavry Rz M) oFav AR EDL AR ERLET,

Firepower# scope system

Firepower /system # scope services

Firepower /system/services # create ntp-server 192.168.200.101
Firepower /system/services* # show configuration pending

scope services

+

create ntp-server 192.168.200.101

exit
Firepower /system/services* # commit-buffer
Firepower /system/services #

CLIQA >S54 ANILT

?XFE TR, WoTHa vy MEXOBUEDOIRE THEM TR/t 7 a V2 FRTE
£,
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Tur 7 MO ANEFIZ? 2 AT L E, BHEOET—FTHATE a3~y FATRTE
RENFET, I~ FO—FEANLT?2ZANT L E, TORRD I~ FEINONMET
F—U— FESIEDPTNTERESNET,

CLl v 3 VIR

FXOS %, FIFFICT 77 4 712 TCEHCLIEy v a v OFEEFH TR By v a VTHIR L E
T, ZOEIXEREFRE T,
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ERAT DHIIC

e XAy Tu— (133—)
 IIERE (14 =)
* FXOS CLI~D7 7 A (21 _X—Y)

AR 70—

RIZ. Firepower4100/9300 ¥ v — 3 R ET DERIZFATT D MEN & D AR 0 & X 7 DFIA
ERLET,

FIE

ATw 71 Firepower 4100/9300 > ¥ — /"— R = 7 %% & L £ 7 ( [Cisco Firepower Security Appliance
Hardware Installation Guide] % &) |

ATvT2 PHERREZETLET WHEE (14 X—2) 2ZH) .

ATv 73 HEERELET (HFEORE (133 5—) 2Z3H) .

ATy T4 DNSH—NERELET (DNS V—O%E (191 <2—) 25H) |,

RTYFTs BRI REEELET (ASADT AU RAEH (25 5—) 258) |

ATy 76 2—VERELET (User Management (53 X—3) #5MH) |

ATFvTT1 MEDSLTY 7 MV =2TOEFEFITLET (A A—VER (17 3—) 22H) |
ATYT8 BNMOTT Y b 74 —2REEZFATLET (T v b 74 —2%E (1333—=) 25MH)
ATFYT9 AF =T A AERELET (¥ —T7=A ZEH (207 =) 25H) ,

ATV T GRET AL REER LET GRElT A 2 (253 =) 2&H) |
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VAT ADOFREEFHIZ V=V~ 3 — V% £TIXFXOSCLI 2 4 25 121d, 1Dz o
DOV ES AT ZFATTHMENDH Y £3, PR ELFETTDHIE, 2 Y — A —h
ZAHLTT 7 8A92%5FXOSCLI #4250, HHA— M2/ LT7 27 A7 5 SSH,

HTTPS, F7/ZIXRESTAPIZMH L ET (ZOFIEL, v—FvF Frbya=7 LT

nET)

) —ILR— b ZER L= HERE

FXOS CLI Z{# ] L T Firepower 4100/9300 > ¥ — IO TT /AT H L VAT LAORE

WHEATE2Ey N7 v 7 U P = FRFRENET,

\)

GE) IR EEEVIETIE, RO~y REHHA L CBFEORELZ TR THEETIVNERH Y £

KR

Firepower-chassis# connect local-mgmt
firepower-chassis (local-mgmt)# erase configuration

Firepower 4100/9300 & v — > O H—OEH AR — MIiX, 1 2OHDIPv4 T LA, F—hU =
A, TRy h~RART, FZ1D2OBDOIPv6 T KVA, F—bhU=A, Xy hU—27 T
T4 I ABRETAHILERNDHY £9, BEHAR—FDOIPT FL AR5 LTIPv4 721X IPv6 7

RLUZADWTNNEHRETEET,

188 BRI
1. Firepower 4100/9300 3 % — 3 DR DY PREERE & Head L £ 37,

e — )L AR— MR ara—FimRERiTar y—L —|
TW5,

IHERICE S h

« 1 Gbps A — %> MEHR— ST, AL v F, i3 —Z IZHERINTY

%)O

FEANZOWTIR, N R =TRETA FEZRL TSIV,

2. a v V— ) R—RNIEEL TSI a—XiEEkK (F-dar Y —L $—N) Tayr

V=L IR—=F NRTGRA—=EZPRRDOEEBY THDLHZ L EMERLET,
* 9600 R —
87— v b
e NRUT 472

sl ALy Ewh
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aAvV—)LR— b EERLEDMERE .

3. By b7y T A7 VT N TCHRATIROEREIEEL £,
T LWEBE SAT — R
cEHIP T RLABLOY TRy h v R
7 —hUzAIPT7 RLA
*HTTPS BLUSSH 7 7 B A %745 %7 v b
e IRA NG E RAAL 4

*DNS H—"DIP 7 RL R

FIE

AT vy —vOBEREANET,

ATFYT2 F—3IF N =32 —FEFALT, VU7 3y —LR— Mo LET,
Firepower 4100/9300 [Z1%, RS-232-RJ-45 ' U T v ar Y — L —T7 PR L CWET, #
et =K —=7 s WO Y TV -USB 7 —7 VRSB R DGEENH Y £9, kO
TN RTA—=BEERLET,

* 9600 R —
87 —X By b
YT 472l

1Ay 7 EY b

ATV T3 Tar 7 Mo TV AT AREEITWVET,
GX) VBLIZIE UC, WIHRRERRCRERE T Ny S A =2 —ZB# L, By b7 v 7RIED
FRy 7 BREOHIE, BEOV AT LAOFEEZIT) ZENTEET, Ty
A=a—IBENT DL, Cul+CELET, TNy T A=a—%K T35
X, Ctrl+D Z 2 LET, Cul+DZ 5 1 BB L 2EAOMIZATI LIS D
NHDHEE. 2EEO Ctrl+D 2 LI-BICETINET,

51

---- Basic System Configuration Dialog ----

This setup utility will guide you through the basic configuration of
the system. Only minimal configuration including IP connectivity to
the FXOS Supervisor is performed through these steps.

Type Ctrl-C at any time for more options or to abort configuration
and reboot system.

To back track or make modifications to already entered values,
complete input till end of section and answer no when prompted

to apply configuration.
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You have chosen to setup a new Security Appliance.
Continue? (yes/no): y

Enforce strong password? (yes/no) [yl: n
Enter the password for "admin": Farscape&32
Confirm the password for "admin": Farscape&32
Enter the system name: firepower-9300
Supervisor Mgmt IP address : 10.80.6.12
Supervisor Mgmt IPv4 netmask : 255.255.255.0
IPv4 address of the default gateway : 10.80.6.1
The system cannot be accessed via SSH if SSH Mgmt Access is not configured.
Do you want to configure SSH Mgmt Access? (yes/no) [yl: y
SSH Mgmt Access host/network address (IPv4/IPvé6): 10.0.0.0
SSH Mgmt Access IPv4 netmask: 255.0.0.0
Firepower Chassis Manager cannot be accessed if HTTPS Mgmt Access is not configured.
Do you want to configure HTTPS Mgmt Access? (yes/no) [yl: y
HTTPS Mgmt Access host/network address (IPv4/IPv6): 10.0.0.0
HTTPS Mgmt Access IPv4 netmask: 255.0.0.0
Configure the DNS Server IP address? (yes/no) [n]l: y
DNS IP address : 10.164.47.13
Configure the default domain name? (yes/no) [n]: y
Default domain name : cisco.com
Following configurations will be applied:
Switch Fabric=A
System Name=firepower-9300
Enforced Strong Password=no
Supervisor Mgmt IP Address=10.89.5.14
Supervisor Mgmt IP Netmask=255.255.255.192
Default Gateway=10.89.5.1
SSH Access Configured=yes
SSH IP Address=10.0.0.0
SSH IP Netmask=255.0.0.0
HTTPS Access Configured=yes
HTTPS IP Address=10.0.0.0
HTTPS IP Netmask=255.0.0.0
DNS Server=72.163.47.11

Domain Name=cisco.com

Apply and save the configuration (select 'no' if you want to re-enter)? (yes/no): y
Applying configuration. Please wait... Configuration file - Ok

Cisco FPR Series Security Appliance

firepower-9300 login: admin
Password: Farscape&32
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Successful login attempts for user 'admin' : 1

Cisco Firepower Extensible Operating System (FX-0S) Software

TAC support: http://www.cisco.com/tac

Copyright (c) 2009-2019, Cisco Systems, Inc. All rights reserved.

[...]

firepower-chassis#

EER—rEFEARALEA—42yF JAED3Z=VY

Firepower 4100/9300 > ¥ —3 OEBEFICAZ — T v a7 4 XFab—a UREROMD
RONGE, T R FIr—F v F Tre Y a =2 F— NIZAY, Dynamic Host Control Protocol

(DHCP) H—"ZRHL T, TOEHA X —T A APPEEH L TCHHD T —hA LT v
TEFITLET, TO%, FEHA U F—T = A% L THHE LT, SSH, HTTPS, 7zl
FXOSRESTAPI (il L TV AT AEBRETE ET,

\)

GE)  WIHIBREZMR D ZFIT, ROa~<y FEEH L TRTFORELZ TN THET 2LERH Y F

KR

Firepower-chassis# connect local-mgmt
firepower-chassis (local-mgmt)# erase configuration

Firepower 4100/9300 & v — > O —OF A — ML, 1 2DHDIPvET LA F—F 7=
A, VTR b~AY, FEE1DOOHDIPV6 T RVA, F— b= A, Xy hU—F 7L
T4y I AERRETDHILENRDHY £9, HHEHA—FDIP T L A% LTIPv4 £721XIPv6 7
RLZ2DOWTFNNERETEET,
1R BHHEIIZ
vy N T A7 VT N THEATLIROEREZINEL T,

cHTLWEBE AT — |

EHIPT RLABLOY TRy b ~A&Y

e —hxzAIPT KL A

sHTTPS BLNSSH 7 7 B A& FHA[+T A% 7T % v K

CIRA NG E RAAL U4

¢«DNS #— "D IP 7 KL &
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FIE

AT w71 DHCP $— " %Z5%E LT, Firepower 4100/9300 > v —3 OFHR— MIIP 7 KL 2 ZE| D Y
TET,

Firepower 4100/9300 > v —< 775D DHCP 7 7 A 7 > MELRITIE, RO OB EZENET,
CEHA LU H—T A ADMAC T KL A,

« DHCP 473 2 > 60 (vendor-class-identifier) : [FPR9300] F7-1% TFPR4100] |ZF%E L
i‘j‘o

« DHCP 473 = 7 61 (dhcp-client-identifier) : Firepower 4100/9300 ¥ ¥ —3 O+ U 7 L%
FICHRELET, ZOVITAEZL, Py —TO5EHLY 7 THRRATE £,

AT w72 Firepower 4100/9300 > v — > DEF 2 AN E T,
VA —VDEEFICAY — T v T ar 7 4 X2 b=y a VRRONLRWEES, T3, AT
n—XyF ruaeva=rs E— RIADET,
ATY T3 HTTPS ZHEHA L CU AT LA ERET HITIX, ROTFIREFETLET,
a) VPAR—FENTWAETITUVFEMEHLT, 7 RLA N—ZIROURLZ A LET,
https://<ip_address>/api

Z Z T, <ip_address> (%, DHCP H— /3|2 Xk » TEIV 24T 517z Firepower 4100/9300 < v —
v OEBR—FDIP T KL AT,

G¥) PR—=FEINDT T IFOFEMZONTIE, FHLTWAAA—=Ya D)V —X J— %
LTSN

(http://www.cisco.com/c/en/us/support/security/firepower-9000-series/products-release-notes-list.1
=M

b) VL ERRAT—-RKDANEZRDLNZL, T install & <chassis serial_number>
AL Ca s A4 LET,
<chassis serial_number> (X, ¥ —> DX 7 EFHID LHERTEET,

c) Iy M-S TV AT AREZITVET,

s /NP RAT = RO@EHABRY v— GRIIBRRAT—= RO A KT A 20T,
a—YP ThHU bk (53—) EHR)

cadmin 77 FDOINAT— R,
s VAT LA,

e A= R R PEHDIPVET RLALH TRy b ~R7 F2FIPVv6 7T KL AR LT
L7 4T A,

e T I ANV KN F—=F T2 ADIPvAT RLUAEILIPv6 7 KL A,
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d)

EEA— rEEALEA—4vF ToeEva=vy ||

*SSHT7T 7 BEANHFRIENTWARA MNEry hT—27 T RLVABIORy bR 7/
V74T A,

«HTTPS 7 7 ¥ AN R EINDHKRA MNEX Y NU—I T RLVAL Xy h~AT /T VT 4w
7 AL

* DNS — 3D IPv4 £ 721X IPv6 7 KL A,

e T 74N RAAL 4,

[#4E (Submit) 1227V v 7 LET,

ATy T4 SSHEHEHAL TV AT LAEZRET DI, WOFIEEZEITLET,

a)

b)

WDa~<wy REfHALT, BEA— MIERLET,

ssh install@<ip address>

Z Z T <ip_address> |Z, DHCP #—/ N2 K - CT#| Y 24T 57z Firepower 4100/9300 % —

L OEHR—FDIPT RLATY,

NR2ZT—ROAHERD SN, Adminl23 Z AL Tue /A4 LET,

T NS TV AT AREEITOET,

GE) MBS UC, PR ERRICHERE T Ny J A= —IZBE L, &y b7 v 7
HOF NNy 7 BEOTI, BIOVATAOBEENZITY) 2N TXET,
FRy T A= a—ICBETAHIC1T, Cul+CEMLET, SRy A=ma—%

KTT2I12iE, Crl+D &2\ LET, Cul+D % #H3 1[EE & 2 EHOMIZ
AL ORHAEE, 2B EO Cul +D 2 LI-BICE TSN E T,

&1

--—- Basic System Configuration Dialog ----

This setup utility will guide you through the basic configuration of
the system. Only minimal configuration including IP connectivity to
the FXOS Supervisor is performed through these steps.

Type Ctrl-C at any time for more options or to abort configuration
and reboot system.
To back track or make modifications to already entered values,

complete input till end of section and answer no when prompted
to apply configuration.

You have chosen to setup a new Security Appliance.
Continue? (yes/no): y

Enforce strong password? (yes/no) [y]: n

Enter the password for "admin": Farscape&32

Confirm the password for "admin": Farscape&32

Enter the system name: firepower-9300

Supervisor Mgmt IP address : 10.80.6.12

Supervisor Mgmt IPv4 netmask : 255.255.255.0
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IPv4 address of the default gateway : 10.80.6.1

The system cannot be accessed via SSH if SSH Mgmt Access is not configured.
Do you want to configure SSH Mgmt Access? (yes/no) [yl: y

SSH Mgmt Access host/network address (IPv4/IPvé6): 10.0.0.0

SSH Mgmt Access IPv4 netmask: 255.0.0.0

Firepower Chassis Manager cannot be accessed if HTTPS Mgmt Access is not configured.

Do you want to configure HTTPS Mgmt Access? (yes/no) [yl: ¥y
HTTPS Mgmt Access host/network address (IPv4/IPv6): 10.0.0.0
HTTPS Mgmt Access IPv4 netmask: 255.0.0.0
Configure the DNS Server IP address? (yes/no) [n]: y

DNS IP address : 10.164.47.13
Configure the default domain name? (yes/no) [n]: y

Default domain name : cisco.com
Following configurations will be applied:

Switch Fabric=A
System Name=firepower-9300
Enforced Strong Password=no
Supervisor Mgmt IP Address=10.89.5.14
Supervisor Mgmt IP Netmask=255.255.255.192
Default Gateway=10.89.5.1
SSH Access Configured=yes
SSH IP Address=10.0.0.0
SSH IP Netmask=255.0.0.0
HTTPS Access Configured=yes
HTTPS IP Address=10.0.0.0
HTTPS IP Netmask=255.0.0.0
DNS Server=72.163.47.11
Domain Name=cisco.com

Apply and save the configuration (select 'no' if you want to re-enter)? (yes/no):

Applying configuration. Please wait... Configuration file - Ok

Initial Setup complete, Terminating sessions
.Connection to <ip address> closed.

ATv 75 FXOSRESTAPI #FEH L TV AT LZRETHIZIE. ROFEEZFITLET,

RESTAPI (] L TV AT A& RET DL, WROBIZHEH L ET, FHMIZOWTIE,
https://developer.cisco.com/site/ssp/firepower/ % ZH L T < 72 &\,

GE) dns. domain name, https net, https mask. ssh net, ssh mask D& JEMHITA 7T =
> T9, RESTAPIEHEDHE. tMOTXTORMEIZISLHATT,

IPv4 REST API example:
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"fxosBootstrap": {
"dns": "1.1.1.1",
"domain_ name": "cisco.com",
"mgmt gw": "192.168.0.1",
"mgmt_ ip": "192.168.93.3",
"mgmt mask": "255.255.0.0",

"passwordl": "adminl23",
"password2": "adminl23",

"strong password": "yes",
"system name": "firepower-9300",
"https_mask": "2",

"https _net": "::",

"ssh mask": "Q0",

"ssh net": "::"

IPV6 REST API example

{

"fxosBootstrap": {

"dns": "2001::3434:4343",
"domain name": "cisco.com",
"https_mask": "2",
"https_net": "::",

"mgmt gw": "2001::1",
"mgmt_ ip": "2001::2001",
"mgmt _mask": "64",

"passwordl": "adminl23",
"password2": "adminl23",

"ssh mask": "Q0",

"ssh net": "::",

"strong password": "yes",
"system name": "firepower-9300"

FXOSCLIND7 7R

FXOSCLIIZIE, v Y —/LiR— MIBWElEL2Eo T LET, a2 Y —b R — MIEE
ML TWAaryPa—&iEK (Fidar ) —n H—) TarV—)LR—k 8T A—H)N
WDOLEBY)THHZ a2 LET,

9600 R —
85T —X B b
e NUT 4721

sl ARy T EY L
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SSH & Telnet i L T FXOS CLIIZHEERE T £9°, FXOS i35 K 8 ©D SSH H#i &[RRI
PAR—FT&F9, SSH THHf I 5121%. Firepower 4100/9300 3 ¥ —3 DR A M4 £ 721X IP
T RUARMEIZRY 9,

WOV By 7 ZADFONT I ZMHEH LT, SSH, Telnet, E72|%Putty T A > LET,

\}

GE)  SSH v 7 A » TIERILFL/ANLFR B SN ET,

Linux WK HIZLL RO SSH #fEH L £,
» ssh ucs-auth-domain\ \ username@ {UCSM-ip-address | UCMS-ipv6-address}
ssh ucs-example\\jsmith@192.0.20.11
ssh ucs-example\\jsmith@2001::1
« ssh -1 ucs-auth-domain\ \ username {UCSM-ip-address UCSM-ipv6-address UCSM-host-name}
ssh -1 ucs-example\\jsmith 192.0.20.11

ssh -1 ucs-example\\jsmith 2001::1

* ssh {UCSM-ip-address | UCSM-ipv6-address | UCSM-host-name} -I
ucs-auth-domain\ \ username

ssh 192.0.20.11 -1 ucs-example\\jsmith
ssh 2001::1 -1 ucs-example\\jsmith

» ssh ucs-auth-domain\ \ username@ {UCSM-ip-address | UCSM-ipv6-address}
ssh ucs-1dap23\\jsmith@192.0.20.11

ssh ucs-1dap23\\jsmith@2001::1

Linux ¥R 2> 5 1XLL T D Telnet 2 L £ 77,

\)

GE)  F 7 T TelnetldT 4 B—7 W72 > TWET, Telnet ZH 2T 5 FIEIC SV T,
Telnet DFEE (147 2—) 2L TLIFEV,

« telnet ucs-UCSM-host-name ucs-auth-domain\ user name

telnet ucs-qa-10
login: ucs-ldap23\blradmin

« telnet ucs- {UCSM-ip-address| UCSM-ipv6-address} ucs-auth-domain\ username

telnet 10.106.19.12 2052
ucs-ga-10-A login: uecs-ldap23\blradmin

Putty 7 7 A4 7 b6

« ucs-auth-domain\username ¢ 7' oA > L £,

Login as: ucs-example\jsmith
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GE) T7xn I\ODnLanD*—iJ/I/ ICRESINTEY, a2 Y — /il
M LDAP IZFRE SN TWAH5ATE. ues-local\admin (admin
e = T AT OATHD EZEH LT Putty 7 7 A 7 2 b
5777V A —aRxy MNIun A TEET,
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ZHEZAETYT, 2a—VPRT7 7 A TELLOEHIHTEET, Av— N IA B REEHT
HEL RO ENAHRIZRY 77,
BEEBTITAR=3 Yy Av— b I AE, R THEATEZ Y T by T
TA B ADT =NV EMLLET, PAK G777 4 "= a % —) [IRETT,

- EEDOH#E : My Cisco Entitlements (MCE) 1%, T WAR—=Z L TFRXTOT R 2l
i &P —EADFERRE 2 — 2T 20T, WG LD, EHLTHWD DA HITH
T ET,

cTARVADERNE : VT MU =TI Ry =TIZ —Rr vy ST W), &
FIUL L TIA B 2R MRIZEMNB L OERETE £ 7,
A<w—hTA B AEBFEHT5I121%. £ Cisco Software Central TA~— 7 U b EHRTE
THMLENRSH Y £9 (software.cisco.com) .
VAATA T AOREIZOWTILEE L < I, cisco.com/go/licensingguide & Z M L T 72X 0,

\}

(GE)  Zo&Z v = d, Firepower 4100/9300 ¥ ¢ — 3 ED ASA FHEET /34 AZDOHFES L ET,
BT DB FREET NA AD T A & ADFEMIZ OV TIL,  [Management Center
Configuration Guide] #ZM L T 72 S0,

e Av—h VT T xT T4 RIZONT (26 X—)

«Avw—h YV TZ7 b NI 2T T4 ADOFHESRME (41 =)

A=Y T NI 2T TAVADHA RT A4 (41 =)

cAv—h VYT 2T TABUVADT 7V (41 =)

CHEAY— N VYT R U 2T TRV TORE (42 %—)

» Firepower 4100/9300 ¥ — Y DA~— K T4 B A BT T4 F B—1DOFEE (46 21—
V)

e N—< XU h TA B ATFRIORE (48 2—)

AT — b VT T T TA RV TDE=EZY T (50 2—)
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AX—bF VI 7 54 RIZDNT
ZITE, AN—F VT =T TA B ADHERAIZONWTIHHAL 9,

)

GE) Z D& r v a &, Firepower 4100/9300 & ¢ — 3 ED ASA FaBET A ZZDHGEYM LET,
BRI D5 FRELT S, AD T A ' ADFEMIZ OV TIEL,  [Management Center
Configuration Guide] ZZM L T 72& Wy,

ASADARRI— kYT rHT7 SA4AEIVYT

Firepower 4100/9300 > % —> LD ASA T 7V r—v a v OH, A~x— K V7 027 74
o AFETE X Firepower 4100/9300 & ¥ — 3 A— 3L W L7 7V r— 3 VO THEIS
£75
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’C A=A PFIZFT R TDOAY— N VT NI 2T TFARVAALA VT TANT I F v %&
F%iE L £ 7, Firepower 4100/9300 ¥ ¥ — BIRDOEEIZ T A £ AILEH D FH A,

Y

G vy =V IRAZ Y T TR 7T AZHRNOZ Y Y —U THL
Aw—b T4 AT RE{GNT HUERDHY T,

CASAT U r—ay T —2a DT RTDITA B ZADOWHERMNG2HBELTE
T,

N

(G¥)  Cisco Transport Gateway (%, Firepower 4100/9300 t ¥ = U7 4 777 A4 7 ATIEYAR— h &
NTWERA,

Smart Software Manager & 7 A > k

TNRAAD 1 DL EDT A2 ZA%EAT 584 1%, Cisco Smart Software Manager CE L L £
—é—O

https://software.cisco.com/#module/SmartLicensing

Smart Software Manager TlZ, #fkO~A ¥ — T o M E{ERTE ET,
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THHRERDOFITRLET,

KEASATINARTLARYT—4

F—8 KA UK

Bl

ASA 7731 A PID

FPRYK-SM-36

ASA TR, AET IV

Cisco Adaptive Security Appliance

ASA F A ZAD Y FAERE XDQ311841WA

JBEZ AT (AT 4 T ETT=2 0T F) Native

X2V T4 arTHRARNE-F (TN T

FIEvLTF)

ASADY T NI =T N—V g v { ,
type: "asa version",

ersion: "9.13.1.5"

}
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T—2 RS b Bl

FNRA AT FZ—T X DN—T 5 !
type: "device mgr version",
version: "7.10.1"
}

RPN RA~—= TR {
"type": "Strong encryption",
"tag":
"regid.2016-05.com.cisco.ASA-GEN-STRONG-ENCRYPTION,
5.7 982308k4-74w2-5£38-64na-707999gl0cce",
"count": 1
}

Cisco Success Network (21X, ASA 7 /54 REFDO/NRT 5 —< 2 AEFRNBNESINE T, ZDF
WL, AT ABBIREE., CPUMHR, AE VMR, T4 A7 FEOMAR, B ILOHIK
RO AR AE ENET,

« CPU {3 : 42 5 /30> CPU il 15

cAEYFMAE : VAT LOEZAEY HAEY, BIOEFAE!
TARVERE . T4 A OEERR, MAELAE BLOARIEROKFHR
« SRTLOBFEEERE AT AORREREE R

s BIEEOFERIRR . O A7 2HIEOM IR (nameif 235%E SN2 T _XTHOA o —
T A AMBER)

. VAT AOBENMLUEICZERIOREEN-IBL- YOy b (21T
NA RN OFGEHEHRERLET,

IEB L OE =X HROEREROEFITR LET,

RI:INTHF—IVATFLAN)T—4

TR RA b+ BB

W25 5 4o > AT b CPU i L
“fiveSecondsPercentage”:0.2000000,
“oneMinutePercentage”: 0,
“fiveMinutesPercentage”: 0
}

VAT AE VR !

“freeMemoryInBytes”:225854966384,
“usedMemoryInBytes”: 17798281616,
“totalMemoryInBytes”:243653248000

}
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T—8 KL b

X3

VAT EDT 4 AT fERHR

{

"freeGB": 21.237285,
"usedGB": 0.238805,
"totalGB": 21.476090

}

AT KA OBEI 99700000

AT IR DA TR ! .
"receivedPktsPerSec": 3,
"receivedBytesPerSec": 212,

"transmittedPktsPerSec": 3,
"transmittedBytesPerSec": 399
}

Cisco Success Network (Z21%, ¥ —> D X2 VT 4 EVa2—/L/= Ty THEILTWD
ASAT NA ADKREAT — B A, 7T AL T x—)LA—3— BIOR T A AFRMPIE S
NFET, ASAT A AFHRICEH L UEB I OE=% SNAHEHEROEFIIRLET,

FE:TLA Y F— S OBAE

T2 RA b

fEn!

HEEEA T — & R

[{

“name”: “cluster”,
“status”: “enabled”
}I

{

“name”: “webvpn”,
“status”: “enabled”
}I

{

“name”: “logging-buffered”,
“status”: “debugging”
}]

77 AL NEH

{
"clusterGroupName": "asa-cluster",
"interfaceMode": "spanned",
"unitName": "unit-3-3",
"unitState": "SLAVE",
"otherMembers": {
"items": [
{
"memberName": "unit-2-1",
"memberState": "MASTER",

"memberSerialNum": "DAK391674E"
}
]
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T—8 KL b [EX23Y]

7 =l — S (
myRole: “Primary”,
peerRole: “Secondary”,
myState: “active”,
peerState: “standby”,
peerSerialNum:
“DAK39162B”

}

n 7 A B !
"loginTimes": "1 times in last 1 days",
"lastSuccessfullLogin": "12:25:36 PDT Mar 11
2019"

}

TLARY T7A4ILDH

Firepower 4100/9300 > ¥ —3 7 L' A R UMB N TH U T A IRIEICH 5T XTD ASA 7 /31
AMBZESNTT =X, Uy —VEADOHERSLZEDOMD T 1 —/L K EERK S TH 5 Cisco
Cloud IZEfGENET, TV A NI T—FEROT TV r—a UReWEEETH, 7L AR
ViZy v —AF#H E & HIT Cisco Cloud (Z241E SV E T,

PLTIX. Cisco Success Network 7 L A b U 7 7 A )LDFITT, ZTD7 7 A /L%, Cisco Cloud
{22415 &7z Firepower 9300 D 2 550 ASA T /34 ADIEHRPREIFEI N TVET,

{

"version": "1.0",
"metadata": {
"topic": "ASA.telemetry",
"contentType": "application/json",
"msgID": "2227"
}l
"payload": {
"recordType": "CST ASA",
"recordVersion": "1.0",
"recordedAt": 1560868270055,
"FXOS": {
"FXOSdeviceInfo": {
"deviceModel": "Cisco Firepower FP9300 Security Appliance",
"serialNumber": "HNY4475P01K",
"smartLicenseProductInstanceIdentifier": "413509m0-£952-5822-7492-r62c0a5h4gf4",
"smartLicenseVirtualAccountName": "FXOS-general",
"systemUptime": 32115,
"udiProductIdentifier": "FPR-C9300-AC"
}l
"versions": {
"items": [
{
"type": "package version",
"version": "2.7(1.52)"
}
]
}
}l
"asaDevices": {
"items": [
{
"CPUUsage": {
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"fiveMinutesPercentage": O,
"fiveSecondsPercentage": O,
"oneMinutePercentage": 0
}I
"bandwidthUsage": {
"receivedBytesPerSec": 1,
"receivedPktsPerSec": 0,
"transmittedBytesPerSec": 1,
"transmittedPktsPerSec": 0
}I
"deviceInfo": {
"deploymentType": "Native",
"deviceModel": "Cisco Adaptive Security Appliance",
"securityContextMode": "Single",
"serialNumber": "ADG2158508T",
"systemUptime": 31084,
"udiProductIdentifier": "FPROK-SM-24"
}I
"diskUsage": {
"freeGB": 19.781810760498047,
"totalGB": 20.0009765625,
"usedGB": 0.21916580200195312
}I
"featureStatus": {
"items": [
{
"name": "aaa-proxy-limit",
"status": "enabled"
}I
{
"name": "firewall user authentication",
"status": "enabled"
}I
{
"name": "IKEv2 fragmentation",
"status": "enabled"
}I
{
"name": "inspection-dns",
"status": "enabled"
}I
{
"name": "inspection-esmtp",
"status": "enabled"
}I
{
"name": "inspection-ftp",
"status": "enabled"
}I
{
"name": "inspection-hs232",
"status": "enabled"
}I
{
"name": "inspection-netbios",
"status": "enabled"
}I
{
"name": "inspection-rsh",
"status": "enabled"
}I
{
"name": "inspection-rtsp",
"status": "enabled"
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"name": "inspection-sip",
"status": "enabled"

}I

{
"name": "inspection-skinny",
"status": "enabled"

}I

{
"name": "inspection-snmp",
"status": "enabled"

}I

{
"name": "inspection-sglnet",
"status": "enabled"

}I

{
"name": "inspection-sunrpc",
"status": "enabled"

}I

{
"name": "inspection-tftp",
"status": "enabled"

}I

{
"name": "inspection-xdmcp",
"status": "enabled"

}I

{
"name": "management-mode",
"status": "normal"

}I

{
"name": "mobike",
"status": "enabled"

}I

{
"name": "ntp",
"status": "enabled"

}I

{
"name": "sctp-engine",
"status": "enabled"

}I

{
"name": "smart-licensing",
"status": "enabled"

"name": "static-route",

"status": "enabled"
}I
{
"name": "threat detection basic_ threat",
"status": "enabled"
}I
{
"name": "threat detection stat access_list",
"status": "enabled"
}
1
}I
"licenseActivated": {
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"items": []
}I

"loginHistory": {

"lastSuccessfulLogin": "05:53:18 UTC Jun 18 2019",
"loginTimes": "1 times in last 1 days"

}I

"memoryUsage": {

"freeMemoryInBytes": 226031548496,
"totalMemoryInBytes": 241583656960,
"usedMemoryInBytes": 15552108464
}I
"versions": {
"items": [
{
"type": "asa_ version",
"version": "9.13(1)248"

"type": "device mgr_version",
"version": "7.13(1)31"

"CPUUsage": {

"fiveMinutesPercentage": O,
"fiveSecondsPercentage": 0,
"oneMinutePercentage": 0

}I

"bandwidthUsage": {
"receivedBytesPerSec": 1,
"receivedPktsPerSec": 0,
"transmittedBytesPerSec": 1,
"transmittedPktsPerSec": 0

}I

"deviceInfo": {
"deploymentType": "Native",
"deviceModel": "Cisco Adaptive Security Appliance",
"securityContextMode": "Single",
"serialNumber": "RFL21764S1D",
"systemUptime": 31083,
"udiProductIdentifier": "FPROK-SM-24"

}I
"diskUsage": {
"freeGB": 19.781543731689453,
"totalGB": 20.0009765625,
"usedGB": 0.21943283081054688
}I
"featureStatus": {
"items": [
{
"name": "aaa-proxy-limit",
"status": "enabled"

"name": "call-home",
"status": "enabled"

"name": "crypto-ca-trustpoint-id-usage-ssl-ipsec",
"status": "enabled"
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"name": "firewall user authentication",
"status": "enabled"

"name": "IKEv2 fragmentation",
"status": "enabled"

"name": "inspection-dns",
"status": "enabled"

"name": "inspection-esmtp",
"status": "enabled"

"name": "inspection-ftp",
"status": "enabled"

"name": "inspection-hs232",
"status": "enabled"

"name": "inspection-netbios",
"status": "enabled"

"name": "inspection-rsh",
"status": "enabled"

"name": "inspection-rtsp",
"status": "enabled"

"name": "inspection-sip",
"status": "enabled"

"name": "inspection-skinny",
"status": "enabled"

"name": "inspection-snmp",
"status": "enabled"

"name": "inspection-sglnet",
"status": "enabled"

"name": "inspection-sunrpc",
"status": "enabled"

"name": "inspection-tftp",
"status": "enabled"

"name": "inspection-xdmcp",
"status": "enabled"
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1
}I

"name": "management-mode",
"status": "normal"

"name": "mobike",
"status": "enabled"

"name": "ntp",
"status": "enabled"

"name": "sctp-engine",
"status": "enabled"

"name": "smart-licensing",
"status": "enabled"

"name": "static-route",
"status": "enabled"

"name": "threat detection basic threat",
"status": "enabled"

"name": "threat detection stat access_ list",
"status": "enabled"

"licenseActivated": {
"items": []

}I

"loginHistory": {

"lastSuccessfulLogin": "05:53:16 UTC Jun 18 2019",
"loginTimes": "1 times in last 1 days"

}I

"memoryUsage": {

"freeMemoryInBytes": 226028740080,
"totalMemoryInBytes": 241581195264,
"usedMemoryInBytes": 15552455184

}I

"versions": {
"items": [

{
"type": "asa_ version",
"version": "9.13(1)248"

"type": "device mgr_version",
"version": "7.13(1)31"
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AX—F YT DT T7 T4 ADHHREHR

« Z DL, Firepower 4100/9300 * ¥ — 3 LD ASA #HEET NA ZZOHFEYE LET, FHE
R D5 FREET A AD T A B ADFERIZ OV TCIE,  [Management Center
Configuration Guide] ZZH L T 72 &0y,

* Cisco Smart Software Manager C~ A% — 7 17 > M &{ERK L £7,

https://software.cisco.com/#module/SmartLicensing

FET AT ERBHELTRWEAIL. Vo2& 7 )7 LTHLWT ATV FEREL
TL 72 &V, Smart Software Manager Cl, #ffko~ A X — 7o MEERTE £,

+ Cisco Commerce Workspace 7°5 1 DA ED T A B A AL ET, m—24 A= 0 [H
fhé YV 2—3a &M% (Find Products and Solutions) ] 7 4 —/LV R T, %4577 v
M7 —LEBRBLET, —HOTA B AFERTTN, Av—s VY7 T=T T4
AT MIENLEZBINT2LERHY 7,

VX —UMTA B ABMBELBETEALIIC, VX EDA U H—FRy N T IR
72T HTTP 7%y T/ v A ZMR LE7,

e VX —VNTA B A ORI E R TE D L DI, DNS P —EZHRELET,
s U X —TDIODORFHIEHRELE T,

¢ ASA T A & AEKEFRTET HHIIC, Firepower4100/9300 > ¥ —L CAV—h V7 h U=
T IARAALA T ITANT I F v eRELET,

AX—EYIT DT SGA4ACADHA FSA4 2

TIANT—N—DFRBZ)TDI-ODASAHA K54 >

% Firepower 4100/9300 > v — /1%, License Authority E£721XH7 74 ~ —NIZBE I DM
ERHVET, B XY 2=y MBMEMIEI»ND E¥ A, KETA BV A2 THITS
Wi, v =y TEIERD T A B R EEAT DM ERSH Y £,

AR—F VYT DIT SACVADTIAILE

Firepower 4100/9300 > ¥ —< OF 7 # /b bR iEICIL, 74 B ARFER D URL Z457ET 5
[SLProfile] & V9 Smart CallHome D7 2 7 7 A L& FHTWET,

scope monitoring
scope callhome
scope profile SLProfile
scope destination SLDest
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set address https://tools.cisco.com/its/service/oddce/services/DDCEService

BERAI—bMYILDIT SAEVI VT DERE
Cisco License Authority & iB{E 7 5728, MEIZIS U CHTTP 7' 2 ¥ 2 A3 E TE £ 7, License

Authority (2B 8T HI2IE, A~— KNV 7 U7 T4 B AT AT FbEAS L7 Firepower
4100/9300 > ¥ — OB b —27 L ID ZASITEHEVLENH Y £97,

FIE

ATvT1 ({EE) HTTP 7o X OHRE (42 2—) |
ATw 72 (FEE) Call Home URL OHIFR (43 =2—)
AT 73 Firepower 4100/9300 > % — 3 @ License Authority ~D %k (44 ~<—)

(=) HTTP 70X DERE

Xy NU—TTA L —Fy N TIZERZHTTP 7 u XL 2 FEHTAHE. A~v—hK V7 b
VT GAR LV UTHOTaXY T RLAERRETALERHVET, 202X 0L,
—f%|Z Smart Call Home (Z bl S E 9,

\}

GE)  WEEEEHT 5 HTITP r X AR — hShvEtA,

FIE

ATY 1 HTTP VX2 fk L E7,
scope monitoring scope callhome set http-proxy-server-enable on

1

scope monitoring
scope callhome
set http-proxy-server-enable on

RTvT2 7aXxT URLEZZRELET,
set http-proxy-server-url url
url (X7 e > H— 30 http 7213 https 7 KL AT,
11
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set http-proxy-server-url https://10.1.1.1

ATFY T3 R—rEHELET,
set http-proxy-server-port port

% -

set http-proxy-server-port 443

ATYTE RNy 77 EMELET,

commit-buffer

(4£%) Call Home URL D #IIf&

PIRTIZE% @& &7z Call Home URL ZHIBRT 51213, WOFEEZFEITLET,

FIE

ATY TN T=2 V) U TEHEATILET,
scope monitoring

AT w72 Call Home #ipH% AN L £,
scope callhome

AT F3 SLProfile ##E L £7,
scope profile SLProfile

ATV T8 GHREFRRLET,

show destination

i
SLDest https https://tools.cisco.com/its/oddce/services/DDCEService

ATv 5 URL ZHIBL£7,
delete destination SLDest

ATFYT6 Ny T EMELET,

commit-buffer
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. Firepower 4100/9300 < +* — < O License Authority ~ M & £%

Firepower 4100/9300 <+ — < O) License Authority ~® & £

ATy I

ATy T2

ATvT3

ATy T4

Firepower 4100/9300 3 v —3 Z&§kT 5 & T4 & AFHAERIC X - T Firepower 4100/9300
x =¥ LI RFRER L OMOBEICHEN SN D IDAEAENFEITINE T, .
Firepower4100/9300 3 v — 3 35%4 9 AT A v > MZEID S THRET, #@H,. ZOFIE
WZ 1RO DA L RAE L ATT, L, BEORMEL EDRETID A ZEOHRR Iz
%1%, Firepower 4100/9300 > ¥ — 3 OFRERA LI/ £,

FIE

Smart Software Manager ¥ 72| Smart Software Manager Satellite T, Z MDFirepower 4100/9300 3 ¥ —
YOBMELERDN=F YNV T AT FORER b= R ERLTaE—LET,

Av— R YT RU=T v XYy BT TA NEMERA L THE b2 L& IR S RO
THEL <IX, [Cisco Smart Software Manager Satellite User Guide] (https://www.cisco.com/c/en/
us/buy/smart-accounts/software-manager-satellite. html) #ZM L T 723\,
Firepower 4100/9300 > ¥ —3 OXgk h—27 > 2 A LET,
scope license
register idtoken id-token

(LE) force 7> a U EAMNILET, 7L RER—HVETYT 74 bOMOBE

FEENFRK TT N, ZABGEN R L7-85E . CTC I, T3 A DOFRGRZ 3 DRI 24 FRR
HHET, WHEAICERESE B ITIL., force A7 a v EEHALET,

register idtoken id-token force

&1

scope license

register idtoken ZGFmNWM5S5NjgtYmNjYSOOZWI3L
WE3NGItMWJIkOGExZJIxXxNGQOLTEON] I2NDYx%0AMDIzZNT
V8N3ROAXM1ZONjWkdpR214eFZhM1dBOS9CVNNEYnVKM1
g3R3dvemRD%0AY29NQTO0%3D%0A

BINO T NA ADBERAEIRIRT D121, REANLET,
scope license

deregister

Firepower4100/9300 > v — > O GREfEIRT DL T AU BT A ADHIBRIS N ET,
I, TAALEDOTRTOTA B ARG EAEDNHIRESNE T, BEEMRTHZ L
T, 74 &2 A%H L\ Firepower 4100/9300 & ¥ — > [ZFIHTH 2 L TE£9, /i
Smart Software Manager 7> 57 /N A& HIBRT 52 &b TEET,

IDIFAELFHL, TRXTOEX2UT 4 BV a— VOBKREETTHIC1F. WEAHLE
7,

scope license
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scope licdebug

renew

FTITANITIE, TAT T 4T 4aEHET6 » HZ L, A48 ABKIL30 HZ LI HE
BINCEFRESNET, A F—Fy b T 7B Z2OHBINRRE SN TWDEESC, Smart Software
Manager C7 A £ AZER LIZGEREIE., INUODOREE FEHTEHRTLHZ L TEE
7,

Cisco Success Network D& FNDLTH

Cisco Smart Software Manager (Z Firepower 4100/9300 % %*§% 9% & & (%, Cisco Success Network
EEMNILET, 2O%, WOFIRZEHL T, B8AT —F AR RELITERLET,

)

(GEX)  Cisco Success Network [ZFli€— K TITHEEE L 8 A,

FIE

RAT9T1 VAT AHEHEHEATILET,
scope system

&1

Firepower# scope system
Firepower /system #

ATFvT2 —EREGEEHEASLET,

scope services

&1

Firepower /system # scope services
Firepower /system/services #

ATv T3 TLANIFEHEASLET,

scope telemetry

&1

Firepower /system/services # scope telemetry
Firepower /system/services/telemetry #

2T w74 Cisco Success Network BERE DA 2NMb £ 72 132N
{enable | disable}
i -

Firepower /system/services/telemetry # enable

Cisco Secure FX0S Firepower 4100/93002.13CLI 3> 7 4« ¥a L—> 3> HA K .



ASADS At RERE |
B Firepower 41008300 & v — S DR F SA LR HFSA F Y—nOBRE

AT w75 Firepower 4100/9300 3 % — 3 T Cisco Success Network D A7 — X A &R L £,

show detail

i -

Admin State (Z Cisco Success Network D1E LWAT — X ANEFRINTNWAEZ & 2R LET,
Telemetry:

Admin State: Enabled

Oper State: Registering

Error Message:

Period: 86400

Current Task: Registering the device for Telemetry

(FSM-STAGE : sam:dme: CommTelemetryDataExchSeq:RegisterforTelemetry)

£l

Oper State IZOK NERINDH T EAMHRLET, LT LA NI T —EREEHEATHD
ZEERLET,

Telemetry:

Admin State: Enabled
Oper State: Ok

Error Message:
Period: 86400
Current Task:

Firepower 4100/9300 &~ ¥ — > D AR — + A4 VXA U T
54 b YH—/\DEFE

Av—h T4V AYTTA NP —"EEHT 5 X 9 IZ Firepower 4100/9300 % — > % i &
T BT, ROFIEIZHENE T,

1R BRI
e A — KNV T " T x=T TA B ADRHRSME (41 _X—) ITEREHOT X CORIRSY %
7T HERHD 9,

« Smart Software Satellite Server Z BB L TR E L 7,

Aw—hF T4 A YT T4 KN OVA 7 7 A /L% Ciscocom NHHF 72— KL,
VMwareESXi —NZA VA P— /LB L ORRE L E T, dFMiZoWTIX,  [Smart Software
Manager satellite Install Guide] #ZM L T 72 &0,

« NEE DNS ¥—/3{Z X - C Smart Software Satellite Server @ FQDN 2Migik CT& 5 Z & & iR
LET,

T T4 KN FTARKA U BT TIAFEL TWDENE I D EHERLET,
scope security

show trustpoint
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ATy T

ATy T2

Firepower 4100/9300 & ¥ —> DAY — b 54 VR T34 b H—/\DEE .

FXOS /"= 3 V241 I TIE, N T A MRA Y MEIT 740 b TBEBMED Z EICiE
HLTLIEEW, FTARNRA Y MBHFEELRWEAE, ROTFIEZHH L CRE) CEM
THMNERDY 7,

1. http://www.cisco.com/security/pki/certs/clrca.cer (ZFHE) L, SSL FEHED AL 2K
("emmme BEGIN CERTIFICATE----- /Y P — END CERTIFICATE----- "E£T) &, HEH
T 7 BATE LMt —LET,
2. X2 VT4 T FERMBLET,
scope security
3. FTADNFRAY FEERL TARIZMNTET,
create trustpoint trustpoint_name
4. FFABNKRA L FOGEAEFREZEE L ET, AEAEL, Base6d =2 21— K X.509
(CER) 74—~y b THLIUNENHD Z LITEELTIEIN,
set certchain certchain
certchain 24421, A7 v 7 1 Cabt—L7iEHEOT X 2 &AL i £,
a~y FCHEREEREEE LRWGE, b— FEGER (CA) ~DFRE N A % E S
HETARNKAL DY A NERITFEAEELZANT LI kO ET, ANAK
DWDITIZ, ENDOFBUF  AJJLTHRTLET,
5, REZ=2I v FMLET,

commit-buffer

FIE

callhome D E LT T 74 M h—"kty b T v LET,

scope monitoring

scope callhome

scope profile SLProfile

scope destination SLDest

set address https://[FQDN of Satellite server]/Transportgateway/services/DeviceRequestHandler
Firepower 4100/9300 3 v —3 % 7 A & AFRFERICEER L E T (Firepower 4100/9300 * v — 3~

O License Authority ~DXgk (44 X—2) 2ZM) , Av— b FAM BV A X =V x 75
A FOBERN—7 EFERL, a—TOUERHDL T LITEREL TSN,
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IN—TL ST RFHDETE

Firepower4100/9300 & ¢ — NI 8 —< %> b T4 L A E VY CTH LN TEET, ZD2
=AN—=PFRITIE, T A TERIROEOEAMEEZEHTE X212 £7°,

)

=)

Smart Software Manager T TE 5 K 512, BHIARTIZ R—v R b FA B AZWAT D4
ERBYET, TRXTOTHTY ERKFETA B ADFHRITOWTEBEINTWND DT T
b0 EA, REZHGTHENCZ OBEEICOW T ZAaDERBIH D Z L 2R LET,

IN—=—TXR AV ADA VA =)L

&M

ATy T2

ATvT3

ATv74

ATvTh

ATvT6

LI FOFNEZ, Firepower 4100/9300 3 ¥ — 12/ 3—< x> b (kfe) 7414 2%&E VB TH
FiEERLTHNET,

FIE

FXOSCLI 5, 74 B ADFHRIZFIMELL £,
scope license

enable reservation

TAB AP ERMLET,
scope license

Scope reservation

TRV 7 AN a—RFEERLET,

request universal

show license resvcode

Cisco Smart Software Manager 7~ — % /L Smart Software Manager - > <>~ U 28 L T,
Licenses # 7 &7 U v 7 LE7,

https://software.cisco.com/#SmartLicensing-Inventory

Licenses # 727 B0y MIBHHET 5T X TOBFD T A B AN, L L O S—< 12 b
DOEFELFRRINET,

LicenseReservation 27 J v 7 LT, A EN7=THI 7oA a—RKERy 7 A A LE
7,
Reserve License #27 J v 7 L£79,
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ATy T17

ATvT8

ATvT9

ATy 710

B f—vxo b s51trz0Es |

Smart Software Manager 3 Ks2 2 — R&EAER LET, a—FE2Fvrn—RERIEIZ YV v 7 HR—
Rlizae—CT&£4, ZORET, 74 2 AL, Smart Software Manager (25t~ Tl HH T
@—O

License Reservation 78 % > BNER EINLWGE, BEWVWOT I T MIFRR—~x 2 F 714 %
VADTRIDHFAI SN TWERE AL, ZOHE, N—v X N TA B AO TR E I LT
MDA~ — K FA BV A a2 REBANTHALERLY £9°,

FXOSCLI C. 5S4t A0mA®mEs A LET,

scope license

TR A A LET,
scope reservation

K a—RF&Z A LET,
install code

Z ¥UC Firepower 4100/9300 ¥ — 21X PLR TRAEIZTA B AB#EH S E L,

ASA FHERT /SA A THRED 7 A £  ZABIEE AL ET, TA B ZABIEEAMTT DS
3. ASA 74 B ADEESRLTIIZEN,

(EE) N—TR2 b 412 ADREA

&M

ATvT2

ATv73

ATv74

W= b TAVAPRBEIZ R > T2 6 . ZOFINAT Smart Software Manager (2 1EFUZIR
HFDBERHY T, TRXTORT v WD RWE, TA B AMEMKREDO E FIZ2
V. BOBEFTCHEATE £ A,

FIE

FXOSCLI C. SA4 v A0mA®@mE s A LET,

scope license

TRIFHZ AT LET,

scope reservation

Ne—=w R N TA B AZRAILE T,
return

7272 BT Firepower 4100/9300 & ¥ — O T A £ An7e <72V | FHIREBICBIT L T,

RAITFMa— 2R R L Tat—LET,

show license resvcode
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ATvTh

ATvT6

ATy T17
ATvT8
ATvT9

ATy 710

FXOS L =" —H )L T34 A§HB+ (UDID) #F LTt —LEJ, T T, SmartSoftware
Manager CFXOS f V AX U AEROTHZ ENTEET,

show license udi

Smart Software Manager - X2 U HE(ZFE) L T, Product Instances ¥ 7% 2 U v 7 L %
—é‘o

https://software.cisco.com/#SmartLicensing-Inventory

2= N—H L TR ZFERIF (UDID) % L C Firepower4100/9300 & % — > &M% L £ 7,
Actions > Remove DOJIEIZERINL T, ERSNIZEA TR —RERy 7 A A LET,
Remove Product Instance 22 U v 7 LE 7,

N R b TAR L ABRERATRER T A L AD T —MZRENE T,

VAT LEY 7 — K LET, Firepower4100/9300 ¥ ¢ — > O FFEEE) D FHIEIZ- DV TIL, Firepower
4100/9300 > ¥ — OFEE) (128 2—) 2L T ZEW,

AX—FYIT DT T7 S4 2O VTDE=ZRY DY

TAVVADAT —H ABFRTHIIE, ROa~<y REBBLTLEEN,
« show license all

A<— KNIV T NI T A48V TORE, Av— 2 — 22 FOR—T 32 UDI
fF#R, A~v~—h =V bOIRRE, 00— )L 2T TA T A AT —H A HEIRAE
BATF—2 A T4 AGEHEER, BLXOAY— b2V 2V N RT DRV a—
NEFRRLET,

N

(GE)  SSL ZERAE ™ QuoVadis Root CA 2 %> IdenTrust Commercial Root
CA 1 ~DO¥ITIE, FXOS DA~— 7 A4 B RTHE L £,
FXOS 2.8x LABETlX, FXOS V7 hU = TIZT v 77 L— R L7
<ThH, HEM U AR— MEREZHEH L CHEEZ R TE £4, T
BON=2aDFX0S Y7 MU =T 2FTT 57 A AT,
FXOS V7 by =TIZT v 77 L—RLARLTH, FEHOEHE
A AR — FFRIEZMEH L CREZ AR TE 7, FEllic N T
IL. TFXOS: QuoVadis Root CA 2 Decommission Might Affect Smart
Licensing] Z#ZM L T 7EE0,

« show license status

» show license techsupport
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Cisco Success Network 2.7.1 Cisco Success Network (L2 —VXfind 7 7 7 K¥9—E &

T9, Cisco Success Network ZHF 2029 % & Firepower
4100/9300 ¥ —3 & Cisco Cloud i &% = 7 Za 85 5
fESZ S A, FEAPIRPUZ RIS 2 5 & FEHE RS A B Y —
VT ENET, TUVARNIDA RN —=I 72X D,
XRT — 5 & ASA D HIER L TG (LT Y £ —
BHAT =2 a VCHETHAN=A LR RIS T2
D, RO ENFEHLET,

e Xy M= NORGLOFNEEZ R ESHE D201

FIHIATREZ2 AR FH OFERES B S AV E T,

« W ABET 2BIMOT 7 =0 FR— h —E
ALF= Y TICONVTHHESNET,

o VAR OUEEITRILD T,

Cisco Success Network (Z 8% 3 5 &, vy —idEick
o T 7p G A ST U CHERF L £ 97, Cisco Success
Network #3252 LT, WHOTH ZOERE A7
ICTEET, ZICX Y. T /351 A2 Cisco Success
Network 7 7 7 )L ERifEBR S v E T,

WDa<y REEALE LT,

scope telemetry {enable | disable}

WOEmNEANSNE LT,

[ZATL (System) ]>[Z 4 t>R (Licensing) ]>
[Cisco Success Network]
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Firepower 4100/9300 ¥ ¥ — 3 [alif v 22 2 | 1.1(1) ZAw—h VT b 2T FARLVRAICEHST, T4
~—h YT =T T4 T AEEANL, FABVADT — NV EEHTHZENTE

F7T, A= T4 BURITFFED VY TIAE SIS
o TnETA, 1=y FOTA B AF—%E
I 2o0E R T A HHICEAE L ITHIRTE
T, Av— MY T7 N =T T4 RAEFIHT IR,
TA B AOMARI L B EZO L B CHERT LIS
TEET, Av— V7 hvxT T4 ADEET,
Firepower 4100/9300 ¥ v —3 A—/ S A Lt X 2V
TH4EVa— L HTHEIINET,

deregister. register idtoken, renew. scope callhome.
scope destination. scope licdebug. scope license. scope
monitoring. scope profile, set address. set
http-proxy-server-enable on. set http-proxy-server-url,
set http-proxy-server-port, show license all. show license
status, show license techsupport A< > KMNEAShFEL
1=
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ICERARMYEBERe — /L NE DY THENET,

a—HRu—Na—FTHv e VE—F 2—F T h Y FEFERCREET 255,
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ZEHEZLET,
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TRETE LA,
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ARETIEH Y T A,

UE—FRIEDTA T A OFEML, U E— FRAET m A X —ORER L OHIBRGIEICS
W, RO My 7 2R TIZEN,

. U%‘_‘]\uunﬂio)ﬁ/]) ]\7/])/ (56’\‘_‘?/)
¢ LDAP 7' A X —DRE (176 =*—)
« RADIUS 7' A X —D&E (181 =—)

* TACACS+ 7' /XA X —DFRT (184 ~X—7)
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HEnEd, 2a—F 7 ho Ml A ID#EVYTHEET, ROFA RITA40oBIW,
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LB DT
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oo ()

(Fv )
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LDAP F7va [ROWTNNEEITT DX HITE | A0 LDAP DFEETIL,
N IRCTEET, Unicode Z A 7 D J@IEN VBT,

¢ LDAP A X —~ ZHLIEE 3, | CiscoAVPair 71 A Z I @M & 1ERK
BT T EORER O | T 584, BHEID & LT
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N 73— |Et
RADIUS |47 v a |[ROWTRINEFEITTSH L D IE | 2 A =22 X 5 RADIUS D FEHED N
Vg RexET, VA —IDIZ009 TH Y, JEHEDN
“ RADIUS 2% —— & gripq |~ 2~ D IF001 T,
I B 7o TR ORME | IROWEIHNT, cisco-avpair JE M A
R B0 L 5, IR B AN D 2 — ¥ 1 —
- RADIUS 2 % —~ & JLE L 'tiﬁ;;wéﬁmﬁéﬁ&%m
T;‘ci?co-avpair & 80);%@ shell:roles="admin, aaa"
ARITH AL DRI E R L shell:locales="L1,abc", &
7, ¥ofErxXe 5121k, KUY e
ELThr~ 1) Z2EHLET,
TACACS+ | 78 AX—<EYREE L, cisco-av-pair & |cisco-av-pair 4 (%, TACACS+ 7'

WO AETDO T AL LgEMEE R
LDMENDH Y T,

A Z—DBMEID % 24 % 3
HTY,

WORESCHNL, cisco-av-pair &%
ERT % & IR D2 —Y n—
Ve na =V ERET D EER
LTWET,
cisco—av-pair=shell:roles="admin
aaa" shell:locales*"L1
abc", cisco-av-pair JEVERE L TT
2227 (*) ZfEATLE, =
FeBA T a s LTHRES
. R 7 a7 7 A vE A
T MDA T TN, A TRFED
KWEHSZenTceEd, E
DA XE) 5 ITiE, X)) 35 &
LTANR—=ZZEHLET,

LDAP 1 —H @& D+ > ZJL 0ID
) A A A CiscoAVPair @MDY > 7L OID 12, kD LY T,

CN=CiscoAVPair,CN=Schema,
CN=Configuration,CN=X
objectClass: top

objectClass: attributeSchema

cn: CiscoAVPair
distinguishedName: CN=CiscoAVPair,CN=Schema,CN=Configuration, CN=X
instanceType: 0x4

uSNCreated: 26318654
attributelD: 1.3.6.1.4.1.9.287247.1
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attributeSyntax: 2.5.5.12

isSingleValued: TRUE

showInAdvancedViewOnly: TRUE

adminDisplayName: CiscoAVPair

adminDescription: UCS User Authorization Field

oMSyntax: 64

IDAPDisplayName: CiscoAVPair

name: CiscoAVPair

objectCategory: CN=Attribute-Schema,CN=Schema,CN=Configuration,CN=X
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WDO/RAT — REHAHATEEEA,

T 73V b TiE, RNAUV—RERIZOICERESINET, ZOEIX. BREOV T 2T & —
T L, =IO THRIONRA T — REFHTEET,

VIR LT, m—h VR EE N2 =PI oW TR — NI 227 )7 L, LI
DIRAT— ROFFHE A F—T W TEET,

IR T — FEEERE

NAY— NEFERRIZ, 7 — W ARRES N e —FRREDRFRINICATA 5 /3 A T — RER [H]
BEBIRTHZ LN TEET, ROKRT, NAT— REERREDO2HOOREAF 7L a3 12D

Tt L $£7,
R D ERE Bz 151
RAT— REHEE |0 ar 2RETHE. =& 20E., v—hVERREE

“_‘ﬁll/uunJ—.Eéhﬁ_:l_‘bL 1*‘9‘#48%?3@?3/\1 U— K%
A — k%ﬁﬁbfﬁ%?méhwﬁﬁféﬁwii’ﬁéﬁA\&
TPEERINIZI A — REEETEX | OX S ICEELET,
w0 ET [T (Change During
1 ~ 745 R D B 2R LR %+ Interval) ] & ME2h29 5
ECEXFET, T7 4N NTIEH, ZE B

- o [ 25 E RS (No Change
AR - RIRR I 24 KRR T, Interval) ] % 48 |25 %

EHEBBNONSAT — | ZOF 7> a id, v—BAVEREE |- & 213, u— WL &N~
RSB FFA] SN2 —PDONRAYT — REH{] | 22— PR AT — N2 EH L%
\ZEFE SN IFREINICAE R TE 5 (24 BEELINIZRROK 1 [B1Z D/ R
KRB EFRELET, J—REEETELXHCT5I

SERIEA | ~ 745 B, o<z | KOEIICHELET.

V= RAERORKIAELE 0~ 10 o [[EIFEH DZEHE  (Change During
THECTXET, 774/ FT Interval) | # G T 5

X, B— A ARRRES Nz —HIiC .

LT, 48 IERIRIRRA TRk 21a] f?ﬁﬁ?/* (Change
DRA T — WEE AR S E ount) | & 1IZRET S

EE - EEFE (Change Interval) ]
% 24 RET
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TI24IL bk

ATy T

ATy T2

ATvT3

ATy T4

ATy TH

ATvT6

T4 LAY —ERDER .

SREEH—E X DEIR

FIE

X2V 4 B— FEBBLET,

Firepower-chassis # scope security

F 7 )b FGEEXF 2 U T 4 B— ]‘%Fﬂlﬁﬁ'&bi‘g—

Firepower-chassis /security # scope default-auth
T 74N MRBREERRE L ET,
Firepower-chassis /security/default-auth # set realm auth-type
auth-type (X, IROF—T7— KOWFT NN TT,
« Idap : LDAP #EFEZFEE L 7,
elocal : = — W VFRFEAFEE L E T,
enone : B—A)L 2—HWFINAT— REREETICR /4 TEET,
« radius : RADIUS F8aEA & L 7,
- tacacs : TACACS+ Bk & & L £ 77,
() T 74N bPOFREEE = Y — VRRREO W T3 UV ' — FRBREY ® k=L
mmmm'mom$-i%uimw)%ﬁ%?éiouﬁﬁénfwé%é\%

DY —"OREDFFEDWE Z AL T 5 Z Lid (To& 2iE F— DHIERS,
BCOMEFOEE) | ZNbD2—FRELZEHT5HZ &ﬁbfif%iﬁh

(ER) BEfMT o7 e s X — 7 —T7%EELET (FETH L)
Firepower-chassis /security/default-auth # set auth-server-group auth-serv-group-name
(EE) 2O RAL Oa—YIZFFAT 2 FHERMRO R KRR 2 fE L £,
Firepower-chassis /security/default-auth # set refresh-period seconds

0~600 DEHZIHELET, 774/ ME600FHTT,

ZOREMHEIBEEABZ S L. FXOSIZWebt v a v %2IET 7T 4 T ERALETH, Ok
arERTTLZEIIHY A,

(fEE) FXOSHAWebtvia a7 LIEERRTETO, HEDHEFEREND DRK
PaERm 2R E L £,

Firepower-chassis /security/default-auth # set session-timeout seconds

0~600 DEKAERELET, T 74/ M 6007 TT,
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B toavsqa7yron

ATvF1

ATvT8

3

G¥) RMmBikiTMA$+VWA Wkt L C O EEREEE R ET %A, VE—F
TP CHERGET AMNENVWE S vy a vOEHHMB Lty 3
/®Q4A7©hﬁﬁ%%%f_&%@ﬂbf<téwo

({E%) muuﬂiﬁﬁ% LIV AD g:ﬁmuuﬂz IERTE LET,

Firepower-chassis /security/default-auth # set use-2-factor yes

Gx) TEEFRFEARL. RADIUS BLX U TACACS+ LV ACO BB SN ET,

Moo W rva Bl ATAHRTIZaI Yy FLET,

commit-buffer

1

WKOBITIX, 77 4/v b OFRGEE RADIUS IZ32E L, ?7¢wk@wﬁ7mn4&~
7 Vv—"7% providerl IZRE L. “EHERAEZ AN L. FHHEREZ 300 % (5453) |
REL, ByvaroZA L7y MNEkgz 5407 (9% >L§EL\4%ﬁw&%ﬁ
MZLES, TO®RT, hTU¥rva v aiEELET,

Firepower-chassis# scope security

Firepower-chassis /security # scope default-auth

Firepower-chassis /security/default-auth # set realm radius

Firepower-chassis /security/default-auth* # set auth-server-group providerl
Firepower-chassis /security/default-auth* # set use-2-factor yes
Firepower-chassis /security/default-auth* # set refresh-period 300
Firepower-chassis /security/default-auth* # set session-timeout 540

#

Firepower-chassis /security/default-auth* commit-buffer
Firepower-chassis /security/default-auth #

24 LTI FDERTE

FXOSCLI 234252 L2k, 22—V T/ 7 47 472 L CRIBATRERFEM Z B E CE £
T, T ORI L7, Firepower4100/9300 & ¥ — i —¥ v a v E2HACET, =
v =)t ardk, HTTPS, SSH, BLUTelnett v a & T, BARHIREEITHIZ &
MWTEET,

&4A7Wh&bf%%@(&”ﬁ%?@1 FRETEET, T 740 ML 600 T3,
DOFBERTIINCT AT, Byvary FALALT YT MEZOICRELET,

%.

GE) By alrZALT YU MEZOIZRET D & S ITHEHWIMA 0 ITRE SN TWRVEGS .,

R LE L7z (Update failed) : [7 74 /V FBGEOHE. EHMIMEZ Yy v a2 A A7V LY RELT
5 &lETEEHA (For Default Authentication, Refresh Period cannot be greater than Session

Timeout) 1) &l/\ﬁif‘_‘)‘ /’IZ_V ﬁ)%féﬂijﬂ :Z"Li iTE%ﬁEﬁFﬁﬁ%o LE&H}];LT

Mh, By alZALT Y M 0ICRET DLERDDIDTT,
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wxttvar aqn7y oz |

FIE

ATYT1 EX=2V 71 E— FEBLET,

Firepower-chassis # scope security

ATFY T2 FIFNIRIFEXF2VT 4 T— FERBLET,

Firepower-chassis /security # scope default-auth

ATw 73 HTTPS, SSH, 5L U Telnet E> > a > DT A KV XA LT 7 NeELET,

Firepower-chassis /security/default-auth # set session-timeout seconds

ATvF4 (TE) =2vY— Nty arOT7 A RV EAL LT MNERELET,
Firepower-chassis /security/default-auth # set con-session-timeout seconds
RTYTS FTUW I arEY AT AREICII v PLET,
Firepower-chassis /security/default-auth # commit-buffer

ATvT6 ((EE) ByrarBIOHtyay XA LT Y NOBREERRLET,
Firepower-chassis /security/default-auth # show detail

&1

Default authentication:
Admin Realm: Local
Operational Realm: Local
Web session refresh period(in secs): 600
Idle Session timeout (in secs) for web, ssh, telnet sessions: 600
Absolute Session timeout (in secs) for web, ssh, telnet sessions: 3600
Serial Console Session timeout (in secs): 600
Serial Console Absolute Session timeout (in secs): 3600
Admin Authentication server group:
Operational Authentication server group:
Use of 2nd factor: No

ety a3y 34 LT FDERE

Firepower4100/9300 ¥ ¥ — ZidffixfE v v a v ¥ A AT U RRKERDH Y, By a v OfFEH
WROUTBRR L, Mty ar 24270 MRS KERT a2 —VF v a MFACS
NET, TRt 2 A LT T MERE i U7 ary—) SSH, HTTPS Z & L9 X TD
FEROT 7RIk LT/ r—VICEA SIVET,

UTNaryy— ey gDttty ar XA LT REENICERETEET, Zh
2k, SR T =—Xnz DU T ay ) —uEty s ay 24 LT T MIEGC
LN S, toBEXOT 78 ADX A LT U MIMETA N TEET,
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B /=—t+21—von—r#kus—oms

ATy T

ATvT2

ATvT3

ATy T4

ATy TH

ATvT6

Wt Z A L7 MEDT 7 44 ML 3600 % (6047) THVY., FXOSCLI ZfFH L CTEHE T
1, TOREEZENTHINE., ety ar AT T MEZOITRELET,

FIE

X2 UT 4 = RFEMBLET,

Firepower-chassis # scope security

FI7 4N MR F YT 4 T— REHELET,

Firepower-chassis /security # scope default-auth

Mottty gy FALALTU FERELET,

Firepower-chassis /security/default-auth # set absolute-session-timeout seconds

EE) BlfEoaryy— Lty ary ZAL LT 7 hNEeRELET,

Firepower-chassis /security/default-auth # set con-absolute-session-timeout seconds
NTvHrva vk AT AREICAI v FLET,

Firepower-chassis /security/default-auth # commit-buffer

R ByvarBLOHkIty v ar 24 L7 0 FOREZRRFLET,
Firepower-chassis /security/default-auth # show detail
i

Default authentication:
Admin Realm: Local
Operational Realm: Local
Web session refresh period(in secs): 600
Idle Session timeout (in secs) for web, ssh, telnet sessions: 600
Absolute Session timeout (in secs) for web, ssh, telnet sessions: 3600
Serial Console Session timeout (in secs): 600
Serial Console Absolute Session timeout (in secs): 3600
Admin Authentication server group:
Operational Authentication server group:
Use of 2nd factor: No

JE—F1—HOO—ILKR)—DERE

77 4/ h TlL, LDAP, RADIUS., F721X TACACS+ 7’11 h =L ZHH L TYE— k #—N
Mo Yy — 32—V £2IZFXOSCLIC 1 7' A 3 5T _RTOa—PFTFAl 0 HEH7 2
Y AMENTEENE T, ¥X =2 VT 0 LOEBNL, S —Y e— il KT 52—
PICT 7B RAZHIRT D ENEELWEARH Y £7°,

VE—h a—HFor—L R —iF, ROFETRETEET,
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O—ALBEEn1—H0 27— koBEF v o 0adt ||

assign-default-role

=R =B/ G Pl YLz xizYE— FRHEY 7 /NA H— N fﬁi‘fﬁﬁ% D—HF
m— LRk Lo et £0a—HIEHA R Sl — v — 1 Towu 74 U3EF
AENET,

ZAUTT 7 4V FOEHETT,

no-login
a—YRu s A4 LEDE L XY F— FRRET BN X —DRGEE AT & D2 —HF
B— N aRt Lo e 813, 77 e AR ES S E T,

FIE

ATy EX=2V 71 B REMBLES,

Firepower-chassis # scope security

AT T2 v —rvFx—V ¥ BEOFX0S CLI ~D=2—H 7 7t A% 2—H a— ISV CHIFRY
LINE D InEIEELET,
Firepower-chassis /security # set remote-user default-role {assign-default-role | no-login}
ART9T3 Moo va BV AT AREICTI Y FLET,

Firepower-chassis /security # commit-buffer

il

WOFITIE, VE—bh2—HFDOu— LK) —%REL, " Tor¥Frarzaly
FLET,

Firepower-chassis# scope security

Firepower-chassis /security # set remote-user default-role no-login
Firepower-chassis /security* # commit-buffer

Firepower-chassis /security #

H— jJ)lxmunIEé?f’Lf:l—"f@/QZ'j— Fo)gﬁg? T ) 7
DAL

IRAT — ROBETF = v 7 DFIIN 72> TWBEE, FXOS Tk, AR AT—RNDHA R
FGA BT L TWRVWRRAT — REBRIRTCEETA AU RIZETAHEHIAL RT142 (55
=) =)

o
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B -/ zmosxmsons

ATy

ATy T2

Oo4 >

FIE

X270 = FEBmLET,
Firepower-chassis # scope security
INRAT— RRETF = v 7 2 BT 20T 4 B =T M T D& HELET,

Firepower-chassis /security # set enforce-strong-password {yes|no}

!l
WIZ, NAV—=RBEF = v 7 2N T D02~ LET,

Firepower-chassis# scope security

Firepower-chassis /security # set enforce-strong-password yes
Firepower-chassis /security* # commit-buffer
Firepower-chassis /security #

AMTOERREIMDERTE

0y 77U RN a—PICHFT END e 7 A VT ORKEEEZIRELET, ZoRKEBL
% & 48 L7721 Firepower 4100/9300 ¥ ¥ —> b w7 70 hE& 5 Z L1l &
T, WX, RELRKEEABLZ T/ A 2817728, VAT Anbry 7 SE
T, =Ry T NENEZ LA RTBAIR RS ETRA, ZhdEEL L, 2—F
FRICa 7 A CHRITTED LI RDE T, FHESNTRRIZHET 208N H D 37,

07 A URATORKREERET HITIE, ROFINEZFEITLET,

A\

G¥)  EDXAT DAY THT L N THH-TH (FHELEZET) . v/ A VB ITORKEE B

II Cisco

ATRIA L EBITTDE, VAT Ay 77U hSET,

cRITE o n A RATOT 7 40 FORKREEIT0 T, 2—Fnn 71 U RITORK
BEBATZLEEICV AT ANy 77T FSNDT 7 /L FORRIE, 305 (1800F))

<,

2= FOR Y I T NDAT=HAERRL, 2=FOu vy 7T MEEZZ VT LT
JEIZHOWTIR, =Y ny 777 h AT —=Z2ADFRREBIOZ VT (67 =) =25

LTLZENY,

DX TV aviE, VAT EADIT L I TAT ) TRE~DHEIE TS T H2DICRRIND
B 1-oTT, SO VT, BX =2 U7 o RREHEIR 91 X—) 22 LTIIEEN,

Secure FXO0S Firepower 4100/93002.13CLI 3> 7 4 ¥a L—a > HA K



| User Management

ATy

ATy T2

ATvT3

RTv74

1—#nvs7yk 27—az20%568£07 U7 ||

FIE

FXOSCLI 226, BX =2 U7 4 E—FNICAD £,

scope security

KTt omn 74 T ORI ZRELE T,

set max-login-attempts num_attempts

num_attempts OfE L. 0 ~ 10 DFFHNDIEE DL T,

07 A CRATOREEBIZE L%, 2— PR AT a0nbry 7 7Y ISR (FPH
fr) ZfRELET,

set user-account-unlock-time

unlock_time
mEXaAIy FLET,

commit-buffer

A—4 0Oy 7O RAT—3ADERRELVI VT

ATy T

ATy T2

B 2 — L, RROBEED (ke 7 A il 7E% (Maximum Number of Login Attempts) ]
CLIGRE TR E SN a VA Vi KRITRE & 8 % 721% . Firepower4100/9300 > ¥ — /23 12
JT7 7 RENTWDH2—HFOry V7Y N AT —FRAERRFBLOZ Y 7 CEET, MO
W, B2 A VEATORREBORE (66 ~—) Z2ZHLTIZEVY,

FIE

FXOSCLI 726, %= U T 4 £— KIZAD £,

scope security

FET L0 —YER (BT U N AT —=F2A%2EL) ZROLIICERRLET,
Firepower-chassis /security # show local-user user detail
i -

O0o0 ooooooono

oo

oo

gooood

oo

goooooo

Password:

000 ooo ooooooooo
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B z=vro 27— rzEoBAB0RE

ATvT3

ZEREROD/NRT— FEEOZKHD

ATvT1

ATy T2

ATvT3

ATvT4

ATy TH

ATvT6

1000 ool oo

10 0000

1000gd 10

J0 SSH 00000
(HFE) =2—Vouy s 70 AT 7 V7 LET,
Firepower-chassis /security # scope local-user user

Firepower-chassis /security/local-user # clear lock-status

JU ==
X E

an

FIE

X2 U7 4 E—FERBLES,

Firepower-chassis # scope security

RAT—RFa 7740 X2 F 0 B— FEHBLET,

Firepower-chassis /security # scope password-profile

= VRAE S LT 2 — AR E LT RFINIC S AT — REZBHE TE S EHIR L £,

Firepower-chassis /security/password-profile # set change-during-interval enable

02— VERAE & duiz o —H A3, [Change Interval] DEIZH /3D /NA T — K& T T X % F KA
BEteELET,

Firepower-chassis /security/password-profile # set change-count pass-change-num

ZOfEIE, 0~ 10 b HBICRETEET,

[Change Count] 7 « —/V R THE L7c /XA U — REF R H S5 KR ZfRE L £
—é’_ﬂo

Firepower-chassis /security/password-profile # set change-interval num-of-hours

ZOfEIE. 1~ 745 D BHRICRETE £,

e zIX, ZTO7 44—V KPR 48 IZF%E S 41, [Change Count] 7 o —/b K723 2 |[ZREE S LTV D

i>ﬂ7l:l\ D"ﬁ/l/muniéﬂf;:!"‘qj‘i“'g Ej—FFﬁU\W 2@%%26/\()}]7’4}‘2{ Hﬂ —g—ZD\_
LiIxTEEEA,

NI W T va BV AT AREICAI Yy FLET,

Firepower-chassis /security/password-profile # commit-buffer
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ghizr—rEFryroxz ]

il

W OB, change during interval 47> = &GN L, ZHEEE 5 F, EHEMREEY
REFICREL, TP rrarezaly PLET,

Firepower-chassis # scope security

Firepower-chassis /security # scope password-profile

Firepower-chassis /security/password-profile # set change-during-interval enable
Firepower-chassis /security/password-profile* # set change-count 5
Firepower-chassis /security/password-profile* # set change-interval 72
Firepower-chassis /security/password-profile* # commit-buffer

Firepower-chassis /security/password-profile #

H/INMNAT—FREFTVIDERE

&

ATy T2

ATvT3

R AT— REF = v 7 AN LG EIE, BE LR/ N CFEEHT 5320 — REE
T HULENRHY £, 2L 201, mnlenghd 7> a &2 1ISICRELTEHEE. /AT — i
15 CFLLEZFEH LU TERT ARERHV ET, ZOFTvaid, YATLADaES 77
ATV TRBESNOERDO T D DED 15T, FEFRICO VTR, TeX= U7 o REHER] %
ZRRLTLZEN,

RANSIAT = FEF =y 7 ZRET HIIE, KOFNEZZEITLET,

FIE

FXOSCLI 7°6, %= U T 4 £— KIZAD £,

scope security

IRAT— ROF/NORESEZRELET,
set min-password-length min_length
mEZAI Y FLET,

commit-buffer

INAT—FDEBEZILHERDEETE

ATy I

FIE

X2 VT 40 F— RERBLET,

Firepower-chassis # scope security
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B xo-r@ENY > roBE

ATFvT2 RRTU—RF o7y tvx=2)T 4 F— REZRBLET,
Firepower-chassis /security # scope password-profile
ATv T3 MRPOLEEEELT 1 E—7 M LET,

Firepower-chassis /security/password-profile # set change-during-interval disable

ATY T a—ONVRIEENT 2=, FTLUMER LTZ/S AT — REZE T4 B RN 2 e/ Rk
%?Eﬁgbi—g«o

Firepower-chassis /security/password-profile # set no-change-interval min-num-hours
Z O, 1~ 745 RFE O CHHBICRETE £,

Z OfEkEIL, [Change During Interval] 7' &2 /37 ¢ 23 [Disable] (2% E S AL TV 72 WA T JEAR X
ET,

ATFYTS "W a B VAT AREICTI Y FLET,

Firepower-chassis /security/password-profile # commit-buffer

1

Wiz, FRYOERA v a 28 L, ERALMELY 728 EL, P TV
YrvarviEaly hTA%ERLET,

Firepower-chassis # scope security

Firepower-chassis /security # scope password-profile

Firepower-chassis /security/password-profile # set change-during-interval disable
Firepower-chassis /security/password-profile* # set no-change-interval 72
Firepower-chassis /security/password-profile* # commit-buffer

Firepower-chassis /security/password-profile #

INATD—FRERAD Y FDERE

FIE

ATY Tl BX2V T4 T—REfBLET,

Firepower-chassis # scope security

ATFYT2 RAT—R a7y AL xa T4 T— FE2HBLET,

Firepower-chassis /security # scope password-profile

ATw T3 n—ANREEEENTZ2—R, LENER L7/ AU — RE2FHAHATE 2 L5125 £ T,
T AMERH DL —BEDONRNAT— ROBEIEELET

Firepower-chassis /security/password-profile # set history-count num-of-passwords
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ATvT4

n—ana—47avy ok ]

ZOEIE, 0~ 15 b HBICRETEET,

7 7 4/v N TiE, [JEEE (History Count) ] 7 4 — /L RIX0IZRESNET, Zhic kv, JERE
BTy SRR B TS, =IO THLRNIHEH L TV AT — REHAHATE £
j—O

R H I a2 ATAREICZI Yy FLET,

Firepower-chassis /security/password-profile # commit-buffer

51
WOHNE, RXAU—KRBERED T e EL, F T varEaly hLET,

Firepower-chassis # scope security

Firepower-chassis /security # scope password-profile
Firepower-chassis /security/password-profile # set history-count 5
Firepower-chassis /security/password-profile* # commit-buffer
Firepower-chassis /security/password-profile #

O—AILaA—YY 7ho 2 FOER

ATy T

ATy T2

ATvT3

ATvT4

FIE

X2 U7 4 E—RERBLES,

Firepower-chassis# scope security
2= THT N EERLET,
Firepower-chassis /security # create local-user local-user-name

Z Z Tlocal-user-name g, 2T Hy Mu A4 T hLXIfHINAT Y Y W4T
T, ZOLHNT. BETHY, 2—F T H T MEDOHA RTA 2 EHIRZWT- LTV D 0NEE
NHYET (2—HFRICETEIHA KT100 (553—=2) 25M]) .

2—HEEMR LIZRIT, oAV IDEEARCEERA, 22— T hU o FEHIERL, #HLw
2= THU Y NEERTOMNERLY 7,

H—N 2= TAT s b et T 20T 4 B =7 T 20 EHRELE T,
Firepower-chassis /security/local-user # set account-status {active| inactive}

=Y THYL NOSRAT— REFHELET,

Firepower-chassis /security/local-user # set password

INATU— R&x AJJL %7, password

INAT— RE&fER LE T, password

Cisco Secure FX0S Firepower 4100/93002.13CLI 3> 7 4« ¥a L—> 3> HA K .



User Management |

B o 7nyronn

ATvTh

ATvT6

ATy T17

ATvT8

ATvT9

ATy 710

ATvIN

ATvT12

IRAT— REF v 7 G LTEAE, 22—V RRATU— REMERLDICTHHNEND
DE9, FXOSITHEF = v 7 B2 L TRV RAT — REEHFLEST (RATU— R
B+ H014 K742 (55—2) #8HR) .

GE) NAT = RIZIFRORL G EZEZD L LT TEEEA, § (FAiLs) 2 GERf) |
= (%5) . ZOHIRIE, "RV —=ROBEF = v 7 BEDIRS>TNDLNE D
b bTEASNET,

(fEE) 22—V OAERELET.

Firepower-chassis /security/local-user # set firstname first-name

(LE) =—VoOlEEELET,

Firepower-chassis /security/local-user # set lastname last-name

(EE) =—FT7Th vy FR#IREINICe 2 B 28 E L ET, month 5[ #ix, H O34 D

D 3 LFTT,

Firepower-chassis /security/local-user # set expiration month day-of-month year

GE) =BT AT MHEMMIREBE Lk, THOWIRZA L) ICHRET 22 LT
T&EFEHA, L, HHTEORMOADHRAMTT AV MERETHZ L
IXATRE T,

(TE) 22—V OEFA—IL T FLAZEELET,
Firepower-chassis /security/local-user # set email email-addr
(EE) ~—YoEFSETEHEELET,
Firepower-chassis /security/local-user # set phone phone-num

(EE) NAU—FRLZ 727 AH®SSH ¥ —%2fELET,

Firepower-chassis /security/local-user # set sshkey ssh-key

TRCO2—H(XT 7 4L b Tread-only o —/LZE D B THH, 2o —/LFHIRTE £8
oo —PFIZHID Y THEMOE =/ LT, LFE2FEITLET,

Firepower-chassis /security/local-user # create role role-name

ZZTrolenameld, =2 —Y 7 AU MIEID LY TEHIEHELART T —L T (2—Y DERE|
(59 X—) &) |

GE) 2—H o — LB LOMHEROE LI IREIOL—Y 0 7 A VRHZENZ D £3, =—
BT HT 2 b~DOF L —/LOE) Y CTRBEFEO 0 —/LVOHIREITH & &lZa—
TR T A L CWDEA, 777477ty a ILETO v — MR % 5| &
EEALET,

o EToNr— A Ea—ENLHIRT 51213, UTEFEITLET,

Firepower-chassis /security/local-user # delete role role-name
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ATy 713

n—ana—47avy ok ]

FTRTOZ—HIFT 7 4 /L FTreadonly 2 —/LICE D Y THN, ZOo—/LTHRTE 8
Ao

G¥) 2=V ou— L EHERTE E. TO2—FOBEDOE Yy a VIDBRVIEINET,
SDFEN FTRTO2—YYDOT T 47y g (CLLE Web Dififz) Ni-77H
KT LET,

NV rvarEaly hLET,

Firepower-chassis security/local-user # commit-buffer

1

WOHL. kikipopo & WV I ARTDOL—W T H T FElER L, 22— T hHo o b oA
L, f00123452/ XA T — RZEFREL, BHla—PF o—Lz2EV YT, ~NFo¥7
varERELET,

Firepower-chassis# scope security

Firepower-chassis /security # create local-user kikipopo
Firepower-chassis /security/local-user* # set account-status active
Firepower-chassis /security/local-user* # set password

Enter a password:

Confirm the password:

Firepower-chassis /security/local-user* # create role admin
Firepower-chassis /security/local-user* # commit-buffer
Firepower-chassis /security/local-user #

WOFNE, lincey EWDLRIDL—F ThH 7 NefElk L, 22— 7o b &A%
IZL, NAT— KL R 727 EAHD OpenSSH F— %% E L. AAA B L OHR/E2L—
0—/LEEVYT, MUY arEEELET,

Firepower-chassis# scope security

Firepower-chassis /security # create local-user lincey

Firepower-chassis /security/local-user* # set account-status active

Firepower-chassis /security/local-user* # set sshkey "ssh-rsa
AAAAB3NzaClyc2EAAAABIWAAATIEAUo9VQ2CmWBIO/S1£30k1CWinV31gdXMzO0WU151iPw851kdQqap+NFuNmHcb4K
1aQB8X/PDdmt1xQQcawclj+k8£4VcOelBx1sGk51ug51s10blVOIEWCKEL/h51rdbN118y3SS9I/gGiBZ9AR10op9LDpD
m8HPh2LOgyH7Ei1MI8="

Firepower-chassis /security/local-user* # create role aaa

Firepower-chassis /security/local-user* # create role operations

Firepower-chassis /security/local-user* # commit-buffer

Firepower-chassis /security/local-user #

WOHNE, jforlenz & W HARTOZ—Y THo v FelEkL, =2—HF Th v heh
L, RAT—RL AT 72X 27 SSHXF—%2REL., FIvr¥Froayv
FEELET,

Firepower-chassis# scope security

Firepower-chassis /security # create local-user jforlenz
Firepower-chassis /security/local-user* # set account-status active
Firepower-chassis /security/local-user* # set sshkey

Enter lines one at a time. Enter ENDOFBUF to finish. Press ~C to abort.
User's SSH key:
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B o—rras7nyronn

> ---- BEGIN SSH2 PUBLIC KEY ----
>AAAAB3NzaClyc2EAAAABIWAAAIEAU0IVQ2CMWBIY/S1£30k1CWjnV31gdXMzO0WU15iPw8
>51kdQgap+NFuNmHcb4KiaQB8X/PDdmt1lxQQcawclj+k8£f4VcOelBxlsGk51lug51lsloblVo
>IEWcKEL/h51rdbN1I8y3SS9I/gGiBZ9AR1op9LDpDM8HPh2LOgyH7Ei1MI8=

> ---- END SSH2 PUBLIC KEY ----

> ENDOFBUF

Firepower-chassis /security/local-user* # commit-buffer
Firepower-chassis /security/local-user #

O—AJ)L 31— 7Ho 2 OHIER

ATy T

ATy T2

ATvT3

FIE

X2 VT 0 = NERBLET,

Firepower-chassis# scope security
H—ANa—FTHU s FEHIRLET,
Firepower-chassis /security # delete local-user local-user-name
NI Yrva By AT AREICI Yy FLET,

Firepower-chassis /security # commit-buffer

il

Wiz, foo L WHZ—F T ho L bEHIBRL, bV rvaridaly MTA6E
RLET,

Firepower-chassis# scope security

Firepower-chassis /security # delete local-user foo
Firepower-chassis /security* # commit-buffer
Firepower-chassis /security #

A—AILA—YThHhOU D7 T4 TILFERITIETY

T4 71

=N a—WTHhH L "2 T 7T 4 TALETRIIFET 7T 4 7L TE B D1, adminMER * 72
X AAA MERR B FF D2 — Y DB TT,
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n—pLBESn=1—F0 27— FEED U7 [

FIE

ATYT1 EX=2V 71 E— FEBLET,

Firepower-chassis# scope security

ARTVT2 7O T4 TEILFHT 7T 4 T T b a—PFid L Tr—Ira—F X207 4 £—F
B L ET,

Firepower-chassis /security # scope local-user local-user-name

ATYT3 B—AN 2= T AU NeT 2T 4 7T 20HT7 77 4 7T 2 EREL T,

Firepower-chassis /security/local-user # set account-status {active | inactive}

G¥) admin = —H% 7 AT MIFWICT 7 T4 TICHRESNET, EHITTEEEA,

ATFYTe "I W I a B VAT AREICTI Yy FLET,

Firepower-chassis /security/local-user # commit-buffer

£l
RIZ, accounting W) B —H )L 22— T H 7 NG T HHERLET,

Firepower-chassis# scope security

Firepower-chassis /security # scope local-user accounting
Firepower-chassis /security* # commit-buffer
Firepower-chassis /security #

O—ALREEN-2—FDNNXT—FEEDI )T
FIB

AT9T1 BX=2 074 E—FNEBBLET,
Firepower-chassis # scope security

RTY T2 fHEL2—Y THU L ML Tr— b a—F X2 U7 1 T— NERIBLET,
Firepower-chassis /security # scope local-user user-name

ATYT3 HBELE2—YF T bORRY—RNEEZZ VT LET,

Firepower-chassis /security/local-user # clear password-history

AFyTd "IV g EVATAREICaI Yy FLET,
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Firepower-chassis /security/local-user # commit-buffer

il
WIZ, NRAU—RNEREAZHEEL, T o7 a2 ET 2 ERLET,

Firepower-chassis # scope security

Firepower-chassis /security # scope local-user admin
Firepower-chassis /security/local-user # clear password-history
Firepower-chassis /security/local-user* # commit-buffer
Firepower-chassis /security/local-user #
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A A—DFE

11l

o A A—VEHIZONT (77 =)

e Ciscocom MHDA A= DA a—R (78 <X—)

» Firepower 4100/9300 > ¥ —3 ~DFXOS DY 7 "N =7 A A=Y DX a—FK (78
e

c A A=V OREAIEDOHERE (80 X—)

*FXOS 77 v F 74 —L X KADT v 77 L—F (81 =)

» Firepower 4100/9300 ¥ v —3 ~OFET A AD Y T N7 =27 A A=V DX a— R

(82 ~—)

cFRELT R ADA A=Y NX—=Ta OEH (85 X—)

Ty —ALUxT Ty T T L—FK (87 —=Y)

e N—=T g 201 L F~DFHF 7T L— R (87T ~—)

A A—TFB[ZDNT
Firepower 4100/9300 * ¥ —3 TIiX 2 DDIEAZ A T DA A=V EMH L £7,

\}

GE)  FTRTCOA A=V T VX NBABTOIL, EXaT 77— MIXoTHRGEsnLET, EDkH
BGEH, AA—TVEEELRNTESN, BETLH L, BGEET T —ICR D £7,

T T N T LR T Ty BT — LN BV Supervisor BEL T X o U
TA BV a— VTV TEET D, BEOMN LA A—VOHEEY T, 77 v b
Tk —DL N KT, FXOSDY 7 v 2T Nyl —I2T9,

TN —var T r—va A A=V, Firepower4100/9300 & ¥ — 3 DE X o
VT4 EVa—EU IV UCEANTDH) T N 2T A A=V TY, 77V r—var A
A—1X, Cisco Secure Package 7 7 /L (CSP) & L CffkanE 4, Zhid, WmEsT A
A AERRFICE X 2 ) T4 BV 2a— VT U DU ACBEND T (3B ORET
NA ZMERITH 2 C) A== A PR INET, ACLTFVr—rvary f A=V
AT OEDRIRDN—T a3 v A= PITBRETEET,
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. Cisco.com D S5DA A —DAHO— K

\)

6=

\)

FI RTF =N R A A= 1 DU EOT AV — gy A A—0MGET v
TL—FRTH8E, T 7T 74— RN RKLVET v 77— T A0LERH D 3,

GE)

TNARZASAT TV r—vav A VA M—ATL55F BEFOT 7V r—va v B
WZXFT B85 DA A=V EHIRTEET, ZOHBRRTT, T XTOEBUIXTT D851 1
A=VEHIBRLEI ETDE, D b 1 DDA A=V ORIBRNES &, tnvalia
operation as no default HBIZX 9 HF5# /ASA APP will be left. Please select a new default
BHIKT B appl L WVD T —A v E—UNRERINET, TXTO HEUK T 5 P51
A A=V RHIBRETDITNE. T74NV M A=V EELT, ToMhoA A—T%HIBRL., i
BIZT 740 " A=V EHIBRT OXLERNH Y £,

Ciscocom MDA A—NDAHoA— K

FXOS BLIOT 7V r—va A A=V VXY —II7 v 7 u— R T& 35 L 9T Cisco.com H»
b Tr—RLET,

1R BHEIIZ
Cisco.com 7 7 7 > R DBMLETT,

FIE

ATYT1 Web 77 UWEFEH LT, http://www.cisco.com/go/firepower9300-software ¥ 7 (%
http://www.cisco.com/go/firepowerd 100-software |27 7 & A L 7,
Firepower4100/9300 ¥ ¥ —> DY 7 by =7 X7 a— R X—=UNT T UFICRRINET,
ATYT2 FHTDHY T NV =T A A—VERHDT T, m—A ara—Z ¥y ra—RFLET,

Firepower4100/9300 > v — > ~DFKXOS DY T b7 A
A—TOFIO—F

FTP. HTTP/HTTPS. SCP. SFTP, F7/-IXTFTP2{#HEMA LT, FXOSDY 7 hU =T A A=V %
Firepower 4100/9300 v — 3 [ a B —TX £,

388 BRI
a7 4 Fal—vay T AIDA UR— MIULERROFEREZIE L FT,

. Cisco Secure FXOS Firepower 4100/9300213CLI 3> 7 s ¥aL—2a > A4 K


http://www.cisco.com/go/firepower9300-software
http://www.cisco.com/go/firepower4100-software

| 1+—>cem

Firepower 4100/9300 v — ~DFXOS DYV I k7 A A—CDAHoA—FK .

e A A=V DA =TV —DIPT FLABIOGRIFZ LT vy b

«FXOS A A — 7 7 A NV D5E2E/M4

\)

=)

ATy I

ATy T2

ATy 73

HTTP/HTTPS 239 AR — b I TWET,

FXOS28.1LIETIZ, 77— UxT7BLIOT AU r— g A A—UDF T a— KA

FIE

Ty —LyxT E— RERBLET,
Firepower-chassis # scope firmware
FXOS Y7 "Ny =7 A A=k AU ra—RLET,
Firepower-chassis /firmware # download image URL
RONTNPOHEL AL TA A —bEND7 740D URL ZHELET,

« ftp://username@hostname/ path/image_name

« http://username@hostname/ path/image_name

« https://username@hostname/path/image_name

* scp://username@hostname/ path/image_name

« sftp://username@hostname/ path/image_name

« tftp://hostname: port-num/ path/image_name

* usbA://hostname: port-num/ path/image_name

By =T Nyl v B i o el . PN

Firepower-chassis /firmware # show package image name detail

151
WOBHITIE, SCP7r harzfEALTA A—YEa—LET,

Firepower-chassis # scope firmware
Firepower-chassis /firmware # download image
scp://user@l192.168.1.1/images/fxos-k9.1.1.1.119.SPA
Firepower-chassis /firmware # show package fxos-k9.1.1.1.119.SPA detail
Download task:

File Name: fxos-k9.1.1.1.119.SPA

Protocol: scp

Server: 192.168.1.1

Userid:

Path:
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Downloaded Image Size (KB): 5120

State: Downloading

Current Task: downloading image fxos-k9.1.1.1.119.SPA from
192.168.1.1 (FSM-STAGE:sam:dme:FirmwareDownloaderDownload:Local)

WOEITiE, HTTP/HTTPS 7 u a2 L a2 AL T A—Y%Far— L E T,

Firepower-chassis # scope firmware

Firepower-chassis /firmware # download image
https://user@192.168.1.1/images/fxos-k9.1.1.1.119.SPA
Firepower-chassis /firmware # show download task

Download task:
File Name Protocol Server Port Userid State

fxos-k9.1.1.1.119.SPA

Https 192.168.1.1 0 Downloaded
fxos-k9.1.1.1.119.SPA

Http sjc-ssp-artifac 0 Downloaded

Firepower-chassis /firmware # show package fxos-k9.1.1.1.119.SPA detail
Download task:

File Name: fxos-k9.1.1.1.119.SPA

Protocol: https

Server: 192.168.1.1

Userid:

Path:

Downloaded Image Size (KB): 5120

State: Downloading

Current Task: downloading image fxos-k9.1.1.1.119.SPA from
192.168.1.1 (FSM-STAGE:sam:dme:FirmwareDownloaderDownload:Local)

4 A—CDEEEDHEER

A A=V DIEEVET, T LA A — 73 Firepower4100/9300 ¥ ¥ — U IZiBM &5 & HENIZ
EREINET, VERGAIC, FEITA AV OBAMEZMHERT HICE, KOFIEEZFATTE
i‘ﬂ—o

FIE

AFv 1 FXOSCLIIZEHE LE T (FXOSCLI~DOT7 72 (21 =) 25H) .
ATy T2 77— 0=T B— RFZBLET,

Firepower-chassis# scope firmware

RTYVT3 A A—VEVARNLET,

Firepower-chassis /firmware # show package

ATV TE A A—VEMRRLET,

Firepower-chassis /firmware # verify platform-pack version version_number
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XOS 75 kor—L v kLnFyToL—F [

S

version_number (%, fERTHFX0OS 77 v R 74— ANV RADONR—V 3 VFSTT (b x
E. 1.12.51)

ATy TS FEERIIIES DDA REMENH D Z NV AT A LV EREENET,
yes # AJJ LT, MAEICHETZ & 2R LET,
ATYT6 A A—TVHERDAT —F ZAZFERTHI2IE, ROFIEEXETLET,

Firepower-chassis /firmware # show validate-task

FX0S 75w FIDA—L NNV EILDOT7Y THL—K

1R BRI

TT RN T AL N RVDY T YT A A—T% Ciscocom nH A7 —RLT
(Cisco.comNBHDA A=Y DH 7 va— R (18 2—) BHM) | TDA A— % Firepower
4100/9300 > v — Nz & m— R LEF (Firepower 4100/9300 ¥ ¢ — 3 ~DFELF A 2D
VTR 2T A A=V DOX T a— K (82 =) &)

\}

GE) 7y L—F ot ICi3a@E 20 ~ 309000 £97,

AL KT v U ERET S, A% FATH O Firepower 9300 72124100 >V —X X2V 7 4 7
TIAT AT v 7T L —RLTWAEA, 723y — W2 7 A X % F4TH O Firepower
BOEXF=2 VT 4T TIAT U AET v T L—RLTWAIGEE, 7Ty 77 L—FRRIZIhT
T A T WDT A Al L ER A,

VX —UM7 T AXITJET B Firepower 9300 £7213 4100 >V —X & X2 VT 4 7T I7A4T
AT v T L—RLTWAEAE, Ty 7 7L —FRKpZiE, 7y 77— RJIROT A 2%
N7 4y BB LERA, 2L, FTAZNOMDTARAL ZATIZINT 7 4 v 7 i3@iE L
T AB =

FIE

AFvF1 FXOSCLLIZEHE L x4 (FXOSCLI~DO 7 7 k&2 (21 _—2) 25H) .
ATYT2 77y—2vuxT T—REHBLET,

Firepower-chassis# scope firmware

AT v 73 auto-install E— iz LE 3,

Firepower-chassis /firmware # scope auto-install

ATy T4 FXOS 7T v 74— RN LA A =L LET,
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Firepower-chassis /firmware/auto-install # install platform platform-vers version_number

verson_number (X, > A h—/LTHFX0S 77> N7+ —L NV RADONR—V 3 VFRSTT
(7= & 2%, 1.1Q2.51) &

AT TS VATAT, FTA VAN NANTDEY T T =2T RNy r—VEMERLET, T LTHEA A
=N ENTWET IV r—2a EfBELIEFXOS Iy b 74— V7 MU =T Ny lr—
COMOIEBMEE BN LET, FEEGFEOE Yy v a v ERTTHIERT v S L —RD—
HELTUVATLAZYV T — N TAHMERHD Z ERELEINET,

yes # AT LT, BGEICHET Z L 2R L E£7,

ATYT6 A VA RN—IVOFITEMET DX yes 2, A VA R—LEXy AT HITiEnEANL
3

FXOS NN R L, a2V R—F 2 b7 v 77 L —RERF Ve —RFLET,

ARTYT1 To77L—R7TnR&EE=4F5I100%, ROFIEEFETLET,
a) scope firmware Z A L £,
b) scope auto-install # AJj L &7,
¢) show fsm status expand % AJ) L 7,

Firepower 4100/9300 > v — 3 ~DHET /N1 ADY 7 k
VDIT A A=A HoO0—FK

FTP. HTTP/HTTPS., SCP. SFTP. ¥ 721X TFTP #HEHA L C. T A ZADY T v =T A
A — % Firepower 4100/9300 ¥ ¥ — 3 ([Za B —T& %7,

1R BHEIIZ
a7 4 Fal—vary T AIDA UR— MIULERROFEREZIE L £,
A A=A =D —RDOIPT RLABLORIEZ LT v L

VT MU T A A=Y T 7 A INDEAERS

N

GE)  FXOS28.1LIEDNR—Ta v TlE, 77— A0 27 BIRT IV r—a A A—VDF T
o — RAIZ HTTP/HTTPS 712 h I L3 HR— F S TWET,

FIE

RFYT1 EX2UF 4 —E R E— REBEHBLET,
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Firepower-chassis # Scope ssa
ARTvT2 77V r—vary Y7 hueT = RICAY ET,
Firepower-chassis /ssa # scope app-software
RATYT3 MBTNAADY T T =T A A=V EFTn—FLET,
Firepower-chassis /ssa/app-software # download image URL
WKONWTNDLOELEFEH LTS VR —bENDT7 74 VD URL ZHEELET,
« ftp://user name@hostname/path
« http://user name@hostname/path
« https://username@hostname/path
* scp://user name@hostname/path
« sftp://user name@hostname/path
« tftp://hostname: port-nunvpath

G A A=V DA A=V thpdnld ZEH LW TL 28V, =T =N A —
ShET,

RT9T84 Fyra—R7FakReE=43 5855
Firepower-chassis /ssa/app-software # show download-task

RATYTS F¥orn— K77V r—varaFoRd 503, koa~vy REfHLET,
Firepower-chassis /ssa/app-software # up
Firepower-chassis /ssa # show app

ATYT6 FFEDT 7V r—a COFMERERTTHI0E, ROa~vr REERLET,
Firepower-chassis /ssa # scope app application_type image_version

Firepower-chassis /ssa/app # show expand

51
WOHITIX, SCP7r harzFEHAL A A—VEaE—LET,

Firepower-chassis # scope ssa

Firepower-chassis /ssa # scope app-software
Firepower-chassis /ssa/app-software # download image
scp://user@192.168.1.1/images/cisco-asa.9.4.1.65.csp
Firepower-chassis /ssa/app-software # show download-task

Downloads for Application Software:
File Name Protocol Server Userid State
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cisco-asa.9.4.1.65.csp Scp 192.168.1.1 user
Downloaded

Firepower-chassis /ssa/app-software # up

Firepower-chassis /ssa # show app

Application:
Name Version Description Author Deploy Type CSP Type Is Default App
asa 9.4.1.41 N/A Native Application No
asa 9.4.1.65 N/A Native Application Yes

Firepower-chassis /ssa # scope app asa 9.4.1.65
Firepower-chassis /ssa/app # show expand

Application:
Name: asa
Version: 9.4.1.65
Description: N/A
Author:
Deploy Type: Native
CSP Type: Application
Is Default App: Yes

App Attribute Key for the Application:
App Attribute Key Description

cluster-role This is the role of the blade in the cluster
mgmt-ip This is the IP for the management interface
mgmt-url This is the management URL for this application

Net Mgmt Bootstrap Key for the Application:
Bootstrap Key Key Data Type Is the Key Secret Description

PASSWORD String Yes The admin user password.

Port Requirement for the Application:
Port Type: Data
Max Ports: 120
Min Ports: 1

Port Type: Mgmt
Max Ports: 1
Min Ports: 1

Mgmt Port Sub Type for the Application:
Management Sub Type

Default

Port Type: Cluster

Max Ports: 1

Min Ports: 0
Firepower-chassis /ssa/app #
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#EFAAZ0A A =2 n—aroEF [

BT NARADA A= N—2D 3 VOEH

ZOFIBEEFEALT, FFLWA—g U ASAT AV r—2 a9 A A—=2RT wF7L— R
TEH), BEUCKT 05 77V r— a3 v A A=V F 22 Y BN U AT
ENDHFHLNWAZ— LT v I NN— g VIR ELET,

VX — v r— Uy £721F FXOS CLIZ MM LT &BUIx T 2B fa#hT N A TAZ — K
ToTIN=VarEERLTH, 77—y a 33 CicHLna—Ta U7 vy 77 1—
RENFEH A, T NSNS R RAX =T w7 =T g d, BEICKHT 2858 B35 4 P A%
UBNY P UATHA VA M=V ENDNA— 3 T, BEICKHT 2858 fElT S1 2
OYWER A IE, BBUCKET DB fElT A 2%, v — v F— V¥ £72(LFXOSCLI
EHERHLCT v 77 L—RT5Z2L1E3H0 A, BRICKHT D0 GRET A A%T v
7' L — N9 %121%, Management Center 2195 4223 H Y £, FHMIZOWTIEL, ROY
A MNZHDAT LYY —R ) — 1 EZR LTSV, http://www.cisco.com/c/en/us/support/
security/defense-center/products-release-notes-list.html

I, HEICKT 205 GRERT ASA ZA~OEHIL, Yy —v v 3=V v O [REBET/NAR
(Logical Devices) 1> [#®g& (Edit) | <X—YBIO [P RT L (System) ]>[E#H (Updates) ]
NR=VIIFR SN2 N2 LIZEBE L TLEEY, INHDON—U T, ERENDEZNN—Ta
. BRUTK T DB G T S A BB T DI SN Y T b =T N=Va v

(CSP A A=) HRLET,

\}

GE) BT AR DA — T v I NR—=D g Vv ERETLHE, TF )V r—varDAZ— |
ToTNR=UarnNBHEnNET, LEBoT, 77V r—va B FETHA VA =T
L0, 7L —RZHEOEIE LT, BRLEAA—Va U 2EATILERNDY £9, ZOFIH
I, BB T B0 Y7 b =T OT v L — RERIIF T L= REFRRY | 58
A&ﬁ4/xb—w(ﬁ4x Vi) TF, O, TV r—va VEIBRE L, BEfFO

WENRKONET,

ASAGRBET NA A TRL = T v T RNR=Va Y EEFTLH L, ASAIZZDONR=Y a7 v
TTV—REH, TRTCORENVEILINET, REICSUTASAARF — T v N—Tx
VEERTHIE, ROU—7 7u—&ERALET,

Y

GE) ASADARZ— KT oI NR—=UaVERETDLE, 77V r—va U PNEHBMICHES S E
T, ZOFEIX, ASAY 7 b =T DT v 77 L — RERIIZ VT L — REFRETT BEF
DOFEITHRFINET) |

ASANA TRATEVT 4 ¢
1. AZUNL 2=y FTIBET NA A A A= RN—=Va VEERLET,

2. REUNRS, 2=y zET I T 47 LET,
3. o=y T F U r— g N—=Ta B EELET,
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1 r—vER |

B sz 1201 x—2 n—-CaoEs

ATy T

ATy T2

ATvT3

ATvT4

ATy T5

ASA v Y — U T AL
I F—gazy b CAS— T v P A=V a VBT LET,
2. F—4a=y bzfilila=y MTLET,

3. mOfllr=y kb (ZZTET—F2=y ) TRI=FT v T N=Ta V2 LHLE
R

1R8O BRI

RELT A RMEHT D27 7V r— a4 A—T% Ciscocom 2 H 4 7 a— RKLT
(CiscocomNBHDA A=Y DH 7 va— R (718 2—) 2HM) | ZTDA A— % Firepower
4100/9300 + ¢ — Az & m— R LEF (Firepower 4100/9300 & ¢ — 3 ~DFHILT /A 2D
VIR 2T AA—VDOF T a— R (823—) #5H) ,

TG RN T A= N RV A A= 1D DT AV r— g A A=W 5T v
T —FRTB86. T 77 b 74— RNV RALET v 77— RT20ERHY 17,

FIE

X274 =R E—RFELBLETS,

Firepower-chassis # scope ssa

Aa—TEEHTLEX 2V T 4 TV 2= /MTRELET,

Firepower-chassis /ssa # scope slot slot_number

Aa—=T 5 RHT LT TV r—a VITRELET,

Firepower-chassis /ssa/slot # scope app-instance app_template

A= KT v T N=TarERELET,

Firepower-chassis /ssa/slot/app-instance # set startup-version version _number

BT BB GRET AL ATT S r—vary AZ— T v NR=Va U ERETD
L MOEE X v —UNERINET,

13254 : 245 - BBEUTHT 285 TIXFXOS 7 v 77 L— RiZ¥ AR — b s ThERA, BE
INT =T a3 3, BT D5 OFA A b= VIS ERGEIZORER S ET,

1 -

firepower /ssa/slot/app-instance # set startup-version 6.2.2.81
13254: Warning: FXOS upgrades are not supported for ftd. The specified version will be
used only if ftd needs to be reinstalled.

RIEZMEELET,

commit-buffer
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FTZoWV I a By AT AREICaAIy R LET, 77V r—va A A—=UREHEN,
TV =g UAHEELET,

1

wIZ, ExX 2T 4 Fa2a— L1 TEITLTVDEASADY 7 b =T A A—T%F
T o6 RLET, showa~r REATHE, BFHAT—H AR RTEET,

Firepower-chassis# scope ssa

Firepower-chassis /ssa # scope slot 1

Firepower-chassis /ssa/slot # scope app-instance asa

Firepower-chassis /ssa/slot/app-instance # set startup-version 9.4.1.65
Firepower-chassis /ssa/slot/app-instance* # show configuration pending
enter app-instance asa

+ set startup-version 9.4.1.65

exit

Firepower-chassis /ssa/slot/app-instance* # commit-buffer
Firepower-chassis /ssa/slot/app-instance # show

Application Instance:
Application Name Admin State Operational State Running Version Startup Version

asa Enabled Updating 9.4.1.41 9.4.1.65
Firepower-chassis /ssa/slot/app-instance #
Firepower-chassis /ssa/slot/app-instance # show

Application Instance:
Application Name Admin State Operational State Running Version Startup Version

asa Enabled Online 9.4.1.65 9.4.1.65
Firepower-chassis /ssa/slot/app-instance #

J27—L9xF7 F7vITL—FK

Firepower4100/9300 > ¥ —3 TV 7 — AV =7 %7 v 77 L— N+ 5 HEICHONTIE, [ Cisco
Firepower 4100/9300 FXOS 7 7 — ALV =7 7 v 77 L— K H4 R] 2L T EE0,

N—3 D201 LTFADFEEFA YT L—F

X2 VT 4 ET 2= MICIMCA A=V HFEITE T 7 L— RT3 (2iE, RO CLIFEIC
PEVET,

)

CE) ZoOFINEZ., S—Ta 211 UBENB =3 U201 DENCE T L— R+ A8 L
\i‘é—o
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1 r—vER |

B —avnur~osmsyosi—k

ATvT2

ATvT3

1R BHHEIIZ

E T L— KRBT 7Y r—3 3 A A—V W Firepower4100/9300 > v — 3 IZX 7 1 —
RENTWDZ Ex2MERLET ( ICiscocomMHEDA A=V DX a— K (7183—)
B L [Firepower4100/9300 ¥ ¥ — 3 ~DiGHlT /SA ADY 7 N 2T A A=Y DH 70—
K @2=2) | 22H) .

FIE

CIMCA A=V & Z T T L—RT BRI, A A==V 3 VO E TN LET,

TIANIDT Ty NTF—h A A—=U N—=TVa UEEET DI, ROFIOFINEIZHENE
R

51

firepower# scope org

firepower /org # scope fw-platform-pack default

firepower /org/fw-platform-pack # set platform-bundle-version ""

Warning: Set platform version to empty will result software/firmware incompatibility
issue.

firepower /org/fw-platform-pack* # commit-buffer

firepower /org/fw-platform-pack #

BTV a— VA A=V EX T T L—RLET,
CIMC A A—VHEFETHITIE. ROBOFNEIZHENFE T,
1 -

firepower# scope server 1/1

firepower /chassis/server # scope cimc

firepower /chassis/server/cimc # update firmware <version num>
firepower /chassis/server/cimc* # activate firmware <version num>
firepower /chassis/server/cimc* # commit-buffer

firepower /chassis/server/cimc #

DEY 2 — NV EEHFTLHI2F, BEISCTIOFEAZBY KL FT,
HLWT 77— 72T N KL EA A R—LLET,

B T — R A=k A A =)L T BIT1T. ROFIOFNEIZHENE T,
1 -

firepower# scope firmware

firepower /firmware # scope auto-install

firepower /firmware/auto-install # install platform platform-vers <version num>
The currently installed FXOS platform software package is <version num>

WARNING: If you proceed with the upgrade, the system will reboot.

This operation upgrades firmware and software on Security Platform Components
Here is the checklist of things that are recommended before starting Auto-Install
(1) Review current critical/major faults

(2) Initiate a configuration backup
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Do you want to proceed? (yes/no):

RDEZRY

firmware/auto-install “E— R C show fsmstatusexpand =~ > RZfEH+ 5L, 4 A h—b
TR AEE=HTEET,
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i

Xl T4 BEEN

X2 VT 0 WEMER (91 X—2)

«SSH AR A b F—DARE (92 2—2)

«IPSec ¥ =7 F v FILORE (93 X—)

s NTARNKAY NOAZT 7 CRL DFFE (99 ~—)
FERERZNY A ROF = v 71220 T (100 ~<—7)

CRL E#i# v o— RORE (105 2—)

LDAP ¥— U v ZREAZE O E (107 ~—)

747 v MIERERGEOA R (108 ~—)

tXal) T4 EEEMN

K ERE IR L. REPFRE B LN o — LREMERIC Lo T St 2 ) T o
IO Y 7 N =T R 2 AT L2 ROOND5E503H Y £9, Firepower
4100/9300 > ¥ — 1L, ZNHDEFXF 2V T (FREEEAED N ONITHERL L TV ET,
TS OREEICHEINT AERE A AN T D AT v IOV TR, RO FE v 7 2SR LTL T
YA

 FIPS =— FOAE WML

cIFL I TIAT VT T— ROAEL
*IPSec THF =27 F¥ X/LDOHE (93 X—)

c NTARNKA L MDAZT 7 CRL DFFE (99 _—)

FEAERZDY A FOF = v 71220 T (100 <—)
« CRL EHIF 7 m— RORE (105 ~—)

« NTP ZAff ] L7z B AT LRI ORRE (137 ~—)

* LDAP F— U » ZEEHEDRE (107 <—)

sIP T AU A RDERE (194 X—)
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B stz s—oxm

t¥a) T REER |

« 7747 v FIEAERGEOHARN (108 =X—7)

/NIRRT — RREF = v 7 DRE

C 1T RITORKFEOBE (66 ~<—2)

N

GE)

BHLTWD Z EIZEBELTLEENY,

ZAB O b E w71 Firepower 4100/9300 3 v — 3 (23T B iR EHEMLO H LI OWT@ﬁﬁ

fnrepovver4100/9300 Ty — ¥ TRIEMEILE NI

b, HER SN T A ACETED AT T T ATHBIZ i1ﬁﬁ%‘xéﬂi’@/u

SSH KX b F—D AR

FXOS U U—220.1 XV LHNE, 734 ZAOFMEERHTAERL L7ZBEAF O SSH AR A | & — 73
1024 By Mo n—Ra—RENTHWE L, FIPSBIO=2EY 7747 U TREICHERT S
IZiE, ZOHWHRR N F—ZHELTHLOAR b F—2ERT50ENHY £, FHMIC
STk, [FIPS T— FOAFWL) /1% Taxr 27947V 7 £— FOAWL] 258 L

ATy

ATy T2

ATvT3

ATvT4

ATy TH

ATvT6

TLTEENY,

HUWSSH AR A b F—Z M L, & UWGEAERELY —2 4R35 121%, ROFIEEZFEITLE

B

FIE

FXOS CLI 7v5, —FE R E— RIZAY 5,

scope system

scope services

SSH A A~ F—ZHIFRL £,

delete ssh-server host-key
WEZHEE L ET,

commit-buffer

SSH R Ak F—DH% A X% 2048 £ MZ
set ssh-server host-key rsa 2048
WEEZII Y PLET,

commit-buffer

HLUWSSH R A b 2 —Z{E L £7,

create ssh-server host-key

RELET,
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commit-buffer

ATV T HLOWEA N ¥—DO¥ A XeRLET,
show ssh-server host-key

AA BN F— A X 2048

IPSec X217 F¥ RILDEXTE

IPSec i3 Internet Engineering Task Force (IETF) TR S ioA—7 U HkO 7L —L U —2 T
To PRy NT—7 & Lz, RBAESNEFMEDO SN EF 2 7 BE 2 FEBLL £77, IPSec
X2 VT 4 PR ROWEEZRML T

a7 aryLAMOEEN ZE T T 4 v IV PERSN TV RN L2 RIEL £,

« T HRIFEILOIE: FT 7 4 v I PEYREFERICLI > THESNDL L2 RAEL £

7,
BN (A L) 22—V =D T T 4 v I RHF A EN TV RN YERICL > TRHES N
BNZ EERIELE T,

TR AGIH VY —ZADAEEH AR LET,

IPSec EX =7 F v xUid, WOT NIV ALEHVR—FLTNET,

e« 7 x—XA1
aesl28gcml6-prfsha384-prfsha5l2-prfsha256-prfshal-ecp256-ecp384-ecp521-modp2048-modp3072-modp4096
aes128-aes192-aes256-sha256-sha384-shal 160-shal-sha512-prfsha384-prfshab12-prfsha256-prishal-eqp256-eqp384-eqpb2l
aes]28-aes192-aes256-sha256-sha384-shal 160-shal-shab12-prfsha384-prishab] 2-prsha?56-prshal-mode2048-mode3072-modp4096

e« Jx—X2

¢ AES SHA R—Z DK ALT LTV ZLAOBBYFR— I TWET, DESHEBIW
MD5 IR — SN TWERA)

« I R— F XD DH Z—713 14, 15, 16, 19, 20, BL 21 TI,

)

GE)  IPSec ##il% FXOS 75 O A BAtATE £9°, FXOS 137515 IPSec #£#ii HR 2 1 F ALEH A,

IPsec bR &iE, FXOS WE T MIZHESNLT 5 SADEy hDZ & T, SA &iX, WET —
ZIZHEAT 27 han 7T AAEEETHHOTHY, E7BMEHT 5 % — B
LIELET, IPsecSA X, =— FT7 7 4 v 7 OEEOEEEZGIFH L EF, SAILHEFGHT
T, BEST R ERE) CTHLENET,

Chassis Manager @ IPSec (ZIFIRD 2 DDE— FHRH Y £77,
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FSURKR—F E—F
IP~v&—, IPSec ~v X —, TCP ~y X —, T—H

FoRLE—FR
FLWIP ~y X —_ IPSec ~v X —, JTTDOIP ~vZ— TCP ~v X — T—H

IPSec DEMEIL, KD 5 ODOFER AT v A ITHiFbhE1,

1. P77 47 DR :PSec R O —IZ—HETHHHE T 7 4 v 27 NIKE 7' 1 R%Bh
LEd, mex0E, BETHMERA NP ELITIT T2y "2FEALT T 7 4 v 7 2iE
WexEd, £/2, admin a2~ FEFEHALTCIKE 7222 MU A—452 L T&F
KR

2. IKEZ7xz—X1:1PSec 7 %L, EXxaT7RF vy 2iitty v 7 v 7L TIKERHA
HEzLET,

3. IKEZ7x—R2:SA%xTx=— L TIPSec ho ity b7 v 7 LET, SAIL
¥ =2 VT 4T Y —3 3 (Security Association) DHETHY ., T—X v T 7 4 v I &
RETHDIEA SN EX 2 ) T 4 P —ERZFIBRT 5 IPSec =2 KA > MO
%RC9,

4. T—HOEE T —HNT Y MEL SAICRIFEN TN RNT A—F L X —Z2 AL T,
EAL &4, IPSec ~v X —IZh 7ML ENFE T,

5. IPSec b RO  1PSec SA 1L, HIBRE/LIZZ A LT U MZEoTHRTLET,
Firepower 4100/9300 */ v —3 LT IPSec ##%E L C, =¥ RY—x v ROT— XKLL, 7
TV 7 2y NI—INEBENT DT —% 7y MIRT 23BN — B A 2Rt T& F7,

ZOFTalit, VAT LADIATL T TAT Y TRESOENE BIST 572 DIr I 5
D1 HOTTE, FEMICONTIE, BX ol T ¢ R EEL @Lw~v)%§%bf<ﬁémo

A\

GE) +FIPSE— R CIPSec X =27 F ¥ xNLZMHHL CWAHIEAIL, IPSec BT T RFC 7427 %
PR—FLTWBEYLERH D F9°,

« IKE it & SA Bt O C— T A5 5 —imE DM 2% ET 2%E1E, RO X HITL
F9 (RO TFIJET sa-strength-enforcement % yes ([Zi%E L E7) ,

SA DEHEBMT H5E IKEIZkhxdvz—hENzd— A X
A, BSPIC LY rIFvz— Sz F—
A XLV /NESWGEE, BT AR L ET,

IKEIZXY v —hENEF— P A X
N, ESPICL W xravo—FENn-d— W
A XL REVDELWEES. SATEHKRE
\Z/RA LT, ks LET,

SA DM & WA L= a BERANZ N A L i3kt L9,
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IPSec X =7 F¥ RN EFRET DL, WOFIEEZFEITLET,

FIE

ATYF1 FXOSCLI D, £F 2 VT 4 E— RICAD £T,
scope security
ATvFT2 F— VT EERLET,
enter keyring ssp
I create certreq subject-name subject-nameip ip
ATw 73 PET LR EERERAE AT LET,
enter certreq
ATv7a EHERELET,
set country country
ATy F5 DNSZHELET,
set dns dns
ATvT6 BIA—NEHRELET,
set e-mail F+ A —/b
AT9 T IPHEREFRELET,
set ip ip-address
set ipv6 ipve
ATvT8 m—WIVT 4 ERELET,
set locality locality
ATv79 M EBRELET,
set org-name org-name
ATy T0 M=y MERELET,
set org-unit-name org-unit-name
AFY TN RATU—-FREZRELET,
I set password
ATvT12 REEAZZRELET,

set state state

ATY T3 certreq DV T V=7 MLERELET,
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set subject-name subject-name

AFyT14 ETLET,

exit

ATFYTIE T2 TRAEBRELET,

set modulus modulus

ATYT6 GEAEFEROFERZHELET,

set regenerate { yes| no}

AFYT1T FIFAMRA U FERELET,

set trustpoint interca

ATy T8 HKTLET,

exit

ATvT19 FHLAERESNTZNTFARMKRA L MEADLET,

enter trustpoint interca

ATy T2 GEAEBELAEREERLET,
set certchain

1 -

MIIF3TCCASWgAwIBAgIBADANBgkqhkiGIWOBAQsFADBWMQswCQYDVQQGEwJVUZEL
MAKGA1UECAwWCQOExDDAKBgNVBACMA INKQzZEOMAwGA 1UECgwFQ21zY28xDTALBgNV
BAsMBFNUQIUxCzAJBgNVBAMMAKNBMRowGAY JKoZIhveNAQkBFgtze3BAc3NwLmS51
dDAeFw0xNjEyMDgxOTMzNTJaFw0yNjEyMDYxOTMzNTJaMHAxCzAJBgNVBAYTAIVT
MQswCQYDVQQIDAIDQTEMMA0GA 1UEBwwDUOpDMQ4wDAYDVQQKDAVDaXNjbzENMAsG
AIUECwwEUIRCVTELMAKGA 1UEAwwWCQOEXGjAY BgkqhkiG9wOBCQEWC3NzcEBzc3Au
bmVOMIIC]jANBgkqhkiG9wOBAQEFAAOCAg8AMIICCgKCAgEA2ukWyMLQuLqTvhq7
zFb30z/iyDG/ui6mrLIYn8wWE3E39XcXA1/x9THCmxFKNJdD7EbsggfOuy0Bj+Y4s
+uZ1VapBXV/IrAie7bNn3ZYrI29yuyOrlqoi9k9gL/oRBzH 1 8BwBwGHBOz3hGrSK

Y c2yhsq9y/6yI3nSuLZm6ybmUKjTa+B4YuhDTz4hl/19x/J5SnbGiab3vLDKss1nO
xP9+1+Lc690VI8/mNPWdjCjDI+U/L9keYs/rbZdR SeXy9kMae42+4FIRHDIjPcSN
Yw1g/gcR2F7TQUKRygKckJKXDX2QIiGY SctlISHj1808705s/pmQAWWRGkKpfDv3oH
cMPgI2T9rCOD8NNcgPXj9PFK fexoGNGwWNTO85K 3kjgMOdWbdeMG3EihxEEOUPDO
FduOHrTMS1lvwb+vrSwE9HsAIMI8UuujmHqHSmlwyy3Me+cEDHoOhLeNs+AFrqEXQ
€9S+KZC/dq/9zOLpRsVqStIsAuV1/QdPDbW ShjflE/fP2Wj01PgXywQydzymVvgE

wEZaoF g+mlGIm0+q4RDvnpzEviOYNSAGmMOKILhSHQ/eYDcxvd0gbORWb3 1H32yS1
[a6UTT9+vnND1{838fxvNvr8nyGD2S/LVaxnZ104jcSIvtdizbbT8uSB4VcLKIC
x0vkqjo6RVNZJ52sUaD9C3UodTUCAWEA AaOBgTB/MC8GA 1UdHWQoMCY wJKAioCCG
Hmh0dHA6Ly8xOTIuMTY4LjQuMjkvem9vdGNhLmNybDAdBgNVHQ4EFgQU7Jg01A74
jpx8UO0APKk76pVIYQQSAwWHwWYDVROjBBgwFoAU7J201A74jpx8U0APk76pVIY QQ5Aw
DAYDVROTBAUwAWEB/zANBgkqhkiGO9WOBAQsFAAOCAgEAvVI8ky2jiXc4wPiMuxIfY
W7DRmszPUWQ7edor7yxuCqzHLVFFOwY RudsyXbv7INR3r)/X 1cRQj9+KidWW Vxpo
pFahRhzYxVZ10DHKIzGTQS3jiHgrF3Z80hWbL15L7PEDIrxMBoJvabPeQRgTmY/n
XZJ1qRYbypO3gUMCaCZ12ralc3/DIpBQ29yweCbUkc9qiHKAOIbnvAxoroHWmBId
94LrJCggfMQTuNIQszJiVVsYIfZ+utlDp2QwfdDv7B0JkwTBjdwRSfotEbcSR 18n
BNXYHqxuoNMmgbS3KjCLXcHO6XIN8t+Uk{P89hvIt/fluJ+s/VISVZWK4tAWVR 7wl
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QngCKRIW6FYpzeyNBctiJ07wO+Wt4e3Kh[jJDYVAOhFixWcVGDf2ro6QW5BYbgGOK
DkHb/gdr/bcdLBKN/PtSJ+prSrpBSaA 6rJX8D9UmthqqN/3f+sS1fM4qWORIc6G2
gAcg7AJEQ/0do512vAI8p8idOg/Wv1017mavzLpcue05cwMCX9fKxKZZ/+7Pk19Y
ZrXS6uMn/CGnViptnOw+uJ11Rj 1 oulk+/ZyPtBvFHUKFRnhoW;j5SMFyds2laatyl
47N2ViaZBxhU3GICaH+30+8rs9Kkz9tBZDSnEJVZA6yxaNCVP1bRUO20G30RTmSx
8iLBjN+BXggxMmG8ssHisgw=

MIIFgDCCA5CgAwWIBAgIBBDANBgkqhkiGI9w0OBAQsFADBwMQswCQYDVQQGEwJVUzEL
MAKGA1UECAWCQOEXxDDAKBgNVBAcMA INKQZEOMAwWGA IUECgwFQ21zY28xDTALBgNV
BAsMBFNUQIUxCzAJBgNVBAMMAKNBMRowGAYJKo0ZIhveNAQkBFgtzc3BAc3NwLmSI1
dDAeFwOXxN]EyMTUyMTMONTRaFwOyNjEyMTMyMTMONTRaMHwxCzAJBgNVBAYTAIVT
MQswCQYDVQQIDAIDQTEPMAOGA1UECgwGbmV3c3RnMRAWDgYDVQQLDAduZXdzdGJ1
MRMwEQYDVQQDDAppbnRlIcmOxLWNhMSgwlJgYJKoZIhveNAQkBFhlpbnRlcm0xLWNh
QGludGVybTEtY2EubmVOMIICIjANBgkqhkiGO9wOBAQEFAAOCAg8AMIICCgKCAgEA
wLpNnyExS14P8uDoWKWF31ZsegjhLANsodxuAUmhmwKekd0OpZZxHMw1wSO4IBXS5
4itJSOxyXFzPmeptG30OXvNqCcsT+4BX13DoGgPMULccc4NesHeg2z8+q3SPA6uZh

ise WNvK nUjixbQEBtcrWBiSKnZuOz1cpuBn34gtgeFFoCEXN+EZVpPESiancDVh
8pCPlipc/08ZJ309GW2j0eHIN84sgulEDL812ROejQvpmfqGUql1stkITuh+wB+V
VRhUBVG7pV5716DHeeRp6cDMLXaM3iMTelhdShyo5Y UaRJIMak/t8kCqhtGX fuLLll
E2AkxKXeeveRIn6cpQdSJiNzCT/tIIQL/T/CCgMICRXLFpLCS905S502B6QFgcTZ
yKR6hsmwe22wpK8QI7/50 WNX1olb96hHJ7RPbG7RX YqmcLiXY/d2j9/RuNoPJawl
hLkfholdPA28xInfIB1azCmMmdPcBO6¢cbUQFCj5hSmk3StVQK gICjaujz55STGGd1
GjnxDMX9twwz7Ee51895Xmtr24qqaCXJoW/dPhcIIXRAJPMsTJ4yPGOBieuRwdOp
i8w/rFwbHzv4C9Fthw 1JrRxH 1yeHJHrL1ZgJ5txSaVUIgrgVCJaf6/jrRRWoRJwt
AzvnzYql2dZPCcEAY gP7JcaQpvdpuDgq++NgBtygigECAWEAAaNBMDS8wDAYDVROT
BAUwWAWEB/zAvBgNVHRS8EKDAmMMCSgIqAghh50dHRwOi8vMTkyLjE20C40L;jI5L21u
dGVybS5jcmwwDQYJIKoZIhveNAQELBQADggIBAG/XujJh5GSUWo+cwTSitAezWbJA
h1dAiXZ/OYWZSxkFRIiIErKdupLqLOThjnX/WRFfEXbrBQwm5SkWAUUDr97D1Uz+2A
8LCSI8BSWKXmyf0jUtsnEQbDZb330VL7yXJk/A0SFOjihpPheMA+YRazal T9xj9KH
PE7nHCIMbb2ptrHUyvBrKSYrSeEqOpQU2+otnFyV3rS9aelgVjuaWyaWOc31Z10i
CC2tJvY3NnM56j5iesxUCeY/SZ2/ECXN7RRBVILHmMA3gFKmWf3xeNiKkxmJCxOaa
UWPC1x2V6618DG9uUzIWyd7902dyS52aAphAHC6hqlzb6v+gw1Tld7UxaqVd8CDSW
ATjNs+ifkJSThSERxHjgcurZXOpR+NWpwF+UDzbMXxx+KAAXCI61tCd8Pb3wOUC3
PKvwEXalcCcxGx71eRLpWPZFyE0i4N2NGE9OXRjzOK/KERZgNhsIW3bQMjcw3aX6
OXskEuKgsayctnWyxVqNnqvpuz06kqyubh4+ZgGKZ5LNEXYmGNz30ED1rUN636Tw
SjGAPHgeROzyTFDixCei6aRO1GdP/Hwvb0/+uThle89g8WZ0dj TKFUM8uBO3{+II
/cbuyBO1+JrDMq8NkAjxK1JIp1c3WbfCue/qewtcfUBY Z4i53a56UNFSEfOrpy/8
B/+07Me/p2y9Luga

ENDOFBUF

ATv TN GEHEBATEREZRLET,
show certreq
1 :

Firepower-chassis# /security/keyring # show certreq
Certificate request subject name: SSP

Certificate request ip address: 192.168.0.111
Certificate request FI A ip address: 0.0.0.0
Certificate request FI B ip address: 0.0.0.0
Certificate request e-mail name:

Certificate request ipv6 address: ::

Certificate request FI A ipv6 address: ::

Certificate request FI B ipv6 address: ::

Cisco Secure FXOS Firepower 4100/9300213CLI 3> J s ¥aL—2a > A4 K .



t¥a) T REER |
B rsecctx27 FrriomE

Certificate request country name: US

State, province or county (full name): CA
Locality name (eg, city): SJC

Organisation name (eg, company): Cisco
Organisational Unit Name (eg, section): Sec
DNS name (subject alternative name):

O0I

MIICwTCCAakCAQAwWVTELMAKGA ITUEBhMCVVMxCzAJBgNVBAgMAKNBMQwwCgYDVQQH
DANTSKkMxDjAMBgNVBAoMBUNpc2NvMQOwCwYDVQQLDARTVEIVMQwwCgYDVQQDDANT
U1AwggEiMAOGCSqGSIb3DQEBAQUAA4IBDwAwggEK AoIBAQDq292Rg3t0laoxPbfE
p/ITKr6rxFhPqSSbtm6sXer//VZFiDTWODockDItuf4Kja215mISORyvEY VeRgAs
wbN459wmO0BASd8xCjlhsuHDV7yHu539BnvRW6Q20+gHeSRwckqjCIK/tsIxsPkV0

60duzZY Xk2bnsLWs6tNk3uzOIT2QO0FcZ1ET66C8fyyKWTrmvceZjDjkMm2nDFsPIX9
39TYPItDKJE3PocqyaCqmT4uobOuvQeLJh/efkBvwhb4BF8vwzRpHWTdjjUSYnR1
qiR4q7j1RmzVFxCDY3IVP/KDB0aSNyCLEUZECP5QCQFDzIRETZwVOKtxUVGONIjd
K5TxAgMBAAGgJzA1BgkqhkiGO9wOBCQ4xGDAWMBQGA 1TUdEQQNMAuCA INTUICEwK gA
1jANBgkqhkiGO9w0OBAQsFAAOCAQEARtRBoInxXkBYNIVeEoFCgKttu3+Hc7UdyoRM
2L.2pjx50HbQICC+8NRVRM Yuj Tnp67BWuUZZ103dGP4/1bN6bCIP3CvkZdKUsSIKNO
m1Ye9dgz7MO/KEcosarmoMI9WBSLIweVdt6ycSdJzs9shOxwT6 TAZPwL.7gq/1ShF
RIh6sq5WIp6EO0S] YefK62E7MatRjDjS8DXo0xj6gfn9DgK 151VpkK2QqT5rneSGj+
R+20TcUnTOh/S5K/bySEM/3U1gFxQCOzbzPuHkj28kXAVcezmTxXEKJBFLVduWNo6
DT3u0xImiPR1sqW 1jpMwbhC+ZGDtvgKjKHToagup9+8RIIMcBQ==

RATvTFT22 1PSec E— KNIZAV ET,
scope ipsec

ATYTB v iRV ERELET,
set log-level log_level

ATy T2 TPSec i AERLL, AILET,
enter connection connection_name

ATYT2B IPSecE— & bR v 7 EIMMBEEDTZDITRE L E T,
set mode tunnel_or_transport
ATy T2 v—A)LIPT FLAZRELET,
set local-addr ip_address
AFyFT2l VE—FIPT RLAZRELET,
set remote-addr ip_address
ATv7T28 FopLE—FREEHALCNSHEE, VE—RMY 732y hERELET,
set remote-subnet ip/mask
ATv7T29 (LR VE—FIDEXRELET,

set remote-ike-ident remote_identity_name

ATV T30 =V THREFRELET,
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ATy T3

ATv T3

ATv 733

ATy T3

ATv T3

AT v 736

ATv T3

AT v 738

ATy 739

FSR MRS rDRET 1 v CRLOBE |

set keyring-name name
fEE) ¥—V 7 AU —RERELET,

set keyring-passwd passphrase
(fEE) IKE-SA DA 2 /3 AL TR E L £97

set ike-rekey-time minutes

minutes fEIZ 1%, 60 ~ 1440 DHIPANDEE DB AR ETE £7,
(EE) O SA DA BB Z /3 BAL (30 ~ 480 77) TREL X7,

set esp-rekey-time minutes

minutes fEIZ 13, 30 ~ 480 DHFIPAN DIEZ D 2 E TS £,
(EE) PIHERTICEITT O/ RE— T ADFE S EHRELET,

set keyringtries retry _number

retry_number {121, 1 ~ 5 OFHDLE OB B AR ETE £7,
(fER) REAERZY A Ma&x, AEITEDICLET,

set revoke-policy { relaxed | strict }

Bz AN LEd,

set admin-state enable

Pz Ve —RNLET,

reload-conns

VAT AITRTOEREFIE L, Vr— RLET, T XTOEROFMLIAITINET,
(FEE) MEDO P T A MRA v M4 % IPsec (IZEML £,

create authority trustpoint_name

IKE f5¢ & SA B&foi & DD, ki3 2 W55 % — R O ] 2 5E L £ 47
set sa-strength-enforcement yes or_no

SR MRAMDRART 4 v CRLOETE

K U-FEAEIL, GEBRELRZNY A b (CRL) CTHREEINET, 7794 T TV r—3
Vi, CRLEFEA L TY— OBt HRLET, V=77V r— 9 I FCRLEFEAL
T, BEEINGL o200 AT N T TV r—2ainbD7T 7 v ABERZF A £ 7213w
LET,
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&

ATy T2

ATvT3

ATvT4

ATy TH

ATvT6

AEBAELLNY 2 & (CRL) 1584 H L C. Firepower 4100/9300 3 ¥ — 3 H &7 ZEMA & & MGk
#éio_ﬁﬁféiﬁo_®f7/a/m VAT LDATL T TAT VT RESDUENLE
BT 572D ENDEHO 1 DT, FMIZONWTIE, Bx =2 U7 ¢ BEER (91 ~—
V) BERLTLITES N,

CRLIEM AN L CETREAEZMGES 51213, ROFIHEZFTLET,

FIE

FXOSCLI 226, EFX =2 U7 4 £— RIZAD £7,

scope security

FZARKRA L b E—FRIZAY FET,

scope trustpoint trustname

BOELE— RIZAD £7,

scope revoke

CRL77ANV&EZ T a—RKLET,

import crl protocol://user_id@CA _or_CRL_issuer_|P/tmp/DoDCA1CRL1.crl

GE) DER JERXO#H) CRL IZ FXOS TiEVAR—FrENTWERA, KO~ RafiH
L T. DERERD CRL 7 7 A /L% PEM e RUCEHT A LER N H Y £,

openssl crl -in filename.crl -inform DER -outform PEM -out crl.pem

(f£&) CRLIEHRDA v R—F 7ot ADAT—F A2 FRLET,
show import-task detail
CRL FH D, FEAFERVIEL FIEERELE T,

set certrevokemethod {crl}

REBAZEENU R RDF v IO T

FFAAELY A b (CRL) Fx= v 7 F— F%&, IPSec. HTTPS B L Ut = 772 LDAP ##: T
R E TR MmICER I E TE £,

FXOS %, @72 CRLIEMZ ~TH A4+ v 7 GEAXT 4 v 7)) CRLIEHZ, X.500 GEH &
D CDPIHFHMNHINELET, VAT LAFHICL-TAZXT v 7 CRLIEWAEFEHTHE 7

g— RFLET, ZOFEHRIZ. FXOS > AF ADu—H 7 CRLIERZ R LET, FXOS T,

XA F X v CRLIEHITGEN ET = — N CHBIE B OFEEIC R L COARLIE S E T,

AZT 4 w7 CRLIZ, ©7 OfEHETF = — U 2RIZEH S ET,
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gwEEpy R roFzvsiconT ]

t % 2 772 IPSec, LDAP 3 X UVHTTPS ki DFFHERLZIOF = v 7 #Gh 213 Bhc4 2
FNEIZOWTIE, TIPSec BXF =27 T v RAVOEE] . [LDAP 7u A X —D1EK] . B&
O THTTPS OFEE] 2R LT E &,

\}

GE)

AEAEROT = v 7 F— RPBEIKICEESNTWAEE, A¥T v 7 CRLIZETAE
HEF =—2DLARIL EDEEIZOAREAINET (728 212, ETFHEF = —
NI — R CAHFBHEB LU —F CAICK s TEBL SN ETIHHEOLNEEFNL TN
HLE),

IPSec 2% L CAX T 1 27 CRL Zi%XE L CT\WAA . [Authority Key Identifier (authkey)]
74—V RIFA VR R ENZ CRL 7 7 A MICHFEL TV D RERSH Y £4, £9H Th
WA, IPSec XN Y L W2 LET,

AHT 47 CRLIZ, FWURITTNLDZAF I v 7 CRL XS Ed, FXOS T
VT EFAEAEET S & X2, M URITEDOER R REFEHD) AXT (27 CRLM
L, T EEHED CDP IXER I E T,

s ROV FVATIE, T 74V hTEi#7e CRL = v 7 WHNZ /2> TWET,

e HT LSAER LT % 2772 LDAP 7' A H—85fe. IPSec #:ft. 7137 947~
MAEAETZ Y

e HTLEBIL7ZFX0S v v —v <X — % (FXOS23.1.x LD MBIt/ N—2 3
TR

WOFRIT, FEAERDY A bOF = v 7 OFGE & FEPEORFEIZIS Ul O R 28 LT
i‘a_o

RI:EHE (O—DILRFT4 99 CRLIEL) ITERELAAERHNOF VY E—F

A—AJIL X2 T 1 v7% |LDAP &t IPSec &5 9547 MIBREDR
CRL% L s
ETREET = — O | SERRGEET = — v | BRI ET = — | ERRGEET = —
Frvs BT T PLETT BT T

T HEHET = — O | ERRAHET = — | BRI ET = — | BRI E T = —
CDP DF = v/ BLET BDLET BLET

VT RFAEF = —2 D | O N/A o

JL— Tk CA iFBHED

CDPF = v/

VT REHET = — D | B R (syslog | HEREIZ R (syslog | BEEICZRAL (syslog
SEERIEO TN A v E—UH D) AvE—UHY) AvE—UHY)
DRI
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B avzsnuzrorzvsiconT

t¥ayFoBEER |

A—AINRET4vY
CRL7 L

LDAP 5%

IPSec H#5

954 7F7 2 MEEAER
Al

VT iFHESF = — D
WD) UT-EE
BE

el R (syslog
AvE—=TH0)

el R (syslog
AvE—=TH0)

el R (syslog
AvE—=TH0)

v iFHEF = — T

EfelZ R (syslog

BT RERIE  BEREC K

EfelZ R (syslog

COPRIORELTW|AvE—UHD) B (syslog A vE—V | AvE—THD)
% HV)

FRE CA : Bl B
HNR B4t & B 7 5 | B2 T Btk Th BRI (syslog

AEF—2D1OD
CDP CRL #3Z2 9

Aot—=UHY)

T REHETF = — 2D
CDPRX 7 ma— KT
xFEHA

e (2RI (syslog
AvE—=THV)

VT REAE - BRIk
B (syslog A v E&—
HY)

HiE CA Bl R

e (2RI (syslog
AvE—=THV)

ZEAAEIZ CDP 1B Y
E£972. CDPH— N
A LTWET

Pefgtl 2 I (syslog
AvE—UHY)

v REE - Btk
B (syslog A v&—
HY)

i CA - B IT IR

Pefgil 2 B (syslog
AvE—UHY)

SEFAEIZ CDP ¥ &

BEfoelZ R (syslog

VT RERE - SRk

BEfoelZ R (syslog

D, = ET v 7L | AvE=TUHD) J (syslog A v =Y | AvE—VH0)
THkY. CRL X CDP HY)
2 905, CRLIZ -
o s i CA : BT RER
S AN S " .
F10: 5 (O—HILRET4v9 CRLHY) [RELIIABEPDOFvY E—F
A—AJ) X2 T 1% CRL & | LDAP $&#5; IPSec 4%
Y
ET7HEAEF = — L DOF =y | BERAPAETF = — U NUNE | R ETF = — NN E
7 T <
BT ET = — 2 D CDP D | 52870 3EHETF « — L S BE | 52 272 3FH RS « — L N 8
Fxvw o <7 <
7 IFAEF = —2 DL — K |0 N/A

CAGFBAED CDP F = v 7
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gmEsnUR toFzvsizonT ||

O—AhIL RE2FT 499 CRLH
v

LDAP 5

IPSec {5k

T REHET = — OFERE | BRI RAL (syslog A v — | HEGEIZHAL (syslog A v &—
FRAED T D I TH0) H0)
ETREHET == OWTh | BRI (syslog A v — | HHEIC KM (syslog A v E—
DI U T FiFRA ) Hv)

v 7 AEES = — 2 T CDP 2 | Bl ik th S vANds e

1 O2KRELTWS (GEFAE
Fr—2 LULIT 1)

ETIHEF 2 — D 1 50 | BEEICRD Bl 12D
CDP CRL 2378 ¢ (GERAE

Fr—2 DL LT 1)

U7 AEAESF = — 0 CDP % |0 5h R i

Foyra— RKRTxFEHA GE
HEFz—rDL~ULT 1)

FAFFAEIC CDP 286 V) 9778,
CDP #r— 3 F 7 LTE
T GEHEF =—2 DL~
=)

AEBAEICCDP 23 0, H—X
X7 7L TED, CRLA
CDPZ&H D £9°7%, CRLIZHE
HieBLBHY £ GEPE
Fz—rDL~ULiT 1)

ETEHFAEF = — DL~
N1 EVELSRoTWET

PEigel 2 B (syslog A v & —
THY)

CDP LiAEDLHTHEHAT S
L. BRI LET

CDP 27T, Bl kB%
L. syslog # vE—TRFRS
nE4

RNMAEM (O—HILRET49P CRLIEL) ITERELAEAEXRDOF Vv E—F

A—AhI X2 T4y |LDAP & IPSec &5 9547 FEEBAER
CRL7Z L £
ETREAET = — O | R R ET = — | BRI ET = — | B R T = —
Tz

VT REAETF = — N | BRI ET = — | B ET = — v | e R ET = —
D CDP DF =7
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t¥a) T REER |

A—hILRAZ T« % |LDAP ik IPSec 1 D547 FERAERSR
CRL7A L HI

VT REAET = — o |0 N/A o

JL— |k CAGEHFED

CDP F = v 7

T REHET = — D | IR (syslog | ARSI (syslog | BEEIZ SR (syslog
AEHERFEOWT N | A vE—VH D) AotE—=UHD) AvE—THY)
DI

ETREAET = — O IR (syslog | BEEIZ KRR (syslog | #EEIZBL (syslog
WTNDDEB LTZFE| A v 2=V H D) AoE—=UHD) AoE—=UHD)
&

BT REHET = — T | HE I A Tl Z B Bt Il R (syslog

CDP 73 1 DR¥% LT
%)

AvT—UH0)

BahieB A X BT RE
HEFz—2 D 12D
CDP CRL 2822 ¢4

ETREHET = — D
CDPZ V> m— KT
TEHA

SEHHZEIC CDP 135 Y
F£9 23, CDP ¥ — 1IN
A LTWET

AEBEIC CDP 23 d

D, $—IxT7 v 7L
TEY. CRL 7 CDP
WZH Y E£9 25, CRLIC
N2 BLNHY £

RI12:EM (O—HILRAET4v Y CRLHY) ITHRELEEHERDIOF VY E—F

O—%JL A% 5 1 % CRL % | LDAP f&#5 IPSec it

Y

ETHBAEF = — L DF = v | EeR I EHEF - — TR ET = —
7

U7 R ET = — 2 ND CDP | B/ iEET = — SERIMGEHET = —
DF v
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CRLEfAXo>O0—FD

VAT A%, CRLZTEHICKY 7> r— RLT,

crLegiryvo—rozz [

O—AhJ)L A2 T 4% CRL & | LDAP 145k IPSec {5k
v
ETIHEF > DL— b |0 N/A

CA GEBED CDP F = v 7

T REAET = — v DR EF

Pefgtl 2 B (syslog A v & —

Bl BT (syslog A v &—v

FRREDUNT D K TH0) HY)
ETREHETF = — OV | BRI R (syslog A v — | BHGHI L (syslog A v —
MO LT FEHE ChH) HV)

7 EHEBEF = — 2 T CDP 2 | #5512 kD) BRI AL

1 O2KRELTWS GEAE
Fr—r LULIT 1)

ETEFAEF = —2 D 1 DD
CDP CRL 7822 ¢4 (GEHHE
Fr—r DL~ 1)

T EFHEF = — 2 D CDP %
Aoyron—RcxEdA G
HEFz—2 DL ~ULT 1)

25 S|

25 S )]

AEFAEIZCDP A3 H D 923, | BRIk BEE I Z )
CDP r— X7 LTWE

T GEEF = —r D L1

1)

AEFAEIZCDP 23 0 H— N | B I Ak BRI )

127 7L TED, CRLA
CDPZ&H ) £9°7%, CRLIZHE
NBLNHY £ GEIE
Frz—rDL~YLT 1)

ETIFAEF = — D L
N1 EVELoTVET

Peigil 2 B (syslog A v & —
TH)

CDP L #iAGLETHAT S
L BERIOERPILET

CDP 2721 AU, Bkl K
L. syslog # vE—URFERS
nET

=L

ax AE

AERAE O

LRI LD ICRETEET,

SFICH LUWCRL & 1 ~ 24 BFf 2
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IOMREL LB, ROT R haLe o E—T oA REHATEET,
* FTP
* SCP
* SFTP
» TFTP
- USB

A\

GE) *SCEP BLWNOCSP iZVAR—FENFEHA,
eCRL ZLICHRETEXADIX1I DOEMF Y0 — FOHKLTT,
e FTAFRA LV T LIV R—=FENDDIL1 DD CRL T,

)

G¥) HIMT 1 MR COAZRETE ET,

CRL EMIZ D om— RERET HI2IE, ROFIEZETLET,

1R BRI

Firepower 4100/9300 * ¥ — 28, E7iEHEL (CRL) fHF@AMH L THRIET 2 L ) ITRES
NTWHZ AR LET, FMIONTIX, FFAMKRA Y NDOAFZT v 7 CRL DFKIE
(99 ~—2) ML T ZIV,

FIE

RATwF1 FXOSCLInH, EF =2 U7 1 E— RIZAY 7,
scope security
ATYvFT2 FTANKRA U E—RIZADET,
scope trustpoint
RAT9T3 WVBELE—RIZAY £7,
scope revoke
ATy T4 MUIELEREERELET,
sh config
ATY TS BERELRELET,
i
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ATvT6

ATy 717

ar x— vy v ramEonE [

set certrevokemethod crl

set crl-poll-filename rootCA.crl
set crl-poll-path /users/myname
set crl-poll-period 1

set crl-poll-port 0

set crl-poll-protocol scp

! set crl-poll-pwd

set crl-poll-server 182.23.33.113
set crl-poll-user myname

REZ 7 ANEKT LET,
exit
(fEE) BHILWCRLEZX U mn— LT, HILLWREEZT A FLET,
i
Firepower-chassis /security/trustpoint/revoke # sh import-task
Import task:
File Name Protocol Server 000 Userid 00

rootCA.crl Scp  182.23.33.113 0 MyName TJDownloading[’

LDAP +— ') U JEIRAEDETE

Firepower 4100/9300 v —< L CTLS a4 VAR — 45, X 2T R LDAP 7 7147 |k
F— VT EEZRETEET, TOFTva i, VATLOAEY I ATV TRE
~OHEPLE TG T AT DICER SN D 1O TT, FMCHOWTIE, B =2 U T ¢ 3R UL
(91 ~—=2) ZZMLTIZSV,

\}

B ax=r 7947 V7 = FRE2EMNTTHHAEIL. SSLBFII/R> TWARENRH Y £,

ATvT1

IHIx— Y U THEHERERT D012, V—DNSIEREHEHTHISLENH Y £,

SSL % LDAP H— " = MUK LCTHENCT B &, RO REHIY— U o T EHRBZR
INTHERINET,

LDAP V— 3 E#fi%, % =27 LDAP ##¢ (SSLMEFHAIRE) A, CCE— KD DNS F#HRTH
DHLENRH Y F7,

FIE

FXOSCLI 2286, X =2V T 1 T— RICAD £,
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Z
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ATvT2
ATvT3
ATy T4

ATy T5

172

scope security

LDAP E— FIZAY 77,
scope Idap

LDAP —/NE— RIZAD £,
enter server {server_ip|server_dns}
LDAP ¥— Vv 7 HRELET,
set keyring keyring_name
REX2Iy FLET,

commit-buffer

t¥a) T REER |

M EEEASFREED A RIE

HTTPS 77 B AD 2 —HF %3R5 729

2. VAT AT FAT v NEFHES LDAP & —f%

;ﬁ%éﬁé LN TEET, Firepower 4100/9300 > v — L COT 7 4 /L h OFRFEREIL.

FREN— R T,

)

GE)  FFAESRGENEZDI TH LS. ZHUT HTTPS ICFHF A STV A ME—DFRIFER T,
FEAELIMAIL, FX0S2.1.1 VUV —2AD 7 T A4 7 v FMEAERIFERE CIEA—FSh T

ATy I

ATy T2

FHA,

ZOBREEENT IR, 7 T4 T FEEHENROEM 2T L T DBERH Y 3,
o —WHNXS09 JEME [T T =7 MUE4A « BT A —/L (Subject Alternative Name - Email) ]

WCEENTWDIRERDHY £,

STy M EIT, FOIEHEL Z—SNAL P LD RTF A RRA L MLV HR—F L
TWAIL— K CAIZLDBAINTWALENRHD F7°,

FIE

FXOSCLI 725, —FE R E— FIZAD ET,

scope system

scope services

(UEE) HTTPS:iED AT a & FRLET,

set https auth-type
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Firepower-chassis /system/services # set https auth-type

cert-auth Client certificate based authentication
cred-auth Credential based authentication

HTTPS §8iE% 7 74 7 v hR_R—RIZEE L ET,
set https auth-type cert-auth
REZAI Y PLET,

commit-buffer

93547 v A

e+

roamt [
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11l

VAT LEH

cEHBLIP T RLADERE (111 ~—)

T TN r—a VEFLIP OAF (113 X—)

* Firepower 4100/9300 > ¥ — 4 OZEH (116 ~—)
e N7 AFMIDFEAEDA A h—b (117 X—)
cFEHEOEFOAHBIA AR—F (123 =)

e U A VRN (125 X—Y)

* Firepower 4100/9300 > ¥ — OfFELE) (128 X—2)
« Firepower 4100/9300 ¥ ¥ — > DEPRA 7 (129 X—)
o LIGHAIREDT 7 4V FEREDE L (129 <X—2)

« VAT A aAUR—F 2 hOREREE (130 =)
e n/r—% LED AWt (132 ~—2)

EEIP7KLADEE

18 H B HEIIC
FXOS CLI 7> Firepower 4100/9300 > ¥ —> OEFHIP 7 RLAZ AT TE £,

)

GE) BHIPTRFLAZEFELEH, ILWT FLAZFEHALT vy —r 32—V % £721% FXOS
CLI ~Ok BT A 0LENH D 77,

FIE

AT v 1 FXOSCLLIZ#HfE LET (FXOSCLI~DT 7 EA (21 =) #ZM) |
ATV T2 IPVAERIP 7 FLAZRET HI21E, ROFIEEZFEITLET,
a) fabric-interconnecta D A 2 — 7" ZFHE L £ 7,

Firepower-chassis# scope fabric-interconnect a
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ATvT3

DZSN & |

b) BUEOEBIP 7 RLAZFRT HIZIE, kOoa~v REAHLET,

Firepower-chassis /fabric-interconnect # show

) WDavwry REANLT, HILWEEIPT RLALF— U= 2HELET,

Firepower-chassis /fabric-interconnect # set out-of-band ip ip_address netmask network_mask gw
gateway ip_address

d) FFUP I arEVATAREICI v FLET,

Firepower-chassis /fabric-interconnect* # commit-buffer

IPv6 EELIP 7 N L A &R ET HI121E, ROFIRZETLET,
a) fabric-interconnecta D A 22— 7% FHE L £ 7,
Firepower-chassis# scope fabric-interconnect a
b) EFHLIPV6 REDAaA—T%2HE L ET,
Firepower-chassis /fabric-interconnect # scope ipv6-config
¢) BUEDEHEIPV6 7 RL A EZFRIRT HITIE, kDa~vr REATILET,

Firepower-chassis /fabric-interconnect/ipv6-config # show ipv6-if

d kOa~vry REANLT, HILWEBEIP Y FLALE S — b= 2R ELET,

Firepower-chassis /fabric-interconnect/ipv6-config # set out-of-band ipv6 ipv6_addressipv6-prefix
prefix_length ipv6-gw gateway address

(GE) T —TDIPv6 EET KL AL LTHR—FEINDHDIL, IPv6 /11— 3L
=F ¥ AT RLADHTT,

e) hI7o Vv avmw AT ARTEICaIy hLET,

Firepower-chassis /fabric-interconnect/ipv6-config* # commit-buffer

451
WOHITIE, IPVAFHA L —T oA AL~ T2 EHELET,

Firepower-chassis# scope fabric-interconnect a
Firepower-chassis /fabric-interconnect # show

Fabric Interconnect:
ID OOB IP Addr OOB Gateway OOB Netmask OOB IPv6 Address OOB IPv6 Gateway
Prefix Operability

A 192.0.2.112 192.0.2.1 255.255.255.0

64 Operable
Firepower-chassis /fabric-interconnect # set out-of-band ip 192.0.2.111 netmask
255.255.255.0 gw 192.0.2.1
Warning: When committed, this change may disconnect the current CLI session

. Cisco Secure FX0S Firepower 4100/93002.13CLI 2> 7 s ¥a L— 3> A4 K



| vz27LE8
7Iusr—vareErozE |

Firepower-chassis /fabric-interconnect* #commit-buffer
Firepower-chassis /fabric-interconnect #

WOFTIE, IPv6 BHA L X —T oA A= T A ZRTELET,

Firepower-chassis# scope fabric-interconnect a
Firepower-chassis /fabric-interconnect # scope ipv6-config
Firepower-chassis /fabric-interconnect/ipv6-config # show ipv6-if

Management IPv6 Interface:
IPv6 Address Prefix IPv6 Gateway

2001::8998 64 2001::1
Firepower-chassis /fabric-interconnect/ipvé6-config # set out-of-band ipvé6 2001::8999
ipvé6e-prefix 64 ipvée-gw 2001::1
Firepower—-chassis /fabric-interconnect/ipvé6-config* # commit-buffer
Firepower-chassis /fabric-interconnect/ipv6-config #

T7IUr— 3 0 EBIPOEE

FXOS CLI 7> Firepower 4100/9300 > ¥ — e SN2 T 7V r—2 a VOFERIP 7 RLA
AR CTEET, TODIIE, FTFXOS 77 v N7 4—A LV TIPEREEE L, K
W7 TV = ay LV T IPHEREEE T HMNERS Y 7,

)

GE) 77V —valEBHIPEETTLE, Y= RAOFEREAELET,

FIE

ATwF1 FXOSCLIIZH#HE LET, (FXOSCLI~DT 7R (21 *—v) &Z5H)
ATy T2 @HEZGRET A AT LET,
scope ssa
scope logical-device logical_device_name
AT9 73 ®HEEHT—NA R T v 7ICL, HILWEHET—FNANT oI RIRA—HEFZELET, &
AMTEVWRH D Z LIZEELTIIZEN,
ASA FRERT NA ADALZ o RT 1 DREEDYGE
a) BT NAADT— AT v FITAY ET,
scope mgmt-bootstrap asa
b) Ary FZIPE—FRICZLET,

scope ipv4_or_6 slot_number default

c) (IPv4DH) HLWIP T RLAZRELET,
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set ip ipv4_address mask network mask
d)  APv6 DFH) HLWIP T FLAZRELET,
set ip ipv6_address prefix-length prefix_length_number
e) V= hUxA T RLRAEZRELET,
set gateway gateway _ip_address
) REXZaIy FLET,
commit-buffer
ASA GRELT N AD T T A B E DG

a) JITAXEHRT—RARNT v TIZAD ET,
scope cluster-bootstrap asa

b) (Pv4 OH) FHULVMRARIP 2% E L £,
set virtual ipv4 ip_address mask network_mask
c) (IPv6 D&) HLWMRARIP ZREL X7,
set virtual ipv6 ipv6_address prefix-length prefix_length_number
d) HLWIP 7—LZRELET,
set ip pool start_ipend_ip
e) Y—hUx=A 7T RLVAZRELET,
set gateway gateway ip_address
) FEEXaAIvILET,
commit-buffer
BT DB DA X RT a U BEB IO 7 AXFEDEE,
a) BT NNA ADT— R ARNT v TIZAD £,
scope mgmt-bootstrap ftd
b) Arv F&EIPE—RIZLET,
scope ipv4_or_6 slot_number firepower
¢c) (IPv4d DH) HLWIPT RLAZRELET,
set ip ipv4_address mask network mask
d) (Pv6 D#H) HLWIPT RLAZRELET,
set ip ipv6_address prefix-length prefix_length_number
e) F—hUxA T RLVAZEELET,
set gateway gateway ip_address

n WEEZ=IvFLET,
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RTv74

ATy TH

ATvT6

7Iusr—vareErozE |

commit-buffer

GE) 7 T AR BEDYA . Firepower 4100/9300 ¥ v — V2L ST WD T 7Y Fr—
YarZEIZHLWIP Y FLAZRET DMLENDHY FT, v —UHr T AH
FIRFHAREDOL S, WOy ¥ —>TT 7V r—va v JEIlInNbDAT v
TR IR EN DY £,

THVr—vary Il EICERT— AN T SERE VT LET,

a) HiPH%A ssa E— NIZLET,

scope ssa
b) #iPHAE AT Y MILET,
scope slot slot_number

) ®MAET IV r—yar A AX R LET,

scope app-instance asa_or_ftd

d) BEHIT—-INA N7y 7EREZ VT LET,

clear-mgmt-bootstrap

e) WELHMEELET,

commit-buffer

TV —va rwEmHILET,

disable

commit-buffer

G¥) 7 T AR EREDEEE . Firepower 4100/9300 3 v — R SN TNDET 7Y or—
aryIZEIlEBT - NA NIy RE VT L, BN TARNERDH Y T,
V=V T AZETITHAREDE S, MOy —TT ) =g
LICZNBDRT v T a0 KT LENH Y £,

TV = aryPNAETTA T, Ay NRFEL VT U lholcb Xz, 77V r—
varEREANIILET,
a) #iPH% ssaE— FIZIRL £,
scope ssa
b) FPHEZ AT Y MILET,
scope slot slot_number
¢) #HEZT SV r—vary AL AX A LET,
scope app-instance asa_or_ftd
d 77V r—varEaMILET,

enable
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e) REZMELET,
commit-buffer
GE) I TARBREDLE, ZHHDAT v 70K LT, Firepower4100/9300 > % —
VN SN TWAET 7 r—y a VAFERNCLET, Yy —VB7 T A
FIIXHAREDH A, MDY= TT AV r—var ZJEICZRBDART
TEARD KT MEN DY T,

Firepower 4100/9300 > ¥ — > 2 DEE

Firepower 4100/9300 ¥ — A H T 544 Hi% FXOSCLI b AEHET5H Z LN TEET,

FIE

ATwT1 FXOSCLIIZHHE LET (FXOSCLI~DT 7k A (21 *—Y) &Z5M]) .
ATFY T2 VAT A ET—RIAYET,
Firepower-chassis-A# scope system
ATv T3 BHEOAHERFLET,
Firepower-chassis-A /system # show
ATV T4 HLUNARTEZHR L ET,
Firepower-chassis-A /system # set name device_name
ATYTS FTUH I v a BV AT AREICTI Yy PLET,

Firepower-chassis-A /fabric-interconnect* # commit-buffer

il
WROBITIE, TAA AL EERLET,

Firepower-chassis-A# scope system

Firepower-chassis-A /system # set name New-name

Warning: System name modification changes FC zone name and redeploys them non-disruptively
Firepower-chassis-A /system* # commit-buffer

Firepower-chassis-A /system # show

Systems:
Name Mode System IP Address System IPv6 Address

New-name Stand Alone 192.168.100.10
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Z>AKID

2Ty I
AT T2

ATvT3

ATvT4

ATy TH

ATvT6

F52 rDERED VR — [

New-name-A /system #

EFRRZEDA VR —JL

IR EHIC, H B4 SSL AEEN Firepower 4100/9300 & v —3 Web 77U r—3 3 T
FERTHTEDICERINET, ZOMAFEZIBCEL THLED, 774 T N7 7 UYNRA
ICEET LI LTSV A, HLWY T4 7 b 77 U T Firepower 4100/9300 > v —
TWeb A U F =T 2 A AHOTT 7 EATHEEIT, 7T UPFIXSSLEELZAr—L T,
L —73 Firepower 4100/9300 > ¥ — 3 (Z7 7 ¥ 2+ HRNCGEHELZ T AND 2 L 2Rk L
F£9, FXOSCLI ZffiH L CREIIEE4 Rk (CSR) %K L. Firepower 4100/9300 > ¥ — 3/
THEHT OMRDOIDIEAEL A A b= T 221X, UTFTOFIRAZFEHTEET, ZDOIDFE
HEICED, 279470 b 770 FIEREZEHL, BERLTWeb A ¥ —7 = A 2%
TELHEIICR ET,

FIE

FXOSCLIIZEFE LFE T, (FEXOSCLI~DOT ZEZA (21 =) %HH) .
X2V T 4 FEa2—EASLET,

scope security

F—U 7 EERLET,

create keyring keyring_name

WMEX—DFET 2T A A XERELET,

set modulus size

REXAIy FLET,

commit-buffer

CSR 7 4 —/V RZRELE T, abWIEL, AL 7T 3 (subject-name 72 &) ZF5E L T4
RTEET, SHIUEET, v 77—k & OFMEZFEAEICHAZIAT Z L3 TE S35
AT arwfEETEET, CSR7 44—V RERET DHHE. VAT AL VEHEFEASRAT —
ROANNDBROHNDZ LITHERE L TLIEIN,

create certreq subject-name subject_name

password

set country country

set state state

set locality locality

set org-name organization_name

set org-unit-name organization_unit_name
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ATvT9

ATy 710

ATy TN

ATvT12

ATy 713

set subject-name subject_name

HEEIIY FLET,

commit-buffer

PAREJRICIRHET D CSR &7 AR —F LET,

FRFEEIX CSR A LT ID GEAE 2B/ L

£,

a) SERRCSREZHRR-LET,
show certreq

b)  [-----BEGIN CERTIFICATE REQUEST-----] 75 [--—--END CERTIFICATE REQUEST----- |
EFCOHNEZat—LET,
1 -

MIIC6zCCAdAMCAQAWdAzELMAkKGA1UEBhMCVVMXEzZARBgNVBAgMCkNhbG1lmb3JuaWEx
ETAPBgNVBACMCEFNhbiBKb3N1IMRYWFAYDVQQOKDA1DaXNjbyBTeXNOZW1 zMQwwCgYD
VQQLDANUQUMxGJAYBgNVBAMMEWZWNDEYMC50ZXNOLmxvY2FsMIIBIjANBgkghkiG
9w0BAQEFAAOCAQS8AMI IBCgKCAQEASOONS5gagkfz2fid4JVEANG+7YGgcHbnUt 7LpV
yMChnKOPJjBwkUMNQAImMQsRQODcbJ232/sK0fMSnyqOL8JzC7itxeVEZRyz7/ax7TW
GNveg/XP+zd03nt4GXM63FsrPcPmA7EwggDSLoShtBEV10hhf4+Nw4pKCZ+eSSkS
JkTB1ZHaKV9bttYg3kf/UEUUgk/EyrVg3B+u2DsooPVqg76mTm8BwYMgHbJEV4Pmu
RIWE88yEVVWH7JTE1j90vxbatjDjVSIJHZBURtCanvyBvGuLP/Q/Nmv3Lo3G9ITbL
L5gIY¥ZVatTxp6HTUezH2MITIz0avU6dltBIrnyxgGth5dPVOdhQIDAQABOC8WLQYJ
KoZIhvcNAQKkOMSAwHjACBgNVHREEFTATghFmcDQOxMjAudGVzdC5sb2NhbDANBgkg
hkiGO9wOBAQsFAAOCAQEAZUfCbwx9vt5aVDcL+tATuUSXxFE3LA310ck6GI1INVEW/ 61
JBNLxusYilrZZcW+CgnvNs4ArgqYGyNVBySOavJO/VvQ1lKfyxxJ10Ikyx3RzEJgKO0
zz2yoyrG+EZXC5ShiraS8HUWVE2wFM2wwiWNtHWtveQy55+/hDPD2Bv8pQ0C22ng31
kLfG1dxWf1xAxLzf5J+AuIQ0CM5HzMOZm8 zREOWT+xHtLSqAqg/aCuomN9/vEwyU
OYfoJMvAQC6AZyUnMfUfCoyulpLwgkxBOgyaRdnea5RhiGjYQ21DXYDJEXp7rCx9
+6bvD11n70JCegHdCWtP75SaNyaBEPkO0365rTckbw==

certreq E— FZ&& T LE T,

exit

F—U T E—FREKRTLET,

exit

FARESR OB T 1 AU - TRERERIC CSR D) Zf2flt UE 97, BRBEIT 2 &, FRE

I Z D CA DREF—Z ML TT VX NVEH SN2 ID

AEAENRSNET,

GE) FXOSIZA v AR— T 25T X TOIDEHEIT, Base64 EAX TR ITNIT D FHA,
EERNLZE L DA EF = — L ORRANRLETHLESIT. FT20%
OpenSSL 72 &' SSL Y — NV Zffi ] L TEHT 2 LR H D £,

IDFEAET = — L ZRFFT2HH N T A FARA U FEERLET,

create trustpoint trustpoint_name

BT DFERIZHE> T, FNE 11 TRAENOZE LI IDREHEF = — 2 AN LET,
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ATV 714

ATv 715

ATv 716

ATV 1

AT 718

ATy 719

F52 rDERED VR — [

G¥) HEEERAEZ T 2R OEAIE. — b & TRIGEAE L 2 A S B LERN
HVET, THXARN T 7ANVT, — MEAEL —FEICX—A ML, ZHUITHWD
TF == NOFEHPMFEAEZ X=X N LET, Z0HE, 73CTOD BEGIN
CERTIFICATE 7 7 2 & END CERTIFICATE 7 T 7/ 2 & Ed, ZOREKDOT F A

NTway %, FTARKRAL NI E—T U RRX—=ZAFLET,

set certchain

1 -

firepower /security/trustpoint* # set certchain
Enter lines one at a time. Enter ENDOFBUF to finish. Press "C to abort.
Trustpoint Certificate Chain:

>MIICDTCCAbOgAWIBAGIQYIutxPDPw6BOp3uKNgJHZDAKBggghk jOPQQODA jBTMRUW
>EwWYKCZImiZPyLGQBGRYFbGYjYWwxGDAWBgoJkiaJk/IsZAEZFghuYWF1c3RpbjEg
>MB4GA1UEAXMXbmFhdXNOaW4 tTkFBVVNUSU4 tUEMtQOEwHhcNMTUwWNzI4MTc1NjU2
>WhcNMjAwNzI4MTgwNjU2WjBTMRUWEWYKCZ ImiZPyLGOBGRYFbG9J YWwxGDAWBgoJ
>kiadk/IsZAEZFghuYWF1c3RpbjEgMB4GA1UEAXMXbmFhdXNOaW4 tTkFBVVNUSU4t
>UEMtQOEWWTATBgcghk jOPQIBBggghk jOPQMBBWNCAASVEA27V1EnqlgMtLkvJ6rx
>GXRpXWIEyuiBM4eQRogZKnkeJUkmlxmgqlubaDHPJ5TMGE£JQYszLBRIJPg+mdrKcD1l
>02kwZzATBgkrBgEEAYI3FAIEBh4EAEMAQTAOBgNVHQ8BAf8EBAMCAYYWDWYDVROT
>AQH/BAUWAWEB/zAdBgNVHQ4EFgQUy InbDHPr FWEEBcbxGSgQW7pOVIKkWEAYJKWYB
>BAGCNxUBBAMCAQAWCGYIKoZIzjOEAWIDSAAWRQIhAP++QJTUmniB/AxPDDN63Lgy
>180dMDoFTkG4p3Tb/2yMAiAtMYhlsv1gCxsQVOw0xZVRugSdoOak6n7wCjTFX9jr
> ==

>ENDOFBUF

wEEaI Y FLET,

commit-buffer

FIARKRA LU P E—FRZRTLET,
exit

F—V 7 = RIZADET,

scope keyring keyring_name

AT v T I3 TIER SN2 b T A R4 > bE&, CSRIZIERR S iz — 1 > 7\ BT £,

set trustpoint trustpoint_name

Y= OEFEAE IDREAEL A R —FLET,

set cert

AR L VRIS N IDIEHEONEEZX—A M LET,
51

Enter lines one at a time. Enter ENDOFBUF to finish. Press "“C to abort.
Keyring certificate:

>MIIE8DCCBJagAwIBAGITRQAAAArehlUWgiTzvgAAAAAACAKBggahk jOPQODABT
>MRUWEWYKCZImiZPyLGQBGRYFbG9jYWwxGDAWBgoJkiaJk/IsZAEZFghuYWF1c3Rp
>bjEgMB4GA1UEAXMXbmFhdXNOaW4 t TkFBVVNUSU4 tUEMtQOEwWHhcNMTYwND I 4MTMw
>OTUOWhcNMTgwNDI4MTMwOTUOWB3MOswCQYDVQQGEwWJVUZETMBEGA1UECBMKQ2F's
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ATy T2

ATFvIT2n

ATvT22

ATvT23

ATy T4

ATv T2

ATy T 26

>aWZvcm5pYTERMASGALUEBXMIU2FuIEpvc2UxFjAUBGNVBAOTDUNPpc2NVIFNSc3R1
>bXMxDDAKBgGNVBASTA1RBQzEaMBgGA1UEAXMRZnNAOMTIwLnR1c3QubG9jYWwwggEi
>MAOGCSQGS Ib3DQEBAQUAA4 IBDWAWGgEKAOIBAQCZQ43mBqCRINZ+LglUQAOb7 tga
>BwdudS3sulXIwKGco4 8mMHCRQw1ADWZCxFANxsnbfb+wrR8xKfKo4vwnMLuUK3F5U
>R1HLPvOrHtYY296D9c/7N3Tee3gZczrcWys9w+YDsTCCoNIuhKGOERXXSGF/j43D
>ikoJdn55JKRIMRMHVkdopX1lu2liDeR/9QRRSCT8TKtWrcH67YOyig9WrvqZObwHBg
>yodskS/g+a5GNYTzzIS9XAfs1MSKP06/Ftq2MONVIkdkFRGOJqge/IG8a4s/9D82a
>/cujcb0hNssvmAhh1lVql PGnodNR7MEYwgjM5q9Tp3WOH2ufL.GAa2H109XR2FAgMB
>AAGjggJYMIICVDACBgNVHREEFTATghFmcDQxMjAudGVzdC5sb2NhbDAdBgNVHQ4E
>FgQU/1WpstiEYExs8D1ZWcuHZwPtu5QwHwYDVROjBBgwFoAUy InbDHPrFWEEBcbx
>GSgQW7pOVIkwgdwGA1lUdHWSB1DCBOTCBzqCBy 6CByIaBxWxkYXA6Ly8vQ049bmFh
>dXNOaW4 tTkFBVVNUSU4 tUEMtQOEsQ04 9bmFhdXNOaW4 tcGMsQ04 9Q0RQLENOPVB1
>YmxpYyUyMEt1leSUyMFNlcnZpY2VzLENOPVNlcnZpY2VzLENOPUNvbmZpZ3VyYXRp
>b24sREMI9bmFhdXNOaW4 sREM9bG9j YWw/Y2VydGlmaWNhdGVSZXZvY2F0aW9uTGlz
>dD9iYXN1P29iamVjdENsYXNzPWNSTERpc3RyaWJ1dGlvblBvaW50MIHMBggrBgEF
>BQcBAQSBvzCBvDCBuQYIKwYBBQUHMAKGgaxsZGFwOi8vLONOPWShYXVzdGluLUSB
>QVVTVE1OLVBDLUNBLENOPUFJQSxDTJj1QdWJIsaWM1MjBLZXk1MjBTZXJ2aWNlcyxD
>Tj1TZXJ2aWN1lcyxDTjlDb25maWdlcmF0aWOuLERDPW5hYXVzdGluLERDPWxVY2Fs
>P2NBQ2VydGlmaWNhdGU/YmFzZT9vYmplY3RDbGFzcz1ljZXJ0aWZpY2F0aW9uQXvo
>aG9yaXR5MCEGCSsGAQQBgjcUAgGQUHhIAVWB1AGIAUWB1AHIAdgBl1AHIWDgYDVROP
>AQH/BAQDAgWgMBMGA1UdJQOMMA0GCCsGAQUFBWMBMAOGCCqGSM4 9BAMCAOgAMEUC
>IFew7NcJirEtFRvyxjkQ4/dVo20I6CRB308WQbYHNUu/AiEA7UdObiSJIBG/PBZjm
>sgoIK60akbjotOTvUdUdIb6K1Uw=

>ENDOFBUF

=V o7 E—REKTLET,
exit

X274 E—FEKTLET,
exit

VAT A E—RIZAD ET,
scope system

=X EF—FNIZADET,

scope services

FLUOVGEAEZ T 5 X 912 FXOS Web — B A ZFREL £7,
set https keyring keyring_name
MEZ2IY PLET,

commit-buffer

HTTPS +— NCEEAM T bR TWAEF— U v 72 F R LET, ZHICEZOFIEOFIES T
ERR U723 — VU VU T OLARINKMES 5 Z L1220 9, mEmbAicT 740 hDOF—1 74
DRRINDHLEITIE, HTTPS U — N EE, HTLWGEAERZEAT L Lo IcESH sn Ty

FHA,
show https

51 -
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fpd120 /system/services # show https

Name: https

Admin State: Enabled

Port: 443

Operational port: 443
Key Ring: firepower_ cert

Cipher suite mode: Medium Strength

Cipher suite:

X ~ID

angoszt— I

ALL: !ADH: !EXPORT40: !EXPORT56: !LOW: !RC4: !MD5: ! IDEA: +HIGH: +MEDIUM: +EXP:+eNULL

A VR — b SNTFEHEORNEZFIR L,

LET,

scope security

show keyring keyring_name detail

51 -

fp4120 /security # scope security
fp4120 /security # show keyring firepower cert detail

Keyring firepower cert:

RSA key modulus: Mod2048
Trustpoint CA: firepower chain
Valid

Certificate status:
Certificate:
Data:

Version: 3 (0x2)

Serial Number:

Certificate StatusfE23Valid & R SN 5 2 & R

45:00:00:00:0a:de:86:55:16:82:24:£3:0e:00:00:00:00:00:0a
ecdsa-with-SHA256

Signature Algorithm:
Issuer: DC=local,

Validity
Not Before:
Not After
Subject: C=US,
CN=fp4120.test.local

Subject Public Key Info:

DC=naaustin,

CN=naaustin-NAAUSTIN-PC-CA

Apr 28 13:09:54 2016 GMT
Apr 28 13:09:54 2018 GMT
ST=California,

Public Key Algorithm:
Public-Key:
Modulus:

00
0d:
al:
50:
fc:
d6:
3a:
al
9e
20
ae
87:
07
47:
cd:
Sa:
d4
1d:

:b3
1b:
9c:
0d:

27
18

dc:
:bd:
:49
:de
:d8
6c:
tec:
64:
9a:

b5

:e9

85

Exponent:
X509v3 extensions:

X509v3 Subject Alternative Name:

:43:

ee

c6
: 30

:db:
5b:
11:
:29:
:47:
:3b:
:2f:
:c4:
15:
fd:
:3c:
:dd:

91
94

a3:
:c9
:bb:
de:
2b:

15
12

28

11

69

65537

8d:
:d8:
8f:
:db:
8a:
83:
3d:
:d7
126
ff:
:al:
el:
8a:
:b4
cb:
:e8
6d:

e6:
la:

26

50

a3

07

(0x10001)

rsaEncryption
(2048 bit)

06

: 30

£5

c3

144

:45:
£5:
rae
de:

f£9

126
:71
174

DNS:fp4120.test.local

07:

7d:
dc:

3f:
a7
:bd:
:d4
:da:

L=San Jose,

:al:
07:
:70:
bf:
Se:
:cf:
:eb:
:48:
:cl
14:
6a:

61

e’7

91:
6e:
:43:
rad:
146
fb:
:bl
8f:

91
b0
54

03

:7f:
:d5:

82

ef:
146
bf:
:bf:

21

:7b:
:cbh:

f6
75

37

91

16

20:
:36
31:
18:

176
:2d:
0d:
1f:
:51
174
:30:
8d:
:da:
:4f:
ag:
:35:

c4

93:
84 :
:da:
6f:
:cbh:

f6
06

O=Cisco Systems,

:Te:
ec:
40:

31

:cbh:
:de:

82

c3:

29

ica
9b:
HelcH
: 30
la:
2f:
:30:
:b6:

f3
b6

2e:
ba:
0d:
:29:
3e:
To:
:al
8a:
:5f:
:bb:

cO

ez

98:

82

le:

09
55

66:

f2

ff:
78:
:d2
4a:
5b:
6a:
:70:
:bd:

84

:e3
:cf:
08:
:33
5d:

:54:

:c8
42
:a8

19

12e:
09:

b6

60

:55

:39

6b:

dc:

fd:
61:

3d:

40:
:c0:
:c4:
re2:
le:
:73:
84:
9f:
:d6:
1f:
tca:
5c:
122
0f:
95:
rab:
5d:

OU=TAC,
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X509v3 Subject Key Identifier:
FF:55:A9:B2:D8:84:60:4C:6C:F0:39:59:59:CB:87:67:03:ED:BB:94
X509v3 Authority Key Identifier:
keyid:C8:89:DB:0C:73:EB:17:01:04:05:C6:F1:19:28:10:5B:BA:4E:54:89
X509v3 CRL Distribution Points:
Full Name:
URI:1ldap:///CN=naaustin-NAAUSTIN-PC-CA, CN=naaustin-pc,CN=CDP,
CN=Public%20Key%20Services, CN=Services, CN=Configuration, DC=naaustin,

DC=local?certificateRevocationList?base?objectClass=cRLDistributionPoint
Authority Information Access:

CA Issuers - URI:ldap:///CN=naaustin-NAAUSTIN-PC-CA,CN=AIA,
CN=Public%20Key%20Services, CN=Services, CN=Configuration,DC=naaustin,
DC=local?cACertificate?base?objectClass=certificationAuthority

1.3.6.1.4.1.311.20.2:

...W.e.b.S.e.r.v.e.r

X509v3 Key Usage: critical
Digital Signature, Key Encipherment
X509v3 Extended Key Usage:
TLS Web Server Authentication
Signature Algorithm: ecdsa-with-SHA256
30:45:02:20:57:00:ec:d7:09:8a:01:2d:15:1b:£2:¢c6:39:10:
e3:£7:55:23:6a:08:e8:24:41:df:4£:16:41:06:07:35:4b:bf:
02:21:00:ed:47:4e€:6e€:24:89:04:6£:c£:05:98:e6:02:0a:08:
2b:ad:1a:91:b8:e8:b4d:ed:ef:51:d5:1d:f5:be:8a:d5:4c

MITIE8DCCBJagAwIBAgITRQAAAArehlUWgiTzvgAAAAAACTAKBggghkjOPQQDATBT
MRUWEWYKCZImiZPyLGQBGRYFbG9)YWwxGDAWRBgoJkiaJk/IsZAEZFghuYWF1c3Rp
PJEgMB4GALUEAXMXbmFhdXNOaW4 t TkFBVVNUSU4 tUEMtQOEWHhcNMTYWNDI4MTMw
OTUOWhcNMTgwNDI4AMTMwOTUOWIB3MQOswCQYDVQQGEWJVUZETMBEGALUECBMKQ2F's
aWzZvemSpYTERMASGALIUEBXMIU2FulEpvc2UxFjAUBgNVBAOTDUNPc2NVIFNS5c3R1
bXMxDDAKBgNVBASTAIRBQzEaMBgGALUEAXMRZNAOMTIwLNR1c3QubG9jYWwwggEi
MAOGCSgGSIb3DQEBAQUAA4 IBDWAWGGEKAOIBAQCZzQ43mBgCRINZ+LglUQAOb7tga
BwdudS3sulXIwKGco4 8mMHCRQW1ADWZCxFANxsnbfb+wrR8xKfKo4vwnMLUK3F5U
RIHLPvIOrHtYY296D9c/7N3Tee3gZczrcWys9w+YDsTCCoNIUhKGOERXXSGF/j43D
ikoJIn55JKRIMRMHVkdopX1u21iDeR/9QRRSCT8TKtWrcH67YOyigOWrvgZObwHBg
yodskS/g+a5GNYTzzIS9XAfs1IMSKPO6/Ftg2MONVIkdkFRGOJge/IG8ads/9D82a
/cujcb0hNssvmAhhlVglPGnodNR7MEYwgiM5q9Tp3WOH2ufLGAa2H109XR2FAGMB
AAGIggJYMIICVDACBgNVHREEFTATghFmcDOxMjAUdGVzdC5sb2NhbDAJBgNVHQAE
FgQU/1WpstiEYExs8D1ZWcuHZwPtu5QwHwYDVROJBBgwFoAUyInbDHPrFwEEBcbx
GSgQW7pOVIkwgdwGA1UdHWSBIDCBOTCBzqCBy6CByIaBxWxkYXA6Ly8vQ04 9bmFh
dXNOaW4tTkFBVVNUSU4tUEMtQO0EsQ04 9bmFhdXNOaW4tcGMsQ04 9Q0RQLENOPVB1
YmxpYyUyMEt1leSUYMEN1cnZpY2VzLENOPVNlcnZpY2VzLENOPUNvbmZpZ3VyYXRp
b24sREM9bmFhdXNOaW4 sREM9bG97 YWw/Y2VydGlmaWNhdGVSZXZvY2F0aWouTGlz
dD9iYXN1P29iamVjdENsYXNzPWNSTERpc3RyaWJ1dGlvblBvaW50MIHMBggrBgEF
BQcBAQSBvzCBVDCBUQYIKwYBBQUHMAKGgaxsZGFwO18vLONOPWShYXVzdG1luLUSB
QVVTVE1OLVBDLUNBLENOPUFJQSxDTj1Q0dWJIsaWMIMjBLZXk1IMIBTZXJ2aWN1lcyxD
Tj1TZXJ2aWN1lcyxDTj1Db25maWdlcmF0aWOuLERDPW5hYXVzdG1luLERDPWXVY2Fs
P2NBQ2VydGlmaWNhdGU/YmFzZT9vYmplY3RDbGFzcz1jZXJ0aWZpY2F0aWwouQXvo
aG9yaXR5MCEGCSsGAQOBYj cUAGQUHhTAVWB1AGIAUWBIAHIAdgB1AHIWDgYDVROP
AQH/BAQDAgWgMBMGA1UdJQQOMMAOGCCSsGAQUFBWMBMAOGCCGSM4 9BAMCAOgAMEUC
IFew/NcJirEtFRvyxjkQ4/dVo20I6CRB308WQbYHNUU/AiEA7UdObiSIBG/PBZjm
sgoIK60akbjotOTvUdUd9b6K1Uw=

Zeroized: No
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anzossoas  ri—+ [

RDBERY

BLVMEHE T DREENFEL TVWDH Z L 2R T HI21E, Web 77 VDT R R /X—
IZ https: //I<KFQDN_or_IP>/ X AJJL T, ¥ —¥vX—T ¥ ICBEILET,

Y

GE) 77 UHEFEIHIC, T RLAAN—DANNEICRS L GGEREDY 7V =7 MR L E
T, REENRTEREM FA A AT L TEITSNTWDSEE, 77U FThED LT 7
TATLOMENRHY ET, IPT FLAZEHLTTY 78R T 5L, FETE 2EHEFEMMEM S
NTW5HLELTH, o SSL =7 — (H@snilEs) RNAn—shEd,

REBAZEDEHFOBEE A VR— b

Cisco sEBEY — =03 D/— F CAEZFHTH LT AT o T 4 T 4t EEZETE TS
LU ASAT A AEFLTL TS 4100 72129300 D A~ — T A &2 ZADOEER N YN S E
T, TA B RBERIIT ) r—3 3 @ Lina TlER A== A PFIC Lo T E N D
72, Av— T A B ABREIZR L £9, FXOS R—ADT A ZDHA, FX0S V7 k
VxTIT v L= R L Th, HEA > aR— MERELZMHER L CRIEE2MRkcx £4,

T 74/ T, BEIA VAR — MERRIZT =TT, ROFNEEMEH LT, FXOS CLI
ZHEALTCEEA VAR — MEEEZANCT I ENTEET,

IR B

DNS H— 3—|%, Cisco fFBHEY —N—|CH8ET D L IICHRETHILENRH Y £,

http://www.cisco.com/security/pki/trs/ios_core.p7b

FIE

AT 1 FXOS CLI IZHfe L £ 9,

ATYT2 BXalT 4 FEVa—VEANLET,
scope security

RTv T3 HE AR — MEREEZ AL E T,
enter tp-auto-import

1 -

FXOS# scope security
FXOS /security # enter tp-auto-import
FXOS /security #

ATy T4 FEEaI vy bLET,

commit-buffer

ATw 5 HEN VAR— N AT —F ZDOKEE

Cisco Secure FX0S Firepower 4100/93002.13CLI 3> 7 4« ¥a L—> 3> HA K .


http://www.cisco.com/security/pki/trs/ios_core.p7b

SRAEDEFHDOEE A VR— b

ATvT6

ATy 17

show detail

&1
HEhA R — N DRI

FXOS /security/tp-auto-import #

FXOS /security/tp-auto-import # show detail

Trustpoints auto import source URL: http://www.cisco.com/security/pki/trs/ios_core.p7b
TrustPoints auto import scheduled time : 22:00

Last Importing Status : Success, Imported with 23 TrustPoint (s)

TrustPoints auto Import function : Enabled

FXOS /security/tp-auto-import #

HE)A R — ~DOZREY -

FXOS /security/tp-auto-import #

FXOS /security/tp-auto-import # show detail

Trustpoints auto import source URL: http://www.cisco.com/security/pki/trs/ios core.p7b
TrustPoints auto import scheduled time : 22:00

Last Importing Status : Failure

TrustPoints auto Import function : Enabled

FXOS /security/tp-auto-import #

tp-auto-import #§EE 2 FX & L £ 97, import-time-hour Z5%E L £,
set import-time-hour hour import-time-min minutes

1 -

FXOS /security/tp-auto-import # set
import-time-hour Trustpoints auto import hour time
FX0S /security/tp-auto-import # set import-time-hour
0-23 Import Time Hour
FXOS /security/tp-auto-import # set import-time-hour 7 import-time-min
0-59 Import Time Min
FXOS /security/tp-auto-import # set import-time-hour 7 import-time-min 20
<CR>
FXOS /security/tp-auto-import # set import-time-hour 7 import-time-min 20
FXOS /security/tp-auto-import* # commit-buffer
FXO0S /security/tp-auto-import #

GH) HE) A AR—FDY—ZAURLIZFEEINTEY, A R— MR OFEMEZ 1 A dH
720 DBICEETHULENRS Y £, A B — MI, A7 Y a— VIR E
AT ET, Rl & N RE SN TWRWGE, GEAED A VAR — MIZDOHR)
{BIRFIZ 1 [RI7Z T E 9, fEBEIL, Jopt/certstore /NAD F DR v 7 ANV R
NELTHE Y ya—REN, EFXFaTel A0 F 7 a a2 LTORT 7 EAT
EFET, N ML (os_corep7b) & & BT, fHlx DFEHE (AutoTP1 2> 5 AutoTPn)
MHEEMICHI S E T,

HEh( AR — MRENZET L7256, showdetail =~ REASLET,

show detail

1

FXOS /security/tp-auto-import # show detail

Trustpoints auto import source URL: http://www.cisco.com/security/pki/trs/ios core.p7b
TrustPoints auto import scheduled time : 07:20

Last Importing Status : Success, Imported with 23 TrustPoint (s)

TrustPoints auto Import function : Enabled
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nJ4>

m R

ATvT8

o4 vainr— [

G¥) A VIR— FTE HAFHED R KEIE 30 T, Cisco fEAEY — —~ D I RIE
NHDHHE. HA AR — MI6EFYIREN, show 2~ RTHREDA AR —
AT —HAREHIINET,

(A7 ar) BEA AR — MERE EZNIZT 51213, delete auto-import =~ > K& AJJ L &E
D

delete tp-auto-import

&1

FXOS /security #
FXOS /security # delete tp-auto-import
FXOS /security* # commit-buffer
FXOS /security # show detail
security mode:
Password Strength Check: No
Minimum Password Length: 8
Is configuration export key set: No
Current Task:
FXOS /security # scope tp-auto-import
Error: Managed object does not exist
FXOS /security #
FXOS /security # enter tp-auto-import
FXOS /security/tp-auto-import* # show detail
FXOS /security/tp-auto-import* #

GE) HEIA R — MEREEZ LT 2 L, £ R — F SNZFEHEE, BV FOEERN
A ETHEH LET, BEIA VR — MEREZESIC L T ENLVREL T T
L—RIT 77 L—K45L, EAENEIBREINE T,

Bj/\F—

07 A VRN TE, =R U= R =X Iu A T HE VAT AN — T
FARRERENET, 2—VELLERXRT—=FDL AT AT a7 FORFNI, A v E—UOHE
HC[OK]Z7 Vv 7 THMENRHY ET, 0 A VHiNT—E2RELRNE, VAT Ala—
L LEN2AT—ROF a7 M IR ET,

2—HFNFXOSCLIWCn A T 5 L, RESNNTWVDAERIET AT AN RAT—RD T 1
FrORNCa A NN F— TR NERRLET,

I/ N T —D1ER

ATy
ATvT2

FIE

FXOS CLLIZE:: LE T (FXOSCLI~DOT 7 A2 (21 2—) #FH) |
X UF ¢ B— NEREBLET,
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ATv7T3

ATy T4

ATy TH

ATvT6

ATy T1

DZSN & |

Firepower-chassis# scope security

Nh—tF2UT7 1 F—FIIAYET,

Firepower-chassis /security # scope banner

WDa<r ReEASLT, al A U ainN T —21ER LE9,

Firepower-chassis /security/banner # create pre-login-banner

Uy — v R —V % L FXOS CLI ~D 1 7' A VHiD 2 —HIZ FXOS WFERTHA v —
FIRELET,

Firepower-chassis /security/banner/pre-login-banner* # set message
BTAUEINT = Ayt =V DTHRRA N ANTLODF AT a7 w2 L ET,

Tur 7R T, v A VRN A=V EANLET, ZOT 00— RITiE, ERED
ASCII XFHE AN TEET, HEITOTFA M2 AN TEETR, BATORKCTEIL 192 X
FCT, {TOXYY T Enter ¥—Z2 L £,

ANSINEBE D DFTIZ ENDOFBUF & A )L, Enter ¥—%2 L TR TLET,

[AvE—VDOBRE (setmessage) | XA 7 07 %X ¥ LT 5120F, Cerl+C F—%2 L &
R

NV I a vl AT AREIZaAIy FLET,

Firepower-chassis /security/banner/pre-login-banner* # commit-buffer

151
WOBENL, a7 A RN —E2ER L E T,

Firepower-chassis# scope security

Firepower-chassis /security # scope banner

Firepower-chassis /security/banner # create pre-login-banner
Firepower-chassis /security/banner/pre-login-banner* # set message
Enter lines one at a time. Enter ENDOFBUF to finish. Press "“C to abort.
Enter prelogin banner:

>Welcome to the Firepower Security Appliance

>**Unauthorized use is prohibited**

>ENDOFBUF

Firepower-chassis /security/banner/pre-login-banner* # commit-buffer
Firepower-chassis /security/banner/pre-login-banner #

OA4 VRINF—DER

ATy T

FIE

FXOS CLI iZ###t L £9 (FXOS CLI~D7 7 A (21 *—2) &) |
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ATy T2

ATvT3

ATy T4

ATy TH

ATvT6

ATvF1

ny4 vtiir—ozE [

X2 U7 4 E— FERBLES,

Firepower-chassis# scope security

NF—tx=2UT7 1 FT—FICADET,

Firepower-chassis /security # scope banner

0 s A UHiINF—DAF— X2 T 4 E— FICAD 5,

Firepower-chassis /security/banner # scope pre-login-banner

Ty =R =¥ EFILFXOSCLI~Du 7 A VETDO 2 —HIZ FX0S NERTBHA vE—
FHRELET,

Firepower-chassis /security/banner/pre-login-banner # set message

BTAUEINT = Ayt =V DT XA N ANTHODE AT a7 w2l L ET,

TarFNT, B S VIR — A=V R AN LET, ZOT 0 —L RiZiE, EHED
ASCH XFHEANTEET, BHEITOTHF A FEANTEE TN, BITORKNICFEIL 192 3L
FCT, {TOXYY T Enter ¥—Z2 L £,

ASINEBE D DFTIZ ENDOFBUF & A )L, Enter ¥— %ML TR TLET,

?
[A v E—VORE (setmessage) | ¥4 7 07 %F v BT 5I21E, Cerl+C F—%2 L &
R

FNFo W a s AT AHREIZTI Y FLET,

Firepower-chassis /security/banner/pre-login-banner* # commit-buffer

1
W, v 7 A UHINT— A ER T 562 R LET,

Firepower-chassis# scope security

Firepower-chassis /security # scope banner

Firepower-chassis /security/banner # scope pre-login-banner
Firepower-chassis /security/banner/pre-login-banner # set message
Enter lines one at a time. Enter ENDOFBUF to finish. Press ~C to abort.
Enter prelogin banner:

>Welcome to the Firepower Security Appliance

>**Unauthorized use is prohibited**

>ENDOFBUF

Firepower-chassis /security/banner/pre-login-banner* # commit-buffer
Firepower-chassis /security/banner/pre-login-banner #
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074 VRI/N\F—DHIER

ATy T
ATy T2

ATvT3

ATy T4

ATy TH

FIE

FXOS CLLIZE: LET (FXOSCLI~DT7 7 &2 (21 ~—) %

X2 V7 0 E—RERBELET,

Firepower-chassis# scope security

Nh—tF2UT7 1 F—FIIAYET,
Firepower-chassis /security # scope banner

VAT hinbr A Ui AT —EHIBRLE T,
Firepower-chassis /security/banner # delete pre-login-banner
FooHrvarey AT AREICTI Yy FLET,

Firepower-chassis /security/banner* # commit-buffer

1
W, v T A CEINT—EHIERT 56 2R LET,

Firepower-chassis# scope security

Firepower-chassis /security # scope banner

Firepower-chassis /security/banner # delete pre-login-banner
Firepower-chassis /security/banner* # commit-buffer
Firepower-chassis /security/banner #

Firepower 4100/9300 < + — < (DB L E]

ATy T

ATvT2

FIE

VX —v E— RICAD ET,
scope chassis 1

RDOa~x ReANHLT, vy vy—y&2Y7—RFLET,

reboot [reason] [no-prompt]

DZSN & |

ZH) o

2

GE) [no-prompt] ¥—U— RZEH L725E, a~v > REANTL Ly =37 <
U7 —FkLZET, [no-prompt] F—T— REMHEH LRWEGEAE, VAT ATa—FNRN
commit-buffer =~ K2 AT 5ETY 77— LEEA,
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Firepower 4100/9300 & v — > O ERA 7 ]

VAT HFEDVAT A ETHER I TWD TR TOmMET A A2 7 L—AT Iy v b
XL, EA&RIIZ Firepower4100/9300 /ﬂ? /@Eﬁ{ﬁ%ﬂ“7 L CHLAEIT 5012, %=

V7 4 T a— )WY OBIREREBNC LET, ZoFut AT 15 ~ 20 5
»FEI,

ATV T3 V7—h o R4 2520%, ROFIEEZFITLET,

scope chassis 1

show fsm status

Firepower 4100/9300 > v — L DEIRA 7

FIE

ATYT1 vx—v E—RNIADET,
scope chassis 1
AT T2 kDa~r FEANLT, Y Y—va&ERAS7ICLET,

shutdown [reason] [no-prompt]
G¥) [no-prompt] ¥—VU— R L72GE, a~v > FEANTLH Ly =379 <
Yy ME T LET, [no-prompt] F—VU — REEH LARWES, VAT Alda—

P2 commit-buffer 2~ REANTHETY vy v T LERA,

VAT BFEDVAT L ETHEEISN TS T RTORIT N, A& T L—AT7 W v v b
VAV UNE 3 S5 F1rep0wer4100/9300 X —VOBREATZICTHENC, BEX2 VT 4 E

Va— Wz OBREENCATZICLET, 2O at RIER 15 ~2000300 £97,
VX —UMIEFIZV Y v b F W/T;h:t\ Uy —VOERI— FEPEIICkE 2 ENnTEE
j—O

ATY T3 Vx vy MUY TavRAEE=XT 512, ROFIEEZFEITLET,
scope chassis 1

show fsm status

TIHHFREDOT 74U FEREDET

FXOS CLI Zf /| L T Firepower 4100/9300 < ¥ — > % T HFIRFDT 7 4V MR EIZRET Z &
MTEET,
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B o x7navk—x rorensz

\)

(B Zo7avRE-oT, HET NS AREEEL TR TOZ—YRER Y — U bIHEIN
F9, ZOFENRET LD, VAT LAEZERTETIHILERSY T3 (WHRE (143—)
L TLLEEN)

FIE

ATy 1 ({EE) eraseconfiguration 2~ RiZv vy —y b A~—h JA4 B ARELHIBRL 8
o Av—F T4V AREGHIRT 25613, ROFIHEZFETLET,

scope license

deregister

Firepower4100/9300 > ¥ — > O ERZfMERT D&, T AT MInDT A ARHIBRESIVET,
SHIL, TRAALEOTRTOTA B AEK EEHENHIBRSNE T,

ATy T2 u—hVERY = VIR LET,
connect local-mgmt

AT 73 Firepower4100/9300 > ¥ — N HT_RTCOL—VREEZHEL., OO THHWEEOT 7 41
FREICY Y —YZEILT DL, kOa~xr Fae AN LET,
erase configuration
FTRTOZ—YPRELHEET 20 EIDNEHRT DL ITROLNET,

ATy T8 BEOHEELMRTHIIE, a~vr K7y 7 Mliyes EANLET,
T RTC O —HFIED Firepower4100/9300 > ¥ — N HIHEINLIZE, VAT AN Y 7— L
£75

~ — -~ o -~ = ~ o\
DARATLAVUER—3R2 FORELHEE
FXOSCLIZH LT, 77 I9AT L ADa R R—3y NEERIEET LN TEET,
[T DT 7 0 RREDE T (129 <—) | T EhTWB L 912, erase
configuration =2~ > RZFETT 5 L. ¥ = DT RTCO—VPREFHRVBHIFRS . THH
TREDT 7 4V FEREICR Y £97,
secureerase 2~ NIZXk VY, FEE LT T IA T VA QA R—3 2 FRZRICHEINET,
DFED, HIZT—ZPHIBRESND T TR, MEANL—URN T4 7] (GERIGHEE) &

NFET, I A— R =T AL —2 aUiR—R "DBEETF —FR0AZ TR L
VVRREC, 7774 7V ABEREE - IXIRKAT HRICEETY,
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SERHEETIZT A, AREREEILET, Ziud, SSHERS K T L2 txERLET, L

WoT, YU TNary—R— MEREN L TCREREELZEITT LI aBO LET,

FIE

ATy T1 a—hVEM = VICEEE LET,

connect local-mgmt

ATV T2 JBELLET TI7AT VA2 R—32 M EZRICHET HI2IE. RO erase configuration =~
Y RowTnoE A LET,

a)

b)

<)

erase configuration chassis

FTARTDOT = A A=URKDN, FETERNIL2EET LA v E—UNRRRE
M, AT 20 E D POMERPRDONET, y 2 AT DL, Vv — T BIRPLEAEITH
FINES, TFX2 VT 4BV 2= APRINTHES I, TORIZA == FRHE
SNET,

THAALEDOTRTOT =2 LY T My =T BEESNDT=H, T3 AU 7730 [ZROM

EF=% (ROMMON) MnHDHFATTEET,
erase configuration security_module module id

EVa— N EDTRCOF =4 LA A—VikbiL, EETERNZ &2 %ETD A v
T URERSI, FATT B0 E 5 DORRIKRDONET, yEANT DL, TV a—
ABHESNET,

G¥) decommission-secure =~ > RO EITRERIL, HEAMIZZDa~v> FEETLE
LA LRELTY,

X2V T4 EV 2 NEESIND &, HERINESNDETH U LICIRIEICAR D £7
(FTalvyvarInkcesva—L e .

erase configuration supervisor

TRTOT =2 LA A=V Kb, AETERNIEEZEET LA v E—UNRERS

M, AT 20 E D POMERPRDOENET, y 2 ANTDHE, A== A P RLEIZ

HEIhET,

A== NRNA VP EDOTRTCOT—HEV T 2T NRHEEINDTZD, T84 2 AN
IZ ROM =4 (ROMMON) 5 DAHFEITTEE T,
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B o5 woant

O4—4 LED O EFE®1E

o/ —& LED %, WEM st vnElira =y M & RO 50N B £ 9, FXOSCLI %1
HALT, ar—XLED 28T N TEET,

FIE

AT w1 FXOS CLI T8 L £,
RATvT2 nr—%LED #HMET 2120E, WOFIEEFEITLET,
a) fabric-interconnecta M A I — 7 ZRE L £ 7,
Firepower-chassis# scope fabric-interconnect a
b) B/ —# LED OBUED AT — X A% EKRT HIZIE, WOa~vr RE AT LET,
Firepower-chassis# show locator-led
) kDaxry Rz A LT, v —4% LED A LET,
Firepower-chassis# enable locator-led
d FIoHP 7 a2y ATAREICTI Y FLET,

Firepower-chassis# commit-buffer
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T795y b DA —LE%

s HREOFRE (133 X—Y)

« Configuring SSH (140 ~<X—73)

« TLS OF%E (145 <—)

* Telnet DX E (147 ~<X—2)

* SNMP D% E (148 ~—2)

« HTTPS D% E (159 ~—)

« AAA DFRE (173 ~—2)

« UE— h AAA — BREOMHR (187 ~—)

* Syslog D% E (189 ~—7)

* DNS #h— D E (191 =X—)

* FIPS E— FOAME (192 ~—2)

e aFL I TIAT VT T— FOEME (193 =)

P77 EAY A NDOHEE (194 X—)

*MAC 7=V 7L T 47 ADBMELTF ALV AF AL H—T x4 ADMACT
RL2DFR (196 2—)

cAVTFAUAR LAY V—A T Ty A NEEM (198 RX—)

e X hT—Z IR Y —DF%E (201 _X—)

¢« ¥ —3 URL ORE (204 ~—)

« WEFHF— T LY X ADEE (205 ~<—)

Hft LW 2 FEICRE LY . BEO T RT AL 2 FRT 5121%. T2 T+ % o CLI
a<w  REHAL TV AT LADOR Yy NU—2 A4 L Fua haj (NTP) ZRELET,

NTP D% E L. Firepower4100/9300 > v —3 & ¥ —1IA VA F— L ENTWBHET A
ABcHEBMICFER#H SN ET,
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\)

(E)  Firepower 4100/9300 > ¥ — > (2 BICxI T D5 2 HATHE, A~v— T4 BUVANEL
SHEBEL. T3 RBERITHEY) 72 2 A DA K T iR T D X 9 12 Firepower4100/9300 3+ —
¥ TCNTP ZRETHHLENH Y £7, Firepower 4100/9300 * ¥ —3 & Management Center D
77 ClA UNTP $— N—Z 9 20253 % U £9°75, Management Center | Firepower 4100/9300
=Y ONTP H— =L LTHHATE RO THEZL T ZEW,

NTP %79 % & [Current Time] % 7 DR R[FII AT — 2 A2 KRR TEET, 2L,
[Time Synchronization] % 7 @ [NTP Server] 7 —7 /L@ [Server Status] 7 4 —/V K& A5 & BE
D NTP = ORI AT —Z ZAZ2FKRTEET, VAT LADRFENTP 4— L[ T
ERWGEE, [P—3D AT —H A (ServerStatus) |DRUIZHDIERT A 2N Hh— Y VvEEb
w5 LFMAERTEET,

RE SnfzBft EFRZIDRT

FIE

ATv 71 FXOSCLLIZHH: LE T (FXOSCLI~DT 7 k&2 (21 =—3) #&M) .
ATFvT2 REENT-ZA L V=0 2FRTIHES

Firepower-chassis# show timezone
ATy T3 BEINZAMERELEZERT DL, KOa~ 2 REHEHLET,

Firepower-chassis# show clock

1

ROFITIE, BESNTHA LY = EBED VAT LAAREZFIRT 2 71E%E R LT
b\\i‘é—O

Firepower-chassis# show timezone
Timezone: America/Chicago
Firepower-chassis# show clock
Thu Jun 2 12:40:42 CDT 2016
Firepower-chassis#

BALT—2DEETE
FIig

ATFYT1 VATF A EF—RIZAYFET,
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ATvT2

ATvT3

ATy T4

sq4nv—nxz [

Firepower-chassis# scope system

VAT A Y —E X ET— FERBLET,
Firepower-chassis /system # scope services
ALY —VERELET,

Firepower-chassis /system/services # set timezone

Z DI T, k@‘l BLOF A L — o fEik
T, a7 NI LIcmEuRERE AN LET,

oy —3 g UEROBEERETTAE, 7ur P IRFREN, ELWZ A LY — U [ERDH
EINTWEIDERT DL IROOENET, BT HHAIEL (yes) AL, #fEE % v
AT H5EEIZ2 (ho) ZANILET,

HETHE S EANTHEIITROENE

BESNIHA L = BRRT DI
Firepower-chassis /system/services # top

Firepower-chassis# show timezone

1

W, KVPEEYERREI X A LY — 2R EL, Mo rvavaasy L,
RELIEZZA L =0 BFRmT 502~ UET,

Firepower-chassis# scope system

Firepower-chassis /system # scope services

Firepower-chassis /system/services # set timezone

Please identify a location so that time zone rules can be set correctly.
Please select a continent or ocean.

1) Africa 4) Arctic Ocean 7) Australia 10) Pacific Ocean
2) Americas 5) Asia 8) Europe

3) Antarctica 6) Atlantic Ocean 9) Indian Ocean
#? 2

Please select a country.

1) Anguilla 28) Haiti

2) Antigua & Barbuda 29) Honduras

3) Argentina 30) Jamaica

4) Aruba 31) Martinique

5) Bahamas 32) Mexico

6) Barbados 33) Montserrat

7) Belize 34) Nicaragua

8) Bolivia 35) Panama

9) Brazil 36) Paraguay

10) Canada 37) Peru

11) Caribbean Netherlands 38) Puerto Rico

12) Cayman Islands 39) St Barthelemy

13) Chile 40) St Kitts & Nevis
14) Colombia 41) St Lucia
15) Costa Rica 42) St Maarten (Dutch part)
16) Cuba 43) St Martin (French part)
17) Curacao 44) St Pierre & Miquelon
18) Dominica 45) St Vincent
19) Dominican Republic 46) Suriname
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20) Ecuador 47) Trinidad & Tobago
21) E1 Salvador 48) Turks & Caicos Is
22) French Guiana 49) United States

23) Greenland 50) Uruguay

24) Grenada 51) Venezuela

25) Guadeloupe 52) Virgin Islands (UK)
26) Guatemala 53) Virgin Islands (US)
27) Guyana

#2 49

Please select one of the following time zone regions.
1) Eastern Time

2) Eastern Time - Michigan - most locations

3) Eastern Time - Kentucky - Louisville area

4) Eastern Time - Kentucky - Wayne County

5) Eastern Time - Indiana - most locations

6) Eastern Time - Indiana - Daviess, Dubois, Knox & Martin Counties
7) Eastern Time - Indiana - Pulaski County

8) Eastern Time - Indiana - Crawford County

9) Eastern Time - Indiana - Pike County

10) Eastern Time - Indiana - Switzerland County

11) Central Time

12) Central Time - Indiana - Perry County

13) Central Time - Indiana - Starke County

14) Central Time - Michigan - Dickinson, Gogebic, Iron & Menominee Counties
15) Central Time - North Dakota - Oliver County

16) Central Time - North Dakota - Morton County (except Mandan area)
17) Central Time - North Dakota - Mercer County

18) Mountain Time

19) Mountain Time - south Idaho & east Oregon
20) Mountain Standard Time - Arizona (except Navajo)
21) Pacific Time
22) Pacific Standard Time - Annette Island, Alaska
23) Alaska Time
24) Alaska Time - Alaska panhandle
25) Alaska Time - southeast Alaska panhandle
26) Alaska Time - Alaska panhandle neck
27) Alaska Time - west Alaska
28) Aleutian Islands
29) Hawaii
#2 21

The following information has been given:

United States
Pacific Time

Therefore timezone 'America/Los Angeles' will be set.
Local time is now: Wed Jun 24 07:39:25 PDT 2015.
Universal Time is now: Wed Jun 24 14:39:25 UTC 2015.
Is the above information OK?

1) Yes
2) No
#2 1

Firepower-chassis /system/services* # commit-buffer
Firepower-chassis /system/services # top
Firepower-chassis# show timezone

Timezone: America/Los_Angeles (Pacific Time)
Firepower-chassis#
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NTP 245/ L =Bt eiznnz ]

NTP Z{EA L =Bt &L FZIDEKTE

NTP #fEH L TRBEHZR— R VX7 LEEBL, Xy NT—7 VA7 AR ORZ % IEfEIC
FHAILE, 20X )KL, CRL OWGER P IEfER I A L AX T hHERERNE,
ZPWEBERBIECHEIZRY £7, HRKIBONTP b —"EHETEET,

N

G¥) « FXOS TiZ. NTP X— 3 U 3 & HLF9,

ATy T

ATy T2

ATvT3

ATvT4

e SMENTP Y — "D A T X MMEN13LLEDYE, 77V r—3a A v AF 2 AT FXO0S
T —V EDONTP H—NEFEHITEEEA, NTPZ 7472 FBNTP — " E RT3 5

ENS, A BT LER 1T FORMLET,

MEDNTP Yy — "2ty 7 v 7 L TWDLHEIEL, Y —/3 kO fete/ntp.conf 7 7 A )L TE
DA NTHIMEZFERTEET, NTPH— DR T & LMEN 13 L EOEEIE. ntp.conf

T ANDANTHEMEZEE L CH—_ZEHEET S0, PIONTPH— (72 & 21E,
pool.ntp.org) MM+ 5 LA TEET,

1R BHHIIZ

NTP — DK A M 2T 5581%. DNS b — 2 RETLHLENDH Y £3, DNS ¥—
NOBRE (191 =) 2R LTLIEI,

FIE

VAT L E— RIZAD T,
Firepower-chassis# scope system

VAT A H—E R E— RERBLET,
Firepower-chassis /system # scope services

BELERA M., IPVAETIZIPv6 7 RLADNTP — N2 FEHT AL IV AT LAEHRE
L/ji‘g_o

Firepower-chassis /system/services # create ntp-server {hostname | ip-addr | ip6-addr}

(fEE) NTP#RFEaREL £,
NTP H— "FGETIX SHAL DA B AR — FEFET, NTP H— b5 — 1D LA TS L E
7, 72 & %X, OpenSSL 231 A h—/L & 4172 NTP H— 3 )3—7 3 1 4.2.8 p8 LLFE T SHAI
F—Z AT 5121, ntp-keygen-M =~ K& AJJ L Cntp. keys 7 7 A /L TH— 1D &%
HLET, 20X T, 7F3A T e —R_OMHFIZH LT, AvE—UFAT XD
SRR T 5 —EA BT 572 DIEH L ET,
a) SHAl ¥—IDZRELET,
set ntp-shal-key-id key id
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b) SHAl ¥—3CFHNEHE L £T,
set ntp-shal-key-string
F—XTFHNEANT D EIITROLNET,
¢) ntp-server E— R&ET LE9,
exit
d) NTPFRIEZ A R—7 /WIZLET,

enable ntp-authentication

1 -

firepower /system/services/ntp-server* # set ntp-shal-key-string 11
firepower /system/services/ntp-server* # set ntp-shal-key-string
NTP SHA-1 key string: 7092334a7809ab9873124c08123df9097097fe72
firepower /system/services/ntp-server* # exit

firepower /system/services* # enable authentication

ARTYFTS NIV I a B AT AREICAII Yy MLET,
Firepower-chassis /system/services # commit-buffer
RATYT6 TRTOREFHNTP —"ORPAT =X A &FKRZT511E, ROLIITLET,

Firepower-chassis /system/services # show ntp-server

ATV TT FEEDNTP b —NDEMAT —Z 2% F7RTHITIE, ROLIIZLET,
Firepower-chassis /system/services # scope ntp-server {hostname | ip-addr | ip6-addr}

Firepower-chassis /system/services/ntp-server # show detail

1

WROFITIX, IPT N1 A192.168.200.101 ZFFONTP H—~"ZHKEL, T ¥ 7 g
yEAI Yy bLET,

Firepower-chassis# scope system

Firepower-chassis /system # scope services

Firepower-chassis /system/services # create ntp-server 192.168.200.101

Firepower-chassis /system/services* # commit-buffer
Firepower-chassis /system/services #

wIZ, IPv6 7 KL A 4001::6 ZEFFONTP V—_EZREL. "IV 7 v a  ZHEET
HH 2R LET,

Firepower-chassis# scope system
Firepower-chassis /system # scope services
Firepower-chassis /system/services # create ntp-server 4001::6
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nte 4 —o#ik [

Firepower-chassis /system/services* # commit-buffer
Firepower-chassis /system/services #

NTP H—/\D&lIF&

ATy T

ATy T2

ATvT3

ATv74

FIE

VAT A ET—FICAY ET,

Firepower-chassis# scope system

VAT AP —E R ET— REBEELET,

Firepower-chassis /system # Scope services

FELEARA M, IPvd £72131Pv6 7 KL AD NTP — & HIR L £,

Firepower-chassis /system/services # delete ntp-server {hostname | ip-addr | ip6-addr}

oW oI a2l ATAHRTIZaI Yy FLET,

Firepower-chassis /system/services # commit-buffer

1

WIZ, IPT KL 2192.168.200.101 DNTP #— ZHIfRL, b7 ¥ rvarzaly
FoBlE R LET,

Firepower-chassis# scope system

Firepower-chassis /system # scope services

Firepower-chassis /system/services # delete ntp-server 192.168.200.101
Firepower-chassis /system/services* # commit-buffer

Firepower-chassis /system/services #

WIZ, IPv6 7 KL A 4001::6 ZFiDO NTP v — "% HIBE L, TV 7 v a v aMEET
LB &R LET,

Firepower-chassis# scope system

Firepower-chassis /system # scope services

Firepower-chassis /system/services # delete ntp-server 4001::6
Firepower-chassis /system/services* # commit-buffer
Firepower-chassis /system/services #

Bt ERZDFHTORE

ZIZTHE, Y=V THAMNERLE TFEICHRET D HESDWCHHALET, VAT A7y’
DEFEZ Y v — T THEEBIZENIRD ET, Uy —OHRKETEITHRE L%, A
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IS5y r7A—LEE |

F— L SN TWDIMELT N A ZNZEENREN D F TR BN 256085 5 2 L IHER
LTLZSNY,

\}

GE) AT 7y ZBNTP Y —NERMFTHLIEAIL. B ERZ %2 TFEICTHRET L2 &1T
TEEHEA,
=S}
AFY Tl VAT A T—FRICAD FT,

ATy T2

ATvT3

Firepower-chassis# scope system

VAT AP —ERE—FERBLET,

Firepower-chassis /system # Scope services

VAT A I uy VR ELET,

Firepower-chassis /system/services # set clock month day year hour min sec

month (21X, A DA DERHD 3 LF42MHEH L £, FifEE 24 BN CTANT 20 E RN H
DET, FHRTIEITI191CRD £,

VAT Ay OERIIEEBIIKENET, Ny Ty EaIy bTAXLETIHY FH
Moo

il
WIZ, VAT h vy 7 B2RET L0 RLET,

Firepower-chassis# scope system

Firepower-chassis /system # scope services

Firepower-chassis /system/services # set clock jun 24 2015 15 27 00
Firepower-chassis /system/services #

Configuring SSH

WKOFIETIX, ¥ —>~DSSH T 7 B A HNEITENTT 5 5%, FXOS v — %
SSHZ 747 b& LTHEZT S Hk, &5HICSSH THEMAT A0 51k, F—H#, BIO
Ao —VHMHOSEFSERTNITY AL%E SSHY——L SSHZ T4 T7 v MIRET D
FHEIZOWTHAL T,

SSH T 7 # /v h CTA R—T N2 £9°,
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FIE

2TFYT1 VAT AE—FRICAYET,

Firepower-chassis # scope system
ATYyT2 VATAV—ERXE—RFEBBLET,
Firepower-chassis /system # scope services
ATYT3 v —v~DSSHT7 7 EAEZRET DL, ROWTANEFETLET,
c VY —=U~DSSHT 7B AL LI, ROavr RE AN LET,

Firepower-chassis /system/services # enable ssh-server

¢« V¥ —I~DSSH T /B AEEIET HIZ1E, kOoa<wr RE AN LET,

Firepower-chassis /system/services # disable ssh-server

ATFvT4 H—RORE LTI XAERELET,
Firepower-chassis /system/services # set ssh-server encrypt-algorithm encrypt_algorithm

&1

Firepower /system/services # set ssh-server encrypt-algorithm ?

3des-cbc 3des Cbc

aesl28-cbc Aesl28 Cbc
aesl28-ctr Aesl28 Ctr
aesl92-cbc Aesl92 Cbc
aesl92-ctr Aesl92 Ctr
aes256-cbc Aes256 Cbc
aes256-ctr Aes256 Ctr

1
GE) e IRDOBEEALT NI AAL, 2 7747 VT = RTHEYEAR—FENT
WEH A,
* 3des-cbc

* chacha20-poly1305@openssh.com

» chacha20-poly1305@openssh.com (% FIPS Tl AR — b &N TV EH A, FXOS
¥ % — 3 TFIPS & — RBHENI/2 > TV D4, chacha20-poly1305@openssh.com
R SAET N TY ALNE LTHERT L Z LT TEEEA,

cRDOKERALT AT Y XAF, T 74N NTIZAENZ>TWERA,

aes128-cbc
aes192-cbc
aes265-cbc

ATv 75 B — 30 Diffie-hellman (DH) F—HT LIV ALERELET,
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ATvT6

ATy T17

ATvT8

IS5y r7A—LEE |

Firepower-chassis /system/services # set ssh-server kex-algorithm

&1

Firepower /system/services # set ssh-server kex-algorithm
diffie-hellman-groupl-shal Diffie Hellman Groupl Shal
diffie-hellman-groupl4-shal Diffie Hellman Groupl4 Shal

DH F—ZH#TiE, WTINOLFE M TITRETE RWILARE LN L E3, F—5#
HBLABIORA N F—LlMlABGDOEL LT, RAMGENFERLE T, ZOF—H#iT5:
W&V BUREYZR Y — GEREA ATRE & 72V 97, DH F— O T EOFERIZ OV TR,
RFC4253 Z#ZM L T 7Z&uy,
GH) cRDOF—ZWT NTY XAANE, 2FL IV TAT VT E— FTEYR—bEh
TWEEA,
« diffie-hellman-group14-sha256

* curve25519-sha256
* curve25519-sha256@libssh.org

«FIPS E— R TIEL, ROF—FHT L TY LT R—FERTHERA,
* curve25519-sha256
* curve25519-sha256@libssh.org

P—NOMAC 7V TY RLERELET,
Firepower-chassis /system/services # set ssh-server mac-algorithm

1 -

Firepower /system/services # set ssh-server mac-algorithm
hmac-shal Hmac Shal
hmac-shal-160 Hmac Shal 160
hmac-shal-96 Hmac Shal 96
hmac-sha2-256 Hmac Shaz2 256
hmac-sha2-512 Hmac Shaz 512

P— XD KA N F—=IZDONT, RSAF—XTDEV 2T A YA XEASILET,

FEVa T2l (B y FHALD) 1. 1024 ~ 2048 OHEIFHND 8 DfEM T, HET 5 F—1FEKD
P ANMKEVITE, RSA X — RTOAERICH D AERIZELS 220 F3, HIZ204812F 52
LERBEIOLET,

Firepower-chassis /system/services # set ssh-server host-key rsa modulus_value

1

Firepower /system/services # set ssh-server host-key rsa ?
<1024-2048> Enter number of bits (in multiples of 8)
Firepower /system/services # set ssh-server host-key rsa 2048

P —ROF—FAERDRY 2 —LFHIRIZONT, ZOERTIHFAIESND VT 74 v 7 D@Dk
[Ba KB B CHRELET, ZOMEBZLD L FX0SiTty v a 208 LET,

Firepower-chassis /system/services # set ssh-server rekey-limit volume KB_of_Traffic
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ATvT9

ATv710

ATy TN

ATvT12

Configuring SSH .

1 :

Firepower /system/services # set /system/services # set ssh-server rekey-limit volume ?
100-4194303 Max volume limit in KB

P =IO F—FHAROREHHIRIZOWT, SSHE v a V3T A RVIREEZ il &2 R o
ERRAESGEMTRELET, ZOME#ZDE, FXOS I3ty a8l L E7,
Firepower-chassis /system/services # set ssh-server rekey-limit time minutes

1 -

Firepower /system/services # set /system/services # set ssh-server rekey-limit time ?
10-1440 Max time limit in Minutes

N rva kAT AREICAIy FLET,
Firepower /system/services # commit-buffer

FEEE IR AN ¥ — F v 7 EFRELT, SSHHRARN ¥—DF = v 7 ZHlIfEI L £7,
Firepower /system/services # ssh-client stricthostkeycheck enable/disable/prompt

1 :

Firepower /system/services # set ssh-client stricthostkeycheck enable

* [enable] : FXOS M#Bi#T 2R A N 77 A MZZ DB A b F—RNEHFELRWES, #
FIXHES SN ET, FXOSCLI CY AT A Aa—TF7- 3 —E R Z2a—70 enter
ssh-host =2~ F&AFEH LT, FEITHA FEBINT2LERNH Y £,

[Tk (prompt) ]: ¥¥ —VICELREFESNTORWVAAR M F—ZFF Al LIS
ToHEITkOONET,

sdisable : (T 74/ 1) v — TR EIRFE SN Z ERRVEA X —%& HEIZFHF
ﬂ[./i‘j‘()

2 TAT v hNOREST NI AL EFELET,
Firepower-chassis /system/services # set ssh-client encrypt-algorithm encrypt_algorithm

1

Firepower /system/services # set ssh-client encrypt-algorithm ?

3des-cbc 3des Cbc

aesl28-cbc Aesl28 Cbc
aesl28-ctr Aesl28 Ctr
aesl92-cbc Aesl92 Cbc
aesl92-ctr Aesl92 Ctr
aes256-cbc Aes256 Cbc
aes256-ctr Aes256 Ctr
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ATy 713

ATy 714

ATy 715

IS5y r7A—LEE |

GE) e AL 7T AT YT Tix3desche XY AR —FINTWFEHF A, FXOS ¥ v —
Tater 7747 V7 B— RBAR%E. BE{b7 /13U XL LT 3des-cbe
T L LIITEEEA,

cRDOBEEALT VT Y ZRAE, T 740 b TIEAEDNT /> TWEE A,
aes128-cbc

aes192-cbc
aes265-cbc

75 A 7~ b ® Diffie-hellman (DH) F—HT7 /L IV XLZRELET,

Firepower-chassis /system/services # set ssh-client kex-algorithm

i

Firepower /system/services # set ssh-client kex-algorithm
curvez25519-sha256 curvez25519-sha256
curve25519-sha256 libssh org curve25519-sha256@1libssh.org
diffie-hellman-groupl4-shal diffie-hellman-groupl4-shal
diffie-hellman-groupl4-sha256 diffie-hellman-groupl4-sha256
ecdh-sha2-nistp256 ecdh-sha2-nistp256
ecdh-sha2-nistp384 ecdh-sha2-nistp384
ecdh-sha2-nistp521 ecdh-sha2-nistp521

DH ¥ —RHTIE, WTFNOYEELHMTITRETCERWVICEMEALMFH L ES, T
EELABIOFRANF—LHAGDOEDLZ LT, AAMRREREBLET, ZOF—3H#
WZE D BRI 72— SFEREN FTRE & 72 0 F 97, DH F— O H H1E DRI DWW T,
RFC 4253 ML T IZ& 0y,

74T NOMACT VT Y RAEHFRELET,
Firepower-chassis /system/services # set ssh-client mac-algorithm

51 -

Firepower /system/services # set ssh-client mac-algorithm
hmac-shal Hmac Shal
hmac-shal-160 Hmac Shal 160
hmac-shal-96 Hmac Shal 96
hmac-sha2-256 Hmac Sha2 256
hmac-sha2-512 Hmac Sha2 512

IIAT RO BRAR F=IZONT, RRAF—_XTDEV2T A A X2 AN LET,
EVaTAE (B NHEAD (X, 1024 ~ 2048 OFEFHNO 8 DFFHTT, HET 2 F—HREko
YA ZPRENVITE, RSA F— T OAERITHNDREMITR S 20 9, EIF 20481295 2
LEBBOLET,

Firepower-chassis /system/services # set ssh-client host-key rsa modulus_value

1 -

Firepower /system/services # set ssh-client host-key rsa ?
<1024-2048> Enter number of bits (in multiples of 8)
Firepower /system/services # set ssh-client host-key rsa 2048
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ATv 716

ATV T

ATv 718

TLS D& TE

TLS DX II

TIAT L NOF—FARDRY 2 —2HIRIZONWT, TR CTHFAIIND NT T 47D
BOEREZ KBHEMTHELET, ZOHEEEAZSDEFXOS Tty a2l LET,

Firepower-chassis /system/services # set ssh-client rekey-limit volume KB_of_Traffic

1 -

Firepower /system/services # set /system/services # set ssh-client rekey-limit volume ?
100-4194303 Max volume limit in KB

TS5 T v DX —FAEROIFREIRIZOWVWT, SSHE Y > a VRN T7T A RAVREERFE TSNS
RO ERRAZSHEMN TRELET, ZOEEZEZDE, FXOSiTy v a v 20l L £,

Firepower-chassis /system/services # set ssh-client rekey-limit time minutes

B -

Firepower /system/services # set /system/services # set ssh-client rekey-limit time ?
10-1440 Max time limit in Minutes

rSoW a2 AT AHREIZaI Y FLET,

Firepower /system/services # commit-buffer

il

WOFTIE, Y —3~DSSHT 7 v AZHMME L, v Fo¥rvarvzaiyv bl
F7,

Firepower# scope system

Firepower /system # scope services

Firepower /system/services # enable ssh-server
Firepower /system/services* # commit-buffer
Firepower /system/services #

Transport Layer Security (TLS) 7'v h2/bid, AWI@EBET22 2077 r— a > DT
TITAN— LT =2 DS EMSRE L £ T, FXOS v — 3 LT NA A & DOIE(E T
T 5H/NTLS N— 3 UiF, FXOSCLIZHAH L CRETEET, HILWLAA—T 3 U OTLS T
FEEOEX2 U T 4 &b TE5—F, HWWA—=Ya D TLS Tl W7 77U r—va v
D% HHEZ R T X £,

72 2iE, FXOS v — Y THRESNTWAR/NINTLS X—=2a VB vll DFE, 7747
N7 ZUPERVIOE T EZFITTDHEOICHESNTNWDE, 7747 MIHTTPS ZfEH L
“C FXOS Chassis Manager & O #B< Z &N TEERA, LEBH-T, BT 77U r— 3
v & LDAP Y — R Z MU ET HMERH Y £,

ROTFNAT, FXOS ¥ — EXNET NA A OBIE CTHET 2/ NTSLAA—V 3 U ERGE,
FoRT D HEEFHLET,
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B soz:

A\

6=

* FX0S23(1) V UV —RADKE R TIX, FXOS v —3DF 7 4/ Mg/NTLS N— 3 idvll
‘/C‘\ﬁ—o

FIE
ATFYT1 VAT L E—FRICAD ET,
Firepower-chassis# scope system

VAT ATHEATESLTLS N—Ya D47 va v aRnRLET,
Firepower-chassis /system # set services tls-ver

1

Firepower-chassis /system #

Firepower-chassis /system # set services tls-ver
vl 0 v1.0
vli 1l wvl.1
vl 2 wvl1.2

ATy T2

ATV T3 F/INTLS A=V g U ERTELET,

Firepower-chassis /system # set services tls-ver version

51

Firepower-chassis /system #
Firepower-chassis /system # set services tls-ver vl 2

ATv7T4 FEEaI Y MLET,
Firepower-chassis /system # commit-buffer
ATYTE VAT ATHRESNTNDIR/NTLS N—V a W EFRRLET,
Firepower-chassis /system # Scope services

Firepower-chassis /system/services # show

£
Firepower-chassis /system/services # show
Name: ssh
Admin State: Enabled
Port: 22
Kex Algo: Diffie Hellman Groupl Shal,Diffie Hellman Groupl4 Shal
Mac Algo: Hmac Shal,Hmac Shal 96,Hmac Sha2 512,Hmac Sha2 256
Encrypt Algo: 3des Cbc,Aes256 Cbc,Aesl28 Cbc,Aesl92 Cbc,RAes256 Ctr,Aesl28 Ctr,Ae
s192 Ctr
Auth Algo: Rsa
Host Key Size: 2048
Volume: None Time: None
Name: telnet
Admin State: Disabled
Port: 23
Name: https
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Telnet D% 5E .

Admin State: Enabled
Port: 443
Operational port: 443
Key Ring: default
Cipher suite mode: Medium Strength
Cipher suite: ALL:!ADH:!EXPORT40:!EXPORT56:!LOW: !RC4:!MD5: ! IDEA:+HIGH: +MEDIU
M:+EXP:+eNULL
Https authentication type: Cert Auth
Crl mode: Relaxed
TLS:
TLS version: v1.2

Telnet M % E

ROFIMETIE, ¥ —~DTelnet 7 7 & 2 & AL E LTI T DITEC O TR L
£9, T 74/ N T, Telnet (T LICR2 > TOET,

)

GE)  BIE. Telnet X CLIZHEH L COARETEET,

FIE

ATFYT1 VAF A ET— RICAD FT,

Firepower-chassis # scope system

ATFYT2 VAT AP —ERE—REHEEBELET,

Firepower-chassis /system # Scope services

ATY T3 vy —~DTelnet 77 B AZERET HIE, ROWTHEFEITLET,

« VX =D Telnet 77 B AZFFATHICIE, ROa~<r Re AJJLET,
Firepower-chassis /system/services # enable telnet-server
o Uy — D Telnet 77 B AT HITIE, kOa<r READLET,

Firepower-chassis /system/services # disable telnet-server

ATFYTd "W g B VAT AREICTI Yy FLET,

Firepower /system/services # commit-buffer

151
wIZ, Telnet #HIMZ L. TV 7 v a  BiEETHHERLET,
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Firepower-chassis# scope system

Firepower-chassis /system # scope services
Firepower-chassis /services # enable telnet-server
Firepower-chassis /services* # commit-buffer
Firepower-chassis /services #

SNMP D% E

IOk 7 v a Tk, ¥ — I Simple Network Management Protocol (SNMP) % i% &3 % J7
EaBi LET, GOV TIE, RO PE Yy 722 R L TIEE0,

SNMP DO E

sy U —27FHT 1 k2L (SNMP) 1%, SNMP v % — V% &m— = o hEOi#(E
Ay—VTr—~vy haeRTs TV a4 YT e barTd, SNMP T,
2y VU= RNDOTNRA ZADE=F ) 7 LT HERET L— 21T — 7 L ILBFFEDN
kI E7,

SNMP 7 L — AT — 27133 DO THERR S E T,

*SNMP~ % —Y ¥ : SNMPEEA LTy NI~ TNRALADT 7T 4 T 4 ZHIH L,
TRV TTHARAT A

*SNMP =— Y x> b : Uy —v D7 — X &ML, LEIZS L TEDT —X % SNMP +
F—=VXICRET D —NOY 7 by =T aryiR—F b, Yy —TiliE, =—V=x
VhEHOMBMNEENTWET, SN\MP=—V =20 FEFRIICL, v~k —Y vy Lo—
VMOV L—v g vy TEEKRTHICIE, Yy — v 3R — Y v £ FXO0S CLI
TSNMP ZH%hz L, RELET,

o EFERAN— 2 (MIB) : SNMP=—Y x> b EOBHEIISE AT/ hoaL v g

Yo

¥ —30%. SNMPvl, SNMPv2c. 3L ONSNMPv3 %R —  LEd, SNMPvl ¥ L TXSNMPv2¢
ZEBELYE, a3 22T 4 _N—2ABKOEXF=2 U T 4 2HEHLET, SNMPIZRDO X 5 ICEE
I TWET,

« RFC 3410 (http:/tools.ietf.org/html/rfc3410)
* RFC 3411 (http://tools.ietf.org/html/rfc3411)
« RFC 3412 (http://tools.ietf.org/html/rfc3412)
« RFC 3413 (http:/tools.ietf.org/html/rfc3413)
« RFC 3414 (http:/tools.ietf.org/html/rfc3414)
« RFC 3415 (http:/tools.ietf.org/html/rfc3415)

« RFC 3416 (http:/tools.ietf.org/html/rfc3416)
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| 75y ror—LE
snwpsasn i

* RFC 3417 (http://tools.ietf.org/html/rfc3417)
« RFC 3418 (http://tools.ietf.org/html/rfc3418)

« RFC 3584 (http:/tools.ietf.org/html/rfc3584)

N

GE)  SNMP N—T a1 BIO 2 (2iE, BERZMHOEX 2 T A RENRHLOTEELTLE
SV, INHDONR=TY 3 T, TXTOFRBE LS NTICEESINET, ZndHD/—
Va rTH—ORFIERE L THEET 223227 0 AN U b EENET,

SNMP ;& 4]

SNMP O EE/RHERED 1 DlF, SNMP=— =y M LBHEAERTXAZLTT, 26D
BHITIE, ERZSNMP~ 32—V v O EETL2HMEIH Y THA, @HL, REAR—VE
RE, THECE), oI, ML —Z L OB OUIN, FOMOEERA N N ERRLE
ﬁ‘o

VX —UE, FT T ERIFIA T 4= LTSNMPEMAZ AR L E T, SNMPY 32—V ¥
X N7y TZERFICHERINE Z A EE T, Oy —VIE N T v IR EINTZNE ) &R T
XD, FTy FOEEMTIA L T A=A L0 BIES RV ET, 42T 4 — LEREZ(E
9% SNMP ~ % —Y ¥ &, SNMP o4&~ haj 5F—X 2=y k (PDU) TRAvt—VD%
BEMRINVELET, VY —IWPDUZZELRWGS, A v 7+ —LEREFETEET,

72720, 4274 —21F SNMPv2c TORFERAARETT 2, BaETIERWnWEEZ L TWAH T
O, HEREINETA,

)

GE) SNMPZFERHTHA v Z—7 =4 AD ifindex DJEFIL. FXOS ODEEEIHZB LRI NET A,
7272L. FXOS 7 4 AZfEHZFK OID DA T v 7 AFFIE, FXOS #HiL#h4 25 L AT InE
j_o

SNMP %2 1) 714 LNILE L VHER

SNMPvl, SNMPv2c, BIUSNMPVIIZFNZENF DX T4 T NLERLET, X
V74 BT AERIRLI-EX 2T 4 LULOMAEGHLHEICE D, SNMP A v E— Y DLE
HFICEAH SN EX 2T 4 A= XLRRED 7,

X2 U T4 LoULd, SNMP R 7y FICBEEMT N TND A v =V 2 RRT D720 4%
B EHEAIRE LE T, MERL LT, A v bE—U0BRENAR WK SR E 7 3R OB
WHDLMEIMERELET, YR—FEND2EFXF2V T4 LULE, X2V T4 TV
NRESNTWNENIE>TERAEY ET, SNMPEF =2 U T 4 L-ULIE, ROMERD 1L L
EYVR—FLET,

» noAuthNoPriv : iRaE7e L. K5k 72 L
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 authNoPriv :

* authPriv

it nEZ?) V) H%IL
DRBAED Y |

b7 L
e itdH v

IS5y b Tr—LEE |

SNMPV3 Clt, BXx=2UT 4 TN EEF2 T4 LNLVOETREEENRNTHET, X2

U7 4 E7ME, 2= B L Pa2—FRET o e — L&k

ET DAL NTT, BX=2 T+

Loblid, X207 0 FETANTHAI SN X2V T DLV T, BX2 VT o
ETFNEEF2 VT 4 LoULOMEAELEIZ LY, SNMP /Ry MLUFLHIZER S 2% =
UF 4 A= XLDRED £,

SNMPtXa1YFT4 ETILELRILDYHR—

FEnTWWHHAEHE

KOFIZ, EX2 VT 4 EFNLELVLOHAEDOEDOERERLET,
RI1:SNMP X1 T4 ETLELVELF2U T4 LR
ET | KERR B BE |HER
U 1
vl noAuthNoPriv | 2 X 2o =5 4 X VU | AL |a3a=F4 ANV 7OREEFEHL
> 7" (Community TEGELE7
string)
v2¢  |noAuthNoPriv| =S 2= ¢ A U |AL |a3a2=F4 A YL TOBREEFHL
> (Community THAEL £,
string)
V3 noAuthNoPriv | [ —+4, L |2—VLAOREEFEH L TREIEL £,
(Username) ] (B WETSILIETEETH,
FXOS TiX SNMP R— g o~
3 T noAuthNoPriv %4%)%%—&6
ZEIETEEREA,
v3 authNoPriv | HMAC-SHA 72 L |HMAC Secure Hash Algorithm (SHA) (24
SWTRIELE T,
v3 authPriv HMAC-SHA DES |HMAC-SHA 7 /L 21 X A|ZFHADSWTEEE
LET., 7—ZH5Hk (DES) @ 56
'y MEEb, BLOWE 7 2y 7 el
(CBC) DES (DES-56) #EH#E|ZH-Su 7z
uunE%TE1 L/i"?]‘o

SNMPv3 &2 ') T 1 #5E

SNMPv31Z, Fv NU—ZRREADT7 L—ADRIE LKL EMAEDEDL Z LIZK - T, T2

AANDEX2T T/ AZEHLET, SNMPV3 L, &

EFHL— I L 2 EHEED %
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snmp 71—~ ]

HFAL, SNMP # v —2 %5k LE T, SNMPV3a—HR_R—2 X2V T ¢ 5/ (USM)
IZSNMP X vt—V L~ X2 0T 028 L, ROV —ERAZHEHELFET,

A vE—UDEEMN A v E—UNRERFETER FZITHE I TV RN D & 2 RFE
LET, /o, X =T U AN, @BFEBETLILOL0 LEWVHEE TEE I TV
WZ EERIELET,

Ay —URETORGE : XET—FeRELIaAa—VFOT AT T 47 4 PR SNT
ZLEERIELET,

e Ayt —VOMEBEEB IO B RER2—Y, =T 4T 4, T RITH L TIHER
ERBAARTIZLIEVB R LWL I LET,

SNMP H7K— k

% — 0%, SNMP IZRD VAR — kA2t U F 4,

MIB D4 HR— k
Ty —UE, MIB~OHHARY ENT 78 A 2R —FLET,

FIFH FTRE 72 I O MIB D FEM & F D AFEFTIZ W TIZ.  [Cisco FXOS MIB Reference Guide ]
LT TIEE N,

SNMPv3 1 —HDRFE70 ~aL
¥ —0%,. SNMPv3 = —#—® HMAC-SHA-96 (SHA) #RiF~7 o haLxz¥R— bk LET,

SNMPv3 .—H®M AES 754/ o— JO k3L

VX —UE, SNMPV3 A v E—URESALH T 7 A4 X —Tm hanro 1 & LT, Advanced
Encryption Standard (AES) %M L. RFC 3826 (ZHE#LL F£ 7,

TIANT—=RAT— R (privd 7T ar) TiL, SNMPEF =V 7 ¢ K5k =E& L TDES
F7213 128 B N AES Z IR TX £9°, AES-128 DR EZ AN LT, SNMPv3 = —H—J]
DT TANY—=RAT—=REGZbbHE, V¥ —VIFEDOTTA N —RAT— REEFA LT
128 ¥ F AES ¥—Z 4R LT, AESpriv/SAU— RiE, 8 LFLLRICLET, 271 —
Rz V7 TXANTHRET 256, K64 LFEHRETETET,

SNMP OEMIEE LU SNMP 7 O/8F 1 DETFE
FIE

ATFYT1 Aa—FF— RNIZAY F9,

Firepower-chassis# scope ssa
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B svweoamits s v s 087 ¢ oRE

ATy T2

ATvT3

ATvT4

ATy TH

ATvT6

ATy 17

ATvT8

show app-instance =~ > FZ AL, Aav hID, 77U —v a4, BIXOT 7Y Fr—
YAy A VAL ADOHB T EHR L ET,

Firepower-chassis# show app-instance

F=H Y7 E—RFRERBLET,

Firepower-chassis# scope monitoring

(AT ar) ASAT/3A AL FID 7 /34 A0 SNMP BB 7'V A 25 o 2% — N 2Bk
LET,

Firepower-chassis /monitoring # set snmp adminappinstance slot 1 appname ftd id ftd1 enable yes
2wy MG, 77V4, IDERREL, AMEE 1T (Yes) ] £72iE Wiz (No) TIZER
ELT, =Ty N TL—=RTTV AU AZ U RAERET HHERDH Y £7°,

BE SNMP a2 E LTz, 5 0ffF>Tine, SNMP AR—Y & ZICil#ERE 4,

(E&E) SNMP 22X 2=7 44— F&Bita L £7,
Firepower-chassis /monitoring # set snmp community
set snmp community =~ RF&ZAJJT5 &, SNMP 2 2 =7 44 DANEZRDLNET,

SNMPa X =2 =5 44 %EETAHE, SNMPUE— R X —V ¥ b0 R—Y 2V ERICH L
TSNMP N—T g o 1 BEXWN 2 b BEMICEZNCR Y 3,

G¥) SNMP R"— 3 1 BX O 2ci2id, BRAREEMOEX 2V 7 4 W8NS 5O THE
BELTLEEY, INHD0N—=T 3 Tk, T XTOEFRDBE LS TIZEE S
NET, ZNH6ONR—Va  CTHE—OFEFIERE L THEEET2a2I2=7 1AL
YT EENET,

SNMP 22 a2 =F 4 4 EEELET, 20aIa=F 41F. SNMP/RAU— RE& LT X
NEJ, a3a=7 1413, BRI IFORMFTHETEET,

Firepower-chassis /monitoring # Enter a snmp community: community-name

a2 =T 44T 1O TE, 7272 L. setsnmp community 2 L CREFE DA RT A EEX
TLZENTEET, BMFOaIa=T 14 %ZHIRT S (SNMP VE— K v 2= 0 H D
W=V T ERIZH L TCSNMP N— 2 U 1B X2 b EENICT 5) 12, setsnmp community
EANILET, 72720, a3a=T 4 A NI THEANLBNTLESN, DFED, § 95—
Enter ¥ — & #f LET, Ny7ryxaIy h35HL, show snmp O 15 Community Set:
No EWIITEENET,

SNMP fH2YH D AT LD LIRE L £7T, VAT LOEKEES (BEFA—ILT FLX
R, AL BREEF SR E) 1T, K255 LFORBFTHETE LT,

Firepower-chassis /monitoring # set snmp syscontact system-contact-name

SNMP=— = v b (=) BNEFFENHHRA NOBHFTEEELE T, v AT Lrr— g
VAT, K SI12 LT OFEK T TRETE £,

Firepower-chassis /monitoring # set snmp syslocation system-location-name
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ATFYTSY F W I a B VAT AREICaIy FLET,

Firepower-chassis /monitoring # commit-buffer

il

snvp -5 Tt [

WIZ, SNMP ZA%hZ L, SnmpCommSystem2 & V) £ Ai{D SNMP =2 2 = =7 ( &%
7E L. contactperson &9 A HTD T AT LEKEE 25 E L, systemlocation & VY 9 £ il
DEfEen r—va VEREL, NI varEaly M AMERLET,

Firepower-chassis# scope ssa

Firepower-chassis# show app-instance

App Name Identifier Slot ID Admin State Oper State
Version Deploy Type Turbo Mode Profile Name Cluster State

ftd ftdl 1 Enabled Online
Native No Not Applicable
Firepower-chassis# scope monitoring

Running Version Startup
Cluster Role

Firepower-chassis /monitoring # set snmp adminappinstance slot 1 appname ftd id ftdl

enable yes
Firepower-chassis /monitoring* # set snmp community
Enter a snmp community: SnmpCommSystem2

Firepower-chassis /monitoring* # set snmp syscontact contactpersonl
Firepower-chassis /monitoring* # set snmp syslocation systemlocation

Firepower-chassis /monitoring* # commit-buffer
Firepower-chassis /monitoring #

RDERY
SNMP 7 v 7B L= —V Z1ERk L £,

SNMP +5 v TD1ERK

WOFNATIE, SNMP 7 v 7 Z2ERT D HFIEIC OV TR LET,

N

GE) KR8 ODSNMP F7 v A ERTEET,

FIE

RAT9T1 F=2V 7 E—FNERBLET,

Firepower-chassis# scope monitoring

ATv T2 SNMP %A 32— M LET,
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ATv7T3

ATy T4

ATy TH

ATvT6

ATy 17

ATvT8

ATvT9

IS5y b Tr—LEE |

Firepower-chassis /monitoring # enable snmp

FBELEARA N, IPvA 7T RLUA, £72131Pv6 7 RLATSNMP 7 v P2 EE L £,

Firepower-chassis /monitoring # create snmp-trap {hostname | ip-addr | ip6-addr}

SNMP 7 v 7 CEATASNMP 2 2=F (A M) U7 ERIINR—=V g 0 30a2—W4 %4
ELET,

Firepower-chassis /monitoring/snmp-trap # set community —community-name

T v FOSHEA~DT 7 AT T 52 OICMERSNMPVIN2c 22 2 =T 4 A MY U7 F
T2WESNMPV3 22—V A ZELET, Z0a~vwr ReEANT2E, ala=T 4 40EEEIN
£, LENIHRARR2 LFT, AR—RIMFEHATEEE A, LENIANTLTHLERENEEA,

SNMP 7 v FIZfEHT 2R —hERELET,

Firepower-chassis /monitoring/snmp-trap # set port port-num
N7 o ZIZHEHT 5 SNMP O AX—V 3 V EETAERELET,
Firepower-chassis /monitoring/snmp-trap # set version {v1 |v2c | v3}

GE) SNMP N— 3 1 BEX O 2 i2id, BRAREEMOEX 2V 7 8NS5O TH
BLTLESY, 60— 2 g T, TXTOFERPIEESL I TICEE S
nNET, oD NR— a3 0 THE—OFRGEEA L L T#iET2a3a=7 1 ANV
YL EENET,

ER) FETDHDN Ty TOEA TEHEELET,
Firepower-chassis /monitoring/snmp-trap # set notificationtype {traps | informs}
ZZICERESNDEIFTKR DO E LY T,
o N— g T [v2c] 721 [v3] 2RI B354 13 traps,
o N—=T 3 T v2e ZEIRT 5555 1F informs,
GE) N=Da A NIv2 ZBRULTEGEDH, A 07— LB ZRETEET,

EE) N—=vYarTv3 Zz@RLZEAIE. b7 v TICHEEMNT DHERZIEE L £,

Firepower-chassis /monitoring/snmp-trap # set v3privilege {auth | noauth | priv}
ZIREFERSINDIEERD LB Y TY,
® [auth] i) niEdJ%) D %ﬂﬁfce L

¢ [noauth] : FAE72 L, BB L2 L ZHEHEETHZ LIETEET 2, FXOS IL SNMPv3 T
ZOEX2 T4 LAV EYR— LTI EIZER LTSI,

 [priv] : BALH Y . WELH Y

NPT g B VAT AREICZI Yy FLET,
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Firepower-chassis /monitoring/snmp-trap # commit-buffer

1

WOFNE, SNMP ZAZNZ L, IPv4 7 RLAZMEHLTSNMP b v F&{ER L, k
7w TR — k2T SnampCommSystem2 2 X = =7 4 Z#fFEHTLHLIEEL, N—T =
YEVIICERIE L, BEIY A 7 % traps [ICRRAE L. V3 MERRZ priv ICRRE L. M T
Yarkzaly hLET,

Firepower-chassis# scope monitoring

Firepower-chassis /monitoring # enable snmp

Firepower-chassis /monitoring* # create snmp-trap 192.168.100.112
Firepower-chassis /monitoring/snmp-trap* # set community SnmpCommSystem2
Firepower-chassis /monitoring/snmp-trap* # set port 2

Firepower-chassis /monitoring/snmp-trap* # set version v3
Firepower-chassis /monitoring/snmp-trap* # set notificationtype traps
Firepower-chassis /monitoring/snmp-trap* # set v3privilege priv
Firepower-chassis /monitoring/snmp-trap* # commit-buffer
Firepower—-chassis /monitoring/snmp-trap #

WORFNL, SNMP Z A AEEIC L, IPv6 7 KL A& LT SNMP k7 v 7 & 1ERk
L. b7 > 7 WA — b2 T SnmpCommSystem3 2 = =7 4 T DL OFHFEL.
N—=Va v EVIICEREL, @MY A T % traps ICRE L, v3 MR priv iCRREL. k
TN a v EHEEELET,

Firepower-chassis# scope monitoring

Firepower-chassis /monitoring # enable snmp

Firepower-chassis /monitoring* # create snmp-trap 2001::1
Firepower-chassis /monitoring/snmp-trap* set community SnmpCommSystem3
Firepower-chassis /monitoring/snmp-trap* set port 2

Firepower-chassis /monitoring/snmp-trap* set version v3
Firepower-chassis /monitoring/snmp-trap* set notificationtype traps
Firepower-chassis /monitoring/snmp-trap* set v3privilege priv
Firepower-chassis /monitoring/snmp-trap* commit-buffer
Firepower-chassis /monitoring/snmp-trap #

H H FH o

SNMP + 35 v T DHIER
FIE

ATFYT1 FT=F) 7 F— K& LE T,

Firepower-chassis# scope monitoring

ATy T2 FBELIERAMELIZIP T FLADSNMP T v 72H8IBRLET,

Firepower-chassis /monitoring # delete snmp-trap {hostname | ip-addr}

AFYT3 FIUY g EVATAREICaI Yy FLET,
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Firepower-chassis /monitoring # commit-buffer

1

Wiz, IP7 KL A 192.168.100.112 TSNMP F 7 v 7% HIfR L. T o¥Fr g awa
v hTBHERLET,

Firepower-chassis# scope monitoring

Firepower-chassis /monitoring # delete snmp-trap 192.168.100.112
Firepower-chassis /monitoring* # commit-buffer

Firepower-chassis /monitoring #

SNMPv3 1 —H DERL

FIE

RT9T1 F=2 V7 E—NEBLET,
Firepower-chassis# scope monitoring

ATw T2 SNMP A 32 —T7 M LET,

Firepower-chassis /monitoring # enable snmp
AT 973 SNMPV3 = —H & Ek L £7,
Firepower-chassis /monitoring # create snmp-user user-name

create snmp-user 2~ K& ANTHE, RAT—RKDODANEZRT o7 bRFEREINE
—é—o

FXOS Tix, OB A2 SRS AY — RITES ShE T,
« 8 ~ 80 L FE G,
cBHHLNDDIE, LT HTF. BIOROLFOHRTT,
~ 1 @#%N &N "<
cRDOFTLHFEGTER, § (FAGER) 2 G . =1 (F5) .
SOLLDRRDINFEEZDLNENHY 7,

BIFT AL LT VA NFERIIT 7V A POBFEFHITILFE2T- SAGHRNTLE

S, 2l xE, T12345) 14>, [ZYXW] X3 D3FFBRFENVTWET, 2D k)
T ORFHEDPFEOHIBEEZ 5 E (BFITNA~6IFEAE) | BFRlbTF =y 7Tk
ML ET,
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G¥) W A4 7 VA NERIZTZ U A2 FUFHIOMICERE LRWA 7 Y
AV NERET 7V A RXFHIREENTH, XTIV By FahvEd
ho T2E ZIE, abed& 121 1T/NAT — R F = v 7 ([ZRIML £33, abed&!25 %
L EH A,

ATw T4 SHAZRGOHEHEZIEE L E T,

Firepower-chassis /monitoring/snmp-user # set auth [sha | sha224 | sha256 | sha358}

ATy 75 AES-128 Wi S b DM &2 AL EIZT 4 E—T7 T LE T,
Firepower-chassis /monitoring/snmp-user # set aes-128 {no | yes}
77 4V M TIE, AES-128 B SALIET 4 =T LT > T ET,

SNMPv3 X DES ZH R — K L TCWER A, AES-128 XSO FFIcT5E, T4 —D
b Thn T, RESINTZT T AR — AT — NREMR Y £97,

GE) SNMPv3 %% Authpriv (DES) THNZ /2> TWAHHE, FFEDONMS £=4 1 7
TV r—3 a3 b SNMPV3 FX0S 73 A R—1 7T A, LIEINC
DESOEHZHR—K L TWER—=2 g VDT, R 2T v 77 L— R 584
I, AES 2 L C—HF—%F/Ef L. SNMPV3FX0S 7 /3 A &R —1U 7
LHMENRDHY £T,

ATYT6 2—F— AU —RFEEELET,
Firepower-chassis /monitoring/snmp-user # set password

setpassword =~ > R&Z AT 5L, NAT—=ROAT EMERERT T n 7 MR RENE
D

AFYT1] PV g EBVATAREICTI Yy FLET,

Firepower-chassis /monitoring/snmp-user # commit-buffer

1

WOFITIL, SNMP Z A% L. snmp-userld & V> 9 £ BiTD SNMPv3 = —H ZERK L .
AES-128 B Efb A3k L, RAVU—FRBLOTTA N — RAT—FREREL, b
S rvarkaly hLET,

Firepower-chassis# scope monitoring

Firepower-chassis /monitoring # enable snmp

Firepower-chassis /monitoring* # create snmp-user snmp-userl4
Password:

Firepower-chassis /monitoring/snmp-user* # set aes-128 yes
Firepower-chassis /monitoring/snmp-user* # set priv-password
Enter a password:

Confirm the password:

Firepower-chassis /monitoring/snmp-user* # commit-buffer
Firepower-chassis /monitoring/snmp-user #
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B swwes 2 —vomp

SNMPv3 1 —H5 D HIFx

FIE

ATY T F=F V72— RERBLET,

Firepower-chassis# scope monitoring
AT 72 F5E L7 SNMPV3 2 —H & HIFR L £,

Firepower-chassis /monitoring # delete snmp-user user-name
ATYT3 MBI v a BV AT AREICTI Y FLET,

Firepower-chassis /monitoring # commit-buffer

¢l
RIZ, snmpuserl4 &9 A4 HTO SNMPV3 =—HZHIfr L, TP rvavzaly
N ABERLET,

Firepower-chassis# scope monitoring

Firepower-chassis /monitoring # delete snmp-user snmp-userl4
Firepower-chassis /monitoring* # commit-buffer
Firepower-chassis /monitoring #

IR7E D SNMP % TE D KRR

E. 2=, BEONT v 72 FR T 5123, RO CLI 2~ R LE

R

HI{E D SNMP
‘3‘0

\)

GE)  SNMP ZfEHTAFXOS DA B2 —T7 = A ZAD iflndex DNEFIE. FXOS OELHEHR HEFH I
E I

FIE

ATl F=X) 7 E— RERBLET,

firepower# scope monitoring

ZATFw T2 BIED SNMP ZEx2F R LET,

firepower/monitoring # show snmp
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Name: snmp
Admin State: Enabled
Port: 161
Is Community Set: Yes
Sys Contact: R Admin
Sys Location:
ATY T3 BUEERIN TS SNMPV3 2 —H & —EHR R L ET,
firepower/monitoring # show snmp-user
SNMPv3 User:
Name Authentication type
snmp-userl Sha
testuser Sha
snmp-user?2 Sha
ATy T8 BUEERINTVD SNMP b7 v 7 &2 —EHRRLET,
firepower/monitoring # show snmp-trap
SNMP Trap:
SNMP Trap Port Community Version V3 Privilege Notification Type
trapl informs 162 xokokx V2c Noauth Informs
192.168.10.100 162 K AK V3 Noauth Traps
!l

WIZ, FFED SNMPV3 = —IZBT 2 5EME R 2 FornT o0l 2R~ L ET,

firepower /monitoring # show snmp-user snmp-userl detail

SNMPv3 User:
Name: snmp-userl
Authentication type: Sha
Password: ****
Privacy password: ****
Use AES-128: Yes
firepower /monitoring #

TlX. Firepower 4100/9300 >+ —3 CHTTPS % ET 5 HiEamH L £7,

) vr—v~v3r—V ¥ EIXFXOSCLI #fiH L CHTTPS A — h A H Tx £, o> HTTPS
DORTEITTRT, FXOSCLIZHEHA L TOARETE 1,
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B vz =— vy kSRR

AERAE .

F—Y g, FSRMRSAUFE

HTTPS i3, AfF— A>T TA LT 7F v (PKD) Z2HHL T 74T b7 T UL
Firepower 4100/9300 > ¥ —3 72 ED 2 DDOT NA AT X 2 7 RBEE LML LET,

EEX—&x—UY

% PKI 734 AL, WNEF— U v ZIZIERFAD Rivest-Shamir-Adleman (RSA) K5 F— D2
7 AT TAR—=F, LI 120F3T VY v 7)) ZRFELET, VTN —THE(S
NizAvtE—IiE, b9 —FHOF—CTHEBITEET, B lbanizA v —Y2RETHH
f. EEHFIZEZTOLM*F—CH L, ZEHFITMEOMEX —ZHEHL TAvE—V%
Bt LET, HEFIT. MEAOREF—TEEHDOA v =%k (( TB4] & bETNh
F) LCARSF—OFAEE2EHT b TEET, ZEEDEYTIAMIFT—ZHHL
TA vy —VZIEFIEFLTE 25613, ¥ﬁ%ﬁﬂﬁﬁéﬁ%# EHA LTS Z &N
FHENET, X —DRIITIEESETHY., %@Eéiﬂzt/bmamst/bf
T, WE, ENF—13EOF—X0 L0 EETT, FXOS TITHRMIT 2048 £ hDF— 2
TEELT 74N EOX— VUi EnEd, FL T, BMoX— U FEERTEE
kR

7T AGHPERSNIZY | GEHENBIRUINIC R -720 LIEBEE, 7740 E0x—U v
JREAEEZ FETHART OS6ERDH Y £,

FEEAE

X2 T REEEERTHIZIE. ET200T A ANRENENOT VX NVGEAEL L L F
T, AEHEIR, T ZAD IDICEAT 2 BAFEAEHE L BT A ZORAF—%2 507 7
ANTT, BB LENTWBEEZYR—FT572010, TAA AIMADOF—T LMADHD
BAGEHEEZERCTEE T, VE— N 22—V RACEBLAIEAEZIRT 2T 3 R8T 5
Bit, 2—WIET A ADID #HBICHRAET 2 Z N TE T, 22—V 077 U HFITRIIHR
AEICBAT 2EAR R LET, 7740 M T, FXOSIZIET 74V FOXF— U 70 b DR
B — %2 &AL DO H L BAEHERG ENET,

PSR FRAD R

FXOSI|ZH N 728G 2 2572012, T3 ADID il 23 TE 5 Y —R& (DF 1,
FZARKALN) oY —RRX=F GEHELREL, A VA=A T&ET, — F3—
TAGEHIFIT, BITE T A P AR b Ob— REERER (CA) . I CAL F72i3— R CA
WZORMMDBRNTANTF 2= D—MERDNTANT U I—DWTD) IZLoTEL SN
FT, HLWVGEHELZESG T 5121X, FXOS TRl EERA AR L, FT7 A hARA v MZEER
EEETOILERDY T,

|

EE G EIT, Base6d = — K X509 (CER) 74—~ N THOIMNERDH Y 7,
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X— )T DIER

FXOSIE, 774V h F— V7 %E0, RKRXSEOX— Vo7&V HR—FLET,

ATvT1

ATy T2

ATvT3

ATv74

FIE

tXx2VU7 4 E—FERBLET,

Firepower-chassis # scope security

X— U T ERAERL, ARTZMTET,

Firepower-chassis # create keyring keyring-name
SSL¥—O bty FREFRELET,

Firepower-chassis # set modulus {mod1024 | mod1536 | mod2048 | mod512}
N rvarEaly bLET,

Firepower-chassis # commit-buffer

451
WOFIE, 1024 By FDOF— A XDxF— U 7 2Bl LET,

Firepower-chassis# scope security

Firepower-chassis /security # create keyring kr220
Firepower-chassis /security/keyring* # set modulus modl1024
Firepower-chassis /security/keyring* # commit-buffer
Firepower-chassis /security/keyring #

RDZRY
ZOxF— U7 OFEHEEREERL T,

TIHILE F— )T DBER

7 FABLPERINZY | GERENHIROIIUC R >720 LIcHalE, 7740 FoF—1 v

VREEEZ FECTHART OSBERH Y £,

N

x—uvrons [

GE) F7xLbrOF—1 o 27F, FXOS FO FCMIZ L > TORMER SN E T,
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ATy

ATy T2

ATvT3

RTvT4

FIE

X270 = FEHBLET,

Firepower-chassis # scope security

TI74NVEF—= VT THx—V T X2 VT 0 E—FIZADET,
Firepower-chassis /security # scope keyring default

TN X— VT EHARLET,

Firepower-chassis /security/keyring # Set regenerate yes

Mo rvarvzaly bLET,

Firepower-chassis # commit-buffer

151
WRIZ, T4 %— Vo TP EHERTAHEZRLET,

Firepower-chassis# scope security

Firepower-chassis /security # scope keyring default
Firepower-chassis /security/keyring* # set regenerate yes
Firepower-chassis /security/keyring* # commit-buffer
Firepower-chassis /security/keyring #

F— VT DEAEERDIERK
BARA TV HEDF— ) T DIAHEERDER

ATy I

ATy T2

ATvT3

ATy T4

FIE

X270 = FEmLET,
Firepower-chassis # scope security
¥F— U roary4Xalb—varET—FCADET,

Firepower-chassis /security # scope keyring keyring-name

IS5y r7A—LEE |

FBESN-IPVAE-1XIPv6 7 LA, 713777 Y v A Z—ax7 NOL4HTEFHL
CEEAEERAER LT, GBI RO SR — REANTEH LI TROLNET,

Firepower-chassis /security/keyring # create certreq {ip [ipv4-addr | ipv6-v6] | subject-name name}

N ¥rvarEaly bLET,

Firepower-chassis /security/keyring/certreq # commit-buffer
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ATYTE at’ =L ThrI7RA N T U —E£ TR E TR EER AR L ET,

Firepower-chassis /security/keyring # show certreq

il

WOHITlE, BAL 7Y a U fEDF—V 72OV TIPVA T KL A TIHFAERE R %
PERR L CFRR L £,

Firepower-chassis# scope security

Firepower-chassis /security # scope keyring kr220
Firepower-chassis /security/keyring # create certreq ip 192.168.200.123 subject-name
sjc04

Certificate request password:

Confirm certificate request password:
Firepower-chassis /security/keyring* # commit-buffer
Firepower-chassis /security/keyring # show certreq
Certificate request subject name: sjc04

Certificate request ip address: 192.168.200.123
Certificate request e-mail name:

Certificate request country name:

State, province or county (full name) :

Locality (eg, city):

Organization name (eg, company) :

Organization Unit name (eg, section):

Request:

MIIBfTCBS5wIBADARMQ8wWDQYDVQQDEWZzYW1jMDQwgZ8wDQYJKoZ IhvcNAQEBBQAD
gYOAMIGJAOGBALPKNnlt8gMZ04UGQILKFXQQc2c8b/vil2rnRF8OPhKbhghLALYZ1F
JgcYEG5Y11+vgohLBTd45s0GC8mARTLIWHO4 SwcCcAUXQ5Zngf45YtX1WsylwUWV4
Ore/zgTk/WCA56RfOBVWR2Dt ztu2pGAl4sd761zLxt29K7R8mzj 6CAUVAGMBAAGY
LTArBgkghkiGOwOBCQ4xHjACMBOGA1UdEQER/WQQMA6CBNNhbWMwNICECSE1XJAN
BgkghkiG9wOBAQQFAAOBgQCsxXNOqUHYGFoQw5 6RwQueLTNPnrndqUwuZHUOO03Teg
nhsyudsatpyiPqVVIOviKZ+spvc6x5PWIcTWgHhH8BimOb/00KuG8kwfIGGSEDIAV
TTYVUP+BZ90FiPbRIA718S+V8ndXr1HejiQGx1DNgoN+odCXPc5kjoXD01ZTLO9H

Firepower-chassis /security/keyring #

RDZRY

SFAAEESROT ¥ A & BEGIN B L O END T2 E5HTat —L, 77 A VITREFELE
T, F— VT OHELZRGET A0, FHEERZEL 77 ANVENTARNT U —
FITRRGERIICEE L ET,

FFZARRA L FEER L, FTARN T h—00ZFH-7- b T 2 FOFFAEOGHHA
EF - ERELET,
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B sor7oatzo5x— v soansEEROER

HEA T avtEDT— ) T DIHAEERDER

FIE

ATYT1 kX2 U7 0 == RFEBBLET,
Firepower-chassis # scope security
RTvFT2 F—Vrr/0arr74Fal—rarE—FRICAYET,
Firepower-chassis /security # scope keyring keyring-name
ATv 73 GERAEEREMERLET,
Firepower-chassis /security/keyring # create certreq
ATy T4 SHEPFELTWHEOEa— FERELET,
Firepower-chassis /security/keyring/certreq* # set country country name
ATy 7s  ERICEEMT b RAAL =2 =% (DNS) 7 FLRAZRELET,
Firepower-chassis /security/keyring/certreq* # set dns DNS Name
ATvT6  GEAEZRICEEMTONEE AL T RLAZEELET,
Firepower-chassis /security/keyring/certreq* # set e-mail E-mail name

ATwF1  Firepower 4100/9300 > v —> D IP 7 KL AZRE L T,

Firepower-chassis /security/keyring/certreq* # set ip {certificate request ip-address|certificate request
ip6-address }

ATy T8 GEHEZERL CODIEEOARENFET LT E I Z2EE L ET,
Firepower-chassis /security/keyring/certreq* # set locality locality name (eg, city)
ATvT9 GEELZZRL TV DOMEMEEE L ET,
Firepower-chassis /security/keyring/certreq* # set org-name organization name
ATy 70 M=y FEHEELET,
Firepower-chassis /security/keyring/certreq* # set org-unit-name organizational unit name
ATV TN GEAEERICET LA T v a v ORRAT— REEELET,
Firepower-chassis /security/keyring/certreq* # set password certificate request password
ATV T2 GEREZEOR L TV DO AREPFET DINE LI THRR D2 /HEL £7,
Firepower-chassis /security/keyring/certreq* # set state state, province or county

AT F13  Firepower 4100/9300 > ¥ — DFERMERF KA A LA EBELET,

Firepower-chassis /security/keyring/certreq* # set subject-name certificate request name
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ATvTWU rTUoHsvarEaIy FLET,
Firepower-chassis /security/keyring/certreq # commit-buffer
ATy T8 abt™—LTChI AL T h—F 7 IE5RAE RIS G FT e EE R 2 RR LT,

Firepower-chassis /security/keyring # show certreq

i
Y

GE) 27 XVETOY UV —ATIL, Tsetdns] F7-1% lsetsubject-name| T FQDN % {i f&§
Ry T77h2aIy bT5Z LB TEEHA, FQDN TIE/2WWDNS 72134~
Vxl "NAEHEAL CRGEEGEERLEL Y 5L, =29 —R2u—ShET,

WOHITIE, 34 7Y a UAEDOF— Y 72O TIPVA T KL A THEHEE R &
ERRL TERLET,

Firepower-chassis# scope security

Firepower-chassis /security # scope keyring kr220

Firepower-chassis /security/keyring # create certreq

Firepower-chassis /security/keyring/certreg* # set "ip 192.168.200.123"
Firepower-chassis /security/keyring/certreg* # set subject-name "sjc04"
Firepower-chassis /security/keyring/certreg* set country "US"
Firepower-chassis /security/keyring/certreg* set dns "bgl-samc-15A"
Firepower-chassis /security/keyring/certreg* set email "test@Rcisco.com"
Firepower-chassis /security/keyring/certreg* set locality "new york city"
Firepower-chassis /security/keyring/certreg* set org-name "Cisco Systems"
Firepower-chassis /security/keyring/certreg* set org-unit-name "Testing"
Firepower-chassis /security/keyring/certreg* set state "new york"
Firepower-chassis /security/keyring/certreg* commit-buffer
Firepower-chassis /security/keyring/certreq # show certreq

Certificate request subject name: sjc04

Certificate request ip address: 192.168.200.123

Certificate request e-mail name: test@cisco.com

Certificate request country name: US

State, province or county (full name): New York

Locality name (eg, city): new york city

Organization name (eg, company): Cisco

Organization Unit name (eg, section): Testing

Request:

#
#
#
#
#
#
#
#

MIIBfTCBS5wIBADARMQ8wWDQYDVQODEWZzYW1jMDOwgZ8wDQYJKoZ IhvcNAQEBBQAD
gYOAMIGJAOGBALPKn1t8gMZ04UGQILKFXQQc2c8b/vil2 rnRF8OPhKbhghLA1YZ1F
JgcYEG5Y11+vgohLBTd45s0GC8m4RTLIWHO4 SwccAUXQ5Z2ngf45YtX1WsylwUWV4
Ore/zgTk/WCA56RfOBVWR2Dtztu2pGAl4sd761zLxt29K7R8mzj 6CAUVAgGMBAAGY
LTArBgkghkiG9w0BCQ4xHjACMBOGALIUJEQEB/wWwQQOMAG6CBNNhbWMWNICECSELXjAN
BgkghkiGOwOBAQQFAAOBgQCsxNOqQUHYGFoQw56RwQueLTNPnrndqUwuZHUOO03Teg
nhsyudsatpyiPqVVIOviKZ+spvc6x5PWIcTWgHhH8BimOb/00KuG8kwfIGGSED1AV
TTYVvUP+BZ90FiPbRIA718S+V8ndXrlHejiQGx1DNgoN+odCXPc5kjoXD01ZTLO9H

Firepower-chassis /security/keyring/certreq #

Cisco Secure FX0S Firepower 4100/93002.13CLI 3> 7 4« ¥a L—> 3> HA K .



FSR b RA

ATy T

ATy T2

ATvT3

ATvT4

IS5y r7A—LEE |

NN P OIAN Y 3:3

RDBERY

FHFHEFE R DT H A h &2 BEGINB LOEND T2 E50HTat —L, 77 A /VICIRELE
T, F— VT OEHELZRGET A0, FHEEREZEL 7 7 ANVENTARNT U —
FITEREFRICEE LET,

c FTAM KAV MEEREL, FT AN T U I—20%TB o7 87 A L OFEHED R
EF - ERELET,

> FDERL

FIE

X2V 4 E— FEBBLET,

Firepower-chassis # scope security

NI ABRA L MEAERLLET,

Firepower-chassis /security # create trustpoint name

ZOLIFARRA Y FOGEAFEREZIEE LT,
Firepower-chassis /security/trustpoint # set certchain [certchain]
axy FCREHEHERAZIFE LRWGe, — FGER (CA) ~ORGENAZERT D M T

ANRKRA IOV A NERITFEAEEZANT D L OITRDOENET, AJIREDORDITIZ,
ENDOFBUF & AJ L CTHK T LET,

= SR E X, Base6d =2 =1— R X509 (CER) 74—~y N THAKLERH Y £,

Ko s varvEaly bLET,

Firepower-chassis /security/trustpoint # commit-buffer

il
WOBNE, bTADNRA L FEER L, b7 AN A2 MSEREZEEE L £,

Firepower-chassis# scope security

Firepower-chassis /security # create trustpoint tPointl0
Firepower-chassis /security/trustpoint* # set certchain

Enter lines one at a time. Enter ENDOFBUF to finish. Press ~“C to abort.
Trustpoint Certificate Chain:

MIIDMDCCApmgAwIBAgIBADANBgkghkiG9wOBAQQFADBOMQswCQYDVQQGEWJVUZEL
BxMMU2FuIEpvc2UsIENBMRUWEWYDVQQOKEwxFeGFtcGx1lIEluYy4xXxEzZARBgGNVBAST
C1lR1c3QgR3JvAXAxGTAXBgNVBAMTEHR1c3QuZXhhbXBsZS5jb20xHzAdBgkghkiG
9wOBCQEWEHVZzZXJAZXhhbXBsZS5jb20wgZ8wDQYJKoZIhvcNAQEBBQADgY0AMIGT
AOGBAMZw4nTepNIDhVzb0j7Z2Je4xAG56zmSHRMQeOGHemdh66u2/XAoLx7YCcYU

vV V.V V V
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VVVVVVVVYVYVYVYVYV

\

>

Y N L |

ZgAMivyCsKgb/6CjQtsofvtrmC/eAehuK3/SINvIwd6Vv2pBt6ZpXgD4VBNKONDL
GMbkPayV1QjbG4MD2dx2+H8EH3LMtdZrgKvPXxPTE+bF5wZVNAgGMBAAGGJTAjBgkq
hkiG9wOBCQcxFhMUQSBjaGFsbGVuZ2UgcGFzc3dvemQwDQYJKoZIhveNAQEFBQAD
gYEAG61CaJoJaVMhzC190306Mg51zqlzXcz75+VFj2I6rH%9asckC1ld3mkOVx5gJU
Ptt5CVQpPNgNLAvbDPSsXretysOhgHmp9+CLv8FDuylCDYfuaLtvlWvfhevskV03j6
jtcEMyZ+£7+3yh421ido3n04MIGeBgNVHSMEgZYwgZOAFL1INj tcEMyZ+£7+3yh42
1ido3n040XikdjBOMQswCQYDVQQGEwJVUzZELMAKGA1UECBMCQOEXFDASBgNVBACT
C1NhbnRhIENsSYXJhMRswGQYDVQQOKExJOdW92YSBTeXNOZW1zIEluYy4xFDASBgNV
BASTCOVuZ2luZWVyaW5nMQ8wDQYDVQQDEwWZ0ZXNOQOGCAQAwWDAYDVROTBAUWAWERB
/ zZANBgkghkiG9wOBAQQFAAOBgQAhWaRwXNR6B4g6Lsnr+fptHv+WVhB5 fKqGQgXc
wR4pYi04z42/3j9Ijenh75tCKMhW51az8copPl1EBmOcyuhf5C6vasrennlddkkyYt4
PROvxGc40whuiozBolesmsmjBbedUCwQgdFDWhDIZJwK5+N3x/kfa2EHU6idlavt
4YL5Jg==

ENDOFBUF

Firepower-chassis /security/trustpoint* # commit-buffer
Firepower-chassis /security/trustpoint #

RDEZRY

AN T U —ETEEERNLF— U O VEEHEAZRE L, F— U I A A= L

EE??O

F— I VT ADIEFHED A VR— k

1R BRI

\)

e X — VU UREAEOEHETF = — 25T b T A N RA VU N ERE
« AN TN —F TR NS — U o VREHEZ UG L E T

GX)  HTTPS TT CICHREINTWAF—U LV VOIAELSLEET AL, TTLWIEEBELEHR)
\Z3 572912 HTTPS Z @i+ 2 0 ER3H Y £, FEMICOWVWTIE, HTTPS O FE#E) (171
=) BERL T I,
Fig
ATFYT1 X2V T 0 T—REPBELET,

Firepower-chassis # scope security

FHEAZITRAF— VoV TCar7 4 Fal— g F—RIAYET,

Firepower-chassis /security # scope keyring keyring-name

F— VU VREHEORGITD N7 AN T U —FITEERERICKI L T A N RA N EREEE

LET,

Firepower-chassis /security/keyring # set trustpoint name
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K
Il

IS5y r7A—LEE |

ATvT4 = VU IREEEZAN LT v 77— RT572004 47 a7 %2 B LET,

HTTPS O

=L =

ax ;&

Firepower-chassis /security/keyring # set cert

a7 RTC, NTANT U —FIGEREERD LT R i EHEDO T X A &R 1 F
9, FEBAED#% OITIZ ENDOFBUF & AJJ LT, GEBAED AN ZZE T LET,

EoE:) AEBIEIX, Base64 =2 21— K X.509 (CER) 74—~ v N ThHLIMERDH Y 7,

N ¥rvarEaly bLET,

Firepower-chassis /security/keyring # commit-buffer

1

WIZ, PTAIRA L PEFREL, iEAFEZ X — U 7, UR— T LBA R L E
@—o

Firepower-chassis# scope security

Firepower-chassis /security # scope keyring kr220

Firepower-chassis /security/keyring # set trustpoint tPointl0
Firepower-chassis /security/keyring* # set cert

Enter lines one at a time. Enter ENDOFBUF to finish. Press ~C to abort.
Keyring certificate:

MIIB/zCCAWGCAQAwgZkxCzAJBgNVBAYTALVTMQswCQYDVQQIEWJDQTEVMEMGA1UE
BxMMU2FuIEpvc2Us IENBMRUWEWYDVQOKEwxFeGFtcGx1IEluYy4xEzZARBgNVBAST
C1R1c3QgR3JvdXAxGTAXBgNVBAMTEHR1c3QuZXhhbXBsZS5jb20xHzAdBgkghkiG
9wOBCQEWEHVZzZXJAZXhhbXBsZS5jb20wgZ8wDQYJKoZIhvcNAQEBBQADgYO0AMIGT
AoGBAMZw4nTepNIDhVzb0j7Z2Je4xAG56zmSHRMQeOGHemdh66u2/XAoLx7YCcYU
ZgAMivyCsKgb/6CjQtsofvtrmC/eAehuk3/SINvIwd6Vv2pBt6ZpXgD4VBNKONDL
GMbkPayV1QjbG4MD2dx2+H8EH3LMtdZrgKvPxPTE+bF5wZVNAGMBAAGGJTAjBgkg
hkiG9w0OBCQcxFhMUQSBjaGFsbGVuZ2UgcGFzc3dvemQwDQYJKoZ IThveNAQEFBQAD
gYEAG61CaJoJaVMhzC190306Mg51zqlzXcz75+VFj2I6rH%9asckC1ld3mkOVx5gJU
Ptt5CVQPNgNLdvbDPSsXretysOhgHmp9+CLv8FDuylCDYfuaLtvlWvfhevskVv0j6
mK3Ku+YiORnv6DhxrOoqau8r/hyI/L4317IPN1HhOi3chad=

VVVVVVVYVVYVYV

\%
:
:
1

=

8

Q

%

H

H

&)

=

2

]

> ENDOFBUF
Firepower-chassis /security/keyring* # commit-buffer
Firepower-chassis /security/keyring #

RDREARY
X— UV EFEHLTHTTPS Y—E XA ZEELET,

A

bz

cll

UNFEE RS BNET,

E HITPS THHATAIR— b EX— V7 DEFEED, HTTPS OREEZE T Liztk, v T %
IvarERAERITIaI v b T ETIE, BEOTXTOHTTP 8L OHTTPS £ v v =
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ATy

ATy T2

ATvT3

RTvT4

ATy TH

ATvT6

ATy 17

ATvT8

wes o

FIE

VAT L E—FRIZAD T,
Firepower-chassis# scope system
VAT AP —ERET—FERBLET,
Firepower-chassis /system # scope services
HTTPS — bt A& HM L £,
Firepower-chassis /system/services # enable https
(fEE) HTTPS #fi TSN LOAR—FEfRELE7,
Firepower-chassis /system/services # set https port port-num
({EE) HTTPSICX L TR L7c%— U o VD4R EZfE LT,
Firepower-chassis /system/services # set https keyring keyring-name
(EE) RAAL U THHEINOIHGZAL = EF2 VT 4 DLV ERELET,
Firepower-chassis /system/services # set https cipher-suite-mode cipher-suite-mode
cipher-suitemode (Z1%, LA FOWTNNDOF—U — RE2EETE £,
« high-strength
» medium-strength
* low-strength
e custom : = —HPERDOKE B A A — MIKROLFHIZHFETE £,
(fI=&) cipher-suite-mode 73 custom |ZF%XE SAIL TV DAL, RAAL I L THAX A L
SUDIEFAAL— X2 VT ZEELET,
Firepower-chassis /system/services # Set https cipher-suite cipher-suite-spec-string

cipher-suite-spec-string 1 L5 K 256 SCF- THERK T & £9°,  Z4U1E OpenSSL 5 A A — MIARIZHE

WTDUERDY £T, RERE, AX—ARRCFIMEA TEEE A, | URBERF) | +
(FFZRFH) . - (A 72) L BRO: (mry) , FHHIZOWTE,

http://httpd.apache.org/docs/2.0/mod/mod_ssLhtml#sslciphersuite & 2/ L T < 72 &0,

72 & ZI1E, FXOS BT 7 4V b & LT T 2 iR AR O SCTFFNIRD L 912720 7,
ALL: 'ADH: 'EXPORT56: ! LOW:RC4+RSA:+HIGH: +MEDIUM: +EXP: +eNULL

GE) cipher-suite-mode % custom UISMIFRE SNV TV LGS, 204 7T g ST EH S
hij‘o

(FER) REFERZY X Med&z, A EITESICLET,
set revoke-policy { relaxed | strict }
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B vres k- rozE

ATvT9

IS5y r7A—LEE |

Ko va BV AT AREIZaAIy FLET,

Firepower-chassis /system/services # commit-buffer

il

WORFITIL, HTITPS A *—7 L2, R— b EZE4M43ITHRTEL, F— V74 %
kring7984 |ZFXE L, HEHE AL —hDEF 2V 7 ¢ L~UL% [highl I EL, FT7 %
JvarviEaly hLET,

Firepower-chassis# scope system

Firepower-chassis /system # scope services

Firepower-chassis /system/services # enable https

Firepower-chassis /system/services* # set https port 443

Warning: When committed, this closes all the web sessions.
Firepower-chassis /system/services* # set https keyring kring7984
Firepower-chassis /system/services* # set https cipher-suite-mode high
Firepower-chassis /system/services* # commit-buffer

Firepower-chassis /system/services #

HTTPS R— FDZEHE

ATy I

ATy T2

ATvT3

ATy T4

HTTPS — VY A%, T 7 4/L F THR— b 443 THHMEIZZR2 Y 9, HTTPS 25 4 B—7LZ
THZ LT TEERAN, HTTPS e icfEH TR — MNILETEET,

FIE

VAT A EF—FRICADET,

Firepower-chassis # scope system

VAT ALY —EX = FEMMLET,

Firepower-chassis /system # SCOpe services

HTTPS el M+ 2R — FaEE L7,

Firepower-chassis /system/services # set https port port-number

port-number (Zi% 1 ~ 65535 DA F5E L £, HTTPS 1X. 7 7 4 /L h TiIAR— |k 443 TH
T2 o TVNET,

NTvHrva vk AT AREICTI v FLET,

Firepower /system/services # commit-buffer

HTTPS R— FZZEH L7241, BHEOTRTOHITPS By v a v BNHLGNET, 2—
. MOXHIITH LWA—F2FHLTHE DYy —v 32—V vy a4 T 508 R’HD
i‘ﬂ—o

https://<chassis_mgmt ip address>:<chassis_mgmt_port>
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wrres oy ]

<chassis mgmt_ip_address> |%, #IHIEXERFICATI LT ¥ —2DIP 7 RLUAETZIIHR A M,
T, <chassis mgmt_port> [Xa%EA358 T L7z HTTPS A" — K T4,

1

WIZ, HTTPS AR — BB & 443 [ZHE L, bT Vo v a v 2MET D0 Z2 R LE
ﬁ‘o

Firepower-chassis# scope system

Firepower-chassis /system # scope services
Firepower-chassis /system/services # set https port 444
Warning: When committed, this closes all the web sessions.
Firepower-chassis /system/services* # commit-buffer
Firepower-chassis /system/services #

HTTPS O B #2 &f

ATy I

ATy T2

ATy T3

ATy T4

ATy TH
ATvT6

ATy T17

HTTPS TH TICREIINLTWD X —U U VT OFEHEELEFT T 28513, #FTLWIEBHEEZEF%)
IZTD7-OICHTTPS # FHLENIT AR H Y F9, Tz — VU > 7 THTTPS % FHi% €
T 5120, WOFNEEZEHRL 3,

FIE

VAT L E— RICAD £,

Firepower-chassis# scope system

VAT ALY —EX = FEMMLET,
Firepower-chassis /system # Scope services

HTTPS ¥ — VU v 7% 7 7 4/ MEIZE L £7,
Firepower-chassis /system/services # set https keyring default
MW I va B AT AREICZI Yy FLET,
Firepower-chassis /system/services # commit-buffer
S5HOMIFHE L £9

YERL L7=%—V v 7 CHTTPS % & L 77,
Firepower-chassis /system/services # set https keyring keyring-name
Foo¥rvarey AT AREICTI Yy FLET,

Firepower-chassis /system/services # commit-buffer
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F—1) U5 DOHIK

ATy T
ATy T2

ATvT3

FS R kRS

ATy
ATFvT2

ATvT3

FIE

X274 E—FERBLET,
Firepower-chassis # scope security

AR E DX — U 7 EHIBRLET,
Firepower-chassis /security # delete keyring name
N ¥ s varEaly hLET,

Firepower-chassis /security # commit-buffer

!l
ROBITIZ, F— V7 2HIBRLET,

Firepower-chassis# scope security
Firepower-chassis /security # delete keyring keylO
Firepower-chassis /security* # commit-buffer
Firepower-chassis /security #

> ~DHIE

1R BHHIIZ

IS5y r7A—LEE |

FTGARNKRALV IR F—= VU TICETHEAHAIN TN E AR L TS ZEN,

FIE

X2 VT4 = RICAD ET,
Firepower-chassis# scope security

FELIZFT AN AL FEHIBRLET,
Firepower-chassis /security # delete trustpoint name
FovHrvarzaly PLET,

Firepower-chassis /security # commit-buffer
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451
W, bT AR RA Y MEHIRTDHIZ R LET,

Firepower-chassis# scope security

Firepower-chassis /security # delete trustpoint tPointl0
Firepower-chassis /security* # commit-buffer
Firepower-chassis /security #

HTTPS D #Exh1k

FIE

ATV Tl VAT L T—FRICADFT,
Firepower-chassis# scope system
RT9T2 VAT AY—ERE—REHMBLET,
Firepower-chassis /system # Scope services
ATw T3 HITPS h—E RA&EMHIZ L ET,
Firepower-chassis /system/services # disable https
ATYTE NI v a v BEVATAREICTI Yy PLET,

Firepower-chassis /system/services # commit-buffer

151
WIZ. HTTPS Z##5hz L., RS rvavraly M A0ERLET,

Firepower-chassis# scope system

Firepower-chassis /system # scope services
Firepower-chassis /system/services # disable https
Firepower-chassis /system/services* # commit-buffer
Firepower-chassis /system/services #

AAA DESTE

T VEHARL BIXOT AT 4 IOV TIB LE T, S OWTIE, kD
FEy 7 E2BZBLTIEIN,

T
B
zul
)

3

Yl
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AAA [ZTDLILNT

TS5y b7 —LEE |

L, FFRI. BEOT AT T 47 (AAA) 13, Fy BT =27 U Y —=Z~D7T 7 & Al
RY —osgft, AR OHN, 3 X OV — B2 ORI LB R F R Z1T 5 —HEDH—
EARATY, abld, =—HEHHILET, RBANL, BRES N2 —HFRT 7 & 23 5 Araetkns
)Y —ALY—ECRERET LRI O —2RELET, TAHV T 4 70E, e Lot
WEHSNDRHET =2 D) VY —2AZBHLET, ZALOWMEIL, DRy FT—2
ERBIOEXF 2T 4ICL > THETT,

REE

PRI — Y AR 2 HE T, @, 2— YR EN R — A LB NA T — RE AT
THE, TI7RARFAISNET, AAAV—F, 22—V BRANLiza s A A5 RET—X
N=2RfFENTWDHa2—F Do 7 A AEREHKLET, v 7o UHFRP BT 254,
2—WEIRy T =T ~OT JEARFAIINET, 7 LTy Rn—HL20ngEEE, &
AR L, 2y FU—2 TR ATER S NE T,

U — U~ DE R 2 REET D X 9 12 Firepower 4100/9300 & v —3 AR ETE £79, Zh
WX, oy va rNEERET,

*« HTTPS
+ SSH

T3 —)L

FeERY) o—m@lHT 57 e A TY, EOLIRTIT 4T 4, VY—R, P—ER|Z
KT DT I AHF A= RS> TWDLONEHM LT, 22— VI3RS 8E R
ATDT IV RART VT 4 BT 4 23 SNDAREMERH D £,
ThovTa09
TATT AT, T BARBIZZ—FRHEE L) YV—2AZ[ELET, ZIulix, v A
T AR ERITEy v a VI REZE LT X B EREENET, THAU T 4
VL. AT, R4, RL U ROHT. U Y—RAERAR, X XU T 4TI =T DT
TAET AR END Y v a COEHER EFERRE RO 728 CTIThiLET,
glﬁ\éEs g%.]\E.rs 77]@)7__4 ‘/7~FHE]0)$EE1’FFE
SRERI. BT A2, BAIBLOT AT T 4o 7 EbIEHATAZ LB TEE
ﬁﬁo IJLATT B’Uéﬁﬁ :"‘—“H‘O)nuuﬁﬂlﬁf%ﬂ {ﬁ/\/fl/\ézgﬁ)‘&)b i@” 77717\/514 :/772”-
THEHATHZ L, FAEBLOREA L EhIEHT s b TEET,
HR—FESNTWBRTEL24A4 T
FXOS IZWRDFBIEX A T H YR — K LET,

* [Remote] : IRD K h U —27 AAA —EANRFHR—F I TNET,
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*« LDAP
* RADIUS
« TACACS+
s[m—H (Local) ]: ¥v—UiF, 2—HF =T w77 A NVERVIALZ ENTE L0 —T

NT—=BR=2%ffFi LET, AAAT—"DORDVIZ, ZOR—HNT —F =A%l
MALT, 2—%REE, B, TV T4 07T 5226 TEET,

a—+¥o—)

FXOS1Z, =—H# e — L& 4 ToOEXTr—I LB L0 E— MNRREZ I AR—FLET, F
DETHIENTELr—/WTIRO LB T,

e [Admin] : VAT A BRI T DEERFAIMY L EZIABLDT Vv 2, T 74/ ED
admin 77y MI, 74V FTI0OR—AREY Y TH, BEIITXETA,

* [AAA Administrator] : = —%, m—/L BILO AAA HEICKT Dot & EXIALOD
TR AM, VAT LOFRY OFITKT DAY T U A,

« [Operations] : NTP M%7, Smart Licensing 72 ® Smart Call Home D& E, ¥ AT A 1
7 (syslog hr—/3L T —2Gie) (ST D00 EEZIABLDT 7Y A, VAT A
DFEY ORI D FAEY T 7 & AHE,

* [Read-Only] : ¥ AT AREICKT DA AT 78 A, VAT LREEZEH T HHE
[Rixd 0 £¥ A,

n—H)L a—FLa—LOE ) Y TOFEMIZOVNTIL,  [User Management (53 ~<X—3) |
R TLTEEN,

AAA DERTE
Firepower4100/9300 7 77 A 7 A TREGE, #F Al 7 H DT 4 7 (AAA) ZiRET D20
DERBRFIEOME LB LET,
1. a2—VEFEOHBNZ A T 2R ELET,
s [Local] : =—W¥iEFE & 17— H/LFBREIL User Management (53 X—3) O—TT,

* [Remote] : Y E— F AAA ¥ — N7 7 XD EIX, [Platform Settings] D— CT7,
BRI D & B0 T,

« LDAP 7Y u A X —DFHE (176 2—)
+« RADIUS 7' A X —DRE (181 =—7)

*« TACACS+ 7 XA X —DFE (184 X—)
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B e sosqs—omE

Y

GE) UE—h AAA V—N"—%fFHAT 255X, > r—TUE—F
AAAY— =T 7B RAEFHET HENZ, VE— b —/3—TAAA
P —EREFINLTHETILERHD £7,

2. 774N ORISR EZHEELET, ZiLh UserManagement (53 X—3) O—EHTY,

N

GE) TNV FORFEE 2 Y — VIBGEO W MRE LV £ — FREAE~ 2 k=21 (RADIUS,
TACACS+, F72IXLDAP) ZEH T2 L O ICREINTWDILA. EDOT— O EDFFE
OWHEEZEFTDHZ Li1x (& zE, P—0HlERe, BV Y COIEFOEE) | Znbo
2—YREEZEFT L LR LTI TEERA,

LDAP 7 O/\f B —DEHTFE

LDAP 7 O/NA Z—D T 0/8F 1 DHTE

ATy T

ATy T2

ATvT3

ATvT4

ATy TH

ZDEAY TRET DT ONT 43, ZOZATDFTXTOT A X — DT 7 4/ biX
ECT. e DT 0 g F—IZ0PRPOT 08T 4 DRENREENTODHE, FXOS T
DFEEMEM SHL, 77 4V MREITER SN ET,

Active Directory % LDAP % —/ & L THEA L TWAATE. Active Directory H—/3T FXOS |2
NAYRT22=FT AT PR LET, ZOT7 AT MIE, BIRUINIZR 520/
U—NERELET,

FIE

X2 UT 4 = FEMBLET,

Firepower-chassis# scope security

¥ =2 U7 1 LDAP £ — REBA L £,

Firepower-chassis /security # scope ldap
BELIZEEEE L a— N7 — 2 _N—2RBERE L ET,
Firepower-chassis /security/ldap # set attribute attribute

HE LTl a2 G L a— NIZT — 2 _X— AR ERE L ET,
Firepower-chassis /security/ldap # set basedn  distinguished-name
BRELLETZ ANV aGh L a— N7 — I XR—2RReRELET,

Firepower-chassis /security/Idap # set filter filter
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=
ax

E
oap 70,54 5—oter [

Z 2T, filter IXLDAP — _XTHEHT 2 7 4 L ZEMHETT (cn= $userid. sAMAccountName =
$userid 72 &) . T 4 N FZIZiT $userid DE FALTWALENSH Y F47,

RTYT6 VAT ARY—NmH T AR L L CTBHT DHTIC, LDAP H— 3725 OIS 2 15 OF 2 3%

E]\/i—é‘()

Firepower-chassis /security/ldap # set timeout seconds

ATFYTT "I W I a B VAT AREICTI Y NLET,

Firepower-chassis /security/ldap # commit-buffer

1

K OFITIE, LDAP J&ME4 CiscoAvPair (2, ~— AFHI4 %
DC=cisco-firepower-aaa3,DC=qalab,DC=com| (2, 7 « /V¥ % sAMAccountName=$userid
2. ZA LT MERZ STICREL, P varaealy FLET,

Firepower-chassis# scope security

Firepower-chassis /security # scope ldap

Firepower-chassis /security/ldap # set attribute CiscoAvPair

Firepower-chassis /security/ldap* # set basedn "DC=cisco-firepower-aaa3,DC=galab,DC=com"
Firepower—-chassis /security/ldap* # set filter sAMAccountName=$userid
Firepower-chassis /security/ldap* # set timeout 5

Firepower-chassis /security/ldap* # commit-buffer

Firepower-chassis /security/ldap #

\)

GE) =—¥nm A%, LDAP =—H% D DN 23255 XFEABx 5 LU £,

RDERY
LDAP 7' u /A X —ZERS L E T,

LDAP 7O/ B —DERL

WOFENEIZHEVY, LDAP A B— (ZDOT T4 T AT LDAP X— A D AAA +—E R
ERMTI/ED V) T— b ——) ZERBLOEELET,

\ )

GE)  FXOS TiZ. 5K 16 D LDAP u A X —%& PR —F LET,
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B o Sosss s—o e

&

ATy T2

ATvT3

ATvT4

ATvTh

ATvT6

ATy T1

1R BHHEIIZ

Active Directory % LDAP #— 3 & LTl LTV 54541%. Active Directory #— /3T FXOS (2
NA U RT 2= T AT FEAFRLET, ZO7 A0 M, HIRIIIZR 52082
U—FaRELET,

FIE

X2 VT 0 T— RERBLET,
Firepower-chassis# scope security
¥ =27 1 LDAP E— R&BIEL £,
Firepower-chassis /security # scope ldap
LDAP %— 8 f Y A X U REAER L, £F 2 V7 4 LDAP —N E— R&EBH L £ T,
Firepower-chassis /security/ldap # create server server-name
SSL WA #h D4 server-name 1%, W IP 7 KL AE£721XFQDN & 72V ., LDAP #— Dt
X = U7 4 EBEN O CommonName (CN) & EREIZ—FH L TCWALERHY 9, IPT KL
ABESN TV LB ERE, DNS b —"ZRET OLENH Y £,
(EE) 2—% m—Lkmr— Lo RET S LDAP BiEERE L %7
Firepower-chassis /security/ldap/server # set attribute attr-name
ZOT T 41X W, LTS EOT THRESNET, VAT A, 2= La— KT,
ZOEMNA L BT OEAERKLET,
77 # /v F DJEMED LDAP 7 a3 X —ICRE SN TWRWEARIT, ZOEPSLETT,
EE) VE—ha—¥RarAf L, VAT LEANREOZ—FLHIZESN T2 —HFDDNDH
BEhn L&, Y—DBRKEZHGET 2 LDAP BN O EDMRA R E L E 7,
Firepower-chassis /security/ldap/server # set basedn basedn-name

~N—Z DN OE &%, F&K255XFH 5 CN=username P& I Z 5| W= ESICERETDHZENT
X FJ, username IZ LV, LDAPFRGFAZfEH L C v v —v~F—Y ¥ £7/-I1LFXOSCLLIZT 7
ALY TRV E— ba—REIINET,

T 7 4 s D_X—=ADNNLDAP 7' 31 X —FICRE I I TWARWEAIL, T OMEBMNIET
ﬁ—o

(EE) N—ADN FOTRTOAT V=7 MIXT Daes B MR & RZBEHER % K>, LDAP
T—HRX=RA T A7 hO#EH4 (DN) Zi%ELET,

Firepower-chassis /security/ldap/server # set binddn binddn-name

PAR—FEND AN T OERKRER 255 XF (ASCI) T,
(f£&) LDAPMi#%., EEBINZT AN E—FTEH2—FZITHIRL £,

Firepower-chassis /security/ldap/server # set filter filter-value
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ATvT8

ATvT9

ATv710

ATy TN

ATvT12

ATvT13

ATv 714

oap 70,54 5—oter [

Z 2T, filter-valuelZ LDAP Y — \THEHAT 5 7 4 V7 BHETT (cn=$userid, sAMAccountName
=$userid 72 E) o 74V ZITIE Suseid BN EENTWARLERH Y £97,

TI7HIN DT 4 VENLDAP 7 A X —FIZREIN TV RWEAIE, ZOMEPMLET
7,

NA Y RDN THREL/ZLDAP 77— 4 X—A 7 AV bONAT— REHELET,
Firepower-chassis /security/ldap/server # set password

NAT— RERET DI, setpassword =~ KZ A LT 5 Enter 2L, 7m o7
FCx—fEEATILET,

FEHEASCH LT H A TEET, =750, 1§ (BZ7varism) o 120 GERIFH) . T=
(Z5) 13R&E £,

(fEE) FXOS TZO7m A ¥ —%a—VORFEMEN T HIEF ZHE L £,
Firepower-chassis /security/ldap/server # set order order-num

(f£#) LDAPV— L D@EICEA+T AR — FE2EE L £, EYER— FFS1%389 TT,

Firepower-chassis /security/ldap/server # set port port-num

LDAP — L5 35 & E O SLOEREZ ML ETLITT 4 BE—7 M LET,
Firepower-chassis /security/ldap/server # setssl {yes | no}
F7a AT D LB TT,
eyes : B SALBAMETT, BB bE R I — N TERWGAIR, BRI RIRL £,
eno : B EAKITIELN T, RAMERIZZ VT TF AP LTEREENE T,
LDAP T% STARTTLS 2MEH SN ET, 2Tk, &— b 389 24 fH L /=05 S{basiE 23]
BEIZ72 D £9,
LDAP 7 — X X—ZA~DEWEDEN T A LT U T HETORERERELET,
Firepower-chassis /security/ldap/server # set timeout timeout-num

1~ 60 BDOEEHAZANIITDH), 0 (Fu) ZANLTLDAP 7o 4 X —THRE L/ rn—N
W EALT T MEEFERLES, T 740 ME30RTY,

LDAP 70 3 S =0 — OG22 o~ =2 fE L £ T,
Firepower-chassis /security/ldap/server # set vendor {ms-ad | openldap}
F7vaFROLEBY TY,

» ms-ad : LDAP 7' 1 /3 % —|d Microsoft Active Directory C9°,

« openldap : LDAP 7' 12 /34 4 —[X Microsoft Active Directory Tixd V) £ A,

(fER) REAEERZNY A MaELZ AL ET,
Firepower-chassis /security/ldap/server # set revoke-policy {strict | relaxed}
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ATy 715

GE) ZDERTE

(X, SSL#HMEH FIRETH 2 H AT DAATT,

oW I a2l ATARTIZaI Yy FLET,

Firepower-chassis /security/ldap/server # commit-buffer

1

TS5y b+ —4

WOFITIZ, 10.193.169.246 &\ 9 ZRTD LDAP H—/3 A o A & o 2% VERL L. binddn,

NRAT— R, JEF, R"—b, SSL, "o & —@E%

]\ Li—g‘o

Firepower-chassis# scope security

Firepower-chassis

Firepower-chassis /security/ldap* # create server 10.193.169.246

/security # scope ldap

Firepower-chassis /security/ldap/server* # set binddn

"cn=Administrator,cn=Users,DC=cisco-firepower-aaa3,DC=galab,DC=com"

Firepower-chassis /security/ldap/server* # set password
Enter the password:
Confirm the password:

Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis

/security/ldap/server*
/security/ldap/server*
/security/ldap/server*
/security/ldap/server*
/security/ldap/server*
/security/ldap/server*
/security/ldap/server #

HH= H = H H

set order 2

set port 389

set ssl yes

set timeout 30
set vendor ms-ad
commit-buffer

HEL, NI riarsaaly

WOBHTIL, 12:31:71:1231:45b1:0011:011:900 & W5 L4 FTD LDAP H—23 A L A X L A
ZER L. 231 RDN, "2 U— KR JlafF, "— b, SSL, XU ¥ —EMHEEZRE L.
rSoW o a s EEELET,

Firepower-chassis# scope security

Firepower-chassis

/security # scope ldap

Firepower-chassis /security/ldap* # create server 12:31:71:1231:45b1:0011:011:900
Firepower-chassis /security/ldap/server* # set binddn

"cn=Administrator,cn=Users,DC=cisco-firepower-aaa3,DC=galab,DC=com"

Firepower-chassis /security/ldap/server* # set password
Enter the password:
Confirm the password:

Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis
Firepower-chassis

/security/ldap/server*
/security/ldap/server*
/security/ldap/server*
/security/ldap/server*
/security/ldap/server*
/security/ldap/server*
/security/ldap/server #

HH H = FH H

set order 1

set port 389

set ssl yes

set timeout 45
set vendor ms-ad
commit-buffer
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oap 7,34 5—odik [

LDAP 7 O/ 4 Z—D Ik

ATy T

ATy T2

ATvT3

ATvT4

FIE

tX=2UT7 4 E—FERBLET,

Firepower-chassis# scope security

¥ =2 U7 ¢ LDAP E— R&BMH L ET,
Firepower-chassis /security # scope ldap

BE LY —ZHIBRLET,

Firepower-chassis /security/ldap # delete server serv-name
FNFo¥rva By AT AREICTI Yy FLET,

Firepower-chassis /security/ldap # commit-buffer

il

WIZ, Idapl &V D ARTDOLDAPH—NZHIBRL, 7o HFrvarzaly M3 540
e LET,

Firepower-chassis# scope security

Firepower-chassis /security # scope ldap
Firepower-chassis /security/ldap # delete server ldapl
Firepower-chassis /security/ldap* # commit-buffer
Firepower-chassis /security/ldap #

RADIUS 7O/ &4 —DE&E

RADIUS O/ A #—D FO/8TF 4 DEFE

ATy I

ATy T2

ZDHATTRET DT RNRNT AN, ZDZA T DT XTOT 0 A Z—Ffe DT 7 4 /v bk
ETT, lx DT g F—2NTNND T RT 4 ORENEGENTVHHAE. FXOS TZ
OREMERA S, 20T 7 4V b EIFEH SN ET,

FIE

X2 UT 4 FE— REHBLET,

Firepower-chassis# scope security

%= U F ¢ RADIUS =— RZ B L F 1,

Firepower-chassis /security # scope radius
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B reows 7o s—otem

ATvT3

ATv74

ATvTH

(EE) Y— & U RIEE LCEMT RIS RADIUS 4 —/3 & Ol{F & B T4 5 sk
BHELET,

Firepower-chassis /security/radius # set retries retry-num
(EE) VAT LRI =X U REEL L CEET DATIC, RADIUS H— 3036 D& & 4F
ORFHZRE L E T,
Firepower-chassis /security/radius # set timeout seconds
NI Hrva vy AT AREICTI Yy FLET,

Firepower-chassis /security/radius # commit-buffer

il

WOHNL, RADIUS Y M T A % 4IZREL, ¥4 L7 0 MNEREEZ 30IZEREL, T
v vgrvEaly NLET,

Firepower-chassis# scope security

Firepower-chassis /security # scope radius
Firepower-chassis /security/radius # set retries 4
Firepower-chassis /security/radius* # set timeout 30
Firepower-chassis /security/radius* # commit-buffer
Firepower-chassis /security/radius #

RDERY
RADIUS 7' v /A X —Z 4B L E T,

RADIUS 7 O0/31 & —DERk

WDOFENEIZHEVY, RADIUS 81 X — (ZDT7 FF A7 > A2 RADIUS _X— 2D AAA H—
ERAERMETIHEED Y T— h Y — =) FEBBIORELET,

Y

GE)  FXOS TiE. &K 16 ® RADIUS u A F—%HR—FLET,

ATy T

ATy T2

ATvT3

FIE

X2 UT 4 = FERBLET,

Firepower-chassis# scope security

%2V 1 RADIUS £ — RZBRt&EL £7,

Firepower-chassis /security # scope radius

RADIUS #—/N f v A Z v 25 ERR L, E% =2 U F ¢ RADIUS — N\ E— R&EBRBE LT,

. Cisco Secure FXOS Firepower 4100/9300213CLI 3> 7 s ¥aL—2a > A4 K



| 75y ror—LiE

ATv74

ATy TH

ATvT6

ATy 17

ATvT8

ATvT9

Rapius 7031 4—ates [

Firepower-chassis /security/radius # create server server-name

(&) RADIUS h— "t o@EIcHT 2 R—raEELET,

Firepower-chassis /security/radius/server # set authport authport-num

RADIUS #—/N F—%HELET,

Firepower-chassis /security/radius/server # set key

F—EEHET DHITIL, setkey 2~v> RE AL THhDH Enter L, v o7 N CTHF—fH
EANTTLET,

BEXEASCU LFH AN TEET, 2720, 1§ (vZ7varvidsm) o 120 GERIFH . T=
(7)) 13bR&E £,

EE) OV =TSN DIEFZHELET,

Firepower-chassis /security/radius/server # set order order-num

(EE) V—rzX v KL L TEMT HA1IC RADIUS H— 3 & O1E(E 2 #1734 2 B3k
ERELET,

Firepower-chassis /security/radius/server # set retries retry-num

VAT ANRY— B X REE L UTCERENT ARIIZ. RADIUS H— 375 O 528 % - I e
) #=EELET,

Firepower-chassis /security/radius/server # set timeout seconds

Erk RADIUS 7' 2 /A H'— v—%?ﬁmuui%lggj:ﬁj—éiaé\@i\ Ag)] %D\Q’f-l-\'?"? I“ﬁg;&‘
WIET 5o L AR LET,

R H a2 ATAREICZI Yy FLET,

Firepower-chassis /security/radius/server # commit-buffer

1

WOBENL, radiusserv? & WD ZEIOT— N A4 VAKX U RAEER L, FRFER— k% 5858
IR E L, F—% radiuskey321 IZFRE L. EFZ 2 IZRE L., BHRITEIEE 4 [BlIIF%
TFL, X457V FE230ICHTEL, hTor¥Frvarzaly hLET,

Firepower-chassis# scope security

Firepower-chassis /security # scope radius

Firepower-chassis /security/radius # create server radiusserv?7
Firepower-chassis /security/radius/server* # set authport 5858
Firepower-chassis /security/radius/server* # set key

Enter the key: radiuskey321

Confirm the key: radiuskey321

Firepower-chassis /security/radius/server* # set order 2
Firepower-chassis /security/radius/server* # set retries 4
Firepower-chassis /security/radius/server* # set timeout 30
Firepower-chassis /security/radius/server* # commit-buffer
Firepower-chassis /security/radius/server #

Cisco Secure FX0S Firepower 4100/93002.13CLI 3> 7 4« ¥a L—> 3> HA K .



TS5y b7 —LEE |
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RADIUS 7O/ #—DHlkk

FIE

ATYT1 ¥X2 074 T—FEMBLET,

Firepower-chassis# scope security

RATwT2 EX=UT 1 RADIUS E— R&BItA L £,
Firepower-chassis /security # scope RADIUS
ATV T3 BELEZY—ZHIRLET,
Firepower-chassis /security/radius # delete server serv-name
ATYTE FTUH I v a BV AT AREICAI Yy PLET,

Firepower-chassis /security/radius # commit-buffer

151
WOFNL, radiusl £V H RADIUS — % HIBRL, FFo¥r7varvaaly hLE
7,

Firepower-chassis# scope security

Firepower-chassis /security # scope radius
Firepower-chassis /security/radius # delete server radiusl
Firepower-chassis /security/radius* # commit-buffer
Firepower-chassis /security/radius #

TACACS+ 0O/ A & —MDEKRE

TACACS+ 7 ONA A —D T O/NT 4 DERTE

TDHRATTHRETHTaRXT 4N, TOXZAT DT RTOT O, Z—EERHOT 7 1 Mi%
EIWZRDET, Hr D7 ol X —DFEIZWNTNDLDO T aXF  OFENEENT WS
A, FXOS TZOREMERAEN., ZOF 74/ MREITEBHEEINET,

N

GE) FXOS > — /%, Terminal Access Controller Access-Control System Plus (TACACS+) 7'& | =
NDATY RTAT T 4 a2 R =KL THEEA,

FIE

ATy EX=2 V70 B FEMBLES,
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Firepower-chassis# scope security

ATw T2 X2V T ¢ TACACS+ E— RZBB L ET,

Firepower-chassis /security # Scope tacacs

ATY T3 (EE) VAT LN —REL 7 REEE L THAT HR1IZ. TACACSt — 3005 DIRE %
FEOW 2 E L ET,

Firepower-chassis /security/tacacs # set timeout seconds
1~ 60 PO Z AN LES, 7740 MaIE s BT,
RTYTE NIV T varEVATAREICAI Y FLET,

Firepower-chassis /security/tacacs # commit-buffer

151
WOHNL, TACACS+ Z A L7 7 MNUlfRZ 45 IZHREL., o vHFrvavvdasy
FLET,

Firepower-chassis# scope security

Firepower-chassis /security # scope tacacs
Firepower-chassis /security/tacacs # set timeout 45
Firepower-chassis /security/tacacs* # commit-buffer
Firepower-chassis /security/tacacs #

RDRARY
TACACS+ 7' A X —ZERL L E T,

TACACS+ JO/NA 4 —DERK

WDOFENEIZHEVY, TACACS+ 7 XA H— (ZDOT 774 T A2 TACACS+ X— 2D AAA
Y —ERAERWTIHFEDOY T— b —1—) ZEEBLOERTELET,

)

GE)  FXOS TlE. &K 16 D TACACS+ A Z—%HPHR—FrLET,

FIE

ATYT1 EXa U7 = RERBLET,

Firepower-chassis# scope security

AT T2 X2V T ¢ TACACS+ E— RZEBABE L £7,

Firepower-chassis /security # scope tacacs
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B tacacs: oo s—o e

ATvT3

ATvT4

ATy TH

ATvT6

ATy 717

ATy T8

TACACS+ H—N A 2K v 2% ERL L. TACACS+ H—N E— RZ BB LET,

Firepower-chassis /security/tacacs # create server server-name

TACACS+ #—/ F—Z4HE L £ 7,
Firepower-chassis /security/tacacs/server # set key

F—EALRET HITIL, setkey =2~v > REZ AL THhH Enter L, 7m 7 FCTxF—fH
EANNTLET,

BEHEASCU LT H AN TEET, =720, 1§ (BZ7varism) o 120 GERIFH) . T=
(55 1ZRE £,

(EE) OV =it SnDIEFZHELET,

Firepower-chassis /security/tacacs/server # set order order-num

VAT AR =X RIEL LTCGRAT DEIIC, TACACS+ H— 305 OIRE % FF O
Mgz ELE T,

Firepower-chassis /security/tacacs/server # set timeout seconds

Evk TACACS+ 7' 3 X —Z “HEHIF A BIRT 2 51L. LVEWX A LT U ME
ARETHZ AL FEI,

(fEE) TACACS+ ¥ — "L OEEICHENT DA — b 2fREL £,

Firepower-chassis /security/tacacs/server # set port port-num
NI Hrva vz AT AREICZI Yy FLET,

Firepower-chassis /security/tacacs/server # commit-buffer

il

IROBIE, tacacsserve80 & WD ARTDY— 3 A L AL U ZZAERK L, F—% tacacskey321
WCREL, EFZ 4 ICREL, RIER— FE 5859 IZREL., M T HFrvarvika
v hLET,

Firepower-chassis# scope security

Firepower-chassis /security # scope tacacs

Firepower-chassis /security/tacacs # create server tacacsserv680
Firepower-chassis /security/tacacs/server* # set key

Enter the key: tacacskey321

Confirm the key: tacacskey321

Firepower-chassis /security/tacacs/server* # set order 4
Firepower-chassis /security/tacacs/server* # set port 5859
Firepower-chassis /security/tacacs/server* # commit-buffer
Firepower-chassis /security/tacacs/server #
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Tacacs+ 7o/iq 4—odik |

TACACS+ 7O/ & —DHIkk

ATy T

ATy T2

ATvT3

ATvT4

FIE

tXxa2UT7 4 E—FERBLET,

Firepower-chassis# scope security

¥ =2 U7 4 TACACS+ E— RZ[#A L £,
Firepower-chassis /security # scope tacacs

BE LY —ZHIBRLET,

Firepower-chassis /security/tacacs # delete server serv-name
NI H I v a vy AT AREICTI Yy FLET,

Firepower-chassis /security/tacacs # commit-buffer

il

WOHITIL, tacacsl &9 TACACS+ H— ZHIBRL, b ¥ r7varvazal v b
LET,

Firepower-chassis# scope security

Firepower-chassis /security # scope tacacs
Firepower-chassis /security/tacacs # delete server tacacsl
Firepower-chassis /security/tacacs* # commit-buffer
Firepower-chassis /security/tacacs #

) E— k AAA —/\ERFEDIERE

ZZ T, FXOSCLI 2 LT, SE&E2 U E— b AAA Y —OBUTHREZHERT D)7
BIZOWTEHBILET,

ITE D FXOS FBFEERTE DFESR

W OFITiL, show authentication =~ > N & L CTHAED FXOS iRGEi% € & el 5 HiEx
RLET, ZOFITIL, LDAP BNiRFEDT 7 /v b E— Rl 7,

firepower# scope security

firepower /security # show authentication

Console authentication: Local

Operational Console authentication: Local

Default authentication: Ldap

Operational Default authentication: Ldap

Role Policy For Remote Users: Assign Default Role
firepower /security #
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IRFED LDAP R D HEFR

IS5y r7A—LEE |

WOFITIE, 1dap &— KT show server detail 2~ > K& i LT, BIED LDAP K D% E %

MR+ 2 LR LET,

firepower# scope security
firepower /security # scope ldap
firepower /security/ldap # show server detail

LDAP server:
Hostname, FQDN or IP address: 10.48.53.132
Descr:
Order: 1
DN to search and read: CN=cisco,CN=Users,DC=fxosldapuser,DC=lab
Password:
Port: 389
SSL: No
Key:
Cipher Suite Mode: Medium Strength
Cipher Suite:

AT DERRAESSCRCTA: HMHRAISRC- G TS TSR3 G TESCRC3-GA: IATH: [ 335S: EXRORIA0: IEXRIRIS6: [TOW: IR4: IMED: ! TIRA:HIGH: AMFDIUMAERP:HEN T L

CRL: Relaxed
Basedn: CN=Users,DC=fxosldapuser,DC=lab
User profile attribute: CiscoAVPair
Filter: cn=$userid
Timeout: 30
Ldap Vendor: MS AD

firepower /security/ldap #

IRFE D RADIUS R D FEER

W’ OFI T, radius F— R T show server detail=~ > R&{#H LT, BIED RADIUS KRk D%

xS T o 7iEaER LET,

firepower# scope security
firepower /security # scope radius
firepower /security/radius # show server detail

RADIUS server:
Hostname, FQDN or IP address: 10.48.17.199
Descr:
Order: 1
Auth Port: 1812
Key: ****
Timeout: 5
Retries: 1
firepower /security/radius #

IRTED TACACS + 5% E DR

OB T, tacacs E— R T show server detail =~ > RafEH LT, HIED TACACS+ ffK D

WIEZ MR T D ke R LET,

firepower# scope security
firepower /security # scope tacacs
firepower /security/tacacs # show server detail

TACACS+ server:
Hostname, FQDN or IP address: 10.48.17.199
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Syslog D& E .

Descr:
Order: 1
Port: 49
Key: ****
Timeout: 5
firepower /security/tacacs #

Syslog D% E

ATy T

ATvT2

ATv73

ATv74

ATvTh

ATvT6

VAT A aX TN L, TN ADD syslog T—F L EFATTH = NAAD A v — T EINE
T 5HHETT, Hksyslog F—"~m X 71X, v 7 BLO0T 7— MOEMHESLLET,
syslogh—bE R, flijiiea 7 4 X2l —ralr 774 MIHE-T, AvbE—TE%ZFELT
T ANVRAET D, O LET, ZoRRornFx o 7%, v 7 Hok#EsSNTEH A |k
L=V R R LET, v/, V—F DR T TN a—T 4 T B0 T v ML O
W TN £,

FIE

TV 7 E—RFERBLET,
Firepower-chassis# scope monitoring
a2 =D syslog DIXEEZHMEETITT 4 =7 M LET,
Firepower-chassis /monitoring # {enable | disable} syslog console
EE) RAETDAvE—VORKELNVEZRIRLET, syslogMEHATRETH 555G, ~ A

THEIFDOL_ALEORA =7 a ) — U IERLET, LU AT o g UTEBRAEED
R C—EFRRESNET, T 74/ O L~LT Critical T,

Firepower-chassis /monitoring # set syslog console level {emergencies | alerts | critical}

TRV —F 4 T VAT A KD syslog flEROET=X ) T2 ELITT 4 B—T I
LET,

Firepower-chassis /monitoring # {enable | disable} syslog monitor

(EE) BRTDHIA v E—VOREL NV ZRIRLES, E=FOREPAEDOSEE. VAT

DIFDL_ALEDRA v =V EFRLET, LU ATV g IREMOBRIETERTR
INFET, T 74 FD L~ Critical T,

Firepower-chassis /monitoring # set syslog monitor level {emergencies | alerts | critical | errors |
warnings | notifications | information | debugging}

GE) terminal monitor =~ K& AJ) L7245E12721F, Critical KV TO LD X
UKD E=ZICFETREINET,

syslog 7 7 A /L~ syslog tHFH O EZ AL EZGIMEETITT 1 B—T7 I LET,

Firepower-chassis /monitoring # {enable | disable} syslog file
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ATv710

ATvIN
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Ay —UNRLEEEND T 7 ANVDAEREELET, 77 A VAT 16 LFETANTEE
j—o

Firepower-chassis /monitoring # Set syslog file name filename
EE) 77 ANMIRGFT DA v =V ORIKL NV EBIRLET, 7 7 A L ORERAZHD

B, VAT LAZIEDOLSNVLUED A vE—T% syslog 7 7 A VIR LET, Lo 47
vaNIBEMORIEC-ERrEINET, T 7 4/ b LU Critical TY,

Firepower-chassis /monitoring # set syslog file level {emergencies | alerts | critical | errors | warnings
| notifications | information | debugging}

(LE) BEHOA Y=V TROBEWA vy =R EHEEXINDRMORKRT 7 A VA4 X (X
A NEAL) ZEEE LT, ARZAREPHIZ 4096 ~ 4194304 /31 F T,

Firepower-chassis /monitoring # set syslog file size filesize

K 3 B DI syslog H—/3~D syslog A v EZ—VDEELEZRELET,
a) K3 B DIMNE syslog —3~D syslog A v —VDEEEAMEEZITT =TI
LET,

Firepower-chassis /monitoring # {enable | disable} syslog remote-destination {server-1 | server-2
| server-3}

b) (EE) Sa ZIBEGET DA =V ORI~V EBIR L9, UE— MR AR
W7o TWDEHEA, VAT AIZDOLNULLEDO A v =V BN — IR ELET,
LV A7y g NEBRANORBIE T -EEREINE T, T 74 hD LU Critical T
h@‘o

Firepower-chassis /monitoring # set syslog remote-destination {server-1 | server-2 | server-3}
level{emergencies | alerts | critical | errors | warnings | notifications | information | debugging}

c) FRELLUE— b syslog V—SOHBRA MELITIP T FLAZIEELET, RAX MMIT
256 XFETANTEET,

Firepower-chassis /monitoring # set syslog remote-destination {server-1 | server-2 | server-3}
hostname hostname

d) (EE) fEEL7TYE— bsyslogh— NZEE SN D syslog A vE—VICHEEND T 7
V74 LUV ZIRELET,

Firepower-chassis /monitoring # Set syslog remote-destination {server-1 | server-2 | server-3}
facility {localO | locall | local2 | local3 | local4 | local5 | local6 | local7}

n—HNVEETERELET, AMEERIZT 42— I THa— DR EILT LT, RO
o< REANLET,

Firepower-chassis /monitoring # {enable | disable} syslog source {audits | events | faults}
WRDONT NI EF,
caudits : TRTOEE R 7 A X bOaX U V2R EITESICLET,
cevents : TRTCDYV AT L AR OO X U T E2ENEITESCLET,
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sfaults : TR_RCTHOVARFABEOR XL 72 GNERITEICLET,

AFYvIF12 +IUo¥rsvarEaIy hLET,

Firepower-chassis /monitoring # commit-buffer

1

WOBNE, v —HN T 7 A NDsyslog A v =V DAL=V %A X—T VL, b
Fryrvarkaly hLET,

Firepower-chassis# scope monitoring

Firepower-chassis /monitoring # disable syslog console

Firepower-chassis /monitoring* # disable syslog monitor

Firepower-chassis /monitoring* # enable syslog file

Firepower-chassis /monitoring* # set syslog file name SysMsgsFirepower
Firepower-chassis /monitoring* # set syslog file level notifications
Firepower-chassis /monitoring* # set syslog file size 4194304
Firepower-chassis /monitoring* # disable syslog remote-destination server-1
Firepower-chassis /monitoring* # disable syslog remote-destination server-2
Firepower-chassis /monitoring* # disable syslog remote-destination server-3
Firepower-chassis /monitoring* # commit-buffer

Firepower-chassis /monitoring #

DNS H—/\DKFE

VAT ATHEARNDIP T RUASOFERPMLERGEG1E, DNS — 2B ET 20BN H
DET, 2L xIE DNSH—R—ZRELTWARWEAIT, vy —VICHETIRERIT) & &
12, www.cisco.com 72 FDOLFIA#HEHTE EH A, T—XDIPT RLAZFEHTILENDH Y
F4, ZHUTIE, IPVA F72IEIPve 7 RL 2D W TN X £9., K4 E 0 DNS H—
NEBJRETEET,

N

GE) B DNS Y —REZRETIHHE., VAT LT ié#~ﬂ®@$@@§yﬁAmﬁbiio
%ﬁwﬁﬁﬂv/F#m@#wﬂ®@ﬁ%2§kfé% . 3BEDDNS h—RDhE T
LT L ET,

FIE

AFYT1 VAT HE—FICAD £7,
Firepower-chassis # scope system
ATy T2 VAT AP —E R T—RFEHEBLET,

Firepower-chassis /system # scope services
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AT Y T3 DNS U —_EAEREITHIBRT 51213, ROBETHa~vr FE AN LET,
«FRE LT IPv4 £721XIPV6 7 RLAD DNS = NEfEHT 5 K OISV AT A ERET D
5t
Firepower-chassis /system/services # create dns {ip-addr | ip6-addr}

«FEE L72 IPv4 £721LIPv6 7 R L 2D DNS — "z YR+ 5854 -
Firepower-chassis /system/services # delete dns {ip-addr | ip6-addr}

ATFYTE " TUW I a B VAT AREICaIy FLET,

Firepower /system/services # commit-buffer

il

WORFITIL, IPv4 7 F LA 192.168.200.105 Z£F> DNS ¥y —"ZFHEL, hT %7
varwaly hLET,

Firepower-chassis# scope system

Firepower-chassis /system # scope services

Firepower-chassis /system/services # create dns 192.168.200.105

Firepower-chassis /system/services* # commit-buffer
Firepower-chassis /system/services #

WOBITIE, IPv6 7 R LA 2001:db8::22:F376:FF3B:AB3F % 7> DNS — N & 3% E L |
oo ¥rvarvizaly bLET,

Firepower-chassis# scope system

Firepower-chassis /system # scope services

Firepower-chassis /system/services # create dns 2001:db8::22:F376:FF3B:AB3F

Firepower-chassis /system/services* # commit-buffer
Firepower-chassis /system/services #

WOFITIE, IP7 B LA 192.168.200.105 ZFODNS h— &R L, FF7 %7 =
yY&aly bLET,

Firepower-chassis# scope system

Firepower-chassis /system # scope services

Firepower-chassis /system/services # delete dns 192.168.200.105

Firepower-chassis /system/services* # commit-buffer
Firepower-chassis /system/services #

FIPS E— FOHEIL

Firepower 4100/9300 >+ — 3 T FIPS ®E— RZ G T HITiF. WOFIAZFEITLET,
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ATy

ATy T2

ATvT3

RTvT4

axv 49545707 T roant |

FIE

FXOSCLI 5, X =2V T 4 == F&EBLET,

scope security

FIPS £— FEZART L £7,
enable fips-mode
RIECHEE L ET,
commit-buffer

VAT L EELET,
connect local-mgmt

reboot

FIPS E— RBHENZ /> TWDGEIL, PSS ¥ —H A4 XL T3V XABFIRE I E
4, MIO IZ, CiscoSSL & FIPS 7' 2= 7 hEY 22—/ (FOM) %4 L T 5{bA21T\F
T, TAUTED ., ASAMB O BALT A 7TV DOERELIOCHW 7 78T L—1 3 > L g
LT, FIPS DRRFENEZIT 0 £97,

RDZRY

FXOS Y U —220.1 XV LHIE, 734 ZADHEA)OFXERIAERR L7z SSH AR A~ F—723 1024
By Min—F a—REnTWE Lk, FIPSBIOIEL 7 T4 7V 7REEMICHERT S
Wi, ZOHWERA MR —Z2FEE L, [SSHAZ F F—04] Tz b+ % FIEA
FALTHLWEAR M =24 T 20 8RS 3, 2 60BMPINEEFEIT LAV E | FIPS
F—REAINILTT NS R%E Y 7 — h LTI, SSHEMH L TA— U1 Pl c& 72
<720 F£¥, FX0S2.0.1 DABEZBEH L CHIIRR EZIT o 72358015, HTLWARR b F—% 4Rk
TOMEIHY FHA,

A€ 92477 E— FOAEZME

&

ATy T2

Firepower 4100/9300 > ¥ — L CaEy 7 747 V7 &— REFAIT HI2IE, ROFIEE
FATLET,

FIE

FXOSCLI 2°6, EX =27 4 E— FEBBLET,

scope security

aFL IIAT VT T— REAMMTLET,
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IP7OtR
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enable cc-mode

RIEEMEELET,

commit-buffer

VAT LEHEELET,
connect local-mgmt

reboot

SaFL I TA4FT YT (CC) IFarta—FtvXa )T ¢ [T EEEEMETT, CClx., FFHE,
EER, oxX 7, RAU—F, TLS, SSH AR LICEAEEZBEWTCWET, EARMIC FIPS #Eil %
AifE & L CWET, FIPS E[AERIC, v Aaid, NISTRETZ AR HX—EHHLTT AL
NIAP ~DfgHZ1T> TWET,

CCE—REZAMMZTDE, YAR— T HIRERHLTNVTY XL, BEFAAL— b, BLUE
BED U A F3HIFR 41 FE T, MIO (%, Network Device Collaborative Protection Profile (NDcPP)
W2 U CaMli S 4L E T, CiscoSSLIE, 1FEAENCCar T T4 7 o AHTA RIZRHE ST
HEHO—MOIREHEHATEET,

RDEZRY

FXOS U U —22.0.1 XY LI, 73 ZADOEMOFKERFZIER L7z SSHAR A ~ F—2% 1024
By Min—F a—RFERTWE L, FIPSBEOaEL 7 547 U 7REEICHERT 2
Wi, ZOHWKRA MF—ZFE L, [SSHARA N F—04pk] TiEfiz 4 2 FIEz
ALTHLWAR F—2ERTHMLERHY T, ZNOHOBMFIEEZEITLRWVWE, 2
I IAT VT = REEMMILTT A, A% Y 7 — bk L72#%I1C, SSH Z il L TA—/%
AP TE <720 £7, FXOS2.0.1 IFEZEH L CHIIRX EZ 1T o 1A E., Lk
AN =% ERTHLETIHY EHA,

J X FDEXRTE

77 4V N CiL, Firepower 4100/9300 ¥ ¥ — 2 —H /L Web Hh—/"~DFT_XTHOT 7 & A
EHEASELET, PT7R8AVANE, FIP 7y 7 OFFa SN —EADY A AL
TRETDHDMENDH £7,

IP77EAYZXNMI, kOFa harzdiR—~LET,
« HTTPS
« SNMP
« SSH
IP7 FLRA (vdF72IEve) OF Ty 7 T, RI0EORLDZY TRy FEK{P—ER(IC

HLUTHRETESET, YT7Ry b20, V74 v 7 A% 0 LHHET D L. ¥ — ERITHEHIIR
ICT 7 BATED L2 £,
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FIE

RATv 71 FXOSCLI /b, H—ER E— REBttLE7,
scope system
scope services
ATFYT2 7I7EATELLICTHY—ERADIP 71y 7 ZER L ET,
IPv4 DG
create ip-block ip prefix [0-32] [http | snmp | ssh]
IPv6 DG4

create ipv6-block ip prefix [0-128] [http | snmp | ssh]

151
WORFITIL, IPv4 T RV ATy 7 Z2{Erk,. AJj, BLOWEGR L, SSHIZT 7 & AT
HIHEERLET,

firepower # scope system

firepower /system # scope services

firepower /system/services # enter ip-block 192.168.200.101 32 ssh
firepower /system/services/ip-block* # commit-buffer

firepower /system/services/ip-block # up

firepower /system/services # show ip-block

Permitted IP Block:

IP Address Prefix Length Protocol
0.0.0.0 0 https
0.0.0.0 0 snmp
0.0.0.0 0 ssh
192.168.200.101 32 ssh

firepower /system/services #

WORFITIL, IPv6 7 KL ATy 7 Z{Efk, AJj, BLOWR L, SSHIZT 7 & AT
5 hEE R LET,

firepower # scope system

firepower /system # scope services

firepower /system/services # create ipvé6-block 2001:DB8:1::1 64 ssh
firepower /system/services/ipvé6-block* # commit-buffer

firepower /system/services/ipv6-block # up

firepower /system/services # show ipv6-block

Permitted IPv6 Block:
IPv6 Address Prefix Length Protocol
0 https
0 snmp
HH 0 ssh
2001:DB8:1::1
64 ssh
firepower /system/services #
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. MAC 7—)L FL T4 v RDBMEAVTFAVREVR AV EZ—T 24 XD MAC 7 FLRDERT

MAC 7—JL JL 24 v O ANEMEADTFHF A 2RA
JDRAF—TDT A ADOMACT7 FLADRKR

FXOS v ¥ —lE, HEA LV AF LV ADIEFEA LV H—T 2 A ADR—EDMAC T KL AZEHT
HE5C, AT FA VAR LAL U E—T oA ADMACT RL A& HEIICAER L ET,
FXOS v ¥ —Ui%, OB EZHFEH L TMACT RLAZARKLET,

A2XX.Yyzz.72227

XXWIEZ—PERZDT VT 4 v 7 AFEEI VAT LAEED T VT 4 v I ATHY ., zzzzls
T —UBER LTINS T o2 TT, VAT AERDOT VT 4 v 7 AL, IDPROMIZ T B S
T LENTWS Burned-in MAC 7 KL ZANDERAIIO MAC 7 RLADTFEE2 34 F & —F L F
9, connectfxosZz M L, &iZshowmodulez{#FH L T, MACT7 RL A — Vv E2FRRLET,
e ZIE, BV 2= L LIZOWTUREN TS MAC 7 R L AD#iH A b0aa.772f.f0b0 ~
b0aa.772ff0bf DIFE, AT AL T L7 4 v 7 AT 00 12720 £97,

FEMICOWTIE, (3T F AV RFLAAL L Z—T =24 ZADHEMACT FL & (261 ~<—
V) | EBRLTIESN,

ZOFETIE, MACT RLVADERFIELEERTHEAIND T VI 4 v T ADET T a D
ERFIEITONWTHHALET,

\}

GE)  WRET A ZADOBERBBIZMACT RLADT VT 4 v 7 RAEEETLE, VT 7 4 v 7 BHEr

&M

ATy T2

SNDAREMENRDH Y £3,

FIE

X2 VT4 =R ET—REHBLTHE, HEIMAC 77—V E— RZRBLET,
scope ssa

scope auto-macpool

51 :

Firepower# scope ssa
Firepower /ssa # scope auto-macpool
Firepower /ssa/auto-macpool #

MAC 7 F LV ADAERKICHEH IS MACT RLADT LT 4w 7 AZFRELET,
set prefix prefix

e prefix : 1 ~ 65535 D 10K E AT LET, ZOT VT 4 v 7 AT AHTD 16 HEELEIZ L M
I, MACT7 RLADO—E LTHER S ET,
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ATvT4

MAC 7—IL FL T4 v RDEBMEAVTFAVREVR AU BZ—T 24 XD MAC 7 FLRADERT .

TVT 4w ADERFEERTHOGRE, V7 4 v I AT EHRETDHE, Vx—1L 77
% 16 BEHUE 004D (yyxx) ([ZZE# L £9, MACT7 RLATHHATLE, L7 4 v 7 A

VXY=V AT 4 7R T D Lo it hET (oyy) o
A24D.00zz.zzzz

V7 4w 7 21009 (03F1) OFE. MACT RLRIFRDO L 51720 £,
A2F1.03zzzzzz

11 -

Firepower /ssa/auto-macpool # set prefix 65
Firepower /ssa/auto-macpool* #

REERFELET,
commit-buffer

&1

Firepower /ssa/auto-macpool* # commit-buffer
Firepower /ssa/auto-macpool #

MAC 7 RL2ADEIN Y TERRLET,

show mac-address

&1

Firepower /ssa/auto-macpool # show mac-address
Mac Address Item:

Mac Address Owner Profile Owner Name
A2:46:C4:00:00:1E ftdl3 Port-channell4
A2:46:C4:00:00:20 ftdl4 Port-channell5
A2:46:C4:00:01:7B ftdl Ethernetl/3
A2:46:C4:00:01:7C ftdlz Port-channelll
A2:46:C4:00:01:7D ftdl3 Port-channell4
A2:46:C4:00:01:7E ftdl4 Port-channell5
A2:46:C4:00:01:7F ftdl Ethernetl/2
A2:46:C4:00:01:80 ftdl2 Ethernetl/2
A2:46:C4:00:01:81 ftdl3 Ethernetl/2
A2:46:C4:00:01:82 ftdl4 Ethernetl/2
A2:46:C4:00:01:83 ftd2 Ethernet3/1/4
A2:46:C4:00:01:84 ftd2 Ethernet3/1/1
A2:46:C4:00:01:85 ftd2 Ethernet3/1/3
A2:46:C4:00:01:86 ftd2 Ethernet3/1/2
A2:46:C4:00:01:87 ftd2 Ethernetl/2
A2:46:C4:00:01:88 ftdl Port-channel2l
A2:46:C4:00:01:89 ftdl Ethernetl/8
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451
WOHITIE, MAC V7 4 v 7 A% 3B3ITHREL TWVET,

Firepower# scope ssa

Firepower /ssa # scope auto-macpool
Firepower /ssa/auto-macpool # set prefix 33
Firepower /ssa/auto-macpool* # commit-buffer
Firepower /ssa/auto-macpool #

AR RITYY—RATAT A ILEEM

AT F ARG AT LY Y= AMEAREARET DITIE 1 0B EHEOY V-2 T a
T ANVEERLET, BT ANA R/ T TV r—vary AV AZ U ALRRERTH L&, f
ATV =2 7077 A VERELET, VY—RA 7077 A/MICPU T ODEEREL
F7, RAMIZa 7 OB TEIMIZEID ¥ THh, T4 A REIFA VAZ AT LIZ40
GB IZRRESIVET,

« 3T OFRNEIE 6 T,

)

Gx) AT ERDIRNA AR R, aTERENA L AZ ALY
b, CPUMEHENHERIE RDGE08H 0 £9, aT7Erdik
WA L RAZRE, NT T 4y 7 AR DEALD LR Z T 0T <
0ET, FTT74 v I7 O Ry TREELELGAICE,. L0
LOaTxEEN Y TTIEIN,

s T IIEEL (6. 8. 10, 12, 1472F) THRRAMEFECEIV Y CHZI ENTEET,

cHFHFRER R 2T EIE, EX 2V T 4BV 2 Wy —VET I Lo TRRY 77,
(oo T F A AR ADTM EFHRSM 271 =) | 2B LT EEN,

¥ —02iE,  [Default-Small] EFFENAT 740 F VY —A 707 7 A NABNEENTVE
T, ZOaATEIIE/NTT, 2OFB 77 ANDERFER LD, FHINLTWARNWESIC
HHIBRT 22 TEET, Yy—rZ&Vu—RL, VAT AMOT a7 7 A VINFLEL 7
WAL, Zo7a 7 7 A AIMERRSNE T,

POV Y =270 77 A VOREEELTHZLITTEETAL, TOV Y —AT 0T 74
NWEMBHLTOWDTRXTOAS U AZ AP L ThE, VY —RAT a7y A VEEREL,
BRBIZA VAR AEBEANITILERS D £7, LI, TRATE) T 4~
TEIZT TAZNDOA LV AZ L ADY A ReBETT HGE, TEXLHETRITRTORA N
ZRICTAXCTHHEIDY £,

BB T D B5E A > A % > A % Management Center (ZiBN L7242 Y —A 707 7 A )LD
RE &AW T 541X, Management Center O [7 /34 A (Devices) ]>[7 /31 A& H (Device
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Management) ]>[7 /34 A (Device) |>[> AT A (System) ]>[A >-<> ;U (Inventory) ]
AT Ry I ATHFEL=y hOA XU MY ERHFLET,

FIE

ATFYT1 EFX2UTF 1 $—E R T— LB LET,
SCOpe ssa

&1

Firepower# scope ssa
Firepower /ssa #

AFYT2 V=277 A VEERLET,
enter resource-profile name

[name] : BT 7 AL DLHTE 1 ~ 64 LFTHRELET, BMFZICZOTB T 7 A LD
AHEEETHZ LIXTEERA,

&1

Firepower /ssa # enter resource-profile gold
Firepower /ssa/resource-profile* #

ATV T3 GHEATILET,
set description description

* [description] : 7’1 7 7 A LV OFI AR K 510 LFTHRELET, 7 L—XZ5 M55 (M)
T, AR—2ZBILET,

&1

Firepower /ssa/resource-profile* # set description "highest level"

ATw T4 CPUaTHERELET,
set CpU-COI’e-COUHt cores

e [cores] : BTy ANDATEE 6~ RKE (BF) THRELET, mAREITT ¥y —2IC
J:OT/E\:@T D i—é«o

1 -

Firepower /ssa/resource-profile* # set cpu-core-count 14

ATY TS BEERTLET,
commit-buffer
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1 :

Firepower /ssa/resource-profile* # commit-buffer
Firepower /ssa/resource-profile #

ATYT6 EX2 VT 4 Y —ERE—FNnH ) Y—270 77 A VOB Y CTEERLET,

show resource-profile user-defined

Firepower /ssa # show resource-profile user-defined

Profile Name Is In Use CPU Logical Core Count Description
bronze No 6 low end device
gold No 14 highest

silver No 10 mid-level

ATFYvT1 ¥F2VT 4 BEVa— /o 2ay b Y —2FRAREPFERLET,
show monitor detail

&1

Firepower /ssa # scope slot 1
Firepower /ssa/slot # show monitor detail
Monitor:
0OS Version:
CPU Total Load 1 min Avg: 18.959999
CPU Total Load 5 min Avg: 19.080000
CPU Total Load 15 min Avg: 19.059999
Memory Total (MB): 252835
Memory Free (MB): 200098
Memory Used (MB): 52738
CPU Cores Total: 72
CPU Cores Available: 30
Memory App Total (MB): 226897
Memory App Available (MB): 97245
Data Disk Total (MB): 1587858
Data Disk Available (MB): 1391250
Secondary Disk Total (MB): O
Secondary Disk Available (MB): 0
Disk File System Count: 7
Blade Uptime:
Last Updated Timestamp: 2018-05-23T14:26:06.132

ATFYT8 7TV r—var AL AEZ AP VY —REY Y TEFERLET,
show resource detail

&1

Firepower /ssa # scope slot 1
Firepower /ssa/slot # enter app-instance ftd ftdl
Firepower /ssa/slot/app-instance # show resource detail
Resource:

Allocated Core NR: 10

Allocated RAM (MB): 32413
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2y ko—sgiry o—onzE ||

Allocated Data Disk (MB): 49152
Allocated Binary Disk (MB): 3907
Allocated Secondary Disk (MB): 0

451
WKOBHTIE, 350 V—R Fa7rA L BMLET,

Firepower# scope ssa

Firepower /ssa # enter resource-profile basic

Firepower /ssa/resource-profile* # set description "lowest level"
Firepower /ssa/resource-profile* # set cpu-core-count 6

Firepower /ssa/resource-profile* # exit

Firepower /ssa # enter resource-profile standard

Firepower /ssa/resource-profile* # set description "middle level"
Firepower /ssa/resource-profile* # set cpu-core-count 10
Firepower /ssa/resource-profile* # exit

Firepower /ssa # enter resource-profile advanced

Firepower /ssa/resource-profile* # set description "highest level"
Firepower /ssa/resource-profile* # set cpu-core-count 12
Firepower /ssa/resource-profile* # commit-buffer

Firepower /ssa/resource-profile #

2y b= FIEARY O—DERTE

AERLT N 2 DT 4 A BN BFFAT S0, FXOS (3. IEEE 802.1ab Bl CEFH SN T
WHNRH—=a— NTNVRTNA AT 4 AT\ 71 ha/LTh b Link Layer Discovery
Protocol (LLDP) ¥ 7AR— kL TCTWE9, LLDP Z2HT 5L, X hT—7F 34 AT KR v
N —F RS AT BIERE, Fv NI =7 EOMDT A AT RRZ A X TEET, &
O7a haFT—2 ) I TIMET S0, Bibxy NU—JE T a aliBgEd b
20DV AT LATHWOIERAFETEET,

LLDP (X, 7A ZBROZDA 2 —7 = A ADERE L BIED X T — % ZITBT 2 & ik
B oH—Jimo7m = Td, LLDP 731 AXZ o071 b=v &2 LT, o LLDP
TNA ZAPB I EREZER L E T,

To enable this functionality on your FXOS chassis, you can configure a network control policy, which

specifies LLDP transmission and receiving behavior. % v k7 —Z HlffIAR Y > —ZEp L7=t&. 1
YH=T A AZED B TOHLERDH Y 5, BER— b, EPM A=~ H— FF 1L,

BLOTVvA 277D FR= R EOEF ORI A ¥ —7 =24 ATLLDP A2 TE £,
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GE) * LLDP is not configurable on dedicated management ports.

e 7L — NITEH T AWNE Ny 7 L — AR — FTIET 7 # /L F TLLDP YA 0T 72 > T
F9, EMHT LA TV aidb EEA, MOTXTOR— FTiX, LLDPIIT7 7 4+ /L
kT 72> TWET,

FIE

ATy T MkOHEMEE A LET,
scope org

1 -

Firepower # scope org

AT w 72 Create and enable the network control policy.

create nw-ctrl-policy nw-policy

i

Firepower /org # create nw-ctrl-policy nw-policy
ATw T3 LLDP A Rr—7 ML ET,

enable Ildp {receive | transmit}

51

Firepower /org/nw-ctrl-policy* # enable 1ldp receive
Firepower /org/nw-ctrl-policy* # disable 1ldp transmit

ATy T4 REX=aIv bPLET,
commit-buffer

1 -

Firepower /eth-uplink/fabric/interface* # commit-buffer
Firepower /eth-uplink/fabric/interface #

AT 75 Specify whether to enable or disable LLDP for receiving/transmitting.

enable Ildp receive/transmit

commit-buffer

1 -

Firepower /org/nw-ctrl-policy* # enable 1ldp receive
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Firepower /org/nw-ctrl-policy* # disable 1ldp transmit
Firepower /org/nw-ctrl-policy* # commit-buffer

Firepower /org/nw-ctrl-policy* # enable 1lldp receive
Firepower /org/nw-ctrl-policy* # disable 1ldp transmit
Firepower /org/nw-ctrl-policy* # commit-buffer

Woa<wy REFERHLT, Xy NI—ZFIfIFRY >—%2 A X —T =4 AZHALET,

a) AV X —TxA A ANTTLET,
scope eth-uplink
scope fabric a

scope interface interface id

Firepower # scope eth-uplink
Firepower /eth-uplink # scope fabric a
Firepower /eth-uplink/fabric # enter interface Ethernet3/1

b) Set the network control policy:
set nw-ctrl-policy nw-policy

commit-buffer

Firepower /eth-uplink/fabric/interface # set nw-ctrl-policy nw-policy
Firepower /eth-uplink/fabric/interface* # commit-buffer
MIO-5 /eth-uplink/fabric/interface # show detail

o) EENFEZFRRLET,

show detail

Firepower /eth-uplink/fabric/interface # show detail
Interface:
Port Name: Ethernet3/1
User Label:
Port Type: Data
Admin State: Enabled
Oper State: Sfp Not Present
State Reason: Unknown
flow control policy: default
Auto negotiation: No
Admin Speed: 100 Gbps
Oper Speed: 100 Gbps
Admin Duplex: Full Duplex
Oper Duplex: Full Duplex
Ethernet Link Profile name: default
Oper Ethernet Link Profile name: fabric/lan/eth-link-prof-default
Udld Oper State: Admin Disabled
Inline Pair Admin State: Enabled
Inline Pair Peer Port Name:
Allowed Vlan: All
Network Control Policy: nw-policy
Current Task:

d) #EZaIv FLET,
commit-buffer
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1 :

Firepower /eth-uplink/fabric/interface* # commit-buffer
Firepower /eth-uplink/fabric/interface #

v —< URL DERE

ATy T

ATy T2

ATvT3

BHLURL # 457 L C. Management Center 7> b [H 2, BBUKIT DB A VA X L AD v v —
A=V ZBICHS ZENRTEET, Yy — VBB URL 2HE LARWVWGEITE, b
DIy —TAPMERSNET,

BRI KET D5 A 2 A K A% Management Center (28I L7212 % — 3 URL X E &4
F3 541X, [Devices] > [Device Management] > [Device] > [System] > [Inventory] % 1 7 & 7'
Ry ATHELI=Y hOA R MY EFHLET,

FIE

VAT A ET—FICAY ET,
scope system

1 -

Firepower# scope system
Firepower /system #

Ly —AERET DL, WOa~vy REFEITLET,
set name chassis_name

e chassis name: ¥ ¥ —Y D4 HITAE 1 ~ 60 LFTix i LE T,
£l
Firepower /system # set name Firepower chassis
HELURL Z R ET DI, RO~ REFITLET,

set mgmt-url management_url

« management_url : ¥ v — 3~ % — % N C Management Center 7% (2% 9 285 A >
AB v AT DT DITAEM T %5 URL 288 L7, URL (X https:// TIaE D LE R H
VET, ¥y —VEHURL ZfELRWESG, RbVicyy—v A0S ET,

51 -
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Firepower /system # set mgmt-url https://192.168.1.55

ATy T4 BEERGTFELET,
commit-buffer

&1

Firepower /system* # commit-buffer
Firepower /system #

AT TS REEERLET,
show detail

1

Firepower chassis /system # show detail
Systems:

Name: Firepower chassis

Mode: Stand Alone

System IP Address: 192.168.1.10

System IPv6 Address: ::

System Owner:

System Site:

Description for System:

Chassis Mgmt URL: https://192.168.1.55

RHEF—R\E7ILT) XLDER
Bas CEE T 2 Mag9 % — ST L 2 U X AE, ROFIETHEMTE £7,

« FIPS/CC E— RO E

<M B AL — R OBE
FIPS/CC E— FDEETE
FIR

ATwT1 FXOSCLI b, EFX=2 V74 E— RERMHLET,
scope security

RTv T2 FIPS E— REHFMLET,
enable fips-mode
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ATy T3 EZEEaIvy bLET,
commit-buffer

EERXAL— FDHKRTE
F|ig

RTYT1 VAT A E—RIZADET,

Firepower-chassis# scope system
RTFYT2 VAT AP —ERA T— REMBLET,

Firepower-chassis /system # SCOpe services
ATY T3 HITPS y—E A& FKRLET,

Firepower-chassis /system/services # show https
ATYT8 WsAL—F T FERELET,

Firepower-chassis /system/services # set https cipher-suite-mode custom
ATV TS W5 AL — hUFHNERET D

Firepower-chassis /system/services # set https cipher-suite **#**#*
ATYT6 REZVAT LERICAI Y FLET,

Firepower-chassis /system/services # commit-buffer
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e A LB —T A RTHONT (207 ~—2)

e A UH—T oA AIHETHEBFELHOEE (227 X—)
A UH =T A ADFE (230 X—)

cE= XY T A =T A A (241 X—)

A B =T 2 A AD T TNV a—T 47 (244 =)
e AU H—T = A ZADERE (250 X—)

A 23— x4 XRIZDT

Firepower 4100/9300 > v — 3 (%, MBA L X —T = A A, 2T F 4 L AX 2 AHD VLAN
YT A2 —T 2 A A, BELWEtherChannel (ZR— h F ¥ R/) 4 F—T A A%&HHR—F
L ¥, EtherChannel DA % —7 = A AZIX, FAUFATDAUNA L BZ—T x4 A% K
Tl6fHED D EMTEET,

D —VEEAUA—T (4R

Uy — VR —T oA AL, SSHELIX VY —Y % —U ¥ 12X 5T, FX0S ¥y —
COBRIHEHEINET, TOA L E—T oA RF, Ty — 3 VEBORBT A Z|T
B Y TCEREHEANTDOA L EZ—T oA ANENEEESNTWET,

DA VE =T 2 ADRT A —=H EFHET HITIEL, CLINOREICTIVNERSHY £, &
HIP7T FLZADOEE (1113—) 8BRLTLLEEY, 2O v H—T = A ATDONWTDR
% FXOS CLI THFE T HI2IT. v— LV EHICHGEL, BHER— N2ERLET,

FirePOWER connect local-mgmt

firepower(local-mgmt) # show mgmt-port

WP — 7 )V E 1213 SFP &Y 2 — A D Sk STV 2 5550 mgmt-port shut =2~ & RAYE
ﬁéﬂfwé%éf% Ty —VEBA U — 7:4xi%@h EDFEETHDHRITERELT
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GE) VY —VEHA =T 2 A ATV AR T L= E T R— R L TWER A,

AR —T A RBALT

WA LB —T A A, AT FA L AZLADVLAN Y T A o2 —T 24 2 BIO
EtherChannel (AR— FF ¥ %/L) £ Z—T A XL, IROWNTNHIDZ A ST F4,

*Data : HEOT—HIMHEHALET, T—XA L F—T oA ZA&igllT 4 A@TEETH
ZLIITEZIHA, T, BT AL ADL ANy I T L= BN L TMOGREET /S A R
WETHIEEITEERA, T XA X =T A AD T T 4 v 7 O, TTO b
T 7 4 ZIIBIOGRET NA AZBET D201, BHDA L H—T A ATy v —T &K
H L, BlOoA X2 —T A ATRLZLERH D £77,

Data-sharing : % OT — X IZEHLET, 20T FA UV AX U ATORYFR—FSL, &
NHDT—HA B —T x4 ZF 1 DEIFEEORILT A A2 THA U AZ A
(& xtd 5 BifHl Management Center 55 /H) THAETXEJ, Far T AV AX R
X, ZDOA LB —T oA ZAEEFTHMDOTRTDOA L AZ AL RNy 7 FL— %K
THETEET, A F—T oA AT, BEFRER T T A U AZ U ADEITE
THIENHVET, WHEA X —T2A R F, TV VI N—T AR —T =
AA ATV ART LY b E—FREEEFAL—T vy RE—FK) . ATy b, oy
TA B =T 2 A A, TTAX, FEE T 2= VA== 7 TV HA—FENhFEE
oo

Mgmt: 77V r—ay A VARV AOERIHEALET, ZhbDA v F—T = AR
X, AR A MZT 7B AT 2720121 DE T IFERORBET A ATHETEET, @
HTFNA AN, ZOA 2 HE—T oA AN LT, £ ¥ —T oA AT 5MO5ET
NARLFETHZEIEITEETA, KmPlT N1 AL, BEHA X —T oA A% 1D
PTEINYTHRZENTEET, 77V r—v g EEHIZIL TR, B TT—4 A
B =T A ANLEBREANITEET, EL, T—FEBREEDN LR THEHATD
FTENIRWIGETH, BHA VX —T oA AZGET N, ZAZH VB THMLERS Y F
R

N

GE) HHEHA LI —ToA AREETIHE, BT A ANHEELE
T, e T el/l 225 el IZIRIEET B & #HEF S 2)
R THLWVEENEH S ET,

« Eventing : Management Center 7 /3 A Z A [ L7z BBt S804 & o ) EHA
VHE—T a2 A AL LTHEALET, ZOAH—T oA AEFHT DT, BEICHT S
Pl CLI TIP 7 RLAREDNRT A—=F ZRETHMLENHY £, 7oL xIE, A
b (WebAf R hal) POEBRNT 74 v 7 2 TEET, FFMICOVTIE, FHlt
VH—RERTA REB LT EE, Eventing f ¥ ¥ —7 = A AL, IMBARA MNZT 7
TAT 21D DEITEROGIET A A THETEET, RET A 2T OA
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H—T 2 AN LTCA L HE—T oA A FTHMOMET A A LBETHZEIET
XFHAL, BOEHHAOT XA X —T 2 AEHFETHESIT. BlOAL R bAV
H—T7 oA ARfEHTE A,

N

GE) K77V Tr—2al AVABZADA A M=)V, FAEA —
YRy b A E =T 2 A ZAREFYETONES, 7TV =2
YIIAN S A H =T 2 A R LGS, AR U F—
T xA ZFEBR XD o ORREICR D E
Firepower # show interface Vethernet775
Firepower # Vethernet775 is down (Administratively down)

Bound Interface is Ethernetl/10
Port description is server 1/1, VNIC ext-mgmt-nich

s Cluster : 7 7 AFLENTZRmBT NANAAO 7 ZAXHEHY 7 L LTHEALET, 774
JVRTIE, 7T AZHIEY 71248 FDOR— M F v 3L BICHBICER S ET, 7
F AR H A 7L, EtherChannel f & X —7 = A ADHTHHR—FINFET, w/ILFA LA
BRI FGARY U TDOYE, TNAARBTY FAZZAATDA B —T oA A IFT
HZEWEFTEEYA, K7 TAXDBRMED 7 ZAXZHHY 7 B#EHTTEDLL I, 7
Z A 4 EtherChannel [~ VLAN 7' A v 2 —7 = Z&BMTEET, VT RAZA L H—
T2 A AY T A A —T = ZBINLTESRA, TOA L E =T 2 A AEFAT 4T
T AL CT& £ A, Device Manager 3L UNCDO X7 T AX U v 7 %Y AR —FL
TWEHA,

N

GE) ZDOETIE, FXOSVLAN 7' A v & —7 = A ATHOWT DL LEJ ., Threat Defense 7
TV = a N TH T A o Z—7 oA A=EBNAER TE 9, BV T, FXOS A
VR—T 2 AR T I V =g A B —T AR Q21 =) ERBLTLIEEN,

A RT7a B E 7 T A X BB TO Threat Defense B3ELWNASA 77U r—a DA v
B—T 2 A AL A TDYR— MMZONWTIL, ROEXLEZSBRLTLIEEN,
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FIUr—ay T—4 T—45 . |T—4H&% |T—4H# BB ARV | VFRE |UVFR
42 |A 7 .97 (Eventing) | (BheChamd | % : 57
82—z 18— D#H) 18—
4R Jz4 R Jz4 R
Threat AR R | xS — — — =t it >t it — —
Defense V=
AT 47
A ALY
VA
28R | s xf s xf s xf s xf s *t s — —
Tnay a
YT A
VAHM
A
7 AL | RS — — — *t i X3 it X3 it —
AT 4 .
N (v —
Zﬁ;x P
- 2 4 ]
@D
BherCharnd))
7 2AE |/ — — — it hitx %t s xt s xt s
= A
. (T v—
f;xa P
g = 4 H
»
FhaChand)
ASA AL R Rt — — — *F s — X It —
TRY R
AT 47
AU AL
VA
7 I AL | ®IG — — — paire — paire —
AT 4 (25—
Zﬁ;x e
7 2 5 B
@D
BhaChannd))
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FX0S 1 > 2 —

XOS A v 8—JxAREFTUr—vav1v8—7242 ||

TJIARETT)r—23 o403 —T(4 R

Firepower4100/9300 1%, A v X —T = A A, T F A L AZ L ADVLANY 7 A X —
7 x4 A, ¥ LW EtherChannel (AR— hF ¥ R /V) A F—T = A4 ALK A —HF v K
REXERLES, 77V r—2aNT, KVEWVWLRLVOREELITWVET, 72L& 21X
FXOS Tl Etherchannel DA % {EX CX F£3, =7ZL, 77V —Ta v HNOD EtherChannel Iz
IP7 RLAZED Y THZENTEET,

B a LTI, AV E—T oA ADFXOS T 7V r—=3 g9 U OHEHEIZ DWW TEA L
F9,

VIANHY TA 8 —T (R

FTRCO/ITANA AT, 77TV r—2a VI VLAN Y 7 A v 2 —T = A4 ZA%{ERT& £
7,

AR RTRE—RDaAL T A VAR ADYRADH, FXOS TVLANY 7 A & —7 =
AREERTHZELTEET, SATA LV AZ AT TRAZX, VTAZEZAL T DA H—
T2 A AERNT, FXOSDY T A v Z—T =2 A% Y R—bhLEHA, 7TV r—3a U iE
OV T A B —T A AL, FXOSHIRORIRIZIT e A, VYT F—T A A%AE
BT AN —T 4 T VAT LOHERIE, Ry NT—ZBABIOEAREICL > TERARD
FT, LEZE VTA U E—T oA ABLAETHITIE, FXOS TH T A ¥ —T =4 2% AE
T oM NH Y £, FXOSH T A v Z—T 2 A ZAZBETHE 9 1 oD F U ATiE, |1
ODA LV H =T x A A LEDROYVT A v Z—T 2 ZATN—TEHEDA AR R Jwé
TEd, 2218, AV AF L ZAATVLAN2-11 &, A AZX 2 AB TVLAN 1221 &, A
» AH A C T VLAN 22-31 Zf#H L Port-Channell 25 & LEd, 77V r—ra W
TINGLDOHTA L Z—T A AZERT 256, FXOSWTHEIA v & —T7 = A A& HHFLE
T, ZhEBEO LETA, 2O F U FEEIT H300FEICONTIEL, RO E SR
LTLEE,
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B2:FXOSD VIAN EAVTFAVREVADT T r—ay

Scenario 1 (recommended)

Port-channeli

FXOS 22

Subint. group 1 Subint. group 2 Subint. group 3
VLAN 2-11 VLAN 12-21 VLAN 22-31
Instance 1 Instance 2 Instance 3

Scenario 2 (not recommended, worse performance)

Port-channeli
Data-sharing

FXO0s
Application

Subint. group 1 Subint. group 2 Subint. group 3
VLAN 211 VLAN 12-21 VLAN 22-31
Instance 1 Instance 2 Instance 3

Scenario 3 (recommended, but lacks EtherChannel redundancy)

Etherneti/1 Etherneti/2 Ethernet1/3
Data Data Data

FX0s
Application ‘ | ‘

Subint. group 1 Subint. group 2 Subint. group 3
VLAN 2-11 VLAN 12-21 VLAN 22-31
Instance 1 Instance 2 Instance 3

U=V ET TV — 3 DEIT LA VB2 —T T4 ADIREE

BHE =TTV = a Dl T, A =T oA A AIBIOESICTEE
T AV H—T A AZEEIEDITE, WTOARXVL—T 4 VT VAT AT, /X —T=x
A AEHINTHEUNERHGDET, A X —T oA ZAOREIZFEBNCHIEI SN A8, v —
VET TV = a Y OBTAR—ENRET LR 7,

TV r—a b NOA B —T 2 A ADT T 5 )V FOWREEIX, A v Z—T 2 A ADZA TSI

Lo THRARYET, 21T, WA X —7 A A 7L EtherChannellX, 77V 7r—33
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IN—FKHO T 7 INLINARTF .

YINTIET 74V BTN > TWETR, T A X —T A AET 7 4V N THEIZ
o TWET,

IN—FKOT T INANNARF

BT xET D B5 ClE, Firepower 9300 38 L 1UV4100 ¥V — ADFFED A X —T7 = A A E

Va—NVEMERTHIET, N—RU =T N RZREREEAEHICTEET, N~ Ry T A

ANRZT, BEEFECN T T4 I DA TA L A B =T oA A XTI THRIRTLZ L&

MR LET, ZOMBERR. VY7 N =T 03— NV = TEEORARIZR v U — 7 B
EHERFT D70 TE £,

N RT =T NA N BERRIE, BBUCKTT B0 7Y = a VANTRESNET, Zh
EDALHE—T 2 A A% N—RT 2T NANRZAXT L LTHERTA MEITIH THA,
HIE. ASA & BEICKTT D 7Y = a LV OWMGITOWTEFE DA X —T = A AL
LTHEHTEET, "R =T7 RA AR REDA o F—T 2 A A% T L —7 T 7k FK—Fh
FICRETHZ LT TERVEDEELTLLES N, "= =7 AR EEEEHHT S
1Z1%, &— b % EtherChannel & L TRRELZWTL XV, £ TRWEAIL, 2 b1 v
H—T 2 A AZB@HEDA X —T A AF— KOEtherChannel A L/ NE L TEDDZ ENTE
7,

W= RT 2T NANRBPA T A o _XT THNZIR STV DEHE . AL v FONA RN
MNEITENET, A v FOT T —DRRETHAA NARENRKE L2 H AL, WS A /82
DHENZ2Y F7,

\ )

6=

\)

IN— R =T %A (FTW) (L. VDP/Radware 72 & DY — KX—F BT 7V Fr— g %
HRLEY—EAF oA = T A M=)V ENTZ BRI T 585 Tl R— S E
A,

GE)

FCA T4y MIHLT AR =27 N RRABIOY 7 27— FOIREZ AT
LRV TLZE N,

AR D058 1 X, ATOETLVORFEDFR Yy hT—7 TV a— VDA H—Tx A AR
TTNAN—=Rox=T7 RNANRR EBPR—FLET,

* Firepower 9300

» Firepower 4100 > J — X

INBEDETATYHR=FENTND N=FRT 2T NARNA Ry NU—=7 T 2—/VFLT
DEBYTT,

* Firepower 6 7"— h IGSXFTW R hU—2 £V a— /L U7 NVUA R
(FPR-NM-6X1SX-F)
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« Firepower 6 78— h 10G SRFTW X NV —7 £V a—/L 7NV TUA R
(FPR-NM-6X10SR-F)

« Firepower 6 78— F 10GLRFTW X NU—27 £V a— /L VTV TA K
(FPR-NM-6X10LR-F)

* Firepower 2 78— ~ 40G SRFTW v U —27 £V a—/L U 7N T A K
(FPR-NM-2X40G-F)

* Firepower 8 "— bk 1G Copper FTW % v h U —2 EV a2 —)L VIV TA K
(FPR-NM-8X1G-F)

N= R =T AL SR TR TFOKR— b X7 OREHTE £,
c1BLU2
S3BLU4
S5B L6
cTBLUS

xRk JL—L HiER—Fk

Firepower4100/9300 % — 1%, 77 4/ h CHMC > TND P v v B 7 L— Ak HHE— b
L E7, Firepower4100/9300 > ¥ — NI A V' A M=V ENTRHFEDIHEET A AD Y v LR 7
L— A P R—= R ZHINT HI2IE, BT A, ADA X —T = A AZJ#EY) 72 MTU DR E %

MRS 20N H D £,
Firepower 4100/9300 > ¥ —> D7 U r—3 a3 » THER— F SN TWAERKMTU IZ, 9184 T
‘dAO

)

GE) Vx—UVEBA AT oA AF T X AR T L— L EYR—F L TVERA,

HEA 3 —D 24 ADHLRME

A VAR VRE, TEIEFEEATDA =T oA A G TEET, ZOMEEZFEHL
T, WA 2 —T oA ADHHREZHI L, FReRxy NUV—7 OBAZYAR—FTEE
T, A F—T a2 A AEHETLLE Vr—VIFBOMACT FLAZMEHL T, ELWVA
VAR LA N T T 4w 0 EREEELET, 2L, A X —T 24 AT, Yy —THIC
TNA o NRBURKEIZRDTD, RET—TNANRKELLREZIENHVET (T
DA VAB AN, RILA L H—T 2 A A ETHEOMTITOL U AF A LERFETE
HRERHVET) , TOD, WHETEXBEA 2 H—T =4 ZAOFIZITHIRRH Y £,

BT —7 I T, %Y =L VLAN V7 A X —7 = f ADHEXEHAIZ VLAN 7 v—7
F—T IR LFET, HAKS00EDO VLAN 7 A v F—T = f AR{ERRTE F 9,
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HA =T = ZDOEID B TIZROHREZZIR L T IZE 0,

Max. 10 shared interfaces per instance
Ethin1 12 13 14 115 16 1/7 1/8 19 110

| Max. 14 instances
B per shared interface

Instance 1

HEL A —T A ADRRA K+ TS5 F4 R

BRI T — 7 NV OIEEME Z EIZ T 512X, £BETHA v F—T =4 ADEETEBHRY V7L<
LET, bz, 1 >FI3EEOWEEA 2 —7 = A ATHK 500 fED VLAN %7 A >
BR—T oA ZAEER L, 2T F A L AZ AT VLAN 295ETx$9,

A B =T A A HHTLGEIE, PLRIEDOE NS DD BAR S DDNEICIR O FNEZ 1T L
£7,

1. il B —OBHOTOV T A =T oA ARG L, A VAX AT N—T LRV T
AV E—T A 2Dy R LET,

el 2, RCHEDOA 2 —T = A A% T TN RNV 272D O KB 72 EtherChannel
% {ER L. Port-Channel2, Port-Channel3. Port-Channel4 D3>V {2, % @ EtherChannel ™
Y748 —7xAA (Port-Channell.2, 3, 4) A LET, H—DBOY T 12—
7z A FTHGE . WHE/EtherChannel A % —7 = A AL -3 HR OB D=5
TA B =T 2 A AEHETH L ED VLAN 7 V—7 7 — 7 )V OJEIRMEITER ST — 7 L
XU HENLTVET,
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3BE B—DBROYITAVE—TzA R TIN—T%H#E

Best
Port-channeli
Data
Subint. group 1
Data-sharing
VLAN 2-4
Subint. group 1 Subint. group 1 Subint. group 1
VLAN 2-4 VLAN 2-4 VLAN 2-4
Instance 1 Instance 2 Instance 3

A VAR AT N—TF LRIV T A v Z—T oA 2Dt v A LWL, (VLAN
ITN—780%) L0 DY YV —REZRETHERTEZ LICRBAEEELRH Y £4, 7=
L 213, Port-Channell2 BL N3 ZA L AZ LA 1 BLR2 LFT AL L HIT

Port-Channell3 B L N4 2 A L AZ A3 LHEFTEH (250 VLAN Zv—7) O TIE7A
<. Port-Channell.2, 3. BLXW4 %A 2Z 21, 2. BLO3 L4H (150D VLAN Y

/1/‘_70) L/iﬁ—o
4B BE—DROEROY TA VI —T A RTIL—T&HHF

Good (uses more resources)

Port-channeld
Data

Data-sharing
VLAN 2-4

Subint. group 1 Subint. group 1 Subint. group 2
VLAN 2-3 VLAN 2-3 VLAN 3-4
Instance 1 Instance 2 Instance 3

2. W@ BOMTYH IS E—T oA A EHELET,

7= & 21X, Port-Channel2. Port-Channel4, 35 JTFPort-Channel4 Ti72 <, Port-Channell.2.
Port-Channel2.3. 35 J OF Port-Channel3.4 Z3:F LE9, ZOFERAFIEERR CEOY T 1
B —T oA ADRHELATH LY HLRITH Y T, VLAN Zv—752FHA LT E

TO
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5:%& : EROBEDOY TS 2—T (A REHE

Fair
Port-channeld Port-channel2 Port-channel3
Data Data Data
Data-sharing )
VLAN 2 Data-sharing Data-sharing
— VLAN 3 VLA_[\_I___4__

Instance 1 Instance 2 Instance 3

3. EHEE HrxOBA L HF—T7 24 A (WHE 21T EtherChannel) Z3EHF L £,
ZOHEE, BLEL OEBET T o N BEHRALET,
R6:5E: BAVI—T A R&%HE

Worst
Ethernet1/1 Etherneti/2 Ethernet1/3
Dala-sharing Data-sharing Data-sharing
Instance 1 Instance 2 Instance 3

KBEA 3 —T A AQOERRRDHI

A Z =T =2 A ADHAT LILRMEDHNZHSONT, UTFORZSZRL T ESW, BLFDvFY
HE, TR_RTDOA L AX A THEINTHWDLEERHAD 1 >O¥E/EtherChannel 1 > % —
TxARE M TXATEVT 4 THEHTLIEHOY A =T A 252585 15D
¥)¥/EtherChannel f > ¥ —7 = A4 AZHEHLTWAH Z & &RFfEE LTWET,

e & 15:3 DD SM-44 %ifi 2. 7= Firepower 9300 O##/EtherChannel 1 > # —7 = A A & A >
AHB A (218 =)

« £ 16 :3 DD SM-44 % fifi 2. 7= Firepower 9300 LD 1 SOFDOH T A L Z—T 2 A AL A
AL A (220 =)

e & 17: 1 DD SM-44 % i 2. 7= Firepower 9300 O#)2/EtherChannel 1 > % —7 = A A & A >
AHB A (222 =)

« £ 18 : 1 DD SM-44 % ifi 2. 7= Firepower 9300 LD 1 SOFDOH T A v Z—T 2 A AL A
AHB A (224 =)
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3 D SM-44 & firepower 9300

WDFIL, MFLA v Z— 7 = A A F 7213 Etherchannel O Z & il L TV 5 9300 D SM-44 7 & =
V7r 4 &V a—VZEHEINET, Y TA =T oA ARRTNIE, 1 X —T =1 2Dk
KEDBHIRENET, S50, BEROWMIEA 4 —T7 = A A2 LEFTHITE, BEOYT A~
B =T A ZAEFHTHED EELOEET—T NV VY —REFHLET,

ESMA44ET a2 —E, KR4 DAV AZ L AV R—FTEET, 4V AX AL, HIR
WIZIN D A MBS U TE Y 2 — LRI TR S E T,

% 15:3 D0 SM-44 % {# % 1= Firepower 9300 O #)22 /EtherChannel { >3 —2J T A REA VR A VR

BRAAVA—TJ | REAVE—T A |41 VREVRY EET—JILOFERE
4R 3 (%)
32 0 4 16 %

.8 e A UAHF A ]

*8 A VAF LR

.8

e f ALK RS

"8 AR
30 : 0 2: 14%
.15 c A VAK A
.15 c A VAH L RD
14 : 1 14 : 46 %
14 (% 1) A VARV AL-A VA
B 14
33: 3: 33 : 98%
1l (% 1) 1 A VAR AL -A VR
B A1
c11 (% 1) .1
.1 A VAB A2 A
1 G AR A D2

A VAR LA
A KA 33
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BERAA—DJz | HEAVE—T 4 (A VAREZ VA EET—JIILDFERE
4R x (%)
33: 3: 34 - 102 %
<11 (%1 °1 e A VAR AL-A A |FFA L2
A 11
<11 (% 1) 1 a4
o1 A VAE AL
12 (%D AHM AR 22
e A UAR L RA23- A
A B A 34
30 : 1 6 : 25 %
+30 (% 1) A UVARFUAL-A A
B A6
30 : 3: 6 23 %
+10 (% 5) o1 e A VAB AL VA
)
<10 (%5) -1 e
el A VAB U A2 AR
«10 (£%5) B4
A VAB LRS- AR
B A6
30 : 2 5: 28%
*30 (£%6) e A VARV AL-A VA
HARS
30: 4 - 5: 26 %
12 (% 6) °2 A VABRUARL-A VA
)
‘18 (% 6) -2 e
A VAR LA AR
HARS
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BERAA—DJz | HBEAVE—T A4 (A VAREZ VA ERET—JILDFERER
4R x (%)
24 ! 4 44 %
°6 A UAR R ]
*6 A VRB D
*6 W FT
"6 e A UARK A4
24 - 14 : 4 : 41%
12 (% 6) °7 A VAELAL-A VA
)
‘12 (%6) .7 e
A VAR A A VA
B A4

WDFEIT, B—OHWEA L X —T 2 A ALETH T A X —T = ZA&EHL TS 9300 E
DI3IODOSM-44EF 2V T 4 V2R ENET, =2, FUEBEOA ¥ —7 <
A AT T RTANY RT3 720 KEFLZ: EtherChannel Z {ERK L. EtherChannel D47 A o Z# —
TxA A LET, BROWEA L F—T oA 2T DT, ROV T A H—

TxA AT L0 bZ L OWET =TV U Y =X EEHLET,

£ SM-44FV 22—, BRI4ADA LV ARZ L AR R—NTEET, 4 AZ R T, FHIE
PIZI D A MBS U TEY 2 — B THE S ET,

% 16:3D0) SM-44 %1 Z 1= Firepower 9300 £ D 1 DDHEDH TA VB —T A REAVAB VR

BERY IS 89— | EEYTA 42— A VARB VAR kT —JILDERER
JxA4R JzA4R (%)
168 : 0 42 - 33%
« 168 (4ea.) A LABR AL VA
A 42
224 - 0 14 - 27 %
«224 (16ea.) A LVAB VA VA
B 14
14 - 1 14 : 46 %
14 (% 1) e A UABR U AL-A VA
oA 14
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BERY A 8— BTS04 — A VRE VAR kT —JILDFERE
JxM4 R JxM4R (%)
33: 3: 33: 98%
o1l (% 1) 1 A VABRUARL-A VA
&A1
<11 (% 1) * 1
.1 A VABRLUARN2-A v
& AR R
A VAR UAD A
AN A 33
70 : 1 14 : 46 %
+70 (5ea.) A LVARB U AL-A VA
H oA 14
165 : 3: 33: 98%
«55 (5¢ea.) 1 e AUVAR AL -A R
A1
+55 (5ea.) 1
(5 ca) .1 A ARB A2
33 {5 ea. AH A2
e A VAR AR A
ALK A 33
70 : 2 14 : 46 %
«70 (5ea.) c A VAR AL R
A 14
165 : 6: 33 : 98%
«55 (5¢a.) °2 A VAB LA -A VA
o Z 11
+55 (5ea.) *2
55 (5 ea) .2 A VAR A2 A
ca. X&‘/XZZ
e A VAB LRI A v
AK A 3]
70 : 10 14 - 46 %
+70 (5ea.) A UVARU AL A VR
B 14
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18—/ REE |

HERYIJA 2 — | B TA 02— AVRZ VR g T—JILDERE
TJxA4R JxMR (%)
165 : 30: 33: 102 %

+55 (5ea.) 10 e A VAB L AL-A VAR LR

55 (5ea) - 10 Forn

.55 (5ea) <10 A VABURI2-A

AL A 22

e A UARLRA23- A
A K A 33

1 D@ SM 44 % fig % 1= Firepower 9300

WDFKIT, WA X —7 = A A F 213 Etherchannel DAz L T 5 150 SM-44 i 2.
7= Firepower 9300 (2 SN E T, T A v F =T = A ANRTHIE, 4 ¥ —T = 2Dk
KEDBHIBSNET, SO, HEOWEA ¥ —T oA A2HETHITT, ROV T 1
B —T A ZMHTEHE0 B EL DEET—T LV V=22 A LET,

1 S0 SM-44 % i 2. 7= Firepower 9300 |%, K 14 DA L AZ U A Y R—FTEET,

= 17:1 D0 SM-44 % {i5 Z 1= Firepower 9300 D ¥)1E/EtherChannel { >3 —J T A REA VR A VR

BERAUA—Tx | XAV —T x4 |41 VREIVAH EET—IJILDFERE
4R 2 (%)
32: 0 4 16 %
8 e A VAL A
*8 WY )
"8 C A VRE LR
"8 cfLREL RS
30 : 0 2: 14%
<15 c A VAFUA]
.15 WY )
14 - 1 14 : 46 %
<14 (1) A VARB AL A R

A A 14
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FRAUA—D | HEAVE—T 14 |41V REVAH EET—JIILOFERER
4R R (%)
14 : 2: 14 : 37 %
<7 (% 1) -1 A URB AL A R
c7 (& D) .1 B RT
A VAR LA A VA
XA 14
32: 1 4 : 21 %
*8 A AT A
-8 A URH R
"8 c A VAHLRAS
"8 Y DY
32 2 4 20 %
«16 (% 8) A VABUAL-A VA
<16 (% 8) (e
A VAR LURZA VA
B A4
32: 2 4 25 %
*8 A ARB A
*8 A AB LR
"8 c A VAHLURS
'8 A VAH A
32 4 4 : 24 %
<16 (% 8) 2 A LAB LA A
<16 (% 8) °2 (e

A UAR A A R
A A4
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BERAVA—DJz | HBEA V=T |41 VRAVRH kT —JILDFERE
4R x (%)
24 - 8 3: 37 %
8 e VAK VAL
°8 e A VAB VA2
°8 e fLVAHLR]
10 : 10 5: 69%
« 10 (% 2) A VAEUAL-A VA
HARS
10 : 20 : 5: 59%
+6 (%2) + 10 A VAB A -A VA
HAR3
4 (%2) * 10
A VAR AL- AR
HARS
14 - 10 7: 109%
<12 (2e€a) e A VAB L AL-A VA |FFAI L2

BT

WOFIT, H—OFYEA L H—T 2 A A LTHTA L E =T 2 Z%EFEHLTND 1 DD
SM-44 % fifi 2 7= Firepower 4150 \Zi#EH S E T, 72 & 21X, RUEBEDOA » F—T7 = A A %T
TNy RVT 5 728 O KR 7 EtherChannel % {Ef% L. EtherChannel D% 7' A 4 —7 = A
AEHEAELET, BHROWHEA V¥ —T oA AEHET DI, BROV T v H—T =
EHEAT2L0 2L OERET—T7 N0 UV Y —RAEFHLET,

1 >? SM-44 % 2 7= Firepower 9300 |, fx K 14 DA L AZ L AP R—FTEET,

% 18:1 D0 SM-44 % {# % 1= Firepower 9300 ED 1 DDHED Y TA VB —T 1A REA VARB VR

BERY IS U — | HEY T 42— A REVRAH EET—JILDFERE
JxM4 R JxM4R (%)
112 : 0 14 - 17%

¢ 112 (£ 8) A VAR AL -A VR

H A 14
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BERY A 8— BTS04 — A RBEVAH kT —JILDFERE
JxM4 R JxM4R (%)
224 - 0 14 : 17%
+224 (16¢a.) A VABRUARL-A VA
KA 14
14 - 1 14 - 46 %
14 (£ 1) A VABRLUAL-A VA
2 A 14
14 : 2: 14 : 37 %
«7 (% 1) °1 A VAR AR
. BT
e7 (% 1) !
e A VAR LA A VA
2 A 14
112 : 1 14 : 46 %
« 112 (£%°8) A LVARB VAL VA
B 14
112 : 2: 14 - 37 %
«56 (% 8) .1 A VAR AL AR
. BT
.56 (% 8) !
A VAB LA A A
B 14
112 : 2 14 : 46 %
¢ 112 (%% 8) A VABR LA -A VA
KA 14
112 : 4 - 14 37 %
«56 (4% 8) °2 e A VAR AL -A R
B RT
«56 (% 8) *2
A VAR LA AR
H A 14
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18—/ REE |

BERYIJA A — | HEY TS 04— AR R ERET—JILDFERER
JxM4 R JxM4R (%)
140 : 10 14 : 46 %
+ 140 (% 10) A VAR LA AR
KA 14
140 : 20 : 14 : 37 %
«70 (£ 10) - 10 e AUVAR AL VR
VAT
<70 (% 10) * 10 e

e A UVAR AR A A
A A 14

KBEAE—T AR )V—ADKRT

HRi& 7T —7 /L & VLAN 7L — 7 O Rt 2 F£R" 3 5121k, Tshowdetaill =~ > R&Z AL
scope fabric-interconnect% 3, WIZflZ R L ET,

Firepower# scope fabric-interconnect

Firepower /fabric-interconnect # show detail

Fabric Interconnect:

ID: A

Product Name: Cisco FPRI9K-SUP
PID: FPRY9K-SUP

VID: V02

Vendor: Cisco Systems, Inc.
Serial (SN): JAD104807YN
HW Revision:

Total Memory (MB): 16185
OOB IP Addr: 10.10.5.14

OOB Gateway: 10.10.5.1

OOB Netmask: 255.255.255.0
OOB IPv6 Address: ::

OOB
Prefix: 64

IPv6 Gateway: ::

Operability: Operable
Thermal Status: Ok
Ingress VLAN Group Entry Count (Current/Max): 0/500
Switch Forwarding Path Entry Count (Current/Max): 16/1021
Current Task 1:
Current Task 2:
Current Task 3:

Threat Defense DA >S54 > &y b )29 X T— MeEYHR—F

A T4y META VY EDORUTOEIZEMEL, 22004 X —T = A A% —FEITNA
YRL, BEEOF Y N =7 (CHARARE T, ZOBEEICEI - T, BTS2 3xy hU—27 TR
AADEENRL TH, FEOX Y NV—U BRIV AT LAZA VAN LTHZENTEE
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T, A TAAVH =T oA ATTRXRCD N T T 4 v 7 BEEFFICZELETE, 26D
AVHE =T 2 A ATZEEINTZTRTO NI 7 v 7, HRMIZ N vy 7EINRWED, A
YIA Yy FOAERICEEE SNET,

BISANCHT58 77V r—var TAYIA Yy hEREL, VY AT — MeEER R
INCT B BT AEE A T4 By B A=y T HEFXOS Vv —UICEE
LET, Vo AT—MBEEIZED, A0 T4 By DA H—T 24 2D 1 OWREIEL
5E. YY—E,. A TALAVE—T A ARXTD2EFERDA U F—T A AH HED
BNCAEIELET, BFIE LA X —T = A ARFRNE#BHTLHE, 2FBBDODA U FX¥—T 14 A
HERICEBILET, DFED., 120X —T A ADV 7 AT — "IN H L, Vv —
NIZDOBbZRA L, TOBILICAEDbE DA v H—T =24 ZAD Y 7 AT — e TH L
F9, 2L, V=3I b AT — FOEENMEIEISNDS E TRRAW D £, E
EIRFEDOR Yy NT—F TRARERT TN T 7 4 v 7 ZHBRNCHLN—T 4 735X 51—
ZMEESNTE LI OFmNR Yy MU= RETIE, Voo 27— MeiERFHZAEZITT,

A\

GE) [RUCAYIA Yy M LT =R 27 XA XX BLRY 7 2T — NDOREZEC
LZRANTL 7ZE,

A3 =14 AICHT HFTEFIHELHNEIR

VIANHY IS VA2 —T 4R

o« RETIL, FXOSVLAN 7 A X —T = A ZATOWT DL L ¥ 7, Threat Defense
TTNr—a vNTH T A ¥ —T = ZAEEBNIERTE 7, FEMz W T,

FXOSA v 2 —T 2 A ARET TV r—yar A0 X —Txf A 211 X—=) LT
<TEEW,

cHTA U H—T A A (BIOBIA L E—T A R) ZarTFH AL AF L AIZOREND
BTHZEMNTEET,

A\

GE) avTF AL ARBURTHA L H—T oA ZAZE0 Y THEA.
277 L (JEVLAN) 774927 DH%EELET, #7721 b
T4 EBETVENIRVRD  BA =T oA AEEID Y
THRWTLTEEN, IITRAALALTDA L —T = A ADEE,
BALH—T oA REFHATHEITTEEREA,

W TA B =T 2 A RIT = FEFT A EELXA T DA F—T A A, B T
AL T DA K — 7I4xfﬁf%bémi¢ JITARA =T = AT A
VHE—=T 2 A A BNMLTESGE, EDOA L H—T oA AERAT 477 T AXIIIMHAT
XFEHA,
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B sz xcEysrssmELsnsn

CINTFA ARG LAY GAZN T DA, TS A F—T A X LD FX0S %7 A
VHE—T 2 AFY RN ENERA, 2L, ZTAXEEY T TR T A o H—
T2 A ANRPR—FENTWDEED, 7T AXHEY 712135 H O EtherChannel 7213
EtherChannel DV 7 A VX —7 = A AZMHHTEET, 7TV r—va VEROY T A
B =T A AT, T—HALHE—T A ATHFR—FSINTNDHILIZERLTLES
AN

« %K 500 8> VLAN ID Z{ERK T £,

CRET AL AT S r—2a VINTORDOHIRFEEZMERL, A ¥ —T A ADE DY
THFETHBIIIEEL T3,
EBIIKIT DM A T Ay M, FRERN T A A =T A AL LTH
TAVH =T oA AEMHATDHZ LITTEEE A,

« T2 NF—NR—= YT ITK L TH TS v Z—T oA AT LG, FOHICH
HIRCOVTA L E—T 2 A AEFAERD T =— A — "=V 7 L L TOFHMN
HIREHEST, MOV TA v F—T 2 AT 2=V A== 7 L LT, —H
FREDT—HAA A =T A AL LTHERTAZ EITTEEREA,

T—AHEFALA I —T MR
AT AT AVARZLVATIET—FIEHA =T oA ZABFEHTHZ LIXTEER A,

HEHEA LT 2 A AT EDERKA LV AZ L ZE 14, T2 & 2 1F. Instancel ~ Instancel4
|2 Ethernetl/1 Z&|V ¥ CTHZ LN TEET,

AV AR AT EDRRKIEEA L F—T = 2% 10 72 & 21E. Ethernetl/1.10 /L T
Instancel (Z Ethernetl/1.1 ZE| D ¥ THZ LN TEET,
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Max. 10 shared interfaces per instance
Ethin 12 13 14 15 16 /7 1/8 19 1/10

| Max. 14 instances
per shared interface

Instance 1

IV TARABTRT =2 HBFA L X —T oA REFHTHZ LIXTEERA,

T /S AT 7Y r— 3 Y NTORDBIRFHEHER L, A > 5 —7 = A 2OH Y 4
THFHET B PBCEEE LTS,

e hIUART LU N T AT U=V ET— RTINS, AT —FILHEA L F—T = A
AT A LT TEERAL

cBEHITKTT A AT A By FCERIFI NN T A E—T A R LTT—
AIFA U H—T oA AT LI TEERA,

T2 NA—=N= Y U I LT —ZWHA =T oA AEEHT 22 LIETE
A,

RIZxd B4 254 v + Threat Defense

A =T A A (BENOT VLA T 7 hAR— ) & Etherchannel D YR — ~, H
TA U H =T A AT HR—FINFEHA,

s VU AT — FOBEFR—FENET,

cFUAYTA Y MIH LT A= RY =7 XA RNZXABLIRY 7 27— NOEEEA
T L2 WTL P&,
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4232 —7

18—/ REE |

N—FKYHTF7 /IN(/ R
« BIBITKT BB 2V AR — b, ASA DBEEOA X —T A4 AL LTHHTE ET,
BN T O 1FA T A 'Yy P TOHEN—RT 2T NANRRXEYR—MLET,

e N=RT 2T NANRZAIIEDA L Z =T 2 A A% T L—2T U ~AR— MNICHRET D Z
it Eth,

e N— R T NANRR A HF—T = A A% EtherChannel |Z& D7~ N— K7 /XA
SN2 BT S Z L1 T& £H¥ A, EtherChannel CIRHE DA X —7 = A A& LTHEA
TEFET,

e N—=RT =T NANRNZFmEm A AETIEY AR - S EEA,

ATty MTHLT A=V =27 NANZBIOY 7 AT — hOREEH
B LR TL 72 &0,

T4 FDMAC 7 FLR

RATA4TAVREVRAIT

T 74NV EDMACT RLADEID Y TE, A v F—T oA ADZA SR> THERY ET,
RS LB —T oA A WBRA X —T7 x A AL Burned-In MAC Address ZfEH L £ 7,

» EtherChannel : EtherChannel D& 1L, £DF ¥ RNV T N—TIZEFNDHTXTDOAL L H—
T2 A ANELMAC T RLAZHFLET, Z OHEFEIZ L - T, EtherChannel 13% v b
T— 77V r—varta—HZH L TR I U AXRT L MIRVET, Xy hU—7
TV — g oRa—YFNS A2 HDIR 1 OOWRBEERORTHY , xDY 7D
LT L WO T, R— R F¥ R A E—T oA AT, T—IADEO—ED
MACT FLAZMHALET, A X —T A ADA L= v 7L, MACT KL R{TIZ
WELEEA,

AVTFAVRR D RAIT

T RTOA L H—T A ADMACT RLRAIEIMAC T RLZ F— b BESNET,
P TA B =T 2 AT, MAC 7 RLZAZFETRET HHE. DENELLTbh
X9, ACBA X —T =2 A A LOTRTOYTA X —T =2 AT—EDMAC T
KL RZHFEHLEST, 2T F AV AF VAL L A—T =24 ZAOHBMACT KL A (261
~N—=y) EZRL TSN,

=L =
T4 ADKTE
T 74N R T, WA VU F—T oA RN TCWET, A F—T = A AEHDIT

L. EtherChannels Z BN L C, VLAN Y7 A v Z—T =4 2% BML, A F—T A AT
ROST AR, L= T b R PERETEET,
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\)

6=

MIBAL A —T 4 ADEKTE

A VB =T oA AEYHEOICEDB LI OESICT 2L, BIOAS v Z—T oA ADHE L
TaT VLI AERTETDHDIENTEET, A VX —T x4 AEFERTAHITNE, A ¥ —T =
A A& FXOS THHFRICE N L., 77— a U CiHBEMICENCT A LERH Y 7,

)

() QSFPH40G-CUXxM DA, HEI R I = —3 3 (3T 7 4/ F THICEICR > THE Y | )
IZT 52 LiFTEERA,

1R BHHIIZ

« §°CIZ EtherChannel D A L N—THH A U H—7 = A AIEAINEHE TE FH A,
EtherChannel {ZiBINT 2 H1IZ, BREZIT- T XV,

FIE

AT TN A H—T oA ZAF— FIZAD £7,
scope eth-uplink
scope fabric a

ATV T2 A H—T oA ABHAMMLET,
enter interface interface id

enable

1

Firepower /eth-uplink/fabric # enter interface Ethernetl/8
Firepower /eth-uplink/fabric/interface # enable

GE) TTCTICAR—= T ¥ RNVDALNTHDA L H—T = AIMERNZEFE T EHA,
K= FX¥RNVDRA L NR—=TohHDHA X —7 A ATenter interface 2~ NE 7=z
IXscopeinterface =~ > REMHATLHE, A7 V27 MRFHELRWI AT
T —%Z TR £9, A— FF ¥ 3BT S, enter interface =~ K%
HHLTA v F—T = A ZREmET DLENH Y 7,

ATV T3 (LR TV ARRARELET,

set debounce-time 5000 {Enter a value between 0-15000 milli-seconds}
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BE

i

Firepower /eth-uplink/fabric/interface # set debounce-time 5000
ATFvar) A F—=—TxA AL TERELET,

set port-type {data | data-sharing | mgmt | firepower-eventing | cluster}

1 :

Firepower /eth-uplink/fabric/interface # set port-type mgmt

data ¥ — 7 — KB T 74+ /L DX A 7 CTF, data-sharing % 1 7I&, 27 F A L AKX AT
DHYR—FIET, cluster F—7 — RITRIRLZ2NWTL7ZE, T 74/ Tl 77 A
HHEY 71 IR — N F v oL 48 ICH BB S E T,

AVH =T 2 ATHR—FINTWBEHEE, BHEixI vz — g U E2HMEEZITEEL
ij—o

set auto-negotiation {on | off}

&1

Firepower /eth-uplink/fabric/interface* # set auto-negotiation off

AV E =T ADOHEERELET,
set admin-speed {10mbps | 100mbps | 1gbps | 10gbps | 40gbps | 100gbps}
£

Firepower /eth-uplink/fabric/interface* # set admin-speed lgbps

AVB—=T 2 A ADT 2T by 7 AE—RERELET,
set admin-duplex {fullduplex | halfduplex}
i

Firepower /eth-uplink/fabric/interface* # set admin-duplex halfduplex

T 74N OT7a—HlIRY —ERE LG AIR, A =T A AT TITEA STy
FT, HLWLWEY —% B LT-8BEE. FOR)V v —% A v X —T x4 AZEALET, 7
o —ffERY —DRE (239 X—2) ML T &N,

set flow-control-policy name

&1

Firepower /eth-uplink/fabric/interface* # set flow-control-policy flowl

RIEERIFLET,
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EtherChannel (7R— k F v /L) DB .

commit-buffer

&1

Firepower /eth-uplink/fabric/interface* # commit-buffer
Firepower /eth-uplink/fabric/interface #

EtherChannel (7R— k F %JL) DB

EtherChannel (AR— hF v R /L& BTN D) 1L, RICAT 4 T XA T EREEORKI16HD 2
VN B =T 2 A AT FHR I ENTE, RAICEELT 27 Ly 7 RACHET HLERH D
F4, AT 4T ZA FIIRIAS E721LSFPOWTNNTT, B2 47 @RELT7A47)
DSFPZIBESH L ZENTEET, FREOREWNWA U F—T oA ATHEZRIHET HZ
LIk TA v Z—T =2 ZDKE (IGBA Vv Z—T =2 AL 10GBA v X —T = A A7 Y)
RS ELZ LT TEEtA, Vo 7ENE#E~Y 2 a1 (LACP) Tik, 2203y hU—
7 TNA ARTY 7 BN e hav T —4% 2= k (LACPDU) #4AHd 52 Lizk-
T, A Z—T oA ARERNINET,

EtherChannel N D&Y PET — X £ 72137 — X HFA V4 —T oA AZ RO LI ITRETEET,

e TIT 47 LACPT v 75— b aeEEBL0ZIELET, 7277 7 EtherChannel (3,
T T 4 7 F£721%7%y 7 EtherChannel & #5i 2 WL CTX$£9, LACP b7 7 4 v 7 &
INCTBUENSDGEUINE. T2 747 T— FaERTILERDHY 7,

« > : EtherChannel (124 TH Y, LACPIZfEHENERHA, [A4 ] ® EtherChannel
X, Bl 4] @ EtherChannel D & B2t 2 ML TE £97,

N

G¥)  ®&— K% [On] 75 [Active] IZZEFE T 57, [Active] 2>5 [On] IZE ¥ 95 & EtherChannel 23 &)
TERBBICR D ETRR I BN D T ENH Y F7,

HTF =5 A VB =T 2 ADBRT I 7 4 7 T— FaPH—F LTOET,

LACP Tix, =—¥2 /- A L7 < Th. EtherChannel ~® Y > 7 O HENBINE K OHIBRAS K
SNFET, Flo, a7 4 X2 b—Ta VORRY PRI, AL U F—T = A AD[
NIELWF ¥ RV T —F IR SN TWAZ RN F v ENEd, 4] £—FTIZ
AVE—T A ANMB T LT ZILTF ¥ N TIV—TNOAZ N, f B —T 2 A%
HRHTEP, #Ftar 7 FXal—ari3Fov 7 ENEHA,

Firepower 4100/9300 v — 73 EtherChannel % /£ 9 % & . EtherChannel % [ 2 1L
(Suspended) ]IRHE (Active LACP E— ROHE) F2iE [ 7 (Down) ]iKHE (On LACP
T— FOEA) 1220, WP N7 v 7L ThHmElT A RCEY Y THETEDEEIC
72 v ¥9°, EtherChannel |ZVR D X 5 7RI TZ @ [—K§fE1E (Suspended) ]IRBEIZ/2 D £,

* EtherChannel 28 2 % > R 7 2 VEHHEET S, ADT — X FI3EHA o X —T =4 AL LT
BinEhi
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. EtherChannel (7R— k F v /L) D&M

ATy T

ATy T2

ATvT3

ATvT4

* EtherChannel 7287 7 A X D—F TH HimBT A ADEBE A ¥ —7 = A A F721Z Cluster
Control Link & L CiBIM&E 7=

s EtherChannel 287 7 A X D —i CTH DT NA ADT —H A L H—T = A A L LTEM
S, b1 oDy T T RIS LTWVWS

EtherChannel | ZFGEET /31 A IZHI Y éféif@ﬂ/ﬁ L7\ Z &IZyEEE L TL &V, EtherChannel
DFRELT A A B HIBR SN TCG G OB T A AR S V72551, EtherChannel 73 [—
REfE ik (Suspended) ] £/ [V (Down) 1IREEICE Y £7,

FIE

A B =T xR FT— RERBLET,
scope eth-uplink

scope fabric a

R— FF ¥ X VEERLET,

create port-channel ID

enable

AUINAE =T A A%ED B TET,
create member-port interface_id

FIUAT A THEATLXr T A TRRI6DA L EZ—T 2 A ZAHBMTEET, A 3—
AH—T oA AL, RICLHELT 27 Ly 7 RCRET HLERHY, ZOKR—FF ¥ RL
WCHELTEHELT 27 Ly 7 AL —HIHLIMERDY T, AT 4T XA T1ERI45 F7
1L SFP ODWTIINTT, BRDHEAT @EHT743) OSFPZRIESHEDLZ ENTEE
T BERORKEZNA U E—T oA ATHEZRSHEET LI LICLSTA U E—T = ZADE
B (IGBA v H—T A AL10GBA v H—T = A ARY) BIBESEDLZLITITEEEA,

1 -

Firepower /eth-uplink/fabric/port-channel* # create member-port Ethernetl/1
Firepower /eth-uplink/fabric/port-channel/member-port* # exit
Firepower /eth-uplink/fabric/port-channel* # create member-port Ethernetl/2
Firepower /eth-uplink/fabric/port-channel/member-port* # exit
Firepower /eth-uplink/fabric/port-channel* # create member-port Ethernetl/3
Firepower /eth-uplink/fabric/port-channel/member-port* # exit
Firepower /eth-uplink/fabric/port-channel* # create member-port Ethernetl/4
Firepower /eth-uplink/fabric/port-channel/member-port* # exit

fER) AV F—TxAREATEHHFELET,

set port-type {data | data-sharing | mgmt | firepower-eventing | cluster}

1 -

. Cisco Secure FX0S Firepower 4100/93002.13CLI 2> 7 s ¥a L— 3> A4 K



| 1v8—oz1z88

ATy TH

ATvT6

ATy T1

ATvT8

ATvT9

EtherChannel (7R— k F v /L) DB .

Firepower /eth-uplink/fabric/port-channel # set port-type data

data ¥ — 7 — KR T 7 4+ /L hDX A 7 T4, data-sharing % 1 I, 27 FA L AZ AT
DHYR—bEINET, T74NVFORDVIZZOR— N TF ¥ %7 TAXEIFY) 7 L L
THAT 2HALISMNE, cluster F— U — RZRIR L2V TS ZE 0,

= FX¥RNVDAN=TH LT v F—T oA AREERELET,
set speed {10mbps | 100mbps | 1gbps | 10gbps | 40gbps | 100gbps}

BELFEETCIERWA L NN—f X —T o f ZAEBINT5H L. B— FF ¥ R EFICSM
TExFEHA, 7 74/L M 10gbps T,

1 -

Firepower /eth-uplink/fabric/port-channel* # set speed lgbps

EE) R=FF v FNADA AR LT a7 Ly 7 AR ELET,
set duplex {fullduplex | halfduplex}

BELET a2l YT ADA NN~ B —T oA ZAZBNTHE, B— N F ¥ XAVICERICS
mEnE9, 574/ b fullduplex T,

B -

Firepower /eth-uplink/fabric/port-channel* # set duplex fullduplex

AVH =T 2 ATHR—FINTWBEE, BHEixI vz — a 2 HMEERITEEL
ij‘o

set auto-negotiation {on | off}

B -

Firepower /eth-uplink/fabric/interface* # set auto-negotiation off

TR T HHHA B —T 2 ADLACP R—h F¥ /L T—REHELET,
FT—FBLOET—FHHA =T = ADPE, T— RIXFICT 7T 4 7 TT,
set port-channel-mode {active | on}

1 -

Firepower /eth-uplink/fabric/port-channel* # set port-channel-mode on

TN IO Ta—lflRY) —EMRE LG RIE, A VX —T oA AT TICEA ST
FT, HLWERY —%{ER LT EAIE. FOR) v —% A X —T o4 AZHEALET, 7
o —HER Y —DRE (239 3—) Z2RLTIEEN,

set flow-control-policy name
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B 77 or5cz0nanyTr0 58— 4 20EM

ATy 710

1 :

Firepower /eth-uplink/fabric/interface* # set flow-control-policy flowl

BEEZaAI v FLET,
commit-buffer

AVTFTFAVAZIVADVIAN Y T4 3 —TJ x4 XMDEM

ATy T

ATy T2

X — VIR K S0 DY T A v H—T 2 A AEBEMTEET,

NTFA AR AT TAEN L TDGE, VTR EATDOA L F—T oA AT A
B =T oA A BMNTHETTE, T—FA B —T 2 A A LDV T A B —T = A ZLY
R—hENFEHEA,

AVHE—T2AATEDOVLANID (F—ETHIVERDHV ET, a7 T AV AX L ANT
IZ. VLANIDIZEI D Y TOHNTZT R TCDOA v X —T 2 A ALK T—ETHILENDH Y £,
Bipbar T A 02— AZHEDETHNTHDHIREY, VLANID 2504 4 —7 =
AALETHFHATEET, ZEL, AUIDZEALTHNTH, V7 A ¥ —7 =4 AN
RO D MRG0 £,

AETIL, FXOSVLAN 7 A v Z—T = f AIZHOWT DL LE9, Threat Defense 7 7
Uor—a NTYH T, v B —T A ZAEBNTHER T F1,

FIE

fabrica E— RZBRIA L F 7,
scope eth-uplink
scope fabric a

1 -

Firepower# scope eth-uplink
Firepower /eth-uplink # scope fabric a
Firepower /eth-uplink/fabric #

PTA =T 2 AEBMT DA o F =T = R AHLET,

enter {interface | port-channel} interface id

BUERELT A AZEI D B THONTWDYHA VX —T oA RAY T A VX —T = A ZA%&IBIN
THIELEFTEERA, BOMOYTA L H—T A AREDETOHLNTWDEEE, £0BIA
YE=T 2 A ZAAERPED B TOENTOWRWIRYD  BILWYT A I =T = RAEBTE £
j‘o
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ATvT3

ATvT4

ATy TH

ATvT6

307+ A VREVAOVANY T v a—T x4 20 [

Y TA L H =T oA AIT—HFEET X FEIATDA =T 2 A, BT T AH
BATDA B =T oA ATHR—FENET,

1 -

Firepower /eth-uplink/fabric # enter interface Ethernetl/8
Firepower /eth-uplink/fabric/interface #

YT A H—T 2 ZAEER L £ T,
enter subinterface id

cid: 1~ 4294967295 TID #FEL £, Z®ID /L. interface id.subinterface id ® J 9 (T
BA LI —T oA ADIDIZEBMENET, HEXE, VT4 ¥ —T7 x4 A% ID100 T
A—HFy N NIGENT 256, 20V 7 A2 —7 24 ZAIDIEA —F % v 1/1.100
W22 E9, FEEZZEL T BT 2L9ICHKETHZENTEETN, ZDOIDIXE
VLANID LRI U TlEdH Y 8 A,

1 -

Firepower /eth-uplink/fabric/interface # enter subinterface 100
Firepower /eth-uplink/fabric/interface/subinterface* #

[VLAN] & E L ET,
set vlan id

e [id] : 1 ~4095 O] T VLANID Zi%&E L £7°,
1 -

Firepower /eth-uplink/fabric/interface/subinterface* # set vlan 100

AVE—=T a2 ARAZATHHFELET,
set port-type {data | data-sharing | cluster}

1 :

Firepower /eth-uplink/fabric/interface/subinterface* # set port-type data

F— B A B =T 2 A ARBI VT —FIHFAN L Z—T o ZADGEE XA T BA & —
T2 A ADZA TIHEIF LERA, 2T, T2 HEORET—F YT, F—T (R
ERETEET, 774/ bDH A 7L Dtata TY,

REERIELET,
commit-buffer

1 -

Firepower /eth-uplink/fabric/interface/subinterface* # commit-buffer
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Boo—7orr—orons

TL—57Y

ATy

Firepower /eth-uplink/fabric/interface/subinterface #

il

KIZ, A=Y 2y M1 O3 OOV T A Z—T x4 ZEEKL., FT—FILH AL
B —T A AIERETHHEZ R LET,

Firepower# scope eth-uplink

Firepower /eth-uplink # scope fabric a

Firepower /eth-uplink/fabric # enter interface Ethernetl/1l

Firepower /eth-uplink/fabric/interface # enter subinterface 10

Firepower /eth-uplink/fabric/interface/subinterface* # set vlan 10

Firepower /eth-uplink/fabric/interface/subinterface* # set port-type data-sharing
Firepower /eth-uplink/fabric/interface/subinterface* # exit

Firepower /eth-uplink/fabric/interface # enter subinterface 11

Firepower /eth-uplink/fabric/interface/subinterface* # set vlan 11

Firepower /eth-uplink/fabric/interface/subinterface* # set port-type data-sharing
Firepower /eth-uplink/fabric/interface/subinterface* # exit

Firepower /eth-uplink/fabric/interface # enter subinterface 12

Firepower /eth-uplink/fabric/interface/subinterface* # set vlan 12

Firepower /eth-uplink/fabric/interface/subinterface* # set port-type data-sharing
Firepower /eth-uplink/fabric/interface/subinterface* # commit-buffer

Firepower /eth-uplink/fabric/interface/subinterface #

) =L ==
A —TJILDEKRE
Firepower4100/9300 > v — > CEHT 27 L —2 7 U v 7 —T7 NV ERET HI21E, RO TFIAIC
PEWEd, TL—o0 TR =T NEENTSLE. 12D 40Gbps A— FORPDVIZ4-DD 10
Gbps "N — M A EILTE E£7,
188 BRI

N=KRT =27 RARZAHIGDA v E—=T 2 AT VL= T AR —FHICRETDHZ LT
TXEHA,

FIE

HLWT L= T 0 FARRT 51203, koa~r FEfHLET,
a) 7T e L £,
scope cabling

scope fabric a

by 7L—27T7 v REERLET,
create breakout network_module_slot port
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1 :

Firepower /cabling/fabric/ # create breakout 2 1

) WiEEXAI Y FLET,
commit-buffer
TCEY EBY T — MR ENET, BROT L= T Y M ERET 5B,
commit-buffer =<2 REFHITTDHRNZENOLTRTEERT LI LERHY £,
RT9T2 Tv—0T7 U A= eBAIMEEITHET DI, kKOoa~vr REERLET,
Q) A H—TxzAAE—REMRBLET,
scope eth-uplink
scope fabric a

scope aggr-interface network_module_slot port

GE) FTTIECR=FTF XY RNVDALNTHHA U Z—T oA ATEHNAELE TE L
o "= F ¥ RXNVDRA L NN—=ToHbBA X —TxA AT enter interface =~
» R¥E 7213 scope interface =~ > R&fiHT DL, A7 V=7 FBFIELRW
TEERTET —HZITHY £, A— FF vy 1UTIBINT A HEIIZ, enter
interface =~ > REEHALTA v ¥ —7 = A AEMRETHIHLERH Y £,

b) AT oA ZAFEELBLOR— N XA TERET DT, set a~> FaHLET,

A B =T 2 A ADEHIRAE A FRIET HITIL, enable 721X disable =~ RafH L £
j—o

o) mEXAIv FLET,

commit-buffer

J0O0—#lEHAR) O—DEXTE

Ta—HffR Y —iE, A= FOZERy TRl XN ottt XL, A —V Ry bAER—
N2V IEEE 802.3x IR— A7 L — LB EZETINEIDERELET, ZNOLDOR—XT L —
L, Ny 77BN VT INDETORIVBH., EEAR— P07 —Z DFEEEIELT
HEICERLET, 7o —#ilflizT A A CTBEREICT 2123, T 5% E 7 e —
HIE T A =R @ HF DT /SN, ATHINZTDHHEND Y F7,

T 74N MR —id, EREOHBEAZENICL, HEIRI T —T g ERIRM 2 RE L
i‘j‘o
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FIE

A—H Xy b T TV 7EBANLTHDL, 7a—fl#lE—FE AJLET,
scope eth-uplink
scope flow-control

&1

firepower-4110# scope eth-uplink
firepower-4110 /eth-uplink # scope flow-control
firepower-4110 /eth-uplink/flow-control #

7 u—HER Y AR EIIIER L E T

enter policy name

T 7 AN IR v—aiRET 256, AHNT default E AL ET,
£

firepower-4110 /eth-uplink/flow-control # enter policy default
firepower-4110 /eth-uplink/flow-control/policy* #

ESRNEAL 2 fRE L E T,
set prio {auto | on}

BENEMIT, 2T — T ENE I, FRIZZDY I DOPPPEEINCT 200 E 5 hak
FELET,

&1

firepower-4110 /eth-uplink/flow-control/policy* # set prio on

7 v —HEZAER— X2 B ETITED L ET,
set receive {on | off}

eon : R—RBERIZHENET, Xy FUT—2 TR—ABERVPMVBEENEET, 20T v/
VoI AR—=FEDTRTORNT T 4 v 7 BMEIESNNET,

coff : XY NI MEDOR—AERPVBHEHIN, T 74 v 7 70 —XEEICFITINE
_a_o

% -

firepower-4110 /eth-uplink/flow-control/policy* # set receive on

70— R R - A e A ETITEHIC L ET,

set send {on | off}
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s [on] : HfE/Nry PL—FREL 2 DEE S L Firepower4100/9300 > 5 AR — XER R
=7 SNET, A—XIHI VAo, @FEOL~LZY Y &
nET,

« [off] : X FARICEFRARLS K= EDO T 7 4 v 7 RNEHE EB VN ET,
£

firepower-4110 /eth-uplink/flow-control/policy* # set send on

ATYT6 BREERGTFLET,
commit-buffer

1 -

firepower-4110 /eth-uplink/flow-control/policy* # commit-buffer
firepower-4110 /eth-uplink/flow-control/policy #

il
ROBITIE, 7o =R —2RELET,

firepower-4110# scope eth-uplink

firepower-4110 /eth-uplink # scope flow-control

firepower-4110 /eth-uplink/flow-control # enter policy FlowControlPolicy23
firepower-4110 /eth-uplink/flow-control/policy* # set prio auto
firepower-4110 /eth-uplink/flow-control/policy* # set receive on
firepower-4110 /eth-uplink/flow-control/policy* # set send on
firepower-4110 /eth-uplink/flow-control/policy* # commit-buffer
firepower-4110 /eth-uplink/flow-control/policy #

EZRYGA3—T (4R
N

CE)  BEICKT B /ASA TOT7 F 7 AT — 2 Fay ALV, FXOS & FBIx4 51
T /ASA DA /5’**7:4’2{%)%@ EVWHNELDLZZERNHVEST, 777 A T—va v K
0y 7 EFRRT BT, Bk B BAE /ASA @ show asp drop =< > K & show fragment
27/%%,nbf<téw

« show interface

A VB =T 2 AAT—HAERRLET,
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Y

G¥)

K= F¥FXNOR— & LTHIET 51 ¥ —7 =A AT,
DY A PMIETFSNEEA,

Firepower# scope

eth-uplink

Firepower /eth-uplink # scope fabric a
Firepower /eth-uplink/fabric # show interface

Interface:
Port Name

Allowed Vlan

Port Type
State Reason

Admin State Oper State

Ethernetl/2
All
Ethernetl/4
All
Ethernetl/5
Untagged
Ethernetl/7
All
Ethernetl/8
Present All
Ethernet2/1
Present All
Ethernet2/2
Present All
Ethernet2/3
Present All
Ethernet2/4
Present All
Ethernet2/5
Present All
Ethernet2/6
Present All
Ethernet2/7
Present All
Ethernet2/8
Present All

Enabled

Enabled

Enabled

Firepower Eventing Enabled

Data
Unknown
Data
Unknown
Data
Unknown
Data
Unknown
Data
Unknown
Data
Unknown
Data
Unknown
Data
Unknown
Data
Unknown

Disabled

Disabled

Disabled

Disabled

Disabled

Disabled

Disabled

Disabled

Disabled

Up
Up
Up
Up
Sfp
Sfp
Sfp
Sfp
Sfp
Sfp
Sfp
Sfp

Sfp

Not

Not

Not

Not

Not

Not

Not

Not

Not

(v

« show port-channel

A= F¥XNVDAT —H AT RLET,

Firepower# scope eth-uplink
Firepower /eth-uplink # scope fabric a
Firepower /eth-uplink/fabric # show port-channel

Port Channel:

Port Channel Id Name
Port Channel Mode Allowed Vlan State Reason

Port Type

Active
2

Active
48

Port-channell
Untagged
Port-channel?2
All
Port-channel48

Data

Cluster
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Admin State Oper State

Enabled

Enabled
No operational members
Enabled

Up
Failed

Up
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Active All

show detail

HTHA L H—T 2 ADHEET — 7 LB L VLAN ZL—7 O R E FR L ET,

Firepower# scope fabric-interconnect
DFirepower /fabric-interconnect # show detail

Fabric Interconnect:
ID: A
Product Name: Cisco FPRY9K-SUP
PID: FPRY9K-SUP
VID: V02
Vendor: Cisco Systems, Inc.
Serial (SN): JAD104807YN
HW Revision: 0
Total Memory (MB): 16185
OOB IP Addr: 10.10.5.14
OOB Gateway: 10.10.5.1
OOB Netmask: 255.255.255.0
OOB IPv6 Address:
OOB IPv6 Gateway:
Prefix: 64
Operability: Operable
Thermal Status: Ok
Ingress VLAN Group Entry Count (Current/Max): 0/500
Switch Forwarding Path Entry Count (Current/Max): 16/1021
Current Task 1:
Current Task 2:
Current Task 3:

show subinterface

BWEDA LA —T 2 ADY T A L H—T =2 A%FRLET,

Firepower# scope eth-uplink

Firepower /eth-uplink # scope fabric a

Firepower /eth-uplink/fabric # enter interface ethernetl/8
Firepower /eth-uplink/fabric/interface # show subinterface
Sub Interface:

Sub-If Id Sub-Interface Name VLAN Port Type
10 Ethernetl/8.10 11 Data
11 Ethernetl/8.11 12 Data

show mac-address

ATFTA VAR AAE =T 2 A ADMACT FLZADEIY Y TEHRRLET,

Firepower# scope ssa

Firepower /ssa # scope auto-macpool

Firepower /ssa/auto-macpool # show mac-address
Mac Address Item:

Mac Address Owner Profile Owner Name
A2:46:C4:00:00:1E ftdl3 Port-channell4
A2:46:C4:00:00:20 ftdl4 Port-channell5
A2:46:C4:00:01:7B ftdl Ethernetl/3
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A2:46:C4:00:01:7C ftdl2 Port-channelll
A2:46:C4:00:01:7D ftdl3 Port-channell4
A2:46:C4:00:01:7E ftdl4 Port-channell5
A2:46:C4:00:01:7F ftdl Ethernetl/2
A2:46:C4:00:01:80 ftdl2 Ethernetl/2
A2:46:C4:00:01:81 ftdl3 Ethernetl/2
A2:46:C4:00:01:82 ftdl4 Ethernetl/2
A2:46:C4:00:01:83 ftd2 Ethernet3/1/4
A2:46:C4:00:01:84 ftd2 Ethernet3/1/1
A2:46:C4:00:01:85 ftd2 Ethernet3/1/3
A2:46:C4:00:01:86 ftd2 Ethernet3/1/2
A2:46:C4:00:01:87 ftd2 Ethernetl/2
A2:46:C4:00:01:88 ftdl Port-channel2l
A2:46:C4:00:01:89 ftdl Ethernetl/8

AR—TDIARAD STV a—FT a5

I5—: AAMYFDEENRIZ06DTY ) BHY ., 1028DHBEEZTHES, 15—
T4 RZEMTHHEEEF. RETNARIEVETOATVWSIHESN VI —T 1 ADH%E
BHITH, RETNARAEFANVE—T A RADEZRSTH., TEEFEESATOEWST
A=A REFERALET, YITA =T A RZHIKRTDE. ZDOAYE—UNERTE
ShEJI, Thid. HY DHEH [Switch Forwarding Path] T— J LRI E S & 5 ITHREL S
NGRSz TT, HIROFERGICET S ST a—T 4 VT BERICDOLTIE, FXOS
aV74F2L—2 32 4 FESBLTZEL, 'scopefabric-interconnect' 0 'show detail'
AL T. I|WED [Switch Forwarding Path Entry Count] ZRXRL £ T,

T NA AN T A X —T oA AEHIRLED L LT EXIZZO=T —RERIN
HHEAE, BrLOWRENEGEY T A X —T 2 AT D ZDHA KT A N> Tz
DTT, RLGHET A, ADITN—T LRI T A F—T oA ADEy bEERALET, 1
OOHET NA ANLIEFET T A 4 —T =2 ZA%HIBRT D L, SHI2%< D VLAN 71—
TERAERTE D700, Bk T — 7 NV OMEHZIEREMES 220 £9, 2 ORPUTTHLT S I1TIE,
CLIZBEH L THEY T A v ¥ —T = A AZRFHZEMB LOHIBR L, [ CigEhT A 2D 7
N—=TIWH LTCRICLY TS o F—T 2 ADEy bEHEFETOILERH Y 7,

FEMZOWTIE, OV TV FAEBRLTLLEEY, N6 F U AL, ROA v F—T =
A ALIPT N AMDSIEE Y F97,

cFUBITCHREINTILEY T4 Z—T A & : Port-Channel1.100 (VLAN 100) .
Port-Channel1.200 (VLAN 200) . Port-Channell.300 (VLAN 300)

o MElT XA 2 /' —7 . LD1, LD2. LD3, LD4
SFYA L HBBEYITAUE—T A RELDDHREBTNA AL SHEIBRT A, thDBET/N
ARIZEIYYTOEN-FFIZTS

Y TA A —T oA ATHIE LW TL RN, 7Y r— g UBRETCEIZT ATl
TLEEY, 2 TA v F—T oA ZAEHIRTH2LERNDH DEAT. RICEGE/ 7 —T oA
A2ADOEFS LT, BT —TNICNEL LT HLENRLY T4,

DI 2: 1 DDRMBTNAADLEY FHDTRTOYTA U2 —T 24 R%HIKRT S
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CLI CHBLT A 2 bty hNOTRTCOV T A X —T = A ZAZHIER L%, RELIRLT
LT, HIBRNFERFICFEITSND KoL ET,

1. Z2AO VLAN Vv —7%F R LET, ROHIITIE, 77— 1120%, 3 >0EFH7
A B —T x4 A%FET VLAN 100, 200, 300 BEFNTWVET,

firepower# connect fxos
[...]
firepower (fxos) # show ingress-vlan-groups
ID Class ID Status INTF Vlan Status
1 1 configured
100 present
200 present
300 present
2048 512 configured
0 present
2049 511 configured
0 present
firepower (fxos) # exit
firepower#

2. EHETLHmBET A RTHDETORTWAIAY T A v F—T =2 AEFRLET,

firepower# scope ssa
firepower /ssa # scope logical-device LD1
firepower /ssa/logical-device # show external-port-link

External-Port Link:

Name Port or Port Channel Name Port Type App
Name Description

Ethernetld4 ftd Ethernetl/4 Mgmt ftd

PC1.100 ftd Port-channell.100 Data Sharing ftd

PC1.200 ftd Port-channell.200 Data Sharing ftd

PC1.300 ftd Port-channell.300 Data Sharing ftd

3. MET ANAANETTA U E—T oA ATHIR LR, REEZRFLET,

firepower /ssa/logical-device # delete external-port-link PC1.100 ftd
firepower /ssa/logical-device* # delete external-port-link PC1.200 ftd
firepower /ssa/logical-device* # delete external-port-link PC1.300 ftd
firepower /ssa/logical-device* # commit-buffer

firepower /ssa/logical-device #

WP CTRELHET D L. 2250 VLAN ZL—7RHET DRERICR D £9, Zhick
D, A v FEGENA 2T —=PRAEL, REZHRFTERIRDIBENHY £,
DFIA3: TL—THOTRTCORETNAANS 1 DO TA 3 —T A4 X%HIKRT S

CLITIN—THNOTRXRCOGET N, ANBYT A o2 —T x4 AZHIRLIZ%., RTEHE
FLT, HIRARECEITENA LI LET, RICHEZRLET,

1. ZRHO VLAN 7 v—7%F R LET, ROMITIE, Z7v—71121%, 3 20F%7
A B —T A A%FET VLAN 100, 200. 300 BEFENTWET,
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firepower# connect fxos

[..

-]

firepower (fxos) # show ingress-vlan-groups

ID Class ID Status INTF Vlan Status
1 1 configured

100 present

200 present

300 present
2048 512 configured

0 present
2049 511 configured

0 present

BEMBRT N ZZE D B THNTWAAL L E—T oA AhFKxr L,

128—7142E8 |

WOIAY T A

Z—T 2 A AFEHLTLEE, FUBA ¥ —T A4 A LIFET D56, ZbiX
1 >® VLAN 7' /b —7|ZJ& L. show ingress-vlan-groups U A k & —E L T\ 5133 T,
V=~ FR—Vy T, SHEVTA A =T oA R VERDET, B YT

BENTNAA VAR L AR TXET,
R7:#ELB—TILAREDIVRE VR

CUBGIELETTS  Hardware Bypass

Interface Type Admin Speed Operational Speed
@] MGMT Management
d Iﬁ Port-channell data lgbps laop=
Port-channel1.100 data-sharing =
Port-channel1.200 data-sharing =
Port-channel1.300 data-sharing =&

@] Ethernet1/3

S -
WY Port-channel2 data 1gbps 1gbps

Instances VLAN
LD4... € 100
L
LD4... @ Interface is shared by 4 instanges:
¥4
(p4... 00

LD3
LD2
LD1

CLITIE, BV Y TohNFEA L H—T 2 A5ET T _RCOHIET A ZADEMEEF T

TET

firepower# scope ssa
firepower /ssa # show logical-device expand

Logical Device:
Name: LD1
Description:
Slot ID: 1
Mode: Standalone
Oper State: Ok
Template Name: ftd

External-Port Link:
Name: Ethernetld ftd
Port or Port Channel Name: Ethernetl/4
Port Type: Mgmt
App Name: ftd
Description:

Name: PC1.100 ftd
Port or Port Channel Name: Port-channell.100
Port Type: Data Sharing
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App Name: ftd
Description:

Name: PC1.200_ ftd

Port or Port Channel Name: Port-channell.200
Port Type: Data Sharing

App Name: ftd

Description:

System MAC address:
Mac Address

A2:F0:B0:00:00:25

Name: PC1.300_ ftd

Port or Port Channel Name: Port-channell.300
Port Type: Data Sharing

App Name: ftd

Description:

[...]

Name: LD2
Description:

Slot ID: 1

Mode: Standalone
Oper State: Ok
Template Name: ftd

External-Port Link:
Name: Ethernetld4 ftd
Port or Port Channel Name: Ethernetl/4
Port Type: Mgmt
App Name: ftd
Description:

Name: PC1.100_ ftd

Port or Port Channel Name: Port-channell.100
Port Type: Data Sharing

App Name: ftd

Description:

Name: PC1.200_ ftd

Port or Port Channel Name: Port-channell.200
Port Type: Data Sharing

App Name: ftd

Description:

System MAC address:
Mac Address

A2:F0:B0:00:00:28

Name: PC1.300_ ftd

Port or Port Channel Name: Port-channell.300
Port Type: Data Sharing

App Name: ftd

Description:

[...]

Name: LD3
Description:
Slot ID: 1
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Mode: Standalone
Oper State: Ok
Template Name: ftd

External-Port Link:
Name: Ethernetld ftd
Port or Port Channel Name: Ethernetl/4
Port Type: Mgmt
App Name: ftd
Description:

Name: PC1.100_ ftd

Port or Port Channel Name: Port-channell.100
Port Type: Data Sharing

App Name: ftd

Description:

Name: PC1.200_ ftd

Port or Port Channel Name: Port-channell.200
Port Type: Data Sharing

App Name: ftd

Description:

System MAC address:
Mac Address

A2:F0:B0:00:00:2B

Name: PC1.300_ ftd

Port or Port Channel Name: Port-channell.300
Port Type: Data Sharing

App Name: ftd

Description:

[...]

Name: LD4
Description:

Slot ID: 1

Mode: Standalone
Oper State: Ok
Template Name: ftd

External-Port Link:
Name: Ethernetld ftd
Port or Port Channel Name: Ethernetl/4
Port Type: Mgmt
App Name: ftd
Description:

Name: PC1.100_ ftd

Port or Port Channel Name: Port-channell.100
Port Type: Data Sharing

App Name: ftd

Description:

Name: PC1.200_ ftd

Port or Port Channel Name: Port-channell.200
Port Type: Data Sharing

App Name: ftd

Description:

System MAC address:
Mac Address
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A2:F0:B0:00:00:2E

Name: PC1.300_ ftd

Port or Port Channel Name: Port-channell.300
Port Type: Data Sharing

App Name: ftd

Description:

3. HBEMBET NA RINOHF T A U F—T = A AxHIR LT, REZHRFLET,

firepower /ssa # scope logical device LD1

firepower /ssa/logical-device # delete external-port-link PC1.300 ftd
firepower /ssa/logical-device* # exit

firepower /ssa* # scope logical-device LD2

firepower /ssa/logical-device* # delete external-port-link PC1.300 ftd
firepower /ssa/logical-device* # exit

firepower /ssa* # scope logical-device LD3

firepower /ssa/logical-device* # delete external-port-link PC1.300 ftd
firepower /ssa/logical-device* # exit

firepower /ssa* # scope logical-device LD4

firepower /ssa/logical-device* # delete external-port-link PC1.300 ftd
firepower /ssa/logical-device* # commit-buffer

firepower /ssa/logical-device #

BRCRELZMET D&, 2ODVLAN 7LV —FNFET AFERICRD £4, Z2hicky, &
A v THRIENA T —BREL, REEGRFTERLIRDIEBENDHY T,

OF AL 1 DFERIFEROBETNARIZHTAVE—T A REEBMT S

CLITIN—7HNDOTRTCOWRBET N, AT A =T o AZBIML, ZO%., DA
MMNERHZ72 D KO ITREERELE T,

1 BT NA R TA o F—T oA ZZBML TG, REZIRFELET,

firepower# scope ssa

firepower /ssa # scope logical-device LD1

firepower /ssa/logical-device # create external-port-link PC1.400 ftd Port-channell.400
ftd

firepower /ssa/logical-device/external-port-link* # exit

firepower /ssa/logical-device* # exit

firepower /ssa # scope logical-device LD2

firepower /ssa/logical-device # create external-port-link PC1.400 ftd Port-channell.400
ftd

firepower /ssa/logical-device/external-port-link* # exit

firepower /ssa/logical-device* # exit

firepower /ssa # scope logical-device LD3

firepower /ssa/logical-device # create external-port-link PC1.400 ftd Port-channell.400
ftd

firepower /ssa/logical-device/external-port-link* # exit

firepower /ssa/logical-device* # exit

firepower /ssa # scope logical-device LD4

firepower /ssa/logical-device # create external-port-link PC1.400 ftd Port-channell.400
ftd

firepower /ssa/logical-device/external-port-link* # commit-buffer

firepower /ssa/logical-device/external-port-link #
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WHRCHREEHEETHE, 2500 VLAN Z—FRNFET ARV ET, itk
D, A v FHRENRRA TT—NRAEL, REERIFTERLIRDIGAERH Y 7,

2. Port-Channel1.400 VLAN ID 73 VLAN Z /L —7 1 |[ZiBIENTZZ & 2R & £1,

firepower /ssa/logical-device/external-port-link # connect fxos
[...]
firepower (fxos) # show ingress-vlan-groups
ID Class ID Status INTF Vlan Status
1 1 configured
200 present
100 present
300 present
400 present
2048 512 configured
0 present
2049 511 configured
0 present
firepower (fxos) # exit
firepower /ssa/logical-device/external-port-link #

A 23— x4 ANDEFE

HRES TS5y b | HEeER
TA—L
J1)—Xx
BBk DB B |2.9.1 U — TR, BEBICKT BB BEY VR E T —H A A —T = ADY
Vo7 REE YLD v Y L R kﬂ%f%éio 2720 F L7, BIfE, FXOS & HLIRTHE #7/7?
7 RAED R WY L OARBEIN T » S THDHRY . A FZ—T oA ALT v FREBITR Y 9,

%@ ﬂf@%ﬂ77)#~v5/4/5 7:4xw¢ﬁ&%i%ﬁéhi
. BT Tff‘éﬁﬁﬁﬂi) SOREEANR 2 WEAIT, 728 2iE. BBk 2 B5H
77)’7—75 VIRGERIIA T A NTIRDHND, T—H A H—T A AN
BAZT v IRIEIC 2 o720 | BEUCKT D0 O x v M F T CBIEENS L
XL OIET v PREOEEIZRDARBELRHV ET, A1 T4y FOY;
B ZOREOAR—HIZL Oy MR Raey X ENDHZERHY FT, T
BT DB MR TCE D K 51T DRNSHMNIB L — & 03 BRI 2 B
NDRNTT 4w DEGERGT DI ENRNDDHT-OTT, ZOBEITT 741 b
TEEHZ/2>TEBY, FXOS OfgHT /A A Z LA TE £,

GE) ZOMERRIX, 7T RE VT, aryTF A AL A 721X Radware
vDP 7 a L— 2 235 BRI T 505 Tl A—FShEd
Ao ASA TIEVHR—FZNTWER A,

FR/ER SN % —3 53— M : [Logical Devices] > [Enable Link State]

FHUZ R 72 FXOS =+ > | setlink-state-sync enabled, show interface expand
detail
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HEEA TS5y b | #EEER
T4—L
J1y—=x

JTGAR EAT A |28 CNFA VAR AT TGAETHERTHOIL, FTAXEZALTDA U H—T
H—T 2 A ATD AARATVLANY T A U F =T 2 f ZAZAERTEDLLDICRVE LI, &7 TAHK
VLAN %74 > & — WZIE—BO 7 ZAXGIY > 7 BDUETH D72, VLANYV T A o H—T = A R
72 A ZADYFR— X OB AT OO FikaRt LET, Fimid, 77 AKX TLICH
(ZIVTF A VARH A JH® EtherChannel Z##| 0 4 THZ L b TEFET, HEDOIV TRAAIA T DA L H—
5 D &) Tz A AVRTFRIESND LT E LT,

POH/ETE Sfza~ > R set port type cluster
500 Vlan O H R — | 2.7.1 DR, BA V2 —T = A A& FDOMDOBADIRERIHEIZ)SE T T, 250 225
(RRIFEREER 72\ 500 ® VLAN YR —F &N TWE Lz, X3TH4H/—AT 500 D VLAN % i H
) TEX5X2ITRFEL,
A FF A REL R (241 FRI2BA o 2 —T = A ADMEM Z AIBEIZ T 272, FXOS T VLAN %71
TEM &5 VLAN H H—T A AEMER L, BEDOA LV AZ AR TA U —T oA A% HT 52
TAHE—T A A ENRTEET,

GE) BT D5 N— 3 > 6.3 LIS KB TT,

B/ X7 2= K : create subinterface, setvlan. show interface. show

subinterface

BT/ ¥ X3 7= Management Center [H] (7] :

[7/31 R (Devices) 1> [T/314 A& (Device Management) ]> [#R&E (Edit) ]

TAary>[A4 3 —T x4 R (Interfaces) 1 ¥ 7
arvFF AU RZ R (241 FHRIBEA B — T = A ADEHEZFREICT D720, DA A X A[T
DT —HILHA 2 — AE—T oA RAEIHETHENTEET,
7= GE)  BBICET B S— a2 63 SMALE T

R/ TE S22~ R oset port-type data-sharing, show interface
FrE'— RTOT—4# (241 F— X4 B L 5 — % 1 EtherChannel #7 7 7 4 7 LACP £ — R /=134 £—

EtherChannel @ 748— k

RIZERETE AL 91270 F L7z, Etherchannel DD % A F1X7 757 4 7 F—
ROHEYR—FLET,

BR/ZE T Xjujc =2~ > R set port-channel-mode

BB DR A
74 By hTO
EtherChannel D% 74~ — k

2.1(1)

BIRANKRTT BB A T A > v kT EtherChannel 2 C& 2 X 912720 F
L7,
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HERE# Tov b | BEEER
T+—L
1)1)—2=R
BN HBAE o4 | 2.0(1) BRACKIT D8 77V r—varTA Iy REREL, VT AT —
N AV - NS4 MEZEEBNCTHE, BBICKTT L0 XA 7100 By N A=y
AT — MuEYR— ZFXOSv ¥ —VIZXELES, Vo7 AT —MREICLY, 1Ty b
DAVE =Tz AD I OPEELESRE, vy —UVid, A v T4 A 0¥ —
T2 A RAXTO2ERDA U Z—T A4 A HEWIEILELET,
R/ E Sz~ R @ show fault [grep link-down, show interface detail
N— R T A2 [2.0(1) N R 2T RNANRRE, FEBRI NI 74 I RA L TA A E—T oA R
Xy U= FVa— ARTHITCHAEET D 2 L AR LE T, ZoWERIX, Y7 by =T EiE—F
LD R— kBRI KT U x T REEORARFICR Y N — 7 B e R T e DI TE £ T,
T oL FrBl/Z8 B X hu7z Management Center [ :
[7/34 R (Devices) 1> [T/ 1 XEH (Device Management) ]>[4 >3 —7J =
4 X (Interfaces) 1> A 32— =4 AD#HE (Edit Physical Interface) ]
Bt o0 o |1.1.4 BRI T 505 CTREFH T 572912, Firepower f X2 hE L TA v H—T = A

Firepower £ X b Z A
TAUE—=T A A

AERECTEET, DA Z—T =4 R, BRI D08 754 Z20®
VHEVEHAUE—T 2 A ATT, ZOA U H—T oA AEMHTHITIE, B
WX 5058 CLITIP 7 RLVAREDNRT A= ERETHHLENRNHY £,

Tl ziE, AU E Web ARV MRE) OB NI 74 v 7205 TEE

9, Management Center #ill 7 A RO AT AREDEIZH D [EFHA L F¥—T <
AR DI varESRLTLEEN,

P/ S 7= FXOS =2+ > | set port-type firepower-eventing. show interface
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AR T /N R

FRELT A 2OV T (253 X—Y)

BT N A DB L RRSME (263 X—)
BT N R T AEEEHE S HIOEE (271 =)
AH v RT 0 VBT A ADBM (279 R—)
A TRAZEYT 4 XTOEM (316 ~—)

7 ZALZOEM (317 X—)

Radware DefensePro D% E (354 ~—)

TLS K52 fb 7 7T L —> g v ORE (365 2—)
BT N 2D (368 N—)

BT N, ADF=H Y T (380 X—)

PA NI TAZD o TOR] (382 RX—)
 FRELT NA ADJERE (387 ~—Y)

RET/INA X[ZDUVT

FRELT NA AT, 1207 SV r—var 4 AZ A (ASA £7203 BEUCxHT D5 @
W) BXRX1o0o47vary Falb—& 7 7Y 72— 3 (Radware DefensePro) % 3
TL, —ERFxz— %2 TEET,

LT AN ZAEBINTHBEEE. THVr—2ar AV AF VAR TENR—D g VR ER
L. AV HF—Tx2AA%ZEVYTC, THVr—a VREICEREENDET— AT v 7TRE
PHERT AL TEET,

\}

(3¥)  Firepower 9300 D&, Bieb 7 FUr—r a2 47 (ASABLOHBICHT 5058 ) %
T —THOEAE DEY 2a—VIA A R—LTEET, BEOEY 2—/L T, Bigb 3 —
Car DT IV Ir— gy A VAR R AL T HETTEET,
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wEF AR
B x5 re7ovmEsrres SR8 LHET AR

AR RT7AVHREBTNAREDVSRAALHET/NA X
WDOGELT A A A T HBINTE £,

CAZ U RTRY L AR RT R VBT AL AF, AF U RT Ry 2=y bERIEANA
TRASGEYTFT 4 X7 D=y F e LTEWELET,

« JTARY 2 T AIERET N, RN T D LR OEEE V- T H LT, B
—T N ADTXCOFMENE (FB, v U —7 ~Off) #4M4L, FRHCEET A
A AL DENAN—T"y F ETURMZFEBLTE £¥, Firepower 9300 72 & DI DE
Va— )V TN AN, VX —VWNI T AZY T YR~ K~ LET, Firepower 9300 D
BL3DTRTCDEY 2 NABFAT A TA VAL AL AT FA VAL ADE ST D
7T ARSI T HRENH Y £9°, DeviceManager 1£27 7 AX V> 7 &Y KR —F LT
FHA,

BETNARADT7 TV —3 A VAR B VR AVTFHFERAM T4
'j
TIVr—yvary AV AL ATROBRRY A 7 TEITLET,

cIAT AT A VAR VA FAT AT A VAL AT X2V T 4TV 2a— /TP
DFTRTCHY Y —A (CPU, RAM, BIOT 4 A/ RE) AT, %A T 47
AVAR AT I DT A VA =L TEET,

AT AVAEZ AR AT T A VAF AT, EX 2 VT4V 2/ T
DY Y—=2DY Tty FEMEHT LD, BEOa LTI A AL AL A= AT
EFET, wIT A AKX A¥EEIL Management Center % i 192 &34 B85 T
DFIHHR—FENTWET, ASA F721% Device Manager % i 35 &I xd 2 BAtH
T AR —FENTWVERA,

\}

GE) <A TFA U AZ U AMRRIL, FEITR D £T03, ASA LT
aVTFAR BT—RIEPTHWEST, v LF arTFA N E—FK
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HELET, OTVELIFFAKEOLOZFEHA L THA FERIZT —% VLAN ZHER L £,
7 —/N)VMACT RV ARSETD N7 7 4 v 7 5 DCLFRHE T O A MIEFE IRV X
ANZTBICIE, Z7ANVZEERTILERSY T, 7 T7AXB1 OOV A h TEEARRE
o2 E. NI 749 7MY A hDY TAK ) — RIZEFICEETEL LI
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T ANEEBHIRTAMLENDY £, XA FI v I V=T 471, VA MEZ T REZN
WHEE AL D77 —A R Ry P L—F L L THETAHEAS I R— RS EEA,

ZOMDHA K514

c2=y NEBFOV FAZZBEBMLIZEER0, 2=y M2 Ur— RLEE X, —FY

W2, REMZ2 7y M Ka vy 7RRELET, ZIUIEEESRBY OEETT, HE
WX T, Fey 7 &Nl y MREERTERNS AN 7352 ER8b0ET, 2L X
X, FTP 86t FINJACK /N7y b3 Ru vy 7 EnNsd &, FIPZ A4 7 "B T LE
T, ZOLEIE. FTP #i 2 BT O LERH D £,

« AsX> R EtherChannel A % — 7 = A A|ZHzfE S 4172 Windows 2003 Server ZfEH L T\
D56, syslog —/NAR— kR X 7 LTz & T — PR ICMP =7 — X v & — 2 &2 il
Liane, ZHDICMP A vt —Y N7 FAXZERFESNDLZ LIV ETd, 2oL H7%
AyvE—=VIZLY, 7T ARZO—FHDa=y FTCPUMHERNES R N7+ —~<
ANBET LR H Y 3, ICMP =T — A v —U AT L2 HRE L ET,
 LEMERI-E A7, VSS. vPC. StackWise. F 7213 StackWise Virtual {2 EtherChannel
BT A L EHEREL I,

LR —VNTHE, RSV RTEY B KOOV v — Y X ) T BV AR
TR, MDOEXF 2V T 4 BTV 2=V EFATT LI LI TEERA, 7T AFANICT
RCOEF2YT 4 FEL2—NLEEOLIVLERNH Y FT,

« 85 SN TLS/SSLEER DA, A REBIZRM ST, it — T —ICEENEET S
L BESNTERN ) By havET, BTl =y h~OF LW 2 LT D % E
Db ET, HEIhTWWERw (B LAanwr— i —8) BIE8s%073, ELL
BRI ET,

FI4I bk

¢« VG RABDA VA F = FTHEBEIZ. T 7 4 R TENCR Y . A—L REEIZ3 M T,
FIZFNVIETHEH, TR_RTOA L H—T 2 A ATA L H—FR Y h ~VARAET=F Y TRE
7> TWET,

RIGLTer AR 7 D7 T A2 HEFESIIEEREIS, 5 4R CEEHIRICITS U
LEDITHRESNET,

R LTIET =4 A =T = 2D 7 T AZ AFBSIEREIL, 50% L. 2ITRESH
T CAFF T3 ERITShE T,

*HTTP F7 7 4 v 7 TlX, 5 WROERMEELEIEN T 7 4L E THIZ > TOET,
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AR R7RAVRET/INA ADEM

AR BT OB T AN AT EIIANA TRA TV T 2=y PELTHEATE S
T N T_A TV T 4 OFHROFEMZONWTIX, N T_ATE YT 4 T OB
(B16 ~—) ZZHLTIEIW,

AR F7a> ASA DB

AH L RT B OET N, AT, HMEII NS TRA T8V T 0 XTCTEELET, #
Boex=2 VT FY 2— /L E# 7 5 Firepower 9300 Tix, 7 FAX E2FAX L KT mr v
TNRAADNT N ERHATEET, JI7AXEITRTOEY 22—V EFHATILERDH DT
W, 2L ZIE 2F V2=V I TRABLE DAL KT 0T, Zh ) ELMAHBEDED
ZEIETEERA,

Firepower4100/9300 > ¥ — 03/ —7 > RETII N T VAT LV R 77 A T U4 —/LE—
N ASA Z R TE £,

YNTF AT HANE— FOLEE, BOICGHEET A AR L TG, ASAT 7 U r— =
YTCRNTFT aArTHxRARN T REAENCTHMERDH Y £7,

1R BRI

e TRHET NN RMEHTHT TV r—va v A4 A—T % CiscocomMbH XU a— LT,
% DA A— % Firepower 4100/9300 > v — 3 [Z¥ 7> u— KL E T,

\}

(GE)  Firepower 9300 DIGH, /2 p 7 SV r—r a2 47 (ASA B
J N Threat Defense ) # 3 v — N 42 DFEY 22— )LIZA VA
= TEFET, JEOEY 2— 1L TlE, B2 =T33 007
TVr—va s A VAR AL T HFETTEET,

CFMEETNA ATHHTLEHA =T A AERELET, FHA L F—T = A AN
TCTT, ZOFHA I =T AL, V¥ —VOBEHOHMHIND v v — T EH
AR—=FEEUTIEHY £FEA (FXOS TiL, MGMT, management0 ® X 9 724 H THR RS
WET) .

s RDIEHREHBELET,
CIDTNAADA U H—T A A 1d
EHA LA —T 2 A AIPT RLRERXYy VU= RS

e = A IPT KL R
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FIE

RFYT1 EX2UF 4 —E R E— REBEHBLET,
scope ssa

1 -

Firepower# scope ssa
Firepower /ssa #

ARTFYT2 TV Ir—ar A VAR ADA A= "= g VBB ELET,
a) fHREERA A—VEFRLET, AT HINN—Va v BEE2EZIHDET,

show app

51

Firepower /ssa # show app
Name Version Author Supported Deploy Types CSP Type Is
Default App

asa 9.9.1 cisco Native Application No
asa 9.10.1 cisco Native Application Yes
ftd 6.2.3 cisco Native Application Yes
ftd 6.3.0 cisco Native,Container Application Yes

b) EX2VT 4 EVa— NPy Zny MIHEHHEZRELET,
scope slot dot_ID
dot_id /%, Firepower 4100 D& L% (2 1. Firepower 9300 DAL 1, 2. £721%3 TT,
1 -

Firepower /ssa # scope slot 1
Firepower /ssa/slot #

o) TV r—vary A AU AEERLET,
enter app-instance asa device_name

Device nameld, 1 ~ 64 XFOFHTHETEET, ZOA VAKX U ADRBT A 2 %
BT B & &I, ZOT A ZRLEHHALET,

&1

Firepower /ssa/slot # enter app-instance asa ASAl
Firepower /ssa/slot/app-instance* #

d) ASA A A—U =g VAR ET,

set startup-version version
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1 :

Firepower /ssa/slot/app-instance* # set startup-version 9.10.1

e) Ay hE—REKTLET,
exit

1 -

Firepower /ssa/slot/app-instance* # exit
Firepower /ssa/slot* #

f) T L Tssa®t— RiZLET,
exit

51 -

Firepower /ssa/slot* # exit
Firepower /ssa* #

1 -

Firepower /ssa # scope slot 1

Firepower /ssa/slot # enter app-instance asa ASAl

Firepower /ssa/slot/app-instance* # set startup-version 9.10.1
Firepower /ssa/slot/app-instance* # exit

Firepower /ssa/slot* # exit

Firepower /ssa* #

AT9 T3 GaHT A AERER L £,
enter logical-device device_name asa dlot_id standalone
BNBML7=7 7V r—a v A v A% & LR Udevice nameZ (i L £,
£

Firepower /ssa # enter logical-device ASAl asa 1 standalone
Firepower /ssa/logical-device* #

ATV T BHALHE—T 2 A RET—HF A B —T oA ABHHT AL RZEID Y TES, KA X —
Tz A AR LT, PIEZEY KL ET,

create external-port-link name interface id asa
set description description
exit

e name : = O44 L Firepower 4100/9300 ¢ — 3 A—/S— A P2 Lo THEH SN E T,
THULASA ORETHAT DA v X —T = A AL TIEH Y THA,

e description : 7 L—X &SI HF (") THA, AX—2AZBIMLET,
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ATy T5

RETACZ |

BHA L H—T A A \Vk%vﬁﬁf%ﬁkiﬁﬁwi?<ﬁA®f%54V?*7I
A 2ZEBTHMNILTHEELET, ZHU2iE, IPT RFLADOERELEENET,

1 -

Firepower /ssa/logical-device* # create external-port-link inside Ethernetl/1l asa
Firepower /ssa/logical-device/external-port-link* # set description "inside link"
Firepower /ssa/logical-device/external-port-link* # exit

Firepower /ssa/logical-device* # create external-port-link management Ethernetl/7 asa
Firepower /ssa/logical-device/external-port-link* # set description "management link"
Firepower /ssa/logical-device/external-port-link* # exit

Firepower /ssa/logical-device* # create external-port-link outside Ethernetl/2 asa
Firepower /ssa/logical-device/external-port-link* # set description "external link"
Firepower /ssa/logical-device/external-port-link* # exit

BHT— M AT v ERERELET,

a)

b)

<)

T—RANT T F Tl NEfERRLET,
create mgmt-bootstrap asa

&1

Firepower /ssa/logical-device* # create mgmt-bootstrap asa
Firepower /ssa/logical-device/mgmt-bootstrap* #

T7AT U= E—R (=T y R FIX T AT LU b)) 2ELE
ﬂ—o

create bootstrap-key FIREWALL_MODE

set value {routed | transparent}

exit

N—T v RE—=RTIE, 71 AFIRy NT—=INOL—F Ky T LRI SnET,
TAVTETIRA VB =T oA RFE R LY TRy b EICHY 9, —FH, FT AR
TV N 7747 U4 —/E, [BumplInThe Wire] £721L (AT VA 77 AT 04—

V] DEIITHERETALA Y277 AT U4 —LTHY ., BEHINTZT A A~D)L—H
/—\1:‘)7D<E LT n:u;&éhjz'ﬁ-/\/

T AT AV E— RIIPHRERICOARELET, 7— MR N7 v 7 ORE % HiE
AT 28546, ZoOREIXMEHINLERTA,
1 :

Firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key FIREWALL MODE
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value routed
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* #

admin & A F—T )N RRAT— REHEELFT,
create bootstrap-key-secret PASSWORD

set value
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EDANJJ : password

EDHERR : password

exit

151 -

FRREE SN TND ASA BBE 22— B L O X—T7 /L /XA T — RI/NAT — ROE[E

RN D £, FXOS T 7 B AN TE D56, BHE 21— AU FaEhiz L &I
Uty hT&EET,

1 -

Firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key-secret PASSWORD
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # set value
Enter a value: floppylampshade

Confirm the value: floppylampshade

Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # exit
Firepower /ssa/logical-device/mgmt-bootstrap* #

IPv4 BHA L H—T = ADRELEATVET,
create ipv4 dot_id default

set ip ip_address mask network _mask

set gateway gateway address

exit

&1

Firepower /ssa/logical-device/mgmt-bootstrap* # create ipv4 1 default
Firepower /ssa/logical-device/mgmt-bootstrap/ipv4* # set ip 10.10.10.34 mask
255.255.255.0

Firepower /ssa/logical-device/mgmt-bootstrap/ipv4d* # set gateway 10.10.10.1
Firepower /ssa/logical-device/mgmt-bootstrap/ipvid* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* #

IPv6 HHA VX —T =2 A AERELET,
create ipv6 dot_id default

set ip ip_address prefix-length prefix

set gateway gateway address

exit

51 -

Firepower /ssa/logical-device/mgmt-bootstrap* # create ipvé6 1 default

Firepower /ssa/logical-device/mgmt-bootstrap/ipvé* # set ip 2001:0DB8:BA98::3210
prefix-length 64

Firepower /ssa/logical-device/mgmt-bootstrap/ipvée* # set gateway 2001:0DB8:BA98::3211
Firepower /ssa/logical-device/mgmt-bootstrap/ipvée* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* #
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) BHEHT—MANT T E—RERTLET,
exit

&1

Firepower /ssa/logical-device/mgmt-bootstrap* # exit
Firepower /ssa/logical-device* #

ATvT6 REERGFLET,
commit-buffer

Yy —viE, BELLEY 7 MU T A=V arEFyra—RL, TS ar A VA
VAWLT = RA NGy TRELERA AT 2 A AREE T v 2T HIET, BT A
A%B AL ET, showapp-instance =~ REEH LT, BEOAT —X A %R LE T,
[Admin State (‘Z"¥RIRTE) ]72° [Enabled (%) ]C. [OperState] 25 [Online] D355, 77V 7r—
VaY A VAL CAFFATRTHY | EHTE HREIC/m o TOETS

1 -

Firepower /ssa/logical-device* # commit-buffer

Firepower /ssa/logical-device # exit

Firepower /ssa # show app-instance

App Name Identifier Slot ID Admin State Oper State Running Version Startup
Version Deploy Type Profile Name Cluster State Cluster Role

asa asal 2 Disabled Not Installed 9.12.1
Native Not Applicable None
ftd ftdl 1 Enabled Online 6.4.0.49 6.4.0.49

Container Default-Small Not Applicable None

ATFYT1 X2V T7 4 R —DORELZHET DL, TASAREN A R 2B LT EE0,

1

Firepower# scope ssa

Firepower /ssa # scope slot 1

Firepower /ssa/slot # enter app-instance asa MyDevicel

Firepower /ssa/slot/app-instance* # set startup-version 9.10.1

Firepower /ssa/slot/app-instance* # exit

Firepower /ssa/slot* # exit

Firepower /ssa* # create logical-device MyDevicel asa 1 standalone

Firepower /ssa/logical-device* # create external-port-link inside Ethernetl/l asa
Firepower /ssa/logical-device/external-port-link* # set description "inside link"
Firepower /ssa/logical-device/external-port-link* # exit

Firepower /ssa/logical-device* # create external-port-link management Ethernetl/7 asa
Firepower /ssa/logical-device/external-port-link* # set description "management link"
Firepower /ssa/logical-device/external-port-link* # exit

Firepower /ssa/logical-device* # create external-port-link outside Ethernetl/2 asa
Firepower /ssa/logical-device/external-port-link* # set description "external link"
Firepower /ssa/logical-device/external-port-link* # exit

Firepower /ssa/logical-device* # create mgmt-bootstrap asa

. Cisco Secure FX0S Firepower 4100/93002.13CLI 2> 7 s ¥a L— 3> A4 K



| #BF AR
Management Center (O X 4 > K7 0O > Threat Defense 0 3& 10 .

Firepower /ssa/logical-device/mgmt-bootstrap* # enter bootstrap-key FIREWALL MODE
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value transparent
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key-secret PASSWORD
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # set value

Enter a value: secretglassine

Confirm the value: secretglassine

Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* # create ipv4 1 default

Firepower /ssa/logical-device/mgmt-bootstrap/ipv4* # set gateway 10.0.0.1

Firepower /ssa/logical-device/mgmt-bootstrap/ipv4* # set ip 10.0.0.31 mask 255.255.255.0
Firepower /ssa/logical-device/mgmt-bootstrap/ipvé* # exit

Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # commit-buffer
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key #

Management Center D X 2 > 7 0 > Threat Defense MiEHN

AL RT 0y O T S A%, M E IS TRA TV T 0 AT CTEELEYT, ¥
Boexa VT 4EY 2— /L a7 5 Firepower 9300 TiX, 7 7 AX ET2 AL KT v
TNRAZADNWTNNERBTEET, 7 I7AXFITRTCOEY 22—V EFHTILERDH DT
O, 22X 2FVa— NI TRAALEE-DRAZ L RT TR 2% ) L MBEDED
ZEIITEEEA,

—HDEL 2= NV THEAT A TAVAZ L AEHA L, TOMOEY 22— Tar st A&
HURAEBFERTEET,

1R BHEIIZ

BT S, AERT AT TV r—2 g v f A=V % Ciscocom N H A7 ra—RKLT,
Z DA A— % Firepower 4100/9300 > v — ([ZX 7 —RKLET,

N

(GE)  Firepower 9300 DA, B 7 7V r—aZA47 (ASA B
J N Threat Defense ) #3 % — 2 HNOfll 2 DF Y 22— U2 A A
F—TEET, BEOEY 2— L TlE, BREZ =V a 07
TVl —a A VAR LA BATHETTEET,

BT NA A CHEHT 2EEA X —T A RERELET, BEHA L H—T = A AP
BCY, TOFHA LA —T oA AT, vy —VOFHORMEHNIND Y ¥ —VEE
AR—hrEFELCTIEHY £EA (FXOS TiL, MGMT. management0 ® X 9 724 R THRR S
nNET) .

BT =2 A F =T A APOLEBEFGHCTEES, 2EL, T FEHEERICL
TR THEHAT LI PENRVGETH, BHA UV H—T oA ZAimBlT /A AZED 4 TH
VERH Y 9, FFEMICHOWTIEL, FTD =2~ KU 7 7 L A® configure network
management-data-interface =~ > RZZB L T LIy,

cF R LB I ODTF =R EATDA LB —T 2 A AELRETAHALERHY FT., 4
TS LT, §XTCOARCEIDIT T 47 (Web A X hpd) ZiES
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HEF AR

. Management Center ® X 2 > 7 B > Threat Defense M3/

ATy I

ATy T2

firepower-eventing f > % —7 = A A HMERRTE 9, FEMICOVWTIE, M7 —T7 =~
ALAT (208 ~—) | ZBRLTIZENY,

e aAVTFAUARLRIKH LT, TIAN DT T s A NEHERA L WERIE, 2T
FA L ARZ LAY =R T T 7 A VEBIN (198 2—) IIif>TCY VYV —RATFua7y
AINVEBMLET,

c AT T AVALLADYE BN ATl AV AZ R A VA ML T DRI,
TAATNELWT 3 —~<v MR LI EF2 )T 4 BV 2T TV ZHEY
LT 2 0ERH D £, BEFEOHRET A ZFHIBREN THLWT A 2L LTHA V-
A M=V ENDLEH, G—HNLDOT TV r— g VEREITTRTERbNET, %4747
AVAB U AL AT FTA VAR AZEEIMZ DGR, WA T A TA U AZ A
PHIRTAVERHLVET, XA T A TA VAR RAEA T A VAR AZHEIIC
BITTHZ EIETEERA, MOV TE, BX2 VT 4 TV 22—/ P D)
ik (396 X—) ZZBL T LI,
s ROIEHREHE LET,

c ZDTNRAADA L H—T x4 X1d

EHA LA =T 2 A AIPT RLARERYy VU= < RS

e S —hT A IPT KL R

* Management Center 38R L 72 IP 7 K L Z/NAT ID

eDNS H— "D P 7 KL &

o BIBNTKRIT DB ARA MK E RAAL U4

FIE

X2V T4 =R E—RFRERBLET,
SCope ssa

1 -

Firepower# scope ssa
Firepower /ssa #

-

EAT 2 T D06 R—Yarozy Fa—P—J3 4 v ABKHERCREELET, 2
DOFNEEZFITTHMERND LD, 4T 25/3—Va VOEULAICEERE L TV WEEO
BT,
a) EHFRERAA—VERRLET, AT OINN—Va VB FE2EIRHOET,

show app

1 -
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Firepower /ssa # show app
Name Version Author Supported Deploy Types CSP Type Is
Default App

asa 9.9.1 cisco Native Application No
asa 9.10.1 cisco Native Application Yes
ftd 6.2.3 cisco Native Application Yes
ftd 6.3.0 cisco Native,Container Application Yes

HHEA A=V R—=D g VIHRELET,
scope app ftd application_version

51

Firepower /ssa # scope app ftd 6.2.3
Firepower /ssa/app #

T4 AT ELET,
accept-license-agreement

1

Firepower /ssa/app # accept-license-agreement
End User License Agreement: End User License Agreement
Effective: May 22, 2017

This is an agreement between You and Cisco Systems, Inc. or its affiliates
("Cisco") and governs your Use of Cisco Software. "You" and "Your" means the
individual or legal entity licensing the Software under this EULA. "Use" or
"Using" means to download, install, activate, access or otherwise use the
Software. "Software" means the Cisco computer programs and any Upgrades made
available to You by an Approved Source and licensed to You by Cisco.
"Documentation" is the Cisco user or technical manuals, training materials,
specifications or other documentation applicable to the Software and made
available to You by an Approved Source. "Approved Source" means (i) Cisco or
(ii) the Cisco authorized reseller, distributor or systems integrator from whom
you acquired the Software. "Entitlement" means the license detail; including
license metric, duration, and quantity provided in a product ID (PID) published
on Cisco's price list, claim certificate or right to use notification.
"Upgrades" means all updates, upgrades, bug fixes, error corrections,
enhancements and other modifications to the Software and backup copies thereof.

[...]

Please "commit-buffer" if you accept the license agreement, otherwise "discard-buffer".
Firepower /ssa/app* #

REZRTFLET,

commit-buffer

1 -

Firepower /ssa/app* # commit-buffer
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Firepower /ssa/app #

BKTLTExF 2V T4 h— 22— FREBEBLET,

exit

Firepower /ssa/app # exit
Firepower /ssa #

AFYT3 TV =g AV ABANTGA—=F (A A= "= g 0 %Et) ZRELET,

a)

b)

AT TA U ARL L ADEEE, EHARERY Y= AT T s AV EeRKRLET, Tn
TrANEBINTL5E81F, 2T T A AZ R Y —=AT 07 7 A )VZiBI (198
N=Y) EZRLTIES N,

show resource-profile
HRT27a 7y ANAEEZREDET,
fi

Firepower /ssa # show resource-profile

Profile Name App Name App Version Is In Use Security Model CPU Logical
Core Count RAM Size (MB) Default Profile Profile Type Description

bronze N/A N/A No all

6 N/A No Custom low end device
silver 1 N/A N/A No all

8 N/A No Custom mid-level

X2V T BV WYy Any MIHEBHEZERELET,
scope slot dlot_ID

dot_id X, Firepower 4100 DAL T 1, Firepower 9300 DAL 1, 2, F7/21L3 T
R

1

Firepower /ssa # scope slot 1
Firepower /ssa/slot #

TV r—ay A RE A EERR LE T,
enter app-instance ftd device_name

Device namelx, 1~ 64 LFOFIFATIHETEE T, ZTOA U AX U ADOFHHT N A A
AR T DL XL, ZOTFT A AL EHERLET,

1

Firepower /ssa/slot # enter app-instance ftd FTDI1
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Firepower /ssa/slot/app-instance* #

ATFTAVAZ U ADGET, AT T IV = a AV ARB AR T R
RUELET,
set deploy-type container

AVTFA VAR VATIE, BXa2 VT4 BV 2= VDY = ADY Ty
N AT 50, RO LTI AV AZ L AEAL VA M=V TEET, XAT 4T
A VABZ AT EF 2T 4 B2/ DT RTHY V—RX (CPU, RAM,
BLOT A AVERE) 2HEHT L0, XA T AT AL AZ U AZ 1 DDHRA VA R—
ILTEET,

WMEDRTFHRIZ, A VAZ LV ASALTEERFTHZLIITEEYAL, T2V NEAT
1% native T,

1

Firepower /ssa/slot/app-instance* # set deploy-type container

AT AVAZ U ADERE, VYA T T A VERELET,
set resource-profile-name name
DT Ty A NAIETT TITHFEL TV DORERH Y £,

BTCIESERV Y —AT 0T 7 ANEEVYTHE, A AZ AR B—REN,
ZOBMEIZHKIS DD T ERH Y FT, LS, TRA T YT 4 T OAE
2. BBV A XDV Y —ATa 77 A VEEVETEHEXE, TRTOALAOYA
ABR L THHZEEZTELRITRMERLTILEIN,

1

Firepower /ssa/slot/app-instance* # set resource-profile-name bronze

BEACKTT 205 A A=V "=V a rERELET,

set startup-version version

EULA IC[AIET 2 & I ERROFIATAE LIEN—Va v FEEATILET,
{1 -

Firepower /ssa/slot/app-instance* # set startup-version 6.3.0

ATF A VAZ L ADEEIX, TLSHSLT 78T L —va a4 X —T )V E T
F4—T M LET,

enter hw-crypto

set admin-state {enabled | disabled}

exit
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ZOREIZEY, "= R =T DOTLSKELT 77 L—2a UREITR D, FFEH
ATDRNT T4 w7 ONRT =< ANMELET, ZOKIEXT 74V T, F—7
Mo TWET, BF a2V T 4 ED2a— LT EITHRR 16 DA A X ZIZHONT
TLSK LT 72T L —va U EZADNITEET, ZOWETRA T AT A AX A
TV AR—FENTHERFA, _0)/( VABRUAIZEID B THR TV AN R = TR
LV Y —ADEIG &2 FRT HITE, show hw-crypto =2~ RE AT LET, N—T 3
2 L0, FXOS27UBETHAESNA TLSH ST 787 L —a v XA 7L T
3

1

Firepower /ssa/slot/app-instance* # enter hw-crypto
Firepower /ssa/slot/app-instance/hw-crypto* # set admin-state enabled
Firepower /ssa/slot/app-instance/hw-crypto* # exit
Firepower /ssa/slot/app-instance* # commit-buffer
Firepower /ssa/slot/app-instance # show hw-crypto
Hardware Crypto:
Admin State Hardware Crypto Size Hardware Crypto Version

A2y b = RFEETLET,
exit
1 -

Firepower /ssa/slot/app-instance* # exit
Firepower /ssa/slot* #

(fE&) Firepower 4110 F 7213 4120 ® Radware DefensePro 1 > A % > A B L £ 7,
DD, BT AN ADIERANC T 7V r—va v A VAR R EERT D LR
BZH Y F9 (RadwareDefensePro (Z 2> 7 A LV AX LV ATHR—FSINTWERFA)

enter app-instance vdp devicename

exit

BN T D5 77 r—va A VAKX AT D X 9 I device_name & % E
LET, T A AOREEZET LEH, BT BB T 285 fRERT A 2%
fE LT, —EAF =—2WNIZ Radware DefensePro 7 2 L — X 2R ET H LN H Y

9, AX 2 RT7arOmBT N4 A TP Radware DefensePro DFRTE (356 32—3) %,
FE4 NHEBRLTLZE,

1 -

Firepower /ssa/slot* # enter app-instance vdp FTD1
Firepower /ssa/slot/app-instance* # exit
Firepower /ssa/slot* #

BT L Tssa®t— NIZLET,

exit
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1

Firepower /ssa/slot* # exit
Firepower /ssa* #

51

Firepower /ssa # scope slot 1

Firepower /ssa/slot # enter app-instance ftd MyDevicel

Firepower /ssa/slot/app-instance* # set deploy-type container
Firepower /ssa/slot/app-instance* # set resource-profile-name silver 1
Firepower /ssa/slot/app-instance* # set startup-version 6.3.0
Firepower /ssa/slot/app-instance* # exit

Firepower /ssa/slot* # exit

Firepower /ssa* #

IMELT N A R EAERL L E T,

enter logical-device device_name ftd slot_id standalone

BNZBML7=7 7V r—a v A v A% % LA Udevice nameZ i L £,
11 -

Firepower /ssa # enter logical-device FTD1l ftd 1 standalone
Firepower /ssa/logical-device* #

BHA LA =T oA AT —H A HZ—T 2 RAEFHET A AZEY B TET, KA F—
T oA RIx LT, FIRZ#EVIELET,

create external-port-link name interface id ftd
set description description
exit
« name : Z D44 |illE Firepower 4100/9300 > ¢ — 3 A —/N— A F|IZ Lo THEH I E T,
T BB D ORETHEMT o4 =T A AL TIEH Y £H A,
e description : 7 L— X% 5| fF (") THHA, AX—RZBIMLET,

BEA U H—T oA AF, Uy —VEHAR— N EIXR2 Y £9, % T, Management Center T
F—B A H =T 2 AEAHIC L TRELET, NPT FLRAORELEENET,
AVTF A VAR VAT LR RI0DT—HEFA U H—T 2 A REEID B THZLENTE
FI, Fh, ETFEEA L H—T 24 RT, MR BEOa T F A AZ L RTEID Y
THIENTEET,

&1

Firepower /ssa/logical-device* # create external-port-link inside Ethernetl/1 ftd
Firepower /ssa/logical-device/external-port-link* # set description "inside link"
Firepower /ssa/logical-device/external-port-link* # exit

Firepower /ssa/logical-device* # create external-port-link management Ethernetl/7 ftd
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ATvT6

Firepower /ssa/logical-device/external-port-link* # set description "management link"
Firepower /ssa/logical-device/external-port-link* # exit

Firepower /ssa/logical-device* # create external-port-link outside Ethernetl/2 ftd
Firepower /ssa/logical-device/external-port-link* # set description "external link"
Firepower /ssa/logical-device/external-port-link* # exit

U7 REDORBz AL ET,
set link state sync enabled

X — TR, BIRICRT DB BEY L RREE T —H A X —T = A ADYERY 7R
LR TEA LI T Lz, BfE. FXOSEHIREENT v 7 C, MEL ) 7 IRENT v
TTHDHRY, A Z—T A AXT v FIREEIZR 0 9, BT 2858 770 r—3 1
VA UHE—T oA ADERRIBITEB SN EE Ao BEITKHT D 26 OREINR2VEE
WX, e xR BT AR T ) = a UINERICA T A VISR DRI, T—H
A B =T = ANWBRHINZT v TIRIBIZ R 5720 BB B85 oYy v hE o B
WBHRNPL LIS OMIET v 7YREOEFIZRDEENRHD T, A T4 8y D
B ZORBEOAR—HIZEV Xy SR Rey &N ER8HY 3, Ziud, BEICxT
BDEEM DMLEETE B L D2 B RN — & DS BT T B85 ~D T 7 4 v 7 DX
ZBMBTHZ LN HT-HTT,

ZOMREIXT 7 4V FTENIZ /o TRV FXOS OfEET NA AT LA TEET, =
DOHEREIL, BHSCV TRAA R EDIET —H A v F—T A ATITHELEFE A,

BRI T B0 DU v 7 REEOREZ BT D L FXOS DA V2 —T = A AD [P—E
ZARHE (Service State) |23 ZEIZKTT D OZ DA X —T o AOEEIRIE L RIS
94, 2L zIE BRI T A TA A —T A AV Yy NETUTHRE, =B R
RABIX (M%) (Disabled) ] & FRESNET, FEICKTT 285 77V r—vavmzixyy b
T HE, TRTOA U —T oA AN M%) (Disabled) | EFERSINET, N—FKU=7T
INANRA A B =T 2 A4 ZADEE, GEICHT 505 TA v 4 —T7 A4 ZAEEHR EOHMT
VX v hE DT HE P ERIRKEN [#ES) (Disabled) JICRESNET, 7272 L. BRI
KTHHE 7SV r—ar DYy hET UMDY v — LDy v E T (B
BAT7RE) Tl A2 —T oA A XTITHEIREEEHER L X,

BEAIKTT BB OV oV IREO R 2T 5 &, P —ERREITFIZ[HE%) (Enabled) ]
EERRENET,

G¥) COMRRIX, 7 oRZ Y T ary T A AKX A, £7213 Radware vDP T =
L— A RT3 GRS A CTiEv R — &R ERA, ASA Tl HR—k
INTWEEA,

AV HF =T oA ADBEDOY—ERIREE L DX v OB %R /R"9 5121%, showinterface
expand detail =~ K& AL ET,

1 -

Firepower /ssa/logical-device* # set link state sync enabled
Firepower /ssa/logical-device* # scope eth-uplink
Firepower /eth-uplink* # scope fabric a
Firepower /eth-uplink/fabric* # show interface expand detail
Interface:

Port Name: Ethernetl/2
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User Label:
Port Type: Data
Admin State: Enabled
Oper State: Up
State Reason:
flow control policy: default
Auto negotiation: Yes
Admin Speed: 1 Gbps
Oper Speed: 1 Gbps
Admin Duplex: Full Duplex
Oper Duplex: Full Duplex
Ethernet Link Profile name: default
Oper Ethernet Link Profile name: fabric/lan/eth-link-prof-default
Udld Oper State: Admin Disabled
Inline Pair Admin State: Enabled
Inline Pair Peer Port Name:
Service State: Enabled
Last Service State Down Reason: None
Allowed Vlan: All
Network Control Policy: default
Current Task:
<. o>

EHT = AT T RIA—FEHFHELET,

INHOREIT. MIHEARN, £33 F 4 RFZ U AANY T, @Eo@EATIE, BT
TV — g3 CCLIREDIFLEAEDEELEETXET,

a) T— b ARNT T AT bEERLET,
create mgmt-bootstrap ftd

1 -

Firepower /ssa/logical-device* # create mgmt-bootstrap ftd
Firepower /ssa/logical-device/mgmt-bootstrap* #

b) AT ATALVAZLADYEE | 3 — T ¥ % Management Center |23 E L £ 77,
enter bootstrap-key MANAGEMENT_TYPE
set value Management Center
exit

AT A4 TA AR AT, v X —TV ¥ & LTD Device Manager H ¥R — K L TWE
T, BT AL RERBA LRI R — Ty A T EEET DL LI TE ER A,

1 -

Firepower /ssa/logical-device/mgmt-bootstrap* # enter bootstrap-key MANAGEMENT TYPE
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value FMC
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* #

¢)  Management Center #EH9 5 IP 7 KL A, A 4, F£IENATID 25E L £,
RONTNDPERE L ET,

Cisco Secure FX0S Firepower 4100/93002.13CLI 3> 7 4« ¥a L—> 3> HA K .



HEF AR

. Management Center ® X 2 > 7 B > Threat Defense M3/

d)

« enter bootstrap-key FIREPOWER_MANAGER_IP
set value IP_address
exit
* enter bootstrap-key FQDN
set value fmc_hostname
exit
« enter bootstrap-key NAT_ID
set value nat_id
exit
BHEIL, V=T 4 7 EFEOW GO R THE G OIP T R A Bk —fF&) PHE
TJ, Management Center 737 /34 AD P 7 RLAZEE L, 7 /31 A7) Management
Center DIP 7 RLAEELET, 7275 L, IPT RLAD 1 DOH B D> TNDLGE
=5 4 > 7 BIOB/NERE) 13, Bl oid(E AIC(E 1A e L CE LW RS —%
BB D012, BEOBMIC—EONATID 245E T 24 EHH Y £9, NATID & L
T, 1~37 LFOMLEEDT F A MLFFNEFRE TE £7, Management Center 35 X VT N
A ATIEL, WG OFEE L KB EIT ) 7201, BiEF—B I UNATID (IP 7 KL &
TiE72R<) ZfHLET,

1

Firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key

FIREPOWER MANAGER IP

Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value 10.10.10.7
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* #

T7AT U= NE—R (V=T F] Fl2F "7 AT VLU b)) 2FELE
ﬁ‘o

create bootstrap-key FIREWALL_MODE

set value {routed | transparent}

exit

N—T v RE—=FTIEZ, T RERy NT—=INOL—F Ky T ERBINET,
N=T A TEATIBA S =T =2 AA AFTRR LV T Xy P RICHVET, —FH, +T
VAT LN 77 AT U4 =V, [BumpInThe Wire] 721X (A7 VA 7747
A =] DEIITEETDHLAY2T7 74T U= THY, HERINTZT A A
D—H Ry 7L LTEERINERT A,

T7 AT U4+ —/VE— NIPWIREHARFICOARELET, 77— FANT v TORELH
AT 256, ZORETEHNIIEE A,

fl

Firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key FIREWALL MODE
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value routed

. Cisco Secure FX0S Firepower 4100/93002.13CLI 2> 7 s ¥a L— 3> A4 K



WETINAR

2)

Management Center ® X 2 > 7 B > Threat Defense 03BN .

Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit
Firepower /ssa/logical-device/mgmt-bootstrap* #

7 /34 A & Management Center & D] CHATLH2XF—2HELET, ZOF—DRR7
L— X%, 1~ 37 LFPOFFATRIRTE £, RIS T 205 2835 & =2,
Management Center(Z[f] UF—Z A1 L £7,

create bootstrap-key-secret REGISTRATION_KEY
set value

ED ATT : registration_key

TEOMERR : registration_key

exit

fAi

Firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key-secret
REGISTRATION KEY

Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # set value
Enter a value: gratuitousapples

Confirm the value: gratuitousapples

Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # exit
Firepower /ssa/logical-device/mgmt-bootstrap* #

BHIEDNRAT — REEELET, 202U — Rit, B#Ha—PF—0 CLI 7 7 & A2
RSN ET,

create bootstrap-key-secret PASSWORD

set value

fEDANJ) : password
MR : password
exit

1

Firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key-secret PASSWORD
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # set value
Enter a value: floppylampshade

Confirm the value: floppylampshade

Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # exit
Firepower /ssa/logical-device/mgmt-bootstrap* #

FEREMIARA M ERELET,
create bootstrap-key FQDN

set value fqdn

exit

1
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)

Firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key FQDN
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value
ftdl.cisco.com

Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit
Firepower /ssa/logical-device/mgmt-bootstrap* #

DNS == < XEY U X b ZfHEL £,
create bootstrap-key DNS_SERVERS

set value dns_servers

exit

7o & 21X, Management Center® R A N A FRET 856, BBUCKHT 5 P51 1X DNS %
ERLET,

1

Firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key DNS_ SERVERS
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value
10.9.8.7,10.9.6.5

Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* #

BB RAAL DI~ KGN VX FEHELET,
create bootstrap-key SEARCH_DOMAINS

set value search_domains

exit

1

Firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key SEARCH DOMAINS
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value
cisco.com, example.com

Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* #

HEE) a7 A AZ T LT, BBUCKT 500 SSHE v a TxFk
N=hE—=FEHFALET, TFA—~E—=FTIE, GERN T TV a—T 47
BT BB = NS T IR ATEET,
create bootstrap-key PERMIT_EXPERT_MODE
set value {yes | no}
exit

eyes : SSHEY v a vMbZ a7 A4 VARV RAEET 78 AT 52 —H—
B, THFANR—FE— REHBTEET,

eno: FXOSCLI MO Ay TFh A VAR LA T VB AT Ha—F —DH)N, =F A
N—hE— RF&fthc&E ¥ T,
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T7H/VDENTHE, AT FTA LV AZ L ADEE, TXANR— R E—REFHATESDIE
FXOS CLI & ZICxt4 B 05 CLIICT 7 ¥ A4 5 2—P—721F T, ZOHIRIT

A U AE A DSy %E%im%ﬁ‘%é.\ AVTFAVAE U ADRICHEAENET, «
=a T IIVOFNETRD b=HE. F721% Cisco Technical Assistance Center 75> HRD 5
TG ADIR, TXAN— T REFEHLET, 20T FE2BMBT DI, BRI
I 5B5 CLI T expert =~ > R&HL £,

1

Firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key
PERMIT_ EXPERT_ MODE

Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value yes
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit
Firepower /ssa/logical-device/mgmt-bootstrap* #

IPv4 EHA B —T = f ADFREEITVET,
create ipv4 dot_id firepower

set ip ip_address mask network mask

set gateway gateway address

exit

1 -

Firepower /ssa/logical-device/mgmt-bootstrap* # create ipv4d 1 firepower
Firepower /ssa/logical-device/mgmt-bootstrap/ipvid* # set ip 10.10.10.34 mask
255.255.255.0

Firepower /ssa/logical-device/mgmt-bootstrap/ipv4d* # set gateway 10.10.10.1
Firepower /ssa/logical-device/mgmt-bootstrap/ipv4* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* #

IPv6 HERA L H—T =2 A AERELET,
create ipv6 dot_id firepower

set ip ip_address prefix-length prefix

set gateway gateway address

exit

1

Firepower /ssa/logical-device/mgmt-bootstrap* # create ipv6 1 firepower

Firepower /ssa/logical-device/mgmt-bootstrap/ipv6* # set ip 2001:0DB8:BA98::3210
prefix-length 64

Firepower /ssa/logical-device/mgmt-bootstrap/ipvé* # set gateway 2001:0DB8:BA98::3211
Firepower /ssa/logical-device/mgmt-bootstrap/ipv6e* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* #

BT — R NA NG ET— RERTLET,
exit

1
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Firepower /ssa/logical-device/mgmt-bootstrap* # exit
Firepower /ssa/logical-device* #

RIEERIFLETS,

commit-buffer

Yy —UE, BELEY 7 by 2T RA=VarEFyrn— KL, T r—var A AH
VAT = FARNT O TRELEHA LA —T A AREE TS v aTHI LT, TS
A &AL E9, showapp-instance =~ > R&EMH LT, BOAT—X AR LET,
[Admin State (G5PRIRAE) 173 [Enabled (%) ] . [Oper State] 23 [Online] DIGE., 77U &r—
arvAVAZRTETHTHY, FHTEOREIZRSoTWET,

1 -

Firepower /ssa/logical-device* # commit-buffer

Firepower /ssa/logical-device # exit

Firepower /ssa # show app-instance

App Name Identifier Slot ID Admin State Oper State Running Version Startup
Version Deploy Type Profile Name Cluster State Cluster Role

asa asal 2 Disabled Not Installed 9.12.1
Native Not Applicable None
ftd ftdl 1 Enabled Online 6.4.0.49 6.4.0.49

Container Default-Small Not Applicable None

BRICRT 200 2R T A 2L LTBEML, ¥%=2 )7 4 R —OREZRIAT
%1Z1%, Management Center 2> 7 4 X L —3 32 HA REZRL T EZE0,

1

Firepower# scope ssa

Firepower /ssa* # scope app ftd 6.3.0

Firepower /ssa/app* # accept-license-agreement

Firepower /ssa/app* # commit-buffer

Firepower /ssa/app # exit

Firepower /ssa # scope slot 1

Firepower /ssa/slot # enter app-instance ftd MyDevicel

Firepower /ssa/slot/app-instance* # set deploy-type container

Firepower /ssa/slot/app-instance* # set resource-profile-name silver 1

Firepower /ssa/slot/app-instance* # set startup-version 6.3.0

Firepower /ssa/slot/app-instance* # exit

Firepower /ssa/slot* # exit

Firepower /ssa* # create logical-device MyDevicel ftd 1 standalone

Firepower /ssa/logical-device* # create external-port-link inside Ethernetl/1 ftd
Firepower /ssa/logical-device/external-port-link* # set description "inside link"
Firepower /ssa/logical-device/external-port-link* # exit

Firepower /ssa/logical-device* # create external-port-link management Ethernetl/7 ftd
Firepower /ssa/logical-device/external-port-link* # set description "management link"
Firepower /ssa/logical-device/external-port-link* # exit

Firepower /ssa/logical-device* # create external-port-link outside Ethernetl/2 ftd
Firepower /ssa/logical-device/external-port-link* # set description "external link"
Firepower /ssa/logical-device/external-port-link* # exit
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Firepower /ssa/logical-device* # create mgmt-bootstrap ftd

Firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key FIREPOWER MANAGER IP
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value 10.0.0.100
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key FIREWALL MODE
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value routed
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key-secret
REGISTRATION_KEY

Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # set value

Enter a value: juniorwindowpane

Confirm the value: juniorwindowpane

Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key-secret PASSWORD
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # set value

Enter a value: secretglassine

Confirm the value: secretglassine

Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* # create ipv4 1 firepower

Firepower /ssa/logical-device/mgmt-bootstrap/ipv4* # set gateway 10.0.0.1

Firepower /ssa/logical-device/mgmt-bootstrap/ipv4* # set ip 10.0.0.31 mask 255.255.255.0
Firepower /ssa/logical-device/mgmt-bootstrap/ipvé* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key FQDN

Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value ftd.cisco.com
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key DNS_ SERVERS
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value 192.168.1.1
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key SEARCH DOMAINS
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value search.com
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # commit-buffer
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key #

Device Manager ) X2 > 7 O > Threat Defense % EML E£9 .

DeviceManager (31147 4 7 A VAL U ATHHATEES, a7 A AZ AT R— |
ENTVERHA, AXY RTRUVOGMIT SA AL, BIETIG NS TRA T8 T 4 T
TEMEL £,

1R BHHIIZ

CERERT N AR T AT SV r—va A A—T % Ciscocom N H A 7 — K LT,
Z DA A— % Firepower 4100/9300 > v — ([ZF¥ 7o — RKLET,

)

(GE)  Firepower 9300 DIGE, B2 p 7 SV r—T a2 47 (ASA B
J N Threat Defense ) # 3 v — 2 HNOfE 42 DFEY 22— LT A VA
f—T&xFET, JEOEY 22—V TiE, B2 3= a007
TVr—=ar A VAL A LA T HEIITTEET,

BTN A THEHTAERA L Z— T oA AERBELET, BEHA L Z—T oA ADW
FTT, ZOFHA L E—T oA AL, P —TOFBOBMEREND ¥y — M
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A—RrEELUTEHY FHA (FXOS TiL, MGMT, management0 ® X 9 724 R THR RS
WET)

cFEl, MR EB 1 DODT—F XA TDOA B —T 2 A AERET LLERDHY £7,
c KOEREHABE L LT,

c ZDTNRAADA v E—T 2 A A1d

EHA LA —T 2 A AIPT RLAL Ry NU—T <R

= VA IPT RL A

«DNS H— "D IP 7 KL %

« Threat Defense "R A b4 & KA A U4

FIE

ATFY Tl EXx2 VT4 — R E— REEBELET,
scope ssa

&1

Firepower# scope ssa
Firepower /ssa #

RATFw T2 HERT L EZRICETABEEH X—Yaroxzy Ra—HF—S 4o 2B EICRELEST, =
DFNEAZFITTHUENHLDIL, ZNTHNN— 3 VOEULAICELERIEL TOZRWREO

%“@‘é—o

a) MEHARERAA—VEFRRLET, BT —Va B SLEIHOET,
show app
1 -

Firepower /ssa # show app
Name Version Author Supported Deploy Types CSP Type Is
Default App

asa 9.9.1 cisco Native Application No
asa 9.10.1 cisco Native Application Yes
ftd 6.2.3 cisco Native Application Yes
ftd 6.3.0 cisco Native,Container Application Yes

b) #iHEA A —UN—Va VIIRELET,
scope app ftd application_version

&1
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Firepower /ssa # scope app ftd 6.5.0
Firepower /ssa/app #

FTA B AEMICFRE L ET,
accept-license-agreement

51

Firepower /ssa/app # accept-license-agreement
End User License Agreement: End User License Agreement
Effective: May 22, 2017

This is an agreement between You and Cisco Systems, Inc. or its affiliates
("Cisco") and governs your Use of Cisco Software. "You" and "Your" means the
individual or legal entity licensing the Software under this EULA. "Use" or
"Using" means to download, install, activate, access or otherwise use the
Software. "Software" means the Cisco computer programs and any Upgrades made
available to You by an Approved Source and licensed to You by Cisco.
"Documentation" is the Cisco user or technical manuals, training materials,
specifications or other documentation applicable to the Software and made
available to You by an Approved Source. "Approved Source" means (i) Cisco or
(ii) the Cisco authorized reseller, distributor or systems integrator from whom
you acquired the Software. "Entitlement" means the license detail; including
license metric, duration, and quantity provided in a product ID (PID) published
on Cisco's price list, claim certificate or right to use notification.
"Upgrades" means all updates, upgrades, bug fixes, error corrections,
enhancements and other modifications to the Software and backup copies thereof.

Please "commit-buffer" if you accept the license agreement, otherwise "discard-buffer".
Firepower /ssa/app* #

=L

REERTFLET,

commit-buffer

1

Firepower /ssa/app* # commit-buffer
Firepower /ssa/app #

ETLTEF2 ) T4 —ExE— FEBBLET,
exit

1 -

Firepower /ssa/app # exit
Firepower /ssa #

RTFVT3 TV r—ar A VAR ADA A= N—=V g VEBRELET,

a)

X2 VT BV a— /Yy Auny MIHBAEZERELET,
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b)

d)

scope slot dlot_ID
slot_id i%, Firepower 4100 DHA 1T H 12 1, Firepower 9300 A1 1, 2, £721X3 T,
11

Firepower /ssa # scope slot 1
Firepower /ssa/slot #

TFVr—var A AR AR LET,
enter app-instance ftd device_name

Device nameid, 1 ~ 64 XFOFHTHETEET, ZOA VAKX LV ADRBT A 2 %
BT D L &I, ZOT A 2L EHHLET,

&1

Firepower /ssa/slot # enter app-instance ftd FTD1
Firepower /ssa/slot/app-instance* #

BT D A A=Y=V a v ERELET,

set startup-version version

EULA IZ[FET 2 L S ERROFIETAELIEANA—Va v FEEE AN LET,
1

Firepower /ssa/slot/app-instance* # set startup-version 6.5.0

Avy M E—REKRTLET,
exit

51 -

Firepower /ssa/slot/app-instance* # exit
Firepower /ssa/slot* #

(E=E) Firepower 4110 F 721% 4120 @ Radware DefensePro 1 > A% A Z{ER LE9, £+
DI=DITVE, wET A AMEROFNCT 7V r—ya A VAR RAERERT D 0LERH
D ET,

enter app-instance vdp devicename

exit

BISANCTD8 7TV r—va v A AL RIZ—ET 5 L 9 I device name ZFRE L
FT, MET ANA AOREETE T Lz, HiW\ T &I T D05 T A 2 %/
LT, »—ERXF = — AT Radware DefensePro 7 2 L — X 3R ET HLENH Y £,

2R RTa L OiPET /XA A TO Radware DefensePro DR E (356 X—) %, FE 4
MHEBLTLEE W,

i
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Firepower /ssa/slot* # enter app-instance vdp FTD1
Firepower /ssa/slot/app-instance* # exit
Firepower /ssa/slot* #

f) T L Tssa®t— RiZLET,
exit

51

Firepower /ssa/slot* # exit
Firepower /ssa* #

1 -

Firepower /ssa # scope slot 1

Firepower /ssa/slot # enter app-instance ftd MyDevicel
Firepower /ssa/slot/app-instance* # set startup-version 6.5.0
Firepower /ssa/slot/app-instance* # exit

Firepower /ssa/slot* # exit

Firepower /ssa* #

LT N A 2 BB L E T,

enter logical-device device_name ftd dot_id standalone

PIENCBM L7277V r—3a A v A X A LA Ldevice nameZ il L £,
1

Firepower /ssa # enter logical-device FTD1 ftd 1 standalone
Firepower /ssa/logical-device* #

BHA LI —T oA AT =AU H—T 2 ABHET NA ZZEY Y TET, KA F—
Tz A RIR LT, PIEZEYIELET,

create external-port-link name interface _id ftd
set description description
exit

* name : Z O£ Hi[IX Firepower 4100/9300 > ¥ — 3 A —/S— A FIZ Lo THEHINE T,
ZHUE BRI B0 ORETHENT 24 X —T oA AL TIEH D FHA,

« description : 7 L —XZ 5| fF (") THA, AX—A&ZBMLET,

BHA o H—T oA RE, Uy —VEFHR— &R Y £9, % T, DeviceManager T7 —
BAE =T 2 A AWML TRIELET, ZHUTTIP T RLADRELFENET,

1 :

Firepower /ssa/logical-device* # create external-port-link inside Ethernetl/1 ftd
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ATvT6

Firepower /ssa/logical-device/external-port-link* # set description "inside link"
Firepower /ssa/logical-device/external-port-link* # exit

Firepower /ssa/logical-device* # create external-port-link management Ethernetl/7 ftd
Firepower /ssa/logical-device/external-port-link* # set description "management link"
Firepower /ssa/logical-device/external-port-link* # exit

Firepower /ssa/logical-device* # create external-port-link outside Ethernetl/2 ftd
Firepower /ssa/logical-device/external-port-link* # set description "external link"
Firepower /ssa/logical-device/external-port-link* # exit

U7 REDORB AL ET,
set link state sync enabled

¥ % — 3 TlX, Threat Defense BIE) LV IRREAR T —H A L X —T = A4 AOYEY > JIREEL
FCED L0120 £ L7z, BIfE, FXOSHIIRENT v 7T, WY 7 IRENRT v 7T
HDHBY, A F—T A RXT v REEIC/A Y £7, ThreatDefense 7 7'V r— a3 v A
H—T A ADOEHIREITEE S NVEH A, Threat Defense 75 DFEIEANLWE /I, 72L& 2
. Threat Defense 77U 7 —3 3 VNI A LV TA VTR DEN, T—FA L H—T = A
ADBLAIIC T TIRBEIC A2 5720 . Threat Defense D> % v N E 7 UV BEENS LIZH L D
RHET » RO FE FIZRAAEERHV ET, 1 TA4 8y NOEE, ZOREOR—E
WED ATy "R ReyTEND T EnHV ET, ZuL, T3 AP TEX B L9175
BITIZ A5 L — & 73 Threat Defense /314 A~D 8T 7 4 v 7 OEEERBET IR H D=0
<7,

ZOMBEITT 7 4L N TENZR S TEY . FXOS DFFETF AL AT LICEc T E+, =
DOHEREIZ, BV T AA R EDIET —H A X —T = A AT ELEE A,

Threat Defense @V > 7 REEDFRMZFIZT DL, FXOSDA »F—T = A A0 [H—EZIR
fE (Service State) ] 73 Threat Defense DDA X —7 = ADFHEREL RN ET, 7=
& Z 13X, ThreatDefense TA VX —T A A& v ¥ v N T T 5 &, —ERIRRET [#E%)

(Disabled) ] & F/RE#VE T, ThreatDefense 7 7'V r—arv v vy U T5HE T
RTCOA U E—T A AN %) (Disabled) | ERARSINET, N—RU =T NA/RR AV
B —7 A ADYf, Threat Defense TA VX —7 = A AZEH EOHM Ty v M T T
e, —ERREN ML) (Disabled) WZF%E I FE T, 7272 L. ThreatDefense 77V 77—
TardDYyy hETURMDY v = LD Y Xy NE T (BRATRE) TR AV
B =T = A AXTITANIREBEHER L £,

Threat Defense @V > 7 IREED R # Bhl2 325 & — B 2REEILFHIZ [H%) (Enabled) ] &
TRINFET,

GE) COMRRIX, 7 oRZ Y T ary T A AKX A, F£7213 Radware vDP T =
L —% Zffif 7 % Threat Defense TlXHVHR— I FH A, ASA TiIHR—FE1
TWEHR A,

AV HF =T oA ADBEDOY—ERIREE L DX v OB %R /R"79 5121%, showinterface
expand detail =~ K& AL ET,
1

Firepower /ssa/logical-device* # set link state sync enabled
Firepower /ssa/logical-device* # scope eth-uplink
Firepower /eth-uplink* # scope fabric a
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Firepower /eth-uplink/fabric* # show interface expand detail
Interface:

<..

Port Name: Ethernetl/2

User Label:

Port Type: Data

Admin State: Enabled

Oper State: Up

State Reason:

flow control policy: default

Auto negotiation: Yes

Admin Speed: 1 Gbps

Oper Speed: 1 Gbps

Admin Duplex: Full Duplex

Oper Duplex: Full Duplex

Ethernet Link Profile name: default
Oper Ethernet Link Profile name: fabric/lan/eth-link-prof-default
Udld Oper State: Admin Disabled
Inline Pair Admin State: Enabled
Inline Pair Peer Port Name:

Service State: Enabled

Last Service State Down Reason: None
Allowed Vlan: All

Network Control Policy: default
Current Task:

>

EHT = AT T RIA—ZEHFHELET,

INHOREIT. MIHEARN, 2374 RFZ U AANY T, @ o@EHTIE, BT
TV — a3 CCLIREDIFLEAEDEELEETXET,

a)

b)

T— b A NI T FT =7 NEAERLET,
create mgmt-bootstrap ftd

&1

Firepower /ssa/logical-device* # create mgmt-bootstrap ftd
Firepower /ssa/logical-device/mgmt-bootstrap* #

FAT A TA VAR ADEE, <% — ¥ % Device Manager |ZF%E L £ 7,

enter bootstrap-key MANAGEMENT _TYPE

set value LOCALLY_MANAGED

exit

FAT 4T A AR AT, ¥ F—T v & LT Management Center &, ¥R — h LT\ E
T BT NA REREA LRI RV XA TEELTHZ LIETEERA,

15'] .

Firepower /ssa/logical-device/mgmt-bootstrap* # enter bootstrap-key MANAGEMENT TYPE
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value LOCALLY MANAGED
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* #
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d)

e)

BHEDNRAT — REEELET, Z0ONRRTU— R, BHa—PF—DCLI T 7 & A 2ff
Hanxd,

create bootstrap-key-secret PASSWORD

set value

ED AF7 : password
EDOHERS. : password
exit

1 -

Firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key-secret PASSWORD
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # set value
Enter a value: floppylampshade

Confirm the value: floppylampshade

Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* #

FTEREMIR A MM EEELE T,
create bootstrap-key FQDN

set value fqdn

exit

&1

Firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key FQDN

Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value ftdl.cisco.com
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* #

DNS —"—D < X8 U2 hafEELET,
create bootstrap-key DNS_SERVERS

set value dns_servers

exit

51

Firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key DNS SERVERS
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value
10.9.8.7,10.9.6.5

Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* #

MEBERAL DO ~EEY U A NEHEELET,
create bootstrap-key SEARCH_DOMAINS
set value search_domains

exit
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2)
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1 :

Firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key SEARCH DOMAINS
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value

cisco.com, example.com

Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* #

IPv4 EHA L H—T = A ADFREEITVET,
create ipv4 dot_id firepower

set ip ip_address mask network mask

set gateway gateway address

exit

1

Firepower /ssa/logical-device/mgmt-bootstrap* # create ipv4 1 firepower
Firepower /ssa/logical-device/mgmt-bootstrap/ipv4* # set ip 10.10.10.34 mask
255.255.255.0

Firepower /ssa/logical-device/mgmt-bootstrap/ipv4* # set gateway 10.10.10.1
Firepower /ssa/logical-device/mgmt-bootstrap/ipvd* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* #

IPv6 HEA VB —T = A AFEELET,
create ipv6 dot_id firepower

set ip ip_address prefix-length prefix

set gateway gateway address

exit

1 -

Firepower /ssa/logical-device/mgmt-bootstrap* # create ipv6 1 firepower

Firepower /ssa/logical-device/mgmt-bootstrap/ipv6* # set ip 2001:0DB8:BA98::3210
prefix-length 64

Firepower /ssa/logical-device/mgmt-bootstrap/ipv6* # set gateway 2001:0DB8:BA98::3211
Firepower /ssa/logical-device/mgmt-bootstrap/ipv6e* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* #

BHT— R AN = RREETLET,
exit

1 -

Firepower /ssa/logical-device/mgmt-bootstrap* # exit
Firepower /ssa/logical-device* #

HEZHRFLET,

commit-buffer
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Vx—UE, BELLEY 7 Ny =T A=V arEXyra—RL, TV r—var A UARH
VAT = RA NG TREEEBRA LA —T oA AREE T v aTHIET, w7 A
Az AL E9, showapp-instance 2~ > RZHEHL T, BEADOAT—Z A 2R LET,
[Admin State (& ELIKAE) ]7% [Enabled (%)) ]°C. [Oper State] 2% [Online] D3GE, 77V 7 —
arvAVARZRTFETHTHY, FHTEDREIZR>TWET,

1 -

Firepower /ssa/logical-device* # commit-buffer

Firepower /ssa/logical-device # exit

Firepower /ssa # show app-instance

App Name Identifier Slot ID Admin State Oper State Running Version Startup
Version Deploy Type Profile Name Cluster State Cluster Role

asa asal 2 Disabled Not Installed 9.12.1
Native Not Applicable None
ftd ftdl 1 Enabled Online 6.4.0.49 6.4.0.49

Container Default-Small Not Applicable None

X2 VT 4R —OREEMHD HIZIX, Device Manager D7 4 ¥ alb— 3y A
NESHRLTIZEE N,

1

Firepower# scope ssa

Firepower /ssa* # scope app ftd 6.5.0

Firepower /ssa/app* # accept-license-agreement

Firepower /ssa/app* # commit-buffer

Firepower /ssa/app # exit

Firepower /ssa # scope slot 1

Firepower /ssa/slot # enter app-instance ftd

Firepower /ssa/slot/app-instance* # set startup-version 6.5.0

Firepower /ssa/slot/app-instance* # exit

Firepower /ssa/slot* # exit

Firepower /ssa* # create logical-device MyDevicel ftd 1 standalone

Firepower /ssa/logical-device* # create external-port-link inside Ethernetl/1 ftd
Firepower /ssa/logical-device/external-port-link* # set description "inside link"
Firepower /ssa/logical-device/external-port-link* # exit

Firepower /ssa/logical-device* # create external-port-link management Ethernetl/7 ftd
Firepower /ssa/logical-device/external-port-link* # set description "management link"
Firepower /ssa/logical-device/external-port-link* # exit

Firepower /ssa/logical-device* # create external-port-link outside Ethernetl/2 ftd
Firepower /ssa/logical-device/external-port-link* # set description "external link"
Firepower /ssa/logical-device/external-port-link* # exit

Firepower /ssa/logical-device* # create mgmt-bootstrap ftd

Firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key MANAGEMENT TYPE
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value LOCALLY MANAGED
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key-secret PASSWORD
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # set value

Enter a value: secretglassine

Confirm the value: secretglassine

Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* # create ipv4 1 firepower

Firepower /ssa/logical-device/mgmt-bootstrap/ipv4* # set gateway 10.0.0.1
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Firepower
Firepower
Firepower
Firepower
Firepower
Firepower
Firepower
Firepower
Firepower
Firepower
Firepower
Firepower

Cisco Defense Orchestratordd X 2 > K7 O V& B FH#ID BN .

/ssa/logical-device/mgmt-bootstrap/ipv4* # set ip 10.0.0.31 mask 255.255.255.0
/ssa/logical-device/mgmt-bootstrap/ipvd* # exit
/ssa/logical-device/mgmt-bootstrap* # create bootstrap-key FQDN
/ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value ftd.cisco.com
/ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit
/ssa/logical-device/mgmt-bootstrap* # create bootstrap-key DNS_ SERVERS
/ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value 192.168.1.1
/ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit
/ssa/logical-device/mgmt-bootstrap* # create bootstrap-key SEARCH DOMAINS
/ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value search.com
/ssa/logical-device/mgmt-bootstrap/bootstrap-key* # commit-buffer
/ssa/logical-device/mgmt-bootstrap/bootstrap-key #

Cisco Defense Orchestratordd X 2 > K7 O U Z BB EID1E N

AT AT A VAR AL AT F AU AF L ZADOMFTCDO XA TEET, 22V KT
02 OFET SN A E, BMEZEIANAAL T T8V T 0 XTTEMELET,

1R BHHEIIZ

FPLT R RERT AT TV r—2 g v f A—T % Ciscocom P H AU a—RKLT,

Z DA A— % Firepower 4100/9300 > v — ([Z¥ 7o — RKLET,

)

(GE)  Firepower 9300 DIGE, B2 n 7 SV r—r a2 47 (ASA B
J N Threat Defense ) # 3 v — 2 HNOH 42 DFEY 22— LT A VA
F—=ATEET, BMEOEY 22— TliL, BB —=Va o7
TV r— g A VAR ABZAL TEETTEET,

cTRET NN, ATHEHATIEHRA A —T oA AERELET, BEHA X —T oA ADL
EHCTT, ZOFHA =T oA RF, V¥ —VOFEROLIMEHEIND Vv — U F B
A—hERUTIEHY A (FXOS TiX, MGMT, management0 D L 5 724 Al CHR S
nNEI) .

e £7-.

VI LB 1 DODT =8 ZAT DA F =T = A ALRET DUENRDHY 7,

«CDO TFID FNA 2% A HR— RTALERHY £7°,
s ROBEMEAELET,
e I DTFNRAADA L HE—T =4 A 1d

A LA —T 2 A AIPT RLALRY NT—T <R
e = xATPT7T FL A

*DNS #—"XDIP 7 FL A

o Threat Defense DR A N4 & KA A U4

« CDO F v AR— RIEH
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ATy T

ATvT2

ATvT3

ATvT4

* Threat Defense " A h#4 & KA A 4

FIE

X2V T4 =X ET—FEMBLET,
scope ssa

&1

Firepower# scope ssa
Firepower /ssa #

X2 VT4 BV a— MUy Any MIHEHREZRELET,
scope slot dlot_ID

51
1 -

Firepower /ssa # scope slot 1
TFV =g A AR A RERR LET,
enter app-instance ftd device_name

Device namel. 1~ 64 L FOFFHTIEETEET, TOA U AX U ADOFHHT N A X {ERK
THEXZ, ZOT A AL EHERLET,

1 :

Firepower /ssa/slot # enter app-instance ftd FTD1
Firepower /ssa/slot/app-instance* #

AT F A VAR ADERE, AT FIT IV =g A VAR A B TEREL
i ‘j‘o

set deploy-type container

AT FA VAR LATIE, BEX2 VT AT a— VD) ) —ADY Ty N ER#
I 2720, Boar T AL AZ L AEA VA M—LTEET, AT A TA LV AZ LR
X2V T4 Ea— /DT _RTOY V—Z (CPU, RAM., BXUOF 4 A7 K&
PHHATALED, XAT A TA VAR AR 1 DOFIFA VA =L TXET,
REDRIGFRIZ, A VAR A BZATEZELTTHZLIXITEERAL, T 74V MFA T
native ¢4,

1 -

Firepower /ssa/slot/app-instance* # set deploy-type container
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AVTFA VAR ADERIE, VYA T T A VERELET,
set resource-profile-name name
ZOTRT 7 ANBIETTTIHFEL TV DIRENRD D E77,

BTCIFEIERY Y —ATO T 7 ANEEVYETDHE, AV AZ AR B— REI, O
RIS i Z R0 7, fELSNToNnAg TRATGEY T 4 XTERET TAXD
BEIC, BRERHZIA DY Y =270 77 A NEEDBTHLEXIL, TXTOALNRDYA X
NEILTHDHZ L ETELREITREERLTIEZND,

1 -

Firepower /ssa/slot/app-instance* # set resource-profile-name bronze

Avy b EBE—REKTLET,
exit

51 -

Firepower /ssa/slot/app-instance* # exit
Firepower /ssa/slot* #

AL T N A 2 BB L E T,

enter logical-device device_name ftd dot_id standalone

PIRNCBM L7 7V r—3a A v A X A LA Ldevice nameZ i L £,
1

Firepower /ssa # enter logical-device FTD1 ftd 1 standalone
Firepower /ssa/logical-device* #

BHA LI —T oA AT =AU H—T oA ABHET NA ZZEY B TET, KA F—
Tz A R LT, PIEZEYIELET,

create external-port-link name interface _id ftd
set description description
exit
* name : Z D4 Hi[IX Firepower 4100/9300 > ¥ — 3 A —/S—= A FIZ Lo THEHINE T,
T BEUCH T A ORETHEAT A =T oA AL TS 8 A,
e description : 7 L— X &5 iFF (") T, AN—AZBINLET,
AT AR AT EITERRKI0 DT —FHA =T oA ZAFEFIV Y THIENTE

FI, T, ETFEFEA L H =T 24 R T, R BEOa T A AR RZEID Y
THIENTEET,

B -
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Firepower /ssa/logical-device* # create external-port-link inside Ethernetl/1 ftd
Firepower /ssa/logical-device/external-port-link* # set description "inside link"
Firepower /ssa/logical-device/external-port-link* # exit

Firepower /ssa/logical-device* # create external-port-link management Ethernetl/7 ftd
Firepower /ssa/logical-device/external-port-link* # set description "management link"
Firepower /ssa/logical-device/external-port-link* # exit

Firepower /ssa/logical-device* # create external-port-link outside Ethernetl/2 ftd
Firepower /ssa/logical-device/external-port-link* # set description "external link"
Firepower /ssa/logical-device/external-port-link* # exit

AT9T9 EHHT—PANT T RIA—FERELET,
INOOFREIL, MHEATEH, 72137 4 AX VA ANYHTT, @EOEHATIEL, BTT
TV —3a vy CCLIREDIFEAEDEEEETEET,
a) T—=h AT T F TV FEAERLET,
create mgmt-bootstrap ftd

1 -

Firepower /ssa/logical-device* # create mgmt-bootstrap ftd
Firepower /ssa/logical-device/mgmt-bootstrap* #

b) DNSHV—NR—DOhr~XPY U R FEHRELET,
create bootstrap-key DNS_SERVERS
set value dns_servers
exit
72l 21X CDO DA A Mz fRET 256, BRITHT HB5M 13 DNS 2 M L %9,
f

Firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key DNS_SERVERS
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value
10.9.8.7,10.9.6.5

Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* #

Q) MBRAALLOH~XEID YR NEHEELET,
create bootstrap-key SEARCH_DOMAINS
set value search_domains
exit

1

Firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key SEARCH DOMAINS
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value
cisco.com, example.com

Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit
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Firepower /ssa/logical-device/mgmt-bootstrap* #

T7AT U= NE—F (V=T y ] FIX TRIF AT LU M) &ELE
R

create bootstrap-key FIREWALL_MODE

set value {routed | transparent}

exit

N—T v RE—RTIE, 7 AEFy NT—FTNONL—F Ry TR E&ET,
N—T 4 TEATOGA V=T oA A TR 7%y b EIZHVET, —F, b7
VART VN 77 AT A —NE, [BumpInThe Wire] £721% TAT VA 7747

TA =] DEIIHERETDHLA VY277 AT U= NTHY, EHEINTZT/NA A~
DONV—F Ry 7 U TUIE#HRINNET A,

T AT gL E— R R HRELET, 7—FA N7 v TOHREEH
WHT %G, 20 &Eiﬁﬁéhiﬁh
1

Firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key FIREWALL MODE
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value routed
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* #

EE) avrTFAAZ AT LT, BBUTHT 204 SSHE v g TxmFk 2
Ne b= FZHFALET, TFA—~ET—FTIE, GERNT TV a—T 47
W2 BN T AR e A b T 7B ATE ET,

create bootstrap-key PERMIT_EXPERT_MODE

set value {yes | no}

exit

syes : SSHE Y v avMbZlDary 7T A4 VAR RAEET 78 AT 52— —
N, THEANR—FE—FZRMTEET,

eno:FXOSCLINH Ay T F AV AREZ LV RILT V7 EATAZ—HF—DIIP, =F A
NR—hrET— RERMBTEET,

TI7ANVETIE, 2T A VAR ADES, X A= M E— RZHEHTE 501X
FXOS CLI & Bk D05 CLIICT 7 ¥ A4 5 2—P—721F T, ZOHIRIT

A VAR A OREEEESCT A, AT AV AZ U ADRIZHERAESNET, ~
Za T IVOFNETRD 57284, F 7213 Cisco Technical Assistance Center 2> 53K & 5 41
B DI, TXANR—NE—REEALET, Z0OT— FEBAT 21213, BRI
5B CLI Cexpert =~ R&EMHALET,

1

Firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key
PERMIT EXPERT MODE
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2

h)

Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value yes
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit
Firepower /ssa/logical-device/mgmt-bootstrap* #

FAT A TA VAL ADEE, v X —Y v % CDOIZRELET,

enter bootstrap-key MANAGEMENT_TYPE

set value CDO

exit

AT ATAVAZ L RT, 32—V ELTDOCDO b AR—FLTWET, T
WA AL LRI R =V Y AA THELET L LIETEEREA,

fl

Firepower /ssa/logical-device/mgmt-bootstrap* # enter bootstrap-key MANAGEMENT TYPE
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value CDO

Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit
Firepower /ssa/logical-device/mgmt-bootstrap* #

TA XL CDO DM THEAET LF—2HELET,
create bootstrap-key-secret CDO_ONBOARD

set value

*—D A 7] : registration_key
F—DOHEFR : registration_key
exit

1 -

Firepower /SSA-5 /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key-secret
CDO_ONBOARD

Firepower /SSA-5 /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value
Firepower /SSA-5 /ssa/logical-device/mgmt-bootstrap/bootstrap-key* #

Enter a value: configure manager add cisco-sapphire.app.staging.cdo.cisco.com
TuNDBm6peReVDbUkOpZCgtIJ1GqWKbD30 09B064UXEWmr3AYAEpuflf4qE2E3JKYS
cisco-sapphire.app.staging.cdo.cisco.com

Confirm the value: configure manager add cisco-sapphire.app.staging.cdo.cisco.com
TuNDBm6peReVDbUkOpZCgtJ1GqWKbD30 09B064UXEwWmr3AYAEpuflf4qE2E3JKYS
cisco-sapphire.app.staging.cdo.cisco.com

Firepower /SSA-5 /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # commit-buffer

GE) FID&Z A AR —FR4+5&, CDOIEIF v AR—F 47 a~vwy RXFHEZAER L
£, FOXFHEa— LT, [EOAHEHL £,

LD RAT— REEBELET, Z20ORAU— RN, B#Ha—YF—0CLI T 2 ¥ A2
RSN ET,

create bootstrap-key-secret PASSWORD

set value

EDANT) : password
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fE DGR : password

exit

il -

Firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key-secret PASSWORD
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # set value
Enter a value: floppylampshade

Confirm the value: floppylampshade

Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # exit
Firepower /ssa/logical-device/mgmt-bootstrap* #

iy IPVAEBA LA —T oA AOREEITVET,
create ipv4 dot_id firepower
set ip ip_address mask network mask
set gateway gateway address
exit

1

Firepower /ssa/logical-device/mgmt-bootstrap* # create ipv4 1 firepower
Firepower /ssa/logical-device/mgmt-bootstrap/ipv4* # set ip 10.10.10.34 mask
255.255.255.0

Firepower /ssa/logical-device/mgmt-bootstrap/ipv4* # set gateway 10.10.10.1
Firepower /ssa/logical-device/mgmt-bootstrap/ipv4d* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* #

j) %fﬁﬁjf*—]‘;z k= ;,jf’q§~—}f%f%§i’l/EE7fo
exit
i)

Firepower /ssa/logical-device/mgmt-bootstrap* # exit
Firepower /ssa/logical-device* #

REERGFLET,
commit-buffer

Yy —UiE, BELLEY 7 b T A=V arvEFyya—RL, TV r—var A AR
VAT = PR T TRELERA LV E =T 2 A AREERT v 2T HIET, W7 A
AZE AN LET, showapp-instance 2~ > REZEH LT, BEOAT—X AR LET,
[Admin State (' ELIRAE) ]7° [Enabled (%)) ]C. [OperState] 23 [Online] D¥GA, 77V &7 —
Yar A YA CRAFETPTHY, HHTE DRBIZR>THET,

&1

Firepower /ssa/logical-device* # commit-buffer

Firepower /ssa/logical-device # exit

Firepower /ssa # show app-instance

App Name Identifier Slot ID Admin State Oper State Running Version Startup
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ATvIN

Version Deploy Type Profile Name Cluster State Cluster Role

asa asal 2 Disabled Not Installed 9.12.1
Native Not Applicable None
ftd ftdl 1 Enabled Online 7.3.0 7.3.0

Container Default-Small Not Applicable None

X2 VT 4RY —DORELIBD HITIE, CDORENA P2 LTIIZE W,

N TRASEY T4 RT7DEN

ATy T
ATvT2

ATvT3

Threat Defense F721X ASANNA TXATFEYV T 4 (2= A —R_—=L TN ET) 1L,
FXOSTIERL 77V r—ya VINTRIESNET, XL, "M TXAFEU T 4 DY v —
EMHT AR, ROFEEZSZRL T30,

theb BHEIIZ
AT XA Z YT 4 OB ERHREME 270 X—2) ZSR LT EI,

FIE

BImBRT NA AZ[A— DA X —T = A A%EID B TET,

T o= VF ==V T RT—K VT2 1D2FRIT200T —H L X —T A A%&E|
DBTET,

INEDA L Z =T oA XL, 20D =V DTN TXATEVT 4 b T T 40T %R
DEY LET, MESINET - A==V 7 X7 —F V7121, 10GB DT —#
AE—T oA AEFEHT DL EEHLELE T, EHARERA VX —T A ADRBDHGAE. B
DT z—NA—=R_—= V7 AT —F Vo7 &FHTEET, A7 —F U7 nHEkEO KR
FEVEELETY, 72— d— "=V I FERFAT = VP ICEBEY A TDA L —
T A RAEFHATHZLITTEERA, ARy hNU—7 BT A N ECHMOT RA A% T = —
NA—=NR—Af B =T oA AL LTEHETIC, Py —TMTAAL v T E2EHTHZ L 268
HLET,

AT ITA AL ADEE, T2 A== I HOT =S IFA =T = A ZTY
AR—hFETWERAL, HA ¥ —7 A XAFE7IXEtherChannel TY 7' A X —7 = A A% 4{E
L, HEA L AZ L ADYTA L E—T oA AZEVETCT, J=— NG == 7 LT
T2 28RO LET, ALHOTXTOV TS U F—T oA A% T = — )L A —/—1
Y ELTHHTARERH DL Z LICEFEELTLEZEIN, O TA L F—T oA A% T = —
NA—=NR—=Y 7 LTHERT 25T, o742 —T x4 X (Fi3BliA 2 —7 =
AR) BREDT—HA L H—T A AL LTHERHTLZEITTEERA,

FMELT NA ZTANA TRA TV T2/ LET,
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ATYTE NAT_ATEVT A EZFINCLTZ ST v B —T =2 ZAEEETHLERD 5615, &)
WCAF U NRAEBTERZFITLTOND, 77T 4 7 EBEBTEREZFEITLET,

G

75 R MEN

ASA DA, FXOS TA v 4 —7 oA ZA&HIRTHE (e xiE, xy bhU—7
Y a2 —/LOHIFR, EtherChannel ®H|FE, F 7213 EtherChannel ~DA X —7 = A
ADFEID YT L) | NERHEEZITO ZLNTEDL LT, ASARETITILD
g~y RPREFEENE T, RENDA VX —T oA AZHIBRT D & MRIAWEZEN
HAFHEMERH Y £, ASAOS DHWA U ¥ —T = A AR TEIXTFENCHIFR T F
7

ARV T EFATLE BEROTNAA R I N—T LTI ODmBT A AL THZ
EWTEET, 77 AFT, B—T A ZAOTXTOFEME (EFH, Ry NV —27 ~DHH)
ERZ 25— H T, BT A AL > TEWAL—Ty hBLOTEMSZER L ET, E5%O
EY a— L& E T Firepower 9300 /X, 1 DD ¥ —YHDOTRXTDET 2— V&2 T TAKXT
N—TNF D, v —NIFTRAEZY) TR —bLET, HEOCY—TE2FEHTT
N=TT D, =7 TAZY) T BETEET, Yy —v R TRZY U7
Firepower 4100 'V — X772 EOH—F T 2 — )L T4 AOMWe—D AT > 9 L TT,

Firepower 4100/9300 > v+ —> DI S XA 1) U JIZDULVT
Firepower 4100/9300 > ¥ — 3 |27 7 A X ZJBBHT 5 & I TORBENETSINET,
AT ATALVAZ L ADY TAZY T OYE o=y NIBERDO 7 7 AZHI#HY v

7

(T 74 FOFR—FF v 3L 48) ZERKR L ET,

CNTFALABZ AT TAEY U TDGE 1 DU ED Y T R H B2 A 7D Etherchannel T
Y TALH—T 2 AEFRRTTDIDVLENLY £, KAV AX AL, MBDY
ALGHNY > BPLFETT,

VXY —vWNT T ALY 7 TIL (Firepower 9300D%4) . Z DV 7%, 7T AXEEIC
Firepower 9300 /N> 7 F'L— U A L £,

Vrx—T7 AKX Y TR vy — U REBE I Z O EtherChannel (Z#EEA X —
TxA AEFETEY Y CHLENLY £,

T IV = alNDITAZ T— ATy T a7 Xal—a Bk LET,
AR ERETAE, V5 REL, VJIRREEY A4 B —T oA A, BIORED
My T AXRELEGR/NBEDT— ATy a7 4 Fal—varRnNyy—yv
x~ﬂﬂ4ﬁ#%%n:ybmﬂbffyy;éﬂiﬁo&3%&9V7%ﬁ%ﬁx&v
A XT 58 T— A NTFyFard  Xalb—arO—Eit. 77— a N
fn—%# Ef%i?

ARV RA U BE—=T 2 A AL LT, VITAZIIZT—F A E—T 2 AZFD Y TETS,
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B o5 <xvazvreenvsyazyrors

T —TWNITTAX Y T TIE, AN RA o H—T oA AT, Vx—V T TAXY
7' & 912 EtherChannel [ZfillfE X 41 FE ® A, Firepower 9300 A — X — N Fi3F A ¥ —
T2 ADEEDEY 2a— NI N T T4 v 7 a— RART UV T T 51 0ICNERT
EtherChannel 7 7 / 0V — %3 5720, ARV RE—-RTIEHHOLXA T DT —X
A B=T A AR LET, Yy =M TAZY TR TARTOT—F A~
H—7 = A ATAs/ N K EtherChannel ZffiH L £,

N

GF) BHEHA LA —TxAAUNOELEDA B —T = A AT R—F
ShTWHWEHA,

EHA LA —T 2 AT TAANDTRTO=y MIFRELET,

T547) 2z béEtvhoF) 22y FOKRE

JTAZDAND NI ORTT7A =) 2=y MRV ET, 774~ ) 2=y MIABIC
RESNET, HOTXTOALNTEDZY 2=y MR £,

FTRTCOALT 4 X o b— g UNEEITAEEHAT RN COLFITTIMLERDHY 9, 3
T4 X2 — g IEDR, B oA BAAICERIENE T,

DS RAEGE) VD
IAT AT AAB LA T TAZY T OEE - 77 AXGEIEY 71X, R—FFrv %148
AVHE =T 2 A AEMEH L TEIMITERINE T,
YNTFA AR LA T TGRAEY U TDEE 1D kDY T A X Z A 7D EtherChannel TV 7
AV =T 2 A A FAGKET DUHERH Y £, FA L AZX AT, RAD Y T A Xl
Vs RLETT,
VXV ALY T TR, ZOA B =T 2 A AT A N A =T oA R T F
Y, ZTDT T AL XA TDEtherChannel I, ¥ —T NI TAX VL THDI T AXBEEFIC
Firepower 9300 /N 7 7L — U M L ET, v — M2 7 A% Y 7 Tld, EtherChannel
W1 DU EDA v H =T = A Z5 BT 20ERHY £,
QAN Yy =V TALZOYE, vy — VO y— L OME S T ALY 0T
BEHEPHE LW TESWN, A ¥ —T oA A EEER LI2GE, — D=y N CTEEN
BETDHE, 7T AZEY 7 BEREE T, fOEFR 2=y FHEIELRLS 20 E7, X
A vFENLTIZ T AZHIMY 7 28 L2881, EFRa=y MZOWTIEZ 7 2 Z{fl
WY 7 IXEMEAHMERF L E T,

I AZGEY 7 NTT 4y 2E flE T OWMGD T T 4 v I NEENET,

=LY SRAYLTDISRAAHIE) Vo DA X

MR CHIUEL, KL — Y DPRENDAL—T Y NCADETY T AXHIEY 7 29 A
LT BBERDHYET, TITE. 2T ALEEY vy REEO VS ) A AT X F
¥,
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sv—yBrsREYLIns sz akmy ol ]

JIALGY T T T 4w 7 ODRFITEIC, REET v 7T — MROmE SNy T
T VI7AXHIEY 7 TORNT T 4 v 7 OREFFEICENMLET, BEINDI T T4 v 7O
B, n— AT oM, FITRRERRIEREOT-DDO+ 07 N T T 4 v IR
BEMEIMDITL - TIRED EF, RITHERLET,

* NAT TlIEEHiOa— K NT UV ITPMETFTH5DT, 7 XTCDOIVZ—2 "N T T4 v T %
ElWwa=y MIFORT A LERH Y £,

CAUN—VTINERINDE, I TAFIKREOEGOBESHEVLEL T 520, —iF
BINZ 7 T ALY v 7 OHSNE 2 RESHEH L £,

JIALGIEY 7 OFINEE RKRE S TDHE, A=V IPERINT L ZDOIENEGHE
1220, Z—F v hOR MLy 7 ZEETE T,

)

G¥)

YA X RS TORENDY £,

I T AR KREOIEAI (HHHMENT) T 740 v 7 BNH2EAIT. 77 AFHIEY 7D

=LY SRRV TDI S AAGIEY o R

ROBE, AL v F 72T 5 (VSS) | RAER—FF v /b (VPC) | StackWise, £
7213 StackWise Virtual B2EE T2 7 2 Zil4f1 Y > 7 & L T EtherChannel Z {9 % HikE R L %
9, EtherChannel DT XTDOY I BT 7T 47T TT, AAvTFNALEVATLO—HTHD
HA1E. [6 U EtherChannel NOD 7 7 A T U —/v f VX —T = A A FNLEh, TLEVAT A
WO DAL v FICHRECEET, AA v T A X —7 = A AX[A U EtherChannel 77—
FXXNA L BE—=T 2 ZADALNTY, BEOMEBDAAL » FRE—DAAL v FO L9 ITH)
{ET 5725 Td, Z @ EtherChannel /X, A3 K EtherChannel TiZ72< ., T/ A g —H4 /LT
HHZEITEELTLEEN,

Virtual Switch Link
irtual Switch Lin Switch
>
| | | |
& &
o ——— e ——
Node 1 Node 2 Node 3

=R SRR TD SRAAGEY 2O DEENYE

7 Z ALY 7 OBEREERFET AICIX, ==y MHDO T v KR » 7] (RTT) 2320
ms RICARD LI LET, ZORKEIECLY ., BRIP4 Mo A b= ER
7o T AZ XN EDHEWHYERTE ELET, BIELZHFHRDITIE, 2=y MED 7 T 2 XY
> Tping #EITLET,
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7 I A2 MY 2 1F WFORFELSTy bO Ray ZRRWVEEMED@EN S DT L % E
WD ET, e F, A FROBADEE, EMY 7 2T 2868 H Y £,

DSAREHE) T 2y KT—Y

Firepower 4100/9300 v —1%, ¥ —3 1D & Am > M ID (127.2.chassis id.dot_id) (232
WTC, 2=y "D TAZGEIY 0 A H—T = A ADIP T FLAZHEVERLET,
W#H . [[A U EtherChannel D72 % VLAN 7' A L X —T = A Z&AMMHT H~LF A L AKX
A T AL DOEEIE, VLAN OB K> TR D7 T AXIZFECIP 7 KL AEFEHTE
T, VITARERETHEEZIC, ZOIPT RLARAZHAZA ATEET, 77 ALZHIEY
Y7 Fxy NU—ITIE, 2=y MIIAV—FE2EDDL T LILTEERA, LA Y2RAAL vTF
TIEIRTFRENTHWET, A MINTFT 74 v 7IZF, A——Lb A N7 AFR— M

b (OTV) ZEATHZLaBEDLET,

BEXRY FT—4H

TRTCO2=y MR —-OFHR Yy NV ICHHT L LAHELET, 2Oy NU—72
X, 77 ALY 7 LIFRIO b DT,

T URA—TIAR

BEEAATDA L E—T 2 A A%V TAZIZEOV B THMLERNDHYET, 2O X —TxA
ANVEANR R A v H— 7142Tiﬁ<\%%ﬁ@%4/& Tz A ATY, FHA L H—
Tz A AL > TH2=y NMIEHBEER X ET,

ASA DIAIE, ALV 7T ALZIPT RLRIZZED I T AXZDEET RLATHY . HICHLE
OEREHATHEALIZE L ET, 7 VA SERE LT, BIEOEE ff AL & & T4 AL 2
DOHFIFHNO T —INV T RLAZHEHATEL L IICTHILERNHVET, ZOAAL L T TAH
IP7 RLARIZEH-T, BBEHT 7 ®8ADT RLAR—R LI E T, BEHMHEMPIETIND
L AA T TFAZIPT R ATH LWVEERFTRALICBEI T 20T, 7 7 AZOERE v —
AVAZRATCEET, a— AN IPT RLRE, V=T 7SN, hT Ty a—
TAVTICHENDLET, 22X, V7 IAXEERTDHINEAA L VT AXIPT RLAL
i LET, 207 RLAEIFIC, BUEOIEENWEAIZEEMT b TWET, Hed A
N—ZE T 5T, D-ﬁ»E?bvx THEE L 9, TFTP X°syslog 7¢ EORFEEE 7
T4 v DA, BEREHATEN 2 S DABEAIT, =BV IP T L AEMA L CH— 08
7f‘}L bij‘o

BRI D T FICRy b —27 OFBLEEIP 7 FLUAZED Y TEY, FH
fiZ. % Management Center|lZiB N5 & &1L, RO IPT FLAZEHL £,

A /N> K EtherChannel

VX =V HIEV1IOULDA B =T 2 A A NV—=TE LT, FTAZDTNTDOY ¥ —¥
\ZJA7/3 % EtherChannel &35 Z £ 23T £9°, EtherChannel 12X > T, T ¥ x/LINOfFEAlHE
I RTCDT I T AT AVE—T2AAD T 7 4 v 7 PEHIINET, A3 K EtherChannel
I, V=T RE R T VAT LU DO ELELD 7 7 AT U A — /L E— R THRETEET,
JL—7 v K &— KT, EtherChannel IZEE—D P 7 KLU AZEOSNL—T v R A X —T A
AL LTHREENET, NFUAXT LU M E=RTIE, IPT RLREIT Y v Z—7 A
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YRDA v H—T =2 A ATIE7 < BVIIZEID ¥ THALET, EtherChannel (X015,

NG v THEREE AREEDO — & L TR A TV ETS

PNFA AR ADYT T AZDEE . K7 T AXIILEH T —# Etherchannel 78 43T,
HEA B —T A AFFITVLAN Y T A v —T o4 ZABEHTHZ LI TEER AL
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YA MRV SRE2I T

A FEA A M=V DFE, WOMLET A KT AL NZHEIRY ., 7 F7AX ) T HFATE
ESc I

KT TAE e —%, fHIOYA FIDIIBETDEIICHRETEET,

A FIDIE, A FEADOMACT RLABEIWNIP T RLALHEBEILET, 7 T AXNLE
a7y ME, A FEAAEDOMACT RLABIOIPT FLAZEHAT L0 L. 27
FAZTZAZ L=y MliE, Za— S0 MACT RLABEIRIPT RLAEZBHLET, =
DOREREIZ LV, MAC 7 7 v BV T DORINE 7252 DORIP LR — TR FDOH A RS IELC
Ia—/N)VMACT RLAZAAL v FRFETL20%01ELET, bz, A vy FIIHA
FOMACT RLADAHRZFEHLET, A FEADMACT RLABIWRIP T FL XX, A
%> K EtherChannel D&% {FEH L7z —F v K E— RTHR—FENET,

HA MIDIX, LISPA U AT v a v EFEATLI7a—e T4, T—FEZ—DO% A |
M7 A2V TONRTr—v A% EL, U RNy TRHOBIEAZ D S 5729
DTF 4L Ha—hUEB—vary, BIONNT 747 70—DNRy 7T v 7 F—F =5
WA —F— LI BV 1 N2 LR OV A NUEEEADCT H-DICbERESNET,

Cisco Secure FXOS Firepower 4100/9300213CLI 2> 7« ¥aL—>a v A4 K ||



#EF AR
B rsav5zx50Em

YA MEZ TAZY T DEHMCONTIE, UTOHEABRL T EE,
» Data Center Interconnect DY« P2 7 1 7 5 A% U 2 7 OB L FiEGME (265 ~4—)
e A NEDOTA RTAL : VTAZY T TTA RTA 0 LHIRFEHE (272 X—)
« A METOR] : A M7 TZ 22 Y 7 Of] (382 ~—2)

ASA U 5 X3 MIEN
MO Firepower 9300 > v — > & v ¥ —Y N7 T AX L LTCBEBMTHZ b, HEOV v —
By —VBZ AR o SIEBINTAZ L TEET, YY—UMZ TAZ D TR, &
VA=V ERAICRELET, 1 00OV XY=V TAXEBNLEL, ROV Y —VIZIFE
FUREEATILET,

ASA 7 5 R 2 DYERL
FHAEA A== g VITERELET,

25 24 1%, Firepower4100/9300 & 4 — 3 A — U3 Fn L HICEBTE £+, TXToH)
R ENS 2=y NHICHBVERINVET,

:/“\7‘—“/'3537?7\& U Vyfﬂj:\ %V?-y%%[]&@:%ﬁﬁbij—o %ﬂ%ﬁ%@lﬁ‘ék&ﬂ:‘
1ODY Y=V TAZEZHAL, £D%, BHOY ¥ —TNHIROY v —IZ7— A K
SySar74Xal—varkat—CxET,

Firepower 9300 & ¥ — 3 TiX, TV a2 — B A VA F— LS TWRWEETEH, 3 209X
TOEYa—)b, IV TFALRAEZLVA, FAT Yy hDO1ODALTFTF A VAR AT
JIAZYN T ERANCT DRENRHY ET, 3 OTRXTOEY 2 —/LEZHELTNRNE,
7T AL IERE L EE A,

YNTF AT HFANE— FORE, BUICHET AN AR L TG, ASAT 7Y r—=
YTORNTF AT HRAD T R AT ORERH Y T,
48 DRI

ERERT N RMERT BT SV r—v a3 A A—T% Ciscocom B AU a— RLT,
Z DA A— % Firepower 4100/9300 > v — (27 v 7r— KL ET,

s RDIEHRERABELET,
EH A LA =T 2 A AID, IPT FLABLORY hU—T <R
oS~ AIPT FL A

FIE

ATV AV F—T A AEBRELET,
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ATYT2 ¥X2UTF 40—t R EF— FEBEBLET,
SCOpe ssa

&1

Firepower# scope ssa
Firepower /ssa #

RATVT 7TV r—val AV AB U ANRT AL (L A=V N=Varagdty) 2RELET,
a) AR A A=V EFRLET, AT OV a v BREESHOET,

show app

1

Firepower /ssa # show app
Name Version Author Supported Deploy Types CSP Type Is
Default App

asa 9.9.1 cisco Native Application No
asa 9.10.1 cisco Native Application Yes
ftd 6.2.3 cisco Native Application Yes
ftd 6.3.0 cisco Native,Container Application Yes

b) #PHEA A==V g IEELET,
scope app asa application_version

51

Firepower /ssa # scope app asa 9.10.1
Firepower /ssa/app #

) ZON—=Varux7T 74N LTRELET,
set-default

&1

Firepower /ssa/app # set-default
Firepower /ssa/app* #

d #TLTssa®E—RIZLET,
exit

1 -

Firepower /ssa/app* # exit
Firepower /ssa* #

51
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ATy T4

ATy TH

Firepower /ssa # scope app asa 9.12.1
Firepower /ssa/app # set-default
Firepower /ssa/app* # exit

Firepower /ssa* #

77 AL R LET,

enter logical-device device_name asa slots clustered

1 -

HETNAZ |

« device_name : Firepower4100/9300 3 ¢ — 3 Z—/SNA YR T 52 Z ) o T EBELTA o~

H—T 2 A ABENYBTHEDIHEALET, ZOL4FIHE. EX2 VT 4 EV 22— LiRE
THAIND I FAXLTIEIHDEY A, FENN—FR 72T %A A =)L L TR

BTH, 32T R_RCOEXF2YT 4 FEV2—NAVERHETILERDY 7,

e ARy MUY —VEVa—)VEY T AZZEY Y TET, Firepowerd100 DEAIL, 1%

FeE L £, Firepower 9300 DAL, 1,23 2FELET, TV 2a— WA VA h—/L &
NTWRWEETYH . Firepower 9300 ¥ —3 D3 DT X TDEV a—/L A2y KTV T
AR T EAINCTDLERH Y T, 32T RTCOET 2—/LERELTNRNE,

77 AZITHEREL £ A,

Firepower /ssa # enter logical-device ASAl asa 1,2,3 clustered
Firepower /ssa/logical-device* #

IFGAR T— AT TONRTA—ZEZRELET,

INOORET, MIHEATH, 374V AZ U AANYHTYT, WEOE

PV — g3 CCLIREDIZFEAMNEDEEALER TEX T,

a)

b)

<)

JITAE T—= R ARNT T ATV NfERLET,
enter cluster-bootstrap

1

Firepower /ssa/logical-device* # enter cluster-bootstrap
Firepower /ssa/logical-device/cluster-bootstrap* #

Yy —vIDEARELET,

set chassis-id id

7 TAEDE Y ¢ — VI —EO ID BLETT,

YA MEZ T2V T DA A FIDIE 1~ 8 OFIHTHEL £,
set site-id number.

FA b ID ZHIBRT 211E, & 012
i

ﬁbiﬁ—o

e

Firepower /ssa/logical-device/cluster-bootstrap* # set site-id 1
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d)

e)

2

asa s 525206k

Firepower /ssa/logical-device/cluster-bootstrap* #

JTAZHIEY T OHIE ST T 4 7 OFBFEF—EHELET,
set key
1 -

Firepower /ssa/logical-device/cluster-bootstrap* # set key
Key: diamonddogs

EEWEEZANT LI ITKROBNET,

HREIL, 1~ 63 XFD ASCH LFHITY, LAMEIL, F—2AERTH72OIEHS
NEd, 2047y aid, T—HRRA T T v 7 (BEFIRET v 7T — FOHRE S
BRIy " 8 ICIEEELERA, T—ENRNA NTFT T4 TIE, W VT TER AL
ELTEFEEINET,

JITAR A B =T 2 A A ET—RERELET,

set mode spanned-etherchannel

PAR—FENTWBE— L, A% K EtherChannel & — KD T9,
i -

Firepower /ssa/logical-device/cluster-bootstrap* # set mode spanned-etherchannel
Firepower /ssa/logical-device/cluster-bootstrap* #

X2V T 4 V2= IRECTYT TAL TN—THERELET,
set service-type cluster_name

AHIE 1 ~ 38 LFD ASCIL LFHITh D Z &ENLETT,

11

Firepower /ssa/logical-device/cluster-bootstrap* # set service-type clusterl
Firepower /ssa/logical-device/cluster-bootstrap* #

({£&) Cluster Control Link IP v h U — 27 ZRE L F9,
set cluster-control-link network a.b.0.0
7 ABEHEY 7 DF 7 x0TI 12720016 %y NU— I ™MERESHET, =750

—¥BDOFR Y FU—ZREETIE, 12720016 F T 7 4 v 73R ATEEE AL, ZOHE, 7
FAADEFEFR Y NT—TIAEED /16 %y FTU—27 T RLAZRETE £,

cab00:EED/N6 Xy hT—7 T RLAZBELET (b—7Nv 7 (127.0.0.0/8)
BIO=LFFx 2 (224.0004) OF7 FL2AZEL) . HE0.000ICHETSH L,
TNV EOFRy NU—7 (127.2.0.00 BMEH S ET,

¥ —viE, Yv—¥ID &Ary D (abchassis iddot_id) [ZHESWT, Fx=v |k
DY TAZEHY) 7 A B =T = ZADIP T R AZHBERLET,
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h)

HEF AR

1 :

Firepower /ssa/logical-device/cluster-bootstrap* # set cluster-control-link network
10.10.0.0

BHIPT NLAFHRERELET,
ZOERIT. EX 2V T4 BV 2 VRETEHA VA —T oA AERET DO
ENET,

1. B—HANLVIPT RLADT—NEHRELET, ZDT RLADI DN, f X —T <A
ARDE 7 TAZ 2=y MIZEIDV B THNET,

set ipv4 pool start_ipend_ip
set ipv6 pool start_ipend_ip

HKIETH, 7I9AXADOZ=y MEERILEDOT RLAREEND L HICLTLEE
VY, Firepower 9300 D3G5, T X TOET a— L Ay MR ESTWRNE LT,
VX =V T EIL3DODT RLRAEEZDALNENGL Z LITIEELTLIEIN, 77 A
ZEYET H TP EDOEAIE, 7 FLAEHEOLET, BEOHE= > MIBET 5K
FBIPT7 RLA (ALY V7 TFAXIPT RLRALIEINS) X, 2O — 10— Tl
HYFERA, BT, FALFRY hU—ZDIPT RLAD 1 DAL FTAXIPT R
LAICHIRE LT IEE W, IPvA7 RLZEIPV6 T RL 2 (KL 5h—Fba) Zff
Acxxd,

2. BHALHE =T A ADAA LI TAXIPT RLAZHELET,
set virtual ipv4 ip_address mask mask

set virtual ipv6 ip_address prefix-length prefix

IDOIPT RLARZ, 752AF =L T RLRAELEULRY hU—27 FITHFEEL TV
VERBY ETN, 7= NIZEENLTHTIER Y A,

3. Xy MNI—FI =+ T RVAZANLET,
set ipv4 gateway ip_address

set ipv6 gateway ip_address

51

Firepower /ssa/logical-device/cluster-bootstrap*
Firepower /ssa/logical-device/cluster-bootstrap*
Firepower /ssa/logical-device/cluster-bootstrap*
Firepower /ssa/logical-device/cluster-bootstrap*
2001:DB8::27

Firepower /ssa/logical-device/cluster-bootstrap* # set virtual ipv4 10.1.1.1 mask
255.255.255.0

Firepower /ssa/logical-device/cluster-bootstrap* # set virtual ipvé 2001:DB8::1
prefix-length 64

set ipv4 gateway 10.1.1.254
set ipv4 pool 10.1.1.11 10.1.1.27
set ipv6 gateway 2001:DB8::AA

#
#
#
# set ipv6 pool 2001:DB8::11

JIGAR T—h NANT T FT—REKTLET,

exit
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1 :

Firepower /ssa/logical-device* # enter cluster-bootstrap
Firepower /ssa/logical-device/cluster-bootstrap* # set chassis-id 1
Firepower /ssa/logical-device/cluster-bootstrap* # set key
Key: f@arscape
Firepower /ssa/logical-device/cluster-bootstrap* # set mode spanned-etherchannel
Firepower /ssa/logical-device/cluster-bootstrap* # set service-type clusterl
Firepower /ssa/logical-device/cluster-bootstrap* # exit
Firepower /ssa/logical-device/* #

BHT—MNARNT I NTA—FERELET,
INOOFREL, PIWPEATH, 7 4 FAX U BN HTYT, BHEOEMATIE, #TT
TV r—2ay CCLLREDIFEAEDEZERTEET,
a) BHY— MR ATV MEERLET,
enter mgmt-bootstrap asa

1 -

Firepower /ssa/logical-device* # enter mgmt-bootstrap asa
Firepower /ssa/logical-device/mgmt-bootstrap* #

b) admin & A F—T N RNRATU— RERELET,
create bootstrap-key-secret PASSWORD

set value

B ATy : password

TEOMEE : password

exit

i -

FHATRE SN TND ASA FHE 22— B IO, X =T/ N2V — NIRRT — ROREIE
BRI D £, FXOS 7 7 B AR TE 56, BHA - "AU—FeEhizt i
Uty hTEET,

11

Firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key-secret PASSWORD
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # set value
Enter a value: floppylampshade

Confirm the value: floppylampshade

Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # exit
Firepower /ssa/logical-device/mgmt-bootstrap* #

) 77ATUA—NE—F (=T R 7L ThTF72AXT L b)) ZEELE
KR

create bootstrap-key FIREWALL_MODE

set value {routed | transparent}
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ATy 71

RETACZ |

exit

N—T > RE—RTIEL, T4 A FRy NT—FTNOL—F Ky T ERRINET, L—
TAUTEATIBA =T oA AFTR R DTy N EIZHVET, —FH, FT AR
TV N T77AT U4 =L, [BumpInThe Wire] £721L (AT VA 77 AT 04—

N DEITHERETDVLATV2T7 7 AT UF—ATHY, HHINTZT A A~DL—HF
71_\‘ ‘)7031 L‘/C n:uﬁéﬂi'@:/\/

TrAT VA —FT— FIYHRMAICORFRELETS, 7—FA T v T OREZ
MT 256, ZOREFEHINEEA,

1 -

Firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key FIREWALL MODE
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value routed
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* #

d BFHIT— AN T E—FREKTLET,
exit

51

Firepower /ssa/logical-device/mgmt-bootstrap* # exit
Firepower /ssa/logical-device* #

REZRFELET,

commit-buffer

VY —Uid, BELEY 7 b aT A=V arEFyrae— KL, T r—va
VAT = MR BTy FRELEIA VS — T 2 AREET v Y aT B I LT, T
Z%HEAL%9, showapp-instance =~ > KA LT, BADOAT—X AR LET,
[Admin State (& HEIRTE) |73 [Enabled (F5%5) ]C. [OperState] 23 [Online] D¥E. 77U r—
YA A VAL RTETRTHY M TE HREITR > TWET,

1 :

VA UAH

Firepower /ssa/logical-device* # commit-buffer

Firepower /ssa/logical-device # exit

Firepower /ssa # show app-instance

App Name Identifier Slot ID Admin State Oper State
Version Deploy Type Profile Name Cluster State Cluster Role

Running Version Startup

ftd clusterl 1 Enabled Online 7.3.0.49 7.3.0.49
Native In Cluster Data Node

ftd clusterl 2 Enabled Online 7.3.0.49 7.3.0.49
Native In Cluster Control Node

ftd clusterl 3 Disabled Not Available 7.3.0.49
Native Not Applicable None

. Cisco Secure FX0S Firepower 4100/93002.13CLI 2> 7 s ¥a L— 3> A4 K



WETINAR

ATvT8

ATvT9

asa s 525206k

75 ABNIRD Y ¥ —ABINTAEEIE. ZOFIEAEV IR L ETH. [EAD chassis-id &
ELWsite-id 23 ETHAMENRH Y £, TNLHADOEGEE, MFOY v —2 TRILEKEZMHE
FALET,

AH—T A AT 4 X2l —varPDH LY —VERILTHDLH EafERLET,
FXOS v ¥ —VRELEZTZ I AR —PFBLIRAS Vv HAR—F L, 2O RAERBIZTHILNT
xFET,

fflr =y b ASAIZHE L T, 2 7 AZV VT REZ DAL~ AAXLET,

1

vyY—v1:

scope eth-uplink
scope fabric a
enter port-channel 1
set port-type data
enable
enter member-port Ethernetl/1
exit
enter member-port Ethernetl/2
exit
exit
enter port-channel 2
set port-type data
enable
enter member-port Ethernetl/3
exit
enter member-port Ethernetl/4
exit
exit
enter port-channel 3
set port-type data
enable
enter member-port Ethernetl/5
exit
enter member-port Ethernetl/6
exit
exit
enter port-channel 4
set port-type mgmt
enable
enter member-port Ethernet2/1
exit
enter member-port Ethernet2/2
exit
exit
enter port-channel 48
set port-type cluster
enable
enter member-port Ethernet2/3
exit
exit
exit
exit
commit-buffer
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Scope ssa

enter logical-device ASAl asa "1,2,3" clustered

enter
set

set

set

set

set

set
Key:

set

set

set

set
exit

exit
scope ap
set-de

exit
commit-b

Y —v2

scope eth-

cluster-bootstrap

chassis-id 1

ipv4 gateway 10.1.1.254

ipv4 pool 10.1.1.11 10.1.1.27
ipv6 gateway 2001:DB8::AA

ipv6 pool 2001:DB8::11 2001:DB8::27

key

f@arscape
mode spanned-etherchannel
service-type clusterl

virtual ipv4 10.1.1.1 mask 255.255.255.0
virtual ipv6 2001:DB8::1 prefix-length 64

p asa 9.5.2.1
fault

uffer

uplink

scope fabric a

create
set

port-channel 1
port-type data

enable

create member-port Ethernetl/1
exit

create member-port Ethernetl/2
exit

exit
create port-channel 2

set

port-type data

enable

create member-port Ethernetl/3
exit

create member-port Ethernetl/4
exit

exit
create port-channel 3

set

port-type data

enable

create member-port Ethernetl/5
exit

create member-port Ethernetl/6
exit

exit
create port-channel 4

set

port-type mgmt

enable

create member-port Ethernet2/1
exit

create member-port Ethernet2/2
exit

exit
create port-channel 48

set

port-type cluster

enable
create member-port Ethernet2/3
exit

. Cisco Secure FX0S Firepower 4100/93002.13CLI 2> 7 s ¥a L— 3> A4 K

HEF AR



| #7142
5525 2vrinem |

exit
exit
exit
commit-buffer

scope ssa
enter logical-device ASAl asa "1,2,3" clustered
enter cluster-bootstrap
set chassis-id 2
set ipv4 gateway 10.1.1.254
set ipv4 pool 10.1.1.11 10.1.1.15
set ipv6 gateway 2001:DB8::AA
set ipv6 pool 2001:DB8::11 2001:DB8::19
set key
Key: f@rscape
set mode spanned-etherchannel
set service-type clusterl
set virtual ipv4 10.1.1.1 mask 255.255.255.0
set virtual ipvé6 2001:DB8::1 prefix-length 64
exit
exit
scope app asa 9.5.2.1
set-default
exit
commit-buffer

HDISAR A INDIENM
ASA 7 T AZ AU NN—ZBNELITEEHZ 1,

\}

CE)  ZoFEZL, vr—vOBMEEFERICORERSNET, 77 A% ) 7RI TITAERIC
725 TN % Firepower 9300 |[ZE Y =2 — LV Z BN E L IXEMRT 256, €Y 2 —/VITHBEIMIZE
mEE7d,

B8 DRI

HBEFED T T AKX, ZOHLWA U AHOERIP T RLAT—LNTHS72IP T KL A
DEND L THNTND LI LTLEEY, ENUANOHEIT. ZOFH LA L EB
TAHANC, K ¥ —Y EOEFEDI TAL T— AT v TRELRET HLENDH Y %
To ZOEFIZXVGRBET ANA ANFERE L FET,

e AU H =T 2 ADFRETL, LWy —V TORELF L THLHLENRSH Y £, FXOS
VY —VUREET I AR FBIOAS R —F L, ZOT OB RERGICTHILENTE
e

TN T AT HRARNE—RTIE, HHUIDT TAZX AL INDASAT 7V r— 9 Twb
T ArTHRAN B REABILES, BMOT T AL AL NEv T 2T FA R
T— NEEZ HEIICHA L £,
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. Threat Defense ~ 5 X 2 DB

FIE

ATy 1 [OK] &7 VU7 LET,

ATV T2 VT AXHDY ¥ —2&BINT5581E. ASAZ 7 AKX OER (3223—) OFNEE#HY
ELUETH, —EDchassis-id & IE LV site-id Z 3R ET AMLERNH D F9°, FNLSDOLEEIL,
LWy — IR UREAHEHRLET,

Threat Defense -7 5 X 2 () E

XA T 4 7F— K : B Firepower 9300 v —3 &> ¥ —I N7 7 AZ & LCGEINT 52 &
b, OV Yy —vE VY=V T AZ Y U TICEINT A LB TEET,

CNTA AR AE— R Uy — VN T AX L L THE—O Firepower 9300 > ¥ — 12 1 D
FFEHDO I TAZEZBNTEET (BT 2—IA LV AB A EEDHLENH Y £
T) . FlE, Y=V TAZY T OEDITEED Y ¥ — 1D ED T T AKX BB
mcExEd,

=YW TAEZY T T, HUr—VENERICERELET, 1 0DV Y=V T T AL
PEMLES, Oy —IRFTRICHREEX A LET,

Threat Defense 27 5 X 2 D1ERL

25 A X%, Firepower4100/9300 2 ¥ — 3 Z— <3 PO HICEBCX £3, +XTOF)
HRENS 2=y PHICHBER SN E T,

VX =V TAZY T TR, FV XYV ERAICRELET, BAEZESIZTHTEDIC,
1 DDV Y —UNZY TAZEZBEBAL, Z0%, IOV ¥ —VNHIROY ¥ —UIZ7— FA b
Sy ar74Xal—varEar’—TXxET,

Firepower 9300 > ¥ — 3 TlE, EV a2 —ANA VA =L INTWRWEETH, 3 20T
TOEVa2—)b, FFarT AV AF A FAR Yy hO1ODaALYTFA VAKX AT
TIABN T HFHINITHDLERDLD ET, 32T RXRTOEV 22— /LEHRTEL TV WNE,
77 AR IR L EE A,

1R BHHIIZ

« FHERT N RMERT BT SV r—v a3 A A—T% Ciscocom HFX U a— RLT,
Z DA A— % Firepower 4100/9300 > v — (27 v 77— KL ET,

e AVTFAUALZVRIKI LT, TIAN DT T A NEFERHLRWEST, 2T
FAUABZ AN = AT T A NEEMN (198 %—) (- TCY Y —RX T a7y
ANEBNMLET,

C AT T ARG ADY G BN T T A VRS R A YA NV DRI,
FUAINELWT —<v MZB LI 8FX2 T 4 BV a— /TP B EHEY
Wb+ 20ERH Y £, BHEORIELT A ZFHIBRESNTH LT S, 2L LTHA v
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Threat Defense 77 5 X 2 DYERL .

A R—=LENDTZD, B—HADT TV r—a VRERTRTRbNET, XA T 47
AVAB U AZ AT A VAL ATEEWZ DAL, WICAAT A TA VAL A
ZHIRT AMERH Y ET, RAT A TA LV ABZ L R ayTF AV AZ 2 AZHEBIIZ
BATTDZ LixTcadtdhi, IOV THE, X2V T 4 TV a— /= P O]
b (396 X—) ZZIL T &N,

« ROEREHELET,
CEHA L =T A AID, IPT RLVA, BIORY NT—I <R
e —hFUxAIPT7T FL R
* Management Center 38R L 72 IP 7 K L Z/NAT ID
«DNS H— "D IP 7 KL %
« Threat Defense " A h44 & KA A 4

FIE

RTYT1 AV H—T A AEBRELET,
ATYy7T2 kX2 UT74 b—ERE—FZKBLET,
scope ssa

&1

Firepower# scope ssa
Firepower /ssa #

ATv T3 AT EBICKT A A=Y a oy Ra—HF—T 4 ABKHECRELET, =
DFNEAZFITTHUENHLDIL, ZNTHNN— 3 VOEULAICELERIE L TOZRWEREO

% ‘@‘é—o

a) MEHARERAA—VEFRRLET, BT —Va v FSLESIHOET,
show app
1 -

Firepower /ssa # show app
Name Version Author Supported Deploy Types CSP Type Is
Default App

asa 9.9.1 cisco Native Application No
asa 9.10.1 cisco Native Application Yes
ftd 6.2.3 cisco Native Application Yes
ftd 6.3.0 cisco Native,Container Application Yes

b) FHEZA A= NN—=T g VITRELET,

scope app ftd application_version
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Firepower /ssa # scope app ftd 6.2.3
Firepower /ssa/app #

o) TAELALMICHE LET,
accept-license-agreement

1 -

Firepower /ssa/app # accept-license-agreement
End User License Agreement: End User License Agreement
Effective: May 22, 2017

This is an agreement between You and Cisco Systems, Inc. or its affiliates
("Cisco") and governs your Use of Cisco Software. "You" and "Your" means the
individual or legal entity licensing the Software under this EULA. "Use" or
"Using" means to download, install, activate, access or otherwise use the
Software. "Software" means the Cisco computer programs and any Upgrades made
available to You by an Approved Source and licensed to You by Cisco.
"Documentation" is the Cisco user or technical manuals, training materials,
specifications or other documentation applicable to the Software and made
available to You by an Approved Source. "Approved Source" means (i) Cisco or
(ii) the Cisco authorized reseller, distributor or systems integrator from whom
you acquired the Software. "Entitlement" means the license detail; including
license metric, duration, and quantity provided in a product ID (PID) published
on Cisco's price list, claim certificate or right to use notification.
"Upgrades" means all updates, upgrades, bug fixes, error corrections,
enhancements and other modifications to the Software and backup copies thereof.

Please "commit-buffer" if you accept the license agreement, otherwise "discard-buffer".
Firepower /ssa/app* #

d REZRFLET,
commit-buffer

51 :

Firepower /ssa/app* # commit-buffer
Firepower /ssa/app #

e) T L Tssa®T—RIZLZET,
exit

51

Firepower /ssa/app* # exit
Firepower /ssa* #

51 -

[l Cisco Secure FXOS Firepower 4100/9300213CLI I > 7 4 ¥aL—Y 3> HA K



WETINAR

ATvT4

Threat Defense 77 5 X 2 DYERL .

Firepower /ssa # scope app ftd 6.3.0.21
Firepower /ssa/app* # accept-license-agreement
Firepower /ssa/app* # exit

Firepower /ssa* #

TIVr—=2ab A VAZ VARG EIA—=F (A A=V N"=Var&Egl) ZRELET,

a)

b)

d)

AT FA AR AL, FRARERY Y —A T a7 A LV EFRLET, T
Ty ANEBINTAEAIE, a0 T AV AF A Y —=AT a7 7 AV EIBI (198
N=) BERLTLIEIN,

show resource-profile
BRI 27077 AN ESHOET,
i) :

Firepower /ssa # show resource-profile

Profile Name App Name App Version Is In Use Security Model CPU Logical
Core Count RAM Size (MB) Default Profile Profile Type Description

bronze N/A N/A No all

6 N/A No Custom low end device
silver 1 N/A N/A No all

8 N/A No Custom mid-level

X2V T4 BV a2y Ay MIEBHERELET,
scope slot slot_ID

dot_id X, Firepower 4100 DIGA 1L 1T 1, Firepower 9300 DG 1EL 1, 2, £721L3 T
TO

1

Firepower /ssa # scope slot 1
Firepower /ssa/slot #

TV r—ay A AR AERERLET,
enter app-instance ftd device_name

Device namelx, 1~ 64 LTFOHFBTIHETETET, TDOA VAKX U ADFHET /N1 A
EERRT D L X2, ZOT A A4 EHEHLET,

1

Firepower /ssa/slot # enter app-instance ftd FTD1
Firepower /ssa/slot/app-instance* #

AT T AVAZ L ADERE, AT T TV = ay A VAPV ARSI, T

RELET,
set deploy-type container
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2)

HEF AR

AT T AVAZ AT, B2V T4 BV 2D Y —ADY Ty
N5, EEOa LTI AV AZ L AEA VA RN—LTEET, RAT 4T
AVABZLARFER 2 VT B 2=/ DTRTDY ) —A (CPU, RAM,
BIOT 4 A7 ERE) 2HEHTI2D, FAT AT AV AFZ U AZ 1 DDIHA VA h—
ITEET,

HEDRIGRIC, A VAR AR T HERTH LixTEEthA, 774NV EEAT
1% native T,

1

Firepower /ssa/slot/app-instance* # set deploy-type container

ATFTAVRAZADGRIFE, VY AT T s A VERELET,
set resource-profile-name name
IO Ty ANZBITT TITHEL TV DIRERDH Y £7,

BCSEISERYV Y —RATa T 7 ANEENDYETHE, A A ANRY B— RI{L,
ZOBEIZKIS D ZEMH N FT, MELSNTNA TXA TV T 4 XT 70T
I T AZDBE, BIRDYA XDV Y —A T a7 7 A )LEENYTHLEEIE, T
DAUNRDYFAZXPRE L THDH I EETELRETRLSMER LTI IEEN,

1 -

Firepower /ssa/slot/app-instance* # set resource-profile-name bronze

AA=TUNR—=Ua v ERELET,

set startup-version version
ZOFHETAELIEANA—VarEEEASILET,
fl

Firepower /ssa/slot/app-instance* # set startup-version 6.6.0

EE) avT7h A AX U AOEAIE, TLSH ST 78T L—rav izl x—T
FRET A E—T M LET,

enter hw-crypto

set admin-state {enabled | disabled}

exit

COREZEY, "= FU =7 DTLSK LT 78T L—a U Y | FrEX
ATDNTT 4 9T DNRT 5 —< U AWRE ELET, ZOBEIZT 7440 hTA %—7
Mo TVET, X2V T 4TV a— LI LICRKI6HDOA AL ZTONT
TLSH B LT 78T L—a U EAANCTEET, ZOWBIIRAT AT AV AZ A
T FR—FENTOEEAL, ZOL P AZAZED B TOHLRTWND NN KT = THE
LV Y —ADEIE &2 FKRT HITIE, show hw-crypto =2~ RE AT LET, N—T 3
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U2 EiE. FXOS2 7 UBETHAINA TLSIE T 78T L —ya v 24 7&2FELTH
jﬁ?—o

1

Firepower /ssa/slot/app-instance* # enter hw-crypto
Firepower /ssa/slot/app-instance/hw-crypto* # set admin-state enabled
Firepower /ssa/slot/app-instance/hw-crypto* # exit
Firepower /ssa/slot/app-instance* # commit-buffer
Firepower /ssa/slot/app-instance # show hw-crypto
Hardware Crypto:
Admin State Hardware Crypto Size Hardware Crypto Version

Ay h EBE—REKTLET,
exit

1

Firepower /ssa/slot/app-instance* # exit
Firepower /ssa/slot* #

Firepower 9300 D 2 7 F A L A X U ZADGEIT, THWODFEEZHED KL THEEFX 2
VF 4V a—Mlars A A2 AeERLET,

T L Tssa®t— RIZLET,

exit

1

Firepower /ssa/slot* # exit
Firepower /ssa* #

Firepower /ssa # scope slot 1

Firepower /ssa/slot # enter app-instance ftd MyDevicel

Firepower /ssa/slot/app-instance* # set deploy-type container
Firepower /ssa/slot/app-instance* # set resource-profile-name silver 1
Firepower /ssa/slot/app-instance* # set startup-version 6.6.0
Firepower /ssa/slot/app-instance* # exit

Firepower /ssa/slot* # exit

Firepower /ssa # scope slot 2

Firepower /ssa/slot # enter app-instance ftd MyDevicel

Firepower /ssa/slot/app-instance* # set deploy-type container
Firepower /ssa/slot/app-instance* # set resource-profile-name silver 1
Firepower /ssa/slot/app-instance* # set startup-version 6.6.0
Firepower /ssa/slot/app-instance* # exit

Firepower /ssa/slot* # exit

Firepower /ssa # scope slot 3

Firepower /ssa/slot # enter app-instance ftd MyDevicel

Firepower /ssa/slot/app-instance* # set deploy-type container
Firepower /ssa/slot/app-instance* # set resource-profile-name silver 1
Firepower /ssa/slot/app-instance* # set startup-version 6.6.0
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ATy TH

ATvT6

Firepower /ssa/slot/app-instance* # exit
Firepower /ssa/slot* # exit
Firepower /ssa* #

77 AL R L ET,

enter logical-device device_name ftd dots clustered

« device name : LIRCBIN L7277 U r—3a v A v AKX & LA L device_name &l L

£,

HEF AR

c ATy MUY=V EVa—VEYT T AZIZEY ECTET, Firepower4l00 DAL, 1%

FEE L E 9, Firepower 9300 DE1E, 123 #HELE T, TV a2 —»A
NTW7eWGAETH, Firepower 9300 ¥ — D 3 DT X TDEY 22—/ &

VAR E
By hCT7 7

2B T EFENCTAVLERHDET, 39T _XTOEIS 2 —LEHRELTWVRNE,

77 AZITHEREL £ A,

51

Firepower /ssa # enter logical-device FTD1 ftd 1,2,3 clustered
Firepower /ssa/logical-device* #

JFGAL T—=RART T ONTFA=ZERELET,

INHORENT., PIHEAERRH, £ 5 4 VA2 VAN HATT, @ OEH
TV — a3 CCLIREDIFLEAEDEELEETXE T,

)

b)

d)

VITAR T— R NANT T ATV FEeERLET,
enter cluster-bootstrap

B -

Firepower /ssa/logical-device* # enter cluster-bootstrap
Firepower /ssa/logical-device/cluster-bootstrap* #

XY —vIDARELET,

set chassis-id id

7 TABDEY v — U —EO ID BLETT,

FA M7 22V DA, A FIDIE 1 ~ 8 OHEIPHTHREL 7,
set site-id number.

YA b ID ZHIFRT HI1CiE, HZ 01
il -

ELET,

e

Firepower /ssa/logical-device/cluster-bootstrap* # set site-id 1
Firepower /ssa/logical-device/cluster-bootstrap* #

JSAREIRNY DB NS T 4w 7 OFREEF—EHTELET,
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set key
1

Firepower /ssa/logical-device/cluster-bootstrap* # set key
Key: diamonddogs

IEWEZ AT L LI ITKROBNET,

HAABEIL, 1~ 633XFD ASCIH LFHITY, MAEMEIL, F—2EWRT D70 S
NET, ZOFTvaid, THRANT T 4 w7 (BERIRET v 7T — RO SR
LNy N E) WIFEBE LERAL, T—FNA NTT7 49 71%, WIZZ VT TFA D
LLTHfEENET,

PITAR A H—T 2 A A= RERELET,

set mode spanned-etherchannel

PAR— F SN TVWDE— FiZ, A3 | EtherChannel £ — FD AT,

1 -

Firepower /ssa/logical-device/cluster-bootstrap* # set mode spanned-etherchannel
Firepower /ssa/logical-device/cluster-bootstrap* #

X2 VT4 FEVa—ARETY TAY IN—ThEFELET,
set service-type cluster_name

AL 1~ 38 3LFD ASCIL LFHTh D Z & BMETT,

£

Firepower /ssa/logical-device/cluster-bootstrap* # set service-type clusterl
Firepower /ssa/logical-device/cluster-bootstrap* #

(f£E) Cluster Control Link IP % v U —27 3 E L 7,
set cluster-control-link network a.b.0.0

75 ZZEEHY 7 OF 7 40 FTIH1272.00/16 %y N — 7 MERENET, 777 L.
—H DXy FhU—Z7 BT, 12720016 T 7 4 v ZIINRNATE £ AL, ZOBRE, 7
FAZDEBFERY NU—=TIEED /16 %y FTU—27 T RLAZRETE £,

cab00: [ EED/N6FRy NU—Z T RLAZEBELET Ob—7 3y 27 (127.0.0.0/8)
BIO=LF v 2 (224.0004) OF7 FL2AZEL) . HE0.000ICHETSH L,
TNV EIOFRy NU—7 (127.2.0.0) BMEH S ET,

Yy —UiE, Y¥—vID & Av v hID (abchassis iddot id) (2HESNT, F=v k
DY FTAZGIHY > 7 A F—=T A ADIPT RLAZBHEAERLET,

1

Firepower /ssa/logical-device/cluster-bootstrap* # set cluster-control-link network
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ATy T17

10.10.0.0

hy 7724 7= ATy 7 EF—FER&TLET,

exit
51

Firepower /ssa/logical-device* # enter cluster-bootstrap
Firepower /ssa/logical-device/cluster-bootstrap* # set chassis-id 1
Firepower /ssa/logical-device/cluster-bootstrap* # set key
Key: fQarscape
Firepower /ssa/logical-device/cluster-bootstrap* # set mode spanned-etherchannel
Firepower /ssa/logical-device/cluster-bootstrap* # set service-type clusterl
Firepower /ssa/logical-device/cluster-bootstrap* # exit
Firepower /ssa/logical-device/* #

BT —NANT T NRNFGA—FERELET,
INOOREIL, IHEATH, 7237 4 XX VAN HTY, @EOEHATIEZ, & TT
TU =2 ay CCLIREDIFEALDEEERETEET,
a) BEHIT—RFNALNT T ATV T NEEKRLET,
enter mgmt-bootstrap ftd

1 -

Firepower /ssa/logical-device* # enter mgmt-bootstrap ftd
Firepower /ssa/logical-device/mgmt-bootstrap* #

b)  Management Center ZEH 425 P 7 KL A, RA M ELIINATID 2 EE L £,
WONWTNPERELET,
* enter bootstrap-key FIREPOWER_MANAGER_IP
set value |P_address
exit
* enter bootstrap-key FQDN
set value fmc_hostname
exit
* enter bootstrap-key NAT_ID
set value nat_id
exit
WL, V=T 4 7 IO S OB THE GDIPT FL A CBREk¥ —fF&) 2
T9, Management Center 237 /34 ADIP 7 KLU AZFRE L, T /341 A7/ Management

Center DIP7 RLAZRELET, 7272L. IPT RLAD 1 ODHENDON-> TWDHIGE
Ov—F 4 v 7 BEIOFR/NELE) 13, BPIOBERICEEAMEN. L TIE LW —%
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BT D720, HEEOMANC—E DO NATID #5ET 548 EH Y £3, NATID & L

T, 1~37 LFOMEEDOT X A FCFFN % H5E TE £9, Management Center 35 LU /3

A AT, WIS EROFERE & KGR EAT 5 12012, BEF—B L ONATID (IP 7 RL &
TiE7R<) 2HEHALET,

1

Firepower /ssa/logical-device/mgmt-bootstrap* # enter bootstrap-key NAT ID
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value scOrpiusl5
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* #

T7AT A= NE—R (V=T ] FlF [FF70 AT VLU M) 2fELE
R

create bootstrap-key FIREWALL_MODE

set value {routed | transparent}

exit

N—T v RE—RTIE, T RAEFRy NT—FTNONL—F Ky T LR EShET,
N—TFT 4 THEATIBA L Z—T =2 A ATR RT3y b RIZHVES, —JH. T
VAT LN 77 AT U4 =X, [BumpInThe Wire] 721X (AT VA 7747

TA =] DEXIHERRTDHLA VY277 AT UA—NTHY, EFREINTZT/NA A~
DNL—Z Ky 7T E LTI INET A,

T7AT VAT FIEIOHRARICOZRELET, 7— AT v TORELH
BT %6, ZOREITH éj’biﬂi/u

1 -

Firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key FIREWALL MODE
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value routed
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* #

T /3 A L Management Center & O] CTHETHF—2HEL T,
enter bootstrap-key-secret REGISTRATION_KEY

set value

D ATT : registration_key

E DS : registration_key

exit

ZOF =2, 1 ~3TLFOLEDOT XA hUFH| %R TE 9, Management Center
BT D & &I, BRITHT DB IR CF—2 AN LES,

1

Firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key-secret
REGISTRATION_KEY
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Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # set value
Enter a value: gratuitousapples

Confirm the value: gratuitousapples

Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # exit
Firepower /ssa/logical-device/mgmt-bootstrap* #

e) CLI7Z®ADEBIZXT R EHa—FDONRRAT— REHEELET,
enter bootstrap-key-secret PASSWORD
set value
DA77 password
EDOHEFE : password
exit

1 -

Firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key-secret PASSWORD
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # set value
Enter a value: floppylampshade

Confirm the value: floppylampshade

Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # exit
Firepower /ssa/logical-device/mgmt-bootstrap* #

)  EREMAA NMEREELET,
enter bootstrap-key FQDN
set value fqdn
exit
ARHRILTFIE a—zDXTF, 09 DT, Py () o M7 () T, &KX
FH1E 253 T
15“ .

Firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key FQDN
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value
ftdclusterl.example.com

Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit
Firepower /ssa/logical-device/mgmt-bootstrap* #

g) DNSH—R—DHhr~XYYUAMEEELET,
enter bootstrap-key DNS_SERVERS
set value dns_servers
exit

7= & 21X, Management Center® 7R A M4 ZHEET 286, BBUTKT 5P (X DNS %
AL ET,

1
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Firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key DNS_SERVERS
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value
10.9.8.7,10.9.6.5

Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* #

BRBERAL OB ~REED U A NERELET,
enter bootstrap-key SEARCH_DOMAINS

set value search_domains

exit

1

Firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key SEARCH DOMAINS
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value
cisco.com, example.com

Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* #

UEE) avT I A AL RTH LT, RISk 585 SSHE v v a v TTF 2
SN=hE—=FREHFALET, TFAS—~E—FTIE, GERN T TV a—T 47
BB T B = AT 7B ATEET,

create bootstrap-key PERMIT_EXPERT_MODE

set value {yes | no}

exit

sYes :SSHE Y a b IlDary s F AV AX LV AIZERET 78 AT H2—H—
B, THFANR—FE— REHBTEET,

eno: FXOSCLI MO Ay T A LV AZ L ALT VB AT Ha—F —DRH)N, =F A
NR—hrE— K TcEET,

TT7HNRTIE, I T AV AZ L ADEE, X AN MNE— REFHTE 501X
FXOS CLI 708 B x4 205 CLICT 72 A4 5 2—P—721F T3, Z OFIBRIT,
A AR AMDOGEEEIERLTSE, AT T AV AZ U ADHRITHEMINET, ~
=2 T NVOFIETRD bz3E . F 7213 Cisco Technical Assistance Center 7> 53R 51
A DOHR, TXAN— BT REFEALET, ZOF— REZHBT DI, FBICK
AR5 CLI T expert =~ > K& LE7,

1 -

Firepower /ssa/logical-device/mgmt-bootstrap* # create bootstrap-key

PERMIT EXPERT MODE

Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value yes
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit
Firepower /ssa/logical-device/mgmt-bootstrap* #

TS AANDOEEF2)F 4 TP a—LOBEHIP T FLAZRELET,
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HEF AR

GE) Firepower 9300 DA, TV 2 — /LN A VA P =L ENTWARNVWEASTY,
X —VDIOTARNTDEY2—/b ZAny FTIPT RLAZRET DHLE
DHVET, 39T _RTOEY2a—LERELTWVARNE, 7T A X |THRE
LEHEA,

IPV4 EHA =T 2 A A F TV =7 MERAERT D121, ROFIEZFATLET,

1. BEHALVHE—T oA AFTT V=7 FEERLET,

enter ipv4 dot_id firepower

2. =R UxAT RLRAZHELET,

set gateway gateway address

3. IPT RLREVAIERELET,

set ip ip_address mask network mask

4. FHIPE—FREKTLET,

exit

5, Y¥—VDEVDOEY 22— /WK LTFIEZHEDIKRLET,

IPv6 BHA L X —T 2 A A LTV MEAERT HI21E,. ROFIEEZETLET,
1. BHA LA —T oA AT TV NEERRLET,

enter ipv6 dot_id firepower

2. F—=rUxAT FLAZHRELET,

set gateway gateway address

3. PTRVALET VLT 4w I AEFRELET,
set ip ip_address prefix-length prefix

4, BHIPE— FEERTLET,

exit
5 X —TOBYVOET2— I L TCFIEEBEVIELET,
1 -

Firepower /ssa/logical-device/mgmt-bootstrap* # create ipv4 1 firepower
Firepower /ssa/logical-device/mgmt-bootstrap/ipv4* # set ip 10.10.10.34 mask
255.255.255.0

Firepower /ssa/logical-device/mgmt-bootstrap/ipv4* # set gateway 10.10.10.1
Firepower /ssa/logical-device/mgmt-bootstrap/ipv4d* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* # create ipv4 2 firepower
Firepower /ssa/logical-device/mgmt-bootstrap/ipv4* # set ip 10.10.10.35 mask
255.255.255.0

Firepower /ssa/logical-device/mgmt-bootstrap/ipv4* # set gateway 10.10.10.1
Firepower /ssa/logical-device/mgmt-bootstrap/ipv4* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* # create ipv4 3 firepower
Firepower /ssa/logical-device/mgmt-bootstrap/ipv4* # set ip 10.10.10.36 mask
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255.255.255.0

Firepower /ssa/logical-device/mgmt-bootstrap/ipv4* # set gateway 10.10.10.1
Firepower /ssa/logical-device/mgmt-bootstrap/ipv4d* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* # create ipv6 1 firepower

Firepower /ssa/logical-device/mgmt-bootstrap/ipv6e* # set ip 2001:0DB8:BA98::3210
prefix-length 64

Firepower /ssa/logical-device/mgmt-bootstrap/ipv6* # set gateway 2001:0DB8:BA98::3211
Firepower /ssa/logical-device/mgmt-bootstrap/ipv6e* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* # create ipv6 1 firepower

Firepower /ssa/logical-device/mgmt-bootstrap/ipv6e* # set ip 2001:0DB8:BA98::3210
prefix-length 64

Firepower /ssa/logical-device/mgmt-bootstrap/ipv6* # set gateway 2001:0DB8:BA98::3211
Firepower /ssa/logical-device/mgmt-bootstrap/ipv6e* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* # create ipv6 2 firepower

Firepower /ssa/logical-device/mgmt-bootstrap/ipvée* # set ip 2001:0DB8:BA98::3211
prefix-length 64

Firepower /ssa/logical-device/mgmt-bootstrap/ipv6* # set gateway 2001:0DB8:BA98::3211
Firepower /ssa/logical-device/mgmt-bootstrap/ipv6e* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* # create ipv6 3 firepower

Firepower /ssa/logical-device/mgmt-bootstrap/ipv6e* # set ip 2001:0DB8:BA98::3212
prefix-length 64

Firepower /ssa/logical-device/mgmt-bootstrap/ipv6* # set gateway 2001:0DB8:BA98::3211
Firepower /ssa/logical-device/mgmt-bootstrap/ipvée* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* #

BT — ATy E—RFEKTLET,
exit

1 -

Firepower /ssa/logical-device/mgmt-bootstrap* # exit
Firepower /ssa/logical-device* #

Firepower /ssa/logical-device* # enter mgmt-bootstrap ftd
Firepower /ssa/logical-device/mgmt-bootstrap* # enter bootstrap-key FIREPOWER MANAGER IP
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value 10.0.0.100
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit
Firepower /ssa/logical-device/mgmt-bootstrap* # enter bootstrap-key FIREWALL MODE
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value routed
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit
Firepower /ssa/logical-device/mgmt-bootstrap* # enter bootstrap-key-secret REGISTRATION KEY
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # set value

Value: ziggy$tardust
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # exit
Firepower /ssa/logical-device/mgmt-bootstrap* # enter bootstrap-key-secret PASSWORD
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # set value

Value: $pidersfrommars
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key-secret* # exit
Firepower /ssa/logical-device/mgmt-bootstrap* # enter bootstrap-key FQDN
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value example.cisco.com
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit
Firepower /ssa/logical-device/mgmt-bootstrap* # enter bootstrap-key DNS SERVERS
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value 192.168.1.1
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit
Firepower /ssa/logical-device/mgmt-bootstrap* # enter bootstrap-key SEARCH DOMAINS
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # set value example.com
Firepower /ssa/logical-device/mgmt-bootstrap/bootstrap-key* # exit
Firepower /ssa/logical-device/mgmt-bootstrap* # enter ipv4 1 firepower
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ATvT8

ATvT9

ATy 710

Firepower /ssa/logical-device/mgmt-bootstrap/ipv4* # set gateway 10.0.0.1

Firepower /ssa/logical-device/mgmt-bootstrap/ipv4* # set ip 10.0.0.31 mask 255.255.255.0
Firepower /ssa/logical-device/mgmt-bootstrap/ipvid* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* # enter ipv4 2 firepower

Firepower /ssa/logical-device/mgmt-bootstrap/ipv4* # set gateway 10.0.0.1

Firepower /ssa/logical-device/mgmt-bootstrap/ipv4* # set ip 10.0.0.32 mask 255.255.255.0
Firepower /ssa/logical-device/mgmt-bootstrap/ipvd* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* # enter ipv4 3 firepower

Firepower /ssa/logical-device/mgmt-bootstrap/ipv4* # set gateway 10.0.0.1

Firepower /ssa/logical-device/mgmt-bootstrap/ipv4* # set ip 10.0.0.33 mask 255.255.255.0
Firepower /ssa/logical-device/mgmt-bootstrap/ipvid* # exit

Firepower /ssa/logical-device/mgmt-bootstrap* # exit

Firepower /ssa/logical-device* #

RE R LET,

commit-buffer

Yy—UiE, BELEY 7 b T RA—=VarEFyra—RL, TV r—var A AR
VAT = AT TREELEERA LA —T oA AREE T v aTHI LT, T A
A %E AL ET, showapp-instance =~ REEH LT, BEOAT —X 2 %R LET,
[Admin State (FEL{RHEE) ]7% [Enabled (5%h) ]C. [OperState] 23 [Online] DA, 77V r—
Var A AZAFFETTTHY, HEHTEDORBIZRSTHET,

1 -

Firepower /ssa/logical-device* # commit-buffer

Firepower /ssa/logical-device # exit

Firepower /ssa # show app-instance

App Name Identifier Slot ID Admin State Oper State Running Version Startup
Version Deploy Type Profile Name Cluster State Cluster Role

ftd clusterl 1 Enabled Online 7.3.0.49 7.3.0.49
Native In Cluster Data Node

ftd clusterl 2 Enabled Online 7.3.0.49 7.3.0.49
Native In Cluster Control Node

ftd clusterl 3 Disabled Not Available 7.3.0.49
Native Not Applicable None

7 ARIZHDOY v —FBINT AT, TOFIEEZEY IR LFETH, FHA D chassis-id,
HOBEHIPT FL A, BIOELWSite-idEaRETHAIMLENH Y 7, £ 9 TRWEGAITWE S
DY —vTCRIUEREEFEHLET,

AHE—T 2 A AL T A FX2b—alrPH LNy —T ERIUTHDII 2R LET,
FXOS v % —YBELZ T IV AR—IBIOAVFR—FL, 2O A2 EKFHITTHLENT
xFT,

EHIP T KL A%4EH L T, Management Center (ZHfilffl== > N &ML ET,

T_RCOHY 7 AKX = X, Management Center (Z:BIIT D HIZ, FXOS TIER 72EX D7
TAZNIFEL TWDILERH D £7,

Management Center 287 — & = ;% HE)ITHRH L 7,
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scope eth-uplink
scope fabric a
enter port-channel 1
set port-type data
enable
create member-port
exit
create member-port
exit
exit
enter port-channel 2
set port-type data
enable
create member-port
exit
create member-port
exit
exit
enter port-channel 3

set port-type firepower-eventing

enable
create member-port
exit
create member-port
exit
exit
enter port-channel 4
set port-type mgmt
enable
create member-port
exit
enter member-port E
exit
exit
enter port-channel 48

set port-type clust
enable
enter member-port E
exit
exit
exit
exit

commit-buffer

Scope ssa

enter logical-device FTD1 ftd "1,2,3" clustered

enter cluster-bootstr
set chassis-id 1
set key cluster key
set mode spanned-et
set service-type ft
exit

enter mgmt-bootstrap

enter bootstrap-key FIREPOWER MANAGER IP

set value 10.0.0.
exit

enter bootstrap-key FIREWALL MODE

set value transpa
exit

enter bootstrap-key-secret REGISTRATION KEY

Ethernetl/1

Ethernetl/2

Ethernetl/3

Ethernetl/4

Ethernetl/5

Ethernetl/6

Ethernet2/1

thernet2/2

er

thernet2/3

ap

herchannel
d-cluster

ftd

100

rent
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set value
Value: alladinsane
exit
enter bootstrap-key-secret PASSWORD
set value
Value: widthofacircle
exit
enter bootstrap-key FQDN
set value ftd.cisco.com
exit
enter bootstrap-key DNS_SERVERS
set value 192.168.1.1
exit
enter bootstrap-key SEARCH_ DOMAINS
set value search.com
exit
enter ipv4 1 firepower
set gateway 10.0.0.1
set ip 10.0.0.31 mask 255.255.255.0
exit
enter ipv4 2 firepower
set gateway 10.0.0.1
set ip 10.0.0.32 mask 255.255.255.0
exit
enter ipv4 3 firepower
set gateway 10.0.0.1
set ip 10.0.0.33 mask 255.255.255.0
exit
exit
exit
scope app ftd 6.0.0.837
accept-license-agreement
set-default
exit
commit-buffer

VXY — 2

scope eth-uplink
scope fabric a
enter port-channel 1
set port-type data
enable
create member-port Ethernetl/1
exit
create member-port Ethernetl/2
exit
exit
enter port-channel 2
set port-type data
enable
create member-port Ethernetl/3
exit
create member-port Ethernetl/4
exit
exit
enter port-channel 3
set port-type firepower-eventing
enable
create member-port Ethernetl/5
exit
create member-port Ethernetl/6
exit
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exit
enter port-channel 4
set port-type mgmt
enable
create member-port Ethernet2/1
exit
enter member-port Ethernet2/2
exit
exit
enter port-channel 48
set port-type cluster
enable
enter member-port Ethernet2/3
exit
exit
exit
exit
commit-buffer

scope ssa
enter logical-device FTD1 ftd "1,2,3" clustered
enter cluster-bootstrap
set chassis-id 2
set key cluster key
set mode spanned-etherchannel
set service-type ftd-cluster
exit
enter mgmt-bootstrap ftd
enter bootstrap-key FIREPOWER MANAGER IP
set value 10.0.0.100
exit
enter bootstrap-key FIREWALL MODE
set value transparent
exit
enter bootstrap-key-secret REGISTRATION KEY
set value
Value: alladinsane
exit
enter bootstrap-key-secret PASSWORD
set value
Value: widthofacircle
exit
enter bootstrap-key FQDN
set value ftd.cisco.com
exit
enter bootstrap-key DNS_ SERVERS
set value 192.168.1.1
exit
enter bootstrap-key SEARCH DOMAINS
set value search.com
exit
enter ipv4 1 firepower
set gateway 10.0.0.1
set ip 10.0.0.31 mask 255.255.255.0
exit
enter ipv4 2 firepower
set gateway 10.0.0.1
set ip 10.0.0.32 mask 255.255.255.0
exit
enter ipv4 3 firepower
set gateway 10.0.0.1
set ip 10.0.0.33 mask 255.255.255.0
exit
exit
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exit

scope app ftd 6.0.0.837
set-default
accept-license-agreement
exit

commit-buffer

RILFAVRBR VR S REY) VT 0OH

scope eth-uplink
scope fabric a
enter port-channel 1
set port-type data
enable
create member-port Ethernetl/1
exit
create member-port Ethernetl/2
exit
exit
enter port-channel 2
set port-type data
enable
create member-port Ethernetl/3
exit
create member-port Ethernetl/4
exit
exit
enter interface Ethernetl/8
set port-type mgmt
enable
exit
enter port-channel 48
set port-type cluster
enable
enter member-port Ethernet2/3
exit
enter subinterface 100
set vlan 100
set port-type cluster
exit
exit
exit
commit-buffer

scope ssa
scope slot 1
enter app-instance ftd FTD1
set deploy-type container
set resource-profile-name medium
set startup-version 6.6.0
exit
exit
scope slot 2
enter app-instance ftd FTD1
set deploy-type container
set resource-profile-name medium
set startup-version 6.6.0
exit
exit
enter app-instance ftd FTD1
set deploy-type container
set resource-profile-name medium
set startup-version 6.6.0
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exit
exit
enter logical-device FTD1 ftd "1,2,3" clustered
enter cluster-bootstrap
set chassis-id 1
set key cluster key
set mode spanned-etherchannel
set service-type ftd-cluster
exit
enter mgmt-bootstrap ftd
enter bootstrap-key FIREPOWER MANAGER IP
set value 10.0.0.100
exit
enter bootstrap-key FIREWALL MODE
set value transparent
exit
enter bootstrap-key-secret REGISTRATION KEY
set value
Value: alladinsane
exit
enter bootstrap-key-secret PASSWORD
set value
Value: widthofacircle
exit
enter bootstrap-key FQDN
set value ftd.cisco.com
exit
enter bootstrap-key DNS_ SERVERS
set value 192.168.1.1
exit
enter bootstrap-key SEARCH DOMAINS
set value search.com
exit
enter ipv4 1 firepower
set gateway 10.0.0.1
set ip 10.0.0.31 mask 255.255.255.0
exit
enter ipv4 2 firepower
set gateway 10.0.0.1
set ip 10.0.0.32 mask 255.255.255.0
exit
enter ipv4 3 firepower
set gateway 10.0.0.1
set ip 10.0.0.33 mask 255.255.255.0
exit
enter bootstrap-key PERMIT EXPERT MODE
set value yes
exit
exit
exit
scope app ftd 6.6.0
accept-license-agreement
exit
commit-buffer

VY —T 2

scope eth-uplink
scope fabric a
enter port-channel 1
set port-type data
enable
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create member-port Ethernetl/1
exit
create member-port Ethernetl/2
exit
exit
enter port-channel 2
set port-type data
enable
create member-port Ethernetl/3
exit
create member-port Ethernetl/4
exit
exit
enter interface Ethernetl/8
set port-type mgmt
enable
exit
enter port-channel 48
set port-type cluster
enable
enter member-port Ethernet2/3
exit
enter subinterface 100
set vlan 100
set port-type cluster
exit
exit
exit
commit-buffer

scope ssa
scope slot 1
enter app-instance ftd FTD1
set deploy-type container
set resource-profile-name medium
set startup-version 6.6.0
exit
exit
scope slot 2
enter app-instance ftd FTD1
set deploy-type container
set resource-profile-name medium
set startup-version 6.6.0
exit
exit
enter app-instance ftd FTD1
set deploy-type container
set resource-profile-name medium
set startup-version 6.6.0
exit
exit
enter logical-device FTD1 ftd "1,2,3" clustered
enter cluster-bootstrap
set chassis-id 2
set key cluster key
set mode spanned-etherchannel
set service-type ftd-cluster
exit
enter mgmt-bootstrap ftd
enter bootstrap-key FIREPOWER MANAGER IP
set value 10.0.0.100
exit
enter bootstrap-key FIREWALL MODE
set value transparent
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exit
enter bootstrap-key-secret REGISTRATION KEY
set value
Value: alladinsane
exit
enter bootstrap-key-secret PASSWORD
set value
Value: widthofacircle
exit
enter bootstrap-key FQDN
set value ftd.cisco.com
exit
enter bootstrap-key DNS_SERVERS
set value 192.168.1.1
exit
enter bootstrap-key SEARCH_DOMAINS
set value search.com
exit
enter ipv4 1 firepower
set gateway 10.0.0.1
set ip 10.0.0.31 mask 255.255.255.0
exit
enter ipv4 2 firepower
set gateway 10.0.0.1
set ip 10.0.0.32 mask 255.255.255.0
exit
enter ipv4 3 firepower
set gateway 10.0.0.1
set ip 10.0.0.33 mask 255.255.255.0
exit
enter bootstrap-key PERMIT EXPERT MODE
set value yes
exit
exit
exit
scope app ftd 6.6.0
accept-license-agreement
exit
commit-buffer

P2 RE/—KDEM

BEAED Y 7 AZNO BEIxET D5 7 7 A% ) — REBME IR L £, FXOS ITH
LW F AKX ) — R&EIBINT % &, ManagementCenter (2 KV / — RAHEITENES L ET,

N

GE) Zo7ar—UxIlBIFH5FXOSOFIAZ, HrLW vy —vOBMOREHINET, 77
AB Y TR TITAT 2 > TS Firepower 9300 [IZH LWEY = — /L& BINT 5546, €
Va—/VIHBMISEIN SN ET,

1R BHHIIZ

o & X% 551X, Management Center 25 (N7 T A% /) — REHIRT HLERH D £
T, LW/ — RIZEEH#2 % L, Management Center EOH LT /A AL BRI NE
‘a‘o
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. Radware DefensePro M z% &

A UB—T oA ADERTEX. FLO ¥ —L TOREELF L THLILENH Y £3, FXOS
VY —VBREET I AR IFBIUOA UAR—F L, 2O RERBICTAHIENTE
i‘g—o

FIE

BIDT ¥ — % 7 5 AKIZEIMT AI213%. Threat Defense 7 7 A % OERL (332 ~<—) OF
EAZ# VIR LET RORELZEHEOLDE L THETAVLEOHASEELXREEST, £9 T
RWEAITIE, MFDOY vy —VICRECHFREEFEHALET) ,

« ¥ —3 1D (Chassis ID)

cEHHIP T RLR

Flo, AZ— KT oI NRN=Va &y TFAY ) — RTEBYEETHONRN—V g SIREL T
él/\o

=JL ==

Radware DefensePro D :xE

Cisco Firepower 4100/9300 > v — 1%, H—7 L — R CHEHEDOI—E R (77 AT 74—/,
P—=RRX=F7 4 DDDoS 7 SV r—aripl) #hR—FTEES, ZhoD7 7Y r—
varih—vRiFE, V73T =X F—rEEHRLET,

Radware DefensePro [ZTDULVT

AV R—FENTWEY—ER Fxz—r a7 Fal— g 0T, — =5 8l
@ Radware DefensePro AR ~7' T v b7 4 —Lb% ASA 7 7 A 7T U —/VOFRI, F721E BEIC
S 505 OFRITFEAITTDHEIICA A h—/LT& E£F, Radware DefensePro (%, Firepower
4100/9300 > v — NIy EA Y — B 25 (DDoS) DO & ARFIEEE 2 2195 KVM ~<— =%
DRI T T~ N7 4 — L TT, Firepower4100/9300 > v — 3 TH—EAF = — U BNF N2 5
EL XY NT—=I D NT T 4y ZITEER ASA ETFXEBBUCKTT D05 77 A4 7 U+ —
JVIZEIZET D EIIC DefensePro (AR 7T » b 7 4 — A ZBIRT HLENH Y £7°,

)

GE) » Radware DefensePro (A0~ 7 v ;7 +— A, RadwarevDP ({i4f DefensePro) . F 721t
VTWVIZVDP EREENA Z ERH D FT,

o Radware DefensePro K48 77 v h 7+ —2ALiF, Vo7 FTalL—Z LEINsZ&8H0 F
.ﬁ‘o

. Cisco Secure FXOS Firepower 4100/9300213CLI 3> 7 s ¥aL—2a > A4 K



| #mEFNR
Radware DefensePro DRI 544 .

Radware DefensePro M RijIZ 54

Radware DefensePro % Firepower 4100/9300 3 ¥ — I/ IZE AT A HEIIZ, etc/lUTC XA LY —2 T
NTP H—/ 3% 9% & 5 |Z Firepower4100/9300 * % — > Z 4Rk 9~ 5 3 &V £3°, Firepower
4100/9300 > v — > D B AT & RZI DOFE DTN DN TIL, HEFORE (1333—) &ML
TSN,

H—ERXFIz—2DHA M4

ETIL

+ ASA : Radware DefensePro (VDP) 7’7 v h 7 — A%, IROET /LD ASA THHR—F &
NTHET,

* Firepower 9300
* Firepower 4110
* Firepower 4115
* Firepower 4120
* Firepower 4125
* Firepower 4140
* Firepower 4145
* Firepower 4150
» Threat Defense : Radware DefensePro 77 v ~ 7+ — A&, IRDET VO IR 5
i T R—bFIhTWES,
* Firepower 9300

* Firepower 4110 : G 7 /A A LRRFICT 2 L— 2 B8 AT HLERNH Y £9, T3
A AT TITIRELT NA APRESNIZER T, T7aL—F e A= T5Z L1
T&EHA,

* Firepower 4112
* Firepower 4115

* Firepower 4120 : GaBl7 /3 A A L[RIFFCT 2 L =X ZH AT OMENH Y 3, T2
A AT TITREET NA ARBESNIEL T, TaAb—F &2 VA=A T 5T L
TEEEA,

* Firepower 4125
* Firepower 4140
* Firepower 4145
* Firepower 4150
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. 22 F7OVDHET/NA X TO Radware DefensePro D& E

ZOMDHA FS 4 >

=R F =, VYV TAZ 2T 4 F a2 — g TEAR—FENT
WEH A, 7272 L. RadwareDefensePro (vDP) 77U — g id, ¥ —T NI T RAHZ
FVADAZ R TRy AT 4 Fab— g SCEATEET,

2B RF7OVNDHET/INA X TO Radware DefensePro D% E

AL KT v ASA FTLEBBUSK T D Ui 7 /S A ADHNZH S H— DY —E AT =—
\Z Radware DefensePro & A > A h— L3 AZ1%, RO FNEIZHEVET,

48 HHEIIZ

* VDP A A— % Cisco.com > H & 7> 12— K LT (Cisco.comMHDA A—V DX T a—
B (718 %—%) #%MB) . ZDA A—I% Firepower 410009300 + ¥ — N2 Zm— |
L7 (Firepower 4100/9300 > ¥ — ~DFHET NA AD Y 7 N7 =7 A A=V DHXY
rar—R (828—) 2BM)

« Radware DefensePro 7 7 U 7 —3 g UE. v —S NI TRAEIDAE v K7 o U HERRKTE
ATEXET, V% —TWNTZFAZY 2O TE, vy —3YIWNZ 5 2K O Radware
DefensePro M&E (359 X—) &ML T &V,

FIE

ATvT1 VDP CHIOEEA VX —T = A AT L5EIE, WA X —T = ADFKE (231 X—
D) W TA LV H—T oA AEHHIL, TOXA TR mgmt 12725 L HICRELTLEE
W, HOWE, TV v a VEEA, U —T oA A IAETEET,

RTFvT2 AFZURTBUHRETASA 3 BB T 205 T A A2 ERLET (RZ U T
2 ASA OBHN (279 _X—°)  F 721X Management Center D A ¥ > K7 & > Threat Defense
BN (285 =X—) &&M) . Firepower 4110 £721X4120 8 X =2 VT 4 77T A T 2 AIZA
A=k A VA M= ATHEEIR, REEZ Iy NTHHENS, vDP & FEUTxTT D A
A=V ELEHIA VANV THMERD D Z EITEELTIEEN,

ATFvT3 EXaVT7 4 h—vRE—FRERBLET,

Firepower# scope ssa
ATv 74 Radware vVDP A > A X A Z{ER L £7°,
Firepower /ssa # scope slot dot_id
Firepower /ssa/slot # create app-instance vdp logical_device identifier
Firepower /ssa/slot/app-instance* # exit
Firepower /ssa/slot* # exit
ATv7TS REEZIIv FLET,

commit-buffer
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ATvT6

ATy T1

ATvT8

ARV R70OVDHmET/INA X TO Radware DefensePro D& E .

X2V T 4 EVa— VO VDP DFEE TR Y a = T EERLET,
Firepower /ssa # show app-instance

&1

Firepower /ssa # show app-instance

App Name Slot ID Admin State Oper State Running Version Startup Version Cluster
State Cluster Role

ftd 1 Enabled Online 6.2.1.62 6.2.1.62 Not

Applicable None

vdp 1 Disabled Installing 8.10.01.16-5 Not

Applicable None

(F7vary) PR—FSNTODLFIHARERY V=R T 07 7 A NV ZeRKRT 520
Firepower /ssa/app # show resource-profile system

1

Firepower /ssa # show resource-profile system
Profile Name App Name App Version Is In Use Security Model
Count RAM Size (MB) Default Profile Profile Type Description

CPU Logical Core

DEFAULT-4110-RESOURCE
vdp 8.13.01.09-2 No
4 16384 Yes System
DEFAULT-RESOURCE vdp 8.13.01.09-2 No FPRY9K-SM-56, FPRO9K-SM-44,
FPROK-SM-36, FPROK-SM-24, FPR4K-SM-44, FPR4K-SM-36, FPR4K-SM-24

FPR4K-SM-12

6 24576 Yes System
VDP-10-CORES vdp 8.13.01.09-2 No FPR9K-SM-56, FPRY9K-SM-44,
FPROK-SM-36, FPROK-SM-24, FPR4K-SM-44, FPR4K-SM-36, FPR4K-SM-24

10 40960 No System
VDP-2-CORES vdp 8.13.01.09-2 No all
2 8192 No System
VDP-4-CORES vdp 8.13.01.09-2 No all
4 16384 No System
VDP-8-CORES vdp 8.13.01.09-2 No FPR9K-SM-56, FPRY9K-SM-44,

FPROK-SM-36, FPROK-SM-24, FPR4K-SM-44, FPR4K-SM-36, FPR4K-SM-24

8 32768 No System

(A7 ar) BIOFEOHEMAER T 7 7 A VD102 LT, VY —2ATFa7r AL
ERELET,
a) #iHEZAT Y M1ITLET :
Firepower /ssa*# scope slot 1
b) DefensePro 77V r—a v f VAR AEATILET,
Firepower /ssa/slot* # enter app-instance vdp
) VY—ATuT7ryANVERELET,

Firepower /ssa/slot/app-instance* # set resource-profile-name resource _profile_name

d ®EZaIv FLET,
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ATvT9

ATy 710

ATy 7N

ATvT12

ATv 713

ATy 714

ATy 715

Firepower /ssa/slot/app-instance* # commit-buffer

VDP 7 7V r—a U BA VA M= ENTE6, BT AL AT 72 ALET,

Firepower /ssa # scope logical-device device_name

VDPIZEHA v X —T =2 A A%EIN Y TET, RET NS ZXOLDO LR UMHEA ¥ —T = A
AHREHTAHZ L, MOA v X —T oA ZAEFEHTH L L TEET,

Firepower /ssa/logical-device # enter external-port-link name interface_id vdp

Firepower /ssa/logical-device/external-port-link* # exit

VDP DA E A L —T = f AREELRELET,
Q) T hANT T ATV NEERLET,

Firepower /ssa/logical-device* # create mgmt-bootstrap vdp
b) HFEHIPT FLAZRELET,

Firepower /ssa/logical-device/mgmt-bootstrap* #create ipv4 slot_id default
o) F—bU=A T RLAZFRELET,

Firepower /ssa/logical-device/mgmt-bootstrap/ipv4* #set gateway gateway address
d) IP7T RLRLSRITEZRELET,

Firepower /ssa/logical-device/mgmt-bootstrap/ipv4* #set ip ip_address mask network_mask
e) BWHIPHREATI—TEKTLET,

Firepower /ssa/logical-device/mgmt-bootstrap/ipv4* #exit
f) BEHT—FALT vy TREAT—TE2KTLET,

Firepower /ssa/logical-device/mgmt-bootstrap* #exit

ASA E 71T BB T 5 7 r— DRI vDP A BET 27 — 4 AV F—T = A ARtk
LE7,

Firepower /ssa/logical-device* # scope external-port-link name
show external-port-link =~ RZ AN LT, £ X —T oA A4 EFRLET,
FRERT A AZ VDP 2B L £,

Firepower /ssa/logical-device/external-port-link* # set decorator vdp
VDP T 24 v 2 —T7 = A AT LIZFIEE#HVIRLET,
GE) HH SN2 VDP A H—T = A A% ASA TERT BITIEL, vDPA VX —T = A A
ZBIMETITHIBR LIZZICASA Z Y n— RTH0ERH Y £,
REZAI Y FLET,
commit-buffer

Y—=RKR=FT DT TV = a P Z =T 2 A RAIRESNTNDHZ L 2R LET,
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Firepower /ssa/logical-device/external-port-link* # show detail

&1

Firepower /ssa/logical-device/external-port-link # show detail

External-Port Link:
Name: Ethernetll ftd
Port or Port Channel Name: Ethernetl/1
App Name: ftd
Description:
Link Decorator: vdp

RDBRY

DefensePro 7 7' U 77— a VDN AT— RERELET, NATV—RERETLHETIE, 77
UVr—2a A3dr T4 2R BRN 2 EICER LTI ZE W, MOV T, cisco.com
WHE ST\ 5 [Radware DefensePro DDoS Mitigation User Guidel] ZZ ML T 72 &0,

v — N9 S5 R4 D Radware DefensePro 0% E
Y

GE) H—rRFz—2iF, V¥—IHNITFTRAZ a7 4 X2 — g T R—FENTHE
A, 7272 L. RadwareDefensePro 7 7' U r—> g U id, v —Y NI TAX F U ADAHF
VRT7mry a7 4 F¥al— g CEBATEET,

4a & SRS

* vVDP A A — % Ciscocom > H X 72— R LT (CiscocomMNHDA A=V DX T a—
K (78 X—2) &) | £DA A—T% Firepower 4100/9300 ¥ ¥ — NI X 7 a— R
L £ (Firepower 4100/9300 > ¥ —3 ~DiHEET NNA AD Y 7 "I =2T A A=V DH D
va—FK (824—Y) 2BM)

FIE

ATYF1 VDP CHIOEHA VX —T oA AT H561F, MEA VX —T oA AORE (231 3—
D) W TA A =T oA ZAEHNIL, ZOXA TR mgmt 12785 LHICRELTLES
VW, HAEWI. TS —a VBB X —T oA AE G TEXET,

ATV T2 ASAT ¥ —IWNZTFAEZ (ASA 7 T AZDOER (322 =2—) &) | F7-13 BEloxtd
LA v —3 Y T A% (Threat Defense 7 7 A% OERL (332 X—3) #5R) R EL
7,

ATFwF3 A (T4 T MA) R— k% Radware DefensePro T5 = L— k L £,

enter external-port-link name interface_name { asa | ftd }
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ATvT4

ATvTh

ATvT6

ATy T17

& I decorator vdp

& > | description

exit

FRERT N ZDHNBE B AR — M EFID M TET,
enter external-port-link { mgmt_asa | mgmt_ftd } interface id{ asa| ftd }

& v b decorator

& > | description

exit

DefensePro DA EBE R — M 2E| Y B TE

enter external-port-link mgmt_vdp interface name{ asa | ftd }

& > b decorator

& | description

HEF AR

(F7vay) ¥YR—FESNTWDFHARER Y VY —RA T a7 7 A VEFRTDHITIL :

show resource-profile system

51

Firepower /ssa # show resource-profile system

Profile Name

Count RAM Size (MB)

App Name

App Version

Is In Use
Default Profile Profile Type Description

Security Model

CPU Logical Core

DEFAULT-4110-RESOURCE

vdp
4 16384 Yes
DEFAULT-RESOURCE vdp

FPROK-SM-36, FPROK-SM-24,
6 24576 Yes

VDP-10-CORES vdp

FPROK-SM-36, FPROK-SM-24,

10 40960 No
VDP-2-CORES vdp
2 8192 No
VDP-4-CORES vdp
4 16384 No

VDP-8-CORES
FPROK-SM-36,

vdp
FPROK-SM-24,

8 32768 No

8.13.01.09-2 No
System
8.13.01.09-2 No
FPR4K-SM-44, FPR4K-SM-36,

System
8.13.01.09-2 No
FPR4K-SM-44, FPR4K-SM-36,

System
8.13.01.09-2 No
System
8.13.01.09-2 No
System
8.13.01.09-2 No
FPR4K-SM-44, FPR4K-SM-36,

System

FPR4K-SM-12
FPROK-SM-56,

FPR4K-SM-24

FPROK-SM-56,

FPR4K-SM-24

all

all

FPROK-SM-56,
FPR4K-SM-24

FPROK-SM-44,

FPROK-SM-44,

FPROK-SM-44,

(F7Fvay) HIOFIEOFEHGER e 7 7 A NVD1DEFHLT, VY —AT7r77 AL

ERELET,
G¥)

a) #AAEZ ATy F1ICLET
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Firepower /ssa*# scope slot 1
b) DefensePro 7 7V r—>a s AV AX L A2 NS LET,

Firepower /ssa/slot* # enter app-instance vdp
o) VY—ATmaT7rANVERELET,

Firepower /ssa/slot/app-instance* # set resource-profile-name resource_profile_name
d) FEEZ2IYNLET,

Firepower /ssa/slot/app-instance* # commit-buffer

ARTYT8 ITAXF—FFyrLERELET,
enter external-port-link port-channel48 Port-channel48 { asa | ftd }

& > b decorator

& > I description
exit
ATwv 79  DefensePro D3 DDTRTDA VAL ADEHRT — b AT v FEFRELET,
enter mgmt-bootstrap vdp
enter ipv4 slot_id default
set gateway gateway address
set ip ip_address mask network mask
exit

1 -

enter mgmt-bootstrap vdp
enter ipv4 1 default
set gateway 172.16.0.1
set ip 172.16.4.219 mask 255.255.0.0
exit
enter ipv4 2 default
set gateway 172.16.0.1
set ip 172.16.4.220 mask 255.255.0.0
exit
enter ipv4 3 default
set gateway 172.16.0.1

set ip 172.16.4.221 mask 255.255.0.0
exit

ATy TN FHIT— AN v TRERMAEZK T LET,
exit

ATy TN HEI7 L — R T DefensePro 7 7V 7 —>a v A VAZ U AEATILET,
connect module slot console

connect vdp
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. v —L RS S5 X452 D Radware DefensePro MDE%E

AT T12

ATy 713

ATy 714

ATy 715

ATv 716

ATV T

ATy 718

ATv 719

HE 7 L — KT, BHEHIP Z&ELET,

device clustering management-channel ip

AIOAT v 7 CHERLEZIP Z#EHA LT, P 2% ELET,

device clustering master set management-channel ip

77 AL EAMELET,

device clustering state set enable

TV =gy ary)—LEEKTLTFX0SEYa2—/LCLIIZED £9°,
Ctrl ]
25 w710, 12, 13, 14 Z#H0IELTAT v 7 1l THALEZFHE T L—FOIP T FL 2%
HEL, BT VL—RT7FVr—ar AV AF AR LTI TAZ /ML £T,
BEEZAI v FLET,
commit-buffer
GF) ZOFNEEFET L6, DefenseProf VAKX U ANT T AZIZHEINTWNDENEY
IMEERT DLEND Y F7,
DefensePro 7 7V 77— a VDT RXRTNIZ T AZIZSHIM L TWAZ L H2ERLET,
device cluster show
UIFOWT D 5T, lprimary] & [secondary] @ DefensePro A A ¥ L AN ELTH
LHnhER L ET,

a) DefensePro A > A X  AD#iPH A F§E L, DefensePro D7 7'V r—3 a vV EMEDH % F£oR
LET,

scope ssa
scope slot slot_number
scope app-instance vdp
show app-attri

b) Ay FO#HPHEZFEE L. DefensePro £ » AX L ZADFMAFR R LET, 207 Fa—F
TiX, Avy b EOFRET ANA AL VDP W TOT 7V r—a v f VAR AFERPE
RENET,

SCope ssa

scope slot_number

show app-instance Z¢:l & & BH

DefensePro 7 7V r—a UNA LT A4 o TH Y T AZLENTWARWEAIL, CLIICKRD &
INCFREINFET,
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App Attribute:
App Attribute Key: cluster-role
Value: unknown

Z @ Tunknown| ENFERINT-HEEIE. vDP 7 T 2 X 2{EEKT 57212, DefensePro 7 7V
=2 arvEANLTHIZ L—ROIP T RLRAEZRETHLENDH Y £,

DefensePro 7 7’V r— a VAL T A4 T T AFENTWAEEAIL, CLIIZKRD L 91T
FrEINFET,

App Attribute:
App Attribute Key: cluster-role
Value: primary/secondary

1

scope ssa
enter logical-device 1ld asa "1,2,3" clustered
enter cluster-bootstrap
set chassis-id 1
set ipv4 gateway 172.16.0.1
set ipv4 pool 172.16.4.216 172.16.4.218
set ipv6 gateway 2010::2
set ipv6 pool 2010::21 2010::26
set key secret
set mode spanned-etherchannel
set name cisco
set virtual ipv4 172.16.4.222 mask 255.255.0.0
set virtual ipv6 2010::134 prefix-length 64
exit
enter external-port-link Ethernetl-2 Ethernetl/2 asa
set decorator vdp
set description ""
exit
enter external-port-link Ethernetl-3 asa Ethernetl/3 asa
set decorator ""
set description
exit
enter external-port-link mgmt asa Ethernetl/l asa
set decorator ""
set description
exit
enter external-port-link mgmt vdp Ethernetl/l vdp
set decorator ""
set description
exit
enter external-port-link port-channeld48 Port-channel48 asa
set decorator ""
set description
exit
enter mgmt-bootstrap vdp
enter ipv4 1 default
set gateway 172.16.0.1
set ip 172.16.4.219 mask 255.255.0.0
exit

wn
wn
wn

wn

enter ipv4 2 default

set gateway 172.16.0.1

set ip 172.16.4.220 mask 255.255.0.0
exit
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&

ATy T2

ATvT3

HEF AR

UDP/TCP — kDA — 7> & vDP Web 4 — E R DAL

enter ipv4 3 default
set gateway 172.16.0.1
set ip 172.16.4.221 mask 255.255.0.0
exit
exit
commit-buffer
scope ssa
scope slot 1
scope app-instance vdp
show app-attri
App Attribute:
App Attribute Key: cluster-role
Value: unknown

RDEZRY

DefensePro 7 7' U 77— a VDO/RAT—REFRELET, WAU—REHRETDHETIE. 77
Vor—a it o4 02602 EIZEB LT EEV, 3z DWW TiE, cisco.com
WICHE & T35 [Radware DefensePro DDoS Mitigation User Guidel] % & L T< 72 &0,

fDA—T 2 & vDP Web H—E XD EME

Radware APSolute Vision Manager f > % —7 = A AlL, X F X E/2 UDP/TCP AR— hZEH LT
Radware vVDP O 7 7'V r— a2 o Ei@fE LE T, vDP O 7 7' U r—/ 2 > 7% APSolute Vision
Manager L BET D7D, TNOHDR— BT 7 EARETHY 77 A4 T V4 —MIE-T
Tyl IRRNZ EEMEELET, AT T AREDR— FOFEMIZ OV T, APSolute
Vision = —% A RORDEESH LTI ZI0,

* Ports for APSolute Vision Server-WBM Communication and Operating System
« Communication Ports for APSolute Vision Server with Radware Devices

Radware APSolute Vision T FXOS > v — YNIZHELE X5 Virtual DefensePro 7 7'V 77— 3
ZEET 572012, FXOS CLI Zf£/f L C vDP Web —E 2R &2 H T HLENH Y £9°,

FIE

FXOSCLI 725, vVDP DT IV r—va v 4 VAZ L AZEER LET,
connect module slot console

connect vdp

vDP Web % — b 2 2 H%1Mb L £,

manage secure-web status set enable

VvVDP 7 U r—varday—Lu#T7T L TFX0S €Y a2—/L CLIWCREY £,
Ctrl ]
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TISESIE7 V€5 L—> 3 VORE

WO RE Y7 TIETLS B EALT 78T L—2a > ZFEJr LET, F72. Management Center %
FEHLT, ZOBREEZANCT D HERCAT —F AERRTDHHEZOWTHHLET,

WOFRIL, BT D BLOFXOS X—V 3 v EMER TSLIEEO~ v B0 7T,
A\

GE) Fﬂﬂ2ﬂéﬁmmznng7/77V~thEA Threat Defense 6.4 (% TLS 551k &
HHPEN 7202, FTD 6.4 TIIRE AL BEIBICEDIIC /20 /A,

Threat Defense FX0S Crypto

6.4 2.6 1>0arTFA L AZAD
FHDOYVR—hK (7x—X1)

6.4 2.7 IR NA

6.5 LIK% 2.7 LA BRKI6DaLFF AL AR
AZADYR—F (7=2—X2)

About TLSEES1L7 VS L—L 3>

Firepower 4100/9300 (% Transport Layer Security K5 517 7 &7 L —2a U &2 R—F L TWE
9, ZAUE, Transport Layer Security/Secure Sockets Layer (TLS/SSL) D551k & 5% ~—
R =27 TEITTHHOT, ZHC XV ROEHELZEIL £,

» TLS/SSL 5 5{bds L UME 51k
« VPN (TLS/SSL 3 X Ut IPsec #&e)
TLSHEBALT 78T L— g VIERA T 4 T A LV AX L ZATHEBIICEZNC R . BT 5
TEIITEERA, TISERALT 72T L —2 a2 132 T4 DU /B a— 2L
IZ %K 16 Threat Defense 2 > T F A V AZ VA TEHENMIT A &b TEET,
TISEES 795 L—2aVICET A4 K4 2 LHIREIER
BB RTT BB CTTLSKEBALT 72 F L— a3 v WWENI 2> T DIEETX. RO EIZHE
BLTLLEZEN,
IVOVUEEA VARG Y

A VARY vay VN EREERFT AL IICRESNTWVWT, f VAR g T
CUMTHETRIMLIEG ST, VU NHESSNAETTLS/SSL N7 7 4 v 7 i Ry
TENET,
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B rsesrre50—vavicle 44 KSq UL HBSBE

Z OEMEIT Bk BB 2~ R configure snort preserve-connection {enable | disable} (=
Ko THIEHENET,

HTTP DA DN T+ —I VR

NZ 7 4 w7 &Z1E B L72\) Threat Defense 2 7 A VA X A TTLS K ALT7 7 &7 L—
varv EEHTHE, NI RIIEEEEZDZENHY ET, TLS/SSL N T 7 1
7 T {553 % Threat Defense 2 > T F A L A X A TTLS Kb T 78T L — 3y OLAER
T 52 aBEIOLET,

Federal Information Processing Standards (FIPS)

TLSH 5L T 78T L—1 a v EERERAEEYE (FIPS) AW 5 & BN > TWBEGAE
X, ROFT > a OERFNPRIL £7,

o YA XH32048 /XA FAT D RSA F—

* Rivest i 77 4 (RC4)

« BT — XIS LR NERRS (Bl DES)

« Merkle-Damgard 5 (MD5)

* SSL v3
X2 VT ¢ REEILE — R CEIET 5 X 512 Management Center & B3 5P 5%
ETDHE, FIPS DAY £F, ZOF— FTHEL TWD & EITHER A7 51213,

Threat Defense 2 > 7 A U AX VA TTLSHERALT 78T L—a > T 50, LD
X T RA T a v ERATALIICWeb 7T U EHRELET

FEAICOWTIR, EZBR LT E I,

s AEL I TATUT,

SAHEME HA) &E035REYVY5

AN HA) 72037 722 {bE& N7 BBICKHT B0 N b DA%, BRI+ 55
ffl ZEICTLS KRk T 78T L —va sy ZAMITHILERHD £3, 1 DDOT /XA AD
TLSKEBALT 785 L—a U RkIT. HASXT £720137 T A OMOF S 2 & 13EF SN
FH A,

TS /N\—FE—F

—HRDT 7V r—3 3 U TlE, RFC6520 TEF STV 5 Transport Layer Security (TLS) 3 &
U\ Datagram Transport Layer Security (DTLS) 7'® h 2/LZxf L C, TLS/»— hE— | =7 27
YyaryMERENET, TLS — b E— ME, SN EIZANTH L 2 L 2R T 0 5%
BUELET, 77470 FERIIP =B ESINTAS MIOT—F ZEF L, IWEEIRT
EOITHFIZERLET, TP LT2GE1E, B b7 — 2Nk E S ET,

TLS K5 51T 7 &7 L—1 3 > DA 72 - Cu % Management Center (2 L > CTEH I LTV
D BT DM 23, TLS N—hE—F =7 27 v a VEERT L7y et L
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NSES7 €5 L—>avicBle a4 51 v espsm

B, BRI 280 (X SSLARY 2 —d [ ARAI DT 7 2 a - (Undecryptable Actions) ]
T [ 51tb=7 — (Decryption Errors) ] ? Management Center 3% & CRE SNI=T 7 v a &3
« 7 v (Block)
« Uty FLTT7m v (Block with reset)
TV = a PN TLS ~— FE— hEMEH L TWENE S D EMEZRET 512X, [ Firepower

Management Center #i%#7 4 KJ O TLS/SSL h 7 7y a—F 4 U 7 V— L OEEZZH L TL
720,

TLS K551t 7 7 & L—3 =2 > 28 Threat Defense 2 > 7 A A X A THGHIZ/e > TV D
A%, Management Center O v NV —27 347K Y 2»— (NAP) O [lgk/—FbE— MR (Max
Heartbeat Length) | ##%E 325 &, TLS /»— hE— F OB FIEZRETE £,

TLS /~— k B — F OFEMIZ DWW Ci, [ Firepower Management Center #5554 4 K ] @ TLS/SSL
NIV a—=T 4 T = VDEEZZRLTIIEEN,
TLS/SSLA—/"—HTRH 1y T3y

TLYSSL A — =% 727 U7 g bk, BEITxT 205 28 TLS/SSL b7 7 4 v 72k
DIBAERTIZ/2 > TWAIRRE T, B3t 5P © TLS/SSL A—_"—H%T 27 V7 g
PRRAETDHAREMENRH Y TN, TLSKEELT 78T L—ra v 23R — b2 &Rk
L COHRMBFIEEZRETEET,

TLSHEBALT 7 & T L—3 3 > WHZNZ 72> Ty 5 Management Center (2 L > TEEH I NS &
BT DB 3 A—/N—H TR T4 T INTGE, BEICKT A IC Lo TREEN
L3y FOPNE, SSLARY =D [E5 AW DT 7 9 > (Undecryptable Actions) ] 1Z&
% [/Nv R =A 7 =% — (Handshake Errors) | DFEEICHENE T,

« 77 ANNT 7 a s wiA&T % (Inherit default action)
* Do not decrypt
« 717 (Block)
« Uty hLT7r vy 7 (Block with reset)
SSL AR Y v —® [HH 5L AR DT 7 a2 > (Undecryptable Actions) ] D [/N> R¥ = A 7 =T —
(Handshake Errors) ] D% EDS [ 75 L 72\ (Do Not decrypt) | T, BhEfTIT N7 7 A

A=V R =BT T4y 7 ERET DL IICRESNTVDEEE, A AT
YaviMTbhEYT, BRI TbhEEA,

RKEDODF—NR—=HT 27 V72 g URREELTVWEHRAIL. ROFT T arRnNdb £,
« TLS/SSL DMULEREE ) A3\ Bk D54 (o7 v 77 L— KL ET,

«SSL ARV —%ZEW LT, BE0ELIAM 2 &< 720 F 7+~ 27 FIZ [Do Not Decrypt]
N— N EBILET,
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TLS A— =% T 227 ) F a v OFEMIHOWTIL, [ Firepower Management Center % 4 1
RJI OTLS/SSL RT7 TN a—TFT 4 7 V—NDOEEZZHRLTITEIN,
NYVITELVAUSA U8y TOHREIIHR— SN TUOEREA,

TLS BB LT 7T L—a vy DA > TWAEE, TLS/SSL h T 7 4 v 7133y 7
FLFA Y ITA L E Y THREDA L E—T 2 A ATIHEBETEXERTA,

AVTTFAVARZUVADTISEEIET V€S L—23 0 OFRE

Management Center 0 A % > K7 1 » Threat Defense MBI (285%—2) TSI TWad &
T, WPl RS RAERAT DL, TLSHE AT 7 &7 L—2a » BNEHBIRICAIC
DET,

TLS W5 EAbT 78T L —2a v $TR_RTDRAT 4 TA VAZ L ATHNTRY , BT 5H
ZEIFETEERA,

TISES7 725 L—Y3 DA T—3 ADERT

TORMNEY 7 TIE, TLSHEALT 78T L —2 a U BENCR S TWANE I N EFERT AT
EICOWTHBALET,

Management Center CIRDOVEREL FEITLE T,

FIE

AT 71 Management Center {212 74 > LE T,
ATY T2 [T/INA R (Devices) 1> [T/ 1 AEHE (Device Management) 1427V v 7 LET,
ATYT3 27V w7 LT, BEHMRT NA A EMmELET,

ATy T8 [T34 A (Device) | X—V%&27 Vw7 LET, TLSHELT 7T L —rar AT —H AR
[&f% (General) &7 v a VZERINET,

nHHE - {’r X@%IE

BT NA ZEHIBRLTIZD, ASAZ T UART LU R FE— RICEBR LD, /1 0¥ —T =
ARALT 4 Fab—aBZEBELLY ZOMDZ AT ZBAFOFRIT A A TEITT D
TEMNTEET,

T —30o0a2)—ILADERE

TV r—varoayy —MIERT A2, WOTFEEZFEHALET,
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ATy

ATy T2

ATvT3

7Ir—varoavy—n~nis |

FIE

ALY — VG E T2 Telnet #8f 2fEH LT, £¥ = —/L CLLIZHEERE L £77,
connect module slot_number {console | telnet}

BEOEX2) T f 2= NEYR—FLRWT XA, A0 X2 YT 4 =T T
5HIZi%, dot_number & LT 1&2MHLET,

Telnet ##5¢ & 9 2F501E, ©Y 2 — /VICRFHZEEO® v v 3 U ERE T, #E0dHEN
WL B2 & T,

% -

Firepower# connect module 1 console
Telnet escape character is '~'.
Trying 127.5.1.1...

Connected to 127.5.1.1.

Escape character is '~'.

CISCO Serial Over LAN:
Close Network Connection to Exit

Firepower-modulel>

TV r—varoary )=V IlH#Ei LET, T A0wYra~vr REANLET,
connect asa name
connect ftd name

connect vdp name
A VAL AR EFRT DR, AR T FEATILET,
i :

Firepower-modulel> connect asa asal

Connecting to asa(asal) console... hit Ctrl + A + D to return to bootCLI
[...]

asa>

i :

Firepower-modulel> connect ftd ftdl

Connecting to ftd(ftd-native) console... enter exit to return to bootCLI
[...]

>

TV r—vay ary =L E#ETLTFX0S €Y 2 —/L CLIIZBEE L7,
« ASA : Ctrl-a,d & A7 L £ 7,
» Threat Defense : lexit] & AL ET,
«vDP : Ctrl-],. £ AJ)
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B s 1 zour

RFw T8 FXOSCLI DA —NA HF LoYLIZEY £,
AVY—IILERTLET,
a) ~&AT)
Telnet 7 7"V r—3 a LI b £,
b) Telnet 7 7V r—3a V&K TT 5L, REATLET,

telnet>quit

Telnet vy a &8 TLET,
a) Ctrl-],. & AN

il

WIZ, BxX 2T 4 FPa2a—/L 1D ASAICEHRE L TH S, FXOS CLI DA — 331
LVIZR DBl 2R LET,

Firepower# connect module 1 console
Telnet escape character is '~'.
Trying 127.5.1.1...

Connected to 127.5.1.1.

Escape character is '~'.

CISCO Serial Over LAN:
Close Network Connection to Exit

Firepower-modulel>connect asa asal
asa> ~
telnet> quit

Connection closed.
Firepower#

BET /N ADHEIBF

FIE

ATV BXa2 V74 =R E—REHBLET,
Firepower# scope ssa

ATYT2 v —v LOWRIT A ZAOFHMERRLET,
Firepower /ssa # show logical-device

ATV T3 HIRTHmET A AZELIL, kOa~v s REALET,

Firepower /ssa # delete logical-device device_name
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ATvT4

Firepower /ssa # show app-instance

ATy TH

a) Firepower /ssa # scope slot slot_number
b) Firepower /ssa/slot # delete app-instance application_name
c) Firepower /ssa/slot # exit

ATvT6

REZMEE L ET,

commit-buffer

NS oWy gk AT A

1

Firepower# scope ssa
Firepower /ssa # show logical-device

Logical Device:

Name

Description Slot ID

B

AX AL

(= Ivy bLET,

s52481=v totik [

HIfrT 27 7V r—v a2z, koavwr REALET,

Operational State

BT S ANWZA VA M= L ENTWABT Y r—3 g VOFMEFRRLET,

Template Name

FTD

1’

2,3

Firepower /ssa # delete logical-device FTD
Firepower /ssa* # show app-instance

Application Name

Slot ID

Admin State

Startup Version Cluster Oper State

Clustered

Firepower
Firepower
Firepower
Firepower
Firepower
Firepower
Firepower
Firepower
Firepower
Firepower

1 Disabled

Not Applicable

2 Disabled

Not Applicable

3 Disabled

Not Applicable

/ssa* # scope slot
/ssa/slot # delete
/ssa/slot* # exit
/ssa* # scope slot
/ssa/slot # delete
/ssa/slot* # exit
/ssa* # scope slot
/ssa/slot # delete
/ssa/slot* # exit

1
app-instance ftd

2
app-instance ftd

3
app-instance ftd

/ssa* # commit-buffer

75RX5%2=y FOHIER

-
—
éo

Stopping
Offline

Not Available

6.0.0.837

6.0.0.837

T, 2=y MR TAENL IS, ERIEKERICHIBR T B FIEICOW T L £
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B /5x53-vromr

— BB 72 HIBR

Tz, N—RU =T ERERy NV DOEENFRKNT, 77 AFa=y NIV T AHZI)N
SHBIICHIBRS N E T, ZOHIBRIT, RMEMEESNLETORNRLDTHDLD, 7
FALIIHEBMTEET, $lo, FEITI/ IAZ Y 72BN TH LB TEET,

TS ANBIEY T A B RNITAFAET 5 D ileaB 3 H121E, Chassis Manager [#ii# 27 /31 A (Logical
Devices) ] —C, showcluster info =2~ K&FEHLCT U r—a v NDY T AHX R
TS AR LET,

ciscoasa# show cluster info
Clustering is not enabled

Management Center % £ f} L 7= Threat Defense "ClX, Management Center 7 /XA A U A MMZF /N
AREFRL, VITAZV T ERERNI LB TT X TOMELFA T L5127 508
NHY FET,

T IV =2 a T ITAZ) TG T 7Y r—2a U CLIZEM LT 7%
YT RN H 2 LN TE £9, cluster removeunithname =~ > R&Z AL T, 1
JA L TWba=y MNISADTRCO2=y FEYIRLET, 7T—F AT v o
74X a2lb—YaFEEIRT, flifl=y M bRBICAHESNTZar 7 4 ¥ 2 b—
VarbEDEEFTHLHDT, a7 4 X2l —valERbTIBETEDOL=y N EFH
EBNTEET, #lifla=y NIRRT A-DICF—Za=y hTCZDavwy R AL
TeHaiE. LWl =y FNRESNET,

TNAAMIET 7T 4 T bE, TRTDOT—H A H—T oA ANV ¥y M TS
NEd, EHERHA LA —T 2 ADBN ST T 4 v 7 B EZETEET, N T 7407
Tu—%HETLHE, FTAZV T ERERMCLET, BEHA VX —T oA AL,
FDa=y NINT—FARNT v TRENLZITEAST2IP 7 RUVAZEH L THl &k s
ERaE L R £, 725U, Yr—RLTha=y bRY FRINTELT /7 47 Tk
RVNE ., BEA X —T oA ATETRY T,

7 TALN T FERNIZT HIZIE. ASA T cluster group name % A7) L T2 5 enable
EANNLET, 7725V T H2HEANIT HITIE, Threat Defense T cluster enable %
AJTLET,

TV r—ay A AR ADEYE  FXOS CLI T, ROFIZSR LTI E 0,

Firepower-chassis# scope ssa

Firepower-chassis /ssa # scope slot 1

Firepower-chassis /ssa/slot # scope app-instance asa asal
Firepower-chassis /ssa/slot/app-instance # disable
Firepower-chassis /ssa/slot/app-instance* # commit-buffer
Firepower-chassis /ssa/slot/app-instance #

PEAZNCT 2I21E, KOFIHZFEITLET,

Firepower-chassis /ssa/slot/app-instance # enable
Firepower-chassis /ssa/slot/app-instance* # commit-buffer
Firepower-chassis /ssa/slot/app-instance #
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D EIFx

RET A REEA R TOENT FUr—vas 1oz 2w 20kE [

X2 VT 4 BV 2=/ VY DY v X 7 Chassis Manager @ [£F% = U 7 «
FY2—)L/T Y (Security Module/Engine) ] ~X—C, [EJiA 7 (Power Off) ] 7 A
arv%7 Vw7 LET, FXOSCLI T, ROFIZSRL T EIVY,

Firepower-chassis# scope service-profile server 1/1
Firepower-chassis /org/service-profile # power down soft-shut-down
Firepower-chassis /org/service-profile* # commit-buffer
Firepower-chassis /org/service-profile #

BIREHEAT HI0E, ROFIEEFTLET,

Firepower-chassis /org/service-profile # power up
Firepower-chassis /org/service-profile* # commit-buffer
Firepower-chassis /org/service-profile #

¥ — DY ¥ v hHF T Chassis Manager® [Hf%E (Overview) ] X—T T, [¥¥ ¥ b
7 (ShutDown) |7 A 2% 7 Y v 7 LET, FXOSCLI T, OB EZHH LT 72
éb\c

Firepower-chassis# scope chassis 1
Firepower-chassis /chassis # shutdown no-prompt

SEER AR
ROFIEEEN LT, 7T AF A NEFZRITHRTEET,

Management Center % f#i | L 7= Threat Defense D&, v v —TY T AX VU 72 Wiz Lz
4 = k% Management Center 7 /31 A U XA EMBHHIRL TS 7230,

SHLT S ZDOHIES : FXOS CLL T, (kOFIZHL T,

Firepower-chassis# scope ssa

Firepower-chassis /ssa # delete logical-device clusterl
Firepower-chassis /ssa* # commit-buffer
Firepower-chassis /ssa #

s —EANLDOT Y= FERITEF 2V T 4 BV 2= VDI = EANLT NS R
IRt 2881, KBHAN—RY 2T 275 ZAFZOHFLNA A= L TENMTXET,

WET N REERTONTWGEWT TN r—2 3 MV RE VR

BT NS ABHIBRT AL, FOMBT AL AT TV r—a VREDLHIBRT 500 5 R
SZNRNONET, 77V r—2a VREXZHIBRLRWES, TOT TV r—ya AV AX A
DHIBRSNADET, BT 7V r—ra 2L GREET A AZERTHZ LT TEFEH
No X2 VT 4 BV 22— WU D UMRERELT NA A LT TIZBE T HILTO WA,
TFVr—var A VAR AERIRT DO TOFIREZHEHTE £,
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FIE

RFYT1 EX2UF 4 —E R E— REBEHBLET,

Firepower# scope ssa

ATFYT2 A VA N—NWELT Y r—3a rOiFfMEFR R LET,

Firepower /ssa # show app-instance

ATY T3 HIBRTAT7T AU r—v g ZEi, Roavr RE A LET,
a) Firepower /ssa # scope slot slot_number
b) Firepower /ssa/slot # delete app-instance application_name
c) Firepower /ssa/slot # exit

ATy T8 BEEMELET,
commit-buffer

NV a vl AT AREIZaAIy FLET,

1

Firepower# scope ssa

Firepower /ssa* # show app-instance

Application Name Slot ID Admin State Operational State Running Version
Startup Version Cluster Oper State

ftd 1 Disabled Stopping 6.0.0.837
6.0.0.837 Not Applicable

ftd 2 Disabled Offline 6.0.0.837
6.0.0.837 Not Applicable

ftd 3 Disabled Not Available

6.0.0.837 Not Applicable

Firepower /ssa* # scope slot 1

Firepower /ssa/slot # delete app-instance ftd
Firepower /ssa/slot* # exit

Firepower /ssa* # scope slot 2

Firepower /ssa/slot # delete app-instance ftd
Firepower /ssa/slot* # exit

Firepower /ssa* # scope slot 3

Firepower /ssa/slot # delete app-instance ftd
Firepower /ssa/slot* # exit

Firepower /ssa* # commit-buffer

Threat Defense (R T /N1 ADA V3 —T 214 ADERE
BN DB FREET NA ATIE, A VX —T = A ADOFE Y TOHN0 B TFRRZ1TH =
ENTEET, £D%. Management Center & 721 Device Manager CTA > ¥ —7 = A AXKE %
FCTE £,
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ATy T

ATvT2

ATvT3

ATvT4

Threat Defense SRIZT /N1 ADA V3 —T 4 ADEE .

LA E—T = AEBMLIEY  READA ¥ —T = A AZHIRLIZY LTH, B
WX D OREICEZ DRBITR/NRTT, 7220, EXF =2V TRV —THHIN
TWHA v E—T oA AXHIRT D&, REICKELHRAET, A F—T=A AT, 72k
A =)L NAT, SSL, 7 A 5T 47 4 /b—/L, VPN, DHCP % — 372 & &Ei%i4 50
H OREICBITLHL O CEESRIN TV D AEERHY £, EX2VT 1 V—1
EHBTHRY 3B E T ER A, o, T N R E 523, 5> Management
Center % 7213 Device Manager CTO[RIH A2 208 & W12, FY 4T Hi7z EtherChannel D A >
N=y ToimETEET,

Management Center D355 : £ ¥ —7 oA AZHIFRTDHE, ZDA X —7 = A RS}
FOENTWLRENTNTHIBRSNLE T,

DeviceManager D356 @ WA VX —T = A AZHIRT DHRIIC, HDA L F—T A ZAPD R
DA E—=T 2 ATREZBITTEET,

1R8O BRI

WP B —T A ZADFKE (231 ~2—) B L EtherChannel (ZAR— kb F ¥ /L) DB
m (233 =) I TA v Z—T = A A% FE L. EtherChannel Z B L £,

T TICEY Y THNTWSA ' F—T = A A% EtherChannel |[ZB NI 5101% (72 & 21%
TI7HNNTTRCDA U HE—T 2 ANRT ZAXZED LB TOENET) . 5% 53@7‘/\
A AMNDA =T =2 A ADEN B TEMEER L. RIT EtherChannel (ZA 7 —7 = A A%
BINT 20N H Y F£9, #H LU EtherChannel D34, # D% TF /34 Z|Z EtherChannel
BEEIDYBTHZENTEET,

« JTALN L TRNAT XA T E YT 4 DI, Management Center ¥ 7= 13 Device Manager
TREXFMT 2R, TXTHO2=y N TA U F—T = A AZBMELFHIRL TS
_k%%wa<téwowﬁ_7 BIABNA 2=y FTA U E—T = AEEH
LT, i/ 77747 2=y hCEETHZEEBEIOLET, Il ¥ —T =
A ATEREX T LIRETENEND D, A VX —T 2 A AT=Z ) VTS
FIEFES 2N LIZERE LTS IZE N,

FIE

X2 UT 4 —b X E— FEZBBLET,

Firepower# scope ssa

IMELT N, R ERRE L ET,

Firepower /ssa # scope logical-device device_name

AMERT NA AZHT LA v —T = A ZZEID HTET,

Firepower /ssa/logical-device* # create external-port-link name interface id ftd
FIEA =T oA ZEHIFRLRNT7ZE 0,

RIE T HEE LET,
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ATy TH

ATvT6

commit-buffer
FFUoH I a BV AT AREICTI Y FLET,

Management Center TA & —7 = A ZAZFH L ET,

a) Management Center (212 7 A > LE 7,

b) [T/314 R (Devices) 1> [T/ 4 R&EHE (Device Management) | Z 3R L, ZEIZd 2
BT N_A A% 7 U7 LET, [ ¥ —7 A A (Interfaces) ¥ 7T 7 4 /L b T
WanE7,

c) [A¥#—7xARX (Interfaces) | ¥ 7 D LIZH D [T /34 AD[FEM (Sync Device) |78 ¥
a7y 7 LET,

d EEIBHENDE, A ¥ —T oA AREPERINTZZ & EZRTRED /ST =0 [A
v —7 x4 A (Interfaces) | ~—VIZEKRINET, [Z7V v 7 LTEEMAELTR (Click to
knowmore) |V 27 %227 Vw7 LCA v HZ—T oA ADEFRNEEFRLET,

e) A ¥ —TxAAEHIBRTHHEAIE, WA X =T oA ANBH LAV H—T = A A
WA E—T oA ARELX FETHERELE T,

AV E =T 2 A RAFELHIFRL T RWTD, BEFORTELZRTE E4, a7 —
T oA ZAEHIRL THIEZHFFEITLICE S, SOICREXBIET2HERH Y £7, MGk
BFEITTDHE, WA E =T oA ADRETEH SN TN DT X TOGHNERRINE
D

f) [EHEOREE (Validate Changes) |27 Vv 7 L, AV Z—T oA APEHEINTHARY
UBHEREL TWAH Z L AR L E T,
TI7—RHLGEIE. R —2EE L THRIEICR L2 LERH D £7,

g) [Save (RTF) 127 V> LET,

h) T34 2&&R L CEB (Deploy) 127V v L, BV ETENEZT A AR v—
ERMALET, BRIEFIARY O —Z28ATLETHENIIRD EHA,

Device Manager CTA ¥ —7 = A A& L TEBITLET,
a) Device Manager (2274 > LET,

b) [T/ A (Device) 127 YV 7 LThb, [423—T x4 X (Interfaces) | ¥~V —IC
HDLH[TRTDOA v HF—T A A%F~ (View All Interfaces) |V 2% 27V v 7 LET,

Interfaces

Enabled 3 of 13

View All Interfaces >

¢) [A>#—7xAA (Interfaces) | 7 A A% 7 Vv LET,
d) A2 H—T o ABAX YL SHBDEFESTnD, [0K] 22 ) v 7 LET,
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e)

2)

Threat Defense SRIZT /N1 ADA V3 —T 4 ADEE .

Scan Interfaces e

@ Interface scan completed.

Added (3) Removed (0}

unnamed
Port-channel?

unnamed
Port-channe

unnamed
Ethernet1/5

HLWA U H—T oA AZ4H, IPT RUAREEZRELET,

BB 24 v 2 —7 oA ADWAFDOIPT FL R L AR EERT25HA1E, HLuvng s ¥ —
T2A ATINOOREEHEATELLIIC, WA X —T oA RA%EX I —DL4RATE P
7 RUATHBKETDHILENRHD £,

WA X =T 2 f ABH LWV, X —T = f ATEEHZ DL, HWNA X —T = A
A0 [iE#: (Replace) ] 74 2> %27 Vw7 LET,

[E#: (Replace) |74 3>

OB RCL ST, A F—T A AR LTI TRTORET, HnA o Z—
T AADRFT LN, VB —T o ATBEXHBZI ONFET,

[ZHaF A > % —7 =4 A (Replacement Interface) |1: K2 v 7 H 2 URARNLH LUVA
VH—T oA AEEINLET,
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outside (GigabitEthernet0/0)

Migrate Interface

A The only way to undo an interface migration is to discard all pending changes

Migrate to:
@ diagnostic (Management0/0) -
(@] inside (GigabitEthernet0/1) -
@ unnamed (GigabitEthemet0/5) -
@ unnamed (GigabitEthemet0/4) -

Create new Subinterface

h) [ X —7xAA (Interfaces) | X—IIZA v b=V NFREINET, AvE—VHNDY
YOIV LET,

to migrate an interface was created. b4

the task list.

i) [#AZUAL (TaskList) | ZH~XT, BITHARII L Z L 2R LET,

Task List
8 total 0 running 7 completed 1 failures Dests sl inthod B

Start

Name Time EndTime Status Actions

Config migration from source interface outside to 06 Jun 06 Jun

destination interface outside_2 2019 2019 9 Migration is
12:37 12:37  successful

PM PM

AT w71 FXOS T, fllT NA ZAnbA B —T = A ADEID 4 TEMERLET,
Firepower /ssa/logical-device # delete external-port-link name
show external-port-link 2~ > RZ AN LT, £ v F—T oA A EZERRLET,
ATY T8 REXEMELET,
commit-buffer
NI Y T a BV AT AREICAI Yy FLET,
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ASARET A 21 v —T 14 20EE [

AT w79 Management Center % 7-1% Device Manager CTA > ¥ —7 = A AZFHERBIL £,
13: Device Manager |Z& %4 23— 14 ADRXA ¥ v >

Scan Interfaces @ X

@ Interface scan completed.

Added (0) Removed (1)

outside
Ethernet2

ASASRETNAADA VA —T A ADER

ASAZHIRT NA A TIL, WA L X —T oA ZADE VYT, B Y THE., FRi3ExHz s

1TH2ENTEET, ASDM L, HrLWwA X —T oA 2AHZHEMICHRE L ET,

LA v E—T oA AEBMLTED, RMEHOA F—T7 =4 ZZHIFRLZD LTH, ASA
DFECE 2 DB R/NRTT, 72720, FXOS THEIV Y TolaAf v 2 —7 = A A% HIBR

TEHEE (Ry U= T 2—/LOHIBR, EtherChannel DHIKR. BI04 ToHNizA v F—

7 = A A® EtherChannel ~DFEH VY TRE) | TDOA L F—T A ANREX2 YT 4R

TSNS L. HIBRITZASA OREICHEEZ G2 E T, ZOHE, ASARETIIILD =

<~V RPMREEESND T2, MERREEZIT) LN TEET, ASAOS DHWA U H—T = A
ARETTECHIBRCX £,

\)

GE) BT AL RICEE L H 2, B BT H7- EtherChannel D X X —3 » T hfRETE £
ﬁ—o

1R8O BRI

A L H—T 2 A ADBRE (231 X—) I XL UEtherChannel (ARA— F F+ x/L) DA
(233 =) (ST, A vV F—T A A%E L, EtherChannel ZiBJ1 L £,

e TTIZEI D B THNTWDA X —T = A A% EtherChannel {ZIBMNT 5121 (72 & 2 1F

T TN ETTRTCDA U E—T oA AN TAXZEHD LY TORET) . £ fliiT/\
AANBA B =T A4 ZAOEND Y TEMEER L, KIZEtherChannel IZA & —7 = A A%
BINTDMENH Y 9, #H LV EtherChannel D5, F D TF 734 AIZ EtherChannel
EEIDYTH ENTEET,
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I TAB VT ERIXT = — VA —N"—%BNTD5H, TXTO2=y h kDA Z—
Tz A ADHIREHRLET, BUNCT —H/AX R 2=y NTA U H—T = Af A%
EHEL D, #7774 7 2=y NCEETLHZEABEOLET, LA U Z—
Tz A AIEREX D LIZRETEBNEIND T, A VX —T 2 A RAE=X VU TITE
BEMIELERA,

FIE

RT9T1 BX2 VT4 =R E—REZHHALET,
Firepower# scope ssa
ATV T2 BT N, AERELET,
Firepower /ssa # scope logical-device device_name
ATV T3 T ANAADBA L E—T 2 A ADFND B TEMRLET,
Firepower /ssa/logical-device # delete external-port-link name
show external-port-link 2~> RZ AN LT, £ X —T oA A4 %EFRrLET,
BHA L H—T 2 A ADPE HILWEBA ¥ —7 = ZR&BMT DRI, BUEDA ¥ —
7z A A&HIR L. commit-buffer =~ REFEMALTELEFEE2aI v FLET,
ATV T8 GHET AL RZH LA U H—T oA AEE) Y TET,
Firepower /ssa/logical-device* # create external-port-link name interface id asa
ATY TS RELEMELET,
commit-buffer

cNFZoY I a Bl AT AREIZAIy FLET,

HRIBTINARADE=_AY Y

* show app

EHRERA A=V TR LET,

Firepower# scope ssa
Firepower /ssa # show app

Name Version Author Supported Deploy Types CSP Type Is
Default App

asa 9.10.1 cisco Native Application Yes
ftd 6.3.0 cisco Native,Container Application Yes
ftd 6.2.3 cisco Native Application Yes
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vdp 8.13.01.09-2 radware vm Application Yes

« show app-instance

TIVr— g AV AZ L ADAT —H A LBFEREFRLET,

firepower# scope ssa

firepower /ssa # show app-instance

App Name Identifier Slot ID Admin State Oper State Running Version Startup
Version Deploy Type Profile Name Cluster State Cluster Role

ftd LD1 1 Enabled Online 6.4.0.10353
6.4.0.10353 Container Default-Small Not Applicable None
ftd LD2 1 Enabled Online 6.4.0.10353
6.4.0.10353 Container Default-Small Not Applicable None
ftd LD3 1 Enabled Online 6.4.0.10353
6.4.0.10353 Container Default-Small Not Applicable None
ftd LD4 1 Enabled Online 6.4.0.10353
6.4.0.1056 Container Default-Small Not Applicable None

show logical-device

AT S ZADFEM e FR LET,

Firepower# scope ssa
Firepower /ssa # show logical-device

Logical Device:
Name Description Slot ID Mode Oper State Template
Name

asal 1 Standalone Ok asa

show resource-profile system

VDP DY YV —RX Fu 77 A VEFRRrLET,

Firepower# scope ssa

Firepower /ssa # show resource-profile system

Profile Name App Name App Version Is In Use Security Model CPU Logical
Core Count RAM Size (MB) Default Profile Profile Type Description

DEFAULT-4110-RESOURCE

vdp 8.13.01.09-2 No FPR4K-SM-12
4 16384 Yes System
DEFAULT-RESOURCE vdp 8.13.01.09-2 No FPRO9K-SM-56, FPRO9K-SM-44,

FPRIK-SM-36, FPROK-SM-24, FPR4K-SM-44, FPR4K-SM-36, FPR4K-SM-24

6 24576 Yes System
VDP-10-CORES vdp 8.13.01.09-2 No FPR9K-SM-56, FPRO9K-SM-44,
FPROK-SM-36, FPRO9K-SM-24, FPR4K-SM-44, FPR4K-SM-36, FPR4K-SM-24

10 40960 No System
VDP-2-CORES vdp 8.13.01.09-2 No all

2 8192 No System
VDP-4-CORES vdp 8.13.01.09-2 No all
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4 16384 No System
VDP-8-CORES vdp 8.13.01.09-2 No FPR9K-SM-56, FPRO9K-SM-44,
FPR9K-SM-36, FPRO9K-SM-24, FPR4K-SM-44, FPR4K-SM-36, FPR4K-SM-24
8 32768 No System
« show resource-profile user-defined
AT A VAR LADY Y =R TR Ty A NVEID Y TERRLET,

Firepower# scope ssa
Firepower /ssa # show resource-profile user-defined

Profile Name Is In Use CPU Logical Core Count Description
bronze No 6 low end device
gold No 14 highest

silver No 8 mid-level

« show resource detail

TV —2 g AV ABZ L ADY ) —RE )Y CEERLET,

Firepower# scope ssa
Firepower /ssa # scope slot 1
Firepower /ssa/slot # enter app-instance ftd ftdl
Firepower /ssa/slot/app-instance # show resource detail
Resource:

Allocated Core NR: 10

Allocated RAM (MB): 32413

Allocated Data Disk (MB): 49152

Allocated Binary Disk (MB): 3907

Allocated Secondary Disk (MB): 0

Y4 FEY SRR DT D

ROPITIZ, YR—hSND7 TAZHEANZRLET,

4 FEEDOMACT KLR 7 KLRXZ{ERALT=-X/%> K EtherChannel
IL—Tv K E—FDH

WO TIE, A b OF— b= —F EWNEFy NU—7BICEE ST (f—A b
Tz ANMEAN) 200T =X LU H—DENTIUI2DODT T AL AU N—=NhHDHGEERL
FT, 7 TAZ A R—F, DCIREOZ FAZH@Y) 71l Lo THERINTWET, &4
A NDTTFAE X RN—X, WEBXOINSE ST O > U —271Z%F L A/3 K EtherChannel
HEAHL T =/ AL v FIZ8EE LE T, £ EtherChannellX, 7 7 AZNDT XTDHOY ¥ —
NCANRENET,

5 —X% VLAN I%, A ——L A +T7 v AR— ML (OTV) (EREFEEOL D) 2 #EH
LT A MEICHBEENE T, T T4 v I NI TAZGETTHEIBREICNT 7 4 v 7 BDCI
I LTV A MIBEEINZ2WVWE DT HITE, Ze— UL MACT RLAZT oy s

. Cisco Secure FX0S Firepower 4100/93002.13CLI 2> 7 s ¥a L— 3> A4 K



| #7142
H4 REEDMACT KL R 7 KL £ LIRS K EtherChannel L—F v K E— Fohl [

THT 4 NEEEBNTHLERHYET, 1 DOV A FOT T AKX ) — RPREFEREICR ST
e, NI 74y 2BV A DI T AHE ) — RIZERFEIND LT 4 NV EZHIBRT D
ENRHDFET, VaclZHH LT, 7o —S)LOMACT RLVADT 4 VE U T T 50ERH
DET, . BT ARP A U ART Vg UEBHIILTIZE,

TIGARE, NEARy NT—27 D7 — b= L L THRELE T, TXCDHIT T AX ) — R
THEEIND 72— VMR MAC I, N7y NaZETLORTIMEHINES, BE
Ny MEL ADC 7 TZAZNLDY A MEFDO MAC T RLAZMEHLET, ZOEEIC X
D, AA v TFN2ODERLLHHR—NTHEOYA FGRIT 72— MAC T R L A% 5E
LTLESDEBHWTWET, MAC 77 v B B EALARNE D, 1 B MACT KL &
DI HFEHLUET,

COHBREDYFT IV AIFKRDEBY T,

« I TAZMBIEESNDTNTOHN ATy ME, A FOMACT FLAZEMA L,
T —Ta— T4 AINET,

e VT ARZDTXTDOANSIN >y M, 72— UL MACT FLAZHERHLTEEINS
72, WOV A MZHDEED ) — R TZETEET, OTVO T 4 VZIZE-T, T—
Y B—ND T T 4y IR —"T74 RENET,

Cisco Secure FX0S Firepower 4100/93002.13CLI 3> 7 4« ¥a L—> 3> HA K .



RETACZ |

B = < EEtherchannel £S5V RRF LU R E—F /=22 H4 FRIOH

g B

( Internet

e
-BTQUJ:‘[EL/// d\-\-__ - J\Bgui@[

Qutside

Global MAC
(blocked by OTV between sites)

Data Center :
Interconnect

‘Spanned EtherChannel

Site MAC 2

Data Center 1 Data Center 2

A /\> K EtherChannel FS5 2 AXR7LU N E—F /J—XYHRX YA

~ fE D451

WOHITIE, WEL—& LA — % ORJICEE Sz (/—AV T AFHAN) 2507 —4% &
VA—DEFENFRNIZ2OD T TAE AU ANR—RNHABRAERLET, 75 AX AL —T,
DCIRH D7 FZAZHIY 7 IC Ko THH SN TWET, YA FDTTFAZ X —[F,
R L OWNER D A 23 K EtherChannels ZfEf L T —Hh /L0 XA v FIZEER L E T, &
EtherChannel X, 27 7 AZNDOTXTDY ¥ —UIANRSIIET,

KT —H B A —DNERIL—H LA —Z X OSPF L., FT7 2 AT Lk ASA %
WL ET, MAC L1XEARY, V—FDIP X TR TONL—F T—ETYT, DCLIZFE=2 A b
N—hZEDBTHZLIZLY, FFEDOVA N TTRTDI TAZ AU N—=]NZ 7 LIV [R
D, NI 74w 23K T—FEr X —NICHERR SN E T, 7 72X BIEFE O & HEFF T
L7, ASA AT AT A FOL— NI, EYA FTRILTZ Y v ¥ T A—7 %Kl 5
VENHDFET, 1DODFA FDOTRTDT T AHF A UN—IEENRE LGS, N T 740w
TIIHEN—2 D DCIRRBE TV A DT T AKX A= ZkbET,
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2% K EtherChannel k5 Y ZRF7 LYk E— K /—24 92 44 rEos [

BH A NDAAL v FOEEZIZ, WOLDEEDAZ LN TEXET,

o ¥ M VSS. vPC. StackWise, StackWise Virtual : Z D> F U A Tlixk, T—&F o ¥ —
LI BDAL v TF oA A= 1L, T—HBHZ—=2ZDAL v TF oA A F—)b
LET, 10047y arvd LT, T —LF L F—DIFAL ) —RiFIa—hLAAf v
FIEFICER L, TEAA YT T 740 v Z7IEDCL 2B LET, ZOHE, ol
N EDEIET —H B X =R LT = VICHEEF SN E T, DCIREDR N T T 4 >
7 EMPET X DA, RIS LT, 4/ — REZDCIRRHTH DAL v FICHERi T £
T ZOWA. N T T4 v 7 IFEEOT -2t X E N5 72, DCI & FEEITE
I B2 OIIIA AR TT,

KV A b —H/L VSS, vPC, StackWise, StackWise Virtual : A A v FDILEMZ & D
HIZIE, BV A NMC2ODERBRDTEAL v TFXT A VA M=V TEET, ZOHA.
JTAL ) — R, MiFOa—NVAL v FEFICERIN T X —1Dv v —
V. BIOENRLDOR—INVAL yTFICER SN T —F B X =20 ¥ — T TEAN
> K EtherChannel ZffH L £ 95, A3 K EtherChannel I1ZFEAHIZ [458E] L TWE
T, K —BIIREAA v FiL, A3 K EtherChannel Z %A b & — /L ® EtherChannel
ELTRERLET,

— S
C Internet 1)
Router \“_\-_f' —___ Router
/ _h\"—“Higher cost route Spanned Higher cost route —/ |
f EtherChannel \
= Outside [ Oufside —— |
i Rs '
<] G
/N /dode 3 o 1
f S

) Data Center : @ o )
_ — Interconnect "\. ; E y

Cluster m i Cluster

| |Control || ] Control

| Inside |
Spanned
EtherChannel e -
|
Higher cost route e
Router Router

Data Center 1

Data Center 2
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B = < FEtherchannel F5 VAT LU R E— KA —R kYR kA FRAOH

A /\> K EtherChannel FS5 2V AXR7LU N E—FA—XFJTRF

B4 FREADB

WOFITIE, FVA MDODF = U= V—FL2OONE Ry NT—27 (77U r—vav
Fy hU—=27 L DB Xy FU—7) BUIEE SN (A —A RV A MEAN) 20057 —4+&
VHE—DENENIZ2DODT TAR AUNR=RNhLGEERLET, 7T AKX AL —(%,
DCIRHD 7 Z AZHY > 7 IC L > THER SN TWET, & A DT T AKX AL R—F,
WNEHBLWIMNEOT 7V r—v g Xy bU—27 L DB %y hU—7 DEHFIZAN R
EtherChannels ZfEfH L Cr— /L A A v FIZ#HH L E T, £ EtherChannel (X, 7 7 A X ND
TRTOY ¥ —VIZANRNINET,

EYA FDF = T A L—Z %, HSRP 72 XD FHRP 2l L T, &% 4 b TR U5k
FEMACT FL A LIPT RLAZRMLET, MACT RLADTFHERT T v B T AR
% 7=, mac-address-table static outside interfacemac_addressz~ > R&ZHLC, ¥—hU =
AN—HDEED MAC T L A% ASAMAC 7 RL AT —7 VICEEBINT 5 2 & 2558
OLET, ooz MIBRRNWE, YA M1OF— U2 A BT A F2DF = T =A &
WETHEHEIC, TEONT 7 4 v 7N ASA ZEB LT, WA > Z—7 A4 A0nBH A K2
WCEREL LS & LT, BENRAETIAREENRSY £, 7 —F VLAN X, A——1L A |
T U AR— ML (OTV) (F7EFREEOL D) ZEHLTHA MRS ET, b7
T4 INBNT— R U A V—F5TTHLIGAEITNT 7 4 v 75 DCI Zi@iwm L o1 k
WCIEEEN2VWE T DL, 74 NMEEZBMTHLERHY T, 1 OOV A FOF— |
VA = ZRREARICRSTGE. NI T 4 v VPOV A FOT— h U = A ITIE[E S
HEINCT 4 NEEHIRT DLENRNH Y FT,

e T—
' ™
. Y
[ Internet J
J

— —

o) of o
o

\E.,_k___,‘ Gateway Router:
o Virtual MACs and IPs

(FHRP)

Gateway Router:
Virtual MACs and IPs &=
(FHRP)

Spanned EtherChannel

Spanned EtherChannel

Cluster ;@7 ;@7
Node 3 & Node 4 E====

-
/" | Cluster
/| Control

Spanned EtherChannel I R e =

\ ) Spanned EtherChannel

Data Center
Interconnect

o of o
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Switch App NW

Data Center 1
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we7r 1 20BE [

REBETINA ADERE

HaE

Y

T3y k
T—L
J1)—Xx

HEEEHR

Threat Defense 7 7 A &
WD 16 D ) — KD
A= b,

2.12.1

1 -O® Threat Defense 7 7 A XK 16 D/ — K&E{FEHATEL Lo EL
776

GE) Threat Defense 7.2 2S4BT,

BB K B B #hE
U 7iRELEY
7 IREED [FIHA

2.9.1

T — TR, BT AR BEY R E T — S A B —T = 2D
Y ZIRELFMTE DL 912720 £ L7z, BIE, FXOSEHIRIENT v 7 T,
WMELY I AREENT v T THDHIRD, A F—T oA AIT v IREEIZ2 D FT,
BRI T BB 7S r—var A v E—T oA ADEREBIIEEB SN E
A, BEAZHRTT BB 25 ORIIN WA, 72 & 20X, Bioxrd 2 5
TV = a VINERILA T A NTRDEND, T—HF A H—T oA ARY)
BT v IREEIZ e o720 | BRI T 28 O v v NE T BB G L
O ORIET v 7RIEOEFICRDAREERHVET, 1714y NDY
B, ZOREOR—FIZX VR ry MR Ry 7SN ERHY FI, T,
BT D DMLEETE B K D ITA BRIZHNE /L — & DS BB 5 BETH
DT T 4w DFEEERBT I ENH DD TT, ZOMEEIZT 7 4L b
TR > TEY ., FXOS DT A ZA T LICANCTE 7,

GE) ZOMREIZ, 7T RZY LT arTF A AKX, FT-IF Radware
VDP 73 L— 2 EERY 5 BRI AP TV AR b s g
Ao ASA TIEHFR—FENTWVERA,

BFR/AEE STz v —3~F— % [ : [Logical Devices] > [Enable Link State]

PIF/ET XN 72 FX0S =2+ K : setlink-state-sync enabled, show interface expand
detail

AT FA AR R
Al 1} @ Management
Center & L 7= &
(RS2 B BRE D
Ny 77 v 7 L8t

29.1

BB KT D5 =27 A A X 2 AT Management Center /X v 7 7 v 7 /{H I
V=NV EMEHTED LI E LT,

FrB/Z8 B S HU 7z Management Center [T : [ A7 A (System) [>[>—/L (Tools) ]
>[N 7T v 715t (Backup/Restore) 1> [EHXRT A ADNy 7T v
(Managed Device Backup) ]

BB/ Xtz BTk BB CLI =~ K : restore
PR —hENDT T >~ b7 F—2 : Firepower 4100/9300
CGE) Firepower 6.7 23 AEE T,
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HEF AR

TS5y bk
TA4—L
Jyy—=

AR

NNFA AR LAY
TAH

2.8.1

AT FIA VAR REFER LTI TAZEERTEDL LT LT,
Firepower 9300 TlL, 7 ZAXNDEKEEY 22— /U1 DDA T FA VAKX A
EEODDLVERDET, X2 VT 4 VRV 2 VD BB T
FA VAR L AT FARGEMT DI LIXTEERA, VITRAXA VAKX R
TR X 2V T AV a— A EF Yy — VT ARSI S 2 L AR
LET, 2720, REISLT, WAL7 T AFZNITEZ S Firepower 9300 & % =
UT 4 Y 2—/V XA T FE] L Firepower 4100 ET VDAL TF A VAL A%
BESHE, —HSE5Z2 R TEET, RIL Y T ZXHZNT Firepower 9300 & 4100
DAVAR LV ABRESEDLZ LITTEEEA,

/A E S fza~ 2 R @ set port-type cluster
GE) Firepower 6.6 LARE S 02 T9,

Device Manager C® &

B9 2 BE o
A— b

2.7.1

FAT 4 T BWNIKTT DB A A X A& FKIR L, Device Manager & L% fi5
ETELLRVELE, 2T T AV AZ L RAFAR—FENTWERA,

HH/ZEE Sz~ R enter bootstrap-key MANAGEMENT _TYPE. setvalue
LOCALLY_MANAGED

G¥) BN KT B 6.5 LA BT,

RO LT A
2 AD TLS Kb T
7T L— g

2.7.1

Firepower 4100/9300 ¥ ¥ — 3 EOEH D a v TF A v A X A (kK 16 i) T
TLSK ST 78T L—ya B AR—hEnd L5270 £ L, LA, £
Va— X2 VT 42T IRl o0ary T A VAKX AR L TORHR
TLSHfBALT 78T L—ra VERMICT 22 N TEE LT,

LA AZ L ATIX, ZOEENT 74V N THNZ/R>TWET, 727210,
Ty T L= RZEoTHEDODA LV AZ L ADT 78T L—a VISENIR D
ZEiEHn A, VT, enter hw-crypto K IZ set admin-state enabled FXOS
a~vy REHLET,

#H LU FXOS CLI =< > K : enter hw-crypto, set admin-state

HIBR X 4172 FXOS CLI =+ > K : show hwCrypto, config hwCrypto

Mk S - BB 2 B CLI =< > K : show crypto accelerator status

GE) BRI D5 6.5 LIRS LB T,

Firepower 4115, 4125,
L4145

2.6.1

Firepower 4115, 4125, B X 4145 A SVE L7z,

GE) ASA 9.12(1) B HEETT, Firepower 6.4.0 121X FX0S 2.6.1.157 23 L8 T

‘j_o

ERINTcavr NEIbo £8A,
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we7r 1 20BE [

Hhe4 TIv b | BEEIEER
T+—L
J1)—x
Firepower 9300 SM-40, |2.6.1 350 F 2T 4 Y a—/b, SM-40, SM-48, BLUSM-56 NEASNE L
SM-48, B LT SM-56 7=
DY R— K . R ~ < N -
GE) SM-40 35 J U8 SM-48 1213 ASA 9.12(1) A4 BETH, SM-56 121, ASA
9.12(2) B L WVFX0S 2.6.1.157 XL T,
TARTOEY 2 —/MZiE, HEISHT 505 6.4 % KL UFX0S2.6.1.157
ﬁg'\‘gﬁﬁ—o
ERIxnlza<wr Kb A,
ASA B L OV EBIZx|2.6.1 ASA B L O BEICHT B fmPLT /34 A% [A] U Firepower 9300 TR TX
551l % [7 U Firepower LIV ELL,
9300 DHIDT L 2 =7k () ASA 9.12(1) AT, Firepower 6.4.0 1213 FXOS 2.6.1.157 78 ZE T
THR—F
R
EEINzavy Ridb v 8 A,
BRIk DB 7 —|2.6.1 v ¥ — ¥ F— % T Management Center NATID # 5% ETX 5 L9120 EL
FA BT TREICD 7= LARMIE, FXOS CLI 7213 &3 2854 CLI N TD A NAT ID Z 3 E T
WTHE, vy —vw TFE L, BFIE, V=T 4 V7 EFFEOR T OB TH G DOIPT F LA (B
% —3 % T Management F—fFx) NMETF, Management Center 737 /S AD P 7 KL AZFE L.
Center O NATID % iR & T34 A7)\ Management Center D IP 7 KL AZ4EE L E 9, 7272L, IPT7T KL A
TELHEOITRVEL D1 ODHBNDN>TWDLEE Ob—T 4 7 BOF/NEE) 13, RYOERE
7 PN B & e U CIE LUWVBRERF — 2R 5 72012, Bt O IHIIC — & D NAT
ID Z5ET 5 0ELH H Y £9, Management Center 35 XUV /3o A TiL, FIHI%
FROFRGE L HKGBEAT D 72010, BEEF—FB LNATID (IP 7 KL A TIE7A2<)
ZEHLET,
B LV S LT HE
[Logical Devices] > [Add Device] > [Settings] > [Firepower Management Center NAT
ID] 7 4 —/V K
TV a—tFxal 2.6.1 INT, EVa2— X2 UT g m o oroniipboarysr A AR A

T4 TV ONTR
IO BB KT 2 Byt
AVTFIAURL R
TOSSLN— Ry =7
TIETL—arD
PR— b

I LTCSSLAN—R T =27 72787 b —a Z8NITHIENTEDHLIIC
ROFELE, oa T A AZ AR LTSSLAN— Ry =27 7787 L—
a TN IR S TWETH, XA T 4 T A U AZ L RZIFADMTIe>TVE
T, FEMIC DWW TIE,  [Management Center Configuration Guide] Z&M L TL 72
0,

/AT Sz~ R : config hwCrypto enable, show hwCrypto
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HEF AR

3
3
Iy

BE

TS5y bk
TA4—L
Jyy—=

AR

BB D o~
IWTFA AL ARERE

24.1

H—Dtxa )T 4o P ERITEY a— T, ENEN BRI A5
AT FTA AL AN D DEEDOFRIET N AR TE L LI E L,
PIENZ, B—DORA T4 T 77V r—a v A VARV ARERTE AT TL
oo RAT AT AV AZ L ABBIERFFEYR—F S TWET, Firepower 9300
DEE. —HDES2a— N TEAT AT AV AZ L AEFER L, hDED 2—/1
Ty T AV AZ L AERFHTHENTEET,

FHR I BEA X — T = A ADOMEHEFHREIC T 5728, FXOS T VLAN 71 >
H—T oA ZAENER L. BEHDOA LV AZ AT v B —T oA A5 HT 52
ENTEES, av T AVRZ U AERRBTL5A. B0 Y Tohiviz CPU =
T OEFRET HHLENRSH Y £9, RAM T2 7 OEITHE-> TERJIZEID 4T 5
N, TAATVEREIIA LV AZ AT LIZAGBICRESNET, Z0) YV —2E
HAEFHATDLE, BA VAR ADNRT p—< AEEE D AL~ A X TEET,

2ODEBD Y v —TaArTF A VAZ U AEFEHL TN, TXA TV T ¢
EHERATLZENTEET, ZEXE 10HOA L AZ L RAEFRFOV Y — V% 2
SFEHATLHEIE, 100N, TXA TV T 4 XTEERTEET, 7T R
ZY T IFR— FERERE A

G¥) ~NTA AL AR, FEEIXRR Y ETA, ASAV LT 3
THFAN BRI TWET, vALF arTF2 - RFTE, B
—DT TV =g A VAZ AR =T T a MALENE T,
CITFA AL ARERETIX, ML LT a T A o AK U A EE
TEFET, avrrsF A U AX AT, ~— KU Y —AD558k, E5]
ORERER, @Y v— R, @RlOY 7 ho =277y 7 TF—h B
KOV T DB D7 WAERED YR — R A[E T, ~ /T =2
VTHFANE—RTEH, EHYVY—RAOBNF T, FEDOT T v b
T —LTENVEL DarTXA eV R—hT&ET, BT
LB T~ Far TR hE—RIEATEEEA,

GE) BEICKTT A5 SN— 3 v 6.3 LIRS EE T,

PH/AHE S 72 FX0S 22~ > K : connect B B2 %3 S BhEl name, connect module
telnet. create bootstrap-key PERMIT_EXPERT_MODE. createresource-profile,
create subinterface, scope auto-macpool. set cpu-core-count. set deploy-type. set
port-type data-sharing. set prefix. set resource-profile-name. setvlan. scope
app-instance ZBIZxt9 S5 name. show cgroups container, show interface.

show mac-address. show subinterface. show tech-support module app-instance.
show version

HH/ZE B X FU7- Management Center [H[f] :

[T/31 X (Devices) ]> [T/ 4 REH (Device Management) ]>[#®s (Edit) ]
TAary>[A4vB8—T 4R (Interfaces) 1 ¥ 7
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we7r 1 20BE [

HEES TS5y b | #EEER
TA4—L
J1)—Xx
ASA GREET SA 2Dk |24.1 ASAZEBHTH L &I, FTIUVAT LY bERIFNVN—T v RE— REBETE
SUART LY N E— HEOTVELL,
FRBAOY Rt HR/EH S -2~ R : enter bootstrap-key FIREWALL_MODE, set value
routed, set value transparent
7T ALY 7o |2.4.1 7T AEHEY 7 OF 7 x4 FTIH127.2.00/16 % v b U — 7 BMER SN ET,
AL <A RA[RETL IP INTFX0OS T FAXERITHEXIIHRy NT—V HFRETEET, Vr—
7 RL A I, Yy —yIDBLRZr v MD (127.2.chassis id.dot_id) (ZHESWT, K=
=y "D FGRAEZENY v A B —T 24 APT RL2ZHEVER L 7,
72770, —EORy hU—7 BT, 12720016 N T 7 4 v J IR ATE EH
lo DI, —T3v 7 (127.0.0.0/8) BLUI~LTF+¥ A (224.0.0.0/4)
7 RV AZBRE, FXOSIZZ T ARG > 7 DI AZ K16V 7 F v b E2VERKT
XAV FE LT,
HH/EE SN2~ ] setcluster-control-link network
BRI xT DB 7 —|2.4.1 FXOS CLI'C Management Center NATID # 5% ECTX 5 L 9127e 0 &£ Lz, LARIIE

A KT TEREICD
WX, FXOSCLI T
Management Center @
NATID ZHETE 5 &

2T FE LT,

BBk D5 CLINTOANATID 3% ECE £ Lz, @EIL, v—7 1
7 ERIEOW G OB TH T DO IP 7 KL A (BigFx—f1 &) DBETT,

Management Center 737 /XA AD IP 7 KL AZFHE L, 7 /31 A Management
Center DIP 7 RLAZIRELET, 272L. IPT RLAD 1 DDOHNBDHI-> T
é%é(w%%477§%®%$ﬁﬁ)m\%@®ﬁﬁﬁmﬁﬁ%ﬁﬁLTEb
VWEERF —Z R T D720, HEROMANC —E O NATID 25 ET 2 0E S &
DEF, ManagementCenter% JZU\T/\/f AT, FIHIEREROFRGE &L AR AT O 7=

WIZ, BEEF—BLONATID (IP 7 FLATIEARL) ZHEHALET,

PH/ETE Sz~ K @ enter bootstrap-key NAT_ID

ASA DY A KEZ T A

2.1(1)

ASA 7 ZAZ T 5 & EHEID Firepower 4100/9300 > ¥ — > DA |

2T DsE IDZRETEET, RANZASAT 77— a VN THA NIDERET H0E
BV E LI, ZOFH LWHEREIL, #IHPEAZBEIZLE T, ASAHRN TYA
FDZERETEX R o Z LITHEBRELTLLEEY, ¥, 1 MEAIZ TR XY
VT EOHBMNEEED DT DIT, BEME T 4 —~ U AT DO EN
GENDHASALTI() BLUFX0S2.1.1IC7 v F 7L —RT5 2 L A#HELET,
setsite-id =~ RAET I FE L=

Firepower 9300 L 6 {# | 2.1.1 Firepower 9300 T & \ZxtT DB O v —v W7 A% ) 7 EHHLTE £

DB xT D5 £ T, WRKO6DDEY 2a—NEHEBTHZLENTEES, E2E, 65D v —

Ta—IDy—fH VC1IODEFEYa—VEHEHLEZD, 32900 % —3T2O0DFY a2 —/LEfEH

P IARY T LT, RK6DDEY 2 — NV EMAGOEDLZENTEET,
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HEF AR

HRER T35y b | #EEER
T+—LA
Jy—=x
Firepower 4100 T g | 2.1.1 BEAT DR 7 7 AZ TRRK6EOY v —VE T T AXETE ET,

(s e Y 193 - R A
Uo7 O¥R— b

ASA 7 F AZTD 161#
@ Firepower 4100 > % —
YO AR—h

2.0(1)

ASA 7 S AZTERNI6HOY ¥y — %7 5 A TEXET,

Firepower 4100 T® ASA
7 IAEY T DY
A—h

1.1.4

ASA 7 TG AZTIRRK6HDL ¥ — %7 T A2 TEET,

Firepower 9300 ® & &2
OB TOY v —
SN TGAZY T Y
A—h

1.1.4

Firepower 9300 28 Bt 205 77U r—va v Coy—vNZ T ALY &~
ThYR—bTHEIITRDELE,

WDa~y RPNEASNE L7z, enter mgmt-bootstrap Z B (Zxt3 SR . enter
bootstrap-key FIREPOWER_MANAGER_IP. enter bootstrap-key
FIREWALL_MODE. enter bootstrap-key-secret REGISTRATION_KEY . enter
bootstrap-key-secret PASSWORD. enter bootstrap-key FQDN. enter bootstrap-key
DNS_SERVERS. enter bootstrap-key SEARCH_DOMAINS. enter ipv4 firepower.
enter ipv6 firepower. set value. set gateway. setip. accept-license-agreement

Firepower 9300 L@ 16
fEd> ASAEY =2 — D
D G A )
7

1.1.3

ASA DY —U 7 T AR IPREBLSNE LTz, HK16 DEY 22— L&
#WIArZENTEET, 2L 21E,. 160 Yy—2T1IOOEY2—VEFEHLE
D, 82DV ¥ —TT2ODEYVa—/VEMHALT, &K16 DFEY 22— /L&A
BPOEDLZENTEET,

Firepower 9300 |~ ASA
DYx—TNTTAH
vy

1.1.1

Firepower 9300 > ¥ —YHWOTXTDOASA X =2 VT 4 EV2— LV %ET7 T AXIL
TELE I ELL,

enter cluster-bootstrap. enter logical-device clustered. set chassis-id. setipv4
gateway. setipv4 pool. setipv6 gateway. setipv6 pool. set key. set mode
spanned-etherchannel. set port-type cluster. set service-type. set virtual ipv4. set
virtual ipvé =~ RZEALE L7z
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ttXxaTo ®EDA-IIITOOUEE

11l

cFXOS X2 lUTF 4 EVa—l/EFXxa T4 20200 T (393 X—)
et X2 )T 4 Y 2— VO HEL (394 2—)

X2 )T 4D 2D DRERISE (395 —2)

X2 VT 4D 2 WD DBIRF AT (395 2—)

et X2 T 4 BV a— D OREIEIE (396 ~X—3)

e Xy NT—VFEY a— )LOREHISE (397 _*—)

e XY NU—F BEVa—VDFTTA L FRITA L TA DU L (398 X—)
e TL— RO~V AE=ZY 7 (400 ~2—3)

FXOStXxa1YT4 ®EDaA—IIL/EX2YTa T UIC
2ULVT

FXOSCLIZ#HL T, X2 UF 4 TV a— /TPy OROMEEY ZITTxE T,

[T2Iviay (Decommission) | (X2 T 4EV2—NLDH) X2 T 4E
Va—NVEFEREIRCTSE, EX 2V T 4 'V 2= MIA LT U RAE— RIZRESN
9, F-, BEOEEREAEIETHEDIC, EXa2 VT 48V a—%E2TaI v
VLT OHRIGETHZ L TEET, EXa VT 4BV 22— LOEAEIE (394 ~—
V) BTSN,

o [MEFRIS (Acknowledge) |: Hi7-lA v A R— A ENFEF 2V T4 EV 2a—NEF T
ANILET, BEX 2 VT 42— T DU DOMRINE (3953—) #3RLTL
2SN,

c [BEROHFHEA (Power Cycle) 1: EX =27 4 EVa— W/ D0 2lE#LET, &
X2 VT A a— /D UDBIRA T T (395 —) BB LTLIEE N,

o [FFME (Reinitialize) ]: ¥F¥ =2 VT 4 FLa— VTP DN=RT 4 AT 27T +—
<~y hL, BAFLOTXTOT IV r—a Rk EEEF2) T 4 TV 2—/L/o
TUDNBHIBRL, VAT AEFREBLET, BT A AREX 2V T 4 BV 2/
VUNIRESNTWAIEAIE, BN T TS, FEXOSIZT 7 r—var V7
Mo =T %A A=V L, BT NS RAEZHEEAL, 77— a a2 HEICE
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XayFq B2 TS UEE |
. X2 UTAED2—LOFEREL

FLES., X2V T4 22— /=Yoot 39%6~—) 2ZRL TS

o

2
® B

X2 VT 4 B2 DTRTCOT S r—g
T — X PEOMERRCEBRENE T, EX 2V T BV 22—/
TV EBEUET DRI, TRTOT IV r—vary T —4
BRI T o7 L TBWTLEEN,

s [BIRA 7 /4 (Powerofffon) ]: X =2VT7 4 TV a— /L= VU OERIKELZ D
ZFET, BX2 VT 4BV a— WD U OERS /AT (395%5—) EBRLTL
TZEVN,

Xxal T4 EDA—-IILDFERAEL

X2 VT4 BV NVEFRHEILCTSE, EX2 VT 4 V2N F T V) FBRE
MHEIBRESN, ZOEX2 VT 0 TV 2= VIEEMRMRDET, X2 T 4 BV 22—
W ETEITLTWERBT AL ARV T N =TT 77 4 72 £17,

X2 VT 4 BV 2 VOERE NI IET 25810, EX2 U7 0 V2 — L& FEH
BRI TEET,

\)

GE) delete decommissioned =¥ ./ }‘ii’ﬁiﬂzj LTJEV“:%/I/%#]'J[&%TZJ&:&;K %@ﬁﬁ&l\ TV a—
WA AUF IEIC T DR H Y 37,

FIE

ATY g1 V2 — )L FEHIC T HIT1E. decommission server ¥ RAE AN L ET,

decommission server {ID | chassis-id/blade-id}

FERELICTA2EY 2=V ERA R L TWAET A, ZOFHEIZL T, TV a—VEEV 22—
VD THBIEN DDy (41003 —X) | vy —3 B EEY 22— B S THIENET (9300
TINA RA)

1 -

FP9300-A# decommission server 1/2
FP9300-A* #

AT 72 commit-buffer I KEANDLTEEAaI v b LET,
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| €F2usq ES2a—ToO U8R

XA YTFAED AT ODHERIGE II

ﬁﬁﬁﬁtéi éﬂfl:&‘yl“‘/va)gﬁgi&‘%ﬂ“j—é X. show server decommissioned I ¥ . K%
EHLETS,

XA T 4TI OO UDERILE

&

ATy T2

ATvTFT3 §

LX) T B2 AN =R T2 %, FREBEEDOT Y 2 — /L3R
RHHEELID (PID) 2R OE Y a— N TSN, EX 2T 4 FEVa— V2 MEGRINE L
TS TRITIE, TV a—LVEafHlT5Z LIXTEEEA,

X2 VT 4 BV a— /LD AT —H AN [mismatch] F 721% [token mismatch] & L TR I LT
L6, Avy MR 7etEX2 V74 BV a— DT —FRn, TDOAay MNILFIA v
AR=NEINTZT—=Z LB LTWRNWZ LEERLET, X2 U7 4 Y2 —VICBEFED
T—ENHY, FHLWAry NTEOT—ZEHEHTLH (DFV, 208X a VT 4 EVa—
JVIARER TR A1y MR T 67O TidZewn) 5a1E. M7 A A&z RHT 5
BIC, BX 2 VT 4 BV 2— A EEAMETA20ERHY 97,

FIE

vx—v EF— RICAD 7,

scope chassis

R L 72NVE Y 2 — /LA E IR U TBIRIC I D S LT te, E3EY 2 — L ZRILZ A
TTIERW (DFY, BB PID #FFD) BIOFET 2 — /L EAZH L T2, acknowledge slot X
~ REANLET,

acknowledge slot

1 :

FP9300-A# scope chassis
FP9300-A /chassis # acknowledge slot 2
FP9300-A /chassis* #

REXaAI v P LET,

commit-buffer

XA TAEDA—IVIZ D UDNERA AT

X VT4 B2V OBEBROERAZIT O IZIE, ROFNEIZHENET,
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