IDH—EXTAONA XA —DFIE

ZDHA RTIX, Security Cloud SignOn # S E£IERT AT 7 47 4 (ID) —ERXT 1A
A F—=LET DFIHCOWTHHALET,

+ AuthO @ Security Cloud Sign On & O (1 =X—)

* Microsoft Entra ID @ Security Cloud Sign On & O#A (5 ~<—7)

* Duo @ Security Cloud Sign On & OfEd (7 ~<—)

* Google ID @ Security Cloud Sign On & O#t & (9 ~X—)

« Okta @ Security Cloud Sign On & O#t & (11 ~<—)

* Ping ID ® Security Cloud Sign On & DA (13 ~<—)

Auth0 @ Security Cloud Sign On & DS

Z DI A KTIiX, Auth0 SAML Addon % Security Cloud Sign On & #t53 % JFIEIZ DWW TR L
5

1R BHEIIZ

BRtAT 2 RIC, TID 7m A A X —ETA R ZFisk, 7o AR ZEEL T,
INHOFIEIX, RBROTA ROFFZ A7 72 1D 71 /3A X —|Z Security Cloud SAML
ABT =B EMT 5] BIO 27 v 73 1dP 7> 5 Security Cloud {2 SAML A % 5 — 4 %
921 122V T, AuthO SAML #EAICEA O A #i 2 LE 9,

FIE

RATY 1 Auth0 EHEET 5 =2 ¥ —7 7 A X T Security Provisioning and Administration |29 4 > A > L E T,
a) AT o711 AIHRRE] OMBICH > T, HILWID 7r A X —%1Ef L, DuoMFA 647 b7
U RTOMEIMERELET,
b) A7 > 72:1ID 7 r/NA X —|Z Security Cloud SAML A % 7 — X Z42fit4 % T, /8T v Y itHE
EH =Rl WOFIATHEMNT 2 [T 47 41D (EntityID) | & [T 7Y A rF o h—E
AURL (Single Sign-On Service URL) | DfEzx a2 — L 9,
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DH—EXRTaNA 5—0FIE |

. Auth0 @ Security Cloud Sign On & D#i4&

AT9T2 HLWTZUuHE 7T, FHHE L LTAuthOMFRIZY A oA LET, T<IZREDHD T, Security Provisioning
and Administration 77 V¥ ZIIW=FFIC L TEBEE T,

a)
b)
<)
d)

e)
f)

g)

h)

i)

[7 7V r— 3 (Applications) | A ==—2256[7 7Y r—3 3 (Applications) ] ZEER L FE T,
[7 7V r—3 2 »OFERL (Create Application) 1% 7 U v 27 L%,

[4 7] (Name) ] 7 4 —/V FIZ lSecure Cloud Sign On] F /iDL EIZATILET,
TV —var AL LT HEFEDOWebT 7Y & — 3 2 (Regular Web Applications) | % i8R
L. [fEik (Create) 17V v LET,

[7 4> (Addons) | # 7% 27 U7 LET,

[SAML2 Web App (SAML2 Web App) | N7 &2V w7 LTT REVEZHMILET,

[SAML2 Web7 7'V 77— 3 O (SAML2 web App configuration) | %A 7 v Z 3B & 7,

Addon: SAML2 Web App X

Settings Usage

SAML Protocol Configuration Parameters

= SAML Version: 2.0
= |ssuer: urn:dev-g >.us.auth@.com
= |dentity Provider Certificate: Download Auth® certificate

= |dentity Provider SHA1 fingerprint:
82:87:E5:ED:3D:67:D3:46:97:8E:72:27:E7:FD:09 :FF:BD:FA:A2:94

= |dentity Provider Login URL: https://dev-
g2xwaipwfp2liro8.us.auth@.com/samlp/A62YE’ JYYWL

= |dentity Provider Metadata: Download

[/ (Usage) ] % 7 C. AuthO @ [ID7' 12 3A X —GEZE (Identity Provider Certificate) ] & [ID7 12

INA Z—D A KT —4 (Identity Provider Metadata) | 7 7 A LV &Z X > —RLET,

[(%XE (Settings) | ¥ 7 %27 Vw7 LET,

[7 7V s —3ara—nAsNy ZURL (Application Callback URL) 17 4 —/L RIZ, = F—TF 534 X

BET AP — R av—Liz[v 7 A 4P —EAURL (Single Sign-On Service URL) ]

BEADLET,

[%7E (Settings) ] 7 4 —/L RIZIRDISONA TV =27 bE AN LET, laudience] DEIL, ML

NI [Ty F 45 41D (4—5 4= AURI) (Entity ID (Audience URIL)) ] O fE & #i % |
lsigningcert] |Z. Security Provisioning and Administration 7> 52k SN 7= BLAEHEONEE 1 1T

DT HAMIEHLIZbDITE XL ET,

GE)

Cisco Security Cloud Sign On TH 7' A 451213, 4 LWMEE AT LHERH Y £9, Auth0 THH
INDA—YF—=TAT T 4T 4 V=R X5 TIE, SAML 7 ¥ —v 3 o Ta—¥ —DlE4 &
T DI, BMOBRENLIEN R DGENRH Y T,

B oy—EXTonA5—DFIE



| Dy—EXTaNA5—DFIE
Auth0 0 Security Cloud Sign On & D#i & .

W OHIIL, JSON T given name & family name D JEME2MEH FIEE T, SAML 7 —3 = > T firstName
& lastNam (CFNEN~Y v B 7T 2 L2 ELTWET,

"audience": "...",
"signingCert": "----- BEGIN CERTIFICATE-----— \n...-———- END CERTIFICATE----- \n",
"mappings": {
"email": "email",
"given name": "firstName",
"family name": "lastName"
}I
"nameIdentifierFormat": "urn:oasis:names:tc:SAML:1.1l:nameid-format:unspecified",

"nameIdentifierProbes": [
"http://schemas.xmlsoap.org/ws/2005/05/identity/claims/emailaddress"

:I ’

"binding": "urn:oasis:names:tc:SAML:2.0:bindings:HTTP-POST"

D4—exTans5—nFiE [}



DH—EXRTaNA 5—0FIE |
. Auth0 @ Security Cloud Sign On & D#i4&

Addon: SAML2 Web App X

Settings Usage

Application Callback URL
https://sso-preview.test.security.cisco.com/sso/saml2/@oc oh8

SAML Token will be POSTed to this URL.

Settings

"audience": "https://www.okta.com/saml2/service-provider/
"signingCert": \nMII...fjc\n
"mappings": {
"email": "email",
"given_name": "firstName",
"family_name": "lastName"
}s
"nameIdentifierFormat": "urn:oasis:names:tc:SAML:1.1:name
"nameIdentifierProbes": [
"http://schemas.xmlsoap.org/ws/20085/05/identity/claims
1,
"binding": "urn:oasis:names:tc:SAML:2.0:bindings:HTTP-POS

k)  [Addon] #A T ua /O FEICH D [A9ME (Enable) 1227V v 7 LCT 7V r—araBMcLE
D
AT 73 Security Provisioning and Administration {Z/Z Y | [R~ (Next) 1% 27 U > 27 LET, A7 v 7 3 :1dP b
Security Cloud (Z SAML A # 7 — & Z #2432 OBEENA RS- SNET,
a) [XML7 7 A VDT v 71— K (XML fileupload) ] 47> 3 V&R IRL E7,

b) Auth0 22 GEEE NI [IDF B AL X —0D A X7 —4 (Identity Provider Metadata) | 7 7 A V&7 v 7
r—RFLET,

4
5
6
7
8
9
0
1
2
4

1
1
1
1
1

B oy—EXTonA5—DFIE
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| Dy—EXTaNA5—DFIE
Microsoft Entra ID 0 Security Cloud Sign On & D#& .

RDBERY

W, TAT 74 :SAMLHADT AN BIQY® AT 75 0T 77 071k OF
Bz~ T, B EZTAMNLTCT 2T 4 74 LET,

Microsoft Entra ID @ Security Cloud Sign On & D&

ZPJ A K TIiX, Microsoft EntraID & Security Provisioning and Administration % #5532 J7{kIZ
OWTHHALET,

IR BRI

BALET DHNZ, TID 7'm A A X —fG A R Zdtd, 7t AR EHEL TV,
INHDOFNEZ, ARDO T A ROFEZ [A7 72 ID 71 3 A Z—I(T Security Cloud SAML
ABT =B eI 5 BIO (27 v 73 1dP 7> 5 Security Cloud {2 SAML A % 5 — 4 % ¢
fit4~% ] 129U T, Microsoft Entra ID SAML #A& C A DEMAME L7,

FIE

AT v 71 Microsoft Entra ID & #t&3 % = ¥ —7F A X C Security Provisioning and Administration |29 4 > > L &
D
a) AT v 71 WHIRE] OBBICH-> T, HLWID a1 X —%{EK L., DuoMFA)HA 7 BT
U RTLOMEIMERELET,
b) [AF7 > 7 2:1ID 71/ % —|Z Security Cloud SAML A ¥ 7 — % %4242 | <, /AT v U EHE
ZZyru— L, WOFETHEMT D [T 47 41D (EntityID) ] & [ 7AYo A P—E
AURL (Single Sign-On Service URL) | DfEz a2 — L 9,

ATY T2 HLWT T WX T T, https://portal.azure.com (ZEFHEE L LTHA A LET, T<ITRED DT, Security
Provisioning and Administration % 7 [ZBWV V2 E FIC L T E £,

T NCTEEOT T NMZT 7 BATEA5E513, AEBTTY Iy bE2ERLET, R—F 1ty

v a & V7R Microsoft Entra ID 7 MIRREL 7,

a)  [Azure Active Directory] %7 V v 7 LE7,

b) MOV A RAN—T[m¥—TFF 4 X7 7V r— a> (Enterprise Applications) %7 V v 7 LE
R

c) [+ LT 7Y r—3 3 (+New Application) | %2 U > 7 L. [Microsoft Entra SAML Toolkit] %
L/ i ‘d‘o

d)  [Microsoft Entra SAML Toolkit] #7 V v 27 L&,

e) [4A1 (Name) ] 7 4 —/V RIZ [Security Cloud Sign On| F/ZIXZDOMOfEZ AT L, [{EK
(Create) 127 Vv 7 LET,

f)  [BZE (Overview) |X—C, AflOH A K= [FEL (Manage) |D FIZH D[V TN A A4
> (Single SignOn) 1% 27V v 7 LET,

g [P A A R OER (select single sign on method) ] T [SAML (SAML) ] Z3&R L £,

D4—exTans5—nFiE [}
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DH—EXRTaNA 5—0FIE |

. Microsoft Entra ID 0 Security Cloud Sign On & D&

h)

)

)

[FEARM)72SAMLA% K (Basic SAML Configuration) |73V C[fmfE (Bdit) 1227 U v 2 L, LN Z1T
WET,
o [#5]F (=27 47 4ID) (Identifier (Entity ID)) ] T, [#&5 7B (Add Identifier) | % 7
U w7 L. Security Provisioning and Administration 7> 52t 4172 [~ 7 1 7 4 ID (Entity ID) ]
D URL Z ASJLET,

s [J&EURL (7H—vararva—<H—ERURL) (Reply URL (Assertion Consumer Service
URL)) ] T, [I"&URLDEN (AddReply URL) 1% 7 U v 27 L. Security Provisioning and
Administration 75 D [ 7 VYA A L H—E AURL (Single Sign-On Service URL) ] % A7)

LET,

s[4 >4 > URL (SignonURL) |7 1 —/L RIZ https://sign-on.security.cisco.com/|
EANLET,

s [PR1F (Save) 1% 7 VU w7 L., [ZEAHZ2SAMLA#RL (Basic SAML Configuration) |/3%/L&FH L
i‘?’*o

UmEtE & 2K (Attributes & Claims) | /X% /LT, [fwf# (Edit) 1227 Vv 7 LET,

o [LERFR (Required claim) ] C[—E D2 —W—i#5l+ (&HID) (Unique User Identifier (Name
ID) JZk%E=27YV v 7 LTHRELET,

o [V— Z &M (Source attribute) 17 4—v K% user. userprincipalname WCRELET, ZZTiE.
user.userprincipalname DIEN A2 EF A —NLT RLAEZFR L TNDHZ EE2RFHEE LTWET,

B~

ENUSNOEEIX, [V —A (Source) ] % [user.primaryauthoritativeemail | [Z5%7E L £,

LEMOZR (Additional Claims) ]/3%/LC [tk (Edit) 1% 72 U > 27 L. Microsoft EntraID = — 4" —
T8 T 4 & SAML BHEOB DR D~ v o 7 EAER L £,

=1 BBz V—REH

email B2 L user.userprincipalname
firstName fE72 L user.givenname
lastName fli7z L user.surname

WIZART X 91z, BRI LIC (4122 (Namespace) | 7 4 —/V RIZM$F27 V7 LTLEEW,

Manage claim - X

A/ Got feedback?

Name * | email e |

Namespace | Enter a namespace URI v |

B oy—EXTonA5—DFIE



| Dy—EXTaNA5—DFIE

ATy T3

k)

D

Duo @ Security Cloud Sign On & D#i & .

[SAMLGEH]#E (SAML Certificates) ] /Sr/LC, [AEPIE (Base64) (Certificate (Base64)) ] aEH]ED
[#7 > ra—1F (Download) 127V v 7 LET,

COFIETHRIFEMHT D720, [SAMLIZE D> 7Y A v F D> b7 7 (Setup Single
Sign-Onwith SAML) &2 v 3 C[a2 /4 > URL (LoginURL) ] & [Microsoft Entrai# 3!l ¥ (Microsoft
Entra Identifier) ] D% 2 &—L ¥ 7,

Security Provisioning and Administration {ZFE Y . [R~ (Next) 227 U v 7 LEd, A7 v 73 :1dP b
Security Cloud (Z SAML A % 7 — 4% Z 42t 25 OBEENRRINET,

a)
b)

d)

[TEMERL (Manual Configuration) |47 > a2 V&2 @& IR L £,
[ I NH A v F P —ERAURL (TH—3 3 a3y a—<#—ERAURL) (Single Sign-on Service
URL (Assertion Consumer Service URL)) | 7 4 —/L RIZ, Azure ) Higfli &7z [m 74 »URL (Login
URL) | DfEEZ AT LET,
[>T 47 41D (A—7 =2 AURI) (Entity ID (Audience URI)) |7 1 —/L KIZ, Microsoft EntraID
12 Lo Tk &5 [Microsoft Entraiii B!l - (Microsoft Entra Identifier) | DfEZ AJI L E T,
Azure CIRESNT-BRHELT v /'m—FLET,

(G¥)
Azure |2 X > TR SN D BL G E T 7 A4 VOJEE 1T .cer TJ, 7272 L. Security Provisioning and
Administration TREBIEHZ T ANDITIL, 77 A VLR % cart ITAR L ThHT v 7 r— L%
£

AT 74 Security Provisioning and Administration ¢ [{kx-~~ (Next) ] %27 UV v 27 LET,

RDBERY

(25 w74 : SAML#ADT AN B (RFvF5: 50T 75 4 74k \ZHt-> T,
HEETANLTT 2T 4 7L LE T,

Duo @ Security Cloud Sign On & D#FS

ZDHA KTIE, DuoSAML 7 7'V /7 —=3 3 > % Security Cloud Sign On & #4345 ikl >0
T LET,

158 DRI

BAsA T 2RIC, TID 7m A X —ETA R ZHisk, 7o A2EZEEL T,

INHOFIEIL, RBROTA ROFFZ A7 721D 7 13 X —|Z Security Cloud SAML
ABT =B eI 5] BIO 27 v 73 : 1dP 7> 5 Security Cloud |2 SAML A % 7 — X % fi
921 122V T, Duo SAML #EAIZEA DM A M e LEJ,
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DH—EXRTaNA 5—0FIE |
. Duo 0 Security Cloud Sign On & D&

FIE

RATv 1 Duo LHETSH =¥ —7F A X T Security Provisioning and Administration (Z¥% 1 >+ > L £ 7,
a) AT o7 1 WIERE] ORI > T, HTLWID Fa A X —%{E L, DuoMFAHA4 7 R T
T TN EIMPERELET,
b) [AF > 72:1ID 7 1a/3f ¥ —|Z Security Cloud SAML A ¥ 7 — % %4242 | <, /8T ) v HEHE
EHUu—FL, WOFIATHEMNT 2 [T 47 41D (EntityID) | & [T 7Y A rF o h—E
AURL (Single Sign-On Service URL) | DfE%x 2 ¥ — L £,
AT T2 HLWT T ET T, FHE L L TDuwo ki1 A4 LET, T <IZREDDT, Security Provisioning
and Administration % 7 IZBiWVV = FiIZ LT & £7,
a) Mo —varAma—nnb [TF)S5—23a3 > (Applications) 1> [7FU 47— 3 v nRE
(Protect an Application) 1227V v 7 L¥7,
b) HFE/X—". Cisco Security Cloud Sign On &% L £,
c) [MHY—ERTF T A &% — (GenericService Provider) |7 7'V 7r—3 a2 »ORIZH D [fRi# (Protect) |
200 v L, R 4 7L LT [Duodik A h%SSOIZ L A2FA (2FA with SSO hosted by Duo) ] %
HIRLET,

LA SAML —E A7 NAf X — DR~ — U N & £97,

d) [A¥T7—% (Metadata) | E7 v a »Z&RLET,
e) [=v7 47 4ID (EntityID) |DfE%Z a2t —L, B CTHEMATLHLOITRAFLET,
f) [ 7 A A URL (Single Sign-OnURL) ] DfEZ = — L, B CTHHTL7ZOIRFELET,
g) % CTHHT LD, [V v—FK (Downloads) |27 v a v CREHEN X 7 v— K (Download
certificate) 1227 U v 7 LET,
h) [SAMLIZ (SAML Response) ] £7 v a v CIROFIEEFEIT L £7,
s [NameID/Z3. (NamelD format) ] C [urn:oasis:names:tc:SAML:1.1:nameid-format:unspecified] % 7= 1%
[urn:oasis:names:tc:SAML:1.1:nameid-format:emailAddress] ZE&R L £ 97,

s [NameIDJ&f: (NamelD attribute) ] C [<Email Address>] Z &R L £79°,

s [BIED~ v B 7 (Map Attributes) ] &2 > 5 > C, DuoIdP —H— @t & SAML LA B DR

D~y BT B ATILET,

IdPETE (1dP Attribute) SAMLIGEREM (SAML Response Attribute)
<Email Address> email

<First Name> firstName

<Last Name> lastName

B oy—EXTonA5—DFIE
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| D¥—EXTans4—DFIE
Google ID @ Security Cloud Sign On & D#& .

Map attributes IdP Attribute SAML Response Attribute
X <Email Address> email
X <First Name> firstName
% <Last Name> lastName ()

i) [F%XE (Settings) ] D[4 (Name) | 7 4 —/V FIZ lSecurity Cloud Sign On] FE/ZIIOEZ

ATTLET,
AT w73 Security Provisioning and Administration [ZF Y | R~ (Next) 1227 U > 7 LET, A7 v 7 3 :1dP b

Security Cloud (& SAML A # 7 — & #4232 OBEmNA R R SNET,

a) [FEMERL (Manual Configuration) | 47> a v 2N L E T,

b) [P A F Y —EAURL (7Y —v a3 a3 a—~<HP—EAURL) (Single Sign-on Service
URL (Assertion Consumer Service URL)) |17 « —/L RiZ, Duo 22 bl uiz [ 7 v A 4 URL

(Single Sign-On URL) ] DfEAE ASI L ET,

¢c) [>T 4T 41D (A—7 4= AURI) (Entity ID (Audience URI)) ] 7 « —/v RiZ, Duo 7> HHEflk X
niz[=>7 47 41D (EntityID) ] DEZ AL ET,

d) DuombHF¥vru—RLEEBLIAELZT v 7u—RLET,

RDBRY

WIZ, TAT v 74 :SAML¥AEDT AN BIXQY AT 75 60777 471k OF
Bzt »> T, B E#TAMLCT 7T 4 7{bLET,

Google ID @ Security Cloud Sign On & D#E&

Z DA RTIX, Google ID SAML 7 7' U 7 —3 3 > % Security Cloud Sign On & #6535 Fik
ICOWTHA LT,

1R BHHIIZ

BT DR, [ID Fu g X =BT A R Zdidr, 7R AREZHEL T ZIV,
INHDOFNEZ, RO TA ROFIC (27 v 72 ID 7 m/3A #—|Z Security Cloud SAML
ART =R gt BELO 27 v 73 : IdP 7> 5 Security Cloud (2 SAML A % 57— 4 %4
fit9~% ) 122UV T, Google ID #E A IZE A OFEMIZ & L E 7,
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DH—EXRTaNA 5—0FIE |
. Google ID @ Security Cloud Sign On & D#4&

FIE

ATV 1 Google L#MATHTLH—T T A4 AT Securlty Provisioning and Administration (2% 4 >4 » L E T,
a) (AT o7 1 WIWERE)] ORI > T, HILWID 7 r g X —%{Ef L, DuoMFA)OLA 7 R T
T RTOMEIDERELET,
b) [AF > 72:1ID 7 1a/3f ¥ —|Z Security Cloud SAML A ¥ 7 — % %4242 | <, /8T ) v HEHE
EHUu—FL, WOFIATHEMNT 2 [T 47 41D (EntityID) | & [T 7Y A rF o h—E
AURL (Single Sign-On Service URL) | DfEz a2 — L 9,

AT T2 HILWT T oW T T, A= R—FHEHEREEFOT IV M EMH L TGoogle HHLl 2t v ) — L2 WA
A > L¥7, Security Provisioning and Administration % 7 [ZBV 7o £ FIZ L E T,

a) EHaLY—LT, Azma— —=>[77Y (Apps) |>[V =TT 7Y EENALLTF Y (Weband
mobile apps) | IZHEIL 9,

b) [TV ZEEM (AddApp) 1>[H AX LASAMLT 7' U ®iENI (Add custom SAMLapp) 127 U v 7 L
e

c) [T7VUDFM (App Details) ] TUL FZ1TWE T,

e 77V /r—3 a4\ TSecure Cloud Sign On) F7oidfhofEs AT LET,
cMBEIGCT, 7F IV r—va NHEMNT LT A 22T vy —FLET,

d) [ %17 (Continue) 1% 7 U w7 LT, [GoogleID 712 /34 % — (Google Identity Provider) ] D #EHH~<—
VICHEIL £,

e) [AXT—XDX7ua— K (Download Metadata) 1 %727 VU v 7 LT, % CTHEMHT 572D Google
SAML A ¥ T =277 A VX rm—RLET,

f) [%t1T (Continue) 1% 27 U v LT, [—ERT a4 Z—DEM (Service provider details) ] ~<—
CICBE L LT,

g) [ACSURL (ACSURL) ]~ « —/v RiZ, Security Provisioning and Administration 2> H 2k X fu7z [+
TN A A —E AURL (Single Sign-On Service URL) 1 Z A/ L £,

h)y [>T 47 «4ID (EntityID) ]~ «—/L RIZ, Security Provisioning and Administration 7> 52k X j172
[>T 47 4ID (EntityID) 1 ® URL Z AL %9,

i) [B4 T %% (Signed Response) | A 7' v a a4z LET,

i) [ BIIDDJE (NameID Format) ] C[UNSPECIFIED (UNSPECIFIED) ] %7-I1%[EMAIL (EMAIL) ]
IR ET,

k) [ EID (NamelD) | C[FEATEH > F3E T A —/L (Basic Information > Primary email) ] %38 L &
s

) [%t1T (Continue) ] 42 UV v 7 LT, [J&M~ vt 2 (Attribute mapping) ] ~— AR LT,

m) Google 7 4 L7 NV EMEET T r—va @Bl oko~y B 7 E2BMLET,

GoogleT s L'~ ') M/EtE (Google Directory attributes) | 7 7'') M/EE (Appattributes)

4 (First name) firstName

B oy—EXTonA5—DFIE
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| Dy—EXTaNA5—DFIE

Okta O Security Cloud Sign On & D& .

GoogleT 1« LY +1JMEME (Google Directoryattributes) | 7 7' M/E1%: (Appattributes)

It (Last name) lastName

Primary email email

Attributes

Add and select user fields in Google Directory, then map them to service provider attributes. Attributes marked with * are mandatory. Learn more

Google Directory attributes App attributes

Basic Information >
First name s firstName X
Basic Information >
Last name - lastName X
Basic Information >
Primary email - email X

ADD MAPPING

n) [#7 (Finish) |27V v 27 LEd,

AT w73 Security Provisioning and Administration [ZFE Y . [R~ (Next) 1% 27 VU > 7 LET, A7 v 73 :1dP 1D
Security Cloud (Z SAML A % 7 — % Z 232 OWENA R R SNET,

a) [XMLZ 7 A /ADT v 71— K (XML file upload) |47 3 v &I L £,
b) LIANIZ Google #2347 — RLIZSAML A X T —X 77 A VT v 7u—RKLET,
c) [k~ (Next) |27 Vw7 LT[T AL (Testing) | X—VIZH#ELET,

RDEZRY

Wiz, TAT 74 : SAMLMIADT AN BIXWY (A7 v 7560777 4071k OF
EICE> T, EETANLTT 2T 4 7L LET,

Okta @ Security Cloud Sign On & DS

Z DA RTIX, OktaSAML 7 7'V -r—3 3 > % Security Provisioning and Administration & %t
AT BHHECHOWTHRALET,

1R BRI

BRGES DRNC, [ID P u A X =B A R ZHidr, 7R AREEZHR L TIEIV,
INDOFNEIX, BRROTA ROFFZ AT 7 21D 7 131 X —I|Z Security Cloud SAML

D4—exTans5—nFiE [}
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DH—EXRTaNA 5—0FIE |

. Okta 0 Security Cloud Sign On & DS

FIE

&

ATy T2

ART =B eI 5] BIO 27 v 73 : 1dP 2> 5 Security Cloud |2 SAML A % 7 — X % fi
3% 12T, Okta SAML # & IZEA DFEM A2 L E T

Okta LA T 5T % —7 T A X T Security Provisioning and Administration (25 A > 1 > L E 9,

a) AT o7 IR E] OFBIC > T, HILWID a3 ( X —%41E L, DuoMFA )6 F 7~ 7
U hTAEMNEIMERELET,

b) [RA7 > 7 2:1ID 7 m/ A X —|T Security Cloud SAML A ¥ 7 — X Z4ft4 25| T, /ATY v iEHE
AT —RL, WOFIETHERT L [T 47 41D (EntityID) ] & [ AP A oFrH—E
AURL (Single Sign-On Service URL) | DfE%x 2 & — L 97,

HLWT T o xTC EEE L L COktaffkic A A4 LET, T <ICTEDDT, Security Provisioning

and Administration % 7 IZBHWZEF I L TEBEET,

a) [77 Vs — a3 (Applications) | A ==—06 [7 7Y — a3 (Applications) | Z &R L E T,

by [TV —va kA DOIERK (Create App Integration) 1 %27 U v 27 LET,

¢) [SAML2.0 (SAML2.0) J%#8ERL, K~ (Next) |27 U v 7 LET,

d) [®MEE (General Settings) 1 % 7 C, #A D4 HT (B @ Security Cloud SignOn) # A7) L, #EEIC
JGLTCra27 vy 7n—RLET,

e) [k~ (Next) ]%7 VU v LT [SAMLO#ERK (Configure SAML) ] _X— 2 E 4,

f) [ 7 NHA A URL (Singlesign-on URL) ]~ ¢ —/L R{Z, Security Provisioning and Administration
MO E NI [ Z Y A A —E AURL (Single sign-on Service URL) ] # A/ L%,

g) [A—7 4= AURI (Audience URI) | 7 4 —/L R|Z, Security Provisioning and Administration 7> & f&
fftxniz [>T 47 41D (EntityID) 1 Z AL ET,

h)  [4HAEID?DEI (Name ID Format) ] T [f8&7¢ L (Unspecified) | £72I1L [EFA—/LT RL A

(EmailAddress) | Z#R L E 7,

i) [7 7V r—v g va—H%—4%4 (Applicationusername) | T [Okta=—H—%; (Oktausername) | % R
LET,

) [BYEAT—RA N (X7 a)  (Attribute Statements (optional)) &7 323 T, RDO4 I SAML
BYED~ v B V% Okta 2 —H—7 07 7 A VITEBINLE7,

Z#87 (Name) (SAML7H—3>) |ff (Value) (OktaZ’B 77 AJL)

email user.email
firstName user.firstName
lastName user.lastName

k)  [Show Advanced Settings] %27 U v 7 L¥ 7,

1) [R~ (Next) |22 Vw7 LET,

m) [BAEBAE (Signature Certificate) ] T, [7 7 A VD&M (Browsefiles...) 1227 U w7 L. LARIIZ
Security Provisioning and Administration 7> 5 # 7 >0 — R L2 ABBAEAELZT v 7 u— R LE T,
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security-provisioning-and-administration_chapter8.pdf#nameddest=unique_64
security-provisioning-and-administration_chapter8.pdf#nameddest=unique_66
security-provisioning-and-administration_chapter8.pdf#nameddest=unique_66
https://control.security.cisco.com/
security-provisioning-and-administration_chapter8.pdf#nameddest=unique_63
security-provisioning-and-administration_chapter8.pdf#nameddest=unique_64

| Dy—EXTaNA5—DFIE

ATvT3

n)

0)

p)

Ping ID @ Security Cloud Sign On & D#& .

AL 7Y —3 3 E, RSA-SHA256 7 /LT RATELTAVLENHY £,

[V A (SignOn) ], [XE (Settings) 1. [VA A J5iE (Sign on method) ] DINEIZEIRL |
[FEf DR (Show details) 1227 U v 7 LET,

[k~ (Next) ]#27 Vw7 LTCOktall7 4 — R 7 %2KFL, [587T (Finish) |27V v/ L&
R

[+ >4 > URL (SignonURL) ] & [317# (ssuer) |DfEz 2t — L, BRAMHEL X Vo —F
L T Security Provisioning and Administration|Z 42k L % 9-,

Security Provisioning and Administration I[ZZ 0 . [R~N (Next) [#27 Vv 7 LEd, A7 v 73 :1dP 2256
Security Cloud (Z SAML A # 7 — % 42t 2 OBEmNFRINET,

a)
b)

d)

[FEMERL (Manual Configuration) |4 7' a V2B L ET,

[NV A AP —EAURL (TH—arara—<H—EAURL) (SingleSign-on Service
URL (Assertion Consumer Service URL)) ] 7 « —/L FiZ, Okta 7> H4gfk &7z [+ >4 > URL (Sign
onURL) | DEZ AT LET,

[>T 47 4ID (4—F 4= AURI) (Entity ID (Audience URI)) ] 7 4 —/L RIZ, Okta 7> H ik &
T 38173 (Issuer) | DEZ AT LET,

Okta 2> B2 SN BLFAEL T v 7 — N LE T,

RDBRY

Wiz, TAT 74 :SAMLFADT AN BIYX (AT v 7560777 4071k OF
Bz~ T, B EZTAMNLTCT 72T 4 7/ LET,

Ping ID @ Security Cloud Sign On & D&

FIE

Z DI A KTIX, PingSAML 7 7'V 7 —3 3 % Security Cloud Sign On & #4532 Fikiz o0
T LET,

48 SRS

BRLET DAMNC, TID 7oA X —E A N Zaidr, 7 a A2REHEL T ZE0,
INHOFNEZ, RO TA ROFIZ (27 v 72 ID 7 m/3A #—|Z Security Cloud SAML
ABT =BT 5] BEIO [AF7 v 73 : 1dP 7> 5 Security Cloud {2 SAML A % 7 — X % 4
it %) 122V T, Ping A ICHEA OFEMZME LE T,

AT v 1 Ping AT D= ¥ —7F A X T Security Provisioning and Administration {Z% 41 > A > L £,

a)

(2T 71 WIRE) OMBICI > T, HLWID P u " F—%{EK L. DuoMFA 22647 R 7
U hTAENEIMERELET,
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. Ping ID @ Security Cloud Sign On & D#f&

b)

(27 w72 ID 7' v /3 X —|Z Security Cloud SAML A % 57— X Z4gft9 2| T, R THEHATI-®
IZ Security Cloud Sign ONn SAML A3 F7—R 7 7 A VE Xy ra— RLET,

ATV T2 HLWTZ W T T Ping =V — /WA A LET, Security Provisioning and Administration
TIUYETERWCEZICLET,

a)
b)
<)

d)

2

h)
)

[##%¢ (Connections) 1>[7 7V -—3 3> (Applications) ] IZBEIL F9,

[HAZZI7 V7 LT[T 7V r—va OB (Add Application) | ZA 7 a7 & & £,

[7 7V r—3 3% (Application Name) ] 7 4 —/L NI [Secure Cloud Sign On] F7=(Iftho
A AN LET,

VBTG U T, MEZENML, 742027 v 7r—RNLET,

[7 7V r—3 a »OfE$E (Application Type) ] C[SAMLT 7' U 77— 3 > (SAML application) ] %
FIN L., [#5k (Configure) |27V v 7 LET,

[SAMLA#% (SAML Configuration) |4 A 722/ C, [AXT—X DA R — |k (Import Metadata) |4
Tara@IRL, [7 7 A VOER (Selectafile) 127V v 7 LET,

Security Provisioning and Administration 7>% 4 7 > 12— R L 7= Security Cloud Sign On SAML #* 2 57—
BT 7 ANERADTET,

B Add Application

SAML Configuration

Provide Application Metadata
® Import Metadata () Import From URL (O Manually Enter

_________________________________________________________________________

ACS URLs *

https://security.cisco.com/sso/saml2/0oalsc3asja...

+ Add
Entity ID *

https://www.okta.com/saml2/service-provider/spn...

[fRTF (Save) 1227 U w7 LET,
[XE (Configuration) | # 7% 7 U v 7 LET,

B oy—EXTonA5—DFIE
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| Dy—EXTaNA5—DFIE
Ping ID @ Security Cloud Sign On & D#& .

i) [AXT—HDHX 7> u—FR (Download Metadata) ] %27 U 2 L, Security Provisioning and
Administration {2292 SAML A 2 7 =27 7 A VX m—FLET,

k) [BfEo~y v 7 (Attribute Mappings) 1 Z 7 %227V v 7 LE T,

)[R (Bdit) ] GRET A=) 227 Vv LET,

m)  #ZHO [saml_subject (saml_subject) ] JEMEIZDOWT, [EFA—/L7 RL-A (Email Address) ] %8R
LET,

n) [HEM (+Add) 127 VU v 7 L. SAMLJ&YE L PingOne = — % —ID JBMEDKR D~ v B2 7 ZBAN L,
ETNETNO~ v B 7T [E (Required) | A7V a el LET,

B |PingOne~ E>%" (PingOne Mappings)

fistName | &5 7 A —/L 7 KL 2 (Email Address)

lastName | Given Name

email |Family Name

B~ > v 7 (Attribute Mapping) ] /SR /UITIRD L 912720 7,

Attribute Mapping
Attributes PingOne Mappings Required
saml_subject Email Address - “a
email Email Address - “a [ ]
firstName Given Name - - I []
lastName Family Name - “a [ ]

0) [fRT7F (Save) 1227 Vw7 LT~y L THRGFLET,

AT 73 Security Provisioning and Administration [Z/E Y | [R~ (Next) 1% 27 U > 7 LET, AT v 7 3 :1dP D
Security Cloud (& SAML 2 # 7 — & #4232 OBmN R R SNET,
a) [XML7 7 A VDT v 71— K (XML fileupload) ] 47> a v &RIRL F7,
b) LDARIZ Ping 2B X U —RLULJESAML A X T —X 77 A VT v7a—RKLET,
c) [k~ (Next) 1227 U w27 LTC[7T AR (Testing) | ~_—VIZ#EALET,

RDEZRY

wIZ, TAT v 74 :SAML¥AEDT AN BIXQY AT v 75 #5607 77 471k OF
Bzt »> T, B ET AN LT 7T 4 7{bLET,
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