afran]n
CISCO.

" e
¢ b= - —
I 148 L e A A R T i

e ———
———

Cisco Secure Firewall ASA Virtual 919 X 2 — +r7 v THA K

#hR - 2022 &£ 11 H 29 H
BIREH 202347 A 20 H

VAAVATLREREH

T107-6227 HURHPEXRKI-T-1 I RH T -« XU —
http://www.cisco.com/jp
BREWADEE v 2aavz s ver2—
0120-092-255 (7 U —=a—/L #E&: - PHSET2)
TEaEZAHRER - SFH 10:00~12:00, 13:00~17:00
http://www.cisco.com/jp/go/contactcenter/



[EE) YRR ZCFERICASEIIZ, RE2EDTE (www.cisco.com/jp/go/safety warning/) & CHERLFEE W, AEE, kEYRAaARITH
F1AVMOBEMRTT, VUIERICOETELTE, BARBRBERAT. ZEBRICT Y TT—AHY. YD IREDR—UHBHERSL
TLWBEENHYETLETTRSCLESL, HLETLBZEMRELYFETOT, EXLBRBITOVTIEREY A O FFa A Y FESEE
S, T, ZHEDRICDONTIE, BT/ NA— bF—. F£rld, BHELEICTERCESL,

THE SPECIFICATIONS AND INFORMATION REGARDING THE PRODUCTS IN THIS MANUAL ARE SUBJECT TO CHANGE WITHOUT NOTICE. ALL STATEMENTS,
INFORMATION, AND RECOMMENDATIONS IN THIS MANUAL ARE BELIEVED TO BE ACCURATE BUT ARE PRESENTED WITHOUT WARRANTY OF ANY KIND,
EXPRESS OR IMPLIED. USERS MUST TAKE FULL RESPONSIBILITY FOR THEIR APPLICATION OF ANY PRODUCTS.

THE SOFTWARE LICENSE AND LIMITED WARRANTY FOR THE ACCOMPANYING PRODUCT ARE SET FORTH IN THE INFORMATION PACKET THAT SHIPPED WITH
THE PRODUCT AND ARE INCORPORATED HEREIN BY THIS REFERENCE. IF YOU ARE UNABLE TO LOCATE THE SOFTWARE LICENSE OR LIMITED WARRANTY,
CONTACT YOUR CISCO REPRESENTATIVE FOR A COPY.

The Cisco implementation of TCP header compression is an adaptation of a program developed by the University of California, Berkeley (UCB) as part of UCB's public domain version of
the UNIX operating system. All rights reserved. Copyright © 1981, Regents of the University of California.

NOTWITHSTANDING ANY OTHER WARRANTY HEREIN, ALL DOCUMENT FILES AND SOFTWARE OF THESE SUPPLIERS ARE PROVIDED “AS IS" WITH ALL FAULTS.
CISCO AND THE ABOVE-NAMED SUPPLIERS DISCLAIM ALL WARRANTIES, EXPRESSED OR IMPLIED, INCLUDING, WITHOUT LIMITATION, THOSE OF
MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT OR ARISING FROM A COURSE OF DEALING, USAGE, OR TRADE PRACTICE.

IN' NO EVENT SHALL CISCO OR ITS SUPPLIERS BE LIABLE FOR ANY INDIRECT, SPECIAL, CONSEQUENTIAL, OR INCIDENTAL DAMAGES, INCLUDING, WITHOUT
LIMITATION, LOST PROFITS OR LOSS OR DAMAGE TO DATA ARISING OUT OF THE USE OR INABILITY TO USE THIS MANUAL, EVEN IF CISCO OR ITS SUPPLIERS
HAVE BEEN ADVISED OF THE POSSIBILITY OF SUCH DAMAGES.

Any Internet Protocol (IP) addresses and phone numbers used in this document are not intended to be actual addresses and phone numbers. Any examples, command display output, network
topology diagrams, and other figures included in the document are shown for illustrative purposes only. Any use of actual IP addresses or phone numbers in illustrative content is unintentional
and coincidental.

All printed copies and duplicate soft copies of this document are considered uncontrolled. See the current online version for the latest version.
Cisco has more than 200 offices worldwide. Addresses and phone numbers are listed on the Cisco website at www.cisco.com/go/offices.

The documentation set for this product strives to use bias-free language. For purposes of this documentation set, bias-free is defined as language that does not imply discrimination based on
age, disability, gender, racial identity, ethnic identity, sexual orientation, socioeconomic status, and intersectionality. Exceptions may be present in the documentation due to language that
is hardcoded in the user interfaces of the product software, language used based on standards documentation, or language that is used by a referenced third-party product.

Cisco and the Cisco logo are trademarks or registered trademarks of Cisco and/or its affiliates in the U.S. and other countries. To view a list of Cisco trademarks, go to this URL:
https://www.cisco.com/c/en/us/about/legal/trademarks.html. Third-party trademarks mentioned are the property of their respective owners. The use of the word partner does not imply a
partnership relationship between Cisco and any other company. (1721R)

©2022 Cisco Systems, Inc. All rights reserved.


https://www.cisco.com/c/en/us/about/legal/trademarks.html

i
ot

i
o

B X

Cisco Secure Firewall ASA Virtual O#E 1
A SRS DR R 1
ASARIE DT A 1
A<w— NT A& ADHERMNHIZONWT 2
ASA FAR 77 A4 X— 7 T T ROWHERST S (VMware, KVM, Hyper-V) 4
ASA AR TV v 7 7 T 7 ROMERS 5 (AWS) 8
ASA AR N7 Y v 7 72 5 7 ROWERST 5 (Azure) 6
HEFHEHMFEE 7
ASA AR (T XTOMERNTE) DA RT7 A LHIREHE 7
1 GB HE[RFH 5- DA A KT A LHIIREH 9
10 GB HE[RAT G-D T A KT A LIIRFIA 9
20 GB HEIRAT 5D AT A KT A » LHIIRFIA 10
ASARAE A v Z—T7 = A ZAB L ORAENIC N
ASARAE DA v B —T7 x4 A2 1N
PAR— I TNSH VWNIC 1
ASA AR & SRIOV A v X —T = A ADTuva="7 13
SR-IOV A » F—T = A ZZHATHHA RT7 A » LHilIRFIE 14

VMware ZEA L7z ASA R DEA 19
VMware TD ASA A OH A KT A > LHIRETE 19
ASA A8 ® VMware H§REO VR — 1~ 24
ASA {8 & VMware ORITESE 26
ASAEAR Y 7 U =7 O L5 0 AR T 7 A LV OIERL 27
VMware vSphere Web Client Z {5 F L 72 ASA AR OE A 30

Cisco Secure Firewall ASA Virtual .19 X 2 — + 7w THA K .



| EES

vSphere Web Client ~D7 7 EA L I ATV MERGT T 74> DA A F—) 3
VMware vSphere Web Client Z i § L 72 ASA {48 DE A 31

VMware vSphere A ¥ > RT7 027 FA 7 bEB IO 0 A AR A H L= ASA {548 i
A 36

OVF Y — /LB LU 0 AR A M L7z ASA (A8 OFE A 37
ASAAE 22 ) —)L~DT 7 A 38
VMware vSphere =2 > > — /LD 38
Ky hT—=27 L UTIL ary—b R—rORE 39
VvCPU £/ 3 ANV—T v N A4 BV ADT v 77 L—FK 40
VMware TD ASA AR D37 4 —~ 2 ZFHH 42
ESXi il CO/NRNT 4 —~< > ADM L 42
NUMA OHA RT4 v 42
Receive Side Scaling (RSS) FIDO#HH D RX F=— 44
SR-IOV A v H—T A ADT 0y a="7 41
HEEFHEHKFEE 47
ESXi 78 A k BIOS OffEss 48
RA NYET X7 H Co SRIOV OFZME 49
vSphere A4 v FDOIERL 50
B~ OHEMBIEL VDT v T L— R B

ASA A8 ~® SR-IOV NIC OE| Y 4T 52

£3 % KVM ZfEHE LT ASA Rf8 DEA 55
KVM TOD ASA KA OH A FF A L CHIRFIA 55
KVM ZAEH L7z ASA AR OB AIZHSUN T 58
ASA A8 & KVM ORHESAT: 59
WORADaL 74 X2l —ar 774 LO%(H 60
AT U v ¥ XML 7 7 A /LD ¥Efi 62
ASA (A2 OEE) 64
KVM T? ASA AR D/X7 4 —~ 2 ZiHHE 65
KVM % TO /T 4 —~ 2 Z2D[H L 65
CPU B> =7 DHHNL 65

[l Cisco Secure Firewall ASA Virtual 919 2 2 — k7 v TH 4 K



b

o

gx I}

NUMA OHA RZ7 A 66

Receive Side Scaling (RSS) HDHEED RX ¥ = — 68

VPN Ot M

SRIIOV A v Z—T A AD Tt Ya=7 N
SR-IOV A v H—T = A ADT Y g = ZIZET28E N
KVM 7R A | BIOS &R A h OS DZEHE 7
ASA A8 ~D PC1 734 ZDEIY 24T 13

CPU IR &L LAR— ] 16

ASA Virtual ® vCPU i fiE 77

CPU IR pB] 11

KVM CPU IR L AR— | 78

ASA Virtual & KVM © 2777 18

AWS YT S5 KAD ASA RIE DEA 79
AWS 7 T 07 R~ ASA AR DEFEAIZDOWT 79
ASA fE & AWS ORISR 82
ASA (B BXNAWS O A KT A > LHIREE 83
BEDMAT L SSH F8AE 84
AWS ED ASA AR OF >y hU—27 FARu P 0f] 85
AWS T ASA (A8 DEGH 86
AWS TOD ASA iR D/ 7 p—~ 2 AFH% 89

VPN D¥ciifl 89

AWS A~ D ASA {718 AutoScale V') 2 — 3 VDEA 91
AWS T® Threat Defense Virtual ASA 48 @ Auto Scale Y J = —3 2 > 91
Auto Scale V' J = —3 3 ZOWT 91
B RA v F hARr UEMHH L7z Auto Scale DEAf] 92
AWS 77— h U =A 00— FRT U DOHBA 7 —/LDEAG] 93
Auto Scale YV = —3 =3 Ot HEA 93
Auto Scale YV = — g DR —F2 b 9%

Auto Scale Y U == —< 3 V DOHITES 95

Cisco Secure Firewall ASA Virtual .19 X 2 — + 7w THA K .



| EES

BERZ 7 A NVDX T 1—K 95

AVTTANT I T ¥iRE 95
VPC 96
A S N

tx=2UT7 4 =7 9

Amazon S3 /N7 > k07

SSL $— S—ZEH 97

Lambda L' -7 v 98

KMS ¥ A% —%— 98

Python 3 BR %% 99

Auto Scale DEBH 99

{99
ATJRT A—4 99
ASARER T 7 A LV DFEHT 108
Amazon Simple Storage Service (S3) ~D7 7 A /LDT v 7 r—K 106
ALy 7 QR 107

JEBH ORRRE 107

Auto Scale A T F U AZ AT 101
2=V 7Takx 101
NILVAE=HF— 108
TATHA T IVT w7 OEERE 108
Auto Scale Manager D #E55{t, 108

02— RKAZ DX —5 > 108
AVABUADAK 8L 109

A VAL ATET 110

AU AR AD AT —A MHE 110
BREDEE 110

AWS U Y — 2T HZEH 1M
CloudWatch = 7 DIV KOV 111

AutoScale D NFG TN a—F 4 T EF YT M

. Cisco Secure Firewall ASA Virtual .19 X 2 — + 7 v TH A K



gx I}

£6= Microsoft Azure 7 577 F~AM ASA fR38 OEA 113

Microsoft Azure 7 7 7 R~0 ASA A8 EAIZOWT 113

ASA A 8 KON Azure DRIFESRIFES L OV AT LEf 115

EEHFHEHFFE 16

BARHCER SN DY V=2 118

Azure L —7 4 7 120

A8 R —27 ND VM OLV—T 4 V7 3E 121

IP7 FLZ2 12

DNS 122

Accelerated Networking (AN) 122

Microsoft Azure ~® ASA {48 OE A 123
Azure Resource Manager 7> 5 D ASA {AE DA 124
Azure Security Center 7> 5 D ASA AR O A 125
Azure Resource Manager 7> 5 @ ASA ix#E for High Availability ™3 A 128
VHD BL OV V=27 7 L— b2l L7z Azure 705 D ASA AR OEA 129
Azure TO IPv6 B 7R — b &5 ASA AE OB 133
Azure TO IPv6 Z W AR — M5 REEICHOWNT 133

Marketplace 4 A —U S A ETe I A X L1Pv6 7 7 L — N & H L7 Azure 726 O B
135

VHD B LU A X L IPv6 T > F L — b Zfdi [l L7- Azure 705 DJEB 141
gk Azure U Y — R 77 L— b OB 146

TrT L= 77 ANDOFA 141

Uy —2 77— hOfEK 148

NG A =BT 7 A NLDOEA 154

INTA=F T 7 A IVOIER 151

b
ot

Microsoft Azure ~®M ASA {k48 AutoScale V') 2a— 3 v DEA 159
Azure TP ASA Virtual ® Auto Scale VY U =—3 3 159
Auto Scale Y U =—3273 ZHOWT 159

Yo FA v F bARa U Z2fH L7 Auto Scale DE AHB] 160

Cisco Secure Firewall ASA Virtual .19 X 2 — + 7w THA K .



| EES

Azure Gateway Load Balancer % f#i ] L 7= Auto Scale ™ & A f3]

Aa—7 164
BNy r—OF T m— R 164
Auto Scale Y U 2 —3 g Da s R—x2 165
Auto Scale Y U = —3 3 » ORHESM: 167
Azure DY V— X 167
ASA TR 7 7 A VD YEf 168
Azure Function App /N v 77— OFEEE 170
ANTJRZ A=4110
Auto Scale DJEBH 175
Auto Scale ARM 7 > 7' L— F DJEBH 175
Azure Function App D 2B 181
BE OEHEE 183
i~ A —y hTOIAM B —/LORE 185
Azure EX 2 U T 4 V)L—TDFH 185
Azure Logic App D 186
ASA Virtual 7 > 727 L — K 189
Auto Scale =¥ 7 191
Auto Scale DX 7 LT Ny 7 191
Auto Scale DH A K7 A > LHFIFIH 193
Auto Scale D N T TNV a—TFT 47 193

V= A a— Kb D Azure FAELORESE 194

Rackspace Cloud ~®M ASA {R18 DEA 197

Rackspace Cloud ~® ASA {AE OEAIZOWT 197
ASA {8 & Rackspace O RHIFESAT 199
Rackspace Cloud v 7 —7 199
Rackspace D 0 H OFERL 201
Rackspace Cloud ~@ ASA A8 DE A 203
CPU i fils & LAR— |~ 204
ASA Virtual ® vCPU {1155 204

. Cisco Secure Firewall ASA Virtual .19 X 2 — + 7 v TH A K

161



i
foi

i

CPU f JH=R D] 208
Rackspace CPU i flsR L' ZAK— K 205
ASA Virtual & Rackspace ® 27 7 7 206

Hyper-V Z{# /A L71- ASA k28 OEA 207
Hyper-V Z £ L 72 ASA AR D AIZSWT 207
ASA {48 3 K OV Hyper-V D H A KT A > L HIRFHTE 208
ASA {48 & Hyper-V ORIHESAIE 210
BOHDary 7 4 Xal—ary 7740 210
Hyper-V ¥~ R — U ¥ i L72 ASA RAR L2550 H MR 7 7 A L DE AN 212
a~y K74 &M H L7z Hyper-V ~® ASA {RKAE DA > A h—/L 213
Hyper-V ¥ 3% — v Z{fi H] L 7= Hyper-V ~® ASA KA O A A F—/L 214
Hyper-V ¥~ X=X nHDxRy NU—27 THXTZOIEM 21
Xy NT—7 THETHZOLEOET 223
MAC 7 RV A RS —T 07 224
Hyper-V v~ 3=V X ZHH LI MACT RL A A7 —7 0 VT DOFRE 228
av R IAEHEHALIEMACT RLA AT —7 0 U T DOFRE 228
SSH DX E 225
CPUfEH#FE L LA—© 225
ASA Virtual ® vCPU i f1=¢ 225
CPU fEH R0 226

Oracle Cloud Infrastructure ~M ASA {8 OER 227

OCI ~? ASA {iA8 OREFICHONWT 227

ASA AR & OCI OR#ESM: 229

ASA AR B L NOCI DA A RT A » LiIIRFIA 229

OCI LD ASA AR Oxy hU—27 MR P Of| 231

OCI ~® ASA A8 DEN 231

W87 77 K% v hU—27 (VCN) OfERkL 232

Xy NT—27 X2 VT 4 ZV—T DR 233
A F =Xy b — U A DIERL 233

Cisco Secure Firewall ASA Virtual .19 X 2 — + 7w THA K .



| EES

T7Fx FOfER 234

OCI T?D ASA A8 A A& ZDAFRL 235

A B —T A ADFEE 231

Pifoe 72 VNIC OLb— hL— L DB 238
OCI LD ASARAE A L AH L A~DT /& A 239

SSH Z il L72 ASA (AR A A5 U A~DH5e 239
OpenSSH A fH L7z ASA (AR A A& A~DHEfi 240
PuTTY ZfiH L7z ASA AR A A X o A~DHHs 28

IPv6 DT TN a—T 47

#

"= OClI ~M ASA fR#8 AutoScale V) 2 —> 3 v DEA 243
Auto Scale D Af5] 243
AfEaRit 244
INAY — RO 249
ASA HERR 7 7 A /L D YEfif - 250
OCI ~® Auto Scale DB 257
TEY R 257
Terraform Template-1 X % v 7 OJEBH 257
Oracle BA%t D fEBH 258
Terraform Template-2 D fERH 261
770 Ry = /L&l L72 Auto Scale DA 262
JEPHORRGE 263
Auto Scale D7 v 77 L— | 263
0= RRZYDORy 7T Ry b 264
OCI D Auto Scale 7% EDHIFR 265
FENZ L DHIFR 265
Terraform Template-2 A % ~ 7 D% 265
Oracle A%t DHIFx 266
Terraform Template-1 A % 7 OHIER 266
770 Ry = /WA L7 Auto Scale DHIFR 267

. Cisco Secure Firewall ASA Virtual .19 X 2 — + 7 v TH A K



128 Google Cloud Platform ~® ASA {R%E O ER 269
GCP ~® ASA 48 OEBAIZ SV T 269
ASA ifE & GCP OREIFESM  2n
ASA AR BELONGCP DA A RT7 A > LIRFH 2712
GCP LD ASA AR D> FU—27 FARu P Of] 213
Google Cloud Platform ~® ASA {48 O FERH 213
VPC % v hU—27 OERL 213
T AT F—LIL—LOVERL 274
GCP LD ASA AB A > A% ZADERK 215
GCP LD ASAME A Y AKX LV A~DT 72 A 211
SNERIP 2 L7z ASA RAR A o A o A~D e 211
SSH Z ] L7z ASA (RAR A A& A~DHfe 218
YT A= LTz ASA AR A A X v A~DHE 218
Gceloud Zfli [l L7 ASA AR A A X o A~DE 219
CPU M & LAR— T 2719
ASA Virtual ® vCPU £ 279
CPU =] 219
GCP CPU fli =R L7k — |k 280
ASA Virtual & GCP ® 7 7 7 280

¥ 13 = GCP ~®M ASA fR#8 AutoScale V') 12— 3 VDER 283
GCP =0 ASA 48 )1} @ Auto Scale ¥ VJ == —3 2> 283
Auto Scale Y Y = —3 3 NZDOWT 283
Auto Scale DAL 284
Aa—=7 285
ARy r =Ky a— R 285
Auto Scale YV = — g > Daii—x2 b 285
Auto Scale Y VU = —3 2 VORITESI; 288
GCP Y Y/ —X 288
ASA MR T 7 A VO HE(R 290

gx I}

Cisco Secure Firewall ASA Virtual .19 X 2 — + 7w THA K .



| EES

GCP 7 77 FHRHE/ N v 77—V DG 291
ANNRT A—=4 292

Auto Scale V'V =—3 a3 O 295

Auto Scale =27 7 300

Auto Scale DX 7 LT /Ny 7 300

Auto Scale DA N7 A > LHIFKIHFEH 30

AutoScale D T TNV a—T 7 302

g 14E OpenStack ~®M ASA {78 MER 303
OpenStack ~® ASA {FAH OEFRIZOVT 303
ASA {8 L OpenStack ORIFESM: 303
ASA 8 3 L O OpenStack DA KT A > LHIIREIHE 304
OpenStack D E{4: 305
OpenStack =D ASA AR O > FU—2 bR v T OfF 307
OpenStack ~0 ASA K48 OB 307
OpenStack ~D ASA A A A—T D7 v 7 u— 1 308
OpenStack & ASA AR OF v T —27 42T F A N7 7 F ¥ OIERK 309
OpenStack T?D ASA fRAE A A% L ZADERL 310
g5 = Nutanix £ T ASAv #EBR3 % 311
Nutanix C ASAv ZfE\\MEH 5 3N
Nutanix TD ASAv DH A K74 LR 311
ASAv & Nutanix O 2 A7 LEE 315
Nutanix {[ZASAv % EBI9 2% 5% 315
ASAv & Nutanix % BT 2 72O ORi{ESA: 316
QCOW2 7 7 A /L% Nutanix |27 v 7@ — R 316
WOHDary 74 Xalb—ary 77 A VDR 317
ASAv % Nutanix [ZJEFH3 % 319
ASAv OEE) 320
g 16 F Cisco HyperFlex ~M ASAv DEA 321

. Cisco Secure Firewall ASA Virtual .19 X 2 — + 7 v TH A K



Cisco HyperFlex TP ASAv DA A KT A > LHIRFEIHE 321
ASAv 3 X O HyperFlex O AT L5 324
Cisco HyperFlex ~0> ASAv & A Jii% 325
ASAv 5 O Cisco HyperFlex D RiTES1: 326
ASAV Y 7 hU =T DX a— KR 321
vSphere vCenter ~~@® Cisco HyperFlex [0 ASAv D& A 327
ASAV AV —)L~DT 7L A 330
VMware vSphere =2 > — /L DfE ] 330
Xy hT—=27 L UTIL 3y —)bR—bORE 331
VCPU E£721ZANV—T"y b TA BV ADT v 77 L— K 332
Cisco HyperFlex T ASAv D/ 7 4 —~ > AT 334

xR 7 L—AOEDL 334

17

i
fo

Alibaba Cloud ~® ASA Virtual ®EA 337
Alibaba Cloud ~@ ASA Virtual ™3 A>T 337
ASA Virtual 3 J O Alibaba ORIHFES: 338
ASA Virtual & Alibaba DFERET AN — | L HIBRIFIH 339
Alibaba ~@ ASA Virtual D& A 340
Alibaba TP ASAv D37 4 —= A5 342

VPN O igiiifl 342

%18 & ASA {18 DERTE 343
ASDM D LE) 343
ASDM Zfifi ffl L 7= MIHRR E DT 344
Startup Wizard D17 344
(EE) ASA AR ORNMBNZH H 3TV v 7 = "—=~DT 7 & AFFF] 345
(A7 ar) VPN 74— ROELT 345
(A7 ar) ASDM DD w7 ¢ ' — KD FEIT 346

FEAMERTE 346

gx I}

Cisco Secure Firewall ASA Virtual .19 X 2 — + 7w THA K .



| EES

. Cisco Secure Firewall ASA Virtual .19 X 2 — + 7 v TH A K



Iflr1 =
5 2

Cisco Secure Firewall ASA Virtual D%

WIS X 2 U T 0 T 7747 28 (ASARAR) 1%, (A EEREEICEFERNR 7 7 A4 7 74—
NEREZIRIL L, T— 4| X — R T T 4w I eV TFT T U RNREDO X 2 U T ¢ Bk L
£7,
ASDM £ 721X CLI Z#fEH LT, ASARME 2 BB I NE=4T 52N TE LT, ZOMD
BHAT Y a v EEHTELZHBALHY 7,

e NAR= R PO R—F (1 =)

CASARB DT A A (1 =)

 EEFHELHKEHE (7—)

cASARAR A v H—T =24 ABIOMAENIC (11 <—)

c ASA AR & SR-IOV A v X —T = ADT Y a=7 (133—)

INA IN—INL T DY R— F

INA PR—= R P DHR— MZ2OWTIE, Cisco Secure Firewall ASA O A #ath: [F535] #& MR L C
<TEEW,

ASARE DA 1R

ASA AR IZ Aa A~v—b VY7 bU =T FA8 VT EHERLTOET, FEMICONT
I%. [Smart Software Licensing] #ZM L T 72X\,

N

GE)  ASAMEIZA~— R IA B AEA VAN NTHEMERHDET, T4 AEA A F—
N HET, A= ML 100Kbps IZHIR SN D7D, Plfithfi7T A h&2FATTE £,
Aw— K T4 AL, E@EOBREICHSLETT,

9.13(1) LIFETIE, VAR — F SN TS T TD ASA A8 vCPU/ A £ U Rk T T D ASA X
Mo B ABERATEET, ZHICED, SEZFERVM U Y —AT7 v b7 U MIZ ASA
A ZEATEET, ¥XaT7 27747 b BIOTLS 7axv oty v a VHIRIE, 5

Cisco Secure Firewall ASA Virtual .19 X 2 — + 7w THA K .


http://www.cisco.com/c/en/us/td/docs/security/asa/compatibility/asamatrx.html
https://www.cisco.com/c/en/us/td/docs/security/asa/asa912/configuration/general/asa-912-general-config/intro-license-smart.html

Cisco Secure Firewall ASA Virtual DIE |
B <<~ t51t zomRHEzOLT

NEATIZEEMTONTZTT v b7 3 —AHIBRTIE/R< . 42X b—/LEZ 7z ASA 8 7
T N7 —LOWHERMHIZ K> TR ED £,

ASA AR T A4 B ADMERRA 5 &, $AR—FENTVWETTAR—=FFBLUOT Y v 7EA
2=y DY Y —=AHERIZONWTIX, DBEOKES v a U E2BRL TN,

AX— ;542 ADERMFEIZDONT

TRTOASAFIE T4 A%, AR — FSNTNDHTXTO ASA AR vCPU/ A € U f§RL T
fECcEET, Tk, SEIERVMY V—RXT7 v 87U FTASA AR #5347 Tx
£, Fo. VAR—FHEDO AWS BL W Azure f V AX LV AZA TOR B £3, ASA R
B~ BT D5 A. AR — NS DK vCPU £2iX 16 (ASAvI00) fETJ, AWS &

OCILUISN DT RXRTDT T v b7 4 — LB S ASA RO G, AR— S D HEKA
E V1L 64GB T, AWS B LN OCHIZER &iviz ASA RAEDOHE, AR— SN HHRKAE
U1 128GB T,

|

BEE HEBHLZASAGE AV RAZ L AOY —RE Y YT (AEY_ CPU, T4Xﬁ*5

[

ERCTEXEHA, MOENOHEBETY VY —RE D Y TEHEOCTMERNLLGAE (22X, 74
fVXHﬁénk%@%Awmwxmm#%Amwwmmm’ﬁﬁﬁéﬁé)\%%&Uy~

AEMEALTHLWA VAX REBERTHAHENH Y £,

+ vCPU : ASA A2 1% 1 ~ 16 @l vCPU VA — F LET,

¢« AEY : AWS & OCI SN DTXTDT T v 7+ —LIE S 72 ASA (HIEDSE
ASA 81X 2GB ~ 64GB ® RAM Z# V7 R— L ET, AWS B L OOCIIZERI &i7= ASA
ARDGA ., PAR—FEN5HKkKAEVIL128GB TT,

e T YAV ARL—  ASARIEIZT 7 40 b TH/NSGB DIART 4 A7 VAR — K LF
T TT7 v b7 —2DXA T LT, AT 4+ 27 O — hiL 8GB ~ 10GB DfH
CRVET, VMY Y —RE27ubVa T AT, ZORICEELTLLER N,

|

EE ASAAE OF/NATY EMIZ2GB TY, BED ASA AR 23 2 GB Kijiiid A E U TEIEL T
WAHE. ASAAR~ S v D AEY BRI RN & DIETONA—2 3 UinbA—2 5 9.13(1)
VIBICT v 77 L — R T&EEH A, T, &HINN—Ta v E2HHALTH LW ASA AR <>

EEEANTEET,
1 2LLE® vCPU i L C ASA AR % BEE T 272 O/ A £ U BE{L 4GB T,

ASARFE RN—2 g 914 LB O RFT/N—2a LT v 77 Lb— R4 512i1%, ASA i~

VIZAGB UL ED AE Y L 2 vCPU DBSLEE T,

. Cisco Secure Firewall ASA Virtual .19 X 2 — + 7 v TH A K



I Cisco Secure Firewall ASA Virtual D&

22— t51 v 2oERitszo0T i

AR ENT=HEDE YL 3 UFHIR
X aTIIAT U FBLOTLS a0ty g VElBIZ, 422 F—/L &7~ ASA (R
HMTT7 Y b7 —LbOMERMEBIZL>TIRED, L—MIRBOEAZZ £, ROFIL,
HeRRAT B & L — FHIRRICE S By v a ViHIBRZ E L O HDTT,

R1ERFSIZE D ASARE v a v OFIR

ERTE EX1T7ISAT7U N GHIUSTOFXF Y |[L—F)Zv4A
Premium £7 av

YRS, 100M 50 500 150 Mbps

RS, 1G 250 500 1 Gbps

S, 2G 750 1000 [2 Gbps]

FHEE . 10G 10,000 10,000 10 Gbps

MUERE . 20G 20,000 20,000 20 Gbps

HIORITRLIZL DI, MRMASICLZ TS &Sz y v a VHIBIXZ., 77y b7+ —2D
Tty rallfREBADZ LITTEERA, Ty N7 —2Dt v a VHlBRIE. ASAAE
A7 et lam FENE AT BIZHESWTIREY £,

R2ATVEHICED ASARE v 3 VIR

TOESIZUTENIAE | EFaATIS5A4 72 bPremium | S5 TS TOX Sty 3y
') E7

2GB~79GB 250 500

8GB ~15.9GB 750 1000

16 GB ~31.9GB 10,000 10,000

32GB ~ 64 GB 20,000 20,000

TS5y kT A —LOFIR
T AT — Vs R B I OVWLANIE., ASA{RAE AV IZHASL STy h 74—
LDOHIRTT,

\}

GE)

ASA AR TA B ASINTWRWVIREEIZHBGE. 774 7 U+ —/VERHT 100 IZH| R S
NET, HERMEIZLE-TIA B ARME SRS &, I 7T v b7 3 — A2 OHIRICEAT
LFT, ASA KR O/ A€ ) EfHL 2GB T,
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B rsamim 754 "=+ 59 ROERMSE (VMware, KVM. Hyper-V)

®3: 75y b7+ —LOFHIR

ASA R DA EY) T274T7 0 +—ILDiER. [ |VLANs
ie3

2GB ~7.9GB 100,000 50

8GB ~159GB 500,000 200

16 GB ~ 31.9 2,000,000 1024

32 GB ~ 64 GB 4,000,000 1024

ASA 18 T5 4 R— k9 5 FOERMTS (VMware, KVM. Hyper-V)

TRXTDOASARE T A B AT, VR —FEINTWDETXTD ASA (FAE vCPU/ A T U LT
HEHTEL72D, 774 X— 127 T 0 FEEE (VMware, KVM, Hyper-V) |2 ASA AR 438 A
THGAOTMMENEE D £7°,

)

GE)

ASAVS0 & ASAV100 1%, HyperV Tl #H— kXA,

TX2T IV ITAT U N BIORTLS 7axv Dk v g VHlRIZ, A A h—/LE72 ASA IR
BTT7 o N7+ —LOWERMEEICE > TRED, L— MHIBROBHZ% 1 £9, IROEIT,
TIAN— T T NREICEAI T ASA (R OB G BIZES< By v a VIR E
WHINSL— MillREZELDTEHLDOTT,

N

GE)

ASARAE v g UHIRIE, ASARIE HIC Y e Y a = 7SNz AT O&ICESH T
F9, K2 ATVEMFICEIDASAE By a Ul 32—) 28R LTLIEEN,

% 4: VMware/KVM/HyperV 75 4 X— + 5 57 FD ASA{RTE : #ERFSICEDINTT M 2o R ENFHEEEDFIR

RAM R EDYR— k>

(GB)

& | & [1REEE. 100M |R#EE. 16 1RERE. 26 RER. 106 |1RERE. 206
NI

2 |7.9]50/500/100M  |250/500/1G 250/500/2G 250/500/10G  |250/500/20G
8 | 159]50/500/100M  |250/500/1G 750/100012G | 750/1000/10G | 750/1000/20G
16 |319|50/500/100M  |250/500/1G 750/1000/2G  [10K/10K/10G | 10K/10K/20G
32 |64 |50/500/100M  |250/500/1G 750/1000/2G | 10K/10K/10G | 20K/20K/20G
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ASA R /ST w2 55 roERits aws) [

RAM
(GB)

ERGEDHHR—F*

& | & [1REE. 100M
I K

BER. 16 SHERE. 26 SHERE. 106 SHERE. 206

* XTI IAT L by a /TS 7 uXi s g VRN G E 234 v AZ AT
& D L— MHIBR,

ASARFE /XT ) v 57 FDERMTE (AWS)

TRTOASAFIE 714 B A F, AR — SN TNDHTXTD ASA (AR vCPU/ A £ U f§RL T
HHTEALATD, SESERAWS A LV AX L AZA TSI ASARIE ZEATEET, ¥
TII7AT 2 BLIORTILS a0t v a VHlRIZ, A A b—/LEN7- ASA A8 7
Ty N7 A —LOHRMERBIZE>TRED ., b— MHlROEH %2521 9,

WDFEIL, AWS A LV AZ AL A T OMHERRFT G BIZH S By v a VKR E L— IR A F
LOTELOTT, VR— RSN TVABAL L AX L AD AWS VM OIS (vCPU & AE V) D

HNERIZ DWW T,

& 5:AWS £ ASA RS - HERIFTSICE I 54 £ U ABEEDHIR

TAWS 27 T 7 R~® ASA AR DEAIZHOWNWT] Z#ZM LT ZEW,

AURBY BYOL #E[R{T5DHHR— bk * PAYG **
~ ZERE, 100M | ZEE. 16 BERE. 26 BHERE. 106

c5.xlarge  |50/500/100M  |250/500/1G 750/1000/2G 750/1000/10G | 750/1000
c5.2xlarge | 50/500/100M  [250/500/1G 750/1000/2G 10K/10K/10G | 10K/10K
c4.large 50/500/100M | 250/500/1G 250/500/2G 250/500/10G | 250/500
c4.xlarge  |50/500/100M  [250/500/1G 250/500/2G 250/500/10G | 250/500
c4.2xlarge | 50/500/100M  |250/500/1G 750/1000/2G 10K/10K/10G | 750/1000
c3.large 50/500/100M  [250/500/1G 250/500/2G 250/500/10G | 250/500
c3.xlarge  |50/500/100M  |250/500/1G 250/500/2G 250/500/10G | 250/500
c3.2xlarge | 50/500/100M  |250/500/1G 750/1000/2G 10K/10K/10G | 750/1000
mé.large  |50/500/100M  |250/500/1G 250/500/2G 250/500/10G | 250/500
mé.xlarge  |50/500/100M  |250/500/1G 250/500/2G 250/500/10G 10K/10K
m4.2xlarge | 50/500/100M  |250/500/1G 750/1000/2G 10K/10K/10G | 10K/10K
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B ssamEouvss59 KOBRMES (Azre)

AAREY BYOL tE[R{T 5 DHR—  * PAYG **

SR, 100M |RERE. 16 SR, 26 BHERE. 106

* XTI ITAT U by a TS T uaFx iy g UHERBMN G £ R VR TD
DL — MR,

XTI TAT L Ny a L TLS Fuxi vy gy, PAYG E— RCiEL— Ml
FRIZEEA S EH A,

Pay-As-You-Go (PAYG) £— F

WOFRIZ, RS (PAYG) T— NIZBIT2EREDO A~ — T4 & AMERM 5 OME %R
LEd, PAYG E— KNiZ, Bl S Cobniz A |cE3xFT,

= 6:AWS ED ASA{RHE : PAYG DAY — kT4 £ RIERGE

RAM (GB) BHREET— FOERMTS
2 GB ~ 8 GB #iifi Y. 1G
8 GB ~ 16 GB A FRYERE. 2G
16 GB ~ 64 GB FRYEfE, 10G

ASARIE /NT ) v 57 FDERTE (Azure)

TRTOASARIE 714 B A F, AR — SN TNDHTXTD ASA (AR vCPU/ A £ U fRL T
HHTE 570, SEIER Azure £ LV AZ L AZ A FIZ ASA IR ZEATEXET, ¥
TI7IAT M BEIORTILS 7axv 0t v a VHlRIZ, 4 A b—/LEN7- ASA A8 7

Ty N7 A —LOWHRMNERIZE>TRED . b— MHIROGEH 2% 7,

WDOFIL, Azure £ VAKX LV AX A TOMERMSBIZESS By v a UiillRE L— MR Z F
LOELDOTT, PR—FENTNWDAL L AZ L AD Azure VM OFHIFE (vVCPU & A€ V) @

WERIZOWTIE,  [Microsoft Azure 7 7 7 K~D ASA A8 DB AIZHOWT] 2B L T2
YRR

N

(GE)  Pay-As-You-Go (PAYG) <E— RIFHIFE, Azure ED ASA AR TIEHA—hSINTWEHRA,
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sesmennszd

% 7:Azure LD ASARAE : HERTEIZE DL S A &2 R#EEDFIR

A VRBUR BYOL ¥Rt 5D HHR— *

ZERE. 100M FE£E, 16 (1Z£E. 26 ZARE, 106 |1Z%E. 206
DI. 50/500/100M | 250/500/1G 250/500/2G 250/500/10G  |250/500/20G
D1 _v2DSI,
DS1 v2
D2, D2 v2, [50/500/100M [250/500/1G 250/500/2G 250/500/10G  |250/500/20G
DS2. DS2 v2
D3, D3 v2, [50/500/100M |250/500/1G 750/1000/2G | 750/1000/10G | 750/1000/20G
DS3. DS3 v2
D4, D4 v2, [50/500/100M [250/500/1G 750/1000/2G | 10K/10K/10G | 10K/10K/20G
DS4, DS4 v2
D5, D5 v2. |50/500/100M |250/500/1G 750/1000/2G | 10K/10K/10G | 10K/20K/20G
DS5. DS5 v2
D2 v3 50/500/100M | 250/500/1G 750/1000/2G | 750/1000/10G | 750/1000/20G
D4 v3 50/500/100M | 250/500/1G 750/1000/2G | 10K/10K/10G | 10K/10K/20G
D8 v3 50/500/100M | 250/500/1G 750/1000/2G | 10K/10K/10G | 10K/10K/20G
F4. Fds 50/500/100M | 250/500/1G 750/1000/2G | 750/1000/10G | 750/1000/20G
F8. F8s 50/500/100M | 250/500/1G 750/1000/2G | 10K/10K/10G | 10K/20K/20G
F16. F16s 50/500/100M | 250/500/1G 750/1000/2G | 10K/10K/10G | 10K/20K/20G
*EXaT I TAT U Ny a TS Y ax vy va VIR 5 £ 3 A v AX AT
& DL — MR,

FEFEEHIRNSEIA

ASATRAR 7 7 A 7T U A —/WHEEEBIZASAN—R DU =27 77 A T U4 —b & LS BEITWETN,
WROTA RTA L ERIRFENHD 77,

ASA R (TRTOHERMTE) DA 54 2 EFIREER

ARX—hrSA4EVADAARZA4 Y

« $IR— b EN D vCPU O REIE 16 TT, AWS & OCILAN DT R THOT T v T —4
BB S 7z ASA (DA, VAR—FENDHEKAET VL 64GB T, AWS BIL W
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. ASA (518 (TRTOIERMNE) OHA K54 > LFIRBIA

OCI IRl & iz ASA RAEDEA . Y AR— FENAHKAE VL 128GB T, TXTDH
ASATRAR A4 B A%, TR— I TWBTRTO ASA {FAE vCPU/ A £ U 5k T
TEET,

s TA BV AINTHREBLOTA B AEINTWRNWT Ty M7+ — 2 EDE v a v
HIBRIZ, VM AE VU OBICESWTREINET,

X aT I IAT LU N BIOTLS 7aXxT Dt v g VHIFRIZ. ASARIE 75~ N7 +—
LOERRMHIZ > TRESNET, By a UHIRIE. ASARIE T V2 AT
(ASAv5/10/30/50/100) (ZBIEfHF S 72 £ L7,

sy va UIBRICITERN ATV EENRD Y 9, VM AT U RNR/NEFZ TR TS5
A By va VHIRIZZEDOAE Y BTYHR— FSNOBKRBITRESNLE T,

 BETFOMERM 5 I2EHIZIH Y A, MRS SKU L FRAI12IT, Bl &5
(ASAV5/10/30/50/100) NEENET,

« HERRAT -1, b— PRIRZ T L TRRAL—Ty FERELET,
c BEROBET BB AZETIIH Y £HA,

TARY A=

ASA BRI, T 7 A/ P TIRKRSGBDIRART 4 A7 2R —FLET, T4 A7 H A X% 8
GB 2 THRT I LI TEEFA, VMU YV —RET7 0t Pa = 7428481, 208
ICHEBELTLEEN,

AVTFHFERANE—FROHA KSA4 Y

VTN A THFANE=RTEFYR—FENET, VT 2 TFAE—REFHR—
FLEHA,

N TFRLZEYT A HALESIA20DE=HDT 2 —ILA—/\—

T x— )L — N—FEOEAIT, AX U ASAIEBRE LT A 2 AR 522 T D b
EHRL TSN (& 20E, Ml 0B 2Gbps DRI G- THDHZ L7 ) |

| &

E§4MAﬁﬁ%ﬁ%LTmT%ﬁﬂ7%Wﬁfé BlE. T—FA X —T = A X% ASA iR
IR CNEFCBNT 2 6ERH Y 3, 5% HL4/& T A AP DIEFTH ASA
ﬁﬁ:ﬁménékAmAﬁﬁzyy—wmiﬁ—ﬁﬁ%éﬂézkﬁ%DiToit\
Tz VA= AN—HRICHEENH L ENH Y £,

H7R— b L7 LY ASA #EEE
ASA AR 1Z, RO ASA BfEAZ 7 R— M LEH A,
« 7T RAHF Y Y (AWS., KVM & VMware % & < T _XT DR )
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168 1R 501 k54w esmEn [

e wNT A UTFARNE—FR
T ITATIT VT AT 72— )b —r3—
 EtherChannel

 AnyConnect Premium (3£F) 74 &2 X

HPREIR

« ASA BB IZ. x7IO0NIC D 1.9.5i140en IR A b KT A N BN H Y THA, LD
WA=V g v ERRBILWA—Ta D RIAANFEMELET,  (VMware D)

1GB #ERFE5EDHA 54 > LHIREIAE

NTA—RVADHA FSA4 Y
c 9 OLL FOREFH 1000 f v F —T =2 A AEMHLIZ1GB P T 74+ —LDV ¥
RTZL—=ATFTRIZE->T, A AN n—REINDIGERHVET, Orv iR ITIL—A
FRDPEDNI2> TVDEAIT, A X —T oA ADOEZE8OLLTIZH G LT EE,
A B —T A ADOEMREBIL. EOMORERE HHEREOBIECUEL 2D AE Y D&
Ko THERRDETN, 82XV IR THZLITTEET,

10GB #ERFE5EDHA 54 » LHIREIER

NITF—TADHA KRS >
K NT 7 47 T10Gbps NP HR— R ENET,

cASA AR DT 3 —< U A\ EEE B0, ROT T 7T 4 ARV R—FENTWH
\i‘a_o

«NUMA / — R

« HHEODORX F2—

*SR-IOV 7 bV a=v7

o FEANZ DWW TIE, VMware TO ASA AR DR 7 5 —< U AFHHE (42 3—2) BI WY
KVM TD ASA AR DT —~ o AifHE (65 ~—) 2ZMLTIEEW,

e TINAN—Ty hL— "EEBTAH-D, CPU B = 7 2H#IE L F4, ESXi ik To
N7 gp—< 2D E (42 =) BIOKVM R TONRT 3 —< 2 200 (65
N=) EBRRLTL &N,

Y AR T L —ATHITEelO00 A A —T A AL id0eviA X —T A4 ANRIEL T
WhEL d0e-vEA VA =T oA AMBT T UREDFE FILRDIGERHY T, Dy iR
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B ncsiEmRas5051 K51 cHRSEE

T L—LFTHRENN > TWODHEAIL. el000 R A XL i40e-vf R T A NZfFHTHA
VH—T 2 ADH A TIRELZRZNE DI LT EEN,

HIPREI1E
e T U ART LY b = RiZVAR—FINTWEREA,

« ASA AR 1%, x710NIC D 1.9.5i40en IR A b KT A NEFHMERH O A, ZNEDH
WA=V g VERIETH LWA—=a 0D RTIANTEELE T, (VMware D Zr)

« Hyper-V TliI#AR— F S TWEEA,

20GBERMFEDHA 54 2 LHIREE

NI+ —XVADHA FSA Y
K NT T 4 v 7 T20Gbps WY R—FENRET,
cASA AR DR T p—~< L A% A LEEDT2010, ROT T 7T 4 ANV HR—FENTH

EJ RN
*NUMA /— R
o« BELD RX F 2 —

*SR-IOV Yu bV a=27

SEHIZ DUV T, VMware TO ASA RAB DR T p—~< U ZAFHHE (42 2—) BIO
KVM TD ASA IR D/ 7 —~ 2 AFHHEE (65 X—) 2L TLIEE0,

¢« ITNAN—TFw hL— hAERTLH-O, CPUE V= EHRLE4, ESXi i To
RT7 =< ADMAE (42 2—) BLOKVM K CoR7 p—< 2 ADA L (65
N—=) BB LTLEEN,

HPREIE

o ASA 5B 1Z, x7I0NIC D 1.9.5i140en IR A b KT A NE BN H Y FHA, LD E
WA= g VEFIEEEBE LWDA—=—g D RIAANZEMELET, (VMware D7)

s T UAXRT LU P F— R R—-— SN T EREA,
 Amazon Web Services (AWS) I3 X O Hyper-V TiE¥ AR — hSnvEH A,

. Cisco Secure Firewall ASA Virtual .19 X 2 — + 7 v TH A K



I Cisco Secure Firewall ASA Virtual D&
AsAfRiE 4 v 2 —T x4 2 s vmENC ]

ASA R84 >3 —TJ x4 RE KL UIRE NIC

ASA AR, IR T N 74— EDFARNE LT, BBELARDME T Ty N7+ —L4D
Fy NIT—0 S B =T A ZAEFHLET, ASAFIE OFKA > 57— 7 = A ZAXAE NIC
(WIC) I~y b rr7anEd,

cASARIE DAV H—T A A

« PAR—FEHTW5D VNIC

ASARE DA A2 —T A4 R

ASA B IE, ROFHE Y b A=V Fy b A F =T =2 23V £,
* Management 0/0

AWS & Azure DY5401%, Management 0/0 2 ~ 7 7 ¢ v ZREH D ) A 2 —T =
A AT DHZENRTEET,

« GigabitEthernet 0/0 ~ 0/8, ASA {if8 % 7 = — A — "— X7 O~ & L CERT 55
I% GigabitEthernet 0/8 73 7 = — /LA —/N— U L 7 ZEH SN D Z LICHEBE LT EEN,

N

GE) Mk & M@HICBITT& % X 512, Ten GigabitEthernet (VMXNET3
R ANTHERAFRE/RRA  H—T = A A7 E) 1Z1E GigabitEthernet
EWVD TAULRANTNET, ZHIEREAMNARLOTH Y, EEE
DA B —T 2 A ZAREITITHELEE A,

ASA A8 TliE, E1000 K7 A 3% 1Gbps U > 27 L LTEHALT
FHEY F A=V b A F—T 2 ARERINET,
VMware TIL E1000 K7 A NOffHNRHELE I 72 le>TnDH T
LICEBELTLEEN,

« Hyper-V (3 K8 DDA % —7 = A X% ¥R — F LE7F, Management 0/0 3 L}

GigabitEthernet 0/0 ~ 0/6, 7 = —/LA—/3— U > 7 L LT GigabitEthernet 0/6 % {# ffl T&
EJ RN

HR— kSN TLVS VNIC

ASA AR TIZR D WNIC 28R — F ERNTWET, [ L ASA AR TO vNIC DIRIE (1000
L vmxnet3 72 ) IV AR— RSN TWWERAL
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B & rzncunawe

= 8: Y R—rEIhTLVS WNIC

INA IN—INA F DY R—
~ .
ASA {R%8 /\—
WICD%2 A4 7 |VMware KVM oay AE
VMXNET3 FSE x 9.9(2) LAKE VMware D7 7 4 )b k
vmxnet3 & 4 5555 1%,. TCP
IRT =~ ADIK T &80T 5 7=
WIZKEZFA7r— K (LRO)
TN T HMERH Y ET,
VMware 35 X T8 VMXNET3 @
LRO Z#HZHo LET (12 32—
V) EZRLTIIEEN,
¢1000 K i 9.2(1) LAR% VMware TIIHEE S EE A,
virtio x REIE 9.3(2.200) LARE |KVM OF 7 4 /b k
ixgbe-vf I X 9.8(1) LAKE AWS OF 7 4 /v k, SR-IOV H
A— MH® ESXi & KVM,
i40e-vf x i 9.10(1) LARE SR-IOV 7R — K D KVM,

VMware §5 & U VMXNET3 O LRO Z&EICLFET

Large Receive Offload (LRO) &, CPUA—/ N—~v REHIHT 5 Z LIk - T, @EELR v
N =T B DA N v RZV—T y M L& L FETT, ZiUE 1 DOR MY —A4
DO DOEHDOEE Ny NeRERNy 77 IEHNLTHE, Xy NT—T AH v 7O EfLIC
EINDEINZTHZLIZE ST, WEHTHZMERNHDH N7y NOBERO T Z &1L - THE
BELET, 7L, LROIE, Xy NU—I Ty NGO 7 —RN—EW7T, lELTWD

Xy FU—=27T [N=Z ] T5REMDNHDLHEIC. TCP AT +—~  ADREZ G| Z i Z
FHEREMER B D £,

| &

EE VMware X, 774V TLRO ZANC LT, &ML ANV—Ty el EEEET, Lz
BoT, TOTT v h7+—LTASARAE EAD LRO 2N THLERH Y 7,

ASARAE =3 > CLRO #EHEEML T T, RELEZITHIANS, (KA~ v OERE A
ZIZLET,

1. vSphere Web Client £ > X kU T ASA R ~ > U 2B LET,

1 R~ EBRRT DIE, T2 E— TANE TTRAE VY= RT )L,
FIFAFA PEBERL £,

2. [Related Objects] # 7% 27 U > 2 L. [Virtual Machines] # 7% 27 U v 7 L¥7,
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ASA R L SRIOVA v a—Tzq2nToEsa=vy |

2. e~y %427 Y 7 LT, [EditSettings] 27 U v 7 LE7,
[VM Options] #7 U v 7 LE7,
[Advanced] Z 2B L £,

5. [Configuration Parameters] @ FC, [Edit Configuration] R¥ > %27 U v 7 LET,

> »w

6. [AddParameter] #7 U v 7 L, LRO/XT A —X DL HiEEE AT LET,
* Net.VmxnetSwWLROSL | 0
* Net.Vmxnet3SwLRO | 0
* Net.Vmxnet3HwWLRO | 0
* Net.Vmxnet2SwLRO | 0
* Net.Vmxnet2HwWLRO | 0

\}

GE) A7 arT, LRONNT A= NFEETIHAT., 2SI THEISCTEETEET,
FA—=HNTIZELWEA, LROIAZITT, 0125 LWEHE. LRO TR TT,

7. [OK1%Z7 VU v 7 L TEH%ZR{F L, [Configuration Parameters] % A 7 2 7 7R v 7 A%HET
LET,

8. [tRfF (Save) 1227 U v 27 LET,

FEHZ DWW T, RO VMware iR — PRS2SR L T E 30,
* VMware KB 1027511
« VMware KB 2055140

ASARFE & SRIOVA V3 —D (A RADTAEY 3= Y
5

Single Root I/O Virtualization (SR-IOV) 2LV, EEIERT AN AL —T 47 VAT A
ZFEITLTCWHDEEDO VM N, RA P —R—HNDOHE—~D PCle % v NV —27 T X7 % & Ih
TEHEHIE72V E£F, SRIOV TlE, VM B3Ry NI —27 TH I X LD CEET — 2 %%
BCTE, NA NN FENALRRFTHIET, Xy NT—T DAV—T" RPN Y —
N—®D CPU AMAME T LET, IO x86 — 33— 7t v Hi2iE, SRIOV [ZHE R A
L7 b AEY OEWERZEDMOBIEEZEZIZT D Intel VI-d T 7 /o o—7 Y Fy 7y k
DYLEMRE SR STV E T,

SR-IOV A TIL, IRD2ODTNRA A XA TINERZRINTVET,
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B osriov s RIETBHA RS AU EHREE

o FIRERE (PF) : EEAMIIC A Z T 4 » 7 NIC T7, PFIL., SR-IOVHfEAZ & 55472 PCle
TR ATY, PFIX, BHEDPCle 7514 AL LT, B8, ESNET, H—PF
I, —EORAER% (VF) OFBEBIUORELRILTE E7,

« Virtual Function (VF) : # A X v 7 yNICIZELCWET, VFIX, T — X BENILE 2K
KIRDO Y v — 2 &892, ERFITHMEDIIEPCle 7 /34 AT, VFITEHEMIZIT
BHENT, PFEAN L TREBIOCEFRINET, 1 DLLEDOVF % 15D VM IZEID
THZENTEET,

SR-IOV /&, PCIEEHMED I L OE B AR S T2 1k Td 2 Peripheral Component
Interconnect Special Interest Group (PCISIG) IZ L > TERB L OEHINTWET, SR-IOV D
FEMIIZ DWW TIX,  TPCI-SIG SR-IOV Primer: An Introduction to SR-IOV Technology] % &/ L C
STEEW,

ASA iF8 ETSRIOV A v X —T = A A&7 ya = /4 5100%, MRt —7 4
YT VAT L L)L N— R =T & CPU, THETZIAT BROT X T ZOHREN IR
D 2 GBI M EETY,

SR-IOVA 2 —D A RICEATEHHA K54 2 LHIREIE

ASA AR DA T 5 BARf 72— R = 71, A AR HEMIC L > TR D $97,
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?)?EGU /\ X@X& © VMware DA KT A
HEREHIER S N - -
F9, °

> MBI IBINRFC VM 2SBIEL |72 L -

TWET,

A= Ja—=27HIZVM |72 L -
DEEL TWET,

Ay b UL—T AL dic VM 238 | 72 L -
ELTWET,

Ay Fvay b VM BN 7 ) —X|H D ERIIZEENSLIET
LFET, T, NT T4 v T HRRK

DILDAREMERH D F
T, T x— ) ——
NRAETHZERDY
i‘a‘o
—PfE 1 & TR VM A —BEIES R, B0 -
FO%BHRLET,
vCloud Director VM O HENECE S AIRE | 72 L _
2720 9,
VM O#AT BATHIZVM OEFRDN | H Y -
F7h 0 £9,

VMotion VM DT AT ~A7 |HY EHERA ML=V rFEH
L—a FEASN L%4. vMotion {ZFd
£7, THHARTA

(23 —) &
LTL &,
VMware FT VM O HAIZEHA S |2 L ASA Ff8 <= v D&

i‘a—o

E 125 LT ASA AE
DT = —)VF—"—%
AL ET,
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VMware % {3/ L 7= ASA {38 OBA |
- EER

HERE £ EA HYR—b (HYFEL) [aAT b+
VMware HA ESXi B LU — 13— | H D ASA A8 ~ > D
DREEI M S E FITHK LT ASA i
7, DT z— )V A —N—%
HALET,
VM AA—hE— D |[VMEEIZERENE [ L ASA I8 <~ v DfE
VMware HA ¥ 2125 LT ASA {48
DT ==V A —"—%
AL ET,

VMware vSphere A % VM ZE AT 572D | H D
v F7 vy Windows | IET,
7747 b

VMware vSphere Web | VM 23 A4 57-0HI12 | H Y -
Client i ENET,

ASA X% & VMware D RIIES 4

VMware vSphere Web Client, vSphere 2% > K7 a7 747, £721X OVF Y — /L& H
LCASARAE Z A TEET, VAT LEMICOWTIL, Cisco Secure Firewall ASA 0 FLfatk:
[JEFE] 2L T2 &0,

vSphere ZZ#EX A v FDEX T4 K I—

vSphere A A v FIZONTIE, LA V22XV T 4 R —ZfmEL T, ASAFE A ¥ —
Tz AL THERAENAER—F 7=k LeF2 74 R —DFS 25 TE
FT, ROT 74V MREEZRLTIEEN,

o SER|E— K R
*MAC 7 R L ADZER : 35l
o RIEE(E : 559

RO ASA IR REDSGG . ZNODOREDERNMERGENH Y £3, FEIZ OV T,
vSphere D~ == 7 /L EHZM L T Z &0,
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| VMware % ff8 L 1= ASA {48 OEA

AsA (R V7 ko zTomEeE0amAERT 7 1 Lok |

R10:R—FFIL—TDEF2) T4 R —DHH

FSURRTFLUY NI Z7AT 94—
=TI RIT7AT7O+—ILE—F|ILE—F
X)) T4 | Tz —ILA—/\— Jx—)LA—/\—
VAN TL Jx—)LA—n\— %L TJx—I)LA—/\—
=R — N <f£E> <ALE> PG KGR
MAC 7 RLZ2D |<{LE> TR <AEE> TN
B
RIERE(E <{TE> KGR a8 KGR

ASARE Y Dbz T7DRELEOHRER I 71ILD

({357

ASA AR Z BT HA1C, FEOHMOary 71 Falb—ar 77 A VEHEHTEET, 2
D7 7 A ML, ASA AR OEBRFICHEH S5 ASA IR OREEZZLT XA N7 7 A /LT
ﬁ”o ZOMWREIX,  TdayO-config) EWVWIHITFAN 77 A)LE L THREDIEET L7 MY

IR S AL, S 61T dayO.iso T AN S NET, T day0.iso 7 7 A /L DRI OEE)
KFlZ~v 7 FENTHARONET, FHOAHar 74 Fab—3a 77 A MZiE, Al
b, BHA L —T oA RAET 0T 47T Havr Ne | AMF—F8GEH SSH h—/3—

ERETHAV ReGOIMENRHY TR, TXTOASARELEZDDHIEHLTEET,

72 day0-config %17 7 4 /L @ day0.iso 3V U — A& & L HizifftsnTnET, day01so
T7 AN (AH Lday0 £721E7 7 40 RO day0.iso) 1%, FHIOEENFIZMHEH T 22T
R0 FH A

1R BRI

Z OHTIE Linux 2MEF SN TWE 9728, Windows DIESICHEREO2—T 2 U T 4 23H VY £
@—O

o FIHRE AR BB ASARARIZ T A B R & 595121, Cisco Smart Software Manager
M5 Z v — K L7z Smart Licensing Identity (ID) ~—2 > % Tlidtoken] &9 7 F A K
Ty AL, OB s AL ERIUT 4 L7 PUICREFELET,

« AR VGA =22 Y — L TlE <, A=A PO VT NNR— b ASA R IZT 7
AL, RETLHIHEIE. FORMAMENR T 7 A a0 VY—ILP Y FTILOREZBEML T
#E 7 — FRFZ U T AR— NEEHTAMLERH Y 97,

¢« T UANXT LY ME— RTASABME ZEATLH5AIE, FTF VAT LU ME—RT
EITEINHEEH D ASAER 7 7 AV E, B0 BB 7T 7AVE L THEATILERD
DET, ZHE NV—T v R T77A4T U= VOFEOHHary 74 F¥a2lb—ar 7y
ANVITITREY LER A,
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VMware % {3/ L 7= ASA {38 OBA |

B ssamEvorycromassoamsnT 7 1 Lo

ATy

ATy T2

ATvT3

¢ ISO A A=V N ESXi ™A RX—=RAPFIZED I DI~ T N INDDDFEMITOWTIE,
VMware TD ASA KM OF A KT 4 > LHIRHEI (19 X—) O OVF 77 A VDA
FIA L EZRLTLTEEN,

ZIP 7 7 A /W% Ciscocom NHH 77— KL, B—H) T 4 AZIRGFLET,
https://www.cisco.com/go/asa-software

G¥) Ciscocom D7 A4 U BIONV A a —E RAZHNBNLIETT,

TrANENEET 4 VI FVICRRLES, T4 L7 FUMBT7 7 A VEHIBRLRNTLZSW, ROT 7
ANDBEENTVET,

» asav-vi.ovf : vCenter ~MDE AH,

» asav-esxi.ovf : vCenter LIFh~DE A,

ebootvmdk : 7 — kT 4 AT A A=,

* disk0.vmdk : ASA AR 7 4 A7 A A—=27,

« day0.iso : day0-config 7 7 £ /LB XL OA 7L = @ idtoken 7 7 A /L% ETe ISO,
s asav-vi.mf : vCenter ~DEAHD~v=7 A K 77 A /L,

e asav-esxi.mf : vCenter IS ~DEBEAHO~=7= A 77 AL,

[dayO-config| &I TFA LT 7 A /I ASARAE O CLIREAXFLALET, 32004 X —T = A AD
RIE & DD LI RFREZBIML 77,

BANDITIZ ASA D=2 5 U TIHRD HMEDNH Y £77, dayO-config iF, A2N7e ASA K TH L MLENH
D £7, dayO-config & LT D it 72 151X, BEFD ASA F721X ASA (AR B Ff7a 7 4 Fa Lb—
va OBy 2 a ¥ —3 57775, day0-config NODITDIEFF 1T EE T, BEAF? showrunning-config
a<y FHADIERF & —H L TWDRERH Y 3,

dayO-config 7 7 A VD2 DDFZ R LET, 1 DHOHITIEX, FHEY b A —HHXy h A F—Tx AR
A 2. 72 ASA AR %8 A3 54855 @ day0-config Z /R LET, 2 OHOHITIL, 10X HE Y b M —H x>
N B =T = A A% Z T2 ASA AR &8 AT 5456 O dayO-config #7x L £ ¥, Z D day0-config Z fii H]
LT, SRIOV A ¥ —7 = A A%&fii 272 ASA (i AL £ 7, EEFHEGHFE 7 3—Y) %
ZRLTLIIZEN,

1 :

ASA Version 9.4.1

|

console serial

interface management0/0
nameif management
security-level 100

ip address 192.168.1.1 255.255.255.0
no shutdown

interface gigabitethernet0/0
nameif inside

security-level 100
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| VMware %{EF L 1< ASA {R38 DEA
AsA (R V7 ko zTomEeE0amAERT 7 1 Lok |

ip address 10.1.1.2 255.255.255.0

no shutdown

interface gigabitethernet0/1

nameif outside

security-level O

ip address 198.51.100.2 255.255.255.0

no shutdown

http server enable

http 192.168.1.0 255.255.255.0 management
crypto key generate rsa modulus 1024
username AdminUser password paSSwOrd

ssh 192.168.1.0 255.255.255.0 management
aaa authentication ssh console LOCAL
call-home

http-proxy 10.1.1.1 port 443

license smart

feature tier standard

throughput level 2G

1 -

ASA Version 9.8.1

|

console serial

interface management 0/0
management-only

nameif management

security-level 0O

ip address 192.168.0.230 255.255.255.0
|

interface GigabitEthernet0/0

nameif inside

security-level 100

ip address 10.10.10.10 255.255.255.0
ipv6 address 2001:10::1/64

|

interface GigabitEthernet0/1

nameif outside

security-level 0

ip address 10.10.20.10 255.255.255.0
ipv6 address 2001:20::1/64

|

route management 0.0.0.0 0.0.0.0 192.168.0.254
|

username cisco password ciscol23 privilege 15
|

aaa authentication ssh console LOCAL

ssh 0.0.0.0 0.0.0.0 management

ssh timeout 60

ssh version 2

|

http 0.0.0.0 0.0.0.0 management
|

logging enable

logging timestamp

logging buffer-size 99999
logging buffered debugging
logging trap debugging

|

dns domain-lookup management
DNS server-group DefaultDNS
name-server 64.102.6.247

|

license smart

feature tier standard
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VMware % {3/ L 7= ASA {38 OBA |

. VMware vSphere Web Client % f L 1= ASA {18 D8 A

ATvT4

ATy TH

ATvT6

ATy 17

ATvT8

ATvT9

throughput level 10G
|

crypto key generate rsa modulus 2048

(ff=&) Cisco Smart Software Manager |Z & U 1T S #17- Smart License ID h—2 > 77 A L E a3 B a—X
IZF v rm— RLET,

EE) #vrm—R 774 ApbID h—2 v xatv—L, ID b—27 »OHh%zETe Tidtoken] L1957
FAN 77 A MRFLET,

ZOID h—27 12K > T, Smart Licensing ¥—/3—I|Z ASA {RAE 75 H BRI B ER S AL E T,

FTX AN 77 A& ISO 7 7 A WCER L TRIECD-ROM 245 LE 1,
Bl -

stack@user-ubuntu:-/KvmAsa$ sudo genisoimage -r -o day0.iso dayO-config idtoken
I: input-charset not specified, using utf-8 (detected in locale settings)

Total translation table size: 0

Total rockridge attributes bytes: 252

Total directory bytes: 0

Path table size (byptes): 10

Max brk space used 0

176 extents written (0 MB)

stack@user-ubuntu:-/KvmAsa$

day0.iso IC Linux THr L SHAI & FHE L £,
i -

openssl dgst -shal day0.iso
SHA1 (day0.iso)= ebbee36elebla2bl09311c59e2flec9f731lecb66 day0O.iso

FHLWTF =y 7 AEEET 4 L7 NY D asav-vimf 7 7 A /VICHE O, day0.iso SHAL fifiz 587 L < Ak S 4L
TETEEHMAET,

£

SHAL (asav-vi.ovf)= de0£f1878b8£f1260e379e£853db4e790c8e92f2b2
SHAL (diskO.vmdk)= 898b26891cc68fal0c94ebd91532£fc450dad418b02
SHAL (boot.vmdk)= 6b0000ddebfc38ccc99%ac2d4dbdbfb8abfb3d9c4
SHAL (day0O.iso)= ebbee36eleblaz2bl09311c59e2flec9f731lecbb6

ZIP 7 7 A NVEFRR LT=T 4 L2 h U2 day0iso 7 7 A V&2 —LET, 774/ 5 (42) O day0.iso
TrANN EEEINET,

ZOT 47 UMD VM BAEAIN DAL, B L < AR S 417z day0.iso NOMERA B H S E T,

VMware vSphere Web Client Z{&F L 7= ASA {R38 OE A

Z DI T, VMware vSphere Web Client /] L T ASA {48 2 A% HIEIZ DWW TE L
£9, Web 7 747 MZIX, vCenter S TJ, vCenter 2372 5A 1L, [VMware vSphere
ALY RTOr 7 TAT 2 MBLUH0 H AR Z A L7 ASAIR OFEA | £72i% TOVF
V=B KO 0 HARERLZ B L7 ASA AR DA 2B LT 7Z&E0y,
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| VMware % ff8 L 1= ASA {48 OEA
vSphere Web Client ~\D7 2 £ X254 7 > bis TS5 711w Z k=1 |

« vSphere Web Client ~D7 7B AL 7 FAT > MERT T 7A DA A b= (31 ~—
V)

« VMware vSphere Web Client Zfii fl L 72 ASA {42 OFE A (30 <—)

vSphereWeb Client ~D 7V R EDVSA TV MRET S T4 2DA >
A =)L
Z OIATIL, vSphere Web Client ({27 7 AT 2% HIEIZHOW T LET, £/, ASA AR =
VIV T TRRAIKEIR ) TAT Y MNEGT T TA A VA M=)V T D FEICONTH
BILET, —EDOWeb 27 747 MEGE (774 72L) 1X. Macintosh TiZHAR— FZi

TWEHA, T2 7 74T OV FR— MERIZOWTIE, VMware ® Web 1 h&ZZFE L
TLIE&E W,

ATv 1 7Z 7% 5 VMware vSphere Web Client % 28 L &7,

https://vCenter_server:port/vsphere-client/

T 7 4V kTl port 1% 9443 T,

ATvT2 (1EIOH) ASAI 22 Y —A~DT 7B RAEWRICT D120, 2 IATV MEET T I7A A A

F—LET,
1. v 2 A @ T, [Download the Client Integration Plug-in]| #2 V v 7 LT/ 774 v & Xy ua— KL
e

2. 77UV EHL LD, AYAM=F2FEMLTT I A A=V LET,
3. I A %A A N—/L L7256, vSphere Web Client |Z FF45#¢E L £ 97,

AT T3 2—HPF—ZLAT— &AL, [Login] &7 V v 73 2%7) . [Use Windows session authentication] F = =
IRy I A%F AL ET (Windows DA)

VMware vSphere Web Client Z {# /A L /= ASA {R3E OEA

ASA FAE 2 A9 51T1%, VMware vSphere Web Client (& 7213 vSphere Client) | 3 L UA—
TR LT #—~ > k (OVF) OF T L —h 77 A VEFHALET, VA2 ASA AR
Ny lr— U Z B9 521, vSphere Web Client C Deploy OVF Template &7 ¢ ' — R & L £
T, 2O 4P —FTIE, ASA AR OVA 7 7 A AV EfRHT L. ASA A8 % 31T Hifi~ o

VEERL, Ny —VEA VA =L LET,

U4 P—FOFIEDIFE A EIX. VMware (25 LEHED £, T4, Deploy OVF Template D #f
FMZ DWW TIX, VMware vSphere Web Client D42 T A > ~)IL T BB L T 2S00,
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VMware % {3/ L 7= ASA {38 OBA |
. VMware vSphere Web Client % f L 1= ASA {18 D8 A

188 B
ASA AR ZE AT DHIZ, vSphere (FEH) TR EH 1 2OFRy MU —7 Z5EL TE
SHERHY 7,

ATFvF1  ASA{RMZIP 7 7 A /L% Ciscocom S F 7o — KL, PCITIRELET,

http://www.cisco.com/go/asa-software

Gx) Cisco.com D1 7' A U B IOV A3 P —E AN NIETY,

AT w T2  vSphere Web Client ® [Navigator] ~*A > C, [vCenter] %7 V v 7 L¥7,

ATw 73 [Hostsand Clusters] 7 V v 7 L£7,

ATvT4 ASARMEHAT LT —Ftr X — 7T7RAZ, FIFFAMEH27 Y v 27 LT, [Deploy OVF Template]
EIRLE T,
[Deploy OVF Template] 7 o H— RAER I ET,

ATvTE Uy P — NEE ORI > THEARET,

RATwT6  [Setup networks] [ T, AT 25K ASARME A v X —T A AZHX Y NT—D vy BT LET,

Fy NI =71 3T N7 7 Xy MEIZR S TOWRWAREMERH Y £7, *y NI =7 2 /2T 5Z LndE
TWIZNEE 2GR, REDMmE (Edit Settings) | ¥ A TR Ry 7 ANy NU—7 2% TERTE
F9, BE%, ASAIR A v RZ A &A1) v L, [REDHE (Edit Settings) | 2R L T, [
EOMRE (Edit Settings) 1A 70/ Ry 7 AT 78 ALET, 220, ZOME@IZIEASA KR A >
Z—T 2 A AIDIEERINFEAL (Fy NT—7 THETEZIDDH) , ROFy NT—2 THX 7 X ID
EASARM A v 2 —T =4 2D Ot —EEZZBRL T E,

Fy bIT—=0 7ETZID |ASARE A2 —T A4 XID

v hU—2 7 X% 1 |Management 0/0

v NU—27 7 X7 % 2 |GigabitEthernet 0/0

F v hU—2 7 X 7% 3 |GigabitEthernet 0/1

*v NU—27 7 X 7% 4 |GigabitEthernet 0/2

v hU—2 7 X7 %5 |GigabitEthernet 0/3

*v NU—27 7 X 7% ¢ |GigabitEthernet 0/4

v hU—2 7 X7 %7 |GigabitEthernet 0/5

*v NU—27 7 X748 |GigabitEthernet 0/6

Z v hU—2 7 X% 9 |GigabitEthernet 0/7

v NU—27 7 X 7% 10 |GigabitEthernet 0/8
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| VMware % ff8 L 1= ASA {48 OEA

ATy 71

ATvT8

ATvT9

VMware vSphere Web Client % {78 L 7= ASA {8 DB A .

TRTDOASAAE A F—T = A AT 208 LH Y FH¥ A, 7272 L. vSphere Web Client Ti% 7
RCDA =T 2 A RCHFy NT—=T ZF OB TOHMNERHY £, HHLRNA Z—T7 =1 R|Z
DT, ASA AR BENTA > #— 7:4x%ﬁw®ii LIRS ZLENRTEET, ASARME &
N L7-%%. {7 T vSphere Web Client |25 ¥ | [Edit Settings] A 7 12 7R v 7 ANSRGIRA X —
T oA RAEHIRTHZENTEET, §¥ﬁ’?£ﬂilob\f&i‘ vSphere Web Client DA > T A > ~ VT & ZR L
TSN,

GE) 7 = —)LF—/3—/HA Bl & TlX, GigabitEthernet 0/8 237 = — )V A —/N— A X —T = f X &
L THRTRE SN ET,

A H—=Fy b T 7 EAZHITP 7' v X L 23 29413, [Smart Call Home Settings] fEfl T A~ — b

FABLADT XU T FLABRETHILENRHY £, 207 ax0d, —#&IZ Smart Call Home 12
HbEEHINET,
7 = —)LA—/3—/HA BliE ClE, [Customize] 7> 7 L — MEf TR ZRE L £,

c AR UNAEHIPT RLZAZIEELET,

A B—T 2 A ZAERETHEE, FILRY NI—2 LT 7T 47 IPT KL AL RAZ /31 [P

7T RUVABRETDOILERSOD ET, 774 VEENRKETDE, BV X VEERIZITTIA<Y

%E@m?bvx&NMCTbvx%w%ﬂ%\%774/7%@ﬁéﬁiToﬁfxﬁ/ﬂ4_
o TWAHIEEN, RF U ASNADIPT RLALEMACT RLAZBIEMEES, v hU—27 TN
A4 Z1F. MAC & IP 7 FLZADMAADEICOWTEE LK LR W=D, 2y hTU—7 LD XD
LML CHLARP = NURETINTZY, YA LT MBNELREVTHZ LTS THA,

* [HA Connection Settings] fHI T, 7 =— /A —N"— UV T 2R ELET,

T2 F—NR—=RT7D2EDHEEIL, T x—A— "= U U REATHICHE LT, F£EEOH)
YEAT — & X &REB L T E T, GigabitEthernet 0/8 23 7 = — VA —/3— U 7 L L CHARRE I
TWET, ARy NIT—27 LDV 7T 5T 77T 4 TRIPT RLALRAZ U NNADIPT R
VAZATLET,

U P— R5E T3 % &, vSphere Web Client |£ VM Z LB L £9°, [ 12— S/LfE#H (Global Information) ]

IR D [Felr D% A7 (Recent Tasks) ] XA > T [OVFEBOHIELE (Initialize OVF deployment) ] A

T AR TEET,
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VMware % {3/ L 7= ASA {38 OBA |

B vMware vSphere Web Client %5 L 1= ASA {728 OB A

* [2] Recent Tasks O

| All | Running Failed
Initialize OVF deployment
@ DE-Testing

X

78

ZOFIENRETT L&, [OVFT 7 L— hDEA (Deploy OVF Template) |58 | AT — X ANEKR S
£7,

~ [7] Recent Tasks
| Al | Running  Failed i
" Deploy OVF template ’
] -asav3
" |nitialize OVF deployment
ﬁ DE-Testing
IM].fTaSKSv More Tasks §
wm - .-J £

ZDH%, ASAAR A LV AZ U ARA X NV NOIRESNT =48 Z—O FICFRSNET,
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| VMware %{EF L 1< ASA {R38 DEA

VMware vSphere Web Client %73 L - ASA 22 oA [

vmware® vSphere Web Client # @&

5, Home [~ K | i_‘b-ama | Actions =
| Q search: | Getting Started | Summary  Menilor  Manage
. |

(0 Virtual Machines 3]

VWhat is a Virtual Machine?
|| Wirtuzl Machines

Avirtual machine is a software computer that
& A5AVE like a physical computer, runs an operating
s¥stem and applications. An operating
systemn installed on avirual machine is
called a guest aperating system

asav

Because every virual maching is an isclated
computing environment, you can use virual
machines as deskiop or workstation
endronments, as lesting environments. or 1o
consolidate server applications.

InvCenter Sarver, virlual machinas run on
hosts or clusters. The same host can run
many virtual machines

Basic Tasks

B Power Off the virtual machine
il Suspend the virtual machine
i Edit virtual machine settings

At e e A e e s il e

amas

ATy 10 ASARAE -~ U BN EEBEH L W ARnWEESIE, B~ v OEJ%Z A (Poweron the virtual machine) ]
7 Vv LET,

ASDM THHe 2 s AT L7220 Y — VICHe 23T 2RI, ASAREDNEB T 5042 HFHE T, ASA
AR BRIDTEENTH & OVF 7 7 A VLIRS NI R T A —Z B FiiA A, i % ASA (AR &
AT MERICEMLE T, 20k, BEI7 e ARNHEMICHB SN, BEZ2GLET, o &EHE
B at 2%, MO T ASA IR ZHEA LTSAICORFKELET, BEIA vE— V2R T 51213,
[Console] # 7% 7 Vw27 LT, ASA(RAE 2>V —LiZT7 7 BALET,

ATYvIN Tz NA—AN—/HABBEOHEGIE, COFIEAZGEVIEL TEh X VERBZBMLET, ROTA K
TAESRLTIESN,

T4 VHELFEICUAL—Ty b LNV ERELET,

cTIARVIEELFSTKFELIPT FVAREEZAN LES, MFTOEREDT — hRA T v TBIE
3. T4~V ERTEAF Y L LTEBEZ#NNT 57 A=F 2RO THR—IZLET,
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B vvwareusphere x5 > FF OS54 7L b LU 0 BRMAE A L i< ASA 18 OEA

VMware % {3/ L 7= ASA {38 OBA |

RDIRY

Cisco Licensing Authority {Z ASA AR & IEF 288 T 51213, ASARIZA 22—y v T2
CANBETYT, AU F—Fy MBI L TTA B ABEEE T SEDIE, HAKIZEM
DREDVENZ 2D ENHY £T,

VMware vSphere R 2 > F 7829547V FBXUED
HAREBREERL - ASARE OB A

ATy I

ATy T2
ATvT3

ATvT4
ATvTH
ATvT6

ASA A8 %8 A9 % (21X, VMware vSphere Client 38 L VA —7 AL 7 +—~ v & (OVF)
DT T L— K77 AL (vCenter ~H AT 5855 1E asav-vi.ovf, vCenter LIS ~E AT 555
IXasav-esxi.ovf) ZfHLET, VAIDASAEME Ny r—%E AT HIT1E, vSphere Client
T[OVF7T > 7 L— F®DE A (DeployOVF Template) |7 4 ' — F&MHLET, 207 1 H—
RTIE, ASA {IAE OVA 7 7 A VAT L. ASA (AR % FATT 28~ v &2 E L, 7Sy
=Tk A AR LET,

¥4 F— FOFIEDIE L A E1E. VMware 125 LEHED D TF, [Deploy OVF Template] ™7
P— ROFEMIZ DN TIL, VMware vSphere 7 74 72 DA T A4 v~V T 2B LT
él/\o

1R BHHIIZ

* ASA A8 ZH A4 HHMNC, vSphere (BELH) THR LB 1 ODOFRy MU= ZREL
TBIRERDHY £,

cASARAE V7 b =T O EH 0 H AR 7 7 4 VOER 27 X—) OFNEICHE-
T, 0 HAMKEERLET,

VMware vSphere 77 7 7> h & &) L. [File] > [Deploy OVF Template] %= L F 77,
[Deploy OVF Template] 7 o« '— RBRERSNET,

asav-vi.ovf 7 7 A W EFER LT-EET o L7 P 2SR, Fa@IRLET,

[OVF Template Details] Hif 23 F ~x SNE T, IROMEICBEILET, DAFZLOFEOHH a7 4 F 2L —
vay Iy ANEERT LG MRELET LMNETIH Y FH A,

Btk O EAGRE DB NF RS NE T, [Finish] 227V v 7 LTVM #EALET,

ASA AR OFEFREZHA L, VMware 2> Y —)L&ZBWT, 2 [BIH OREIZ £ L £9,

ASA AR IZ SSH #afc L, LB ZTE T LES, FEORMar 74 Falb—a s 77 A WTHLER
T RTCOMERD SN TR WEEATL, VMware 22 Y — /L EBIWT, LEREREZE T LET,

T, ASA (AR 1Z5E I EE R REZRIRAE T,
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| VMware % ff8 L 1= ASA {48 OEA

OVFY— L& & U0 BRHEEERA L AsA kE s ]

OVFY—ILEXUVE0BER#ERZERL-ASA {RE D&

A

ATvT1

ATy T2

ATvT3

ATv74

ok va T FHORAERT 7 AV ERE LT D OVE Y — /L2l L7z ASA AR
HATFEZOWTHALET,

18D HHIIZ

«OVF VY — /L&Al LT ASA {RAR 238 AT 5355 1%, day0.iso 7 7 A VB LEETT, ZIP
T A NVTREEIND T 7 40 FDZED day0.iso 7 7 A NV EHEHT D, Foik, AL
HABZSA R LT-HEORHay 74 Xalb—yary 77 AN EEATEET, F00H=
YT 4Xab—vay T A VOERFIECOWTIE, ASARAR V7 b = 7 OffRER &
%0 AR T 7 A LV OERL 27 X—2) ZZRLTIEEN,

« OVF ¥V —/ U7 Linux F 721% Windows PC {24 > A h—/L &Z#, #—7%4 » b ESXi ¥—/3—
W CE D L 2R L £,

OVF V=N HBA VA R—=LENTNDLZ b LET,

1 -

linuxprompt# which ovftool

VBEREAL T a v EEE L omd 7 7 A VEERR L ET,

1 :

linuxprompt# cat launch.cmd

ovftool \

--name="asav-941-demo" \

--powerOn \

--deploymentOption=4Core8GB \

--diskMode=thin \

--datastore=datastorel \

--acceptAllEulas \
--net:Management0-0="Portgroup Mgmt" \
--net:GigabitEthernet0-1="Portgroup Inside" \
--net:GigabitEthernet0-0="Portgroup Outside" \
--prop:HARole=Standalone \

asav-esxi.ovf \

vi://root@10.1.2.3/

emd 7 7 A NVEFEITLUET,

&1

linuxprompt# ./launch.cmd

ASA A8 OFERZA L, 2 HOEE 2 L £,

ASA A8

WCSSHERE L, MBIJSUTHRELZTET LET, I OICHENMLELRGAIEL., ASARARIZX L

T VMware 2> Y — /L& BI&, MERRELHEHALET,
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VMware % {3/ L 7= ASA {38 OBA |
B sarEasy—~o7sex

ZIT, ASA R XA ICEMERRE/ N IRRE T,

ASARE a2V —IL~ADT U EX

ASDM T A4, NI TN a—F 4 ZICCLL 2T AMNERHLEERH Y F
T, T 7 A4V N TiE, FAIAFAD VMware vSphere 2> Y — /UL T 7B AT £, Fi2id,
=T U RRX=XA MR EDOXVENTEREEZFF >Ry NT—7 VU TN 3 =V ERTE
TEET,

« VMware vSphere = > > — L DA ff]

e Xy NU—27 L UT ) ary—)L R— DR E

)

GE)  HBo R 7 A VEHEHLTASARIE 28 AT 255, 77 A vicary—IiLi)
FILOFREZEBML T, fIET — FEFIZRAE VGA =22 — LTl & U 7R — k& H
TEXET, ASABAE V7 vy =T O E S0 AR 7 7 4 VO1ER 27 X—) &5/
LTL7Z&W,

VMware vSphere 3 > — L D{E A

WM EETZIL N T TV 2 —T ¢ 7 %4T 5 121X, VMware vSphere Web Client |2 8 V) #2ft S
WA= — )b CLIIZT 78 ALET, % T Telnet £721X SSH D CLI U E— K 77
TAERETETET,

48 HHEIIZ

vSphere Web Client TiX, ASA{RAR 22 Y — )V T IR RAIREIR I FAT v MNEET 774 v
A A= LET,

AT w71 VMware vSphere Web Client T, A > X2 kU D ASARAE A A X v A% 42 Y v 7 L. [Open Console] &
R L E9, F720%. [Summary] ¥ 7 @ [Launch Console] 27 V v 7 L %7,

AFwT2 2= Tr Y7 LTEnter #fLET, 1 : Cul+Alt 4 &, h—Y LRI ENET,
ASA AR NEFEREF OHEIX, BEIA vE—URERINET,

ASA AR MWD TRENT D &, OVF 7 7 A DB I NT2 /8T A —H it iA s, T % ASA AR
AT LERICBINLUET, Fo%, BB ot A0 HERICHEBE SN, BBABRBLEST, o &Eik
7ot A%, PO TASARAE ZEAL7HAICORBEELET,
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| VMware % ff8 L 1= ASA {48 OEA

ATvT3

ATvT4

ATy TH

2y ko= 2uFLavy—i K- rozz [

GE) TA VL A LA =T DHET, AL—T v I 100Kbps IZHIR SN D728, Tk T
2 NEEITFTEXET, T4V RT, BEOBRIEICLETY, S4B A2 A M—1T 53
FT. RODA Y E—IUNRary V— L TRYVIELERINET,

Warning: ASAv platform license state is Unlicensed.
Install ASAv platform license for full functionality.

wo7Ta 7 FRFEREINET,

ciscoasa>

o7 Mi, 2—YP—EXECE—RFTEEL WA 2 L2 R LEYT, =2—¥—EXEC £— KTIZ
HARKa< ForzrEHTEET,

¥i#E EXEC T— RIZ7 7B AL ET,

Bl -

ciscoasa> enable
WO T NINFRRENET,

Password:

Enter ¥ —ZM L C, WICEARET, T 74/ b TiE, AT — FIZEATY, LENIA R —T L RRA T —
RZFRT L7725 E1E. Enter 23 boicona AN LET,

Fa T NRRO LI LUET,

ciscoasa#

BRELSOTRTOa<> Fid, FiEEXEC T— FCHATE £4, MHEXECE— F)nbar 7 4 ¥a
L—yaryE—KRIABLZ L TEET,

FRHEE— RZ2 T 51213, disable 2~ R, exit a~> K, £zt quit 2~ FE2ANLET,
Ja—LarZ 4 X¥al—vary ®—RII77EALET,
ciscoasa# configure terminal

Ta T IBRRO LTI LET,

ciscoasa(config) #

Fa—/NL ary7 4 X alb—vay T— b ASA R ORELHMBTEET, Fr— YL ar 7y
X2l —varyET—R2ETTHI00E, exita~> K, quitaz~> K, F2idenda~> K2 AN LET,

Yy hT—4H Sy ary—J)L R— FDERE

ALV I AR AP EDTEDIT, A= T I ERTONT, Xy NU—7
VIUTNR— FEBEMTHRET 200, ERIFMRB Y TV R—Farkr hb—4% (vSPC)
WCHERT A LV ICERETE ET, FHIEOFEMIZ OV TIE, VMware vSphere D~ == 7 /L %
ZIRLTLIEEW, ASAAR TiE, (K= Y=L OfRb Iy U TV R—hoary Yy —u
HAZEETIVERNHY £, ZOFIETEH, YV TV KR—F avy—AVE2HT5)
BIZOWTHALET,
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VMware % {3/ L 7= ASA {38 OBA |
B cruzrazi—7vrsqtrzr07YTIL—F

AT w71 VMware vSphere TH* v hU—2 U7V R— M &R ELET, VMware vSphere D~ == 7 /L AZZH L T
<TEEvy,

RATv T2 ASARIE T, Tuse ttyS0) EWHARIDT 7 A V% disk0 D/L— K 7 4 L7 BUVIZERLET, 2077
ANVIZIIHBEDREEN TV DOIXLEEH Y /A, ZOLICHET DI EOHRBLETT,

disk0:/use_ttySO

« ASDM 25 [W—IJL (Tools) 1>[Z 7 A4 ILEE (FileManagement) | ¥ A 7 /Ry 7 A%fEH LT,
ZOARITEDTHRA NI 7 A NET v 7 r— R T&EET,

s vSphere =2V — /LT, 77 AN VAT LNOBFEO 7 74V ((EEDT 7 A4V) &H LWARIZ A
E—T&EY, RIHlZRLET,

ciscoasa(config)# cd coredumpinfo
ciscoasa(config)# copy coredump.cfg disk0:/use_ttyS0

ATV T3 ASAEMEY m—RFLET,
« ASDM 7> 5 [Tools] > [System Reload] % 3#R L £,
* vSphere =22 Y —/ /L Creload Z A1 L %7,
ASA A8 1% vSphere =2 YV — L ~DEFEEEIEL, RDVIZT YTV a3 — Wk ELET,

ATy T4 U TV R— bk OBINEHIHRE L7z vSphere DR A R IP 7 KL A & R— FFEEC Telnet ##5i 3 570>, £7-
IZVSPC D IP 7 KL A & AR— M T Telnet ##58 L £ 97,

VCPU E£-FRIV—T Y b A4 RDT7YvTIL—F
ASA A8 1Z, EHT& 5 vCPU OB EST HANV—T v N FA B 2 EH L £7,

ASA (A8 @ vCPU Oz T (L7215 7) HEE, LA 228RLTED
HLWTA B A 2@MAL, BriLvVMEE T DL VMware DVM 787 ¢ #EE L E
K

\)

GE) BV Y THNVCPU L, ASARAECPU 74 B AT AN—T v T4 AL —E L
TWABMLENRHY £, RAM X, vCPU FHIIZIEL K A AFHBEIN TWARLERH Y £9°,
Ty T L= RERFF T T L— REHZIE, ZOFIEICHES T, 74 &2 A L vCPU % itiH
BT L9510 LET, Kl R —E01H 555, ASA A IXEUICEEL A,

ATl HLWIA B AFERLET,
ATFYT2 HLWITABUZAEZFEHLET, 72— F— "= T OEE. MFOEBIZH LT A & 251
]\_/i‘?—o

. Cisco Secure Firewall ASA Virtual .19 X 2 — + 7 v TH A K



| VMware % ff8 L 1= ASA {48 OEA

ATvT3

ATy T4

ATy TH

ATvT6
ATy 71
ATvT8
ATv79
ATv 710

VPU EFERL—T v k S z07 v ToL—F |

Tz VA== T o0 E I NS C T, ROWVTANEFATLET,

o 7z —)LA—/3—% 1 : vSphere Web Client T, A% L /34 ASA AR OFEFR AV L £ 9, 7-& %
X, ASARAR 227 U w7 LTS (B~ o O&EJ%E A7 (Power Off the virtual machine) | % 7
Vo 7350, ETRITASANRE 247U 27 LT[ZFAROSE Y ¥ v M 7> (Shut Down Guest
0S) 1#EIRLET,

o 7 x—)LA—s3—72 L : vSphere Web 7 7 A 7 M T, ASA AR OFEJRAZGIW L £7, 7= & 21E,
ASARIE 227V v 7 LThE (R~ OERAZ A7 (Power Off the virtual machine) 1% 27 U v
I 50, ETRIXASARI ZE27 ) v 7 LT[Z A FOSE Y v v & 7 (Shut Down Guest OS) ]
B E 9,

ASARIE #7 U v 7 LTHhD [~ v v Of%EDHwE (Edit Virtual machine settings) (%27 U v 7 L&
T (EFTASABME 247 Y v o7 LT [REDMmE (Edit Settings) ] Z#INL £7)
[Edit Settings] # A 7 12 7R v 7 ARFRINET,

HLWVCPU A4 B ADE LWVMEZRTERT HIT1E. ASARE OT A A (1 =) 12HD CPU
L AV HEZZR LTS EE0N,

[Virtual Hardware] # 7' [CPU] C, Ky 7Z o UA MPLH LVMEZRIRL E7,
[Memory] {Z1%. # LW RAM OfEixz A1 LET,

[OK] %7 Vv 7 LET,

ASA RO EREZ ANE T, 72 & 21X, [Power On the Virtual Machine] #27 V » 27 LE7,

T — )L —N— RT DL

1. 7774 7EE~Oay Y= VERL), 72T 7T 0 7348 T ASDM A EB) L £,
2. AZUNRAIEEOREBNKE T LB, AFUANAIEEBICT 2 — V==L F T,

+ ASDM : [Monitoring] > [Properties] > [Failover] > [Status] Z &4 L, [Make Standby] 272 U v 7
L/iﬁ‘o

* CLI : failover active

3. TUOTFATEBIIHLT, ATV 3 ~95B0IELET,

RDBERY
FERIZOWTIE, ASAIRBE DT M2 (1X—=Y) Z2ZHLTIEEN,
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VMware % {3/ L 7= ASA {38 OBA |
B vvware T ASA B8 /8T —< L REA%

VMware T ASA R D/ T+ —< 2 REfEE

ESXi B TD/N T+ —<T 2 ADMAE L

ESXi7 A b CPUARIE DR E # T 5 Z L12 K- T, ESXiBEEND ASA AR D37 4 —
VU AEM ESHDH T ENTEET, [Scheduling Affinity] 47> 3 2L > T, R~ D
CPUZRZ FOWELAT (BLUONAN=AL T o VTR > TODGE DA 73—
ALy R) IZEDLIITHBIEL0EHETEET, ZoMia AU, i~ v
. WWELLET 74=7 4 By MNOT ey HIZHID Y THZ ENTEET,
PRI OV T, BLTFO VMware R¥ = 2> hESIR LT E S0,

+ [Administering CPU Resources] ® % ( [vSphere Resource Management) )

+ [Performance Best Practices for VMware vSphere ]

« vSphere Client DA > T A~V

NUMAD A K54

Non-uniform Memory Access (NUMA) &, vV F 7 atyHh A7 o007 at v Hiikd s A
AV AEYEY 2= VOREIZOW TR T G AT 77— %T&%kf# PA=NAA N
HED/—=F (VE=FAEY) RIFHELRVAET VT 7B AT HEEE, o—HLAE
V2T 7 BAT 2556 80 bIKEOHME T, NUMA ##ix /L T7 — 5%%@?62?#%
D EI,

X86 W — =T —%T 7 F ¥, BHEOYry FBIONY 7y NNOBEED a7 TR ST
WET, HFCPU YTy FEFDAETBIORTVO A, NUMA / — REMEINET, AE U0
STy M EIERICHEAI DX, FA ST U r—v 3 B X OEEEMT S TVWB LI
s (NIC 72 &) MRELC ./ — FNICFEETL2HERH Y £5,

B 7 ASA AR X7 o —~ U A B FEHTHITIT

s ASA AR = v 0E, 1 DD NUMA / — R ETCETTAXENRHD £, 120 ASA {48
M2OD Y7y FTEITEIND L IICEAINTWVWBEES, N7+ —~ AT KIBIZIE T
LET,

87 ASARAE (K 1:8 27 NUMA 7 —F% 77 F v Dff] (43 2—3) ) TlL, mA b
CPUDE Y7y ", FNFNRELU LD aT iz TWAMLENRH Y £4, —/—F
TEITFENTVAMD VM IZHOWTHEETAHALERH D £9°,

¢ 16 27 ASA AR (M 2:16 =7 ASA (KA NUMA 77— 7 7 F v Of| (44 X—) )
TiX, A RCPU EDOEY 7y b, FNENN16HLL EO T H#HZATWDELERH Y
F9, —R— ETEFTEINTWAMDO VM IZHOWTHEEETALERNH Y 5,

*NIC 1%, ASARIE v v LA U NUMA / — R EIZHLHZVLERH Y £97,
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https://pubs.vmware.com/vsphere-60/topic/com.vmware.ICbase/PDF/vsphere-esxi-vcenter-server-60-resource-management-guide.pdf
http://www.vmware.com/pdf/Perf_Best_Practices_vSphere5.0.pdf
https://pubs.vmware.com/vsphere-50/index.jsp?topic=%2Fcom.vmware.vsphere.vm_admin.doc_50%2FGUID-3D5F6146-5F9C-46BC-B1D3-DCA856E98137.html

| VMware %{EF L 1< ASA {R38 DEA

nuMA o4 k51> [

Y

GE)  ASA A8 1%, #%® Non-uniform Memory Access (NUMA) / —
N XOWE a7 HoEKOCPU Y 7> haHR— N LERFA,

WO, 22OCPU Y7y 3BV . K% CPUIC I8HD a7 RNEHi SN TnAE Y ——% R
LTWET, 8 =7 ASA AR TiZ. mA R CPUDE V7 v MIEESHEO a7 BNV TY,

1:837 NUMA 7 —%T 9 F v Dl

— numa 0 numa 1 -

8 core ASA virtual
CPU Socket 0 CPU Socket 1

5 EREEEN
5 3
¥ EEEREN

NIC

WOXIZ, 2 ODOCPU /A7y FAHY . FCPUIC 18D a 7 B EN TWA Y — R—% R
LTWET, 16 27 ASA{MR TiL, "A N CPUDE Y &7 v MK 16 MO = 7 3 NET
7,
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VMware %4 L 7= ASA 38 0B A |
B receive Side Scaling (RSS) FRD#EH®D RX ¥ 21—

2:16 37 ASA{RIE NUMA 7 —3* T F ¥ Ol

— numa 0 numa 1 -
16 core ASA virtual
CPU Socket CPU Socket 1
oores
|

I —‘
ERERER ey
EEEEEE :

O Controlor

WO Corola

PCLE | | poae

NIC

NUMA ¥ A7 & & ESXi O ICBIF 23l >V Tld, VMware R = 4> | [vSphere
ResourceManagement] . Hi\ D VMware ESXi X— a2 > 5 L TL f:é b‘o ZOR¥=
AV FBRIOZOMOBE R 2 A NORHOTT 12 a3 2R THIC
http://www.vmware.com/support/pubs % Z B L T X1y,

Receive Side Scaling (RSS) FAMDEX®D RX ¥+ 1 —

ASA AR 1X, BTty aTiixy NI—UZENT T4 v 7 BT 5720

NI =T EFRIZE>THERASNST 27 /1Y —Td b Receive Side Scaling  (RSS) 7%“)‘1‘“—
FLTWET, HRKAL—T v hEEITHITIE, & vCPU (27) [ZHHA O NICRX F = —
DEESNTWDLRLERS D 9, —i%H972 RA VPN BB Tl, 1>OWNE/SNHBLT DA

=T 2 A AT 251N HL T LITERELTIZEN,
&

BEE HEORX Fa—%MHT 51215, ASA (RAE X— 3 2 9.13(1) IR MLE T,

WAL T DA v H—T 2 A A FFD8 a7 VM OFAE. X 3:8 =7 ASA {K4E RSS RX
Fa— A5—) [TRTEIC, AL H—T =2 ATF4ODRX F2a—0Nb Y £,
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https://www.vmware.com/support/pubs/

I VMware %/ L 7= ASA {R1E D& A

Receive Side Scaling (RSS) AOEHDRX 21— [

3:807 ASA{RIE RSSRX ¥ 21—

ASA Virtual
8vCPUs =8 physical cores on host

\
EEEEEEEE
D N AN O s O

2 8
0 2
a 0
2 2
-
Inside RX Outside RX

WNE/ANERAST DA v F—T 2 A ZA%ED16 27 VM DA, [X4:16 27 ASA {48 RSS RX
Fa— (A535—) ITRTEIIC, AL EF—T oA AL ODRX F2—0dH Y £7°,
X 4:16 27 ASA{X18 RSSRX ¥ 1—

ASA Virtual 16vCPUs = 16 physical cores on host

(LI LI L L LI L L L)

BpIsu| DINA

vNIC Qutside

Inside RX Outside RX

WDFRIZ, VMware D ASA AR D WIC K L O HR—FENTWVARX F=2—DFERLE
T, PAR— hIHN TS YNIC OFBICOWTIE, HEEEID wWNIC (20 X—) 2L T
<TIZEW,
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B receive Side Scaling (RSS) FRD#EH®D RX ¥ 21—

%= 11: VMware TH#E$E S5 NIC/NIC

VMware % {3/ L 7= ASA {38 OBA |

NICA—F |wWNIC K54 | KS4AF9/8 [RKF1—0|/T7+—T 2R
A T— #
x710%* i40e PCI 7% & A )L — A8 PCI/S A Z)L—%, T A &nj-
NIC DF Tl ED/NT F—<
2L FE, A A L—F—
KT, NICIZASARIEHHT
H 0 AFEEREEI B 7 SR
TIEHY A,
i40evf SR-IOV 4 X710 NIC Z{# ] L 7= SR-IOV @
AN—"" ME PCI /XA A )L—
vy (HK30%) KFLE
9, VMware @ i40evf 1213,
i40evf Z & 2K 4 DD RX
Fa—2HYVFEIT, 16 27 VM
TIHRRAN—T v b EFERT D
X, 8 ODORX F 2 —NNMET
7,
x520 ixgbe-vf SR-IOV 2 —
ixgbe PCI /XA A )L— 6 ixgbe 7 A /% (PCI /XA Z/L—
F—FR) 121X, 6 2ORX F = —
NHYEF, T xF—~ AT
i40evf (SR-IOV) & [RIZETY,
%47 L | VMXNET3 | #e{484k K8 ASAVI00 [ZITHELE S EH A,
ML €1000 VMware TR SN EH A,
*ASA AR 1%, x7I0NIC D 1.9.5i40en R A b RT A NEHEHEMERH Y AL, T L0 Hn
NR= g VFERITIFHLWA—=3 VDO RIANNFEELET, NIC RIANRET7—A T =
T DON— g v E i E IR T 57D ESXCLL 22~ > ROFEMIC SO\ T, NIC RS
ANRET 7 =L 2T "=V a OfEil (46 X—) 2R L TLIEEN,

NIC RKSA/NET7—LzT7/N—2 3 U DHI
BEDT7 77—z TBLORTA RON— g AEREHINET2IIMRT 2LER D D5H
1. ESXCLI 2= REHALTEFDOT—ZEZROFTH5Z N TEET,

¢ A AR ENTWVWANIC DU R NZEIGT DI, BiET 5HAR A M SSH #t L |

esxcli network nic list I~ F%;%??Liﬁﬂo ZDhavwr Ring, FNA AL O
BEROFLEPHF LN DHITT TT,
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| VMware % ff8 L 1= ASA {48 OEA

SRIOV A v 2 —T x4 2nFnECa=ys [

e A VA M=V ENTWAHNICOY A N ZEETIUX, FFMAERRESDL &N TEE
@—o %\%fiNIC @%ﬁﬁ%ﬂaﬁﬁ LT\ esxcli network nic get a~< f\’%%?? Liﬁ‘ . esxcli

network nic get -n <nic name>,

Y

GE)
XFET, THXTH L T4 \1F, [Configure] ¥ 7 N [Physical Adapters] D FiZdH Y £,

— IRy NU =2 T X T X2 ERILZ. VMware vSphere 7 A TV FILIERTH I EH T

SRIOVA U A—T A RODTAES 3 =S

SR-IOV ZFEH X, BEE D VM THEX MNHD 1 B PCle * T —7 T X 72 &G
THZENTEET, SRIOV ITKROEREZ EFX L TWET,

« WPIFEEE (PF) : PF (X, SR-IOV HfERZ &Tp 7 /L PCle BERETd ., ZhHlid, AR - ¥—
N—LEDEFEDOAZT 47 NIC & LTERRINET,

o AEBERE (VF) @ VFIZ, 7 — ¥Rk % ET & PCle #§HE T3, VFIZ, PF A
Eh., PEEZANLTEBEEINET,

VF 1L, I LENT=ARL—F 4 7 VAT A T L—LT—7ND ASA IR <> ik
10 Gbps Dt A RILCE £4, D& 7 3 Tk, KVMEREL T VF 2% ET 25 FiEICOWN
THBH LET, ASA{RAE LD SR-IOV H AR — MZOWTiE, ASA{AR & SR-IOV A > % —7 =
AADTrEYa=r7 (133—) 28R LTLEEN,

FEFIEEFINEIR

SR-IOVA VB —T A RICEATBHA KS14 >

VMware vSphere 5.1 LARED U U — A%, FFE DR E DS T LASRIOV # AR — F LEH A,
vSphere D—OFEEEIL, SR-IOV AN/ > TWNDH EHEREL FH A,

SR-IOV A VX —T = A AT HHA KT A4 > EHIRFE (14 X—) IZRREINTND
ASA A8 & SR-IOV IZBH3 2% v A7 A2 2 C, VMware & SR-IOV [ZB5 2 B,
N— KN ENTWANIC, #AEO R AN, BLOT v 77 L— FEHOFEMIZ OV TIE, VMware
~==7 JLN® [Supported Configurations for Using SR-IOV)] THEFRT HLENRH Y £,

DB a T, VMware VAT A ED SRIOV A X —T =2 ADTrETa =TI
Mids3EIFhty N7y 7FIREREFIELZRLET, ZOEZ v a VNOFRIL,
VMware ESXi 6.0 & vSphere Web Client, Cisco UCS C U —X #—,3—_ 35 J. (" Intel Ethernet
Server Adapter X520 - DA2 Zffi ] L7=HFED 7 REIRN DT S A AN BAER S L2 H DO TT,

SR-IOV 1 >4 —T = A RIZEHT S HIREIRE

ASA {18 #LE9 % &, ESXi CERARINDNEF LT DNEF T, SRIOV A V' F—T = A A
NERINDIEERHVFET, ZHITEY, AV F—T A AREZT—NEEL., FFED
ASARAR = v ~DF v MU — 7 BN« 238560350 £4,
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VMware % {3/ L 7= ASA {38 OBA |
B esxikx - Bios o

A

EE O ASARAE TSRIOV Xy NU—F A B —T = A4 ZADHELZBET HENT, A v Z—T = A
AD~y BT ERTHIENERETY, ZZED, *y FT— 74’/5’~7:4’;<0)§£

ENR, VM AR FDIELWHEEMAC 7 RLAAL 2 —T = A ATHHAINET,

ASA R NEBIL7ZH, MACT RLAREA U H =T A AD~ y B T ZERTEET,
showinterface=~ > REMH LT, f VX —T =24 ADMACT RLARE, A ¥ —T A
ADFEAIEREMHERLET, A X —T A ZAED Y THELWT & ZERT 5121, show
kernd ifconfig 2= > ROFER E MAC 7 KL A& LB L 97,

ESXi /R X |k BIOS D#EEE

VMware (Z SR-IOV A > ¥ —7 = A A %A 272 ASA I8 Z#E AT 5%, L E R — b
LCHMNZTA2HMERH Y £, VMware Tix, SR-IOV ViR — M+ 4T 140D
['Compatibility Guide] 7217 T7e <, (AL B RER 2T 5 4 0 v — RAGEZ: [CPU

Identification Utility] &&®C, ALY R — hOKFEFERTFEA I L ThET,

72, ESXih A Mcua A4 o452 212k - T, BIOSH TIRABIL DN BN 2> TWBENEH
MRS A Z EHTEET,

ATYT1 ROWTNNDOFEEZFH LT, ESXi =iz 74 LET,

c IRA NSDEBET 7 EARHLLGEE, AR 2/ LT, v~ oo Y —ron /A4 ~_—Y

X £,

e ARA MIVE—FTHEHE L TWABAIL, SSHEIZMO Y £—h v Y — VR AHEHL T, & A&

NEDtEy g &G LET,
ATV T2 RA ML TRBEND2—VLENRRTU—REZADLET,
ATFwT3 kOa~vy REETLET,
B -

esxcfg-info|grep "\----\HV Support"

HV Support 2~ > RO IIE, HHATRE/R A SR—= AP HR— O A TE2RLET, AlREOH LHE
DA Z L IR LE T,

0: VI/AMD-V X, Y HR—FRZDON— Ry =27 TIHMEATERNWZ L E2RLET,
: VI/AMD-V [X, VT £721X AMD-V 2 fFHTEETN, ZON—RU =7 TiE¥FR—rEIhiWnWZ &%

/Tl,i?”o

2 : VI/AMD-V %, VT £721Z AMD-V 2l T& £9 2, BfE. BIOS N THIZ/R > TWRNWT L &R
LET,

3: VI/AMD-V %, VT £721% AMD-V 23 BIOS N TEZ 2> TR, ATEZ a2 LET,

1 -

~ # esxcfg-info|grep "\----\HV Support"

| ====HV SUPPOTr L ..ttt ittt ittt ettt 3
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| VMware % ff8 L 1= ASA {48 OEA
Rz rpE7 8745 £coskiovoait [

ED 3 1%, AR YR —F S TEY, AMNIR>TWNDH I EaRLET,

RDRERY
o IRA NPT X7 & ETSR-IOV ZFZNC LET,

KRR BT S T2 ETO SRIOVDESE

vSphere Web Client Z £ H L C, 8 A K TSR-IOV Z#HZHZ L, AEEEDE AR E L 7, &
ELRWE | R~ 2 B R RE T B TE £ A,

I
2

JR 8O HHIIZ

SR-IIOV HE# Ry NU—V A B —T A A H—FK (NIC) DA LA F—LENTWNWSZ
LR LET, [SRIOV THAR—KFENTWAHNIC (153—) | 2B LTS
A

AT w71 vSphere Web Client T, SR-IOV Z AN 2% ESXi R A MIBEI L 9,
AT w72 [Manage] ¥ 7 C. [Networking] %7 U 7 L. [Physical adapters] % &R L £,

SR-IOV 7’ /X7 4 ZFETHZ L2k, MELT X 7 Z N SR-IOV 3R —F L TWEMNE I ML HERT
xFET,

RATY T3 WHT X7 %R L, [Edit adapter settings] 27 U » 7 LE7,
AT w74 SRIOV O FC, [Status] Ku v 7 H 7 A ==a—/»5 [Enabled] Z 34K L £ 7,
AT w75 [Number of virtual functions] 7 A h7R v 7 AT, TH T ZITHRET HIAEMEEE DS 2 A L £,

GE) ASAVS0 TlX, A1 2 Z—T A AHT-V 220 FOVFEZHERALGWZ 2 BED LET, Wi
AV B =T 2 AEEBORIEECTIAETH L, XT3 —~ U ANKTT A REMENH Y F
‘g—o

ATy T6 [OK] 227 V7 LET,
AFvFT ESXimA FEAFHEEHL £,

W T #7522 b Y TRBESNNICAHA— N CRABEEER T 77 4 712V E4, Zabid, RA D
[Settings] % 7' @ [PCI Devices] U A MIEREIET,

RDZRY
« SR-IOV HERE & R EZ BT 5 72D OEYE vSwitch 1B L £,
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VMware % {3/ L 7= ASA {38 OBA |
. vSphere X 1 v FDERL

vSphere X 1 v FDERL
SR-IOV A > ¥ —7 = A AZEHT 57280 vSphere A1 » F Z{ERK L £9,

AT w71 vSphere Web Client T, ESXi A A MIBEIL £,
AT 72 [Manage] C. [Networking] Z 3R L T2 5, [Virtual switches] 2 #{R L £ 7,
ATY T3 7T (+) iLftEOfFOOMERT A 2T 5 [Add host networking] 74 2> %27 U v 7 LT,

ATy T8 [JEHEAL v F A8~ > R— k7 /v—7" (Virtual Machine Port Group for a Standard Switch) | ##5i % 1 ~°
ZERLT, IR~ (Next) |27 Vv 7 LET,

AT 75 [New standard switch] Z3#&R LT, [Next] Z#27 U 27 LET,
ATYT6 WXy NT—0 THETHZEH LEREZ AL v FITBMLET,
a) BN TONETHETEDOFT, DT 2A (+) 8x2 27 ) v LTTE7E2ZBMLET,

b) UARMNLSRIOVIZHIET HRy T —2 A v H—T 24 AZERLET, =& xIE, Intel(R) 82599
10 Gigabit Dual Port Network Connection % %R L &7,

c) [Failover order group] K72 74 7 A== —"T, [Active adapters] 7> HI®R L £ 7,
d) [OK]%27 VU7 LET,

AT w71 SR-IOV vSwitch @ [Network label] # AJJLC, [Next] 227 U v 7 LE7,

AT w78 [Ready to complete] ~— TR Z 8 L CA 5, [Finish) 227 V v 7 LE T,
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| VMware % ff8 L 1= ASA {48 OEA
mEz sy oEHELALOTvTIL—F [

5:SR-IOVA 3 —T A AT R v F Ehi=# LL> vSwitch

Geting Started  Summary  Mondlor | Manage | Relaled Objects
Semngs [ Nelworking | Storage | Alarm Definitions | Tags | Permissions

a Virted| swilchs

| vitalswiches [N PPN

Vilerme adaplers

£l . e
Piwsical adaplers it vawitcho
TCPAP configur ation £ vowilcm
Arberanced
Standand wiich: vSwalch1 [(no e ek ced)
¢
[® 1556-5RIOV o ¥ Physical Adaptars :
WLAN 10X - = vmnicl 10000 Full i ]l

* Virtual Machines (1)

RDBERY
A~ v DEHNE LV ERERE L E T,

RETSUOEBMELRILOT Yy T L—FK
HHME L~ RA N~ o THEAMRRYEAN— RU = TIZRST 2~ o T A
BN R =27 2 RELET, ASAIREBE v i3, "—FRu=T7 L% 100 kizT
AHVENRHY F4, ZHUTEY . SRIOV D /3 Z ZL—HEREM ASA RAB IZAB &S E T, =
DFINETIX, ASA fH 2 EHIFH THRFTOV R — P EN TV BB N— R =T 3= 3 (Z
Tl TL—RKLET,
AR~ D= R =7 N—= 3 L BHPEIC DWW T, vSphere (AE~ v VB i~ =7
IWESHL TN,

AT 71 vSphere Web Client 7> vCenter Server (21 7 A > LE T,
ATV T2 EETDHASAFRE v 2 RELET,
Q) T—HBLUH— TFNE TTAKE V=R T —)b F1IARA FEER LT, [Related Objects]
2T7% 7Yy 7 LET,
b) [AE~ > (Virtual Machines) | %27 U w27 LT, UARND ASA A v U 238 IR L 77,
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VMware % {3/ L 7= ASA {38 OBA |
B Asa i ~o sriovNIC DB Y 4T

AT BRI~ OEREA7ICLET,

AT T4 ASARAE 2427V v 7 LT, [7U 3y (Acdions) |>[TXTHDvCenter 749 2 3 > (All vCenter
Actions) | >[E#ttE (Compatibility) 1>[VM7 v 745 L— FOEH#M (Upgrade VM Compatibility) ] %
BER L ET,

ATFYFTE [TV (Yes) 1227 Vv 7 LT, T 77 Lb—FREEERLET,

ATY 6 I~ O RN T [ESXi 5500 (ESXiS.5and later) |47 v a U A®RIRLET,

ATy Tl (AFvay) [BEOFAROSOY v v ML T HRIZORT 77 L— K (Onlyupgrade after normal guest
OS shutdown) ] Z&R L F7,

IR N AR~ 08, IR E 7z [Compatibility] B EDKIET HN— KT =7 N—= g AT v 77
L— REf, (B~ > @ [Summary] # 7 CH LWN— R =7 N—=T g UREHINET,

RDBERY

¢ SR-IOV /XA A )b— %y MU —2 THEFH &M LT ASA A8 & RAEKERE 2 BEE A 1) %
kR

ASA =18 ~@ SR-IOVNIC DE|Y H T

ASA AR ~ > v LR NIC T — X &AM ATRE/R 2 & %1%;&‘?}‘5 I%. ASA {8 & SR-IOV
IRAAN—Fy NT—7 THETHZLELTI1 DL EOREERRIZESEAMS T DR H D F9,
WO TFNETIX, vSphere Web Client Zf#H L C, SR-IOV NIC % ASA {8 <~ 2|10 ¥ T5H
FEZOWTHHLET,

AT 71 vSphere Web Client 7> vCenter Server (21 7 A > LE T,
ATYT2 EETDHASAFI v~ o ERELET,
Q) T—HBLUH— TFNE TTAKE V=R T =)L F2EHRA FEER LT, [Related Objects]
2T %7V LET,
b) [{RAE~ > (Virtual Machines) 1227 U v 27 LT, YA DB ASARIE v U2 3IRLET,
AT w73 i~ D [Manage] ¥ 7 T, [Settings] > [VM Hardware] %8R L 9,
ATwv 74 [Edit] #2 U 2 L, [Virtual Hardware] % 7 Z &R L £,
AT w75 [Newdevice] KR v 77X A ==a2—"7T, [Network] R L C, [Add]| 227V v 7 LET,
[New Network] f > % —7 = A ANERINET,

AT w9 T6 [NewNetwork] £7 > a3 & LT, i FHE7R SRIOV A7 v a V2 &RLET,

AT w71 [Adapter Type] K2 v 7% 7 A ==2—"T, [SR-IOV passthrough] % R L £ 7,

AT w78 [Physical function] K2 v 7' H# 7 2 =a—"T, NRAR VA~ > THTHZIKNET HWET X7 4 %
IR L £,

ATFYv T R~ DERERE A AT LET,
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| VMware % ff8 L 1= ASA {48 OEA
AsA {38 ~o shlovnic oE Y 5T [}

A~ v OBR AL NTT D E . ESXi BA RBERT X 7 Z B2 T\ HRABHERE A 73
WLT, ZRESRIOVAA A L—TFT X IRy T LET, TR MNMRE~ VT E T Z L
kL 2 DIRABERE DT R T T a T 4 AR L E T,
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VMware % {3/ L 7= ASA {38 OBA |
B Asa i ~o sriovNIC DB Y 4T
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==
=% =R

KVM {58 L 1= ASA {18 OE A

H—=FN_R—=ZADFAE~ > (KVM) ZFETTEDLEEDOY— 13— T 2D x86 CPU T /3 A
AN ASA AR #EATEET,

|

ER  ASAE O/ AE U EIRL 2GB T, BIFED ASA AR 23 2GB AKili D A € U THEIVEL TV
L86. ASARAE < v DAE ) ZHERCS 2V E | DREIO A= 9 UG 9.13(1) LARRIZ T v
FITL—RTExERA, F-. BEA—Va AL TH LD ASA A v~ A FHEAT
%‘ij‘o

« KVM TO ASA AR D HA KT A4 THIFEFHE (55 X—)
« KVM Zf ] L72 ASA A8 OFEAIZHONT (58 <X—2)

« ASA AR & KVM ORHESME (59 ~—)
cHEOHDaYy T 4 X2l —ay T A NVDOUEE (60 <—)
AT YU Y XML 7 7 A LOUEfE (62 ~2—)

o ASA A8 OFLE) (64 ~=—)

« KVM TOD ASA A8 D87 3 —= o A (65 =—)
«CPUMHEKLLF—F (76 X—)

KVWM TO ASARE DHA FS5 4 U THIFREIE

ASA AR DEANIFEHINDHFEEDNN— R =TI, BAINDLA VALK ADOESCHEHE
L > TERY £, ERTAEMNBT 774 T AL, SA S~ ETORN) V—
AENY YT (AEV, CPUE., BIOT 4 AV EE) BDHLETT,

|

EE ASARMEIZ. GBDOT 4 AV A hL—V Y A4 A TEASNET, TAAIEEDY V) —RE|
DETCEEETLHZLIITEEEA,

ASA AR BB AT BRI, ROBFA RTA4 L LHIBEEAMELET,
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KVM % L7 ASA {8 A |
B < coasaRE 0H A K54 L THREE

KVM TD ASA RIE D AT LEH

BN T =< AZHERT D720, UTOMRICHER L TWD Z L 2R L T EE
VN, ASA AR 121X, IROBERH Y £7,

o IR A N CPU L., RABLIEIRISBE i 2. 7=V — /X — 7 T 2D x86 ~X— A D Intel F 7213 AMD
CPU THBHULEND Y £7,

To& 21T, ASAAH N7 —~ AT A R TARTIL, 2.6GHz TEIET % Intel® Xeon®
CPU E5-2690v4 7' 11t v H Z#4# L 7= Cisco Unified Computing System™ (Cisco UCS®) C
VY= A ME =N —Z R LT ET,

#E3ZE Z5 vNIC
BN T v ARBL T DITE, RO NIC ZHEE LU E 7,

¢ PCI /R A ZJL—TD i40e : Y — X— O NIC 2 VM [ZBEfHT. DMA (A4 L2 kX
FYTI7ERZ) S LTNIC & VM OB T Ry y hTF—E %2Rk LET, 7y bk
BT CPU VA Z VI NEH Y 8 A,

« i40evilixgbe-vf : FEEANZ FRL & A LTI A (NIC & VM [ DMA /37~ |) | NIC ##
DO VM HTHEATEET, SRIOV T, EADFIIEN SV, —RAICHEE S E

¥+, Rk
e virtio : 10Gbps DENEZ YR — F LETH, CPU VA 7 Vb LB MR R Y hT—7
RIA 1 TT,

N

GE)  KVM Y ARTATIEITEINTND ASAAE A A X L A TiE, vWNIC K7 A /Ni40e /X—T g
211252 H T2 SRIOV A > H —7 = A ATT — X EEHORENRET HHENH Y £,
CORBEDEREFR E LT, ZOWIC A=V g U EAMOAR— g 027 v 77— RT52 L
EHEREL 9,

NI A—T I ADEFEL

ASA AR D FEDONRT 3 —< L AR FEBRTH720I12, VM LR A MOWi T Z2FHET 52 &0
TEXFET, FFMIZOWVTIE, KVM TD ASA R D7 p—< 2 AFHEE (65 X—) &M
LTLEEN,

*NUMA : 72 k VM ® CPU U ¥ — X % B.—® Non-Uniform Memory Access (NUMA) / —
RICHHEST 2 2 & T, ASA AR DR 7 p—~ > A% ETEET, FEHIC OV T,
NUMA OHA K74 (66 X—Y) #BHLTIZEN,

« Receive Side Scaling : ASA {48 I% Receive Side Scaling (RSS) # %R — kKL TWET, =
L, 2y NO— U T X TR L > THEEO T at vy aTicry NI—2ZENTF 7 4 v
I G DD ENDT 7 /vy —T7, FFMIZ OV TIEL, Receive Side Scaling

(RSS) HDOBEHD RX Fa— (68 X—) 2#BMLTIEENY,
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| KVM %G/ L7- ASA RHE DEA
KVM T ASA 728 0 51 K51 vosiR®EE ]

* VPN OEREIL : ASA {RAE T VPN X7 4+ —~ 2 Z Ik 4 5 7= 0OBINOE EHEEIC
DUV TIE, VPN Ol (71 2—) 2R LT EEW,

9SRBEY VG

NR=Tg 917 UM, 77 AZ Y 1L KVM TEBRENT- ASA RAEA v A X L ATYR—
FENFET, ZFEHIZHOWTIEZ. TASA Cluster for the ASAv] Z#ZH L TL7F &V,
CPUE=Y

KVM B85 C ASA AR ZHRE S H 41213, CPU B=2 V7 RUETT, CPUE L= 7 DOHER)
& (65 =) ML TLLEEN,

N TRLZEYT A4 HARSA2DE=HDT 2 —ILA—1N—

T x— LA — N—FEOEAIT, AX U ASAIEBRE LT A 2 AR 522 T D 2 &
ERERL T EEW (2 X, Wi OEEMN 2Gbps DHERAT 5 TH D Z L7 E) |

| B

BEE ASARE ZEH L TEATHMEST 2T 256813, 7—% A ¥ —7 =4 X %4 ASARAH
R CIEfF CIEBNT 2 MENH Y £, ERICFECA »Z—7 = A AR HEFTH ASA
ﬁﬁ:ﬁméné&AmAﬁﬁzyy—wmii—ﬁﬁ%éﬂézkﬁ%DiToit\
Tz VA= AN—HERICHEERH L ENH Y £,

Proxmox VE £ ASA {48

Proxmox Virtual Environment (VE) X, KVM (A8~ U #EH CE A4 —T Y — A DY —
N— v, 7 7 v N7 #—ALT7, Proxmox VE [X., Web X—ADEH A L X —T = A b
L £9,

Proxmox VEIZ ASARAME Z AT AT, =32 — &NV TAR— 22K S|

VM%&E#%%%%%@&#O/JTwT b#ﬁw&\7~h7/77ntx$_mm
AR SV —TIRAEIC 72 0 £, T RTOEHEZ X 7%, Proxmox VE Web ~<— R FH A > & —
T oA AEMEHLTEITTEET,

)

(GE)  Unix ¥ = /L% 721 Windows Powershell {2184 TV % Bk —H —[H]7I1Z, Proxmox VE |48
BEOTRTCOIVR—R 2 haFHTa~vr NI A0 F—T x4 AR L ET,
ZOavw U RIA A E—T oA RZE, ATV V= MNMe X THisEREE & UNIX @ man
N=VERDTERR R A FRH Y 77,

ASA (RAR ZIE L EFT2121E, VMICV U TIAT AL ZAZRETHLEND D F9°,

1. A A > Management Center DD T 7 —3 9 ) —TASA AR ~ 2N L £
D

2. R~ OB EA7IZLET,
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KVM % L7 ASA {8 A |
B« zmm L asA R omAIZO LT

3. Hardware> Add> Network Device Z#3#R LT, U7 /R—FZBIMLET,

4. fFE~ o OBEFRE A AT LET,

5. Xtermjs ] LT ASA (il w2 o7 7 A LET,

FANP—=R=TRKety T v LT 7T 4 7ibd 57120 TiE, Proxmox ¥V 7
IR DOR—T %S L TL &N,

IPv6 DY HR— ~

KVM T IPv6 Z ¥R — b DRED vNIC ZERT 2I12IE, IPv6 iRE/NNT A — X TR E N D
XML 7 7 A N o Z—T 2 A AT EIHERRT D45 H Y £7°, virshnet-create<<interface
configuration XML filename>> a2~ > REHEH L CINOD XML 7 7 A V& F4T73 5 2 LIk
D, IPv6 *ry NU—2 7 u havZzfEHT 25 wWIC # A VA F—/LT&EET,

AH =T AL, RO XML 7 7 A VZEETE £,
cEHLA X —T = A A mgmt-vnic.xml

PWiA v 4 —7 = A A : diag-vnic.xml

WA v H—7 = A A : inside-vnic.xml

N A B —T =4 A : outside-vnic.xml

% -
IPv6 REDEHA 2 —T = A AFD XML 7 7 A VE2AERT 5 ik,

<network>
<name>mgmt-vnic</name>
<bridge name='mgmt-vnic' stp='on' delay='0' />
<ip family='ipv6' address='2001:db8::a111:b220:0:abcd' prefix='96"'/>
</network>

FREIC, oA Z—T = ZAHD XML 7 7 A VEAERT 20BN H Y £,

WDa<vy FEFEITLT, KIMIZA VA =L EINTWARERY N —27 T XX ZHER
T&EFET,

virsh net-list
brctl show

KVM ZEA L7- ASARTE OEAIZDIT

KOKIL, ASARIE & KVM DRy hU—27 hAReoflz R LET, ZOZETHHL TV
HFNEX, 20 bARr PORNZIESNTWET, ASA AR X, NER Yy hU—27 LA >
NO—2 OBDT7 7 AT+ —LE LTEWELET, £/, BHOEER Y FU— 7 RHRES
nEd,
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| KvM %GR L 1= ASA R DEA
asa m22 & kvm orriess [

6:KVM % {EF L 7= ASA{RIE DB AH)

10112
g0

188.51.100.2
gl

Linux Guest Limung Guesk Linux Guest
Inside Mgmt Outside
10.1.1.3 , 192.133.}%"-, /198.51.100.3

st } " 1
Inside B T Outside =0
Metwork Metvwork Mebaark
i, KM
: 1 i Linam
virbr2 virbrl wirbe3
10.1.1.10 102.168.1.10 198.51.100.10
: athi) e
Eim ot 1015230 8

ASA =78 & KVM D RIIREH

+ Cisco.com 2> ASA A8 qcow2 7 7 A V& X 7> v— KL, Linux R A MIEMHL £,

http://www.cisco.com/go/asa-software

Y

GE)  Ciscocom D 7 A o BLIOY AT —E XN NE T,

c ZDV=a T I)LOEAFTIL, = —H —2 Ubuntu 18.04 LTS ZfEfH L TW5 Z & ZRilE &
L CVvWE9, Ubuntu 18.04 LTS 'R A b D FEICIRD R lr— % A4 A =)L LET,

* gemu-kvm

* libvirt bin

* bridge-utils

* Virt-Manager
* virtinst

* virsh tools

* genisoimage
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KVM % L7 ASA {8 A |
B zoe00 7 %a—var o7 ok

NTF =V VAT A N EZOREDHELZTES, A MEHETHI LT, KVM
TOASAFRBDAN =Ty PRI TE £, —fRNLRR FREOEEIZ OV T,
[NFV Delivers Packet Processing Performance with Intel] #ZM L T 7230,

« Ubuntu 18.04 OfEF] 72 i biziL, OB DOREENET,
s macvtap : EPERED Linux 7'V v ¥, Linux 7' U v OR3P D (2 macvtap 2 CT& £
9, 7272 L. Linux 7'V v PO 0 (2 macvtap Z AT 2581, FEEORTEEIT
IMENRDHY T,
* Transparent Huge Pages : A& U ~X— U414 X &8I £ 9, Ubuntu 18.04 TiX, 7
T A R TH TR TVET,

Hyperthread disabled : 2 20 vCPU% 1 DD > 7L a7 IZHI L £77,

» txqueuelength : 7 7 4 /L k @ txqueuelength % 4000 /3%~ MIHEIS®, Fry 7 L—
M2 AR L £

« pinning : gemu 35 X O vhost 71 A ZKFEDCPU 27 [TV 45kt LET, FrEDSR
EFTIE, BEVERICE > TR T3 —< 2 ARKIEIZH ELET,

*RHEL X—ZDT 4 A M B 2—3 3 »OFi#E{kIZ OV TiE,  [Red Hat Enterprise Linux 7
Virtualization Tuning and Optimization Guidel] Z &M L T 72 &0,

cASA V7 U =T B I ONASA AR A R— A PO HHMIZ OV TIE, Cisco Secure
Firewall ASA O HME [H3E] 22 L T E &0,

FE0OHDaOVIA4FaL—3y J74ILDEE

ASA (AR Z#EENT 2R, HOHHOary 7 1 ¥al—rary 7y AV CTCEET, 2
@7 7 AL, ASA AR OEENRFICHEH S D ASA (IR OREEZGLT XA N7 7 AL T
T, ZOYMEEIX, [dayO-config) EWHTHFA LT 7 AV ELTHREDIEXRT L7 LY
%Méh\ég_mwno774w«&%ﬁéhi#o:@dWMw774wﬁ%m@@@
R~ hESR TR onET, HOBHar 7 ¥ 21— ar 77 A0, i<
Eb, BEA LA —T oA RET VT 47 kT D a~vr RE, A —§8FEH SSH H— 31—
ERETHAV REBOLLENRDY ETN, TRXTOASARELZEZDLHI L HTEET,

day0.iso 7 7 A /v (B A X I day0.iso 721357 7 4 /v b day0.iso) 1%, FYIORLENFIZfEH T
HILENRHD £,
o WIHPE AR BB ASARARIC T A B2 A& 59 5121, Cisco Smart Software Manager

M X — R L7- Smart Licensing Identity (ID) k—2 > % [lidtoken] & 97 F A
T AMTKEAM L, O BT 7 AV ERITT 4 L7 FUITRIFLET,

AR VGA =2 V= TlEZ < NAR=NRNA DY FILIR— k35 ASA AR 2T 7

AL, RETDHHAIL. FHOHAHER 7 7 Az ay Yy — v U T VO EEBIML T
G A NtV 7’/1/1‘*— NEEHTAMERHD 9,
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https://www.intel.com/content/www/us/en/communications/nfv-packet-processing-brief.html
https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/7/pdf/virtualization_tuning_and_optimization_guide/Red_Hat_Enterprise_Linux-7-Virtualization_Tuning_and_Optimization_Guide-en-US.pdf
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https://www.cisco.com/c/en/us/td/docs/security/asa/compatibility/asamatrx.html#id_65990
https://www.cisco.com/c/en/us/td/docs/security/asa/compatibility/asamatrx.html#id_65990

| KvM %GR L 1= ASA R DEA
#0A0av T+ ¥aL—var 771 00%E [

R TUANRT LY b= R TASA R 2 EAT 5513, T AXT LY hE=RT
FATENDEEAD ASAMERL 7 7 A V%, 0 BT 7 A v & LTHIT 2 805
VET, X V=T Yy R 7747 04— ADOFEOAHaryT74Falb—ar Ty
A IAZITRESE LEH A

GE) Z OFITHE Linux 2MEFH S TWETH, Windows DA HEREO2—T 4 VT 4 B3H 0 £
‘é‘o

ATw 71 TdayO-config)] L\WVHITF A7 7 A /M ASARAR D CLIREZLALET, 300D A L F—T A AD
RE & EDOMOMERFRELAZBIMLET,

BAIDITIZ ASA D/N—2 5 V THED DR H Y £9°, dayO-config 1L, HXh72 ASA L CTH D MR H
W %9, dayO-config &A=l d % it 72 k1%, BEAFD ASA E721X ASA R O FEIT2 7 4 Fa b—
voa L OREESY 2 2 v —9 5 T, dayO-config NOATDNEFFIZEEE T, BEfED show running-config
gy RHADIEFRE —EH L TWARERSH Y £,

1 -

ASA Version

|

interface management0/0

ipv6 enable

ipv6 address 2001:db8::al111:0220:0:abcd/96
nameif management

security-level 100

no shut

interface gigabitethernet0/0

ipv6 enable

ipv6 address 2001:db8::alll:b221:0:abcd/96
nameif inside

security-level 100

no shut

interface gigabitethernetl/0

ipv6 enable

ipv6 address 2001:db8::al1l1l1:b222:0:abcd/96
nameif outside

security-level 100

no shut

crypto key generate rsa general-keys modulus 4096
ssh ::/0 inside

ssh timeout 60

ssh version 2

aaa authentication ssh console LOCAL

dns domain-lookup management

dns server-group DefaultDNS
name-server 2001:4860:4860::8888

ATFv T2 (UEE) ASAR OYIHIE AR AEIICT A o 226 235 81%. dayO-config 7 7 A /LICIR DIFH
DEENTNDZ AR LTIIEIN,
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KVM % {3/ L 1= ASA {38 oBA |
B 527y o7 noms

P LA =T = AA ADIPT FLA

« (f#&) SSmart Licensing T 3" 2% HTTP 7' 1 %

«HTTP a3 ($8E L7=¥HE) F 721 tools.cisco.com ~DEEFEZ AT 5 route =~ > K
« tools.cisco.com %z IP 7 K L A |Zfi# k-9~ % DNS P — 3—

« ZIRT D ASA AR T A & A& H4EET S 72 O Smart Licensing DX E

« ({EE) CSSM TOD ASA A8 DIRRERHIZT HI2OD—EDKRA M

ATv 73 (EE) Cisco Smart Software Manager (Z &2 > T31T S 4172 Smart License ID h—2 > 7 7 A L& 2 B a—
2l ra—RL, #yra— K77 A 06D h—27 & abt—L, ID h—7 v OAh%k&Te lidtoken)
EWVWITHXFARNT A NVEERLET,

ATV T4 THANT7ANV%EISO 7 7 A MTEH L THAECD-ROM £k L 7,

51 -

stack@user-ubuntu:-/KvmAsa$ sudo genisoimage -r -o day0.iso dayO-config idtoken
I: input-charset not specified, using utf-8 (detected in locale settings)

Total translation table size: 0

Total rockridge attributes bytes: 252

Total directory bytes: 0

Path table size (byptes): 10

Max brk space used 0

176 extents written (0 MB)

stack@user-ubuntu:-/KvmAsa$

ZOID h—27 12K 5T, Smart Licensing #—/3—|Z ASA {48 75 H BRI B ER S L E T,

ATYTE AT 71 nB52 0L, BAT5ASARAE Z LIz, WYRIPT FLAZELT 7 4/ b O 7 7
A NVEVERE L E T,

BTy XML T 7 1 IILDZEEE

ASA AE 7 A F & KVM AR A MCEHE L, 7 A M MAEER T 28Ry bV —7 Z230ET
DWENDHY £,

\ )

GE) ZOFIETIE. KVM AR A RS AEE~OEGRIIME. SN EE A,

KVM A A R EIZRABT Y v XML 7 A VEH#EHLET, FEOHOa 7 4 Falb— g
77 A NVDOEEE (60 L—) ICEHEEHENTWAIIER Y hU—2 bR POfTiL, 350
AT Y v 77 AL (vitbrl.xml, virbr2.xml, virbr3.xml) NMETT (IR HD3D2DT 7
ANGZBEERTZ20ERNHY £7, 72& 2, vitbr0 [T TIFEL TV LA T EH
N) o BT TAMIE, RETY v DOBREICHERERBE TN TOET, RETY v VI
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| KvM %GR L 1= ASA R DEA

ATy T

ATy T2

ATvT3

ATvT4

wEIyvoxm 77 Lok ]

L CHRIE—BEDMACT RLAZIRETHVLENHY £, IPT KL ADREIIEET
TO

3ODRAER Y NU—27 7Y v XML 7 7 A VEER LET, IROFITIL, virbrl.xml, virbr2.xml, 35X
N virbr3.xml T,

51 :

<network>

<name>virbrl</name>

<bridge name='virbrl' stp='on' delay='0' />

<mac address='52:54:00:05:6e:00"' />

<ip address='192.168.1.10"' netmask='255.255.255.0" />
</network>

B -

<network>

<name>virbr2</name>

<bridge name='virbr2' stp='on' delay='0' />

<mac address='52:54:00:05:6e:01"' />

<ip address='10.1.1.10" netmask='255.255.255.0"' />
</network>

51

<network>

<name>virbr3</name>

<bridge name='virbr3' stp='on' delay='0' />

<mac address='52:54:00:05:6e:02"' />

<ip address='198.51.100.10"' netmask='255.255.255.0"' />
</network>

UTEELAZ VT NEERRLET (ZOFITIEL, A2 Y7 MZvirt_network_setup.sh & V9 &R & T F
)

virsh net-create virbrl.xml
virsh net-create virbr2.xml
virsh net-create virbr3.xml

TDAZ YT NEFTLT, XYy NUV—2%2BELET, ZOAZ V7 M, KfBRy NT—7 %1%
BREEIZ LET, Ry FU—21F, KVM AR FREIELTWAIRY BRI L ET,

stack@user-ubuntu:-/KvmAsa$ virt network_ setup.sh

G¥) Linux R A b & Y v— N3 584 1%, virt_network setup.sh 27 U 7 s & HIEITT HMENRNH Y
F9, AZ VT MIV T — MRS IVER A,

FAEFR > U= PER SN Z L 2R LET,

stack@user-ubuntu:-/KvmAsa$ brctl show
bridge name bridge id STP enabled Interfaces
virbr0 8000.0000000000000 yes

virbrl 8000.5254000056eed yes virbl-nic
virbr2 8000.5254000056eee yes virb2-nic
virbr3 8000.5254000056eec yes virb3-nic
stack@user-ubuntu:-/KvmAsa$
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KVM % L7 ASA {8 A |

B ashmE o

ATV TS vitbrl 77U v IZEYV B TENTWAIPTY RLAEZFRRLET, ZHiE, XML 77 A /L THEY YT/~ IP

7 RLATY,

stack@user-ubuntu:-/KvmAsa$ ip address show virbrl

S: virbrl: <NO-CARRIER, BROADCAST,MULTICAST,UP> mtu 1500 gdisc noqueue state DOWN
link/ether 52:54:00:05:6e:00 brd ff:ff:ff:ff:ff:ff

inet 192.168.1.10/24 brd 192.168.1.255 scope global virbrl

valid 1ft forever preferred 1ft forever

ASA {8 DFCEN

ATvT1

ATy T2

virt-install X—ADE AR U7 MR LT ASARE Z2E#cx £9,

lvirt_install asav.sh] & V)9 virt-install 227 U 7 h&/ER L E5,
ASA RAE <~ v D&4FNT. ZOKVMAA R FOMOLE VM T—EThHALENLY 3,

ASA AR TIHHR KR 10 DXy N = BRYR—FESNET, ZOHFITIEI 2Oy MU= BRI T
WET, Xy NT—27 7 U vy VOROIAFITEZETY, U A NORYIOANTFIC ASAIR DEHA 2 —
7 = A A (Management 0/0) , 2 % H DAJIEL ASA {42 @ GigabitEthernet 0/0, 3 # H DAJI% ASA {RAE D
GigabitEthernet 0/1 |Z5%4 L. GigabitEthernet 0/8 F TAERIZHE X £3°, AR NIC IX Virtio TZRIF LRV &
A,

&1

virt-install \

--connect=gemu:///system \

--network network=default,model=virtio \

--network network=default,model=virtio \

--network network=default,model=virtio \

--name=asav \

--cpu host \

--arch=x86 64 \

--machine=pc-1.0 \

--vcpus=1 \

--ram=2048 \

--os-type=linux \

--virt-type=kvm \

-—import \

--disk path=/home/kvmperf/Images/desmo.qgcow2, format=gqcow2,device=disk,bus=virtio, cache=none \
--disk path=/home/kvmperf/asav_day0.iso, format=iso,device=cdrom \
--console pty,target type=virtio \

--serial tcp,host=127.0.0.1:4554,mode=bind,protocol=telnet

virt_install 2 7 U 7 N &2 AT LET,
i :

stack@user-ubuntu:-/KvmAsa$ . /virt_install_asav .sh

Starting install...
Creating domain...
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| KvM %GR L 1= ASA R DEA
KM <o AsA {28 037+ —< > 25% |

A4 RUNHE, VMO Y =V RRRENET, VMBEFTTHL Z L LR TE ET, VMAE
5 ETITEDDND ET, VMBEBL7-H, a2V — VEE»NS CLI 2~v 2y REFTTEET,

KVM T ASA RHE D/N T+ —< 2 AFE

KWMERTOD/INT+—T 2 ADMAE

KVM A A FOBRELXETTHZ LI2E > T, KVMEBEEND ASA AR DR 7 4+ —~ o X %M
EERERZZLENTEET, ZNHORTEIE., AN b—_"— ORI ORE & ITEREER T
9, ZDOA T 3 1E, Red Hat Enterprise Linux 7.0 KVM Tl i T& £ 97,

CPUY =T HAMITE L, KIMBERTONRT 3y —< o A% b ETEE T,

CPUE>Z=VTDAEME

ASA 48 Tix, KVM BEE TOD ASA AR DR 7 5 —~ v A% [f] L& 57292 KVM CPU 7
T4 =T 4 AT varEBlHTLOMERHYET, Yaky 77 =71 (CPUE=7)
WZED, IrbERELA Ly FEHFRAELLE (CPU) SCIRIAV CPU D /SA » R ESA
RFEERNATRRIC 72 0 | AT CPU Tl <, EESNTZ CPU TOAT REAETLITAL Y R
METSIND LI ET,

EUBHR SN TOVRNA Y AF U ATEVHER SN TND A VAKX ADY ) — ABEM
SNRNVEIIZTD72DIT, CPU = T EHMEHLRNA L AZ XL FHIDRA MM CPU
=V T EEHT o4 VAZ AL RAT DX OICARA MEREHRELET,

L 4]

B NUMA AR P EEERNA U AZ AL UFAA FMINUMA bR PO LV AZ A
PREALZWVWTLSIEEN,

TOF T arEERATAREEIE. KWMAARNCTCPU Y= VEERLET,

ATFY 1 KVM AR RRET, Vo= 7 TE 2 vCPU O EZFRE7-DI2, FA MO MARu PR LE
@—O

1 -

virsh nodeinfo

ATy T2 HHAREZ vCPU O A TR L £,
1 -

virsh capabilities
RART9 T3 vVCPU Tt y¥ a7oty Moy =v7LET,
11
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B vwvaossrscy

KVM % L7 ASA {8 A |

virsh vcpupin <vm-name> <vcpu-number> <host-core-number>

virsh vepupin =< > Rid, ASA (RAH £ vCPU Z L IZSATT 20BN H Y £5°, WOFIIX, vCPU 23 4
D ASA AR AL AL, AR MI8EO a7 RHEH SN TWDGEITHEIZRDKVM a~vy REpRL

TWEJ,

virsh vcpupin asav
virsh vcpupin asav
virsh vcpupin asav
virsh vcpupin asav

w N = O
g w N

RAMDATHEEE, 0~TDOEDFESTENENERFA, FHMIZONTIE, KVMO R¥a X 7 —v g
YEZRLTLIIEIN,

G¥)

NUMA @ 75 A

CPU VL = T HERT DAL, AA R P—"—D CPU hARr VEEEIIHH L TLEE
W, BEOaT7 TR SN — =2 H L TWAEAIE, 5o Yy M=% CPU
U= T ERE LRV TS IZEN,

KVM R CO/RT p—< 2 ZADMm EIZiE, EHO VAT A VY —ZAREEIT/2 2D LD BT
bHdH D FET,

N2

Non-uniform Memory Access (NUMA) %, /L F7uatvH T AT a0 7F kv P icwtd s A
AVAEYEY 2= /VORBICOWTCRBTIHEAETI T —F7T 7 F ¥ TY, 7k yhn
HED/)—F (VE—FAEY) WITHEELRWAEVIZT 78R T55A1E, 2 —HLAE

VICT 7824556 X0 bIREHOME T, NUMA #5i2/ L 7 — % 2k T 2 LERH
nET,

X86 Y — =T —%F I F I, OV FBLIOY 7y NNOEEO a7 TR SN T
WET, £CPU YTy hEZDAEIBLUTO A, NUMA / — REFFENES, AEU MM
537y M EIERCHEARDIZIE, FA ST 7 r—ya v BIOEEMT STV D JED
s (NIC 72 E) DREIC / — FRIZTFET A LENRDH Y 97,

=

72 ASA AR X7 p—~ U A B FEHTHIT1T

cASA AR =%, 12D NUMA / — R ETEITTAXLERSH Y £9, 1o0D ASA Al
M2ODI 7y hTEITEND L IICEAINTWEEE, /73—~ AIKBICET
]\/iﬁ—o

87 ASARIE (M 7:8 27 ASARAENUMA 7 —F 5 7 F v Dl (67 2—3) ) T
X, WA BRCPUDE Y 77y b, TNENSMELL EDO 2T 22 TWAMENH Y 3,
P R— ETHEITENTVAMD VM IZOW T EBTHLERH Y £,

«16 =27 ASA AR (M 8:16 =7 ASA (RIEANUMA 7 —F7 7 F ¥ Ol (67 2—) )
TlX, AN CPU LK Y 7y b3, FNEFNN16HUL EO AT #HEZ THWDELERDH Y
F4, == ETETENTVAMD VM IZHOWTHEETLZLERNDH Y 97,

e NIC %, ASARIE = E[E U NUMA J — R EICHALERH Y £,
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| KVM %G/ L7- ASA RHE DEA

numA D A1 k54> ]

WORIL, 22O CPU V7w b3, £ CPUIC ISHO a7 BREHEH I TWAE I — " —%R
LTWET, 8 27 ASARAE TiX. AA FCPUDE V7 v MIEIESHED a7 NULETT,

H7:837 ASA{RIE NUMA 7 —*T 9 F v D4l

NIC

— numa 0
8 core ASA virtual
CPU Socket 0 CPU Socket 1
§ EEEEEN
- .. EEEEEE
t EEEEEE
WO Controbor VO Controlor

numa 1 =-

KOKIL, 22O CPU Y7 b23H D, £ CPUICISHO a7 BREH I TWBE T ——%R
LTWET, 16 27 ASA{RMR TiL, R A N CPUDE Y7 v MK 16 MO = 7 S NET

j—O

8:16 07 ASA{RIE NUMA 7 —XT 4 F % Dl

— numa 0

16 core ASA virtual
CPU Socket 0

CPU Socket 1

S0y Reuagy

MNIC

[roe | [rae]

a0y koL

numa 1 -
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KVM % L7 ASA {8 A |
B receive Side Scaling (RSS) FRD#EH®D RX ¥ 21—

NUMA O &3E1k

BAMIZIE, ASAIRAE <= > id, NICOAEIEL TW5 / — K ER U NUMA / — R ECHEITY
HUERHY FET, FIEHITIKRDO EBY TI,

1. [listopo) ZFEH L TNICHAAIZ/>TND /— REZHBIL, /— RFROREFRRLET,
NIC Z 12T, ED/ — iR IN TV LI E AELET,

2. KVM A A NT, virsh list 2 LT ASA K8 Z#MHE L F T,
3. virsh edit <vM Number> ZfEH LT VM ZfE L E 7,

4. BRLUTZ/ — FICASARME Z2REL X3, ROFITIE, 1827/ —FE2MEL TV E
j—O

J— R0 ~DEE

<vcpu placement='static' cpuset='0-17"'>16</vcpu>
<numatune>

<memory mode='strict' nodeset='0'/>
</numatune>

J— R 1 ~DIE

<vcpu placement='static' cpuset='18-35'>16</vcpu>
<numatune>

<memory mode='strict' nodeset='1'/>
</numatune>

5 xml OEEEZLEFL, ASARE ~> v OEREZFRALET,

6. VM 75’55’]@/*‘ l\f%ﬁéé@“(b‘é k%ﬁ@; ﬁ‘é \ ps aux | grep <name of your
asav vM> HFEITLTC, 7rERXID #BUE L £,

7. sudo numastat -c <ASAv VM Process ID> %%’1’? LT\ ASA 1'&,*5 7?‘/75’@@”\’—@6%3“
TWOHERLET,

KVM T® NUMA FHEOHE BT 2 52 DUV TiL, RedHat ® R = A > b [9.3. libvirt
NUMA Tuning]] ZZM L T 7E &0,

Receive Side Scaling (RSS) FADEHDRX F+ 1—

ASA AR X, BH Tty aTIicrxy NI—UZENT T4 v 7 T 5720

NT =T HFREZE> TSNS T 7 ) 1Y —Td 5 Receive Side Scaling  (RSS) 75"‘5“1‘*—

%wai? RRAN—T" NEFEBLT 521X, % vCPU (=27) (ZHE O NIC RX &% = —
HESNTWDOIXENRS D 9, —i%A072 RA VPN BB Tld, 1DONE/ANRT DA >

& T2 AEBHTLHERH D LICER LT ESN,

| &

BE HHORX Fa—%MHT D01, ASA AR N— 3 1 9.13(1) AR LEE T, KVM D5
AL libvirt OX— 5 T 1.06 LI THAILERNH Y £,
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https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/7/html/virtualization_tuning_and_optimization_guide/sect-virtualization_tuning_optimization_guide-numa-numa_and_libvirt

| KVM %G/ L7- ASA RHE DEA

Receive Side Scaling (RSS) AOEHDRX 21— [

WE/ANBART DA v B —T 2 A A%EFFS8 a7 VM D4, X 9:8 27 ASA {4 RSS RX
Fa— (69 =) IRTIEIC, BEA L E—T 2 AT 4 OO RX F2—2H Y £7,
X 9:87 ASA{R*E RSSRX & 1 —

ASA Virtual
8vCPUs = 8 phyical cores on host

AEEEEERE
[ O O

2 8
o s
a 0
? 2
-
Inside RX Outside RX

WNE/ANEEAST DA v F—T oA AZE216 a7 VM DOE . X 10:16 =7 ASA A8 RSS RX
Fa— (69 =) ITRTIIT, ALV H =T 24 ANIE OO RX Fa—0H VY £9,
10:16 2 7 ASA{R18 RSSRX ¥ 1—

ASA Virtual 16vCPUs = 16 physical cores on host

(LI LI L L LI L L L)

apisu] DINA
vNIC Qutside

Inside RX Outside RX

WDFIZ, KVM D ASA i O WIC B XUV R —F IR TWVWERX F=2—DE/RLE
T, PAR—FERNTWD YNIC OFHICOWTIE, HEEESH S vNIC (56 <—) ZBHRL T
<TEEVY,
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KVM % L7 ASA {8 A |
B receive Side Scaling (RSS) FRD#EH®D RX ¥ 21—

= 12: KVM THE S B NIC/NIC

NICH—F |wNIC RS54 | FSA4/3F9 /0 [RXFa1—0D|/N\T+—I R

A T— #
x710 i40e PCI /XA AL — 8 (FxK) x710 @ PCI 78 A Z L—3 LN
. SR-IOV &— K%, i<
i40evf SR-IOV 8 Sy R BRI £ i
WL RRERBE TR, o VM
BTNIC B/ TE 5720,
SR-IOV BRI N E T,
x520 ixgbe PCI /8 & A JL— 6 x520 NIC 1. x710 kv & 10 ~
. 30% /N7 o —~ U ANMEL 72 D
ixgbe-vE SR-I0V 2 F£4, X520 D PCI /S A A L—3F5
L OSR-IOV E— NiZ, FHED
IRT p— VAT F T,
EE. PCRER T, #Eo VM
MTNIC 2FTE 570,
SR-IOV N I N E T,
ALY virtio HE(RRY L, 8 (FxX) ASAVIO00 [ZITHERE S E A,

Z DD REBIZHOWTIZ, KVM
T ® Virtio D~ )LF F 22— 7R —
roOBFE (10 =) EH
LT IEEN,

KVM T Virtio DY )L F ¥ 1 —HKR— bDFEHIE

wOFIL, libvirt xml ZHRET S 729012, Virtio NICRX F o2 — DA 4 ICHETHHEETRL
TWET,

<interface type='bridge'>

<mac address='52:54:00:43:6e:3f"'/>

<source bridge='clients'/>

<model type='virtio'/>

<driver name='vhost' queues='4'/>

<address type='pci' domain='0x0000' bus='0x00' slot='0x04' function='0x0"'/>
</interface>

| &

BE HHHORX Fa—%2FR— A%, livit D3—2 5 U3 1.06 UG THALERH Y F
7,
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| KvM %GR L 1= ASA R DEA
ven ot [

VPN O & iE1E

ASA {48 T VPN N7 3 —< U A& &KELT 272 OOBINOEEFRIT, ROLEBY TT,
« [PSec D A/)L—"F> MEIDILS L9 bEL 2D F9°,

* GCM 51213, CBC DRI 2{EDAN—T"> b D3H Y 4,

SRIOVA > 23—TJ A4 ADTREY 3=V

SR-IOV Z 31X, D VM THRA MNED 1 BD PCle v NI —7 T X 7% w34y
THZLENTEET, SRIOV IR DOBAEZ T L TWET,

o WPRKERE (PF) : PF . SR-IOV H¥REZ & dr 7 /L PCle BSRETT, ZH Hik, BAA K ¥ —
N—FDBEDALT 47 NIC &£ LTEREINFET,

o AERERE (VF) @ VFIZ, 7 — X Rk % e & PCle #HE T3, VFIZ, PF D
Eh. PEZANLTCERENET,

VE X, A b &SN A L —F 4 v T VAT A 7L —LTU—27HND ASA A8 ~ 3 U ITEKR
10 Gbps DHEfi AR TE £4, ZDOE 7 v a3 Tk, KVMBREE T VFE 2R ET 5 HiEICHOWD
Tt LET, ASARAR LD SR-IOV $A— MI DWW T, ASARAE & SR-IOV A 4 —7 =
AADTrEYa=r7 (133—2) 28R L TLEE N,

SR-IOVA VB3 —T 1A RADTOESa =Y ICBT 2EH

SR-IOV ZH AR — N T 2WPENIC ¥ & 5555, SR-IOV %His VF £ 721 3RAENIC (VNIC) % ASA
R A AB AT X v FT&EET, SRIOV i, BIOS 7217 T2, "— Ko x=7 ETHE
ITLTCWDFRL—F 4 T VAT A A VAR AETFIAAR=NRA P TOYR— A
WCd, KVMERBE CTHEITHD ASARAE FHDSRIOV A 4 —T = ADTrEY g = 7|Z
B2 72 A I A4 D) A MELTIORLET,
o IRA b Y — 3= (21 SR-IOV &S EE NIC 234FETJ, SR-IOV A X —7 = A AT
HHAARTA L EHIRFE (14 2—) 22 LTLIEEN,

o« IR Ak Y= —D BIOS TIRIBMEN AN 72> TWAMLENH Y £9, FEHIC OV TIL,
R —Dv =2 T VEBRLTLIEI N,

¢ R A N H—,3—@ BIOS TIOMMU 7 &2 —/3L 7R — K23 SRIOV 2% L CTHERNC /8- T
WAMERH D T, OV TE, A= Ry =T R A —D~v=a T V2SR L TL
72 &0,

KVM7/RX k BIOS &7RR + 0S DEE

ZOk7varTiE, KM Y AT AEDSRIOV A F—T 2 ADT 0 Y g =2 7
TOSESEREY P vV FIREREFIHZRLET, Z0®7 v a YNOERIL, Intel
Ethernet Server Adapter X520 - DA2 % {#i ] L 7= Cisco UCS C ¥/ J — & #—,3— [ Ubuntu 14.04
EREHL T, FED T RERENOT NA APBIERENTZHDOTT,
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KVM % L7 ASA {8 A |
B «wmixBiOS £z oS OZE

1R BHEIIZ
¢SR-IOV BEffixy NU—27 f B —Tx A4 A H—F (NIC) BBV TWAZ L%
MR LET,
s Intel FAE(LT 7 v — (VI-x) HEBEL VT-d BEREDNAZIC > TWAH Z L el L &
_aAO

\)

GE) AT LA A—H—IZLoTUE, TNDOIEEBEENT 7 4L R T
BN 72> CWDGEAENRH Y 9, VAT AT LI BIOS #&EIC
TIRALTERTDHENRRDTD, XX —D~v=a2T )V
TTutREHRTH L E2B#IOLET,

N —TFT 4T VAT LEADA A N—LFZ, Linux KVWME 2—/b, 54757
2=V — BLO2—T 4 VT A DT THRA VA= LEINTWDHI LR LE
9, ASA AH & KVM ORHESME (59 X—) 2R LT EEN,

WA L H—T 2 A APBEERETH D Z L AR L E T, ifconfig<ethname> Z i L C
R LET,

AT 1 "root" —HF— T H T R ENRAT—REFHL T AT IS LET,
AT Y T2 Intel VT-d AN > TWB 2 L 2R LET,
B -

kvmuser@kvm-host:/$ dmesg | grep -e DMAR -e IOMMU
[ 0.000000] ACPI: DMAR 0x000000006F9A4C68 000140 (v0l Cisco0 CiscoUCS 00000001 INTL 20091013)
[ 0.000000] DMAR: IOMMU enabled
% OITIE, VI-d BDED/R>TNnD I EEZRLTOET,
AT w73 [etc/default/grub 5% E 7 7 A /LN GRUB_CMDLINE LINUX = k U (Z inte_iommu=on /X7 A — % Z {1
THZEILEST, I—FAHND Intel VI-d 27 7T 4 71 L £,

% -

# vi /etc/default/grub
GRUB_CMDLINE LINUX="nofb splash=quiet console=tty0 ... intel_ iommu=on"

G¥) AMD 7'ut v EEH L TWAHEIE, D VIZ, and iommu=on %7 — k /XT A —Z(ZfY
mLEd,

ATy T4 iommu DEEEZGNT DD —"—% ) T—KLET,
1 -

> shutdown -r now

ATV TS ROBREMH LT sysfs f & —7 = A Af&H T sriov_numvfs /37 X — X |20l e fili & X iAte Z LT
£ oT, VFZELET,
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| KvM %GR L 1= ASA R DEA
Asa {58~ pel 731 20E Y T ]

#echo n > /sys/class/net/device name/device/sriov_numvfs

P N—DEFRZ ATVE T 72N 25D VE BERR S VD K 2129 51213, letcrcd/ 7 4« V7 kU ICE
EIXiLTWbrelocal 7 7 A Mz Eida~ > RaEAMAIMLE T, LinuxOSiX, 77— bk 7'rt 2ADH% Trelocal
A7 VT M EFITLET,

Tl xiE, R—=brH720 120 VF Z1EKT 575 —AZLUTIORLET, BEWoty N7 v 7 TldA v
H—T oA AN DARENENH Y T,

51

echo 'l' > /sys/class/net/eth4/device/sriov_numvfs
echo 'l' > /sys/class/net/eth5/device/sriov_numvfs
echo 'l' > /sys/class/net/eth6/device/sriov_numvfs
echo 'l' > /sys/class/net/eth7/device/sriov_numvfs

AT T6 b—_"—%UT—hrLZET,
1 -

> shutdown -r now

ATw 7T Ispa A LT, VEIMERSNIZZ L 2R L £,

i -

> 1lspci | grep -i "Virtual Function"

kvmuser@kvm-racetrack:~$ lspci | grep -i "Virtual Function"

0a:10.0 Ethernet controller: Intel Corporation 82599 Ethernet Controller Virtual Function (rev 01)
0a:10.1 Ethernet controller: Intel Corporation 82599 Ethernet Controller Virtual Function (rev 01)
0a:10.2 Ethernet controller: Intel Corporation 82599 Ethernet Controller Virtual Function (rev 01)
0a:10.3 Ethernet controller: Intel Corporation 82599 Ethernet Controller Virtual Function (rev 01)

G¥) ifconfig 2~ REMHLT, il X —T =2 A AERRLET,

ASA 38 ~D PCl 7/814 ADE|Y HT

VF ZAER L7z 5, PCI T /31 AZBI1T 2% D L [FERIZ, VF % ASA AR [ BMCcEx £3, &
OHITIX, 777 4 B/bvirt-manager Y — /L EFEHLT, A —Y Xy hVFartme—7%
ASA AR NTIBINT 5 IFEIC DWW TR L £ 77,

AT 91 ASA (AE ZBAV T, [AddHardware] RZ %27 U w7 L, HrLWT A ZAZE~ v AZBMLET,
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KVM % L7 ASA {8 A |

B ssamiE~ora s qzomysc

1M:\— R 7DEM

whuntulé Virtusl Machine

Ble virusl Machine  Wiew Send Sey

=l ne-o

—

B Poicocbesi10.2
. TR

e Add Hardware

B " HHarma: !ubudulﬁ
D Processor
URAD: | - - o il a—
- Fan Status: = Shutoff
’jjl Boot Opteons Dascrghion:
B vevooisk 1
() 1OE CORCM 1
By rac 67:a1:0d
[ Iﬁpﬂﬂiﬂl:l-:::l
Hyparvison
Iryput
Displey VC Architecture: =86_64
%
w: i Emulator: jusritsnfosm-spece
i Sound: ic 3T
G Seral 1

Opaerating System
HEStRBME: Unknown
Praduct name: unknown

Video Cirrus

B corarcle us + applications

B cornrcler pei * Machine Setlings
Cortroler DE

! * Security

lﬁ-r':t I qfe::l':.' I

RATwF2 JE~A 2 ® [Hardware] U A kT [PCI Host Device] %7 V v 7 LE 7,

VF #5Te PCI T NA ADY 2 FRHFRAL NIERENET,
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| KVM %G/ L7- ASA RHE DEA

12: {RIEHEED ) R +

asa 528~ Pl 734 20E Y 5T ]

ﬂ Storage
Bs  network
input
Graphic s
Sound
=4 Saeral
=8| Paradal
==& Chanmal

UISE Host Daraca

! watchdog
Flesystem

Smartcard

(=~
@ USE Redirection

AT T3 MR RERAERERE DO W F I AR L T, [Finish] %27 U v 7 LET,

Add New Virtual Hardwar &

PCIl Device

Pease indicate what physical device
te connect to the virtual machine,

Hast Dewace:

06:00:0 interface ethd (VIC Ethernet NIC)
070020 interface ethl (VIC Ethermet MIC)
080050 WIC FCoE HBA

02000 WAC FCoE HBA

0A:00:0 Interface sthd (BZ599ES 10-Gigaba SFIYSFP+ Network Connectson)
0A:00:1 Interface ethS (BZS99ES 10-Gigabst SFSFP+ Netwark Connection)
0A:10:0 Interface ethe (82599 Ethernet Controber Virtual Function)

0A:10:1 interface eth1d (82599 Ethemet Controller Wirtual Function)
0102 Interface eth1l (22599 Ethemet Controller Wirtual Function)
@A 10:3 Interface eth1S (82599 Ethemnet Controller Wirtwal Function)
Qa:10:4 Interface eth12 (82599 Ethemet Controller Wirtual Function)
Q108 interface eth16 (82599 Ethemaet Controller Wirtual Function)

Q81068 Interface eth13 (B2499% Ethemat Controller Witual Function)

Q8107 Interface sth17 (82999 Ethemat Controfler Wirtual Function)

OC:00:0 MegaRaD SAS.3 3108 [Immader)
1020020 MGA G200 [Filot] SerserEngines [SEF1)

|

xﬂlﬂtﬂl ] Eirssh |

PCIT A ARN—R =7 JRNMIBRENET, T35 ZADELiE DS Ethernet Controller Virtual Function

W7o TWnH T &I

HEELTSZE N,
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KVM %/ L 7= ASA 728 OEA |

B crugmzeLr—+

138N S n =B ikeEE

ubuRtuls Virtual Machine (on kvm:racetrack

El Virtual Maching  Yiew  Send Kay

mfcune (O

! Ermriew T Physical PO Device
Parfarmance Darvice: 0A10:3 82589 Ethamaet Contreller Virtual Function

) Processer
|E Moy
(T Boot Options
(1 vinio pisk 1
=} IDE COROM 1
|Bh rac 874194

Mo

Ing;
Drsplay WG
Sound: ighi

Serial 1

L
M roocoossana:
B Fooooosei0z

Vides Corug
B controller Usa
! Ceontroller poi
! Controller IDE B

s Add Hardware '-Elﬂml & cance |

RDBERY

CASARME o~ R4 5, showinterfacezi~ > REAHH LT, HHLSRELZA >~
H—T oA AR LET,

CASARIE TA v H—T 2 AT 4 Fal—varyE—RE2EALT, FT 7497
DEZEA LV H—T oA AR ELTHEMELET, FMIZOWTIL, [Cisco Secure
Firewall ASA U — X CLI 2> 7 4 Xa b —3ay A4 R (—fkiy7e#EiE) ] o [Basic
Interface Configuration] MFEA B L T 72XV,

CPUEREL LKR— K

CPUFEAR L AR — ML, FBE SNZREEINICHE A & 72 CPUDEI GO NE REINET,
W, A TILE— 7 BELAMTIZEE CPU BREDOR 30 ~ 40% TEMEL . v— 7 BRTH 60 ~
70% ORETEEL 7,
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| KvM %M L1- ASA {R78 DBA
AsA Virtual o> vepu ]

| o

EE 9.13(1) LTI, A= SN TWDTXTOD ASA Virtual vCPU/ A T U LT X T ASA
Virtual 74 B A TE S L 91070, ASA Virtual ZfEH L TW A BEMEIT, & FE8F
RVM Y V—AT7 v Y U R TEITTEET,

ASA Virtual 0 vCPU {3 Fi %

ASA Virtual ® vCPU fEHZRICIZ, T —Z /"A, #lHAA > b, BLOIMNB T v A CHEH &
TW5B vCPU OERFREINE T,

vSphere T S35 vCPU O FHZRIZ1X, ASA Virtual DfEFRIZINZ T, ROLONEEN
ij‘o

« ASA Virtual 7 A R/VR#H
« ASA Virtual ¥ 3 ZEA E 7z %SYS A—/N—~ vy N

« vSwitch, VNICFE X UpNIC DI Z B8 T 5 /37 v ROF—/S—~y R, ZOF—/3—~y
NIZIEFICREL RDGERH Y £7,

CPU e RZEnD B!

CPU fE HEROMEHEFR A Z R 5121, showcpuusage =~ > RafEH L ET,
Ll

Ciscoasa#tshow cpu usage
CPU 00005000 1%01 000 2%05 000 1%
s 47z vCPU O F = RIEIC H 72 2B 2 IR L E T,
« ASA Virtual L'7/R— b : 40%
«DP : 35%
HE T EE R 5%
« ASA (ASA Virtual LAR— 1) : 40%
cASA T A FILR—=U 27 1 10%
o A== K1 45%

Fr—rR—~y R, A 28— PRERED FEFT, I L O vSwitch Z{# ] L 7= NIC & vNIC Df#]
DTy MR ST ET,
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KVM % L7 ASA {8 A |
B «mcrummEL K-

KVM CPU fE A L R—

Bl

virsh cpu-stats domain --total start count

awy REFETTLHE, BEINTZF A MR~ O CPUKGRHERA R REINET, T 77
)V R TiE, T _XTOCPUDHKEHEAFHPERREINET, ——total A7 v a VERETDHE. A
HMEFFDOARFTRENFET, ——count 7 3 L ZFETH & count {[HD CPU DOHEH DAFER
ENET,

OProfile, top 72 E DY — /L& FETTDH & NA /= AHF L VMO 50 CPUEH A ETe,

FEED KVM VM OA 3t CPU SRR RSN E T, [FAERIZ, Xen VMM IZ[EA @ XenMon 7¢

EDOY—NVOEE . Xen /A 73— "AH [ DFE Y Dom0 DAEFHCPUE RN TR I NVETH,
M T & DA =R PERARIZIIT B S EE A,

INHOY—LEEBNZ, OpenNebula 72 ED Y7 T U K av Ba—T7 427 7L —AT—7|Z

L. VM IZ X - TR & D AR CPU OEIE DK ENRERO A ZRMET DR E DY — LR

FELET,

ASA Virtual & KVWM D45 S5 2

ASA Virtual & KVM DOEIZ1EZ CPU % OEEISE WY H Y £,
« KVM 25 7 O¥flilE ASA Virtual DEfE LV b alc K& <20 9,

« KVM CTiX Z OfEilE 1%CPUusage| & FHEAL, ASA Virtual Tl Z OfElL [%CPU utilization |
ERFTIET,

FA7E [%CPU utilization] & [%CPU usage) 1IHIDEHDZEHR L TV ET,
« CPU utilization 1Z. ## CPU OFEHERAZIRAE L £7,

« CPU usage |% CPU DA /N—RA L T 4 » ZIZEDS W imEE CPU OFEEHER A 1k L £
To LU, 1 DO VCPU OHMBMEHINDT2D, "AN—RA LT 4 U 7ITEMELEHE
Ao

KVM Tl %CPU usage| 1FRDO X HIZHBEINET,

T T 4 TIHEREN AR CPU O &, ifRIEEZ: CPU O&FHIX T 2%EIG5 L LTHRESN
\iﬁqo

ZOHFEZK, RARPBLRZCPUEHARKRTHY, YA MARL—TFT 4 T VAT EANL R
CPUEHETIIH Y A, F72. ZiUIEE~ T THEMHAEEZR T T DRI CPU D)
CPU =z 0 F97,

7ol 20X, EOAR CPU 2458 L7 1 DOAE~ 23, 4 [HOWER CPU 25 L= 1 &

DARA R TIEITENTEY ., 0O CPUMAERN 100% OBE, M~ 0%, 1 {EO%E CPU
I _THEALCOET, KA CPU OfFHRIL,  MHz HAZOM R /K8 CPU O x 27
AR L LTCRIESRET,
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4.
=% =R

AWS U 57 E~® ASA {xF8 DE A

Amazon Web Services (AWS) 7 7 RIZ ASA R 8 ATE F9,

| A

BEE 9.13()LIEETIE, AR— FENTWDTRTD ASA AR vCPU/ A € U HE T T D ASA K
BIA B AZEHATELEICRVE L, ZHITED ., ASARE 2 H L T o BEER
X, SEIERVMY V=R 7w N Y NTEITTEL LRV ET, £, AR —Fxt
LDAWS A VAR AR TOELHEZ 7,

AWS 7 T 7 R~D ASA AR DEAIZHONT (79 X—7)
ASA 4B & AWS ORMHESE (82 =—)

s ASA R B X OVAWS DA KT A LHIRFEE (83 =X—)
« REDAT L SSH FBAE (84 ~<—)

« AWS ED ASA R Oy U —7 bR Yof (85 <—)
« AWS TD ASA (AE OERH (86 =—7)

« AWS TOD ASA AR DR T p—=~ o AFgHEE (89 ~—)

AWS 7 5 E~D ASA x3E MEAIZDOIT

ASA AR 1L, WEEASA L[RILY 7 b =T H#FETL T, IRIEET7 +— A7 7 7 ZITBWTHEGE
HFHAOEX 2 VT ARt LET, ASARMIEX, N7V v 27 AWSZ 70 RIZEATEE
T, TOHREEITH Z LT, BEoKBE L bilcnr—y a U2 R, 20, £33 7 b
THEEBLOYE T — 4o ¥ —D U —r7u— RER#ETXET,

ASA FAR1X, RO AWS A LV ARV AZ A T EHYHR—FLTHET,

R1Z:AWS THR—FSNTWBRAVREZI VR AL T

A ARBUR Bt A= x14 ADix
X#E
vCPU »E1) (GB)
c3.large 2 3.75 3
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B aws 5% kAo asa i omAIzoLT

AWS & 5 RK~® ASA 518 DEA |

AR VR B A3 =T 14 ADEK
vCPU »%E1 (GB) ~H
c3.xlarge 4 7.5 4
c3.2xlarge 8 15 4
c4.large 2 3.75 3
c4.xlarge 4 7.5 4
c4.2xlarge 8 15 4
cS.large 2 4 3
cS.xlarge 4 8 4
c5.2xlarge 8 16 4
cS.4xlarge 16 32 8
cSa.large 2 4 3
cSa.xlarge 4 8 4
cSa.2xlarge 8 16 4
cSa.4xlarge 16 32 8
cSad.large 2 4 3
cSad.xlarge 4 8 4
cSad.2xlarge 8 16 4
cSad.4xlarge 16 32 8
cSd.large 2 4 3
cSd.xlarge 4 8 4
c5d.2xlarge 8 16 4
cSd.4xlarge 16 32 8
cSn.large 2 53 3
cSn.xlarge 4 10.5 4
cSn.2xlarge 8 21 4
cSn.4xlarge 16 54 8
m4.large 2 8 2
m4.xlarge 4 16 4
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| AWS 959 FA® ASA {718 DEA
Aws 2 575 K~ AsA 22 oEAzo0T [

AR VR B A3 =T 14 ADEK
vCPU »E1 (GB) ~H
m4.2xlarge 8 32 4
mb5n.large 2 8 3
m5n.xlarge 4 16 4
m5n.2xlarge 8 32 4
m5n.4xlarge 16 64 8
mb5zn.large 2 8 3
mb5zn.xlarge 4 16 4
m5zn.2xlarge 8 32 4
Je

EVE MAFELITCAA L RZ RS THEM L TWDEEIE, AT+ —~ Zxm LS50
(2. Nitro /~A 73—/3A1 ' L Elastic Network Adapter (ENA) A > % —7 = A A KT A NE&A{f[]
THMS /L CS A VAL LV AZA TIIBATT D2 LR LE5,

EVh CAAVAZUVAZATEFEHLTWDEARIT, N7+ —~< A% A EIE 572912, Nitro />
A 7X—s3A H & Elastic Network Adapter (ENA) A > % —7 A A RTANEHHTHC51
AR ABATIIBATTHZ E R L ET,

& 14: ASA (B HERMH BITE D 54 £ 2 REHREDHIR

NIF—I VAR |1 VREVREA4T | L— IR RAVPN t v < 3 i
(3 7/RAM) iR
ASAv5S cS.large 100 Mbps 50
2 27/4GB
ASAv10 c5.large 1 Gbps 250
2 27/4GB
ASAv30 cS.xlarge [2 Gbps] 750
4 =27/8GB
ASAv50 c5.2xlarge 10 Gbps 10,000
8 277/16 GB
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B 2samie o aws oarizgs

AWS & 5 RK~® ASA 518 DEA |

INTH—ITVRABERE |1 VRAVR24T | L— MR RAVPN v < 3 Ul
(2 7/RAM) iR
ASAv100 cSn.4xlarge 16 Gbps 20,000

16 =77/42 GB

AWSIZT hH v FEER L, AWS U 4 —REMH L TASARE 2y N7 v 7 LT,
Amazon Machine Image (AMI) Z3ER L £, AMIZ, A VA Z 2 AZLET 5720 UbE 7R
V7 N = TR E G T L— R T,

| &

EE AMIA A—VIFAWS BREOHMFCIZF Yo — RTEEH A,

ASA 78 & AWS DRTiRSEMH

+ aws.amazon.com C7 H U M EE L E T,

s ASA AR ~DF A o A1 H, ASARABIZ T A B R &4 G545 F Tk, 100 B OEER:
& 100 Kbps D A/)L—"7" s b DBINFF A SALHMEIRE— FTIITINET, TASA KA O
TFAEA QA=) | 2R LTLIIEEN,

Y

G¥) ZHFETASAVirtual AT IZT AN B L TV _RTOT 7 +
N EDY T b Y= TRIER TIPv6 ORENFR—F S ET,

e AU HA—T 2 A4 ADE:
IEPIA LK —T 2 f A
s NEBB L UM, v X —T =1 A
. (fFE) BV 7x%v - (DMZ)

o JEfENA
cEIIA L H —T 2 A A ASDMIC ASA RAR 28T A dicfEHIN, N T 74>
7 QOEWEIZIIMFEHTEERA,
cN¥A v Z—T = A A (WIH)
ESc
A =T oA R (MZH) ASAUR BT w7 Ry MU — 7 ICHEHRT DT
WIZHHEINET,

eDMZ A v H—T A A (fEE) :c3xlarge f v H—7 = A A& T 5854, DMZ
Xy U =712 ASA RA] 245k 3 D7l S E 7,

D PERAS A BT ASA AR 2 BERE T D 72O ICE S
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https://aws.amazon.com/

| AWS 959 FA® ASA {718 DEA
ASA R B UAWS D A1 K51 v esipEE ]

« ASA (AR v A7 ZEEMEIZ DWW T, Cisco Secure Firewall ASA O Al [355E] 2 S L C
IZEW,

ASAREE BTV AWS DHA RS54 2 EFIREIE

HiR— kS BHEE
AWS D ASA (AR 1%, ROEELZ YV R— K L TCWET,

« XA D Amazon EC2 Compute Optimized f A% > A7 7 X J T#H % Amazon EC2 C5 A
VAR ADYR—

AT T A=K 7T TR (VPC) ~DJEH
cJLER Y hU—2 (SR-IOV) (fEfAIREZR45E)
« Amazon ¥ —7 v N LA A D DR

L3 Xy hU—7 Oa—F—EH

=T v RE—F (F74 1)

« IPv6

« Amazon CloudWatch

I TARZY T

HiR— kSR
AWS D ASA A8 1%, U FoiEZ AR — M L TWER AL

eV — LTI A (BHIX, Fy FU—F A FZ—T A A% LTSSH £721Z ASDM
AL TEITEND)

* VLAN

cHEERT— RN (R=77L, FEE NIRRT LU N E— RO T 7 AT T —ILDY
A—1K)

cwAF AUTHFAR TR

« ASA i = A 7 1 7 HA

* EtherChannel 1X, %A L7 MBS v H—T =24 ADHTHR—F SN D
s VM DA VIR— T 7 AR— k

o A IR= N PFIZIRRIED /Sy oy —

* VMware ESXi

e TH—RFEYRANNIALFFY AL A vbE—
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=JL ==

axX ;&

REDFAT & SSH EREE

AWS & 5 RK~® ASA 518 DEA |

IHNBEDA Yy E—VIZAWSHTEEINZWNWEZD, 7a—REXy A ML FF¥ A b
MEELTDHL—T 7 7a had AWS TPH EB Y Ic#iE L F1H A, VXLAN [T A
BTF 40 BT TCOLBMETXET,

+ Gratuitous/FE 235 ARP

ZIH D ARPS 1 AWS N TIEZ T ANLL L7228, Gratuitous ARP £ 72 13FEZE 75 ARP
EVELTHNAT ZTEITHFEBVICHIEL THA,

MD#%1T & SSH &EGE

SSHABHF —#GHEHIKEDT v 77 L — RORE  SSHEGENEH SN DHZ &I2X Y, SSHA
B —AEE AT B0 OB RRENLELRY T, Z0RD, Ty 77—
X, AR —FREE A L7=BEfED SSH iR EITMEE L ¥ A, AB X —3R5E L. Amazon Web
Services (AWS) @ ASA AR OF 7 4/ F THDH T2, AWS 2 — W — 21X T ORJENFR &
NWET, SSHEHiZ K72 o MEEZRET DI2IE, 7y 77 L — RORNCREEZEHLET, o
IX (ASDM 7 7 EABHNINI /2> TWDGE) 7 v 77 L— R%IZ ASDM 2 H L TR E%
BEETEET,

Wi, =—%—4 ladmin] OILOFERITT,

username admin nopassword privilege 15

username admin attributes
ssh authentication publickey 55:06:47:eb:13:75:fc:5c:a8:cl:2c:bb:
07:80:3a:fc:d9:08:a9:1£:34:76:31:ed:ab:bd:3a:9e:03:14:1e:1b hashed

ssh authentication =~ R&ZfEHT 5121, 7o 77 L—RORHIkRDa~ RE AT LE
ﬁ—o

aaa authentication ssh console LOCAL
username admin password <password> privilege 15

nopassword ¥ —7 — RBFIEL TWAEE, ZhaiiFidr 20 Tidel, Rbhica—3—
BNZHIE Lo/ RA T — REFRET H 2 L #H5E L E 7, nopassword ¥ — 7 — K%, /SAT—
RIZAT AR ZBRT 2O TIH L fFEDOSAT—REAJITEET, 9.6Q2) LV EID/ N —
Y a T, aaa =~ R SSH A F —FGEICMATIEH Y FHATLE, 2Dk,
nopassword ¥ —"U — NiZ h U H—XNFHATLE, 9.6Q) Tldagaza~ 2 RABMAELE R,
password (F7zifnopassword) & —U— RBFEET HEE. HEHYIZ username D D /3R
U — FRGREZFFA[ T2 K 912720 £ LTz,

7w 77 L— NI, username 2 2 RiZxf9 % password & 7213 nopassword ¥ —7 — KD
BEITELRY, 2= =P RAT—=FEANTERLTLRIBETEDLLOIRV F
T, Lo T, AT —FREDO AL REIIEH T 2551L, username =2~ RE A L7
LET,

username admin privilege 15
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| AWS 959 FA® ASA {718 DEA

AWS £ AsA 78 oy ko—5 bk sos [

AWS £ ASA R Dy T —2 +ARA DDA

WOIE, ASABAE I AWS N TRESNTZ4-o0% 7y b (BHL, N, 4MB. BXW
DMZ) 2z 72V —FT v R 77 AT 74—/ F— KO ASA K48 OHERE N AR PR LT

i TO
B 14: AWS ~ O ASA X8 O 8 A

AWS VPC

D
W

D
"

Inside Out5|de
Subnet Subnet
DMZ
Subnet

Management Subnet

[connected to all devices -not
shown)

EEFELF
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B aws <o asa i o

IPv6 F7ARO D

ASAv IPv6 Deployment Topology

Management Subnet
2600:1f11:a2a:e433::/64

I » East-West Traffic Topology

2600:111:a2a:e400::/56

Mgmt 0/0
2600:1f11:a2a:e433:a9e5:248d:28e3:e54a

/ Outside Subnet
2600:1f11:a2a:e422::/64

ethO

- | |
Inside |ethO Gig 0/0 || mmmmm | Gig 0/1
Li 2600:1f11:a2a:e411:57d 2600:1f11:a2a:e411:66ad I'_—_—-l 2600:1f11:a2a:e422:14d0: 2600:1f11:a2a:e422:3b5
Anux | bbB5:b571:57f0 7:3119:c34f:52d4

c:9be9:8813:7ecd :8270:c40c:80a1 | _ _ _

Inside Subnet
2600:1f11:a2a:e411::/64

Outside
Linux

ASAv

Route Table on Inside Linux / L\\ Route Table on Outside Linux
Destination 2600:1f11:a2a:e422::/64 Destination 2600:1f11:a2a:e411::/64
Next Hop 2600:1f11:a2a:e411:66ad: Next Hop 2600:1f11:a2a:e422:14d0:
8270:c40c:80al bb85:b571:570

AWS T ASA {38 0 &R

WOFNEIL, ASARIR TAWS Z& v 7 v 79 5 FIEOHE T,
TiE, [Getting Started with AWS] #ZH L T XV,

REDFEM 72 FNEIZ DU

AT w71 aws.amazon.com |12 7 A > L., Huska 8K UF 4,
GE) AWS [ZH WS DT B Ok IC Bl S g3, Hulkix, BEimof EBicErshE
T, HOHHIMANDY v —21F, BIOHIKIZIZR RSN ETA, BRHOHIBNIZTFELTWDZ

&R TEMRICHERB L T<ES W,

AT w72 [My Account] > [AWS Management Console] 2 U 7 L. [Networking] ¢ [VPC] > [Start VPC Wizard] %
7V w7 LT, =07 Y v 7 7Ry bEFIRLTVPC Z/ER L, REFRELET FELORND
TV, TIHNVIRERMEHTETES)
cWHBLOINEOY 7Ry b : VPCBEOW 7Ry hO&RTIZ AT LET,
A E—RYy N T = VA A =Xy MRAOESEEREAMICLET (v F—Ry P T —
Y = A DATHTEATILET) o
BT —T N A U H =Ry hDFEF
VHA—Fy N =T A£120.0000FEMLET)

KT 4y VAT Ao R EFBMLET (A

GE) IPVv6 720 2L C, (B Ry NT—F TRy b, A X —Tx2—AREEHBETH I &
L CEERTA, T 74/ FTIEIPvE BEH S, IPve b — AN TE £9, IPv6 OFEH

\Z2OW T, TAWS IPv6 Overview| & [TAWS VPC Migration] ZZ ML T 7230,
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| AWS 959 FA® ASA {718 DEA
aws <o asa 5 0EE ]

AT w73 [MyAccount] > [AWSManagement Console] >[EC2] 7 U v~ L. & 5(Z, [Createan Instance] 27 YV v 7
L/\i—a—(]

« AMI (7= & 1%, Ubuntu Server 14.04 LTS) #3IR L £,

A A—VEEBEMTHA S AMI 2 L £,
« ASA R CTHR—FENDBA VAL AZAT (Blarge 72 F) IR L £,
A AZ L AERELET (CPU & ATV IEETT) .

o [REE725EM (Advanced Details) 27 > a v AEAL, [2—¥—F—4% (Userdata) |7 1 —/V RIZ,
I a s THOBAERE AN TEES, Ziuk, ASA AR OEENIRFICEH S35 ASA (AR H Ak
EEieT X A MATITT, HO0HAMKIZA~Y— bk T4 R EOFEMITEHRZ R ET 2 T IEOFEM
IZoOWTIE, THoOHDar74¥al—ary 77 A LO%E] Z2BRLTIESWN,

EBEAUA—T AR 0 AR ERIRT 25813, A =T = A ADOFEMERET
LWENDY 9, ZHULDHCP 2T 25 L O ICRETHLENRH Y £7,

T—=RAUVRA—DIA R T—H AL HF—T A ADIPT FL AL, ZOEREFO0 HHARELD
—HE L THRELEGRICOAFI VY THh, RESNET, 7 —F A F—7 x4 AL, DHCP
AT D ELOICRETEET, F2id, #d 23y V=2 A 0 F—T = A AR TITERK
SNTWTC, IPT RLARDNS TWDEAIL, 0 BHAMBKTIP Oz E T £,

<EOHABRAL : F 0 HAMKEZHRCETICASA A 28 AT 5 L. ASA AR X7 7 4L b
DO ASAFE R ZTEH L, AWS A X T —X P —N—InDEH SN VX —T7 = ADIP %
BL.IPT RFLRAZED LB CES (F—H A Z—T A AZIPIFED Y THRETA, ENLIZ
27 L%ET) . Management0/0 A > X —7 = A ANEE L, DHCP 7 RLATHEINTZIP &
B L ¥4, Amazon EC2 3L N Amazon VPC D IP 7 KL v > 722\, [VPC TO IP
TRy 7] ZZRLTIIEEN,

- E0BRABROH

! ASA Version 9.x.1.200

1

interface management0/0

management-only

nameif management

security-level 100

ip address dhcp setroute

ipv6 enable

ipv6 address dhcp default

no shutdown

1

crypto key generate rsa modulus 2048

ssh 0 0 management

ssh ::/0 management

ssh timeout 60

ssh version 2

username admin password Qlw2e3r4 privilege 15
username admin attributes

service-type admin

aaa authentication ssh console LOCAL

1

same-security-traffic permit inter-interface
same-security-traffic permit intra-interface
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B aws <o asa i o

ATy T4

ATy TH
ATvT6

ATy 71

access-list allow-all extended permit ip any any
access-list allow-all extended permit ip any6 anyé
access-group allow-all global

|

interface G0/0

nameif outside

ip address dhcp setroute

ipv6 enable

ipv6 address dhcp default

no shutdown

|

interface GO0/1

nameif inside

ip address dhcp

ipv6 enable

ipv6 address dhcp default

no shutdown
I

ARL—2 (F7F NV NEZTANRET)

BT A AL LA TN R AT D0, BROZ T EFTEET, 7 2RBITROT 5T
DI TE 2401211 £7,

X2 VT IN—T X2 VT 4 TNN—TE{ER L CLRIZfTET, X207 4 70—
X, BEBIUOREN T 740 v 7 2 HllT 220D, LV AEZ LV ADIRBT7 7 A4 7 7 +—/L T,

FIFNLEITIE, EX2VT 4 ZA—F1I3T_RTOT R AT LTI TUWET, ASA A8 @
TR AHEHT ST RLANSO SSH #5728+ 5 L5110, V= E2EFELET,

REEMER L, [Launch) 27 UV v 7 LE,

F— T EAER L ET,

EE F— XTI RTWARIZT . F—%2Zeincyvrn—RRLET, BE, Fov
O— RTA5ZLIETEERTA, F—XT2RkoT2H/IF A VAXZUVAEFEEL, FNLOEH
FEATOIVERH Y 7,

[ v A% ZADfH) (Launch Instance) 1 %7 Vv 27 LT, ASARAE 2 AL ET,

[My Account] > [AWS M anagement Console] > [EC2] > [Launch an Instance] > [My AMIs] #27 V v 7 L&
7

ASA R DA v B2 —T = A AT LI REITTE 135850 DR (Source/Destination Check) ] 23 HEZNIZ 722 >
TWLHZ &l LET,

AWS DF 7 3 )V hIRETIE, AV AZ LV RTEDIP T LA (IPvA B LI NIPV6) DT 7 4 v 7 DIrZ
ZETE, AV AX L ATMADIPT KL A (IPVAB L OIPVG) NHDHRNT T 4 v 7 BklETEET,
ASA AR DNV —TF v Ry 7 & L TCOMEEZANZT DL, ASAIRBEOKE RN T 74 v 7 A ¥ —T
A Z (NES, SMEE, B LU DMZ) @ [EEICE 721358 OREFR (Source/Destination Check) ] & #0127 %
WVENBH Y F4,
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| AWS 959 FA® ASA {718 DEA
aws <o AsA i 057+ —v o 5% ]

AWS T® ASA R D/ T +—< 2 AGfHE

VPN O &1k

AWSCc5 A VAZ AL, LIRITD 3, ¢4, BLUOmd AV AZ U AL0 HIZENITEWNT 53—
v AR L ET, SA VAL AT I TORBBEZFDRAVPN 2/L—7 > | (AES-CBC
A LI LD 450BTCP N7 7 ¢ v 7 T2 DTLS) 3. LTO XS THLHIVLENHD £
7,

* 0.5 Gbps (c5.large)
* 1 Gbps (c5.xlarge)

* 2 Gbps (c5.2xlarge)
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B,
=% =R

AWS ~ @ ASA {%%E AutoScale V') 11— 3
WINECPN

+ AWS T Threat Defense Virtual ASA {48 @ Auto Scale Y U =—3 a3 > (91 _X—)
« Auto Scale ¥ U = — 3 3 DRIHRSGME (95 2—)

* Auto Scale DJERH] (99 <X—)

e Auto Scale A T T AHX A7 (107 _X—)

cAutoScale D N T TN a—T 4 T ET NNy T (111 X—)

AWS T ) Threat Defense Virtual ASA {x 28 @ Auto Scale v/
J)ai—o 32

WDEZ7 3T, AutoScale VY a— 3 O R—F kA AWS D ASA Virtual T&
D &9 ITHERET 22T OV TRIAL £,

Auto Scale V') 22— 3 >IZDULVT

A2 ClL, Lambda, Auto Scaling 7 /L—7", Elastic Load Balancing (ELB) . Amazon S3 /3
47 k. SNS. CloudWatch 72 £ D4 AWS Hr— 2 & f] L T, ASA Virtual 7 7 A 7 7 4 —
JL® Auto Scaling 7' /b — 7 %3 N3 % 72 ¥ ® CloudFormation 7 > 7 L — h & 27 U 7 |k & ik
LTWET,

AWS @ ASA Virtual Auto Scale (X, AWS ERHiD ASA Virtual 1 > A # > AIZ/KF- Auto Scaling
BREZBNT 5, R/ — =L XAFETT (0FD, ZoMEOHELICEAEGT 5~
N=VMIZH D FHA) , N—T =64 LUK, Auto Scale Y U =—3 =}, Management
Center (IZ L > TEHIND TYHR—FESNET,

ASA Virtual Auto Scale Y U = —3 3 U id. U TFTONEZEMAET 5 CloudFormation 7> 7 L — b
N ZDEATT,

s AT R SR ASA AR A R v AICTERIC HBME S R A B B,
s 0= R UL VTR EY — DY AR b,
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AWS ~) ASA {%#8 Auto Scale /1 2 —> 3 > OEA |
B v rr o7 rROSEER LT Auto Scale DEAHI

* Auto Scale HERE DA 20 & M L2 VAR — |,

B R4 yF baARAO D %E{FEAL 1= Auto Scale D E A

Z D ASA {54E AWS Auto Scale V' VU = —3 3 OEALL., EAFOKITRTINTWVET,
AWS B — RT3 A 8 RCRRIA SN D 23l 572, SN TAER SR
T2hT 7407 DB ASANIE 77 A4 T U4 —/LikH THNEZ@im T 9,

N

GE)  BIHRESMEOSSL — N—FFHE (97 4—) THHINTWAH Lo, BEFa2T7RR— K
1% SSL/TLS FERIESMEE T,

AH =y MIE LTer— RRZ %, Ry NU—7 a0 — R KRZ U EEIT 7Y r—
vary a—RRTZUUTT, WTHOBADL. AWS OFT _RTOEM: L LN EHSNET,
BAFIOKIIRINTWD X D12, RBOLMERSIE ASA BRI 7 7 L— b &/t L TR &
NET, BTl a—F —ERZOMmS T,

\ )

GB 77V r—va PR LIET U MUY R T 7 4 v 713 ASA (]8R &3l L £t A,

15: 9> R4 vF bRODEFER L= ASAIRAE Auto Scale DEAF DX

——————————————————————

i Availablity zone - 1

ASA virtual Autoscale Group

______________________

Cisco ASA virtual
Autoscale Solution

1 1

! !
| Subnet 1| | :
! i 1 1 :
s L :
1 ! I 1 1
b . L1, | Internal | | o AsA
! ! * ':I s«c:a‘l-in; NLE ! virtual 1
£ | Apps i
I & :
! i i
____________________________________ 1

i t-»| Internet
T e Tl [ B B | 1 > ASA 4 \-» Facing |&
ARTLvLIG) aces =4 i | virtual 2 L
1 e e B e 1
b Subnet 2 | | !
! 1 1 i 1
v P I
! | 1 i :
- L L
i i | .

i i App & i . virtual n .
g i | Non-Autoscaling | Inside Outside
P L Apps |
| | (] i |
i i i \ |

Customer’s Application
Infrastructure
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| AWS ~ ASA {778 Auto Scale /1) 21— 3 Y DEA
AWSs 75— k40— FnSvyoaszsr—LoEAs ]

NZ7 427 DER— R —=ADHFIENHETT, ZDOHIEIEL, NAT L—iZ k- CEE T
9, 2 ziE A F =%y MICHEHLZZLBDNS, R—hk : 80D T 7 4w 7ix, TV
=2 a W —T 4T TE, R—F 8D T T4 I IT SV r— 32100 —
T4 T TEET,

AWS 57— kx4 O— NS UHDBEHRT—ILDOEAH

Z @D ASA {542 AWS Gateway Load Balancer (GWLB) Auto Scale > U = —3 3 > @& AKX
HABIOBRUI RSN TWET, AWSGWLB 131 3T REEe & 7 7 b3S o REERE O
AT D70, WEREAMIB TR SN M T 7 1 713 Cisco ASA IR 77 A4 7 U+ — /L
PR CHHZ BB TEET,

AHE—Fy MIERTZ2r— RT3, AWS VP — Uz uB— RRRJ DT KRR
4> b (GWLBe) 2952 EMT&Ed, GWLBelI b T 7 4 v 7 % GWLB IZEE L. BHE
DI=OIZASAFIEIZER LET, WTNoOHESH, AWSOT X TOEME L FMENEH I E
T BABIOKIIRENTWD X 92, RBROHHER X ASA KR 7> 7 L — b &0 L TR
BHENT7- ASARAE GWLB HEN R 7 — LV U 2 —3 3 T3, EANIESIlaa—F —ERDOED
BT,

)

GE) 77V r—varmBlthLzT v AT R NT 7 0w 713 ASA AR Zilil L EH A,

16 : ASA {38 AWS GWLB Auto Scale & A5 DX

Managed by customer Created & Configured by Cisco Cloud Formation Template

Security VPC

ASA virtual
Aute Secaling Group

W GWLBE «— +  » GWLB ™ —booon

Internet
Subnets
| Routes ]I aw II u J

1
1
1
Application VPC :
1
1
1

Security Serverless | toragef
| groups | | Subnets |Camponants|

Health Zone 1AM role
probes distribution

groups resources

|
|
|
|
I
|
Securrty | I Other 1
|
|
|
I
|
I

Auto Scale ¥V !) 11— 3 VDT A&

ASA Virtual f VAL L A A — A B XA — 7T DU 4 5ITIE, Auto Scale Manager
CREEN A= T 4T 4 WA MY v BT =4 —1L., AutoScale 7 /L—7|Z ASA Virtual A
VAK U ADBINE T ITHIBR A FER L, ASA Virtualf > A X U AZBRELET,

Auto Scale Manager (X, AWS —/—L 27 —X%7 7 Fx ZfliH L THEEIN, AWS U V—
A BLOVASA AR LEfE LET ., A= TIL, Auto Scale Manager = > AR —3 2 h DE A%
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AWS ~) ASA {%#8 Auto Scale /1 2 —> 3 > OEA |
. Auto Scale V') 21— 3> @aVR—3 k

H#{. 9% CloudFormation7 > 7' L — F 2t L TWEd, ZoF 7L — MLV, GHEH
YV a—a PRET ATEOICKNERZDOMDOY VY — A B S ET,

\}

GE) P — —1 2 Auto Scale A7 V 7 ;Z CloudWatch £ X2 M X o> TORFENHEN D=0,
A VAL ADKBFFIZOHRFATINET,

AutoScale V) a—>a>DarviR—x2 b
AutoScale YV =2 — 3 UiE, RO R—3 2 FhTHEEINTHET,

CloudFormation > 7L — k

CloudFormation 7 > 7' L — M &, AWS ® AutoScale Y U = —3 3 NIWBER ) VYV — A2 ERT
Lzl ENE T, 77— FOMRITKRDO LB T,

s Auto Scale Z/L—7", a— R KNZ oY X2 VT4 —7 BLOEOMD =z R—
SV

cBHAEIAZ A XT A ODO—F— AT ZTYiAteT 7L — |,
\Y

GE) T —1rDa2—YP—ANORIEIIRANH D72, EEIRE
W AN ERREET A DIF 22— — DT,

Lambda %X

AutoScale ¥ U =—3 =3 »[X, Python THH¥E &7z —# D Lambda BT, 74 7 A 7 V7 v
7. SNS. CloudWatch A X b7 T — LA X2 kS MY H—ENFET, EARMMEE TR
DERBYTT,

o« VAL ATKT LT Gign/o, BIONGig0/l A v H—T = A AZBN/EIRL £,
e — RNRT Y DX~y NI N—TIZGigl/l £V H—T = A A& LET,
« ASARERR 7 7 A VA L CH LW ASA A8 Z25%E LIER L9,

Lambda B%%1%. Python /X 7 — VOB TRERFEICERML I N E T,

SATHAIILT VY

cTFGATHAINT o TE. A VAR RIETHTA T A I AVOEE RN RGBT AT
DIEASNET,

e A UAB VARENDE S, TA T A I NVT v 7 HER LT, ASA Virtual £ > AKX A
WA R —T oA AZBIML, ¥—4 > NI IL—TIZHEA o Z—T = A A 1P 8T
& % Lambda B%x ) — L F£9,
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| AWS ~> ASA {7 %8 Auto Scale /') 1 — 3 Y DEA
Auto Scale V') 12— 3 U DRTHREM .

A UVAB VAT OWRE., FA TV ANV T v 7 AR LT Lambda B%E Y H— L.
H—r s N T )—T 35 ASA Virtual { A K A T BRERRER L E T,

Simple Notification Service (SNS)
« AWS @ Simple Notification Service (SNS) ZfEH L CTA X> BRI VET,

o AWS |Z1Z P —/3— L A Lambda Bi%iZ3# L 7= Orchestrator 2372\ & W ) HIBRN & 5 728
VY a—ait, Ay MIESNT Lambda B Z A —4 7 A hL—3 3 357200
—FEORETF = — & LTSNS 2 L ¥4,

Auto Scale V') 1 —< 3 U DRHREH

BREZ27A4ILODAH0A—k

ASA Virtual Auto Scale for AWS Y U o —3 a v OEENCKLER 77 A V2 X7 a— R LE
T EMTDHASANRN—Ta HAORBRASZ VT FET T L— M, GitHub VAT UG
AFTEET,

)

ZFB  AutoScale HOVAaEHOBAR I VT BIOT U L— NI, =Ty —2DHE L
THREINTEBY ., BH O CiscoTAC R — NN TIII AA—E N2 LicEELTL
72& W, FH & ReadMe D FNHICSWTIE, GitHub Z EHIRIICHEZR L T 72 &,

— = o
AVISZRANTIVFNERE

R X m— REN72 GitHub Y 7R Y b U Tk, infragtructureyaml 7 7 A Vix7 v 7 L—

FZANVENIZHY £F, ZOCFTIE, N7y hARY =% LTVPC, ¥ 7Ry kb, /—

M. ACL, ¥ a2 UTF7 47—, VPCZV RHRA Vb, BIOSI ANy NE2REEATH20
WA TEET, ZOCFT I, BHICEbECERTEET,

WOHETIE, ZhbHDY Y —Z & AutoScale TOFEFICHOWTELLSHBLEST., 2hbD U
V—AZFETEM L. AutoScale T A2 & TX £,

\}

G£)  infrastructureyaml 7> 7L — k&, VPC, 7 x> b, ACL, E¥=2 U7 4 Z7/L—7 S3AN
Ty b BELXOVPCZY RARA > FOBZEE LET, SSLAEME, Lambda L1 ¥, £72i
KMS F—U v — 2 3fEl S EH A,
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B ve

VPC

HIxRy b

AWS ~) ASA {%#8 Auto Scale /1 2 —> 3 > OEA |

TV r—a VEARZISE U T VPC ZERT AR ERH Y £9, VPCIZIE, A #—F v K
~ON—ERHDHLR EH1ODOV TRy NEFfFOA vV F—Xy NS — b U =ARBDH L
PHEEINET, EX2V T4 N0—7, TRy N EOBEHIZHONTE, 4T 517

varEZBLTIEIN,

P7xy NI TV = a VOBEMRIIG U TERTE £, BAFIIRINTWD LD

@7
=~

\)

ASA Virtual =32 OEIEIZIZ3 2OV 7%y MM ETT,

6=

HEOR MY = OV R — N BRMERGE, VY7 Ry MIAWS 777 RKRNO Y —> 7 u s
FATHBED, &) — VT 3y FRALETT,

HNEY TRy b
NEF 7 Ry PZIE, A F—Fy b= T = A ~D 10.0.0.0/0] OF 74/ kL— LD
ECd, ZOVT Ry ML, ASA Virtual DAEA L H—T 2 A4 AREEN, AV HX—F v

h

ZHL7ZNLB b & ENET,

RAEH TRy k
i, NAT/A v 2 —Fy "= = OFEIZ»POLT, TV r—y a7 xRy

Nt

I TWET, ASA Virtual DIEE M7 0 —7 Tlid, A— b 80 FRH T AWS X ZF— & H—

sX— (169.254.169.254) ICEETXDMLENH D Z LICEFELTLIEE W,

\)

GE)

Z® AutoScale ¥ U =—3 3 U TlL, »— RANTZ B OIEFEMET 7 — 77 inside/Gig0/0 A > & —
T2A AN L TAWS A X T —H P —NR=Z XA L7 NENET, 7=7ZL, a— K KT
H235 ASA Virtual [IZE(E SN AHERM 7 0 — T ARt 2B 07 7Y r—3 9 T2
NEEWECTEET, ZOHE. AWS AXT—F —N—FT =7 " eZnENOT 7Y
r—varyDIPT RLAICEZHZ T, EFET o —7 IR 2R IET20ERH Y £7,

BEY IRy b
OV Ty MTiX, ASA Virtwal EHA LA —T oA ADREGENET, T4V ML —E
RETHZ EIIMEETT,

Lambda - J %y k

AWS Lambda BA#(Cix, 774NV 7 —FU A ELTNAT 7 —hU A ZFfDO2O0H 7
F v PBAKETT, 2LV, Lambda B VPCIZH LT T A _X— MZ72 0 £9°, Lambda
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| AWS ~> ASA {7 %8 Auto Scale /') 1 — 3 Y DEA
txaysso0—7 |

YT Xy MEI, OV T2y FERIUCIETHAMEITH Y F A, Lambda 7 % v kDA
K75 75 4 22O TIE, AWS D RF¥ a2 A A2 LT FFEN,

FI)r—avy Iy b

AutoScale Y U =2—3a b ZOW 7 Ry M ONDHIRIZH D FHANR, 77V Fr—
T a VT VPCAHNIBOT 7 b ANT o REERPLERGEIE. Y7 xRy b RiZEnEhor—
DEESNTWARLERNHY ET, ZHUE, 7V MUY RTRBEINTE N T 74 v 7 e —
R/NT Y %@ L7729 T9, AWS Elastic Load Balancing == —% — %1 K [GE] &ML
TLEENY,

txa)Tq JIL—T

Bt X7z Auto Scale 7 /v—7" 7 7 L— b TIH, TRTOERENTF A IV E T, Auto Scale
VY a—g UEBRES Y AT OICKERDIT, RO T,

= 15: HADKR—+

R—Fk ERAE HITRy b

EWtETae—7 |2 —%y MCHEILIZa— RRZ |AEYS T2y b, NEY 7%y k
K=+t G4 | o VOEFEHETT—T
k : 8080)

TV =y a v | T =y ay F—4 R T 4 v [T Ry b YT Ry b
A= b s

Amazon S3 /\& v |k

Amazon Simple Storage Service (Amazon S3) (X, ¥4 U — N4 540k, 7—ZaltE, &
X274, BIUONT 4=~ AT 472/ N A L=V =X T, 77
AT NT T L—beT TV r—var 707 L= NOWFICURERTXTDT 74
i S3 Ny MCERLE TE £95,

T L— FREHEEINS &L S3 Ty FND Zip 7 7 A V&SR LT Lambda BIEL S ERL S
NEJ, LR-T, By MIa—H—TH U MNIT VB RABETHLHILENH D F
7

SSL H-—/\—iFERE

A H—Fy MZE Lica— RT3 B3 TLS/SSL 2% 7R — h L TWARERH D545, Gk
B ARN SBT3, FEIC OV TR, ROV 7 2B LTSN,
o Y= N —ZEBE DM

« 7 A MO F— & B CEA GV E DI
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https://docs.aws.amazon.com/elasticloadbalancing/latest/userguide/elb-ug.pdf
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_server-certs.html
https://developer.amazon.com/docs/custom-skills/configure-web-service-self-signed-certificate.html

. Lambda L 1 7

AWS ~) ASA {%#8 Auto Scale /1 2 —> 3 > OEA |

« HT B4 SSLAFBHEA{ A L7~ AWS ELB O{ERk (— RX—F 4 U v 7)

ARN D : arn:aws:iam::[AWS Account]:server-certificate/[Certificate Name]

Lambda L 1

autoscale layer.zip IX, Python 3.9 234 > A h—/L & #17= Ubuntu 18.04 72 £ @ Linux Bz CIERK
TEET,

#!/bin/bash

mkdir -p layer

virtualenv -p /usr/bin/python3.9 ./layer/

source ./layer/bin/activate

pip3 install cffi==1.15.1

pip3 install cryptography==2.9.1

pip3 install paramiko==2.7.1

pip3 install requests==2.23.0

pip3 install scp==0.13.2

pip3 install jsonschema==3.2.0

pip3 install pycryptodome==3.15.0

echo "Copy from ./layer directory to ./python\n"
cp -r ./layer/lib/python3.9/site-packages/* ./python/
zip -r autoscale layer.zip ./python

YER% & 7= autoscale layer.zip 7 7 A /Vid. lambda-python-files 7 + /L #1222 B —4 2 BN H
D \i‘g—O

KMS Y X 5% —%—

2L, ASAAR SRR T — KBS R OLEICMNETT, ZNLSDOGE, Zoa v R—
F v MINEHY EHA, NAT—RE, ZZCREEEN S KMS OLZ R L TR ST 5
VERHY £9, KMSARNZACFT CANSNA5E, AV — REK ST 20ENRH Y F
T, FNLUSDOES . NAT—RIZFL—r TR N THALHLERH Y £,

¥ AL —F— LI BALDFEHNZ OV TIE, SR T — RO S/ & KMSIZBT 5 AWS D R =
AL b DX —DVERL [HFE] & AWSCLL i~ > R 77 LU A [#EE] 28R LT E &0,

Bl

$ aws kms encrypt --key-id <KMS-ARN> --plaintext 'MyCOmplIc@tedProtectloN'
{

"KeyId": "KMS-ARN",

"CiphertextBlob":
"AQICAHgCQFAGtz/hvaxMtJIvY/x/rfHnKI3clFPpSXUU7HQRNCAFWfXhXHJAHL8tcVmDqurALAAAAa T BoBgkghki
G9w0BBwagWzBZAgEAMFQGCSgGSIb3DQEHATAeBglghkgBZOMEASAWEQQOM4A5ATkTg]j SekX2mniAgEQgCcOaveoHhol
+wxpWKtXY4y121d0z1P4£fx0jTdosfCbPNUExXxmNJI4zdx8=""

}
$

CiphertextBlob ¥ — D% /NA U — K& L THEHTLZMERH D £7°,
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https://medium.com/@francisyzy/create-aws-elb-with-self-signed-ssl-cert-cd1c352331f
https://docs.aws.amazon.com/kms/latest/developerguide/create-keys.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/kms/encrypt.html

| AWS ~> ASA {7 %8 Auto Scale /') 1 — 3 Y DEA
Python 3 IR15 .

Python 3 IR15

makepy 7 7 A /WiE, HREINTZVRY NV DR EMNT 4 L7 RVIZHY ET, kv,
python 7 7 A V3 Zip 7 7 A WVITIERME S AL, #—F > R T4 A FICabt—siEd, oo
S AT FATT HITIE, Python 3 BREECMEM WRETH D LB H Y £7,

Auto Scale @ ERB

|\':

fim

TN = a REBENTWAY, T r—a ORI VBRI FHETH B 58
NHY ET,

ANINS A —4
ABNT, RDOASINT A — 5 ZUUET B LERH Y £,

%
A\

((¥)  AWS Gateway Load Balancer (GWLB) ™334 LoadBalancer Type, LoadBalancer SG.
LoadBalancerPort, 33X UNSSLcertificate 787 A — & [ I 44T,

3R 16 : Auto Scale A H1/X5 A —4

INTG A—7H ERTZA1E/4 |
147
PodNumber peil ZHUEIAR » FE 5T, Auto Scale 7 /L— 74

(ASA Virtual-Group-Name) OKEIEMNSLE
T, ez, ZoEn T OBS. TA—T74
1% ASA Virtual-Group-Name-1. (272 ¥ £3°,

MU E3HILL FORFETHLIMLENH Y 97,
F7HIL b 1

EORYE
v Md{1,3)8

AutoscaleGrpNamePrefix | 575724 Z U AutoScale S V—T /T VLT 4w 7 AT,
RNy REFRT 74 v 7 AL L TEMESNET,

R 18 3L
5] : Cisco-ASA Virtual-1

NotifyEmaillD paE= Auto Scale £ X2 MIZDEBTFA—NLT RL AT
EEENET, TRV T g EBFA—LE
WREZITANDLERH Y £9°,

1 : admin@company.com
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B o nss5x—2

AWS ~) ASA {%#8 Auto Scale /1 2 —> 3 > OEA |

ERATESEE
47

Bl

Vpceld

pasdl

TNRA AERETHMENH D VPCID, ik
AWS OB S TRETDHILENH Y F7,

A7 AWS::EC2:VPC::Id
linfrastructureyaml] 7 7 A VZEH L TA > 7
TANTI 7V FxwREETLHE, AX Y7 OHTIE

73 a NI DOENBRESNET, FOMEEMHEH
LTLEE,

LambdaSubnets

U b

Lambda BN ER SN T % v b,
2 A 7 : List<AWS::EC2::Subnet::Id>

linfrastructureyaml| 7 7 A L ZEH L CTA > 7
TFANT IV FxRIATHE, A2y 7O NE
7y a N ZOERRESNET, ZOMAELEH
LTLEEN,

LambdaSG

U

Lambda #REDOE X =2 U 7 ¢ /' L—7,
% A 7 List<AWS::EC2::SecurityGroup::1d>

linfrastructureyaml | 7 7 A V&AL CTA v 7
TANT I FHREEATLE, AF Yy 7O/
7 va N ZOENRESNET, ZOMHEEEM
LTL7ZEN,

S3BktName

pE

T ANDS3I NNy ML, ZhuE. AWS DO
WS TT AT MTRETHLENHD 7,

linfrastructureyaml] 7 7 A VZ2EH L TA 7
FANT IV FYERATLE, XZy 7 OHNE
72 a N OERFEESNET, T O %M
LTLIEEN,

LoadBalancerType

Pl

A B —Fy MIELTIza—RKRXZ 90X AT
(7l —rav) ¥ Xy hU—
71) .

Bl TS r—a v
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| AWS ~> ASA {7 %8 Auto Scale /') 1 — 3 Y DEA
Anrisx—4 |

N5 A—% ERTE BiE/4 | 58
47
LoadBalancerSG A e RAG L HDEF 2 U F 4 S —Ty v b

U—7a— RAT U OEEIIER S NEE A,
i, X2 VT4 =T IDERET HMLE
N ET,

X A 7 . List<AWS::EC2::SecurityGroup::1d>
linfrastructureyaml] 7 7 A VZEA L CTA > 7
TANTZ I TF BT LE, AF vy DOHIE

7y a Al ZDOEPRESNET, TOMEFEH
LTL7ZEW,

LoadBalancerPort GiLE n— KRR P R—h, ZOKR— NI, BIRL
00— RRZ P H A TIZHESNT, e hare
L C HTTP/HTTPS % 7-1% TCP/TLS % L TLB
THRE £,

RN— FDRELRTCPAR— N THDHZ MR LE
9, ZhuIv— KT U R —DOERIZE H
EnET,

FZ7+L bk ;80

SSLE®: pei] T 2 7R — MO SSLEEAED ARN, 57 L
WA B— RATZ YT R — ME

TCP/HTTP (2720 ¥, & L72HA. =— KA
7 YT D AR — ME TLS/HTTPS (2720 &
7

TgHealthPort LS ZOR— NI, EEETa—T 0¥ =57y NI —
TIZE o> THEASIET, ASA Virtual D Z DR —
MZBET A ERET o — 7 1%, AWS A X5 —X#
PNl —T 4 T ENDTD, N T T 4>
JIHERA LT 7ZE W, ZOKR— MIFR)
2TCP AR— R THLIMLENDH D £7,

TV = a AR ERE T v — TR
HE DT H5EIFX. FHUTIE U TASA Virtual D
NAT V—VEERTEET, ZOXI7%G6. 7
TV —va URRNE LRV E . ASA Virtual |3
Unhealthy £ > 2 Z > 2D L EWET 7 —AIC X
., FEFELT—r SN, HIBEhET,

i = 8080

Cisco Secure Firewall ASA Virtual .19 X 2 — + 7w THA K .



| PR

AWS ~) ASA {%#8 Auto Scale /1 2 —> 3 > OEA |

INSA—4H FERATE5(E/Z |28
147

AssignPublicIP =7 — A ltrue] 28T B L. T VU o7 IP NEY YT
SN ET, BYOL % A 7D ASA Virtual DA, =
AU https:/tools.cisco.com (ZHEE T~ 5 72 DT M EET
R
{5l : TRUE

ASAvlInstanceType =il Amazon < A A— (AMD) 1, S xR A
VAR UARA T HEYR—FLTWET, A
BLUABATIZE ST, A VAZ L ADY A XL
IR AT Y RENRED £77,
ASA Virtual KR — h 925 AMI A VA X A
AT DOHEFERTHLERDY £,
i = c4.2xlarge

ASAvLicenseType a1l ASA Virtual 714 v A% 147 (BYOL £7=1%
PAYG) ., [#T 5 AMIID BRI A B 2% 4
TTHDHI L MR LET,
f] : BYOL

ASAvAmild prgEyl ASA Virtual AMIID (5 %h7¢ Cisco ASA Virtual AMI

D) .
B A7 . AWS::EC2::Image::1d

I IV . S R= S [OVATEI ING fa e
T, ELWAMIID 2R L T 2 &y,
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| AWS ~> ASA {7 %8 Auto Scale /') 1 — 3 Y DEA

Anrisx—4 |

INTA—4H

ERATESES
47

Bl

ConfigFileURL

pasdl

ASA {RAE 1%~ 7 A /L HTTP URL, £ AZ O
K77 A WVIZURL THEHTX AUERH Y 77,
Lambda B33 IE LN T 7 A L ORI A LR L
KR

HTTP —/N—% KA MERR T 7 A VMITRBEET 5
L h . AWS S3 OEI7e Web 78 AT ¢ v FHERE
PHEATAZ L TEET,

G¥) A VIR — NRRICHERR 7 7 A V4 DS URL
APmEn sz, KED /] H0LE
T‘é—o

linfrastructureyaml | 7 7 A V&EMH L TA v 7
TANT I F v EREEATLE, AX 7 DO/TIE
73 a AT OEDRERESIVET, £ OME A
LTL7EENY,

5] : https://myserver/asavconfig/asaconfig .txt/

NoOfAZs

ASA Virtual % &B9 2 M ZH & 5 A ML — > O
# (1—3) . ALBEADEE, AWS THLER K
/MENE 2 T,

&l = 2,

ListOfAzs

J < XYY 3L
FH

=V DIEFDON o~ X8I Y & |,

GE) V=D A NMBEXZEETY, V7
Z v bU R MIFE CIEFCHET D5
HRHD FI,

linfrastructureyaml| 7 7 A VZEA L TA > 7
TANTZ I FxmRHTLE, AF vy 7Dt
7y a AZZOEPRRESNET, TOMEEEN
LTLEE,

5 : us-east-la, us-east-1b, us-east-lc
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AWS ~) ASA {%#8 Auto Scale /1 2 —> 3 > OEA |

INTGA—4H

ERATESEE
47

Bl

ASAvMgmtSubnetld

Bo=Xgny
P

BEHY T Xy NIDOB~XYY YA K, URE
I, ST 2 HMEY — > R CNEFIZ T 2 B
NV ET,

% A 7 : List<AWS::EC2::SecurityGroup::1d>
linfrastructureyaml] 7 7 A VZ2EH L TA > 7
TANTZ I F BT LE, AF vy 7 OHIE

7 a AZZOEPRESNET, TOEZHET
LTSN,

ASAvInsideSubnetld

=Xy Y
A b

WHER/Gigd/0 Y7 % v IDDH o~ XEID U A K,
U ML, fHST 5 HMEY — > LR CIE/FCT
HENRH D ET,

% A 7 . List<AWS::EC2::SecurityGroup::1d>
linfrastructureyaml] 7 7 A VZEH L TA > 7
TANTZ I F v x2BHTLE, AF vy 7 OHIE

73 a AN ZDOENRESNE T, FOMAEEH
LTLEE,

ASAvOutsideSubnetld

B r~RFgln Yy
Z b

SERGig01 VT 3y RID DB <X U A |,
UA NI, fHST 2R MY —2 LR CIEFFIZT
LHVENRDHY F£7,

% A 7 . List<AWS::EC2::SecurityGroup::Id>
linfrastructureyaml] 7 7 A VZFEHLTA > 7
TANTZ I F v xRBHTLE, AF vy 7Ot

7 a S ZDENRRESNET, TOMEHM
LTL7EENY,

KmsArn

pa2 Tl

BETED KMS O ARN (fRIFIFICKF 56T 272 D
AWSKMS &—) , f8E L7=%HE. ASA AR o<
AU — REE LT HLERNDY T, NAT—
RoRsS{bix. FEESNIZARN DA A H LT3
1ITTHMERHY £,

W5/ S AT — RO : " aws kms encrypt
--key-id <KMS ARN> --plaintext <password>" K ® &
IR EINTZNAT = REFH LTI,

5] : arn:aws:kms:us-east-1:[AWS
Account]:key/7d586a25-5875-43b1-bb68-a452e2{6468e
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| AWS ~> ASA {7 %8 Auto Scale /') 1 — 3 Y DEA
asaim o7 A L0ES [

INT A—4H ERATZ51E/% | &
47

CpuThresholds 1~ XG0 # | CPU L& \WMED FRRE CPU L & WMED B[R, e/l
5 fEIX 0 T, FKRAEIE 99 TI,

F 7/ bk 110,70

LEVED FRIZLEVED LRIV b/h&E <9
LWER DY £,

i : 30,70

ASARER 7 74 ILDEH

ASAMERL 7 7 A VE B L. ASARAR A L A X L A6 T 7 & Ad[fE7 HTTP/HTTPS ¥ —
PN—IRFELET, ZIUTERED ASAER Y 7 A VIEX T, A7r—A 7T U b ET7- ASA K
BIZE, 77 ANABF T o— FENTHERBIETSNET,

DTt Z 3 TiE, AutoScale Y VU = —3 3 U HIZASARERR 7 7 A VA HE 4 B FiEDH]
R LET,

ISz b, TINARTIL—T, NATIL—)L, 7O AR >—

ASARIEHERR DO — FARAT U DOIEEFETa—T7 04727 b, b— k., BLXUINAT L—
NDFNZHDONTIL, WEZBL T ZE,

! Load Balancer Health probe Configuration

object network aws-metadata-server

host 169.254.169.254

object service aws-health-port

service tcp destination eq 7777

object service aws-metadata-http-port

service tcp destination eqg 80

route inside 169.254.169.254 255.255.255.255 10.0.100.1 1

nat (outside,inside) source static any interface destination static interface

aws-metadata-server service aws-health-port aws-metadata-http-port
|

\)

GE) EFROEFETa—TERNT 7 EARY U—THFA SN THWEILERDH Y £7,

ASA AR R DT — & 7 L — U OB DN T, WESHRL T EE0,

! Data Plane Configuration

route inside 10.0.0.0 255.255.0.0 10.0.100.1 1

object network http-server-80

host 10.0.50.40

object network file-server-8000

host 10.0.51.27

object service http-server-80-port

service tcp destination eqg 80

nat (outside,inside) source static any interface destination static interface
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AWS ~) ASA {%#8 Auto Scale /1 2 —> 3 > OEA |
. Amazon Simple Storage Service (S3) ~D T 7 A JILDT v FAO—FK

http-server-80 service http-server-80-port http-server-80-port

object service file-server-8000-port

service tcp destination eqg 8000

nat (outside,inside) source static any interface destination static interface
file-server-8000 service file-server-8000-port file-server-8000-port

object service https-server-443-port

service tcp destination eq 443

nat (outside,inside) source static any interface destination static interface

http-server-80 service https-server-443-port http-server-80-port
|

B Z72714ILOEH

ASA {8 #i%. azl-connfiguration.txt, az2-configuration.txt, 35 J O az3-configuration.txt =7 7
ANTEBFTLLERHY 7,

)

GCE) 3OO0 K77 Arndbsbe, Ay —r (AZ) ICESWWTHERZEE cE x4, &%
1¥. aws-metadata-server ~D A X T 4 v 7 )b— MNMIIiT. HEAZICER A — NI =2ADNHY F
7,

TUIL— FDOEH

deploy_autoscaleyaml 7> 7' L — MIEEICA T T 5483 H VY £9°, LaunchTemplate D [ —
W—7F—% (UserData) |7 4 —/V REEETHMLERH Y £3, [2—HF—F—% (UserData) |
IS CCHFH TEET, namesarver X HEHTLHLENH Y £3, 72 & %X, VPC
DNSIPIZT 52 ENTEET, FIHTH T4 AN BYOL DA, 74 & AD idioken %
ICHEATOIMNERDY 7,

dns domain-lookup management

DNS server-group DefaultDNS

name-server <VPC DNS IP>

|

! License configuration
call-home
profile License
destination transport-method http
destination address http <url>
license smart
feature tier standard
throughput level <entitlement>
license smart register idtoken <token>

Amazon Simple Storage Service (S3) ~D I 7AIILDT v TA—FK

target 7 4 L7 N URNDTRTDT 74 /b% Amazon S3 /N7 MIT v 7r— RT2H5LENRH
DET, LEITSUT, CLIZEBEA LT, target7 1 L7 R U NDTXTH T 7 A /L% Amazon
3Ny MZT vy Fu— T ET,

$ cd ./target

$ aws s3 cp . s3://<bucket-name> --recursive
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| AWS ~> ASA {7 %8 Auto Scale /') 1 — 3 Y DEA

A3 D REH

229508 [

BEOTXTORHRSEMNE T35 &, AWS CloudFormation A % » 7 Z#{Ef CTX 7,
target 7+ L' 7 b U N deploy autoscaleyaml 7 7 1 L Z&2fEH L £,
target 7 4 L 7 kU N deploy_ngfw_autoscale with_gwlb.yaml 7 7 A Lz L £,

\)

B DRELE

6=

deploy ngfw_autoscale with_gwlb.yaml 7 7 A /L% BEI3 5 HiIC. AWS GWLB HEj 2 r—/L
U = —3 3 YHIZ infrastructure_gwlb.yaml 7 7 A V& BT 2 LR H Y 97,

deploy_autoscale with_gwlb.yaml 7> 7' L — ks OB /ER S D GWLB Z3#IR LT, 7 —
FxzAf B— R KNRF P — 2 RRA > b (GWLB-E) ZERT 248 NHY £9, GWLBe
EERR LTS, 77V r—va 7 xy he T 740 hb— 7 —7/L"C GWLBe Z{# H5°
HE0T 7N ML= NEEFHTLHIMLERH Y T,

FEMELZ DUV TCIE,  Thttps://docs.amazonaws.cn/en_us/vpc/latest/privatelink/
create-endpoint-service-gwlbe.html] ZZ M L T 72 X0,

ATJRT A —=4 (99 ~—2) TRESNINTA—=F A LET,

T U7 — MRS L7c 5, Lambda A%t & CloudWatch 1 X F23MER S LTV 5 Z &
ERAETAMENRH Y 9, T 74/ N TIE, AutoScale Z/V—T" DA AL ADE/NE L
RAEIIE e TT, AWSEC2 =22 YV — /L CHLEREDA AL R & LT, AutoScale 7'
N—TEMmETHLENHY £, ZHIZED, H LV ASA Virtual 1 S AKX AN Y F—
EhET,

1 ODA VAR ADHLEREIL T —27 70 —%ER L, TOA L AZARBLEBYIC
FEL CWENE I DERGET D 2 & 2R L £3, £ D% ASA Virtual D FEEEOE{: 4 2
BACE, BMEZMERT D2 TEET, AWS 27—V U 7R Y o —I2 Lk HHIB %2 [ERET 5
72012, H/NE D ASA Virtual A v AX VAT A — A MRH#EL L T~—7 TXE T,

Auto Scale * T F XA RS

A y—)o57a+X

ZDME Y7 TiE, AutoScale Z7/L—7 D 1 DU LD R —1 77 at A% —BEIELTH
SEBTAHEICOWTHLET,

AT—IVTF7 U3 DR EEL
A= VT 7 a rEREBLIOEILT 512, ROFIEEZFEITLET,
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AWS ~) ASA {%#8 Auto Scale /1 2 —> 3 > OEA |

. NLREZR—
cAWS BN A — U P DE c AT — AT U NT 7 v a AL I ENET 505
EZOWTIE, ROV 7 2B T ESIN,
A=Y 77 at AD—KHE L &
NILREZZ—
60 7> Z & 12, CloudWatch Cron ¥ = 71X, Health Doctor <& ¥ = — /L@ Auto Scale Manager Lambda
RV HT—LET,

« B0 73 ASA Virtual VM BT 28572 IP 3% 554, ASA Virtual O REAFFREIZS | BRI %
BzxdE, ZOAL U AF U ATHIBRENE T,

« FLEHD IP BALh7: ASA Virtual w3 > O IP TIEARAWES. IP TN Y —4 v F 7 L—
TLHEIBRSNET,

ANILRAEZAR—DEIE

ANIVAE =B —H BIHZ T 521X, constant.py T constant % [True| [ZF%E LT,

NILRAEZ A —DFEDIE
ANIVAE =S — AT HITIE, constant.py CEEM % [False] ([Zi%E L ET,

FATHAIILT v I DEHIEL

FUS, FTATHAINT v 7 BB THHLERHY £9, WP TDHE, AV AX A
BIMDOA o HZ—T oA ADBIMENFET A, F7-. ASA Virtual 1 > A X ADREICEG: L
THRETDHZ 0N £,

Auto Scale Manager M #E%h1t

Auto Scale Manager % E2N{L3 2121, ZHE 41D CloudWatch 1 X2 | [notify-instance-launch |
& Inotify-instance-terminate] % LT H2MENH Y £, ZHbDA X FEHEHIZL T
b, HLWA N2 F@DLambdald b U H—SE A, L, T TICET STV S Lambda
77 v a AATRT SHVE T, Auto Scale Manager NZERIEILTHZ LITH D FHA, AX VT
DOHIFRETILY V —ZADHIFRIZ X 5228 DF IR A D &, RNERIBIZR D RN H D £
o

O— KNS HDE—57 v k

AWS 0 — RRZ 3 TlE, BEOX Y NI —0 A Z—T = Af Ao L AZ L AICH L
TAVAB L RABATDE =7y EBFFAI SN2, Gigabit0/1 ¥ —7 = A A 1P &
B—0y NTN—=TDH =y N LTRESNET, 7L, BIEDO L A, AWS Auto

Scale D~NVAF = v 71X, IP TlER<, A VY AZ U AZATDE—7 >y Mk L TOHERE
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| AWS ~> ASA {7 %8 Auto Scale /') 1 — 3 Y DEA
1vz28vz2nzaviq |

LET, 72, ZNHDOIPIEX—7 v 7 A—706 HEZEME N0, BIFRENzY
LEHA, LI -T, AutoScale Y U a—a i, TNOWTDOZ AT 70T AT
FLET, 27750, AT F U AR NI TN a—T 4 V7 OBEIT. FEITEITT HMEN
HDHZENHY ET,

B—5y FTI—T~ADE—45 v FDEER

ASA Virtual f > AKX v A% v — RNT 2B ET D121, Gigabit0/1 o > AKX A TP (UM
T Xy N BTy N LTH =y NTA—T BT A LERHY £, [IPT KL
AL DH =Ty NOBERE TR MRR] ZSBRLTIESN,

B—ty b IN—TDEDE—5 Y DB

— KT 254D ASA Virtual A > A X o A DBGRA RS 5121E, Gigabit0/1 A > & #
VAP BNBH TRy R) EF—Fy NIA—TDE—Fy b e LTHIBRTALNERHY
T, [PT7 RLRIZKDZ—4 v NOBEEEIITBEMER] 22 L T,

ARBVADAZ iINA
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. Azure Resource Manager 5 5 0 ASA {48 for High Availability )& A

Azure Resource Manager 5 5 @ ASA {48 for High Availability M & A

ATy T

ATy T2

ATvT3

ATy T4

& DOFNEIL., Microsoft Azure T Al M (HA) ASA (R X7 2% E T 5 FIEOMIE 2 /R LT
WET, Azure DR TEDFEMZFIRIZOWTIE, TAzure 2> THh D] 2L T &V,

Azure D ASA AR HA TiX. 2 2D ASA R Z o[ My MZEAL, VY —A TV v
JIPT7T RVA, W= T —T N7 EOXERTEHBICAERLET, BAKZIZ, 26D
REZSHICEHTX £7,

Azure R—H i 7 A4 v LET,

Azure R—H )WL, T— XX —OEGFICERRL BEOT AT NV T R T Y Ty g B EAT
FoONTRBEZRERRTLET,

~—2 v N7 LA AT [Cisco ASAV] ZZE L, [ASAVANICHA] %27 U v 7 LT, 7=—/bA—/3— ASA

AR AR 2 BEA L £,

[Basics] X E Z iR L £ 77,

a) ASARME ~T DT V7 4 v 7 A AN LET, ASABIR OL4FNL Vo7 4w 7R AL [T
V7 4y A BT ET,

EE MAEDO TV T 4o 7 AZFH L TCWARNWZ 2R LET, AT E., BAITEKLE
ER

by L=V —HEANLET,
ZAUEIE S ORI~ v v DE B — W — 4 T,
EE Azure T, admin &) 2 —P—HIFEHATE T A,

c) MDA~ NIREAES A 7 & LT, [Password] & 7213 [SSH public key] DWW T i %8R L £ 7,
[/SAT—F (Password) ] &R L72HE1E, NAUV—FE2 AN L THEE L ET,

d VYT RI7VTvar XA TEERLET,
e) [Resource group] iR L F 7,

[Createnew] ZiBIN L CTH LW Y V) — R TN —T%AEKT 5 D>, [Useexisting] CEEFD Y V) — R J)L—
TEERLET, HFEOY V=2 IN—TE2EHTL561%, ETHLLERHY £T, £9 Thn
BT, LW Y= TI—TEERT DL ERH Y F3,

f) [Location] Z R L £7°,
BinE, X2y NV—I7 BN V=R IV —=TLELCTHLINERDH D £F,
g) [OKlZ27 VU2 LET,

[Cisco ASAv settings] Zi%E L £7,
a) R~ DV A X @R L 9,
b) [Managed] & 7213 [Unmanaged OS disk] A F L — U Z @I L 97,

BE ASA HA &— R CIIH (2 [Managed] Z#fEH L £,
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https://azure.microsoft.com/en-us/get-started/
https://login.microsoftonline.com/common/oauth2/authorize?resource=https%3a%2f%2fmanagement.core.windows.net%2f&response_mode=form_post&response_type=code+id_token&scope=user_impersonation+openid&state=OpenIdConnect.AuthenticationProperties%3dLf-okBvP8JbNbHiewraHfcemcnovdhcjFJXbvGcviLtENW6Y7cxi9THjBse_F7yX2nH5nV4g_LdegMMfjOf4Oj0odG7yAhQPW0aqxwZDYcOEPbPZy7Q0iCYX-sdNEjF5woh394K85NUTbVN4NZJ-L7I6lHJUEh_stwT8IHsoNrysLeOUbqWcfJNkFPac_jbe2vpxXjIDSHSorHs3kF1hDAmBcsY&nonce=636574191076743854.ZjVjODYwMGQtMmYyNy00OTMwLTgzNWUtOGU2MTNhYzViOWQ3NjAyMjFjOTktMGEzZC00ZjBjLTk1Y2UtMGYwZDk0OGU0MGQ5&client_id=c44b4083-3bb0-49c1-b47d-974e53cbdf3c&redirect_uri=https%3a%2f%2fportal.azure.com%2fsignin%2findex%2f&site_id=501430&client-request-id=dd51078a-3a01-4d44-99b6-230a03bd77c8&x-client-SKU=ID_NET&x-client-ver=1.0.40306.1554

| Microsoft Azure 7 59 K~ ASA fR 18 DEA
VHD & U Y—RF > FL— FEHEALE Aare 150 ASA 78 BA [

AT 9 T5 [ASAV-A] REERER L £,
a) (A7 3 ) [Createnew] ZiEIN LT, [Name] 7 4 —/V RIZIP 7 KL ADT~L%& AL, [OK] %
IV 7 LTART Yy ZIPT RUVARZERLET, X7V v IPT RUARKLELRWEEIX, [None]
EIRL £,

GE) Azure X, VM ZEIE L CHIEEI T2 L ERINDAEROH D, XA FI v 7 TV wr
PET 74V NTIIER LET, BEIPT FLAZELTIHEIT. A—Z L1037 v
JIPEBE, A FTI 07 T RLANLRET 47 T RLVAIZEELET,

b) MEIZLLT T, DNS DT ~ULZEML £9,

SERMERT N A A 41, DNS 7L & Azure URL DFAE DT,
<dnslabel> .<location> .cloupapp.azure.com D RIZ 72 W F 97,

c) ASAv-A BENRFZKDOA ML — T MOHBERREZHER L ET,
ATvT6 [ASAV-B] REICONTH, ZOFIEEZMHE KL ET,
AT9 T BEFEORBEAR Y bU—7 ZBIRT 20, LAy N T —27 Z{ER L £,
a) ASARME ZEANTH 4007 %y hEREL, [OK]Z7 Vv 7 LET,
BE EALUE =Tz A A —BOY TRy NZT Xy TFTTHLENRSY £7,
b) [OK]%2 VU vZ7 LET,

ATy 78 RO [Summary] 2R L, [OK] 227 U v 27 LET,
ATv 79 RIS EZMZE L, [1EK (Create) 1227V v 7 LET,

RDZRY
*SSH Z/r L TANTE % CLI 2~ R&ffd 250, £721L ASDM 2l L T, BEL
BATLET, ASDM IZT 7 B AT HFIEICOWTiX, TASDM Of#H)) #ZML T2
é l( \O
» Azure D ASA {RAE HA #ERR OFEMINZ DWW TIL,  TASA Series General Operations Configuration
Guide] @ [Failover for High Availability in the Public Cloud] D&F % B L T 72X,

VIDEB LYY Y—XTFoTL— rZERALT=Azure 550D ASA 8 D
EA
A A NRAET A EHE VHD A A — Y2 LT, MBE DI 2 X L ASA A A A — 2 %2 1ERk
TXFd, VHD A A—V2HEH L CREETHI121E, Azure A hL—T 7 B w2 MZ VHD A
A—=THET o= RTHLERHYET, RIZ, To70—FRLET A AT A=UBLO
Azure Resource Manager 7 > 7' L— R 2l LT, HBRRA A —V2{ERTE £ T, Azure 7
L= hE, VY= ADRBHENRT A—FDEZRNEEN TS ISON 7 7 A LT,
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https://www.cisco.com/c/en/us/support/security/adaptive-security-appliance-asa-software/products-installation-and-configuration-guides-list.html
https://www.cisco.com/c/en/us/support/security/adaptive-security-appliance-asa-software/products-installation-and-configuration-guides-list.html

Microsoft Azure 7 5™ K~® ASA {8 DEA |
B vio 5500 Y—27 2T L— FEER LT Are 150 ASA RA8 DEA

1R BHHEIIZ

cASARIE T 7L — FOREBICIZ, JSON T 7L — b B L O IT 5 JISON /RT X —H
T ANNBUETET, oL — 77 AT, RO GitHub VRS R b AT o—
KT&EE1,

https://github.com/CiscoDevNet/cisco-asav/tree/master/deployment-templates/azure

e T UL —NENRT AR T 7 A )VERERT B RIEICONTIE, 8 Azure U VY — X T
L= hOf (146 N—) B TSV,

« ZOTFNETIX, Azure |Z Linux VM 2MFEL TWAHLENRH Y £9, —FAY72 Linux VM
(Ubuntu 16.04 72 &) ZEM LT, Azure (ZJEMVHD A A=Y &7 v 7 n— 452 L%
BEIOLET, 2O A—VEMHRT HITIE, KIS0GBDA ML —URMETT, Fio,
Azure @ Linux VM 705 Azure A f L—U~D7 v 7r— FEEINEL 720 F97,

VM ZAERT 2 BN S H581E. IROWT IO HEEZHH L ET,
e Azure CLI 12 X % Linux {RIE~ 3 > OIERK

o Azure 7R — % /L CO Linux AR~ > v OERL

cAzure V7 A7 ) Ty a T, ASAUER A BB AT CHAFRER A ML —U T A Y
:/ ]\ ﬁ§‘\‘%:w<:“a40

AT w1 https://software.cisco.com/download/home ~— 235, ASA AR JEHfs VHD 4 A —V %X > u—KLE
R
a) [Products] > [Security] > [Firewalls] > [Adaptive Security Appliances (ASA)] > [Adaptive Security Appliance

(ASA) Software] ([ZFEHE) L £7,
b) [Adaptive Security Virtual Appliance (ASAV)| %7 UV v 7 L7,

FHEICHE > TA A=V EX T a— RLTLEEN,
7= & 21X, asav9-14-1.vhd.bz2

ATw T2  Azure D Linux VM IZJEHE VHD £ A —Y A a ™ — L £,

Azure LD TT7 7 AN BRI THT-OIHEHTE 247> a v EEL<HV ET, ZOBITIE,
SCP (% =a7zavb—) Z/RLET,

# scp /username@remotehost.com/dir/asav9-14-1.vhd.bz2 <linux-ip>
ATY T3 Azure ® Linux VM IZu 7' A > L, JEM§ VHD 4 A—V % at— L7774 L7 M VIZBEILET,
ATy T4 ASARIE VHD A A — V&R L 7,

77 AN TR E TATEMRER T 272D TE LA T v a UingiZ<HV £79, ZOFITIE Bzip2
2—F 4 VT 4 ZmR LET, Windows N—AD2—F ¢ VT ¢ HIEFICHEGE L 97,

# bunzip2 asav9-14-1.vhd.bz2
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https://github.com/CiscoDevNet/cisco-asav/tree/master/deployment-templates/azure
https://docs.microsoft.com/en-us/azure/virtual-machines/linux/quick-create-cli
https://docs.microsoft.com/en-us/azure/virtual-machines/linux/quick-create-portal
https://software.cisco.com/download/home

| Microsoft Azure 7 57 F~® ASA {R38 DEA

ATy TH

ATvT6

VHD 5 & U V—R 7> T L— kA LT Are 150 ASA 28 A |

Azure A NL—U T AT MDA TFICVHD 27 v 7 u—RRLET, BIFOA ML—VT AV M
AT 21E0, FBUMER T2 b TEET, A ML—UTH TV MIIE, NCFEEBTFOHREE
HTEET,

ANV =UT AT MIVHD 27 v 70— KT TE ATV a v BE<H 0 £,
AzCopy. Azure Storage Copy Blob API, Azure Storage Explorer, Azure CLI, Azure 78— % /L7 £ T3, ASA
AR LRIHDORESDT 7 A ML, Azure R—F VEFR LW L AHEEL E7,

WOBNE, Azure CLI ZfEH L7 E/R L TWET,

azure storage blob upload \
--file <unzipped vhd> \
--account-name <azure storage account> \
--—account-key yX7txxxxxxxxldnQ== \
--container <container> \
--blob <desired vhd name in azure> \
--blobtype page
VHD 7> 5 F#RIGA A — Va2l L7,
a) Azure R—H LT, [f A— (Images) ] ZER L E7,
b) [EM (Add) 127U v 27 LT, HiLWA A=V EERLET,

¢) KOEHREANLET,
s [401 (Name) |: HELRA A=V D2 —F—FEZOARTEZ AT LET,

o[V 7 A7 U a3 (Subscription) |: Ry 7HX T URRNNLYT A7 Y Fva @R L
35 8

o[V YV —RATN—7 (Resourcegroup) ]: BEFDO VU YV —AT)N—T%RIEINRT D0, HLWY V—2R
TN—TEER L ET,

«[0ST 4 A7 (0Sdisk) 1: 0S8 %A 7 & LT Linux Z#34R L EF,

s [AFL—Y 717 (Storageblob) 1: AL —UTHhUr hEBBEL T, 7 v/ u— KL/ VHD
ZIEIRL E9,

[THDU FZAT (Accounttype) ]: Fry 7 XU X MG [fE4% (HDD)  (Standard
(HDD)) ] Z#R L £

s [RARMF¥ v 2 (Hostcaching) ]: Ry X T U A LD @AY /FEEIAL
(Read/write) ] Z#IR L F7,

[F—#F 427 (Datadisks) 1: 774N bOEFICLCHEET, F—FF 4 A7 &BMLA
NWTLEEN,

d) [fEpk (Create) 1227 U > 7 LET,

[ A=V NIEFICIER SV E L7z (Successfully created image) | &9 A v &— U708 [[#%0
(Notifications) ] % 7 D FIZEKREINDETHLET,

GH) BHEMNBRA A=V IMER SN, Ty 7ae—RLZVHD &7 vy 7 r—RK AL —Y T h
7 NEHIBRTEET,
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Microsoft Azure 7 5™ K~® ASA {8 DEA |

B vio 5500 Y—27 2T L— FEER LT Are 150 ASA RA8 DEA

ATy 717

ATvT8

ATvT9

ATv 710

ATvIN

ATV 712

BHUAERR LR A A= D Y V=2 D Z#Bf5F L £7,

Azure DRI TIZ. HHWAEY YV —2ZARY V—RIDIZEEMITONTWEST, VY —Z2IDIX. ZDO&
B RA A=V OH LWASARAR 77 A 7T U — NV EET D & SITHNEIZRY £9,

a) Azure "—X /LT, [1 A— (Images) | RN LET,
b) HIDAT v T TIERR LT2 BRI RA A — V2RI L 7,
c) [ME (Overview) [#27 Vw7 LT, f A—YDOTuXT 0 2FRLET,
d 7V y7R=FIYVY—XIDEZat—LET,
JY—XID %, ROBXELEIY 7,

/subscriptions/<subscription-id>/resour ceGroups/<resour ceGroup>
/provider §Microsoft.Compute/<container>/ <vhdname>

BHARAA—VBLIOY) YV —=AT T — b2 LT, ASAIR 7 7 A 7T U+ — LML £,

a) [HiHl (New) 1 ZBIRL, A7 a v OLBBRTEL L1025 F T[T 7 b— MEB (Template
Deployment) | ZfR5E L 9,

b) [fEAL (Create) ] ZBHR L £,

) [T 4 X THBEDT 7 L— F&#EE 9 % (Build your own template in the editor) ] ZER L £ 77,
AAL <A RATEDLEADT T L— bPMERSNE T, 77 L — b 2AERT 2 HEDFIZ SV
T, VY =A T 7 b= hOER (148 <—2) 2L TSV,

d) HAZ~AALREISONT T L—ha—FR&v o » RUIZREY 1T, [R7F (Save) 122U v 7 L
E RN

e) Rev 7 Xy JR NN [T A2 Y7 3 (Subscription) | 3R L ET,

) BEFEO[Y V=R 7 —7 (Resourcegroup) |ZIERT L, LW Y —=ZA T N—TZ{E LET,

g Key 77X URXEhs [ —3 3 (Location) | Z#INLET,

h) BIAT v P DOEHFIRA A=V DY Y —ZID (ResourceID) ]% [VMEFHEA A —ID (Vm
Managed Image Id) | 7 « —/V RIZHAE O 1T £,

[77 A% LB (Custom deployment) ] X— D EFIZH D [23T7 A — X OfRME  (Edit parameters) | % 7

Uo7 LET, DA ARXTELNRT AT T — bBMERESNET,

) [77ANDE—F (Loadfile) %2 U w2 L, HAX~A X LT= ASAUR T A—47 7 4 L%
ZRLET, RTA—FT T L— hEERTHHIZONTE, 8T 2 =% 77 A VOfERE (157
N—=) | ZBRLTLEIN,

b) HWAZ~ARXLIISON/NNT A—Fa— &0 02 RO, [fR7F (Save) 1227V v 27 LE
75

T AL KEROGEM AR L E T, [FEA (Basics) | & [i%E (Settings) 1D1F#H ([U Y —AID (Resource

ID) 172E) i, MELLEHEREC—HETLZ LM LET,

FIABR 2R L, [ EREoRHBAICIEE LE3 (Iagree to the terms and conditions stated above) ]9~ = v

IRy I A% F AT LET,

[N (Purchase) 127 VU w7 L, BHHAHRAA—VBLOIAZ LT 7 L— R & LT ASA /8

TrAT U —NEEBANLET,

TUTVU—= R T 7 ANERT X=X T 7 A VIZEEEDR2TIE, BEPEFIZET LTWAIRT T,
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| Microsoft Azure 77 52 K~ ASA {R%8 DEA
Azure T IPv6 4K — Fxt% AsA i oEE I}

BHSEA A—F, R T 227U 7y g B OMIRNOEROREBICHER X 7,

RDEZRY

*SSHZ/TLTCANTEDCLIa~y REHAT I, F/IEASDM 2 LT, ZE%E
HATLET, ASDMIZT 7 B AT AFEIZOWTIX., [TASDM OE#E)] 2L TL 72
él/\o

Azure T® IPv6 H7R— L x5 ASA {R7E D ERH

ZDFETIX., Azure R—H )LD TPv6 Vil — b x4 D ASA AR & BER3 2 FiEIC W TCEL
LET,

Azure T IPv6 #HHR— T HEFHAICDNT

ASA AR B, 9.19 LIRE, 1Pv4 & IPv6 DTl i &2 %A — bk LET, Azure TiE, AR v K
U — 7 B E 7213 % Marketplace 3 — B A7 5 ASA (AR ZE R T £98, H
£, Azure OH|RIZ X V| Marketplace 77V 7r—3 3 VHLUEIL, IPv4 _— A D VNet/H 7 % v
FORHEFHEIZIIERT D LD ICHIRS TV E T, IPv6 7 KL AZBEFD VNet IZFE) T
BRETHZEITTEETN, IPve 7 K> M TRE I VNet IZH LU ASA AR A A ¥
VAEBMT DI EILTEER A, Azure TIL, Marketplace #Jr L CVU Y — R & JEBAT 5 Hik
PUNORET o —F 2 EH L T — N X—=7 40 V=22 BT LI, —EOHIRE
BLTWET,

CAFHIIE, IPV6 T KLy v 7 YR — b1 572010 ASA R Z BT 2 2 2D iiE%
AL TnE9,

WD 2ODEISLTAZLIPVe T L— RIS E T,

o [ AH AIPV6T > 7 L— K (ARMT 7L — )  (CustomIPv6template (ARM template)) ] :
Azure |0 Marketplace 1 A — & WHIRIIZS T % Azure Resource Manager (ARM) 7
TL— b LT, IPv6iXED ASA AR 2RI D7 icfgtishEzd, 2077
L— MZiE, IPv6 R — b RO ASA AR 2RI 25 L 5 ICREFRER Y Y —A LT
A—BEFREGLISON 7 7 A ABEENTNET, ZOT7 7 b— MEHT512F
[Marketplace £ A —YZHZ G A X LAIPv6 7 2 7 L— M L7z Azure 226 D
Bl (135 ~—2) | 2L TIEEw,

71 7T MK DAL, PowerShell, Azure CLI, ARM 7> 7 L — b, £721% API 4
LCHAF LT T L— bERET D720, Azure Marketplace LD VM A A —T~D 7T
IR AEHFNTHTaEATT, VM~DT 72 AZHFNETIZ, ZNOLDOHAX LT
7V%F%VM BT EIFHIRSNTWET, ZOXIRIARAZ LT T L— %
MIZEBLEY ET2E, ROZT—Avb—URERINET,

Legal terms have not been accepted for this item on this subscription. To accept legal terms ....and
configure programmatic deployment for the Marketplaceitem .....
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Microsoft Azure 7 5™ K~® ASA {8 DEA |

B rare cope v R— 3 2EBIZOLT

ROWNTNDD T EZFH LT, Azure TO 71 7T A X AR EZ AT LT, Marketplace
AA=VESBRTHHAX LIPv6 (ARM) 77 L— R REATX £,

cAzure R—AJL : HAXZLIPv6e T 7L —k (ARMT o7 L—h) ZREBETH7=D
(2. Azure Marketplace THIM #JHE7Z2 ASA AR DB IS T D570 7T MK DE
B4 v a v amghc LET,

e« AzureCLl : CLIZ~ > R&FEITL T, W AKX ALIPv6 (ARMT 7 L— ) ZEET
Ao rTa 7T AMIIARBEEZAENICLUET,

HRBALVHD A A= EIPV6 T TL—k (ARM T FL—F) : Azure T VHD A

A=Y L ARM T o7 L— hEHER L TEBENSA A=V E2ERLET, 207tk

IZ. VHD &V Y —RAF7 7 L— b & L7z ASA AR ORI ChES, 277
L— M, BEFICEHEIRA A=V 22U, IPv6 AR — M5 ASA AR % B4
572D Azure |27 v 7 — RLTHETEHARM T 7 L— b &AL £, VHDE
JOHARLZLIPVOT > T L— F & L7 Azure 25 DR (141 %—Y) &ML TL
7EEW,

AR NIPV6 T 7 L— k& L 7= Marketplace £ A — Y £ 72X VHD A A —T &2 &L C,
HALLIPV6T 7 L—h (ARMT 7 L— 1) ZEHA L CTASARR 2 BT 5 7 nk 2,

ASA iIF8 DREFICE EN D FIHITRD LB T,

*®19:

F
&

Process

1

IPv6 7R — F x5 ASA AR DB % 51 LT\ 5 Azure C, Linux VM Z{Epk L &
7,

Marketplace £ A — B TH AL LIPv6 T > 7 L— FZfi [l L T ASA AR Z RBHT 5
BAICDH, Azure R—Z )V ET2IZ Azure CLITT 1 7T ML D BA 7Y a v 2 FH%)
W LET,

BEOZA TG LT, WOHARLT T L— X ra— R LET,
* Azure Marketplace 2 A A =T ZAEH LI A Z L 1Pv6 7 7 L— |,
T AHE NIPv6 (ARM) T 7 L— N&2{FEH L7~ VHD £ A —3,

HAZLIPY6 (ARM) T FL— D IPv6 N T A —ZZFH L ET,

GE) Marketplace £ A== a VNS THY 7 R 2T A A=Y N—T 3
Y DRT A —HfEIX, Marketplace £ A — VS TH AL LIPv6 7 7 L —
~ & LT ASA RAR Z BT 2458 ICOHBMETT, Y7 by =T /38—
Va yOFMAERGT AL, 2w REFATTOMERH Y £7,

Azure N—Z )L £ 7213 Azure CLI I L CARM 7> 7L — F 2 BB L £,
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| Microsoft Azure 7 55 F~® ASA {R18 OEA
Marketplace 1 * —CSBEZELH R 2 LIP6 T2 T L— L&A L 1= Azure i 5 D ER .

N

Marketplace f A — SHBEELHRAFZLIPG T TL—FEFERAL
= Azure 1 5 D B

Marketplace f A —T %S L, HWAXLIPV6T 7 L—hK (ARMT 7 L—h) ZHEMALT
ASA A8 ZREAT 27 rE A,

ATFY 1 Azure R—Zica 74 LET,

Azure R—H )WL, T—H2 B X —OEGFICERRL BEOT Ay NV T AT Y Ty g I EEAT
FoNTRBEZERRTLET,

ATY T2 ROFET, Azure R—F IV F1T Azure CLIZEH L T e /S A X D REBEEENZLET,
Azure R—H VT DOA T a 2B THIZE, ROFIEEZFEITLET,

a) [Azure (H—ER) (Azure Services) | C[¥ 7 A7 U 5 (Subscriptions) | %27 Vv 27 LT, #
TAI YT vay Tb—RX=U%EFRRLET,

b) MDA T, [RE (Settings) 147> arD[FT77 T LK 5ERM (Programmatic Deployment) ]
27V w7 LET,

VM IZEBENTZTRTOXATDY V—20, B#T 237270 a8 L EHICERSIN
F7,

c) [AT—HA (Status) FIT, BDAXLIPV6 T > T L—bDT 07T AMIEDHEBRODICEST S
ASA AR BRI IET 5 [A20E (Enable) | AR %27 U v 7 LET,

ER

Azure CLIZEH L CZ DA v a Y E2EMNCT AL, WOFIEEZETLET,

a) Linux VM ICBEI L L7,
b) KOCLIa~y REFLTLT, WAX ALIPV6 (ARMT 7' L— ) #RETLIZOOT v s T AL
LREAEZANILET,

avy ROFATRFZ, A A=V OV TR 7y a8 1IRETRNICRET2XLERH Y £,
# Accept terms
az vm image terms accept -p <publisher> -f <offer> --plan <SK U/plan>
# Review that termswere accepted (i.e., accepted=tr ue)
az vm image terms show -p <publisher> -f <offer> --plan <SKU/plan>
FNUENOFBAITRD LB TT,

* <publisher> : 'cisco',

« <offer> : 'cisco-asav'

* <sku/plan> : 'asav-azure-byol'
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Microsoft Azure 7 5™ K~® ASA {8 DEA |

. Marketplace 1 * —CSBEZELH R 2 LIP6 T2 T L— kA L 1= Azure i 5 D ER

ATvT3

ATvT4

ATy T5

ATvT6

LRI, BYOLY 7 A7 V7 a7 I 0 CRATARZDOTu 7T ML ASAFIE OREE AR
T ha<vwy R22 U7 Nof T4,

* az vm image terms show -p cisco -f cisco-ftdv --plan asav-azure-byol

WD a~ R&FE{TL T, Marketplace f A — /83— g VIS T DY 7 h =T 8= g VORE % B
BLET,
az vm imagelist --all -p <publisher> -f <offer> -s <sku>

ZNENORBITKRD LBV TH,
* <publisher> : 'cisco',
« <offer> : 'cisco-asav'
* <sku> : 'asav-azure-byol'
LLFIE. ASA {48 @ Marketplace £ A — /83— 3 VICHYT 5 Y 7 b U =7 83— 3 O & B
ToHaxr FA7 U7 FORITE,
az vm imagelist --all -p cisco -f cisco-ftdv -s asav-azure-byol

FoR SN LM FTEEZR Marketplace £ A — 3=V a3 DY A R G, WTERNDO ASAIE N—T 9 U &
IR L £,

ASA AR @ IPv6 7R — FEBIDLG AL, ASARIE N—T 3 0% 919* DL EE L CERIRTOIVLENRH D £
7,

Cisco GitHub U 7R | U 75 Marketplace 7 A% A 1Pv6 7> 7L — K (ARMT 7L — k) XU a—
F\Li—é‘o
T A=H T T L—hK 774/ (JSON) TRBEMEZIEEL T, "I7A—ZT7 7 A V2 HfiiL£7,

WDOET, ASAAR HAE LB OH AZ LIPv6 T T L— bXTF A—HIZATTTDHMHEN D 5 B
fEIZOWTHEA L E9,

INTGA—HBZ Rl SN B E/ 2 A4 T D1 B

vmName cisco-asav Azure T ASA {8 VM IZ4Hil &
fHF %9,

softwareVersion 919.0.24 Marketplace f A —3//\—3 3 >

DY T RT 2T R—=Ug 0,

adminUsername hjohn ASA AR \cu /A v F Ha—
P—4,

BEEIZEID Y TOHND T4
ladmin| (IEHATE EHA,

adminPassword Hjohn@123456 EHET T RO/NRAT —
[
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| Microsoft Azure 7 55 F~® ASA {R18 OEA
Marketplace 1 * —CSBEZELH R 2 LIP6 T2 T L— L&A L 1= Azure i 5 D ER .

INTGA—BH A SN BB/ A TDHI B

NRAYT— ROMAE LT, 12
~ T2 LF-DFHLF T o D BN
b FET, T RIF. K
T RS T AR G DR TR
AT—=RNIZTOHHMERDH Y F
7T

vmStorageAccount hjohnvmsa Azure A RL— T B2 b,
MDA N —YT AT b
R 2137, BHBUSAERLT S
TEHTEET, AL—UT
AU M, 3~ 248 LFOR
ST HRERHY 3, /DX
F BT OH LA DTN
AT—RIZTH0ERH Y £
D

availabilityZone 0 BEIOR A — 2 ET 5
&L HEE L e AME Y — oo
7y 7 1P &R~ > U DMERK
SNET,

A HME Y — 2 DR E N LEL 2N
LelE, 10) CERELEd, =
WU 7=k v MY — &
R—FrLTHBY, ANSNTfE
MIELWZ L 2R LT EE
WV, (fEIX0~3DEHKTHD
MR EH Y FF)

userData \ninterface IR~ o cESNDHa—H—

management0\/0\nmanagement-only\nnameif F
o

management\nsecurity-level 100\nip
address dhcp setroute\nipvé
enable\nipv6 address dhcp\nno
shutdown\n!\ncrypto key generate rsa
modulus 2048\nssh 0 0 management\nssh
timeout 60\nssh version 2\nusername
admin password Qlw2e3r4 privilege
15\nenable password Qlw2e3rd4\nusername
admin attributes\nservice-type
admin\naaa authentication ssh console
LOCAL\n!\naccess-list allow-all
extended permit ip any

any\naccess-group allow-all

global\n!\ndns domain-lookup
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. Marketplace 1 * —CSBEZELH R 2 LIP6 T2 T L— kA L 1= Azure i 5 D ER

Microsoft Azure 7 5™ K~® ASA {8 DEA |

NS A—H %

A ENBIE/Z A TDH

B

management\ndns server-group

DefaultDNS\nname-server 8.8.8.8\n!

virtualNetworkResourceGroup

cisco-asav-rg

ARy NU—2 &G ) V—
AT N—T DR,
virtualNetworkNewOrExisting 73
new DG, ZOMEIET 7
L— FORAMISERRS LY
VAT N—T LRI ToH D
ERd £7,

virtualNetworkName

cisco-asav-vnet

FARTR > b U — 7 D44,

virtualNetworkNewOrExisting

new

ZDONRTA=ZIZL->T, L

b‘ﬂi,uﬂ\ v hU— 27 ZAET %
 BEFEOAER Y U —2 &

Eﬂﬁ“éﬁ WIREY £,

virtualNetworkAddressPrefixes

10.151.0.0/16

ZAUTMAER Y U — 27 D IPv4
T RUVAT VLT 4w 7 AT,
l'virtualNetworkNewOrExisting |
25 Tnew) IZEREIINL TS
BNZDHMEETT,

virtualNetworkv6AddressPrefixes

ace:cab:deca::/48

TR N T — 27 D IPv6
T RUVAT VT 4T AT,
l'virtualNetworkNewOrExisting |
2 Tnew] ITREINTWDY;
BICDHMEETT,

Subnet]1Name

mgmt

BHY TRy MM,

Subnet1Prefix

10.151.1.0/24

THIFEEY TR MNPv4 T L
T AT AT,

lvirtualNetworkNewOrExisting |
2 Tnew] ICRE SN TWVDY
BN DHMEETT,

Subnet1IPv6Prefix

ace:cab:deca:1111::/64

CHIFEHY 7Ry FPv6e 7 L
74T AT,
l'virtualNetworkNewOrExisting |
25 Tnew] IZRESNTWDY
B DHMEETT,

subnet1StartAddress

10.151.1.4

A X —T 2 ADIPVAT
FL A,
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| Microsoft Azure 7 55 F~® ASA {R18 OEA
Marketplace 1 * —CSBEZELH R 2 LIP6 T2 T L— L&A L 1= Azure i 5 D ER .

INTGA—BH A SN BB/ A TDHI B

subnet]1v6StartAddress

ace:cab:deca:1111::6

B A X —T 2 ADIPV6 T
FL =&,

Subnet2Name

diag

F—H A A =T 2 A1 DY
T M,

Subnet2Prefix

10.151.2.0/24

HhET—E A E—T AR
17y NIPVA LT 4 w7
AT,
lvirtualNetworkNewOrExisting |
2 Tnew| ICRESNTWDHY
BN DHMEETT,

Subnet2IPv6Prefix

ace:cab:deca:2222::/64

HhET—E A B —T AR
173y NIPv6 L7 (v
AT,
lvirtualNetworkNewOrExisting |
2 Tnew| ICRESNTWDHE
BN DHMEETT,

subnet2StartAddress

10.151.2.4

T—HAE =T 2 A1 D
IPv4 7 R LA,

subnet2v6StartAddress

ace:cab:deca:2222::6

F—HAHE =T 2 A 1D
IPv6 7 KL A,

Subnet3Name

inside

F—HB A B =T 2 A2 DY
Tx oy M,

Subnet3Prefix

10.151.3.0/24

THET—H A =T oA A
2T Ry NIPVA T LT 4w
AT,
lvirtualNetworkNewOrExisting |
2 Tnew] IZREIN TS
B DHMEETT,

Subnet3IPv6Prefix

ace:cab:deca:3333::/64

THET A =T AR
2T Ry NIPV6 LT 4
AT,
l'virtualNetworkNewOrExisting |
2 Tnew| IZRESNTWDHY
AICDHLEETT,

subnet3StartAddress

10.151.3.4

Fe BB —T 2 A2 D
IPvd 7 KL A,
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. Marketplace 1 * —CSBEZELH R 2 LIP6 T2 T L— kA L 1= Azure i 5 D ER

Microsoft Azure 7 5™ K~® ASA {8 DEA |

NS A—H %

A ENBIE/Z A TDH

B

subnet3v6StartAddress

ace:cab:deca:3333::6

Fe BB =T 2 A2 D
IPv6 7 KL &,

Subnet4Name

outside

F—H A A =T 2 A3 DY
T M,

Subnet4Prefix

10.151.4.0/24

HhET—E A B —T AR
3T Ry NIPVA TS LT 4 v
AT,
lvirtualNetworkNewOrExisting |
2 Tnew| ICRESNTWDHE
BN DHMEETT,

Subnet4IPv6Prefix

ace:cab:deca:4444::/64

hET—E A B —T AR
3T Ry NIPV6 LT 4w T
AT,
lvirtualNetworkNewOrExisting |
25 Tnew| ICRESNTWDHE
BN DHMEETT,

subnet4StartAddress

10.151.4.4

T=BA I =T A A3 D
IPv4 7 R L2,

subnet4v6StartAddress

ace:cab:deca:4444::6

Fe B B—T A A3D
IPv6 7 KL A,

vmsSize

Standard D4 v2

ASA AR VM O X,
Standard D3 v2 7 7 /L F T
j—o o

ATy TT ARMT 7L — 2R LT, Azure R—Z /L £ 721% Azure CLI CASA R 7 7 A T o +—/LZ R L
F9., Azure TO ARM 7> 7L — FOREBIZOWTIL, kD Azure R¥ 2 AL FEBRL T &0,

+ [Create and deploy ARM templates by using the Azure portal ]

+ [Deploy a local ARM template through CLI]

RDEZRY

SSH # /" L CAJIT& 5 CLI 2~ R&EEHAT 50,
LEJ, ASDM |ZT 7 & 242 FEIZO>W T,

F7/IXASDM 2 LT, REEFAT
[ASDM DOBRtf] ML T 72 &0,

Security Center NOHELTEIAN £ D K 512 Azure U Y — A DLGEIZENL DD OFERIZ DUV T,
Security Center 2> 5 A FRIGER~ =2 7 LA SR L T 7Z S0,
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https://docs.microsoft.com/en-us/azure/azure-resource-manager/templates/quickstart-create-templates-use-the-portal
https://docs.microsoft.com/en-us/azure/azure-resource-manager/templates/deployment-tutorial-local-template?tabs=azure-cli
https://www.cisco.com/c/en/us/td/docs/security/asa/asa918/asav/getting-started/asav-918-gsg/asav_config.html#id_45820

| Microsoft Azure 7 59 K~ ASA fR 18 DEA
VHD 5 & UNRELIPVE 7> T L— k&AL Aure 1> 0EE ]

VHID 5 &K U HRZLIPv6 T T L— b {EA LT Azure H 5 D ERH

A APREET BJEHE VHD A A —V 2 LT, MBEDOH 2 Z I ASA AR A A — D & 1ERL
TEF4, Z2o7FutRI, VADL U V—2F 7L — N&2EH L7~ ASARAE O REFHICELT
b\i‘jﬁo

1R BHIIZ

« Github @ VHD B X ARM O EHT > 7L — N &{FHH L7= ASA {48 O ERIZIX. JSON
T 7= BLXORET B ISON RT A =2 T 7 A VPRKETT, 22Tk, 707
L— RERFRA—2 T 7 A4 VOVERITIEA MR TX F7,

e ZOFJETIX, Azure IZ Linux VM BEEL TWAMENRH Y £4, —HFAY7 Linux VM

(Ubuntu16.04 72 &) Z#HFEHL T, Azure IJJEMVHD A A—T %27 v 7 mn— K352 L%

BEADOLET, ZOA A=V EMHETHIZIE, H50GBDOA L —UNNKETY, £/,
Azure @ Linux VM 2°5 Azure A b L—~D7 v 7Fa— R E L 220 £,

VM ZAERT D BN B H5813, IROWT IO HEEZMH L ET,
e Azure CLI IZ X % Linux A8~ > > OIERL

o Azure IR — % W2 L % Linux 8~ > v OIERL

sAzure 7 A7 Vg 0iE, ASA IR ZIEBT AGATCHEHRESR A hL—UT
Ty R RRETT,

ATYT1 vRAaFyrm— R Y7 b7 X—=Uhh ASA AR [EHE VHD 4 A —3 (¥bz2) 24V rm—RNLZE
RS
a) [Products] > [Security] > [Firewalls] > [Adaptive Security Appliances (ASA)] > [Adaptive Security Appliance
(ASA) Software] I[ZFB8E) L 7,
b) [Adaptive Security Virtual Appliance (ASAV)] %27 U v 7 LE T,

FIEIZHEADTA A=V F T u— RRLTLIEEN,
7= & 2%, asav9-14-1.vhd.bz2

ATy T2 [VHDBLWY Y—RAT 7 L— &M L7z Azure 7> 5 O ASA Virtual DERH | DR TY T2 HR Ty
T8DOFIEEFITLET, .
ATY T3 [HAZ LER (Custom deployment) | ~X—Y D EEICH D [/3T7 A —X OfFtk (Edit parameters) | % 7
Vo7 LET, WAXA RXTEBENRNTG AT T — R EREINET,
a) [Z7ANnOr—F (Loadfile) 1227 Vv 7 L, WAZ~YA XL ASARME RTA=F T 7 A NV E2DH
WBLET, VHDB LI AK LIPv6 (ARM) T 7 L— ~&EH L7= Azure ~D ASA {RAE O B
1%, Github 22 LT Z&VW, ZZTIE, T 7L —hE T A—=Z T 7 A VOVERK T 1EZ2 TR T
xFET,
b) WAZ~AXLIISON NI A—=Fa—Rzv 0 RO T, [frfF (Save) 122V v 7 LE
e
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https://github.com/CiscoDevNet/cisco-ftdv/tree/master/deployment-templates/azure
https://docs.microsoft.com/en-us/azure/virtual-machines/linux/quick-create-cli
https://docs.microsoft.com/en-us/azure/virtual-machines/linux/quick-create-portal
https://software.cisco.com/download/home
https://www.cisco.com/c/en/us/td/docs/security/asa/asa918/asav/getting-started/asav-919-gsg/asav_azure.html#id_68650

Microsoft Azure 7 5™ K~® ASA {8 DEA |
B v 550HR 2 LIPE T TL— b ERER LT Azire 5 5 OER

WDOFRT, ASARBEBEADH AZ LIPv6 T v T L— h%F A—FZATTHMENRH D REEIZ- O
THBALET,

NS A —B% A SN BB/ 2 14 TDB Bl

vmName cisco-asav Azure T ASA ;A8 VM (244 Hil & fF
TFET,

vmlmageld /oy i idion ) femicsionsy femegupras toidsy | FERR ICfEH S5 A4 A —V D ID,
Microsoft.Compute/images/ {image-name | A ure NI TlE. HHpBEY V—
AINY Y — A IDIZEEAT T ST
l/ A i ‘é—o

adminUsername hjohn ASARIBIze /A4 v+ Ha—H—
o

BEHEIZEID Y CoND T4
ladmin] XFEHACTEEHA,

adminPassword Hjohn@123456 EHET T RONAT— K,

INAT — ROFMAEDEIL, 12~
2 LFDFHFTHLHLERNH D
FT, INLF, RICFE, BT, FF
BT EMABBE DT /RAT— R
T HHERH Y T,

vmStorageAccount hjohnvmsa Azure A N L— T h v b, BETE
DA NL—=UT A0y e
DIED BHUTAERT 52 6T
TET, AMNL=UT AT
3. 3~ 24 LFDORIITT HME
WY ET, PXFERTOHRE
MABDETZ/NAT — RIZT 54
BRHY £,

availabilityZone 0 EEIOR AN — 2 EET A

&L HRE LA MY — T
U w27 IP &~ o o MBS 1L
35

ALY — o DRRE DB
Bl To ICERELE Y, ERL
7o g S AT Y — v & AR — b
LTEY, AJSHERELNY
ZLEMEER LTI ES Y, (I
0~3DEHTHLULENDY F

)

. Cisco Secure Firewall ASA Virtual .19 X 2 — + 7 v TH A K



| Microsoft Azure 7 59 K~ ASA fR 18 DEA
VHD 5 & UNRELIPVE 7> T L— k&AL Aure 1> 0EE ]

INTGA—BH HAI SN BB/ A TDH Bl

userData '\ninterface R~ cEIN b2 ——
management0\/0\nmanagement-only\nnameif §f__570
management\nsecurity-level 100\nip
address dhcp setroute\nipv6
enable\nipv6 address dhcp\nno
shutdown\n!\ncrypto key generate rsa
modulus 2048\nssh 0 0 management\nssh
timeout 60\nssh version 2\nusername
admin password Qlw2e3r4 privilege
15\nenable password Qlw2e3r4\nusername
admin attributes\nservice-type
admin\naaa authentication ssh console
LOCAL\n!\naccess-list allow-all
extended permit ip any
any\naccess-group allow-all
global\n!\ndns domain -lookup
management\ndns server-group
DefaultDNS\nname-server 8.8.8.8\n!

customData {\"AdminPassword\": H0 BT ASA AR ITFER X
\"Password@123\",\"Hostname\" nnH7 40—V K, F 74T
F\telscottdvit, X REHRERDED 3OO
\"ManageLocally\":\"No\", \"IPvéMode\": SN &’fﬁ@/\OTﬁ)'&) ) i?lﬂ

\"DHCP\"}
o ladmin] 2—H — AT — K
* CSF-MCv A A 44

« HEHHO CSF-MCv AR A M4
7213 CSF-DM,

[ManageLocally:yes] : ZAUZ &
» . CSF-DM 73 Threat Defense
Virtual v r— v & L THEH S
LEIITHRESNET,

CSF-MCyv % Threat Defense Virtual
v F—=Tx ELTHEL,
CSF-MCv Clal LR E & T 5 DI a
P74 —NVRICANTAHZ LD
TZET,

virtualNetworkResourceGroup | cisco-asav ARy N — 27 25T V—2R
7 N—"T D4,
virtualNetworkNewOrExisting 7% new
DEE. ZOMEIET 7 Lr— o
BRGNS Y —R T
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Microsoft Azure 7 5™ K~® ASA {8 DEA |
B v 550HR 2 LIPE T TL— b ERER LT Azire 5 5 OER

INT A= H A ENBIE/Z A TDHF L]
N—TLRICTHLUENDY £
R

virtualNetworkName cisco-asav-vnet AR~ b U — 7 D4 H,

virtualNetworkNewOrExisting | new TDONRNTA=HIZLoT, HLn

BARER > b U — 7 ZAERT 27,
BEFOMAER Y FU—7 i
DMPRED F7,

virtualNetworkAddressPrefixes | 10.151.0.0/16 ZHUHRE Ry RU— 27 DIPvA T
RLVAF VLT 4w AT,
lvirtualNetworkNewOrExisting ] 73
Mnew) |ZRXE SNV TV DGO
BT,

virtualNetworkvoAddressPrefixes | ace:cab:deca::/48 i RE Ry RU—2Z7 DIPv6 T
RLARATFVLT 4w 7 AT,
lvirtualNetworkNewOrExisting] 73
Mew ] |ZRXE SNV TWDEHAIZD

FHIEETT,
Subnet]Name mgmt-ipv6 Y Ry N4,
Subnet1Prefix 10.151.1.0/24 Nl gV S i SV N | W B
74 v T AT,

lvirtualNetworkNewOrExisting | 7%
Mnew] IZERE SN TV D HEITD

#%‘g(j—o
Subnet11Pv6Prefix ace:cab:deca:1111::/64 ZHITEHY TRy FIPv6 7L
T4 T AT,

lvirtualNetworkNewOrExisting | 73
Mmew] (ZRXE SILTWVDEEITD

H BT T,

subnet]StartAddress 10.151.1.4 BHA LA —T A ADIPVET R
LA,

subnetlv6StartAddress ace:cab:deca:1111::6 EHA LA —T 2 A ADIPV6 T R
LA,

Subnet2Name diag F—H AR —T A A1 DY T
F v b,

Subnet2Prefix 10.151.2.0/24 NET—H A E—T A A ]

VTR NIPVA LT 4 T A
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| Microsoft Azure 7 57 F~® ASA {R38 DEA

VHD 5 & UNRELIPVE 7> T L— k&AL Aure 1> 0EE ]

NS A—H %

HAI SN BB/ A TDH

B3

%

3

N

FVirtualNetworkNewOrExistingj N
mew| IZFXESILTWVDIGAIZD
FALETY,

Subnet2IPv6Prefix

ace:cab:deca:2222::/64

INET A E—T A A
T7 Xy NIPV6 T LT 4 v T A
<.

lvirtualNetworkNewOrExisting ] 73
Mnew) ZRRE STV DHAITD
BT,

subnet2StartAddress

10.151.2.4

FeB A H—T A X1 D IPv4
VN

subnet2v6StartAddress

ace:cab:deca:2222::6

F—R AR —T A A1DIPV6
7 RL A,

Subnet3Name

inside

Fe B A BR—=T 2 A X2 DY
F v b,

Subnet3Prefix

10.151.3.0/24

THET—H A =T oA A2
TT xRy NIPVA T LT 4 T A

<.

lvirtualNetworkNewOrExisting] 73
Mew) IZRRE SN TV DHAITD
BT,

Subnet3IPv6Prefix

ace:cab:deca:3333::/64

THET A A =T o A2
HT Xy NIPV6 T LT 4 T A
<.

lvirtualNetworkNewOrExisting] 73
mew| |ZEXESILTWDLGAIZD
BT,

subnet3StartAddress

10.151.3.4

F—R AR —T A A2 D IPv4
7 RL A,

subnet3v6StartAddress

ace:cab:deca:3333::6

F—R A B —T x A X2 D IPv6
7 RUL A,

Subnet4Name

outside

Fe B AR —T 2 A A3 DY
x v M,

Subnet4Prefix

10.151.4.0/24

THETF—E A E—T A A3
YT Ry NIPVA T LT 4w T A
‘/C\‘\
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Microsoft Azure 7 5™ K~® ASA {8 DEA |
B 5 awevv—257070—rof

INTGA—BH A ENBIE/Z A TDHF Bl

lvirtualNetworkNewOrExisting] 73
ew] IZEXE SV TWVDLAIZD

H M TT,
Subnet4IPv6Prefix ace:cab:deca:4444::/64 TEITF—H A HE—T A R]3
BT Ry MIPV6 LT 4 v T A

lvirtualNetworkNewOrExisting] 73
ew| IZEXESILTWVDIGAIZD

%‘%‘g( ﬁ—o

subnet4StartAddress 10.151.4.4 F—H B —T A4 A 3D IPv4
7 KL A,

subnet4v6StartAddress ace:cab:deca:4444::6 F— R B —T A A 3D IPv6
7 KL A,

vmSize Standard D4 v2 ASA R VM OH A X,
Standard D3 v2 237 7 4 /L kT
j—O o

ATFY T4 ARMT 7L — &AL T, Azure "—Z /L FE 7713 Azure CLI TASARAE 77 A T o +—/L 52 R L
F9. Azure TO ARM 7> 7L — FOREBIZOWTIL, KD Azure R¥ 2 A FE2RBLTL &N,

+ [Create and deploy ARM templates by using the Azure portal ]

+ [Deploy a local ARM template through CLI]

RDEZRY

*SSHZ/LTCANTEDCLIa~y REHAT I, F/IXASDM 2 LT, ZEL
WITLET, ASDMIZT 7 B 2T 5 FIEIZOWTIL. [TASDM ORI 2L TL 7
él/\o

{F6% : Azure Y —X T T L— Dl

ZOHETIEL, ASARAE Z B3 % 7c DI H T & % Azure Resource Manager 7 > 7" L — k DHf§

EWCHOWTHALET, Azure V VY —A7 7L — KNI ISON 7 7 A LT, HEDORY YV —

ADEFZEFRIT D720, ZOBNIIE2 DD ISON 7 7 A AR EEILTNET,
cTUTL—brITF7AI: ZHIE, VYR NV—TADOTRTOa LR —R 2 b &JEHT
DALY =R T 7 AT,
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https://docs.microsoft.com/en-us/azure/azure-resource-manager/templates/quickstart-create-templates-use-the-portal
https://docs.microsoft.com/en-us/azure/azure-resource-manager/templates/deployment-tutorial-local-template?tabs=azure-cli
https://www.cisco.com/c/en/us/td/docs/security/asa/asa918/asav/getting-started/asav-918-gsg/asav_config.html#id_45820

| Microsoft Azure 7 57 F~® ASA {R38 DEA

7oIL—t s71 ok ||

CINTA=B TFALI: ZDOT 7 A MU, ASA U ZIEF IR T 5 72D IC LB 21T
A—EREENTVET, ZOT7 7 A0, 7%y MEHR, KB~ v ORERE & YA
R ASA AR D2 —H—Z LA T — K R NL—Yar 7T o4/ E, FEMR TR
NEENTHET, ZD7 7 A W% Azure Stack Hub BEREREEFIC I A ¥~ A4 A T& %7,

FTUoTL—k 72714 ILOERK

Z MIATIL, Azure Resource Manager 7 > 7' L — M OfEEICHOWTEIA L £7, koflix, 7
YTV —= 77 ANERNRLIZO DT, 7o 7L —FOSESERE D EZRLTOET,

Azure Resource Manager JSSON 7> JL—k 77 AL

{
"Sschema":

"http://schema.management.azure.com/schemas/2015-01-01/deploymentTemplate. json#",

"contentVersion": ""
"parameters": { },
"variables": { },
"resources": [ ],
"outputs": { }

}

T b— M. ASA AR BB OMEZERNR T D 72D TE 5 JSON B L O THERRL S
TWET, 2O bEMAKETIE., 7o 7L — MIROEZENEENLTWET,

% 20: £ K HD Azure Resource Manager JSON 7> FL— 77 LER

R WA

FiEA

$schema Ea

T — FNEIEEONN— g U EHIAT 5 JSON X % —
<7 7 A NVOEFT, IO L7 URL 2 L E
7,

contentVersion =g

FUTL—FDOAR=V gy (1.000725) . ZOHEHE
WIMEEDEERRETE£T, 7o 7 L—ba2EAL
TYY—AZERTHEEE, ZOfEEFEHLT, @
T o7 L—MREHESNTND Z L2 MR T &
ERS

INT A—ZF ANAY-4

JBRZFEITLCY Y —ARME DAY~ A AT H L&
WHRET A, T A—ZI2k ., BERFERCEE AL
TEET, BHIMLEL W b TIEH Y EEAN,

FEELARWE . JISONT > 7 L— MImEIFE L3 F A —
2TY IV —2FEELET,

B AVAY-4

T — bEBRAEMRELT DT T L— |
TISON 75 7 A M & LTSNS 1E,
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Microsoft Azure 7 5™ K~® ASA {8 DEA |
B =727 —rokm

LS WA A A

Uyy—= EAR VY =2 N —7CREIIEFEND Y VY —RAHF
A7

outputs AVAY-4 FRBAZ IR D 1E,

JISONT 7L —hiE, BT DYV Y =R F A TEESTHEOHET TR, FOEETHH
ENTA—BEEETHDICHRIHTEET, ROBINL, H LW ASA AR ZRET 57>
FL—ERLTHET,

J )y —X FoTL— FDIER

UToflZzHLT, 7% A =74 Z 2 LIEMBEOEAT 7L — FEAETE 7,

ATFYT1 ROFPURLETHFA 2o —LET,
5 -

"$schema": "http://schema.management.azure.com/schemas/2015-01-01/deploymentTemplate.json#",
"contentVersion": "1.0.0.0",
"parameters": {
"vmName": {

"type": "string",

"defaultValue": "ngfw",

"metadata": {

"description": "Name of the NGFW VM"

}l
"vmManagedImageId": {
"type": "string",
"defaultValue":
"/subscriptions/{subscription-id}/resourceGroups/myresourcegroupl/providers/Microsoft.Compute/images/myImage",

"metadata": {
"description": "The ID of the managed image used for deployment.
/subscriptions/{subscription-id}/resourceGroups/myresourcegroupl/providers/Microsoft.Compute/images/myImage"

}
}l
"adminUsername": {
"type": "string",
"defaultvValue": "",
"metadata": {
"description": "Username for the Virtual Machine. admin, Administrator among other
values are disallowed - see Azure docs"
}
}l

"adminPassword": {
"type": "securestring",
"defaultvValue" : "",
"metadata": {
"description": "Password for the Virtual Machine. Passwords must be 12 to 72 chars

and have at least 3 of the following: Lowercase, uppercase, numbers, special chars"

}
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}I
"vmStorageAccount": {
"type": "string",
"defaultvalue": "",
"metadata": {
"description": "A storage account name (boot diags require a storage account).
Between 3 and 24 characters. Lowercase letters and numbers only"
}
}I
"virtualNetworkResourceGroup": {
"type": "string",
"defaultvalue": "",
"metadata": {
"description": "Name of the virtual network's Resource Group"

}I
"virtualNetworkName": {
"type": "string",
"defaultvalue": "",
"metadata": {
"description": "Name of the virtual network"

}I
"mgmtSubnetName": {
"type": "string",
"defaultvalue": "",
"metadata": {
"description": "The FTDv management interface will attach to this subnet"

}I
"mgmtSubnetIP": {
"type": "string",
"defaultvalue": "",
"metadata": {
"description": "NGFW IP on the mgmt interface (example: 192.168.0.10)"

}I
"diagSubnetName": {
"type": "string",
"defaultvalue": "",
"metadata": {
"description": "The FTDv diagnostic0/0 interface will attach to this subnet"

}I
"diagSubnetIP": {
"type": "string",
"defaultvalue": "",
"metadata": {
"description": "NGFW IP on the diag interface (example: 192.168.1.10)"

}I
"gig0OSubnetName": {
"type": "string",
"defaultvalue": "",
"metadata": {
"description": "The FTDv Gigabit 0/0 interface will attach to this subnet"

}I
"gig00SubnetIP": {
"type": "string",
"defaultvalue": "",
"metadata": {
"description": "The IP on the Gigabit 0/0 interface (example: 192.168.2.10)"
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}I
"gig0lSubnetName": {
"type": "string",
"defaultvalue": "",
"metadata": {
"description": "The FTDv Gigabit 0/1 interface will attach to this subnet"

}I
"gig0lSubnetIP": {
"type": "string",
"defaultvalue": "",
"metadata": {
"description": "The IP on the Gigabit 0/1 interface (example: 192.168.3.5)"

}I
"VmSize": |
"type": "string",
"defaultValue": "Standard D3 v2",
"allowedValues": [ "Standard D3 v2" , "Standard D3" ],
"metadata": {
"description": "NGFW VM Size (Standard D3 _v2 or Standard D3)"

}I

"variables": {

"virtualNetworkID":
"[resourceld (parameters ('virtualNetworkResourceGroup'), 'Microsoft.Network/virtualNetworks',

parameters ('virtualNetworkName')) ]

"vmNicOName":" [concat (parameters ('vmName'), '-nic0') 1",
"vmNiclName":" [concat (parameters ('vmName'), '-nicl') 1",
"vmNic2Name":" [concat (parameters ('vmName'), '-nic2')1",
"vmNic3Name":" [concat (parameters ('vmName'), '-nic3') 1",
"vmNicONsgName":" [concat (variables ('vmNicOName'), '-NSG') 1",
"vmMgmtPublicIPAddressName": "[concat (parameters ('vmName'), 'nicO-ip')1",
"vmMgmtPublicIPAddressType": "Static",
"vmMgmtPublicIPAddressDnsName": "[variables ('vmMgmtPublicIPAddressName')]"
}I
"resources": [
{
"apiVersion": "2017-03-01",
"type": "Microsoft.Network/publicIPAddresses",
"name": "[variables ('vmMgmtPublicIPAddressName')]",
"location": "[resourceGroup () .location]",
"properties": {
"publicIPAllocationMethod": "[variables ('vmMgmtPublicIpAddressType') 1",
"dnsSettings": {
"domainNameLabel": "[variables ('vmMgmtPublicIPAddressDnsName') "
}
}
}I
{
"apiVersion": "2015-06-15",
"type": "Microsoft.Network/networkSecurityGroups",
"name": "[variables ('vmNicONsgName')]",
"location": "[resourceGroup () .location]",
"properties": {
"securityRules": [
{
"name": "SSH-Rule",
"properties": {
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"description": "Allow SSH",
"protocol": "Tcp",
"sourcePortRange":
"destinationPortRange": "22",
"sourceAddressPrefix": "Internet",
"destinationAddressPrefix": "*",
"access": "Allow",

"priority": 100,

"direction": "Inbound"

(X1
’

"name": "SFtunnel-Rule",
"properties": {
"description": "Allow tcp 8305",
"protocol": "Tcp",
"sourcePortRange":
"destinationPortRange": "8305",
"sourceAddressPrefix": "Internet",
"destinationAddressPrefix": "*",
"access": "Allow",
"priority": 101,
"direction": "Inbound"

wxn
’

"apiVersion": "2017-03-01",

"type": "Microsoft.Network/networkInterfaces",

"name": "[variables ('vmNicOName')]",

"location": "[resourceGroup () .location]",

"dependsOn": [
"[concat ("Microsoft.Network/networkSecurityGroups/',variables ('vmNicONsgName')) 1",
"[concat ("Microsoft.Network/publicIPAddresses/"',

variables ('vmMgmtPublicIPAddressName'))]"

parameters ('mgmtSubnetName')) ]

] r

"properties": {
"ipConfigurations": [
{

"name": "ipconfigl",

"properties": {
"privateIPAllocationMethod": "Static",
"privateIPAddress" : "[parameters ('mgmtSubnetIP')]",
"subnet": {

"id": "[concat (variables ('virtualNetworkID'),'/subnets/"',

"

}I
"publicIPAddress": {
"id": "[resourceld('Microsoft.Network/publicIPAddresses/"',

variables ('vmMgmtPublicIPAddressName'))]"

variables ('vmNicONsgName"')) ]

}

] 4
"networkSecurityGroup": {
"id": "[resourceld('Microsoft.Network/networkSecurityGroups',

"

}I

"enableIPForwarding": true
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"apiVersion": "2017-03-01",

"type": "Microsoft.Network/networkInterfaces",
"name": "[variables ('vmNiclName')]",
"location": "[resourceGroup () .location]",
"dependsOn": [

] 4

"properties": {
"ipConfigurations": [
{

"name": "ipconfigl",

"properties": {
"privateIPAllocationMethod": "Static",
"privateIPAddress" : "[parameters ('diagSubnetIP')]",
"subnet": {

"id": "[concat (variables ('virtualNetworkID'),'/subnets/"',

parameters ('diagSubnetName')) 1"

} }

] r

"enableIPForwarding": true
}
}I
{
"apiVersion": "2017-03-01",
"type": "Microsoft.Network/networkInterfaces",
"name": "[variables ('vmNic2Name')]",
"location": "[resourceGroup () .location]",
"dependsOn": [
]I
"properties": {
"ipConfigurations": [
{
"name": "ipconfigl",
"properties": {
"privateIPAllocationMethod": "Static",
"privateIPAddress" : "[parameters ('gig00SubnetIP')]",
"subnet": {

"id": "[concat (variables ('virtualNetworkID'),'/subnets/"',
parameters ('gig00SubnetName')) 1"

} }

] r

"enableIPForwarding": true

"apiVersion": "2017-03-01",

"type": "Microsoft.Network/networkInterfaces",
"name": "[variables ('vmNic3Name')]",
"location": "[resourceGroup () .location]",
"dependsOn": [

] 4

"properties": {
"ipConfigurations": [
{

"name": "ipconfigl",

"properties": {
"privateIPAllocationMethod": "Static",
"privateIPAddress" : "[parameters ('gigOlSubnetIP')]",
"subnet": {

"id": "[concat (variables ('virtualNetworkID'),'/subnets/"',

parameters ('gig0lSubnetName'))]"
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"enableIPForwarding'

"type":
"name":
"apiVersion":
"location":
"properties": {

"accountType":

"apiVersion":
"type":
"name":
"location":
"dependsOn": [
"[concat (
concat (
concat (
(

(

"

"

concat
concat

[
[
"
"
]I
"properties": {
"hardwareProfile":
"vmSize":
}I
"osProfile": {
"computername":

"adminUsername" :
"adminPassword":

}I

"storageProfile": ({

"imageReference'

"id":
}I
"osDisk": {

"osType":

"caching":

"createOption":

}I

"networkProfile": {

'Microsoft.
'Microsoft.
'Microsoft.
'Microsoft.
'Microsoft.

"[parameters ('vmSize') ]

yy—2z5oIL— ok [

't true

"Microsoft.Storage/storageAccounts",

" [concat (parameters ('vmStorageAccount')) 1",
"2015-06-15",
"[resourceGroup () .location]",

"Standard LRS"

"2017-12-01",

"Microsoft.Compute/virtualMachines",
" [parameters ('vmName') ]
"[resourceGroup () .location]",

"
’

'vmStorageAccount')) 1",
'vmNicOName')) 1",

'vmNiclName'
'vmNic2Name'
'vmNic3Name'

Storage/storageAccounts/"',
Network/networkInterfaces/',variables

parameters (

(
Network/networkInterfaces/',variables (
(

(

)1,
)1,
))1]

Network/networkInterfaces/',variables
Network/networkInterfaces/',variables

"

" [parameters ('vmName') ]",
"[parameters ('AdminUsername') ]

" [parameters ('AdminPassword') 1"

"

g

" [parameters ('vmManagedImageId') ]"

"Linux",
"ReadWrite",

"FromImage"

"networkInterfaces": [

{

"properties": {

"primary":

}I
Ilidll:
variables ('vmNicOName')) 1"

}I
{

true

"[resourceld('Microsoft.Network/networkInterfaces',

"properties": {
"primary": false
}I
"id": "[resourceld('Microsoft.Network/networkInterfaces',

"

variables ('vmNiclName')) ]
}I
{

"properties": {

"primary":

false
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}I
"id": "[resourceld('Microsoft.Network/networkInterfaces',
variables ('vmNic2Name')) 1"
}I
{
"properties": {
"primary": false
}I
"id": "[resourceld('Microsoft.Network/networkInterfaces',
variables ('vmNic3Name')) 1"
}
]
}I
"diagnosticsProfile": {
"bootDiagnostics": {
"enabled": true,
"storageUri":
"[concat ('http://',parameters ('vmStorageAccount'),'.blob.core.windows.net"') "
}
}

}
]I
"outputs": { }
}

ART9 T2 2077 A%k, =& ziFazureDeployjson W9 K H 12, JISONZ 7 A L& LT —IMRIFELET,

ATV T3 TrANVEREL, BANRTRA—RIIEI T T L— FEERLET,

ATy 74 VAD BE QN VY —RF 7 L— h & L7z Azure 705 D ASA (AR DA (129 X—7) T LT
X912, 20T T L— FEEM LT ASA A8 B L £,

INTGA—=ZT7A4ILDFK

FLWEBRZBMGTHEEITE, VY —AT T L — NIRRT A—IRERINTVET, B
BZBAET A1, TNHEZAN LT BERHVET, VY—RAT 7L — N NIEFZLE
WRTA—FETETANTHZ L, NTA—FET T L—~/)XT A—%F JSON 7 7 A /LT
lE LTz TEET,

INTG A= T 7 A IZIE, NTA—H T 7 AIVOERK (157—2) D/RT A —2 OHIZER
ENDHENRTA—ZDOENEGEENTHET, ZNSOMEIL, BT 7 L — MIHBIMIC
EXNET, SESEREBIT Y HNCEDLETERDR_RTA—2 77 A VEFERTEXET,

ZOFEIO ASARAE T T L —FDIFE, NRTA =2 T 7 A VIZRDINT A —H 2 EF"T D

EWRb Y ET,
R2:ASARBE NS A—SDES
J4—ILE EiEA 5l
vmName Azure [} 5 ASA {Rf8 ~ 3 | cisco-asav
> DL HEI,
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1sx—5727400n2 |

J4—ILF

B

1

vmManagedImageld

JEBRICAER S 28 Bt A
A =D 1D, Azure DNELT
. HHPpHY Y —2ANRY
Y — ZIDIZRHEAH T BT
ESc e

/subscriptions/73d253 7e-cad4-46aa-b
eb2-74ff1dd61b41/
resourceGroups/ew
Managedimages-rg/providers/Microsoft
.Compute/
images/ASAv910-Managed-1
mage

adminUsername

ASAFRBIZa 7 A 3570
Da—H—4%, TRLD

fadmin] (2725 Z LIXTEFE
A,

jdoe

adminPassword

EBHET T RORAT —
F, ZHUE, 2~ LFOE
T, 1D/ FE, 12DOK
L 1OOHTF, 1 DORk
LFEDIB 3O ED DN
N ET,

Pw0987654321

vmStorageAccount

Azure A L —U T v b,
BEOA ML —UT T b
2R 2130, FELUT/ER
52 TEET, A b
L—U T oy RAE, 3~
24 SLFT, INLFEETF O IR
EHHENTEET,

ciscoasavstorage

virtualNetworkResourceGroup

ARy hU—=27 DY YV —2R
T IV—T D4R, ASA AR X
WIZH LW Y —A T —T
WZELE SV ET,

ew-west8-rg

virtualNetworkName

RABF >y MU — 27 D4R,

ew-west8-vnet

mgmtSubnetName

BEA B —T oA AL, =
DOV 7Fy MIERSNLE
9, ZAUE. Nic0 (gD
Txv ) vy TERE
T, BFEORy NU—27125
M 58546, ZHIXBEFEOY
TRy NI BT A MEN
HoEJ,

mgmt

mgmtSubnetIP

EFEHA L —T A AIPT K
LA,

10.8.0.55
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Ta—IL K BL)] 1

gig00SubnetName GigabitEthernet 0/0 f > % — | inside
TxA AL, TOY TRy b
e SAvE T, ZHUE. Nicl
QEEHOY TRy ) IZvv
TEINET, BEFEOFR Y b
T — 272N 5545, I
BEFEO 7 Ry MAIIC—3K
TOHLEND Y T,

gig00SubnetIP GigabitEthernet 0/0 4 > % — |10.8.2.55
TzAAIPT RVA, Th
1%, ASA AR DY DT —F
A B —T A ZAHTT,

gig01SubnetName GigabitEthernet 0/1 f > # — |outside
Tx A AE, ZOFTF k
WZEEt S VE T, ZAUE. Nic2
BFEHOV T X b)) I~
TENET, BEFOxX v b
T — 71T 555, 2
IIBEfFDOYF 7 3%y RAIC—E
TAHVLENDY 7,

gig01SubnetIP GigabitEthernet 0/1 - > % — | 10.8.3.55
Tz AIPT RLA, Zh
X, ASARAE D 2FEH DT —
A A B —T A ZAHTT,

gig02SubnetName GigabitEthernet 0/2 f > #— |dmz
T A AL, OV T X b
WZHEHE SN E T, ZAUE. Nic3
@EEHOY T Xy b)) IZwv
FInET, BEFEOXRY b
T — 71BN L5, 2
WEEEFOY 7 % ML —Ek
THMEND Y £,

gig02SubnetIP GigabitEthernet 0/2 1 % —  |10.8.4.55
T2 ADIPT KLV A, 1
I, ASAAER D3 FZEH DT —
BAUBE—=T A AHTT,
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vmSize ASA {iAR VM (2 4% VM |Standard D3 V2 F£721%
?OHA A, Standard D3 V2 & | Standard D3
Standard D3 287" — F &4 T
\WE 9, Standard D3 V2 237
74V K TT,

INGA—3 D74 ILDIERL

UTFToBIZERLT, 7F%F A b 7 4 Z 2R LIEMEDONRT A= 77 A VEEKTE %
B

\)

CE) WRofEZ. IPV4 HHATT,

ATV 1 ROPNTRLIETHRA FEar—LE 9,

i
{
"S$schema": "https://schema.management.azure.com/schemas/2015-01-01/deploymentParameters.json#",
"contentVersion": "1.0.0.0",
"parameters": {
"vmName": {
"value": "cisco-asavl"
}7
"vmManagedImageId": ({
"value":

""/sudoscriptions/330251 Te-ca83-46aa-toa-TAFF1 dde 141/ resouraeGraues/envenagedlineces—ry/providers/Microsoft . Canpute/imeges/ASAv-9. 10. 1-81-Menaged-Trrege"!

}7

"adminUsername": {
"value": "jdoe"

}7

"adminPassword": {
"value": "Pw0987654321"

}7

"vmStorageAccount": {
"value": "ciscoasavstorage

}7

"virtualNetworkResourceGroup": {
"value": "ew-west8-rg"

}7

"virtualNetworkName": {
"value": "ew-west8-vn"

}7

"mgmtSubnetName": {
"value": "mgmt"

}7

"mgmtSubnetIP": {
"value": "10.8.3.77"

}7

"
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"gigO0OSubnetName": {
"value": "inside"

}I

"gig00SubnetIP": {
"value": "10.8.2.77"

}I

"gig0lSubnetName": {
"value": "outside"

}I

"gig0lSubnetIP": {
"value": "10.8.1.77"

}I

"gig02SubnetName": {
"value": "dmz"

}I

"gig02SubnetIP": {
"value": "10.8.0.77"

}I

"VmSize": {
"value": "Standard D3 v2"

}
}
}

ATFwT2 ZOT77A)N%E, =& ziFazureParametersjson L9 L H1Z, ISON 7 7 A /L& LT —A/MWIRFEL E
-éAO

ARTYT3 T ANEREL, BANRT A=K ZEIT T L—bEERLET,

ATy T4 VHDB LY V—AT 7L — F&HH L7z Azure 725D ASA B DEA (129 ~<—2) THHAL TV
HEHC. ZORTA=E T T L —FEFHLTASA AR ZEBIE L £,
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BToHNDEIICLET, VY —ROTERWDTLH L, 2 XA MEHIET H720HI2Y VY —2AD
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AT 252 — = L ABEATT,

ASA Virtual Auto Scale for Azure 3 A D L4 SIT kDO LB Y T,

* Azure Resource Manager (ARM) 7 > 7 L — h_X— 2 D JE[H,

cCPUBLIQICES A —Y T A MY v 7OV HR—F
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_ 1 D Gateway load Flow is forwarded transparently
Public load balancer (2) from the public load balancer t

@ > the gateway load balancer

balancer

Flow is inspected by a firewall
and returned to the gateway

load balancer
{o]
[52Y

% @ Flow is returned to the public
load balancer

Internal Servers Cisco Secure '
(VMs or VMSS) Firewalls ® Flow is forwarded to an interna
server

RELS T4 vV DEAHIE FAROD
WROKE, BIEFT 74 v 27D T4y 7 7 —2RLTVET,

. Cisco Secure Firewall ASA Virtual 9.19 X 2 — b7 v THA K



I Microsoft Azure ~@ ASA {38 Auto Scale V') 2 — 3 > DEA

Azure Gateway Load Balancer % {# Ff L 7= Auto Scale 03 Al .

@ Outbound flow leaves the
internal server

. I ® Gateway load Flow is forwarded transparer
Public load balancer (2) from the public load balance

balancer ‘ ) . the gateway load balancer
@

T Flow is inspected by a firews

I , and returned to the gateway

T
o

I (@tI load balancer
o

o™ @ Flow is returned to the public
load balancer

Internal Servers Cisco Secure _

(VMs or VMSS) Firewalls G Flow is forwarded to the
Internet by the public load
balancer

TIVr—23a VW eEtEFa T4 VPCRID ST v o 70—

WO TIE, bT7 74 v 7IXEFEO RRa NS T 7 AT U= Z A LT ME, M
0— R P L BBEMTbIET, Z0%., FT77 0 v 27135 LB &= GWLB

WCNV—T 4 T ENET, ELBIIV—T 4T EIND T 7 4 v 7137 C GWLB 8515 S
nEJ,

WIZ, GWLB (X VXLAN TH 7 v/ b &7 N T 7 1 v 7 % ASA Virtual A > A X 2 A ZHinik
LET, GWLBIZ, AN NT 74w 7 EHIINT 7 4 v 712220058 fHO VXLAN k> RV %
T 25728, 250D ASA Virtual 7V > —3 g U EAERT D4R H W £3°, ASA Virtual
X, VXLAN TH T2 IALENTZ T 7 4 v 7 DI TR E MR L THRA L, GWLBIZ/L—
T4 LET, D%, GWLBIX hT 7 ¢ v 7 % ELB [Z#sk L 9,
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Microsoft Azure ~ ASA {748 Auto Scale ¥/ ') 1 —> 3 > DEA |

. 2a—7

I
Managed by customer [ Created & Configured by Cisco ARM templates
I
S I
interne "
I
:: Security VPC
I
I
ELB-GWLB I ASAv Auto

O Association ..., I Scaling Group

o I VXLAN tunnel

= I

= Sersqueenesaanasses I >

= Externjal-NLB -

"(‘!' I GWLB

— !

S— ]

g: I Security VPC/ Serverless

< Application :: groups Subnets components
I
I Health
i Pishas Storage IAM role

Z®D R¥ 2 A2 FTlE. ASA Virtual Auto Scale for Azure V' J =—3 3 &,

IR —FR 2 N EEBET AEMATFIEIC W T L E9,

(&

DY —R— 1L &

BR GHAZBMGT HRENC, R¥a X PR EBGHAL TE S0,

LA ZBHAAT DEINC, BIRGMEZmIZ L CWD Z & 2R LET,
c ZIZICHHEESNTWAFIEL FATNEFICHE > TWVD I L 2R LET,

BANYTF—OOAO—F

ASA Virtual Auto Scale for Azure V' V = —3 3 (X, Azure BT 2 ——L R L T T R
N7 27 F % (LogicApp. Azure ¥, v — RAZ 4 (R~ R —ty e L) &
9% Azure Resource Manager (ARM) 7 > 7' L — h_X— X DR T,

ASA Virtual Auto Scale for Azure Y U = —> 3 VORIV ER 7 7y A Vv a Xy a—RKLE
T, N TLHINN—VaHORERAZ YT NEeT o7 L— M, GitHib Y RY U B AT T

EES
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| Microsoft Azure ~® ASA {x#8 Auto Scale V') . — 3 VDEA
AutoScale V') 21— 3 @A VR—R b .

ZFB  AutoScale OV AaREHOBEAR 7 VT N RBIOT U L— NI, A—F Ly —2DHE L
TR TEY . WBE D CiscoTAC ViR — FO#HPFANTII I NR—EI NN EIZEE L TL
72& W, FH & ReadMe D FENHIZ SV TlE, GitHub Z EHIRIICHEZR L T 72 &,

ASM_Function.zip /X v 77— Y OIERIFIEIZON TR, [V —RA 32— 6 O Azure BIEOHEEE
(194 =) | 2L T EE N,

AutoScale V') 1—>a>vDarvik—x2 bk

ASA Virtual Auto Scale for Azure YV =2 —> 3 U, ROV R—F 2 N TTHEBR SN TWET,

Azure B8%% (Function App)
Function App & 13— D Azure BIETT, AEARZRBERITRDO LBV T,

e Azure A NV v 7 ZEMBICEEE I e —7 LET,

« ASA Virtual DB EZET=H — L, AT —/vA V/Ar—NT 7 MEE N T—LET,
BT, EfE STz Zip Ny r— Y O Tt v E T ( [Azure Function App /N v 77—
OFEEE (170—) | 258 | BT, FFEDX X7 ZFTT 57 DIZAHE7eBR 0 M7 L
TEY ., JEEHEESCH LW Y —2DY KR — hOTDICKNEIE LT v 7/ L— R T& &
D
Orchestrator (Logic App)

Auto Scale Logic App 1Z. V—7 7r—, DF Y —#HORAT v 7 OELETT, Azure BFAEITINT
L7747 4 CTHY, MAEICEFETEEEA, IO Orchestrator 1%, B D T AT
gL, B TERE L ET,

* Logic App I%. Auto Scale Azure B ClE#A A — 7 A ML —a VB IO TET 720
W S ET,

« £ A7 v 71X, Auto Scale Azure BIEX FE 72 ITHA A B DR v VR L ET,
* Logic App [ZJSON 7 7 A /L & L THRfk SN E 7,
* Logic App (X, GUI £721ZJSON 7 7 A NV ZffEHI L TH A Z ~ A A TE £,

REY VA=Y b (VMSS)
VMSS 1. ASA Virtual /34 A 72 EO RO~ v DESTT,
¢« VMSS TiZ, HILWRI—D VM 2t MIBMTXE 4,

s VMSSITEIMENTH LWVMIZ, 2— RS oY X2 VT4 —7 BIORy
ND—0 A B —T =4 RAZHBBICHE R S LE T,
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Microsoft Azure ~ ASA {748 Auto Scale ¥/ ') 1 —> 3 > DEA |
. AutoScale V') 21— 3v@avR—xu b

o VMSS (ZITHHAIA LD Auto Scale HEBEDYEH 0 . ASA Virtual for Azure TIXERNZ /2> T
\i‘g_c

* VMSS T ASA Virtual £ VA X LV AZFEITEMLZY, HIBRLZYD LWV TL 7ZE0),

Azure Resource Manager (ARM) 7> 7L — k

ARM 7 > 7 L — hiX. ASA Virtual Auto Scale for Azure V' VU 2 —3 3 VIZHEER Y V— R %@
Bl 27Ol ET,

ASA Virtual Auto Scale for Azure : ARM 7 7’ L — |k azure asav_autoscalejson iL. LLF % & e
Auto Scale Manager = > AR —F > b ~D ANFEREIRIL L £,

* Azure Function App

» Azure Logic App

il A=ty b (VMSS)

« R KON o — RN T 9,

s B EREX 2 VT 4 TV —TBLOEOMD A A= b,
ASA Virtual Auto Scale for Azure GWLB : ARM 7 > 7 L — |

azure asav_autoscale with_GWLB.json 1%, LA F% ¢ Auto Scale Manager = > AR — K & h ~D
AN EHRZREE L £,

« Azure Function App

« Azure Logic App

M~ (VM) F3EE~ A7 —t vy b (VMSS)
Xy NT—=F LT AU TTANT I F ¥

N i WE AT DA

BBICHNE R X2V T 4 I N—TBLOEOMOa L R—3x 2 b

EE 2—WP—AHOKIFICEHLTIEZ, ARM T 7 L— MIIBARH H 7=, BERICASZH
SETAMENRH Y 9,
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| Microsoft Azure ~® ASA {x#8 Auto Scale V') . — 3 VDEA
Auto Scale V') 21— 3 U ORIIREM .

Auto Scale V') 1 —< 3 U DRHESH

Azure D)) —X

JY—RTIL—7F
IOV a—rarDTRTOaryR—xr MEREET I, BEFEEEE LERE N
V) — 2T — RN,

)

GE) #®BTHEATLZEDIZ, VY—RITN—T4%, UV I—ATNV—TPMERENTZ)—Yar, BX
RAzure 7227V F g 1D #38kLET,

=N AL DV

RS Y T — 7 DMERFREE TZIIMERBE A THDL L 2R LET, Yo "My TF T2 /1
U—%#iH L7= Auto Scale BB CTlX, *v hU—27 U Y —2DEK, ¥, FHII ITbhEE
Ao 1272 L. Azure GWLB % fH L 7= Auto Scale BB T, *y NU—F A LT T AT
TF v DMEREIND Z EICTHERELTLZEN,

ASA Virtual IZ21Z3 2DOF%y KU —T A B —T = A4 ANNERE-D, (R %y hT—7121%
WD 3OOY TRy NPRHKETT,

1. HEHINT 7407
2. WESNT 74> 7
3 NBENT T4
Y7 xRy MRS N TSRy hT—2 X a )T 4 ZA—T T, ROBF— &< ME
Wb ET,
« SSH (TCP/22)
m— R/XZ %L ASA Virtual IO IEF 7 v — 72 EITT,
P—N— L AHRE & ASA Virtual O E(E LB T,
TN = aEAOT R haEIEAR— b
=W —=T 7Y r— g STHETT (TCPRO 72 L) .

N

GE) (FEExy NU—24., FIEXy FU—727 CIDR, 32T _XTOH 7Ry FOLHT, 3B LU
ERHOY TRy O — b T A TP T RUAZFLELET,
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Microsoft Azure ~ ASA {748 Auto Scale ¥/ ') 1 —> 3 > DEA |
B ssawmior rosm

ASAERL T 7 1 LD %l

ASA (AR AERL 7 7 A VB YEf L. ASA AR A A X L ANE T 7 & AA[REZ: HTTP/HTTPS
P NR—IRFLET, THIUIERED ASATER T 7 A VBN TT, A7 — 7 7 h iz ASA
REEIWZEZY, ZOT77ANMBF T ro— RSN THENEFTINET,

ASARERRL 7 7 A VT, (D7 &) RO EBUEIRY £T,
T RTCOA L H—T7x2A AZDHCPIPEI D {TEHELE T,
» GigabitEthernet0/1 1X [ 4 L X —T7 = A ATHHLERH Y F7°,
* GigabitEthernet0/0 |X 5] 4 L X —T7 = A ATHHLERH Y 7,

\)

) Y FAvF rARaPE2fH L7 Auto Scale DEBIZIX, 2 2D
T—HA =T 2 A ANKIETT, —Ji, Azure GWLB % i /i
L 7= Auto Scale DJEBIICMNER DX, 1 DOT —H A X —T =
A ADHTT,

=N T AT, L HF—T oA AL A X —T A RTRELFET,

A v H—T 2 A AL —T 2 A AT Azure 2—T 4 VT 4 IP 26D SSH %
FzLET (~rAx27a—7/H)

A L H =T 2 A ADDREA =T 2 A AT T T v T BHRERT DT D NAT
{190 X (S AP

cHHD N T 7 4 P EFFRT AT VAR —% B LET,
cHER DT A B AETELET, PAYGIREIIYR—FENTWERA,

)

GE) BHEHA LV —T oA AERFINGRETH2MLETH Y A,

PAFIE, Azure Y VU = —3 3 > [l ASA {48 Auto Scale @ ASA %7 7 A LD > 7L TF,

ASA Version 9.13(1)

|

interface GigabitEthernet0/1
nameif inside

security-level 100

ip address dhcp setroute

|

interface GigabitEthernet0/0
nameif outside
security-level 0

ip address dhcp setroute

|

route outside 0.0.0.0 0.0.0.0 10.12.3.1 2
!
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| Microsoft Azure ~® ASA {x#8 Auto Scale V') . — 3 VDEA
asaro 7 1 Loxs [

route inside 0.0.0.0 0.0.0.0 10.12.2.1 3
|

ssh 168.63.129.0 255.255.255.0 outside
!

ssh 168.63.129.0 255.255.255.0 inside

|

object network webserver

host 10.12.2.5

object service myport

service tcp source range 1 65535 destination range 1 65535

access-list outowebaccess extended permit object myport any any log disable

access—-group outowebaccess in interface outside

object service app

service tcp source eqg www

nat (inside,outside) source static webserver interface destination static interface any
service app app

object network obj-any

subnet 0.0.0.0 0.0.0.0

nat (inside,outside) source dynamic obj-any interface destination static obj-any obj-any
configure terminal

dns domain-lookup management

policy-map global policy

class inspection default

inspect icmp

call-home

profile License

destination transport-method http

destination address http https://tools.cisco.com/its/service/oddce/services/DDCEService
license smart

feature tier standard

throughput level 2G

license smart register idtoken <TOKEN>

: end

A, Azure GWLB Y U = —3 3 > ASA {548 Auto Scale D ASA R~ 7 A LDV 7
<7,

interface GO0/0

nameif outside

ip address dhcp setroute

no shut

's

sh 168.63.129.0 255.255.255.0 outside
route outside 0.0.0.0 0.0.0.0 192.168.2.1 2
nve 1

encapsulation vxlan

source-interface outside

peer ip 192.168.2.100

i

nterface vnil

proxy paired

nameif GWLB-backend-pool
internal-port 2000
internal-segment-id 800

external-port 2001
external-segment-id 801

vtep-nve 1

's

ame-security-traffic permit intra-interface
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. Azure Function App /3w 4 — U DIEE

Microsoft Azure ~ ASA {748 Auto Scale ¥/ ') 1 —> 3 > DEA |

Azure Function App /Xy 5 — C DFEE

ASA Virtual Auto Scale Y U =—3 3 > CiX, ASM_Function.zp 7 —h A 77 7 A W ZERKRT 5
VERHD FET, ZOT77ANANEL, [EMENTZ ZIP Xy r— O T—HEOMER D Azure
BRIt S E T,

ASM_Function.zip /X > 77— Y OVERRFIEIZ DWW T,
(194 ~—=2) | 2ZRL TS,

RIS, BEDHX AT 2FITTHT-OICHRE/ZRR D MSI L TR Y | JREHIESCH LW Y U —X
DY R—=FDFEDIMBEBIZISELTT v 77 L —RT&EJ,

[V —Za— Kb D Azure RIS O RESE

ARINTG A=A

WDOFRIZ, T T — I RTA=FBILOWIZ R LET, F/3T A —FDEEZRDOT-5. Azure
YTR7 YT a NZARM T 7 L— hERETH & X0, £/3T7 A —X & LTASA
[AutoScale ARM 7 > 7L — F DR (175—) | &%

Virtual 7 /34 A& {ERRTE £,
HBLTLFEW, Azure GWLB Y U =—3 3 > ZffH L 7= Auto Scale TiZ.

T T L— FTiE

IMDATINT A—=Z RET DMBERH LT, Xy NT—=I AT T AT 7 F ¥ bIERS
NET, NTA—FOFRIT—ARARLRO TRHAZER L ET,

R2:FoTL— RS A =4

NG A—B A

ERTE 1B/
247

FiBA

1)y —ZD1E
a4 7

resourceNamePrefix

XFH* (3 ~
10 3C57)

TRTOY V—RF, ZDF
V74w ARG TeARTTTE
RENFET,

TN FEOREFEH L TL
7ZEUN,

5 : asav

HRERR

virtualNetworkRg

pa2

KRRy NT—2Z DY J—2R
T N—T DL,

i : cisco-virtualnet-rg

BE17

virtualNetworkName

LFS

xR > U —27 4 (FERG
)

5] : cisco-virtualnet

BE 17

mgmtSubnet

padl

WEYT Ry b (TR
7r)

5] = cisco-mgmt-subnet

BETF
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| Microsoft Azure ~® ASA {x#8 Auto Scale V') . — 3 VDEA
Anrisx—4 |

INSA—H % ERTE 518/ |5k 1)y — XD
aqT BaA7
insideSubnet bl N7 %y b (ERE | BERF
9]
5 : cisco-inside-subnet
internalLbIp SCFF WNESY 7 % v hOWNERE — R | BEfE
NRGHDOIPT KL (FERL
)
5l : 1.2.3.4
outsideSubnet SCFF YT Ry N (R | BERF
)

5] = cisco-outside-subnet

softwareVersion bzl ASA Virtual X— 3 > (JEBR | BEfF
(LNl N = B BV NP
#

F 7V b 914.1.037] :
914.1.0,913.1.0

vmSize SCEH ASA Virtual £ > A X L ADY |47 L
A X (BEEFFIC e v 7 XD
DD EER)

asaAdminUserName Pk ASA{AE Tadmin| = —WF— | FHHEIERK
a—H—4,

NRAT—FROEZIZ12—72
LT, MR, RCFE, K
T FEBRCTE AR ERT DM
N ET, £, LFOM
DIRLIE2EETIZTHHLE
NHYET,

ZAuE Tadmin IZIXTEFEE
A, VM EHE 22— —4 D
HA RTA TN TIHE,
[Azure] Z#ZH L T2 &
AN

B Fr7L—hic
X, ZONRT A—
DAL TITAT
VAT v 7 iR
THH EHEA,
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Microsoft Azure ~ ASA {748 Auto Scale ¥/ ') 1 —> 3 > DEA |
| PR

INTGA—=5% ERTELfE | HA 1) — XD
847 a4
asaAdminUserPassword SCEEA * ASA (AR EHE 2 — P DX | BrEl/ERK
ZA

NRAT—FROEZIZ12—72
LT, MR, RCFE, K
T RBRCTE AR ER T DM
N ET, £lo, LFOM
DIRLIZ2EETIZTHHE
NHYET,

GE) T L— MZ
I, ZD/RT A—
ADaryTI3A47T
VAT U KERE
TH EHEA,

scalingPolicy POLICY-IPOLICY2 | POLICY-1 : f%E SN7-HI |5%%7e L
2. WD ASA Virtual O
SEHJBETIS A — VT U R L
EVMEEBRDE AT —1LT
TRRBR R T—SET,

POLICY-2 : 3%iE &= #if
\Z. AutoScale 7 /L —7"NDT
~TC D ASA Virtual 7 /34 AD
SRR AT — VT U KL
SIVMEEZBZ D EAT—LT
T RB MY T—SNET,

ELHLDEEYL, AT —nA
vaYy 73R UEETT,
BRESINEHBIZ, §XTo
ASA Virtual 7734 A D)8
TN A —)L A LEVER
TEISDERT—N AR
H—SnET,

scalingMetricsList peil 2= T OREIHEH S |47 L
NHEARNY w7,

el . CPU
7V~ : CPU
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| Microsoft Azure ~® ASA {x#8 Auto Scale V') . — 3 VDEA
Anrisx—4 |

IND A=A ERTE 518/ |5k )Y —XD1E
247 REA7
scaleInThreshold SR A=A LEVE (X— |40

Ty NHAL)
74k 10

ASA Virtual * f U >~ 7 (CPU
fER=ER) 2Oz TE%

L AT — A UB R H—
INFET,

[Auto Scale =7~ 7 (191

~N=) | ZBRLTES
Wy,

scaleOutThreshold =il Ar—)L T 7 KL EVH AV
(R—k > NEAD)

T 74K 180

ASA Virtual # Y » 2 (CPU
fEFR) N ofE% EE5
LR —=LT R RY
H—INET,

lscaleOutThreshold] 1%, #IZ
IscaleInThreshold] X ¥ K&
KTHHERHY 7,

[Auto Scale 7~ 7 (191
~N—=Y) | EBRLTLESR
AN

minAsaCount FH EEDORE TRy — Lty b 3487 L
CfEH FTEE 72 B /)N ASA Virtual
A VAR AEL,

2 2,
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Microsoft Azure ~ ASA {748 Auto Scale ¥/ ') 1 —> 3 > DEA |
| PR

IND A=A ERTE 518/ |5k 1)y —XD1E
247 REA7
maxAsaCount B A=)y NTHFRSND |47 L
B K ASA Virtual f > A X 2 A
.
%l 10
GE) Auto Scale 7 ¥ v
7 T Z DOEHED

HFHILITF = v 7 &
nipni=o, EE
ICAJILTLZE
A

metricsAverageDuration S Koy 77XV nBIBIRLE [N L
R

ZOIEIE, A Y v 7 A
LS D IER (BN %
KLET,

ZOEBOMENRS (557) DY
& . Auto Scale Manager 73 A 7
Va—nEhbHE, ANy
7 DIE 5 Sy O
Fxv 7 &R, TOMRICE
DNTAT =Y 7 OHEr
1ThivET,
GE) Azure OHFIFRIZ X
0. AR B
1, 5. 15, BLW
30 7217 T,
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| Microsoft Azure ~® ASA {x#8 Auto Scale V') . — 3 VDEA
Auto Scale DB .

INTGA—RZ FRATE 5B/ |5 1)) —XD1E
247 B4 7
initDeploymentMode BULK/STEP | |29 O BERH, F 721 A

r—t v M2 ASA Virtual A
VAR AN EEN TR
BalcEmAInET,

BULK : Auto Scale Manager
¥, minAsaCount] ™ ASA
Virtual A > A % A Z FIRFIZ
BHL LS & LET,

STEP : Auto Scale Manager /3.,
AT a—ENnMEI L
{Z TminAsaCount] fE#@ ASA
Virtual 7 /31 2% 1 >R
B LET,

configurationFile A ASATABHRER, 7 7 A VD7 7 | 7% 72 L
A JVINA,

i
https://myserver/asavconfig/asaconfig
Axt

*Azure ([Z1E, HT LW Y Y = A0 BANCET MRS H 0 £9, HIRZMERT D50, £
T _XTNLFEEH L TLIZEVNAR—Z P ZTOMOF/RIFFIFERALLENT I,

Auto Scale ) ERd

Auto Scale ARM 7> 7 L— FDER

R4 yF RO EFEA LT Azure BB ASA virtual Auto Scale : ARM 7 > 7 L— k

azure asav_autoscalejson Z ] L T, Azure ] ASA Virtual Auto Scale [Z B2 Y Y — R % Ji
BLET, FFEDY Y —ATNL—FNTIE, ARMT 7 L— MNEREBT 5 Z & TRONEN
ERc S vE T,

R~ A —t v b (VMSS)
<SR — RNT Y

s N — RANT 9

* Azure Function App

* Logic App
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Microsoft Azure ~ ASA {748 Auto Scale ¥/ ') 1 —> 3 > DEA |
B Avoscalearm 7> TL— o EE

X2 VT4 IN—T (F—EA L E—T 2 ABLOEHA 2 —T = A 2 )

Azure GWLB %{# M L 1= ASA virtual Auto Scale : ARM 7> 7 L— k
azure_asav_autoscale with_ GWLB.json ZfH LT, Azure GWLB ¥ U =—3 3 |2 X % ASA
Virtual Auto Scale (Z&4F 72 ) VY —2AZ R LET, FFEDOY YV —RA T )V—TFNTIZ, ARMT
Y7 L— NERET L2 TRONENER S NET,

A~ vy (VM) E i3 i~y A —nk v b (VMSS)
N N E AR VN2 A

» Azure Function App

* Logic App

Xy NIT—=F T A TTANT T F %

EBRICHKEREX 2V T 4 =T BLOREOMD AL R—% b

1R BHEIIZ

« GitHub Y A" b U (https://github.com/CiscoDevNet/cisco-asav/tree/master/autoscale/azure) 7>
5, ARMT7 7L —haZvrn—RLET,

ATFYT1  BEED Azure V' — 212 ASA Virtual £ > A ¥ 2 A5 RETAVLENH AEAIT. JEEY —2a o CEHT
BE/R Y — N EEASNWT, ARMT U7 L— MNERRELE T,

1 -

"zones": [
lllll,
"2",
"3"

]I

BN, 3 oD =% [CentralUS] V—Y 3 V&AL CTWET,

ATFYT2 HBa—RARFGUHTHER N T T4 v I A— A ERELET, 2@ [json) EHIZILET S - LT,
HOBON—NEBMTEET,

1 -
{
"type": "Microsoft.Network/loadBalancers",
"name": "[variables ('elbName')]",
"location": "[resourceGroup() .location]",
"apiVersion": "2018-06-01",
"sku": {
"name": "Standard"
by
"dependsOn": [

"[concat ('Microsoft.Network/publicIPAddresses/', variables ('elbPublicIpName'))]"
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| Microsoft Azure ~® ASA {x#8 Auto Scale V') . — 3 VDEA
Auto Scale ARM 7> 7 L— 0 EE [

] ’
"properties": {
"frontendIPConfigurations": [

{

"name": "LoadBalancerFrontEnd",
"properties": {
"publicIPAddress": {
"id": "[resourceId('Microsoft.Network/publicIPAddresses/",

variables ('elbPublicIpName'))]"
}
}

}
]I
"backendAddressPools": [

{

"name": "backendPool"

}
]I
"loadBalancingRules": [

{

"properties": {
"frontendIPConfiguration": ({
"Id": "[concat (resourceld('Microsoft.Network/loadBalancers', variables ('elbName')),

'/frontendIpConfigurations/LoadBalancerFrontend')]"
}I
"backendAddressPool": {
"Id": "[concat (resourceld('Microsoft.Network/loadBalancers', variables ('elbName')),
' /backendAddressPools/BackendPool') 1"
}I
"probe": {
"Id": "[concat (resourceld('Microsoft.Network/loadBalancers', variables ('elbName')),
'/probes/lbprobe') 1"
}I
"protocol": "TCP",
"frontendPort": "80",
"backendPort": "80",
"idleTimeoutInMinutes": "[variables ('idleTimeoutInMinutes')]"
}I
"Name": "lbrule"
}
]I

Gx) DT A NERELRWEAIL, BARKIZ Azure R—F ANLRETAZ L TEE T,

RATv T3 Microsoft 7 7Y hD2—H—4 L /XAT— R H LT, Microsoft Azure K—Z /Liza 74 v LET,

ATy T4 [VY—RAZ)—T (Resource Groups) | 7 L — RIZT7 7t AT 512F, —EADA=a—n5[) V—
A7 N—"7" (Resource groups) | &2 U7 LET, W7 A7 VT a v NOTXTDY Y —AT—7
N7 L— RIC—ERRINET,

FLWY Y =2 T N—T 25T 20, BEFEDOZEDY) ) —AT7N—T%FIR L ET, 72& 2T, AA
Virtual _AutoScale,

Cisco Secure Firewall ASA Virtual .19 X 2 — + 7w THA K .



Microsoft Azure ~0> ASA {R#8 Auto Scale V') 1 — 3 > DBEA |

B Avoscalearm 7> TL— o EE

18: Azure R— 43 JL

_. e “

o ASAv_AutoScale o

DT oo v

ATw TS [UY—ADMER (+) (Createaresource (+)) 1% 27 V27 LT, 77 L—NERAOH LN V—2
EERLET, [V Y —ATN—TDOfERK (Create Resource Group) | 7 L— RRFRSNET,

ATFYT6 [v—F v b T LA ADMFE (Searchthe Marketplace) 1T, [T 7L — DR (WAX LT T L—
h&fEH L72JEBA)  (Template deployment (deploy using custom templates)) | & AJj L. Enter Z#f L &
‘j—o

BH19:hREA LTV TL— FOREH

Miicraso Arine £ Seanch reHarces, SEIvH and B0E 105 -

Template deployment (deploy using custom templates) (preview) =

~ Template deployment (deploy using custom templates) (preview)

{§

h
A=t}

ATy 1 [MERK (Create) 1 %227V v 27 LET,

ATy T8 TUTL—bEERT OO Ty 2 NIEEH Y T, [T 4 X THEOT > 7 L— N E{EERT S
(Build your own template in editor) ] Z3®&R L F 9,

. Cisco Secure Firewall ASA Virtual 9.19 X 2 — b7 v THA K



I Microsoft Azure ~ ASA {X#8 Auto Scale /') 21— 3 VDEA

ATv79

ATy 710

Auto Scale ARM 7> 7 L— F0EE [

B20:%BE0T YT L— FDER

soft Azure

Home > ASAv_AutoScale > Mew > Template deployment (deploy using custom
Custom deployment
Deploy from a custom template

Select a template

Automate deploying resources with Azure Resource Manager templates in a single, ¢
select a template below to get started. Learn more about template deployment E5

ﬁ Build your own template in the editor

Common templates
Créate a Linux wirtual machine
Create a Windows wrfual maching

Create a web app

aotd

Create a SOL database

Load a GitHub quickstart template
Quickstart template (disclaimer)

[T 7 L— hOfa%E (Edittemplate) |V 4> R T, T XTOT 74/ har 7oV EHlBRL, BHL
7~ azure_asav_autoscalejson /25T oV A a bt — LT, [1RfFE (Save) | 27 VU v 7 LET,

21: Edit Template

e e

Home > ASAv AutcScale » Mew » Termgplate dey Cusie
Edit template
8t your Aqure Rescurce Manager femplate

b oagdrescerce T Cwcauntemplite T Loadfle 3 Diowalsad

&

3 Paramiters (190 “$schema”: 'n:t’a’:\itsrreu_ﬂ.‘!l:_:_gt_\uj_:
" ) "contentversl 1.0.0.8%,
|25 vanables (31) “parametors™: {

i

2 & , comy schomas f 7815 Bl.Bl;‘d{\p!oantIM:Latc._jscr',
]

4

w i Rasources (12) 5 "rescurcelanePrefin™: |

&

)

B

o LogRCApp “type©: “string”,
= vitrosof Logie fworkdlows] “defaultvalue™: "aiav",

| 5 Sactirp] “alnLength™
varablesiengerkSecGop . -
@ Li th
v [hlicr oot Hetwork networkSeoor Eoaanis
18 aatadata™:
‘t_|‘~|'“"-""|'d"'-lﬂc";".'| 11 “desceiption™: “Preflx used In resource names created by this tesplate(Use only lowercase letters)”
[Microsoft Network etenriSen }
= [varablesCstorageaccoentiame. 13 5
= [Mirotot Shorage sicrageitiou 14 “wirtualNetworkRgT:
|vanablesBrrgPlanhiam | 13 “type®: “string”,
Bcr B8 e b e re i) i& “defaultvalue™: “cisco-virtvalnet-rg™,
17 “matadata:
Ivarablestunctiond pptame ) ] s {, -y . . -
[Microscdt Wby sites) 1z 5 description™: "virtual network rescurce group rume
1]
{variableslsppinsightsklama 1] 38 }
(MicrosciUingighti/compeennts) Fi | _:'Si'TuiIMé'.nOf‘kltm__' {
|vanablesTostameindinguhian 22 “type™: "string”,
# (Wacrodam et iies 23 ~defaultvValue™: “cisco-virtualnet”,
hosthaameindings) " “metadata: {

WRDOEI v a T, TRTONTFA=FEZATILET, FRXTA—=ZOFEMIONTIX, TATJRT A—
Z (170 ~—>) | #2RLT7EEn, &I, [#EAN (Purchase) 127 U v 27 LET,

Cisco Secure Firewall ASA Virtual 9.19 X 2 — F 7 v THA K .



ATy

B Avoscalearm 7> TL— o EE

B 22:ARM 7> FL— kX5 A—4

B Saarch resounoes, s

Custom deployment

Plion 13 Mandge Seployed MIOWH S SO LHE MER0UeE Grovps ol BokSeTs 10 rganas and

hicrosoh Azuer Enberprrie

ivdernal Lk

Microsoft Azure ~0> ASA {R#8 Auto Scale V') 1 — 3 > DBEA |

GE) [/3F A —% Ofm (Edit Parameters) | %27 U v 27 L, JSON 7 7 A L &ERET DM, £z
FEMA SN2 T YR T v 7Fr— R TE %7,

ARMT > L — DO ATRBISEEIZE SN T WA, ANMERBRIET 50132 —F—DFT

<7

T L— NOREENAIIT S L ASA Virtual Auto Scale for Azure Y U o2 —3 3 VICHERTRTOY
V—=AMPMERENET, WORDY V=A% L TS, [¥A4 7 (Type) 15IZIE. Logic App.
VMSS, B—RARFH RTY T IPT FLAREDKZY YV —ZANRENET,

[l Cisco Secure Firewall ASA Virtual 919 2 2 — k7 v TH 4 K



| Microsoft Azure ~® ASA {x#8 Auto Scale V') . — 3 VDEA
Azure Function App 0 E .

23:ASA Virtual BBIR 7 — LT > T L— FDER

B £ Sewrch rescurces, dariced, and deen (G2 ) .

;) ASAv_AutoScale =

—_——
| aeas Trpt we ol Locion nn gll X o Adfer
Zerings =1 N

E
P -

T o

- .&l il

Azure Function App @ &R

ARMT > 7 L— & BT 5 &, Azure |2 L > T A4 /L b > Function App BMERR S £, =
D7 7 V1L, Auto Scale Manager 7 ¥ 7 |[ZME R A L CFEI CHEHB L ORRET D
WEN B Y ET,

5RO BRI

« ASM_Function.zip /S 77— % ENV R LET, [V —2Aa3— b0 Azure B OHEEE
(194 ~—2) | ZZHRLTIIZEV,

ATFYT1 ARM T 7 L— h &R L7- & I2/ERL L 7= Function App [IZBEN L, BIEMNTFEE LRV L 2R L £
T, 75U THKOURLICT 7 A LET,

https://<Function App Name>.scm.azurewebsites.net/DebugConsole
[Auto Scale ARM 7 7' L— h DB (175 <—) | OBIOHAE, RO K520 £5,

https://asav-function-app.scm.azurewebsites.net/DebugConsole

ATFYT2 T ANy 27 a—F T, sitelwwwroot [ZBEN L £97,
AT w73 ASM Functionzip 2 7 7 A VLTI AT 0 —TFDHEBIZ KT v 7T R Ray 7 LET,

Cisco Secure Firewall ASA Virtual .19 X 2 — + 7w THA K .



Microsoft Azure ~ ASA {748 Auto Scale ¥/ ') 1 —> 3 > DEA |
. Azure Function App O &

24 : ASA Virtual Auto Scale #8007 v 70— K

- o o af prmpr————— ] -

[

0 items LA

Mame: Modied Sow

Drag here to Lrload'

RTYTE Ty u— R PR T 2L, TXTOF— "= ZEKRFRINET,
25 ASA Virtual )+ — 13— L Z ke

fwwwroot #+  13items & @ &

&
]
5

Midified
£y
EN-
EY-
EY-
4@
40
-

Ve v

LN

AT PUTTYSSHZ A4 T7 v ha X ra—RKLET,

Azure P80, SSH #4621 L CASA Virtual IZ27 7 VA TAHLENH Y £4, 727-L, —R_"—L 20—
RCERINLIA—T 2V —R2AF7 A4 77 V%, ASA Virtual TEFH SN S SSH F—&HT7T /LY X b %E 3

A—=FLTWETA, LIENST, HRNHEEINZSSHYZ 947 b2 yra— KT ALERHD £
j—O

www.putty.org 725 PuTTY 2~ RI7 A4 4 U F—T = A A% PuTTY N> 7 = R (plink.exe) ([ZX 7
m—RFLET,

. Cisco Secure Firewall ASA Virtual .19 X 2 — + 7 v TH A K


http://www.putty.org

| Microsoft Azure ~® ASA {x#8 Auto Scale V') . — 3 VDEA
sronnz ||

X 26:PuTTY D& O0— K

Alternative binary files

The installer packages above will provide versions of all of these (except PuTT Ytel), but you can download sta
(Not sure whether you want the 32-bat or the 64-bit version? Read the EAQ entrv.)

putty.exe (the SSH and Telnet client itself)

32-bit: Rutty.exe (or by ETP) (siznature)
64-bit: Rutty.exe (or by FTP) (signature)
pscp.exe (an SCP client, i.e. command-line secure file copy)

32-bit: RECR.exe (or by ETP) (s1znature)
64-bit: CHERT (or by FTP) (signature)
psftp.exe (an SFTP client, i.e. general file transfer sessions much like FTFP)

32-bit: reftp.exe (or by ETP) (siznature)
64-bit: peftp.exe (or b ETP) (siznature)
puttytel .exe (a Telnet-only client)

32-bit: Ruttytel exe (or by ETP) (signamure)
64-bit: Ruttytel.exe (or by FTP) (signature)
plink.exe (a command-line interface to the PuTTY back ends)

32-bit: plink,exe (or by ETP) (siznature)
64-bit: [ link.exe | (o by FTP) (signature)

pageant.exe (an SSH authentication agent for PuTTY, PSCP, PSFTP, and Plink)

ATwT6 SSHZ 747 hDEFTT 74 /L plink.exe D4 1ij % asassh.exe [ZA T L £,

ATy 71 asasshexe # 7 7 A V7 27 0 —F O (RidD A7 »7CASM_Function.zip #7 v 7'm— K L7235
A IR T7 Ry 7 LET,

ATV T8 SSHZ 747 b FunctionApp & & BICFET HZ L AR LET, REIE L TR—U2EHLET,

Auto Scale Manager ZfFHIE L7720, TRy T THA LD T 572D TE 3% ENNL
OBV ET, INHDOA T a ik, ARM T U7 L— MIFIFERIER AN, Function
App THRETE £7,

188 BRI

\)

GE)  REFVOTHMETEET, RELZWET I2HEIEL. ROFIEIHENET,
« Function App % 502 L £ 9,
WAFDAT Y 2= NEFREZ AT PET T HETRLET,
REEWELTRELET,
* Function App # A N2 L £ 7,

Cisco Secure Firewall ASA Virtual 919 22— k7 v 7414 K |}



Microsoft Azure ~ ASA {748 Auto Scale ¥/ ') 1 —> 3 > DEA |
B zcoumz

AT YT 1 Azure IR—# )LC, ASA Virtual Function App & Bk L RN L F9,

27:ASA Virtual 8E7 7 ) 7 — 3 v

L Lo - T at e -0 nROD®FONE

[ TR - T T R e oy [ N Y e Ll R L e ey - L P - T

T T TN

ATY T2 ZZTIE, ARMT o7 L— N LTESNEREbWETEET, 28413, ARMT 7 L— bk &I
BB ENH Y £, B0 HENILRT) S EEICHRNTx £,

EEAEDAT v a Nt AEiEAnEbr 4, wRIHERLET,

* [f#%5%4 (Configuration Name) ]: [DELETE FAULTY ASA| ([T 7 #/V MH] (Default value ) ] :
YES)

A= T 7 NHIZ, H LU ASA Virtual 4 A X ARNREN L, K7 7 AV EN L TCRESNE
FTFEMC I8 ESNE T, HENKRLIZGAE. 20472 g I2H-S0 T, Auto Scale Manager 73 %
@ ASA Virtual 4 VA H L RAERFFT 50, HIBRT 202 RELET, [T (Yes) ]: EEDOH D
ASA Virtual ZHIFR L E9, [Wrz (No) |: s ENKI LA TH . ASA Virtual f > A X > A %R
FELET) .

* Function App i ETlL, Azure V' 7 A7 V72 g N IT 7 ®BATE B a—W—iL, T XTOEEK
( Tpassword] 72 EDEX 2T R XFINEEGEATWIELEEGLe) 27 VT 7% A MEXTHRRTE
£

ZORICETAEX 2V T 4 LOBERH LGS (I8 21E, Azure M7 A7 U 7'y 3 VSRR O

RWVHERZ RO — P —THEE SN TWDEE) | —¥—I% Azure D Key Vault — E 2 &l L
THRATV—RZR#ETEET, ZOREEXTDHE, BEROBRETZ VT TF A D [password] & A

TR0V, 2—F—F, NAT— FBPREFESI TV D Key VaultiZ Lo TERR S L2, BFXF =27
TR H AT D MERNH Y T,

GE) Azure D KX 2 AV MERBEL T, TV r—a v T — 22 R#ETH20DORA N T
TT 4 A" ROIFTLIEEN,

[l Cisco Secure Firewall ASA Virtual 919 2 2 — k7 v TH 4 K



| Microsoft Azure ~® ASA {x#8 Auto Scale V') . — 3 VDEA
mET R —Lty oM a—LoRE [

/TR 7—I)LEy FTOIAM O —)LDEEE
Azure Identity and Access Management (IAM) %, Azure Security and Access Control D—i & L
THEHES, =2—F—0 D Z#EFEHB L OHIE L ET, Azure U VY —AD~3— R 1ID I,
Azure Active Directory THEIJIZ~ R — R ID 2% Azure — B X ICREE SN E T,
kY, BIRIZRRREER 7 A UE#R 2 2 < T, Function App MEE~ T A —LbtE
F (VMSS) Zilil Tz £,

AT9T1 Azure K—H /LT, VMSSIZBEIL T,
ATw T2 [77 A (IAM) (Access control IAM)) %727V v 27 LET,
ATv73 BN (Add) ][22V vy 7 LTr—LOFE ) Y TEBEMLET,

ATy T4 [m—LEY B TOENM (Addrole assignment) | K2 v 7 & vt [FEVERKE (Contributor) ] % 3R
I_/i‘a‘o

AT TS [T 78 ADE Y Y TH (Assignaccessto) | K2 7 # 775 [Function App] Z i34 L £ 97,
AT 76 ASA Virtual Function App % 3% L £,
28:AIMBA—)LDOEY HT

Add rele assigrment

‘-":-_. Access contnd (LAM]

B v

s -
:]. =TT -

LI o wyr level of acoess B vt o Gtk i i B0 Tk idmai Miniw dnliis b ek B

P
- e
3 . -
Vi iy it

"

L-]

o

; | v |

ATy TT [R%E (Save) 127V v 7 LET,
GE) F 77 ASA Virtual 4 A X VU AREE L TWARNWT & bHERTHIVERH Y 77,

Azure X)) T4 IL—TDEH

ARM T 7L — b, BEHA X —T 2 A AT —H2 A2 —T =24 ZAFD 25Dt F =
V74 I N—T 2B LET, Bt T 4 70 —71F, ASAVirmal BT 7 7 4 7 4

Cisco Secure Firewall ASA Virtual .19 X 2 — + 7w THA K .



Microsoft Azure ~ ASA {748 Auto Scale ¥/ ') 1 —> 3 > DEA |
. Azure Logic App D E

IR N T T 4 v I DREHFANLET, L, T—HA X =T ADX2 VT 47
N—FEFT_RTCDONT T 4 v 7 HFFLET,

BEO MR LT YU Ar—2 g D=— R ESNWTEXF 2 VT 4 TN —T DN — VAR T,

G¥) Fe B AR —T 2 ZADEF2 )T 4 ZA—T1F, Dl bu— RAF %50 SSH k
T4 T EFATAMLENRDHY T,

Azure Logic App D E

Logic App I%. Auto Scale ##E® Orchestrator & L THEL £9, ARMT 7' L— MZ Lo TR
77V k> Logic App BMERESNE T, ZDOT U r—a U EFEITEH LT, Auto Scale
Orchestrator & U THERET 5 7o OICMLE R G R AT D2 LERH Y 77,

ATy T1 URY FUMNS, LogicApptxt 7 7 A Va1 —H /NP 2T LMIEEL, RO L 5 ITHELET,
BE FhEZ TR CTHATEHMGE L TODLHATLTIIZEN,

FHOFIAIX, ARM 7 7' L— M TIIHB LS 172728, Logic App DA% CTRRBNZT » 7
71— RT&EET,

a) WZH: 3XTd [SUBSCRIPTION_ID) #FE L, 727 U7 a v IDERICESHRZ 7,
b) M TXTO [RG NAME] #f#EL, VY —ATN—THIZEESHZET,
c) WH: TXT?® [FUNCTIONAPPNAME| % f#%% L, Function App 4 |Z{&E Z# 2 F£7°,

ROFIIL, LogicApp.txt 7 7 A LV DITO—EH %R L TWET,

"AutoScaleManager": {
"inputs": {
"function": {
"id":
"'/subscriptions/SUBSCRIPTION ID/resourceGroups/RG NAME/providers/Microsoft . Web/sites/FUNCTIONAPPNAME/ functions/AutoScaleManager"

}

} 4
"Deploy Changes to ASA™: {
"inputs": {
"body": "@body ('AutoScaleManager')",
"function": {
"id":
"'/subscriptions/SUBSCRIPTICN ID/resourceGroups/RG NAVE/providers/Microsoft . Web/sites/FUNCTIONAPPNAVE,/ functions/DeployConfiguration"

}

"DeviceDeRegister": {
"inputs": {
"body": "@body ('AutoScaleManager')",

. Cisco Secure Firewall ASA Virtual .19 X 2 — + 7 v TH A K



| Microsoft Azure ~® ASA {x#8 Auto Scale V') . — 3 VDEA
Azure Logic App D E .

"function": {
" i d " :
""/subscriptions/SUBSCRIPTION ID/resourceGroups/RG NAVE/providers/Microsoft . Web/sites/FUNCTIONAPPNAVE/ functions/DeviceDeRegister"

}
}I
"runAfter": {
"Delay For connection Draining": [

d) (EE) MV V—RRZERET DL, T 740 ME (5) OFFICLET, Tk, Auto Scale HEFED
EMRIZ Y T — SN2 RRIETI, ROFIL, LogicApp.txt 7 7 A L DITO—H%E R L TWET,

"triggers": {
"Recurrence": {
"conditions": [],
"inputs": {},
"recurrence": {
"frequency": "Minute",
"interval": 5

b

e) (EE) FLA T 20MERET LI, 7740V ME 5) OFFICLET, ZhuEx, Ar—nA v
BERIZT NS X2 HIBRT D EMIC. ASA Virtual »SEEFOEZ N LA 3 DRI T, ROHfl
I%. LogicApp.txt 7 7 A L DITO ¥z R L TWVET,

"actions": {
"Branch based on_ Scale-In or Scale-Out condition": {
"actions": {
"Delay For connection Draining": {
"inputs": {
"interval": {
"count": 5,
"unit": "Minute"

f)  (EE) 7—nNZurREmET 20 7740 ME (100 OFFICLETS, Zhud, AT7r—nA7
¥ h5E THIZNO ACTION % 3 T9 5K T9, IROBIIZ, LogicApp.txt 7 7 A /L DOITO—HZ 7~ LT

b\\iTO
"actions": {
"Branch based on Scale-Out or Invalid condition": ({
"actions": {
"Cooldown time": ({
"inputs": {
"interval": {
"count": 10,
"unit": "Second"
}
GE) INHOFIEIZL, Azure R—F A0 HHFTTEET, FEMICONTIE, Azure® F¥ = A b

ZZRLTIZEN,

Cisco Secure Firewall ASA Virtual .19 X 2 — + 7w THA K .



Microsoft Azure ~0> ASA {R#8 Auto Scale V') 1 — 3 > DBEA |

. Azure Logic App D E

AT w72 [Logic App=— Kt =— (Logic App code view) JIZBEIL, T 74/ hOWNEZHIFRL T, fWELZ
LogicApp.txt 7 7 A L DOWNEZ AV H1F, (/177 (Save) 1227V v 7 LET,

X 29: Logic App 21— FE 21—

¢fy asav-logic-app

w 1
.
e
&
@
e ok
[ R e—p— %
"
e "
B s -
0
e .
"
" v
& 5
.
™
ey
s 3 =}

AT w3 Logic App #1R17T 5 &, [M%) (Disabled) ]IKFEIZ72 D £9°, Auto Scale Manager % &I T 555 1%, [A
Z{t. (Enable) &7 VU v 27 LET,

30: Logic App DEZ1E

B SRanch rELSECH, LENOES, A d0rt (G4

() petvesh &F e B ,'1@11!' Ty clone & Emport

Hora + ASAw_AuteSeale

|4 asav-logic-app #

A Ot e
WD To erprve walfic o, et te akdong few Sullssund P addecinm ror toged Apgs. Povew pilstn btided f i e Bltirng B addeeise meth Toewadl el
B Aoy iog
A Lepentish
By, Access controd SAM)
[ it
& Tep
& Guasgnone and sohe problem i
1000 T peiid - Bad0- DI ITHE
Darvelpement Took S0 Te-p-d - Bad0-d 18090 3 TS
o Logi app detigar Surmenary
o Loge app code view Tergpee A
B varsicas RECURRENCE o
Recurrence E T
AF connmriong
" FREGUINCY
W Quick et quided Jyer A
R Rlasie notid BALUAT!

Evbuadbod O 197, fored 1 1roks i M LSt 26 et
Setmings Wriooe o
Weritiow i
Ry history
AU
L w | | Starytime sarker than ol picks
@ access eys
Identity
= Stabus Searh thesr Identifier
Il Peoperses

P . Mo rens
& Leds

AT T4 AT DHE, ZATOFEITNERBEINET, [F4T7F (Running) |AT—4 A% 7 Vw7 LCT /T4
TAERRLET,

Cisco Secure Firewall ASA Virtual 9.19 X 2 — b7 v THA K




I Microsoft Azure ~@ ASA {38 Auto Scale V') 2 — 3 > DEA

AsAVitualn7 v 75 L—E ]

31: Logic App DEFTAT—R X

e e IES—CIE A ST

r. Runs history Lagic app run

o D o sl B,
5 = |
= [ [— &
l L]
AR @
frer=" Dsmtion l
B 1o Lz e -]
- - . ety Coue L]
l L]
. ke B0 E &=
l o
! oo, f 3] of Rursnd e Mo L3
T
I TS ety g >
[E———
T | I
o ™
.Nule'arw-'nl L nl-nnpmonsr.narknhﬂwm il

AT 75 Logic App BNEENIT 5 &, EABEDT X TOFIENET LET,
AT w6 ASA Virtual f > A XV APERR SN TS Z &% VMSS TR L £,
X 32: 38T DASA Virtual 1 X5 VR

m Psditiones el e dsa oo

Hame

K1 asav-vmss | Instances

te ) Refresh
LW
= Hame ‘Computer name Status Health state Prorvishoning
% coess costrol (b O ssaevemss A s000000 @ Creating (Runsing) Creseng
L D dia-vms ey mss 000001 @ Creafing (Fanning Creating
£* Diagnose and sob problems [ ssavvmas,2 s 000002 @ Creating (Runnng Craating
Settings
B nstances

& Nebworking

ZOFITIE, ARMT 7 L— FOJET "minAsaCount') 7% 3] [ZF%E S 41, [initDeploymentMode] 73
BULK] IZRRE SN TWDHT=®, 320 ASA Virtual A & AKX U AREB) SIVET,

ASAVirtuald 7 v 79 L— K

ASAVirtnal 7 v 77 L— RiE, i~ v A r—t v b (VMSS) OA A=V T v 77 L —
RO TOHRYHR—FZIET, L7=H-> T, ASA Virtual X Azure RESTAPL A % —7 =
A 2B LT v 7L —FRLET,

Cisco Secure Firewall ASA Virtual 9.19 X 2 — F 7 v THA K .



Microsoft Azure ~ ASA {748 Auto Scale ¥/ ') 1 —> 3 > DEA |
B ssavivaor v 75—k

\)

GE) EEDORESTZ 747 h&MHHLTASA Virtual 27 v 77 L — R T& £9°,

1R BRI
o S CAFRREZR BT LU ASA Virtual f A—I "= g U ABE LET (i : 914.001)

s EDO AT — Nty NORERBIZHEHT S SKU Z#HfE LE T (i : asav-azure-byol) ,
=R ITN—T LB A — vy NAERS L E T,

ATYT1 779 TROURLICT Z7EALE T,

https://docs.microsoft.com/en-us/rest/api/compute/virtualmachinescalesets/update#code-try-0

ATY T2 [T A—% (Parameters) | &7 ¥ a NIREMEZ AL E T,

33: ASA Virtual D7 v 7 L— K

imeters

: Body

v bl Msich o e ok

ATw T3 H LW ASA Virtual £ A—N— 32 SKU, kU H—RUN Z&Tr JSON AJ1% [AX (Body) | &2
Ta AN LET,

{

"properties": {
"virtualMachineProfile": {
"storageProfile": ({
"imageReference": ({
"publisher": "cisco",
"offer": "cisco-asav",
"sku": "asav-azure-byol",
"version": "650.32.0"

. Cisco Secure Firewall ASA Virtual .19 X 2 — + 7 v TH A K



| Microsoft Azure ~® ASA {x#8 Auto Scale V') . — 3 VDEA
Auto Scale > v 4 .

ATY T4 VMSS WEEZZIFTAND L., Azure BRI DISENIE > TE £,

HLWA A —=DL, 27— T MEO—BE L TEEBIENDH LVASA Virtual £ > A X o AT &
nEJ,

« BETED ASA Virtual f ' A X L AL, Ar—iby MITFELTWAEL., TWY 7 ho =T A A=k
fEH Lt £9,

« IR OEEAR EEE L, BEfFD ASAVirtual f V AX U A2 FENTT v 77 L — R T&EE9d, ZhaEdfT

INZIiE, VMSS D [T v 77 L— R (Upgrade) | RZ %27 U w27 LET, IR L7 ASA Virtual A >

AL CAPHEBSNT, Ty 77 L—FanEd, 7y 77 b — RS2 ASA Virtual f A F A
X TE CTHERB L OERET ILERHY £T, COHEEIHRERINELA,

Auto Scale O < v %

AR—IL7orOTvY
« POLICY-1: fRESN=HIMIZ, LWIFhh ASA Virtual DS EFFN A r—/L T 7 h L&
WEBZDERT—NAT T RN M) H—ENET,

¢« POLICY-2 : REINT-HMIC. T XT?D ASA Virtual 77351 ZADEB AN A r— LT
7 hLEWVMEEZEZDEAr—NAT OB N H—SnFES, |

A—jLL4>oadyy
« BRE SN HIBIZ, $ARTD ASA Virtual 7734 A D CPU i RN IE S iz A r—/vA
Y LEWHEZE FEl-> 72854,

=
==
= =N

o Al — N A VA= T T MI 1 oTofThbET (oF D, —FEIZ 12D ASA Virtual
PN Ar— A VEIIA =TT FERET) .

s ERROR Yy 7 1E m— RAAT Y RFRTO ASA 4&*@ TN ANCHEE A BRI L
KoL, FEHLTTRNTD ASA TUE T3, ANBERIZo— FEND & WV I RHRICES
WTUWET,

Auto Scale DAX 5 T\ Y

P—R—L Za—RKDZEaLR—R MIF, MBOBX U T A= LN1HD F3, £,
3T T =y ar A YA MIAT Y vy EnET,
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Microsoft Azure ~0> ASA {R#8 Auto Scale V') 1 — 3 > DBEA |

. Auto Scale DO X5 ET/\v 5

ol % D Azure A D S EFRRTEFE T,
& 34: Azure B30 %'

[ S ——————
fedv-function-app - AutoScaleManager 2 %

......

[r——
a0
p—
B e L hzmser
LA #1528 048 tzmtan
i Gatng s Fokam [P—

s A Tk garnstion: ez [

* Logic App & Z Dl x DA R—x 2 FOFATZLICFAKO R 7 2 F£RTEET,
35: Logic App DETRY

2] Runs history « ¥ Logicapp run ®
) Rtres O R Dt (5 Rt D)
= 5
e s
= = o . v
[ ]
L]

Atn'aehanage 13
e 7 0

ECMOHS(M‘WMUNN o
e
3 © e
L
s i el

L]

= [ e ol S e "
L
L]
L]
L
& 7200 2 a0

o BRI ATE. LogicApp THEITHDO X A7 VWO THEILEITK T TEET, 72720,
BAEFEITH O ASA Virtual 7 /34 ANEENE /21T T2 L, —BMEORWVIREBICZRY £
TO

o BT ETIIME & DX X712 7oL, Logic App THER TE £,

* FunctionApp X, #HTL\zipZ7 v 7B —RT5ZLTVOTHLT v 7 L— RTEET,
Logic App Zf&1E L, X TDX A7 DFET %FF->TH> 5., Function App 27 v 77 L —
RLET,
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| Microsoft Azure ~® ASA {x#8 Auto Scale V') . — 3 VDEA
Auto Scale DH A K541 L HIHEIE .

Auto Scale D4 K54 > EFIFEIR

ASA Virtual Auto Scale for Azure Z B AT HI5E1E. ROTA FT7 A4 v EHIIRFEIZERE L TL
&0,

« A=V v 7 OPREF, CPUMLARICESEET,

« ASAVirtual FHA L X —T = A AL, NT Vv I IPT RLARAZFFOL I ICHESNET,
« IPv4 72 BV HR— hIhET,

*ARM 7 7' L— F O ANFGEIEREIZR O N TWD 72D, ANEELHGEET 2 Dld=—
P—DFRLETT,

 Azure EHEF X, Function App BREEN O T — & (FEE 0 7 A EHRSC/XA T — K72
E) 7L —rT7 %A MEATHERTEET, AzureKey Vault r—E A ZFEH LT, B~
VT AT TR RHETEET,

EMEDEBIL., TTICETTOAL L AX L AIZITHEIIC KL SN T A, BEITH L
TNA ANZOBISNET, ZOLIRETIL, BHFEOT A RACFH TS v add
VERH D F7,

BFEDA VAF L ADHREE FETEHF L TND & ZITRIERRAELZLEEIX., oo
AVARB U ALBA =Y T T NV—TNBHIBRL, LA VA RICEES A H L
EHEEEL F9,

AutoScale D FS T a—F 44

RIZ. ASA Virtual Auto Scale for Azure D— s e =S —>F VA LTy oy 2R LE
—gqo
 ASA Virtual {Z SSH #ft T&E 72\« M2 R T — KT 7 L — %4 L T ASA Virtual
WCESN TR LET, BEX =2 U T ¢ 7 —7"T SSH BB FF Al STV 2 Dife
BLET,
e — RGP DAL AF =y 7T — : ASA Virtual N TF—& A 2 —T7 = A AP SSH
WIEE L TWADHERLET, EX 2T 4 PN —TORTELHRLET,
e NT T 4w 7 DORE v — XTI —/L, ASA Virtual TERE S 72 NAT L—v B &
RRAETF 4w 7 N—  NEfERLET, T L—hetEX2 VT 0 F— 7 — /L Tt
ENb Azure HER Y NU—2 /YT Xy MNP — MU = A OFFEMEHRLET,
» Logic App 75 VMSS (27 7 E A TE 221> : VMSS @ IAM B — /LR ERIE LW 2ERE L &
j—O

« Logic App DEITRHINETE S « A —/L7 U h Iz ASA Virtual 7734 ZC SSH 7
v A %R L ET, Azure VMSS T ASA Virtual /354 2 DREEZ R L 47,
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Microsoft Azure ~ ASA {748 Auto Scale ¥/ ') 1 —> 3 > DEA |
. Y—R3— FH 50 Azure BIEIDIEE

T 27 YT g IDBED Azure D A —T T —  THY L N TCFE T4 hOY
TAZ VT arPERENTWDZEEMERLET,

o Al — LA VEMEDKIK : Azure TOA 2 AX 2 ZAOHIBRICITERFE LN AZ E0n3H 0 F
T, ZOXI IR TIE, ATr—nA VBRIERZA LT ML, =T —NHEINET
M. BREEZIEA AKX ARSI E T,

« XEZEHET LA, Logic App ZHENIZ L, FEITHDOTRXTOHX AV N5ET T 5 F TH
%\i—gﬂo

Azure GWLB B Z{# H L7- ASA Virtual BEI A7 — 1 o VT RICRIER A LIZSHEDO T 7
N a—F 4 TDry MIKDLEBY T,

*ELB & GWLB O BHEfT I /iR L £ 7,
«GWLB CEFMTa —7 DATF — X AR LE T,

* ASA Virtual O A L A —T7 =2 A ARB I OGHEA LV X —T =24 ATh T 74w 70—
R LT, VXLAN RELZHERLET,

X2 VT4 IN—T D=L ERERLET,

Y—XO— K5 D Azure B D HEE

ORTLEH
* Microsoft Windows & A2 kv 717 v kv,
e Visual Studio (Visual Studio 2019 /S—< 5 > 16.1.3 TF A M FH)

Y

GE) Azure BIEUIT C# 2 L (Rt & E 7,

o [Azure B3¢ U —27 m— F% Visual Studio {24 > A h—/L T BNENRH Y £9°,

Visual Studio ZfERAL=EJL F

1  Tcode] 7ANFEua—hL~w Al yra—RLET,

2. TASAAutoScaling] 7 4 /VZIZBEILET,

3. Visual Studio TF'm Y =7 b7 7 A /L TASAAutoScaling] % Bi& £,

4. 7V —r7 v 7L TE/N KT LHITIE, Visual Studio DFEEMETFIEZFH L £,

. Cisco Secure Firewall ASA Virtual .19 X 2 — + 7 v TH A K



I Microsoft Azure ~ ASA {X#8 Auto Scale /') 21— 3 VDEA

36 : Visual Studio £ )L K

0 Ble Ed2 New Project | fuld | Debug  Tem Apshoe  Jook  Gimsions  Window [Hep
reerEsTiE L -lf, i
Biteabd Seh e

.. [y

Y —R3O— KM 5D Azure BB DIEE .

Lhean Fodution
% ASdylutotcating Fuun Code Analgs en Sokton AsF11 -|@ BuniutpRequest eq, Roggerog) JocQéE- o5 P F-
Susing Systes;
vy Syetom, Threading Wi BudASAutatoScaing ShifsFe LB e I p-
uiing Misrotofe_ aapie] igtecald i utodoaling | : B Solution “AlSwiutnScaling” (1 of 1 project)
using Microsofr.Azure Chiag ASdiistabesbing = 4 ASAwhutoScalieg
using Moresoft.dzure B &) Dependénca
u:ir: Hicrosofe. Asphel  EackAStmistobcalng b E Popaties
using Hicrosoft.Exteny & Publah ASAvAutoScaling T T—
uizfg Hi(fﬂsn:l_ﬂil.d Bajch Build_ o Aty Conligaration.cs
using Micresoft.Azure s A
ulil': Hicresofe. Azure. Condiguration Msnager.. r ;']' :::'—D'“m“
using Hicrosoft.Azure Corifagune Contifusus Delrotry 10 Afure_ o Iew::kum
using Hlcresoft. Aure AU SO O T T TR, TN TCETIoe] — oo 5
uiing Hicrodofe. Azure. Manageeent  Hoator; 2
using Hicrosofe. Azure.Managesent Monitor rodiels; LT
using Hicrosoft. ement etk
using MetworkHanage = Hloresoft. Azure Fanagesent Network, anagementll

r* Sealing Logle:-

= If current Scale set capscity = @, Start Scale-Cut (Increase WM count by 1 or by "NIM_ASa_COUNT* o based on
" POLICY-1 1 Scaledwt 1 I say VM°s aversge usage goes beyond “SCALE OUT THRESHLD® for °SSMPLING N duration -
) Mo iiues found LA *

O 0Emen | 8 Dof3Wemings | D Dof3Mensge | % | Budd = IntelbSenie

Pocject File

Frrarl g

BV RABIEFIZa /31 LSz 6, \bin\Release\netcoreapp2.1 7 + /L 7 I8 L £ 7,

TRTONEZRINL, FEIESL (Sendto) |>[EHE (ZIP) 7+ LA (Compressed (zipped)
folder) | DIEIZZ U » 2 LT, ZIP 7 7 A /% ASM Function.zip & L C{RTF L 7,

[ 37 : ASM_Function.zip D E )L K

Lipesara ngana Hew upen et

» Ganesh Patwaedhan (gpatward) » source » repos » ASAvlutoScaling » ASAwAutoScaling » bin » Relesse » netcoreappll »

ifdgel®  Hame Date modifed Type e
AsaScalein 23-1 251 PM File folder
- Asatealelhn 23- 30-2120 12:51 PM File folder
AutoScaleManager 20201151 PM File foldes
i binv 23-10-2020 1251 PM File Folder
i CheckASivlxenseConfig 2 12:51 PM File foldes
Cleanupiian onfigueation 23-10-2020 1251 PM File folder
N Configuresiive File Folded
A
DedetelinConfigunedASa File Folder
[ GetagsPubliclp File bolder
stophlewlennectesns File folder
waitFeeiss ToComi Open File foldes
Lina_Co | AsahutoScalingd o o I50M File ]
Auaes ..fhﬂ-mﬂﬂ Py bo Chuick Becass JS0M File
[ localsettings juen A Add to VL medka player's Playiist JSOM File
Whutad & Play with VLT medis player
= -Zip >
CRCHA
5§ >
‘operties Gree pciedite >
wteeal @ Cisco AMP Fox Endpeints »
SubeScak Sepd to ? D Buetooth device
ot Cut 1 Compressed (apped) folder
wget Copy I Desitop (ereste thonout)
th e = 4 Documents
o i Faxreciplont
o Vhes 9 Maill recipient
Propeies.
m
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Microsoft Azure ~ ASA {748 Auto Scale ¥/ ') 1 —> 3 > DEA |
. Y—R3— FH 50 Azure BIEIDIEE
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. 8.
=% =R

Rackspace Cloud ~® ASA {x18 ME A

Rackspace Cloud |Z ASA A8 # HATE £7,

| A

BEE 9.13()LIEETIE, AR— FENTWDTRTD ASA AR vCPU/ A € U HE T T D ASA K
BIA B AZEHATELEICRVE L, ZHITED ., ASARE 2 H L T o BEER
I, SEISERVMY V=27 h U R TEITTE DX £17,

» Rackspace Cloud ~® ASA A2 OFEAIZHOWT (197 ~X—)
« ASA /8 & Rackspace D RIS (199 ~<—)

* Rackspace Cloud %> R 7 —7 (199 ~<—)

« Rackspace D% 0 H OFERL (201 ~—2)

« Rackspace Cloud ~® ASA {48 O A (203 <X—)
«CPUMEAHEL LA—F (204 X—7)

Rackspace Cloud ~ ASA {x%8 OEAIZDIVT

Rackspace [T, HOHWWLHFEERNT IV v I/ BIONTTARX— NI TURTI /) ad—lblb
HHGRE ~ 32—V R —E R &M 2 Y —F 1 > 77w/ 1 X TF, RackspaceCloud I,

=T 4 VT 4 AL a—T 4 T NR=ATREMMTONL 7 TV Farta—7 1 781l
mB LY —E 2Dty FTT,

Rackspace Cloud T ASA {jt/ for Rackspace Z{RAET 7T A4 7 AL LTHATEET, Z0O=E
Tl A Y RIZ L AD ASARIB T T T7A4 T v A A A =)L LT 2 HIEIC D0
T L £,

Rackspace Cloud DA >V AX LV AL A X, 7 L—NEMEINET, 7 L—300 9 HEEIL,
RAM %A X, vCPU, v NV =27 AL —7v F RXTX 7727 %) | T4 AT EENPOED
P—N—DfAEDLEER L ET, IROFIZ, ASA {KFE OE AIZ#E L 7= Rackspace 7 L —/
ERLET,
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Rackspace Cloud ~ ASA {8 DEA |
. Rackspace Cloud ~® ASA {38 DEAIZDINT

% 23: Rackspace THHR— bk Eh BT L—N

AV =43 ferr g
vCPU »%E!) (GB)

L 1-2 2 2 400 Mbps

LA 1-4 4 4 800 Mbps

L 1-8 8 8 1.6 Gbps

arvta—r 40 |2 3.75 312.5 Mbps

1-4

ava—s 47 |4 7.5 625 Mbps

1-8

arvta—r 40 |8 15 1.3 Gbps

1-15

AE Y 1-15 2 15 625 Mbps

AEY 1-15 4 30 1.3 Gbps

A€V 1-15 8 60 2.5 Gbps

Rackspace D 7 L —/\[ZDNT
Rackspace AR 7 7 RH— =D 7 L— L, IRD 7V T AHEINET,
< AAV1

AT — 7 B — RS ENRN T+ —~v 2 ADWeb A FET, SFSEFha—Rr—
AN B E T,

e vCPU (34— _—HV T 2754 T &N, [NR—A R A[gE] TF, oF 0. WHKA k
FDr T RY—R—ZE D YT HND vCPU OL, HFLCPU ALy RO LY
H %< 720 £,

eaAVEaAa—F 45Vl
e Webh—_— TFUFr—TaPh—n"— BIOZEOMOCPUENEDY —7 v —
Rl S TunEJ,

e vCPU 1L [ TPHIFEH] T, 2F0, WEARANEDI T T R — =28 Y B TH
5 vCPU O#E, FORA N O CPU ALy RO LD H £ 252 Liddh
D EHA,

« AET V1
s AEVEKMDOT -7 n— RICHEESLET,
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| Rackspace Cloud ~ ASA {18 DEA

ASA {R#8 & Rackspace DRIIRSM .

«1/Ovl

CEIRT 4 AT IO DAY v FE/LTWENRNT 4 —~< L ADT T r—a VBLW
T AN AR T

ASA {48 & Rackspace DHEIIEEH

* Rackspace 7 7 > b ZAERL L £7,

7§~ T Rackspace Public Cloud 7 % 7 > ME, 7 7 4 /L b T Managed Infrastructure — £’
AVLNYVZRESNE T, 77U Far b e —/L 3 3L T Managed Operations #— £ X
LYUZT ST —RTEET, 77U Rary ha— "X LD ST, 77 O
a—HF—£%2 U7 L, [Upgrade Service Level] Z#IN L £,

c ASA AR ~D T A v At 5, ASARAIRICT A o A &AE4 25 F T, 100 B OEEE
& 100 Kbps D A/L—"" S DHHFFA SN HMERE— FTETINET, TASAKE D
TFAEBL A (1R=Y) | ZBRRLTLLIEEN,

oA U H—T = A ADHEN:
EHIA A —T (R
s NHB LN A v F—T =4 R
. (£E) BMo¥ 7%y~ (DMZ)
c BENA

CERIA L H —T =2 A ASDMIZ ASA AR 28T A7, N T 7 4>
7 OFBITIIEHTE ETHA,

s A v H—T AR (WZH) : WA A M ASA R 28+ 272 0ICEH I
\i—g—()

A L H—T A A (WMH) ASARB 2TV v v MU= ZERT DT
OIHFEAIINET,

*DMZ A ¥ —T7=A A (fE&) :DMZ Xy b TU—27IT ASA iR #Hfid D72 I
EHENET,

* ASA B LN ASA AR & A7 A D HHaME & B2 S TiE, Cisco Secure Firewall ASA @
HAAVE [RFE] 22 BLTL 72 &0,

Rackspace Cloud v k7 —%

770 RIEERIZIE, MBS U TR SN EROFEO Ry NU—2 2805 ENTEE
T, 7T RYP—=R—=DFRy hU—F  THEREIL., < DA, thoxy hU—27 LEU Gk
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https://support.rackspace.com/how-to/sign-up-for-rackspace-services/#fanatical-support-for-rackspace-public-cloud)https://support.rackspace.com/how-to/sign-up-for-rackspace-services/
http://www.cisco.com/c/en/us/td/docs/security/asa/compatibility/asamatrx.html
http://www.cisco.com/c/en/us/td/docs/security/asa/compatibility/asamatrx.html

Rackspace Cloud ~ ASA {8 DEA |
. Rackspace Cloud vy k7 —%

TEHTXET, ASARAE @& ATIX, FEIZ. Rackspace Cloud DR D 3FEFHDAE LR »~ T —
7 LIERERBLUET,
sPublicNet : 7 77 R —n_— I3 RKa—RKRXF % Xy NT—ITFITA4T AR
EDIVTIRALVTFIARNTIF ¥ avBR—R "o 2 —%y MR LET,
 PublicNet ZfFH LT, ASAME 24 > ¥ —F v MIEHRLET,
« ASA AR 1%, Management0/0 1 > % —7 = A A& N LTIDFy U —7 THk L%
TO
* PublicNet IX, IPv4 & IPv6 DT = T )L A X v 7 T3, PublicNet Z{HEH L CHh— 1 —%

Rk T2 &, FOP—NR—IF 74/ FTIPVA T KL AL IPv6 7 FL A ESZITEHY
i—é—o

« ServiceNet : % Rackspace 7 7 7 R VU — 3 VIND IPvd BEHOWNE~ LV FTF > b % v b
U—7,

* ServiceNet |Z. #EENDOY —_A—[ITrTF 7 4 v 7 (Bast-West 8T 7 1 v 7)) &5k
T5H LY ICRE{ESIET,

cVITURTFAN, ITTTURO—=RNRFG Y VJITURT—HRX—RA 7T Ry
IT TR EDY = g VR —E RA~DER T 7t R — X — TR LT,

e X FU—72 10.176.0.0/12 1 L 18 10.208.0.0/12 1% ServiceNet HIZ PRI I TWE T,
ServiceNet #fit i . 5 —/"—lL, TNHDFXR Y hT—=T7 DOWVTANLDIPT KA
AL oY a = S EhET,

o ASA AR X, Gigabit0/0 A > H —T7 = A A& L TCIDXy NU— 7 T8 LET,
« 77 A ~<X— | Cloud Networks : Cloud Networks Zffi 95 &, 7 77 RCHBES =24
Ay U= B LOEETE T,

cINBHORY NU—JFH—OTF U N THY, xy NU—Z FARaY IPT KLy
7 (IPv4 E£7213IPv6) | BLUOEERET 57 7V Y —"—2ER2IIHIElT& %
TO

* Cloud Networks (3 V) — Y a U ZRIRHEFHE L, FFEO Y —Va VINOIEEDZ 70 K
P N—ITHEHTE £,

« API Z#J1 L C. F721% Rackspace Cloud = > bk 71—/ L 3% /L &l L C. Cloud Networks
EB LOEHTEET,
ASA AR X, Gigabit0/1 ~ Gigabit0/§ DA L X —T = A A% LTINHDF v K
U— 718w L E T,
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https://developer.rackspace.com/docs/user-guides/infrastructure/cloud-config/network/cloud-networks-product-concepts/publicnet/#publicnet
https://developer.rackspace.com/docs/user-guides/infrastructure/cloud-config/network/cloud-networks-product-concepts/servicenet/#servicenet
https://support.rackspace.com/how-to/cloud-networks/

| Rackspace Cloud ~ ASA {18 DEA
Rackspace D55 0 B DR .

Rackspace D55 0 H DIERL

Rackspace Cloud |2 VM % B35 &, Rackspace D7’ R By a =V JHEREFFOT7 7 A V&G
{rCD-ROM 7 /3A A VMIZHHE SN ET, 7T n ey a = ZHRICITROEARH Y £,

c RA M

MBI LB —T 2 A ADIPT KL A

« AZT 4 w7 IP/b— b

e 2—W—HZLRRT— K (72 D SSHAF—)
*« DNS #—/3—

« NTP #—/3—
INHDT 7 A VIIHIEAEBRFIZFE A A, ASA ORERNER S NVET,

ASA R3E KRR ~4
T 74/ N TiE, ASARAE R A NAIE, ASA AR OREEZGT D L X227 T 7 R —/—
ICEI Y YT HL4HTTT,

hostname rackspace-asav

ASA 7R A MAARERL TlZ, RFC 1034 B LN 1101 ICHEILT AR X NG DOIFERTX £9,
cRHAL RENUFE I3 FTHHILERH Y 7,
s NI CFIX, T, BT, F213A 70 THARLERHY £97,

Y

GE)  ASAE TlX, 2D —ZHERLT D X512, TD 7 T U RYP—R_R—ZIZTE B0
WARINZZ 70 R —N—ZNEHINET, 777 KV —_—FONHE & KRBT N
HAGEITEN TR L, = VI L 2N IO XF oA 7 B S 2 £,

7L z2iE. 750 R —"—0D4Ri7 ASAv-9.13.1.200 D4, A 44 1% ASAV-9-13-1-200
1270 £9,

Interfaces
A E =T 24 AFRO LD ITHRESNET,
* Management0/0
* PublicNet ([ZHEE ST 572, Toutside) &9 ARIBHT B ET,

'DM
><

* Rackspace 1%, IPv4 & IPv6 Dfi 7D /X7 Y v 277 KL A% PublicNet f > % —7 = A
ZNZHID H{TET,

Cisco Secure Firewall ASA Virtual .19 X 2 — + 7w THA K .



Rackspace Cloud ~ ASA {8 DEA |
. Rackspace D% 0 H DK

* Gigabit0/0
* ServiceNet |Z#£#t STV AH 728,  [management] &\ ARINIT HILET,

« Rackspace |, Rackspace U —3 2 > @ ServiceNet 7 % v k225 IPv4 7 KL A& E|
DYTET,

* Gigabit0/1 — Gigabit0/8

o 77 A ~X— | Cloud Networks |ZH5t STV D728,  linside) . [inside02] .
linside03 | 72 EDLARINFHT HIVET,

* Rackspace |Z, Cloud Networks 7 % v bW H IP 7 RLAZEID ¥ TET,

3O0ODA B =T 2 A AERFDOASARB DA L Z—T = A ZERITRDO L H512720 £,

interface GigabitEthernet0/0
nameif management
security-level O

ip address 10.176.5.71 255.255.192.0
!

interface GigabitEthernet0/1
nameif inside
security-level 100

ip address 172.19.219.7 255.255.255.0

|

interface Management0/0

nameif outside

security-level O

ip address 162.209.103.109 255.255.255.0

ipv6 address 2001:4802:7800:1:be76:4eff:fe20:1763/64

AET4v7 L—F

Rackspace |, ROAXT 4 v 7 IP/L—ha7rneya=r7LET,
« PublicNet f % —7 =4 A (outside) #&HIDF 7 /L b IPvd /b— |,
« PublicNet £ > % —7 = A ZHE DT 7 3L b+ IPv6 L— |k,

* ServiceNet f > % —7 =1 A (management) tDOA > 7T AT 7 F ¥ T %y k L—
}\O

route outside 0.0.0.0 0.0.0.0 104.130.24.1 1

ipvé route outside ::/0 fe80::def

route management 10.176.0.0 255.240.0.0 10.176.0.1 1
route management 10.208.0.0 255.240.0.0 10.176.0.1 1

o4 9LFooviL

Rackspace (Z & > TR SN2 AT — FEMHH LT, lTadmin) &9 ARTO 22—V =D ERL
S ET, Rackspace AF—ZMEH L TZ 77 N —R_"—RREAINTWDIHE, =2—F—
fadmin] OABF—NERRSIVET,
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Rackspace Cloud ~® ASA {8 DEA
Rackspace Cloud ~® ASA {58 DBEA .

username admin password <admin password> privilege 15
username admin attributes
ssh authentication publickey <public_ key>

day0 SSH Rk :
* PublicNet £ > % —7 =4 A (outside) F&H D SSH 2% IPv4 & IPv6 1T L CTHEZhCZZ2 Y £
7,
» ServiceNet f > % —7 = A4 A (management) #&H ¢ SSH 7% IPv4 |2k} L CTHZhZ /e D %
T,

* Rackspace DERIZIS U T, KV BNed— N —7 2R E L ET,

aaa authentication ssh console LOCAL
ssh 0 0 management

ssh 0 0 outside

ssh ::0/0 outside

ssh version 2

ssh key-exchange group dh-groupl4-shal

DNS & NTP
Rackspace (X, DNS & NTP (ZffEfl &5 2 2D IPvd —E AT KL A&k L E 7,

dns domain-lookup outside
dns server-group DefaultDNS
name-server 69.20.0.164
name-server 69.20.0.196

ntp server 69.20.0.164
ntp server 69.20.0.196

Rackspace Cloud ~® ASA {x%8 D& A

Rackspace Cloud T ASA AR M T 7T A4 7 AL LTEATEET, ZOFETIE, H—
AVAZADASANIR T T T7AT A% A VA M=V D HERE R LET,

4a & HREIIC

RANGOEMN, A F =Tz ADT O T a =0T Ty hU—7 R Y ASA A8
DN % i E) & % 72 912 Rackspace Cloud THENZ T DR/ ST A —Z OFBIZ OV TIL,
Rackspace D 0 H DAL (201 X—) O v 7 2SR LT ZE0,

AT 71 Rackspace mycloud " — 4 /LG, [SERVERS] > [CREATE RESOURCES] > [Cloud Server] (&) L £9°,
AT w F2 [Create Server] ~<— 3 [Server Details] TRD L I AT LE T,
a) [V—/N—4 (Server Name) ] 7 4 —/L RIZ ASARAE = DL EZ AT LET,
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Rackspace Cloud ~ ASA {8 DEA |
B crumm=s Lkt

b) [Region] Ky 7 XU A RNS ) —Vg VaERLET,

AT w73 [Image] T. [Linux/Appliances] > [ASAv] > [Version] ZE#4R L £ 77,
G¥) WL, FTLOVASARIE 28 ATH551F, PAR— SN T DEHIANA—Va v Z2ERLET,

AT w74 [Flavor] T, U Y —AD=—X|ZH > 7= [Flavor Class] Z3#R L £, WY VM DU A MZOWTiE, #

23 : Rackspace THAR— hZH 7 L—s3 (198 X—) 2SR L T EE0,

55 9.13(1) LLKEIE. ASA (AR OB/ A E U BEEIE 2GB T, 1 L0 vCPU A4 L C ASA {7

M ZEAT 56, ASA AR O/ A€ Y ZEIE 4GB T,

ATwF5 (47 3) [Advanced Options] T, SSH F—%i%E L £,

Rackspace Cloud @ SSH F—DFEMIZ- DV Tix, [Managing access with SSH keys| Z&M L T 2 &0,

ATw 6 ASA {FAE D541 5 [HLEDA A2 h—/L (Recommended Installs) B L ON[EABIDOF ¥ — (Itemized
Charges) ] iR L. [—/3—D1ERK (Create Server) | %7 U v 7 LET,

root EFEEFE DO NRAT— KRFoREINET, XRAUY—FKEZav—L, ¥4 7u %L ET,

ATV T F—=N—=%ERT DL, V= N"—DFEMN— T NRRINET, Y= N—DRT—=FANT I T 4 772
LETRLET, @E., ZIUTED» D £7,

RDERY
o ASA FAB \ZHE e L £ T,

*SSHZNMLTANTEDLCLIa~y REHAT 55, £721XASDM 2#H LT, &E
AT LET, ASDMIZT 7B 23 A FIEIZ SOV TIE, ASDMOiEHE) (343 2—30) &R
LTL7Z&W,

CPUERZERE LKR—F

CPUMEHR L AR — M, HE SRR Sz CPUDEIS D ERNNF RIS NET,
\HE., a7 — 7 BLIMTITEEH CPU B E DR 30 ~ 40% TEIEL., v— 27 BRI 60 ~
70% DEETEEL £9,

ASA Virtual 0 vCPU { Fi =

ASA Virtual ® vCPU fEHZRITIZ, T —F /"A, #lHAA > b, BLOINE T v A CHEH X
TW5B vCPU OERFRINET,

Rackspace CTi#ftf5 X415 vCPU i FI#RIZ1X, ASA Virtual D HRIZINZ T, ROLONREE
\i—gqo

« ASA Virtual 71 R/LHRHE]
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https://developer.rackspace.com/docs/user-guides/infrastructure/cloud-config/compute/cloud-servers-product-concepts/ssh/#ssh

| Rackspace Cloud ~ ASA {18 DEA
RILLELT N |

» ASA Virtual ¥ 3 ZEA E 7z %SYS A—/N—~ vy N

« vSwitch, VNICE X U'pNIC D] Z B8 T 5 /37 v ROF—/N—~y K, ZOF—/3—~v
NIZIEFICREL RDGERH Y £7,

CPU = R=EnD B!

CPU fE R OMEHEF R A Z R 5121, showcpuusage =~ > RafEH L ET,
Ll

Ciscoasa#tshow cpu usage
CPU 00005000 1%01 000 2%05 000 1%
el S L7 vCPU D RS KIEIC R 72 DB 2 RITR L E T,
+ ASA Virtual L7AR— b : 40%
*DP : 35%
AT BT R L 5%
* ASA (ASA Virtual L'7"— 1) @ 40%
cASAT A RV A—=U 7 1 10%
o F—N—y R 45%

==~y KX, A S— 3 PRERED ST, 38 KX O vSwitch Z [ L 72 NIC & vNIC Df#]
DTy MEEITEH S TOET,

Rackspace CPU & i3 L 7/R— b

EHREZe 7 7 7 R —3—=0D CPU, RAM, BIL T 4 A7 FEORERIEHR D LRI Z T,
TAAY, 1O, BEIORy NT—Z7HERLEFERTEET, ZOFEREZHEMAL T, =— X2
L7290 R —R—%RELTLLLEIV, 2~ K71 nova? 747> ~E7iZ Cloud
Control Pandl A > % —7 = A4 ZAZfFH LT, fHARER Y —"—Z2 LR TEET,

o< RIA4 T, ROa<wry REETLET,

nova flavor-list

BHATRER T R T O — —fERNE R SINET, U A MIE, ROFEEPEERTWET,
«ID : H— N—HERK ID
« ZHT : RAM ¥ A XRERT g —< 0 ZAZ A FTT LT ST R4

* Memory MB : §§/0 RAM D &
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https://login.rackspace.com/
https://login.rackspace.com/

Rackspace Cloud ~ ASA {8 DEA |
. ASA Virtual & Rackspace D %5'5 7

c T A AY i GBENLOT 4 A7 ¥ A X (M2 TV R —_"—DfE VAT LT 4 A7
DY A X)

T T 2 AT T HT 4 AT DY A X
c AT w7 T AT FTRAB O Y A X
* VCPU : R BEEERT T S =48 CPU D%k

« RXTX_Factor : —/3—|Z#5f5i S 4172 PublicNet 18— k| ServiceNet AR — k| 38 L OV S
Niexy hU—27 (279 Ry hU—7) (ZHY Y ToNDHEO & (Mbps HAZ)

« Is_Public : Af H

ASA Virtual & Rackspace D455 7

ASA Virtual & Rackspace DfIZ1% CPU % OEEIZE W H Y £7,
« Rackspace 77 7 DHUEIX ASA Virtual DFfE L Y HHEICKEL 20 5,
» Rackspace CiX Z DfEIL [%CPU usage] & PFEIEAL, ASA Virtual TiZ Offiix [%CPU
utilization| & FEITIVE T,
I8 T%CPU utilization] & [%CPU usage) (IO b DEZEHKRL TWET,
« CPU utilization IZ. %P CPU OFEHEWMARMAL L £,

« CPU usage |% CPU DA /= A L v F 4 o ZITHEASWIZFREE CPU OFEHE R & #24t LU E
T Ll 1 2O VvCPU ODANMEAEIN DT, ~NAR—=RA L vT 0V TITEEL £8
/\/O

Rackspace TlL [%CPU usage) (FKD X 9 IR S ET,

T 7T 4 TIEREN R CPU O &, #ifF[EEZ: CPU O&FHIX T 2%EIG L LTIHRES L
ij‘o

ZOFHEIF, RA PO RAZCPUMARTHY, YA N IXL—T 4T VAT ANB R
CPUEHETIIH Y A, T2, ZIUIEE~ T THERHAEEZR 3T ORI CPU D)
CPU fEHRIZ/2 0 9,

7o & 2, 1EORA CPU Z48# L7 1 DOIE~ 8, 4 HOMEE CPU 258 L7121 &
DHEANTIEITESNTEY, ZD CPUMEMAEN 100% DA, B~ %, 1EOWE CPU
BT ARCHER L TOET, BAE CPU O H=RIL,  TMHz EALOME =R / A8 CPU 0¥ x =27
AR L LTCRAESRET,
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9.
=% =R

Hyper-V Z{&FH L /= ASA {R8 ME A

Microsoft Hyper-V Z{fi ] L T ASA Rl Z#3E A TE £,

| A

BEE  9.13(1) LARRIX, ASA AR O/ A E U EFL 2GB T, BIED ASA AR 73 2GB KD A &
UTEEL TV DA, ASARIE v v DAEY LI E | DIEION—V 3 b
9.3 UBICT v 77 L — RT&E¥A, £72. N—T 3 2 9.13(1) 2 L THr LV ASA R
B~ v BHEATEET,

 Hyper-V Zffi ] L7= ASA (A8 OEAIZSOWT (207 ~<—2)

« ASA A8 I X OV Hyper-V DT A K7 A > LHIIRFHE (208 ~—)

+ ASA A8 & Hyper-V ORITESM: (210 ~X—)

cHOHDaALr T 4 X al— gy 7 A LOUEE (210 X—3)

* Hyper-V ¥ % — U ¥ 2l L7= ASA {iA8 L85 0 H MR 7 A VOB (212 _X—2)
e a2 7 A %M L7z Hyper-V ~D ASA (42 O A A h—/b (213 X—7)

* Hyper-V ~ % — v Zffi [l L 7= Hyper-V ~® ASA (RAH O A > A h—/L (214 ~X—)
s Hyper-V 3= ¥ b0 Fy NI —27 THETHXOBM (221 X—)

e Xy MU= TETEZDLRIOET (223 <—)

*MACT7 RL A RT—T 47 (224 X—)

* SSH OFE (225 ~—)

«CPU R L LR—F (225 2—Y)

Hyper-V Z{&F L - ASA {x28 MEAIZDL\T

AL RT 1 ® Hyper-V —/3— EIZ, 721X Hyper-V ¥ X — ¥ ¥ &4 L T Hyper-V Z3& A
T& %7, PowerShell CLI =~ > RZEH LA v A h—AFIHIZOWTIX, avr 74
> % L7z Hyper-V ~0 ASA AR DA A h—/b] (46 <—) ZZBML T IEEW,

Hyper-V v 32— v ZHH LA > A h— VL FIAEIZOWTIL,  [Hyper-V~3—Y v 2 H L
7= Hyper-V ~®D ASA AR DA A h—/L] (46 X—) S L TL 72 S\, Hyper-V L
V7N aryy—nt7varzigh L i, BHA X —T7 =2 A% LTCSSH £7=
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Hyper-V % {E M L71- ASA {8 DEA |
B ssamE 55U Hperv 0B« K54 EHREE

I ASDM % i@ U T Hyper-V ZFBECX £9, SSH OFHEIZOWTIEL, [SSH OFRE] D 54
R=UEZRLTIIEIN,

WO, V=T v R 77 AT 74 —/bFT— FTOASA B OHLE FR o P2 R LTV E
T, ASA AR [f1F1Z Hyper-V T v b7 v 7 &N 3 20OH 73y b (FH, NE, BLO
SR MY FT,

K3B:IN—TFTY K ITF7AT7I94—ILE— KD ASARE QR RO

Inside Outside "‘"

Subnet Subnet

Management Subnet

nff

D

oFvELRT

ASA X8 5 L U HyperVDHA K54 > EFHIBREIR

7Ty N7 A — L HAHR— b
* CiscoUCSB ¥ U — X H#—s3—
* CiscoUCS C ¥ J — X H—,3—
* Hewlett Packard Proliant DL160 Gen8

o AR — KD 0S
* Windows Server 2012

* XA 7 4 7 Hyper-V
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| Hyper-v %4/ L 1= ASA R DEA
ASA 18 55 £ U HyperV 05 1 K54 e 3iR%E [

\}

GE)  ASA FAE IXBAE, A IR STV A ERETD 64 £ hEt
TSIy N7+ —LTHBELET,

« 77 AN
Hyper-V ~® ASA {48 OFIHEEA T, VHDX BN AR — F ETHE T,
<%0 HH (Day0) HEpk

VB ASACLIRTEZ~ Y FEEHT XA N 77 A VEER LET, FIREICOWTIEL,
FOHDary 7 4Xal—ary 774 VDR 2B LT EN,

HBOARBRO T AT 4=V FTFTUART L F ET—F

FXELT [firewall transparent] (X, FOHHa L 7 4 X2 b —T 3> 77 A VOIHHICHE &
TOMERDHY T, 77 ANVHNOENLSNOGIICH D &, BELREENEE 2550
HVET, FEZHOWTE, [FBoHDary 74 FXal—var 77 A LD 25K
LTLEEN,

T o)V G —N—

Hyper-V LD ASA AR IIT 7T 4 T/IAX VR T 2 — VA —_"—%HPR—F LT E

T =T v RE—RERNTUAXT LY NE—RDOBHFTCT VT 4 TIAR LN, T 2—
WA —=N—=%FLTT DI, TRTORERY NI —0 T HTHZTMACT KL AR —
T4 T EREIMETARNERHY £, IMACT RLA AT —7 4 7T OERE] D53

R=UEBRLTLIEE N, AF U RTa L ASARME O R T AT L hE— KD
G EHALHE—T 2 A ADMACT RLARA TS —T 4 U TIIHENC LN TL 2 &0,
TITATITIT 4T 72— F == IR —=FINTWEREA,

* Hyper-V [ K 8 DDA ' #—7 = A A% %A — K LEF, Management 0/0 33 L O
GigabitEthernet 0/0 ~ 0/6, 7 = —/L A4 —/3— J 7 & LT GigabitEthernet Z{fH T& %
—a_o

* VLANs

N7 E—RTA U H—T A ATVLAN Z3XET 5121, Set-VMNetworkAdapterVLan

Hyper-V Powershell 2~ > RZ{EH L £, BEA ¥ —7 = A1 AD NativeVlanID (%, *F
EDVLAN & LT, EIXVLANB WA 10) L LTHRETEET, M T2 £—
RiE, Hyper-VAR A h& U 7 — b LIEGAIFRFF SNEE AL, £V 7 — MERIZ, FT 27
E— REHRETDOILENRHD £,

L H— Ry NI =7 THETHXEIYR— SN THERA,
o 2R T R— F STV ER AL,
» Microsoft Azure [ZV 74— F I TWERFA,
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Hyper-V % {E M L71- ASA {8 DEA |
B asa i & Hyperv oaTiRE

ASA {x48 & Hyper-V OREIIREH

« MS Windows 2012 (Z Hyper-V %A > A h—/L L £,

cHBOHMHa 74X alb—vary TFAN T ANEHEATIHEAIL. TNEERLE
7,

ASA AR OFIEFEARNC, 50 HAMERZ BT 20EmRH Y £9, BINLR2WEGEAR,
%0 HHAMRAZEAT D720, ASA AR 225 write erase 2T T HMLENH Y £9°,

FEIZOWTIE, [HOHDary 7 4 F¥al—iar 774 LVDHE] 2B LTLEE
/A

e Cisco.com 75 ASARIEVHDX 7 7 A V&2 X u— RN LET,

http://www.cisco.com/go/asa-software

A\

GE)  Ciscocom D 7 A U BLOY AT —E RN NE T,

« Hyper-V A4 » F (21, 3 2LL LD 7 %~ F/VLAN 2k S £,

* Hyper-V ¥ 27 LEEIZ-DOWTIX, Cisco Secure Firewall ASA O A [355E] 22 ML T
TZEW,

FOHDOYI4F¥aL—Sa3Yy 7274 ILD#EE

ASA (A8 Z# BT DN, FLOHRHDary 74 Falb—vary 77y A VEEFTEET, =
D7 7 A ML, ASA AR OEBEIFICHEH S5 ASA KR ORELZFLT XA N7 7 A /LT
#o¥®@%&ﬁ [dayO-config] WO THFAKNT7ANELTHREDIEERT 4 L7 MY
RS L, B dWMm774w«tﬂﬁéhi#o:@dWMm774wﬁ%M®E@
Rl v P ENToARDONET, HOHHa 74 Xalb— a3 77 A Mid, D7l
b, BHA L =T oA AT 0T 47T Havr Ne | AMF—F8FEH SSH h—/3—
By N7 w7 T5av s REGOLLERHYETH, TXTOASAREZEZTDH LD
T&FEJ, day0.iso 7 7 A /v (B AKX A day0 £72157 7 4L F D day0.iso) (X, HAIOEEH
W TE R0 8 A,

1R BHHIIZ

Z O Linux 2MFEH SN TWE T, Windows DA B RO L—T 4 U T 4 BH Y F
j‘o
o MR ARRZ HEHIIZ ASARARIZ T A & A %59 %1213, Cisco Smart Software Manager
M6 & 7 m— K L7z Smart Licensing Identity (ID) h—2 > % [lidtoken] &9 7 F R |k
Ty AMIEEML, FHO BT AV ERICT 4 L7 FUITRIFELET,
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https://software.cisco.com/download/navigator.html?mdfid=279513386
http://www.cisco.com/c/en/us/td/docs/security/asa/compatibility/asamatrx.html

| Hyper-v %4/ L 1= ASA R DEA

ATy

ATy T2

ATvT3

ATvT4

£0A0av T ¥aL—var 77410k [

« NTZUANXT LY ME— RTASABRME ZEATLH5GAIE, FF VAT L RE—RT
FATSNDEEFD ASARERL 7 7 A V%, HOHHER T 7 AL L THERT 2 LENH
DET, ZHEI NV—T Y R T77A4T7 U= VOFEOHHary 74 X2l —ar 7y
ANVITITFEY LER A,

« ASA FAB oFEEEIRTIC, 250 H AR T 7 A V2 BINT 20 E R H Y £7, ASA AR
OYEFEENZICHE 0 H R Y 7 A V2 FEHT 585815, writeerase 2~ REFEITL,
HOoBRAWE 77 A NEEALTHE, ASA AR ZEE 20 ERH Y F97,

ldayO-config] W9 T FA K 77 A/ ASARAE O CLIREZRALET, 3504 X —T AR
DFIE & & DD LEIRZRE 2B L E 7,

IHDITIX ASA D/X—2 2 T HERH Y £3, dayO-config 1%, A#72 ASA WK TH HLENH
V%9, dayO-config A ¥ D72 J7ikI%, BEAFD ASA E721L ASA AR B FETa 7 4 F 2 b—
Va vy ORERE R A Y —3 5 51 TY, day0-config NOITDNEFIZEE T, PEFOD showrun 2~ K
HADIERFE —B L TWDRERH Y 7,

51

ASA Version 9.5.1
|
interface management0/0
nameif management
security-level 100
ip address 192.168.1.2 255.255.255.0
no shutdown
interface gigabitethernet0/0
nameif inside
security-level 100
ip address 10.1.1.2 255.255.255.0
no shutdown
interface gigabitethernet0/1
nameif outside
security-level 0
ip address 198.51.100.2 255.255.255.0
no shutdown
http server enable
http 192.168.1.0 255.255.255.0 management
crypto key generate rsa modulus 1024
username AdminUser password paSSwOrd
ssh 192.168.1.0 255.255.255.0 management
aaa authentication ssh console LOCAL

(fE&.) Cisco Smart Software Manager {2 & ¥ 51T X417z Smart LicenseID h—2 > 77 f L& 2 B a—H
WX yre—RLET,
ER) #vrm—RLEZ7AAnBID h—2v%abt—L, ID =2 v DOLhEZFLTXAL 774
NWEAERR L ET,
(EE) ASA AR OWMIE AR BB 7 A & A& T 255 1%, day0-config 7 7 A /UIZIR DfE #
DEENTNDZ EZMERLTITEIN,
cHH A L H =T A ADIPT R R

« ({EE) SSmart Licensing Tffi 9% HTTP 7'z %
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Hyper-V % {E M L71- ASA {8 DEA |
B tvperver—C v 2RI ASARE B0 BRBRET 7 A LOBA

«HTTP 7'm ¥ (J5E L723%8A) F7213 tools.cisco.com ~DHEkE & A HIZT 5 route 2~ > K
s tools.cisco.com & IP 7 K L R |Zfi#ik9" % DNS P — —

« BRT 25 ASA RAR 7 A & A2 4EET S 728 D Smart Licensing DX E
o (fEE) CSSM T? ASA A DI EZBEGIZT HTDD—FEDHRA MM,

ATYTES THXAK T7AN%EISO 7 7 A JWIZE#H L THRACD-ROM % 4% L ¥,

stack@user-ubuntu:-/KvmAsa$ sudo genisoimage -r -o day0O.iso dayO-config idtoken
I: input-charset not specified, using utf-8 (detected in locale settings)

Total translation table size: 0

Total rockridge attributes bytes: 252

Total directory bytes: 0

Path table size (byptes): 10

Max brk space used 0

176 extents written (0 MB)

stack@user-ubuntu:-/KvmAsa$

ZOID h—7 2L - T, Smart Licensing —/3—|Z ASA {48 28 HEIRIZ BB S L E T,

ATYT6 AT v 71 nB520IK L, BATLASARAE Z LIz, WYRIPT RV AZETT 7 4/ O~ 7
ANEER L ET,

HyperV v *— U v A L7- ASA{RFE &5 0 B AERK
T74ILDEA

FBOHHa 74 X2l—valr7r7AVERELEDL ([FEOHDa 74 Falb—g
77 ANVDOWEE] ) | Hyper-V VX —Y ¥ ZfHL CEATEET,

AT w71 [Server Manager] > [Tools] > [Hyper-V Manager] (28 L £,

AT v F2 Hyper-V~3— v OIS % [Settings] 227 U v 7 LET, [Settings] ¥ A 7 7Ry 7 ANREEET,
A2l [Hardware] @ FC, [IDE Controller 1] %27 U v 7 L £,
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| Hyper-v %4/ L 1= ASA R DEA
ARV RS A %EFERALT HyperVA®D ASARE DA VR k—IL .

39: Hyper-V < . —

2 Settings for ASAVS-100-10-14-22-new on U71COTHPVO307 [= o
AS2W5-100-10-14-22-new | 4 QG
% _Hordwere ~ | €4 DVD Drive
L Add Hardware
M B10S Sebect the controler and location on the controller to attach the CD/DVD drive.
f Controller:  Lo<ation: ;
. Memory IDE Conbroler 1 w | |0 (nuse) w
+ [0 Processor
1 Spedfy the media to use with your virtual CDJDVD drive.
= I IDE Controller 0 None
# (& Hard Drive ¥ Image file:
§# OVD Drive -C:l‘Jm-s'M.CESCONA-.-HW'.‘;&&,G--:I.&
= B 1DE Controler 1 [ Gromse...
{4 DVD Drive
day0-vIliso E
B 5CSI Controlier

& § MNetwork Adagter
i To remeve the virtual CDOND dirive from this virtual machine, didk Remave.

oM 'l?.un:m
¥ com2

H Drishenttee Drive

f Hanagement
[ame

25 Iniegration Services
= CI'\eduo-r‘:He Location

— STt P.ggng File Location

LErELY

ATY T3 HRDOSA D [Media]l D F T, [Imagefile] DT VA RZ 2R T, FOHMHISO 2> 7 4 F 2 —
ar Iy ANERGETDHT ALV FUESBL, [Applyl 27 U v 7 LE9, ASA AR 1%, #lalkEhE
W2y B0 BT 7 A VORNBICESOCTHER SN E T,

v RS54 %{FERLT=Hyper-VA®DASARE D1 >
Z |‘—)lx
Windows PowerShell =< > K4 > %4 LT Hyper-V I{Z ASA A8 A A h—/LT&EET,

AL RT 1 ® Hyper-V — 3= EIZWbSEGEIE, 2~ K 74 % LT Hyper-V %
AVA =T LRERH Y £,

2T w71 Windows Powershell % £9°,
ATv T2 ASARME ZEALET,
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Hyper-V % {E M L71- ASA {8 DEA |
. Hyper-V ¥ ~— < v {8 L 1= Hyper-V ~D ASA R DA VR b—IL

1 :

new-vm -name S$fullVMName -MemoryStartupBytes $memorysize -Generation 1 -vhdpath
C:\Users\jsmith.CISCO\ASAvHyperV\$ImageName.vhdx -Verbose

ATY T3 ASAIE ODET WIS L T, CPUKREZT 74V D1 ILEELET,
1 -

set-vm -Name $fullVMName -ProcessorCount 4
ATYvT4 (LE) AV ¥ =T oA A%EDPIRTWVARNCEE L ET,
11

Get-VMNetworkAdapter -VMName $fullVMName -Name "Network Adapter" | Rename-vmNetworkAdapter -NewName
mgmt

ATy TS5 (EE) %y bU—27 THLEREAIT. VLANID #2288 L £,
5 -

Set-VMNetworkAdapterVlan -VMName $fullVMName -VlanId 1151 -Access -VMNetworkAdapterName "mgmt"

AT w76 Hyper-VINEEEZKMTHEIT, AV F—T oA AZEHLET,
£

Connect-VMNetworkAdapter -VMName $fullVMName -Name "mgmt" -SwitchName 115lmgmtswitch

AT ST NEA 2 —T = A ZAZBMLET,
1

Add-VMNetworkAdapter -VMName $fullVMName -name "inside" -SwitchName 115lmgmtswitch
Set-VMNetworkAdapterVlan -VMName $fullVMName -VlanId 1552 -Access -VMNetworkAdapterName "inside"

RTS8 A LA —T 2 A ZAFBIMLET,
1

Add-VMNetworkAdapter -VMName $fullVMName -name "outside" -SwitchName 115lmgmtswitch
Set-VMNetworkAdapterVlan -VMName $fullVMName -VlanId 1553 -Access -VMNetworkAdapterName “outside"

Hyper-V ¥ r— 2 ¥ Z{&£F L 7= Hyper-V ~® ASA {x3E @
A 2R =)L

Hyper-V ~ % — v Z il L T, Hyper-V IZ ASA AR 214 VA h— L T& 7,

ATw 71  [Server Manager] > [Tools] > [Hyper-V Manager] (28 L 9,
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| Hyper-v %4/ L 1= ASA {R18 DEA

Hyper-V ¥ — ¥ #{& f L 1= Hyper-V ~ D ASA {RIE DA VX b—JL .

40 : Server Manager

« (=) ] f’ Mansge

Bitvise S5H Server Control Panel
Component Services
Computer Management
Connection Bdmimstration Kit
ul1c01hpv0307 Lastinstalled update M::w e
prime.cisco.com Windows Update B
Last checked for upd Embedded Lockdown Manager
Event Viewer
Group Policy Management
i ¥ \ 2 .
:30:::; Off Public: Off C'Jm:j:rws EError Repe| Health Registr A i
T T -
Eraid Bt e ?
ne i 11
,M_ o . e ty| Internat Infarmation Services ([I5) Manager na
ATFw T2 Hyper-V~vr—V¥NFERENET,
& 41: Hyper-VI +r— %
Fle Agion WView [|Halp
«w 2w B
3 Hype-V Manuges ‘Actions.
Ba uconevant Virtual Machines :
Ha oo I - - - ’ — —— E
.. UICHTHONRS ?;-nl = Shate CTU Usage Aosagned Memory Uptrme Mew b
faunc EXSTINGCSR Furrng 0% 4l g (B0 kol Mk
R i ASAAI0H I Bohed  Runng 0% T2 nas | et
B KSR 1001410 Mbyhard or © Hyper Semtngs.
i Asas 0108 o 107 Vihaat Swinch Manager_
A S A Lews :
B ASWI 01 10T00mand OF Vil SAN Manager
ALt a 0 300 14, 1A AE - | b Gt Dk
€| - » -
o 'mipect Duk
Cheukpssints @ (m) Seep Sernce
Tha st vts machwres Ful n OPSChEor ¥ Removs o
4 Refresh
WView L]
B Hee
| ASAVS-100-10-14-22-new -
&) Comnacr.
L Semmgn
ASAVS-100-10-14-22-new ©
Created /22014 10209 PM Ctered b Ba Checipont
Wersaon 50 i Mo
Coneratos | & Bport
ete =] Renamne.
B Delete
Summary | Moy | twcaary | Raphcaton I Casbie Reptcation.. 2
o - » H e T
'
w

ATY T3 HUONANAR=RA DY Z s, BHONA R—=_A %427 Y v 27 L, [New] > [Virtual Machine]
PRI LET,
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Hyper-V % {E M L71- ASA {8 DEA |

. Hyper-V ¥ ~— > v % {5 F L = Hyper-V ~ D ASA {RIE DA VX b—JL

2:FHREE< O DES

File Action Wiew Help

«= === [

25 Hyper-V Manager

| Mirtinal Raski

ga UT1C01HPVD30. .
HI U71C0THPYO20 [slew 3 Virtual Machine... ]
HI UT1COTHPVO30 | Impert Virtual Machine... Hard Disk...
Es U71C03HPVDED TEA— ' Floppy Disk...
Wirtual Switch Manager... nand Off
Virtual SAN Manager... Orf
— W Off
Edit Disk... thand Off
Inspect Disk... fa¥:3
I 1]
Stop Service
Remowve Server
Refresh
b The selected virtual machine has r
| Wiew 3
Help

EFELY

AT 74 [New Virtual Machine] 7 4 #'— KR FRENE T,

. Cisco Secure Firewall ASA Virtual 9.19 X 2 — b7 v THA K



| Hyper-v %4/ L 1= ASA R DEA
Hyper-V ¥ ~—< ¥ {5 L 1= Hyper-V ~D ASA B DA R k—JL .

43 : [New Virtual Machine] 9 « 4 — K

a New Virtual Machine Wizard =]
:k{ Before You Begin
This wizard helps you reate a virtual machine. You can use virtual machines in place of physical
eyt ot |y 1 e s g cow
Spedfy Generion To eate a virtual machine, do one of the folowing:
il : » Click Finish to create a virtual machine that is configured with default values,
Configure Ne tworking » Click Next to create a virtual machine with a custom configuration,
Connect Virtual Hard Disk
Instalation Options
Summary

[] Do not show this page again

o> | (o] |

H
SFreli

ATYTE U4 F—FREBBUTHEEL, ROFHREAEELET,
* ASA AR DA R L BT
* ASA (iR DAY
ASA fFHE THAHR— h STV D ME—D AT [1#4%1 (Generation 1) ] T,

« ASA 8 D A€ U & (100Mbps D413 1024 MB,  1Gbps D413 2048 MB, 2Gbps D354 13 8192
MB)

e Xy NT—U TRETE (B NT v FEHROFIEAA » FITHEHt)
A N— R T 4 2T LT

[Use an existing virtual hard disk] Z 3R L., VHDX 7 7 A VO =S L £7,

ATvT6 [T (Finish) 127 Vv 2735, ASARBIHEREZRTHXA Tl Ry 7 ANRFRINET,

Cisco Secure Firewall ASA Virtual 919 22— k7 v 7414 K |}



Hyper-V % {E M L71- ASA {8 DEA |

. Hyper-V ¥ ~— > v % {5 F L = Hyper-V ~ D ASA {RIE DA VX b—JL

M FREE<T O DOBE

Before You Begin

Spedify Mame and Location
Spedify Generation

Assign Memory

Configure Networking
Connect Virtual Hard Disk

Summary

You have successfully completed the New Virtual Madhine Wizard. You are about to aeate the
ing vir tual machine,

e
@ Completing the New Virtual Machine Wizard

folowing
Description:
Mame: ASAv30-100-14-10-22
Generation: Generation 1
Memairy: 8192 MB
Netwark: 1151mgmtswitch
Hard Disk:  C:\Users\dhensel CISCO\ASAvHyperViasay 100-14-10-22-v 30, vhdx (VHDYX, dynamically

<]

I »

To greate the virtual machine and dose the wizard, didk Finish.

ATy TT  ASAAEIZ 4 DD vCPU 3 D541, ASA A Z 8T 2 1(IC, vVCPUEA AT T2 LENH Y £
T, Hyper-V <3 — % OFHMBIZH D [Settings] =27 U 7 LET, [Settings] A 7 0 7Ry 7 AN
¥, ZE{lo [Hardware] A == — T, [Processor] %7 U v 7 L. [Processor] A > %K~k L £7, [Number
of virtual processors] % 4 [ZZH L £,

100Mbps 33 L TY 1Gbps DFHEFR(T 5Tl 1 {H D vCPU, 2Gbps OHEIRST 5Tl 4 {H# D vCPU L 720 £, 7

THNRE1TT,

. Cisco Secure Firewall ASA Virtual 9.19 X 2 — b7 v THA K



| HyperV Z{EM L1 ASA R38 DEA

ATvT8

B 45:RETOTOEYYDEE

Hyper-V ¥ —< v {5 L 7= Hyper-V ~D ASA REE DA >R h—JL .

™ ASAV30-100-14-10-22 v 4 » G
# Hardware ~ n Processor
9 Add Hardware
(& BIOS You can modify the number of virtual processors based on the number of processors an
Boot Ko D the physical computer. You can also modify other resource control settings.
- Memory Mumber of virtual processors: . 4;'
8192 M8
o n Processor Resource control
4 Virtual processors You can use resource controls to balance resources among virtual machines.
= B IDE Controler 0 .
Virtual machine reserve (percentage):
~Gispianorh Lo
asav 100- 14-10-22-v30. vhdx Percent of total system resources: | IJ
= B IDE Controfler 1
§* DVD Drive Virtual machine limit (percentage):
None 1
Percent of total system resources: 12|
B scsiControler 2 | !

@ § Network Adapter
115 1mgmtswitch
¥ com1
None
¥ com2
None
b Diskette Drive
None
£ Management

\I] Name
ASAYI0-100-14-10-22
¥ Integration Services
Some services offered
] Chedpoint Fie Location
C:\Progr amDataMecrosoftiWin. .
5 smart Paging Fie Location

C:\ProgramDataWigosoftiin,., |
B Adratic Staes Action ...

z| |  Relatve weight:

|
A

MRAE~ > (Virtual Machines) | A ==—"7T, U X MAD ASA R OL4HIZAH7 U > 7 L, [Hi

(Comnect) 127V v 27 LT, ASARARBIZHERE L £4, 2> Y — MBS, FIESA TS ASA A

DFERINET,
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B tyvperv <5 — 0 £ L1 Hyper-V A0 ASA REE DA VR F—)L

46 :RABT S U~ DS

é"u'irl:ual Machines

-

MName
‘5 ASAV5-100-14-10-16

5 ASAVS100-10-14-22new

5 ASAVA0-100-14-10-164yhand

‘5 ASAV30-100-14-10-16

5 = ASAv10-100-14-10-16-byhs
A2 AAM 400 44 40 48

Checkpoints

State
Off
O
off

CPU Usage Assigned Memory

Connect...
Settings...
Start
Checkpoint

Move...
Export... sckpaoints.
Rename...

Delete...
Enable Replication...

Help

Hyper-V % {E M L71- ASA {8 DEA |

Uptime -

ATv T [~ O (Virtual Machine Connection) | 22 Y —/L¥ 4 > R T, HkOOBERZ % 7
Uo7 LT, ASA AR 28 L £,

47:RBT > U DORE

& ASAV30-100-14-10-22 on U71COTHPVO307 - Virtual Machine Connection L= | 0 [IIEH

File Action Media View Help

.':__.‘}

The virtual machine 'ASAv30-100-14-10-22' is turned off

To start the virtual machine, select 'Start” from the Action menu

Status: Off

. Cisco Secure Firewall ASA Virtual .19 X 2 — + 7 v TH A K



| Hyper-v %4/ L 1= ASA R DEA
HyperV T % —S v 0xy k7—2 78 Ta0em [

ATvT10  ASA (A8 OREBOEITRILA = > Y —WZRTENET,
48787 ¥ DEBOETRR

& ASAv30-100-14-10-22 on U71CO1HPVO307 - Virtual Machine Connection .;il X |

protocol sunrpc_udp 111" to MPF commands
weol t o HPF comma

to MPI
F0: converting 'f rrotoce 7" to HPF commands

‘0: Power-0n Se

1Home_ServerCA" and installing certificate. ..

subordinate CA and holds a non self-si

te is Unlic
full function
t
Status: Running }“t - I.'.;\.

» ~ > O
HyperV Y r— v h oDy J—9 72 T2 DENM
HLSEAINTZASABFE OFRy NI T ETHE 12721 T, E6IZ228E0xRy
NTD—20 THETEEBNTHHENRSHY 5, ZOFITIE, WXy NU—27 THX T2 %8
mL x4,
IR BRI
* ASA (AR 1IA 7 IRETH DL ERH Y 7,

AT w71 Hyper-V~31—2 v OFHMINZH % [Settings] 227 U v 7 LET, [Settings] ¥ A 7 v 7Ry 7 ANRHEET,
/el [Hardware] A == — T, [Add Hardware] #7 V » 2 L, IXIZ [Network Adapter] #7 U » 27 L£7,

GE) VA= Ry NU—=0 TETZEER LTI EEN,
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Hyper-V % {1/ L 1= ASA {78 DA |

. HyperV I 2 —2 v hoDFy bI—9 FHE T2 0EM

B49: %y FO—9 THT2DEM

% _Hardware ~ | ¥ AddHardware
| Add Hardware
ﬁElIOs You can use this setting to add devices to your wirtual machine.,
Boat from CD Select the devices you want to add and dick the Add button.
. vismory 551 Controller
8192MB Metwark: Adapber
B Processor Legacy Metwork Adapter
1Y 0N poocesace Fibre Channed Adapter
= Wil IDE Controlier 0 Rematerx 30 Video Adapter
# (3 Hard Drive

asay 100-14-10-22-v 30, vhdx

= W mE Controber 1
‘, OVD Drive A network adapter requines drivers that are instaled when you install integration
None services in the guest operating system.
SCSI Controlier
# U Metwork Adapter
115 imgmitswitch

£ Management
|I] Mame
ASAV30-100-14-10-22
¥ Integration Services
Some services offered
3| Chedpoint Fie Location
C:\ProgramData Micosoft\Win. ..
23 smart Paging File Location
C:ProgramData \MorosoftiWin...
P Automatic Start Action
Restart if previously running L |
I§) Automatic Skop Action =]

[ o [ cma ]| v |

LGPELF

ATFYT2 Xy VU= THETZDEMNE., (RAEAAL v F L ZTOMOEZET cx £, £/, KBTS L TVLAN
ID#HETEET,

. Cisco Secure Firewall ASA Virtual 9.19 X 2 — b7 v THA K



| HyperV Z{EM L1 ASA R38 DEA

rvto—s 7a7502n0zE I

B50:%y FO—9 FTHTAREDER

# Hardware ~ U Network Adapter
¥ Add Hardware
& BI0s Specify the configuration of the network adapter or remove: the network adapter,
Boat from CD virtual switch:
- Memory [ 115 1momtswitch v
a192MB
n Processor 5
1 Virtusal processar [+ Enable wirtual LAN identification
=2
gumx;.:gu “The VLAN identifier specifies the virtual LAN that this virtual machine will use for al
i 3 Hard Drive netwark communications through this network adap ter.
asav 100-14-10-22-v 30, whdix
= B IDE Controller 1 @]
§* OVD Drive
Mone Bandvwadth Management
8 SCSI Controller [] Enable bandwidth management
] Metwork Adapter =
v 115 imgmitswitch = Specify how this network adapter utiis work bandwidth. Both M
1iaimg . | Bandwidth and Maximum Bandwidth sured in Megabits per s
U Wetwork Adapter
1151 mgmitswitch | Minimum bandwidth | 0| Mbps
I?, L Manomum bandwdth: EI Mbps
Mone :
? COM 2 o To leawe the minimum or maxmum wnrestncted, specify 0 as the value,
None
Hl:riisin:tteor'rve To remave the network sdapter from this wirtual machine, dick Remave .
one
A Management
(L “‘:"‘ s 0 use alegacy network adapter instead of this network adapter to perform a
ASAVI0-100-14-10-22 network-based installation of the guest operating system or when integration
75 Integration Servioes services are not installed in the guest operating system.
Some services offered
13 Chedkpoint File Location
C:\ProgramDataMicrosoftiin... ||
s Smart Paging File Location
C:\ProgramData Microsoftiiin..
P Automabe Start Action o]
PR i a
ok || coce || mey | |2
"

2y RIT—9 PETIDRFDER

Hyper-V TiX. [Network Adapter] EWOIHMXR Y NV —2 A o F—T = A4 ZAPER S E
T, DD, Fy hT—I A E =T oA APRTRTRCAHTTHD &, HHDLWEADR
HYFEF, Hyper-Vv R —T X 2 L CARTEERETHZ LI TE £ A, WindowsPowershell
A REEHLTERETLZMLERSH Y £,

XF w71 Windows Powershell % Bf & £,
ATV T2 VEEU TRy NU—F TH T X EZERLET,
B -

Cisco Secure Firewall ASA Virtual .19 X 2 — + 7 v T HA K .



Hyper-V % {E M L71- ASA {8 DEA |
B vacrrizzr—o 0y

SNICRENAME= Get-VMNetworkAdapter -VMName 'ASAvVM' -Name "Network Adapter"
rename-VMNetworkAdapter -VMNetworkAdapter S$NICRENAME[0] -newname inside
rename-VMNetworkAdapter -VMNetworkAdapter S$SNICRENAME[1] -newname outside

MAC7 FKLRRT—TJ4 245

ASAEIE N RN T UV ART LU ME— KTy hEEL, HAT 7T A TIAZ N T = —
NI —N—ZHIETEDL LI, TRTOA L EZ—T A ADMACT RVAR S —T 47
EHEDNCTDHLENRSH Y £7, Hyper-V v R — ¥ NT, FE/2i Powershell 2~ FEfFEMH L
T, ThEFTTEET,

HyperV Y 2—C v 2EHLE=-MACT7 KLRA R T—J 4 VO DEE

Hyper-V <3 —Y ¥ &H LT, MAC A7 —7 ¢ > 7 % Hyper-V IZFRE T E 7,

AT w71 [Server Manager] > [Tools] > [Hyper-V Manager] (&8 L £,
Hyper-V ¥~ R —Y ¥ BNERINET,

AT w T2 Hyper-V~X— % OO [Settings] 27 V v 7 LT, REXA T Ry AxMEET,
AT v 73 LMD [Hardware] A = = — CIRO#EEE LET,

1 [Inside] 7V >y 27 LT, A=a—%REHLET,
2. [Advanced Features]| %7 U v 7 LT, MACT RL A 47 a 2R LET,
3. [Enable MAC address spoofing] 74 h& %7 U w7 LET,

ATV T4 WA 2 —T 2 A ATH, ZOFIEEEVIELET,

ATV R SAVEFERALIZMACTY FLR RT—TJ 4 VT DERE
Windows Powershell 2~ > K 74 U ZHH LT, MAC A7 —7 1 7 % Hyper-V IZF%E T
£

AT w71 Windows Powershell Z B & £9°,
ATV T2 MACT RLA RS —T7 4 v 7 HRELET,
51
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| Hyper-v %4/ L 1= ASA R DEA

sshozz [

Set-VMNetworkAdapter -VMName Svm name\
-ComputerName Scomputer name -MacAddressSpoofing On\
-VMNetworkAdapterName $network adapter\r"

SSH DERE

Hyper-V ¥ 31— ¥ O [~ > > O (Virtual Machine Connection) ] HEHA ¥ —7 =
A AN LTCSSHT 7 BATEDLLIICASAAE 2% ECTE T, LEOHH= 7 4 ¥=

L—yay 77 A VEFEH L TWAEE1E, ASAv ~D SSH 7 7 ¥ AZBINTE £4, M
WZOWTiE, FoHDar74Xalb—ay 774 V0% 28R LT EEN,

ATV T1 RSAF— R_RTNGFET D EZMERLET,

51

asav# show crypto key mypubkey rsa

ATw T2 RSAF— RXTHBRNEEIT. RSAF— 724K LFET,

&1

asav (conf t)# crypto key generate rsa modulus 2048

username test password testl23 privilege 15
aaa authentication ssh console LOCAL

ssh 10.7.24.0 255.255.255.0 management

ssh version 2

ATy T3 BIOPCHS SSHAEHL TASARIBICT VB ATEL L 2R LET,

CPU EAE & LR—

CPUF R LR — ML, E5E SN RNICHEHE 1072 CPUDEIE DB NFERINET,
BE, aT7iIe—7 H#LM* TITEE CPU BB DK 30 ~ 40% TEIWEL . v'— 7 ERIH 60 ~
70% ORETEEL 7,

ASA Virtual 0> vCPU {3 FA 5

ASA Virtual ® vCPU fEfIRICIL., TF—Z R, iR A > b, BXUOSEE T o A THEH X
NTW5D vCPU OBENRFERENE T,

Hyper-V CT#& & 415 vCPU i 3R IZ1X, ASA Virtual DFEFRIZINZ T, ROLONEENE
j—o

» ASA Virtual 71 R/LHEFH]
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Hyper-V % {E M L71- ASA {8 DEA |
B crusm=0s

« ASA Virtual ¥ 3 ZEA E Tz %SYS A—/N—~ vy N

CPU e =D B!

CPU fE HHE OREHE M A &9 5121, showcpuusage =2~ REfEH LET,
151

Ciscoasa#tshow cpu usage
CPU 00005000 1%01 000 2%05 000 1%
et Sz vCPU O SRS RIEIZ 572 B 2 IRISR L £ 97
+ ASA Virtual LR — b : 40%
*DP : 35%
AT A 5%
* ASA (ASA Virtual L'A"— k) : 40%
cASAT A RV A=V T 10%

o A==y R 45%

. Cisco Secure Firewall ASA Virtual .19 X 2 — + 7 v TH A K



» 10 =

Oracle Cloud Infrastructure ~® ASA {x %8 ®
&

Oracle Cloud Infrastructure (OCI) 2 ASA AR ZE AT £9,

« OCI ~0 ASA A8 OREFHIZONT (227 _X—7)

« ASA A8 & OCI ORIHESRM (229 ~<X—)

s ASA R BEXOOCI DHA KT A v LHIRFE (229 X—)
«OCI LD ASARIE Oy T —27 R P0f] (231 =—)
« OCI ~D ASA ;A8 DA (231 X—Y)

«OCI LD ASARIE A LV AZ L ANDT 7 A (239 _X—3)
e IPV6 D N T TN a—T 4 T (241 =)

OCl ~® ASA k18 ORERIZDOWNT

OCLIZ. T VNPT AT HEDOE WA R FRETTY U 7r—3 3 2 F(TTE L7
Vo2 799 Rarvta—T 407 P —ERTT,

ASATRAB X, WEASARME LFEUCY 7 b =T 2ETL T, (R 7+ —L7 7 7 21BN T
FIEF DX 2 U T HEREARAE L 9, ASA AR X, 37U v 7 OCI CTEBTX £,
ZTOHRBREEITH Z LT, OB E Ebicnr—ya VAR, 2K, 37 b5
BB LOYHT -2 ¥—DU—ru— ReR#ETEE7,

OClDaAVEL—TFTa4vToxA4T

VaA TN, A VAZAZEID LB TEND CPUDE., AV DE, BIOEomo) v —
ABEPRESTHT 7 L— T, ASARIR I, RO HEHE . L) OOCL Yy =A T XA 7%
HR—FLET,

Cisco Secure Firewall ASA Virtual .19 X 2 — + 7w THA K .



B oo ~onsamE oRBIzoLT

Oracle Cloud Infrastructure ~ ASA %48 OER |

£R24:THR—bEhBa2E2—Ta7 4 T ASARE

ocl> A7 =4 A3 —T 14X
oCPU RAM (GB)
VM .Densel02.8 8 120 E/ha, B8
VM.StandardB1.4 4 3 B/N4, K4
VM.StandardB1.8 4 96 E/ha, B8
VM.Standard1.4 4 28 /N4, k4
VM.Standard1.8 8 72 E/ha, B8
VM.Standard2.4 4 60 GB B4, K4
VM.Standard2.8 8 120 GB E/ha, Fks
VM.Standard3.Flex 4 64 /N4, k4
6 9 B/l 4, ek 6
8 128 w4, K8
VM.Optimized3.Flex |4 72 /N4, KR8
6 84 /N4, K12
NS SN U
8 112 CINNE SN[
w4l K 10
VM.Standard.E4.Flex |4 32 /N4, K4
6 48 B4, K6
8 64 B4, Rk s

c ASA AR 121X, D72 &b 3 DDA U H—T = A4 AMKETT,
«OCI Tl 129 oCPU (%2 2?D vCPU IZAHY L £7,
« PR— b &% vCPU D KT 16 (8 18D oCPU) T,
a—H—LX, OCI TT7 H > h%&ER L. Oracle Cloud Marketplace @ Cisco ASA (A8~ 7 A 7

Y4 — (ASAEAR) S AfFHALCas ¥a—TFT A v P ALV AX L AEEEIL, OCID Y =
A T ERER L ET,

. Cisco Secure Firewall ASA Virtual .19 X 2 — + 7 v TH A K



| Oracle Cloud Infrastructure ~® ASA {48 0 RE
asa 28 & oot omriezt

ASA {z38 & OCl DHEIREH

* https://www.oracle.com/cloud/sign-in.html T7 4 7 > hZ/E L £ 7,

« ASA AR ~D T A & AftE, ASA AR ICT A B A& AHE4 25 £ TiE. 100 [ElOHEE
&£ 100Kbps D A )L—"7" DI A] S HMERET— FTHEITSNFE T, [Licenses: Smart
Software Licensing] Z# &M L T 72 &0,

A\

GE)  Z#LETASA Virtual FTIC A apBf@i L Wi X ThoT 7+
VDY T R Y =T FIHER TIPve DFENY AN — b S E T,

e B —T A ZADENE
EHA LA —T 2 A A
c NI KON A v —T = A R
s (£E) BioH7 x>y~ (DMZ)

« WBE/ S8R
-&ﬁ4y& 7 xA A ASDM IZ ASA AR 28T Aoz, N T 74>
J O TE EFHA,
cNEpA L HF—T oA A (WMIH)  WEBAR A MT ASA R 2864 57D H I
ij—o

cHNEA L H—T 2 A A (W) ASARB 2TV v Xy MU= IZERT DT
DIEHENET,

eDMZ A v HZ—T A A ((£E) :DMZ 3y MU —27I2 ASA {8 ##Eki 9 57201
fEHSNET,

o ASA FAE o A7 AEEMEIZ OV, Cisco Secure Firewall ASA O Bl [33E8] &M L C
<TEEW,

ASARFE HELUVOCIDHA 54 2 LFIREIE

HiR— b S h BHEE
OCI ® ASA RIB 1X. (ROMREZ Y R— KL TCWET,
cOCI{NMZ 77 K3y hU—2% (VCN) TOREB

e A UARH U RABHT-0 FK 16 fH D vCPU (8 @ oCPU)
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https://www.oracle.com/cloud/sign-in.html
https://www.cisco.com/c/en/us/td/docs/security/asa/asa98/configuration/general/asa-98-general-config/intro-license-smart.html
https://www.cisco.com/c/en/us/td/docs/security/asa/asa98/configuration/general/asa-98-general-config/intro-license-smart.html
http://www.cisco.com/c/en/us/td/docs/security/asa/compatibility/asamatrx.html

Oracle Cloud Infrastructure ~ ASA %48 OER |
B ssamEssvoci0hs K54 v LIREE

N—Ty RE—F (F74/1 1)

« 74k A : BYOL D%HZ% ¥R — |k

« Single Root I/O Virtualization (SR-IOV) % #7HK— k
* [Pv6

ASAREE RAYX—bSAEVARDINT+—T VAR

ASA AR 13, BABEMICHESNW TR D A)—T" > F L~UL & VPN 85 IR & #2925 /%
T —~v AR S (v A Y AR— N L TCWET,

NITA—TRBERE (A VRAVRA4T | L— MR RAVPN v < 3 Ul
(2 7/RAM) R
ASAv5S VM.Standard2.4 100 Mbps 50
4 277/60 GB
ASAv10 VM.Standard2.4 1 Gbps 250
4 2177/60 GB
ASAv30 VM.Standard2.4 [2 Gbps] 750
4 277/60 GB
ASAvV50 VM.Standard2.8 NA 10,000
8 =277/120 GB
ASAv100 VM.Standard2.8 NA 20,000
8 =77/120 GB

YR— F IR

OCI L ASA AR 1%, ROREAZ Y HR—F L TWHERA,
« ASA AR A 7 1 7 HA
s NTUANRT LU NAYTA VIR T ET—R

e LF ALFERA R E— R

HREIE

« OCLIZ ASA 48 % BB+ 534, Mellanox 5 1% SR-IOV E— RO yNIC & L THHR— K &
NFEE A,

cOCLIZT 2T WAL v 7F—FK (IPVABLOIPVE) BREDHLEZYFHR—FL, AF K7
VD IPV6 REIFMAB T T A RX— xRy hU—27 (VPN) TiI¥EHR—rENFEHA,
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I Oracle Cloud Infrastructure ~@ ASA {x %8 0 ERA
ocl Loy AsA B Ry k7—5 bk sosl [

o ERIERE & DHCP R ED W )T ASAV I MLE R AR DO N—F ¢ 7 /L—)L,

OCI LEOASARE DAy FT—2 RO DDA

WO, ASAFAE D3 >0V 7%y b (EH., WEE. AME) 2 OCINICHRE I TW5D
N—=FT v KR T77A4T 73—/ T— KD ASA R OHfExR Yy U —7 MARn P& R LTCNE
K

51:0C1 Lo ASA {x%8 o BRI

Management Inside VCN FW Rules
VCN OCI Route Table
10.10.1.0/24

10.10.0.0/24 T
Gig 0/0 : ( Destination | 10.10.2.0/24

Public IP __
e et Mgmt 0/0 »  Inside
SSH & ASDM @ ] "'@ Next Hop IP of ASA virtual Gig 0/0

ouside voN  FW Rules
10.10.2.0/24 —@ OCI Route Table

@ T
o | Outside 'b—@ Destination | 10.10.1.0/24

Next Hop IP of ASA virtual Gig 0/1

Gig 0/1

ASA Virtual @ IPv6 BRE 7RO
Mgmt VCN

Management Subnet o '
2603:1030:20c:a::/64 » East-West Traffic Topology

Mgmt 0/0
2603:1030:20c:a::30
Public TPv6: SSH, ASDM

Inside Subnet \ / Outside Subnet N
2603:¢020:5:5800::/64 ' 2603:c020:6:ba00::/64
Inside |Etho Gig 00 | | mmmmm || Gig 0/1 Eth0 | Outside
Linux |2603:c020:5:5800::5  2603:¢020:5:5800::a | m—— 2603:c020:6:ba00::a 2603:¢020:6:ba00::7 Linux
| S
ASAv
_ OClI Inside Route Table P & OClI Outside Route Table /
Destination 2603:c020:6:h200::/64 Destination 2603:¢c020:5:5800::/64 N
Next Hop 2603:c020:5:5800::a Next Hop 2603:c020:6:ba00::a
Inside VCN Outside VCN

OClI ~ ASA &8 DEA

ROFNETIL, OCI BREE A YEfi L. ASA (AR A 22 o 2 E#+ 2 HTIEIZ OV THB L E
T, OCIl R—Zniza 74 L. OCI Marketplace C Cisco ASARIE T 7 4 7 7 +—/L (ASA
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Oracle Cloud Infrastructure ~ ASA %48 OER |
B sEs59rtry k-0 VON) DR

AR) BWEERRL, I Ea—T 40 A LV AX U AZKENLET, ASAAE OEEI%IC,
NI 74y 7 DEEBILEHEGRINLT, NI 74w 0 %277 AT I+ —/WIHEETH LI
N— b T —TNERBRETDHLENDY T,

REIZ2 kxry kT—2 (VCN) DIERX

ASA AR EBRHOIRAE 7 77 K%y U —2 (VCN) ZRELET, D7 b, ASA AR
DEAE—T A A1 DT>, 553 2D VCN BDLETT,

ROFNEICHES, FHVCN 252 T T&E £ ¥, RIZ, [Networking] IZRY . WA v % —7 =
AABIUINEA v Z—T7 = A ZAD VCN ZAERL L E T,

186 BHEIIZ
~

GE) JFer—varA=ma—NbP—bEREERTLE, ElOA=a—Za /=K 2 M) R
IBRERRSNET, TR —=b AL MIY Y —RAOEHIELE, VY —A~DT 72 R%H]
LT ET, —Far X=X NI TFH BT o Pa=rraIns kL EiC
Oracle(Z & » TR SN ET, BEH L, L—Far "= A MZESHIZE DI /=]
AV PEERL, T278AL—LZBILT, EOa—WF—=RNEthbDa L /"— A ha#k
RLTT 7 a a7 TE o0l cE£d, FRIC OV TIE, Oracle ® R¥ =2 A 2 |k
T2 /=AY FOEE (Managing Compartments) ] &ML T 7ZE0,

ATv 1 OClica /AL, Hilliz @R LE 9,

OCLIZAWIZ/r LT B OHIEIC B S T EJ, Hulsid, BEimof EMICER RSN ET, &5k
WO Y Y =213, BOHBIZITFR RSN EE A, BROHIBNICHFEL TWD 2 & 2 EHRICHR L T
720,

AT w72 [Networking] > [Virtual Cloud Networks] %41 L, [Create Virtual Cloud Networks] %27 U v 7 L £,

AT w73 [Name] IZ, VCN O LT WARTZ A LET (] : ASAvManagement)

AFv 74 VCNOCIDR 7By %2 ANLET,

a) IP7 RLADIPVACIDR 7AY %4, CIDR (7 ALV A RAAL UN—T 4> 7) OFRGLIEZ, IPT
RUALZNZEEMT ONTODL—T 4 7 TV T 4 7 2D a3y NpRETT, 7-&z2E,
[10.0.0.024) L A LET,

G¥) Z D VCN TDNS R A ML AR L,

b) [OracleZ’3E| Y X4 CT7-IPv6/56% E| VD 24T2% (Assign an Oracle allocated IPv6/56) | F = v 7 R v 7 A %3
U T, Oracle &IV Y TIH—DIPv6 7 KL A% VCN IZEBEML 5,

AT 75 [VCN DERL (CreateVCN) |27 VU v 7 LET,

. Cisco Secure Firewall ASA Virtual .19 X 2 — + 7 v TH A K
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| Oracle Cloud Infrastructure ~® ASA {48 0 RE
w2y kT—y %274 s—Tokm

FYLI—=U EFxa)T4 JIL—TDEK

Py hT—=7 X2 YT 4 Z—71F, —EOVIC &, WICIZHEA IS —HEDOEX=2
T 4 =)L S IVE T,

AT9 71 [y bT—F24 (Networking) |>[{K¥EY 52 K& bTJ—4% (Virtual Cloud Networks) 1> [{R%80 5
D R*y kT —- DM (Virtual Cloud Network Details) 1>[®y b7—9 %2 T4 J)L—7F (Network
Security Groups) &R L, [y bT—D X2 T4 JIL—T DR (Create Network Security
Group) 127 V27 LET,

ATY T2 [Name] IZ, F*v hU—7 X2 VT 4 FA—TObN)LTWARIZALLET (1 :
ASAV-Mgmt-Allow-22-443 )

ATY T3 Next] 227V w7 LET,

ATY T8 EXa VT 4 —LEEBMLET,
a) ASA{AH =2V — )L~ SSH 7 7 & A2 TCP AR — k 22 Z#F a4 5 /L—/L 2B L £7°,
b) ASDM ~® HTTPS 7 7 & A2 TCP AR — b 443 Z#Fr[J 5 /b— L& B L £7,

ASA B 1Z ASDM %/ L CEHEICE £9, FHT 5121, HTTPS B IR — b 443 #BA < L)
HET,

AT w5 [{ERk (Create) 1227V v 27 LET,

A=Y MT— bz A DERK
EHY 72Xy NEAWIIT 7B ARRRICT DI12T. A v F—Fy M= MU = A BDRLETT,

ATV T [y bT—F2F (Networking) |>[{KREBY 5~ Ky kT—% (Virtual Cloud Networks) 1> [{R#8%5 5
D RRy FT7—Y DM (Virtual Cloud Network Details) >[4 2 —%w 5 — ko x4 (Internet
Gateways) |Z&EIRNL, [1 2 —3y b— b4 DERL (Createinternet Gateway) | %27 UV v 7 L&
R
ATwT2 Name] lZA VH—Fy b= T oA DOPY ST WARTEATILET (Bl : ASA-IG) .
ATV T3 A3 —Fy bF— b4 DERL (CreateInternet Gateway) %7V > 7 LET,
ATYTE A F—Fy M= Tz A ~D)— REBIMLET,
a) [y bT—F>2% (Networking) ]1>[{R#E2 5 Ky kT—2% (Virtual Cloud Networks) ] > [{k#8
759 KRy FIT—9 DM (Virtual Cloud Network Details) ]>[JL— bT—7JL (RouteTables) %
B®IRLE9,
b) N— M= EBEBMT DI, T74NV NDOL— T =T ADY) T %7 ) v LET,
c) [Jb—hkIL—)LDEM (AddRouteRules) |27 VU v 27 LET,
d) [2—5v 3247 (Target Type) | Ka vy 7HForhb [A03—Fy 5 — D4 (Internet
Gateway) | Z =R L £,
e) FEHEDIPVACIDR 7u v 27 # AN LET (i :0.0.0.00) .
f) D IPV6CIDR 7 v w7 &2 AN LET B[] .
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Oracle Cloud Infrastructure ~ ASA %48 OER |
B+ rorm

g [F—H Y b A=Yy T —FrI A (Target Internet Gateway) | K v 7Z 7o nb . fERL
5 — b oA B B/IRLET,
h) [JL— kJIL—ILDEN (Add RouteRules) 1 #2 V v 27 LE7,

B IRy FDERK

ZVCONIZIX, D &b 1200 7%y b2RHY £9, FFHVCNOEHY 7Ry b&2/ERL
£9, F£72. NEEVCON ONESY 7% b, BIL UYL VON O/ 7 % > b H LT,

ATYv T [y ET—F245 (Networking) 1> RS 52 K2y k7—4% (Virtua Cloud Networks) 1> [{k#84
SRRy =Y DM (Virtual Cloud Network Details) 1> [% 7% v b (Subnets) [Z&R L., [H
T4y FDOYER (CreateSubnet) |27V v 27 LE1,

ATFv T2  [Name] IZH 7Ry FDObOY LT WARTZAALET (B : Management)

AT9FT3 [Ty B AT (Subnet Type) | #IR L 9 (HERESN DT 7 4L o [#hilg (Regional) | O % &
WLET) o

XATFwv 4 CIDRI7AvwSZAHLET W :10.10.0.024) . 7%y FOWNE GEAR) IPT7 RL2id, =D
CIDR 7 a v 7 o HESHET,

ATw 75 [Oracle?’3H 0 Y TIPv6/56 7 L 7 ¢ w7 AZE|ID Y4T% (AssignanOracle allocated IPv6/56 prefix) |7 =
IRy I A A AN LET,
—EDIPV6 7 FUANERSNETD, KRED 2H1D 16 #EZ FETANTLILENHY £7, 7272
L. 7Ry FADIPv6 7L 7 v 7 ZIXHIZ 64 IZEHE SN TNET,

ATv 76 [J—hrT—TJL (RouteTable) | K v 7 X 7 imn, LAENIIER L7zV— b T —7 Oz ik
WLET,

ATYvT1T HT7xy "o [H TRy b T7H+ERX (Subnet Access) | ZBIR L £,
FHY TRy OGS, ZHUINT Y v o3 TRy b THHLERH D 77,

ATv 78 [DHCP#AF< 3> (DHCPOption) ] ZiER L £7,

ATwF9  DRMER L7 [EF2) T4 )R (Security List) ] Z&RLE7,

AT 710 [Ty bDOER (CreateSubnet) 1227 U v 27 LET,

RDZRY

VCN (BEHR. NI, M) 23/ ET 5 L. ASA B ZiE# T £, ASA {KAE VCN #ERL D
BRNZDOWTIE, ROKESRL T 70,
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| Oracle Cloud Infrastructure ~® ASA {48 0 RE
s59 Ry LEEALERES— k947 LR |

52:ASARIE V5 Fry bO—2

Virtual Cloud Networks in asav Compartment
Kame State CIDR Block Default Route Tabile DS Damain Name Created v
[
» Av 1

59 R T ILEFERLEIPGS—F9TAF7RKLR

OCI CiE, £V 73y MZ—BDIPV6 =+ U xA T RLANHY, IPv6 b T 7 1 v 7 D%
BT DL IICASAY TRRETHMERHVET, ZOF—F I =AT RLRAX, 77U RV =
NTOCla~<y REFEITLTWSAY T Ry hOFEMMA LIS SN E T,

25w 71 [OCI] > [CloudShell ZBI< (OCI%Z 5 K4—3FJL) ) (Open CloudShell (OCI Cloud Terminal)) JiZ#%
#H;LET,

ATY T2 ROa<vw FEFEITLT, 7%y b IPve OFEMAETS L £,

oci network subnet get -subnet id <subnet OCID>

AT 73 a<w ]\@;ﬁ%%ﬁ‘% ipv6-virtual-router-ip &V‘—%ﬁ’)ﬂfiﬁ‘o
ATvT4 ZOF—DfExr =t —L, LEISCTHERLET,

OCI TOASAIRE 41 2 RZ 2V ADIER

Oracle Cloud Marketplace > Cisco ASA AR~ 7 A 7 U +—/b (ASARAH) ®imzfEH LT, =
VEa—T AT A VAR A& L TOCHIZ ASA AR # AL EF, CPUDH, AEY
D, Fy NT—=7 VY =R EOREICHESNT, R~y = TZ2EIRLET,

2FvF1 OCIAR—Fnca /(4 LET,
HUgZ, WiEoA EBICERINET, BROHIBENICIFEEL TWVWA Z L 2FHEER L T &V,

ARTvT2 [X—4v bTLA4R (Marketplace) 1>[7 T4 —2 3> (Applications) [&i&R L E7,
ATvF3 ~—4 v F7 LA AT [Cisco ASA virtual firewall (ASAv)] ZHFE L T, 8L ZRINL £3,

ATy T4 BRSEMEMGR L. [Oracle DFFRK & X— N F— DI LMEA2 MR L CHRE L E9, (Ihavereviewed
and accept the Oracle Terms of Use and the Partner terms and conditions.) | F =Y 27 R v 7 A& 4 2 LET,

AT9 TS [ AX U ADEE) (Launch Instance) [ %27 UV v 27 LET,
ATw 76  [Name] I, £ VY AZX L AZADONY LT WAETZ AN LET (] : ASAV-9-15)

Cisco Secure Firewall ASA Virtual .19 X 2 — + 7w THA K .
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Oracle Cloud Infrastructure ~ ASA %48 OER |

B ociconrsamE 1225020k

ATy 717

ATvT8

ATvT9

ATv 710

ATy 71N
ATvT12

ATv 713
ATy 714

[V =A 7DZFH (Change Shape) 1% 7V v L. ASA AR IZM 272 oCPU O, RAM D&, B IO
VE—T A ADEBIRE SN =47 (VM.Standard2.4 72 &) @R L3 (F24: THHR—F X
nNparvta—7 407y oA7 ASARIE (228 X—) &BM)

MRV 9 K&y kT—% (Virtual Cloud Network) | K> 7" Zo o a6 [H VCN (Management
VCN) | Z®&IN L E7,

HEIAD SN TWRWGEAE, [Ty kb (Subnet) | ey 720 o0 hn [E#Y 7 x> & (Management
subnet) | TN L F 7,

Ry b= X2 )T JIL—TEFERALTLS T4 v 5T 5 (UseNetwork Security Groups
to Control Traffic) JIZF = v 7 ZAdL, HEVCONIZRE LX) T4 7 —T 28R L £,
[XTVY2IP7 RLADEY KT (AssignaPubliclpAddress) | 47> arRZ %270 v 7 LET,
[SSH F—m3EM (AddSSH keys) | D FC. [2FF—DELY {F1F (PastePublicKeys) | 47> a A%
Y%7 U v 27 LT, SSH F—%050 it £,

Linux N—ADA Y AF AL, NATV—=FORDOVIZSSH F—~T AL TY £ — ha—F—%3
AELET, F—TE, WET L AF TR SNET, A U AZ U REERT D & EIT, BEx—
arbta—2 Rl ARF—ZRMELET, T/ FT7A 1250 TE, [Linux A Y AFZ L ATO
F—7 OB (Managing Key Pairs on Linux Instances) J https://docs.cloud.oracle.com/en-us/iaas/Content/
Compute/Tasks/managingkeypairs.htmz Z M L T 72 &0,

[+ T 3 >DFEFR (ShowAdvancedOptions) (V> 27 %27 U v/ LT, A7 varvaREELET,

(E&) [A7 V7 bO#IHE (Initialization Script) 1 D F T, [Z 7 7 R LA Z U7 S OBE D {1
(Paste Cloud-Init Script) | A7 > a v ARF %227V v 7 LT, ASARIE OF 0 H AR EZFHREL £,
%0 B AR, ASA (AR OB S vE T,

Wiz, [2572 F¥#ER S 1) 7k (Cloud-Init Script) 1 7 4 —/L RiZa =L CREV TS Z LN T&
% day0 fERKDF 2R LET,

ASA 2= FOFEMICOWTIE, TASAHERAT A R BXI O TASAz~ o RV 77 L RA] 2B LT
<TZEW,

EX ZOBINETFA N at—F2581F. Y= N —=FT 4 DOTF A bTT 4 F E L IIMEET
YVUTAZ YT M EBREL T, BT T — 2Bk L, #4072 Unicode LA HIFRT 2 24022
WY ET,

!ASA Version 9.18.1

interface management0/0

management-only

nameif management

security-level 100

ip address dhcp setroute

ipvé enable

ipv6e address dhcp default

no shut

!

same-security-traffic permit inter-interface
same-security-traffic permit intra-interface
!

crypto key generate rsa modulus 2048

ssh 0 0 management

ssh ::/0 management
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| Oracle Cloud Infrastructure ~® ASA {48 0 RE

ATvT15

A28 —T x4 RO .

ssh timeout 60

ssh version 2

username admin nopassword privilege 15
username admin attributes

service-type admin

http server enable

http 0 0 management

aaa authentication ssh console LOCAL

[fER% (Create) 1227V v 27 LET,

RDBERY

[ERL (Create) 1R & %27 V) v 7 Liztk, RN [FrEYa =7 (Provisioning) ] & LT
FREND ASABAE A v AZ L AZE=2—LET,

| &

BE X7 HFREE=H—FTDHILBREETT, ASAFMEA A2 AOREN [T rE Y a =
7" (Provisioning) 125 [FEITH (Running) ] IZBAT L7256, ASA AR 7 — M52 T3 BRI

MEIZIG U T VNIC 28t T A2 0 EXRH Y £,

A3 —T A4 RDEKE

AT T1
ATvT2
ATvT3
ATvT4
ATvTH
ATvT6

ATy T17
ATv78

ASA AR 1%, 1 2D VNIC 3k SN REECIATREBICRV £F ([AYEa—Ta Y
(Compute) ]>[4 > RB X (Instances) | >[4 YR A v ADF#M (Instance Details) > [#
ftSfLf= VNIC (Attached VNICs) 12 &) . ZiUE7 74 ~ U VNIC & FEEiL, &2 VCN
W~y B 7 ENET, ASA RIE DR AIOEE)Z 56 T3 D1, vNIC 7% ASA AR TIEL <
B IS L9, LEER L7 VON 7 % > b (N, 4M5B) @ vNIC Z 87 5 &4
ERH D T,

L EEN LT ASARAE A V AX V AEBIRL £,

[## S 1= VNIC (Attached VNICs) ]>[VNIC DYERL (Create VNIC) DIEIZEIR L £,
[4 8 (Name) ]iZ. VNIC ®b2 0 LT WARTZ AT LET (B : Inside) .

A7 7 K% U —2 (Virtual Cloud Network) ] K2 w7 & 7 75 VON 23R L £,
[F7 %> (Subnet) ] Fay 7 Xy onbH7xy MEEIRLET,

Ry bT—D X2 )T JIL—TE#FERALTES T4 v Y 5T S (UseNetwork Security Groups
to Control Traffic) | 4 I2 LT, @R L7 VON IR E LI EX =2 U7 4 N —7 %R L £7,

[FEIL LD T = v 7 % A%~ 7 (Skip Source Destination Check) ] 242 LET,

(A7 ay) [FT7AX—=FIPT KL A (Private IP Address) | Z#5E€ LE T, ZiuiE, VNICIZH LT
FRED IP 2R INT AL EIZOHMETT,

IPZHEE L72WGAE, OCLIZY 72y MIEIV Y THLNZCIDR 72y 7L IP T FLAZE Y Y CF
_a—o
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Oracle Cloud Infrastructure ~ ASA %48 OER |

B sssn-vweor—ri—roem

ATFvT9
ATy 710

IPv6 7 RLAZREL TWAEAIE. —BDOIPv6 T RLAZRBIRL T, HA v Z—7 = A AZEH Y YT
iﬁ—o

[ DR (Save Changes)] 27 U w7 L, VNIC Z/Ek L £7,
B THME L2 D% VNICIZOWT, ZOFIEEEYIELET,

EfHINT-VNICDJ/L— ~IL—ILODEN

ATy T
ATy T2
ATvT3
ATv74
ATy Th

ATvT6

ATy 17

ATvT8
ATvT9

N B L O NTOL— FF—T N — hTF—7 L — L a8 L £,

[Networking] > [Virtual Cloud Networks] Z#&4R L, VCN IZEHEfHT 5 TCWbT 7 4V hb— k7 —7 )1
(WERE I3 22 U v 7 LET,

[JL— bkJL—JLD3EM (AddRouteRules) | %7 U v 7 L%,
[#—%7 v b& AT (TargetType) | Ku v 7 Z oo, [T A4~X—KIP (Private IP) | ZER L ET,
[485c% A 7 (Destination Type) | K12 > 7*Z26 [CIDR 7 1227 (CIDR Block) | ZiER L 7,

[56 45 DIPv4CIDR 7 17 77 (Destination IPv4 CIDR Block) 1125855 IPv4CIDR 7' 12 v 7 & A1 L %9 (i :
0.0.0.0/0) ,

[585EDIPV6 CIDR Y & » 7 (Destination IPv6 CIDR Block) JIZ%65EMD IPv6CIDR 7' 12 v 7 & A L3 (B :
[::/0])
[#—7% > FEI (Target Selection) | 7 4 —/L RICVNIC D7 T A X—KIPT7 RLAZ AN LET,

VNICIZIP 7 R LR ZBIRIIZEID B TTW WAL, VNICOFM (v Ea—T4 249 (Compute) 1>
[41 V> RBZ X (Instances) | >[4 VA2 U ADEFEHM (Instance Details) | > [#&#t 7= VNIC (Attached
VNICs) ]) THENEID Y TINZIP T RLAZHERTEET,

[JL— bJIL—ILDEM (AddRouteRules) | %27 U v 7 L%,
BB CHE L7254 VNIC IZOWT, ZOFIAZMED IR L FT,
GE) ASA Virtual ® (F#193 £ OV DHCP) X EICHKEREBIDNL—T ¢ > T —)b,

ipv6 route <interface name> <interface subnet CIDR> <ipv6_ virtual router ip>

il
* ipv6 route inside 2603:¢020:5:5800::/64 fe80::200:171f:fe96:921b
* ipv6 route outside 2603:c020:6:ba00::/64 fe80::200:17ff:fe21:748c
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I Oracle Cloud Infrastructure ~@ ASA {x %8 0 ERA
ocl £ ASA 8 1 > 25 v 2~ADT7 2R

OCl LOASARE €1 VD RBAVAADT IR

X7 v =/b (SSH) #fafEH LT, STHOA UV AX A TR TEET,
AFEAEDUNIX AXANDY AT AN, T 74NV EITSSHYZ 94T v MREENT
WET,

+ Windows 10 3 2 OF Windows Server 2019 2 A7 AZi%, OpenSSH 7 74 7> b3 EENT
WAMEMRH Y £4, Oracle Cloud Infrastructure (& & > TARE &4 72 SSH F—Z i L T
A VAR AENERR LT B B 72 ) 7,

« Z O Windows /X—3 5 DA 1E, http://www.putty.org 7> 5 HEED SSH 7 74 7
FTHDPUTTY ¥ 7 m— R TEET,

BRSH
A VAL RS DI, IROERPBLEETT,

A VABZLADNT Y 7 IPT RV A, 7 RLVRIE, AV —1LD[Af A ZADFEM
(Instance Details) | ~— Y OHGETEE T, T/ —Ya s A=ma—2f&ET, [T
FA2UISALSYF+ (Corelnfragtructure) |O FT, [AYEa—T4 >4 (Compute) ]
WCBEIL, [41 AR VR (Instances) (27 U v 7 LET, RIT, AV AX L AEFRL

9, HDHWIE, 7P —E R API ® ListVnicAttachments 33 £ O GetVnic #{EZ{# [ T &
i ‘g—o

e A UVABF UV ADIZ—Y =4 ERAT — K,

o A VAL A LB LTz & M L72 SSH ¥ — T ORE F— iy ~D 7 V3R, F—
ART OFEHIZOWTIX,  [Managing Key Pairs on Linux Instances| ZZ L CT< 72X,

\)

GE)  HoHRAEKTHRE L /A L AEREFERT D0, A AZ U ADORERHZ/ER L7- SSH
F—_TEMEH LT, ASARIE A v R BZ A lcu /A4 U TEXET,

SSHAEZERALE-ASARIE 41 VR 2 D AADER

UNIX 2 Z A )LD AT A0 E ASARAR A > A Z v ATk 41213, SSHAFHLTA v
AR AT A v LET,

RATYT1 WOa~vy FEfFEHLT, 77 ANVOHREREL, BREZTRT7 7 A VaEGARND KO LET,
$ chmod 400 <private key>

»-y.,c‘
— — N
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Oracle Cloud Infrastructure ~ ASA %48 OER |

B ovenssH 2R UL ASA RS « 28 L RADES

ATy T2

<private key>IL, 77 BATHA L AZ L AIZEHEMIT ONIME X —Z2EFLT7 7 A VDTN L
AHITTT,

AVAB AT VAT HITIE, IROSSH 2~ REfHALET,

$ ssh —-i <private_key> <username>@<public-ip-address>

T,

<private key> I, 77 BATHA LV AZ L ACEEMNT ONIZMEF—2E0LT7 7 A VDT NIRAL
AHTTCT,

<username> X, ASA AR £ L A ¥ L AD 2 —H—4TT,

<public-ip-address> (&, AV —ADNLEEG LAV AZ L ADIP T KL ATY,

<ipv6-address> |34 VAKX LV AEIHA X —T 2 ADIPv6 T RLATT,

OpenSSH Z (A L = ASA {R18 1 VX2 U A~D &

&

ATy T2

Windows & AT L5 ASARAR A 2 A X o ANTHEGET D121, OpenSSH 2 L TA > A%
AR TA U LET,

ZOFXF =T 2MOTHRTL5EIE. BRRETINT 7 AV EFHGHIRND K HIZT 7 A VOMREHET

HVENRDHY FT,

ROFNEZEFETLET,

a) WindowsExplorer C, fEx—7 7 A WIBEIL, 77 A V&4 27 VY v 27 LC[FTR/ST 4 (Properties) |
7V vy 7 LET,

b) [EFaUT1 (Security) | #7 T, [F##EXE (Advanced) | %27V v/ LET,

c) [F—F— (Owner) |BPEGOZ—HF—TH T b THDII LEMRLET,

d) [HERDESE (Disablelnheritance) 1427V v 7 L, [EARISNERECDA TPV FOBERME
HEFRIZZ#2 9% (Convertinherited permissionsintoexplicit permissionson thisobject) ] 34K L £,

e) BHOa—H =77 NTIEHRWEHERT MY 28R, [HIBR (Remove) |27V v/ LET,

) HODZ—Y—=Th 7  OT7 7 AHERN[ZILa> O—)L (FullControl) 1 TH 5D Z & ZHERL
e

g) ERARHFELET,

A VAL R H1Z1E, Windows PowerShell ZBH &, ko~ REFETLET,

$ ssh -i <private_key> <username>@<public-ip-address>

ZZ T,

<private_key> L. 77 ERATHA L AL LV AZHEANT DNICEX—ZELT 7 A NDT VIR
AHITY,

<username> (X, ASA I A L AKX LV ADZ—H—4 T,
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I Oracle Cloud Infrastructure ~@ ASA {x %8 0 ERA
PUTTY % L1 ASA 528 1 > 2 5 w2 ~0t8 [l

<public-ip-address> &, 2V —ANOLEE LAV AZ L ADIPT RLVATY,

PuTTY Z{EH L= ASA{RTE 4 VX2 U A~D 5k

PuTTY A LT Windows ¥ A7 L2025 ASA AR A v A& 2 A ZEEsi 3 A I12id. IROFIE
EEITLET,

ATy 71 PuTTY 2 & £,
ATwT2 [ATTY (Category) ] XA T, [Evra> (Session) | #HINL, WONEEZATILET,
cRRAMRFLIXIPTRFLR :
<username>@<public-ip-address>
T,
<username> X, ASA AR £ LV A X L ADZ—H —4TT,
<public-ip-address> |, TV —=ANLRG LA LV AZ L ZADNRTY v 7 IPT RLATT,
e R— bk 22
- B2 4 7 SSH

ATy T3 [AFTTY (Category) ] ~3A > T. [Window] Z B L. [Z£#: (Trandation) ] &R L £,

ATy 74 [JE—FXFtEY + (Remotecharacter set) | K v 7 # 7 U 2 K C, [UTF-8] &R L £,
Linux X—ADA VAL L ATT 7 40 FOar— Vi EIZUTF-8 T, ZAUZ LY, PuTTY IR U= o —
NEFERATHEIICRESNET,

ATwv 5 [AFTTY (Category) ] 31 > T, [#E#H (Connection) ]. [SSH] DIEICERI L., [EB5E (Auth) 1227 U v
7 LET,

ATv76 [BHB (Browse) 127V v/ LT, MEST—ZBRLET,

ATv 771 [ Open) 227V 7 LT, ByvaraflaLEd,

A VAR RIS TR T 25651, V= "—DHRA FF—=RL VR M IZF ¥ v a IR THRN
(the server's host key is not cached in the registry) | 9 X v v —UNFREINDZ ENH Y 3, [IEL
(Yes) |#27 VU > 7 LT, Hhiahift LET,

IPv6 D ST a—TFTa 5

RS2 SSH : IPv6 %21 L 7= ASA Virtual 23EHE L T 720
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Oracle Cloud Infrastructure ~ ASA %48 OER |
B reorsina—s5009

cfBRE A LHF—F Y =N T A RAD /0 D)L— D VPC )b— T — T IVICTEET
BEMEIMEELET,

Rk FHY TRy MEREFA T oA RIZEEMS T onTcE X2 VT 4 I —T
TAR=F2BFASNTVDLENE D PEERLET,

cfBiRE BEIA L X —T 2 A ABIPV6 T RLATHREINTWVAME 5 5% IPv4SSH &
va R TTHERLET,

o f#iRi% ASA Virtual @ [ssh config] THELRTNTOREN Day-0 D—EgE LTIRES
TNDD, HDLWIIR THRET 200 EHERL £,

FIRE AEHMDO N7 7 4 v 7 BFEEE L Ty,

« BiR% [EC21 >[4 Y RA VR (Ingtance) |>[#vy bT—F>2 4 (Networking) ] T, [
BIELITEFELEOMBOEL ] MEIEINTWVENE I N EHERLET,

o fRRE L— RSN/ O Linux CHRUICERESIN TWAZ L 2R LET,
e fRiRiE FENC LD IPV6 7 FL v v 7 DOEA1E. ASA Virtual IZEY) 72— 2B L%

R
o f@iRix  Tshowaspdrop] CT/X7 v b Koy 7R EL TRV EMER L, #EXHE L E
R
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s 11 =

OCI ~ ASA {%4E Auto Scale V') 1 —< 3
>V DE A

* Auto Scale DEAf] (243 ~—)

o BIFESRAE (244 N—20)

« ASA KRR T 7 A VO HE(R (250 ~—20)

» OCI ~® Auto Scale DR (257 *X—7)

« EBAOMGEE (263 X—2)

e Auto Scale D7 v 77 L— K (263 X—Y)
* OCI M Auto Scale i E DHIFR (265 ~—)

Auto Scale M 3E A 5

Z D ASA B4R DE A : OCI Auto Scale V U = —3 3 %, BAFOKITRENTWET,
Ao B —%y halFoa— R RXZ P 120%, VAR F—LEZ—F v NI —TO/LE %2
HALTR—=EREDIR>TNBERT Y w7 IPT RLARHY £97,
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0Cl ~ ASA {38 Auto Scale V') 21— 3 > DBEA |

53: EABIDE

Instance Pool

Reply of Outbound Traffic Reply of Inbound Traffic =
ASA virtual 1 4
< g —
Inside ']\ Outside
Mgmt

|
|
|
!
|
|
I
|
|
|

|

|

|

|

|

|

|

| | S—
. ILB P ELB [

User f ASA virtual 2 | c—
Application : .

|

|

|

|

|

|

|

|

|

|

N

A

Reply of Outbound Traffic Reply of Inbound Traffic
Py Inside /]\ Outside i

|
i
|
Mgmt |
|
|
|
|
< 1 g i l— |
ASAvirtual N ;
, T <
Reply of Outbound Traffic Inside 1\ — Reply of Inbound Traffic i
Mgmt
Outbound Traffic

—— Inbound Traffic

R— FR—=2DoIGIE, Xy NI—27 NTF 7 4w Z7IZEETEET, T DHIEIE, NAT L—
ML TERTEET, DIEOFEFNZHOWTIL, U FDE®Z > a o THHALET,

HIRS 1

MR LUK O—
V) a—a VEEBATHIEOICKHER OCI DR E R Y > —13kd LBV T,
1. A—H¥—FLUIIL—TF

N

GE) a—P—L I N—TE2ERT AT, OCla—Y —F 3T F oo —EHETHLLENH D
F9,

Oracle Cloud Infrastructure D= —H% —7 h 7 hb . FOa—HF—T o " BNET 57
N—THER LET, 2= =T U N RO LV — TR DA X, (BT
LHHEEIHY FHA, 22—V —L T NV—TDIERFIRIZONTIE, 7 —T L a—H—
DI Z#ZRLTLES VY,

2. IL—T RS —
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| oci ~® ASA {78 Auto Scale V') 21— 3 VDEA

RY—ZER LT, ENE T N—T vy B T TOMERHY £3, R o—%1{F
KT AL, [OCI]> [FATYT4T14EEF2) T4 (dentity & Security) ]1>[R 1)
L — (Policies) 1>[7RY) &—D L (CreatePolicy) [ICBEIL £9, ROKR Y > —Z1ER
LT, BOZ —FZBMLET,

« 7L —7 <Group_Name> 73 =1 > 73— K A >k <Compartment_Name> TA ~U v 7 %
R+ 22 L2 LET,

« 7 )L—7 <Group_Name> 73 = > 73— K A > | <Compartment_Name> CT7 7 — A% &
HIHZ a2 LET,

s 7 )L—7" <Group_Name> 73 =2 > 73— K A > <Compartment_Name> T ONS F & v 7
EEBTLZEETFAILET,

« 7L —7 <Group_Name> 7%=t .-/3— |k A > | <Compartment_Name> TA NV v 7 %
MESTLZLEFATLET,

« 7 )L—7 <Group_Name> 73 =1 > 73— Kk A > k <Compartment_Name> TA ~U v 7 %
MDA LET,

7' —7 <Group_Name> 731> 73— k A > k <Compartment_Name> T ¥ 7 D4 fijZE
MEHEHTSZ 28T LET,

7 N—7 <Group_Name> 73 =2 > 73— K A > | <Compartment_ Name>Ctwr 7/ 7 /v — 7%
MID T BT LET,

« 7 L—"7"<Group_Name> I3 A AKX AT — L 22 73— Kk A |k <Compartment_Name>
AT LA LET,

« 7 )L—7<Group_Name> 737> b T/ 70 Ry = VEERTLZ L 27 LET,

« 7 L—7<Group_Name> 37> hDOA T Y=/ MA N L —UAFTZEM ZFRAID 2
LEFFALET

« 7 )V—7 <Group_Name> 237 F > FNDOURY b 2+ 52 L E2FTLET,

Y

GE) TFUbhL~ TR —%ERT A2 b TEFET, 22—V —DFEFELHBOL LT, T
TOWMERZBRICIRETEET,

3. Oracle BE# DR

Oracle BE%5 5351 ® Oracle Cloud Infrastructure )  — R IZT7 7 B A T& 5 L 91275121, B
BadAF I TN—TITEDTHhE, FDVI)—A~DEALFI v T TN—T T
Y AZHATBHRY) —2ER L ET,

4. FAFIVITIN—TDERK

BAF 2o 7 TN—TF BT 512, [OCN>[FAToT4 T4 X2 T4 (Identity
& Security) > %4+ 32 v Y5 I)L—T (DynamicGroup) |>[FA4F I v I T IL—TDk
BX (Create Dynamic Group) JIC8Eh L £,
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0Cl ~ ASA {38 Auto Scale V') 21— 3 > DBEA |

AT w7 T —FOVERFFICR O — L E2HFE L ET,
ALL {resource.type = 'fnfunc', resource.compartment.id = '<Your Compartment OCID>'}
A F I 7 T N—T O HONTIE., WESBLTLE X,

* https://docs.oracle.com/en-us/iaas/Content/Functions/Tasks/functionsaccessingociresources.htm

* https://docs.oracle.com/en-us/iaas/Content/Identity/Tasks/managingdynamicgroups.htm

FAFIVITN—TDOR) >—DERK

KU v—%BIT 521, [OC> [FATUT4T14EEF2) T+ (Identity& Security)
]>[RY >— (Policies) ]>[R1) > —DERL (CreatePolicy) ICBEIL £7, IROKY 2 —
BIN—F BN ET,

Allow dynamic-group <Dynamic Group Name> to manage all-resources in compartment

<Compartment OCID>

GitHh M5 D77/ ILDEH > O—FK

ASA A8 : OCTAutoScale VY V = —3 3 %, GitHub U ARY MU BTl SNET, VARY
M)W 77 ANETVERIZF D a— RTEET,

Python3 IZ15

makepy 7 7 A Wit HEEINTZ VAR NINIZHY £9, 207 v s T AL, Oracle B% &
T L= RNT 7 ANEIIP T 7 AVIZEMLET, TNUDHEX—F v N7 4 F—|Za—
LET, INHDOX A7 ZRITT5I21E, Python 3 BRENHE SN TWDLERH Y £,

Z @ Python A2 U 7 M Linux B8 CORME A TE £9,

A2VITSRAMNSOFVERTE
WERETHVLERHY £,
1. VCN

ASARAE 77V r— g VOBEMRIS U TVON 2B LET, £ v Z—X v h~D)L—
rREID B TCENTEYT TRy ER 12U ESH A X —Fy NF— U =A %12 7- VPC
ZER L £,

VCN OAERIZ DU TiL,  Thttps://docs.oracle.com/en-us/iaas/Content/GSG/Tasks/
creatingnetwork.htm| ZZM L T 72 &0,

FIUr—o 30Ty b

ASA AR 77V r— g VOBERITS U TH T 3y FEERLET, ZOa—2Ar—2
WS TYV a—2a v EEATHITIE, ASARIE A L AX U ADERNZI DOV T 3
]\ 75“\5[\4\?*’6—@—0
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| oci ~® ASA {78 Auto Scale V') 21— 3 VDEA

BT H v FOAERRIZOW T,
https://docs.oracle.comven-us/iaas/Content/Network/ Tasks/managingVCNs _topic-Overview of VCNs and Subnets.htm#
EHML TN,

3. SEH TRy b

Y72y MZ, A v Z—Fy RF—F 7 A ~D [0.0.0.00] O/L— FPUETT, =
DY T v MZiE, Cisco ASA AR DAWEA v H—T = Af AL A U F—Fy Majlfr— R
NI UYREENTVWET, 7Y MU RET7 40 v 7 AIZNAT 77— b7 = A H3800
SNTWAEZ LB LET,

FEHIZONTIE, RO~=2T7 VEZRLTIZEN,
* https://docs.oracle.com/en-us/iaas/Content/Network/Tasks/managinglGs.htm

* https://docs.oracle.com/en-us/iaas/Content/Network/Tasks/NAT gateway.htm#To create a_
NAT gateway

4. WNEHITxv b

i, NAT/ A VB —Fy =T = A OFEZ D OT, 77— g BT
v MZEITWET,

N

GE) ASARMR EWMETa—T7 0845, R—F80 /N L TAXF—F P —— (169.254.169.254)
WCRIECTX ET,

5. BEY IRy b

BHY 7 3y NI, ASAFAE ~® SSH 852 VAR — b5 X917V w7 1T H0E
NhHET,

6. EXaUTa IIL—T ASAREAVREVADRY FI—0 X2 ) T4 JIL—7
WOBEMHIZKHE LT ASARAR AV AZ L ADE X2 VT 4 I N—T 2B ELET,

« Oracle [%% (R VCN ) 1. ASA fif8 OB BT N L Z~D SSH #ifi 2 34T L £
R

« BHIRA FTIX, SSHZIT L7 ASARIE A VAKX U AANDT 7B ANKEIZ /258
AN ET,

o ASA RAB 1Z T A & v 2D 7= 91T CSSM/Satellite J—/3— & OBE X BB L £,

7. ATV PR ML—DDAHEIZER

ZDOFTV el FA ML —YDOARFTZERIE, configuration.txt 7 7 A /L& FFOFRE) Web T A
MEARRA T D70 I ET, configuration.txt 7 7 A VOFERGRAEF & U 7 = A |
ZUERT 2 ME N H Y £9, ZOFAGRRES AL URL 13, 7 7 L — b OJRBIRH ]
ShET,
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0Cl ~ ASA {38 Auto Scale V') 21— 3 > DBEA |

G¥)

8.

T o7 a— RENEROFEIZ, HTTPURL Z L CTASARIE A V AZ AN T 7B AT
XD LEmRLET,

ASA A8 ZiE#Ehd B &, s copy /noconfirm <configuration.txt file’s pre-authenticated
request URL > diskO:Connfiguration.txt =~ 2/ Fﬁ’%ﬁiéﬂi'@‘o

ZDa<wy RIZEY ., ASA IE OJLEh % configurationtxt 7 7 A L TRETE AL O &
bé‘o

configuration.txt 77 4 LD 7y FA— K
ASA AR AERL 7 7 A )V OFRIGRALF 2+ U 7 = A b URL ZAE T 5121, IROFIEZEE

LET,

1. [/\7v ~ (Buckets) ]|>[/\7 v DYERL (CreateBucket) |DIRIZZ U v 27 LET,
2. [7v7u—1F (Upload) 122V vZ7 LET,

3 MWK T 7 ANANT vy ue— Nl b, FTORIIRT L DI, [FHRRGEEAY 7 =&

)

h D1ERL (Create Pre-Authenticated Request) ] 23R L £ 7,

Objects
View Object Datal:
More Actions =
D doad
Name Last Modfied Size
a L May 10, 2021, D4 24 UTC

GE)

INT, T 7 NVEENOERT 7 ANMIT 7 BATEL X512 97,

v NT—O R

AVNDU RS TavY

AT 72T I T D X DT, configuration.txt N <Application VM IP> 7 K L A 73
ELWZ & xR LET,

TORNIURRST499

1

« AT w7 2THHI SN TS X HIT, configuration.txt N <External Server IP> 7 R L
AMMIELWT & 2 LE T,

cHEEVCNIZ 1 DDNAT ¥ — b U= A NHD I EEMWRLET,
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| oci ~® ASA {78 Auto Scale V') 21— 3 VDEA

rzo—rorst [

s MORDOHENZRT L DT, NAT V' — b T = A ZREET 5945 VEN Ov— h T —T7 )b
WDIE U <External Server IP> 7 RL 2B L TL 77 &0,

Destination - Target Type Target
0.0.0.0¢0 Internat Gateway

B.6.8.8/32 MAT Gateway nat-gw

INAT— FDOIES1E

ATy T

ATvT2

\}

GE)  ZOoOFIEOFEMHIZIHOWTIZ, Vault &> —27 Ly FOERR] 2R LTSN,

ASAAE D/RAT — RiZ, HEIA S — U o 7R EN DT R TOASARB A AX A
ERETHDIFERINET, /2. ASARAE A VA F U AD CPURHHART — 4 2 Bi5G7
ALl S ET,

L7235 T, /RAT— REREA R L CUERT 20N H 0 5, HBEREE L st T-
O, =0T FAMEATO AT — RORESCRFIZTE EHA, NAT—RIZE, K
L ESNTEROALEMHT HMLERH D £,

AL SNICTERD SR Y — R s 51213, ROFIRZFETLET,

Vault %’VEE‘Z [_/ i ‘é—o

OCIVaulti%, v AHX —KEEfbX —2LZRIMERB I ORET 20— R &, 262 HHT DI 1L
BIOERLTHHFERRELET, LN ->T, Vaultid, HEIZA A — LY U a—3 g O O L
FUaR—h A MIERTA2HLEND Y £9 (FEEMR L TWORWEES) |

[OCI > [ZPATYT4T4&tF2) T« (dentity & Security) ]>[Vault] > [#EVaultD:E R F 1= 1XERK
(Choose or Create New Vault) JIZBE) L £,

~ AL —iE B b —ZER L £,
=T XA RNDNAT— REF LT DI, v A= bx—N 1 D0 ETT,

[OCN>[FATYT4T4EEF1) T« (Identity& Security) ]>[Vault] >[F—DFEIRFE 1= (FVER (Choose
or CreateKey) ICEI L £,

EEOE Yy MET, lHESNETLITY XEAOWTRPNBEEOF— BN 7,
1. AES: 128, 192, 256
2. RSA :2048, 3072, 4096

3. ECDSA : 256, 384, 521
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0Cl ~ ASA {38 Auto Scale V') 21— 3 > DBEA |
B ssamor o o%m

54: X —DERK

Create in Compartment

<>

Protection Mode @'

Software -
Name

My_key

Key Shape: Algorithm () Key Shape: Length

AES (Symmetric key used for Encrypt and Decrypt) 4= 128 bits -
Import external key
Create a new key by imperting a wrapped file containing key data that matches the specified key shape. For more information, see Imparting Keys.

3% Show Advanced Options

RATY T3 B LENT XA T — REERLET,

1. [OCI]>[ Cloudshell (OCI Cloud Terminal) ZF< (Open CloudShell (OCI Cloud Terminal)iZf#) L
£9

2. <Password> #BFEVD/RAT— RIZEZHZ T, ROa~r REFETLET,

echo -n '<Password>' | base64
3. BIRL7-Vault 705, ek FRA v b E~RAZ =5 bF—DOCID Z#a ' —LET, KDL
WA EZHZ Tb, efba~vr REFEITLET,

*« KEY _OCID : &—® OCID
» Cryptographic_Endpoint URL : Vault ®k55{t—=> KA > s URL
s Password : /XA U —

EEILaT UK

oci kms crypto encrypt --key-id Key OCID --endpoint

Cryptographic Endpoint URL --plaintext <base64-value-of-password>

4, FERoa<xr FOHIINLREEXEay— L, LG CTERLET,

ASATERL T 7 1 LD #fig

TV = a UBRERBENTWD, 77U r—a ORI URFIHRETH 20 E
R LET,

ATy T BT DN, ROATINRT A =2 ELET,
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| oci~® ASA {%#8 Auto Scale V1) 21— 3 VDHEA
INY TR T |

INT A=A —R 54T B

tenancy_ocid XFH THhYY SRET DT TV b
OCID, 77} h® OCID % .o
LHECHOVTE, ZHH a5 M
LTLEEN,

77 ~® OCID &

ocidl.tenancy.ocl..<unique ID>

DL ET,

compartment_id el DR S (S R DV
> k@ OCID,

i

ocidl.compartment.ocl..<unique_ ID>

compartment_name pc=l| T R— KA N

region padl VY =Rl d %) —Yaro
—E OB T

i

us-phoenix-1, us-ashburn-1

Ib_size A TN T n Y a = 75
BLOWNEH 2 — AT o0&
HkiE (AR X OMD) #3E
THITTL— ],

PAR—F SHHME : 100 Mbps, 10

Mbps. 10Mbps-Micro, 400 Mbps,
8000 Mbps

1 : 100 Mbps

availability domain B~ XYY E 5] : Tpeb:PHX-AD-1

GE) 7 v KL=/ T od
iam availability-domain
liss =~ RE&FETL
T, ATAMERAAL U4
2R LET,

min_and_max_instance_count = XYY A VAR AT = VIARFFT B A
AL ADRNEE BRI

51,5
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INTGA—4H

b )

i

oul

autoscale group prefix

pa2 7l

T U— FEH L TR L
U Y —=ZADHFNAT D7
T4 T AR, TLEZE, VY—R
FV7 4 w7 AL LT lautoscale]
ZIRET DL, TATHOY YV —2
IXautoscale resourcel,
autoscale_resource2 ® L 9 (Z4 HIA
T enET,

asav_config_file url

URL

ASA AR ORERCHICA T V=2
ARNL—=UWT v a— T 5
R~ 7 A /L@ URL,

GE) RERL 7 7 A )V DEERITER
AFEA Y 7 = A FURL
EHRETHLENRDH D
E3cn

i
https://objectstorage.<region-name>.
oraclecloud.com/<object-storage-name>/
oci-asav-configuration.txt

mgmt subnet ocid

pall

R+ 587 % > F®OOCID,

inside subnet ocid

pa2l

AT BNEY 7 % v kD OCID,

outside subnet ocid

pall

59 2985897 %~ D OCID,

mgmt nsg_ocid

pa2l

HFRT2EHY 7%y hOX v b
U—7r X274 TN—TD
OCID,

inside_nsg_ocid

pa ]

ERTH2NEY 72y hOx > b
U= X2 UT 4 TN—T70
OCID,

outside nsg_ocid

pa2 7l

AT T 2y FOFR b
U= X2 UT 4 TN—T0
OCID,

elb_listener port

1 = XYY fE

A — KXT %) R —0i@
BFER—=FDY R bk,

5] = 80
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INY TR T |

INTGA—4H

F—8847

B

ilb_listener port

H = XYY il

NEE — RT3 U 27 —Di@
ER—FDY 2 |,

5] = 80

health check port

pa2l

NNVATF 2w EFRTTHE—F
NI YDy 7 R ——
A— b,

i : 8080

instance_shape

LFS

BT A v AZ L ADY = —
7, VA Tk, A UARE
AIZED MK THND CPUDH, A
EVOE, BIUOEOMMDY V—
APPREINET,

Y R—FINTNDBY=—T;
[VM.Standard2.4] XL
['VM.Standard2.8

Ib_bs_policy

pa2l

WS L O — RT3 0
Ny 7z ey MERTS

02— RNZ YR — m—F
T YR = ORI O
TRELIEZ, 2HhbzzMLTL
EEW,

PAR—FINTWDHIE :
'TROUND ROBIN] .
[LEAST CONNECTIONS] .
TP_HASH]

image name

pa2

A VAL ADHERIZHERT S
Y=y NV ADA A=Y
%O

7 4L M [Cisco ASA {18
757 AT 74—/ (ASAV) |

G TAL DA A=V kR
B3 2 5%a 13,
custom_image ocid /X7
A =R LR ET DME
N ET,
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0Cl ~ ASA {38 Auto Scale V') 21— 3 > DBEA |
B ssamor o o%m

INT A—45 —R 54T B

9

image version = i F 9~ % OCI Marketplace "CAI|H 7]
RE72 ASARAR A A=Y DN—V 3
v, BIfE, 9.15.1.15 B L 1N9.16.1
W= g UIPFIHAEE T,

F 7 )L M# ;. [Cisco ASA K48
7747 74—/ (ASAv) |

scaling_thresholds B < XYY E Alr—Af & A —)LT U T
A2 CPURERD L &V VE,
A=A A= VT T ND
LEVMEZE D >~ TR > TAN
LET,

51 : 15,50

151 ZAr— A4 DOLEVHE, 50
XA —LT7 7 hOLEWET
T,

custom_image ocid el vy R FUA AL A= R i
ALRWGAIS, A v AH A
AR T AZ LA A =T D
OCID,

GE) custom_image ocid |4
Tra v RTA—=HT
jr—

asav_password TS ASA {548 ZHERT 5 72817 SSH
Bfoi T DB, ASA AR DSk
WA DRAT— K, RRATU— K%
53 5 FiEICHOWTIEL, a2
T4 X2l —ar A REH
TH, CHELEBBLTLES
AN

cryptographic_endpoint pg==l| ety RARA > ME, 73A&
U — ROEZABICHEA] £ 415 URL
TJ, Vault TRRETEET,

master_encryption key id Vil INAT — RO FLIZEA S e
¥ —? OCID, Vault TR T £
ﬁ—o
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| oci ~® ASA {78 Auto Scale V') 21— 3 VDEA

ATy T2

INY TR T |

INT A=A T—8847 B

a7 7 A4 (Profile Name) OCl Da—H—D a7 7 AV
<Y, a—YP—D7Tu 7y Ak
7varyDFICH) £7,

5] : oracleidentitycloudservice/
<user>@<mail>.com

FTV el NA L — VDAL T I h ORI R S LD —
il BOHHT-Ccd, ZofEiX[ocCI]>

[B#E (Administration) 1>[ (77
> kDM Tenancy Details) | CHE

RMTEET,
FRRE h—72 > (Authorization OCl =7+ LA M UIZ Oracle
Token) B¥aE Sy vad b L ETAT

% Docker ~D 1 7 A HEDI/RA
UV—R&LTEMRMENET, b—
U v RS 5121, [OCH > [7
A ToT 14T« (dentity) 1>
[2—%— (Users) |>[2—H D5
#l (User Details) 1> [ERBEE b—2
> (Auth Tokens) |>[k—2 > ®
4 (GenerateToken) [IZ/Eh L
7,

O— RKRZUYOEFEHTa—T 7 7 v AR) o —DF T2V b, 4B A, NATL—LEZREL
ij‘o

! Default route via outside
route outside 0.0.0.0 0.0.0.0 <Outside Subnet gateway> 2

! Health Check Configuration

object network metadata-server

host 169.254.169.254

object service health-check-port

service tcp destination eqg <health-check-port>

object service http-port

service tcp destination eq <traffic port>

route inside 169.254.169.254 255.255.255.255 <Inside Subnet GW> 1

! Health check NAT

nat (outside,inside) source static any interface destination static interface metadata-server service
health-check-port http-port

nat (inside,outside) source static any interface destination static interface metadata-server service
health-check-port http-port

! Outbound NAT

object network inside-subnet

subnet <Inside Subnet> <Inside Subnet Gateway>

object network external-server

host <External Server IP>

nat (inside,outside) source static inside-subnet interface destination static interface external-server

Cisco Secure Firewall ASA Virtual .19 X 2 — + 7w THA K .
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B ssamor o o%m

ATV
ATV

73
74

! Inbound NAT

object network outside-subnet

subnet <Outside Subnet> <Outside Subnet GW>

object network http-server-80

host <Application VM IP>

nat (outside,inside) source static outside-subnet interface destination static interface http-server-80

|
dns domain-lookup outside
DNS server-group DefaultDNS

! License Configuration

call-home

profile license

destination transport-method http
destination address http <URL>
debug menu license 25 production
license smart

feature tier standard

throughput level <Entitlement>

licence smart register idtoken <License token> force
|

INLDOEFEE T —T GBI T =2 T L= BNT B ARY = THA SN TV DHERH D 9,
REDFEMIZ 4 F L configurationtxt 7 7 1 /L& B L £,

A—PF—=MER LA T V=7 b AR L—Y A—X|Zconfigurationtxt 7 7 A VA& T v 77— KL, 7 v
Tu— L7 7 A VOFERGFEREY 7 =& b Z2ERR L £,

GE) AL 7 OEFAT, configuration.txt D FHTFIFER A Y 7 =X FURLMEH S TWDH Z & Zff
BLET,
ZIP 7 7 A WEAERR L E T,

makepy 77’])/I/ﬂi\ %E;@éhﬁ: U RPN U P‘;H:Bl?) ) i‘@—o python3 make.py build I~ l\%%ﬁi L,
7ip 7 7 A NVEAER LE T, MR T A NVHIEIUTOT7 7 A VBB £3,

Tue Jun @8 @7:46 AM [sumis@SUMIS-M-41KG target]$ tree -A

Oracle-Functions.zip
asav_autoscale_deploy.zip
asav_configuration.

deploy_oracle_functions_cloudshell.py
- templatel.zip
templatel.zip

@ directories, 6 files
Tue Jun 16 AM [sumis@SUMIS-M-41KG target]$

GE) 7T Ry x=V&EH L TAutoScale YV = —3 3 VHREHT D581, python3 make.py build
% F{T4 S H1IC easy_deploy/deployment_parametersjson 7 7 A /L& B L9, EHIZOWNT
. TAT w7 1) BEO [Oracle Bk DR 228 LTSN,
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01~ Auto Scale DEE ]

0Cl ~@ Auto Scale ) E B

BEORMESM R A FIEEZTT LIZ6, OCIA Y v 7 OIERZBRA L £, FEIERZ2ET
TH), (VT 7 R /L% L7 Auto Scale DB A) ZFEITTEFET, ZYT2153—U 4
VAORBRAZ Y NET U L— BRI, GitHub UARY FUMNBAFTEET,

FEIER

T RY—x 2 KD Auto Scale YV = —> 3 VORERIZ, RO 3 SOFIETHEKEINET,
Terraform Template-1 A % 7 OJER | Oracle BAXt D R, ¥R\ T Terraform Template-2 ¢ £

Terraform Template-1 X 2 v & O B

2TFYv 1 OCI R—&nica 714 LET,
HuRi%, EEof EBIcERENET, BRIOHIBNICHEEL TWAZ 2R LTI FE N,

ATv 72 [TROY/NA—H—E X (Developer Service) | >[!) YV —AXI*—T+ (ResourceManager) 1>[R2 w9
(Stack) [>[R%& v DERL (Create Stack) [DIEIZEIR L £,

[V A #E (MyConfiguration) |Z&IR L, RORIIRT X I, R T 40X NIZH 5 Terraformtemplatel.zip
7 7 A V% Terraform OFXE Y —A L L TEIRL £,

Cisco Secure Firewall ASA Virtual .19 X 2 — + 7w THA K .
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0Cl ~ ASA {38 Auto Scale V') 21— 3 > DBEA |
. Oracle EAHID R

Stack Configuration (2)

Terraform configuration source

Folder @ .Zip file

&30 Drop a zip file] Browse

ternplatel.zip

Working Directory

Mama Oobion

template1-20210420223815

Description Opliona

Create in compartmeant

3

Manual_Test

Terraform version

L]

0.13.x

Support for Terraform version 0.11.x ends in May 2021,

ATYT3 [FT VAT g —b/"—T 3 (Transform version) | K2y 7 XU 2 M T, 0.13.x £721% 0.14.x %8R
L\i‘é—(}
ATy T4 WOFIETIE, A7 v 7 I TIELZFEMEREZ T XTASHLET,

GE) HHIRANT NG A= E ATJLnoTL &V, £ Lagne, UBOTFIETRZ v 7 ORBIZ
KB B AREMEDN BV £,

ATv 75 WOTFIETC[Terraform7 9 23 > (Terraform Actions) ] > [{#@F (Apply) [&&R L £,
EHICEB &2 5, Oracle B3 BBRICHEA £ 57,

Oracle B D ERA
A

GE)  ZoOFNEIE, Terraform Template-1 O AN L7 ZICOBRFATT 20BN H Y 7,

OCI TiX. Oracle Pd%kiX Docker f A—2 L L TT7 v 7Fr—R&Eh, OCla>TF LA RY
WARTESNVE T, Oracle BA%ki%, BAREZ OCI 77V /77— 3 > (Terraform Template-1 C{E
) D12y atTHNERSY £,
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Oracle B3 & BA .

ATV T1 OCIlD7 T Ry=VvaflE 4,

ORACLE Cloud

Get Started Dashiboard

Quick Actions

AT w72 deploy oracle functions cloudshell.py & Oracle-Functions.zip %7 »~ 7 u— KL £,
T Ry 2 VDN A== A =a—n5 [T v 7 r—FK (Upload) ] 2R L £,

Cloud Shell

Download

> ¢

Upload

U

File Transfers
t!) Restart

3% Settings b

ATY T3 Isa~vr REHEHALTT7 7 AV 2HERLET,

Deploy_Oracle_Functions.py

ATvT4 python3 Deploy Oracle Functions.py -h ZEITLET, UTORIZRT LI,
deploy oracle functions cloudshell.py A 7 U7k IZiE, W DDDOATINT A —F BB TY, SRR
help 518 & L CHERE CE £,

Cisco Secure Firewall ASA Virtual 919 22— k7 v 7414 K |}
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0CI ~ ASA {18 Auto Scale V') 1 —> 3 VDEA |

$ python3 Deploy_Oracle_Functions.py -h

usage: Deploy_Oracle_Functions.py [-h] -a -r -p -c¢ -0 -t

4 Script to deploy Oracle Function for OCI ASAv Autoscale Solution seek

Instruction to find values of required arguments:

Application Name: Mame of Application created by first Terraform Template

Region Identifier: OCI —> Administration -> Region Management
Profile Name: OCI — Profile

Compartment OCID: OCI -> Identity -> Compartment -> Compartment Details
Object Storage Namespace: OCI -> Administration —> Tenancy Details
Authorization Token: OCI -> Identity -> Users -> User Details -> Auth Tokens —> Generate Token

optional arguments:
-h, —help show this help message and exit

-a Name of Application in OCI to which functions will be deployed

Region Identifier
Profile Name of User
Compartment OCID

Object Storage Namespace

Authorization Token for Docker Login (#Please Put in Quotes)

A7 U7 MEFETTDHITE, ROGIEEZELET,

& 25518 &S

51%

LEEGE ST

FrVr—ay

Terraform Template-1 DE A TIER L7 OCI1 77V

r—3a YOLEITT, I OfEIE, Template-1 TfF

H.&h7- Tautoscale group prefix] L% 7 1 v 7 A
[_application] ZAHAGHOEZHDTT,

1)—< 3 V#AIF (Region Identifier)

V—a VTR, & F & E B OC THEE
Shi-Hika— RU— RC¢9,

Bl 7 ==y 7 ZADEEIL Tus-phoenix-1] . ALK
DAL Tap-melbourne-1]

TRTOY—Varetzol)—ya ilfilrol X
N BT 51203, [OCI] > [S1
(Administration) 1>[1)—< 3 »&# (Region
Management) [IZ&E) L £7,

JOoJr4AIL%

OCl DY > I Nipa—HF—T a7 7 A4 VG TT,
5] - oracleidentitycloudservice/<user> @<mail> .com

ZENE., 22— —DFa 77 AT gD FIC
HET,

J2/8— kA2 OCID (Compartment OCID)

ZhiE, 2=k A D OCID (Oracle Cloud ik
BlF) TT, =Y —=ROCIT 7V /r—a itk
MLTWDar/—k 2> hd OCID,
[OCI>[7AT T 4T« (dentity) ]>[3 /33—
A2k (Compartment) [>[22/8S— A2 bD
S##8 (Compartment Details) 128 L £,

[l Cisco Secure Firewall ASA Virtual 919 2 2 — k7 v TH 4 K
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Terraform Template-2 ) & .

518

LEEGE AL

FI2xY FRFL—PDARTZEM

T2 b OVERRRFAERR S4B — B ORI TF,

[OCI]>[%H (Administration) 1>[77 > kDA
(Tenancy Details) IZ&Eh L £,

SRSE b—7% > (Authorization Token)

AU, OCI =27+ LA kU IZ Oracle B% %

T adTbHI EEFFAT 5 Docker 2 7 A DR

AU—RELTHEHINET, BARXRZ U S T
N—2 5| HfF CHATEELET,

[OCII>[7AT>T 4T+« (dentity) ]>[1—%—
(Users) |>[1—H DM (User Details) | > [327
k—% > (Auth Tokens) |>[ b—% U DAERK
(Generate Token) JIZBEHL £,

il PO Ca—F—DFEMRER SN WG H
1%, [FA%EBEBHY—EX (Developer services) | > [#AE
(Functions) &7 U » 27 L%, Terraform
Template-1 CIERL L7277 U r—2 a VIZBENL £
7, [(FIHZBA4ET 2 (Getting Started) 1 %7 U > 7
L. [Z7 77U F¥=/VOEE (Cloud Shell Setup) ] %
BIRT DL, PlEEZED TWHH T, LIFIORT &
INIFAE b —2 VB AT DT2DD Y 7 PFRIRS
ET,

Generate an Auth Token

X7_"3705 ﬁ;ﬁfiﬂﬁ’gliﬁé’{g L/T\ python3 Deploy Oracle Functions.py a< }‘%%ﬁi L/jfjﬁo _,9;«/\_(@*%%,@%%%
BT DICIEREEI 00 97, 2D’ 77 ANLVEHIRL T 7Y R = VLA Z ENTEET,

Terraform Template-2 M E B

Template-2 (%, 7 7 —24, BEAEMOHTZHDO ONS M 772 77— AERICESE# 9
5V Y —A%ZRERH L %7, Template-2 D FERAIX, Terraform Template-1 DR IZEL TV E T,

ATFv 1 OCl R—&nica 714 LET,

Huglx, BEEOL EMICRRENE T, BROHIBNIZFEL TWDH Z & 2R L T EEN,

RTw T2 [TRAOY/S—Y—ERXR (Developer Service) ] >[1) V—RI#—T+ (ResourceManager) |>[R2 v
(Stack) 1>[R2 v U DIERL (Create Stack) |DNAIZEIN L E 7,

Terraform fXED Y —A & LT, ¥ —4 v b7+ /VFIZH 5 Terraformtemplate template2.zip Z &R L £ 97,

Cisco Secure Firewall ASA Virtual .19 X 2 — + 7w THA K .
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0CI ~ ASA {18 Auto Scale V') 1 —> 3 VDEA |
. 9579 R 2 )LZESER LT Auto Scale DEA

ATY T3 ROAT 7T, Tearaform7 2 <3 > (Terraform Actions) [> @A (Apply) 127V v 7 L£7,

257Kz )LZEALT- Auto Scale DEA

RO A —/ "=~y RS 27202, iR FY—2 0 RORERAAZ Y 7 KO
LT, HEIA 7 —L Y U 2—3 3 (terraformtemplatel, template2, 35 X ONOracle BI%) % )&
BACTEET,

ATV W87 4V FWNITH D asav_autoscale deploy.zip 7 7 f V%7 T Ry = W7 v 7Fu—RKLT, 77A/b
L9,

= Cloud Shell

sumis@cloudshell:~ (us—-phoenix-1)$% 1ls -ltrh
total 52K
=rw=-r—r-—. 1 sumis oci 51K Jun 8 82:43
sumis@cloudshell:~ (us-phoenix-1)$ unzip asav_autoscale_deploy.zip
Archive: asav_autoscale_deploy.zip
extracting: templatel.zip
extracting: template2.zip
extracting: Oracle-Functions.zip
inflating: oci_asav_autoscale_deployment.py
inflating: oci_asav_autoscale_teardown.py
inflating: deployment_parameters.json
inflating: teardown_parameters.json
sumis@cloudshell:~ (us—phoenix-1)$% ls -ltrh
total 148K
== r—r—,
=[W=r=r=—,
=MW=r—r——.
-rwW—r—r——.
—W==——r=.
S

02:16

82:16

82:16 teardown_parameters.json

82:16

82:16 oci_asav_autoscale_teardown.py
82:16 oci_asav_autoscale_deployment.py
82:16 deployment_parameters.json

B2:43

sumis oci 2.5K Jun
sumis oci 4.6K Jun
sumis oci 7@ Jun
sumis oci 35K Jun
sumis oci 7.1K Jun
sumis oci 22K Jun
—rw—-r—r—,. sumis oci 1.9K Jun
-rw-r—r—. sumis oci 51K Jun
sumis@cloudshell:~ (us—phoenix-1)$%

[ S = Sy S
oo 00 Co OO OO OO0 00 oo

& python3 make.py build I~ K% FEIT3 DRI, deployment_parameters.json DAFIRT A= RNEH S
TV Z L Z2MEB LTS IZEN,

XTw 3 AutoScale VU 22— 9 VOEAZBIETAITIE. 7T K = /LT python3
oci asav_autoscale deployment.py ¥ N ]“%%f? Liﬁ"o

VY a—varOERPETTDHETITH 10 ~ 15 50010 £7°,

VU a—aryORMPICZS—NEELFES. =5 —u 2 BMEESRET,
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R B DIRELE

ez [

FTRCTOY V—ZANEE S, OraclefEMNT 7 —b & A Xy MIERINTWENE I 0k
BEELET, T4 FTIE AV RAZ AT —=IDA VAR ZADR/INEE e R BT e T
9, OCIUI TA VU AX VAT — )L EfREL T, LBERE/NMLERRKEICRETEET, I
Wk, BLWASARIE A LV AZ AN ) H—ENET,

1 ODA VAR ADLEREIL T —27 70 —%R L, TOA L AZVANRMBLEBY I
BEL CWDENEIDERIET D2 E2HIRLET, ZOMGEEZR A 45 L, ASA AR O
EEOEZREATE £,

N\

GE)  OCI A7 —VU 7 RY —IZXDHIBREZFRET 272D, HF/INED ASA IR A VAKX A%

AT—ILA U REL L THELET,

Auto Scale D 7w 745 L— K

AutoScale R2 I DT7 v FTHL—FK

ZOVYV—=ATET v 77— FREHFR— SN TWERFAL, AY v 7 ZFEAT H0ENH

D i‘g—O

ASAREVM D7y 7o L—F

DOV Y—=ZTIE, ASAAE VM OT v 77 L — I R— S TWhEEA, KER ASA

WRARA—VEFEHLTCAY v 7 ZHEATLILERHY 7,

A2RBERT—)L

1. AV AZAT—=NVNDA VAL ADF/NRE R EETT 51218, RO FIAZEFAT
L\i‘g—(}

[TARAy/A—H—EX (Developer Services) ]>[#8E (Function) 1>[7FU7r—a>
% (Terraform template- 1 CHERKE#) (Application Name(created by Terraform Template
1)) 1>[8&%E (Configuration) 1227V v 7 L7,

min_instance_count & max_instance count & ZiLZNEE LET,

2. AVAZUADHIRMETIZ, AT — A ERIETIEHY £ A, AV AZ AT —)LN
DNTNNDA VAR ANAT— A T 72 a TR INERT 72 a D= bIzH]
BRAE T SNTGE, AV AZ AT —)VTHBIRNTHT LA VA Z 2B L CEEE L
ij‘o

3. Max instance count Tix, A7 — AT 7 T 7 a D LEWVMERIREEZERLETH, U
ENLTA L AG AT = NDA P AZ o AGEETT H L TLEWEZ EFD Z &3
TEET, ULDA P AZ U 2AED, OCIT 7 r—3 3 TR JE & 4172 max_instance_count
R THLZ 2R LES, TNLUADOEAIL, @O LEVWVEICHESS L ET,
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0Cl ~ ASA {38 Auto Scale V') 21— 3 > DBEA |
B o—rnssovonvszoreyr

4, TTVr—valPHHEEA VAR VAT —VHNDOA L AX U ADEERL L TH, 7R
TIATRESNT I V=0T 7T oo a 3 ETENETA, MO — RT3
MHNy 7 RPN R LA B IOHIBRS 202, ASA (AR It G S Tnd 74
TR I EbIVET,

5. SO E T, ASA KR A v A X 2 AZEBE NV IHGERT, —EHI SSH #&h <3|
iféﬁw%é\4/X5/xh4/x&/x7~wﬂ%ﬁﬁm CHIBRE N, T4V R
NN AREMENH Y £,

Oracle 8%

« Oracle BE%E. ZERRIZIE Docker £ A — T, Docker £ A—1E, OCl=Z> T F L TR
MDA —b+T 4 L7 MUIBRTFEENET, Docker £ A—TIFHIEE LW TL 7ZE0,
Auto Scale YV =— a U CHEAHINIEELEHIBRINET,

s Terraform Template-1 (Z & > THER 4172 OCL 77U & —3 3 »{Zi%. Oracle BB IE L
SENET 272 OICMERBEERBEERN G ENTWET, MHEATRWIED, Zib D5
BREBOHES 74—~y PHEELRNWTLZIN, MALNEEERL, HLnag 24

ANZDHRE N ET,

sl WA VA, M) VASYEy M sV b (AN &

OCI TA Y AH AT — iz — RANZ Y 2Bl T 2356, ASA (AR TEELA > & —
Tz AL L TRESNETTIA~VA v H—T 2—AEER LI HEORYFR— ST
T, LERST, WA > F—T =A AINHT e — KT Oy 72y Ry MNIHED
TonET, IMA v Z—T7 A A, AR — KT oDy 7 Fey MIESIT S
NEF, ZNHOIPIEFEAAy 7y Ry MZHEIIZEMEINZY ., HIBRENTZD LEEA,
AutoScale YV = —3 3 U Tld, INHWEFDOX AT 270/ 7 AT LES, 72720, 4
W7 r7vary, AVTFUA FT TN a—T 4 T OEAE. FEITIEITT A LEMENE
CAZERHY £,

FIRZS LT, VAT =Ny 7 Ny AL T, v— A7 o —TEMDOR— |
RIS ZEMTEET, AHBOA L AZ AP Iy 720 Ry MZHBIMIBINSVE
T, BFEOA AL AP ITFETEINT 2 L4E R H Y £77,

A— kNS Y TOY R F—0DEM

02— RNXZ Y TR— b2 U RAF—¢E LTEMTSIZE, [OCI>[Ry kT—F2 5
(Networking) ]1>[B— K/85 >4 (Load Balancer) ]>[Y) AF+— (Listener) ]>[) RF+—D
{8 (CreateListener) I L 9,

NYDITURENYYIY Ry MEER

ASAIR A A B L Az — RNT WITRERT DI, ASARAR A U A X U ZDINERA
H—T A AP T — R RRZ DRy 72 Ry hTRy I FELTRET D
VENHY E4, WA v F—T7 =4 APIE, Nia— KT —n Ry 72 Ky b
TNy I RELTHETDHVERDY E7, FHLTWDER—FRU AT —IZEMSNT
WAHZ EZMERLTLSIESN,
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0CI DAuto Scale ZE0HIR [

0CI ) Auto Scale 3% F D HII 5

Terraform Zf#f L CEA S22 X v 7 (X, OCI ® Resource Manager %2 {# 1 L T, [F U5k
THIBRCTE T, AX v I ZHIRTHE, TORZ v 7IZLo TERENTZTRTDOY V—2
DHIRESAL, 26D Y —RZEEMT BTV AT X TOFRPZERICHIRESET,

)

GE) RE I HHIBRTHIHERIE. A VAZ VAT —NDA VAL ADR/NEE0IZLT, A A
HUAPKTTHETHOIEEHRLET, £9T52 LT, 7XTCTHOA L AX 2 ZADHIFR
NEZICHRY A VAR AREY TH A,

FENC L DHIBRT D, 7T 0 Ry = /L& H L7z Auto Scale DHIkR #HHTX £,

FE)Z X SHIRR

T RV —x 2 FD Auto Scale YV = —3 3 U OHIRIZ, kD 3 SOFIETHER SN ET,
Terraform Template-2 A % v 7 OHIER, Oracle BIEDHIER, ¥\ T Terraform Template-1 A %
7 DEIER

Terraform Template-2 X 2 v - D Hl&

HEh A 77— VR E 2 HIFRT 2 121E, & YIT Terraform Template-2 A %~ 7 ZHIER$ 2 BN H
D E7,

2T 1 OCIl R—&nica 714 LET,
Mk, WA LBBICFERINET, BRIOHIBNIZIEEL TWA Z L 2R L T F &,

ATv 72 [TROY/INA—H—E X (Developer Service) | >[) YV —AXI*—T+ (ResourceManager) 1> [R2 w4
(Stack) JDNEIZER L £,

AT 73 Terraform Template-2 (Z X > THER SN/ A Y v 7 Z3INL, ROKNIRT K 512 [Terraform 7 7 & = >
(Terraform Actions) ] KB » 7% 7 A =2 —"TC[FE (Destroy) | Z#INL 7,

Terraform Actions + Add

Plan

Apply

Import State

Destroy

Y a THMERRSIE T, U Y —ADNERHIBRS LD £ TR 230 97, Y a 7% T Lcb,
TORNIRTEIICAZ v 7 ZHIBRTE £7,

Cisco Secure Firewall ASA Virtual .19 X 2 — + 7w THA K .
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0CI ~ ASA {18 Auto Scale V') 1 —> 3 VDEA |
. Oracle BEIDHIBR

Plan Apply Edit More Actions.

Import State
Stack Information Tags

Run Drift Detection
Description:
QCID: .. kujpug Show Copy
Craated: Mon, May 10, 2021, 09:56:4 Download Terraform State
Time of Drift Detection (Last Run):

Maove Resource

J ObS Add Tags

: Delete Stack L :
A job is created when you run a Terrafor[ s Jerraform actions tcj
\

AT 74 Oracle BIEtDHIBRICHEA £ T,

Oracle BEZ D HII B

Oracle BA#L ™ FBA 13 Terraform Template 2 % v 7 BBO—f & LT T, 77U K=/
EHALTCEINCT v 7 e—RLET, Lzn->T, HIEED Terraform A ¥ » 7 OHIERTIEH
R—FENTWEHA, Terraform Template-1 |2 L > TER I 7= OCI 77U r—3 3 Y IND
J T D Oracle B A HIBRT 2 M ERH D £7°,

ATFYvF1 OCl R—=&vica 7 A4 LET,
Husi%, EmEmofh FICERINET, BROHIBANICEEL TWAZ 2R L TN,

ATy 72 [AHEEBY—EX (Developer Services) |>[##E (Functions) [DJEIZIER L £ 3, Template-1 A ¥ » 7 TIE
RENT=T TV r—va VAERIRLET,
ATYT3 ZOT7 TV r—va NTHEERICT 7B AL THIBRL £,

Terraform Template-1 X 2 v - D IR
A\

GE)  Template-1 A% v 7 OHEIBRIEL, 3T Oracle BE#HIFR L 72 RICOHLEH L E9,

Terraform Template-2 OHIFR & [F L CT9,

AT 1 OCl R—=#vica 714 LET,
Hski%, BmEmof FICERINET, BROHINICEEL TWAZ 2R L TN,
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| oci ~® ASA {78 Auto Scale V') 21— 3 VDEA
£5% Ky x L% LT Auto Scale DX |

RATv 72 [TROY/A—H—E X (Developer Service) | >[JY—AXI*—T+ (ResourceManager) 1>[R2 w9
(Stack) (DNAIZER L ET,
AT T3 Terraform Template-2 (2 X > THER SN/ A Y » 7 %I L, [Terraform7 7 + = > (Terraform Actions) ]
Rey7H 0 A=a—THE#E (Destroy) |ZRIRLET, E#EY a 7MERINET, U Y —ZAMEK
HIBR 45 F TREM A 000 77,
ATV T8 WEEY a 7RETLESL, TORIRT X, [ZOMOERIE (MoreActions) | K v X7 A= o —
MHAR 7 FHIBRTEET,

Plan Apply Edit More Actions -

Import State

Stack Information Tags

Run Drift Detection
Description:
OCID: .. kujpug Show Copy
Created: Mon, May 10, 2021, 09:56:! Download Tarraform Stabe
Time of Drift Detection (Last Run):

Maove Resource

Jobs i

Delete Stack

A job is created when you run a TerraFcur[ ]'erraform actions tcj
L

Terraform Template-1 2 % v 7 DHIRPKII L7 b, $XTOY Y —ZARHIRS L, RELTHWDH Y VY —2R
MIRNT L aMEBT 2 0ENH Y F7,

227 K )L Z{EMA L 1= Auto Scale DHIR

A7V REFERLTAY v 7047 7 VEBEZHIBRT 5121E, <2 R = /L python3
oci_asav_autoscale teardown.py AV REZFEITLET, A ¥ v 7 BFEHTEHAINTVDE
A1X. stackl & stack2 DA X > 7 ID Z 57 L. teardown parametersjson 7 7 A VD7 7V /r—
arIDEEHLET,
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0Cl ~ ASA {38 Auto Scale V') 21— 3 > DBEA |
. 77 F2 )LEER L1= Auto Scale DI
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Google Cloud Platform ~ ASA {48 M EFF

Google Cloud Platform (GCP) Z ASA {iAH Z#EATE £,

* GCP ~® ASA 58 DJEFIZOWT (269 ~<—)

« ASA A8 & GCP OR#EEME (271 ~<—)

« ASA IR B X NGCP DA A KT A v LHIRHFE (272 X—)
«GCP ED ASAM OF v b U—27 bR Yo (273 ~<—)
* Google Cloud Platform ~@® ASA {548 OB (273 ~—)
«GCP D ASARAR A L AR L A~DT 7B (277 _—)
«CPUEHHRE LAR—F (279 <—)

GCP ~® ASA x78 OREEIZDWVT
GCP #4255 &, Google CLRILA Y7 TA NIV F ¥ TT 7Y r—a, Web¥A b
P RAEHE, BH, BIXOIETE £,
ASARAR I, WEEASA LRILY 7 b =T #FET LT, IRIET7 +— L7 7 7 ZIZBWTEGE
BFHOEF 2V T o HREE R L ET, ASARMIZ, N7V v 7 GCPIZEHTEET, 20D
BEREEITH) Z LT, FfoBE L bicnr—ya U EARR, B0, £ 7 M AR
BXOWHTFT -2 Z—DU—/n— Fa{#ETE 7,
GCP T A A4 TDHHKR—F+
ASA A8 D =—X|ZHHE T Google (HAE~ L > DX A T &V A4 XA L E7,

ASA FAB X, ROILANI, N2, BXWar Y a—T 4 7 ii#E{t C2GCP ~ T v ¥ A T &Y
A—FLTWET,

£26: Y KR—tShdavEa—T1 o iREEIIVE4T

aVvEFa—FT« UORHEILEY B
vuRAT

vCPU »>EY (GB)

c2-standard-4 4 16
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Google Cloud Platform ~ ASA {&#8 V&R |
B ccr~oasamE oEBIzoOVT

AVvEa—Ta U RELY |BHE
B4 T
vCPU »%E' (GB)

c2-standard-8 8 32
c2-standard-16 16 64
®27: Y R—rEhdRARARI V84T

K% E ) B

vCPU »%1) (GB)

nl-standard-4 4 15
nl-standard-8 8 30
nl-standard-16 16 60
n2-standard-4 4 16
n2-standard-8 8 32
n2-standard-16 16 64
nl-highcpu-8 8 7.2
nl-highcpu-16 16 14.4
n2-highcpu-8 8 8
n2-highcpu-16 16 16
n2-highmem-4 4 32
n2-highmem-8 8 64
n2-highmem-16 16 128

cASA AR IZIE., D &b 320D, U H—T = A ANRNMETT,
o FIR— k&N B vCPU O KL 16 T,
e AE Y b~ v A A TIEVR—FENTWER A,

a—H—iX, GCPTT WV b &VER L. GCPMarketplace ® ASARIR T 7 A 7 7 +—/L (ASA
AR) BEL A LT ASARAE 4 LV AX VA EEEI L, GCP~ Y XA T HEIR LT,

C2avEa—T4VImREIEYI V24 TDHIREIE
I a—TF 4 TR C2 v B A AT, ORI H Y F1,
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| Google Cloud Platform ~ ASA {48 0 &RA
asa 22 & oep orriezs

s ALV a—T 4 T REEY AT TR, V=Y a VKRT 4 A 2T E R
o FEREIZDOUWTIX, Google @ K3 = A 2 b [Adding or resizing regional persistent disks
ZZRLTIZEN,

WA~ U EATRBIOAT VKb~ v H A T LR R DT 4 A7 HIRSHEA S E
T, FEABIZ OV TIX, Google @ R = A | [Block storage performance] 2 L T 72
é l/ \O

e~ =) =g U TORMEATEET, FHFMIZOVTIE, Google® R¥F = X |k
[ Available regions and zones] ZZ M L T 7230y,

« =D CPU T v b7+ —LTORMEPTEET, FEMICOVTIL, Google D F¥F = X
> b [CPU platforms] Z#ZML T 7ZE0,

ASA R18 DN T+ —T U AR

ASA AR IF, BAZMIESNTRARD A/—T» b L~yL & VPN il R & f2 92
T U ABERT At A B AR— L TWET,

INTH—IVRABERE |1 VRAVR24T | L— MR RAVPN v < 3 Ul
(27 /RAM) R
ASAv5 c2-standard-4 100 Mbps 50
4 27/16 GB
ASAv10 c2-standard-4 1 Gbps 250
4 =27/16 GB
ASAv30 c2-standard-4 [2 Gbps] 750
4 27/16 GB
ASAv50 c2-standard-8 7.6 Gbps 10,000
8 277/32 GB
ASAv100 c2-standard-16 16 Gbps 20,000
16 = 77/64 GB

ASA {x%8 & GCP DATIRSH

« https://cloud.google.com T GCP 7 # v > h &/EK L £9°,

*GCP 7u v =V FEER LE T, Google KF¥ = A h® [Creating Your Project] % Z:H#
LTLIEENY,
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https://cloud.google.com/compute/docs/cpu-platforms
https://cloud.google.com
https://cloud.google.com/appengine/docs/standard/nodejs/building-app/creating-project

Google Cloud Platform ~ ASA {&#8 V&R |

B ssamE s5UGPOA1 K54 EHREE

c ASA AR ~D T A & AfFH, ASARARIZT A B A &AT59 25 £ TiE. 100 [BOHHE
& 100Kbps D A )L—"7" DB A] SN DHMHEE— R THEITSNFET, [Licenses: Smart
Software Licensing] Z#ZM L T30,

AU B —T A ADE:
-ﬁ’:ﬁ%‘/& 7 xA A ASDM IZ ASA AR 28T Aozl IN, v T 74>
7 OB TEEE AL

cNERA  H—T = A A : NERA A MZ ASA A8 28T 27Ol E 7,
AL H =T 2 AR ASABAR H T Y v 7 Ky MU — T ITHEE T D T2 DI E A
SNET,
cWE/NA
s ASAABIZT 7B AT 572D /RXT Y » 7 1P,
o ASA FHE v AT LBERIZ OV TI, Cisco Secure Firewall ASA @ H fafh: [355E] 22 L C
<TEEW,

ASA R 8L GCPDHA 54 2 LFIREIE

HR— b Sh HHEE

GCP Lo ASA AR 1%, ROMEEZ YR — KL THET,
*GCP AR T F A X— 127 7T K (VPC) ~DJEh
e A UAR U ADTY K 16 {HD vCPU
e N—T v NE—RK (F74L 1)

e I A4 A : BYOL DI %P HR—k

HR— b S Ag UViERE
GCP ED ASA H8 1%, ROERERZ Y HR—F L TWERA,

« IPv6
o A VAL LA LYLD IPV6 EEIL GCP Tl AR — hEnEF A

o 01— RART U7 IPve 855t 2 T ANV T IPVA R TGCP A VA X L AL m %
VTCEFET

« ¥ LR 7L —A

« ASA A8 = A 7 + 7 HA
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https://www.cisco.com/c/en/us/td/docs/security/asa/asa98/configuration/general/asa-98-general-config/intro-license-smart.html
https://www.cisco.com/c/en/us/td/docs/security/asa/asa98/configuration/general/asa-98-general-config/intro-license-smart.html
http://www.cisco.com/c/en/us/td/docs/security/asa/compatibility/asamatrx.html

| Google Cloud Platform ~ ASA {48 0 &RA
GCP > ASA i D+ v k7—2 rka ol ]

s BRI A —/L

c FTUART LY MA Y TA LSy v T B R

GCP LD ASA RFE Dy kT—2 ~RA DD

WO, ASAIRIEHDO 32O 73y b (EHL AN, M8H) 23 GCP NIZEEE STV D
N—Tv R 77T T+—)VE— RO ASARAE OHER Y hU—7 bR uPERLTWNE
—3‘0

55: GCP BEIT D ASA{RIE Dl

’} (3ooge Clowd Haorm

M 1
VEC Netmotk FWRMeS  [GCP Route Table
182.168.0.0/24 192.168.2.0/24 ﬁ
Destination
— o _etht | 8 cigurt gnsices 182168.3.0/24
® Next Hop IP of ASA virtual Gig 0/0

Nelh FL P Rules

102.166.3.0024 J@ GCP Route Table
 Jown nnm-i_@ Destination | 192.168.2.0/24

eth2 | Next Hop IP of ASA virtual Gig 0/1

Management:
ASA virlual can be managed via ASDM. Port 443

needs fo be opened for https cannection.

Google Cloud Platform ~@ ASA {x48 DB

Google Cloud Platform (GCP) |Z ASA AR #EH A TX £7,

VPC %y T — DIERL

4r & SRS

ASA R DB AN TIX, ASAIRIE ZEBATHHNZI DDOXR Y T —7 ZERRT DMLENRH Y F
T Xy FU—ZIZROEEY T,

EHY T Ry hOEH VPC,
s N7 % v h ONE VPC,
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Google Cloud Platform ~ ASA {&#8 V&R |

B o7 7or—nn—norm

ATy I

ATvT2
ATvT3
ATvT4
ATvT5

ATvT6

ATy T17
ATvT8

SN TR v b DINER VPC,

S5, ASARME # @l 5 N7 7 4 v 7a—%FA[T5 Lk 91T — T —7 & GCP

T7AT A= NWN—NVERELET, V= T —TNET7 AT T4 —b—LiE, ASAK
THEKICRESNTWA LD LTI >TWET, BET SRy FU—27 LHEEIDIS LT,
GCPNL— NTFT—T N T 7 AT 74—V — ) UZARHTZHTET, [GCP L ASA KAE @
F v hU—7 hRe Yol 273 =) | 2R LTLIEEN,

GCP =2V —/)L"C, [Networking] > [VPC network] > [VPC networks] % %R L, [Create VPC Network] % 7
Vw7 LET,

[Name] 7  —/L RIZ, VPC X FT—27 D0 0T WARTZ AT LET (f : vpe-asiasouth-mgmt)
YT Ry METE— KT, [#AHX 2L (Custom) |27V vr LET,

[New subnet] @ [Name] 7 1 —/L N2, #U17e4 /1% AT LET (f : vpc-asiasouth-mgmt)

[#1i (Region) | ey 77X U R Rt EEICHE Lok 2 @R L £, 3 0%y NT—27 137
RTCACY =V a vHNIZHLHIVERDH Y £7,

[IP address range] 7 4 —/V R C, &M D> hU—27 OH% 7 % v h% CIDR B (10.10.0.024 72 &) TA
HLET,

ZOMTRTOREIELT 74V FOEET, [EK (Create) | 227V v 27 LET,

AT 71— 7 %VIRLT, VPC DKV 2 5Dxy bU—27 Z/ERR L £,

TJ7AT7 94— ILIL—ILDER

ATy T

ATy T2

ATvT3

ATy T4

ATy TH

ASA AR A > AKX  ZAOEBFIC (SSHE X OHTTPS #4552 5F Al 95 72012) BHA ¥ —
T2 AADT 7 AT U —Nb— ) VE#EHALET, GCP LD ASA AR A v AKX o ADVERL
(275 =) BB L TS, EHIISE LT, WEBLUSEHRA v X —T = AD T 7
AT T A== IVEAERT HZ L L TEET,

GCP =2 Y — T, [#vw bT—F245 (Networking) ]>[VPC v kT—% (VPC network) 1>[Z7 74
7 o4+—IL (Firewall) |Z3R L, [Z74 T2+ —ILIL—ILDIER (CreateFirewallRule) 1 %7 VU v 7
L/\i‘g—(]

[&BT (Name) | 7 4 —/V RIZ, 77 AT U4 —b— LD FWARTIZ AN LET (-
vpc-asiasouth-inside-fwrule)

[Network] K2 727 U A NN, 774 T 74— b— L E{ERT D VPC F v b U —7 DA% %
IWLET (B : asav-south-inside) .

[2—4 v b (Targets) | ey 77Xy UR N, T7AT U4 — A —UZEHRERA TV a %
BIRLET Bl [RY FT—ORHDITRTDA V> RE 2R (Allinstancesin the network) 1) .

[EfET IP&EE (SourcelPRanges) | 7 4« —/V RiZ, #FILIP 7 KL ADOHPA% CIDR XU CA I LEF
(#1 : 0.0.0.0/0) .

N7 4w 271E, ZRHDIPT RUAFEHANOEEILH D DB SNET,
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| Google Cloud Platform ~ ASA {48 0 &RA
GeP £ ASA (28 1 v 22 w20tk I}

ATv 76 [FARa)LER—F (Protocolsandports) O F T, [HEESNI=TO bajL&R— b+ (Specified protocols
and ports) ] =R L £,

AT T BX2 VT 4 —EBMLET,
ATv T8 [{EK (Create) 1227V v 7 LE T,

GCP EDO ASA A 4 VR A2V ADERL

LUFDOFNAZ 24T LT, GCP Marketplace 7> HHflt 415 Cisco ASA IR T 7 A4 7 7 4+ — /b
(ASA fRf8) ZMEH LT ASA AR A 2 AX LV AZFEALET,

AFYF1 GCParvYV—plzus A LET,

ATvFT2 FEHF—3AZa—0O >[¥X—4 v TLARX (Marketplace) 127 U v 27 LET,
ATY T3 ~—4 v F7 LA AT [Cisco ASA virtual firewall (ASAv)] ZHFE L T, A2 3RINL £4,
ATy 74  [fEpk (Launch) 1227V v 27 LET,

AT w75  [Deployment name] TA » AHX V AD—EDLFIHHELET,

ATvFT6  [V—2 (Zone) | TASAME ZEATDH Y — 2B L ET,

ATw 71 [Machine type] TR~ v XA THRIRLET, AR —FShd~v oA 7D —EIZONTIL,
GCP ~D ASA 8 DEBHIZOWT (269 2—) MR L TLIEEW,

ATv78 (473 a2 ) [SSH key (optional)] T SSH F—~<7 x5 ABF— %2060 117 £9,
F—XTVE, GCP BDRFTHAAF—&, 22—V DR EFETIMWEF—T7 7 AL THREINET, 21
LEHEIHEATOE, AV AZ LV RICERIIER TEET, F—XT1HA U AY VASDOEERIC M E
ERB D, LTEERMOBGTICSRTE L T 230,

ATFYT9 DAL ARBLANLT I RATAEDO T 27 NEIED SSH ¥ —E AT LT 0y 7T AN E R

U ET, Google K¥ = A | [Allowing or blocking project-wide public SSH keys from a Linux instance]
L TLLIESN,

ATy 10 (EE) (8 A2 U7+ (Startupscript) ] TASAAR D0 H MK ZFEE L £9, day0tpkiX, ASA
AR o p)lal LR E A S E T,

wiz, [BERY ) T+ (Startup script) 1 7 4 —/L RIZa B — L CTHE £H1F 5 Z N TE 5 day0 #ERLD
BlzRLET,

ASA o= FOFEMICOWTIE., TASAHERAT A R BXOTASAza~ o RV 77 L RA] 2B LT
<TZE W,

BE ZOBEIMNSTHRRA NEa ' —T 5T, Y= RR—F 4 DFFA T 4 X EIIMEET
YUOUTAI YT MERIEL T, BT 7 —%F51E L, #4072 Unicode XX F% HIbRT 5 M3
NH FEI,

!ASA Version 9.15.1

interface management0/0
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https://console.cloud.google.com/
https://cloud.google.com/compute/docs/instances/adding-removing-ssh-keys#block-project-keys
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B ccr toasamE 1225 R0ER

ATy N

ATv 712

ATy 713

ATy 714

ATy 715

. Cisco Secure Firewall ASA Virtual .19 X 2 — + 7 v TH A K

management-only

nameif management

security-level 100

ip address dhcp setroute

no shut

|

same-security-traffic permit inter-interface
same-security-traffic permit intra-interface
!

crypto key generate rsa modulus 2048

ssh 0 0 management

ssh timeout 60

ssh version 2

username admin password ciscol23 privilege 15
username admin attributes

service-type admin

! required config end

dns domain-lookup management

dns server-group DefaultDNS

name-server 8.8.8.8

Google Cloud Platform ~ ASA {&#8 V&R |

TV a=m T EINDT 4 AT FEREIZOWTT 7 4L O [Boot disk type] & [Boot disk size in GB] % #ft

FFLES,

[Network interfaces] TA v ¥ —7 = A A= RE L E T,

[ ] mfi
* inside

* outside

GE) AVAR UV ABER UL TIE, AV AZ VAL VA —T oA A BMTXEHA, Rid
Ui A v B —T o f AR TA VAL ZABER LT AL, AV AX AZHIBR L, #@Y)

A U H =T oA AERLTEERT DRERDH Y £,

a) [y kT—2 (Network) | ey 7 X7 U X Rk,

(vpc-asiasouth-mgmt 72 &) 38R L £,

[VPC network (VPC *v kU —7) ]

b) [4MERIP (External IP) | a7 & o U A MD, @47y a 23R UET,
BHA B —T oA AT, IMBIP B =7 = A F )L~ (External IP to Ephemeral) ] %R L £ 97,

NE B LU A v —T = A ZATIL, ZHUIA TS a T,

¢ [5&T (Done) 122U > LET,

[Firewall] 7 7 A4 7 7 4 — /W b— v ZEH L E7,

(A=Y FMNODTCPAR— b 2D 5T 14 v %&#HATSH (SSHT7V£X) (Allow TCP
port 22trafficfromthelnternet (SSH access)) | F = v 7R v 7 A& A2 LT, SSHEHATLE T,

» [Allow HTTPS traffic from the Internet (ASDM access)] = v 7 R v 7 A% 42 LT, HTTPS ##i &

AL ET

[¥#8 (More) |27V v 27 LTt a—%RE L, [IPE% (IPForwarding) 2374 > (On) ICEESH

TWHZ AR LET,
(2B (Deploy) 1227 U > 27 LET,



| Google Cloud Platform ~ ASA {48 0 &RA
6P LD ASA R A v 25 v 2~ADT 1R [

GCP 2V —/LD[VM A A% A (VMinstance) | X—I b A Y AX L ADFEMAERRILET, A
VAR AERBEIEB L OB T DD ORNEIP T KL A, AP T LA, BLO oy ha—Lngk
IRENFET, WETIHAIL. AV AX L ABEILTILERHY 1,

GCP LD ASARE A D ABZ LV AANDT VA

JEBIHIZ SSH (AR— bk 22 R D TCP #fi) =7 Rl TD57 7 A4 T U4 — L b— LB TIZHZ)
IEENTNWASZ EZMERLET, FEMTONTIX. GCP LD ASA AR A > A% ZADVER
275 =) ZZRL T LI,

DT AT UF—NN—)UIZED, ASAIRIE £ U AZ U A~DT 72 ANHEEIZRD . IR
DFEZFHLTA VALY AR TE T,

« EF 1P (External IP)
« ZTDMDSSH 7 FA4 T v hERIFY— Ro—F 4By — 1
U AL — b

*Gcloud 2> RT7A v

PR DUV T, Google R = A h® [Connecting to instances] #ZM L T 72 S0y,

\)

GE)  FBoHMAWKTRELZn A U EREFEHT 20, A4 AKX ADOREIRFIZVER L 72 SSH
F—RTEEH LT, ASARA A v AX A IZa A o TEET,

SNERIP ZFERA L= ASARIE 4 VR 2 VA~NDER

ASA RABA v A X AT, NEVIP LA IP N E 0 Y CToHEd, AERIP 24 L CTASA
RIBA VAR ATV EATXET,

ATvF1 GCPary Y — 1T, [AVEa—T4 2P TP (ComputeEngine) |>[VM A4 Y X2 VX (VM ingances) ]
IEIRL £ 7,

ATV T2 ASAMEDA L A2 2% %7V v 7358, [VM A VRE U ADEM (VM instancedetails) ] ~— 78
BlE £,

ATv T3 [##M (Details) | #7 T, [SSH] 74—V FDO Ry FE I A=ma—%27 ) w7 LET,
ATV T4 [SSH] Fry T H oo A=a—nb, HOF T a U ERIRLET,
WD FEEHH L CASARIEA VAKX A TE 7,

« ZDOMDSSHZ T A 7 > M EITY— F3—=7 4 BV —)L - BEIZ OV T, Google R = A2 kD
[Connecting using third-party tools] #ZM L T 7230,
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https://cloud.google.com/compute/docs/instances/connecting-to-instance#console
https://cloud.google.com/compute/docs/instances/connecting-advanced#thirdpartytools

Google Cloud Platform ~ ASA {&#8 V&R |
B sstEEmLEASARE 1 LR 8 L2ADES

GE) FORHRABKRTRHRE L A U EREMERT I, A 2 AX o AOREIRFZ/ER L7 SSH
F—RTEEHLT, ASAIE A AX A lZa A TEET,

SSH A L 7= ASA{RHE 4 VX2 U RAAD SR

UNIX ZZ A NVDY AT L6 ASARIR A A X AT 2121%, SSH 2 LT &~
AZ AR T LET,

ATV kOavr REFEALT, 77 A VOMRERE L, BRTETR 7 7 A VEGHBILD X9 LET,
$ chmod 400 <private_ key>
ZZ T,
<private key> &, 77 B AT HA L AZ U AICEEMT ONTREF—ZFZL T 7 A LD T IVIRA L
AHTTT,
ARTVT2 A VAZURZT 7 8ATHITIE, RO SSH =2~ REFALET,
$ ssh -i <private_key> <username>@<public-ip-address>
T,
<private key> X, 77 EBRATHA LV AZ L AIZEHEMIT ONIMEXF—Z2EFLT7 7 A VDTN L
AHITT,
<username> X, ASA AR A Y AX LV AD—HF—4TT,
<public-ip-address> (&, 2>V —ADLEEG LAV AZ L ADIP T KL ATY,

<ipv6-address> (IA VY AX U AEIA L H —T 24 ADIPV6 7 KL AT,

DYFILaAVY—IILEFEAL-ASARIE 4 R A U AADERE

ATY 1 GCPa Y —AT, [AVYEa—T4 P ITU Py (ComputeEngine) |>[VM 4 Y X4 VX (VM instances) ]
ZIRINL E9,

ATV T2 ASARMDA L AZ L AL E T Vv 7T 5HE, [VM A VRA D ADFHHM (VM ingtancedetails) ] ~=X— U7
Bl £,
ATv 73 [ (Details) | ¥ 7 C, [LUTILary—IL~D#E#H (Connecttoserialconsole) | %7 UV v 27 LET,

SR OWTIE, Google Rx =2 AL hod [T U T varyy— LDV EY | 2B LTLEEN,
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https://cloud.google.com/compute/docs/instances/interacting-with-serial-console

| Google Cloud Platform ~ ASA {48 0 &RA
Goloud Z{EF L 1= ASA 48 1 2 4 w2 ~0i% ]

Geloud Z{ERA L 7- ASA R 1 VX2 U AAD#EHR

ATYF1 GCPary Y —1 T, [AVvEa—T4 25 IT2PY (ComputeEngine) 1>[VM 4 > A3 VR (VM ingances) ]
IR LT,

AT9T2 ASAAEDA L AR A4 H IV v 75D [VMA VR U ADOEM (VM ingtancedetails) ] ~<— U7
Bl £,

ATv 73 [#M (Details) | ¥ 7T, [SSH] 74—V KD Ky T XTI A=a—%7 ) v LET,

AT 74 [gloud a7 FEFRT (View gcloud command) ]>[Cloud Shell T%4T (RuninCloud Shell) 1227 U » 7
LET,

[Cloud Shell] # —XF /D ¢ RUBHE ET, FEMIZONTIE, Google R¥ =2 A2 hd [lgeloud 2+
K74 —OE] | BEO lgcloud compute ssh] Z#ZH LT Z X0,

CPUERE L LR—

CPUEHR L FR— MZiT., ?Eéhtﬂ#ﬁﬁw & CPUDEIS OB NFRENE T,
WE., IT7IEE— 7 BELMTITEEH CPU BFE DR 30 ~ 40% TEIMEL., v— 27 BRI 60 ~
70% DEETEEL E7,

ASA Virtual 0 vCPU {F A=

ASA Virtual @ vCPU fEHZRICIZ, T —&Z /%A, HIHARA > M, BLOSNHE T vt 2 Tl H X
TS vCPU ODEDRFERENE T,

GCP TR &N 5 vCPU HEH =121, ASA Virtual FHRIZNZ T, ROLDOREENET,
» ASA Virtual 71 R/VHRHE]
» ASA Virtual = ¥ N Sz %SYS A — N—~ v K

* vSwitch, VNIC & X U'pNIC D] Z 8§ 25/37 v FOA—/"—~y N, ZOF—/3—~y
RIZIEFICRELS RDGEDH Y £7,

CPU {& FHZ D151
CPU fE S OFEHE M A Fn 9 5 121X, showcpuusage 2~ R L £,
451

Ciscoasa#tshow cpu usage

CPU | 105000 1%01 000 2%05 000 1%
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https://cloud.google.com/sdk/gcloud
https://cloud.google.com/sdk/gcloud
https://cloud.google.com/sdk/gcloud/reference/compute/ssh

Google Cloud Platform ~ ASA {&#8 V&R |
B scecrummzLA—+

W STz vCPU O RN RIRIZ R 2 5Bl 2 RIR L £ 7,
» ASA Virtual LR — b : 40%
*DP : 35%
AERTE R A 5%
+ ASA (ASA Virtual L'7R— k) : 40%
*ASA T A K/LAR—=VU27 :10%
o = —y R 45%

TRy Rid, A 23—3 o PHEBED AT, $5 L OV vSwitch Z i L 7= NIC & vNIC D[]
DTy MERITEH SN THET,

GCP CPU EAZE L R— k
GCP a2y V—NVTAVARE L AL E 7 Y w7 L, [E=4%VU 7 (Monitoring) %7 %7V >
7 LEd, CPUMHRNFRINET,

Compute Engine Tid, EAMRILT 7 AR — MEREA M L T, Compute Engine D FLIR I D
#ll L AR — b % Google Cloud Storage /X7 v MIx= 27 AR — M CT&E 4, AR LA — ML,
U Y —2OENIRICET RN R RINET, &2, PBY =2 M Tn2-standard-4
TUUEATEIATLTVDVMA V AE L ZADE L KA AL o ADE[TRM 2R TE
FT, KT 4 AT DA L—T ZA~N—ZX, Compute Engine D OFEREIZBI T 5 1H b ffeid
TXET,

ASA Virtual & GCP D45 S5 2

ASA Virtual & GCP O EIZ1% CPU % OBUEIZE NN H Y 3,
« GCP 7' 7 O¥fiilZ ASA Virtual DFfE L © &Iz k& <720 £9°,

» GCP TIX Z OfEIX T%CPUusage] & FEEAL, ASA Virtual TidZ OfElEL [%CPU utilization
ERETIVE T,

F5E T%CPU utilization] & [%CPU usage] (ZBIDO LD EFEMR L THET,
« CPU utilization 1%. % CPU OFEHERZ M L £,

* CPU usage |5 CPU DA RX—=RA L w7 o U ZIZESWIZGREE CPU OFEHE M 2 #20t L &
T LML, 1 2O VvCPU ODABMEHEINDT-D, ~NAR—RA L vT 0V TITEEL F8
/\-/O

GCP Tl [%CPU usage] TR D X HICiHFEENET,

T T 4 TIEH SN CPU &, R AIEEZ: CPU D& FHIXT2EIE& L LTHRES N
iﬁ‘o
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https://cloud.google.com/storage

| Google Cloud Platform ~ ASA {48 0 &RA
AsA Virtual & 6P 0557 [

ZOREIX, KA RPB R CPUMAETHY . YA N AR —T 4 V7 VAT LB T
CPUMHETIEH Y A, T2, ZHHEE~ > THEATIE/R T X TORIE CPU O
CPU I/ £,

7= & 2I1E, 1 HOEAE CPU 258 L7- 1| DO~ U2, 4HOWPECPU Z##L7- 15

DARA R TIITENTEY ., 0O CPUMHEN 100% OBE, M~ %, 1 {HO%E CPU
Y RTHEALCOET, AR CPU OfFH=RIL, MHz AL O AR /R CPU 0¥ x =27
A L LCRAESRET,
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Google Cloud Platform ~ ASA {&#8 V&R |
B Asavirtual £ 6P 555
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513 =

GCP ~® ASA{x#*E AutoScale V') = — < 3
> DR

* GCP > ASA {48 [\F @ Auto Scale VY U =—3 3 > (283 ~X—2)
CHANRN Y —=TDF T m— (285 2—)

sAutoScale YU =— gD aiiR—pr kb (285 —)

e Auto Scale V' U = —3 3 OFIFESM (288 X—)

e Auto Scale Y U == —3 3 VDJER] (295 X—)

» Auto Scale 7~ 7 (300 ~X—72)

« Auto Scale DR X 7 LT w7 (300 X—)

* Auto Scale D A FZ A > LHfIFH (301 ~—2)

e Auto Scale D kT TNV a—F 4 7 (302 2—)

GCP L) ASA {x*E [ 1+@ Auto Scale V') 21— 3 >

DTFotEZ3T 3T, AutoScale YU = —2arDOarR—R2 A GCP D ASA {48 T&F
DX HITHERET 2T DOV TEBH L £,

AutoScale V') 21— 3 > [ZDULVT

ASA {48 Auto Scale for GCP {%, GCPIZ Lo TIRMEENDZV—NR—VL R A VT TFTRANT I F ¥
(777 REgE, v — KXF 4 Pub/Sub, A Y AX L AT —T72 L) ZRH L%k
‘H__/{_VX%A/G“@_O

ASA 148 Auto Scale for GCP A D ERFHEIFIR D LI TT,
« GCP Deployment Manager D7 > 7/ L— h Z_X— 2 L L7238 A,
cCPUIZEEASS AT =V T AN v 7 OVHR— ],
« ASA FAB B & ~ L F R MY — DR — |,
« A —T U N & ASA AR A VA K L AITFERIT HEME AL AR A B BhE A,
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GCP ~ ASA {748 Auto Scale ') 21— 3 Y DER |
. Auto Scale D& A i

s = RRZ Y e VTR — DY R— |,

e VRO TIE, BAEZRKSITTA7-0IT. AutoScalefor GCP DE AR 77— 2L L T
£7,

Auto Scale ) E A {5

ASA {48 Auto Scale for GCP X, ASARIE 4 > A Z L AT )—T% GCP ODNEpz — R XF
H (ILB) & GCP D4 — R 3Z 4 (ELB) ORICECE T A /KEHHOHENA 7 —1 7
VVYa—3T7,
*ELBIX, A1V X=Xy "IN D T T 4 v T AL AR AT N—THND ASARE A
AR RISMERET, FOH%, T7AT I A—NANST TV r— a0l T T4y
IRk EINET,
fILBIX, TV = a DA E =R NNT T AT HAVAF AT V—TH
D ASABIE A VAR AW ETET, TOH%, 77 AT T4 —InbA U H—Fy
MZhT 7 4w I REBEINET,

Ky bU—=27 8y b B0 TR (WERR KON or— FART bz
THZ LD EHA

o« 2 — )Lt RN ASA AR A v A X v ZADET. ARSI ST HEIIZ A & —
Vo7 BLORESINET,

56: ASAIRE BEIR 7 —ILDI—R T —R

Autoscale Manager of GCP

Instance Group for ASA Virtual
Ik Dfsids
Applisation
Silbet 1 _
B ASAME
Resaurce | - &
B T > %
Sbnet 2 i mger Inb
I o il T
PRasairce | il | i —— estanced
— ILE —P e,
Application = 4 o » 8
Sudnet 3 FETEPT T E— . Inemat )
—| i" | > e ‘___.-f
g
Subset N
\—b
ASA virtual M 4 L
% = +
= mgenl

- Inbound traffic (Internet-=EI B-=ASA virtual =Application)
Outbound traffic (Internet-=II B-=ASA wirtual-=Application)
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| GCP ~® ASA {578 Auto Scale v ') 1 —% 3 D ER

DO RF 2 A FTIHE, ASA {i4H Auto Scale for GCP Y ) =2 —3 a3 VDY —"—L A2 R—
F ¥ N ERET A5 FINRICOWTEA L ET,

| &

3 EANZBIGT AR, F¥a A haEREBTALTEEN,
c HAZBMGT DN, AHERMFZIZ L TWD Z MR8 L ET,
s ZTICRB SN TV D FIREL FATIERFIZE > TN D Z L 2R L E7,

BANYT—ODAHoO—FK

ASA {548 Auto Scale for GCP |+ GCP Deployment Manager D7 > 7' L— k& _— A L L7 AT
HY, GCPIZL > TIRIEEINDAY—NR—V A A TFANTITF ¥ (777 NERE, v — K
NZ U Pub/Sub, A VAKX AT =TI ) EFIALET,

ASA {48 Auto Scale for GCP V'V = —> 3 v ORENCMER 7 7 A L EZ X a— R LET,
HETDHASAN—Va VHORBRAZ VT MET T L— ME, GitHub URY U B AT
TXFET,

)

ZFB  AutoScale HO YV AIRMHOBAR I VT FRBIOT o L— NI, A= —2DHE L
TIREINTEBY, BH O CiscoTAC AR — FO#PFANTIII A= N2 LizEELTL
720N,

o]
Auto Scale V') 12— 3>DaVikRk—r2 b
ASA {8 Auto Scale for GCP Y VJ = —3v g Ui%, RO T iR—3x 2 b THERESNTHET,

BARR—Dv

« R T — R & LT, AR PTREZREBA 4 FE1T L £ 97, Google Cloud Deployment Manager
TiE. YAMLZH LT, 77V 7r—v a VIBERTRTOY Y — 252 HESHEATHE
T F£9, £/, Python £7/2I1XJinja2 7> 7 L— F 2 L T2 3T A—H{L L, —
KRB AT XA L FAIHTEET,

VY —REERT DM T 7 ANVEIERLET, VY —ZXEERT 57 0 A&#0 KL
FITTH2L T, —BLEMREGLZ N TEET, FEMICO VT,
https://cloud.google.com/deployment-manager/docs & 2 L T 72 &1y,

=}
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https://github.com/CiscoDevNet/cisco-asav/tree/master/autoscale/gcp
https://cloud.google.com/deployment-manager/docs

GCP ~ ) ASA {78 Auto Scale V) 21— 3 VOEM |

. AutoScale V') 21— 3 >DaviRk—xR k

B 57: BAYH—PvEa—

= Google Cloud Platform 3 asacor «

Cloud Deployment Manager

_ Google Deployment Manager 4 demo-predeplayment W pEETE

Create dnd Pansge coud iEsowroe: with Bropls basplabes

W TaRE QUICKSTART & demopredaployment his been deplogad
— i

B Owerdew - demeo pradeploemank
+ I pre deplupment pre deplormenlng
BN caminese ma-insart-Snk G0p-Te 00T prjects sl
B ccmo sy pubeu bepis Inzert pubsus bopis
B cemuegm s wauk-aclion
gcp fypesdoudiunctions v1 propecis lecations. functions
D cemnmpedeteleark yurluesioggnge2maedssis
B camio-z - pubsUs-hoplsdaiata punsih tin
W cemu-mmmescaer-actien

qrpipesdoudfuncions 1 prakecis lcattos funchinns

GCPDIR—C R A VRB VAR T IL—TF

YA —V A RLZ AT N—T (MIG) I, FBELTA Y AZ AT T L— AT e
Y DAT— F I NAERICHESN T, HYR—Y A v RZ R EER L ET, SEICONWT
IZ. https://cloud.google.com/compute/docs/instance-groups & 2R L T < 72 &\,

H58: 4 VRE VAT IL—TDOHEE

Stateless Batch Stateful
serving Workload application

Autohealing i @ @
High availability Regional (multi-zone) ~ —: @ @

Scalability —L
Autoscaling — @ @
Safe updates Auto-updating — Managed Instance Group

A=y MEREA KR YYD

cKOKE, =7y MEHRDOA MY v 7 2R LTWET, BEIZ S —U 7 2RET D
PR, EEJCPUMEARA MY v 7 OB BEHSET,

o A — N A —TF, BIREINIEHERA N Y 7 AZFESW TR O 15 % ke 12 I
L, EEOEHFEZHLT L4 —7y MEFREELET, RIZ, ZOEHREEHL
T, IN—TNA L AZ L AZHIRT DUENH DD (RAT7—NA V) FlTA v AZ
ZEBMTELENH LD (A7 —LT 7 R) 2R LET,
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https://cloud.google.com/compute/docs/instance-groups

| GCP ~® ASA {578 Auto Scale v ') 1 —% 3 D ER
AutoScale V') 21— 3 @A VR—R b .

«X—=7y MRV L EE vy (VM) A Y RZ R EO L~V THERTT %
NERLET, 72&21E, CPUBHRIZESW TR —Y V74588, #—4 v MiH
LNV ETS%ICRET DL, A— MATF—=Z I3 RESNIA VAL AT NV—T"T15%
EIFTAUCIV CPUME SR Z #ERF L £97, A b w7 OEHE LT, BBIA 7 —
Vo7 R o=l TIEIFICHREANET, MOV T,
https://cloud.google.com/compute/docs/autoscalerz Z i L T < 72 &\,

59: 38—y MEREAK )Y

Target
utilization
metrics

HTTP load Cloud

Average CPU balancing Monitorin
utilization serving metrics -
capacity,

Y—nN—LRY 57 Figee
Instance Group Manager CA > A X U ANEE) L2 & 22, —/3— 1L 2D Google Cloud e
ZHEM LT, SSH/NAY = RORE, AV — ROAME, BA MOEEEITHNET,

« A —)LT U FHICH LW ASARIR A V AZ L ANA VAR VAT —T B E T
B, AT—LT U B RAEFICEHRTERW 2D, SSHXRAT — REREL, /YA
TJ—REENIL T, FAMEEFTILERH Y £,

« 7T RsEEIX, AT — AT U N Tuv XN 7T RORT Y 7/ T "y 7 BN
LChUA—ENFET, /o, AT =T 7 MEDA AKX ZBINEHD 7 4 V4 A
a7y EFT,

59 FisiexFALE-Y—NR—LADS A o X E3MEE
« A=) A VHEEDA AR ABIBRTIC, ASARIR A VAR AN T A T ADBE
AR D MERH Y F9,

« 7T U R, 77U RONRT Y w7 T Ry 7 ENLT R T—8NE T, #iC
IR 2t 222N TlE, AT — LA VO AV AZ L AYIGRERO 7 4 VE Zi 4T~
T ImH ET,

« 777 FHEEIR, NUT— 5 EHIFRXSRO ASARAR A > A & 2 A2 SSH CTHEft L
A ABBMEED A REFETLET,
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https://cloud.google.com/compute/docs/autoscaler

GCP ~ > ASA {R#8 Auto Scale V) 12— 3 > DEM |

. Auto Scale V') 1 — 3 U DREHREH

Auto Scale V1) 2 —> 3 VOKXENFPE
X 60: Auto Scale V') 2. —3 3 VD E

it
ms

* Instance Group or when the scale-out
action bappen

When the mstance group geis scaled
in, deregistermg of license fakes place

Auto Scale V') 11— 3 U DRHREH

GCP ')V —X

GCP 7Oy b+

DOV a—=aryOF_RTOarR—3xr MERIET IR, BEFEERIEE LERENT-
Iavl NBRUNETT,

Y rkI—F2T

350 VPC MEHFREE/ZITMERINTWVWD Z & 2R L T 7Z &V, Auto Scale BB TIX
Xy bU—=27 U V=20, AE, FEITITOILET A,
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| GCP~ ASA {78 Auto Scale /1) 1 —> 3 ~ DR

ceruv—2= i

ASARIBICIZ3 DDy NT—27 AL L H—T o A4 ARNERTEH, RKEZ Y MU — 271213k
D3IODY TRy NPRKETT,

CEEINT T 4w
CNES N T T 4w

T T 4T

B 61:VPCHRy FT—H Ea—

& e b 2 | I R nelwinks - YPL netmick - X +
K G 0 8 == rronitonsoeckuc googleoam/netatrk ngnetworkslist oroject= asavaep-pac-4m &
Google Cloud Platform 2= asaGep = . Search products and resources
::: WEC network WG netwerks GREATE VPG NETWORK (O REFESH
ssizsouthi cefault 10 VLD 1075607
VP netwerks
= susimliz cefault 1010050 10.192.0.1
oMok o southeast?
stemil IF eddesses
w dererleslinside 1 1468 Cuslom 2 afl
5
& pgyuurown P 3 renlralt comotast 1081.1.0:24 106111
=z l ingide-
= rrew e
% Foutes w demi-teahmims F4 1450 Custom 1 off
& ug-ceniral ] ceme-test- 1067.3.0:024 1061.3.1
{2 VPC network pesrin
pesiing gk
aubr
B0 sharedvre
LE-cEnira ceme-test 106210623 12521
Serverless VP aptest vocconnect
= demo-teshoutside 1 1460 Custom 1 off
il Pacest mimorng
5-pentral1 ceme-test- W67 20 1021
oiside-
submi

Firewall

VPCHIBEZFFAI L, EFET e —T b3 T57 74 7 U — W b— VT D HER D
Y £, DeploymentManager7 > 7' L — h CRIZEM SND 7 7 A T U4 — IV Z 7IZHEET D
WEN B Y ET,

YT Ry "R EFEEINTWAX Yy NI —7 BX 2T 4 JA—7 T, IROKR— 2 HE
NHY E9,
*SSH (TCP/22) : m— RKAZ %L ASAAR MOIEFET v —71C0ETT, —r3—
L ARERE & ASA AR OB I ETT,
TN —varEAOTa haLERIIAR— b =P =T Y r— g LT
(TCP/80 72 &)
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GCP ~ ASA {748 Auto Scale ') 21— 3 Y DER |
B ssamor o o%m

ASAERL T 7 1 LD %l

Deployment Manager jinja # 7 7 1 /VICE 5 ASA AR WAL 7 7 A VAV L £, 2 OfE
Rt 7Ry = NNO ASARIE DA L AX AT T L— N CTREIZZ VT ML LTEM
SIhET,

W7 7 A WITERARIRB LB NI L T L B0 T,
e T RTDOA L HZ—T A AIZDHCPIPEIV ¥ CTEHZTELET,

cGCPuE— RATUHITI N T T 4 v 7 % NicO ICOLIEET A7, Nic0 1% M) & LT
~v—JTHLENHD 7,

e NicO 1L TP ¥EEDHEZ VR —F L TWAB720, ASA (AR ~0 SSH Bl S £,
cASABEDHEA X —T 2 A4 ATSSHEZHNZ LET,

A L H =T 2 A ADDREA =T 2 A AT T T v 7 EHRET D T2 D NAT
R ERL L £ 7

cHWD T T 4 v 7 AT LT 78 ARY = ERLE T,

o U Y —RDEFHERT — X AZHOWTIE, @2 NAT V— L&A LT, VY —2RDIE
WO =T AT =YX Z ) F A VT NTHIVERBY 9,

% IZ ASAERR 7 7 A VO IRICTR LET,

!ASA Version 9.15.1.10
!Interface Config
interface GO0/0

nameif inside
security-level 100

ip address dhcp setroute
no shutdown

interface GO/1

nameif management
security-level 50

ip address dhcp setroute
no shutdown

interface M0/0

no management-only

nameif outside

security-level O

ip address dhcp setroute

no shutdown

|

same-security-traffic permit inter-interface

|

'Due to some constraints in GCP,
!"GigabitEthernet0/0" will be used as a Management interface
!"Management0/0" will be used as a data interface
crypto key generate rsa modulus 2048

ssh 0.0.0.0 0.0.0.0 management

ssh version 2

ssh timeout 60
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| GCP ~® ASA {578 Auto Scale v ') 1 —% 3 D ER
6ep 5 pigae v r—oomE [

aaa authentication ssh console LOCAL

ssh authentication publickey {{ properties["publicKey"] }}
username admin privilege 15

username admin attributes

service-type admin

! required config end
dns domain-lookup management
dns server—-group DefaultDNS
name-server 8.8.8.8
|
access-list all extended permit ip any any
access-list out standard permit any4
access—-group all global
! Objects
object network metadata
host 169.254.169.254
object network ilb
host $(ref.{{ properties|["resourceNamePrefix"] }}-ilb-ip.address)
object network hcl
subnet 35.191.0.0 255.255.0.0
object network hc2
subnet 130.211.0.0 255.255.63.0
object network elb
host $(ref.{{ properties|["resourceNamePrefix"] }}-elb-ip.address)
object network appServer
host 10.61.2.3
object network defaultGateway
subnet 0.0.0.0 0.0.0.0
! Nat Rules
nat (inside,outside) source dynamic hcl ilb destination static ilb metadata
nat (inside,outside) source dynamic hc2 ilb destination static ilb metadata
nat (inside,outside) source dynamic defaultGateway interface
|
object network appServer
nat (inside,outside) static $(ref.{{ properties|["resourceNamePrefix"] }}-elb-ip.address)
object network defaultGateway
nat (outside,inside) dynamic interface
! Route Add
route inside 0.0.0.0 0.0.0.0 10.61.1.1 2
route management 0.0.0.0 0.0.0.0 10.61.3.1 3
license smart register idtoken <licenseIDToken>

GCP 7 57 Fiae/ Ny T — U DIBE

ASA {48 GCP Auto Scale ' V = —3 3 > TliE, JEfFS N ZIP Xy r—TOATr I U K
e B 2 oD T — WA T T 7 A NEER T AULERH Y F1,

* scalein-action.zip

* scaleout-action.zip
scalein-action.zip® X Wscaleout-action.zip /N 7 — Y DIERFIEIC OV TIL,
Auto Scale DEAFIAEZ S L T 7230,

BT, FEDZ X7 2 FATT D7D A RERIRV ML L TRV . SRR LY U —=
DY R—=FDEDITHBEIIE LT v F 7L — R TE LT,
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B o nss5x—2

ATINT A—7A

WDFRIZ,

GCP ~ ASA {748 Auto Scale ') 21— 3 Y DER |

TrTL—= M RIRA=ZBIOHZRLET, BT A—ZDOEEZRDTZH, GCP

7’1 =7 MZ GCP Deployment Manager & JBB 3 % & &2, £/XT7 A—F ZfiH L TASA K
BTN AEERTEET,

R28:TFoTL— RIS A—4

NG A—B A

ERATZ2E/247

B

)Y —ADERZ AT

resourceNamePrefix

pa=ll

T_TOY Y —RT,
IDTVT 4T A%
GBI CER SN E
—a—o

51 : demo-test

FHERL (New)

region

GCP CTHAHR— & T
WHHEMIR ) —Va v
[String]

Tavxy NRERS
nNHI—Ta 4,

5] : us-centrall

serviceAccountMailld

741 [ Email 1d]

Y—bRTHT L
BT A A—LT KL
Xo

vpcConnectorName

pa2l

P N— L R &
VPC * v hU—7 D
T 74T BT
DAy X OLEL,

i

demo-test-vpc-connector

bucketName

pa=ll

7 77 NH¥EED ZIP
WRolr—2%T
o— K95 GCP A b
L=y R4
Allo

5] = demo-test-bkt

cpuUtilizationTarget

10 1% (0,1]

A — F AT —F —n3f
Fa0EmR™H 51
AR AT N—TND
VM O ¥ CPU 1% F
=5

] 0.5
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| GCP ~® ASA {578 Auto Scale v ') 1 —% 3 D ER

Anrisx—4 |

NS A—H %

ERAT=5ME/247

B

JY—RDERE AT

healthCheckFirewallRuleName

pa2 7l

ANIVAF =y 7 a—
T O IPFHENL DS
Ty NI LT 7
AT T A== D
27,
i)

demo-test-healthallowall

PETF

insideFirewallRuleName

pedl

W#E VPC TOIE(E &
HRTE7 747
7 F—I)LL— )LD X
T

i

demo-test-inside-allowall

B {7

insideVPCName

pa2

NS VPC D4 T,

5 : demo-test-inside

BE17

insideVPCSubnet

Pl

WET 7% D4
Al
il -

demo-test-inside-subnt

BETF

v AT

pa2 7l

ASA AE VM D~ >
SHEAT,
5 : e2-standard-4

maxASACount

B

A VAR AT —TF
THFA &SN 5 ASA X
A VAR ADEKR
ﬁo

B ;3

mgmtFirewallRuleName

pa2l

PR VPC TORIER
FATAH T AT
g — L — )LD F
7,

51

demo-test-mgmt-allowall

mgmtVPCName

Pl

I VPC D4 R,

fl . demo-test-mgmt
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INSA—H %

ERAT=51ME/247

B

JY—RDERE AT

mgmtVPCSubnet

pa2 7l

BHY TRy hD4
ﬁILJ‘O
1

demo-test-mgmt-subnt

minASACount

B

EEDR R TA A
YART N—T TR
HE72 ASA AR A > &
B A DB/ NI

5] 1

outsideFirewallRuleName

pa2l

A8 VPC TOIEIE &
FATAE T AT
g — L — )LD F
7,

51

demo-test-outside-allowall

outsideVPCName

Pl

S VPC D44 T,

1] : demo-test-outside

outsideVPCSubnet

Pl

NEY TRy hDA4
ﬁILJ‘O
1) -

demo-test-outside-subnt

publicKey

pa=ll

ASA {48 VM @ SSH
x*—,

sourcelmageURL

pall

Tuayx s NCEHT
5D ASA AR DA A —
‘:/“O

B
https:/Avww.googleapis.com/
compute/v1/projects/
cisco-public/global/
images/
cisco-asav-9-15-1-15

TV =g —
N—DIPT KL A

Pl

NES Linux ¥ > > ON
HSIP 7 FL A,

51 : 10.61.1.2
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| GCP ~® ASA {578 Auto Scale v ') 1 —% 3 D ER

Auto Scale V') 2 —< 3 VD ER .

INTA—HF FRTE5E/%247 |iHA Y —ZADERZ A4 T
W VPC 7 — b o = | L5 ¥R VPC O 47— k
ADIPT KL A 7 A,
5] : 10.61.1.1
BELVPC 7 — b v = | 3UFH BHVPC D4 — |k
ADIPT KL A YA,
1] : 10.61.3.1

Auto Scale V') 21— 3 VD EH

ATy T

ATvT3

Gt URY RN Zua—h L7 3 A XIZERLE9,

git clone git url -b branch name

1

bieloud_autoscale.git -b saaarwar_asa_sutoscale_public_key

1n
Erunerating

unting

geloud CLI Ty F&2AERL L 77,
gsutil mb -c nearline gs://bucket name

1 -
Cloud Shell Editor

@ lasavgcp-poc-4km) X 4 -

on-bucket

ZIP JE DL S » =V & El L&,
a) scalein action 3L W scaleout action 7+ AF N6, LLFOT 7 A )V THEBR SIS Zip
KOEM S r =V 2 ER L £ T,

* main.py
* basic_functions.py

requirements.txt
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ATvT4

ATy TH

ATvT6

ATy T1

ATvT8

ATvT9

GCP ~ ASA {748 Auto Scale ') 21— 3 Y DER |

b) ZipEXDJEE v r— Y DA% scaleout-action.zip B X Wscalein-action.zip ICEHE
LET,

GE) THNE—NEBBL, 77 ANVEBRLTCAEZ Y v 7 L, (JER | Z28RLET,
archive' Zfifl L C. GCP 23aiAHuiL 5 zip Z1ER L £ 9,

Zip D LM /X 71— (scaleout-action.zip 3L WM scalein-action.zip) % Cloud Editor
U= AR—=Z|ZT v 7 u—RLET,

LR D7 7 A )% Deployment Manager 7 > 7" L — k75 Cloud Editor 7V —27 AX—R|Z7 v 7m— KL
EJr RN

* asav_autoscale.jinja
* asav_autoscale params.yaml
* pre_deployment.jinja

* pre_deployment.yaml

ZIP GO ERG/ Ny r—2 &Ny A ML —VIZa—=LET,
® gsutil cp scaleout-action.zip gs://bucket name

® gsutil cp scalein-action.zip gs://bucket name

zip ga://demo-function

amo=function=-bucket

WNES, A, BLXOEBA VX —T7 oA ZAHDO VPC L7 %y b EIERLET,

HHLVPC TlX, 28 71w I (10.82.0128 72 &) BB T,

NES, B, BIXOEHA V¥ —T =2 ZAFIC3OD T 7 AT T —/WIL—LINLETY, £72, 77
AT A= NWIV— L TIENNAT = 7 I —T T H50LERH D £,

FATER R L OV ASA 54H Auto Scale @ Jinja 7 7 A /L& YAML 7 7 A VD/RT A—2 EHHFH L ET,
a) asav autoscale params.yaml 7 7 A VEBE, ATFONRTA =L EHHLET,

* resour ceNamePr efix: <resourceNamePrefix>

* region: <region>

* serviceAccountMaill d: <serviceAccountMailld>
* publicKey: <publicKey>

* insideVPCName: <Inside-VPC-Name>
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Auto Scale V') 2 —< 3 VD ER .

+ insideVPCSubnet: <Inside-VPC-Subnet>

+ outsideVPCName: <Outside-VPC-Name>

+ outsideVPCSubnet: <Outside-VPC-Subnet>

» mgmtVPCName: <Mgmt-VPC-Name>

» mgmtVPCSubnet: <Mgmt-VPC-Subnet>

« insideFirewal|RuleName: <Inside-Network-Firewall-Tag>

« outsideFirewallRuleName: <Outside-Network-Firewall-Tag>

» mgmtFirewal|RuleName: <Mgmt-Network-Firewall-Tag>

* healthCheckFirewallRuleName :<HealthCheck-IP-Firewall-Tag>

» machineType: <machineType>

GE) ASA {48 Auto Scale D57, cpuUtilizationTarget: 0.5 /37 A —Z RNEREINTEY |, &
ZIS U TRETE £7,
ZOfEIE, FTRTO ASAAR A A H AT )—T D CPUEHHEN 50% ThHhDHZ &%
ALET,
b) asav autoscale.jinja 77 ANVEHE, LTFTORIA—=FZHEH L ET,

* host: <Application server IP address>

* routeinside 0.0.0.0 0.0.0.0: <Inside VPC Gateway IP address> 2

* route management 0.0.0.0 0.0.0.0: <Management VPC Gateway IP address> 3

* license smart register idtoken: <licenseIDToken>

¢) pre deployment.yaml 77 A VEHE, LLFONRT A =X 2T HLET,
* resour ceNamePr efix: <resourceNamePrefix>
* region: <region>
« serviceAccountMailld: <serviceAccountMailld>
* vpcConnector Name: <VPC-Connector-Name>

* bucketName: <bucketName>

AT Y F10  SecretManager GUI Zfi L T, kD3 H>D>—27 L v FZ1ER L ET, Thttps:/console.cloud.google.com/
security/secret-manager] % Z M L T 7230,

* asav-en-password
* asav-new-password

* asav-private-key
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GCP ~ ASA {748 Auto Scale ') 21— 3 Y DER |
. Auto Scale V') 21— 3 VD ER

Secret Manager lets you store, manage, and secure access to your application secrets

Ll
= Filter Ertes property name of value
D Nama Location Encryption Labels Created Expiration Actions
D asav-en-password Automatically replicated Google-managed Mang 4726/27, 335 PM E
D asav-new-passwond Automatically replicated Google-managed Maona AF26/27, 3:36 PM E
D asav-private-kay Automatically replicated Google-managed Maong 4726/27, 335 PM E

ATv TN VPC ax7 X E{E L%,

gcloud beta compute networks vpc-access connectors create <vpc-connector-name>
--region <region> --subnet=</28 subnet name>

1

gcloud beta compute networks vpc-access connectors create demo-vpc-connector
--region us-centrall --subnet=outside-connect-28

Create request issued for: [demo-vpc-connector]

Waiting for operation [projects/asavgcp-poc-4krn/locations/us-centrall/operations/
10595de7-837£-4c19-9396-0c22943ecfl5] to complete...done.

Created connector [demo-vpc-connector].

ATw 712 HETEBO YAML #5542 B LE T,

gcloud deployment-manager deployments create <pre-deployment-name>
--config pre deployment.yaml

1

gcloud deployment-manager deployments create demo-predeployment
--config pre deployment.yaml

The fingerprint of the deployment is b'9NOy0gsTPggl6SqUEVsBjA=="

Waiting for create [operation-1624383045917-5c55e266e596d-4979c5b6-66d1025¢c]...done.
Create operation operation-1624383045917-5c55e266e596d-4979¢c5b6-66d1025¢

completed successfully

NAME TYPE STATE

demo-asav-delete-sink gep-typesflogging-v2:projects.sinks COMPLETED
demo-asav-insert-sink gep-typesflogging-v2.projects.sinks COMPLETED
demo-agsav-pubsub-topic-delete pubsub.v1.topic COMPLETED
demo-asav-pubsub-topic-insert pubsub.vl.topic COMPLETED
demo-asav-scalein-action gcp-types/cloudfunctions-v]:projects.locations. functions COMPLETED
demo-asav-scaleout-gction gep-types/cloudfunctions-v1:projects.locations. functions COMPLETED

AT w713  ASA {48 Auto Scale DERZERL L 1.

gcloud deployment-manager deployments create <deployment-name>
--config asav_autoscale params.yaml

1

gcloud deployment-manager deployments create demo-asav-autoscale

--config asav_autoscale params.yaml

The fingerprint of the deployment is b'l1JCQi7I1-1aWOY7vOLzalg=="

Waiting for create [operation-1624383774235-5c55e51d79d01-1a3acf92-4f3daflé]...done.
Create operation operation-1624383774235-5c55e51d79d01-1a3acf92-4f3dafle

completed successfully.
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ATy 714

ATy 715

NAME

demo-asav-autoscaler
demo-asav-backend-service-elb
demo-asav-backend-service-ilb
demo-asav-fr-elb
demo-asav-fr-ilb
demo-asav-hc-elb
demao-asav-hc-ilb
demo-asav-health-check
demo-asav-instance-group
demo-asav-instance-template
demo-elb-ip

TYPE
compute.vl.regionAutoscaler
compute.vl.regionBackendService
compute.vl.regionBackendService
compute.vl. forwardingRule
compute.vl.forwardingRule
compute.vl.regionHealthChecks
compute.vl.healthCheck
compute.vi. healthCheck
compute.vl.regioninstanceGroupManager
compute.vl.instance Template
compute.vl.address

Auto Scale V') 1 —3 3 VD REF .

STATE

COMPLETED
COMPLETED
COMPLETED
COMPLETED
COMPLETED
COMPLETED
COMPLETED
COMPLETED
COMPLETED
COMPLETED
COMPLETED

WNET 7V r—arhb A v Z—3%y MO T y FEERET S ILB O/L— F&/ERR L E9,

gcloud beta compute routes create <ilb-route-name>
--network=<inside-vpc-name> --priority=1000 --destination-range=0.0.0.0/0
--next-hop-ilb=<ilb-forwarding-rule-name> --next-hop-ilb-region=<region>

1

gcloud beta compute routes create demo-ilb --network=sdt-test-asav-inside

--priority=1000 --destination-range=0.0.0.0/0 --next-hop-ilb=demo-asav-fr-ilb
--next-hop-ilb-region=us-centrall
Created [https://www.googleapis.com/compute/beta/projects/asavgcp-poc-4krn/global

/routes/demo-ilb].

NAME NETWORK
demo-ilb sdt-test-asov-inside 0.0.0.0/0 10.7.1.60

DEST_RANGE NEXT_HOP PRIORITY

Cloud Router & Cloud NAT Z{ER L £,

gcloud compute routers create <cloud-router-name>
--project=<project-name> --region <region> --network=<outside-vpc-name>

--advertisement-mode=custom

gcloud compute routers nats create <cloud-nat-name>
--router=<cloud-router-name> --nat-all-subnet-ip-ranges --auto-allocate-nat-external-ips

--region=<region>

1

1000

gcloud compute routers create demo-cloud-router --project=asavgcp-poc-4krn

--region us-centrall --network=sdt-test-asav-outside --advertisement-mode=custom
Creating router [demo-cloud-router]...done.
NAME REGION NETWORK

demo-cloud-router

us-centrall sdt-test-asav-outside

gcloud compute routers nats create demo-cloud-nat
--router=demo-cloud-router --nat-all-subnet-ip-ranges
--auto-allocate nat-external-ips --region=us-centrall

Creating NAT [demo-cloud-nat]

in router [demo-cloud-router].

. .done.
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. Auto Scale O v 9

~

Auto Scale A< v 4
A= AT —FX, X—F v FCPUMEHARL~VE, LV AX AT N—THNO—EH
R 722 T _XTCTO vCPU OIEHfEHEDO—F & L THRWET,

o BFFVCPU O RN X — 7w MEAREZBEZX D E, A— M ATF—FI2L->TVMA
VAR ANBIMENE T, BFF vCPU OEBFEHRNZ —F v MERAR LD IRV
B, A= AT —FIA A ATHIRLET,

e ZIE, 075D =7y MERARERETDHE, A— MAT—TFA LV AZ AT )L—
TNDOFTRTD vCPU OFEREFARE 75% (CHEFFT 2 L o IS nE 7,

c A —U VT DOWRETIX, CPUFHEXA RN v 7 OHANMEHINET,

ez Yy 7T, B— RARAT U, TRTO ASA T A RIS LIS L L, F
VL TT_NTOASA BYEIZo— REND &V I RIFRICESHTWET,

AutoScale DAX 5 &ET/I\v Y

FRTEDI7 T U N EOT ZIILATFD LB Y TT,
s A — VT U MERED R T
62: R7—)LF7 % hEEEO DY

Here we see hostname ciscoasav-thg6
cmd been executed in the scaled-out
ASAv instance , which means we

femo-asyi-scaleout-action  2iETepclelf Banld you Like to enaale enoy

wrrar reperting e help iegres

L

femeasaescalout-acidon  2iERspcdedl

¥ tem-asn-sceleout-actien  aabsTepeelf R the produet? [Yes, (8]
¥ feac-asyi-rreleout-action  21BE F Passeord changed Swecassully SE3|E—DL.It funEtlDﬂ has 'E:'{EEUtEd
i femn-asyy-celeout-nction  pifdfspin ] E Chaaaging Hastramc f ”
3 e S e successtully .
demeanneescaleout=neiion  2if3Sspkdedd E oomef

femeasae-scaleout-aciden  2iE3Tspededd

T T T T g
fem-asyy-scaleout-action  zikREEpkRalf

demp-asyg-ncaleout-nction  2iEREEpKalS

PR

3 demean -l 2ib5Tacle ]
50 femanud-scalamt-acnion  ZiESTacla]
T T i
femeasyi-scalesut-artion  iESTepedelf T Crpstocheckees: TaTI ebdbbiie Jedboadr Qefdehid
¥ fem-asn-sroleout-actien  zibadepknlf
¥ femc-asy-reeleout-ction  pibdEepineld E 3526 bytes copied in 4186 secs
y i fem-asyv-ncalemt-action  pifdispcnlf T Ol0¢
¥ femeanaeccalemt-aenion  pifdiapelsld T csocesav-thgkiconfigle
E femranne-scalet-acnion  ziERDspkdedl X
3 femeasae-scaleout-action  iEIDspchlf X f ios Bived
fem-asyy-scaleout-acidon  2iERspelelf X ehion 1 s h RLaL

« A=A URERED R T
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Auto Scale DH A K541 L HIHEIE .

63: R4 —)LA Uisgep O Y

Quarp rasulls [

Here we see the license smart deregister cmd has

g ET=  asmur
BB ST 8T et VeI 1Ay CRALSMERHT () rsemar-acke been executed for the scaled-in ASAv instances, which
e e ensures the license has been deregistered befare the
W el i IS dm-seyy-sealetn-petion  haalimjedits FE Chemiing Lizense Stanus
1 dmewleiatio aliesn E e Homs ssus | detue saes| ASAV gets removed from the Instance Group and the
4 I dme-ger-sraletn-artion  healigjeddts F clszcesav-ackad Scale_in functiun has executed Su{:cessfu”?
1N BE8 I57 deeg-peyy-scaletn-aciion  hEALiEjedsty  E
5:41_E88 I5T Asg-wey-seeletn-setion | healymjedsts F Llessse Found

Lizassw Faiid

N

desg-aay-selein-aniion  HRELIE edbtd

o

dsne-psay-scaletn-aerion  h2alyEjedstl Lizesge smart dereyister

LS Sy <5 2B

dese-psyy-srelein-aosion  hEELIEjedEtd

n

dme-ssy-staletn-aenion  REAl Bjedty B
deeg-psg-sreletn-getion  hRALjEjedsts R
dme-pmy-stelet-aenion  REAL)Rjedts R
desg-agai-sreleln-aciion  hEALiEjeEts X
dme-psy-steletn-peion  REELEeEG E 0
desg-poae-sceletn-aciion  hEALIEjeETE R Crystochwcorsm; wdaelfi JedcbSIT elnfelel B350 7F
debe-gaay-sreleli-ation  REALIHeBH  E
desg-pmay-seelein-getion  hEALiEjedEtE R BEE byles copded Dn B0 e
B deme-paysteleln-artion  hRALjEjedEts T [
(R duse-iasealeln-action  WEELEjeEH R clssoasneiced
vl dutec i -scileln-getion  MEALiEjeETE X
(R duse-isav-seelaln-getion  WEALjEREH T Uerfaguration Seed

Furztien scecution trok 19284 we, Fardshed with stetue: ‘a¢

=
B
g

ik sncalialaedetion  PEAL EjeSTE

plae e e e o e o e R e e e w wi R

£

Auto Scale D4 K54 > EFIFEIR

IPV4 2T MY AR— SN ET,

e IR—FEINTWNDETA B ATBYOL DA TY, PAYG iZ GCP LD ASA AR TIXF|
HATxEHA,

e — RNRTZUET T L= ML TER SN D720, B—RKRZ P07 v
7 TP \ZR81 A% DNS B X&ipEs T,

T TV = aiia—Y—MER Lo — FART U0 HRICH D EBESH., ASAKR
BIX (M 742 2BEDOT 7Y r—a  IPICEHEEET 2RI +XTo b
T 4wl EZDOa— KT IA—T 4 T LET,

+ TAG, JUEM, BEIUa—RRRT oW 77 4 =7 RO LEMEICET 25T EE IR
TWEH A,

« ASA AR v 7' A UERITR ORI TFRRINE T,
e H—N—=LRa—= DIV TT ¥Rk,
A VAR VAT INN—=THNDT R TCDA VAR,

A ABLAT L — EHEGCP T AT AL TWHES) .

ZDX DB T — 1%, GCP OABF—V—E A& L TR#ETE 9,

Cisco Secure Firewall ASA Virtual 919 22— k7 v 7414 K |}



GCP ~ ASA {748 Auto Scale ') 21— 3 Y DER |
B Avoscalen ts5TLv -7y

| o

BE RaTiE., 94 B AV —s3—~D ASA AR OB GRE THMIEBHL T, AFr—AT 7k
SENTASAVRHFEBVIZT A B AP —R—TREEINTWND D, AT —ILA 72 ASA
R ALV AZ L ANTA B AP —R=DGHIRINTWVANERT A EAHELEL TUvE
7,

AutoScale D FS T a—F a4

I, ASA {48 Auto Scale for GCP O — kM7 —2F U A LT Ny DO baRrLE
7
emain.py BNEONGRN : Zip/ X r—UNT 7 A IVINEDIER SN TN D Z & B R
LET, 777 FERBIIBIHI LTI 7 ANV Y =20 TEEd, 741203 H - THIn
TJEEA
T T L= DEAHRDOTT —: [<>] AOTRTO/NNT A —ZfED jinja & .yaml TAJ)
INTWHZE, BIORIUEALNT TIIIFAET LI L 2R LET,

* Google B%cAY ASA AR ICEETE 720 : VPC 217 Z MER SN TEY . YAML /%7
A—=H T 7 ANTRICLARBIDBESNTND Z 2R LET,

o ASA AR 12 SSH B HPIZERFEIC RN : ABF— BT —D T NIELWT & 2R L
7,

e TA B ADBRERITRKE : TA B AID b= UNIELWZ EZMERLET, 7.
Cloud NAT 23MERR ENTE Y . ASA REE 23 tools.cisco.com IZT7 7 B A TX A Z & MR L
7,
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OpenStack ~® ASA {78 D R

OpenStack (2 ASA A ZEATE £,

« OpenStack ~ ASA {48 OREBRICOWNT (303 2—)

« ASA {48 & OpenStack DHIFESM (303 <X—)

« ASA 48 35 L OV OpenStack DA RF A > LHIIRFHE (304 ~<X—2)
s OpenStack DE/F (305 ~<—73)

« OpenStack D ASA A8 O x> U —2 hARa of] (307 ~—)
« OpenStack ~0 ASA if8 DJERH (307 ~—)

OpenStack ~® ASA {R78 OREEIZDULVT

OpenStack Bg5%(2 ASA {iRAR # BB C& £9°, OpenStack (X, "7V w7 7737 RETT A _—
k27 IT RO, 7§¢F:y53—%4y7f§/b7¢ LEMRERB LOEHT 57200
—HEDY T by =T V=T, KVM AN A N—= A P LBEICHE SN TWET,
ASA {RAE 1219 % OpenStack 77 > N7 A —ADYR— R efGhicToL, A—7 V—2X
7579 RK7TT v M7 4 —ALTASARAR #FIT7CTXx F£9, OpenStack id., KVM /A /3—/3f 4
ZREALTRIEY Y —2AZ2EFH L E7, ASARIE T A A1E, KVM /A 23— 31 T T
PAR—FEHNTWET, LA > T, OpenStack DY R — FEFHZT D7D —R N3y
r—=UR RTANEZBINTHALEILIH Y EHA,

ASA {18 & OpenStack DRTIRE

* software.cisco.com 7> 5 ASA {4 qcow2 7 7 A /L& X 7> v — KL, Linux A" A MIAEMAL
£

http://www.cisco.com/go/asa-software

« ASA AR IX, A —7"2 Y — A D OpenStack B&5E & Cisco VIM & BEL%} 5 OpenStack B35 TP
JRBRAZ Y AR—FLET,

OpenStack DA K Z A ZfE- T OpenStack BREE 2t v b7 v 7 LET,

Cisco Secure Firewall ASA Virtual .19 X 2 — + 7w THA K .


http://software.cisco.com
http://software.cisco.com/download/navigator.html?mdfid=279513386

OpenStack ~ ASA {78 OER |
B 2safRiE 55U Openstack D44 K54 > LHIREE

o A —7 YV —A@ OpenStack NF¥ = A FZZML T EEW,

Stein U U —A : https://docs.openstack.org/project-deploy-guide/openstack-ansible/stein/
overview.html

Queens U U — X : https://docs.openstack.org/project-deploy-guide/openstack-ansible/queens/
overview.html

* Cisco Virtualized Infrastructure Manager (VIM) OpenStack ® R = X > | (Cisco
Virtualized Infrastructure Manager D~ == 7 /L, 343 ~345) &ML T 7EE0,

« ASA AR ~D T A & A H, ASARARICT A B A& 592 ETid, 100 [Hl DL
&£ 100Kbps D A )L—"7" kDB A] S DHMERET— FTHEITSNFE T, [Licenses: Smart
Software Licensing] Z#ZM L T I,

A =T = ADFE

EHA I =T 2R

s B LUSNIA v —T = A A
CEE/NA

CEHIA L H—T A A ASDMIZ ASA R 28T 272D EIN, VT 7 4>
IR TE £ A,

s NI A v H—T A A (WZH) : NERA A MZ ASA (AR 285+ 27 0ICEH S
£7,

A =T A A (WMZH) ASARAR ZNT ) v 7 Ry U —ZITHER T DT
IR S ET,

« BIE/NA

CASARABIZT /v AT A0 70a—T 4 7 1P,

e PR — FENTWVD ASA AR Di/II—T 3 v
« ASA9.16.1

» OpenStack D E{(Z DU Tld,  [OpenStack DEff ] ZZH LT ZE0,

o ASA AR ¥ AT HBEEIZ DWW T, Cisco Secure Firewall ASA O H{falk: [3FE] 2R L C
<TEEW,

ASA {18 H & U OpenStack DA K54 > LHIREIRE

HiR— b I SHEE
OpenStack D ASA A8 XK OMEEZ AR — F LET,
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https://docs.openstack.org/project-deploy-guide/openstack-ansible/stein/overview.html
https://docs.openstack.org/project-deploy-guide/openstack-ansible/stein/overview.html
https://docs.openstack.org/project-deploy-guide/openstack-ansible/queens/overview.html
https://docs.openstack.org/project-deploy-guide/openstack-ansible/queens/overview.html
https://www.cisco.com/c/dam/en/us/td/docs/cloud-systems-management/cvim/3_4_3_to_3_4_5/Cisco-Virtualized-Infrastructure-Manager-Documentation-343-to-345.pdf
https://www.cisco.com/c/dam/en/us/td/docs/cloud-systems-management/cvim/3_4_3_to_3_4_5/Cisco-Virtualized-Infrastructure-Manager-Documentation-343-to-345.pdf
https://www.cisco.com/c/en/us/td/docs/security/asa/asa98/configuration/general/asa-98-general-config/intro-license-smart.html
https://www.cisco.com/c/en/us/td/docs/security/asa/asa98/configuration/general/asa-98-general-config/intro-license-smart.html
http://www.cisco.com/c/en/us/td/docs/security/asa/compatibility/asamatrx.html

| OpenStack ~ ASA {7 %8 O &R
OpenStack O E {4 .

« OpenStack BREZED 2L B o —TF 4 7 ) — RTHEITEIN TS KVM /A /X—= A D
ASA A8 Db

* OpenStack CLI

s Heat 7> 7 L — h _X— 2 D EH

« OpenStack Horizon % > ¥ =2 4" — K
=Ty FE=F (F74/L 1)

« 74k A : BYOL DZHZ% ¥R — |k

* CLI 3 J U ASDM %] L 72 ASA {iAH DA EE
* KZA,3: VIRTIO, VPP, & XU SRIOV

«IPv6 (/N—3 = 2 9.19 LIFE)

YR— b SN OHEE
OpenStack =? ASA AR 1ZLL R &Y AR —F LEHA,
« HENR 7 —/1
* OpenStack Stein U J —2 & Queens U U —ZALLS D OpenStack V U — 2

« Ubuntu 18.04 /3—<° = > & Red Hat Enterprise Linux (RHEL) 7.6 MAAD A XL —F ¢ 7
AT A

OpenStack &4

OpenStack BR5i (%, VA —FSNTWVWHEN—RY =T Y7 MY =27 OROEHIZHER L T
HVERHY FT,

KR29:N—FIOzT7ELVYIT LI TOEHK

AT HiR—rEhd/N"—Tar  |FR

P UCS C240 M5 2 5D UCS Pr— " — % HELE L
%9, os-controller / — K &
os-compute / — NiZ 1 5FD

<,

BH K] VIRTIO. IXGBE. 140E PR —FINTNE KT AN
IRDERY TH,

F~_L—F 4725 2 | Ubuntu Server 18.04 T AL UCS H— S —CHElE
ENTNDO0S TY,
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. OpenStack DZE 4

OpenStack ~ ASA {78 OER |

Rl

HYR—bENEHNN—Tay

pE T

OpenStack /N\—3 3 >

Stein U U —X

X F ZF 72 OpenStack U Y —
ZDZEHZHONTIE, "D
URL # B L TL 72 &0,

https://releases.openstack.org/

5= 30: Cisco VIM Managed OpenStack 0/

\—FOIFEVI VI TDEY

AT3Y

YR—brEhdN\—D3

P T

PN N K = T

UCS C220-M5/UCS C240-M4

os-controller / — K Z &2 3
3. os-compute / — FIZ2 &
BT, 5HB0DUCS Hr—r—
HESEL 9,

K< A4 s\ (Drivers)

VIRTIO, SRIOV, B XTVPP

YPR—FSNTVD FTAN
IFRDEFBY TT,

Cisco VIM X"— g

Cisco VIM 3.4.4
PR — SRR

ANV —=T YT VRAT
2\ - Red Hat Enterprise
Linux 7.6

* OpenStack /N\—37 =3 > -
OpenStack 13.0 (Queens U
J—2)

POV, A AR
AT TARNTIF ¥ ~F%—
VXD RF AL 343~
345 2L TLIEEW,

X F X F 72 OpenStack U Y —
ADFERZ DN T,
https://releases.openstack.org/ %
ZHRLTLIZE Y,

Cisco VIM 4.2.1
PR — b5

AN =T 4 T VART
2\ - Red Hat Enterprise
Linux 8.2

* OpenStack /X\— 2 > -
OpenStack 16.1 (kLA >
Jyy—=)

FEARICOW TR, A AR
AVTTARNT I T v v F—
YD RF AL 21 S
LT EEn,

& F ZF 72 OpenStack U Y —
ADFERNZ DN T,
https://releases.openstack.org/ %
ZRL TSN,

64: OpenStack 75 v k7 —L kRO D

OpenStack 77 v N 7 +—2A bR B VX, 2 5D UCS H—/3—TO—fA)72 OpenStack &~ b

Ty T ERLTNET,
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https://releases.openstack.org/
https://www.cisco.com/c/dam/en/us/td/docs/cloud-systems-management/cvim/3_4_3_to_3_4_5/Cisco-Virtualized-Infrastructure-Manager-Documentation-343-to-345.pdf
https://www.cisco.com/c/dam/en/us/td/docs/cloud-systems-management/cvim/3_4_3_to_3_4_5/Cisco-Virtualized-Infrastructure-Manager-Documentation-343-to-345.pdf
https://www.cisco.com/c/dam/en/us/td/docs/cloud-systems-management/cvim/3_4_3_to_3_4_5/Cisco-Virtualized-Infrastructure-Manager-Documentation-343-to-345.pdf
https://www.cisco.com/c/dam/en/us/td/docs/cloud-systems-management/cvim/3_4_3_to_3_4_5/Cisco-Virtualized-Infrastructure-Manager-Documentation-343-to-345.pdf
https://releases.openstack.org/
https://www.cisco.com/c/dam/en/us/td/docs/cloud-systems-management/cvim/4_2_1/Cisco-Virtualized-Infrastructure-Manager-Documentation-4-2-1.pdf
https://www.cisco.com/c/dam/en/us/td/docs/cloud-systems-management/cvim/4_2_1/Cisco-Virtualized-Infrastructure-Manager-Documentation-4-2-1.pdf
https://www.cisco.com/c/dam/en/us/td/docs/cloud-systems-management/cvim/4_2_1/Cisco-Virtualized-Infrastructure-Manager-Documentation-4-2-1.pdf
https://releases.openstack.org/

| OpenStack ~m ASA {38 D ERA

OpenStack £ ASA 538 D+ v k7—2 ko s ol [

KeyStone Nova

— -

MNeutron networks MNeutron networks

OpenStack LMD ASA R Dy fT—2 bRB DD

WORIE, ASAAE D 3 20H 73y b (FE, N, SN 23 OpenStack WIZFEE S 4L
TWHIL—T v R 77 AT U4 —LE— ROASAIE OHERER v U —27 hFRu P E/RLT
WET,

65: OpenStack ~0 ASA {18 O E A

/ Inside -Network Outside -Network \
40.40.3.0/24 40.40.3.0/24
eth0 Gig 0/0 @ Gig 0/1 ethO
40.40.3.27 40.40.3.20 40.40.4.24 40.40.4.27
Mgmt 0/0
40.40.1.25
(Floating IP)
Route Table Route Table
Destination | 40.40.4.0/24 Destination |40.40.3.0/24
Next Hop 40.40.3.20 Next Hop 40.40.4.24

OpenStack ~® ASA %18 M ER

YAATIE, ASARE Z BT 5700V 7N O Heat 70 7 L — M &R L T ET,
OpenStack 1 > 77 A NF 7 F v DY YV —A%{ERKT L5 FIRIL, *ry NU—27, 7R b,
BRONVN—F A F =T 2 AT 572012, Heat 7 7 L— |

(deploy os infra.yaml) 77 A /L TCHiGINET, ASA AR DR FIAILIKE TR
DEFFEESNET,

+ ASA {ifH qcow2 A A — % OpenStack Glance —E RIZ7 v 7 — RKLET,
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OpenStack ~ ASA {78 OER |
B orenstack ~o AsA 528 4 A —C0F v TO—F

XY NI—T AT FTANT I F ¥ EBERLET,
e Xy hT—7
DA S
N—H A B—T A R
« ASA AR A v A H U AEAERR L E T,
« 7L —N
kX2 VT T—T
s Ta—=F 47 IP

A VAL VA
WOTFNEZAMEH LT, OpenStack | ASA {48 Z R T £7,

OpenStack ~D ASA R#8 4 A—P D7y TH—F

qcow2 - A—7 (asav-<version>.gcow2) % OpenStack 2> huE—5 /— RNiZab—1L,
A A— % OpenStack Glance —E 227 v 7 r— L E T,

B BRI
Cisco.com 75 ASA {48 qcow2 7 7 A V% X 7 m— R L, Linux 8 A MM L E T,

http://www.cisco.com/go/asa-software

)

GEX)  Ciscocom D7 A U BI OV A2 P —ERAZHNMIETT,

ATV 1 qeow2 f A—T 7 7 A /L% OpenStack 2> b —F /— RNiZav—Lx7,
ATw T2 ASAHE A A — % OpenStack Glance —E A7 v 7 u—RKLET,

root@ucs-os-controller:$ openstack image create <image name> --public --disk-
format gcow2 --container-format bare --file ./<asav_gcow2 file>

ATYT3 ASARIE A A—UNIERICT v 7a— RENTZZ 2R LET,

root@ucs-os-controller:$ openstack image list

11

root@ucs-os-controller:$ openstack image

listt——mmm e R e e L e Fom—————— +
| ID | Name | Status

| m e o Fo—————— +

| 06dd7975-0b6e-45b8-810a-4££98546a39d | asav-<version>-image | active

| m e o Fo—————— +
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http://software.cisco.com/download/navigator.html?mdfid=279513386

| OpenStack ~ ASA {7 %8 O &R
OpenStack & ASA R D%y k7—% 42752 k52 Fv i ]

T o7 a—RLIEA A=V LEFDORAT—ZANEREINET,

RDZRY
deploy os infra.yaml 77 L —hEfiHL TRy NV—F A VT FA T I F ¥ &AE
BLET,

OpenStack & ASARE DRy b T—D A VI7 SR TV F Y DIERK

1R BRI

Heat7 > 7L — R 77 A )UE, 7L—/ Ry hU—2 BT xRy b =S A F—=TxA
A, BX 2 VT AT N—TN—NRE Ry NI =T A TTART T Fx & ASARE I
B a iR — 2 M AT D7D I T,

*deploy os infra.yaml
*env.yaml

ASA AR R—T 5 DT 7 L— MIRD GitHub U RY FUMNH AT TEET,

* https://github.com/CiscoDevNet/cisco-asav

| o

BE RaPT AT L —MNIA—T YV —20FE LTEELTWALDOTHY . WBHD
CiscoTAC R — M O#&FANTITHbN TWER A, T & ReadMe DFEIZ DWW TIE, GitHub
EMIICHERR L T a0,

ATFYT1 AV TTARNT IV F ¥ Heat 7 L — 77 A VR LET,

root@ucs-os-controller:$ openstack stack create <stack-name> -e <environment files name> -t <deployment file
name>

1 -

root@ucs-os-controller:$ openstack stack create infra-stack -e env.yaml -t deploy os infra.yaml

ATFYT2 AV TTANTITF ¥ AF v I BEFIHERENTZ0E > 0 EfER L £,

root@ucs-os-controller:$ openstack stack list

RDZRY
OpenStack C ASA fRAH A v A XV A %AER L £7,
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https://github.com/CiscoDevNet/cisco-asav

OpenStack ~ ASA {78 OER |
B orenstack To AsA (18 1 w25 RO

OpenStack T®D ASA RHE 4 VX2V ZADERK

ASA A Heat 7 > 7' L— b DY 7V A LT, OpenStack |2 ASA AR 38 A L ET,

188 BRI
OpenStack T ASA A8 Z B3 2121X, RO Heat 7 > 7' L— M BMLE T,

*deploy asav.yaml

ASARIE N—Ta DT o L— MIKO GitHub U ARY R U B AFTEX ET,

* https://github.com/CiscoDevNet/cisco-asav

| o

EE JRapPpE#Ic2 7oL —hMIA—T Yy —R0fE LTCREL TV A LOTH Y, WEHED
CiscoTAC ¥R — b O&FHAN CIIfbh T ER A, FH & ReadMe DFNEIZ- DWW TIE. GitHub
B EMNCHERR L T2 &,

ATvT1 ASAfH Heat 7> 7' L— b7 7 A )L (deploy asav.yaml) ZMEBIL T, ASA{iAE 1 > A ¥ v R EAE

RLET,

root@ucs-os-controller:$ openstack stack create asav-stack -e env.yaml-t deploy_asav.yaml
1 -

o R e ettt +
| Field | Value |
o R e ettt +
| id | 14624afl-e5fa-4096-bd86-c453bc2928ae |
| stack name | asav-stack

| description | ASAvtemplate

| creation_time | 2020-12-07T14:55:052

| updated_ time | None

| stack_status | CREATE_IN_PROGRESS

| stack status_reason | Stack CREATE started
o R e ettt +

ATw T2 ASARIE A% v 7 WIEFITHER S -2 & 2R L E7,

root@ucs-os-controller:$ openstack stack list

1 -
| ID | Stack Name | Project | Stack
Status | Creation Time | Updated Time |
| 14624afl-e5fa-4096-bd86-c453bc2928ae | asav-stack | 13206e49b48740fdafca83796c6f4ads |
CREATE_COMPLETE | 2020-12-07T14:55:05Z | None
| 198336cb-1186-45ab-858f-15ccd3b909c8 | infra-stack | 13206e49b48740fdafca83796c6f4ads |

| None |

CREATE _COMPLETE | 2020-12-03T10:46:50%Z
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https://github.com/CiscoDevNet/cisco-asav

5 19 =

Nutanix £t T ASAv Z B9 5

Z DETIL, ASAv % Nutanix BREZER T2 FNEICOWTEB L E7,

* Nutanix T ASAv #fEWVED 5 (311 =—2)
» Nutanix (ZASAv # JEB9 2% Hik (315 ~<X—)

Nutanix T ASAv Z{# 0 \iBsH 5

Cisco HSHItEX 2 VF A RIBT 74 T A (ASAV) 1%, (AL EEICAEN 77 A4 T
U — e E R L, T2t — T T v I e VT TS NRED X2V T 4 &
ik L £,

Nutanix T ASAv # BB L £,

Nutanix TO ASAVDHA K54 > EHFIR

|

BEE ASAVIE. 8GBDT 4 AT A ML —UH A XCTREASNET, T4 RATFEDY V—REDY
TEEETLHZLITTEERA,

ASAv Z BB DRI, ROTA T A > LHIRFEZ ML L E7,

H#EE SN 5 wNIC

BT —~ o AEEDHI1T1E, kD VNIC ZBEID LE9,

VirtlO : 10 Gbps OEIEZ VAR — F LET 2, CPU VA 7 Vb MBERWERBILR Yy NT—2 R
CPUE=Y

Nutanix B2 C ASAv ZHEFES B 2 1Ci%, CPU V=V I RMETT, [CPUY =7 DAER)
(65 —) | WL £,
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Nutanix + T ASAv £ BB % |
B vuanix coasav oA K54 EHIR

N TRAZEYTAD=HDT T—)LF—/\—

T 2=V F—N—FEOEAIL, AR UL IEENE LT A v AR 52 HZTND T &
ERERL TS (F2& 2E, W OEEN 2 Gbps DHEMRFT 5 THDH Z 72 L) |

|
BEE AT AT VT AT 2ERTDEX1E, RUNEFTEASAVICT —H A L H—T = A A
ZEBMTAMLERHY F9, BECEUCA LV H—T A ANKASAVIZEMENTHS 2, JIE
FNRERDEAE, ASAV 22 ) — VLT T —NFEREN, 72— LA — — eI B LY 5 2
HAREMEN B D £,
— TR EIA

e HR—PFEINDBA Vv HF—T oA ADERKREIL10 T, 10 2B258DOA X —T x4 A
EBMLEIY»ETDHE, 29— A ovb—URERINET,

\)

GE) e T 74 FTIE, ASAVIEEI UV 7 Ry b BICEHA X —
T2 A AERNEHA v F—T 2 A AT ELET,

e Xy NI—T A H—T o2 AEEETLH L XL, ASAV T
IWNARBEFTTIZTHUERHD £,

« T 74/ N TIE, ASAVIZ, BHB Y TRy b LICEHA VX —T =4 ALNEA X —
T2 A ADMFERELF-Z EREHELE LTWVWET, @A ¥ —7 = — Z21% [TPaddress
DHCP setroute] 35V, T 74/ b7 — 7 = A I DHCP IZ Xk » TRt FE 9,

¢ ASAV IZ, 3L EDA U H—T 2 A A% L CTRADELEFIZ AT —T v 75 B0
MNHVET, VAT AT, 32004 X —Tx2—ARLTIHERINETA,

cASAVIE, T—HX T T 4 v T HIZ1IODEBEA X —T A A (nic0) EHRKIDDFR
NI —2 A H—T xR (nicl-9) OEFFI0DA L H—T A AP R —FLET,

T—=B LT T4 ITDFRy NT—=T A =T oA XF, AEEDIAFITHED T LR TEE
‘j‘o

N

GE) ASAVORY NU—7 A B —T A ZADEK/NEIL, 3 >OF—
AAH—T A ATT,

e oLV —NT IV RBADFPE, F—IF AP ——Ttelnet I L THHR— FINFET,
e FIR—FINTWABVCPU EAXFY DT A= IXDLEEBY TI,
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| Nutanix £ ASAV ZREIT %
Nutanix 0 ASAv D5 1 K51 > 4R ]

CPU AEY ASAv 75y b7+ —LDY |4V RADEAT
4 X

1 2GB IvCPU22GB (F7#/v 1) |1G (ASAv10)

4 8 GB 4 vCPU/8 GB 2G (ASAv30)

8 16 GB 8 vCPU/16 GB 10G (ASAv50)

16 32 GB 16vCPU/32GB 20G (ASAv100)

HiR— bk Sh BHHE
e —F v KE—FK (F7x 1)

e NTFUAXRT LV N E—F
~

GE) “NF ) — R I FGRAEDY—EAF=— %, FT AT LY
FE—RFTIEVAR—FEINTWHEREA,

AVF—=T2AAADFKy VU= T X7 KGRy hU—7 5idery PU—=27ICET S
LT OMEERGI ZZ R LTI Eauy,

2y RIT—OTETE|FEERRY FT—T  |BEFRY FT—Y Hae
vnic0 Management0-0 Management(0/0 Gt
vnicl GigabitEthernet0-1 GigabitEthernet 0/1 Outside
vnic2 GigabitEthernet0-2 GigabitEthernet 0/2 PRI
vnic3-9 T—5 T4 T—5
Proxmox VE £ ) ASAv

Proxmox Virtual Environment (VE) (%, Nutanix ({48~ LV 2EFEHTE L4 —7 YV —ADY—
N7 7 v b7 4 —A T, Proxmox VE [F, Web X—ADEH A L ¥ —T = A AL
L ET,

Proxmox VEIZ ASAV ZE AT A4, =Ialb— SNV U T AR — R EFFOL 91 VM
ERETDMLENHY £T, YV TNAR—FIRRNE ZZ— 7 v 77 at 2P ASAv
I—TREEIC 72D T3, TRTOEEHS A7 X, Proxmox VE Web X— A EHA X —T = A
AEEHLTEITTEET,
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Nutanix + T ASAv £ BB % |
B vuanix coasav oA K54 EHIR

\)

GE) Unix 3 = /L% 72 1% Windows Powershell {2/ TW A Efk=a —H —@iF12, Proxmox VE XA
BREOTRTOa v R—x 2Bt 5a~v0 R I A0 —T oA AL ET,
DA RIA A E =T oA AF, ATV V= M X THTERERE & UNIX © man
R=VEADFER2 RF 2 A BB F9,

ASAv Z1EL S BREAT HI2IE, VMICV U TATNA RERET HHERH Y £,

1. A > Management Center D/ElDF /7 —2 3 > U —"T ASAv VM ZiIR L 77,

2. RE~vrOBEREAZIZLET,

3. Hardware> Add> Network Device &R L T, > U 7 /LR — hZBINL £7,

4, A~ OEREANLET,

5 Xterm.js ZfEH L TASAVVMIZT 7 EALET,

FANP=N=THhiRzty b7 v 7 LTT 77 4 7T 5 HIEIC OV TIL, Proxmox ¥ U 7
VIR D=V ST IEE 0,

YR— b Shg L HERe

e Nutanix AHV FD ASAvIZ, A > F—T =24 ADFKy N TFTF 72 R—FLTWEHA,
ASAV DEFENRA NI o2 TND L&D, A v F—T oA A& BIMELITHIRLARVWTL
f;él/\o

* Nutanix AHV /&, Single Root I/O Virtualization (SR-IOV) % 72| Data Plane Development
Kit-Open vSwitch (DPDK-OVS) ##7AK— kL TWEHA,

)

(GX)  Nutanix AHV /%, VirtlO 2 L7247 A NN DPDK ZH%AHR— kL
F4, FEMICOWTIZ, AHV TO DPDK #48— F &2 BB L TL
&,

* Nutanix Release Notes
* Nutanix Field Installation Guide
e Nutanix CO/N— R =7 O KR— K

* Nutanix AHV T® Virtio-Net Multi-Queue # 78— k
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https://pve.proxmox.com/wiki/Serial_Terminal
https://pve.proxmox.com/wiki/Serial_Terminal
https://portal.nutanix.com/page/documents/kbs/details?targetId=kA00e000000LM7hCAG
https://portal.nutanix.com/page/documents/list?type=software&filterKey=software&filterVal=Foundation
https://portal.nutanix.com/page/documents/list?type=software&filterKey=software&filterVal=Foundation
https://www.nutanix.com/products/hardware-platforms
https://portal.nutanix.com/page/documents/details?targetId=AHV-Admin-Guide-v6_0:ahv-virtio-net-multi-queue-enable-t.html

| Nutanix £ ASAV ZERIT %
ASAv & Nutanix O > R 7 LEH .

ASAv & Nutanix O XA T LEH

ASAD/N—D 3 Y
9.16.2

ASAv A E  vCPU, BEUT A RIDYA DT
ASAV DEANIHEH SNDREDN— R =T 1%, BAINDA VAKX 2D LB
LoTHERY F9, ASAV DEA AL A1, == ETOER/NY) V—REH KT (X
FURE, CPUH. BXOT 4 A7 FR) BDHLETT,
ASAv S At R

cASAVCLI DB EF a2 U T AP —ERDTRTOITA B ABKEHRELET,

« TA B AOEHIFIEOFEMIZONWTIX, [CiscoASA =7 4 Falb—ra A K]
D IAAN DA —K VT hTx2T T4V UTORE] 2B LTI EEIN,

Nutanix DI U R—FR U R EN—T 3 Y

aAVR=—FR2 b N—o3y
Nutanix Acropolis OS (AOS) 5.15.5 LTS LAR%
Nutanix 7 7 A4 F = v 7 (NCC) 4.0.0.1

Nutanix AHV 20201105.12 LAKE

Nutanix [ZASAv Z B9 5 A%

3 BRY SHIIEER

TV

7

1 BtES 2R L E T, ASAv & Nutanix % B9 5 7= O O Rii#E S
(316 =*—3)

2 ASAv qcow2 7 7 A /L% Nutanix B2 521 | QCOW2 7 7 A /L% Nutanix (27 > 72— R
Ty 7rm—RLET, (316 ~—)

3 R~ ORBRFCEA SN [ FEOHDODa Ly 7 4 Falb—al 774D
KT — 22 LT, $0 8O | ¥ (317 <—)

77 AN LET,
4 Nutanix (ZASAv & JEB L F 9, ASAv % Nutanix [ZJEBT % (319 _X—)
5 ASAv ZEB) L £, ASAv DLH] (320 ~—3)
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https://www.cisco.com/c/en/us/support/security/virtual-adaptive-security-appliance-firewall/products-installation-and-configuration-guides-list.html

Nutanix + T ASAv £ BB % |
B Asav & Nutanix 2 BB 2 -0 0TS 4

ASAv & Nutanix BB T 5= DHHREHE

+ Cisco.com 7>5 ASAv qcow2 7 7 A /L& X 7 m— KL, Linux " A MIEHA L ET,

http://www.cisco.com/go/asa-software

Y

GE)  Ciscocom D 7 A U BILOV A2 —E AN NETY,

« ASA V7 N U =7 3 L O HyperFlex /A 73— 3 A FOAHMIZ OV TIEL,  [Cisco Asa
Compatibility] Z#ZM L T 723V,

QCOW2 7 7 4 /L% Nutanix [T 7 v 7A—F

ASAv % Nutanix B5EIZERH T 5 21%, Prism Web =2 > —/LC ASAv qcow2 7 AV 7 7 A )b
MHA A=V HAERT 20 ERH Y £,
1R BRI

Cisco.com 75 qeow2 7 4 A 7 7 A V& X 7 — K LET : https:/software.cisco.com/download/
navigator.html)

27w 71 Nutanix Prism Web =12V —Lica 74 o LET,

AT T2 HET A 2% 27 ) v 7 LT [RE (Settings) | X—V%2B&ET,

ATV T3 DA TA A=Y ORE (Image Configuration) 1 %7V > 7 LET,
AT w74 [UploadImage]l %7 U v 7 L7,

ATV TS A A=VEERLET,

1. A A=VOXHETEATLET,

2. (M A—VH A7 (ImageType) | KR v FHZ T UARINS, [T 4 A2 (DISK) | &R L E1,

3. [Ahb—y =z 77 (StorageContainer) | Ru v 77X U A ik, BIO a7 F2RIRLET,
4. ASAvVqcow2 7 A AV 7 7 A VOB FTEEE L ET,

URLZHELTWeb Y — =577 A VAL LR— THZLE, U= AT —2auhb 774
NET v 7e—RKTsZ L8 TEET,

5 [fR1F (Save) 1227 Uy 27 LET,

ATV T6 [ A—VORE (Image Configuration) | X—IZH LA A —UNRFRINDETHLET,
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| Nutanix £ ASAV ZREIT %
#0A0av T+ ¥aL—var 771 00%E [

FOBDaAY T4 FXalL—2ay I74ILD%ER

ASAv BT AENC. F OB 7 7 A NVEERFTEET, 20774 uE, REE~
DOEARHCEB SN AR ET — 25T F AN 774V TY,

FBOHDary7 4 Xal—vary 774 VEEALTCERTISHE, a2k AT, ASAvT 7/
TAT ADPMBRERKREFIT T ET,

Tr7ANTIE, UTZEETEET,
« VAT ADERA RN,
EHET AU FOFH LWERE 22— -4 L XA T — K,

DT AT T —ILET— R, HPDT 7 AT 7 —LF—F (Jb—TFTv KL=tk
SURRT LU R ZRELET,

a—ANEER L TCRERRZEHT 2 TEOLGIE. 77 AT V+— L E— RICIL—TvY
DIHIANNTEET, ASAVTNA AR =T ¥ ZHH L CEMRT 7 AT U4 —/LE— A
H=T A ARETHIEIETE EHEA,
« AN % ASDM :
* http server enable
* access-group all global

« http 0.0.0.0 0.0.0.0 management

« 77 &A U AL (Access List)

* Name-Server

T TIAT UAPEHR Y PU = TEETLZEE2FHATILIRY U —TRIE,

A\

GE)  BOROWR 77 ANVE2T v 7 ua—RKT250, FRENETFAMRYy IR ZaryTF o Yea
E— LTI ENRTEET,

ATV EBOT XA T 4 XA LT, FILWT XA T 7 ANVEVERRLET,
ATV T2 ROFPUTTRTEIIT, THFA T 7 A IMTHERDZEMAE AT LET,
51 :

ASA Version 9.16.2

|

console serial

interface management0/0

nameif management

security-level 100

ip address 192.168.1.2 255.255.255.0
no shutdown

interface gigabitethernet0/0
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Nutanix + T ASAv £ BB % |

B zoe00 7 %a—var o7 ok

ATvT3
RTv74
ATy TE

ATvT6

nameif inside

security-level 100

ip address 10.1.1.2 255.255.255.0

no shutdown

interface gigabitethernet0/1

nameif outside

security-level O

ip address 198.51.100.2 255.255.255.0

no shutdown

http server enable

http 192.168.1.0 255.255.255.0 management
crypto key generate rsa modulus 1024
username AdminUser password paSSwOrd

ssh 192.168.1.0 255.255.255.0 management
aaa authentication ssh console LOCAL

BHIDITIZ ASA DX— g VU TIRD D XE N H Y £9°, dayO-config 1%, AXN72 ASA#ER THHILENRH
D £9, dayO-config Z kT D i 72 7iEIX, BEfFD ASA £721XASAV I L3 fTa s 7 4 Falb—va v
DORE#ER Sy % 2 B —3 5% Z & T9, day0-config NOITDIEFIZEZE T, BEFED show running-config =~ >
NN DIERF & —B L TV 5ERH Y £,

Day0-config FIREZ2 MY
« RA M
s RAAL A
* Administrative Password
A HF—T AR
«IPT7 FLA
C ASAT A4 v J— |
* DHCP H#—/3—
« Xy FU—27 T R L REHHSHI

GE) B0 HOHRT 7 A VONEIL, ISONFEXTHHLENH Y £3, JISONHFEY — VA L
TT XA NERIETDIVNENHD 77,

7 7 A% day0-config.txt & L TIREFLET,

[Custom Script] 47> 3 & BR L E T,

dayO-config.txt 77 A V& T v 72— RT 50, RRINLETXA MR Y ATy A VEabe—L
THED AT £,

AT 71 ~3 %MV LT, BT 2 ASAV ZEIC—EDT 7 4V MER T 7 A VEVER L E7,
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I Nutanix £ T ASAv = BB93 %

ASAv % Nutanix IZERT % .

ASAv % Nutanix [ZERI9 5

ATvT1
ATvT2
ATvT3
ATv74

ATy TH

ATvT6

ATy 71

1R & SRS
BB 5 FMCv DA A — 73 [Image Configuration] X— UIZFKRINTWND Z L2 MERE LET,

Nutanix Prism Web 2> Y —/iza 74 LET,

A AZ2—/N—=T, [View]Fay 77Xy VR &7 Uy 7 L, [VM] Z&RL £,
VM & w2 R— FT, [VMOFEK (Create VM) 1&27 U v 7 LE T,
WOFNEEZFEITLET,

1. ASAv A LV AR ZADLHETZANTTLET,
2. (FFTar) ASAVA L AZ L ADEHHAEASILET,
3. ASAVA VAR UATHHATDHZ A LY — 0 BN LET,

AL a—T 4 T OFMEATLET,

1. ASAv A VAL U AIZEID BT HIAE CPU OFa A LT,

2. BUECPUICHIV Y THOMERHD AT D& AT LET,

3 ASAVA U AZ U RAIZEINYTHAEY D& (GB) ZATILET,

ASAV A VAR AT 4 AV EHERELET,
1. [Disks] T, [AddNew Disk] #7 U v 27 LE7,
2. [#A47 (Type) | kw7 XU A NS, [T4 A7 (DISK) | &R L £,

3. [#fE (Operation) | Ku v X URXRNE, [f A=V —ERANLHHE (Clone from Image
Service) | Zi®IN L £7°,

4. [BusType] K v X7 U A NG [SATA] 3R L £,
5 [AA—Y (Image) | Rey XU URRNNnL, EHTLHAA—UZERIRLET,
6. [EM (Add) 1227V v Z7 LET,

3OLLEDEIER Y hT—F LA —T =2 AR ELET,

[y hU—2T7 X774 (NIC) (Network Adapters (NIC)) ] C. [#H LV NIC @B (Add New NIC) ] %
7V w7 L, Xy hU—27ZBRLT, B (Add) 127V v27 LET,

IOTaRAEBYIRL T, Xy hI—F A F—T oA AZ 5 I2BML £,

Nutanix FD ASAvIEZ. =X 57 4 v 7 HIZ 1 OOBEHA L X —T oA ALERKIODRy hT—2
A H—=T 2 ADEFHI0DA L 2 —T 2 A AV HR— s LET, XAy FT—T~DA X —T A A
DE Y BT, ROMEFTHDZ ENRMLETT,
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Nutanix + T ASAv £ BB % |
B ssavoes

evnicO : EHIA L X —T =4 2 (WH)
e vnicl : AN A v H—T =4 A (WZH)
s vnic2 : WA X —7 = A A (ZH)

evnic3-9 : T —H AL H—T A A (T a)

ATYT8 ASAVDT 74 =T ARV —ERELET,

[VM Host Affinity] G, [Set Affinity] #27 UV v 27 L, A MEZTIRN LT, [Save] 27 Vv 7 LET,

= RIZEERBELTZLGAETH VM ZFATTEL L5127 2121E, 1 DL EDORA 2RI £7,
ATYT9  HOROMKT 7 A NVEERELOLEIE, WOFIEZFEITLET,

1. [BAHXLAZ YK (Custom Script) ] Z3#IN L FE,

2. [Upload AFile] %2 UV v 7 L, 50 HORRK T 7 A /L (dayO-config.txt) ZIERT D, b L<

o s vEar—LTN—AMLET,
GE) HOFTRTCODALZLZAIZ VT N F T aid, VI —ATIEPR— SR TWETA,

ATYF10 [SavelzZ7 Vv 7 LT, ASAVA VAZ UV AZEBLET, VMT =T N E 2 —IlAf VAV ARERS
NET,

ATYITN VM7 —T7NhbEa—T, HILAMER LAV AX U A%ZBINL, [PowerOn] %7 U v 7 LET,

ASAv DiZEf

VM OEFENA 12> 5, dayO-config 7 7 A VEMFEH L CHERERIN-2—V—4
L /XA T — KT [ASAV-VM] > [Launch Console] #Z4R L CT7 7 A L £,

)

GE)  WHREDETHEOIET NRA ZAD NS DHREXEFTHITIE, CLIZHEHL £,

AT w71 [Launch Console] %7 V v 7 LT, B SN/ ASAVICT 7B A LET,
ATFw T2 asav A5 A7 17 T, dayO-config A—H—LZ L/IRT—F&ZfFHL T/ A LET,
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s 10 =

Cisco HyperFlex ~@ ASAv )& A

HyperFlex ¥ 27 LE, HHPLGETHLDLT Y r—ra iing /N—a "=V x
2% $Ef L E 9, Cisco Unified Computing System (Cisco UCS) 7 7 / 1 ¥ —% i = % HyperFlex
1%, Ciscolntersight 7 7 7 N 7T v b7+ — Lzl U CTEHS N, Bi2MbT7T 7Y 7r—
vare TSRy R— L, aTrT TSI —hbzy Y ELINT Vv T
U NETOEMZKIEL L, DevOps Tz L TREMEZ M0 L 2 LN TEET,

Z DOFTIX, Cisco HyperFlex EREENIZH51T 5 ASAv DREREIZ DWW TR L £97, HEBED TR —
N, VAT LEM A KT A2, HIRFHER 2R P E9,

EE ASAVOR/NATFVEMHIL2GB TY, HAED ASAV 32 GB Riilid A ) TEMEL CTW\WBH
A ASAV VM D AE Y RS, LRTOAN—=2 9 U0nb 9.13()+H 7 v 77 L— R4 %
ZliFTEERA, F. BNV a v EFEHLTH LWV ASAVWWM 2 HEATLHI L H T
xF7,

« Cisco HyperFlex TD ASAv DA A R4 » LH[RFE (321 ~—)

» Cisco HyperFlex ~® ASAv D& AF ik (325 ~X—7)

*VCPU £72i3ANV—T"y N T4 B ADT v 77 L—F (332 =)
« Cisco HyperFlex T?D ASAv D/87 3 —= L AF#E (334 ~—2)

Cisco HyperFlex TO ASAVDH A K54 > L HIREIE

ASAv Cisco HyperFlex DDA > A & 2 X% ER% LT, VMware vCenter Server (238 A T& %
o ASAV DE NI SNOFFEDN— U =713, BASNLA VA X o 2D EHME
TR R > TRV EF, BT LIHET 774 7 0 A2E, RA M~ ETORNY V—
AEY YT (AEY, CPUE, BLOT 4 AV ERE) HLETT,

|

EE ASAVII. SGBOT 4 AV AN L—UH A A CRBEINET, TAAZFEDY V—RE[) Y
THEERTLHZ LT TEER A,
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Cisco HyperFlex ~ ASAV DA |
. Cisco HyperFlex TD ASAVDH A RS54 > L HIREIE

ASAv ZBBIT RN, ROHA KT 4 LHIRFHEZHERLET,

H#EZE X5 vNIC

IR T 3 —~ o A& B 5120%, vmxnet3 WIC ZfiH+25 2 L 2 H#ELF4, Z D vNIC
%, 10Gbps DENMEZ TR — K LETA, CPU YA 7 Vb MERUERE(LRr Y hT—2 KT 4
NTT, EBHIZ, vmxnet3 ZEHATA5E1L. TCP N7 3 —< ADIK T 2T B2 DITKE
ZEA7r— K (LRO) ZHNITHLERHY 7,
OVF 774 ILDHA K54 >

o asav-vi.ovf : vCenter |28 AT 54

c ASAVOVF DB AT, v—h V¥ —T a3y GEREE—RTCOaryR—32  OA A

=) Y AR—bFINEFA, ZBHDOEED VMware vCenter & LDAP V—/3—23
ASCI E#E— RTA VA=A ENTNDH I EEMRLTIIZEN,

*ASAV A VA h—/L LT VM 2V — )L &EHTSRE1C, ¥ —A— K% [United States
English] IZRRET D2 MENH D £77,

N TRAZEY T4 HAKSADE=HDT z—ILA—/1—

72— VA= N—REDOGEIL, AZ N EERFRL T A B AR 52 TS Z &
ZRERLTLIZE W (M OHEEN 2 Gbps DHERST G THDH Z L7 E)

|

EZE A%y%ﬁ%LTmT%$A7%WW¢éﬁA F—=H A B —T 2 A A% ASAv (2R U
EFFCEIMT 20BN H Y £7, ER FJM'/& 7 A A% R DA T ASAY (ZIBN
THE, ASAY 2V —VIZZ T —RERRENDIGENH Y £, £, 72— A ——%
BEICHDWENEHD Z N 7,

IPV6DHA K512

VMware vSphere Web Client Z{# ] L T ASAv OVF 7 7 A V& KRANE AT H5E1T. EA
V=T oA AZIPV6 T RV AZFRETCE £ A, ASDM 72X CLI 2 L T, IPv6 7 K
Ly T EBTEBINTEET,

vMotion (B89 2 H4 K514 >

« VMware Tl&, vMotion Zfi T 25 GITHA A ML —V OB ZMEHT MERH Y £,
A&W@%Aﬁ_\TXk77X&#%6FAi A ML —=V%mr—H T (FFEDK A
FE) . FRFHEEFRA M ETT o Ya =/ TExET, 7272 L. ASAv % vMotion %
ERHLTHIOFRA NMIBITT 6. e— VAN —UREHTHET—BAELE
7

. Cisco Secure Firewall ASA Virtual .19 X 2 — + 7 v TH A K



| Cisco HyperFlex ~® ASAv D& A
Cisco HyperFlex TD ASAV D1 A K54 L FIREBIE .

AIW—Ty FEDOAEY EVCPUDEIY LT ESAIEUR

cASAV IZEID {TEHENZZAEY DY A XL, ZANL—TF v hL~YLIZEbEELO T, #
RDBAN—T RV DT AU A ERTHGEEROT, [REDOHE (Edit
Settings) | A7 0 Ry 7 ZADAEVREEILIVCPU N—RT =7 OREITEE L7
WTLZEW, Tox—7nbva=r 7, N7 34—~ R B EE 2 5 EMNH
nET,

N

GE)  AEVELIIVCPUN—RU =T RELZLELTHMLERND D56
IE. ASARE 0T 482 (1 8—) ITREINTWAHED
B LT &V, VMware BNHELES 2 A £ U RO &/ IME.,
T 740 Ma, BEOEKEIFFEH LN TIZ3 0,

CPU %44

F 7 /L h T, ASAv ® CPU F#91Z 1000 MHz T, 86, T, BLOHIBROZRE Z#
34252 LT, ASAVICEID U COHNZCPU Y Y —ADBEEZEETCEET, [RENHEE
(Edit Settings) ]>[") V—X (Resources) ]>[CPU], K VIRWERETHERNT T 1 v
7 BADER STV DRI T ASAY N HIYZ R T & 25613, CPU THIDERE % 1000
Mhz Kl TE E£3, ASAVIC K> THEM &S CPU O &I, ZRBEMEL T\ D/ —
RO =7 7Ty N7 4—L7E TR, ZNPMMToTCWBIEEDH A T L EIZE > THA
0 ET,

148~ > @ [Performance] % 7 @ [Home] B = —|ZHdiE S 4172 [CPU Usage (MHz)] 7% —
B, TRTOME~ T T 5 CPUMHEZ AR A O CHERTX £7, ASAv
DB N T 7 4 v 7 BEUH L TND L&D CPUMHEOR L F~v—7 2R ETI
X, ZO#H% CPU TRIOFERFO AN & LTHEHATE £,

FERNZ DWW TCIE,. CPU Performance Enhancement Advice DY o7 &ML T 7280y,
ASDM T ASAvshow vm >show cpu~ > REfEH LT, VY —2RE VYT, BLOAF—
N—=T b la=y JERE3 T —"ueva=rr7Enkzl) y—2%
RRTEET,

[R—L (Home) ]>[T/3f XA v a7/R— K (Device Dashboard) ]>[7/31 R 1&E#R
(Device Information) 1> [fkR#8') YV —X (Virtual Resources) | # 7

FiE

[E=%1Y 2% (Monitoring) 1>[7B/87 4« (Properties) 1> [V RTLYY—RTS D
(System Resources Graphs) | >[CPU] <A

UCSBHLUVCY)—XN—FIzT7IZEFED S VART LY FE—RICETHHA K54

~

MAC 77 v 7, CiscoUCSB (2> Ea—FT 407/ —FK) BXOC (ayX—=Y K/ —
R V=X NN—KRT2TF7DFFLART LY NE— RCHEET DD ASAVER ECTRAT
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https://docs.vmware.com/en/VMware-vSphere/5.5/com.vmware.vsphere.monitoring.doc/GUID-FBA3A58A-EEC9-4B4D-8515-ECCF51188913.html

Cisco HyperFlex ~ ASAV DA |
B asav s s Chyperflex 0o 2 7 LE#

HZERBHYET, MACT RLANSEFIEREHICTHIALEEA, My MIkry 7S
nEJ,

VMware BREEIZ T AT L FE— FTASAY ZE AT LA MAC 7 7 v 7 Z A58
AT, ROHA RIA 0 HBEZITLTLIEEN,

* VMware NIC ¥—3 7 : UCSB £72i1Z C vV —XIZ b T U AT L hE— KT ASAv
EEATHEA, NHBLIONEA v X —T = AHERTHR— 7 —F L7 7
TATT TV T EIDETHREL, Ty 7V Z7IERICTHAINENH Y £9°, vCenter
T VMware NIC F—I U 7 2R ELET,

¢ARP A LV A7 5 : ASAV CARP A v AU g U EHNIL, ZEAL 2 —T =
AATMACKEEIWNARP = h U ZFICERE L E T, ARP A A7 v a L Hihk
DFEIZDONWTIL, CiscoASAT V —X a7 4 FXalb—ar A R (—Ri7EE)
[FEEE) 22 LT E &0,

ASAv # & U HyperFlex Do X T LEH

HyperFlex HX > 1) —XDRFE LV TR 42

RE V5R4B

HX220c 2 /"= R /) — K T TV alTARE

eix/N3 ) —RKITRE (F—HN—2R
VDI, VSI)

HX240c 2>/ X— K /) — R T T v aldTARY

/N3 ) — KI5 A% (VSI: IT/Biz 7 7
Uhr— gy, A MR

HX220C &= (VDI, VSI, ROBO) ATV KT TRAHK
HX240C (VDI. VSI. 7 A ~/BA%) /N3 ) —RI T RH
B200 + C240/C220 AV a—F 4 AN R 77 YU/VDI

HyperFlex HX + U —XDE AL T 3 >
ATV RITAH
7TV alTAH
* HyperFlex HX = v ¥
*SED K747

*NVME ¥+ v 2
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https://www.cisco.com/c/en/us/td/docs/security/asa/asa99/configuration/general/asa-99-general-config/basic-arp-mac.html
https://www.cisco.com/c/en/us/td/docs/security/asa/asa914/configuration/general/asa-914-general-config.html

| Cisco HyperFlex ~® ASAv D& A
Cisco HyperFlex ~® ASAv DE A 1% .

* GPU
HyperFlex HX 7 5 7 R&EFIHA L7-EBA 7 > g 22\ Tid,  [Cisco HyperFlex 3+ AT Lg%
EHA R @ HyperFlex 7 7 7V w7 A X —ax 7 NI INTZ7 7 A2 DREM] Ot
7 varEZRLTIIESN,

HyperFlex 3 VA R—R > bEN—D3 Y

aAVR—RT b N—o3y
VMware vSphere 7.0.2-18426014
HyperFlex Data Platform 4.5.2a-39429

YR— b Eh HHRe

cBHE—F: V—T v N (RZFKTrY) A—7v K (HA) . BERF 7 AXT
v b

* ASAv DX AT 4 7 HA

VY VAT L— A

* VirtlIO

*HyperFlex 7 — 4B 4 —7 F 2% (AR yvTF 7 FAZERS)

* HyperFlex Edge 7 7 A ¥

* HyperFlex T X CONVMe, A— /N7 T vva, BIONATIV vy Rar =YK J—F

s HyperFlex 2> Ea—7 ¢ V7 HH /) —F

YiR— kI UEEE
SR-IOV ZffiH L 72 ASAv D F1T1E, HyperFlex TiE AL TWER A,

)

(G£)  HyperFlex [% SR-IOV Z A — bk L TWEJ A, MLOM VIC (212 T PCl-e NIC & BT,

Cisco HyperFlex ~ ASAv D& A 5%

R |BRY R
7

1 A RTA v EHIBFEEZMEZRLE | Cisco HyperFlex TD ASAv ODHA R A &
R HIPRFE (321 ~—2)
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https://www.cisco.com/c/en/us/td/docs/hyperconverged_systems/HyperFlex_HX_DataPlatformSoftware/HyperFlex_Installation_Guide_for_Intersight/b_HyperFlex_Installation_Guide_for_Intersight/b_HyperFlex_Installation_Guide_for_Intersight_chapter_011.html
https://www.cisco.com/c/en/us/td/docs/hyperconverged_systems/HyperFlex_HX_DataPlatformSoftware/HyperFlex_Installation_Guide_for_Intersight/b_HyperFlex_Installation_Guide_for_Intersight/b_HyperFlex_Installation_Guide_for_Intersight_chapter_011.html

Cisco HyperFlex ~ ASAV DA |
. ASAv # & U Cisco HyperFlex (D BTIR S

"BRY E3IE

2 ARSI 2B L £, ASAv 33 £ U Cisco HyperFlex O RiHFESA (326

Re)

3 Cisco.com 25 OVE 7 7 A LV EHZ T |ASAVY 7 N =T DX 7 o— R i (327

n—RFLET, ~N—)
4 Cisco HyperFlex (Z ASAv Z3 A L% | vSphere vCenter ~@ Cisco HyperFlex |- ASAv
D DA (327 =)

5 ASAY 2 =)V T 7 EBALET, |ASAV 2L Y —)~DT A (330—)

ASAv # & U Cisco HyperFlex M RIIZ &4

VMware vSphere Web Client, vSphere A% > R7 a7 747> b, E£721X OVF ¥V — L& {H ]
L T Cisco HyperFlex |Z ASAv # 3 ATE £7, VAT LEMFIZONTIE, [Cisco ASA
Compatibility] ZZH L T 72 &0,

vSphere iZ#EX A v FDEX T4 K I—

vSphere A » FIZONTIE, LA V22X T 4 R o—%MREL T, ASAVA VX —T =
AR THEAENAZFR—F 7NV —TIZ% L TEeXa VT4 R —0fSEEFCTEE
T, WOT 74V FREESRLTLIEEN,

c BEERIE— R EE
*MAC 7 RLADZEHR :

« NIEIE(E © &FA

e

WD ASAVEREIZOWTIL, TNHLOREOERNLERGENH D 9, FEHIC OV T,
vSphere D~ == 7 WV EHZBL T ZEW,

K3M:R— b+ TL—T0EF2UT 1 RY—OHIN

FSURRTF LY NI 7AT 04—
W=TYRIF7ATI+—ILE—F|ILE—F
X2V TADB | Tz —ILA—/\— 7z —)LA—/—
VA 7L Jx—I)LA—/\—|%HL Jx— LA —I—
AT — R <{EE> <{EE> R HKFE
MAC 7 RL 2D |<{E&> KGR <ATE> =5
gl
RIEE(F <{EE> T 7 7
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http://www.cisco.com/c/en/us/td/docs/security/asa/compatibility/asamatrx.html
http://www.cisco.com/c/en/us/td/docs/security/asa/compatibility/asamatrx.html
http://www.vmware.com/products/vsphere.html

| Cisco HyperFlex ~® ASAv D& A

asavy o ryzrogyon—rems

ASAvY J bz 7DAHo0O— K&

[Z L& BHIIC

ASAv Z3E AT SHIIC, vSphere (FELH) 1< b 12Oy MY =7 2% E L THE &
b0 £7,

ATYF1 ZIP 7 7 A V% Ciscocom NH A a—RL, B—h/L T 4 A7 ITRFELET,

https://www.cisco.com/go/asa-software

Cisco.com D12 7' A VB LNV A a P—E R NMNETY,

AT9T2 T ANEEET A L7 PVICRIRLET, T4 L7 UMD T 7 A VEHIERLRNTIES N, RO7 7

ANPEENLTNET,
« asav-vi.ovf : vCenter ~DE A H,
ebootvmdk : 7 — kT 4 AT A XA—,
« disk0.vmdk : ASAV DT 4 AT A A—,
» day0.iso : day0-config 7 7 £ /LI KL O 72 3 > @ idtoken 7 7 A /L% & Te ISO,

s asav-vi.mf : vCenter ~OEAHD~=7 A~ 77 A /L,

vSphere vCenter ~ () Cisco HyperFlex L ASAv ME A

ATy I
ATy T2

ZOFNEEMFH LT, HyperFlex 2>% VMware vSphere vCenter (Z ASAv %3 A L %9, vSphere
Web Client (F 721% vSphere Client) Z#fH LT, B~ v ZEAL THRETETET,

1R BRI

HyperFlex |2 ASAv Z 8 A3 51T, vSphere (FHM) (<L b 1 DDORy MU —7 &%
ELTBLENRDY £,

ASAv % HyperFlex 7 7 A Z 24 A b—/L 3 5 HIIZ, HyperFlex 7 7 A% LI{GT—H A T
AT 2B H Y £, FEMIIZ OV TIX, HyperFlex 227 f Fab—a A R[5
FEl AL TSN,

vSphere Web 7 74 7> Mzua /74 o LET,

vSphere Web Client (& 721 vSphere Client) ZffH L. [72 < 3> (ACTIONS) |>[OVFTF> 7L —Fk
MDEA (DeployOVFTemplate) 142V v 27 LT, Ui¥v v —RNL/ZOVF 77 L— 774 V%
HBALET,

[Deploy OVF Template] 7 ¢ H— RAER I ET,
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https://www.cisco.com/c/en/us/td/docs/hyperconverged_systems/HyperFlex_HX_DataPlatformSoftware/Installation_VMWare_ESXi/4_0/b_HyperFlexSystems_Installation_Guide_for_VMware_ESXi_4_0/b_HyperFlexSystems_Installation_Guide_for_VMware_ESXi_4_0_chapter_0101.html

Cisco HyperFlex ~ ASAV DA |

. vSphere vCenter ~® Cisco HyperFlex £ ASAv D& A

ATv73
ATy T4

ATy T5

ATvT6

ATy 17

ATvT8

ATy

ATy 710

T7ANVATATOVET T L— =2 ESB L, IR~ (NEXT) 1227V vZ7 LET,
[OVF7 > 7' L — hOFEffl (OVF Template Details) | ~<— % fEsd L, OVF 77 L— hOfE# (B4
b, N—=Vary RXpeH— Fyra— RS X T A7 EOYA X HH) AR LT[R~
(NEXT) 1227V >27 LET,

[ Fa—H—F 1 & XZKZE (End User License Agreement) | X— YV BHE/RENFET, OVF 77
L—h (VIZT7L—bhDR) TRy TSN 748 ARZKEZHER L, KR (Accept) | %
7V w7 LTIA B ADEMEICFHEE L, [k~ (NEXT) 127U v 27 LEd,

[4H1L 35T (Name and Location) ] ~—C, ZDEADLHIEZ AJ) L. HyperFlex 238 A4 5 A
NURNOEET QT =X A NT E£72137 7 A %) ZiR LT, [IK~ (NEXT) 1227V v7 LEd, 4
AlEA X MU 7V ANT—ETHHLERHY | K80 LFEMHATEET,

VSphere Web Client Tid, A > X2 b B a—|ZF BG4 T V=7 NOMBBEREAFZ RS NET, 1
~ kUL, vCenter Server £7213HR A FREHMR AT V2l NEEETLEHNTHAT B EEET
T, ZOMEEIZIX, vCenter Server (ZH DT X TOEMRKRA T =7 FREENTWHET,

ASAv HyperFlex #7345 ) VYV —A7—/LZBE) L TERIRL, [k~ (NEXT) 127U v 27 LET,

Gx) ZON—VE, ITARZIIZY V=R T AREEN TV ARBREICORFRENE T, a2
Ea—T 47 VY —RAT—NDLE, BED/INT 3 —< U AEFDHTDITIET T AX DRI
R L E9

BEAFE (Deployment Configuration) ] #8R L £7, [(XE (Configuration) ] K> 77 U X ki
5, PR=FSNTWVD 32D vCPU/AFE VEOWT Nz R L, [k~ (NEXT) 1227 U v 27 L&

7

R~ v 7 7 A NVERIFT D [A b L— (Storage) ] DEFFTEEIR L, [k~ (NEXT) %227V v 7

L/ i ‘d‘o

ZDONR=VT, ST T AL TTTIHERENTNWDE T —F A N7 (HX i 28 L TER Sz HX
P IARKET—HANT) #ERLET, Wfiv v ar7sF¥al—rvay 77 A4 VBIOE
TART T AN, ZOT—FANTIRGFEEINET, K~ EZOTRXTOERBT 4 A7 77
ANERETED 5P A ZAOTF—Z AT H#ERLTLIIZE0,

[y hT—2~v B (NetworkMapping) |“X—3C, OVF7 7 L— FCHRESNZFX Y hT—7
AR RNIHNDOFR Y hU—Z 1wy 7 L, [k~ (NEXT) 1227V v 27 LT,

Management 0-0 1 > % —7 = A AR, A U Z—F v MLEERGER VM %y U —7 LEEMIT 5
TWHZ Eaf LET, FEHA ¥ —T7 =4 AL, BHEE— FNIZJS LT ASAv Mangement Centre
721X ASAv Device Manager 7 HE%E CT& £7,

EE HyperFlex . ASAv Tix, RABT A A ZAERT 5 & & DT 7 4 /b 73 vmxnet3 A > % —
T A A £ Lz, LA, 7 740 MiZel000 TL7z, €10001 > ¥ —7 = A A&
LTV 5HAIE, DIV EBA5 2 L2 <KHRLET, Vmxnet3 DT XA XA RT A1y b
U — 7 WL HyperFlex &t SALTWAHTed, T2 Y V=207, *y FU—
JRT g ANEELET,

Xy NT—=Z T N7 7 Xy MEIZZ2> TWRWAEEER S D £3, Ry NT—27 Z /o105 2 LM
TR EE RS A X, 2T [RREDOHRE (Edit Settings) | XA T 0l Ry 7 AL Xy T —7 #EHETX
FI, BAK%, AV AZ 2% H7 Y v 7 LT [REDHE (Bdit Settings) | ZFINLET, 72721,
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ATvIN

vSphere vCenter ~ Cisco HyperFlex £ ASAv D& A .

[*y hT—27 <7 (Network Mapping) | <— T ID IFFRENEFAL (XY NT—2 T X
21D DH)

DIFICRT, A v Z—T x4 A (vmxnet3 DT 7 F )V A B —T=2AR) OFy NI—ITHEFHE %
Bty bU—7 35ty hU—7 ORI ESHR L T 70,

RI2:FZETMLEERY FT—I DTV ETY : vmxnetd

2y kD—5 7 TA2ID |ASAvA B2 —T 1T A4 RXID

xv NU—27 7 X741 |Management 0/0

Fv NU—2r X7 %2 |GigabitEthernet 0/0

xv NU—27 7 x7% 3 |GigabitEthernet 0/1

Fw hU—r 77 % 4 |GigabitEthernet 0/2

xv NU—2 7 x4 5 |GigabitEthernet 0/3

Fw hU—2r 7HEFH 6 | GigabitEthernet 0/4

xv NU—2 7 x4 7 |GigabitEthernet 0/5

Fw hU—2r 7 x4 8 | GigabitEthernet 0/6

xv NU—27 7 X749 |GigabitEthernet 0/7

Fw hU—2r 7 &7 % 10 |GigabitEthernet 0/8

ASAv ZE AT LB, BRFI0EOA v H—T 2 A AEBRETEE T, T—H A F—T A A|TD
WT, BETLRY U= NIELWEER Y N =2~ B T &N, T —F A H—T oA AN
—BOV TRy FERIIVLAN I v BV 7SN TWAZ L2 HELET, I XTOAS v F—T A R
AT MBI, HHTLITERRNA U F —T oA AL, BRENTEDOEEICTEET,

[ /37 ¢ (Properties) ] X—3 T, OVF 77 L —F (VIT>7L—brDH) TRy r—IfEh
o, =Y —REMER T T s ERELET,
¢ [/NAT— R (Password) ]: HELY /B AHONNATV— RERELET,

s[> hU—27 (Network) ]: 5ERERi KA A 4 (FQDN) . DNS, R KA A | Ry hU—7
7v h=ajb (IPvd £7201X1PVv6) 72 EDF Yy hU— 71 EMEZRE L E£7,

o [BHLA X —7 A A (ManagementInterface) |: FEMEREZHEL, Fuy /Xy %2 7Y v L
C [DHCP/F#) (DHCP/Manual) ] Z&IRL, FEHA L F—T = A AD IPHEREZRELET,

(77 AT U x—/LE— LR (FirewallMode) |: #1777 A T U+ —VE—RZRELET, [T 7 A
7 7 4 —/LE— K (FirewallMode) | K v 7 XV RHZ 27 Y v 7 L, $¥AR—FENTWn52D
DE—RKOWTID (b—7 v K (Routed) |E7/2I1X[FT AT L b (Transparent) ]) % 3R
LET,
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B sa=syv—n~n7sez

ATYvF12 [k~ (NEXT) 1227V 27 LET, [HEHET (Ready ToComplete) 1 &7 >3 T, FRINIZIEHRE
R LET, INOOREEMHEH L TR AZRBT 22X, [T (Finish) 227V vy 27 LEd, A%
Mz B2, [ED Back) [#27 Vv 7 LTHIOXATRITHR Yy 7 AR £,

() PEARZRICEZ A (Power on after deployment) |4 7> a Nl F = v/ ~v—27 7T, VM
DEREA AL, [#T (Finish) 1227V v27 LET,

U 4 P— RMNR52 T35 &, vSphere Web Client (2 L » CTAR~ T U MU S E T, [Z n— L iE#R
(Global Information) ] fEIkD [FxiTD X A~ (Recent Tasks) ] %A T [OVFEBDHMFRE (Initialize
OVF deployment) | A7 — X A& fERTE £ 7,

ZOFIERKTTHE, [OVFT 7 L— FDE A (Deploy OVF Template) |58 T AT — X ANRK/R I
EJx a8

ASAV A VAR VANPA R MINDORRESNZT —H 2o X —D FIZERENET, HrILWLVM D
EENCIT, BR300 DZENHY 77,

GE) Cisco Licensing Authority |~ ASAv HyperFlex % IE# 286k T 2121F, A > F—% v v T 7k A
DB TE, A —F%y MR L TIA B AR EZ T SEHITIE, BAKITEBEMD
BENMEIZRDLZENDY £,

ASAv O Y —I)L~NDT7 O R

ASDM ZfEf4+ 28B4, F T 7N a—TF 4 I CLL 2T 5 LERNH LI BENH Y £
T, T 7 4V h Tl fLAIAFD VMware vSphere 22 Y — /LT 7B ATE 9, 2L,
AE—T U RR=A N PO VENTHEEEZRFFOR*y NU—27 U T ay ) —VERE
TEET,

» VMware vSphere = >/ — L D1 H

e Xy hT—2Z LUTI Ay —L R— FORE

VMware vSphere 1 > % — L D&
MR EETZIL T TNy a—T 4 7 %17 9121Z, VMware vSphere Web Client |2 L ¥ f2fik X
NWOR= Y — vt CLIWC T 78 A LE T, % T Telnet £721X SSH D CLI UE— K 77
EAERETEET,
188 B

vSphere Web Client Tl, ASARAE 2> Y — )V T 7 R RACRERI TAT > MNERT T 74 >~
A A=V LET,

AT 71 VMware vSphere Web Client T, A > X~ U D ASAAE A > A X A% 452 Y » 27 L, [Open Console] %
B U EJ, F721E. [Summary] % 7 @ [Launch Console] #7 V v 7 LE 7,

AFyT2 avV—1LTr Y7 LTEnter M LET, ¥ : Cul+Alt 4L, I — Y LUBEEENET,
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ATvT3

ATvT4

ATy TH

2y ko= 2uFLavy—i K- rozz [

ASA A N EREBTOLEIL, BB A v —VRRRINET,

ASA AR 3D THREENT D &, OVF 7 7 A WM BRI ST T A —H 5l I, i H % ASA AR
VAT ARERIZTIBINLET, 0%, EE7 o 2”8 EMICEB SN, BEEEELET, 2o Hiil
#rat AL, #IHTASA FE 2B A LG EICORFEAELET,

G¥) TARVAZA VA RN=NVTHET, A—7» MNI100Kbps IZHIBRSND T2, TlltEwi T
A NEFATTEET, T4 RT, BFEOBECLETT, F4 8V AEZA VA M—LT 5
FT. ROAE—URaryy— L TROVELFERISNET,

Warning: ASAv platform license state is Unlicensed.
Install ASAv platform license for full functionality.

WoDTa 7 NINEREINET,

ciscoasa>

ZoTarF I, 2—YP—EXECE— FTEEL WA Z a2 R LET, =2—¥ —EXEC £— FTIE
HERa<w NORrEFERATEET,

¥ EXEC E— RIZ7 7B AL %1,

1 -

ciscoasa> enable

WwoTa 7 RRERENET,

Password:

Enter ¥ —ZM L C, WICERET, T 74/ b TiE, RAT—FFZEATY, YRNIA RF—T VL /RAT —
R&ZRE L7=%E1%, Enter Zf3{Cbiczinna A LET,

a7 RRRO LI L ET,

ciscoasa#

REUNDT R TOa~v NiE, HEEXEC t— RCTHEATEE 4, BHHEEXECE—FK1bar 7 4 ¥a
L—varyET—RIADZ EHTEET,

FRHEE— REK T3 2121F, disablea~ > K, exit a~ > R, £zl quit 2~ K2 AN LET,
sa—s\arZ 4 Fal—varyE—RIT77E8ALET,
ciscoasa# configure terminal

Fa S NBRRO LS LET,

ciscoasa(config) #

Jua—s L ar 7 4 X¥alb—ay ET— R0bh ASA R OBRELHBCEES, Fa— L ar Ty
Fal—varE—RERTTDICL, exita~> R, quita~> K, £oidenda~>r REANLET,

2y RI—H Y7L ary—ILFR—rDETE

LV T ARY T ADB EDOTEDIZ, aL )= T I ERIONWT, Xy NT—7
VUTNAHR— FEBMTEREST D, ERIEME IV TV HR—harkzr hb—% (vSPC)
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Cisco HyperFlex ~ ASAv M E A |
B cruzrazi—7vrsqtrzr07YTIL—F

T D L0 ICRETE E T, FHIEOFHEMIZ OV TIL, VMware vSphere D~ == 7 /L %
ZRLTL7Z3 0, ASA AR Tk, R =z Y —LoRDEVICT Y TV R—RMZary—iu
HAEEETLIVERHY T, ZOFIATIEH, YV TV KR—F avr—ALEaHHNITDHH
HBIZOWTHBI LET,

AT w71 VMware vSphere Tx* > hU—72 U7/ R— K& E L ET, VMware vSphere D~ == 7 /L &S L
<TZ&EWy,

ATw 72 ASARIE T, Tuse ttySO| WO LAFID T 7 A V% disk0 D/V— K T4 L7 NUIHERLET, 277
ANMZIEFRABEDNEENTVWDREIH Y T A, ZOBFIHEET DL Z L ORPMLETT,

disk0:/use_ttySO0

« ASDM 5 [W—JL (Tools) 1>[Z 74 ILEE (FileManagement) | ¥ A 7 a7 Ry 7 A&HH LT,
COARTEDTIFA NI 7 A NET v TR —FTEET,

«vSphere 2>V — /LT, 77 AV VAT ANOBEFED 7 7 AV (EEDT7 7 A V) ZH LWARNC=
=T Ed, RICHZRLET,

ciscoasa(config) # ed coredumpinfo
ciscoasa (config)# copy coredump.cfg disk0O:/use_ttySO

ATvT3 ASARHEZ Y m—RFLET,
« ASDM 7> 5 [Tools] > [System Reload] % #4R L £ 9,
* vSphere =Y —/ /L Creload Z A1 L £7°,
ASA fiAR 1% vSphere =1 > Y — A ~D¥EEEIEL, RbVICT I T ar Yy —LIcEELET,

ATy T4 )TV R— kOB E L7z vSphere DR A R IP 7 KL A LR — hEEIZ Telnet #2552 0>, £ 72
IXVSPC D IP 7 K L A & AR — KT Telnet 8t L £ 77,

VCPU FIERIL—T Yy bk 54V RADTYTIL—F
ASAv I, I TE % vCPU DRI BT D2 AN —T v b TA B RAZMEH L £,

ASAv ® vCPU O & H#RCT (E21FHGT) LA, LI A B AZER LT, Z0OH
LWIA B AZ2@HAL, FLVMEE —EHT 25 K952 VMware D VM 7’837 4 28 E L E
j—O

)

GE)  HvEToHNAVvCPUIL, ASAVIRIACPU 74 B AE R TZAN—T v T4V AL —H L
TWHMLENRHY £9, RAM %, vCPU HICIEELL A AFHE I N TV DLIXLERH Y 3,
Ty = RERIIF U7 L— RERZIE, ZOFIEICHST, 74 82 R L vCPU Z il
T 2 L2 LET, KRR —E0H 556, ASAV ITHEUICEIEL /A,
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| Cisco HyperFlex ~® ASAv D& A
VPU EFERL—T v k S z07 v ToL—F |

2TFYT1 FHLWASAVRIE CPU SA B AFEHIZAN—T v oA B RAZBERLET,
ATYT2 FHLWIA B ZAEZEHLET, 72— A —R_"— T OEE, MHTOEBICHLNT A B 25
=

ATV T3 Tz VAN AT LENEI DTG LT, ROWTINEFITLET,

o 7 x— /LA —/3—%H 1 : vSphere Web Client T, A X /34 ASAv OERZGIW LET, 7= & 2iF,
ASAv %7 U w7 LTHh 5 [Power Off the virtual machine] % 27 V v 7 350, F/IZASAVE LT Y v
27 L C [Shut Down Guest OS] % &R L F 9,

o 7 = — /LA —/3—72 L : vSphere Web Client T, ASAv OERZEIWT L EF, /=& 213, ASAv =7
U w27 LTH 5 [Power Off the virtual machine] 27 U v 7250, F£/IXASAVEEZ7 U v 7 LT
[Shut Down Guest OS] % 3%&{R L £ 77,

ATY T4 ASAVEZ Y w7 LTHoE [~ v O EDME (Edit Virtual machine settings) 1227V v 7 LET
(721X ASAY 2457 U v 7 LT [REDHE (Edit Settings) ] 23R L ET)

[Edit Settings] # A 7 12 7R v 7 ARFRINET,

AT9FTE  HLWVCPU 74t ADIE LVMEE MR T HI21E, ASARME 0T A2 (13—) s D CPU
L A EAREZBRL T EEN,

AT w76 [Virtual Hardware] # 7 @ [CPU] T, Ry 7 X7 URX SO HH LUVMEZEIRL £7,
ATv 7T [Memory] IZI&, # LV RAM Ofix AJJLE T,

ATv7T8 [OK]|ZZ7 Vw7 LET,

ATYT9  ASAv OERE AT LE T, 72& 2IE, [Power On the Virtual Machine] #72 V v 27 L £,
ATFYTIN0 T x—F—— T DOEE

L 7774 7EE~Da Y —NLVERLI), £E3T7 77 4 7THEETASDM ZiE#EI L E7,
2. AFUNAHEBRBOERBMPKT LI, AX AN EBIZT 2 — V==L FET,

+ ASDM : [Monitoring] > [Properties] > [Failover] > [Status] Z &R L, [Make Standby] 22 U v 7
Li‘a‘o

* CLI : failover active

3. TUOTFATEBIIH LT, ATV 3 ~95BIELET,

RDERY
ZECOWNWTIE, ASARIEE DT A2 (1 3—) 2L TN,
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Cisco HyperFlex ~ ASAV DA |
. Cisco HyperFlex T ASAv (/X7 + —< > R FH%

Cisco HyperFlex T® ASAv 0)/§7 A —< U REHE

ASAVIZEMERED T 7T A 7 ATY N, Fei 72 i B %153 5 121X Cisco HyperFlex O % 53 2, 2
REENH Y F7,

LUTIX. HyperFlex B5: T ASAv DI H D /N7 4 —~< U AGRRET 572D DA NS T 77 4
A LRI T,

xR 7 L—LDOAERE

MTU BREWZE, REWTF Y bEEETEET, Xy FBRREWVIZE, Xy hU—7
DNFENEL RDLAREMERHV EF, WOTA FIA 2L TN,

e T T 4 I RADODMTUD—3 : T _XTDOASAVA VX —T =2 AL T T 47 /RR
WNDOZFDMMDTINA ZADA v BZ—T = A ZATIE, MTURRUCICARD L IICRETHZ &
FHEELE4, MTU O—EIZ LD, FET A ATO Ty D75 7 A v MEASE]kE
TEFET,

e V¥ R T L= ADX : MTU 2K 9198 /S MIRETE £9, ASAv O KfEIX
9000 T3,

ZOFRIETHEH, WOBRKETY Y VAR T7 L—AEBFINIT D HIECOWNTHEALET,

vSphere7.0.1 L@ HyperFlex ¥ 5 X 4 >VMwarevSpherevSwitch>CiscoUCS 77 7 w4 A
vA—axy ~ (FI)

ATvT1 ASAv ZJEB L7~ ASAV R A O MTU RELXZZEH L1,
1. vSphere Web 7 7 7 > b A L T vCenter H—/3—THfE L £ 7,

2. HyperFlex 5 A F @ [FEfli 27 LEETE (Advanced System Settings) ] C.
[Net.Vmxnet3NonTsoPacketGtMtuAllowed] DFETE/NT A —X DfEE%E 1 I LET,

3 ZAHERAFLTARA MZHES L LT,

FEAMIZ OUWNTCIE,  Thttps:/kb.vmware.com/s/article/1038578) # &ML T 72 &1,
AT w72 VMware vSphere vSwitch ® MTU BREZ A HE L 97,
1. vSphere Web 7 7 A 7 k& Adi ] L T vCenter H—/N— 245 L £ 77,
2. VMware vSphere vSwitch D7 1237 ¢ ZfgE L, [MTU] DfE% 9000 IZEXE L E T,

ATY T3 CiscoUCS 777 Vw7 f v —axs ks (FI) OMTUREEZEFLET,
1. Cisco UCS Management = > —/LiZua 74 > LET,
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| Cisco HyperFlex ~® ASAv D& A
I e |

2. QoS VAT LY T AEMET HITIZ. [LAN]>[LANZ 59 K (LANCloud) 1>Q0S Y RAFL 925 R
(QoS System Class) DJIEIZEIR L E 7, [2f% (General) ] ¥ 7 T, [MTU] Dfi% 9216 IZFRE L £
ﬂqo

3. VNIC ZfRfET 521X, [LAN]>[R1J >— (Policies) ] >[JL— b (root) 1> [H J#A#E
(Sub-Organizations) ]

<your-hyperflex-org>VNIC T > 7 L — bk <your-vnic> OJIEIZER L £ 9, [&M% (General) | ¥ 7 T,
[MTU] O£ % 9000 (Zf%E L £,
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s 11 =

Alibaba Cloud ~@ ASA Virtual ®E&E A

Cisco )5 X = VT 4 RABT 774 7 L A%, WML CiscoASA LRICLY 7 Ny =T %
FATLT, W7+ =27 7 7 ZICBWTEMRFE O X 2 ) 7T ez Rt L £ 3, <7
U 7 Alibaba Cloud {Z ASA Virtual ZEH AL L OFHE LT, (KEBIOWEHT —X L X —0
U—7n— R&{f#CT& £9, ASA Virtual TlE, FFHORE & & B2 IEE, fid, £
TmiIBETEET,

| A

BEE 9.13(1) LETIE, ¥R —FENTWDHTTO ASA Virtual vCPU/ A E VAR TR T ASA
Virtual 7 A Z 2 A& TE 5 L 912720, ASA Virtual 7 A o A& L. ASA Virtual %
HFHLTHWLIBEMET, SESERVMY Y =27y 77U M TEITTEET, £72. ASA
Virtual 74 B A TliE, VAR — FxE4D Alibaba A v A X AX A 7O B2 £17,

« Alibaba Cloud ~® ASA Virtual D AIZ2W\T (337 _X—)

« ASA Virtual 35 X O Alibaba OR#ESA: (338 ~2—)

* ASA Virtual & Alibaba OFEHEH 7R — bk LHIREIE (339 ~=—7)
* Alibaba ~® ASA Virtual ™ A (340 =—)

* Alibaba TP ASAv D/ 7 F—= 2 A (342 _—)

Alibaba Cloud ~@) ASA Virtual DE A [ZDUNT

ASA Virtual 1%, ¥X® Alibaba { > AX LV AZ A THPR—KFLTWET,

Alibaba Y R— rF 24V RAVREAAL4T
Y

GE)  ASA Virtual TlE, BIE3 SO A v Z—7x—RA (ENI) BLOA LV AX L A EFR— T 57
DK 4 ODA LV H—T 2 — ARNNECT,
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Alibaba Cloud ~0) ASA Virtual DA |
B Asavirual & & U Alibaba DETIR S

Y RI—HUEH
« JAR 72 ASA Virtual a8 — F 2, &K1 2D vSwitch (7 %> +) #H> 120D VPC
FERLLE T,
evSwitch X, £ v AXZ L ADBEAS LB LY —IZHHIVERHY , [ — 12720
AIXERR T D MERH D F97,
ESPER=

A VAR AR T FDOBREDTEITHOWTIZ, [Alibaba Cloud] &ML TL F &0,

ASA Virtual & & U Alibaba DRI

« https://www.alibabacloud.com/ T7 H v > & AER L £,

« Cisco.com 7> ASA Virtual D qcow2 7 7 A V% X 7> v — K L, Linux A8 A MMM L £
‘j‘o

http://www.cisco.com/go/asa-software
S

GE)  Ciscocom D 74 U BIORY A a — 28BN MLIE T,

¢« ASAVirtwal IZT A B A&t LET, 7148 A %fH5 95 £ T, ASA Virtual 1%, 100
[l DFEfE & 100Kbps D A /L—"T" N DHNFFAI S HMIRE— R TIITESNET, [ASA
R DA 2 (12=) | 2BRLTLTEEN,

A VB —T = A ADFEM:
EHA LA —T 2 A A
c WElIB KON A v Z —T = A R
cWE/NA

EWHA L H—T = A R : ASDMIZ ASA Virtual Z BT A7 DI EN, T T 4w
7 OBWBIIIIMMBHATE T A,

WA v H—T A A (WZH)  WEBAR A MZ ASA Virtual Z 85t 7 572 O H
nET,

e NEA L H—T A A (WIEH) : ASA Virtual 37U v 7 %y NU— 7 1Tt 5
EOIERSNET,

* ASA Virtual D3 A7 KON TIE, Cisco ASA O AHAVE [HFE] 2SR L T &0,
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http://software.cisco.com/download/navigator.html?mdfid=279513386
http://www.cisco.com/c/en/us/td/docs/security/asa/compatibility/asamatrx.html

| Alibaba Cloud ~@ ASA Virtual D& A
ASA Virtual & Alibaba O#gei— + & $IEHE [

ASA Virtual & Alibaba D#4geH7R— + L #HIREIE

HR— kb Ih HHEE
Alibaba [0 ASA Virtual |%, ROREZ YR — F L TWET,
c QCOW2 A A=/ lr—
o AR 70 8L DR
* Day-0 %
« NPT —F 21T NRA T — R&f# ]l L7- SSH
« 73y 7 HHIT ASA Virtual 127 7 & 2325728 D Alibaba Ul =22/ — /L,
« Alibaba UT D2 11/ H)

s PR — R ENTWDA U AF L AH AT 1 ecs.gSne.large, ecs.gSnexlarge, ecs.gSne.2xlarge,
¥ L W ecs.g5ne.4xlarge

*BYOL 7 A 2 2ADHHR— b

HR— b IN7EUEEE
Alibaba b0 ASA Virtual |%, /S—3 3 > 7.2 TIXROKEREEZ AR — F LT EH A,
o & A PR RE
« HE) R Fr—1
* [Pv6
* SR-IOV

HPREIHE

e T Xy N UL DIL—T 4 TR STV RN 8, Alibaba TR U VPC N
East-West N7 7 4 v 713V R —FEINTWHWEHRA,

¢« hTUART LU RE—R, AT R, BLONy 72— RFBESR— S
ITOER AL

¢« ASA Virtual 7 7V r—3 3 UEEBATHIZIE, Ry NU—TIIEA VARV ARET 7
2V gSne HfEATHZ L AHEEEL FT,

« V¥ VAR T L— AL, Alibaba DPEDA VAL AL A TIZRE SN TN D T2D IR —
FIINTWERA,
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Alibaba Cloud ~0) ASA Virtual DA |
B Aiibaba ~0> ASA Virtual DA

ESPER=¢
ZEAIZ DUV T3, Alibaba Cloud # &R L TL &0,

Alibaba ~@ ASA Virtual ®E A

AT ASA Virtual DA A — V0N[4 A—T D% E (Image Configuration) | X— IZFK R I
TV Z L zEB LET,

AT 71 https://www.alibabacloud.com/ |27 7' > L, Hulk &38R L £,
GE) Alibaba [ZHWZ A BES BB ORI S TV ET, HlliE, miimof EIcR RS
ET. HHMENOY Y — A, BIOHBICEZR SNEEA, HRIOHEAICA S80S 2
&R TEMICHRE L T E S0,
RT9 T2 hRELRBIEAS A —SDIER
Alibaba |Z QCOW2 A A —Y DA% YR — s L TNET,
a) Object Storage Service (0SS) IZBE L. 7 v FEAERL T, ROFIEEZFATLET,
Ny NAIE, Alibaba VBT 27 NNTZ B — U —EBETHHILERDH Y 7,
1. B—HhNAT 4 L7 KUrb Alibaba 37 > MZQCOW2 A A—T %7 v 7 m— RLET,

2. FEfloFvesr—arv 4 RUTUN Ty b (Buckets) ] >[ASA Virtual/\rwy ~ (ASA
Virtualbucket) ]1>[7 v Z7BR—F (Upload) [DIEIZER L E 7,

3. Tyl ue—RKREEICET LEL, [F7A4X—F (Private) | % ACL L L GEIRL, A7V =7/
FOFEMIZRHRHEEINTWVWAS 0SS A7 V=2 hT7 RLRA&xabr— L%,

4 Ty RPBHAL DA A—=LDOSS AT Y=/ bT RLAEM (T ET,

5. [Linux] Z OS & L CHEIRN L, [Z DM DLinux (Others Linux) &/ NU 7> & A 7E L TERL
i‘a‘o

6. VAT AT XTI F T [x86 64| BV AT AT —F T 7 F ¥ L L GRIRLET,
7. A A—VHRUTIL [QCOW2] &R L £,
8. [BYOL|ZTA kLA ZATLLTERLET,

b) HIDRAT v TR A A=A AZ L AZER LT,

1. EfloFesr—rar v g RUTA A=Y (Images) |>[ARA LA A—2 (CustomImage) >
[72 23> (Actions) |>[41 VR ADYER (CreateInstance) |DIEIZEIR L £,

ATYT3 DRABLA A=A DRI D REER

a) ElagicavEa—F4 >4 ¥—E X (Elastic Compute Service) >[4 VR H V> AD{ER (Create
Instance) [IZBENL T, LLFZ®INL £9°,
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https://www.alibabacloud.com/help/doc-detail/200512.htm
https://www.alibabacloud.com/
https://cloud.google.com/storage/docs/naming

| Alibaba Cloud ~® ASA Virtual D& A

o a0 M~ »w

Alibaba ~> AsA Virtual DHA ]

Ul

[#4 5 (Billing Method) ] : 7E&Hlif4 (Pay-As-You-Go)

[ (Region) ] : BRI S TiERR,

[f > A% AH A7 (Instance Type) | : ecs.gSne.large/ecs.g5ne.xlarge /ecs.gSne.2xlarge /ecs.g5ne.4xlarge
[#c& (Quantity) | : HEIZIG U TRE,

[f A= (Image) ]: RBIDOEZ v a  TIERLIZDAZ LAf A=,

[V AT LT 4 A2 (System Disk) ] : #x/IME? 20GB,

b) I HITHATT HITIE. RONEZERLET,

1

2.

[VPC] : ASA Virtual 23 A S 415 VPC,
[Vswitch] : 77 A~V A ¥ =T x4 ADH T F v b,

[/S7 Y » Z7IPv4T KL ADEY 2T (Assign Public IPv4 Address) ] : SSH#¢H THERiT 2 MLENH
DET GEBIRSINTW2RWEEA. ASA Virtual (21%, UL 75 Alibaba O = Y — /L5t &/ LT D
KRT 7 RATEET) ,

[E%= V7 4 7 V—7 (Security Group) |: )72 tX=UF 4 VN —T %@L E7,

[f 5 —7 =4 (Interfaces) |: T4~V A F—TxA AL, FIH2THER L=V TRy b
WCBRLTWET, A UV AZAF2ODA 0 F—T7 oA ATRATE, D IFRAZICH DT TX
7,

) ROEI7 v a  IBELT, UTEETLET,

1

[FF—7 (Key-Pair) |: ¥—_X—200 7 A L OHE, EFLETOINLTORNWEEITF— <7 %24
BRLET, XZAT—FREFEHLTA LV AZ L RZT I EATAZ L TXES,

[f > A% A4 (Instance-name) | : WH)72A > A ¥ A DL,

[(0H (—¥—F—%) (Day-0(UserData)) ]: B/t~ THOBABREIEE L LT (Baseod
Ty a— NEERLARWVWTIZE) |

% 0 H R DA

! ASA Version 9.x! required config start
interface management0/0
management-only

nameif management

security-level 100

ip address dhcp

no shut

|

crypto key generate rsa modulus 2048 noconfirm
ssh 0 0 management

ssh timeout 60

ssh version 2

username admin nopassword privilege 15
username admin attributes

service-type admin

aaa authentication ssh console LOCAL

! required config end
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Alibaba Cloud ~0) ASA Virtual DA |
B wibaba <o Asav /8T H—< o 28R

d) FIABICHELTA v AZ U AEER L E T,
AT T4 [ AX L ADEE) (Launch Instance) | %7 U >~ 2 LC, ASA Virtual Z23E A L F9°,

Alibaba T®D ASAV D/\ T # —<  REHE

VPN O & 3E 1L

Alibabac5 A A X A%, VARID 3, ¢4, BLUOmd A AHX A L0 BT 50T Em0y
T =< AEREMLUET, SAVAF AT 7 I TOBBLEDRAVPN ZL—F v b
(AES-CBC i 51biZ &L 5 450BTCP N7 7 ¢ v 7 Z{EH T 5 DTLS) iL, AFD L 5> THH M
TRH Y ET,

* 0.5 Gbps (c5.large)
* 1 Gbps (c5.xlarge)
+ 2 Gbps (c5.2xlarge)

* 4Gbps (c5.4xlarge)
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.18
=5 =0

ASA 18 MDEXE

ASA AR DEATIL, ASDM 7 7t A ZFHHEE L 7, BARIHEE LY 747 M P
T R ARG, Web 77 74 TASA R EHIP 7 R L A IZEE/R T 9, ZOZETIE, it
DI TAT MR ASDMIZT 7 BATE L X012 251EE CLI T 7 v 2 &[T 5 5k
(SSH £721% Telnet) {IZOW T HiBHLEd, ZOFETERY FiF5F0MoOMNEOREEEIC
IZ. ASDM T 4 F— RBEMT AT AL ADA A M— L3 L ORI EEEN S £
nEJ,

+ ASDM O ft#H) (343 X—)

* ASDM Z{EH L 7= WIHIER EDEST (344 X—)

o FEAMERE (346 X—Y)

ASDM O #Z &l

ATy T

ATy T2

ASDM 7 747 v b & LTHEE LT PC TRO URL # A ) LET,
https.//asa_ip_address/admin

WDRHS - %F> ASDM BN Y > RUBRERRINET,
* Install ASDM Launcher and Run ASDM
« Run ASDM

* Run Startup Wizard

FrFxEHTyR— RTHI0E, ROFIREETLET,

a) [Install ASDM Launcher and Run ASDM] %2 U v 7 L ¥ 7,

b) —PF—ZLNRRAT—FDT 4 — /L FEZEDOEFICL GBS A P—LOEE) | [OK] %27 ) v
LET, HTTPSERAEN R E SN TV RWGAIL, 2= —AB LA R—TIL /AT — R (F7 4L
FTZEH) ZAJILRWTASDMIZT 7B A TE £9, HTTPSFRitx AN Licha, =—F—4 &
BhEfH T DN AT— K2 AT LET,

¢) AVAM—TFZPCIZRTFLT, A VA —F&EEILET, A1 A M—APETTSHE, ASDM-IDM
ZUoF e NEHBIBICHHE £,
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AsA 58 oEE |
B rsom zmL-assEoEsT

d FEHIPT RLAZANL, 2P —ZERRAT—REZEADOEFIZL FHHA A M—LDGE) |
[OK]%Z7 U w7 LEd, HITPSFRAEZ AN LT2GE., =—V—4 L EEM T Oz AT — K& A
HLET,

AT 73 Java Web Start 2321213, ROFIEEFEITLET,

a) [Run ASDM] ¥ 721X [Run Startup Wizard] 22 U v 7 LE T,

b) Tl IRERENTES, Ya— by bR a—X IR FELET, AT va T T r—
VarEREETICHS 2 b TEET,

c) “a— kI FHD Java Web Start Zf2E) L £ 97,

d) RSINHAT TRy 7 A>T, EEDOFEHFELZ T ANLET, Cisco ASDM-IDM Launcher
MERINET,

e) TP —HENAT—REZEADEEIZL FHA A M—LDEE) [ [OK] 227V vy 7 LET,
HTTPS i8iE&2 AN Lot 22— —4 LT oAV — K2 A LET,

ASDM #{E A L F= ¥ EA E D ETT
RD ASDM 7 4 B — FB X OFIEZMHEH L TR EZIT ) 2 &N TE X,
» Startup Wizard 31T
o (fEE) ASARME OWNMNZH D37V v 7 — = ~DT 7 & AFFA]
« (A7 =ar) VPN U 4 — KDOFET

(7> a) ASDM Ofid w7 ¢ F— RO FELT

CLI OB TEIZ OV T, Cisco Secure Firewall ASA >V —XCLI 2> 7 4 Fal— g A
R [F55E] 22 LT a0,

Startup Wizard D E1T

X2 VT 4 RV —F WAL~ A XL TEAFETE#ELT 5121, [Startup Wizard] % 5217
Liﬁ‘o

AT w71 [Wizards] > [Startup Wizard] Z#4R L £,

RATYT2 BXa T4 RV =% DAL~ A AL T, AFECE#ELLET, KERECTEET,
« RA M
« KA
ST —

e AU —T xR
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| AsAfR#E O

(EE)

(E8) ASARE OWBEIZH2/3TY v o 9—ri—~07st2HT [

«IP7 KL A

CAAT 4w —h

« DHCP #—/3—

« Xy hU—27 T KL AZEHHBIHI
s ZOMMDIAH

ASAREDRBIZ&H BH/8T ) v I F—IN—~DT I £ RAEFH

[E%%E (Configuration) |>[Z 74 7 24—JL (Firewall) 1>[/87 1 w4 H—s\— (Public

Servers) | XA VT, BEX 2 VT 4RV —RNHBMICRES N, 4 ¥ —F > M LNE
P N—ZT 7 EATELLIICRVET, EVRAF—F—& LT, Wty hU—27 H—
B A (Web $—/3—= 2 FTP #h——72 &) (N2 —F—RNT 7 EATE L LI T 2 0%
BHDLIEERHY 4, b0V —E AL, ASA RAEDOEHIZH D, Demilitarized Zone

(DMZ; R 2EHA) LI DBIOR Yy hU—7 EICEETEE9, DMZIZAT Y v 7 H—
N=ZPlET DL, NT YU w7 == T DTNy N T = ITERELEE A,

(72 3ar) VPN 4« F— FDEFT

WD 4 — K ([Wizards] >[VPN Wizards]) #f#ifH LT, VPN & E CT& £7°,

o A FEIVPN 7 ¢ H— R : ASA{RAR & B VPN 5HET 3 AT IPsec B R ko
NEER L ET,

* AnyConnect VPN 77 ¢ #'— R : Cisco AnyConnect VPN Client ® SSL VPN U E— r7 7 & &
ERELET, ¥XaT 27747 b TIXASA ~DEF 2772 SSL g etk S5 7=
W, VE—Fra—HP— 2L BH0EY VY —ZA~DTZ/LVPN h 2 U U ZWAHEICR Y £,
ASARY v —%RETHE, VE— b=V —NEINCT T UV EMHL Tl oL =
W2, ¥XaT7 94T N EX Y —RTEET, BT 7 7472 F3.0LREEE
HA+2856. 77472 Md. SSL 7213 IPsec IKEV2 VPN 7' 12 h )L & EITT&E £97,

* Clientless SSL VPN Wizard : 77 VW27 47> RV ASSLVPN UE— K 778 A%
ELET, 7IA4T LV FLVAT TP R—=ZASSLVPNIZL - T, 2—H— I Web 7T
%%@%LTA%»@t%;Tﬁ)%~bT&ﬁxwwb/zw%%if%ifomn
ENnbé, a—P—|ZFR—F N R=UNFREN, FR— béﬂéﬁm@ﬁ%)/ A
677th%é;o IR0 ET, Xy N7 EFHEX, SNV—THN T2 —Y— (2
y—z«@?&ﬁ%%@%ﬁ%biﬁomlu\%E@ﬁ¥9y~x~@77tx%ﬁ@
L7720, Fad57-0lcdATcE £,

s IPsec (IKEv1 or IKEv2) Remote Access VPN Wizard : Cisco IPsec 7 7 1 7 > k ™ IPsec VPN
VE—h T BRAEHRELET,
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ASA 738 DEE |

(72 av) ASDM DD 1 F— FOELT

Azure ~®D ASA FAEIPsec AR b o RV A X —T = A A (VTI) 55D FEIZOW T,
FAzure ~0 ASA IPsec VTI #:#: DFER] 2B L T2 &0,

N A N [ B
(7 a>) ASDM DD 4 — FDET
AR E X Io7 = — VA —"— VPN TRZ m— KN F v 07 BEXOT v b
X v 7 F ¥ HRET DHITIE, ASDM TEDOMO T 4 HF— REFEITLET,
* High Availability and Scalability Wizard : 7 =—/L A4 —/X—F =X VPN E— K T 7
ERELET,
« Packet Capture Wizard : /X7 v b ¥ 7Fx 2 EL, FITLET, 20U 40— FNiL,
ANEIA 2 —=T 2 A ZDENENT ATy XYy T F X2 IBETLES, Ty b
F¥ 7 TFrdDL PCITRTy b I T TFrafRffL, Xy b7 FIA P TCF =
BIRXNY LA TExET,

I-il-ll:i:l
23]
K
)

ASA FHE DR E #5775 512, Cisco Secure Firewall ASA vV — X R o h—%& [HFE] &

i

SR L TLIEEN,
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BERICDOWT

CORF2IAVMNEI, RKEVRAOARITRF 2 AV MNDSEMRTT, YV IBHRICODEXLTIE
. BERBRIBEFAT. ZEBRICTZ Y 77— DHD. UV IEOR-IHBEI/LTEThTWNS
BEFHDEITEEZCTELIEZD, HBLETHLEZNMREBDFTIDT, IEXLBABICDL
TIKETAIPMDRF AV M ESELESZL,



