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B rsamim 754 "=+ 59 ROERMSE (VMware, KVM. Hyper-V)

ASARIE DA E ) T7AT7 o+ —ILDER. & |VLANs
B

8GB ~ 159 GB 500,000 200

16 GB ~ 31.9 2,000,000 1024

32 GB ~ 64 GB 4,000,000 1024

ASA RH8 TS5 A4 R— 0 5 FOERFTS (VMware., KVM. Hyper-V)

TRTDOASARE T A B AT, VR —FENTWETTOD ASA I vCPU/ A £ U HEp% T
EHTE D72, 774 X—17 77 NEEEE (VMware, KVM, Hyper-V) (T ASA AR 2 A
THEAOFMIENEE D 77,

)

(GE)  ASAv50 & ASAvI00 (%, HyperV TIEHHR— bk ILEHA,

XTI ITAT U N RBIRTLS 7Dy g VHlRIZ. £ A b—/LE 72 ASA K
BTZ Y N7+ —LOMERMGEICL > TREY, L— MIBROEAZZITET, IROKIL,
TIAN— R T T NREICEA I ASA (KA ORI HBICES< By v a VIR &
HHEND L— MHIRZ F & O DTT,

)

GE)  ASAME By a3 VHIIRBIZ, ASAAR Az reya=v 7 ani-A2t ) 0BITES
WTWET, R2: ATFVEMIZLD ASARAE By a VHIBR B _—Y) 2L T
<TZEWY,

% 4: VMware/KVM/HyperV 75 4 X— 5 57 FD ASA{RTE : #ERFAFSICEDNTT M 2o RSN #EEDFIR

RAM R EDYR— k>

(GB)

& | & |[1REE. 100M |FHEE. 16 RERE. 26 RER. 106 |1RERE. 206
NP

2 |7.9]50/500/100M  |250/500/1G 250/500/2G 250/500/10G  |250/500/20G
8 | 159]50/500/100M  |250/500/1G 750/1000/2G | 750/1000/10G | 750/1000/20G
16 |319[50/500/100M  |250/500/1G 750/10002G | 10K/10K/10G | 10K/10K/20G
32 |64 |50/500/100M  |250/500/1G 750/1000/2G | 10K/10K/10G | 20K/20K/20G

* XTI IAT o by a /TS VY uxs s g VRN G E A AX AR
LD L — MEIFR,
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ASA R /ST w2 55 roERits aws) [

ASA REE /XT ) vy 577 FDERMTE (AWS)

TRTOASAFIE 714 B A F, AR — FSNTNDHTXTO ASA (AR vCPU/ A € U f§RL T
HHTEL-0, SESERAWS A U AZ U AZ A FIC ASARAE ZMATEET, ¥ =

TIIAT P BLIOTLS 7uxi 0t v g UHIBRIL. A A b= &7z ASA 48 7

Ty N7 A —LOHRMNERBIZE > TRED ., b— MHlIROwEH %% 9,

WDORIL, AWS A LV AX A X A T OMERRFT G gl 3> v va ViR E L— MHlFRZ £
LOIEHEDOTT, YR—FENTNDEAL L AZ L AD AWS VM OHIFE (VCPU & AEY) D
WERIZOWTIE, TAWS 7 T 7 R~D ASA R DEAIZHONWT] 2L TLEE0,

R 5:AWS D ASA R  HERITSITE I 54 2 AEEEDHIR

1AUREY BYOL #Z[R{F 5 DHHR— k * PAYG **
% ZERE, 100M | ZHEE, 16 BERE., 26 RERE. 106
cSxlarge  |50/500/100M  |250/500/1G 750/1000/2G 750/1000/10G | 750/1000
c5.2xlarge  |50/500/100M | 250/500/1G 750/1000/2G 10K/10K/10G | 10K/10K
c4.large 50/500/100M  |250/500/1G 250/500/2G 250/500/10G 250/500
c4.xlarge  |50/500/100M  [250/500/1G 250/500/2G 250/500/10G 250/500
c4.2xlarge | 50/500/100M  [250/500/1G 750/1000/2G 10K/10K/10G | 750/1000
c3.large 50/500/100M | 250/500/1G 250/500/2G 250/500/10G 250/500
c3.xlarge  |50/500/100M  [250/500/1G 250/500/2G 250/500/10G 250/500
c3.2xlarge | 50/500/100M  |250/500/1G 750/1000/2G 10K/10K/10G | 750/1000
mé.large  |50/500/100M  |250/500/1G 250/500/2G 250/500/10G 250/500
mé.xlarge | 50/500/100M  |250/500/1G 250/500/2G 250/500/10G 10K/10K
m4.2xlarge | 50/500/100M  |250/500/1G 750/1000/2G 10K/10K/10G | 10K/10K
2 XTI TAT L by v a I TLS VX va VKR G ERIFA Vv AX AT
& D L— MIBR,
YR T I ITAT By a s TLS Fu¥i v g, PAYG E— RTIEL— Ml
BRITEEH S EH A,

Pay-As-You-Go (PAYG) £— F

ORI, FEERS (PAYG) T— RIZBIT 2RO A~ — T4 & AR 5O E %R
LE9, PAYGE— KiZ, Elv Yo ATV ICEIEET,
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B ssamEouvss59 KOBRMES (Azre)

= 6:AWS LD ASA{RHE : PAYGDAT— b5 4 £ RIERFFE

RAM (GB) BREEET— FOERMTS
2 GB ~ 8 GB A RYERE . 1G
8 GB ~ 16 GB #iifi tRYERE . 2G
16 GB ~ 64 GB FRYEE . 10G

ASA REE /XT )y 79 57 FDERMTE (Azure)

FTRTOASAHEE 74 B RE, AR — FENTNDTRTO ASA AR vCPU/ A E U Rk T
fECE 5720, SE8FER Azure A VAX U AF A FIZASABME #BATEET, ¥
TI2IA4T7 M BIORTLS 7uaxv Dty a UIRIE, A A =L &= ASA {8 7

Ty N7 A —LOHRMNERBIZE>TRED ., b— MHlRO6EH %% 9,

WORIL, Azure A Y AH VAL A TOMERM GBICESS By v a UHilRE L— MR Z £
EOELDOTT, YR—FENTWDHA LV AZ L AD Azure VM ORI (VCPU & AE V) D

WERIZDOWTIE,  Microsoft Azure 7 7 7 K~® ASA AR OEAIZHSWT] 2L TL7Z
YN

Y

(F)  Pay-As-You-Go (PAYG) E— RIFBIE, Azure ED ASA FAH TIEHAR— S TnEt
}\/o

= 7:Azure £ ASARHE : HERTEIZE D S A £ RHBEDFIR

AVRBE VR BYOL #E[R T 5 DHR— k *

RER. 100M (FE£E. 16 |RER. 26 |FEE. 106 |[FEE. 206
DI. 50/500/100M  |250/500/1G  |250/5002G  |250/500/10G  |250/500/20G
D1_v2DSI,
DSI v2

D2. D2 v2. |50/500/100M |250/500/1G ~ |250/5002G  |250/500/10G  |250/500/20G
DS2, DS2 v2

D3. D3 v2. |S50/500/100M [250/500/1G ~ |750/1000/2G  |750/1000/10G |750/1000/20G
DS3. DS3 v2

D4, D4 v2. |50/500/100M |250/500/1G ~ |750/10002G | 10K/10K/10G | 10K/10K/20G
DS4, DS4 v2

D5. D5 v2. |50/500/100M |250/500/1G  |750/10002G | 10K/10K/10G | 10K/20K/20G
DS5, DS5 v2

D2 v3 50/500/100M | 250/500/1G 750/1000/2G | 750/1000/10G | 750/1000/20G
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sesmennszd

AVREUR BYOL #&[R 1+ 5 D H R—

FERE. 100M FEE. 16 |{RERE. 26 |FEB. 106 |FEE. 206
D4 v3 50/500/100M |250/500/1G ~ |750/1000/2G | 10K/10K/10G | 10K/10K/20G
D8 v3 50/500/100M |250/500/1G | 750/10002G | 10K/10K/10G | 10K/10K/20G
F4. F4s 50/500/100M |250/500/1G | 750/1000/2G  |750/1000/10G |750/1000/20G
F8. F8s 50/500/100M  |250/500/1G | 750/10002G | 10K/10K/10G | 10K/20K/20G
F16. Fl6s 50/500/100M |250/500/1G | 750/1000/2G | 10K/10K/10G | 10K/20K/20G
* XTI IAT by aTLS T uX vy Ve VIR B £ oA F AT
& DL — MR,

FEFEEHIRNSEIA

ASAIRIB 7 7 A4 7 U4 —EREIZASAN—R U =7 77 A7 U4 —L & L {ETHETR,
WDOHA K74 EHIBFEENLY £,

ASA 18 (P RXTOHERFE) OHA K54 2 EHIREIE

ARX—FrSA4EVADHARZA4 Y

o« IR— F END vCPU O REUL8 T, F/m, iR — FINdEK ATV 164 GBRAM
TT, TRTDOASARB T AL A%, PFR—FINTWNBHTTD ASA {FE vCPU/ A
T VR THEATE E9,

s TA BV AINTHRBLOTA B AZINTW WS Ty R 7 —AREDE Y v a3
HIBRIE, VM AT Y OBICHESWTREENET,

XTI ITIAT U FBIRTLS 7uXx Oty a VHIBEBIX. ASAIRIE T T v N7 +—
LOMERA B L o TIREINE T, By a VHIRIZ. ASARAE =T V4 AT
(ASAvV5/10/30/50/100) (ZBSEATIF &N 20 £ LT,

by Ya URIRRICITERANN AT Y ZIERDH D £, VM AT Y BN/ E TR TV 55
a. By ya UIRIZEDAE Y BETHR— FSNDORARBITHRESNET,

o BEFOMEIRFT BAZE T IXH 0 £ A, HERAH G SKU & RRAIIE, BlEHEETNES
(ASAV5/10/30/50/100) N EFENFE T,

o HERRAT 1L, L— FHIRZ N L TRARAL—T v FERELET,
s BEEEORET O ACEFIIH Y XA,
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B csizRes5051 kS L HREE

TARY AL—D

ASA AR L, T 74/ FTHRRS8GB DT 4 A7 VKR —bLET, T4 ATV A X% 8
GB B2 THRT LI TEEFA, VMU V—=RET7 0 ya = 7428451, 208
ICHEB L TLEEN,

AVTFXANE—KRKOHAAKFSA4Y

VTN AaryTEANE—RTCEFYR—=bENET, vV F a0 TFA N ET— RV R—
FLEHEA,

N FRLSEYT 4 HARSA2DE=HDT = —ILA—1N—

72— VA= AN—EOGEIT, AZ AN IEERFE U T A o AR 2R T D 2l
ERERL T & (2 2UE, Wi OEEEMN 2Gbps DHERAT 5 THDH Z L7 E) |

BEE ASARMEZMEH L CTRATHMERT 2R T 25815, T—F A 2 —7 A A% 4% ASA
AR IZF CNEFF CIBMNT 2 M ERH Y 7, ZRICFE LA ¥ —7 = A AR DEF
T ASA (AR ICBINEND &, ASARIE o Y — 2T —INEREINDZ ENHY
FT, Flo, Tz A ERICOEENH L ERH Y FT,

HR— kb L7 LY ASA #EEE
ASA AE 1%, RO ASA HEfEZ R — K LEH A,
« 7 Z AKX Y 7 (KVM & VMware % [k < X TOHERN 5-)
cwNF ALTHFARNE—FR
T ITATIT VT 4T T == VA —r3—
« EtherChannel

» AnyConnect Premium (3£F) J 4 & X%

HIREIE

« ASA AR 1Z. x710NIC D 1.9.5i40en IR A b KT A NEHEHMERH Y A, ZNEDH
WA= g VEFITIFH LD 0D RIANTEELES,  (VMware D 7x)

1GB R EDHA 54 » LHIREIE

NI+ =R ADHARFSA Y

9L FOBERS 00 A F—T A AEFHALEZ1GB Iy N 74 —LDV ¥
RIZL—=ATHNZE T, TAA AR u—=RFENAEE1”HVET, DvoRIL—L4
FHRINDENCR > TWAEERIT, A v F—T 2 A ZADEZE8OLLTIZH O LT FEW,
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0GB ERFA5DH1 K51 esimEn ]

A B =T = A AOIEMLRIT, € OO HEREDRIETHEE L2 D A Y DEIC
Lo THERY ETH, 82XV DRITHILITTEET,

10GBERFEDHA 54 > EHIREIR

NITA—XVADHA RSA4 >
R NT T 4 v 7 T10Gbps WY R—FEnET,

cASARIE DR T y—~ L A% 0 L ER D0, ROT T T T 4 AN R—KFINTH
iﬁ—o

*«NUMA / — R

« HEDORX F2—

+SR-IOV 7Yt g =7

o FEHIZ DWW TIE, VMware TO ASA AR DX 7 o —< U AFHHE (40 2—2) BI WY

KVM TOD ASA (A DR 7 —=< 2 ZAFHEE (60 2—) ZZBL T EE,

« TNAN—TF vy h— "N FEBRTAEE-D, CPUE =2 HRLF 4, ESXi R TO
RI7F—~ 2 ADMHLE (40 X—) BLXOKVM R TONRT p—~ 2 ADH E (60
N—=) BB LTLIEEN,

V¥ AR T L—LFTHKTel000 A F—T A AL id0e-vEA L EZ—T = A ZAHBRIEL T
WD L id0e-vEA L E—T oA ANRK T AAREBOEFICRDGEVRHY T, Dv R
T L—LFTHBRANTR > TOBEAIE, 1000 KT A XL i40e-vf T A NEfEHT 5 A
VHE—=T 2 ADF A TRIRELZNE DL TLEE N,

HIREIE
e T U AXRT LY b = RiZVAR—FINTWEREA,

« ASA AR 1Z. x710NIC D 1.9.5i40en IR A b KT A NEFHMERH Y A, ZNEDH
WA=V g VERIETH LWA—=a DO RIANTEELE T, (VMware D Zr)

« Hyper-V TliI#AR— F S TWEEA,

20GBERTEDHA 54 2 LHIREE

INTHA—IVADHA KA >
KT T 4 v 7 T20Gbps BNYR—FENET,

cASA AR DRT p—~< L A% LEEDT-0, ROT T 7T 4 ANV HR—FENTH
9,
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B ssami«o5—o 0 2s504RENC

«NUMA / —F

« HEHORX F2—

«SRIOV bV a=2

s FEABIZ OV TIL, VMware TO ASA (AR O/87 p —< U AFHEE (40 X—V) BLW
KVM TOD ASA AR D7 4 —~ U ZAHE (60 ~—) B LTI IZSV,

« TNVAN—T v h— "NEFEBTH-H, CPUE =V E2HR L F9, ESXi Hik T
N7 F—<AD[E (40 2—) BLOKVM R TONRT 3 —~< 2 Z20mE (60
N=) EBRRLTLEEN,

HPREIE

o ASA {FFB 1. x710NIC @ 1.9.5i140en A b RTANEHHBMERH Y AL, T LD
WA= g VEFIETH LWDA—a 0D RIAANZEMELET,  (VMware D7)

c hIUAXRT LU P F— R R—-— SN T EREA,
 Amazon Web Services (AWS) I3 O Hyper-V TIE¥AR— hSnvEH A,

ASARE A4 32— x4 REKLUIRENIC

ASA AR, N7 Ty h 73 —L EDHF AN LT, BBRLARZYIT Ty N7+ —L2D
Xy NT—T A2 —T A ZAZFMHALET, ASAFE OFKA ¥ —7 = A ZI{EAE NIC
(WIC) I~y BT ENET,

cASARIBE DA L HF—T = A A

o AR — F ZI TV 3B vNIC

ASAREE DA A —T AR
ASARAE IX, ROXHEY b A=Y Ry b A X =Tz A ARV ET,
* Management 0/0

AWS & Azure D55 1X, Management0/0 % ~7 7 ¢ v VEH D T4 A 4 —T =
A AT DI ENTEET,

« GigabitEthernet 0/0 ~ 0/8, ASA {48 # 7 = — /LA —"— X7 D& L TRAT 5
I% GigabitEthernet 0/8 23 7 = — /LA —N— U U 7 IZEH I D Z EICHEE LTS ZE0,
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gr—rsncuzwic [

\}

GE) kA fHICBIT TE 5 & 912, Ten GigabitEthernet
(VMXNET3 R 7 A NTHERARER A VX — T = A A2 &)
IZ1% GigabitEthernet & VN 9 T~ NTWES, ZHEER
R LD THY . FEEDOA v F—T = A ZEEITITEEL
FH A,

ASA A8 Ti%, E1000 K7 A /3% 1 Gbps U 7 & LTHEM
LTXHEYy A=V Ry b A F—T oA ANERIN
£9, VMware TiX E1000 K7 A SOl HAHELE S 78 <
RoTWAZ EICHEELTLEE N,

s Hyper-V |[ZfH K 8 DDA v ¥ —7 = A A%V AR — s LEF, Management 0/0 35 LN
GigabitEthernet 0/0 ~ 0/6, 7 =— /LA —/3— U v 7 & L T GigabitEthernet 0/6 % fii ] T&
iﬁ‘o

HHR— kI TLVS VNIC

ASA {8 TIZR D vWNIC 3V R — R ENTWET, [A LT ASA AR TO vNIC DIRTE (e1000
L vmxnet3 72 E) EVAR— PN TWER A,

K 8:HR— FENTLVS WNIC

INA IN—INA DY R—
k
ASA {38 /3 —
wWICD % 147 |VMware KVM o3y FE
VMXNET3 ESPIS x 9.9(2) LAKE VMware D7 7 4 /L |
vmxnet3 #9554 1L. TCP
INT == AR &kl 572
WIZKEZEA 72— (LRO)
BN HHERH Y £,
VMware 3 & O VMXNET3 O
LRO ZMc LET (12 %—
V) BBBLTLIESN,
1000 xF s I 9.2(1) LAR%E VMware TIIH#EE SN EEA,
virtio x FII 9.3(2.200) LAFE |KVM OF 7 4L k
ixgbe-vf KEhis K hix 9.8(1) LA AWS OF 7 4L ~, SR-IOV #
R— F D ESXi & KVM,
140e-vf x %I 9.10(1) LAKE SR-IOV ¥ 7R— k D KVM,
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VMware §5 & U VMXNET3 @ LRO Z&EMICLFET

LargeReceive Offload (LRO) (%, CPU A —/3—~v REHHT D Z LI L > T, SHIIER ~
NO—2 8 DA R RALV—T y e ESEAFRETT, ZHE, 1 DOXRY —A
DO DOEHDOBFE Ny NeRERNy 7 7IZEHNLTHE, Xy NT—T AX v 7O BT
EINDEICTDHZLICL-T, WHTLILERDH L7 OKERSTZ 12X > T
BELET, 2770, LROX, *v hU—2 %7y MNEMEO 7 a—R—HEF | HEL V15D
Ay MU =27 T IN=Z ] THREMEDNHDHEIC. TCPAAT 4 —~  ADREZ G| E i Z

THREMENH D £,
|
EE VMwareld, 7 74/ FTLRO ZA%NZ LT, 2R A L—Ty FaHEXEET,

L7emo> T, ZDO7 T v b7+ —5TASAREEADLRO DT HLENHD F
kR

ASA AR < > CLRO ZHEEEIL T 3, RELEEZITORNT, i~ OERE A
i LET,

1.

A W

vSphere Web Client £ > X2~ U TASA R v U ERBLET,

1 B~ v EMRTHIT. T—EF B Z— THAHE, VFRE U I—RATF—)L,
FEARAMEERLET,

2. [Related Objects] # 7% 27 U 2 L. [Virtual Machines] # 7% 27 U v 7 L£7,

WA~ &2 H27 U w7 LT, [EditSettings] 27 Vv 7 LET,
[VM Options] #7 U v 7 LE7,
[Advanced] % J&BA L £,
[Configuration Parameters] @ FC, [Edit Configuration] R > %7 U v 7 LET,
[Add Parameter] %7 U v 7 L, LRO /XT A —Z DA4HTEEE AT LET,
* Net.VmxnetSWLROSL | 0
* Net.Vmxnet3SwLRO | 0
* Net.Vmxnet3HWLRO | 0
* Net.Vmxnet2SwWLRO | 0
* Net.Vmxnet2HwWLRO | 0

N

G¥)

7.

A7 a T, LRORT A= NEET L5, EHEHSTUNEISU TERTE
T, NI A—=EZDBZELWEA, LROFATT, 01 LWEE, LROITERCTT,

[OK] &7 U w7 L TEHEEZ{EIE L. [Configuration Parameters] % A 7 0 778 v 7 A &H#ET
L\i—a—o
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ASA R L SRIOVA v a—Tzq2nToEsa=vy |

8. [fR1F (Save) |27 U 27 LET,

AT OWTIE, RO VMware ' h— Pt B A2 2R L T &0,
* VMware KB 1027511
* VMware KB 2055140

ASA X8 & SR-IOV A V3 —TJ A RADTAEYD 3=V
5

Single Root I/O Virtualization (SR-IOV) ([ZX VD, SEIERT AN ANV —T 4 T VAT A
ZIITL TV ADEED VM 3, RA M —N"—HNOE—D PCle X v NT—7 T X7 X & IHh
TEHEH1E720 F£F, SRIOV TlE, VM B3Ry NI —2 TH T X L OB TEET —% %%
B TE, NA RN Y ENRLRRATHIET, Xy NT—=TDAL—T NI LY—
R—D CPU AMME T LET, HTD x86 —/3— F 1t v P20k, SRIOV (MBI & A
L7 h AEY OEIERZDODMOBEEZESGICT D Intel VI-d T 7/ my—72 & Fy 7y b
DYLEREEEN R I TV ET,

SR-IOV 4 TIZ., D2 ODFNA R A THRERSNTWNET,

< WFIEERE (PF) : EEARMIIC A Z T 4 » 7 NIC T7, PFIE., SR-IOVHfEAZ & 5547 PCle
FAL AT, PFIE, WH O PCle 730 2 & L TR, B, @EShEd, H—PF
WL, —EORMEREE (VF) O0FBEBLIORELRETEET,

« Virtual Function (VF) : #4737 yNICIZELTWEJ, VFIZ, T—ZBENC VN E K
KIRDO Y v — 2 &4 M3 2, B2 F TR EDIIEPCle 7 /34 AT, VFITEHEMIZIT
BHINT, PFZN L TREBLOEHINET, 1 2L EDOVFZ 120 VM IZEHID Y
THZLEWTEET,

SR-IOV /%, PCIEEHMED BT H L OVE BN AR I T 25 ik T d 2 Peripheral Component
Interconnect Special Interest Group (PCISIG) (2L > TEFRB L OEH I TWET, SR-IOV D
FEHEIZ DWW I, TPCI-SIG SR-IOV Primer: An Introduction to SR-IOV Technology.] % M L T
{TEEWY,

ASA AR ETSRIOV A v X —T 2 A ATtV a =074 5100F, @R 4~r—7 4
YT VAT L LY N— Ry =T L CPU, THTRZEAT BIORT ¥ 7 ZORENLIM
O 5 EHEINSLETT,

SR-IOVA U3 —T A RICEATDHA K54 2 LFHIREIE

ASA AR OB AT D BRI n— R = 71k, A Al HEFIC L > TR 9,
ASARE DT A A (1 =) i, SESERASARE 7T v b7+ —LIZET5
T A T ZADOMERT 5T HERLT 2 ) =2 U IR ENTWET, Mz T, SRIOV
RAERERE I ITFFED T AT b U Y — ANBETT,
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http://kb.vmware.com/selfservice/microsites/search.do?cm%20d=displayKC&externalId=2055140
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Cisco Secure Firewall ASA Virtual D& |
B osriov s RIETBHA RS AU EHREE

RRARFARL—=F 425 SRTFLENSIS—INALHF HR—+
SR-IOV #7R— K& VF FT AN, IR T TE£7,
* Linux 2.6.30 7 — /L LI
SR-IOV A % —7 = A R %A 272 ASA AR 1%, BUE, IRONA /R—=NA FTHHR—FZH
TWET,
* VMware vSphere/ESXi
« QEMU/KVM
« AWS

N—FKH17 TS5y b+ —LHHR—k
~

G HIR—PERNTVEEBILT T v F 7+ — L5 FETTEHEBEDOY—3—27 T 2D x86
CPU 7 /34 AT ASA (AR 2 HAT 2803 H Y £,

OBV a T, SRIOVA v Z—T oA AT B A= =7 HA RFA 1220 T
HALET, LTFIEHA RTIA 0 ThHoTEATIEDH D TN, ZOHA RT7 A4 12H/E-» T
WiWnWN— Ry =7 Z2EHT5 &, HEORESCHREDOIK FICORN A AeEErH Y £97,

SR-IOV #H¥AR— F LTEY ., SR-IOV Xt PCle 7 & 7 & Z#5# L7-— _R—NETT, UL
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Client

S ET,

ASA X% & VMware D RIIESH

VMware vSphere Web Client, vSphere A% > K7 v 27 747 k., F721£ OVF ¥V — /L& H
LTASARMB ZBATEET, 27 LBELEIZ DOV TIE, Cisco Secure Firewall ASA @ H.#alk
[BE] ZZ LT E &0,

vSphere iZ#EX A v FDEX T4 K I—

vSphere A4 v FIZOWNWTIL, LA ¥2EFX=2VT 0 AU U —%fRwEL T, ASARA A > ¥ —
TxA AL > THHENDIR—F ZA—71 LexF 2V T 4 RY —DFs 2T
£, ROT 7NV bREZSZRLTIIZ SN,

c BEERIE— R EE
*MAC 7 RLADZEHR :

« NIEIE(E @ &F A

T

RO ASA R REDTH R, TNODREDERPMLERIGENH Y £, FHMICONTIE,

vSphere D~ == 7 W EZ BB L T ZEW,

RK10:R— b+ FL—T0EF2UT 1 RY—OHIN

FSURRFLU NI Z7A T 94—
=TI RIT7AT7I2+—ILE—F|ILE—F
X2 ToDH| 7z —)LA—/N\— TJx—I)LA—/\—
4 L Jx—)LA—— %L Jz—)LA—IN—
mERlE— K <{LE> <{LE> KR TR
MAC 7 R L 2D |<{E&> TR <{LE> ==
W
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| VMware % ff8 L 1= ASA {48 OEA

AsA (R V7 ko zTomEeE0amAERT 7 1 Lok |

FSUARFLUY NI FATI4—
W=TYRIF7ATI+—ILE—F|ILE—F

X2 TF2DB| 7z —ILA—s— TJx—ILA—/\—
4t L Jx—)LA—— %L J—)LA—/—
RIE%EE <fEE> R R R

ASARE Y Dbz T7DRELEOHRER I 71ILD

({357

ASA (A8 #EET HANC, FEOHRHDary 74 Fal—vay 77 A NVEHEHFTEET, 2
D7 7 A ML, ASA AR ORLENRFIZHEH XD ASA AR DR EEZELTFA N7 7 A LT
% ZOMMEREIX.  TdayO-config] EWVHITHFA L T A NE LTHREDIEET L7 R

WS L, EHIC dayO.iso Ty ANNEMEINET, IO day0.iso 7 7 A LD RA O E)
FFlC~w o SN THARLNET, BOHAz 74 Falb—var 7y A, Dl
b, BHA L =T oA RET 0T 47T Havr Ne | AMF—F8GEH SSH —/3—

ERETDHAVY REGOLILENDD TN, TXTOASAREEZGZHDHI EHTEET,

72 day0-config Z#¢e7 7 4 /L h® day0.iso 73U U — R & L HIZiRfft STV ET, day0.iso
T 7 AN (AKX Lday0 £7213T 7 4V b D day0.iso) (X, EAIOLE I TE iR
0 FEHA,

1R BHHEIIZ

Z OFITIE Linux 23MEH S TWE A, Windows DA IZH RO 2—T 4 VT 4 3D £
—/9)40

o HIHEREA R B EIPIZ ASARAR I T A B R &2 A 595121, Cisco Smart Software Manager
26 & 7 m— K L7z Smart Licensing Identity (ID) h—2 > % [lidtoken] &V 9 7 F & |k
Ty AL, B0 BT 7 A VERLT 4 L7 FUITRIFLET,

ARIBVGA 2 V) — Tl ™A RX=RNA P D) TILR— "D ASA R 12T 7
TAL, RETDHEHAIE., FOEBAMKZ 7 A M2avyY—ILY U TILOFREEZBMLT
a7 — "RFZ ) TAR— M2 AT ALERDH Y £,

c NI AT LU FE—RTASABAR ZBAT L5561, P70 AT L hE—RT
RITS N DB D ASAMERL Y 7 A V%, # 0 H MK 7 (/L & LTI 205803 H
DVET, ZHUX V=T Yy RI77AT U= LVDOFEOAHary74Fal—var 7y
AMTITZY LER A,

¢ ISO A A—U MR ESXi NARNR—N_APFIZED L HIT~ T FENDDDFEMIZHOVTIEL,
VMware TD ASA IR O HTA KT A » EHIREHE (17 X—) O OVF 77 A VDI A
RIA4 BB LTLIZEN,
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VMware % {3/ L 7= ASA {38 OBA |

B ssamEvorycromassoamsnT 7 1 Lo

ATv T

ATy T2

ATvT3

ZIP 7 7 A /L% Cisco.com MH A7 a— KL, a—h/)LF 4 A7 IRBFELET,

https://www.cisco.com/go/asa-software

(G¥)  Ciscocom D7 A U BIONVAa —E RAEHRMLIETT,

TrANEEET L7 PV LET, T4 L7 MDD T 7 A LVEHIBRLRNTLZEN, ROT 7
ANBEENTHET,

« asav-vi.ovf : vCenter ~D3E A,

» asav-esxi.ovf : vCenter LAZh~DE A,

ebootvmdk : 7 — kT 4 AT A A=,

« disk0.vmdk : ASA AR 74 A7 A A=,

+ day0.iso : dayO-config 7 7 4 VE XA T > a > d idtoken 7 7 A V% E Te ISO,
e asav-vi.mf : vCenter ~DEAFD~=T7 =2~ 77 1)L,

e asav-esxi.mf : vCenter LIS ~DEBEAFHO~="7 = A 77 AL,

[dayO-config] & W9 THF AR 7 A MIZASARIE O CLIREEZRLALET, 320X —T A AD
RIE & F OO MLETRERE 2B L £,

BAIOTTE ASA DA—D 3 2 THAD B UFEN B Y £7, dayO-config 1, B2 ASA HRLC > 5 4B b
D £9, dayO-config &£ T % Fili 72 J7ikiT, BEAFD ASA ETXASA M NBFEITa L7 4 X2l —
Va vy OB R 2 Y —3 5 75T, day0-config NOOFTDNEFIXEE T, BEA70 show running-config
vy FHADIEFE —H LTV HRBERH Y £,

dayO-config 7 7 A VD2 DOFZRLET, 1 DHOHITIE, FHTEY hA—h Xy b AL F =Tz AR
Zhif 272 ASA (AE %38 AT 5454 O dayO-config Z /R LET, 2 2HOBITIE, 10X HTE Y b A —H xRy
A B2 —=T = A XA AT ASARAR 2B AT 5455 O dayO-config 7~ L £, Z O day0-config % fi ]
LT, SRIOV A ¥ —T = A R%&fix Tz ASA A 2B AL ET, HEEFHEEHNFE @5—) %
ZRLTIIEZEN,

1 -

ASA Version 9.4.1

|

console serial

interface management0/0

nameif management

security-level 100

ip address 192.168.1.1 255.255.255.0
no shutdown

interface gigabitethernet0/0
nameif inside

security-level 100

ip address 10.1.1.2 255.255.255.0
no shutdown

interface gigabitethernet0/1
nameif outside

security-level 0O
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| VMware % ff8 L 1= ASA {48 OEA

ATy T4

ip address 198.51.100.2 255.255.255.0

no shutdown

http server enable

http 192.168.1.0 255.255.255.0 management
crypto key generate rsa modulus 1024
username AdminUser password paSSwOrd

ssh 192.168.1.0 255.255.255.0 management
aaa authentication ssh console LOCAL
call-home

http-proxy 10.1.1.1 port 443

license smart

feature tier standard

throughput level 2G

1 -

ASA Version 9.8.1

|

console serial

interface management 0/0
management-only

nameif management

security-level 0

ip address 192.168.0.230 255.255.255.0
|

interface GigabitEthernet0/0

nameif inside

security-level 100

ip address 10.10.10.10 255.255.255.0
|

interface GigabitEthernet0/1

nameif outside

security-level 0

ip address 10.10.20.10 255.255.255.0

|

route management 0.0.0.0 0.0.0.0 192.168.0.254
|

username cisco password ciscol23 privilege 15
|

aaa authentication ssh console LOCAL

ssh 0.0.0.0 0.0.0.0 management

ssh timeout 60

ssh version 2

|

http 0.0.0.0 0.0.0.0 management
|

logging enable

logging timestamp

logging buffer-size 99999
logging buffered debugging
logging trap debugging

|

dns domain-lookup management
DNS server-group DefaultDNS
name-server 64.102.6.247

|

license smart

feature tier standard
throughput level 10G

|

crypto key generate rsa modulus 2048

AsA (R V7 ko zTomEeE0amAERT 7 1 Lok |

() Cisco Smart Software Manager |Z &2 Y %17 S 417- Smart License ID h—2 > 7 7 A V&AL B a—H

WA —RKLET,
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VMware % {3/ L 7= ASA {38 OBA |

. VMware vSphere Web Client % f L 1= ASA {18 D8 A

ATy TH

ATvT6

ATy T17

ATvT8

ATvT9

EE) Fora—R 77AANSID h—27%at™—L, ID h—27 DA %EEte lidtoken)] VW5 T
FRAN T A NMRIFELET,

ZDID h—7 2L - T, Smart Licensing —/3—|Z ASA {48 78 HEIRIZ BB S L E T,

FTX AN 77 A)NEISO 7 7 A WTER L TRIECD-ROM 245 LF 1,
B -

stack@user-ubuntu:-/KvmAsa$ sudo genisoimage -r -o day0.iso dayO-config idtoken
I: input-charset not specified, using utf-8 (detected in locale settings)

Total translation table size: 0

Total rockridge attributes bytes: 252

Total directory bytes: 0

Path table size (byptes): 10

Max brk space used 0

176 extents written (0 MB)

stack@user-ubuntu:-/KvmAsa$

day0.iso FH(Z Linux CTHf L\ SHAl 2 #H5E L £,
11

openssl dgst -shal day0.iso
SHAI (day0.iso)= ebbee36elebla2bl09311c59e2flec9f731lecbb66 day0O.iso

LTy 7V LEEET 4 L7 U O asav-vimf 7 7 A /VIZE D, day0.iso SHAL % Hr L < ARk S
TAECTEEMAET,

i

SHAI (asav-vi.ovf)= de0£f1878b8£f1260e379e£853db4e790c8e92f2b2
SHAI (diskO.vmdk)= 898b26891cc68fal0c94ebd91532£fc450da418b02
SHAL (boot.vmdk)= 6b0000ddebfc38ccc99%ac2d4dbdbfb8abfb3d9c4
SHA1 (day0.iso)= ebbee36elebla2bl09311c59%9e2flec9f731lecb66

ZIP 7 7 A NWEFFIR LT-T 4 L7 b VT day0iso 7 7 A V& aE—LET, 774/ (48) O day0.iso
TrANN EEXINET,

ZOT4 V7 FU D VM BAEASNSHEEE, B L <A S L7 day0.iso WORERLDSE N S ET,

VMware vSphere Web Client Z{&F L 7= ASA {R3E O E A

Z DI TIL, VMware vSphere Web Client 2 | L T ASA {RAE A2 A4 5 FIEIZ DWW TR L
F9, WebZ T A 7> MIZIL, vCenter BHETY, vCenter 2372 GAE1E,  [VMware vSphere
AP RTR 7 TAT 2 PBIUHO B2 L7 ASARAR OB A | £72i% TOVF
VLB RO 0 AR A #EH L7 ASA AR O A 2L T EEW,

* vSphere Web Client ~D7 7 2 AL 7 F AT v MEGT T 7 A DA A =L (29 ~X—
)

« VMware vSphere Web Client Z{i ] L 72 ASA {4 @E A (28 X—)
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| VMware % ff8 L 1= ASA {48 OEA
vSphere Web Client ~\D7 2 £ X254 7 > bis TS5 711w Z k=1 |

vSphereWebClient ~D7 VR EVSAT U MRET T4 DA >
A=
Z MIATIX, vSphere Web Client |27 7 £ A4 5 HIEIZOWTHBILET, £/, ASA KA =
YINT T RAIMBEIR TAT V MRET T TA oA A M= T HHFEITONTH
HLET, —HBDOWeb 7 747 MERE (77 74 72 ) X, Macintosh TIIHAR— ki

TWEHA, 8807 T7A4AT Y OV FR— MERIZOWTIE, VMware ® Web 1 & ZF L
TLTEEWY,

ATv 1 7F 7% 5 VMware vSphere Web Client Z 28 L &3,

https.//vCenter_server:port/vsphere-client/

774V b T, port (39443 T,

ATvT2 (1EOH) ASAIE 22 —A~DT 7B RAEWRRICT 2120, 7 74TV MEET T IA A VA

F—LET,
1. v 2 A @ T, [Download the Client Integration Plug-in] %2 U » 27 L CF 774 v &2 X 7 u— KL
£,

2. 77UV EHL L, AV AN—FEFEHLTTZ7 74 %A A=V LET,
3. 79U A &AL ARN—/LLT-5, vSphere Web Client (Zf45%#¢ L £ 97,

AT T3 2—HF—ZLAT—F&E AL, [Login] &7 V v 73 2%7), [Use Windows session authentication] F = =
IRy 7 AeA AT LET (Windows D)

VMware vSphere Web Client Z {# /A L /= ASA {RE ODEA

ASA {F18 %38 A9 5121, VMware vSphere Web Client (F 721% vSphere Client) , &L A —
T oA LT #—~ > & (OVF) OF > FL—h 77 A LEFALET, A0 ASA i]AE
R lr— U B JRBAT % 121%, vSphere Web Client ¢ Deploy OVF Template ™7 « ¥ — K& ffi f L &
o OV 4P —=FTIE, ASA R OVA 7 7 A V& L. ASA AR 2 FAT D~ >

VEERL, Ny —Vhk A VA M=V LET,

VAP ROFIEDIE L A E1E, VMware [Z5f LIEHED § O TH, Deploy OVF Template D5
FMZ DWW TIX, VMware vSphere Web Client DA > T A > ~)L T BB L T 2S00,

1R HHEIIZ

ASA AR #E AT 5AZ, vSphere (FEEH) TOR{ b 12Oy NUY—J ZRELTE
SHERH Y £,

ATFvF1  ASARMZIP 7 7 A /L% Ciscocom 1 HZ 7 a— KL, PCITIREFELET,
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VMware % {3/ L 7= ASA {38 OBA |
. VMware vSphere Web Client % f L 1= ASA {18 D8 A

http://www.cisco.com/go/asa-software

(GE)  Ciscocom D7 A4 U BIRVAa —E 2AEHRMLIETT,

AT w72  vSphere Web Client @ [Navigator] <A > T, [vCenter] 7 U v 7 L7,

AT 73 [Hostsand Clusters] %27 U v 27 L £,

RATvT84 ASARMEEBAT LT XX — JTAX, FIFHRANE427 Y » 27 LT, [Deploy OVF Template]
BEIRLET,
[Deploy OVF Template] 7 ¢ #'— RNRERSILET,

RT9TS U NEE ORI S THERE T,

ATwT6 [Setup networks] HEH T, fEAT 2K ASARME A L X —T A AZHX Y NV —D H~y BT LET,

Fy NT—=7 7 N7 7y MEIZZR > TORWARESERH Y £9, X hT—7 2 A2 5 Z EndE
WICHEE G AL, [REOMHmE (Bdit Settings) | XA TR IRy 7 ANDH Ry NI — 7 % CTERTX
F9, BH%., ASAIB A A AL ) v L, [REOHmE (Bdit Settings) ] Z#IR L T, [3%
EOME (EditSettings) 1A 70/ Ry 7 AT 78 ALET, 720, ZOHEEIZIE ASA FAE A >
H—T oA AIDIEFERINEFEA (R NI—F THETHXZIDDH) , ROFy NI—2 THX T X ID
EASATHIE A v F—T A A ID O —E A2 SR LT Z &V,

2y RT—H 7ETA2ID ASARE A E2—TT4RXID

F*y NU—27 7 X% 1 |Management 0/0

Fv hU—r 7 X7 %2 |GigabitEthernet 0/0

v NU—27 7 X7 % 3 |GigabitEthernet 0/1

Fv hNU—2r 7 X7 % 4 |GigabitEthernet 0/2

v NU—27 7 X 7% 5 |GigabitEthernet 0/3

Fv hU—2r 7 X 7% 6 |GigabitEthernet 0/4

v NU—27 7 x7% 7 |GigabitEthernet 0/5

Fv hU—2r 7 X7 %8 |GigabitEthernet 0/6

v NU—27 7 X 7% 9 |GigabitEthernet 0/7

Fv hU—2r 7 X7 % 10 |GigabitEthernet 0/8

TRTDOASAAE A F—T = A ZAZHT 20BN LH Y FH A, 72721, vSphere Web Client Ti%d
RTCDA B =T 2 A RIHFy NT—=T ZFOBTOHMNERHY £, FHLRNA VF—T7 =1 R|Z
DNTIEL, ASARERENTA V=T 2 A AZEIOEFIZL THE N TEET, ASARE %
N L7-%%. {7 T vSphere Web Client |ZF ¥ | [Edit Settings] A 7 12 7 7R v 7 ANSRDGIRA X —
T oA AEHIRTDHZENTEET, FEMIZOWTIL, vSphere Web Client DA > 7 A o~V T B S
TSN,
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| VMware % ff8 L 1= ASA {48 OEA
VMware vSphere Web Client % {78 L 7= ASA {8 DB A .

G¥) 7 x=— A ——/HAFElE TlE, GigabitEthernet0/8 737 = — /LA —/N— f U H —T = f AL L
THFARESNET,

RT9T1 AH—Fy b T 7ERAZHTITP 7 ux v &2 EMHT 2441, [Smart Call Home Settings] ik T A~ — h

FAR L ADTOFT T RLVRAERETDHILENRNH Y 7, \_@7va/ . —f%IZ Smart Call Home (Z
HbFEHINET,
ATY T8 T x—)A—/3—/HAELE TlX, [Customize] 7> 7 L — MEH TR EZRTELET,

c ABUNRAEHIP T FLAZEELET,

AVH =T 2 A AEBRETIHHA, LAY NI—2 LOT 7T 47 IPT RLALEAZ L3 1P
T RLRERETHULENRDVET, FIA v VEENKET LI L, B X VEBIT T~
FEDIP T RLALEMACT RLAZBIEME, N7 74w 7 xlEIEET, BUUERAX LI
RoOTWHMEEN, ZFZUASNALDIPT FLALEMACT RLAZBIEMEEST, Fy hU—27 FN
A4 A1E, MAC L IP 7 RL ZADMAARDEIZOWTEEEZZHRLRNZD, 2y hU—7 O XD
KOG THARP = NUNERINTD, FALT U IPRELTEVTHIEIEHY EHA,

* [HA Connection Settings] fHIK T, 7= — /A4 —R_— U I R ELET,

T 2= F—=R—= T D2 EDEEIL, 72—V A== U IBRBTEIZEE LT, FEEOH)
VERAT — & A% i@ LT E T, GigabitEthernet 0/8 737 = — /LA —/N— U > 7 & L CHATRHRE I
TWET, ACAY " —=2 bV 7T 2T 7T 4 7RIPT RLAERZ UL DIPT N
LAZ AT LET,

ATYFT9 U= RNETT 5L, vSphere Web Client | VM Z4LEL L £, [7 v — 3 L1E#H (Global Information) ]
FHIE D [T D X A7 (Recent Tasks) |34 > C [OVFEBDOHIHIELE (Initialize OVF deployment) ] A
— S AEHERTEET,

té
* || Recent Tasks =
Al | Running Failed j

Initialize OVF deployment

@ DE-Testing

78

ZOFIENRETT D&, [OVFT 7 L— hDEA (Deploy OVF Template) |58 | AT — X ANEKR S
£7.

Cisco Cisco Secure Firewall ASA Virtual 9.18 R 2 — 7 v THA K .



VMware %4 L 7= ASA 38 0B A |
B vMware vSphere Web Client %5 L 1= ASA {728 OB A

| = [¢] RecentTasks

| i | Rumning  Failed {
« Deploy OVF template '
] -asav3

" |nitialize OVF deployment
B} DE-Testing

My Tasks = Mare Tasks,

FTDH%, ASAIE A LV AF LV ANA RN INORESNTEZT — X2 X —0OFIZERENET,

371280
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| VMware %{EF L 1< ASA {R38 DEA

VMware vSphere Web Client %73 L - ASA 22 oA [

vmware® vSphere Web Client # @&

5, Home [~ K | i_‘b-ama | Actions =
| Q search: | Getting Started | Summary  Menilor  Manage
. |

(0 Virtual Machines 3]

VWhat is a Virtual Machine?
|| Wirtuzl Machines

Avirtual machine is a software computer that
& A5AVE like a physical computer, runs an operating
s¥stem and applications. An operating
systemn installed on avirual machine is
called a guest aperating system

asav

Because every virual maching is an isclated
computing environment, you can use virual
machines as deskiop or workstation
endronments, as lesting environments. or 1o
consolidate server applications.

InvCenter Sarver, virlual machinas run on
hosts or clusters. The same host can run
many virtual machines

Basic Tasks

B Power Off the virtual machine
il Suspend the virtual machine
i Edit virtual machine settings

At e e A e e s il e

amas

ATy 10 ASARAE -~ U BN EEBEH L W ARnWEESIE, B~ v OEJ%Z A (Poweron the virtual machine) ]
7 Vv LET,

ASDM THHe 2 s AT L7220 Y — VICHe 23T 2RI, ASAREDNEB T 5042 HFHE T, ASA
AR BRIDTEENTH & OVF 7 7 A VLIRS NI R T A —Z B FiiA A, i % ASA (AR &
AT MERICEMLE T, 20k, BEI7 e ARNHEMICHB SN, BEZ2GLET, o &EHE
B at 2%, MO T ASA IR ZHEA LTSAICORFKELET, BEIA vE— V2R T 51213,
[Console] # 7% 7 Vw27 LT, ASA(RAE 2>V —LiZT7 7 BALET,

ATYvIN Tz NA—AN—/HABBEOHEGIE, COFIEAZGEVIEL TEh X VERBZBMLET, ROTA K
TAESRLTIESN,

T4 VHELFEICUAL—Ty b LNV ERELET,

cTIARVIEELFSTKFELIPT FVAREEZAN LES, MFTOEREDT — hRA T v TBIE
3. T4~V ERTEAF Y L LTEBEZ#NNT 57 A=F 2RO THR—IZLET,
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B vvwareusphere x5 > FF OS54 7L b LU 0 BRMAE A L i< ASA 18 OEA

VMware % {3/ L 7= ASA {38 OBA |

RDIRY

Cisco Licensing Authority {Z ASA AR & IEF 288 T 51213, ASARIZA 22—y v T2
CANBETYT, AU F—Fy MBI L TTA B ABEEE T SEDIE, HAKIZEM
DREDVENZ 2D ENHY £T,

VMware vSphere R 2 > F 7829547V FBXUED
HAREBREERL - ASARE OB A

ATy I

ATy T2
ATvT3

ATvT4
ATvTH
ATvT6

ASA A8 %8 A9 % (21X, VMware vSphere Client 38 L VA —7 AL 7 +—~ v & (OVF)
DT T L— K77 AL (vCenter ~H AT 5855 1E asav-vi.ovf, vCenter LIS ~E AT 555
IXasav-esxi.ovf) ZfHLET, VAIDASAEME Ny r—%E AT HIT1E, vSphere Client
T[OVF7T > 7 L— F®DE A (DeployOVF Template) |7 4 ' — F&MHLET, 207 1 H—
RTlX, ASA {RAE OVA 7 7 A VEFRHT L. ASA AR % FAT9 D8~ v v & ER L, 73y
=Tk A AR LET,

¥4 F— FOFIEDIE L A E1E. VMware 125 LEHED D TF, [Deploy OVF Template] ™7
P— ROFEMIZ DN TIL, VMware vSphere 7 74 72 DA T A4 v~V T 2B LT
él/\o

1R BHHIIZ

* ASA A8 ZH A4 HHMNC, vSphere (BELH) THR LB 1 ODOFRy MU= ZREL
TBIRERDHY £,

cASARAE V7 b =T O EH 0 H AR 7 7 4 VOER 25 3—) OFNEICHE-
T, 0 HAMKEERLET,

VMware vSphere 77 7 7> h & &) L. [File] > [Deploy OVF Template] %= L F 77,
[Deploy OVF Template] 7 o« '— RBRERSNET,

asav-vi.ovf 7 7 A W EFER LT-EET o L7 P 2SR, Fa@IRLET,

[OVF Template Details] Hif 23 F ~x SNE T, IROMEICBEILET, DAFZLOFEOHH a7 4 F 2L —
Vary ZrANEERT LA, MREERETLI0EITH D T A

Btk O EAGRE DB NF RS NE T, [Finish] 227V v 7 LTVM #EALET,

ASA AR OFEFREZHA L, VMware 2> Y —)L&ZBWT, 2 [BIH OREIZ £ L £9,

ASA AR IZ SSH #afc L, LB ZTE T LES, FEORMar 74 Falb—a s 77 A WTHLER
T RTCOMERD SN TR WEEATL, VMware 22 Y — /L EBIWT, LEREREZE T LET,

T, ASA (AR 1Z5E I EE R REZRIRAE T,
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| VMware % ff8 L 1= ASA {48 OEA

OVFY— L& & U0 BRHEEERA L AsA kE s ]

OVFY—ILEXUVE0BER#ERZERL-ASA {RE D&

A

ATvT1

ATy T2

ATvT3

ATv74

ok va T FHORAERT 7 AV ERE LT D OVE Y — /L2l L7z ASA AR
HATFEZOWTHALET,

18D HHIIZ

«OVF VY — /L&Al LT ASA {RAR 238 AT 5355 1%, day0.iso 7 7 A VB LEETT, ZIP
T A NVTREEIND T 7 40 FDZED day0.iso 7 7 A NV EHEHT D, Foik, AL
HABZSA R LT-HEORHay 74 Xalb—yary 77 AN EEATEET, F00H=
V74X 2= a Ly T A VOIERGTIEICOWTIE, ASARAR V7~ = 7 OfifEE L
B0 AT 7 AV DIERL 25 =) ZZRLTIESN,

« OVF ¥V —/ U7 Linux F 721% Windows PC {24 > A h—/L &Z#, #—7%4 » b ESXi ¥—/3—
W CE D L 2R L £,

OVF V=N HBA VA R—=LENTNDLZ b LET,

1 -

linuxprompt# which ovftool

VBEREAL T a v EEE L omd 7 7 A VEERR L ET,

1 :

linuxprompt# cat launch.cmd

ovftool \

--name="asav-941-demo" \

--powerOn \

--deploymentOption=4Core8GB \

--diskMode=thin \

--datastore=datastorel \

--acceptAllEulas \
--net:Management0-0="Portgroup Mgmt" \
--net:GigabitEthernet0-1="Portgroup Inside" \
--net:GigabitEthernet0-0="Portgroup Outside" \
--prop:HARole=Standalone \

asav-esxi.ovf \

vi://root@10.1.2.3/

emd 7 7 A NVEFEITLUET,

&1

linuxprompt# ./launch.cmd

ASA A8 OFERZA L, 2 HOEE 2 L £,

ASA A8

WCSSHERE L, MBIJSUTHRELZTET LET, I OICHENMLELRGAIEL., ASARARIZX L

T VMware 2> Y — /L& BI&, MERRELHEHALET,
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VMware % {3/ L 7= ASA {38 OBA |
B sarEasy—~o7sex

ZIT, ASA R XA ICEMERRE/ N IRRE T,

ASARE a2V —IL~ADT U EX

ASDM T A4, NI TN a—F 4 ZICCLL 2T AMNERHLEERH Y F
T, T 7 A4V N TiE, FAIAFAD VMware vSphere 2> Y — /UL T 7B AT £, Fi2id,
=T U RRX=XA MR EDOXVENTEREEZFF >Ry NT—7 VU TN 3 =V ERTE
TEET,

« VMware vSphere = > > — L DA ff]

e Xy NU—27 L UT ) ary—)L R— DR E

)

GE)  BoHMAMK T 7 A VEMEH L TASARE 28 AT 5856, k774 vicary—IL
DY TILOFREEZEBIML T, FlAl7 — FMEIRAEVGA 2 Y — L Tid i U TR —
N CXET, ASARAE V7 N = 7 OfFE &8 0 H RS 7 7 4 VOER (25
R—=) BB LTI EEN,

VMware vSphere 3 > — L D{E A

WM EETZIL N T TV 2 —T ¢ 7 %4T 5 121X, VMware vSphere Web Client |2 8 V) #2ft S
WA= — )b CLIIZT 78 ALET, % T Telnet £721X SSH D CLI U E— K 77
TAERETETET,

188 BRI

vSphere Web Client TiX, ASA{RAR 22 Y — )V T IR RAIREIR I FAT v MNEET 774 v
A A= LET,

AT w71 VMware vSphere Web Client T, A > X2 kU D ASARAE A A X v A% 42 Y v 7 L. [Open Console] &
R L E9, F720%. [Summary] ¥ 7 @ [Launch Console] 27 V v 7 L %7,

AFwT2 2= Tr Y7 LTEnter #fLET, 1 : Cul+Alt 4 &, h—Y LRI ENET,
ASA AR NEFEREF OHEIX, BEIA vE—URERINET,

ASA AR MWD TRENT D &, OVF 7 7 A DB I NT2 /8T A —H it iA s, T % ASA AR
AT LERICBINLUET, Fo%, BB ot A0 HERICHEBE SN, BBABRBLEST, o &Eik
7ot A%, PO TASARAE ZEAL7HAICORBEELET,
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| VMware % ff8 L 1= ASA {48 OEA

ATvT3

ATvT4

ATy TH

2y ko= 2uFLavy—i K- rozz [

GE) TFABLVAEBA VAR THET, AL—7"v MEI100Kbps (ZHIR SN D720, FleifEi T A
FNEFEITTEET, T4V R, BHEOBIECLETT, 4BV AEA VA N—/LTHET,
DAy E—URar ) — L THYIERLERINET,

Warning: ASAv platform license state is Unlicensed.
Install ASAv platform license for full functionality.

wo7Ta 7 FRFEREINET,

ciscoasa>

o7 Mi, 2—YP—EXECE—RFTEEL WA 2 L2 R LEYT, =2—¥—EXEC £— KTIZ
HARKa< ForzrEHTEET,

¥i#E EXEC T— RIZ7 7B AL ET,

Bl -

ciscoasa> enable
WO T NINFRRENET,

Password:

Enter ¥ —ZM L C, WICEARET, T 74/ b TiE, AT — FIZEATY, LENIA R —T L RRA T —
RZFRT L7725 E1E. Enter 23 boicona AN LET,

Fa T NRRO LI LUET,

ciscoasa#

BRELSOTRTOa<> Fid, FiEEXEC T— FCHATE £4, MHEXECE— F)nbar 7 4 ¥a
L—yaryE—KRIABLZ L TEET,

FRHEE— RZ2 T 51213, disable 2~ R, exit a~> K, £zt quit 2~ FE2ANLET,
Ja—LarZ 4 X¥al—vary ®—RII77EALET,
ciscoasa# configure terminal

Ta T IBRRO LTI LET,

ciscoasa(config) #

Fa—/NL ary7 4 X alb—vay T— b ASA R ORELHMBTEET, Fr— YL ar 7y
X2l —varyET—R2ETTHI00E, exita~> K, quitaz~> K, F2idenda~> K2 AN LET,

Yy hT—4H Sy ary—J)L R— FDERE

ALV I AR AP EDTEDIT, A= T I ERTONT, Xy NU—7
VIUTNR— FEBEMTHRET 200, ERIFMRB Y TV R—Farkr hb—4% (vSPC)
WCHERT A LV ICERETE ET, FHIEOFEMIZ OV TIE, VMware vSphere D~ == 7 /L %
ZIRLTLIEEW, ASAAR TiE, (K= Y=L OfRb Iy U TV R—hoary Yy —u
HAZEETIVERNHY £, ZOFIETEH, YV TV KR—F avy—AVE2HT5)
BIZOWTHALET,
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VMware % {3/ L 7= ASA {38 OBA |
B cruzrazi—7vrsqtrzr07YTIL—F

AT w71 VMware vSphere TH* v hU—2 U7V R— M &R ELET, VMware vSphere D~ == 7 /L AZZH L T
<TEEvy,

RATv T2 ASARIE T, Tuse ttyS0) EWHARIDT 7 A V% disk0 D/L— K 7 4 L7 BUVIZERLET, 2077
ANVIZIIHBEDREEN TV DOIXLEEH Y /A, ZOLICHET DI EOHRBLETT,
disk0:/use_ttySO

« ASDM 25 [W—IJL (Tools) 1>[Z 7 A4 ILEE (FileManagement) | ¥ A 7 /Ry 7 A%fEH LT,
ZOARITEDTHRA NI 7 A NET v 7 r— R T&EET,

s vSphere =2V — /LT, 77 AN VAT LNOBFEO 7 74V ((EEDT 7 A4V) &H LWARIZ A
E—T&EY, RIHlZRLET,

ciscoasa(config)# cd coredumpinfo
ciscoasa(config)# copy coredump.cfg disk0:/use_ttyS0

ATYT3 ASAHAE Y m— RLET,
« ASDM 7> 5 [Tools] > [System Reload] % 3#R L £,
* vSphere =22 Y —/ /L Creload Z A1 L %7,

ASA A8 X vSphere = >V — L ~DEFEEEIEL, ROVICTY TV a2y —WZEEFELET,

ATy T4 U TV R— bk OBINEHIHRE L7z vSphere DR A R IP 7 KL A & R— FFEEC Telnet ##5i 3 570>, £7-
IZVSPC D IP 7 KL A & AR— M T Telnet ##58 L £ 97,

VCPU E£-FRIV—T Y b A4 RDT7YvTIL—F
ASA A8 1Z, EHT& 5 vCPU OB EST HANV—T v N FA B 2 EH L £7,

ASA A8 @ vCPU O AR (72T HT) Hald, HriLnIiA v 2 28RLTED

HLWTA B A 2@MAL, BriLvVMEE T DL VMware DVM 787 ¢ #EE L E
K

\)

6=

EDYTHNZVvCPUIL, ASARMECPU A4 B RAFEHITAN—T v T4 B AL —
FHLTWDAILERHY £9., RAM I, vCPU HIZIELL A ZFHE SN TV D LENH
DNET, Tl T —RELEFFX VT L— REFZE, ZOFEIHE->T, T4 A

& vCPU Z Ul IZHHHET 5 L9 LE T, KM R —E)nH 555, ASA IAE 1X5EY)
WZEIEL £H A,

ATV HLnWIA B AEZERLET,
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| VMware % ff8 L 1= ASA {48 OEA

ATy T2

ATvT3

RTv74

ATy T5

ATv 76
ATvI1
ATvT8
ATv7T9
ATv 710

VPU EFERL—T v k S z07 v ToL—F |

LTS 25 WALET, 72— A — "= XTOHE, WHOEBICH LWT A & A%
l/\ijqo
Tz )b R—=E AT ENE I NS LT, ROWTANEFEITLET,

o« 7z —)LA ==&V : vSphere Web Client T, A% L /3A ASA AR OFEFR AV L E9, 7-& %
X ASARAE 227V v 7 LT (IR~ v OfER%Z A7 (Power Off the virtual machine) | % 27
Uy 73580, FTRTASARE 2627 Y 7 LT[ZFAROSE Y v~ h& 7 (Shut Down Guest
0S) 1 ZERL E7,

¢ 7 x—)LA—/3—72 L : vSphere Web 77 7 A4 7 > F T, ASA A OFEJRZUIMr LET, =& 2L,
ASARIE #7 U v 7 LThhD [~ v o DOEJ%Z 47 (Power Off the virtual machine) 1 %727 VU v
7450, FFASARME 2427 Y v 7 LTC[Z A ROSE Y ¥ v F & 7 (Shut Down Guest OS) ]
IR E 7,

ASARIE 227V w7 LTS [~ 2 O EDOHRE (Edit Virtual machine settings) 1 %27V v 7 L%
T (FIXASABAE #4727 U v 7 LT [REDOHE (Edit Settings) ] ZiEIRL ET) .
[Edit Settings] %A 7 2 77K v 7 ANFRINET,

B LW VCPU 7 A & ADIE LWMEZ#ERET 512X, ASARE OF A2 (1°—2) IZ&%H CPU
B ARV EFEZZR LTS EIN,

[Virtual Hardware] % 7' [CPU] C, Kua v 7 &7 U A R BH LWMEZER L E9,

[Memory] (Z1%. # L\ RAM OfEE A LE9,

[OK] %7 U>2 LET,

ASA RO ERE ANET, 72 & 21X, [Power On the Virtual Machine] #7 V » 27 L£7,

T )L — " — RT DA

1. 7774 7HE~Oa = VBRI, EET 7T 4 72 T ASDM A EB L £,

2. ABUNAEBOBENKET LIk, AZ AL EBIZT 2 — L F—_"—LFT,

« ASDM : [Monitoring] > [Properties] > [Failover] > [Status] % iR L, [Make Standby] %27 U v 7
]\/\iﬁ—o

» CLI : failover active

3. TUTFATHBICIH LT, AT v T3 ~9 IR LET,

RDERY
SEHNZHOWTIE, ASARIE DT A2 (1 —) 2B L TLEEN,
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VMware % {3/ L 7= ASA {38 OBA |
B vvware T ASA B8 /8T —< L REA%

VMware T ASA R D/ T+ —< 2 REfEE

ESXi B TD/N T+ —<T 2 ADMAE L

ESXi7 A b CPUARIE DR E # T 5 Z L12 K- T, ESXiBEEND ASA AR D37 4 —
VU AEM ESHDH T ENTEET, [Scheduling Affinity] 47> 3 2L > T, R~ D
CPUZRZ FOWELAT (BLUONAN=AL T o VTR > TODGE DA 73—
ALy R) IZEDLIITHBIEL0EHETEET, ZoMia AU, i~ v
. WWELLET 74=7 4 By MNOT ey HIZHID Y THZ ENTEET,
PRI OV T, BLTFO VMware R¥ = 2> hESIR LT E S0,

+ [Administering CPU Resources] ® % ( [vSphere Resource Management) )

+ [Performance Best Practices for VMware vSphere ]

« vSphere Client DA > T A~V

NUMAD A K54

Non-uniform Memory Access (NUMA) &, vV F 7 atyHh A7 o007 at v Hiikd s A
AV AEYEY 2= VOREIZOW TR T G AT 77— %T&%kf# PA=NAA N
HED/—=F (VE=FAEY) RIFHELRVAET VT 7B AT HEEE, o—HLAE
V2T 7 BAT 2556 80 bIKEOHME T, NUMA ##ix /L T7 — 5%%@?62?#%
D EI,

X86 W — =T —%T 7 F ¥, BHEOYry FBIONY 7y NNOBEED a7 TR ST
WET, HFCPU YTy FEFDAETBIORTVO A, NUMA / — REMEINET, AE U0
STy M EIERICHEAI DX, FA ST U r—v 3 B X OEEEMT S TVWB LI
s (NIC 72 &) MRELC ./ — FNICFEETL2HERH Y £5,

B 7 ASA AR X7 o —~ U A B FEHTHITIT

s ASA AR = v 0E, 1 DD NUMA / — R ETCETTAXENRHD £, 120 ASA {48
M2OD Y7y FTEITEIND L IICEAINTWVWBEES, N7+ —~ AT KIBIZIE T
LET,

87 ASARAE (K 1:8 27 NUMA 7 —*%7 7 F v DfH] (41 2X—3) ) TliL, mA b
CPUDE Y7y ", FNFNRELU LD aT iz TWAMLENRH Y £4, —/—F
TEITFENTVAMD VM IZHOWTHEETAHALERH D £9°,

¢ 16 27 ASA AR (M 2:16 =7 ASA (KA NUMA 77— 7 7 F ¥ Of| (41 *—) )
TiX, A RCPU EDOEY 7y b, FNENN16HLL EO T H#HZATWDELERH Y
F9, —R— ETEFTEINTWAMDO VM IZHOWTHEEETALERNH Y 5,

*NIC 1%, ASARIE v v LA U NUMA / — R EIZHLHZVLERH Y £97,
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| VMware %{EF L 1< ASA {R38 DEA

numA D A1 k54> ]

WORIL, 22O CPU V7w b3, £ CPUIC ISHO a7 BREHEH I TWAE I — " —%R
LTWET, 8 27 ASARAE TiX. AA FCPUDE V7 v MIEIESHED a7 NULETT,

B 1:837 NUMAT —%T 9 F % DHl

NIC

— numa 0
8 core ASA virtual
CPU Socket 0 CPU Socket 1
§ EEEEEN
- .. EEEEEE
t EEEEEE
WO Controbor VO Controlor

numa 1 =-

KOKIL, 22O CPU Y7 b23H D, £ CPUICISHO a7 BREH I TWBE T ——%R
LTWET, 16 27 ASA{RMR TiL, R A N CPUDE Y7 v MK 16 MO = 7 S NET

j—O

2:16 27 ASA{RIE NUMA 7 —XT 9 F % DOl

— numa 0

16 core ASA virtual
CPU Socket 0

CPU Socket 1

S0y Reuagy

MNIC

[roe | [rae]

a0y koL

numa 1 -
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VMware % {3/ L 7= ASA {38 OBA |

B receive Side Scaling (RSS) FRD#EH®D RX ¥ 21—

NUMA ¥ 27 A& ESXi DfERIZEET 23H/MIC OV TiL, VMware K% = 2 > b [vSphere
ResourceManagement)] . B D VMware ESXi/A—Y g V&5 M L T< f:é VW, TORFa
AV MBLOZOMOBIE RF 2 2 bORHOTT 1 ¥ a V&R T DI
http://www.vmware.com/support/pubs % 2 L T< 72X,

Receive Side Scaling (RSS) FADEH D RX 1 —

ASA AR 1X, o7ty a7ty NI —UZENT T4 v 7 3T D720

N =0T HEFRZE > TSNS T 7 /) 1Y —Td 5 Receive Side Scaling  (RSS) %:‘U‘“J‘—
FLCWET, HRAL—T v hEEHTHIZIE, % vCPU (27) [T H O NICRX F = —
DEESNTWDIRENRS D 9, —i%H972 RA VPN BB TlE, 12OWNE/SNEST DA

B =Tz A AEFERTHLERSH D Z EITHFEE LT EEN,

[ &y

BEE HEHEORX Fa—&MiHT5I121E, ASA (RKAE N— 2 2 9.13(1) IR MLE T,

WHE/ANBART DA v B —T =2 A A%EFS8 a7 VM D4, X 3:8 27 ASA {4 RSS RX
Fao— A22=) ITFTEIC, HEA L E—T 24 RATNT4 OO RX F2—0H Y 9,

B 3:807 ASA{R#E RSSRX 1 —

ASA Virtual
8vCPUs = 8 physucal cores on host

:
IFIIIII

| T\T“T

__'_d_--’
Inside RX I 0utsnde RX

WNEBNEAST DA v H—T =2 A A%FiD16 27 VM DA, X 4:16 =7 ASA {4E RSS RX
Fa— @32=) ITRTEIC, AL H—T A AL DD RX Fa—0H Y £1,

vNIC Outside
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https://www.vmware.com/support/pubs/

| VMware %{EF L 1< ASA {R38 DEA

Receive Side Scaling (RSS) AOEHDRX 21— [

4:1627 ASA{R#8 RSSRX % 1 —

ASA Virtual 16vCPUs = 15 physical cores on host

(LLLLLIIILIILLILL]
JITITn

Inside RX Qutside RX

aPISU] DINA
vNIC Qutside

W DFEIZ, VMware D ASA R O WIC B XY R — FENTWARX Fa—D¥E R LE
T, ViR — FENTWAB YNIC OFBHIZOWTIE, HEEEIN D vWIC (18 2—) ZZRL T
<TEE,

& 11: VMware THE S % NIC/HNIC

NICA—F |wNIC K354 | FS4379 /8 BXFa2—0 | NT+x—T R
AN o— #

x710% i40e PCI /XA R JL— K8 PCI/ XA A )L—{%, T A &=
NIC O TR E D/NT H—v
Azt L x4, "ARAL—F—
RClE. NIC X ASARAE & T
BV | BRI S 72 SRR
TiEHY XA,

40evf SR-IOV 4 X710 NIC Z{# H L 7= SR-IOV
A)—"" ME PCI /XA A JL—
b Urk30%) EKFLE
T, VMware @ i40evf (213,
i40evf = & IZHK 4 DD RX
Fa—nHYET, 16 27 VM
TIRRAN—T > b EFEHT 5
12X, 8 ODORXF 2 —03 BT
RS

x520 ixgbe-vf SR-IOV 2 —

ixgbe PCI /R A A )L— |6 ixgbe K7 A /3 (PCI /8 A A JL—
EF—FR) 2%, 6 2O2DORX F =2—
N EST, RNTH—< AL
i40evf (SR-IOV) & [A% T,
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VMware % {3/ L 7= ASA {38 OBA |
B srovsos—orszoTnEva=Ly

NICAH—F |WNIC K54 | FS4/8FT49 /08 [RKFa2—D|/XT+—I >R

N o— 54
7L | VMXNET3 | #e{A484k K8 ASAVI00 [ZITHELE S EH A,
ML €1000 VMware TR SN EH A,

*ASA AR 1%, x710NIC @ 1.9.5i40en R A N R A NEHEMERH Y /A, T LD HN
N=Pa VERIFH L=V a v DO RTANEIELET, NIC RIS NET 7 —AT =
T DN 3 o EHEHE IR T 5 729 D ESXCLI 2~ > ROFEMIZ DWW Cid, NIC K
ANET 7= L0 TN=Ta VORI (44 X—2) ZBRLTIEEN,

NIC KSA/NETF7—LDTT/N—2 3 2 DHA

RMEDZ7 77— 2T BLORIANON=T g AFREFE T2 ITHERT 20E R H D555
%, ESXCLI 2~ R&EHEA L CEDOT— X205 LN TEET,

A A=A ENTNSHNIC DU A FZERIGT 5I21E, B 578 2 MZ SSH &t L .
esxcli network nic list A~ F%;%??Liﬁﬂo ZDhavwr Rk, FTNA A L O
MIEHROFLEEDFHNDHITT TT,

A AR ENTWVOHNICO Y A FZ2EGTIUE, FEMRAREFRERD ZENTEE
jﬂo AZ\E& NIC O)%Eﬁ%f:ﬁgi L T. esxcli network nic get A~V f‘%f%?? LiT . esxcli

network nic get -n <nic name>,

)

GE) — Yy NU—2 7 X7 2 E#RIX. VMware vSphere 7 74 7 2 FnLiERTH 2 &
HTEET, THTHERT A3, [Configure] % 7 @ [Physical Adapters] @ FIZ&H Y
\i—a—o

SR-IOVA A —D A RAOTAESI=2Y

SR-IOV Z T iUX, HED VM THEA FNED 1 HD PCle % v T —2 TH T X & 3f
TAHZENTEET, SRIOV K OMEELZ TEHRL TWET,

« YEFEEE (PF) : PF X, SR-IOV HRER Sdp 7 /L PCle #RETT ., ZhHld, A K ¥—
N—LEDBHEDOAFT 47 NIC &£ LTERRINET,

o ABHERE (VF) : VFId, 7 — X iRk % g T 2 & PCle H§RETJ, VFIL. PF 25 il
Sh. PEEALTCEHENET,

VF %, (RAELENTF R —F 4 v 7 VAT A 7L —LT— 7 ND ASA R < TR K
10 Gbps DEfi ARt TEx £9, ZD®Z ¥ 3 Tk, KVM BB T VE 2% ET 5 Hikicon
T LET, ASARAE ED SR-IOV H AR — MZOWTIE, ASA{RAE & SRIIOV A % —7 =
A AT Ya=rr (133—=) 22BL T EEN,
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| VMware % ff8 L 1= ASA {48 OEA
sesmennszd

FEFIEEFINEIR

SR-IOVA VB —T A RIZEATBHAS KS14 >

VMware vSphere 5.1 LABED U U — (X, FFEDHREDEREETLMNSRIOV # %K — K LEHA,
vSphere O DOHEBEIL, SR-IOV A2 > TS LB L XA,

SR-IOV A VX —T = A AT HHA KT A4 > EHIRFE (13 3—) IZRR#EIN 0D
ASA A8 & SR-IOV IZBH3 2% v A7 ABEEZHII 2 T, VMware & SR-IOV [ZB5 2 B,

A=K ENTWAHNIC, BEEDO AN, BIOT v 77 L— REHOFEHIZ OV TiX, VMware
< == 7 )LD [Supported Configurations for Using SR-IOV] THERTH2LE N H Y £,

DB arTiE, VMware VAT A LD SRIOV A U F—T oA ADTa Y a =TT
328 EIEREy Ny 7FIHEREFIHRELRLES, Z0EZ T3 NOFEHRIT
VMware ESXi 6.0 & vSphere Web Client, Cisco UCS C ¥ U —X H#—,3—_ 35 X O Intel Ethernet
Server Adapter X520 - DA2 Z i L7=HFED 7 REIREN DT A AN BAER S LIz H D TT,

SR-IOV A >4 —7J =4 RIZEAT HHIREIE

ASA {18 # B35 & ESXi CERARINBDNEF LT DNEF T, SRIOV A »F—T =4 A
MEBERENDEEVRHVET, ZHICEY, AV F—T 2 A AREZT—DRAEL., BFED
ASA AR = o ~DFy MU — 7 NI 2B AN H 0 97,

A

EE ASARAR TSRIOV Xy NI —7 f U H—T 2 A4 ADORELZRIET DRI, £ HF—
T2 APy U T hEWRTDHIENEETT, LD, Xy NY—F L F—
Tz A ADFTEN, VMAEAFDELWYHEMACT RLAAS VX —7 A AZ#HA I
F9,

cll

ASA AR BB L7725, MACT RL RS UV H—T 2 f ADS v B T HfERTEET,
showinterface~ > REHH LT, A v X —T =24 ADODMACT RLARE, A F—T A
ZDHAMIEREMERLET, A X —T oA ZEO Y THRELWT & 2FERT 5I121E, show
kerne ifconfig =~ > ROFEFR E MAC 7 L AZ L £,

ESXi /R X | BIOS D #EEE

VMware (Z SR-IOV A > % —7 = A A% 272 ASA KHH 8 AT 5 12id, (kxR — b
LTHEMNZTALERH Y £9°, VMware TlE, SR-IOV AR — MZETHA4 T4 0D
['Compatibility Guide] 72(F T7e < | (RAMEAN GO MERY )2 MR35 40 o m— RAlGEZ: [CPU
Identification Utility] & & T, (ALY A — M OKFEMRFE LRI L TWET,

T/, ESXimhA MZu s A o352 L1k - T, BIOSN TR A>TV DHEMNE D
DEHMT S L TEET,

ATV T ROWTNILDOFHFEEFH LT, ESXi vV =vican 74 LET,
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VMware % {3/ L 7= ASA {38 OBA |
B <z rmE7 575 Lcosriovoamit

¢ RA NASDEET 7 EARHLLGEE. AR Z LT, v~ ooy Y —ron /A4 r~_"—Y
& ET,
¢ RA MZUE— FTHERF L TWDEAIE, SSHEZEFRIOY £—h ar Yy — s HL T, FA
FEDv v a o EBBLET,
ATV T2 FANMIE-> TSN 22—V L/ LERRAT—=REASLET,
ATY T3 koa<wr REFEITLET,
51 -

esxcfg-info|grep "\----\HV Support"

HV Support 2~ > RO T, FHEEZRANA =R, PR — DX A TR LET, AJREEDOH S
DOFAEZLL IR LET,

0: VI/AMD-V {f, ¥ FR— b+ N ZDON—Ry =7 CidMEHRATERWI L ERLET,

1: VI/AMD-V iZ, VT £721Z AMD-V i HCEET0N, ZON—Fy =7 T3 FA—rInBpnZ L%
RLET,

2 : VI/AMD-V IZ, VT £721Z AMD-V Zfifl T& £9 2, BifE. BIOS N THNZ/ > TWRWZ & &R
L/iﬁ‘o

3 : VI/AMD-V [, VT £721% AMD-V 28 BIOS W CHZNZ 2> THY, EHATEAZ 2R LET,
5 -

~ # esxcfg-info|grep "\----\HV Support"
| ====HV SUPPOTL ..ttt ittt iineinennen 3

ED 313, ALY R—F S TEBY, AINZR>T0DH I EaRLET,

RDRERY
e IRA N T X7 T SRIOV AN LE T,

KRR BT S T2 ETO SRIOVDESE

vSphere Web Client Zf f§ L C, " A N TSR-IOV Z#H 2 L, ARMBEEOH AR TE L F7, &%
ELRNE | AR~ ¥ U A RARRERE IS Bt T & £ A,

158 HHEIIZ

¢ SR-IOV E#ary NU—T f v H—T A A H—F (NIC) WA VA R—LENTWSZ
LARMERLET, [SRIOV THAR—KEINTWANIC (153—2) | 2L TLEE
U,

AT 71 vSphere Web Client T, SR-IOV Z A9 5 ESXi R A MIBEI L £,
AT w72 [Manage] ¥ 7 C, [Networking] %27 U » 7 L. [Physical adapters] Z 3R L £,
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| VMware % ff8 L 1= ASA {48 OEA
vSphere X 1 v F DR .

SR-IOV 70T T 52 &Ik WET X7 273 SRI0OV ZH AR — F LTV E 5 AR T
TET,

RATY T3 WELT X7 ¥ &R L, [Edit adapter settings] #27 U » 7 LE7,

AT w74 SRIOV O FTC, [Status] K2 v 7 X7 A ==2—7/5 [Enabled] 23R L £7,

AT 75 [Number of virtual functions] 7% A k7R v 7 A2, T X T HIIHET HIEEREO A AT L ET,

GE)  ASAVSO Clt, A1 X —T A ABHT0 220 EOVFEHERALBEWNWZ E2BED LET, WHEA
VHE—T oA AEBEONBRETCHET L L, RT v  ARKRTT D AREERH D FT,

ATFv76 [OK]ZZ7 U v7 LET,
ATwv T ESXiARA EFHEE L E£T,

W7 X2 = N TR SNENIC AR — N CTIRAEREREN T 7 7 4 7120 £9, Zhbid, FA D
[Settings] % 7' @ [PCI Devices] U A hMZERENET,

RDERY
« SR-IOV HE & R T & B BT 5 7= DOFENE vSwitch Z1ERL L £97,

vSphere X 1 v FDERK
SR-IOV A > X —7 = A A% BT 5728 vSphere A1 v F EER L ET,

AT 71 vSphere Web Client T, ESXi & A MIBEILET,
AT 72 [Manage] T, [Networking] Z &R L T2>5, [Virtual switches] 23R L £9-,
AT T3 772 (+) fLaft&0fFaOMERT A 2 TH % [Add host networking] 74 2> %27 U v 7 LET,

ATy T8 [EREA L v F R~ > R— k7 /v—7" (Virtual Machine Port Group for a Standard Switch) | ##5i % A ~°
I C, [K~ (Next) 1227 V27 LET,

AT w75 [New standard switch] Z#R LT, [Next] %27 U v 27 LET,
ATYT6 WXy NT—7 THTZEFH LUEERAL v FITBMLET,
a) BVYUTOENETHETEDTT, ADTIA (+) a7V v 7 LTTHF 22BN LET,
b) UA NS SRIOVIZHIET DRy NU—7 f X —T = AEBIRLET, =& 2I1E. Intel(R) 82599
10 Gigabit Dual Port Network Connection % %R L &9,
c) [Failover order group] K©2 > 74 7> A== —"T, [Active adapters] 7> 5% L £ 7,
d) [OK] %7V w27 LET,
AT w71 SR-IOV vSwitch ™ [Network label] # AJJLC, [Next] 227 U v 7 L¥7,
AT v 78 [Ready to complete] ~— ¥ CEHR Z g8 L CTA D, [Finish] %27 U v 7 LET,
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VMware % {#/ L 7= ASA fx 38 0B A |

B me<coommttLAL0o7y FoL—k

5:SR-IOVA 3 —T A AT R v F Ehi=# LL> vSwitch

Geting Started  Summary

Mondtor | Manage | Related Objects

Semngs | Networking | Sworage | Alarm Defindions | Tags | Permissions

a

| vitalswiches [N PPN

Vilerme adaplers
Piwsical adapters
TCPAP configuration

Aibranced

Virted| swilchs

5 vSwiltho

1 vowiteh
Standand wiich: vSwalch1 [(no e ek ced)
¢
[® 1556-5RIOV o I | (¥ Physical Adapters :
WLAN 10X - = vmnicl 10000 Full i ]l

* Virtual Machines (1)

RDBERY
A~ T DEHNE LV EREGRE L E T,

RETVOREBELARNILDT v THL—FK

HHMEL UL, BRA NV U THERTFTREZR2BLAN— R = TG DA~ & T
BRI N—R =27 ZRELET, ASARE v iE, "—RU =7 L% 10LL k2T
HVLBERHY F4, 2L D, SRIOV D782 2 L—REREDS ASA AR ICABRENET, =
DOFNATIL, ASA AE Z I CHRAT OV AR — F SN TWAEEN— R =27 =T 3 Z
T T 7L —RLET,

AR~ D= R =7 N—= 3 L BHPEIC DWW T, vSphere (RAE~ v Vi~ =7
NEBZBLTLEEN,

AT 71 vSphere Web Client 7> vCenter Server (21 7 A > LET,
ATV T2 EETDHASAFE v 2 RELET,
Q) T—HBLUH— TFNE TTAE V=R T —)b FEARA FEER LT, [Related Objects]
2T7% 7Yy LET,
b) [AE~ > (Virtual Machines) | %7 U w27 LT, UARNDH ASA AR v U 238 IR L 77,
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| VMware % ff8 L 1= ASA {48 OEA
AsA {38 ~o shlovnic oE Y 5T [}

AT T3 BRI~ OEREA7ICLET,

AT T4 ASARAE 2427V v 7 LT, [7UL 3y (Adions) [>[TXTHDvCenter 749 3 > (All vCenter
Actions) |>[E#% (Compatibility) 1>[VM7 v 745 L— FOE#HE (Upgrade VM Compatibility) | %
HIRL £,

ATF9FTE [TV (Yes) 1227 Vv 7 LT, Ty 77 Lb—FREHERLET,

ATY 6 I~ O RN T [ESXi 5500 (ESXiS.5and later) |47 v a U A®RIRLET,

ATy Tl (AFvay) [BEOFAROSOY v v ML HRIZORT » 77 L— K (Onlyupgrade after normal guest
OS shutdown) ] Z&R L F7,

BRI NI AHR~ > o3, BR &7z [Compatibility] B E DR T D/ — R =7 RN—=V a3 12T v I 7
L— R&h, A~ v ® [Summary] # 7 CH LUWWN— R =7 N—=V g UREHFINET,

RDBERY

¢ SR-IOV /XA A )b— %y MU —2 THEFH &0 LT ASA A8 & RAEKERE 2 BEE A 1) %
kR

ASA =18 ~@ SR-IOVNIC DE|Y H T

ASA AR ~ > v LR NIC T — X % AZHAATRE/R 2 & %1%;&‘?}‘5 I%. ASA {8 & SR-IOV
IRAAN—Fy NT—7 THTHZLELTI1 DL EOREERRIZESEAMS T DR H D 9,
WO TFNETIX, vSphere Web Client Zf#H L C, SR-IOV NIC % ASA {8 <~ 2|10 ¥ T5H
FEZOWTHHLET,

AT 71 vSphere Web Client 7> vCenter Server (21 7 A > LE T,
ATYT2 EETDHASAFI v~ o ERELET,
Q) T—HRBLUH— TFNE TTAKE V=R T =) F0IARA FEER LT, [Related Objects]
E2T7% 7Yy LET,
b) [{RAE~ > (Virtual Machines) 1227 U v 27 LT, YA ’DH ASARIE v U2 3IRLET,
AT w73 i~ D [Manage] ¥ 7 T, [Settings] > [VM Hardware] %8R L 9,
AT 74 [Edit) #27 U » 7 L, [Virtual Hardware] ¥ 7 &38R L £,
AT w75 [Newdevice] KR v 77X 7 A =2—"7T, [Network] R L C, [Add]| 227V v 7 LE7,

[New Network] 1 > Z—7 = A ANRKRIINET,

AT w9 T6 [NewNetwork] £7 > a3 & LT, fHFHE72 SRIOV A7 v a V2 &IRLET,

AT w71 [Adapter Type] K2 v 7% 7 A ==2—"T, [SR-IOV passthrough] % R L £ 7,

AT w78 [Physical function] K2 v 7' H# 7 2 =a—"T, NRARA VB~ THTXIRNET HWET X7 X% %
IR L £,

ATFYv T R~ DOERERE AT LET,
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VMware % {3/ L 7= ASA {38 OBA |
B Asa i ~o sriovNIC DB Y 4T

A~ v OBIRAE A NCT D E . ESXi B A R T X 7 Z B 22T\ DRABHERE 273
WLT, FRESRIOVAA AL —TFT X FRIZvy T LET, TR NMRE~ VT E T Z L
L 2 DIRABERE DT R TO T a T 4 AR L E T,
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==
=% =R

KVM {58 L 1= ASA {18 OE A

H—=FN_R—=ZADFAE~ > (KVM) ZFETTEDLEEDOY— 13— T 2D x86 CPU T /3 A
AN ASA AR #EATEET,

|

BE  ASA R O/ AE Y BT 2GB T, BIED ASA AR 78 2GB Kl D A € U TEWE
LTWAEE, ASAIE~v v DAEY LI e | LIRTO/N—2 2 B 9.13(1)
VRIZT v 77 L — RT&EER A, Flo, BHAA—Ta VAR LTI LV ASA IR ~
VUABIEATEET,

¢ KVM TOD ASA IR DT A KT A CTHIBFIE (51 X—)
« KVM Zff ] L72 ASA A8 OEAIZHONT (54 =—2)

« ASA AR & KVM ORTHESME (54 ~<—2)
cHEOHDaYy T 4 X2l —ay T A NVDOUEE (56 X—)
ARFET Y Y XML 7 7 A VO (58 X—3)

« ASA AR OftE) (59 ~—2)

« KVM T ASA A8 D/R7 3 —= o A (60 ~=—)
«CPUEAHRE LAR—F (71 =)

KVWM TO ASARE DHA FS5 4 U THIFREIE

ASA AR DEANIFEHINDHFEEDNN— R =TI, BAINDLA VALK ADOESCHEHE
L > TERY £, ERTAEMNBT 774 T AL, SA S~ ETORN) V—
AENY YT (AEV, CPUE., BIOT 4 AV EE) BDHLETT,

|

EE ASARIEIL. GBDT A AV A ML —UH A ATHEHASNET, TAAITFEDOY V—
ZEDYTCEEETHZ LI TEEY A,

ASA AR BB AT BRI, ROBFA RTA4 L LHIBEEAMELET,
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KVM % L7 ASA {8 A |
B < coasaRE 0H A K54 L THREE

KVM TD ASA RIE D AT LEH

BN T =< AZHERT D720, UTOMRICHER L TWD Z L 2R L T EE
VN, ASA AR 121X, IROBERH Y £7,

o IR A N CPU L., RABLIEIRISBE i 2. 7=V — /X — 7 T 2D x86 ~X— A D Intel F 7213 AMD
CPU THBHULEND Y £7,

To& 21T, ASAAH N7 —~ AT A R TARTIL, 2.6GHz TEIET % Intel® Xeon®
CPU E5-2690v4 7' 11t v H Z#4# L 7= Cisco Unified Computing System™ (Cisco UCS®) C
VY= A ME =N —Z R LT ET,

#EEE SN B vNIC
BN T v ARBL T DITE, RO NIC ZHEE LU E 7,
¢ PCI /R A ZJL—TD i40e : Y — X— O NIC 2 VM [ZBEfHT. DMA (A4 L2 kX

FYTI7ERZ) S LTNIC & VM OB T Ry y hTF—E %2Rk LET, 7y bk
BT CPU VA Z VI NEH Y 8 A,

« i40evilixgbe-vf : FEEANZ FRL & A LTI A (NIC & VM [ DMA /37~ |) | NIC ##
DO VM HTHEATEET, SRIOV T, EADFIIEN SV, —RAICHEE S E
T, sk

e virtio : 10Gbps DENEZ YR — F LETH, CPU VA 7 Vb LB MR R Y hT—7
RIA 1 TT,

)

GE)

KVM v 27 L TFATINTND ASA AR A A% 2 TlE, vNIC R 7 A /N id40e 73—
Va1 21125 ##iT 5 SRIOV A H —7 = A ATTF — X G ORENREET 554
N ET, ZOMEDERERE LT, ZOWIC A=Y g U AMDONR—T 9 027 v
T —RTBHZLaHRELET,

NI A—T I ADEFEL

ASA AR D FEDONRT 3 —< L AR FEBRTH720I12, VM LR A MOWi T Z2FHET 52 &0
TEXFET, FFMIZOWVTIE, KVM TOD ASA R O/ 7 p—< 2 AFHEE (60 X—) &M
LTLEEN,

*NUMA : 72 k VM ® CPU U ¥ — X % B.—® Non-Uniform Memory Access (NUMA) / —
RIZAHET 5 2 & T, ASARAR DR T p—< 2 X&) L TE £, FMcoW T,
NUMA DA RT7A4 > (61 2—Y) BB LTI EE,

« Receive Side Scaling : ASA {48 I% Receive Side Scaling (RSS) # %R — kKL TWET, =
L, 2y NO— U T X TR L > THEEO T at vy aTicry NI—2ZENTF 7 4 v
I G DD ENDT 7 /vy —T7, FFMIZ OV TIEL, Receive Side Scaling

(RSS) HOBEHD RX Fa— (64 —) 2BML TSN,
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| KVM %G/ L7- ASA RHE DEA
KVM T ASA 728 0 51 K51 vosiR®EE ]

* VPN OEREIL : ASA {RAE T VPN X7 4+ —~ 2 Z Ik 4 5 7= 0OBINOE EHEEIC
DUV TIE, VPN OF#E . (66 2—) ZZBMRL T EEW,

9SRBEY VG

NR=Tg 917 UM, 77 AZ Y 1L KVM TEBRENT- ASA RAEA v A X L ATYR—
FENFET, ZFEHIZHOWTIEZ. TASA Cluster for the ASAv] Z#ZH L TL7F &V,
CPUE=Y

KVM B85 C ASA AR ZHRE S H 41213, CPU B=2 V7 RUETT, CPUE L= 7 DOHER)
& (60 *—2) ZZMMLTLEEN,

N TRLZEYT A4 HARSA2DE=HDT 2 —ILA—1N—

T x— LA — N—FEOEAIT, AX U ASAIEBRE LT A 2 AR 522 T D 2 &
ERERL T EEW (2 X, Wi OEEMN 2Gbps DHERAT 5 TH D Z L7 E) |

| B

BEE ASARME AR L CRATHMERT 2Bk T 25815, T—F A2 —T7 = A A%4% ASA
AR ZIF UNEF CEMT 2 B8R H Y £9, ERICFEAICA ¥ —7 = A ANRR DA
T ASA (FAE \ZBINE NS & ASA{};Z*B LT —NEREINDZLERHY
9, £, T A —A"—ERICLEENHLZENHD £T,

Proxmox VE £ ASA {48

Proxmox Virtual Environment (VE) X, KVM (A8~ U #EH CE A4 —T Y — A DY —
N— v, 7 7 v N7 #—ALT7, Proxmox VE [X., Web X—ADEH A L X —T = A b
L £9,

Proxmox VEIZ ASARAME Z AT AT, =32 — &NV TAR— 22K S|

VM%&E#%%%%%@&#O/JTwT b#ﬁw&\7~h7/77ntx$_mm
AR SV —TIRAEIC 72 0 £, T RTOEHEZ X 7%, Proxmox VE Web ~<— R FH A > & —
T oA AEMEHLTEITTEET,

)

(G¥)  Unix ¥ = /L F 721% Windows Powershell |Z1E#1 T\ 5 b= —H —miF 12, Proxmox VE (&
PFRBRREOT N TOayR—3 heEHTLa~v 0 NI 4 072 —7 oA Azt
LET, 2Oavwr R IAM 0 A0 F—T x4 ATE, ATV V= M ¥ 7 HisErkhe
& UNIX @ man N—VTEADTERLR FFa A FRH D £,

ASA (RAR ZIE L EFT2121E, VMICV U TIAT AL ZAZRETHLEND D F9°,

1. A A > Management Center DD T 7 —3 9 ) —TASA AR ~ 2N L £
D

2. R~ OB EA7IZLET,
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https://www.cisco.com/c/en/us/td/docs/security/asa/asa917/configuration/general/asa-917-general-config/ha-cluster-asav.html

KVM %/ L1 ASA 228 OB A |
B v EsALEAsARE oBAIZDLT

3. Hardware> Add> Network Device Z#3#R LT, U7 /R—FZBIMLET,
4. fFE~ o OBEFRE A AT LET,
5. Xtermjs ZfEH L TASA IR v~ 27 7B A LET,

FAPNYP—=NN—ThiKE2Ly NT v 7 LT 7T 4 7T 5 HEIIHOWTIL, Proxmox ¥ U 7T
NWHERDR—=TV 2B LT &,

KVM % L 7= ASA {RIE MEAIZDUVT

WORIE, ASARIE & KVM DXy hU—7 hARa Y oflZRr LET, ZOZETHHL TV
HFMEL, 2D PR POFNZIESNTHVET, ASA B IX, WERy hU—7 LA R >
D=2 OBDT 7 AT 4= LTEWELES, £/, HIMHOEE R Y FU— 7 RNRES
nET,

6:KVM Z{ER L 1= ASA{REE OB AHI

10.1.1.2 198.51.100.2
g0 oo/

Linux Guast Limnu: Guest Linuz Guast
Inside Mgmt Outside
1uj.hgi ,191taa}g% /198,51.100.3

& } |
Inside N gmt ek, A
Metwork Network MNetwork
KM
virb2 virbr vbed

10.1.1.10 192.168.1.10 108.51.100.10
- ath -
EEnt e 1015230 B

ASA =78 & KVM DHIREH

« Cisco.com 7> ASA {lKAE qcow2 7 7 A /L& X 7> — K L, Linux R A ML £97,

http://www.cisco.com/go/asa-software
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https://pve.proxmox.com/wiki/Serial_Terminal
https://pve.proxmox.com/wiki/Serial_Terminal
http://software.cisco.com/download/navigator.html?mdfid=279513386

| KvM %GR L 1= ASA R DEA
asa m22 & kvm orriess [

Y

G¥)  Ciscocom D7 A o BIOYV R —EXEHNNET
j—O

« IV =2 T IVDEAM T, = —H—72 Ubuntu 18.04 LTS Z#fHEH L TW\5 Z L 2RI L
L CVvWE9, Ubuntu 18.04 LTS R A b Dfg FEFICIRDO R r— % A4 A b—)L LET,

» gemu-kvm
* libvirt bin
* bridge-utils
* Virt-Manager
* virtinst
* virsh tools
* genisoimage
T =R RAFIRA N EZOREOZELZITET, A M2#EST 52 LT KVM

TOASAFIEDAN—T» MK TE T, —MARHR A FFRROBEEIZ OV T,
[NFV Delivers Packet Processing Performance with Intel] 22 L T 7230,

« Ubuntu 18.04 O{EF| 22 Fd@ b, RO ONREENFE T,

s macvtap : EPERED Linux 7'V v ¥, Linux 7' U v OR3P D 12 macvtap ZHEHCTE £
T, 7272 L. Linux 7 U v VO VI macvtap AT 2561%. FEOERTEEIT
IMENRDHY T,

* Transparent Huge Pages : A& U ~X— U414 X &8I S £ 9, Ubuntu 18.04 TiX, 7
T A R TEUNTIR S TVET,

Hyperthread disabled : 2 20 vCPU% 1 DD > 7L a7 IZHI L £77,

» txqueuelength : 7 7 4 /L k @ txqueuelength % 4000 /3%~ MIHEIS®, Fry 7 L—
AR L E T

« pinning : gemu 35 X O vhost 7 7B A ZKFEDCPU 27 [TV 45Hkt LE T, FrEDSR
EFTIE, BEVERICE > TR T3 —< 2 ARKIEIZH ELET,
«RHEL X—ZDF 4 A F U B a— 3 Oz oW TlE,  [Red Hat Enterprise Linux 7
Virtualization Tuning and Optimization Guide] #ZM L T 72 &0,

cASA V7 MU =T B I ONASA AR A R— A PO HHMIZ DUV TIE, Cisco Secure
Firewall ASA O H bk [$3E] 2B L T E &0,
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https://www.intel.com/content/www/us/en/communications/nfv-packet-processing-brief.html
https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/7/pdf/virtualization_tuning_and_optimization_guide/Red_Hat_Enterprise_Linux-7-Virtualization_Tuning_and_Optimization_Guide-en-US.pdf
https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/7/pdf/virtualization_tuning_and_optimization_guide/Red_Hat_Enterprise_Linux-7-Virtualization_Tuning_and_Optimization_Guide-en-US.pdf
https://www.cisco.com/c/en/us/td/docs/security/asa/compatibility/asamatrx.html#id_65990
https://www.cisco.com/c/en/us/td/docs/security/asa/compatibility/asamatrx.html#id_65990

KVM % L7 ASA {8 A |
B zoe00 7 %a—var o7 ok

FEOHDOVIA4FXaL—23Y 774 ILDEE

ASA AR ZEB)T2RNZ, HOHHDar 74 F¥ab—ary ZrANVEEFTEET, 2
DT 7 A NE, ASA AR OEENFIZEH S5 ASA AR DR EZ BT HF AT 7 A LT
9, ZOPREIX, [dayO-config)] EWVWHITHFAN 77 A NE LTHREDIEET L2 MY

KA S L, B dayO.iso TrANSNENBINET, D dayl.iso 7 7 A /LN D ELE)
H%ﬂ:vr?‘/bénﬁﬁm&%hi% WOHMa 74 Xalb—Yar 77 A0, 27l
b, BHA =T A AT 0T 47T Havr Ne | AMF—FGEH SSH h— 33—
ERETHAY RGO 0ERHY TR, TRXTOASARELZDLIEHTEET,

day0.iso 7 7 A /L (B AH I day0.so £72137 7 4 /v b day0.iso) 1%, #IOLEHIZMHEHTE
LLENRH Y £,
o FIHIE AR HEIHIIC ASARARIZ T A & 2 %A 54 %1213, Cisco Smart Software Manager

225 T 1 — R L7z Smart Licensing Identity (ID) ~—72 > % [lidtoken] &9 7 F XA |k
T AN L, FHO AR 7 AVERLTT 4 L7 FUICRFLET,

AR VGA =2 Y =L TERLS NANRN=A_A POV FILR— b5 ASA AR 127 7
AL, RETHEHAIL, FORAEKR 7 7 A Va2 Yy — v U TILOREZIBIML T
HIEl 7 — FRRIZ S ) T VR — b &2 50BN H D £7,

e NI UANRT L ME— RTASABRAR 2 8BAT L5581, PV AXT L RE—RT
FATSNDREID ASAKERL 7 7 A V%, H 0 BB 7 7 AL LTERT ILERH
Diﬂ”o :zh N—T v R I77A4T 03— NOFEORHa 74 X2l —var 7y
A T ébiﬁ:/v

G¥) Z O T Linux 2MEH ENTWET 2, Windows DA RO 2—T 4 VT 4 13
D \ij—o

AT w71 TdayO-config] L WVHTF A7 7 A M ASARAE O CLIREXTALET, 300 X —T A AD
BRE EFDOMDOMELRFRELZBIMLET,

BAIDITIZ ASA D/N—2 2  ThHED D ERH Y £7°, dayO-config 1L, A %72 ASA AL CTH 2 MLE N H

» ¥£9, dayO-config Z £ % fcit 72 7 {EIL, BEfFD ASA F721X ASA A o3 7a 7 1 F o b—
va OBy E 2 e —9 5 5L TT, dayO-config NOITDNEFIZEE T, BEF? show running-config
avy RIOIEFE —FH L TWARERH Y £7,

1 -

ASA Version 9.4.1

|

console serial

interface management0/0

nameif management

security-level 100

ip address 192.168.1.2 255.255.255.0
no shutdown
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| KvM %GR L 1= ASA R DEA

ATy T2

ATvT3

ATy T4

ATy TH

£0A0av T ¥aL—var 77410k [

interface gigabitethernet0/0

nameif inside

security-level 100

ip address 10.1.1.2 255.255.255.0

no shutdown

interface gigabitethernet0/1

nameif outside

security-level O

ip address 198.51.100.2 255.255.255.0

no shutdown

http server enable

http 192.168.1.0 255.255.255.0 management
crypto key generate rsa modulus 1024
username AdminUser password paSSwOrd

ssh 192.168.1.0 255.255.255.0 management
aaa authentication ssh console LOCAL

(EE) ASAAR OYIHPEARC HEIIC T A & o XA 2T+ 28813, day0-config 7 7 A /WZ IR DI H
DEENTNDLZ L ZMER LTI,

cHHA L H—T A ADIPT KL R
+ ({£E) SSmart Licensing TFEH 3% HTTP 7'u ¥
«HTTP 7 ¥+ (FEE L72HE) %7212 tools.cisco.com ~DEEft & A0 5 route 2~ > R
* tools.cisco.com % IP 7 K L R |Zfi#ik9" 5 DNS P —/ —
« ZRT D ASA AR 7 4 B A A FEET 5729 D Smart Licensing DX iE

¢ (fEE) CSSM TOD ASA AR DIRBRERHIZT HI2OD—EDKRA MM

(ff=#) Cisco Smart Software Manager (& X > TH1T 4172 Smart License ID h—2 > 7 7 A L&x a2 B a—
ZIZF =R, #Uru—R77ANVInbID h—7 v zat—L, ID h—7 DAz gETe ldoken)
EWVWITHFARNT 7 ANEFERLET,

TXAN TZ7ANEISO 7 7 A WA L TRFECD-ROM # 4K L7,

1 -

stack@user-ubuntu:-/KvmAsa$ sudo genisoimage -r -o day0.iso dayO-config idtoken
I: input-charset not specified, using utf-8 (detected in locale settings)

Total translation table size: 0

Total rockridge attributes bytes: 252

Total directory bytes: 0

Path table size (byptes): 10

Max brk space used 0

176 extents written (0 MB)

stack@user-ubuntu:-/KvmAsa$

ZODOID h—7 12X 57T, Smart Licensing #—/3—{Z ASA {iAE 73 B EIUIZ B GRS E T,

AT o FIMB5%EMUIK L, BATHASARME LT, HWYRIPT RLRAEZELT 7 4/L bO#K T 7
ANEERLET,
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KVM % L7 ASA {8 A |

B 527y o7 noms

RIET1) XML 7 7 1 ILDEER

ASAAE 7 A F & KVM AR A MCHHE L, 7 A b &M AR T 2 ARy b U —7 Z2ET
DWENDH Y £,

)

GE) ZOFIETIEH. KVM AR A RS AE~OBGRIIMEL SN E A,

KVM A A kN BT Y v O XMLY 7 A V2R LET, FEOHOaY 7 4 Fal— a3
77 A NOHEE (56 2—) ICRRE SN TWAEIEFR Y hT—27 FARa YOFITIE, 3250
WA ) v 77 AL (vitbrl.xml, virbr2.xml, virbr3.xml) NHETT (ZHE5D3H>DT 7
ANZEHEATHLERSHY £9, 72& ZIE, vitbr0 (T TICFEL TV A DA TE £
A) o K77 ANMTIE, BIET Y v VOBRTEICHERIFERNEENTOET, HHETY vV
®LTARIE—EDOMACT RLAZIEETHAHLENRSHY 3, IP T KL ADIEEIMEET
R

ATV T1 3008y NI—2 7Y XML 7 7 A VEVER LET, ROFTIL, virbrl.xml, virbr2.xml, 3 X
O virbr3.xml T4,

ATy T2

51

<network>

<name>virbrl</name>

<bridge name='virbrl' stp='on' delay='0' />

<mac address='52:54:00:05:6e:00"' />

<ip address='192.168.1.10"' netmask='255.255.255.0" />

</network>

1 -

<network>

<name>virbr2</name>

<bridge name='virbr2' stp='on' delay='0' />

<mac address='52:54:00:05:6e:01"' />

<ip address='10.1.1.10"' netmask='255.255.255.0"' />

</network>

51

<network>

<name>virbr3</name>

<bridge name='virbr3' stp='on' delay='0' />

<mac address='52:54:00:05:6e:02"' />

<ip address='198.51.100.10"' netmask='255.255.255.0"' />

</network>

UTFTa&ELeA7 V7 F2ERLET (ZOFITIE, A2 U7 MMZvirt_network setup.sh &\ 9 £ Rl % 1) F

) .
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| KvM %GR L 1= ASA R DEA
asa 2 oes [

virsh net-create virbrl.xml
virsh net-create virbr2.xml
virsh net-create virbr3.xml

ATFYT3 ZDOAIZ YV FMEETLTC, RBXY NU—22RELET, ZORAZ V7 M, RBRY NV —27 %8
BREEIZ LET, Ry FU—Z1F, KVM AR RREELTWAIRYEBEEI L E7,

stack@user-ubuntu:-/KvmAsa$ virt network setup.sh

GE)  Linux A A M&2 Y a— FT58413, virt_ network setup.sh A7 U7 N EFIETTILERHY £
T A7 VT MIY T — MRIC Hﬁfnéniﬂi/u

AT T4 Ry hT—I BNERENTZZ L 2R LET,

stack@user-ubuntu:-/KvmAsa$ brctl show
bridge name bridge id STP enabled Interfaces
virbr0 8000.0000000000000 yes

virbrl 8000.5254000056eed yes virbl-nic
virbr2 8000.5254000056eee yes virb2-nic
virbr3 8000.5254000056eec yes virb3-nic
stack@user-ubuntu:-/KvmAsa$

ZATY TS vitbrl 7Y v PICE DY THENTWAIP T RLRAEZFERLET, ZHE. XML 7 7 A /L THEY 4T/~ 1P
7 RL AT,

stack@user-ubuntu:-/KvmAsa$ ip address show virbrl

S: virbrl: <NO-CARRIER, BROADCAST,MULTICAST,UP> mtu 1500 gdisc noqueue state DOWN
link/ether 52:54:00:05:6e:00 brd ff:ff:ff:ff:ff:ff

inet 192.168.1.10/24 brd 192.168.1.255 scope global virbrl

valid 1ft forever preferred 1ft forever

ASA [z 18 DEEN

virt-install X—ADE AR U7 M EHEH LT ASAKE Z2E# cx £,

AT wF1  Tvirt_install asav.sh] &9 virt-install 227 U 7" s 2Bk L £,
ASA (8 ~ 2 DAL, ZOKVM AR M EOMOE VM T-ETHLLENHY £7,

ASA AR TIIHm K10 DRy bI =7 B3P AR—bEnFET, ZOFITEII>OFy MU= MMEH ST
WET, Xy hU=7 TV vy VOAOIAFIZEZTY, U A MORYIOANLHEIC ASAE OEHEA 7 —
7 =4 A (Management 0/0) . 2 & H DAJIL ASA (A @ GigabitEthernet 0/0, 3 & H OAJI% ASA {iAE @
GigabitEthernet 0/1 |Z5%4 L. GigabitEthernet 0/8 £ TRERICHE = £ 3, (AR NIC IX Virtio TZRIFHITR Y F
A,

&1

virt-install \

--connect=gemu:///system \

--network network=default,model=virtio \
--network network=default,model=virtio \
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KVM % L7 ASA {8 A |

B «wcoasamiz oo r—< o 2mE

ATy T2

--network network=default,model=virtio \

--name=asav \

--cpu host \

-—arch=x86_64 \

--machine=pc-1.0 \

--vcpus=1 \

-—-ram=2048 \

--os-type=linux \

--virt-type=kvm \

-—import \

--disk path=/home/kvmperf/Images/desmo.qgcow2, format=qcow2,device=disk,bus=virtio,cache=none \
--disk path=/home/kvmperf/asav day0.iso, format=iso,device=cdrom \
--console pty,target type=virtio \

--serial tcp,host=127.0.0.1:4554,mode=bind,protocol=telnet

virt install 27 U 7 R ZFEITLE T,
51
stack@user-ubuntu:-/Kvmasa$ ./virt install asav.sh

Starting install...
Creating domain...

T4 RUBE, VMO Y — L BERRENET, VMBEEFTTHDZ LR TEEd, VMRE
B4 BDE TS0 £, VMABAEFRLZH, 2 Y — VEE»S CLI 2~ REETTEE9,

KVM TO ASA {R%E D/N D #—<T 2 REFE

KWMERLTD/INT+—T 2 ADMAE

CPU E >

KVM R A hOREEZELT 52 LI2L > T, KVMBEEND ASA (AR D/87 3 —~ 2 R % f)
EXHLZERTEET, ZNOOREF, FA N b—_— EOREMIFOKE & IXmEELR T
9, DA 7 a id, RedHat Enterprise Linux 7.0 KVM CTfEH T& £,

CPUY =T HAMITE L, KIMBERTONRT 3y —< o 2% M ETEET,

—T0E®ME

ASA A8 Tl3, KVMBETO ASARIE O T —< 2 2 &b EEXE 578012 KVM CPU 7
TA4=T AT a BT A0LERBY £, Tuky T 7 =71 (CPUE=7)
WXy, TR ELA Ly FEFRALEEEE (CPU) SCHEIAV CPU WD/ A > RESA
REEBRNAIHEIC 72 . BB D CPU Tida<, BEENZCPU TOA T a v AEIFAL v R
NEITEIND IO ET,

EUBEHR STV, VAF VATE VRSN TS A Y AX L AD Y — X3
SNRNEDNCT D70, CPUE =T EFRHLRWA SV AX A LTRIOARA M CPU
V= P EFEHT LAV AZ L AEREMTLIEIICHAA MERNERELET,
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| KvM %GR L 1= ASA R DEA

)

nuMA DA K51 [

ZEH NUMA bRaPE2ERnA v AZ A LFEIUARA MINUMA FARa P aEo( A X

YAERBALZNTIZEN,

TOF T a v EERATAEAIE. KVMAARNTCPU By =0 752 LET,

ATYT1 KVM AR MRET, o= 7 TE S vCPU DAL T-DIC, RA D MARr P 2R L £

‘@40
51

virsh nodeinfo

ATw 2 [FHAEEL vCPU O ZFER L £,

&1

virsh capabili

ATFY T3 vVCPU LTy Y a7dky M =7 LET,

1 -

ties

virsh vcpupin <vm-name> <vcpu-number> <host-core-number>

virsh vepupin =~ > RiZ, ASA A8 LD vCPU Z L I3 T 20N H Y £9, ROBIIX, vCPU 28 4 &
D ASAFAEAERL A L, AR M8 a7 BN EH I N TV HGEICHEICR D KVM a2~y RaRL

TWET,

virsh vcpupin
virsh vcpupin
virsh vcpupin
virsh vcpupin

RAFDaATEST, 0~TOEOBETHNENERA,

asav
asav
asav
asav

w N = O

oo W N

YEZRLTIESN,

G¥) CPUBE Y= T %K TH5EE81F, AA MY —"—DOCPU AR PZEEICHFT L T ZEN,
O a7 RSN — =% L TV AEEIE. ROV 7y MCEENSHCPUE V=

N

L

X AE

L7RANTLTZE W,

FEIZOWTIE, KVM D R¥ 2 A7 —v 3

KVM K TONRT7 p—~ 2 ZADE EIZiE, EHAOYV AT A VY —ARKEIIRD E W) EHATD
%Di‘a‘o

NUMADAHA KS541 >

Non-uniform Memory Access (NUMA) 1, v~ F7ut v Hh T A7 L07ut v HiZktd 5 2

A VAFYEY 22— /LOREIZDOWNT

T LA AEY T —F T/ F ¥ T, ey R

B/, —F (UEBE—FAEY) WIZHFELAEWAEVIZT 7R TA5EE1F. va—h L AT
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KVM %/ L 7= ASA 728 OEA |

B vwvaossrscy

VIZT 782 F 5856 K0 bIREOHEE T, NUMA #kt2 I/t L C7 — ¥ 2 kT 2 0E R &
D ‘i—a—ﬂ

X86 Y —/R—T —%F 7 F ¥, BEDOYry BV 7y "ANOEEO =7 TR ST
WET, HFCPU VT hEZFDAEYRBLIUTVO N, NUMA / — REMEENET, AFEYU M
BNy N ERIRIZHEARDIZIE, YA RNT U r—2 3 U BXOEEMST STV B JE
s (NIC 72 &) MEIL /) — FNICEFEETHIVLERH D £,
B 7 ASA AR X7 p—~ U A B FEHRTHITIT
cASA IR = U iE. 1DDONUMA / — R ETETTIMLENRH Y 9, 150 ASA RIE
MW2ODY 7y PTETEND L IICEASINNTWAEES., N7+ —~ ALKIBIZIET
LET,
87 ASARAR (M 7:8 =7 ASA fRAE NUMA 7 —X% 5 7 F v Off] (622—) ) T

1. WA MCPUDE Y 7ry "W, TNENMEU LD 2T 22 CWAMERH Y £7,
P—N— ETHEITENTOAMDO VM IZOWNWT HEBTHLENRH Y £,

+ 16 27 ASARAR (X18:16 =27 ASA (AR NUMA 7 —F%7 7 F v D] (63 X—7) )
TiX, A FCPU EDOE Yy b, FNENN16HLL EO T A TWHWDELERH Y
F1, == L TEITENTWAEMDO VMIZOWTHEETAHLERNH Y 3,

*NIC 1%, ASARIE ~> > LA L NUMA / — KR EIZHDHLERH Y F9,

WOXIZ, 2 ODOCPU /A7y A HY . FCPUIC 18D a 7 NBEH E N TWA Y — R—%R
LTWEd, 8 27 ASA AR TlL. "A M CPUDE V7 v MIFIK 8D a7 NNETY,

7:827 ASA{RIE NUMA 7 —%T 9 F v DOl

— numa 0 numa 1 -

8 core ASA virtual
CPU Socket 0 CPU Socket 1

O Controlorn

v [=d]

NIC
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| KVM %G/ L7- ASA RHE DEA

nuMA DA K51 [

WO, 25O CPU Y 7w ERHY . £ CPUIZ 18D a7 RNHF#H SN TN D — _—% R
LTWET, 16 27 ASARIE TiZ, mA b CPUDEK Y r v MIFIE 16O 2T BNMNIET
—@AO

X 8:16 37 ASA{RIE NUMA 7 —*T 9 F ¥ Dl

— numa 0 numa 1 -
16 core ASA virtual
\, CPU Socket 0 CPU Socket 1
f EREEEE
ey +— ENEEER
EEEEER
WO Contolod
e [roe]
NIC
NUMA O &1k

FRARAIIC 1T, ASA AR <> U1, NICOAEMEL CTW\W5b 2 — R EE U NUMA J — R ETCTHEITT
DHULBENRHY F9, FIRIZIEKDO EBY TT,

1. [listopo) ZEHEHALCNICHAA 2> TWNDE /—RZHBIL, /—ROREFRLET,
NIC ZH2F T, EO/ — KRR EINTWDLI0E AT LET,

2. KVM R A }‘ VC‘\ virsh list %'fﬁﬁﬁ L T ASA {}j«*u_ﬁn i&"*ﬁ& Lij_o
3. virsh edit <VM Number> %‘f{%ﬁﬁ LTVM %{fﬁ% Liﬁ—o
4, BRLIZ/—FICASARE 2REL X3, ROFITIE, 1827/ —FEMEL TV E
D
J— R0 ~DO/lE :
<vcpu placement='static' cpuset='0-17'>16</vcpu>
<numatune>

<memory mode='strict' nodeset='0'/>
</numatune>

J—F 1 ~OiHE :

<vcpu placement='static' cpuset='18-35'>16</vcpu>
<numatune>

<memory mode='strict' nodeset='1l'/>
</numatune>
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KVM % L7 ASA {8 A |

B receive Side Scaling (RSS) FRD#EH®D RX ¥ 21—

5 xml OEFEEZREITF L, ASARB L v OEREBRALET,

6. VM 73)59@@/‘_‘ FT%’T?éﬂTU‘é: k%%?g\—jﬂéﬁzli\ ps aux | grep <name of your
asav > #FEITL T, ukAID ZBELET,

7. sudo numastat -c <ASAv VM Process ID> %%?? L/T\ ASA {}i,*._ﬁ,\ '7‘:/‘/73)5@@”:@6%5211
TV HERLET,

KVM T® NUMA FH#E O HIZBT A 3EMIZ DV Tik, RedHat @ R = A >+ [9.3. libvirt
NUMA Tuning] #ZH LT 7230,

Receive Side Scaling (RSS) FAMDEE®D RX ¥+ 1 —

ASA AR X, HE O nty Y ariiry NV—UZERNT T4 v 7 20T 5720

N =T HFRIZE > TSNS T 27 /) 1Y —Td 5 Receive Side Scaling  (RSS) 7&")“1‘“—
FLTWET, mRAL—T > FEFEBTHIZ1X, & vCPU (27) ([ZMH O NICRX F = —
NHEESNTNDILENRH Y 9, —i%A972 RA VPN JEBI Tld, 12ONE/ANERT DA >
B —T 2 A AEFERTHHERS D Z LICEE LT EEN,

[ &y

BEE BHORX F=a—%MHT5I12iE, ASA FAE N—T 3 > 9.13(1) LIS METT, KVM
DA, libvirt O/3—2 2 T 1.0.6 LIBETH L LERH Y £97,

NE/AN ST DA B —T 2 A A%FHEDO8 a7 VM DA, X 9:8 =7 ASA {48 RSS RX
Fa— (64 =) ITRTEIC, EA LV H—T 2 AT 4 OO RX Fa2a—0NHY £4,

9:87 ASA{R1E RSSRX ¥ 1 —

ASA Virtual
8vCPUs = 8 phyi(_:al cores on host

8

[N
11

s

0

EI

T
Inside RX Outside RX

-
‘—
vNIC Outcide

J
/
'F

/
\

-
b___________________{
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| KVM %G/ L7- ASA RHE DEA

Receive Side Scaling (RSS) AOEHDRX 21— [

WNE/ANBRT DA v H—T 2 ZA%FFD16 27 VM OE, X 10:16 =7 ASA A2 RSSRX
Fa— (65—=) ITRTIEIC, ALV H—T 2L AIEEODRX Fa—0H VY £9,

B 10:16 37 ASA{R*E RSSRX * 1 —

ASA Virtual 16VCPUs = 15 physical cores on host

(Ll LILLLL LI L)
T

Inside RX Outside RX
WDFIZ, KVM D ASA R O yWNIC BE OV R —FENTWHRX Fa2a—0FE R L E
T, YA — F STV D vNIC OFLHIZOWTIE, #E5ES D vNIC (52 2—) 2L T
<&V,

BPISU| DINA
vNIC Qutside

& 12: KYM THE S h B NIC/HNIC

NICA—F |wWNIC K54 | KSA41T5/0 [RXFa—0D|/NT+—T R

A o— #
x710 i40e PCI /8 A A JL— 8 (FK) x710 @ PCI 782 ZL—35 L O°
_ SR-IOV & — RiZ, fciiize S
i40evf SR-IOV 8 Sy R B £
WL RRER Tl B VM
MTNIC ZFTELH2D
SR-IOV DMELE =N E T,
x520 ixgbe PCI /%A A )L — 6 X520 NIC 1%, x710 XV & 10 ~
30% 87— U ANEL 72D
ixgbe-vf SR-IOV 2

£, X520 DPCI/SA A/L—3
L VSR-IOV E— FiX. kD
NI F—~ o A& L4,
. BRI, o VM
MTNIC #BFTEx5720
SR-IOV DMETE =N E T,
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KVM % L7 ASA {8 A |
B vnosaEt

NICAH—F |vNIC K54 | RS4/379 /8 RXFa—0D |N\T+x—T R
AN o— #]

R%47e L |virtio HE(FRY L, 8 (k) ASAVI00 [ZITHELE S EH A,

ZDOMOREBIZ OV TIX, KVM
TD Virtio D= /L FF o —H7R—
FOFIME (66 X—) BSH
LT &0,

KVM T® Virtio D7 ILFF 1 —HKR— FOAE

wOBIX, libvirt xml ZFRET 5 7=DIZ. Virtio NICRX F = — D% 4 ITRET D HEERL
TWET,

<interface type='bridge'>

<mac address='52:54:00:43:6e:3f"'/>

<source bridge='clients'/>

<model type='virtio'/>

<driver name='vhost' queues='4'/>

<address type='pci' domain='0x0000' bus='0x00' slot='0x04' function='0x0"'/>
</interface>

| &

BE HHORX Fa—%2VR— T 5I121E, libvirt O3—2 5 2728 1.0.6 IS TH 2 LB N B
D iﬁ—o

VPN O &3E 1k
ASA A T VPN X7 o+ — < U A& it T 5 720 OBMOBEFEEIT, RO LB TT,
« [PSec D A/L—"7F> MEIDILS L9 bEL 2D F9°,

* GCM 51213, CBC DRI 2{EDAN—T"> b D3H Y 4,

SRIOVA > 23—TJ A4 ADTREY 3=V

SR-IOV Z 31X, B DO VM THRA MNED 1 BED PCle v NI —27 T X 7% w3ty
THZLENTEET, SRIOV IR DOAEZ T L TWET,

o WPRKERE (PF) : PF . SR-IOV B¥REZ & dr 7 )L PCle SRETY, ZH HiL, &AA K ¥ —
N—FEDBEDALT 47 NIC &£ LTEREINFET,

o AEBERE (VF) @ VFId, 7 — X Rk % ET & PCle #HE T3, VFIZ, PF D
Eh. PEZANLTCERENET,
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| KvM %GR L 1= ASA R DEA
SRIOV A v 2 —T x4 2DFOEC 3= it 254 |

VE 1Z. A b ENTA L —F 4 v T VAT L 7L —LTU—27HND ASA AR = 2K
10 Gbps DR AL TEX £9, ZO® 7 v a2 Tld, KVMEREETVF 2R ET 5 HIEICHON
T LET, ASA{RAE LD SR-IOV AR — MZ DWW Tk, ASA{RAR & SR-IOVA 4 —7 =
A AT Ya=rs (133—=) Z28BLTLIEEN,

SRIOVA VB3 —T 1A RADTOECa =Y ICBET 2EH

SR-IOV ZH AR — N T 2WPENIC 35 5555, SR-I0OV %His VF £ 721 3RAENIC (VNIC) % ASA
R A A AT X v FT&EE T, SRIOV i, BIOS 721 T4, "— Ko x7 ETHE
TLTWAARL—FT 4 T VAT LA VAR AETNINA =R FTOYR— F b b
T4, KVMEBREE CTEITH DO ASARAE HDO SRIOV A > X —T =24 ADT by a= 7
B2 — M7 A RIA4 DY X MELFITRLET,

o« IR Ak P — 3= 21T SR-IOV XIS FE NIC S MEE T4, SR-IOV A v ¥ —7 = A AT
HHARTA L EHIREFE (13 3—) 28 LTEEN,

¢« IR A kP ——D BIOS TIRIBMEN AN 72> TWAMLENH Y £9, FFHIC OV T,
RUF =D~ T VEBRLTLEEN,

o R A N H—,3—@ BIOS TIOMMU 7 &2 —/NL 7R — K23 SRIOV 2k L CHERNC /8- T
WAMERHD T, OV TE, "= Rz T R A —Dv=a T V2SR L TL
72 &0,

KVM7RRX ~ BIOS &£7RR + 0S DEE

ZOkr7varTiE, KWWMY AT ALEDSRIOV A U F—T 2 ADT 0 Y g =2 7
THESESEREYy Ny FIREFREFIRE R LET, Z0OEZ v a NORKE#RIL, Intel
Ethernet Server Adapter X520 - DA2 % {#i ] L 7= Cisco UCS C */ J — X #—,3— [ Ubuntu 14.04
ZEHL T, FED T RERENOT NA APBIERENTZHDOTT,

IR&H HEIIC
SRIIOVHH R Y NU—V A F—T A A H—FK (NIC) DBV fHTFoNTWAZ &%
o D= i
oIntel fRAYLT 7 /¥ — (VT-x) HEREL VI-dBEEEDRN AN R > TNAZ L 2B L%
‘ﬂ—o

N

GE) VAT A A=D—IZXoTiE, ZNODOILREMEENT 7 +
VR TEBZRSTWDEAERH Y T, VAT AT LI
BIOS BX/EIZT 7 B A L CERT HHIEN R D728, N>
H—=PD~=a T VT AZHRILHI 2RO LE
7
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KVM % L7 ASA {8 A |

B Mtz FBIOS LR FOSOZE

&
ATy T2

ATvT3

ATvT4

ATy Th

ATvT6

IR —TFT 4T VAT LEADA A N—LFZ, Linux KVWMEV 2—/b, 54757
=PV — BLO2—T 4 VT A DTRTHRA VA P—LEINTNWDHI LR LE
9, ASA AH & KVM ORHESRML (54 X—) 2R L TLIEEN,

WA B —T oA ADPEERIETH D Z L AR L E T, ifconfig<ethname> Zffi ] L T
R LET,

"toot" L —P— T H UL hERRT—REFEH L TCRAT A A LET,
Intel VT-d NI TWDH Z L 2MER LE T,
B -

kvmuser@kvm-host:/$ dmesg | grep -e DMAR -e IOMMU
[ 0.000000] ACPI: DMAR 0x000000006F9A4C68 000140 (vO0l Cisco0 CiscoUCS 00000001 INTL 20091013)
[ 0.000000] DMAR: IOMMU enabled

REDITIER, VI-d AT > TNDHZ & amRm L THET,

letc/default/grub 3% € 7 7 A /LN GRUB_CMDLINE _LINUX = | U |Z intel_iommu=on /37 A — % Z {1
THZ LWL T, A—%NVHNDO Intel VI-d 2T 7T 4 712 LET,

1 :

# vi /etc/default/grub

GRUB_CMDLINE LINUX="nofb splash=quiet console=tty0 ... intel_ iommu=on"

G¥)  AMD ety HEHEHLTWL5EEE, D VIZ, and iommu=on % 7 — bk /XZ A —X (20
LET,

iommu DEEEZFINITBDICY— =% 7 —FLET,

1 -

> shutdown -r now

WO EMH L T sysfs f > & —7 = A AR T sriov_nunvfs /3T A — 2 |25t e iz EE AT Z &1

J:OT\ VF %:{’E&Li‘g—o

#echo n > /sys/class/net/device name/device/sriov_numvfs

P —N—DEFRZ AVE T 72N E D VE BERR S VD K 2123 5121, letcrcd/ 7« V27 RV ICES
BEBENhTWahrclocal 7 7 A /W2 Eita~ 2 REMILET, Linux0SiL, 7— k et x0H#% Crelocal
A7 VT N EFATLET,

el zFE R=FH1V 15D VF 2Bl T 57 —AZUTFIORLET, BEvwoty b7 v 7 TldA
H—=T 2 A ANRRRDLAREENRDH D £3,

11

echo 'l' > /sys/class/net/eth4/device/sriov_numvfs
echo 'l' > /sys/class/net/eth5/device/sriov_numvfs
echo 'l' > /sys/class/net/eth6/device/sriov_numvfs
echo 'l' > /sys/class/net/eth7/device/sriov_numvfs
P—N—% VT — R LET,
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| KVM %G/ L7- ASA RHE DEA

AsA 218~ el 734 20E Y 4T ]

1

> shutdown -r now

ATw T Ispci A LT, VF BMER SN2 Z L AR L E 7,

{1

> 1lspci | grep -i "Virtual Function"

kvmuser@kvm-racetrack:~$ lspci | grep -i "Virtual Function"

0a:10.0 Ethernet controller: Intel Corporation 82599 Ethernet Controller Virtual Function (rev 01
0a:10.1 Ethernet controller: Intel Corporation 82599 Ethernet Controller Virtual Function (rev 01

( )
( )
0a:10.2 Ethernet controller: Intel Corporation 82599 Ethernet Controller Virtual Function (rev 01)
0a:10.3 Ethernet controller: Intel Corporation 82599 Ethernet Controller Virtual Function ( )

G¥)  ifconfiga~r REMHLT, HiLWA L F—T = ZERRLET,

ASA {R38 ~D PCl T/N 1 RADE|Y HT

VE Z1ERE L7265, PCL T /31 Z& BT 5D & FEEIC, VE 2 ASA B IBITE £4, &K
OBFITIX, 777 4 1/ virt-manager Y — L&A LT, A1 —% Xy FVFar he—J%
ASA AR IZBIMNT 2 HIEICHOWTEB L ET,

AT v 1 ASA AR BV T, [Add Hardware] R¥ > %27 U w7 L, HLWTF A Z&2 B~ BN L £,
11:1\— K7z 708

Ble virusd Mackne  \dew  Send gey
= e - O
N ...
Parformandcs
Hama: [ubuniuis
D Processor
- (L e ————]
. Mo Stetum: = Shigo
o Book Oplions Das :
Bl vevo oisk 1
=] IO CORDM 1
By roc 67:a1:0d
oute Hypendsor :l-::l
Iriput HyprARor
n—— Architecture: =85_64
& j b Emulatorn; jusrbenfosm spece
Oungd: i : N“
G Seral 1
B Pcicocoes:10.2 Operating System
B ocicoonsan0. Hostrama: unknown
Product name: unknown
Video Cirmus
B controler use v applications
I coraroler pi ¥ Machine Settings
Controler DE
! DR rOer - m
[ e Add Hardware l X canci I of Apply

Cisco Cisco Secure Firewall ASA Virtual 9.18 X 2 — 7 v 7HA K .



KVM %/ L 7= ASA 728 OEA |

B ssamiE~ora s qzomysc

RATw T2 iAo ® [Hardware] U A kT [PCI Host Device] 27 U v 7 LE7,

VF 28¢5 PCI 78 ZD U Z M RHri g e R RS ET,
B 12 {RAEHRED Y R b

Add New Virtual Hardware

h_ Metwork
input Plaase indicate what physical device
Sraphics te connect to the virtual machine.
gaund Host Dewnce:
ol Saridd 06:00:0 Interface ethd (\VIC Ethernet NIC) &
= Peralal 07000 interface ethl (VIC Ethernet NIC) [
=4l Channal 8:00:0 WIE FCOE HEA J
LISB Hast Curace 090050 VIC FCSE HEA
0A:00:0 Interface sthd (BZ599ES 10-Gigaba SFYSFP+ Network Connection)
Video 0A:00:1 Interface sthS (BZS99ES 10-Gigabd SFYSFP+ Network Conmection)
! Watchdog 0A:10:0 Interface ethl (82599 Ethernet Controber virtwal Functicn)
Filesystern 0A:10:1 interface eth1d (82599 Ethemet Controller Wirtual Function)
G Smancard QA:L0:2 Interface ethll (B2999 Ethemet Cortroller Wirtual Function)
'@r LISE Redirection A:10:3 Interface eth1S (B2599 Ethemet Controller WVirtual Function)
@ 10:4 interface eth12 (82599 Ethemet Controller Wirtual Function)
0 10:5 Interface ethld (82595 Ethemet Controller Wirtual Function)
Q81006 Interface sth13 (B24999 Ethemat Controller Wirtual Function)
08107 Interface eth1¥ (B2589 Ethemat Controller Witual Function)
OC:00:0 MegaRalD SAS5.3 3108 [Immader)
10:0020 MGA G200 [Filot] ServerEngines [SEPL) _ﬂ
q s
¥ cancel | ] Einish |

AT w73 HHARERBEEREO WA IR L C, [Finish) 227V v 7 L¥7,

PCI T /A AP/ N—RT =7 URNMIERINET, T34 ADFLR A Ethernet Controller Virtual Function
IR TWDH Z EICEE LT &N,
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| KVM %G/ L7- ASA RHE DEA

crugmEs LA—+ [

13:58ME n =B EE

ubuRtuls Virtual Machine (on kvm:racetrack

Ele Virtual Maching  Yiew  Send Kay

mfcune- (O

! Ermriew T Physical PO Device
Parformancs Dievice: 0A210:3 82599 Ethemat Controller Virtual Function

L Processer
|ES Moy
(T Boot Options
(] vinio pisk 1
) IDE COROM 1
|Bhy rac 87:41:9d

Mo

Ing;
Drsplay WG
Sound: ighi

Serial 1

2
M roocoossn:
B Fooooose102

Vides Corug
B controller UsE
! Ceontroller poi
! Controller IDE B

s Add Hardware '-Elﬂml & cance |

RDBERY

CASARE o~ R4 5., showinterfacezi~ > REAHH LT, HHLSRELZA >~
H—T 2 AR LET,

CASARIE TA LV H—T oA A AT 4 Fal—varyE—RE2EALT, FT 7497
DEZEA L H—T oA AR ELTHEMELET, FMIZONTIL, [Cisco Secure
Firewall ASA 'V — X CLI 2> 7 4 Xa b —3 a3y A R (—fkiy7e#EiE) ] o [Basic
Interface Configuration] MFEA B L T 72XV,

CPUEREL LKR— K

CPUFEAR L AR — ML, FBE SNZREEIPNICHE A & 7= CPUDEI GO NE REINET,
W, aTIIE— 7 EELAMTIZEE CPUBREDOR 30 ~ 40% TEMEL . v— 7 BRTH 60 ~
70% ORETEEL 7,
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KVM % L7 ASA {8 A |
B Asavirwal o vepu =

| o

BEE  9.13(1) BT, A — FEZNTWHTXTD ASA Virtual vCPU/ A E U ERL T T D
ASA Virtual 74 2 AEHHTE D X 912720 . ASA Virtual Zif L TV 5 BEEEIL.
IFESERVM Y Y —RT7 v bV N TEITTEET,

ASA Virtual 0 vCPU {3 Fi %

ASA Virtual @ vCPU fEHZRICIL, T —Z /"A, #lHAA > b, BLOIMNB T v A CHEH &
LTW5B vCPU OERFRINE T,

vSphere T &35 vCPU O =1, ASA Virtual DfERIZINZ T, ROLONEEN
ij‘o

« ASA Virtual 7 A R/VR#H
« ASA Virtual ¥ 3 A E 7z %SYS A—/N—~ v N

« vSwitch, VNICFE X UpNIC DI Z B8 T 5 /37 v ROF— =~y K, ZOF—/3—~y
NIZEFICREL RDGERH Y 7,

CPU = =D

CPU fE HEROMEHEF#R A &R 5121, showcpuusage =~ > REfEH L ET,
Ll

Ciscoasa#tshow cpu usage
CPU 00005000 1%01 000 2%05 000 1%
s 47z vCPU O F = RIEIC 72 2B 2 IR L E T,
« ASA Virtual L'7/R— b : 40%
«DP : 35%
HE T EE R 5%
« ASA (ASA Virtual LAR— 1) : 40%
cASA T A FILR—=U 27 1 10%
o A== K1 45%

Fr—rR—~y R, A 8= PRERED FEFT, I L O vSwitch Z{# [l L 7= NIC & vNIC Df#]
DTy MR ST ET,
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| KvM %GR L 1= ASA R DEA
kvmepu EmRELK—~ ]

KVM CPU fE A L R—

Bl

virsh cpu-stats domain --total start count

awy REFETTLHE, BEINTZF A MU~ O CPUKGRHERA R REINET, T 77
)V R TiE, T _XTOCPUDHKEHEAFHPERREINET, ——total A7 v a VERETDHE. A
HMEFFDOARFTRENFE T, ——count 7 3 L ZFETH & count {HD CPU DOHEEH D AFER
ENET,

OProfile, top 72 E DY — /L EBFEITTDH L NA /= AF L VMO 50 CPUEH A ETe,

FEED KVM VM OA 3t CPU RN R RSN E T, [FAEKIZ, Xen VMM IZ[EA @ XenMon 7¢

EOY—NVOEE . Xen /A 78— "AHF [ DF Y Dom0 DAEFHCPUE RN TR S VETH,
M T & DA =R PRI B S EE A,

INHOY—/LEEBNZ, OpenNebula 72 E D7 T U K ar Ba—T7 427 7L —AT—7|Z

L. VM IZ & - T & D AR CPU OEIE DK ENRIERO A ZRMET DR E DY — LR

FELET,

ASA Virtual & KVWM D45 S5 2

ASA Virtual & KVM ORJIZIE CPU % OFAEIZE R H D 57,
« KVM 7' 7 7 O¥fE13 ASA Virtual DL W HEICKEL 20 £,
* KVM CTiX Z OfEilE 1%CPUusage] & FHEAL, ASA Virtual Tl Z OfElL [%CPU utilization |
EMETIET,
FA7E [%CPU utilization] & [%CPU usage) 1IHIDEHDZEKR L TV ET,
« CPU utilization I%, ¥ CPU O#EHEMR 220 L £,

« CPU usage |% CPU DA /N—RA L T 4 » ZIZED W imEE CPU OFEEHE R Z 1k L £
To LML, 1 DO VCPU OHMEHINDT2D, "AN—RA LT 4 U7 ITEMELEHE
Ao

KVM Tl %CPU usage| 1FRDO X HIZHRESNET,

T 7T 4 TIEREN AR CPU O &, ifRIEEZ: CPU O&FHIX T 2%EIG L LTHRESN
\iﬁqo

ZOHFEZ, RARPBLRZCPUERHARKRTHY, YA MARL—TFT 4 T VAT EANL R
CPUEHETIIH Y FH A, F72. ZiUIEE~ > THEMHAEEZR T T DRI CPU D)
CPU =Rz Y F97,

7ol 20X, LEOAR CPU 2458 L7 1 DOAE~ o2, 4 [HOWER CPU 25 L= 1 &

DARA R TIEITENTEY ., 0O CPUMAERN 100% OHFE, M~ 0%, 1 {EO%EE CPU
Y RTHEALCOET, AR CPU OfFHRIL,  MHz HAZOM R /K8 CPU O x 227
AR L LTCRIAESRET,
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KVM % L7 ASA {8 A |
B Asavitual c kvm o 55
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4.
=% =R

AWS U 57 E~® ASA {xF8 DE A

Amazon Web Services (AWS) 7 7 RIZ ASA R 8 ATE F9,

| A

EE  9.13(1) UKEETIE, ¥ A— FEZNTWVHTTO ASA KAH vCPU/ A E U R T T D
ASARIE A B AZMHEHATEL LI E L, ZHITXKY, ASARAE ZEH L
TWAHBERIL, SESERVMY V=27 FFY U FTIITTEDL L OICRY £77,
F72, UR—FARDO AWS A L AZ L AZ A TOE L2 £3,

AWS 7 F 7 R ~D ASA AR DEAIZONT (75 X—)
ASA RAE & AWS ORMHESME (79 =—)

* ASA RFB B X OVAWS O A KT A EHIRFEE (80 =X—)
« REDAT L SSHFBFE (81 ~=—)

« AWS ED ASARE Oy hU—7 bR Yol (82 <—)
« AWS TD ASA (AE ORER (82 =—7)

« AWS TOD ASA AR DR T p—=~ o A (85 ~<—)

AWS 7 5 E~D ASA x3E MEAIZDOIT

ASA AR 1L, WEEASA L[RILY 7 b =T H#FETL T, IRIEET7 +— A7 7 7 ZITBWTHEGE
HFHAOEX 2 VT ARt LET, ASARMIEX, N7V v 27 AWSZ 70 RIZEATEE
T, TOHREEITH Z LT, BEoKBE L bilcnr—y a U2 R, 20, £33 7 b
THEEBLOYE T — 4o ¥ —D U —r7u— RER#ETXET,

ASA FAR1X, RO AWS A LV ARV AZ A T EHYHR—FLTHET,

R1Z:AWS THR—FSNTWBRAVREZI VR AL T

A2ARI VR B A3 —T AR
vCPU AE1) (GB)
cS.xlarge 4 8 4
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AWS & 5 RK~® ASA 518 DEA |
B aws 5% kAo asa i omAIzoLT

AVRE VA Bt A08—T14R
vCPU »%E1 (GB)
c5.2xlarge 8 16 4
c4.large 2 3.75 3
c4.xlarge 4 7.5 4
c4.2xlarge 8 15 4
c3.large 2 3.75 3
c3.xlarge 4 7.5 4
c3.2xlarge 8 15 4
m4.large 2 4 3
m4.xlarge 4 16 4
m4.2xlarge 8 32 4
cSa.large 2 4 3
cSa.xlarge 4 8 4
cSa.2xlarge 8 16 4
cSa.4xlarge 16 32 8
cSad.large 2 4 3
cSad.xlarge 4 8 4
cSad.2xlarge 8 16 4
cS5ad.4xlarge 16 32 8
c5d.large 2 4 3
cSd.xlarge 4 8 4
c5d.2xlarge 8 16 4
cSd.4xlarge 16 32 8
gdad.4xlarge 16 64 3
gddn.xlarge 4 16 3
g4dn.2xlarge 8 32 3
gddn.4xlarge 16 64 3
i3en.large 2 16 3
i3en.xlarge 4 32 4
i3en.2xlarge 8 64 4
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| AWS 959 FA® ASA {718 DEA
Aws 2 575 K~ AsA 22 oEAzo0T [

AR VR B A3 —T T4 R
vCPU »E1 (GB)
i3en.3xlarge 12 96 4
infl.xlarge 4 8 4
infl.2xlarge 8 16 4
mb5.large 2 8 3
m5.xlarge 4 16 4
mb5.2xlarge 8 32 4
mb5.4xlarge 16 64 8
mb5a.large 2 8 3
mb5a.xlarge 4 16 4
mb5a.2xlarge 8 32 4
mb5a.4xlarge 16 64 8
mb5ad.large 2 8 3
mb5ad.xlarge 4 16 4
mb5ad.2xlarge 8 32 4
mb5ad.4xlarge 16 64 8
m5d.large 2 8 3
m5d.xlarge 4 16 4
m5d.2xlarge 8 32 4
mb5d.4xlarge 16 64 8
mb5dn.large 2 8 3
mb5dn.xlarge 4 16 4
m5dn.2xlarge 8 32 4
m5dn.4xlarge 16 64 8
m5n.large 2 8 3
m5n.xlarge 4 16 4
m5n.2xlarge 8 32 4
m5n.4xlarge 16 64 8
m5zn.large 2 8 3
m5zn.xlarge 4 16 4
m5zn.2xlarge 8 32 4
mb5zn.3xlarge 12 48 8
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B aws o5 kAo asamE oEAIZDLT

AWS & 5 RK~® ASA 518 DEA |

ARBY B A8 —T14R
vCPU »%E1 (GB)
r5.large 2 16 3
r5.xlarge 4 32 4
r5.2xlarge 8 64 4
r5.4xlarge 16 128 8
rSa.large 2 16 3
rSa.xlarge 4 32 4
rSa.2xlarge 8 64 4
rSa.4xlarge 16 128 8
rSad.large 2 16 3
rSad.xlarge 4 32 4
rSad.2xlarge 8 64 4
rSad.4xlarge 16 128 8
rSb.large 2 16 3
rSb.xlarge 4 32 4
rSb.2xlarge 8 64 4
rSb.4xlarge 16 128 8
r5d.large 2 16 3
r5d.xlarge 4 32 4
r5d.2xlarge 8 64 4
r5d.4xlarge 16 128 8
r5dn.large 2 16 3
rSdn.xlarge 4 32 4
r5dn.2xlarge 8 64 4
rSdn.4xlarge 16 128 8
rSn.large 2 16 3
rSn.xlarge 4 32 4
r5n.2xlarge 8 64 4
rSn.4xlarge 16 128 8
zld.large 2 16 3
zld.xlarge 4 32 4
zld.2xlarge 8 64 4
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| AWS 959 FA® ASA {718 DEA
asa e & aws onrezt [

AR VR B A3 —T T4 R
vCPU »E1 (GB)
zld.3xlarge 12 96 8

ek M4 itic44’/x&/x&4’7%ﬁﬁﬁ LTCWAEEIT, NI+ —~v o AxALESED
7212, Nitro />4 73—/3A 4 L Elastic Network Adapter (ENA) A > % —7 A A KT A
N%ﬁ%#éCsituMs4yx&yx&4fm%ﬁ#é:&%%ﬁbifo

AWS (ZT oy bEER L, AWS U 4 W — RZFEH L TASARIE 2> 7 v 7 LT,
Amazon Machine Image (AMI) ZR L ET, AMIIX, AV AX VAZELENT 572D 0B
V7 Ny TR EETLe T L— T,

| o

BEE AMIA A —VIXAWS BEOH S TCIIF e — RTEEHA,

ASA =78 & AWS DHIITRSEH

+ aws.amazon.com C7 B 7 v FEER L E T,

c ASARAB ~DF A & v 21 H., ASARIBIZT A v A% 534 F Tid., 100 B OHE:
& 100 Kbps D A/NL—"" S DOIHFFA SN HMIEE— FTEITINET, TASA{RE D
TFAECA (1 X—=Y) | 2R LTITEIN,

oAU H—T = A ADHEf:
EHIA A —T 2 (R
s NHB XN A v F—T =4 R

. (£E) BMo¥ 7%y ~ (DMZ)

s H{E/NA
-M@%y& 7 xA A : ASDM IZ ASA AR 28T 72D, v T 74 >
7 OFBITIIEHTE AL
cHIERA v H—T A A (WIH) : NERAR A M ASA AR 284 A2 7-DICEH S
ESc N

HERA B —T A A (WZH) ASAAER BT v 7 Ry NU— 7 T DT
WIS ET,

eDMZ A v H—T = A A ({EE) dxm@4/& 7z A A&fERT 556, DMZ
Xy U =712 ASA AR a8 2 - DI S E T,
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AWS & 5 RK~® ASA 518 DEA |
B ssamEssvAWs 0sif K54 2 L HiRSEE

o ASA A8 o A7 BRI OV, Cisco Secure Firewall ASA O Bl [35E] 25 L C
<TZEW,

ASARFE ELUVAWS DHA K54 2 EHIREIE

HiR— kS BHEE
AWS D ASA (AR 1%, ROHEZ YV R— K L TCWET,

« XA D Amazon EC2 Compute Optimized 1 A% A7 7 I J T#H % Amazon EC2 C5 A
VAR ADYR—

AT T A=K 7T TR (VPC) ~DJEH
cJLER Y hU—2 (SR-IOV) (fEAAIREZR45E)
« Amazon ¥ —7 v N LA AD DR

L3 Xy hU—7 Da—F—EH

=T v RE—FK (F74 1)

» Amazon CloudWatch

HiR— b IR UVEEEE
AWS D ASA (FAE 1%, U TOMEEZ YR — ML TWERA,

e V=L T I RA (BFHIT. *y NTI—T A H—T A A% L CSSH F7-1L ASDM
AL CHEITEIND)

* VLAN

cHEANET—F (R=77RL, FLIE T VART LU RN E— RO T 7 AT T+ —ILDY
AR—1)

e wNT AVTFARKNE—FR

cJTARH

« ASA {8 2 A 7 4 7 HA

« EtherChannel (3. #A L7 MpFA L H —T 2 ADBTHHR—FSh 5
« VM DA L F— hx 7 AHK— k

o A IR= N FIZIRRAF DSy i —

* VMware ESXi

77— RF¥¥AMNIALFFY AL XAyE—V
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| AWS 959 FA® ASA {718 DEA
wronresshzi |

INHEDOA =T AWSNTREE SN WD, Ja— RSy A M~ LFFvy A &
MEELTDHL—T 7 7a had AWS TPH EB Y IC#RiE L F1H A, VXLAN [T A
B2TF 40 BT TCOLBMETEET,

» Gratuitous/FE 35 ARP

ZIH D ARPS 1 AWS N TIEZ T ANLL L7272 8, Gratuitous ARP £ 7213 FEZE 75 ARP
EVELTHNAT RTEITHFEBVICHIEL THA,

* [Pv6

EXTEDFITE SSH FEEL

SSHABHF —#GEHEHKE DT v 77 L— RORER  SSHERGENEHINDHZ LI2X Y, SSHA
%% PAEE AT DI OO ENLE LY 3, TORD, Ty 77 L— Kk

. ABF—FRFEE M L72BEF D SSH fX EIFHERE L £/ A /AF%E]“*\"—M,;: I%. Amazon Web
&mmsmwwenwAﬁﬁ@77jwkT%5tb AWS 22—V — (213 Z ORIERF R X
AVET, SSHEEHE A K70 o M ZBET D121, 7/77v~k@m_miéﬁﬁbi# E
X (ASDM 7 7 B AMAHNZ o> TWDHEGE) 7 v 77 L— K2 ASDM Zfi [l L TRE%
BIETEET,

wix, 22—V —4 ladmin] DOITLORER TI,

username admin nopassword privilege 15

username admin attributes
ssh authentication publickey 55:06:47:eb:13:75:fc:5c:a8:cl:2c:bb:
07:80:3a:fc:d9:08:a9:1f:34:76:31:ed:ab:bd:3a:9e:03:14:1e:1b hashed

ssh authentication =~ > R&ZfEHT5121X. 7y 77 L—RORHkDa~r RE AT LE
KR

aaa authentication ssh console LOCAL
username admin password <password> privilege 15

nmmwwd%%U%FﬁffbfwéﬁA INEHEFFT 20 TIERL, b ica—3—
VK LTe /XA T — REFRETH 2 L 2HEE L 9, nopassword ¥— U — R, /AT —

°iﬂﬁxﬂ%“%ﬁé®1i@< EEDNRAT—=REZAJTEET, 9.6(2) LV EID/N—
Vg Tl aaa 2 v o NI SSH AR F —fRRECMATIEH W FHAT L., D7,
nopassword ¥ —7— KX b U H—SnFHATLZ, 9.6Q2) Cllaaa=z~> RNLAEL Y,
password (F7ziXnopassword) ¥ —7— RBFIET S84, HENRIIZ username D@ D /XA
U— REEEZFFA[ T L 91 £ LT,

7y 77 L— R&IX, username 2 > RIZ%F % password ¥ 7213 nopassword ¥ — 7 — R
BERMEELRY, 2= =N ARTV = FEZANTERLT LR OBETE LRV %
T Lo T, AF—AEDH 2 B HIE ] 255 1%, username =2~ & A L7gdk
LET,

username admin privilege 15
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AWS & 579 F~® ASA {738 A |
B wstomsamEory ko—s FROSOH

AWS £ ASA R Dy T —2 ~ARA DD

WO, ASARIE HIZ AWS N TRESNT-4-o0% 7y b (BB, NI, AN, BLW
DMZ) ZHix7-Vv—T v R 77 A7 T4 —/LEF— RO ASA R OHER FRe 2R L T

\i j—O
14: AWS ~ D ASA 1R78 DA

AWS VPC

il
QOutside " ’
Subnet >

M ’ Inside
Subnet

DMZ
Subnet

Management Subnet

=
[connected to all devices -not
shown)

BEFELF

AWS T ASA k%8 DR

WROFNEL, ASABRB TAWS 2t v b7 v 73 2 FIHOBE T, BEOFHEM RTINSV
TiX. [Getting Started with AWS] S L TS0,

AT T 1 aws.amazon.com {212 7 > L, Ml A 8 IR L £,
GE)  AWSIZEWIO»NT-EE ORI B STV ET, Hulkid, mEmohs BBz rInEd,
HHLHIBENDO Y V— 2%, BloOHEIC IR RINEE AL, BROHIBNICEEL TWDZ 2T
WIRIZHER LT 72 &,

AT w72 [MyAccount] > [AWS Management Console] 7 U 2 L. [Networking] T [VPC] > [Start VPC Wizard] %

77U w7 LT, B—D/X7 ) v 7 7%y FEBIRLTVPC Z/ER L., RERELET FEitoRun
EY, TNV IREEMATEET) |
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| AWS 959 FA® ASA {718 DEA
aws <o asa 5 0EE ]

c NI KON OY 7R bt VPCEBEIOY 72y FOATTZ AT LET,

A E—FX Yy NV A A F =Ry MEHOEEERZANLEST (o F =Ry N F—
N A DA ATILET)

T —T N A F Ry EDFE N T T 4 v T EENCT DO N EBMLET (A
VE—%y N A= T = A120.0.0.00 ZBMLET) .

AT w73 [MyAccount] > [AWS Management Console] >[EC2] 27 U v 7 L. & 5IZ, [Create an Instance] &7 U v 7
L/i‘a—o

« AMI (7= & Z1%, Ubuntu Server 14.04 LTS) # 3R L £,

A A —VEME A T S v AMI 2R L £ 7,

« ASA A CTHR—FENDA VAL AXAT (Blarge 72 F) IR L ET,
A VAR AERELET (CPU & AEVIXFEETT) .

o [EERFEM (Advanced Details) (227 v a v &EAL, [2—W—F—F (Userdata) |7 4 —/V FIZ,
F7a U THE O MR A ATEET, ZHE, ASA AR DORBIRHIIEH 4125 ASA {RAR MRk
EELT XA RNANTT, HO0HABKICA~Y— K 748 A EOFEMEHREZRET 5 HIEOFEH
WHoWTiE, THEOHDar 74 X2l —iay 77 A LOHE] 28R LT EEW,

CEEA AT AR 0 IR ERIRT 25813, FEA =T = A ZAOFMEEET
LWENHY ET, ZHIIDHCP 2T 2 & 9 ITRETH2LENDH Y £,

cT—BAUVB—TIA R T—H AL H =T A ADIPT NV AL, TDOEFEWEH 0 H KD
—HE LTHRE LELGAICOAEID Y THN, RESNET, T—¥ A ¥ —7 A AX, DHCP
EEHTORLOICERETEET, E20E, BT 2%y NIV —7 A ¥ —7 = A ZANRT TITERKR
SNTWT, IPT RLABRDNS TWDAEHAIL, 0 BB TIP OFFEHRE T £,

<FEORRABRAL : 0 HABRAEEETIC ASA KA 28 AT 5L, ASA IR X7 7+ /L b
D ASAAEHER A L, AWS X Z 7 —Z = _—mbHEi Sic A V2 —7 =4 ADIP Z 1
BFLLIPT RLRAZEIVYCTET (F—H A F—T oA AZIPITEIV Y THNETI, ENLIL
X7 LET) . Management0/0 A ¥ —7 = A ANHHE L, DHCP 7 RLUATHEINTIP &
% L $9, Amazon EC2 33 XN Amazon VPC D IP 7 R L v v > ZZHOW T, [TVPC TO IP
TRy T BSRLTIIESN,

- £ 0BRAERDH

! ASA Version 9.x.1.200
1

interface management0/0
management-only

nameif management
security-level 100

ip address dhcp setroute

no shutdown
1

crypto key generate rsa modulus 2048
ssh 0 0 management
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AWS & 5 RK~® ASA 518 DEA |

B aws <o asa i o

ATy T4

ATy TH
ATvT6

ATy 71

ssh ::/0 management

ssh timeout 60

ssh version 2

username admin password Qlw2e3r4 privilege 15
username admin attributes

service-type admin

aaa authentication ssh console LOCAL

|

same-security-traffic permit inter-interface
same-security-traffic permit intra-interface
access-list allow-all extended permit ip any any
access-list allow-all extended permit ip any6 anyé

access-group allow-all global
|

interface G0/0

nameif outside

ip address dhcp setroute

no shutdown

I

interface GO/1
nameif inside
ip address dhcp

no shutdown
I

cARML—Y (F7HNV R EZTANET) .

BT AVRABUR T NA REZETHID, BHOZ T EERTEET, ¥ T EEGIZADIT LT
OIFEHTE 24812 F1TE 7,

et X VT4 TN—T X VT 4 TA—TEER L AR EMTET, B2 VT 0 I —7F
. BEBIOREN T 74 v 7 2T IT200A VAR ADIRBT 7 A4 T 04—/ T,
FIFNLEITIE, BFX2 VT4 Z0—F1 3T R_RCOT RLRICK LTI TWET, ASA A8 @
TR AHEHT DT RLANSO SSH #5245 k510, V= E2EFLET,

« REZMER L, [Launch) 227V v 7 LE 7,

F— T EBIERR L ET,

EE X— XTIZONYRLTWARIEfTT, F—2LaeGiicyyre—RRLET, BE, Fov
T—RTAHZLIITEETA, =T Z2KkoT=HEIF A VAZUVRAEEL, FTNOLHE
BATHVENHY 7,

[ v A% ZADfH) (Launch Instance) 1 %7 Vv 27 LT, ASARAE 2 AL ET,

[My Account] > [AWS M anagement Console] > [EC2] > [Launch an Instance] > [My AMIs] #27 V v 7 L&
7

ASA R DA B —T =2 A AT LI REITLE 135850 DR (Source/Destination Check) ] 23 HEZNIZ 722 >
TWLHZ &l LET,

AWS DT 7 4 )V hRETIE, AV AX LV AFZDIPT RKLA (IPv4) D LT 7 4 v DR EZIETE,
ARG RIMBEDIP T FLA (IPv4) MODHR T 7 4 v 7 ZXETEET, ASARM ONL—T v
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| AWS 959 FA® ASA {718 DEA
aws <o AsA i 057+ —v o 5% ]

RA&y 7L LTOBEZAEDIT DT, ASARB ORI T4 v 7 A F =T xA R (NEL. SR,
BILODMZ) O [EETFE 1356858 OWeRS (Source/Destination Check) | N T 2 MLENH VY 97,

AWS T ASA {28 D/N T +—<T D RAFHE

VPN O & 3E 1L

AWScS A o AZ AT, PLEID 3, ¢4, BELUOmM4A AL AL HITEDNTEVINT 4 —
AR LET, SAVAZ AT 7 I TOBBLZEDRAVPN Z/L—7 > ~ (AES-CBC
B 5 iZ KD 450BTCP T 7 « v 7 5 DTLS) iZ. UTO LD THAIUENRDLYD F
ﬂqo

* 0.5 Gbps (c5.large)
* 1 Gbps (c5.xlarge)

2 Gbps (c5.2xlarge)
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AWS & 5 RK~® ASA 518 DEA |
B vnosaEt
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B,
=% =R

AWS ~ @ ASA {%%E AutoScale V') 11— 3
WINECPN

+ AWS T® Threat Defense Virtual ASA {48 @ Auto Scale ¥ U =—3> 3 > (87 X—7)
« Auto Scale ¥ U = — 3 3 DRIHRSGME (90 ~<—)

* Auto Scale DJERH (94 X—)

e Auto Scale A T T AHX A7 (102 X—)

cAutoScale D N T TN a—T 4 T ET NNy T (106 X—)

AWS T ) Threat Defense Virtual ASA {x 28 @ Auto Scale v/
J)ai—o 32

WDEZ7 3T, AutoScale VY a— 3 O R—F kA AWS D ASA Virtual T&
D &9 ITHERET 22T OV TRIAL £,

Auto Scale V') 22— 3 >IZDULVT

A2 ClL, Lambda, Auto Scaling 7 /L—7", Elastic Load Balancing (ELB) . Amazon S3 /3
47 k. SNS. CloudWatch 72 £ D4 AWS Hr— 2 & f] L T, ASA Virtual 7 7 A 7 7 4 —
JL® Auto Scaling 7' /b — 7 %3 N3 % 72 ¥ ® CloudFormation 7 > 7 L — h & 27 U 7 |k & ik
LTWET,

AWS @ ASA Virtual Auto Scale (X, AWS ERHiD ASA Virtual 1 > A # > AIZ/KF- Auto Scaling
BREZBNT 5, R/ — =L XAFETT (0FD, ZoMEOHELICEAEGT 5~
N=VMIZH D FHA) , N—T =64 LUK, Auto Scale Y U =—3 =}, Management
Center (IZ L > TEHIND TYHR—FESNET,

ASA Virtual Auto Scale Y U = —3 3 U id. U TFTONEZEMAET 5 CloudFormation 7> 7 L — b
N ZDEATT,

s AT R SR ASA AR A R v AICTERIC HBME S R A B B,
s 0= R UL VTR EY — DY AR b,
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AWS ~) ASA {%#8 Auto Scale /1 2 —> 3 > OEA |
. Auto Scale D& A i

* Auto Scale HERE DA 20 & M L2 VAR — |,

Auto Scale ) E A 5

Z D ASA {54E AWS Auto Scale V' VU = —3 3 OEALL., EAFOKITRTINTWVET,
AWS B — RT3 A 8 RCRRIA SN D 23l 572, SN TAER SR
T2hT 7407 DB ASANIE 77 A4 T U4 —/LikH THNEZ@im T 9,

N

GE) AITESRMDSSL - — N—FFAE (93 X—) TSI Wb ko, EF a7k —
MZIE SSL/TLS FEAENMECTY,

AH =y MIE LTer— RRZ %, Ry NU—7 a0 — R KRZ U EEIT 7Y r—
vary a—RRTZUUTT, WTHOBADL. AWS OFT _RTOEM: L LN EHSNET,
BAFIOKIIRINTWD X D12, RBOLMERSIE ASA BRI 7 7 L— b &/t L TR &
NET, BTl a—F —ERZOMmS T,

\ )

GE 77V = aPBRBLIET U MU R T 7 4 v 71T ASA AR Z i@l L £ A,

15: ASA 1R %8 Auto Scale )& A 51D X

——————————————————————

i Availablity zone - 1

ASA virtual Autoscale Group

______________________

Cisco ASA virtual
Autoscale Solution

1 1

= s
| Subnet 1| ! \
! i 1 1 :
L] Aep i i
| | i | 1
1 I 1 1
b . L1, | Internal | | o AsA
: : ' : s«n:a‘l.'in; NLB | virtual 1
. i Apps i
S |
! S |
____________________________________ 1

! t-»| Internet
I___.____. ______________ ! 1 £ ASA E I FIE‘-I'E -
ARTLvLIG) aces =4 i | virtual 2 L
1 e e B e 1
b Subnet 2 | | !
! 1 1 I 1
koA E I
! | 1 | :
- L L
i ' \ E

i i App & i . virtual n .
g i | Non-Autoscaling | Inside Outside
- L Apps I
| | (] i |
i i i \ |

Customer’s Application
Infrastructure
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| AWS ~> ASA {7 %8 Auto Scale /') 1 — 3 Y DEA
Auto Scale V') 21— 3 U Dt#A .

KT 747 DR— h_X—=ZADFIENARE T, T DAyIkiE, NAT L—/UZ K> CEBETE
9, 2 ziE A F =%y MICHEHLZZLBDNS, R—hk : 80D T 7 4w 7ix, TV
=2 a W —T 4T TE, R—F 8D T T4 I IT SV r— 32100 —
T4 T TEET,

Auto Scale V') 21— 3 U DEH#EA

ASA Virtual £ V' AZ U A A — A VB OART—/VT 7 T 5121, Auto Scale Manager
EREEN A= T 4T 4 WA N v 7 &ZFE=4—1L, AutoScale 7 /L —7|Z ASA Virtual
VAL ADBIMETITHIBRZ R L, ASA Virtualf A X AERE L ET,

Auto Scale Manager [, AWS ' — R~ L A7 —F 7 7 F v ZHiH L TEEIN, AWS U V—

A B I OASA AR LiEfE LET, A3 TiX, Auto Scale Manager = > 7/R—F > h DE A%
H#E){t9 % CloudFormation 7 > 7' L— h gl L CWEd, 277 L— MI XV, SGfED
BV a—a UBAERET DT DICREREOMD ) Y — 2B RS IVET,

\}

GE) H—/X— L & Auto Scale A7 U 7 ;X CloudWatch £ X MZ L > TOAERIHEIN ST
W, A VARE L ADEEBRFIZORFEITINET,

Auto Scale V') 12— 3>@a>vikR—xR2 k
Auto Scale YV 22— g id, RO AR —3%2 b TS TWVWET,

CloudFormation > 7L — k

CloudFormation 7> 7 L — M &, AWS ® AutoScale ¥V = —3 g ZHER Y V— 2 ZREHT
HEOIEHESNET, T L— FOMBIZIKRD & B0 T,

e AutoScale 7L —7, a— R KT % X2 0T 47 0—7, BLOZEOMOa L R—
F¥ b,

cBAE NI A~ A XTHoDa—F— ANZTYiIAteT 7L — b,
~

G Tov7 1 —bOa—VP—ANOKIEZIXRANDH B0, B
B IZ A A WGEET 5 DT —F— DL TT,

Lambda %%

AutoScale ¥ U = —3 =3 »(X, Python CTHH¥E &7z —H D Lambda B9 T, A4 7 A 7 V7 v
7. SNS., CloudWatch A > "7 T — LA X "D U A —&SEd, ARV Z2HERRITR
DEBYHTT,

o L AH L RITKE LT Gighlo, BEWGig0/l A v ¥ —7 = A A& BEHMIRL £,
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AWS ~) ASA {%#8 Auto Scale /1 2 —> 3 > OEA |
. Auto Scale V') 21— 3 U DETIREMH

e — RNRT Y D=y NI N—TFIZGigl/l £V H—T = A AZBELET,
« ASAKERR 7 7 A W EMH L CTH LV ASA AR Z23% @ LB L £,

Lambda BA%%i%. Python /X v 7 — Y DN TRERR IRt SN E T,

ZATHAIONT VY

cTGATHAINT I, AV AFRIIET DT 7 A 7 NVOEE RN ST 57
WIEHASNET,

e f VARB L ABERDEE, TA TV A VT w7 BHH LT, ASA Virtual £ AKX A
WA VB =T oA AZBINL, X—F > NI NV—TITHEA o F—T = A AP X T
& % Lambda B%x Y A— L E£9,

A VAB AT ORE., FA TV ANV T v 7 B LT Lambda B8%c% R U H— L.
B —r sy N T —T D5 ASA Virtual £ > A X L A F BRERRER L £,

Simple Notification Service (SNS)
« AWS @ Simple Notification Service (SNS) ZffiH L CTA > "R I ET,

« AWS IZ1Z ¥ — 3— 1L R Lambda B8%%123# L 7= Orchestrator 2372 & WO IR B B 7=
VY a—a i, ANV MIESWT Lambda 24— A ML —v g 0357200
—FEDOTF = —2 L LTSNS 2L £,

Auto Scale V') 1 —< 3 U DRHESH

EBRZ7A4ILOAH>>O0—FK

ASA Virtual Auto Scale for AWS YV U =—3 3 VOEENCKLER 77 A L EX T a— R LE
T, BUTHASANRN—Va HOBHAZ Y X RET 7 L— M, GitHub U R MU b
AFTEFET,

[ ]

B AutoScale O A atoB AR 7 ) T B LT UL — ME, =TV — 2D
CLTHREESNTEBY ., @E D Cisco TAC iR — FOFFANTII A R—INR2WNWZ LT
EELTLIEEY, B e ReadMe O FIEIZ DWW TIL, GitHub 2 EMIHIICHER L TL 72
él/\o

AVITSTRNTIUFVEERTE

B8y 2 a— RSz GitHub U AR Y b U ik, infrastructureyaml 7 7 A Vi 7 > 7 L —
FZANERNITHY £, ZOCFTIE, N7y bARY =2 LTVPC, 7 xy h, L—
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https://github.com/CiscoDevNet/cisco-asav/tree/master/autoscale/aws

| AWS ~> ASA {7 %8 Auto Scale /') 1 — 3 Y DEA

vee i

k. ACL, E¥=2UT 47—, VPCZLU RRA v b, BIUOSI ANy h2ERT A0
WHEATEET, ZOCFT L, BHICEDLETCERTEET,

WOHETIE, ZHnbHDY YV —RA L AutoScale TOEHICOWTHLLHEALET, 2nbnl
V— A FECER L. AutoScale AT H TEET,

\}

(G¥)  infrastructureyaml 7> 7 L— hZ, VPC, 7 * v b, ACL, ¥X =2V T 1 7 L—7,
S3 A7y b, BERVPC Y RBA Y FOLaER LE4, SSL A, Lambda LA
Y. FREKMS F—U Y —RIERENEEA,

VPC

TV =y a VERIE U T VPC ZERT 2 RERH Y £, VPCITIX, A F—X v b
~DONV—ERH LD EB1IOOY TRy NeFfoAf U —XRy NS = U A DBbHDH T &
PHEEINET, X2 VT4 N—F, 7%y "R PO TIE, Z%T 587
varESBELTIIEIND,

I3y bk

7y MI, 77V r—2 3 COBEHIIS U TERTEET, BAMITREN TS LD
IZ. ASA Virtual = 3> OBHEIZIZ 3 DOW 7T % v BN T,

\)

CE)  BEROPAEY =2 OFR— b BLERGE, 7%y MIAWS 7 TV RO Y —» 7
BT A ThBID, £ VYT Ry FRBETT,

N TRy b

Y7 Ry MZIE, A X —Fy b= T = A ~D 10.0.0.0/0] OF 74/ kL— kD&
FCTY, ZOV TRy MTIE, ASA Virtual DINRA =T = A ARG EN, A X —F
MZE L7 NLB b8 N E T,

RERH TRy b

I NAT/A v X —Fy M= =2 OFEIZHIb LT, 77— a7 xy
ML TWET, ASA Virtual D EFMH 71— 7 Tld, R— bk 80 FH T AWS X ¥ 5 — & H—
X— (169.254.169.254) ICRIFETX DMENHD Z LITEELTLEEN,
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B cs2v5c50—7

AWS ~) ASA {%#8 Auto Scale /1 2 —> 3 > OEA |

\)

GE)  Z® AutoScale ¥V =— =3 Tk, v— RNTZ U OIEFMET 7 —7 73 inside/Gig0/0 A

ttxal)T«

VHE—=T 2 AL TAWS A X T —H P —R—Z VXAV T hSnET, 7272 L,
12— R3Z %5 ASA Virtual IZEEE SNVD IEFMET v — T2 it a2 MmAa o7 7
Vr—2aTINEERTEET, ZOHA, AWSAX T —H —N"—FT V=7 |
EENENOT TV r—2aOIP 7 RURAICEEHZ T, EEtE7 o — 7 a2t
THLERDHY £,

EEY IRy b

OV T xy MIiX, ASA Virtual A VA —T =2 A AREGENET, T 74N BAL—E
RETHZ EITEETT,

Lambda 4T % k

AWS Lambda ¥t Cli%, 774V 8 —bh U2 A ELTNAT Y — bV = A ZFD2 OOH 7
T POVETY, T LY, LambdaBE%S VPCIZH LT T A _X— MI72 Y £9, Lambda
H7T 2y bME, OV T xy bERUIIETHDHLEIIH Y A, Lambda %7 % v F DX
NFZ 0T 4 AZOWTIE, AWS D RF 2 A2 FEBRLTLEEN,

FI)r—avy Iy b

AutoScale YV =2—2a b IOV T Ry MIBRELNDHIRIZIH Y FHAN, TV r—
T a VT VPCHNIDT 7 boNg v RERNVLERG AT, 7%y b RicZEhZEnoLr— K
PRESILTWVDOIMENRSY F9, ZHE, 77 MU RTRBENTZ T 7 4 v 7 BRa—
R/NT o @i L7729 T9, AWS Elastic Load Balancing == —Y% — %1 K [GE] 2SR L
TLTIEEW,

gn—7

FEHE I N7z Auto Scale 7V —7 T 7 L — M TIiL, T XTOEERNFF SN ET, Auto Scale
VY a—a ARSI AT-OICHIEROIL, RO T T,

= 14:BDR— bk

R—Fk ERAE HIHxw k

E#ETv—7 | S8 —Fy MCHE Lizu— KT [SHY 7 % » b, WEH 7% > b
R—=b F7xV | I OEFHET 0 —T
k : 8080)

TV r—ya s | TF IV r—vars—2 b7 490 |7y b, NEY 72> b
A=k 4
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https://docs.aws.amazon.com/elasticloadbalancing/latest/userguide/elb-ug.pdf

| AWS ~> ASA {7 %8 Auto Scale /') 1 — 3 Y DEA
Amazon S3 /X4 k .

Amazon S3 /\5 v k

Amazon Simple Storage Service (Amazon S3) 1%, ¥R % U — NI H40EM, 7 —Z /i, &
FalT 4, BLONRT 4=~ 22l 247V b A=V =L RTY, 77
AT A= NTT =R T TV r—yay 707 b— NOWFHICUERTXTOT 74
Vi S3 Ny MCELE TE £,

T L— FRBIEEND L, S3AT Y FNOD Zip 7 7 A LA S LT Lambda BIEMERL &
nNET, LER->T, BTy MIz—Y =TI MIT 7 BARETHLILERH VD £
T

SSL —/\—3ifRRE

A A —Fy MIE LI-a— K35 3 TLS/SSL # 0 AR— s L TWARERH LS. G
B ARN BT, FEMIZO VTR, ROV 7 28R L TLIEEN,

o P N—FFHEOMH
« 7 A NHOWEF— L H O BLIEHAEOIER
o HO 24 SSLAFFHEA#H L7 AWS ELB O{Fk (— RX—F 4 U v 7)

ARN O : arn:aws:iam::[AWS Account]:server-certificate/[Certificate Name]

Lambda L 1 ¥

autoscale layer.zip I%, Python 3.9 281 > A h—/L &#17= Ubuntu 18.04 7 ¥ @ Linux BB TIERK
TEET,

#!/bin/bash

mkdir -p layer

virtualenv -p /usr/bin/python3.9 ./layer/

source ./layer/bin/activate

pip3 install cffi==1.15.1

pip3 install cryptography==2.9.1

pip3 install paramiko==2.7.1

pip3 install requests==2.23.0

pip3 install scp==0.13.2

pip3 install jsonschema==3.2.0

pip3 install pycryptodome==3.15.0

echo "Copy from ./layer directory to ./python\n"
cp -r ./layer/lib/python3.9/site-packages/* ./python/
zip -r autoscale layer.zip ./python

YERE S 117 autoscale layer.zip 7 7 A Vi, lambda-python-files 7 4 /L #1222 & —3 2 BN H
nET,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_server-certs.html
https://developer.amazon.com/docs/custom-skills/configure-web-service-self-signed-certificate.html
https://medium.com/@francisyzy/create-aws-elb-with-self-signed-ssl-cert-cd1c352331f

B wvs<zs—=x—

AWS ~) ASA {%#8 Auto Scale /1 2 —> 3 > OEA |

KMS Y X3 —%—

Python 3 1515

Auto Scale

|\':

fim

ABINS A—%H

N[

ZHUE. ASAIE AN AT — RS LI OGEITHNE T, RSN OSHE, ZoaR—
X MIMLEHY FHA, NRAT— R, 22 CHREEEN D KMS L& H L ThET 5
MEREH Y £, KMSARNS CFT CASISN 556, NAV— RE ST 0B "H Y £
T, TNLUSDEE, NRAT—=FREIFL—0TF AN THLILERDHY £,

< AR —F— LR OOV T, RA T — ROREEL & KMSIZEST 5 AWS D R =
AL hOF—DOIERK [#7E] & AWSCLI 2~ R 77 L A [F55E] 22 L T 7Z S0,

1]

$ aws kms encrypt --key-id <KMS-ARN> --plaintext 'MyCOmplIc@tedProtectloN'
{

"KeyId": "KMS-ARN",

"CiphertextBlob":
"AQICAHgCQFAGtz/hvaxMtJIvY/x/rfHnKI3clFPpSXUU7HQRNCAFwEXhXHJAHL8tcVmDqurALAAAAaBoBgkghki
G9w0BBwagWzBZAgGEAMFQGCSgGSIb3DQEHATAeBglghkgBZQMEAS4wEQQOM4 5ATkTqj SekX2mniAgEQgCcOav6Hhol
+wxPWKtXY4y121d0z1P4£fx0jTdosfCbPnUExMNJ4zdx8=""

}
$

CiphertextBlob ¥ —DfE % /XA T — R & L CTHEHAT2MLERH D 7,

makepy 7 7 A WiE, HREINZUVRY NV OKREMT 4 L7 RVIZHY EF, kv,
python 7 7 A V3 Zip 7 7 A WVITIERME S AL, #—F > R T4 A FICabt—SiEd, oo
S AT FATT 5121, Python 3 BREEDCMEM WRETH D LENH Y £7,

D B

TV = a URERENTWAY, TV r—2a VORI BRI HETH 5 058
NHY ET,

ABNZ, WDANTJNT A —=Z ZWET DLERHY 7,

i
A\

((X)  AWS Gateway Load Balancer (GWLB) 354 LoadBalancer Type, LoadBalancer SG.

LoadBalancerPort, 5 J T'SSL certificate /35 A — Z |3t G4 T,
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https://docs.aws.amazon.com/kms/latest/developerguide/create-keys.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/kms/encrypt.html

| AWS ~> ASA {7 %8 Auto Scale /') 1 — 3 Y DEA
Anrisx—4 |

% 15: Auto Scale AH1/X5 A —4

INTG A—7H FERTZE5(E/2 |5
147

PodNumber pa==Yll| ZAUEAR Yy REET9, Auto Scale 7 /LV— 74
AT (ASA Virtual-Group-Name) DFKRBIZIBINIS L E

T, ez, ZofEn T OnsE. IA—T74
I% ASA Virtual-Group-Name-1. (272 V) £,

I ML E3HTLA T OB FTHLMLEN B £7,
FIHNE ]

v Md{1318

AutoscaleGrpNamePrefix | 577%] ZHUT AutoScale VNV —T T VT 4 7 AT,
Ry RESBH 7 4 v 7 2L LTEMISNLET,

K 18 U
18] : Cisco-ASA Virtual-1

NotifyEmaillD bl Auto Scale £ X MIZDETA—/LT KL R|IZ
EEINES, TR I a ESA—NLVE
RESZITANADXLERSH Y 97,

%1 : admin@company.com

Vpeld paE= TNA A& R DN D VPCID, Z Ui,
AWS QBRI TRET D HERH Y £,
X A7 AWS::EC2::VPC::1d

linfrastructureyaml] 7 7 A VZEH L TA 7
FANI IV TFxwERTALE, A¥ v 7 OHIIE

73 a N ZOENRESNE T, FOMAEEH
LTLEE,

LambdaSubnets DIz Lambda BN ER SN TR v b,
2 A 7 : List<AWS::EC2::Subnet::I1d>

linfrastructureyaml | 7 7 A V&L TA v 7
TANTZ I F v xRHTLE. AF vy 7Ot
73 a AT OEDRRESIVET, £ O A
LTL7EENY,

LambdaSG Uk Lambda #gEDOEx =2V 7 ¢ V' /L—"7F,
2 A 7 List<AWS::EC2::SecurityGroup::1d>

linfrastructureyaml| 7 7 A VZEH L TA > 7
TANTZ I FxmRHTLE, AF vy 7Ot
7y a NI ZOENRESIET, ZOMHEEEM
LTLEENY,
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B o nss5x—2

AWS ~) ASA {%#8 Auto Scale /1 2 —> 3 > OEA |

INTGA—4H

ERATESEE
47

Bl

S3BktName

pasdl

Ty AND SI Ny N, ZHUE, AWS OEff:
WD TT AT NIRETHLERDHY 7,

linfrastructureyaml] 7 7 A VZEH L TA 7

FANT IV FYERATLE, X2y 7 0OHNE
72 a N OENERESIET, & OfE % #H
LTL7ZEN,

LoadBalancerType

padl

Ao —Fy NMCHERILT-a— RRXZ Y0 A7
(77— gy 720 T2y hU—
71)

Bl TS =g v

LoadBalancerSG

pall

B— RAT Y DEFa YT 4 S —F, Fv h
U—rm— RNZ OGRS LEE A,
7L, BXa VT 4 =T IDERET HLE
BHYET,

& A 7 . List<AWS::EC2::SecurityGroup::1d>
linfrastructureyaml | 7 7 A VEMH L TA v 7
FANT I F BT L AZ v 7 OHE

72 a Il OENFREINET, FOMEEMHH
LTL7EENY,

LoadBalancerPort

B

12— RARZ %R —h, ZOR— NI, #RLE
02— RNT YL A FIZHESNT, e hare
L C HTTP/HTTPS % 7-1% TCP/TLS # /] L T LB
THRE%£7,

N— RDBERRTCPR—FTHDH Z & Zfigsd L%
T, Zhude— KT Y 2 — O ERIZAE
SNET,

FZ7H/ b ;80

SSLESRIE

Pl

Y% o 7R — MEHE D SSLAEHED ARN, 57 L
WS, B— RTINS R — T

TCP/HTTP (272 W £9, HELZHAE. =— KA
Z TR ILA A — X TLS/HTTPS (2720 &
T
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| AWS ~> ASA {7 %8 Auto Scale /') 1 — 3 Y DEA

Anrisx—4 |

INTA—4H

ERATESES
47

Bl

TgHealthPort

gy

ZOR—MI, EEHETO—TOF—4 Y FI—
Tk > THEASIVET, ASA Virtual D Z DR —
MZBET A ERET 2 — 713, AWS A X5 —X
PNl —T 4 T ENDT-D, FTT 4>
JIHER LT 7ZE W, ZOR— MIFR)
72 TCP R— K THILENH Y £7°,

TV = a y BIRREFE Y 0 — 7 0E T
5 E 2T DAL, AT LT ASA Virtual D
NAT V—VEEETCEET, ZOXIGE. 7
TN =g URNIRE L7y & ASA Virtual I3
Unhealthy £ > A Z L 2D LEWET 7 —AIC X
., FEEFELT—r &, BB ET,

% = 8080

AssignPublicIP

7 — /A

ltrue| ZINT DL, TV 7 IPHREID YT
HALET, BYOL # A 7'? ASA Virtual DI5E, =
UL https://tools.cisco.com (28G5 72 DIZHMFET
‘é—o

5] : TRUE

ASAvInstanceType

Pl

Amazon <A A— (AMID) 1%, SFEIF7A
VAR AR T Y R— R LTWET, A
BUABZATIZE ST, A VAZ L ADYFA XL
MR AT Y REMRED £7,

ASA Virtual V7R — F 35 AMI AV AZ 2V AH
A TOHBEMERTHLENHD 9,

Bl : c4.2xlarge

ASAvLicenseType

pall

ASA Virtual 74 &> 2% A4~ (BYOL %71
PAYG) ., Bd#ET 25 AMIID BRI A B A Z A
TTCHDHIEEMERLET,

5] : BYOL

ASAvAmild

pe=ll

ASA Virtual AMIID (%73 Cisco ASA Virtual AMI
ID) ,

% A7 . AWS::EC2::Image::1d

V= a b A A—VDOEON—T g 0T
T, ELWAMIID Z38IR L T 72 &V,
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AWS ~) ASA {%#8 Auto Scale /1 2 —> 3 > OEA |
| PR

INTA—4H ERTZ5E/42 |5HA
147
ConfigFileURL paE= ASA RABKERE 7 7 A /LD HTTP URL, 4 AZ O

K77 A WVIZURL CTHEHTX AUERH Y 77,
Lambda B33 IE LN T 7 A L OFERIR A 4L |
KR

HTTP —/N—% KA MERR T 7 A VMITRBET 5
L h . AWS S3 OEI7: Web 78 AT ¢ v JHERE
PHEATAZELLTEET,

GE) AR — NERCHERR 7 7 A L4 D3 URL
WAtmansi=o, KED /] HHLET
j—O

linfrastructureyaml | 7 7 A VEMH L TA v 7
TANT IV F v EREATLE, AX 7 DO/TE
73 a AT OEDRERESIVET, £ OME A
LTL7EENY,

5] : https://myserver/asavconfig/asaconfig .txt/

NoOFAZs BH ASA Virtual % BT 2 %ENR & 5 AEY — 2 0
¥ (1—3) . ALBEADEE, AWS THEREK
/IMENE 2 T,

&l = 2,

ListOfAzs BHo<wREKEO | —rDIEFEO T <X U Rk,

b GE  S—roU R MEREETT, %7 %y
U R R CNERECHEE T 5 %8S %
D ET,

linfrastructureyaml| 7 7 A VZEA L TA >~
TANTZ I FxymRHTLE, AF vy 7Ot
7y a N ZOEPRRESNET, TOMEEEN
LTLEE,

5 : us-east-la, us-east-1b, us-east-lc
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| AWS ~> ASA {7 %8 Auto Scale /') 1 — 3 Y DEA

Anrisx—4 |

INTA—4H

ERATESES
47

Bl

ASAvMgmtSubnetld

B o= Xgny
P

BEHY T Xy NIDOB~XYY YA K, URE
I, ST 2 HMEY — LR CNEFIZ T 2 B
NV ET,

% A 7 . List<AWS::EC2::SecurityGroup::1d>
linfrastructureyaml] 7 7 A VZ2EH L TA > 7
TANTZ I F BT LE, AF vy 7 OHIE

7 a AZZOEPRESNET, TOEZHEH
LTSN,

ASAvInsideSubnetld

A=Y Y
A b

WHER/Gigd/0 Y7 % v NIDDH o~ XEID U A K,
U ML, fHST 5 HMEY — > LR CIE/FCT
HENRH D ET,

% A 7 . List<AWS::EC2::SecurityGroup::1d>
linfrastructureyaml] 7 7 A VZEH L TA > 7
TANTZ I Fvx2BHTLE, AF vy 7 OHTIE

73 a AN ZDOENRESNE T, FOMAEEH
LTLEE,

ASAvOutsideSubnetld

B~ gln
2 bk

SERIGig01 VT Ry FID DB <X U A |,
UA NI, fHST 2R MY —2 LR CIEFFIZT
LHVENRDHY F£T,

% A 7 . List<AWS::EC2::SecurityGroup::Id>
linfrastructureyaml] 7 7 A VZFEHLTA > 7
TANTZ I F v xRBHTLE, AF vy 7Ot

7 a NS ZDENRRESNET, TOMEHH
LTL7EENY,

KmsArn

P2l

BETED KMS O ARN (FRIFIFICKF 5L T 272 D
AWSKMS &—) , f8E L7=%HE. ASA AR o<
AU — REE LT HLERNDY T, NAT—
ROl S{bix. FEESNIZARN DA ZHH LT3
1ITTHMERHY £,

W5/ S AT — ROARAF] " aws kms encrypt
--key-id <KMS ARN> --plaintext <password>" K ® .
IR INTZNAT = REMH LTI,

5] : arn:aws:kms:us-east-1:[AWS
Account]:key/7d586a25-5875-43b1-bb68-a452e2{6468e

Cisco Cisco Secure Firewall ASA Virtual 9.18 R 2 — 7 v THA K .



AWS ~) ASA {%#8 Auto Scale /1 2 —> 3 > OEA |
B ssaumor 1 0Es

INT A—4H ERATZ51E/% | &
47

CpuThresholds 1~ XG0 # | CPU L& \WMED FERE CPU L & WMED EfR, e/l
5 fEIX 0 T, FKRAEIEX 99 TI,

F 7/ bk 110,70

LEVED FRIZLEVED LRIV b/h& <9
LWER DY £,

i - 30,70

ASARER 7 7A4ILDEH

ASAMERL 7 7 AV E B L. ASARAR A L A X L A6 T 7 & A d[fE7 HTTP/HTTPS ¥ —
PN—IRFELET, ZIUTERED ASAER Y 7 A VIEX T, A7r—A 7T U b &7 ASA K
BIZE, 77 ANABF T o— FENTHERBIETSNET,

DTt Z 3 3T, AutoScale YU = —3 3 U HIZASARERR 7 7 A VA HE 4 B FiEDH]
R LET,

ISz b, TINARTIL—T, NATIL—)L, 7O AR >—

ASARIEHERE DO — RARAT UV DOIEEFETa—T7 04727 b, b— b, BLXUINAT L—
NDFNZHONTIL, REZBL T ZEW,

! Load Balancer Health probe Configuration

object network aws-metadata-server

host 169.254.169.254

object service aws-health-port

service tcp destination eq 7777

object service aws-metadata-http-port

service tcp destination eqg 80

route inside 169.254.169.254 255.255.255.255 10.0.100.1 1

nat (outside,inside) source static any interface destination static interface

aws-metadata-server service aws-health-port aws-metadata-http-port
|

\)

GE) EFROEFETa—TERNT 7 EARY U—THFA SN THWLIRNERH Y £7,

ASA AR R DT — & 7 L — U ORERRBNZ DN T, WESHRL T EE0,

! Data Plane Configuration

route inside 10.0.0.0 255.255.0.0 10.0.100.1 1

object network http-server-80

host 10.0.50.40

object network file-server-8000

host 10.0.51.27

object service http-server-80-port

service tcp destination eqg 80

nat (outside,inside) source static any interface destination static interface
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| AWS ~> ASA {7 %8 Auto Scale /') 1 — 3 Y DEA
Amazon Simple Storage Service (S3) ~D I 7/ IILDT v TFA—FK .

http-server-80 service http-server-80-port http-server-80-port

object service file-server-8000-port

service tcp destination eqg 8000

nat (outside,inside) source static any interface destination static interface
file-server-8000 service file-server-8000-port file-server-8000-port

object service https-server-443-port

service tcp destination eq 443

nat (outside,inside) source static any interface destination static interface

http-server-80 service https-server-443-port http-server-80-port
|

B Z72714ILOEH

ASA {8 #i%. azl-connfiguration.txt, az2-configuration.txt, 35 J O az3-configuration.txt 7 7
ANTEBFTLLERHY 7,

)

CE) 350k 7 7 ALV’ BE, sy —r (AZ) IZHESWTHERAEECEE4, =
L Z21E. aws-metadata-server ~D AKX T (v 7 )— ML, T AZ B LR — b o= A
NHY FET,

TUIL— FDOEH

deploy_autoscaleyaml 7 > 7' L — MIEEICA T T 5483 H Y £9°, LaunchTemplate D [ —
#—7F—% (UserData) |7 4 —/V REEETHMLERNH Y £3, [2—HF—F—% (UserData) |
IS CCHFHTEET, namesarver X HEHTLHLENH Y £3, 72 & %X, VPC
DNSIPIZT 52 ENTEET, FIHTDH T4 AN BYOL DA, 74 & AD idioken %
ICHEATOIMNERDY 7,

dns domain-lookup management

DNS server-group DefaultDNS

name-server <VPC DNS IP>

|

! License configuration
call-home
profile License
destination transport-method http
destination address http <url>
license smart
feature tier standard
throughput level <entitlement>
license smart register idtoken <token>

Amazon Simple Storage Service (S3) ~D I 7AIILDT v TA—FK

target 7 4 L7 N URNDTRXTDT 74 /b% Amazon S3 /N7 MIT v 7r— RT2H5LENRH
DET, LEITSUT, CLIZEBEA LT, target7 1 L7 R U NDOTXTH T 7 A /L% Amazon
3NNy MZT vy Fu— RTEET,

$ cd ./target

$ aws s3 cp . s3://<bucket-name> --recursive
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AWS ~) ASA {%#8 Auto Scale /1 2 —> 3 > OEA |
B x5v70mm

A3 D REH

BEOTXTORHESRMNE T35 &, AWS CloudFormation A ¥ » 7 Z#{Ef CTX £ 7,
target = 1 L' b U N deploy autoscaleyaml 7 7 A L Z&fEH L £,
target 7 4 L7 b U N deploy_ngfw_autoscale with_gwlb.yaml 7 7 A Lz L £,

\)

(F)  deploy_ngfw_autoscale with_gwlb.yam 7 7 1 /L% B3 2 RillZ, AWS GWLB HEH A &7 —
v V) a— 3 A infrastructure gwlb.yaml 7 7 A L& BB MLENRH D £,

deploy_autoscale with_gwlb.yaml 7> 7' L — ks D BRI /ER &5 GWLB 238K L ¢,
etz B—RRF P —x2 RRA b (GWLB-E) Z{ERRT D LERH VY £,
GWLBe 1Bk L=, 77V r—vavH 75y heT 740 Mb— T —T7 T
GWLBe #4252 L 5T 74/ Mb— hEEHTIMLERH Y T3,

FEMELZ DUV TCIE,  Thttps://docs.amazonaws.cn/en_us/vpc/latest/privatelink/
create-endpoint-service-gwlbe.html] ZZ M L T 7E X0,

ATJRT A —=4 (94 ~—2) TRESNIZNTA=F A LET,

B DRELE

T — MDD L7 5, Lambda BA%t & CloudWatch 1 X h23MER S LTV D Z &
ERAETAMENRH Y 9, T 74/ N TIE, Auto Scale Z/V—T" DA L AX U ADE/NE L
RAEIIEe TT, AWSEC2 22> Y — /L CHLEREDA AR R & LT, AutoScale 7'
N—TEMRETHLENHY £, ZHIZEY, H LV ASA Virtual 1 S AKX AN Y F—
EhET,

1 ODA VAR ADHLEREIL T —27 70 —%ER L, TOA L AZ L ANRBLEBYIC
FEL CWAENE I DERGET D 2 & 2T L £3, £ D% ASA Virtual D FEEEOE{: 4 2
BACE, BMEZMERT 2L TEET, AWS 27—V U 7R Y o —I2 Lk HHIBZ [ERET 5
72012, H/NE D ASA Virtual A v A X VAT A — A MRH#EL L T~—7 TXE T,

Auto Scale * T F XA RS

A y—)o57a+X

ZDME Y7 TiE, AutoScale 7 /—7 D 1 DU LD R —1 77 at A% —BEIELTH
SEBTAHEICOWTHLET,

AT—IVTFT U3 DR EEL
A= VT 7 a rEREBLIOEILT 512, ROFIEEZFEITLET,
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| AWS ~> ASA {7 %8 Auto Scale /') 1 — 3 Y DEA
NLREZR— .

CAWS BN A — U VT DA Ar—AT T N7 7 a U ERMEE IR ES T 5
HIZOWTIE, ROV 7 2SR LTLIEE N,

2= 7 Fat 2AD—RE R L FHE

AN)IAREZHR—

60 %> Z & 12, CloudWatch Cron ¥ = 71X, Health Doctor <& ¥ = —/L-® Auto Scale Manager Lambda
RV HT—LET,

« B0 73 ASA Virtual VM BT 28572 IP 3% 554, ASA Virtual O REARFREIZS | BRI %
BzxdE, ZOAL U AF U ATHIBRENE T,

« FUEHD IP AL ASA Virtual w3 > O IP TIEARAWES. IP T NRY —4 v F 7 —
TBLHEIBRSNET,

ANILRAEZAZ—DEIE

ANIVAE =B —H BHZ T HI2IE, constant.py T constant % [True| [ZF%E L £,

NILRAEZ A —DFEDIE
ANIVAE =S — AT HITIE, constant.py CEE % [False] ([Zi%E L ET,

FATHAIILT v I DEHEL

FS, FTATHAINT v 7 BB THHLERHY £9, WP TDHE, AV AX A
BIMDOA o HZ—=T oA ADBIMENFET A, F7-. ASA Virtual 1 > A X ADREBICEG: L
THRETDHZ 0B £,

Auto Scale Manager M #E%h1t

Auto Scale Manager % EZN{L3 2121, ZHE 41D CloudWatch 1 X2 | Inotify-instance-launch |
& Inotify-instance-terminate] % X LT H2MLENH Y £, ZHbDA X M ZHEHIZL T
b, HLWA N2 F@DLambdald b U H—SE A, 2L, T TICET STV S Lambda
77 v a AT SIVE T, Auto Scale Manager NZERIEILTHZ LITH D A, AX VT
DOHIFRETILY YV —ZADHIFRIZ X 228 DF IR A D &, RNERBIZR D RN H D £
o

O— KNS HDE—5 v k

AWS B — RRZ 3 TlE, BEOX Y NI =0 A Z—T = Af Ao L AZ L AICH L
TAVAB U ARABATDE =7y FBFFAI S22, Gigabit0/1 1 ¥ —7 = A A 1P &
B—0Fy NTN—=TDH =y e LTRESNET, L, BIEDO L A, AWS Auto

Scale D~NVAF = v 71X, IP TlE7R<, A VY AZ U AZATDE—7 >y Mk L TOHERE
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AWS ~) ASA {%#8 Auto Scale /1 2 —> 3 > OEA |
B x5 2025004

LET, 72, ZNHDOIPIFEX—7 v 7 A—706 HEIZEME N0, BIFRESizY
LEHA, LI 5T, AutoScale Y U a—a i, TNOWTDOZ AT 270 T AT
FLET, 27750, AT F AR NI TN a—T 4 V7 OBEIT. FEITEITT HMEN
HDHZENHY ET,

B—5y NTIL—TADE—H5 v FDZEEF

ASA Virtual f > AKX U A% v — RNT 2B ET DI, Gigabitd/1 o > AKX A TP (UM
T Xy N BTy N LTH =y NTA—T BT A LERHY £, [IPT KL
AL DH =Ty NOBERE TITREMER] ZSRLTIESN,

B—ty b IN—TDEDE—5 Y DB

m— KT 245 ASA Virtual A > A X v A DBGRA RS 5 121E. Gigabit0/1 A > & #
VAP BNBH TRy R) EF—Fy NIA—TDE—Fy b e LTHIBRTALERHY
T, [PT7 RLRIZKDZ—4 v NOBEEEIITBEMR] 22 L T,

ADDRBVADAZ iINA

AWS TlZ. AutoScale 7 /L—FTDOA LV AKX v ZAOBFBRENIZ A SNEFAD, 2—F— 3o
VAR AF AL UNAIRBEIC L THER T VY a v EETTEET, ZhE, e— AT
D=0y NIA L AZ L AZA T OEGEITHR BB L 353, ASA Virtual v+ 1%, #
BOXy NT—I A B =T A ARBDHTD, A VAL AL T DR~y & LTHERE
TEEHA,

A VRBVRERZ VIN(IRBEIZT S

AVARBUAPARZ RARBBIZ D & ERET =T BNRRTHET, F—F v T —
THNOZEDA AL ADIPIXRICIREO T FIZ/D T, 20D, f VAX L AEBAH
UNAARRBIZT DHIZ, X =7y hTNA—TnEENEFND IP 28GRI 5 2 &2 BED
LET, SO WTIR, =7y NI A—T I 0X =7y OB (1042—) %
ZHLTIIEEN,

IP SHIBRE 726, TAuto Scaling Z /v —7 76D A A X o ZAD—R 72 HIkR] 2SI T
<&V,

RAEZUNARENSDA VRE U ADHEIK

FIEEIZ, AV AZ U AB AL NAREN L FITIREEICBITTE T, AZ A RENDHI
By 2L, A VAXADIPNE =y NI NV—=T DX =7y MIRGEENET, =7y
N N—T~DH = FOEEE (104 X—) | 2L T I,

NG TN 2a—=T 4 TRA VT FT U ADIZDIIA VAR Al AN INAARIEIZT D FED
AR OV TIE, AWS News Blog # 2 L T 7230,
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| AWS ~> ASA {7 %8 Auto Scale /') 1 — 3 Y DEA
1o2822c%7 |

Auto Scale ' IL— T DA VR E V ADHIBRFE =155

Auto Scale 7 /V—"T A VAR U ZAEHIRT DI, ETA U ARAF U RERLZ NAREEIC
BATTHOMLERHVE T, (A RB AR AZ AL RBICT ) 2BBL TSN, *
B UNRAMREIZ o T A VAL A, BIBRETITDBECE £3,  [Auto Scaling 7 /L — 7"
HBECQCAVAX L AETH T T5H] ZBRLTIIEIN,

AR RTRT

A VAB L ABRETTDHITNE, AXUNAIREBICTIVLERD D FET, A VAX L ADAK
N (1042—) ZBRLTLEEN, AV AZUANRAE UL WREEIZ o125, KT T
%i‘é—o

A2RBVDADART—)LA UIRE

Auto Scale 7V —TINBRFEDA L AZ L ANRERS THIFRENZ2WE S I1I2T D701, DA
VABR A R AL L TERTE ST, AV ARAX U ARR T — LA MRHEEINT
WHBBE, A=A AR IRFERNTERTTHZEEHY 8 A,

A VAL R A=A ARFEIREBIC T 2 I21E, RO Y 7 2B LTIZS 0,
https://docs.aws.amazon.com/autoscaling/ec2/userguide/as-instance-termination.html

| o

BE ¥ EQAVAF VAT TRLS, ¥—7 v NP BIER) oA VAX LV ADER/NE &
A= N A MNEELE L TRHRET A E2BEIO LET,

OJ4 VIEREEFZIDDEE

REOEEIL, T TIZFITHDOAL A X AZITEBICK SN EE A, ZBEITH LWVLT A
ARIDIREINET, ZOXIBREEL, BEFEOT AL AZTETT v 2T 50BN
V) i—a—o

ASA Virtual DEBE/NRT—F£ERLET,

ASA Virtual NAU— REETFTLH L A VAZ LV AEFETTHIZOITET /A AT/HRAY —
RZFBECEETHLENRD D £, H LUVASA Virtual 734 2% 4 R— R4 584, ASA
Virtual /X2 7 — R{X Lambda BREEE N OHHF S E T, TAWS Lambda BREEE O H | %
ZH LTI,

AWS )Y —RIZxT BER
AWS DE A% AutoScale 7 /V—7", EEIFEE. CloudWatchA X2k, A7 —VU o FRY I —

Y. ZDERAEZEFTEET, CloudFormation A % v 72V VY —RA %A ViRk— hT 5D,
BEED Y Y —AMBH LWAR v 7 BERCTE ET,
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AWS ~) ASA {%#8 Auto Scale /1 2 —> 3 > OEA |
B clouwateh 0T ougEs S U

AWS U YV —ATEITINHERZEEHT 5 FEOFEMC WX, BEFY V—2D
CloudFormation FH~DOH YV AIL] ZZHBL T ZE W,

CloudWatch O 5 DUNE L L U HT

CloudWatch 1 7' % =7 AR — b9 %1212, [TAWS CLI 26/ L 72 Amazon S3 ~Dr 77 — 4
DxEZ AR=F] ZZRLTIEZS N,

AutoScale D FS I a—TF 4 T ETFINY G

AWS CloudFormation 3 > —)L

AWS CloudFormation =2 . —/L T CloudFormation A ¥ ©» 7 ~D AJJ/NT A —H bR Tx F
T, TAUTED, Web 77 UWInD R Y v 7 EEER., BEER, 5. HBgCTxET,

HEDOAH » 7128 L, [/3T7 A—4 (parameter) | ¥ 7 Z e L £ 9, [LambdaBi4EREA
% (Lambda Functions environment variables) ] % 7 C Lambda B3 ~D AN 252 L H T
xET,

AWS CloudFormation =1 > Y — /LD EERIZ DWW TiL., [TAWS CloudFormation 2 —%— 4 A K
(AWS CloudFormation User Guide) J #ZM L T 72X\,
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Microsoft Azure 7 5™ K~® ASA {8 DEA |
. Microsoft Azure ~@ ASA {718 D& A

RO 7 v 37 ¢ % H 3 L T enableAcceleratedNetworking /X A — % % true [IZRRE T 5 721 T,

Mlcrosoft K& A b TBEFDO VM TEIER Yy NU—Z7 2G50 5] 2L TLEE
v FO%, VM ZEEE L9,

Mellanox /\— K9 = 7 DY HR—

Microsoft Azure 7 7 v RiZi%, AN #FEZ V7R — 95 Mellanox 4 (MLX4) & Mellanox 5
(MLXS5) O2FFDON—FR 7 =T 03HY E3, ASARE L, VU —R9.15 LIBEORD A
AH L ZNTKET A Mellanox /~>— K7 =7 D AN V" — b L CWET,

* D3, D3_v2, DS3, DS3_v2
* D4, D4 v2, DS4, DS4 v2
* D5, D5_v2, DS5, DS5_v2
* D8 v3, D8s v3

* D16 v3, D16s v3

* F4, F4s

* F8, F8s, F8s v2

* F16, Fl6s, Fl6s v2

\)

G¥)  MLX4 (Mellanox 4) 13 connectx3 =cx3 & HFEIEIL. MLX5 (Mellanox 5) 13 connectx4 =
cx4 & LRI ET,

VM DT Azure 3% NIC (MLX4 £7213 MLXS) 13 ETE EHA, v AT
X, BER Y P —F U THERBA AT 272012, ASA AR 9.15 N—T 3 VUREICT v
FIL— Rt 52 EHRLCTOET,

Microsoft Azure ~( ASA {x*8 ME A

Microsoft Azure |2 ASA {4 A Tx F9,

« BEYMERY T2 Azure /N7 Y > 7 7 T 0 RIS KUY Azure Government B2 5% T, Azure Resource Manager
EREALTAZ RTuy 7747 U4 =& LT ASARAE 2 ALET, [Azure
Resource Manager 725 D ASA fAH DFHA] ZZL T 7EE0,

» Azure Security Center 2 L C, Azure NOHMA/S—hF—YVa2—T 3 & L TASA
FREZEALET, EXF =27 1 2EHRTLIBERICIT. Azure V—7 v — R&2{RET 5
DTy AT U —NF T arb LTASARE N RZIEINET, X2V T 0 4
VREANAALRY ENPRE—OFAEL v 2R — KNP bE=F—SET, [ AzureSecurity
Center 705D ASA i DFA ] 2B L TS ZEV,
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https://docs.microsoft.com/en-us/azure/virtual-network/create-vm-accelerated-networking-powershell#enable-accelerated-networking-on-existing-vms

| Microsoft Azure 7 57 F~® ASA {R38 DEA

Azure Resource Manager 5 > () ASA {R78 DE A .

* Azure Resource Manager % ffi ] L T ASA A8 @ el HMERT 28 A L E 7, TLREMZ MRS

D1, ASAAR 27 77 4 713y 7 7y v e (HA) SRETHEATE L3, A~
TV v 2777 RCOHA TIX, 777 477 ASA AR OFEERIC, Ny 77T v 7 ASA
BRI ~DYV AT LOHE 7 = —NA—"—% NV T—TEDLARAT = NLVART VT 47/
Ny 2Ty 7Y a—arBnEESNET, [Azure Resource Manager 7> 5 D ASA AR
for High Availability ™ A (123 ~X—) | &R L T Z&EW,

* VHD (cisco.com 2>H AFFA[HE) MOLEERRA A—VFEH L, I AX LT T L— |

T ASA AE F 7213 ASA (AR @l HMIERT 238 AL E9, AT, JEMRAE NN—F
F 4 A2 (VHD) Z#LTWET, ZOVHD % AzurelZ7 v 71— K452 & T, ASA
A OEAT o A BB TEET, BEHIRA A=V E2DODISON 7 7 AV (T
TVUV—= R T 7ANBLUONRTA—=ET 7 (V) AL T, H—0DO@Hi#E/ET ASA KIE
DFRTHOY YV —ZAEZBABINI o Va =0/ T&Ed, DAZLT T L—M%2ff
A+ 512iZ, [VHDBEIOY VY —2AF o FL— F & L7- Azure 7> 6 D ASA {RAE i
A (124 =—2) | 2L TIEIN,

Azure Resource Manager 5 5 D ASA (X718 MDE A

WKDOFNEIL., ASA IR T Microsoft Azure & > N7 v 7+ 5 FNEOHIE 2R L TWET,
Azure OFEDFEMRFIAZHOWTIL, TAzure 2> THDL] 25 L T &0,

Azure [IZ ASARAR AT R L, VY—R RTV I IPT RLVA, — b T—TNRED
SFESERFRENEIMAERSINET, BAKZIZ, TNOOREEZILIEHTEETS, =
LxE TA RNEAL LT MEx, T74/VROENFA LT U RINOERERSTDHZENTE
9,

AT 71 Azure Resource Manager (ARM) R—#Z/Lizu /A > LET,

Azure N—H Vid, T—H B HX —DOBEANCERRL ., BIEOT Ao MV T AT YT g ZBEEA
o RBEREZRRLET,

Cisco ASAV D~—/7 v LA AP L, WATHASABME 227U v 7 LET,
AR EEI TV ET,

ATFvT2
ATvT3

a)

b)

d)
e)

R~ v DA&ETEANT LET, ZOL4ENTAzure Y7227 U 72 a VN T—EBETHALERHD £
7,

R ZHEIB—E TR BFOAREFEEMT 5 & BAIZKKLET,

a—HF—HE A LET,
RORESX A 7L LT, [/SAT— K (Password) | F721L[SSHARH*— (SSHpublickey) ] %R L £7,

[/SA T — R (Password) ] # IR L72HEIL, NAV—FEZ AN L CTHELET,

VTRV T ary BATERIRLET,
[Resource group] Z &R L 97,

VY —Z2 Z—FF, Ry hTU—27 DU V—R FA—TLEILCTHHLENRLY £7°,
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https://azure.microsoft.com/en-us/get-started/
https://login.microsoftonline.com/common/oauth2/authorize?resource=https%3a%2f%2fmanagement.core.windows.net%2f&response_mode=form_post&response_type=code+id_token&scope=user_impersonation+openid&state=OpenIdConnect.AuthenticationProperties%3d2VY4R804-d5gaK3qdwEwGvGHtudVBe4yovizm-D_Pa0fafLwweakNSpPPgX8lArLs_rsVNmX4YnMZ-NBGAkjry-088n-RVK63S5DomhsQwsZgo1KF8vsFjROAI9MzDj2TktcV2kp6X0HLZ1SR8pHHT2oBD1EjaZ9qteZDdg3JJ0epOqhZo47BkUEUACwrqZ0PjUE2g&nonce=636246850636096080.OWNhNTU2MWEtMmQ0Zi00MDc0LTlkYjItODlhNmE4OWFhNjMyZWJmYWIxMjQtNjM0NC00ZWE5LTgwNDktNjc4NDE5ODRkMzEx&client_id=c44b4083-3bb0-49c1-b47d-974e53cbdf3c&redirect_uri=https%3a%2f%2fportal.azure.com%2fsignin%2findex%2f%3fsignIn%3d1&site_id=501430

Microsoft Azure 7 5™ K~® ASA {8 DEA |

. Azure Security Center /5 0 ASA {78 MEA

ATvT4

) BFTERIL £,

BimiE, x>y NU—2BIXQOY V=R L —TFLELTHLILERNH Y £,
g) [OK]Z27 VU »7 LET,
ASA fiAH OFEHHA 2R E L ET,

a) R~ O A XEEIR L E7,
b) AML—YTHYY MEBIRLET,

BWEORA ML —UT oy bEFERTHIEN, FRICERTI L TEES, A ML=V ThHU Y
FOBFTIER Yy P BB~ U ERICUTHAMERH D 9,

c) [Name] 7 4 —/V RIZIP T RLADT~AEASL, [OK] 227 Vv 7 LT, "TUvZIPT FLA%
ZRLET,

Azure (I, VM ZZIE L CTHEBT 2 EEBINLAREOH D, XA FIv I TV I IPET 7+
VR TIHER LET, BEIP T RLVAZELTLGAIT, R—2 V0T v 7 IPE#E, XA
ST T RLVAMBAET w7 T RLVARIZERELET,

d) MEIZST T, DNS DT ~ULZEML £9,

SEA(ER K A A 4 1%, DNS 7L & Azure URL O AG T,
<dnslabel> .<location> .cloupapp.azure.com D RIZ 72 W F 97,

e) BEfFORMER Yy N =7 Zi8IRT 50, FTLWRIER Yy bU—7 Z{ER L £7,
f) ASARME ZEATLH4 007Xy FEFEL, [OK]Z27 Vv 7 LET,

EZE EAVHE—T 2 A R —BOYV TRy NITH T THLENRHY 77,
g [OK]Z7VUvZ7 LET,

ATv TS MY~ &AL, [OK]Z2 ) v 7 LET,
ATy 76 FMGtELMER L, [fEK (Create) 1227V v 2 LET,

RDBERY

*SSHZITLTCANTEDLCLI 2~y REMHT L0, £72I1X ASDM 2 H LT, #RE%
AT LET, ASDMIZT 7 AT A FEICOWTIE. TASDM Oi#)| #2177
W,

Azure Security Center H 5 M ASA {x38 ME A

Microsoft Azure Security Center (%, BEEN Y 70 NEAICKT 58X 2V T ¢ U R T 2051,
R, BEXOERTE 55X 91875 Azure AT DOEF 2V T 4 VY a— 2T, Security
Center DX ¥ 2h— Kb, X274 RV —%2RELTEY, EXa2 VT HELZE=
Z—=1L7c0, EX2VT 4 77— ERRLIZDTEET,
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| Microsoft Azure 7 57 F~® ASA {R38 DEA

ATy T

ATy T2

ATvT3
RTv74
ATy Th

ATvT6

ATy T1

ATvT8

ATvT9

Azure Security Center 7\ 50 ASA {R18 DB A .

Security Center |, Azure J YV —ADEF = U T 4 IREEZGHT LT, BENREX=2V T 4 O
FIMEARIE LET, #HEFHEHO Y X MWW, LERay bu— L 2R ET L7 nt AL FET
LT, MR, Azure DBERICHT D77 AT V4= V) a—a b LTODASA
B DEANEEDDHZ LN TEET,

Security Center Dt Y V) 2—a DX HIZ, HZ Vv 7 TASAFM ZFIELEAL, B
—DH Y aRlh—RKpbEXa VT 4 AR NEEFREANV NE2E=F—TxEd, ROF
JIEE. Security Center 7> 5 ASA AR A3 A3 2 FIEOMZE T, FHMIZ OV TIE, [Azure
Security Centerl] ZZM L T 7230y,

Azure R—H Wiz 74 o LET,

Azure R—Z LT, F—H ¥ X —OWFTICEGRRL . BIIEOT T R T 20 ) F g o\ BhEft
o EBEREFRLET,

Microsoft Azure A == —7>5, [Security Center] 2R L £7,

#1¥ C Security Center (27 7 & A4 5541 \mmmmﬂ7v~Pﬁ%%i# [Yes! | want to Launch
Azure Security Center] 3R L C. [Security Center] 7' L — RZ B &, T—X[UELZAHLET,

[Security Center] 7 L— KT, [Policy] # A /L& B4R L £ 7,

[Security policy] 7 L — RC, [Prevention policy] # E&{R L £,

[Prevention policy] 7 L — R T, EX =27 4 R —D—5& LTERRTHHREFEEE A IZLET,

a) [Nextgeneration firewall] % [On] IZFXE L E£7, ZAU T, ASA{AE 23 Security Center WOHELRE Y U = —
arvehhET,

b) MBS L T, MOHERFREREZZELE T,

[Security Center] 7' L — RIZE - T, [Recommendations] % 1 /L% R L F 3,

Security Center (X, Azure V) ¥ —ZADtF 2 U 7 1 iREEZ EWIAIIZ/0HT L3, Security Center 23 /ERY 72
X2 VT ¢ Ot E R ET H & [Recommendations] 7' L — RIZHERE RN R R I ILE T,

[Recommendations] 7' L — K C [Add a Next Generation Firewall] HELEZFIE 4 38R L C, FEMIA R R 7=V
REA T B 00T 7 a v E2FIT LY LET,

[BTH1ERL (Create New) ] £7-1X [BEFD Y U 2— a & (Use existing solution) ] Z 341 L TH»
b, BATLASAME 227U v 7 LET,

AR REZATVET,
a) AR~ DOL4RTIEANLET, ZO4HNIAzure M T A7 V72 a VINT B THILENRH Y F
TO

BE AHIB—E TR, BFOAMEH#EMN TS & BATKRKLET,

b) —HF—HEASTLET,
¢) WAEDH AT L LT, NAT—REZILSSH F—DWNTNNERINL £,

NRAT— REBIRLT-BAIE, SAT—REANLTHEELET,
d V727V Tvar XA TEERLET,
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https://azure.microsoft.com/en-us/services/security-center/
https://azure.microsoft.com/en-us/services/security-center/
https://login.microsoftonline.com/common/oauth2/authorize?resource=https%3a%2f%2fmanagement.core.windows.net%2f&response_mode=form_post&response_type=code+id_token&scope=user_impersonation+openid&state=OpenIdConnect.AuthenticationProperties%3dLf-okBvP8JbNbHiewraHfcemcnovdhcjFJXbvGcviLtENW6Y7cxi9THjBse_F7yX2nH5nV4g_LdegMMfjOf4Oj0odG7yAhQPW0aqxwZDYcOEPbPZy7Q0iCYX-sdNEjF5woh394K85NUTbVN4NZJ-L7I6lHJUEh_stwT8IHsoNrysLeOUbqWcfJNkFPac_jbe2vpxXjIDSHSorHs3kF1hDAmBcsY&nonce=636574191076743854.ZjVjODYwMGQtMmYyNy00OTMwLTgzNWUtOGU2MTNhYzViOWQ3NjAyMjFjOTktMGEzZC00ZjBjLTk1Y2UtMGYwZDk0OGU0MGQ5&client_id=c44b4083-3bb0-49c1-b47d-974e53cbdf3c&redirect_uri=https%3a%2f%2fportal.azure.com%2fsignin%2findex%2f&site_id=501430&client-request-id=dd51078a-3a01-4d44-99b6-230a03bd77c8&x-client-SKU=ID_NET&x-client-ver=1.0.40306.1554

Microsoft Azure 7 5™ K~® ASA {8 DEA |

. Azure Security Center /5 0 ASA {78 MEA

ATy 710

ATy TN
ATvT12

e) UVY—AR T N—T%BINLET,
UY—RATN—T1F, Ry NT—=7 DY Y =R T —TLELTHHLERDH YD 7,
) SRR ET,
BT, 2y hU—2BLIRNY V=R ZA—FLRILTHLILERDH Y £7,
g) [OK]ZZ7 VU vZ7 LET,
ASA A8 OREHEH 2R ELE7,
a) B~ DOV A XZBRLET,
ASA {8 TiX, Standard D3 33 J U Standard D3 v2 3% 7R — b SivE T,
by ARL—=UT Uy MEEIRLET,

DA D=2 T B0y b2ERT 2130, FBUICERT 226 TEET, ARL—=U T Y
YEOEENER Y P BIMUE~ o ERICTHLLENDH Y £7,

¢) [Name] 7 4 —/V RIZIPT7 FLADT)V&E AL, [OK] 227 V27 LT, X7V 7 IPT KL A
ZERLET,

Azure 1%, VM #{E1L L CHEETHEEFINIAEROH D, XA FIv 7 TV I IPET
TAN NTIEHERLET, BEIPT RVAZEBETIHAIZ. A—F1LORT Vv 7IPEHE, ¥
A FIv I TRUVANDAZET 4 v 7 T RLVAIZERELET,

d) MEIST T, DNS DT ~UL&EML £,

FERAERT N A A 441, DNS 7L & Azure URL OFLAG 1T,
<dnslabel> .<location> .cloupapp.azure.com U272 W £97,

e) MEFOIRER Yy U —2 ZBIRT D0, FrLWEIERy U —7 ZE L £7
) ASARIE ZHATH4 5O 7T Xy FaEL, [OK]Z7 Uy 7 LET,

BE BAVE—T oA A —EDOY T3y MNZT ¥ v T THMLERDD 7,
g) [OK]Z#27 Vw7 LET,

W~V ZER L, [OK]Z27 U v 7 LET,
PRz Ed U. [fER (Create) 1 %227 U w7 LET,

RDBERY

*SSHZITLTCANTEDCLI 2~y REMHT L0, £721X ASDM 2 H LT, #RE%
AT LET, ASDMIZT 7 AT A FEICOWTIE. TASDM Oi#)| #2B 1L TL 72
W,

» Security Center NOHELIEIEN KD L 512 Azure V V) — A DRSO O FEHIZ DU
TIE. Security Center 2> H AFARER~ =2 7 L 2B L T ZE 0,
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https://docs.microsoft.com/en-us/azure/security-center/security-center-recommendations

| Microsoft Azure 7 57 F~® ASA {R38 DEA

Azure Resource Manager H* 5 ) ASA {48 for High Availability D& A .

Azure Resource Manager 5 5 @ ASA 1= %8 for High Availability D& A

ATy T

ATy T2

ATvT3

ATy T4

ATy TH

& DOFNEIL., Microsoft Azure T Al M (HA) ASA U X7 2% E T 5 FIEOMIE 2R LT
WET, Azure DFRTEDFEMZFIRIZOWTIE, TAzure 2> THh 2] 2L TLIEEV,

Azure D ASA AR HA TiX. 2 2D ASA R Z oAy MZEAL, VY —A TV v
JIPT7T RVA, W= T —T N7 EOXERTEHBAICAERLET, BAKIZ, 26D
REZXSHICEHTX £7,

Azure R—H i 74 v LET,

Azure R—H )WL, T—F B X —OEFICERRL BEOT Ay NV T R T Y Ty g B EAT
FoNTRBEZRERRTLET,

~—/ v 7L A AT [Cisco ASAV] Z % L. [ASAv4NICHA] %#7 U v 27 LT, 7x=—/bA—/3— ASA

AR AR 2 B AL £,

[Basics] X E Z iR L £ 77,

a) ASARME ~T DT V7 4 v 7 A AN LET, ASABIR O4FNL LT 4w 7R AL [T
V74 v A BT ET,

BE MOV T4 v 7 AEFBEHL TN EEHRLET, #HTD L, EAITRKLET,
by —V—HEANLET,
T O~ v DF L — Y — 4 T,
EEZ  Azure Ti, admin &\ 22—V —ZIIEHTE A,
¢) MDA~ v A NCFEFEX A 7L LT, [Password] % 721% [SSH public key] DWW A& &R L £ 4,
[/SA T — R (Password) ] # IR L72HEI1E, NAV—FREZ AN L THEELET,

d) VT RZVTvar B AT EERLET,
e) [Resource group] % i®N L £,

[Createnew] Z R L TH L WY YV — R T N—T ZAERKT % 7)>, [Useexisting] CEEFDY YV —RX J/L—
TeBRLET, BFEOV Y =X V=Tl T 55813, ZTHOILENRHY T, £9H TRV
BEIE. LW Y —R T —TEERT 5 0NERH Y £9,

f) [Location] Zi&#R L £ 7,

Bix, x>y NUV—2BIORV Y =R V=T LELTHLILERH Y £7,
g [OK]%Z27VUvyZ7 LET,
[Cisco ASAv settings] Z i€ L £,

a) M~ DI A XEEIRLET,
b) [Managed] ¥ 72!% [Unmanaged OS disk] A b L — T %8I L £7,

BE ASA HA & — K CIL% |2 [Managed] 2 H L £,

[ASAv-A] &% iE & fR L £ 77,
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https://azure.microsoft.com/en-us/get-started/
https://login.microsoftonline.com/common/oauth2/authorize?resource=https%3a%2f%2fmanagement.core.windows.net%2f&response_mode=form_post&response_type=code+id_token&scope=user_impersonation+openid&state=OpenIdConnect.AuthenticationProperties%3dLf-okBvP8JbNbHiewraHfcemcnovdhcjFJXbvGcviLtENW6Y7cxi9THjBse_F7yX2nH5nV4g_LdegMMfjOf4Oj0odG7yAhQPW0aqxwZDYcOEPbPZy7Q0iCYX-sdNEjF5woh394K85NUTbVN4NZJ-L7I6lHJUEh_stwT8IHsoNrysLeOUbqWcfJNkFPac_jbe2vpxXjIDSHSorHs3kF1hDAmBcsY&nonce=636574191076743854.ZjVjODYwMGQtMmYyNy00OTMwLTgzNWUtOGU2MTNhYzViOWQ3NjAyMjFjOTktMGEzZC00ZjBjLTk1Y2UtMGYwZDk0OGU0MGQ5&client_id=c44b4083-3bb0-49c1-b47d-974e53cbdf3c&redirect_uri=https%3a%2f%2fportal.azure.com%2fsignin%2findex%2f&site_id=501430&client-request-id=dd51078a-3a01-4d44-99b6-230a03bd77c8&x-client-SKU=ID_NET&x-client-ver=1.0.40306.1554

Microsoft Azure 7 5™ K~® ASA {8 DEA |
B vio 5500 Y—27 2T L— FEER LT Are 150 ASA RA8 DEA

a) (A7 3r) [Createnew] IR LT, [Name] 7 4 —/LV KIZIP 7 KL AD T~ L& AJjL, [OK] %
IV LTRTUyZIPT RLREZERLET, "7V v 7 IPT RLABRLERWGAEIL, [None]
IR L FE 9,

GE)  Azure {Z, VM %1 L THEET L L AR SNL RO H L, XA T Iy AT w7
P27 74/ PTIHERLES, BEEIPT FUAZEETLHET. A—21r0 7Y v 7
IPEBAE, AT Iy TRUVANDBAZT 4 w7 T RVAZEHELET,

b) MEIEL T, DNSOT~LZBMLET,

SERMEHT K A A 41X, DNS 7L & Azure URL OFAAHE T,
<dnslabel> .<location> .cloupapp.azure.com DRI 72 W £,

c) ASAv-A BEENFZMIOA ML —Y TH U MIHBERREEHER L ET,
ATwT6 [ASAV-B] REICHONTEH, ZOFIEAZ#HEY KL £,
ATYT1 BEORER Y b T —7 2T 50, B LW Y N T —27 ZER L £,
a) ASARME ZEATHA4OOH TRy hEREL, [OK]Z7 Vv 7 LET,
BEE KA E—T A RE—BOY T Xy NIT Xy FTH0ENRHY £7,
b) [OK]%2 VU vZ7 LET,
AT w78 RO [Summary] ZfER L, [OK] %227 U > 27 LET,
ATv T FIREMEEHE L. [ (Create) 157 Y v 27 LET,

RDBERY

*SSHZITLTCANTEDLCLI 2~y REMHT L0, £721X ASDM 2 H L T, RE%
AT LET, ASDMICT 7 B AT AFEICONTIX., [ASDM Oid@E)] &1L TL 77
W,

Azure D ASA RAE HA B DFERIIZ DWW TIX, ASA 27 4 Fab—Tay HA R [
751 @ [Failover for High Availability in the Public Cloud] OFEZZH L T 7230y,

VIDE LU Y —RToTL— & ER LT Azure hr 5 D ASA {RIE D
HEA
DA A NRAET S S VHD A A— 2 LT, MBE DD A Z L ASA AR A A —2 &2 1ERL
T&Fd, VADA A=V &AL TRETDI121E, Azure A L —U 7 A2 MMZ VHD A
A—=TEHET v —RTAEUNERHYET, RIZ, To7a—KRLET A A7 A A=V BLY
Azure Resource Manager 7 > 7' L — M 2l L T, HHARA A —VZERTE £7, Azure 7
L= HME, VY= ADHHENRTA—HDEENEENTWS JSON 7 7 A L TY,
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https://www.cisco.com/c/en/us/support/security/asa-5500-series-next-generation-firewalls/products-installation-and-configuration-guides-list.html

| Microsoft Azure 7 59 K~ ASA fR 18 DEA
VHD 5 & U V—R 7> T L— kA LT Are 150 ASA 28 A |

1R BHHIIZ

cASARIE T 7L — FOREBAICIZ, JSON T 7L — b B LIt 5 JISON /RT X —H
Ty ANBYUETT, Uo7 — 77 A%, RO GitHub VAR MU b A m—
KTc&EE1,

https://github.com/CiscoDevNet/cisco-asav/tree/master/deployment-templates/azure

e T UL —NENRTA—=RT 7 A )VERERT B RIEICONTHE, 8 Azure U VY — X T
L= hOfl (128 X—) BT S,

« ZOTFNETIX, Azure |Z Linux VM 2MFEL TWALENRH Y £9, —FAY72 Linux VM
(Ubuntu 16.04 72 &) ZEM LT, Azure (ZJEMVHD A A —P %27 v 7 n— 452 L%
BEIOLET, 2O A—VEMHRT HITIE, KI50GBDA ML —URMETT, Fio,
Azure @ Linux VM 705 Azure A f L —U~D7 v 7a— FEEINEL 720 F9,

VM ZAERLT 2 BN B H581E, IROWT IO HEEZHFH L ET,
e Azure CLI 12 X % Linux {RIE~ 3 > DIERK
o Azure 7R — # )L C® Linux K48~ > > OVERL

cAzure V7 A7 ) Ty a T, ASAUER 2 BB AT CHAFRER A ML —U T A Y
:/ ]\ ﬁ§‘\‘%:w<:“a40

AT w1 https://software.cisco.com/download/home ~— 235, ASA AR JEHfs VHD 4 A —Y %X v u—KLE
R
a) [Products] > [Security] > [Firewalls] > [Adaptive Security Appliances (ASA)] > [Adaptive Security Appliance

(ASA) Software] ([ZFEHE) L £7,
b) [Adaptive Security Virtual Appliance (ASAV)| %7 UV v 7 L& 7,

FHEICHE > TA A=V EX DT a— RLTLEEN,
7= & %1%, asav9-14-1.vhd.bz2

ATw T2  Azure D Linux VM IZJEHE VHD £ A —Y A a ™ — L £,

Azure LD TT7 7 AN BRI THT-OIHEHTE 247> a v EE<HV EF, ZOBITIE,
SCP (% =a7zav—) Z/;rLET,

# scp /username@remotehost.com/dir/asav9-14-1.vhd.bz2 <linux-ip>
ATY T3 Azure ® Linux VM IZu 7' A > L, JEM§ VHD 4 A—V % at— L7774 L7 M VIZBEILET,
ATy T4 ASARIE VHD A A — T &R L 7,

77 AN E R E TATEMRER T 272D TE LA T v a UingiE <V £, ZOFITIE Bzip2
2—F 4 VT 4 ZmR LETA, Windows N—AD2—F ¢ VT ¢ HIEFICHERE L 97,

# bunzip2 asav9-14-1.vhd.bz2
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https://github.com/CiscoDevNet/cisco-asav/tree/master/deployment-templates/azure
https://docs.microsoft.com/en-us/azure/virtual-machines/linux/quick-create-cli
https://docs.microsoft.com/en-us/azure/virtual-machines/linux/quick-create-portal
https://software.cisco.com/download/home

Microsoft Azure 7 5™ K~® ASA {8 DEA |

B vio 5500 Y—27 2T L— FEER LT Are 150 ASA RA8 DEA

ATy TH

ATvT6

Azure A NL—U T AT FOACTFICVHD 27 v 7 u—RLET, BFOA ML—VT AV M
AT 21E0, FBUMERTH 2L b TEET, A ML—UTH UV MK, NCFEEBTFOHREE
HTEET,

ANV =UT AT MIVHD 27 v 70— KT TE ATV a Vv BE<H 0 £,
AzCopy. Azure Storage Copy Blob API, Azure Storage Explorer, Azure CLI, Azure 78— % /L7 £ C9, ASA
AR ERIHDORESDT 7 A4 ML, Azure R—F VEFA LW L AHEEL F7,

WOBE, Azure CLI ZfEH L7 AR L TWET,

azure storage blob upload \
--file <unzipped vhd> \
--account-name <azure storage account> \
--—account-key yX7txxxxxxxxldnQ== \
--container <container> \
--blob <desired vhd name in azure> \
--blobtype page
VHD 7> & F BRI G A A=V aEl L 7,
a) Azure R—H LT, [f A— (Images) ] ZEIR L E7,
b) [EM (Add) 127Uy 27 LT, HiLWA A=V EERLET,

¢) KOEHREANLET,
s [401 (Name) | : HELRA A=V Da2—F—FEZOARTEZ AT LET,

o[V 7 A7 U a3 (Subscription) |: Ry 7H U URRNLYT A7 Y Fva iR L
E3x 8

o[V YV —RATN—7 (Resourcegroup) ]: BEFDO U YV —AT)N—T%RIEIRT D0, HLWY V—2R
TN—TEER L ET,

«[0ST 4 A7 (0Sdisk) 1: 0S8 %A 7 & LT Linux Z834R L EF,

«[AFL—Y 717 (Storageblob) 1: AL —UTHhHUr bEBEL T, 7 v/ u— KL/ VHD
IR L E T,

[THDU N AT (Accounttype) ]: Fry 7 &7 U X MG [fE4% (HDD)  (Standard
(HDD)) ] Z#R L £

s [RARMF¥ v 2 (Hostcaching) ]: Ry X T U A KD AN /FEEIAL
(Read/write) ] Z#IR L F7,

s [T—%T 4 A7 (Datadisks) 1: 7 7 ANV MDOEFIZLTEEET, T—FT 4 A7 &BML%
NWTLZE0,
d) [fEpk (Create) 1227 U > 7 LET,
[ A=V NIEFICIER SV E L7z (Successfully created image) | &9 A w&— U708 [[#%0
(Notifications) ] % 7 D FIZEKREINDETHLET,

GE)  BENBAA—UNMERENES, Ty e —RLEVHD ET7 v e — R A RNL—Y 7Th Y
v hEHIBRCE £9,
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ATy 717

ATvT8

ATvT9

ATv 710

ATvIN

ATV 712

VHD 5 & U Y—R 57> FL— kA L1 Azre 0 50 ASA 728 0BA

BHUAERR LR A A =D Y V=2 D WG L £7,

Azure DRI TIZ. HHWDAEY YV —2ZARY V—RIDIZEEMITFONTWET, VY —Z DT, ZO&
B HRA A=V OH LWASARAR 77 A 7T U — NV ERET D & SITHNEIZRY £9,

a) Azure " —X /LT, [1 A— (Images) | RN L ET,
b) HIDOAT v T TERR L2 E BRI RA A — V2RI L 7,
c) [MEE (Overview) [#27 Vv 7 LT, f A—YDOTuXT 0 2FRLET,
d 7V y7R=—FIYY—RIDEZat—LET,
JY—XID %, ROBXELEIY 7,

/subscriptions/<subscription-id>/resour ceGroups/<resour ceGroup>
/provider §Microsoft.Compute/<container>/ <vhdname>

BFHARAA—VBLIOY) YV —=AT T — b2 LT, ASAIR 7 7 A 7T U+ — L ZHE L £,

a) [HiHl (New) 1 ZBIRL, A7 a v OLBBRTEL L0125 F T[T 7 b— MEB (Template
Deployment) | Z 5 L 9,

b) [fEAL (Create) ] ZBHR L £,

) [T 4 X THBEDT 7 L— F&#%E 9 % (Build your own template in the editor) ] ZER L £ 77,
AAL A RATEDLEADT T L— bPMERSNE T, 77 L — b 2ERT 2 HEDFIZ SN
T, VY =A T 7 b= hDER (129 %—=2) 2ZRL TSV,

d) WAZ<ARXLIISONT T L—bha—R &0 02 RUIZRED 13, [fR1F (Save) 127V v L
E RN

e) Kmy XU URENG [T A7 Y7L 3 (Subscription) ] ZEER L E T,

) BEFEDO[Y Y —A 27— (Resourcegroup) [ZIEIRT D0 FHLWI YV —A T N—TZERl L ET,

g) Ry 77X URNpL[rZ—3 3 (Location) | 3R L ET,

h) BIAT v P DOEHFIRA A=V D[V Y —ZID (ResourceID) ]% [VMEFHEA A —ID (Vm
Managed Image Id) ] 7 « —/V RIZHAE O 1T £,

[77 A% LB (Custom deployment) ] X— D EXIZH D [23T7 A — X OfRME  (Edit parameters) | % 7
Vo7 LET, DAZTARXTELNRITA—ET T L— MIMERRSNVET,

a) [Z7A/NDua—F (Loadfile) |27V v/ L, WAZSA AL ASARIE RTA—=H T 7 (V%
ZHMLET, NTA—FT T L—F2ERT 20OV TIE, [T A—% 77 4 LDERL (138
R—=) | BERLTLI7EEN,

b) BWAZ~ARXLIISONNRNT A—Fa— &0 02 RO, [fR7F (Save) 1227V v 27 LE
e

T AH NEBOFER A MR L E 7, [FEA (Basics) ] & [XE (Settings) 1O1E#H ([V Y —AID (Resource

ID) 172E) i, MELLEHEREC—HTLZ LB LET,

FIRBA /MR L, [LFEEOFARICHEE L ET (Lagree to the terms and conditions stated above) | T = v
IRy I A% A AN LET,

[ A (Purchase) |27V v/ L, BHIRA A—VEBIOIAZ LT 7 L— hEEH LT ASA i4E
T7AT T —NEHEANLET,

TUT V=R T 7 ANERT X=X T 7 A VIZEEEDR2TE, BEPEFIZET LTWAIRT T,
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Microsoft Azure 7 5™ K~® ASA {8 DEA |
B 5 awevv—257070—rof

BHSEA A—F, R 7T 227U 7y g B OMIRNOEROREBICHER X 9,

RDEZRY

*SSHZ/TLTCANTEDCLIa~y REHAT I, /X ASDM 2 LT, ZE%L
WITLET, ASDMIZT 7 B 2T 5 FIEIZOWTIL, [ASDM Ofgd)] 2L TL 7
él/\o

6% : Azure VY —X T T L— D4l

ZDOIETIX, ASARAE ZJEBAT % 72 I2ffi T & % Azure Resource Manager 7 > 7 L — k Df
BICOWTHHALEYT, Azure V V— AT 7L — MIISON 7 7 A LV TF, MWEOEY V—
ZDORAEBEHET I, ZOFNIIE2 DD ISON 7 7 A AN EENTWET,
e TFUTL—FrITFAI: ZHIE. VY —RITNL—THAOTRTOarR—x haRET
BAAL L)) —=RAT 7 A NLTT,
CINTGA—=B TFAI . ZDOT 7 ANMZIE, ASAIRE ZIEWICERT A7 OICHNER T
A—EWEENTVET, ZO7 7 AL, V7 %y MER, KB~ O &4
X ASARAE D —HF—Z L AT — R, A R —Tar T FO4 Y. ZEMER
DEENTWET, ZD7 7 A /Li% Azure Stack Hub JEBRBREHIC I A X~ A4 A TE £7,

ILb—hk 7274 ILOEK

Z DIETIE, Azure Resource Manager 7 > 7 L — b OFEIEICOWTHBA L £, kOB, 7
YTV —= b T 7 ANERNFIRLIZO DT, T 7= DS ESERE SR L TOET,

a1

Azure Resource Manager JSON 7> L —k 71 JL

{
"S$Sschema":
"http://schema.management.azure.com/schemas/2015-01-01/deploymentTemplate.json#",
"contentVersion": "",
"parameters": { },
"variables": { },
"resources": [ ],
"outputs": { }
}

T b— bid. ASA TR BB OMEZER T D 72D H TE 5 JSON B XL O THERRL S
TWET, ZORBHEMRESETIX, 707 b — MIROBEENREGENTVET,
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yv—2 7o 71—tk |

R 17: EZFH D Azure Resource Manager JSON 7> FL— T 7 4 LEFE

E% 7B HoL:L

$schema EAA T L— FEEDONR—T g U EFBHT S JSON A F—
~ 7 7 ANVDOYHT, BIOKIZR L7 URL Z#fH L E
j—o

contentVersion =gV T L —bhDONR—=T 32 (1.0007%F) , ZOHESE

WCISEEDEERRECEET, T L—bMEEAL
TYUY—2%FRBIATHLEEIL. ZOEEEHLT, &
7T o 7L — FMER SN TWD Z L 2R T& %
7,

INT A—=H [A1AV-4 BHEZFITLCY Y —REHE A~ A AT H L X
WCHRET A, T A—ZI2k Yy, EBEREHIMEE AD
TEET, HEHTBELWI DI TIEH Y FHEAN,

EELZRWE, JSONT 7 L— MIEEIFE U /8T A —
AT Y —2AERBELET,

5 Y4 T — FNEEREMBLTHOICT 7 L— b
TISON 7 F 7 A &L THEA SN A1HE,

U —= [ VY =2 N—TTCREBAEZIIETSIND Y V—A K
A7,
outputs AAY-4 JRBAZ IR B MH,

JISONT 7L — R, BTV Y =R FA TE2BSTLH-0O007 TR, ZOEET L
ENTA—HEEESTHEOICLFIATEET, ROBNX, B LW ASA (K8 2 EERT257
L —hERLTWET,

Jy)y—X FoTL— FDIER

UTOBZERLT, 7F AT 4 22 A LICMEOEAT 7L — M TE £,

AFYT1 ROPUTRLTETHFA FEar—LE T,

11 -
{
"$Sschema": "http://schema.management.azure.com/schemas/2015-01-01/deploymentTemplate.json#",
"contentVersion": "1.0.0.0",
"parameters": {
"vmName": {
"type": "string",
"defaultValue": "ngfw",
"metadata": {
"description": "Name of the NGFW VM"

}
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}I
"vmManagedImageId": {
"type": "string",
"defaultValue":
"/subscriptions/{subscription-id}/resourceGroups/myresourcegroupl/providers/Microsoft.Compute/images/myImage",

"metadata": {
"description": "The ID of the managed image used for deployment.
/subscriptions/{subscription-id}/resourceGroups/myresourcegroupl/providers/Microsoft.Compute/images/myImage"

}I
"adminUsername": {
"type": "string",
"defaultvalue": "",
"metadata": {
"description": "Username for the Virtual Machine. admin, Administrator among other
values are disallowed - see Azure docs"
}
}I

"adminPassword": {
"type": "securestring",
"defaultvalue" : "",
"metadata": {
"description": "Password for the Virtual Machine. Passwords must be 12 to 72 chars

and have at least 3 of the following: Lowercase, uppercase, numbers, special chars"
}
}I
"vmStorageAccount": {
"type": "string",
"defaultvalue": "",
"metadata": {
"description": "A storage account name (boot diags require a storage account).
Between 3 and 24 characters. Lowercase letters and numbers only"
}
}I
"virtualNetworkResourceGroup": {
"type": "string",
"defaultvValue": "",
"metadata": {
"description": "Name of the virtual network's Resource Group"

}I
"virtualNetworkName": {
"type": "string",
"defaultvalue": "",
"metadata": {
"description": "Name of the virtual network"

}I
"mgmtSubnetName": {
"type": "string",
"defaultvalue": "",
"metadata": {
"description": "The FTDv management interface will attach to this subnet"

}I
"mgmtSubnetIP": {
"type": "string",
"defaultvalue": "",
"metadata": {
"description": "NGFW IP on the mgmt interface (example: 192.168.0.10)"
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"diagSubnetName": {
"type": "string",
"defaultvalue": "",
"metadata": {
"description": "The FTDv diagnostic0/0 interface will attach to this subnet"

}I
"diagSubnetIP": {
"type": "string",
"defaultvalue": "",
"metadata": {
"description": "NGFW IP on the diag interface (example: 192.168.1.10)"

}I
"gig0OSubnetName": {
"type": "string",
"defaultvalue": "",
"metadata": {
"description": "The FTDv Gigabit 0/0 interface will attach to this subnet"

}I
"gig00SubnetIP": {
"type": "string",
"defaultvalue": "",
"metadata": {
"description": "The IP on the Gigabit 0/0 interface (example: 192.168.2.10)"

}I
"gig0lSubnetName": {
"type": "string",
"defaultvalue": "",
"metadata": {
"description": "The FTDv Gigabit 0/1 interface will attach to this subnet"

}I
"gig0lSubnetIP": {
"type": "string",
"defaultvalue": "",
"metadata": {
"description": "The IP on the Gigabit 0/1 interface (example: 192.168.3.5)"

}I
"VmSize": |
"type": "string",
"defaultValue": "Standard D3 v2",
"allowedValues": [ "Standard D3 v2" , "Standard D3" ],
"metadata": {
"description": "NGFW VM Size (Standard D3 _v2 or Standard D3)"

}I

"variables": {

"virtualNetworkID":
"[resourceld (parameters ('virtualNetworkResourceGroup'), 'Microsoft.Network/virtualNetworks',
parameters ('virtualNetworkName'))]"

"vmNicOName":" [concat (parameters ('vmName'), '-nic0') 1",
"vmNiclName":" [concat (parameters ('vmName'), '-nicl') 1",
"vmNic2Name":" [concat (parameters ('vmName'), '-nic2')1",
"vmNic3Name":" [concat (parameters ('vmName'), '-nic3') 1",
"vmNicONsgName":" [concat (variables ('vmNicOName'), '-NSG') 1",
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"vmMgmtPublicIPAddressName": "[concat (parameters ('vmName'), 'nicO-ip')1",
"vmMgmtPublicIPAddressType": "Static",
"vmMgmtPublicIPAddressDnsName": "[variables ('vmMgmtPublicIPAddressName')]"
}I
"resources": [
{
"apiVersion": "2017-03-01",
"type": "Microsoft.Network/publicIPAddresses",
"name": "[variables ('vmMgmtPublicIPAddressName')]",
"location": "[resourceGroup () .location]",
"properties": {
"publicIPAllocationMethod": "[variables ('vmMgmtPublicIpAddressType')]l",
"dnsSettings": {
"domainNameLabel": "[variables ('vmMgmtPublicIPAddressDnsName') "
}
}
}I
{
"apiVersion": "2015-06-15",
"type": "Microsoft.Network/networkSecurityGroups",
"name": "[variables ('vmNicONsgName')]",
"location": "[resourceGroup () .location]",
"properties": {
"securityRules": [
{
"name": "SSH-Rule",
"properties": {
"description": "Allow SSH",
"protocol": "Tcp",
"sourcePortRange": "*",
"destinationPortRange": "22",
"sourceAddressPrefix": "Internet",
"destinationAddressPrefix": "*",
"access": "Allow",
"priority": 100,
"direction": "Inbound"
}
}I
{
"name": "SFtunnel-Rule",
"properties": {
"description": "Allow tcp 8305",
"protocol": "Tcp",
"sourcePortRange": "*",
"destinationPortRange": "8305",
"sourceAddressPrefix": "Internet",
"destinationAddressPrefix": "*",
"access": "Allow",
"priority": 101,
"direction": "Inbound"
}
}
1
}
}I
{
"apiVersion": "2017-03-01",
"type": "Microsoft.Network/networkInterfaces",
"name": "[variables ('vmNicOName')]",
"location": "[resourceGroup () .location]",
"dependsOn": [
"[concat ("Microsoft.Network/networkSecurityGroups/',variables ('vmNicONsgName')) 1",

"[concat ('"Microsoft.Network/publicIPAddresses/"',
variables ('vmMgmtPublicIPAddressName'))]"
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] r

"properties": {
"ipConfigurations": [
{

"name": "ipconfigl",

"properties": {
"privateIPAllocationMethod": "Static",
"privateIPAddress" : "[parameters ('mgmtSubnetIP')]",
"subnet": {

"id": "[concat (variables ('virtualNetworkID'),'/subnets/"',

parameters ('mgmtSubnetName')) ]
}I
"publicIPAddress": {
"id": "[resourceld('Microsoft.Network/publicIPAddresses/"',
variables ('vmMgmtPublicIPAddressName'))]"
}

] 4
"networkSecurityGroup": {
"id": "[resourceld('Microsoft.Network/networkSecurityGroups',

"

variables ('vmNicONsgName')) ]

}I

"enableIPForwarding": true
}
}I
{
"apiVersion": "2017-03-01",
"type": "Microsoft.Network/networkInterfaces",
"name": "[variables ('vmNiclName')]",
"location": "[resourceGroup () .location]",
"dependsOn": [
]I
"properties": {
"ipConfigurations": [
{
"name": "ipconfigl",
"properties": {
"privateIPAllocationMethod": "Static",
"privateIPAddress" : "[parameters ('diagSubnetIP')]",
"subnet": {
"id": "[concat (variables ('virtualNetworkID'),'/subnets/"',

parameters ('diagSubnetName')) ]

} }

] r

"enableIPForwarding": true
}
}I
{
"apiVersion": "2017-03-01",
"type": "Microsoft.Network/networkInterfaces",
"name": "[variables ('vmNic2Name')]",
"location": "[resourceGroup () .location]",
"dependsOn": [
]I
"properties": {
"ipConfigurations": [
{
"name": "ipconfigl",
"properties": {
"privateIPAllocationMethod": "Static",
"privateIPAddress" : "[parameters ('gig00SubnetIP')]",
"subnet": {
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migr.

parameters ('gig00SubnetName')) ]
}

] r

"enableIPForwarding":

Microsoft Azure 7 59 K~ ASA {38 DBA |

"[concat (variables ('virtualNetworkID'), '/subnets/"',

true

"apiVersion": "2017-03-01",
"type": "Microsoft.Network/networkInterfaces",
"name": "[variables ('vmNic3Name')]",
"location": "[resourceGroup () .location]",
"dependsOn": [
] 4
"properties": {
"ipConfigurations": [
{
"name": "ipconfigl",
"properties": {
"privateIPAllocationMethod": "Static",
"privateIPAddress" : "[parameters ('gigOlSubnetIP')]",
"subnet": {
"id": "[concat (variables ('virtualNetworkID'),'/subnets/"',

parameters ('gig0lSubnetName')) ]"

] r

"enableIPForwarding":

"type":
"name":
"apiVersion":
"location":
"properties": {

"accountType":

"apiVersion":
"type":
"name":
"location":
"dependsOn": [
"[concat (
concat (
concat (
(

(

"

"

concat
concat

[
[
"
"
]I
"properties": {
"hardwareProfile":
"vmSize":
}I
"osProfile": {
"computername":

"adminUsername" :
"adminPassword":

}I

"storageProfile": ({

"imageReference'

'Microsoft.
'Microsoft.
'Microsoft.
'Microsoft.
'Microsoft.

"[parameters ('vmSize') ]

true

"Microsoft.Storage/storageAccounts",

" [concat (parameters ('vmStorageAccount')) 1",
"2015-06-15",
"[resourceGroup () .location]",

"Standard LRS"

"2017-12-01",
"Microsoft.Compute/virtualMachines",
" [parameters ('vmName') ]",
"[resourceGroup () .location]",

'vmStorageAccount'))]",
'vmNicOName')) 1",

'vmNiclName'
'vmNic2Name'
'vmNic3Name'

Storage/storageAccounts/"',
Network/networkInterfaces/',variables

parameters (

(
Network/networkInterfaces/',variables (
(

(

)y,
Network/networkInterfaces/',variables )",
Network/networkInterfaces/',variables )) ]

"

" [parameters ('vmName') ]
"[parameters ('AdminUsername') ]
" [parameters ('AdminPassword') 1"

"
’

"

g
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"id": "[parameters ('vmManagedImageId')]"
}I
"osDisk": {
"osType": "Linux",
"caching": "ReadWrite",
"createOption": "FromImage"
}
}I
"networkProfile": {

"networkInterfaces": [

{

"properties": {
"primary": true
}I
"id": "[resourceld('Microsoft.Network/networkInterfaces',
variables ('vmNicOName')) 1"
}I
{
"properties": {
"primary": false
}I
"id": "[resourceld('Microsoft.Network/networkInterfaces',
variables ('vmNiclName')) 1"
}I
{
"properties": {
"primary": false
}I
"id": "[resourceld('Microsoft.Network/networkInterfaces',
variables ('vmNic2Name')) 1"
}I
{
"properties": {
"primary": false
}I
"id": "[resourcelId('Microsoft.Network/networkInterfaces',

"

variables ('vmNic3Name')) ]
}
]
}I
"diagnosticsProfile": ({
"bootDiagnostics": {
"enabled": true,
"storageUri":
"[concat ('http://',parameters ('vmStorageAccount'),'.blob.core.windows.net') "
}
}

}
]I
"outputs": { }
}

D77 ANE, To& xiFXazureDeployjson £\ 9 K5I, JISON T 7 A /L& L TR —IIVITRIF L ET,
TrANEREL, BARTA—ZIZEIT T L— b EERLET,

VHD BL QY Y —RAF7 7 L— M L7z Azure 7> 5 O ASA AR OF A (124 X—) THA LT
X912, 20T T L— FEEM LT ASA A8 B L £,
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INDA—ZAT7ALILDEK

FLWERZBMGT LI EEITE, VY AT T L — MINRTA—ERERINTWVET, B
BAZBRLAT 21X, TNHEANLTEBMERHV ET, VY—AT 7L —MNIEHRLE
WNRIA—=BEFETANTHI L, NTA—FET T L— X5 A —% JSON 7 7 A LIiZ
BEL TR &b TEET,

INTG A= T 7 A NMZIE, T A—F 77 A NVDIER (138X—) D/XT A —FXDFNZFER
ENDBENRTA—FDEREENTVET, ZNODHEIL, BERKZT 7 L— MIEBINIC
EINFET, SESERERST Y ANEDLETERD T A—F 77 A VEERTE FT,
ZOEIOASARAR T T L —FDBE, RTA—F T 7 A )VIZIRDINT A—F B EET DN
EHRHY F£9,

= 18:ASARIE INTA—BDER

T4—ILF EEA 1
vmName Azure ([Z351F 5 ASA {RfH ~ 3 | cisco-asav
> DA,
vmManagedImageld ERICEH SN A& x5 | /subscriptions/73d2537e-ca44-46aa-b

A—D ID, Azure DNERT |€b2-7411dd61b41/

. HBBHY AR Y resourceGroups/ew ' '

Y —ZIDIZEEM T 5T Marag gesTelprovi crosoft
.Compute/

ESaN images/ASAv910-Managed-1

mage

adminUsername ASARAB I 7 A 4 AT~ | jdoe
Da—W—4, THLHD

ladmin] 275 Z LIXTEE
NEUR

adminPassword BIRFE T PO/ AT — | Pw0987654321

K, ZhiE, 2~ XFOE
ST, 12D/ LF, 1DDK
LT 10T, 1 ODOFRK
XFDHIH 3 DEED DY
N FET,

vmStorageAccount Azure A N L— 7 72 |, | ciscoasavstorage
BEFDOA ML —UT T2 b
T 2130, BRICER
TEHLZEHLTEET, A b
L= T T N, 3~
24 LFT, N LT DR
GOHZENTEET,
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1sx—5727400n2 |

J4—ILF

B

1

virtualNetworkResourceGroup

Ry hU—=Z7 DYV —A
TIV—T D4R, ASA AR X
WICH LW Y — R T —F
WZEE S ET,

ew-west8-rg

virtualNetworkName

RABF >y N U — 27 D4R,

ew-west8-vnet

mgmtSubnetName

BWEA B —T oA AL, =
OV T3y MR IS E
J, AL, Nico (HIDY
TFxv b)) vy T ERE
T, BFORy NU—2125
m+ 2846, ZHUIEBEFEOY
TRy ML —BT A LEN
HYET,

mgmt

mgmtSubnetIP

EFEHA LA —T A AIPT K
LA,

10.8.0.55

gig00SubnetName

GigabitEthernet 0/0 1 > % —
Tz AL, TOYV TRy b
(S ALE T, ZAud, Nicl
QEFEROY TRy I IZvy
TEInET, EFEOxX Y b
V=72t 556, 2
TEEFEOY 71y MAIC—8
THULERDY F£3,

inside

gig00SubnetIP

GigabitEthernet 0/0 1 > % —
Z7xAAIPT RVA, Zi
X, ASA IR ORI DOT — 4
A H—T A AHTT,

10.8.2.55

gig01SubnetName

GigabitEthernet 0/1 1 > % —
Tz AR, ZOV TRy b
(CHSESVET, TAUE, Nic2
BFHOY TRy b)) IZvy
TrInET, EFEOXRY b
V=27 ZBMT 556, Zh
EEEFOY 7 3y MAIC—#
THLENRDY F£1,

outside
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Microsoft Azure 7 5™ K~® ASA {8 DEA |
B 5155710068

Ta—IL K BL)] 1

gig01SubnetIP GigabitEthernet 0/1 - > % — | 10.8.3.55
TxAAIPT FLA, Zh
X, ASARR D2 FEH DT —
BALHE—T 2 A AHTT,

gig02SubnetName GigabitEthernet 0/2 > % — |dmz
T A AL, ZTOYV T X b
WZEHE SN E T, ZAUE. Nic3
@EEOY TRy b)) IZ7v
rEhET, BFOxR Y b
T — 71T %5, 2
BEEFEOY 7Ry MAIT—E
THMLERHY F9,

gig02SubnetIP GigabitEthernet 0/2 1 % —  |10.8.4.55
T2 ADIPT KLV A, 1
I, ASAAR D3 FEH DT —
BA B —=T oA AHTT,

vmSize ASA KA VM (295 VM | Standard D3 V2 F7-1%
DHA X, Standard D3 V2 & |Standard_D3
Standard D3 23 % 4"— F ST
\WE 9, Standard D3 V2 237
74/ FTY,

INGA—3 T7AILDYERL

UTFTOZER LT, %A =F 4 X2 LB DONRT A—4 77 A VEERTE F
‘j—o

)

GE)  WoplL, 1IPV4 FHHTT,

ATV T WOFIRLET A Eae—LET,
i

{
"$schema": "https://schema.management.azure.com/schemas/2015-01-01/deploymentParameters.json#",
"contentVersion": "1.0.0.0",
"parameters": {
"vmName": {
"value": "cisco-asavl"

}l
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| Microsoft Azure 77 52 K~ ASA {R%8 DEA
15 x—5 774 10tk |

"vmManagedImageId": ({
"value":

"/suoscriptions /330251 Te-caB8-4taatoaP- 741 dd61A /resourceGrages/edVEnagediteges—rg/oroviders/Microsoft . Cavpute/imeges /AFv-9. 10. 1-81-Managed-Trrece"

}I
"adminUsername": {
"value": "jdoe"
}I
"adminPassword": {
"value": "Pw0987654321"
}I
"vmStorageAccount": {
"value": "ciscoasavstorage
}I
"virtualNetworkResourceGroup": {
"value": "ew-west8-rg"
}I

"virtualNetworkName": {

"

"value": "ew-west8-vn"

}I

"mgmtSubnetName": {
"value": "mgmt"

}I

"mgmtSubnetIP": {
"value": "10.8.3.77"

}I

"gigO0OSubnetName": {
"value": "inside"

}I

"gig00SubnetIP": {
"value": "10.8.2.77"

}I

"gig0lSubnetName": {
"value": "outside"

}I

"gig0lSubnetIP": {
"value": "10.8.1.77"

}I

"gig02SubnetName": {
"value": "dmz"

}I

"gig02SubnetIP": {
"value": "10.8.0.77"

}I

"VmSize": |
"value": "Standard D3 v2"

}
}

ATFY T2 ZOT77AN%E, =L ziFazureParametersjson 9 K HIZ, ISON 7 7 A /L& LT —A/WIRFEL E
ﬁ‘o

ARTYT3 T ANEREL, BANRT A=K ZEI T T L— bEERLET,

AFv T4 VHDBLIOQY V—2ATFT L — h 2 L7z Azure 7> 5 D ASA B OB A (124 2—2) THBALTW
HE9C. ZORITA=E T T L —FEFHLTASA AR ZEBIE L £,
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B 5155710068
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Irh-7:l::
5 2

Microsoft Azure ~ @) ASA {x &8 Auto Scale v/
J)a— 3> MEA

» Azure TD ASA A8 @ Auto Scale Y U =—3 3 > (141 ~—)
CEBANRy =TV DE T a— R (143 =)

eAutoScale YU =2— g v DariR—x2 b (144 X—2)

e Auto Scale V' U = —3 3 OFEIFESM (145 *—)

« Auto Scale DR (153 ~X—)

« Auto Scale 2 Vv 7 (168 ~X—7)

s Auto Scale DR XL T LT Ry T (168 X—)

* Auto Scale DT A R F A > Ll (170 ~X—2)

« Auto Scale ® N7 7Ly a—TF 47 (170 ~—)

o V=R 2— RinBO Azure BIBOME (171 <—)

Azure T ASA {x*8 @) Auto Scale V') 12— 3 >

Auto Scale V') 21— 3 >IZDUVT

ASA Virtual Auto Scale for Azure |, Azure BMEfET 2V — =L 2 A T F AT 7F % (Logic
App. Azure Bk, v —RNFoY X2 VT4 I N—T I~ A=y R E)
EHERT 58— " — L REATT,

ASA Virtual Auto Scale for Azure H A O F 72 FFEITRD LBV T,
+ Azure Resource Manager (ARM) 7 > 7 L — h_"— XD ERH,
cCPUBIWIZEASK AT —V T AN v 7 OFR—|

\}

GE)  EMICHOWTIE., TAutoScale 2Y w7 (168 2—3) | %
ZHRLTLIEIN,
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Microsoft Azure ~ ASA {748 Auto Scale ¥/ ') 1 —> 3 > DEA |
. Auto Scale O A

« ASA Virtual BB & ~ LT R Mk — 2 OH R — b,

« AT =T Uk EZTz ASA AR A A K v AR HEM b STk A B B
e B — RNZ Y2 VFRI MY — O R — b,

* Auto Scale #ERED AL & BRI A2 AR — b,

e VA TIE, BMAZRKGHITT H7-DIT., Auto Scale for Azure AN 77— AL L T
iﬁ‘o

Auto Scale M E A 5

ASA {48 Auto Scale for Azure 1. ASA {RAE 24 —/L& v % Azure ODNEpa— RAXF 4
(ILB) & Azure DANEim— R 35 o (ELB) ORICEET 2 BEKFERr—Y 7V ) o—
g T,
*EILBiE. A1V Z =Xy "D T T 4w I B Ar—)bty FINO ASA AR A L A X
AR ET, FOK%, 77AT OB T TV r—2a il T 7 4 v D EiRk
L/i bé‘o

ILBiE. 77U r—2ardbDT UMD R AU H—Fy N T T 4T A r—
Nty RO ASARAR AV AX RIS EET, TDE%., 77 AT U4 =LA
H—Fy M hTT7 4 w7 iR LET,

o Ry NU—I X0y "B, H—OER TS (WS LU ou— KANT o4 %@l
THZLIEHD EFHEA,

o« A — )Lt RO ASA (RAE A > A% > ZAD¥E. ARSI ST HEIIC A —
Vo T7BIORESNET,
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| Microsoft Azure ~® ASA {x#8 Auto Scale V') . — 3 VDEA

16 : ASA 1R %8 Auto Scale )& A {51

Virtual Machine Scale Set
Inside Oulside
Appication
Subret 1 -
sl p ASAviual1
Resource ‘
-+ -+ >
+ L4 +
caiion
12 mgr baund
Iniisaled fiows
A Inside Outsids pad Balanoad
L8 — alia—
o — el
icatian ey 4 <+ 1 T
ubnet 3 Ashvimal2 . | HB Inismet
+ -
Resource ++
mgmt
ication
M
=S— ‘ Inside Ousside
AsAvinalN >
-

F W %

Inbound traffic (Internet >ELB-=ASA virtual-=Application)
Outbound traffic (Tnternet->I1.B-=ASA virtual->Application)

Aa—7

ZD KF¥F o A M TIL, ASA Virtual Auto Scale for Azure V' ) =2 —3 g3 &, O —_—1L R
U AR—R 2 MEEHT MR FIEICOW TR LET,

S

EX3 AL BIAET BENC. F¥ oAy FAKRERBHELI I,
 BAZ BT DEIC, RIRSUEMZ L CWD Z L aMR L ET,
e ZZICREHI SN TV A RIR E ETIEFICHE S TWNWD T L 2R LET,

-~ (e} o~ N> ~ >
BANYS—DDAA—F
ASA Virtual Auto Scale for Azure V' U = —3 3 1%, Azure T2 — -1 X /T T X

727 Fx (LogicApp. Azure 8%, v — KN\Z W RiE~T v 27—ty Mo l) &l
3% Azure Resource Manager (ARM) 7 > 7 L — h_X— DR T,

ASA Virtual Auto Scale for Azure ¥ J = — 3 a VORENINLE R 7 7 A VE XU a— RKLE
To FUTHNA—VarAOEMAZ VT hET 7 L— ML GitHub Y RY h U B AFT
TET
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https://github.com/CiscoDevNet/cisco-asav/tree/master/autoscale/azure

Microsoft Azure ~ ASA {748 Auto Scale ¥/ ') 1 —> 3 > DEA |
. AutoScale V') 21— 3v@avR—xu b

)

B AutoScale HO VA DB AR 7 ) T B LT UL — ME, =T Y — 2D
L LTIREEENTEBY . @H O Cisco TAC AR — FO&FEPAN T R—ENR2 N2 2T
EELTLIEESN, EH & ReadMe DFNEIZOW T, GitHub 2 EHIRUICHER L TL 72
AR

ASM . Function.zip /% v 77— Y DAEE FIEICHOWTIE, TV —RZ 23— b O Azure %D
fBE (171 ~—=2) | Z2RLTIZaN,

AutoScale V') 21— a>vDarvik—x2 bk

ASA Virtual Auto Scale for Azure Y U = —> 3 %, RO AR —3 2 b TTHEERILTWET,

Azure B8% (Function App)
Function App & 13—1#H D Azure B TY, AN ZHEREIZRD B0 TF,

«Azure A MY v 7 B EMBICEEEZIZT e —T LET,

* ASA Virtual DEAfEE=F — L, A7 —bA U/ Ar—LT 7 MfEE N H—LE T,
A%, JEME ST Zip Ny r— VO TR S E T ( [Azure Function App /N v 7r—3
DOFEEE (148 2—) | 25 | B, FFEDX X7 ZFTT 57 DIZATHE/eBR 0 M7 L
THEY, EEHEESH LW UV —2DHW R — hOEDICHEISCTCT v 77 L— RT&E
D
Orchestrator (Logic App)

Auto Scale Logic App 1. V—727mr—, DF Y —@#HDORT v 7 OEAETT, Azure BIEIIIMAT
L7474 CTHY, MAEICEFETEEH A, IO Orchestrator 1%, B DT AT
gL, BIETCERESZBLET,

* Logic App I%. Auto Scale Azure B Tl A A — 7 A ML —a VBRI ORITET 720
R EnET,

« £ A7 v 71X, Auto Scale Azure BIEXFE 72 ITHAAIAHLDOERER v 7 2R L ET,
* Logic App [ZJSON 7 7 A )L & L TRk S £,
* Logic App (X, GUI £721ZJSON 7 7 A L ZffEHI L TH A X ~ A A TE £,

RET VA=Y b (VMSS)
VMSS i, ASA Virtual 731 A 72 EORFEORAE~ > v OEETT,
¢« VMSS TiZ. HrLWRE—D VM 2t~ MTEMTXE9,
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| Microsoft Azure ~® ASA {x#8 Auto Scale V') . — 3 VDEA
Auto Scale V') 21— 3 U ORIIREM .

s VMSSIZIBMENTZH LWVMIL, e —KRXZ % X270 0—7 BLOxRy
NO—0 A H—T oA A CHBNICHR SN E T,

o VMSS (21T AIA LD Auto Scale HEBEDYEH VD . ASA Virtual for Azure TIXERNZ /2> T
\i—a—(}

* VMSS T ASA Virtual £ v A X U AZFEITEMLZY, HIBRLZY LAV TL 7ZE0),

Azure Resource Manager (ARM) 7> 7L —

ARM 7 7 L — hiX. ASA Virtual Auto Scale for Azure V' U 2o—3 g VNIMBER Y V— R % R#
Bl 27Ol ET,

ARM 7 > 7 L— hid. LA T Z & e Auto Scale Manager = > AR — % o b ~D AN a2t L %
R

* Azure Function App

» Azure Logic App

i~ A=ty b (VMSS)

« IR KON — R 3T

BBIICHKE R X2 VT 4 I N—TBLOZOMOa L R—F 2 b,

|

EE oW ANOKRICE LTI, ARMT > 7 L— MIIBEBR N H 5=, RBERFICAS
ERAET BDMENRH Y 5,

Auto Scale V') 1 —< 3 U DRHESH

Azure ') —X

JY—RTIN—T

ZOVY a—arDT_NTCOaryi—x3xr CEREETAICE. BEERIEH L ERENT
U ) — 2T — TR,

Y

GE) BTHERTLIEDIC, VY—RTN—T%, VY —RTNL—TPMEREShiz) —2 3 0,
BILORXAzure Y727 U o a 1D #ték L E9,
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Microsoft Azure ~ ASA {748 Auto Scale ¥/ ') 1 —> 3 > DEA |
B ssawmior rosm

2y bD—%25

Ry FU—7 NMEARREE T2 IIERFE A TH D Z & 2B LE T, Auto Scale JEBH Tl
Xy NU—=27 V) Y —2DOER, AR, BEIATONEE A,

ASA Virtual 121X 3 DDy NTU—Z A VB —T oA ARMER -0, REXy NU—27121%
WD 3OOV T Xy NPSKHIETT,

1. BEHNIT7 407
2 WHhZ 747
3T T 4T
Y7y MREREN TSR Y hT—2 EF 2 )T 4 ZA—T7T, ROK— L ZHL HE
N ET,
* SSH (TCP/22)
02— /N7 L ASA Virtual O IEFPE 7 v — 7 Z BT,
P—N— L ZAHRE & ASA Virtual O E(E 1L E T,
TV = avEROT R FaEIEAR— b
2—F—=T 7Y r— 3 VITKETT (TCPRO 72 &)

)

GE) (iExy hU—24%, AKXy hU—27 CIDR, 39T _XTOV 7%y hOLRET. BIO
NEEENEE DY T Ry FDF— oA IPT KL AZRELET,

ASAER 7 7 1 ILD#E(E

ASA AR RERR 7 7 A VB YEfF L. ASA AR A VAKX VAN T 7 & A R[GE7: HTTP/HTTPS
P N—IRAF L ET, ZAUTEERED ASARERK 7 7 A WIETH, A —/7 7 h &iu7- ASA
ALY, ZOT77ANNRE T B— RENTHERNET SN ET,

ASAHERR 7 7 AL TlE, (D7 & b)) RO EVRRETRYD £,
T RTCDOA 2 H—T = A AZDHCPIP IV Y CTEFEL £,
* GigabitEthernet0/1 | [N A > X —T7 = A ATHLIMERH Y £7,
» GigabitEthernet0/0 % [FMH) A v 4 —T7 = A ATHLILERH Y £,
c F= T oA BWNERA L H—T 2 A ALIERA V H—T oA ATHEELE T,

cHNEA v A —T 2 A RAELHNEA L F—T 2 A AT Azure 2—7 4 U T 4 IP 25D SSH %
HhzLET (~rx27a—7H)

A L H =T 2 A ADBENEA v HZ—T =2 AN T T 4 v T HERIET B 72D D NAT
Rk A ERRL L E T,
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| Microsoft Azure ~® ASA {x#8 Auto Scale V') . — 3 VDEA
INY TR T |

cHHIDRNT T 4 v 7 BT BT 7B ARY —%ERK L ET,
HERRDTA B AZESE L ET, PAYG ST FR— SN TWERA,

\)

CE)  EHA L H—T oA AEFHNCRET 2L ETH Y A,

LI, DASARERTZ 7 A VDY T TH,

ASA Version 9.13(1)

|

interface GigabitEthernet0/1
nameif inside

security-level 100

ip address dhcp setroute

|

interface GigabitEthernet0/0
nameif outside
security-level 0O

ip address dhcp setroute

|

route outside 0.0.0.0 0.0.0.0 10.12.3.1 2
|

route inside 0.0.0.0 0.0.0.0 10.12.2.1 3
!

ssh 168.63.129.0 255.255.255.0 outside

|

ssh 168.63.129.0 255.255.255.0 inside

|

object network webserver

host 10.12.2.5

object service myport

service tcp source range 1 65535 destination range 1 65535

access-list outowebaccess extended permit object myport any any log disable

access-group outowebaccess in interface outside

object service app

service tcp source eq www

nat (inside,outside) source static webserver interface destination static interface any
service app app

object network obj-any

subnet 0.0.0.0 0.0.0.0

nat (inside,outside) source dynamic obj-any interface destination static obj-any obj-any

configure terminal

dns domain-lookup management

policy-map global policy

class inspection default

inspect icmp

call-home

profile License

destination transport-method http

destination address http https://tools.cisco.com/its/service/oddce/services/DDCEService

license smart

feature tier standard

throughput level 2G

license smart register idtoken <TOKEN>

: end
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. Azure Function App /3w 4 — U DIEE

Microsoft Azure ~ ASA {748 Auto Scale ¥/ ') 1 —> 3 > DEA |

Azure Function App /Xy 5 — C DFEE

ASA Virtual Auto Scale Y U =—3 3 > CiX, ASM_Function.zp 7 —h A 77 7 A W ZERKRT 5
VERHD FET, ZOT77ANANEL, [EMENTZ ZIP Xy r— O T—HEOMER D Azure
BRIt S E T,

ASM_Function.zip /X > 77— Y OVERRFIEIZ DWW T,
(171 ~=2) | 2ZRLTIESN,

RIS, BEDHX AT 2FITTHT-OICHRE/ZRR D MSI L TR Y | JREHIESCH LW Y U —X
DY R—=FDFEDIMBEBIZISELTT v 77 L —RT&EJ,

[V —Za— Kb D Azure RIS O RESE

ARINTG A=A

WDOFRIZ, T T — I RTA=FBILOWIZ R LET, F/3T A —FDEEZRDOT-5. Azure
YTR7 YT a NZARM T 7 L— hERETH & X0, £/3T7 A —X & LTASA
[AutoScale ARM 7 > 7L — FDER (153 2—) | &%

Virtual 7 /34 A ZER CX F£7,

BLTIZEw,

R19:FoTL— RS A—4

NS A—H

ERTE 1B/
5247

FiEA

1)) —RAD1E
a4

resourceNamePrefix

LFHE (3~
10 XXF)

TRCOY V—RF, ZDOF
VT4 w7 A a4 TR
RENFET,

N FEOR TR L TL
EEW,

4] : asav

HLERR

virtualNetworkRg

pa2l

ARy NT—27 DY ) —2R
7 )—F DA H,

5] : cisco-virtualnet-rg

BEAF

virtualNetworkName

pa ]

ARy FU =24 (FERGH
)

] : cisco-virtualnet

BETF

mgmtSubnet

pa2 7l

BEY TRy b (TR
7r)

i : cisco-mgmt-subnet

PETF
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| Microsoft Azure ~® ASA {x#8 Auto Scale V') . — 3 VDEA
Anrisx—4 |

INSA—H % ERTE 518/ |5k 1)y — XD
aqT BaA7
insideSubnet bl N7 %y b (ERE | BERF
9]
5 : cisco-inside-subnet
internalLbIp SCFF WNESY 7 % v hOWNERE — R | BEfE
NRGHDOIPT KL (FERL
)
5l : 1.2.3.4
outsideSubnet SCFF YT Ry N (R | BERF
)

5] = cisco-outside-subnet

softwareVersion bzl ASA Virtual X— 3 > (JEBR | BEfF
(LNl N = B BV NP
#

F 7V b 914.1.037] :
914.1.0,913.1.0

vmSize SCEH ASA Virtual £ > A X L ADY |47 L
A X (BEEFFIC e v 7 XD
DD EER)

asaAdminUserName Pk ASA{AE Tadmin| = —WF— | FHHEIERK
a—H—4,

NRAT—FROEZIZ12—72
LT, MR, RCFE, K
T FEBRCTE AR ERT DM
N ET, £, LFOM
DIRLIE2EETIZTHHLE
NHYET,

ZAuE Tadmin IZIXTEFEE
A, VM EHE 22— —4 D
HA RTA TN TIHE,
[Azure] Z#ZH L T2 &
AN

GE) T L— M,
DT A—=ZD=a
CTTAT A
Fx v 7 HEREIZH Y
FHA,
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Microsoft Azure ~ ASA {748 Auto Scale ¥/ ') 1 —> 3 > DEA |
| PR

INTGA—=5% ERTELfE | HA 1) — XD
847 a4
asaAdminUserPassword SCEEA * ASA (AR EHE 2 — P DX | BrEl/ERK
ZA

NRAT—FROEZIZ12—72
LT, MR, RCFE, K
T RBRCTE AR ER T DM
N ET, £lo, LFOM
DIRLIZ2EETIZTHHE
NHYET,

GE) T L— M,
DT A—=FZD=a
CTITAT A
Fx v 7 HEREITH D
FHA,

scalingPolicy POLICY-IPOLICY2 | POLICY-1 : f%E SN7-HI |5%%7e L
2. WD ASA Virtual O
SEHJBETIS A — VT U R L
EVMEEBRDE AT —1LT
TRRBR R T—SET,

POLICY-2 : 3%iE &= #if
\Z. AutoScale 7 /L—7"NDT
~TC D ASA Virtual 7 /34 AD
SRR AT — VT U KL
SIVMEEZBZ D EAT—LT
T RB MY T—SNET,

ELHLDEEYL, AT —nA
vaYy 73R UEETT,
BRESINEHBIZ, §XTo
ASA Virtual 7734 A D)8
TN A —)L A LEVER
TEISDERT—N AR
H—SnET,

scalingMetricsList peil 2= T OREIHEH S |47 L
NHEARNY w7,

el . CPU
7V~ : CPU
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| Microsoft Azure ~® ASA {x#8 Auto Scale V') . — 3 VDEA
Anrisx—4 |

IND A=A ERTE 518/ |5k )Y —XD1E
247 REA7
scaleInThreshold SR A=A LEVE (X— |40

Ty NHAL)
74k 10

ASA Virtual * f U >~ 7 (CPU
fER=ER) 2Oz TE%
L AT — A UB R H—
INFET,

[Auto Scale 7~ 7 (168

~N=) | ZBRLTES
Wy,

scaleOutThreshold =il Ar—)L T 7 KL EVH AV
(R—k > NEAD)

T 74K 180

ASA Virtual # Y » 2 (CPU
fEFR) N ofE% EE5
LR —=LT R RY
H—INET,

lscaleOutThreshold] 1%, #IZ
IscaleInThreshold] X ¥ K&
KTHHERHY 7,

[Auto Scale 7~ 7 (168
~N—=Y) | EBRLTLESR
AN

minAsaCount FH EEDORE TRy — Lty b 3487 L
CfEH FTEE 72 B /)N ASA Virtual
A VAR AEL,

2 2,

maxAsaCount B A=Ay NSNS |#47L
B K ASA Virtual f > A% 2 A
5,

%l : 10

(G¥)  AutoScale m ¥ v 7
Tl Z DEEOHFH
X F =7 e
7o, HEICATL
TLIEEW,
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Microsoft Azure ~ ASA {748 Auto Scale ¥/ ') 1 —> 3 > DEA |
| PR

KSA—5% AT = BB/ | B89 ) Y—R D
547 aA7
metricsAverageDuration #t Faey Ao nb@IRLE (382471
ﬁ—o

ZOEMEIZ. AR v 7
B I o (0 HAAD) %
FLET,

ZOEBOMENRS (557) DY
& . Auto Scale Manager 73 A 7
Va—nshdbeE, ANy
7 DWE 5 sy EOFE0
Fxv 7 S, TORRIE
DNT AT =Y 7 OHWrA
1ThihvET,

GE) Azure DRI L
0. BEhIREE I
1. 5. 15, BLXD30
720 T,

initDeploymentMode BULK/STEP | iz AI0 M., 7713 %

7 —/v& > MIZ ASA Virtual A
VAR UAPNEEN TR
LalcEM s s,

BULK : Auto Scale Manager
1Z. minAsaCount] fE@ ASA
Virtual A > A % o A & [ARFIC
REBHL Lo & LET,

STEP : Auto Scale Manager (3,
AT a—)VINTRIET &
{2 minAsaCount] f&E@ ASA
Virtual 734 A% 1 D320 R
MLEY,

configurationFile LA ASARIERERL 7 7 A NVD 7 7 |44 72 L
A JVINA
i -

https://myserver/asavconfig/asaconfig
Axt

*Azure (Z1E, BT LW Y Y= A0 BANCET MR H 0 £9, HIRZMRT D2, £
FT AN TUNCFEHEH L TLKESVAR—ZXPEDOMDFHRXFEFEALGENTLEEL,
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Auto Scale DB .

Auto Scale ) ERd

Auto Scale ARM > 7 L— ~DERH

cARM 77 L— h & H L T, Azure i ASA Virtual Auto Scale [Z B/ Y 2V — 2 &R L
4, BEDY Y —AZNL—TFNTIE, ARM T 7 L— M2 ET 5 2 &L TRONEPER
SnFET,

s~ A — Ly kb (VMSS)

S E— RN T Y

c Nl e — R T

« Azure Function App

» Logic App

X2 VT4 IN—T (T —E A F =T A ABIOEERA X —T = A ZAH)

4R8O SRS

* GitHub U AR ¥ k' U (https://github.com/CiscoDevNet/cisco-asav) 75, ARM 7 > 7 L — |k
azure asav_autoscalejson X v > m— R LE7,

ATy T1  EEHO Azure V' — 12 ASA Virtual £ > A X L AZRETAVENS ALESIE. BV —a R
B — ISV T, ARMT v L— hEaRELET,

1

OB, 3 oD —FED [Central US| V— 3 UL CWVWET,

ATV T2 AW ue—RKRT UV TURER N T 7 4 v 7= ERELET, 20 [jsonl FH&ImiET 52 LT, £
BOHDONL—LEBINTE 7,

fi
{
"type": "Microsoft.Network/loadBalancers",
"name": "[variables ('elbName')]",
"location": " [resourceGroup () .location]",
"apiVersion": "2018-06-01",
"sku": {

"name": "Standard"

Cisco Cisco Secure Firewall ASA Virtual 9.18 R 2 — 7 v THA K .


https://github.com/CiscoDevNet/cisco-asav

Microsoft Azure ~ ASA {748 Auto Scale ¥/ ') 1 —> 3 > DEA |
B Avoscalearm 7> TL— o EE

}I
"dependsOn": [

"[concat ('Microsoft.Network/publicIPAddresses/', variables('elbPublicIpName'))]"

] ’
"properties": {
"frontendIPConfigurations": [

{

"name": "LoadBalancerFrontEnd",
"properties": {
"publicIPAddress": {
"id": "[resourceId('Microsoft.Network/publicIPAddresses/",

variables ('elbPublicIpName'))]"
}
}

}
]I
"backendAddressPools": [

{

"name": "backendPool"

}
]I
"loadBalancingRules": [

{

"properties": {
"frontendIPConfiguration": ({
"Id": "[concat (resourceld('Microsoft.Network/loadBalancers', variables ('elbName')),

'/frontendIpConfigurations/LoadBalancerFrontend')]"

}I

"backendAddressPool": {

"Id": "[concat (resourceld('Microsoft.Network/loadBalancers', variables ('elbName')),
' /backendAddressPools/BackendPool") 1"

}I

"probe": {
"Id": "[concat (resourceld('Microsoft.Network/loadBalancers', variables ('elbName')),
'/probes/lbprobe') 1"
}I
"protocol": "TCP",
"frontendPort": "80",
"backendPort": "80",
"idleTimeoutInMinutes": "[variables ('idleTimeoutInMinutes')]"
}I
"Name": "lbrule"

}
] 4

GE) TDT A NERELRWEAIL, BAKIZ Azure R—ZANORET L TEXET,

RATY T3 Microsoft 7 7Y hD2—H—4 L /XAT— R H LT, Microsoft Azure K—Z /Lza 74 v LET,
ATy T4 [VY—RAZ)—T (Resource Groups) | 7 L — RIZT7 7 AT 512F, —EADA=a—n5[) V—
A7 N—"7" (Resource groups) | &2 U7 LET, W7 A7 VT a v NOTXTDY Y —AT)—T
N7 L— RIC—ERRINET,
FLWY Y =2 T N—T2AET 20, BEFEDOZEDY) V=27 N—T%FIR L ET, 72& 2T, AA
Virtual _AutoScale,
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I Microsoft Azure ~@ ASA {38 Auto Scale V') 2 — 3 > DEA

Auto Scale ARM 7> 7 L— 0 EE [

17: Azure R— 43 JL

_. ety “

o ASAv_AutoScale o

N | e e

ATv TS [UY—ADMER (+) (Createaresource (+)) 1% 27 V7 LT, 77 L—NERAOH LN V—2
PERLET, [V Y —ATN—TDOfERK (Create Resource Group) | 7 L — RRFRSNET,

ATFYT6 [v—F v bT LA ADMKFE (Searchthe Marketplace) 1T, [T 7L — DR (WAX LT T L—
h&fEH L72JEBA)  (Template deployment (deploy using custom templates)) | & AJj L. Enter Z#f L &
‘a—o

E18:hRELTYTL— DR

Miicraso Arine £ Seanch reHarces, SEIvH and B0E 105 -

Template deployment (deploy using custom templates) (preview) =

Template deployment (deploy using custom templates) (preview)

(S}

o
i

ATy 1 [MEREK (Create) 1 %227V v 27 LET,
ATy T8 TUTL—bEERT OO Ty a NIEEHV T, [T 4 X THEOT > 7 L— N E{EERT S
(Build your own template in editor) ] %33R L £ 7,
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Microsoft Azure ~0> ASA {R#8 Auto Scale V') 1 — 3 > DBEA |

B Avoscalearm 7> TL— o EE

19:3BOTYTL— FOER

asoft Azure

Home > ASAv_AutoScale > Mew > Template deployment (deploy using custom

Custom deployment
Deploy from a custom template
Select a template

Automate deploying resources with Azure Resource Manager templates in a single, ¢
select a template below to get started. Learn more about template deployment E5

ﬁ Build your own template in the editor

Common templates
Créate a Linux wirtual machine
Create a Windows wrfual maching

Create a web app

aotd

Create a SOL database

Load a GitHub quickstart template
Quickstart template (disclaimer)

ATv79

[T 7 L— Ot (Edittemplate) |V 4> R T, T XTOT 74/ har 7oV EHlBRL, BHL

7~ azure_asav_autoscalejson /25 T oV A a b — LT, [RfFE (Save) | 227 VU v 27 LET,

20: Edit Template

e e

Home > ASAv AutcScale » New Cus
Edit template
8t your Aqure Rescurce Manager femplate
+ agdresource T Cscatsrttemplte T Load e L Download
s 1 {
> 4 Parameters (1%) i “Sschems”: Thutp:ffschess sansgesent,azore, con schemas/2035,01 -3 /deploymer: Tenplate jeon”
= ¥ coAtentVerilea™;
[ vanables (31) 4 “parametors™: {
w i Rasources (12) 5 "rescurcelanePrefin™: |
5 Logicapp L __Tﬁn_:' _‘\'TM:‘;_.'. -
= Mitrosof Logie feoridionws] 7 defaultvalue™: “asav™,
I " Sactirp] B “alnLength™ 3
varablesengmisecnp | . -
@ Li th
v [hlicr oot Hetwork networkSeoor Eoaanis
1 aaTadata”:
‘t_lﬂ'“t""|'d"'-lﬂc";".'| 1 “desceiption™: “Preflx used In resource names created by this tesplate(Use only lowercase letters)”
[Microscf Network nateoriSeosr 5 3
= [varablesCstorageaccoentiame. 13 i
= [Mirotot Shorage sicrageitiou 14 “wirtualNetworkRgT:
|vanablesBrrgPlanhiam | 13 “type®: “string”,
Bcr B8 e b e re i) i& “defaultvalue™: “cisco-virtvalnet-rg™,
17 “matadata®:
[varablisfundtondoptaame ] : i " f. == e £ z
[Microscdt Wby sites) 18 . description™: "virtual network rescurce group rume
1]
|variables[ appinsightshlame ] e }
(uicroscllingighits/compcesnti) n “virtual NEworke" {
|vanablesibosibameiindingubiam, 33 “type™: “string”.
dlmcrvw‘-!':ub.fﬂh 3 “defaultvalue™: “cisco-virtualnet™,
hosthaameindings) " “metadata: {

ATy 710

WL a T, TRTONRTA—FEATILET, F/3T A —FDFEMIZ OV TIL,

(ATIRT A —

Z (148 =—) | =L T 7EEn, &I, [#EAN (Purchase) 127 U v 27 LE T,
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| Microsoft Azure ~® ASA {x#8 Auto Scale V') . — 3 VDEA
Auto Scale ARM 7> 7 L— 0 EE [

B 21:ABRM 7> FL— b5 A—4

B Saarch resounoes, s

Custom deployment

SEPEUON 13 Msnbg Seployed IO R S0 OO LHE ME500R Grovps ol BokSeTs 10 6ganas and

hicrosoh Azuer Enberprrie

iternal Lk

GE) [/NT7 A—% OffsE (Edit Parameters) | %27 U v 7 LT, JSON 7 7 A V&fREET D, £721%
HETA SN2 TV E Ty u— RTXFET,
ARMT > 7 L— DO AR EEIZE SN TWA TS, ANERIET D132 —F—DFET
j‘o

ATFYTNMN T L— FOREBENKEIT S L. ASA Virtual Auto Scale for Azure Y V = —3 3 VW ERTXTOY

V—AMERENET, WORDY V=A% L TS, [¥A4 7 (Type) 15IZIE. Logic App.
VMSS., B— RS RNTY I IPT7 RLAREDEZY V—ARRINET,
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Microsoft Azure ~ ASA {748 Auto Scale ¥/ ') 1 —> 3 > DEA |
. Azure Function App O &

22: ASA Virtual BBIR 7 — LT > T L— FDER

B £ Sewrch rescurces, dariced, and deen (G2 ) .

;) ASAv_AutoScale =

T o

Azure Function App @ &R

ARMT > 7 L— & BT 5 &, Azure |2 L > TA /L b > Function App BMERR S £, =
D7 7 V1%, Auto Scale Manager 7 ¥ 7 |[ZME R A L CFEI CHEHB L ORRET D
WEN B Y ET,

5RO BRI

« ASM_Function.zip /S 77— % ENV R LET, [V —2A23— b0 Azure B OHEEE
(171 ~=2) ] Z2ZRL TSN,

ATFYF1 ARM T 7 L— b &EH L7- & ZIZ/ERL L7 Function App IZBEN L, BIBMNTFEE LRV L 2R L £
T, 75U THKOURLICT 7 A LET,

https://<Function App Name>.scm.azurewebsites.net/DebugConsole
[Auto Scale ARM 7 7' L — h DB (153 <—) | OBIOHAE, RO K H 20 £5,

https://asav-function-app.scm.azurewebsites.net/DebugConsole

ATFYT2 Ty ANy 270 —F T, sitelwwwroot [ZBEN L £97,
AT w73 ASM Functionzip 2 7 7 A VLTI AT 0 —TFDHEBIZ KT v 7T R Ray 7 LET,
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| Microsoft Azure ~® ASA {x#8 Auto Scale V') . — 3 VDEA
Azure Function App 0 E .

23 : ASA Virtual Auto Scale #8:D7 v 70— K

- o o af prmpr————— ] -

o Grttoreg B

0 items LA

Mame: Modied Sow

Drag here to Lrload'

RTYTE Ty u— R KRR T 2L, TRTOF— =L ZEKRFRSNET,
24 ASA Virtual )+ — 13— L Z #8E

fwwwroot #+  13items & @ &

E
]
&

Midified
£y
EN-
Ey-
EY-
4@
40
cy-

Ve v

LN

AT PUTTYSSHZ A4 T7 v ha X ra—RKLET,

Azure P80, SSH #4462  L CASA Virtual 127 7 VA TAHLENH Y £3, 727-L, —R_"—L 22—
RCERINDIA—T 2V —2AF7 A4 77 V%, ASA Virtual THEFH SN S SSH F—KHT7T /LY X b %E 3

A—=FLTWETA, LIEN-ST, HRNHEEINZSSHYZ 7947 b2y ra— KT ALERHD £
j—O

www.putty.org 725 PuTTY 2~ RI7 A4 4 U F—T = A A% PuTTY N> 7 = R (plink.exe) ([ZX 7
m—RFLET,
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Microsoft Azure ~0> ASA {R#8 Auto Scale V') 1 — 3 > DBEA |
B zcoumz

X 25:PuTTY D& O0— K

Alternative binary files

The installer packages above will provide versions of all of these (except PuTT Ytel), but you can download sta
(Not sure whether you want the 32-bat or the 64-bit version? Read the EAQ entrv.)

putty.exe (the SSH and Telnet client itself)

32-bit: Rutty.exe (or by ETP) (siznature)
64-bit: Rutty.exe (or by FTP) (signature)
pscp.exe (an SCP client, i.e. command-line secure file copy)

32-bit: RECR.exe (or by ETP) (s1znature)
64-bit: CHERT (or by FTP) (signature)
psftp.exe (an SFTP client, i.e. general file transfer sessions much like FTFP)

32-bit: reftp.exe (or by ETP) (siznature)
64-bit: peftp.exe (or b ETP) (siznature)
puttytel .exe (a Telnet-only client)

32-bit: Ruttytel exe (or by ETP) (signamure)
64-bit: Ruttytel.exe (or by FTP) (signature)
plink.exe (a command-line interface to the PuTTY back ends)

32-bit: plink,exe (or by ETP) (siznature)
64-bit: [ link.exe | (o by FTP) (signature)

pageant.exe (an SSH authentication agent for PuTTY, PSCP, PSFTP, and Plink)

ATwT6 SSHZ 747 hDEFTT 74 /L plink.exe D4 1ij % asassh.exe [ZA T L £,

ATy 71 asasshexe # 7 7 A V7 27 0 —F O (RidD A7 7 CASM_Function.zip #7 v 7'm— K L7235
A IR T7 Ry 7 LET,

ATV T8 SSHZ 747 hH FunctionApp & & BITFET HZ L AR LET, NEIE L TR—U2EHLET,

Auto Scale Manager ZfFHIE L7720, Ty T THEA LD T 572D TE 3% ENNL
OBV ET, INHDOA T a ik, ARM T U7 L— MIFIFER I ER AN, Function
App THRETE £7,

1a s BRI
A\
GE)  REFVOTHMETEET, RELZMET I2HEIEL. ROFIEIHENET,
» Function App &= EE2h2 L ¥ 9,
WAFDAT Y 2= NEFRE AT PET T HETRHRLET,
RELWELTRELET,
* Function App # A N2 L £ 7,
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| Microsoft Azure ~® ASA {x#8 Auto Scale V') . — 3 VDEA
sronnz ||

AT YT 1 Azure IR—# )LC, ASA Virtual Function App & Bk L RN L F9,
26: ASA Virtual Bge 7 V) r—a >

- Lo - T at e -0 nROD®FONE

[T - T T LR e oy [ N Y e Ll R L e ey - T P - T

T T TN

ATY T2 ZZTIE, ARMT U7 L— N LTESNEREbWETEET, 28413, ARMT 7 L— bk &I
BB ENH Y £, B0 HENILRT) SIS Tx £,

EEAEDAT v a Nt AEiEANEbr 4, wIBERLET,

* [f#%5%4 (Configuration Name) ]: [DELETE FAULTY ASA| ([T 7 #/V MH] (Default value ) ] :
YES)

A= T 7 NHIZ, H LU ASA Virtual 4 VA X ANREN L, K7 7 AV EN L TRESNE
FTFEMC IZBSRSNE T, HENKKLIZGAE. 20472 9 UIZH-S0 T, Auto Scale Manager 73 %
@ ASA Virtual 4 VA H L RAERFFT 50, HIBRT 202 RELET, [T (Yes) ]: EEOH D
ASA Virtual ZHIFR L E9, [V z (No) |: s ENKI LA TH . ASA Virtual 4 > A X > A% AR
FELET) .

* Function App i ETIL, Azure V7 A7 V72 a N IT 7 ®BATE B 2—W—iL, T XTOEEK
( Tpassword] 72 EDEX 2T R XFINEEGEATWDIEKEEGL) #7 VT 7% A MEX TR RTE
£

ZORICHETH EX 2V T 4 EOBERHL5GE (T2& 21X, Azure 47 X2 Y 7 a VoSN O

RWVHERZ RO —HPF—TEF SN TV DIEE) | —¥—I% Azure D Key Vault — B2 &L L
THRAV—RZR#ETEET, ZOREEXTDHE, BERORETZ VT TF A LD [password] & A

TR0V, 2—F =X, NAT— FBRRFESI TV D Key VaultiZ Lo TERR S L2, X =27
TR H AT D BN H Y T,

GE) Azure D KX 2 AV M ERR LT, 77V —a v T — 252 F#ESTH-DDORA NS T
T4 AT RO TLIEE N,
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Microsoft Azure ~® ASA {x78 Auto Scale V') 2 — 3 VDEA |
. REI VR 7=ty FTOHIAM O—LOEE

RETL R 7—I)Lty FTOIAM O —)LDEEE
Azure Identity and Access Management (IAM) %, Azure Security and Access Control D—i & L
THEHESH, =2—F—0 D Z#EFEHB L OHIE L ET, Azure U YV —AD~3— R 1ID I,
Azure Active Directory CTHEIJIZ~ R — R ID 2% Azure h— B X TR E T,
UK, BIRIZRRREER 7 A UE#R 2 2 < T, Function App MEE~ T AT —LbtE
F (VMSS) Zfilil Tz £,

AT9T1 Azure K—H /LT, VMSSIZBEIL T,
ATw T2 [77 A (IAM) (Access control IAM)) %727V v 27 LET,
ATv73 B (Add) J227 V7 LTr—LOFE ) Y TEBEMLET,

ATy T4 [m—LEY B TOENM (Addrole assignment) | K2 v 7 & vt [FEVERE (Contributor) ] % 3R
I_/i‘a‘o

AT TS [T 78 ADE Y Y TH (Assignaccessto) | K2 7 # 775 [Function App] Z i34 L £ 97,
AT w76 ASA Virtual Function App % 3% L £,
27:AIMB—)LDOEY HT

Add rele assigrment
‘-":-_. Access contnd (LAM]
)
. -
== - = My moora

LI o wyr level of acoess B vt o Gtk i i B0 Tk idmai Miniw dnliis b ek B

P
= e
3 . -

Vi iy it

"
L]
=
; | v |

ATy TT [R%E (Save) 127V v 7 LET,
GE)  F£77ASAVirtual £ U AX CAREE L TV NI E LHERTAIMLENL Y £,

Azure X)) T4 IL—TDEH

ARM T 7L — i, BEHA X —T =2 A AT =S A2 —T x4 ZAFD2 50Ot F =
V74 I N—T 2B LET, Bt T 4 70 —713, ASAVirmal BT 7 7 4 7 4
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| Microsoft Azure ~® ASA {x#8 Auto Scale V') . — 3 VDEA
Azure Logic App D E .

WCRHBEIR N T T 4 v I DREHFANLET, L, T—HA X =T ADX2 VT 47
N—FEFT_RTCDONT T 4 v 7 BFFTLET,

BEO MR LT AU A —2aDo— RSN TCEXF 2V F 4 T NA—T DN — LB HMERE L F 9,

B THAE =T A ADEF2 VT 4 I N—T1F, D Ebr— AT ENHDSSH k7
A7 ERATORERH Y ET,

Azure Logic App D E

Logic App I%. Auto Scale ##E® Orchestrator & L THEL £3, ARMT 7' L— MIZ Lo TR
77V k> Logic App DMERESNNE T, ZDOT7 U r—a U EFEITEH LT, Auto Scale
Orchestrator & L THERET 5 7o OICMLE R E R AT D2 LERH Y 77,

ATy T1 URY UMD, LogicApptxt 7 7 A Va1 —H T 2T LMIEEL, RO L 5 ITHELET,
BE FhEZ TR CHATEME L TODHAITL T ZI N,

FHOFIEIZ, ARM 77 L— FTIIHE LI 72728, Logic App DA% CTRBNZT » 77
L—RTEET,

a) WZH: 3XTd [SUBSCRIPTION_ID) #MFE L, 727 U7 a v IDERICESHRZ 7,
b) MH: T XTO [RGNAME| ZEL, VY —ATN—THITEZHRZ ET,
¢) M T XTD [FUNCTIONAPPNAME| %5 L. Function App 4 (ZE & ez 3,

WOHENL, LogicApp.txt 7 7 A /VDITO—F &R L TWET,

"AutoScaleManager": {
"inputs": {
"function": {
"id":
""/subscriptions/SUBSCRIPTION ID/resourceGroups/RG NAME/providers/Microsoft . Web/sites/FUNCTIONAPPNAME/ functions/AutoScaleManager"

}

} 4
"Deploy Changes to ASA™: {
"inputs": {
"body": "@body ('AutoScaleManager')",
"function": {
"id":
"'/subscriptions/SUBSCRIPTICN ID/resourceGroups/RG NAVE/providers/Microsoft . Web/sites/FUNCTIONAPPNAVE,/ functions/DeployConfiguration”

}

"DeviceDeRegister": {
"inputs": {
"body": "@body ('AutoScaleManager')",

Cisco Cisco Secure Firewall ASA Virtual 9.18 R 2 — 7 v THA K .



Microsoft Azure ~ ASA {748 Auto Scale ¥/ ') 1 —> 3 > DEA |
Azure Logic App D E

"function": {
" i d " :
""/subscriptions/SUBSCRIPTION ID/resourceGroups/RG NAVE/providers/Microsoft . Web/sites/FUNCTIONAPPNAVE,/ functions/DeviceDeRegister"

}
}I
"runAfter": {
"Delay For connection Draining": [

d) (EE) MV V—RRZERET L. T 740 ME (5) OFFICLET, Tk, Auto Scale HEFED
EMIZ Y T — SN2 RRIETI, ROHIIL, LogicApp.txt 7 7 A L DITO—H%E R L TWET,

"triggers": {
"Recurrence": {
"conditions": [],
"inputs": {},
"recurrence": {
"frequency": "Minute",
"interval": 5

b

e) (EE) FLA T 20MERET LI, 774V ME 5) OFFICLET, ZhuEx, Ar—nA v
BERIZT NS X2 HIBRT D ENIZ. ASA Virtual " SEEFOEGZ N LA 3 DRI T, ROHfl
I%. LogicApp.txt 7 7 A L DITO ¥z~ L TWVET,

"actions": {
"Branch based on_ Scale-In or Scale-Out condition": {
"actions": {
"Delay For connection Draining": {
"inputs": {
"interval": {
"count": 5,
"unit": "Minute"

f)  (EE) 7—nNZorREmET 20 7740 ME (100 OFFICLETS, Zhud, A7r—nA7
7 h5E THIZNO ACTION % 3 T9 5K T9, IROBIZ, LogicApp.txt 7 7 A /L DITO—#Z 7~ LT

b\\iTO
"actions": {
"Branch based on Scale-Out or Invalid condition": ({
"actions": {
"Cooldown time": ({
"inputs": {
"interval": {
"count": 10,
"unit": "Second"

G ZhLOFIEL, Azure R—ZANDHHFEFTTEET, FHMICOVTIE, Azure® R¥ = A2 %
BT &,
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I Microsoft Azure ~@ ASA {38 Auto Scale V') 2 — 3 > DEA

Azure Logic App D E .

AT w72 [Logic App=— Rt =— (Logic App code view) JIZBEIL, T 74/ hOWNEZHIFRL T, fWEL:Z
LogicApp.txt 7 7 A L DOWNEZ AV FH1F, (/177 (Save) 1227V v 7 LET,

X 28: Logic App 21— KE 21—

ATvT3

ATv74

¢fy asav-logic-app

w
.
i
&
@
etz "
[T sp— »
"
- - =
5
o =
e .
"
" v

& 5
.
™

ey
s 3 =3

Logic App Z {79 5 & [HE%) (Disabled) ]JIRHEIZ72 0 £7°, Auto Scale Manager Z & BT 235513, [H
Mt (Enable) 127 Vv 7 LET,

29: Logic App DEZ1E

Hora + ASAw_AuteSeale

|4 asav-logic-app #

N G ol

B Aoy iog
Be, Arcess contral AN
& Tep
& Guasgnone and sohe problem
Darvelopment Took
o Logi app detigar
oy Loge aep code view
T versioas
AF connmriong
W Quick et quided
R Rlasie notid
Settings
Wi i
AU A
B socess s
Idereey
M Properse:

& Leds

B SRanch rELSECH, LENOES, A d0rt (G4

: i .‘ ) - :e:‘!'

D clone & Expont

I rabie
WD To erprve walfic o, et te akdong few Sullssund P addecinm ror toged Apgs. Povew pilstn btided f i e Bltirng B addeeise meth Toewadl el

~ Eepentisly

1560 Te-andii-de-BadD-bATE RS ITES
Summany
Frigger

RECURRENCE
ReEDUTENCE

FREGUINCY
Faafet woery 5 marvaiis.

& Wit

s history

al || Seantime sarker than
S SLari thesr

Mo runs

identifies

BT DL, ZRAT7OFATRRAMSNET, [ETT (Running) | AT —X X% 27 )y 7 LT 774
T4 ERRLET,
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Microsoft Azure ~0> ASA {R#8 Auto Scale V') 1 — 3 > DBEA |

. Threat Defense VirtualASA virtual 0 E#7

30: Logic App DEFTAT—R X

_ e m

r. Runs history Lagic app run
— > - o° |

ﬁ s e wa
".> WA, LR P 3 .w.ancwa “ﬂ

. aalie sChon Bk .a

| [ P e

F——
I TS [ P——
. Pl s reped hu n Brunch bued on Scaim-in o Soaie-Dhot poneiten ﬁ“
AT w75 Logic App BT 5 & HABEHO T X TOFIENET LET,
ATy T 6 ASA Virtual f > AZ U APMER SN TND Z &% VMSS THER L £7,
X 31: 5@ D ASA Virtual 1 A5 U R

K1 asav-vmss | Instances
LW
B o Hame ‘Computer name Status Health state Prorvisioning
% O saew Fiarevms OG0 @ Creatng Ranning) Creatng
LA O » & Creating (Funding Creating
£* Diagnose and sob problems [ ssavvmas,2 #av-vms000002 @ Creating (Running] Creating
Settings
B insances

& Nebworking

ZOFITIE, ARMT 7 L— FOET "minAsaCount') 7% 3] [ZF%E S 41,  [initDeploymentMode] 73
BULK| IZREXE STV 572, 320 ASA Virtual 1 VAKX U ANEE S E T,

Threat Defense VirtualASA virtual 0 5 &

ASAVirtnal 7 v 77 L— RiE, i~ A r—t v b (VMSS) OA A=V T v 77 L —
RO TOHRYR— X ET, L= > T, ASA Virtual X Azure RESTAPL A ' Z—7 =
A AEZN LT v 77— RFLET,
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| Microsoft Azure ~® ASA {x#8 Auto Scale V') . — 3 VDEA
Threat Defense VirtualASA virtual 0 = 7 .

\)

GE) EEBEDORESTZ 747 hEMHHLTASA Virtual 27 v 77 L — R T& £9°,

1R BRI
e S CAFRREZR BT LU ASA Virtual f A—I "= a 2B LET (1 : 914.001)

s EDO AT — Nty NORERBICHEHT S SKU #HfE LE T (i : asav-azure-byol) ,
=R ITN—T LB A — vy NAERS L E T,

ATV Tl 77 TROURLICT Z7EALE T,

https://docs.microsoft.com/en-us/rest/api/compute/virtualmachinescalesets/update#code-try-0

ATY T2 [T A—% (Parameters) | &7 ¥ a NIREMEZ AL E T,

32 : Threat Defense VirtualASA virtual D E &t

imeters s L

: Body

v bl Msich o e ok

ATw T3 H LW ASA Virtual £ A—N— 32 SKU, kU H—RUN Z&Tr JSON AJj% [AX (Body) | &~
Ta AN LET,

{

"properties": {
"virtualMachineProfile": {
"storageProfile": ({
"imageReference": {
"publisher": "cisco",
"offer": "cisco-asav",
"sku": "asav-azure-byol",
"version": "650.32.0"
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Microsoft Azure ~ ASA {748 Auto Scale ¥/ ') 1 —> 3 > DEA |
. Auto Scale 0¥ v &

ATY T4 VMSS WEEZZIFTAND L., Azure BRI DISENIE > TE £,
HLWA A —=DL, 27— T v MEO—BE L TEEBIENDH LVNASA Virtual £ > A X o AT &
nEJ,
o« ETFD ASA Virtual f V' AH AL, Ar— bty MIFEELTWAE., WY 7 oo T A A =%
fEA Lige T £,

« IR DOEEAR EEE L, BEfFD ASAVirtual f V AX U A2 FENTT v 77 L — R T&EE9d, ZhaEdfT

INZIE, VMSS D [T v 77 L— R (Upgrade) | RZ %27 U w27 LET, IR L7 ASA Virtual A >

ARG CAPHEBSNT, Ty 77 L—FanEd, 7y 77 b— RSN ASA Virtual f A F A
X TE CTHERB L OERET ILERHY £3, COHEIHRERINELA,

Auto Scale O < w4

AR—IL7HorOSvY
« POLICY-1: RESN=HIMIZ, LWIFhh ASA Virtual D EFFN A r—/L T 7 h L&
WEBZDERT—AT T IR ) H—ENET,

« POLICY-2 : REINT-HIMIC. T XTD ASA Virtual 7731 ZADEB AN A r— LT
7 hLEWVMEEZBEZDEAr—NAT BN N H—SnFES, |

A=Ay y
« BRE SN HIBIZ, $ART D ASA Virtual 7734 A D CPU i R IE S iz A r—vA
Y LEWHEZ FEl-> 72854,

=
==
= =N

o Al — N A VA= T T MI 1 oTofThbET (oF ., —FIZ 12D ASA Virtual
PN Ar— A VEFIIA =TT FERET) .

s ERROR Yy 7 1E m— KT Y RTRTO ASA 4&*@ TN ANCHEE A BRI L
KXot L, EHLTTRNTD ASA FUE T3, ANBERIZo— NEN5D & WV I RHRICES
WTUWET,

Auto Scale DAX 5 T\ Y

P—R—L Za— KK R—R MII, MBOBX U T A= LR3HD FI, £,
0TI = ar A YA MNIAT Y vy EnET,
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I Microsoft Azure ~@ ASA {38 Auto Scale V') 2 — 3 > DEA

Auto Scale DAFX U J TNy T .

ol % D Azure ¥ DO S EFRRTEET,
& 33: Azure B30 %'

[ S ——————
fedv-function-app - AutoScaleManager

- huncon g x T mesh e Live app memis

* Logic App & Z Dl x DA R—x 2 FOFATZTLICFAKO R 7 2R TEET,
34: Logic App DEITRY

507 3 Logk g
2| Runs history = ¥ Logic app run =
) Rtres O R Dt (5 Rt D)
- v
e =
—— : B .
=
©

Asmscanpanager “
° 0

ucm«mm-‘wmaw o
L]
P @ Comntet
L
® L s

©

o -~ [e— ol S e "
L
L]
L]
L
© Taaon esse

o MR AE. LogicApp CEITHD X A7 0O THIEILELITK T TCXET, =751,
BAEFEITH D ASA Virtual 7 /34 ANEENE /1T T2 L, —BMEORWVIREBICZR Y £
TO

o BFATETIIME 2 DX 2712 =KX, Logic App CTHERR T& £,

* FunctionApp X, #HTL\zipZ7 v 7B —RT5ZLTVOTHLT v 77 L— RTEET,
Logic App Zf&1E L, X TDX A7 DFET %FF->TH 5., Function App 27 v 77 L —
RLET,
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Microsoft Azure ~ ASA {748 Auto Scale ¥/ ') 1 —> 3 > DEA |
. Auto Scale DA K51 > EHI#BIR

Auto Scale DA K54 > LHIFHNEIR

ASA Virtual Auto Scale for Azure B AT HI5E1E. ROTA FT7 A4 v EHIIRFEIZERE L TL
72EW,

o« A= T DOWEIL, CPUERARICESE FT,
¢« ASAVirtnal BHA VX —T = A AlF, NT YU 9T IPT FLAZFFO L IR ESNET,
s IPVA PN AR— R ENET,

«ARM 7 > 7 L— h D ASKHEREIZIE DN TWA T2, ANEELLBiFT 5 0id>—
P—DFRLETT,

 Azure EHEF X, Function App BREEN O T — & (FELE 0 7 A EHRSC/XA T — K72
L) #7L—rT7 XA MNERTHRTE £, AzureKey Vault —E A& HH LT, £
VTAT TR R TEET,

AutoScale D FS T a—F a4

RIZ. ASA Virtual Auto Scale for Azure D— sk e —>F U A LTy Vo 2R LE
j—o
+ ASA Virtual {Z SSH #ft T&E 72\« M2 /2T — RN F 7 L — %4 L T ASA Virtual
WCEINTWEINERLET, EX 2 U T 4V /—7T SSH #E 1 FF o] STV D )
BLET,

a— RKXRXZ YD~V AF =7 T — : ASA Virtval X T —Z A X —7 = A AP SSH
WISE LTI DHERLET, EX2 VT 4 7 N—TORTEEMHERLET,

co 7 47O : a— KT P )b— L ASA Virtual TERE IN7= NAT L—LEB KL
RAEZT 4 I N— R EHRLET, 707 — X2l T 40 7 —7— LT
SNb Azure HAER Y NU—2 /T Xy MNP — MU = A OFFMEHRLET,

* Logic App 73 VMSS |27 7 B A T&E 72\ : VMSS @ IAM B — /L% ENIE LW iR L
j‘o

* Logic App D EITHEINET X5 : 27—/ 7 7 b & 7= ASA Virtual 734 AT SSH 7
7 A &R L £, Azure VMSS T ASA Virtual 734 ZADIRIEZ TR L £,

e T 27 YT g IDBED Azure D AT —T T — TH YL N TCFE T 4L hOY
TAZ VT arPERINTWDLZEE2HERLET,

o Al — A UEMED I : Azure TDOA LV A X 2 ZDOHIRICIZERF» » )0 A 2 ERnH 0 £
io_@i9&%ﬁfi A=A VEERZA LT TR L, 27— ESNET
BAERINTIZA A H  ADREIBRSNET,
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I Microsoft Azure ~@ ASA {38 Auto Scale V') 2 — 3 > DEA

Y—R3O— KM Azure B DIEE .

EARET T DA, Logic App N L, FEITHDOTXTOHX AT N5ET T 5 F TH
‘Ibij—o

Y—RXO— FHM 5D Azure BEEHDIEE

DRATLEH
» Microsoft Windows = A2 b 715 v 7 kv,
« Visual Studio (Visual Studio 2019 /13— 5 > 16.1.3 TF A )

A\

GE)  Azure BT CH AL Citb s FEz T,

o TAzure {3 U —2 12— % Visual Studio 124 v A2 F—/L T HNLERH Y F9,

Visual Studio ZfERA LzEJL F

1 Tcode] 7AWV EEa—r<vyAlZyra—RKLET,

2. TASAAutoScaling] 7 4+ /VZIZBEILET,

3. Visual Studio T2 ¥ =7 7 7 A /L TASAAutoScaling] ZBi& £7,

4. 7V —r7 v 7L TEN RTHITIE, Visual Studio DIEHETFIEZMHH L £,

35: Visual Studio £ )L K

0 Ble Ed2 New Project | Buld | Debug  Ten Apshoe ook  Dtmsions  Window Help | Searc Vnual Sude (e P | ASAwAutofcaling ® - o =
G- t-5 @ g ] Bekdsokecn | i cl A i ET TN (MY, L
Sebuald Sehsetn

_Hmw-ﬂ“‘! Clesn Sedation € Oparaticns ci

R aStwbuoScaling Fuun Code Analysi on Sohion AReF11 | @ BuniMipRequest req Noggerfog) - Gs - e-u 0@ p ]
“using Systes; s ohorer B .
using Systew, Threading U B Alfulutciening Shitt-F& sperer (Lt ]
uiing Micradafe. aapiel Bigbuild iiivkuroSraling &1 Selution “A8auiutoSeating’ (1 of 1 project)
using Micrasofv.Azure Cleag ASAwutaSeaing 4 EF ASAwAtoS ey
using Moresoft.dzure Pack Ak oy » Dripradiricin

using Hicrosofe. Asphel
using Hicrosoft.Exteny & Publah ASAvAutoScaling
using Micrasofe.Rese. Bateh Buikd.

using Miorosoft. Azure

lignane
B o Aty Configuration.cs
b €5 Anwe Operstonscy

uning Hicresodt.Azure Sasaien Ran s AT heatjucn

using Hicresoft. Conlixgune Contirncus Delveny 1o Aswre_. AT lecalsettingrjron
uring Mlorosoft. Agure T EEETT T T IO M TR IO b o Mansgencs
uBAE MICroBore. AZure . PERAEERENT  MORITER;

e
using Hitresofe.Asure.Fanagement Honltor. Models; L Undees

usiny 5, Hicrosoft. Azure. Fanagement . Hetwork;
using & HanagesentCllent » Mloresoft.Azure.Fanagesent Hetwork. X

7 Sealing Logie:

= If current Scale set capscity = @, Stert Scale-Out (Incresse WM cownt by 1 or by "IN
" POLICY-1 1 Scaledwt 1 I say V°s aversge usage goes beyond “SCALE OUT THRESMLD® for
FAEE

Ertare Sobutusn = | @0Emen | 8 Def3Wamings | (FDcf@Messges | M | Budd = Intelbiene - F- 2
€ = Description Project File Line Suppression .. Y

Frrer e MEEILEE TS TR T LLRT

5 ELRBIEFIZa AV ERT 5, \bin\Release\netcoreapp2.1 7 4 /L X IZREE L £,
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Microsoft Azure ~0> ASA {R#8 Auto Scale V') 1 — 3 > DBEA |

. Y—Ra— KM 5O Azure B DIEE

6. TRTONEZERL, [%EIES% (Sendto) |>[EME (ZIP) 7+ LA (Compressed (zipped)
folder) | DIEIZZ U » 2 LT, ZIP 7 7 A /% ASM Function.zip & L CIRTF L 7,

[ 36 : ASM_Function.zip D E )L K

LhpEoara Unganae v Ligeen Saiect

» Ganesh Patwaedhan (gpatward) » source » repos » ASAvlutoScaling » ASAwAutoScaling » bin » Relesse » netcoreappll »

MEdgeR ~ Hame Date mcddied Sire
AsaScalein
- Asatealelhn
AutoScaleManager
biny
i CheckASinlxenseConfig
CleanupilSavonliguation
? ConfigureAiy
- DeleteUnConfiguredaSa
2 GetAsaPubliclp
stopMewCennectons
waitForAmaToComg Open
Lina_Co "( ASHehureScaling 4 Cpgn in new window
rhustoSee '{mm Piry to Cuck wesers
"( lealsetings foen & Add to VLC miedia player's Playlist
Yhuted & Play with VLT medis player
" T-Zip »
W CRE SHA b
‘operties Gree pciedite >
oSk @ Cisco AMP For Endpaints b
KibeSeah Sepdto 2 0 EBuetooth device
et cut | Compressed (spped) folder
uget Copy B Desitop (creste thomoul)
th i Documents
;:::ML* il Fexrecipiont
oo Wi — Maidl recipient
Propetses

m
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. 8.
=% =R

Rackspace Cloud ~® ASA {x18 ME A

Rackspace Cloud |Z ASA A8 # HATE £7,

| A

EE  9.13(1) UKEETIE, ¥ A— FEZNTWVHTTO ASA KAH vCPU/ A E U R T T D
ASARAB FA B ABFEHTE LIV EL, ZHICEY, ASARAR 2ERHL
TWABRRET., SFESFERAVMY V—XT7y N U N TEITTEXALHICRDET,

» Rackspace Cloud ~® ASA A2 OFEAIZHOWT (173 =)
« ASA 8 & Rackspace D RIS (175 ~<—)

* Rackspace Cloud % v RV —7 (175 ~<—)

« Rackspace D% 0 H OFERL (177 ~—2)

« Rackspace Cloud ~® ASA {48 O A (179 <X—)
«CPUEAEL LAR—F (180 <—)

Rackspace Cloud ~ ASA {x%8 OEAIZDIVT

Rackspace [T, HOHWWLHFEERNT IV v I/ BIONTTARX— NI TURTI /) ad—lblb
HHGRE ~ 32—V R —E R &M 2 Y —F 1 > 77w/ 1 X TF, RackspaceCloud I,

2—7 4 VT4 AL a—T 4T XR=ATHRENMTONDS I TV Rarsa—T 0 7
mB LY —E 2Dty FTT,

Rackspace Cloud T ASA {jt/ for Rackspace Z{RAET 7T A4 7 AL LTHATEET, Z0O=E
Tl A Y RIZ L AD ASARIB T T T7A4 T v A A A =)L LT 2 HIEIC D0
T L £,

Rackspace Cloud DAV AX L AKX A 1L, 7 L—_EMENRET, 7 L—r3E0 ) HEE,
RAM YA X vCPU, Ry V=7 2N =T RXTXT 77 4%) | T4 AV ERENPGED
P—N—DfAEDLEER L ET, IROFIZ, ASA {KFE OE AIZ#E L 7= Rackspace 7 L —/
ERLET,
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Rackspace Cloud ~ ASA {8 DEA |
. Rackspace Cloud ~® ASA {38 DEAIZDINT

% 20: Rackspace THHR—hrEh BT L—N

AV =43 ferr g
vCPU »%E!) (GB)

L 1-2 2 2 400 Mbps

LA 1-4 4 4 800 Mbps

L 1-8 8 8 1.6 Gbps

arvta—r 40 |2 3.75 312.5 Mbps

1-4

ava—s 47 |4 7.5 625 Mbps

1-8

arvta—r 40 |8 15 1.3 Gbps

1-15

AE Y 1-15 2 15 625 Mbps

AEY 1-15 4 30 1.3 Gbps

A€V 1-15 8 60 2.5 Gbps

Rackspace D 7 L —/\[ZDNT
Rackspace AR 7 7 RH— =D 7 L— L, IRD 7V T AHEINET,
< AAV1

AT — 7 B — RS ENRN T+ —~v 2 ADWeb A FET, SFSEFha—Rr—
AN B E T,

e vCPU (34— _—HV T 2754 T &N, [NR—A R A[gE] TF, oF 0. WHKA k
FDr T RY—R—ZE D YT HND vCPU OL, HFLCPU ALy RO LY
H %< 720 £,

eaAVEaAa—F 45Vl
e Webh—_— TFUFr—TaPh—n"— BIOZEOMOCPUENEDY —7 v —
Rl S TunEJ,

e vCPU 1L [ TPHIFEH] T, 2F0, WEARANEDI T T R — =28 Y B TH
5 vCPU O#E, FORA N O CPU ALy RO LD H £ 252 Liddh
D EHA,

« AET V1
s AEVEKMDOT -7 n— RICHEESLET,
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| Rackspace Cloud ~ ASA {18 DEA

ASA {R#8 & Rackspace DRIIRSM .

«1/Ovl

CEIRT 4 AT IO DAY v FE/LTWENRNT 4 —~< L ADT T r—a VBLW
T AN AR T

ASA {48 & Rackspace DHEIIEEH

* Rackspace 7 7 > b ZAERL L £7,

7§~ T Rackspace Public Cloud 7 % 7 > ME, 7 7 4 /L b T Managed Infrastructure — £’
AVLNYVZRESNE T, 77U Far b e —/L 3 3L T Managed Operations #— £ X
LYUZT ST —RTEET, 77U Rary ha— "X LD ST, 77 O
a—HF—£%2 U7 L, [Upgrade Service Level] Z#IN L £,

c ASA AR ~D T A v At 5, ASARAIRICT A o A &AE4 25 F T, 100 B OEEE
& 100 Kbps D A/L—"" S DHHFFA SN HMERE— FTETINET, TASAKE D
TFAEBL A (1R=Y) | ZBRRLTLLIEEN,

oA U H—T = A ADHEN:
EHIA A —T (R
s NHB LN A v F—T =4 R
. (£E) BMo¥ 7%y~ (DMZ)
c BENA

CERIA L H —T =2 A ASDMIZ ASA AR 28T A7, N T 7 4>
7 OFBITIIEHTE ETHA,

s A v H—T AR (WZH) : WA A M ASA R 28+ 272 0ICEH I
\i—g—()

A L H—T A A (WMH) ASARB 2TV v v MU= ZERT DT
OIHFEAIINET,

eDMZ AV H—TxAA ({£EE) :DMZF* > hU—7IZ ASA R 89 2 7-DIZ
EHENET,

* ASA B LN ASA AR & A7 A D HHaME & B2 S TiE, Cisco Secure Firewall ASA @
HAAVE [RFE] 22 BLTL 72 &0,

Rackspace Cloud v k7 —%

770 RIEERIZIE, MBS U TR SN EROFEO Ry NU—2 2805 ENTEE
T, 7T RYP—=R—=DFRy hU—F  THEREIL., < DA, thoxy hU—27 LEU Gk
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https://support.rackspace.com/how-to/sign-up-for-rackspace-services/#fanatical-support-for-rackspace-public-cloud)https://support.rackspace.com/how-to/sign-up-for-rackspace-services/
http://www.cisco.com/c/en/us/td/docs/security/asa/compatibility/asamatrx.html
http://www.cisco.com/c/en/us/td/docs/security/asa/compatibility/asamatrx.html

Rackspace Cloud ~ ASA {8 DEA |
. Rackspace Cloud vy k7 —%

TEHTXET, ASARAE @& ATIX, FEIZ. Rackspace Cloud DR D 3FEFHDAE LR »~ T —
7 LIERERBLUET,
sPublicNet : 7 77 R —n_— I3 RKa—RKRXF % Xy NT—ITFITA4T AR
EDIVTIRALVTFIARNTIF ¥ avBR—R "o 2 —%y MR LET,
 PublicNet ZfFH LT, ASAME 24 > ¥ —F v MIEHRLET,
« ASA AR 1%, Management0/0 1 > % —7 = A A& N LTIDFy U —7 THk L%
TO
* PublicNet IX, IPv4 & IPv6 DT = T )L A X v 7 T3, PublicNet Z{HEH L CHh— 1 —%

Rk T2 &, FOP—NR—IF 74/ FTIPVA T KL AL IPv6 7 FL A ESZITEHY
i—é—o

« ServiceNet : % Rackspace 7 7 7 R VU — 3 VIND IPvd BEHOWNE~ LV FTF > b % v b
U—7,

* ServiceNet |Z. #EENDOY —_A—[ITrTF 7 4 v 7 (Bast-West 8T 7 1 v 7)) &5k
T5H LY ICRE{ESIET,

cVITURTFAN, ITTTURO—=RNRFG Y VJITURT—HRX—RA 7T Ry
IT TR EDY = g VR —E RA~DER T 7t R — X — TR LT,

e X FU—72 10.176.0.0/12 1 L 18 10.208.0.0/12 1% ServiceNet HIZ PRI I TWE T,
ServiceNet #fit i . 5 —/"—lL, TNHDFXR Y hT—=T7 DOWVTANLDIPT KA
AL oY a = S EhET,

o ASA AR X, Gigabit0/0 A > H —T7 = A A& L TCIDXy NU— 7 T8 LET,
« 77 A ~<X— | Cloud Networks : Cloud Networks Zffi 95 &, 7 77 RCHBES =24
Ay U= B LOEETE T,

cINBHORY NU—JFH—OTF U N THY, xy NU—Z FARaY IPT KLy
7 (IPv4 E£7213IPv6) | BLUOEERET 57 7V Y —"—2ER2IIHIElT& %
TO

* Cloud Networks (3 V) — Y a U ZRIRHEFHE L, FFEO Y —Va VINOIEEDZ 70 K
P N—ITHEHTE £,

« API Z#J1 L C. F721% Rackspace Cloud = > bk 71—/ L 3% /L &l L C. Cloud Networks
EB LOEHTEET,
ASA AR X, Gigabit0/1 ~ Gigabit0/§ DA L X —T = A A% LTINHDF v K
U— 718w L E T,
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https://support.rackspace.com/how-to/cloud-networks/

| Rackspace Cloud ~ ASA {18 DEA
Rackspace D55 0 B DR .

Rackspace D55 0 H DIERL

Rackspace Cloud |2 VM % B35 &, Rackspace D7’ R By a =V JHEREFFOT7 7 A V&G
{rCD-ROM 7 /3A A VMIZHHE SN ET, 7T n ey a = ZHRICITROEARH Y £,

« KA N

MBI LB —T 2 A ADIPT KL A

« AZT 4 w7 IP/b— b

e 2—W—HZLRRT— K (72 D SSHAF—)
*« DNS #—/3—

* NTP #—/3—

INHDT 7 A VTHIREBARHZHZA 4. ASA DR ERR S E T,

ASA {18 "R + 4

T 74/ N TiE, ASARAE R A NAIE, ASA AR OREEZGT D L X227 T 7 R —/—
BN B THLAETTT,

hostname rackspace-asav

ASA 7R A MAARERL TlZ, RFC 1034 B LN 1101 ICHEILT AR X NG DOIFERTX £9,
cRHAL RENUFE I3 FTHHILERH Y 7,
s NI CFIX, T, BT, F213A 70 THARLERHY £97,

Y

GE)  ASARAR T, OO —VZHEPLT D X DI, DT T R —N"—ZIZT& 572
FITWARNZ Y 70 Ry —R—IZNEEINFET, 77U R —_"—Z DL KR
R SUTEN B B ESITFNEGIER L. V— VKR L 722 WD LT AR oA 7 OB X

¥z £9,
72 2I1E. 757 RYP—_"—0DL4HT ASAV-0.13.1.200 D34, A M4 1T ASAV-9-13-1-200
12730 ££9,

Interfaces

A B =T A AIRD L HITHESNET,

* Management0/0
s PublicNet (285t SN TV 5729, Toutside] & W I ZFIBFHT SN ET,
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Rackspace Cloud ~ ASA {8 DEA |
. Rackspace D% 0 H DK

s Rackspace |3, IPv4 & IPv6 DfifFD/X7 U v 7 7 KL A% PublicNet f > % —7 = A
ZIZEID HTET,

* Gigabit0/0
» ServiceNet (ZH%#5t STV 5728, management] &\ ARINAT HiE T,

* Rackspace /. Rackspace U —< 3 > ® ServiceNet %7 % > h 5 IPvd 7 K L A ZE|
DYTET,

* Gigabit0/1 — Gigabit0/8

o 7°F A4 ~X— |k Cloud Networks |28t STV A 7=,  linsidel] . [inside02] .
linside03] 72 EDAFIBMTIT HAVET,

» Rackspace /%, Cloud Networks 7" %> 35 IP 7 KL A &EHI Y Y TET,

3O, B =Tz A AEFFDOASARB DA L Z—T = A ZAAERITIRDO L 512720 £,

interface GigabitEthernet0/0

nameif management

security-level O

ip address 10.176.5.71 255.255.192.0
|

interface GigabitEthernet0/1

nameif inside

security-level 100

ip address 172.19.219.7 255.255.255.0
|

interface Management0/0
nameif outside
security-level O

ip address 162.209.103.109 255.255.255.0
ipv6 address 2001:4802:7800:1:be76:4eff:fe20:1763/64

ARET499 IL—F

Rackspace [, WDAZT 4 v 7 IP/V—hhETrbETa=rT7LET,
* PublicNet f > % —7 = A A (outside) #&H DT 7 4L k IPvd b— |k,
« PublicNet A > % —7 = A AfEH DT 7 4 /L b IPv6 /L— k,

* ServiceNet f % —7 = A A (management) LDA 7T AT 7 F ¥ 7Ry h jb—
}\O

route outside 0.0.0.0 0.0.0.0 104.130.24.1 1

ipvé route outside ::/0 fe80::def

route management 10.176.0.0 255.240.0.0 10.176.0.1 1
route management 10.208.0.0 255.240.0.0 10.176.0.1 1
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| Rackspace Cloud ~ ASA {18 DEA
Rackspace Cloud ~® ASA {58 DBEA .

aOg4> 9L Foov)L

Rackspace (2 L o TIER SN 7oA T — REMH LT, ladmin) &\ 95 ARTO 2 —H —DERL
S ET, Rackspace AHF—AMHLTZ 70U R —_"—0EAINTWDEHEE, =2 —F—
ladmin] DORABAF —2MERSNET,

username admin password <admin password> privilege 15
username admin attributes
ssh authentication publickey <public key>

day0 SSH A& :
* PublicNet f > % —7 = A A (outside) #RF? SSH 23 IPv4 & IPv6 (ZxF L THNZ /2D &
‘é‘o
* ServiceNet f > % —7 = A A (management) #&H ¢ SSH 73 IPv4 |2k} L THZ /2D &
j‘o

« Rackspace DERITIG U T, KON ex—RW I N —T %2R ELET,

aaa authentication ssh console LOCAL
ssh 0 0 management

ssh 0 0 outside

ssh ::0/0 outside

ssh version 2

ssh key-exchange group dh-groupl4-shal

DNS & NTP
Rackspace {Z, DNS & NTP (ZfEH &35 2 DD IPvd h—E AT RL A& L F7,

dns domain-lookup outside
dns server-group DefaultDNS
name-server 69.20.0.164
name-server 69.20.0.196

ntp server 69.20.0.164
ntp server 69.20.0.196

Rackspace Cloud ~® ASA {78 DE A

Rackspace Cloud T ASA AR BT 7T A4 7 AL LTEATEEY, ZOFETIE, H—
A AB U AIDASARIE 7 FI5AT v A A VA M—LTEHFEEZRLET,
1R BRI

RANGOEM, f v F—T 2 ADT VY a =T Fy hT—7 R, ASA (A
DN % FH) & % 72 91T Rackspace Cloud THNZ T DHER/ T A — & OFBIZ W TI,
Rackspace D 0 H OFfRL (177 X—) O MY 7 E2SRLTIEI0,
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Rackspace Cloud ~ ASA {8 DEA |
B crumm=s Lkt

AT w71 Rackspace mycloud 78— % /L C, [SERVERS] > [CREATE RESOURCES] > [Cloud Server] |81 L £,
AT w T2 [Create Server] ~<—® [Server Details] TIRD X I ICAHLE T,

a) [Y—/3—4 (Server Name) | 7 1 —/L FIZ ASA {4l ~ v DA4FTZ AN LET,

b) [Region] ke vy X7 VA MM ) —Va rE2BINRLET,

AT w73 [Image] T. [Linux/Appliances] > [ASAv] > [Version] Zi&R L £,
GE) . LW ASARME Z8AT 55615, PAR— M TV DRI —Ya Y E2RIRLET,

AT 74 [Flavor] T, U Y —AD=—RX|Z4& -7 [Flavor Class] Z3&R L £, WY VM DU A MZOWTIE, #

20 : Rackspace THAR—h D7 L— (174 X—2) 2B L T EE W,

EE 9.13(1) LAKEIEZ, ASA AR O/ A U kX 2GB T, 19 kD vCPU % L T ASA 48

ZENT D56, ASA AR Of/h AT Y EZFL 4GB TT,

ATwF5 (47 3) [Advanced Options] T, SSH F— %% & L £7°,

Rackspace Cloud @ SSH F—DFEIZ- DV Tix, [Managing access with SSH keys] Z&M L T 2 &0,

AT w76 ASARAE DF%MT 5 [H#ESED A A h—/L (Recommended Installs) 1B LN [HHEROTF ¥ — (Itemized
Charges) ] MR L. [—/3—D1ERK (Create Server) | %7 U v 7 LET,

root EHFEDNRAT — RREFERINFET, RAUV—FKravt'— L, ¥4 7 el B LFET,

AT T P—_"—=%ERTD L., —R—DFMX—URNERENET, V—R—DRAT—=FANT 7T (4 T8
HETHRLET, WHE. TS 9,

RDEARY
o ASA AR IZBERE L £,

*SSHZITLTCANTEDLCLI 2~y REMFHT L0, £721X ASDM 2 H LT, RE%
BATLET, ASDMIZT 7 B AT 2 FHIZOWTiL, ASDMOEHE) (3172—2) 2&M
LTL &N,

CPUERZER L LKR—F

CPUEAR L AR — M, /€ SRR A & 7= CPUDEIE D ERNF RSN ET,
BE., I T7IEE— 7 BELAMCITEEH CPU BB DR 30 ~ 40% TEIMEL., ¥— 27 BRI 60 ~
70% DEETEEL £,
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https://developer.rackspace.com/docs/user-guides/infrastructure/cloud-config/compute/cloud-servers-product-concepts/ssh/#ssh

| Rackspace Cloud ~ ASA {18 DEA

AsA Virtual o> vepu ]

ASA Virtual @ vCPU {EF&

ASA Virtual ® vCPU fEIRITIX, T — & /3, HlHIAA b, BLOSNE T v ATl S
TV vCPU OEDRFERENE T,

Rackspace TH#i5 & 415 vCPU i FH=RIZ1Z, ASA Virtual DFEHRITMZ T, KO LONEEN
ES

» ASA Virtual 71 R/
» ASA Virtual ¥ > A &7z %SYS A —/N—~ v R

* vSwitch, WNICE X O'pNIC DR ZBE§ 5 /37 v hDOA ==~y K, ZOF—/3—~y
RIFIEFIZRELS RGN H Y £7,

CPU (& FHZE DA

CPU i R OMEHE#R A2 TR H121%, showcpuusage 2~ > REMHHALET,
1

Ciscoasa#tshow cpu usage
CPU 00005000 1%01 000 2%05 000 1%
W S 7z vCPU O RN RIEIC #72 D1 2 IRITR L £ 97,
« ASA Virtual LA — b : 40%
*DP : 35%
TR 5%
« ASA (ASA Virtual L' R— 1) : 40%
cASA T A KV A=V 7 : 10%
o A==y K 45%

Fr—r3—rsy RiE, A =3 FRERED FEAT, 36 L O vSwitch Z ] L 72 NIC & vNIC D fH]
DTy NEEITHEH SN TWET,

Rackspace CPU ffEZE L R— +

EHREZ 7 7 U R —/3—dD CPU, RAM, B LT 4 A7 FEORERRIEHRDOE RN Z T,
T4AZ 1O, BEOFRy hNT—JERLERTEET, ZOFEREZMEHL T, =— X5
L7z 0 RYy—NR—ZRELTLLIEEN, a~2 I novaZ 747> ~ME7-1% Cloud
Control Panel 4 > % —7 = A A% LT, EHAERY—"—2FRRTEET,

AV RTA T, ROavwy FeRTLET,
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https://login.rackspace.com/
https://login.rackspace.com/

Rackspace Cloud ~ ASA {8 DEA |
. ASA Virtual & Rackspace D %5'5 7

nova flavor-list

AR T R TCOY— "= NF R SNET, U R ML, ROERPEENRTOET,
«ID : Y—/3—HEAL ID
« ZHT : RAM A RERT =< LV AL A T TTYUAHT ST A4
* Memory_MB : #5% D RAM D&

T AR GBHNLOT A 2T HA X (W2 T RP—"—=DFH, VAT LT 4 A7
DY A X)

LTz AT T —HT 4 AT DY AR
c ATy AUy FHEHROY A X
« VCPU : BRI EEERT T S =48 CPU D%k

« RXTX_Factor : % —/3—|Z#%#i S 4172 PublicNet 78— k| ServiceNet AN — k| 35 X OV =
Nlexy bU—27 (V77 Rxy bU—7) ([ZEID B THALHEIRORE (Mbps HA7)

« Is_Public : A

ASA Virtual & Rackspace D% 5 7

ASA Virtual & Rackspace DRIZ1E CPU % OBIEIZE NN H Y 5,
« Rackspace 77 7 DHUEIL ASA Virtual DLV HHEICKEL 20 7,
« Rackspace TILZ DX [%CPU usage) & FEEAL, ASA Virtual Tix Z OfEIE [%CPU
utilization| & FRIZILET,
FHEE [%CPU utilization] & [%CPU usage] [ZHIOH DA EHL THET,
« CPU utilization X, #¥ CPU OHEFHEHR AU L £ 7,

* CPU usage |% CPU DA /R—=RA L w7 U TITESWIZFmEE CPU O HE M A 2 4E L £
T, Ll 1 2O VvCPU OABMER INDT-0, NAN—A LT 4 V7 IXEEL £
Ao

Rackspace Cl% [%CPU usage| 1TKD X 5 IZFHE S ET,

TIT 4 I S ARAE CPU D&, I FIEEZR CPU O BFHIX T 2EFI& & L THRES N
£7.

TR, AR MDD R CPUBARTHY . AL FR_L—F 4 7 VAT LB R
CPUMEMIRTIZH V £ A, /o, ThIHAE~ & THEMFTRER 3~ TOAR CPU D)
CPU fEH=RIZZ2 D £7°,

7= 21E. 1 EORE CPU 28 L= 1 DDOEE~ R, 4 EOWE CPU 2# L7158
DERANTEITENTEBY . FOCPUMHRI 100% D54, RIE~T 1. | fEAoE CPU
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| Rackspace Cloud ~ ASA {18 DEA
ASA Virtual & Rackspace D55 7 .

I A_NTHEA L TWET, R CPU ORI, MHz BALOfE AR /AR CPU O x =7
B L L CEBEENET,
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Rackspace Cloud ~ ASA {8 DEA |
. ASA Virtual & Rackspace D %5'5 7
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9.
=% =R

Hyper-V Z{&FH L /= ASA {R8 ME A

Microsoft Hyper-V Z{fi ] L T ASA Rl Z#3E A TE £,

| A

BE  9.13(1) BABEIX. ASA A8 O/ A Y BT 2GB T, BED ASA {RAH 23 2GB Al
DAEY TEHIELTWEEA. ASARAR v~ DAY 2Ot | LIATO /N —
Tarmb 1) UEILT v ST — RTEERA, o, A=Y aro13() R L
TH LW ASA AR < U 2B ATE £1,

* Hyper-V Zffi ] L 7= ASA (A8 O AIZDOWNT (185 ~—)

« ASA AR I X OV Hyper-V DT A K7 A > LHIIRFE (186 ~—)

+ ASA A8 & Hyper-V ORITESM: (188 ~X—)

cHOHDaALY 7 4 Xal—ary 7y A LDOHER (188 <X—)

* Hyper-V ~ % — U ¥ 2l L7= ASA {iA8 & 55 0 H AR 7 A L OB (190 =—2)
e 2~ K74 &ALz Hyper-V ~® ASA AR DA A F—/L (191 ~—)

« Hyper-V ~ % — % Zfiff [ L 7= Hyper-V ~® ASA (K42 O A > A h—b (192 ~=—)
s Hyper-V~F—Y ¥ nHDFy T —27 THXTXOBM (199 ~<—)

e X MU= TETEZDLRIOET (201 ~<—)

*MACT7 RL A RT—7 47 (202 X—)

* SSH OFE (203 ~—)

«CPUEMHHRL LAR—F (203 <—)

Hyper-V Z{&F L - ASA {x28 MEAIZDL\T

AL RT 1 ® Hyper-V —/3— EIZ, 721X Hyper-V ¥ X — ¥ ¥ &4 L T Hyper-V Z3& A
TXF9, PowerShell CLI 2~ K& L7ZA A F—AFRIZHOWTIEX, Tavwr 74
> % L7z Hyper-V ~0 ASA AR DA A h—/b] (46 <—) ZZBML T IEEW,

Hyper-V ¥R —I ¥ Zfi i L7 A A F—/LFIHIZOWTIX,  THyper-V v~ 13—V ¥ 2 L
72 Hyper-V ~®D ASA AR DA A h—/1] (46 X—) ZSH L T Z SV, Hyper-V iZ¥
VTN ary )= 4 7va w2t cnERAL, BHA X —T 2 A% L TSSH 7=
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Hyper-V % {E M L71- ASA {8 DEA |
B ssamE 55U Hperv 0B« K54 EHREE

X ASDM % i U C Hyper-V ZEH T&X £9°, SSH OFEIZOWTIE, [SSH OFEE] D 54
N=UEZRLTLEIN,

WROKIE, V=T v R 77 AT U4 —/L E— FTOASA R OHLE h AR P2 R LTV
T, ASA AR [f1F1Z Hyper-V T v b7 v 7 &N 3 20OH 73y b (FH, NE, BLO
SRR D ET,

R37:V—FY K IT7AT7 04—l E— KD ASARE QR RO D

{ i
il < > . di
: ’ Inside Outside ""b
Subnet Subnet

Management Subnet

nff

D

oFvELRT

ASA X8 5 L U HyperVDHA K54 > EFHIBREIR

7Ty N7 A — L HAHR— b
* CiscoUCSB ¥ U — X H#—s3—
* CiscoUCS C ¥ J — X H—,3—
* Hewlett Packard Proliant DL160 Gen8

o AR — KD 0S
* Windows Server 2012

* XA 7 4 7 Hyper-V
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| Hyper-v %4/ L 1= ASA R DEA
ASA 18 55 £ U HyperV 05 1 K54 e 3iR%E [

\}

GE)  ASAARIIERIE, LI SN TWAERFTO 64 > b
EMRET T v T A — LA THE L £,

« 77 AN
Hyper-V ~® ASA {48 OFIHEEA T, VHDX BN AR — F ETHE T,
<%0 HH (Day0) HEpk

VB ASACLIRTEZ~ Y FEEHT XA N 77 A VEER LET, FIREICOWTIEL,
FOHDary 7 4Xal—ary 774 VDR 2B LT EN,

HBOARBRO T AT 4=V FTFTUART L F ET—F

FXELT [firewall transparent] (X, FOHHa L 7 4 X2 b —T 3> 77 A VOIHHICHE &
TOMERDHY T, 77 ANVHNOENLSNOGIICH D &, BELREENEE 2550
HVET, FEZHOWTE, [FBoHDary 74 FXal—var 77 A LD 25K
LTLEEN,

T o)V G —N—

Hyper-V LD ASA AR IIT 7T 4 T/IAX VR T 2 — VA —_"—%HPR—F LT E

T =T v RE—RERNTUAXT LY NE—RDOBHFTCT VT 4 TIAR LN, T 2—
WA —=N—=%FLTT DI, TRTORERY NI —0 T HTHZTMACT KL AR —
T4 T EREIMETARNERHY £, IMACT RLA AT —7 4 7T OERE] D53

R=UEBRLTLIEE N, AF U RTa L ASARME O R T AT L hE— KD
G EHALHE—T 2 A ADMACT RLARA TS —T 4 U TIIHENC LN TL 2 &0,
TITATITIT 4T 72— F == IR —=FINTWEREA,

Hyper-V 13K 8 DDA ' # —7 = A A% WK — K LE7F, Management 0/0 33 L
GigabitEthernet 0/0 ~ 0/6, 7 = —/L A4 —/3— J 7 & LT GigabitEthernet Z{fH T& %
—a_o

VLANSs

N7 E—RTA U H—T A ATVLAN Z3XET 5121, Set-VMNetworkAdapterVLan

Hyper-V Powershell 2~ > RZ{EH L £, BEA ¥ —7 = A1 AD NativeVlanID (%, *F
EDVLAN & LT, EIXVLANB WA 10) L LTHRETEET, M T2 £—
RiE, Hyper-VAR A h& U 7 — b LIEGAIFRFF SNEE AL, £V 7 — MERIZ, FT 27
E— REHRETDOILENRHD £,

L H— Ry NI =7 THETHXEIYR— SN THERA,
o 2R T R— F STV ER AL,
» Microsoft Azure [ZV 74— F I TWERFA,
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Hyper-V % {E M L71- ASA {8 DEA |
B asa i & Hyperv oaTiRE

ASA {x48 & Hyper-V OREIIREH

« MS Windows 2012 (Z Hyper-V %A > A h—/L L £,
cHOAMAary 74 X2l —var TXAN Ty ANEERTLEHEAE. TREERLE
R

ASA AR OWIEREARNC, 250 B AR A BINT 20BN H Y 9, BINLRWEAT,
F0 HAEBR AT 72012, ASA IE 235 write erase &2 FEITT 503 H YD F9,
FIEICHOWTIE., THOADay 74 Xal—Tary 774 NLDHEH] 2B L TLEX
/A

e Cisco.com 75 ASARIEVHDX 7 7 A V&2 X u— RN LET,

http://www.cisco.com/go/asa-software

A\

G¥)  Ciscocom D 7 A U BIOY Ao —EREHNNET
j—O

« Hyper-V A4 » F (21, 3 2L EDOH 7 %~ F/VLAN 23Rk S £,

* Hyper-V ¥ 27 LEEIZ-DOWTIX, Cisco Secure Firewall ASA O Al [355E] 2L T
<TEEN,

FEOHDOVIA4FXaL—23Y T774ILDER

ASA AR ZEB) T 2RNZ, FHOHMHDa 74 ¥ab—ary ZryANVEEFETEET, 2
D7 7 A ML, ASA AR OEENIFICHEH S5 ASA R ORELZFLT XA N7 7 A /LT
T, ZOPHREIX, [dayO-config)] EWHITHFAN 77 A NE LTHREDIEET L2 MY
RS L, &b dWMm774w«&mﬁéﬂiTo:@dWMw774wﬁ%m@ﬁ@
ﬁmvvybénfﬁﬁﬁ%niﬁo%05%2V74¥;v—yay774w’ I, A7l
b, BHA =T oA AT 0T 47T Havr Ne | AMF—FEGEH SSH h— 33—
By N7 w7 T5avr REGOLLERHY ETH, T XTOASAREZEZDH D
T&EF7, dayliso 7 7 AV (AKX A day0) L7137 7 4L b O day0.iso) 1%, FHpIOLEH
WICEHATE TR 8 A,

1R BHHIIZ
Z OFITIHE Linux 2MEH L TWET A, Windows DB/ HEIEO2—T 0 VT 4o 30 £
7,

o AR AR HEIIIIZ ASARARIZ T A & 2 %A 594 %1213, Cisco Smart Software Manager
26 & 7 v — K L7z Smart Licensing Identity (ID) h—2 > % [lidtoken] & 9 7 F A
Ty AMIEEML, FHOBAER T s AV ERICT 4 L7 FUITRIFELET,
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https://software.cisco.com/download/navigator.html?mdfid=279513386
http://www.cisco.com/c/en/us/td/docs/security/asa/compatibility/asamatrx.html

| Hyper-v %4/ L 1= ASA R DEA

ATy

ATy T2

ATvT3

ATvT4

£0A0av T ¥aL—var 77410k [

c FTUANT L bR RTASA R ZHAT 256, PT AT LY RE-RT
FATSN DB D ASARERK T 7 A V%, H0 AT 7 A L& LT 2 8BRS
VET, X V=T Yy R 7747 04— ADOFEOAHaryT74Falb—ar Ty
A MTIFREE LEHE A,

« ASA FAB oFEEEIRTIC, 250 H AR T 7 A V2 BINT 20 E R H Y £7, ASA AR
OYEFEENZICHE 0 H R Y 7 A V2 FEHT 585815, writeerase 2~ REFEITL,
HOoBRAWE 77 A NEEALTHE, ASA AR ZEE 20 ERH Y F97,

ldayO-config] W9 T FA K 77 A/ ASARAE O CLIREZRALET, 3504 X —T AR
DFIE & & DD LEIRZRE 2B L E 7,

IHDITIX ASA D/X—2 2 T HERH Y £3, dayO-config 1%, A#72 ASA WK TH HLENH
V%9, dayO-config A ¥ D72 J7ikI%, BEAFD ASA E721L ASA AR B FETa 7 4 F 2 b—
Va vy ORERE R A Y —3 5 51 TY, day0-config NOITDNEFIZEE T, PEFOD showrun 2~ K
HADIERFE —B L TWDRERH Y 7,

51

ASA Version 9.5.1
|
interface management0/0
nameif management
security-level 100
ip address 192.168.1.2 255.255.255.0
no shutdown
interface gigabitethernet0/0
nameif inside
security-level 100
ip address 10.1.1.2 255.255.255.0
no shutdown
interface gigabitethernet0/1
nameif outside
security-level 0
ip address 198.51.100.2 255.255.255.0
no shutdown
http server enable
http 192.168.1.0 255.255.255.0 management
crypto key generate rsa modulus 1024
username AdminUser password paSSwOrd
ssh 192.168.1.0 255.255.255.0 management
aaa authentication ssh console LOCAL

(fE&.) Cisco Smart Software Manager {2 & ¥ 51T X417z Smart LicenseID h—2 > 77 f L& 2 B a—H
WX yre—RLET,
ER) #vrm—RLEZ7AAnBID h—2v%abt—L, ID =2 v DOLhEZFLTXAL 774
NWEAERR L ET,
(EE) ASA AR OWMIE AR BB 7 A & A& T 255 1%, day0-config 7 7 A /UIZIR DfE #
DEENTNDZ EZMERLTITEIN,
cHH A L H =T A ADIPT R R

« ({EE) SSmart Licensing Tffi 9% HTTP 7'z %
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Hyper-V % {E M L71- ASA {8 DEA |
B tvperver—C v 2RI ASARE B0 BRBRET 7 A LOBA

«HTTP 7'm ¥ (J5E L723%8A) F7213 tools.cisco.com ~DHEkE & A HIZT 5 route 2~ > K
s tools.cisco.com & IP 7 K L R |Zfi#ik9" % DNS P — —

« BRT 25 ASA RAR 7 A & A2 4EET S 728 D Smart Licensing DX E
o (fEE) CSSM T? ASA A DI EZBEGIZT HTDD—FEDHRA MM,

ATYTES THXAK T7AN%EISO 7 7 A JWIZE#H L THRACD-ROM % 4% L ¥,

stack@user-ubuntu:-/KvmAsa$ sudo genisoimage -r -o day0O.iso dayO-config idtoken
I: input-charset not specified, using utf-8 (detected in locale settings)

Total translation table size: 0

Total rockridge attributes bytes: 252

Total directory bytes: 0

Path table size (byptes): 10

Max brk space used 0

176 extents written (0 MB)

stack@user-ubuntu:-/KvmAsa$

ZOID h—7 2L - T, Smart Licensing —/3—|Z ASA {48 28 HEIRIZ BB S L E T,

ATYT6 AT v 71 nB520IK L, BATLASARAE Z LIz, WYRIPT RV AZETT 7 4/ O~ 7
ANEER L ET,

HyperV v *— U v A L7- ASA{RFE &5 0 B AERK
T74ILDEA

FBOHHa 74 X2l—valr7r7AVERELEDL ([FEOHDa 74 Falb—g
77 ANVDOWEE] ) | Hyper-V VX —Y ¥ ZfHL CEATEET,

AT w71 [Server Manager] > [Tools] > [Hyper-V Manager] (28 L £,

AT v F2 Hyper-V~3— v OIS % [Settings] 227 U v 7 LET, [Settings] ¥ A 7 7Ry 7 ANREEET,
A2l [Hardware] @ FC, [IDE Controller 1] %27 U v 7 L £,
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| Hyper-v %4/ L 1= ASA R DEA
ARV RS A %EFERALT HyperVA®D ASARE DA VR k—IL .

38: Hyper-V < . —

2 Settings for ASAVS-100-10-14-22-new on U71COTHPVO307 [= o
AS2W5-100-10-14-22-new | 4 QG
% _Hordwere ~ | €4 DVD Drive
L Add Hardware
M B10S Sebect the controler and location on the controller to attach the CD/DVD drive.
f Controller:  Lo<ation: ;
. Memory IDE Conbroler 1 w | |0 (nuse) w
+ [0 Processor
1 Spedfy the media to use with your virtual CDJDVD drive.
= I IDE Controller 0 None
# (& Hard Drive ¥ Image file:
§# OVD Drive -C:l‘Jm-s'M.CESCONA-.-HW'.‘;&&,G--:I.&
= B 1DE Controler 1 [ Gromse...
{4 DVD Drive
day0-vIliso E
B 5CSI Controlier

& § MNetwork Adagter
i To remeve the virtual CDOND dirive from this virtual machine, didk Remave.

oM 'l?.un:m
¥ com2

H Drishenttee Drive

f Hanagement
[ame

25 Iniegration Services
= CI'\eduo-r‘:He Location

— STt P.ggng File Location

LErELY

ATY T3 HRDOSA D [Media]l D F T, [Imagefile] DT VA RZ 2R T, FOHMHISO 2> 7 4 F 2 —
ar Iy ANERGETDHT ALV FUESBL, [Applyl 27 U v 7 LE9, ASA AR 1%, #lalkEhE
W2y B0 BT 7 A VORNBICESOCTHER SN E T,

v RS54 %{FERLT=Hyper-VA®DASARE D1 >
Z |‘—)lx
Windows PowerShell =< > K4 > %4 LT Hyper-V I{Z ASA A8 A A h—/LT&EET,

AL RT 1 ® Hyper-V — 3= EIZWbSEGEIE, 2~ K 74 % LT Hyper-V %
AVA =T LRERH Y £,

2T w71 Windows Powershell % £9°,
ATv T2 ASARME ZEALET,
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Hyper-V % {E M L71- ASA {8 DEA |
. Hyper-V ¥ ~— < v {8 L 1= Hyper-V ~D ASA R DA VR b—IL

1 :

new-vm -name S$fullVMName -MemoryStartupBytes $memorysize -Generation 1 -vhdpath
C:\Users\jsmith.CISCO\ASAvHyperV\$ImageName.vhdx -Verbose

ATY T3 ASAIE ODET WIS L T, CPUKREZT 74V D1 ILEELET,
1 -

set-vm -Name $fullVMName -ProcessorCount 4
ATYvT4 (LE) AV ¥ =T oA A%EDPIRTWVARNCEE L ET,
11

Get-VMNetworkAdapter -VMName $fullVMName -Name "Network Adapter" | Rename-vmNetworkAdapter -NewName
mgmt

ATy TS5 (EE) %y bU—27 THLEREAIT. VLANID #2288 L £,
5 -

Set-VMNetworkAdapterVlan -VMName $fullVMName -VlanId 1151 -Access -VMNetworkAdapterName "mgmt"

AT w76 Hyper-VINEEEZKMTHEIT, AV F—T oA AZEHLET,
£

Connect-VMNetworkAdapter -VMName $fullVMName -Name "mgmt" -SwitchName 115lmgmtswitch

AT ST NEA 2 —T = A ZAZBMLET,
1

Add-VMNetworkAdapter -VMName $fullVMName -name "inside" -SwitchName 115lmgmtswitch
Set-VMNetworkAdapterVlan -VMName $fullVMName -VlanId 1552 -Access -VMNetworkAdapterName "inside"

RTS8 A LA —T 2 A ZAFBIMLET,
1

Add-VMNetworkAdapter -VMName $fullVMName -name "outside" -SwitchName 115lmgmtswitch
Set-VMNetworkAdapterVlan -VMName $fullVMName -VlanId 1553 -Access -VMNetworkAdapterName “outside"

Hyper-V ¥ r— 2 ¥ Z{&£F L 7= Hyper-V ~® ASA {x3E @
A 2R =)L

Hyper-V ~ % — v Z il L T, Hyper-V IZ ASA AR 214 VA h— L T& 7,

ATw 71  [Server Manager] > [Tools] > [Hyper-V Manager] (28 L 9,
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| Hyper-v %4/ L 1= ASA {R18 DEA

Hyper-V ¥ — ¥ #{& f L 1= Hyper-V ~ D ASA {RIE DA VX b—JL .

39: Server Manager

« (=) ] f’ Mansge

Bitvise S5H Server Control Panel
Component Services
Computer Management
Connection Manager Administration Kit
uT1c01hpv0307 Last installed updats e i .
prime.cisco.com Windows Update B
Last checked for upd Embedded Lockdown Manager
Event Viewer
Group Policy Management
Domain: Off, Public: OFf Windows Error Repa Health Registration A s i
Enabled Customer Experienc Hyoer M g
Enabled IE Enhanced 5
,M_ o . i ewnhﬁ Internat Infarmation Services ([I5) Manager =
ATFw T2 Hyper-V~vr—V¥NFERENET,
& 40: Hyper-V I+ — %
Fle Agion WView [|Halp
e= zm BT
3 Hype-V Manuges Actions
Ba unnconevant Virtual Machines .
Ha oo I - - - ’ — —— E
.. UICHTHONRS ?;-nl = State CTU Usage Aosagned Memory Uptrme Mew b
faunc EXSTINGCSR Furrng 0% 4l g (B0 kol Mk
VR i A0 Bhend  Rumng 0% 124 MG ns |oe impet
B KSR 1001410 Mbyhard or © Hyper Semtngs.
B asasronienn o 1 TR Virtuad Susitch Mansger...
A A - 0
B ASWI 01 10T00mand OF Vil SAN Manager
B A L AL . *| g Bk Dk
€| - » -
o 'mipect Duk
Cheukpssints @ (m) Seep Sernce
Tha st vts machwres Ful n OPSChEor ¥ Removs o
4 Refresh
WView L]
B Hee
| ASAVS-100-10-14-22-new -
&) Comnacr.
L Semmgn
ASAVS-100-10-14-22-new ©
Covted 22015 102145 PM Clustered i Ba Checipent
Wersaon 50 i Mo
Coneratos | & Bport
ete =] Renamne.
i Delete
Summary | Moy | twcaary | Raphcaton I Casbie Reptcation.. 2
o - » B e T
'
w

ATY T3 HUONANAR=RA DY Z s, BHONA R—=_A %427 Y v 27 L, [New] > [Virtual Machine]
PRI LET,
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Hyper-V % {E M L71- ASA {8 DEA |

. Hyper-V ¥ ~— > v % {5 F L = Hyper-V ~ D ASA {RIE DA VX b—JL

M FREE< S ODES

File Action Wiew Help

«= === [

25 Hyper-V Manager

| Mirtinal Raski

ga UT1C01HPVD30. .
HI U71C0THPYO20 [slew 3 Virtual Machine... ]
HI UT1COTHPVO30 | Impert Virtual Machine... Hard Disk...
Es U71C03HPVDED TEA— ' Floppy Disk...
Wirtual Switch Manager... nand Off
Virtual SAN Manager... Orf
— W Off
Edit Disk... thand Off
Inspect Disk... fa¥:3
I 1]
Stop Service
Remowve Server
Refresh
b The selected virtual machine has r
| Wiew 3
Help

EFELY

AT 74 [New Virtual Machine] 7 4 #'— KR FRENE T,
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| Hyper-v %4/ L 1= ASA R DEA
Hyper-V ¥ ~—< ¥ {5 L 1= Hyper-V ~D ASA B DA R k—JL .

42 : [New Virtual Machine] 9 « 4 — K

a New Virtual Machine Wizard =]
:k{ Before You Begin
This wizard helps you reate a virtual machine. You can use virtual machines in place of physical
eyt ot |y 1 e s g cow
Spedfy Generion To eate a virtual machine, do one of the folowing:
il : » Click Finish to create a virtual machine that is configured with default values,
Configure Ne tworking » Click Next to create a virtual machine with a custom configuration,
Connect Virtual Hard Disk
Instalation Options
Summary

[] Do not show this page again

o> | (o] |

H
SFreli

ATYTE U4 F—FREBBUTHEEL, ROFHREAEELET,
* ASA AR DA R L BT
* ASA (iR DAY
ASA fFHE THAHR— h STV D ME—D AT [1#4%1 (Generation 1) ] T,

« ASA 8 D A€ U & (100Mbps D413 1024 MB,  1Gbps D413 2048 MB, 2Gbps D354 13 8192
MB)

e Xy NT—U TRETE (B NT v FEHROFIEAA » FITHEHt)
A N— R T 4 2T LT

[Use an existing virtual hard disk] Z 3R L., VHDX 7 7 A VO =S L £7,

ATvT6 [T (Finish) 127 Vv 2735, ASARBIHEREZRTHXA Tl Ry 7 ANRFRINET,
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Hyper-V % {E M L71- ASA {8 DEA |

. Hyper-V ¥ ~— > v % {5 F L = Hyper-V ~ D ASA {RIE DA VX b—JL

BFREBVTOOBE

Before You Begin

Spedify Mame and Location
Spedify Generation

Assign Memory

Configure Networking
Connect Virtual Hard Disk

Summary

You have successfully completed the New Virtual Madhine Wizard. You are about to aeate the
ing vir tual machine,

e
@ Completing the New Virtual Machine Wizard

folowing
Description:
Mame: ASAv30-100-14-10-22
Generation: Generation 1
Memairy: 8192 MB
Netwark: 1151mgmtswitch
Hard Disk:  C:\Users\dhensel CISCO\ASAvHyperViasay 100-14-10-22-v 30, vhdx (VHDYX, dynamically

<]

I »

To greate the virtual machine and dose the wizard, didk Finish.

ATy TT  ASAAEIZ 4 DD vCPU 3 D541, ASA A Z 8T 2 1(IC, vVCPUEA AT T2 LENH Y £
T, Hyper-V <3 — % OFHMBIZH D [Settings] =27 U 7 LET, [Settings] A 7 0 7Ry 7 AN
¥, ZE{lo [Hardware] A == — T, [Processor] %7 U v 7 L. [Processor] A > %K~k L £7, [Number
of virtual processors] % 4 [ZZH L £,

100Mbps 33 L TY 1Gbps DFHEFR(T 5Tl 1 {H D vCPU, 2Gbps OHEIRST 5Tl 4 {H# D vCPU L 720 £, 7

THNRE1TT,
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| HyperV Z{EM L1 ASA R38 DEA

ATvT8

H4:xEv 0Ty OEE

Hyper-V ¥ —< v {5 L 7= Hyper-V ~D ASA REE DA >R h—JL .

™ ASAV30-100-14-10-22 v 4 » G
# Hardware ~ n Processor
9 Add Hardware
(& BIOS You can modify the number of virtual processors based on the number of processors an
Boot Ko D the physical computer. You can also modify other resource control settings.
- Memory Mumber of virtual processors: . 4;'
8192 M8
o n Processor Resource control
4 Virtual processors You can use resource controls to balance resources among virtual machines.
= B IDE Controler 0 .
Virtual machine reserve (percentage):
~Gispianorh Lo
asav 100- 14-10-22-v30. vhdx Percent of total system resources: | IJ
= B IDE Controfler 1
§* DVD Drive Virtual machine limit (percentage):
None 1
Percent of total system resources: 12|
B scsiControler 2 | !

@ § Network Adapter
115 1mgmtswitch
¥ com1
None
¥ com2
None
b Diskette Drive
None
£ Management

\I] Name
ASAYI0-100-14-10-22
¥ Integration Services
Some services offered
] Chedpoint Fie Location
C:\Progr amDataMecrosoftiWin. .
5 smart Paging Fie Location

C:\ProgramDataWigosoftiin,., |
B Adratic Staes Action ...

z| |  Relatve weight:

|
A

MRAE~ > (Virtual Machines) | A ==—"7T, U X MAD ASA R OL4HIZAH7 U > 7 L, [Hi

(Comnect) 127V v 27 LT, ASARARBIZHERE L £4, 2> Y — MBS, FIESA TS ASA A

DFERINET,
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B tyvperv <5 — 0 £ L1 Hyper-V A0 ASA REE DA VR F—)L

45 RBT S U~ DR

é"u'irl:ual Machines

-

MName
‘5 ASAV5-100-14-10-16

5 ASAVS100-10-14-22new

5 ASAVA0-100-14-10-164yhand

‘5 ASAV30-100-14-10-16

5 = ASAv10-100-14-10-16-byhs
A2 AAM 400 44 40 48

Checkpoints

State
Off
O
off

CPU Usage Assigned Memory

Connect...
Settings...
Start
Checkpoint

Move...
Export... sckpaoints.
Rename...

Delete...
Enable Replication...

Help

Hyper-V % {E M L71- ASA {8 DEA |

Uptime -

ATv T [~ O (Virtual Machine Connection) | 22 Y —/L¥ 4 > R T, HkOOBERZ % 7
Uo7 LT, ASA AR 28 L £,

46:RE< > U DRE

& ASAV30-100-14-10-22 on U71COTHPVO307 - Virtual Machine Connection L= | 0 [IIEH

File Action Media View Help

.':__.‘}

The virtual machine 'ASAv30-100-14-10-22' is turned off

To start the virtual machine, select 'Start” from the Action menu

Status: Off
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| Hyper-v %4/ L 1= ASA R DEA
HyperV T % —S v 0xy k7—2 78 Ta0em [

AT Y710 ASA AR OERB)OEITIRILR 2 Y —MCFKRENE T,

47787 > o DREDETIRR

& ASAv30-100-14-10-22 on U71CO1HPVO307 - Virtual Machine Connection .;il X |

protocol sunrpc_udp 111" to MPF commands
weol t o HPF comma

to MFI
FO: converting “f protoce cp 177" to HPF commands

‘0: Power-0n Se

1Home_ServerCA" and installing certificate. ..

subordinate CA and holds a non self-si

te is Unlic
full function
t
Status: Running }“t - I.'.;\.

» ~ > O
HyperV Y r— v h oDy J—9 72 T2 DENM
HLSEAINTZASABFE OFRy NI T ETHE 12721 T, E6IZ228E0xRy
NTD—20 THETEEBNTHHENRSHY 5, ZOFITIE, WXy NU—27 THX T2 %8
mL x4,
IR BRI
* ASA (AR 1IA 7 IRETH DL ERH Y 7,

AT w71 Hyper-V~31—2 v OFHMINZH % [Settings] 227 U v 7 LET, [Settings] ¥ A 7 v 7Ry 7 ANRHEET,
/el [Hardware] A == — T, [Add Hardware] #7 V » 2 L, IXIZ [Network Adapter] #7 U » 27 L£7,

GE) L=y NI—0 TETHEFERA LR TLZEN,
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Hyper-V % {1/ L 1= ASA {78 DA |

. HyperV I 2 —2 v hoDFy bI—9 FHE T2 0EM

B 48: %y FO—9 THT2DEM

% _Hardware ~ | 0 Add Hardware
| Add Hardware
ﬁEIIOs You can use this setting to add devices to your wirtual machine.,
Boat from CD Select the devices you want to add and dick the Add button.
. Memory 551 Controller
8132MB Metwork: Adapber
B Processor Legacy Metwork Adapter
1 Virtual processor Fibre Channed Adapter
= Wil IDE Controlier 0 Rematerx 30 Video Adapter
# (3 Hard Drive

asay 100-14-10-22-v 30, vhdx

= W mE Controber 1
§* DVD Drive A network adapter requines drivers that are instaled when you install integration
2 Bone services in the guest operating system.
SCSI Controlier
# U Metwork Adapter
115 imgmitswitch

£ Management
|I] Mame
ASAv30-100-14-10-22
¥ Integration Services
Some services offered
3| Chedpoint Fie Location
C:\ProgramData Micosoft\Win. ..
23 smart Paging File Location
C:ProgramData \MorosoftiWin...
P Automatic Start Action
Restart if previously running |
I§) Automatic Skop Action =]

8

'!i-

3
lereir

ATFYT2 Xy VU= THETZDEMNE., (RAEAAL v F L ZTOMOEZET cx £, £/, KBTS L TVLAN
ID#HETEET,
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| HyperV Z{EM L1 ASA R38 DEA

rvto—s 7a7502n0zE I

B49: %y +O—9 FTHTAREDER

# Hardware ~ U Network Adapter
¥ Add Hardware
& BI0s Specify the configuration of the network adapter or remove: the network adapter,
Boat from CD virtual switch:
- Memory [ 115 1momtswitch v
a192MB
n Processor 5
1 Virtusal processar [+ Enable wirtual LAN identification
=2
gumx;.:gu “The VLAN identifier specifies the virtual LAN that this virtual machine will use for al
i 3 Hard Drive netwark communications through this network adap ter.
asav 100-14-10-22-v 30, whdix
= B IDE Controller 1 @]
§* OVD Drive
Mone Bandvwadth Management
8 SCSI Controller [] Enable bandwidth management
] Metwork Adapter =
v 115 imgmitswitch = Specify how this network adapter utiizes network: handwidth. Both Minimum
1iaimg . | Bandwidth and Maximum Bandwidth are measured in Megabits per second.
U Wetwork Adapter
1151 mgmitswitch | Minimum bandwid th | 0| Mbps
I?, L Manomum bandwdth: EI Mbps
Mone :
? COM 2 o To leawe the minimum or maxmum wnrestncted, specify 0 as the value,
None
Hl:riisin:tteor'rve To remave the network sdapter from this wirtual machine, dick Remave .
one
A Management
(L “‘:"‘ s 0 use alegacy network adapter instead of this network adapter to perform a
ASAVI0-100-14-10-22 network-based installation of the guest operating system or when integration
75 Integration Servioes services are not installed in the guest operating system.
Some services offered
13 Chedkpoint File Location
C:\ProgramDataMicrosoftiin... ||
s Smart Paging File Location
C:\ProgramData Microsoftiiin..
P Automabe Start Action o]
PR i a
ok || coce || mey | |2
"

2y RIT—9 PETIDRFDER

Hyper-V TiX. [Network Adapter] EWOIHMXR Y NV —2 A o F—T = A4 ZAPER S E
T, DD, Fy hT—I A E =T oA APRTRTRCAHTTHD &, HHDLWEADR
HYFEF, Hyper-Vv R —T X 2 L CARTEERETHZ LI TE £ A, WindowsPowershell
A REEHLTERETLZMLERSH Y £,

XF w71 Windows Powershell % Bf & £,
ATV T2 VEEU TRy NU—F TH T X EZERLET,
B -
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Hyper-V % {E M L71- ASA {8 DEA |
B vacrrizzr—o 0y

SNICRENAME= Get-VMNetworkAdapter -VMName 'ASAvVM' -Name "Network Adapter"
rename-VMNetworkAdapter -VMNetworkAdapter S$NICRENAME[0] -newname inside
rename-VMNetworkAdapter -VMNetworkAdapter S$SNICRENAME[1] -newname outside

MAC7 FKLRRT—TJ4 245

ASAEIE N RN T UV ART LU ME— KTy hEEL, HAT 7T A TIAZ N T = —
NI —N—ZHIETEDL LI, TRTOA L EZ—T A ADMACT RVAR S —T 47
EHEDNCTDHLENRSH Y £7, Hyper-V v R — ¥ NT, FE/2i Powershell 2~ FEfFEMH L
T, ThEFTTEET,

HyperV Y 2—C v 2EHLE=-MACT7 KLRA R T—J 4 VO DEE

Hyper-V <3 —Y ¥ &H LT, MAC A7 —7 ¢ > 7 % Hyper-V IZFRE T E 7,

AT w71 [Server Manager] > [Tools] > [Hyper-V Manager] (&8 L £,
Hyper-V ¥~ R —Y ¥ BNERINET,

AT w T2 Hyper-V~X— % OO [Settings] 27 V v 7 LT, REXA T Ry AxMEET,
AT v 73 LMD [Hardware] A = = — CIRO#EEE LET,

1 [Inside] 7V >y 27 LT, A=a—%REHLET,
2. [Advanced Features]| %7 U v 7 LT, MACT RL A 47 a 2R LET,
3. [Enable MAC address spoofing] 74 h& %7 U w7 LET,

ATV T4 WA 2 —T 2 A ATH, ZOFIEEEVIELET,

ATV R SAVEFERALIZMACTY FLR RT—TJ 4 VT DERE
Windows Powershell 2~ > K 74 U ZHH LT, MAC A7 —7 1 7 % Hyper-V IZF%E T
£

AT w71 Windows Powershell Z B & £9°,
ATV T2 MACT RLA RS —T7 4 v 7 HRELET,
51
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| Hyper-v %4/ L 1= ASA R DEA

sshozz [

Set-VMNetworkAdapter -VMName Svm name\
-ComputerName Scomputer name -MacAddressSpoofing On\
-VMNetworkAdapterName $network adapter\r"

SSH DERE

Hyper-V ¥ 31— ¥ O [~ > > O (Virtual Machine Connection) ] HEHA ¥ —7 =
A AN LTCSSHT 7 BATEDLLIICASAAE 2% ECTE T, LEOHH= 7 4 ¥=

L—yay 77 A VEFEH L TWAEE1E, ASAv ~D SSH 7 7 ¥ AZBINTE £4, M
WZOWTiE, FoHDar74Xalb—ay 774 V0% 28R LT EEN,

ATV T1 RSAF— R_RTNGFET D EZMERLET,

51

asav# show crypto key mypubkey rsa

ATw T2 RSAF— RXTHBRNEEIT. RSAF— 724K LFET,

&1

asav (conf t)# crypto key generate rsa modulus 2048

username test password testl23 privilege 15
aaa authentication ssh console LOCAL

ssh 10.7.24.0 255.255.255.0 management

ssh version 2

ATy T3 BIOPCHS SSHAEHL TASARIBICT VB ATEL L 2R LET,

CPU EAE & LR—

CPUF R LR — ML, E5E SN RNICHEHE 1072 CPUDEIE DB NFERINET,
BE, aT7iIe—7 H#LM* TITEE CPU BB DK 30 ~ 40% TEIWEL . v'— 7 ERIH 60 ~
70% ORETEEL 7,

ASA Virtual 0> vCPU {3 FA 5

ASA Virtual ® vCPU fEfIRICIL., TF—Z R, iR A > b, BXUOSEE T o A THEH X
NTW5D vCPU OBENRFERENE T,

Hyper-V CT#& & 415 vCPU i 3R IZ1X, ASA Virtual DFEFRIZINZ T, ROLONEENE
j—o

» ASA Virtual 71 R/LHEFH]
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Hyper-V % {E M L71- ASA {8 DEA |
B crusm=0s

« ASA Virtual ¥ 3 ZEA E Tz %SYS A—/N—~ vy N

CPU e =D B!

CPU fE HHE OREHE M A &9 5121, showcpuusage =2~ REfEH LET,
151

Ciscoasa#tshow cpu usage
CPU 00005000 1%01 000 2%05 000 1%
et Sz vCPU O SRS RIEIZ 572 B 2 IRISR L £ 97
+ ASA Virtual LR — b : 40%
*DP : 35%
AT A 5%
* ASA (ASA Virtual L'A"— k) : 40%
cASAT A RV A=V T 10%

o A==y R 45%
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» 10 =

Oracle Cloud Infrastructure ~® ASA {x %8 ®
&

Oracle Cloud Infrastructure (OCI) 2 ASA AR ZE AT £9,

« OCI ~® ASA A8 OEFHIZOWT (205 ~—2)

« ASA iA8 & OCI DREHESA:E (206 ~<—2)

s ASA R B X OOCI DHA KT A v LHIRFEE (207 X—)
«OCI LD ASARIE Oy T —27 R PDf] (207 =—)
« OCI ~D ASA ;A8 DA (208 ~<—7)

«OCI FDO ASARIE A LV AR L ANDT 7 A (214 _—3)

0Cl ~® ASA %18 OERIIZDOULNT

OCIL %, AT 7 NVPRMET A HMEOEWRA MRETT 7V r—ya vy 2 FETTE 537
Vo2 799 R arsa—T 407 —ERATT,

ASAAE X, MEEASARAR ERILY 7 b =T #F4TLC, (K7 4 — L7 7 7 XIZBWT
FAFFEADEF 2 ) T HEREAIRHE L £9, ASA AR IX, 37U v 7 OCI TREETE £1,
TORBKELRITH Z LT, KHloE L tbicnlr—ra vaERE, 20, 237 5
RAERB L OWET — 2 A —D T —r au— R R#ETEET,

oCloarvtEa—TFa429z47

VA NI, A AFRITEY Y THEND CPUDOE, AV OE, BLOEOMDOY V—
ABEPRFESTHT 7 L— T, ASARIB I, RO HEHE L) OOCI v =A S XA 7%
HR—FLET,

R2AU:THR—bENDAVE1—TFT1s200 x4 T ASARE

<oz q47 |BE 1V8—T(R
oCPU A& (GB)
VM.Standard2.4 4 60 B/N3o, k4o
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Oracle Cloud Infrastructure ~ ASA %48 OER |
B 2sami cooomiegs

RE< 4T (B A8 —TA4R
oCPU *E') (GB)
VM.Standard2.8 8 120 B/N3 O, K8

« ASA FAB IZIE. DR b 30D U F—T 2 A ADNETT,
«OCI Ti%, 1 2® oCPU I 2 2 vCPU [ZAHY L £,

« A= hEND vCPU D REUT 16 (8 fH D oCPU) T,
2—H—|%X, OCI TT7 v h%&/ER L. Oracle Cloud Marketplace @ Cisco ASA (KR ~7 7 A 7

74— (ASAFAR) WAL EAFEHL Ca v ta—TFT 40 T A VAR AZEEH L, OCIDOY =
A T ERENLET,

ASA {x18 & OCl DRIRSEMH

« https://www.oracle.com/cloud/sign-in.html C7 5 7 > kB L £ 7,

c ASA AR ~D T A & AfFH, ASARARICT A B A& 592 ETid, 100 [FI DL
&£ 100Kbps D A )L—"7" s DI A] S DHMERET— R THEITSNFE T, [Licenses: Smart
Software Licensing] Z#ZM L T I,

A UH—T 2 A ZADETH:
EHA =T A R
« NEBIR L USMBA v 2 —T = A X
« ((EE) Bio¥ 72y b (DMZ)

« BE/NA
A L H—T A A ASDMIZ ASA R 28T 72D SN, VT 7 4 >
I OBEBICIZFEHTEERA,

s NI A X —T A A (WZH) : NERA A MT ASA (RAR 85kt 27O S
£95

e HNEA L H—T A A (W) ASAIB 2TV v Xy NU—T I TBERT DT
DI I ET,

eDMZ A v H—7 x4 A (fEE) :DMZ %> MU —7IZ ASA FiA8 84 27201
FHINET,

« ASA AB 3 AT ZEAEIZ DWW T, Cisco Secure Firewall ASA @ A #aVE [355E] 22 MR L C
TEEW,
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https://www.oracle.com/cloud/sign-in.html
https://www.cisco.com/c/en/us/td/docs/security/asa/asa98/configuration/general/asa-98-general-config/intro-license-smart.html
https://www.cisco.com/c/en/us/td/docs/security/asa/asa98/configuration/general/asa-98-general-config/intro-license-smart.html
http://www.cisco.com/c/en/us/td/docs/security/asa/compatibility/asamatrx.html

| Oracle Cloud Infrastructure ~® ASA {48 0 RE
ASA R BE U0 DH A K54 ehEEE [

ASA R E XV OCIDHA FS54 2 LHIREIE

HR— kb Ih HHEE

OCI ED ASA AR 1X, ROfEZ D HR— ML TWET,
«OCHAR Y 77 R > hU—2 (VCN) TOJEBH
o f VAL U ABT- 0 K16 EHD vCPU (8 {H D oCPU)
=T RE—R (F74/V 1)
« 74k A BYOL D&% HR— b

» Single Root I/O Virtualization (SR-IOV) %R — k

YR— kI BEEE

OCI LD ASA AR 1X, kDiea AR — KL TWERA,
« ASA AR = A 7 1 7 HA
s NTUART LU NA Y TA VIR T E—R

A F ALTHRZRE—R

HPREIE

« OCI |Z ASA AR Z BB+ 534 . Mellanox 5 1 SR-IOV E— KD yNIC & L THAHR— K &
nNEHEA,

o FAOERE & DHCP HED M 7 T ASAV (LB R ER DN —F 4 v T —)L,

OCl ED ASARE Dy FD—% kRO DDA

KOKIE, ASARE D3 S>OF7xy b (EEL, N, JME) 23 OCINICRES N TV D
N—=T v RT77A4T Tx = F— KD ASA M OHLRER v U —27 P Rr Y ZRLTVE
B
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B oo ~onsamEomA

Oracle Cloud Infrastructure ~ ASA %48 OER |

50: 0CI £ ASA{R7E O FERAHI

M it ; FW Rul
e e s . [0CI Route Table
10.10.0.0/24 10.10.1.0/24 : :
__Public IP Mgmt 0/0 Gig 0/0 L Gheide Destination | 10.10.2.0/24
N ¢ | O NextHop | IP of ASA virtual Gig 0/0

Outside VCN FW Rules

B e 2 10.10.2.0/24 —@ OCI Route Table

) ' o o
| Outside .._@ Destination | 10.10.1.0/24

Gig 0/1
Next Hop IP of ASA virtual Gig 0/1

OClI ~® ASA {x#8 DE A

WOTFNETIX, OCIEREEZ NG L. ASA AR A v A X U AZEENT 5 IOV TH L &
9, OClI R—Hnzu 74 > L, OCI Marketplace C Cisco ASA KA~ 7 4 7 7 +—/L (ASA
A8 ®EERRBL, A Ca—T 4 0 AV AZ U AEEE LT, ASARKME OREIZIC,
NF7 47 DBEEILEHEREIINC T, VT 747877 AT U — NIRRT H LI
N— T =T NEFRETLLENDHY £7,

®REIZ kxry kT—2 (VCN) DIERX

ASA AR JEBRFHDIRAER 7 77 K3 v U —2 (VCN) ZRELET, D72 b, ASA (AR
DEA L HZ—T x4 A1 DT>, A3 2D VCN BDLETT,

ROFNUHES, FHVCON 58 T CE £ 7, RKIT, [Networking] IZRY | WA % —7 =
AAZABLOINEA & —T = A ZAD VCN Z1ER LE T,

18 HHEIIZ

N

GE) e —valrAma—NbP—EREZERTLE, FRUDOA=a—llar/"—kA

FURAMRERRENET, 23— A MIY Y —ZAOFEHIZENLDL, VY —A~D
T EAERBEILSLT SRV ES, r—bar A=A MEI TFU MR TREY 3
=27 END & EIT Oracle IZ &k » TR S VES, HEAIT, L—bar s —kAr b
WZEBIZEL DAy N—h AV MNEERRL, 727 BAL—LZEMLT, EOa—H—
DENLDALN—= KA NERRLTT 7 a v EFATTE L0 EHTCE£7, 3F
AZDWTIL, Oracle D R¥ =2 Ak [z 73— K A FOEB (Managing
Compartments) ]| ZZHL T 7ZE0,

ATY 1 OClicm 7' A L, MA@ IR L3,
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| Oracle Cloud Infrastructure ~® ASA {48 0 RE
w2y kT—y %274 s—Tokm

OCL T AN VTR O HUBIZ Bl S VTV E T, #llE, BEimo4 IR RINET, H 25 HuK
WO Y —21%, BIOHBICITE RSN EEA, HOOHIBENICFEEL TWD Z & 2 EHICHER L TL
7ZE0,

AT w72 [Networking] > [Virtual Cloud Networks] % i#4R L, [Create Virtual Cloud Networks] %27 U v 7 L £,

AT w73 [Name] IZ. VCN O LT W42 AN LET (] : ASAvManagement) .

ATv 74 VCONOCIDR 7Ry = AN LET,

ATv7F5 [VCN DAL (CreateVCN) 1 %27 VU v 7 LET,

2y bIT=0 X2 )T 4 TIL—TDHERK

I NT—27 X2 UT 4 Z0—F1L, —HDOVYNIC &, WIC ICHEA IS —HDOEF= Y
T4 =)L TR S IVE T,

ATy [y b7—F24 (Networking) 1>[{R¥EY 52 Fxv kT—% (Virtual Cloud Networks) 1> k%85 5
D R*y hTJ—- OFM (Virtual Cloud Network Details) 1>[®y kT —9 %2 T4 J)L—7F (Network
Security Groups) %R L, [y bT7—9 X2 T4 JIL—TDIERK (Create Network Security
Group) 127 Vv 27 LET,

RATY T2 [Name] lZ, *v hU—27 X2 VT 4 TA—TObN)TWARIZ AL LET (1 :
ASAV-Mgmt-Allow-22-443 ),

ATY T3 [Next] 27 Vw27 LET,

ARTY T8 EX2 VT 4 —LEBEMLET,
a) ASA AR 22— )L ~D SSH 7 7 & A2 TCP AR — k 22 Z#F 4 5 /L—/L 2B L £9°,
b) ASDM ~® HTTPS 7 7 & AT TCP 7R — b 443 Z#F [+ 50— /L& B L £9,

ASA A8 12 ASDM %/ L CEEICE £9, EHT 5121, HTTPS B AR — b 443 ZBA < LB
V) ij—o

ATv 5 [{ERk (Create) 1% 7V v 7 LET,

A=Y FT— bz A DEK
FHY 7Ry FEAMICT 7 B AFRICT DI, A VX —% v NP — U = A BUETT,

ATY 71 [y bT—F24 (Networking) > [{k¥EY 52 K& bTJ—% (Virtual Cloud Networks) 1> [k 5
D K3y bD—- DM (Virtual Cloud Network Details) 1>[4 32—y k5 — kx4 (Internet
Gateways) |##IRL, [1 3 —Fy b — bz A DIER (Createinternet Gateway) | #7 V v 7 L&
D

ATY T2 Name] 124 V¥ —F v M= U= ODLNORLTWARTEATILET (B 1 ASA-IG)
RTYT3 [A8—3y b — x4 DIERK (Createlnternet Gateway) #7 VU > 7 LET,
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Oracle Cloud Infrastructure ~ ASA %48 OER |

B+ rorm

ATvT4

A B —=Fy M= T oA ~DN— FEBIMLET,

a) [y bT—F>% (Networking) ]1>[{R#E2 5 Ky kT7—% (Virtual Cloud Networks) ] > [{k#8
759 KRy T—9 DM (Virtual Cloud Network Details) ]>[JL— bT— )L (RouteTables) %
BN L E9,

b) N— b= EBINTHI0E, T4V NOL— b T =T NDY T % ) v LET,

c) [Jb— kIL—ILD:EM (Add RouteRules) | %27V v LET,

d) [F—5 v r32A47 (Target Type) | Ky 7 X o ring, [A 03—y 84—+ x4 (Internet
Gateway) | #EIR L £,

e) SESEDIPVACIDR 71w 7 2 AJJLET (B : 0.0.0.0/0)

) [B—5 Y bAVE—Fy kHF—boxA (Target Internet Gateway) | Kz v 7 &2 7 ot 1B L
2 — b oA BRI LET,

g) [Jb— kIL—ILDiEN (Add RouteRules) 1 &7 VU v 7 LET,

B IRy FDERK

&

ATy T2

ATvT3

ATvT4

ATy TH

ATvT6

ATy 71

ATvT8
ATy

ZVCNIZIX, D &b 1200 7%y b2RHY £9, FFHVCNOEHY 7Ry b&2/ER L
F9, F72. WESVCN OWNESH 7 % v b, BILUSES VEN OAVEY 7 % > M HMLETT,

[y kT—F>4 (Networking) 1>[REY 52 K+&wv k7—2% (Virtual Cloud Networks) 1> [k 5
D R%xy FT7—S DM (Virtual Cloud Network Details) 1>[H 7% k (Subnets) [Z3R L, [T+
FDYERL (CreateSubnet) |27V v 7 LET,

[Name] (2% 7Ry DL LT WAFTZ AN LES (5] : Management)

(7% 24T (Subnet Type) | Zi&IR L £3 (HELESN ST 7 4L b [#iE (Regional) | O FiZ
LET) &

CIDR7Bw o #AJILET (Bl :10.10.0.024) ., 7 x> bOWHE FEAR) IP7 KL XL, Z®CIDR
Ty I hbRGINET,

[JL—kT7—7JL (RouteTable) | Ku v 7 &7 inGg, PARNZIER Liz/L— b T — 7 L OV 1) % 331
LET,

BT Xy b [ TRy 7Y 1R (Subnet Access) | ZEIN L £,

EHY 732y hOBFA, ZHUINRTY IS ITRy b THLIVLERDH Y £9°,
[DHCP # < 3>~ (DHCP Option) | ZiER L £,

RIMER L7 [E¥ 2 ) T4 )R+ (Security List) | Z84R L £,
[T %y FOMR (CreateSubnet) [ %27 U v 7 LET,

RDBRY

VCN (EFE, PNEB, M) 2% ET5H L. ASA R Z 8 T©& £9°, ASA {8 VCN #AL D
BRZHDOWNWTIE, ROKEZZBL T &V,
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| Oracle Cloud Infrastructure ~® ASA {48 0 RE

oci <o AsA {8 £ w25 o 2ot ]

B 51:ASARE V5o Kk bO—2

Virtual Cloud Networks in asav Compartment
[ cocaie vor [
Kame State CIDR Block Default Route Tabile DS Damain Name Created v
[
» Av 1

OCI TOASARE A VARV ADER

ATy T

ATy T2
ATvT3
ATy T4
ATy TH
ATvT6
ATvT1
ATy T8
ATvT9

ATv 710

ATy N
AT 712

Oracle Cloud Marketplace @ Cisco ASA AR 7 7 A4 7 7+ —/v (ASAAR) ®GEAEMH LT, =
Va2 —TF 4 A AL AES LT OCLIC ASA AR Z3E A LE4, CPU D, A€
DE, 2y U= U =R EORMEIZESWT, ke~ =, 7TEBIRLET,

OCI B—x el A LET,
Hilkix, EiEoA EEICFRESNET, BROHIBENICHEEL TS Z L E2ME L T E S0,

[¥—4 v T L4 R (Marketplace) 1 >[7 T4 —3 3> (Applications) [ R L £,
~—/4 v LA AT [Cisco ASA virtual firewall (ASAv)| Z i LT, L2538 IR L £,

RGN A MR L. [Oracle ORI B & X— N F— O FRML2 MR L CRE LE T, (Ihavereviewed
and accept the Oracle Terms of Use and the Partner terms and conditions.) | F = v 7 R 7 A% A 2 LET,

[ AKX ADiEHE) (Launch Instance) | %7 U v 27 LET,

[Name] |2, A Y AX L ADDONY T WARTZ AN LET (B - ASA-9-15)

[>=A 7 DZH (Change Shape) 1% 7 U v 7 L, ASA AR IZM 372 oCPU O, RAM D&, LU
VHE=T A ADEMNEE SNV = A7 (VM.Standard2.4 72 &) ZBIRLEJ (F21: THA—-F &

hNoarvta—7407vx=A7 ASARME (205 2—2) 2ZH) ,

RV 5o kv kT7—2% (Virtual Cloud Network) | Fa vy 77X 7 b [EE VCN (Management

VCN) | Z@RL £,

HEIAD SN T RWEAX, [Ty kb (Subnet) 1 Ke v 7 X oo nn [EY 7 %> b (Management
subnet) | ZEIN L 5,

[y b= X2 )T FIL—TE#FERALTLS T4 v 5T 5 (UseNetwork Security Groups
to Control Traffic) 1 I2F = v 7 & A, BEEVCONICHE LTt X2 T4 /N —T2@IRL £,

[RTYUvZIP7 FLADEIY X T (AssignaPubliclpAddress) | 47> a iRz 2 270 v LET,
[SSH F—?:&M (AddSSHkeys) | O F T, [ABIF—DE5Y {1+ (PastePublicKeys) | 47+ a v R %
&R YUy LT, SSH Xx—ZHE0 I E7,

Linux X—ZADA Y AHX L A[E, NAT—RFORDOVIZSSH ¥ —<T7%2#HHLTY E— ha2—F—%R
RELET, F—7%, WEX— AR —CHlSNET, A1V AF LV RAZERT 5 & &0, EX—
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Oracle Cloud Infrastructure ~ ASA %48 OER |

B ociconrsamE 1225020k

ATv 713
ATy 714

ATvT15

Earva—ZIRFL, AF 2R LET, TA T4 12O TE, [Linux A X RAZ A TO
F—~7 OEB (Managing Key Pairs on Linux Instances) J https://docs.cloud.oracle.com/en-us/iaas/Content/
Compute/Tasks/managingkeypairs.htmZ 2 L T 7231y,

[¥#iA 72 3 > DFT (ShowAdvanced Options) |V > 27427 Vv 7 LC, A7 varxRBELET,

(EE) (A7 V7 Fowk (Initialization Script) | D FC, [Z 7V REIHHELAZ U 7 R OREY £
(Paste Cloud-Init Script) 1A 7'+ a v ARZ %227 Vv 27 LT, ASARME OF 0 A MR EZfE L £T.
550 H MR, ASA (RAE OEEIRFICHEH S E T,

Wiz, [259 MRS Y T+ (Cloud-Init Script) ] 7 4 —/L Rica B — L CHEW (i D Z 3T
% day0 HERL OB &2 7R LE T,

ASA 2= FOFEMICOWTIE, TASAHERAT A R BLX O TASAz~ 2 RV 77 LU RA] 2B LT
<TZEW,

FE ZOPMNETFA NI —F 55583, Y=’ X—T 4 DT FA T 4 X E-IFREET
VUTAZ VT MERKFEL T, B 7 —%B51E L, #%h7: Unicode LT 2 HIBRT 2 LN H
=

!ASA Version 9.18.1
interface management0/0
management-only

nameif management
security-level 100

ip address dhcp setroute

no shut

|

same-security-traffic permit inter-interface
same-security-traffic permit intra-interface
|

crypto key generate rsa modulus 2048

ssh 0 0 managementssh timeout 60

ssh version 2

username admin nopassword privilege 15
username admin attributes

service-type admin

http server enable

http 0 0 management

aaa authentication ssh console LOCAL

[fERX (Create) 1227 VU v 27 LET,

RDBERY

[ERL (Create) 1R &Z %27 V) v 7 Lictk, RN [Fr Y a =7 (Provisioning) ] & LT
FREND ASABE A v AH v AT =H—LET,
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| Oracle Cloud Infrastructure ~® ASA {48 0 RE
48— 14 ADERK .

BE RT—HRAZE=HF—THZENEETT, ASAIRA U AX L ADREN[IREY 3
=7 (Provisioning) |75 [EITH (Running) JIZBAT L7256, ASARAR 7 — R35E T
T HRNIHLEZS U T VNIC 28T 20 ERH Y 7,

A 23— 14 ADESL

ASA {iA8 (X, 1 D0 VNIC 23k SN IRIETIATIRRBIZZ2 Y £9 ([AavEa—T4a 2y

(Compute) >[4 Y RA U RX (Ingtances) | >[4 VR 2 U ADEHM (Instance Details) > [##
ft St f- VNIC (Attached VNICs) |&#ZM) . ZiUE7 74 ~ U VNIC &FEEiL, & VCN
vy B 7 SET, ASA AR BNEAIOEE 25 T3 HHMZ, vNIC 28 ASA {RAR TIEL <
B END L9, LARIER L72ho> VON 37 % » b (NES, #MEB) @ vNIC Z 89 5 &%
ERH FET,

ATy HLLEE L7 ASARAE A >V AX L AZTRIRL E 7,

ATv T2 [EHSNTz VNIC (Attached VNICs) ]>[VNIC OYERX (Create VNIC) JDNEIZERIN L 7,

ATv 73 [4FT (Name) 112, VNIC Db WARTZ AN LET (B : Inside) .

ATy T4 [{AE7 7 K%y hU—72 (Virtual Cloud Network) ] K2 7 # 7225 VON Z38IR L £,

ATFwTFTE [V 7 % b (Subnet) | Ruy7H o nbY 7 xy FE2ERLET,

ATYT6 [RYybT—=U Xa)Ta JIL—TEFERALTLS 74 v 5T 5 (UseNetwork Security Groups
to Control Traffic) | 42 L T, @R L7 VOCN HICRE LIcEX 2V 7 4 ZJ L —T 28R L £7,

AT TT  [EHETLESEIEDT = v 7 % AX » 7 (Skip Source Destination Check) ] &4 12 L E T,

ATvT8 (A7vay) [FT7A4X—=KFIPT7 KL A (Private IP Address) | ELEJ, ZiuL, VNICIZxL T
FEED IP @IS 558 I DHMETT,
IP ZHE LW E . OCHIZH 7%y MZHID B THNRCIDR 72y 7B IP 7 RLAZERD Y TE
R

ATv 79 [EEDOMHELF (Save Changes)] 7 V v 7 L, VNIC Z{ERk L 9,

ATV 10 ETHELRDH4 VNICIZOWT, ZOFEZMEY KL £,

EfHENT-VNICDJ/L— FIL—ILODE

N B LSO — N F—T T — N TF—T A — 5B L E T,

AT 71 [Networking] > [Virtual Cloud Networks] &4 L, VCN ([ZBF#fH T 5N TCWDT 7 4L hb— kT —7 )b
(NERETIINE) 227 Vw27 LET,

RATv T2 [JL—IL—ILDEM (AddRouteRules) 1 27 VU v 7 L%,
ATV T3 [¥—F v h¥ AT (Target Type) | Ka w7 X7 omn, [F7A4X—hIP (Private IP) | 28R L E£7,
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Oracle Cloud Infrastructure ~ ASA %48 OER |

B cotomsamE o zsoz 072

ATvT4
ATy TH

ATvT6

ATy 717
ATvT8

[585: % A 7 (Destination Type) | K1 > 7*# 7 36 [CIDR 7172 (CIDR Block) ] Zi&#IR L £7°,

[485EDIPV4CIDR Y & » 7 (Destination IPv4 CIDR Block) JIZ%85EMD IPv4CIDR 7' 12 v 7 & A L3 (H :
0.0.0.0/0) ,

[#—7% > PR (Target Selection) | 7 4 —/L KIZVNIC D77 A4 _X—KIPT7 RLAZ AT LET,

VNICIZIP 7 KL A ZWRENZE D YT TORWEAIE, VNICOFEHM (avEa—T 4« >4 (Compute) 1>
[4 > R4H VR (Instances) ]>[4 VAR ZADEM (Instance Details) | > [#E#it =iz VNIC (Attached
VNICs) |) CTHEEID Y TENLIP T RLAZMHHBETEET,
[JL— FJIL—ILDEM (Add RouteRules) | %27 U v 7 L%,
JERICHE L 7254 VNICIZHOWT, ZOFEABY KL E1,

GE)  ASA Virtual ® (F#H9E X O'DHCP) REICHERER DN —T 4 > T N—)b,

OCl LOASARE €1 D RBAVAADT IR

X =7 =/ (SSH) #HaEH LT, STHOA VAX A TR TEET,

AFEAEDUNIX AX A NVDY AT A, T 74NV I TSSHYZ FA4T7 v MREENT
l/\i—g—o

+ Windows 10 3 J O* Windows Server 2019 2 A7 AZi%, OpenSSH 7 74 7> b3 EENT
WAMERH Y £, Oracle Cloud Infrastructure (& & > TARE &4 72 SSH F—Z i L C
A VAL RAEAER LTC GBI B2 0 £,

« Z O Windows 73— 5  DA1E, http://www.putty.org 7> 5 HED SSH 7 74 7
FCTHDPUTTY X Vo m— R TEET,

AR &Y
A VAR AT BTN, IROFRDME T,

e AVABZLADNRT Y 7 IPT RV A, 7T RLVRE, Y —1LD[Af A ZADFEM
(Instance Details) | X— YOG TEET, T/ —varA=a—%REET, [T
TA2UISALSYF+ (Corelnfragtructure) |O F T, [AYEa—T4 >4 (Compute) ]
WCBEIL, [41 AR VR (Instances) (%27 U v 7 LET, RIT, AV AX L AEFTRL
9, HDHWIE, =T P —E & API @ ListVnicAttachments 33 J (8 GetVnic #2{E& i T &

E3 e

e A UVABF UV ADIZ—Y =4 ERNAT — K,

o A VAL ALRB LTz & EIEN LI SSHF — X7 ORE X — 3 ~D 7 /LR A, F—
T OFEMIZ OV TIEL,  [Managing Key Pairs on Linux Instances] #ZM L T 7230y,
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I Oracle Cloud Infrastructure ~@ ASA {x %8 0 ERA
SSH &M L1 ASA fR#E 1 w252 v 2~0iER ]

\)

GE) FBoHAMKTRTE LA UEREEHT I, 4 AX U AORBIRFICER LT
SSH — X7 &2 LT, ASA{IE f L RAZ R a4 TEET,

SSH Z{FERA L - ASA R 4 VR 3Z U RAADIERS

UNIX A X A VDY AT B0 E ASA AR A A X o A+ 51213, SSH #EH L TA o~
AR AT T A v LET,

ATV TN WOa~xr FEFEALT, 77 A VOHREREL, BTN 7 7 A VEGAIND X HICLET,
$ chmod 400 <private key>
ZZ T,
<private key> X, 77 ®ATHA LV AZ LV AICBHEMNT ONTREF—2EL7 7 A VDTNV IRR L
AHITY,
RATVT2 AVAZLALZT 7 AT 2ITIE, RO SSH 2~ e LET,
$ ssh -i <private_key> <username>@<public-ip-address>
ZZT,
<private key> L, 77 BAT DA L AZ L AEHEMIT ONIMEF—Z2EFLT 7 A VDTN L
AHTTY,
<username> /%, ASA AR A AL L AD 2 —H =4 T,

<public-ip-address> X, TV —IANLHE LAV AX L ADIP T KL ATT,

OpenSSH Z{EFA L 1= ASA R3E 1 > X2 U A~D R

Windows > AT L7 5 ASA AR A v AKX o AT 5121, OpenSSH 2 L CTA > A X
YA A LET,

ATV T ZOFXF—T MO THERTLHEIE. BOTETR 7 7 A VEGRAERIND X7 7 A VOHERZ R ET
DULBENHY FT,
WROFIEEFETLET,
a) WindowsExplorer T, FEX—7 7 A /MIBBEIL, 77 A V%42 Y » 27 LTC[FRA/NT 4 (Properties) ]
Vv LET,
b) [EFa2U T« (Security) | # 7 T, [FH#IEXE (Advanced) 1 %2V v 7 LET,
¢) [A—F— (Owner) | NADDOZ—HF—=TH U N THDH I EE2MHERLET,
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B v zEmLEASA R € V28 L RADES

ATy T2

d)

e)
f)

2)

[#r A& DESNIE (Disablelnheritance) |27 U v 7 L, [MEASNE=EREZDA TS Y FOBRMA
MEFRIZZ#2 9% (Convertinherited permissionsinto explicit permissionson thisobject) ] 4R L £,

HOoDO2—F =77 hTIERWEMHER= U 23R L, [HIBR (Remove) | #7 V v 7 LET,
HoOa2—F—=THhor hOT 72 AMERMD [ZIa> ba—)L (Full Control) | THDHZ & AR L
£75

EHRzRFLET,

A AR AT HI21E, Windows PowerShell B, koo~ REETLET,

$ ssh —-i <private_key> <username>@<public-ip-address>

ZZ T,

<private key> |, 77 EBRATHA L AZ L AICEHEMIT ONIZMEXF—2EFLT7 7 A VDTN L
ZETTT,

<username> |L, ASA AR A VAKX LV ADa—H—Z4 T,

<public-ip-address> %, 2>V —ANOLEE LAV AX L ADIP T RLVATY,

PuTTY Z{ERA L7 ASA{RTE 4 VX3 U A~D#Efx

PuTTY Z{fH LT Windows > A7 A5 ASA AR A VA X 0 A28 T DI, IROFIE
EFETLET,

ATv 1 PuTTY R & £,
ATw 72 [ATTY (Category) | XA > T, [Evyi 3> (Sesson) | Z&INL, KONEEZANLET,

cRAMEFERLFIPTFLR

<username>@<public-ip-address>

ZZ T,

<username> X, ASA AR A V' A ¥ L ADa—H—4TT,
<public-ip-address> X, TV —ANLEE LAV AZ U AD/RT Y v 7 IPT RLATY,
cAR—k 22

- EEfE 2 A 7 SSH

ZFv 73 [HTT) (Category) ] ~1 T, [Window] Z /2R L, [Z# (Trandation) ] 23R L%,
ATy T4 [JE—FXFtEv + (Remotecharacter set) | Kn v 77X U 2 v T, [UTF-8] &R L £,

Linux X—ADA LV AR L ATT 7 )V O r— /L EILUTF-8 T4, ZiUZ kv, PuTTY I XF L or—
NEHEHTD X ICRESNET,

ATw 75 [AF T (Category) |31 > T, [## (Connection) ]. [SSH] DIEIZEEEI L. [FBEE (Auth) %27 U v
7 LET,
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I Oracle Cloud Infrastructure ~@ ASA {x %8 0 ERA
PUTTY % L1 ASA 528 1 > 2 5 w2 ~0t8 [l

ATy 76 [BB (Browse) |27V v 7 LT, MEXF—ZEIRLET,
ATy 77 B (Open) |27V v 7 LT, EyvarzttLEd,

A AL RS T T D aiE. V== OFRA RF—RL I X VICF v v 2 SR THRN
(the server's host key is not cached in the registry) | 9 X v v —UNFREINDZ ENH Y 3, [IEL
(Yes) |#27 VU > 7 LT, Hhiahift LET,
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B v zEmLEASA R € V28 L RADES
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s 11 =

OCI ~ ASA {%4E Auto Scale V') 1 —< 3
>V DE A

* Auto Scale DEAfR] (219 ~—)

« BIFESRAE (220 ~—27)

« ASA KRR 7 7 A VO HE( (226 ~—2)

» OCI ~® Auto Scale DR (233 X—7)

o« EBAOMGEE (240 X—20)

« Auto Scale D7 v 77 L— K (240 X—Y)
* OCI ®DAuto Scale % EDHIFr (242 X—)

Auto Scale M 3E A 5

Z D ASA B4R DE A : OCI Auto Scale V U = —3 3 %, BAFOKITRENTWET,
Ao B —%y halFoa— R RXZ P 120%, VAR F—LEZ—F v NI —TO/LE %2
HALTR—=EREDIR>TNBERT Y w7 IPT RLARHY £97,
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0Cl ~ ASA {38 Auto Scale V') 21— 3 > DBEA |

52: BABIDE

Instance Pool

Reply of Outbound Traffic Reply of Inbound Traffic =
ASA virtual 1 4
< g —
Inside ']\ Outside
Mgmt

|
|
|
!
|
|
I
|
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|

|

|

|

|

|

|

|

| |
. ILB ¢ ELB [e——

User ' ASA virtual 2  c—
Application : >

|

|

I

|

|

|

|
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|

|

N

A

Reply of Outbound Traffic Reply of Inbound Traffic
Py Inside /]\ Outside i

|
i
|
Mgmt |
|
|
|
|
< 1 g i l— |
ASAvirtual N ;
, T <
Reply of Outbound Traffic Inside 1\ — Reply of Inbound Traffic i
Mgmt
Outbound Traffic

—— Inbound Traffic

R— FR—=2DoIGIE, Xy NI—27 NTF 7 4w Z7IZEETEET, T DHIEIE, NAT L—
ML TERTEET, DIEOFEFNZHOWTIL, U FDE®Z > a o THHALET,

HIRS 1

MR LUK O—
V) a—a VEEBATHIEOICKHER OCI DR E R Y > —13kd LBV T,
1. A—H¥—FLUIIL—TF

N

CE) a—P— LN —7%EHT2100%, OCIla—F—F 13T v —BFHETHDHNEN
HET,

Oracle Cloud Infrastructure D= —H% —7 h 7 hb . FOa—HF—T o " BNET 57
N—THER LET, 2= =T U N RO LV — TR DA X, (BT
LHHEEIHY FHA, 22—V —L T NV—TDIERFIRIZONTIE, 7 —T L a—H—
DI Z#ZRLTLES VY,

2. IL—T RS —
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| oci ~® ASA {78 Auto Scale V') 21— 3 VDEA

RY—ZER LT, ENE T N—T vy B T TOMERHY £3, R o—%1{F
KT AL, [OCI]> [FATYT4T14EEF2) T4 (dentity & Security) ]1>[R 1)
L — (Policies) 1>[7RY) &—D L (CreatePolicy) [ICBEIL £9, ROKR Y > —Z1ER
LT, BOZ —FZBMLET,

« 7L —7 <Group_Name> 73 =1 > 73— K A >k <Compartment_Name> TA ~U v 7 %
R+ 22 L2 LET,

« 7 )L—7 <Group_Name> 73 = > 73— K A > | <Compartment_Name> CT7 7 — A% &
HIHZ a2 LET,

s 7 )L—7" <Group_Name> 73 =2 > 73— K A > <Compartment_Name> T ONS F & v 7
EEBTLZEETFAILET,

« 7L —7 <Group_Name> 7%=t .-/3— |k A > | <Compartment_Name> TA NV v 7 %
MESTLZLEFATLET,

« 7 )L—7 <Group_Name> 73 =1 > 73— Kk A > k <Compartment_Name> TA ~U v 7 %
MDA LET,

7' —7 <Group_Name> 731> 73— k A > k <Compartment_Name> T ¥ 7 D4 fijZE
MEHEHTSZ 28T LET,

7 N—7 <Group_Name> 73 =2 > 73— K A > | <Compartment_ Name>Ctwr 7/ 7 /v — 7%
MID T BT LET,

« 7 L—"7"<Group_Name> I3 A AKX AT — L 22 73— Kk A |k <Compartment_Name>
AT LA LET,

« 7 )L—7<Group_Name> 737> b T/ 70 Ry = VEERTLZ L 27 LET,

« 7 L—7<Group_Name> 37> hDOA T Y=/ MA N L —UAFTZEM ZFRAID 2
LEFFALET

« 7 )V—7 <Group_Name> 237 F > FNDOURY b 2+ 52 L E2FTLET,

Y

G TFUPL IV TRY =T 528 b TEET, 2—F—DOFEELHIOL LT,
TNTOMRZ BRICIRETE 7,

3. Oracle BE# DR

Oracle BE%5 5351 ® Oracle Cloud Infrastructure )  — R IZT7 7 B A T& 5 L 91275121, B
BadAF I TN—TITEDTHhE, FDVI)—A~DEALFI v T TN—T T
Y AZHATBHRY) —2ER L ET,

4. FAFIVITIN—TDERK

BAF 2o 7 TN—TF BT 512, [OCN>[FAToT4 T4 X2 T4 (Identity
& Security) > %4+ 32 v Y5 I)L—T (DynamicGroup) |>[FA4F I v I T IL—TDk
BX (Create Dynamic Group) JIC8Eh L £,
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AT w7 T —FOVERFFICR O — L E2HFE L ET,
ALL {resource.type = 'fnfunc', resource.compartment.id = '<Your Compartment OCID>'}
A F I 7 T N—T O HONTIE., WESBLTLE X,

* https://docs.oracle.com/en-us/iaas/Content/Functions/Tasks/functionsaccessingociresources.htm

* https://docs.oracle.com/en-us/iaas/Content/Identity/Tasks/managingdynamicgroups.htm

FAFIVITN—TDOR) >—DERK

KU v—%BIT 521, [OC> [FATUT4T14EEF2) T+ (Identity& Security)
]>[RY >— (Policies) ]>[R1) > —DERL (CreatePolicy) ICBEIL £7, IROKY 2 —
BIN—F BN ET,

Allow dynamic-group <Dynamic Group Name> to manage all-resources in compartment

<Compartment OCID>

GitHh M5 D77/ ILDEH > O—FK

ASA A8 : OCTAutoScale VY V = —3 3 %, GitHub U ARY MU BTl SNET, VARY
M)W 77 ANETVERIZF D a— RTEET,

Python3 IZ15

makepy 7 7 A Wit HEEINTZ VAR NINIZHY £9, 207 v s T AL, Oracle B% &
T L= RNT 7 ANEIIP T 7 AVIZEMLET, TNUDHEX—F v N7 4 F—|Za—
LET, INHDOX A7 ZRITT5I21E, Python 3 BRENHE SN TWDLERH Y £,

Z @ Python A2 U 7 M Linux B8 CORME A TE £9,

A2VITSRAMNSOFVERTE
WERETHVLERHY £,
1. VCN

ASARAE 77V r— g VOBEMRIS U TVON 2B LET, £ v Z—X v h~D)L—
rREID B TCENTEYT TRy ER 12U ESH A X —Fy NF— U =A %12 7- VPC
ZER L £,

VCN OAERIZ DU TiL,  Thttps://docs.oracle.com/en-us/iaas/Content/GSG/Tasks/
creatingnetwork.htm| ZZM L T 72 &0,

FIUr—o 30Ty b

ASA AR 77V r— g VOBERITS U TH T 3y FEERLET, ZOa—2Ar—2
o TY Y a—va VEBAT DI, ASARAEA A2 U ADERIC3 SOV T Ry
]\ 75“\5[\4\?*’6—@—0
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| oci~a ASA (%78 Auto Scale

J1)a— 3 DEA

BT H v FOAERRIZOW T,
https://docs.oracle.comven-us/iaas/Content/Network/ Tasks/managingVCNs _topic-Overview of VCNs and Subnets.htm#
EHML TN,

N TRy b

Y72y MZ, A v Z—Fy RF—F 7 A ~D [0.0.0.00] O/L— FPUETT, =
DY T v MZiE, Cisco ASA AR DAWEA v H—T = Af AL A U F—Fy Majlfr— R
NI UYREENTVWET, 7Y MU RET7 40 v 7 AIZNAT 77— b7 = A H3800
SNTWAEZ LB LET,

FEHIZONTIE, RO~=2T7 VEZRLTIZEN,
* https://docs.oracle.com/en-us/iaas/Content/Network/Tasks/managinglGs.htm

* https://docs.oracle.com/en-us/iaas/Content/Network/Tasks/NAT gateway.htm#To create a_
NAT gateway

REH TRy b

i, NAT/ A VB —Fy =T = A OFEZ D OT, 77— g BT
v MZEITWET,

N

GE) ASARAR EEMETm—T D4, R—F80 2/r L TAX T —H P —3—

(169.254.169.254) |[ZEIETEX T,

EEY IRy b

BHY 7 3y NI, ASAFAE ~® SSH 852 VAR — b5 X917V w7 1T H0E
NhHET,

tXal)T4 GIL—T ASARE A VREVADRY FI—D X2 ) T4 GIL—7
WOBEMHIZKHE LT ASARAR AV AZ L ADE X2 VT 4 I N—T 2B ELET,

« Oracle [%% (R VCN ) 1. ASA fif8 OB BT N L Z~D SSH #ifi 2 34T L £
R

« BHIRA FTIX, SSHZIT L7 ASARIE A VAKX U AANDT 7B ANKEIZ /258
AN ET,

o ASA RAB 1Z T A & v 2D 7= 91T CSSM/Satellite J—/3— & OBE X BB L £,

Iz PR FL—UDERTZEM

ZDOFTV el FA ML —YDOARFTZERIE, configuration.txt 7 7 A /L& FFOFRE) Web T A
MEARRA T D70 I ET, configuration.txt 7 7 A VOFERGRAEF & U 7 = A |
ZUERT 2 ME N H Y £9, ZOFAGRRES AL URL 13, 7 7 L — b OJRBIRH ]
ShET,
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0Cl ~ ASA {38 Auto Scale V') 21— 3 > DBEA |

G¥)

8.

Ty Fu— RENTROZEEIC, HITPURLZ N L TASARIE A L ARV ANST 7
ATEDHZ 7R LET,

ASA IR # B4 5 &, s copy /noconfirm <configuration.txt file’s pre-authenticated
request URL > diskO:Connfiguration.txt =~ 2/ Fﬁ’%ﬁiéﬂi'@‘o

ZDoa<wr RIZEY . ASA KAE OFLE) % configuration.txt 7 7 A L THIETE H L 9T/
0D ET,

configuration.txt 77 4 LD 7y FA— K
ASA AR AERL 7 7 A )V OFRIGRALF 2+ U 7 = A b URL ZAE T 5121, IROFIEZEE

LET,

1. [/\7v ~ (Buckets) ]|>[/\7 v DYERL (CreateBucket) |DIRIZZ U v 27 LET,
2. [7v7u—1F (Upload) 122V vZ7 LET,

3 MWK T 7 ANANT vy ue— Nl b, FTORIIRT L DI, [FHRRGEEAY 7 =&

)

h D1ERL (Create Pre-Authenticated Request) ] 23R L £ 7,

Objects
View Object Datal:
More Actions =
D doad
Name Last Modfied Size
a L May 10, 2021, D4 24 UTC

GE)

INT, T 7 NVEENOERT 7 ANMIT 7 BATEL X512 97,

vy bD—U R
AINOU RS Ty

AT 72T I T D X DT, configuration.txt N <Application VM IP> 7 K L A 73
ELWZ & xR LET,

TORNIURRST499

1

« AT w7 2THHI SN TS X HIT, configuration.txt N <External Server IP> 7 R L
AMMIELWT & 2 LE T,

cHEEVCNIZ 1 DDNAT ¥ — b U= A NHD I EEMWRLET,
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rzo—rorst [

s MORDOHENZRT L DT, NAT V' — b T = A ZREET 5945 VEN Ov— h T —T7 )b
WDIE U <External Server IP> 7 RL 2B L TL 77 &0,

Destination - Target Type Target
0.0.0.0¢0 Internat Gateway

B.6.8.8/32 MAT Gateway nat-gw

INAT— FDOIES1E

ATy T

ATvT2

\}

GE)  ZOoOFIEOFEMHIZIHOWTIZ, Vault &> —27 Ly FOERR] 2R LTSN,

ASAAE D/RAT — RiZ, HEIA S — U o 7R EN DT R TOASARB A AX A
ERETHDIFERINET, /2. ASARAE A VA F U AD CPURHHART — 4 2 Bi5G7
ALl S ET,

L7235 T, /RAT— REREA R L CUERT 20N H 0 5, HBEREE L st T-
O, =0T FAMEATO AT — RORESCRFIZTE EHA, NAT—RIZE, K
L ESNTEROALEMHT HMLERH D £,

AL SNICTERD SR Y — R s 51213, ROFIRZFETLET,

Vault %’VEE‘Z [_/ i ‘é—o

OCIVaulti%, v AHX —KEEfbX —2LZRIMERB I ORET 20— R &, 262 HHT DI 1L
BIOERLTHHFERRELET, LN ->T, Vaultid, HEIZA A — LY U a—3 g O O L
FUaR—h A MIERTA2HLEND Y £9 (FEEMR L TWORWEES) |

[OCI > [ZPATYT4T4&tF2) T« (dentity & Security) ]>[Vault] > [#EVaultD:E R F 1= 1XERK
(Choose or Create New Vault) JIZBE) L £,

~ AL —iE B b —ZER L £,
=T XA RNDNAT— REF LT DI, v A= bx—N 1 D0 ETT,

[OCN>[FATYT4T4EEF1) T« (Identity& Security) ]>[Vault] >[F—DFEIRFE 1= (FVER (Choose
or CreateKey) ICEI L £,

EEOE Yy MET, lHESNETLITY XEAOWTRPNBEEOF— BN 7,
1. AES: 128, 192, 256
2. RSA :2048, 3072, 4096

3. ECDSA : 256, 384, 521
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0Cl ~ ASA {38 Auto Scale V') 21— 3 > DBEA |
B ssamor o o%m

53: X —D1ERk

Create in Compartment

<>

Protection Mode @

Software v
Name

My_key

Key Shape: Algorithm () Key Shape: Length

AES (Symmetric key used for Encrypt and Decrypt) 4= 128 bits -
Import external key
Create a new key by imperting a wrapped file containing key data that matches the specified key shape. For more information, see Imparting Keys.

3% Show Advanced Options

RATY T3 B LENT XA T — REERLET,

1. [OCI]>[ Cloudshell (OCI Cloud Terminal) ZF< (Open CloudShell (OCI Cloud Terminal)iZf#) L
£9

2. <Password> #BFEVD/RAT— RIZEZHZ T, ROa~r REFETLET,

echo -n '<Password>' | base64
3. BIRL7-Vault 705, ek FRA v b E~RAZ =5 bF—DOCID Z#a ' —LET, KDL
WA EZHZ Tb, efba~vr REFEITLET,

*« KEY _OCID : &—® OCID
» Cryptographic_Endpoint URL : Vault ®k55{t—=> KA > s URL
s Password : /XA U —

EEILaT UK

oci kms crypto encrypt --key-id Key OCID --endpoint

Cryptographic Endpoint URL --plaintext <base64-value-of-password>

4, FERoa<xr FOHIINLREEXEay— L, LG CTERLET,

ASATERL T 7 1 LD #fig

TV = a UBRERBENTWD, 77U r—a ORI URFIHRETH 20 E
R LET,

ATy T BT DN, ROATINRT A =2 ELET,
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| oci~® ASA {%#8 Auto Scale V1) 21— 3 VDHEA
INY TR T |

INT A=A —R 54T B

tenancy_ocid XFH THhYY SRET DT TV b
OCID, 77} h® OCID % .o
LHECHOVTE, ZHH a5 M
LTLEEN,

77 ~® OCID &

ocidl.tenancy.ocl..<unique ID>

DL ET,

compartment_id el DR S (S R DV
> k@ OCID,

i

ocidl.compartment.ocl..<unique_ ID>

compartment_name pc=l| T R— KA N

region pac=l U —RE{ERT BV —T a0
— B ORI,

i

us-phoenix-1, us-ashburn-1

Ib_size A TN T n Y a = 75
BLOWNEH 2 — AT o0&
HkiE (AR X OMD) #3E
THITTL— ],

PAR—F SHHME : 100 Mbps, 10

Mbps. 10Mbps-Micro, 400 Mbps,
8000 Mbps

1 : 100 Mbps

availability domain B~ XYY E 5] : Tpeb:PHX-AD-1

G¥) 779 Ry=/LTocdiam
availability-domain list =
~ v REFFLT, W
PERAA 4G LE
j_‘O

min_and max_instance count B <X fE A UAB AT = AT DA
VAL ADFINR L R

5l 1,5
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B ssamor o o%m

0Cl ~ ASA {38 Auto Scale V') 21— 3 > DBEA |

INTGA—4H

b )

B

autoscale group prefix

pa2 7l

T U— FEH L TR L
U Y —=ZADHFNAT D7
T4 T AR, TLEZE, VY—R
FV7 4 w7 AL LT lautoscale]
EHRETLHE, TTHOY Y —2
IXautoscale resourcel,
autoscale_resource2 ® L 9 (Z4 HIA
T enET,

asav_config_file url

URL

ASA AR ORERCHICA T V=2
ARNL—=UWT v a— T 5
R~ 7 A /L@ URL,

GE) Mk 7 A LV OFRIGEE
A 7= A h URL &
BETOMEND D T

i
https://objectstorage.<region-name>.
oraclecloud.com/<object-storage-name>/
oci-asav-configuration.txt

mgmt subnet ocid

padl

AT 5% EY 7 % D OCID,

inside subnet ocid

pa=ll

fEAI 2WNEY 7 % >~ S D OCID,

outside subnet ocid

padl

T 2488 Y 7%~ F D OCID,

mgmt_nsg_ocid

pa=ll

ERTHEHEY 7 2y hOFR v b
U—7 X2 UT 4 TN—T70
OCID,

inside_nsg_ocid

pa

ERTHNES 72y hOx > b
U—7 X274 TNN—TD
OCID,

outside_nsg_ocid

Pl

fFERAT YT 2y FOFR b
TJ—7 ®¥x%a2 )74 T NA—TD
OCID,

elb_listener port

NS K}

Mo — RARZ P U 2F—0il
ER—FDY A K,

51 = 80
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INY TR T |

INTGA—4H

F—8847

B

ilb_listener port

H = XYY il

NEE — RT3 U 27 —Di@
ER—FDY 2 |,

5] = 80

health check port

pa2l

NNVATF 2w EFRTTHE—F
NI YDy 7 R ——
A— b,

i : 8080

instance_shape

LFS

BT A v AZ L ADY = —
7, VA Tk, A UARE
AIZED MK THND CPUDH, A
EVOE, BIUOEOMMDY V—
APPREINET,

Y R—FINTNDBY=—T;
[VM.Standard2.4] XL
['VM.Standard2.8

Ib_bs_policy

pa2l

WS L O — RT3 0
Ny 7z ey MERTS

02— RNZ YR — m—F
T YR = ORI O
TRELIEZ, 2HhbzzMLTL
EEW,

PAR—FINTWDHIE :
'TROUND ROBIN] .
[LEAST CONNECTIONS] .
TP_HASH]

image name

pa2

A VAL ADHERIZHERT S
Y=y NV ADA A=Y
%O

7 4L M [Cisco ASA {18
757 AT 74—/ (ASAV) |

GE) HIAREZLAA—TEER
ERAE AN
custom_image ocid /X7
A—H HRET DN
HYET,
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0Cl ~ ASA {38 Auto Scale V') 21— 3 > DBEA |
B ssamor o o%m

b ) B

image version = i F 9~ % OCI Marketplace "CAI|H 7]
REZR ASARIR A A —2DR—T 3
v, BUE, 9.15.1.15 BX9.16.1
N—=T g USRI RTRE T,

F 7 )L M# ;. [Cisco ASA K48
7747 74—/ (ASAv) |

INTGA—4H

9

scaling_thresholds B < XYY E Alr—Af & A —)LT U T
A2 CPURERD L &V VE,
A=A A= VT T ND
LEVMEZE D >~ TR > TAN
LET,

51 : 15,50

151 ZAr— A4 DOLEVHE, 50
XA —LT7 7 hOLEWET
T,

custom_image ocid el vy R FUA AL A= R i
ALRWGAIS, A v AH A
AR T AZ LA A =T D
OCID,

(G¥)  custom image ocid |4~
va N TA—=ZTT

asav_password sl ASA AR ZHERT 5 72912 SSH
Bt T DB D, ASA AR OB AL,
XD NRZAT -, R2U—F%
5t 5 FEICHOWTIEL, v
T4 X2l —ra A REEH
T5Mh, ZHhLEZBRLTIES
AN

cryptographic_endpoint A ety RARA > I, XA
U — ROESALIZHEA S5 URL
TJ, Vault TRRETEET,

master_encryption_key_id = INAY — ROB RIS
F—® OCID, Vault THRE TX E
R
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| oci ~® ASA {78 Auto Scale V') 21— 3 VDEA

ATy T2

INY TR T |

INT A=A T—8847 B

a7 7 A4 (Profile Name) OCl Da—H—D a7 7 AV
<Y, a—YP—D7Tu 7y Ak
7varyDFICH) £7,

5] : oracleidentitycloudservice/
<user>@<mail>.com

FTV el NA L — VDAL T I h ORI R S LD —
il BOHHT-Ccd, ZofEiX[ocCI]>

[B#E (Administration) 1>[ (77
> kDM Tenancy Details) | CHE

RMTEET,
FRRE h—72 > (Authorization OCl =7+ LA M UIZ Oracle
Token) B¥aE Sy vad b L ETAT

% Docker ~D 1 7 A HEDI/RA
UV—R&LTEMRMENET, b—
U v RS 5121, [OCH > [7
A ToT 14T« (dentity) 1>
[2—%— (Users) |>[2—H D5
#l (User Details) 1> [ERBEE b—2
> (Auth Tokens) |>[k—2 > ®
4 (GenerateToken) [IZ/Eh L
7,

O— RKRZUYOEFEHTa—T 7 7 v AR) o —DF T2V b, 4B A, NATL—LEZREL
ij‘o

! Default route via outside
route outside 0.0.0.0 0.0.0.0 <Outside Subnet gateway> 2

! Health Check Configuration

object network metadata-server

host 169.254.169.254

object service health-check-port

service tcp destination eqg <health-check-port>

object service http-port

service tcp destination eq <traffic port>

route inside 169.254.169.254 255.255.255.255 <Inside Subnet GW> 1

! Health check NAT

nat (outside,inside) source static any interface destination static interface metadata-server service
health-check-port http-port

nat (inside,outside) source static any interface destination static interface metadata-server service
health-check-port http-port

! Outbound NAT

object network inside-subnet

subnet <Inside Subnet> <Inside Subnet Gateway>

object network external-server

host <External Server IP>

nat (inside,outside) source static inside-subnet interface destination static interface external-server

Cisco Cisco Secure Firewall ASA Virtual 9.18 R 2 — 7 v THA K .
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B ssamor o o%m

ATV
ATV

73
74

! Inbound NAT

object network outside-subnet

subnet <Outside Subnet> <Outside Subnet GW>

object network http-server-80

host <Application VM IP>

nat (outside,inside) source static outside-subnet interface destination static interface http-server-80

|
dns domain-lookup outside
DNS server-group DefaultDNS

! License Configuration

call-home

profile license

destination transport-method http
destination address http <URL>
debug menu license 25 production
license smart

feature tier standard

throughput level <Entitlement>

licence smart register idtoken <License token> force
|

INLDOEFEE T —T GBI T =2 T L= BNT B ARY = THA SN TV DHERH D 9,
REDFEMIZ 4 F L configurationtxt 7 7 1 /L& B L £,

A—PF—=MER LA T V=7 b AR L—Y A—X|Zconfigurationtxt 7 7 A VA& T v 77— KL, 7 v
Tu— L7 7 A VOFERGFEREY 7 =& b Z2ERR L £,

G¥) AZ v 7 OREMT, configuration.txt DHFHIFEAEF ~ U 7 = A FURL MEH STV 5D Z & &t
LET,
ZIP 7 7 A WEARR L E T,

makepy 77’])/I/ﬂi\ %E;@éhﬁ: U RPN U P‘;H:Bl?) ) i‘@—o python3 make.py build I~ l\%%ﬁi L,
7ip 7 7 A NVEAER LE T, MR T A NVHIEIUTOT7 7 A VBB £3,

Tue Jun @8 @7:46 AM [sumis@SUMIS-M-41KG target]$ tree -A

Oracle-Functions.zip
asav_autoscale_deploy.zip
asav_configuration.

deploy_oracle_functions_cloudshell.py
- templatel.zip
templatel.zip

@ directories, 6 files
Tue Jun 16 AM [sumis@SUMIS-M-41KG target]$

(6=3)) 777 Ky =LA LT Auto Scale YV = — 3 /%%E‘ﬁ—é—é%é\bi\ python3 make.py build
% F174 S HIC easy_deploy/deployment_parametersjson 7 7 A /L& TH L £, FHITOWTIL,
(27 w7 1) BLO [Oracle IO ER | 2SR LTI 7ES0,

. Cisco Cisco Secure Firewall ASA Virtual 9.18 R 2 — k7 v TH A K



| oci~® ASA {%#8 Auto Scale V1) 21— 3 VDHEA
01~ Auto Scale DEE ]

0Cl ~@ Auto Scale ) E B

BEORMESM R A FIEEZTT LIZ6, OCIA Y v 7 OIERZBRA L £, FEIERZ2ET
TH), (VT 7 R /L% L7 Auto Scale DB A) ZFEITTEFET, ZYT2153—U 4
VAORBRAZ Y NET U L— BRI, GitHub UARY FUMNBAFTEET,

FEIER

T RY—x 2 KD Auto Scale YV = —> 3 VORERIZ, RO 3 SOFIETHEKEINET,
Terraform Template-1 A % 7 OJER | Oracle BAXt D R, ¥R\ T Terraform Template-2 ¢ £

Terraform Template-1 X 2 v & O B

2TFYv 1 OCI R—&nica 714 LET,
HuRi%, EEof EBIcERENET, BRIOHIBNICHEEL TWAZ 2R LTI FE N,

ATv 72 [TROY/NA—H—E X (Developer Service) | >[!) YV —AXI*—T+ (ResourceManager) 1>[R2 w9
(Stack) [>[R%& v DERL (Create Stack) [DIEIZEIR L £,

[V A #E (MyConfiguration) |Z&IR L, RORIIRT X I, R T 40X NIZH 5 Terraformtemplatel.zip
7 7 A V% Terraform OFXE Y —A L L TEIRL £,
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0Cl ~ ASA {38 Auto Scale V') 21— 3 > DBEA |
. Oracle EAHID R

Stack Configuration (2)

Terraform configuration source

Folder @ .Zip file

&30 Drop a zip file] Browse

ternplatel.zip

Working Directory

Mama Oobion

template1-20210420223815

Description Opliona

Create in compartmeant

3

Manual_Test

Terraform version

L]

0.13.x

Support for Terraform version 0.11.x ends in May 2021,

ATYT3 [FT VAT g —b/"—T 3 (Transform version) | K2y 7 XU 2 M T, 0.13.x £721% 0.14.x %8R
L\i‘é—(}
ATFY T4 ROFIETIZ, 2T v 7 I TIUE L3 A2 T _XTAALET,
GE)  ARRATINTGA—=FH AT LnoTL 723, 29 LRnE | DBEOFIATAZ v 7 OREBEIZK
T B AlReER H D 5,
ATy 7TE WOFNET[Teraform7 2 <3 > (Terraform Actions) > [ A (Apply) 23R L £,
IERICEB &= 5. Oracle B O EBIC L £,

Oracle B D ERA
A

GE)  ZoOFNEIE, Terraform Template-1 O AN L7 ZICOBRFATT 20BN H Y 7,

OCI TiX. Oracle Pd%kiX Docker f A—2 L L TT7 v 7Fr—R&Eh, OCla>TF LA RY
WARTESNVE T, Oracle BA%ki%, BAREZ OCI 77V /77— 3 > (Terraform Template-1 C{E
) D12y atTHNERSY £,
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| oci ~® ASA {78 Auto Scale V') 21— 3 VDEA
Oracle B3 & BA .

ATV T1 OCIlD7 T Ry=VvaflE 4,

ORACLE Cloud ot het

Get Started Dashiboard

Quick Actions

Create a VM instance Create an ATP database

AT w72 deploy oracle functions cloudshell.py & Oracle-Functions.zip %7 »~ 7 u— KL £,
JTT Rz NVDNN—=T]—A=a—6 [T vy 7 a—K (Upload) | Zi&R L £,

Cisco Cisco Secure Firewall ASA Virtual 9.18 R 2 — 7 v THA K .



0CI ~ ASA {18 Auto Scale V') 1 —> 3 VDEA |

. Oracle BA% D B R

Cloud Shell

Download

e

T Upload

File Transfers

t') Restart

¢ Settings »

ATY T3 Isa~vr REEHALTT7 7 A V2R LET,

Deploy_Oracle_Functions.py

. Cisco Cisco Secure Firewall ASA Virtual .18 X 2 — b 7w THA K



| oci ~® ASA {78 Auto Scale V') 21— 3 VDEA

AT j4 python3 Deploy Oracle Functions.py -h %gﬁ%ﬁibij—o 'U\‘F@&:ﬂﬁ\”g—ct 5 Wz

Oracle B3 & BA .

W

deploy oracle functions cloudshell.py A7 U 7R, WL ONDATINRT A—FBNMBETT, FHE

help 512z M L THERR T & £97

$ python3 Deploy_Oracle_Functions.py =h
usage: Deploy_Oracle_Functions.py [-h] -a -r -p -¢ -0 -t

44k Script to deploy Oracle Function for OCI ASAv Autoscale Solution sekek

Instruction to find values of required arguments:

Application Name: Name of Application created by first Terraform Template
Region Identifier: OCI —> Administration —> Region Management

Profile Name: OCI — Profile

Compartment OCID: OCI -> Identity -> Compartment -> Compartment Details

Object Storage Namespace: OCI -> Administration —> Tenancy Details
Authorization Token: OCI -> Identity -> Users -> User Details -> Auth Tokens -> Generate Token

optional arguments:

-h, —help show this help message and exit

MName of Application in OCI to which functions will be deployed

Region Identifier
Profile Name of User
Compartment OCID

Object Storage Namespace

Authorization Token for Docker Login (#Please Put in Quotes)

27 V7 M ERFETT DI, ROGIBEELET,

R 2518 L

515

HEER

FrVr—ay

Terraform Template-1 D& A TIER L7 OCI 77V

r—a Y OARITT, ZOfEIX, Template-1 Tff

H.&n7- Tautoscale group prefix] L4717 A
[_application] ZAHAGHOEZHDTY,

IJ—< 3 VEAIF (Region ldentifier)

V=Y VTR, S & £ OC THEE
Shifla— FU— o,

Bl . 7 z=v 7 ADEEIE Tus-phoenix-1] . A /LR
v DAL Tap-melbourne-1]

FTRTCOV—Vartzo)—va Vil rol 2
& EFT 5121, [OCI] > [BE

(Administration) ]1>[Y)—< 3 V& (Region
Management) [IZB#E) L £,

JOoJr74IL4%

OCl DY FNipa—HF—T a7 7 A VL4 TT,
15 . oracleidentitycloudservice/<user> @<mail> .com

LZENE., 2—F—DFa 77 AT gD FIC
HET,
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. Terraform Template-2 O E R

0Cl ~ ASA {38 Auto Scale V') 21— 3 > DBEA |

518

LEEGE AL

J2/N— kA2 bk OCID (Compartment OCID)

ZhiE, 8=k A hDOCID (Oracle Cloud i
BIF) TH, 22— —=R0CIT 7 r—a ik
ML TWDar — kA o OCID,
[OCI]>[7AT>T 4T« (dentity) 1>[3 /33—
A2k (Compartment) [>[22/8A— A2 bD
Z%# (Compartment Details) JI2®&EI L £,

AT FRFL—PDARTZEM

T2 D OVERRHAER S B — B OB TT,

[OCI]>[&H# (Adminigtration) 1>[T7 > DA
(Tenancy Details) I8 L £,

SREE k—7% > (Authorization Token)

ZHUE, OCI 27 LA b U IZ Oracle B% %

Ty adTBHI EEFFAT 5 Docker @ 7 A DX

AU—RELTHERASNET, BAXZ Y SRT
b= &SRB CHATEELET,

[OCI]>[7AT>T 4T« (dentity) 1>[1—H—
(Users) 1>[2—Y D&M (User Details) ]>[533
F—4% > (AuthTokens) |>[k—9 > DER
(Generate Token) JIZB#E) L £7,

il SO T —F—DOFEMNER SN WG E
%, [BAFEY—E R (Developer services) | > [HERE
(Functions) 1% 7 V v 7 L%£7, Terraform
Template-1 CIERL L7277V r—2 a IZBENL £
¥, [FIHZBIMAT D (Getting Started) 1227 U v 7
L. [Z7 77 Rz /VO%E (Cloud Shell Setup) %
BINT 2L, FlEAZED TWL FT, LLFICRT X
INCFRFE N —2 VBERTHTZDD ) I PERS
nEJ,

Generate an Auth Token

X7_"7705 ﬁ?ﬁfxlﬁéliﬁt%{ﬁ LT, python3 Deploy Oracle Functions.py o< ]\%‘fiﬁi Ljfjﬂo jﬂ’\’(@&%ﬁg%ﬁ%
BRI 2T 23 000 0 £, £D%, 77 ANVEHIBRLTZ ZU R VEPALD Z ENTEET,

Terraform Template-2 M E 5

Template-2 |%, 77 —24, BEEEMNOHTZHOONS Ny 7728 77— AERRICESE T
5V Y —2A%ER L $£9, Template-2 DJER L, Terraform Template-1 DRI TV E T,

ATFYv 1 OCl R—&nica 714 LET,
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| oci ~® ASA {78 Auto Scale V') 21— 3 VDEA
957 R )LEEMA LTz Auto Scale DEA .

Huglx, EEOL ERICRRIRENE T, BROHIBNIZFEL TWAH Z & 2R L T E SV,

RTw T2 [TROY/S—H—ER (Developer Service) ] >[1) V—RI#—T+ (ResourceManager) |>[R2 v
(Stack) 1>[R2 v Y DIER (Create Stack) DNAIZERIN L F 7,

Terraform X ED Y —A L LT, #—45 v N7+ /X IZ& % Terraform template template2.zip &R L 7,

ATY T3 ROAT 7T, Teraform7 9 23> (Terraform Actions) [>[#A (Apply) 127V v 7 LE9,

257 Kz )LZEERLT- Auto Scale DEA

B DA — /=~y FEERRES 572012, flfhzy Ry —x 2 RORMAZ U7 b 2O
LT, HEIR S — Y U 2—3 3 (terraformtemplatel, template2, 33 JTNOracle B%%) % /&
B CT& £,

ATy T W7+ /VEWNICH S asav_autoscale deploy.zip 7 7 A Va7 T Ry = M7 v 7u—RKLT, 774V
R L £,

= Cloud Shell

sumis@cloudshell:~ (us—-phoenix-1)$% 1ls -ltrh
total 52K
—-rw—r—r——. 1 sumis oci 51K Jun 8 82:43
sumis@cloudshell:~ (us-phoenix-1)$ unzip asav_autoscale_deploy.zip
Archive: asav_autoscale_deploy.zip
extracting: templatel.zip
extracting: template2.zip
extracting: Oracle-Functions.zip
inflating: oci_asav_autoscale_deployment.py
inflating: oci_asav_autoscale_teardown.py
inflating: deployment_parameters.json
inflating: teardown_parameters.json
sumis@cloudshell:~ (us—phoenix-1)$% ls -ltrh
total 140K
—rwW—r—r——. sumis oci 2.5K Jun
—MW—r—r——. sumis oci 4.6K Jun
—MW—r—r——. sumis oci 7@ Jun
—-rwW—r—r—. sumis oci 35K Jun
—rwW—F—r—, sumis oci 7.1K Jun
—MW=r=——r=——, sumis oci 22K Jun
—MW—r—r——. sumis oci 1.9K Jun
-rw-r—r——. 1 sumis oci 51K Jun
sumis@cloudshell:~ (us—phoenix-1)$%

82:

B2:

82: teardown_parameters.json

B2:

e2: oci_asav_autoscale_teardown.py
82: oci_asav_autoscale_deployment.py
82:16 deployment_parameters.json

(. H

00 Co OO OO0 00 00 00 oo

AT w72 python3 make.py build 2~ K& EITT HHIIC, deployment_parametersjson D A ST A — X PNHEF X
TWHZ EZMERBLTIIEEN,

ATw T3 AutoScale YV =—3 9 VOEAZBAET HITIE. 7T U R = /LT python3
oci_asav_autoscale deployment.py a<x ]\é’ﬁﬁi Li‘fo

IV a—a VORERANETTHETITH 10 ~ 15 50000 £9°,
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0Cl ~ ASA {38 Auto Scale V') 21— 3 > DBEA |
B =ooz

VVa—va yORBAPICZI—NRBELZSEG. =7 —n 2 BMMRFEINET,

REDIRL

TRTOY J—ZANEZ I, Oracle N T 7 —AL A XV MIEHEINTWHENE ) g
BIELET, 774/ P T AV RAZ VAT =N DA VAL ADFNE & BRI ER T
9, OCIUl TA U AZ VAT =V ZifmE LT, LBERE/NMIERERBICRETEET, I
LD, BILWASARE A v AZ AR MY H—ENF T,

1 ODA VAR ADREREILTY—7 70 —%MR L, TOA LV AX U ANHEEEB DI
FEL TCWAENEIMERIET A2 L2 HIRELET, ZORFEZRA 5L, ASA A8 O
EE OB A B TE £,

\)

GE)  OCILAr—V 7RI =L DHIBRE RGBT D 72012, /MO ASA AR A v A v
AL Rr—ILA UREL L THELET,

Auto Scale D 7w 745 L— K

AutoScale RZ YO DT v FHL—FK

IOV —=RATET v 77 L —REVR—FINTWETA, A¥ v 7 ZFHEATHLERH
D E£9,

ASAREVM OF7 v T L—FK

TOVY—ZATIE, ASAIRBEVM O7 v 727 L — RiZHR— FEnTWEHA, HLER ASA

A A A=V EMEALCAY v 7 HHEATHILENLY £,

AVARBURT—)L

L AVAZAT—=NHNOA U AZ L ADR/NEE B REEEETHIT1E, IROFNEE FEAT
=

[FABw/{—H—E X (Developer Services) ] > [##E (Function) 1>[7 FU4s— 3>
£ (Terraform template-1TYERE#)  (Application Name(created by Terraform Template
1)) 1> [%E (Configuration) |22V v 7 L¥7,

min_instance_count & max_instance count % ZILZEAAE T L E T,

2. AVABZLUADHIBRAETIZ, A7 —NAA v ERETIIHY FHA, AV AX AT —LN
DNTINNDA LV AB U ANRT— LA T 72 g TIERLINET 7> a D=l
BRAET SNT=E. AV AX AT —)VIZEBIICHT LA VA X ARG L CRIE L
F7,

3. Max instance count TiX, A7 —AT U 77 arDOLEVERIRBZERLE T2, U
ENLCA VAR AT = NDA VAR AEEFESTHZ ETLEVES LA Z LR
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| oci ~® ASA {78 Auto Scale V') 21— 3 VDEA
R e |

TEET, ULDA U AZ AR, OCLT 7Y r—3 3 > Ci%E 4172 max_instance_count
K ThHHZ L EMERLET, TNLUSNOHAT, #U)72 L VMEICHESCLET,

4, TTV = a U NHEEA VAL VAT = VNDA AR ADEERL L TH, 7
TN TRESNTEZZ V=0T o777 varidFETEanEti, Moo — AT 4
MOy 72 KIS R LA U BXOHIBREN WD, ASA I IZffk5E S Tnas T4
R ERbNET,

5. i EOBE T, ASA AR A v A X L AZEBE NV IHERT, — 1 SSH #&H <3|
%T%EV%Q\4/1?/1#4/X&/x7~wﬂ%ﬁﬁm CHIBRE N, T4 BV R
NEDILAFEEERH D 7,

Oracle BEA%

* Oracle B9%5i%. FERIZIX Docker £ A —T9, Docker £ A —1%, OCl 2T F LT A
VDNV —bT 4 L7 FUVITRTFEEINE T, Docker £ A —ITHIBR L 2N TL 72 &0,
Auto Scale YV z2— a CHEAINIEELEIBRINET,

» Terraform Template-1 (Z & > TYERR & 4172 OC1 7 7'V /r—3 3 »1Z1E, Oracle BIESIE L
SEWET D7D EREERBREAEPEENTOET, LATRVIRY, ZAbDBR

BAEBOMEL 7 4+ —~ v POEELRNTEEN, MALNIZERIL, FrLng A
ANZDI S ET,

sl WA VA, M) VASEy Ms sV N AV &

OCI TA Y A L AT —iln— RT3 2T 5856, ASA (AR CEHEA ¥ —
Tz—AE LTRERESINTETTA~IA U Z—T =2—REFEH LI FIEOAYR— I Tn
T, LB oT, WA v Z—T = A RINEH R — R AZ DRy 72 By MRS
FonET, SMNBA o F—T oA A, SN — R T Oy 7 Ry MIMDTH
NET, ZNHDIPIFRNy 7=y My MIEBMIZEMESNZD ., RSN LEREA,
AutoScale YV 22— g T, ZNOWMGFDX A7 270 7T ACTUELET, 72720, 4
WTIvary, AVTFUA NI TNV a—T 4 T OEAE. FEICTETT HLEMENA
CAHZENDY ET,

FRE LT, VAF—=e RNy 72 Py F2EHLT, v— AT 3 —TEMOR—
R ZENTEET, SBDOA L AZ AP IRy 72 Ry MCHBIMIOBMS L E
T, BFOA AL X IP IZFETEMNT D2 LERH Y £7,

A— KNS UHTOY R FT—0DEM

B— RKNRZ Y TR— &2 A F—L L CGEMT HI2E, [OCI>[Ry hT—F 24
(Networking) ]1>[B— K/85 >4 (Load Balancer) |>[Y AF+— (Listener) ]>[) RF+—D
{ERL (CreateListener) JI2&Eh L %9,

N DIV RENRYI IV Y MIER

ASARAR A VAL A% a— RN IR ERT D121, ASARIER A VA XV ADIERA
H—Tx A AP BT — KT POy 72 Ry TRy 72 RELTRHRET D
VERH D FT, N A 2 —T A AP, Nife— KRS o —D Ry 7 Ry b
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0Cl ~ ASA {38 Auto Scale V') 21— 3 > DBEA |
B oo oAt scale E IR

TNy I RELTERETDHVERDY ET, FHLTWDEAR—FRU AT —IZENMSNT
WAHZ EEZMERLTLSIESN,

0CI ) Auto Scale % F D HI[&

Terraform % L CEAINTZAF v~ 71, OCI @ Resource Manager ] L C, [F U5k
THIBRCEE T, A¥ v 7 ZHIBRT D&, ZORZ v 7 IZ Lo TER ST RTOY V—2
DHIFRSI, 260l Y —AZBEEMT BTV DT X TOFRNERICHIFRSNET,

N

GE) REZ v 7%RHIBTABEEIT. AVAZVAT—IVDA LV AZ L ADFR/NIEE 01T LT,
AVAZUANKT T DHETRHFODZIEEHRLET, £H95TDHZET, TXTHOA A
B UADHBIBRMNE /2D, A VAZ UABRFERD FH A,

FENC L DHIRT D, 7T Ry = /L& L7- Auto Scale DI 2 T& £,

FEZ & HHIFR

T RY—x 2 RO Auto Scale ¥ U = —3 3 VOHIRIZ, KD 3 SOFNETHER S ET,
Terraform Template-2 2 % = 27 DHIER, Oracle P DHIER, YKV T Terraform Template-1 A %
7 DHIER

Terraform Template-2 X 2 v & M &l B&

HEhA 7 — L3 E & BT 5 121%. &UIZ Terraform Template-2 A %~ 7 Z HIER$ 2 BN H
D i‘g—o

AFyT1 OCIAR—Fiza s A LET,
Mg, WA FMBICERENE T, HOMBNICEE L TWAZ L 2R L T EE0,

RATv T2 [TROY/A—H—E X (Developer Service) | >[J Y —RAIY*—T+ (ResourceManager) 1>[R2 w9
(Stack) JDNEIZER L E T,

AT 73 Terraform Template-2 |2 X > THERR S LA v 7 38R L, IROIKNZRT X 912 [Terraform7 7 v 3 v
(Terraform Actions) ] KB v 7% 7 A =2 —"T [MEFE (Destroy) | Z#IRL 7,

Terraform Actions + Add

Plan

Apply

Import State

Destroy
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| oci ~® ASA {78 Auto Scale V') 21— 3 VDEA
Oracle B&I D HIRR .

EEY a TSN ES, U Y —2ADIERHIBRS D £ TRMA2 D 97, RED a 787 T LIEb,
TORNIRT LK IICAZ v 7 ZHIBRTE £,

Plan Apply Edit More Actions.

Import State

Stack Information Tags

Run Drift Detection
Description:
QCID: .. kujpug Show Copy
Craated: Mon, May 10, 2021, 09:56:4 Download Terraform State
Time of Drift Detection (Last Run):

Maove Resource

Add Tags

Jobs

: Delete Stack L :
A job is created when you run a Terrafor[ s Jerraform actions tcj
\

AT 74 Oracle BIEDHIBRICHEA £ T,

Oracle BIZ D HII B

Oracle BA#( ™ BB 1% Terraform Template 2 % v 7 RBHO—{ & LT TIER<, 77U Ry =)L
EEAHLTEMZT vy 7a—RKLET, LE->T, HIERD Terraform A % v 7 OHIBRTILH
A— b ENTWERA, Terraform Template-1 (2 X > TIER SN2 OCL 7 7' U r—2 a D
J_TD Oracle A HIBRT 2 0LE R H YD £,

ATy T1 OCIHR—Fiza s A LET,
Ml EimoA FBBIcFRREINET, BROHIBNIZEEL TWA Z 2R L T FE0,

ATy 72 [AEEBY—EX (Developer Services) |>[##E (Functions) [DJEIZIER L £ 3, Template-1 A ¥ » 7 TIE
WENET TV r—a A ERIRLET,
ATV T3 ZOT7 TV r—a VINTEEREICT 7B A LTHIBRL 7,

Terraform Template-1 X % v & D #l ik
A\

GE)  Template-1 A% v 7 OHEIBRIL, 3T Oracle XL ZHIFR L 7= RICOHLFH L £,

Terraform Template-2 OHIFE & R L CTF,

ATy 1 OClR—Zvice s A4 LET,
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0CI ~ ASA {18 Auto Scale V') 1 —> 3 VDEA |
B 759 ko %6 LT Auto Scale DA

i, WiEoA EMBICERRrRINET, BROHIENIZITFEL TWAD Z 2R LTI E 0,
ATY T2 [TROY/R—H—E R (Developer Service) ] >[J Y —AI*—T+ (ResourceManager) 1> [R% w75
(Stack) JDINAIZER L £

AT w73 Terraform Template-2 |2 & > TYERR S 7= A X 7 %8I L, [Terraform” 2 3 3 > (Terraform Actions) ]
Ra vy 7 H Y A=a—TCHEZEE (Destroy) |Z&EIRLET, I a 72MER SN ET, UV Y —ANEK
HIbR 45 £ TR 000 £7,

AT T8 BEEY a2 TRETLESL, FTORIIRT X I, [ZOMOEIE (MoreActions) | KR v 77X T A =a—
MHAY w7 ZHIBRTEET,

Plan Apply Edit More Actions.

Import State

Stack Information Tags

Run Drift Detection
Description:
OCID: .. kujpug Show Copy
Craated: Mon, May 10, 2021, 09:56:4 Download Terraform State
Time of Drift Detection (Last Run):

Maove Resource

J ObS Add Tags

: Delete Stack L :
A job is created when you run a Tenraror[ s Jerraform actions tcj
\

Terraform Template-1 2 % v 7 OHIERAKI L2 b, T XTD YU Y —ARHIFRS L, BFELTNWDY VY —2A
DIRNT L 2R T D 0ENH Y £,

257 kL z)LZEEMAL 1= Auto Scale DHIR

A7 VT hEEHLTAY v 7oA 7 7 VBEBZHIBRT 2121%, 2= R =/ T python3
oci_asav_autoscale teardown.py =¥ K% 5447 LiTo ALy P NFECREBEIN TS
A%, stackl & stack2 DA X » 7 ID Z H#7 L, teardown parametersjson 7 7 A /v DT 7V /r—
varIDEEHLET,
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5 12 =

Google Cloud Platform ~ ASA {48 M EFF

Google Cloud Platform (GCP) Z ASA {iAH Z#EATE £,

* GCP ~® ASA 58 DJEFIZOWT (245 X—)

« ASA 18 & GCP ORi$EEAE (247 ~—)

« ASA IR B X ONGCP DA A KT A v LHIIRHFE (247 X—)
«GCP ED ASAI OF v hU—27 bR YO (248 ~—)
* Google Cloud Platform ~@® ASA {548 OB (249 ~—)
«GCP D ASA KA A L A LV A~DT 7B A (253 _—3)
«CPUEHHRE LAR—F (255 —)

GCP ~® ASA x78 OREEIZDWVT
GCP #4255 &, Google CLRILA Y7 TA NIV F ¥ TT 7Y r—a, Web¥A b
P RAEHE, BH, BIXOIETE £,
ASARAR I, WEEASA LRILY 7 b =T #FET LT, IRIET7 +— L7 7 7 ZIZBWTEGE
BFHOEF 2V T o HREE R L ET, ASARMIZ, N7V v 7 GCPIZEHTEET, 20D
BEREEITH) Z LT, FfoBE L bicnr—ya U EARR, B0, £ 7 M AR
BXOWHTFT -2 Z—DU—/n— Fa{#ETE 7,
GCP T A A4 TDHHKR—F+
ASA A8 D =—X|ZHHE T Google (HAE~ L > DX A T &V A4 XA L E7,

ASA FAB X, ROILANI, N2, BXWar Y a—T 4 7 ii#E{t C2GCP ~ T v ¥ A T &Y
A—FLTWET,

K2B: Y R—tEhdavEa—T1 o IRELEIIVE4T

aVvEFa—FT« UORHEILEY B
vuRAT

vCPU »>EY (GB)

c2-standard-4 4 16
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Google Cloud Platform ~ ASA {&#8 V&R |
B ccr~oasamE oEBIzoOVT

AVvEa—Ta U RELY |BHE
B4 T
vCPU »%E' (GB)

c2-standard-8 8 32
c2-standard-16 16 64
RAU:YR—rEhBRARATI V84T

K% E ) B

vCPU »%1) (GB)

nl-standard-4 4 15
nl-standard-8 8 30
nl-standard-16 16 60
n2-standard-4 4 16
n2-standard-8 8 32
n2-standard-16 16 64
nl-highcpu-8 8 7.2
nl-highcpu-16 16 14.4
n2-highcpu-8 8 8
n2-highcpu-16 16 16
n2-highmem-4 4 32
n2-highmem-8 8 64
n2-highmem-16 16 128

cASA AR IZIE., D &b 320D, U H—T = A ANRNMETT,
o FIR— k&N B vCPU O KL 16 T,
e AE Y b~ v A A TIEVR—FENTWER A,

a—H—iX, GCPTT WV b &VER L. GCPMarketplace ® ASARIR T 7 A 7 7 +—/L (ASA
AR) BEL A LT ASARAE 4 LV AX VA EEEI L, GCP~ Y XA T HEIR LT,

C2avEa—T4VImREIEYI V24 TDHIREIE
I a—TF 4 TR C2 v B A AT, ORI H Y F1,
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| Google Cloud Platform ~ ASA {48 0 &RA
asa 22 & oep orriezs

c AL Ba—T g TRELY A AT T, VT a VKT 4 A7 2 TE £
Ao FERIZDOWTIE, Google @ K% = A > [Adding or resizing regional persistent disks
MR LTI,

WA~ U EATRBIOAT VKb~ v H A T LR R DT 4 A7 HIRSHEA S E
T, FEABIZ OV TIX, Google @ R = A | [Block storage performance] 2 L T 72
é l/ \O

e~ =) =g U TORMEATEET, FHFMIZOVTIE, Google® R¥F = X |k
[ Available regions and zones] ZZ M L T 7230y,

« =D CPU T v b7+ —LTORMEPTEET, FEMICOVTIL, Google D F¥F = X
> b [CPU platforms] Z#ZML T 7ZE0,

ASA {z*8 & GCP DHIIESEH

« https://cloud.google.com T GCP 7 7 > M &ER L 97,

*GCP 7 v =7 FaERLET, Google K¥ = A h® [Creating Your Project] % ZH
LTLEENY,

c ASA AR ~D T A & A5, ASARARIZT A B A& 595 £ TiE. 100 BOHE
&£ 100Kbps D A )L—"7" s DB A] SN DHMHEE— R THEITEINFE T, [Licenses: Smart
Software Licensing] #ZM L T 7230,

AU EBE—T A ADEf:

cEHIA L H —T 2 A X ASDMIZ ASA AR BT AR IN, N T 74>
7 OFEBITIIEHTE ETHA,

cHNERA L H—T A A NERAR A T ASA R 284 27O s E T,

A L H—T AR ASARAR B NT Y v 7 Ry MU — 7 I CHE T B T2 O
SnEd,

o /N

s ASARABIZT 7B AT B2 D/RT Y v 7 1P,

o ASA A > AT BRI OV, Cisco Secure Firewall ASA O Bl [33E] 25 L C
<&,

ASA R 8L GCPDHA 54 > LFIREIE

HiR— b S h S#EE
GCP D ASA {RAE 1%, IROREZ Y HR— L TWET,
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https://cloud.google.com/compute/docs/disks/regional-persistent-disk
https://cloud.google.com/compute/docs/disks/performance#c2-disk-limits
https://cloud.google.com/compute/docs/regions-zones#available
https://cloud.google.com/compute/docs/cpu-platforms
https://cloud.google.com
https://cloud.google.com/appengine/docs/standard/nodejs/building-app/creating-project
https://www.cisco.com/c/en/us/td/docs/security/asa/asa98/configuration/general/asa-98-general-config/intro-license-smart.html
https://www.cisco.com/c/en/us/td/docs/security/asa/asa98/configuration/general/asa-98-general-config/intro-license-smart.html
http://www.cisco.com/c/en/us/td/docs/security/asa/compatibility/asamatrx.html

Google Cloud Platform ~ ASA {&#8 V&R |
B ccrromsamEory ro—s FROSOH

+GCPIRET T A _X— 27 F T K (VPC) ~DJER
o A UAK AT FK 16 H D vCPU
e —F v RE—F (F7%/ 1)

e I A : BYOL DA% HR— K

YiR— kIR
GCP LD ASA AR 1X, kDOBREL AR — F L TWEH A,
« IPv6
e A AL A LAULD IPYV6 X EIL GCP Tl AR— Skt A
o 01— RANT Y TETF 3 IPV6 B 252 1T AL T IPVA R T GCP A A X AT | &%
CTEET
« X UIR T L— A
« ASA AR = A 7 1 7 HA
« HEj R r— 1

s NTUART LU NA Y TA VIR T =R

GCP LD ASAREE Dy kT—2 bARA T D

WO, ASAIRIE D3 >OY 7 x> b (FHL NEE. IM8B) 23 GCP NIZEEE STV D
N—Tv R T77AT U+ =)L E— RO ASAME OHLER Y hT—27 AR YZRLTVE
j—o
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| Google Cloud Platform ~ ASA {48 0 &RA
Google Cloud Platform ~> ASA 1222 DEH [

54: GCPRBAT M ASA{RHE Dl

‘-} Csonge Cowd Harorm

Management W Rules

WPC Network GCP Route Table
182.168.0.0/24 192168.2.0v24 ﬁ e
estination
— o et | W eonn nside! 192168.3.0/24
. Next Hop IP of ASA virtual Gig 0/0

Ve PWRules

192.166.3.0024 J@ GCP Route Table
 Jomn lnutside}"_@ Destination | 192.168.2.0/24

eth2 | Next Hop IP of ASA virtual Gig 0/

Management:
ASA virtual can be managed via ASDM. Port 443
needs fo be opened for hittps cannection.

Google Cloud Platform ~® ASA {x 18 @ E B

Google Cloud Platform (GCP) |Z ASA {48 #E AT E 7,

VPC vy FJ7—9 DER

IR BHHEIIZ
ASA AR DB ATIL, ASAR ZE AT ARNZ3 DRy N —7 ZERTA2LENRH Y F
T, Ry NU—Z 3RO LB TT,

 FEY TRy hOEE VPC,

« NIV 7 %~ F OWNE VPC,

« SNV T R > R DA VPC,
BT, ASAIRB ZBRTA NI 74 v 7 70 —%FA+TA5 L9 — T —7 L GCP
T7AT T4 ==V ERELET, V— T =TT 7 AT 74 —Lb—L1d, ASAIK
BEHERICREEIENTWALO LTI TnET, Bh#idhrxy hU—7 LHSEEICIL U T

GCPIL— FTF—T N T 7 AT I — N — I LHTIEHTET, TGCP LD ASA {Kf8 »
Fy FU—7 hARa Yo (248 X—) | BB LTSN,
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Google Cloud Platform ~ ASA {&#8 V&R |

B o7 7or—nn—norm

ATv T

ATv T2
ATvT3
ATv74
ATvTH

ATvT6

ATy 71
ATvT8

GCP = —/LC, [Networking] > [VPC network] > [VPC networks] %% L, [Create VPC Network] % 7
Uy 7 LET,

[Name] 7  —/L RIZ, VPC X U —27 D0 R0 WARTZ AT LET (fi : vpe-asiasouth-mgmt)
F7 2y MERE—RT, [FAHX L (Custom) 127 U7 LET,

[New subnet] @ [Name] 7 4 —/L N2, @724 H742 A LET (] : vpc-asiasouth-mgmt)

[#g (Region) | ey FZ 0 U X Mhn, EHRICHE Lo IRARIRLES, 3 20y hT—2713T
RCFELCLY =V a RNICHLLERH Y 7,

[IP address range] 7 4 —/V KT, &HIDF v hT—27 OH 73 v k% CIDR JER (10.10.0.024 72 &) TA
JILET,

ZOMT X TORETT 74NV FOEET, BB (Create) |27V v 7 LET,

AT w1 =T %EVIELT, VPCDIEY 2 50F >y U —7 Z/ERR L £7,

TJ7A4AT7 94— ILIL—ILDERK

ATy I

ATy T2

ATvT3

ATy T4

ATy TH

ATvT6

ATy T17
ATvT8

ASARAR A A v ZADRBIFIC (SSH I L OHTTPS ##5t & §F Al 5 72012) HEA v 7 —
T2AADT 7 AT VA —N—NZEHALET, GCP LD ASA (RfH A > A% 2 ADIERK
(251 =) BT &, EHIOETL T, WEB I UMNEA v X —T = ZAD T 7
AT A —NIV—VENERTHZ EHTEET,

GCP 2>V —/ T, [*v FT—F >4 (Networking) ]>[VPC #v kT —% (VPC network) |>[Z7 74
T oA—IL (Firewall) 1Z&IRL, [F7A T2+ —ILIL—ILDERL (CreateFirewallRule) 147 U v 7
LEd,

[Z8T (Name) | 7 4 — /LRI, 77 AT 74 —b— LD R0FTWARTE A LET (F
vpc-asiasouth-inside-fwrule)

[Network] K2 7 X7 U A NNnD, 7747 U4+ —b—LE{ERKT S VPC F v b U —7 D4R %%
WL FEJ (# : asav-south-inside) .

[#—7 vk (Targets) | KRy T X T YR NRG, 77 AT U+ —b—/VITHEMATRER A T v a v &
BILET (] : [Ry FT—VADTRTDA > RXZ X (All ingancesin the network) 1) .

EfETT IPEEE (SourcelPRanges) | 7 1 —/V RiZ, #EILIP 7 L ADOHIPHZ CIDR XX C AT LET
(%1 : 0.0.0.0/0) .

77471k, ZNHDOIP T RLUAEHFNOEEILH D DAFFA SNET,

[FB kaj&R— bk (Protocolsandports) ] FC. [HEESNfz7A Fa)LE&R— b (Specified protocols
and ports) ] Z#IR L £,

X2 )T LB ET,

[fEE% (Create) 1227V 7 LET,
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| Google Cloud Platform ~ ASA {48 0 &RA

GeP £ ASA (28 1 v 22 w20tk I}

GCP EDASA R 4 VR 32 2V ADERL

ATy
ATvT2
ATv73
ATvT4
ATvTH
ATvT6
ATvT1

ATvT8

ATy

ATv 710

LUF OFNEZ 4T LT, GCP Marketplace 7> HHflt 415 Cisco ASARIR T 7 A4 7 7 +— /b
(ASA fH) ZfEH L CTASA AR A v AZ U A BALET,

GCP a2 Y —jza 7 A4 LET,

FTEF—=2aAZa—0 >[¥—47v b TLA R (Marketplace) 17 U v 7 LET,

~—/4 v LA AT [Cisco ASA virtual firewall (ASAv)| Z i LT, 238N L £,

[fE% (Launch) 1 %727 VU v 27 LET,

[Deployment name] TA A ¥ L AD—EDARIZIRE L T,

[V — (Zone) | CASARKIE #E AT HY — U ZERLET,

[Machine type] T/~ v A THBRLET, YAR—FESNDHvI U F A TO—FZHONTIL,
GCP ~® ASA ;48 DEBAIZOWT (245 X—) ML TLIZE,

(47> =2 >) [SSH key (optional)] T SSH F—X7 2L ABMF— %2860 117 £,

F—T1E, GCP WMEGFET AT —L, 2=V —NEETIMEF—T7 7 A L THEREINET, Zh
LEHIHEATDE, AV AZ L RTRRICER TEET, XT3 A U AY U ASOHERHU ML
LB, BTEBERMOBATNICEEL T EE W,

DAL AZLRALT 78 AT HI200T 0y FERD SSH X =257 0y 7450k
RUEF, Google N¥ = A2 I [Allowing or blocking project-wide public SSH keys from a Linux instance]
AZRLTLLEE,

(EE) [E#EhA 27 U7 K~ (Startupscript) ] CASARAE D0 H MK ZFE L E7, day0§akiL, ASA
A8 oE R ER A S E T,

Wi, [BEIRY )T+ (Startup script) 1 7 4 —/L RiZa B — L TCREY fF17 % 2 £ 3 CTE D day0 ko
flzr~RLET,

ASA =2 ROFEMIZHOWTIEZ, TASAHR AT A R BLXO TASAa~ > R 77 LA 258 LT
<TIZEW,

gE ZOFIMNSETHRA Mot —F 5T, Y= FRR—=TFT 4 DT FA T 4 X EIIHRFET
DUTAZ YT REBIEL T, BRI —%B51 L. #4072 Unicode 305 A2 HIBRT 2 LB N H
D ET,

!ASA Version 9.15.1
interface management0/0

management-only

nameif management

security-level 100

ip address dhcp setroute

no shut

!

same-security-traffic permit inter-interface
same-security-traffic permit intra-interface
I

crypto key generate rsa modulus 2048
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https://console.cloud.google.com/
https://cloud.google.com/compute/docs/instances/adding-removing-ssh-keys#block-project-keys
https://www.cisco.com/c/en/us/support/security/asa-5500-series-next-generation-firewalls/products-installation-and-configuration-guides-list.html
https://www.cisco.com/c/en/us/support/security/asa-5500-series-next-generation-firewalls/products-command-reference-list.html

Google Cloud Platform ~ ASA {&#8 V&R |

B ccr toasamE 1225 R0ER

ATy I N

ATv 712

ATy 713

ATy 714

ATy 715

ssh 0 0 management

ssh timeout 60

ssh version 2

username admin password ciscol23 privilege 15
username admin attributes

service-type admin

! required config end

dns domain-lookup management

dns server-group DefaultDNS

name-server 8.8.8.8

TV a=m T EINDT 4 AT FEREIZOWTT 7 4L RO [Boot disk type] & [Boot disk size in GB] % #ft
FFLET,
[Network interfaces] TA v ¥ —7 = A AZRE L E T,

o P

* inside

* outside

GE) AVARFURABERLEBTIE, AV AF R Vv E—T oA AZBMNTE ¥ AL, R
oA R =T 2 AERTA VAF LV ABER LTS E1E, A v AX AERHIBRL, @A
VH—T oA AR TTEERT DM ERDH Y 9,

a) [#v kT—% (Network) ] Fa vy 7 & U A2 R5ve, [VPCnetwork (VPC %> U —7) ]
(vpc-asiasouth-mgmt 72 &) Z 38R L £,

b) [4MERIP (External IP) | Ru vy 7 & o U A D, @47y a 23R UET,
BHA B —T oA AT, INBIP B =7 = A F )L~ (External IP to Ephemeral) ] %R L £ 97,
WEEB L O A v 2 —T = ATIE, ZhudA 7 a o TF,

c) [5€7T (Done) 127 Vv 7 LET,

[Firewall] 7 7 A4 7 7 4 —/b— v ZEHA L E7,
AV E—F Y FDEDTCPIR— 22D 574 v I %H0T S (SSH7V+EX) (Allow TCP
port 22trafficfromthelnternet (SSH access)) | F = v 7R v 7 A& A2 LT, SSHEHATLE T,

» [Allow HTTPS traffic from the Internet (ASDM access)] 7= v 7 7R v 7 A% 42 LT, HTTPS ##i &
FFRILET,

[B¥#0 (More) |27V v 7 LCbta—%EML, [IPEE (IPForwarding) |23 A4 > (On) JIZRESH
TWHZ AR LET,

(2B (Deploy) 1227 U > 27 LET,

GCP 2 Y — /LD [VM A A% A (VMinstance) | X—T 0O A YV AX LV ADFEMEFRRLET, A
VAR AEIERB X OBET AT OONEIP 7 LA, AEIP 7 FL A, BX O3y b —/L Rk
RENFET, WETLHHEAIT. AV AZ UV AZREILTANENRLY £7,
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| Google Cloud Platform ~ ASA {48 0 &RA
6P LD ASA R A v 25 v 2~ADT 1R [

GCP LD ASARE 4 VAR VAANDT I A

JEBHIZ SSH (AR — bk 22 & D TCP #5t) 7Rl 5 7 7 A4 7 U4 —/Lb— LT TIZHRD
LENTWAZ L MR L E T, T OWVWTIL, GCP ED ASA AR A o A K o ZADERL
(251 =—) ZZHL T EE W,

DT AT T —NN— VLD, ASAIRR A VAKX L ANDT 72 ANRAREIZR Y K
DFEEFR LA VA R ICEETXET,

« 4} %5 1P (External IP)
« ZTDMDSSH 7 7 A4 T v bEIFY— =7 oy — 1
cUT N I — )L

*Gecloud 2~ KZ7 1
FEHEIZ DWW T, Google R = A F® [Connecting to instances] #ZM L T 7230,
)

GE) FBoHMAMKTHRE L A UEREMEHT I, A AX U AORBIRHICER LT
SSH ¥—~_X7 ZMHL T, ASAIRME A L AZ Rizal A4 TxET,

NERIP ZFERA L= ASARTE 4 VR VU AADES

ASA RABA A K 2021, NERIP LA IP 2350 M T HNET, FEFIP 24 L TASA
RFBA VAR ATV EATXET,

ATYF1 GCPar Y —)C, [AVEa—T4 Y5 ITPY (ComputeEngine) 1>[VM 4 > XA VX (VM ingances) ]
EIRL £,

ATV T2 ASABRMBEDA L AR L AL E ) v 7T 5L, VM A4 U RE DV ADEFEM (VM ingancedetails) [ ~<— M
P E7,

ATy 73 [## (Details) | # 7T, [SSH]| 74—V RO Ry X A=a—%7 ) v 7 LET,
ATFY T8 [SSH] Fa vy TFH I A=a—nb, BROL T g 28R L ET,
WOFEEFH L TASARIEA VA X R I e T 7,

« ZOMDSSHY 747 v FERIIY— K 8—=F 8y — L FEIC OV TIE, Google RF = A2 hD
[ Connecting using third-party tools] ZZM L T 7230,

GE) BB THEELZe /A U IEREHRAT I, A v AX 2 AOEERHIMER L 72 SSH % —
N7 EFEHLT, ASARB AV AZ L AlZu A4 TEET,
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https://cloud.google.com/compute/docs/instances/connecting-to-instance#console
https://cloud.google.com/compute/docs/instances/connecting-advanced#thirdpartytools

Google Cloud Platform ~ ASA {&#8 V&R |
B sstEEmLEASARE 1 LR 8 L2ADES

SSH %A L 7= ASA R%E 4 VX2 U A~DER:

UNIX A X A VDU AT B0 E ASARAR A AKX o A CHE+ 5121%. SSH #EH L TA v
2B RIS LET,

ATYT1 ROaxy FEfHALT, 77 A NVOKREBREL, BRTETNR 7 7 A VEgAH B s K91 LET,
$ chmod 400 <private key>
I T,
<private key>Id, 77 B R T oA L AZ L ACEEMNT ONIMEF—2EZLT 7 A VDT NINA L
AHITT,

RT9T2 A ARFLRZT 78 AT HITIE, RO SSH 2~ FEMHALET,
$ ssh —-i <private_key> <username>@<public-ip-address>
ZZ T,
<private key> I, 77 BATHA L AZ L ACEEMNT ONIZMEF—2E0LT7 7 A VDT NIRAL
AHITT,
<username> &, ASA MR A L AZ L ADZ—HF =4 TT,

<public-ip-address> X, IV —ANLEE LAV AX L ADIP T FLATTY,

SYFTILAVY—)ILEFERL-ASARIE 4 VR U AANDES:

ATvF1 GCParyY— )T, [AVEa—T42F TP (ComputeEngine) |>[VM A4 Y X2 VX (VM ingances) ]
EIRL £ 7,

ATV T2 ASAMEDA L AZ L 2L %Y v 7 F5H 8, [VM A VRB D ADEM (VM instancedetails) ] ~— 78
BlE 7,

ATy 73 [ (Details) | ¥ 7T, [LUT7ILary—IL~AD#E#H (Connecttoserialconsole) | %7 V v 7 LET,
SR OWTIE, Google Rx =2 A L hod [ U T Loy y—LtDRVEY | 2B LT EE0,

Geloud A L7- ASA A8 4 X2 U A~NDEH:

ATvF1 GCParyY—1 T, [AVEa—T4 2P TP (ComputeEngine) |>[VM A4 Y X2 VX (VM ingances) ]
EIRL £ 7,

ATV T2 ASAEDA L AL 2L %7V v 7358, [VM A VRE D ADEM (VM instancedetails) ] ~— 78
=
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| Google Cloud Platform ~ ASA {48 0 &RA
crumEs LR—+ ]

ATw 73 [## (Details) | # 7T, [SSH] 74—V KD Ky T X A=a—%7 1) v 7 LET,
ATw 74 [gloud A< FEFRT (View gcloud command) ]>[Cloud Shell ©%4T (RuninCloud Shell) 1272 U v 7
LET,

[Cloud Shell] # —XF /D ¢ RUDBRHE ET, FEMIZOWVTIE, Google ¥ = A D lgcloud =2+
KT A4 —ofE ] | 3L Tgcloud compute ssh| Z#ZH LT 72 &0,

CPUERZRE LR—F

CPUEAR L AR — M, /€ SRR & 7= CPUDEI S D ERNF RSN E T,
BE., AT — 7 BLIMTITEEH CPU B E DR 30 ~ 40% TEIEL ., v— 27 BRI 60 ~
70% ORETEEL 7,

ASA Virtual 0 vCPU {3 Fi %

ASA Virtual ® vCPU fEHZRICIZ, T —Z /"A, #lHAA > b, BLOINBT v A CHEH X
TW5B vCPU OERFRINE T,

GCP T &N 5 vCPU A ZIZ1X. ASA Virtual FHRIZIMNZ T, ROLDOREENET,
« ASA Virtual 71 R/LR#RE
» ASA Virtual ¥ 3 ZEA &7z %SYS A—/N— o R

* vSwitch, VNICE X O'pNIC D] Z B85 /37 v FDOA—/N—~y K, ZOF—/3—~y
RIZIEFICREL RDGENRH Y £7°,

CPU {£FHZE DA
CPU R OHGEHE M A FnT HITiX, showcpuusage =~ > R&fEH L ET,
£l

Ciscoasa#tshow cpu usage

CPU 00005000 1%01 000 2%05 000 1%

s S 7z vCPU O RS RIEIZ 5 2l 2 IRISR L £ T,
* ASA Virtual L'7R— |k : 40%
*DP : 35%
HNE T EEA 5%

« ASA (ASA Virtual L'A"— ) : 40%
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https://cloud.google.com/sdk/gcloud
https://cloud.google.com/sdk/gcloud
https://cloud.google.com/sdk/gcloud/reference/compute/ssh

Google Cloud Platform ~ ASA {&#8 V&R |
B scecrummzLA—+

cASAT A RV AR—U 2T 10%
o A==y R 45%

F— =~y KX, A =3 FHERED ST, 38 KX O vSwitch Z [ L 7= NIC & vNIC Df#]
DRy MEREIHEH S THET,

GCP CPU A& L KR— k

GCParyV—NVTA LV ARZ AL % 7 V7 L, [E=%U 7 (Monitoring) | ¥ 7% 7 U v
7 LET, CPUMHERRRINET,

Compute Engine Ti&, K= 7 AR — MEREZ T L T, Compute Engine O IR HLOFE
#H L 7R — K % Google Cloud Storage /377 »» MZx 7 AR — hCTEE§, BRI L F— M,
U V—A @ﬁ?ﬁ%ﬁf’aﬁ&jﬁé?é%i&#%ﬂ?éhiﬂ”o 7LC <1: %J:L 7013’ 171 7 }‘ WVC“HZ—standard—ll
VAL TEFITLTNDVMA Y AZ L ZADEE | KA VAL ZADFEITHI 2 R TE
£ KBET 4 A7 DA B L— Y A~N—2R, Compute Engine DA OHEREIZ BT 2 fif# i
TEET,

ASA Virtual & GCP D455 7

ASA Virtual & GCP O IZIE CPU % ORMEIEW R’ H D £,
« GCP 7' 7 7 DT ASA Virtual DFUE L W HHICKE <720 £,
* GCP TIXZ D% [%CPUusage] & FEEAL, ASA Virtual TiZZ OfEIE [%CPU utilization |
EMETIET,
FH5E [%CPU utilization| & [%CPU usage] (IBIDOHDEEHRL TV ET,
« CPU utilization X, ## CPU OFEFHERZ ML £ 7,

« CPU usage |% CPU DA N—RA L w7 4 » ZIZESWimEE CPU OFEHER A 1k L £
T, LU, 1 DD vCPU ODAHBMEAENDHT2D, NANRN—=ALwT 0 o ZI3EEL £8
Po

GCP Tl¥ [%CPU usage] 1RO X S ICEHR SN ET,

T T 4TI ENTARAE CPU O &, FHWHEZR CPU OAFRHIM T 2EIG L LTHRESH
ij‘o

ZOFHEIT, RA OB RZCPUMEHRTHY, YA NI —T 4T VAT AMB R
CPUEHETIIH Y ¥ A, F7o. ZiUIRE~ T THEAAREZR T X TOIREE CPU D)
CPU =z 0 £,

72 2I1E, 1 HORAE CPU 258 L7- 1| DO~ U2, 4 HOWI CPU Z## L7~ 15

DARA R TIITENTEY ., 0O CPUMEHERN 100% OBE, M~ %, 1 {HO%E CPU
I RTHEALCOET, KA CPU OfFHRIL, MHz HAZOM R /K8 CPU O x =27
AR L LCRIAESRET,
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https://cloud.google.com/storage

513 =

GCP ~® ASA{x#*E AutoScale V') = — < 3
> DR

* GCP L ASA {48 [\1F @ Auto Scale V' U = — 3 > (257 ~X—2)
CHANRN =T DFE T m— (259 X—)

sAutoScale YU 2— g rDaiiR—3r b (259 _X—)

e Auto Scale V' U = —3 3 VOFEIFESM (262 X—)

e Auto Scale Y U = —3 3 VDJER (269 X—)

s Auto Scale 2 Vv 7 (274 X—7)

s Auto Scale DR XL T LT Ry T (274 X—)

* Auto Scale DT A R F A > LHfilfFHE (275 X—2)

« Auto Scale D T 7Ly a—TF 47 (276 ~—)

GCP L) ASA {x*E [ 1+@ Auto Scale V') 21— 3 >

DTFotEZ3T 3T, AutoScale YU = —2arDOarR—R2 A GCP D ASA {48 T&F
DX HITHERET 2T DOV TEBH L £,

AutoScale V') 21— 3 > [ZDULVT

ASA {48 Auto Scale for GCP {%, GCPIZ Lo TIRMEENDZV—NR—VL R A VT TFTRANT I F ¥
(777 REgE, v — KXF 4 Pub/Sub, A Y AX L AT —T72 L) ZRH L%k
‘H__/{_VX%A/G“@_O

ASA 148 Auto Scale for GCP A D ERFHEIFIR D LI TT,
« GCP Deployment Manager D7 > 7/ L— h Z_X— 2 L L7238 A,
cCPUIZEEASS AT =V T AN v 7 OVHR— ],
« ASA FAB B & ~ L F R MY — DR — |,
« A —T U N & ASA AR A VA K L AITFERIT HEME AL AR A B BhE A,
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GCP ~ ASA {748 Auto Scale ') 21— 3 Y DER |
. Auto Scale D& A i

s = RRZ Y e VTR — DY R— |,

e VRO TIE, BAEZRKSITTA7-0IT. AutoScalefor GCP DE AR 77— 2L L T
£7,

Auto Scale ) E A {5

ASA {48 Auto Scale for GCP X, ASARIE 4 > A Z L AT )—T% GCP ODNEpz — R XF
H (ILB) & GCP D4 — R 3Z 4 (ELB) ORICECE T A /KEHHOHENA 7 —1 7
VVYa—3T7,
*ELBIX, A1V X=Xy "IN D T T 4 v T AL AR AT N—THND ASARE A
AR RISMERET, FOH%, T7AT I A—NANST TV r— a0l T T4y
IRk EINET,
fILBIX, TV = a DA E =R NNT T AT HAVAF AT V—TH
D ASABIE A VAR AW ETET, TOH%, 77 AT T4 —InbA U H—Fy
MZhT 7 4w I REBEINET,

Ky bU—=27 8y b B0 TR (WERR KON or— FART bz
THZ LD EHA

o« 2 — )Lt RN ASA AR A v A X v ZADET. ARSI ST HEIIZ A & —
Vo7 BLORESINET,

55: ASARTE BEEIR 7 —ILDI—R T —R

Autoscale Manager of GCP

Instance Group for ASA Virtual
Ik Dfsids
Applisation
Silbet 1 _
B ASAME
Resaurce | - &
B T > %
Sbnet 2 i mger Inb
I o il T
PRasairce | il | i —— estanced
— ILE —P e,
Application = 4 o » 8
Sudnet 3 FETEPT T E— . Inemat )
—| i" | > e ‘___.-f
g
Subset N
\—b
ASA virtual M 4 L
% = +
= mgenl

- Inbound traffic (Internet-=EI B-=ASA virtual =Application)
Outbound traffic (Internet-=II B-=ASA wirtual-=Application)

. Cisco Cisco Secure Firewall ASA Virtual 9.18 R 2 — k7 v TH A K



| GCP ~® ASA {578 Auto Scale v ') 1 —% 3 D ER

DO RF 2 A FTIHE, ASA {i4H Auto Scale for GCP Y ) =2 —3 a3 VDY —"—L A2 R—
F ¥ N ERET A5 FINRICOWTEA L ET,

| &

3 EANZBIGT AR, F¥a A haEREBTALTEEN,
c HAZBMGT DN, AHERMFZIZ L TWD Z MR8 L ET,
s ZTICRB SN TV D FIREL FATIERFIZE > TN D Z L 2R L E7,

BANYT—ODAHoO—FK

ASA {548 Auto Scale for GCP |+ GCP Deployment Manager D7 > 7' L— k& _— A L L7 AT
HY, GCPIZL > TIRIEEINDAY—NR—V A A TFANTITF ¥ (777 NERE, v — K
NZ U Pub/Sub, A VAKX AT =TI ) EFIALET,

ASA {48 Auto Scale for GCP V'V = —> 3 v ORENCMER 7 7 A L EZ X a— R LET,
HETDHASAN—Va VHORBRAZ VT MET T L— ME, GitHub URY U B AT
TXFET,

)

FEB  AutoScale HO T AaHDOBEAR ) T B LT U7 L— ME, =TV — 2D
L LTIREEENTEBY . @H D Cisco TAC VAR — FO&EPAN T R—ENRNWZ 2T
EELTLIIFEN,

o]
Auto Scale V') 12— 3>DaVikRk—r2 b
ASA {8 Auto Scale for GCP Y VJ = —3v g Ui%, RO T iR—3x 2 b THERESNTHET,

BARR—Dv

« R T — R & LT, AR PTREZREBA 4 FE1T L £ 97, Google Cloud Deployment Manager
TiE. YAMLZH LT, 77V 7r—v a VIBERTRTOY Y — 252 HESHEATHE
T F£9, £/, Python £7/2I1XJinja2 7> 7 L— F 2 L T2 3T A—H{L L, —
KRB AT XA L FAIHTEET,

VY —REERT DM T 7 ANVEIERLET, VY —ZXEERT 57 0 A&#0 KL
FITTH2L T, —BLEMREGLZ N TEET, FEMICO VT,
https://cloud.google.com/deployment-manager/docs & 2 L T 72 &1y,

=}
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https://cloud.google.com/deployment-manager/docs

GCP ~ ) ASA {78 Auto Scale V) 21— 3 VOEM |

. AutoScale V') 21— 3 >DaviRk—xR k

56 : BAYHF—TrEa—

= Google Cloud Platform 3 asacor «

Cloud Deployment Manager

_ Google Deployment Manager 4 demo-predeplayment W pEETE

Create dnd Pansge coud iEsowroe: with Bropls basplabes

W TaRE QUICKSTART & demopredaployment his been deplogad
— i

B Owerdew - demeo pradeploemank
+ I pre deplupment pre deplormenlng
BN caminese ma-insart-Snk G0p-Te 00T prjects sl
B ccmo sy pubeu bepis Inzert pubsus bopis
B cemuegm s wauk-aclion
gcp fypesdoudiunctions v1 propecis lecations. functions
D cemnmpedeteleark yurluesioggnge2maedssis
B camio-z - pubsUs-hoplsdaiata punsih tin
W cemu-mmmescaer-actien

qrpipesdoudfuncions 1 prakecis lcattos funchinns

GCPDIR—C R A VRB VAR T IL—TF

YA —V A RLZ AT N—T (MIG) I, FBELTA Y AZ AT T L— AT e
Y DAT— F I NAERICHESN T, HYR—Y A v RZ R EER L ET, SEICONWT
IZ. https://cloud.google.com/compute/docs/instance-groups & 2R L T < 72 &\,

R 57: 4 Y RE VARG IL—TDOHsEE

Stateless Batch Stateful
serving Workload application

Autohealing i @ @
High availability Regional (multi-zone) ~ —: @ @

Scalability —L
Autoscaling — @ @
Safe updates Auto-updating — Managed Instance Group

A=y MEREA KR YYD

cKOKE, =7y MEHRDOA MY v 7 2R LTWET, BEIZ S —U 7 2RET D
PR, EEJCPUMEARA MY v 7 OB BEHSET,

o A — N A —TF, BIREINIEHERA N Y 7 AZFESW TR O 15 % ke 12 I
L, EEOEHFEZHLT L4 —7y MEFREELET, RIZ, ZOEHREEHL
T, IN—TNA L AZ L AZHIRT DUENH DD (RAT7—NA V) FlTA v AZ
ZEBMTELENH LD (A7 —LT 7 R) 2R LET,
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| GCP ~® ASA {578 Auto Scale v ') 1 —% 3 D ER
AutoScale V') 21— 3 @A VR—R b .

«X—=7y MRV L EE vy (VM) A Y RZ R EO L~V THERTT %
NERLET, 72&21E, CPUBHRIZESW TR —Y V74588, #—4 v MiH
LNV ETS%ICRET DL, A— MATF—=Z I3 RESNIA VAL AT NV—T"T15%
EIFTAUCIV CPUME SR Z #ERF L £97, A b w7 OEHE LT, BBIA 7 —
Vo7 R o=l TIEIFICHREANET, MOV T,
https://cloud.google.com/compute/docs/autoscalerz Z i L T < 72 &\,

58: 53—y MEREA LY v

Target
utilization
metrics

HTTP load Cloud

Average CPU balancing Monitorin
utilization serving metrics -
capacity,

Y—nN—LRY 57 Figee
Instance Group Manager CA > A X U ANEE) L2 & 22, —/3— 1L 2D Google Cloud e
ZHEM LT, SSH/NAY = RORE, AV — ROAME, BA MOEEEITHNET,

« A —)LT U FHICH LW ASARIR A V AZ L ANA VAR VAT —T B E T
B, AT—LT U B RAEFICEHRTERW 2D, SSHXRAT — REREL, /YA
TJ—REENIL T, FAMEEFTILERH Y £,

« 7T RsEEIX, AT — AT U N Tuv XN 7T RORT Y 7/ T "y 7 BN
LChUA—ENFET, /o, AT =T 7 MEDA AKX ZBINEHD 7 4 V4 A
a7y EFT,

59 FisiexFALE-Y—NR—LADS A o X E3MEE
« A=) A VHEEDA AR ABIBRTIC, ASARIR A VAR AN T A T ADBE
AR D MERH Y F9,

« 7T U R, 77U RONRT Y w7 T Ry 7 ENLT R T—8NE T, #iC
IR 2t 222N TlE, AT — LA VO AV AZ L AYIGRERO 7 4 VE Zi 4T~
T ImH ET,

« 777 FHEEIR, NUT— 5 EHIFRXSRO ASARAR A > A & 2 A2 SSH CTHEft L
A ABBMEED A REFETLET,
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GCP ~ > ASA {R#8 Auto Scale V) 12— 3 > DEM |

. Auto Scale V') 1 — 3 U DREHREH

Auto Scale V1) 2 —> 3 VOKXENFPE
X 59: Auto Scale V') 2. —3 3 VDR

it
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* Instance Group or when the scale-out
action bappen

When the mstance group geis scaled
in, deregistermg of license fakes place

Auto Scale V') 11— 3 U DRHREH

GCP ')V —X

GCP 7Oy b+

DOV a—=aryOF_RTOarR—3xr MERIET IR, BEFEERIEE LERENT-
Iavl NBRUNETT,

Y rkI—F2T

350 VPC MEHFREE/ZITMERINTWVWD Z & 2R L T 7Z &V, Auto Scale BB TIX
Xy bU—=27 U V=20, AE, FEITITOILET A,
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ceruv—2= i

ASARIBICIZ3 DDy NT—27 AL L H—T o A4 ARNERTEH, RKEZ Y MU — 271213k
D3IODY TRy NPRKETT,

CEEINT T 4w
CNES N T T 4w

T T 4T

60:VPCxy bI—Y Ea—

& e b 2 | I R nelwinks - YPL netmick - X +
K G 0 8 == rronitonsoeckuc googleoam/netatrk ngnetworkslist oroject= asavaep-pac-4m &
Google Cloud Platform 2= asaGep = . Search products and resources
::: WEC network WG netwerks GREATE VPG NETWORK (O REFESH
ssizsouthi cefault 10 VLD 1075607
VP netwerks
= susimliz cefault 1010050 10.192.0.1
oMok o southeast?
stemil IF eddesses
w dererleslinside 1 1468 Cuslom 2 afl
5
& pgyuurown P 3 renlralt comotast 1081.1.0:24 106111
=z l ingide-
= rrew e
% Foutes w demi-teahmims F4 1450 Custom 1 off
& ug-ceniral ] ceme-test- 1067.3.0:024 1061.3.1
{2 VPC network pesrin
pesiing gk
aubr
B0 sharedvre
LE-cEnira ceme-test 106210623 12521
Serverless VP aptest vocconnect
= demo-teshoutside 1 1460 Custom 1 off
il Pacest mimorng
5-pentral1 ceme-test- W67 20 1021
oiside-
submi

Firewall

VPCHIBEZFFAI L, EFET e —T b3 T57 74 7 U — W b— VT D HER D
Y £, DeploymentManager7 > 7' L — h CRIZEM SND 7 7 A T U4 — IV Z 7IZHEET D
WEN B Y ET,

YT Ry "R EFEEINTWAX Yy NI —7 BX 2T 4 JA—7 T, IROKR— 2 HE
NHY E9,
*SSH (TCP/22) : m— RKAZ %L ASAAR MOIEFET v —71C0ETT, —r3—
L ARERE & ASA AR OB I ETT,
TN —varEAOTa haLERIIAR— b =P =T Y r— g LT
(TCP/80 72 &)
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GCP ~ ASA {748 Auto Scale ') 21— 3 Y DER |
B ssamor o o%m

ASAERL T 7 1 LD %l

Deployment Manager jinja # 7 7 1 /VICE 5 ASA AR WAL 7 7 A VAV L £, 2 OfE
Rt 7Ry = NNO ASARIE DA L AX AT T L— N CTREIZZ VT ML LTEM
SIhET,

W7 7 A WITERARIRB LB NI L T L B0 T,
e T RTDOA L HZ—T A AIZDHCPIPEIV ¥ CTEHZTELET,

cGCPuE— RATUHITI N T T 4 v 7 % NicO ICOLIEET A7, Nic0 1% M) & LT
~v—JTHLENHD 7,

e NicO 1L TP ¥EEDHEZ VR —F L TWAB720, ASA (AR ~0 SSH Bl S £,
cASABEDHEA X —T 2 A4 ATSSHEZHNZ LET,

A L H =T 2 A ADDREA =T 2 A AT T T v 7 EHRET D T2 D NAT
R ERL L £ 7

cHWD T T 4 v 7 AT LT 78 ARY = ERLE T,

o U Y —RDEFHERT — X AZHOWTIE, @2 NAT V— L&A LT, VY —2RDIE
WO =T AT =YX Z ) F A VT NTHIVERBY 9,

% IZ ASAERR 7 7 A VO IRICTR LET,

!ASA Version 9.15.1.10
!Interface Config
interface GO0/0

nameif inside
security-level 100

ip address dhcp setroute
no shutdown

interface GO/1

nameif management
security-level 50

ip address dhcp setroute
no shutdown

interface M0/0

no management-only

nameif outside

security-level O

ip address dhcp setroute

no shutdown

|

same-security-traffic permit inter-interface

|

'Due to some constraints in GCP,
!"GigabitEthernet0/0" will be used as a Management interface
!"Management0/0" will be used as a data interface
crypto key generate rsa modulus 2048

ssh 0.0.0.0 0.0.0.0 management

ssh version 2

ssh timeout 60
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| GCP ~® ASA {578 Auto Scale v ') 1 —% 3 D ER
6ep 5 pigae v r—oomE [

aaa authentication ssh console LOCAL

ssh authentication publickey {{ properties["publicKey"] }}
username admin privilege 15

username admin attributes

service-type admin

! required config end
dns domain-lookup management
dns server—-group DefaultDNS
name-server 8.8.8.8
|
access-list all extended permit ip any any
access-list out standard permit any4
access—-group all global
! Objects
object network metadata
host 169.254.169.254
object network ilb
host $(ref.{{ properties|["resourceNamePrefix"] }}-ilb-ip.address)
object network hcl
subnet 35.191.0.0 255.255.0.0
object network hc2
subnet 130.211.0.0 255.255.63.0
object network elb
host $(ref.{{ properties|["resourceNamePrefix"] }}-elb-ip.address)
object network appServer
host 10.61.2.3
object network defaultGateway
subnet 0.0.0.0 0.0.0.0
! Nat Rules
nat (inside,outside) source dynamic hcl ilb destination static ilb metadata
nat (inside,outside) source dynamic hc2 ilb destination static ilb metadata
nat (inside,outside) source dynamic defaultGateway interface
|
object network appServer
nat (inside,outside) static $(ref.{{ properties|["resourceNamePrefix"] }}-elb-ip.address)
object network defaultGateway
nat (outside,inside) dynamic interface
! Route Add
route inside 0.0.0.0 0.0.0.0 10.61.1.1 2
route management 0.0.0.0 0.0.0.0 10.61.3.1 3
license smart register idtoken <licenseIDToken>

GCP 7 57 Fiae/ Ny T — U DIBE

ASA {48 GCP Auto Scale ' V = —3 3 > TliE, JEfFS N ZIP Xy r—TOATr I U K
e B 2 oD T — WA T T 7 A NEER T AULERH Y F1,

* scalein-action.zip

* scaleout-action.zip
scalein-action.zip® X Wscaleout-action.zip /N 7 — Y DIERFIEIC OV TIL,
Auto Scale DEAFIAEZ S L T 7230,

BT, FEDZ X7 2 FATT D7D A RERIRV ML L TRV . SRR LY U —=
DY R—=FDEDITHBEIIE LT v F 7L — R TE LT,
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WDFRIZ,

GCP ~ ASA {748 Auto Scale ') 21— 3 Y DER |

TrTL—= M RIRA=ZBIOHZRLET, BT A—ZDOEEZRDTZH, GCP

7’1 =7 MZ GCP Deployment Manager & JBB 3 % & &2, £/XT7 A—F ZfiH L TASA K
BTN AEERTEET,

RB:TFUoTL— RIS A4

NG A—B A

ERATZ2E/247

B

)Y —ADERZ AT

resourceNamePrefix

pa=ll

T_TOY Y —RT,
IDTVT 4T A%
GBI CER SN E
—a—o

51 : demo-test

FHERL (New)

region

GCP CTHAHR— & T
WHHEMIR ) —Va v
[String]

Tavxy NRERS
nNHI—Ta 4,

5] : us-centrall

serviceAccountMailld

741 [ Email 1d]

Y—bRTHT L
BT A A—LT KL
Xo

vpcConnectorName

pa2l

P N— L R &
VPC * v hU—7 D
T 74T BT
DAy X OLEL,

i

demo-test-vpc-connector

bucketName

pa=ll

7 77 NH¥EED ZIP
WRolr—2%T
o— K95 GCP A b
L=y R4
Allo

5] = demo-test-bkt

cpuUtilizationTarget

10 1% (0,1]

A — F AT —F —n3f
Fa0EmR™H 51
AR AT N—TND
VM O ¥ CPU 1% F
=5

] 0.5
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Anrisx—4 |

NS A—H %

ERAT=5ME/247

B

JY—RDERE AT

healthCheckFirewallRuleName

pa2 7l

ANIVAF =y 7 a—
T O IPFHENL DS
Ty NI LT 7
AT T A== D
27,
i)

demo-test-healthallowall

PETF

insideFirewallRuleName

pedl

W#E VPC TOIE(E &
HRTE7 747
7 F—I)LL— )LD X
T

i

demo-test-inside-allowall

B {7

insideVPCName

pa2

NS VPC D4 T,

5 : demo-test-inside

BE17

insideVPCSubnet

Pl

WET 7% D4
Al
il -

demo-test-inside-subnt

BETF

v AT

pa2 7l

ASA AE VM D~ >
SHEAT,
5 : e2-standard-4

maxASACount

B

A VAR AT —TF
THFA &SN 5 ASA X
A VAR ADEKR
ﬁo

B ;3

mgmtFirewallRuleName

pa2l

PR VPC TORIER
FATAH T AT
g — L — )LD F
7,

51

demo-test-mgmt-allowall

mgmtVPCName

Pl

I VPC D4 R,

fl . demo-test-mgmt

Cisco Cisco Secure Firewall ASA Virtual 9.18 R 2 — 7 v THA K .



| PR

GCP ~ ASA {748 Auto Scale ') 21— 3 Y DER |

INSA—H %

ERAT=51ME/247

B

JY—RDERE AT

mgmtVPCSubnet

pa2 7l

BHY TRy hD4
ﬁILJ‘O
1

demo-test-mgmt-subnt

minASACount

B

EEDR R TA A
YART N—T TR
HE72 ASA AR A > &
B A DB/ NI

5] 1

outsideFirewallRuleName

pa2l

A8 VPC TOIEIE &
FATAE T AT
g — L — )LD F
7,

51

demo-test-outside-allowall

outsideVPCName

Pl

S VPC D44 T,

1] : demo-test-outside

outsideVPCSubnet

Pl

NEY TRy hDA4
ﬁILJ‘O
1) -

demo-test-outside-subnt

publicKey

pa=ll

ASA {48 VM @ SSH
x*—,

sourcelmageURL

pall

Tuayx s NCEHT
5D ASA AR DA A —
‘:/“O

B
https:/Avww.googleapis.com/
compute/v1/projects/
cisco-public/global/
images/
cisco-asav-9-15-1-15

TV =g —
N—DIPT KL A

Pl

NES Linux ¥ > > ON
HSIP 7 FL A,

51 : 10.61.1.2
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| GCP ~® ASA {578 Auto Scale v ') 1 —% 3 D ER

Auto Scale V') 2 —< 3 VD ER .

INTA—HF FRTE5E/%247 |iHA Y —ZADERZ A4 T
W VPC 7 — b o = | L5 ¥R VPC O 47— k
ADIPT KL A 7 A,
5] : 10.61.1.1
BELVPC 7 — b v = | 3UFH BHVPC D4 — |k
ADIPT KL A YA,
1] : 10.61.3.1

Auto Scale V') 21— 3 VD EH

ATy T

ATvT3

Gt URY RN Zua—h L7 3 A XIZERLE9,

git clone git url -b branch name

1

bieloud_autoscale.git -b saaarwar_asa_sutoscale_public_key

1n
Erunerating

unting

geloud CLI Ty F&2AERL L 77,
gsutil mb -c nearline gs://bucket name

1 -
Cloud Shell Editor

@ lasavgcp-poc-4km) X 4 -

on-bucket

ZIP JE DL S » =V & El L&,
a) scalein action 3L W scaleout action 7+ AF N6, LLFOT 7 A )V THEBR SIS Zip
KOEM S r =V 2 ER L £ T,

* main.py
* basic_functions.py

requirements.txt
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GCP ~ ASA {748 Auto Scale ') 21— 3 Y DER |
. Auto Scale V') 1 —< 3 VDR

b) ZipEXDJEE v r— Y DA% scaleout-action.zip B X Wscalein-action.zip ICEHE
LET,

GE) TN F—RNEBEIL, 77 A NVEZERRLTAHEZ Y v 27 L, M| ) Z&@IRLET,
archive' Zf ] LT, GCP 23l % zip Z1F L £ 7

ATy T4 Zip BROJEME v 77— (scaleout-action.zip BL N scalein-action.zip) % Cloud Editor
J—J AR—=RZT v 7Ir—RKLET,

ATy TE5  LIFDO7 7 A /L% Deployment Manager 7 > 7" L — k725 Cloud Editor 7 — 27 A~_X— A7 v 7 u— KL
EJr RN

* asav_autoscale.jinja
* asav_autoscale params.yaml
* pre_deployment.jinja

* pre_deployment.yaml

ATYT6  ZIPBROEM Ny r—T %Ny PAML—VIZat—LET,
® gsutil cp scaleout-action.zip gs://bucket name

® gsutil cp scalein-action.zip gs://bucket name

zip ga://demo-function

amo=function=-bucket

ATy TT  HNE. A, BIOEHA L X—T 24 ZAHDOVPC V7 %y F&EERLET,
BH VPC TiE, 28 V7 x v b (10.8.2.028 72 ¥) MMETT,

ATy T8 WHEE, A, BIOEHEA L X —T 2 A A3 ODT7 7 A T U4 —N— )V BULETT, iz, 77
AT TH =M=V TCIE~NNAT =y 7 T —T HHFATIHILENLY 7,

ATw T HEERR L OV ASA 4R Auto Scale D Jinja 7 7 A /L& YAML 7 7 A VDT A—X 2 WH L ET,
a) asav autoscale params.yaml 7 7 A VEBE, ATFONRTA =L EHHLET,

* resour ceNamePr efix: <resourceNamePrefix>

* region: <region>

* serviceAccountMaill d: <serviceAccountMailld>
* publicKey: <publicKey>

* insideVPCName: <Inside-VPC-Name>
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| GCP ~® ASA {578 Auto Scale v ') 1 —% 3 D ER
Auto Scale V') 2 —< 3 VD ER .

+ insideVPCSubnet: <Inside-VPC-Subnet>

+ outsideV PCName: <Outside-VPC-Name>

+ outsideVPCSubnet: <Outside-VPC-Subnet>

» mgmtVPCName: <Mgmt-VPC-Name>

» mgmtVPCSubnet: <Mgmt-VPC-Subnet>

« insideFirewal|RuleName: <Inside-Network-Firewall-Tag>

« outsideFirewallRuleName: <Outside-Network-Firewall-Tag>

» mgmtFirewal|RuleName: <Mgmt-Network-Firewall-Tag>

* healthCheckFirewallRuleName :<HealthCheck-IP-Firewall-Tag>

» machineType: <machineType>

GE)  ASA {48 Auto Scale D4, cpuUtilizationTarget: 0.5 /X7 A —Z NREINTEYD , M

WIS CTRETEET,
OB, TRTDOASARIE A LV AZAZ 2T N—70 CPUEAZEN 50% THDHZ & &R
Li‘d‘o

b) asav autoscale.jinja 77 ANVEHE, LTFTORIA—=FZHEH L ET,
* host: <Application server IP address>
* routeinside 0.0.0.0 0.0.0.0: <Inside VPC Gateway IP address> 2
* route management 0.0.0.0 0.0.0.0: <Management VPC Gateway IP address> 3

* license smart register idtoken: <licenseIDToken>

¢) pre deployment.yaml 77 A VEHE, LLFONRT A =X 2T HLET,
* resour ceNamePr efix: <resourceNamePrefix>
* region: <region>
« serviceAccountMailld: <serviceAccountMailld>
* vpcConnector Name: <VPC-Connector-Name>

* bucketName: <bucketName>

AT Y F10  SecretManager GUI Zfi L T, kD3 H>D>—27 L v FZ1ER L ET, Thttps:/console.cloud.google.com/
security/secret-manager] % Z M L T 7230,

* asav-en-password
* asav-new-password

* asav-private-key
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https://console.cloud.google.com/security/secret-manager
https://console.cloud.google.com/security/secret-manager

GCP ~ ASA {748 Auto Scale ') 21— 3 Y DER |
. Auto Scale V') 21— 3 VD ER

Secret Manager lets you store, manage, and secure access to your application secrets

Ll
= Filter Ertes property name of value
D Nama Location Encryption Labels Created Expiration Actions
D asav-en-password Automatically replicated Google-managed Mang 4726/27, 335 PM E
D asav-new-passwond Automatically replicated Google-managed Maona AF26/27, 3:36 PM E
D asav-private-kay Automatically replicated Google-managed Maong 4726/27, 335 PM E

ATv TN VPC ax7 X E{E L%,

gcloud beta compute networks vpc-access connectors create <vpc-connector-name>
--region <region> --subnet=</28 subnet name>

1

gcloud beta compute networks vpc-access connectors create demo-vpc-connector
--region us-centrall --subnet=outside-connect-28

Create request issued for: [demo-vpc-connector]

Waiting for operation [projects/asavgcp-poc-4krn/locations/us-centrall/operations/
10595de7-837£-4c19-9396-0c22943ecfl5] to complete...done.

Created connector [demo-vpc-connector].

ATw 712 HETEBO YAML #5542 B LE T,

gcloud deployment-manager deployments create <pre-deployment-name>
--config pre deployment.yaml

1

gcloud deployment-manager deployments create demo-predeployment
--config pre deployment.yaml

The fingerprint of the deployment is b'9NOy0gsTPggl6SqUEVsBjA=="

Waiting for create [operation-1624383045917-5c55e266e596d-4979c5b6-66d1025¢c]...done.
Create operation operation-1624383045917-5c55e266e596d-4979¢c5b6-66d1025¢

completed successfully

NAME TYPE STATE

demo-asav-delete-sink gep-typesflogging-v2:projects.sinks COMPLETED
demo-asav-insert-sink gep-typesflogging-v2.projects.sinks COMPLETED
demo-agsav-pubsub-topic-delete pubsub.v1.topic COMPLETED
demo-asav-pubsub-topic-insert pubsub.vl.topic COMPLETED
demo-asav-scalein-action gcp-types/cloudfunctions-v]:projects.locations. functions COMPLETED
demo-asav-scaleout-gction gep-types/cloudfunctions-v1:projects.locations. functions COMPLETED

AT w713  ASA {48 Auto Scale DERZERL L 1.

gcloud deployment-manager deployments create <deployment-name>
--config asav_autoscale params.yaml

1

gcloud deployment-manager deployments create demo-asav-autoscale

--config asav_autoscale params.yaml

The fingerprint of the deployment is b'l1JCQi7I1-1aWOY7vOLzalg=="

Waiting for create [operation-1624383774235-5c55e51d79d01-1a3acf92-4f3daflé]...done.
Create operation operation-1624383774235-5c55e51d79d01-1a3acf92-4f3dafle

completed successfully.
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| GCP~> ASA {778 Auto Scale v 1) 2 —< 3 DER

ATy 714

ATy 715

NAME

demo-asav-autoscaler
demo-asav-backend-service-elb
demo-asav-backend-service-ilb
demo-asav-fr-elb
demo-asav-fr-ilb
demo-asav-hc-elb
demao-asav-hc-ilb
demo-asav-health-check
demo-asav-instance-group
demo-asav-instance-template
demo-elb-ip

TYPE
compute.vl.regionAutoscaler
compute.vl.regionBackendService
compute.vl.regionBackendService
compute.vl. forwardingRule
compute.vl.forwardingRule
compute.vl.regionHealthChecks
compute.vl.healthCheck
compute.vi. healthCheck
compute.vl.regioninstanceGroupManager
compute.vl.instance Template
compute.vl.address

Auto Scale V') 1 —3 3 VD REF .

STATE

COMPLETED
COMPLETED
COMPLETED
COMPLETED
COMPLETED
COMPLETED
COMPLETED
COMPLETED
COMPLETED
COMPLETED
COMPLETED

WNET 7V r—arhb A v Z—3%y MO T y FEERET S ILB O/L— F&/ERR L E9,

gcloud beta compute routes create <ilb-route-name>
--network=<inside-vpc-name> --priority=1000 --destination-range=0.0.0.0/0
--next-hop-ilb=<ilb-forwarding-rule-name> --next-hop-ilb-region=<region>

1

gcloud beta compute routes create demo-ilb --network=sdt-test-asav-inside

--priority=1000 --destination-range=0.0.0.0/0 --next-hop-ilb=demo-asav-fr-ilb
--next-hop-ilb-region=us-centrall
Created [https://www.googleapis.com/compute/beta/projects/asavgcp-poc-4krn/global

/routes/demo-ilb].

NAME NETWORK
demo-ilb sdt-test-asov-inside 0.0.0.0/0 10.7.1.60

DEST_RANGE NEXT_HOP PRIORITY

Cloud Router & Cloud NAT Z{ER L £,

gcloud compute routers create <cloud-router-name>
--project=<project-name> --region <region> --network=<outside-vpc-name>

--advertisement-mode=custom

gcloud compute routers nats create <cloud-nat-name>
--router=<cloud-router-name> --nat-all-subnet-ip-ranges --auto-allocate-nat-external-ips

--region=<region>

1

1000

gcloud compute routers create demo-cloud-router --project=asavgcp-poc-4krn

--region us-centrall --network=sdt-test-asav-outside --advertisement-mode=custom
Creating router [demo-cloud-router]...done.
NAME REGION NETWORK

demo-cloud-router

us-centrall sdt-test-asav-outside

gcloud compute routers nats create demo-cloud-nat
--router=demo-cloud-router --nat-all-subnet-ip-ranges
--auto-allocate nat-external-ips --region=us-centrall

Creating NAT [demo-cloud-nat]

in router [demo-cloud-router].

. .done.
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GCP ~ ASA {18 Auto Scale V') 21— 3 Y OEM |
. Auto Scale O v 9

~

Auto Scale A< v 4
A= AT —FX, X—F v FCPUMEHARL~VE, LV AX AT N—THNO—EH
R 722 T _XTCTO vCPU OIEHfEHEDO—F & L THRWET,

o BFFVCPU O RN X — 7w MEAREZBEZX D E, A— M ATF—FI2L->TVMA
VAR ANBIMENE T, BFF vCPU OEBFEHRNZ —F v MERAR LD IRV
B, A= AT —FIA A ATHIRLET,

e ZIE, 075D =7y MERARERETDHE, A— MAT—TFA LV AZ AT )L—
TNDOFTRTD vCPU OFEREFARE 75% (CHEFFT 2 L o IS nE 7,

c A —U VT DOWRETIX, CPUFHEXA RN v 7 OHANMEHINET,

ez Yy 7T, B— RARAT U, TRTO ASA T A RIS LIS L L, F
VL TT_NTOASA BYEIZo— REND &V I RIFRICESHTWET,

AutoScale DAX 5 &ET/I\v Y

FRTEDI7 T U N EOT ZIILATFD LB Y TT,
s A — VT U MERED R T
61: 47— L7 hgED DY

Here we see hostname ciscoasav-thg6
T jp— - _ cmd been executed in the scaled-out
fem-asyi-scalesut-artion  2iESTepcdelf O Waald you Like o endale enoy werar reperting ts help begres
ASAv instance , which means we
D () Pores chaagmd Resanalilly scale-out function has executed
fem-asyv-pealemt-retion  cibiispcalf Changdng Hastrams
successfully.

tem-asn-sceleout-actien  aabsTepeelf R the produet? [Yes, (8]

feac-asyi-rreleout-action  21BE

y 0 femeann-ncalemt-nction  piflapkhld X

¥l demeanneescaleout=neiion  2if3Sspkdedd E oomef

b domeasai-scalout-action  iESlspededl X | 1"
femeasai-scaleout-action  iERTspknlf K

T T T T g
fem-asyy-scaleout-action  zikREEpkRalf

demp-asyg-ncaleout-nction  2iEREEpKalS

PR

3 demean -l 2ib5Tacle ]
50 femanud-scalamt-acnion  ZiESTacla]
T T i
femeasyi-scalesut-artion  iESTepedelf T Crpstocheckees: TaTI ebdbbiie Jedboadr Qefdehid
¥ fem-asn-sroleout-actien  zibadepknlf
¥ femc-asy-reeleout-ction  pibdEepineld E 3526 bytes copied in 4186 secs
y i fem-asyv-ncalemt-action  pifdispcnlf T Ol0¢
¥ femeanaeccalemt-aenion  pifdiapelsld T csocesav-thgkiconfigle
E femranne-scalet-acnion  ziERDspkdedl X
3 femeasae-scaleout-action  iEIDspchlf X f ios Bived
fem-asyy-scaleout-acidon  2iERspelelf X ehion 1 s h RLaL

« A=A URERED R T
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| GCP ~ ASA {%8 Auto Scale / ) 2

—> a3 vDRHE

62: R4 —)LA Uisgep O

Quarp rasulls [

EART T ET»  aamur
r-Rd- 2 103500 BT 15 dase-pmn-ncelein-petion  RRALBjedith

P Z-R-20 W05 30 0T IST dwg-zey-pralein-aciio  HEALiRjedbth

o 7 IS deme-sm-sealetr-setion  bealabjedits

B 15 daeg-pey-srpletn-aeiion  hEaLiEjedEth
8 57 dmmg-smay-sealetn-aetion  healinjedits

1B 150 dese-zeyy-srelein-aoiion  hEALIEjeditd
5:47 B8 I5T dmme-pmy-sceletn-setion  bealyEjedsth

desg-aay-selein-aniion  HRELIE edbtd

oo o o

N

Auto Scale D/ A K541 v &HIFFEIE .

L HSR R

Chezking Lizeree Stacus
shire license status | dnelide *AZ3ISTER|

wrscagan -ekad

b Lizanse Foand

Lizassw Faiid

Here we see the license smart deregister cmd has
been executed for the scaled-in ASAv instances, which
ensures the license has been deregistered before the
ASAv gets removed from the Instance Group and the
scale-in function has executed successfully

dusg-agay -sceleln-aciion

dmme-pmy-sceletn-getion  HeALyEjedsth
dese-psyy-srelein-aosion  hEELIEjedEtd
dme-ssy-staletn-aeion  healyEjedts
dese-psay-srelein-aosion  hRELIEjedEtd
dme-sy-scelet-getion  hEAL R eEts

AL el th

oA oA N N

Al

Lizesge smart dereyister

LS Sy <5 2B

H]
H
»
]
]
H
3
]
+]
]
R |
y
)
3
3
]
»
]
H
]
H

dmme-payy-sceletn-geTio
deng-poay -scedeln-aciion

AEnE- iy =S Calel - aE Tion

A pay S LRl BETLON

duse-igay -seadela-aciion

e s s eelit - B Tion
il duse=gay -seedaln-scilom
& TENE g ks s caliln- s Tion

£

hE
e
b
[
dese-paay-sceletn-eion
L1
b
e
b
[

ALy BT
AL el Th
AL b et
IShilliac]
L Ef RS
AL Bk th
ALY R
AL B Th

ALjE bt

oAl oAoA N

ol A

Crystochmccnsm; wdznl60 Jodck520 wlefulal

IS bles sopied 2 B0 pecs
L3

i azoadi-hoiad

Cofaguratian Saved

S M

Furztien scecution trok 19284 we, Fardshed with stetue: ‘a¢

Auto Scale D4 K54 > EFIFEIR

IPV4 2T MY AR— SN ET,

e IR—FEINTWNDETA B ATBYOL DA TY, PAYG iZ GCP LD ASA AR TIXF|
HATxEHA,

e — RNRTZUET T L= ML TER SN D720, B—RKRZ P07 v
7 TP \ZR81 A% DNS B X&ipEs T,

T TV = aiia—Y—MER Lo — FART U0 HRICH D EBESH., ASAKR
BIX (M 742 2BEDOT 7Y r—a  IPICEHEEET 2RI +XTo b
T 4wl EZDOa— KT IA—T 4 T LET,

+ TAG, JUEM, BEIUa—RRRT oW 77 4 =7 RO LEMEICET 25T EE IR
TWEH A,

* ASA AR = 7 A AMEFHIFTIR ORI TRRSNET,
e P —NR—L 2= FDI IV TTFA L,

A VAR VAT INN—=THNDT R TCDA VAR,

A ABLAT L — EHEGCP T AT AL TWHES) .

ZDX DB T — 1%, GCP OABF—V—E A& L TR#ETE 9,
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GCP ~ ASA {748 Auto Scale ') 21— 3 Y DER |
B Avoscalen ts5TLv -7y

| o

BEE v 2aTiE, 74 B AT —"—~D ASA (R OB Gk &2 EHIIBHIL T, 27— 7
7 hENTZ ASA BRI EBVIZTA B A= R—ZBHEINTNDED, ATr— A
SNTZASAI A VARV ANT A B A= R=nLHIBREN TV HERT D Z &
ZHER L CULET,

AutoScale D FS T a—F a4

I, ASA {48 Auto Scale for GCP O — kM7 —2F U A LT Ny DO baRrLE
7
emain.py BNEONGRN : Zip/ X r—UNT 7 A IVINEDIER SN TN D Z & B R
LET, 777 FERBIIBIHI LTI 7 ANV Y =20 TEEd, 741203 H - THIn
TJEEA
T T L= DEAHRDOTT —: [<>] AOTRTO/NNT A —ZfED jinja & .yaml TAJ)
INTWHZE, BIORIUEALNT TIIIFAET LI L 2R LET,

* Google B%cAY ASA AR ICEETE 720 : VPC 217 Z MER SN TEY . YAML /%7
A—=H T 7 ANTRICLARBIDBESNTND Z 2R LET,

o ASA AR 12 SSH B HPIZERFEIC RN : ABF— BT —D T NIELWT & 2R L
7,

e TA B ADBRERITRKE : TA B AID b= UNIELWZ EZMERLET, 7.
Cloud NAT 23MERR ENTE Y . ASA REE 23 tools.cisco.com IZT7 7 B A TX A Z & MR L
7,
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OpenStack ~® ASA {78 D R

OpenStack (2 ASA A ZEATE £,

« OpenStack ~® ASA {48 DRERRICHONT (277 =)

« ASA {48 & OpenStack DEIFESM (277 <X—)

« ASA 18 35 L OV OpenStack D HA R 7 A > LHI[RFHE (278 ~X—)
* OpenStack D (279 ~NX—)

« OpenStack D ASA A8 O > FU—27 bR TOf (281 ~—)
* OpenStack ~0 ASA A8 DORERH (281 ~—2)

OpenStack ~® ASA {R78 OREEIZDULVT

OpenStack Bg5%(2 ASA {iRAR # BB C& £9°, OpenStack (X, "7V w7 7737 RETT A _—
N7 A N0 7§¢F:y53—%4y7f§/b7¢ LERRB L OEHET 57200
—HODY T b =T VLT, KVM A R= A P LEBEZITHAE SN TVET,
ASA RAB 12Xkt 9 % OpenStack 77 v 7 4+ — LDV R— L EFHZT DL, A—T0 V—2
7579 RK7TT v M7 4 —ALTASARAR #FIT7CTXx F£9, OpenStack id., KVM /A /3—/3f 4
ALY Y —2AZEH L ET, ASARIE T /A 2L, KVM/AA 38— 3 FTTTIZ
PAR—FEHNTWET, LA > T, OpenStack DY R — FEFHZT D7D —R N3y
r—=UR R TANEBNT HUNEITH Y EH A

ASA {18 & OpenStack DRTIRE

* software.cisco.com 7> 5 ASA {4 qcow2 7 7 A /L& X 7> v — KL, Linux A" A MIAEMAL
£

http://www.cisco.com/go/asa-software

« ASA AR IX, A —7"2 Y — A D OpenStack B&5E & Cisco VIM & BEL%} 5 OpenStack B35 TP
JRBRAZ Y AR—FLET,

OpenStack DA K Z A ZfE- T OpenStack BREE 2t v b7 v 7 LET,
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http://software.cisco.com
http://software.cisco.com/download/navigator.html?mdfid=279513386

OpenStack ~ ASA {78 OER |
B 2safRiE 55U Openstack D44 K54 > LHIREE

o A —7 YV —A@ OpenStack NF¥ = A FZZML T EEW,

Stein U U —A : https://docs.openstack.org/project-deploy-guide/openstack-ansible/stein/
overview.html

Queens U U — X : https://docs.openstack.org/project-deploy-guide/openstack-ansible/queens/
overview.html

* Cisco Virtualized Infrastructure Manager (VIM) OpenStack ® R = X > | (Cisco
Virtualized Infrastructure Manager D~ == 7 /L, 343 ~345) &ML T 7EE0,

« ASA AR ~D T A & A H, ASARARICT A B A& 592 ETid, 100 [Hl DL
&£ 100Kbps D A )L—"7" kDB A] S DHMERET— FTHEITSNFE T, [Licenses: Smart
Software Licensing] Z#ZM L T I,

A =T = ADFE

EHA I =T 2R

s B LUSNIA v —T = A A
CEE/NA

CEHIA L H—T A A ASDMIZ ASA R 28T 272D EIN, VT 7 4>
IR TE £ A,

s NI A v H—T A A (WZH) : NERA A MZ ASA (AR 285+ 27 0ICEH S
£7,

A =T A A (WMZH) ASARAR ZNT ) v 7 Ry U —ZITHER T DT
IR S ET,

« BIE/NA

CASARABIZT /v AT A0 70a—T 4 7 1P,

e PR — FENTWVD ASA AR Di/II—T 3 v
« ASA9.16.1

» OpenStack D E{(Z DU Tld,  [OpenStack DEff ] ZZH LT ZE0,

o ASA AR ¥ AT HBEEIZ DWW T, Cisco Secure Firewall ASA O H{falk: [3FE] 2R L C
<TEEW,

ASA {18 H & U OpenStack DA K54 > LHIREIRE

HiR— b I SHEE
OpenStack D ASA A8 XK OMEEZ AR — F LET,
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https://docs.openstack.org/project-deploy-guide/openstack-ansible/queens/overview.html
https://docs.openstack.org/project-deploy-guide/openstack-ansible/queens/overview.html
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https://www.cisco.com/c/en/us/td/docs/security/asa/asa98/configuration/general/asa-98-general-config/intro-license-smart.html
https://www.cisco.com/c/en/us/td/docs/security/asa/asa98/configuration/general/asa-98-general-config/intro-license-smart.html
http://www.cisco.com/c/en/us/td/docs/security/asa/compatibility/asamatrx.html

| OpenStack ~ ASA {7 %8 O &R
OpenStack O E {4 .

 OpenStack BRIED T L B a—T7 4 7 ) — R TIATIIL TN D KVM /A 23— 3 D
ASA AR O EBA

* OpenStack CLI

s Heat 7> 7 L — h _X— 2 D EH

« OpenStack Horizon % > ¥ =2 4" — K
=Ty FE=F (F74/L 1)

« 74k A : BYOL DZHZ% ¥R — |k

* CLI 3 J U ASDM %] L 72 ASA {iAH DA EE

« K7 A3 : VIRTIO. VPP, & XU SRIOV

YR— kIR
OpenStack = ASA AR 1T T2 Y AR — b LEHA,
« HEf A — )L
» OpenStack Stein Y U — A& & Queens U U — A LIS @ OpenStack U U — A

+ Ubuntu 18.04 /3—3 = > & Red Hat Enterprise Linux (RHEL) 7.6 IO F XL —F ¢ 7
VAT A

OpenStack &4

OpenStack B&5i %, VAR —FSNTWVWHEN—FRy =T Y7 MY =27 OROEHIZHERL TW
HVENRDHY ET,

RB:N—FITT7ELVVI rITOEHR

hF $R—rENBA—Day  |ER

== UCS C240 M5 2 B0 UCS H— "— 2 HeiT |
%7, os-controller / — K&
os-compute / — R{Z 1 &7 D

<,

0N VIRTIO. IXGBE. I40E PR —FINTNE KT AN
IkRo LR TY,

FRX—T 4 TV AT A Ubuntu Server 18.04 ZHE. UCS H— S —THESE
ENTN5 0S TY,
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. OpenStack DZE 4

OpenStack ~ ASA {78 OER |

Rl

HYR—bENEHNN—Tay

pE T

OpenStack /N\—3 3 >

Stein U U —X

X F ZF 72 OpenStack U Y —
ZDZEHZHONTIE, "D
URL # B L TL 72 &0,

https://releases.openstack.org/

5= 27: Cisco VIM Managed OpenStack 0/

\—FOIFEVI VI TDEY

AT3Y

YR—brEhdN\—D3

P T

PN N K = T

UCS C220-M5/UCS C240-M4

os-controller / — K Z &2 3
3. os-compute / — FIZ2 &
BT, 5HB0DUCS Hr—r—
HESEL 9,

K< A4 s\ (Drivers)

VIRTIO, SRIOV, B XTVPP

YPR—FSNTVD FTAN
IFRDEFBY TT,

Cisco VIM X"— g

Cisco VIM 3.4.4
PR — SRR

ANV —=T YT VRAT
2\ - Red Hat Enterprise
Linux 7.6

* OpenStack /N\—37 =3 > -
OpenStack 13.0 (Queens U
J—2)

POV, A AR
AT TARNTIF ¥ ~F%—
VXD RF AL 343~
345 2L TLIEEW,

X F X F 72 OpenStack U Y —
ADFERZ DN T,
https://releases.openstack.org/ %
ZHRLTLIZE Y,

Cisco VIM 4.2.1
PR — b5

AN =T 4 T VART
2\ - Red Hat Enterprise
Linux 8.2

* OpenStack /X\— 2 > -
OpenStack 16.1 (kLA >
Jyy—=)

FEARICOW TR, A AR
AVTTARNT I T v v F—
YD RF AL 21 S
LT EEn,

& F ZF 72 OpenStack U Y —
ADFERNZ DN T,
https://releases.openstack.org/ %
ZRL TSN,

63: OpenStack 75 v k7 —L kRO D

OpenStack 77 v N 7 +—2A bR B VX, 2 5D UCS H—/3—TO—fA)72 OpenStack &~ b

Ty T ERLTNET,
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| OpenStack ~m ASA {38 D ERA

OpenStack £ ASA 538 D+ v k7—2 ko s ol [

KeyStone Nova

— -

MNeutron networks MNeutron networks

OpenStack LMD ASA R Dy fT—2 bRB DD

WORIE, ASABAE o3 S>o¥7 x> b (FEH, WE, SMT) 23 OpenStack NIZERE S 4L
TWHNL—FT v R 77 AT Ur—/LE— ROASAFREOHERR Y hU—27 bR Y E/RLT
WET,

64 : OpenStack ~0 ASA {18 O E A

/ Inside -Network Outside -Network \
40.40.3.0/24 40.40.3.0/24
eth0 Gig 0/0 @ Gig 0/1 ethO
40.40.3.27 40.40.3.20 40.40.4.24 40.40.4.27
Mgmt 0/0
40.40.1.25
(Floating IP)
Route Table Route Table
Destination | 40.40.4.0/24 Destination |40.40.3.0/24
Next Hop 40.40.3.20 Next Hop 40.40.4.24

OpenStack ~® ASA %18 M ER

YAATIE, ASARE Z BT 5700V 7N O Heat 70 7 L — M &R L T ET,
OpenStack 1 > 77 A NF 7 F v DY YV —A%{ERKT L5 FIRIL, *ry NU—27, 7R b,
BRONVN—F A F =T 2 AT 572012, Heat 7 7 L— |

(deploy os infra.yaml) 77 A /L TCHiGINET, ASA AR DR FIAILIKE TR
DEFFEESNET,

+ ASA {ifH qcow2 A A — % OpenStack Glance —E RIZ7 v 7 — RKLET,
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OpenStack ~ ASA {78 OER |
B orenstack ~o AsA 528 4 A —C0F v TO—F

XY NI—T AT FTANT I F ¥ EBERLET,
e Xy hT—7
DA S
N—H A B—T A R
« ASA AR A v A H U AEAERR L E T,
« 7L —N
kX2 VT T—T
s Ta—=F 47 IP

A VAL VA
WOTFNEZAMEH LT, OpenStack | ASA {48 Z R T £7,

OpenStack ~D ASA R#8 4 A—P D7y TH—F

qcow2 4 A — (asav-<version>.qcow?2) % OpenStack 2> hu—7 /— RNiZat—L,
A A— % OpenStack Glance —E 227 v 7 r— L E T,

B BRI
Cisco.com 75 ASA {48 qcow2 7 7 A V% X 7 m— R L, Linux 8 A MM L E T,

http://www.cisco.com/go/asa-software
)

GEX)  Ciscocom D7 A U BI OV A2 P —ERAZHNMIETT,

ATV 1 qeow2 f A—T 7 7 A /L% OpenStack 2> b —F /— RNiZav—Lx7,
ATw T2 ASAHE A A — % OpenStack Glance —E A7 v 7 u—RKLET,

root@ucs-os-controller:$ openstack image create <image name> --public --disk-
format gcow2 --container-format bare --file ./<asav_gcow2 file>

ATYT3 ASARIE A A—UNIERICT v 7a— RENTZZ 2R LET,

root@ucs-os-controller:$ openstack image list

11

root@ucs-os-controller:$ openstack image

listt——mmm e R e e L e Fom—————— +
| ID | Name | Status

| m e o Fo—————— +

| 06dd7975-0b6e-45b8-810a-4££98546a39d | asav-<version>-image | active

| m e o Fo—————— +
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| OpenStack ~ ASA {7 %8 O &R
OpenStack & ASA R D%y k7—% 42752 k52 Fv i ]

T o7 a—RLIEA A=V LEFDORAT—ZANEREINET,

RDZRY
deploy os infra.yaml 77 L —hEfiHL TRy NV—F A VT FA T I F ¥ &AE
BLET,

OpenStack & ASARE DRy b T—D A VI7 SR TV F Y DIERK

1R BRI

Heat7 > 7L — R 77 A )UE, 7L—/ Ry hU—2 BT xRy b =S A F—=TxA
A, BX 2 VT AT N—TN—NRE Ry NI =T A TTART T Fx & ASARE I
B a iR — 2 M AT D7D I T,

*deploy os infra.yaml
*env.yaml

ASA AR R—T 5 DT 7 L— MIRD GitHub U RY FUMNH AT TEET,

* https://github.com/CiscoDevNet/cisco-asav

| o

BE 1 xapitd a5 7L —hMNIF—T Y —20flE LTIRELTWA LD THD
8% D Cisco TAC 3R — F &N TlIffbh T ER A, FH & ReadMe D FJEIZ DU
TiX, GitHub Z EHIICHERE L T &0,

ATFYT1 AV TTARNT IV F ¥ Heat 7 L — 77 A VR LET,

root@ucs-os-controller:$ openstack stack create <stack-name> -e <environment files name> -t <deployment file
name>

1 -

root@ucs-os-controller:$ openstack stack create infra-stack -e env.yaml -t deploy os infra.yaml

ATFYT2 AV TTANTITF ¥ AF v I BEFIHERENTZ0E > 0 EfER L £,

root@ucs-os-controller:$ openstack stack list

RDZRY
OpenStack C ASA fRAH A v A XV A %AER L £7,
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OpenStack ~ ASA {78 OER |
B orenstack To AsA (18 1 w25 RO

OpenStack T®D ASA RHE 4 VX2V ZADERK

ASA A Heat 7 > 7' L— b DY 7V A LT, OpenStack |2 ASA AR 38 A L ET,

188 BRI
OpenStack T ASA A8 Z B3 2121X, RO Heat 7 > 7' L— M BMLE T,

*deploy asav.yaml

ASARIE N—Ta DT o L— MIKO GitHub U ARY R U B AFTEX ET,

* https://github.com/CiscoDevNet/cisco-asav

BEE T 2apEitt+r50 7L —MNIA—F 0V —20fL LTIRELTWHWAEEDOTHY .,
1% D Cisco TAC B — F O#EiJHN TIHIFb T EF A, FH & ReadMe O FJEIZ DU
TiE. GitHub Z# EHRICHER L T 72 &0,

ATvT1 ASAfH Heat 7> 7' L— b7 7 A )L (deploy asav.yaml) ZMEBIL T, ASA{iAE 1 > A ¥ v R EAE

RLET,

root@ucs-os-controller:$ openstack stack create asav-stack -e env.yaml-t deploy_asav.yaml
1 -

o R e ettt +
| Field | Value |
o R e ettt +
| id | 14624afl-e5fa-4096-bd86-c453bc2928ae |
| stack name | asav-stack

| description | ASAvtemplate

| creation_time | 2020-12-07T14:55:052

| updated_ time | None

| stack_status | CREATE_IN_PROGRESS

| stack status_reason | Stack CREATE started
o R e ettt +

ATw T2 ASARIE A% v 7 WIEFITHER S -2 & 2R L E7,

root@ucs-os-controller:$ openstack stack list

1 -
| ID | Stack Name | Project | Stack
Status | Creation Time | Updated Time |
| 14624afl-e5fa-4096-bd86-c453bc2928ae | asav-stack | 13206e49b48740fdafca83796c6f4ads |
CREATE_COMPLETE | 2020-12-07T14:55:05Z | None
| 198336cb-1186-45ab-858f-15ccd3b909c8 | infra-stack | 13206e49b48740fdafca83796c6f4ads |

| None |

CREATE _COMPLETE | 2020-12-03T10:46:50%Z
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5 19 =

Nutanix £t T ASAv Z B9 5

Z DETIL, ASAv % Nutanix BREZER T2 FNEICOWTEB L E7,

* Nutanix T ASAv Z#fEWVED 5 (285 _—2))
» Nutanix (ZASAv % JEB 9 2% Hik (289 ~X—)

Nutanix T ASAv Z{# 0 \iBsH 5

Cisco HSHItEX 2 VF A RIBT 74 T A (ASAV) 1%, (AL EEICAEN 77 A4 T
U — e E R L, T2t — T T v I e VT TS NRED X2V T 4 &
ik L £,

Nutanix T ASAv # BB L £,

Nutanix TO ASAVDHA K54 > EHFIR

|

EE ASAVII. 8GBDT 4 AT AL —UH A A TRESNET, TAAZEEDY V—2R
Bl Y TEEFTDHZ LI TEERA,

ASAv Z BB DRI, ROTA T A > LHIRFEZ ML L E7,

H#EE SN 5 wNIC

BT —~ o AEEDHI1T1E, kD VNIC ZBEID LE9,

VirtlO : 10 Gbps OEIEZ VAR — F LET 2, CPU VA 7 Vb MBERWERBILR Yy NT—2 R
CPUE=Y

Nutanix B2 C ASAv ZHEFES B 2 1Ci%, CPU V=V I RMETT, [CPUY =7 DAER)
(60 —2) | BB LET,
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Nutanix + T ASAv £ BB % |
B vuanix coasav oA K54 EHIR

N TRAZEYTAD=HDT T—)LF—/\—

T 2=V F—N—FEOEAIL, AR UL IEENE LT A v AR 52 HZTND T &
ERERL TS (F2& 2E, W OEEN 2 Gbps DHEMRFT 5 THDH Z 72 L) |

| &

3 A47m47t)74«7%¢ﬁ¢6k%i A CNEFF C& ASAVICT — 4 A X —7 =
ARZBMTHLENHY £F, ERIZFE LA ¥ —7 =4 AR ASAV [ZIBINE LT
WABMNR, EFBRRR D546, ASAVCI‘/V*—/WZI?“—ﬁ\‘?Eﬁ?éZ}’L\ 7 x— ) — N —
REICHE L 5 2 D[RR H Y £,

—REEREIR

e HR—PFEINDBA Vv HF—T oA ADERKREIL10 T, 10 2B258DOA X —T x4 A
EBMLEIY»ETDHE, 29— A ovb—URERINET,

\)

GE) e T 74N FTIE, ASAVIZRICH 7y b BICEBA
H—=T 2 A ALWNEA L HZ—T =2 A ZAHELET,

e Xy NT—=I A LB —T o ABETTDH L XL, ASAv
FRA A X TICTDHHENDY £77,

« T 74/ N TIE, ASAVIZ, BHB Y TRy b LICEHA VX —T =4 ALNEA X —
ToA ZADWMBFEREL-Z EE2FHEE LTWET, FHL1 o ¥ —7 = — (213 [TPaddress
DHCP setroute] 3% Y . 574/ N — R = A X DHCP IZ L » Tt I nFE 9,

¢ ASAV IZ, 3L EDA U H—T 2 A A% L CTRADELEFIZ AT —T v 75 B0
MNHVET, VAT AT, 32004 X —Tx2—ARLTIHERINETA,

cASAVIE, T—HX T T 4 v T HIZ1IODEBEA X —T A A (nic0) EHRKIDDFR
NI —2 A H—T xR (nicl-9) OEFFI0DA L H—T A AP R —FLET,
FT—H K NTT 4T DIy NT—F A F—T oA AT, EEDIEFIIHE) 2N TEFE
ﬁ‘o

N

GE) ASAVODOR Y NTU—27 A B —T A ZADE/NEIT. 35D
TSV B =T = AT,

e oLV —NT IV RBADFPE, F—IF AP ——Ttelnet I L THHR— FINFET,
e FIR—FINTWABVCPU EAXFY DT A= IXDLEEBY TI,
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| Nutanix £ ASAV ZREIT %
Nutanix 0 ASAv D5 1 K51 > 4R ]

CPU AEY ASAv 75y b7+ —LDY |4V RADEAT
4 X

1 2GB IvCPU22GB (F7#/v 1) |1G (ASAv10)

4 8 GB 4 vCPU/8 GB 2G (ASAv30)

8 16 GB 8 vCPU/16 GB 10G (ASAv50)

16 32 GB 16vCPU/32GB 20G (ASAv100)

HiR— bk Sh BHHE
e —F v KE—FK (F7x 1)

e NTFUAXRT LV N E—F
~

GE) IVF ) — R FGAZDY—ERAFz—F, FT AT
LY b E— FTIEYR—FINTHEREA,

AVF—=T2AAADFKy VU= T X7 KGRy hU—7 5idery PU—=27ICET S
LT OMEERGI ZZ R LTI Eauy,

2y RIT—OTETE|FEERRY FT—T  |BEFRY FT—Y Hae
vnic0 Management0-0 Management(0/0 Gt
vnicl GigabitEthernet0-1 GigabitEthernet 0/1 Outside
vnic2 GigabitEthernet0-2 GigabitEthernet 0/2 PRI
vnic3-9 T—5 T4 T—5
Proxmox VE £ ) ASAv

Proxmox Virtual Environment (VE) (%, Nutanix ({48~ LV 2EFEHTE L4 —7 YV —ADY—
N7 7 v b7 4 —A T, Proxmox VE [F, Web X—ADEH A L ¥ —T = A AL
L ET,

Proxmox VEIZ ASAV ZE AT A4, =Ialb— SNV U T AR — R EFFOL 91 VM
ERETDMLENHY £T, YV TNAR—FIRRNE ZZ— 7 v 77 at 2P ASAv
I—TREEIC 72D T3, TRTOEEHS A7 X, Proxmox VE Web X— A EHA X —T = A
AEEHLTEITTEET,
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Nutanix + T ASAv £ BB % |
B vuanix coasav oA K54 EHIR

A\

() Unix ¥ = /L F 7=1% Windows Powershell {Z1E71 T 5 bk — —[aiF 12, Proxmox VE I
FABBREOT X TOayR—R "eEHTa~v R I A0 F—T = A%
LET, Z20a~vry RIS A H—Tx2A R L, AT VT xr MeX THiERE
L UNIX ® man X—UHERDOZBER RF a2 A M3 H Y £97,

ASAv Z1EL S BREAT HI2IE, VMICV U TATNA RERET HHERH Y £,

1. A > Management Center D/ElDF /7 —2 3 > U —"T ASAv VM ZiIR L 77,

2. RE~vrOBEREAZIZLET,

3. Hardware> Add> Network Device &R L T, > U 7 /LR — hZBINL £7,

4, A~ OEREANLET,

5 Xterm.js ZfEH L TASAVVMIZT 7 EALET,

FANP=N=THhiRzty b7 v 7 LTT 77 4 7T 5 HIEIC OV TIL, Proxmox ¥ U 7
VIR D=V ST IEE 0,

YR— b Shg L HERe

e Nutanix AHV FD ASAvIZ, A > F—T =24 ADFKy N TFTF 72 R—FLTWEHA,
ASAV DEFENRA NI o2 TND L&D, A v F—T oA A& BIMELITHIRLARVWTL
f;él/\o

* Nutanix AHV /&, Single Root I/O Virtualization (SR-IOV) % 72| Data Plane Development
Kit-Open vSwitch (DPDK-OVS) ##7AK— kL TWEHA,

N

(GEX)  Nutanix AHV /X, VirtlO #fH L7=4~ 2 N DPDK % V7~ —
FLET, FEMICOWTIX, AHV TO DPDK VAR — F &%
BLTLIEEN,

* Nutanix Release Notes
* Nutanix Field Installation Guide
e Nutanix CO/N— R =7 O KR— K

* Nutanix AHV T® Virtio-Net Multi-Queue # 78— k
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https://pve.proxmox.com/wiki/Serial_Terminal
https://pve.proxmox.com/wiki/Serial_Terminal
https://portal.nutanix.com/page/documents/kbs/details?targetId=kA00e000000LM7hCAG
https://portal.nutanix.com/page/documents/list?type=software&filterKey=software&filterVal=Foundation
https://portal.nutanix.com/page/documents/list?type=software&filterKey=software&filterVal=Foundation
https://www.nutanix.com/products/hardware-platforms
https://portal.nutanix.com/page/documents/details?targetId=AHV-Admin-Guide-v6_0:ahv-virtio-net-multi-queue-enable-t.html

| Nutanix £ ASAV ZERIT %
ASAv & Nutanix O > R 7 LEH .

ASAv & Nutanix O XA T LEH

ASAD/N—D 3 Y
9.16.2

ASAv A E  vCPU, BEUT A RIDYA DT
ASAV DEANIHEH SNDREDN— R =T 1%, BAINDA VAKX 2D LB
LoTHERY F9, ASAV DEA AL A1, == ETOER/NY) V—REH KT (X
FURE, CPUH. BXOT 4 A7 FR) BDHLETT,
ASAv S At R

cASAVCLI DB EF a2 U T AP —ERDTRTOITA B ABKEHRELET,

« TA B AOEHIFIEOFEMIZONWTIX, [CiscoASA =7 4 Falb—ra A K]
D IAAN DA —K VT hTx2T T4V UTORE] 2B LTI EEIN,

Nutanix DI U R—FR U R EN—T 3 Y

aAVR=—FR2 b N—o3y
Nutanix Acropolis OS (AOS) 5.15.5 LTS LAR%
Nutanix 7 7 A4 F = v 7 (NCC) 4.0.0.1

Nutanix AHV 20201105.12 LAKE

Nutanix [ZASAv Z B9 5 A%

z BRY BT

TV

7

1 BtES 2R L E T, ASAv & Nutanix % B9 5 7= O O Rii#E S
(290 ~=—3°)

2 ASAv qcow2 7 7 A /L% Nutanix B2 521 | QCOW2 7 7 A /L% Nutanix (27 > 72— R
Ty 7rm—RLET, (290 ~—7)

3 R~ ORBRFCEA SN [ FEOHDODa Ly 7 4 Falb—al 774D
KT — 22 LT, $0 8O | ¥ (291 ~<—°)

77 AN LET,
4 Nutanix (ZASAv & JEB L F 9, ASAv % Nutanix (BT 5 (293 X—)
5 ASAv ZEB) L £, ASAv DLH] (294 ~—2)
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Nutanix + T ASAv £ BB % |
B Asav & Nutanix 2 BB 2 -0 0TS 4

ASAv & Nutanix BB T 5= DHHREHE

+ Cisco.com 7>5 ASAv qcow2 7 7 A /L& X 7 m— KL, Linux " A MIEHA L ET,

http://www.cisco.com/go/asa-software

\}

G¥)  Ciscocom D 7 A U BIOY AT —EREKNNET
bé‘o

« ASA V7 N U =7 3 L O HyperFlex /~A /3= 3 A FOHHMEIZOUWTIEL, TCisco Asa
Compatibility] Z#ZM L T 723V,

QCOW2 7 7 4 /L% Nutanix [T 7w 7A—F

ASAv % Nutanix E25ZIC BRI 25 121X, Prism Web =22 Y — /LT ASAv qcow2 7 4 A7 7 7 A JL
MHA A=V EAERT 20 ERDH Y FT,
388 BRI

Cisco.com 75 qeow2 7 4 A 7 7 A V& Z 7 — K LET : https:/software.cisco.com/download/
navigator.html)

25w 71 Nutanix Prism Web =12V —vica 74 o LEd,

ATFY T2 HETA %7V v 7 LT [RE (Settings) | <—T&BHE £,

AT T3 ERDORA T A—VDORTE (Image Configuration) ] %27 U v 7 LET,
AT w74 [UploadImage]l %7 VU v 7 L7,

ATYTS A A=V EERLET,

1. A A=VOAHTEATLET,

2. [A A=V XA (ImageType) | K v 77X U ARG, [T 4 A7 (DISK) | 23R L 9,
3. [Ahb—y a7 7 (StorageContainer) | Ru v 77U A ik, BRIO a7 F2RIRLET,
4, ASAvqecow2 T 4 AV 7 7 A VOEFTEfRE L E T,

URLZHEELTWeb Y —R—nET7 7 AV EAVR— D2, VI RFT—2aurnb 774
NET v 7e— KT L8 TEET,

5 [f&fF (Save) 127 U7 LET,

ATV T6 [ A—VORE (Image Configuration) | X—IZH LA A —UNRFRIND ETHLET,
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http://software.cisco.com/download/navigator.html?mdfid=279513386
https://www.cisco.com/c/en/us/td/docs/security/asa/compatibility/asamatrx.html#id_65990
https://www.cisco.com/c/en/us/td/docs/security/asa/compatibility/asamatrx.html#id_65990
https://software.cisco.com/download/navigator.html
https://software.cisco.com/download/navigator.html

| Nutanix £ ASAV ZREIT %
#0A0av T+ ¥aL—var 771 00%E [

FOBDaAY T4 FXalL—2ay I74ILD%ER

ASAv BT AENC. F OB 7 7 A NVEERFTEET, 20774 uE, REE~
DOEARHCEB SN AR ET — 25T F AN 774V TY,

FBOHDary7 4 Xal—vary 774 VEEALTCERTISHE, a2k AT, ASAvT 7/
TAT ADPMBRERKREFIT T ET,

Tr7ANTIE, UTZEETEET,
« VAT ADERA RN,
EHET AU FOFH LWERE 22— -4 L XA T — K,

DT AT T —ILET— R, HPDT 7 AT 7 —LF—F (Jb—TFTv KL=tk
SURRT LU R ZRELET,

a—ANEER L TCRERRZEHT 2 TEOLGIE. 77 AT V+— L E— RICIL—TvY
DIHIANNTEET, ASAVTNA AR =T ¥ ZHH L CEMRT 7 AT U4 —/LE— A
H=T A ARETHIEIETE EHEA,
« AN % ASDM :
* http server enable
* access-group all global

« http 0.0.0.0 0.0.0.0 management

« 77 &A U AL (Access List)

* Name-Server

T TIAT UAPEHR Y PU = TEETLZEE2FHATILIRY U —TRIE,

A\

G BOHOHRZ 7 ANVET v 7a—RT50, FRENETIFA MRy 7 A Zarys v
VaEar— LTV A N TEET,

ATV EBOT XA T 4 XA LT, FILWT XA T 7 ANVEVERRLET,
ATV T2 ROFPUTTRTEIIT, THFA T 7 A IMTHERDZEMAE AT LET,
51 :

ASA Version 9.16.2

|

console serial

interface management0/0

nameif management

security-level 100

ip address 192.168.1.2 255.255.255.0
no shutdown

interface gigabitethernet0/0
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Nutanix + T ASAv £ BB % |

B zoe00 7 %a—var o7 ok

ATvT3
RTv74
ATy TE

ATvT6

nameif inside

security-level 100

ip address 10.1.1.2 255.255.255.0

no shutdown

interface gigabitethernet0/1

nameif outside

security-level O

ip address 198.51.100.2 255.255.255.0

no shutdown

http server enable

http 192.168.1.0 255.255.255.0 management
crypto key generate rsa modulus 1024
username AdminUser password paSSwOrd

ssh 192.168.1.0 255.255.255.0 management
aaa authentication ssh console LOCAL

BHIDITIZ ASA DX— g VU TIRD D XE N H Y £9°, dayO-config 1%, AXN72 ASA#ER THHILENRH
D £9, dayO-config Z kT D i 72 7iEIX, BEfFD ASA £721XASAV I L3 fTa s 7 4 Falb—va v
DORE#ER Sy % 2 B —3 5% Z & T9, day0-config NOITDIEFIZEZE T, BEFED show running-config =~ >
NN DIERF & —B L TV 5ERH Y £,

Day0-config FIREZ2 MY
« RA M
s RAAL A
* Administrative Password
A HF—T AR
«IPT7 FLA
C ASAT A4 v J— |
* DHCP H#—/3—
« Xy FU—27 T R L REHHSHI

GE) FBOHDOWERZ 7 A VORNEFIX, ISONFEXTHIVENH Y £, JSONBFEY — 1V Z#H LT
THXANERGET DLERH Y F7,

7 7 A% day0-config.txt & L TIREFLET,

[Custom Script] 47> 3 & BR L E T,

dayO-config.txt 77 A V& T v 72— RT 50, RRINLETXA MR Y ATy A VEabe—L
THED AT £,

AT 71 ~3 %MV LT, BT 2 ASAV ZEIC—EDT 7 4V MER T 7 A VEVER L E7,
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I Nutanix £ T ASAv = BB93 %

ASAv % Nutanix IZERT % .

ASAv % Nutanix [ZERI9 5

ATvT1
ATvT2
ATvT3
ATv74

ATy TH

ATvT6

ATy 71

1R & SRS
BB 5 FMCv DA A — 73 [Image Configuration] X— UIZFKRINTWND Z L2 MERE LET,

Nutanix Prism Web 2> Y —/iza 74 LET,

A AZ2—/N—=T, [View]Fay 77Xy VR &7 Uy 7 L, [VM] Z&RL £,
VM & w2 R— FT, [VMOFEK (Create VM) 1&27 U v 7 LE T,
WOFNEEZFEITLET,

1. ASAv A LV AR ZADLHETZANTTLET,
2. (FFTar) ASAVA L AZ L ADEHHAEASILET,
3. ASAVA VAR UATHHATDHZ A LY — 0 BN LET,

AL a—T 4 T OFMEATLET,

1. ASAv A VAL U AIZEID BT HIAE CPU OFa A LT,

2. BUECPUICHIV Y THOMERHD AT D& AT LET,

3 ASAVA U AZ U RAIZEINYTHAEY D& (GB) ZATILET,

ASAV A VAR AT 4 AV EHERELET,
1. [Disks] T, [AddNew Disk] #7 U v 27 LE7,
2. [#A47 (Type) | kw7 XU A NS, [T4 A7 (DISK) | &R L £,

3. [#fE (Operation) | Ku v X URXRNE, [f A=V —ERANLHHE (Clone from Image
Service) | Zi®IN L £7°,

4. [BusType] K v X7 U A NG [SATA] 3R L £,
5 [AA—Y (Image) | Rey XU URRNNnL, EHTLHAA—UZERIRLET,
6. [EM (Add) 1227V v Z7 LET,

3OLLEDEIER Y hT—F LA —T =2 AR ELET,

[y hU—2T7 X774 (NIC) (Network Adapters (NIC)) ] C. [#H LV NIC @B (Add New NIC) ] %
7V w7 L, Xy hU—27ZBRLT, B (Add) 127V v27 LET,

IOTaRAEBYIRL T, Xy hI—F A F—T oA AZ 5 I2BML £,

Nutanix FD ASAvIEZ. =X 57 4 v 7 HIZ 1 OOBEHA L X —T oA ALERKIODRy hT—2
A H—=T 2 ADEFHI0DA L 2 —T 2 A AV HR— s LET, XAy FT—T~DA X —T A A
DE Y BT, ROMEFTHDZ ENRMLETT,
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Nutanix + T ASAv £ BB % |
B ssavoes

e vnicO : FELA X —T = A A (W)
e vnicl : AMEEA X —T = A A (WIH)
e vnic2 : WA v 4 —7 = A A (WIH)
evnic3-9 : T—H AL H—T =2 AR (AT ar)
ATYT8 ASAVDT 74 =T ARV —ERELET,
[VM Host Affinity] T, [Set Affinity] %27 U v 27 L, AA FNEEIRL T, [Save] #7 V v 7 LET,
= RIZEERBELTZLGAETH VM ZFATTEL L5127 2121E, 1 DL EDORA 2RI £7,
ATY T HO0BOWRT 7 A NEERESOEEIL, ROFINEEFATLET,
1. [BAZLAZ YTk (Custom Script) | Z3IN L E7,

2. [Upload AFile] %2 UV v 7 L, 50 HORRK T 7 A /L (dayO-config.txt) ZIERT D, b L<
WFar s vEar—LTN—AMLET,

GE) MOFT_XRTCOHAZ L AT VT N 7 gtk V) —ZATEPR—FENTHERA,

RAT9T10 [Savelx 7 Vw7 LT, ASAVA VAX U ARIBHLET, VMT — TNV E a2 —|lf U AX LV APRFIRE
ET,

ATYTMN VMT—TNEa2—T, HILIIER LAV AX U RAERIR L, [PowerOn] 27 U v 7 LET,

ASAv DiZEf

VM OEFENA 12> 5, dayO-config 7 7 A VEMFEH L CHERERIN-2—V—4
L /XA T — KT [ASAV-VM] > [Launch Console] #Z4R L CT7 7 A L £,

N

GE)  WHREDETHEOIET NRA ZAD NS DHREXEFTHITIE, CLIZHEHL £,

AT w71 [Launch Console] %7 V v 7 LT, B SN/ ASAVICT 7B A LET,
ATFw T2 asav A5 A7 17 T, dayO-config A—H—LZ L/IRT—F&ZfFHL T/ A LET,
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Cisco HyperFlex ~@ ASAv )& A

HyperFlex ¥ A7 L, HOP LG THLDLT T r—ra ing /" —arR_"—Tx
2% $Ef L E 9, Cisco Unified Computing System (Cisco UCS) 7 7 / 1 ¥ —% i = % HyperFlex
1%, Ciscolntersight 7 7 7 N 7T v b7+ — Lzl U CTEHS N, Bi2MbT7T 7Y 7r—
vare TSRy R— L, aTrT TSI —hbzy Y ELINT Vv T
U NETOEMZKIEL L, DevOps Tz L TREMEZ M0 L 2 LN TEET,

Z OFTIX, Cisco HyperFlex Bz NIZF1F 5 Firepower Threat Defense Virtual OFERE  (FEEE D -
=R, VAT LB, A RTA v, HIRFEERLE) IZOWTHHLET,

|

EE  ASAV OF/NAE U EX2GB TF, BIED ASAv 78 2 GB KD A€ U TEHEL TV
5%, ASAV VM D AE Y ZHR0 ST, LFioAN—2 3 b 9.13()+H 2T v 77

L—FRT25Z2813TExERA, 77, NN —T 3 U2 L TH LUV ASAV VM % FE
ATHZEHLTEET,

« Cisco HyperFlex TD ASAv DB A R A » LH[RFHE (295 ~—)

» Cisco HyperFlex ~® ASAv ME A F ik (300 ~<—7)

«VCPU £/ ZANV—T v F TL BV ADT v 77 L—F (307 ~N—Y)
« Cisco HyperFlex TD ASAv D/37 3 —= o ZAF#E (308 ~<—2)

Cisco HyperFlex TO ASAVDH A K54 > L HIREIE

ASAv Cisco HyperFlex DDA > A & 2 X% ER% LT, VMware vCenter Server (238 A T& %
o ASAV DE NI SNOFFEDN— U =713, BASNLA VA X o 2D EHME
TR R > TRV EF, BT LIHET 774 7 0 A2E, RA M~ ETORNY V—
AEY YT (AEY, CPUE, BLOT 4 AV ERE) HLETT,

|

EE ASAVIZ. 8SGBDT A AT A ML —UH A XTREAINET, THAAITFEDY V—X
BDUCEETT L LI TEEEA,
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Cisco HyperFlex ~ ASAV DA |
. Cisco HyperFlex TD ASAVDH A RS54 > L HIREIE

ASAv ZBBIT RN, ROHA KT 4 LHIRFHEZHERLET,

H#EZE X5 vNIC

IR T 3 —~ o A& B 5120%, vmxnet3 WIC ZfiH+25 2 L 2 H#ELF4, Z D vNIC
%, 10Gbps DENMEZ TR — K LETA, CPU YA 7 Vb MERUERE(LRr Y hT—2 KT 4
NTT, EBHIZ, vmxnet3 ZEHATA5E1L. TCP N7 3 —< ADIK T 2T B2 DITKE
ZEA7r— K (LRO) ZHNITHLERHY 7,
OVF 774 ILDHA K54 >

o asav-vi.ovf : vCenter |28 AT 54

c ASAVOVF DB AT, v—h V¥ —T a3y GEREE—RTCOaryR—32  OA A

=) Y AR—bFINEFA, ZBHDOEED VMware vCenter & LDAP V—/3—23
ASCI E#E— RTA VA=A ENTNDH I EEMRLTIIZEN,

*ASAV A VA h—/L LT VM 2V — )L &EHTSRE1C, ¥ —A— K% [United States
English] IZRRET D2 MENH D £77,

N TRAZEY T4 HAKSADE=HDT z—ILA—/1—

72— VA= N—REDOGEIL, AZ N EERFRL T A B AR 52 TS Z &
ZRERLTLIZE W (M OHEEN 2 Gbps DHERST G THDH Z L7 E)

|

BE A%y%ﬁ%LTmT%$AT%WW#59Ai F—H A H—T A A%F ASAV T
A CNE/F CEMT 2 0ERH Y £, BRICFELCA VF—T = A A B2 DIEFTH
A&WLEMﬁéE\A%yﬂ//—whi7 DERREINDGENHY ET, T,
Tz VA=A RO EERH L 2 EnH D £,

IPV6DHA K512

VMware vSphere Web Client Z{# ] L T ASAv OVF 7 7 A V& KRANE AT H5E1T. EA

VE—T A ZIZIPV6 T RLAZETEET A, ASDM £7/-1X CLI ZfEH LT, IPv6 7 R
Ly T EBETBINTE 9,

vMotion (B89 2 H4 K514 >

« VMware Tl&, vMotion Zfi T 25 GITHA A ML —V OB ZMEHT MERH Y £,
A&W@%Aﬁ_\TXk77X&#%6FAi A ML —=V%mr—H T (FFEDK A
FE) . FRFHEEFRA M ETT o Ya =/ TExET, 7272 L. ASAv % vMotion %
ERHLTHIOFRA NMIBITT 6. e— VAN —UREHTHET—BAELE
7

. Cisco Cisco Secure Firewall ASA Virtual 9.18 R 2 — k7 v TH A K



| Cisco HyperFlex ~® ASAv D& A
Cisco HyperFlex TD ASAV D1 A K54 L FIREBIE .

AIW—Ty FEDOAEY EVCPUDEIY LT ESAIEUR

cASAV IZEID {TEHENZZAEY DY A XL, ZANL—TF v hL~YLIZEbEELO T, #
RDBAN—T RV DT AU A ERTHGEEROT, [REDOHE (Edit
Settings) | ¥ AT 0T ARy 7 ZADAEYFEEILVCPU /N— RU =7 OREITERE L7
WTLZEW, Tox—7nbva=r 7, N7 34—~ R B EE 2 5 EMNH
nET,

N

G %%)itivCPU/\~%r7:7 XEX LT HNEND D

AT, ASARIE OF 42 (1 —) IZZR#EHEINT

WHIEDH A L TL 72 &V, VMware 34342 A £ 1

R OR/ME, 77 4V Mi, BXORKMEEEHR LT
P&,

CPU %44

« 774/ T, ASAv ® CPU T#J1Z 1000 MHz T, A, TH. B L OHIRORE &2 f
452 LT, ASAVIZEID U THNZCPU Y Y —ADEEZEETEZET, [REDESE
(Edit Settings) ]>[") V—X (Resources) ]>[CPU], K VIRWERETKLERNT TV 1 v
7 B DR EZ LTV DRI T ASAY M HIZ K TX 2856 1%,. CPU THIDFKIE % 1000
Mhz Kiiilc T&E £9, ASAVICE > THHEND CPU@ii\ FNREMEL TV D N—
RO =7 779 R 74 —LT7EIF TR, ZNIMMTHOTWDIEHXDZA T L EIZL - THEA
720 FET,

A8~ 3> @ [Performance] % 7 @ [Home] & = —|ZHd{& S 4172 [CPU Usage (MHz)] 7 ¥ —
B, TRTOME~ T T 5 CPUMHEZ AR A ORI TR TEX £7, ASAv
DERRIR N T 7 4 v 7 BEAF L TND L&D CPUMHEOR L F~v—7 2R ETI
X, ZOf#H% CPU TRIOFEREO AN & LTHHTE £,
FEMIIZ DU T, CPU Performance Enhancement Advice D U v 7 Z#SBRL TL 72 &0y,

« ASDM T ASAvshow vm >show cpu=~ > REfEH LT, VY —2FD YT, BILOA—
N—Tabla=rJFE T o4 —"aela=rrEnt-l)Vy—x%
FRTEFET,
[f—L (Home) ]>[T/8 A& w3 a/R— K (DeviceDashboard) ]>[7/%4 RI1EHR

(Device Information) 1> [{R#8') YV —X (Virtual Resources) ] # 7

E s

[E=%1 2% (Monitoring) 1>[7B/87 41 (Properties) 1> [V RTLYY—RTS D
(System Resources Graphs) ]>[CPU] ~=1 >
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https://docs.vmware.com/en/VMware-vSphere/5.5/com.vmware.vsphere.monitoring.doc/GUID-FBA3A58A-EEC9-4B4D-8515-ECCF51188913.html

Cisco HyperFlex ~ ASAV DA |
B asav s s Chyperflex 0o 2 7 LE#

UCSBHLUVCY)—XN—FIzT7IZBTE S VART LY FE—RICETHHA K54

~

MAC 77 v 7M., CiscoUCSB (vt a—FT 47/ —F) BIXOC (2o RX=V ) —
R) Y V—=AN—KRo=2T7DrIF L AXT L bE— R TEHET D —HD ASAVERE THAT
HZLEDBHVET, MACT FLANIEIERGHICHEA LGS, Xy MIkry 7
nEJ,

VMware BREZIZ F T AT L FE— R TASAY 2B AT AEAIC MAC 7 7 v 7 & [AEEd
HIT1E. ROHA RTA4 L HBEIZLTLIEE N,

« VMware NIC F7—3 2 : UCSB £721Z C 2V —RIZ b T AT L hE— F T ASAv
PEATAHEE, NHRBLOUNSA v —T = A AT EER— NI —12137 7
TATT TV HEIDIETREL, Ty 7V ZI3RIUTHANENH Y £9°, vCenter
T VMware NIC F— = V7 2R EL 7,

¢ARP A L A7 g9 : ASAV CTARP A VAT g VBRI L, ZEA L F—T =
AATMACBLOARP = MU ZFICERE LE T, ARP 1 VAT v a L ARML
DFEHIZOWTIE, CiscoASAY ) —RX a7 4 Xalb—i g A4 (ki #EE)
[FRE) 22 LT IEE0N,

ASAv # & U HyperFlex D X T LEH

HyperFlex HX ') —XDERFE LV TR R

RE D3R4

HX220c 2>/ "—Y K /) — R T T v al T ARHY

N3 )= R FARE (F—HR—Z
VDI, VSI)

HX240¢c 2 /83— K /) — K T T alTARE

o /N3 ) — K75 2% (VSL: IT/Biz 7 7
Vi—var, T A MR

HX220C &= (VDI, VSI, ROBO) e NAT VY RTTAH
HX240C (VDI. VSI. 7 A ~/Bi%) /N3 ) — R T ARH
B200 + C240/C220 I a—T 4T R R T 7Y /VDI

HyperFlex HX ') — XDEAF T+ 3 v
ATV Yy RTTAR

T Ty ald T AL
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https://www.cisco.com/c/en/us/td/docs/security/asa/asa99/configuration/general/asa-99-general-config/basic-arp-mac.html
https://www.cisco.com/c/en/us/td/docs/security/asa/asa914/configuration/general/asa-914-general-config.html

| Cisco HyperFlex ~® ASAv D& A
ASAv & & U HyperFlex D S X 7 LEH .

* HyperFlex HX = » ¥
*SED N7 147
*NVME F v v 2
* GPU
HyperFlex HX 7 7 7 R &R LI E A7 L 2 12OV CiE,  [Cisco HyperFlex 3 A 7 A%

EHA K] © HypeFlex 7 7 7V w7 A X —ax 7 NI INT=7 72X DRM] Ot
I arEZRLUTIIEZN,

HyperFlex 3 ViR—% > FEN—Ta

= e S N—o3y
VMware vSphere 7.0.2-18426014
HyperFlex Data Platform 4.5.2a-39429

HiR— b Sh HHEE

cBAE—F: V—TFT v K (RZFT7rY) | —FTv K (HA) . BEORF T AT
[PV

* ASAV DX A T 4 7 HA

s VX AT L— A

* VirtlO

sHypetFlex 77— Xt 4 —0 5 A% (AL yvTF 7T AX%EERL)

* HyperFlex Edge 7 7 A %

* HyperFlex X CTHONVMe, A— V7T v v a, BLUONMT Yy Kary N "—Y K J—F

*HyperFlex 2 o —F 4 VT HH /) — R

HR— F SN LR
SR-IOV Zffi ] L 7= ASAv ®F4T1%, HyperFlex TiE SN TWEE A,

N

(GX)  HyperFlex (% SR-IOV % # K — k L TWEF 23, MLOM VIC 212 T PCl-e NIC & 4T
B
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https://www.cisco.com/c/en/us/td/docs/hyperconverged_systems/HyperFlex_HX_DataPlatformSoftware/HyperFlex_Installation_Guide_for_Intersight/b_HyperFlex_Installation_Guide_for_Intersight/b_HyperFlex_Installation_Guide_for_Intersight_chapter_011.html
https://www.cisco.com/c/en/us/td/docs/hyperconverged_systems/HyperFlex_HX_DataPlatformSoftware/HyperFlex_Installation_Guide_for_Intersight/b_HyperFlex_Installation_Guide_for_Intersight/b_HyperFlex_Installation_Guide_for_Intersight_chapter_011.html

Cisco HyperFlex ~ ASAV DA |
. Cisco HyperFlex ~® ASAv DE A %

Cisco HyperFlex ~ ASAv D& A 5%

A 2Ry FEHIEER
TV
7
1 HARTA L LHIFBFEZMHB L E | Cisco HyperFlex TP ASAv DA KT A &
R HfRFIE (295 ~—2)
2 e MR L £, ASAv 5 X O Cisco HyperFlex D Ri#ESMA: (300
)

3 Cisco.com 225 OVE 7 7 A )L E AT [ASAVY 7 b7 =T DX U a— R Efisk (301

n—RFLET, ~N—)
4 Cisco HyperFlex (Z ASAv Z#8 A LE | vSphere vCenter ~® Cisco HyperFlex =0 ASAv
R DEA (301 <—)

5 ASAY 2 =)V T 7 BALET, |ASAV 2L Y —)~DT A (304—)

ASAv # & U Cisco HyperFlex M RIIZ &4

VMware vSphere Web Client, vSphere A% > R7 a7 747 b, F£721X OVF ¥V — L& {HH
L T Cisco HyperFlex |Z ASAv #3E A TE £9, VAT LAEMFIZONTIE, [Cisco ASA
Compatibility] % ZHR LT 72 &\,

vSphere ZZ#EX A v FDEX T4 K I—

vSphere AA » FNZONTIE, LA P2EFXF=2UT 4 RV —%ZfRmEL T, ASAVA V¥ —T =
ARZE S THEHENEGR—F ZA—=T1CRH L TEFa VT 4 R —DfisEEH TE £
To DT 73V FEREZSRLTIZIN,

HEERE— R R
*MAC 7 RLADZH : 857

« NIEIE(E © &F A

KD ASAVREIZDOWNWTIE, O OREDELBLERGENH Y £9, FEMIC OV T,
vSphere D~ == 7 LV EHZHL T ZE 0,
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| Cisco HyperFlex ~® ASAv D& A

R2B:R—FFIL—TDEF2) T4 RY—DHEH

asavy o ryzrogyon—rems

RSUARARTFLUY NI FZPAT 94—
=TI RIT7AT7O+—ILE—F|ILE—F
X1 TF DB 7z —ILA—s— TJx—I)LA—/\—
VAN TL TJx—I)LA——|%HL TJx—I)LA—/\—
=Rl — R <f£E> <LE> G PG
MAC 7 RLZ2D |<{LE> TR <AEE> HKER
IR
ARIEEE <E£E> KGR a8 KGR
ASAvY J b xF7NAHAO—F L
[ZC®H BRI
ASAv % AT 5HZ, vSphere (FEEH) 12072 b 12Oy hU—J 2R ELTEI L
HRH Y F£9,

RATwTF1 ZIP 7 7 A /L% Ciscocom nH XU ra— KL, B—H) T 4 AZIRFLET,
https://www.cisco.com/go/asa-software

GE) Ciscocom D 74 U EBIOV A a —E RAEHRMLIETT,

RTYvT2 Ty ANEEET 4 V7 PR LET, 74127 b7 7 A A EHIBRLARV TS, RO 7
ANPEENLTNET,
« asav-vi.ovf : vCenter ~D3E A H,
sbootvmdk : 7 —hk T 4 AT A XA —,
» disk0.vmdk : ASAV DT f AT A A=,
+ day0.iso : dayO-config 7 7 A VE XA T+ a > D idtoken 7 7 A V% E Te ISO,

e asav-vi.mf : vCenter ~DEAFHDO~=7= A s 77 AL,

vSphere vCenter ~ ) Cisco HyperFlex L ASAv D& A

Z DOFNAZEH LT, HyperFlex 7>5 VMware vSphere vCenter |2 ASAv %23 A L £79, vSphere
Web Client (F 721% vSphere Client) #ffH L T, B~ v H#EAL TRETEET,
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Cisco HyperFlex ~ ASAV DA |

. vSphere vCenter ~® Cisco HyperFlex £ ASAv D& A

ATy T
ATvT2

ATvT3

ATy T4

ATy TH

ATvT6

ATy 717

ATvT8

ATvT9

4R8O SRS
HyperFlex (2 ASAv Z 3 A9 51T, vSphere (FELH) (<L b 1 DDORy MY —7 &k
ELTEBIBERHY £7,

ASAv % HyperFlex 7 7 A Z 124 A h—/L 3 DHIIZ, HyperFlex 7 7 A% LIFGT—H A T
EERRT 2 ENH Y £7, FEMIZ OV TIX, HyperFlex 27 4 X a2 b—2 3y A K[
Rl AL TLLIEE N,

vSphere Web 7 7 A4 7> hMcmr 7 A4 LET,

vSphere Web Client (7213 vSphere Client) Z{EfH L. [792 3> (ACTIONS) |>[OVFF>FL—t
MDEA (DeployOVFTemplate) 122 U v 27 LT, Ui#Fv o m—RNL/ZOVF7T 7 Lb— 774 V%
BALET,

[Deploy OVF Template] 7 ¢ #'— RBRERSLET,

T ANVVATALATOVET T L— Y —Z20OBFESB L, [k~ (NEXT) 127U v27 LE7,
[OVF7 > 7' L — h D7l (OVF Template Details) | X— %72 L, OVF 7 7' L— b OfF#l (85
K, N=Var RuF— Horu—RPA X T4 AT EOYA X, B 2R LT, (R~
(NEXT) 1227V vZ7 LET,

[Ty Ra—H—F 4 2ZH)E (End User License Agreement) | — Y NF/REINET, OVF 77
L—h (VIT> T L—bDRH) TRy =M &N T7A4 v A EEZMHER L, KR (Accept) | &
7V w7 LTIA B ADEMEICHEE L, [k~ (NEXT) 127U vZ7 LEd,

[4 81357 (Name and Location) ] ~—C, ZDEADLHIZ AJ) L. HyperFlex 238 A4 5 A
NURNDOEGT GEET—F A N T £33 7 A%) Z@RIRLT, IR~ (NEXT) 1227V v 7 LET, 4
AlEA X MU 7V FINT—ETHHLERDY | K80 LTEMHATEET,

VSphere Web Client Tld, A X2 b B a—|ZF BG4 7 V=7 FOMBBRE I Z RS NET, 1
~ b UL, vCenter Server 7213 HR A WNEERG AT Vs NEREHET S HCTHEHAT HEEEE T
T, ZOMEEIZIX, vCenter Server (ZH DT X TOEMRKR AT V=7 FREENTWVET,

ASAv HyperFlex #5474 5 U VY —A 7 — )LIZBEI L TEIRL, R~ (NEXT) 127U v 7 LET,

Gx) ZDOR=VE, VTAXIIN AT NN EEINLTCWAGARICDORFTREINET, 2B a—
T4 T NI =R TP —=)VDOPE, HEDONRT 3 —< AEEBIT-OITNT T TAZOREHIEL
ESC

BEAE (Deployment Configuration) ] ##R L £7, [(XE (Configuration) ] K> 77 U X Kjp
5. PAR—FESHTWD 325D vCPU/AE VEDOWTIEEIRN L, [k~ (NEXT) 1227V v 7 L%
R

B~ 7 7 A IVERFT D [A b L— (Storage) | DLATA RN L, [k~ (NEXT) 1227V v 7
l_/i‘é‘o

ZDONR—=VT, ST T AL TTTIHERENTNWDE T —F A N7 (HX i &2 L TER Sz HX
I IARKET—HANT) #ERLET, Kfi~v v ary7sX¥alb—rvay 77 A VBIOE
TARAT T7ANR, ZOT—HARNTIREEINET, (K~ 20T XRCOEBET 4 27 7 7
ANERIFETEDTHRYARDOT—F A N T EBEIRLTLIEE N,
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ATv 710

vSphere vCenter ~ Cisco HyperFlex £ ASAv D& A .

[y hU—2~vE 7 (Network Mapping) ]“X—3C, OVF7 7 L— FCHRESNZFX Y hT—7
AR RNIHADOFR Y hU—ZICv v B L, [k~ (NEXT) 1227 U v 27 LET,

Management 0-0 1 > % —7 = A AN, A X —F v NOLEERGER VM Xy U —7 LEEMAIT B
TWAZ AR LET, FEEHA X —7 oA AT, BHE— NI LT ASAv Mangement Centre
721% ASAv Device Manager 2> HXETX £77,

BE HyperFlex 0 ASAv T, (AT SA ZAZAELT DL EDT 7 40 M vmxnet3 1 ¥ —7 =
A A2 F LTz, PN, 7 7 4 /L Mdel000 T L7z, 10001 > ¥ —7 = A Z & LT
LA, D0 B2 L #CHRELES, Vmxnet3 DT NNA A RTANERy NT—J 4L
PIX HyperFlex E#ia SN TWATD, EHT LY VY —ARDR R0 Xy NT—T /X7 —
~UADM ELUET,

Xy NT—=271ET7 N7 7y MEIZR > TORWATREMERH Y £4, Xy NV =27 212005 Z L33k
WICREE 2513, % T [REDORmE (EditSettings) | XA 727Ky 7 ANbLRy NT—7 #EHTX
FT, WA, AV AZ U AELE7 Y v 7 LT [REDOMmE (Bdit Settings) | Z&IR L ET, 72721,
[*v hT—27 <7 (Network Mapping) | X— I ID IZFRENEFAL Ry NT—2 T X
21D DH)

PITFIRT, Ao X —T 24 A2 (vmxnet3 DT 74V hA v HZ—T=2AR) OFy NI—T T XK %
-ty b= 358 Ry N —27 ORI ESE L TL7ZE 0,

R29:ZETMHLEERY FT—9 DTV ETY : vmxnet3

2YRT—H2 7PEATH2ID [ASAv A B —T A4 XID

Fv hU—2r 7 &% 1 |Management 0/0

xv NU—27 7 X742 |GigabitEthernet 0/0

F*v NU—27 7 X% 3 |GigabitEthernet 0/1

xv NU—27 7 X4 4 |GigabitEthernet 0/2

Fv hU—r 7 &% 5 |GigabitEthernet 0/3

xv NU—27 7 X 7% 6 |GigabitEthernet 0/4

Fv hU—2r 7 &% 7 |GigabitEthernet 0/5

xv hU—27 7 X 7% & |GigabitEthernet 0/6

Fv hU—2r 7 &7 %9 |GigabitEthernet 0/7

xv NU—27 7 X774 10 |GigabitEthernet 0/8

ASAv ZE AT HERCIE, AR 1I0EOA X —T oA AEEETEET, T—F A F—T A A|TD
WT, EEIXERy NU—IBELWEER Y NI =TIl BT &N, &7 —F A X —T A AN
—BOYV T Fy FEIZVLANIZw vy BV T ENTWAEZ L 2R LET, T _COA U H—T A R
PHEHTL2METIRL, BHT L2 TFERRZNA VX —T oA AL, RENTESOEFIZTEET,
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Cisco HyperFlex ~ ASAV DA |

B sa=syv—n~n7sez

ATy 71

ATvT12

[Zm /37 ¢ (Properties) | X— T, OVE7 7L —hk (VIT 7L —FrDH) TRy r—IfEhn
7o, 22—V —RETRER T aXT 4 &R ELET,

o [/SAT— R (Password) ]: BT/ AHDRRATU—RFERELET,

s[> hU—2 (Network) ]: 5EREfi FA A 4 (FQDN) . DNS, iR KA A | Ry hU—7
7'a hajL (IPvd £720131Pv6) 72 ED Ry N — 7 EHREZRELE T,

o [[BHA > #—7 = A A (ManagementInterface) | : FHMERAZHTE L., FuyrX¥o a7 0 v 7 L
C [DHCP/F#) (DHCP/Manual) | Z&R L, FEHA X —T = A 2D P HEEZRELET,

[Z77 AT UA—E—FR (FirewallMode) |: #1177 A 7T O+ —NVE—REHRELET, [V74
7 7 4 —/LE— K (FirewallMode) | Ka v X RHZ27 Y v 7 L, ¥R —FENTn52D
DE—RKOWTID (b—7 v K (Routed) [E7/ZIX[FT AT L b (Transparent) ]) % 3R
LET,

[k~ (NEXT) 1227V >27 LET, [#HE5E T (Ready ToComplete) | £ v a > C, RSN ER%E
ERLET, ZhoORELZMEH L BAZMGT 121X, (& T (Finish) 1227V vy 27 LET, £E%
Mz BT, [RD Back) 227V v 7 LTHIOXATRITHRY 7 AR T,

(L) [EARZICEIRAZ A (Power on after deployment) | 47> a Nl F = v 7 ~v—27 17T, VM
DEFEA AL, KT (Finish) 1227V v 7 LET,

7 4 P— KM T35 &, vSphere Web Client (2 L » CTIRAE~ T U AMLE SN E T, [Z r— L iE#R
(Global Information) | I [Fxit D ¥ A7 (Recent Tasks) ] <A > T [OVFEBOWIMELE (Initialize
OVF deployment) | A7 — X A &R CE £,

ZOFIENRETT D&, [OVF7T 7 L— hDEA (Deploy OVF Template) |58 T A7 — X ANER I
7

ASAV A Y AB U APA X FYNDIRESNET —F 2 =D TICRRSNET, HFLL VMO

EENCIE, K301 DZEnHY ET,

(G¥)  Cisco Licensing Authority {Z ASAv HyperFlex % IEF 28T HI21X, A > X —F v 8T 7 EANRN
VETT, AU Z—Fy MR LTI B ABREE T SEHI12E. EARIGENOHRE
DB D Z DB £7,

ASAv a2 )—IL~ADT7 U7X

ASDM #EMT 554, b T 7Ny a—T 4 I CLL 2T ABENRH HHEENH Y £
T T 7 AV h T, MAIAFZD VMware vSphere 2> Y —)VIZT 7B AT&E £9, F2id,
A= T U RRX=R M EO LV ENTEREL ROy T —27 U T ar Y — L ERE
T&EET,

* VMware vSphere = >/ — /L DA

e Xy hT—27 SUTI ary—)L R— FORFE
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| Cisco HyperFlex ~® ASAv D& A

VMware vSphere 21> — )L D& .

VMware vSphere 3 > % — )LD {# FH

ATy T

ATy T2

ATvT3

ATvT4

TR EEZE N T TNV 2—T 0 7 %17 9 1Z1%. VMware vSphere Web Client (2 1 0 #2fit X
WA= — )b CLIIZT 78 ALET, % T Telnet £721X SSH D CLI U E— K 77
TAEBRETEET,

1R8O HHEIIZ

vSphere Web Client CiZ, ASARIE 2> Y — Vv T 7R RACMEIR I FAT > NEBRT T 74 >~
A A= LET,

VMware vSphere Web Client T, A X s U D ASARAE A AKX A% 47V v 7 L, [Open Console] %
R L E9, F720%. [Summary] ¥ 7 @ [Launch Console] 27 V v 7 L %7,

oY= T/ Vw7 LTCEnter M LFET, I : Cul+Alt 9 &, I— Y AR INE T,
ASA AR NEZEENF OEEIX, BE)A vV NRFRINET,

ASA (FAE NHID TEEMT D &, OVF 7 7 A DB SN RT A —F BFHRAI, ZILH % ASA AR
VAT AREBRIGEIMLET, F0tk, t@fmﬁzﬁ%%%’ﬁ%én\ﬁ@%%%bi¢0:@:E@
7 at AL, IO T ASA I ZEAN LG EICORFEALET,

GE) FA4BLRZA A=A THET, Z/L—7> I 100Kbps ICHIR SN D720, FPlieike T A
MESFATTEE T, TA B RIT, BEOBEILETT, 4B A% VA =T BHET,
WKDA =N ary Yy — L TR LERINET,

Warning: ASAv platform license state is Unlicensed.
Install ASAv platform license for full functionality.

W7o NINFEITREINET,

ciscoasa>

o7y M, 22— —EXECE—FCTEEL WA Z & RLET, =—P—EXEC £— FTiZ
AR NOREFEHATEET,

F¥iME EXEC E— RIiZ7 7k A L £ 7,

Bl -

ciscoasa> enable
WOT a7 MPERRINET,

Password:

Enter ¥ —Z# L C, wIZELFET, T 74/ FTiE, NRAT—RFIZZEHTY, UURIZA R2—T L NA T —
REZFE LI25A1, Enter 23 iczhaEz AT LET,

T YR RO L HICELET,

ciscoasa#

BELSADT R TOa~ > Fik, ¥k EXEC T— FTHEMATE £9, M EXECE— b3 7 (¥ a
L—yaryET—KRALZLELTEET,
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Cisco HyperFlex ~ ASAV DA |
B ~oro—ssurzravy—nfk—rogs

BHET— 2K T95I121%, disablea~ > F, exit 2~ F, £-dquit 2~ RZANLET,

AFYTE Ju—n)Lar7 4 Xal—aryE®T—RIT727®8ALET,
ciscoasa# configure terminal
Tar7 ERROLIICELLET,
ciscoasa (config) #

Ja—sN) a7 4 X al—valyET— Kb ASA R OREEFBTEET, Fa—L a7y
Fa2l—varyET—FRE2RTTDHICE, exita~> R, quita~> R, Fzidenda~> FEAHLET,

Fy rD—H )7L ary—I)L R— FDETE

V=)L = AR AP EDTEDIT, A= T I ERTONT, Xy NU—7
VITNR=FEBEMTHRET D200, ERIFME Y TV R—Farkr hb—4% (vSPC)
IZHER T D L O ICRETE £3, FHIEOFHMIZ OV TIL, VMware vSphere D~ == 7 /L%
ZMLTLEEW, ASA FAR Cid, Iz Y —n1ofRb iz ) 70 Rm— Mz Y —u
HAZEETLOIVNERHY T, ZOFIETIEH, I TAVR—F ar Y —VEHHNITLH
FBIZOWTHALET,

AT w71 VMware vSphere TH* v hU—27 U 7L R— N &R ELEF, VMware vSphere D~ == 7 /LA L T
<TEEW,

ATv T2 ASAAE T, Tuse ttySO) EWHKFTDT 7 A L% disk0 D/b— bk F 4 L7 FUIHERLET, 2077
ATNIERNBENEEN TV DRETH D A, ZOBEIHFETH I EDHPMLETT,

diskO:/use_ttySO

* ASDM 725 [Y—)L (Tools) [>[Z7 7 A ILEE (FileManagement) 151 7 r Ay 7 A &M LT,
ZDOAMTEDT HFA NI 7ANET v T H—FTEET,

«vSphere 2> Y — )L T, 77 AN VAT LANDOHEFED T 7 AV (FEBED T 7 A V) Z#H LWARINC =
to‘—wc\‘% ij‘o &a:{ﬁj%ﬁ_“ L/i‘@‘o

ciscoasa(config) # cd coredumpinfo
ciscoasa(config)# copy coredump.cfg disk0:/use_ttyS0

ATYyT3 ASAAEAE Y n— LT,
« ASDM 7> 5 [Tools] > [System Reload] % %4 L £,
« vSphere =Y — /L Creload Z# A1 L %9,
ASA 548 1% vSphere =22 Y — L ~DEEEEIEL, ROV TV a3 —WZEELET,

ATy T4 )TV R— hOBIMEHIFEE L7 vSphere DR A NP7 R LA L iR— &5 Telnet #5f5c 3220, F7=
[ZVSPC D IP 7 R L A & AR— T Telnet ##5¢ L £ 37,
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| Cisco HyperFlex ~® ASAv D& A

VPU EFERL—T v k S z07 v ToL—F |

VCPU £ =R IL—TY b SA4A € ADT7Y TSI L—F

ATy I
ATv T2

ATvT3

ATvT4

ATy TH

ATv7T6
ATvT1
ATvT8
ATvT9
ATv 710

ASAv X, BEFITZ % vCPU OB EST HAN—T v b T4 BV AZMFEHLET,

ASAv @ vCPU O &0 (72136 T) HEE. LW I A B AZER LT, Z0OH
LWIA o 2Z@EHL, FTLWMEE T2 L 512 VMware D VM 7287 ¢ 8 L E
@—O

Y

GE)  #EHVYUBTHI vCPU L, ASAVRAECPU 7 A4 B R FRITAN—T v v T B AL
—EFH L TCWALENRHY £9, RAM (X, vCPU FICIE L < A AFHEEEI N TV D LEER
HVET, T 7TV —RERIZF VT L— REHZIE, ZOFIEIHE-T, 7148
A & vCPU ZdURIZHHEE S 5 L I LET, KENRA—EN B 555, ASAv IFET)IC
BELEHA,

HLWASAVIRAR CPU A B A F 23 ANL—Ty v I A4 B AZBERK L E T,

HLNWTA B 2ZWHALET, 72— A —R_— T OE, WHTOMEBICHLNT A 2 &0
l./\gzjqo

T2 VA== AT L0 E NS T, ROWTRNEFEITLET,
« 7z — /LA —s3—%& 1 : vSphere Web Client T, A ¥ /34 ASAv OEJRAZCIK LES, =& 21T

ASAv %7 U w7 L TH 5 [Power Off the virtual machine] # 7 V v 7 357, 71X ASAVE L7 ) %
2 L C [Shut Down Guest OS] % #4R L £,

o 7 x—)LA—s3—72 L : vSphere Web Client T, ASAv DEJRZYIN L9, /=& 2iE, ASAv &7
U w7 LTH 5 [Power Off the virtual machine] 22 V > 7 42570, £7I1XASAv #4727 U v 27 LT
[Shut Down Guest OS] % EER L £,

ASAV 7 V) v 7 LTHE [~ v O EDMmE (Edit Virtual machine settings) [ %27 V>~ 7 LET
(£721TASAV 267 U v 7 LT [REDHE (Edit Settings) ] 23R L ET) .

[Edit Settings] %A 7 1 77K v 7 ANFRINET,

FHLWVCPU 74 B ZADOIEE LWVMERZIERT HI121E. ASAIREOT A2 (1 2—) 12HD CPU
L AT EGEEZSRL T EEN,

[Virtual Hardware] % 7' [CPU] T, Koy 7 X7 UA R HEH LWEZ R L E 7,
[Memory] (Z1%. #H LV RAM Ofax A LET,

OK] %227 Uv 7 LET,

ASAv DFEFE A I LET, 72 & 2IE. [Power On the Virtual Machine] #27 V v 7 L7,

T =)V —N— T DA

1 7274 7KE~Da =V E2RL<H, £3T 77 1 7HEE T ASDM ZiEE L £7,

2. AZUNAIEORBDIET LI, AX U AAEEBIZT = — VA —"—LET,
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Cisco HyperFlex ~ ASAV DA |
. Cisco HyperFlex T ASAv (/X7 + —< > R FH%

« ASDM : [Monitoring] > [Properties] > [Failover] > [Status] % iR L, [Make Standby] %27 U v 7
]\./\32?—0

* CLI : failover active

3. TIOT47HEBIZHLT, ATy 73 ~9 2R LET,

RDBERY

SEHNZHOWTIE, ASARIE DT 42 (1 =) BB L TLEEN,

Cisco HyperFlex T® ASAv 0)/§7 A— U REHE

ASAVIZEMRED T T A4 T v ATT N,

1 725 2R 2 15 5 1213 Cisco HyperFlex D% 78 Wi B
BEENRHY £,

LLUFIE. HyperFlex B25i T ASAv O D /N7 4 —~ V AZARET D IO DA NT T 7T ¢
A LRI T,

vk IL—LDOEDE
MTU RREWEE, REWry hERETEET, Xy hBRRKREWIEE, Xy hU—72
DINENEL 2D REUERHV ET, WOFA RTA4 2B T LI,

e NT T4 T NRADODMIUD—E : T XTDASAVA VX —T =2 A AL NT T 4T RR
NDOFDMDFTINA ZADA v BZ—T = A4 ZATIE, MTUBRUCICARD LIICHRETH &

ERHEELET, MTUDO—EIZ LY, FET A RATO/ry b7 5 7 A 2 MESalkE
TEFET,

« VX VR T L= AaORHE  MTU 25K 9198 /34 MCRRETE £, ASAv ORKAEIE
9000 T,

TOFETEH., ROBETY YR 7 L—AEHNNTHHECZOWNTHHALET,

vSphere7.0.1 L@ HyperFlex ¥ 5 X 4 >VMwarevSpherevSwitch> CiscoUCS 77 1) v A
vE—ax9 k (FI)

RATvT1 ASAv ZJER L72 ASAv /R A b MTU % EEAH L £7,
1. vSphere Web 77 7 A 7 F & il L T vCenter h—/S—|Z45fE L £,

2. HyperFlex 5 A k@ [FEill 27 LF%E (Advanced System Settings) ] C.
[Net.Vmxnet3NonTsoPacketGtMtuAllowed] DFXE/NT A —F DfE%E 1 12 LFE T,

3 AHERFLTAA MEZHERLET,
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| Cisco HyperFlex ~® ASAv D& A
I e |

FEAMZ OV TCIE,  Thttps:/kb.vmware.com/s/article/1038578) &ML T 72 &1,
AT 72 VMware vSphere vSwitch ® MTU & E&x A H L 7,
1. vSphere Web 77 7 A 7 > h Zf/ L T vCenter — 3—|Z8i L £,

2. VMware vSphere vSwitch D 7' 1 /37 ¢ ZfF4E L, [MTU] DfE% 9000 IZFRE L E T

ATv T3 CiscoUCS 777V w2 A Z—axy k (FI) OMIUEEEZEELET,
1. Cisco UCS Management =1 > Y — /Wil 74 > LET,

2. QoS VAT LY T AEMETHITIE. [LAN]>[LANY 59 K (LANCloud) 1>Q0S Y AT L 925 R
(QoS System Class) DJIEIZEIR L E 7, [2f% (General) ] ¥ 7 T, [MTU] DfE% 9216 IZFRE L
ﬂqo

3. VNIC Z#RfET 521X, [LAN]>[R1) >— (Policies) ] >[JL— b (root) 1> [H J#EE
(Sub-Organizations) ]

<your-hyperflex-org>VNIC T > 7 L — bk <your-vnic> OJIEIZER L £ 9, [&f#% (General) | ¥ 7 T,
[MTU] O£ % 9000 (2% & L £,
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Cisco HyperFlex ~® ASAv DEA |
B orokor—roane
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s 11 =

Alibaba Cloud ~@ ASA Virtual ®E&E A

Cisco )5 X = VT 4 RABT 774 7 L A%, WML CiscoASA LRICLY 7 Ny =T %
FITLTC, 7+ — L7 7 7 ZIZBWCHEIAEBEAOEX 2 U 7 xRt L £, T
U 7 Alibaba Cloud {Z ASA Virtual ZEH AL L OFHE LT, (KEBIOWEHT —X L X —0
U—7n— R&{RiECTEE 9, ASA Virtual TiX, RO & & HICHET 20k, M/, £
TmiIBETEET,

| A

BEE  9.13(1) BETIE, A— FEZNTWH T TD ASA Virtual vCPU/ A E U #ERL T T D
ASA Virtual 7 A ¥ AZEHTE 5 X 912720, ASA Virtual 74 2 22 L. ASA
Virtual ZfH L TW A BEMHIL, SEFSER VMY V=27 87U v FTIITTEE
79, F£72. ASAVirtual 7 A £ AT, VAR — FREROD Alibaba A > A X A K A T DK
LI ET,

« Alibaba Cloud ~® ASA Virtual D& AIZ2W\T (311 _X—)

* ASA Virtual 3 J T8 Alibaba D RHES: (312 =X—)

* ASA Virtual & Alibaba OFEREY R — k L HIPREIE (313 =X—)
« Alibaba ~® ASA Virtual ®E A (314 _—)

« Alibaba TD ASAv D37 3 —=< L A (316 ~—)

Alibaba Cloud ~@) ASA Virtual DE A [ZDNT

ASA Virtual i, ¥k® Alibaba A > A X L A XA T HPHR—FLTHET,

Alibaba Y R— rF B4V REAVREAAL4T
A\

GE)  ASA Virtual ClE, K3 oD A% —T7x—2A (END) BLRA v A F L RAEHR— K
TAHEDITERI DDA L H—T = — APNNETT,
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Alibaba Cloud ~0) ASA Virtual DA |
B Asavirual & & U Alibaba DETIR S

Y RI—HUEH
« JAR 72 ASA Virtual a8 — F 2, &K1 2D vSwitch (7 %> +) #H> 120D VPC
FERLLE T,
evSwitch X, £ v AXZ L ADBEAS LB LY —IZHHIVERHY , [ — 12720
AIXERR T D MERH D F97,
ESPER=

A VAR AR T FDOBREDTEITHOWTIZ, [Alibaba Cloud] &ML TL F &0,

ASA Virtual & & U Alibaba DRI

« https://www.alibabacloud.com/ T7 H v > & AER L £,

« Cisco.com 7> ASA Virtual D qcow2 7 7 A V% X 7> v — K L, Linux A8 A MMM L £
‘j‘o

http://www.cisco.com/go/asa-software

N

GE¥)  Ciscocom D 7 A U BIOY AT —EREHKNNET
7,

¢« ASAVirtwal I 7 A B A& ELET, T4 B A& 5425 % T, ASA Virtual I%. 100
Bl DFEfE & 100Kbps D A/V—"T" N DHNFFA] S HMIRE— R TIITESNET, [ASA
R DTA A (1_=) | 2BRLTLTEE N,
e A VB —T = A ZADFM:

B LA —T (A

s NERB XU A v H—T = A R

s HfE/NR
EWHA L H—T =4 A : ASDM T ASA Virtual Z 85T A7 DI EN, T T4 v
7 O TE EE AL
cINEA v H—T A A (W) : WEAR A MZ ASA Virtual 28T A 7= DICfEH S
nNEJ,
A B —T A A (WIEH) : ASA Virtual 37U v 7 %y MU — 7 ICHHET 5
7O S ET,

* ASA Virtual D3 A7 KA OWTIE, Cisco ASA O AHAVE [RGB 2SR L T &0,
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| Alibaba Cloud ~@ ASA Virtual D& A
ASA Virtual & Alibaba O#gei— + & $IEHE [

ASA Virtual & Alibaba D#4geH7R— + L #HIREIE

HR— kb Ih HHEE
Alibaba [0 ASA Virtual |%, ROREZ YR — F L TWET,
c QCOW2 A A=/ lr—
o AR 70 8L DR
* Day-0 %
« NPT —F 21T NRA T — R&f# ]l L7- SSH
« 73y 7 HHIT ASA Virtual 127 7 & 2325728 D Alibaba Ul =22/ — /L,
« Alibaba UT D2 11/ H)

s PR — R ENTWDA U AF L AH AT 1 ecs.gSne.large, ecs.gSnexlarge, ecs.gSne.2xlarge,
¥ L W ecs.g5ne.4xlarge

*BYOL 7 A 2 2ADHHR— b

HR— b IN7EUEEE
Alibaba b0 ASA Virtual |%, /S—3 3 > 7.2 TIXROKEREEZ AR — F LT EH A,
o & A PR RE
« HE) R Fr—1
* [Pv6
* SR-IOV

HPREIHE

e T Xy N UL DIL—T 4 TR STV RN 8, Alibaba TR U VPC N
East-West N7 7 4 v 713V R —FEINTWHWEHRA,

¢« hTUART LU RE—R, AT R, BLONy 72— RFBESR— S
ITOER AL

¢« ASA Virtual 7 7V r—3 3 UEEBATHIZIE, Ry NU—TIIEA VARV ARET 7
2V gSne HfEATHZ L AHEEEL FT,

« V¥ VAR T L— AL, Alibaba DPEDA VAL AL A TIZRE SN TN D T2D IR —
FIINTWERA,
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Alibaba Cloud ~0) ASA Virtual DA |
B Aiibaba ~0> ASA Virtual DA

ESPER=¢
ZEAIZ DUV T3, Alibaba Cloud # &R L TL &0,

Alibaba ~@ ASA Virtual ®E A

AT ASA Virtual DA A — V0N[4 A—T D% E (Image Configuration) | X— IZFK R I
TV Z L zEB LET,

AT 71 https://www.alibabacloud.com/ |27 7' > L, Hulk &38R L £,
GE)  Alibaba [X WS ORI R S ToET, Hillux, B ofh IR R EhE
T, HOLHIBANDY V—21%, BlOHIBIZIIR RSN EE A, BROHIBNIZA B WD Z L%
EMRICHERE L T2 &0,
RT9 T2 hRELRBIEAS A —SDIER
Alibaba |Z QCOW2 A A —Y DA% YR — s L TNET,
a) Object Storage Service (0SS) IZBE L. 7 v FEAERL T, ROFIEEZFATLET,
Ny NAIE, Alibaba VBT 27 NNTZ B — U —EBETHHILERDH Y 7,
1. B—HhNAT 4 L7 KUrb Alibaba 37 > MZQCOW2 A A—T %7 v 7 m— RLET,

2. FEfloFvesr—arv 4 RUTUN Ty b (Buckets) ] >[ASA Virtual/\rwy ~ (ASA
Virtualbucket) ]1>[7 v Z7BR—F (Upload) [DIEIZER L E 7,

3. Tyl ue—RKREEICET LEL, [F7A4X—F (Private) | % ACL L L GEIRL, A7V =7/
FOFEMIZRHRHEEINTWVWAS 0SS A7 V=2 hT7 RLRA&xabr— L%,

4 Ty RPBHAL DA A—=LDOSS AT Y=/ bT RLAEM (T ET,

5. [Linux] Z OS & L CHEIRN L, [Z DM DLinux (Others Linux) &/ NU 7> & A 7E L TERL
i‘a‘o

6. VAT AT XTI F T [x86 64| BV AT AT —F T 7 F ¥ L L GRIRLET,
7. A A—VHRUTIL [QCOW2] &R L £,
8. [BYOL|ZTA kLA ZATLLTERLET,

b) HIDRAT v TR A A=A AZ L AZER LT,

1. EfloFesr—rar v g RUTA A=Y (Images) |>[ARA LA A—2 (CustomImage) >
[72 23> (Actions) |>[41 VR ADYER (CreateInstance) |DIEIZEIR L £,

ATYT3 DRABLA A=A DRI D REER

a) ElagicavEa—F4 >4 ¥—E X (Elastic Compute Service) >[4 VR H V> AD{ER (Create
Instance) [IZBENL T, LLFZ®INL £9°,
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| Alibaba Cloud ~® ASA Virtual D& A

o a0 M~ »w

Alibaba ~> AsA Virtual DHA ]

Ul

[#4 5 (Billing Method) ] : 7E&Hlif4 (Pay-As-You-Go)

[ (Region) ] : BRI S TiERR,

[f > A% AH A7 (Instance Type) | : ecs.gSne.large/ecs.g5ne.xlarge /ecs.gSne.2xlarge /ecs.g5ne.4xlarge
[#c& (Quantity) | : HEIZIG U TRE,

[f A= (Image) ]: RBIDOEZ v a  TIERLIZDAZ LAf A=,

[V AT LT 4 A2 (System Disk) ] : #x/IME? 20GB,

b) I HITHATT HITIE. RONEZERLET,

1

2.

[VPC] : ASA Virtual 23 A S 415 VPC,
[Vswitch] : 77 A~V A ¥ =T x4 ADH T F v b,

[/S7 Y » Z7IPv4T KL ADEY 2T (Assign Public IPv4 Address) ] : SSH#¢H THERiT 2 MLENH
DET GEBIRSINTW2RWEEA. ASA Virtual (21%, UL 75 Alibaba O = Y — /L5t &/ LT D
KRT 7 RATEET) ,

[E%= V7 4 7 V—7 (Security Group) |: )72 tX=UF 4 VN —T %@L E7,

[f 5 —7 =4 (Interfaces) |: T4~V A F—TxA AL, FIH2THER L=V TRy b
WCBRLTWET, A UV AZAF2ODA 0 F—T7 oA ATRATE, D IFRAZICH DT TX
7,

) ROEI7 v a  IBELT, UTEETLET,

1

[FF—7 (Key-Pair) |: ¥—_X—200 7 A L OHE, EFLETOINLTORNWEEITF— <7 %24
BRLET, XZAT—FREFEHLTA LV AZ L RZT I EATAZ L TXES,

[f > A% A4 (Instance-name) | : WH)72A > A ¥ A DL,

[(0H (—¥—F—%) (Day-0(UserData)) ]: B/t~ THOBABREIEE L LT (Baseod
Ty a— NEERLARWVWTIZE) |

% 0 H R DA

! ASA Version 9.x! required config start
interface management0/0
management-only

nameif management

security-level 100

ip address dhcp

no shut

|

crypto key generate rsa modulus 2048 noconfirm
ssh 0 0 management

ssh timeout 60

ssh version 2

username admin nopassword privilege 15
username admin attributes

service-type admin

aaa authentication ssh console LOCAL

! required config end
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Alibaba Cloud ~0) ASA Virtual DA |
B wibaba <o Asav /8T H—< o 28R

d) FIABICHELTA v AZ U AEER L E T,
AT T4 [ AX L ADEE) (Launch Instance) | %7 U >~ 2 LC, ASA Virtual Z23E A L F9°,

Alibaba T®D ASAV D/\ T # —<  REHE

VPN O & 3E 1L

Alibabac5 A A X A%, VARID 3, ¢4, BLUOmd A AHX A L0 BT 50T Em0y
T =< AEREMLUET, SAVAF AT 7 I TOBBLEDRAVPN ZL—F v b
(AES-CBC i 51biZ &L 5 450BTCP N7 7 ¢ v 7 Z{EH T 5 DTLS) iL, AFD L 5> THH M
TRH Y ET,

* 0.5 Gbps (c5.large)
* 1 Gbps (c5.xlarge)
+ 2 Gbps (c5.2xlarge)

* 4Gbps (c5.4xlarge)
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.18
=5 =0

ASA 18 MDEXE

ASA AR DEATIL, ASDM 7 7t A ZFHHEE L 7, BARIHEE LY 747 M P
T R ARG, Web 77 74 TASA R EHIP 7 R L A IZEE/R T 9, ZOZETIE, it
DI TFZAT Y SN ASDMIZT 7 BEATEL LT HHEE CLIL T 78 A&l 5 ik

(SSH F 71 Telnet) [ZOWTHMH L E 4, ZOETHRY LIF 5 Z OO MHEDHEIEREIC
IX. ASDM T ¢ #F— KRBT HF5 4B ZADA 2 h— LB LR R EEENE £
nET,

« ASDM DjfLE) (317 X—)
« ASDM Z{FHH L 70 EDFEIT (318 X—)
o FEMIER T (320 X—2))

ASDM O #Z &l

ATYF1 ASDM 27 747 & LTHRE L PC TIRO URL # A/ LET,
https.//asa_ip_address/admin

WORZ %> ASDMEER Y ¢ > RUNFREINET,

ATy T2

* Install ASDM Launcher and Run ASDM
* Run ASDM
* Run Startup Wizard

FryFxELU = RTDIE, ROFIREZFATLET,

a)
b)

[Install ASDM Launcher and Run ASDM] %# 7 U v 27 L7,

2P ENRRAT—RDOT 4 — )V REZEOEEIZL FHA A N—LDAE) | [OK] %27V v 7
LET, HITPSTRED R E SN TV ARNGEAIE, 22— —2BLOA RXR—TIL AU —FK (F7 4V
FTZEH) ZAJILRWTASDMIZT 7B A TE £9, HTTPSFRitx AN Licha, =—F—4 &
BEA T b A T — RE A LET,

AVARN=TEZPCIMRIFLTC, A VA P—F%EBLET, A AP—AN%ETT5HE, ASDM-IDM
T T N HEICE X T,
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AsA 58 oEE |
B rsom zmL-assEoEsT

d FEHIPT RLAZANL, 2P —ZERRAT—REZEADOEFIZL FHHA A M—LDGE) |
[OK]%Z7 U w7 LEd, HITPSFRAEZ AN LT2GE., =—V—4 L EEM T Oz AT — K& A
HLET,

AT 73 Java Web Start 2321213, ROFIEEFEITLET,

a) [Run ASDM] ¥ 721X [Run Startup Wizard] 22 U v 7 LE T,

b) Tl IRERENTES, Ya— by bR a—X IR FELET, AT va T T r—
VarEREETICHS 2 b TEET,

c) “a— kI FHD Java Web Start Zf2E) L £ 97,

d) RSINHAT TRy 7 A>T, EEDOFEHFELZ T ANLET, Cisco ASDM-IDM Launcher
MERINET,

e) TP —HENAT—REZEADEEIZL FHA A M—LDEE) [ [OK] 227V vy 7 LET,
HTTPS i8iE&2 AN Lot 22— —4 LT oAV — K2 A LET,

ASDM % {5 L 7= #DEASR E D EAT
KD ASDM 7 ¥ — FE X O FIEZ N L THHRREZIT ) Z LB TE £T,
» Startup Wizard 31T
o (fEE) ASARME OWNMNZH D37V v 7 — = ~DT 7 & AFFA]
o (A7 ar) VPN U 4 H— ROET

(7> a) ASDM Ofid w7 ¢ F— RO FELT

CLI OB TEIZ OV T, Cisco Secure Firewall ASA >V —XCLI 2> 7 4 Fal— g A
R [F55E] 22 LT a0,

Startup Wizard D E1T

X2 VT 4 RV —F WAL~ A XL TEAFETE#ELT 5121, [Startup Wizard] % 5217
Liﬁ‘o

AT w71 [Wizards] > [Startup Wizard] Z#4R L £,

RATYT2 BXa T4 RV =% DAL~ A AL T, AFECE#ELLET, KERECTEET,
« RA M
« KA
ST —

e AU HE—T AR
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| AsAfR#E O

(EE)

(E8) ASARE OWBEIZH2/3TY v o 9—ri—~07st2HT [

«IP7 KL A

CAAT 4w —h

« DHCP #—/3—

« Xy hU—27 T KL AZEHHBIHI
s ZOMMDIAH

ASAREDRBIZ&H BH/8T ) v I F—IN—~DT I £ RAEFH

[E%%E (Configuration) |>[Z 74 7 24—JL (Firewall) 1>[/87 1 w4 H—s\— (Public

Servers) | XA VT, BEX 2 VT 4RV —RNHBMICRES N, 4 ¥ —F > M LNE
P N—ZT 7 EATELLIICRVET, EVRAF—F—& LT, Wty hU—27 H—
B A (Web $—/3—= 2 FTP #h——72 &) (N2 —F—RNT 7 EATE L LI T 2 0%
BHDLIEERHY 4, b0V —E AL, ASA RAEDOEHIZH D, Demilitarized Zone

(DMZ; R 2EHA) LI DBIOR Yy hU—7 EICEETEE9, DMZIZAT Y v 7 H—
N=ZPlET DL, NT YU w7 == T DTNy N T = ITERELEE A,

(72 3ar) VPN 4« F— FDEFT

WD 4 — K ([Wizards] >[VPN Wizards]) #f#ifH LT, VPN & E CT& £7°,

o A FEIVPN 7 ¢ H— R : ASA{RAR & B VPN 5HET 3 AT IPsec B R ko
NEER L ET,

* AnyConnect VPN 77 ¢ #'— R : Cisco AnyConnect VPN Client ® SSL VPN U E— r7 7 & &
ERELET, ¥XaT 27747 b TIXASA ~DEF 2772 SSL g etk S5 7=
W, VE—Fra—HP— 2L BH0EY VY —ZA~DTZ/LVPN h 2 U U ZWAHEICR Y £,
ASARY v —%RETHE, VE— b=V —NEINCT T UV EMHL Tl oL =
W2, ¥XaT7 94T N EX Y —RTEET, BT 7 7472 F3.0LREEE
HA+2856. 77472 Md. SSL 7213 IPsec IKEV2 VPN 7' 12 h )L & EITT&E £97,

* Clientless SSL VPN Wizard : 77 VW27 47> RV ASSLVPN UE— K 778 A%
ELET, 7IA4T LV FLVAT TP R—=ZASSLVPNIZL - T, 2—H— I Web 7T
%%@%LTA%»@t%;Tﬁ)%~bT&ﬁxwwb/zw%%if%ifomn
ENnbé, a—P—|ZFR—F N R=UNFREN, FR— béﬂéﬁm@ﬁ%)/ A
677th%é;o IR0 ET, Xy N7 EFHEX, SNV—THN T2 —Y— (2
y—z«@?&ﬁ%%@%ﬁ%biﬁomlu\%E@ﬁ¥9y~x~@77tx%ﬁ@
L7720, Fad57-0lcdATcE £,

s IPsec (IKEv1 or IKEv2) Remote Access VPN Wizard : Cisco IPsec 7 7 1 7 > k ™ IPsec VPN
VE—h T BRAEHRELET,
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ASA 738 DEE |

(72 av) ASDM DD 1 F— FOELT

Azure ~®D ASA FAEIPsec AR b o RV A X —T = A A (VTI) 55D FEIZOW T,
FAzure ~0 ASA IPsec VTI #:#: DFER] 2B L T2 &0,

N A N [ B
(7 a>) ASDM DD 4 — FDET
AR E X Io7 = — VA —"— VPN TRZ m— KN F v 07 BEXOT v b
X v 7 F ¥ HRET DHITIE, ASDM TEDOMO T 4 HF— REFEITLET,
* High Availability and Scalability Wizard : 7 =—/L A4 —/X—F =X VPN E— K T 7
ERELET,
« Packet Capture Wizard : /X7 v b ¥ 7Fx 2 EL, FITLET, 20U 40— FNiL,
ANEIA 2 —=T 2 A ZDENENT ATy XYy T F X2 IBETLES, Ty b
F¥ 7 TFrdDL PCITRTy b I T TFrafRffL, Xy b7 FIA P TCF =
BIRXNY LA TExET,

I-il-ll:i:l
23]
K
)

ASA FHE DR E #5775 512, Cisco Secure Firewall ASA vV — X R o h—%& [HFE] &

i

SR L TLIEEN,
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BERICDOWT

CORF2IAVMNEI, RKEVRAOARITRF 2 AV MNDSEMRTT, YV IBHRICODEXLTIE
. BERBRIBEFAT. ZEBRICTZ Y 77— DHD. UV IEOR-IHBEI/LTEThTWNS
BEFHDEITEEZCTELIEZD, HBLETHLEZNMREBDFTIDT, IEXLBABICDL
TIKETAIPMDRF AV M ESELESZL,



