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1. SCABB
SCA BB Console
SCA BB Service Configuration Utility SCA BB
SCA BB
2. SCABB
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SCA BB SCE
SCA BB Subscriber Manager Cisco Service Control Management Suite
[SCMS] Subscriber Manager [SM]
SCA BB 25 3.1.0
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1. SCE CLI SCE# show version

2. Enter

SCE CLI SCE# show version
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1. SM Telnet
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3. Enter

SM Telnet
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e Console 1024 MB RAM
e Console 1024 >< 768
Java
SCA BB Service Configuration Utility servconf JRE 1.4 15
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PQB

2. SCA BB 3.1.0 Console
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Network Navigator

Network Navigator SCE
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7. SCE
SDE
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3.1.0

9. Network Navigator
. PQI
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12.
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SCE 3.1.0
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1. SCA BB 3.0.x Console SCE
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Network Navigator SCE
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7. SCE
CM
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9. Network Navigator SM
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10. PQI SM
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3.1.0 SCE PQI
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[p.5-17]
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S
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b. PQI SCE PQI [p.5-17]
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SPQI CLI

SLI [p.4-18]

1. SCE

2. DSS SPQI
DSS

[p.12-4]

4. SPQI SCE
SCE 1

5. SCE

SPQI
CLI p.4-19

SCE
SCE
SCE 3.1.0 3.1.0

1 servconf

. servconf --version
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e SCE CLI SCE# show version

e Enter

3 PQB SCE

e Console POB

Network Navigator
Network Navigator

1 1 SCE

. SCE p.4-15
. SCE p.4-17
. p.4-17

SCE

Site Manager SCE
Update Dynamic Signature Pack
Browse

Files of type *.spqi *.dss

PO bd =
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5 Finish
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Cisco Service Control Engine (SCE) CLI Command Reference

CLI

replace completion time

<minutes>

no replace completion time

default replace completion time
replace completion num-flows

<num>

no replace completion num-flows
default replace completion num-flows

SCE (config if)#

CLI
CLlI

4-1 CLI

replace completion time <minutes>

no replace completion time

default replace completion time 60

replace completion num-flows <num>

no replace completion num-flows

default replace completion num-flows
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show applications slot <num>replace

application slot <num>replace force

completion
1 SCE CLI SCE# configure
2 Enter

SCE (config) #

3 interface LineCard 0

4 Enter

SCE (config if)#

2 CLI EXEC

CLI

show applications slot <num>replace

CLI

application slot <num>replace force completion
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1 Reporter

2 Close
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. p.4-29

1 Console Help >Help Contents
1. Console Help >Search
2. Search expression
3. Go
4.
5. Help

1 Console Help >Search
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Cisco Service Control Application for Broadband
I oL-7205-05-J .m



Hl Console

b Search scopes Delaidl

B T
3 T

N Topss Fielated Topes

]Ihlrrl.li.l. E
2 Search expression

Go

S >> Expand
3 Go
Local Help

4
5 Help

e All topics

* Related topics
e Bookmarks

Cisco Service Control Application for Broadband
m. 0L-7205-05-J |



Console | |

Console

Console SCE
SCE

1 Console
Start >All Programs >Cisco SCA >SCA BB Console 3.1.0 >SCA BB Console 3.1.0
2 Network Navigator

Console Tools >Network Navigator

Console

Console Network Navigator

Network Navigator
3 SCE

a. New >SCE

Create new SCE
Address SCE IP
b. Finish

Create new SCE

4 SCE
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Password Management
b. SCE Extract
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5 Service Configuration Editor

e Console Tools >Service Configuration Editor
Service Configuration Editor
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o INAT p.5-3
o p.5-3
INAT
Network Navigator INAT
5-1 INAT
SCE 14374/TCP PRPC — SCE
SCE FTP — SCE
21/TCP
e OS
SCE FTP — 21/TCP

21000/TCP  21010/TCP 21/TCP

SM 14374/TCP PRPC — SM

CM 14375/TCP PRPC — CM
CM

SCA Reporter
Cisco Service Control Application Reporter User Guide for more information

SCE CM SM PRPC
PRPC
SM CM SCE /
CM —  Cisco Service Control Management Suite Collection Manager User Guide Managing the

Collection Manager Managing Users

e SM— Cisco Service Control Management Suite Subscriber Manager User Guide
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e SCE — Cisco Service Control Engine (SCE) Software Configuration Guide Configuring the
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Network Navigator SCE
SM CM  Console Network Navigator
SCE Network Navigator
Network Navigator
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Site Manager

1 Network Navigator Site Manager

o Cut
=

e
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2 New >Site
Site Manager
3 Properties Name

4 Version
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2. New >SCE
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5 Finish

Create new SCE

SM
Network Navigator SM SM

SM

1 Site Manager

2 New >SM

Create New SM

3 Address SCMS-SM  IP
4 Name SM
5 Finish

Create New SM

CM
Network Navigator CM CM
CM

1 Site Manager

2 New >CM

Create New CM

3 Address CM IP

4 Name CM
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5 Finish
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6. Enable Advanced Settings Url Driver User Password
7. Finish
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Flavor Settings
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SMTP Host Name 10,000
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b. Browse
Select
d. OK
Select
5 OK

Flavor Settings

1 Console Configuration >Flavors

Flavor Settings

2
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4 x Delete
5 Close

Flavor Settings
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URL HTTP
URL
SCA BB SurfControl Content Portal Authority CPA
)
. p7'60
e CPA CLlI p.7-62
e RDR p.7-61
e SurfControl CPA p.7-61
. CLI p.7-61
. p7-63
. p7'63
e HTTP Content Filtering Settings
p.7-66
e HTTP Content Category p.7-68
Cisco HTTP Content Filtering
e SCE — SCE
HTTP URL CPA
HTTP
SCA BB
e Cisco CPA — SCE CPA URL
CPA SCA BB
e SurfControl CPA — CPA CPA
SurfControl Content Database URL ID
SCE CPA HTTP
SCA BB
Adult/Sexually Explicit Kids Shopping
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RDR
SCE Raw Data Record RDR CPA
RDR HTTP SCE
CLI SCE RDR
#>RDR-formatter destination 127.0.0.1 port 33001 category number 4 priority 100
RDR Cisco Service Control Engine (SCE) Software
Configuration Guide Configuring the RDR Formatter
SurfControl CPA
SurfControl CPA SCE
CLI
SurfControl CPA SCE CLI
SCE CLI Cisco Service Control Engine

(SCE) CLI Command Reference

Cisco CPA CLI

e [no] cpa-client
e cpa-client destination <address>[port <port>]

e cpa-client retries <number_of_retries>

SCE(config if) #

1 SCE CLI SCE # configure
2 Enter
SCE(config)#

3 interface LineCard 0

4 Enter

SCE(config if)#
Cisco CPA EXEC CLI

® show interface LineCard <slot>cpa-client

Cisco Service Control Application for Broadband
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CPA CLI
Cisco CPA CLI

7-3 CPA CLI

[no] cpa-client CPA

cpa-client CPA e Address —
destination<address>[port <port>] CPA IP e Port — 9020

cpa-client retries CPA 3
<number_of_retries>

show interface LineCard CPA —
<slot>cpa-client

Cisco CPA

7-4 CPA

Mode

CPA Address
CPA Port
CPA Retries
Status

Counters o

Timestamps e CPA

Cisco Service Control Application for Broadband
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HTTP URL Service Configuration Editor
1
SCA BB HTTP Content Category
HTTP Browsing with Categories
2
3
4
5
HTTP XML
URL Filtering
File >Import
Configuration >Content Filtering
1 Console File >Import

Import
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3 Next
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SurfControl  CPA surfcontrol.xml
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7 SCA BB XML
HTTP Content Category
. Create a distinct Flavor for each Content Category
Y
8 SCA BB

HTTP Browsing with Categories

. Create a Service Element for each Content Category
Flavor in Service ‘HTTP Browsing with Categories’

9 Finish

Import Content Filtering Database Settings

HTTP Content Filtering Settings

1 Console Configuration >Content Filtering
HTTP Content Filtering Settings

2 Database Settings
Database Settings

3 Import

Import Content Filtering Database Settings
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5 Finish

Import Content Filtering Database Settings

HTTP Content Filtering Settings
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2 Enable HTTP content filtering

3
4 OK
HTTP Content Filtering Settings
1 Console Configuration >Content Filtering

HTTP Content Filtering Settings

Package Settings

Cisco Service Control Application for Broadband
m. 0L-7205-05-J |



| 7 Service Configuration Editor

2 Database Settings

Database Settings

3 OK

HTTP Content Filtering Settings

1 Console Configuration >Content Filtering

HTTP Content Filtering Settings

2 Database Settings

Database Settings

3 Remove

Confirm Content Filtering Settings Removal
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5 OK
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SCA BB

Service Usage Counters —

SMTP POP3

p.7-8
SCA BB

Package Usage Counters —

p.9-7
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RDR

RDR Settings

Service Control Engine SCE
Raw Data Record RDR

Control Application for Broadband Reference Guide

RDR
[p.10-19]
RDR 3
RDR
Usage RDRs — Usage RDR

Transaction RDRs — Transaction RDR

Quota RDRs — Quota RDR

Transaction Usage RDRs

Log RDRs — Log RDR
Real-Time Subscriber RDRs

Real-Time Signaling RDRs

RDR | |

RDR

RDR Cisco Service

Raw Data Records: Formats and Field Contents

RDR Settings

— Transaction Usage RDR

— Real-Time Subscriber Usage RDR

— Real-Time Signaling RDR

Media Flow RDR

p.10-44

Malicious Traffic Periodic RDR
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Bl NetFlow Export

NetFlow Export

e NetFlow

RDR
NetFlow

Subscriber Usage RDR
Package Usage RDR
Link Usage RDR

Virtual Link Usage RDR
Malicious Usage RDR

CLI

RDR

* NetFlow
* NetFlow RDR
Usage RDR
4 Usage RDR
* Link Usage RDR —
e Package Usage RDR —
e Subscriber Usage RDR —
* Virtual Links Usage RDR —
Usage RDR Usage RDR
Subscriber Usage RDRs
4 Usage RDR Virtual Links Usage RDR
Y
Usage RDR
[p.9-15]
[p.9-53]
1 Console Configuration > RDR Settings
RDR Settings
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Usage RDR Generate Usage RDRs
Usage RDR Generate Usage RDRs
Usage RDR Generate Usage RDRs
Usage RDR
Subscriber Usage RDR Limit the Total Rate of Subscriber Usage RDRs
1 Subscriber Usage RDR
OK
RDR Settings
Usage RDR
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Transaction RDR

Transaction RDR 1
SCE
RDR

Transaction RDR
RDR
Transaction RDR

1 100  Transaction RDR

Transaction RDR

Transaction RDR

1 Console

RDR Settings

Transaction RDRs

Transaction RDRs

Configuration > RDR Settings
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Transaction RDR ||
3 Transaction RDR Generate Transaction RDRs
Transaction RDR Generate Transaction RDRs
4 Transaction RDR Limit the Total Rate of Transaction RDRs
5 Transaction RDR Enabled

6 Relative Weight

7 OK

RDR Settings

Transaction RDR

Cisco Service Control Application for Broadband
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H QuotaRDR

Quota RDR

Quota RDR Quota RDR 4

Quota Breach RDR —

e Remaining Quota RDR — Remaining Quota RDR

e Quota Threshold RDR —
RDR

¢ Quota State Restore RDR —
Cisco Service Control Management Suite SCMS
Subscriber Manager SM
SM

Quota RDR RDR

* Remaining Quota RDRs
e Quota Threshold RDRs
Quota RDR
1 Console Configuration > RDR Settings
RDR Settings
2 Quota RDRs

Quota RDRs

Cisco Service Control Application for Broadband
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Quota Breach RDR

Remaining Quota RDR

Remaining Quota RDR

RDR

Remaining Quota RDR
1

Quota Threshold RDR

Quota Threshold RDR

Threshold RDR

Quota State Restore RDR

Generate Quota Breach RDRs

Generate Remaining Quota RDRs

Generate Remaining Quota RDRs

Limit the Total Rate of Remaining Quota RDRs

Remaining Quota RDR

Generate Quota Threshold RDRs

Generate Quota Threshold RDRs Quota

Generate Quota State Restore RDRs
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B Transaction Usage RDR

10 OK

RDR Settings
Quota RDR

Transaction Usage RDR

Transaction Usage RDR

Transaction Usage RDR 1
RDR
RDR
Transaction Usage RDR
Transaction Usage RDR
RDR

e HTTP Transaction Usage RDR

e RTSP Transaction Usage RDR

e VolIP Transaction Usage RDR

Transaction Usage RDR
S
Media Flow RDR p.10-44
SIP Skype Media Flow
RDR SIP
1 Console Configuration > RDR Settings

RDR Settings

2 Transaction Usage RDRs

Transaction Usage RDRs
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4 Transaction Usage RDR
a.
b. Transaction Usage RDR

5 Transaction Usage RDR

a. Generate TUR only for sessions exceeding

Bytes
b. Transaction Usage RDR
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B Transaction Usage RDR

6 Transaction Usage RDR
Transaction Usage RDR

a. Enable Interim TUR to be generated every

Minutes
b. Transaction Usage RDR

7 OK

RDR Settings

Transaction Usage RDR

Cisco Service Control Application for Broadband
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Log RDR

Log RDR
Log RDR 2

e Blocking RDR —
e Breach RDR —

1 Log RDR Blocking RDR

* Blocking RDR
e Breach RDR

1 Log RDR 20

1 Console Configuration > RDR Settings
RDR Settings
2 Log RDRs

Log RDRs

Cisco Service Control Application for Broadband
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4 Blocking RDR
5 Blocking RDR
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6 OK

RDR Settings
Log RDR
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Real-Time Subscriber Usage RDR ||

Real-Time Subscriber Usage RDR

Real-Time Subscriber Usage RDR RDR
RDR

p.13-13

Real-Time Subscriber Usage RDR
Real-Time Subscriber Usage RDR

Real-Time Subscriber Usage RDR RDR
1

Real-Time Subscriber Usage RDR

. 1 1
e 1 RDR 100
1 Console Configuration > RDR Settings
RDR Settings

2 Real-Time Subscriber RDRs

Real-Time Subscriber RDRs
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M Real-Time Subscriber Usage RDR
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3 Real-Time Subscriber Usage RDR Generate Real-Time Subscriber
Usage RDRs

4 Real-Time Subscriber Usage RDR Generate Real-Time Subscriber Usage
RDRs RDR

5 Real-Time Subscriber Usage RDR Limit the Total Rate of Real-Time
Subscriber Usage RDRs 1 Real-Time Subscriber Usage RDR

6 OK

RDR Settings

Real-Time Subscriber Usage RDR
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Real-Time Signaling RDR

Real-Time Signaling RDR
RDR SCE

Real-Time Signaling RDR 2

e Flow Signaling RDR
Flow Start Signaling RDR
Flow Stop Signaling RDR
Flow Interim Signaling RDR
* Attack Signaling RDR
Attack Start Signaling RDR
Attack Stop Signaling RDR
Flow Signaling RDR
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Cisco Service Control Application for Broadband
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Package Settings for " Basic Package”

General | Custs Mansgement | Subsoriber BW Controders || stvanced

Sobeisileme B Ooralyiders ekl Hhan B’ ol L b iins cop o el it e Bl vt Be arviptbmres o il erend: servuies
For & srqhe subsmiber. They &re sba ad For Inking senvioes b Gobal Controlers.

LipErddtt
Subescriber relstive priorty (Upstresr]): |1 % i@ oF X
e CIR (LI ¥bps)  FIR(L3EDbps) | Global Controler 1
B Perwy LEeilrais &Y I
Gt in L v P ] Uit Dotk ‘Bt Conitraller It
Caperihr g,
Subseriber relstive priority [densresm) (1w & P =
IE CIR (L3NEps) PR L3 Khes)  Sloal Controler a
I [T
il it Eicwrnilran W D Linkribes Dt iobad Corirolier L
o ] [omee ] |G
3 Upstream
1. Subscriber relative priority
2. Primary Upstream BWC
CIR Kbps BWC CIR
PIR Unlimited kbps
BWC PIR
3. BWC BWC 1 B2 AddasubBW
Controller 1
4. BWC BWC 1 B8 Addanextra
BW Controller 1
5. BWC BWC BWC
Name BWC BWC
BWC
CIR kbps BWC CIR
PIR Unlimited kbps
BWC PIR
BWC
BWC  Global Controller Browse
Select a Global Controller

i Cisco Service Control Application for Broadband
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¥ Select a Global Comtrellers

et gl controliens For the i slement
I

[z Fit Shohal Coniroler
[1i
L iy st il 1

| =] |I§
OK
AL
4 Downstream
3

5 OK

Package Settings

BWC

BWC
. p.9-41
. P2pP p.9-42

Cisco Service Control Application for Broadband
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2 BWC
1.
BWC CIR PIR
2. BWC
3 BWC
1.
2. BWC

P2P

v

1 Global Bandwidth Settings 2
2
9-31
Lipre gy
+ M
Mo Lk 1 EW (%) Lk, 2 W (%) g ingated W ()
Lipstrear TolsLnk Lk | L | i
[~ Def ekt okl Coraroller | 10 L i
[—psizears Cockroler || = ! Ll
Upevean Eoviroler 7| * 7] ]
|
CoraratTaars
P M
Hame Link 1 B (%) Lk 2 B (%) Koreqabed W ()
[imtuitrasn T4 Lok k| oo, 1 MIR| i
Do i ksl Crrdiuiller | 100 | l[‘]:
Cairwirid réars: Ciadrodier 1 | ih l[l];
Cuwriirearn Corbiider 3 | 1% ia|
ul B
pP2pP Upstream Controller 1 Downstream Controller 1
Upstream Controller 2 Downstream Controller 2
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2 Package Settings 2 BWC 2
BWC CIR PIR AL
9-32
Package Settings for *Basic plus P2P
General | Cassts Hansoemsent Subarter BW Controbers Laapoed
Scnerileet EW il roliers lell e BW ol Lrarsscbion grouss ol prcedies Belveen b arsacions of difterenl serves
For & sirgle subsoiter, They &fe aleo ied For Inking serdces b Gobal Crndrolers
i,
Sutwariber relative priovity (upstream] LB ﬂ [;GI 4
M CIR{L3Ebps}  PIRQLTNBg]  isobsl Contoler Wi
Coedl i i vk day Bl U] Mrierak e (et mt Gl Contr ols 1 1
B ] i L irienstadd Wrsirasn Congrolsr | I| 1
(L] :|| Lrkerdad Eerain Cantrolar 2 i |
Coremidr swm
Suburriber relsiive pricety [deemstiesm) (1 @ & o x
Hawe (R (3ibpsk PRI Kbes)  (Ghosal Coniroler AL
(T JaTERET N |I] Il.m Il:ﬂﬂ'rl-h'\l-ﬂ'lfml 1 1
-1 e ] 9 Lirirtad F‘-:Iﬂ'l'd-h’ﬂ'rm 1 i |
4 ] Lirtieratad Dieretiraas Comimoler 3 1
o || cacel | IE
BWC1 P2P BWC3 P2P
BWC2

3 PP
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Bdd Hiwt Bulbe to Packsge "Dagic plus P2F

Gererdl | Canvad | Usags Limds | Brasch Handing
bl ]

Selact thes Smnvice bo which the Fade wall relsba:

Fids Stahs
Do ity shate of this Fuks!
(o) Erusksle reporting and sctive sctions

7 Dl reportang aned ective s

T

Pl

4 Control BWC

9-34

BWC 1

Bdd Hiewt Bube to Packsge "lagic plus P2F

Generd | Tonrol | Lgsgs Limts | Bresch Handing

D Uhse oy Thimee Bauim 06 B ol irvrgnl byt Mo
() Bonck g Ny
{55 Conbeol the Aos's characteristion:

Sedert s uprHreans Dandvidth Conbrolar | I'WEC |

[T ik ks Fhow's uprtressn banidwickh to
[T it b Flcss's chowrertrasm: banadwicth B
[ Lirvit: concurment: Fowes of this Senvics ba

Ead TS Por Hows: off this Service in BE  w

w

Selee? 4 dowectrnam Brcadth Controler (I ~

o ) [[caneel |

TINEAT

BWC BWC 3

i Cisco Service Control Application for Broadband
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5 3 4 BWC
BWC 2 BWC BWC 4

BW
BWC iBWC iBWC

iBWC

e iBWC — Global Prioritization Mode
. — Subscriber Prioritization Mode

1 Console Configuration > System Settings

System Settings

2 BW Management

BW Management

9-35

Siystem Settings

System Mada | Redesction UALs | BW Mansgement | advarced Optiors

B4 Fricritization Mode

I bl Prioritiziation Mode, v thit g0 theiugh st Ba ganinolirs gt
Krir Mslaiive Frioety fram the BW contvoler's Gerrance Levsl

T Rubrscriber Pricriticstion Misde, tha Mo’ Relstivg Prionky & debanined by e
Fodatien Prianty of tha subsirbar.

Seloch BW Prioeilicabion Hede:
{7 (enhad Frioeitiration Mode

{¥] Sasdvicrilome Pricritivalion Mode

[ o ][ ceel |

R

Cisco Service Control Application for Broadband
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3 BW Prioritization Mode

¢ Global Prioritization Mode

e Subscriber Prioritization Mode

4 OK

System Settings
BW

Cisco Service Control Application for Broadband
m. 0L-7205-05-J |
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CLI

1024

1024

1.
2. Global Bandwidth Settings

BW
5.
6. CLI
CLI
7. SCE
8.

1024

BWC
BWC

CLI

Enable Virtual Links Mode

PIR

PIR

Cisco Service Control Application for Broadband

[ oL-7205-05-J
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Collection Manager
Collection Manager CM

CM Cisco Service Control Management Suite
Collection Manager User Guide Managing the Collection Manager Managing Virtual
Links

. p.9-34

L p.9-35

. p.9-36

. p.9-38

1 Console Configuration > Global Bandwidth Settings

Global Bandwidth Settings

2 Enable Virtual Links Mode

N

OK

Virtual Links Global Controllers
3 OK

Global Bandwidth Settings

Cisco Service Control Application for Broadband
9-48 0L-7205-05-J |
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v

1 SCA BB

1 Console Configuration > Global Bandwidth Settings

Global Bandwidth Settings

9-36

Cholsal Baihidwichh Seltings

L bl barwibelth setlng b aiorie @ dte oo o brallic of the same Lge. Croate Glabral Comtrellor (GC) e 26t Ure meioammam ok of the uesoeam ardior
SRS dracton. Fate 5 5ot 45 PETCENka0a relatn T Hee vabe Bk of the phvvscal bk, Traffic s mapped b G5 By confiunng Barsbwicn
Cordroliers [IACsh

[+ Erusbibs Wabual Lsks Mads
okl Cotrobers | Wrbual Links Ghobal Controlers
i Wikl Dinsles s, Bl pleviac sl ok n e 00s o g of wmalles “viriuel® ek, wiach ane et by monecredd el cortroliend, Eaih waticed Lok Bk
i vy sk o G053, by e recadelied after Live ‘Wbl Lk Templale BCs.
Tl Link Lgvil reaan | 1 Sowicheaetlh (% of preiieal ok bl [, i}
Tiskal Link fhasanatiraiin LI Bsncieddeh (% oF pheietal bnk iml) 100

I & chasd bk stam, Saeth G Rt & St GO o B ofar Ik, 15 wbual lnk rsla, the Sonfigurad sads I it arfarced on e sogragatad rats oF this
par o (R0

The Temnplate GC codumn vaeiues sre copied bo GCs of mesdy=mesbed Yirbual Link.
The Delault GE coburnn vabosy s ek bo bre G0 of B DeFack Virtuall Linksd Wil Link &)

Ul
g M
P Temolate Vitosl Link OC I (%) Dafslt: Virtus Link. GC B[]
|t 1okl Lk Limd | -~
fl Gl Crardroder m| ki
¥
Iewambrran
- X
Heame: Termolabe Virtual Link G B { %) Dl sl Wil Lind 37 B3 (%)
jroerirnen ol Link Linkt ! _|&
ek oL AL | L B

|4

IETh

F

Virtual Links
Global Controllers

e Total Link Upstream L1 bw (% of physical link limit)
e Total Link Downstream L1 bw (% of physical link limit)

Cisco Service Control Application for Broadband

[ oL-7205-05-J

g o4 |



9 Service Configuration Editor

Total Link Upstream L1 bw (%) 80
100>
80> 100>
Upstream Downstream
3
¢ Name — Controller 1 Controller 2
e Template Virtual Link GC BW (%) —
e Default Virtual Link GC BW (%) —
2 p.9-31
2 Link 1 BW (%)
Mbps
SCE
3 OK
Global Bandwidth Settings
2
1 Console Configuration > Global Bandwidth Settings
Global Bandwidth Settings
2 Total Link Upstream L1 bw (% of physical link
limit) Total Link Downstream L1 bw (% of physical link limit)

Link 1 BW (%)

Cisco Service Control Application for Broadband
m. 0L-7205-05-J |
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CLI

Global Bandwidth Settings

SCE

CLI
CE CLI Cisco Service

Control Engine (SCE) CLI Command Reference

® virtual-links

® virtual-links
value <PIR 1,

® wvirtual-links

CLI

index <index>direction [upstream | downstream]

index <VL index>direction [upstream | downstream] gc <gc index>set-PIR
PIR2, PIR3, PIR4>

index <VL index>direction [upstream | downstream] gc <gc index>set-PIR

value <PIR for all timeframes>

® wvirtual-links

index <VL index>direction [upstream | downstream] gc <gc

index>reset-PIR

® no virtual-links index <index>direction [upstream | downstream]

SCE (config if)#

CLI

® subscriber name <name>property name [v1Up | vlDown] value <vl index>

if)#

SCE (config

EXEC CLI

® show interface LineCard 0 virtual-links [all | changed]

. CLI p.9-51

CLI

CLI

virtual-links index <index>direction [upstream |

downstream]

virtual-links index <VL index>direction [upstream | PIR

downstream] gc <gc index>set-PIR value <PIR 1,

PIR2, PIR3, PIR4>

virtual-links index <VL index>direction [upstream | PIR
downstream] gc <gc index>set-PIR value <PIR for 1

all timeframes>

[ oL-7205-05-J
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9-1 CLI

virtual-links index <VL index>direction [upstream | PIR
downstream] gc <gc index>reset-PIR

no virtual-links index <index>direction [upstream |
downstream]

subscriber name <name>property name [vIUp |
viDown] value <vl index>

show interface LineCard O virtual-links all

show interface LineCard 0 virtual-links changed
PIR

1 SCE CLI SCE# configure

2 Enter

SCE (config) #

3 interface LineCard 0

4 Enter

SCE (config if)#

Cisco Service Control Application for Broadband
m. 0L-7205-05-J |
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||
p.9-53
p.9-54
p.9-55
p.9-56
Edit Rule for Service Settings Breach Handling
No changes to active control —
SCA BB
Quota Breach RDR Quota RDR [p.8-8]
Block the flow —
Redirect to — URL Web
URL
System Settings
[p.10-36] HTTP HTTP Streaming
RTSP 3
Control the flow characteristics —
Select an upstream Bandwidth Controller —
BWC BWC

Select a downstream Bandwidth Controller —

Limit the flow’s upstream bandwidth —

Limit the flow’s downstream bandwidth —

Limit concurrent flows of this Service —

Activate a Subscriber Notification —

p.10-27

Cisco Service Control Application for Broadband
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SCA BB
Systems Settings Advanced Options
Length of the time frame for quota replenish scatter (minutes)
[p.10-40]

1 60
1 Network Traffic Edit Package

Package Settings
2 Package Settings Quota Management

Quota Management

3 Select quota management mode

e External —

External
Package Error

OK

e Periodical —

Cisco Service Control Application for Broadband
m. 0L-7205-05-J |
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||

N

[p.9-54]

4 Periodical Aggregation Period

Hourly Resolution — 1

Daily Resolution — 0

1. Name

2. Type
Volume (L3 Kbytes) Number of sessions

3. Quota Limit Type KB

4 Periodical

Type

6 OK

Package Settings

[p.9-54] Quota Management [Packages]

1 Network Traffic

Cisco Service Control Application for Broadband ]
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2 Rule

3 Edit Rule

Edit Rule for Service

4 Usage Limits

Usage Limits

5

e Select Quota Bucket for upstream traffic

e Select Quota Bucket for downstream traffic

e Select Quota Bucket for sessions

N
None (Unlimited)

6
7 OK

Edit Rule for Service

SCE

1 Network Traffic
2 Rule
3 Edit Rule

Edit Rule for Service
4 Breach Handling

Breach Handling

Cisco Service Control Application for Broadband
m. 0L-7205-05-J |
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v

9-37

Edit Rule for Servce "SMTP"

Genera | Contesl | Usage Limts | Dreach Handing

I Sl & fulbsdribeer's Lk endesded the viluree o Furnber of Saiibets

() P chasfens L i Goafteed

() ok ths Floas

(¥} [Coniral B Flow's charachersticss

Selock o ugolneain Bafdwalh Doflrider | D ol Uprate s EWE -
Galisr & dsenite b DAl Conbrolir | Dafsil Dosamrai I W
(] Lt e o' it i Loty b
] Lt e M. ity bkt h L

:uﬂwlﬂmﬂﬂnm!u

[l dctivwnbe & Subscriber Motficstion: | Defeult Notficstion. w

[ J[ el | |E
No changes to active
control
10
1. Block the flow
Redirect to
2. HTTP HTTP Streaming RTSP
Redirect to
Redirect to
Rule Error

OK

3. Redirection URL Set

Cisco Service Control Application for Broadband

[ oL-7205-05-J
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Rule Warning
OK 10
4. Redirect URL
8 10

9 Control the flow’s characteristics

Flow Characteristic

. Bandwidth Controller BWC
BWC
BWC [p.9-39]
BWC
Peak Information Rate [PIR] Committed Information Rate [CIR] Global Controller Assurance
Level

. Bandwidth Controller BWC

. Limit the flow’s upstream bandwidth kbps

o Limit the flow’s downstream bandwidth kbps

. Limit concurrent flow of this Service

10
Y
3

e Activate a Subscriber Notification

Activate a Subscriber Notification
Rule Error

OK

Cisco Service Control Application for Broadband
m. 0L-7205-05-J |
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11 OK

Edit Rule for Service

Cisco Service Control Application for Broadband
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Service Configuration Editor

Service Configuration Editor

. p.10-2
. p.10-19
. p.10-27

. p.10-34
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SCA BB

DDoS

Reporter

1 Network Traffic

10-1

¥ Loivicn L el ngiiralion Ldilor

Service Security

crvon ] pegli - SCAL BH Conmols

S :w

EBir Gt Todh hictwork Condgraton findes Doip

£ 5] Soretre S | g servee comuraton Exv | etk gt

& ratvart Trae | B S| + %N
* + : I':"I. taruidins Madasd] Weira Llasten
T Titacad Brafle Vo el condigure sk o s ard plher bpes of malkios bralfe,
e ity |
Uihiwrons faricriber Fraff | Weahepert || View Sgnelures |
o o Concobed Trafly
3 [ Dedand Pachiscm
i Package| Anomaly Eaped Detection of Maoous Traftc
Evsfies oty dhatichion pattings and mbgatcn schana For warmes, DoRITDGS sache snd val® Shiaaie
] Unabls aavaly datactisn | wesspapet | [ cCothors... |
i Lot o) Bl Yiryrees el tclian
Dust e dbaction et ard netigation. schemss foe Searm Tonkes and emal based veses.
[ wespecot || configs... |
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SCA BB 3
o — Service Control Engine SCE
7
p.10-3
] —_
p.10-16
1 View Signatures
Signature Type Worm Signatures Signatures Settings
2 Close
Signature Settings
1 DSS SPQI
2 DSS
p.7-39
IP TCP
TCP

Cisco Service Control Application for Broadband
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3 3
. — 1P
e DoS —1IP
IP
DDoS
e DDoS — P IP
IP DoS IP
. TCP UDP
~
GUI SCE
CLI
DoS DDoS 1
12

TCP — TCP

TCP — TCP

UDP — UDP

UDP — UDP

ICMP — ICMP

TCP

TCP

Cisco Service Control Application for Broadband
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||
UDP
UDP
ICMP
S
DoS ICMP
. —2
— IP
1
TCP
— IP 1
. — 0
Y
RDR
. — SNMP MIB Cisco Service Control
Application for Broadband Reference Guide SCA BB Proprietary MIB Reference
p.10-27
TCP 80
[p.10-40]
1
e IP — IP IP
IP DoS DDoS
IP
e TCP — TCP

TCP

Cisco Service Control Application for Broadband
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e UDP — UDP
ubP

DoS DDoS

1 Anomaly Based Detection of Malicious Traffic
Configure

Anomaly Detection Settings

10-2

A, remwywn e et B ocher of B debic iy,
Deteciong sne checked from e babiom wp and
the frst maich iripoens detection.

Thee: Dl it Dhehechon i chwocked sl
-
= W
B Soin St e el Detedier
W o
Bl Do DieVanuil: e bt

B DS Do Faadt Db
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3

10-3

A Y A
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I

| | E
=
10-4
|| = W
= Mabwark
TP 10 e &® [ephls  Disis Uheafs
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= Elissemiser
TP o0 500 50 i Db Dhesaninie
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OK

Anomaly Detection Settings

2EETA
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100

IP TCP UDP 1

[p.10-11]

1 Anomaly Based Detection of Malicious Traffic
Configure

Anomaly Detection Settings

2
3 -
Anomaly Detector Creation Malicious Traffic Detector
10-5
] Anonaly Delector Doialbeen Wi d
Makckous Trofflc Detector
53 Detector Detecion & has no ksts sed
Parmes; | e bt
|| Sendy B theberhor . B Pollomrg P add o barges lorie wp b 430 comrme seper aled T raegea)
[ Sy B dheletbor o B Fllomrsg TP g i [efrler wp B 15 Somma separated oo i)
| iy B b b 3 B Fremereg U0 oo b (eder 1w Lo LY cormr ez gl e | romdserall
- ] s
[cms | IE
4 Name
5 1

Cisco Service Control Application for Broadband
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||

6 IP
7 Next
Anomaly Detector Creation Malicious Traffic Characteristics for a WORM attack
10-6

¥ Anomaly Delectar Crealion Wizard

Halkdous Traffic Characteristics for a WORM attack
Detine the bype of siieck you wish W aepte

wlaieren i Tralfe Cearals
(o Cugeriber ) Mstwori

Slalloioym Trafflc Traneport
fomr O Topdpenbe Parts (ool bR eesbe Par {0 DO

[ s J|_pemts J[ gwh J[ coeee | JE
8 DoS
DDoS
9
10 Next
Anomaly Detector Creation Anomaly Detection Thresholds

Cisco Service Control Application for Broadband
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10-7

E Arwmaly Dedecltar Crealian Wiz

Deshirsr §Hck Setecbon Syeshais, or i e Defsuk Deteciars
okl
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Flsa ol S aperied Faw Aate (%) 52

cgock | penr || ewn || coees ||
11
. Use the Default Detector’s
settings
e Flow Open Rate Suspected Flows Rate Ratio of Suspected Flow Rate
12 Next
Anomaly Detector Creation Anomaly Detection Action Settings

Cisco Service Control Application for Broadband
m. 0L-7205-05-J |
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10-8

¥ rnomaly Detector Creation Wizard

Annmaly Detection Adction Settings
Chagse the actons o perarm Lpon deleong Takoos
Atk

Plack
Mok ruslcion s raffic

() Use: e Dofndt Dimeter's setimgs () Emasle () Dinabie

Nert

penerate an SFEF rag

2 e the Defeult Deiector’s setbrgs  (iEnable 1 Himgable
Yanhy Tubsober

Py the Busrr ey S oh beaeder redrect

= U e DTt Detector’s ietrgs () eratie () Denabie

Ce= == |:

13 Block Alert Notify Subscriber
14 Finish

Anomaly Detector Creation

15 [p.10-11]

Cisco Service Control Application for Broadband
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1 Anomaly Based Detection of Malicious Traffic
Configure

Anomaly Detection Settings

2
3 Name
4 |IP
5 IP
6 OK
Anomaly Detection Settings
1 Anomaly Based Detection of Malicious Traffic
Configure
Anomaly Detection Settings
2
3
Anomaly Detector Creation Anomaly Detection Thresholds
[p.10-13]
4
] Use the Default Detector’s
settings
* Flow Open Rate Suspected Flows Rate Ratio of Suspected Flow Rate
5 Next
Anomaly Detector Creation Anomaly Detection Action Settings

Cisco Service Control Application for Broadband
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||
6 Block Alert Notify Subscriber
7 Finish
Anomaly Detector Creation
8 3 7 2 7
9 OK
Anomaly Detection Settings
1 Anomaly Based Detection of Malicious Traffic
Configure
Anomaly Detection Settings
2
3 « Create New Detector Item Under Detector Items Feature
Anomaly Detector Creation Malicious Traffic Characteristics for a WORM attack
[p.10-8]
4
5
6 Next
Anomaly Detector Creation Anomaly Detection Thresholds
7
. Use the Default Detector’s
settings
e Flow Open Rate Suspected Flows Rate Ratio of Suspected Flow Rate
8 Next
Anomaly Detector Creation Anomaly Detection Action Settings

9 Block Alert Notify Subscriber

Cisco Service Control Application for Broadband
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10 Finish

Anomaly Detector Creation

11 3 10 2 10
12 OK

Anomaly Detection Settings

1 Anomaly Based Detection of Malicious Traffic
Configure

Anomaly Detection Settings

2

3

4 H

5 3 4 2 4

6 OK
Anomaly Detection Settings

1 Anomaly Based Detection of Malicious Traffic
Configure
Anomaly Detection Settings

2

Cisco Service Control Application for Broadband
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10-9
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E

3
4 2 3
5 OK
Anomaly Detection Settings
3
1 Anomaly Based Detection of Malicious Traffic
Configure
Anomaly Detection Settings
2 1
3 "

Confirm Delete

10-10
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5

OK

OK

Anomaly Detection Settings

Spam Zombies and Email Viruses Detection
Configure

Spam Setting

10-11

Spam Detecthon
Tris 'Winand P o condloune detechon snd miScaSon seiege for Soar ey snd emad based ey

o
Lot By ugeodes Bpvaey the bt

Eoan o detettad haesd an petieding & fradebrad Guots of pasacnd For BMTR,
For best scoaecy, detec Soam el vnuE oy on BEEMCE et incuces: “ouinoand BP0 ourmound oif-net BHT=.

Servee: tomorior for Snee | ECEINE
S Fine Soomm mx | 18 egmone e | s
S | P o B G gt et o S Serrdme | sl o A Sy

Acson upon delechon | [greore =

g drgriber b fealon

gwh | oed | |5
i
2 Enable Spam detection
7
3 Service to monitor for Spam
Cisco Service Control Application for Broadband
m. 0L-7205-05-J |
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||
S
SMTP SMTP
SMTP
4
5 Action upon detection
¢ Ignore
e Block
e Notify
* Block and notify
6 Notify Block and notify Subscriber Notification
S
p.10-27
7 Finish
Spam Setting
. p.10-17
o p.10-18
Collection Manager CM
Reporter
[ ]
Global Scan/Attack Rate
Global DoS Rate
Infected Subscribers
DoS Attacked Subscribers
Top Scanned/Attacked ports
Cisco Service Control Application for Broadband
[ oL-7205-05-J .m
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Top Scanning/Attacking hosts

Top DoS Attacked hosts

Top DoS Attacked Subscribers

Top Scanning/Attacking Subscribers

1 View Report

Choose a report

2

3 OK
Choose a report
Reporter Console

4 Cisco Service Control Application Reporter User
Guide Working with Reports

Cisco Service Control Application for Broadband
m. 0L-7205-05-J |
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3 4
Service Control Engine SCE
SCE SCE
SCE
RDR
SCE 0SS DHCP
BGP
S
7
[p.10-40]
7
SCA BB
Edit Filter Rule
[p.10-25]
1 Network Traffic Filtered Traffic
Cisco Service Control Application for Broadband
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10-12

& Mvorh. e | € seviae]
L S §

it Nt |
Sy Seturiy
Ukihsriwent Subbeirileer Tralfa

LS [bo nasbwscak) et oy LD poschonks,
u H g gt 3] :llllmh-l.l,h et bl pand 0 5,
- E‘IDH‘-II.I: Package ] Lrprsis Lo poodecy agpnng el e agped o D08 BE
- Dasic Package T —— b LS b,
@U‘“"f‘i‘“m peort s sl ba 53,
fahode Do bapusss the policy sngine sred aree rappesd bo Sof D0
il Pk s Pt bt (B8 Febbwtirk] | Btk s LI pubebbs,
bl pcat 3%,
Lrprsis Lo oy xgue ] e e rigaped b D5 BE
Irestching (Rp suberribesn) 1 (DS e
Aubsaiber-gde port = sgul be L7,
Jpubakats Boruass thi pobie dngns b bed dugped es Ca0% 0
vy LD [l il eecah) | A g, 10 LA G
=] tmhﬂh preats o Uee ridege 4850 « 4845,
sacists bypass e policy engine srd wre mupeed bo CoS BE |
eDoniesy LD [bo subrecriber ] :llmI-HI.I:-LWNd\H“F_.
Sl Pt i B s S - S,
:Lu!u-.h-mmll-p'h-.- v Al are e b el B

&

2
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e
e

Add Filter Rule

1 Network Traffic Filtered Traffic
2 “ Add Rules

Add Filter Rule

10-13
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FEET
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3 Next

Add Filter Rule Transport Type and Direction

10-14
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Next

Add Filter Rule Subscriber-Side IP Address

10-15

Boply bo oackels mhans the pateoribes -side I address i
(5 Ay 12 ackdrnss

[} Ezualbs
() Cthocr K
() B o v of

71 Blok s B s of

IP Next

Add Filter Rule Network-Side IP Address
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10-16

Boply bo oackets mhans the rebwork-shde [P sdoners B:
(5 Ay 12 ackdrnss

{71 Esuslbe
{7 it ity
() B o v of

71 Blok s B s of

|um.r||-:un.1-Hm.-.!:- ||-r|p|

LISAPYS

6 IP Next

4 TCP UDP Add Filter Rule

4 TCP UDP Add Filter Rule
Subscriber-Side Port

10-17

Prply b packets whera the satsorbess-side port b:
(%) vy port

{71 Esuslbe
{7 it ity
() B o v of

71 Blok s B s of

[ooe | | <oo0 || a> |

g

7 Next

Add Filter Rule Network-Side Port

Cisco Service Control Application for Broadband
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10-18

Prply b peckets whers Hh retwork-side port is:
(%) vy port

{71 Esuslbe
{7 it ity
() B o v of

71 Blok s B s of

i
d
]
J

8 Next

Add Filter Rule ToS

10-19

Bapply bo paychied s mhes Hhes Tod b
() e wakon

{71 Ezualbe
{71 Extheer i
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71 Bk i v s of
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9 ToS Next

v

ToS 0 63

Add Filter Rule Action and Class-of-Service

Cisco Service Control Application for Broadband
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10-20

Skt Hr mchion Lo spoly on pachets with propertes mahching this hiter's defintions.
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DT

Thee wysoam imees e Flberesd pecheds to 5 cerbsn Cles-of -Service

Seba® e Codl e B W

[ e | | <gw || heox> | E
e Bypass — SCA BB
e Quick Forward — SCE
SCA BB
e Bypass and Quick Forward — SCE
SCA BB

10 Next

Add Filter Rule Finish

e | | s ||'rl:-|||

PRLl

11 Rule Name

Cisco Service Control Application for Broadband
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| |
12 Activate this rule
13 Finish
Add Filter Rule
Filter Rule
1 Network Traffic Filtered Traffic
2 Filter Rule
3 “= Edit Rule
Edit Filter Rule Introduction
Edit Filter Rule Add Filter Rule
4 p.10-20 4 11
5 Finish
Filter Rule
IP IP
1 Network Traffic Filtered Traffic
2 Filter Rule

Cisco Service Control Application for Broadband
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3 X Delete Rule

10-22

2 A i B W ] 45 Famand Pl fuke "TOMD Piksr )

T [T 4

4 Yes

Filter Rule
1 Network Traffic Filtered Traffic
2 Filter Rule
3 Active
4 Active
5 3 4

Cisco Service Control Application for Broadband
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HTTP Web
Web Web
HTTP

Cisco Service Control Application for Broadband SCA BB

31
. p.10-27
. p.10-29
. p.10-30
L p.10-31
o p.10-32
. p.10-33
e Name —
S
Destination URL — HTTP
URL Web
— URL
URL
® ~?n=<notification-ID>&s=<subscriber-ID>
<notification-1D> ID <subscriber-1D>

p.10-29

o Web

e Dismissal method —

Cisco Service Control Application for Broadband
[ oL-7205-05-J .m
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Subscriber browses to destination URL — URL

URL

The condition that activated the notification no longer holds —

e Subscriber browses to dismissal URL — URL URL

URL HTTP
URL URL

URL

URL Web
Acknowledge
URL URL

URL URL URL

® [*]<hostname>:<path>[*]

<hostname> *

<path>

® *.some-isp.net:/redirect/*

URL
www.some-isp.net/redirect/index.html
support.some-isp.net/redirect/info/warning.asp
noquota.some-isp.net/redirect/acknowledge.aspx?ie=UTF-8

e List of Allowed URLs —

URL
URL URL
HTTP URL
URL
URL URL
[p.10-31]
[p.10-32]

Cisco Service Control Application for Broadband
m. 0L-7205-05-J |
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?ip=<ip>&side=<side>&dir=<dir>&prot=<protocol>&no=<open-
flows>&nd=<suspected-flows>&to=<open-flows-
threshold>&td=<suspected-flows-
threshold>&ac=<action>&nh=>handled-flows>

Cisco Service Control Application for Broadband

. p.10-29
° p10-29
. URL p.10-30
IP
[p.10-2] SCA BB
HTTP
1
1 TCP
80
[p.10-40]
SCA BB CLI
CLI
HTTP URL
Web
URL Web
URL

[ oL-7205-05-J
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10-1

ip IP

side °« 5—
e n—

dir « 55—
o d—

protocol e TCP
e UDP
* ICMP
e OTHER

open-flows

suspected flows

open-flows-threshold

suspected-flows-threshold

action e R—
e B—

handled-flows

URL

http://www.some-isp.net/warning?ip=80.178.113.222&side=s&proto=TCP&no=3
4&nd=4&to=34&td=10&ac=B&nh=100

1 Console Configuration > Subscriber Notifications

Subscriber Notifications Settings

i Cisco Service Control Application for Broadband
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10-23
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Notifications

Notification Parameters
3 Close

Subscriber Notifications Settings

29

2

[p.9-56]
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1 Console Configuration > Subscriber Notifications

Subscriber Notifications Settings

2 < Add
3 Name
)
4 Destination URL URL
5 URL Append notification parameters to URL

6 Dismissal Method

e Subscriber browses to the destination URL
e The condition that activated the notification no longer holds

e Subscriber browses to the dismissal URL

7 6  Subscriber browses to the dismissal URL

URL
8 Allowed URL URL 1 1
9 Close

Subscriber Notifications Settings

1 Console Configuration > Subscriber Notifications
Subscriber Notifications Settings

2 Notifications

3 Notification Parameters

4 Close

Subscriber Notifications Settings

Cisco Service Control Application for Broadband
m. 0L-7205-05-J |
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1 Console Configuration > Subscriber Notifications
Subscriber Notifications Settings

2 Notifications

3 & Delete
4 Yes
5 Close

Subscriber Notifications Settings

Cisco Service Control Application for Broadband
[ oL-7205-05-J .m
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Console
[ ]
L]
. URL
¢ BW BW [p.9-45]
[ ]
. p.10-34
o p.10-34
Console
)
2
Report-only RDR
3
e Full Functionality —
RDR
e Report Only — RDR
e Transparent — RDR
Console
SCE
SCA BB
* Flavors

* Flow Signaling RDR

e VAS

Cisco Service Control Application for Broadband
m. 0L-7205-05-J |
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[p.10-6]
Service Configuration Editor
UDP
SCA BB
SCE
. 1 1
1 Console Configuration > System Settings

System Settings

Cisco Service Control Application for Broadband

Problems View

UbDP

OL-7205-05-J
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2

4

10-24

Siystem Settings

Swshem Mode | Redesction URLs | B9 Manspement | fshyanced Options
Syeters dparatioral Hads
Select the fyshem's operasonsl mate for handing the nebwerk irathi:
() Erinapanint
(2} Bapurt Doy
{7 Pull Purchionaliy

Flipatineg: Clas shc sdior Mode:

Ersble Sspmmiciric Foubig Dlessillicalion Mode n bapologses with high
rate of unsdrectionsl Fows. Lnithis mode, the system b bestier baresd for
clypaifing traffic scronding bo st ones skl of the Floss, bat soms coninal
Cunlaen n celaddad

[T] Ervabs g tasrpmemetese Posstrg Clakaiestion Meds

[ o ][ cecel |

System Operational Mode

e Transparent
e Reportonly
e Full functionality

I

Enable the Asymmetric Routing Classification Mode

OK

System Settings

Web Web

[p.9-15]

i Cisco Service Control Application for Broadband
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S

Console 3

e HTTP Browsing
e HTTP Streaming
e RTSP Streaming

49

URL URL ID
ID

<URL>?n=<subscriber-ID>&s=<service-ID>

URL
49

1 Console Configuration > System Settings

System Settings

2 Redirection URLsS

Redirection URL

10-25

Shrtem Settings

Curchem Meda | Bedreciion UALS | BW Mansoerrent | Advanced Optiors

Tearreathni of spesclr probocots can ke Btk by rubes o sodeecbed ko &
predetined LEL.

Sy LA il 1 B o el i il My rvtbrvnt ) Do ] L el il el

PAsres Eadracten LEI

| HTTF Erswsing _Hlu:f_'um.rrf-lll;l-lmrr.lml_lrnhnI.||,|
—HTTF Sneaming _I"II|,::|'_5'|'¢l|'¢|'¢-|.rr|I RInarEg- T farnednenl. cg
RTH Sreamirag _rlarp'.l_l'r-.wrl-_f'll.r\mu eyl Ciar el el oin

[ e IIwIIE

Cisco Service Control Application for Broadband
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|

3 ¥ Add

URL

10-26

System Settings

Syeshem Mods || Bedrecton LALS | B Mansgerrent | Govarced Outions

Te gt of speile proloods Can e Bistked by rubrs and sl ccled ko a
prehedineed LEAL.

Sy LIAL st 0o B pbond i raied 1) vt Liicachad] rateladion.:

Msres Eadractan LAL

HT TP Erasssine
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| | —HTTF Sreaming

Bl | ey, e @ iy e damradee oo
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= Plaslrechion Sekl | )
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4 Name
5 Redirection URL
6 OK

System Settings

i Cisco Service Control Application for Broadband
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Console Configuration > System Settings
System Settings
Redirection URLs
Redirection URL
Redirection URL URL
URL
OK

System Settings

URL

Console Configuration > System Settings
System Settings
Redirection URLsS

Redirection URL

® Delete

Redirection Warning

10-27

¥ Redrection Warn ing

R o R WO W 3 FRmO FkEnkcaan Gal Radnaction Skl

L ]

Pty

Cisco Service Control Application for Broadband
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|
5 Yes
6 OK
System Settings
10-2

Classification

Classification based on recent classification |TRUE
history enabled
Warez Skype Winny2
Guruguru detailed inspection mode enabled FALSE Guruguru
Guruguru
SCA BB
2
e Default — Guruguru
e Detailed — Guruguru
Kuro detailed inspection mode enabled FALSE Kuro Kuro
SCA BB 2
e Default — Kuro
e Detailed — Kuro
Cisco Service Control Application for Broadband
m. OL-7205-05-J |
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10-2
Soribada detailed inspection mode enabled FALSE Soribada
Soribada
SCA BB
2
e Default — Soribada
¢ Detailed — Soribada
TCP destination port signatures 1720:H323
TCP
<port-number>:<signature-name>
H323 Radius Access
Radius Accounting DHCP
UDP destination port signatures 67:DHCP
1812:Radius Access UDP
1645:Radius Access
1813:Radius Accounting .
. . <port-number>:<signature-name>
1646:Radius Accounting
H323 Radius Access
Radius Accounting DHCP
UDP ports for which flow should be opened on |5060, 5061, 67, 69, 1812, UDP
first packet 1813, 1645, 1646, 2427,
2727, 9201, 9200, 123,
1900, 5190, 10000
UDP source port signatures 1812:Radius Access
1645:Radius Access UDP
1813:Radius Accounting
1646:Radius Accounting .
<port-number>:<signature-name>
H323 Radius Access
Radius Accounting DHCP

Cisco Service Control Application for Broadband
[ oL-7205-05-J .m
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10-2

V-Share detailed inspection mode enabled FALSE V-Share
V-Share
SCA BB
2
e Default — V-Share
e Detailed — V-Share
Winny detailed inspection mode enabled FALSE Winny P2P
Winny
SCA BB
2
e Default — Winny
e Detailed — Winny
L7 Filtered Traffic
DHT filter enabled TRUE DHT
Gnutella 2 Networking filter enabled TRUE Gnutella 2 Networking
7
Gnutella filter enabled TRUE Gnutella 7
L7 filtering enabled TRUE L7 Filtered Traffic
7 SCA
Warez filter enabled TRUE Warez
Cisco Service Control Application for Broadband
m. OL-7205-05-J |
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10-2

Malicious Traffic

Malicious Traffic RDRs enabled TRUE RDR
Number of seconds between Malicious Traffic |60 RDR
RDRs on the same attack RDR
TCP port that should remain open for 80
Subscriber Notification
TCP
Policy Check
Ongoing policy check mode enabled TRUE
Time to bypass between policy checks 30
Quota Management
Grace period before first breach 2
Length of the time frame for quota replenish |0
scatter (minutes)
Time to bypass between policy checks for |30
quota limited flows
Volume to bypass between policy checks for |0
quota limited flows
Reporting
Media Flow RDRs enabled TRUE RDR
Subscriber Accounting RDR enabled FALSE RDR
RDR SM-ISG
Cisco Service Control
Engine (SCE) Software Configuration Guide
Managing the SCMP ISG
Cisco Service Control Application for Broadband
[ oL-7205-05-J .m



10 Service Configuration Editor |

. p.10-44
e VAS p.10-45
e VAS p.10-47
e VAS p.10-48
e VAS p.10-49
e VAS p.10-50
e VAS p.10-51
1 Console Configuration > System Settings

System Settings

2 Advanced Options

Advanced Options

10-28

Siystem Settings

Syshem Mads | Redrection LALs | BW Mansgement || Adwanced Cptons

Fudvarond sandcs corfigarstbion optins conkrol the more sophicticsted snad bees
Fromgerithy cluwgpac] sl irka g of e gyl i

[ Ashenncad anaca Condiquration Cpione .. |

Zl

o ][ Sonce |

1a0

e

3 Advanced Service Configuration Options

Advanced Service Configuration Options

Cisco Service Control Application for Broadband
m. 0L-7205-05-J |
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10-29
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5 OK

Advanced Service Configuration Options

VAS
Value Added Service VAS

VAS SCE SCE
IP
VAS
e SCE 20004xGBE VAS
e 1 SCE 8 VAS
. 64

Cisco Service Control Application for Broadband
I oL-7205-05-J .m
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e VAS

VAS VAS

VAS SCE VAS
Cisco Service Control Engine (SCE) Software Configuration
Guide Value Added Services (VAS) Traffic Forwarding

VAS
VAS VAS

VAS

VAS

1 Console Configuration > VAS Settings

VAS Settings

2 Enable Traffic Forwarding to VAS Servers

Y
VAS
Enable Traffic Forwarding to VAS Servers
VAS Error
OK 3
Package Settings Advanced VAS Traffic Forwarding Table
[p.9-7]

3 Close

VAS Settings

Cisco Service Control Application for Broadband
m. 0L-7205-05-J |
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||
VAS
1 Console Configuration > VAS Settings
VAS Settings
10-30
WAS Servet Groups | Trallic Foowandng Tables
Traffe Fonasdeg
|| Cruskls Traffe Panaindi b VRS Shnsang
Lerver o Tabls
Thes Sarvar fepaps Tabls bibx the namas of WS ssrver grospe. Theos ramas s eed in
WAL i P Labler 7L VLS Sbevemr grinst i 4 collertion of plreueal WS s
it pervidens L e orvi0e 5 Confepured in Lhe SCE.
Server Groum Il Seever Graup Name
] Sanser Croup |
1 Ferver Groap | |
z [erver Group 2
] b e
4 I"ﬂm darcap 4
- "iuvnl darda i
L] l"'nw! g
) I"'-l'n'rl i :
[ gese | ﬁ
2 Enable Traffic Forwarding to VAS Servers
VAS
3 Close
VAS Settings
VAS
SCE 8 VAS
8 Server Groupn n 0 7
Package Settings
Advanced [p.9-7]
Server Group VAS [p.10-51]
1 Console Configuration > VAS Settings
VAS Settings

Cisco Service Control Application for Broadband
I oL-7205-05-J .m
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|
2 Server Groups Table
3
4 2 3
10-31
WAS Servet Groups | Trallic Foowandng Tables
TrafPe Forwadeg
|| Cruskls Traffe Panaindi b VRS Shnsang
Lerver o Tabls
Thes Sarvar fepaps Tabls bibx the namas of WS ssrver grospe. Theos ramas s eed in
WS ratFc o direg Labliel. A WS Oarvie grou i Colection of pleeical VS e
bt e vk e e SEnvile o confapured in Uhe SCE.
Server o I Sy GRoUD P
] HTT# panhank Hiesing | A
1 [Serper Groap 1 |
] TR A ]
4 I"ﬂm -a:r.'\q;l L]
- "iuvnl darda i
L] l"'-nw! g
) I"'-l'n'r: i :
(o= B
5 Close
VAS Settings
VAS
SCA BB SCE VAS
VAS
1 Console Configuration > VAS Settings
VAS Settings

2 Traffic Forwarding Tables

Traffic Forwarding Tables

Traffic Forwarding Tables

Cisco Service Control Application for Broadband
10-48 0L-7205-05-J |
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3
Table Parameters
10-32
|'|'|||55-nm'ﬁ'|.-.m Traitiz Forsarding Tabies
TridTed Fowrum g Tl T il o,
= K Fem Hames | Gokd
L pefok Tobie |
e X
LV et
= Prokacal TR ot el Gri
(ga=]="F ] Ful HATP sordane ..
LI ) i cache
[ e | g
4 Close
VAS Settings
VAS
1 Console Configuration > VAS Settings
VAS Settings

2 Traffic Forwarding Tables

Traffic Forwarding Tables

Cisco Service Control Application for Broadband
I oL-7205-05-J .m
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|
3 Traffic Forwarding Tables
4 H® Delete
VAS Warning
10-33
L] Aty R o ] 48 remans TrafEs Fanmaiding Talle rokd™)
T T
5 Yes
6 Close
VAS Settings
VAS
63
1 Console Configuration > VAS Settings
VAS Settings
2 Traffic Forwarding Tables
Traffic Forwarding Tables
3 Traffic Forwarding Tables “ Add
Table(n) n 1 63 Traffic Forwarding Tables
Table Parameters Item Name

Cisco Service Control Application for Broadband
m. 0L-7205-05-J |
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||
4 Item Name
VAS
[p.10-51]
VAS
IP TCP/UDP VAS
IP
64
VAS
64
1 Console Configuration > VAS Settings
VAS Settings

2 Traffic Forwarding Tables
Traffic Forwarding Tables

3 Traffic Forwarding Tables

4 Traffic Parameters “ Add

Table Parameters

v

IP =TCP
TCP/UDP =80
= Server Group 0

5 Close

VAS Settings

Cisco Service Control Application for Broadband
I oL-7205-05-J .m
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VAS

1 Console Configuration > VAS Settings

VAS Settings
2 Traffic Forwarding Tables
Traffic Forwarding Tables

3 Traffic Forwarding Tables

4 Table Parameters

1. IP Protocol

10-34

T bles: o 3ot 15

5 X
T Pl TP Port Server Grog

2R

2. All AIITCP AllUDP All Non TCP/UDP

TCP/UDP Port N/A
3. TCP Port UDP Port TCP/UDP Port
o TCP/UDP Port

4. Server Group

Cisco Service Control Application for Broadband
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10-35

Taldn Par snslers

Ttwrn Mawas: | ol

+ M

1 Pyl FOFLDE Port Srver G
TR Pt =) HTTE ot il .

ITTR SorEaRE i

&
g
5 Close
VAS Settings
VAS
1 Console Configuration > VAS Settings
VAS Settings

2 Traffic Forwarding Tables

Traffic Forwarding Tables

3 Traffic Forwarding Tables

4 Table Parameters

5 H Delete
6 Close
VAS Settings

Cisco Service Control Application for Broadband
I oL-7205-05-J .m



10 Service Configuration Editor |

Cisco Service Control Application for Broadband
m. 0L-7205-05-J |



CHAPTER 11

Subscriber Manager GUI

Subscriber Manager SM GUI Cisco Service Control Management
Suite  SCMS Subscriber Manager SM

SM GUI SCMS-SM
Cisco Service Control Application for Broadband SCA BB

e SMGUI p.11-2
. csv p.11-6
. p.11-8
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H smGul
SM GUI SCMS-SM SCMS-SM (ORK
Service Control Engine SCE
SCE
SCMS-SM
SM GUI
Y
SM GUI SCMS-SM Network Navigator Site Manager
SCMS-SM
SM GUI SM
SCMS-SM Cisco Service Control Management Suite Subscriber Manager User
Guide
* SCMS-SM p.11-2
. SCMS-SM p.11-5
SCMS-SM
SCMS-SM
e Network Navigator
e Console
e Subscriber Manager  GUI
Y
SM GUI 14374 PRPC Password Management
SCMS-SM
PRPC SCMS-SM
e Network Navigator SCMS-SM p.11-2
e Console SCMS-SM p.11-4
Network Navigator SCMS-SM
1 Network Navigator Site Manager SM

i Cisco Service Control Application for Broadband
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Subscriber Manager GUI

11-1
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o Dt
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K Delzie

Shiaes Progerties View &

F4]

Manage Subscribers

Password Management

Connecting

Password Management

SCMS-SM ~% Import subscribers from CSV file
¥l Exportsubscribersto CSV file =, Disconnect from SM

% subsoriber Manager - SCA B Console

] =
Bie BB Tok Netwrk Wedw heb
|

0| P tubnmbor Marsger b Senvics Cordfir lion Ediir % Bielwork Navigslir
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[ i

LN SN
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21807

SM GUI
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H swmaGul

Console SCMS-SM

A

SM GUI 3
1 Console Tools > Subscriber Manager
SM GUI

Subscriber Manager

i Saborler Marsger b rok conreschad ito sy 5M.
- Flaass Conneot Lo an 3.

= ;
2 OK
Subscriber Manager
3 SMGUI £ Connectto an SM
SCMS-SM Network Navigator Choose SM Devices
11-4

3£ Choose 5 Devices =10 =l

[i

Bachap S [1056 8011
e SMI[10.56.212.T1]

I

IGATTE
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SM GUI
4 OK
Password Management
5
6 Connecting
Password Management
SCMS-SM
% Import subscribers from CSV file & Export subscribers to CSV file
2, Disconnect from SM
SCMS-SM
1 SMGUI 2. Disconnect from SM
Console ~ SCMS-SM SM GUI
<% Import subscribers from CSV file & Export subscribers to CSV file
2, Disconnect from SM
11-5
P ﬁ.hbwrtn- AR
Al
4 M N [
Zﬁi
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| csv
RADIUS
SM GUI
Csv
Csv Cisco Service Control Application for Broadband
Reference Guide CSV File Formats
e CSV p.11-6
e CSV p.11-7
CSv
Csv SM GUI
1 SMGUI .+ Import subscribers from CSV file
Import form File
2 Open

Import Warning

9 tmport warnina =]

® Torparting vl cremimichs eodisting data, Are veu sure vau vk to conkinus?

3 Yes

Import from File

SM GUI

Cisco Service Control Application for Broadband
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CSvV

SM

Export to File

File name

Save

Export to File

CSVv

#! Export subscribers to CSV file

Csv

Cisco Service Control Application for Broadband

csv

SCMS-SM

[p.11-9]
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11 Subscriber Manager GUI

SCA BB SM GUI

[p.11-9]

e Subscriber ID —

e Subscriber Domain — SCE
e Network Mappings — IP IP
VLAN LAN
e Package — ID
11-7

3¢ Subscriber Manager - SCA BD Console I [ |
Eie e ook Mebwork  Wrkew  Help

|

0| P tubnmbor Marsger b Senvics Cordfir lion Ediir % Bielwork Navigslir

B TR R ER |

E P

+ %5 i
bsirar T Tubaoribar Distn Matvarl. Mapgarde ik
Ceriber subecribens [ [1] 0| cpasciusge 0]

]
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SM GUI 2

[p.11-12]

2 Find Subscribers

2 Shift
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|
1 Citrl
SCMS-SM
RADIUS DHCP Csv
Csv Csv
[p.11-6]
1 SM 4= Add Subscriber
Add A New Subscriber
11-9
Gtritral | bstmrk Mapgings |

Subesorbe 1D

Ftserberz

Slepiriege Qv

|-Lu-.g g e ﬂ

Sk Pacas!

[ epscksze i =

I arsste Subsmiser ek Tivs Honkaring

o | gewn | %
2 Subscriber ID
3 Subscriber Domain
4  Subscriber Package
Cisco Service Control Application for Broadband
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5 Activate Subscriber Real-time Monitoring
SCE Real-Time
Subscriber Usage RDR Managing Real-Time Subscriber Usage RDRs
11

6 Network Mappings

Network Mappings

11-10

Ganaral Mtk ARG |
Subscriber Network Mapoings:

= [P Aukdeis

™ WLAN

=
i
=

[

ID IP VLAN
7 Subscriber Network Mappings

e |P Address
e VLAN

8 4 Add
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11-11

10210032

2
i
e

10 8 9

11 OK

Add A New Subscriber

SM GUI
. p.11-12
. p.11-14
1 [p.11-9]
2 SM “« Edit Subscriber

Edit Subscriber
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11-12

Fodil Sualvie wilvnr "Saaliidralyer ¥

T arksshe Subsmiser NashTive Hankaing

iz

5

e Subscriber ID
e Subscriber Domain
e Subscriber Package

e Activate Subscriber Real-time Monitoring

4 Network Mappings

Network Mappings

11-13
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a. Subscriber Network Mappings

e |P Address
e VLAN

b. “ Add Subscriber
Network Mappings

# Delete
6 Apply

Edit Subscriber

SM GUI

1 [p.11-9]
2 SMm . Edit

Edit Multiple Subscribers

11-14

I
i

Subscriber ID Network Mappings

Cisco Service Control Application for Broadband
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3 General

e Subscriber Domain
e Subscriber Package

e Activate Subscriber Real-time Monitoring
4 Apply

Edit multiple Subscribers
SM GUI

1
[p.11-9]
2 SM # Delete Subscriber
11-15
[2€ scbrarbrrwamion £
,:"-i- Bray oa vk b thase subarberg?
= » |
3 Yes
SM GUI
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CHAPTER 12

Signature Editor

Signature Editor Dynamic Signature Script DSS
Signature Editor SCA BB
Cisco Service Control Application for Broadband SCA BB
DSS

e DSS p.12-2

e Signature Editor Console p.12-11

e DSS p.12-11

e DSS p.12-14

. p.12-15

Cisco Service Control Application for Broadband
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W Dss
p.4-13
e Service Configuration Editor
p.7-39
. servconf SCA
BB Service Configuration Utility p.13-2
DSS DSS
e DSS p.12-2
DSS
DSS Signature Editor  Script
DSS Property
DSS
e DSS p.12-2
e DSS p.12-3
e DSS p.12-3
e DSS p.12-4
e DSS p.12-9
e DSS p.12-9
DSS
DSS DSS
DSS
e Script Name —
e Script Description —
e Script Version (Major)
* Script Version (Minor)
e Script Build Number (Major)
e Script Build Number (Minor)
e Created for Application Version —
DSS
Cisco Service Control Application for Broadband
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Signature Editor

DSS

DSS

DSS

Script s

ript Deeirghit

Sl e (M)
el e M)
St Buld e (Majer)
Eviplh Buld s, (e
Cresied for Ape. Versien

:.uﬂl-ﬂl-

DSS

DSS

e Basic
Protocol Name —
Protocol Description
Protocol ID —

e Protocol Category
Buddy Protocol —
Protocol Families — 1
P2P
SIP
VOIP
Worm

12-2

ey criph

210

ID p.12-4

ID p.12-4

p.12-4

Fr B
Frois N
Proeeal Do pison
L4 - 1

Proloeoad Ca bty
Bk Friotoscd
Priviecod Fismisn

e § L e

TR
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W Dss
. ID
. p.12-4
ID
DSS 2
e SCABB
e SCA BB
DSS
ID
e SCA BB
Service Configuration Editor ~ Protocol Settings
[p.7-22] ID
. DSS
ID Service Configuration Editor
Protocol Settings
[p.7-22]
DSS DSS
DSS
DSS
4
L]
[ ]
e HTTP
e HTTP X
4
DSS
DSS
Cisco Service Control Application for Broadband
m. 0L-7205-05-J |



| 12 Signature Editor

Signature Name —

Signature Description

Signature ID — 0xC010000

DSS

0xCO100FF 10 201392128

First Payload Packet Conditions
Fixed Size Byte String — 4

[0] —

(1] —

[2] —

[81 —

String Position —

Packet Direction —
From Server

From Client

Don’t Care

Port Range —
0 65535

From Port —
To Port —
Check before PL —

ASCII

ASCII

ASCII

ASCII

true false

SCA BB Protocol Library PL;

Don't Care —

Disabled
Enabled
Flow Type —

4

false

Bidirectional — true false

Unidirectional Client Side —  true  false

TCP

Unidirectional Server Side —  true  false

TCP

201392383

PL

Cisco Service Control Application for Broadband
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W bss

Unknown UDP —  true false
UDP

Check
before PL  true
PL

Eerdyiec learee

Borabre Doesipbon
Ciratre [ D00 L]
= [First Payioad Padet Conditons
= Fagss Bae Tyie Sang [
[a] qF
[ u
[ "
L1} ey
D Fosa A
Poake d Dereosan Den 't Care
= Pori REnpe IE5505
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Ta pars [
i b i LEEE
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Bl ecearutd e
Lrifrenanal Chemr See -5 ]
Lidsresctonal Semver Soe s
Lk (LEF] 2 -
g
(o]
DSS [p.12-9]
DSS
DSS

e Signature Name —
e Signature Description
e Signature ID — 0xC010000  0xCO100FF 10 201392128 201392383
e First Payload Packet Conditions
Packet Direction —
From Server
From Client
Don’t Care
Payload Length —

Port Range — 2
0 65535

From Port —

Cisco Service Control Application for Broadband
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Cisco Service Control Application for Broadband

DSS ||
To Port —
Check before PL —  true false
SCA BB Protocol Library PL;
PL
false PL
3
Don't Care —
Disabled
Enabled
Flow Type —
4
Bidirectional —  true false
Unidirectional Client Side —  true  false
TCP
Unidirectional Server Side —  true false
TCP
Unknown UDP —  true false
UDP
Check
before PL  true
PL
12-4
B
e
g bure: DT
Sanabure 14 S0 30000
= Pl Fapduad Hateet T ol
Pache| Dergtan S Gk
Pl eyt 1
P Barwe E=hERIE
Eroer. oot 0
Tooort L5535
ek iwioe -
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Lt et bl Torvr Sede [
Uiriragnnr [LIOW -3 5
&
DSS [p.12-9]
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W bss

DSS HTTP
DSS HTTP

e Signature Name —
e Signature Description

* Signature ID — 0xC010000 0xCO100FF 10 201392128 201392383
e Conditions
User Agent — HTTP
HTTP
12-5

Tepubirr Py Lm0 UL e

DSS HTTP x
DSS HTTP x

e Signature Name —
e Signature Description

e Signature ID — 0xC010000 OxCO100FF 10 201392128 201392383
e Conditions
x-Header Field Name — HTTP X
DSS
12-6

!-l.'":._ O LRNCIC e
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DSS ||
DSS
Y
Packet Number

Packet Number Packet

Number Packet Number

Packet Number
DSS

DSS

e Packet Direction —
From Server From Client Don't Care 3

e Packet Number —

e Payload Length —

* Printable Characters —
Printable Characters Only At Least One Non-Printable Don’t Care 3

e Substring Search —
Search String

Position Offset — Start Search
From

Start Search From — 2
Packet beginning
Last match

Last match

Searchable Range —

Search Packets — 2

This packet only

Multiple packets

Multiple Packets Searchable Range

Search String — 3
2

ASCII Codes — ASCII

Cisco Service Control Application for Broadband
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W bss

Byte String —
Hex Values — ASCII 16
e Transport Protocol — 3
TCP
UDP
Don’t Care TCP UDP
12-7
=] Propersea i 3 a
Prisgun by | i
Pkt recsen Dl Care
Petngt Humtey ]
Perpeand Levwsih o
Prininble Charscies D' Care
= SubsTirg Search
Pasiton Offsei o
Simrt femarch From “moiet bepinming
Semmrchuscis Fsngss k]
Ganrch Padokte Thisk pubchont ey
= Samch 5]
RSCIT Cocked 7909
Byie Sbing pbe
Hex Vaboes ELEDEY
Transpert Prenaos Tient Care: E
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Signature Editor Console W

Signature Editor Console

Signature Editor Signature Editor Console Console
Signature Editor  DSS DsSS
1 &l Create New DSS File
DSS DSS
Script DsSS Properties
12-8
B e service Configureton Editor | (3] fgrake Bz Metwork aregaior
B woww cesd - - N
Hr ik
- _:l MySmDt ore Delrpben
=55 Predooal Les Sept Vermon (Mar] 1
P SETEET B U PTE Trg Voo s (e | ]
Tergt Budd rea. [lag | |
Seripet B ra, PMinar) [
Creaied for App. Verson AL
4 5
El'_m o s =l |- L .
E
2 DSS
DSS p.12-2
3
Properties
4
DSS p.12-3
5 =
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W Dss

12-9
B9 e service Configuration Ediw .E-mre.[-ﬂu % heeiorkc Havigenor
6 5 e
- 0|2
[&] Myt g Madch Bgrarine )
= 5] Provocal List Prayioad et Saratore T it
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HTTP nHeader Seruabee ey
Proizes] Fanles
5
i
6
12-10
R B
= E! L T
= EJ Graksésl Lal
= O D L (LT
= i Ao § rEps St
< [KY Corep |rogery bon Clase
B Qe Iragelton Loredior @
3
7
Properties
8
DSS p.12-4
9
a. Deep Inspection Condition
Properties
b.
DSS p.12-9
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DSS | |

10

11 ¥ Save

o ID Validation Error

12-11
B Walidstion Errce
Carwidd gavsd ik
The saigt Derians Bmack i have @ be fosd betore sanng. Bee Conmmie:
Veeay P e,
C=]|s
-
OK = Save
Save As
12 DSS
13 DSS File name
14 Save
Save As
DSS
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W bss

DSS

DSS
Signature Editor  DSS DsSS
1 & Open a DSS File
Open
2 DSS
3 Open
Open
DSS Script
DSS DSS Properties
4 DSS
DSS
p.12-2
5 DSS
] DSS
¥ Save
DSS
] DSS
File > Save As
Save As
DSS
DSS File name
Save
Save As
DSS

Cisco Service Control Application for Broadband
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DSS
ID
1 Console File > Import
Import
12-12
. Irrapcar |
Sedert %
Impovt condens flienng deisbase seiings from VNL fe f_i1
s 1 an e e e
et rariee P e G, St e eRthrage from KL Als
Frrgwr | protecah from ane (2500 B 1o aedher S
Ervpwr | v cowi P afen par s ol 5V B
b hardenior Configuration fom Se
[Coens ] |_caest | E
2 Import protocols from one DSS file to another DSS
3 Next
Import 2
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12-13

Import Protoooks from One DSS File to Another
Sedect a OS5 Se confsning the profooois ywou soukd B 5 import
5% Mk Ernforatorc
Y Fie has been sehecied.
| o fack | I_ e ] 5
4 Choose File
Open
5 DSS
6 Open
Open
DSS DSS File Information

Cisco Service Control Application for Broadband
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12-14

Import Protoooks from One DSS Fle to Another
Seect @ DES5 fie 0ontaning the promonis ou mould lie 0 mport

o R I e
[PEE Fle: Lspo s

Seripl P : MewPocaorgl
Verpon: 5.0kl 1.0

Created fior 504 B8 wersion: 1. 1.0
Tz grbon:
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|
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7 Finish

Import

DSS Signature Editor
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CHAPTER 1

e SCA BB Service Configuration Utility p.13-2

e SCABB p.13-5

e SCABB p.13-8
e SNMP MIB p.13-9

. PQI p.13-10

. p.13-12
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M SCA BB Service Configuration Utility

SCA BB Service Configuration Utility

Cisco Service Control Application for Broadband SCA BB

Service Configuration Utility ~servconf
Command-Line Utility CLU,;
Service Control Engine SCE

Service Configuration Utility Windows Solaris Linux
SCA BB
p.4-8
SCA BB Service Configuration Utility
SCA BB Service Configuration Utility
servconf <operation>[<option>] [<option>]
servconf
13-1  servconf
--apply -a
SCE
--retrieve -r
--update-dc -u Cisco Service Control Management Suite SCMS
Collection Manager CM
--status SCE
--update-signature SCE
--update-signature-pqi SCE SPQI

--signature-info -i

Dynamic Signature Script DSS

--help

--version

13-2 servconf

--file= filename -f
DSS
--backup-directory= directory |-b PQB
Cisco Service Control Application for Broadband
m. 0L-7205-05-J |



13-3 servconf

SCA BB Service Configuration Utility

--se= address -S SCE IP
SCE IP
1
UNIX
--dc= address -D SCMS-CM
--update-dc
--password= password -P SCE
--username= username -U SCE
e SCE — admin
e CM — pcube
e SM — pcube
13-4 servconf SCE
--refer-se= address
IP --update-dc
13-5 servconf
--no-dc --apply
SCMS-CM
--no-default-signature DSS
--force-default-signature DSS
PQB DSS DSS
DSS PQB
13-6 servconf
--force-signature DSS
PQB DSS
DSS PQB

Cisco Service Control Application for Broadband
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M SCA BB Service Configuration Utility

SCA BB Service Configuration Utility
1

2 SCE 63.111.106.7 63.111.106.12
config.pgb

servconf ”"--5e=63.111.106.7;63.111.106.12" --username Alice --password *****
--apply --file config.pgb

2

63.111.106.7 SCE
my_files\config.pgb

servconf -S 63.111.106.7 -U Bob -P ***** _—_retrieve --file my_ files\config.pgb

3
config.pgb SCMS-CM
63.121.116.17 SCE
63.111.106.7

servconf -D 63.121.116.17 -U Alice -P ***** __ypdate-dc
--refer-se 63.111.106.7 --file config.pgb

4

10.56.216.33 10.56.216.36  SCE
new_signature.spqi

servconf --update-signature-pgi -f new_signature.spqgi
-S ”10.56.216.33;10.56.216.36" -U userl23 -P ***x*x*

Cisco Service Control Application for Broadband
m. 0L-7205-05-J |



SCA BB [

SCA BB

MRTG SNMP
SCA BB SNMP
MRTG RRDTool
SCA BB rtmcmd MRTG
CLU
SCA BB
p.4-8 SCA BB SNMP

Cisco SCA BB SNMP Real-Time Monitoring User Guide

e SCABB p.13-5
e SCABB p.13-6
. p.13-6
e rtmcmd p.13-7
SCA BB
SCA BB

rtmemd --sce <SCE (SNMP) addresses>{--file <PQB filename>| (--pgb-sce<SCE (PQB)
addresses>--username <username>--password <password>)} =--source-dir <dir>--dest-dir
<dir>--config-file <file>

rtmemd

13-7 rtmcemd

--sce address -S SNMP SCE IP
SCE IP
UNIX
--file filename -f --pgb-sce

--username/-U
--password/-P

--pgb-sce address -q --file
SCE
IP
--username/-U
--password/-P

--username <username> -U --pgb-sce SCE

Cisco Service Control Application for Broadband
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13 I

Hl scaBB
13-7 rtmcemd
--password <password> -P --username SCE
--source-dir <dir> -S
--dest-dir <dir> -d
--config-file <file> -C p.13-6
rtmemd
rtmemd <operation>
13-8 rtmemd
--version
--help
SCA BB
1
servicecfg.pgb 2 SCE
63.111.106.7 63.111.106.12 SNMP
rtmemd --sce="63.111.106.7;63.111.106.12" --file=servicecfg.pgb
--source-dir=/rtm-templates --dest-dir=/rtm-output -c ./rtmcmd.cfg
2
63.111.106.7 SCE
2 SCE 63.111.106.7 63.111.106.12 SNMP

rtmemd -S "63.111.106.7;63.111.106.12" -U userl23 -P ****
--pgb-sce=63.111.106.7 --source-dir=/rtm-templates
--dest-dir=/rtm-output -c ./rtmcmd.cfg

rtmemd
SCA BB rtmemd.cfg

Cisco Service Control Application for Broadband
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SCA BB ]
13-9
/

rrdtool_bin_dir RRDTool RRDCGI
rtm_dir RRD CaGl

Web Web
mrtg_bin_dir MRTG

crontab MRTG
snmpCommunityString  |SCE Public

SNMP
. \
. Windows \
2 /

° # ]

# This is a comment line.
# Directory names should use escape backslashes:
rtm_dir=D:\\PROGRA~1\\APACHE~1\\Apache2.2\\htdocs

rtmemd

#The absolute path to the RRD tool's execution files folder
#Use '\\' or '/' as path separator
rrdtool_bin_dir=C:/rrdtool-1.2.15/rrdtool/Release

#The absolute path where RTM files will be placed.

#This path will be used by MRTG to create and update the RRD files
#Note: path must not contain white spaces!
rtm_dir=C:/PROGRA~1/APACHE~1/Apache2.2/htdocs

#The absolute path to the MRTG bin folder.

#This path will be used to create file crontab.txt

mrtg_bin _dir=C:/mrtg-2.14.5/bin

#The SCE's community string

snmpCommunityString=public

Cisco Service Control Application for Broadband
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H scaABB

SCA BB

SCA BB sigconf DSS
Windows Solaris Linux
SCA BB
p.4-8
SCA BB
SCA BB
sigconf <operation>[--file <filename>]
sigconf
13-10 sigconf
--set-default-dynamic-signature -d DsSS
--remove-default-dynamic-signature DSS
--get-default-dynamic-signature
DSS
--help
13-11 sigconf
--file= filename -f DSS
SCA BB
1
DSS new_signature.dss
sigconf --set-default-dynamic-signature --file new_signature.dss
2
DSS default_backup.dss
sigconf --get-default-dynamic-signature --file default_backup.dss
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SNMP MIB | |
SNMP MIB
FCAPS
2
e CLI —SCE Console
SCE Telnet

e Simple Network Management Protocol SNMP; —

SNMP
SNMP
SNMP SNMP Protocol Data
Unit PDU;
SNMP
MIB management information base; SNMP
SCE SNMP SNMP
SNMP
Cisco Service Control Engine (SCE) Software Configuration Guide Configuring the Management
Interface and Security
MIB
MIB SNMP
MIB MIB SNMP
SCE MIB
e MIB-Il — RFC 1213 Management Information Base for Network Management of TCP/IP-based
Internets
* Cisco Service Control Enterprise MIB — MIB
SCE SNMP
SCE 2
. SNMP — RFC 1157 RFC 1215
. Cisco Service Control Enterprise — MIB
SNMP SNMP Cisco Service
Control Engine (SCE) Software Configuration Guide Configuring the Management Interface and
Security SNMP Configuration and Management
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| PQl
PQl
e SCE SCA BB PQI p.13-10
e SM SCA BB PQI p.13-10
SCE SCA BB PQl
SCE CLlI SCE
SCA BB PQI
1
e SCE PQI
. PQI FTP  SCE
2 SCE CLI SCE# configure
3 Enter
SCE(config)#

4 interface linecard 0

5 Enter

SCE(config if)#

6 pqi install file engXXXXX.pqi

7

PQI
Y
Console Network Navigator PQI
5 Network Navigator
SM SCA BB PQl
Cisco Service Control Management Suite  SCMS  Subscriber Manager SM SM CLU
SCA BB PQI
1 PQI FTP SM

2 SM Telnet

3 SM bin p3inst --install --file=sm_engXXXXX.pqi
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Pal ||
4 Enter
5
PQI
~
Console Network Navigator PQI

5 Network Navigator
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Cisco Service Control
Console  Subscriber Manager GUI

e Cisco Service Control Management Suite  SCMS  Subscriber Manager SM Console

e SCE

SCA BB
Service Control

SCE

[p.2-3]

SCE

32

SCE
CLI CLI Telnet
Cisco Service Control Engine (SCE) CLI Command Reference

Csv

® gsubscriber anonymous-group import csv-file
® subscriber anonymous-group export csv-file
® gsubscriber template import csv-file

® subscriber template export csv-file

CLI
SCE (config if)#

® no subscriber anonymous-group [all] [name <groupname>]
® clear subscriber anonymous

® default subscriber template all
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A Y
CLI
SCE (config if)#
® show interface LineCard 0 subscriber templates [index]
® show interface LineCard 0 subscriber anonymous-group [all] [name <groupname>]
® show interface LineCard 0 subscriber amount anonymous [name <groupname> ]
® show interface LineCard 0 subscriber anonymous [name <groupname> ]
Real-Time Subscriber Usage RDR
Subscriber Usage RDR
Real-time Subscriber Usage RDR
Real-Time Subscriber Usage RDR
Real-Time Subscriber Usage RDR monitor
RDR monitor=0 RDR
1
SM CLU SCE CLI
SM
Real-Time Subscriber Usage RDR SM p3subs

Cisco Service Control Management Suite Subscriber Manager User Guide

L Smith p.13-13
L Smith p.13-14
. p.13-14
. Smith
p.13-14
Smith

sm/server/bin/p3subs --set --subscriber Smith --property monitor=1
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[ |
Smith
1
sm/server/bin/p3subs --set --subscriber Smith --property monitor=0
1 CLU monitor.txt
p3subs --set --subscriber Jerry --property monitor=1
p3subs --set --subscriber George --property monitor=1
p3subs --set --subscriber Elaine --property monitor=1
p3subs --set --subscriber Kramer --property monitor=1
p3subs --set --subscriber Newman --property monitor=1
2
sm/server/bin/p3batch -f monitor.txt
Smith
1
sm/server/bin/p3subs --show-property --subscriber Smith --property monitor
SCE
SCE Real-Time Subscriber Usage RDR
Cisco Service Control Engine (SCE) CLI Command
Reference
SCE (config if)#
. Smith p.13-15
. Smith p.13-14
. p.13-15
o Smith
p.13-15
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Smith
1
SCE# configure
SCE (config)# interface LineCard 0
SCE (config if)# subscriber name Smith property monitor value 1
Smith
1
SCE# configure
SCE (config)# interface LineCard 0
SCE (config if)# subscriber name Smith property monitor value 0
1 CLl monitor.txt CLI
configure
interface LineCard 0
subscriber name Jerry property monitor value 1
subscriber name George property monitor value 1
subscriber name Elaine property monitor value 1
subscriber name Kramer property monitor value 1
subscriber name Newman property monitor value 1
2
SCE# script run monitor.txt
Smith
1

SCE# show interface LineCard 0 subscriber name Smith properties

monitor

Subscriber smith properties:
subscriberPackage=0

monitor=1

Subscriber 'smith' read-only properties

Cisco Service Control Application for Broadband
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IP
e SMGUI
e SCE
e SMCLU
e SCE
e SMCLU
SCE
CSv

® subscriber import csv-file

® gsubscriber export csv-file

IP
SCE
I2
3
p.11-2
CLI p.13-16
p.13-17
CLI p.13-16
p.13-17
cLl

CLI

SCE (config if)#

® no subscriber [all]

[name <subscriber-name>]

CLI

SCE (config if)#

® show interface LineCard 0 subscriber [amount] [prefix <prefix>] [property
<propertyname>equals|greater—than|less—than <property-val>]

® show interface LineCard 0 subscriber [amount] prefix <prefix>

® show interface LineCard 0 subscriber [amount] suffix <suffix>

® show interface LineCard 0 subscriber mapping IP <iprange>

® show interface LineCard 0 subscriber mapping VLANid <vlanid>

® show interface LineCard 0 subscriber properties

® show interface LineCard 0 subscriber name <name>

® show interface LineCard 0 subscriber name <name>mappings

® show interface LineCard 0 subscriber name <name>counters

® show interface LineCard 0 subscriber name <name>properties
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SM CLU
p3subs SM
1 Cisco Service Control Management Suite Subscriber Manager User Guide
Solaris
p3subs <operation>--subscriber=<Subscriber-Name>[--ip=<IP-address>]
[--property=<property-name=value>] [--domain=<domain-name>] [--overwrite]
p3subs
13-12 p3subs
--add
--set
--remove
--show
Ccsv
Csv p3subsdb SM
Csv SM
SM Csv
Cisco Service Control Management Suite Subscriber Manager User Guide
Csv Cisco Service Control Application for Broadband Reference Guide

CSV File Formats

Csv

1 Solaris

p3subsdb --import filename
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csv

1 Solaris

p3subsdb --export filename

CSv

p3subsdb --export --prefix=a --output=silverSubscriberFile.csv
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