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il

. Crosswork Data Gateway f > X2 > A D



| Crosswork Data Gateway 1 > X % > R D E

128-72427 FLz0EE |

R6:[1 58 —T x4 RADFEIR (Interface Selection) ] * —1—

AT v T4 <interface>IPvd 7 FL v v 7 HRARIR LU £, 473 3 1%, pHCp, Static Address. F 7213 No address
T9, Day0 DA A M= NVHIIRE LA T v a VERIRTHZ L 2BEIOLET,

7:1Pv67 KL AMDER

ATYTE IPvdT7 RLAZASL, [OK]Z27 VU v LET,
ATYT6 IPvd 1y b~AZT RLRA&EZ AL, [OK]Z27 V27 LET,

AT T 1 [AF v I <interface>IPv4”— k7 = A OERLHERS (Skip <interface> IPv4 gateway configuration confirmation) ]
RNy 7 AT, True £721d False ZRINL, [OK]ZZ7 U v 7 LET,

ATFY T8 BIOFNET true ZIBIR LB EIE, IPE Y — b2 AT RLAZHRELET,
ATV T [f v H—T = AT KL ADZEH (Change Interface Address) |#RR v 27 AT, [OK]%2 27 U v 7 LET,

Crosswork Data Gateway ¥ > X2 > Z0%E [}
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. Crosswork Data Gateway /31 2 LD KR

B 8:HRBA v E—T
Change Interface Address

Please remember to
reboot when you are done

< oK

A B =T oA AR LIL, BT VM ZFEE L TIES0,

Crosswork Cloud |Z Crosswork Data Gateway % %#% L £, Crosswork Cloud 7 7'V 7 —3/ 3
\Z Cisco Crosswork Data Gateway % 6§k 3" 2 FNHIZ-DOWTIX, Crosswork Cloud 7 7'V 77— 5
> % # i L7z Crosswork Data Gateway D% §k2 M L TL 72 &0,

Crosswork Data Gateway D /\{ 7 )LD KR

LT OFNAIZAE - T, Cisco Crosswork 7 —4 %7— k7 = 4 (Cisco Crosswork Data Gateway) @
A Z N KR LET,

RTFYT1 AL A=a—T, WA B)LEL4DBERLET,
RATY T2 [VMO/A Z)LDFor (Show VM Vitals) | A =a—Mnb, RBRT H340 XV ERIRLET,

. Crosswork Data Gateway f > X 2 > A DKTE


bk-cdg-5-0-installation-configuration-guide-for-cloud_chapter3.pdf#nameddest=unique_23
bk-cdg-5-0-installation-configuration-guide-for-cloud_chapter3.pdf#nameddest=unique_23

| Crosswork Data Gateway 1 > X % > R D E

Crosswork Data Gateway 0 /\4{ 2 JLDFR R .

9: [VMD /A Z )LD FRT (Show VM Vitals) ] * —1—

NA AL Description
Docker =2 > 77 (Docker Containers) AT L THAEA v AX o 2L ST 5 Docker =

YT FTDORDINA ZNERRLET,
27 F ID (Container ID)

A A—Vif% (Image)

4l (Name)

2 F (Command)

YERHFZ] (Created Time)

AT —H A (Status)

AR—1 (Port)

Crosswork Data Gateway ¥ > X2 > Z0%E [}



Crosswork Data Gateway 1 > X % > A DEKXTE I
. Crosswork Data Gateway /1 % LD KRR

NA 2 Description
Docker f A —3 (Docker Images) VAT N CHUERAF S 4L TU 5 Docker 4 A — Y DR
DI Z R R LET,

UARY U (Repository)
A A=V 1D (Image ID)
YERIRF 4] (Created Time)
P14 X (Size)

% 7 (Tag)

2 hr—7 OFEAHEM: (Controller Reachability) | =Y b 72— 7 ORERGENET A b D FITHER 2 For
L/i‘é—o

T 74N NIPvA 7 — N =4 (Default IPv4 gateway)
T 74 /V MPv6 7 — b =4 (DefaultIPv6 gateway)
DNS #—~3 (DNS server)
2> hu—5 (Controller)

avhka—Ikya DA T—H A (Controller
session status)

NTP O A HEM: (NTP Reachability) NTP R (e T A FOFEREZFR R L ET,
NTP H— ~Ofigik  (NTP server resolution)
Ping

NTP A7 —# A (NTP Status)

BIED > A7 LFE[H (Current system time)

JL— bk 57— (Route Table) IPv4 BELWNIPV6 v —T 4 V7T —T NN ERRLE
—é—o

ARP 5 —7 /L (ARP Table) ARP T — 7 NV EF R LET,

T v b U— 27 8kt (Network Connections) BHEORy NI—J8RE VA= TR— M EFr
L\i‘a_(]

T 4 A7 fEIfE % (Disk Space Usage) TRTCONR—T > a VOBIEDT 4 A7 KaDfE
AR ERRLET,

. Crosswork Data Gateway 1 > X 4 > R DERTE



| Crosswork Data Gateway 1 > X % > A DEXE
Crosswork Data GatewayVM D kS TV a—F 4 >4 .

NA 2 Description

Linux #—E A (Linux Services) WO Linux Y —EADRAT —H A% FKRrLET,
* NTP

* SSH

* Syslog

* Docker

* Cisco Crosswork 5 — % %7— k7 =4 (Cisco
Crosswork Data Gateway) > 7 7 A K727 Fx

a7
NTP A5 — X A DRER NTP #—R—D AT —H A% KR LET,
AT LR OMERR VAT AR A FRR L E T,

Crosswork Data GatewayVM @D S5 T )L a—F 4o 2

[N TN a—F 147 (Troubleshooting) | A =2 —IZ7 7 BATHITIL, A A=a—
W[5 8T TNy a—T 17 (5 Troubleshooting) | Z %R L £,

N

GE)  mifi%. dg-admin =2 —F—IZx e T 5[ N7 7 2 —F ¢ 7 (Troubleshooting) ] A == —
ZRLTWET, dgoper =—HFIIZ b7 v aro—MefEHTEErAL, £1: 52—
JVORERR 2 ~—2) ZZRL TSN,

[NTZ 7N 2—F 47 (Troubleshooting) | A == —IZiX, ROF T arNHv ET,
S

() Crosswork Cloud Tix, [T 7V 2—F 1 > (Troubleshooting) |>[TXTDIA 7T A
N7 Fx a7 EHIEELTCHESR (Remove All Non-Infra Containers and Reboot) ] 4 7' =
YaEYR—FLTHER A,

o~ FOELT (22 ~—)

« show-tech DFEIT (26 ~—2)

» Crosswork Data Gateway VM D> v » hZ 7 (27 ~X—)
cauditd @ 7 DT 7 AR— |k (27 =)

«TAC > = VT 7 ZDEL (27 ~2—)

Crosswork Data Gateway 1 > X 42 > A DHRTE .



Crosswork Data Gateway 1 ~ X4 Y ADHE |
B sro<roxs

=\ Y N /4
ZEra~< 2 FDOET
PZW 3T (RunDiagnostics) | A == —TlE, 2>V —VIKROA T > a U INFRINET,

10: 2B DEST (Run Diagnostics) ] * —1—

Run Diagnostic Commands -
Please Choose an Option:

Test SSH Connection
ping

traceroute

top

1sof

iostat

vmstat

nslookup

tcpdump

EO®ONOUO,®WN R

RA k~® Ping

Crosswork Data Gateway |£, {EE®D IP 7 KL A~OELEREMEZ R T H7-OIHEHTE S
ping +—7 4 U7 ¢ R L £,

ATYT1 A A=a—nb, [T TN 2—F 47 (Troubleshooting) ]>[ZWr?> 31T (Run Diagnostics) ]>
[ping] IZBE L £,
ATV T2 ROFEHREANTILET,

« Ping [A14%
« 3R CHARA ML ETITIP
« ¥{Z75AK— b (UDP. TCP. TCP #:§%)

« 5L CHAR—  (UDP. TCP. TCP ¥:5%)

ATy F3I [OK] #2727 LET,

. Crosswork Data Gateway f > X 2 > A DKTE
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AR g s kL—2u—+ [

RRARMIHTSHFL—RIL—F

Crosswork Data Gateway |Z1&, ZBIEDED b T TNV a—TF 4 » ZITRLD [ F L—ZL— |
(traceroute) |47V a v NHABEESNTWET, ZOF 7Y a2 EMAT % &, Crosswork Data
Gateway 2N SEICEIET D F TORE 2R 2 TR CE £,

ATYT1 A A=a—nD, [NT TN 2—T 47 (Troubleshooting) ]>[ZWr? 31T (Run Diagnostics) ]>
[ L —RA/L— ]k (traceroute) ] IZENL 1,

ATYwT2 FL—2L— ek AN LET,

ATy T3 [OK]ZZ7 Vv 7 LET,

ST a—TF409DEHOAR ATy

Crosswork Data Gateway (21X, hT7 7Ny a—T 4 THOa<wy KRRV OPHESLTY
£

ATYT1 A A=a—nD, [T TN 2—T 47 (Troubleshooting) ]>[Z2Wi?31T (Run Diagnostics) ] {Z
BEhL £,
ATYT2 avr Refa~vy ROMOF T v a VETTT7 4 V2 28R L ET,
* 4top
* 5Isof
* 6iostat

e 7vmstat

* 8 nsolookup
259 T3 [OK| %2 U v s LET,
TRCOA TV 3 &R T D L Crosswork Data Gateway (X% 7 V7 L, f8E€ L7747
varEFEHLTCavyy REFETLET,

tecpdump DA O—F

Crosswork Data Gateway |ZiX, *> NU—27 8T 7 4 v 7 DX ¥ 7 F ¥ L orEaiElcd 5
tepdump A7 > a bV £,

A\

GE)  ZoXA7F, dg-admin 2 —H—DHNFEITTE ET,

Crosswork Data Gateway 1 > X 42 > A DHRTE .



Crosswork Data Gateway 1 ~ X4 Y ADHE |
B - tosevravsxroxs

ATYT1 A A=a—nD, [NT7 TN 2—T 47 (Troubleshooting) ]>[ZWr?> 31T (Run Diagnostics) ]>
[tepdump] IZFEEN L £ 9,

25y T2 tepdump —F 1 VT 4 HFATTHA B —T oA ZAEBRLET, TRTOA ¥ —T A ATKH LT

2—7 4 VT 4 ZFTTHITE, [TC (AI) 17 a 2@ RLET,

ATV T3 WU F 2y IRy 7 A A A LT, HEIC Ny MEREZFRT D0, £RIIFY 7T F Y LIy
N7 7 A VIZRTFELET,

AT T4 ROFEMEADLT, [OK] 227 U7 LET,
« Ny MO (Packet count limit)
o INEERFFH] OHIBR  (Collection time limit)
« TN A ZOHIR (File size limit)

e 74N H K

BIN L7247 > 3 2 U T, Crosswork Data Gateway (/37 > % v 7' F ¥ [F#H &2 WiH 12K

IRT BN, FF T 7 AMRELET, tepdump2—7 4 U7 4 BFEE LI-HIBRICET D &

Crosswork Data Gateway |7 7 A V& [EfE L. 7 7 A V% UE— FRA MIHEET 5729 D SCP

07 A UEREERLET, BENTETT 50, FRITE TN 7 A4 MREL T v 2T

L%a. JEM L7 7 A VITHIBRSIVE T,
avkA—3yYar TR MDET

Crosswork Data Gateway & ' A h—/L35& artu—F vty g TAN I T g
AL T, A AKX 2 A7) Crosswork Cloud & DFHi 2 L TE D008 9 I RMEE CTE £,
BT A MTMA T, 2=7 4 U7 41 ZVMIZEID 4 Toncl) VY —A (CPUBLTAEY)
EIREAT v 7y A VTRESNTY Y —Z & OBITAR—ED 720 IREERS KOV L £,

AA A Za—=nb [FT TN 2—T 42 (Troubleshooting) ]>[Z2WrD 4T (Run Diagnostics) ]>
[ he—FFy a7 A RDFEIT (RunController Session Tests) JIZBEI L E3, #ne 135 L,
AUVAR Y ADEEENHESL SN2 b AR T A v —URary Y — U IFER SN E T, BRI RIT 5 L.
RRRET A b 2SBINCHEM S 4L, ROFERPFRSNET,

«DNS H— "D P 7 R L &
*DNS RAA

*NTP %+— 3DO7T R L&

« NTP A7 — 4 A (NTP status)
« 7u % URL

s X VOBFEFREMEA T — X R

. Crosswork Data Gateway 1 > X 4 > R DERTE
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avka—5tyvrav iz tozi |

e 2 hr—7 URL
ey b —T DOERIFERFEIEA T —HF A

o F 2 NRBITERE S 7z B A

Mn:[A>krA—5tva>TRMDESFT (Run Controller Session Tests) ] 4 —1—

Crosswork Data Gateway ¥ > X2 > Z0%E [}
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. show-tech D E1T

12:[2> 0=ty a TR MDEIT (RunController Session Tests) ] A — 1 —D#ER

3:17 AM UTC

RDBERY

SOy hE—T Byl g UBRTESL SN ST EIT. oY —MICE RSN ER AR L
BEZONDRMOFERERZFEL, = //—/VTT%%éhf_@EY& varEFTLET,

show-tech ND=E1T

ATy I

ATy T2
ATvT3

ATvT4

Crosswork Data Gateway (£, 77 7 7 A /L& 22— —EFD SCP DIELIC= 7 AR — T 54
7' a3 show tech 242t L ¥ 97,

DL 2T — 2P S NET,
* Docker = 7 CHEIT N TV HTXTD Data Gateway 2 > R—R 2 hdra
VM /XA Z L
FATHFTOT 4 L7 F VT tarball Z{ERL L E 7, H /1T pe-<cpG version>-<cpG host
name>-year-month-day--hour-minute-second.tar.xz.enc k A 5 Zl ﬁﬁ@ tarball T“ﬁ‘o

Crosswork Data Gateway DIRREIZ K> T, ZDa~y ROFETITHG P D5608H 0 £7,

[NF7 TNy 2—F ¢ (Troubleshooting) ] A ==—2>5 [5 Show-tech] Z#IR L, [OK] %227 VU v 7 L%
R

17 LA XV EETe tarball DRTFEREE AT LET,

SCP AT L—X%EANL, [OK]ZZ7 Vv 7 LET,

showtech 7 7 A VIR Sfb SN2 TH v — R ET,
G¥) VAT LOERFEFIZ & o TIEL showtech 7 7 A VDX 7 m— RIZES 05560800 £
75
Hora—RRRETLEDL, ROa<vy REFTLTESLET,
6= Ty ANEETT DI i<xm$LA—va/11h%%ﬁ¢éb%#&@i# VAT AD
openssl N— g /%ﬁ’ﬁ%mb‘j—é X, openssl version A~ N %—f'{ﬁﬁ\ﬁﬁ bi‘?—o

MAC T7 7 A V&EE ST HIZIE, OpenSSL 1.1.1+ & A A b — L3 B0 NH Y £3, Zi
[%. LibreSSL @ openssl 2~ N yibs OpenSSL @ openssl T~ FCTHR—FINTWNBETT
DAL FIEH R — K L TRV TT,

. Crosswork Data Gateway f > X 2 > A DKTE



| Crosswork Data Gateway 1 > X % > A DEXE
Crosswork Data Gateway VM D> ¥ v k54 > .

openssl enc -d -AES-256-CBC -pbkdf2 -md shabl2 -iter 100000 -in <showtech file> -out <decrypted

filename> -pass pass:<password>

Crosswork Data GatewayVM D > vy R3O >

[NF TN =2—F 1427 (Troubleshooting) ] A == —5H[SVM®D T ¥ v h&Z 7 (5Shutdown
M) ] ZiER L T, Crosswork Data Gateway VM D &EJRZ 4 712 L £ 7,

auditd O O ITH RK—
auditd 7 7 % 7 AH— MBI, KO FIE FATLE T,

ATY TN [FF TNy a—TF 47 (Troubleshooting) | C, [9 &R 7/ D=/ AR — bk (9 Export audit Logs) | % i3
WLET,

RATw 72 auditd 2 7O tarball B EALH DA 7 L—X% A LET,
ATy T3 [OK]Z27 V7 LET,

D

—F—arvEant-05 774 IILDOHIK

COFNEEMFEHA LT, /var/log BI W Jopt/dg/log 7 F/NENOO—FT —3 9 X729 T
DOurT 77 AN (*gz £7203 *xz) EHIFRLET,

ARTFY TN [N T TNy a—T 47 (Troubleshooting) | A == —n6, [ —T—T a3l 77 A /LOHIER (8
Remove Rotated Log files) ] Z 3R L £7°,

ATV T2 BRENDEAT 7 TUIW (Yes) | ZRINRL T, ZHEARIFELET,

TAC L T )ILT7 72 ADEMIE

TACY =)V 7 7 AT 5L, Y RAanx V=7 %, dgtac & V) L ETOTHIF A
Da—HP 2 LT, SERRIFIC L > T Ubuntu ¥ = /VICEBER 7 A TEET,

oL EN n—%#/IW7D/7h%@%b@miOkdmmn—fTﬁﬁykﬁBy?éﬂ
TWT, NAT— FRHIREIAUC 2 > TWET, AINCT 5 &, dgtac +— TR DIEH D
12:00am UTC (4FRITOFFUTC) £TT 77 4 712720 ¥4, Zid 24 BRI T,

dg-tac = —H#E2HNZT 5 FIAIT, kD&Y TT,

Crosswork Data Gateway 1 > X 42 > A DHRTE .
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B oncozr7oezommt

ATy T
ATy T2
ATvT3

ATy 74
ATvT5
ATv 76
ATvT1

ATvT8

\)

GE) ZOT77BREBEMNITAICE. VAIOT L PoTIOEETALERSH Y F3,

1R BHHIIZ
AT Y T =T A SWIMS Aberto Y —/UICT 7B ATE A Z L 2R LTI X,

dg-admin = —# & L C Data Gateway VM {212 7' 1 L £,

AA A =a—Inb, [ NT TN 2—F 7 (5 Troubleshooting) ] %I L £,

[NZ 7Ny 2—F 47 (Troubleshooting) | A ==—n5, [TACY = /v 7 7 & ADHFZN (Enable TAC
Shell Access) ] Zi®IR L £,

dgtac 2 —HF D1 7 A NNTHEFHD/RAT = FETACIRLF ¥ LY b =7 U ~DIGENLETH D
TeREET LA T u I RERRESNET, ZORATAEMET v 22T 52T Wiz (No) ]

.

AT DL [TV (Yes) ] &EIR L9,

WATTHE, FEHTIH LWWSAT = ROATNRRD LI, TAHT U SRBEHZR D BNERINET,
ALY =N A2 =TT bOR I EfRRT 212D AT— FE AT LET,
Crosswork Data Gateway 7*5H> 12 27 7 7 b LE T,

YAAPDT Y =T ) Crosswork Data Gateway D VM IZEHET 7 B A TE H551%, WO FIAEZFATLE
T, TSN DHEL, FIE8ICH#EARET,

a)
b)

d)

dgtac +—HF—DFIAS THRE LAV —RE, YO Rax V=7 tEHFLET,
HELINRAT—FREEHAL TV Az V=T Ndgtac2—%— & LTSSHEHETe /4 LE
7
NAT—=REANNTDHE, FrL oV b= URERINET, A0 P=7(%, SWIMS Aberto
V= LEHFHLTF ¥ LY b= UIZEBA L, BLABEHRDIGE % Crosswork Data Gateway @ VM T
Fx LV h—27 AZBE0 i E T,

V2apxzrY=Tlddgtac 2 —HP—L LTIEEFIIR A L, NI TNV a—T 4 T EETLE
R

dgtac =—H DT A RAZ A LT 7 MERIZ 1S 0T, »o 7 U MLIZGAE, Y A2 vV=7
E, BEa A T 510ICH LT Y LU DICBEATONERDHY £,

RTINS a—FT 4V INET LD, YAIOZP=TIITAC > =6 u 77w N LET,

VAADIT Y =T ) Crosswork Data Gateway D VM IZEHET 7 ¥ A TX 72 WAIE, T A7 Fy 7if
EACLCUVAIDZ U V=T EDI—T 4 V7 HBBLET,

a)

b)

Wpa<y ReEMALTC, dgtac=—% L& L TSSHEHTr 7 A LT,
ssh dg-tac @<DG hostname or IP>
dgtac = —HICERE L= AT— &2 AN LET,

NRAT—=REATTDEE, FYLU P b= U NERENTET, TO—F 02RO V=T
LIEFLET, FOR2aD =T ISWIMS Aberto Y — /L ZFEH LT h—27 IZZ4 L, I5E%
HTHELET,
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mee sy rois

) Ty LY h—7 I T DL &GS % Crosswork Data Gateway VM (ZHE Y £71F £ 97, Enter & —
EHTLEyz T A REREINET,

d) "I TNTa—T4 0 TETICE, TR by 7E2IET L0, FLFv A0z =T OfR
WZHEWE T,

dg-tac 2 —% D7 A KAV XA LT U MERNZ 150 TT, v 70 NLEHE, v Aapxzr V=T
X, BEa A T 50 LT Y L DICBEATHIVNERDHY £7°,

e) "I TNva—T 4 VI NETLEL, TACY=nbu s 7w hLET,

TACS T )LARY FDEE

DU ARZHDTAC ¥ = )b A X FDH A LAX T ERIL, tac_shelllog 7 7 A WAZFEER
EhET, TAC ¥ = /LA X MZ Crosswork Cloud 2> b —F I CH B ESNE T,

« TAC ¥ = L O 3hik,
« TAC ¥ = VD IEhk
e dg-tac D1 7 A v

e dg-tac DR 7T 7 b

Data Gateway 7% Crosswork Cloud = &k m— Z |ZHfE T E W56, TAC =LA X2 M

/opt/dg/data/controller-gateway/audit/pending 7/ % 4 RSN E 9, Crosswork Cloud =
Y —ZRBEARRICRD L, ZRHDA XY MES SURICIEE SNET,

tac_shell.log 7 7 A /L1E, Crosswork Data Gateway VM @ showtech /3> RV CEHA T £,
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BERICDOWT

CORF2IAVMNEI, RKEVRAOARITRF 2 AV MNDSEMRTT, YV IBHRICODEXLTIE
. BERBRIBEFAT. ZEBRICTZ Y 77— DHD. UV IEOR-IHBEI/LTEThTWNS
BEFHDEITEEZCTELIEZD, HBLETHLEZNMREBDFTIDT, IEXLBABICDL
TIKETAIPMDRF AV M ESELESZL,



