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1. Cisco Crosswork 7 — 4 %7— h 7 = A (Cisco Crosswork Data Gateway) % B3 577 v b
TA—LEREL, RERY T M =2T A A=V L aER LET,

VMware vCenter vSphere Client % H L 7= Crosswork
Data Gateway O > A h—/L (35 ~X—7)

OVF ¥ —/LZ X % Crosswork Data Gateway
DA A b=/ (46 ~—)

OpenStack OpenStack CLI Z{# ] L 72 OpenStack ~®
Crosswork Data Gateway D1 > A h—/L (52
)

OpenStack UI Z{# H L 7= OpenStack ~®
Crosswork Data Gateway D1 > A h—/L (67
)

Crosswork Data Gateway % JEBA 75728 D H
R (103 =—2)

Amazon EC2 CloudFormation (CF) 7> 7 L— k&M L
7= Crosswork Data Gateway DA > A h—/L
(92 =)

Amazon EC2 |Z Crosswork Data Gateway % T
BCTA A R—NTD (99 X—2)

Crosswork Data Gateway % JEB 75 728 D H
Rk (103 ~—2)

2. A VAP NOFEEZNYTET, B/ T A—X La[ge2BET TV A>Tk, 2o
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Gateway) EANTA—Z L FUF (15 —2)

3. BENR =YD E = ZR— b
o BERy =T OERK (107 <—)
« BRSNSy =V DOAFE (109 R—)
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Cisco Crosswork T—4A2 4~ — k> = A4 (Cisco Crosswork
Data Gateway) BA/NSA—R LI F 1) F

Crosswork Data Gateway D1 > A b — /L& BIGT HRIIZ, FREMED H HE AT A4 LB AR
TA=RIZONT, 2Ok 7 var2fERiia i,

A=Y T7hort

A A h—/VIEIZ, Cisco Crosswork 7 — 4 %7— K 7 = A (Cisco Crosswork Data Gateway) |33
ODT T H N 2= =T HT L M EERLET,

o 4 VA N VRFIZ 22— —4; dg-admin & /XA T — R23EEE Z 47z Cisco Crosswork 7 — 4
7— KU = A (Cisco Crosswork Data Gateway) OEHEE, FEEIL, ZOID Z#HHL T
n 7' A L. CiscoCrosswork 7 —4 %" — K~ 7 = £ (Cisco Crosswork Data Gateway) @ k7
TNy a—T 4 T EITVET,

« A VA b VBHZ A — P —4 dg-oper & /S AU — N3EAE S 417z Cisco Crosswork 77— %
27—~ = A (Cisco Crosswork Data Gateway) DA XL —%_ ZiudaeA D HH2—
P—T, T X3CTD [read] BIELIRTE 472 Taction] =~ REFEITTHHERIH D =
R

« Crosswork Data Gateway OFED T TNV a—T 4 V7 BV AaPNIETEL L HICT

Lol ENS dgtac 2 —HF—Th v b, (TAC > =T 720480k (141
N=) ), ZOTHYY NO—RERAT—RX, VT TN a—T 4 T T I RAER
T D EEREIET,

BPE L F R —EZNETTX BEEICONTE, Y R—FEnba—F m— (115 3—

V) EBRLTLIEE N,

dg-admin ¥ X (N dg-oper = —H—T h v > MIFREADZ—F—L{LTHY, BETEEH

Po THDOT HT L M LT, Y —)VTRAYV— RROEFLZFEITTEET, "NATL—
AOEHT (118X—) BB LTLIE I, RAT— REHRLENENESGEE, BB
JUT, LW VM Z{ER L., BAED VM 23 L T, # LV VM % Crosswork Cloud (ZFH-%
T AMERH D FT,

AR M=ILDINGA—=BEF YT

ROKXTIE, BLTFORITIER LTI ZE,

TWEIMENRT AR THLILERLET, TOMDNAT A —RF AT a T, R
BIL T U ACHESWCGRINTE 9, BREVT U AIZoWTIE, HBESUT TZ0MDIE

| FITEALET,

A

TR OMHANT A= NREINTWRWEEA . Crosswork Data Gateway 137 7 4 /L MEZfEH L T
BEASHET, 272 L, 7740 MEDSEREEGE K LARWEERH £7,
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TAUAR—AHICANTEBNRT A—H FABCENOFIEEFEH L CANTXSET R
L A& RLET,

\}

GE) BRI A—=FEZANTDHEEE, ELWRTI A= EZBIMLTNDZ EE2MHERLTLE
SV, RTA=HENIE L L WA X, BIfED Crosswork Data Gateway VM Zfil#E L, #rL
W VM Z B L CTZDH LV VM % Cisco Crosswork [ZFFE Gk 208038 D £77,

& 7: Cisco Crosswork T—% 5 — 72 = A4 (Cisco Crosswork Data Gateway) BA/NS A —Z & F )4

Z20) INTGA—5 Description Z DD IEER
TR MER
KA N4 Hostname TREM KA A 4

(Hostname) (FQDN) & LTHES

172 Cisco Crosswork
Data Gateway VM D4,
Al
KIE2 S AT BT,
#45D Cisco Crosswork
TR =Ny =A

(Cisco Crosswork Data
Gateway) VM D{F(ET
HAREMERH Y £, L
72N o T, BAMIT—
BETHO, FFED VM
BRI CE D L9
WAERT D BN H Y F
7

wiB (Description) |Description Cisco Crosswork & — %
) 77—k~ xA (Cisco
Crosswork Data
Gateway) DFEMTT,

Z L (Label) Label #HD Cisco Crosswork
TR =Ny =A
(Cisco Crosswork Data
Gateway) Z/fHEB LW
TN—TT D7Dl
Cisco Crosswork Cloud T
FHINLD 7L,
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Cisco Crosswork T—4% 4°"— k™ = A (Cisco Crosswork Data Gateway) EA/XSA—2 &% .

EA1] INTA—4 Description Z DD IER
AT Deployment oy ha—F %A 7 &5 | VMware vCenter
ZDINTA=H, T GE. ZORT A—
ROEATIL, fEIZ ZERET D 2 LI
Crosswork Cloud %EI:[E:l‘HﬂE T% i’ﬁ‘}uo
LE7, OVFActive »V — /L
X, TO/RTA—XH
T 7 4V METHE
L E9,
a7y A" Profile INT A—HE, VM U | VMware vCenter
VAT T 7 A NEAR | . TR T A—
ELET, ZEAERT D Z L%
T&EHA, OVF
V—Ud, ZDORT
A =BT 7 4L K
ETHERC L £7,
AllowRFC8190" AL1OWRFC8190 RFC 8190 #ilDT KL

A% HEIRIICFFA L E
I, A7 3 T vo.
Yes. ifili Ask ’C'ado
WA 2 ) 7 b Che
BBRRKRDOENET, T
7 4V MHEIX [Yes] T
R
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2 T P UM |

Bl

INSA—4

Description

ZDHDIEHR

A% 2% — URI
(Private Key URI)

DGCertKey

Ty va rd—BH4HD
WX —7 7 A L ~D
URL, Z i3 SCP
(user@host:path/to/file)
AL TR TEE
RS

REAET ALk
F—RRX T L —X

(Certificate File and
Key Passphrase)

DGCertChainPwd

Cisco Crosswork 7 — #
#— 1+~ x4 (Cisco
Crosswork Data
Gateway) @ PEM JEZ
DRFAET 7 A L & g
*—% 53 % SCP
=P R2AT L —X,

Crosswork Cloud
¥, Cisco Crosswork
T—AF =T A
(Cisco Crosswork
Data Gateway) & D
N R A TITH
CEA R E 2 ]
LEd, TNODFE
BT A VA h—L
RFICAERR S IVE T,

22l Y= ko=
T4 ET2ITMB OFE
WE7 7 A vz i
ToHHEIE. Ihb
DINT A=F & N
LET,

FFRAET = — 0%,
Cisco Crosswork Data
Gateway VM © 7"
Ty NEITERS
NiiEHEE LEX
L. SCP URI

(user:host:/path/to/file)
LLTHRESNE
3, URI7 7 A V%
FFORA ME, R
rU—2 LT (SCP
%41 L C vNICO A
VH—T A A
b) EEAIGETRT
o3 774
JEA A R — L
IIFAE LTV DB
B ET,

T—HT 4 AT YA
A (Data Disk Size)

DGAppdataDisk

2EHDODT—HT 4 R
DY A X (GBHAL) ,

T 7 )V DY A R
24GB T7, YAz
MEHIRETICT 7+
JV MEZZEE LW T<
72 &0,
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Cisco Crosswork T—4% 4°"— k™ = A (Cisco Crosswork Data Gateway) EA/XSA—2 &% .

£l INT A=A Description Z DD IEHR
AwslamRole AwsTamRole EC2 DA A b=/l | AWS BREZ D Identity
9% AWS IAM @ = — | and Access
Iz Management (IAM)
T, BAET HHERE
i LT r— A RME
B SALE T,
IRR7L—X
dg-admin /X2 7 dg-adminPassword dg-admin = — % HZ 5%
L —X (dg-admin WL RAT— R,
Passphrase) SSAT— RIE 8 — 64
FCTHETHAUENRSY
£7
dg-oper /N A 7 L-— |dg-operPassword dg-oper o — P IZEIR
X (dg-oper LR AT— R,
Passphrase) SR T — RIE 8 — 64
FThHOLULENRDY F
bd‘o
A3—Tz4R
GE) Crosswork Data Gateway # 1IE L < A > A h—/L 3 5121%, IPv4 721X IPv6 7 K L

A E T IX DHCP IR T 2 HLERH Y 9, FHLZ2NWT 1 hau [
L (None) JIZERET HMLENH D £,

VNIC B—)LDEIY HT
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2 T P UM |

Bl

INSA—4

Description

ZDHDIEHR

NicDefaultGateway*

NicDefaultGateway

DNS B XUNNTP 7
T4 7 EURT 5780
DT 7AWV KTF— U=
AL LTHEHRESND A
H—T A A,

MDA 2 H—T = A AT
EIY B THATWZRN R
T4 T0E, T ANV
fCZDA L H—T A
AZED B THNET,

F 7 a UiE, etho,

ethl, eth2, FE7Zldetn3
TY, 7 7 #+/V MET
etho T,

NicAdministration”

NicAdministration

Crosswork Data Gateway
OEBICEES L ~ T
T4 T EN—T 4T
TLHOIEHSND A
VHE—T AR, ZTDA
V=T oA AT, B
EHFHDR— F &N LT
SSH 7'w k = /L% fili F
LET,

A7 a . etho,
ethl, eth2, F7-lFetn3
T, T 74 MEX
etho T,

NicExtemalLogging*

NicExternallLogging

Crosswork Cloud (2@ 7
BIFETHDIHHE
NHALE—T A A,

F 7 a . etho,
ethl, eth2, F72lFetn3
T, T 74 MEX
etho T,

NicManagement*

NicManagement

Crosswork Data
Gateway % JEB T 5
72 OITEIR LT
VNIC &7 /W HED
WTCT, /¥ —T =
A ADIERETE
T, mE X, 2
DDT VT 4TI
vNIC (Z Crosswork
Data Gateway % B
L7856, eth0d X
Wethl A % —

7 xA AEMHTD
X olzm— L2k
THULENRDY F
7

* NicControl,
NicNBExtemalDeta,
NicSBData =7 —
JUIL, ethl (2
~ v 7INE
R

* NicControl,
NicNBExtemalDeta,
NicSBData = —
VX, eth1 {Z
v IEINE
R

* NicSBData = —
WX, eth2 I
v 7EINE
R

* NicControl 35 X
o
NicNBExtemalData
7 —/ UL, ethl
W~y ShE
7
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Z20] NG A—=5 Description ZDHOIEHR

Bk L OFE DfthoEEL
NI 4w HRETD
YN RV W R GV
H—T AR,

A7 a ik, etno.
ethl, eth2, F72!deth3
TY, 7 7 +/V MET
ethO «Gj—o

NicControl” NicControl FELe. TN A BIO
WAERRE DFF I S
NHAH =7 A,
F 7 a iE, etho,
ethl, eth2, F7/Zldetn3
TY, 77 A4/ MEX
ethO «Gj—o

NicNBSystemData™ | NicnBsystempata WEIN T —2 %2V A
T LOFISITIRET DT
DI ESND A o Z—
A==

F 7 a UiE, etho,
ethl, eth2, F72lFeth3
T9, T 7 A4/ MEE
etho T9,

NicNBExternalData* NicNBExternalData Crosswork Cloud (24
TR EIRETHOIC
ERESNBA v H—T =
/r Xo

A7 a &, etho,
ethl, eth2, F72lFeth3
T9, T 7 A4/ MEE
etho T9,

NicSBData" NicSBData
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Description Z Db DIEER

TRTOT A RS
T =X EWWET H DI
RSN 2 —T =
A A,

A7 a 1, etno,
ethl, eth2, F7Zldetn3
TY, 7 74V MET
etho TI,

R
=
>
Ji
%
I
iy

WNICIPVA7 FLR (AT 5142 —T 4 RO CTVYNICO. VNICL, & UVNIC2)
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Cisco Crosswork T—4% 4°"— k™ = A (Cisco Crosswork Data Gateway) EA/XSA—2 &% .

E2X:0] INTG A=A Description Z DD IEHR
VNIC IPv4 A » K |Vnic0IPv4Method A7 3 L. None, [AY v R
(VNIC IPv4 VniclIPvaMethod static, FE72lE pace T | (Method) ] DER
Method) T IRC T, UTF&%E
Vnic2IPv4Method

G¥) DHCP
Al
QCOW2 A
A= Af
L CHEAT
b R
WZxF LT
HA I
DET,

IPv4 7 R L A& 3
Hiix, [
(Method) ] % static F
7713 pace &IIN L,
[VNICXIPv6 /5 =
(VNICxIPv6 Method) ]
%_’ None & @*ﬂ Liﬁ—o

[57 (Method) ] DT
7 Fv MEF [72 L
(None) 1T,

wNIC IPv4 7 R L %
(VNIC IPv4
Address)

VnicOIPv4Address

VniclIPv4Address

Vnic2IPv4Address

A B =T A AD
IPvd 7 KL A,

vNIC IPv4 % v k=~
A7 (VNIC IPv4
Netmask)

VnicO0IPv4Netmask

VniclIPv4Netmask

Vnic2IPv4Netmask

Ry R D4oD%
FHIRIC L DA 2 —
T A ADIPv4 X
<A,

VNIC IPv4 A% 7
TF—rUxA

(VNIC IPv4 Skip
Gateway)

VnicOIPv4SkipGateway
VniclIPv4SkipGateway

Vnic2IPv4SkipGateway

A7 a L True £72
fi False T??fo

True %@*ﬁ#é & N

B b = A DRED A
FyFINET,

T 7 &)V M#lE False T
j—o

ITLETS

o [72L
(None) ] :
IPvd 7 KL A
DIV DT 4 —
IV REAX YT
L %9, VNIC
IPv6 7 R LA
INT A=
WmEANSILE
R
- [F#Y
(Static) 1:[7
FL =2

(Address) 1.
[(*y h~vR7

(Netmask) ].
[(AFxy 77—
Fo x4 (Skip
Gateway) ]. ¥
L [F— b
7 xA

(Gateway) ]
74—/ Rt
WEADLE
B

[DHCP] : vNIC
IPv4 7 R LA
RT A —H I
H BRI E D Y
THNET,
F7 4V Ml
EHELRNTL
7ZEW,
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2 T P UM |

Z2X:01 INT A—45 Description Z DD IEHR
vNIC IPv4 %7 — b VnicOIPv4Gateway WIC ¥ —F 7 = A D
‘7 I/]) (VNIC IPv4 VniclIPviGateway IPv4 7 }\ I/XO
Gateway)
Vnic2IPviGateway

WNICIPV6 7 FLR (AT BAL4 U8 —T 4 RO CTVYNICO, vNICL, 8L UVNIC2)
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Cisco Crosswork T—4% 4°"— k™ = A (Cisco Crosswork Data Gateway) EA/XSA—2 &% .

281 KT A—4 Description Z DHhOER
VNIC IPv6 A » K |Vnic0IpPvéMethod A7 3 L. None, [AY v R
(VNIC IPv6 VniclIPv6Method static, pacP, F721X | (Method) ] DER
Method) i et hog SLAAC (QCOW2 only) C [ITIGU T, UUF&%E
nic voMetho ﬁ‘o ﬁibi?o
[ (Method) ] DT s[72L
74V ME [72 L (None) 1] :
(None) ] T, IPv6 7 KL A
GE) DHCP PEROOT 4 —
e Nt NV REAF YT
QCOW2;( L ¥4, vNICx
R IPv47 FL X
e RT A =R
AL TEAT
LT EE
SR | A . [E51
DEF, (Static) 1: [7
KL &
vNIC IPv6 7 R L A | Vnic0IPv6Address A B —T A AD (Address) 1.
(VNIC IPv6 VniclIPveAddress IPv6 7 R LA, [*y b~vRZ
Address) . (Netmask) 1.
Vnic2IPv6Address [}( '3? o 70/73%
VNIC IPV6 %+ = |VnicOIPvéNetmask A H—T 2 AD o =4 (Skip
AT (VNIC IPv6 VniclIPv6Netmask IPv6 70]/7 A 7 Ao Gate‘wa}i) ]\ B
Netmask) . KO[7—h
Vnic2IPv6Netmask 7 A
WNIC IPv6 A% v 7 |VnicOTPveSkipGateway | 473 2 2% rrue £ 77 ;Gatewbaﬁc}ri
bf_ k ]7 = A VniclIPv6SkipGateway (I False v(“jﬂo %&;)\/jj L; N
(VNIC IPv6 Skip .
Gateway) Vnic2IPv6SkipGateway Tr‘ue IBRT D & T,
Y B N = A DRRED A
Xy TSENET, * [DHCP] : vNIC
\ IPv6 7 KL A
7 7 4V MEILFalse T T A — A
EE EL oI DRT
vNIC IPv6 %/ — I |Vnic0IPv6Gateway VWIC #—F T = A D THnET,
v =A (WICIPV6 VniclIPvé6Gateway IPv6 7 R LA, Vnic?de6Address
Gateway) . DT 7 F IV ME
Vnic2IPvéGateway 11259";7 [./7331/‘/6
{TZEWY,
DNS H#—/\
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2 T P UM |

28 K5 A—4 Description Z DO
DNS 7 KL & DNS A B —T oA AD>
(DNS Address) &7 2 & A FHEZR DNS

H— —D IPv4 F 7213
IPV6 7 R L AD AR—
ARXEIY U R K,

DNS 5 K A A > |Domain DNS DffR KA A

D(DNS )Search S M

omain localdomain “C“‘To

DNS % = 5 ¢ |DNSSEC Z 7T a X, False,

Tfﬂ%ﬁ*ﬂ%ﬁg (DNS True, Allow-Downgrade

Security Extensions) T9, DNS&Fx =V
T o YL RE A L5
L:ki\ True %lig*ﬁ L/i
j—o
F 7 4 )V MllX False T
j—O

DNS over TLS DNSTLS A7 a3 IE. False.
True. F7-0%
Opportunistic ’(“'?‘o
DNS over TLS % f# 3~
é W—@i\ True 7%1%9{{:)_{ L/
7,
F 7 4 )V ML ralse T
-éAO

< /LF X ¥ A b mDNS F 7 a X, rFalse,

DNS (Multicast
DNS)

True, F721dResolve T
T, vNATFFy R K
DNS Z A4 %1213,
True %I%*R Liﬂ—o

7 )V Ml ralse T
-éAO
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Cisco Crosswork T—4% 4°"— k™ = A (Cisco Crosswork Data Gateway) EA/XSA—2 &% .

EA1] INTA—4 Description Z DD IER
V7 va—7)L~ |LLMNR T 7 a X, False,

VT A N HIR
# (Link-Local

True, Opportunistic,

i 7LC ﬂi Resolve TTO U

Multicast Name vra—Ji) < )LF
Resolution) Xy A N AR 215
‘@45 l:@i\ True %@*ﬂ
LET,
7 4V ]\ﬁgﬂi False C
7,
NTP Servers
NTPv4 H— NTP NTPv4 H—/"— 1 X iz, I<ypo~7

(NTPv4 Servers)

r, BEA L H—T A
A TT 7 & AW[REL
NTPv4 H—/3—D IPv4
7T RVA, IPv6 7 R/
AEFIFHRA NLD A
NG U A REA
HLET,

JL> ntp.org] DX 9
A TEE AT
HMLENRDHY ET,
NTP $— N,
Cisco Crosswork 7~ —
Vil N
(Cisco Crosswork
Data Gateway) .
Crosswork Cloud
BLOT A R D
S A EE N G
9, BREL W T R
VAFEIIAI—T
FURAZMEHT %
& . Crosswork Cloud
& Cisco Crosswork
T—HF— R Tz A
(Cisco Crosswork
Data Gateway) 73 H
HIZIE(E 2R A DB
NS D A]
REMERH Y 7,
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e INTA—4 Description Z DD IFEHR
NTPv4 FHFEOMEA | NTPAULh NTPv4 F8GEZ T2 | nTPRey,
(Use NTPv4 21T, True ZEEIR L FE |[NTPReyFile, BL Y
Authentication) T, T 7 AV MEZ NTPKeyFilePwd 1.
False C9, NTPAuth 7 True (X
ESNTHDEHAI
NTPv4 % — (NTPv4 | NTPKey P—R—=J X NIt DIKERTX E3,
Keys) YITTBHIEDDF—

ID, ¥—ID DAR—2A
XY U A bEASLE

j—O

NTPv4 % — 7 7 A |NTPKeyFile chrony % —7 7 A JL~D
JLURI (NTPv4Key SCP URI,
File URI)
NTPv4 %¥—7 7 A |NTPKeyFilePwd chrony % —7 7 A /L ~D
VISR T L— R SCPURI DA T — K,

(NTPv4 Key File
Passphrase)

1)E&— b Syslog H—/\—
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Cisco Crosswork T—4% 4°"— k™ = A (Cisco Crosswork Data Gateway) EA/XSA—2 &% .

£l INT A=A Description Z DD IEHR
U E— b Syslog UseRemoteSyslog U E— FAZ MZ Syslog
B R— D’ Avb—VEEETHIC
fj:‘ True %I%EEI:R I/i
T, T 7 A4V MEE
False T??to
Syslog #—/3—@ 7 | Sysloghddress BHA B —T A AD>
KL & (Syslog 57 7 & A A[EEZL Syslog
Server Address) P— =D IPv4 £721%
IPv6 7 R LA,
GE) IPv6 7 R L
AxAEH L
TWD 55
I, 7 R
i
= ([1:1])
TP A F
R
Syslog #—/3—7~— | SyslogPort F 7 a D syslog —
I (Syslog Server N—DR—  EE, RN—
Port) MEOFPAIL 1 ~ 65535
T, T 74V T
ZOfEIES14ITRRE S
£7
Syslog $—/3—7"1a | syslogProtocol A7 a i, Syslog &

=/ (Syslog
Server Protocol)

¥%{E9 5 upp, Tcp., F
721X rELP T, T 7 4
JV MEIX upp TI,

Syslog < /L FH—
N—F— K

SyslogMultiserverMode
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. Cisco Crosswork T—4% #*— k™2 = 1 (Cisco Crosswork Data Gateway) BA/SA—2 &I+ 1) F

2 T P UM |

Description

ZDHDIEHR

T =)V —N—F 2T
[FlIRFE— RO D P —
N— ZDINT A—H
X, 7a b a gk
UDP O&%E I H S
%9 (UDP (3.
Simultaneous % i 9%
VENRHY ET)
F7 T a R,
Simultaneous % 721%
Failover T??fo

77 )V MEX
Simultaneous T??fo

TLS #% 1 @ Syslog
ZEMT % (Use
Syslog over TLS)

SyslogTLS

TLS ZAfi ] L T syslog
DT T7 4 w7 &t
T BT, True ZIER
L%,

7 7 /b MllE False T
R

Syslog TLS E°7 4
(Syslog TLS Peer
Name)

SyslogPeerName

= N—FEAED
SubjectAltName = 72134
TV MEEAIZAT)
ST LB Y D Syslog
P —R—DIRA N,

Syslog /L — hRER =

SyslogCertChain

SCPZH L CHAE L

7 7 A L URI syslog #—/3—® PEM
(Syslog Root D /— FEREA~D

Certificate File URI) URIL,

Syslog FIEF#E 7 7 A | syslogCertChainPud Syslog fiEFl&ET = — > %

IVDINAT L= K 59 % SCP =—H% D
(Syslog Certificate IRAT— K,

File Passphrase)
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Cisco Crosswork T—4% 4°"— k™ = A (Cisco Crosswork Data Gateway) EA/XSA—2 &% .

£l INTA—4 Description Z D DIEHR
A syslog H— /3%
BETHE, —E
AA R DS
syslog tr—/3—[Z1%
FanEd, #hl
ShDEE1E. Cisco
Crosswork 7 — %
F—rU=A
(Cisco Crosswork
Data Gateway) VM
IZDHGeEk S E
£
A syslog Y— /3%
T 25581, 2
NHDTHODHRER
ITHOVERDHY F
7,
GE) URI
774
NEE
Lo A
NS
EA
U—7
t
(Scp
L
<
vNICO
A4
& —
T A
A
) F
EEFHE
TR
PN
SR AN
774
JViEA
A
h—sv
HFI AT
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. Cisco Crosswork T—4% #*— k™2 = 1 (Cisco Crosswork Data Gateway) BA/SA—2 &I+ 1) F

AR =L BRY

R
=
>
Ji
%
I
iy

Description

ZDHDIEHR

ELT
AYPA
BN D
UR=3
R

JE— FEEY——

) F— NEEFFH— | UseRemoteAuditd
N—DfEA

U & — F7AR A MIZ Auditd
Ay —VERFEETLHIC
Vct\ True zi’li%:‘l:ﬂ L/jf
R

T 7 &)V MElE False T
j—O

Auditd ¥—/ 37 K L |AuditdAddress
A (Auditd Server
Address)

A7 3 D Auditd

P R—DHRA R

IPv4, 721X 1Pv6 7 R
LA,

BEsH— )N7R— K | AuditdPort
(Auditd Server
Port)

FTa v DERY—N
DR— &7,

F 7 x4 NOR— NRE
% 60 T,

Ay E—U% Y
F— M — =Tk
E+skoic
Crosswork Data
Gateway % #X & L &
R

ERD Auditd H—
N—|ZEHEA v E—
VHEHRIET DHITIE,
INBHD3IDDINT
A—HEfRELE
ER

aAvkO—35¢ET7O0XFCDERTE
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Cisco Crosswork T—% 4#"— k™2 = 1 (Cisco Crosswork Data Gateway) BA/XS A—&2 &I+ 17 .

270 KSA—% Description Z DO
7' P—/30 |ProxyURL AT a vl BHITP| 7 90 ROEAT
URL (Proxy Server Tax i ——0 IZ. Cisco Crosswork
URL) URL, Data Gateway (3 TLS
- — - BT v F—F
7’va %3 ¥ —/,3\ )\ | ProxyBypass X vEFEHLRNT M T BEEE 2 B
A /XA U AR RUARAERARNLDT HoFET,
(Proxy Server ~XEID U R |k,
Bypass List) TREY ==k
T 2581, 2
FWEE 7 10 3/ (D— | ProxyUsername FEFFA T O — NN DR T A— %
%4 (Authenticated D—H4, feELET,
Proxy Username)
FWEF 7 1 X D/ R | ProxyPassphrase FEFR T 1 P —
7T L—Xx DI/INAT L—X,
(Authenticated
Proxy Passphrase)
HTTPS 7’1 %3  |ProxyCertChain SCP A/ L CTHufF L7z
SSL/TLSFEA &7 7 HTTPS 7' 12 % > ® PEM
AL URI (HTTPS &> SSL/TLS FEH
Proxy SSL/TLS 77 A,
Certificate File URI)
HTTPS & %3 ProxyCertChainPwd a3 AFEF - —

SSL/TLSFFBHE 7 7
AIVDINAT L—RK

(HTTPS Proxy
SSL/TLS Certificate

File Passphrase)

BS54 5 SCP 2 —
DINAT — R,

HEIEHF/ Ny r— O 0ER#% (Auto Enrollment Package Transfer)
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. VMware ~ @) Crosswork Data Gateway D1 > X k—JL

2 T P UM |

& NS A—4 Description F DD IEER
BEERDFSEHER A B & |EnrollmentURI SCP Z il L TE4$% X | Crosswork Cloud (Z
232 (Enrollment fr— U %HR% 95 SCP | Cisco Crosswork 7 —
Destination Host and AANB IR Al

Path) ™

(user@host:/path/to/file> o

BGR/NA T L— R
(Enrollment
Passphrase)

EnrollmentPassphrase

B r— U hRIE
B8 SCP = —H %
AT L— R,

(Cisco Crosswork
Data Gateway) % %%
ST DT, BEk
PR lr— VPN
o A A b=
IZZNBDIRT A—
ZEtRETDH &, B
A
Cisco Crosswork 7 —
27—y A

(Cisco Crosswork
Data Gateway) )
[EEEREICZ D e —
FIVIR A N BB
WCHRE S L E T,

A A M—UIRIZZ
NHEDONTA—R%
FEE L2V,
Bek S r— DA
F (109%—) @
FNELZHE > TR
N lr— % FE)T
T AKR—KLZE
7

RDYEZE : Cisco Crosswork Data Gateway VM DA > A b — LZiEA F T,

VMware ~® Crosswork Data Gateway D1 > X k—JL

RDOUWNT D JF1ET VMware 2 Crosswork Data Gateway % 4 > A h—/L CTX £7,

» vCenter vSphere Client % {5 ] L 7= Crosswork Data Gateway O > A h—/L (35 ~X—)

« OVF ¥ —/1Z X % Crosswork Data Gateway D > A h—/L

(46 ~—73)
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vCenter vSphere Client % {$ FA L 7= Crosswork Data Gateway D1 > X k—)L .

vCenter vSphere Client % &£ FH L 7= Crosswork Data Gateway D1 > X b —
L

vCenter vSphere Client % {# fl L C Crosswork Data Gateway % - A h— /L9 521X, RO TFIA
EITLET,

ATvT1 ['Cisco Crosswork Data Gateway 5.0 Release Notes for Cloud Applications] #ZH L., 4 A h—F /3 Kb
(targz 7 7 (/L) & OVA 7 7 A /L% ciscocom »HT 4 L7 "X v >a—RLET,

INHDOFNETIX, 7 7 A V4 cw-na-dg-5.0.0-45-release-20230418.uefi.ova 35 L Y
cow-na-dg-5.0.0-sample-install-scriptstar.gz #f£H L £ 4, cw-na-dg-5.0.0-sample-ingtall-scripts.tar.gz &
I, 1o, 29, BEU3 DO WICEBEAOY 7L A7 ) 7 EREENTEY, =—X &b E Tk
Wk TEET,

pe=| COMEY T TERINTWDE T 7 ANBITT T NAELTHY, cisco.com DEBED 7 7 A )L
L EF R BGAERDH Y T,

Gx) i # D Mozilla Firefox X—Y a3 V2L CovaAf A=Y a2 X o — RT 358, FUv
02— KL77 7 A NVOPEIEFH dms THHEEIX, A VA b—/VRIZIER T % ovalZ R L E
—g—O

ATw T2  vCenter [ZHiGi L., /A UIERAFEHL s A LET,
AT w73 Crosswork Data Gateway VM # BB T 57— X B ¥ —Zi&IR L £ 7,

AT w4  vCenter vSphere Client (285t L. [7 7 > 3 > (Actions) ]>[OVF7 > 7 L — b DR (Deploy OVF
Template) ] Z@#IRNL 7,

2L 7 7 4V k@ VMware vCenter DJER % A4 A7 7 X 153 TF, OVF 7> 7L — D AN
MINDIFN 15 & A2 D L&, vCenter WX A LT 7 F L, ANLRDETHLENDH Y E
T THEPSICIE, BERANTA—Z L EELHERL TRESA VA =L &5l 5 2 &
EREIDLET, MABXOA T aroNRT A—=2D U A MIOWTIX, Cisco Crosswork
T —% /%7 — K7 =A (Cisco Crosswork Data Gateway) HA/XT A —X L U4 (15—
V) ESRLTLIIESN,

ATwF5  VMware ® [OVFT > 7 L— hDEB] (Deploy OVF Template) |7 o« ' — RRFE/REH., HHOTFIE[ T
7 L— h®OEIR (1 Select template) ] M3FEFF R S FE T,

a) [ (Browse) |27V v 7 L, OVAL A=Y T 7 A )V ra— RLEEAHICBEILTY 7 A
VB L £,

BRTDE, V7 ANART 4 RUICERRSNET,

959 K7 714 —< 3 R T Cisco Crosswork Data Gateway 5.0 1 X b—ILE KUV T Falb—Lar HA K .


https://www.cisco.com/c/en/us/td/docs/net_mgmt/crosswork_data_gateway/5-0-0-Cloud/ReleaseNotes/b-cdg-release-notes-5-0-cloud.html
https://software.cisco.com/download/home
https://software.cisco.com/download/home

2 T P UM |
. vCenter vSphere Client % {§ f L 7= Crosswork Data Gateway D >~ X k—)L

1:[0VF7> T L— ~DER (Deploy OVF Template) ]-[OVFT > 7L — kM:EIR (Select an OVF Template) ]77 1 > K™

Deploy OVF Template

2 Select a name and folder Select an OVF template from remote URL or local file system
3 Select a compute resource
N . Enter a URL to download and install the OVF package from the Internet, or browse to a location accessible from your computer, such as
4 Review details
a local hard drive, a network share, or a CD/DVD drive
5 Select storage
6 Ready to complete OuRL
@ Local file

| Browse... | cw-na-dg-5.0.0-signed-installer.uefi.ova

CANCEL NEXT

&

AT T6 WOKDOIHZ, [IR~ Next) 1227 Vv 7 LT, RA4RTE 7 41 F DiER (2 Select name and folder) ]
WZBEN L E T,

a) BT % VM 04 RiZ2 A LET,

KL A7 A TlE, BBED Cisco Crosswork Data Gateway VM Z{FEH T2 7[aEME R H Y 3, L
72H35 T, Cisco Crosswork Data Gateway DA RIIT—E TH Y . FEED VM Z i HIZHBI T 5 XL 9
AR T D E R H Y £7,

b) [RAB~ T > DT %% (Select alocation for the virtual machine) ] Y A kG, Crosswork Data Gateway
BREATAT A A —EBIRLE T,
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vCenter vSphere Client Z{$ /8 L 7= Crosswork Data Gateway D1 > X k—)L .

2:[0VFT > L— FDER (Deploy OVF Template) ]-[&Fi1& 74 )LF DEIR (Name and Folder Selection) ]2 4 > K™

Deploy OVF Template

+ 15elect an OVF template Select a name and folder

_ Specity a unigue name and target location

3 Select a compute resource

Virtual machine name;  Crosswork Data Gateway 1
4 Review details

5 Select storage

& Ready to complete Select a location for the virtual machine.

< [ rednS-spm-ve-0lcisco.com
[h Cisco-Cx-Lab
» [ rednS-spm-de-01
[h redns-spm-de-02
» [ RTP

CAMNCEL BACK l NEXT

ATFYFT [k~ (Next) 1227V w7 LT, 3arta—T 4270 Y—ZAD#ER (3 Selectacompute resource) ] (Z
HEHRET, VM OFA M ZRIRL ET,
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2 T P UM |
. vCenter vSphere Client % {§ f L 7= Crosswork Data Gateway D >~ X k—)L

3:[0VFT > T L— tDER (Deploy OVF Template) ]-[2>E1—45 1)) —XMDEIR (Select a computer resource) ]2 4 > K

Deploy OVF Template

+ 1Select an OVF template Select a compute resource
+ 2 Select a name and folder Select the destination compute resource for this operation

3 Select a compute resource

4 Review detalls [ cisco-Cx-Lab

5 Select storage [] 10.90.120.91

6 Ready to complete [ 10.90.120.92

[] 10.90.120.93
Compatibility
+" Compatibility checks succeeded.

CANCEL BACK NEXT
4

ATy T8 [k~ (Next) 1%7 U 7 L%J, VMware vCenter Server 7% OVA ZHAE L £9°, MEEIZ2 05 BEEIE
Xy NU—VHEIZ K> TRED T, MAEDBTETTHE, V4 — NiX [4 7O (4 Review
details) JICBEIL £7, OVA OIFMAME LT[k~ (Next) 127 U v 7 LET,

BT H0OVFT o 7L — h 2R L E1,

GE) ZOBFHRIZOVE OLINESN, ZBEIETEERFA, 77— i, A7V REHD
FUATEERELET, AT Y 10 TIELWT 4 A 7R EIRT A0, T sEd
LTHEWVWERAL
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vCenter vSphere Client Z{$ /8 L 7= Crosswork Data Gateway D1 > X k—)L .

4:[0VFT> T L— +DER (Deploy OVF Template) |- [F3#D#EEE (Review details) ] 4 > Ko

Deploy OVF Template

1 Select am OVF template Ruvies datals
« I Select & name and folder Venfy the termplite detads
» 3 Select 3 compaute resource

4 Rarview ks fi, The OWF package containg sdvanced configrration options, which might pose a security risk. Review the sdvanoed
8 Liconss sgreamants configuratic:n apTiond Bk, Chek Xt 1o SEC0ET M advanced confauration cetisnd

Publishas o opmificats peadan

Product Chco Croitwerk Dats Galeway
Virilan 500

Wnsar CHCS Syslem, s

Daseription Crics Cradiwerk Dats Galiway
Dewniosd aiew 14 GB

Lire on Sk AT T Wil (1P B ceriiionad)

00 OB {NeCk DhoEsOned)

Eatis qoodigparatan el spoureBoot enabled = true

Brmwane = efi

FANEEL B m

ATYT9 [k~ (Next) 227 U7 LT, [57A4 % A%KE (5Licenseagreements) [IZBEIL £9, =2 K=2—
W I B AR EE MR L, KGR (Accept) 1227V v/ LET,

AT KOOI HIZ, [k~ (Next) 1227V v 27 LT[6RE (6 Configuration) ] (Z#HE L %9, [Crosswork
Cloud] Z&R L £,
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2 T P UM |
. vCenter vSphere Client % {§ f L 7= Crosswork Data Gateway D >~ X k—)L

5:[0VFT> 7L — +DERR (Deploy OVF Template) ]-[ZX%E (Configuration) ]™9 « > Kty

Deploy OVF Template

+ 1Select an OVF template Configuration
v 2 Select a name and folder Select a deployment configuration

+ 3 Select a compute resource

¥ 4 Review details & Crosswork Cloud Description

¥ 5 License agreements 8 CPU; 32GB RAM; 1-3 NICs; T4GB Disk

& Configuration

Crosswork On-Premise Standard
Crosswork On-Premise Extended

Crosswork On-Premise Standard With Extra Resources

4 ltems

CANCEL BACK NEXT

AT TN KOOI ST, [k~ (Next) ][22 U v 7 LT[TA L —Y DR (7 Selectstorage) [ IZBEN L E5,
a) (AT 4 A7 7 x—=< v FDER (Selectvirtual disk format) ] 7 4 —/L R TRDO L HITEIR L F T,

s EBRERE OGS, [y 7 7B E Y a = 7 Lazy Zeroed (Thick Provision Lazy Zeroed) | % %R
LET,

s BIRBREDLA. [V 7 r Y a =27 (ThinProvision) | Z&R L F 7,

b) [7—# AT (Datastores) | 7—7Nb, HT 27— A ST EBRLET,
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vCenter vSphere Client Z{$ /8 L 7= Crosswork Data Gateway D1 > X k—)L .

6:[0VFT> T L— ~DER (Deploy OVF Template) ]-[R k L— Di#ER (Select storage) 1™ 4 > K

Deploy OVF Template

+ 1Select an OVF template Select storage

+ 2 Select a name and folder Select the storage for the configuration and disk files
+ 3 Select a compute resource

+ 4 Review details

+ 5 License agreements
Select virtual disk format: Thick Provision Lazy Zeroed

+ 6 Configuration

7 Select storage VM Storage Policy: Datastore Default v

MNama Capacity Provisioned Free Type
| | Local Datastore 245TB 119 TB 146 TB WV
Compatibility

+" Compatibility checks succeeded.

CANCEL ‘ BACK ‘ NEXT

AT 12 KOO EHIZ, [k~ (Next) 1227 U 7 LT[8 1y hT—27 O (8 Select networks) ] IZKE L
P, X=VOLIICHD Fuy T E T InD KA U F—T oA 572 yNIC m— Lz 3IR L%
75

Xy MU =7 IR S48, BESEIICED L S ITHRSNENT Lo TERRVES, X
M=V RTG A =R BT % & ST LTEREITHESNT, A7 v 7 13 04FEERE TE £,

VNICO2>HNEIC, fEAT 2553y P =27 28R L TL &V, REHDOVWICIE, 74V MaED F
FIZLTL7EEN,

GE) RDOA A—=VEBRTIEZ, UTFORy hU—7 3 BIRENTHET,

VM Network |13, £ > %777 47 a2 —Z7 7EALT, Crosswork Data Gateway
VM D T TNy a—=T 4 T EATHIZODER Y U —27 TY,

« Crosswork-Cloud i, Crosswork Data Gateway %% Crosswork Cloud |Z#%t3 52> b —
TFxy NU—27TY,

« Crosswork-Devices (%, XA A TV A T 74 v 7 HORy NI —27 TH,
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2 T P UM |

. vCenter vSphere Client % {§ f L 7= Crosswork Data Gateway D >~ X k—)L

ATy 713

7:[0VF7>FL— DOREE (Deploy OVF Template) ]-[+ v b7 —% D:EIR (Select networks) ]2 14 > K

Deploy OVF Template
v 1Select an OVF template Select networks
+ 2 Select a name and folder Select a destination network for each source network.

v 3 Select a compute resource

+ 4 Review details Source Network Y Destination Network Y

+ 5 License agreements vNIC3 VM Network

v 6 Configuration VNIC2 VM Network ~

v 7 Select storage

VM Network
8 Select networks VNICT etworl o

9 Customize template vNICO VM Network v

10 Ready to complete 4 items

IP Allocation Settings

IP allocation: Static - Manual

IP protocol: IPv4

CANCEL BACK NEXT

= Crosswork X VNIC3 X v b U —2 &% AHR—F L TWETA,

[R~ (Next) 1&227 YV v 27 LT, [KRAMEFHROKE (Host Information Settings) ] 2RI [9T 7
L— kDA A%~ A X (9Customize template) [IZFE) L F7°, CiscoCrosswork 7 —% 77— k7 =1 (Cisco
Crosswork Data Gateway) M A/XT 2A—& LU A4 (155—2) OFMBIES T, T A —XDOIE#
EANTLET,

G¥) DA =a—REIIICRREND L&, [TO0O7 a/37 ¢ |2 7ENH D 7 (7properties
haveinvalidvalues) | &WIH 7 —23 AL E T, ZHUIEFREETHY ., @E@YEEZ AT
THE VT INET,

GE) KB /2o AT A TlE, #HD Cisco Crosswork Data Gateway VM % {9~ 2 AIREME N H 0 £
9, L7223-> T, Cisco Crosswork Data Gateway D 7K A M4 IL—EH TH Y, FED VM % i
IR TE D KO ITHERT DM ER H Y £7,
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vCenter vSphere Client % {$ FA L 7= Crosswork Data Gateway D1 > X k—)L .

8:[0VFT> T L— +DER (Deploy OVF Template) ]-[7> L — bDHRETA X (Customize template) ]>[{KR &SR (Host

information) 177 4 > K5

Deploy OVF Template

" 1 Select an OVF template

" 2 Select & name and folder
" 1 Select & compute resaurce
" d Review delalls

+ 5 License agreements

& Configuratisn

" 7 Select storage

B SElct networks

10 Besdy to

01, Hiagt Indormation W sattirgs
& Hostname * Pigase enter ihe servers hostnama (99 locaidoenain)
[as ]

b. Description ™
Pleade enter 8 shodl, user friendly descrighion for daplay in 1he Crodswork Controder
CDG 01

€. Crosswork Dats Gateway Labe!

An optional fresform labed used bry the Crosswork Conkroller io categorize and group multiple DG instances

&, Al Uiainle RFC BI90 Addreidod

If 3 pdrass for WNICD, WNIC), VMICT, of vHICS talls inlo 3 USabas Fangs idontified by AFC 8190 oF Its prodecossors, Iject, BCept, of
FEgUESE CONPAMBTIGA duing initisl confguration

Yoy =
. Crosswork Dats Gateway Private Key R

Please enter the optional Crosswork Data Gateway private ey URI retrieved using SCP (user@hastypathy/to/fie)

U P rnaasmers Tynbn it wsni it sie Sl § 101

CANCEL BACK

9:[0VFT > T L— tDER (Deploy OVF Template) ]-[7> 7L — kDHRETA X (Customize template) ]>[{~kR ~1E$R (Host
information) ] 4 > Ko >[ERIRAME SRy bT—% E— K (High Availability Network Mode) |

Deploy OVF Template

" 1 Sslect an OVF templale
w2 Selest & name and folder
v 1 Select & cOMPUtE MEoUNoR
¥ 4 Rwview detalls

" 5 License agrasments

+" & Configuration

~ T Select storage

" B Select networks

1} Ready to complete

Please enfer the SCP uzer passphrase to retrieve the Crosswork Data Gateway PEM formatted certificate file and private ey
Password
Canfirm Pasdwerd
h. Data Disk Size Drata disk size in GB mounted a3 foptfogfappdats
24 =
L &mazon Web Services IAM Role Mame

Plaate anter P AWS LAM robe name 10 ube for sending VI updated. This [ requined when depioying on AWS EC2

I High Asallabdity Matwork Mode

Sobpct the Hatwork mode 10 ubs with sxternal ioad balancers. This will determing whether il leriacnl requing an sddneis

V12|
L3
2, Pasiphrases 2 s tings
& dg-pdrein Passphrase *
Please enfer a passphvase for the dg-admin user. It must be at least B characters
Password [0}
Confinm Password

= 1 2% 721X 2 DD NIC 2T 5851%. VWNICO DL ZERT ZLENRHY £, 320 NIC
DYy N7 v T OEE, VvNICO & vNICI O 5 T 2 HLENH Y £,
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. vCenter vSphere Client % {§ f L 7= Crosswork Data Gateway D >~ X k—)L

2 T P UM |

P =] VMware vCenter Server 6.5, 6.7 {Z1%, IELWAT A —ZOREBICETAIRERHY 3, Z
DOREZ TN 521X, OVF 77— b2 RET 5 & 212, [OVFET 7 L — FDOJERH
(Deploy OVF Template) 17 4 ' — K>[7 7 L — kDB AKX~ A X (Customize template) ]

N—=UT, DX ITHERRLET,

* [03. yNIC 2 —/LD#E| ) % T (03. vNIC Role Assignment) |22 23 T, ¥_XTHr—/L
% etn0 ICRELE T,

X 10:[0VFT > 7 L— b DER (Deploy OVF Template) ]-[E—DvNICERRADT > T L—bDHRE A X (Customize Template for

Single vNIC deployment) ]

Deploy OVF Template

+ 1Select an OVF template

+ 2 Select a name and folder
+ 3 Select a compute resource
+ 4 Review details

+ 5 License agreements

+ 6 Configuration

+ 7 Select storage

+ 8 Select networks

9 Customize template

10 Ready to complete

03. vNIC Role Assignment

a. Default Gateway

b. Administration

. External Logging

d. Management

e. Control

g. Nerthbound External Data

h. Southbound Data

7 settings

The interface used as the Default Gateway and for DNS and NTP traffic

"

eth0 v

The interface used for SSH access to the VM

ethO ~

B

The interface used to send logs to an external logging server

"

eth0 ~

The interface used for enrollment and other management traffic

B

etho ~

The interface used for destination, device, and collection configuration

ethQ ~

"

The interface used to send collection data to external destinations

"

eth0 v

The interface used collect data from all devices

"

ethQ v

11:[0VFT> T L— ~DER] (Deploy OVF Template) ]-[20DvNICERRRD T FL— D HRA<T A X (Customize Template for

Two vNIC deployment) |

Deploy OVF Template

+ 1 Select an OVF template

+ 2 Select a name and folder
+ 3 Select a compute resource
+ 4 Review details

+ 5 License agreements

+ 6 Configuration

+ 7 Select storage

+ 8 Select networks

9 Customize template

10 Ready to complete

03. vNIC Role Assignment

a. Default Gateway

b. Administration

. External Logging

d. Management

€. Control

g. Northbound External Data

h. Seuthbound Data

7 settings

The interface used as the Default Gateway and for DNS and NTP traffic

ethD ~

B

The interface used for S5H access to the VM

"

ethd ~

The interface used to send logs to an external logging server

B

eth0 ~

The interface used for enroliment and other management traffic

ethD ~

"

The interface used for destination, device, and collection configuration

"

ethl v

The interface used to send collection data to external destinations

ethl v

B

The interface used collect data from all devices

eth1 v

g
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| 12 b= 522

vCenter vSphere Client % {$ FA L 7= Crosswork Data Gateway D1 > X k—)L .

12:[OVFT > T L— ~DERA (Deploy OVF Template) ]-[3DDvNICERRRD T FL—tDHRA<T A X (Customize Template for
3 vNICs deployment) ]|

Deploy OVF Template

+ 1 Select an OVF template O3 vHNIC Role Assignment 7 seitings
¥ I Select a name and folder & Defwult Gateway The inerface uied a8 the Default Gateway snd for DNS and NTE traffic
~ 3 Sebect a compute resource T
L v
~ 4 Review details
w % License agreements b. Administration Thee interface used for S5H access fo the VM
+ & Configuration [etha =
" T Select storage
o B Sih [ — . External Logging Thet interface used 1o send logs 1o an external lDgQing serer
9 Customize template athd «
10 Ready ta complate
o, Management Theb intaefacs uid for eniolment and SENGT ManBEEmEn tralfic
@thd «
e Contral Thee inderface used for destination, device, and colection configuration
[athi
g. Northbound External Data Thee inlerface used 1o send collecton data to extemal destinations
ethl
h. Sowthbound Data Thee inierface used coliect data from ol devices
eth

ATY T [k~ (Next) 127 VU > 27 LT, [1058 T O¥fi (10 Readytocomplete) [IZBENL £3, i%EEMERD L.
JEB A BT DA CE 26 (T (Finish) 127 U v 7 LET,

13:[0VFT > 7 L— b DER (Deploy OVF Template) |- [#£{%52T (Ready to Complete) ]™9 1« > K

Deploy OVF Template

« 1 Seiect an OVF template Beady to complate

« 2 Salect & name and folder Clck Finkih o $lart criation

1 Salect & computs resourde

o Baviaw detaily

« § License agreements Preceinicsing typs Daploy from template
" & Conlegurathsn

o T Select storage

o B Select retworks Tomplyis name L]

« & Customize template

Name COGOZ

Diowrlosd bire 4 Ga
Stz o divk 70.0 GB
Folder Cisco-CX-Lab
Fresounce M.0.047 99
Sborage mapping 1
AN diaks Datasters: Datadtored: Format: Thick provision Ty Densed
Metwork mapping 4
whilC R Crosswork-Devices
wHICT Crosswor-Devices
whilCl Crosswark-Devices
whiDD ikl Bhibarck

CANCEL BACK m

4

ATYT15 REPETTOETHoTHOHITLET, BAT =X AR T 52T, ROFIEELFETLET,
a) vCenter vSphere 7 74 7 h Bl & £,
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2 T P UM |
. OVF *V—)LIZ & % Crosswork Data Gateway D1 > X b—)L

b) FAKNVMD [FRITDH A2 (Recent Tasks) ] ¥ 712, [OVFT > 7 L— FDERI (Deploy OVF
template) ]~ 3 7 & [OVF/ Ny 77— DA 7" — b (Import OVF package) |23 7 DAT —H A%
R~LET,

ERAAT—2 AN 100% IZ2 5 FTHRHHLET, TN T, VMOERE AL ICTEET,

ATV 16 BEAT =X ZAN100%I78->725, VMOERZ ANTEM et 22%T LET, KOKIRT LD
W2, "APDOZ U PV EREBBALTCYVMEZZ Uy 7 LTh A7 Uy 27 L, [727 a3 (Actions) |>[E
Ji (Power) 1> [EJiA4 > (Power On) ] DIEIZEIR L £,

14: BERIEAROEE

4 cdg-vm-137 KETIONE S

\I‘1ll Actions - cw-vm-137
Summary Monitor {
Power *» | ¥ Power On
Guest OS5 LR |
Powered Off Snapshots &
VM Hardware VM Policies > &
CPU Template >

VM MBEEIT 5 E T &b 5% L, vCenter £721X SSHEAH TR /A > LET,

& vCenter CVM DRy bV =R EXELT L L, BRI LARWVEKRARRHRIC/R D AREERS Y
FT, L, AFT 4 v 72— R EEROBRREREGENE T, TNOLORELZEE
THEEIE. HEEETIToTLEEW, IP 7 RV RAEZEET LA, BIED VM ZhEE
L. FTLW VM Z1ER LT, £DH L VM % Crosswork Cloud [ FF &Gk L £ 7,

T

Crosswork Data Gateway 731 > A h—/L I TCNDH T & AR LET, Mabx FEIT3 5 H1ED
FEMIZ DU TIE, Crosswork Data Gateway 281 A h—/L X CWNWD Z & &R T 5 (50 3—
V) BHL T I,

RDBERY

Bk r— % BRI LU= 7 AR — h LT, Crosswork Cloud (Z Crosswork Data Gateway %
B LET, BNy r—YDOAF (109 ~—2) Z2ZML TSN,

OVF 'V — )L IZ & % Crosswork Data Gateway D1 > X k—JL

TIRIE LT, A7 VT ROMEAEIEIA T arORTA—=2DY A NEEH L, OVFY—
NEFATTLHREROYET, A VA=W RTRXA=FEZDT 7 4L MED Y X MZDWT
I%. Cisco Crosswork 7 —# % — k7 = A (Cisco Crosswork Data Gateway) & A/XT X —%& L
FUA (153—=) #ZRLTIIZIN,
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| 1>2b=n 4524
OVF v —)LIZ & % Crosswork Data Gateway D > X b—JL .

\)

GE) AT VT NEAERT D L&, TRTCOMEANRTA—HFBLOAL T a7 A—4%HI
DOIETHEETHEICLTLIEE N, 27 U P MIEENTWRWAT XA —Z 1%, BEOT
T A MEERBRSNET,

SSH T Cisco Crosswork Data Gateway VM (212 7 A >3 5Z1%, RO FIRZFEITLET,

B8 BRI

s vCenter 7— XX —"TC, [KAA K (Host) |>[a%E (Configure) |>[Fr> R —F 7
(Networking) 1> [{IiKABAA ~F (Virtual Switches) JIZBEI L., (KIEAA v F &2 EIR L F
R

AABAA v F T, [FaE (Bdit) 1>[EF =V 7 1 (Security) JZEIRL, KDODVSAH— bk
TN—TTaNRT 4 ZWRDEL I LET,

o[BI AF ¥ AE— K (Promiscuous mode) ] % [E75 (Reject) ]1iZ

e
il
c
b
<

« [MACT R L ADZEH (MAC address changes) | % [fE77 (Reject) ] I1ZR¥E L £ 7

R IE 2 ffERS L. Crosswork Data Gateway |~ X W SN DB A A v F T LI DT AL
ML ET,

ATvF1 ciscocomNH OVABIOYV TN ARI VT v Ty A VX ra—RLEd, ZTRUHOFIETIE, 77
A V4, cw-na-dg-5.0.0-45-r el ease-20230418.uefi.ova 1 1. O cw-na-dg-5.0.0-sample-install-scripts.tar.gz % {i
L %7, cw-na-dg-5.0.0-sample-install-scriptstar.gz (2i, 12, 22, BXL U3 2D vNIC BEAHDO Y7
WA VT IREENTEY, =—XZHEbE TRk TE 7,

ATV T2 ROa<wy REMEH LT, OVA NV RAZMRELET,

tar -xvzf cw-na-dg-5.0.0-45-release-20230418.uefi.ova

Tr AN RVONERFH LT 4 L7 FVICRRENET, ZOHLWT L7 FVITIE, A A=Y
DORFEC L ova > TIA VA R—LDAT VT hET 7 AABEENTOET,

ATv T3 README7 7 A VORNEBEEWHR LT, X Fr—JIlEGEN30R—FX 0 hEENOLNED L I ITHIES
NAEMNEBEML T IZEN,

ATy T4 FHATHREBICHINT VTN A7 ) T REBIRLET, YAt =—RZ/hbETRE(LTE 53
DO VNIC BEHOY > IV A 7 U7 N LT EJ,  [Crosswork Data Gateway IPv4 JEBH D 7= &> D4
CINAT YT R (48X—) | AL TLTEE,

GE) Yo IOy VAT YT MG, REL TV a rOBENREENLTWET, OVETool 2< 2 K
DAT v a v /INT A =B AL~ A X HE51X, % 7:CiscoCrosswork 7 —# 77— K 7 = A
(Cisco Crosswork Data Gateway) HA/NT A —X Lo F U A (16 2—) TINHD/RT A —
2 DOFEMZRER L T EEW,
ATY TS kOa<v s REHEHALT, 227 V7 MaEITEICLET,

chmod +x {filename}
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http://www.cisco.com/

2 T P UM |

. Crosswork Data Gateway IPvd BN =D > TILRH 1) T +

ATvT6

ATy 17

WDaA~ P LT, OVABLORZ VT R 7 7 A ARRIFSNTNDT A L7 FPUMNBAZ YT b
EIFEITLET,
./{script name} {path and ova file name}

RITH 2R L ET,

./three-nic /home/admin/CDG Install/cw-na-dg-5.0.0-45-release-20230418.uefi.ova

A7 )7 FTHRESNEPNANZREEIL., e 7 vRERrENES, vCenter 21— — D XA T — K%
A LET,

AN RMEDRRK TR Z Y T IBRRBRLTZGE, ROX D72 A v —UNRERINET,

admin@nso-576-tsdn-410-aio:~/CDG_Install$ ./three-nic
/home/admin/CDG_Install/cw-na-dg-5.0.0-45-release-20230418.uefi.ova

Opening OVA source: /home/admin/CDG Install/cw-na-dg-5.0.0-45-release-20230418.uefi.ova

The manifest does not validate

Warning:

- Line -1: Unsupported value 'firmware' for attribute 'key' on element 'ExtraConfig'.

- Line -1: Unsupported value 'uefi.secureBoot.enabled' for attribute 'key' on element 'ExtraConfig'.
Enter login information for target vi://rcdn5-spm-vc-01l.cisco.com/

Username: johndoe

Password: ****x*xx*

INAT— K 5\37\77 L7256, BiEE~IL vCenter =2 Y —/LHEMR LT, £ A P—/LOBEITIRIZHERL
9, xR

Opening VI target: vi://johndoe@rcdn5-spm-vc-01l.cisco.com:443/Cisco-sample-sample/host/10.10.100.10
Warning:

- Line 146: Unable to parse 'enableMPTSupport' for attribute 'key' on element 'Config'.

- Line 229: Unable to parse 'vmxnet3.noOprom' for attribute 'key' on element 'Config'.

Deploying to VI: vi://johndoe@rcdn5-spm-vc-01l.cisco.com:443/Cisco-sample-sample/host/10.10.100.10
Disk progress: 65%

A A N—/NFETT DL, Crosswork Data Gateway VM DO EJFMN A 12720 £,

RDBRY

MiZu 7 A > LET, FEIZ OV, Crosswork DataGateway VM ~D 1 7 A Lt a 77
F (50%—2) 2L TLEEW, B2 o495 &, Crosswork Data Gateway |21 A h—
NWFET LI E2rmT VoV AEHE ATV a v Ama—RNERENET, v/ 77k
L. Crosswork Data Gateway VM 226500 77 w7 K (52 %—Y) TBT 54 > X h—1%D
B AT R FET,

Crosswork Cloud C® Crosswork Data Gateway DX FRICHEL T By r—TYDAF (109
N=) ZZRL TSN,

Crosswork Data Gateway IPvd BED =D Y>> FILZA Y 1) Tk

WOFITIL, IPvd 7 R LA %A L T Crosswork Data Gateway % B L %7,

)

GE) 227 V7 E2FETTHHENC, OVFtool N— 0 N 44x THAHAZ LR LTI E N,
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| 1>2b=n 4524
Crosswork Data Gateway IPvd REID=HDH > FILR Y 1) T + .

#!/usr/bin/env bash
DM="<thin/thick>"
Disclaimer="<Disclaimer>"
DNSv4="<DNS Server>"
NTP="<NTP Server>"
Domain="<Domain>"
Hostname="<CDG hostname>"

VM_NAME="<VM name on vcenter>"
DeploymentOption="cloud"

DS="<Datastore>"

Host="<ESXi host>"
ManagementNetwork="<vSwitch/dvSwitch>"
DataNetwork="<vSwitch/dvSwitch>"
DeviceNetwork="<vSwitch/dvSwitch>"
ManagementIPv4Address="<CDG managment IP>"
ManagementIPv4Netmask="<CDG managment mask>"
ManagementIPv4Gateway="<CDG managment gateway>"
DataIPv4Address="<CDG Data network IP>"
DataIPv4Netmask="<CDG Data network mask>"
DataIPv4Gateway="<CDG Data network gateway>"
DeviceIPv4Address="<CDG Device network IP>"
DeviceIPv4Netmask="<CDG Device network mask>"
DevicelIPv4Gateway="<CDG Device network gateway>"
dgadminpwd="<CDG password for dg-admin user>"
dgoperpwd="<CDG password for dg-admin user>"
URI="<user@host:/path/to/file>"
Passphrase="<Passphrase for Enrollment URI server>"

ROBOT OVA PATH=$1

VCENTER LOGIN="Administrator%40vsphere.local@<vCenter-IP>"
VCENTER_ PATH="<vCenter-DC-NAME>/host"

ovftool --acceptAllEulas --skipManifestCheck --X:injectOvfEnv -ds=$DS --diskMode=$DM
--overwrite --powerOffTarget --powerOn --noSSLVerify \
--allowExtraConfig \

--name=3SVM NAME \
--deploymentOption=${DeploymentOption} \
--net:"vNICO=${ManagementNetwork}" \
--prop:"Hostname=${Hostname}" \
--prop:"Description=${Disclaimer}" \
——prop:"DNS=${DNSv4}" \

--prop:"NTP=${NTP}" \

--prop:"Domain=${Domain}" \
--prop:"EnrollmentURI=${URI}" \
--prop:"EnrollmentPassphrase=${Passphrase}" \
--prop:"Vnic0IPv4Method=Static" \
--prop:"Vnic0IPv4Address=${ManagementIPv4Address}" \
--prop:"Vnic0IPv4Gateway=${ManagementIPv4Gateway}" \
--prop:"Vnic0IPv4Netmask=${ManagementIPv4Netmask}" \
--prop:"NicDefaultGateway=eth0" \
--prop:"NicAdministration=ethO0" \
--prop:"NicExternalLogging=eth0" \
--prop:"NicManagement=eth0" \
--prop:"NicControl=eth0" \
--prop:"NicNBExternalData=eth0" \
--prop:"NicSBData=eth0" \
--prop:"dg-adminPassword=${dgadminpwd}" \
--prop:"dg-operPassword=${dgoperpwd}" \
$ROBOT_OVA_PATH \
vi://$VCENTER_LOGIN/$VCENTER_PATH/S$Host
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12 =524 |
. Crosswork Data Gateway 7\ VR h—ILENTWNBZ E&HRET 3

FHEHH A R
Append section below for Two NIC deployment

FHEHH A R
#--net:"vNICl=${DataNetwork}"™ \
#--prop:"VniclIPv4Method=Static" \
#--prop:"VniclIPv4Address=${DatalPv4Address}" \
#--prop:"VniclIPvi4Gateway=${DatalPvi4Gateway}" \
#--prop:"VniclIPv4Netmask=${DataIPv4Netmask}" \
#--prop:"NicDefaultGateway=eth0" \
#--prop:"NicAdministration=eth0" \
#--prop:"NicExternalLogging=eth0" \
#--prop:"NicManagement=eth0" \

#--prop:"NicControl=ethl" \

#--prop:"NicNBExternalData=ethl" \

#--prop:"NicSBData=ethl" \

FHEHH A R
Append section below for three NIC deployment

FHEEHH A R
#--net:"vNICl=${DataNetwork}"™ \
#--net:"vNIC2=${DeviceNetwork}" \
#--prop:"VniclIPv4Method=Static" \
#--prop:"Vnic2IPv4Method=Static" \
#--prop:"VniclIPv4Address=${DatalPv4Address}" \
#--prop:"VniclIPvidGateway=${DatalPvi4Gateway}" \
#--prop:"VniclIPv4Netmask=${DataIPv4Netmask}" \
#--prop:"Vnic2IPv4Address=${DeviceIPv4Address}" \
#--prop:"Vnic2IPvidGateway=${DeviceIPv4Gateway}" \
#--prop:"Vnic2IPv4Netmask=${DeviceIPv4Netmask}" \
#--prop:"NicDefaultGateway=eth0" \
#--prop:"NicAdministration=eth0" \
#--prop:"NicExternalLogging=eth0" \
#--prop:"NicManagement=eth0" \

#--prop:"NicControl=ethl" \

#--prop:"NicNBExternalData=ethl" \

#--prop:"NicSBData=eth2" \

Crosswork Data Gateway 1 X b—ILESNTWB Z L %ZHERT S

Crosswork Data Gateway 7% vCenter #J1 L TIEHIZA VA h— /L ENTNDH I L AR TE E
D

WO TFNE% FEAT LT, Crosswork Data Gateway 231 A h—/LINTNWDHZ & AR LET,

AT 71 vCenter f%H T Crosswork Data Gateway VM (212 7 A > L %79,

ATw T2 vCenter TVM %47 Y w7 L, [/ —%FI< (Open Console) | Zi&EIR L 9,

ATY 73 :L“*']j‘“*% (%IJ DU THNZr—Z T dg-admin ER 8 dg—oper) L. ﬂ}?}’fé/\"x U— R (4’ A
F—7aE ATER LI XA T —K) AL, Enter Z# L E7,

Crosswork Data Gateway VM ~D O 45 4 > 0457 k

WRDUWNT D 75T Crosswork Data Gateway VM IR 7 » TX £9,

« vCenter %41 L 7= Crosswork Data Gateway ~D7 7 £ A (51 ~X—)
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| 1>2b=n 4524
vCenter %1 L 1= Crosswork Data Gateway ~D 7 ¥ £ X .

* SSH |Z £ % Crosswork Data Gateway VM ~D7 7 & A (51 ~<—)

Crosswork Data Gateway VM 225 12 77 7 b3 5(Z1%, Crosswork Data Gateway VM 76 D =
TR (525 =) ZZRLTIEEN,

vCenter % 9} L 7= Crosswork Data Gateway ~D 7 ¥ £ X
vCenter 2T 7 A > 5121%, WO FIRZFITLET,

ATYT1 vCenter TVM 247V v 7 L, [ Y —/%BI< (Open Console) ] %3N L F7,
Crosswork Data Gateway = >~ —/L2NEE) L 97,

ATY 72 :L_“]j"—‘% (£I DU THNZr—LIZ T dg-admin F7201% dg—oper) k\ iﬂrf\’fé/\"z J—F (/1) A
f—n7av A TIER LTIZ/SAU—FR) 2 AL, Enter 2L %7,

SSH [Z & % Crosswork Data Gateway VM ~D 7 U 7 X

SSH7' mt X%, Z¥ourA4  FEICI FAT L NP2y 735281280, 70—
b7ﬁ~ZW%#E%%éhi¢oTEﬁn—ﬁzitiNzU—F e oUW, H 5%
TN ZADOAR—EKR EORMIL, IPICHLThH Y hENE T, 20 53 OFFIEAN TRK
4EIRIET 5 & 7747/kmi¢&<k%7 T ey 7 sivET, KRB RELEET S
L. Ty SNHRRINES RV ET, B T4 T M IPIXENICER S ET,

SSH T Cisco Crosswork Data Gateway VM (212 7 A >3 5 Z1%, RO FIRZFEITLET,

AT w71 CiscoCrosswork Data Gateway DEHIP IRy N —F T VR ATE LY AT —varhb, ROa~
VREFEITLET,

ssh <username>@<M anagementNetwor kI P>

Z 2T, ManagementNetworkIP [ ZE#H Ry NU—27DIP T KL AT,

OB HEIZ LTSN,

FHFL—F—L L Tr A T 555 : sshdg-admin@<M anagementNetwor k| P>
AR —Fa—F—L L Trr AT 54 : sshdg-oper @<M anagementNetwor kP>

ATV T2 SETAHRNRAT—R (LA —ATabt A TERLENZAT—R) 2AHL. Enter 28 L FE T,

Cisco Crosswork Data Gateway VM |27 7 £ A TX 72 WEIX, 3y MU= REICHERH Y
F9, arV—Amnbxy N—UREEXHERLET, ELLRWEEIE, Cisco Crosswork
Data Gateway VM ZHIFR L, IEL WAy NUY—VRETHA VA M= LT 5 L2 BEIOLE
bdéo
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12 =524 |
. Crosswork Data Gateway VM ™ 5D 05 79

Crosswork Data Gateway VM W™ 5D O 45 7o k

a7y NTHICE, A A=a—b[1rZ 7 U N (1Logout) ] %R L, Enter & #3"
7 [OKl 227Uy r LET,

OpenStack 75 v k 7+ —.L~0 Crosswork Data Gateway
DAA =)L

ROWT D J71£ T OpenStack 77 » b 7 4 — LT Crosswork Data Gateway 4 1 > A h—/L
TEET,

» OpenStack CLI % {#1 ] L 7= OpenStack ~@ Crosswork Data Gateway ? - > A h—/L (52
o)

» OpenStack UI % {# [l L 7= OpenStack -~ Crosswork Data Gateway 1 > A h—/L (67 ~3—
V)

OpenStack CLI % {# F L 7= OpenStack ~® Crosswork Data Gateway 0 1
A =L

Z DIETIE, OpenStack 77 » I 7 4 — AT Crosswork Data Gateway % A > A b — /L4 HERD
FHEICOWTFELL AL ET,

\Y

GE) 1. ZOFIATIE, OpenStack BREETH >y hT—7  R—F, BLORY 2 —LZ{ERT 572
OOavy F—=EEEH L ET, TN OO FERH DL Z L2 THELTEI N,

2. ZIZICEHEHENTVWATRTOIPT RLRE, ~=aT7 AL TERTAHZLE2EME LY
CIADIPT KL ATY,

188 BRI
KOEHREHABE L TBEET,
o f A F—/L 9% Crosswork Data Gateway VM { A ¥ > A D,

o A VA M—/)LDEHME A TET, Cisco Crosswork 7 —% 7 — k7 = A (Cisco Crosswork
Data Gateway) EA/NRT A —Z L FUF (15—2) Z2ZRL T EI,

1O EDO VM IZEAT 57 RUARE S (DHCP 7213 M) 2EL £,

T RLAFBEAEHTAHEEILI. FVMDOIP T FL A, 7%y b, W= R ED
Fy NU—JIEREHABELET,

X2 UTF A TN—TF DN — LR —E AR L CTEAT ARNCEME L £3,
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OpenStack CLI Z {5 A L 7= OpenStack ~® Crosswork Data Gateway D1 > X k—)L .

AT w71 CiscoCrosswork Data Gateway qecow2 /Sy —S &Aoo O0— KL THRIELET,

)

b)

AT RIHEZ2 5081 D Cisco Crosswork Data Gateway 4 A —3 (*.bios.signed.bin) % cisco.com 7>&H 12— 7 /L
~ v, £ OpenStack IZ7 7 A TEHbu—ANxry NU—7 EOGFTICA 7 a— RLET,
INHDOFETIEK, 7Ny 77— U4 cw-na-dg-5.0.0-signed-qcow?2.uefi.tar.gz 35 L Y
cw-na-dg-5.0.0-sample-install-scriptstar.gz Z{# f L £,

WDa~wy REFALT, A A M= RAZMRELET,

tar -xvzf cw-na-dg-5.0.0-signed-gcow2.uefi.tar.gz

Zoawy NZ&Y, BEOEEEPHBINET, T4 L7 FUIZIE, UTFO7 7 A LDBHEAS
TVhET,

README

cw-na-dg-5.0.0-45-release-20230418.uefi.tar.gz.signature
cw-na-dg-5.0.0-45-release-20230418.uefi.tar.gz

cisco x509 verify release.py3

cisco _x509 verify release
CDG-CCO_RELEASE

Ro=a~r P LT, BV FOEA TR LET,

GE) 27 VT MNFEITEINTWDE< T, cisco.com~DHTTP 7 7 ¥ ARSI TY, BF
U7 4 RO 71T cisco.com (ZT 7 B ATERWIGED, F72XA7 U7 N OFEITHITHE
RBA Y=V NIEFICZEISNRDP T2 H81E, Y AaDWAS~— 27 AP TR
F—LZBRWEDEL &N,

Python2.x ZffH L CWAHAIX, ROa~  REEALTCTZ 7 A VERIEL £,

python cisco x509 verify release.py -e <.cer file> -i <.tar.gz file> -s <.tar.gz.signature file>
-v dgst -shab12

Python3.x ZfifH L TWAEAIX, kOa~>  FEHEHLTCTZ 7 A VERGEL T,

python cisco x509 verify release.py3 -e <.cer file> -i <.tar.gz file> -s <.tar.gz.signature
file> -v dgst -shab512

AT w T2 Crosswork Data Gateway VM I[ZfEl T 57 RLRAIBED X A FI2HKSNC, FIE3 £IETIES ZETLE

TO

AT w73 Crosswork Data Gateway VM O config.txt Z5M7 KL RAIEETCEHLE T,

a)
b)

Crosswork Data Gateway J J —AA A=V & Xy —RL77 o L7 FUICBEILET,

config.txt 7 7 A NVEPAE . A A M=V DEMEIW S TNT A—=Z ZEFLET, SOV TIE,
Cisco Crosswork 7 —# %7"— k7 = A (Cisco Crosswork Data Gateway) & A/XT A —% L F U4 (15
R=) L TIZEN,

%%5,37 f\ I/X?E‘E%f{ﬁﬁﬁ LT\ R A ]\% cdgl-nodhcp TNIC 721’ 1 /D@Eﬂﬁ—é%é\@“‘j“/7o/l/ config.txt
T ANEUTIRLET, TOU A NNOMENT A —ZFRHRER SN THET,

#### Required Parameters

### Deployment Settings
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## Resource Profile

# How much memory and disk should be allocated?
# Default value: Crosswork-Cloud
Profile=Crosswork-Cloud

### Host Information

## Hostname
# Please enter the server's hostname (dg.localdomain)
Hostname=changeme

## Description
# Please enter a short, user friendly description for display in the Crosswork Controller
Description=changeme

### Passphrases

## dg-admin Passphrase
# Please enter a passphrase for the dg-admin user. It must be at least 8 characters.
dg-adminPassword=changeme

## dg-oper Passphrase
# Please enter a passphrase for the dg-oper user. It must be at least 8 characters.
dg-operPassword=changeme

#4## VvNICO IPv4 Address

## VNICO IPv4 Method
# Skip or statically assign the VvNICO IPv4 address
# Default value: DHCP
VnicOIPv4Method=None

## VvNICO IPv4 Address
# Please enter the server's IPv4 vNICO address if statically assigned
VnicOIPv4Address=0.0.0.0

## vNICO IPv4 Netmask
# Please enter the server's IPv4 vNICO netmask if statically assigned
VnicOIPv4Netmask=0.0.0.0

## VvNICO IPv4 Skip Gateway

# Skip statically assigning a gateway address to communicate with other devices, VMs, or services
# Default value: False

VnicOIPv4SkipGateway=False

## VvNICO IPv4 Gateway
# Please enter the server's IPv4 vNICO gateway if statically assigned
VnicOIPv4Gateway=0.0.0.1

### vNICO IPv6 Address

## vNICO IPv6 Method
# Skip or statically assign the vNICO IPv6 address
# Default value: None
VnicOIPvé6éMethod=None

## vNICO IPv6 Address
# Please enter the server's IPv6 VvNICO address if statically assigned
VnicOIPv6Address=::0

#4# vNICO IPv6 Netmask

# Please enter the server's IPv6 vNICO netmask if statically assigned
VnicOIPv6Netmask=64
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## vNICO IPv6 Skip Gateway

# Skip statically assigning a gateway address to communicate with other devices, VMs, or services
# Default value: False

VnicOIPv6SkipGateway=False

## VvNICO IPv6 Gateway
# Please enter the server's IPv6 VNICO gateway if statically assigned
VnicOIPv6Gateway=::1

### DNS Servers

## DNS Address

# Please enter a space delimited list of DNS server addresses accessible from the Default Gateway
role

DNS=changeme

## DNS Search Domain
# Please enter the DNS search domain
Domain=changeme

### NTPv4d Servers

## NTPv4 Servers

# Please enter a space delimited list of NTPv4 server hostnames or addresses accessible from
the Default Gateway role

NTP=changeme

#### Optional Parameters
### Host Information

## Label

# An optional freeform label used by the Crosswork Controller to categorize and group multiple
DG instances

Label=

## Allow Usable RFC 8190 Addresses

# If an address for vNICO, vNICl, vNIC2, or vNIC3 falls into a usable range identified by RFC
8190 or its predecessors, reject, accept, or request confirmation during initial configuration
# Default value: Yes

AllowRFC8190=Yes

## Crosswork Data Gateway Private Key URI

# Please enter the optional Crosswork Data Gateway private key URI retrieved using SCP
(user@host:/path/to/file)

DGCertKey=

## Crosswork Data Gateway Certificate File URI

# Please enter the optional Crosswork Data Gateway PEM formatted certificate file URI retrieved
using SCP (user@host:/path/to/file)

DGCertChain=

## Crosswork Data Gateway Certificate File and Key Passphrase

# Please enter the SCP user passphrase to retrieve the Crosswork Data Gateway PEM formatted
certificate file and private key

DGCertChainPwd=

### DNS Servers
## DNS Security Extensions
# Use DNS security extensions

# Default value: False
DNSSEC=False
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## DNS over TLS

# Use DNS over TLS

# Default value: False
DNSTLS=False

## Multicast DNS

# Use multicast DNS

# Default value: False
mDNS=False

## Link-Local Multicast Name Resolution

# Use link-local multicast name resolution
# Default value: False

LLMNR=False

### NTPv4 Servers

## NTPv4 Authentication

# Use authentication for all NTPv4 servers
# Default value: False

NTPAuth=False

## NTPv4 Keys

# Please enter a space delimited list of IDs present in the key file. The number of IDs in the
list must match the number of servers, even if some or all are the same ID.

NTPKey=

## NTPv4 Key File URI
# Please enter the optional Chrony key file retrieved using SCP (user@host:/path/to/file)
NTPKeyFile=

## NTPv4 Key File Passphrase
# Please enter the SCP user passphrase to retrieve the Chrony key file
NTPKeyFilePwd=

### Remote Syslog Servers

## Remote Syslog Server

# Send Syslog messages to a remote host
# Default value: False
UseRemoteSyslog=False

## Syslog Server Address

# Please enter a hostname, IPv4 address, or IPv6 address of the Syslog server accessible from
the Default Gateway role

SyslogAddress=

## Syslog Server Port

# Please enter a Syslog port
# Default value: 514
SyslogPort=514

## Syslog Server Protocol

# Please enter the Syslog protocol
# Default value: UDP
SyslogProtocol=UDP

## Syslog over TLS

# Use Syslog over TLS (must use TCP or RELP as the protocol)
# Default value: False

SyslogTLS=False

## Syslog TLS Peer Name
# Please enter the Syslog server's hostname exactly as entered in the server certificate

. 959 K7 714 —2 3 AT Cisco Crosswork Data Gateway 5.0 1 VX b—LE LK ParT s Fal—a v HA4 K



| 1>2b=n 4524
OpenStack CLI Z {5 A L 7= OpenStack ~® Crosswork Data Gateway D1 > X k—)L .

subjectAltName or subject common name
SyslogPeerName=

## Syslog Root Certificate File URI

# Please enter the optional Syslog root PEM formatted certificate file retrieved using SCP
(user@host:/path/to/file)

SyslogCertChain=

## Syslog Certificate File Passphrase
# Please enter the SCP user passphrase to retrieve the Syslog PEM formatted cetificate file
SyslogCertChainPwd=

### Remote Auditd Servers

## Remote auditd Server

# Send auditd messages to a remote host
# Default value: False
UseRemoteAuditd=False

## Auditd Server Address

# Please enter a hostname, IPv4 address, or IPv6 address of the auditd server accessible from
the Default Gateway role

AuditdAddress=

## Auditd Server Port

# Please enter na auditd port
# Default value: 60
AuditdPort=60

### Controller Settings

## Proxy Server URL
# Please enter the optional HTTP/HTTPS proxy URL
ProxyURL=

## Proxy Server Bypass List

# Please enter an optional space delimited list of subnets and domains that will not be sent to
the proxy server

ProxyBypass=

## Authenticated Proxy Username
# Please enter an optional username for an authenticated proxy servers
ProxyUsername=

## Authenticated Proxy Passphrase
# Please enter an optional passphrase for an authenticated proxy server
ProxyPassphrase=

## HTTPS Proxy SSL/TLS Certificate File URI

# Please enter the optional HTTPS Proxy PEM formatted SSL/TLS certificate file URI retrieved
using SCP (user@host:/path/to/file). This will override the Controller SSL/TLS Certificate File
URI.

ProxyCertChain=

## HTTPS Proxy SSL/TLS Certificate File Passphrase

# Please enter the SCP user passphrase to retrieve the HTTPS Proxy PEM formatted SSL/TLS
certificate file

ProxyCertChainPwd=

### Auto Enrollment Package Transfer
## Enrollment Destination Host and Path

# Please enter the optional SCP destination host and path to transfer the enrollment package
using SCP (user@host:/path/to/file)
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EnrollmentURI=

## Enrollment Passphrase
# Please enter the optional SCP user passphrase to transfer the enrollment package
EnrollmentPassphrase=

#### Static Parameters - Do not change this section
### Deployment Settings

## Deployment Type

# What type of deployment is this?
# Default value: Crosswork Cloud
Deployment=Crosswork Cloud

### Host Information

## Data Disk Size
# Data disk size in GB mounted as /opt/dg/appdata
DGAppdataDisk=24

### VNIC Role Assignment

## Default Gateway

# The interface used as the Default Gateway and for DNS and NTP traffic
# Default value: ethO

NicDefaultGateway=eth0

## Administration

# The interface used for SSH access to the VM
# Default value: ethO

NicAdministration=ethO

## External Logging

# The interface used to send logs to an external logging server
# Default value: ethO

NicExternallLogging=ethO

## Management

# The interface used for enrollment and other management traffic
# Default value: ethO

NicManagement=ethO

## Control

# The interface used for destination, device, and collection configuration
# Default value: ethO

NicControl=ethO

## Northbound System Data

# The interface used to send collection data to the system destination
# Default value: ethO

NicNBSystemData=ethO

## Northbound External Data

# The interface used to send collection data to external destinations
# Default value: ethO

NicNBExternalData=ethO

## Southbound Data
# The interface used collect data from all devices

# Default value: ethO
NicSBData=ethO

¢) config.txt 7 7 A /L& VM DR A FARHEH L2 VM ZikB LT WARTCRAF L E T,
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d)

e)

f)

OpenStack CLI Z {5 A L 7= OpenStack ~® Crosswork Data Gateway D1 > X k—)L .

(BE) config.txt CYVNICIP 7 RVAL LTANLZEIP Y RLAZEXIEDTEBNTLLEZEEN, F
IHO CTVM OAR— hEMERKRTH E X, RUIPT RLVAZRETLHHERDH D 77,
FIE3 (b) LFIE3 (d) Z#EVIELT, K VM DO—ED configtxt 7 7 A N EHHT N L AFFE LM
HALTEEHBLOMRGFELET,
FIE5 2R E T,

AT v 74 Crosswork Data Gateway VM @ config.txt & DHCP ##FALTEHLET,

a)
b)

Crosswork Data Gateway V) U —AAf A —U %Xy —RKL7eT7 4 V7 FUIZBEILET,

config.txt 77/])/1/%@%%\ A A ]\*‘/l/@gﬁ:acﬁé’) TNNTA—H %%E Lijao Ei%ﬂi&:“)b\fbi\
Cisco Crosswork 7°— 4 %7 — k7 = A (Cisco Crosswork Data Gateway) EHA/XT7 XA —% L+ U4 (15
R—=) EZRLTIZEN,

DHCP Z#f#f L C. ™A b4 cdgl-nodhcp TNIC % 1 DT 2HEDY 7 /L config.txt 7 7 A /b
EUTIRLET, 20U R MNNOMENNT A —Z THRARRINTHNET,

#### Required Parameters
### Deployment Settings

## Resource Profile

# How much memory and disk should be allocated?
# Default value: Crosswork-Cloud
Profile=Crosswork-Cloud

### Host Information

## Hostname
# Please enter the server's hostname (dg.localdomain)
Hostname=changeme

## Description
# Please enter a short, user friendly description for display in the Crosswork Controller
Description=changeme

### Passphrases

## dg-admin Passphrase
# Please enter a passphrase for the dg-admin user. It must be at least 8 characters.
dg-adminPassword=changeme

## dg-oper Passphrase
# Please enter a passphrase for the dg-oper user. It must be at least 8 characters.
dg-operPassword=changeme

#4## vNICO IPv4 Address

## vNICO IPv4 Method
# Skip or statically assign the vNICO IPv4 address
# Default value: DHCP
VnicOIPv4Method=None

## vNICO IPv4 Address
# Please enter the server's IPv4 vNICO address if statically assigned
VnicOIPv4Address=0.0.0.0

## VvNICO IPv4 Netmask
# Please enter the server's IPv4 vNICO netmask if statically assigned
VnicOIPv4Netmask=0.0.0.0
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## vNICO IPv4 Skip Gateway

# Skip statically assigning a gateway address to communicate with other devices, VMs, or services
# Default value: False

VnicOIPv4SkipGateway=False

## VvNICO IPv4 Gateway
# Please enter the server's IPv4 VvNICO gateway if statically assigned
VnicOIPv4Gateway=0.0.0.1

#4## VvNICO IPv6 Address

## vNICO IPv6 Method
# Skip or statically assign the vNICO IPv6 address
# Default value: None
VnicOIPv6Method=None

## VNICO IPv6 Address
# Please enter the server's IPv6 VvNICO address if statically assigned
VnicOIPv6Address=::0

## vNICO IPv6 Netmask
# Please enter the server's IPv6 VNICO netmask if statically assigned
VnicOIPv6Netmask=64

## VvNICO IPv6 Skip Gateway

# Skip statically assigning a gateway address to communicate with other devices, VMs, or services
# Default value: False

VnicOIPv6SkipGateway=False

## VvNICO IPv6 Gateway
# Please enter the server's IPv6 VNICO gateway if statically assigned
VnicOIPv6Gateway=::1

### DNS Servers

## DNS Address

# Please enter a space delimited list of DNS server addresses accessible from the Default Gateway
role

DNS=changeme

## DNS Search Domain
# Please enter the DNS search domain
Domain=changeme

### NTPv4 Servers

## NTPv4 Servers

# Please enter a space delimited list of NTPv4 server hostnames or addresses accessible from
the Default Gateway role

NTP=changeme

###4# Optional Parameters
### Host Information

## Label

# An optional freeform label used by the Crosswork Controller to categorize and group multiple
DG instances

Label=

## Allow Usable RFC 8190 Addresses

# If an address for vNICO, vNICl, vNIC2, or vNIC3 falls into a usable range identified by RFC
8190 or its predecessors, reject, accept, or request confirmation during initial configuration
# Default value: Yes
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AllowRFC8190=Yes

## Crosswork Data Gateway Private Key URI

# Please enter the optional Crosswork Data Gateway private key URI retrieved using SCP
(user@host:/path/to/file)

DGCertKey=

## Crosswork Data Gateway Certificate File URI

# Please enter the optional Crosswork Data Gateway PEM formatted certificate file URI retrieved
using SCP (user@host:/path/to/file)

DGCertChain=

## Crosswork Data Gateway Certificate File and Key Passphrase

# Please enter the SCP user passphrase to retrieve the Crosswork Data Gateway PEM formatted
certificate file and private key

DGCertChainPwd=

### DNS Servers

## DNS Security Extensions

# Use DNS security extensions
# Default value: False
DNSSEC=False

## DNS over TLS

# Use DNS over TLS

# Default value: False
DNSTLS=False

## Multicast DNS

# Use multicast DNS

# Default value: False
mDNS=False

## Link-Local Multicast Name Resolution

# Use link-local multicast name resolution
# Default value: False

LLMNR=False

### NTPv4 Servers

## NTPv4 Authentication

# Use authentication for all NTPv4 servers
# Default value: False

NTPAuth=False

## NTPv4 Keys

# Please enter a space delimited list of IDs present in the key file. The number of IDs in the
list must match the number of servers, even if some or all are the same ID.

NTPKey=

## NTPv4 Key File URI
# Please enter the optional Chrony key file retrieved using SCP (user@host:/path/to/file)
NTPKeyFile=

## NTPv4 Key File Passphrase

# Please enter the SCP user passphrase to retrieve the Chrony key file
NTPKeyFilePwd=

### Remote Syslog Servers

## Remote Syslog Server

# Send Syslog messages to a remote host
# Default value: False
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UseRemoteSyslog=False

## Syslog Server Address

# Please enter a hostname, IPv4 address, or IPv6 address of the Syslog server accessible from
the Default Gateway role

SyslogAddress=

## Syslog Server Port

# Please enter a Syslog port
# Default value: 514
SyslogPort=514

## Syslog Server Protocol

# Please enter the Syslog protocol
# Default value: UDP
SyslogProtocol=UDP

## Syslog over TLS

# Use Syslog over TLS (must use TCP or RELP as the protocol)
# Default value: False

SyslogTLS=False

## Syslog TLS Peer Name

# Please enter the Syslog server's hostname exactly as entered in the server certificate
subjectAltName or subject common name

SyslogPeerName=

## Syslog Root Certificate File URI

# Please enter the optional Syslog root PEM formatted certificate file retrieved using SCP
(user@host:/path/to/file)

SyslogCertChain=

## Syslog Certificate File Passphrase
# Please enter the SCP user passphrase to retrieve the Syslog PEM formatted cetificate file
SyslogCertChainPwd=

### Remote Auditd Servers

## Remote auditd Server

# Send auditd messages to a remote host
# Default value: False
UseRemoteAuditd=False

## Auditd Server Address

# Please enter a hostname, IPv4 address, or IPv6 address of the auditd server accessible from
the Default Gateway role

AuditdAddress=

## Auditd Server Port

# Please enter na auditd port
# Default value: 60
AuditdPort=60

### Controller Settings

## Proxy Server URL
# Please enter the optional HTTP/HTTPS proxy URL
ProxyURL=

## Proxy Server Bypass List

# Please enter an optional space delimited list of subnets and domains that will not be sent to
the proxy server

ProxyBypass=
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## Authenticated Proxy Username
# Please enter an optional username for an authenticated proxy servers
ProxyUsername=

## Authenticated Proxy Passphrase
# Please enter an optional passphrase for an authenticated proxy server
ProxyPassphrase=

## HTTPS Proxy SSL/TLS Certificate File URI

# Please enter the optional HTTPS Proxy PEM formatted SSL/TLS certificate file URI retrieved
using SCP (user@host:/path/to/file). This will override the Controller SSL/TLS Certificate File
URI.

ProxyCertChain=

## HTTPS Proxy SSL/TLS Certificate File Passphrase

# Please enter the SCP user passphrase to retrieve the HTTPS Proxy PEM formatted SSL/TLS
certificate file

ProxyCertChainPwd=

### Auto Enrollment Package Transfer

## Enrollment Destination Host and Path

# Please enter the optional SCP destination host and path to transfer the enrollment package
using SCP (user@host:/path/to/file)

EnrollmentURI=

## Enrollment Passphrase
# Please enter the optional SCP user passphrase to transfer the enrollment package
EnrollmentPassphrase=

#### Static Parameters - Do not change this section
### Deployment Settings

## Deployment Type

# What type of deployment is this?
# Default value: Crosswork Cloud
Deployment=Crosswork Cloud

### Host Information

## Data Disk Size
# Data disk size in GB mounted as /opt/dg/appdata
DGAppdataDisk=24

### VNIC Role Assignment

## Default Gateway

# The interface used as the Default Gateway and for DNS and NTP traffic
# Default value: ethO

NicDefaultGateway=ethO

## Administration

# The interface used for SSH access to the VM
# Default value: ethO

NicAdministration=ethO

## External Logging

# The interface used to send logs to an external logging server
# Default value: ethO

NicExternallLogging=ethO

## Management
# The interface used for enrollment and other management traffic

959 K7 714 —< 3 R T Cisco Crosswork Data Gateway 5.0 1 X b—ILE KUV T Falb—Lar HA K .




2 T P UM |
. OpenStack CLI % {# f L 7= OpenStack ~® Crosswork Data Gateway D1 > X k—JL

# Default value: ethO
NicManagement=ethO

## Control

# The interface used for destination, device, and collection configuration
# Default value: ethO

NicControl=ethO

## Northbound System Data

# The interface used to send collection data to the system destination
# Default value: ethO

NicNBSystemData=ethO

## Northbound External Data

# The interface used to send collection data to external destinations
# Default value: ethO

NicNBExternalData=ethO

## Southbound Data

# The interface used collect data from all devices
# Default value: ethO

NicSBData=ethO

¢) config.txt 77 A /&% VM DARA MRLEFH L7z VM 235 LT WARTTRIFLE T,
d FlIE4 (b) tFIE4 (c) VKL T, % VM O—ED configtxt 7 7 A /L% DHCP 7 K L A& %
AL CEREHFBLORETELET,
e) FIESIZHEARET,
ATwF5 CLI» 5 OpenStack VM (21 7 A > LET,
ATYT6 VMDY Y—RTAT7ANELIETL—N—ZERLET,

openstack flavor create --public --id auto --vcpus 8 --ram 32768 --disk 74 cdg-cloud

RATvF71 OpenStack 1 YR b—ILADA A —JHERLFET,

openstack image create --public --disk-format gcow2 --container-format bare --file
<bios release image file> <image name>

RIZH 2~ L ET,

openstack image create --public --disk-format gcow2 --container-format bare --file

cw-na-dg-5.0.0-65-release-20221130.bios.gcow2 cdg-cloud-bios

AT w78 % Crosswork Data Gateway VM [ZX LT, VM BIAD/NS A —2 ZEHLET,
A > A h—/L§ % Crosswork Data Gateway VM A > AKX L AT L2, IRO/NT A =X E2ERLET,
a) (XFFvav) 4GBBODT—E2 T4 RV EERLET,

openstack volume create --size
awy Rl
openstack volume create --size 24 cdg-voll

b) 75{E TCP/UDP/ICMP & Z AT 52X ) T4R O—FERRLET,

OpenStack (X, 7 7 4/ | T#{5 TCP/UDP/ICMP ##ft % 777l L £t A, TCP/UDP/ICMP 7' k =1/L7)
SOFEEEREHF T2 X 2V T AR —2ER L £,

openstack security group create open
openstack security group rule create open --protocol tcp --dst-port <port number> --remote-ip
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<IP_address>

openstack security group rule create open --protocol udp --dst-port <port number> --remote-ip
<IP_address>

openstack security group rule create --protocol icmp open

c) M7 FLRIEEZMEA L= Crosswork DataVM [ZX L TDH, IP7 KLRZEHETE L THR— FZ4ER

LFET,

BE ZOFNEIZE, FT R RARE LT 258 OHMLE TS, DHCP 7 F L A FEE & flf
T 256, R=FDOP7 FLRE, 7%y hDOIPT FLRED 4 TT =15 HEIHY
(E DERGFIES

openstack port create --network network name --fixed-ip

subnet=subnet name, ip-address=port ip address port name

)T RLAFEEERMEHAT 5 1 D50 NIC 21 272 CDG VM DR — &2 1ERET 260 a~ 2 R .

openstack port create --network networkl --fixed-ip subnet=subnetl, ip-address=10.10.11.101
mgmt-portl

J:ga@:fv\/ ]“T\ networkl 6if)%ff%‘l7*]0)%if!£* v NT—7 . subnetl bi%iﬂi* v NI —7 J:@‘H_7PF b4
N mgmt-portl |L, VM D config.txt 77 ANTRELZVWICODIP 7 KL A (10.10.11.101) TAE
Wt B AR — T

d) R—=—hrtEFa T4 R)—ZBRALET,
openstack port set <port name> --security-group open

RICH 2R L ET,

openstack port set mgmt-portl --security-group open
e) AV AP—NTEHTRTHOVMIZOWT, FIEIZHEVIKLFT,
AT w79 1 DL E®D Crosswork Data Gateway VM %4 A b—J)LLE T,
BN 7 FLRIBEZFEAT S NIC % 1 DA 1= Crosswork Data Gateway VM &4 VX b—ILT =D

avUk

openstack server create --flavor <flavor name> --image <image name> --port <mgmt-port>
--config-drive True --user-data <config.txt> --block-device-mapping

vdb=<volume name>:::true <CDG hostname>

WITHI 2R LET,

openstack server create --flavor cdg-cloud --image cdg-cloud-bios --port mgmt-portl
--config-drive True --user-data config-nodhcp-cdgl.txt --block-device-mapping
vdb=cdgl:::true cdgl-nodhcp

EJES
openstack server create --config-drive true --flavor cdg --image <image name> --key-name default
--nic net-id=<network id>,v4-fixed-ip=<CDG static IP> --security-group <security group name>

--user-data
<config.txt> <CDG_hostname>

DHCP {3 % NIC % 1 Df§ A 1= Crosswork Data Gateway VM %4 Y R b—)LF B1=bDa<T > K

openstack server create --flavor <flavor name> --image <image name> --network <networkl> --network
<network2> --network <network3> --config-drive True --user-data <config.txt> --host <boot drive>
--block-device-mapping vdb=<volume name>:::true <CDG hostname>

959 K7 714 —< 3 R T Cisco Crosswork Data Gateway 5.0 1 X b—ILE KUV T Falb—Lar HA K .



2 T P UM |

. OpenStack CLI % {# f L 7= OpenStack ~® Crosswork Data Gateway D1 > X k—JL

RIH 2R L ETS

openstack server create --flavor <flavor name> --image <image name> --network <networkl>
--config-drive True --user-data <config.txt> --host <boot drive>

--block-device-mapping vdb=<volume name>:::true <CDG_hostname>

EJbS

openstack server create --config-drive true --flavor cdg --image --key-name default --network

--security-group --user-data

G¥)

VM ZA VA M=V TBbDa~vy RTHRETD 3y U —27 0L, BT 5 NIC O
KoTERY FT,

72 2iE 2 ODONIC 2T VM A A VA F—LT 58 E50a~<y Rk LB T,

openstack server create --flavor cdg-cloud --image cdg-cloud-bios --port mgmt-port2 --port
south-port2 --config-drive True --user-data config-nodhcp 2nic.txt --block-device-mapping
vdb=cdg-vol:::true cdg-bios-nodhcp 2NIC

Crosswork Data Gateway VM MIEEIZA VR b—ILEahf=-C L ZHELFT,
DA<y REEITLT, VMDA VA R—=ILVDAT—HF A %F R LET,

openstack server list

(0sp16VTS) [stackgospdi6-director cdg-imagel$ openstack server list

| | Name | Status | Networks | Image | Flavor |

| 8b@39d3c-1bb9-dce2-9b24-1654216c4dd6 | cdg-bios-nodhcp_2NIC | ACTIVE | networkl-nodhcp=: ; network3-nodhcp= | cdg-cloud-bios-345 | cdg-cloud |
| 9c6d913f-c24b-43a3-9816-865e58e7€95 | cdg-bios-nodhcp | ACTIVE | networkl-nodhcp= 3 network2-nodhcp= i network3-nodhcp= | cdg-cloud-bios-345 | cdg-cloud |

VM DAT—H AN [T 77 47 (Active) | LRRINTZH, £ 10 57[#fFF-> T, CLI £7=i%
OpenStack UL 2> 5 VM 23U S 4v, AAEB0 1B L T\b Z L2l L £ 7,

OpenStack M CLI M H>EITT 156

1. OpenStack @ CLI TKKD a2~ REZFEITLT, VM A Y AX 2 AD URL #Bf5 L E5,
openstack console url show <CDG hostname>
W R~ L ET,

openstack console url show cdg-dhcp

2. dg-admin = —H%—F 7 dg-oper =—H— (FID YU ToHNizr—/LLUT) OT T
F&L VM D config.txt 77 A WMICATI LTS T XA —REefFHLTr A LE
9, EWIZue A 95 &, Crosswork Data Gateway DA X T 77 4 7 a2V — LR
RENET,

OpenStack ® Ul M5 EITT 556
1. OpenStack ® Ul\Za 7 A > LET,
2. [ E=2—TF 17 (Compute) |>[Af > AX A (Instances) |IZBEENL £,

3. Crosswork Data Gateway ® VM 4 %27 U > 7 LET, VM 2V —/b~D U 7 B L
27 THREET,
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4. dg-admin = —#—F 2L dg-oper = —HF— (FV Y Ton/ca—ZsLT) OT AT~
F&L VM D contig.txt 7 7 A MZATI LTERIET 2RV —=REEHLTr A LE
9, EWIZue A 35 &, Crosswork Data Gateway DA X 7 77 4 7 a2V — LR
IRENET,

RDBRY

Crosswork Cloud C? Crosswork Data Gateway BN HEA F 3 Bk X 77— D AT (109
R—=) EZMRL TSN,

OpenStack Ul Z{#F L 7= OpenStack ~® Crosswork Data Gateway )
DA M=IL

Z DIHTIX, OpenStack 77 v N7 4 — AT Crosswork Data Gateway % 1 > A h—/L 3 HFRD
FNEZHOWTFELHMHALET,

\}

GE) ZZIZEHEINTWATRTOIPT FLAIZ, ~v==2T7 TR+ LA E LYY
FNLDIP T KL AT,

1ash BRI
ROGEHREHABEL TBEET,
s { A F—/LF % Crosswork Data Gateway VM 1 > A X > A DH,

o { A M—)LVDEE & TET, Cisco Crosswork 5 —# 77— k7 =1 (Cisco Crosswork
Data Gateway) BA/NT A —& L F VA (15 =) ZZHLTIEIN,

1 DL ED VM IZEHT 57 RURFEESTE (DHCP E 72138 0) 2R ELET,

cHHT RLAFBEREHTIHEILI. EVMOIP T RL A, 7%y b, R—FRED
Fy NI EREABELET,

cVMIZIEAT 2 X2 VT 4 ZNV—T%ERT DR, X2V T 4 7 N—TDONr— kb
X2 UT 4 R —2HELET,

AT w71 CiscoCrosswork Data Gateway qeow2 /Xy —S Ao O0— KL TRIELEY,
a) AFHEEZRf#HTO Cisco Crosswork Data Gateway 1 A —3 (*.bios.signed.bin) % cisco.com 2>5H &2 —7
v, ET2IE OpenStack IZ7 7B ATEX b u—N 3y NU—27 EOGETIICA 7 e—RLE
T, TRHOFNETIE, Sy 7 — V4 ow-na-dg-5.0.0-signed-gcow?2.uefi.tar.gz 3 L O°
cw-na-dg-5.0.0-sample-install-scripts.tar.gz % # H L £ 9,
b) KO~ REMHEHLT, AV A =T RLEfERLE7,

tar -xvzf cw-na-dg-5.0.0-signed-gcow2.uefi.tar.gz
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ATvT2

ATvT3

¢)

Zoawy Rk, MEOBEEMENRHRINET, T4 L7 MUIZE. UTO7 7 A VDS

README
cw-na-dg-5.0.0-45-release-20230418.uefi.tar.gz.signature
cw-na-dg-5.0.0-45-release-20230418.uefi.tar.gz

cisco x509 verify release.py3

cisco x509 verify release

CDG-CCO_RELEASE

Xy MU= B OMBENEAE LELEIE, ZOMGEEE AF v 7 LT, ROFIHOFBIZIE> TF
IGEE FITLET,
sh cw-na-dg-5.0.0-65-release-20221130.bios.signed.bin --skip-verification

Woa<wy REFEHLT, BV ROBELEZHRLET,

GE) 27 V)T RREITINTWD< i, cisco.com ~D HITP 7 7 B ANRMETY, &
ﬁ?:)?‘%ﬁ%ﬂﬁﬁ@f: {Z cisco.com (Z 77'!21“(%72“%/\753 FEFAZ VT NOFELT
THERRA v 2 — U N IEFICZEINREN2T2G/81E, Y AaDIAS~<w— 27 A~

I/X F—LZBRWEDEL TSN,

Python 2.x ZfiH L TWA AT, kOa~ REEHLTC7 7 AV ERIEL £9,

python cisco x509 verify release.py -e <.cer file> -i <.tar.gz file> -s <.tar.gz.signature
file> -v dgst -shabl2

Python3.x ZfH L CWAHAIE, ROa~r REERLTCT7 7 AV ERFEL £,

python cisco x509 verify release.py3 -e <.cer file> -i <.tar.gz file> -s <.tar.gz.signature
file> -v dgst -shabl2

Crosswork Data Gateway VM IZEFH 327 RLAFEED X A FITEEDNT, AT v S 3FREAT v 74
BIATLET,
Crosswork Data Gateway VM @ config.txt Z 517 KL RIEETEHLE T,

a)
b)

Crosswork Data Gateway ) U —A A A—U %Xy oa—RNLieT 4 L7 PUIZBEILET,
config.txt TrANVEHE, A VAN —IVOBELIIHES TRTRA—HZEHELET, MOV T
. Cisco Crosswork 7 —4 %7"— k7 =4 (Cisco Crosswork Data Gateway) EHA/XT XA —X L F
F (15 ~—=2) ZZHLTIEE,

EE VM DOR— FEEKTATDICHERA L TWHWAIP T RLAZEXEDET, £ VM D
config.txt 7 7 A /LD VNICIP 7 RLAIZIE, ZZTANLIELDOEEUIPT FL A%
BETHLENRHY 7,

BRT7T RUABELHEH LT, A M cdgl-nodhep TNIC & 1 DT AHE DY 2 7 )L config. txt
T ANEUTIORLET, 2OV A NNONMENRT A —FTRHERINTWET,

#### Required Parameters
### Deployment Settings
## Resource Profile

# How much memory and disk should be allocated?
# Default value: Crosswork-Cloud
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Profile=Crosswork-Cloud
### Host Information

## Hostname
# Please enter the server's hostname (dg.localdomain)
Hostname=changeme

## Description
# Please enter a short, user friendly description for display in the Crosswork Controller
Description=changeme

### Passphrases

## dg-admin Passphrase
# Please enter a passphrase for the dg-admin user. It must be at least 8 characters.
dg-adminPassword=changeme

## dg-oper Passphrase
# Please enter a passphrase for the dg-oper user. It must be at least 8 characters.
dg-operPassword=changeme

### vNICO IPv4 Address

## vNICO IPv4 Method
# Skip or statically assign the vNICO IPv4 address
# Default value: DHCP
VnicOIPv4Method=None

## vNICO IPv4 Address
# Please enter the server's IPv4 vNICO address if statically assigned
VnicO0IPv4Address=0.0.0.0

## VNICO IPv4 Netmask
# Please enter the server's IPv4 vNICO netmask if statically assigned
VnicOIPv4Netmask=0.0.0.0

## VNICO IPv4 Skip Gateway

# Skip statically assigning a gateway address to communicate with other devices, VMs, or
services

# Default value: False

VnicOIPv4SkipGateway=False

## vNICO IPv4 Gateway
# Please enter the server's IPv4 vNICO gateway if statically assigned
VnicOIPv4Gateway=0.0.0.1

### vNICO IPv6 Address

## VNICO IPv6 Method
# Skip or statically assign the vNICO IPv6 address
# Default value: None
VnicOIPv6Method=None

## VNICO IPv6 Address
# Please enter the server's IPv6 vNICO address if statically assigned
VnicOIPv6Address=::0

## VvNICO IPv6 Netmask
# Please enter the server's IPv6 vNICO netmask if statically assigned

VnicOIPv6Netmask=64

## VNICO IPv6 Skip Gateway
# Skip statically assigning a gateway address to communicate with other devices, VMs, or
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services
# Default value: False
VnicOIPv6SkipGateway=False

## VNICO IPv6 Gateway
# Please enter the server's IPv6 VvNICO gateway if statically assigned
VnicOIPv6Gateway=::1

### DNS Servers

## DNS Address

# Please enter a space delimited list of DNS server addresses accessible from the Default
Gateway role

DNS=changeme

## DNS Search Domain
# Please enter the DNS search domain
Domain=changeme

### NTPv4 Servers

## NTPv4 Servers

# Please enter a space delimited list of NTPv4 server hostnames or addresses accessible from
the Default Gateway role

NTP=changeme

#### Optional Parameters
### Host Information

## Label

# An optional freeform label used by the Crosswork Controller to categorize and group multiple
DG instances

Label=

## Allow Usable RFC 8190 Addresses

# If an address for vNICO, vNICl, vNIC2, or vNIC3 falls into a usable range identified by RFC
8190 or its predecessors, reject, accept, or request confirmation during initial configuration
# Default value: Yes

AllowRFC8190=Yes

## Crosswork Data Gateway Private Key URI

# Please enter the optional Crosswork Data Gateway private key URI retrieved using SCP
(user@host:/path/to/file)

DGCertKey=

## Crosswork Data Gateway Certificate File URI

# Please enter the optional Crosswork Data Gateway PEM formatted certificate file URI retrieved
using SCP (user@host:/path/to/file)

DGCertChain=

## Crosswork Data Gateway Certificate File and Key Passphrase

# Please enter the SCP user passphrase to retrieve the Crosswork Data Gateway PEM formatted
certificate file and private key

DGCertChainPwd=

##4# DNS Servers

## DNS Security Extensions

# Use DNS security extensions
# Default value: False

DNSSEC=False

## DNS over TLS
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# Use DNS over TLS
# Default value: False
DNSTLS=False

## Multicast DNS

# Use multicast DNS

# Default value: False
mDNS=False

## Link-Local Multicast Name Resolution

# Use link-local multicast name resolution
# Default value: False

LLMNR=False

### NTPv4 Servers

## NTPv4 Authentication

# Use authentication for all NTPv4 servers
# Default value: False

NTPAuth=False

## NTPv4 Keys

# Please enter a space delimited list of IDs present in the key file. The number of IDs in the
list must match the number of servers, even if some or all are the same ID.

NTPKey=

## NTPv4 Key File URI
# Please enter the optional Chrony key file retrieved using SCP (user@host:/path/to/file)
NTPKeyFile=

## NTPv4 Key File Passphrase
# Please enter the SCP user passphrase to retrieve the Chrony key file
NTPKeyFilePwd=

### Remote Syslog Servers

## Remote Syslog Server

# Send Syslog messages to a remote host
# Default value: False
UseRemoteSyslog=False

## Syslog Server Address

# Please enter a hostname, IPv4 address, or IPv6 address of the Syslog server accessible from
the Default Gateway role

SyslogAddress=

## Syslog Server Port

# Please enter a Syslog port
# Default value: 514
SyslogPort=514

## Syslog Server Protocol

# Please enter the Syslog protocol
# Default value: UDP
SyslogProtocol=UDP

## Syslog over TLS

# Use Syslog over TLS (must use TCP or RELP as the protocol)
# Default value: False

SyslogTLS=False

## Syslog TLS Peer Name

# Please enter the Syslog server's hostname exactly as entered in the server certificate
subjectAltName or subject common name

959 K7 714 —< 3 R T Cisco Crosswork Data Gateway 5.0 1 X b—ILE KUV T Falb—Lar HA K .



2 T P UM |
. OpenStack Ul Z {3 L 7= OpenStack ~ 0 Crosswork Data Gateway D1 > X ;b—)L

SyslogPeerName=

## Syslog Root Certificate File URI

# Please enter the optional Syslog root PEM formatted certificate file retrieved using SCP
(user@host:/path/to/file)

SyslogCertChain=

## Syslog Certificate File Passphrase
# Please enter the SCP user passphrase to retrieve the Syslog PEM formatted cetificate file
SyslogCertChainPwd=

### Remote Auditd Servers

## Remote auditd Server

# Send auditd messages to a remote host
# Default value: False
UseRemoteAuditd=False

## Auditd Server Address

# Please enter a hostname, IPv4 address, or IPv6 address of the auditd server accessible from
the Default Gateway role

AuditdAddress=

## Auditd Server Port

# Please enter na auditd port
# Default value: 60
AuditdPort=60

### Controller Settings

## Proxy Server URL
# Please enter the optional HTTP/HTTPS proxy URL
ProxyURL=

## Proxy Server Bypass List

# Please enter an optional space delimited list of subnets and domains that will not be sent
to the proxy server

ProxyBypass=

## Authenticated Proxy Username
# Please enter an optional username for an authenticated proxy servers
ProxyUsername=

## Authenticated Proxy Passphrase
# Please enter an optional passphrase for an authenticated proxy server
ProxyPassphrase=

## HTTPS Proxy SSL/TLS Certificate File URI

# Please enter the optional HTTPS Proxy PEM formatted SSL/TLS certificate file URI retrieved
using SCP (user@host:/path/to/file). This will override the Controller SSL/TLS Certificate
File URI.

ProxyCertChain=

## HTTPS Proxy SSL/TLS Certificate File Passphrase

# Please enter the SCP user passphrase to retrieve the HTTPS Proxy PEM formatted SSL/TLS
certificate file

ProxyCertChainPwd=

### Auto Enrollment Package Transfer
## Enrollment Destination Host and Path
# Please enter the optional SCP destination host and path to transfer the enrollment package

using SCP (user@host:/path/to/file)
EnrollmentURI=
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## Enrollment Passphrase
# Please enter the optional SCP user passphrase to transfer the enrollment package
EnrollmentPassphrase=

#### Static Parameters - Do not change this section
### Deployment Settings

## Deployment Type

# What type of deployment is this?
# Default value: Crosswork Cloud
Deployment=Crosswork Cloud

### Host Information

## Data Disk Size
# Data disk size in GB mounted as /opt/dg/appdata
DGAppdataDisk=24

### VNIC Role Assignment

## Default Gateway

# The interface used as the Default Gateway and for DNS and NTP traffic
# Default value: ethO

NicDefaultGateway=ethO

## Administration

# The interface used for SSH access to the VM
# Default value: ethO

NicAdministration=ethO

## External Logging

# The interface used to send logs to an external logging server
# Default value: ethO

NicExternallLogging=ethO

## Management

# The interface used for enrollment and other management traffic
# Default value: ethO

NicManagement=ethO

## Control

# The interface used for destination, device, and collection configuration
# Default value: ethO

NicControl=ethO

## Northbound System Data

# The interface used to send collection data to the system destination
# Default value: ethO

NicNBSystemData=ethO

## Northbound External Data

# The interface used to send collection data to external destinations
# Default value: ethO

NicNBExternalData=ethO

## Southbound Data
# The interface used collect data from all devices

# Default value: ethO
NicSBData=ethO

¢) config.txt 7 7 A /L& VM DR A MAOEHT L2 VM ZillBl LT WA RT TRAF L £ 77,
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ATy T4

d)

e)

f)

(BE) config.txt DVNICIP 7 FL AL LTCZZTASNLIEIP 7T RLAZEEZED TRBNTLE
SV, FIH9 TVM OR— FEAERT DL X2, FUIP 7 FUAZRET H2RENH Y £7°,
FIE3 (b) FIE3 (d) ZMVIKL T, % VM D—ED config.txt 7 7 A VZTHHT R L AHEE
EHEALTCEEHTBLORELET,

FIg5 IR ET,

Crosswork Data Gateway VM (D config.txt & DHCP 2R L TEH L F I,

a)
b)

Crosswork Data Gateway V) J —AA A—T %Xy oa—RNLieT 4 L7 MUIZBEILET,
config.txt 7 7 A NEHE, A VA M VOBHIIES TRTA—FEZEFLET, dHMIZONT
. Cisco Crosswork 7— 4 %7"— k7 =4 (Cisco Crosswork Data Gateway) HA/XT A —% L5
F (15 =—=2) 2ZRLTIEIN,

%%é}‘j? ]\I/X?ET‘E”M%EH LT‘ R A ]‘Zl cdgl-nodhcp TNIC 7&’ 1 /))Eﬁﬁ—g—z)%é\@'}j‘:/7oﬂ/config.txt
T ANELLTIORLET, ZOY X NAOMENRT A —Z I IEHRHERINLTOET,

#### Required Parameters
### Deployment Settings

## Resource Profile

# How much memory and disk should be allocated?
# Default value: Crosswork-Cloud
Profile=Crosswork-Cloud

### Host Information

## Hostname
# Please enter the server's hostname (dg.localdomain)
Hostname=changeme

## Description
# Please enter a short, user friendly description for display in the Crosswork Controller
Description=changeme

##4# Passphrases

## dg-admin Passphrase
# Please enter a passphrase for the dg-admin user. It must be at least 8 characters.
dg-adminPassword=changeme

## dg-oper Passphrase
# Please enter a passphrase for the dg-oper user. It must be at least 8 characters.
dg-operPassword=changeme

### vNICO IPv4 Address

## VNICO IPv4 Method
# Skip or statically assign the vNICO IPv4 address
# Default value: DHCP
VnicOIPv4Method=None

## VNICO IPv4 Address
# Please enter the server's IPv4 vNICO address if statically assigned
VnicOIPv4Address=0.0.0.0

## vNICO IPv4 Netmask

# Please enter the server's IPv4 vNICO netmask if statically assigned
VnicOIPv4Netmask=0.0.0.0
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## VvNICO IPv4 Skip Gateway

# Skip statically assigning a gateway address to communicate with other devices, VMs, or
services

# Default value: False

VnicOIPv4SkipGateway=False

## VNICO IPv4 Gateway
# Please enter the server's IPv4 vNICO gateway if statically assigned
VnicO0IPv4Gateway=0.0.0.1

### vNICO IPv6 Address

## VNICO IPv6 Method
# Skip or statically assign the vNICO IPv6 address
# Default value: None
VnicOIPv6Method=None

## VNICO IPv6 Address
# Please enter the server's IPv6 VvNICO address if statically assigned
VnicOIPv6Address=::0

## VNICO IPv6 Netmask
# Please enter the server's IPv6 vNICO netmask if statically assigned
VnicOIPv6Netmask=64

## VvNICO IPve Skip Gateway

# Skip statically assigning a gateway address to communicate with other devices, VMs, or
services

# Default value: False

VnicOIPv6SkipGateway=False

## VNICO IPv6 Gateway
# Please enter the server's IPv6 VvNICO gateway if statically assigned
VnicOIPv6Gateway=::1

### DNS Servers

## DNS Address

# Please enter a space delimited list of DNS server addresses accessible from the Default
Gateway role

DNS=changeme

## DNS Search Domain
# Please enter the DNS search domain
Domain=changeme

### NTPv4 Servers

## NTPv4 Servers

# Please enter a space delimited list of NTPv4 server hostnames or addresses accessible from
the Default Gateway role

NTP=changeme

#### Optional Parameters

### Host Information

## Label

# An optional freeform label used by the Crosswork Controller to categorize and group multiple
DG instances

Label=

## Allow Usable RFC 8190 Addresses
# If an address for vNICO, vNICl, vNIC2, or vNIC3 falls into a usable range identified by RFC
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8190 or its predecessors, reject, accept, or request confirmation during initial configuration
# Default value: Yes
AllowRFC8190=Yes

## Crosswork Data Gateway Private Key URI

# Please enter the optional Crosswork Data Gateway private key URI retrieved using SCP
(user@host:/path/to/file)

DGCertKey=

## Crosswork Data Gateway Certificate File URI

# Please enter the optional Crosswork Data Gateway PEM formatted certificate file URI retrieved
using SCP (user@host:/path/to/file)

DGCertChain=

## Crosswork Data Gateway Certificate File and Key Passphrase

# Please enter the SCP user passphrase to retrieve the Crosswork Data Gateway PEM formatted
certificate file and private key

DGCertChainPwd=

##4# DNS Servers

## DNS Security Extensions

# Use DNS security extensions
# Default value: False
DNSSEC=False

## DNS over TLS

# Use DNS over TLS

# Default value: False
DNSTLS=False

## Multicast DNS

# Use multicast DNS

# Default value: False
mDNS=False

## Link-Local Multicast Name Resolution

# Use link-local multicast name resolution
# Default value: False

LLMNR=False

### NTPv4 Servers

## NTPv4 Authentication

# Use authentication for all NTPv4 servers
# Default value: False

NTPAuth=False

## NTPv4 Keys

# Please enter a space delimited list of IDs present in the key file. The number of IDs in the
list must match the number of servers, even if some or all are the same ID.

NTPKey=

## NTPv4 Key File URI

# Please enter the optional Chrony key file retrieved using SCP (user@host:/path/to/file)
NTPKeyFile=

## NTPv4 Key File Passphrase

# Please enter the SCP user passphrase to retrieve the Chrony key file

NTPKeyFilePwd=

### Remote Syslog Servers

## Remote Syslog Server

. 959 K7 714 —2 3 AT Cisco Crosswork Data Gateway 5.0 1 VX b—LE LK ParT s Fal—a v HA4 K



| 1>2b=n 4524
OpenStack Ul % L 7= OpenStack ~@ Crosswork Data Gateway D4 > X k—)L .

# Send Syslog messages to a remote host
# Default value: False
UseRemoteSyslog=False

## Syslog Server Address

# Please enter a hostname, IPv4 address, or IPv6 address of the Syslog server accessible from
the Default Gateway role

SyslogAddress=

## Syslog Server Port

# Please enter a Syslog port
# Default value: 514
SyslogPort=514

## Syslog Server Protocol

# Please enter the Syslog protocol
# Default value: UDP
SyslogProtocol=UDP

## Syslog over TLS

# Use Syslog over TLS (must use TCP or RELP as the protocol)
# Default value: False

SyslogTLS=False

## Syslog TLS Peer Name

# Please enter the Syslog server's hostname exactly as entered in the server certificate
subjectAltName or subject common name

SyslogPeerName=

## Syslog Root Certificate File URI

# Please enter the optional Syslog root PEM formatted certificate file retrieved using SCP
(user@host:/path/to/file)

SyslogCertChain=

## Syslog Certificate File Passphrase
# Please enter the SCP user passphrase to retrieve the Syslog PEM formatted cetificate file
SyslogCertChainPwd=

### Remote Auditd Servers

## Remote auditd Server

# Send auditd messages to a remote host
# Default value: False
UseRemoteAuditd=False

## Auditd Server Address

# Please enter a hostname, IPv4 address, or IPv6 address of the auditd server accessible from
the Default Gateway role

AuditdAddress=

## Auditd Server Port

# Please enter na auditd port
# Default value: 60
AuditdPort=60

### Controller Settings

## Proxy Server URL

# Please enter the optional HTTP/HTTPS proxy URL
ProxyURL=

## Proxy Server Bypass List

# Please enter an optional space delimited list of subnets and domains that will not be sent
to the proxy server
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. OpenStack Ul Z {3 L 7= OpenStack ~ 0 Crosswork Data Gateway D1 > X ;b—)L

ProxyBypass=

## Authenticated Proxy Username
# Please enter an optional username for an authenticated proxy servers
ProxyUsername=

## Authenticated Proxy Passphrase
# Please enter an optional passphrase for an authenticated proxy server
ProxyPassphrase=

## HTTPS Proxy SSL/TLS Certificate File URI

# Please enter the optional HTTPS Proxy PEM formatted SSL/TLS certificate file URI retrieved
using SCP (user@host:/path/to/file). This will override the Controller SSL/TLS Certificate
File URI.

ProxyCertChain=

## HTTPS Proxy SSL/TLS Certificate File Passphrase

# Please enter the SCP user passphrase to retrieve the HTTPS Proxy PEM formatted SSL/TLS
certificate file

ProxyCertChainPwd=

### Auto Enrollment Package Transfer

## Enrollment Destination Host and Path

# Please enter the optional SCP destination host and path to transfer the enrollment package
using SCP (user@host:/path/to/file)

EnrollmentURI=

## Enrollment Passphrase
# Please enter the optional SCP user passphrase to transfer the enrollment package
EnrollmentPassphrase=

#### Static Parameters - Do not change this section
### Deployment Settings

## Deployment Type

# What type of deployment is this?
# Default value: Crosswork Cloud
Deployment=Crosswork Cloud

### Host Information

## Data Disk Size
# Data disk size in GB mounted as /opt/dg/appdata
DGAppdataDisk=24

### VNIC Role Assignment

## Default Gateway

# The interface used as the Default Gateway and for DNS and NTP traffic
# Default value: ethO

NicDefaultGateway=ethO

## Administration

# The interface used for SSH access to the VM
# Default value: ethO

NicAdministration=ethO

## External Logging

# The interface used to send logs to an external logging server
# Default value: ethO

NicExternalLogging=ethO
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ATy TH
ATvT6

¢)
d)

e)

OpenStack Ul % L 7= OpenStack ~@ Crosswork Data Gateway D4 > X k—)L .

## Management

# The interface used for enrollment and other management traffic
# Default value: ethO

NicManagement=ethO

## Control

# The interface used for destination, device, and collection configuration
# Default value: ethO

NicControl=ethO

## Northbound System Data

# The interface used to send collection data to the system destination
# Default value: ethO

NicNBSystemData=ethO

## Northbound External Data

# The interface used to send collection data to external destinations
# Default value: ethO

NicNBExternalData=ethO

## Southbound Data

# The interface used collect data from all devices
# Default value: ethO

NicSBData=ethO

config.txt 7 7 A V& VM DR A MARHEH L7z VM Z kil LT WART TR L ET,

FIE4 (b) EFIES (©) Z#VIRLT, VM D —ED contig.txt 7 7 A L EZFHHT KL AFEE%
AL CEEHBIORIFELET,

FIE 5 A E T,

OpenStack @ UI 7> OpenStack VM [Za 74 > LE T,

[2>E=a—7 427 (Compute) |>[7 L—/N— (Flavors) |IZBEILC, UV Y—RXT7 a7 7 A VERIT
T L= N—=ZERR L £,

WO RT X DT, [4AT (Name) ], [VCPU (VCPUs) ]. [RAM]. [/V— FT 4 A7 (Root Disk) ].
BXONTT7=AF10F ¢ A7 (EphemeralDisk) ]7 1 —/V RIZiEMaE AT L, [7 L—3—D1ERK (Create
Flavor) | #7 VU v 27 L¥7,
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. OpenStack Ul % {# F L 7= OpenStack ~@ Crosswork Data Gateway D > X k—JL

15:[7 L—/\—15# (Flavor Information) ]9 4 > K9

N .
ame Flavors define the sizes for RAM, disk, number of cores

cda-cloud-favor and other resources and can be selected when users
deploy instances

DO

auto

VCPUs *

RAM (MB) *

29768
32768

Root Disk (GB) *

50

Ephemeral Disk (GB)
24 =

Swap Disk (MB)

RXI/TX Factor

1

ATv 71 OpenStack 1 VR F—JLRADA A —C#ERLET,
a) ROT 4 —/ RIZFEMIERE AT LET,
1. [f A—4 (Image Name) |: BT 24 A=Y O4HIZEELET,

2. [77 A/ (File) ]: Crosswork Data Gateway J V —AA A —V & Xy o —RLET 4LV 27 RN
WBEIL T, A A& EIRLET,

3. [Z7#—~> b (Format) ]: Ky 7 &7 U A 5 [QCOW2-QEMUT R = L—4% (QCOW2
- QEMU Emulator) | ##{R L £,

4, MOREZ, KIIRSNTHWDHEDOEFIZLET,

b) [f A—TDfERL (Create Image) | %7 VU v/ LET,
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OpenStack Ul % {# F L 7= OpenStack ~@ Crosswork Data Gateway D > X b—/L .

16:[4 * —Z DR (Create Image) ]2 4 > K

Create Image

Specify an image to upload to the Image Service.

Metadata Image Name Image Description

cdg_bios_image

Image Source
File"

cw-na-dg-4.0.0-6-TESTONLY-202207z

Format”

QCOW2 - QEMU Emulator v

Image Requirements

Kernel Ramdisk
Choose an image v Choose an image v
Architecture Minimum Disk (GB) Minimum RAM (MB)
0 0

Image Sharing
Visibility Protected

Private Shared Public Community Yes No

% Cancel < Back Next > + Create Image

ATwv 78 FEIETCPIUDPICMP EHREHMT 52X TR O—2ERLET,

OpenStack X, 77 4 /L h T#15 TCP/UDP/ICMP Hifi % #F 7] L £ A, TCP/UDP/ICMP 71 | /L7 5
DEGEERETIT5EX20 T 4 R o—%ERLET,

GE) Crosswork Data Gateway & J&PH L 7% Th, EX 2 V7 4 VL —7ZER L T VM I T&

i TO
a) OpenStack ® Ul C, [*> hT—72 (Networks) |>[tF =V 7T ¢ 7 /L—7 (Security Groups) ]2
gBLET,

b) [+EX= VT 4 7 V—7DOVER (+ Create Security Group) ] =7 Vv 7 LET,
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. OpenStack Ul % {# F L 7= OpenStack ~@ Crosswork Data Gateway D > X k—JL

17:[2%2) T4 IL—TDIER (Create Security Group) ] 1 > Ko

Create Security Group

Description:

re sats of IP filter rules that are applied
ces of a VM. After the security group is
| created, you can add rules to the security group.

o) X2 VUT 4 N—TDL4RIEFHM%E [4AT (Name) ] &[7B] (Description) ]IZENENFEE L E
T, [BE¥ =V T 4 7 —7DFEK (Create Security Group) 1 %27 U v 27 LET,
X2 VT 4 =V OIERHICERINDH LY ¢ RUTPL—L DB (AddRule) 1227 U v

7 L, Jim, A— MEPH, BXOIPT FLRAEFHEZEEL T, &7 haroexa V7 4R v—
FERL L £,

d)

X2 VT4 IN—TIE, T ANV R T2O0L—RNEY Y THENTWET, ZAHDL—L
ZHIBRT 212k, [V—LOHIER (Delete Rule) 147> a v &AL ET,

18:[F2) T4 I—TIL—ILDOEE (Manage Security Group Rules) ] 4 > K9

Project / Network / Security Groups / Manage Security Group Rul.

Manage Security Group Rules: cdg (fb7eff2e-dcdb-4b7f-9ea1-592855731050)

LY 6 oclete ks
Displaying 2 tems

O Direction Ether Type Remote IP Prefix Remote Security Group Description Actions.
O Egress 1Pva

Any Any 0.0.0.00

O Egress 1PV6 Any Any 10

Displaying 2 items

ATvT9 BT FLREEZERATIHEICOH. IPTFLAZEELTR—FEERLET,

BEE ZOFNEL, #HHIT FURTREZ AT 558 ICOBMETY, DHCP 7 L A 57E 2 i ]

THHA. R—hDIPT RLRIL, 7%y D IP 7 KL REIY B CTF— b HEIIC
Y ToNET,
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OpenStack Ul % {# F L 7= OpenStack ~@ Crosswork Data Gateway D > X b—/L .

a) OpenStack ® Ul T, [~ hT—2 (Network) ]>[* > U —7 (Networks) ] IZBEIL £9,

b) EBHT 25 NIC O U T, (BEX Y hU—70BIHAIZ) *y NI —7 Z8IRL, [+ — hOFE
% (+CreatePorts) | %27V > 27 LET,

¢) [#4Ai (Name) B XOVEEIPT KL A (Fixed IP Address) | 7 4 —/V RIZaEfiaZ A L ¥, [EEL
IREZ A %1232 (Enable Admin State) ] & [R— hEF = U7 ¢ (Port Security) | F =7 KRy
A AT LET,

19:[[R— b DYERX (Create Port) J*9 4 > K™

r

Create Port

“ Security Groups

Name

mgmt-port1 Descrlp’[lon.

You can create a port for the network, If you specify

& Enable Admin State @ device ID to be attached, the device specified will be
attached to the port created.

Device ID @

Device Owner @

Specify IP address or subnet @

Fixed IP Address -

Fixed IP Address” @
]

MAC Address @

& Port Security @
VNIC Type @

Normal hd

Binding: Host @

ATy T [2rE2—TF 47 (Compute) |>[A > AX A (Instances) JICBEILE T, ZDOX—VT[A L AHX
v ADEHE) (Launch Instance) ] %7 UV v 7 L¥ 9,

[ > A& ZADiEHE) (Launch Instance) |V 4 & RUNRKRZIL, VM DA A M= /ARG SIVE T,

ATY TN [ (Details) 1 %7 D[ A% A% (Instance Name) | 7 4 —/L RIZ VM AEFREL, [FV ¥ b
(Count) JZ 1IZLEF, [k~ (Next) 1227V v 27 LET,
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. OpenStack Ul % {# F L 7= OpenStack ~@ Crosswork Data Gateway D > X k—JL

2 T P UM |

GE) KBUE /2 > AT L ClE, #25LD Cisco Crosswork Data Gateway VM %532 w[ReME03 & 0 &
9, L7228-> T, Cisco Crosswork Data Gateway DA HIZ—HE CTH Y . FFED VM % fif BLIZ7H%
BITEBELIHERTAMLENH Y 9, VM D config.txt 7 7 1 /LD Hostname /N T XA — X
THELZ DO LR LARTIEZANTHZ L2/ L 7,

B20:[4 RS 2 ADFE) (Launch Instance) 1™ 4 > K™

Launch Instance

Source

Flavor *
Networks *
Network Ports
Security Groups
Key Pair
Configuration
Server Groups
Scheduler Hints

Metadata

X Cancel

Please provide the initial hostname for the instance, the availability zone where it will be deployed, and the instance
count. Increase the Count to create multiple instances with the same settings.

Project Name

admin

Instance Name *

test_instance

Description

Availability Zone

nova

*
Count

1

Total Instances
(100 Max)

I
3%

M 2 Current Usage
1 Added
97 Remaining

< Back Next »

RATYF12 [V—A (Source) | ¥ 7 TIXKDOEIEEITVET,

1. [7— hY—ADER (Select Boot Source) |: K v 7FH 7 U A RNE [ A— (Image) | % i

WLES,

2. HLWARY 22— LD/ (Create New Volume) ]: [V 2 (No) ] ZIEIRL £,

3. OpenStack IR CHEHFIREZ2 T XTOA A—I0%, [EHATEE (Available) | <A > D FIZ—EER RS

)

hi‘j‘o

27Uy 7 LT, AA=VERBRLEY, THIZKDAA=UN [FID Y THAR

(Allocated) ]XA SNZBENIL, A A—VEBIRLT-Z LRI NET,

4. [k~ (Next) 1227 Vw27 LET,
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OpenStack Ul % {# F L 7= OpenStack ~@ Crosswork Data Gateway D > X b—/L .

21:[4 VR B U AD#2E (Launch Instance) ]9 4 > Kty -[V—R (Source) ]% 7

Launch Instance

Instance source is the template used to create an instance. You can use an image, a snapshot of an instance (image
snapshot), a volume or a volume snapshot (if enabled). You can also choose to use persistent storage by creating a

new volume.
Source
Select Boot Source Create New Volume

Details

Flavor * Image ~ Yes | No
Networks *
Allocated
Network Ports Displaying 1 item
Security Groups Name Updated Size Format Visibility
> cdg-cloud-bios-6 7122122 5:03 AM 1.41 GB Qcowz Public +

Key Pair

Configuration Displaying 1 item

Server Groups v Available Select one
Scheduler Hints Q, | Click here for filters or full text search. x
Metadata Displaying 1 item
Name Updated Size Format Visibility
> cdg-cloud-uefi-8 7/22/22 5:14 AM 1.41 GB Qcowz2 Public +

Displaying 1 item

% Cancel < Back Next > |

ATy 13 [EHAEE (Available) ] XA > D [7 L—,3— (Flavor) ] # 7 C . VM IZEIRT 57 L — =22 T

)

27U w7 L, EHAEE (Available) ] SA 226 [FID Y TH A (Allocated) | A B E)L £
I [k~ (Next) 127U v 7 LEJ,
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. OpenStack Ul % {# F L 7= OpenStack ~@ Crosswork Data Gateway D > X k—JL

22:[4 YRR U RAD#2E (Launch Instance) ]9 4 > K9 -[7 L—/\— (Flavor) ]2 7

Launch Instance

Detail Flavors manage the sizing for the compute, memory and storage capacity of the instance
etails
Allocated
Source Name VCPUS RAM Total Disk Root Disk Ephemeral Disk Public
Networks *
w Available Select one
Network Ports
Q | Click here for filters or full text search. x
Security Groups . . R )
Name VCPUS RAM Total Disk Root Disk Ephemeral Disk Public
Key Pair
Configuration
Server Groups
Scheduler Hints
Metadata
® Cancel < Back Next » ‘

ATV T VMIZxy U —27 2504 TEF, BT 5 vNIC UG U T, [ ATRE (Available) ] 31 > D

)

X RT—=I7 DU A NBE LY NU—I T 7V w7 LT, VMIZIRK3IDDORy NU—7 %i&
WLET, LD, BRIy FU—Z 08 [E0 Y THEH (Allocated) ]34 IZBEIL £, [k
~ (Next) 127V w7 LET,

BE Ky NV 2R DIUFERE T, NIC % 3 SRMT 250, RANCER LK v b
T—270WICO A Z—T A A2, 2FENPINICI A F—T = A AT, 3FHB N vNIC2
AV B =T =g ATHY HTHRET,
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OpenStack Ul % {# F L 7= OpenStack ~@ Crosswork Data Gateway D > X b—/L .

23:[4 Y RBA VU ADFEE) (Launch Instance) ]9« > Ky -[7v kT—7% (Networks) ]% 7

S

Launch Instance

Details *

Source

Flavor *

Networks

Network Ports

Security Groups

Key Pair

Configuration

Server Groups

Scheduler Hints

Metadata

% Cancel

Networks provide the communication channels for instances in the cloud.

v Allocated
Network
1 > network1

%2 > network3

23 > network2

w Available

Q

Network

> network2-nodhcp

> network3-nodhcp

> network1-nodhcp

Subnets Associated

subnet1

subnet3

subnet2

Subnets Associated

subnet2-nodhcp

subnet3-nodhcp

subnet1-nodhcp

Shared

No

No

Shared

No

No

No

Select networks from those listed below.

Admin State

Up

Up

Up

Admin State

Up

Up

Up

< Back Next >

o

Status

Active +
Active +
Active ¥

Select at least one network

x
Status

Active +
Active +
Active +

AFvT15 KR—bZ2 VMIZEID Y TE9,

[ AIHE (Available) XA NNIRRSNTWVDHR—FD U R R,

DY TH A (Allocated) | <A ZBE) L £7,

)

7Yy LTR—= & [#
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. OpenStack Ul % {# F L 7= OpenStack ~@ Crosswork Data Gateway D > X k—JL

AT 16

24:[4 VR B U RADF2E (Launch Instance) ]9 4 > K -[%y k7—%7FR—t (Network Ports) ]2 7

Launch Instance

Details
Source
Flavor
Networks

Network Ports

Security Groups

Key Pair

Configuration

Server Groups

Scheduler Hints

Metadata

% Cancel

Ports provide extra communication channels to your instances. You can select ports instead of networks or a mix of

both.

w Allocated

Name

$1 > north-port2

v Available

Q

Name P

> south-port2

> mgmt-port2

on subnet subnet2-nodhcp

on subnet subnet3-nodhcp

on subnet subnet1-nodhcp

Select ports from those listed below.

Admin State Status
Up Down +
Select one
Admin State Status
Up Down +*
Up Down +*

< Back

Next > & Launch Instance

[Next] 27 U v 7 LET,

VMIZIEAT 28X 7 40 7 0—7% [ ATHE (Available) ]-31 >0 [EIV Y4 T A (Allocated) ]

RAVBELT, EFXa YT N—T2 VMIZEID B TET,

WO TIE, 220F=2 U7 4 70— (default & cdg) 73 VM IZiEH S CnET,
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OpenStack Ul % {# F L 7= OpenStack ~@ Crosswork Data Gateway D > X b—/L .

25:[4 Y RA VADFEE) (Launch Instance) ]9« > Ky -[£¥21) T 4 JIL—TF (Security Groups) ]% 7

Launch Instance

Select the security groups to launch the instance in.

Details *
w Allocated
Source Name Description
Flavor * .
v default Default security group v
Networks *
Direction Ether Type Protocol Min Port Max Port Remote
Network Ports egress IPv4 0.0.0.0/0
ingress IPv4
Security Groups 9
ingress IPv6
Key Pair egress IPV6 /0
Configuration
v cd Security group for CDG deployment on openstack
Server Groups 9 unity group ploy P v
Scheduler Hints Direction Ether Type Protocol Min Port Max Port Remote
egress IPv6 - - - /0
Metadata
egress IPv4 0.0.0.0/0
v Available Select one or more
Q x
Name Description
> open open +»
X Cancel < Back Next >

[k~ (Next) 1227 U v 7 LET,

AT T [F—T (KeyPair) | #¥7 T, IR~ (Next) 1227V v7 LET,
ATw 18 [%E (Configuration) ] ¥ 7 CIXRDBIEEZITVET,

o [7 7 A /VDIEIR (Choose File) [ %7 U w7 LT, VM HIZET L THRIF L7Z config.txt 7 7 A /L
FIRLCT v 7ua—RKLET,

[ K74 7 (Configuration Drive) | F = v 7Ry 7 A% AN LET,
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. OpenStack Ul % {# F L 7= OpenStack ~@ Crosswork Data Gateway D > X k—JL

26:[4 V> RB U RADF2E (Launch Instance) ]9 1 > K -[{&mk (Configuration) ]3 7

Launch Instance

Details

Source

Flavor

Networks

Network Ports

Security Groups

Key Pair

Server Groups

Scheduler Hints

Metadata

% Cancel

ATv 719

You can customize your instance after it has launched using the options available here. "Customization Script” is

analogous to "User Data” in other systems

Load Customization Script from a file

[ Choose File | No file chosen

Customization Script (Modified)

ControllerlP=10.10.10.201
ControllerPort=30607

Disk Partition

Automatic

@ Configuration Drive

<Back

[ A% ADELH) (Launch Instance) | %7V v 7 LET,
OpenStack TVM DA > A h— VBB SNE T,

Content size: 1.48 KB of 16.00 KB

Next > & Launch Instance

ATy 720 FIEINSFIE20 4V L T, §3TCTOD Crosswork Data Gateway VM % 1 A h—/L L £ 7,

Crosswork Data Gateway VM MIEEIZA VR b—ILEhf=C L ZHELEFT,

1. OpenStack ® Ul C[2 > E=—7 17 (Compute) ]>[A > AKX A (Instances) ]2

#}LET,

2. AV AM=NEBBLOA A b—/LHD Crosswork Data Gateway VM D U A 73 Z Z (2

KRSNET,

X 27:[1 AR >R (Instances) ]9 4« > F™7 -[CDGVMA > R b— )LD A T—7A R (Status of CDG VM Installation) ]

Compute

Project / Compute / Instances

Instances

Displaying 2 items.

O Instance Name Image Name 1P Address

O cdg-bios-dhp edg-cloud-bios-

z
L

Not available

Key Pair

Instance ID =~ Filter | € Launch Instance C More Actions ~

—
status Availability Zone Task Power State Age Actions
Build No State 0 minutes Associate Floating IP
Spawning
—
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Amazon EC2 (Z Crosswork Data Gateway %1 ~ X b—JLF % .

A > A b —/LH D Crosswork Data Gateway VM @ [AT — & A (Status) ] {L[E/L N
(Build) 1. [# A7 (Task) ]1%[ZE% (Spawning) ]. [EIRLDIREE (Power State) ] 1% [k
Re72 L (NoState) 112729 £7°,

VM BIEFIZA VA M= &b &, [AT7T—HF A (Status) 11X [7 7T 47 (Active) ]IZ
EbOET, £/, [¥ A7 (Task) J1L[7e L (None) ]. [FEIRIKAE (Power State) ]I [
@+ (Running) 112720 £7,

R 28:[1 > RXB R (Instances) ]77 4 > F77-[CDGVMA > R k— LD R T—H X (Status of CDG VM Installation) ]

Project / Compute / Instances

Instances

Displaying 2 tems
O Instance Name Image Name. 1P Address Flavor Key Pair Status Availability Zone Task Power State Age Actions
network2

O cdgbios-chep cdg-cloud-bios:6 network3 cdg-cloud - Active nova None  Running 0 minutes Groate Snapshot
network1

[AT—% A (Status) |23 [T 7T 47 (Active) IZED-T=6H, K10 RS ET,

Crosswork Data Gateway ® VM 4% 27 Vw7 LET, VM 2V —L~D U 7 PR &
D

dg-admin = —H#—F 72 1% dg-oper =—H— (FV Y ToHN/er— IS LCT) OT AT

FEL VM D contig.txt 7 7 A MIAN LIERIRT 232V = R LTr 74/ LE
T, EWIZue 7 A 95 E, Crosswork Data Gateway DA X T 77 4 7 2 Y — )L
IRSINVET,

RDBERY

Beko Sy r— VB AERB IR 7 AR — K LT, Crosswork Cloud |Z Crosswork Data Gateway %
BikLET, By r—Y0x 7 AFR—K (109 X—) ZZBLTIZI,

Amazon EC2 [Z Crosswork Data Gateway = > X k— /L9

%

WOWT D FHHET Amazon EC2 (2 Crosswork Data Gateway % > A h— /L CTX E7,

* CloudFormation (CF) 7 > 7L — K %Zf#i ] L 7= Crosswork Data Gateway ® - A h—/L
(92 =)

» Amazon EC2 |Z Crosswork Data Gateway % F#E) TA > A h—/L35 (99 ~X—)
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2 T P UM |
. CloudFormation (CF) 7> 7L — k%% [ L 7= Crosswork Data Gateway D > X k—JL

CloudFormation (CF) 7> 7L — k% {#F L 1= Crosswork Data Gateway
DA 2VA =)L

«CF 7 7' L— bEg ORI (92 ~—)

e 1 —LERY —DER (93 X—)

* Crosswork Data Gateway % > A h—/L 572D CF 77 L— hDO/RT XA —% (94
~N—=Y)

cCF 77 L — FORMHOEHE (97 X—)

CF7>7JL— FEZROHEH

ZOw® 7 v aTlE, Crosswork Data Gateway 7 > 7" L — Ml 2 i L CTHGET 2 FIEIZ S
WTHBALET,

)

B ORI TERENTOWAETZ7ANEGITIT U TINALTHY, VY —2AX—=T g VOFEBED
Ty ANG EITRRDGERHY T,

ATY 1 77T L— Xy r— (ow-na-platform-cft-5.0.0-signed.tar.gz) =% 7> u— KL ET,
ART9T2 ROa~<wy REFHLT, Ry br—U %ML ET,

tar -xzvf cw-na-platform-cft-5.0.0-signed.tar.gz

WRolr—CONBENF LT 4 L7 FUIREEINET, Z0OHFLWT 4 L7 MU IZE, CET> 7 L—h
Wi L. BEORGECNER T 7 A VNG ENTHET,

RITHI 2R L ET,

tar -xzvf cw-na-platform-cft-5.0.0-signed.tar.gz
CFT-5.0.0 release500 2.tar.gz

CFT-5.0.0 release500 2.tar.gz.signature

README

CW-CCO RELEASE.cer

cisco x509 verify release.py3

cisco x509 verify release.py

XXX X X X

ATv T3 README 7 7 A /MICAZMEL T, Ny F7r—YORNE., BIOROFIEIC L 28GF FiEa R L £,
ATy T4 BIOFIETERLEZT L7 PVICBEIL, kOa~ FEHFHLTA VA =T A=V DL R
L/i‘j‘o

GE) python --version PHEHLT, oD Python N—T g VMR LET,

Python 2.x ZfifH L TWAEAIX, kDa~>r FEHEHLCTZ 7 A VERGEL T,

python cisco x509 verify release.py -e <.cer file> -i <.tar.gz file> -s <.tar.gz.signature file>
-v dgst -shab1l2

Python 3.x #fEH L CWAELAIE, kOa~ >y REFEHLTT7 7 AV ERGEL 7,
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n—netyv—oiR ]

python cisco x509 verify release.py3 -e <.cer file> -i <.tar.gz file> -s <.tar.gz.signature file>
-v dgst -shabl2

RITHI 2R L ET,

python cisco x509 verify release.py3 -e CW-CCO_RELEASE.cer -i CFT-5.0.0_ released450 2.tar.gz -s
CFT-5.0.0_release450 2.tar.gz.signature -v dgst -shab512

Retrieving CA certificate from http://www.cisco.com/security/pki/certs/crcam2.cer ...
Successfully retrieved and verified crcam2.cer.

Retrieving SubCA certificate from http://www.cisco.com/security/pki/certs/innerspace.cer ...
Successfully retrieved and verified innerspace.cer.

Successfully verified root, subca and end-entity certificate chain.

Successfully fetched a public key from CW-CCO RELEASE.cer.

Successfully verified the signature of CFT-5.0.0_ released450 2.tar.gz using CW-CCO_RELEASE.cer

Ny =V ONERH S, EFICHRIESET,
ATv 75 7 4127 kU Cinstall-cne-templates 7 7 A /L& RoF, Z® [# (Description) &7 3 2 IZR#i & T
WDFRRICIEWE T,

T4V NINDCFT 7L —baehAZX~A XL T, Amazon {Z Cisco Crosswork %A > A h—/L L&
7,

A—JLERY) O—DHER

ZOk® 7T a o TlE, Amazon IZCF T 7 L— N2 RET S & B — L ERY —
OMERIZOWTHHALEd, 2 — L ZERB X OEE T 5 72V TiE, Amazon D R =
AU REZBLTLEIN,

= 8:Amazon EC2DO—)L&, O—JLIZEIY K TOhFE=7H 3y

&3 7HTay

EC2 DescribelnternetGateways, DescribeNetworkInterfaces,
Describelmages, DeleteLaunchTemplate, DescribeSubnets,
DescribeAccountAttributes, DescribeSecurityGroups, RunlInstances,
DescribeVpces. Describelnstances, CreateNetworklInterface,
CreateTags, DescribeKeyPairs, CreateLaunchTemplate,
DeleteNetworkInterface, Terminatelnstances,

ELB DescribeLoadBalancers, CreateLoadBalancer,
ModifyLoadBalancerAttributes, AddTags. DeleteLoadBalancer,

ELB v2 DescribeLoadBalancers, CreateLoadBalancer, AddTags.
DeleteLoadBalancer, CreateTargetGroup, CreateListener,
DeleteListener, DescribeTargetGroups,
ModifyLoadBalancerAttributes, DescribeListeners, RegisterTargets,
DeleteTargetGroup, ModifyTargetGroupAttributes,
DescribeTargetHealth,

IAM CreateNodegroup, DescribeNodegroup, DeleteNodegroup,
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. Crosswork Data Gateway 4 Y X k— LG B1=ODCF T TL—bD/IRFA—4

Crosswork Data Gateway 1 X k—ILF 5= DCF T TL—rDINFTA—4

Z D7 v a Tt Crosswork Data Gateway 2> ha—/L 7 L—> J— R, 77—/ B&
OEDOMOEER 2T FHERT D & EITHBERNT A—=ZIZHONTHALET, EC2
Crosswork Data Gateway NLB A ¥ v 7 DIERIC ML E R RT A =X 1 H D 7,

K 9: Crosswork Data Gateway BB/ 5 A —4

INSA—4A Description

VpcId BMEFOEETZ 4= 2Z 7 F (VPC) ®VPCID, =& %
12, vpc-0f83aac74690101a3 T9,

SecGroup ALy JICHEAT HHENS D FANAER SN Ex =2 U T o
TN—"7, T=& zIE, sg-096ffabc355af16a0 T3, 7 — 71,
Crosswork, NSO, Crosswork Data Gateway, 33 TN IOS-XR 7%
AT 5T X TOR—= ~DANT 7 B AZFFATHLENH

nET
CDGSSHPassword Crosswork Data Gateway / — N TiX/ET % SSH /XA U — |,
CDGOperPassword Dg-Oper == — % — T Crosswork Data Gateway (Z3% &3 % /3 A
U — K,
CDGAmiTId Crosswork Data Gateway AMI ID,
InstanceType J=FA L ARZ L ADECLA VAR AZA T,

F 7 )V MEIE ns. 2xlarge <9,
ZAVTMBRT A —HTT,

CNCControllerIP Crosswork Data Gateway = > f 2 —ZF DR A R T KL A&,

CHUTRIANT A —HZ TT,

CNCControllerPassword Crosswork F721ZCNC =2 b —J 27 7 B AT H7=OI2#H
S5 ew-admin T —HF—D /XA T — ],

InterfaceDeploymentMode Crosswork Data Gateway D JEBHE—
WROF T arndb Ed,
1T RTOA L H—T oA AEEMLET,
2 EBHRBLOT A A X —T oA AEBBELET,

e EEL T4 BXOWHIEA A —T oA AEERL
\i—ﬁqo
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Crosswork Data Gateway 21 >R h—ILF BODCF T TL—FDINTA—4 .

INSA—4 Description
CDGInterface0OIPAddress YTy FOZ7YU—IPT FL A, 0000 IZHETH L.

RUZARABICED B TOENET,
ZHITHIANT A—=F T,

CDGInterfaceOSubnetId

Crosswork Data Gateway VM DRI DA o H—T = A AY T R v
Mo

CDGInterfaceOGateway

BIRLEY TRy NOT 74V NF— b o =A, @, V7
X hORPIOT KL ATY,

CDGInterfaceOSubnetNetmask

Ky MiE 10 EBEEXORIDOA L H—T =24 A HFTH v b
Fy b2 7, =& Z20E, 2552552550 LHEELET,

CHUTRZA N T A —HZ TY,

CDGInterfacelIPAddress

m@@%7z/k®7)—m7buz 0.0.00IZRRTETD &,

IP7 RLUANEIMIZE Y Y CHNLET,
TN T A—=Z2 T,

CDGInterfacelSubnetId

Crosswork Data Gateway D 2 HZH DA VX —T = A AH T R v
ko %*:f;kfy kfi\ CDGInterfaceOSubnetId &[ﬂl:quﬁﬂt);*‘
NCHDHVERH D FT,

CDGInterfacelGateway

‘Rbkﬁfﬁ/bhmzﬁaw4y5 T2 A ADT T IV
NF—=RU =g, BE. VT Xy ROEYIOT FLATT,

CHUTRZA N T A —HZ TY,

CDGInterfacelSubnetNetmask

Ky MIE 10 ESEXRO 2 FEHOAS v F—T =AM A TRy
kNt b~AZ, =& 2%, 2552552550 LHEELET, T =
TNA LB =Tz AET— RFPMEHINLTWRWEESE, 20
PRI A—=HFEH S NET,

CHITMIENT A—=FTT,

CDGInterface2IPAddress

2%@@%7$/kﬁm7)~m7bux 0.0.0.0 IZFRET D
EVIPT RLARHEIMICEID Y ToNET,

SHIRIART A =2 TY,

CDGInterface2SubnetId

Crosswork Data Gateway VM D 3 HH DA ' X —7 = A A% T
F v by TR M. cpGInterface0subnetid & [ U A M
WZHDHMENH Y £7,

CDGInterface2Gateway

BIRLT-V 7Ry FL@%&EO)% VE—T 2 ADTF T IV
NF—h o=A, @F, T7xy NOEHIOT RLATT,

CHITMIENT A—=FTT,
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. Crosswork Data Gateway 4 Y X k— LG B1=ODCF T TL—bD/IRFA—4

INTGA—4H

Description

CDGInterface2SubnetNetmask

Ry MEE 10 EEERADIFEBDOAN X —T 2 A TRy
F %y h~AZ, 72L& Z2IE, 2552552550 LFEEL £, RV
TN A B —TzA A FT—RRPEHINLTW WSS, 20
RIA—=HFWEENET,

CHUTHZHANT A—=HF T,

CNCControllerIP

Crosswork Data Gateway 2= > h 2 —T7 DHRA R T RL A,

HANetworkMode

Crosswork Data Gateway @ HA E— I,
T =T ROF T a ATRDO EBY TT,

12 ZDF TSV avid, HA =V E2ERTH 00D P 7
RLUAZRET D EZIHEHLET,

13 ZDA SV a i, HAT—VOIER E~ VT H T Ry
NEBRDT7-® D FQDN Zf8ET 5 & EITEH L £7,

DataDiskSize

Crosswork 77— 4% 7 4 A7 O A X, g/ A X320 T, 7
7 4V YA X1E 50 T,

ZHUTHZHANT A= T,

CDGProfile

Crosswork Data Gateway D EBI 7' 1 7 7 1 /L,

® Standard

* Extended

SHRART A =2 TT,

CdgInstanceHostname

Crosswork Data Gateway { » A % > 2% (CDG-01 72 &)

5= 10: Crosswork Data Gateway # & U Network Load Balancer (NLB) A% 49185 *—4

INSA—4H Description

vpcId U—J—A L AZ 2 AD VPCID,
ZHUTHZHNT A—=F T,

SubnetIdl YT Ry k1 OFRLID,
ZHUIH AN T A—=H T,

SubnetId2 BTy k2 OEFRID,
ZHUTHH T A—HTT,
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INSA—4 Description

DomainName }\7( /f :/%0
TN T A—ZTT,

HostedZoneId RAT v R —2 1D,

ZHITMHENT A—F T,

CdgPoolHostname Route53 L 2 — KDL,

ZHUTHZHNT A—=F T,

CdgTargetIP1 B ) —ROIPT RL A1,
CdgTargetIP2 B ) —ROIPT RV A2,
LBIPaddressl 7 Xy b EOFEAIOLBIP T R LA,

ZHITMHANT A—=F TY,

LBIPaddress?2 V7% N EO2FZHDOLBIP T KL A,
ZHUIWMENT A—HZ TT,

CFTrJL—rDERDERE

LTFDE®Z > a2 TiE, AmazonEQQIZCF T L— MEREB L, FDOA A M—)L &R
T 5 FEICHOWVTHIALET,

cCFT 7L — FDRERE (97 ~—)

e A VA R—IDE=H— (99 X—)

CFTrr7L— DR
T AL N — R %A H L C Amazon EC2 |Z Crosswork Data Gateway % A > A h— /L C& £,
R LToN T A—=Z IS LT, WA A TN E R a R —R 2 bbb A VA =L INET,
1R BRI
* Amazon EC2 {Z Crosswork Data Gateway % A > A b —/L 9 % 72O HLE 4172 Amazon EC2

BN~

RE (9 N—) ZGZ LTS Z EE2MERL T IZEN,

*S3I NNy hEEITe— I~ RFEZ LTV D CloudFormation 7 & 7' L— I T 7
TARATEDLZ L HMERLET, 77— M2 Amazon S3 IZHLHHEANE. 7oL — |
Z77ANVDOURLZabt—Li=FFIZLTBEET,

ZFYT1 AWS THY L MerZ A4 L. S3 -7y MNeBBILET, CFFr 7L — hiin—BL a3y Ea—HI2h
AR, TS L — AT vy S u— R TEET,
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B o7 romrm

ATy T2

ATvT3

ATvT4

ATy T5
ATv7T6

ATy 17

AWS CloudFormation =2 > Y/ —/LC, [A¥ > 7 (Stacks) |"_—IZBEIL, [A¥ v 7 OFERK (Createstack) ]
STl Y — 2 & (FE%E)  (Withnew resources (standard)) ] Z &I L £ 9, [A ¥ v 7 OERK (Create
stack) ] X— V0B E F9,
ROFEMEANTILET,
1. [RHESM-7 7 L — FOUEfE (Prerequisite - Prepare template) ] T, [7 > 7 L — M52 T (Template
isteady) ] Zi®IR L £,
2. [T 7 L— hDOIRE (Specify template) 1>[7 > 7 L— k V—A (Template source) ] T, KD\ T4
MOFT v a v aRIRLET,
*CF7 7L —FRRESNTND S337 v b &Y YAML £721ZJSON 7 7 A /L®D URL 3% %

A1, [Amazon S3 URL] 34K L £9°, [Amazon S3 URL] 7 4 —/L KIZ URL Z A L. [k~
(Next) 1227V v LET,

cCF7 U7 L—rpu—narta—Z IR EFESNTHLDHEIE. [T L— 774 LDT
71— K (Upload a template file) ] ZER L, [7 7 A /L D& (Choose File) 1 %27 U v 27 LT,
Ty —RTE57 7 ANVERIRLET, 707 — 1 28ERTHE, Amazonll k> T7 7 AL
DT w7 a— RI{L, SSURL BWERINFET, Next] #7 U v 7 LET,

GE) (A7 ar) [THAFTHER (ViewinDesigner) |27 YV v 7 LT, CET V7L — FDFELT
T —ZHRERICRRLET,

(A% w7 ORI ZFEE (Specify stack details) | ~<—3 T, A& v 74 &7 A—FZEICEET HEEZ AT)

LET, [Next] 27 VU v 7 LET,

GE) DU 4V RUIZRREINDNT A= T 4=V FAIE, CFT V7 L— DRI A—=Z|ZE o
TERINET,

R LT3 T A —ZEE R L £,
[H§ARE (Capabilities) ] T. ROBEICHHF = v /Ry 7 A A I LET,
« AWS CloudFormation 737 A % L DOA R A FFOIAM U Y — A 2B+ 5 Z L 238 5,  (Iacknowledge

that AWS CloudFormation might create IAM resources with custom names.)

« AWS CloudFormation 23R DFEREZ MEL L T 5 A[REMEDR D 2 & 380
CAPABILITY_AUTO_EXPAND, (I acknowledge that AWS CloudFormatlon might require the following
capability: CAPABILITY AUTO_EXPAND.)

[#E (Submit) | 2#27 Vv 7 LET,

RDBERY

7T A DOIERIZ DML, BB 7 7 A NVOY A X N— R =T O/NRT p—< A
B Lo CTRARZZEDRHD ET, £ VA M—=IVDARAT—H RAEFERT B IFEICONTIE,
A UVAR=LDE=F— (99 X—) ZHBLTLIIFTE N,
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AR —LDEZS— .

AVA=ILDEZSZ—

DRI arTIE, BENRZ IR LTRT LENE I DEHRT D HIECOW T LE
bé‘o

AT w71 CloudFormation =t > — /L DD [A X w7 (Stacks) 1A b, BEALIZAHX v 7 B&IRLET,

RTYT2 A7 OFMPAMICRRENET, ZOVA Y FUDKEZ T2 ) v 7 LT, A v 7 OFMEFoR
LET, A¥ v 7 ODERBEITHOEE, [1 X b (Bvents) | ¥ T DAHK v 7 DAT —H AL
CREATE_IN_PROGRESS T,

ATYT3I Ay MMERENTEH, ROTFIEEZFITLET,

« AH I DAT —H AN CREATE_COMPLETE (DY | [FHERID (Logical ID) JIZA X v 7 A INEK A
SHET,

« [V Y—ZA (Resources) | Z 7IZi%, MELID # 5T, CF 77 L— hIMER LT=TRXTOY Y —RAD
FEHAR R SNET,

« (1) (Outputs) 1 Z 7IZiE, VM DA X —T = A AP 7 RLADFEMMBER RS NET,

Amazon EC2 |Z Crosswork Data Gateway # F&1 T4 > X b—ILT 5
WO TFNEAE FEIT LT, EC2 T Crosswork Data Gateway & A > A h—/L L E7,

\}

GE) ARG ADEBY =7 7 u =i, BIFRIESW TR T E DRIAVEBIA T Y g v
DHEBE SN TWET, ROTFJEIL, Crosswork Data Gateway VM % IEH 124 > A b —/LF
DI OITHERR S D MRS D MFREL R L TWET,

s ZOFIED AT v 7 TlE, 32DA ¥ —7 = A A% 7= Extended Crosswork Data Gateway
VM DA A b —=/LZDOW T L E7,

JR 8O HHIIZ

Crosswork Data Gateway VM & B4 2 AiIZ, IROFEHRPAABE SN TND Z L 2R L T2
S,

* Amazon EC2 % & (9 X—) IZHEINTWAEHZHIZ L TWNWD I 2R LET,
« T D Cisco Crosswork VM 2314 > A h— /L I TWET,
« £ A h—/L¢ % Crosswork Data Gateway VM A A% A D& RE L ET,

« Crosswork Data Gateway AMI A A — % AWS IZT 7 & A A[RERGATICIRAE L £ 77,
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. Amazon EC2 [Z Crosswork Data Gateway % FEITA VX k—ILT B

AT F1 Crosswork Data Gateway VM D1—H—TF—H2 Z#HLF T,

)

2 T P UM |

Crosswork Data Gateway VM D —H#—7F —Z Z¥EfiF L £, /XT A —F OFFEMIC-DOWTIE, Cisco
Crosswork 7 —%4 %7— k7 =1 (Cisco Crosswork Data Gateway) #HA/XT XA —% L F U4 (15—
V) EBRLTLLES N, 2EOEHI, VM Oa—F—F—2OHl% Z ZICHMAF L ET, HEHERN

T A= ZBRERMEIRENTVET,

AwsIamRole=changeme
ActiveVnics=3

AllowRFC8190=Yes

AuditdAddress=

AuditdPort=60
ControllerCertChainPwd=changeme
ControllerIP=
ControllerPort=30607

ControllerSignCertChain=cw-admin@<controller-IP>:/home/cw-admin/controller.pem

ControllerTlsCertChain=
Deployment=Crosswork On-Premise
Description=changeme
DGAppdataDisk=5
DGCertChain=
DGCertChainPwd=
DGCertKey=
DNS=changeme
DNSSEC=False
DNSTLS=False
Domain=changeme
EnrollmentPassphrase=
EnrollmentURI=
Hostname=changeme
Label=

LLMNR=False
mDNS-False
NTP=changeme
NTPAuth=False

NTPKey=

NTPKeyFile=
NTPKeyFilePwd=
Profile=Extended
ProxyBypass=
ProxyCertChain=
ProxyCertChainPwd=
ProxyPassphrase=
ProxyURL=
ProxyUsername=
SyslogAddress=
SyslogCertChain=
SyslogCertChainPwd=
SyslogPeerName=
SyslogPort=514
SyslogProtocol=UDP
SyslogTLS=False
UseRemoteAuditd=False
UseRemoteSyslog=False

VnicOIPv4Address=0.0.0.0 //IP address of management interface

VnicOIPv4Gateway=0.0.0.1
VnicOIPv4Method=None
VnicOIPv4Netmask=0.0.0.0
VnicOIPv4SkipGateway=False
VnicOIPv6Address=::0
VnicOIPvé6Gateway=::1
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b)

Amazon EC2 (Z Crosswork Data Gateway % FEICTA VX b—ILT 3 .

VnicOIPvéMethod=None
VnicOIPvéNetmask=64
Vnic0IPv6SkipGateway=False
VniclIPv4Address=0.0.0.0 //IP address of data interface
VniclIPv4Gateway=0.0.0.1
VniclIPv4Method=None
VniclIPv4Netmask=0.0.0.0
VniclIPv4SkipGateway=False
VniclIPv6Address=::0
VniclIPvé6Gateway=::1
VniclIPvéMethod=None
VniclIPvé6Netmask=64
VniclIPvé6SkipGateway=False
Vnic2IPv4Address=0.0.0.0 //leave unchanged to default value.
Vnic2IPv4Gateway=0.0.0.1
Vnic2IPv4Method=None
Vnic2IPv4Netmask=0.0.0.0
Vnic2IPv4SkipGateway=False
Vnic2IPv6Address=::0
Vnic2IPvé6Gateway=::1
Vnic2IPvéMethod=None
Vnic2IPvéNetmask=64
Vnic2IPvé6SkipGateway=False
dg-adminPassword=changeme
dg-operPassword=changeme

HIOFIEZBEY KL T, £ A M—LT5FED CrossworkDataVM = & |l —W—F — X Z{ERRK L £
KR

AT w72 Crosswork Data Gateway VM %4 X k—JILLZE T,

a)
b)

g)

AWS (Zr 7 A L, EQ2 P —ERZMRBLET, EC2 ¥ v ¥ aR— FPE £,

Xy vafh— RO A AZ L ADOEHE) (Launch Instance) | SA NZBEIL, [ A X U ADIEE)
(Launch Instance) ]>[A > A X ADELHE) (Launch Instance) ] DIEIZZ U v 27 LE7,

[f > A% ADfEHE) (Launch an Instance) ] 7V 4 > RUNRFRINE T,

[£ai& %27 (Nameand tags) ]2 2 a > T, Crosswork Data Gateway VM D4 BiZ AJJ L FET,
[TV —1arBLO0SA A— (Amazon~ > A A—7) (Application and OS Images (Amazon
MachineImage)) 1& 7 3 a2 > C, [ AMI (MyAMIs) ]>[HZ 23 (Ownedbyme) (DIEIZZ U »
7 L. [Amazon~¥ > A A—3 (AMI) (Amazon Machine Image (AMI)) ] 7 4 —/L K C Crosswork Data
Gateway AMI A A — U Z3iR L E T,

[ A% AH AT (Instance type) | &2 >3 T, B L TW5D Crossworkk 7 —% VM O~ 7 7
AMNZEASNT, ROA P AZ AL AT (EBBRE L 7 RRREOM ) 2R L ET,

» m5.4xlarge : E%E VM DA,

« m5.8xlarge : fLik VM DG4,
[F—XT7 (rF A1) (Keypair(login) [EZ > a T, Fay7ZZ oy JRMpL[F—XT4 (Key
pair name) ] Z IR L £ 7,

GE) Cisco Crosswork 1X, F—_X—Z2ADFFFE VR —FLTWEHA, ZHTAWS OEHTH
Y . Cisco Crosswork CIZfEH S FEH A,

[r> U =27 E (Network Settings) | &7 v a T, [fE ([Edit) |27V v 7 LET,
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. Amazon EC2 [Z Crosswork Data Gateway % FEITA VX k—ILT B

h)

1. RO7 44—V RiZfiEE AT LET,
« [VPC] : BREZICH# L 7= VPC Z3#IR L £,
e [7 %> K (Subnet) ]: EHA L F—T oA AZEIV Y THH TRy 2L ET,
X7V ZIPOHBNE Y 24T (Auto-assign public IP) ] : [#%) (Disabled) ] Z3&R L £,

(T AT VA= (BEFX=2VUT 4 7 N—7) (Firewall (security groups)) ]: VM Ot ¥ =2V
TATN—TER/ELET, BX2 VT 4 I N—T5AERT D0, T CIAER LB FEO &
X2 VT 4 I N—T A TEET,

FRLOFEMAE AT S & [EER Ry hT—23E (Advanced network configuration) ] O
W2, [Ry hT—2 A % —7xA A1 (Network Interfacel) |73 HEIRJIZ/ER SV E T,
2. [#8 (Description) 1. [7'7 A4~ VIP (PrimaryIP) ] (—H%#—F =X 5D VWNICOIP 7 KL R) |
[7 %> b (Subnet) ], [EFx =V T 4 7 /L—7 (Security groups) ] ZHEH L ET,

3[Ry NT—T A4 HF—T x4 ADBN (Addnetwork interface) |27 Vw7 L, VM D 2FEH DA
vH =Tz A X (WICLIZXHR) &3FHDOA U F—T A4 A (VWNIC2) DFAMZEML ET,

BE VM O 2—H—F =X |21, 7 — IV OIERF I Déf%hé@mnme%vx#
RNWZ LICEFERELTLEZN, *y T — ﬁ4/& Tz A APMER SN DT
TFVX%%D%Té:&@AMWEMMﬂQ3%5@4V&—7l41@wﬁ47
UW(Hmmmﬂ]74—wF(ﬁ%W)’ETFVX%Aﬁfé#\§E@iiK
THZENTEET (AWS N IP Z HEIRNIZEI D 4 TEF)

[A R L—U O (Configure Storage) 1 &2 v 2 > C, [F/ (Advanced) 127 VU v 27 L, [HTLWA
Ua—20iEN (Addnew volume) |27 U 27 LT, VM DOX—F 4 arZBMLET, HLIE
RENTZARY 2—LDRDT 41—V e HHFLET,

o [T /31 24 (Device name) ] : /device/sdb
s[4 X (GIB) (Size (GIB)) ]:20GB (f£%# CDG) F7-1%520GB (#£3k CDG)
o [RV 2—ALH A7 (Volume type) ]: gp2 E7=i% gp3 DEHZBEID L E T,

[FEHIE%E (Advanced Settings) |27 > 2 T, IRO7 4 —/V REFEHFLET,

s [IAMA VA X A7 v 7 7 A/ (IAM instance profile) | : = —%—7 —% THE L7 AWS IAM
a—/LEIEIRT 20, FrLne— a2 ERLET,

[ AHT—HIZT 7 AABE (Metadata accessible) ] : A%l
[ AHT—HD— g (Metadata version) ]: VI BIOV2 (h—27 vidA 7 v a )
[AXT—H VAR ADR v 7 HI[R (Metadata response hop limit) ] : 2

o [2—H%—F—% (Userdata) ]: FIE 1 CHfi L7z2—V—F —X %2 at—L T, ZZOY 1K
YRS AT ET, NT A —HF & base6d T a— NERTIHRETAHE13. Fov /Ry 7 X
AT LET,
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Crosswork Data Gateway % &9 5= D BEMERK .

GE) AP =T —=Z 2T D & EE, RHICEANRVE DL T EEN, £5L
kL EBENKIL £,

ATV T3 [ AX L ADiEHE) (LaunchInstance) %27 Y v 7 L %79, Amazon EC2 78 VM O A > A h— /L& Bth L
7

ATy T4 FE2HH45#VIKLT, OO VMEA A b= LET,

VM AEBEIZA VA R—ILEh=C L 2R LET

1. EQ2¥ v adRh—RT, EHOA=a— 5[ AHZ A (Instances) %27V 27 LT,
B SN VMZFR LET, ARl B, £33 720 L TVM 2R TE £7,

VM 3B S D £ THI 20 DRI H £ 7,

2. VMMAEFIZEEISND &, [ vV AF 2 ADIREE (Instance State) 1L [EITH (Running) ]
27220 £,

3. VMDBIEEFIZA VA M=V SN/ & Z2MERT 2I2IE, VM 28R L T [#F¢ (Connect) ]
(LK) 2270 v7 LET,

4, FTREIND [ AKX AIZHEHE (Connecttoinstance) |7 4 > R T, [EC2v Y 7/
h e —/ (EC2SerialControl) ¥ 7 %27 U w7 L, [##i (Connect) |27 Vv 7 LET,

5, 2—H—F—H TR LI XAV —RFEHEAL T, dg-admin F 721X dg-oper a—H—L L
TVMIiZe 74 LET,

BTA AT D E VM OXFER Y — VR RSN ET,

Crosswork Data Gateway = BB 515D BEFFERKL

HEMERFIEIL, REL TR T A= 2R L, X"—=ZAVMZ A A b—LF 5720
DWMIAINT A —F 2 HEIWIZER LE T, W/ 3T A —%1d, Dynamic Host Configuration Protocol
(DHCP) 7L —ALU—7 Z AL CEIET, Day 0 #RK Tidk, BEMER A 7 =X L1344
HANRT A= DIHET 74/ METEHELET,

X2 VT 4R TS 572012, BEMERTIZT 740 FOARAT — RRREES L E
T, OB 7 A R, dg-admin 3 & WNdg-oper 2—V—{IT7 7 4V b DRAT— K& U &
FEOMERHDET, T7AHNVNONRAT—=RRRERINDLET, 7—F F—bU=A A
VAL AFIEY —E AR L E A

HEWER 7 a2, B—ONICEMZY R —FLET, BRI, ethOiFTEHE R v hU—7 HIZ
S TWET, ethOf > ¥ —7 = A AlX, DHCPA > # T 7 v a Il S Ed, DHCP
P21, BEMERTIC T e ARERT LT 740 MEREERTWET, £ X T
T4 T arI—=nNVEFEHLT, 7740V MEEZERELIIAER CEET, ar Y — Lo
FIZONWTIE, BIIEO VAT AFREDEEL (120 X—) 2L TIEEN,
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12 =524 |
. Crosswork Data Gateway % B9 55D BEIERK

| o

BEE  HEMSAUKEEIX. OpenStack 35 £ U Amazon EC2 "C® Crosswork Data Gateway O [ % 78—
FLET,

BEEREICERAIND/NTA—4

BEMER T —T 4 VT (1L, RONRTFGA—2%T 74V METHRLET, ZhHD/RT 2 —
Z DFEMNZDUNTIE, Cisco Crosswork 7 — 4 77— k7 = 1 (Cisco Crosswork Data Gateway) &
ARG A= LT U4 (153=V) 22 LTSN,

5 11: Cisco Crosswork Data Gateway W BREI/ NS5 A — 4

&R AR T4 ME
AllowRFC8190 A11owRFC8190 77 4 v MEIX [Yes] T1,
BEAS - — N — R AuditdPort 774N hAR— ML e0 TY,

(Auditd Server Port)
JEL B Deployment 7 7 % /v MEIX crosswork cloud T
Crosswork = > b & — |ControllerPort F 74k B— bt aa3 T,
FH— k
i Description 77 % /v MEIE cp6 auto configure T,
dg-admin /XA 7 L— X | dg-adminPassword T 7 4V KD/ A T — KL changeme T,

7 7 4V ME% dg-admin = — % — HIZ@&R L
oAU —=RTUEy hLET,
NRAT—=RE8— 64 LFTHLINENRDH Y F
ﬁ—o

dg-oper /XA 7 L — X | dg-operPassword T 7 4 )V ED/RAT — R changeme TY,

7 7 4 /v ME% dg-oper - —H — IR L 7=
NRAT—RTUE®y hLET,

INRAT—KRL8— 64 LFTHOHMLENDY F

R
F— B 5 ¢ A4 A X | DGAppdatabisk ZDNRTA—=ZDT 7 /v MhlLs TT,
(Data Disk Size)
DNS 7 KL -2 (DNS |DNs ZDNRTA—=BDT 7 4V MEIZLLTIZAR Y £
Address) R

208.67.222.222

208.67.220.220
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Crosswork Data Gateway % &9 5= D BEMERK .

&HI INT A—A T+ ME
DNS Z & = U 7 ¢ i | DNSSEC ZDORTGA—=EDT T 4 )b ML ralse TT,
IEH%EE (DNS Security
Extensions)
DNS over TLS DNSTLS TDONRTGA—=EDTFT T ) MhalLralse TY,
DNS 7@5’2 RAA Domain ZDINT A—H @5‘:\71‘/1/ ]\{ﬁﬂjﬁ localdomain
(DNS Search <7,
Domain)
Crosswork Data HANetworkMode TDONRTA—EZDOFT T )V MEIL L2 TT,
Gateway @ HA E— F
AABRNR—A Hostname ZDONRTA—=H DT 7 )V Mil dg-<etho
address> T'ﬁ_o
Z D <eth0-address> IZVNICO DT KL AT,
Yo/ a—7j) </ |LLMNR ZDINTG A —=H DT 7 F )b MElL False TY,
F X v A A HIfRR
(Link-Local Multicast
Name Resolution)
~/VF X ¥ A~ DNS |mDNS ZDNRTGA—=H DT 7 F )V MElL False TY,
(Multicast DNS)
NicAdministration NicAdministration TDOIRTFGRA—EZDT 7 F )L MAEIL etho TT,
NicControl NicControl ZDRTGRA—=EZDTFT 7 )V MAIL eth1 TI,
NicDefaultGateway NicDefaultGateway TDOIRTGA—EZDT 7 F )L MAEIL etho TT,
NicExternalLogging NicExternalLogging |Z D/ XF A —Z DT 7 # /)L ML etho TT,
NicManagement NicManagement ZDONRTA—=H DT 7 )V MEIE etho TY,
NicNBExternalData NicNBExternalData ZDONRTA—=HEDFT T )b Ml eth1 TT,
NicNBSystemData NicNBSystemData TDONRFGRA—EZDT 7 F )L ML eth1 TT,
NicSBData NicSBData TDONRTA—EDFT 7 /)L MAEIX, 1 2® NIC

R DA 1T eth0, 2> NIC D4 1% ethl 72
EBBIIT VT 4 T A A —T = A
XTTO
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. Crosswork Data Gateway % B9 55D BEIERK

2 T P UM |

£l INT A=A T4 ME
NTPv4H—3 NTP ZDONRTA=EDOT T x )b MEIZLLFICR Y £
TO
162.159.200.1
65.100.46.164
40.76.132.147
104.131.139.195
NTPv4 FHEFEDfE H NTPAuth ZTDNRTA—=HDT T )V b fElL False TI,
(Use NTPv4
Authentication)
Profile Profile TDONRNTA—EDF 7 )b MAEIT

Crosswork-Cloud Tﬁ‘o

Syslog < /L FH—/3—

SyslogMultiserverMode

ZDONRTG RA—F DT 7 F /)b MAEIK simultaneous

TR ESERS

Syslog #—/3—73— | | syslogPort ZDONRT A—=H DT 7 /v MHEIL 514 TT,
(Syslog Server Port)

Syslog #—/3—7>"12 | | syslogProtocol ZDRTG A—=HF DT 7 /v ML vop T,

=1/l (Syslog Server

Protocol)

TLS #% 1 @ Syslog % |SyslogTLs ZDRTA—=BDT 7 4 /v Ml raise TT,

ffEM4 % (Use Syslog

over TLS)

V) &— MgEA Y —/3— | UseRemoteruditd ZDRTA—=BDT 7 4V MElXraise TT,

DOfFEH (Use Remote

Auditd Server)

Syslog U &— R #— |UseRemotesyslog ZDRTGA—=H DT 7 4V MHlL False TT,

N—0DfEH (Use

Remote Syslog Server)

VNIC IPv4 7K VnicOIPv4Method DT A—=H DT 7 )V MEL pace TY,

VNIC IPv4 A%~ |VnicOIPv4SkipGateway | Z D/ X7 A —HX DT 7 4 )b Ml ralse TT,

7— kU xA (WNIC

IPv4 Skip Gateway)

vNIC IPv6 5= Vnic0IPvéMethod F 7 F )L M EIE None «G—g—o
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BNV T —ODERK

saivr—voxr ||

Bl INFA—4 T4 ME

VNIC IPv6 A ¥ > | VnicOIPvéskipGateway |7 7 4 /L ML Fa1se TT,
7 — v xA (VWNIC

IPv6 Skip Gateway)

VNIC IPv4 773X VniclIPv4Method 7 4 )L MEIE None T,
vNIC IPv4 A+ 7 |VniclIpPv4SkipGateway|F 7 # /L MEIX False T
7— kv xA (WNIC

IPv4 Skip Gateway)

VvNIC IPv6 5= VniclIPv6Method 7 3 )L MEIE None T,
vNIC IPv6 A3 v 7 |VniclIPvéSkipGateway | 7 4 /L MHEIZ ralse T,
7—hUxA (WNIC

IPv6 Skip Gateway)

VNIC 1Pv4 J55 Vnic2IPv4Method 77 # /v Ml none T,
vNIC IPv4 A3 v 7 |Vnic2IPv4SkipGateway | 7 4 /L MHEIX ralse T,
7—hUxA (WNIC

IPv4 Skip Gateway)

vNIC IPv6 5= Vnic2IPv6Method F 7 F ) ME I None T,
vNIC IPv6 A3+ 7 |Vnic2IPvéSkipGateway | 7 4 /L MHEIX ralse T,

F—hrv=zA (WNIC
IPv6 Skip Gateway)

ZZE D Crosswork Data Gateway (%, RNE DB I L > TRAINT AL ERH Y £, £D
TZOITIE, Bk ANy =V OERPRETT, By r— Vi, IROWT O JTIETER

TEET,

cAVA AT uEAFICBBBRNN T — DT A FERET D (&7 Cisco
Crosswork 7 —4 %7"— K~ 7 = A (Cisco Crosswork Data Gateway) & A/XT7 A —& &1

Z1 O THEEREG Sy r— ) 2581K)

ABETIT 4T A —=ID BNy r—Y D7 AR — b (Export Enrollment

Package) 1 A7 v a VEMEMT L BNy r—2 DT 7 ZAR— b

)

o

(109 X—2) %%

A HETITT 4T ALY —)LD[base64 TL L I — RIS NTBER/ Ny 7 —TDFK R (Display
base64 Encoded Enrollment Package) |4 7' a v 2T 25 (o a— RELRE Y r—
VOER (111 2=2) 25H)
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B =scr—vosm

2 T P UM |

Bl Sy =V A VA AR SR A LTz OVE 7 2 7 L— b s b B L7
TYER S AU72 JSON R =2 A > FCF, GiERIZE, Crosswork Data Gateway @ UUID, A ¥ 7 —4

(Crosswork Data Gateway D4 fij, {ERKIERH], /N—T 3 IFHR L) 72 &, BERIIHLER
WZRAT 2T X TOFHRBETENET,

A AP IVEIZB G NNy r—T B AR— F LW I & EBIRL725A X, Crosswork Data
Gateway % Crosswork Cloud |28k T DA 7 AR — FE/ziF=a _ﬁ‘ébgﬁﬁfb nET,
FIRIZOWTIE, BNy r—YOAF (109 X—2) ZZHL TN,

Crosswork Data Gateway

)

GE)

ek r—U 1%, 4 Crosswork Data Gateway TC[EHH T,

JSON X ZHH L= BEEk v r— oV I ERIORLET,
{

"name": "cdg450-testOl1l",
"description": "cdg500-testO1l",
"profile": {
"cpu": 8,
"memory": 31,
"nics": 1,
"base vm": "true"
}l
"interfaces": [
{
"name": "ethO",
"mac": "XX:!XX:IXX:I1XX:1xXX:xx",
"ipv4Address": "x.x.x.x/24",
"roles":

"ADMINISTRATION, CONTROL, DEFAULT GATEWAY, EXTERNAL LOGGING, MANAGEMENT,NB EXTERNAL DATA,NB SYSTEM DATA,SB DATA"

}
]l
"certChain": [

"M T OCBVagwW T RAGTUVBEShViopCeDRA Y ZG6t Z TEvay/ MDY JKOZ ThveNAQFNBOAWT DRI MAKGAT URCoWCRECKHTABGNVEAMMEG] haF Z INKZZQ1MC
10ZXNOVDEMBAXDT T AVDIWMTEIMIQOOVOXDTQAVDTWVHEIMIQOOVOoWT DET MAKGA] URCGWCRECKHTASBONVRAMMEG] HamF 7 HiNKZzQ1MC1 0Z3NOMOEMI TETANB
gkohki GOWOBAOFEAROCRASAMI TECGKCRARA Vo Ty TD1 6Ol ecovhidUcGagAREO320Bkz3s 0700 pkat yJal HUY TeseGi OrAPKEzDKoeTZ1 KO JohTKI RnSze 6BV
JNeaNyhRTEXWCR / DAs51RAVDIaWY NS 1L LKooy palot takl GsOF XNUcRMRL3X A MVYbaRDkwE 7YE SHVDNSz F TEREDEEVMMEMC3xe Tul FFLKULS18FaPgt20IN
YIK9Z01 KR OHPAVEGHANE Oy tEFKCATY JK v RmdoXUcoceX L Hyg 298 KMIASSByurSin R/ Oth VAZEFE VG, /mncVirvaGONHB R 62VPKDyL eHRKy X GFHORD
kwPD3ysEIT/ HrrtXsVioOpt8al T QeaCKAVEOSAVENZ 0ksREDZK /gBUWEWARSNNG8 +GEvBAZVKoy T i 1A 30F rsXe o TRBpAT IWNKoZOKD21 JIK 7 SYTOANHRKIATKRU
YTIVHDOZt 30CS0HRVZ A O t-+ORaUnd 7JXGRUYy D/ Frivirog EERssaBi Gane z,/ <4 afPuSUAWEWRT SEZuSTLAoPD/ Psgflol PoYEhrugy/ S SHR2PYXZuT
YIaKIhX6EAZDAIE6ZmB\VuaZPr FRBvAmLy/ 21+ PPHTEY] TriYyXRWBMCX 7 ZniXt £y ZHoH3%So 7rG3Viokbe4XaNL/ TVKHOA2SKKWAM/ 1/ VOELNK 91 fVAPE Ind DoR1en
KzZXSxCopCK301.j z1 TELPUPVWRKOZK3REAGDE T Z0rd XS5OG 1 koHOCDI VODatniamTHPVEVOWBOTYAViWEUCHIL DU 30LoDC1 26k ORCT26mu R 350NANC LS Zh2
cRPaYHehy TrZaTMIC/ UnaRZARTAkABedov] yr Dxf Oxeg N4 7 /GPH LenOJeaRiUOFF 8xANINH XVHB T £72H1 T1HLsrRB 73+ VAw3rQC92] sTKBsXNBYASsQm-TRa
Ze6PwAlVAALFUTVYS 7RI I SoeCePZHAKZA 0] 7 /BT hBXSVE2HZ TShORGUyalNojvBi./+/ OpT 3w LE Toawd Al EOTOSKYmNLAWACWHOSBASEX G L1 1 GREHGV
nAZEIABRNPE2ZHIUZN] A2l TI25T hdddoHDeDwtsMIMOgy TRSmbeSY,S2s<c) DvZmIE 2of 8EAY Jor VU Repp0z4 603D+ ZE b INODPYN6 M Byof-+OZ Thns 7T EHUXRZIWKCLEM
xvdJIo0goee0aMhE21 D026 BaF26Y5Y99muBREQPOLeCC9tcaY 1 FhORP FOTREFOUX3INS0GKEZHBOIT ZnNUy P oL H/AFRUFAT ENGOOQPY 3T MK IKXOBLAVE2HC
ORI TEQRBOAGIMIGIVBOGAT UBDyJRERRAccosvgUH VkopgHBUZ2UHS 1 51 TZAFBGNVHVE M HRREccosvg U VkopgHBUZ2UHS 1 51 TZAPBNVERVEAFBFETAECH/MOG
AUV CRG a2 NKZZ0IMC] 0ZNOM ESGHREYIShey 1 5 ZGONTAE A ZA P MIENBkohkid GOWORAQOFAAOCRAFACT cZAUKRAZ SRS MV Ty OweEMs ] P TXEF2 7
DChesdTs1SVUDoolpl KaaShy Yty Db fwzi pSaYAHLy] Thyr BHVOVIGREGKSAL/ /MVEEE TKNch Jox5 106E YOIGhe fGOAAZ,/gi/HT QuxBoDaHG/ NXPH3ZR0/METXvKsG
TrpYF1UDeer DOANEME TueNeDePYMI9E SHIQET /goag 31 BEGUUT Y 99 fFMZARFCs /RIKT 1XR/ YvzoCHRA 1.Jo ZRIUZHXEE Ya2v Y XBOWTVIRKAKS61 1342015/ 1wdF
ZZHL O8I o OHFFHBAMCT AR SoRyAHAEE BAVEZKGE 2B Towg R/ JzZ0R KA TZYGVDEX IO ANKATRZSF 83UHVZuEDL XstrrR1BiC/ agBoo3i XTHI7ka9
A73ATBYT1 51 1uJZAZIKEAYTYROYOY Yo 7154 //up0U0aness/HaQaUE1 ORI YS+/ G SrAQTr QOTTKA GG A0VTXOKEY JKDITK 7AHTORNCHBEANT Y ANHRBvyrMCFT
JAR] 71 Y5/ 22Noge2T TaogoIXC 78887 U T rdCIx0A2Fhi HOFS 3R] v Z2r BoYPrzAG (BAr 1 s TwCHEAVRoRyOG2WEcaSCe8PEIRFERMo1 330vBn JoseX faPHynenD)
ORKEE W/ PSobrr VBV TneP & c?BDIoBy8zP0y NG yEPEDBTT AovHnd iz /074 Ea003Umio K QW MMoa VR KA1 Ui 3sr moPFSg8BS0/ChaiiSoz
WEIKREGTARAGIRABRAO 2 Yy S sPAMNYRep U AR TRa s MDECRATXK TFL S3nAHE B/ AV K seAX RO TAHNROHX T Z KXARKHTy BLE S5 Jr Al GXCEU/AVOd.
FOBuWiOHheZC8y FRER55E/AkaHar VEpB FSATR3TYTCRKE 3 oy 6Hv1ucZDz SKEN NG AeoCFePeAXK 74 DePr 1 YUK TURokzA KBRa28E3Y1 1 i DOK AJS THI T
11YCAE1L 00530l MERFHYUGT OgMitns 1 Dr ol ynG3kndBzzz2H 9t aa0eFBCHOS Go JoSaf YKo 5z NE 61 e8CVBEAT FXKpCakK T 5v/Vshr FCF LI FOUdUBCY
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givr—vorf |

Erpol N0 RO Oy MR TG AT DIk S 7 SiMi Gl Ao TR Dreesl 06y TL e e SkeSZT X sy et Yo oML AL/ R SV N ="

] 4

"version": "5.0.0 (branch dg45x - build number 19)",
"duuid": "a3bf6411-1ad0-418c-9957-eb199e9395e0",
"profileType": "VM_PROFILE_ STANDARD"

BNV T—DDAF

Bo o r—V B ANFETHICIE, RNy r—Y0xra—REnl-ars oY aExry AR— b
B, ab—L T2 ETRET 7 A VEERLET,

AT w71 Cisco Crosswork 7 —# 77— 7 =1 (Cisco Crosswork Data Gateway) (212271 > L%,
ATYT2 A A=a—00 By r—YOEFS (Get Enrollment Package) ] Z3R L £,

AT9 T3 [BERyr—Dx 7 AR — |k (Export Enrollment Package) ] %7213 [base64 T o — RN X788k
lr—Y O (Display base64 Encoded Enrollment Package) ] Z3&R L £,

RTFv T4 [OK] %27V v 7 LET,

RDEZRY

HHBER Sy = DR (111 =) 2L, BNy Fr—Y 2 AFLET,

BHRINVT—DIT Y AR—F

Cisco Crosswork 7 —# ~*— k7 =1 (Cisco Crosswork Data Gateway) % Crosswork Cloud (Z%%
P DT, m— AN AU Ea— R IRy =V DO a =R NETT,

)

G AVAP—ARICEBERNY T —VBEERELHEL T RWEEDAL, a B—RNREITR
DET., HBELTWDEHEA. 77 A /WL VM OREILIZEIN L7- SCP URI D5 /EIZ 2 B — &
NET, A VAN VIRICBBIEFN\NY T —VEEEZRE LTS5 E DA, Crosswork Cloud 7
7V r—3 3 &M L7z Crosswork Data Gateway D%k (112 =2—) IR FE T,

AT v F1 Cisco Crosswork 7—4% %7 — k7 = A (Cisco Crosswork Data Gateway) (22271 > L%,
ATV T2 AL A=a—6 [1 By 7 — Y OHS (1 Get Enrollment Package) | Z 38R L 37,
AT9 T3 [BERyr—Dx 7 AR — b (Export Enrollment Package) ] Z3i#&R L £,

ATy T4 [OK] 227V vr7 LET,
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B = or—coroam—

K29: A4 AZa—

Main Menu - Please Choose an Option:

Export Enrollment Package

Show System Settings

Change Current System Settings
Vitals

Troubleshooting

Change Passphrase

Logout

=T o~

< J >

ARTYTS BN r—Th T AR— T 572D SCPURI Z AL, [OK] 227V w7 LET,

GE) o IR A NI SCP V—NEZEHEITTAXLENH Y £9, BHAEMIZIX, Crosswork —/3—~D 7
JEHRMGEHAT AN a s Ba— Rl r—V% T AR— N TH3LERHD
\i—aﬁo

e T 74N EDOR—F2R2FFHEHAL TV 2WNEGEE, SCPa~vy RO—fE LTHR— N&fEE
TEFEYT, R By —UVEEFHEL YL LTI AR—ML, TOZ—F
DFE—bT 4 L7 FUIZAR—14000 T7 7 A NVEEET DHITIE, ROa~y REEITLE
—é—O

scp -P4000 admin@<ip address>:/home/admin

BT 7 A MTEOLARTTER S IVE T, #i : 9208b9bc-b941-4ae9-b1a2-765429766127 json

ATFwT6 SCP/RATL—X (SCP2—H 2T —FR) ZANL, [OK]ZZ2 VU w27 LET,

AT T By r—Chku—harta— X [ lEEAE—TE o lzGAlL, SCP Y —\hbua—hray
P o —Z By r—V T car—LEd,

RDEZRY

[Crosswork Cloud 7 7° U /7 — = > Zf#i ] L 7= Crosswork Data Gateway D&k (1125—37) |
DOFIAIZHEV Y, Crosswork Cloud ~® Cisco Crosswork 5 —# 77— k7 = A (Cisco Crosswork Data
Gateway) DEEIZERE T,
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| 12 k=1 452%
Toa— kEasRsyr—soks |

Ia—REHZFNNVT—DDER

BRI =T ANME, A BT I T 4T ar )= AR =V ORNKEaE— 1L T
BE0fHTF B Z T, m—h~ v BIERRTE £9, WAL ISON A THR#E S, Base64
ZAX—AEFEHLCmrya— FEnET,

AT v F1 Cisco Crosswork 7 —4 %7 — h 7 = A (Cisco Crosswork Data Gateway) (22271 > L&,

ATV T2 A A=a—nD, By 77—V OHE (GetEnrollment Package) ]>[base64 Tl 2 — K X 3U7= %8k
Ny lr—OFx (Display base64 Encoded Enrollment Package) | Zi&IR L £9, Bk > 7 — T ONEN
Ay —=)VICEREINET,

B 30: 2B\ r—ODRAE

ewog ICJuYW111 jog InNkZyOxNzAuYZ1zY28u¥29t1iwkKICAiZGUzY3JpcHRpb24i0iAiRGUZX1ZN
TiuKICAicHJuZn1sZS 16 IHsKICAgICJ jcHUiDiAxMiwKICAg ICJtZW1lvcnki0iAONYwKICAg ICJu
aWNzI jogMywKICAgICJ i YXN1X3Zt I jog InRydWUiCiAgf SuKICAiaWSOZXJImYWNIcyI6IFsKICAg
IHsKICAg ICAg ImShbWUi0iAiZXRoMCIsCiAg ICAg ICJtYWMiDiAiMDAGNTAGNT Y6 YWUGOWUGYZU i
LAog ICAg ICAiaXBZNEFkZHJ 1c3Mi0iAiMTkyL jE20C41L JE3MCBYNCIsCiAg ICAg ICJyb2Zxlcylb
ICJBRE1JTk1TUFJBUE1PT ixERUZBUUxUX0dBUEUX(QUksRUhURUJOQUxf TESHRO 10RyxNQUSBROUN
RUSUIgog ICAgf SuKICAg IHsKICAg ICAg ImShbWUiDiAiZXRoMSIsCiAg ICAgICJtYWMiODiAiMDAG
NTAGNT Y6 YWU6ZTABMZzU i LAog ICAg ICAiaXBZNEFkZHJ 1c3Mi0iAiMTAUMTQuMC4xNzAUMTY i LAog
ICAgICAicnIsZXMi0iAiQO90VFJPTCx0Q 1 9FWFRFUKSBTFIEQURBLESCX1NZU1RF TUSEQURB Igog
ICAgf SuKICAg IHsKICAg ICAg ImShbWUiDiAiZXRoMiIsCiAg ICAgICJtYWMiDiAiMDABNTABNTY6
YWU6M2Q60TciLAog ICAg ICAicnIsZXMi0iAiUOJf REFUQS IKICAg IHOKICBdLAog ICJ j2XJOQZhh
aW4i0iBbCiAg ICAI TU1JS 1dgQONCUUtnOXdJQkFnSUUSWU94Vz 1Xc jZEADBTAFNmUESSZnpJckdn
d1F3RFFZSktullk 10dnNOQUFF TkJRQXALVEUMTUFrROExVUUVDZ3dDUKVY jeEdqQU 1CZOSWOKFNTUVX
TmtaeTB4TnpBdUkybHpZM jhiWTISAE1CNFhEVE 16 TURFEE1URTRNRGt4T1ZvWERUUXpNREV4 TUpF
NE1Ea3h0Um93S1RF TE1Ba0dBMUVUF(Q2d301JF Y3hHakFZ(mdOVkJBTU1FVOSrUnkue ES60XVUZMmx6
WT14dVkyOXRNSU1FSWpBTkJna3FoaZ IHOXcwQkFRRUZBQUIDQKE4QU1JSUVDZOtDOQKFFQXFKRmUzZ
U1FJcE1¢ZUVyLytSbUhsZUVUySFAOZUN3aZ IxSk IyckguUnFFSkJHbmRFAX 1XQUx10WRZYXR jYUFN
QUIUS31pU1k3MzFNUyIuVU314TXpgMOISUXB i T1VqQTYOZWtr bEpnWESuQk 1HW jREMnZtbUZLcEU1
bKUYAERKV jNhU INQTOpTa 12pZ3ZRS0tkUXN4MnUPanpud jJ YUzJMV 1BLZUSyK1d4MDZZTTRnNzZz
K0s0SXhPcUR2a TNQ YkJydDBOU3BUeksvZGZPd TAzRWkZaDRrd EdmUnhESnB4 YzBSZU 1 PUX04SXNm
dFY4d jFBSEVBUEhhcUNUZVUZXa295d0hHYU1SLzd0bkhS TUNyODBoSnRDcWIMMGS5Zc3Y0d0k0eU1E
UkdOW11SUDhRc TFFWFhCb 1hu THBg TGFQYZpsMEJuR3AWZWZK TGXChESuQUR 1UKRHZnNQUZhJQUIT
S1dqUUZzUnVU5cn1QZDRF Y 1VHNnZZM1ZNSOpOMKE4Nk tzZ3UwR0dr TWILUDZFAENSWWR6 Y 1UMbUBS
aEJxTUJmc1p6¥ 1k3RF 1TdWt jd3VIMXN jUXJkdk11MORnSk1QZXcv(Z21zQUViLZNPZ31EaVpLZUs4
NHUUMUVEZ jUnMUp3YVUY4¥nZ5Se jB jSWdtVUVEQT IMMysOeWx5U jJ4L0 1k YXZud1Zue ENSMENZbHpV
NSt INFQUUEt4TH1CMz 1GTXNOZmhScnBOe 1VHQzNEMGF 12UJZU1pXWGF i Rkw1MUZTKz 1DGmNOCHQO
QURpdVZMMm1zLOg1b1J0SkImUENpUURYZT 1yZWh 1LOFyVUB6eDIxb1BmanSTQ jYudktMR jNsNZ25y
MEZOT1duQ0Yr TKEZUFFKSUtMZkx1aEFJNn IxZHRnS TEydWdXM1VwUHNmS 1 1ICRDNNa jZyMnVUgMS9x
VEtXdzk2b1dkbnFEbFd i()3FUem1BUGppRkJMbk10UV jUNYUhWbXdRYTBiRUczRXh4eG9 jcU1KZktP
bXNpUOUhSOILNUZpNTR4MZ2dr0GkuNX 1VUV Imdk4rbzhVaOxEdF 1RaHF iMURZTFBLRkszV 1ptWEpD
UHU4NmU1¥1JrUUNhMXRtZnBOSEX5dV I3UnF3alldCSGJJZzgulWISYZJoN it vZ2G92Z09MSzRrUWZ4
RzFYdG92cHAGU 90U jdSVEtSY j14bTg4NnRpd11GRDAOcGUxbytEc jhEU1dYcGy3eXErZk 1kZEgz
WXhRUFF4Qz IrRStEdzJoRnd tV j1hR2g1TE1 IKZpQUTJWAWEWCcWZS5eXFKb 1 pUNVKSQURYREpZAESJS
N21uMHlaWTBueVlaZ2t IR282Z2U1JaESQR3V00zYzNGySdkpB( 1 EwlXp0Z1cSe i83d0My0EpvVEhM
¥Y31XUTVURUDR iMThyY TBtMXBKRzBzMTgxWF pkcDF uS11QMHZCUnhuUKN jSEB5elxDTXZGbUtZUKRG
aitZbZxWQ3INvinYOSHIZTzJWdUNnSUQuUnZXbOxBb2Ju)StsMytZWGhTNSsxeDJkMHYzMnR jNWUn
WnpBNW1KZGp I TEsz0DdURzdpUZx4UnJSbW10MXdzdkhXaVUF 1Lz I14TX 1xUnRi0GIOUTEZdDd YMGgz
RDBS YmNmUmFCRW1NaOROAUpUKZpoUkhOM 1USNES6N 1UrbUF pcXJnMOxBU i tkbZUrdkNUc 1Avait3
aGdvUU9YWXBt T1UWVE 1RMnNub jdxSE1GOXNrZFhDQ3ppN3 IM0XcrMFh4ZH1aT2xURzA1dFFFSZEx
LOg3TWtaUn1NcH 1x TWNuUUINWVErU1ZFMSIS YXBzdUxnNmtXS jh3eUNrUnd vUVpOTHAJREFRQUJ v
M293ZURBZEJnT1ZIUTRFRndRUTJ IW102Z2GNyaHJZRnNtZ2G5JcFpCazR3WHRNY3d Id11EV] IwakJC
Z3dGbOFUMkhall jZkY3JocnZGYZ21kbk lubkJrNHd YAE1 jdOR3WURWU jBUQUF ILOJBUXdBAOUCL3pB
bEJnT1ZIUKVFSGpBYZdoRmpaRZNOTUR jdOxt TnB jMk52TG10dmJZSUhZM1JuTFRFMO1EQUSCZ2tx
aGtpRz 13MEJBUTBGQUFPQOJBRUFgMXZEWG 1RAKEZTOFZbEISVUWZ2a3ZpVkuwV20zVU1J INT 1BOWFK
L31KeVWibnAvanZXSOV jRZZCRUJsMZF ie 1pZR11EU jNkQkU1eEJHTZtBM jhPZXZ1b3MyTnIuMkiL
MEZxa 1FEQ3ZTdmVoeGh3eXpnd 1QuMndUd3FrbzJKL1g1YXYrUnFON jBSS2dHNm1Ta0JnbzNTYzQy
W1pYMZNEQXRSaOFmNZ1LZUxncUNEKzUyY TURmdXQOSHhgq(QkFybF 1QLONCU1Ng(Q3hCeHhgN3N1SDZ1

AT9 T3 Ror—VONEEZaE—LT, json 7 7 A MV ET, CO77ANVERIFLET,
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2 T P UM |
. Crosswork Cloud 7 7'1) 7 —< 3 > % {#F L 1= Crosswork Data Gateway 0 & £

RDBERY

[Crosswork Cloud 7 7"V /7 —3 = % il L 7= Crosswork Data Gateway DX gk (1123—37) |
DFBIZHEV Y, Crosswork Cloud ~@ Cisco Crosswork 5 — % %7— ~ 7 = 1 (Cisco Crosswork Data
Gateway) OXRERICHERE T,

Crosswork Cloud 7 7'') r—< 3 > % {&FH L 1= Crosswork
Data Gateway D & £k

Crosswork Data Gateway @ .json %*§%k 7 7 A /L1Z1%, Crosswork Cloud {Z Crosswork Data Gateway
ERGET ORI IND —BOT VX NVGEHENETENTWET, LLFOFBIZHEN,
Crosswork Cloud (2% D1EF#H 2B L E 77,

\)

(GF)  Crosswork Data Gateway D) N7 7 4 v 7 TT 7 AT U4 —NEFEATIHAIEL. 7747
7 4 —/VDFE T cdg.crosswork.cisco.com 35 L U crosswork.cisco.com 2 FFAI & TWNDH Z & &
e LET,

AT w1 Crosswork Cloud I &2 7' A > L £,

RT9T2 AL 7 4 RUT, [%E (Configure) 1>[7—# % —h 7 x4 (DataGateways) | DIEIZZ U >~ 7 LT
Mo, [EM (Add) 1227V v 7 LET,

AT w73 [k (Registration File) 1% 27 U » 7 LT, Crosswork Data Gateway 7> 5 % 7 > — R L7288k T —H% 7 7
ANET v 7r—RL, json 7 7 A /VOGHHICEE L THE, (R~ (Next) 127 U v 7 LET,
AT 74 Cisco Crosswork Data Gateway D4 Ria AT L E7,

AT9 TS [77V/r— 3> (Application) 17 4 —/L KT, Z® Crosswork Data Gateway -{ > A ¥ > A& ffi |l L T\
% Crosswork Cloud 77U 77— 3 > 23R L £ 9, 4 Crosswork Data Gateway (%, 1 2@ Crosswork Cloud
TV =y a lOREATEET,

RTYT6 FEOOMET 4 — /L RIZAI LT, [k~ (Next) 1227V v 7 LET,

AT Tl (AFvay) 78NN LET, XY, R 7 %FFD Crosswork Data Gateway % 27 /L— 71k,
T&EET, TO%, R~ (Next) 1227 U v 7 LET,

AT T8 AJJL7T= Crosswork Data Gateway DIEHZ fEE L CH D, [k~ (Next) 127V w7 LET,
AT T [ (Accept) 127V v 7 LT, ¥X=a VT qifHEEZZITANET,
Crosswork Data Gateway DiBNIZKEN L7 Z & 2R T A vbE—URERINET,

RDRARY
ZOFNEEMBEYIE LT, v T —7NDF T Crosswork Data Gateway % Crosswork Cloud
B ER L ET
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| 12 k=1 452%
Crosswork Data Gateway ##ED 5 )L a2 — b+ .

Crosswork Data Gateway 75 IE 5 (26t S 2 L 2GR T 212X, [T —4# 47— hU A (Data
Gateways) | %7 U >~ 27 LTH 5, Crosswork Data Gateway D4 Hi% 7 U w7 L, BIL7
Crosswork Data Gateway (2B 2R DIEZ MR L £7,

s[BEvarT w7 (SessionUp) |:[7 77 47 (Active) ]

o [#%5¢ (Connectivity) ]:[E > a7 7 (Session Up) ]

Crosswork Data Gateway 7% Crosswork Cloud ¥— & A (ZTE R IZHHE S AU TV R WEAITE.
[Crosswork Data Gateway #%#5t > b 7 7 /L 2— F (113%—2) | OEEZRBL T ZE0,

Crosswork Data Gateway E#&D 5 T/ a— k

IR DFTIL, Crosswork Data Gateway % Crosswork Cloud 7 7'V &7 —3 3 ACHEE T D BRIC w4
T HAREMED & D — kAR Z FIZE L, MBEORRZRE L TR 572007 7 —F %
RLET,
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. Crosswork Data Gateway IEfED 5 )L a—+

2 T P UM |

% 12: Crosswork Data Gateway 35D 5 TV a—F 4 5

il =8

B1E

NTP ORJEHIZ £ Y Crosswork Data Gateway %
Cisco Crosswork Cloud |Z Bk C& FH A, D
E0, 22000y 7 OTNRHY £T,

1. Crosswork Data Gateway VM (& 7' > L &
R

QAA VA= a—b, [5 k 57‘7“/]/\:/3_,45:/{
> 2" (5 Troubleshooting) ]> [show-tech 1T
(Run show-tech) 128 L £7°,

17 L NA XV EE T tarball & RTET D B
Fem AL, [OK] 227V w7 LET,

show-tech & 7"

( /cdg/logs/components/control ler-gateway/session.log
ZdH D session.log Tr7AI)) TZT—nFk
RENTBA,

UNAUTHENTICATED:invalid certificate. reason:
x509: certificate has expired or is not yet

valid

Crosswork Data Gateway & Cisco Crosswork

Cloud DIz 7 a vy 70T NnH Y £5,

3AA VA= a—D, BBHEDOY AT LK
TEDZ T (3 Change Current System Settings) ]
>[1 NTP#%E (1 Configure NTP) ]IZREh L £
j—o

Cisco Crosswork Cloud ¥—/N—D 7 v v 7 [
Z & R4 5 X 9 ICNTP &% @€ L. Crosswork
Cloud {Z%f L T Crosswork Data Gateway ¢ %%§
ERERAET,

Crosswork Data Gateway (%, M Web — &
ANZE R SV EE A

1 BENOREIZT 7 — =0
i}%/ﬁ\bi\ 7011 3’\*‘{/—]}%/\‘%%%%[/?#0

2. Tax ot — N—NRENICEEICFTET
HEEEIX, 7rF O URL BIE LW E
IMEHRLET,

3. TuaRrosrrryy i GERE, 7
O ARE) DIELWHE D D E iR
l/\gzj«O

Crosswork Data Gateway O 7" 1 % 2 #—/3—D
AR BT D Ui, THlE > v 2 o ORGE
(122 ~—=2) | 2ZRL TS,
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4.
=% =R

Crosswork Data Gateway 1 > X 32 > X D%

=

E

Cisco Crosswork Data Gateway { > A X LV A|IAX > RT R A VAKX AL LTEREINTE
D, arbe—=3 77— L 3RORPHIEE TS Z LN TEET (Crosswork Cloud
TY) o TOAVRZLAL, Xy M= b7 —2INELMRICTSar te—F 77
Ur—va B TEET,
ZOEFRO FE Y 7 TS TWET,

» Crosswork Data Gateway = — ' — D& (115 ~<—)

cHUEDTV AT AREDFR (118 X—)

cHUED T AT AREDER (120 X—)

* Crosswork Data Gateway D /3NA Z /L DFR (132 X—)

» Crosswork Data Gateway VM O k7 7V a—7 1 7 (135 X—)

Crosswork Data Gateway 11— — D & 1#

2T RONFIZOWTHALET,
e R—FENLa2—F m—1 (115—)

e NAT L —AXDEHE (118 ~—7)

HR—rEhd1i—4 0O0—)

Cisco Crosswork 7— 4 %7"— Kk 7 = A (Cisco Crosswork Data Gateway) (3RO —H o — L & £F
D2 a—HFDHhEYR—FLTNET,

« EHH : Cisco Crosswork 7 —# 77— K 7 =1 (Cisco Crosswork Data Gateway) 723#]& Tz
ghahimL iz, FHED—ILERS 1 ADT 7 4V hD dg-admin = —FBERK S E
9, TO—PF—|THIFRTX F, Cisco Crosswork 7 —# 7 — k7 = (Cisco Crosswork
Data Gateway) O VM OEEICY v~ LT 77U r—3 a3 O Ek, BilaEHED
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Crosswork Data Gateway 1 > X % > A DEKXTE I
B vt rtznzai—vo-n

WA, b= R—REDHER. IV—NVT v 77— ROETREOFEREY L EEIALD
5 ORI E SN TWET,

cARL—4 : VM OEHIOEREIFFZ, 77 4/L FTdgoper =—H HIEESNET, 2D
. —H—[%, Cisco Crosswork 7 — % 7" — k7 = A4 (Cisco Crosswork Data Gateway) > 1E
PEEfERL, =7 —m 7 Z#RE L, =7 —@F%5{5 L. Cisco Crosswork 7 — % 7"— K
7 = A (Cisco Crosswork Data Gateway) A > A X A LW TJOEEHEM & O T A N &
FATTEET,

A\

GE) o 21— —27 LF ¥ i, Cisco Crosswork 57— & 47— kw7 = A (Cisco Crosswork Data
Gateway) DA A M—/VIRZHIFO2—HF =TI 07 MIREINET,

O:L*“]j‘ e — ﬁ/l/nhniEéhTI/\ij«

WDOFIZ, £ — /L THEHTXIHBEEZ R LET,
= 13: £ 0— LDIER

R EEE FRL—%

g r— O EUYS  (Get Enrollment v v
Package)

VAT LEREDRT

vNIC 7 R L& v Y
NTP

DNS

A=

UUID

Syslog

AL
77—AKT7—FFBEVa=r 0y
AA LS —

HEDVATLEREDNDESR
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| Crosswork Data Gateway 1 > X % > A DEXE
gti—ranzsi—so—L [

YERR EEE ARL—4
NTP O E v X
DNS O E

72X OFE

Syslog D&% E

B LU SSH - —D1ERK
FERAED A AR — b
VvNIC MTU D% 7E

BA LY — 2 DFEE
INAY — REEDORRGE

[FIRF 2 7 A L HLDHIR O E
TA RNVEA LT 7 NOBEE

A B —=TxA AT RLADRE

N 2L

Docker =2 > 7 " v v
Docker A A —

oy hu—7 OFEERTRENE
NTP DF|iE [ etk
N— K T—=T N

ARP 7—7 )L

Fv MU — 7 Hii

T A A I
Linux +—E &

NTP A7 — & A

AT KRR E ]

FSIOLYa—TFa 5
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Crosswork Data Gateway 1 ~ X4 Y ADHE |
B <xor—=xoz=

¥ERR SIEE ARL—4
Bt~ FOFEAT v v
show-tech @ FE4T v v

. N . v v
auditd @ 7 D=7 AR — b

o v X

TAC ¥ =)V 7 7 & ZDOHFZL
PRAT L— RDEEH v v

AT L—RADER
A@%i—#kﬁAV~&i—%@ﬁﬁﬂE FDONRRAT L —REERTEETN, HAEIER
ZITO ZLIFTE £ A,

HODRAT =X LR T 51213, ROFIMEZFEITLET,

RTYT1 AL A=a—0b, [XA7 L—ADZEHE (Change Passphrase) | Z##R L, [OK] %27 U v 7 LET,

ATw T2 BHEONRAT— K& AL, [Enter] F—ZH L ET,

ATV T3 HLWSRRAT—RF&EAS L, [Enter] ¥F—Z2 ML FEJ, XAU—KE2H 9 —FE A LT, [Enter] F—%H L
e

HED AT LETFEDRT

Crosswork Data Gateway Tld, IROREE TR TE ET,
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| Crosswork Data Gateway 1 > X % > R D E

grovzragEnzs |

3N:[REDI AT LERENDRKT (Show Current System Settings) ] * — 31—

BUED T AT AREEFRT HITIE. WOFIEEZFATLET,

AT T MOKNIRT LI, AL A=a—D [2 VAT AREDFE R (2 Show System Settings) | 2R L £

¥
ATy 72 [OK] &7 Vv 7 LET, [BUED T AT LARIEDFT (Show Current System Settings) | # == — 2B E %
¥,
ATv T3 RRTIREZEIRLET,
BEA T3y Description
[1 VNICT KL % (1 vyNIC Addresses) ] 7 KL AEHRAEETe, WICREEZFRRLET,
[2 NTP] BERE STV D NTP H— SO % 267 L F
¥
[3 DNS] DNS #— " OaEffll & £ax LET,
[4 7w (4Proxy) ] Tax Yt —R"OFMELRLET @EShTY
DY) o
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Crosswork Data Gateway 1 > X % > A DEKXTE I
B s=zo x7.850zE

BEA Ty Description
[5 UUID] VAT A UUID #FR LET,
[6 Syslog] Syslog DHAEFR E A FR LE T, Syslog DEAED K

E SN TWRWEGAIX, B [ # Forwarding
configuration follows| & & RIIVET,

[7 REFIE (7 Certificates) ] KOG ETZ 7 ANVEFFRT DA T a v by %
bé‘o

* Crosswork Data Gateway Z4 A&~ 7 A /L
car k=T ELARET 7 AL

« 2 hr—7 @ SSL/TLS FEME T 7 A /b
s Syslog GEFAE 7 7 A /L

s LU HFFAHET 7 AL

[877—ARNT—hTobEVa=rrnas BFist |KIOT—b el 77 A VONKFEFERLET,
Boot Provisioning Log) ]

[9 %A LY — (9 Timezone) | BUEDRHHFREEZ R L E T,

WEDVRATLERENDER
Crosswork Data Gateway ClX, IROEEZEITVET,
« NTP
* DNS
o HE T 7 %
CARAT AT — |k
* Syslog
* SSH F—
o AL
« yNIC MTU
N N

« NAT— REEf}
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| Crosswork Data Gateway 1 > X % > A DEXE
NTP D% 5E .

o [\RE 7 A O PR
c T A RV EAL LT YR
* Auditd

oA HA—T A AT KL A

)

() * Crosswork Data Gateway ¥ A7 AR EITEFE DL NBHRETEET,

cIPv6 7 RLAZFEHLTWALAEIR, AV y= ((1:1]) THOLLERDHY 7,

¢ SCP ZfHiTOMENHDREAS TS a T, T4/ FDSCPAR— k22 #fH LA

Bl SCP A~ FO—fé LTR—=FERETE LT, KOFEZEEICLTIES
Y,

-P55 user@host:path/to/file

55T AKX LiR— ~T1,

NTP D% E

NTP iz, 22> bma—F 77U r—v 3 8 LU OCrosswork Data Gateway 1 A X 2 A
CRMIT D ZEREETT, LR NnE, By arny Ryadg 7oy, ik
A=V F v ra—RaEnE¥A, TOHE,  [clock time not match and sync failed] &9 =
7 — A v &—78 controller-gateway.log [ZREER SN E T, B T 7 AT 7 BAT HITIT,
show-tech DT (140 X—) ZZBHL T EIN, AU A=a—0 234 Z )L (Vitals) ]
MH [ay hue—7 OFEAEEM: (Controller Reachability) ]33 & OY [NTPZI:E R GEME (NTP
Reachability) |47+ a » Z{#iH L T, Crosswork Data Gateway & [FlfkiZ2> hue—F 77U
r—3a ONTP OEZERREM A MR TE £7,  ( [Crosswork Data Gateway D/ A & /L (DF
w1323 —=2) | 2B  NTPRIELSEREIILTW RN E | [Sessionnotestablished] &
WO LT —=NEIREINET,
X—T 7 A ML DFAEEMHE T 5 K 9 12 Crosswork Data Gateway % i 29 5554, chrony.keys
7 7 A JViZhttps://chrony.tuxfamily.org/doc/3.5/chrony.conf.html#keyfile |Z L S 41TV 5 R E D J7
ETT74r—~y NTBAXERHY 7, ntpd ZFEH LTIV, ntpkeys 7 7 AV EFEHT 5 &
ITRESINTWDLA FTIEL, Y—b
https://github.com/mlichvar/ntp2chrony/blob/master/ntp2chrony/ntp2chrony.py % L T, ntp.keys
M5 chrony.keys [ZZE#CTX 9, Y —/ UL ntpd i%E % chrony AU L E 928, F—
7 7 A VD FH % Crosswork Data GatewaylZA A — N T HMLERH Y £7°,

NTP BREZMEKT HIZiE, WOFNEIZHE - TL XN,

ATy T [BUEO VAT LAFREDZEH (Change Current System Settings) | A ==—5, [I NTPOFRE (1 Configure
NTP) ] #i&R L £,

ATV T2 ROXEIITH LWNTP b —OFEME AN LET,
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https://chrony.tuxfamily.org/doc/3.5/chrony.conf.html#keyfile
https://github.com/mlichvar/ntp2chrony/blob/master/ntp2chrony/ntp2chrony.py

Crosswork Data Gateway 1 > X % > A DEKXTE I
B onsozz

« =Y X b A=K

« NTP RRREZ T 5208 9 7

e X —U A D, AR—RKGY, =Y R D EEB BT LUBERD D
« VM ~® SCP ~D % —7 7 A L URI

* VM ~®D SCP ~DF—7 7 A L/XAT L —X

ATFY T3 REERGFT ALK 227 ) v 7 LET,

DNS D% 7E

ATY T [BUHIED Y AT LAFREDZHE (Change Current System Settings) | A == —/ 5, [2DNSOFRE (2 Configure
DNS) 1 Z&ERL, [OK] 227 Vv 7 LET,

ATV T2 HFLWDNS =T RL AL RAAL 2 AT LET,

ATV T3 REERGFTDHIUL[OK] 227V v 7 LET,

/ O N =L
HEIZ7OF T DEERTE
A VA R—AERHZ T BRI —RERELTWEWESIE., 2oL varvafHAL T 2x
VY —REHRELET,

ATY T [BIEDO Y AT LFREDZAETE (Change Current System Settings) | A == —n5, 372X 0% E (3
Configure Control Proxy) ] Z&R L. [OK]Z2 VU v 7 LE T,
ATV T2 HATTHHAIL. ROFXATa 7 TlHIWw (Yes) 1227V v 7 LET, Filr L2WEEE, [y
(Cancel) 127V v 27 LET,
RTYT3 ROXIITH LWT BX o —_"OFEE A LET,
« —/S URL
c A SRT R LR
e Taxy a—V4

« XL RRAT L —X

ATV T4 BEXRGFETHITFI[OK] 22V v 7 LET,
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| Crosswork Data Gateway 1 > X % > A DEXE
RET 49— FOEE .

AT ALY IL— FDEHRTE

AHT 4 w7 )V— K&, Crosswork Data Gateway 78 =2 L 7 # 2 BB II/HIFRER 2 ZFE LT & &
WCRESNET, A A=a—D[AZT v 27 )b— hOiEE (Configure Static Routes) ] 4
TvalE, I TN a—T 4 U IHERTE £,

A\

R ZoFTvarEHFEHLTRESNICAZT v 70— M, Crosswork Data Gateway D U 7 —
MRFIZ R DIVE T,

AT 499 )L— DIEM
AT 47— bEBINT A1, ROFIEEZETLET,

ATy T [Eﬁf@ VAT LFRTEDZATE  (Change Current System Settings) | A == —7nbH, [4 AXT (v 7 )b— D&
JE (4 Configure Static Routes) | Z &N L £,

z%vjzz&%4v7»—%%ﬁ%#éum¢ﬁm(m@]%@ﬁbi#o

RATYT3 AXT 4w I N— b EBBMTEHA U H—T oA AEBERLET,

AT T4 IPA—=Va UEBIRLET,

ATy FTE a7 ERFERENZSL, CIDRIEXTIPvE £721XIPv6 7 %y b2 AT LET,
ATYT6 REERGFTHITX[OK]Z27 Y v 7 LET,

AT 4 wY IL— DHIKR
ABT 4 w7 — NIRRT 212X, ROFNEEZFEITLET,

ATY T [BUHED T AT LAFREDZHE (Change Current System Settings) | A == —M0 5, [4 AXT 4 v 7 )b— F DX
7E (4 Configure Static Routes) ]%@Tﬁ LET,

AT T2 ZAET 4 v 7 — FEHIBRT 212X, [HIBR (Delete) ] 2N L 7,

ATYT3 AXT ¢ /7/1/**1\72@”3?7?54'/57 Tz A AEIERLET,

ATV T4 P A=V a VERIRLET,

AT 75 CIDRFEATIPVE £713IPv6 7 1y M2 AT LET,

ATYT6 REERGFTDHITEL[OK]EZ2 Y v 7 LET,

Syslog D& TE

R 7 7 A WV &AEH LT, Day0 ®A > A h—/LHZ Y £ — hH—_"—% K TX £7, Dayl
VB DA v A h—/LCSyslog —/3—VU A b F— hEH, 7m bai, BLOGENET 74
NEERTLGEE, A2 T 7747 ary)—LVaHALET,
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Crosswork Data Gateway 1 > X % > A DEKXTE I
. Syslog D& E

\)

GE)  HHEOLinux 74 ARY Ea—3 3 TIPv4 £7201X IPv6 VR — b5 K 9| Syslog ¥—
N T DG, VAT LOEBRETA REMETA RESR L TLEEN,

WO FINEIZHE, Syslog % E L £,

Iash BRI
Crosswork Data Gateway ClE, IKDE— R CEEDO I — \—Z MR TE £7,

« [[FIFf (Simultaneous) ] : Crosswork Data Gateway I %, #3472 3T ®D Syslog ¥ —/3—
T RLRZRA =V EEELET, WTADLOT—"=RRE LW, — 33—
JEETHET, AvE—VIET A A7 DF2a—IZ ANLLNET,

o [7 =—/vA—,3— (Failover) ] : Crosswork Data Gateway IZ. #fJ® Syslog %F—/N—7 R
VRAIZA =V ZFELET, V== TE WG, A v E—II3Z2DORICH
RENTT FLAZHEENET, VA MADTRTOY—"=RIEE L WEE, ¥—
N=RIEETLHET, AvE—VET A AT DOFa—ICANLLGNET,

AT T [BUEO VAT LF%EDZEH (Change Current System Settings) ] A == —7>5, [5Syslog?Di%E (5 Configure
Syslog) | ZEIRL £,
AT w72 [SyslogZ i3 2% (UseSyslog) 17 4> KT, [1TV (True) ] 23RN LT, Syslog ¥—/3— DAL % i
ITLET,
AT Y73 [Syslogw /L F P —/3—F— FDEEIR (Select Syslog MultiserverMode) |17 1 > K7 T, [[AFF (Simultaneous) ]
FT[7 =— A —s3— (Failover) ] ZZRL £,
ATv T8 KO Syslog BIEDEZ AT LET,
o [P—="—DT RLUAFETIXAR A 44 (Server address or hostname) | : BHHA VX —T = A ANLT 7
© A A[HE7: Syslog Y—/3—D IPv4 721X IPv6 7 KL ADAR—=AXY]Y U A K,
s [A—h (Port) ]: Syslog #—/X—DHKR— rFE=,
«[7'm b= (Protocol) ]: AT Aw 7 DiX[FHFIC UDP, TCP, 721X RELP Z{EH L £,

o [TLS#&H D Syslog# #7952 (Use Syslog over TLS?) ]: TLS # M LT Syslog b7 7 1 v 7 %55
tLEJ,

« [TLSE' 74 (TLS Peer Name) | : ¥—  GEHE D SubjectAltName 7213V 72 =7 LA IZAT &
Nz B0 O Syslog — DR M,

« [Syslog/L— hFEBHE~ 7 A JLURI (Syslog Root Certificate File URI) ] : SCP % {# ] L CTH£S L 7= Syslog
H—/N—D PEM XD L — FEEBE,

s [SyslogaEFlE 7 7 A /LD /XA 7 L — X (Syslog Certificate File Passphrase) ] : Syslog AfFl&ETF = —> %
B39 % SCP = —HD/RAT — R,
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| Crosswork Data Gateway 1 > X % > A DEXE
gL ssHx—ofr ]

ATV TS BREFRGETHITFI[OK] 227V v 7 LET,

#7 L ULy SSH F— D ERKL

H LW SSH F—%AEpk3 5 &, BEOFT—NHIBRSNET,
WOFNEZHE> T, FH LW SSH F—Z 1Bk L E7,

ATY T [BUIED Y AT LAFREDZHE (Change Current System Settings) | A == —2>5. [6 # LW SSHEF —DERKL (6
Create new SSH keys) | Z@IRL 77,

ATwF2 [OK] %27 U7 LE$, Crosswork Data Gateway |, # L\ SSH ¥ —% /£ 2 HERE 7 0 2 & Bk
L/\i‘a_o

FEBAZED A ViR— bk
v br— T BAGEHEUANOGEAEL TG 5L, a L7 ZRBEH LT,
Crosswork Data Gateway ClX, IROFEAFELZ A LV R— T D2 LN TEET,
c 2y bu—TFBARHET 7 AL
« 3 br—7 @ SSL/TLS GEME T 7 A L
* Syslog REFHE T 7 A )L

s TuXVHEHET 7 AL

ATY T [BUED Y AT LFREDZRE (Change Current System Settings) | A == —/ 5, [7iEHED A R —F (7
Import Certificate) ] ZJ#R L 7,

ATV T2 AU A— M LREAEEZRIRL £,

ATv T3 BINLIZFEAFET 7 4 LD SCPURI # A LE7,

ATY T4 SCPURI D/RAT L —X% AL, [OK]Z2Z VU v7 LET,

vNIC2 MTU & E
3OO NIC ZHH L TWAEHEIZD I, vWNIC2MTU 2B HE Tx £,

A B =T 2 ANT ¥ R T L—2bFYHR—F L TWBHEA, MTU fEO#HiFHIX 60 — 9000
TT, VYR T7 L =&Y R—F LA U H—T oA ZADEE . AR7&HIX 60 — 1500
T, B2 MTU Z5%ET 5 &, Crosswork Data Gateway |25 ¥ & BIfERE E STV AEIZE

959 K7 714 —< 3 R T Cisco Crosswork Data Gateway 5.0 1 X b—ILE KUV T Falb—Lar HA K .



Crosswork Data Gateway 1 >~ X # > A D% |
. Crosswork Data Gateway VM D % A LY — > DERE

LET, AOREAZHRT 2103, A= Ry =703 =a27 VEZRLTEISN, =7 —
%, showtech ®FIT#| %Téﬂé MTU Z ¥ =7 —® kern.log |ZFEék S E T,

AT T [BUEO VAT LAFZEDEH (Change Current System Settings) | A ==—7225, [8 vWNIC1 MTUDFE (8
Configure vNIC1 MTU) ] &R L £7°,
RATw T2 WNIC2MTU % A LET,

ATY T3 REERETHIUL[OK]Z 7Y v 7 LET,

Crosswork Data Gateway VM D2 A LY — 2 DEHTE

Crosswork Data Gateway VM 1X, &#IZT 7 4V hDHF A LY —> (UTC) TEEILET, 7
T D Crosswork Data Gateway 7 1 & A (showtech & 7 & & de) 23, IR L7I=HATICRG LT
BALAZ T HRKMT DL DI, iEICEDLE THA LY = ZHELET,

AT w71 Crosswork Data Gateway VM (21 7 A > L7,

AT T2 Crosswork DataGateway VM DA 2 7 77 4 T A =2 —"TC, BBUEDO T AT L% EDZHE (3 Change Current
System Settings) ] Z %R L £,

ATY T3 A=a—n5[9 XA LY —2 (9 Timezone) | ZiEN L £9°,

ATy T8 JEEMERA RN T,
32:[3 4 LI —2RE (Timezone Settings) ]-hIBRIT 1) 7 DiEIR (Geographic Area Selection) ]

| Configuring tzdata |
Please select the geographic area in which you live. Subsequent
configuration questions will narrow this down by presenting a list of

cities, representing the time zones in which they are located.

Geographic area:

Asia

Atlantic Ocean
Europe

Indian Ocean
Pacific Ocean
System V timezones

None of the above

<0k> <Cancel>

RATYTE F ALY = NCIST DT E 7 Tk A2 IR L £,
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| Crosswork Data Gateway 1 > X % > R D E

rzo—retonz [

33:[84 LYV —2EKTE (Timezone Settings) ] - [thiiMD>&R (Region Selection) ]

ATYvT6 [OK] Z R L CREEMRIELET,

AT 7F1 Crosswork Data GatewayVM % ) 7 — h LT, X TOTBEATHLNZ A LAY —URRININS L9
L %9, [Cisco Crosswork Network Controller 5.0 Administration Guide] ¢ [Reboot Crosswork Data Gateway
W £ v araZBLTIZEN,

AT w78 Crosswork Data Gateway VM 72512 77 7 b L £,

INATD— FEBDERTE
WDNAT — RE AR ETEET,
¢ AT — ROIREE
o RAT — RIEHE
o NAT — ROF IR

eus AT —

ATy [BIEDY AT LAFREDZH (Change Current System Settings) | A == —7235, [0/3A T — REAEDOFRE (0
Configure Password Requirements) | Z3&R L £9°,
ATy T2 BEFETHRAT— FEFZRIRL £,

EESTLA T a BRELET,
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. Crosswork Data Gateway 1 ~ X4 Y ADHE |
REOT A D BOFIRDIERE

o [)RAU— ROI#HE (Password Strength) ]
o [V T ADH/INE (Min Number of Classes) ]
s [fx/ME  (Min Length) ]
o [Fe/NEE T4 (Min Changed Characters) |
«[Z LTy FOREARHEL (Max Digit Credit) ]
[Z7 LTy FDERKILTE (Max Upper Case Letter Credit) ]
[Z LTy b D K/ANICTH (Max Lower Case Letter Credit) ]
[T VLT FOFEDMO LT DR K LT HL (Max Other Character Credit) ]
o [l KHFH > —4 > A (Max Monotonic Sequence) ]
o [T DR ST 4 (Max Same Consecutive Characters) |

o [[RAI L7 7 ADEIGEKESCFEL (Max Same Class Consecutive Characters) |

o /XA T — RJgEHE (Password History) ]
o [EEDOFRIT (Change Retries) ]

* &% (History Depth) ]

o [RAU— ROBFZNAR (Password expiration) ]
e [H/NH%L (Min Days) ]
s [l X H# (Min Days) ]

o [ H (Warn Days) ]

«[m 74 > F— (Login Failures) ]
e[ A = F— (Login Failures) ]
[T v v 7 EFE (B)  (Initial Block Time (sec)) ]

[T RLVAXy v oA (B) (Address Cache Time (sec)) ]

ATV T3 REXRGFTAHITIL[O0K] 227V v 7 LET,

RO T A M DOHBRDERE

7 7 4V h Tld, Crosswork Data Gateway (X, 45 VM ® dg-admin 3 L OF dg-oper == — " — (2%}
LTI DRty a2 R—FLET, TNEEET DT, KOFIEEZETLET,
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| Crosswork Data Gateway 1 > X % > A DEXE
74 k1679 rogz ||

AT T [BUEDO Y AT L% EDZEH (Change Current System Settings) | A == — 5, [FIRFa 7 A VEOHIFR D%
7E (Configure Simultaneous Login Limits) ] Z 3R L £,

ATw T2 FRENDY 4> RUT, dg-admin LU dg-oper +—HF—DFRIFFE v v a U EE AT LET,
ATv 73 [OK] ZER L TEENRERTFLET,

TARILEALT I FDETE

AT T [BUEDO VAT LR EDZEH (Change Current System Settings) | A ==2—05, [b 7 A KVXA LT 7 hD
% 7E (b Configure Idle Timeout) ] Z 4R L £9°,

ATFYT2 REND T4V RTI, TA KAVEAL LT 7 FOFHLWMEEZ AT LET,
ATYT3 Ok LASILT, BEEEFELET,

W E |
) E— FEEY—/IN\—DHTE
COFEEAFEHALT, VE— F Y ——~D auditd daemon DTV AR — FEHRELET,

ATY T [BUED Y AT LAFREDZHE (Change Current System Settings) ] A == —725 . [c auditdZ 7% E (c Configure
auditd) ] Z IR L E,
ATYT2 ROFMEATILET,
« UE— b Auditd —/3=7T KL X,

o JE— b auditd — 33— — |k,

ATv 73 [OK] ZER L TEENRERITFLET,

AR —TITART7 KLADEKE

Crosswork Data Gateway A * A ¥ VA& B U721k, A A F 2 AT TIZBHEfT T 5T
HAUH—T 2 A AEFERTEET, A VX —T = AEFMET DL, TOHATEERL
720 IPT RLAZMEMNTZY, A 0 F—T = ACEEMT O TWDEEF 2T 4 7
N—TWT VALY T&EET,

1R BHHEIIZ

e AV HE—T 2 A AT R AL FKET 5 Crosswork Data Gateway 1 A X L A H T
DT NA AZG YT LERDH Y £7,
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Crosswork Data Gateway 1 ~ X4 Y ADHE |

B sz 1x7rLz08%

* Crosswork Data Gateway { " A XV AIA VT F U AE— NIZTHLERDHY T,

ATy T [VAT LAREDEF (Change System Settings) | A ==2—nbH, [gf vV H—T = AT KL ADHE (g
Configure Interface Address) ] Z 3R L £,

X 34: [ AT LRENDZEE (Change System Settings) ] * = 1—

AT T2 A H—Tx2A AT FLADZEHE (Change Interface Address) ] FERRAR v 7 2T, [IZW (Yes) 1227 VU v
7 LET,

R 35:[1 28— x4 RT7 KLADZEE (Change Interface Address) JHERA vt&—

ATV T3 FERTHA X —T oA ABEIRL, [OK] 227 VU v 27 LET, #7323 0d, etho, ethl, eth2, F7=
}j: eth3 'C‘ﬁ‘o
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| Crosswork Data Gateway 1 > X % > R D E

128-72427 FLz0EE |

R 36:[1>53—7 x4 RDER (Interface Selection) ] * —1—

AT v T4 <interface>IPvd 7 RL v v 7 HRARIR LU £, 473 3 1%, pHCp, Static Address. F 7213 No address
T9, Day0 DA A M= NVHIIRE LA T v a VERIRTHZ L 2BEIOLET,

37:1Pv6 7 F L RMER

ATYTE IPvdT7 RLAZASL, [OK]Z27 VU v LET,
ATYT6 IPvd 1y b~AZT RLRA&EZ AL, [OK]Z27 V27 LET,

AT T 1 [AF v I <interface>IPv4”— k7 = A OERLHERS (Skip <interface> IPv4 gateway configuration confirmation) ]
RNy 7 AT, True £721d False ZRINL, [OK]ZZ7 U v 7 LET,

ATFY T8 BIOFNET true ZIBIR LB EIE, IPE Y — b2 AT RLAZHRELET,
ATV T [f v H—T = AT KL ADZEH (Change Interface Address) |#RR v 27 AT, [OK]%2 27 U v 7 LET,
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Crosswork Data Gateway 1 ~ X4 Y ADHE |
. Crosswork Data Gateway /31 2 LD KR

B HEAVE—D
Change Interface Address

Please remember to
reboot when you are done

< oK

A B =T oA AR LIL, BT VM ZFEE L TIES0,

Crosswork Cloud |Z Crosswork Data Gateway % %#% L £, Crosswork Cloud 7 7'V 7 —3/ 3
\Z Cisco Crosswork Data Gateway % 6§k 3" 2 FNHIZ-DOWTIX, Crosswork Cloud 7 7'V 77— 5
> % f# ] L7z Crosswork Data Gateway O%Ek (112 X—) 2SR LTI EE0,

Crosswork Data Gateway D /\{ 7 )LD KR

LT OFNAIZAE - T, Cisco Crosswork 7 —4 %7— k7 = 4 (Cisco Crosswork Data Gateway) @
A Z N KR LET,

RTFYT1 AL A=a—T, WA B)LEL4DBERLET,
RATY T2 [VMO/A Z)LDFor (Show VM Vitals) | A =a—Mnb, RBRT H340 XV ERIRLET,
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| Crosswork Data Gateway 1 > X % > R D E

Crosswork Data Gateway 0 /\4{ 2 JLDFR R .

B 39: [VMOD /A 2 )LD FT (Show VM Vitals) ] A —a1—

NA AL Description
Docker =2 > 77 (Docker Containers) AT L THAEA v AX o 2L ST 5 Docker =

YT FTDORDINA ZNERRLET,
27 F ID (Container ID)

A A—Vif% (Image)

4l (Name)

2 F (Command)

YERHFZ] (Created Time)

AT —H A (Status)

AR—1 (Port)
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Crosswork Data Gateway 1 > X % > A DEKXTE I
. Crosswork Data Gateway /31 2 LD KR

NA 2 Description
Docker f A —3 (Docker Images) VAT N CHUERAF S 4L TU 5 Docker 4 A — Y DR
DI Z R R LET,

UARY U (Repository)
A A=V 1D (Image ID)
YERIRF 4] (Created Time)
P14 X (Size)

% 7 (Tag)

oy bu—JOFERRENE (Controller Reachability) | =2 kb v —F OEERHEMET X b OFITH R 2 For
L/ i ‘g—o

T 74N NIPvA 7 — N =4 (Default IPv4 gateway)
T 74V bIPv6 7 — b U = A (Default IPv6 gateway)
DNS #—~3 (DNS server)
=2 fr—5 (Controller)

avhka—Ikya DA T—H A (Controller
session status)

NTP O A HEM: (NTP Reachability) NTP R (e T A FOFEREZFR R L ET,
NTP H— ~Ofigik  (NTP server resolution)
Ping

NTP A7 —# A (NTP Status)

BIED > A7 LFE[H (Current system time)

JL— ~ 7 —7 L (Route Table) IPv4 BEIOIPV6 L —T 4 T —T NV aFRKRLF
—éqo

ARP 5 —7 /L (ARP Table) ARP T — 7 NV EF R LET,

T v b U— 27 8kt (Network Connections) BHEORy NI—J8RE VA= TR— M EFr
L\i‘a_O

T 4 A7 fEfEH = (Disk Space Usage) FTRTON=T 42 a VOBHEDT 4 27 KEOM
AR ERRLET,
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| Crosswork Data Gateway 1 > X % > A DEXE
Crosswork Data GatewayVM D kS TV a—F 4 >4 .

NA 2 Description

Linux #—E A (Linux Services) WO Linux Y —EADRAT —H A% FKRrLET,
* NTP

* SSH

* Syslog

* Docker

* Cisco Crosswork 5 — % %7— k7 =4 (Cisco
Crosswork Data Gateway) > 7 7 A N7 7 Fx

a7
NTP A5 — X A DRER NTP #—R—D AT —H A% KR LET,
AT LR OMERR VAT AR A FRR L E T,

Crosswork Data GatewayVM @D S5 T )L a—F 4o 2

[N TN a—F 147 (Troubleshooting) | A =2 —IZ7 7 BATHITIL, A A=a—
W[5 8T TNy a—T 17 (5 Troubleshooting) | Z %R L £,

N

GE)  ®EifgIx, dg-admin—¥—IZxt5 T D[ N7 7/ a—F 42 (Troubleshooting) ] A == —
ZRLTWET, dgoper 2—FZZn o047y a vo—faHHATEEdA, F13: 50—
NVORER (116 X—2) ML TS,

[NTZ 7N 2—F 47 (Troubleshooting) | A == —IZiX, ROF T arNHv ET,
S

() Crosswork Cloud Tix, [T 7V 2—F 1 > (Troubleshooting) |>[TXTDIA 7T A
N7 Fx a7 EHIEELTCHESR (Remove All Non-Infra Containers and Reboot) ] 4 7' =
YaEYR—FLTHER A,

P~ ROFAT (136 ~—)

« show-tech 31T (140 ~—2°)

» Crosswork Data Gateway VM D2 v~ hZ 7 (141 ~X—)
cauditd @7 7 DT 7 AR— K (141 X—2)

s TAC = VT 7 v ADHFML (141 ~=—)
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Crosswork Data Gateway 1 ~ X4 Y ADHE |
B sro<roxs

=\ Y N /4
ZEra~< 2 FDOET
PZW 3T (RunDiagnostics) | A == —TlE, 2>V —VIKROA T > a U INFRINET,

40: [ZZ¥rDEFT (Run Diagnostics) ] * —1—

Run Diagnostic Commands -
Please Choose an Option:

Test SSH Connection
ping

traceroute

top

1sof

iostat

vmstat

nslookup

tcpdump

EO®ONOUO,®WN R

RA k~® Ping

Crosswork Data Gateway |£, {EE®D IP 7 KL A~OELEREMEZ R T H7-OIHEHTE S
ping +—7 4 U7 ¢ R L £,

ATYT1 A A=a—nb, [T TN 2—F 47 (Troubleshooting) ]>[ZWr?> 31T (Run Diagnostics) ]>
[ping] IZBE L £,
ATV T2 ROFEHREANTILET,

« Ping [A14%
« 3R CHARA ML ETITIP
« ¥{Z75AK— b (UDP. TCP. TCP #:§%)

« 5L CHAR—  (UDP. TCP. TCP ¥:5%)

ATy F3I [OK] #2727 LET,
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| Crosswork Data Gateway 1 > X % > A DEXE
AR g s kL—2u—+ [

KRR MZIXTSHFL—XIL— b

Crosswork Data Gateway |Z1&, ZBIEDED b T TNV a—TF 4 » ZITRLD [ F L—ZL— |
(traceroute) |47V a v NHABEESNTWET, ZOF 7Y a2 EMAT % &, Crosswork Data
Gateway 2N SEICEIET D F TORE 2R 2 TR CE £,

ATYT1 A A=a—nD, [NT TN 2—T 47 (Troubleshooting) ]>[ZWr? 31T (Run Diagnostics) ]>
[ L —RA/L— ]k (traceroute) ] IZENL 1,

ATYwT2 FL—2L— ek AN LET,

ATy T3 [OK]ZZ7 Vv 7 LET,

ST a—TF409DEHOAR ATy

Crosswork Data Gateway (21, F 7 7y a—T 4 VRO a<y RNV OhHEIRLTY
£

ATYT1 A A=a—nD, [T TN 2—T 47 (Troubleshooting) ]>[Z2Wi?31T (Run Diagnostics) ] {Z
BEhL £,
ATYT2 avr Refa~vy ROMOF T v a VETTT7 4 V2 28R L ET,
* 4top
* 5Isof
* 6iostat

e 7vmstat

* 8 nsolookup
259 T3 [OK| %2 U v s LET,
TRCOA TV 3 &R T D L Crosswork Data Gateway (X% 7 V7 L, f8E€ L7747
varEFEHLTCavyy REFETLET,

tecpdump DA O—F

Crosswork Data Gateway |ZiX, *> NU—27 8T 7 4 v 7 DX ¥ 7 F ¥ L orEaiElcd 5
tepdump A7 > a bV £,

\)

GE)  ZoXA7F, dg-admin 2 —H—DHNFEITTE ET,
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Crosswork Data Gateway 1 ~ X4 Y ADHE |
B - tosevravsxroxs

ATYT1 A A=a—nD, [NT7 TN 2—T 47 (Troubleshooting) ]>[ZWr?> 31T (Run Diagnostics) ]>
[tepdump] IZFEEN L £ 9,

ATV T2 tepdump 2—7 4 VT 4 ZRATTHA X —T oA AERIRLET, TXCTOA ¥ —T oA AXH LT
2—7 4 VT 4 ZFTTHITE, [TC (AI) 17 a 2@ RLET,

RTw T3 G T =y /Ry 7 A AN LT, BEIC T vy MEREZZRT D0, FE3F ¥y 7 F v Loy
N7 7 ANVITHRIFLET,

ATV T8 ROFEMEANTI LT, [OK]Z27 V27 LET,

o Xy NEEDHIPR (Packet count limit)
o IVEERFRT OHIFE  (Collection time limit)
s TNAYA XOH|R (File size limit)

e 74N H K

BIN L7247 > 3 2 U T, Crosswork Data Gateway (/37 > % v 7' F ¥ [F#H &2 WiH 12K
FF B ETET 7 A MAMELET, topdump—F ¢ U 7 4 g5 L7 BIRICET 5 &
Crosswork Data Gateway |7 7 A V& [EfE L. 7 7 A V% UE— FRA MIHEET 5729 D SCP
07 A UEREERLET, BENTETT 50, FRITE TN 7 A4 MREL T v 2T
L%a. JEM L7 7 A VITHIBRSIVE T,
avkA—3yYar TR MDET
Crosswork Data Gateway & ' A h—/L35& artu—F vty g TAN I T g
R LT, A A% A Crosswork Cloud & DEEL & N TE D E D MERGECEX £,
BT A MTMA T, 2=7 4 U7 41 ZVMIZEID 4 Toncl) VY —A (CPUBLTAEY)
EIREAT v 7y A VTRESNTY Y —Z & OBITAR—ED 720 IREERS KOV L £,

AA A Za—=nb [FT TN 2—T 42 (Troubleshooting) ]>[Z2WrD 4T (Run Diagnostics) ]>
[ he—FFy a7 A RDFEIT (RunController Session Tests) JIZBEI L E3, #ne 135 L,
AUVAR Y ADEEENHESL SN2 b AR T A v —URary Y — U IFER SN E T, BRI RIT 5 L.
RRRET A b 2SBINCHEM S 4L, ROFERPFRSNET,

«DNS H— "D P 7 R L &
*DNS RAA

*NTP %+— 3DO7T R L&

« NTP A7 — 4 A (NTP status)
« 7u % URL

s X VOBFEFREMEA T — X R
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| Crosswork Data Gateway 1 > X % > R D E

avro—5tvrav 7z toxEF [

e 2 hwu—> URL
e a2 b —F OEFEFEMEAT —H A

o F 2 NRBITERE S 7z B A

M:[2>b0—5tya TR NDET (Run Controller Session Tests) ] 4 —1—
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Crosswork Data Gateway 1 ~ X4 Y ADHE |

. show-tech D E1T

42:[2> 00—ty >3 TR MDEIT (Run Controller Session Tests) ] A — 1 —D#ER

3:17 AM UTC

RDBERY

SOy hE—T Byl g UBRTESL SN ST EIT. oY —MICE RSN ER AR L
BEZONDRMOFERERZFEL, = //—/VTT%%éhf_@EY& varEFTLET,

show-tech ND=E1T

ATy I

ATy T2
ATvT3

ATvT4

Crosswork Data Gateway (£, 77 7 7 A /L& 22— —EFD SCP DIELIC= 7 AR — T 54
7' a3 show tech 242t L ¥ 97,

DL 2T — 2P S NET,
* Docker = 7 CHEIT N TV HTXTD Data Gateway 2 > R—R 2 hdra
VM /XA Z L
FATHFTOT 4 L7 F VT tarball Z{ERL L E 7, H /1T pe-<cpG version>-<cpG host
name>-year-month-day--hour-minute-second.tar.xz.enc k A 5 Zl ﬁﬁ@ tarball T“ﬁ‘o

Crosswork Data Gateway DIRREIZ K> T, ZDa~y ROFETITHG P D5608H 0 £7,

[NF7 TNy 2—F ¢ (Troubleshooting) ] A ==—2>5 [5 Show-tech] Z#IR L, [OK] %227 VU v 7 L%
R

17 LA XV EETe tarball DRTFEREE AT LET,

SCP AT L—X%EANL, [OK]ZZ7 Vv 7 LET,

showtech 7 7 A VIR Sfb SN2 TH v — R ET,
G¥) VAT LOERFEFIZ & o TIEL showtech 7 7 A VDX 7 m— RIZES 05560800 £
75
Hora—RRRETLEDL, ROa<vy REFTLTESLET,
6= Ty ANEETT DI i<xm$LA—va/11h%%ﬁ¢éb%#&@i# VAT AD
openssl N— g /%ﬁ’ﬁ%mb‘j—é X, openssl version A~ N %—f'{ﬁﬁ\ﬁﬁ bi‘?—o

MAC T7 7 A V&EE ST HIZIE, OpenSSL 1.1.1+ & A A b — L3 B0 NH Y £3, Zi
[%. LibreSSL @ openssl 2~ N yibs OpenSSL @ openssl T~ FCTHR—FINTWNBETT
DAL FIEH R — K L TRV TT,
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| Crosswork Data Gateway 1 > X % > A DEXE
Crosswork Data Gateway VM D> ¥ v k54 > .

openssl enc -d -AES-256-CBC -pbkdf2 -md shabl2 -iter 100000 -in <showtech file> -out <decrypted

filename> -pass pass:<password>

Crosswork Data GatewayVM D > vy R3O >

[NF TN =2—F 1427 (Troubleshooting) ] A == —5H[SVM®D T ¥ v h&Z 7 (5Shutdown
M) ] ZiER L T, Crosswork Data Gateway VM D &EJRZ 4 712 L £ 7,

auditd O O ITH RK—
auditd 7 7 % 7 AH— MBI, KO FIE FATLE T,

ATY TN [FF TNy a—TF 47 (Troubleshooting) | C, [9 &R 7/ D=/ AR — bk (9 Export audit Logs) | % i3
WLET,

RATw 72 auditd 2 7O tarball B EALH DA 7 L—X% A LET,
ATy T3 [OK]Z27 V7 LET,

D

—F—arvEant-05 774 IILDOHIK

COFNEEMFEHA LT, /var/log BI W Jopt/dg/log 7 F/NENOO—FT —3 9 X729 T
DOurT 77 AN (*gz £7203 *xz) EHIFRLET,

ARTFY TN [N T TNy a—T 47 (Troubleshooting) | A == —n6, [ —T—T a3l 77 A /LOHIER (8
Remove Rotated Log files) ] Z 3R L £7°,

ATV T2 BRENDEAT 7 TUIW (Yes) | ZRINRL T, ZHEARIFELET,

TAC L T )ILT7 72 ADEMIE

TACY =)V 7 7 AT 5L, Y RAanx V=7 %, dgtac & V) L ETOTHIF A
Da—HP 2 LT, SERRIFIC L > T Ubuntu ¥ = /VICEBER 7 A TEET,

oL EN n—%#/IW7D/7h%@%b@miOkdmmn—fTﬁﬁykﬁBy?éﬂ
TWT, NAT— FRHIREIAUC 2 > TWET, AINCT 5 &, dgtac +— TR DIEH D
12:00am UTC (4FRITOFFUTC) £TT 77 4 712720 ¥4, Zid 24 BRI T,

dg-tac = —H#E2HNZT 5 FIAIT, kD&Y TT,
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Crosswork Data Gateway 1 > X % > A DEKXTE I

B oncozr7oezommt

ATy T
ATy T2
ATvT3

ATy 74
ATvT5
ATv 76
ATvT1

ATvT8

\)

GE) ZOT77BREBEMNITAICE. VAIOT L PoTIOEETALERSH Y F3,

1R BHHIIZ
AT Y T =T A SWIMS Aberto Y —/UICT 7B ATE A Z L 2R LTI X,

dg-admin = —# & L C Data Gateway VM {212 7' 1 L £,

AA A =a—Inb, [ NT TN 2—F 7 (5 Troubleshooting) ] %I L £,

[NZ 7Ny 2—F 47 (Troubleshooting) | A ==—n5, [TACY = /v 7 7 & ADHFZN (Enable TAC
Shell Access) ] Zi®IR L £,

dgtac = —HDa /A NNIFREFHAD/XAT—RETACHL T ¥ LV b= U ~DIRENVLETH D
TeREET LA T u I RERRESNET, ZORATAEMET v 22T 52T Wiz (No) ]
. BT DIIE IV (Yes) [ #BIRLET,

FATT 2 &, HEHTHAH LW RAY = ROANBRD LI, TAH Y MBEDNZe D ARFERENET,

ALY = NRAZa =TT AV bOw Y RS 572D DAY — RE A LET,

Crosswork Data Gateway 7*5H> 12 27 7 7 b LE T,

YAAPDT Y =T ) Crosswork Data Gateway D VM IZEHET 7 B A TE H551%, WO FIAEZFATLE

T, ZNLSOGEIE. FIE8ITERE T,

a) dgtac 2—H—OFIAS THE LI/ RAT— &, YO Raxv=7 L LEHFLET,

b) RELIENAT—REMFHL T A0z Y=T Ndgtac2—H—& L TSSHEXHETr A LE
7
NAT—=REANNTLDE, FY LoV =2 URFRSNET, Y ZXaDxrP=71%, SWIMS Aberto
V= LEHFHLTF ¥ LY b= UIZEBA L, BLABEHRDIGE % Crosswork Data Gateway @ VM T
Fr LY h—7 BT ET,

) YAapxTrYV=7Fdgtac—H—L LTEFIIRIA L, NTT N a—T 4 TH2FIATLE
D
dgtac 1—H DT A RAX A AT 7 MERNIZ 1S 0T, vn7 7 v hLizlAE, YAz V=7
X, BEa A T 5DICH LT X LU DICBEATHMNERDH Y 7,

d) NIV a—T 4 VI NET LEDL, YAIDOZ V=T X TAC V= nbu /777 b LET,

VAADIT Y =T ) Crosswork Data Gateway D VM IZEHET 7 ¥ A TX 72 WAIE, T A7 Fy 7if

EEICLTY ATy P=T DI —T 4 7 ZBIELET,

a) koa<r RE#ALT, dgtac— & LTCSSHEHTr /14 LET,
ssh dg-tac @<DG hostname or IP>

b) dgtac 2 —WITRE L2/ AT —F&E AN LET,
NRAT—=REANNTDHE, Fr LY b= UBRFERENET, TON—T v EVRAIADTL V=T
CHFELET, TOV RO P =TT SWIMS Aberto Y — 1V EHEH LT h—27 ZBA L, 0E%E
HHELET,
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| Crosswork Data Gateway 1 > X % > A DEXE

mee sy rois

) Ty LY h—7 I T DL &GS % Crosswork Data Gateway VM (ZHE Y £71F £ 97, Enter & —
EHTLEyz T A REREINET,

d) "I TNTa—T4 0 TETICE, TR by 7E2IET L0, FLFv A0z =T OfR
WZHEWE T,

dg-tac 2 —% D7 A KAV XA LT U MERNZ 150 TT, v 70 NLEHE, v Aapxzr V=T
X, BEa A T 50 LT Y L DICBEATHIVNERDHY £7°,

e) "I TNva—T 4 VI NETLEL, TACY=nbu s 7w hLET,

TACS T )LARY FDEE

DU ARZHDTAC ¥ = )b A X FDH A LAX T ERIL, tac_shelllog 7 7 A WAZFEER
EhET, TAC ¥ = /LA X MZ Crosswork Cloud 2> b —F I CH B ESNE T,

« TAC ¥ = L O 3hik,
« TAC ¥ = VD IEhk
e dg-tac D1 7 A v

e dg-tac DR 7T 7 b

Data Gateway 7% Crosswork Cloud = &k m— Z |ZHfE T E W56, TAC =LA X2 M

/opt/dg/data/controller-gateway/audit/pending 7/ % 4 RSN E 9, Crosswork Cloud =
Y —ZRBEARRICRD L, ZRHDA XY MES SURICIEE SNET,

tac_shell.log 7 7 A /L1E, Crosswork Data Gateway VM @ showtech /3> RV CEHA T £,
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Crosswork Data Gateway 1 ~ X4 Y ADHE |
B ncoznarrous
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RE<TS O DOHEIKR

Z 2T, IROWNFITHOWTEBA L E1,

« vSphere UT Z{fH L 72 VM OHIBR (145 =—)
* OpenStack 75 VM OHIER (146 ~X—)

vSphere Ul Z £/ L 7= VM DHII R

Z D% 7 v aTlE, vCenter 2> Crosswork Data Gateway VM % Bl &3 2 FIAEIZ DUV TREA L
iﬁ‘o

)

GE) ZOFNEIZ X - T, §TD Crosswork Data Gateway 7 — Z NHIFR SN D Z LICERE L TL 72
W,

1R BRI

% Crosswork Cloud 7 7V r— g O a—H% A KD [Delete Crosswork Data Gateways @ Hll
By OIEOFHNIIE > T, Crosswork Cloud 7> & Crosswork Data Gateway Z HIBR L 72 2 & Z el
L%,

AT w71 VMware vSphere Web 77 74 7> hzua 74 v LET,

ATw T2 [FEF—% (Navigator) | 3A > C, HIRT A7 7V r—a > VME427 Y v 7 L, [EIR (Power) ]>
[EJRA 7 (Power Off) ] ZiEIRL £,

ATV T3 VMOERNA 7oz, b)—EVMELEZ Y v 7 L, [T 4 A7 M5HIBR (Delete from Disk) | %
BIRLET,

VM DHIBRE N E T,
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FETL L OHR |
B openstack 1 >0 vm IR

OpenStack 5 5 M VM D Hll &

OpenStack UT Z{# /] L T, OpenStack 7> Crosswork Data Gateway H— " 2 Z Hlfr 3 % FIEIC
PENET,

\}

(GE) ZOFNEIZ LY., Crosswork Data Gateway VM 7 — Z 3 HIIER & 41 F J°, Crosswork Data Gateway
VM (Z, HIBRT 2 o TE £ A,

1R8O BRI

['Cisco Crosswork Cloud User Guide] @ [Delete Crosswork Data Gateways| DIHDFHIZHE >
C. Crosswork Cloud 7*% Crosswork Data Gateway ZHIfr L7=Z L 2R L 97,

AT v 71 OpenStack @ Ul hHETT S56
a) OpenStack ® Ul 74 > LET,
b) [Z>E=2—F 17 (Compute) |>[A AKX A (Instances) | IZBEIL £,
) ZON—VICERENDH VMDY A vk, HIERT S VM 28R L £,
d) [f > AZ 2 ADHIFE (Delete Instances) | %7 U v 27 LET,
e) VM ZHIBRT DBRCEREINDMRY 4> R T[A v AX L ADHIFR (Delete Instances) %7 U v 7
LT,

EJ b
AT w72 OpenStack @ CLI hh5ETT 554
a) CLI 2% OpenStack VM (2 a2 7' A > LE 9,
b) KOa~<wr REFITLET,
openstack server delete CDG VM name

WIZH &R L ET,

openstack server delete cdg-ospdl

o) A7vary) IRTOVM DY AMERRLT, VMAHIBRENTZZ & 2R LET,

openstack server list
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CORF2IAVMNEI, RKEVRAOARITRF 2 AV MNDSEMRTT, YV IBHRICODEXLTIE
. BERBRIBEFAT. ZEBRICTZ Y 77— DHD. UV IEOR-IHBEI/LTEThTWNS
BEFHDEITEEZCTELIEZD, HBLETHLEZNMREBDFTIDT, IEXLBABICDL
TIKETAIPMDRF AV M ESELESZL,



