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Hi#ak
HHaME I Cisco D7 U — 17 =7 TACACS+ ¥—/38 X O FreeRADIUS 72 CHREE SN E 9,

HEERMHE

N— B OEBEIL, V—F EBITE Cisco V7 b U = T BT L TR WO o A o USRI k)
LT, FACAAAY—RDY 7 by =T &5 —H~X—A (CiscoSecure ACS 72 &) ZfEfHTxF
9, X AZ ID ZHR— b L72WI TACACS+ — 3 L jb— & & OO AR H3E AV E R —
5121, [TACACS+ B X O'RADIUS BiE2—V DX A7 ID (42 X—2) | OIHEESMH
LTL7EE,

BRY TIL—TDERTE
AT R—=ZADFBRBATIL, TOFREAERL L THX AT IDOBENMEFHSINET, ¥ A7 1D
X, 2—VPOBREFITHZER LET, Fax—PL, F A7 IDTHMNSNDFFAIS oL —
ZEWEX 27 D'y NRBEEMTONET, 2—PFiF, 22— 7 —TICEEF TN 2 &
THHBMPEENES, 2= =712, ¥ A7 IA—7REEMfF o nET, FF A
7 IN—T1E 1 DU EOX A7 IDICEEMT b E T, BAIAXF—LEHET HHE. &)
WCH AT TN—TEFRELET, RIZ, FRAT T—T filxDa—FDIAICHE L 7,

no L7 4 v AERE L Ctask 2~ REMHATHE, BEDHX AT IDEH AT T —
TINHHIBRTE £9,
HARAY TN—TEHEITABRTEET, R¥F2 A MNOBHEIZRT TA—T%HIRT 5 L.
TT—DEAELET,
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1R BHHIIZ

BAY TN—T% B LT, # A7 1D ZBEfT T 502, #AZ IDDOL—F VA RBIW
EHZZA7IDDOHBINZOWTHM L TR MERHY 3, ¥RAZIDDERRY A NEERT
% 121X, show aaa task supported =~ REHH L £,

GE)

ATy I
ATvT2

ATvT3

ATv74

ATy TH

AAA Z A7 ID O write ] ZFf> CWABZ—VIEIF X AT FL—THRETEET,

FIE

configure

taskgroup taskgroup-name

B -

RP/0/RPO/cpu 0: router (config)# taskgroup beta

BEDR AT TN—TDLHEVER L, AV IN—TF a7 4Falb—rar P TE—FK
ZBRMB L £,

« taskgroup =~ RO no WAEIEET D &, FFEDF AT I N—T % T AT L HIER
TEET,

description string

i

RP/0/RPO/cpu 0: router (config-tg)# description this is a sample task group description
(B AT v P2 THELEZ A ZA—7 03 EER LET,

task {read | write | execute | debug} taskid-name

il

RP/0/RPO/cpu 0: router (config-tg)# task read bgp

AT v T2 THRELIEZ AT TV—T BT 52 27 ID #EE L E T,

« ZTDH AT IDBBHEMMT B, FRT TI—TDRA N FETENDIEED CLL F
771% API FEOYH LAIZ read FFR[ 28]V Y T E 4,

eno L7 4 v AEEE L Ctask 2~ REfAT 2L, BFEDX AT IDEX AT 7
/l/%707§)6ﬁulgf/%/6% i—a—o

AT T2 THRELEZ A TN—T1ZBET K2 A7 IDICH L TTFIEEZBRY KL F
7,

CiscoNCS 560 ') —X JL—% (CiscolOSXR 1)) —R 11x) YRFLtFa)F4 A0T4F¥aL—>avAHAF .



B >-vyr—Joms

ATvT6
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commit

RDBRY

BAYT TN—=TDFTRCOYy hOBRENZET LD, 2=V Z7—TD7 vty FEFHE
LET (T2—¥ 7 L—T70fkE] OHEEER) |

A—H HIL—TDHRE

2= FN—TFF, FAY TN—T RO —P kT Hav L R ARNTA—Z 2L o T
WESNET, uwsergroup 2~ FEANTLHE, 22— I/L—T a7 4 Falb—av
BT E— KRB ENET, usergroup 2~ FD no JEXZHEHAT L&, HrEpa2—4 7
N—TEHIRTEET, VAT LATEREINTWE2—HF I NL—T%HIRT 5 &, BEERER
ENET,

1R BHEIIZ

GE)

&
ATy T2

ATvT3

ATy T4

WRITE:AAA # A7 ID BT T D2 —H 7, 22— I —T%2BRECTEE7,
a—W FN—F1T. HETERINTE I N—FDOFa 35 4 (owner-sdr 72 &) kA TX F4
Ao

FIE

configure
usergroup usergroup-name

51

RP/0/RPO/cpu 0: router (config)# usergroup beta
BED2—Y I V—TO4H ER L, 2—F I —7 a7 4FXal—varH7E—FK
ZhB L E T,
s usergroup 2~ KD no BERAEHET H L, FFEOZ—Y JV—T% AT A BHIER
TEEJ,

description string

1 -

RP/0/RPO/cpu 0: router (config-ug) #
description this is a sample user group description

EE) A7 v 72 THRE LI2—Y ZAV—7OHMEER L ET,
inherit usergroup usergroup-name

&1
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ATy T5

ATvT6

ATy T17

=1 ]

ax /&

ATvT1
ATy T2

ATvT3

a—vozz I

RP/0/RP0/cpu 0: router (config-ug)#
inherit usergroup sales

« 2= T — T OHREVIRINER LET,

taskgroup taskgroup-name

B -

RP/0/RPO/cpu 0: router (config-ug)# taskgroup beta
AT v T2 THRELLEL—Y IN—T %2 ZOAT v 7 TRE LTS AT 7 —T | B#AHT
£,
e =P T N—T1E, AN LTZHE AT TAN—TZx L TT TIZERSIN TV LR ERME (¥
A7 1D U A b EHERR) ZHRY £,

AT w2 THRE L2 —Y J V=T 2T 5K % A7 7T —F 2k L CFRIEZED K
LE9,

commit

A—WEFETDHITIL, ROX AT #FTLET,

Fa—Pid, FEPNAL AT BO2—PAIC Lo TR ST, Fa—ViE, DL
H1OoDa—Y T —TFDRANR—THDI EBMNETT, 22— S —T%HIET 5L,
ZDITN—FIEEAMA T SN2 —F BRI T 2EERH Y £9, AAA V— STIEINZ L=
=P HFIEENETN, IFEAEODa~ Y RIZFFTENNEY A,

FIE

configure

username user-name

51

RP/0/RP0/cpu 0: router (config)# username userl

B Lnwa—FoafizlEl (F72@3BEOa—Fzi@l) LT, a—PHhar7 1 Falb—
Var B TE—RNERBLET,

s user-name S1EITIT 1 DOHFELFFEHTEET, AX—X LI HMFIIEHTEEREA,

RONWTNINZEITLET,

* password {0 | 7} password
* secret {0 | 5} secret

1
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B sz 7851790 x09—rozE

RP/0/RP0/cpu 0: router (config-un)# password 0 pwdl

EJ S

RP/0/RP0/cpu 0: router (config-un)# secret 0 secl
ATy T2 THRELEA—FONRNRT = RERELET,
esecret I NEZfifIL T, A7 v 72 THRELZL2A—YAHORELRR 7 L RAT —
FEfERL £,

s password 2~ RORIZ 0 # AT, LS T (ZIUTT7FHA L) /(R
T — R T ENBESNET, password 2~ FOKIZ 7,8,9,10 Z AT 5 &
Wb SN AY — R0 2 EDREESNET,

ssecret AV RDRIZ 0 ZANTHE, BEFXFa T RS LI TR (Z U TTFA
F) NWRT— RN ZENHBEINET, seeret 2~ FDOH%IZ § #AT175HL, &
F a2 TR S LI NIRRT — FF ZEREEINET,

« XA T 0D, password 2~v 2 REB LW secret =~ KOT 7 /L FTT,

AT v 74 group group-name
£

RP/0/RP0/cpu 0: router (config-un)# group sysadmin
AT w72 TIRELIZ2—%% usergroup 2~ R CERLT=2— Z N —A2H Y ¥ TF
h@‘o

e —PE, =P IN—TDIFEIERZ AT TA—T~DEY) BTN L - TERESN
RIS T, 22— TN —TF 0T _XTCoBMEEZZIT]RY £9°,

e Ha—PiT, D b1 oD —F N —FIZE Y TAVERHY 3, 22— 138
¥BDa— IN—TIZ@THENHY £,

ATYTSs 27 972 THRELZZ—FICEEMNT 22— Z 1 —T7 T2, AT v 7 4 %401 FE
ﬁ—o

A7y 76 commit

BALT8ERL TIDINRT— FDHTE
NRAT— REBRETHHEES, 2—FIIKD 2504 T arnb o £4,

s 2—PIT TR AL SNEZRE TS E4, oIS LICK SN FIcy AT A
ICEERIFENET,

o —WFIINE TR LI, VAT AUREINTWE I VT THF A FDO/NRRAT — R
gtoEx 9,
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24 TR T— FDHRE .

HAT S, AT 8, BLOXA T 9D FATIE, 2= NIRRT - RERTETDH2D
ICHTRDOA T > g 2 FERATEET,

XA T8BLONL AT 9 DR FRDOEREDFEMZIONTIR, =2—FORE (53—)
DOEZZRL T ZIN,
R

2AT 8 DR FAL/NA T — REBEHERET HI2E, kOa~vy REFEITLET,

Router (config) # username demo8
Router (config-un) #secret 8 $85dsYGNam3K1SIJOS7nv/35M/gr6t.dVc7UY9zrIJDWRVgncHuUb1lPESUIMQFs

A A TREEAL TR EFH L TIEELENTZZ VT THF A FDONRAT— RERETDHITIE. &
Da<vy REFEITLET,

Router (config) # username demo8
Router (config-un) #secret 0 enc-type 8 PASSWORD

B AT 9 DREFAL/NAT — REBEERET DI, koa<wy REFTLET,

Router (config) # username demo9
Router (config-un) # secret 9 $9$nhEmQVczB7dgsO$X.HsgL6x1i10RxkOSSvyQYwucySCt7qFmé4v7pgCxkKM

BATIREEA T REFH L CHEEALENTZZ VT THR A FDONRNRAT— RERET HICT. &
Da<ry REFITLET,

Router (config) # username demo9
Router (config-un) #secret 0 enc-type 9 PASSWORD

ESPEDEYS]
HATREHATYIDNRAT— R (39 2X—)

c AT 10 /NAT— R (40 ~X—2)

BEEaTY R
* secret

¢ us€rname

B4 T10/NRT— FDHETFE

WA T arzERHLT, A4 710527 — R (SHAS12 ™y a7 /)L Y X L% H)
Pa—PIRELET,
R TEHI

Release 7.0.1 IBETIE. Z U T T XA MDONRAT — R&FH L Ca—F21EmR Lm0/ 2
U—RDTFT 74V THA 71008 @HINET,
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. B4 TR T— FOHRTE

Router#configure
Router (config) #username userl0 secret testpassword
Router (config-un) fcommit

F72, HRBIZZ A 710X A Y — RERET A7-9I1Z username =~ > KD secret 47" 3
ELTHLWAT A—=42D [10] #fFHTExET,

Router#configure
Router (config) #username root secret 10
$6$9UvJIidvsTEqgkAPUS3CLIEL /F . E4v/Hi . UaqlwX8UsSEr 9ApG6cSpzhMImZ tgiwd JObAQ TmeAwyhuSVM/ aRFJIge/ jxZG1 Th6xPrvIWE1l

Router (config-un) #commit

JUTTFHARDAAT — REANTBLERD S F U AT, KIRT L 912, enc-type
XU REZUTTFXRNDART— REMAT S LT, BATIRHET L SY X 0%
BETEET,

Router#configure
Router (config) fusername userl0 secret 0 enc-type 10 testpassword
Router (config-un) #fcommit

AR DFRETIE. A 710 %AV —REHA L Ta—Y2RELET,
VAT LAEBE VM T, RIRTE O, XA T 10 RRAT— RERETEET,

Router#admin

sysadmin-vm:0 RPO# configure

sysadmin-vm:0 RPO (config)# aaa authentication users user userl0 password testpassword
sysadmin-vm:0 RPO (config)# commit

Commit complete.

sysadmin-vm:0 RPO (config) # end

sysadmin-vm:0 RPO# exit

Router#

FTarvIJq4F¥alL—ay

Router#show running-configuration username userl0
!

username userl0

secret 10

$6$9UvJ1dvsTEqQuKAPUS3CL1EL /F.E4v/Hi . UagLwX8UsSEr 9ApG6CSpzhMImZ tgiwd jObAQ TmeAwyhuSVM/ aRFJge/ JxZG1 Th6xPrvdWfl
I

VAT LAEBVM T, WOFNEEFEITLET,

sysadmin-vm:0 RPO#show running-configuration aaa authentication users user userl0

Tue Jan 14 07:32:44.363 UTC+00:00

aaa authentication users user userlO

password
$6SMMvh171CzSd2nJfB$Bbzvxzriwx4iLEg75w4z]15YK3yeogSUoRyclevt SX0c4EuaMlaK. v7E3zbY 1 yKKxkN6rXpQuhMJOuyRHI t Dl
|

sysadmin-vm:0 RPO#

[FERIZ. XR VM (Z admin show running-configuration aaa authentication users user user10 =~

Y REMFEALT, 2—PICRESNTNAAT — ROFFMAR R TE LT,
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n’zx7—ra4 Foruamt [

BEEIE R
e AT 10 /NAT— R (40 ~X—2)

« NRAT— REZATOTHEHYE (9 =)

BEav> K

* secret

¢ us€rname

INRAT— KA A4 TOTREBRE

CiscolOSXR Y 7 b7 =7 Release 7.0.1 "6 FALDON—T g ANIX T T L—RT 5 & &IE
DOEK, BIEOKI, XU 7 L—FROHikE, £7IEXRVM OF 7 U 7e EOREN AT 5
ZERBYET, A5 (MDS) 1FEWY U —RADTFT 7 4V OB L TH D720, Zhb
DORENFAE L E T,

X7 L— RIREHZZ O X ) e L EBMEORENBE LN L 22T DI, ROARAT v
e Z e aBEd LET,

« install activate D AT v V& [R&, # U7 L— RKOTXTDA A b—L#{EEZFEITL
e

« Z O install activate D 27 v P& FATT HH1IC, WD VM T—HFRED NNy 7T v 7
Z{ER L %9, show running-configuration username | file harddisk:/filename =~ >~ R % [f]
FRICERH T £ 7,

s WD VM OFT R THa—YZHIR L., install activate D 2T~ 7 #BRtE L 9,

V=B WFNLDON—2 3 U CRENT S & BfIDN— F AT A —HFOIEREERT S
Ta 7 ERERINET,

D= DI LF oy LEERLTe VA Lz, UURICIRTE LTZREZ T O
VM IZiEH L ET,

eZiX, XU 7 r— RBEOBIMRKDOT T VA E2EZCHELLY, U T L— R
ERL, XA T SOREEFOBFOZ—PAREIITHEBLETA, 2O L5 —FiL,
JIVTTHRARNONRAT— REFERLCHERn 74 T&xES, LL, Y4710 RE
ERFO—PCIIRRREN KL, v /A o TERWEERHV £T, 2O X RGAIF. XF
%l T10<space><sha512-hashed-text>] AN VT 7 H A RO/RAT— RE U TUBE I TH A
75 (MD5) /XA U — RIZKB{L S ET, T D Tl10<space><sha512-hashed-text>] LF4H|% %
DHAT N0 2—HFDONRAT— R LTual A NEALET, fiROAT v 7 2HHLTHE
TA Utk TRRER OETHIAIN TS LI, XRVMBLWY® VAT LAEH VM T
JVTTHXARNDO/NRAT— REFRIICRE L ET,

CiscoNCS 560 ') —X JL—% (CiscolOSXR 1)) —R 11x) YRFLtFa)F4 A0T4F¥aL—>avAHAF .
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AAH—EzOBE |
B reows s—EEROL—SOBE

RADIUS H—/\@EERADIL—2 DERTE

JL—2% L RADIUS — "Dilfg 5% LE 9, %, RADIUSA A ML, A= (CiscoSecure
ACS) . Livingston, Merit, Microsoft, E72lIfthidd> Y 7 ~o =7 7131 % —@ RADIUS #—
NI TNy =2T 2ETTH~NLTF2—H AT A TY, RADIUS — & DIEE D=2 /L—
A EBETHITIE. WO I REZENRH £,

e ARANLEIZIPT FLA

FRREDSESEAR—

CTHT LT 4 T DR
- FERE(R K
WEPS AN i

. XS

RADIUS X =2 U T 4 —rNjF, A PLEZIFIPT FL A, RA M ERFEDZ—Y 5 —
X275 7a ha)l (UDP) AR— bEH, £72ITIPT RLABLOYED UDP A — hEFIZ
FviplanEd, EAEOHIERIZ, IP 7 KL AL UDP R— hE 5 OMAA DO THERR S
NET, 22X, RADIUSHA hE LTERINTND S EIERA— A, EAHDAAA
P —ERERYPETEL LIV ET, 2F0, ZOBEAEHIMEREZFEH LT, &21PT R
L LB T % 1 BOH— R EICEE D UDP R— s DNMEET 54, FhEHh o UDP AR—
\Z%f L C RADIUS Zxk %2 3%{5 C& £9, [FL RADIUS — " EDOHELZ 2 DOKR A~ =2 b
VIZRICH—ER (22T HhorT407) #RELZGAE, 2BDICHELTZHARA
YU, BUNCERELTEFAA N 2 FYUOABIA AL v FA— "= Ny 77 v 7L LTEME
LET, ZOEHEE, BAIDKRAN U NINTHT T 407 =R TE o7
e, xy b= T 8A Y= NEFREICEE ECT AT 4 7 = EAHICHRES L
TWE2H/DODHRA = M ZFITLET GUTINDHRADIUS AR b = kU DIEZFIX,
BRE STV DIEFIZENET)

RADIUS #—/3& Cisco b— 4 %, HWETF AN AN U7 EEALTRAY— FEK5
L, &AM LUET, RADIUS ZREL CTAAAEX 2T 4 a~r REEMAT I,
RADIUS =T —F L 2 F(TTHHRA ML, V=X LIFTIWETF AL (F—) 2RV
VI REETDMENRD Y T,

ZA LT T ME, FAEME, LS F—HIZiZ, T TORADIUS = _ZXRIZ LY
B—VERGE, P NIERGE, 13 e — o SVRRE L BIRRE DA S D E R T
F79. TXTORADIUS =N E—F EDMEIZZDOL S 7 v — S VRELEEHAT 51
IZ. radius-server timeout, radius-server retransmit, I35 U\ radius-server key &9 3 2D
HhrZa—r)Lar7 4 ¥al—yary avy REEHLET, FED RADIUS H— 22
NoOEZEEHAT 5I21%, radius-server host 2~ K&/ g — L ar 7 4 XFal— g3
TR THEALET,
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| AMAS—EzDHEE
RaDIUS 4 —s@EAoL—4snEE [

\}

G¥) FILyAafllxy NT—7 TI78A B =T, ¥4 L7 7 b BHEE BLOF—EHO=~<
v RZERIFFICERE (F/m— 3 LF ﬁiootoﬁ—/\%u&“ﬁ) TXFET, W—FZ7ua— L RE
LY — NBSBEOW F 2R ET %G, —UI0X 4 ~—, FiEE, BLOF—EHOa<w
F@ﬁﬁ\7H—Aw®&4V~\ﬁ$h\kio%—m@:va;D%%%éniﬁo

FIE

AT v 71 configure
AT 72 radius-server host {hostname | ip-address} [ auth-port port-number] [ acct-port port-number] [ timeout

seconds] [ retransmit retries] [ key string]

51

RP/0//CPUO:router (config) # radius-server host hostl

JUE— hRADIUS H— R KA FNDKRA NEFIZIP 7T RLAZEELET,

« auth-port port-number 7> 2 » ZfEH LT, FRFERH D RADIUS H— NZ[E A O UDP
N—hEeRELET,

s acct-port port-number 7> a Y EFER LT, T T 4 FEH O RADIUS H—/3(Z
[E4 D UDP A — b &5 E LET,

-*y%?~&79tx%—ﬂﬁ$ DOIPT LR ELBEN T BN EEDOFRA = b

VE2EHTHLIICEHTETAICIE, Zoa~vy RELERBEFTEVIKLET, 0O
5. 4 UDP R — %é‘év#ﬂf@oﬂ\é EEMER LT EE, %4 RADIUS 78 A | Cfff
HT52A4 L7 0 b, FEEEK. BLOKSXF—DOEEZZNEFNHREL T EIN,

s XA LT U RNERELRWES, Za—UUERMEHSNET, RETDHHA. O
IZ 1~ 1000 T1, ﬁ%hﬁ%&ﬁb@w%é\7m—ﬂwﬁﬂﬁ%éhiﬁgﬂmﬁé
WA, EO#PHIL 1~ 100 T, F—LFHEHRELRWEE. Zuo—UUEnfEH S
£,

GE) X —{%, RADIUSH—NTHHAT IR (L —IZ T 2T7FA MR N 7 TS
AU FH A, F—DEFHICH D A= TEEINE TR, F—HNDOAL—2 L
X —KEBDARX—X I SN D720, F—ILH I radius-server host =~ > R D
KEDOTATLE LTRELTLEIN, F—ICAXN—REFHT 546, 5| %
F—ICEOLLEERE, S TR —2HE RN TIZE N,

X T 73 radius-server retransmit retries

&1

RP/0/RPO/cpu 0: router (config)# radius-server retransmit 5
Y7 bU =775 RADIUS —/X AR A DU 2 M &R T DEEORKRMEEZIEE L ET,
« ZOPITIE, FXEORITREREIL S ITRESNET,
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B rrows v—EEROL—s ORE

ATv74

ATy T5

ATvT6

ATy T1

ATvT8
ATvT9

radius-server timeout seconds

1 -

RP/0/RP0/cpu 0: router (config)# radius-server timeout 10

ZA LT D MIRDETA—ZRY =N KRR NOISEEFHET 2B EREL £,
I, AH = B A== 10 ISR ES N TV DB 2R L ET,

radius-server key {0 clear-text-key | 7 encrypted-key | clear-text-key}

1 -

RP/0/RP0/cpu 0: router (config)# radius-server key 0 samplekey

L—HZEBLORADIUS T —F LB DOTRTORADIUS 2 X 2=~ —3 3 VORIEF—B I
EEX—%HEELET,

radius source-interface type instance [ vrf vrf-id]

51

RP/0/RP0/cpu 0: router (config)# radius source-interface 0/3/0/1

(f£&) RADIUS T, T _XTD¥H[ZRADIUS N7 v MIIEEDA X —T = A A0 7 A
VHA—T A ADIPT RLUABNEHINA LS ICcLET,

FREESNTA LV E—T oA ZAF T T A o F—T =4 R, IPT KLU AREEMT 5
NTWALERSHY £T, IBEDA L F—T 2 AEITIYTA L F—T = A AP T
RUAREE ST WD, DA U H—T oA ANRKX T RBEIZH 556 RADIUS
X7 74NV MIREY E3, INEREHRET DI, A X —T A AFF T A 2 —
T2 AP T FLAZBINT 50, DAL E—T oA A%T v 7IREEICLET,

vif ¥ —U — RiX, VRF BN CHAEZHIZ L ET,
RETHAENPY — R LT AT T2 ~6%#0IKLET,

commit
show radius

1 -

RP/0/RP0O/cpu 0: router# show radius

L) AT AR EIN TS RADIUS — DIE#HREF R LET,

Radius D ZH D5

radius source-interface Mgm0/rp0/cpu0/0 vrf default
radius-server timeout 10

radius-server retransmit 2
|
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RADIUS Dead ¥ —/ szt 0z [

! O0OB RADIUS
radius-server host 123.100.100.186 auth-port 1812 acct-port 1813
key ciscol23
timeout 10
retransmit 2

|

radius-server host 123.100.100.187 auth-port 1812 acct-port 1813
key ciscol23

timeout 10

retransmit 2

|
aaa group server radius radgrp

server 123.100.100.186 auth-port 1812 acct-port 1813
server 123.100.100.187 auth-port 1812 acct-port 1813
|
aaa authorization exec radauthen group radgrp local
aaa authentication login radlogin group radgrp local
|

line template vty

authorization exec radauthen

login authentication radlogin

timestamp disable

exec-timeout 0 0

|

vty-pool default 0 99 line-template vty

RADIUS Dead H—/\i&HDEFE

RADIUS Dead-Server Detection #§iE 4 3% &, RADIUS Hh— %7~ NIREELIEET H 72
DIEHT H5EM2REL LI ORETEET, FUERPRIICERE SN TV RWSEAIL, &6
IIRIEL D b7 W7 v a v OFUTFES O TEIMIZEE S E 97, RADIUS Dead-Server Detection
ERETDH L. B ZEL LTV RADIUS — "R HIRH SN ET, ZORIGZERADIUS
T NOAIREE M, B & BT — SO OB, T NIREEE T A TIREA# 0 KT B
GOBBENEI D &, T REA LPNEL R X7y MU EHEIZRY £,

JL—% 3 RADIUS Y— 0BG 207037 » N & R I2% T B> THY D RADIUS H— 337
MIREE L FRE S5 £ TITRRT 52 LN B 5 RN 2 BN CRRIET D Z LB TEX 7,
N—ZPNEREN L THD Ty NOZENRRL . XA LT 0 M &, RS- S

HOL L TAHEINET,

S 51T, RADIUS H— 3037 v MIRRE L4EE S D £ TIDV— & THRAET 2 LHEN b D1t 7
ALT T MABAERET HZ b TEET, b—DRIAELE T IV T 4 T OW ST 2 FATT
LY. WG OBADO/7 y M ZOEBICEENET, ELIERSN TRV Y b
I ZALT T MR- TS0 ELTHY Y hSNET, BTV b ENDDOITHEEZT
T, BAIOEEEFIA T FINFEFA, 22X, HFA LT U FTIEOFEENEE S
£7,

GE)

IF[E] D SefF & AT D RO i 7= L T e | =37y BREBLIRE SN EHE
}\/o

radius-server deadtime =~ KL, — 105 v RREL~—7 EINT, T v RREICEE
HEMZ RN THELE T, ZORMNRRT S &, =0 DINENZE I N WA
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AAH—EzOBE |
B recacs: v—ioz

TH, =g E~—27 SNET, T v FEBEZELTH, radius-server deadtime =
<Y REFRELRWVED, F—NFE=FINEHA,

FIE

AT w71 configure

AT 72 radius-server deadtime minutes

&1

RP/0/RP0/cpu 0: router (config)# radius-server deadtime 5

WL DD — M FARBEIZ /R 5 72 & &= D RADIUS Y — RIS E R 28 < L, #HHAREEIC
Role =BT WAy FIND LI LET,

2T 73 radius-server dead-criteria time seconds

1 -

RP/0/RP0/cpu 0: router(config)# radius-server dead-criteria time 5
RADIUS #—/337 » RIRREE L THRIESND T v RERFEORFM AL L E T,
AT 74 radius-server dead-criteria tries tries

1 :

RP/0/RPO/cpu 0: router (config)# radius-server dead-criteria tries 4

RADIUS — 017w NIRFEE L THRESND T v REUORITRIE A ML L E T,
AT 75 commit
AT 76 show radius dead-criteria host ip-addr [auth-port auth-port] [acct-port acct-port]

1 :

RP/0/RP0/cpu 0: router# show radius dead-criteria host 172.19.192.80

(EE) ¥EIP 7 KL AT RADIUS ¥ — 2Bk 7= dead-server-detection [E# A F < L £
@—O

TACACS+ H—/\DEETE
TACACS+ —ZHRELE£7,

R— R BE SN TWRWES | BEER— FES49037 740 P TS ET, timeout 35
L Okey /37 A —H L, T XTHOTACACS+H— K LT/ ua— UL THRETE £7, timeout
NI A—=HX, AAA YV — N TACACS+H— "D nE 52 25T 5 £ CORMAERE L £,

key /X7 A —H (%, AAA Y —/3 L TACACS+ H— [ CHA SN HFBRER LU 5% — 26 7E
LET,
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tacacs+ +— 0%z [

FIE

AT v 71 configure

AT w72 tacacs-server host host-name port port-number

i

RP/0/RPO/cpu 0: router (config)# tacacs-server host 209.165.200.226 port 51
RP/0/RP0/cpu 0: router (config-tacacs-host) #

TACACS+ R A N H—RZHEL, 7> a3 TH—RNR— N E5EXIBEELET,

CIDF T gk oT, TIFNIDOR—F49 1T EEXEINET, AR — 1 EE
OFFIL 1 ~ 65535 T9,

AT w73 tacacs-server host host-name timeout seconds

1 -

RP/0/RP0/cpu 0: router (config-tacacs-host)# tacacs-server host 209.165.200.226 timeout
30
RP/0/RP0/cpu 0: router (config)#

TACACS+ R A b H—_EHEL, #7332 T, AAA % —239 TACACS+ $— 305 DI
Bt T ORRORSZRET D44 L7V MazfEL £,

I DF T arvEIRETAE, ZOYF— NZED . tacacs-server timeout =~ N TERE
SN — NV E A LT MEBR EEXINET, ¥A LT U MEIZ, ¥4 L7 7 MH
MRaZEET 28 L LTRSS NET, &PHIX 1~ 1000 TI,

AT v 74 tacacs-server host host-name key [0 | 7] auth-key
il -

RP/0/RP0O/cpu 0: router (config)# tacacs-server host 209.165.200.226 key 0 a_ secret
TACACS+ 7R Ak —REHREL, A7 23T, AAA — 3L TACACS+ — R [HTIAH
SNLBFEB L O 5F—2fE L £,

* TACACS+ /37y NI, ZOF—ZfioTHASbSNET, ZDOF—IL TACACS+ T —F
CCEHESNG XL —ETOMER DY ET, ZOF—FIEETDHE, ZOV— IR
V. tacacs-serverkey =~ RTEHREINTITH— VL =) EEFEZINET,

e (EE) 0ZANTHZLICED, BFE{bEN TR (ZUTTHA M) =0k 2

EEREELET,
« (EE) TEANTHZ LR, ksl (ZUT7TFAL) F=0%< 2L &
ELET,

* auth-key BIEUL, AAA Y— 3L TACACS+ Y — [ CTHA SN DK BAL Iz 7213
FLEN TV F—%2fFELET,

AT w75 tacacs-server host host-name single-connection

CiscoNCS 560 ') —X JL—% (CiscolOSXR 1)) —R 11x) YRFLtFa)F4 A0T4F¥aL—>avAHAF .



B roacsi5—omE

ATvT6

ATy 717

ATvT8
ATvT9

AAH—EzOBE |

1 :

RP/0/RP0/cpu 0: router (config)# tacacs-server host 209.165.200.226 single-connection

H— TCP 8kt & /" LTI _XTD TACACS+ FR % Z OH— L FET D LI —F &%
FLET, 74N NTIE, By ar Il LIicBEOBEENERINET,

tacacs source-interface type instance

51

RP/0/RP0O/cpu 0: router (config)# tacacs source-interface 0/4/0/0

() T3 TOFRIE TACACSH X7y MR LT, BIR LA v X —T = ADFIETIP
T RLVAZRELET,

FREESNTA LV E—T oA ZAF TV T A o F—T =4 AT, IPT KLU AREEMT 5
NTWALERSHY £T, IBEDA L F—T 24 AEITIYTA L F—T = A AP T
RUARRESN TNV, FDOA U H—T 2 A4 ANRF T AREEICH D56, TACACS+
XT 74NV A E—T 2 A AR T, INEEREET DI, A ¥ —T oA AFET
YT A H—T 2 A RZIPT RLARAZBINT 0, TOA X —TxA RA%T v IR
REIC LE,

evif 47 Y 3 Uid. AAATACACS+ Y — R T —TDNR—=F % )L T4 RX—h Xy U —
7 (VPN) V—7 4 7B L QL% (VRF) 2REHEELET,

RETDHENB— NI LT AT T2 ~5 %28V LFET,
commit
show tacacs

&1

RP/0/RP0/cpu 0: router# show tacacs

(FEE) VAT ACERESNTWAD TACACS+ —R_OfEHRA2FERLET,

Tacacs DEFID A :

! OOB TAC
tacacs-server host 123.100.100.186 port 49
key Im51

!

tacacs-server host 123.100.100.187 port 49
key Im51
!

aaa group server tacacs+ tacgrp
server 123.100.100.186

server 123.100.100.187

|

aaa group server tacacs+ eem
server 123.100.100.186
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raows 4—3 s L—TnxE [

server 123.100.100.187

|

aaa authorization exec tacauthen group tacgrp local
aaa authentication login taclogin group tacgrp local
|

line console

authorization exec tacauthen

login authentication taclogin

timeout login response 30

timestamp

exec-timeout 0 0

session-timeout 15

|

vty-pool default 0 99 line-template console

RADIUS H—/\ F)L— TDHRTE

ATvT1
ATy T2

ATvT3

ATvT4

ZDOEETIX, RADIUS =N N —T %R ELET,

1 DLLE®D server 2~ RE AT TEET, server 2~ FiX, 4B RADIUS — 3D 7k A
MAETIZIP T FLAZR— MRS EEBIIEELE T, RESNTWDLHE, 20—
TN—71%, AAA FNV A~ GRFE, BAERIZT IO T 4 V7 OBREBIEHINET)
MHSZHTEET,

18D HHIIZ
EEWICREZAT O 72D, S — SPRERFIZT 7 B ATEOMLERDH Y £,

FIE

configure

aaa group server radius group-name

i

RP/0/RPO/cpu 0: router (config)# aaa group server radius radgroupl

BFEY— N KA NEREOY A M7 V=L, =R T =T a7 1 Xal— g
T—FZBBLES,

server {hostname | ip-address} [ auth-port port-number] [ acct-port port-number)

1 -

RP/0/RP0O/cpu 0: router (config-sg-radius)# server 192.168.20.0
S RADIUS H—/SDR A ML ETZITIP 7 FL A& fRELET,

=N T N—=TNE, RESNDE. AAA XY A b GREE, BAEIEZT VT 4~
JTOREMHASNET) oM TEET,

AT w3 THRELEY =R TN —12BIMT 5K — N2kt L, AT v 74580 iR L
7,
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B roacsi5— s —TomE

AT w5 deadtime minutes
1 -

RP/0/RP0/cpu 0: router (config-sg-radius)# deadtime 1
RADIUS %=/ Z)L—T LSV TT y RE A MEEZFRELET,

s minutes B51EUCIE. NT W7 g VEIRIZ L o T RADIUS H— "% 2% v 74 5 %
DHEATHELET, &E 144045 Q4 FffH) FTHRECTEET, BHETX ML ~
1440 T,

RADIUS #—/3 7 /L —7 radgroupl D3FBGEERA~DILEIZRM L T2 & D deadtime =1~ N
WX LT, 1D T v REA LERETHHZRLET,
GE)  ITA—TOERBICINN—T LR_XADF v R A LEBRETEET,

AFv 76 commit

AT w71 show radius server-groups [group-name [detail]]

1 -

RP/0/RPO/cpu 0: router# show radius server-groups

(FE) VAT ALATREINTWVWASE RADIUS — L —FOiEREF R LET,

RDZRY
RADIUSH— R 7V —T%FHE LD, Bk, BABLOT I T4 o7 E2RELTHAY
ANEERLET

TACACS+ H—/\ T JL— T DEE
TACACS+ #— R ) —7%RELET,
1 2L E®D server i~ REASTEET, server 2~ Rk, #MEE TACACS+ Y — D7k
ARNZEIZIPT FUVAZBELET, RERIT., 2OV —_" T 1—T7 13, AAAFKU X |
GRRE, SBR[ EZXTH I T 4 v 7 OBREIMHEHEINET) o TEET
1R BHHIIZ

EFICHREEITO O, A —R"BRERFIZT VAT LOINLELNHY T, Juo—1E
FOVRFREDTHFIZHEI T IP 7 LU AZRRET D & EIE, server-private /37 A —Z NULELT
4 ( [WVRFTACACS+ H— NI N—F L OFRE] ODHEEZBR)

FIE

AT v 71 configure

AT 72 aaagroup server tacacs+ group-name
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ATvT3

ATvT4

ATy T5

ATvT6

ATy 717
ATvT8

Tacacs+ — T —TouE ]

1 -

RP/0/RP0/cpu 0: router (config)# aaa group server tacacs+ tacgroupl

B — N KA RERIEOY X M=kl =N T N—T ar T 1 Falb—av
E— FEHBLET,

server {hostname | ip-address}

51

RP/0/RP0O/cpu 0: router (config-sg-tacacs+)# server 192.168.100.0
MBS TACACS+ H— DR A ML ETLIP 7 RV AZFRELE T,

CREESNTVDEA, 2O —71F, AAAFRY X b GRAE, BAUERET V7T 4
VI OREIHERSNET) HHBRTEETS

AT PLTHRE LY =R TN —TI1BMT DK — NI L, AT v 73 &0 L
\iﬁqo

server-private {hostname | ip-address in IPv4 or IPv6 format} | port port-number] [ timeout seconds]
[ key string]

11

Router (config-sg-tacacs+) # server-private 10.1.1.1 key a secret

TN—"T =kt T D7 T A4 _X— K TACACS+ —"DIP 7 RLAZHEL LT,

GE)  TIAN=F Y= RNIRA=ZPFEEINTNRWGE, Zu—L ary 7 1Fa
L—YarMEENET, Fa— L ar 7 Xal—i g UMEESHL TN
Yitr. 77 A4V MEMER SV ET

UEE) vrf vrfid

{1

Router (config-sg-tacacs+)# vrf test-vrf

vif 772 a 1%, AAA TACACS+ — N L —TFDN—=F ¥ )L 77 X— K Ry NU—7
(VPN) /V—F 1 7B L QsE (VRF) SREZHEELET,

commit
show tacacs server-groups

51

RP/0/RPO/cpu 0: router# show tacacs server-groups

UEE) AT ATHRESINTVADSSE TACACS+ H— R Z L —7DFER PR RLET,
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—EORAEAXDERN

AMAS—EZOEE |

DREEA X DIERK

PREEIR., —W (FETV vo) BPREEEN S T et A TY, RiEREX. FXU X b
EHERALC, SEIERT—F V—RRFEEINTND, AAA T —F YV — ADEENEN % E
ZLET, BEERELT, #HOFRY A MEEXETEET, 77V r—varix (v A
Vigd) [ IhbDOWThERIRTEES, X, 2 Y— AR —FEVIYAR— L&
TR FRV A MR CTEET, AR 2 IBRBEESR W ARWES, 77U r—va v
X, 774NV DOFRV A NEFHLET,

GE)

FRY 2 FBECARD LS ICT BT, 77V r— 2 VIR ERE RO HRY 2 -
BT UENRD D T,

FAREIX. loginauthentication 7 1 > 2> 7 4 Fa L —va Y7 E—RNavr FEEH LT,
TTY FHRICEA c& £9, FB, =71 —7 1372 <, RADIUS % 721X TACACS+ ¥ —
NOE, RADIUS F 721X TACACS+ $r— NF, 3% E 41TV 5 RADIUS 35 £ O TACACS+
PR a—rL P D REMEISEIRENE T, 207 a—r3L F— 58N K
NoH— %, = I —FIZBNTE L —TT,

B DFERES AL, TN T —Zik$ 7, ERPESG S NS e ER S ET,

1R BRI

GE)

ATy T
ATy T2

T 74/ bDOFRY A NI, T 74N NUANAOLEITEFRY 2 SRR E SN TWD
A (ZoHEE4itE 5N 2 bR EHIND) ZRE, BiEOTXTOAS X —T oA
A SN E T,

aaa authentication =~ > F® group radius, group tacacs+ 33 . O® group group-name #0135, LA
ﬁuc’”“é'; L 72— RADIUS % —/ V721X TACACS+ =" EZ B L E T, RA b Fh—~%

BET HITIL. radius server-host or tacacs-server host =~ > K&l L £ 7, FrEDOH—
7 N—"T"%AER T 5 IZ1E. aaa group server radius or aaa group server tacacs+ =~ > N % fii i
LET,

FIE

configure

aaa authentication {login} {default | /ist-name} method-list

1 -
RP/0//CPUO:router (config)# aaa authentication login default group tacacs+

—HEOREFEST A, DFE D HAY X b EfER LT,
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ATvT3
ATy T4

—goxartors [

elogin ¥— U — R&MHATL L, v/ A v ORENRESNET, ppp F¥— 7 — K&l
THE RA MY —RA b 7 b VORBENRESNET,

sdefault ¥ — U — FEZAN)T5L, ZOF—T—KRKDEAIZY A I TWAEIESF RN,
nunﬁ@7‘7ﬁ‘/l/l\@j§‘ﬁ)7\]\ f@@ij‘o

o list-name SLFHN e ANT)T 5 &, FBAEFY X MBI SN E T,

s FRYU X NDOX AT D% A method-list 5152 AT LET, FRY AN XA 71, HRO
EFFCATILET, VR MESNBFREA 1L, ROWNTNNDOA TS 9 T,

s group tacacs+ : — 3 ZL—7 F 71X TACACS+ H— R ZF8REICfEH L E 5
« group radius : —/\ 7L —7"F 7213 RADIUS Y — " ZF8REICEH L £

. groupnamed -group : TACACS+ #—/NF 721X RADIUS — D4 it &7 & v b &
FOREICAE T L £,

elocal : 21—V HZHFHITI ATV = RO —H)L T —H_XR—ZAZFIEHEH L £
eline : A XA U — RE/ida—Y JV—7 %GR L £4

o ZOHITIE, default 5ZUU A R AFRGEICEH v E T,

commit

RESNDTNTORGST R A MIH LT, AT v 71 ~3 Z#0iRLET,

DHFRI AR DIERK

AR A MZE ST, FAIOETHIEE 2N O FROFTIEFNER SN ET, HRY
A NE, =T U ATHREIND#% Tﬁﬁ(nmm3+&&)%R%#é%&é%mﬁ%)x
FCT, FRV A RNEMEHT 2L, BT 28X 7 0 72 harz 12 EfRET
X570, IO TR IR L?’:%/E:\O)/\*y IT T VAT LEMRTEES, YT U T
WY A NOBRHIOFXEER LT, FFEDF Y hT—27 P—E Rk L T—FE2FFAT L
£, TOHFEANSEICKTHE, FRY A MNOKRDOFXBNEIRENET, 2Tk R
X, VA MNOFAIHFRXEDOBEICEIITAET, FLEFERINTWBEHFXEHE VR F
TRHATSNE T,

G¥)

y7b¢:7ﬁ\%@ﬁﬁﬂ%m%ﬁ@w%éitmiﬁ~(E%ﬁ@&w)m%ﬁﬁéht
\ZDI, W %Eéhﬂ\éﬁﬁ%@oﬁ?ﬁ%iﬁ#i% ZDOYA I DIEE DR T
_Iz’»%ﬁﬁ(bt & (DFE, EXx2 VT4 4}~/\itiﬂ—73/vi—4f%7 HR—= A
%:L—%)Wf txwﬁfr“éﬁ:ﬁéhéia/\) . RA[ T A EL L, EOfoRE R
TSN EHEA,
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B zoxarszonmn

ATy T
ATy T2

AAH—EzOBE |

ZRITEFRY 2 N EBERT D L, BBELEHFFAZA I L CTREOFR ) 2 RS ER
ENET, FRU R MEERLEZEA., EELEFROWFrE2FTT 51213, ETHED
B ETIFA =T = AZHF RV A N E@EATA2LERHY 9, LAYy KU AL
EVERT 5 & X2, TACACS+ 2 E DXL EHH LT 72 &0,

TA T o= Mlavy FRALRY A ME#EH LR Ta~v 2 R OFFF & 35IE
ThO, V=X THEMIIFEITEIND ¥ AT RX—R | OF NI TIITEIND HRTT,
av 2 ROFRIOT 7 4/ NEfEIEXnone T3, 774/ FOFAY A RRREINTNTH,
ZFDONHRY A ML, FHTLEZODT A T o7 L— MOBMT20LERHY £,

aaa authorization commands =~ > N2 LV | FFr[7av 20— E LT, —#HOBEMME (AV)
NRT G TR RN TACACS+ T —E VICEHEENE T, T—FUiE, kOWTHD
T varyEFTTEET,

cBWRELZDEFEZITANET,
cFFAT RS LET,

aaaauthorization =2~ F&ZfEHA L T, BRI A—ZEZREL., FEBEZFA L F—T =
AATHATE 2B EOHF A FRAETERTDL4RMTEHFAY X FE/ERLET,

FIE

configure
aaa authorization {commands | eventmanager | exec | network} {default | /ist-name} {none | local |
group {tacacs+ | radius | group-name}}

B -

RP/0//CPUO:router (config) # aaa authorization commands listnamel group tacacs+

—EORE X, >FDFHFXY A NEERLET,
e commands ¥ — 7V — RjZ, ¥ _XTHOXREXECE— R > z/l a<wy Rk L THAZ2HTE
LEY, a~<r FORAE, 22—k RTINS EXECE— K a~v» RZ@EH I
F9, AV FORBAITIE, $XTHOXREXECE— F 2~ FZxt L TR ARITS
F7,

eventmanager ¥ — 7V — NI, A X vx—Vx (EHEYFX—TV %) 20 T57200
FFal XA L ET,

exec X—U— R, A v &5 47 By ar (XREXECE—NR) IZxtT 2 23
ELET,

network ¥ — 7 — RiX, PPPE7IXIKER EDR Yy b U —7 Y —VE Ak D2 RE
Lij‘o

default ¥ — U — RZETLHE, ZOF—U—FROBAIZY A FENTWDHFFA TR,
R DOFT 7 40 hOFHFRY A MR F97,
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N N T T |

o list-name SLFHNE, A HRU A F&E##BLEST, FRNU 2 FEEIZ, HRY A &Ik
xFT, FRUV AN XA, BDIEFTAIILET, VARINDEFRU R Z A
TIE. RONWT NI TEET,

enone : X FU—27 7/ A P— (NAS) 1%, FAERAERLEY A, BT
WD LET, BB EFRGRITTSNETA, 72720, ¥ A7 ID OFF[ILH
WICHETHY, T4 =TI TEEE A,

elocal : B — /)L T —HX_R—AZERIMHEHLET,

* group tacacs+ : X E STV 5T XTD TACACS+ H— "D U X MEFAIHEH L £9,

NAS %, #BAMfEHREZ TACACS+ X =2 U7 4 7T —F L LWL £7, TACACSHRE AT,
AV T EREAT A 2 & Ca—PICREOHRZER LET, AV ILEY R — L L
HBIZTACACS+ X 2 VT 4 =T —FX—=RRFEINET,

« group radius : X E STV DHTXTD RADIUS H— "D U A M &2FFA[IHEH L E 9,

s group group-name : aaa group server tacacs+ ¥ 7= (3 aaa group server radius =~ > N{Z J o
TEEINTWABLENTE Y — ' L—7F TACACS+ F 7-1Z RADIUS r— DH% 7 & v
AR L £,

AT 73 commit

—EDThOoT14 T ARXDERK
aaaaccounting 2~ R&MH LT, 774/ FEIZARMT & HFXY 2 S 2{ERk L, B
FBFA =T 2 RMER R EDT BT T 4 v T HREERLET,

IS TIE, 7H T 4 Z185% LT TACACS+ 3 L OYRADIUS D /5 D S vk — b+ &
NTWES, V=X, 7THUrT 407 La— ROBRTTACACSt £ 721X RADIUS ¥ & =
V7 b—=Na—W T I7T7 4T 4 2WELET, KT T 07 Lva—KRiEk, 7Th
T4 AT RNEENR, EX 2T 4 =R ETIREESNET,

THOT AT HRY ANIE, THOT 4 TORITHENERESINE T, 20U A b
EERALT, FEDXATOTHO T 47— RZEADRIREITA v F—T = A A
WCHERT28EOEX2Y T4 7u haLziRETcEEd, FRU X No4Riz2 T 5545,
TACACS+ 72 E D RDOARTZEH L2 T 72 &0,

BAKRDOT B T 4 v T EIT ORI, stop-only ¥ — U — RZEFFE LT, RN —W
Zrt ZDOR T Tstop accounting] WHIZEET XL OIC LIS, FEMRT AV T 1~
T AT O A, start-stop ¥ — VUV — RZHTEET, ZOF—U—REHET L L, ST
AAA — NFHOR EN T2 7 v AOBMGFFIZ [start accounting] @A X(E L, oADK
THFIZ [stop accounting] HHIZ X5 L ¥ 7, £7-. aaaaccounting update =~ > RZ i L
T, BEHEHRZGLEFRL 2 — FeEMINICEETEET, 70T 007 La— R,
TACACS+ F 7213 RADIUS Y — RIS N E T,
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AAH—EzOBE |
B —zo7ry 5 unonm

AAAT BT 4 T T IT 47T DHE V—FF, INoORMEET IO T 47
La—RELTEHELET, 2OT7HT T o0 Lba—RIE, ExFa2 0754 =R LED7
BT T 4T v TITRRMENE T,

FIE

AT v 71 configure
ATYT2 ROWTNNEETLET,

* aaa accounting {commands | exec | network} {default | list-name} {start-stop | stop-only}
* {none | method}

1 -

RP/0//CPUO:router (config)# aaa accounting commands default stop-only group tacacs+
GE) av R 7T 471X RADIUS TIEHAR— F S EH AN, TACACS Tl
PR—bFINET,
DTV T4 HA DEVGAY A MEERLET,

e commands ¥— 7 — R|Z, XREXECE— R > =)L aw L RTCT AT T 4 T E2HIMT
LET,

cexec ¥—V—RNiF, A %F77F5 47 (XREXECE—R) By aricttrrhor
T4 T EREBILET,

e network ¥— U — RNijZ, RA L NV —FRA >~ Fr bz (PPP) ¥, Xy NU—27
HOFTRTOY—ERERIZKH L TT T T 4 v T BN LET,

edefault ¥ — U — FZIFEETEH L, ZOF—T—RFROBAIIVAMENTWABT T T 4
VIHRN, THO T 4T DT 740 ORI A MR 1,

o list-name SUFHNE, THO T 47D A ME2#EBILE9,

« start-stop ¥ — U — Fi%, 7ok XOBIAAKRIC [start accounting] A ZXFE L, k=R
D& TEEIZ Tstop accounting] HENZX(E LE T, ERS /e —W Yot R L, Tstart
accounting] EBHINT T T 4 T PR TERFEINTZNE I MR BBS v E
j‘o

e stop-only ¥ — U — RE, FEREhiza2— 7 at 20K THHZ [stop accounting] #H1%
EELET,

enone X —U— KNI, THUT 4 T EBTORNZEEZBELET,

« AU R FEKIE, start-stop ¥ — 7 — FOZA K EET, FRXU AN ZA 7L, B
DNEFTAT LET, method BIBUZITRD X A 738 0 £7,

s group tacacs+ : 7 U LT 4 TICT RTORREFH TACACS+ — 3D Y A kA Af
ALET,
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w7 oo T4 20 La—rkoss ]

s group radius—7 B U T 4 VU TITT RTORREF A RADIUS H— 3D U 2 kA Afi
LET,

* group group-name : aaa group server tacacs+ ¥ 72X aaa group server radius =~ > [
WL > TEZEIN TV AL &Y — ZL—7F TACACS+ F 7~ 13 RADIUS #—
DY Ty NETHhH T 4 ZITERLET,

e ZOHIE, default =~ RIZLAT AT 4 0 7RIV AMDOERERLTWET, 7
BT 4 P —E AL TACACS+ X =2 U7 4 $—NIT K- Tt & h, stop-only
IR FRE SN TWET,

AFv 73 commit

RE7HAITAVT La— FOER

TATT 47 =N EENLEHTRE T I T 4 7 ba— RaeAf 32—T LI
L ¥£7, aaaaccountingupdate 2~> K&7 V7 4 7IlTH L, VAT AEODTRTOZ—W
OHRMTHT T 47 La— RRBITINET,

N

CGE) HMT7AvCTa4r T ba—RE, A ¥ =y h¥—5H (IKE) 70T 477y,
2y RNT—=7 2y v a A LTORERINET, UL, network ¥ — 7 — FAFRE L
aaaaccounting 2~ FCHIEISNET, VAT L, a~v U FERIZEXECT AV T 4 7
tyva TR, FEVa— NIERSNEE A,

FIE

AT v 71 configure

AT w72 aaaaccounting update {newinfo | periodic minutes}

1 :

RP/0//CPUO:router (config) # aaa accounting update periodic 30

TAGT 4T = NCEEINDEMOFHT AT 47 La—ReA x—T7IZ
LET,

e newinfo % — U — RZHFA LIZHAIE. VLR—FT D25 LWT U T ¢ o ZERN3EA
FTHENT, FET AT 4T L a—= KR T AT 4 T NICEEENE T,
e ZIE IPCPRYE— M ETEDOMTIPT RLADOR I T — g a58 T LizL &
pETY, HET AT 47 Lba— R, VE— N ETICEHER R T —
NERIP T RLARG ENET,

e periodic ¥ — 7V — R&fEHT 2L, FRIT IV T 407 La— RIBIHOBFTERS
niEBEMCEEINET, FRT IV T 47 La—RiiE, BT AT v
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B 5=vxromm

T4y La— RRERFESNDHRHETIZ, 202 —FZ OV TREkINT=TXITOT H
TUT 4 U TIERPEENET,
EE periodic ¥ —V— RZHT 5L, ZHO2—FREy hT—2Zrn s A LT05D
XD, KREREEHENECDIHERH Y £,

AT w73 commit

ARURX DERA

aaa authorization 2~ > REFEHA LT, HED X A T OFFAIZxt L CARMTEFFA HFNY 2 |
EER (X7 740 bOFRY X M) Lick, P2 EIT T 2% 4 ORRIC, R
FEHDOV A NEEATLH4ENHY F9, authorization 2~ A L, TR LR ET-
FER 7 NV—1gED TR A b (Fid, FRY X P ZEEL TOHRWEEIET 744 b
DFHFXY AR Z@EHLET,

FIE

AT v 71 configure

AT w72 line { console | default | template template-name}

i

RP/0//CPUO:router (config)# line console

E#RT 7L —har7 s Fal—vary = REMBLET,
AT 73 authorization {commands | exec} {default | list-name}

i -
RP/0//CPUO:router (config-line)# authorization commands listname5
AAA GBA & RFE DEFRE 72 1XBIRR D 7 — 7125 LTA F—7 M LET,

s commands X — 7 — KX, ¥ _XTOa~<> N LT, 38R L7ZEBRIZBT 538 2 4%
WZLET,

cexee ¥—U— NI, A %575 47 (XREXECE—F) By a it rF0%H
T LET,

s default % — 7 — K% AJ) L. aaaauthorization =2~ > RTERINTWH LI, T 7+
VDT A S OAETEZE L ET,

AEAT 2SR A FDOLAFIEANLET, VA MEREELZWVEAIE., T 74415
LAMER SN ET, 2DV 2 NI aaa authorization =~ > REZEH LU CTER SN ET,

o RIZ, H VU A b listnameS ZfEH L7z a~ v KB OF|Z R LET,
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7hovF100 4—Exn12—I i [

ATv 74 commit

RDERY
AAA BT ZA X =T LTRITHRY A M EHA LD, AAAT H YT 4 2 7 %A F—
TNMILTT I T4 7R A b E#EHLET
THhoOUTAVT H—ERADA +—T )Lt
THY LT 4 2 PR EEEOBRE RO 7 —FITX LT =T M LE T,

FIE

AT v 71 configure

AT w72 line { console | default | template template-name}
£l
RP/0//CPUO:router (config) # line console
77—k arv7 4 F¥al—vary®T— N2lBLET,
AT w73 accounting {commands | exec} {default | /ist-name}

£
RP/0//CPUO:router (config-line) # accounting commands listname?
AAA T AT T 4 2 7 EREEDERREE T IZREFRO 77— L TA XA —7 M LE T,

e commands ¥ — 7 — FiE, T XRTCHOXREXECE— R vzl o< Rk LT, BRL~-
BRICBT DT T T 4 T2/ LET,

cexec X¥—U— R, A %575 47 (XREXECE—UFR) Byia izt asrhyys
TA VT BRI LET,

s default *— 7 — R % AJJ L. aaaaccounting 2~ RTERINTNDHLEIHIIZ, T 74V
FOFRY A NOLAFTEZBEALET,

MRT T T 4 T HFRY A NOATHTERRELE T, VA MMERELLRWES
X, T A MAMER SN ET, 2DV A MEaaaaccounting =~ > R & H L CERK
INET,

e RIZ, U A b listname7 ZfEA Lo~ R T h v T 0 v 7oz xLE9,

AT w4 commit
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B o550z

AAH—EzOBE |
E

RDBERY

AAAT T T 4 T —EREA R —T NI LT T I T4 7 HFRV A NEEHA L
O, Bl A RIGA—FEHRELET

A4 2 INTA—F2DETE

ATy T
ATy T2

ATvT3

ATvT4

BRRY Ty

Y= u s A o OIE T DR BE L ET,

FIE

configure

line template template-name

£l

RP/0//CPUO:router (config)# line template alpha

RETHEMAEBEL T, BRT T L—bh ar 74 Fal—var B— REALET,
timeout login response seconds

£
RP/0//CPUO:router (config-line)# timeout login response 20
Y= u A DIEEFRFORM AR E L ET,

« seconds BI1EZIE, XA L7 v NHkg PHAL) % 0~300 O#EFEATIHEELET, 7 74
L MME 30 BT,

c ZOFITIE, A A= XA~ —F 20 ICETFELET,

commit

A48 TACACS+ Y—/338 L OV RADIUS — & L CRFEE N5 2 —VIZ%t L T,
CiscolOSXR V7 F 7 =7 AAAIX, A7 D%V E—FCEHET D2V HR—FLET,

BRY AR)UTORR

TACACSH+H— "D a7 4 Fal—ar T77ANDEATXFIE, B~ () TRES
Nl h—=27 Tl S NE T, & =2 U, F A7 IDABLORZEDOFA, 21T Z ORE
Da—HrGiea—F ZL—TDONTNTHEINET ROFIEZSH) |

2

task = “ permissions : taskid name ,# usergroup name , ...
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\}

sz5 2 ryvrort ||

G¥)

CiscoIOSXR Y 7 b7 =7 Tik, # A7 ID &4 RADIUS F 721X TACACS+ H— "D g &
LTHETEET, =0 CiscolOSXR VY 7 b7 =7 VAT AELIFENLEE. Zh
SORBMEICIE, =N~ =a2 TV TRENTWELEIC, 7 ar~—rBNiFbnEd,
7= & 1%, CiscoSecure ACS 3 LW Cisco 7V —7 =7 TACACS+ % —NTiL, 7> a3 V@
PO BIMEORNCE SRS (=) TR, TAZ U R7 (%) BRETT, B2 A7 a v
ELTRETIHA. TACACS+ M — "D~ =a TV ESR L T E S0,

7= & 21X, userl BGP & W IHARTD—HIZ, read. write 3 L W execute 7F 7] 2 fF5- L. userl
% operator &\ Z iDL —H FI—FIZED DHGE, SR —/3D TACACS+ 2> 7 4 ¥ =
L—ay 7Z7ANOa—H4xy NUITRO X S22 £97,

user = userl{

member = some-tac-server-group
opap = cleartext "lab"

service = exec {

task = "rwx:bgp, #operator"

}

}

r. w, x. dIZZFNEIread, write, execute, debug (ZXI L. A> Kits #) 1Z=2—H% 7
=T T ERLET,

GE)

ATy
ATvT2
ATvT3
ATvT4
ATvTH
ATv 76
ATvT1
ATvT8

CiscolOS Y 7 b7 = TIZH AW AT A EOMAERM 2 A 32— T 511X, Ttask]
DENZA T v ay ¥—U— RKE2BNTH24ERHY 97,

CiscoSecure ACS WMEH SN2 85E6., WOFIRZFEITL T, XAV ID L a—% VI —T%HEE
LET,

FIE

2—HPHENRNRT—REASTLET,

[Group Setup] "% > %7 U v 27325 L . [Group Setup] 7 « > RUNRERINET,
[Group] K FH v URA NN, BHTHITNV—T%ERLET,

[Edit Settings] R ¥ %27V w7 LE7,

A7 =)V RE & L, [Shell (exec)] F= v 7 Ry 7 A& L £,

[ Shell (exec)] F = v 7Ry 7 A A NI LT, W AXLABHEREEZADCLET,
[Custom attributes] F— v 7R v 7 A% A4 I LET,

74— RIZZEARG I EOTIZRDOZ A7 CFHN e AT LET,

i -

task=rwx:bgp, #netadmin
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AAH—EzOBE |
B aay—cxicpy 2

AT 79 [Submit+ Restart] "% %7V > 7 LTH—"ZHEHLET,

&@Rmmﬁ&yﬁ EAEME (VSA) Of i, —WI%, sysadmin FHTEFRL A7 7 —
TIZEEN, BGP Zf%ETE, OSPF ORELE TR TEET,

B -

user Auth-Type := Local, User-Password == lab
Service-Type = NAS-Prompt-User,
Reply-Message "Hello, %u",
Login-Service Telnet,
Cisco-AVPair = "shell:tasks=#sysadmin, rwx:bgp,r:ospf"

userl N2 —HW 4 userl &b/ NA T — R&MH LT, ERICINE TACACS+ U — T8t L
TnuZsA295¢, XREXEC E— K T show user tasks 2~ > F & L T, userl 233EFTA[HE
IRAAY T RTCERRTEET, WITHERLET,

1 -

Username:userl
Password:
RP/0/RP0/cpu 0: router# show user tasks

Task: basic-services :READ WRITE EXECUTEDEBUG

Task: bgp :READ WRITE EXECUTE

Task: cdp :READ

Task: diag :READ

Task: ext-access :READ EXECUTE

Task: logging :READ

B AT SCFFNBFRE STV user2 & W D ARTO 22— PPN —NZm 7 A o2 &
ROIFERPERSIVET,

i -

Username:user?2

Password:

RP/0/RP0O/cpu 0: router# show user tasks
No task ids available

AAA H—E X IZEH9 B 1E#HR

ZOIEIZIE, AAA T—Y II—TRF AT IN—THRELZY, JE— FEIEX A YL
A v a—F P —bx (RADIUS) P — XF 72 I1L TACACS+H — " ZRELT-VTAHNIC. V7
MY 27 2= N L TR MLERD DT R TOMSHFRATEH I TWET, HaFRT
X, AAAIZOWNWT, BIOZREEERONDIZOWVWTHMBALET,

A—H, A—HFTIN—TBELUVE2RITIL—T

a—HEMIEL, ZPDCisco Y7 N =T OERETADOREEL A LD TY, KHAL—F a—HF
WX, o BEENBEEMST S E T,

EHRNAAL VN T—V 2 —FIHFET 52—V ID (ASCI XF4)
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| AMAy—EzDEE
a—n73y

¢ 253 XFELLTFDO/RAT— B L O —FRoOR 5y —27 1y b

e Z—YPNRAUNRTHDL (A7 DR EDEMEEA F—T VL) =2—F 7 1v—7 (1
SPE) U Ak

a—W HFIY
= 2—Wx, RO T I VITHEINET,
e N—hEXa2T RAAL 2 L—% (SDR) =—H (HFED SDR & HHER)

* SDR —H (HFED SDR = —H 7 7 & X)

— bk VAT h 22—

N— K VAT A 2—FE, —F Uy — TR0 [Hf ] BRI sniE=rT 4T 4 TY,
= b VAT L 2—PE, TRTONL—F T R—F2 MO LT b m WL R o Tk
EL, VAT L2HNDTRTOEF 2T RAL VU NV—HEE=F TEXET, L—FDORERT,
Ll LB 1 OO — K VAT A 2= T NEERTI2HERH £, L— K A
T L a2 —FITEBER T £,

=k VAT L 2=V EREGOHREEITET=HF AT BFTTEET,
et XaT RAALA UV NL—FEERELET,

e Jb— bk SDR = —HZ1ERk, HIBR, ZELFET OL—F VAT LALLTEXaT RAAL Y
J—Hiiza s A %)

X aT RAA Y N—% 2—FEER, HIbR, EHEL, 2—%F ¥ 27 OHERZHE L T
T b—h VRAFALELTEFaT RASL L A—FiZuaZ A %) .

e X aT RAAL U —ZIZEID B TENTW W T 7T ) w7 T EFL—% Y
V—RT VAL, BFXaT FAL L —HDOBEICEUERL . —F VAT A 22—
PIMEEDNL—F ) — RICHITFEEND L HICLET,

JL— bk SDR == —#°

Jb— h SDR 22—, #5EDOSDROFRTEL LTt =HX I 7 &2#lf L £+, 1+ — b SDR=2—
Wik, 2—FEAEk L, SDR N TOMERAZRTETE £3, D/ — |k SDR = —HF M7 L
TYE¥(TXET, 1 DD SDRIC. E¥D SDR = —HF 5 {EK T F9,

Jb— k SDR Z—H %, HED SDRIZH L TCKDEBS A7 B FEITTXET,
eSDR DEHF =T RAA v N—F 2—VPBILUOMERZ/ER. BBk, ZFLET,
«SDRICT VB ATE Ha—W J—T7%ERk, BBk, ZFELET,

*SDR DIFIFT X TEEHLET,
b=k SDR =T, =k VAT L a—=HF~DT 7 v AEERTE EEA

X227 FAALL L—% (SDR) =—#
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AAH—EzOBE |
B =57

SDR =—HIZi&, /b— I SDR Z—HIZ L > TEH S/ SDR ~OHlIRS &7 7 & 2D 8V
£7, SDRZ—H|L, HEDVATLABLIORy NV—FHT 77 47 4 ZfTVET, &
Fa2T FAL U N—HF 2—PFEREFTELHX AL, 20 2—FRBET52—F 7 L—F T
BEAT 5N TNDE X A7 IDICE > TRED 52 v — N TOHEED SDRIZHF— I
FHA,

=W =7

a—Y FN—T1F, T/ eAERRE, BEo®y v EEET 52—V 0EF Y T, Cisco
VI R 2T T, VAT LAEREL, 2= —T BLO2—F DS — A\ dmd
HYa M AERETCEET, 2—PIEXT 7 4L b T A—ZE Y B THENRWVWO T, AR
PNZEI D Y THXLERNDH Y £F, 2—FF, BROIINL—FIZHV Y THENTEET,

Ka—PiL, 12U EO2—F I A—TICEEMT A ENTEET, 2—F I —T1F, &
DEMEEELE T,

e =W TN —T1F, 2—VPORAMEERT DH AT TV—T DY X MO INES,
cisco-support IS DT X THOX A7 1L, 774/ FT, — T AT L a—WFTFHTIN
TWET

c B =P X ATITE, FHRY | FERAL, FATELITT ANy FHEREZED HTH Z LR
TEET,
FHIERL—Y 71—

ZDCisco Y 7 b =TITIE, BENEREALAO HEHO2Z—Y JL—TRNHEINTWHET,
FHHIERINTWA T A—TIFIRO LB TT,

« cisco-support : = D7 /L—"7 X, Cisco VAR —F F—ANBEHL 7,

spetadmin : TXTCHOVATLELRR Yy hT—7 RIZA—FEFIHBLIONE=FT&FE
TO

e operator : JEAMERAZFFOTE LA ML —v gy FA—T,
eroot-Ir : FFEDEF 2T ALV N—FEHHBLONE=X TE&ET,

esysadmin : T X CDIV AT LA NFA=ZEHIHBINE=FTEETH, xy hUV—7~
7u b A ERETE FE A,

e serviceadmin : v g R—&F—ar e —F (SBC) DY —CRAEHLZ R,

a—YERI—Y I—7
BEHEIL, BEO=— XAt EOICAESY D —Y S —TERETEXET,
a—F Z— T DR

22— IN—T1F, Bloa—% Z—ThbREEMRTEET, (R, ¥ 227 71—
T BDOE R TA—T b EEEfEcEET) , ExE 2= I —T AR —
W IN—TBLEEEMEKTIE, 2=V TL—TADH LWZ A7 EEE Y NI, AL
B LOERICRVET, JV—T AN NVL—T B Mo @EEEMRET 28581E. /V—7 B %
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| AMAy—EzDEE

BAT T—TF

525 50—7 |}

BIRAIZFRA L7e< TH, ZV—7 B TOEER TN —T AIIKMINET, TOHRT,
2—H T — T O/ BRI BN T,

HAT TN—T1L, T arDFAT (read, write 72 E) I LEEHFBEX A7 ID DY A
MekoTERELET, A7 DI, V—% VAT A TEANICERSINET, AEY 7
T T DHAYT TN—T%RETHIZIE, X A7 ID EENFRNZTER— LI TWBNLEN
HET,

X A7 ID 1%, #ME8 TACACS+ Y—/NFE 72X RADIUS — N CTHRETE £,

HHIERA AT T—F

WIZ, BEE DB OMPRE THEN T 2 FFIERS A7 I NV—T 2R LET,
* cisco-support : Cisco #7R— MAY X X7
e netadmin : X U — 7 EHEF L XY
e operator : A XL —ZDHFHEE (FELAML—T 3 HRY)
croot-Ir : B2 RAA L N—2EHES XY
e sysadmin : > AT LEBE X R

« serviceadmin : SBC 72 KDY — v REH X 2 7

a—WEFERZ AT TIN—F

7 N— Tk

2—HE, FEO=—RXEWMl=TI=DIMBE DX AT T N—TE2RETEET,

HAT TN—T1F, DX RT TN—TnE DMK ER— N LET (AR, 22— 71—
TE, Bloa—Y T —Tnb R e CE TS, e XE AR TA—T ART AT
TN—TBNOMETHES, 227 TA—FADOHELWENEEY MIA EBOESEARY
F7,

XRE—FBLUVEBE—KFTOaATY KT EX

admin 2 <> REHEHLTXR E— R BL VAT AEHE— NIZT 72 T5HL, XR 22—
TN—TFEBZATN VAT LNER VM S NV—F I~ v B 78N ET, 2—PIE v 2T 0%
BHVM TGS 57 7 B AMREZEH T ET, BREATIE, AA AZLV—7 BEHEA R 7
N—"T rootlt V=T DHN VAT LEHE VM FNV—T E I X AT v v BT &R E
T, T bhaLloMoF A7 iZ~v v T EREYAL, VAT LAEH VM TIEINHD
P—EARNYR—FENTWRNNE T, YATLAEH VM OT 4 VA% U NY 22—
IZ. RA R VM LRSS E T,
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B rz—rssvEmE—rToavor7oER

AAA H—EZDHRTE

XRD#A X% |SysadminVM | 7 5 42 X 1
£z |(IL—7
=7
root-1r — R TR | VAT ARE~DT RP/0/RP0O/CPUO:ios#show user group
_ . Mon Nov 3 13:48:54.536 UTC
T TN— (VT TR root-1lr, cisco-support
- RP/0/RPO/CPUO:ios#show user tasks | inc
root-1r
Mon Nov 3 13:49:06.495 UTC
Task: root-1r READ
WRITE EXECUTE DEBUG (reserved)

RP/0/RP0O/CPUO:ios#admin
sysadmin-vm:0 RPO# show aaa user-group
Mon Nov 3 13:48:00.790 UTC

User group root-system

taskgroup tg-admin-write
task write admin

task execute admin
1

Admin-r/w/x/d | Admin-r Sysadmin VM T#i

BYEHEHa~v R

usergroup ug-admin-write
taskgroup tg-admin-write
1
username admin-write
group ug-admin-write
password admin-write
1
RP/0/RPO/CPUO:ios#show user group
Mon Nov 3 14:09:29.676 UTC
ug-admin-write
RP/0/RP0/CPUO:ios#show user tasks

Mon Nov 3 14:09:35.244 UTC
Task: admin READ
WRITE EXECUTE

RP/0/RP0/CPUO:ios#admin

Mon Nov 3 14:09:40.401 UTC

admin-write connected from 127.0.0.1 using|
console on xr-vm_nodeO_RP0O_CPUOQ
sysadmin-vm:0 RPO# show aaa user-group Mon
Nov 3 13:53:00.790 UTC User group
admin-r
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| AMAy—EzDEE

EEETIL

BT 7' A

grerL [}
XRD% X% |SysadminVM | 7 5 4z X 1
Frxy |(IL—7
=7
Netadmin £ | Aaa -r B X Sysadmin VM T RP/0/RP0/CPUO:ios#show user group
. . e Mon Nov 3 13:44:39.176 UTC
72X Cadmin-r [HVHEH=a~ R netadmin
sysadmin 2’ RP/0/RP0O/CPUO:ios#show user tasks | inc
o aaa
= Mon Nov 3 13:45:00.999 UTC
. Task: aaa : READ
Admin-1/ wx RP/0/RP0O/CPUO:ios#show user tasks | inc
/d, aaa admin
-r/'w/x/d Mon Nov 3 13:45:09.567 UTC
Task: admin : READ
RP/0/RP0O/CPUO:ios#admin
Mon Nov 3 13:46:21.183 UTC
netadmin connected from 127.0.0.1 using
console on xr-vm nodeO_ RPO_CPUOQ
sysadmin-vm:0 RPO# show aaa user-group
Mon Nov 3 13:44:23.939 UTC
User group : admin-r,aaa-r
sysadmin-vm:0 RPO#

—2 1%, FH (admin) FL—rtEBFaT RAAL L b—#% (SDR) L —rD 25D
L— 2 CHEBE L £9, admin (3) L —1%, T _XCTOSDR THAFEND U YV — A THRK
S, SDR FL—F. HED SDRICEA R Y VY — A TR S E 7,

£ SDRIZiF., m—H/L 2—H F—7F TACACS+ B L ORADIUS &7 &, JE D AAA
RENHN T, 120 SDR TERENTZ2—PiE, 2 boa—¥0tho SDR TREIH
VR Y . D SDRICT 72 A TXFH A,

VAT LASOEBRT 7 AR, WOBEEZ SRR L TW WS EI3EE L CEIE LT
WRWEGE, Kbl A R H D £,

fEHTERNY F— P AAA Y — 2T HF8GE (RRIC = Y — )V OREGE) iR ET Do

MmDOFRY 2 R EETITnone 7> 3 VEFHATAZ LI R—FENTWVER A,

eV — )L Tawy REA 7212 XREXEC £— R ZRETHHEAITHHICEZLT
LFEEW, 2L, ZOREICEY TACACS+ — "NFHTx AL sn, 2137 T
Da<y RBERIN, 2—FRNa v 77 NENI3GEENRH720TT, 2oy s 7T
7 NI, FFIZ, TACACS+ — ATl S TV AR W2 —F CRGEN TN 556, 5D
UVIMETACACS+ 22— T L0 OBHICEIVIZFEA L, FREFTRTOa~vy RBELRX
NOGETHRAELET,
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B ras—s5r-—x

AAA T —H R—

n—Hh) T —H_— R

\}

AR H—EZDBE |

2y 77y NEERET DI, IROWT I, EITm G E2HERE L 7,

o« Y — )L T TACACS+ 2 v > REBA[ £ 7213 XR EXEC E— R ZHET HA1IZ, BA
%*#én~#@'mamw7D774w®%@kn~ﬁ%@%ﬁmbfm74xb
TWAHZ LEMRLTIEEN,

WA DXV T 4 R —THASINTWEIEHEIL, 2+ FEAX° XREXEC € —

RERFIZ none 7> a VZHEH L ET, ZHIZEY . TACACS+ h— NZHEFETE 2
Az, AAA D none FR o — A4 ——F250DC, 2—Fida~vr RE2ETITHZ L&
MTEET,

AAA T—EZR_R—RF, 22—, T —7 BIOVATLA~DT 7 AZHETBEZ AT D
PR LET, A AAT —F_XR—2 I —H L FE7T Y E— MITXET, BFEDRNT
FRENDZT—FRXR—R T, AAARTICL Y RARD £4,

=Y =W TN—T FRT TN—TIREDAAA T —HE, BXaT RAAL L —H
NTE—HDRGFETEET, ZOT7 XL, AEVRNT X=X IRFSN, 274
Fal—valy 774 MIRGFEINET, RIESNTZ AT — RIREELEnE T,

GE)

\}

Fe AR 2T RSN TVWAEEDEX 27 RAAL 2 L—% (SDR) IZktLTr—H L
T, EEINTWH2—HFEHF/L—71%, FILY AT LD SDRICERENEHE A,

FOITRCOa—YE2a—0) F—EZ_X=ZAMLHIRTEEd, X TCO2—FE2HIRT 5
L Z—PRRICR T A LT HEXIT, REXA TR BRRSN, FiLOa—F 4R L0V
AT —KREAITTBH LI KON ET,

G¥)

JE—p FmgN— 2

UE—F AAARTE

74T R

WEXA T ZE, a—Fnary— e s 35L& ERIFRRINET,

AAA 7 — %%, CiscoSecure ACS 72 EDINEREF 2 VT o4 Y —NIRFTHZENTEET,
P NILRESRTNDT— 2L, 7 T4 T Y MRF—ADIP 7 R LR L EARER D
TR, fEEDZ 74T b (Ry NU—=2 778 A $—,3[NAS] 2 &) MEHTEET,

CiscoSecure ACS D X 9 728 T, FHTH F7ITIMAAA T — X X— R EHT B 7= DIEHAT
xFT, L—FF, EEHRIPN—2DOEXF=2U T 0 7Fa ka3 (TACACS+ F 7213 RADIUS
L) BHEHLTUE—FAAA —REBELET,
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| AMAy—EzDEE

a— F—7

BAY TN—TF

AAARTE

V-

a—+41—7 |

X2 VT = NE, = F EHFT LT Ly PR —BROI IA T FDIPT R
ATRET DMENRHY £,

IR — N TIERR SN D 22— T —FE, —F D —H )V AAA T —H _X— AR ED 2—
W IN—T L XA DD T A, S TACACS+ B —/ 3 F 721X RADIUS H—/8 —+4 7
N—TOEBIIHNTH LD, —FiFax—H I —THEEZREBRLETA, VE—F 22—
FELFITN—T T a7 7 A Vi, 2—YDBETHI7V—T (—F TER) . BIOEX
DHEAYID ZHRETHEMEEZEZDDLENTEET,

SR — D= TN =T ORGEL, il x OV — BUEROBGHI LV B2 £, BEETD
PN Ov =27 VESRL TSN,

HAY TN—TF, 77arDFAT (read, write 72 E) IZXIL LTZFFARF A7 ID DU A
MZkoTEZELET, A7 DI, V—F VAT LA TEARICERZSNET, HEY 7 b
T2 T DEAY TN—TREFETHITIE, A7 ID EBNERNCYR— F STV D LEN
HFET,

X A7 ID %, #ME8 TACACS+ Y—/3NFE 72X RADIUS — " CTRETE £,

T ITEL AAA BTBICOWTOBEHAERM L F9,

AAAT—Z L, SFEIERT —F V—RMRGFTEET, AAAREIL, FRNY A MEFEHL
T, AAAT— 2 DY —ZADERIBMNZEFZ L ET, AAAIL., EEO KV A M2 ERTE,
TV r—vay A rihE) 1k, IhbonThpa@RcEEd, e xid, av
V=)V AR—=REVIY AR —FETRRELZHFRV A RNEFEHTEET, FRNY R IBREESINT
WieWGE, TV =y aid, 774V EOFRY A NEERLET, T 740 bOGR
UARNPFEELRWES, AAAL, 0— OV F—FZR= L LT/ —RZMHHLET,

0—)L At —N"— A H = A

AAA X, T—HR—AFT T a v OBEIBMY A eI L IBRETCEET, VAT A
DT —HR—=AEFEHTERVGE, VA NOROT —Z X=X CHBIZE — /LA —3— L
F7, WAk, BAERIET IV T 4 VT BN T — 2 RXR—ATHELRIND &, m—/LF—
NIRRT, BRMEG S NET,

ROIFIEDIERATRE T,

*Local : B—ANVTRESNDT —FN—R&MHLET (TH VT 4 70O
I L TWEREA)

« TACACS+ : TACACS+ #— % (CiscoSecure ACS 72 &) ZHA L £,
« RADIUS : RADIUS ¥ — & L 7,
o Line : [/ SAV — RBLPa—H IV —7Z2HALET GEGEORICE L TWET) |
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AR H—EZDBE |
B +—orn—Jt

*None : ERZHFAILET GREEIZIFE L TWERA)

H— D7 N—71k

P— XD 1OD T a—s1 ) A NS00I, SFEXERAAA 1 3 (RADIUS
L TACACS+ 72 &) ADH— N T N—T%4EfR L., AAAT 7V r—3 3 (PPP<° XREXEC
T— RN L) [CEEfT S Z N TE ET,

B2
[

PREIE, TV o (=W ERET TV = ay) BUATANDT 72 AZRET 5
ELEEREX2UT 4 T2 TE, Y ioVnE, BENAAL L T—EBTHLa—V4
(F/F=2—FID) ICLVERSNET, 2P —ERE2H{MET 7TV r—a > (
FlREEHT -V M) X, 22— —PLABIO LT Uy VBRI LET,
AAA X, 77V r—va Ml VESNa—FAB IO LT v U X MRS W CRGESE
FATLET, RBitr—For—ix, 2—VFRET2 12U EOTA—TICEVIRED £
(—WE, 1O EDa2—F T —T DAL NRNITHZENTEET) |

FIEZELSDEX 2T RAAL v —FZu A T 588, b—k VA7 5 a—F|L
[@admin] %7 4 7 A% a2 —VLHIENT20ERHY £7, @admin] V7 1 7 2% H
T5H &, BREERVBFTAZE DX 2T RALV —X TR EIN, REINET, ITEED
X a7 FAAL =2 1%, RBIESFROEHRITY X 4 remote 21 L £ 77, remote 501
A ML, aaaauthentication login remote methodl method2 ... 2~ > R&EHA L TREINE T,

Fﬁﬁ%@'ﬁ#‘l? ]\\7(/])://1/"—‘& :L"—'qj-@muu

FIEEDOEX2T RAL U V—F 2—F L, FTEEDOEX=2T RAAL YV b—% 2—FIZH
BT ONTWAEEDEX2T RAAL U V= IZET D/ —REFice /A4 TEET,
Z—HFNRroot-sdr Z/L—T DAL NTHLHLGE, 2—WiE, GiEEOEX=2T KAAL L L—X
:L“—‘H_k quunméhi‘a‘

X2 AL V—X :L*‘"j—@wuu

X7 NAALS L —H :L*"H-@wuu EN Fﬁ‘ﬁ%@f%l? RAA —XH :L?"H-O)nun

ERITWET, HEr2—FN, HBESNTEHIAEEOEX 2T RAL LV V—F 2—F J 1 —7

DANR=THDHEHBLRNSTEBE, FO2—PEEFaT FAL L —F 2—H L L
TRRESNLET,

GE T 1 _ﬁ%lhﬁﬂ
AAA VT, ROT o RTHEVREEZFEITLET,

L 2—=YR, 2—=FHBLONRAY—F (F@3y—7 by ) 2Rt LGREZZR L £
R

2. AAADN, 2—HFDORRAT— RERBRIEL T, NAT— RRF—Z_X—Z2D DL —FH L7
BAha—VEEE L £,

3. AAAD, 2—FOr—LZRELET (b— |k SDR =P H/ L SDR =—F)
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| AMAy—EzDEE
nzo—r4a47 |

e —YRHHEEDEXF 2T RAL L L—F a2—PF FL—TDA L NNELTHRESNL T
LA AAAL., FOa—PEFHEEDEX 2T NAAL L V—F a—HP L LTHAF L E
ﬁ—o

P RBAAEEDEX 2T ALV —H 2—F T —T DA — L LTHES
NTWRWEA, AAAIL, ZO2—FEHIEEOEX2T RAL L )—% 2—H L LT
MEIFLET,

74T ME, 2—FOFAENTNDEH A7 ID ZRGEHICESE T £9, ZOEHRIT
2—YNET L2V I V=T THRESNTWNDITRXTDHI AT T I—TE @%A%%ﬁ
THZETHGEESNET, ZOXIRIFREMLEHT L7747 M, BE, A7 1Dty
A CTH L2V DE Yy ay (APIEy v a2 d) #{EK L%, XREXEC £—F
BIOSNBAPI 7 94T M, EbH 6 ZOMREZHH L TREZRE(LTEEd, XR
EXECE— RiIiZY Liava~y REFIEFRICTE, EMST 7 U r—va id, ez, #%
BLBWIT TG T4 a—HF Ao X =Tz A (GUI) A=a—2MHcTEEd,

2= TN—T A=y TR EDA—FDREMESCH AT IERNEFIND E, ZNLHD
EERINEZBMEX, 20—V OBRET 7T 4 77y a Tl EISNEYA, ZNHIE
2—BFDO®/DE v a L THEMRY £9,

INNRAT—KARA4T

=P RBIRZO2—FDITN—T A=y TERETIHREE. BEbE-132 V7 7
FARND2ODNRAT— KERETEET,

=2, ZHMBEIO—HE (=27 Ly b)) OGO Gt —H AT — REHR— |
LET, AV VT NLOR AL ENTWRWRRAY — RICFHINRKE by — 27 by R D X HER]
TERWED, V= Ly hRAU—RiZa—YF a4 TAU L MIZELTWET, 77
Vr—vasAlio>TE (PPPRE) | Ty R TONRT— ROEFERE, MEOKEDT-
DOFAFNAT — Rt T HMENHH DT, ZHBDHRO/NAT — RRNETE, 1
A 2—YTlEH, WHEOXA TDO/NAT — REHRETEETN, —HO/RAT— KR TICHK
ESNTWVDHRETH ) —FHDONRRAT—RERETDHE, BEEA v E—UNRERINET,

V=7 Ly hERRT—ROWFE22—WIIHRETH L, urAf oy, HELTEE 32
U— R&ENEL LRWT X TORET, vV —27 by h3MERINET, PPPREDT Y r—
varTiE, V=7 by FRFEETIHETH, RO S IAT— RS ET,

AT E8EHAT IDOI/IRAT — R

COMEEIX, AAA X2V T 4 —EATHA T S8BIOX AT 9DNRRAT—RKOA T 3
VEBRMLLET, FATSBLOXATIDNRAT — Rt RAU— REEKEI—WLIZRTET

L7200 L 0 X2 T TRELRYR— MR LET, LN T, £ OWET — ¥ 24k
THMLENRGH LTV ATIE, ZHORFEETRIC L » TEHEOCMO 2 — P /2 T — R
NIRESNET,

H AT 8/INAT — ROEIETILISHA256 Ny =27 /3 ) ZAANERAIN, XA T 9/NAT—
RiZserypt Ny 273U X LEEH L E9,
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BRAYGR—ZADER

2 A7 ID

A TIBLINEA T 9D/INZAT— RiL, CiscolOSXR Y 7 F 7 =7 Release 7.0.1 LLED 108
XR64 Y hARL—F 4V VAT ATHR—FENTWVET,

CiscolOSXR 64 B> MY 7 b =7 1Ci%, SHASI2 55t 7 /0T X A2+ 252147 10
IRAT— ROPR— FNBEASINTWET, SHASI2IE ST /L2 U X A%, MD5<° SHA256
REDOENTNTY RAALHEL T, 2= RAT—FDtFXa T4 &2m ESEES, Z0
HREZ T2 & SHASI2 IE, RO —VERT TV A ThoTH, 2—FARED/IA
T—RDOT 74 )V NOREBALT VT Y AL ET, XA T 103AT— RKPREAINDF
TIE, T 74 bDOTATY XA ELTMDS MEHA S TWE LT,

BAT 102 T — REFRET DI, AT 102 —FROHFE (71—) Z2BH LT
<TZEV,

BA TWONRRAT—FOFEARICET HIHEIE
ZOREETE T, X4 71032 — RofFHICEHE SN ET,

« £7° MD5 F 7213 SHA256 OB EAL T LY X AHEFHEH L TWA FiAA—T g oy w
7 L— RT 558 ICREOEK, BIEOKIZ: EO AL EBEOREN TS ET, 2
DX REOREE F/NRICIMZA AI21E, 20X RF T T L— ROFNI/NAT— R
BEHAATN0CERLET, FHIC O, AT = R¥ A 7O L E#ME (9 ~X—
V) BERLTLEIN,

D —YRET TV FOBEER2—VEHRETIHE. VAT LITIXRVM N DH &
ATFLEB VM DXA TS5 EXATI0DNRAT—REFRA RN VM OLERHLEST, =
DX F VAT, A T8 XA TIDONRAT—RIFEHINER A,

AAA 1T, CLI £721% APL 2 L2 BEOEE ORI, REEITET=FIZ [F AR &
ERALET, BHEL~LIZET 5 CiscolOS V7 hy =7 OWAILZ, V7 U7 TIIZ AT
N—=ZDOFBEA AT MIEZHRZONTWET,

2—HPIZ LB Cisco Y 7 b =T OflE, FHE., T=X EA[REICT HEEX A 71, # A7 1D
BN RENFET, A7 IDIE, a2~ RCREZT3HFTEERELE T, =—WF2iE,. r—
ZICHFA SN TNDLT 7B AOHIPFAZEFRT DX A7 ID Ot v NBEEM T ET,

227 1D, kOEH L TCa—HFiIZEv LY TonET,

Ha—HPix, 120U EOa—H Z A —F BT bnE Y, Fa— I —F 13128k
DEAY TA—FICBHAS T bNET, RIS, HFF R IA—T1F, —liDH 27 IDICL -
TEREINET, 2FV, a—PFLREO2—F I NV—T2HEffITLHZ LT, £Z0a—HL
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| AMAy—EzDEE

525 DI1<ET 2 —RsnERtor( k51> |

X A7 ID DFFEDY v FBRBEEM T b ET, ¥ A7 IDICE#EMT bz —FiE, ToX
27 ID \ZBHET A UH A2 FEITTE £,

X A7 IDICBET 5 — 7R DT A KT 14

KERsyON—Z I, BRE, T=4% U > 7#4E (CLL, Netconf, Restconf, XML API) (2%,

FeED Z A7 1Dt v MHBEEMIT O TWET, @, FFEDCLI 2~ NEIZAPL A/
N—T g 0%, 120 EDZ 27 IDBEEEMT 6 E T, configd L U commit =~ & KTl
FREDX A7 IDFFAIILEDH Y FHA, HEBLNaI v MUETIE, FFEDHX A7 IDFFA]
INEHDFHATA VT ATHZ A7 IDFHFRLESHY A, 274 Falb—a v
ARHUT, root-Ir FFRINEI D ¥ TCOHNAETEITTEERA, T4 F2lb—varE— %
BAtE L7226, TACACS+ 2~ R u[ 2/ LT, config =~ FEZELRTEET, Ih
5OBEMITIX, V—FNT/H—Fa—RNMbEhTWnWT, ZETEXEHA, A7 ID X, ¥
EDH A7 FATT DA &M LET, # A7 ID Tk, # A7 2FTT 084 IHELR SN
FHA, FAZ IDEAEX ROFRIZYVAPEINTWVWDETZ FZAD 1D, TC, EFLITEED
MAEDLRIZTHZ ENTEET,

G¥)

Restconf (Z5 % DY J— A THR— K EINDFETT,

K1: 227D 3R

#;iE | SiEA
Read | FEZHu b HHBAELZFFAI L E T,
Write | Z5 /R FFA], 36 K OFEAHLY BRE ARG BRAICFF AT L 77,

Execute | ping %> Telnet 72 £ D7 7 & ZA#EZFFA] L4,

Debug | 73y 7 EEZFFRI L £,

VAT AL, BCLLa~y FRBIWAPIA / RX—Y g v Ra—FDOX A7 IDFAU A KE—
HLTWAPHRIELE T, CLIa~ > ROMEHFICRIENBE LGS, VAT AEHEEITHE
LT IEEN,

AT v a TRYIBNTEED X A7 1D #E (read/write 72 &) X, M OEERFEED X A
JIDIWICHEHBINLZ 2 RLET,

T = TRYIHNIZEEDO X A7 ID #-1E (read/write, execute 72 &) (X, i 5 OEAELME % D

A7 IDICEASNDZ L&A LET, =& %X, copy ipv4 access-list =2~ > R&fEf3 2

LAY BLOEZALBREL acl ¥ 27 IDZHEA L. FEIT#I/E% filesystem % 2 7 ID

WA TEET,

Z A7 ID EEAEOFNAMERFE SN TWRWERIE, Z0oavy ROMEAICELT, # A7
IDB X OEMEL ORI OBEMTIIBE SN EHA, £, ROME=X a~< 2 R&EHAT5
72z, 22— F 27 ID Z AT 20 ITH D £ A,
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AR H—EZDBE |

B tacacs: 55 vRADIUS BEEL D5 5 1D

TACACS+ # & U RADIUS

EEL -~ L <y BT

avwy RRKEDa L7 4 X alb—varh7E— RTINS %@:V/h%@%
T HOOEME A7 1D Z 2—PICEE T 2 ERH Y 7, 7’_}:7L . show redundancy
g~y REFEITTHITE,. VAT L (read) X A7 ID & #EE 22—V ICEEA T 5 LERN D
DET ROBEIZBR)

RP/0/RPO/cpu 0: router# show redundancy

R —FDZRYID

Cisco VY 7 F 7 =7 D AAA TiX, TACACS+ I L TRADIUS F . TRIF SN D 2 —HFITRD ST
ETHRAIHFA BN YTEHZ ENTEET,
CHAT T DTHRANN—=U g &, A TACACS+E L O'RADIUS Hh— "D 7 ¢
Fal—Tary 774 VICEHBEREELET,

o /M TACACS+ B L URADIUS H— "D a7 4 Xal—ar 77 A /VTHRHEL L
ERELET,

* TACACS+ 3 L O'RADIUS X CIRGET 22— LR L2 —H4 Tra—h b 2 —F 2 {ERK
L/Sz—g—o

TR TACACS+ 3 XL UYRADIUS F X CRRAET 2EE O —FIZW@HA SN DT 7 4+ /L b
HAY Th—T e EINFBELET,

2 27 1D D& &R — F LIRWTACACS+T —F > & O HHMED 28, AAA 1TSMH TACACS+
P—NRET7 7 A VN TZ—PFIZERINTWI/FHEL L e - 2—% T L—TL 0
Mo~ v ey 73R —h LET, TACACS+ RiF %, M TACACS+ — "0 HiIR S 5 HE
RL_ANS~w BT SN2 — TN—T DX AT <y TPR2—PIZE ) BT ET,
7o & ZUE, BHEL UL 5 3MES TACACS Hh— " DI SN2 8546. AAA ITe—h )L 22—

TN—T"privs DEZ AV vy T &2l TH6Z a2l BEST, ZOvy BT o E, 1~
13 DfOKHEL ~ L THRBETT, FHEL~L 1413, 2—H% FL—7 F—F—SDRIZ~ v
vrrasnEd,

72& 213, Cisco D7V —7 =7 TACACS+ B —1_TlE, a7 4 Falb—ar 771/

X, KON RT Eolcarr7 s Fab—ray 77 ANV Tpriv M EZTRET D2LERH Y £
7

user = sampleuserl{
member = bar
service = exec-ext {
priv _1vl = 5
}

ZOFEIDS EV S EAEIL, 2 —Y D sampleuser \ZFEI D BT HMEND HILEORHE L ~VICE
EHZ D ENTEET,

. Cisco NCS560 ') —X JL—#% (CiscolOSXR ") J—R 71x) YRTL X )T avT74FaLb—a3rHAFK



| AMAy—EzDEE
aay—ezoxmezE—<7 [

AAA H—E XD XML R ¥—<

Extensible Markup Language (XML) A > ¥ —7 = A A{E, XML R¥ = A > MEXTER LG
BEHFEHLT, AMAEREBLOE=4LET, AAAa U FR—32 M, REBLOE=%
VYo ZIEHSND T — 2 OWNE L HEEICHIET HXMLA X —< 2 RITLET, XMLY —/L
BIOT 7V r—vaii, ZTOAXF— %2FHL T, XMLZ=—Y x> b EEE L TRER
FITLET,

WDAF—<F, AAAZERA L TRITSNET,
CEREE. ERE[. TAHU LT 4 U ITRE

ca—Y, a—Y I —FBLIOZ R JL—T

e
it

* TACACS+ Y — B LY —R T — TR E

« RADIUS Y — B LY — FL— TR IE

AAA Y—E 2 D Netconf 1 X OY Restconf

XML A F—= & [AfE, Netconfd L RXRestconf Tix, = —HV L LR T—KiZe—hiLH—t
AFZITRY TV A (AAA) —E R(C ;ofﬁ@éniﬁo

N

GE)  Restconf (I5 %DV ) —ATHR—FINBTFTETT,

RADIUS (2D T

RADIUS I, RERT IV ANLFR Yy NI—T DY xa )T 4 2Ri#ET L0087 74T 2 M
Y= R AT LTT, YAIOFELETIE, RADIUS 7 7 A 7> M Cisco /b—# ETHBE L %
—g—o wuuﬁg:kk7j7 '7/7/]’ /7gj_<i j—’\'(@l ']j-utun r%%&k*/ FY—2 $—E X
T U AEWMOEEAN STV S O RADIUS H— N ZiEE S E T,

RADIUSIIEICA—T v 77 va hanrThh, V—Ra— FEXTEMAISNTWAED, B
AT AEEDEX2 )T 4 VAT AL BEETL LY ICEETXET,

VAL, AAAEFX =2 U T 4 T K A4 LD TFTRADIUS %4 — kL CWE9, RADIUS
1%X. TACACS+, Kerberos, ©— /)L —HFL DT/ L, D AAA X2V T 4 a2 ha
NEPFHTE ET,

GE) mmws&#ﬁfmcmof§/k7j LATHR—FZET A, RADIUS THAR— FZh
H—OMRRIZ, RESNTZT Ty N7+ — LT TEITSNET,

Rmmmm\U%—bn~%®*yb7—ﬁ77tx%%ﬁ¢é&ﬁﬁ:;§@v&w@t
X2 VT4 ENEETHSESERR Y NV BEICEESHTOET,

RADIUS (L, 77 ADEFX =2V T 4 DMUELRIRORy T —IVBRETCHEHTEET,
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AR H—EZDBE |
B reows ssiEsnory Fo—5 L2 UF kiR

s TNEND RADIUS ZHKR— F5H, vVFXRUF—T 7R —NIZLDHRry hT—
7 el ziE, BERONE—DT 7 AP —33 1 DORADIUS —/"_N— 2 ¥ % 2
V74 T—=2R_R=AEERLET, BN —DT 7R —N5725 IPRX—AD
Fw hT—27 TiX, A YA 22— ZRADIUS — %@ U CIEFES N9, RADIUS
HF— N1, KerberosZFx 2 U7 4 VAT ATEHET DL IICHAX A AENTHET,

77V r—va B RADIUS 7'u harEzR— A4 —rF— Xy NU—27 X
Vr 485, ez, [R~—bFI—F] 778X arite— 1 A7 25HHT2
T 7w AR, &5 FHITIE, mmmsaﬁgm@ﬁ%:)%4ﬁ FEfFH L Cx—
PEMIEL, Ty hT—2 V=2 T 57 7B 2AMEEAE L TWET,

" CTIZRADIUS #fEH O v F U —2, RADIUS B¥RE A 7D Cisco L —F & F > b U —
JIZBIICE £9, Terminal Access Controller Access Control System Plus (TACACS+) H—
NIIATT D856, ZUDRERVOFIRE 72D 77,

I—PFRE—D—ERZETT 7 BATHLERH DLy NU—2, RADIUS Z
Hei, Bk A N B—a2—7 U7 ¢ (Telnet72 &) | F/EE 7w ha (KA1
MY —RA vk 7a hap (PPP) ) kT 22— 77 A& HEITCEET, Lz
X, 2—¥nua (35, RADIUS X, IP7 FL 210234 #EH L TEDO2—FN
PPP %2 FATT HHERZFi > CNWDZ L &AL, EREADT 78 AV A MBS E
7T

VI)—AT AT 4 THRNERFRy NU—2, RADIUST A 77 ¢ > 7%, RADIUS
FOREE 721X RADIUSRE A & (HERIZEH TE £9, RADIUST I U > 7 ¢ v JH&EE %
THE, P—ERDOBB IO TRIZ, By varRIEHLEY Y—2x (FFH., 2
Ty b N M) OBRERTT X EEEFETEET, A ¥ —Xy M ¥—ERX Fn
NAH— (ISP) 1. RADIUS 727t A av hua—LBLORXTH T 407 V7 b=
TO7NV—=0 27 N=Va AL T, 52V T BIOHEOME =— X &-1
L TEET,

FRRFEZ Y AR— ML TSRy hU—2, *v U —Z7|ZRADIUS —%EAT 5
L. AAA FRTRGEAHRE L. RO TR 7 s AN ERETXE T, —E R Fa AN
A B —NHEAFRAEAH AT 5 & BEfFORADIUS Y U 22— a3 VAT 5 R— LB R
MM E L, HEY Y22 RAOICEHR LT, FEOV—E R LUV AR TE 2
iﬁé:iﬁ@iffo

RADIUS 73 S 72\ R T — 27 X 2 U7 1R
RADIUS [FIRDF > bV =27 £F 2 U7 4 RPUITE L THER A,
e/ FTm han T 7B ARE, RADIUS (3RO 7w haizdiR— KL TWERA,
* NetBIOS Frame Control Protocol (NBFCP)
* NetWare Asynchronous Services Interface (NASI)
* X.25 PAD #fi

o L— X BITTHEE L TV B EEE, RADIUS I, M MERGEEZITWEH A, RADIUS %, /L—
% & RADIUS FBAE & MLE L T2 v A 2SO — 4 L OFBFEIEHA T 5,
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| AMAy—EzDEE
raoius o5t [

e FFEOY—E 2 EFHTH %y hU—2, RADIUS i, —%IZ1 AD=a2—H % 1 >DH—
EAET NN, RLET,

RADIUS D&

a—Yna A ERITL, RADIUSZH L CT 7 B A b — "\ BEAFEZ T 585, TRD
FIERRELET,

1. =%, 2a—PHLERRAT—-FDOANEZRDLN, ANLET,

2. —PEBLIOKEES(LENTZRAT— R, Ry F U —7 #%H TRADIUS ¥ — N\ %]
nEJ,

3. =—E, RADIUS V=B ROWNTNHDINEEZZELE T,
1. ACCEPT: =—WNFIESN=Z 2R LET,

I

&

(il

1. REJECT : 2 —WIIRGES N T, 22— VL LR T—-ROFEANEZRD NI, T2
vRAEESINET,

1. CHALLENGE : RADIUS —RNIC Lo TF ¥ LU UNRITEINET, F¥ L.
Z—PNLBMT =X ZNELFET,

1. CHANGE PASSWORD : RADIUS Y— 3735 22—t L TH LV WS T — ROER
RO DHBERPEITESNET,

ACCEPT % 721% REJECT J&& 1%, XREXEC £— FEZidxy hU—7 RN S
LT =2 NEENTWET, RADIUSHEAI 2T 5121L, £ 7 RADIUSRGEA 5E T
THMLENDH Y £3, ACCEPT £72I1XREIECT /X7 v MIE TN HIBINT —X OWNEITK
DEEBHTT,

« —WNT I EATEXHH—E A, ZHITIX, Telnet, rlogin, 2—H/LT U7 K7 A
A—k (LAT) OF&Hki, 3L OPPP, Serial Line Internet Protocol (SLIP) . XR EXEC
T ROV —E R ENEY LET,

cRANERIFIFIAT L RDIPT RLVA 727R8A VAN, a—WF 2L LT T NelD
e T A4,
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aaal mMEEERMEDREE

CA DFAEERMEICLD ., T4 AL CAIZBETE, T4 ART VX IVGEHELZ CA0 D
BALTHHATESL951220 £9, IPSec lZ CA ZHHEPicxry hy—r CFRETEET
M, CAZfEHT 5 &, IPSec DEFM LR RIS NE T,

GE)  IPSec |3t kDV V) —ATHR—NENDTFETT,

o RERAE AR D FELE (47 ~—2)

munEF%*EIil_Fﬁkkabgé

CA DWMEERMEICL Y, T34 RL CAITEETE, TS ANTUVHNEHESLE CAND
AL THEHTESL L9122 F9, [PSec 13 CA ZfFEHE IRy NU—7 THEIETXES
M. CA ZfEFAT 5 &, IPSec DEIM: & iRt SN E T,

N

GE)  IPSec 1Tt kDV ) —ATHR—NENDHTFETT,

RILEDOREEICET SHRFEMY
CA MBI & J4T 5 U012, KON £l T LB RS ) £ T,

WY Z A7 ID EGTe X A7 T A—TIZEEMfT O TN D2 —F A —T 12| LT
HUHERHYET, Z0Oa<wr R U 77 LA, Fa~vy RICKERZ A7 ID NG
EFNET, 2= IA—TDRYV Y THFERTa~vy FEEHTERNEBEZLNDY
B AAA BEEICHERL L T E &N,

X2 VT4 VT NI 2T ORI = A AL —Y g Xa—7F (PIE) AV
A=V LTT T 47T DHDHERDY 7,

7 aDPIE A A M—/VOFEZOWTIX, [ System Management Guidell % 28 L
TLIEEN,
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ZiRMEEREORE |
B zanso=gcmyssnssm

CiscoIOS XR ¥ 7 k7 = 7 Release 7.0.1 LAFE Tl PIE (ZIX—AA A—V AR CHEHATE
L2, ZOEEEA VA M—ILTHNEITIHD FH A,

o ZOMAEEMAMEEEZRET DN, Yy N —2 TCAZMERFREICTO2MLERNH D F
9, CAlZ. Cisco Systems PKI 7’2 k =2V Simple Certificate Enrollment Protocol (SCEP)
(L@ Certificate Enrollment Protocol (CEP) ) ZHAR— N2 XLENRH D £,

IR DEE(ICET AHIFFEE
IW—EADHRAREEELVIP KA AL VEBDETE

ZOEETIEH, V—HDHEANBIONIP FAAL VA4 E2RELET,

N—ZDRAMBIOIP FAAL CAPRKRREDHEITIE, TNOERET DLENHY F
o BADMHBEIGIP FAL AP REROIT, Vv—F PEREHM A A 4 (FQDN) %
IPSec IZL VA INDF—BLUGERAFIZHID YT, L—ZIZEHD Y THNARA MB X
WIP RAA I FQDN DN TNA T2 TY, 72 & 21X, router20.example.com & V) 4
ATOFEAZIL, router20 &9 /L—F DR A "4 & example.com & W) L—F D IP KA A U4
WZEEDNWTWVET,

FIE

AT w71 configure

AT 72 hostname name

1

RP/0/RP0O/cpu 0: router (config)# hostname myhost

I—HDRANLEFZRELET,

27w 73 domain name domain-name

1 -

RP/0/RP0O/cpu 0: router (config)# domain name mydomain.com

JL—HDIP RAA VA EHRELET,

AT v 4 commit

RSA F+— X7 DERK

RSA — X7 &4k LE9,
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| RitRmEEREORE

&

ATy T2

ATvT3

spx—oL—s2~n1 ok—+ ]

CiscoIOSXR Y 7 k7 = 7 Release 7.0.1 LI TlX, e —Ii3/L—Z OREIRICBEIER I L
F9, LB oT. =8O F U FTA—ZITRSAR A b F—XTF DELE LW I DI,
AT v BRETIHLENRHY 7,

RSAF — T IFIKEF—ZHEI R v —DEELB L OEELICEHESNES, -, L—
2 OREAEEZ RS DB METT,

FIE

crypto key generate rsa [usage keys | general-keys] [keypair-label]
11

RP/0/RPO/cpu 0: router# crypto key generate rsa general-keys

RSA — X7 &k LE9,

 BRERFR X — 2 fEE T 5121, usagekeys ¥— 7 — F&fH LE T, IWHRSAXF—%4EE
95121, general-keys ¥ — 7 — N&fEfH L7,

« keypair-label 51%501%, RSA F¥— X7 Z45ET D RSA £ — X7 L TT,

crypto key zeroize rsa [keypair-label]

1 -

RP/0/RP0O/cpu 0: router# crypto key zeroize rsa keyl
(LR NW—H0bF X TORSA ZHIBRL ET,

AT o TIE, TRTORSA F—F2NAL—FNLHIBRLET, =& 213, 60K
TRSA F—_XTOfEFEHMENR KDL, HH LR o258, TOF—XTZHIBELET,

« KFED RSA ¥ — X7 ZHIBRT HIZIX. keypair-label 5152 HH L £ 7,

show crypto key mypubkey rsa
i

RP/0/RPO/cpu 0: router# show crypto key mypubkey rsa

(L&) W—H D RSA ABF—%F R LET,

NHEAF—DIL—F~ADA ViR— bk

NF—ZN—HITA VR — b LET,
NF—=DN—FA VR— FEj, 22— REFESNET,
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B zirozsciEEcEsfl s toRE

ATy T

ATy T2

FIE

crypto key import authentication rsa [usage Kkeys | general-keys] [keypair-label]

11
RP/0/RP0O/cpu 0: router# crypto key import authentication rsa general-keys
RSA ¥ — X7 %2R LET,

« BREHB Y — %2 ET DI121L, usagekeys ¥ — 7 — R&fH L EJ, ILHRSAX—%5E
T 5121, general-keys ¥ — 7 — N&fEfH L5,

« keypair-label 51313, RSA ¥ — X7 Z$5iET 5 RSA F— <7 F~UL T,

show crypto key mypubkey rsa
il -

RP/0/RPO/cpu 0: router# show crypto key mypubkey rsa

(EE) L—HZ D RSALAHF—EFRLET,

RILANEE LIEBRTELRA Y FOFRTE

ATy T
AFyT2

ATvT3

CAZESL, BHTEXAHRA LV FERTELET,

FIE

configure

crypto ca trustpoint ca-name

i -
RP/0/RP0/cpu 0: router(config)# crypto ca trustpoint myca
CAZHEHELET,

L= PETIT L TEITSNCREEZ R TE 5 L 012, BIRLARITREETE S
WAV P ERELET,

e FIRAIMNRAV NI T4 X2l —T gy B— NEBEBLEL,

enrollment url CA-URL
B -

RP/0/RPO/cpu 0: router (config-trustp)# enrollment url
http://ca.domain.com/certsrv/mscep/mscep.dll
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ATvT4

ATy TH

ATvT6

ATy 71

ATvT8

ziRoEs LEETEsR Y roEE

CADURL #fELET,
« URL (21X, FEEEYE cgi-bin A7 U 7 NOLGFINEENTWDLLERSH D £,

query url LDAP-URL
1 -

RP/0/RP0/cpu 0: router (config-trustp)# query url ldap://my-ldap.domain.com

(EE) CA T AT AIZLEYD LDAP 1 Fa L3 ¥R— SN TWVWAES . LDAP — 3047
EEEELET,

enrollment retry period minutes

11
RP/0/RP0O/cpu 0: router (config-trustp)# enrollment retry period 2
(EE) FRTHMcREEL£7,

AEAEOERE, L—Z T CANDLDIEHEDZ T 2 L £4, A—2 2 (F
AATIHIRD) PICREREZ 32T IS 206 —21E, BIOGEHEERZEE L £,

< FEPAIZ 1~ 60 77 TH, 77 AL ME 13 TT,

enrollment retry count number

1 -

RP/0/RP0O/cpu 0: router (config-trustp)# enrollment retry count 10
(FEE) R UT-REASFEORAE 2 T 2 fRE L7,
o #PAIZ 1~ 100 T

rsakeypair keypair-label
i -

RP/0/RPO/cpu 0: router (config-trustp)# rsakeypair mykey

(fEE) Z D hT A FARA » BT erypto key generate rsa =~ > R &2 f L CApk L 7= 4 RilAf
& RSA F— T EHEL LT,

cZDF— T ERELRVES. FTAMRA Y MIBEDOREDT 7 +/L FDRSA F—
AL ET,

commit
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CA DFREE

ATvT1

ATy T2

ZiRMEEREORE |

2T, V—H~D CA ZEIFELE1,

N—H1E CA DABF—NEENTND CADHCOEAEHELZTISG L T, CA ZFET 24
NGB ET, CADOIFHEIIACES (CARBHIFOIHEICELT D) THHZD, CAD
ABIF—IT, CAEBEICHERK L, CAFFHAED 7 4 o H—7V o Ml U CFH) CREE L
9,

FIE

crypto ca authenticate ca-name

&1

RP/0/RPO/cpu 0: router# crypto ca authenticate myca

CA DT —Z2 3T CAGEAELIET 52 LT, —ZITH LT CAZRIEL £7,

show crypto ca certificates

51

RP/0/RP0O/cpu 0: router# show crypto ca certificates

(fEE) CAGEHEICHT DM ER R LET,

B & DIAZENER

ATy T

CA PO DOFFAEZTR L ET,

JL—HZ D RSA F— X7 T LIZ, CADPDLDOBAEEHELRE T 2LERH £79°, LA

RSA ¥ —%Ap LIE . L—ZIZ 1O RSA — X7 72026, 1 HOERAEZ TN
BT, BICEIZ2HBRO RSA F—% A L2HA. L— XX 2O RSA ¥ — X7 &b,

2 fEDOFEHENLEETT,

FIE

crypto ca enroll ca-name

1 -

RP/0/RP0/cpu 0: router# crypto ca enroll myca

T _TORSA F— T OFFHELTR L E T,
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ATy T2

hy b7y RR—2 rzk i EsRoRE |

ZDawy KT, V—FIIIFET D RSA F— 7 LEBOGEHAELERTH -0,
EFHIBDORSA F— XTRHIEAICEL, Z0a<r N 1IEILOETTALETIHY F
A,

Zoavwy RTE, BEICEFEINENWTF Y LY S2AT— REERTALERH Y F
T, FEAEA RS EDIMENE LA, ZONRRTU—RKREREINDEDT, ZD/RR
U— RFERIZTBMLERH Y 7,

REEIT T CIZRITCE ET, £, BERY N TARMIGEL, XA A7 U R334 T
HET, V—HFDPEAEEREZHEDEELET, XA LT 7 MRBELLEESE. VAT A
EHFICERAREZKIEL T, Z0oa~>y REHEANLET,

show crypto ca certificates

1 -

RP/0/RP0/cpu 0: router# show crypto ca certificates

(EE) CAGEHEICHET 2 HHmER R LET,

AY bT7 U ER—=R MIKSEHAZEHDETE

&M
ATy T2

ATvT3

ATy T4

N—ENERTA T A MRA L FREER (CA) 2EELTC. ZOMTAMKRA L MCA %
B R T RR—Z M XD FENEGICRE L £,

FIE

configure
crypto ca trustpoint ca-name

1 -

RP/0/RPO/cpu 0: router (config)# crypto ca trustpoint myca
RP/0//CPUO:router (config-trustp) #

N—ZPNMERTH5CAZEES L., PTARRA LV ary74¥alb—ray T— RRERBL
ij‘o

s ca-name G EFEH LT, CADARIZIRELET,

enrollment terminal

51

RP/0/RPO/cpu 0: router (config-trustp)# enrollment terminal
By BT ¥ RR=Z MZE 5 FBTOREAERBG I ELET,

commit
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B 7o ez rcsranesnogs

ATy TH

ATvT6

ATy 71

ATvT8

crypto ca authenticate ca-name
i

RP/0/RP0O/cpu 0: router# crypto ca authenticate myca
CA DFEHEZTFT 22 LICLD ., CAZRIEL ET,

s ca-name FIEEHEA LT, CADOLAFIZHRELET, A7 v 72 TANH LD LR UALHI
PREHLET,

crypto ca enroll ca-name

1 -

RP/0/RP0/cpu 0: router# crypto ca enroll myca
CAMBN—Z DFREAFEZ BT L ET,

s ca-name FIEEEA LT, CADAFIZHRELET, A7 v 72 TAN LD LIFEU4LHI
PRERALET,

crypto ca import ca- name certificate

&1

RP/0/RPO/cpu 0: router# crypto ca import myca certificate
SR CRENI & & FBTA » A R LET

s ca-name I EFHL T, CADLARIZEELET, A7 v 72 TANLED LR C4HI
FREHLET,

GE)  HMHig¥x— EAF—BIOWEX—) 2T 2551, cryptocaimport =~
ZR2EANTIHIMLERSY £, ZDa~vy RERIICAD LIZSEAIE. R0 1>
W—ZIZ_—=A FSET, 2HEICAT) L2SGEIE, MORIER L —FIT— 2R
FENET (EOFEHERFEINCARN—A R SNHENTEETIEH Y FHA)

show crypto ca certificates

&1

RP/0/RPO/cpu 0: router# show crypto ca certificates

FEAAE L CAGERIEICET A EREEF R LET,

WIZ, CAMHEERAMEEZZRET 26 2RLET,
SENFhav REMAT LI PRREICEENET,

configure

hostname myrouter

domain name mydomain.com
end
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Uncommitted changes found, commit them? [yes]:yes
crypto key generate rsa mykey

The name for the keys will be:mykey

Choose the size of the key modulus in the range of 360 to 2048 for your General Purpose
Keypair

Choosing a key modulus greater than 512 may take a few minutes.

How many bits in the modulus [1024]:

Generating RSA keys

Done w/ crypto generate keypair

[CK]

show crypto key mypubkey rsa

Key label:mykey

Type :RSA General purpose

Size :1024

Created :17:33:23 UTC Thu Sep 18 2003
Data

30819F30 0D06092A 864886F7 0D010101 05000381 8D003081 89028181 00CB8D86
BF6707AA FDTE4F08 A1F70080 BO9E6016B 8128004C B477817B BCKF35106 BC60OBO6E
07A417FD 7979D262 B35465A6 1D3B70D1 36ACAFBD 7F91D5A0 CEFBOEE91 B9D52C69
7CAF89ED F66A6A58 89EEFT776 A03916CB 3663FB17 B7DBEBF8 1C54AF7F 293F3004
C15B08A8 C6965F1E 289DD724 BD40AF59 EO90E44D5 7D590000 5C4BEASD B5020301
0001

! The following commands declare a CA and configure a trusted point.

configure

crypto ca trustpoint myca
enrollment url http://xyz-ultrab
enrollment retry count 25
enrollment retry period 2
rsakeypair mykey

end

Uncommitted changes found, commit them? [yes]:yes
! The following command authenticates the CA to your router.
crypto ca authenticate myca

Serial Number :01

Subject Name

cn=Root coax-ul0 Certificate Manager,ou=HFR,o0=Cisco Systems,l=San Jose, st=CA, c=US
Issued By

cn=Root coax-ul0 Certificate Manager,ou=HFR,o0=Cisco Systems,l=San Jose, st=CA, c=US
Validity Start :07:00:00 UTC Tue Aug 19 2003

Validity End :07:00:00 UTC Wed Aug 19 2020

Fingerprint:58 71 FB 94 55 65 D4 64 38 91 2B 00 61 E9 F8 05

Do you accept this certificate?? [yes/no]:yes

! The following command requests certificates for all of your RSA key pairs.
crypto ca enroll myca

Start certificate enrollment

Create a challenge password. You will need to verbally provide this
password to the CA Administrator in order to revoke your certificate.

For security reasons your password will not be saved in the configuration.
Please make a note of it.

oo oo

oo oo

Password:
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ZiRMEEREORE |
B =05zt 7—1em

Re-enter Password:
Fingerprint: 17D8B38D ED2BDF2E DF8ADBF7 A7DBE35A

! The following command displays information about your certificate and the CA certificate.
show crypto ca certificates

Trustpoint rmyca

CA certificate
Serial Number :01
Subject Name
cn=Root coax-ul0 Certificate Manager,ou=HFR,o0=Cisco Systems,l1=San Jose, st=CA, c=US

Issued By
cn=Root coax-ul0 Certificate Manager,ou=HFR,o0=Cisco Systems,l1=San Jose, st=CA, c=US

Validity Start :07:00:00 UTC Tue Aug 19 2003
Validity End :07:00:00 UTC Wed Aug 19 2020
Router certificate

Key usage :General Purpose
Status :Available
Serial Number :6E

Subject Name

unstructuredName=myrouter.mydomain.com, 0o=Cisco Systems
Issued By

cn=Root coax-ul0 Certificate Manager,ou=HFR,o0=Cisco Systems,l=San Jose, st=CA, c=US

Validity Start :21:43:14 UTC Mon Sep 22 2003
Validity End :21:43:14 UTC Mon Sep 29 2003
CRL Distribution Point

ldap://coax-ulO.cisco.com/CN=Root coax-ul0 Certificate Manager,O=Cisco Systems

IR KSR b T—ILEE

T AN P EERER T 5 &, FRAER (CA) LFREN D RS N-1EHETE %
TV hEFALT, T ARBTRAET S HTTPS e EDtv v v a VERIECE £,
ZOMRRIZT 7 ANV R TY 7 MU 2T THEMCR-oTEY, By arotXa 7 1 {R#ED
72D T 7 YRR T 2 — A LR UHIET, BEMO CADFEHED Y —L1O7a ey
=27 RE, BEAETO AR —~E2ERTEET, T AN T EEEN D ERIZAMERET
ELWA LV IBRES L, YAanb, BIXOBAIZE » UMD Z—03 5 OBE DO EEmM
DCAFTFHENEG TN TWET, FT A =it lAALD CAGEFAEL Xy n— K&
Nz CAFERREDOW F TR S ET,

FRRE/RFH AOEMMEDSELE) TiE, FERER LEETE 281 & FOFEMIZ OV TR L £,

KSR M T—ILTOHOCAREBRZED/N\> FIL

N—2 1%, asr9k-k9sec PIE (2 /N v 77— AL S VT2 AIA T D CAFERRE AN RV EEH L £97,
ZONRY RUE, YA Ko TABMICERSND, CA T A N F—/L LT DRI 72
FEFAEX MTIZEENTWET, ZO M AN T =T, v AaBIOMOR Z—I12H 5
NTOET, CAREHENY RVFROIBE TR S ET,

« NBAF—HEE A v — U ST T (pkes7) PIZE EN 5785154 5L BRI (DER) /3o
VIR OEHESEBA L 7T A N7 F v (PMI) FEAE,
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A +52 rT—roEs |

* PEM~ v X —ff& 75 4 X —iaft A —/v (PEM) JERXOEER X S509FEAEL G 7 7
A IV,

CA SR KT—ILOEE
IWDOEHENRAELTZHEE, CA TR N — V2B HTAMLERH Y £9,
o NI AN LOFEHENTIRYIN E - ITHEITIN TN S,

s ANBIENTZ CAFERAEDO N KV, BEDOT ) r— a L CHLEZRBIMOEETE S
REFAEREG EN TV,

c RENBHR L TV 2,

CARMNIANT—NWEH—DZ T 4T 0 ERBREINET, LaBR- T, FITTHIEINL-
TRhRIA N —NANBEPEEHEIONET,

\}

GE) FF A b=V AA E N T GEAE I FIIICE S A 2 N TEEHA, 72720, A
IAENTEEAED X509 FTA EL BN CA GEFEA Y FVNOIEAE L T 2854, M
AFENT-FEAEREY - FRINET,

IR, FIRA M= NOEHELFEHT LD TE 2 5ETT,

cBEIEH L FRWVEIHIRA RO CAGENEL —HT 2 N T A NI XA~ — D
VEANET, AA—MEEILTH, N Rrounsr— g URRESHTELT., BIR
HNZHEZHIZ 72 > TNV E . syslog B 3 ) 72 IR CRITS I, ZO R T A KT —1
R —F T a VPR ESN TN EREFEEICEESINET, FTA NS —LD
HENEH CIIREHEAURLEZMEA LE T, CANT AN T—ANKHGTEHE, R —n
A ENL, N RARr— &k, PKI T A M= AnEE#z onEzT, CA LT
Z T =D BB E T OB N RAE LB, Fvrn— R+ % £ T,
WD A Y 2 — )V CHEFNBMM SN ET, 20H, 1I5H, 10H, 5H, 4H, 3H, 2 H,
1 H, BHIC 1R LT,

“FPEH: [FT7A D T VHNORAFEOFHER (57 ~—) | ITFHEMERLET,

FSA R T—ILRNDOIIBRZENFEFEH
CA FT7 AN TP—UEEIXT 7 4V N THZIT, FT7 A N 7= UIZHAIA 372 CA FEBEAN
VRALEFEHL, YAanbBEEFREZELET, FT AN =L NOGFHENEFOH D
TR, BFEL WD, SR EOEAEL T TIHILEND D5A1E. ROEELFAT
L CREAEAFEHCTEFRLET,
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FIE

ZiRMEEREORE |

ARV RFEEETIVa Y

=)

ATy T

crypto ca trustpool import url clean

1

RP/0/RPO/CPUO: IMCO#crypto ca trustpool
import url clean

EE) Furue—RLET_XTOCA
FEAEEZFHCTHRBRLES, Zoavy
RiZ EXEC £— R CEITENF T,

ATw T2

crypto ca trustpool import url url

1

RP/0/RPO/CPUO: IMCO#crypto ca trustpool]
import url
http://www.cisco.com/security/pki/trs/ios.p7b

CA NT AN P —)VGEHEAN Y RV D A
vora—Ryué/b URL Zf8E L F
9, CAREENY KL% CA R T A b
TV TFE TS R — | (F7rm—
K) L7=v. BEfED CARERAE N Fu
AL LET,

ATvT3

show crypto ca trustpool policy

1

RP/0/RP0O/CPUO: IMCO#show crypto ca
trustpool

Trustpool: Built-In

CA certificate
Serial Number
SF:F8:7B:28:2B:54:DC:8D:42:A3:15:B5:68:C9:AD: FF

Subject:
CN=Cisco Root CA 2048,0=Cisco

Systems
Issued By :
CN=Cisco Root CA 2048,0=Cisco
Systems

Validity Start
May 14 2004

Validity End
May 14 2029

SHA1l Fingerprint:

20:17:12 UTC Fri

20:25:42 UTC Mon

DE990CED99E0431F60EDC3937E7CD5BFOEDIESEA

Trustpool: Built-In

CA certificate
Serial Number
2E:D2:0E:73:47:D3:33:83:4B:4F:DD:0D:D7:B6: 96: 7H|
Subject:
CN=Cisco
Issued By
CN=Cisco
Validity Start
Nov 18 2008
Validity End
Nov 18 2033
SHA1l Fingerprint:

Root CA M1l,0=Cisco

Root CA M1l,0=Cisco
20:50:24 UTC Tue

21:59:46 UTC Fri

45AD6BB499011BB4E84E84316A81C27D8SEESCET

JLREATL—2DCA M7 Ak 7—
VAR EE R LET,
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T3 vDRSRAET—IL R o—

FIE

FTavDESAET—ILRYS— RS A—FDHFE .

NS A—ZDEERTE

on

ARV RFERERTIVa Y

=)

ATy T

configure

ATvT2

crypto ca trustpool policy
fi

RP/0/RP0O/CPUO:IMCO (config) #crypto ca
trustpool policy
RP/0/RSP0/CPU0:IMCO (config-trustpool) #

CA FNTARNT—ILRY —IRF A —
HERETHAv RIZT 7 ®BATE
5. catrustpool 2T 4 Fa b —T a3
E—FZBBLET,

ATvT3

cabundle url URL

1

RP/0/RP0/CPUO : IMCO (config-trustpool) #cabundle
url
http://www.cisco.can/security/pki/crl/crca2048. crl|

CA b T A NF—NAFEHEAR RLDF
7ru—Rge/2b URL #f5E€ LE
ﬁ—o

ATv74

crl optional

1 -

RP/0/RP0O/CPUQ: IMCO (config-trustpool) #crl
optional

N A NT =L R —FHFEO KL
R AN LET, 7 74/ b T
J—ZITREAERZN Y A M (CRL) %M
%Té:kﬂi@\ﬁ%%®%ﬁx?—
HADT = v 7 wiEHl L ET,

ATy TH

description LINE

1 -

RP/0/RP0/CPUO: IMCO (config-trustpool) #description|
Trustpool for Test.

FSAKT—ILE SR ERAY
FFZA R F—)LE TR RA L FOMITIZCAPEHIN TS

FOBAIZRTEINS

CA&%%@ME
B ET. LR

. FFAR KA FTCAZBEHL, CANNY FAREL CA V\TC?&%%& vru—R&Eh

72V LES, ZOVFIATIE, FT AN T —/UEEN LV —H

ZICHERIESN T, BAEOEEN

EEREINZ2WESIZTEED, FTFARNRA L FHNDCA EFDORY >—iZ, T AR F—

NEFIZ T AN = RY T —HND CA LY #i

IR S ET,

ZORVI—IT, BxX a2 VT4 T IAT VAN CAGEAEL CAICL» THITIN2—%
SFBEORGERY > —2 O L HICEET 02 R LET,

PKI

Z DIETIE,

AEBAE D AR D@ A

ABF—A 7525 7F % (PKI)

DOFEHENGIIARIZIT SN TN D EHE

®D SNMP k7 > 7 & syslog A vE—T&MMH LIClE A =X LD T LE T,
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ZiRMEEREORE |
B rxrs—ramzounT

PKI 75— FaBXNICDLNT

Cisco IOS F8AE/R (CA) H—"ZfEHT 2% & FEHENKT D R1ICZ OFEHE H BRI
R ET, _zh XV, FBEERRCT Y r—va VOREHENMEHTE S5 L 512 9,
kEL\*yb7w7@%¢\7ny7E%®W% BLOCA DRARIL, FEHEDO %
W LHREMERH Y £7, ZAUTE Y BEECADREHELHEHTE WD, 72T
LWATTA NI £, T OREIL. uE%i@%%ﬁZ)§ﬁfj< L. CAZ 747 Nhisyslog
Y= NN EEETIEDD A D= LR L ET,

WBEHTIR OB CEE SN ET,
s AIOME © Z OWENTFFAEN LT S 60 HENZEE S ET,
cBAOMEY IR L IO OE%, AEAEN LN S 1 ERBRTE TR OB R
ENET, HEOBICIE, FEAEORY A E TN FERAEEINET,

REREO A NWIBRDS 1 EEILL Ed 256, #ANT [warning] £ — F‘T“%Féﬂi?‘ RERAED
BRIHIBRS VARG OEA, @EIELT 7— ME— FTHEEINET, BAIZITKROERNE
ENET,

REE S Y T AE S
AERAE D FAT 04

N7 A RKA Y N

AERAE 2 A 7
AEER RN T D ETOHKD B
A E D4

77— NEEIX syslog Y —/3F 72 1% Simple Network Management Protocol (SNMP) @ k< > 7°
EALTCERINET, FT7AMKRA YV MO EEPREECRESN, fHETHT v RO EIE

0 — /LA — R —GEENMEET AL, @EMEILELET, FEAEO Yy RUEiErn—
A= —DOBIEREFIL, FEFEOK TR LR U, £2FFN L0 bENICZR Y £,

ZOWRRITEMICTE T, REFELZENT H20EITH D A,
WIZ, T3 ATEREND syslog A vE—TERLET,

%SECURITY—CEPKI—1—CERT7EXPIRING7ALERT : Certificate expiring WITHIN A WEEK.
Trustpoint Name= check, Certificate Type= ID, Serial Number= 02:EC,

Issuer Name= CN=cacert,OU=SPBU,0=CSCO,L=BGL, ST=KA,C=IN, Subject name= CN=cisco.com,
Time Left= 1 days, 23 hours, 59 minutes, 41 seconds

PHOb?DDV»%ﬁT%—F@ﬂ%%E
77— ME, ROGEHFIZITEE SN EE A,
o KB E 71T —FEO 7 B B AT E
o X2 T REAT A AFGIF (SUDD FEBIE
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| RitRmEEREORE
et 57 I

e NTANT—NIZETHFEAE, NI AN —IMBORYNT T7— 8 A D= X LR H
U n

e hNTRAIKRA LV DT O—

PKI k5T

PKI F 7 v 7’ TliX, *v NU—7NOT A ZAOFEHEE R Z RS T 5729, PKIJEBOER
EERANEHIZRD 3, b— bk TAA AL, T RCRE SN LEVWEIZESWT,

Fy FU—Z B AT L (NMS) [IZSNMP kT v 72 EMICEELET, T v Fidk
OYFVATERFEINET,

e LWGEAEN A A b= L END4E, SNMP ~ 7 v 7 (B LWEERAE@E) (%, L
EOVY T NEE, AFHEORITEL., AEHEOFIEESL. N T A RRA VN4, GEAE
XA, FERAEOBGH KT HZR E0EREET SNMP — I EESNLE T,

s AERAEN KT OHE - SNMP 7 » 7 GEBELRZEM) 13, FEAEZEOK T HO 60

H7225 1ERERTE TSNMP Y — NISEMMICEE SvE T, GEAEN ST 58I, b
Ty 7BmAREINET, FT L GEAFEO VY 7RSS, SEHEORITEL.
N7 A NKA Y N4, GEBESX A 7, GEEOHEM R EOGEAEE RN S ENE T,

PKI F 7 v 7% HZT 5121, snmp-server traps pki =~ > R&fEH L EF, SNMP 33 E
ENTWDHE. SNMP b7 v 73R U PKI AR Y v —CRESILET,

EfTavIq4F¥alL—3av
WIZ, sanitized ¥ — T — FEZEELTETI L 74 Fa2lb—2a DV =F A XA RX—=Tg %
#7779 5. show running-config 2~ > Kb O NH 2R L ET,

Router# show running-config

Tue Jan 21 12:51:09.861 IST
Building configuration...

'l ITOS XR Configuration 0.0.0

!'l Last configuration change at Tue Jan 21 12:51:04 2020 by UNKNOWN
|

interface GigabitEthernet0/0/0/0
shutdown

|

interface GigabitEthernet0/0/0/1
shutdown

|

interface GigabitEthernet0/0/0/2
shutdown

|

interface GigabitEthernet0/0/0/3
shutdown

|

interface GigabitEthernet0/0/0/4
shutdown

|

snmp-server traps pki

end

Sy R ETIEAEA B O B — A — S —BIAR I ASTE B O TR L 0 HIBOHA, Sy K
THPTASHD TRV L &RT T v FREESNET, L, AL T2 ALV bT
R THE R & v R ORI S v R GEREAE AR AITIE, T v ZIHRE ShETA,
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B ziso=ziouc

I:llL-\ I:IIE% 0) %

ZiRMEEREORE |

EIZDWVT

DR HEEEREOYR— F ST H1E8

el /=

CADHHY

VA TITROBEREZ Y R—F L THET,

« IKE : Oakley F—7ZH#X° Skeme ¥ — KWz A X —FX v h X274 7V —T3
VEBLIOF—E#H S0 ha (ISAKMP) 7L —LAU— 7 REBICEE LA T Y v B
= N P G KEi@@fmk:wfﬁﬁf%iﬁﬁ\%@@%%%ﬁmm&wfnb
IV CHEH LET, IKEIX, IPSec B 7 OFBGEA ML L, IPSec ¥ —% AP L., IPSec =
V5o 7Yy —3i 3y (SA) 2 LET,

Public-Key Cryptography Standard #7 (PKCS#7) : GEHEREKA v & — T O Sk L OE
A S 415 RSA Data Security Inc. OFRYE,

Public-Key Cryptography Standard #10 (PKCS #10) : FIEFIEZIR D72 % D RSA Data Security
Inc. DAFHERE L,

* RSA &F— : RSA IZABF—K5 51 ks A7 AT, RonRivest, Adi Shamir, Leonard Adelman
DIAHIZE>THIESNE L, RSAX—IL, 1 DOLA[F—& 1 DOMEFXF—DXT T
o TUWET,

SSL : Secure Socket Layer 7' &2 ks =2 /L,

X.509v3 GEIE : [ASE DT V2V ID 1 — REKT A AT 5 2 & T, IPSec TRi#
SNy NU—7 OPRRZFREICT 2FEEFE T AR — b, 2 BOEENBET L, 7
ZNVAEHELZ R T HZ L TID A LET (ZHUT kD, &7 TA¥—4%FHT
RELT-D, KT CHEAEX—ZFEBTHRELLEV THO2XLER LRV ET) , b
FEAEIT CA B ESG S E T, X509 1%, ITU @ X.500 ZHED —E T,

CAlZ, FFHEBILRAZEH L, 2T 5IPSecry hU—7 T34 ZA~DIEHEDORKITLET,
INE0Y—E R, BT AL ZADF—EHRE —fb L TITWE T,

CAlX, IPSec *r v hT—7 T34 ZAQEREMFL L E T, CAlL, V—F7p L HEDIPSec
KIGT N AeEGiery hU—7 THATEE9,

Public Key Cryptography |2 X 0 A R—T /WA INT2T VX NVELIL, T3 ABLOEA=—
’H’%T UHNVIEBIEL £9, RSA KLY AT 72 £ D Public Key Cryptography Tid, #&=—

I, AF LB O GG — T EERALET, Zhoox—i%, fids LTH
ﬁ‘E . AT SR b DI, b O~ TEBETEET, 2FV, VI =F ¥ T—
Z IR —HORE X — TSN d & BRI NET, ZEMIE. HEMOABF —2 48
AL TAyE—VZERLTHLT, v=F v aREELET, A vyE—T% EEHOA
B —Z2H L CTEFIETE D720, MEX—DFTAEE, 2EVEEENA =2 ERT
L2 EICRVET, 2O rERAE, ZEEVPEEEOLMF—DOat —2F-oTNT, Zh
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| RitRmEEREORE

CA Z5/B

caznn W

BARLGIZEEFEEZFOLOTHY, EEHFEZHRIMAOLOTIE NI L E2BWHEEEEZ R - T
o TWAZ Lafl L TWET,

FTUXNGERETY 7 BRMELET, TUXGERECIL, 4Rl YU TAEE, ¥ F
BELIFIPT RLARE, 2—FEET A AR ETHHEREGATHET, £/,
YT AT ADREF—Da = FATHET, GEERERIL, ZEENFLEGEHL, TV
HNVFEEEERT 5 9 2 CHREIZFEHE T2 — R =T 4 Th D, CAICLVELSINE
7

CADYV 7 =F % ZRFET DL, ZIEH L. CADAHF—ZZiM L TV AMERHY 4,
W, Zo7av AL, TU MEFTARURT, £72034 VA =L TITOR D EEIC K 0 AL
ENFET, & ZIE BED Web 77 UV TIX, T 740 R T, BED CA DABIF—0i%
ESNTWET, IKEIL, IPSec DMEEFE T, T VX INGEAELZMFEH LT, SAZHKET Dl
BT T3 AOPEEMEEEREL £,

FUORN T =F v NI FE, 2—WE, IPSec 2T 5T /A ZADE AT B TABF—
FF—7 Ly NEFEITRHLC, BEZRETLILEND Y £, AEHENRWIGE,
X FU—=ZIZH LWT A, ARBINEN DTN, ZRICEEEITOIMOTITOT /A A

TREEEFRTOILERDH Y 7, *T/&'/l/umﬁﬂib)%é%é BTN AE, CA TSRS
nif 2EDTNA ANEET HEGE, EAEEAERRL, T—XET VX LVELLT, BA

WERBFELE 9, ﬂéﬁbb\T/w’X#Z\/ MU —ZIZBIEND L, 2—FL, TDOT A 2%
CAICRERLET, tMOT AL ATIFEROMLELIH Y /A, #H LT 231 A [PSec HEfit
EEATT A L. GEENAEICRB I, TS AERIETE E T,
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==
=% =R

F—Fr—BEHOELE

ZDEY2a—ATE, ¥—F=—VEFHOFEFEZOWTHALEST, ¥F—F = —EH
i MEIAGHE AT DRI — R EORBEERZWRT 2T X COZ T 4T 1 ITHGREE
RET DRGED RN 72 5 Td, BT & DEHIC, CiscolOSXR Y 7 b7 =T DL—F 4
/77mb:wkiuz/%7 VEBRT TV = arii, Z<0%A BXa U T 4 2R
6T 57 DIERFAE 2 L £,

e X —F o —UEFHOFEME (65 2—)

F—Fr—UEEORE

F—F—

*r—Fz—

ZOEFEVa— LTI, F—F =z — U BFHOREFEICOWTHALET, F—F=— %M
X, FHAEICEEZMENLT DANC S —72 EOMEE T 5T X COT T 4 7 4 IR
RET DRaED— k)72 AT, 7 & OfEHIZ, CiscolOSXR Y 7 U =7 D/L—T 4
Y77 harBrlORy NU—IEET ) r—va i, ZL0%A X2 T 4 &2
bT 27 DICEREEEH L7,

VEBOEXICEY SHIFEIR
VAT LMy P EERTLE BUEDA L T 4 X ab—a rOF—ORMEIEE H A
HZEICHEETORERHY £,
Y DERTE
ZOEETHEH, =T =— U DLAFIERTELET,
¥ —F == DARTEERETZIIERE TE £,

FIE

AT v 71 configure

AT w72 key chain key-chain-name
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B 5-—on:

ATy T3
ATy T4

*—Fr—rEBORE |

1 :

RP/0/RPO/cpu 0: router (config)# key chain isis-keys
RP/0/RPO/cpu 0: router (config-isis-keys)#

F—F == DOLRTEER L ET,

GE) F—0OIDDEREFTICHF—FT =2—ADOALERELTH, BEFESERZINE
T, REEZKTLTH, ¥—1ID & 1 2L LD E— ROEM F 721% keychain-key =2 >
T4X2lb—var®T—ROEMNE (T4 754 LF—TFHRE) 2RETHET
. BEHEOaI v MIBERESNEEA,

commit

show key chain key-chain-name

51

RP/0/RP0/cpu 0: router# show key chain isis-keys

(R ¥—F=z— A5 RLET,

GE)  key-chain-name SPROITEREN T, key-chain-name 3|5 CA A HE L2V 2
X, TR TCOF—F =—rRNERENFET,

!l
WIZ, F—F=—FHERET L0 2R LET,

configure

key chain isis-keys

accept-tolerance infinite

key 8

key-string mykey9labcd
cryptographic-algorithm MD5

send-lifetime 1:00:00 june 29 2006 infinite
accept-lifetime 1:00:00 june 29 2006 infinite
end

Uncommitted changes found, commit them? [yes]: yes

show key chain isis-keys

Key-chain: isis-keys/ -

accept-tolerance -- infinite

Key 8 -- text "1104000E120B520005282820"
cryptographic-algorithm -- MD5

Send lifetime: 01:00:00, 29 Jun 2006 - Always valid [Valid now]
Accept lifetime: 01:00:00, 29 Jun 2006 - Always valid [Valid now]
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| ¥—Fz—reB0xs

s—zziirenston: [l

*—EBHT T BHBEORE

ATy T
ATy T2

ATvT3

TORARAT T, V=T 4 T BIOEM T ha o7 )y —varDe v L&
F— O —)L F—R—E BB TAEDIC, F—TF =2 — O —52Z TN AL REERE L
ij‘o

FIE

configure

key chain key-chain-name

i

RP/0//CPUO:router (config)# key chain isis-keys

F—F == DOLAFTEIERL £,

accept-tolerance value [infinite]

£

RP/0//CPUO:router (config-isis-keys)# accept-tolerance infinite

=T 2= DX —2Z I ANLEEOFAMMERE L ET,

FPRME 2 BB CRROET DITIE, value 51 L3, #PHIE, 1 ~ 8640000 T,
PPN R CThH D Z & ZHEET HIZIE, infinite ¥ — 7V — FEEH L 7,

ATy 74 commit

F—Fz—2DF—ID DFEE

ATy

ATy T2

TOEETIEH, F—F=—rDOXF—IDERELET,
F—F 2 —rOF—FERELIELETEET,

FIE

configure

key chain key-chain-name

&1

RP/0//CPUO:router (config) # key chain isis-keys

F—F == DAETEAER L £,
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AT v T3 key key-id
11 -

RP/0//CPUO:router (config-isis-keys)# key 8

F—F 2= DOF—FERLET, ¥—IDFZIT 10 EHNS 16 EHEIZEBR I, 2w K
F— RN YT T NIMERINET,

« key-id 51803 48 By MEEEIUE LTHEM L £,

ATy 74 commit

F—XFIDTFRX FDETE
COFEETHE, F—FROTRA P ERELET,

FIE

AT v 71 configure
AT v 72 key chain key-chain-name

i -
RP/0//CPUO: router (config) # key chain isis-keys
F—F == DAHTEER LT,
AT v 73 key key-id
i

RP/0//CPUO:router (config-isis-keys)# key 8
RP/0//CPUO:router (config-isis-keys-0x8) #

F—F2—rDOF—EERLET,
AT 7 4 Kkey-string [clear | password] key-string-text
i
RP/0//CPUO:router (config-isis-keys-0x8)# key-string password 8
F—DT FAPLFHNEIRELET,
7 V7 THRAMERA TR —LFHNEFET DL clear ¥ — T — REZHEH L £3, K51k
B TxF—Z4RET 5I21T password F— U — R&2H L £,

AT w75 commit
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| ¥—Fz—reB0xE

BREF—DHIB

TDXAT T, VE— N ETERIET DIV TV r—varrZ i, B —%

&M
ATy T2

ATv7T3

ATvT4

ATy TH

TNy

ATy I
ATvT2

I L £

FIE

configure

key chain key-chain-name

i

RP/0/RPO/cpu 0: router (config)# key chain isis-keys
F—F == DOLARTEIER L £,

key key-id

1 -

RP/0/RP0/cpu 0: router (config-isis-keys)# key 8
RP/0/RP0/cpu 0: router (config-isis-keys-0x8)#

F—Fx—rDF—Z{FRLET,
accept-lifetime start-time [ duration duration-value | infinite | end-time]

51

RP/0/RPO/cpu 0: router (config-isis-keys)# key 8

anur—ou [

RP/0/ (config-isis-keys-0x8)# accept-lifetime 1:00:00 october 24 2005 infinite

(EE) BHOBAEND, X—DTA 7 XA LOFIEEHREL£T,

commit

K75 —320 bS5 749 IDRBAFA VTR
FHERT HEXF—DERE

TIORGURT TV r—2ay NI 7 497 OB A T2 A NEERTH-ODF—%

RELET,

FIE

configure

key chain key-chain-name
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ATvT3

ATvT4

ATy TH

*—Fr—rEBORE |

1 :

RP/0/RP0/cpu 0: router (config)# key chain isis-keys
F—FT == DAHTE R L7,

key key-id

i

RP/0/RP0/cpu 0: router (config-isis-keys)# key 8
RP/0/RPO/cpu 0: router (config-isis-keys-0x8)#

F—F = DX —H{ERLET,
send-lifetime start-time [ duration duration-value | infinite | end-time]

1 :

RP/0/RP0/cpu 0: router (config-isis-keys)#key 8
RP/0/ (config-isis-keys-0x8)# send-lifetime 1:00:00 october 24 2005 infinite

(EE) ¥—F == OBREFT =N ANICEE SN DREMR Z45E L3, R OB
5, F—=DTATIA LOFYMEIRETEET,

F 72, start-time D E ROWTNODEEFRETE £,
s duration ¥ —7 — K (})
e infinite *— 7 — K
* end-time 5| %%

F—DTATEALEZRETHHEBIZ. Xy NU—2 XA 7 bz (NTP) £7213FD
o FEIHA S A HERE L £,

commit

EEie7ILTY) RLDEE

ATy T
ATy T2

WELT LT RLADBRREZITANAE-DDF—F = — L ARETEXLIIITLET,

FIE

configure

key chain key-chain-name

51

RP/0/RPO/cpu 0: router (config)# key chain isis-keys
RP/0/RPO/cpu 0: router (config-isis-keys)#
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X —F = —OLARTEIER L ET,
AT w73 key key-id
1 -

RP/0/RPO/cpu 0: router (config-isis-keys)# key 8
RP/0/RPO/cpu 0: router (config-isis-keys-0x8)#

F—F = —r DX —ZEH L ET,

AT v 74 cryptographic-algorithm [HMAC-MD5 | HMAC-SHA1-12 | HMAC-SHA1-20 | MD5 | SHA-1 |
AES-128-CMAC-96 | HMAC-SHA-256 | HMAC-SHA1-96]

i -
RP/0/RP0O/cpu 0: router (config-isis-keys-0x8)# cryptographic-algorithm MD5
WAL T LT XL ERLE S, ROTATY XLPSERTE £,
* HMAC-MDS5
* HMAC-SHA1-12
* HMAC-SHA1-20
* MD5
* SHA-1
* HMAC-SHA-256
* HMAC-SHA1-96
* AES-128-CMAC-96

FN—T 47 7a bt ROXHIZRRDEZAT VI X L0y NP AR—LE
j—o

« Border Gateway Protocol (BGP) (%, HMAC-MD5 & HMAC-SHAI-12 72\ # %4 — kL&
‘a‘o

« Intermediate System-to-Intermediate System (IS-IS) |%. HMAC-MD5, SHA-1. MD5,
AES-128-CMAC-96, HMAC-SHA-256, HMAC-SHA1-12, HMAC-SHA1-20, LW
HMAC-SHA1-96 Z % 7R —F L £,

« Open Shortest Path First (OSPF) X, MD5, HMAC-MD5, HMAC-SHA-256,
HMAC-SHA1-12, HMAC-SHA1-20, 5 X' HMAC-SHA1-96 Z#74R— ks L £ 7,

AFv 75 commit
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*—Fr—rEBORE |

F—DZ47%4 LA

X2 VT4 e L THEF—2HHTIHEEIE. =074 7% 4 LEHELT, BRI I
TBICITEYIINC X —2 AR T HXENDH Y 7, BEMEZHER T2, =T 4B 77
Vor—varOx—%28BRGE L CHRBIEATELZ LT 20 ER’HY 3, F—F =—
S RCET, 7070 —7 ERIEFOMGERIET -0l —fFEHEI N TV 5 —
DF—TT,

F—Fr—UBEHTIE, —HOF—ZF—Fz—2DFRICELHTIL—FLL, F—F=—
VNDEF—F T A T E A NIEEMNT E T,

GE)

TATZA LDPRESNTORNF =TT _RTEE R IND2D, F—idEPIEL S
NET,

XF—DIFTATEA ME, WOF T a N> TEBESNET,
« Start-time : A HFE 2 F5E L F 9,
* End-time : BRARFFRIC T Dot 28 E 3 50>, EHIRZfE L F7,

F—F 2= NOZNENDOFXF—DERTIL, F—DEIRWM (T4 74414 L7 E) ZIEE
THIVLERSDET, BELEX—DT A4 7 XA 2T, 20— L &bl —
T4 T EPNT y EREEEINE T, S EYTEHRVHME—2 A TEEA, &
DD, FBELEF—F =2— 0Tl F—0aPHMEEESE T, AR —ORIESM %
T EEHELET, AR —DOREHMMBRE LGS, A AA—FiHATHLN T,
N—T 4 TREFNIRBLET,

BEOX—F = — L BEETXET,

. Cisco NCS560 ') —X JL—#% (CiscolOSXR ") J—R 71x) YRTL X )T avT74FaLb—a3rHAFK



!

i

URPF [CD T

BIEL-IPT FLAZMERAL (ZOFAIXIPT RLA RS —T 4 7 ENnNEd) | —
ER Fang = LA ARRET 57O ETCIP 7 R AEBICEE T 5 2 LI,
DoS WL TH Ny H—DHEFE L 2> TNET,

Unicast Reverse Path Forwarding (URPF) (X, /L —# T 53Ny OREEILIP T R
AHERRRET DT D A F1 = AL TF, URPF Z3XE ST /—ZE, FIB7T—7 /L TU/N—2
WRAN I T v TERETLT, FMETLIPT FLADFELAHRLET, BEILIPT FL AN
T =T MY A R EZTWUR, EEICITRERREN OB RN TY, EEICIP T KL A FIB
T =T NZIRWEE, X7y MINL—ZIZL > TEEOHL LD LTHbH, EBEINE
T

J—HTiE, L—A F— FTOH URPF DFEANYHR—FEZNTWEJ, URPFIL—R E—F
I, V—ZBFIBHDEETLIP T RLAD VLT 4w 7 ADHBERIAE L, /37y RL—F
WCEET DO T 24 0 =T oA ZFRKEEL VWK D ITRESN TV DG EITHER &
RoTWET, V—XE—RFERETHIET, fBEA U F—T oA ZAZMEHL TOL—FITH|
ETHESYR NI 74 v I NEROH DL DR EIND T LN £¥, URPF L—X
E— NI, SATFR—L T M X — 2y Ry NU—7 TIEFITEILDLET,

« URPF L' — X £— RDOFRE (73 X—)

URPF /L—X E— FDEXTFE

ZIZTlX, IPv4 L IPV6 D HF DRy hU—7 2% L, /L—HIZ URPF L—X E— RERET
B IFHEZHDWTHIA L E97,

[FC&BHHTIZ

JL—HIZURPF L — R E— REZRETIHHNC, ZZTBAIsL5c, 94— FDOTFT 7 x
Vv A= VR HLENH Y 9,
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URPF 220V T |

B ez z—roxx

\}

GE)

\}

IPV6uRPF R E TlX, T X TOX A T DH— R (TCAM #— R & IETCAM B — ROW ) (Z%f
L. hw-module fib ipv6 scale internet-optimized-disable =~ > K23/ ET9, 7 7 4/ b Tl
IPV6 IV 7 4 v 7 RACNEAEY Z2EHLET, L7ZA 57T, hw-module fib ipv6 scale
internet-optimized-disable =~ > R&ZREL T H, A4 I— K&V a— KT H20ERH Y
£7,

GE)

\}

TAL A—FRIE, T7A4NVE AT — )V EEHI LTI e — RTH0ERHVET, 20O
£21275DIE, hw-module =~ ROERENT IZAMI D LT H-HTT,

FTRTDAATDIETCAM 5S4 H—FDES -

RP/0/RP0/cpu 0: router (config)# hw-module fib ipv4 scale host-optimized-disable
RP/0/RP0/cpu 0: router (config)# hw-module fib ipvé scale internet-optimized-disable
RP/0/RP0O/cpu 0: router (config)# commit

RP/0/RP0/cpu 0: router (config)# end

RP/0/RP0/cpu 0: router# reload location all

Proceed with reload? [confirm]

e

X JE

N—Z|ZURPF v— X E— RERTET HIZIE, ROFTEEHFEHLET,

GE)

URPF Z#i{ES®H5121%, (ZOHETHHATLELY) IPvd =~ FE IPv6 2~ RO H
ERETDHLENH Y 7,

RP/0/RP0/cpu 0: router (config)# interface bundle-etherl

RP/0/RP0/cpu 0: router (config-if)# ipv4 address 10.0.0.1 255.255.255.0
RP/0/RP0/cpu 0: router (config-if)# ipv4 verify unicast source reachable-via any
RP/0/RP0/cpu 0: router (config-if)# ipv6é address 2001::1/64

RP/0/RPO/cpu 0: router(config-if)# ipvé verify unicast source reachable-via any
RP/0/RPO/cpu 0: router (config-if)# commit

EfTarvIJq4FaL—av
KOEIITHEEINTWVWAZ EEZHERLFET,

RP/0/RP0/cpu 0: router (config-if)# show running-config
Thu Jul 27 14:40:38.167 IST

!

interface Bundle-Etherl

ipv4 address 10.0.0.1 255.255.255.0

ipv4 verify unicast source reachable-via any

ipv6 address 2001::1/64

ipvé verify unicast source reachable-via any
|
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| urPFIzoLT
urpF L— 2 E— FoEE [}

N T, W—H|ZURPF L—X E— RREFICHREINE L,
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EEIJL—

B,
=% =R

EEIJL—REDEE

BHT L—%# (MPP) HERETIE., Xy hNUY—ZEFH AT » FDT A ZA~DFEE AT
HAVHE—T 2 A AEHBPTEET, Xy hT—27 AL —F I MPP #REAHFHL T, 1o
Dlbkon—2 A o3 —T A ABEHA L X —T A AL LTHEETEET,

MPP {fZEREREIZ, MPP L FTOT RTOE T 0 ha) Lk, 740 FClETF 1 &B—7
W7o TWET, f X —TxA AT T NET TR RERFA N FELTRETD &
MPP 28 HEJRIIZAZNZ /2 D £9°, ZAUZ LD, MPPEE T DT XRTOF ' habb A x—7 )b
IR0 £, MPPRT 4 =T N TTa halRNT7 o7 T 4 TREE. v T 7 4 v 713TXTO
A B =T oA A BB TEET,

TIT 470 IV FET HIREE T MPP 3 R —T b e, BN T 74 v &
HAT DT T ANV FOERA B —T oA ATV —F 7t vH RP) BLURAKZ L34 )L—
Ffﬂt/%( RP) DA —HFy b A F =T oA ADII/20 9, MPP &2 A F—T )b
T DMDOTRTCDOA L H—T oA ATHONWTIE, FEITEHA VX —T7 A AL LTRET
HMBNH Y FT,

PU#IE, 774V NEBA VX —T 2 A AL HEFNIMPP A V¥ —T oA AL LTHRE LA
VH =T 2 ADIBENTNA ZAGEDFy T — 7 FH S N EZT £, thodT_To
AE—=T A AT, TRAREOXy NT—7EFBRry e Rey 7 LET, fmilag s
H—TxA A (FIET—F T L= NFELRWMDO TR TOA X —T =14 R) 1. AN
WA v H—T = A A %waﬂﬁ/b%74W?J/7bi¢o

cHH T L — REOFE (77 =)

c BELT L — URED T T A HIFE (78 N—)

AN R A B =T 2 ADEHT L — MARHEDT A ZADREE (78 X—)
T NETNRU R A H =T 2 ADEBT L —MAE#EDT A ZADFRE (81 =X—)
EELT L — RO FIEIZ O T (85 RX—)

REDF A

MPP HREZRET D &, ROFEDH Y £,

cFTRTCDA S —T =2 ATEBRT 0 haVEHATHZEE2B2 5, T34 AOEHAE
HITOT 7 & ZHilfH,
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EEIL—UREORE |
B =7 rioszmysnnsa

B A A —T 2 A ATOT —H /7y NOIRT —< 2 AA) L,
« X FT— 7 OPLIREDOH AR — K,

e A B =T =2 ZAHNOT /A 3 ba—L Ak (ACL) 2FEHATHZ LTS,
F XA ANDEIT 7 & AHIBROVEL DO AL,

« TNAANDT 7 RAEHIRT 572 DI B 72 ACL BOHIH,

AT IT AR =T 2 A ARBION—T 4 T A F—T 2 A A LTy 7T
4 7D CPU ~DENFEE L,

BEITL—UREOEEICHT HHINEE

BHT L —fRi#E (MPP) OFEIEIZIZROGIFIFEELIH Y £,
s HIE, MPPIIHES E-IE ey 7Eniz7 e b a VEREZBHF L TWOER A,
*MPPHETIE, 7u ha/ $—EREA X—T NI TEETA, MPPIZSEIF A

VH—T 2 A ATH—EREFMAARRICT 2 EEOLE R LET, 7o b a/ViEBR
WA 2 —7 k&£,

A UNY RA U F =T =2 A ATEZETLEHAZRIT, ZOLTRLT LERBMINLDITT
TH Y £ A,

s MPPREEIIMZT=EFTIL, TOEELY LENHEL SN TWET 7T 47ty a il
T A2 FH A,
« JIfE. MPP X, TFTP. Telnet, 5 % v NV —27&H 7o =2/ (SNMP) . X =7

=L (SSH) . XML, Netconf 72 ¥ D71 ks z)bizxt U CEET HEHEER D 7 4 #i1H
L%,

* MPP |[ZMIB Z ¥ 7R—F L TWEHEA,

N NS N N =t P . = =,

AN A A —D A ROEE I L—21FREDT /N
=L ==
141 ANDEE

A VN REBA Y H =T = AL, T—FREAT Y MEFTRIEH Ty b AR

H. WEA L E—T 2 A AEFITHRBA VA —T 2 A ATT, f N FEHAS VA —T x4

A%, EHEEHA L —T A R BEINTWET, Xy FU—ZIZEINLZEEZDOT A

AR, Ry MU= TTTIZEMEL TWAT A REHRETHITIE, ZOEEEZFEITLET,

COEETIE., BEDA L H—T 2 A4 AFBUTOIRTelnet D/L—HF ~DT 7B ANHFREN

HAUNRU R A BZ—T A AL LT, MPP ZRETDHHEICHOWTHBHALET,

F T )V N TRWVRF TA VN RMPP A V2 —T oA AZRET HITIL., IROVEEAEBN
THEITLET,
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ATvT1

ATy T2

ATvT3

ATvT4

ATy TH

AVRVRA08—T 14 ROEETL—RHE0T 1 20%E [

T 7 F NV ETRWA LN RVRF DA VA —T =2 A AZFEELET,
« S0 —3L A R R VRF ZREL £,

* Telnet DAL, A > 732 K VRF (Z%F LT Telnet VRF — & HE L £,

FIE

configure

control-plane

1 :

RP/0/RP0/cpu 0: router (config)# control-plane
RP/0/RP0O/cpu 0: router (config-ctrl)#

ayha— FlL—r ar7 4 ¥al—ay T— REBBLET,
management-plane

1 :

RP/0/RPO/cpu 0: router (config-ctrl)# management-plane
RP/0/RPO/cpu 0: router (config-mpp) #

BEHSL—VR#EEZREL TR ha s B IOERL, B L —R#E= 7 ¥
L—y gy ®— REBEBLET,
inband

1 -

RP/0/RPO/cpu 0: router (config-mpp)# inband
RP/0/RPO/cpu 0: router (config-mpp-inband) #

AN R A H =T 2 A AEREL, BEHTL— R RN Far7 4 Xal—va
v E— REBBLET,

interface {type instance | all}

51

RP/0/RP0/cpu 0: router (config-mpp-inband)# interface HundredGigE 0/9/0/0
RP/0/RP0/cpu 0: router (config-mpp-inband-Gi0 0 1 0)#
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EEIL—UREORE |
B ook rs—orrzoEBIL—LREOT M 2OEE

BEDA VN R AU E =T 2 A AEFRET DN, T_XTOAL N R A H—T 2 A%
JELET, BHSL— RN NN N A E—T (A2 T fFal— g F—F
Z AT 521X, interface =~ RZ{HEHA L £,

cal F— U — RZFEHLT, I _XTDOA L F—T =4 AR ELET,

AT 76 allow {protocol | all} [peer]
1

RP/0/RP0/cpu 0: router (config-mpp-inband-Gi0 0 1 0)# allow Telnet peer
RP/0/RPO/cpu 0: router (config-telnet-peer)#

BESNEZT R FavERFTRToT e haddT o4 0NV R =T f AL L
ToAVE—T oA AEHELET,
e protocol 1 EEHA LT, FHHEEHA V¥ —T oA ATEH T ha v zFLET,
*SNMP (N—v =3 %)
e X T v (VI BIUV2)
 TFTP
* Telnet
* Netconf
« XML
cal ¥—U— FEEHLT, 72 harD) A NTIERESNLITXTOFER NI 7 4 v 7
BT DRI A =T oA AERELET,
« ({EE) peer ¥—U—RKEFHAL T, {2 H—T 2 ATET 7T RLAEZRELET,
AT w71 address ipvd {peer-ip-address | peer ip-address/length}

1 -

RP/0/RP0O/cpu 0: router (config-telnet-peer)# address ipv4 10.1.0.0/16

TDAHE—T A A LETEBR NI 7 4 v IR SINDIET IPVE T RLAZRELET,

* peer-ip-address 31 HFH LT, ZOA > X —T=2A A LTEBENT 7 40 v 7 BFFAIE L
LET IPvA T RLAZBFELET,

» peerip-address/length 5|8 = LT, E7IPVAT KL ADT LT 4 v 7 RAEFRELET,

ATv 78 commit
AT 79 show mgmt-plane [inband | ] [interface {type instance}]
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1 :

RP/0/RP0/cpu 0: router# show mgmt-plane inband interface HundredGigE 0/9/0/0

A B—=T 2 ADBEATRA LB —T 24 ATA X —TNICENLEFa harrnl, &S
L— T A ERERRLET,

o (fFE) inband F¥— VU — F&EHA LT, B Ay v MBI OT —XERE7r v & ALB4
LA E—T 2 A ATHDHA LN REBA =T 2 ADHRTCERRLET,

+ (fEE) interface ¥ —V— RZMHHL T, BFEDA X —T oA ADFMER R LET,

TIOCRATNOKRLAVA—DT A RDEBRT L —1REE
DT INA ADNHTE

TURNETNRRE, BEHT R AL ST T 0y 7 OEEFEIITWIE TS T R T A4 X —
TxAARAEEBERLET, 7V ME TN REEAS L H—T 24 AT, Xy NT—JFHNT
T4 I RETEZETDIEI Ry FU— AR =X Z Lo CEESNET, fimk (30
AZH<—) NT T4 w7 ORI, V—FZDOERNGESNRNETHY, 22k,

P BRI O P HEME A KIB IR L £ 77,

TORNETNRUO R A E—T 2 A RAX, TUMTTNRN R A F—T A AMDONT 7 4 >
I DIEELIET D, V—FGEOFEE Ny e LET, £/, TV MEFT AR A
B =T 2 A RAELATIvI =T 47 7a haVWIMzbZ ENTEET, h—R 7
ONA X —IN—B DT 7 AT N RA B —T = A AT L, —F PIRftrlag/e 4
TON—FT 4T VI —NANBIORY > — V— AR LT, ML LA — N — LA &R
N — 2 ZHFEELET,

T RFT N RMPPA V¥ —T oA AEBETHICIE. ROIEXEFEITLET,
e T RNFTNURVRFOA L BZ—T =2 A ZAZHRELET,
c S u— )L T NA TN RVRF ZHRELET,

e Telnet DF-EIL. 77 b A7 3 K VRF IZ%f L T Telnet VRF — &R E L F9,

FIE
ATv 71  configure

ATw 72  control-plane
i

RP/0/RP0/cpu 0: router (config)# control-plane
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B oo rqrs—or1208BTL— 2 REDT 1 ROB

ATv73

ATvT4

ATvTH

ATvT6

RP/0/RP0/cpu 0: router (config-ctrl)#

ayvhp— Fl—r ar74X¥alb— gy T— REBEBLEST,

management-plane

1 -

RP/0/RP0O/cpu 0: router (config-ctrl)# management-plane
RP/0/RP0O/cpu 0: router (config-mpp) #

BHZL - REEREL T ba 2B L OHERL, BT L — U Rhi#Ea 7 X2
L—yaryE— RFEBLET,
out-of-band

1 -

RP/0/RP0O/cpu 0: router (config-mpp)# out-of-band
RP/0/RP0O/cpu 0: router (config-mpp-outband) #

WA =T 2 A ZAFE T T 0 baeRE L, FHT U — AR = T K o
L—va v E— FEBBLET,
vrf vrf-name

1 -

RP/0/RPO/cpu 0: router (config-mpp-outband)# vrf target

WA =T 2 A ADNN=F %)V 7T A ~X— |k xy FU—2 (VPN) Routingand Forwarding
(VRF; VPN V=7 ¢ V7B L UHEE) V7 7 LA ERELET,

 vif-name HIE A LT, VREIZARTZEID Y TET,

interface {type instance | all}

51

RP/0/RP0/cpu 0: router (config-mpp-outband)# interface HundredGigE 0/9/0/0
RP/0/RPO/cpu 0: router (config-mpp-outband-if)#

BEDT O MET TR R A B =T 2 A A, FTRFTRTCOT T AT R R A F—T =
ARET T T TN RA B =T oA AL LTHRELET, B L —MEHET 7 AT A
VRarvT7 4 X2 lb—v gy T— FEBET 5120, interface =< FafEH L £9,

call F— U — RZFEHLT, 9 _TOA L F—T =4 AERELET,
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AT w71 allow {protocol | all} [peer]
i

RP/0/RP0/cpu 0: router (config-mpp-outband-if)# allow TFTP peer
RP/0/RP0/cpu 0: router (config-tftp-peer)#

fRESNZ7a haLEiz@d_XTo7ra haViwdd 570 hET R RA v E—T = A R
ELT, AV ¥ —T oA AEFRELET,
e protocol BIBAMH L C, EEBHA VX —T7 = A ATEH T 0 ha Lz LET,
* HTTP %721 HTTPS
*SNMP (NN—V=ab)
e EXaT v (VI BLOV2)
* TFTP
* Telnet
* Netconf
cal ¥F—U— FEZ@FEA LT, 72 hartDo) XA M THESNLDITRTOERNT 7 4 v
EFATDEINCA v F—T oA RERELET,
« ({EE) peer ¥—U—REFHAL T, A H—T7 2 ATET 7T RLAZRELET,
AT 78  address ipv6 {peer-ip-address | peer ip-address/length

1 -

RP/0/RP0O/cpu 0: router (config-tftp-peer)# address ipvé 33::33

DA E—T 2 A A LTER N T 7 4 v I RHFAENDIET IPV6 7 FLRAEZRELET,

* peer-ip-address 1= HFH LT, ZOA X —T =2 A A LTEBENT 7 40 v 7 BFFAIE L
HETIPV6 7 KL AZ#ELET,

» peerip-address/length 5|8 = LT, E7IPv6 7 KL ADT L7 4 v 7 AEFRELET,

ATv 79  commit
AT 710 show mgmt-plane [inband | out-of-band] [interface {type instance} | vrf]

51

RP/0/RP0/cpu 0: router# show mgmt-plane out-of-band interface HundredGigE 0/9/0/0
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gEIL—vREORE |
FYIOMFTRUR L UB—T A ADBEETL— L REDT /A RO

A H =T 2 ADHAATRA LV HE—T 24 ATAFX—TNMZENDETa haril, B8
V=T AR ER R LET,

e (£E) inband ¥ —U— RZfEHL T, BEH A7 v FRBIOT —F k7 v N a3
HBAUH =T 2 ATHDHA LN REBA VA —T 2 ADRTEEERLET,

+ ({£E) out-of-band X —V—REZEHAL T, TU T TNRU R A H—T = AREE
FRLUET,

+ (fEE) interface ¥ —VU— RZMHFHL T, BFEDA X —T7 oA ADFMER R LET,

o (FE) vif ¥ —U—FRZFEHALC, T RFT TR R A E—T 2 ADR—F ¥ )L 7
FAX—hK Xy hU—27 (VPN) L—F 4 7B LX) 77 L A 2ERLET,

1

WIZ, MMP FTOREEDIP T KL AIZKHTDHAL RN RBLOT U AT R R A
V=T 2 A AR ETHHERLET,

configure
control-plane
management-plane
inband
interface all
allow SSH
!
interface HundredGigE 0/9/0/0
allow all
allow SSH
allow Telnet peer
address ipv4 10.1.0.0/16
!
|
interface HundredGigE 0/9/0/0
allow Telnet peer
address ipv4 10.1.0.0/16
!
!
|
out-of-band
vrf my out of band
interface HundredGigE 0/9/0/0
allow TFTP peer
address ipv6 33::33

show mgmt-plane
Management Plane Protection

inband interfaces
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gmsL—rEo=Eo0T ||

interface - HundredGigEO_9 0 0
ssh configured -
All peers allowed
telnet configured -
peer v4 allowed - 10.1.0.0/16
all configured -
All peers allowed
interface - HundredGigEO_9 0 0
telnet configured -
peer v4 allowed - 10.1.0.0/16

interface - all
all configured -
All peers allowed

outband interfaces

interface - HundredGigEO_9 0 0
tftp configured -
peer v6 allowed - 33::33

show mgmt-plane out-of-band vrf

Management Plane Protection -
out-of-band VRF - my out of band

BEEIL—UREDOREIZONT

BT L — AR A 2 — T VI T BRI, ROPESRIZHOWTHESE L T MLERHD £
@—o

AR —TIARLEDET T4ILAY Y

VT T4NE YT AT a TR, BEOET £IXETHRHHANSOERE N T 7 4 v I D
REETFAILET,

Oy kO—J)L TJL—218RE

ayviro—L FL— 0, —F FartyY EOoTFabv 2 LNV THEIT S 7 at 20ES
THY, 1FEAEDCisco V7 bU =7 OBEEEICHE LV ORIz L 9, BEENEIT
RHERNC L — R Z5EEL T DT RTO T T 4 v 7%, 2 ha— L 7L — il ko THUEE
NET, B L —MR#ITa s ho— L FL—0 A VT TANT 7 F A NTEELET,

EETL—

\:

BT L— 03, V=T 4T 7Ty N7 —LOEFBICEET LT XTDORNT 7 4 v D
R RATT, BRI L — TSN BET X7 7T ¥ D3 207 L—rD 1D
THHEHET L —0F, Fv U= OFEHEELZFEITL, T XCOTL—r (FHEL 4,
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EEIL—UREORE |
. EBEIL—

BLOTFT—%) MCHEREZRELET, o, HHTL—2iE3xy NIV —7 L OEwEE LT
TNAZADOEBIEHINET,

FHTL—r T Ihs 7 e haroflix, fisxy hU—288 71 ha)l (SNMP) |
Telnet, SSH., XML 3 L (X Netconf T3, T HOFEH T v ha i, £=4 Vo rFeavy
RIAf v A B =T X (CL) OT 7 EBRAMHEHSIET, 731 AT L, NEBEET
ElER Y NT—2) ~DOT 7 AZHIET A ENEETT,
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i

gRPC 7O kL

Google EF SNV E—F Yui—Y% a—/ (gRPC) 1, A—7F >V —ZADRPC 7 L —
AU—7TF, ZE7 e han Ny 75 (Protobuf) IZFEDWe A —F 0 ) —ADNRAF Y
U T T R R TY, gRPCIE, XML 72 EoE b EneT —2 %2> U T kT 5728
DI THFRAR AT A I = XL TTR, PMTHENLT o TWET, 2—HL, proto
TrAMIT B AN Ny Ty Aybt—U XA TEERTHI L THELERTOILEND
DET, 7 bal Ry Ty Ayb—Uld, —HEOLRTEEORT ZETE RO/ O
HlLa— KT,

CiscogRPC A > % —7 = A AEF =5k (IDL) 1%, —#HOH KR — h STV %RPC (get-config,

merge-config, replace-config, cli-config, delete-config, cli-show, get-models, action-json, commit,

commit-replace 72 &) Z{FH L E 7, gRPC ¥—~3i% Extensible Manageability Services Daemon
(EMSD) 7Bt ANTEELE T, gRPCZ T4 7> MHMEEDO~ V> BICEETE 7,

gRPCIFERB L OISEZ /N1 F U Tz a— RKLEF, gRPCIL, Protobuf & & & IZfliod =
T B A FIHERE R BE T, gRPC @ Protobuf /34 F VU F—4% 472 =7 MNMIHTTPR %4>
LCHESNLE T,

GE)  gRPC #HZZT DRI, TLS % ETHI L &#HELELEJ, gRPC 7V'u ha Lz F{hcT 5
L. TCP TTLS AT/ > TWRWT 7 4L RO HTTPR F 7 VAR — FRMEA SN ET,
gRPC TliX, 77X T?D gRPC ZRIZxF LT AAA JBRER L UGB AN BHHT 5 CnvET, TLS
MDERESNTWRWEGE, BREY LT vy VIR ST ngy hU—27 &4 L Ciis
wEEnET, FETLST— KX, BEXaT72NHAxy hUV—7 TORFHTEET,

gRPC (X7 FA T v b & —REORHRIOT 7V fr—v a oo —v 252 R - LET,
gRPCIIV— &I AT NEIORET — & LERAT — ¥ 2 ZMT D207 A ZAFHY—
CAEBRETIHA LT TAN TV F v 2B LET, TOT—X OFEILYANGET /M L -
TERINET,

e —RKR—=F 4T TV =2 q DD T T 4y VRHEOFIREIE (88 —)

«gRPC N LIV — RR—=F 48T TV r—2a DD b7 7 4 v 7 {R#EDO RIS
(88 ~2—)

e — RNN—F BT SV r— 5 D= 5HD MPP OFRE (88 =X—)
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gRc 7o ra |
B i 8770523 0t00 570 v BEOHRSEE

e —RRX—F TSV =g DD N T T4 ITREDO N T TN a—T T
(89 ~<—)

Y—RKN—TFT AR TF7T) =23 oD=OD T4y
JREDFIREIE
Y= RR—=F 4 BT TV =2 a DD N T 7 v 7 R#EICIT, LT ORIBREFIE) E A S
NWET,

cTPA= NUMNT VT 4 TR RPEHA VA —T oA AT EHEHL TRESINTWNDY
BITREAAL v F A= "—=0NEITEND &, gRPC # N KL 77,

gRPCE N LIz — FNN—FT 4 &7 T 75— 30D
DbEZ7 4y REDRIRSH

gRPC BRESNTND Z AR LET,

gRPC DEXE

Router (config) # grpc port port-number
Router (config) # grpc no-tls
Router (config-grpc) # commit

RTarIJq«4F¥alL—vay
Router# show running-config grpc

grpc port 57600

no-tls
|

Y— =T 4 ®BT7TV 77— 3 0D=HDOMPPDERTE

WDE AT, b—RR—=F 4 BTF S r—a DD NT 7 4 v 7R H#ELRETHHE
ZRLTWET,

RP/0/0/CPUO:ios#configure

RP/0/0/CPUO:io0s (config) #tpa

RP/0/0/CPUO:ios (config-tpa) #vrf default

RP/0/0/CPUO:ios (config-tpa-vrf) #address-family ipv4

RP/0/0/CPUO:ios (config-tpa-vrf-afi) #protection

RP/0/0/CPUO:io0s (config-tpa-vrf-afi-prot)#allow protocol tcp local-port port-number
remote-address IP remote address interface interface-name local-address IP local address
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EfTfavIq4F¥FarL—3y

Router# show running-config

tpa

vrf-default

address-family ipv4

protection

allow protocol tcp local-port 57600 remote-address 10.0.0.2/32 local-address 192.168.0.1/32
allow protocol tcp local-port 57600 remote-address 10.0.1.1/24 local-address 192.168.0.1/32
allow protocol tcp local-port 57600 remote-address 10.0.2.3/24 local-address 192.168.0.1/32

address-family ipv6

allow protocol tcp local-port 57600 remote-address 2001:DB8::1/128 local-address
2001:DB8:0:ABCD::1/128

allow protocol tcp local-port 57600 remote-address 2001:DB8::1/128 local-address
2001:DB8:0:ABCD::1/128

allow protocol tcp local-port 57600 remote-address 2001:DB8::1/128 local-address

2001:DB8:0:ABCD::1/128
I

B— =T &7 TV5—230DEHDF T4
VREDFS TN a—Ta2T

RO show 2~ ROHIJIZ, TPABRHREINTWENE I DEHERLE T,

Router# show running-config grpc

grpc
no-tls
|

&D show 2~ ROH 1. TPA OFRTEEF R L TVET,

Router# show running-config tpa

tpa
vrf default
address-family ipv4
allow local-port 57600 protocol tcp inter mgmtEth 0/RP0O/CPU0/0 local-address

192.168.0.1/32 remote-address 10.0.0.2/32
I

TPA Z{EM L% L) gRPC DERE

Router# show kim lpts database

State:

Prog - Programmed in hardware

Cfg - Configured, not yet programmed

Ovr - Not programmed, overridden by user configuration

Intf - Not programmed, interface does not exist

Owner AF Proto State Interface VRF Local ip,port > Remote ip,port
Linux 2 6 Prog global-vrf any, 57600
> any, 0
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B 8770523 0t00 5790 BEDFS TN a—TF 108

Router# show lpts bindings brief | include TPA
0/RPO/CPUO TPA LR IPV4 TCP default any any, 57600 any

TPA ZfER9 % gRPC DERXTE

WD show 2~ ROMNIE, LPTST —F R—RIZHESNTWVWINEFERRLTVWET, &
72, gRPC OFREMN T 4 MZ M HETIC Linux IZL > TAE SN TV AENE I LR L E
o

Router# show kim lpts database

State:

Prog - Programmed in hardware

Cfg - Configured, not yet programmed

Ovr - Not programmed, overridden by user configuration

Intf - Not programmed, interface does not exist

Owner AF Proto State Interface VRF Local ip,port > Remote ip,port
Client 2 6 Prog default 192.168.0.1/32,57600 > 10.0.0.2/32,0
Linux 2 6 Ovr global-vrf any,57600 > any,0

Router# show lpts bindings brief | include TPA

0/RPO/CPUO TPA LR IPV4 TCP default Mg0/RP0O/CPUO/0 192.168.0.1,57600 10.0.0.2
Router#
Router# O/RPO/ADMINO:Mar 19 15:22:26.837 IST: pm[2433]:
$INFRA-Process Manager-3-PROCESS RESTART : Process tams (IID: 0) restarted
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/rh-7=:=
5 2

X7 T I)ILDEE

X 27 =/ (SSH) %, Berkeley D1 —/L~Dt X o7 pERERIT 277V r—

YarpBrlorue Ty, Tu b VIHIEREORE S A D = AL 2l LTy va LD
EEMELET, 77U 77— 3 T Berkeley @ rexec 35 X OV rsh Y —/L & RERICHEH T £
“9‘40

SSHY—/ Nt LT, SSH/X— = 1 (SSHvl) & SSH/X— =32 (SSHv2) D2FEHD /N—
Vg il Tx £4, SSHvl X Rivest, Shamir, Adelman (RSA) F—#fHH L. SSHv2 i%
FUHNEZLT LT XL (DSA) F—F 721X Rivest, Shamir. Adelman (RSA) F—. F7/=
WG R T 2 VB T V2 Y X (ECDSA) $F—%H L %9, Cisco Y 7 b7 =T1%
SSHv1 & SSHv2 D i &% AR — Kk L TWET,

TDEVa—LTIE, X aT o OEEFECOWNTIHAL ET,

e X T e LDOEE (91 R—)

X7 U )LDOEE

X 27 =/ (SSH) 1%, Berkeley D1 —/L~Dt ¥ a7 p@#ziRMtd 27 71 r—

VarBlOe han Ty, e ha IO EA = AL EEHL TRy v a L OK
PEMELET, 77U — 3 i3 Berkeley @ rexec 33 X Ul rsh ¥V —/L E[ERICHEACTE £
D

SSHH— 3t LT, SSH/N— =31 (SSHvl) & SSH/X— = 2 (SSHv2) D2 FHFHD /N—
Vg & T& £4, SSHvI X Rivest, Shamir, Adelman (RSA) F—Zf#if L. SSHv2 It
FTORENELT NI Y X (DSA) F—FE 721 Rivest, Shamir, Adelman (RSA) F—. F7=
KGR T X NV EL T LT Y XA (ECDSA) F—%fifH L £, Cisco V7 h =T 1%
SSHv1 & SSHv2 Ofj 5 ZH AR — kL TWET,

TOEFETVa— AT, BEXaT Do OFEEFIEIZOWTIHALET,

X217 IILDOREICEHT DEREN

TX T Vo ERET DI, ROBHRELEZM T LERH D £,
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B <251 cCiscol0SXR YT 5z 74 A— ) SSH & & U SFIP

s B A A=V —HIZF T e —RKLEd, SSHY—/RESSHZ 747> FTik
Kb Ny r— (F— B (DES) . U Z/VDES, BLWMAES) o Aanb
THEHON—ZIZF T a— RTHI0LENRHY 7,

N

() CiscolOSXR Y7 k7 =7 Release 7.0.1 LAETIX, SSHB LD
SFTP 22 > R—X o MEIRX—ZATF A CiscolOSXR V7 k7 =7
AA=VAKTHEHATEET, FMICONTIEL, X=X T 1
CiscolOSXR V7 F U =7 A A—®D SSH B L NSFTP (92 ~X—
V) | BBELTLIEEN,

e — NN T I ERAEFIIVE—F TV AR —VEIEEZRE L ET, REE. §F0l.
THUT 47 (AAA) OFEBEICERRLS, #BIFERETEET,

c AAAFEREB L UGRTITE X 27 7 7 A ViRiE 7 = k=L (SFTP) THERET 5 L D ICZIEL
CERESNTWDOIRLERDHD 7,

— X542 CiscolOSXRY T b x74+A—20 SSH £ & U SFTP

CiscoIOSXR Y7 b7 =7 Release 7.0.1 LLFE TiX. CiscoIOSXR EF 2 VT 4 Rwbr—
(K9sec /X r—3) IZEGFENTWEEH L —rbtarbo—L7Lb—rDaR—x3x2 b
RAR—2Z CiscolOSXR V7 h U =7 A A—VICBEH SN TCWET, Ziilix, SSH. SCP,
SFTP & ENET, =770, F—& FL—r arR—xr b (Dotlx 72 &) 1%, =~
TAT VARG TEX 2 VT 4 o r—VO—8E LTRSS ET, 2oy r—v
U= FOSEERICLY, VT N 2T DFY a— bR ERE T, Fo. EEICE- T
T X2 VT4 R —Vh GOV LT TEET,

ay ha— LT LU=V NFIPSEET NI AL R IT— FTEDH LT, R—ARyr—
VeEvXa VT 4Ny =X FIPS IZHIG LTV ET,

X7 VU ILDEEIZEHT SHHIFNEIE

SSH D EAH) 72K FIH & SFTP #EREDHIIRIL, kD LBV TT,

N T AT RISV—Z RS HIZIE, L—HIZRSA (SSHv1 F 721X SSHV2 DHE)
F 721X DSA (SSHV2 D¥5A) 721X ECDSA (SSHV2 D) F— T RRESNTWD
MERH Y FT, V=N —T 47 T, R SSH 7 T A 7 > Mgk % Btk
T 584 . ECDSA, DSA BEXO'RSA F—IIMEDH Y A, ZHIL SFTP bR TY,

SFTP X7 A7 v b F— R COLEMET 572, ECDSA., DSA L ONRSA F— |3/
HYFEHEA,

« SFTP N IEFIZEHET B i U E— K SSH #—/3% SFTP #— \Bfe % A r— 7 /L2

DRENRHY F9, =& %X, letc/ssh2/sshd2_config 72 & DT &M H LT, SFTPH 7 &
TAENET 5 L DI %m&#%n% RELET,

* subsystem-sftp /usr/local/sbin/sftp-server
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¢ SFTP - —NTWHE X T U w7 RAALDSSHA Ny 7 —V 00— L TEENTEBY ., 7
7 v b ORERE TIEA I e o> TWET,

« SFTP |Z. SFTP #—/ X /3—3 3 > OpenSSH 2.9.9p2 UL b & HHaMENH D 97,

¢ SSH H— B L O'SFTP — 3 Tld, RSA RXR—AD2—VFHFEN PR — N TWET,
71:_.7’:_L/ SSHZ7 247 FTIXZ O)nun i'ﬁ‘j‘ }\éj/bfl/\jf‘@f/\/o

cHR=PENDT TV r—aid, FETY =B LU SFIP DA T,

«SFIP 7/ FA 7 v NI, UANLRH—F (*2, []) 2ateVE—h 77 A VM4 &EHHR—k

LEthi, V=R 77 A NEL—FIIE T a— RT 523, 2—Fisftp a3~ K&
BEEIFITT A, VE—F FRRAIINLTRTOY—R 77 ANV ERRTHLENHY
F79., TyFao—RonTd, ZOHEHD1IFEANHIFHETOEREE TR LEME
DRR S CTWDEE, L—% SFTP 7 54 7> MITA N R — FEEA LE-ER 7 7
ANVDRREEYFR—FTEET,

o SSH — DI B a%E1%. AES128. AES192, AES256, KV 7 /LDESDIETY, P+ AR—
FENTWRWKEBDRE., =N 94T FOEREZTRTHELEL, SSHE v v =
VIR TSN E T A,

e vt100 LIS DU R X A4 T OFEHIF R — SR TWEHA, ZOHAE, Y7 b7 =T 13
HA =% LET,

eSSHZ FAT7 > FTld, AV—K Ayt —2L LT lnone] AT D2 &1 R—
FERNTWER A

cN—F AT TANT I FXILUNIX [AEED 7 7 A WHERZ AR — LT 72,
0—H L TR, ANERENT=ZT7 7 A MITTOMERE R A LW ES, VE—F 77 AL
VAT N BIERRENT T 7 A NVDEE . T 7 A VERRITSESE AR A R D umask (IZTEV, 2
HHFEB L OERKRT 7 ARz ©— oI/ Y £9,

SSH #F%ET DI, IROHX AT FITLET,

GE)  SSHvl OFETIZ. AT v 7B 1 ~40BMUETT, SSHV2 OFRETIZ, AT v T ~AT v/
41IA T a T,

\)

(GE)  CiscolOSXR Y 7 h 7 =7 Release 7.0.1 LI TiX, SSH 7R A FF—~X7 | 3/L— & OFLEIRFIZH
FAERINET, LB o>T, AT v 7 5~TH2FETLTHRA M —%2RICERT DM
XH 0 A, FEHIIZOWTIE, SSHA A Fx—X7OHBERKR (97 2—Y) &L L
7230,
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B ssuo:

Xa
Fi

FIE

ATv 71  configure

AT v 2  hostname hostname

i

RP/0/RP0/cpu 0: router (config)# hostname routerl
N—BDRA M ERELET,
AT7w 73  domain name domain-name

1 :

RP/0/RPO/cpu 0: router (config)# domain name cisco.com

DOV =T THATEZT 7ANVED RAL VA EEFR L, RERRARA LD RAAL
e LET,

ATv 74  commit
AT w75 crypto key generate rsa [usage keys | general-keys] [keypair-label]

1 -

RP/0/RP0O/cpu 0: router# crypto key generate rsa general-keys

RSA ¥ — X7 Z#4AR L £ 7, RSA ¥ — FV 27 ADOHFPHIL 512 ~ 4096 £ hTT,
« RSA F— X7 ZHId 5121E. crypto key zeroize rsa =~ > RZ{EH L £,
« 23~ RIESSHvI ZFIicfEA s E T,

AT wT6  crypto key generate dsa
i

RP/0/RP0O/cpu 0: router# crypto key generate dsa

N—ZTa—hLBLOY E— bRHEA1T D SSH b — %A X —T M2 LET, PR—F&
NTWBEF—DY A XL 512, 768 BLR1024 ¥ b T,

o HELES 2 fe/ IMeE A X1E 1024 B BT,
*DSA F— T EHAERLET,

DSA F— X7 ZHIRT 5I21E. crypto key zeroize dsa =~ > R&fH L £,
« ZOawy RiE, SSHV2 ZIFICfiH s E T,

AT 71  crypto key generate ecdsa [nistp256 | nistp384 |nistp521]
£l
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ATvT8

ATvT9

ATy 710

ATvINn
ATvT12

ssiozz [

RP/0/RP0/cpu 0: router# crypto key generate ecdsa nistp256

ECDSA % — X7 &4k L£9, JHR— b ST 5 ECDSA #ifig % A 71, Nistp256, Nistp384
B XL M Nistp521 T,

« ECDSA & — X7 ZHIRT 5IZ1L. crypto key zeroize ecdsa [ nistp256 | nistp384 | nistp521]
av U REFEHLET,

e Za=y RIZSSHV2 7 IcfEf S £,

configure

1 -

RP/0/RP0/cpu 0: router# configure

£ — F‘%Eﬁﬁébi‘a—o

ssh timeout seconds

Al :

RP/0/RP0O/cpu 0: router (config)# ssh timeout 60

(FEE) AAA ~Da2—HFRIEITHT 224 LT U MlEZHELET,

R S VTR 2 — Y B B OFRRENS AAAICK L TTE RV E | HEfidhr s E 7,
fEZBE LT IE, 3007 7 v MESMER S E S, #PHIE S ~ 120 TY,

WONTNEFITLET,

* ssh server [ vrf vrf-name)
* ssh server v2

1 -

RP/0/RP0O/cpu 0: router (config)# ssh server v2

o ((ER) 32XFETORMESNIZ VRF 2l L TSSH Y — " Zifd#) L £9, VRF2MEE
ENTWARWES, F 74/ O VRE BMEA S £,

SSH — "WHRE SNz VRF O a 2N EZELARWVWE S IZT5I2iE, Zoavy
FoOno B EZHHALET, VREPHBTESNTORWES, T 740 MMER SN ET,
GE)  SSH #—N13EE D VRE ZFEHTH L ICRETEET,

e (fEE) sshserverv2 2~ RZ{HEH L TCSSHW2 A7 > a V&R ET D E . SSH —N%
SSHV2 7 A T v NPT EZIFTAND L 912720 £7, sshserverv2 2~ R&ZEINT 5
ELSSHV2 7 AT v NERIZ ORI ESNET,

commit

show ssh
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Fi

ATv 713

ATy 714

ATy 715

ATy 716

\}

%17 vz LoxE |

1 :

RP/0/RP0/cpu 0: router# show ssh

(EE) V—H~DOFEER LI O3(ED SSHvI #5Fi & SSHv2 Bt 4+ X THER R LET,
show ssh session details

&1

RP/0/RPO/cpu 0: router# show ssh session details

(ER) V=259 % SSH2 Bkt DFffl L AR — b2 FoR L £ 7,

show ssh history

i
RP/0/RP0/cpu 0: router# show ssh history

(A7 v av) T Uitk 100 Ho SSH #fi# £m L £ 7,
show ssh history details

1 :

RP/0/RP0/cpu 0: router# show ssh history details

(A7 arv) T LIeE%D 100 0 SSH #fi 4 it fliGH e & bIcRRLET, Z0av
> KX show ssh session details =~ > RIZELCTWETAR, v v a o OBRMBEA & & TEZ G
RENET,

show tech-support ssh

51 :

RP/0/RP0/cpu 0: router# show tech-support ssh

(AT var) VAT AMEREFIRT D show A~ R HEIIZFATLE T,

GE)

SSH ##t D A T— 3 V&7 I BEOEEIEMLIX, RO LY TT,
1. ecdsa-nistp-521

2. ecdsa-nistp-384
3. ecdsa-nistp-256
4. rsa
5. dsa
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sshz hx—~x7oanEss [

SSH RR FF—RT7DBEFER

Z OREEIZ X W, DSA, ECDSA (ecdsa-nistp256, ecdsa-nistp384, ecdsa-nistp521 72 &) B K
RRSA 7T Y XLD SSHARA MF—_T #HEINZAERTEET, ZTO7D, L—F DL
%24 SSH AR A b F—_T ZBRIICAERT D BER R R £, F—TTTITT AT
DIZHFEL TS T2, SSHZ T4 7 > M, BEARMZ SSHERE LM L T/r— 2 2N ESE) L
TCEZIZ SSH =N\ OPR AL CE £, AU, ErnfyFrneva=r7
(ZTP) BLOT—/LF  ISO D& LT U A THEIYHET,

ZOXIICHBMEE DRI, crypto key generate 1~ 2 R A FIT L CHE/RARA FF—T
ERT HMENHY LT,

CORREPNEASNICIZOR A MR —_TITHBER SN E TR, WkEEBY SSH H—AT
VBT NI AAET 2 FIGRIRTEET, ZODICE, XRavr 74 Falb—va v
“E— R'T ssh server algorithms host-key =~ > FZ i L £7, 71X, XREXEC £— FTBE
0 cryptokeyzeroize =~ > RZEH LT, RERT7 LT ALZHIRT L2 L HTEET,

Z OMRENNE A S DAL, XR EXEC E— KT crypto key generate =~ > K% 37 L CHE
IRIRA R F—=_T B AERT OMBENRDH Y E LT,

GE)

N=T g I MeNRX—=T g V2~DVAT AT T T —R U FUATiE, §Tlan—vg
V1 CHERENTWS SSH AR A MF—XT TR AERSINER AL, RA FF—XT L,
W= g v 1 TERINRP S T2BEICOHZBIMICAEREINET,

SSH Y 547> FOBE

ATy T
ATy T2

ATvT3
ATv74

SSH 7 54 7 v FaRiETHITIE, WOFEEE2FITLET,

FIE

configure

ssh client knownhost device : /filename

1 -

RP/0/RP0O/cpu 0: router (config)# ssh client knownhost slotl:/server pubkey

(EE) ZOBRENRY T4 72 MUITH— DN x— (pubkey) ZFIEL. HERETXDH LD
W LET,

G¥) TP AN DREIRNRANMETT, any () ATy o () HLYLETT,

commit

ssh {ipv4-address | ipv6-address| hostname} [ username user- cipher | source-interface
type instance)]
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%é,fg SSH %ﬁ%/{ *‘—*7/1/&: Li—g—o

* SSHV2 % — \%FITT5121E, VREF BLETT, ZET 74/ D VRF THLEHF O
VRF THEWEH A, VREIZETAEEILSSHV2 V—_"OLIZ@EHEET,

«SSHZ A4 T Mzkb, VE—F ET~DSSHV #fENRAEONET, VE—F ET
T SSHvl =LA —FINTWRWESE, £ZOET T E— K $—/3~0D SSHvI
BN AR S v E T,

« cipher des 47" 3 > %, SSHvl 7 7 A 7> h COHFHFHRE T,

«SSHvl 7 547> M. 3DESFRAL T AT Y XA F T arvEidsyR— LFET, =
DFFalt, TODSSHZ T4 T2 M LTE, £775 7 40 h T A g
<7,

e hostname FIEIDMEH Z431, R A MIIPV6 & IPVA DT DOT KLU ANRHDH5E. IPv6 7 K
VABMER SNET,

*SSHv1 ZfEH L CTH Y . SSH EHNEL SN TV LGEIE, RSA F—_T RE i E S
NTWDHABEMER S Y £9°, F/o, =—¥RSSHvl 7 74 7 > MR LT L Tw
% SSH H—/ 373 SSHvl #ife 2% T AN TV AR WATEEE S H Y 9, RA MBI A
AVERELTND Z 2R L E 9, KIZ, cryptokeygeneratersa =~ > R&ffi ] LT
RSA F—_T7 4L, SSHH— %A X—T NI LET,

* SSHv2 Z#fiH L CTE Y., SSHEHRNIES SN TWAEATL, DSA, RSA R A hF—X7
NEPOREINTWAIREMERH Y 3, AR OREEDO FIBIZHE > THEZ2HR A b F—
TEAERL, SSH — 1% 4 =T /MZ L TL &,

+ ECDSA, RSA £721XDSA ¥ — XTEHRETHHAE. WODTT— X vb—UNERIN
LT ERDY £T,

* No hostname specified

hostname =~ RZHEHL T, W—FDKRANEZHRTETHLERH Y 1,

* No domain specified

domain-name 2 < R&ZEHL T, W—FDEA K RAAL VERETHDLEND Y £,

« T X B SSH Bk L, /L — ZITEEIE STV B ARAR AR R O Fie KA HI R S 4 E
9, & SSHE#HtII vty V Y —AZfEHLET,

« SSH TlZ. /V»*&'CAAM fFoTHREENS u— DL X2 T 4 FEEX=2) T4
7a b ap, =PGRS E T, AAAEZRETLHE,. 2/ —/L ETAAA
%ﬁ%iﬁ&lﬁ“ét /=) ar7 ¥ al—yary B— R TCxF—U— R+ %
ZEIZEY, ar Y RAAAD FTHERITSN TN L ZERT D MENRH Y £77,
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rr 3
lE=

RSB+ —& HMAC 7 LT ) RLEHRT 5 ssHiE4 Toa> [

N

GE)  PuTTY N— =2 0.63 LIMEZfEH LT SSH 7 71 7 v MIHHw
T 5541, PuTTY % E® [SSH] > [Bugs] C [Chokes on PuTTYs
SSH2 winadj request] 27" 3 > % [On] IZERE L ET, ZHiZ
U k%@ﬁﬁﬁkﬁXR#%hﬂYﬁ?%?ybm%%éﬂé
T ey v a AT D e RetE 2 EREC & £7,

X217 CTIIDERE

WIZ, SSHV2H— NZ3RET D HEOH ZRLET, ZOFITIE, AR NMZIERL.
F‘%/f/%% FL.DSAX— XTEEKTHZ ETL—FTOR—ANLELNY
F— FEREICR LT SSH — "% A X —7 2L, SSH Y —"ZE#hL, =27 ¢
X2l — a7 ANEETTLIEDDay 7 4 Fal—varavwy REREL
7,

SSH ORENTETT H L., /L—& T SFTP HEREXFEH TX £,

CiscoIOS XR 7 k7 = 7 Release 7.0.1 LA CTid, By 5% —d L — X OEEBIRCHE)
ARENET, LER->T, =D F U FTL—ZITHEARF—T NFEE LR
A DOH, KA NF—XT ZHRIICERTHILENDH Y 77,

configure

hostname routerl

domain name cisco.com

exit

crypto key generate rsa/dsa
configure

ssh server

end

NEAF—EHMAC 7T Y X LZHIBRTAHSSHEEA T a Y

CiscoIOSXR Y 7 b7 =7 ZlE, NV—% L O SSH B OMELFIZE T & x T — &5
F—T N3 XLEHIETEHLVERELS T a v BNHBESRTOWET, ZOMELZHHAT S
L T T N TIEE /> TN DB F 2 7 TRV SSH 7L 3 U X A% SSH — 3 CTH%)
T B2 ENTEET, F2, HLWRELS v a v 2HLT, SSHYZ 947 2 "B3L—H
FEDOSSHY—_"~FE L L9 & LTWAMICHMAC 7213y 3 2a_X— 2D A v — Gk
O—R7 LT ZLEFEIRLARAVWE D ICHIRT 22 b T £,

BEDUARNET 7/ EOKEZY A RE LTRETHIELTE L2, BEDOK 523K
WCHZE B TE £,

X 2T TRVWSSHT VT Y XAEFNCT AT, BFXF= VT o KE BEM: & [BI3ES
HEIOITHEBELTLLIEEN,
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HMAC 7 /LT U X LNZHINCT AI1E, XRI V7 4 F 2 L—3 3 > F— K Tsshclient disable
hmac =<~ > K% 721X ssh server disable hmac ==~ > F&Z{#HH L £,

VBRI 5 2 HNCT 5121, XR 227 4 F 2 L—3 3 » F— KT ssh client enable cipher
21> K& 721 ssh server enable cipher =~ > K& L 7,

WOBEZALT VTV ZLRYR— R SR TOET GHERIE)
1. aesl28-ctr

aes192-ctr

aes256-ctr

aes128-gem@openssh.com

aes256-gem@openssh.com

aes128-cbe

aes192-cbe

aes256-cbe

L ® N R WD

3des-cbc
SSH TiX, CBC X—ADKF LT 7 4 /L F THHIZ /> TWET, ZNHLOBEEFNCT
DI, FNZFD CBC A7 v a3 > (aes-cbe £ 721% 3des-cbe) % #57E L T ssh client enable

cipher =~ > N % 72 ssh server enable cipher =~ > K& HT&E £4, 3THCTR X—A
BLOGCCM R—=2ADW 51X, 77 4/ N THMZ /> THET,

HMAC 7 /L31) X LD EMIE

HMAC 7 )L 3 X LZEEIZT R EH

Router (config) # ssh server disable hmac hmac-shal
Router (config) #commit

Router (config) # ssh client disable hmac hmac-shal
Router (config) #commit

EfFTavIJ4XalL—3y

ssh server disable hmac hmac-shal
|

ssh client disable hmac hmac-shal
|

ESPEDEYE]
G5 /ABF—& HMAC 703 ) XL %&HIfRT 25 SSHEREA 7> a v (99 X—)
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reaps—oant [

BEa<T R
« ssh client disable hmac

* ssh server disable hmac

EESARF—0EME

BESARF—28MT B%EH
TITAT v hEY—NTTRTORFEZEANIT DL, kOXHIZLET,
JL—H& 1

Router (config) # ssh client algorithms cipher aes256-cbc aes256-ctr aesl92-ctr aesl92-cbc
aesl28-ctr aesl28-cbc aesl28-gcm@openssh.com aes256-gcm@openssh.com 3des-cbc

J—AK 2

Router (config) # ssh server algorithms cipher aes256-cbc aes256-ctr aesl92-ctr aesl92-cbc
aesl28-ctr aesl28-cbc aesl28-gcm@Ropenssh.com aes256-gcm@openssh.com 3des-cbe

7547 N TCIRIER, — ST CBCEZZHNCTHIZIE., ROLIICLET,
JL—H& 1

Router (config) # ssh client algorithms cipher aesl28-ctr aesl92-ctr aes256-ctr

J—5K 2

Router (config) # ssh server algorithms cipher aesl28-cbc aes256-cbc aesl92-cbc 3des-cbc

TI3AT v eV —NRTHRESZHERLZ2WGEIL. ROLHICTLET,
JL—4& 1

Router (config) # no ssh client algorithms cipher
Jb—4& 2
Router (config) # no ssh server algorithms cipher

TS5 AT N —RTEILISNETAITY RAOREHEDNCT AT, KOLS5ICLET,
JL—H& 1

Router (config) # ssh client algorithms cipher aesl28-cbc aesl92-cbc aes256-cbc 3des-cbc

J—XK 2
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Router (config) # ssh server algorithms cipher aesl28-cbc aesl92-cbc aes256-cbc 3des-cbc

AT MY —NRTHEIESNEZTLTY XLE2ANT L (enablecipher =~ > FZ&f# ) |
CTR H§ 5203 % (algorithms cipher =1~ > R &) 121X, kDL HICLET,

J—H& 1

Router (config) # ssh client enable cipher aes-cbc 3des-cbc
Router (config) # ssh client algorithms cipher aesl28-ctr aesl92-ctr aes256-ctr

J—EK 2

Router (config) # ssh server enable cipher aes-cbc 3des-cbc
Router (config) # ssh server algorithms cipher aesl28-ctr aesl92-ctr aes256-ctr

EfTarvIq4FaL—av
II7AT v e —NRTTRTOEERENIR > TVDEHEA
Jb—4 1

ssh client algorithms cipher aes256-cbc aes256-ctr aesl92-ctr aesl92-cbc aesl28-ctr

aesl28-cbc aesl28-gcm@openssh.com aes256-gcm@openssh.com 3des-cbc
|

J—XK 2

ssh client algorithms cipher aes256-cbc aes256-ctr aesl92-ctr aesl92-cbc aesl28-ctr

aesl28-cbc aesl28-gcm@openssh.com aes256-gcm@openssh.com 3des-cbc
|

ESPEREYS
K5 ABF—& HMAC 742 XA %IRRT 5 SSHREA 7> a v (99 _X—)

MEav2 R
* ssh client enable cipher
+ ssh server enable cipher
* ssh client algorithms cipher

* ssh server algorithms cipher

X7 DILDEEIZDONT

SSH #E3E45121%. WOMEIZHOWTHM L TBLLERH Y 97,
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SSH H—/\

SSHUV 547>k

ssh+—3 [

SSH — "DIEREIZ L > T, SSHZ 74 7> M Cisco b—ZI1Zxf L TEeF o7 THE S L&
T 2 AT TE £, ZOERIE. A 37 2 1 Telnet #5#5E OFERE & FIAE T4, SSH LLAT
., EX 2 U T 4 E Telnet DX =2 VT A IZBRESNTWE LT, SSH#% Cisco Y 7 hU =T
OFBFEEPEFHT 5 2 & T, el 5L AIHEIC 72 W £9°, Cisco ¥ 7 R =7 @ SSH $—
X, RO %72 SSH 7 74 7 > b EHHAEEH TE £,

SSHZ 747 > MEREIX, SSHY' 1 ha vz LTEITSNLT 7Y r— 3 T, Bik& ks
FEATWET, SSHZ T4 7 > MZ Lo T, Cisco /b—FIIMD Cisco /L—4% ., F7-1% SSH
P —NERITTH2MDT A AZK LT, X a7 T LI -#EiasEZTcEEd, 2D
BtlE. RS SIS TV D REZRRE, 7 U M3 K Telnet ##5t DFERE & R TT, 3R
REEHEEAGIZE Y, SSHZ FA4 T2 ME, EX 2V T 4 R#EIN TV RNR Yy hT—7 ETh
X T REEEEBTEET,

SSHZ A4 7> MiE, MO —#%H72 SSHY— L@ LEJ, SSHZ 74 7 b, AES,
3DES, A vt —UH ATV ARTATY XL5 (MD5) . SHAL, BLUVIRAT — RFBAEDOKT
FEYR—FLTWET, =PRI —F ~D Telnet v > 2 V TEITSINE T, SSHA
PR — b B2 —VFHEEA B = X AITIE. Remote Authentication Dial-In User Service (RADIUS) .
TACACS+, B LU r— TS o2 — 4 LAY — REFEH LIZRGERH D £77,

SSHZ 747~ Tk, #(E/37 > MIDSCPEAZRET HZ LN TEET,

ssh client dscp <value from 0 - 63>

RELRWEEIE, (24T 0 eV —_"DMliD) Ny MIT 7440 @ DSCP i 16

MERESNET,

SSHZ 747 v MIROAT v a v R—KLTNET,
*DSCP:SSH 7 747> k &> a2 ® DSCP i,

RP/0/5/CPUO:routerfconfigure
RP/0/5/CPUO:router (config) #ssh ?
client Provide SSH client service
server Provide SSH server service
timeout Set timeout value for SSH
RP/0/5/CPUO:router (config) #ssh client ?

 Knownhost : #—H /L 7 —4 XN—ZXTOHRANDpubkey = v 7 A X—T M LET,
* Source-interface : SSHZ A 7 b By a VOEETA L X —T = A A,

RP/0/5/CPUO:router (config) #ssh client source-interface ?

ATM ATM Network Interface(s)

BVI Bridge-Group Virtual Interface
Bundle-Ether Aggregated Ethernet interface(s)
CEM Circuit Emulation interface(s)
GigabitEthernet GigabitEthernet/IEEE 802.3 interface(s)
IMA ATM Network Interface(s)
IMtestmain IM Test Interface

Loopback Loopback interface(s)

MgmtEth Ethernet/IEEE 802.3 interface(s)
Multilink Multilink network interface (s)
Null Null interface
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PFItestmain PFI Test Interface

PFItestnothw PFI Test Not-HW Interface

PW-Ether PWHE Ethernet Interface

PW-IW PWHE VC11l IP Interworking Interface

Serial Serial network interface(s)

VASILeft VASI Left interface(s)

VASIRight VASI Right interface(s)

test-bundle-channel Aggregated Test Bundle interface (s)
tunnel-ipsec IPSec Tunnel interface(s)

tunnel-mte MPLS Traffic Engineering P2MP Tunnel interface (s)
tunnel-te MPLS Traffic Engineering Tunnel interface(s)
tunnel-tp MPLS Transport Protocol Tunnel interface

RP/0/5/CPUO:router (config) #ssh client source-interface
RP/0/5/CPUO:router (confiqg) #

SSH CiE, WO LHIZVE—h a<wr REFETTHILLTXET,

RP/0/5/CPUO:routerf#ssh ?
A.B.C.D 1IPv4 (A.B.C.D) address

WORD Hostname of the remote node

X:iX:i:X IPv6 (A:B:C:D...:D) address

vrf vrf table for the route lookup
RP/0/5/CPUO:routerf#ssh 1.1.1.1 ?

cipher Accept cipher type

command Specify remote command (non-interactive)

source-interface Specify source interface

username Accept userid for authentication

<cr>

RP/0/5/CPUO:routerf#ssh 12.28.46.6 username admin command "show redundancy sum"
Password:

Wed Jan 9 07:05:27.997 PST
Active Node Standby Node

0/4/CPUO 0/5/CPUO (Node Ready, NSR: Not Configured)

RP/0/5/CPUO:router#

SSH{Zi%., SSHv2 CEAINT-H7- /2= U~ 7 A Minik 7' vk 2L T 5 Standard File Transfer
Protocol (SFTP) OHYHR— FREFENTWET, ZOHREIL. V—XREE-ITLV—F A A —
VI ANE A —F 5 X a7 CHRIESNT HEAERELET,

SFTP 7 74 7 MEREIZSSH 2 o iR—x% v b —#p L LTIk S, L—& THICA 2 —7
IR S>TWET, 20D, BURL~LDOa2—F|F, L—F~DT7 7 A LDat™—B LR
=B INEDT 7 ANOIAE—RNAFETT, copy 2~ R EFIERIZ, sftp 2~ > RIZ XREXEC
EF—RCTORERATEET,

SFTP 7 A4 7 > MEVRF XL TH D728, R OBRITRIIFFEDEE 61, X — 7 =1 R
BT O VREEZEHAT AL IICEXFa T FIP 2 54T v MERETAZ L TEXET,
SFIP V7V 9AT7 v MNMIA LV HE T I T 47 FE— R R—-—FLTWWET, ZOF—RKTIL, =—
WFiZ—Nica 7oA v L TREDIE#E%L UNIX — NRRE CTIITTE £,

SFTP #—/ NX SSH H— DY 7V A7 A TH, DFE Y, SSH % — 308 SFTP — \FR %25

{925 &, SFTPAPI /L SSH — N {Zx L CH+ 7 rE AL LTSFTP —"Z{ER LET, #Hr
T2RBERO TN, BT LW SFTP B—8 f VA X U ARER S NE T,
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sere sz [

SFTP 1%, RO FINETH 7272 SFTP H— "ZER L £,
o LN ERBIHAERE L CTsftp 2~ REFETLET
* SFTP APL |3 SSH H— & I@E T 5 77 m A2 NERIAER L £
« SSH #— 3L SFTP — 77 mt 2 & Epl L £
« SFTP h— BT 74 7 » MIRE AL THAICEHE LET

» SFTP 51513 LPTS AR U ¥-— TSSH-Known| DA Z(FF 3, "YU —DfEMEW &
SFTP HREDIHE B L £ 7,

GE)

\}

IOS-XR V7 h =7 U U—2RA43.1LIETIX, SSH-Known D7 7 /L kDR U H—fEHAH 2500
pps 15 300pps 2Vt hENFE Lz, ZTOEBICLVIEEEEDK IR TEINET, 2
DR FOJRK E 72D LPTS R Y —fEZ SVMEICHHE T 5 2 Lk | HAEEL LT 52
LTEET

SSHH— "N SSH 7 T4 7> b Tt srd 5 &, —/N 7 —F 13877 SSH

P—NRNFTav AR LET, FH—_"T7 o2 %, ML a—VRIFT ok 2L -
T.SSHZ FA T h&EH—REDMICEF 2T REET v R L L £, SSHY— IR
BT AT KA SFTP — N2 5 EREZ A5 L72A . SSH Hh—/3 7 —F (X SFTP #—
7 AEEHRLET, SFTP YV — VT AT LABEREZ(ET H-ONT, #H7-72 SSH Y —
INAA VAL ABIONSFTP —23 f U AHX VADMERRENE T, SFTP Hh— [T —

tyva v ERREL, A LET, 2—VOT 74NV T4 L7 NIBIOY FA4T
FNOBREARELET,

WML EITEND & SFTP — X7 T4 T > b5 O SSH FXP_INIT A v — 2 & 14k
LET, 2OAvE—VF, 774 VilEE Yy Y a VEBATAOIEARRTT, 20
A= DRIT, JIAT Y FOBERIZIKESW A v E—URELIGERHV ET, 22T
i, e band TEREE] ETAERHALTCWET, 77472 MRV —RZEREEE
THE, V= NI OEREPLI UISEEEEFELET,

SFTP Y — IR DJEE 2R R LET,
« AT —H AGK
o JLERIEZE
- T B

« RIS

G¥)

H— T, BET D SFTP Hike 22 1T D702 L CWAKLERH Y £,
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RSA N—ZX MR R EREE

RSAXN—ZAD1—

Y= NOIESMELRRET 2 2 L1, B¥F 27 7 SSH ###t 2 KT 2RO FIETT, 07
B IR A RRRREL FRHTAL. 7 AT 2 FRARR I —NTHER L TWD 2 L 2R T DT
DIZFEM S ET

A NFRREE T —NOARF—2FH L TSN ET, —NF, I 7 = — XM
&%% I IAT Y MR LET, 7947 MIZDOY—ROBEHAR A DT —F _—

ST AREF— T2y LET, JTIAT R TH—DIPT FLABRRONDE
7‘£7b>o71 B, =PI ERX -5 FR L, 2—VIIAHF—2RTT 20 6EHET D
ﬁ%@mf%iﬁo%~A@m7vaiﬁoﬂot%®@®%#~ﬁ~ﬁbﬁw%é\&
TAT v NI AEK T LET, AFF—0G070856, —NdREES L, BF 2 772 SSH
B ST SVE T,

IOSXRSSH —_"BLWNTZ FA4T7 v ML, DSAX—ZADFRA "RFFEEZYFR—FLTWEL
2o 72720, 10S72 Efh B L O HHMED 7=, RSAR—AD KA FRFGEDO VT R— h biE
MEE L,

HEREL

SSH 7'u k2 /1| £w13~$%m£¢5ﬁ&@10 2. RSA Af%F— _N—2 D=2 — 35
N ET, WMEX—OREN—FREEOEE Z R LET, ZOHEX, =2 —FOE
X —TCER LB ZEETDH & THRE Liﬂ”o B2 —PIIRSA F—_T %7 T4 Tk
YV UARFELTWE T, RSAF—_T OREX—I1Z7 T4 T h~T k- T £ £ TT,

—HL, ssh-keygen 72 & DIFEHE) 700 — A 1 = X L& LT, RSA AP ¥ — & s
F—DF—_TEHZUNIXZ TA4 T b RIZARLES, PR—FSNTNDLF—DRRKDES
134096 £y T, R/ADREIESI12E Y FTT, RIS, —RR¥F—HERT 7T 1T 4D
iz~ LET,

bash-2.05b$ ssh-keygen -b 1024 -t rsa

Generating RSA private key, 1024 bit long modulus

NEF—ZIEFIZA v 7 AL AR — F T 5121, 2% —72 Base6d = 2 — K (/4 F V)
HATHLLERHY ET. A4 —Fy FCAFTELF— F 8—F 4 DY — L &ML
T, F—2 A A FUBRICEHRTE ET,

NHF—PNV—Z A VR — &b E, SSHZ T4 T 2 MINET o] A7 a %

LTEREZIFET S 2L T, AT —RGET N2 TE L9122 £9, RiThlzr L E
‘j"o

client$ ssh -o PreferredAuthentications=publickey 1.2.3.4

ANBAF = RSA FRUZ K > TA—FITA VR — P ENTWRWEEE, SSH — 3/ AT —
R R—=ZDOFEEBIE L ET, ABRF—0A VA= SN TWBEA, b— NIl oo
RZREZLET, SSHZ 74 7> Mo X E#H LT, #Eiiaf. L E7, SSH
I IAT 2 I OREEOTBIL 10 £ THFAISNET,

BiRF LTI, SSH /N—Y 2 2 2 B LU SFTP $r— 3D A28 RSA N—ADFRGEA AR — kL
b\i‘g—o
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\}

SSH2 554 F7o k ¥—K— k(2250574 IR |

GE)

:‘FE'I*éﬂZDnmqui/fiSSHRFC \—nﬂ%ﬁéﬂ/cl/\ij— RSA ~X— Xmunﬂio)qj‘—\]‘ ]‘ j:l:’“‘jj/]/
FRED A TF, TACACS/RADIUS H— Nkt L Cidd A — SN TWEHA,

WAk, #FA, BLOT BT T 47 (AAA) X, Cisco/L—H KIET 7 B A Y =T 7
TA AL PRV ERETEDIEERTL—L T~ 2R T 5 #OXy hT—2 ¥
V74— A TT,

SSH2 UV SA4T7 Vo h F—HR—F A2 59T 1 TFEL

F—R— FZ2MH L CREERE AN T LDEGESFRIL, ¥R =K A ¥ T 7T 4 TRFEL M
EhET, 2ok, SSH7 e ha oA X2 T 0T 4 TREGEF T, ORI AT
1L, SSHZ 74 7> ME, BFEFEOEARNA D= AL EEBETHZ L7p], SFIE2WE
FHEEYR— FTEET,

HfE, SSHVR2 7 AT v MEIX—R—FR A X F7 7T 4 TRiEEFR—FLTWET, =
IR, AV Z2 T 0T 4T T T r—2 g TOLEEL 9,

G¥)

INAT — NG 17:\7ﬂ‘/1/]\@nunﬁjfﬁf¢ F—rR— ]\/])/&777‘/(7muu£jiqii ¥—
R=RALET7T 4 TREOHZYR— T 5T —PHEE SN TWVDLGEITERINE
WET,
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BIEMNERZRDRE

BIERIER LT, B R OBE OBIEN 25 LR T, B E Ty FOE—FO
T hU— 7?? IS MO THBINE L, FliEY Rz 3dET 5 2 L3 ittt o) —1e 2
TN S —ICHRERIIRO BN ET,

RAISNIEY —E R T u S, ZF—DEYEFE DR, HEINIRA ST ?A%&LLEEEEJ:U“E
ni?“é &%‘fﬁTéﬂTb\i@“ Ty b U— 7 EEEL LU, ERICRA SR
. 7 i@ﬁq:'@ﬁ? BT DM E L Z LIS TWE T, A—ZITA A b—
NENTWLEZICET 22T — A=V EF T e 748 Ayt —Vid, ary—i
FFERSNEE A,

T 7 4V b T, BIEREEZIE CiscolOSXR VY 7 F U = TIZEENTOER A,
ncs560-1i-1.0.0.0-r661361.x86_64.rpm % A > A h— )L LCT 77 4 7T 5 Z L2k - T, Bk
AVARN—NTHLERHD T,
BEREZ S =V DT 7T 4 TALEIET 7T 4 TALOFEIC W T, T83EES (LD
N lr—=V DA VA= (113 X—=Y) | OEEZRL T ZEN,

-A%M%§®¥*Kow1 (109 ~—)

s EMER OFEITET DRSS (110 X—)

~é%%%§@%ﬁ_%¢é%miﬁ (111 ~=—2)

 BEMEZ R Y (112 3—)

s ERFZ ORI (113 ~—2)

 BIEESZ (L) RNy —YDA A b= (113 <—)

« BVERIESZ DT80 D SNMPV3 7 7 B AR ET 5 HE (114 =)

s BIEMBEZICET B EME®R (116 =*—)

EIEE(ZDOINVT

yx:@A&M%fi RFC39247 —%T7 7 F ¥ L SNMPV3 Y u bl a =7 7 —%7 7 F v
WZHASNWTNET, SNMPV3 1%, 7 —XDOREETERFEL, L—FZ NS T /31 2 (MD)
~OBERGENEF 2T THDH & BARAET 5B ﬂﬁbi# ik, BEERTWARN

IN—T A DEZOH =5 N fGiETEnL HIcLET,

BIEREEZIE, ROBRRZ M L 3,
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BENEZOREICEY HEHREH

« SNMPV3 SiEMfES YubVa=v s A X —T oA &
o B VERYEES: MIB : CISCO-TAP2-MIB R— 5 > 2

*» CISCO-IP-TAP-MIB %, IP D v 2 a D=2 & H# L, CISCO-TAP2-MIB & & 12
IP N7 7 47 OFEZIEHEINET,

eIPv4d 22—V 5F—% 75 L 7 k=) (UDP) @ MD ~® 7 74tk

fEZ SN Ty B O MD ~OERI L URE

BIEMNEZOREICEAT DHIREH

BIERE R OFEIETIT, ROFHRRM 2T LERH Y £,

= ZIE, RIENEZEECa T R T 7B ARA b (IAP) V—& & LT
SNET,

s TOEDIZ VI ENLN—E =TT RV a = TERTHLILERD Y £,
Je

EVh BENEBESOX Y FITE V=T RN I A B —T o A%
EYa=mu I hl oA =T o A KA TITEATHIR
N0 £9,

cBEETL—UTSNMPVI DA RF—TILICHESN TSI L : a~v L REL—HDA
H—T A V=T N7 L F =Tz A APRLE L) [TEEFEINDHLH, FEHT
L—YMSNMP a2~ > REZIFMHToNbsLHICLET, ZHCEY, AT 42— a3
TA A (MD) WA X —T 2 A ALBETEDHXH1T70 ET,

* VACM E 2 —M SNMP H—/\AFIZA R—TI)IZHE->TWBAIE  Ea—_N—R T 7%
ATV (VACM) B a—iE, b—HF TA X =T IR > THDBLERH Y 4,

« JAOET 3= EN-MD : FEHICOWTIL, ZHEHAOMDICETAR U A —Dv =2
TINESRL T EEN,

« MD % CISCO-TAP2-MIB #{#H LT, =>F >V IAP & LTEMEL TWA/IL—& & MD
LoMoEEExEy b7 v 7 LET, MD IZ CISCO-IP-TAP-MIB Z{fifi L T, %45
IP7 RLARER—FEEDOT A4 NEZEYEy N T v LET,

MDIEIH vy NU—7 NOAEEDOFFNIEE TE 32, ¥—7 v hOFZITMEH ST
HarT UV IAPV—E NLEEFRETHOIMLERNH Y £, MDITT/a— VUL b—F ¢
VT T =TS DOLEERBET, VREL—TF 4 v 7 T — T AN EIFREARRTH SN
ERH Y ET,
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BEMNEZOREICEAT FHIFE

BIEREZIITROFIR>EH S ES,

« BEREZIT. 16O —EORETIP 7 FLADT—/L % tunnel-ip & 3H L £¥, GRE
tunnel-ip & MD (cTap2MediationSrcInterface 7 « —/V R) Z#AH O 72EKTIL, 16 &
B2 D —BOFREILIP ZEM L TUTWTEEA, MD ZRET 5 L X2, i 02

cTap2MediationSrcInterface 7 4 —/L RIZIESIND &, HETLIP T RURITREIND Z &

ICHEELTLEEY, ZTOEETLIP 7 L AL, MD5E5E~DH ) TP T,

« BUERIBEZ I, MFE7R IP over Ethernet /37 v s EET 7o DICOHYR— F SN ET,
« IPv4 Tl 250 O MD 5L T500 DF v ZOHBFR— S ET,

« DO MD ~DOH—Z » FIIHR—FENTWEREA,

e — Tty a— RELEI T 2= — =2, MD ¢ X v 7OREEH 1
B a = ST AVNENRHY £97,

¢ IPv4 MD OHA BV R— FENTWET,

o MD ~D R RIS 72 ARP WVETT, TOMD N T 7 4w 7 £ 7 e han
TARP%# N T—LET,

eMD DFR 7 A "Ry FITIEIRI- SN ARP BNSLE TS, ZOMD T 7 4 v 7 E72137
2 NIV CTARPZ FUT—LET,

s BUEMBEZIZ GRE F U RUVRREE R ETHZ LIV EHA, 2L, AU =5
N=KRy=zT VY= (16HO—FEOHIIP T KL RA) BNEOV U TOLNDIHEAITRE F
T, B, LIX7 Yy hOH A v H—T oA AFEET VT AAIZE>THRED T,
ZO—BEDOT RLAT—=ANE0) Y —RAF0EHY A, 120, BENEZORE
T, BUENBEZ ATy FISRFEDA 2 —7 = A X (MD X E D cTap2MediationSrcInterface
74—V R) B L THATOIUERDL581E, Ty MR EDA U F—T oA A%
BT A XD ICHIBEEY 2 — L ERETHLERHY T, ZOHE, VYV —RFT—ED
T RUVAT = bEIN S THMERHY £3, GRETTXTOU Y —AREHIL T
L%, LLIGBERE L 8 A,

« BIEREZ OMFHERITV R — S TWEEA,

e DN b T T T A METAZEIXTEETN, LIy b2 777 A0 Mt b
ZLiFTEERYA, MD~OH A v F—T 24 AD MTU L, F¥ 7 F v a7y
DOV A RXEYR— T DD DRREITHLILERNLY £,

s GIEERIT, V=S TROMEEZ TR — F LTV ER A,
«IPv4 BLNIPV6 vV FF v XA b Xy
« IPv6 MD 71 7 & 11k,

e A UH =T = ARZ LT
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2T —DE T

* RTP O 71 714k

cFUA v E—T7 A A LOEIENES & SPAN

=B

smEzozE |

ROKIZ, HFET—F OWSGOHEZDOTDD, GIEREFZ MR P TOREZT 72 A KA~
heA VS =T oA AR LET,

LEBRET—SDAEADERD-HOEENER FROD

Voice-Call Agent
Data-Radius, AA%8 Commands

Configuration

Related Infa (1R])

Law Enforcement
Agency (LEA)

Collection

L B J

LI Administration
Function _
l Intercept
Intercepting ¥
Control Element Mediation
{ICE) Device
Request
Content |€—
Intercepting
Metwork Element
Service Provider (INE)
I
SNMPV3 UDP Transport
far Delivery

Voice-edge router, trunk G/W
data-access/aggregation router

Communication
Content (CC)

Function

270757

B Cisco equipment
[ ] 3rd-party equipment

GE)

cL—H L, AT UVESZT VR ARA b (IAP) L—& . ERIIEEMES AL —

va BT AEZ Ry

MU —27 %% (INE)

ELTHEHENET,

o BEZEEESE (ICE) 1E, v A E 13— K 3—F s #gsonahmnicza b £9,
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BENEZOH R

BERFEZIIE, ROFERH Y 7,
« O LEA A DD Z L7 A U — 216 L CRIEMFEZ 2 EITTE ET,
L= H TONMAE S —ERITHELEE A,
s AWM oEFmOEZ YR — N LET,
LAY T T4y I OFEZEYR—FLTET,
« X —7y MIKS D ER A,

G %y NU— VBT o o) X— 5 3 (SNMPv3) B L O View-based Access Control
Model (SNMP-VACM-MIB) <> User-based Security Model (SNMP-USM-MIB) 72 & D&% =
VT 4 BRER AL T, AENESZBERBLOCa L R—R 0 b~DOT7 78 AZHIR L F
ﬁ‘o

« BIEREZICET DA . kL RO — VLSO =N b RE L £, BHHE
X, B — P PEREIERICT 7 8 ATEDL T 7 B AMERET DRLERH Y £,

BiEESZS (L) Nyv5—SDA R =)L

LIIZT 7 #/V hTCiscoIOS XR A A —Y D —ETIX W=, BliE&EA v A b—/L3 A JLBE)N
HOFET,

LI/\°“J’7'—°/°0)4 DAL= ETIT1THE

Ry hENEY T N 2T RNy — U EREGERT 5 121%,. EXEC E— K T show install committed
a~vr ReEffALET,

BEEZ (LD Ry r—T% A A M= T 5121E, nes560-1i-1.0.0.0-r661361.x86_64.rpm %
AVARN=NVLTT 7T 4 7L THRERH Y FT,

=1 —]

axX ;&

Router# install add source
tftp://223.255.254.252/auto/tftp-sjc-users/username/ncs560-1i-1.0.0.0-r66136I.x86_64.rpm
Router# install activate ncs560-1i-1.0.0.0-r66136I1.x86_64.rpm

Router# install commit

HEER

Router# show install active
Node 0/RP0/CPUO [RP]
Boot Partition: xr 1v0
Active Packages: 2
ncs560-xr-6.6.1.36I version=6.6.1.36I [Boot image]
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ncs560-11-1.0.0.0-r661361.x86_64.rpm
Node 0/0/CPUO [LC]
Boot Partition: xr lcp_ 1vO0
Active Packages: 2

ncs560-xr-6.6.1.36I version=6.6.1.36I [Boot image]
ncs560-11-1.0.0.0-r661361.x86_64.rpm

LIRPM D3E7 U T4 J1t

BVEREZ N r—V % T oA VA =T DI, ROFIAITRT LD IZ,
nes560-1i-1.0.0.0-r661361.x86_64.rpm %37 7 7 1 71 LE T,

B

Router# install deactivate ncs560-1i-1.0.0.0-r66136I.x86_ 64.rpm
Router# install commit

Router# install remove ncs560-1i-1.0.0.0-r66136I.x86_ 64.rpm
Router# show install committed

BEMEZD-HDO SNMPV3 7 U XA ZRTET A&

BEREZ 2963 2 AT SNMPV3 ZiRET 21213, ROFIRZFATLET,

SNMP X—XDEEMEZDT 4+ —TILiE

AVERIEZ X, nes560-1i-1.0.0.0-r661361.x86_64.rpm %1 > A b —/L L CT 7T 4 712 L1=14.
N—HTT 74V N THIZRYD £7,

e BVEMES AT 4 —T T AT, Fu— a7 4 X al—Y gy EF—RT
lawful-intercept disable =~ > F&Z AJJ L ¥,

cHOA X—T T BITIE, Zoa~vry Rono BRAHH L ET,
SNMP R—X D EEMMEZDT « £—TILE : Bl

Router# configure
Router (config) # lawful-intercept disable

GE)  nesS60-1i-1.0.0.0-r66136L.x86_6d.rpm % 1 > 2 h—/L LTT 77 4 7L LIt COH,
lawful-intercept disable =~ > RZ /L — ¥ T T £,

TRTO SNMP X—AD X v 71X, GIENEZNT =710l ey 7 LET,
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tonyrgrdL—ogaseont ]

AN RFEETL— U REMEENDETE

BlO7a haviEMHT 5 K512 MPP 25X E L TV WA, S1ERIEES % C SNMP H—
NEZAT 42— ar TR AL OBEZFAIT5LIICMPPEREDLREIN TN &
PR LET, ZOLIRBE, HELIEA VA —T oA ZAERITTRTDOA o F—T = A
ZHEMALTSNMP 2~ RB3L—H TR SLD KL H1Z, MPP BHIREICA VN K A X —
TxA AL L TRHESNDIVLERDY £7,

GE)

Cisco IOS 775 CiscoIOSXR YV 7 N7 = TIZHRTEHEIT L, MPP ZTED ' 1 h 2 /VICRE LT
BPAETYH, ZOXAT EVTFEITLET,

ABENEZ TIE, 2K OBRINV—T RNy 7 L H—T A AN SNMP A vE&—IZE LT
WET, TDOA L H—T 2 A AZA TEBIRLTZBE, A 0 FEHEREIZZNEE DD
ENH Y ET,

Bl ANy REET L— R REDEE

WIZ, T 74V NTT 48 —=T N2> TWbD MPP #EREZ S EMEZ O B TA 2 —7 WIZ
T 5 HEOFIEZHBALET,

WOFIEZEFA LT, BT 7T 4 T 4 27 0 —rVETIEA Ny RR— N TR
WA F—=T MITDHRERH Y 9, A4/ RMPP % 7' 0 — /)L A X —T7 W T 51T,
interface =~ R TRFEDA L X —T 2 A A FZAT A L AEZ L AID T HD T

< al F—U—KREHHLET,

router# configure
router (config) # control-plane
router (config-ctrl) # management-plane
router (config-mpp) # inband
router (config-mpp-inband) # interface loopback0
router (config-mpp-inband-Loopback0) # allow snmp
router (config-mpp-inband-Loopback0) # commit
router (config-mpp-inband-LoopbackO) # exit
router (config-mpp-inband) # exit
router (config-mpp) # exit
router (config-ctr) # exit
router (config) # exit
router# show mgmt-plane inband interface loopback0
Management Plane Protection - inband interface
interface - LoopbackO0

snmp configured -
All peers allowed
router (config) # commit

BEMES SNMP H—/\EREDEMIE

KD SNMP Y — "R EVEETILZ, MDIZkDT—4% By a0+ 52 & T,
CiscolOSXR V7 F 7 =7 #FEITLTCWAB/L—H T Cisco LIBSEELX A 2 — T LT LT,

=1 —]

axX ;&
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router (config) # snmp-server engineID local 00:00:00:09:00:00:00:a1:61:6c:20:56

router (config) # snmp-server host 1.75.55.1 traps version 3 priv user-name udp-port 4444
router (config) # snmp-server user user-name li-group v3 auth md5 clear lab priv des56
clear lab
router (config
router (config
router (config

) # snmp-server view li-view ciscoTap2MIB included
( )
( )
router (config)
(c )
( )

#

# snmp-server view li-view ciscoIpTapMIB included
# snmp-server view li-view snmp included

# snmp-server view li-view ifMIB included

#
#

router (config snmp-server view li-view 1.3.6.1.6.3.1.1.4.1 included
router (config snmp-server group li-group v3 auth read li-view write li-view notify
li-view

\}

(GE)  LIRPM ZEZHNZ LTV AL, SNMP RELZHIRTAMLENRH Y 97,

BIEHERICET 5EMER

EZ2E—F
BERMESZIT, Ya—/N)L LI E— RCEIEL £9,

IOE—FTE, Zy7BINTOITA » H— FTANHRTERY T o ET, AiENHEZ
I, QoS ET U I NEMI > TN T4 A—RTHATEET, Fm—r v 2y 7%
T DL, ANRICERRLS, 2=F Yy MO T T 4 v 7 2HZTEET, A7 =T xA
AT A=V IANE = FREFOZ y TIETNRYR— SN THET,

T— % DS

S
X

F—2x, WOFETHEZINET,
e MDIZSNMPV3 ZfFEH LT, 2T YV IAP L—ZITBENEDEZER AL L £,
e 2T UV IAP LV —Z TBENEE T LER L T, IPv4UDP A TMDIZEE LET,

FRINTET—F By a i, BAR— R SRTOV L AENEZ ORMERE 2 LT,
MD 75 FlE S R OIERERE~EE Sk,

MD (2D T
MD (FIRDVEEEFIT L E T,

c A SN ENCEEZ 2 T 7 T 4 7T L, @A S IR ARG LT & I3 A HIER
ERAR

T EMERTAEOIC, EHICR Y N —V NOBEELFERT 3,
BAIENTBEZOARDFELTND Z &,
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AT —LFEIFRT+—T U RDIE .

WA SN DT R TIHEL TWVWD 2 &,

A—ILEFIFNT+—TRADIE

=21, AEEZICH LIROA r—F B T A BIORT p—< U ADfEEZY R — LT
WET,

o IPv4, IPv6, F721L IPv4 & IPv6 DFLLEDLE TlL, BEMESZOZ v 7HIRIXHER K 500
X2 FETTT,

o R MBS X v T TH SN TOSEE, A —EEd LET,

sIPv6 = R U, IPVA = MYV DAEY Z2FBHEELET, LIZN-> T, IPV6 DA —
JUIZ IPvA D A — )L D5 THE/ NSV E T,

o 5K 250 D IPvAMD B3 H R — FENFET,

BEZRIT. TA A —FNPU H7=D 1 Gbps DAk =7 4— KT,

IPvd 35 & U IPV6 /847y D5
ZITIE, —F THR— R END IPvA BLNIPY6 3T > N OEEZ OFERIC DWW TEH L
R
RIEMEZT 1L
Xy TOETIE, ROT 4V E R R— RSN TWET,
«IPT7 RLRA XA
«SBYET RLA
S~ AT
« EELT R
« EfEIm~V RV
cToS (A7 A7 H—ERX) BLWToS v A7

* L4 Protocol

=

- 5T S —
- O RE(ETEH—

« VRF (V—F ¢ > 73 L OWEDE)
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\}

G¥)

Ta—IDEBLOS L E—T A AT 4 NNZFPR—FENTWHERTA,

EZNry bTYR—bENEDTEILIELEAT

\}

By Ty BT Ty MIEREB L O b S, MDIIZEE S ET,
IPv4 35 L OVIPV6 24 > MiZ, IPvaUDP I P b2 EH L Th FerfbanE4, Eilsn
7%y M, T UoVEMET e LI UDP 2 LT, MD 2S£,

B2 %4 MZIZ. FTLWUDP ~y Z— & IPvd~v X =0T 5 ENET, IPvd~y & —DfF
WITMD RENOLERIGEINET, IP~y X —FBLRUDP ~v ¥ —E3HIZ, 4 314 FOF x
FVID (CCCID) &% v @D UDP ~v X —DOHIZIHASNE T, A—F i, [FCERS
7y NEEEO MD IZHRETHZ E A AR— LT ERA,

GE)

RTP X° RTP-NOR 72 ED A 7w /WAL X A T IR —F SN THEREA,

BEMEZONA TRAFEY T4

BERESZONA, TXATEVT 4T, Xy 7u—BLlO ot da =7 & MD
F—TNOMEN A EASER L, L — ety Y 72— A —— (RPFO) IZ X AEH
DR AR L F T,

A N U — LDk s A BT AI1T1T. RP 7 = — L — N — B S EEIZ, MD B

CISCO-TAP2-MIB # X O CISCO-IP-TAP-MIB IZBi# T A3 X TOIT2H 7 nEya =7 L,
RPEBLOMDIZELNDET —HRXR—A B a—%RATILENH £9,

RP 7z — LA —NN—dDE Yy TELUMD T—JILDH#H

{EE O T, MDS X SNMP OFFE 7 B E AL > TH v 7OBKERTT L HERH Y £
¥,

RPFO 352 TT 5 &, MDIZA RN —L FT—7LDFT_XTH Y, MDT—7 L, BIW
IPH N7 2= A==t R UEEZEHE e a = V5 0ERHY £9, =~V
NEFHCE oY a = 7SN TWAHIRY . BEFEO X » 73K T £,

WOHIRIL, MD O 7 vy a =7 & citapStreamEntry, cTap2StreamEntry @
cTap2MediationEntry MIB 7' ¥ = 7 k @ SNMP #{EOEMEICBEE S5 % v 7 77— 7 Vi A
SNET,

*RPFO#%., 7 nbEYa =7 ENTWRWNWT—7 /L DFTIZiE, SNMP Get BrEDFER &
L C. NO_SUCH_INSTANCE 2N S £,

o T — 7 )L DOITAAN RPFO #i & 5E2IC[A UE T, 22D rowStatus % CreateAndGo (2 L T,
1 [FIOFREAT /7ff/ﬁﬁkéﬂéﬁg7ﬁlf§> 0 ET, ML AR IERORZ & KT 5
cTap2MediationTimeout 47> = 7 N DA T,
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