ETILEREI R T LA K

« BT ERERT LA RY (1 R—Y)

ETIEERTLA Y

TFLERE T L A R UL, YANG 5L ENFETF— 2 52F—F al Z XA RY —3 0
T4 B ODA =R LERMELFEST, ZOFT 22— TlI, BEFAEERST L X U 2o
THH L, TLARY) UE—|K L —Y% a—/L (RPC) OFlZRLET,

ETILEREER T LA M) ORTHREE

e T LA N ZFEHTHBBICHERT — 2 ZHEL TEZXRT DL, YANGIZRET 54850
%‘%Tj‘o

« XML, XML 4 AiiZEM., 35 X O XML XPath @ Z0i%,

«IETF 7 L A h VAR CEE I N TV A AEUER X OVFHI O 20k,

« urn:ietf:params:netconf:capability:notification: 1.1 #§8E(X, hello A v & — TV X M4 5N
B ET, ZOKEER, IETF 7 LA M) 2 FR— 3573 2ATORT FRZ AKX
SHET,

* NETCONF-YANG 37 /NA A L THEFHATHOVBE L CWDOILERH Y £,
A

(GE)  NETCONF ZfEH LZ2WGEAETH, 7L A MU DSKEET L9512
NETCONF-YANG % & ET 50 EN H VY £, NETCONF-YANG
DFRTEDFEMIZOWTIX, [NETCONF 7' haji | £¥a—/b
EHMLTLIEEN,

show platform softwar e yang-management process =~ > RZ#H LT, kD7 1k ANE
THTHDZ LR LET,

Device# show platform software yang-management process
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https://en.wikipedia.org/wiki/XPath
https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/prog/configuration/1610/b_1610_programmability_cg/configuring_yang_datamodel.html
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confd : Running
nesd : Running
syncfd : Running
ncsshd : Running
dmiauthd : Running
nginx : Running
ndbmand : Running
pubd : Running
gnmib : Running

S

GE)  7rEXpubd IFETABEHAT LA MY TrEATHY, i

NELT L TR WBEITITETVERE AT L X N U IIERE L £ 8

/‘Uo

WDOFIZ, BTN AEHA L Z—T A4 A (DMI) et 20FEHERLET,

®1:7 14— FDERHA

TNAREBA VA —T 4R TOERE | FELHEE

confd a7 4 FXal—var T —F

nesd Xy NT—VEHE a4 FTF—F

syncfd R T —F (ETHRELXIGTHET IV
[ o A1 2 MEFF)

ncsshd NETCONFt ¥ =7+ =/l (SSH) F—F

dmiauthd DMI FERET —F >,

nginx NGINX Web #—/3, RESTCONF ¢ Web
PN LTHREL 7,

ndbmand NETCONF 57— 4 _R—Z < F— %

pubd T AVBRERT LA NI SD T
Vr—varv3x—UyBLONTY vy

gnmib GNMI 7' & k =L —ox,

NETCONF [E & DR &4

« NETCONF & & Ofifi 5 IEIZ B9 2 R D Fnilk,

* NETCONF t v 3 3 » DT,

* hello 36 L UHERE A v & — Y DERZAE,

B =7\ EsRTFLARY
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* fENLZ 72 NETCONF £ v & = /12 K D YANG XML RPC D532 AZ 3R DV T,
['Configure NETCONF / YANG and Validate Example for Cisco IOSXE 16.x Platforms) %
ZRLTLZEN,

NETCONF DA %h1E & 15

NETCONF OHEREZ FEFR T D121, AR — VA L RRAT—REEHA L TT /31 A~D SSH
BB L, T3 ADBEZ G T hello A v — V2 ZELET,

Device:~ USER1$ ssh -s ciscol@172.16.167.175 -p 830 netconf
ciscol@172.16.167.175"'s password: ciscol

<?xml version="1.0" encoding="UTF-8"?>

<hello xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">

<capabilities>

<capability>urn:ietf:params:netconf:base:1.0</capability>
<capability>urn:ietf:params:netconf:base:1.1</capability>
<capability>urn:ietf:params:netconf:capability:writable-running:1.0</capability>
<capability>urn:ietf:params:netconf:capability:xpath:1.0</capability>
<capability>urn:ietf:params:netconf:capability:validate:1.0</capability>
<capability>urn:ietf:params:netconf:capability:validate:1.1</capability>
<capability>urn:ietf:params:netconf:capability:rollback-on-error:1.0</capability

</capabilities>
<session-id>2870</session-id></hello>]]1>]11>

Use < "C > to exit

hello A v E—IZxt L CIEF 72)0E %% 595 & . NETCONF % {4 2 #1380 F 7,

RESTCONF [E & DO RT{E &4

« RESTCONF & # O ffi AT IEICEET Ak O (RESTCONF L CH 7227 U F g
VEAERRT D)

* RESTCONF AT /XA A THRTESINTWAXLENHY £97,

* RESTCONF iZ. RESTCONF RFC 8040 (Z#EHL L 7=, 1E L\ D Uniform Resource Identifier
(URD) #XETHMENRHD £7°,

RESTCONF A #h1tb & &L
W77 LT v v/l E ke URI 246 H LC, RESTCONF Z#FE L £9°,

Operation: GET
Headers:
" Accept: application/yang-data.collection+json, application/yang-data+json,
application/yang-data.errors+json
" Content-Type: application/yang-data+json
Returned Output (omitted for breverity):
{
"ietf-restconf:data": {
"ietf-yang-library:modules-state": {
"module": [
{
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https://www.cisco.com/c/en/us/support/docs/storage-networking/management/200933-YANG-NETCONF-Configuration-Validation.html
https://tools.ietf.org/html/rfc8040
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"name": "ATM-FORUM-TC-MIB",
"revision": "",
"schema":
"https://10.85.116.28:443/restconf/tailf/modules/ATM-FORUM-TC-MIB",
"namespace": "urn:ietf:params:xml:ns:yang:smiv2:ATM-FORUM-TC-MIB"
} 4
{
"name": "ATM-MIB",
"revision": "1998-10-19",
"schema":
"https://10.85.116.28:443/restconf/tailf/modules/ATM-MIB/1998-10-19",
"namespace": "urn:ietf:params:xml:ns:yang:smiv2:ATM-MIB"
} 4
{
"name": "ATM-TC-MIB",
"revision": "1998-10-19",

"schema": "https://10.85.116.28:443/restconf/tailf/
<snip>
.
T RTOTNA AERETHIRDINE 2557 5 & . RESTCONF 2N IEF IZHRGE S AV E T,

gRPCE & DR &
» & —{H Google Protocol Buffers (GPB) = 2—7 (v 7 % Hfifd % gRPC 2 L 7 X B 7E
LE7,

ETILEREIR T L A M DOFIKIEIE

e yang-push 2 F U — L& H L TV o5GE, #IRICK T 5 BEIREIL, 2R 7 227
TasaiFich AR —rShvEHA, DFED, VA RNEZBBIRTLHEEIC, VAIDTFU R
FAREEIICIZTE ENEFA, XX, VT AT TANTIE, FUARNIEICY TR
U7y arzFBTERT20ERHY 7,

s T —HT I RRAHFAOF =y VIV R—FEINTWERA, BT AT T AT » THER
INTZTRTCTOT—EZREEEINET,

o ‘H_j‘\\/ U — 7/{}V&ai-ﬁ—;j§°»_ ]\ éj’b"cl]\i“@?%\/o ‘H_j‘\‘/ U _ 7/{/1/& Z)‘gj:gﬁéﬂf:j}/%é\\
YPTRA7 Y Fa 3 LTy —27 SNET,

W TR T g NG RA—EOPRTCEROZEEZERT LI LI R— &N TnE
T, OIDZEFEDRILTTIHIFEITEINE T, MOEBREADOZEHIIBHEINET,

gRPC E A D HIREIR
« 73 A & A5 4 M D Transport Layer Security ~~— A (TLS ~X—2) OFRFEL I A — &
hWTWERA,

yang-push & & D #lR
« BT A7 Y 7 a D Quality of Service (QoS) 1FHA— FINTWERA,
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=FLBBETLA FYizonT

ETILEERTLARIIZDONT

WROET v arTiE, ETAERT LA M) OSESERAEICOWVTHIILET,

ETIEBHET LA M) OBE

TLANIIE, BEIOBErEATT, 2k, WEBINZEOMOT =213 Y E—h
RA Y NETIT 7 B ARRRRAA  FTESN, E=HOZFEEICERFEINET, £
FOLEREIEIT L 2 [ U E, YANG ETF UL SNTET — X2 52T —H aL Z ZICA RN —3 7
TAHZODA D= AL TR L F9,

7 7Y r—3 3 > Cld, NETCONF, RESTCONF, F7/2|XgRPC* v NU—7EHA X —T =
£ A (gNMI) D& 7T haLuf LIEHER— 20 YANG 7 —% EF/VAHEH LT, SEL
TOREOT =2 HBE YT AT FTATTEET, 7 A7 U7 a XCLIZEH L CTERL
THZEHTEET REFHYT A7V Ty a OBRE) .

W7 — 2%, P77 R 7 VT a VEELT 2 XA FICHESE ERINTARX—TE
TLIERRHC AT Y v o ShET,

TLAN) O—)L

TULAM)ZHERT L AT LATIE, SESEFRue—ANEELES, ZORF2 AT
i, ROT LAY m— L2 LET,

e NRXTVwy : TLAN) FT—HEEETDIHRY MU —T FEFH,
ZEE TUVANIT—EEZELET, aL s X ELREERET,

carha—F BT RI VT a VEERTAINT LA RN T—HEZEFELROE Y R
U — 7 8HE AR LY T A7) Ty a VICEEMNIT b NTET LA B )T BNZEEIC
EEENET, B -V FERIIEHES T 4T 0 L LFENET,

T RIGANR TR ) g EERT DRy NU— 7 B, HIFTE, 21
THHHIMLBEITIHLD FHEAN, TORF2 AV PTIEELLBELTY,

&

pall

HITRV) T3 DBE

YT A7 YT aid, TUA N a— L ROBEMT EERTHIIHAETHY , v—/L# Tk
Banss—2=EHLET,

BARENZIX, TR VT aiE, TLA NI T—HO—EE L TERINDS —#HDOT—H
EERTDHEOIEAINET, 2 20E. T2 B0V o0B) T — X OEXGREDHIE,
F BB TR WG AITHE (EOREE) BT — X E2ZETHINEERLET,

PR—=FEINTWDLYT TR VT a v ORKEIET Ty N7+ — AT Xo TR D 35,
BAEIX100HOY T A7 VT a B R— S CnET, B 72707 a i, BRER
FHPEIIONT NI T DI ENTE, T U AR— 7 v haroLEoMAEDEEHH
TEET, AT _NTOREHFEAT T AZ ) T avuaT 0T 4 70T 5O FRICE K
DY T A7 VT aNEELTWDEGEE, VT A7 VT a  OBNRETEDLE, 777+«
TP TR VT a wHIRLIEEEIC, T 7T 4 7 THLINANREFHY T A7 Y
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Tarolonifrantd, EHIC NI T—ENAY TRV T ary (T4 D
B/AMEIZ 1002 FR) &, BERCN) T—ENBYVT A7) Py arnhR—FEnRTn

£,

YT RN F 2 a OFEFETIL, NETCONF RZDMdD ) — ANy R FuarlI<wT A4
% —7 x4 A (RESTCONF, gNMI 72 ) YR —hShTWET,

CiscoOIOSXE VAT LDT L A NY TlE, FAFTIv I TR Y T g LREFEHT T A
7V arO2BEOYT AT g ropMEHESRET,

YT A7 ) g R,

NIV X T 7 74T b (BTRAT7FA47) 1T&o

TEREIND =D, A YLA v ERBRENET, REFAVT A7 VT arTiE, /7
Vo oY IZEE~OER ARG L, ZOMELXAYLT U RERENET,

BANXNAVEEIVEAVILT IO CDETILEHETFLA LY
ETVEREFRIT L A R, A YNV A L EXATYLT U RO 2FEENHY FT,

F—4 J—ADEH

R2:FANVIWAVELIVEA VLTI LOETIIRHETFLA LY

FALXILA Y (BIHY)

FAVYILTI L (BHUELIIREEFH)

TLULARNIDOEHIF, A =v2—XF3Y
TATTANIERERINET,

TLAN)OFEHIL, BESNZEEE
Za L7 XICEREENET,

YT RN T a rOfFRYRIE. EovT
AV T va R LS (B va )
RO v, ZofFmifdhr L A Y
DOEFPEFEINET, FITa 7 4 ¥l —
VarTCIIERIBESNEYA,

PTAZ YT ai3E fTar 7 4 X2 b—
TarO—fE UTERESNET, T,
a7 4Falb—aNHBENSETT
INAAREE LT 7,

TAXNA L TR YT a3V e—FK
BICHEBTH2MERH Y £7, i, i
SNENEEREERII v a R AT— T
VAL T A= R—FHIkIl ENDB DT,

EAXYNVT O NS TRI )T a437 34
ARFEO—HE UTER S, AT —R7L
AA y FA—N—1RIZ BB
wLET,

V727U T gDk, YT A2 U T
DRENIIREN LT & E AR S E
Er

Y7270 7 g IDIFEETHY . RED
— L LTTF A, R ETRESHET,

Y T2 VT g NOT LA RN FT—2D—A %, ARV =L T 4V XL THEE
SNFET, TITOARY—A LT, BEETLZ—HDOA X FEELET, RFC 5277 TiIA
R P AR —=L%, W OPOEEEREIC—FT D5 —HOA X FEME LTERELTWE

B

BEIE, ARV =20 DA X MIT NN EINET, BEDA NI —AF AT

TEWRBRDZT A NE A TRERHINET,

Cisco 10S XE X, yang-push & yang-notif-native ® 2 DDA h U —AZH R —F L TWET,

B =7\ EsRTFLARY
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BH D@

zgnEm [

YTAI YT arDEE LT, F—ABRUEICREIA IV I EEETEET, L,
ZHIEA N =B STRAED ET, & N —ANTEEMTbNI-E &, F7230 <0 b
BB LB DBRTF— 2 WA TEL L 51T 22 M — b biud, BERAEMC, 7
LERFHOERRCT — 4 2BATEX5L9ICT 52 MY —Abb 0 ET,

O AT BEOHRIT, "BOT LA N) T—HE2Ekr—HOBEIH@EME R £
T T—HDOEEFHET, TV vy EZEFMOERICER SN e hanic ko TR
0 E9,

H$ITRY )T a VEslF

PTRAI7Y T a iRy hOEOEEMECHBISNET, REFHAYTAZ Y Frar
DIDIFay b= Lo THRESIN, BT T A7 VT2 a OREFAATY v iryildo
THRESNET,

arv =73, N7V vy THERSNTBWNY T AT Y T a o EOBAERT DT
W2, REFAYT T A7V 7y a AERT HME% 0~ 2147483647 OFEFHICHIRS 5 LN &
DE4, BT RZ ) a0 ID EZMIES e — 0T, OFED, ML CER S
Y727 ) Foa 0T 22 ) g o IDITEELEE A

H$IRYyYToa v ERE

EHEEODEBOEREZHEH L T, REFAT T A2 Y T a OEK., B, BXOZEE
TH 2 ENRTEET, 2L, CLIE Xy hU—7 7Pa ha Lol FOEBEENEG TN E
ﬁ—o

TRCOVT A7 VT vary REFHFLEH) X, show =~ F, By hv—2r 7
o ko VERBERFEH L CERRTEET,

WKDORT, P R—FENTWARA NI —Abxzra—F o7 BIOHER— K TWAHE
BADHIZOWVWTHALET, ANELTORRN) —AFHAELTOTE Fanbilsr L

TWAHZEEBRLTWETN, T XTOMAEGLERYTR—FENTWEbITTIEH Y &
/UO

K 3:HR—brEnBT0 FaLOEAEDE

FS2UR NETCONF gRPC gNMI
R— KO
ka3
HAXNA | ZATXNT | FAXYNA | FAXNLVT | XA TYNVA | XATXLT
N N N /N N VAN
Stream
yang-push | 5ebiis Nl N/A % Xt ARH]
yang-notif-native | 5 it AH] i AH] FEXHIG FExF I
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kS>>  |NETCONF gRPC gNMI
R—r70O
Fa
Encodings | XML N/A N/A X —fE JSON_IETF |N/A
Google
Protocol
Buffers
(kvGPB)

T LA RNY®DRPCHAR— |

ST S U7 NETCONF £ v 5 C, YANGXML U E— K 7m—Y % 22—/ (RPC) D%

ZEMTLET,

7 L A K U IZI <establish-subscription> RPC & <delete-subscription> RPC 23 % 7" — K STV E

B

<establish-subscription> RPC 2365 &5 &, N7 VU w2 )b D RPC INEIZ T <rpe-reply>
Avt—vb | fHERA N 7 %G T <subscription-result> EHE N E ENLET,

WDOEIT, <rpe-reply> A v E—VTOREEL, IEOHBZRLTWET,

ERXF5I RPC RE
ok <establish-subscription> [5%2)]

<delete-subscription>

error-no-such-subscription

<delete-subscription>

fEESnE-T A r— MNMIFE
ELER A,

error-no-such-option

<establish-subscription>

gskEn- 72 g
VIV A= FENRTWER
/Uo

error-insufficient-resources

<establish-subscription>

Y720 T g AR OH
HICEDIERRCTE EHA,
W TR VT a g
TX5,
R EINTT—ZOEN
REx$TX5,
s EHIR /T A7 U
varoOlRnETE
5,

error-other

<establish-subscription>

Z OO SO T —T
R

B =7\ EsRTFLARY
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P—t & gNMI

s—ez g [

gNMI AR X, A L-ULRPC & T gNMI & WO ZRITOE —D kv 7 L ~UbH—E 2 % i)
LET, RIZ, T A7 T4 TH—EARPC ZELH—ERAEHRLRLET,

service gNMI ({

rpc Subscribe (stream SubscribeRequest)
returns (stream SubscribeResponse) ;

<subscribe RPC> [%, YT A7 U 7o a v BERTAH-ODIEHT— 0 M- TE
HAENES, ZORPCIIT—EHD A vE—IUNEGENTWET, IROEF 2 3 Tld, <subscribe
RPC> CTHR—=FINTWNDHRA v E—IIZONWTHBLET,

SubscribeRequest X vt —

ZOAyE—VF BESNIAZADOE Y MIHT 55 —7 v b OFEF 2R T 57202
7IAT VML TEBESRET, KIS, AvE—VOERZRLET,

message SubscribeRequest {
oneof request {
SubscriptionlList subscribe = 1;
PollRequest poll = 3;
AliasList aliases = 4;
}
Repeated gNMI_ext.Extensions = 5;
}

GE)

request.subscribe DA AR— F ILE T,

SubscribeResponse * v t—

DA =k, MESL ST <subscribe RPC> 2 L TCH —7 v b7 T4 T v MIEE
ENFET, RIZ, AvE—VOERPRLET,

message SubscribeResponse {
oneof response {
Notification update = 1;
Bool sync response = 3;
Error error = 4 [deprecated=true];
}
}

GE)

WHIOE OB R—FSET,

=FLEHETFLA Y )
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SubscriptionList X v+ —

ZORX =V, HBOYVT A7 VT a VEWERMLBERSADE y MRS IEOIEHS
AUE 7, SubscriptionList A v E—Y DA T, 7747 2 MIETLVHADRED T LT v
I AT D1 DL LDV T A7 Y g o &HEHNITE £, KRIT, SubscriptionList A v & —
VOERERLET,

message SubscriptionList {
Path prefix = 1;
repeated Subscription subscription = 2;
bool use aliases = 3;
QOSMarkng qgos = 4;
enum Mode {
STREAM = 0;

ONCE = 1;

POLL = 2;
}
Mode mode = 5;
bool allow aggregation = 6;
repeated ModelData use _models = 7;
Encoding encoding = 8; // only JSON_ IETF supported in R16.12
Bool updates _only = 9;

GE)

Path prefix (HI7REY72 B384 D F) | Subscription subscription, Mode mode STREAM, 3 L
Encoding encoding IETF_JSON 23 H# AR — F I TWET,

TLIA VI RA Y=

BT A2 U7 g0 2 MIIE, xPath D (FERENTETRTOST A7 U F g R/
T) HEHEEG THERSNTZANBELOT VT 4 v I AREENTHDEEHEAE L, EFTHRn
BAENHY F£7,

message Path ({
repeated string element = 1; [ deprecated ]

string origin = 2;
repeated PathElem elem = 3;
optional string target =

|
>

G¥)

origin (V7A"— FZ4U5HMHEIX ) & lopenconfig] ) | elem (PAR—bFINDERALITT LT 1>
7 A L) | BLO target VAR — FEET,

B =7\ EsRTFLARY
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s—ez g [

IR Toavityte—2

TDORAyE—VF, VAT MIEoTH T AT SATENESTFT—XZDE -y N —HRHICH
L CWET, BHIMEEZRIETA27-OIfFHINLI A EBENEENE T, Wi, 7R
2T arAye—VOERETRLET,

message Subscription {
Path path = 1;
SubscriptionMode mode = 2;
uint64 sample interval = 3;
bool suppress redundant = 4;
uint64 heartbeat interval = 5;
}

GE)

Path path, SubscriptionMode mode, Uint64 sample_interval, 35 J2 U8 Uint64 heartbeat _interval (fi
DOWCRESNTWDOLHEEDHR) B AR—FIET,

INAAyE—

BT 27 ) 7y a 02t RNABRADNENRTWEYS, it YT Rx7 )V Fvar )R
MZEEM T BN VT 4 v 7 ZTBIMEND & BREM A 2R L ET, &kIZ, SA
AvE—VOERERNLET,

message Path {
repeated string element = 1; [ deprecated ]
string origin = 2;
repeated PathElem elem = 3;
optional string target =

|
>

G¥)

origin (¥7R— hSH2DMEIX 1] & lopenconfig] ) . elem (VAR—FESNLHERALILIT LT 4>
7 A L) | BLO target YA — FEET,

SubscriptionMode #* v —

ZOAyE—=IIE, BHOEHRE N H—F D H5EE =0y MaamLET, KRIZ,
SubscriptionMode A vt —Y DiEFKE R L E T,

enum SubscriptionMode {
TARGET DEFINED 0;
ON CHANGE 1;

SAMPLE = 2;
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B srzvo9925u7v 3 8m

\}

G¥)

N

SAMPLE O BNV HR— ks ENET,

BRAYvE—D

DA yE—=UF, BRIV T var A=y v inbal s X IT LA NI TFT—ZEEEL
4, W, BAAYE—VDEHEERLET,

message Notification {
int64 timestamp = 1;
Path prefix = 2;
string alias = 3;
repeated Update update = 4;

repeated Path delete = 5;
bool atomic = 6;

GE)

HADAF T TVT7 47 A, BXOEFNRPR—FENET,

ATV TR YT avER

ZIZTIE, MY T A7 )Ty a CEERB X OHIERT D HFIEICOWTHEA L ET,

NETCONF % A X )V A » DEWIH T A7 U7 g o DIERR

B 7 27 ) g d, ATV v U [EE L. ZOBSRNEIO A 1 =X 5 (EEIIRPC)
EHEALTCYH TR YTy a MEROTODOERHE LEITHO VT A7 T4 N2 E > TEREN
£, YT RAZ Y TP a VOEFRBIX. VT AT T ARNERT Y w3y OB O 1FRE A
WCHIR S 3L, TV A MY T—=REZOH TR TANZOREFEEINET, INHOHT R
U7 va i, N7V vy T AT FAROWT I FEE) S SR L E
Hh, BT A7) 72 g o OIERIZIEA > 73 KD <establish-subscription> RPC % fii i ¢
X 7, <establish-subscription> RPC (%, IETF 7 L' A R U DY T AT F A Ny NU—7
T RA ANZIEEEINFE T, RPC TlL, stream, xpath-filter, 3 J O period D% 7 1 —/L KH34
HTT,

NETCONF (Z L 28T 7 227 U 72 a v Ok LOEIBRIZHEM T 2 RPCIX, A X Ml
DH AR LY T A7 ) L g draft-ietf-netconf-subscribed-notifications-03 38 X O YANG 5 — #
ARNT Ty aWHOY T AT Z A7 draft-ietf-netconf-yang-push-07 TEFE SNV TWET,

EHMGBMT IR Y Ty
Wiz, XA YA OEMHIRYT A7) P aroflzrLET,

<rpc message-1d="101" xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">
<establish-subscription
xmlns="urn:ietf:params:xml:ns:yang:ietf-event-notifications"
xmlns:yp="urn:ietf:params:xml:ns:yang:ietf-yang-push">

B =7\ EsRTFLARY
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| EFTLEBHETFLALY
By Iz U I avoniik ]

<stream>yp:yang-push</stream>
<yp:xpath-filter>/mdt-oper:mdt-oper-data/mdt-subscriptions</yp:xpath-filter>
<yp:period>1000</yp:period>
</establish-subscription>
</rpc>

TEEBEFMY IR Y Toay
&IZ, NETCONF %z L7=ZERFE YT 27 ) v a v offilzRrLET,

<establish-subscription xmlns="urn:ietf:params:xml:ns:yang:ietf-event-notifications"
xmlns:yp="urn:ietf:params:xml:ns:yang:ietf-yang-push">
<stream>yp:yang-push</stream>

<yp:xpath-filter>/cdp-ios-xe-oper:cdp-neighbor-details/cdp-neighbor-detail</yp:xpath-filter>

<yp:dampening-period>0</yp:dampening-period>
</establish-subscription>

Y727 U7 g oY

YT 27 U Ty a UEBIBRT HIZIE. A 2N RO <delete subscription> RPC,  clear
telemetry ietf subscription =~ > | <kill-subscription>RPC ZfEH L, FNF7 AR — kv =
EYlE L £,

gNMI TlZ, SubscribeRequest.subscribe.subscription D&Y7 27 U 7o g UHIMERIDO XA F I >
g BT A7 FarID E LTAERKSILET, <kill-subscription> RPC £721X CLID 7 U 7 %
FHLTINLDOHTAZ Y7 a D OWTINERIKTT2E, 37 R0 T4 THK
THRESNTZTRCOVT A7V 7y a Uik T ShET,

Cisco 10S XE Gibraltar 16.10.1 T3 A X #17= <delete-subscription> RPC X, #7227 7 A DI
MIITTE, OV T AT FTANRNPNFRT LT A7V T a OB zHRLES,

Cisco I0S XE Gibraltar 16.11.1 LD U U — X Tid, clear telemetry ietf subscription =~ > K%
ML THAFT I I TR7 Y T a ZHIBRTE £9, CiscolOS XE Gibraltar 16.11.1 T
A & #17= <kill-subscription> RPC (%, clear telemetry ietf subscription =~ > K& [R U HIETH A
FIv s TRV T a rEHIBRLET,

BLONETCONFt v v a visgllirshg & 727 U 7o a U bHllRSET, *y hU—
7 BRI PIWT S50, SSH 721X NETCONF £ > v a V¥ A AT U b LTEDRRIC
YT A7 YT a URHIBREND T, ZLOREMPBDPNDZENHY £7,
<kill-subscription> RPC {3 <delete-subscription>RPC & FE{EL LT\ E§, 7272 L. <kill-subscription>
RPC 1%, subscription-id 2E DDV IZ, HIFRT A0 7227 U723 O ID % F L identifier 22
FEFEHLEST, 2=y b BT R7 Vv arTHASNS TV AR—bEviard,
<delete-subscription> RPC TEH SN TWD b D & Hp D F9,

CLZERLEY TR Y TS avnik
WO NENL, FERAERTXTOY T 27 ) P g o2 RLTWET,

Device# show telemetry ietf subscription all
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Telemetry subscription brief

ID Type State Filter type
2147483648 Dynamic Valid xpath
2147483649 Dynamic Valid xpath

I, FATIv 7 727 VT a o wHIBRT 202 R~ LET,

Device# clear telemetry ietf subscription 2147483648

NETCONF <delete-Subscription> RPC Z{EA L =4 T X5 1) T 3 U DHIK
WKIZ, NETCONF 2 L CHT A7 V7 v a v EHIRT 562 R LET,

<rpc message-1d="101" xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">
<delete-subscription xmlns="urn:ietf:params:xml:ns:yang:ietf-event-notifications"
xmlns:netconf="urn:ietf:params:xml:ns:netconf:base:1.0">
<subscription-id>2147483650</subscription-id>
</delete-subscription>
</rpc>

NETCONF <kill-Subscription> RPC Z R L =T X5 1) T 3 > DHIK
RIZ, <kill-subscription> RPC ZfEf L CH 7 A7 U 7> a3 »ZHIBRT 2612 R LET,

<get>

<filter>

<mdt-oper-data xmlns="http://cisco.com/ns/yang/Cisco-I0S-XE-mdt-oper">
<mdt-subscriptions/>

</mdt-oper-data>

</filter>

</get>

* Enter a NETCONF operation, end with an empty line

<?xml version="1.0" encoding="UTF-8"?>
<rpc-reply xmlns="urn:ietf:params:xml:ns:netconf:base:1.0" message-id="2">
<data>
<mdt-oper-data xmlns="http://cisco.com/ns/yang/Cisco-I0S-XE-mdt-oper">
<mdt-subscriptions>
<subscription-1d>2147483652</subscription-id>
<base>

</base>
<type>sub-type-dynamic</type>
<state>sub-state-valid</state>
<comments/>

<mdt-receivers>

</mdt-receivers>
<last-state-change-time>2018-12-13T21:16:48.848241+00:00</last-state-change-time>

</mdt-subscriptions>

<mdt-subscriptions>
<subscription-1d>2147483653</subscription-id>
<base>

B =7\ EsRTFLARY
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</base>
<type>sub-type-dynamic</type>
<state>sub-state-valid</state>
<comments/>

<mdt-receivers>

</mdt-receivers>
<last-state-change-time>2018-12-13T21:16:51.319279+00:00</last-state-change-time>

</mdt-subscriptions>

<mdt-subscriptions>
<subscription-1d>2147483654</subscription-id>
<base>

</base>
<type>sub-type-dynamic</type>
<state>sub-state-valid</state>
<comments/>

<mdt-receivers>

</mdt-receivers>
<last-state-change-time>2018-12-13T21:16:55.302809+00:00</last-state-change-time>

</mdt-subscriptions>

<mdt-subscriptions>
<subscription-id>2147483655</subscription-id>
<base>

</base>
<type>sub-type-dynamic</type>
<state>sub-state-valid</state>
<comments/>

<mdt-receivers>

</mdt-receivers>
<last-state-change-time>2018-12-13T21:16:57.440936+00:00</last-state-change-time>

</mdt-subscriptions>
</mdt-oper-data>
</data>
</rpc-reply>
<kill-subscription xmlns="urn:ietf:params:xml:ns:yang:ietf-event-notifications"
xmlns:yp="urn:ietf:params:xml:ns:yang:ietf-yang-push">
<identifier>2147483653</identifier>
</kill-subscription>

* Enter a NETCONF operation, end with an empty line

<?xml version="1.0" encoding="UTF-8"?>
<rpc-reply xmlns="urn:ietf:params:xml:ns:netconf:base:1.0" message-id="2">
<subscription-result xmlns="urn:ietf:params:xml:ns:yang:ietf-event-notifications"

xmlns:notif-bis="urn:ietf:params:xml:ns:yang:ietf-event-notifications">notif-bis:ok</subscription-result>
</rpc-reply>

<get>

<filter>

<mdt-oper-data xmlns="http://cisco.com/ns/yang/Cisco-I0S-XE-mdt-oper">
<mdt-subscriptions/>

</mdt-oper-data>

</filter>

</get>

* Enter a NETCONF operation, end with an empty line
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<?xml version="1.0" encoding="UTF-8"?>
<rpc-reply xmlns="urn:ietf:params:xml:ns:netconf:base:1.0" message-id="2">
<data>
<mdt-oper-data xmlns="http://cisco.com/ns/yang/Cisco-I0S-XE-mdt-oper">
<mdt-subscriptions>
<subscription-1d>2147483652</subscription-id>
<base>

</base>
<type>sub-type-dynamic</type>
<state>sub-state-valid</state>
<comments/>

<mdt-receivers>

</mdt-receivers>
<last-state-change-time>2018-12-13T21:16:48.848241+00:00</last-state-change-time>

</mdt-subscriptions>

<mdt-subscriptions>
<subscription-1d>2147483654</subscription-id>
<base>

</base>
<type>sub-type-dynamic</type>
<state>sub-state-valid</state>
<comments/>

<mdt-receivers>

</mdt-receivers>
<last-state-change-time>2018-12-13T21:16:55.302809+00:00</last-state-change-time>

</mdt-subscriptions>

<mdt-subscriptions>
<subscription-id>2147483655</subscription-id>
<base>

</base>
<type>sub-type-dynamic</type>
<state>sub-state-valid</state>
<comments/>

<mdt-receivers>

</mdt-receivers>
<last-state-change-time>2018-12-13T21:16:57.440936+00:00</last-state-change-time>

</mdt-subscriptions>
</mdt-oper-data>
</data>
</rpc-reply>

REFAYV TR )T avnER

ZTE, REFHAY T A7V Ty a 2B, 2R, BIXOHIBRT 2 EIC OV TR L E

o

< (4

REFLTT A7) T a v OVER
REFLYT ATV TFaidi, aryba—JiI2k537 ) v v TOEHEBIEIC L - TER
S, 7227V Foa il loTERSNET LA N F—ZDOZEEOWEENHRICE
FNTVWET, ZNHOFTZRZ U S a0, X7 v yOBFEEH%GEELET,
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REBERHFY T ATV Ty a NIBROZEEEZHH L TRETE T2, RVOAN2ZEH
DOHBMEFESNET, ZEENT TITERE SN TV LA, RI3EETOSA L. thozE
FADOPEFITRITENE A, TOZEENIREND &, JOZEENERESNET,

BEBRHLAATXNVLT TN BT RA7 Y ait, IROFETTF AL RCEREINET,
CRECLIZHHL, 2 Y —A/NTY 2N LTT A, AREICEFE M2 £9,

« NETCONF/RESTCONF #fEH L., HEIOWVT 27 ) 7y ar aHELET,

ZITHE REEHVT AV TV a VEAERT 57290 RPC Ol Z R LET,

EHIMG G TR ) Ty

wOBENL, CLIZER LT, REFHAT T A7V FLa DT AR—K7a halds LT
gRPC Z X ET D HEE R L TWET,

telemetry ietf subscription 101
encoding encode-kvgpb
filter xpath /memory-ios-xe-oper:memory-statistics/memory-statistic
stream yang-push
update-policy periodic 6000
source-vrf Mgmt-intf
receiver ip address 10.28.35.45 57555 protocol grpc-tcp

& RPC OFIX, NETCONF ZH L CERRI YT 27 ) 7y a U E2{ERR L, 60 T &
FTLA M) OEBFZZIEEIEET D HEEZRLET,

<rpc message-id="101" xmlns="urn:ietf:params:xml:ns:netconf:base:1.0"><edit-config>
<target>
<running/>
</target>
<config xmlns:xc="urn:ietf:params:xml:ns:netconf:base:1.0">
<mdt-config-data xmlns="http://cisco.com/ns/yang/Cisco-I0S-XE-mdt-cfg">
<mdt-subscription>
<subscription-i1d>200</subscription-id>
<base>
<stream>yang-push</stream>
<encoding>encode-kvgpb</encoding>
<period>6000</period>
<xpath>/memory-ios-xe-oper:memory-statistics/memory-statistic</xpath>
</base>
<mdt-receivers>
<address>10.22.23.48</address>
<port>57555</port>
<protocol>grpc-tcp</protocol>
</mdt-receivers>
</mdt-subscription>
</mdt-config-data>
</config>
</edit-config>
</rpc>

WIZ. RESTCONF 2 H L CEHB /YT 227 V7> a v 2 {EkT % RPC Ol %= LET,

URI:https://10.85.116.28:443/restconf/data/Cisco-I0S-XE-mdt-cfg:mdt-config-data
Headers:

application/yang-data.collection+json, application/yang-data+json,
application/yang-data.errors+json

=FLEHETFLA Y )



EFLEHETLA Y |
BREFAYFITRI YT a v DERK

Content-Type:

application/yang-data+json

BODY:

{

"mdt-config-data": {
"mdt-subscription": [

{

"subscription-id": "102",
"base": {
"stream": "yang-push",
"encoding": "encode-kvgpb",
"period": "6000",
"xpath": "/memory-ios-xe-oper:memory-statistics/memory-statistic"

}
"mdt-receivers": {
"address": "10.22.23.48"
"port": "57555"

FEEBY IR Ty

D RPC DL, NETCONEZ{EH L CEFRY 727 ) 7y g VEER L, #—F v hF—
AR Z BN E U B OLEF 2 EET 2 HEEZRLUET,

<rpc message-id="101" xmlns="urn:ietf:params:xml:ns:netconf:base:1.0"><edit-config>
<target>
<running/>
</target>
<config xmlns:xc="urn:ietf:params:xml:ns:netconf:base:1.0">
<mdt-config-data xmlns="http://cisco.com/ns/yang/Cisco-I0S-XE-mdt-cfg">
<mdt-subscription>
<subscription-id>200</subscription-id>
<base>
<stream>yang-push</stream>
<encoding>encode-kvgpb</encoding>
<no-synch-on-start>false</no-synch-on-start>
<xpath>/cdp-ios-xe-oper:cdp-neighbor-details/cdp-neighbor-detail</xpath>
</base>
<mdt-receivers>
<address>10.22.23.48</address>
<port>57555</port>
<protocol>grpc-tcp</protocol>
</mdt-receivers>
</mdt-subscription>
</mdt-config-data>
</config>
</edit-config>
</rpc>

&P RPC D%, RESTCONF i L CEEKRY 7 227 U Fo g VA ERT B FiEd R~ LE
j—o

URI:
https://10.85.116.28:443/restconf/data/Cisco-I0S-XE-mdt-cfg:mdt-config-data
Headers:

application/yang-data.collection+json, application/yang-data+json,
application/yang-data.errors+json

Content-Type:

application/yang-data+json
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BODY:
{
"mdt-config-data": {
"mdt-subscription": [
{
"subscription-id": "102",
"base": {
"stream": "yang-push",
"encoding": "encode-kvgpb",
"dampening period": "0",
"xpath": "/cdp-ios-xe-oper:cdp-neighbor-details/cdp
-neighbor-detail "

"mdt-receivers": {

"address": "10.22.23.48"
"port": "57555"

gNMI B A Y ILA o HTRHY T3y
WIZ, gNMI XA Y vA Yy BT A7 YT aroflzrlLET,
subscribe: <

prefix: <>
subscription: <

path: <

origin: "openconfig"

elem: <name: "routing-policy">
>

mode: SAMPLE
sample interval: 10000000000
>
mode: STREAM
encoding: JSON_IETF
>|

subscribe: <
prefix: <>
subscription: <
path: <
origin: "legacy"
elem: <name: "oc-platform:components">
elem: <
name: "component"
key: <
key: "name"
value: "PowerSupply8/A"

>
>
elem: <name: "power-supply">
elem: <name: "state">
>

mode: SAMPLE
sample interval: 10000000000
>
mode: STREAM
encoding: JSON_IETF
>|
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REFHYT A7V T a r OER
REFHY T A7) Foa 2B ETHITE, RO2OOFERHY £7,
« NETCONF <edit-config> RPC 72 EOFHL 7 10 | = Lk E A

«CLI (V7227 U7 a3 OfERL &R UFIE)

YT 27T aDZEHITT RLALR=FESICLo TGkl EanE+, ZEELEZLES
HZLIITEERA, XEFEORHE (Frban, TurrANRE) EEETHITE, LI
ZRHEEHIBRL COLH LWZEREEZERT 2L ERH Y 7,

BRY T A2 VT a r ORNRZEERENMREBIZSH 0 | EEHTZEE ~DHEHD
Ty Ty TRHE LORIT 2R 2 5013, RO 2RO EE 2 H S A D MENR
HYET,

REFEBY T A7) T a Ol

CLI 721 3EH M EAH R LT, REFHAYT T A2 Y 7Y a U ZHIBRTE £4, notelemetry
ietf subscription =T~ NiL, &EFAT T A7V 7T a VEHIBRLET, RESNY TR
V7varvid, BEA VA —T = A ADLORHIBRTE £77,

CLUZFERALEY TR Y T a vnHIk

Device# configure terminal
Device (config)# no telemetry ietf subscription 101
Device (config) # end

NETCONF Z{ERL =Y ITRH YT 3 o nHEIR
&D RPC DL, BEFLYT T 27 I a o ZHIGRT S HEZRLTWET,

<edit-config>
<target>
<running/>
</target>
<config>
<mdt-config-data xmlns="http://cisco.com/ns/yang/Cisco-I0S-XE-mdt-cfg">
<mdt-subscription operation="delete">
<subscription-id>102</subscription-id>
</mdt-subscription>
</mdt-config-data>
</config>
</edit-config>

IR )T avnE=Z4) Y
CLIBLOEH Y w b a2 LT, T XTOXATOVT A7 Y Ty a r 2EHTE
9,
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cLi

TLANIDOH TR YT a AT AEREYERT DITIE, showtdemetryietf subscription
av REHEHLET, a~vr Rool iz, RICRLET,

Device# show telemetry ietf subscription 2147483667 detail
Telemetry subscription detail:

Subscription ID: 2147483667
State: Valid
Stream: yang-push
Encoding: encode-xml
Filter:
Filter type: xpath
XPath: /mdt-oper:mdt-oper-data/mdt-subscriptions
Update policy:
Update Trigger: periodic
Period: 1000
Notes:

NETCONF

WIZ, TVARNIOY TR Y7y g BT A5 %K RT 2 NETCONF A »t—Of %
~LET,

<get>

<filter>

<mdt-oper-data xmlns="http://cisco.com/ns/yang/Cisco-I0OS-XE-mdt-oper">
<mdt-subscriptions/>

</mdt-oper-data>

</filter>

</get>

* Enter a NETCONF operation, end with an empty line
<?xml version="1.0" encoding="UTF-8"?>
<rpc-reply xmlns="urn:ietf:params:xml:ns:netconf:base:1.0" message-id="2">
<data>
<mdt-oper-data xmlns="http://cisco.com/ns/yang/Cisco-I0S-XE-mdt-oper">
<mdt-subscriptions>
<subscription-id>101</subscription-id>
<base>
<stream>yang-push</stream>
<encoding>encode-kvgpb</encoding>
<source-vrf>RED</source-vrf>
<period>10000</period>
<xpath>/ios:native/interface/Loopback[name="1"]</xpath>
</base>
<type>sub-type-static</type>
<state>sub-state-valid</state>
<comments/>
<mdt-receivers>
<address>5.22.22.45</address>
<port>57500</port>
<protocol>grpc-tcp</protocol>
<state>rcvr-state-connecting</state>
<comments/>
<profile/>
<last-state-change-time>1970-01-01T00:00:00+00:00</last-state-change-time>
</mdt-receivers>
<last-state-change-time>1970-01-01T00:00:00+00:00</last-state-change-time>
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</mdt-subscriptions>
<mdt-subscriptions>
<subscription-1d>2147483648</subscription-id>
<base>
<stream>yang-push</stream>
<encoding>encode-xml</encoding>
<source-vrf/>
<period>1000</period>

<xpath>/if:interfaces-state/interface[name="GigabitEthernet0/0"]/oper-status</xpath>
</base>
<type>sub-type-dynamic</type>
<state>sub-state-valid</state>
<comments/>
<mdt-receivers>
<address>5.22.22.45</address>
<port>51259</port>
<protocol>netconf</protocol>
<state>rcvr-state-connected</state>
<comments/>
<profile/>
<last-state-change-time>1970-01-01T00:00:00+00:00</last-state-change-time>
</mdt-receivers>
<last-state-change-time>1970-01-01T00:00:00+00:00</last-state-change-time>
</mdt-subscriptions>
</mdt-oper-data>
</data>
</rpc-reply>

AR —=AE, YT AT TA TaFER—HDOA R "2 ERLET, IZIFTXITOAL X R
ZO—EHDARY FELTAHMTT, 72720, FA M) —ADERITHED, TXTOA X2 b
DI OO TEHEL TWEST, ZZ2TIE, YR—FENTWVWERA N —AIZDONTH
H)q ]\/i—é—o

PR—=FEINTWVEA N =20ty hEFRRTHIIT, BEH 0 ba VEEAERHL T,
mdt-streams = > 7 712 % Cisco-I0S-XE-mdt-oper £ = —/L (YANG E7 /L
Cisco-IOS-XE-mdt-oper.yang 7> 5D H D) M streams 7 — 7 /v a g L 97,

®IZ, NETCONF LT, ¥ R—FSINTWVWDIA M) —L2BETL0E2RLET,

<get>

<filter>

<mdt-oper-data xmlns="http://cisco.com/ns/yang/Cisco-I0S-XE-mdt-oper">
<mdt-streams/>

</mdt-oper-data>

</filter>

</get>

* Enter a NETCONF operation, end with an empty line

<?xml version="1.0" encoding="UTF-8"?>
<rpc-reply xmlns="urn:ietf:params:xml:ns:netconf:base:1.0" message-id="2">
<data>
<mdt-oper-data xmlns="http://cisco.com/ns/yang/Cisco-I0S-XE-mdt-oper">
<mdt-streams>
<stream>native</stream>
<stream>yang-notif-native</stream>

<stream>yang-push</stream>
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vANG-push 2 ) —4 [

</mdt-streams>
</mdt-oper-data>
</data>
</rpc-reply>

Z OflIL, native, yang-notif-native, yang-push ® 3 DD & b —ARYR—FINTWNB I &
ZRLTOWET, A MY —2Lnative I ILAHE LTIIERATE T, WBHTxET,

GE)

YANG-push X ~1)—L

Y

WEDLZA, YR—FENTWVWABA R —2DY A MEZIRT CLIIZHY £H A,

yang-push 2 kU — A%, HAR— KA TWD YANG E7 /ML ViR s, flr —#
NR=ANELEHT —FX=2ANOT =TT, ZOAL) =L, AR —2OFTxHGRET
DT —HERETHT-0HOD XPath 7 4 W H &V AR— K LTEY, XPath I ROT — 4 % E
#7975 YANG ET/VICHESE ET,

DA M) —LAOFEFIEAT., IBOYT AT ) T g 00T, T—XOEFRFE I
EMECREINIEENH Y TTR, WHICHIEL CEHEINDL - Lixb v ¥ A, BER
ELRWT—ZDOYVT A7 )Xy a 3@ dn, @Egoyr727 )7 arbkt LTEITEIN
9,

FR—=FENTWBERE—DH—FF >y v T — =L [FET7H] T,

EHEEREREDIRTE

BIEDLZ A, BEEY TRV T a2l L, YT A7 T4 THRERT —ZDE A 7T
DWT YANG E7 VO TRET A2 FEIEILY A, BRIV TR VT a v 2HAL
T, TR FGATRTERNWT —HZ WY TR I5A4 T L LoD, K (@) 2745
N, WRhip T A ) T ra s GREEH) L7 9, On-Change /X7 U 7r—3 3 » OFEM
IZ2W T,  TOn-Change Publication for yang-push) ®IEZ ZHR L T 72 &0,

IETF K5 7 bADEH

yang-push 2 b U —AZ{EH+257 LA MUIL, 7 A U ®DIETFNETCONF UV —%F > 7 7
N—TOYPM KT 7 MZESHNTVWET, TRHERISRLET,

e AR NBHDON AR L YT AT ) T g, N—T5 03

YANG T —HX A N7 oL aBWHFHOYS T AT 547, _"—T 9207

GE)

T D KT 7 MR SN TV AROEEIZV R — I TWHERA,

TV — T 4K

AN ARG T

=FLEHETFLA Y )
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B vaNG-push o> XPath 7 ¢ L%

e PAR— FtGE L THRMICEH SN TWARWNWT RTOY TR 7 Y Figr T A—4

YANG-push ® XPath 7 ¢ v %

HT AT T A THO yang-push A b U —ANOT —4 & v ML, XPath 7 4 /L& ZfE/H L T
ETHMENRH Y EF, XPath KUTITROTA FTA NEHIVET,

cXPathATlE., VA MEFIFarTFIC1 2Oy N RBETAHEOOX—% -85
TENTEET, YAR=FEINTWEF—FREDOHE TR D EEBY T,

[{key name}={key value}]

XPath O H| 2 RITR L FET,

filter xpath
/rt:routing-state/routing-instance [name="default"]/ribs/rib[name="1ipv4-default"]/routes/route

# VALID!

BEX—ZEAT2ICE, BHOXF—HELHENLET, S0 L EITERTH 54
ENRHY ET, #HLT AN R — FIZX ST R—FShThER A,

« XPath T, F—DORIZ [ 2HEH L TEEOF—2BINL, ”. TXFHE D T L
9, XPath OF| 2 KITR L ET,

filter xpath
/environment-ios-xe-oper:environment-sensors/environment-sensor[location=\"Switch\

l\"]

[name=\"Inlet\ Temp\ Sens\"]/current-reading

YANG-push DEM/T Y fr—a v

EM 2T A7 VT a T, YT A T4 THBERICEDROT v > = BHITRIE
R EENTET, R LTS ARED—RETH-72D 2y NU—ZBNRHEL W20 T35
ERBIETHZENHY 3, WICHEFIT, FHESNIZEM X A ~— O TRHIEE SN ET,
ToE 2, WME 100 LBET D L, %7x7)7v3y®¢ﬁﬁﬁmﬁmmﬁﬁﬁ%%é
. TO®RIFTI0 B ICHEINET,

WX, EMER 7y a8t TR (17100 F) HALORRHTY, ##2% 1000 THiv
E. TR T TRHBEROEFITI0 Z L1720 £4, RETE DHR/DOHIRFFEIZ 100
(DFEV1IW) T, T7HNMETIHY THAL, TOEIE, BT T AT ) Ty a v DGgEe
I3 <establish-subscription> RPC THUREIIZERET D MENRH Y | REFHAY T A7V Fa v
DOEE LR E CTH RIS ET DL ENH Y £7,

EHI R EIFIZIZ, PAR—FENTWATRTO R T ZAR—F 7 b)) 507 %
IS ATREDTFT —AERZFIZIT— T LT LIt —nNEENTWHET,

EHI 2T 22 ) P a v BRI LTEDTFT =22V T 20 54745 & Bk S - B
TEORHFRMDIEEINET, T—FBGFETDHE D L. OB OE I @ O H
WEE L CEEEINET,

B =7\ EsRTFLARY
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YANG-push DZER/ T s—2 3> [

YANG-push DZEFIF 7)) fr—3 9

EEREH T 27 ) T a VEERT 25613, ¥ 7= 7 RN L E2RmTedlicy s
= T Z 0 ICRET DMENH Y T, £ OMOMEITH R — ]\éﬂfb\it”/uo

BEEEEYT A7) T a TR, RO T vy a8, YR IA4T73nNlr—4Dty
F{ATY (IETF OXLETER STV DLHHIER) . iUt cxEA, UBEOER
. TABNERIN, BEEHEOT —H OB THERINTWDIERICEEFEESNES, 72720
B Bip SNDEMNDOT — 3 RERRIIITTT, Lo T, AR TR U 7 g /7MT
WO U =712 T 20D THLGE. TOITONWTILNOHANERIND &, BH BN E
FEaNEd, FHEMOERLNBILIRN TV AR—F 70 halkoTERAED 4,

F7o, BERKGYT AT ) g iBEER TS D FHA, OFEV, Tt EE arT
TV TR T4 T LThH, FarTTHNOERIIV T AT ) 7 g B INET A,

ﬁﬁﬁﬁbﬁw?~&®%7xﬂufya/ ﬁﬁéh WBHEOYTAZ Y Frg LTHE
TENET, PIIRMEIRMIZETHY, T— 2 BFAAFMEICRD2ETCENU EES SNE
A,

yang-notif-native X k1) — /L

yang-notif-native 2 ~ U —AiZ, /N7 U v NOIEE D YANG A TH Y | BHDOILOA ~
¥ FY—ATCiscolOSXEDRXA T 4 T DT 7 /Juay—nEHSNTWET, ZOA KT —2A
ﬁ\ﬁ%&@éﬁﬁ%%i#éxmm74w&%%f—%waiﬁo:@xbU—A@E%
WENX, WEORRIZ/R DA X MR RELEGAICORBEINET,

COAPN)—NIEERGEYT AT ) T arDhiehR— L TWAzd, X 7= 7k
ELTEOZHRETLHILERNH Y 7,

\)

GE) BEOLZA, ZOA MY —A1EGoogle VE—h i —T % m—/L (gRPC) &M TiXY
A—hFSHTWEEA,

yang-notif-native ® XPath 7 ¢ )V %

BT AT T A T YO yang-notif-native A N Y —LANDT —F -t MM, XPath 7 4 L Z ZfEH L
THELET, XPath RiTITROTA FT A U RwH S ET,

 XPath XiFH—D AT V=7 "ERETHIVLENHLYET, ZOFT V=7 M, =2
TH, V=7, V=7V R, FLFVAMEFEHTEET,

* XPath X YANG BRI T T HIMLENH Y FI, BHEOT7 4 VX UBITYHR— K &
NWTWER A,

¢ XPathi X TliE, H—DVT 27 V7L a o TEBOA TV =7 baVR—FT&EBHL91C
EEEET () 2EATEET,

=FLEHETFLA Y )



EFLEHETLA Y |
B rworzEEoEm

TLDP ZEFF D EAN

Targeted Label Discovery Protocol (T-LDP) &, HEHEHRE SN TWRNT LA A v F RL—F

(LSR) [§® LDP & v 5 > T9, TLDP ZHEOmEEAEIL, TLDP & v g 3£ /-
IFEELZEE, BEOTLDP NREEZIET 4 =T Moz L Zlca—Fiamm L £
I, RAIZRERE S A1, TLDP 2 H N HLENRH Y £7,

ARy hR—ZO\BENT, IRO2ODF VA TEKEINET,

BRESINTZA XY M, TLDPRFRE S, T3 AL HIRS N & XIZERINET,
BANT. TLDP By > a v T v FEFIFA T LI X hERESNET,

@AY, TLDP By v a v BT v X EIdF v Lz b Ak EnEd,

S URAR—Fk O RO

T—HDFEFEL. N7V vy EZEEFROBEGRIEHAIND T ha Ll oTRED
F9, 20T baMFE T UAR— N TR FIVEMETR, REFAYT T AT a0
EBHT O halhpbIMy L CnET, T UAR— TR hand, T4 Ozra—F ¢
> 7" (XML, GoogleProtocol Buffers (GPB) 72 &) & Bz B ADOERICEEL 52 7,

\}

GB  F, BRULEZA M) 20 EHEMOENCHELEA 25680350 £7,

PR—FEINTND F T AR— K7 v haLik, gNMI, gRPC, NETCONF T,

NETCONF O kL

NETCONF 7' 12 b 2/UE, @7 A7 ) 7o a D T v AR— MIOMFEHTE, yang-push
A b U —24 L yang-notif-native A b U — ATl T& £,

NETCONF % b T > AR—hk 7 u havd LCTEHT2HAIT. RO 3 >OFF@EmE0
Hanxd,

« b7 A7 U S g Tyangpush A b U —L8EH S THT, EMREE. £33
AR FADRAMA LR Y 7 27 U 7L g U TEE SN H5A,

TR Y 7 a T yang-push A b U — A0 H S LT T, #I [RS8 En LASk o
EER T A7) T a DA,

« T 27 7L 3 T yang-notif-native A kU — AR H I TV BIGE,

yang-push 2 =X

yangpush ¥ —A A kU — AN NETCONF Z/ L CXML =2 a2 —F 4 7D KTV AKR— K&
LCEEEINDHEE, 2 20THEAEANERZINE T, ZhboFFaMERIL,
draft-ietf-netconf-yang-push-07 (2 SV TWE 77, FEMIIC DWW T, IETF 7 7 FD 3. 7HAE S
LTSN,

B =7\ EsRTFLARY
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gRPC 7O +a )L

grrc 7o o i

yang-notif-native 2 =X

V=& A KU — A} yang-notif-native D575, NETCONF Z#47 L C XML T a— RK3id
& ZDOHFAMOIEAILRFCTISOIZ K> TERSANLTWET, FHMIC OV TIL, RFCD7.16.2
HAEZHRLTIEEN,

yang-push 2 N U —LDEX & ZHER2 Y | 7227V 7o a VIDITEFBEHICIEH D A,

gRPC 71 b /UL, REFHY T A7V T arD T AR— ML TORBHTE,
yang-push A h U —ATOAFEHTXEJ, gRPC h T AKR—r7'm k2L Tl kvGPB =
=T 4 T DBPYAR— RSN THNET

gRPC 7' | /WIS ZAEHE OHEROFIIT FFE Ay 74 7) DI AR—F SN THET,
proto 7 7 A LV TCTEFRSNTLT LA M A vE—IZDO0TIX, mdt grpe_dialout.proto 3 LT
telemetry.proto ZZ M L T 72 &0,

TLARJIZBITEN TRLAFSE) T«

T U AN OERBERIX, T T 4 TIRAAL T INAA T AL TND A L 73—~DSSH,
FIRINATARATENT A HIGT A ATDT IT 4 77— st y¥~DSSH &4
L TCNETCONFt > v a » CHELENET, IV BEIHZIE. T7VA NIV TRI Y Foa v
ZIRET HNETCONFE v v a a3, MEAMHHT LT XToey v a VAL, ik
ST AMENH Y ET, o, AA T AN —RICTRXTOXAFTIv I B TRA7 Y Fa
VEFERT HALERHY T, eNMI XA YA BT A7 Y7o ab, SSHEIT L
NETCONF & v 3 > L [AEEICHERE L £,

gRPCHANYNT U NYTRI YT aid, TIVTATRAA v FELIFAZ v 7 A 3D
FTar 74 Xal—varO—fe LTTF AL RUCRESNET, AL v FA—"—%A
ToHL. TULAMIZEF~OBAFOHERPUIM S L, BERINET (XEZE~DL— PR
FoTWBHIRY) . 7 A7 VT a2ERETILEEXH THA,

GE)

FNRAADY a— KRB, TR T2 a v ORELETNA ADAZ— T v a7 4
Fal—va RIS E20ERHY ET, KD, TS AOFBEBHE YT A 7Y
Tra VBRENT N, A RICEOEEERY £T, LBELRT o AREEB L CHTENDS L, T
WA ZTT VA N ZEHE~OHERZITL, BEOMEL AL ET,

Cisco Catalyst9800 7/ YL XY bO—5 THHR— I3 XPath &

Cisco 10S XE Bengaluru, 17.4.1 Ti%, ¥ ® OpenConfig XPath Dt » k7% Cisco Catalyst 9800
V=X UAF¥ LAy ba—F THR—bENTWVET,

TLVANY) BT R7 YTy a BT SIZIE, NETCONF, RESTCONF, gNMI 7’1 k =
NREDTu TV T 4 A —T 2 ZA&MHA LT, D RPC ZFEITLET,
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https://github.com/cisco/bigmuddy-network-telemetry-proto/blob/master/proto_archive/mdt_grpc_dialout/mdt_grpc_dialout.proto
https://github.com/cisco/bigmuddy-network-telemetry-proto/blob/master/proto_archive/telemetry.proto
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<rpc xmlns="urn:ietf:params:xml:ns:netconf:base:1.0" message-id="101">
<edit-config>
<target>
<running/>
</target>
<config>
<provision-aps xmlns="http://openconfig.net/yang/wifi/ap-manager">
<provision-ap>
<mac>eth mac of the AP</mac>
<config>
<mac>eth mac of the AP</mac>
<hostname>AP NAME</hostname>
</config>
</provision-ap>
</provision-aps>
</config>
</edit-config>
</rpc>
WIZ 3 XPath 29X T, openconfig-access-points YANG ET /LD —#TH, 72721, &K
D72 1) 1% openconfig-ap-manager YANG E7 /L D—#Td, 7 L A MU BENIEL <HRET 5

£ 912, OpenConfig ET /WIZESWTEHEMTONTND I L 2B LET,

* /access-points/access-point/radios/radio/state

* /access-points/access-point/radios/radio/neighbors/neighbor

* /access-points/access-point/radios/radio/neighbors/neighbor/state

* /access-points/access-point/ssids/ssid/bssids/bssid/state/counters

* /access-points/access-point/ssids/ssid/clients/client/state/counters

* /access-points/access-point/ssids/ssid/clients/client/client-rf/state

* /access-points/access-point/ssids/ssid/clients/client/client-connection/state

* /access-points/access-point/system/aaa/server-groups/server-group/servers/server/radius/state

* /joined-aps/joined-ap/state/opstate
XPath V7 A7 FA4 75L&, ¥ T A7 T4 7 SfLlz XPath & £ DFEENOF T D XPath
DT —HEZFELET, 72L& 21X, /access-points/access-point/radios/radio/state ~37 2 7 F A 7

T5L. BEMTONTWVWETRTOY =T LZFDTFOY T arsTror—2n3iEShE
j‘o

THROY Ty bOBPULEREEIE, XPath N T7 4 VF AR E L THEHEHIRLES, Fr
EDT I HARA L N (AP) OFT —F &2 T4 NE Y ITF5HI2E, 7 — FO®%ICT—% A

LET, =& xiE, AR M ‘my hostname” TH D AP DT — X #Z(5THI12iL, 7R~

Y 7’ 3 > XPath: access-point[hosthame="my_hostname’] Z i L 3, 7 —& FHHITI1X, EH
BHORES NIV Ty FET TR, TRXTCOV—INnbOT =247V bREEN
HZEICEELTLEE N,

fhERMEICEY S 18R

WDFEIZ, 3 ODERD A —)LF ) HTRBITDENENDIERA b D/ NERERIE %
RLUET,

B =7\ EsRTFLARY
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Cisco Catalyst9800 71 ¥ L2 2> kO—5THK— k&h 5 xPath % ]

FUAF1: 4D SSIDIZL BT IVAT—)L

=R4:H/E

AP 2,000
J7A4T b 30,000
AP Z & @ SSID 4
AP Z & @ BSSID 8

AP DL MR |12

IN—

AP Z L DR A N— 96

x5 HEEREE

IRERA > b+ La—F HEEREPR (7)) HEEREPRE (7))
aLy e X1 aLy 4% X2

BN 2000 30 60

AAA 2000 30 60

AE 5 4000 30 60

27747 hRF 30,000 30 60

27 747>k CNTR 30,000 30 60

27 A 7>k CONN |30,000 60 120

BSSID 16,000 90 180

Neighbor 192,000 180 360

VA2 62D SSIDIZKBTNVA—)V

®6:%%E

AP 2,000
7747 b 30,000
AP Z & @ SSID 6
AP Z & ® BSSID 12
AP Z L O R A 12
IN—
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AP T L DA N— 144
* 7:HERR

IRERA > La— |H#2ERERR HESZRE PR

N (F) ()
aLY4X1 |aLsv A X2

2N 2000 |30 60

AAA 2000 30 60

SHEH 4000 30 60
7547 KRF [30,000 (30 60
7547k 30,000 |30 60
CNTR

7547k 30,000 |60 120
CONN

BSSID 24000 [120 240
Neighbor 288,000 |240 420

U A3 650 SSID I LB Ar—L

®8:8B%E

AP 1,000

7747 b 15000

AP Z & ® SSID 6

AP Z & @ BSSID 12

AP Z L O xR A 12

At

AP Tl DA = 144

% 9:#EMR

IRERA >k La— |H#ERE HE 22 R PR
N () ()

aLY4X1 |aLv 4 X2
2N 1000 |NA 30

B =7\ EsRTFLARY
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SO TILDOETIVEEFHE T L A 1) RPC

yrInorrienzyLs vy ree i

IRERA Vb La— |H#ERRE e 42 b

N () ()
aLYEX1 |aLy s X2

AAA 1000 |NA 30

) 2000 |NA 30

7747 ~RF [15000 |NA 30

y5 47k 15,000 |NA 30

CNTR

yS5LT R 15,000 |NA 30

CONN

BSSID 12,000 |NA 120

Neighbor 144,000 | 224 72 L 180

WDE 7> aTiE, RRCOFIDY A &L, VT A7 VT2 g OFREHFIEZOWDTHBA

L/\li‘g—(]

BEFHAT TRV T avnER
BHEEH T A2 Y T a vz R—KLTHD YANG T LD Y A h&F AT HICIE, show
platform software ndbman switch {switch-number | active | standby} models =~ > K& H L &

FIRDEE

N

‘j—O

GE)

BAED L Z A, REFEHIT T ATV T a  OFBIHEHTESDILgRPC 'R Fa/LDOKRT

‘/Jﬂo

enable

©ENDGOHAWN

configureterminal
telemetry ietf subscription id
stream yang-push
filter xpath path
update-policy {on-change| periodic} period
encoding encode-kvgpb
sour ce-vrf vrf-id

sour ce-address source-address
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10. receiver ip addressip-address receiver-

EFLEHETLA Y |

port protocol protocol profile name

1. end
FIE D
ARV RFERETI3 Y EL:y
ATFw 71 |enable FiHE EXEC E— &AL E T,
i : « RRAT—REANLET ERENEHA)
Device> enable
5w 2 |configureterminal ZTa—\)L a7 4 X2 lb—3ay EB— FEELG
i - LET
Device# configure terminal
2573 |telemetry ietf subscription id FLARYOYT RS Y T a v EFRL, 7L A
Bl - MNVY TRV TFvary B—RERBLET,
Device (config) # telemetry ietf subscription 101
AT 74 |streamyang-push YT27 VT a DA RN —LEBHELET,
i
Device (config-mdt-subs)# stream yang-push
RT7w 75 |filter xpath path YT A7 YT gD XPath 7 4 VE EBIRELE
i kK
Device (config-mdt-subs)# filter xpath
/memory-ios—-xe-oper :memory-statistics/memory-statistic|
AFw 76 |update-policy {on-change| periodic} period YT A7 )Ty a r DEMREFARY > — 2R E
i - LET
Device (config-mdt-subs) # update-policy periodic
6000
A5 w71 |encoding encode-kvgpb kvGPB = o — REMEELE T,
i -
Device (config-mdt-subs)# encoding encode-kvgpb
RTwv 78 |sourcevrfvrf-id V—ADVRF A VAR A BHELET,
i
Device (config-mdt-subs) # source-address Mgmt-intf
R w79 |source-address source-address EELT RLAEZRELET,

51

Device (config-mdt-subs)# source-vrf 192.0.2.1

B =7\ EsRTFLARY
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RPC DZEEHH Iz T avonE |

AV RFERETI3 Y EL:Y

AT w 710 |receiver ip addressip-addressreceiver-port protocol | EEHIOZEZDIP 7 KL A, Fu hal, BIO
protocol profile name TuT A NERELET,
1
Device (config-mdt-subs)# receiver ip address
10.28.35.45 57555 protocol grpc-tcp

ATvIN |end FLARNYHTRI YT a0DaALT 4 Fal—
Bl - vay B— REZRT L, f5E EXEC T— FIZRD

Device (config-mdt-subs) # end

£9

gRPC DZEFEBH TRH ) T a v DHRTE

FIRDHE
1. enable
2. configureterminal
3. telemetry ietf subscription id
4. stream yang-push
5. filter xpath path
6. update-policy {on-change| periodic period}
7. encoding encode-kvgpb
8. receiver ip addressip-address receiver-port protocol protocol profile name
9. end
FIED FH
OV RERETIV3 Y B#Y
AT w1 |enable FiHE EXEC £ — REAMT L ETS
f ¢ NMAT—RKEANLET (ERINEHE) .

Device> enable

ATy T2

configureterminal

1 -

Device# configure terminal

Ja—s)L a7 4 Falb—g )y T— KEHE
]\/\i‘g_O

ATvT3

telemetry ietf subscription id
{5

Device (config) # telemetry ietf subscription 8

FTLARNIOYT 27 ) FarEEHRL, T LA
NUHT 27 7Fay T— Rt LET,

ATy T4

stream yang-push
1 -

Device (config-mdt-subs)# stream yang-push

YT 27 a DA N —AEBRELET,
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avYRFERET7IOI Y BRI
Z 7w 75 [filter xpath path BT A7 Y S gD XPath 7 A VA EIEELE
1 R

Device (config-mdt-subs)# filter xpath
/iosxe-oper:ios-oper-db/hwidb-table

25w 7 6 | update-policy {on-change| periodic period} VT2 YTy a v OEEHEGHARY L —EBREL
{5 ESR
Device (config-mdt-subs) # update-policy on-change

25 v 71 | encoding encode-kvgpb KVGPB = > 51— %46 L £,
{5

Device (config-mdt-subs)# encoding encode-kvgpb

2w 8 |receiver ip addressip-address receiver-port protocol SHEHIOSEZOIPTY KL, Fua hal, BLOS

1

Device (config-mdt-subs)# receiver ip address
10.22.22.45 45000 protocol
grpc_tls profile secure profile

protocol profile name n7 7 ANERELET,

A5y 79 |end
1

Device (config-mdt-subs) # end

TLARNIY TR YT varoar7 4Fal—
varyE—REKTL, FFHEEXECE— NIZED
7,

HEI—FDRE

YT RN a URIEFIEREIND &, T8 RIVT R 7 ) 7 g iR notif-bis:ok 13
FOB 727 V7o arID CSELET, WIZ, BT R0 723 v DIG%E RPC A v
t—UOHlERLET,

<rpc-reply xmlns="urn:ietf:params:xml:ns:netconf:base:1.0" message-id="101">
<subscription-result xmlns="urn:ietf:params:xml:ns:yang:ietf-event-notifications"
xmlns:notif-bis="urn:ietf:params:xml:ns:yang:ietf-event-notifications">notif-bis:
ok</subscription-result>

<subscription-id
xmlns="urn:ietf:params:xml:ns:yang:ietf-event-notifications">2147484201</subscription-id>
</rpc-reply>

NETCONF 54 VILA VDY TRH ) T a Ty 1 BHDZE

FRAZNS T v a2 E8NHY T 22 ) Foa VEBEIZXMLRPCIERTH Y . FH 5 0ERK
SNRUNETCONFE v v a VXV EEENET, YT RA7 T4 TRBIEROBER E721L
' I —|Z datastore-contents-xml % 7 N TR INFE T, WIZRT DL, T T AT T4 TS EHR
ZiRft+ 5% 7 )L RPC A v —TT1,

<notification xmlns="urn:ietf:params:xml:ns:netconf:notification:1.0">

B =7\ EsRTFLARY
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HIRH1) T3

47251y 7vavoimons [

<eventTime>2017-05-09T21:34:51.74%Z</eventTime>
<push-update xmlns="urn:ietf:params:xml:ns:yang:ietf-yang-push">
<subscription-id>2147483650</subscription-id>
<datastore-contents-xml>
<cpu-usage
xmlns="http://cisco.com/ns/yang/Cisco-I0S-XE-process-cpu-oper"><cpu-utilization>
<five-minutes>5</five-minutes></cpu-utilization></cpu-usage>
</datastore-contents-xml>
</push-update>
</notification>

YT R a UIMTONDIERESRNETH LG, £XFN08H &RiftET7 7
AP A KR E) THOHFAELRZWEGES, EMFHITZEC/R0 . B K datastore-contents-xml
2T HRROZ LT T, WITTT O, EMEHNZETHSD RPC A vE—TOHTT,

<notification xmlns="urn:ietf:params:xml:ns:netconf:notification:1.0">
<eventTime>2017-05-09T21:34:09.74z</eventTime>
<push-update xmlns="urn:ietf:params:xml:ns:yang:ietf-yang-push">
<subscription-id>2147483649</subscription-id>
<datastore-contents-xml />
</push-update>
</notification>

ANE:3 H0):ES

BAEOY T A7 Y 7y arO—EEBfT 5121, <get>RPC % Cisco-I0S-XE-mdt-oper &7 /L
WCRELET, BUEDOY T A7 U v a v O—RaF7T 5101E, showtdemetryietf subscription
avy RbHTE LT,

WIZ, <get>RPC A v —VDFlZRLET,

<rpc message-id="101" xmlns="urn:ietf:params:xml:ns:netconf:base:1.0">
<get>
<filter>
<mdt-oper-data xmlns="http://cisco.com/ns/yang/Cisco-IOS-XE-mdt-oper">
<mdt-subscriptions/>
</mdt-oper-data>
</filter>
</get>
</rpc>

Wiz, RPCISEDHZR L ET,

<rpc-reply xmlns="urn:ietf:params:xml:ns:netconf:base:1.0" message-id="101">
<data>
<mdt-oper-data xmlns="http://cisco.com/ns/yang/Cisco-I0S-XE-mdt-oper">
<mdt-subscriptions>

<subscription-id>2147485164</subscription-id>

<base>
<stream>yang-push</stream>
<encoding>encode-xml</encoding>
<period>100</period>
<xpath>/ios:native/router/ios-rip:rip/ios-rip:version</xpath>
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</base>
<type>sub-type-dynamic</type>
<state>sub-state-valid</state>
<comments/>
<updates-in>0</updates-in>
<updates-dampened>0</updates-dampened>
<updates-dropped>0</updates-dropped>
</mdt-subscriptions>
</mdt-oper-data>
</data>
</rpc-reply>

IZ. show telemetry ietf subscription dynamic brief =~ > RO HHZ7R L £,

Device# show telemetry ietf subscription dynamic brief

Telemetry subscription brief

ID Type State Filter type
2147483667 Dynamic Valid xpath
2147483668 Dynamic Valid xpath
2147483669 Dynamic Valid xpath

&Iz, show telemetry ietf subscription subscription-IDdetail =2~ > KOH B %2R L ET,

Device# show telemetry ietf subscription 2147483667 detail
Telemetry subscription detail:

Subscription ID: 2147483667
State: Valid
Stream: yang-push
Encoding: encode-xml
Filter:
Filter type: xpath
XPath: /mdt-oper:mdt-oper—-data/mdt-subscriptions
Update policy:
Update Trigger: periodic
Period: 1000
Notes:

IZ. show telemetry ietf subscription all detail =~ > RO HHIZ R L £,

Device# show telemetry ietf subscription all detail
Telemetry subscription detail:

Subscription ID: 101
Type: Configured
State: Valid
Stream: yang-push
Encoding: encode-kvgpb
Filter:
Filter type: xpath
XPath: /iosxe-oper:ios-oper-db/hwidb-table
Update policy:
Update Trigger: on-change
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Synch on start: Yes
Dampening period: 0
Notes:

WD RPC OFlIL, RESTCONF Z{HEH L CH T 27 U Foa v OFMEPBIGT L FEE2 LT
ﬁ—o

Subscription details can also be retrieved through a RESTCONF GET request to the
Cisco-IOS-XE-mdt-oper database:
URI:
https://10.85.116.28:443/restconf/data/Cisco-I0S-XE-mdt-oper:
mdt-oper-data/mdt-subscriptions
Headers:
application/yang-data.collection+json, application/yang-data+json,
application/yang-data.errors+json
Content-Type:
application/yang-data+json
Returned output:
{

"Cisco-IOS-XE-mdt-oper:mdt-subscriptions": [

{

"subscription-id": 101,
"base": {
"stream": "yang-push",
"encoding": "encode-kvgpb",
"source-vrf": "",
"no-synch-on-start": false,
"xpath": "/iosxe-oper:ios-oper-db/hwidb-table"
}l
"type": "sub-type-static",
"state": "sub-state-valid",
"comments": "",
"updates-in": "0",
"updates-dampened": "0",
"updates-dropped": "0O",

"mdt-receivers": [

{

"address": "5.28.35.35",

"port": 57555,

"protocol": "grpc-tcp",

"state": "rcvr-state-connecting",

"comments": "Connection retries in progress",
"profile™: "™
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NETCONF-YANG /X F https://tools.ietf.org/wg/netconf/draft-ietf-netconf-yang-patch/
YANG =7 Z 7 ua— https://github.com/CiscoDevNet/yang-explorer
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