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PowerOn Auto Provisioning (POAP) [, F* v~ h U —7Z#] TE A X417z Cisco Nexus A1 v
FIZXH LT, YT RT 2T A A=Y DT v T T L= REMER T 7 ANDA VA =L DTk
AxzHBELET,

POAPEREZ A X 72T A ANKEE L, AX— T v THED RO WS T30 A%
POAPE— RIZAY | DHCP#——%fE, A v F—T A AIPT RLVA, F—h U= A,
BLODNS h—nR_—DIP 7 FLAZFEHALCHHEE 77— A 77 LET, £/, TFTP
P—NR—=DIPT FLAZRHL, FUrn—RT51-00A, v F 2B L, @Ry~
N2 T ARV R 7 7 ANEL T 00— RLTA VA M= VT DA ) T N 2L
»u—RLET,

\)

(GE¥)  DHCP {E#%. POAP LHRA /A SN EJ,

POAP Df=-bD v b T —0 ZH

POAP 121X, IROX Y NT—T A4 T TNRNETT,
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cAVB=T A APT RLA, = U= T RLA BEBFAL Y F—h VAT A
(DNS) ¥ —/3—%7— k2 }Z » 7+ % DHCP #—/5—,

VT RNT T A A=V DA A M=V ERERO T 0 2% BE LT 28 A7 VU 7 F DR
BENTWD TFTP £721X HTTP ¥ —/3—,

C MBI T RN =T A A=V ERERT A NAPREINTND 1 B EOY—/N—,
* USB AT 54 . POAP IZ DHCP — "—F 721X TFTP — _R— I/ H Y FH A,

1:POAP -y v 7—D 4275

Script Script Server

Configuration and
(HTTP and TFTP)Server i e

Software Server

DHCP Server (SCP, FTP, SFTP, HTTP)

|

[ ] ]
m =
Configuration File and
IP Addrass, Gateway, s s SR Software Images
Script Server, and Script File P T

Default Gateway

G

Nexus Switch

POAP M E31E

POAP L, VAT MBI WEAICHENIRY T, 7— T v 7O L LTETEN

£7, 2L, PR ERIZ POAP DA A A /N A TEET, POAP & KFEHIIT M2 7
DG (VAT DT 2 0EATYH),  [systemnopoap) 2~ RaEffTcEEd, o=

~ 2RI (DR WVIGE T H) IROELEIRFIZ POAP 2B SN2 K 9 IC LE T, POAP &

BT D121, Tsystem poap) =~ RE721E lwrite erase poap] =~ RZEFEH L ET,
l'write erase poap] =~ RiZ, POAP 7 7 7 %#i{§E L, POAP #HhZ L £ T,

o f5i] : POAP D MEZL,

switch# system no poap
switch# sh boot
Current Boot Variables:
sup-1
NXOS variable = bootflash:/nxo0s.9.2.1.125.bin
Boot POAP Disabled

POAP permanently disabled using 'system no poap'
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POAPa T FaL—vavzoyTt ||

Boot Variables on next reload:

sup-1

NXOS variable = bootflash:/nxo0s.9.2.1.125.bin

Boot POAP Disabled

POAP permanently disabled using 'system no poap'

switch# sh system poap

System-wide POAP is disabled wusing exec command 'system no poap'

POAP will be bypassed on write-erase reload.
(Perpetual POAP cannot be enabled when system-wide POAP is disabled)

5] : POAP DAL,

switch# system poap
switch# sh system poap
System-wide POAP is enabled

%5 : POAP Dl 2

switch# write erase poap

This command will erase the system wide POAP disable flag only if it is set.
Do you wish to proceed anyway? (y/n) [n] y

System wide POAP disable flag erased.

switch# sh system poap
System-wide POAP is enabled

POAPO >4 FXalL—3> R T

Python 7' 77 I v 7V Efkz il L TR SNIERAZ U 7 oY 7V HE STV E

T EENTWLAZ VT ML, Ry N = BREOEMZHIT L OICEET 52
LEBEIDLET,

POAP A 7 U 77 K3 https://github.com/datacenter/nexus9000/blob/master/nx-os/poap/poap.py (Z & ¥
i —a_o

Python ZfEH L CAZ UV 7 N &2EET5121L, ZHEHOT T v b7+ —20 [Cisco NX-0S
Python APl UV 7 7 L' A B4 Rl 5L T 7230,

POAP X5 Y T EEXLUPPOAP RS Y T AT 3 nFEH

POAP A7 U 7 M & T 281IC., ROBIEEZFITLET,

1.

AT VT MO EHICHDIA T arT47aF ) ERELT, By N7 v 7IZBEET S
TRCOF T a DA VT MIEENDLHIICLET, T7410 0% (T 740D
F7 T a UHEEET) EEEEE LN TLE N,
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B rorr x5y T rBELUPOAP RS YT FTL 2 DR

2. Yz avwr REFEALT, ERENTVWDLLEIICPOAP A7 U RO MD; F =74
LAEEHLET,

f=poap_nexus_script.py ; cat $f | sed '/*#md5sum/d' > $f.md5 ; sed -i
"s/*#md5sum=. */#md5sum=\"$ (md5sum $£.md5 | sed 's/ .*//')\"/" $£

3. TNRARICAZ— T v THEENHDGEF, EXAABEEEZFATLTT A, A2 n—
}\\\ ]\/i—é‘o

WDOPOAP AV VT N AT v auBELT, POAPAZ VT NOEBMEAER CXEJ, ¥—
N=MBE T 7 A NET T ra— RT5EXE AA N, 22— -4, BLUOVIRATU— R4
Tra YPNEETT, =Y TF VT 4 2R TN TOE— FTIL, target_system_image & 4%
TY, BHFNRTA—ZIIAZ VT ML o TSI, MENT A—ZPNEE LRV, A
7V 7RI IEShET, AR M, 22— -4 BLXORRT—=RERSTXTOL TV 3
NE, TIANNDOF T a v BbHVET, AT var T4 a ) THET v a VEEE
L7aWgGE, 7740 RS ET,

* username
V== T 7 AN EF T ru— N5 L ST D2—F -4,
. password
P=N=Ino T 7 A NEF T n— T 5L IMEHT LAY =T,
* hostname
Tr7ANDE T a— RIEDH—_R—DAFTETZILT RV A,
«E—F (Certificate verification mode)
7 7 # /v M serial_number T,
ROWTNUIDOAT v a v a2EALET,
N=VFT«
tarball 7> 5 A A v F &85035 Tk,
* SERIAL NUMBER

KT 7 ANZBEIRETDEIAL v TFDOINTNAES, BT 7ANVDY ) T ILESD
0% conf.serialnumber T3, #il: conf. FOC123456

* hostname

L7 7 A VA ZRET DT-OICDHCP A7 v a VTR To R A MMy, T 7
ANDKRA ORI, conf hostname.cfg TJ~, # : conf 3164-RS.cfg

°mac

W7 7 AN EBRETHA L F—T 24 ADMAC T FL A, K7 7 A /L DK A
r DFUL, conf macaddress.cfg T9, £ : conf 7426CC5C9180.cfg

* raw
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POAP X% ) 7+ &5 &UPOAP 2o YT+ 4+ T avnim [

W7 7 ANAIT, AT arTREShELBV IR ShET, 77 A AAIFE
B EH A,

* location

CDP R A =1L, #7 7 A NGB HRET HI2DICERESNET, k7 7 A LD
BT O conf host intf.cfg T3, ZZ T, host | POAP A X —7 = —A%&N L
TTNAA RCEH SN TNDHREARNTHY | intf IXPOAP A ¥ — 7 = — AP S
NTWHIVE—K A H—7x2—ATT, fil: conf remote-switch Ethl 8.cfg

. l‘\gfd:;(/\o—x

POAP DFEDKIBIZ A EE /7 KB AT D A~R— R, F 7 4/ MiEIZ 100,000 T7, #HE A
Ty TDT T T —=ROGAE, X—7F >y b A A—=VDT v 77 L— KRR H Dk
DA A=Y DYV A REFRELET,

* transfer protocol

VSH THAR— K ZFL TV 5 http, https, ftp, scp. sftp, tip 72 EDHRET 1 b2/, 77 4+
JV R sep T9,

*config path
P R— EORER T 7 A VD IRA, B : Aipboot, T 7 A /L b i /var/lib/tftpboot T,
* target _system_ image

JE— p YN AT n— R 54 A=V OL4RT, AL, POAPASE T L-IC
BS54 A=V TT, ZOFTvavid, A=Y F VT 4 2R TXTOE— FTUA
DIRFTA—=HTT, 774/ MNE ] TT,

* target_image path

P N—= LD A A= ~D/A, i : /thpboot, T 7 4 /v b iZ /var/lib/titpboot T,
*destination-path

A A=Y EMDS H LEH T m— RT 53R, 77 4/V MM /bootflash T,
*destination_system_ image

BESIEA A=Y T AN, FBELRWEE, 7 7 4 /L Md target system_image 4 (272
nET,

*user_app path

22— =27 V7 ==Yz b, BLOR2—P— T NEEINLTNDH—3—
Lo A, F 7 5V B i var/lib/tftpboot T,

*disable md5

ZiE, MDS F = v 7 BRI T D MEN S DAL True T, 7 7 44 ME [V 2
(False) 1 CT9,

*midway system_ image
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B rorrzouTrssuPAP 2oy T+ TL a0

BHOYVAT AT v T L— RIUERT 54 A=Y D40, 7 7 4 /V hTiX, POAP R
V7 NIT v 77— R ANATRERPEA A=V OL4RTE RO THERALES, 2B
Ty I T — RTRIOHRIA A —VEEIRTHGAIL. 2O vaBRELET, 7
ZxN M ] TT,

source_config file

raw E— RZEHT 256 O T 7 A VD4R, T 7 4 /v M poap.cfg TT,

vrf

Zryono— R LI 25 VRE, VRE IZPOAP 7ut X 2k > CHEMIZCERESINE
9, 7 7 4 /L biX POAP VRF BREiZ% T4,

destination config
Zvm— R LIRS 5480, 7 7 4+ /L b poap_replay.cfg T,
split_config first

WA BT D BN & D552, B ORI 2401, MRE AT D7
Wiz e—KFpExlcoBrdEfsnEd, 7744 M poap l.cfg TT,

split_config_second

BRI BN STV DA 2 & B ORG240, 7 7 4 /0 MiX poap 2.cfg
‘@‘é—c

timeout config

W7 7 ANVDa—pX A4 L7~ (BHA) . 7740 ME120 T, LA —A
A—=DUSNOEE, ZOF T a AIMEA ST, POAP Vet ARNL A LT 7 M LE

Ty VHY—AA—=VOHE, FIPIZZOX A LTV heabt— JukxCignins
ATV AEHALETR, scpBILOMMOT 0 ka2 VZZDXA LT T heat—7
2 AR LET,

timeout copy system

VAT UAA=VDAE=DIA LT T N (BHALD), 7740 I 2100 T, LAY —
A A—=VUSNDOYE, ZOF T a ViFER ST, POAP 7t ARX A AT 7 FLE
Ty LHY—AA=VOHE, FIPIXZOX A LTV heabt— JukxCignins
A 7TavvAMEALETR, scpB OO0 b2/ WZZ DX A LT T heat—7
o AZEHLET,

timeout copy personality

N=YF VT 4 tarball DI E—DX A LT 7 b (FPHALD), 77 4/L MX 900 T, L7
VA A=VUSNDOEE, O Ty a VFER ST, POAPT R ARL A LT T b
LET, LA —AA=DA, FIPIZZDEA LT U heart — Fut 2Tl

vy Ay 7atRAEALETE, scp BEWMLDOT 2 ha/ViZZ XA LT D N
v— oA LET,

timeout_ copy_ user
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POAP 0> DNS 7 L T DHCP $——nt v +7v 7 |

DY —R7 YT b=V b EAE—TBEDS A LT Y (BHAD), 77 AL b
1£900 TJ, LAY — A 2A—VLSNOHE, ZOFT v a A IS, POAP 7t
ANEA LT T RLET, LHY— A A=VDEE, FIPIZZDZ A LT 7 b —
Tt ATER v A TR RIEHLETN, scpBLOMO 7 haviZZoX
A LT Reat— ot AfEHLET,

* personality path
N—=YF VT ¢ tatball DX 7 — RtdD Y £— bk /X2, tarball NF 72— RKE N,
W=y F VT 4 FaAREND L, =Y T U T 11d, tarballiREN THIE SN2
BTN ORI R TCOT7 7 A VX T rua— RLET, T 74V MM var/lib/tfipboot
‘(“j‘o

* source_tarball
Zyrua— R 53— F U T ¢ tarball D4 I, 7 7 A+ /V M, personality.tar T9,

*destination_tarball

Horma— RO/~ F VT ¢ tarball DA HI, T 7 4/V M, personality.tar T9,

POAP @ DNS 72 L T® DHCP H—/I—Dt vy r 7y F

Cisco NX-OS U U —2Z 7.003)I6(1) LAF%. tftp-server-name [ DNS 47> 3 U7 L CEHTE &
T, LARTOY U —ZATDNS 72 L T POAP MEREZ AT T DITIX, 150 DI AZ N AT a v

ZfHEH LT tftp-server-address {5 ET HMLENRH VY £,
tftp-server-address 47> = &AM T 5121, dhepd.conf 7 7 A VDO FFE TR ZFRE L £,

option tftp-server-address code 150 = ip-address;

i

host MyDevice {
option dhcp-client-identifier "\000SAL12345678";
fixed-address 2.1.1.10;
option routers 2.1.1.1;
option host-name "MyDevice";
option bootfile-name "poap_ nexus_ script.py";
option tftp-server-address 2.1.1.1;

}

WDENL, IPv6 24 L7 POAP @ DHCPv6 DX EZ K L TWVET,

default-lease-time 3600;
max-lease-time 3600;
log-facility local7;
subnet6 2003::/64 {

# This statement configures actual values to be sent
# RTPREFIX option code = 243, RTPREFIX length = 22

# Ignore value 22. It is something related to option-size RT PREFIX option length.

# lifetime = 9000 seconds

# route ETH1 IPV6 GW/64

# metric 1

option dhcp6.next-hop-rt-prefix 2003::2222 243 22 9000 0 1 ::;
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#ipve ::/0 2003::2222
#Another example - support not there in NXOS - CSCvs05271:
#option dhcp6.next-hop-rt-prefix 2003::2222 243 22 9000 112 1 2003::1:2:3:4:5:0;

#ipve 2003::1:2:3:4:5:0/112 2003::2222

# Additional options
#option dhcp6.name-servers fec0:0:0:1::1;
#option dhcpé6.domain-search "domain.example";

range6 2003::b:1111 2003::b:9999;
#range6 2003::c:2222 2003::c:2222;
option dhcp6.bootfile-url "tftp://2003::1111/poap github vé6.py";

POAP D—E L LTHRDA—H—FT—42, T—Pxz b, BEXURTY
JrOAHO—KEFEH

FFvar T4 aF IO T, download_scripts_and_agents A% H 0 £, —H—

Ay VT NeTF—2EFyra— RT 5551, &YIO poap_log 7O AL NashL, —if

@ download_user_app BN LZH L CKT7 7V r—varv iz vru—RKLEd, &
W CiscoNX-OS "=V a 37 4 L7 FUORJRH At —Z2 ¥R —F L TWianed, £0 X
2727 4 L7 b U idtarball(TAR 77— A ) IC AT S, AL v F T EfMET 2 0ENH
Y ¥4, download_scripts_and_agents B> /T A —Z [ZRD LBV T,

« source_path - 7 7 A /L £ 72 id tarball 238 D5 ~D /S A, ZDNT A= FMHTT,
%1 : /var/lib/tftpboot

e source_file-# vt — K457 7 A VDL, ZD/RT A—HTMHETT, #: agents.tar,
script.py 72 &,

edest path- A A v F LD T 7 A NEF 70— KT8, URNCFEE LR -72F 4 L
7 FUBMERENE T, TIUIBBERIRE/R /ST A—X TF, T 7 # /L M /bootflash T,

edest_file- ¥ m—RNULIET 7 A WTHHT D40, ZHUTEAIEATRE/R/NT A — & TT,
T 7 F IV MMEIEFE STV source_file T,

s unpack - 7 > 7% 7 O tarball AMFET L0089 AR LE T, I tar -xf tarfile-C
Ibootflash TITWFE T, ZAUFEMEFIRE/R/NT A —H TF, 7 7 4L MI[WW 2 (False) |
<7,

« delete_after_unpack - 7> /3y 7 BWF L7 X 7 > a— R L7z tarball ZHIBRT 2008
9 & LET, unpack 23 False D35G, 2hRITHY E¥ AL, 7741 MI [V R
(False) ] T,

Zoyvn— REREEZERT 5 L. POAP DFATICHLERT R COT—V =2 e T 7 A NV EH
vor—RTEET, =—Yx FEMIBT HITIE, POAPICE > TH U u— RN FELT
FERRICHERDNEET A MERH Y £, RIZ, =—Y =z b, A7 Va—7, BXWeron =
MU % EEM & & HICEHTEET,
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poap . [l

POAP JLTE
POAP 7 R ZIFKRD T = —ARH Y £,
1. BwBEEA
2. USB Of@t
3. DHCP Ot
4. 27 V7 NDFET
5, A VAN —=NHEOYE—F

INHDT = —ANTIH, ORI S84 L9, KIZ, POAP LEL D 7 b —[X % 7R
L%,

2:POAP .32

+— Yes
Boot up nomally with
slanup configuraton.

Begin exsting interactve
selup over senal console.
Execute POAP
configuration script.
descovery successiully
and oblaines P address and
TFTP sarwer addess whare
POAP seript
file resides.
Yes
Execute DHCP discovery and Swilch downloads the POAP
obtain [P address and TFTP sciigt file and execules it.
sorver address of where o get
the software image file.
¢ &3 the s
Swieh downloads he mage < Mo boaotflash contain he
noled in the scipl imaga noted in the
scrp file?
Switch determinas the
5| Name of the configur aion i
* e anddownioadsh [©

Switch replays the
confliguration file o
conbauie the swilch.

Configur aon 5 saved
locally 1o NVRAM.

a0
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B =rzro:-—x

BREAT7I—X

TNA ZADEREND TERATDH L, T ATREFCA A =N ENTEZY T v 72T A
A—=T%u— L, BENMEHT 28R T 7 A VAR LUES, BT 7 A VR RO E R
72346, POAP T— KNGS E T,

EEhf, POAPZHIEL CEEDE Yy 7 v FIClTenE I madifiRT 57 a7 R RE
NFET, POAPEZKR TTAHZEL, BITTAHZELTEET,

\}

GE¥)  POAP Z#iiTd 2HA. 2—VOERIEIIVNED Y £ A, POAP ZH LT 5008 9 a iRt
5707 ME, POAP LEENE T35 F TR I NFITET,

POAPE— RZKTTHE, MEDA L ET 7T 47y b T v 7 A7) 7 BB ENE
9, POAPE— R&HATTDH L, TXTORINE/SRNDA  F—T = A AXT 7 4/ MRET
M x4,

USB#EH 7z —X

POAP BT 5 &, FutR LT 7B AAHERT X TDUSB T/ ZAD/L— kT 4 L7 |k
UG POAP A7 V7~ 77 A (Python A7 U b 77 A/, poap_script.py) . K~ 7
AN, BEOVATLEXF v I AL — N A A=V ERBLET,

AT VT N 77 ANNBUSB T /NA A THOMMST28HE . POAPIIAZ VT SOFEITEBMG L
F9, A7 VTN 77 AR USB T3 AHIE LW A1, POAP (X DHCP Ofi % 5
ITLET (EENSRAELIZEAIL. POAP 3kIh £ 721X FH) T POAP V't A %EILT 5 F
T. POAP 7'u -t %% USB F‘ij DHCP i & 22 FAIZEITLET) o

A7 VTN TRESNZ Y 7 N 2T A A=VBIOAAL v FHERT 7 A VHFET D
AL POAP X, ZNHDOT7 7 ANERALC, Y7 hvxT a4 A=V L, A v T &t
LET, Y7 b7 A A—VEBLOAAL v TFHERT 7 A4 LD USB 7734 ATAFTE L7e
BE. POAP X7 U —> 7 v 7% L CDHCP 7 = — X &I LB L ET,

DHCP #EH 7 = —X

AA T, BIE SRV DOA H—T 2 A AFE721X MGMT A > ¥ —7 = A A, DHCP #—
N—/135H O DHCP A7 7 — % %5595 DHCP Mt A v — U2 X ELET, (KROMESH
LTL &V L CiscoNexus A v F FEODHCP 7 AT > M., 7294 T MDA T3
NCAA v F I TAEEEMLH LT, £V K% DHCP ¥— N— {2 S ¥ £ 7, DHCP
H—r—| i ZODEFHALT, IPT RLVRARLAI VT N 77 A NVE7EDEHR%E DHCP 7 7
AT MIORTZENTEET,

POAP (Z1%. 1% 3600 # (1 Ff) o DHCP V — A2 /B T4, POAP X, DHCP V —
W 28 L £ 9, DHCP U — X HiRI2% 3600 > (1 i) 127z 72\ 854, POAP (3 DHCP =
Iy — g rEETLER AL

*7-. DHCP #ith X v & —Cld, DHCP U — =M HLDRDOA 7> a o 2EELET,
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pep 7z —2

o TETP ¥—/ 344 £ 721X TFTP ¥— X 7 K L2 : DHCP ¥ — X TFTP ¥ — 34 £ 7-1Z TFTP
P— N T RURA%ZDHCP 7 747 > MIHHELE3, DHCP 7 74 7 MIZ DIE#R%E
fEF LT TFTP — =1l L, A7 VT~ 77 A NVERELET,

e 77— N7 7 AN4% : DHCP #— NI DHCP 7 54 7> MZT— N7 7 A N B FELE
T, T— N7 7 ANLITIE, TFTPH— N ED T — K~ 7 7 A L ~DSERNANEGENET,
DHCPZ SAT7 v ME, ZORBFREFHA LAV N7 7 AN EBF T ra—RLET,

P2 72985 D DHCP 47 7 — N2 5 &N 5 &, RANCEIE L2 b ORZIF AL B,

POAP 7' & R TIR DB HEA FF, 7 /34 A%, BRI 72 DHCP H—/3 & @ DHCP =
vr—igr (EREFERIGE) ZFEITL, DHCP — N AL v FIZIP T RLA%&E DY
TEJ, POAPLELOEFGED AT v T T2T—NRETHE, IPT FLUAIDHCP IR SN E
ERS

B 72 9 DHCP 47 7 —MFE LR WA, AA v FILDHCP r v ——v 3> (FR
CHERRINE) ZFETET. IP T FLATEI DY ToHNERA,
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B ororrssrzusIL—s7yr

3:DHCP#EH O+ R

L4 I
CHZPDISCCVER an front-panal
interfaces or MGMT interiacs

o '

Collate and salect
DHCPOFFER

—  DHCPOFFER
S salected?

=

DOHCPREQUEST
the selected OFFER

e

i DHCPACK 7
_;-F"'_ﬂ;t:;.

~—
—

Yas

the intarface in
managamant VAF.

!

Configurs default gateway
on the interfacs in
managemsnt VAF.

!

Configure DNS (if any).

|

Spacified script
down loaded.

‘ Configure |IP address on

as1729

POAP 54+ 32wy TJL—UFDk

Cisco NX-0S U U —2 7.0(3)I4(1) LAF%, POAP (%, HHE L7=AR— hD 1 2DOE%IZH H DHCP
== LES LT, A= bEENICHEILES, ik, 7L—27 7 87—
DY HR—F SN TR oT2725, POAPIZfEH S 412 DHCP ¥ — " — (3l D7 — 7 )VIZE
BT O ERDH Y F LT,

POAPZ. EDOT LA 7T Uk ~v 7 (72& 21X, 10gx4, 50gx2, 25gx4. F721% 10gx2) °
DHCPH— — | Sz v 7 2RET 502 ELET, FOR—FTHLT LA 7T Y
R R—FENTHRWEA, POAP XX AT 7 T AT I 7ukAeAxy 7

LET, 7L—2 T U RNL—TRETTHL, POAPITER FHB Y DHCPHH 7 = — X &K1
L/\i‘é—o
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zoy7rozirrz—2 I

\)

CGE) HAFTIv I 7oA77 T FOFEMIONTIEL, T ADA =T = A AERITA R4S
LT ZEN,

AT rOEFTIz—X

TN AN DHCPHERISEDEREFEH L CT A, ABEEZ T — AT o LIZH T, A7
U7 R Z7 AN TETP Y — =8 v o— RENET,

AA vFIE, ar74Xal—var A2V REFEITLEST, ZHICKY, YT R =T
A A=VDOF T a—REL VA =L, BIUOAAS v FEAFOa T 4 FXal—ar Ty
ANDE T a— RRfThbhET,

72720, ZORERTIE, M7 7 A VIEAAL vy FICEA S NEFA, A1 v T ETBIEFETH
DY T NT2T A A=V BERT 7 A VHNO—ED 3~ REHR— K~ L TORWATREMEN H
H12DTT, HILWI T MU 2T A A—=UNA VA M=V ENTHE, AL vTFDY T— i
WZEDY T "2 T A A=V OFATRBENE T, TORRTAL v FIZar 7 4 Fab—
varvPmEAIRET,

)

GE)  AA v FoEwRIUiENLE A7 VT MIMFIEL, A v FEAIVPFTALDOY T vy =T
AA=VET = T 7 EKE Y m—FNLET,

AR F=)LEO)O—FK 2z —X

ZA v FRFREL, Ty —RENEY T NI 2T A A=V ETary7 Fal—g
YA (V7 vA) SnET, B0k, A vy TFIE, FEATar 7 4 Fal—Ta U EARAY—
Ty ar74¥al—rglar’—LE T,

POAPv3

PowerOn HEh 7 n vy a =7 /X— 3 3 (POAPv3) %, CiscoNX-0OS U U —2Z 93(5) T
MASHE L, ZOKEEHEHATSE. POAPES LTI A4 A, RPM, BLOGEHEL
A VA R—=NLTEET,

POAPZ T LCT A A, RPM, FITFEHEZ A VA b—L35121F. ROTFNEEZFEITL
F7,

1. Ry 72 20V T NESELBNC LT, POAP b — =17 3 VA EER L ET,

2. AVAN—NTEHT7ANEGT yaml 720X yml 7 7 A VEAER LET, 77 A VAR
<serial-number>.yaml £ 721X .yml TER IZEFENTWNDH Z & EfHER L T EE 0,

3. .yaml £720X .yml 7 7 A /LD MD5 F = v 7 LEERR LT,
4. yaml 7 7 A VOB BKROBERIZBTND Z L 2R L TS0,
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l roars

Version : 1
Target-image : nxos.9.3.4.bin
Description : Yaml for box XYZ12345 poap provisioning. N9k Leaf mode box

License : [licensel.lic, XYZ12345/license2.lic, folderl/license3.lic]

RPM :
- rpml.rpm

- patches/reload/rpm2-reload.rpm

- rpm3.rpm
Certificate : [sshl.pub, XYZ12345/ssh2key.pub]
Trustpoint :
CAl :
cert_1.pl2 : passwordl (priv_key passphrase)

XY712345/CAl/cert 2.pfx : password2
CA2 :

CA2/XY712345/cert 3.pl2 : password3

5. yaml¥—7U— KX, EROBIIRENTWLERE —FHTH2LERH D Z LITERLTL
7ZE0,

6. T RXTCOT7 7 ANEEY /2R ACHELET,

7. install path B AE4HIE LTV TAESEROT7 4 VA NEE SN S84 L LT POAP
27 VT N EEHLET,

WD U A NI, POAPV3 IZBIET B H A KT A LHIBRFEEZ R LET,

*YAML IZ, 5625707 T IV TEHEDDDO, ARGATHRTE L7 =% U7
JAVFEYERIS T, YAML iX YAML Ain't Markup Language Ol T, Z D7 7 A VERXT
7 7aPFE RFa A PTHEBAENET, 26D RFa A MITL—r 7 F X M
THRAFSH., . yml JER 3 BIMENET, YAML (X7 7 A VBT, yml X7 7 A VK
BT

¢« YAML {Z JSON O Z— 83—+t~ FTh Y, YAML S—H—|F JSON Z#&ik L9, YAML
77 ANERIT, FHART, T AL MR, BEREBLICER SN ET,

s yaml T5 & STV 5 Target image (X, POAP A7 U 7 FNTELIN TN D
target system_image /N ANZDAHRFFT HMENH Y £, yaml 7 7 A /LD Target image T
X, MR SRR — RS TOER A,

« yaml & .yml O )7 OIFEMEEEN VR — F STV ET, 26 DOILEHKEO W%
T EEBINTHAE T arRnNbHET, A7 a VEBRBIRLRVEA. <serial>
yaml JEIE D RANCEAT S, RIEL7235A1E. yml BB E I ET,
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poap iz EEES £ UsnEE ]

« HER T 7 A L L RIERIC, yaml/yml @ MD5 7 7 A L BALETY, 7272 L, disable mdS 723
[True] OHE. yaml/yml O MD5 7 7 A VI EH Y FH A,

o TNNAAD yaml 7 7 A NVIRFELOM G720 A | Tinstall path] 25 POAP A7 U7k 7 7
ANVIZBEEESNTWETA, POAP U —7 70— IR DSATHEITENE T, OF V.
RPM, 714t A, BIUHEHEZED A VA F—/UI T EE A,

o f A F—L UEy ME, RPM A A h—/L & L7z PoAP 73 Day-0 US> F U A4
THEITENDHGE, BEZIALBEELY bEEINET,

« ISSU IE. PoAP BRI CTH LA A —VIZBETH7200H LWT 7 4L h T,
luse nxos boot] ZMEHTHMLENHDH Z LITHERE LTS EEW, LAY — 7 — b nxos
< BLERIGETE True TY,

e Filetype (. N Z7 A hARA > hD pfx, pl2. 74 B AD lic, .tpms D and.rpm T, F =
717 7 A WVEADBEES LR WEE, SUED POAP 21 IEL £,

o pm OEE yaml 7 7 A VT D T 7 A VA ERET HLENH D £,
%1 : customCliGoApp-1.0-1.7.5.x86_64.rpm 7> 5 custom.rpm (24 B2 28 L7254, PoAP X
AT DOAR—E Z R LT LET,
pm D ILDA R Z BT T 5121
bash-4.3$ rpm -gp --gf '${NAME}-%{VERSION}-%{RELEASE}.%{ARCH}.rpm' custom.rpm

customCliGoApp-1.0-1.7.5.x86_64.rpm
bash-4.3$

« POAP D ISSU MBAEEND & PoAP OHFIENR T oy 7 ENFET, MEHOME T
ISSU KR35 &, FIEBBEENEHOE IR £,

POAP D EEFIEE L UHIKEE

POAP HERLFOEEFHEB L O EHEIIKRD LB Y T,

« bootflash:poap_retry debugs.log i%, W H I TD A POAP-PNP IZL > TASND 7 7 A4
VTE, ZDT 7 AL, POAP FEENFA LIZHAICIIBRS 0 £E A,

o ZOMRENEMET BHITIE, AA v TF VT U 2T A A=Y TPOAP ZHAR—FLTWN5
VENH Y F9,

* POAP TiE, AA vTFNRESINTEMERBEIZ R T DAL v TFOTu TV a =Tk
HPR—FLERHA, AFX— T v 7 a7 4 X2l —arDRVWAL v TFOHE oY
Cam R R—-ENET,

« POAP @ https 7°7 k = /L"C ignore-certificate ¥ — 7 — N &3 5 12i%,
https_ignore_certificate 7> a A4 NI T H0E R H D £3, ZHITE D, POAP 2~
U7k CHTTPS 2k & IERIZFEITTE, 7’17 b 2/L{X POAP THRE L 72\ oh, Z DA
7'va v https 7 L CEITTEET,
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B rorroxssEssvsnsE

MR — N Fyx (VPC) XT DO—ETH D CiscoNexus T/3 AT — AT v
F 57292 POAP Z i fi4 5854, Cisco Nexus 7 /3A AL POAP DREENRFIZZ D4~ T
DYV %TIT 47 LET, vPC DY 7 O “HERHE SN TWDT /31 A%
CiscoNexus 7 /3N ANZEHH SNV TWDER—F FX¥ RNV AN Y U TWIZED T T 4 /7
D—HENTT R TCORELEZRGET2H5E601HY. N T 74 v 7B RbNDZERH F
R

ZORBEEERET HI2E, VN POAP AL TCT— A T v 7 &N T3 Cisco
Nexus T /34 ZA~D ST 7 4 v 7 OURIEZFRS CRRB LWL Y12, vPC U 2712 7
EHHE 7 e a2 (LACP) 2% ELET,

« POAP ZfE/f L T, LACP A"— k F ¥ F/L#&H T Cisco Nexus 9000 2 U — X A A v FDH
7 A MY — ARSI TCWA CiscoNexus 73 A&7 — AR v 7 LTEEE, A
UNR—R—= P ER—F FrpxO—FE L LT/ KV TERVE . Cisco Nexus 9000 3
VXA v FET 7 ANV I TEDA LN~ R— hae—FHEIE LET, Z ORE % [E#
THINE, A F—T A AT 4 Falb— 3 F— )5 nolacpsuspend-individual
av s REFEHL T, FOA L N—FKR— % —RE L7 L 91T Cisco Nexus 9000 +
V=X 2L v F o LET,

o HE/2 POAP D H L sysloglZiidk S, U T ay Y —AnbHARRICR D £7,

« HRZRPOAPZ T —(I, 7— 7 T vy allibkdnEd., 77 A NVA4LD T +—~ > M
date-time poap PID [init,1,2].log T9, Z Z T, datetime®” +—~ v MZ
YYYYMMDD hhmmss T, PID 7' mrEA D270 £9°,

*POAP /'m 7 N Tskip A 7L a &M T 5L, /AT — R EIERIZ2 POAP 3 E % /3
ANATEET, ZD skip ﬁ?"‘/a VEMERT L, BHED Y —D /AT — N3k
BEERA, admin 2— Y —|ZHHRRXAT— RRFESNDHET, a~vr REvay
7 & EF, copy running-config startup-config

« bootpoapenable =~ K (k#iHI72 POAP) N AL v F THIZ 2> TV HHA, UV ar—
REFIZ, AF—F T v 7 ar 7 4Xalb—a yBEELTNTEH, POAP 7 — Mﬁ Y
H—3NET, TOTF YA TPOAP ZfH L2 5A1E, noboot poap enable =< >
%% L T boot poap enable ##& % % HIFR L £ 7,

A7 VT uaANE, T 7T v aT oI NVIRIEENE T, 77 ANVADT F—
~ v N3 date-time poap PID scriptlog T3, Z Z T, datetime® 7 4+—~» &
YYYYMMDD hhmmss T, PID 7 mt& A IDIZ72 0 £9°,

A7V T ol 7y ANVOERERETCEET, A7 VTN 774 o 7ERIT
27 VTR ESNET, A2V 7 hOuald 77 ANDT T L— MITT 7 b M)
AN HY ET, FEL. A7V T NETe S 77 ANV EZRIRTE 9,

* POAP #HEIC T A B A :uzgawitm T I F NN TAX—T NI R>TWET, =
72 L. POAPHRENIE L BMET 2720121, Ry U —7 OEARNCEYI 27 4 B A
DRy NT—TNOF A RTA VA b%ﬂ/énfwéﬂ\ﬁﬁ?&%@ 7,

*POAP D USB VAR — Mk v, #RAZ VTN 77 A V&EETe USB 7 /314 X% POAP
T—RTF =y 7 TEET, ZOMAEIL. Nexus 9300-EX. -FX. -FX2. -FX3. BXW
Nexus 9200-X, -FX2 AA v FTHHR—FEINTWVET,
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POAP 2T 5004y k7—sEHORE [

« NX-0S 7.0(3)I7(4) LAF:., RFC 3004 (DHCP O—H'— 7 T A 47 g ) BYPR—F &
NTHWET, ZhiZE Y. POAP L DHCPv4 D—H— 7 F A 47 3 77 & DHCPv6
Dax—H— 7 TR A7 315 %R — K T&E7, DHCPv4 & DHCPv6 Djlj J5 D= —
W I TR FT v a NIRRT ENDTF A NI [Cisco-POAP] T,

«RFC3004 (DHCP Oa—W— 752 F 7 g3) OYR—KMILYD, Nexus 9000 A
A FTIPv6 D POAP XU R —FEHET,

* NX-089.2(2) LAR&, IPv6 %41 L72POAPIE, R 7 A > 71— K %A 2. 7= Nexus 9504
B LU Nexus 9508 A1 v F THR—F S ET,

IPv6 D POAP KEREIC L V) . IPv4 TREEMNTEAE LIZ & Z12 POAP 7' 12t 27 IPv6 &
HERTE2X91T0 £4, ZOHREIX, BEREENREA LI L XITIPvE 7 o
JLEIPV6 7'u b a/LDOMZEIERT D L DI SN TVET,

o 2472 POAP D413, DHCP A X —E U I RENNI R > TND I 2R L TL S
A

cPOAPZ YV HR—FTBHITIE. 77 AT U —Lb—)LEHRELT, BRLAVWEZITESR
D#&H 5 DHCP y—_—%Tu v LET,

s VAT ADEFa VT 4 BHEFF L, POAP & XV ZEIZTHITiE,. RO L DI L F
7,

*DHCP AX—Y L 7% A X —T N LET,

s T AT U=V EFREL T, BERLRY, FHITEEDH S DHCP Y —/ 33—
E7uav 7 LET,

*POAP (. MGMT R— b & A XV R R— FOl T R— MENFET,

« RFC 2132 @ Cisco NX-OS U U —2 9.3(9) LAF% (DHCP DA vt — XA 7 A7 3253
WZOWTIEE'Z v a 9.6 %28M), 477 —IZ&HID/r > b LTDHCPVAD A7 T =3
V53 MMV EEA . RO POAP XKD POAP # i L7, HEiZ Y a =27 2
L. FTLET,

POAP 2 EAI 516Dy b —VIRIBDETE

RATYT1 VAaAPRMT LEAFRERA 7 VT NEELET 50, MADOAZ Y T MR LET, FEMIZ OV T,
['Python Scripting and API Configuration Guide] # &M L C< 72X\,
AT T2 WRAZ )T MIEFZMZ BTN, bash ¥ = /L& LT, #f=poap_nexus_script.py ; cat $f | sed
I~ mdssum/d’ > $f.md5 ; sed -i "'/ M#mdSsum=.*/#md5sum=\""$(md5sum $f.md5 | sed 's/ *<//)\"/" $f & FEATT
HZ LR, MTMDSF = v /Y AEFHET S Z & aMEE L TSN, FElIc OV TiE,  [Python
API| Reference Guide (Python APl U 7 7 L'V &2 A K) | 2B LT E &V,
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B rorr 2Ry 220 vFORE

AT F3 (A7 a) POAP DHERRAZ V7 FBIREOMONER Y 7 v 72T A XA—VBLOAA v F O/
K77 ANE, AL vTFNLT I7EATX3 USB TN AIZEE LET,

ATv 74 DHCP V—REZFREL, ZOV—NIAf v H—T 2 A, F—+TxA, BIORTFTP +— D IP 7 KL
2l AT 4 XL —2ar RV N T ANADNRR AP EEINTE T — N7 7 ANV ERELE
T (ZOBERIT. RAPOEBFFHZAAL v FICRIEENET) . TRXTOY 7 Y27 A A=V BIURA
A v FHERT 7 A VD USB T34 ZZH DA X, DHCP — "—ZFET L0 13H 0 £ A,

ATV TS HEFAZ Y T ERA NT A2 TETP £7/2I1X HITP — _"Z B L E£4, $—/3—~0 HTTP E:k%
KU A —45I2i%, TETP — "—Z ORI HTTP:// ZfH T £4, HTTPS IR — FENTWERA,

ATw 6 URL#%% TFTP A2 U 7 FAICEBIML T, 77 ANVELA~DIELWARREFK R LET,

ATFYT1D VIR 2T A A—VBERar 74 Xalb—vary 77 A NERANTHE00 1 OEITEEO Y —
NPl L ET,

POAP T 5 RAL Y TFD

IR BHHIIZ
POAP #4270y NU—ZBRERE Yy F T v 7ENTNWAZ L 2R LET,

ﬂll 1

ATFYT1 2y NT—J AL v FZHZEBEBLET,
ATFvT2 A v FOBEELZBRALET,

e 7 7 A VD ROM B R WESIE. A4 v F 1L POAP E— R CEEI LT, POAP ZH I L THEDOE v
N7 v 7 THRITT AN E I Eemns a7 FREREINET,

POAP E— FCHEENZHATT 27200 MU ITNEH Y ¥ A,

AT T3 (A7 ar) POAPE—RERKRTLT, @HEOA L ETIT 47 vy hT v 7 22 VT Na2BRbT 5%
Gty (yes) #ANLET,

AA v FHEEEI L T, POAP ALEENBHE S L E T,

RDEARY
REZ RS L E T

md5 7 7 1 JLDERK

WA 27 U7 MCEFEEZIMZ5HT-ONZ, bash = /L ZfEH LT, #f=poap_fabric.py ; cat $f| sed
'/MmdSsum/d' > $f.md5 ; sed -i "s/#mdSsum=.*/#md5sum=\"$(md5sum $f.md5 | sed's/ .*//)\"/" $f %
FITTHZ LKV, T MDS Foy 7/ aeHmitHLET,
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md5 7 7 4 JLDVERK .

ZO7my—Y ¥, poap fabric.py ® mdSsum ZH LWMEICES#HZ T (207 7 A

WZEEN o -T2 55) .

A\

GE)  FIE1~4BLVT7~81F. BASH Y = L& HH L TWAEBAICOARMIETT, o Linux
P—=R—ZT 7 BATE2%LE, TNOLOFRERFLESY XA,

1R BHEIIZ
bash & = /LIZ T 7 XA L% T,

FIE

ARV RFFERERTIVa Y

=)

&M

configure terminal

1 -

switch# configure terminal
switch (config) #

ra— LB EE— REBELET,

ATvT2

feature bash-shell

1 -

switch (config)# feature bash-shell

BASH v = VHREZ BN L E 7,

ATvT3

exit

1 -

switch (config)# exit

a7 4 Fal—arET—RFERKRTLET,

ATvT4

run bash

1

switch# run bash

Linux BASH Z B & £,

ATy Th

md5sum /bootflash/nxos.release_number.bin >
/bootflash/nxos.release_number.bin.md5

1 -

bash-4.2$ md5sum /bootflash/nxo0s.7.0.3.I6.1.bin
> /bootflash/nxo0s.7.0.3.16.1.bin.md5

.bin 7 7 A /L ® md5sum Z1ERK L E 3,

ATvT6

md5sum /bootflash/poap.cfg > /bootflash/poap.cfg.md5
1 -

bash-4.2$ md5sum /bootflash/poap.cfg >
/bootflash/poap.cfg.md5

.cfqg 7 7 A @ mdSsum ZER L E 9,
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ARV RFERETIVa Y

B8

ATy F7|exit BASH ¥ = /L& T LET,
1 -
switch (config)# exit
ATy 78 |dir|i.md5 md5 77 AV EFRLET,
fi
switch# dir | i .md5
65 Jun 09 12:38:48 2017
nxos.7.0.3.I6.1.bin.md5
54 Jun 09 12:39:36 2017 poap.cfg.md5
67299 Jun 09 12:48:58 2017 poap.py.md5
R 79 | copy bootflash:poap.cfg.md5 scp://ip_address/ T ANEBBRBLIRY 7 N 2T —— 2T v

1

copy bootflash:poap.cfg.md5 scp://10.1.100.3/
Enter vrf (If no input, current vrf 'default'
considered) : management

Enter username: root
root@10.1.100.3"'s password:
poap.cfg.md5

54 0.1KB/s
Copy complete.

is

100%
00:00

7u—RKLET,

—

T/\

N\ R A T4 Fxa2aL—a3 2 NHESE

HERR A TERT A T-0121E. kROWThroa~wy REfHLET,

avU kR

Sl

show running-config

TREZRRLET,

show startup-config

ES
AB—=KT T ar7 s ¥alb—rarrERnrLE
ﬁ—

o

show time-stamp running-config
last-changed

FATH P R BICEE SN L EDIA DAZ T
ZFRRLET,

ZTOF T a k. FATHERE IOME T — K& <removed>F— U — RIZL WV~ A7 LET,

POAPD SN a—TFT42T

PUFIZ, POAP AT 2BEOBEMORMEEED Y A T,

« i/ : POAP 27 V) 7 b DO EITNT ITHRM L.

(R7 VP NOFETICRLELZ) &

W) AT — KA FZFRWT, syslog 1T INRRINERE A,
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poapr i—v+ 1y 5 nEE

2% . Y—/X—"C python script-name =2~ > R&MH L, X7 =722 & 2R L
F£9, options 7 4 7> aF UILPythonT 4 7> aF VUV ThHIED, - hidar~
TRE> T, F—FFATvarbfizana TRULIMLERDY £,

I IELS RSN TV eWnWAT v g UG UT, & & & 2285097 C TypeError $144 23
BAELET,

BE . —MOA T a UTCIIEREER LET (o 21X, A4 27 U MROZOMOIE),
SURFFCHENIZEMEIZ DWW TIE, optionsT « 27 > a TV AR L T 7E& W, ELWVE
REZSWTiE, A7 v ary VA REZRBL TSN,

« [ : POAP over USB N FEHET D7 7 A V& AT b EHEA,

BE: —OT A AZF225DUSB Ay 3B £4, USBAry M2 &ZHHLT
WAEAIE, 7 a o THRETALEND D 77,

POAP /N\—VF ) T4 DEHE

POAP /N\—YF ) T«

Cisco NX-0S U U —Z 7.0(3)I4(1) THE A I 72 POAP /X— YV F U F o #fEIc kv, =—H—
T —4, CiscoNX-0OS &% — RKX—F s DOy F | BILOWR 7 7 A VERNy 7T v 7BIW
B TEET, LARTOY U —ATIL, POAP IR DO AZEILTE E LT,

POAP D/ 3=V F U T 4%, AL vF ETBHENTZT7 7A ML TERINE T, N—V
FUVT 4 T7ANVDERBIO RNy 7 — U A MIASCIH 7 7 A /LTT,

NAFY NR=T g NINR=YF VT 4 T AMIRESIVETH, EEOALTY 77401
FEENEEAL, ATV 77 AVTEHERENWED, FEESNIEI R I nbT7E8AL
gﬁj‘o

N=YFT VT4 TrA T tar 7 7 AT, BEIETF7 A2 s E ¥, RICH z2xR
LET,

switch# dir bootflash: 042516182843personality # timestamp name

46985 Dec 06 23:12:56 2015 running-config Same as “show running-configuration” command.
20512 Dec 06 23:12:56 2015 host-package-list Package/Patches list

58056 Dec 06 23:12:56 2015 data.tar User Data

25 Dec 06 23:12:56 2015 IMAGEFILE Tracked image metadata

— N O

POAP /N\—YVF V)T A4 DINYD T VD
AA v F ETca—hnz, £33 — = FETYUE— MIPOAP/N—VF VT 4 DN T T v
TERERTEET, A4 v TFDOERE L=V F VT 4 Ny 77 v 7k, RLCET/LDXA

AT TORETTHHENLY £,
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CE) Ny r7 v 7T Cisco A7 Y a—FHEEZ MM L TV 25813, ROFITIRT X 512, POAP
WN=YF VT4 RNy I T v TTHEICRETEET, ATV a—TDOFMIZOWNTIE,
[ Cisco Nexus 9000 Series NX-OS System Management Configuration Guidell 2 L T< 72 &0,
switch (config)# scheduler schedule name weeklybkup
switch (config-schedule)# time weekly mon:07:00
switch (config-schedule)# job name personalitybkup
switch (config-schedule) # exit
switch (config)# scheduler job name personalitybkup
switch (config-job)# personality backup bootflash:/personality-file ; copy
bootflash:/personality-file tftp://10.1.1.1/ vrf management
FIEDHE
1. personality backup [bootflash:uri | scp:uri]
FIED
ARV RFEREET7TIVa Y =[]
AT 71| &ZH: personality backup [bootflash:uri | scp:uri] POAP/X—VF VT 4 DRy 7T v T aEl L E T,

1

switch# personality backup
bootflash:personalityl.tar

1

switch# personality backup
scp://root@2.1.1.1/var/lib/tftpboot/backup.tar

POAP /N\—YF 1) T 4 DIERL

POAP =Y TF U T 4 v AT LADOFETIREEEZIT2I v b (EH) KREOEDL LG HIGT

DN ERETEET,
FIEDHE
1. configure terminal
2. personality
3. track [running-state | startup-state | data local-directories-or-files]
4. Dbinary-location source-uri-folder
Flgn 4
OV RERETIVa Y BHY
AT 71| #Z8: configure terminal Ja—rVREE— ReBlis LEd,
f5
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PoaP /i—v+ 1) 7« ot [

AU RFERETIVa Y

B8

switch# configure terminal
switch (config) #

ATvT2

WAZE: personality
1 -

switch# personality
switch (config-personality) #

N—VF VT T — NICAY F7°,

ATvT3

W28 track [running-state | startup-state | data
local-directories-or-files]

1

switch (config-personality)# track data
bootflash:myfilel

1 -

switch (config-personality) # track data
bootflash:user scripts/*.py

fil
switch (config-personality)# track data
bootflash:basedir/*/backup data

POAP N\— YV F U T s ODIREFEEZRELE T, &K
DA TarEEHTEET,

s running-state : XOEFWAE IS L E7, FEI7HE
% (show running-config =~ K CTH/R) | &
AN VARATAEDT VT 4 778 CiscoNX-0S /3
FLHI =R =T RNy =Y BLOA A—
T4 (showversion 2~ RTHER) , 2N
FTI AN MDA T a3 TT,

- startup-state : IWOFEHREZ X ¥ 7F ¥ LET,
AL— KT T a7 ¥ b—ar (show
startup-config =~ > R CTHR) | FA L X
T A TaI v b EHT CiscoNX-0OS Ny FF X
B —=RNN=FT 4 RNy o=y BIOAS A=V
4, (show version =~ > R THEIR) ,

« data local-directories-or-files : /X 7 7 v 745

T4V NVERIZT ANV ERELET,
Da<vy REBHEEIATILT, o7 417
MNIBIXOTZ7ANEN T v T TEET,
UNIX FER DT A /L KA — RILFRY AR — &
NTWET, ZORITIE, 1207+ LF L2
OOT 4 L7 MUBEESRLTHET,

(F) ZoavryFaERALTr— 77y al
DNAFN T A NE Ny 7T v T LD,
T—= 7T vvaffkERA P LIEY L
WTLZEW,

GE) AP = No =Bl EFRY AL
GE) ZBAfATE RPM (F—MHLBEE) (I R—FE

NTWERA, POAP R— YV F U 5 ¢ ffie
X, B4 SH7- RPM TIIHSRE L ¥ A

ATvT4

WZE: binary-location source-uri-folder

1 -

POAP /X— Y F U T  ODFEITLRFIZANA T U 77 AL
PRETA - T 4oL N ERIFVE—F
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ARV RFERFTIVaY =)

switch (config-personality)# binary-location 7«“/], L7 rY f&*‘é"ﬁf Lij—o N I=3% ]\%%’E@(E

scp://remote-dirl/nxos patches/

(BNERGE-T) AN LT, BEOBFEIEE
TEET.

POAP /N\—VF )T 14 DIEXT

POAP A7 U7 FDFAT7 = — AT, BUEERBISILTND A A v TF A A —T 7 Cisco NX-OS
VY —=Z703)4() LIETH DA, A2 VT MNOR—=YF U T 4 FY 2—/LZPOAP /{—
VIV T 4 EERLET, MBEIZELT, AMyFEELWY 7 Ny =T A A—=VIZT v 77
L—RLET,

\}

=)

\}

=V F VT4 DETIF. =V F VT ORI T v FIEHINZOERICLY 7 ho =T
AA—VEMALTCETEINET, FTLOA A—P~DT v 77 L— KL, POAP /X—>YF 1
FABETEIVR— PSR TWERA, FILWA A—=DICT v F 7 L— R 5121%, @ED
POAP 27 U7 N L £,

=)

NR=IF VT4 27 VP IPMALLOEE (T — 77 vy 2l PR AR—ANRN, AT
U7 FOSETIZRT 57 ) CTRIRL7ZGE. POAP 7' & XX DHCP#Hi} 7 = — XIZRE Y
iﬁ—o

Brruetv2iL, MOT 7 arEFTLET,

1.
2.
3.

T b T Ty aNDS—YF YT 4 T 7 A NERELET,
ReYF VT4 77 A VERFELET,

RV FVF 4 T o ANDHET 7 AN E Sy r—L VAR T 7 A VETRHRY . ¥
voa—RILZALFIDY X FEEKRLET,

BAEDA A=V FEREF Ny TFRR—=IF VT 4 77 A VTHRESNZ LD LB D54,
NAFTVET = 7T vva (FELBRWES) ¥4y re—FRL, ELWA A=V TH
EEILTHD, Nobr—VFERIINNyF2mHALET,

/] ZFEI L Ca—Y—FT—H 77 A NEMRELET,
POAP RX—YVF U T 4 DR T 7 AN EAF— T v 7RI —LET,
AA v F ) 7T—FLET,

POAP /N—YF T4 H2TILRY )T

WDH TV POAP A7 V7~ (poap.py) (Zi, /S—=YF VT 4 ENEENTNET,
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#md5sum="b00a7£f£fb305d13ale02cd0d342afcal3"

# The above is the (embedded) md5sum of this file taken without this line, # can be #

created this way:

# f=poap.py ; cat $f | sed '/"4mdSsum/d' > $f.md5 ; sed -i "s/ #mdSsum=.*/#md5sum=$ (md5sum
Sf.md5 | sed 's/ .*//')/" $f # This way this script's integrity can be checked in case
you do not trust # tftp's ip checksum. This integrity check is done by

/isan/bin/poap.bin).

# The integrity of the files downloaded later (images, config) is checked # by downloading
the corresponding file with the .md5 extension and is # done by this script itself.

from poap.personality import POAPPersonality import os

# Location to download system image files, checksums, etc.

download path = "/var/lib/tftpboot"

# The path to the personality tarball used for restoration personality tarball =
"/var/lib/tftpboot/foo.tar"

# The protocol to use to download images/config protocol = "scp"

# The username to download images, the personality tarball, and the # patches and RPMs
during restoration username = "root"

# The password for the above username

password = "passwd754"

# The hostname or IP address of the file server server = "2.1.1.1"

# The VRF to use for downloading and restoration vrf = "default"

if os.environ.has_ key('POAP VRF'):
vrf = os.environ['POAP_VRF']

# Initialize housekeeping stuff (logs, temp dirs, etc.) p = POAPPersonality(download path,
personality tarball, protocol, username, password, server, vrf)

p.get personality()
p.apply personality()

sys.exit (0)
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