afran]n
CISCO.

Cisco Nexus 9000 NX-0S DEHEDIL—FT « D TEBRHA F. Y
1) —Z 10.1(x)
RIREE 202410 H3 H

VRAVRATLRAEREM

T107-6227 HUABPEIX IRIR9-T-1 T v KA DY -« XU —
http://www.cisco.com/jp

BWSDLEE VR a ¥y heuX—
0120-092-255 (7 VU —=—/L f# - PHSETp)
EEE= I - S H 10:00~12:00, 13:00~17:00
http://www.cisco.com/jp/go/contactcenter/



[EE) YRR ZTFERICASEIIZ, RE2EDTE (www.cisco.com/jp/go/safety warning/ ) & CHERLFEE W, AEE, kB RaARITHR
F1AVMOBEMRTT, VUIERICOESELTE, BARBRBERAT. ZEBRICT Y TT—rAHY. YD IEDR—UHBHERSN
TLWBEENHYETLETTRSCLESL, HLETLBZEMRELYFETOT, EXLBRBITOVTIEREY A O FFa A Y FESEE
S, T, ZHEDRICDONTIE, BT/ NA— bF—. F£rld, BHELEICTERCESL,

THE SPECIFICATIONS AND INFORMATION REGARDING THE PRODUCTS IN THIS MANUAL ARE SUBJECT TO CHANGE WITHOUT NOTICE. ALL STATEMENTS,
INFORMATION, AND RECOMMENDATIONS IN THIS MANUAL ARE BELIEVED TO BE ACCURATE BUT ARE PRESENTED WITHOUT WARRANTY OF ANY KIND,
EXPRESS OR IMPLIED. USERS MUST TAKE FULL RESPONSIBILITY FOR THEIR APPLICATION OF ANY PRODUCTS.

THE SOFTWARE LICENSE AND LIMITED WARRANTY FOR THE ACCOMPANYING PRODUCT ARE SET FORTH IN THE INFORMATION PACKET THAT SHIPPED WITH
THE PRODUCT AND ARE INCORPORATED HEREIN BY THIS REFERENCE. IF YOU ARE UNABLE TO LOCATE THE SOFTWARE LICENSE OR LIMITED WARRANTY,
CONTACT YOUR CISCO REPRESENTATIVE FOR A COPY.

The Cisco implementation of TCP header compression is an adaptation of a program developed by the University of California, Berkeley (UCB) as part of UCB's public domain version of
the UNIX operating system. All rights reserved. Copyright © 1981, Regents of the University of California.

NOTWITHSTANDING ANY OTHER WARRANTY HEREIN, ALL DOCUMENT FILES AND SOFTWARE OF THESE SUPPLIERS ARE PROVIDED “AS IS" WITH ALL FAULTS.
CISCO AND THE ABOVE-NAMED SUPPLIERS DISCLAIM ALL WARRANTIES, EXPRESSED OR IMPLIED, INCLUDING, WITHOUT LIMITATION, THOSE OF
MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT OR ARISING FROM A COURSE OF DEALING, USAGE, OR TRADE PRACTICE.

IN' NO EVENT SHALL CISCO OR ITS SUPPLIERS BE LIABLE FOR ANY INDIRECT, SPECIAL, CONSEQUENTIAL, OR INCIDENTAL DAMAGES, INCLUDING, WITHOUT
LIMITATION, LOST PROFITS OR LOSS OR DAMAGE TO DATA ARISING OUT OF THE USE OR INABILITY TO USE THIS MANUAL, EVEN IF CISCO OR ITS SUPPLIERS
HAVE BEEN ADVISED OF THE POSSIBILITY OF SUCH DAMAGES.

Any Internet Protocol (IP) addresses and phone numbers used in this document are not intended to be actual addresses and phone numbers. Any examples, command display output, network
topology diagrams, and other figures included in the document are shown for illustrative purposes only. Any use of actual IP addresses or phone numbers in illustrative content is unintentional
and coincidental.

All printed copies and duplicate soft copies of this document are considered uncontrolled. See the current online version for the latest version.
Cisco has more than 200 offices worldwide. Addresses and phone numbers are listed on the Cisco website at www.cisco.com/go/offices.

Cisco and the Cisco logo are trademarks or registered trademarks of Cisco and/or its affiliates in the U.S. and other countries. To view a list of Cisco trademarks, go to this URL:
https://www.cisco.com/c/en/us/about/legal/trademarks.html. Third-party trademarks mentioned are the property of their respective owners. The use of the word partner does not imply a
partnership relationship between Cisco and any other company. (1721R)

©2021 Cisco Systems, Inc. All rights reserved.


https://www.cisco.com/c/en/us/about/legal/trademarks.html

FL&IZ: [ZC®HIZ  xiii
XERFEE xiii
FALIE  xiii
Cisco Nexus 9000 & U — X Z A v FOEEEE  xiv
~v=a T VT AT 4 — RNy 7 xiv
WE, P—EX, BLOZOMOER xv

g1 E EEERS L VOEBE INT-HEEICET S1FEHR 1
FHERER L OVEE S ERRICRE T A EH 1
%25 HE 3

Ak AL 3
YPR—hENDTTy FT74+—L 3
VYI7hU2T A A=Y 3

V7 N =T ORENE 4
ANRAL ) —T FARuy 4§
EFEV2TIROY T MU= TRE 4
F—ERATEUT ¢ 4

ALy F RFR—=KTFI74Y% 5§
Ethanalyzer 5

Smart Call Home 5

Fo 7AW 5

FLAIA FHL TN D Event Manager 5
WM 6

Cisco Nexus 9000 NX-0S DEHEDIIL—T « VT #ERHA A4 F. ) J—X10.1(x) .



| EES

G Fy NU—2EH T haL 6

MR ORI LU0 r—L Ny 7 6

H— )L _X—A T A arra—) 6

CiscoNX-O8S 734 ZDar 7 4 Xal— a3 6
TnrgI<v s 1

Python API 7

Tel 7

Cisco NX-API 17

bash =/ 7
Broadcom v =/ 8
NGT4 I DV—T 4T T+ T =T 47, BIOEHR 8
A=Y xy b AL vF 7 8
IPL—T 427 9
IPH—EZ 9
IP Multicast : IP /L FF ¥ Ak 9
QoS 10
Py hT—7 X2 VT o HEHE 10
Supported Standards 11

£3 = CiscoNX-OS Y b7y T A—TFT4 )T+ DER 19
CiscoNX-OSty N7 v 2—7 4 U7 42O\ T 19
Yy b7y 2= 4 VT 4 OHIREMNE 21
CiscoNX-OS 73 2Dk b7 v 2
Yy Ny =T 0 VT 2T 5ENMER 26
Yy Ny =T 4 VT ¢ OREER 27
£4F PowerOn Auto Provisioning DR A% 29

PowerOn Auto Provisioning (Z-2 T 29

POAP D72hDF v bV — 7 Zff 29

POAP DHEZHE 30

POAP =7 4 Falb— a2 A7 U7~ 3

. Cisco Nexus 9000 NX-0S DEBEDIIL—TFT « VTHERAA4 K. 1) 1J)—X101(x)



i

foi

i

ol

gx I}

POAP 27 UV 7 REBLUPOAP A7 U K A7 v a v Ofil 3
POAP @ DNS 72 L T® DHCP ——Dt > 7 v 35
POAPD—f& L THA—Y—F =4 ==z b BIOAZ Y S bOF T m—F
LA 36
POAP JLE 37
HIREA T = — X 38
USB ffi 7 =—X 38
DHCP f& 7 =— X 38
A7 VT R NDOFETT7 =—X M
AVAN=NHEDO)E—F 72— M
POAPV3 #
POAP OVEEFHEI L ORI HE 43
POAP ZfEMT 272Dy NV — 7 BEOKE 45
POAP Z (T2 A A v FORE 46
md5 7 7 A VOERL 46
FRA A a7 4 Xab—3a O 48
POAP D T TNy a—F (7 48
POAP N—YV VU T ¢ OEH 49
POAP /X—YFUT ¢ 49
POAP "=V F U T 4 DXy 7T 7 49
POAP /X—Y 5 U T 1 OWERL 50
POAP /X—YF U7 1 DL 52
POAP X—=YF VT 4 BTNV X7 )T B2

FYRI—=9 TST TR TLLADER 5
XY NI—=0 T TR TLAICDO0T 55
Fv NI—27 TFIT TR T A OEEFELGIRFIE 64
XYy NT—=I TZ3T TR TLADNT TN a—T 476 66

AXVRSIAVAVEA—DT A RADEE n
CLIL 7ua 7 boE N

Cisco Nexus 9000 NX-0S DEHEDIIL—T « VT #ERHA A4 F. ) J—X10.1(x) .



| EES

avyRNE—F 12
EXEC 2~v > RE—F 12
Ja—r Uk av s R E—R 712
AN B =T A A AT 4Fal—gryavr RE—F 13
YITA4 L E—T AR AT 4 Falb—Taryavy FE—FR
avy RE— NORMFEEITL 15
a7 4 FXal—varyavr RE—FRDOKT 15
a2 RE— RFOME 76
Rk cs m
F—RApr—7 a—hrhhvhk N
a2 RO 80
o7 3~ R4 OR5E 80
A~ REETOSFORE 81
a< 2 RO no BADOEH L 81
CLI ¥ O E 82
CLI ZZ¥2oW\WT 82
CLIt v v a VIREDOEHDOHRE 83
[EE CLI 2D E 84
avrRNxzAUT A 84
avy R UTAZONT 85
avy R VT ADEFK 85
a—HFryiagrHoavy R VT ZADORE 86
avr K277 81
a~v R RAZ U7 hOFEIT 81
SR ~OfFHROTa— 87
g~ NLEROEIE 88
WRIULAF~L T 89
IEHFRBICOWT 90
FEERSCF- 90
BESLTDOE— 9

PLEFRE 9N

. Cisco Nexus 9000 NX-0S DEBEDIIL—TFT « VTHERAA4 K. 1) 1J)—X101(x)

4



"
foi

gx [

show 2~ NHAODWRBR L7 42V 7 92
TANE) U TBLIOMBEOF—T— K 92

diff 2 —7 1 U7 1 94

grep BE Wegrep =—7 4 U7 1 95
lesst—7 4 U7 4 95

Mini AWK = —7 U7 ¢ 96

sed t—7 14 U7 4 9

sort +—7 4 U7 ¢ 96
~-More-- 700 T R INLDREB LT 4 2 U 7 97
a~ v NgROMEH T 98

a2 RO L 98

CLI JBIE D FERFON L O HilfH 99

CLI fRtEE— FORKE 99

avy NgERORR 99
CLIER 7 v 7 F DA R=T NETIIT 4 =T 100
CLI i OO E 101
EVa—~Dawr ROXEE 10
B AL Da~y REHOEE 102
BIOS = —%— 7'm 7 104
CLI OfE B 104

VAT BEFZDHA DAZ T EEOERE 104
CLI t v a VEROMEMITE 105

a<v RTAUT ADEZE 105

a~v 2 R A7 U7 ROFEIT 106

BT A= ML Da~r FHAD%EE 106

WMARBREE LY I VDERE 109
MRERE LBy a COME 109
Z—IF Ny a rDRE 109
avY—)LR—F 109

AR A 110

Cisco Nexus 9000 NX-0S DEHEDIIL—T « VT #ERHA A4 F. ) J—X10.1(x) .



| EES

"
o

"
o

T7AN VAT ARG A—=EZDT 7 4V FEEE M0
Y —)L R— R OFEE 110

RABSRR DR E 12

T 7T 47 vvary XA LT U RORE 12
Ty g VHIRORE 113
F—IFntyaryo7U7 114

WRBLI Oy g UIHFROFR 115

EERXWETNAREE 117

FERH 2T R ZEFIZHOWT 117
TNNA ADEA NG 17
Message-of-the-Day /37— 117
TNRAA YT 118
suy 7 vx—Ix% 18
A L= L HREE 18
a—F Eyiar 18
FERWIRT NA A RTG A= DT 7 5 /V FRE 118
TNAADHRA N DT 18
MOTD N —DFEE 119
B A IS = DFE 12
HEHORE 121
TNA R vy OFERE 123
Iy w3V ¥ DORE 123
a—HF—DEF 124
=Pty g VIETOEROERR 124
TP DA = VEE 125

FRA A AL T 4 X2l — 3 DR 125

FINARADITF7AIRATL, T4LO M), BEXUT7AMILDERAE 127

FTNRAADT 7 AN VAT A, T4L7 b, BEORT7 7 A2\ T 127

Ty A AT N 127

. Cisco Nexus 9000 NX-0S DEBEDIIL—TFT « VTHERAA4 K. 1) 1J)—X101(x)



T4 L7 MY 128

TrA 129

EEFH S HlF 9 129

T7AN VAT L RTGA=ZDT 7 4V NRE 129
FTP, HTTP, F72(I TFTP XEILA ¥ —7 = A ADHRL 129
T4 L7 bUOEIE 130

AL T 47 MU DORE 130

AL R T 4L 7 MUDOEFE 130

T4 L7 U OIER 13

TALVZ NUONEDOER 131

T4 L7 MU OHIBR 132

AL N A= R NA P T 2=V EDOT A LT NI ~DT 71 A 133
T ANOMER 133

77 ANOBE] 133

Ty ANDaAt— 134

7 7 A VOHIER 135

77 ANVHNEDRR 135

TrANTF 2y 7Y LADET 136

7 7 A VDG &R 136

77 ANDERMATOFRR 131

77 A )~D show 2w RHIIO U X4 L7 b 131

77 A VDR 137

T—=hT7 T adDT 44—~y 138
T=NAT T 7 ANOEE 139

T—HAT 77 A NOIERL 139

T—=HAT T AN~DT 7 A/LDEN 140

T—=NAT T ANDEDT 7 A /LOHH 141

T—=NAT T7ANDT 7 A IVEDER 182

T 7 AN AT LAOM RG] 182

AR N, RN NP T 2= L EDOF 4 L7 N ~DT 7B A 182

T ANDBE] 142

Cisco Nexus 9000 NX-0S DEHEDIIL—T « VT #ERHA A4 F. ) J—X10.1(x) .



B =x

b

10

o

T ANLDIAE— 143

T4 L7 MU OHIBR 143

77 A NVAEDFRR 164
TrANTFxy I LDERR 144

7 7 A VOJERE &R 145

show 2~ N DOV XA L7~ 145

77 AIVORE 146

AVI4XaL—23Y T7A4IILORY KLY 147
R 7 7 A VIO T 147

a7 4 FXal—ary TrANDEAT 141

WERR 7 7 A WA 2 1B T L IR HTE 148
a7 4 Fal—ay T A/VDOEHE 148

FAITa 74 X2 —valbDAX— T v 7 a7 4 X2 b— a3 U ~ORGF 148
JE—h P —RNpDar 7 4 FXal—rary 774Dt — 149

UE— K = E0FETary 74 Fal—va DX yra—F 150
JE—RNSP—"DEDARX—NT v ar7 4 ¥alb—ralDFyra—K 15
A7 T vva AEY TRAA~NDAL T 4 Fal—Tay 77y /bOat’— 153
N7 T v va AEY TAAL ANEDOFETHEDO 2 — 153

AT T v va AEY TNAALANDLDAL— KT v THERO ' — 154

NEZ 7 AV AT A~DAL T 4 Fal— gy 774D — 155
LIRTOHER~D 7 — /L3 7 156
FELRNWEY 2—LDary 7 4 Xab—3 g ORI 157

R OHIBR 157

T T 4T ar T 4 FXal—varOs T 158

WROT — A4 7 LM e 7 160

W T — A 7 DFEH 160
RIET — A T ORHEORRE 160
MR ZIZBE D 1 162
Mgk 7 N U OFR 163

FNRA A AT 4 FXal—a O 164

. Cisco Nexus 9000 NX-0S DEBEDIIL—TFT « VTHERAA4 K. 1) 1J)—X101(x)



gx I}

a 74X alb—ay T ANEHERLUTVEEG 164
a7 4Falb—vary 77O — 165
a7 4 Fal—ary TrANDNNY T T T 165

PR DR ~Da — /1 Ny 7 166

Cisco Nexus 9000 NX-0S DEHEDIIL—T « VT #ERHA A4 F. ) J—X10.1(x) .



| EES

. Cisco Nexus 9000 NX-0S DEBEDIIL—TFT « VTHERHAA4 K. 1) 1J—X 101(x)



%3

C

auh

N

4

F CHIZ

COWIEE L, ROECHESNTOET,
KRBT (xiii )

Rk

(xiii ~—2)

« Cisco Nexus 9000 >V — X A A v FOREEE (xiv2—3)
e a T INWIETAT 4 — KRy T (xivX—)
R, V—E R, BIUOFOMDOER (xv—)

ZDO~==7T /UL, CiscoNexus AA v FD

e
]

L RE, BLUHERICE D Ry N —

HELZHRL LTWET,

o< ROFIINCIE, RO XS eRKGBENEHENET,

e Bl

bold KEOXFIE, FREBVIC2—FRANTEa~v FBLO)
F—U—RKTT,

italic A XV v ZIROX L, 2—FMEEEET H515TT,

[x] EWETTHER B (F—U— FE1351%) 1. fA0> ZTHA
TRLTWET,

x|yl W DEIRINTE 28K ATE/R - — U — Ro5 1500k, £
Mo ZCH A, MR TXE > CTRLTWET,

x|y} T WNT NN DZ BN LR IT R 5 R WVWEF— T — R0

SIEIE. o T THlA, MEETRE > TRLTWET,

Cisco Nexus 9000 NX-0S DEHEDIIL—T « VT #ERHA A4 F. ) J—X10.1(x) .



. Cisco Nexus 9000 ') — X X A v FOEEEH

Froiz |

E B

[x {y|z}] o RTINS ZHRAN T2 > T D EFTE, (EEE
FIIMEOEZNOMEE E - IISLEDRRE THL 2R L
F9, Ao ZHRDWED o T LRI, BIEFTRE/R BN T
WEREMEOEHZREZRLTVET,

variable I—PIMEEANTEIELR CTCHHZEE2ELET, A ¥) v
EAEHCE WS AITER S ET,

string BIURMF & eV —Fk DT, string DRIZIZIXSI AT 24 H

LAanTL7Zan, sIfEEHT 2L, 205/ ED T
string & WL7e S ET,

BITIE, ROFFLEZHH L TOET,

Rk

A B

screen 7# Y b

ALy FNFKRTHMEKEY T a v BIOERIZ, 27—
T4+ P TRLTWET,

KFD screen 7+ bk

=N AT LT UE2 S0 ERIE, KD screen 7 4 >
FCRLTWET,

A Z Y > 7D screen 7 o+

Z—WIMEZFEET D518, A ¥V v 7 {KDscreen 7 + > b

h THRLTWET,

<> NRAT—= RO EHITHADENZWFEIL, Whya («>) T
FATRLTWET,

[] VAT AT T NIKTET 74 SOISEE, Ay 2
THATRLTWET,

I # o— ROMEHEICRES (1) £EIRV Fies ) 23b 554

WZIE, FAVMTTHDLZ 2R LET,

Cisco Nexus 9000 /') —X X A v FDEEEH

Cisco Nexus 9000 'V — X A4 v FR&AKO~==T /L v M. WO URLIZHY F7,

http://www.cisco.com/en/US/products/ps13386/tsd_products_support_series home.html

YXZaT7ILIZEAT A T714— KNy s

D=2 T VBT AN T 4 — Ry 7 FRIERE DR bR FRBASE 08N
TEXWELES, HIML R¥F 2 AV MND T 4 — KRy 7 T3 —A 50 THEKELZEN, &
WhalALLBENWZLET,

. Cisco Nexus 9000 NX-0S DEBEDIIL—TFT « VTHERAA4 K. 1) 1J)—X101(x)


http://www.cisco.com/en/US/products/ps13386/tsd_products_support_series_home.html

| ELoic

@iE. v—ex. ssvzototssn ]

]

= > N =E
BIE. T—EX. XU DMDIEE
o VRAMB A A LY — R ER A ST LD I, Cisco Profile Manager CHA > 7 v 7
LTL7EE,
s EEAREMICE Y BV RANCME /B L 5 2 5121, CiscoServices [JFE]ICT 7 AL
TLIZEY,

e —ER VIR NEEEFT HIZIE, Cisco Support [FFE] IZT 7 AL T EEWY,

B TRIAE DT B —TFGA X FGADT IV r—ay, B, V) a— g,
BIOY—ERZH L THET 5I21E, Cisco Marketplace |27 7 BA LT &0,

s — MRy NU—2 0 ML—= 7 RERBED Y A ATFF HI2iE, Cisco Press |2
TI7REALTLIEE,

« FREOREEITRG T 7 I U ORGEF®R A ST IZIEL, Cisco Warranty Finder 127 27 & X
LTLE&EN,

Cisco N\ T#REY—IL

Cisco N7 —/L (BST) 1%, YA aflfh e V7 o = 7 OEE L it oafEr R ) A
F 2B HET B Cisco N IBM Y AT b~DF— T 2 A & L THERET B, Web X—ADY —)L
T9, BSTiE, ®ihE Y7 b= 7T ICBT 23 EERZRLE L 7,

Cisco Nexus 9000 NX-0S DEHEDIIL—T « VT #ERHA A4 F. ) J—X10.1(x) .


https://www.cisco.com/offer/subscribe
https://www.cisco.com/go/services
https://www.cisco.com/c/en/us/support/index.html
https://developer.cisco.com/site/marketplace/
http://www.ciscopress.com
http://www.cisco-warrantyfinder.com
https://www.cisco.com/c/en/us/support/web/tools/bst/bsthelp/index.html

Eroiz |
B ::= v—cx ssvzom0ms

. Cisco Nexus 9000 NX-0S DEBEDIIL—TFT « VTHERAA4 K. 1) 1J)—X101(x)



51
FHEES £ UZE & hi-#8E( BT 2155

< BEKRER KO E SUHEREICEE T oW (1 =—)

HEERS S UERE SN I-HEEIBE I 5 1FH

R 1:NX-0S ') ') —R 10.1(x) DFRES & UEE S hi-HaE

HeE A EEMNMTONEZY | SR
)—2A

ZOYV Y —RITH 10.1(1)

PEEIZH Y £

/\/o

Cisco Nexus 9000 NX-0S DEHEDIIL—T « VT #ERHA A4 F. ) J—X10.1(x) .



Fieeb SUZEShi-#aIcET 2158 |
B suessozmansgmcmy 258

. Cisco Nexus 9000 NX-0S DEBEDIIL—TFT « VTHERAA4 K. 1) 1J)—X101(x)



S

ZOET, WONETHELINLTWET,

« TA B REE 3 R—)

e R—hENDT Ty N TH—L =)
VT =T A A=Y 3=)

« V7 b7 =T OHANE, on page 4

« F—E X7 E U T 1, o0npage 4

« BHLE, on page 6

TnrI<elT 4 (1°=)

c NTT U T DN—T 4T T T—T 47, BLUOEEE on page 8
* QoS, on page 10

e X NU—7 X =2V 7 ¢ B&HE, on page 10

* Supported Standards, on page 11

T4 REH

Cisco NX-OS 7 A B AFXOHERDFEM E . T4 B A0 L ONEH O HiEIZ oW T
1Z. [CiscoNX-OST7 A o A2 A K] BELO [CiscoNX-OST A o A AT a v T4 K]
EERLTL &N,

HR—bENE3T5Y b T+r—LA

Cisco NX-0S U U — 2 7.03)I7(1) LAK..,  Nexus A4 vF 7T v b7 —L PR —F <V
JA | HERAL T, BIRLUEEEEA R — 45 & F I £ 72 Cisco Nexus 9000 3 L TV 3000 A
A4 vFDY Y —ATTH5 CiscoNX-0S ZEN5HZ LN TEXET,

JIRDTT A A=

CiscoNX-OS V7 + 7 =71%, 1 DONXOS V7 b =7 A4 A= TR I TWET,

Cisco Nexus 9000 NX-0S DEHEDIIL—T « VT #ERHA A4 F. ) J—X10.1(x) .


https://www.cisco.com/c/en/us/td/docs/switches/datacenter/sw/nx-os/licensing/guide/b_Cisco_NX-OS_Licensing_Guide.html
https://www.cisco.com/c/en/us/td/docs/switches/datacenter/licensing-options/cisco-nexus-licensing-options-guide.html
https://www.cisco.com/c/dam/en/us/td/docs/Website/datacenter/platform/platform.html
https://www.cisco.com/c/dam/en/us/td/docs/Website/datacenter/platform/platform.html

i |
B oroz70mmnE

Y rOxzT7TOHEMME

CiscoNX-0S V7 b7 =71, CiscolOS VY 7 b7 =27 DEDNY =— g v EETTHL A
I & B AEMA CT& £9, CiscoNX-0S Y 7 b v = 71X IEEE 3 X U RFC UEMUAE %8 |2 #E4iL9-
HEDORy NI—X 0 T AR —FT 4 T VAT AELHAEERTEET,

AINA2[)—=T kRO Y

Cisco Nexus 9000 U — X A A »FIE, 2O A NS /) =T R P2 R—FLE
7,

Figure 1: R:\4A > /') —7 +RAD

Z DM, 250 Spine AA v F (Cisco Nexus 9508) (2t L TV 5 4 DD Leaf AA v F
(Cisco Nexus 9396 F£ 7213 93128) |, FB LU Leaf 75 4% Spine F£TD 2 DD 40G A —HF v
NT TV PIAET D AN ) =T RN R a POfl AR L TOET,
Nexus 9508 Nexus 9508
==

=
Spine 1 ggl Egl Spine 2

éﬁgiﬂwgﬁsﬁfw-éﬁgimhgsgv

Leaf 1 Leaf 2 Leaf3 Leaf 4

304248

1 x40GE

EDaSRKDY T b TERET

CiscoNX-0S V7 b7 = 7%, i~ 1rF 7t v (SMP) . w/F 27 CPU, T —
2 EVa—)LTatkty EOg#H~LTF ALy RWBEEZ YR — K LEJ, Cisco NX-0S V7
F2TE, N R 2T T Ful I I DL ) R REOHRBLIEEEST S X A
B, T—HAEVa— VI ENEERO ey icA7e—RLETd, £V 2—MbLEh
7t RE, FRENHNOREA T Y RN T T~ RIZAERINET, BEENA x—
TR Te L 2T, 7R ARSI T AT A Y Y —=2ARE0 S TonEd, Zh
SEDEYa—MbENTT v RIVTNVEAL L TV TT 4T Ay a—T7 (2 &> THl
WInAH-o, EERMREDEE Y A I I TERITSNET,

Y—EX7EYT«
ZDCiscoNX-08S Y 7 b =T 3%y hU—ZHRAB LS X b~DIREEZFF AT 5 —1

AT EV T AHERETY, ZNOHOMEEIX, Ry NU—2 7T =7k JOUSE R R O FEAEIC
BB ET,

. Cisco Nexus 9000 NX-0S DEBEDIIL—TFT « VTHERAA4 K. 1) 1J)—X101(x)



| =
24 vF =+ 77515 |}

AAYFRKR—ETFS4Y

SPAN BEREZ 325 & ST T 7 A s S 4172 SPAN Of& iR — Mo, By a Ui
BHENTTICSPAN By Y2y b T 70 v 7 REEEND X5k, A—F (SPAN YV —
AZAR—FEMOET) BOTXTORNT T 4 v 725 TEDH L1720 £9, SPAN OFEHE
\Z oW i, [Cisco Nexus 9000 Series NX-OS System Management Configuration Guide] % [ L
TLTEEW,

Ethanalyzer

Ethanalyzer |, Wireshark (IH® Ethereal) A —7"2 Y — X a— R{iZ#-3< Cisco NX-OS 7'=
fa 7T A4 Y Y —/TT, BthanalyzerlL, /37> hDF ¥ 7 F ¥ &7 a2 — FHO Wireshark
Da<wr K7 A2/~ 3 TT, Bthanalyzer i L TRy NU—2 % b T TV a—T 4
Y7L, arbia—LFlL—r 7T 4 vV &SN TE&£T, Ethanalyzer DFEMIZ DUV TIE,
['Cisco Nexus 9000 SeriesNX-OS F T 7 a2 —F 4 7 HA R #BB LT ZEW,

Smart Call Home

CallHome (¥, N— K77 2R R—R b V7 by =T aR—3 2 hEENICE =4
Yo7 L, BERVAT AN N EA—/LTHEMTHEIETT, SESERAvE—Y
74—~y FPFIHFRET, FRHED E A — /LB L XML X— 2D JEfigtr 7 7Y r—a
EDFSBRERIENH Y FT, TIT— el A—F T AERENR DV 5T e T T A NLDH
AR A AHLEHETT, ZOMREOFMAFILEE LT, Ry hT—7 AXL—var v y—
(NOC) ICEA—/L A v —T%PEET S, Cisco AutoNotify ¥-— & A ZF| ] L T Cisco Technical
Assistance Center (TAC) T/ — A& HEBEAEKT D, 2 ENRH Y £9°, Smart Call Home D FEH
IZ 2T, [Cisco Nexus 9000 Series NX-OS System Management Configuration Guide] % 2 L
TN,

Cisco Generic Online Diagnostics (GOLD) TiX, /— RV = 7B LOWNHT — % NANEGE
BOICEMELTWD Z & 2R LET, Cisco GOLD (1%, 77— MRF2Hr, Ml sl, 4
TV RBLOAT Y a— /WL DT A M EOMREN H Y 97, GOLD TiIMEE 2l 2%
EL. YAT LAEGEINCER T& £9, GOLD OREOFEMIZ OV TiE,  [CiscoNexus9000
Series NX-OS System Management Configuration Guidel] 2 L T 72 &\,

#HAA FEMN TS Event Manager

Cisco Embedded Event Manager (EEM) %, X > hU—2 A XU RFELTLEOEEL D
ABZARTEDH, TAALAZABILRY AT LAOEHERE T, EEM OB OZEMIZ VLTI,
[Cisco Nexus 9000 - V) — X NX-OS 3 2 F LEHRER A Kl #5BL T &0,
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Z Z T, Cisco Nexus 9000 U — X AA v FOEFHMICEE T DHEREIC DWW CRRA L £ 97,

BHEry FO—oEEITO RO

HERLDHE

CiscoNX-0S V7 by =71, fligxy NT—2E#7m h=ab (SNMP) N—T =31, 2,
BLOZICHER L TWET, < OFIFHR~N—A (Management Information Base) 734 78—
hERNET, SNMP OFEMIIZ OV TiE,  [Cisco Nexus 9000 Series NX-OS System Management
Configuration Guide]] #ZMB 1L T XV,

LU aO—)L/iNy Y

CiscoNX-OSY 7 b7 =7 Cl&, #ika 23 v N DRI, RO —BHERCLERNN— T =
TUVY—ADOA LR T D2 ENTEET, T REFRNHER L. #ER L% %
PO T 5 ENTEET, HkiZIX, LEIDSU T, BERO BRI RERIZr—/L /Ny 7T
LT/ KAV NEEGOLZENTEET, B— "y 7 DFMIZHONTIL, [Cisco
Nexus 9000 Series NX-OS System Management Configuration Guidell %28 L T< 72 &0,

A—ILR—=XT7OEX 2> kA=)l

H—/LXR—=2A 7T 7 A ar hr—/ (RBAC) TiI, 2—HiZe—LZ2HV Y TLHZ LT, 7
NARABEDT 72 A KB TEET, 77 BABRKE R —FEHIT 78 AZFAT5 &
N, DAF <A RXT 52 ENARETT, RBACIZET 25EMIIC D\ Cid,  [CiscoNexus9000
Series NX-OS Security Configuration Guide] =& L T 7230,

Cisco NX-0S T/N\f RADaAV T4 F¥alL—arvARK

Cisco NX-0O8 T /34 AZRET HIIE, RO FEEFEHTEET,

et¥a2T7 =/l (SSH) Byay, Tenetty gy, £Ridary Y —IL AR —FENED
CLISSH TIIT A ADOLRBRER PRI S VE T, CLIMERN A A NIFHERERIZHRAK &
NTWET, FEMICOVTIE, CiscoNX-OSHER AT A FE2Z ML T 723V, SSH & Telnet
DOFFERIZoVWTIL,  [Cisco Nexus 9000 Series NX-OS Security Configuration Guide] % P&
LTLEEN,

 CLI Z4fi5£9 % NETCONF 7’12 h a Wtk FurI~F v 7 A THDH, XML EH
A B =T A A, FEMIZOWVTIEL, [CiscoNX-OSXML A > ¥ —7 = A A 2—H— &
A4 R] 22L&,

e 11— /L PC THEI L. Cisco DCNM ¥ —/3T Web ¥— b 2 ZF|f9 5. Cisco Data Center
Network Management (DCNM) 2 7 A 7> ., CiscoDCNM $— S CII XML E LA & —
T AAEEHLTT NS ZREZRELET, CiscoDCNM 7 7 A 7 b OFEAIIZ DV TIE,
Cisco DCNM Fundamentals 74 KZ&M L T 72 &0,
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JA95<EY 74
Z ZTlX. CiscoNexus 9000 >V — X A v FO7Fa /I~ T ¢ IZBT AHEEIZ DOV TR
BHLEI,

Python API

Python |[ZfHHICEG TX 280 /T 2 LV VSFETT, DR TEKIERT — X & & Ff
b, A7 V=7 MEMT 07T I 7T LT U T TRIRNR Y e —F Mo TV E
9, Python|d, fHERME ., BIWRAEE, A4 —T VX MENWIFREEZFF-TEBY, 1T&
WEDT Ty N7+ —LbDSESERGHTAZ VT T 4 v 7 ey 7V r—=3a VBN
AIREZe BARRY 72 SR CJ, Python A & — 7 U ¥ L JREI/AENET A 7 F U 3 Python Web 1
FCY =2 E I AA T VRN TAHBICHHTE £9, http://www.python.org/Python A 7
U7 NEREIX, SEIERHX AT ZFTT H72DIT CLI & Power On Auto Provisioning  (POAP)
F 721X Embedded Event Manager (EEM) 7 7 ¥ a > ~D7 0/ T MNILDT 7 AL F
7, Python API & Python 27 U 7" MEREDFEMIIZ DU TiX,  [Cisco Nexus 9000 Series NX-OS
Programmability Guidel] #Zf L T 723\,

Tel

Tool Command Language (Tcl) 1%, A2 U7 FSFETY, Tl ZfEHT 5 L, 734 20D CLI

Commands % £ U ZHIZHEH X 97, Tel ZfH L Tshow =~ > RO ) OREE DOE % filiH
L7eY, AL v FERELZY | CiscoNX-08 A~ RENL—TFTHFEITLIZY, A7 YT R T
EEM AR v —%2EHKLIZVTHIENTEET,

Cisco NX-API

Cisco NX-API X Cisco Nexus 9000 & U — X A A v F~D Web X—AD T a7 T NILHT
T AZEME L ET, ZOHR— MEINX-API DA —T7 2 Y — A D Web H— 13— |2 k- THEfE
ENTWET, Cisco NX-APLIE Web X—ZD APIZ# N LT, a~ FIAf v A Z—T=A
A (CLD) OFERRFHER L OVEEZ AR LE 7T, XML 721X JSONEAXTAPI =2 —/1D
HA1E AT DR ICAAL v FERETEET, Cisco NX-API DFEMIZ OV TIX,  [Cisco

Nexus 9000 Series NX-OS Programmability Guide] &M L T 72X,

)

(F)  NX-API X, AA v T O Programmable Authentication Module (PAM) #{#f L CRRAEZ TV
£, cookie Z Il L T PAM DORBFEAZI DS L, PAM ORI L £ T,

bash > T /)L

Cisco Nexus 9000 > U — X A A v FIL, Linux ¥ = /LDEIET 7 & AICkE L TWET, Linux
DY R—RILED, AL vFO Linux VAT LT 7 ALT, Linux 2~ RaffH
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. Broadcom ¥ = /L

LCHEBOY AT ARG CTXEd, Bash ¥ = /LOXIGOEEMNIZOWTIL,  [CiscoNexus9000
VY—ANX-OSTu /I~ UT g A K] Z2B2RLTLEZEEN,

Broadcom > T )L

Cisco Nexus 9000 >V — X A2 A v FORIANRANVEB IR 7 77V v I TV a—)L T I—

RIZIZEE D Broadcom ASIC A& ENF9, CLIZHHAL, ZNHLDASICOa~> KT A v
vl (bemT V) (ZT V7 EBATEET, ZOHEEZFEHL Tbem > = MIZT 7 EAT 5 A
U > M, pipeinclude <° redirect output to file 72 £ Cisco NX-OS §iiEa~ > R&fEHA T %
ZETY, FL T TAET fidbem Y ANLEBEANTHT AT T 4 v u SIZE
Frasnpnawy REIZRRY BEDEODICV AT AT IV LT 407 a2\l EnE
9, Broadcom ¥ = /L DRSO FEMIZOWTIX, [CiscoNexus9000 >V — X NX-0S7' 1 /' F ~
U7 ¢ AR 22U TSN,

Broadcom v =/ < KiZ, Y AaDVR— MELEFEOEEEE FELITERINGED
HEBELTHEHALTIEE N,

NS4 IDIL—T 42T, 747 —T425. &
UVEHE

I 2T, CiscoNX-0S V7 h7 =7 THRE—END FTF T 4 v I DOA—TF 127 Rk,
BIOEHBEREICOW TR L E 9,

A—HFy b XL YFUY
CiscoNX-0OS V7 h 7 =7 1L, @EE, @7+ —~v L ADA —Y %y b VAT LEHFR—
L. ROA—VF v b A vF U THREZRMAL 9,

« IEEE 802.1D-2004 & A= 7V ) — 71 ha/) (RSTP) BLOVIF A= 7
J— 7 kal (802.1w 38 K10 802.1s)

« IEEE 802.1Q VLAN B LN hZ 7
«IEEE8023ad V> 7 77 U F—g v

e T UL w7 F— R EEAEET — N Unidirectional Link Detection (UDLD ; H—J5a ) o
7 fH)

FEHEIZ DWW TCIE,  [Cisco Nexus 9000 Series NX-OS|nterfaces Configuration Guide] #5 & O ['Cisco
Nexus 9000 Series NX-OS Layer 2 Switching Configuration Guide] ZZ L T 72 &0y,
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PIL—T 129

IPH—EX

CiscoNX-0S V7 b7 =7 1%, IP Version4 (IPv4) B L OVIP Version 6 (IPv6) . B LUK D
N—F 47 Fua halibiR—FLTWVET,

« Open Shortest Path First (OSPF) 7'v& h 2/ X— g 2 (IPv4) B '3 (IPv6)

» Intermediate System-to-Intermediate System (IS-IS) 7'& k=)L (IPv4 35 X OV IPv6)

e R—F—F—K A Fu hair (BGP) (IPv4 L NIPV6)

« JEIENERZ— b7 =4 71 b=z (EIGRP) (IPv4 D H)

* Routing Information Protocol Version 2 (RIPv2) (IPv4 D7)
CiscoNX-0S Y7 h U =7 TOINHD T v k=L OFEIZ, BH OB ICFERITHER L TV
F9, £/, 41 FEBEV AT LAEE (ASN) & A 7 U X H /L Shortest Path First (SPF)
DEENTVWET, IXTO2=F v AR aLTE, J VAN T THTI—FT 47
JL—A7) Y AL —hK (NSF-GR) ZHAHR—hLTWET, XTOTm hax, 4 —H%
Xy b A B —TxA A, VLANA LV Z—T A A, BT H—T A A, HK— kK F¥x

N, BEONWV—T Ry I A B =T A ARE, TRTDA X —T 2 A AL, TP R—
FLTWET,

FEHEIZ DWW CIE, [TCisco Nexus 9000 Series NX-OS Unicast Routing Configuration Guide) % 2
LTLIEENY,

CiscoNX-08 ¥ 7 b7 =7 TiE, RO P P —ERAZEHTE LT,
« Virtual Routing and Forwarding (VRF)
+ Dynamic Host Configuration Protocol (DHCP) ~/L/X—
eRy RAZ L INA L—% 7 ka (HSRP)
ALRA T2 N T vF T
e ARY v—_—R )L—F 7 (PBR)

sIPVvd DT FaANIIKTHI=F AR T L —RA T Y AKX~ BLXOIPv6 D
OSPFV3 |ZHfTH2=F ¥ A K L —RAT)L J AKX — |

FEAMIZ OV CIE,  [Cisco Nexus 9000 Series NX-OS Unicast Routing Configuration Guide] % £
LTLIEENY,

IP Multicast : IP Y JLF X+ X b

CiscoNX-0S 1%, DO~V FF¥ A+ 7o b alBLOMEL R CWET,
e 7l F I VMRl L F X A R (PIM) X—T 3 22 (PIMv2)
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* PIM A/ 83— £— } (IPv4 ® Any-Source ¥/LFF ¥ A (ASM) )

e T=—F ¥ AR TUT77— A (Anycast-RP)

« [Pv4 O~ /LF F v A kb NSF

e 7—hFARNT vy L—% (BSR) ZEH L7 RP i (Auto-RPBLOAFT 1 v )
A=y N IN—TEHTa han (IGMP) N—Y a1, 2, 3/b—% a—)L
+ IGMPV2 7R A | E— K

*IGMP A X—E 7

e /LF Xy R b V—2fH 7 ks (MSDP)  (IPv4 BLfH)

\)

Note (CiscoNX-OS V7 F7 =7 (%, PIMT v & E— F&H¥R—FLTWEHA,

ZEHNZ SOV TIE,  [Cisco Nexus 9000 3 U — R NX-OS~ /L F X ¥ A h L—F ¢ > THERR T A
K] #2R LT &,

QoS

CiscoNX-OS V7 b =7 Tlx, B, ~—F2 7, Fa—A 7, RV 7, BIOARF
Y a— 1 7IZx9 % Quality of Service (QoS) g% ¥4 — k LT\ £ 9, Modular QoS CLI

(MQC) TlE., T TDQoSHREAZ ¥ AR— FLTWET, MQCEHT 2L, v 2amsE
SFERT Ty b7 A=A TR —OHREIT) ZENTEET, MOV TIE,  [CiscoNexus
9000 Series NX-OS Quality of Service Configuration Guidel] % 2B L T 72 &\,

2y bIT—0 X )T 1 HEE
CiscoNX-0S V7 F 7 = 7IZiE, kDOEF =2V T A HREDNH Y £77,
ey hu—L FL—r KUYV (CoPP)
A=V HA V2 AN TAITYXLS (MDS) OIV—T 47 Ta bk aniRi
« WAL, RBA[, TAHTT 47 (AAA)
« RADIUS $ & O TACACS+
*SSH 7ua ha)L R—T g2
« SNMPv3

« ZHiftE ACL ("— FX—AZ ACL (PACL) . VLAN <—X ACL (VACL) . BLUO/L—
H_X—ZACL (RACL) ) IZL>THR—=F&NhDH, MACT FLABIUIPvE T FLA
DN ERY o—
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Supported Standards .

s hT7T7 47 Ab—2Hll (Z=F¥ AP, TATFFXRA BLOXTBER—RXr A1)

FEAMIZ OV CIE, [ Cisco Nexus 9000 Series NX-OS Security Configuration Guide] 22 L C< 72
AN

Supported Standards

W DFZ, 1EEE M¥EUEHEL R L F T,

Table 2: IEEE £ HMZ %

RE |5HA

802.1D |MAC 7' U v &

802.1p | f —H % v F 7L —L2DH—EZ 7T A (CoS) XX
e

802.1Q | VLAN # X7

802.1s |~ )L F 2= 7YY — Fua hail

021w | FHE A NR= Y — T fhaj

802.3ab | 1000Base-T (10/100/1000 Ethernet over copper)

8023ad |[LACP I L BV v 7449

8023ae |10 FHE Y b A —HF v b

WDFIZ, RFC HEMIEREZL R L £9°, 45 REC OFEMIC W TIE, www.ietforg # 2R L TL 72
éb\o

Table 3: RFC #:ME#E

= SRER

BGP

RFC 1997 BGP = I == ¢ DJ@EIE

RFC 2385 TCPMD5Y 7 % F v 7 =
VEEHL7ZBGP v g v
DR

RFC 2439 BGP/)\— 7T v TS X B
7\
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b3 ELEL

RFC 2519 KA A2 — NEEK D7
L —ATU—7

RFC 2545 ['Use of BGP-4 Multiprotocol
Extensionsfor IPv6 Inter-Domain
RoutingJ

RFC 2858 I'Multiprotocol Extensions for
BGP-4]

RFC 2918 ['Route Refresh Capability for
BGP-4]

RFC 3065 BGP O HE:Y AT LA

RFC 3392 BGP-4 |Z L DHERED T KN K
A XAk

RFC 4271 BGP N—T g4

RFEC 4273 BGP4 MIB - BGP-4 ™ /& ¥ it 42
FT 2 FDER

RFC 4456 BGP/L—h UZ L7 ar:
TV A v 2 NHE BGP (IBGP)
DER

RFC 4486 BGP Cease @I A v & —T D
Y7a—§

RFC 4724 BGP DO L—ZA 7))L ) A Z—
F A=A

RFC 4893 AF 7T N ASERAL—2
® BGP ¥ R— k

RFC 5004 1 ODIEED B BIDIEE~D
BGP i B /S A BT D[l
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e

B

RFC 5396

[ Textual Representation of
Autonomous System (AS)
Numbers]

Note RFC 5396 (L5 HIIZ 3
R—hSNFET,
asplain & asdot ZFIZ
PAR— NI ET D,
asdot+ KFLIL T AR — k
SNERA,

RFC 5549

IPV6 %27 A~y FR2ERL
7ZIPvAxRy NTU—27 LA YE|
FERTREMETE DT K2 A4 X

RFC 5668

4-Octet ASH5 7 BGP L5k =
Ra=T 4

IETF K7 7 |

it 2 S R B [l hE
(draft-iettidr-avoid-transition-05 txt)

IETF K7 7 b

Y7 TN ATl b
(draft-ietf-idr-bgp4-mib-15.txt)

IETF K27 7 k

BT A VT 4
(draft-ietf-idr-dynamic-cap-03.txt)

IPTILFHYR L

RFC 2236

['Internet Group Management
Protocol, Version 2]

RFC 3376

A=y b TN—TER
u b, N—Tg3

RFC 3446

Anycast Rendezvous Point (RP)
mechanism using Protocol
Independent Multicast (PIM) and
Multicast Source Discovery
Protocol (MSDP)

RFC 3569

FEETHE~LFF Y A
(SSv) OEEE

RFC 3618

~NF xRy A MRHT e b=
v (MSDP)
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RFC 4601 7'a ha VN LT X v A
k- AXN—Z F— R

(PIM-QV) : 7' k = ufHgE
(HET)

RFC 4607 IP DD Y —AEfR~ VT
¥ A b

RFC 4610 [ Anycast-RP Using Protocol
Independent Multicast (PIM) ]

RFC 6187 X 2T V= VRGEA O
X.509v3EH

IETF K77 k Mtrace server functionality, to
process mtrace-requests,
draft-ietf-idmr-traceroute-ipm-07.txt

IPH—EX

RFC 768 UDP

RFC 783 TFTP

RFC 791 IP

RFC 792 ICMP

RFC 793 [TCP]

RFC 826 TARP]

RFC 854 Telnet

RFC 959 FTP

RFC 1027 [Proxy ARP]

RFC 8573 NTPEx =V 7 11,
AESI28CMAC F2FIE A 71 = K
WCEoTfbEnTWET,

RFC 7822 NTP v4

RFC 1519 CIDR

RFC 1542 BootP U L —

RFC 1591 DNS” 547 v k
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RFC 1812 FIPv4 routers]
RFC 2131 DHCP ~ LS —
RFC 2338 VRRP

[1s-1S]

RFC 1142 (OSI 10589)

[OS 10589 Intermediate system
to intermediate system
intra-domain routing exchange
protocol ]

RFC 1195 [Use of OS IS ISfor routngin
TCP/IP and dual environment

RFC 2763 ISISD = DB R A MR
HA R T = X

RFC 2966 ' Domain-wide Prefix
Distribution with Two-Level
ISIS]

RFC 2973 F'1S1SMesh Groups)

RFC 3277 ISISIBIERT T v 7 R —/1 A
hE

RFC 3373 [ Three-Way Handshakefor 1S1S
Point-to-Point Adjacencies]]

RFC 3567 [1S1S Cryptographic
Authentication]

RFC 3847 ['Restart Sgnaling for 1S1S]

IETF FZ 7 k A2 =3y FZ7 KU
VI AT— N )—F 4 TS
o bz Bi 5 LANBRH AR
I A o BV N N P
g

(draft-ietf-isis-igp-p2p-over-lan-06.txt)

OSPF

RFC 2328 [OSPF \ersion 2]

RFC 2370

OSPF Opaque LSA 47"+ =
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RFC 2740 OSPFfor IPv6 (OSPF /N— 3
v 3)
RFC 3101 OSPF Not-So-Subby-Area
(NSA) 47 v a v
RFC 3137 TOSPF Sub Router
Advertisement ]
RFC 3509 [ Alternative | mplementations of
OSPF Area Border Routersl]
RFC 3623 TV —A7)OPF U AL —
K
RFC 4750 OSPF R—< 3 2MIB

Per-Hop Behavior (PHB)

RFC 2597 T ¥ a7 — FERE PHB 7L —
—

RFC 3246 SEEESEHA% PHB

RIP

RFC 1724 RIPv2 MIB #iL5k

RFC 2082 RIPv2 MD5 8k

RFC 2453 RIP/NN— g2

SNMP

RFC 2579 [ Textual Conventions for
SMiv2]

RFC 2819 ' Remote Network Monitoring
Management I nfor mation Base]

RFC 2863 [ The Interfaces Group MIB/

RFC 3164 [ The BSD syslog Protocol ]

RFC 3176 InMon Corporation?®sFlow : A

A vyFRFBIONLV—FT v K
Ry NT—=T DT T 47
=X T Bk

. Cisco Nexus 9000 NX-0S DEBEDIIL—TFT « VTHERAA4 K. 1) 1J)—X101(x)


http://www.ietf.org/rfc/rfc2740.txt
http://www.ietf.org/rfc/rfc3101.txt
http://www.ietf.org/rfc/rfc3137.txt
http://www.ietf.org/rfc/rfc3509.txt
http://www.ietf.org/rfc/rfc3623.txt
http://www.ietf.org/rfc/rfc4750.txt
http://www.ietf.org/rfc/rfc2597.txt
http://www.ietf.org/rfc/rfc3246.txt
http://www.ietf.org/rfc/rfc1724.txt
http://www.ietf.org/rfc/rfc2082.txt
http://www.ietf.org/rfc/rfc2453.txt
http://www.ietf.org/rfc/rfc2579.txt
http://www.ietf.org/rfc/rfc2819.txt
http://www.ietf.org/rfc/rfc2863.txt
http://www.ietf.org/rfc/rfc3164.txt
http://www.ietf.org/rfc/rfc3176.txt

| =
Supported Standards .

3 e s BA

RFC 3411 3 Z OVRFC 3418 ['An Architecture for Describing
Smple Network Management
Protocol (SNMP) Management

Frameworks/

RFC 3413 ['Simple Network Management
Protocol (SNMP) Applications]

RFC 3417 [ Transport Mappings for the
Smple Network Management
Protocol (SNMP)J
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http://www.ietf.org/rfc/rfc3411.txt
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http://www.ietf.org/rfc/rfc3417.txt
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CiscoNX-0S &y b7y T 1—T4Y) T+«
DfEFR

ZDEIL, WORNETHERINTOET,

* CiscoNX-OS &> b7 v —F 1 U T 412D\ T, on page 19
ety NT v =T 1 VT ¢ ORITESAME, on page 21

* Cisco NX-O8 7 /31 ZD& v 87 v 7, on page 21

ety NT v 2—F 4 UT 4 IZBT 5B MEH, on page 26

CiscoNX-0S Y r7 vy T A—T4 )T 412DV T

CiscoNX-OS ty b7 v a2—F 4 VT 4L, VAT LADHELR (RZ— T v 7 & HE0E
1) BELXHTA FTHx4EEMDa~v RS54 A F—T x4 A (CLI) E—RTY, Ev k
Tl a—7 4 UT 4 Tlid, VAT AEHIHEAT 2SI ERETEET,

Ty N7y T a—T 4 UT 4 T, VAT IMERS A T a7 2 EH LTI T 7 A v EE
RCEET, By T v 7L T8 ADHERR T 7 A /LA NVRAM 272 W IGA 2 B EIIC B 46
SINET, XAT 87 %Mo TR OBENIEZ B> CTRAIIET, 77 A VHBERS
Niz#, CLIZHAL GEBIMOREEITY ZENTEET,

TEOTa 7 M LT Ctrl ¥F—ZLIKETCHF—ZHL T (Crl-C) | 7%V DML
FFarEAXy L, FORRE TR SNT-ARTRICERZ ENnTEES, 277
L, BHENSAY — REIAF vy 7 CEEHA, BMICKT 2EEL AX v 7T 55513, Enter
F—5MLET, T4V FOEENRAONSRWGEES (T 21X, TA ABAN) T
N ATIHRLARTOMERR A F A LT, OERICAT v 7 LET,

Cisco Nexus 9000 NX-0S DEHEDIIL—T « VT #ERHA A4 F. ) J—X10.1(x) .



CiscoNX-0S v h 7y T a1—F 1 )T4OFERA |

B cisconxos v b7y T1-FruFsIzo0T

Figure2:2 £y v 7y 7 RH ) FrDoA—

ROMIZ, By b7 v 7T A7 VT M ANBLOGRT T L5 H5EEZRLET,
Startup device

l

Set admin password

v

Enter setup
command

Dis play EXEC

Enter setup
prompt

script?

[
y fes

Confgure the | Ctd-C
device

Mo or Ctrl-C

Save and apply
configuration

187048

By N7y T a—=7T 4 VT 413, BB WGEERICV AT D0 THERRT 5 & ICEITEH
LET, 2L, By " T v 7 2—7 4 VT (RN T A ZAREDTZDITWOTHEH
TEET, AV T MNTRAT v T2 ARy TFTHE By N T v a—FT 4007 412L-T
RS SN ET, 28 201E, TTICmgmt0 |  F—7 = A AZER L TWDHEE, &
DFEEZAF YT LTH, By " v 7 2—F 4 VT 4 TIEETOWEREET LEH A, 7272
L. FEOT 74V MERHZGEX. By 8T v 72— 4 U T 41 X o TR Tlid7e <

T AN A LTS ER SN E T, WA RFT DN, L SHEROL T NA 2 iR
LTLZE,

)

Note

SNMP 7 7 ¥ 2 ZHihZ T 5881%. NI IPvdL—h, T74/ 8 Xy hU—2 IPvd T R L
2, BIORF 74NV N F =T oA IPvAT FLZAZRER LT ZEW, IPULV—T T %
BT DE, T AZIPENL— R ET 740 Xy bU—27 IPvAT7 KL AZERA L F
T, IPv4 V—T 4 VT DN OLGE . TNA RAET 74V N F—h U A IPvd 7 KL R %&ff
ALET,

Note

Ty b Ty T A7 YT RTEIPVA 2T 2 AR — L TOET,
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| CiscoNX-08tv b7y T a—F11UT4DFER
ty b7y Ta—F1u7conmres ]

(o] — — —tl E
Yy N7 T A—T 1) T4 DEIHIREHR
Yy b T w7 2—F 4 VT 4 IITROBHESREN H Y £,
e Xy FU—ZBEONRZAT — RERIEA IR E > TS Z &,

e A= N NRNY P EVa—LDaryV—)LR—PRxy NT—ZZHEREESNLTWAH I &,
FaT IV A== AP 2— VDS, MITOA—IR=RX AP a— )LD ) —
VIR —= IRy N =T IR STV D I L,

e A= NN PFET 2 — VDA =P Ry MEBER— IR Ry N —Z I TWHZ
Lo TaT IV A== A P T2 —LDPEIL, WMSHTDRA—=R—=RA Y T2 —)LD
A =Py MEBEAR— IRy NU—J IS TNDH I &,

Cisco NX-0S T/\ 1 XDy r7 v T

Ty " T v T a2—F 4 UF 4 2 LT Cisco NX-OS T /351 ZADFEAEH 2R 51213,
WOTFNEEFAT L ET,

ATV THAALRAOERE ANET,
AT9T2  ANRU— FOBEMRZANEITEDLET,
SRAJ IR/ AT — RiE, ROFEZFL £,
cREMIITFLUETHD
« EHOBET 50T ( Tabed) 72E) ZHA TN
O CXFOMVIKL ( Taaabbb) 72L) & FHA TR
« FEEICH > TV O HEEEZ B AT
s ELWARTZ S ATV
s KXFBIOWNLFOWMENEENTND
cHENEENTND
Example:

---- System Admin Account Setup ----

Do you want to enforce secure password standard (yes/no) [yl: y

ATV T3 BEHEOHLWART—REAHLET,

Cisco Nexus 9000 NX-0S DEHEDIIL—T « VT #ERHA A4 F. ) J—X10.1(x) .



CiscoNX-0S v h 7y T a1—F 1 )T4OFERA |

B cisconxos 75 xoEy FF YT

RTv74

ATy TH

Note <2 U— RAMESIZREEIE (W, BRishod Wi l) | TONRRY — RO ESG S E
T NAT— FERLFENLFEREBISNES, Pl L b 8FL B RIFL/NLFOM
T EBFE R LT IS A Y — R &t L T IE &0,

Example:

Enter the password for "admin": <password>

Confirm the password for "admin": <password>

---- Basic System Configuration Dialog ----

This setup utility will guide you through the basic configuration of
the system. Setup configures only enough connectivity for management
of the system.

Please register Cisco Nexus 9000 Family devices promptly with your
supplier. Failure to register may affect response times for initial
service calls. Nexus devices must be registered to receive

entitled support services.

Press Enter at anytime to skip a dialog. Use ctrl-c at anytime
to skip the remaining dialogs.

yes EANLT, By b7 v 7 E—REBBLET,

Example:

Would you like to enter the basic configuration dialog (yes/no): yes
yes L AL T (F 74V Mdno) . BIMOT 7 M EEKRLET,
Example:

Create another login account (yes/no) [n]:yes

a) 2—H¥ s IDEANLET,

Example:

Enter the User login Id : user login

Caution - — 4, DIFHII T T L THALENRD D £, 2—FRITITHH LT (+=. \-), #ii5 &
IFEF AR —hFEnTWnEHA, 2—FHITHFATINTORNLTREENTWDIHE, &
EL-a—FiEe /A4 o TxEH A,

b) =Y RNRT—RFEZASLET,

Example:
Enter the password for "userl": user password
Confirm the password for "userl": user password

©) T7ANIDa—F—m—LE AN LET,

. Cisco Nexus 9000 NX-0S DEBEDIIL—TFT « VTHERAA4 K. 1) 1J)—X101(x)




| CiscoNX-08tv b7y T a—F11UT4DFER

ATvT6

ATy 717

ATvT8

ATvT9

ATy 710

Cisco NX-08 7754 2Dty +7v T [

Example:

Enter the user role (network-operator|network-admin) [network-operator]: default user role

T 7 4V O —HW— ma—)LOFEHIZ OV CIE,  [Cisco Nexus 9000 Series NX-OS Security Configuration
Guide] #ZHL T2V,

yes EANL T, SNMP 23 a=7 4 ARV T ERELET,

Example:

Configure read-only SNMP community string (yes/no) [n]: yes
SNMP community string : snmp community string

SNMP DFEHIIZ SV T, [Cisco Nexus 9000 Series NX-OS System Management Configuration Guide] %%
LT 7ZE,

TNRA AL AT LET (T 7 4V 44 switch TT)

Example:

Enter the switch name: switch name

yes EASILT, 77U RFT AN REHZBRLET, mgmtOIPvd 7 RLALH TRy b v A7 % ANT)
TEET,

Note o h7 w7 2—7 U7 4 THERKTZDDIE, IPv4AT KL AT TT, IPv6 DR OFEMIC D
Wi, [Cisco Nexus 9000 Series NX-OS Unicast Routing Configuration Guide] & L C<L 72 &
VY,

Example:

Continue with Out-of-band (mgmt0) management configuration? [yes/no]: yes
MgmtO IPv4 address: mgmt(O ip address
MgmtO IPv4 netmask: mgmt(O subnet mask

yes EANJLTIPVAT 740 b = v =A (HEE) 2K LET, AT IPT7 FLAZANTE
ij‘o

Example:

Configure the default-gateway: (yes/no) [y]: yes
IPv4 address of the default-gateway: default gateway

yes EANLT, R¥T 4w —b, T7F/VE Xy hU—2 DNS, BEIORAAL VAR EDEE
WRIPA SV a v ERERLET,

Example:

Configure Advanced IP options (yes/no)? [n]: yes

Cisco Nexus 9000 NX-0S DEHEDIIL—T « VT #ERHA A4 F. ) J—X10.1(x) .



CiscoNX-0S v h 7y T a1—F 1 )T4OFERA |
B cisconxos 75 xoEy FF YT

ATYTN yes L ANLT, A¥T 1w —b (HE) 2R LET, wWET V7 1y 7 A 5TV T 4 v
AR BEORI AN KRy TDIPT RLAZANTEET,

Example:
Configure static route: (yes/no) [y]: yes
Destination prefix: dest prefix

Destination prefix mask: dest mask
Next hop ip address: next hop address

ATYFT12 yes EANLTC, 7400 3y bU—7 (HEEE) 2R LET, WIZ, IPv4T RLAZ AN TEE

R

Note 74/l KRy NU—ZDIPvAT RLRIX, AXT v 7 — MERDGTET VT 4 v 7 R
[f L Td,

Example:

Configure the default network: (yes/no) [y]: yes
Default network IP address [dest prefix]: dest prefix

ATYT13 yes EASJLT,. DNSDOIPv4 7 RLAZEMK LET, 7 RLAEZANTEET,

Example:

Configure the DNS IP address? (yes/no) [y]: yes
DNS IP address: ipv4 address

ATV T yes EASNLT, T74NV RO RAAL A EHERLET, RIC, ARTIZATLET,
Example:

Configure the DNS IP address? (yes/no) [y]l: yes
DNS IP address: ipv4 address

ATY 15 yes EAS LT, Telnet h—ERAEHMZLET,

Example:

Enable the telnet service? (yes/no) [y]: yes

ATV T16 yes&E ANJLT, SSHY—ERZHHILET, VT, F—F AT exF—vy MIE AT LET, #F
AIZ DWW T, [Cisco Nexus 9000 Series NX-OS Security Configuration Guide] #Z M L CT< 72 &0,

Example:
Enable the ssh service? (yes/no) [y]l: yes
Type of ssh key you would like to generate (dsa/rsa) : key type

Number of key bits <768-2048> : number of bits

. Cisco Nexus 9000 NX-0S DEBEDIIL—TFT « VTHERAA4 K. 1) 1J)—X101(x)



| CiscoNX-08tv b7y T a—F11UT4DFER

ATvT11

ATv7S18

ATv7F19

ATy T2

ATvIT2N

ATy T2

ATvT23

Cisco NX-08 7754 2Dty +7v T [

yes E AN LT, NTP —"—ZHRLET, ZNT, IPT FLAZANTEET, FEMIZOWVTIE,
['Cisco Nexus 9000 Series NX-OS System Management Configuration Guide] £/ LT 72 &0,

Example:

Configure NTP server? (yes/no) [n]: yes
NTP server IP address: ntp server IP address

FIFN DA E—T A A LAY I2FFITL3) 2EELET,

Example:

Configure default interface layer (L3/L2) [L3]: interface layer

TIFINVEIDAAL v FR—b A H—T 2 A AAT—F (Vv v NEUVEREF Yy R D7 L)
EANLET, Yy MU A F—T A4 AT, BEHEX D REEIZRD 9, §EIZ OV T,
Cisco Nexus 9000 > U — A NX-OS A v Z—T = A AR ETA FEHRL T EN,

Example:

Configure default switchport interface state (shut/noshut) [shut]: default state

yes EATILT (F 74/ Mino) . EARRT 7 AN F ¥ ROAMEREITOET,

Example:

Enter basic FC configurations (yes/no) [n]: yes

shut EAHD LT (F 740 MiEnoshut) . 74NV DT 7 A NRXNF ¥y RNV AL v FR—h A X —T =
A A% shut (SEZh) REEICHERK L £ 97,

Example:

Configure default physical FC switchport interface state (shut/noshut) [noshut]: shut

on AN LT (74N Mion) . AAvTFHR—F T o7 T—FEHHELET,

Example:

Configure default physical FC switchport trunk mode (on/off/auto) [on]: on

permit ©E AJJ LT (F 74V Mddeny) . 774N "DV —2 R U —MHEFFATLET,

Example:

Configure default zone policy (permit/deny) [deny]: permit

FIFINR S DFRTDAVNRAD NF T 4 v Ta—EFa] LET,

Example:

Cisco Nexus 9000 NX-0S DEHEDIIL—T « VT #ERHA A4 F. ) J—X10.1(x) .



CiscoNX-0S v h 7y T a1—F 1 )T4OFERA |
B - 7072505 cm7 2EmiEs

Note writcerase I~ REZAN LB Ty b T v T A7 YT W2FEITT 58568, A2V 7 MTE.
DA< REERLTCT 74V b —0 R —%FBHRAICEFE L, VSAN 1 2 A9 50
ERHY ET,

switch(config)# zone default-zone permit vsan 1

ATV T2 yes EANLT (FT74NMEno) \ 7V Y —r vy NEEA R—T M LET,

Example:

Enable full zoneset distribution (yes/no) [n]: yes

AT9 Tl arvie— L TL—rRU s (CoPP) DRAKNTIZ T4 ADT a7 7 A NEANLET,
{Z2WTiE,  [Cisco Nexus 9000 Series NX-OS Security Configuration Guide] % &M L T 72 &0y,

Fill

Tup

Example:

Configure best practices CoPP profile (strict/moderate/lenient/none) [strict]: moderate

TITUVAT AL, EREOWELERL, ZNERETINE > DOMERE RO BNET,
ATYT26 nol ANLTKROFIEICERET, yes EASNTDHE, By N T v 7 2—F 4 U T 4 IREDIIHEIZE
D, EAXAT T HBDIRLET,

Example:

Would you like to edit the configuration? (yes/no) [y]: yes

ATvT2l yes EANLT, ZOMMAHERHBIOMRFELET, I CTRELRFEL TBLRNE, REIOT A
ARERFICREDN T SNET A, HREZRFT2561%, yes EANLET, ZOFIHEIFE, nx-os A
A=V D7 — MNMEHH AR SND Z LA MEIZLET,

Example:

Use this configuration and save it? (yes/no) [y]: yes

Caution = = CHERRZRTFE L TRV E | RIBIOT NA ARLENFFICERENEFHFINEHA, yes EAT
LTH LV ZRFE L., nx-08 f A—Y D7 — NEHS BEIRICER S NS Lo I LET,

Yy b7y T A—T 1) T4 IZET BHEMER

ZITEH By b7y T 2—=T 4 VT 1 OFERIZET 5 OMOERIZOWNTHII L £7,
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| CiscoNX-08 £y k7T 1—F 4 U T 1 DA
Yy b7y T aA—FT4) T4 DEEER .

Yy b7y T A—T4 )T« DEEEH

ESPERE]S T=aT7ILBA ML
T4 ['Cisco NX-OS Licensing Guide]

SSH 3 L U Telnet | ['Cisco Nexus 9000 Series NX-OS Security Configuration Guide]

Z—H m— ['Cisco Nexus 9000 Series NX-OS Security Configuration Guide]

IPv4 35 L OV IPv6 | [Cisco Nexus9000 &V — A NX-OS=F ¥ A ks )b—F 4 > TR ETA
K

SNMP £ LT ['Cisco Nexus 9000 Series NX-OS System Management Configuration Guidel
NTP

Cisco Nexus 9000 NX-0S DEHEDIIL—T « VT #ERHA A4 F. ) J—X10.1(x) .
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B cr7v71-—5u5omaan
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PowerOn Auto Provisioning O {# F /5%

ZOFEF, WO THMEINTHET,

* PowerOn Auto Provisioning {Z2NT (29 ~X—7)

* POAPvV3 (41 <—2)

* POAP O EFEPB LOHEE 43 X—)

* POAP Z (i3 272D % v MU — 7 BEORE (45 3—)
*POAP T DAL v T DFRE (46 ~X—)
emd5 7 7 A IVOIERL (46 _X—)

« TNA A AT 4 X2 b— g O, on page 48
*POAPD N T TNy a—T 47 (48 X—)

* POAP /"—YF U T 4 OFH (49 X—)

PowerOn Auto Provisioning [T DLV T

PowerOn Auto Provisioning (POAP) [, F* v~ h U —7Z#] TE A X417z Cisco Nexus A1 v
FIZXH LT, YT RT 2T A A=Y DT v T T L= REMER T 7 ANDA VA =L DTk
AxzHBELET,

POAPEREZ A X 72T A ANKEE L, AX— T v THED RO WS T30 A%
POAPE— RIZAY | DHCP#——%fE, A v F—T A AIPT RLVA, F—h U= A,
BLODNS h—nR_—DIP 7 FLAZFEHALCHHEE 77— A 77 LET, £/, TFTP
P—NR—=DIPT FLAZRHL, FUrn—RT51-00A, v F 2B L, @Ry~
N2 T ARV R 7 7 ANEL T 00— RLTA VA M= VT DA ) T N 2L
»u—RLET,

\)

(GE¥)  DHCP {E#%. POAP LHRA /A SN EJ,

POAP Df=-bD v b T —0 ZH

POAP 121X, IROX Y NT—T A4 T TNRNETT,

Cisco Nexus 9000 NX-0S DEHEDIIL—T « VT #ERHA A4 F. ) J—X10.1(x) .
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PowerOn Auto Provisioning DfEFA775% |

cAVB=T A APT RLA, = U= T RLA BEBFAL Y F—h VAT A
(DNS) ¥ —/3—%7— k2 }Z » 7+ % DHCP #—/5—,

VT RNT T A A=V DA A M=V ERERO T 0 2% BE LT 28 A7 VU 7 F DR
BENTWD TFTP £721X HTTP ¥ —/3—,

C MBI T RN =T A A=V ERERT A NAPREINTND 1 B EOY—/N—,
* USB AT 54 . POAP IZ DHCP — "—F 721X TFTP — _R— I/ H Y FH A,

H3:POAP .y b T—Y 42035

Script Script Server

Configuration and
(HTTP and TFTP)Server i e

Software Server

DHCP Server (SCP, FTP, SFTP, HTTP)

|

[ ] ]
m =
Configuration File and
IP Addrass, Gateway, s s SR Software Images
Script Server, and Script File P T

Default Gateway

G

Nexus Switch

POAP M E31E

POAP L, VAT MBI WEAICHENIRY T, 7— T v 7O L LTETEN

£7, 2L, PR ERIZ POAP DA A A /N A TEET, POAP & KFEHIIT M2 7
DG (VAT DT 2 0EATYH),  [systemnopoap) 2~ RaEffTcEEd, o=

~ 2RI (DR WVIGE T H) IROELEIRFIZ POAP 2B SN2 K 9 IC LE T, POAP &

BT D121, Tsystem poap) =~ RE721E lwrite erase poap] =~ RZEFEH L ET,
l'write erase poap] =~ RiZ, POAP 7 7 7 %#i{§E L, POAP #HhZ L £ T,

o f5i] : POAP D MEZL,

switch# system no poap
switch# sh boot
Current Boot Variables:
sup-1
NXOS variable = bootflash:/nxo0s.9.2.1.125.bin
Boot POAP Disabled

POAP permanently disabled using 'system no poap'

. Cisco Nexus 9000 NX-0S DEBEDIIL—TFT « VTHERAA4 K. 1) 1J)—X101(x)



| PowerOn Auto Provisioning O f& Fi775%

POAPa T FaL—vavzoyTt ||

Boot Variables on next reload:

sup-1
NXOS variable = bootflash:/nx0s.9.2.1.125.bin
Boot POAP Disabled

POAP permanently disabled using 'system no poap'

switch# sh system poap

System-wide POAP is disabled wusing exec command 'system no poap'
POAP will be bypassed on write-erase reload.

(Perpetual POAP cannot be enabled when system-wide POAP is disabled)

5] : POAP DAL,

switch# system poap
switch# sh system poap

System-wide POAP is enabled

%5 : POAP Dl 2

switch# write erase poap

This command will erase the system wide POAP disable flag only if it is set.
Do you wish to proceed anyway? (y/n) [n] y

System wide POAP disable flag erased.

switch# sh system poap
System-wide POAP is enabled

POAPO >4 FXalL—3> R T

Python 7' 77 I v 7V Efkz il L TR SNIERAZ U 7 oY 7V HE STV E
T RSN TVWDLAZ VT F2HL, Ry MY =V REOBEMFZH-T L IICELET D2
LB LET,

POAP A 7 U 77 K3 https://github.com/datacenter/nexus9000/blob/master/nx-os/poap/poap.py (Z & ¥
i —a_o

Python ZfEH L CAZ UV 7 N &2EET5121L, ZHEHOT T v b7+ —20 [Cisco NX-0S
Python APl UV 7 7 L' A B4 Rl 5L T 7230,

POAP X5 Y T EEXLUPPOAP RS Y T AT 3 nFEH

POAP A7 U 7 M & T 281IC., ROBIEEZFITLET,

1. 22V MO EHICHLIA T ar T4 r7aF ) aRELT, vy M7 v FIZEET 5
TRCOF T a DA VT MIEENDLHIICLET, T7410 0% (T 740D
F7 T a UHEEET) EEEEE LN TLE N,

Cisco Nexus 9000 NX-0S DEHEDIIL—T « VT #ERHA A4 F. ) J—X10.1(x) .


https://github.com/datacenter/nexus9000/blob/master/nx-os/poap/poap.py

PowerOn Auto Provisioning DfEFA775% |
B rorr x5y T rBELUPOAP RS YT FTL 2 DR

2. Yz avwr REFEALT, ERENTVWDLLEIICPOAP A7 U RO MD; F =74
LAEEHLET,

f=poap_nexus_script.py ; cat $f | sed '/*#md5sum/d' > $f.md5 ; sed -i
"s/*#md5sum=. */#md5sum=\"$ (md5sum $£.md5 | sed 's/ .*//')\"/" $£

3. TAARIARL = T v IR DL EIT. EERARBEELZFEITLTT A, Z& ) m—
}\\\ ]\/i—é‘o

WDOPOAP AV VT N AT v auBELT, POAPAZ VT NOEBMEAER CXEJ, ¥—
N=MBE T 7 A NET T ra— RT5EXE AA N, 22— -4, BLUOVIRATU— R4
Tra YPNEETT, =Y TF VT 4 2R TN TOE— FTIL, target_system_image & 4%
TY, BHFNRTA—ZIIAZ VT ML o TSI, MENT A—ZPNEE LRV, A
7V 7RI IEShET, AR M, 22— -4 BLXORRT—=RERSTXTOL TV 3
NE, TIANNDOF T a v BbHVET, AT var T4 a ) THET v a VEEE
L7aWgGE, 7740 RS ET,

* username
V== T 7 AN EF T ru— N5 L ST D2—F -4,
. password
P=N=Ino T 7 A NEF T n— T 5L IMEHT LAY =T,
* hostname
Tr7ANDE T a— RIEDH—_R—DAFTETZILT RV A,
«E—F (Certificate verification mode)
7 7 # /v M serial_number T,
ROWTNUIDOAT v a v a2EALET,
N=VFT«
tarball 7> 5 A A v F &85035 Tk,
* SERIAL NUMBER

KT 7 ANZBEIRETDEIAL v TFDOINTNAES, BT 7ANVDY ) T ILESD
0% conf.serialnumber T3, #il: conf. FOC123456

* hostname

L7 7 A VA ZRET DT-OICDHCP A7 v a VTR To R A MMy, T 7
ANDKRA ORI, conf hostname.cfg TJ~, # : conf 3164-RS.cfg

°mac

W7 7 AN EBRETHA L F—T 24 ADMAC T FL A, K7 7 A /L DK A
r DFUL, conf macaddress.cfg T9, £ : conf 7426CC5C9180.cfg

* raw

. Cisco Nexus 9000 NX-0S DEBEDIIL—TFT « VTHERAA4 K. 1) 1J)—X101(x)



| PowerOn Auto Provisioning O f& Fi775%
POAP X% ) 7+ &5 &UPOAP 2o YT+ 4+ T avnim [

W7 7 ANAIT, AT arTREShELBV IR ShET, 77 A AAIFE
B EH A,

* location

CDP R A =1L, #7 7 A NGB HRET HI2DICERESNET, k7 7 A LD
BT O conf host intf.cfg T3, ZZ T, host | POAP A X —7 = —A%&N L
TTNAA RCEH SN TNDHREARNTHY | intf IXPOAP A ¥ — 7 = — AP S
NTWHIVE—K A H—7x2—ATT, fil: conf remote-switch Ethl 8.cfg

. l‘\gfd:;(/\o—x

POAP DFEDKIBIZ A EE /7 KB AT D A~R— R, F 7 4/ MiEIZ 100,000 T7, #HE A
Ty TDT T T —=ROGAE, X—7F >y b A A—=VDT v 77 L— KRR H Dk
DA A=Y DYV A REFRELET,

* transfer protocol

VSH THAR— K ZFL TV 5 http, https, ftp, scp. sftp, tip 72 EDHRET 1 b2/, 77 4+
JV R sep T9,

*config path
P R— EORER T 7 A VD IRA, B : Aipboot, T 7 A /L b i /var/lib/tftpboot T,
* target _system_ image

JE— p YN AT n— R 54 A=V OL4RT, AL, POAPASE T L-IC
BS54 A=V TT, ZOFTvavid, A=Y F VT 4 2R TXTOE— FTUA
DIRFTA—=HTT, 774/ MNE ] TT,

* target_image path

P N—= LD A A= ~D/A, i : /thpboot, T 7 4 /v b iZ /var/lib/titpboot T,
*destination-path

A A=Y EMDS H LEH T m— RT 53R, 77 4/V MM /bootflash T,
*destination_system_ image

BESIEA A=Y T AN, FBELRWEE, 7 7 4 /L Md target system_image 4 (272
nET,

*user_app path

22— =27 V7 ==Yz b, BLOR2—P— T NEEINLTNDH—3—
Lo A, F 7 5V B i var/lib/tftpboot T,

*disable md5

ZiE, MDS F = v 7 BRI T D MEN S DAL True T, 7 7 44 ME [V 2
(False) 1 CT9,

*midway system_ image
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B rorrzouTrssuPAP 2oy T+ TL a0

BHOYVAT AT v T L— RIUERT 54 A=Y D40, 7 7 4 /V hTiX, POAP R
V7 NIT v 77— R ANATRERPEA A=V OL4RTE RO THERALES, 2B
Ty I T — RTRIOHRIA A —VEEIRTHGAIL. 2O vaBRELET, 7
ZxN M ] TT,

source_config file

raw E— RZEHT 256 O T 7 A VD4R, T 7 4 /v M poap.cfg TT,

vrf

Zryono— R LI 25 VRE, VRE IZPOAP 7ut X 2k > CHEMIZCERESINE
9, 7 7 4 /L biX POAP VRF BREiZ% T4,

destination config
Zvm— R LIRS 5480, 7 7 4+ /L b poap_replay.cfg T,
split_config first

WA BT D BN & D552, B ORI 2401, MRE AT D7
Wiz e—KFpExlcoBrdEfsnEd, 7744 M poap l.cfg TT,

split_config_second

BRI BN STV DA 2 & B ORG240, 7 7 4 /0 MiX poap 2.cfg
‘@‘é—c

timeout config

W7 7 ANVDa—pX A4 L7~ (BHA) . 7740 ME120 T, LA —A
A—=DUSNOEE, ZOF T a AIMEA ST, POAP Vet ARNL A LT 7 M LE

Ty VHY—AA—=VOHE, FIPIZZOX A LTV heabt— JukxCignins
ATV AEHALETR, scpBILOMMOT 0 ka2 VZZDXA LT T heat—7
2 AR LET,

timeout copy system

VAT UAA=VDAE=DIA LT T N (BHALD), 7740 I 2100 T, LAY —
A A—=VUSNDOYE, ZOF T a ViFER ST, POAP 7t ARX A AT 7 FLE
Ty LHY—AA=VOHE, FIPIXZOX A LTV heabt— JukxCignins
A 7TavvAMEALETR, scpB OO0 b2/ WZZ DX A LT T heat—7
o AZEHLET,

timeout copy personality

N=YF VT 4 tarball DI E—DX A LT 7 b (FPHALD), 77 4/L MX 900 T, L7
VA A=VUSNDOEE, O Ty a VFER ST, POAPT R ARL A LT T b
LET, LA —AA=DA, FIPIZZDEA LT U heart — Fut 2Tl

vy Ay 7atRAEALETE, scp BEWMLDOT 2 ha/ViZZ XA LT D N
v— oA LET,

timeout_ copy_ user
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POAP 0> DNS 7 L T DHCP $——nt v +7v 7 |

DY —R7 YT b=V b EAE—TBEDS A LT Y (BHAD), 77 AL b
1£900 TJ, LAY — A 2A—VLSNOHE, ZOFT v a A IS, POAP 7t
ANEA LT T RLET, LHY— A A=VDEE, FIPIZZDZ A LT 7 b —
Tt ATER v A TR RIEHLETN, scpBLOMO 7 haviZZoX

ALT T Reart'— e X HEHLET,

* personality path

PNX—VF VT s tarball DF T — KD U E— |k XA, tarball NF 7 — KX,

W=V F VT o TaARGIND &, X—YF U T (i, tarball

BIEPICHRE SR

BTN O FRRIC T X TDO T 7 A V&2 XD rm— RLET, 7 74 /L M /var/lib/titpboot

<

* source_tarball

Zproa— KT 585—F U T ¢ tarball D4 I, 7 7 4 /v M. personality.tar T3,

*destination_tarball

Horma— RO/~ F VT ¢ tarball DA HI, T 7 4/V M, personality.tar T9,

POAP @ DNS 72 L T® DHCP H—/I—Dt vy r 7y F

Cisco NX-OS U U —2Z 7.003)I6(1) LAF%. tftp-server-name [ DNS 47> 3 U7 L CEHTE &
¥ LAATO U U — AT DNS 72 L T POAP HEBEZ AN T DITIE, 150 DI ALX N AT T a v
ZfHEH LT tftp-server-address {5 ET HMLENRH VY £,

tftp-server-address 47> = &AM T 5121, dhepd.conf 7 7 A VDO FFE TR ZFRE L £,

option tftp-server-address code 150 = ip-address;

i

host MyDevice {

}

option dhcp-client-identifier "\000SAL12345678";
fixed-address 2.1.1.10;

option routers 2.1.1.1;

option host-name "MyDevice";

option bootfile-name "poap_ nexus_ script.py";
option tftp-server-address 2.1.1.1;

WDENL, IPv6 24 L7 POAP @ DHCPv6 DX EZ K L TWVET,

default-lease-time 3600;
max-lease-time 3600;
log-facility local7;
subnet6 2003::/64 {

# This statement configures actual values to be sent
# RTPREFIX option code = 243, RTPREFIX length = 22

# Ignore value 22. It is something related to option-size RT PREFIX option length.

# lifetime = 9000 seconds
# route ETH1 IPV6 GW/64
# metric 1

option dhcp6.next-hop-rt-prefix 2003::2222 243 22 9000 0 1 ::;
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B rorro—seLcoa—H—F—4. TSk BLURIUT RO O— REER

#ipve ::/0 2003::2222
#Another example - support not there in NXOS - CSCvs05271:
#option dhcp6.next-hop-rt-prefix 2003::2222 243 22 9000 112 1 2003::1:2:3:4:5:0;

#ipve 2003::1:2:3:4:5:0/112 2003::2222

# Additional options
#option dhcp6.name-servers fec0:0:0:1::1;
#option dhcpé6.domain-search "domain.example";

range6 2003::b:1111 2003::b:9999;
#range6 2003::c:2222 2003::c:2222;
option dhcp6.bootfile-url "tftp://2003::1111/poap github vé6.py";

POAP D—E L LTHRDA—H—FT—42, T—Pxz b, BEXURTY
JrOAHO—KEFEH

FFvar T4 aF IO T, download_scripts_and_agents A% H 0 £, —H—

Ay VT NeTF—2EFyra— RT 5551, &YIO poap_log 7O AL NashL, —if

@ download_user_app BN LZH L CKT7 7V r—varv iz vru—RKLEd, &
W CiscoNX-OS "=V a 37 4 L7 FUORJRH At —Z2 ¥R —F L TWianed, £0 X
2727 4 L7 b U idtarball(TAR 77— A ) IC AT S, AL v F T EfMET 2 0ENH
Y ¥4, download_scripts_and_agents B> /T A —Z [ZRD LBV T,

« source_path - 7 7 A /L £ 72 id tarball 238 D5 ~D /S A, ZDNT A= FMHTT,
%1 : /var/lib/tftpboot

e source_file-# vt — K457 7 A VDL, ZD/RT A—HTMHETT, #: agents.tar,
script.py 72 &,

edest path- A A v F LD T 7 A NEF 70— KT8, URNCFEE LR -72F 4 L
7 FUBMERENE T, TIUIBBERIRE/R /ST A—X TF, T 7 # /L M /bootflash T,

edest_file- ¥ m—RNULIET 7 A WTHHT D40, ZHUTEAIEATRE/R/NT A — & TT,
T 7 F IV MMEIEFE STV source_file T,

s unpack - 7 > 7% 7 O tarball AMFET L0089 AR LE T, I tar -xf tarfile-C
Ibootflash TITWFE T, ZAUFEMEFIRE/R/NT A —H TF, 7 7 4L MI[WW 2 (False) |
<7,

« delete_after_unpack - 7> /3y 7 BWF L7 X 7 > a— R L7z tarball ZHIBRT 2008
9 & LET, unpack 23 False D35G, 2hRITHY E¥ AL, 7741 MI [V R
(False) ] T,

Zoyvn— REREEZERT 5 L. POAP DFATICHLERT R COT—V =2 e T 7 A NV EH
vor—RTEET, =—Yx FEMIBT HITIE, POAPICE > TH U u— RN FELT
FERRICHERDNEET A MERH Y £, RIZ, =—Y =z b, A7 Va—7, BXWeron =
MU % EEM & & HICEHTEET,
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POAP f0.3#

POAP 7t RIZIFRKD 7 = — A0 H Y £9°,

1. BwBEEA

2. USB Of@t

3. DHCP Ot

4. A7 VT NOFELT

5, A YA =N FEDYB—F

poar iz i

INHDT = —ANTIH, ORI S84 L9, KIZ, POAP LEL D 7 b —[X % 7R

L\i—a—o
4: POAP J02

+—\'bs

Boot up nomally with

slanup configuraton.

Begin exsting interactve
selup over senal console.

Execute DHCP discovery and
obtain [P address and TFTP
sorver address of where o get
the software image file.

v

Swieh downloads he mage >

k
&

descovery successiully
and oblaines P address and
TFTP sarwer addess whare
POAP seript
file resides.

Yes

Switch downloads the POAP
scripl file and execules it.

&3 the s
bootflash contain he

noted in the scipt

Switch determinas the
5| Name of the configur aion
" file and downloads it

Switch replays the
confliguration file o

conbauie the swilch.

Configur aon 5 saved
locally 1o NVRAM.

mage noted in the
scrp file?

a0
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B =rzro:-—x

BREAT7I—X

TNA ZADEREND TERATDH L, T ATREFCA A =N ENTEZY T v 72T A
A—=T%u— L, BENMEHT 28R T 7 A VAR LUES, BT 7 A VR RO E R
72346, POAP T— KNGS E T,

EEhf, POAPZHIEL CEEDE Yy 7 v FIClTenE I madifiRT 57 a7 R RE
NFET, POAPEZKR TTAHZEL, BITTAHZELTEET,

\}

GE¥)  POAP Z#iiTd 2HA. 2—VOERIEIIVNED Y £ A, POAP ZH LT 5008 9 a iRt
5707 ME, POAP LEENE T35 F TR I NFITET,

POAPE— RZKTTHE, MEDA L ET 7T 47y b T v 7 A7) 7 BB ENE
9, POAPE— R&HATTDH L, TXTORINE/SRNDA  F—T = A AXT 7 4/ MRET
M x4,

USB#EH 7z —X

POAP BT 5 &, FutR LT 7B AAHERT X TDUSB T/ ZAD/L— kT 4 L7 |k
UG POAP A7 V7~ 77 A (Python A7 U b 77 A/, poap_script.py) . K~ 7
AN, BEOVATLEXF v I AL — N A A=V ERBLET,

AT VT N 77 ANNBUSB T /NA A THOMMST28HE . POAPIIAZ VT SOFEITEBMG L
F9, A7 VTN 77 AR USB T3 AHIE LW A1, POAP (X DHCP Ofi % 5
ITLET (EENSRAELIZEAIL. POAP 3kIh £ 721X FH) T POAP V't A %EILT 5 F
T. POAP 7'u -t %% USB F‘ij DHCP i & 22 FAIZEITLET) o

A7 VTN TRESNZ Y 7 N 2T A A=VBIOAAL v FHERT 7 A VHFET D
AL POAP X, ZNHDOT7 7 ANERALC, Y7 hvxT a4 A=V L, A v T &t
LET, Y7 b7 A A—VEBLOAAL v TFHERT 7 A4 LD USB 7734 ATAFTE L7e
BE. POAP X7 U —> 7 v 7% L CDHCP 7 = — X &I LB L ET,

DHCP #EH 7 = —X

AA T, BIE SRV DOA H—T 2 A AFE721X MGMT A > ¥ —7 = A A, DHCP #—
N—/135H O DHCP A7 7 — % %5595 DHCP Mt A v — U2 X ELET, (KROMESH
LTL &V L CiscoNexus A v F FEODHCP 7 AT > M., 7294 T MDA T3
NCAA v F I TAEEEMLH LT, £V K% DHCP ¥— N— {2 S ¥ £ 7, DHCP
H—r—| i ZODEFHALT, IPT RLVRARLAI VT N 77 A NVE7EDEHR%E DHCP 7 7
AT MIORTZENTEET,

POAP (Z1%. 1% 3600 # (1 Ff) o DHCP V — A2 /B T4, POAP X, DHCP V —
W 28 L £ 9, DHCP U — X HiRI2% 3600 > (1 i) 127z 72\ 854, POAP (3 DHCP =
Iy — g rEETLER AL

*7-. DHCP #ith X v & —Cld, DHCP U — =M HLDRDOA 7> a o 2EELET,
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pep 7z —2

o TETP ¥—/ 344 £ 721X TFTP ¥— X 7 K L2 : DHCP ¥ — X TFTP ¥ — 34 £ 7-1Z TFTP
P— N T RURA%ZDHCP 7 747 > MIHHELE3, DHCP 7 74 7 MIZ DIE#R%E
fEF LT TFTP — =1l L, A7 VT~ 77 A NVERELET,

e 77— N7 7 AN4% : DHCP #— NI DHCP 7 54 7> MZT— N7 7 A N B FELE
T, T— N7 7 ANLITIE, TFTPH— N ED T — K~ 7 7 A L ~DSERNANEGENET,
DHCPZ SAT7 v ME, ZORBFREFHA LAV N7 7 AN EBF T ra—RLET,

P2 72985 D DHCP 47 7 — N2 5 &N 5 &, RANCEIE L2 b ORZIF AL B,

POAP 7' & R TIR DB HEA FF, 7 /34 A%, BRI 72 DHCP H—/3 & @ DHCP =
vr—igr (EREFERIGE) ZFEITL, DHCP — N AL v FIZIP T RLA%&E DY
TEJ, POAPLELOEFGED AT v T T2T—NRETHE, IPT FLUAIDHCP IR SN E
ERS

B 72 9 DHCP 47 7 —MFE LR WA, AA v FILDHCP r v ——v 3> (FR
CHERRINE) ZFETET. IP T FLATEI DY ToHNERA,
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B ororrssrzusIL—s7yr

5:DHCPHRE O+ R

L4 I
CHZPDISCCVER an front-panal
interfaces or MGMT interiacs

o '

Collate and salect
DHCPOFFER

—  DHCPOFFER
S salected?

=

DOHCPREQUEST
the selected OFFER

e

i DHCPACK 7
_;-F"'_ﬂ;t:;.

~—
—

Yas

the intarface in
managamant VAF.

!

Configurs default gateway
on the interfacs in
managemsnt VAF.

!

Configure DNS (if any).

|

Spacified script
down loaded.

‘ Configure |IP address on

as1729

POAP 54+ 32wy TJL—UFDk

Cisco NX-0S U U —2 7.0(3)I4(1) LAF%, POAP (%, HHE L7=AR— hD 1 2DOE%IZH H DHCP
== LES LT, A= bEENICHEILES, ik, 7L—27 7 87—
DY HR—F SN TR oT2725, POAPIZfEH S 412 DHCP ¥ — " — (3l D7 — 7 )VIZE
BT O ERDH Y F LT,

POAPZ. EDOT LA 7T Uk ~v 7 (72& 21X, 10gx4, 50gx2, 25gx4. F721% 10gx2) °
DHCPH— — | Sz v 7 2RET 502 ELET, FOR—FTHLT LA 7T Y
R R—FENTHRWEA, POAP XX AT 7 T AT I 7ukAeAxy 7

LET, 7L—2 T U RNL—TRETTHL, POAPITER FHB Y DHCPHH 7 = — X &K1
L/\i‘é—o
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zoy7rozirrz—2 I

\)

CGE) HAFTIv I 7oA77 T FOFEMIONTIEL, T ADA =T = A AERITA R4S
LT ZEN,

AT rOEFTIz—X

TN AN DHCPHERISEDEREFEH L CT A, ABEEZ T — AT o LIZH T, A7
U7 R Z7 AN TETP Y — =8 v o— RENET,

AA vFIE, ar74Xal—var A2V REFEITLEST, ZHICKY, YT R =T
A A=VDOF T a—REL VA =L, BIUOAAS v FEAFOa T 4 FXal—ar Ty
ANDE T a— RRfThbhET,

72720, ZORERTIE, M7 7 A VIEAAL vy FICEA S NEFA, A1 v T ETBIEFETH
DY T NT2T A A=V BERT 7 A VHNO—ED 3~ REHR— K~ L TORWATREMEN H
H12DTT, HILWI T MU 2T A A—=UNA VA M=V ENTHE, AL vTFDY T— i
WZEDY T "2 T A A=V OFATRBENE T, TORRTAL v FIZar 7 4 Fab—
varvPmEAIRET,

)

GE)  AA v FoEwRIUiENLE A7 VT MIMFIEL, A v FEAIVPFTALDOY T vy =T
AA=VET = T 7 EKE Y m—FNLET,

AR F=)LEO)O—FK 2z —X

ZA v FRFREL, Ty —RENEY T NI 2T A A=V ETary7 Fal—g
YA (V7 vA) SnET, B0k, A vy TFIE, FEATar 7 4 Fal—Ta U EARAY—
Ty ar74¥al—rglar’—LE T,

POAPv3

PowerOn HEh 7 n vy a =7 /X— 3 3 (POAPv3) %, CiscoNX-0OS U U —2Z 93(5) T
MASHE L, ZOKEEHEHATSE. POAPES LTI A4 A, RPM, BLOGEHEL
A VA R—=NLTEET,

POAPZ T LCT A A, RPM, FITFEHEZ A VA b—L35121F. ROTFNEEZFEITL
F7,

1. Ry 72 20V T NESELBNC LT, POAP b — =17 3 VA EER L ET,

2. AVAN—NTEHT7ANEGT yaml 720X yml 7 7 A VEAER LET, 77 A VAR
<serial-number>.yaml £ 721X .yml TER IZEFENTWNDH Z & EfHER L T EE 0,

3. .yaml £720X .yml 7 7 A /LD MD5 F = v 7 LEERR LT,
4. yaml 7 7 A VOB BKROBERIZBTND Z L 2R L TS0,
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l roars

Version : 1
Target-image : nxos.9.3.4.bin
Description : Yaml for box XYZ12345 poap provisioning. N9k Leaf mode box

License : [licensel.lic, XYZ12345/license2.lic, folderl/license3.lic]

RPM :
- rpml.rpm

- patches/reload/rpm2-reload.rpm

- rpm3.rpm
Certificate : [sshl.pub, XYZ12345/ssh2key.pub]
Trustpoint :
CAl :
cert_1.pl2 : passwordl (priv_key passphrase)

XY712345/CAl/cert 2.pfx : password2
CA2 :

CA2/XY712345/cert 3.pl2 : password3

5. yaml¥—7U— KX, EROBIIRENTWLERE —FHTH2LERH D Z LITERLTL
7ZE0,

6. T RXTCOT7 7 ANEEY /2R ACHELET,

7. install path B AE4HIE LTV TAESEROT7 4 VA NEE SN S84 L LT POAP
27 VT N EEHLET,

WD U A NI, POAPV3 IZBIET B H A KT A LHIBRFEEZ R LET,

*YAML IZ, 5625707 T IV TEHEDDDO, ARGATHRTE L7 =% U7
JAVFEYERIS T, YAML iX YAML Ain't Markup Language Ol T, Z D7 7 A VERXT
7 7aPFE RFa A PTHEBAENET, 26D RFa A MITL—r 7 F X M
THRAFSH., . yml JER 3 BIMENET, YAML (X7 7 A VBT, yml X7 7 A VK
BT

¢« YAML {Z JSON O Z— 83—+t~ FTh Y, YAML S—H—|F JSON Z#&ik L9, YAML
77 ANERIT, FHART, T AL MR, BEREBLICER SN ET,

s yaml T5 & STV 5 Target image (X, POAP A7 U 7 FNTELIN TN D
target system_image /N ANZDAHRFFT HMENH Y £, yaml 7 7 A /LD Target image T
X, MR SRR — RS TOER A,

« yaml & .yml O )7 OIFEMEEEN VR — F STV ET, 26 DOILEHKEO W%
T EEBINTHAE T arRnNbHET, A7 a VEBRBIRLRVEA. <serial>
yaml JEIE D RANCEAT S, RIEL7235A1E. yml BB E I ET,
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poap iz EEES £ UsnEE ]

« HER T 7 A L L RIERIC, yaml/yml @ MD5 7 7 A L BALETY, 7272 L, disable mdS 723
[True] OHE. yaml/yml O MD5 7 7 A VI EH Y FH A,

o TNNAAD yaml 7 7 A NVIRFELOM G720 A | Tinstall path] 25 POAP A7 U7k 7 7
ANVIZBEEESNTWETA, POAP U —7 70— IR DSATHEITENE T, OF V.
RPM, 714t A, BIUHEHEZED A VA F—/UI T EE A,

o f A F—L UEy ME, RPM A A h—/L & L7z PoAP 73 Day-0 US> F U A4
THEITENDHGE, BEZIALBEELY bEEINET,

« ISSU IE. PoAP BRI CTH LA A —VIZBETH7200H LWT 7 4L h T,
luse nxos boot] ZMEHTHMLENHDH Z LITHERE LTS EEW, LAY — 7 — b nxos
< BLERIGETE True TY,

e Filetype (. N Z7 A hARA > hD pfx, pl2. 74 B AD lic, .tpms D and.rpm T, F =
717 7 A WVEADBEES LR WEE, SUED POAP 21 IEL £,

o pm OEE yaml 7 7 A VT D T 7 A VA ERET HLENH D £,
%1 : customCliGoApp-1.0-1.7.5.x86_64.rpm 7> 5 custom.rpm (24 B2 2 E L7254, PoAP X
AT DOAR—E Z R LT LET,
pm D ILDA R Z BT T 5121
bash-4.3$ rpm -gp --gf '${NAME}-%{VERSION}-%{RELEASE}.%{ARCH}.rpm' custom.rpm

customCliGoApp-1.0-1.7.5.x86_64.rpm
bash-4.3$

« POAP D ISSU MBAEEND & PoAP OHFIENR T oy 7 ENFET, MEHOME T
ISSU KR35 &, FIEBBEENEHOE IR £,

POAP D EEFIEE L UHIKEE

POAP HERLFOEEFHEB L O EHEIIKRD LB Y T,

« bootflash:poap_retry debugs.log i%, Wi HIJTD A POAP-PNP (L > TASND 7 7 A4
VTE, ZDT 7 AL, POAP FEENFA LIZHAICIIBRS 0 £E A,

o ZOMRENEMET BHITIE, AA v TF VT U 2T A A=Y TPOAP ZHAR—FLTWN5
VENH Y F9,

* POAP TiE, AA vTFNRESINTEMERBEIZ R T DAL v TFOTu TV a =Tk
HPR—FLERHA, AFX— T v 7 a7 4 X2l —arDRVWAL v TFOHE oY
Cam R R—-ENET,

« POAP @ https 7°7 k = /L"C ignore-certificate ¥ — 7 — N &3 5 12i%,
https_ignore_certificate 7> a A4 NI T H0E R H D £3, ZHITE D, POAP 2~
U7k CHTTPS 2k & IERIZFEITTE, 7’17 b 2/L{X POAP THRE L 72\ oh, Z DA
7'va v https 7 L CEITTEET,
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B rorroxssEssvsnsE

MR — N Fyx (VPC) XT DO—ETH D CiscoNexus T/3 AT — AT v
F 57292 POAP Z i fi4 5854, Cisco Nexus 7 /3A AL POAP DREENRFIZZ D4~ T
DV I ETIT 4TI LET, vPC DY 7 DU “EREF SN TWDBT 31 AT,
CiscoNexus 7 /3 AZEH SIWTWDR—F F XY RNV AN U TIZEDNT T 407
DO—IELITTRTCOREERBT2HAR™DHY, b T 74 v 7 BKRONDZENHY F
R

ZORBEEERET HI2E, VN POAP AL TCT— A T v 7 &N T3 Cisco
Nexus T /34 ZA~D ST 7 4 v 7 OURIEZFRS CRRB LWL Y12, vPC U 2712 7
EHHE 7 e a2 (LACP) 2% ELET,

* POAP %] L T, LACP A" — I~ F ¥ R /L#EH T Cisco Nexus 9000 ' U — R A A » FDH
T A MU —AIZEHE SN TV D CiscoNexus T XA AT — AT v 7 LIEEE, A
UNR—R—FER— K FrRrLO—HL LT/ KA TEARUE | Cisco Nexus 9000
V=X AL v FIIT 74V R TED A N—R— hE—RE L LET, 2 OREZ AR
THINE, A v F—T = A AT 4 F 2 lb—3 g F— FH5 nolacpsuspend-individual
avy REFEHLT, 20X = R"— FE—RHE ik L7224 X 9 12 Cisco Nexus 9000
U= AL v FEERLET,

o HE/2 POAP D H L sysloglZiidk S, U T ay Y —AnbHARRICR D £7,

« HRZRPOAPZ T —(I, 7— 7 T vy allibkdnEd., 77 A NVA4LD T +—~ > M
date-time poap PID [init,1,2].log T9, Z Z T, datetime®” +—~ v MZ
YYYYMMDD hhmmss T, PID 7' mrEA D270 £9°,

*POAP /'m 7 N Tskip A 7L a &M T 5L, /AT — R EIERIZ2 POAP 3 E % /3
ANRATEET, ZOskipA7Fvaraiffldses, FHEL—F—0D/ AT — NI
ENERE A, admin 2—F—ICHRNAT— RRRESNDSET, a~vy REvey
7 & EF, copy running-config startup-config

« bootpoapenable =~ N (Uk#itHI72 POAP) B AA v F THMI2> TV DHEE, UV r—
REFIZ, AF—F T v 7 ar 7 4Xal—vayBEELTHTH, POAP7— R KU
H—3NET, TOTF YA TPOAP ZfH L2 5A1E, noboot poap enable =< >
%% L T boot poap enable ##& % % HIFR L £ 7,

A7 VTbu L, T— b7 Ty vaT o LY MIRESNET, 77 A NVADT 4+ —
~ v N3 date-time poap PID scriptlog T3, Z Z T, datetime® 7 4+—~» &
YYYYMMDD hhmmss C, PID (372X D270 £,

27V T ol 77y ANVOERERETCEET, A7 VTN 77410 BT,
A7 VT RNTHREENET, 22V 7 oul 774 0DT T L — MIUXT 7 4L FD
AN HY ET, FEL. A7V T NETe S 77 ANV EZRIRTE 9,

*POAPHEBEIZ T A B AR ESH Y ¥ AL, T 74/ T X—T N> TWVWET, 7=
72 L. POAPBERENNIE LK BMET B 720121F,. v MU —7 OEAFNI#EY 727 A4 B A
NEy FNT—THNDOT R, ZNZA VA R—= VL ERNTWAELENHY 9,

*POAP D USB VAR — Mk v, #RAZ VTN 77 A V&EETe USB 7 /314 X% POAP
T—RTF =y 7 TEET, ZOMAEIL. Nexus 9300-EX. -FX. -FX2. -FX3. BXW
Nexus 9200-X, -FX2 A A v FTHR—FINTWHET,
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POAP 2T 5004y k7—sEHORE [

« NX-0S 7.0(3)I7(4) LAF:., RFC 3004 (DHCP O—H'— 7 T A 47 g ) BYPR—F &
NTHWET, ZhiZE Y. POAP L DHCPv4 D—H— 7 F A 47 3 77 & DHCPv6
Dax—H— 7 TR A7 315 %R — K T&E7, DHCPv4 & DHCPv6 Djlj J5 D= —
W I TR FT v a NIRRT ENDTF A NI [Cisco-POAP] T,

«RFC3004 (DHCP Oa—W— 752 F 7 g3) OYR—KMILYD, Nexus 9000 A
A FTIPv6 D POAP XU R —FEHET,

* NX-089.2(2) LAR&, IPv6 %41 L72POAPIE, R 7 A > 71— K %A 2. 7= Nexus 9504
B LU Nexus 9508 A1 v F THR—F S ET,

IPv6 D POAP KEREIC L V) . IPv4 TREEMNTEAE LIZ & Z12 POAP 7' 12t 27 IPv6 &
HERTE2X91T0 £4, ZOHREIX, BEREENREA LI L XITIPvE 7 o
JLEIPV6 7'u b a/LDOMZEIERT D L DI SN TVET,

o 2472 POAP D413, DHCP A X —E U I RENNI R > TND I 2R L TL S
A

cPOAPZ YV HR—FTBHITIE. 77 AT U —Lb—)LEHRELT, BRLAVWEZITESR
D#&H 5 DHCP y—_—%Tu v LET,

s VAT ADEFa VT 4 BHEFF L, POAP & XV ZEIZTHITiE,. RO L DI L F
7,

*DHCP AX—Y L 7% A X —T N LET,

s T AT U=V EFREL T, BERLRY, FHITEEDH S DHCP Y —/ 33—
E7uav 7 LET,

*POAP (. MGMT R— b & A XV R R— FOl T R— MENFET,

« RFC 2132 @ Cisco NX-OS U U —2 9.3(9) LAF% (DHCP DA vt — XA 7 A7 3253
WZOWTIEE'Z v a 9.6 %28M), 477 —IZ&HID/r > b LTDHCPVAD A7 T =3
V53 MMV EEA . RO POAP XKD POAP # i L7, HEiZ Y a =27 2
L. FTLET,

POAP 2 EAI 516Dy b —VIRIBDETE

RATYT1 VAaAPRMT LEAFRERA 7 VT NEELET 50, MADOAZ Y T MR LET, FEMIZ OV T,
['Python Scripting and API Configuration Guide] # &M L C< 72X\,
AT T2 WRAZ )T MIEFZMZ BTN, bash ¥ = /L& LT, #f=poap_nexus_script.py ; cat $f | sed
I~ mdssum/d’ > $f.md5 ; sed -i "'/ M#mdSsum=.*/#md5sum=\""$(md5sum $f.md5 | sed 's/ *<//)\"/" $f & FEATT
HZ LR, MTMDSF = v /Y AEFHET S Z & aMEE L TSN, FElIc OV TiE,  [Python
API| Reference Guide (Python APl U 7 7 L'V &2 A K) | 2B LT E &V,

Cisco Nexus 9000 NX-0S DEHEDIIL—T « VT #ERHA A4 F. ) J—X10.1(x) .



PowerOn Auto Provisioning DfEFA775% |
B rorr 2Ry 220 vFORE

AT F3 (A7 a) POAP DHERRAZ V7 FBIREOMONER Y 7 v 72T A XA—VBLOAA v F O/
K77 ANE, AL vTFNLT I7EATX3 USB TN AIZEE LET,

ATv 74 DHCP V—REZFREL, ZOV—NIAf v H—T 2 A, F—+TxA, BIORTFTP +— D IP 7 KL
2l AT 4 XL —2ar RV N T ANADNRR AP EEINTE T — N7 7 ANV ERELE
T (ZOBERIT. RAPOEBFFHZAAL v FICRIEENET) . TRXTOY 7 Y27 A A=V BIURA
A v FHERT 7 A VD USB T34 ZZH DA X, DHCP — "—ZFET L0 13H 0 £ A,

ATV TS HEFAZ Y T ERA NT A2 TETP £7/2I1X HITP — _"Z B L E£4, $—/3—~0 HTTP E:k%
KU A —45I2i%, TETP — "—Z ORI HTTP:// ZfH T £4, HTTPS IR — FENTWERA,

ATw 6 URL#%% TFTP A2 U 7 FAICEBIML T, 77 ANVELA~DIELWARREFK R LET,

ATFYT1D VIR 2T A A—VBERar 74 Xalb—vary 77 A NERANTHE00 1 OEITEEO Y —
NPl L ET,

POAP T 5 RAL Y TFD

IR BHHIIZ
POAP #4270y NU—ZBRERE Yy F T v 7ENTNWAZ L 2R LET,

ﬂll 1

ATFYT1 2y NT—J AL v FZHZEBEBLET,
ATFvT2 A v FOBEELZBRALET,

e 7 7 A VD ROM B R WESIE. A4 v F 1L POAP E— R CEEI LT, POAP ZH I L THEDOE v
N7 v 7 THRITT AN E I Eemns a7 FREREINET,

POAP E— FCHEENZHATT 27200 MU ITNEH Y ¥ A,

AT T3 (A7 ar) POAPE—RERKRTLT, @HEOA L ETIT 47 vy hT v 7 22 VT Na2BRbT 5%
Gty (yes) #ANLET,

AA v FHEEEI L T, POAP ALEENBHE S L E T,

RDEARY
REZ RS L E T

md5 7 7 1 JLDERK

WA 27 U7 MCEFEEZIMZ5HT-ONZ, bash = /L ZfEH LT, #f=poap_fabric.py ; cat $f| sed
'/MmdSsum/d' > $f.md5 ; sed -i "s/#mdSsum=.*/#md5sum=\"$(md5sum $f.md5 | sed's/ .*//)\"/" $f %
FITTHZ LKV, T MDS Foy 7/ aeHmitHLET,
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md5 7 7 4 JLDVERK .

ZO7my—Y ¥, poap fabric.py ® mdSsum ZH LWMEICES#HZ T (207 7 A

WZEEN o -T2 55) .

A\

GE)  FIE1~4BLVT7~81F. BASH Y = L& HH L TWAEBAICOARMIETT, o Linux
P—=R—ZT 7 BATE2%LE, TNOLOFRERFLESY XA,

1R BHEIIZ
bash & = /LIZ T 7 XA L% T,

FIE

ARV RFFERERTIVa Y

=)

&M

configure terminal

1 -

switch# configure terminal
switch (config) #

ra— LB EE— REBELET,

ATvT2

feature bash-shell

1 -

switch (config)# feature bash-shell

BASH v = VHREZ BN L E 7,

ATvT3

exit

1 -

switch (config)# exit

a7 4 Fal—arET—RFERKRTLET,

ATvT4

run bash

1

switch# run bash

Linux BASH Z B & £,

ATy Th

md5sum /bootflash/nxos.release_number.bin >
/bootflash/nxos.release_number.bin.md5

1 -

bash-4.2$ md5sum /bootflash/nxo0s.7.0.3.I6.1.bin
> /bootflash/nxo0s.7.0.3.16.1.bin.md5

.bin 7 7 A /L ® md5sum Z1ERK L E 3,

ATvT6

md5sum /bootflash/poap.cfg > /bootflash/poap.cfg.md5
1 -

bash-4.2$ md5sum /bootflash/poap.cfg >
/bootflash/poap.cfg.md5

.cfqg 7 7 A @ mdSsum ZER L E 9,
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ARV RFERETIVa Y

B8

ATy F7|exit BASH ¥ = /L& T LET,
1 -
switch (config)# exit
ATy 78 |dir|i.md5 md5 77 AV EFRLET,
fi
switch# dir | i .md5
65 Jun 09 12:38:48 2017
nxos.7.0.3.I6.1.bin.md5
54 Jun 09 12:39:36 2017 poap.cfg.md5
67299 Jun 09 12:48:58 2017 poap.py.md5
R 79 | copy bootflash:poap.cfg.md5 scp://ip_address/ T ANEBBRBLIRY 7 N 2T —— 2T v

1

copy bootflash:poap.cfg.md5 scp://10.1.100.3/
Enter vrf (If no input, current vrf 'default'
considered) : management

Enter username: root
root@10.1.100.3"'s password:
poap.cfg.md5

54 0.1KB/s
Copy complete.

is

100%
00:00

7u—RKLET,

—

T/\

N\ R A T4 Fxa2aL—a3 2 NHESE

HERR A TERT A T-0121E. kROWThroa~wy REfHLET,

avU kR

Sl

show running-config

TREZRRLET,

show startup-config

ES
AB—=KT T ar7 s ¥alb—rarrERnrLE
ﬁ—

o

show time-stamp running-config
last-changed

FATH P R BICEE SN L EDIA DAZ T
ZFRRLET,

ZTOF T a k. FATHERE IOME T — K& <removed>F— U — RIZL WV~ A7 LET,

POAPD SN a—TFT42T

PUFIZ, POAP AT 2BEOBEMORMEEED Y A T,

« i/ : POAP 27 V) 7 b DO EITNT ITHRM L.

(R7 VP NOFETICRLELZ) &

W) AT — KA FZFRWT, syslog 1T INRRINERE A,
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poapr i—v+ 1y 5 nEE

2% . Y—/X—"C python script-name =2~ > R&MH L, X7 =722 & 2R L
F£9, options 7 4 7> aF UILPythonT 4 7> aF VUV ThHIED, - hidar~
TRE> T, F—FFATvarbfizana TRULIMLERDY £,

I IELS RSN TV eWnWAT v g UG UT, & & & 2285097 C TypeError $144 23
BAELET,

BE . —MOA T a UTCIIEREER LET (o 21X, A4 27 U MROZOMOIE),
SURFFCHENIZEMEIZ DWW TIE, optionsT « 27 > a TV AR L T 7E& W, ELWVE
REZSWTiE, A7 v ary VA REZRBL TSN,

« [ : POAP over USB N FEHET D7 7 A V& AT b EHEA,

BE: —OT A AZF225DUSB Ay 3B £4, USBAry M2 &ZHHLT
WAEAIE, 7 a o THRETALEND D 77,

POAP /N\—VF ) T4 DEHE

POAP /N\—YF ) T«

Cisco NX-0S U U —Z 7.0(3)I4(1) THE A I 72 POAP /X— YV F U F o #fEIc kv, =—H—
T —4, CiscoNX-0OS &% — RKX—F s DOy F | BILOWR 7 7 A VERNy 7T v 7BIW
B TEET, LARTOY U —ATIL, POAP IR DO AZEILTE E LT,

POAP D/ 3=V F U T 4%, AL vF ETBHENTZT7 7A ML TERINE T, N—V
FUVT 4 T7ANVDERBIO RNy 7 — U A MIASCIH 7 7 A /LTT,

NAFY NR=T g NINR=YF VT 4 T AMIRESIVETH, EEOALTY 77401
FEENEEAL, ATV 77 AVTEHERENWED, FEESNIEI R I nbT7E8AL
gﬁj‘o

N=YFT VT4 TrA T tar 7 7 AT, BEIETF7 A2 s E ¥, RICH z2xR
LET,

switch# dir bootflash: 042516182843personality # timestamp name

46985 Dec 06 23:12:56 2015 running-config Same as “show running-configuration” command.
20512 Dec 06 23:12:56 2015 host-package-list Package/Patches list

58056 Dec 06 23:12:56 2015 data.tar User Data

25 Dec 06 23:12:56 2015 IMAGEFILE Tracked image metadata

— N O

POAP /N\—YVF V)T A4 DINYD T VD
AA v F ETca—hnz, £33 — = FETYUE— MIPOAP/N—VF VT 4 DN T T v
TERERTEET, A4 v TFDOERE L=V F VT 4 Ny 77 v 7k, RLCET/LDXA

AT TORETTHHENLY £,
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B rore <—v3uF oo

\)

GE) Ny 77 v 7T Cisco A7 ¥ a—FHea M L T\ 25813, ROBINZRT XL 512, POAP
WN=YF VT4 RNy I T v TTHEICRETEET, ATV a—TDOFMIZOWNTIE,
[ Cisco Nexus 9000 Series NX-OS System Management Configuration Guidell 2 L T< 72 &0,

switch (config)# scheduler schedule name weeklybkup

switch (config-schedule)# time weekly mon:07:00

switch (config-schedule)# job name personalitybkup

switch (config-schedule) # exit

switch (config)# scheduler job name personalitybkup

switch (config-job)# personality backup bootflash:/personality-file ; copy
bootflash:/personality-file tftp://10.1.1.1/ vrf management

FIEDHE
1. personality backup [bootflash:uri | scp:uri]
FED
ARV RFERIETI 3y B#Y
AT 71| &ZH: personality backup [bootflash:uri | scp:uri] POAP/X—VF VT 4 DRy 7T v T aEl L E T,
f

switch# personality backup
bootflash:personalityl.tar

1

switch# personality backup
scp://root@2.1.1.1/var/lib/tftpboot/backup.tar

POAP /N\—YF 1) T 4 DIERL

POAP =Y TF U T 4 v AT LADOFETIREEEZIT2I v b (EH) KREOEDL LG HIGT

DN ERETEET,
FIEDHE
1. configure terminal
2. personality
3. track [running-state | startup-state | data local-directories-or-files]
4. Dbinary-location source-uri-folder
Flgn 4
OV RERETIVa Y BHY
AT 71| #Z8: configure terminal Ja—rVREE— ReBlis LEd,
f5
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poap i—v+ 15 ot [

AU RFERETIVa Y Be
switch# configure terminal
switch (config) #

AT 72| ¥%8: personality W=V F VT A HERE— FIZAY £7,
1 -

switch# personality
switch (config-personality) #

AT 7 3 | WZAE: track [running-state | startup-state | data POAP "—YVF VT 4 OIREFEEZRELET, K
local-directories-or-files) DX T arEERHTEET,
- * running-state : IROIEHZ BT L £§, FITH
switch (config-personality)# track data A% (shom/running-conﬁg o<y RCHER) R
bootflash:myfilel AN TYRAT DT 7T 4 772 CiscoNX-0S 73
i - FLY—=F =T N = BLUA A—
switch (config-personality)# track data 3)45 (shom1ver§on :1<7l/}$75§§i%) o TN
bootflash:user scripts/*.py 5§:714/V}‘0)2ij$/53;/7?7r0
Bl - - startup-state : IWOFEHREZ X ¥ 7F ¥ LET,
switch (config-personality)# track data AH— T y7o av 74 Fol—gy (ShOW

bootflash:basedir/*/backup data . -
startup-config =~ > R CTHR) | FA L X

T AT v b EIT CiscoNX-0S X F8 &L
W —RRX—=F 4 R r— BLOA A=V
4, (show version 2 <> RTHER)

« data local-directories-or-files : /X 7 7 v 745

T4V NVERIZT ANV ERELET,
Da<vy REBHEEIATILT, o7 417
MNIBIXOTZ7ANEN T v T TEET,
UNIX FER DT A /L KA — RILFRY AR — &
NTWET, ZORITIE, 1207+ LF L2
OOT 4 L7 MUBEESRLTHET,

(F) ZoavryFaERALTr— 77y al
DNAFN T A NE Ny 7T v T LD,
T—= 7T vvaffkERA P LIEY L
WTLZEW,

GE) AP = No =Bl EFRY AL
GE) ZBAfATE RPM (F—MHLBEE) (I R—FE

NTWERA, POAP R— YV F U 5 ¢ ffie
X, B4 SH7- RPM TIIHSRE L ¥ A

AT 7 4| %Z8: binary-location source-uri-folder POAP /<— YV F U F ¢ DT AL FY 77 A 1L
i EEATAR— AL T LY MY EFFYE— R
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ARV RFERFTIVaY =)

switch (config-personality)# binary-location 7«“/], L7 rY f&*‘é"ﬁf Lij—o N I=3% ]\%%’E@(E

scp://remote-dirl/nxos patches/

(BNERGE-T) AN LT, BEOBFEIEE
TEET.

POAP /N\—VF )T 14 DIEXT

POAP A7 U7 FDFAT7 = — AT, BUEERBISILTND A A v TF A A —T 7 Cisco NX-OS
VY —=Z703)4() LIETH DA, A2 VT MNOR—=YF U T 4 FY 2—/LZPOAP /{—
VIV T 4 EERLET, MBEIZELT, AMyFEELWY 7 Ny =T A A—=VIZT v 77
L—RLET,

\}

=)

\}

=V F VT4 DETIF. =V F VT ORI T v FIEHINZOERICLY 7 ho =T
AA—VEMALTCETEINET, FTLOA A—P~DT v 77 L— KL, POAP /X—>YF 1
FABETEIVR— PSR TWERA, FILWA A—=DICT v F 7 L— R 5121%, @ED
POAP 27 U7 N L £,

=)

NR=IF VT4 27 VP IPMALLOEE (T — 77 vy 2l PR AR—ANRN, AT
U7 FOSETIZRT 57 ) CTRIRL7ZGE. POAP 7' & XX DHCP#Hi} 7 = — XIZRE Y
iﬁ—o

Brruetv2iL, MOT 7 arEFTLET,

1.
2.
3.

T b T Ty aNDS—YF YT 4 T 7 A NERELET,
ReYF VT4 77 A VERFELET,

RV FVF 4 T o ANDHET 7 AN E Sy r—L VAR T 7 A VETRHRY . ¥
voa—RILZALFIDY X FEEKRLET,

BAEDA A=V FEREF Ny TFRR—=IF VT 4 77 A VTHRESNZ LD LB D54,
NAFTVET = 7T vva (FELBRWES) ¥4y re—FRL, ELWA A=V TH
EEILTHD, Nobr—VFERIINNyF2mHALET,

/] ZFEI L Ca—Y—FT—H 77 A NEMRELET,
POAP RX—YVF U T 4 DR T 7 AN EAF— T v 7RI —LET,
AA v F ) 7T—FLET,

POAP /N—YF T4 H2TILRY )T

WDH TV POAP A7 V7~ (poap.py) (Zi, /S—=YF VT 4 ENEENTNET,
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PoAP i—v+u 54 Ho T zou Tk ]

#md5sum="b00a7£f£fb305d13ale02cd0d342afcal3"

# The above is the (embedded) md5sum of this file taken without this line, # can be #

created this way:

# f=poap.py ; cat $f | sed '/"4mdSsum/d' > $f.md5 ; sed -i "s/ #mdSsum=.*/#md5sum=$ (md5sum
Sf.md5 | sed 's/ .*//')/" $f # This way this script's integrity can be checked in case
you do not trust # tftp's ip checksum. This integrity check is done by

/isan/bin/poap.bin).

# The integrity of the files downloaded later (images, config) is checked # by downloading
the corresponding file with the .md5 extension and is # done by this script itself.

from poap.personality import POAPPersonality import os

# Location to download system image files, checksums, etc.

download path = "/var/lib/tftpboot"

# The path to the personality tarball used for restoration personality tarball =
"/var/lib/tftpboot/foo.tar"

# The protocol to use to download images/config protocol = "scp"

# The username to download images, the personality tarball, and the # patches and RPMs
during restoration username = "root"

# The password for the above username

password = "passwd754"

# The hostname or IP address of the file server server = "2.1.1.1"

# The VRF to use for downloading and restoration vrf = "default"

if os.environ.has_ key('POAP VRF'):
vrf = os.environ['POAP_VRF']

# Initialize housekeeping stuff (logs, temp dirs, etc.) p = POAPPersonality(download path,
personality tarball, protocol, username, password, server, vrf)

p.get personality()
p.apply personality()

sys.exit (0)
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* Cisco DNA Center |%. Cisco Nexus 9504, Cisco Nexus 9508, 35 & T Cisco Nexus 9516 A1 v
FTCIROEREE Y HR— N LET,

o T 4 AHNY
RPN
o hARm Y
TYT—bhTRI T~
VTR T A A=VORH
cBEAWMRE=S) T
* KD PnP OEFFIH & HIFRFIHIT, Cisco DNA Center 73— = > 1.2.6 LLRT D 2 5 52 &
LTWET,

T T T U R TUARICEREEEND AX — T v IR TIE. Cisco DNA Center |Z
B SN TWAA v Z—T = A ZADBEFNEZL DNV E I ICTH0ERDH D £,

o VA7 L image.bin & A X — T v THERL % Cisco DNA Center (27 > 7' — RJ 544
ERH Y ET,

e 7 — 77 v alll, CiscoDNA Center H A4 A=V EREZ XU — R34 57=
OD+53 72 AR— AR TT,

Cisco DNA Center D —H%— KEx 2 AL MIOWTIE, 22%27 Vv 7 LTLKEE
AN
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WOBIX, PnP b T TNy a—T 4 a~vr ROHEAEZRLTWET,

Switch# show pnp status
PnP Agent is running
server-connection

status: Success

time: 08:41:26 Jan
interface-info

status: Success

time: 08:34:00 Jan
device-info

status: Success

time: 08:33:46 Jan
config-upgrade

status: Success

time: 08:31:36 Jan
capability

status: Success

time: 08:33:50 Jan
backoff

status: Success

time: 08:41:26 Jan
topology

status: Success

time: 08:33:54 Jan

11

11

11

11

11

11

11

Switch# show pnp version

PnP Agent Version Summa

PnP Agent: 1.6.0
Platform Name: nxos
PnP Platform: 1.5.0.rc2

ry

Switch# show pnp profiles

Created by

Primary transport:

Port: 443

CA file: /etc/pnp/certs/trustpoint/pnplabel

Work-Request Tracking:
Pending-WR: Correlator=

UDI
DHCP Discovery PID:N9K-C9504,VID:V01l,SN:FOX1813GCZ8

https
Address: 10.105.194.248

Cisco-PnP-POSIX-nxos-1.6.0-21-589%9a466a-0d88-427b-al7e-69afb7d0a226-1

Last-WR: Correlator=

Cisco-PnP-POSIX-nxos-1.6.0-20-ab225ded4-b0ef-46c5-9c4f-e3bd9f7c6b87-1

PnP Response Tracking:
Last-PR: Correlator=

Cisco-PnP-POSIX-nxos-1.6.0-20-ab225ded4-b0ef-46c5-9c4f-e3bd9f7c6b87-1
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Switch# show pnp lease

{

"lease": {

"uptime": "Fri Jan 11 05:32:17 2019",
"intf": "Vlanl",

"ip addr": "10.77.143.239",

"mask": "255.255.255.0",

"gw": "10.77.143.1",

"domain": "",

"opt 43": "5A1D;B2;K4;I10.105.194.248;J80",
"lease": "3600",

"server": "10.77.143.231",

"yrfr: "1"

Switch# show pnp internal trace

1) Event:E DEBUG, length:49, at 907122 usecs after Fri Jan 11 08:30:44 2019
[104] pnp ascii gen: ascii gen completed rcode[0]

2) Event:E DEBUG, length:16, at 907094 usecs after Fri Jan 11 08:30:44 2019
[104] pss type: 5

3) Event:E DEBUG, length:31, at 907069 usecs after Fri Jan 11 08:30:44 2019
[104] Entering pnp ascii gen cfg

4) Event:E DEBUG, length:22, at 907061 usecs after Fri Jan 11 08:30:44 2019
[104] Calling Ascii gen

5) Event:E DEBUG, length:16, at 907051 usecs after Fri Jan 11 08:30:44 2019
[104] pss type: 2

6) Event:E DEBUG, length:49, at 907018 usecs after Fri Jan 11 08:30:44 2019
[104] pnp ascii gen: fu num acfg pss entries[0x2]

7) Event:E DEBUG, length:49, at 973813 usecs after Fri Jan 11 08:29:51 2019
[104] pnp ascii gen: ascii gen completed rcode[0]

8) Event:E DEBUG, length:16, at 973787 usecs after Fri Jan 11 08:29:51 2019
[104] pss type: 5

9) Event:E DEBUG, length:31, at 973760 usecs after Fri Jan 11 08:29:51 2019
[104] Entering pnp ascii gen cfg

10) Event:E DEBUG, length:22, at 973751 usecs after Fri Jan 11 08:29:51 2019
[104] Calling Ascii gen

11) Event:E DEBUG, length:16, at 973742 usecs after Fri Jan 11 08:29:51 2019
[104] pss type: 2

12) Event:E DEBUG, length:49, at 973707 usecs after Fri Jan 11 08:29:51 2019
[104] pnp ascii gen: fu num acfg pss entries[0x2]

13) Event:E DEBUG, length:35, at 535794 usecs after Fri Jan 11 08:04:15 2019
[104] pnp pi spawn finalize pid 690

14) Event:E DEBUG, length:41, at 228291 usecs after Fri Jan 11 08:04:13 2019
[104] + pnp _pi spawn child pid: 0xdd526da0

15) Event:E DEBUG, length:76, at 132853 usecs after Fri Jan 11 08:03:26 2019
[104] Rx: Direction: PnP PI -> PnP PD, Type: Device Provisioned, Cfg: Present

16) Event:E DEBUG, length:35, at 440380 usecs after Fri Jan 11 08:03:18 2019
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[104] !!! ACKED Unconfigure Ret:1!!!

17) Event:E DEBUG, length:61, at 440347 usecs after Fri Jan 11 08:03:18 2019
[104] Tx: Direction: Max, Type: DHCP Unconfigure Done, Len: 16

18) Event:E DEBUG, length:35, at 440331 usecs after Fri Jan 11 08:03:18 2019
[102] Unknown timer cancel requested

19) Event:E DEBUG, length:35, at 440311 usecs after Fri Jan 11 08:03:18 2019
[104] pnp_pss_runtime commit success

20) Event:E DEBUG, length:57, at 440103 usecs after Fri Jan 11 08:03:18 2019
[104] pnp_pss_runtime commit: Stored values in runtime PSS

21) Event:E DEBUG, length:23, at 440051 usecs after Fri Jan 11 08:03:18 2019
[104] - pnp_vsh halt:206

22) Event:E DEBUG, length:17, at 950291 usecs after Fri Jan 11 08:03:15 2019
[104] Adding "end"

23) Event:E DEBUG, length:58, at 950269 usecs after Fri Jan 11 08:03:15 2019
[104] Adding "configure terminal ; no clock protocol none "

24) Event:E DEBUG, length:33, at 945994 usecs after Fri Jan 11 08:03:15 2019
[104] - pnp_vsh config 13 intf:788

25) Event:E DEBUG, length:29, at 945979 usecs after Fri Jan 11 08:03:15 2019
[104] + pnp_vsh config 13 intf

26) Event:E DEBUG, length:39, at 945963 usecs after Fri Jan 11 08:03:15 2019
[104] Adding "no feature interface-vlan"

27) Event:E DEBUG, length:32, at 945932 usecs after Fri Jan 11 08:03:15 2019
[104] Adding "configure terminal"

28) Event:E DEBUG, length:40, at 945886 usecs after Fri Jan 11 08:03:15 2019
[104] Got Semaphore, vsh halt continue...

29) Event:E DEBUG, length:46, at 945870 usecs after Fri Jan 11 08:03:15 2019
[104] sem_timedwait Success, Start VSH clean up

30) Event:E DEBUG, length:19, at 945843 usecs after Fri Jan 11 08:03:15 2019
[104] + pnp_vsh halt

31) Event:E DEBUG, length:35, at 945831 usecs after Fri Jan 11 08:03:15 2019
[104] pnp_pss_runtime commit success

32) Event:E DEBUG, length:57, at 945643 usecs after Fri Jan 11 08:03:15 2019
[104] pnp_pss_runtime commit: Stored values in runtime PSS

33) Event:E DEBUG, length:33, at 945607 usecs after Fri Jan 11 08:03:15 2019
[104] !!! Received Unconfigure !!!

34) Event:E DEBUG, length:74, at 945578 usecs after Fri Jan 11 08:03:15 2019
[104] Rx: Direction: PnP PI -> PnP PD, Type: DHCP Unconfigure, Cfg: Present

35) Event:E DEBUG, length:49, at 789616 usecs after Fri Jan 11 08:01:52 2019
[104] pnp_ascii gen: ascii gen completed rcode[0]

36) Event:E DEBUG, length:16, at 789579 usecs after Fri Jan 11 08:01:52 2019
[104] pss type: 5

37) Event:E DEBUG, length:31, at 789522 usecs after Fri Jan 11 08:01:52 2019
[104] Entering pnp_ascii gen cfg
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38) Event:E DEBUG, length:22, at 789514 usecs after Fri Jan 11 08:01:52 2019
[104] Calling Ascii gen

39) Event:E DEBUG, length:16, at 789506 usecs after Fri Jan 11 08:01:52 2019
[104] pss type: 2

40) Event:E DEBUG, length:49, at 789489 usecs after Fri Jan 11 08:01:52 2019
[104] pnp_ascii gen: fu num acfg pss_entries[0x2]

41) Event:E DEBUG, length:35, at 789365 usecs after Fri Jan 11 08:01:52 2019
[104] pnp_pss_runtime commit success

42) Event:E DEBUG, length:57, at 789135 usecs after Fri Jan 11 08:01:52 2019
[104] pnp_pss_runtime commit: Stored values in runtime PSS

43) Event:E DEBUG, length:26, at 789096 usecs after Fri Jan 11 08:01:52 2019
[104] Phase Init -> Monitor

44) Event:E DEBUG, length:35, at 788967 usecs after Fri Jan 11 08:01:52 2019
[104] pnp_pi spawn finalize pid 1c9

45) Event:E DEBUG, length:41, at 831561 usecs after Fri Jan 11 08:01:49 2019
[104] + pnp_pi spawn child pid: Oxffff7e28

46) Event:E DEBUG, length:45, at 831550 usecs after Fri Jan 11 08:01:49 2019
[104] Have startup config, Starting PnP PI....

47) Event:E DEBUG, length:40, at 831538 usecs after Fri Jan 11 08:01:49 2019
[104] Posix log directory creation failed

48) Event:E DEBUG, length:50, at 831479 usecs after Fri Jan 11 08:01:49 2019
[104] pnp fire event: PNP_EVENT HAVE STARTUP CONFIG

49) Event:E DEBUG, length:35, at 831465 usecs after Fri Jan 11 08:01:49 2019
[104] Inside : pnp_other msg handler

50) Event:E DEBUG, length:80, at 831437 usecs after Fri Jan 11 08:01:49 2019
[104] pnp get data from queue: dequeued event 0x1102e0Occ 25/cat 11 from pending Q

51) Event:E DEBUG, length:50, at 831368 usecs after Fri Jan 11 08:01:49 2019
[104] Injecting Event PNP_EVENT_ HAVE STARTUP_CONFIG

52) Event:E DEBUG, length:59, at 831303 usecs after Fri Jan 11 08:01:49 2019
[104] Have Startup Config, move the process state to monitor

53) Event:E DEBUG, length:57, at 799379 usecs after Fri Jan 11 08:01:49 2019
[104] Accelerating PnP, Break Point: Break Point PoAP Init

54) Event:E DEBUG, length:35, at 799334 usecs after Fri Jan 11 08:01:49 2019
[104] pnp_pss_runtime commit success

55) Event:E DEBUG, length:57, at 799239 usecs after Fri Jan 11 08:01:49 2019
[104] pnp_pss_runtime commit: Stored values in runtime PSS

56) Event:E DEBUG, length:23, at 799226 usecs after Fri Jan 11 08:01:49 2019
[104] Phase None -> Init

57) Event:E DEBUG, length:53, at 799200 usecs after Fri Jan 11 08:01:49 2019
[104] Initilizing PnP-agent State machine curr state 3

58) Event:E DEBUG, length:35, at 799188 usecs after Fri Jan 11 08:01:49 2019
[104] pnp_pss_runtime commit success
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59) Event:E DEBUG, length:57, at 799070 usecs after Fri Jan 11 08:01:49 2019
[104] pnp_pss_runtime commit: Stored values in runtime PSS

60) Event:E DEBUG, length:26, at 798965 usecs after Fri Jan 11 08:01:49 2019

[104] !'!! Box is Online !!!

61) Event:E DEBUG, length:35, at 798954 usecs after Fri Jan 11 08:01:49 2019

[104] pnp_pss_runtime commit success

62) Event:E DEBUG, length:57, at 798770 usecs after Fri Jan 11 08:01:49 2019
[104] pnp_pss_runtime commit: Stored values in runtime PSS

63) Event:E DEBUG, length:70, at 370297 usecs after Fri Jan 11 07:55:41 2019

[102] pnp_demux mts(463): (Warning)

unexpected mts msg (opcode - 7655)

64) Event:E DEBUG, length:41, at 092701 usecs after Fri Jan 11 07:55:33 2019

[104] PnP Init Internal subsystem, Done!!!

65) Event:E DEBUG, length:32, at 089920 usecs after Fri Jan 11 07:55:33 2019

[104] PnP Init Internal subsystem

Switch# show pnp posix pi configs
/isan/etc/pnp/platform config.cfg:
/isan/etc/pnp/file paths.cfg:
/isan/etc/pnp/pnp_config.cfg:
/isan/etc/pnp/policy discovery.conf:
/isan/etc/pnp/certs/platform.json:
/isan/etc/pnp/certs/pnp_status.json:

/isan/etc/pnp/certs/job_status.json:
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AR KRS A A3 —T 24 ADE

ZOET, WONETHELINLTWET,

« CLI 7’12 7 s OHEZE, on page 71

s« 2~ K E&— R, on page 72

« RFRSCF, on page 77

e ¥ —X~m—2 ya— M v I, onpage 77

o 2~ RO, on page 80

« {5978 2~ v R4 OAfi5E, on page 80

« A~ RIEE TOLET O E, on page 81

« 2~ D no JEADHEH J51E, on page 81

* CLI Z#{DF% &, on page 82

e < R =AU 7T X, onpage 84

e a2v Y N A2 U I, onpage 87

 IRPUKAF~/L7", on page 89

« IEFFEHBLIZ-DOV T, on page 90

e show 2~ R JJDOfEk & 7 4 v 4 Y 7, on page 92
* --More-- 711 7 B DIREIB LT 4 /L HZ U 7 on page 97
« a~vy NEREOMH L (98 ~—)

«CLIFER T v 7 b OA X—=TNVEIET 4 =71 (100 X—2)
* CLI B OO E (101 =—2)

s EVa— D avy ROEE (101 =—)
cE AL DA FHADRE (102 3—)
+BIOS v —#— 7' 7" |, on page 104

« CLI O 451, on page 104

CLIl Oy 7 FOME

TR ACERIZT 7 8RATAHE, 2= )R — DEZ—IF )L T4 RUEFITY) E—
= 2T =300, ROPIOLH572CLIL a7 "IFEREINFET,
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User Access Verification

login: admin

Password:<password>

Cisco Nexus Operating System (NX-0S) Software

TAC support: http://www.cisco.com/tac

Copyright (c) 2002-2013, Cisco Systems, Inc. All rights reserved.
The copyrights to certain works contained in this software are
owned by other third parties and used and distributed under
license. Certain components of this software are licensed under
the GNU General Public License (GPL) version 2.0 or the GNU
Lesser General Public License (LGPL) Version 2.1. A copy of each
such license is available at
http://www.opensource.org/licenses/gpl-2.0.php and
http://www.opensource.org/licenses/lgpl-2.1.php

switch#

FITHN DT NA A KRA N EELTTEET,
CLI 7m 7 hinb, ROFEEZFATTEET,
cFEREA R ET D7D CLI 2~ REHEHT5
s av RERICT 72 AT 5
« av s NigfTiERe A T 2

\}

Note i OENETIL, 2—FHLDORKLFTE/NLFREBENET, 2L, 2 Y — L FR— &
LTCT S RCEERT 256, 2—VPARED L IICERZIN TV DI ICERZ2 L, §TK
YETa A a—YPLEEASNTEET, ELVWRAT—REANTHEL, 731 el A
UTEET,

Z 2T, Cisco NX-0S CLI TO =~ > K E— RIcoWTHMA L £,

EXECa<v> bk E—F

W Ta /A 45 EIZ, CiscoNX-0S V7 b =713 EXEC E— RiZ72 Y £4, EXEC
F— R TEHATREZR o~ R, T3 2AOWRER L ORISR A2 FRT Dshowa~ o .,
clear 2~ > R, 22— —RNF A X a7 4 Fab—va VIR LRV Z F4T4 5%
DD a~r FRH Y £9,

gO—N)LERaT K E—F

Ja—\) a7 4 Xal—vay ET— KT, Ao~ R77®8ATEET, 20D
HFEIL. T3 A EE R B ey 52 AR E IR ME R L TWET, 7 — Uik
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F—RTa~r REANTDHE, TAAL 2E2 70— UK LTZY . X0 BRI ek T —
REBIBLTCA VA —T 2 A A7 0 b a L PO EDOER R LY TEET,

SUMMARY STEPS
1. configure terminal
DETAILED STEPS
Command or Action Purpose
Z 7w 71 |configure terminal 7 a—N)VERETE— REBE L FT,
Example: Note CLI 7m0 EbY, ZFa— L 3
switch# configure terminal TA4FX 2l —Y gy ET— R A-TZZ &N
switch (config) # ﬂf\‘éj’bi'ﬁ‘o

A28 —TJ1(RAT74Fal—arav > FE—F

B =T z2A A AT 4 Fal—arrT—RKNi Zao—\Lary7F¥Fal—g3v
EB— R BHET S, FFEDa L7 4 X2 lb—2a B ROLFITT, 7310 ZADA % —
T2 A AEFRETHINE, A HF—T A ABREL, A/ F =Tz AT 4 Fal—
aryE— RERBTAMLERHY T,

AEB =T 2 A AT LIZEL OBRBEA =T NMITHLERHVET, AV F—T xR 2
Y74 Falb—varav sy REHTLE A= Ry P F—T o ALEHA L F—
TxA A (mgmt0) RED, TARAALDA U H—T o4 AOENER I ET,

A H—T A AR DOFEZ oW TIE, [Cisco Nexus9000 3 U — X NX-OSA > ¥ —7 =
A AERTA R 2B LTI EE0N,

SUMMARY STEPS
1. configure terminal
2. interface type number
DETAILED STEPS
Command or Action Purpose
R w 71 | configure terminal Jau—)L a7 4 Xal—ay T— REBG
Example: LETS
switch# configure terminal
switch (config) #
R T F2 |interface type number BETDHA LV H—T oA AEHELET,
Example: CLLICEY . BELIEA v F—T =2 ADA 5 —
switch (config)# interface ethernet 2/2 TxAf A AT 4 Fal—gr F— RNy E
switch(config-if) # +
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Command or Action Purpose

Note CLIZu 7 FREDLY, f 2 F—T AR
a7 4 Fa2l— gy ET—RIIAST-D
LaRENET,

BIL B3 —TA XAV T4 FaL—3>a92 K E—F

Ja—s\)bar7 4 Fal—raryE— Kb, W7 A0 —T A XAEMETND VLAN A
VE—T A AERETHEODOA L T 4 Fal—a BT E—RNIT 7 BATEET, H
TAH =T 2 AT 4 FXalb— g F—RRTlh, 12O, X —7 = A ATEH
DIEFBA > H—T 2 A AEHETEXET, YT A X —T A RF, JEOYEA X —T =
A AL LT ha LB nEzd,

Flo, YIS F—T A AT, T FaV LB L H—T 2 ATOEED I T
{b&TREIC L Ed, 72& 2 1E. IEEE802.1Q # 7Bk EREL T, VT A v F—T = A A%
VLAN ([ZB#EfHT B Z &R TEET,

YT A BE—T 2 A ZADERDOFEMIZ OV T, [Cisco Nexus 9000 Series NX-OS Interfaces
Configuration Guide] Z#ZH 1L T &V,

SUMMARY STEPS
1. configure terminal
2. interface type number.subint
DETAILED STEPS
Command or Action Purpose
R T 71 |configure terminal Ja— VR EE— REBLET,
Example:

switch# configure terminal
switch (config) #

27w 7 2 | interface type number.subint BET D VLAN A v & —7 = A A% HE LET,

Example:

CLIIZ., ¥8E L= VLAN A X —7 = A AIZXkIT 5

switch (config)# interface ethernet 2/2.1 ‘3‘7/]) :/y_jl/]’x = A ;\*r“;,_ Lr—g9) F—
switch (config-subif) #

REBitm L £,

Note CLIZum 7 REDLY, S F—T AR
T — FIZ AT Z EDRENET,
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AV E—FOREELET

CiscoNX-0S V7 b7 =7 TiE, HED I~ R E— RERFLTEE, Miez#e Li-%
T, Bioa~y RE— REEETHZENTEET, ZOETHIL TV D push 2~ > ik
avy RE—REHREFEL, pop 2~ RNif, a~> RE—F&2ETLET,

wIZ, a<> RE—FERTFL, B30z LET,

switch# configure terminal

switch (config)# event manager applet test

switch (config-applet)# push

switch (config-applet)# configure terminal
switch(config)# username testuser password newtest
switch (config) # pop

switch (config-applet) #

AV I4Fa2L—232 a0 F E—FOET

FlIEDHE
1. exit
. end
3. (EE) Ctrl+z
FIEDEHM
AT REEEFET7THIVa Y B
ATy T 1| exit BEDaYy 74 Fal—vay avy RE—F%

1

switch (config-if)# exit
switch (config) #

MTLT, oy 7 4F¥alb—ygravw s R
£ ]\‘L:E D iﬁ_o

25w 72 |end HEDay 7 4 FXalb—vayav s RE— K%
Bl - T LT, EXEC E— FIZREY £7,
switch (config-if)# end
switch#

ATw 73| (IEE) Ctrl+zZ BEOay 7 4 F¥al—yay avy RE— N
- T LT, EXECE— RIZKEY £7°,
switch (config-if)# ~Z AE Ao~ REALTHL, avw R
switch#

TA L DEF T CrI+Z 295 &, CLI
WL TEDa~ Y RRFEITHER T 74 1T
BMEnEd, EEALEOHE, exit£720%
end 2w FEfEHLTary7 ¥z 1—
aryE— R TTLOIRERDY £7,
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TOFRIT, Elpavwr RE—ROMEEZRLTWNET,

Table4: A< > FE— FOHPE

E—F

TOERAFEE

Jav7k

BTHZE

EXEC

=R/ G =0y Al N/
b, 2—P4 LR
U—REANLET,

switch#

wrLcuesA4 a7k
WCRDITIE, exita~y R
ERLET,

Jra—)L a3
V7 4F =
=3 v

EXEC “E— KT,
configure terminal =<

VREMEALET,

switch (config) #

BT LCEXECE— RICRED
121, end ¥7213 exit =~
R&EM T 20, Ctrl-Z %47
LET,

A H—Tx
AR AT 4
X2l —3
o~

7= 0 HERE— R
T. interface 2~ K
EREHLTA 2 —
T2 A AEEELE
R

switch (config-if) #

KT LT r— Ui —
FIZREAIZIE, exita~2 K
AL ET,

T LTEXECE— RIZED
WL, exit 2~ F&FHT
B0y, Ctrl+Zz L ¥ 9,

YT B —
TdxA A L
T4 F¥al—
vay

Ja— )L fERE— R
T, interface =¥ K
EHERALTA ¥ —
TxAARRBELE
7

switch (config-subif) #

KT LT a— U —
NIZEAIZIE, exita~v 2 RN
ERALET,

BT LTEXECE— RICRED
(ZiX, end 2~ R&EHT
B, Ctrl-Z Z#H L E7,

VRF @27 ¢
¥l —3
v

7 a—URERCE— R
T, vifa~> R&H
LT, V=T 7
0 haLERELE
T

switch (config-vrf) #

BT LT e—rUERke—
FIZEZI1ZIE, exit a~< 2 R
EEALET,

T LTEXECE—FIZRED
121, end 2~ R&EHHT
L, Ctrl-Z 2L £,

F 7 )V LA
4% VRF 2%t
4% EXEC

EXEC €— RTC,
routing-context vrf = <
v F&fEH LT, VRF
EHELET,

switch-red#

T LTT 74/ h®D VRF
IZR 5 1Z1E, routing-context
vrfdefault =~ > R&2H AL
*7,
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wuxs |

IR LT

WDOFIZ, CiscoNX-0S DT F A F XFH TR BER E RO FErLET, ERERD D
W E DO R T XA N TORERL £,

Table 5: 45 5% X ¥

X |ERBA

-

% | —tr K

# R R, Ny va, £REEES

<> XSV FFRYRED

[] |[ALy=

1Y | eh =

F—A A=Y Ya—btAhy b

WDOFEIZ, EXECEF— FBIOary 74 Xal—Y gy B— ROWMFMFERAINS a2~ R
F—DfAEGDOEETRLET,

Table6: ¥—AX tO—% Y a—bkAv b

X—2 kO— |E8H

4

Ctrl+A T— VIV EITOEEICKE LT,

Cul+B =)k LFECBE L ET, #EITIChbl->Ta~vry REANT5H L
XX, Left Arrow £721L Ctrl-B F—Z# VK LIFL TV AT L a7k
FTCAI/r— )L RNy 7 LT, av R M) OEHEE BB TEET,
HAHWNMICI-AF—ZFLTCa~vry Ry N OEFEICBEI L1,

Ctrl+C a<w L RERVELT, avr R ey MIED £9°,

Ctrl+D T — I NALEIZH D LT E2HIBRL 9,

Ctrl+E T— VIV EITORBIZEE LET,
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B =xto—vva—rnur

ATRURSAUAVE—T A ZOBE |

F—Z hO—
v

B2l

Ctrl+F

A=Y N% | XTHRICBELET,

Ctrl+G

o<y R AN U7 EHIBRETIC, avr RE—F2KT LD a~
VY RFE—FIZEY £,

Ctrl+K

A=Y NMLEPS AV  FTA LV DRBETOTXTOXLFEHIRLET,

Ctrl+L

BEOa~v Ly R4 v EHFRLET,

Ctrl+N

awy REROWRDa~vy RERRLET,

Ctrl+O

YA Z 7 VT LET,

Ctrl+P

o<y RBRORIOa~y REFRLET,

Ctrl+R

BfEOa~v Ly R4 v EHFRLET,

Ctrl+T

H—=INVDFDOXLFE, W= NVDHEIIHILTFTEEESHRZET, 1—Y L
N1 XTFHICBELET,

Ctrl+U

H—=Y MLEPD 2= T A OIHETOTXTOLTZHIFRL £,

Ctrl+V

ROF—A bu—27 I ZET LRI EREZHIFR L3, & xiE, IERKHR
TEERIFF (7)) Z AT 2HNC, Ctrl-V 2 L £ 7,

Ctrl+W

H—=INVDECHHHEFEZHIRLET,

Ctrl+X., H

AN LTca~wy FOBREZERRLET,

ZOF—DMBAEDLEEFEAT L L X, Ctrld—& XF—%2 R LT
JY)—2LThrb, HEHLET,

Ctrl+Y

Ny 77 AOEFHOT b Y ZFFRHLET (F—2FRCHLET) .

Ctrl+Z

a7 4Fal—YartyiarEKT LT, EXECE—RICEY £7,
Hhlpa~<r REASLTHL, a~vry R4V OR%ETCul+Z #fFEHT 5
L, av UV ROBRERORENETETa L 74 X2 —var 774 MITE
mEanEd,

RN —

o<y RBRORIOa~y REERLET,

TRHIF—

awr RBREOROa~ > RERFLET,

PEPNEIE
FERHIZF—

av Y RARNY T ETH—=YVEFTRICEH LT, BIfEOa~r RefmE
L%,

MR =~ RO Y 2 b FRLET,
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—z2tn—sva—trvt |

F—Z hO—

Bzl

2T

U — ROFEHOLFE AN L TCTabF—%4+ L, U— R K2 lmsnE4,
NRIC—HT AT RTOLT v a U REREINET,

T EFEHLT, WOEEZALET,
v R4
e 77 AN VAT ANDAF— L4,
« 7T AN VAT BROF K,

« T AN VAT LNDT 7 A NVH,
1

switch (config)# xm<Tab>
switch (config)# xml<Tab>
switch (config)# xml server

1

switch (config)# c<Tab>
callhome class-map clock

cdp cli control-plane
switch (config) # cl<Tab>
class-map cli clock

switch (config)# cla<Tab>
switch(config)# class-map

1

switch# cd bootflash:<Tab>
bootflash:///
bootflash://sup-1/
bootflash://sup-active/
bootflash://sup-local/
bootflash://module-27/
bootflash://module-28/

1

switch# cd bootflash://mo<Tab>

bootflash://module-27/ bootflash://module-28/

switch# ed bootflash://module-2

Note cda~> REfEHALCYE—R~T U IlT 7 BATEERA, A0y
k27 C. cdbootflash://module-28 =~ > K% AJj9 % &, [Changing
directory to a non-local serveris notallowed] &9 A v —URF/RS
ET,
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B == rouswr

av Y FOSEER

gy OB LTEANNITHZLET, a~v FBIOF—U— RE2EE T ET, A%
FBIZIE, a~vr RERIFIF—V— F2—RBIGHENTEXGOIXTEEEDLLERHY £7, =
~ U ROANSICRIENEUTSEAIE, AT A a7 e L, &M% () AL T
FHTE5a~ 2 FOURAMEERLTLEIN, avwy FE— RBEE->TWSH 0, [HiE-
THESCEMER L CWAREEMERH D £,

WOFRIZ, a~v> REREOH ZRLET,

Table 7: 1< > REBEF DB

avw ok HEEH
configure terminal conft

copy running-config startup-config | copy run

start
interface ethernet 1/2 inte1/2
show running-config sh run

MO aAT Y FE DT

SERIR A~y R4 ZBOHELRWEASC, AOEEEZE O THEIT, 2~ ROLIEHOK
XFEEZANLT, TabF—%2 WL £9, a~ RIA _—P—F. AWENEARY 70
2wy FE—RTC—BThOHAIT, Iy FEMELET, F—FK— P2 Tab F—2570
BEAE. bz ctrl-l ¥—%#LET,

av NI, a~vy RR—BIZRDDIZHR R FNRAS STV, CLIC X » TRk E
NWET, 72& 2 EXECE— R Tconf & AJJT5 &, CLLIZ= kU % configure =~ > R
ERBESIT D Z ENTE ET, configure =~ RDOZND conf Thak 57290 Td,

WOFITIE, Tab F—% L7= & X2, CLIZ X > TEXEC &— KT conf ®—&F D LFH|H
Rk ENE T,

switch# conf<Tab>
switch# configure

g~ RsEMiEEEHAT 5L, CLIICL Ve a~vy FARERINET, a2~ R,
Return ¥ — £ 72X Enter ¥ — %4 £ T, CLIIC X > TEITENEF A, THIZEY ., LA
<y RPEBIBIZE > TER LD TRWEEIL, a2~y REEETEET, A Liz—
HOILFUCK LT, ®ISTHa~vy RBEES 56813, —EHTL5a~vr FOU X RRERS
nEd,

7= & 21E. co<Tab> & AJj9 5 &, EXEC £— FTHIHEEZ:. Tco)] THELTXTHa~
VEWY A RNENET,
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switch# co<Tab>
configure copy
switch# co

av R M) EHETEDLL Y. AN LEXFEHFOT v o7 MIRREND Z LITEE
LTLIESNY,

., L QEE - 8= =
a7 Y FiEE TOSFOEE
—HOMEETIX, 274 Fal—var B TE—RBEN 1 DO L~LL EXR R NEILE
T, ZO¥ATE, Present Working Context (PWC) (ZBHT A1 A R R TEET,

SUMMARY STEPS
1. where detail
DETAILED STEPS
Command or Action Purpose
AT 71| where detail PWC #F /R LET,
Example:

switch# configure terminal
switch (config)# interface mgmtO
switch (config-if)# where detail
mode: conf
interface mgmtO
username: admin

routing-context vrf: default

O RO no XD ERAE

KO~ RiZiZno B3, THafH LT, WEEZEML LY, T 74V
MEIZCREL]ZY, REZHIBRLEZY TEET,
WIT, HReE T 4 B—T N BBl E R LET,

switch# configure terminal
switch (config)# feature tacacs+
switch(config)# no feature tacacs+

WIZ, HRex T 7 4V MEICRET Bl 2R LET,

switch# configure terminal

switch (config) # banner motd #Welcome to the switch#
switch(config)# show banner motd

Welcome to the switch

switch (config)# no banner motd

Cisco Nexus 9000 NX-0S DEHEDIIL—T « VT #ERHA A4 F. ) J—X10.1(x) .
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B cuzzo

&
it

switch (config) # show banner motd
User Access Verification

WIZ, PREEOBEZHIBRT D012 R LE T,

switch# configure terminal

switch(config)# radius-server host 10.10.2.2
switch(config)# show radius-server
retransmission count:0

timeout value:l

deadtime value:l

total number of servers:1

following RADIUS servers are configured:
10.10.1.1:
available for authentication on port:1812
available for accounting on port:1813
10.10.2.2:
available for authentication on port:1812
available for accounting on port:1813

switch(config)# no radius-server host 10.10.2.2
switch(config)# show radius-server
retransmission count:0

timeout value:l

deadtime value:1l

total number of servers:1

following RADIUS servers are configured:
10.10.1.1:
available for authentication on port:1812
available for accounting on port:1813

KIZ, EXEC E— RTa~y RO no B A AT 02 R LET,

switch# cli var name testinterface ethernetl/2
switch# show cli variables

SWITCHNAME="switch"
TIMESTAMP="2013-05-12-13.43.13"
testinterface="ethernetl/2"

switch# cli no var name testinterface
switch# show cli variables
SWITCHNAME="switch"
TIMESTAMP="2013-05-12-13.43.13"

3 SJL o
CLI Z# DK E
Z Z T, Cisco NX-OS CLI T?D CLI Iz >WTEHA L £,
CLIZE#IZDL\T
CiscoNX-OS Y7 b7 =7 i%, CLI a2~ RTOLEBKDOERB L OMHHZ YR —FLFET,
CLI %, RDFTETESRTE E9,
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wtyeavprEnzngz: ||

cav L RIA4 U CHEHEANT S,
erun-script 2~ > RAHEHA L CBBENT-AZ V7 MIIET, By =L TEHR LA HT
+ run-script =~ > K 7t A THEHATE £,

CLI Z28TiZ, ROFENRH Y £,
s ATFIREEDZ AT LT, BIOEBNOEBEZZHT L5 LITTEEEA,
c AA vy FDY rm— FRHIHERF T2 2L b, BUUEDE Yy v a VORIHENT L2 L TEE
R

Cisco NX-OS (%, TIMESTAMP &\ 9 FRIERDOEH =V R — M LET, ZOLHT, a~v
RZFE(TT5HEED YYYY-MM-DD-HHMM.SS 7 +—~ v hOBERZ 2B L 9,

N

Note TIIMESTAMP ZE¥4 13 K &/ 2 KA L ET, XFRITTRTRLFETT,

CLiItvyia BEDEHDEE
CLIZy v a vORIEITAENRCLIt Yy v a VEREERTETET, Zo0EHITEMMIZ

FATT 2R ) T ML E T, EINTAATZ A, 2EOFNS Nty (§) 275
ZLIZEo T, BRESRTEET, 2L 2iE. $(variable-name) T,

SUMMARY STEPS
1. clivar name variable-name variable-text
2. (Optional) show cli variables
DETAILED STEPS
Command or Action Purpose
X 71 |cli var name variable-name variable-text CLItE vy a B85/ ELET, variable-name 5|

INCENRKBI SN ET, variabletext 5151, 200 3¢
FTLNOER T THRELEY, KLFE/NTFRK
BMENET, AN—REZEZOLHIENTEET,
Note  Cisco NX-OS U U — R 7.0(3)I4(1) LAKE, 2%k
WZidng 7y () T —2a7 () &
BHHZENTEET,

switch# cli var name testinterface ethernet 2/1

AT w 7 2 | (Optional) show cli variables CLIE¥ DB ErF R LET,

Example:

switch# show cli variables
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ATRURSAUAVE—T A ZOBE |

CLIZ Y arDERTHERST NNA ADY n— REICHEFE &SNS CLIZE#EZRETCE T,

'-I-l EIANS * En '-.-l
& %€ CLl ZHMDETE
SUMMARY STEPS
1. configure terminal
2. cli var name variable-name variable-text
3. exit
4. (Optional) show cli variables
5. (Optional) copy running-config startup-config
DETAILED STEPS

Command or Action

Purpose

ATy T

configure terminal

Example:

switch# configure terminal
switch (config) #

Tu— N LBREE— REBBLET,

ATy T2

cli var name variable-name variable-text

Example:

switch(config)# cli var name testinterface
ethernet 2/1

CLI [EEA M EHE LT, BFLAIF, HETA K
Uo7 THRELET, KCFE/NCFHEBISLE
T, BEALORHERETICTHLENRDH Y £, 31
LFLUNTHRELET,

Note  (Cisco NX-OS U U — % 7.0(3)I4(1) LAKE, Z5%k
WZiInaga 7y () kT xr—2ar7 () &
EODHENTEET,

ATvT3

exit
Example:

switch (config)# exit
switch#

ra—N)ary7 4 Xal—ary B— REKT
LET,

ATvT4

(Optional) show cli variables

Example:

switch# show cli variables

CLIZEOHRTEER T LET,

ATy TH

(Optional) copy running-config startup-config

Example:

switch (config)# copy running-config startup-config

Fiarz4Xal—vark, AF¥—Frv7a
V74X al—valat—LET,

m v AR

FTAYVTR

T, v R A U T RIZDONWT

1 0%
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ARV EIAYTRIZDONT .

AT R IAYFTRIZDONT

v R/ VT RAEEFEL T, FHEEDEVWa~ FEBEXHLZAZ LN TEXET, 2v
YRIA VT AT, a~vr FECORKRERITHMEE£T N TETET,

a<w R oA YT AL, ROKERH Y 4,
e AT Y R I YT AT RTO2—F £ v v a VLTS BT,

s v RZA YT RAF, A= T v a7 4FXab— g ARFLTEBITIE. B
EENE LR S E T,

e v R A YT ALHTIFHICTRTOay 7 4 FXFal—rary T— REHITY 7E—
ROFTRTCOF—U— ROHTHRELINET,

e v R U TADORTEIIMO—F By a e LTEHEEBIZEMNCR Y £,

+CiscoNX-OS Y 7 b =721, T 74V DA VT RaliasBHAEINLTWET, 20D
A U7 A%, showclialias 2~ KEAHETHY, 2—F—FEDTA Y T A% T T
FRLET,

T 7N bDavr KA )T Raliasld, HIRT 22 EHEFTHZLEHLTEERTA,

s TA VT AFKRARKEELIETHRAINTEET, 120a~vr R2Af VT AL, A%hla~
VRESRIDHIVNERHLNOa~v R VT AZBZWMTEEITN, FoOMoa<w R
TA YT AT TEEREA,

e vy FZA YT A FIMT, a~v L RIAVDORYIOa~vy R¥F—U— R EXHIE
j_o

EEODav L R E—FRTavsr FDavr R/ YT RAEEETEET,

c A N A U7 ANTCLIZBEZZMRT 5 & RS TIT R ZOEBDOBUEDH
WA YT ANTHEHSNET,

e avy FRZA U T A I show 2~ ROMBB LR T 407 o IEHATEET,

AXV KR IA )T ADESE

SUMMARY STEPS

I EHTHa~v Fidida~vr FoA U T AR EFRTEFET,

configure terminal

cli alias name alias-name alias-text

exit

(Optional) alias

(Optional) copy running-config startup-config

apwbn=

Cisco Nexus 9000 NX-0S DEHEDIIL—T « VT #ERHA A4 F. ) J—X10.1(x) .



B 2+5tvravmoarrrzruromE

ATRURSAUAVE—T A ZOBE |

DETAILED STEPS
Command or Action Purpose

R w 71 | configure terminal T a— VERETE— REBE L ET,
Example:
switch# configure terminal
switch (config) #

Z 5w = 2 | clialias name alias-name alias-text avy RoA VT AZFBRELET, =AU T 24T
Example: FRF TR LUET, KLFE/NCFIXBI S EHE
switch (config)# cli alias name ethint interface P %Eﬁbi%$c:j—5%\gﬁ\% Y ij—(’ 303(?1;“7&]
ethernet T?Eﬁ Li‘a_o

AT v 73| exit Ja— ) a7 4 XFal—ary T—RaKT
Example: LET,
switch (config)# exit
switch#

2w 7 4 | (Optional) alias av L R U T AREEFR S LET,
Example:
switch# alias

Z T w 75 | (Optional) copy running-config startup-config FTary 74 FXalb—Tark, A—FT v/ 3

Example:

switch# copy running-config startup-config

V74X al—varilar—LET,

A—4H Ly g VADaATU R IA)TANETE

CiscoNX-0S 7 /34 A LT R CO2—F =0 TE W, BED2—Y—F v g
Hoa~ RZA V7 AZERTEET, £/2, a~ ' R VTR REFEL, HEOL—
YT ho o b THETHERHTLIZELTEET,

FIRDOHE

F IR D FH

1. terminal alias [persist] alias-name command-string

ARV RFERERTIVa Y

=)

ATy T

terminal alias [persist] alias-name command-string

1

switch# terminal alias shintbr show interface
brief

BEO2—Y vy rvarHoavr Rz U T A
ERELET, 2=V —=THhU L FThHETHHT
DX A VT AERAFT HITIE, persist F—
U—REFEHLET,

GE) persist ¥ — 7 — RITEHM LR T ZE 0,
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> (o)

AR RDYT R
ST HEOX AT BETTEEDICawy ROAZ Y F R EVERT B HEICOWTEHB
LET,

AR R T ROEST

TryANTavr ROY X MEERL, CLISZINbDa~vy REETTEET, a<vw F
A7 VT M T CLI AH A2 EH T £7,

N

Note CLIZu> 7 hCTIHEAZUT R 77 ANVEERTEEEA, A2 VTN 77 A% ) E—L
T3 A THERL L T, Cisco NX-0S T /34 A D bootflash: F /=1L volatile: 7 4 L' 7 b V|l B —
TAHZENTEET,

SUMMARY STEPS
1. run-script [bootflash: | volatile:] filename
DETAILED STEPS
Command or Action Purpose
Z T w 71 | run-script [bootflash: | volatile:] filename TIANVIT ALV NIDT7 7 A ANDa<y R
Example: FEITLET,
switch# run-script testfile

ImARANDFEHRO T 2—

WRICHEREZ D a—TXxFEd, ZhiF, =~ F22 U 7 N THICKRsLbET, CLIZHE S
ML, Ta—3SNA7FARNTI7r—~y b FFvarszHHATETET,
WDORIZ, THFARNMPFATEDL 7 —~y b AT 3B RLET,

Table 8:echo AX > KD I+ — v b+ T3y

T4—Iy b AT 3 | HiHA

\b Ny AR—=2A%BALET,

\c THXA KRN T OEBITH DBATCFEPHIRSLET,
\f TF = T4 — RXFEPBAINET,

\n BATLFNIRASNET,
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IA—Xy b AT a5

\r T XA MTOREMITRED £,

\t K2 T XF BN SIET,

\v ME Y 7 CFBIFASNET,

\ Ny P ATy a LFNRRSNET,
\nnn XIS % ASCH 8 WXL FRR RSN ET,

SUMMARY STEPS
1. echo [backslash-interpret] [text]
DETAILED STEPS
Command or Action Purpose
R T 71| echo [backslash-interpret] [text] Z OIETH LTV 5 backslash-interpret 55— 17 —
Example: F\li\ 7‘5?74 ]\Y??U(Z77j‘“‘“\7 b4 ]\ j_70\:/5 \/75‘)
switch# echo This is a test. @iﬂé: k%ﬂ?biﬂ—" text%l%iﬁui\ ﬁi&if#ﬁﬁ
This is a test. ELET, KXFENXFEREFIENET, Z2A%
BHDHIENTEET, 2003CFLUNTHELET,
T 7 4V MIZEAITTT,
O FOEOEIE
Av U R TV arE—EORM, BIETEET, UL, avr F A7 U7 M TRIZHK
Wb ET,
SUMMARY STEPS
1. sleep seconds
DETAILED STEPS
Command or Action Purpose
AT 71 |sleep seconds PEAE % & DB E ST E T, HOHFPHIL 0 ~
Example: 2147483647 T,
switch# sleep 30
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RREEFEANILT

w7 |

CiscoNX-0S Y 7 b = 7%, CLI CIRIUKGF~N T 24 L4, a~r FNOEEDONE
WCEERIEE () 2RI 22T, AR ANA T v a v B2FoRTEET,

CLITIZ, ANW=T—%FET D01 F vy Ly b (0 e shEd, "k =2~

VRARYUTAD

B

olcav N, F—=U—F, £REFGIEPAT SNTALEICERRINE

ORI, IRPURIF~VT OB R LET,

Table 9: R3RIRTFENIL T DI

H A1

Bl

switch# clock ?
set HH:MM:SS Current Time
switch# clock

EXEC E— FThclock =i~ R o< R
WEFRRLET,

AA v FOH AL, setclock {4 5i2ix
F—U— RBPYUETT 2R L TLEIN,

switch# clock set ?
WORD HH:MM:SS Current Time
switch# clock set

MR ERETADOO I~y MELEFRLE
KR

~IVTHIE. 7 vy 7 OB EICBIERZ D
EThHZ L, BLXOEAO T +—~ v M7k
R L TWET,

o

switch#

% Incomplete command

switch# clock set 13:32:00<CR>

BUERFZ 2B L %97,

CLIIZ, a~Y R ARZEETHDLI EERLT
WET,

switch# <Ctrl-P>
switch# clock set 13:32:00

AN LIERIOa~Yy RERRLET,

<1-31>

switch# clock set 13:32:00 ?

Day of the month

switch# clock set 13:32:00

clockset iz 2 BMOB|HEFRLET 25
LT,

April
August
December
February
January
July
June
March
May
November
October
September

Month
Month
Month
Month
Month
Month
Month
Month
Month
Month
Month
Month

of
of
of
of
of
of
of
of
of
of
of
of

switch# clock set 13:32:00 18 ?

the year
the year
the year
the year
the year
the year
the year
the year
the year
the year
the year
the year

switch# clock set 13:32:00 18

clockset =< > FIZx9 2iBMO5 %R L
i‘a‘o
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A1

Bl

switch# clock set 13:32:00 18 April 13<CR>|
% Invalid input detected at '"' marker.

7wy 7 REIC AT BN £7,

CLIIZ, 13 DfEIZF v Ly Fitls (M) &ff
ALTZI—%/RrLTWVET,

switch# clock set 13
<2000-2030> Enter

abbreviation)

switch# clock set 13

:32:00 18 April ?
the year (no

:32:00 18 April

ZOFIIHIET DY 51 e R LET,

switch# clock set 13
2013<CR>
switch#

:32:00 18 April

clockset =<2 FOELWESLEZ A LFET,

ERREIZDOINT

CiscoNX-0S Y 7 h = T7i%, CLIHJ)) (show =<2 R E) OMBELIZT4NVE Y 7T
EHEFHEAVR—FLTVET, a~r FICLERENFETA, EREHRETCIIRIIFE /0T

MBS 4L, M — B %

FEIA X F

RETHZLBTEET,

OF—HR— L7 (1 R~7l) &2, B2 —r e LTHAT 22 &b TEET,
FEE D% —AR— FCFE, ERBENTHA LSRR Bk e b E T,

ROFIZ, KRR ERZFOF—R— N FEZRLET,

Table 10: ¥R 7 ER E F DRHRXF

XF FERI 1R
AN—2AEETEREOR—F L~ LET,

* O LA EDRE —v D —lr 2 —F LET,

+ VMU LD RF—v Dy —lr 2t —8LET,

? 0 FFX 1 EONRE—E—FLET,

A ANV T OREHE—BLET,

$ ANV T ORRBEELET,
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waxzna— ||

XF LEFIRANCAR

(TovHx—2Aa |ar~ () EfEry=a () AEby=a ) L Ehy=a (O A
Fva () . ANV T OEE, AN U IDORRE, FRIEASN—R L
—FLE T,

Note 7. % —Xa7 (%, BGPEE# D a2~ FOHEAIZOAHERFHR &
L C#bhEd,

N |

INL OB T AR TR L L THAT A L &3, ELFEDRNINY I AT via
() ZEWTHIZREREZRA L T ES VW, ROBNZIX, RAEes (§) . Ty ¥ —RAary
) BT I7R5E B 20T —ET 58— CFF—UBREENTVET,

\$ \_ \+

BHLFEDINE—

NF., BE. EFRITENRERLS 20— — RUFEAER LT B oo — %
FBETHZEbTEET, m& 213, ad% IFTEHCTFOIEHREHR T,

BT ANE— Tk, EFEA R TY, a4%s WO EHEHRIT, a bW I LFOHLIT4N
Ex, TobLiz—tr biE (%) B XTFE—HLET, AN U TOHIZad% LW
IWENZFDEFTEENR TN RS, NF—r <o F o 73k L9, EECCTFERKH
a. (XFanRIZEIUAR) (X, VA RXFORILREREZMSEH LT, T a ORITEE
DHE—TFRF A M) o7 e —HLET, ZOFITIE, ab, al, £-Fa2sWVWH R MY
FT_RCZOIERERE —HLET,

R SCF ORI EWRIE, BRI FORNIN Yy 7 AT v a2l AT 52 L TEICTE X
T, e ZE KBla\. Bav s MEXTHEASLTOW 256, XFFla 20 R—H L £7,

kT2 ML TR MY VN TOERERONMELZFET S Z LT, ERRAANAY— %
ALY TOREFELITIREL —BISELIENTEET,

RO, ALEFREIH TR 2R LET,

Table 11: L EEEICAL SN HHFH/RXF

X | EiEA

%

YRRV T OREHE —BLET,

$ | ANV LT ORRE—FHLET,

7= & 2, EHFEH Aconldcon THEED A MY 72— L., $soleidsole THHDHLA MY
T LET,
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B showo~o rrnogreT L8y LY

\)

Note

AELEIEL Ay 3 T E NI PERE not] Z4EET DL BB ENET, 2L
ZIE, IEMFKH [~abed] (X, a, b, ¢, FITALSOIEFOHE T B HHEMH AR L
\i‘g_(]

show <> FHADKREET4ILZ ) VT

2 O, showz~ > RO IE, £ TEMEZR Y £77, CiscoNX-0S Y7 b7 =7
T, HREMHEICASTHT 7201, HIORBRBIORTZ 4V Z ) T E2ITH)ZENTEE
To REBEBLOT 4 NVHZ D T OFT 3 iF, show 2~ ROKRIZ S Tt (1) &
fF, ZOBICHEELET, 2NbDOF 7L g E, CLURIMK A~V FRERE 2 L TR
TXET,

switch# show running-config | ?
cut Print selected parts of lines.
diff Show difference between current and previous invocation (creates temp files:
remove them with 'diff-clean' command and don't use it on commands with big
outputs, like 'show tech'!)

egrep Egrep - print lines matching a pattern
grep Grep - print lines matching a pattern
head Display first lines

human Output in human format

last Display last lines

less Filter for paging

no-more Turn-off pagination for command output
perl Use perl script to filter output

section Show lines that include the pattern as well as the subsequent lines that are
more indented than matching line

sed Stream Editor

sort Stream Sorter

sscp Stream SCP (secure copy)

tr Translate, squeeze, and/or delete characters

uniqg Discard all but one of successive identical lines
vsh The shell that understands cli command

wC Count words, lines, characters

xml Output in xml format (according to .xsd definitions)
begin Begin with the line that matches

count Count number of lines

end End with the line that matches

exclude Exclude lines that match
include Include lines that match

TANLNEZ)VITELUVBRREDOF—T— K

CiscoNX-OSCLIZ}Z, show=z~r REfEH L Ca~y RHIOBRBERS 7 4V EZ Y v J 5 FELT
TX5, —#HEOF—TU— FRHAEINTWET,
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JenayvssvaRos—7—F ||

WDOFRIZ, CLIMTIO 7 4 VB ) TRRBEATITEODOXF—T — RERLET,

Table 122 7 4 LB ) U T B L VEROF—T— K

F—T—FDEX & BA

begin string BEA N 7L BT 57X A MG ER

Bl TOBIMERREMIALET, REA LY
_ . VIR LTF L NCERER S E T,

show version | begin Hardware

count aw s P OITEZEFRT L ET,

i :

show running-config | count

cut [-d character] {-b | -c|-f|-s}
fi

show file testoutput | cut -b 1-10

—OMITOREFRLET, —EDNA
g (-b) . 3CFH (-veut [-d character] {-b |
c|-f[-s}) . FIET 4= N () 2R
TEET, ¥, dF—U—REEHL T,
TI XN DZTLFUNDT 4 —)L TV
IFEERTDHIEHTEET, sF—U—
RiE, 7V I EZREENRTORSR Z I
LET,

end string
f

show running-config | end interface

MBEA N T OREO—BIZRHETTN
TOITEFRRLET,

exclude string

1

show interface brief | exclude down

BREA R T REEN TRV TEZ T T
FoRLET, MRA MY U ZIERIF /N
FRESNET,

head [lines lines]

1 -

show logging logfile | head lines 50

HOOEEEEDITRIZTR R LEST, T
7 v b OITEIE 10 TT,

human

1 -

show version | human

terminal output xml =~ > R&H L TH
FERR XML E SNV TWDIGEIC, W%
WHEBACERLET, 2L TLIIEEN,

include string

1

show interface brief | include up

REBEARNY T REENTWAITETNTE
RLET, MEA N TR T &N T
DREHISIET,
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show interface brief | no-more

F—J— FDEX & EA

last [lines] HADOKBEREDITRIZTRRLES, 7
- 74 b R OTTHIE 10 T,

show logging logfile | last 50

no-more whTE ISP R T EF R LET,
Bl - BEEDO—%F FIZ [-——More——) a7 i

FREINeL 7wy E9,

sscp SSH-connection-name filename

1

show version | sscp MyConnection
show_version_output

Streaming Secure Copy (sscp) A ffiH L CHiJ)
AT & SSHES U Y A L7 FLET,
A ift & o SSH ##5elE, sshname =2~ K%
AL TERTEET, 2R TEEN,

wc[bytes [lines |words]

1 -

show file testoutput | wc bytes

CFEL AT FTRHEEREFORLE T,
7740 TR, ATEL HEEREL B R USCE
BaFomLET,

xml

1

show version | xml

Hi%4 XML JEA TR R LET,

diff 1—7 1) 7«

show 226D <> Kb e, T0a~y RELENCFIT Lo &2l c& %

TO

diff-clean [all-sessions] [all-users]

WDOHFRT, diff 2—F 4 VT 4 DF—T — RIZOWTHHA L F T,

*—T7—F &

all-sessions BEO—YF—DFTXThoty g (BE
BLOBIEOE Y v a ) DHRO—KRET 7
A NVHHIBRENE T,

all-users TRCOZ—HF—DFTRThHOEy a3y (B
EBIVEHAEDE vy g v) MEEEKRO—R
77 ANVRHEIBRENET,

CiscoNX-08 V7 b7 = 7%, BEBLIOLEIOTRTCHO2—Y— & v g 2% 5 show
a<wy ROEHOHINZONWT, =7 7 A VEEHRLET, 20— 7 7 A V2R

52X, diffclean =2~ R&EFEHLE T,

diff-clean [all-sessions | all-users]
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grep S5k Uegrep1—T 1T« .

7 7 4V b TIL, diffclean 2~ N X > THEO =V —DT 77 4 7 & v a VT
H—WF7 7 A VPHIBRES L E T, all-sessions ¥ —7U — R&EFRET L &, BIEO 22— —Difk
BIOHBIEOEYE v a T 5 —H7 7 A RIS E T, all-users ¥—U— R&$EE
T3E. TRTCOZ—F—DWEBLOHEDOLE v Y a3 VT2 —7 7 4 ANEIR SN
£7,

grep LU egrep1—T 4 1)T 4
Global Regular Expression Print (grep) 35 & Y Extended grep (egrep) 2~ K7 A v 2—TF ¢
U7 4 2 LT, show 2~ A2 7 4V Z ) 7352 ENRTEET,
grep & egrep DHESLTIRD &30 TH,

{grep | egrep} [count] [ignore-case] [invert-match] [line-exp] [line-number] [next lines] [prev lines]
[word-exp] expression} ]

WDFKIZ, grep & egrep D/3T A —H &R LET,

Table 13: grep 3 & U egrep D /X5 A —4

INT A—4 | ERER

count —HLIATORHEDOHBZRRLET,

ignore-case | —% L 72470 KT &/NCFEOMELZ TE T2 KO ICHELET,

invert-match | 2818 — 3 LAV T2 R LET,

line-exp TR BT DT 2RRLET,

line-number | —% L 7= 84T ORTOITHE S AR TT D LI ITHEL ET,

nextlines | —g L7-ATO®ICEAT HITHAIEE LET, 77 44 L0 T, A7
FHIL 1 ~999 T,

previines | & L7-4TORNIFRTHITEERELET, 74/ ME0 T, A%
PHIZ 1~ 999 T,

word-exp | EEENERIC— T BT AR R LE T,

X HAEBRBTH-OOEREHEEELET,

less1—T 41 ')T 4«

lesst—F 4 UF 4 AL T, show a~> REHONES 1 BiETHOERTxET, [
Tur o7 MIBWTCless A<y REANTEET, T _XTDIless HARTAHIZITHEATE S a~
VREFRRTAICE, ey R TChEALLET,
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Mini AWK . —

ATRURSAUAVE—T A ZOBE |

Ta4) T4
AWK ZT XA MAZ BT A ORM TN a2—7 4074 TH, 47 () ©

BIZZOa—T 4 VT4 FEHL, 22 ROTFA M2 IS TE F 9, Cisco
NX-0S 1%, HDIALT 1 7T A%x5|1%E L THEMAT S mini AWK 23R —F L TWET,

WIZ, mini AWK ==—7 ¢ U 7 ¢ Z{H ] L C show ip route summary vrfall =<> RKO7 ¥ 2 k
HAOZERNT D02 RLET,

switch# show ip route summary vrf all | grep "Total number of routes"
Total number of routes: 3
Total number of routes: 10

switch# show ip route summary vrf all | grep "Total number of routes" | awk '{ x = x +
$5} END { print x }'
13

sed 1—7 4T+«

AR —bxT 4% (sed) 2—T 4 VT 4 &AL T, show a~> KEIOT7 o120 7
REMEEIRD L HIZFATTEET,

sed command

command 51%%121%, sed 2—TF 4 U T 4 Da~y RaahEd,

sort L—7 4 ') T+«

sort +—7 4 VT 4 A LT, showz~> FHAWE 74NV Z )7 TEET, a<vwr Ko
HAOTRAT T OMARNEZHRT S Z & CRIBEEFETE T,

sort T—7 4 U7 4 OEIRO L BY TT,
sort [-M] [-b] [-d] [-f] [-0] [-1] [-k field-number[.char-position][ordering]] [-n] [-r] [-t delimiter] [-u]
WDORIZ, sort 2—FT 4 VT 4 DRTA—=FZDOFHZRLET,

K M:son1—T )T A DINTA—4

INTGA—%H SRER

-M ATY—=hLET,

-b HEEOT T (BAXT) #8ELET,
FIZ N ROV — NTlL, LEHOT T 7N
ERINET,

-d T ERBEFOREHB L TY—FLE
T, TNV DY —FTIE, TR_RTOXFE
NEFINET,

-f INCFERLFE LT L £,
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~More- T T s ogRBLUTL2U Y [

INTA—4 &R

g — AR R LT Y — P LET,

-i FIRIFIREZ CF 72 2 LT/ — M LET,
T 74V hD Y — N T, HIRIRATRE 72 307
LERSNET,

-k field-number|.char-position][ordering] X —(HIZE-TY—FLET, 741D
F—EITH Y £H A,

-n BEA NV 7 OEICHE->TY— b LET,

-r V— MERDIEFZHIZLES, 7741 b
DY — MHAFANETT,

-t delimiter BEDCTVIZEHHLTY—LET, 7
74N bOT Y I FITEALFTT,

-u V— MERNOEFEITERVREET, V—
MU CTIEHEEITHRERINET,

--More-- 7O T DL DOBES LUV ITqILE ) VT

show =< R 1D ——More-- a7 F THIOKRBRL 7 4V E U v T HFEITTEET,
o< RO TAT TOMERRREHERT D2 L CREEBE T ET,

WRDOFIZ, ——More- 77 b a<w NOHHAEZRLET,

Table 15: --More-- 7O >k A< K

avy kR

B

[lines]<space>

& LTATEDBUED W E Y A A5 DM T2 FoRm LET,

[lines)z

FBE LIATE O BAEDE H Y A XD I1iT2F R LET, liness1%
T E, FOMENF LT 7 40 ME@Y A X720 £9,

[lines]<return>

FEE LTATE D BAEDT 7 4V b OITECH T2 TR LE9, ¥
DF 7N MIVTTT, 7 arDlinesska T3 E, £
DENZDa<y RTRRTDIH LT 7 40 bOITEIZ /2 Y £77,

[lines|d F£ 721X
[lines]Ctrl+shift+D

FBE LTZATHEDBREDT 7 4 )V FOITECH T2 A7 e—n1 LE
T, HIHOT 74 ME 14T TT, A7 v a D liness|Ea AT
D, FOMENZDa<y RTERTIHIH LT 7 40 SOOI 7%
D E9,
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ATRURSAUAVE—T A ZOBE |

B

—-More-- a7 KT LET,

FaiE LIATEBIEDT 7 4 L F O A% 2% v 7 L. 1
HADOHITEFRRLET, 7740 MI1ITTY,

FE LB BEDOT 7 40 OB T2 A%y 7L,
1 EEH YOI TEFRLET, T 740 ME 1 HEETT,

BUEDIT R T2 RR L ET,

ERFRHRIC T DITETAT 7L, 1EESOENIIT2FRLE
T, IEREBHOEEKEIOREY KL CITERBRTIHAF. A7V a v
Dcount BIEEEHLET, —oavr Ricky, oz~ R
HFTREZRBIE D IEHIRBL G E SN E T,

HAEOERERICRIZ—HT2ITETAITy I L, 1 HESDOHIIAT
EERARLET, BERO—HEAX v 7T HEAIL. A7 T 3 O count
BIEAMEHLE9,

av vk
qFELITQ EIT
Ctrl-C

[lines]s

[lines]f
[count]/expression
[count]n

{1 :'[shell-cmd]}

shel-ed BI3IcisE LT-a~y REHF 7T 2 VTEITLET,

AiDa~y Faf)iRLEd,

v FERODFERAAE

CiscoNX-0S ¥ 7 b7 =7 D CLI TliL, BIfEDa2—YF—t v arnavr NERIZT 7 & A
TEFET, av REREOHL, ZOFEFEFFEITTEET, £/, FTANCBETAZ LA
BBTY, a~ o FERIIZ V7352 TEES,

AT FOREUHL

axy RO~ FEFCH LT, RBIOSCTEIEL, BANTEET,
WRIZ, a~vr PO L THANT 62 RLET,

switch (config)# show cli history

switch (config)# '1

0 11:04:07 configure terminal

1 11:04:28 show interface ethernet 2/24
2 11:04:39 interface ethernet 2/24

3 11:05:13 no shutdown

4 11:05:19 exit

5 11:05:25 show cli history

switch (config) # show interface ethernet 2/24
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cuEEoEmv Lo ]

Ctri+P L CtrtN DO F—RA b —7 v a— Dy bEFEAL a2y REFONEHTZEH TS
F9,

CLI EEE DB U L o Fl1E

CLI BN LT 23~ REfIHT 512X, Ctrl-P B LT Ctrl-N F— X hr—2
va— My b¥—Ablr—r va— by FEFEHLET, CiscoNX-OSY 7 bT =713,
BEDa<y N E—FFUEDa<vr FRE— KOOI _XTOa~v REFNRORHLLET, =&
ZIE, Fr—L a7 4 ¥al—rvary = FCEEEZ LTV DL5EIE. 2~y RO
L¥—Ahr—2r a—rhy Mefild5E, EXECE—FRavr e —Lar7y
Xal—TaryET—RKavy FOMBRERH EE T,

CLI{REEE— FDERTE
CtrlP BLXOCtrI-NF—X ha—72 va— by FEFEHALTCLLERENS o~ REFEXR

HL, o< FEERITTARNCIRET 2 2N TE £, T 740 bOEET— FiE. emacs
TT, WET—FE2villEFE T £7,

FlEDHE
1. [no] terminal edit-mode vi [persist]
FIED ¥
ARV KRFERETI a3 Y B#J
Z 5w 71| [no] terminal edit-mode vi [persist] =¥ tyiarOCLIREE— & vilZERL
i - £, persist¥—U— Faflifd 5L, BEOT—

PF—LDOHENE v a SUTHREENET,
emacs DFEHIZETIZIE, no =fFEHLET,

switch# terminal edit-mode vi

a7 Y FERDOFRR

show cli history =~ > RZEH LT, a~v NEREEZFRRTEET, .
show cli history ==~ > RO LIZRO LB Y TT,
show cli history [lines] [config-mode | exec-mode | this-mode-only] [unformatted]

T 7 XN N TERREINDIITEIZI12 THY, HHZFa~r REFLEXA LRX U TREEN
9,

L. a~wr RBEOT 7 4V N EERT AR E R LET,

switch# show cli history

i, o NERD 20T FERTHHERLET,
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B cwezsoosrorx—TrErrTF2—T0

switch# show cli history 20

L, a~r RBENOMHE a~ Yy RE T 2R RT A2 R LET,

switch(config)# show cli history config-mode

“hix, o~ RIBERBNO EXEC 22w RET2ERT A0 %2R LET,

switch (config)# show cli history exec-mode

iE, BEOav s RE—RICET A a2~y NERERRNO < NPT 2R T 5027 LUE
@—O

switch(config-if)# show cli history this-mode-only

UL, ax U REBEIALRZ TR L Ta~vy FERENO a~ v RIZT2ErRT 561%
ALET,

switch (config)# show cli history unformatted

CLIFEZRO> T bDAR—TILFERIETF2—TI)L

% OREBEIZOW T, 1EEEHITT DRNIHER Z RO B 7 v 7 3, Cisco NX-0S Y 7 |k
Tz TICE o TCCLICETRENET, 27 ur P hE2Af =Nz, T4&8—7
MZLTZY TEET, T 74/ FTHA X—T IR >TVET,

FIEDHE
1. [no] terminal dont-ask [persist]
FIED ¥
OV RFERET7TIV3 Y B
A7 71 |[no] terminal dont-ask [persist] CLIHER 7 7 b aTF 4 —7 NI LET, 20
Bl - HTHB LTV persist ¥ — U — K&l H$ 5 & |

HHEOZ——ZLORENE Y v a VETRESN
1, T 74N FTIEA F—T T o TWET,

CLIMER a7 "N A 2—TNIZT 52, o~
Y RFoOnoERXEEHLET,

switch# terminal dont-ask
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cwEEoeonz i

CLEmDEBNEKTE
F7T5 CLL OAIIRD L HICEE T&E £9,

CHEEIOaZ Y RRRD LERAIE. e 7 RSB TERINET,
cEHRATO <Y RPKRRLESHAE, 77 MRRGTRRESNET,
e =P ANFFOTERRENET,

e awy RHET 740 b TERENE T,

FIFNFOEIL, WRTI AL —F VT M2 TICLVEEESRE T,

FIEDOHE
1. terminal color [evening] [persist]
FlEDEHHH
ARV RFERIETI a3 BHY
Z 5 1 | terminal color [evening] [persist] K —F )k a Ik L CCLIM Ot % 5 E
il - LE7, evening ¥—7— R R—FrIhTnE

Hh, persist¥—U— R&EEHT 2L, BfEOL—
P— L OBRENE Y v a VRSN ES, 7
7 4V FREFRFFSNEE A,

switch# terminal color

~ ~ > - =
FEoa—ILADOT FDEE
slot2~ > REFEHLT, A=A P EVa— Ly arnbEya—MIavy R
EHEEETEET,
slot DREIRD LB TT,
slot slot-number [quoted] command-string

77 /)b hTiE, command-string 5N DX — U — R EBIHUIIAN—ATRY b ET, £
Va— MR Dav s REFET LT, AN—RAXF, EIany () | AXR—AXF
Ta<wy RERE) £9,

quoted ¥—7U — R, a~v> F A RN 7O EHEREICESIHAKF () PMEHINDZ &
ZRLET, A== Y P EVa2a— Lty alrTREFIR— IR TWAAffREDT ¢
NEY T a—F 4 VF 4 IZEVa—)Lavy REAHE VA A LY T 38E81F. 20X —
J— REFEHALET,

I, BV 2= UERERRLIZY, 7402 ) 7 L2030 R LET,

switch# slot 27 show version | grep lc
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B == nizszav rtinoiE

WIZ, A== NAF EFa— Lty ralillT3FE a—NERE 7o NX ) L TT 5

Bz R L ET,

switch# slot 27 quoted "show version" | diff

switch# slot 28 quoted "show version" | diff -c

**x /yolatile/vsh diff 1 root 8430 slot quoted show version.old Wed Apr 29

20:10:41 2013
-——= - Wed Apr 29 20:10:41 2013

* ok ok kk ok kk ok ok ok ok ok ok ok
* * x 1,5 * k Kk Kk
! RAM 1036860 kB
! 1c27
Software
BIOS: version 6.20
system: version 6.1(2)I1 (1) [build 6.1(2)]
--—- 1,5 -——-
! RAM 516692 kB
! 1c28
Software
BIOS: version 6.20
system: version 6.1(2)I1 (1) [build 6.1(2)]

)k khkk ok kk ok ok ok ok ok kk
* * x 12,16 * k Kk Kk
Hardware
bootflash: 0 blocks (block size 512b)
! uptime is 0 days 1 hours 45 minute(s) 34 second(s)
--- 12,16 ----
Hardware

bootflash: 0 blocks (block size 512b)

! uptime is 0 days 1 hours 45 minute(s) 42 second(s)

BFA—IJIZEBATY FHDDEE

CLI ZfEfH L Tshow =~ ROH N EZETF A=/ T RLVRIZEETAZLENTEET, 21
Wik, A TEET () EEHLET,

)

GCE) BFA—NLORTIIHEHRTTAHET, T XTDOshow 2~ RTEFINLET,
CiscoNX-0S U U —2933) LV HIDY U —ZMn5 CiscoNX-0S U U —2Z933) LAED U 1) —
AT w7 —RT5E, EFA—ERNEDNLET, ZHiX. Z OMEED DME #iE4
BT DH-0HTT, TNERRTDHITE, A=A ZFIT LT, A — UEREREH

WHT 20ERDHY £,
FlaD#EE
1. configure terminal
2. email

3. smtp-host ip-address smtp-port port
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F IR D

BF A=k savy FunoikE i

4. vrf management

5. from email-address

6. reply-to email-address
7 exit

8. exit

9. show email

10. show-command | email subject subject email-address

ARV RERRTI Ay E]:g]

ATy T

configure terminal Ja—NLERET— REfbt LT,
11

switch# configure terminal
switch (config) #

ATy T2

email BAA— VT — REBE L £9,
1 -

switch(config)# email
switch(config-email) #

ATvT3

smtp-host ip-address smtp-port port SMTP A Z b IP 7 R L 235 L OV SMTP AR— F =
15“ : %*E/\dg Liﬁ‘o

switch(config-email)# smtp-host 198.51.100.1
smtp-port 25

ATV

vrf management T A —/VEEE O VRE 2457 L7,
11

switch(config-email)# vrf management

ATy Th

from email-address EELEDBFA—IN T RLAZEBELET,
51

switch (config-email) # from admin@Mycompany.com

ATvT6

reply-to email-address ZEHEDEFA—NL T FLAEZBELET,
i

switch (config-email)# reply-to
admin@Mycompany.com

ATy T1

exit EWA—VERE— REKR T LET,
1

switch (config-email) # exit
switch (config) #

ATvT8

exit Ja—nR_) a7 40 F¥al—ary EFT— RERT
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ATRURSAUAVE—T A ZOBE |

ARV FFEREETIVa Yy

S

switch (config) # exit

switch#
RFwv 79 |showemail B A—IVOWRER T LET,
1 -
switch# show email
A5 710 |show-command | email subject subject email-address | ¢ 751 () 2L, #§iE L7zshow =~

1 -

switch# show interface brief | email subject
show-interface admin@Mycompany.com
Email sent

RO 40 & TEF A=V T R RITEE
LET,

BIOSO—4%— 7O > 7k

A== XA W |V 2 — VOB, 7R BIOS £ A — U0, VAT AEEHOBFR
nx-08 1 A—CEBEEBIZE— KLY, REBELEII>ELEZV LET, A7 nx-0s f A—T0
HoMmB720EA1E, O BIOS B —X— Fu Ly 7 hRFEREINET,

loader>

CiscoNX-0OS V7 b7 =7 % loader> 7 2 7 Fvba— K95 HEIZOW T,  [CiscoNexus
9000 Troubleshooting Guide] &M L CTL 72&0),

CLI o> { R

\:I

ZZ Tk, CLIDERBIZ L ET,

ATLEEDRAA LR TEHOFERAE

WOHFITIE, show a2~ REDETZ7 7AW Y XA V7 bT 5 & &2 $(TIMESTAMP) % {# H

L/ij‘o

switch# show running-config > rcfg.$ (TIMESTAMP)

Preparing to copy....done
switch# dir

12667 May 01 12:27:59 2013

Usage for bootflash://sup-local
8192 bytes used

20963328 bytes free

20971520 bytes total

rcfg.2013-05-01-12.27.59
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ety avesnmmrs [

CLUtyYa EROERTGE

$(variable-name) Lz L TEKA SR TE £7,
WIiZ, 2=V ERDOCLI Ly v a VERESRT L6 2R LET,

switch# show interface $(testinterface)
Ethernet2/1 is down (Administratively down)
Hardware is 10/100/1000 Ethernet, address is 0000.0000.0000 (bia 0019.076c.4dac)
MTU 1500 bytes, BW 1000000 Kbit, DLY 10 usec,
reliability 255/255, txload 1/255, rxload 1/255
Encapsulation ARPA
auto-duplex, auto-speed
Beacon is turned off
Auto-Negotiation is turned on
Input flow-control is off, output flow-control is off
Auto-mdix is turned on
Switchport monitor is off
Last clearing of "show interface" counters never
5 minute input rate 0 bytes/sec, 0 packets/sec
5 minute output rate 0 bytes/sec, 0 packets/sec
L3 in Switched:
ucast: 0 pkts, 0 bytes - mcast: 0 pkts, 0 bytes
L3 out Switched:
ucast: 0 pkts, 0 bytes - mcast: 0 pkts, 0 bytes
Rx
0 input packets 0 unicast packets 0 multicast packets
broadcast packets 0 jumbo packets 0 storm suppression packets
bytes

o o

Tx

output packets 0 multicast packets

broadcast packets 0 jumbo packets

bytes

input error 0 short frame 0 watchdog

no buffer 0 runt 0 CRC 0 ecc

overrun 0 underrun 0 ignored 0 bad etype drop
bad proto drop 0 if down drop 0 input with dribble
input discard

output error 0 collision 0 deferred

late collision 0 lost carrier 0 no carrier
babble

Rx pause 0 Tx pause 0 reset

O O O O OO0 Oooo oo

AR IA YT ADESE
WIZ, a<vr RoA U T REEHETAHE R LET,

cli alias name ethint interface ethernet
cli alias name shintbr show interface brief
cli alias name shintupbr shintbr | include up | include ethernet

wIZ, a~vr R YT A2l 5612 R LET,

switch# configure terminal
switch (config)# ethint 2/3
switch (config-if)#

Cisco Nexus 9000 NX-0S DEHEDIIL—T « VT #ERHA A4 F. ) J—X10.1(x) .
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- EEEAECPEI

AR R T RDOEST

WOHFITIE, A7 VTN 77A/VHNTHESNLTWD CLI 2~ FEFRRrLET,

switch# show file testfile
configure terminal
interface ethernet 2/1

no shutdown

end

show interface ethernet 2/1

WOFITIE, run-script 2~ > ROEITREOE 2 FR L ET,

switch# run-script testfile

“configure terminal’

‘interface ethernet 2/1°

"no shutdown’

“end’

‘show interface ethernet 2/1
Ethernet2/1 is down (Link not connected)

Hardware is 10/100/1000 Ethernet, address is 0019.076c.4dac (bia 0019.076c.4dac)

MTU 1500 bytes, BW 1000000 Kbit, DLY 10 usec,
reliability 255/255, txload 1/255, rxload 1/255

Encapsulation ARPA

Port mode is trunk

auto-duplex, auto-speed

Beacon is turned off

Auto-Negotiation is turned on

Input flow-control is off, output flow-control is off

Auto-mdix is turned on

Switchport monitor is off

Last clearing of "show interface" counters 1d26.2uh

5 minute input rate 0 bytes/sec, 0 packets/sec

5 minute output rate 0 bytes/sec, 0 packets/sec

Rx
0 input packets 0 unicast packets 0 multicast packets

o O

bytes

output packets 0 multicast packets

broadcast packets 0 jumbo packets

bytes

input error 0 short frame 0 watchdog

no buffer 0 runt 0 CRC 0 ecc

overrun 0 underrun 0 ignored 0 bad etype drop
bad proto drop 0 if down drop 0 input with dribble
input discard

output error 0 collision O deferred

late collision 0 lost carrier 0 no carrier
babble

Rx pause 0 Tx pause 0 reset

O O O O O OO oo o oo

FBEFA—J)LIZKDaTY FHADEE

Z O, show interface brief O 25542 Hika " L TWET,
FALEET A= T RLA~DA~vY R

. Cisco Nexus 9000 NX-0S DEBEDIIL—TFT « VTHERAA4 K. 1) 1J)—X101(x)
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switch<config># email

switch (config-email)# smtp-host 198.51.100.1 smtp-port 25
switch (config-email) # vrf management

switch (config-email) # from admin@Mycompany.com

switch (config-email) # reply-to admin@Mycompany.com

switch (config-email) # exit

switch (config)# exit

switch# show email

SMTP host: 198.51.100.1

SMTP port: 25

Reply to: admin@Mycompany.com

From: admin@Mycompany.com

VRF: management

switch# show interface brief | email subject show-interface admin@Mycompany.com

Email sent

admin@Mycompany.com {Z [show-interface] & W5 {4 TRESNDE A —Za~<w KO

HARERRINET,

<snip>

Ethernet VLAN Type Mode Status Reason Speed Port
Interface Ch #
Ethl/1 -- eth trunk up none 10G (D) -

Ethl/2 -- eth routed down Link not connected auto (D) -

Ethl/3 -- eth routed up none 10G (D) -

Ethl/4 -- eth routed down Link not connected auto (D) -

Ethl/5 -- eth routed down Link not connected auto (D) -

Ethl/6 -- eth routed down Link not connected auto (D) -

Ethl/7 -- eth routed down Link not connected auto (D) -

Ethl/8 -- eth routed down Link not connected auto (D) -

Ethl/9 -- eth routed down Link not connected auto (D) -

Ethl/10 -- eth routed down Link not connected auto (D) -

<snip>
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mEREBEEELEZY I DE

ZOEX, RONETHEELINTWET,
IRARE LT v v a OB, on page 109
c T 7 AN VAT KNG A—HDT 7 )V NF&iE, on page 110
e 2V —)L FR— M DFEXIE, on page 110
o AR AR DR IE, on page 112
e X—IF )ty ardy U7, onpage 114
cIRRB L O v a UEHROFER, on page 115

MR EEELY a3 VDOE

TITIE, BERHREEEYy Y g OEIZHSOWTEB L ET,

—ZFH Ity aDETE
CiscoNX-08 V7 7 = THRETIL. RO DOEEEZEITE £,

mEKRAA T
JF—h RA R ESEET AR Telnet T X5 4Bl
Length

—HHEIET DRIICEREIND o~ REOITH
g
TPV KT HIZER R IN D LFH
k79 T4T v avDBEALTI+
FNRAL AL o THEIEENAFNCE Yy a VBNIET VT 4 TORETW BN D55

AV —JL iR—

oy —)ViR— MIFERIBAD Y TR — b T, WIEIREAIC, RI45 337 X &M L T
#E RS-232 AR— FﬁmTTﬂ4quﬁT%i¢o;®T%% WCHEE SN DT 31 AL, FE
FIHEIEDOBENVETT, 2V — L R— MIF. WONRNTRA—RERETXET,
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wRBEE Y3 Vv0BRE |

T2 Evh

TR T ALY MEE S By hONA NHEMALTHRELE T,
70 T47 v avDEIALTD L

o a PR TIZRDETOIET 77« TR Z AL THREL 7,
N T4

T T —RHAOFE AR T 4 FIIREERY T 4 EfRELET,
AE—F

Pt DR EHREZRE L E T,
AryTEY

FERMERRICT DA My 7 By hERELET,

=T EIab—HE, 9600 R—, 8T —F By 1Ay T By b RUT 4L
ICRE LT IEEuy,

AR REIFR A L CT N AR CEx £9, ¥F%F 27 v =/ (SSH) L O Telnet 1,
BHZ—F Ny a U EAERLET, R KOIET 7T 47T By ar AL LT Dk
BLOty g o FRERETEET,

TJ7A4I VRTFLINSGA—BDTIAIL FETE

WKDOEINZ, T7AN VAT ARG RA—=EDT 7 )V " REEZRLET,

Table 16: T2 A )L b DT 7 A L L R T LRTE

NS A—4H TIAI
[

F 74V 77 A AT A | bootflash:

a2 —I)L  R— FDERTE

= R — M L CTIROFEZRETCE LT,
«T—HZ Ev b
T IF 4T Ay DEA LT b
« NU T4
¢« A¥— R

«Ahv7 Eh
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Before you begin

ay V=R —hMurrsA4 2 LET,

SUMMARY STEPS

configure terminal

line console

databits bits
exec-timeout minutes
parity {even | none | odd}

stopbits {1] 2}
exit
(Optional) show line console

©WOeNARAWN=

-
°

DETAILED STEPS

avv—nt—roiz [

speed {300 | 1200 | 2400 | 4800 | 9600 | 38400 | 57600 | 115200}

(Optional) copy running-config startup-config

Command or Action

Purpose

27w 71 | configure terminal Ja— SLBREE— R LET,
Example:
switch# configure terminal
switch (config) #

25w F2 |lineconsole aryy—)ar74Xal—var E— N
Example: LET,
switch# line console
switch (config-console) #

AT w73 |databits bits IS NIV DOT—2 vy MIERELET, i
Example: /’_.E_‘/G% 5%@03:5“’8"6?0 5‘:7?/1/ ]\(ig-@j‘o
switch (config-console) # databits 7

AT w74 |exec-timeout minutes H¥TIT AT vy a DAL LTI FEREL
Example: £, ARMEIL 0~ 525600 %y (8760 KFf]) <9,
switch (config-console) # exec-timeout 30 Oﬁj\@fﬁ%é&ﬁg#é & .t ‘y‘i/ g A LT ]7 ES

TAB—=T MR EY, T 74V ME305TY,

RFwF5 |parity {even|none|odd} NUT 4 &BRELET, 774/ Mnone TY,
Example:
switch (config-console) # parity even

AT w76 |speed {300 1200|2400 | 4800 | 9600 | 38400 | 57600 | | 45k L OVfEHE 2% E LE T, T 7 4/V M,

115200}

Example:
switch (config-console)# speed 115200

9600 T3,
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Command or Action Purpose

Ry 77 |stopbits {12} ARy 7 By hERELET, 774V MI1T
Example: EE
switch (config-console)# stopbits 2

ATy S8 |exit arvy—)ar7 4 ¥al—arE—REKT
Example: LET,

switch (config-console) # exit
switch (config) #

XFw 79 |(Optional) show line console aY— LVOBREMBEFRRLET,
Example:

switch (config)# show line console

X 7w 710 |(Optional) copy running-config startup-config FEfrarv4F¥alb—rvark, AF— TS
Example: a7 4 Fal—vaiiat—LET,

switch (config)# copy running-config
startup-config

F

{38 ¥m R (D 5% 7€

Z ZTCiX. Cisco NX-0S 7 /31 A CTRAR

auh
Xd

IR Z R ET DB OV TP L £,

TV T4TEYLIVBALTIFDETE

FNRARAEDIET 77 4 TRkt v a DX A LT 7 NEHRETETET,

SUMMARY STEPS
1. configure terminal
2. line vty
3. exec-timeout minutes
4. exit
5. (Optional) show running-config all | begin vty
6. (Optional) copy running-config startup-config
DETAILED STEPS
Command or Action Purpose
A7 71 |configure terminal Ju—sVREE— REBIELET,
Example:
switch# configure terminal
switch (config) #
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Command or Action

Purpose

ATvT2

line vty

Example:

switch# line vty
switch (config-line) #

T ary7 4 Xal—aryET—RE20BLE
j‘o

ATvT3

exec-timeout minutes

Example:

switch(config-line)# exec-timeout 30

VDC%FE LET, HRMEIT 0 ~ 525600 %) (8760
i) T9, 0 DOEERETDHE, XA LT U
7 4= R0 EF, T 740 MEIZ30 T
j—o

ATvT4

exit

Example:

switch (config-line)# exit
switch (config) #

A AT 4F¥al—aryE—REKRTLE
T

ATvTh

(Optional) show running-config all | begin vty

Example:

switch(config)# show running-config all | begin
vty

AR R DR ELZ R R LET,

ATvT6

(Optional) copy running-config startup-config

Example:

switch (config)# copy running-config startup-config

EfFar 74 Xal—Tarvk, R¥— KT v

V74X al—varilar—LET,

vy a UHIBRBDEE
TN A LFLORIBwERYE > a v OBEZHIBTX 4,

config

SUMMARY STEPS

1. configure terminal

2. line vty

3. session-limit sessions

4. exit

5. (Optional) show running-config all | begin vty

6. (Optional) copy running-config startup-
DETAILED STEPS

Command or Action

Purpose

ATy T

configure terminal

Example:

switch# configure terminal
switch (config) #

Ta— VB EE— 2B LET,
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HRBREEEYY I VDERTE

Command or Action

Purpose

ATvT2

line vty

Example:

switch# line vty
switch (config-line) #

T ary7 4 Xal—aryET—RE20BLE
j‘o

ATvT3

session-limit sessions

Example:

switch(config-line)# session-limit 10

FNRAADERBE v a3 v OREKREEPRELET,
FHIX 1 ~64 T, T 74V ME32 TY,

ATvT4

exit

Example:

switch (config-line)# exit
switch (confiqg) #

T4y ar74Xalb—raryE—RaETLE
j‘o

ATy Th

(Optional) show running-config all | begin vty

Example:

switch (config)# show running-config all | begin
vty

AR R DR EZ R R LET,

ATvT6

(Optional) copy running-config startup-config

Example:

switch (config)# copy running-config startup-config]

Ffrar 7 4 X2l —varr, AX—KT v S a

Y74 F¥al—varilar—LET,

3—XFILEyarny\)7

FTRAALDWRE Y a v B2 7 )V TT52E0RTEET,

SUMMARY STEPS

1. (Optional) show users
2. clear line name

DETAILED STEPS

Command or Action

Purpose

ATy T

(Optional) show users

Example:

switch# show users

FNRAADa—Y vy arrEFrLET,

ATy T2

clear line name

Example:

switch# clear line pts/0

HEDREBOZ—IF L vy ari s U T LE
T, [ERA TIE R S /N CER RSN FE T,

l Cisco Nexus 9000 NX-0S DEHED IL—T 1 VTR K.
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ks LUty avEgors ]

mMABLUVEY L a3 VIFHROKRTE

IARBEOE v v a SMERERTRT DI, ROWTIDNOEEZITOET,

avw kR E):Y

show terminal IR E & FR LET,

show line COMI BLUV= Y — /L R— hOFEEEFRRLET,
show users REEZ—IF Ny varvaRRLET,

show running-config [all] | 5272 7 s Fal—SarvDa—F Tho L "NEELERLE
T, al ¥—VU—REHETHE, 2= THT L OT 74V K
EMFRINFET,
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EERXMGETNAREE

ZOET, WONETHELINLTWET,

« BRI 727 N A ZEBRIZ-OUNT, on page 117

« AR 72T A 2 RXTF XA—=H DT 7 4 /v FE%IE, on page 118
o TNA ADHRA NG DT, on page 118

* MOTD /3 —DFX7E, on page 119

« XA LV — 2 DFETE, on page 121

« BRI OFXE, on page 121

« TNA A 71y 7 OFEFXGE, on page 123

By RF=V Y ORGE (123 ~—)

o 22— —DEHL, on page 124

« TNRA R AT 4 F a2 b—3 3 O, on page 125

ERGETINA REBEIZDUVT

TR, BRI T A REBOEENZOWTEIA L £,

11l

FINA ADHKRR +4

av L R Fu P MIERENDLT AL ADKRA MMy, 774/~ (switch) 7HRID A
U ZTIEFETEET, TALACEEDRA M EAITDE, a~V RIAf v F—T =
AR (CLD) a7 "pbZDTNA A RGIFETEET,

Message-of-the-Day /\ F—

Message-of-The-Day (MOTD) /N —[%, 7/ A L TCa—H s/ A a7 FORHICER
ENET, ZORAvE—VIE, TS AD2—FIIx L CERTIEEOFEREED DL L
MNTEET,
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HAMLETF A REE |
B 7 zx50us

FINAMRHO9Y

TS R NTP 7 11 7 Y — A7 EOF RN O RFHIFREMAS & R S 20 0G813, 7
NAADEBFIZ 7 vy 7 A DaxFEHTRETEET,

H0yY IR—T v

Cisco NX-0OS T34 A (21X, RHANMKEICRD ZEND D, BIpDHZALTOIay 7 NEGEh
TWAAREMERHV T, oD r/u v 738 EFIFEF R R—R2 b (RA—r3—sg
FA =R Takvyd, FALAh—RRE) O—FHTHY, TNENERLD 7o haLizE
AL TWBLREERH Y 7,

sy wRX—=UxIE, INODORRL vy 7 ZEMT OEENH Y T,

BALY—2 & ERFHE

TNAADEA LY = ERRMAERETEET, TNODMEIZEY, 71y 7 ORZDBHE
it (UTC) MoA4 71y hSEd, UTCIX, EEEFE R (TAD) Z2X—RA 2L TEY,
9% OB EEHRINCIBIMNT S Z & THIERD BN 2/ L CWE9, UTCIX, LLENXZ Y
=y VIEERE (GMT) EFEZILTVE LTz,

A—4H vy ay
FTNRAALDT 7T 4 T lha—Y vy a b 2FRTEEd, £, 2—F ko ailAy

T—UERETHIELTEET, 2=V — kv a T AU NOFHEOFEMICONT
1Z. [ Cisco Nexus 9000 Series NX-OS Security Configuration Guide] Z& LT 7230,

ERKMEBETINARINGA—ZDTIAIL FETE

IRDFRN, TR T NA ARG A—=ZDT 7 4V FREZ R LET,

Table 17: T 7 #+ )L F DEKXMIGE T INA R I8N5 A —4

NS A—4H TIAILE

MOTD /3F— % & | | User Access Verification

vy ZA L — |UTC

TN ADRA FBEDER

avw U R 7y MIFREINDT AL ADKRA "%, T 74V 5 (switch) 2B HID A B
Vo TICERTEET,
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motp s+ —niE |

SUMMARY STEPS

1. configure terminal

2. {hostname | switchname} name

3. exit

4. (Optional) copy running-config startup-config
DETAILED STEPS

Command or Action

Purpose

ATy T

configure terminal

Example:

switch# configure terminal
switch (config) #

Ta— SRR — REBE LET,

AT T2

{hostname | switchname} name
Example:

hostname =~ > RO :

switch (config)# hostname Engineeringl
Engineeringl (config) #

switchname ==~ > ROfEH -

Engineeringl (config) # switchname Engineering?2
Engineering?2 (config) #

TNAADRA NG EELLET, names [ ExiT 4%k
FTT, RXFE/NILFEARMNENET, T 74/ 1
I switch T3~

Note switchname =~ > Fi%. hostname =~ > K

LR UMEEZ E4T L $ 9, Cisco NX-0S U
U —R7.003)73) LAk, AA v FHDRKE
63 LFENYR—FENTVET,

ATvT3

exit
Example:

Engineering2 (config) # exit
Engineering2#

Jra—r\ )L ar7 4 Xal—ay T— REKT
L/i—a—o

ATvT4

(Optional) copy running-config startup-config

Example:

Engineering2# copy running-config startup-config

Frar 74 Xal—vark RAE—FT v S 3
Y74 F¥al—varilar—LET,

MOTD /\F— D E

a—HP—Na S T HEXITEERTE S A 7 FO%IZ MOTD BEREINS L HH
FETEET, MOTD NF—{ZiE, ROBHENH Y £,

s 11TH 720 K 80 3LF

« K 40 17

SUMMARY STEPS

1. configure terminal
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exit
(Optional) show banner motd

o wNd

DETAILED STEPS

ERMBT A REE |

banner motd delimiting-character message delimiting-character

(Optional) copy running-config startup-config

Command or Action

Purpose

ATy T

configure terminal

Example:

switch# configure terminal
switch (config) #

T — S )VERET— REBELET,

ATvT2

banner motd delimiting-character message
delimiting-character

Example:

switch (config)# banner motd #Welcome to the
Switch#
switch (config) #

MoTD NN F—%FRELET, AvtE—TTFAKT
WX, XKUY XFEEH LN TL 730,

Note  Cisco NX-OS U U — % 10.1(x) LA Tl #5
BT " %, >, <" (A=) | BX
ox15 kY H/h&722 ASCIL XFIE, TV 2
2 L LTHEY T, BEFD MOTD /3 F—73
INHORY)Y LFEEATNT, ENETR
LA, SRR INALOREY CFE2E
T LW F—Z BN LIS, N —ITE
1ITary 74 Fa2lb—alEgbbhErR
Ao

RIOY U —2% (10x VU —Z2XVFTDOY
J—2) PO FEO 10x VY —RIT v
7L —RLT%, CLI OFEITITHEN
<, BEIFFET=2 74 Fal—2 3T
FCIZ720 £,

ATvT3

exit
Example:

switch (config)# exit
switch#

Ja—N\) ary 74 Xal—gy F— REKT
l_/\ij_‘o

ATV

(Optional) show banner motd

Example:

switch# show banner motd

TE SN~ MOTD N —aFr LET,

ATy TH

(Optional) copy running-config startup-config

Example:

switch# copy running-config startup-config

FiTarr74FX¥al—rark, A¥—FT v =
V74X al—vglar—LET,

. Cisco Nexus 9000 NX-0S DEBEDIIL—TFT « VTHERAA4 K. 1) 1J)—X101(x)
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BA L —UDEE

UTC BT NXA AT ay VN4 78y T H72DIlX A b =0 BRETEET,

46 v—ronz [

SUMMARY STEPS
1. configure terminal
2. clock timezone zone-name offset-hours offset-minutes
3. exit
4. (Optional) show clock
5. (Optional) copy running-config startup-config
DETAILED STEPS

Command or Action

Purpose

&

configure terminal

Example:

switch# configure terminal
switch (config) #

T —NVEREE— RE2RRBLET,

ATvT2

clock timezone zone-name offset-hours offset-minutes

Example:

switch (config)# clock timezone EST -5 0

HA L= ERELET, zone-name 51 5%, #
ALY — OgEE (PSTREST 72 &) THDH 3 X
FOXLFHITE, offset-hours5%xix. UTC DDA
7y METHY . ARVREMHIX 23 ~ 23 FFfEH] T
94, offset-minutes 53 O#FHIL. 0 ~ 59 4TI,

ATvT3

exit

Example:

switch (config)# exit
switch#

Jau—r\)b a7 4 Fal—ary T— KT
LET,

ATv74

(Optional) show clock

Example:

switch# show clock

B XA L Y — BB LET,

ATvTh

(Optional) copy running-config startup-config

Example:

switch# copy running-config startup-config

Frar 74 Xal—vark AX—FTv7 =
Y74 Xal—varilar—LEd,

B FR DR E

TNA ATHERRZAMCT 20 & 78y b (D) ZRETTET,
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2. clock summer-time zone-name start-week start-day start-month start-time end-week end-day

B ==n0x
SUMMARY STEPS

1. configure terminal

end-month end-time offset-minutes

3. exit

4. (Optional) show clock detail

5. (Optional) copy running-config startup-config
DETAILED STEPS

Command or Action

Purpose

ATy T

configure terminal

Example:

switch# configure terminal
switch (config) #

Ja—rVEREE— K2R LET,

ATy T2

clock summer-time zone-name start-week start-day
start-month start-time end-week end-day end-month
end-time offset-minutes

Example:

switch (config)# clock summer-time PDT
1 Sunday March 02:00 1 Sunday
November 02:00 60

HIF 2 E LET,

zone-name i | #iE, ¥ A LY — L OWEEE (PST. EST
72E) THDHIXTFOAN) T TT,
start-day 5% & end-day 5%t fEi%. Monday,

Tuesday, Wednesday, Thursday. Friday,
Saturday. &0 Sunday T,

start-month 3 £ OF end-month 5%k O 1 January,
February, March, April, May, June, July,
August, September, October, November, ¥
December. T,

start-times X OY end-time 51 $DEIL. hhimm 7 4 —
~v hTY

offset-minutes 5| £ DO &EFH L. 0 ~ 1440 73 T,

ATvT3

exit
Example:

switch (config)# exit
switch#

ra—r\)Lar7 4 Xal—ay T— REKT
L/i—a—o

ATvT4

(Optional) show clock detail

Example:

switch (config)# show clock detail

FEESNT- MOTD N —a2Fr LET,

ATy TH

(Optional) copy running-config startup-config

Example:

switch# copy running-config startup-config

ElTary 74 Xal—yarry, AX— T v S o
V74 Fal—Y g iiar—LET,
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| 2wty (2EE
ez onvonznst ]

— W Eq1,rlq
TINARX VY DFEEETE
FTNNAANY F— FORFENRIZT 7 2 ATE WA, 7y 7 2 FETHRETEET,

Before you begin

ZA L= ERELET,

SUMMARY STEPS
1. clock set time day month year
2. (Optional) show clock
DETAILED STEPS
Command or Action Purpose
AT w 71 |clock set time day month year FRARA IR T ERELET,
Example: time 518(®D 7 +—~ v ;I hh:immiss T3,
switch# clock set 15:00:00 30 May 2013 . I
Fri May 30 15:14:00 PDT 2013 day 513 DFaPHIL 1 ~ 31 T,
month 55t fEIZ January, February., March,
April, May, June, July, August, September,
October, November, I XU December T,
year O 5| $OHIFHIE 2000 ~ 2030 T,
R T w 7 2| (Optional) show clock BUED 7 vy 7 fEZEFR R LET,
Example:
switch (config)# show clock

HAaYvY IXR—TONvDETE

Cisco Nexus 7 /34 AD A HR—F 2 hOTXTOI v v 7 &RAPT 5 X 912, Clock Manager
AR TEET,

FlEDHE
1. clock protocol protocol
2. (f£E) show run clock_manager
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F IR D

ERMBT A REE |

ARV RFEEETIVa Y

=)

ZFw 71 |clock protocol protocol

1 -

switch# clock protocol ntp

rayy RV X ERELET,

protocol 51D fEIL ntp, ptp. F LT none. T,

W, EIZOWTHA L £,

entp: /ryZ bRy NU— XA LT b=
b (NTP) ZFILE7,

ptp : IEEE 1588 Titif &N TWnWb &BYIT, 7
0 7 kBN 7 e R ar (PTP) & [AIH
LET,

« none—clock set HH:MM:SS Zffi fl L £4 2 —
R AV Juv BB ELET,

GE) none M 25613, 7 vy 7 etk
R 2 0ERHY £,

GE) m barPElEIni-o, 7oy 7ix
Zo7vu halEERTLIHNENRSH D F
‘j‘o

ATw 72| ({£&) show run clock_manager

1 -

switch# show run clock manager

Iy vR—V Yy DREEERRLET,

1I—H—DEHE

TNRA A A o Llea—FOFEREERRLIZY, ZRHD2—HFICA v =T 2RE LT

DTEET,

A—H tyiaVICATHEROEKT

TNARAEDaZ—Y 2y a M THEREER T TEET,

SUMMARY STEPS
1. show users

. Cisco Nexus 9000 NX-0S DEBEDIIL—TFT « VTHERAA4 K. 1) 1J)—X101(x)



| 2wty (2EE

a——~nrvt—oiE [

DETAILED STEPS
Command or Action Purpose

AT 71 |show users a—HY ey rarrEFRRLET,
Example:
switch# show users

a—H—

ANDF Ay t—IkE

TNAACLIZERA LT, BET 7T 4 T a—PIlA v -T2 EBETEET,

SUMMARY STEPS
1. (Optional) show users
2. send [session line] message-text
DETAILED STEPS
Command or Action Purpose
Z 5w 71 | (Optional) show users TIOT 4T hha—Y vy arERRLET,
Example:

switch# show users

ATy T2

send [session line] message-text FTRCDOT VT 4 Tha—PE T EDL—|
Example: AvE—VEKFRELET, ZOA v E—VIFHK80
XFOIHT T, RIFENLTFR B ENET,

switch# send Reloading the device is 10 minutes!

TINA R 3 /74#—1 L—S a3 VDHESR

R & HERR T D 728 L ROWTROawy REFHLET,

avU R E]:3]

show running-config ETREEFFRLET,

show startup-config ABZ—RT v ar7 4 Xalb—rvalraRrLE
ER

show time-stamp running-config EITRER DR ICEE SN L X DX A LAX LT

last-changed AFRELET,

ZOF T a ok, ETHERE JIOE T — R <removed> ¥ — U — NIk ~2 7 LET,
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B 7 zxavoxa—vavomn
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CHAPTER 9

—

FINARADITF7AIL AT L, T4 LY
K. BEUOT7A4ILOFERAZE

ZOFEL, WONETHEEINLTNET,
s TNAADT 7 AN VAT A, T4 L7 M), BILOT 7 A /L2 T, on page 127
o EREFH EHFFE (129 X—)
« 77 AN VAT L INTA—=H DT 7 4/ NI E, on page 129
« FTP, HTTP, F72I1X TFTP E[E0A ¥ —7 = A ADHER (129 ~2—)
« 7 4 L7 kU O#AE, on page 130
« 7 7 A LD, on page 133
T —HAT T A NOENE (139 R—)
« 77 A AT LM, on page 142

— W

TINARADITF7AILRTL, T4LIZR), BLUD
T27A4ILIZTDUNT

Z ZTiE. CiscoNX-OSTR_RAADT 7 A IV AT A, T4L7 R, BXORTZ 7 A 1I2o0
THBALET,

TJ274IL ORT L

0—H) T AN VAT LAERET HI2OOMELIE, filesystem:[//modules/] T,

Cisco Nexus 9000 NX-0S DEHEDIIL—T « VT #ERHA A4 F. ) J—X10.1(x) .



FRARDIFAINLRTL, T4LY R BEUT71L0ERAE |
- B2

WORIZ, THAAALETERAERETE T 7 AV VAT LAOFBBAEZ R LET,

Table 18: 7 7 A )L L A T LDEXDEHRESR

T74IN DRT LA T2 BL)]

T r T Ty a sup-active AA=Y Ty AN, AT 4
sup-local Fal—rary 774, B
L OZDOMD 7 7 A NV E R
THOT VT 47 A—
IN=NA Y T a—)L EITH
5 W#EL CompactFlash A€V,
WMT 7V T4 L7 Y
1% bootflash T,

sup-standby U A= Tr A, AT g
sup-remote Xal—vary 7740, B
LOZEDMD 7 7 A I Z A& A
FTHEDITAR N, A—
NN AP a—L FITh
% WD CompactFlash A€V,

volatile — A== AP T 2 — )T
H5, —RHEIIRET D
EEDTZ O S 4 5%
£ RAM (VRAM) .

log _ a2y 7y A VRHE R A
BB, 772747 A—
IR—= AP EDAEY,

system — Fifrar7 4 ¥zl —varv
77 A IS D IO
MEin, A== AH% &
Va— ) EDRAEY,

debug — TRy 7 a RIS,
R R—= AP FT 2 — L |
Ojj:EUO

T4 LT MY

bootflash: B L UE 7 7 v =2 AU (usbl:y, BLRusb2:) 1257 4 L7 MU Z{ERTE F
T, INHDOT 4 L7 NIMEBEIL T, 77 A VORFICHEHATEET,

. Cisco Nexus 9000 NX-0S DEBEDIIL—TFT « VTHERAA4 K. 1) 1J)—X101(x)



| FRARDIFAN VRTFLL FALY b BEUT 7 LOERAE

711 I}

274l

bootflash:, volatile:, slot0:, usbl:, FB3ILWNusb2: 77 A /L VAT N7 7 A NVEAERKL, 77
AL E7, system: filesystem ED 7 7 A )UIZDART 7 AT&E9, debug logfilecommand
WZiX, log: 7 7 ANV VAT AEMHTE LT,

FTP. Secure Copy (SCP) . &% =7 > =/LFTP (SFTP) . BIOTFTP /L T, VE—
F == bnx-0sf A=Y T 7 ANREDT 7 A NEF T a— RTEXET, T/ AN
SCPH— =& LTENECE LD T, MY — =IO T N, AT 7 AV ab—F 5T &
HLTEET,

TIEFRIHELEHIWNSEIA

THRAADT 7 ANV AT A, T4 L7 M) BEORT 7 A VOIEEFHE S HIRFHITKD &
BY T,
« show tech-supportdetails =~ > Ni&, Cal+Z ZfH L TR T T E£HA, RDVIZ, Cul+C
AL Ca~r REKTLET,

+ Tnetwork-admin] 2 — V% Oo2—HP—ZFHAL T, 7= 77 aNOT7 7 A NV EE
HLET,

TJ7A4I RTLINSA—Z3DTIA+IL FETE
WDFRIZ, T77AN VAT A NG A—BZDFT T4V NEEERLET,

Table 19: T 7+ L b DT 74 )L LR T LETE

INSHA—4H FTI+I
~

F 7 4V~ 77 AL AT L |bootflash:

FTIP, HTTP, F/=([ETFAIPEERA V2 —T 24 ADIERK

File Transfer Protocol (FTP) . Hypertext Transfer Protocol (HTTP) | %7213 Trivial File Transfer
Protocol (TFTP) DIXEILA v F—T = A AZMRTEET, ZOMRICED, a— Ty
N EERE T DBRIC, BRE LTCREIEA v — 7 = A RITHEATT ST P T B LR 2]
HTENTEET,

FIEDHE

1. configure terminal
2. [no]ip {ftp | http | tftp} source-interface {ethernet slot/port | loopback number}

Cisco Nexus 9000 NX-0S DEHEDIIL—T « VT #ERHA A4 F. ) J—X10.1(x) .
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B - rrvore

3. (f£&) copy running-config startup-config

FIED
ATV RFERFTIYa Y =)

Z 5w 71| configure terminal Ja—rIVREE— Reflin L7,
i -

switch# configure terminal
switch (config) #

R 5w 72 |[no]ip {ftp | http | tftp} source-interface {ethernet J_XTOFTP, HTTP, F72ILTFTP XT v M D[

slot/port | loopback number } A B —T oA AERER L E T,
f1
switch (config)# ip tftp source-interface ethernet
2/1
ATw 73| (L&) copy running-config startup-config FIFar 74 Xal—ark, AX—LT v

Bl Y74 Fal—varilav—LET,

switch (config)# copy running-config startup-config

T4 LY M)DEE

Z ZTiE, CiscoNX-OS TNAATT 4 L7 MY ZEETHFNEEZTHAL 5,

AL b T4LY M)DEE

LN T4V NIDOT 4V NI AERRTEET,

SUMMARY STEPS
1. pwd

DETAILED STEPS

Command or Action Purpose

AT v 71 |pwd HLr N F 4Ll M) OLHTEFRRLET,

Example:

switch# pwd

AL b T4 N)DZEE

TrAN AT LADEEDT- DL N F 4Ly N EEETCXET, T 740 N T o
L7 kUi bootflash: TI,
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A |

SUMMARY STEPS
1. (Optional) pwd
2. cd {directory | filesystem:[//module/][directory]}
DETAILED STEPS
Command or Action Purpose
A7 v 71| (Optional) pwd BIEOT 74V~ T4 L7 ) OARERRLE
Example: D
switch# pwd
R 72 |cd {directory | filesystem:[//modul &/][directory]} HLWHLY N T4 L7 NUWCEELES, 771
Example: NWYAT A, EVa—b, BEXOT L7 FUAT
switch# cd usbl: X, RCF LN FEREBISET,

T4 LY M) OER

bootflash: BLI N7 T v a2 TNRXA AT 7 A I VAT ATT 4 L7 M) BERRTEE T,

SUMMARY STEPS

1. (Optional) pwd
2. (Optional) cd {directory | filesystem:[//module/][directory]}
3. mkdir [filesystem:[//module/]]directory

DETAILED STEPS

Command or Action Purpose

A5 71 |(Optional) pwd BUEDT 74NV N T4 L7 M) OARIERTLE
Example: KR

switch# pwd

Z 5 7 2 | (Optional) cd {directory | filesystem:[//module/|[directoryl} | # L\l Lo b5 ¢ Lo b U IcZBH LET, 77 A

Example: NWYAT A, EVa—, BT A L7 FUAT
switch# cd slotO: . ﬁi?&d\iiﬁﬂz%”éﬂij—o
R T 7 3 | mkdir [filesystem:[//modul &/]]directory HLOTF 4 Ls R ZERLET, filesystems| 3T
Example: E. RLCFENCFERRBI S ET, directory 514K
switch# mkdir test (=N 64i$um@£§iif?ﬁfﬁbifo j(jt?&’]‘
LFEBEHSNET,

T4LI M) DABDRT

TA4LV7 N ONEERRTEET,
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B = .rrvoumn

SUMMARY STEPS
1. dir [directory | filesystem:[//modul &/][directory]]

DETAILED STEPS
Command or Action Purpose

Z 5w 1 | dir [directory | filesystem:[//module/][directory]] TALVZ NVONEEFRRLET, T 74/ MAE
Example: X, BUEDEET 4 L7 U TY, 77 AV VAT
switch# dir bootflash:test A%:BJ:U\?4 1/7 }\ U%T@i\ ki?k/J\jC?n)

RAlsET,

T4 LY LY DOHIBR

FAVLZ MIE, TAARAED T 7 AN VAT ADBHIBRTEX F9,

Before you begin

T4 L7 MY ERHIBRT DN, T4 L2 P BREATHDL I L EMRELET,

SUMMARY STEPS
1. (Optional) pwd
2. (Optional) dir [filesystem :[//module/][directory]]
3. rmdir [filesystem :[//module/]]directory
DETAILED STEPS
Command or Action Purpose
A7 71 |(Optional) pwd BIEDT 74V N T4 L7 M) OARTIERTLE
Example: R
switch# pwd
25+ 7 2 | (Optional) dir [filesystem :[//module/][directory]] ALY R FALs MY ONEERRLET, 774
Example: WY AT A, EVa—b, BLOTFT 4L 7 NUELT
switch# dir bootflash:test BN j(j(i & /J\j($7j§ Pl é nE ‘@40

F4L7 NUREATHRWNESIT. T4 L2 R
HIBRd DHENIC, T4 L7 BUNDOTRTOT 7 A )b

ZHIRTAMLENRH Y 7,
Z 5w = 3 | rmdir [filesystem :[//module/]]directory T4V NUEHIBRLET, 77 ANV AT AR X
Example: WT 4 L7 NUATIE, RILFENLFERER S
switch# rmdir test iﬁ‘o
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| FRARDIFAN VRTFLL FALY b BEUT 7 LOERAE

ZBUIA A== A F ES2—L DT LY kU~DT o2 ||

AAUINA A—IN—IN AT EDa—ILEDTF4 LY F)ADTH+

A

TIT 4T A=R=RA P T 2=V DBy a v MmBEAZ N, A= R—= A PV 2 —
N (VE—F) EOTRTOT 7 ANV AT AT 7 BATEET, ZOMEIL. 77747
A== N P T a— T 7 AN E At — L0, RU T 7 ANE AR N, A—3—
NAY T 2=V IO FESEDIVERH LGAIENLLET, 77747 A—/3—34
YEa2a— L EDOEYTa U NBAF N, A—=R= AP 2=V EDT 7 A )L AT
LT 72 A9 520X, filesystem://sup-remote/ = 7= 13 filesystem://sup-standby/ % & f L C.

T 7 ANVDISNANZAR N A= R NA P TV 2 — VERELET,

2714 ILDFER

Z ZTlX, CiscoNX-OS TNA A TT7 7 A NVEMHT HFIEZHH L £7,

TJ74ILDEE

T4V NINDODT 7 A NERNOT 4 L7 FVICBEITE £,

A

Caution

AMZ LT EFEZINET,

ST 4 V7 RUICRAD T 7 A VIRT TILHIET DHE1E. TO7 7 A MIBERISRO 7 7

move 2~ RF&EFEHLT, LT 4L 27 NYUNTTZ 7 ANLEBEITLHIZLICED, 77 AL
DAFIEERTEET,

SUMMARY STEPS
1. (Optional) pwd
2. (Optional) dir [filesystem:[//module/][directory]]
3. move [filesystem:[//module/][directory /] | directory/]source-filename { {filesystem:[//module/][directory
/] | directory/} [target-filename] | target-filename}
DETAILED STEPS
Command or Action Purpose
A7 71 |(Optional) pwd BUEDT 74V 8 T4 L7 b OARTERT LE
Example: EE
switch# pwd
25+ 72 | (Optional) dir [filesystem:[//module/] directory]] ALY NF AL N ONEEERLET, 774
Examp'e: /I/T‘/X?‘A%J:U?/]' L7k U%T!ﬂi\ j(j(?&d‘
switch# dir bootflash iﬁﬁ)gguéﬂi—g}
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B oae-

Command or Action Purpose
27+ 73 | move [filesystem://module/][directory /] | T ANEBBLET,
directory/]source-filename L _—
{{filesystem: [//modul ef][directory /] | TTANYAT A, B a—b BLUT A VTR
directory/} [target-filename] | target-filename} U4 T, RXFE/DLFRERSAET,
Example: target-filename 51451, 64 SCFLAN D HEEL 7 CTHEE
switch# move test old tests/testl LET, RICFENFPRERISNET,
target-filename 5 1B & HEE Lis\ & 7 7 A VAT
7 /v | C source-filename 51 5 ICFRE S E T,
[e]
274D E—
Tr7ANDIE—E, RLT 4 L7 N ERIFBIOT 4 L7 MY OWTFINTERTEET,
FEMIZ DWW TIE, [Cisco Nexus 9000 SeriesNX-OS b7 7 /vy a—7 4 7 A K] B8 L
TSN,
S
Note dir 2~ REMEH LT, ab—HDO7 7 AL VAT KM HHREENH D 2 L 2 GE L E
Ty THREEATE S TORWIEAIT, delete 2~ REMH L TRER 7 7 A L EHIBR L E
j—O
SUMMARY STEPS
1. (Optional) pwd
2. (Optional) dir [filesystem:[//module/][directory]]
3. copy [filesystem:[//module/][directory/] | directory/]source-filename| {filesystem:[//module/][directory/]
| directory/} [target-filename]
DETAILED STEPS
Command or Action Purpose
R T 71| (Optional) pwd BUEDT 74NV b T4 L2 M) OATITEFR T LE
Example: K
switch# pwd
R 5w 72 | (Optional) dir [filesystem:[//module/][directory]] AV b T4V PVOREERRLET, 774
Example: WY ATABLOT 4 L7 MU TR, RCF&/h
switch# dir bootflash iiz))lz‘%”éhiﬁ—o
25y 7 3 | copy [filesystem:[//modulef][cirectory/] | TP ANETE—LET, T AN VAT A, E
directory/]source-filename | Va—n, BIOF 4 L7 FULATIE, KLFLN
éf”styge/m:t[// ngtd;{lle/][dlrectory/ 11 LENRXBISNE T, sourcefilename D5 5kix, 64
Irectory/} target-filename] CFLN OB CHE LE T, KT & /NS
Example: KBS vE T, target-filenames [$izH57E L 72 &

l Cisco Nexus 9000 NX-0S DEHED IL—T 1 VTR K.
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| FRARDIFAN VRTFLL FALY b BEUT 7 LOERAE
77 1 ILOHIRK .

Command or Action Purpose
switch# copy test old tests/testl 77 A /I/Zl li?j77]'/1/ k ¢ source-filename glé&ﬂﬁ@:
RESINET,

774 IILDHEIER

TAVLZ IS T 7 ANVEHIBRTE ET,

SUMMARY STEPS
1. (Optional) dir [filesystem:[//module/][directory]]
2. delete {filesystem:[//module/][directory/] | directory/}filename
DETAILED STEPS
Command or Action Purpose
27+ 71 | (Optional) dir [filesystem:[//module/] directory]] ALY R F ALY N ONEEFRLET, 774
Example: NYATABLOT 4 L7 FUATIR, KRXFLEN
switch# dir bootflash: i$ﬁ)ggljéhi—g«°
ATwv T2 d_elete {fiIe§ystem:[//module'][directory/] | T ANERIRLES, 77 ANV VAT A E
directory/}filename Ta—L, BEOF L7 FUATE, KLFLA
Example: LFARXBIE N ET, sourcefilename 513 Tlx, K
switch# delete bootflash:old config.cfg ii & /J\jC$75§ XA S E ﬁ—o
Caution | SDF ¢ L7 F U ZFEL TV DA
delete 2~ RCET 4 L7 MU 2EEZOD
NET N THHIBRSIET,
|_L| —
771 ILHABRDERTR
T ANVONEEZFRTEET,
SUMMARY STEPS
1. show file [filesystem:[//module/]][directory/]filename
DETAILED STEPS
Command or Action Purpose

R w 71 | show file [filesystem:[//modul &/]][directory/]filename T AINVONEEZFRLET,

Example:

switch# show file bootflash:test-results
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B o709 900%5

72741 FzvIHLDERT

TrANDOBRENET 2y 7T 5F =y 7P LERRTETET,

SUMMARY STEPS

1. show file [filesystem:[//module/]][directory/]filename {cksum | md5sum}

DETAILED STEPS

Command or Action

Purpose

2T w 71 | show file [filesystem:[//modul e/]][directory/]filename
{cksum | md5sum}

Example:
switch# show file bootflash:trunks2.cfg cksum

T7ANDF 2y I AEFIIMDS F = 7L
ERRLET,

i b RS
T7A4IDIEHEERE
Lempel-Ziv1977 (LZ77) 2—T 4 > 7 ZMH L TT A A LD 7 7 A V% EHER K OVEMGRERR
TEET,
SUMMARY STEPS
1. (Optional) dir [filesystem:[//module/]directory]]
2. gzip [filesystem:[//module/][directory/] | directory/]filename
3. gunzip [filesystem:[//module/][directory/] | directory/]filename .gz
DETAILED STEPS

Command or Action

Purpose

Z v 71 |(Optional) dir [filesystem:[//module/]directory]]

Example:
switch# dir bootflash:

HLr v T 4L NIVORNEEERLET, 774
WY ATABEIOT 4 L7 FULTIL, KICFEEN
XFEBEB SN ET,

R T 7 2 | gzip [filesystem:[//module/][directory/] |
directory/]filename

Example:

switch# gzip show tech

TrANEEMLES, 77 ANVBEMRIND
L. w7 7 ARSI ERET,

R T 7 3 | gunzip [filesystem:[//module/][directory/] |
directory/]filename .gz

Example:

switch# gunzip show tech.gz

77 A NEEMEER L E T, EMERT 57 7 A L
DY 7 47 AL, gz THLIMERDYVET, 774
JVISIEREIRER S D & BT 1 7 AT gz TIEZ&<
0 ET,
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| FRARDIFAN VRTFLL FALY b BEUT 7 LOERAE
771 ooz i

774 ILDERERITORT

T 7 ANDEREDITERRTEET,

SUMMARY STEPS
1. tail [filesystem:[//module/]][directory/]filename [lines]
DETAILED STEPS
Command or Action Purpose

Z 7w 71 |tail [filesystem:[//module/]][directory/]filename[lines] | 7 » 4 L OEA%DITEFR R LET, T 7 4 KOFT
Example: BUL 10 T, ARhREPHIT 0 ~ 80 1T T,

switch# tail ospf-gr.conf

TJ7A4I)IL~ADshow a7 FHADYUEFAL LY +

show =~ R FJ1%, bootflash:, slot0:. volatile:, F72iZVE—hr P —EDOT 7 AUV X
AV hNCEET, £, v NHIO 74—~y "ERETHIEHLTEET,

SUMMARY STEPS
1. (Optional) terminal redirection-mode {ascii | zipped}
2. show-command > [filesystem:[//module/][directory] | [directory /]]filename
DETAILED STEPS
Command or Action Purpose

X 71 | (Optional) terminal redirection-mode {ascii | zipped} |=—H#— v 3 42% L Tshow =2~ N HD
Example: VAL V7 aryEa—RERELET, T 7411
E£— R ascii T7,

switch# terminal redirection-mode zipped

R T 7 2 | show-command > [filesystem:[//modul &/][directory] | show 2~y RO AE T 7 A MU A L7 R
[directory /]]filename LET,

Example:

switch# show tech-support > bootflash:techinfo

TJ774ILDEKRE

FEEDANY U T TIHE DL ERFOT7 7 A NVEBIEOIEE(ET 4 LI N 2DV TT 4 L7
MU THRETEET,

SUMMARY STEPS
1. (Optional) pwd
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FRARDIFAINLRTL, T4LY R BEUT71L0ERAE |
B o-ro500090—=ur

2. (Optional) cd {filesystem:[//module/][directory] | directory}
3. find filename-prefix

DETAILED STEPS
Command or Action Purpose

AT v 71| (Optional) pwd BUEDT 74N N T4 L7 N ) OX4HIEZFRTR LE
Example: R

switch# pwd

AT 72 |(Optional) cd {filesystem:[//module/][directory] | directory} | =7 4+ L~ 7 ¢ Lo U AEE L ET,

Example:

switch# cd bootflash:test_ scripts

R 7w 7 3| find filename-prefix RELETZ 7 ANBT VT 4 v 7 ATHE DT NT
Example: DT FANKET T7HNV T4 L7 M) EXDOYT
TAVI PYUTHRELES, VAT VT 47
AT, RILTFEAFRRBI S ET,

switch# find bgp script

7—bI7392aDT74—T Vb

formatbootflash: CLI =2~ > R&HH LT, A R—K 77 v 2 A€V (bootflash:) % 7 F—
<~y FLET, TXRTCOEBY—ERET 77 4 7#ERL, &9 —EFEITLTLESWN

(Deactivate all virtual-services and try again) &EWIH T T — X vB—UNKE
RATa<wy BT —IZh->7=85A1%, guestshelldestroy CLI =~ > REFEHLTHF A M v =
VEREEEL . RO X 51 format bootflash: =~ > REHEITLET,

switch# sh virtual-service list
Virtual Service List:

Name Status Package Name
guestshell+ Activated guestshell.ova
switch#

switch# guestshell destroy
You are about to destroy the guest shell and all of its contents. Be sure to save your
work. Are you sure you want to continue? (y/n) [n] y

switch# 2018 Jan 17 18:42:24 switch %$ VDC-1 %$ $VMAN-2-ACTIVATION STATE: Deactivating
virtual service 'guestshell+'

switch#format bootflash:
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| FRARDIFAN VRTFLL FALY b BEUT 7 LOERAE
7—n47 771008k ||

T—hAT T74ILDEE

CiscoNX-OS V7 "N =T d7—HhAT 77 ANV eV R— L TCWET, T—IAT 774
WEAER LTZ0 . BEEDT — AT 77 AN T 7 ANEEBIMLIZY, T—hHAT 77 A
W77 ANEHE LD, T—HIAT 77 ANHNDOT7 7 ANVDY R NEERLIZVTEZ L
NTEET,

T—hA47T 774 ILDIEK

T=HAT T7ANEAER L, T—=HAT 77 AT 7 A NVEBINTEET, ROEHF
AT REETEET,

* bzip2
* gzip
o RIEAE

7 7 4V Ml gzip T,

FIEDHE
1. tar create {bootflash: | volatile:}archive-filename [absolute] [bz2-compress] [gz-compress]
[remove] [uncompressed] [verbose] filename-list

FIED %
ARV KRFERETY a3 Y B#Y

AT w 71 |tar create {bootflash: | volatile:}archive-filename T—HAT T ANEBER L. T—HAT 774
mmmmnmhmmmmeMWEMUmmm T A NLEBIMLES, 77 A AL ITERET
[uncompressed] [verbose] filename-list EELET (KT E KM S N EEA) .
il - B R SCTFHUE 240 T,
switch# tar create bootflash:config-archive absolute 3,\,_]7__ ]\‘i 5'595@/““/ 2 2 ? > ‘\/:Lj(

gz-compress bootflash:config-file

TN B, THAT T ANTEMENTZT 7
ANVDLEINHHEIR LW L& ELET, T
TN hTIE, LHEON Y T 2T 2 CTITHIBR
ENnET,

bz2-compress, gz-compress, ¥ & U uncompressed
D¥—U— KL, T—HIATIZT 7 A NVEBINTS
L& (FFBTENT L L&) ITHEMT L EHM
2= 4 UT 0 &, TrANEMHT S & I
TOFRL—T 4 VT A ZRELET, T—hAT
77 A IR F R E LW S . 7T 7 4V M
FRD L DI £7,
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FRARDIFAINLRTL, T4LY R BEUT71L0ERAE |
B 777740 ~077110em

ARV RFERET7TI3 Y B#
* bz2-compress D&A | JLHEFIT tarbz2 T,

* gz-compress DA, HLE 1T targz T,
« uncompressed D5, HLHET-T tar TI,

remove ¥ — VU — R, 7—H0A 727 7 A LEEM
L7212, CiscoNX-OS V7 b =T N7 7 AL
AT EANLINGDT 7 A NVEHIRT 2 2 & 2EE
LET, 774/ FTIE, 77 A VITHIBRES N EHE
Ao

verbose ¥ —Y — R}, CiscoNX-0S V7 b =7
B, T7ANBT —hATIZBMESND EXITT 7
ANEVARNTHIEEBELET, T 7401
T, ZrAMETBEMENs & —ERRINET,

TF—HAT T7A4AN~ADT 74 ILDEN

TNRAALEDOBEGFDOT —HAT 77 A M7 7 A NVEBINTXET,

1R BHEIIZ
FTNRAALTT = AT 77 ANVEERLTEE £,

FIEDHEE
1. tar append {bootflash: | volatile:}archive-filename [absolute] [remove] [verbose] filename-list
FIED %
ARV RFERIETY a3 Y B#Y
Z 5w 71 |tar append {bootflash: | volatile:} archive-filename BAEDT — AT 77 A M7 7 A VEBIMLE
[absolute] [remove] [verbose] filename-list F T AT T AN TIE. K CF LI
KAl EE A,

absolute ¥ —U — RX, GO Ny 7 2T v a2
TN B, T—HAT T ANVITEBINENTZT 7
ANVDLARIPOHIBRLRNZ EE2BELET, 7

74V N TIE, ROy 7 AT v ¥ a UFITHIER
ShET,

remove ¥ — U — RiX, 7—0A 727 7 A V%8N
L7212, CiscoNX-OS V7 " =T BT 7 AL
AT EMHEINLDT7 7 A VEHIRT D Z & EEE
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| FRARDIFAN VRTFLL FALY b BEUT 7 LOERAE
7—h47 77 10b 60774 Lot [

aAvYRFERET7IOIY BRI
LET, 774V FTiE, 77 A VIFHIBRESNE S
/1/0

verbose ¥ —VU — RN|d, CiscoNX-0S V7 v =7
B, T7ANVNT —aATITBEMEND X277
ANEBEIVANTHZEERELET, 77411
T, ZrAMETBMENs & —EFRRrINET,

1
I, BFEDT —0AT 77 A M7 7 A NVEBINT D6 2R LET,

switch# tar append bootflash:config-archive.tar.gz bootflash:new-config

TF—HAT 774D T 74 ILDHEHE

TNRAALEDOBEGFDOT —H AT 77 A M7 7 A NVEMHTE 9,

1R BHHEIIZ
FRAAETT =0 A4T 77 AVEERLTEE £,

FIEDHE
1. tar extract {bootflash: | volatile: } archive-filename [keep-old] [screen] [to {bootflash: |
volatile:}[/directory-name]] [verbose]

FIED %
ARV KRFERETI a3 Y B#J

R T w 71 |tar extract {bootflash: | volatile:}archive-filename BEFEDOT — AT 77 A NVINE T 7 AV EHELE
[keep-old] [screen] [to {bootflash: | S, T AT T AT, K NS
volatile:}[/directory-name]] [verbose] R & 4L % A
o keep-old % — 7 — Ki%. CiscoNX-08 V7 ¥ =7
switchi tar extract N, SN 7 7 ANV ERILARTIZR D7 7 AV

bootflash:config-archive.tar.gz .
T EEZ LN EERLET,

screen ¥ — 7 — R, CiscoNX-0OS 7 k7 = 7 3,
Whsha 77 AV ERCARIERS>7 7 A V% |
FEX LW EERLET,

toX—U—Rit, ¥~ v N 77 ANV AT LB
ELET, T4 V27 NIAZEODL T ENTEE
T, T4 L7 UK, 240 LFLINOTE T T
ELET, RKIXFENXFEREFENET,
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FRARDIFAINLRTL, T4LY R BEUT71L0ERAE |
B 77771007710 80%%

ARV RFEEETIII Y BRI

verbose F— 7 — K&, CiscoNX-OS V7 +h 7 =7
N, SN 7 7 A NVDLRIERTT DL L&
Eb\i—g—o

TF—HAT IT7A4ILDIT 7L ILEBDRT

tarlist 2~ R&2ERA LT, T—WAT 77 ANVHNDT 7 A IVDLRI TR TEET,

tar list {bootflash: | volatile:}archive-filename

T—=AAT 77 ANHTIE, RFL/PFREE A,

switch# tar list bootflash:config-archive.tar.gz
config-file
new-config

T774IL O RT LOFEAG

ZDIATIX, CiscoNX-0S TNXA A TT 7 A )V VAT LAEMERATHHNTHOWTHA L E T,

AAINA A—IN—INA B EDa—ILEDT4 LY F)ADTH+
4

WIZ, AL N A=NR= NP E V2=V DT 7 ANDY X M EFRT LB E2RLET,

switch# dir bootflash://sup-remote

4096 Oct 03 23:55:55 2013 .patch/
16384 Jan 01 13:23:30 2011 lost+found/
297054208 Oct 21 18:55:36 2013 n9000-dk9.6.1.2.I1.1.bin

Usage for bootflash://sup-remote
1903616000 bytes used
19234234368 bytes free
21137850368 bytes total

KIZ, AB N A== P TV 2=V DT 7 A NEHIRT 262" LET,

switch# delete bootflash://sup-remote/aOldConfig. txt

274 ILDOEE

W N T Tva TRLRALEDOT 7 A NVEBET A 2R LET,
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s71rnate— [

switch# move usbl:samplefile usbl:mystorage/samplefile

WIZ, T74NVE 774NV VAT LENDT 7 A VEBEIT 56 2RLET,

switch# move samplefile mystorage/samplefile

774D E—

WIT, usbl: 77 ANV AT LDN— KT 4 L7 FU G, samplefile & V9 7 7 A /L% mystorage
T4 L7 MU at—35HERLET,

switch# copy usbl:samplefile usbl:mystorage/samplefile

Wiz, WL T4 R) L7 v A Ve a b —3 56 2RLET,

switch# copy samplefile mystorage/samplefile

W, TI7T 4T A= NN P T 2= DT — T T adbAEZ LN, Z—3— N
A ELa2—NDT— T Ty vall77ANVEa—F 502 RLET,

switch# copy bootflash:nx-os-image bootflash://sup-2/nx-os-image

KIZ., NVRAM O a2y 7 4 Xal—va v ONEE FEXT A2 LET,

switch# copy nvram:snapshot-config nvram:startup-config

Warning: this command is going to overwrite your current startup-config:
Do you wish to continue? {y/n} [y] ¥

copy 2~ K& LT, bootflash: 7 7 1 /b > A7 A & FTP, TFTP. SFTP, %7213 SCP
PR D TT7 7 ANDT v 7ur— R RBIRF T ra—FETH5 2L TEET,

T4 LY ) DHIR

SUMMARY STEPS

FA4L7 F)IE, TRAALEDT 7 A0 AT ANLHIBRTE £,

Before you begin

T4 L7 MY EHIBRTAENC, T4 L7 PUNEATHD Z L Z2MERLET,

1. (Optional) pwd
2. (Optional) dir [filesystem :[//module/][directory]]
3. rmdir [filesystem :[//module/]]directory
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FRARDIFAINLRTL, T4LY R BEUT71L0ERAE |

DETAILED STEPS
Command or Action Purpose
Z7 v 71| (Optional) pwd BRIEOT 74V~ T4 Lo N OL4RITERRLE
Example: ED
switch# pwd
25w 7 2 | (Optional) dir [filesystem :[//module/][directory]] By R FALs N ORERERLET, 774
Example: IWIAT A, BV a—)L, BLO™T 4L 7 NUALT
switch# dir bootflash:test 51\ ﬁi?k/ﬁi?ﬁﬂz%éhi?‘o
FTALT NUNEATRVESIE, T4V 27 M &
HIB2R0C. 4L 27 FURNDOTRTOT 7 AV
ZHIBRT 2 MERH Y £7,
2 5w 73| rmdir [filesystem :[//module/]]directory T4 V7 MY EHIBRLES, 774V AT LB L
Example: WT 4 L7 RUATIE, RF-E/ANTFRER S
switch# rmdir test Etjko

274 ILABDERT

TJ74ILFx

N T T2 TRALADT 7 AINVONEEFRT HH 2R LET,

switch# show file usbl:test
configure terminal
interface ethernet 1/1

no shutdown

end

show interface ethernet 1/1

BUEDT 4 L7 FUICHFIET D7 7 A VOWNKEE R T D012~ LET,

switch# show file myfile

w9 Y LDRTK

RIZ, Z7ANVDTF =y 7Y LEFRTLHHZRLET,

switch# show file bootflash:trunks2.cfg cksum
583547619

WIiZ, 774 VDO MDS F =7V bh2FzRmTHHE2RLET,

switch# show file bootflash:trunks2.cfg md5sum
3b94707198aabefcf46459del0c9281c
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| FRARDIFAN VRTFLL FALY b BEUT 7 LOERAE
srnoEkemi [

T7A4ILDENE & BRE

WIZ, 77 ANEEMRT D0 2RLET,

switch# dir
1525859 Jul 04 00:51:03 2013 Samplefile

switch# gzip volatile:Samplefile

switch# dir
266069 Jul 04 00:51:03 2013 Samplefile.gz

WIZ, [EME7 7 A WERRIRT 502~ L ET

switch# dir
266069 Jul 04 00:51:03 2013 Samplefile.gz

switch# gunzip samplefile
switch# dir
1525859 Jul 04 00:51:03 2013 Samplefile

show a<v> FHADYFA LY b+

WIZ. H1% bootflash: 77 AV AT A LD T 7 A NIFHFEET A %2R LET,

switch# show interface > bootflash:switchl-intf.cfg

Wi, HWAhENETZ7 T v a AEY EOT7 7 A VICHEET LHZ R LET,

switch# show interface > usbl:switch-intf.cfg

W2, W% TFTP — LD 7 7 A MTHEET HH 2R LET,

switch# show interface > tftp://10.10.1.1/home/configs/switch-intf.cfg
Preparing to copy...done

RIZ, show tech-support 2~ > ROWM %7 7 A VA VT T 5612 RLET,

switch# show tech-support > Samplefile
Building Configuration ...
switch# dir

1525859 Jul 04 00:51:03 2013 Samplefile
Usage for volatile://

1527808 bytes used
19443712 bytes free
20971520 bytes total
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FRARDIFAINLRTL, T4LY R BEUT71L0ERAE |
B ooz

TJ774ILDEE

W2, BEDT 74V s T4V 27 PUNTTZ 7 A VERBZETH0 2770 ET,

switch# find smm_shm.cfg

/usr/bin/find: ./lost+found: Permission denied
./smm_shm.cfg
./newer-fs/isan/etc/routing-sw/smm_shm.cfg
./newer-fs/isan/etc/smm_shm.cfg
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A4 xXaLb—23r T774ILORY
Py

ZDEIL, WORNETHERINTOET,

s #E% 7 7 A /VIZDOUNT, on page 147

MR 7 A B D F R L HIIRFEH (148 ~—2)

s LT 4Kl —Tar 7y AVOEE, onpage 148
cHERRDT =T A T ERER R 7 (160 ~—2)

« TNA A AT 4 K2 b— g O, on page 164

e AT 4 X al—ar Ty A NEMTLVEEBR], on page 164

B 714 ILIZDINT

R 7 7 A /LITIE, Cisco NX-OS 7 /34 2 FOMREZRER T 5 7= 12 &5 Cisco NX-0S
V7 huzTOavy RBMMEFEESNET, a~vr Rid, VAT AR L7 & X (startup-config
T7ANNE) | EIIERE— R TCLIICa~y REASLTZE X2, CiscoNX-0S V7 b
U= T Ko THEMT (BB K OVEIT) ShvEd,

AB— T v THERR T 7 A NV EZEFET HIZIE, copy running-config startup-config =~ > K % fifi
HALTAS— T TRERRICEITHERR Y 7 A VERET D0, 77 A — "= H A% — |
T THRERRAER T 7 A VAR A —LET,

aAV74FXaAaL—30 IT7AILDEAT

CiscoNX-0S V7 " =7 OWER T 7 A MZIX, FITHERE A X — N7 » 7RO 2 fEEN &
DET, T RIEL, ZOERBFFIAZY— T v 7 a7 4F 2L —3 3 (startup-config)
ZEHLT, Y7 by =THREEARELET, FIT72 7 4 ¥ 2L —3 3 (running-config)
I, A= T v a7 4 X2l —2ar 77 AWK LT T2 BAEOEEMEFES N
T, 200 T 4 FXFalb—var 7 AL OREICTEET, T35 AEAIE, K
MR TIE RS —RICEE T 226 TEET, ZOHA, Ze— a7 4F¥alb— 3
VE—RTav U REERTLZLICRD, ETard s Fab—a U EAERLETH, X
A= T v ar7 4 Xal—a NUIFOEFELRFELARNE I ICLET,
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B #no7 By srssEssRER

AVI4FIL—Yav IFALORYEL |

FAITRERR S 4 5 121%. configureterminal =~ > F&MH LT, 7 o— Uikt — KB
#h L E 9, Cisco NX-OS fAE— ROM AR, W% 2~ 2 R <ICETSh, ADER

FTITHERE — P& T LR R CEITHERL Y 7 A VITRF SN ET,

AR — R T 7T a7 4 FXal—ary 77 ANV EEETHICET. ElfTary 7 4F¥=21—3

VIFANEARARE = NT S a7 4 X a b— a3 VRET DD,

a7 4Fal—3

VI ANET AN Y= RN ARZ— " NT T a7 4 Fal— g Al ra— KL

i —a_o
Related Topics

FITar 7 4 X2l —varDARX— T v a7 4 X ab— g U~ORTE

R )

JE— R —NEDAEZ— T v 7 a7 4 FXal—raroXxyra—R (151 2—

)

BRI 7AIVICET HZEIEFEEFRSEIA

R 7 7 A VBT D IEEFH L HIRFHITRO LB Y TT,

* NX-0S 7.003)I7(4) LAFE. 5~ 60 P ORIER 2 L E) 2 A 22T 5 reload timer =2~ & R73

PR—FSHTVET,

a4 Xa2L—23 774 ILOEE

TITE, 274X a2l —ay TrANVOEBFIEICOWTEHALET,

a0 74FXaAaL—2a3 DAREA— Py TJa T4 Xalb— 3

UADREF
FITar 74 FXal—varEAY— Ty 7 ar7 4 Falb—va VIRETHI LT, K
T NA A% )R — KT 5L EDDICETLRFTEET,
SUMMARY STEPS
1. (Optional) show running-config
2. copy running-config startup-config
DETAILED STEPS
Command or Action Purpose
Z T w 71 | (Optional) show running-config EITREEER R LET,
Example:
switch# show running-config
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| 2vo4FaL—var 771 LORYEL
YE— bk H—RaDav T FaL—2av 77 nac— [

Command or Action Purpose

Z 7 7 2 | copy running-config startup-config FEffar 7 F¥al—ark, AX—hTFvsa
Example: :/7/]):"\:1 Lr—3 :/W_:’ I:O‘—L/gzj‘o
switch# copy running-config startup-config

JE—FH—I\ANDOT4FXa2L—32 T74ILOOE—

WNESAEVIRfFENT a7 4 Xalb—vay 77 A &2V E—h = 2ab™—L T,
Ny 277 LTHERALEZY, 10 CiscoNX-0S T /31 AZ R ET DDA L= T3

ZEMTEETS,
SUMMARY STEPS
1. copy schemerunning-configserver://[url /]filename /
2. copy schemestartup-configserver://[url /]filename /
DETAILED STEPS
Command or Action Purpose

R v 71 | copy schemerunning-configserver://[url /]filename / JE— KNP —_"~FEfFar 74 FXal—ary 7y
Example: ANEaL—LET,

S T e soheme 5| 1= 41 LT, tfp: & A7 500, o,

’ T ’ scp:. F 720X sftp: # AS L ET, server 51EE, Y
EF— M =T FLAEITAFTHY . url 5]
BTV E— b =N HDY—A T 7 AL ~DX

X‘@j‘o
server, url, 3 KO filename D45 %%, KT/
LFEKB L TAS LET,
R T 7 2 | copy schemestartup-configserver://[url /]filename / AH— R TS a7 4 Xal—ay T AL
Example: ZUVE—h Y=zt —LFET,
switch# copy startup-config scheme%l?;&&:ij‘b“c\ tftp: zi’]\j]'g«%)i)\ ftp:\

tftp://10.10.1.1/swl-start-config.bak

scp:. FE7oiX sftp: A A LET, server SIEUE, Y
EF— RV —OT7 FLRAELFARTHY . url 5]
BIXVE—FF—NIZHDY =R T 7 A L~DN
ATT,

server, url, B L O filename D& B1E0L. KICF/H
XFERBLTCANLET,

Example

WIZ, VE—bF == MR T 7 A NV a =T D8 2R L ET,
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switch# copy running-config
tftp://10.10.1.1/swl-run-config.bak
switch# copy startup-config

tftp://10.10.1.1/swl-start-config.bak

AVI4FIL—Yav IFALORYEL |

JE—FH—/I\DSDETaAV T4 FXFa2aL—3 0Dy O—F

Bl Cisco NX-O8S T34 A TER L, VE—F =7 v7ue—RLizary7 Xzl —
vary 77 ANEEHALT, CiscoNX-OST A AZRECTCEET, ZOT77AV%E, JVE—

N H— 3735 TFTP, FTP, Secure Copy

(SCP) #EMH L TT 31 AT, F721% Secure Shell

FTP (SFTP) ZfiflL CHEfTa v 7 4 F=lb—Ta il v rua—RLET,

Before you begin

Ayoma—Rdh3a074FXal—2ary 774008, VE—K P—_"ODELWTF 4 L7 b

JiZonHZ Lz LET,

T AMIKT BHANRELSREESNTWAZ EZHRLET, 77 A4/LDT 7 &AM,
HETHRARY ATREICHRESN TWAILERH D £,

BHENOT AL AN Y EF— P P—N—~D— R LES, Y7 Xy FHATR I 7 1 v
DeN—T AT THN—LELIT T4/ T—= T =A PRWEE, BEWOT A At
BIVE—FP—"—FFWCHY TRy NT—=TRICHLBEN DY £,

pingZ i LTV E—k b —"~OHEHiLHRE LET, Fioidpinge Z2ZHL T ZE0,

SUMMARY STEPS
1. copy scheme://server/[url/]filename running-config
2. (Optional) show running-config
3. (Optional) copy running-config startup-config
4. (Optional) show startup-config
DETAILED STEPS

Command or Action

Purpose

R w 71 | copy scheme://server/[url/]filename running-config

Example:

switch# copy tftp://10.10.1.1/my-config
running-config

JE—h P —IMBEf T2 74 Fa2lb— a3
TrANEL T a—RKLET,

scheme 514%i2xk LT, tftp: & AJ14 255, ftp:,
scp:. F7oiE sftp: Z AT LET, server 515u%, Y
F— Y —=RDT FLAEZITAFTTHY | url 5]
XV E—h P —ZHD V=R T 7 A L~DX
AT,

server, url, X Ufilename D& 51 5%, KICF/)
NFEXBLTASITLET,

l Cisco Nexus 9000 NX-0S DEHED IL—T 1 VTR K.

1)) —2Z101(x)



| 2vo4FaL—var 771 LORYEL

YE— k=B 5DRE—FFyTavIsFaL—vavnsyoo—r ||

Command or Action Purpose
2 5 7 2 | (Optional) show running-config FATREE TR LET,
Example:

switch# show running-config

3w 7 3 | (Optional) copy running-config startup-config FTar7 4 FXal—ark, AF— Ty A
Example: V7 4 FXal—Tgilat—LFET,

switch# copy running-config startup-config

Z 5w 7 4 | (Optional) show startup-config AR —KNT a7 4Xal—ary®FRLE

Example:

switch# show startup-config

B

Related Topics
TrANDaA— (143 X—)

JE—FHY—/I\DSDRA— 7y T a0 T74FXaL—23005

HyAa—Fk

SUMMARY STEPS

BID Cisco NX-OS T /31 A THERL L, VE— K =7 v —RLizary74Fab—
a7y ANEMEHALT, CiscoNX-OSTNA AZRETEET, ZOT77ANV%E, UVE—
k H—,322% TFTP, FTP, Secure Copy (SCP) #ZffiH L T7 /31 A2, F72I% Secure Shell
FTP (SFTP) #fFH L CAX—h T v 7 arv 74 Fal—vaicfvran—RKLET,

A

Caution -~ DFJEAEITT S &, CiscoNX-OS THA 2 LEDTXTHO T 7 4 v 7 BN S L E T,

Before you begin
aryy— ) FR—hrkoktyrvarvicarsZ4LET,

Foyoma—Rt3ar74FXalb—ary 774008, VE—K P —_"OELWT 4 L7 b
VIZHHZ LR LET,

T A MIKTHHRANELLSBRESNTWDZ 2R LET, 77 ANVDT 7 & AMET
FHETHHARY AfREICRESN TV ALENRSH Y 7,

BEWOT AL ANE Y E— ==~/ — b &gk LET, 4%7\* Yy METHrZ 714 v
THEN—=T AT TON—ZERTT 74V N F—= MU =A BRRWEE, BIEWDOT /A Rt
BIE—FP—"—FZRCYT Xy NU—=TRNICHLMLERDH D iﬁ‘o

pingZfEH L TYE— K h— "~ L2 ML LET., F7iEpingg 5L TI7ZE0,

1. write erase
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. JE—r Y= EORE—+7yTavTsFalL—3v0FHr0—F

2. reload
3. copy scheme://server/[url /]filename running-config
4. copy running-config startup-config
5. (Optional) show startup-config
DETAILED STEPS
Command or Action Purpose
Z 5w 71 |write erase AR =K T T ar7 o Fal—vary 7r7A)b
Example: ZHIBRLET,
switch# write erase
AT F2|reload Cisco NX-OS 73 A% U m— RFLET,
Example: Note /A RZRRET DI, Ly bT v T
switch# reload 2—T 4 VT 4 ZfEH LN T EEN,
This command will reboot the system. (y/n)? [n]
Yy

Enter the password for "admin": <password>
Confirm the password for "admin": <password>

Would you like to enter the basic configuration
dialog (yes/no): n

switch#

A v 7 3 | copy scheme://server/[url /]filename running-config JE—h =ML EfFar T 4 Fal— g
Example: TrANET T rn— RLET,
swit?h# copyltftp: //10.10.1.1/my-config scheme ,gl;&&:;d. LT\ tftp: 75’)\77@—%) 75)\ ftp:\
running-config Scp:\ if:gi Sftp: %Ajj Li—g‘o server Fjlliﬁbj:\ U

F—h P —"OT FLAEEZLARITHY ., url 5]
BTV E— K =N HDY =R T 7 A N~DX
ATT,

server, url, B X filename D& 51 5L, KCF/N
FEXBILTAD LET,

R T 7 4 | copy running-config startup-config Firar7 4 ¥alb—ary Iy NVEAZ—|
Example: Tyl arZ4Xal—vary Z7rAE L TR
switch# copy running-config f?L/jETro
startup-config

2w 75 | (Optional) show startup-config FITRELFRLUET,

Example:

switch# show startup-config

Related Topics
TrANDaE— (143 N—)
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KBTS voa ATY FRAARAGI YT ¥aL—vav 774 unat— [

WNERTSya AEY TINAAADAV T4 FaLb—3y 774
JLOaE—
B CHEHATATEDIC, 274Xl —ar 77 ANER I T T LT TS v =
AEY TARAL R |Za—TExE7,

Before you begin

N7 T oa AR TRARE, TITATRA=R=NA P T 2 —/VIHALET,

SUMMARY STEPS
1. (Optional) dir {usbl: | usb2:}[directory/]
2. copy running-config {usbl: | usb2:}[directory/]filename
3. copy startup-config {usbl: | usb2:}[directory/]filename
DETAILED STEPS
Command or Action Purpose
ZFw 71 |(Optional) dir {usbl:|usb2:}[directory/] N7 Ty AEFY TRARAEOT 7 A VAR
Example: RLETS

switch# dir usbl:

R 7 2 | copy running-config {usbl: |usb2:}[directory/Ifilename| #} 27 5 v 2 A Y TN RIZETaL T £ K2
Example: L—varazar—LET, filename D51ETIEK
switch# copy running-config jti&d\j($7b)lz%”éhiﬁo
usbl:dsn-running-config.cfg

R 5w 7 3 |copy startup-config {usbl: | usb2:}[directory/Ifilename | 4t 7 5 > 2 AFY FNRAL RIZAZ— KT v
Example: a7 4F¥al—varykat—LET, filename
switch# copy startup-config @5|§5(TL:UUC$ L d‘i?iﬁ XA S E ﬁ—o

usbl:dsn-startup-config.cfg

Related Topics
TrA DIt — (143 =)

HERTSya AEY FINAADMSLDETHEHRODOIE—

B Cisco NX-OS T34 ATIER L, M7 T v o AFD T/, RANURIFSI NI AER T 7
ANEa—FDHZ LT, T, AR TEET,

Before you begin

W7 T wva ARY TNAA A%, TIT AT RA=N=NA P TV 2 —LITHALET,
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AVI4FIL—Yav IFALORYEL |

SUMMARY STEPS
1. (Optional) dir {usbl: | usb2:}[directory/]
2. copy {usbl: | usb2:}[directory/]filename running-config
3. (Optional) show running-config
4. (Optional) copy running-config startup-config
5. (Optional) show startup-config
DETAILED STEPS

Command or Action

Purpose

X w 71 | (Optional) dir {usbl: | usb2:}[directory/] N 7Ty A TRAALEOT 7 A IVER
Example: RLET,
switch# dir usbl:

R Fw 72 |copy {usbl:|usb2:}[directory/Ifilenamerunning-config | /5 7 5 w2 AFY FARAL AMDLETI LT 4
Example: %1 1/“4?/5 \/z&:{:o**[/ijqo fl|ename@’:7'|£5('(“
switch# copy usbl:dsn-config.cfg running-config IR &N SCER RSN E T,

X T 7 3 | (Optional) show running-config ETREEERLET,
Example:
switch# show running-config

R T w 7 4 | (Optional) copy running-config startup-config ETar 74 Xal—3arvik, AE¥— | T vz
Example: V74 Falb—valab—1LFET,
switch# copy running-config startup-config

Z 5w 75 | (Optional) show startup-config ABE—K T 7 ar7 4 Fal—rara2FHrLE

Example:

switch# show startup-config

ﬁ‘o

NET7Tva AEY

Related Topics

TrANDaAt— (143 _X—3)

—

TFINAADNDSDRAA—+T7y THEBROIE—

TNRAALEDOAS — T v THEREETT DX, 7T voa AEY T8 RREFE
NIEFHLWAZ— T v TRk 7 AV Ea X a— R LET,

Before you begin

NHTToa AT TRAARE, TITATRA=R=NRNA P T 2—VIHALET,

SUMMARY STEPS

1. (Optional) dir {usbl: | usb2:}[directory/]
2. copy {usbl:|usb2:}[directory/]filename startup-config
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WHT 7 AL SRFLADIL T4 FaL—var 774 00aE— [

3. (Optional) show startup-config

DETAILED STEPS
Command or Action Purpose

R 71 |(Optional) dir {usbl: | usb2:}[directory/] N7 T vva A TRAALEOT 7 A )VEFK
Example: RLET,

switch# dir usbl:

X 72 |copy {usbl:|ush2:}[directory/Jfilename startup-config| /75 v o AFY TNRAL AMBAX— KT v
Example: Tar7 4 F¥al—varkabr—LET, filename
DEIETIIRILF LANLFBRER SN ET,

switch# copy usbl:dsn-config.cfg startup-config

Z T w 7 3 | (Optional) show startup-config AR — R NT T ary74¥al—raryzFsLE
Example: EE

switch# show startup-config

Related Topics
TrA DAt — (143 <—)

RE I 7AWV ATLADA T4 X2L—2320T7A(4ILOIE—

BTHATATDIC, a7 4 FXal—ary 774 0ERy 7 v 7 LTHEAEY 22

E—T& X,
SUMMARY STEPS
1. copy running-config [filesystem:][directory/] | [directory/]filename
2. copy startup-config [filesystem:][directory/] | [directory/]filename
DETAILED STEPS
Command or Action Purpose
R w 71 |copy running-config [filesystem:][directory/] | a7 4 Xal—ary 7 ANVENTFAEY
[directory/]filename Icar— L%,
Example: filesystem, directory. ¥ & Ut filename D485 Cl,
switch# copy running-config L AR
bootflash: sgvl—run—config .bak j(jc% k /J X%ﬁ) IX}DJ[J é mi 1;«0
R 7 72 | copy startup-config [filesystem:][directory/] | AB—R Ty T arZ 4 Fal—var TrA)L
[directory/]filename ANEAEY At —LET,
Example: filesystem, directory, 5 & Ut filename D455 50T,
switch# copy startup-config j(j(? L /J\jC$Zﬁ X X ﬂij—o

bootflash:swl-start-config.bak
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AVI4FIL—Yav IFALORYEL |

Related Topics

TrANDaE— (134 N—)

LBIOERAOO—IL/INv Y

AEVHHBR EOBEENRFEEL, Ru I T v 7 ENiz"—Yarhbar7 4 ¥al— a3y
BETT DI ENRNVEIIRBEENRH Y £,

\}

Note  copy running-config startup-config =~ > K& F4T79 572 NS, A F Y 7 7 A ADMERLE 1,
ASCIL 7 7 A VD HEH SNET, A AT av 74 Xab—ay 77 A NVEHHT
HE. 7T FNEEORBPRBICERINWEST, M TV 774 0MET7 v 7 r— R TEEHA
N, FONEEFEH L THMHEOAY — T v T ar7 4 Xal—varkz bEXTEES, 2
DIETHHFA LTS writeerase =< RN AALFY 7740z VT LET,
SUMMARY STEPS

1. write erase

2. reload

3. copy configuration-file running-configuration

4. copy running-config startup-config

DETAILED STEPS
Command or Action Purpose

AT v 71 |write erase 2L v FOBIED L T 4 X2 b— g UEHIKRL
Example: 7
switch# write erase

25w 72 |reload TNA A FERELET, 735 A& B L THELT
Example: TEDEIIT, nxos 4 A=Y 77 A NVERMT S
switch# reload £ 5 G:;k&) %hiﬁ—"

R w73 |copy configuration-file running-configuration VRN EZEESNn2 o7 4 X2 —a vy 7740
Example: %9‘%??:?/74“"’?‘1 [/_:/E' ‘/K:lto_biﬁ_o
switch# copy bootflash:start-config.bak Note configuration—file 774 }1/% éli}i’ﬂi\ KL
running-configuration %3&1d‘jz%iﬁ§E§%”é§%LEE7fo

R T w 7 4 | copy running-config startup-config FEFar 74X a2l —varEAX—NT v S ay

Example:

switch# copy running-config startup-config

T7A4F¥alb—varilat—LET,
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FELBELVES1—L0av T s ¥aL—vaoodk [

FELBVWED 21—V T4XaL—2 3 > DHIK

VX —UIPBIOEY 2a— A ERVATHEIL, FTa T4 X2 b= a N EDEY 2 —
NDaLyT 4 Fal—a r ZHBRT52 0T ET,

)

Note v —>pDZEDRTY MIHTEIL T4 X2l —2aOLellfRTEEd,

Before you begin

T —IMBEIOEY a— LB A LET,

SUMMARY STEPS
1. (Optional) show hardware
2. purge module slot running-config
3. (Optional) copy running-config startup-config
DETAILED STEPS
Command or Action Purpose
Z 7w 7 1| (Optional) show hardware FRA R T B A= RO =T 2 FR L E
Example: R
switch# show hardware
A w 72 | purge module slot running-config T 74X 2L —a VDB HFELRNE Y 2 —
Example: NDALT 4 Fab—a rEHIBRLET,
switch# purge module 3 running-config
2w 7 3 | (Optional) copy running-config startup-config FTar74FXalb—vark, A¥—KrT7 v a
Example: Y74 Xab—varilar—LET,

switch# copy running-config startup-config

B DHIBR

FRA A FORES AR LT, THHMAEOT 740 MEICET Z N TEET, TR
%, Tshowstartup] TERENDAZX— T v 7HEREZELET, WONET 7V r— a9
FHE T e A0REIXZ ) T ENEREA,

R D HIBRKERE L. Nexus 9200-X, Nexus 9300-EX, -FX, -FX2. -FX3. X O Nexus 9500
V=X AL v FTHR—=PFINTHET,

TNAALEOKEEA T VIRGFEINTZROI L T 4 Falb—Tar 77 VEHIBRTEET,
o BB

* Boot
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B w50
* [T /3w 7 (Debug) |
writeerase 2~ RFEMHT 5L, RO DERS TRTORAZ— 7 v 7B HIERS U E
R
P 7 — NEBUER
cRDEHDEET mgmt0 A > % —7 = A A LD IPv4 3 LT IPv6 R
« 7 FL R
e TRy hwRY
cEHHVRF DT 74/ N F— T = A/L— b
mgmt) A > ¥ —7 = A ADT — NEKERR & IPva 1% HIBRT 5 121X, write erase boot =1~
YREFEHLET, Ny TF pm, Y— RN—F 1 D rpm, HEELSD fetc T4 L7 R UNOT
TV = a U . TRTOT ) =y a VkEE T 7 AV EHIBRT 512, Tinstall
reset] ZEHLET, Zoa~wr Rk, 7.003)16(1) VU —ATEIMIVE L,
S
Note /&Il VRF |ZHED IPV6 T 7 4 /b b Jb— b IMFEET DA, Tcopyrs) &4 HEATICE
VRF @ show ipv6 static-route =~ > R CHRANZE R S7ZT 7 4 /L~ /b— ME, write erase
LV reload &I T ENET,
D
Note \yriteerasez AJJL721% 2~ FT, 7 L—27 70 MEKZEMNT 521X, ASCII#AL A 2 []
Jue— T H0ERH £77,
SUMMARY STEPS
1. write erase [boot | debug]
DETAILED STEPS
Command or Action Purpose
R w 71 |write erase [boot | debug] KEEAFY DAL 74Xl — g 2HIELE
Example: To TTHNIDOT 7 a k), AF—Fayv

T4 X2 b—va URHIBRENET,
switch# write erase

Warning: This command will erase the The boot A4~ = V%fﬁfﬁj—é CE‘ mgmto/( A=

startup-configuration. Tz A ADT — F%iﬁﬁ%k IPV4*%E}?475§%|J[§%§“§E
Do you wish to proceed anyway? (y/n) [n] y _g.

The debug #7' > a VEEHATH L, T3y ZHEL
MHIBRESNET,
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Command or Action Purpose

Note mgmt0 { > % —7 = A A THEHED IPv6 T K
L AZFET H L. showipve interface <intf>
a2~ R lcopyrs) &I 2RNIHRA]
ICEREND IPV6 7 R L AL, EEAHH
EB L) O—FERCETTSNET,

Note EITHiE 7 7 A LT, ZDa<wr Rick-T
WL T E A,

79 T4HFA0T4FXaL—23a Do U7

T T 477 QSEACLDOay 7 4 Falb—raromfEiziznnn—F%227 7T

TET,
FleDHE
1.  ({EE) show running-config % - 7’ inactive-if-config
2. clear inactive-config policy
3. ({EE) show inactive-if-config log
FIED 5%
ARV KRFERRETI a3 Y B
ATw 1| (&) showrunning-config % 1 7 inactive-if-config | JE7 7 7 « 7727 7 & Z#ilf1 U A b (ACL) F721%
51 Quality of Service (QoS) Dk ZFK/R L £,

# show running-config ipgos inactive-if-config typei§l§ﬁ0)ﬁ§ki\ aclmgr iSJ:lﬁipqos <7,
e aclmgr : aclmgr DIET 7 7 ¢ TR EZ R R L

7.
« ipqos : qosmgr DIET 7 T 4 7 IekEpk A KR L
£7
AT 72 |clear inactive-config policy T rTF 4T a7 XalL—vargk s 7L
15“ : iTo
# clear inactive-config gos p0|ICy IR Y AN qos BLWacl T,
clear gos inactive config
Inactive if config for QoS manager is saved WIZ, fEIZDWTEBE L £,
at/bootflash/qgos_inactive if config.cfg for vdc
default «qos : T 7T 4 772 QoSHER A 7 VT LET,
you can see the log file @ show inactive-if-config
Log cacl : T 7T 4 TR ACLKERRZ 2 VT LET,

caclqos : 37 7 7 1 772 ACLMERLI L OET 7
T4 772 QoS MRk A 7 U T LET,
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B #so7—n1oemmoy

ARV RFERFTIVaY =)

ATy 73| ({EE) show inactive-if-config log T T4 TRa T 4 Fab—va kI VT
fi : LZOIERENT-a~vy REERLET,

# show inactive-if-config log

BRODT7—hA4JEBEOT

ORI v a iR BT — A T e JICET AR EENTVWET,

BT —h4 T DO

A 7 — 714 71X configure replace ==~ > N2 X W 2t SN DD v — L3 o 7 BEEE % 54l
TR, W7 7 A NDT —A T ORAFE, B, FEAITO ZEEHHME LIZA =X
LT, WRT — I A 7 OEARNZ S, FEITHEA D = ¥ — % copy running-config destination-ur|
vy REFEALTRIFEL, e— AR E— MIERT 7 A VERETEE Lz, 72720,
ZOHETIEZ 7 ANVOABEIREZIT) 2 LIXTEEHATLE, —FH, MRoE#fREo—1L
Ny 7 HERETCIX, FEATT OO 2 ©— % T — 1 A 7 I B RATT DHEBE 2 fif 2 T\
T, T WA TENET 7 AMIERDOF = 7 RA 2 FELTERTLZENTE,
configure replace =~ > RZ{EH L CLLRTOMERARBBIZRE T 72 OICFIHTE £97,

archive config =~ > RZH 45 & Cisco IOS K R T —H A 7 IHEFETE ET, 2D
Ba, DT 4 L7 M) T ANLDT VLT 4 7 ARFERE, X—=VarEFE (BLOY
FTa s THEALAZT) DABKICANESET, X—Va v FBRILER L7 7 AV
ERATH28I1IC, 1 5T oOREL 2 ET, ZoMEICkY, REFELEERZ 7AvE—BE
LGB CEET, 7T— WA TIRGETDFIT L 74 Fab—ra v OBIIEETH 2 &N
TEET, 7T—HIATHDOT 7 A VN EREICET S & WRICEHO 7 7 A VDRFESNLD
X, b EWT s AADEBIMICEESNVE T, showarchive =2~ REEHTH L, =
V74X 2L =gy T TIREESNTNDE TR TOary 74 Xal—Tar 77 A
JVICEET B IEMNFR RSN ET,

WERR 7 7 A VB RAFT DR T — 5 A 71X, configure replace =~ > RCHEFATHZ Lick-
T, 7—hF7Fv¥ 2, FTP, TFIP D7 7 A LT AT A FICEHE TX £9,

\)

GE) ZOKEEED TFTP B X VFTP 1%, VRFEHAMFH L E7,

=L = 3 . =rL =

RET—NA TDHHEDETE
archive config =~ > R&AMHAT LRI, a7 4 F¥al—Tar 7T—hHA T2HFHELTEL
VERH Y 9, WET =B A 7T OREERRT 512, ROEEEETLET,
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FIRDEE

F IR D

configure terminal
archive

path url

maximum number
time-period minutes
write-memory
archive config

(f£7) show archive log config all

®NOGOHWN A

wr7—n1Iontozz: |

AU RFERETIVa Y

E:)

Z 5w 7 1 | configure terminal Jua—N)Lary7 4 Xalb— gy E— NeBth
1 - LETS
switch# configure terminal
R T 72| archive T =04 THERRE— ARG L ET,
I GE) Zoa~ Fid, CiscoNexus9300-EX, -FX,
BLIORRIVI =X RS v FICHEHINLEY
switch (config)# archive 'y
A7 73 |pathurl WRT — AT, Z7ANDT 4 V7 R &7y
i - ANGBT VT 4y 7 AZARE L ET
. . . _ N RT T T Ty R T —AIEs T Ty
switch (config-archive) # path bootflash:myconfig 4’ﬂ/i/;<fle0)4§ﬁﬁﬁi\ @ﬂﬂ:ﬁ%L/be‘%)%)a)&
TR DR H D £ 77,
GE) RRDEZATTZ7ANDRDVIZT 4 L7
N ERET DA, 74 L7 b U 4lpath
flash:/directory/ D X H IZHEAICAT v a %
MIFDHERHYET, ZORXT vialdk
T 7 ANZORATIILEDH Y A, T4
L7 MU ZRRRET D% AT HENETS,
AT 7 4 | maximum number UEE) BRET — WA TG T HFATREDT —

1 -

switch (config-archive) # maximum 14

AT 77 ANDERREERELET,

o number [ IHERR T — I A TR T & D EITHERK
DT —HAT 77 ANVED EREEZRLUET,

FBETEX8MIT1 ~14 T, T 74/ MZ

10 T9,
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ARV RFERETIVa Y

B8

GE) Zoa~<wr F&HT 5HIC, path =<2
REFREL T, W7 —DA T OMEE 7 7
ANKT VT 4 v 7 ZA%FEEL T LER
HoET,

Z 5 7§ | time-period minutes

1

switch(config-archive)# time-period 10

fEE) av74Xalb—ary 7 —hA 7 ICHUE
FITHoar7 4 Xal—varOT7—hIAT 77
ANEABRGTET HHRERELET,

cRET — WA TWCBEDOFITREDT —hA T
77 AVE IR EOHEE THBIRFET D)
Z . minutes 51412 L 0 S EALTHREL £,

GF) Zoavr REEMT LRI, path 2~
RERELT, ary74F¥al—rar7—
NATONEE T 7 ANKT VT 4T R
BELTBMLERDHY £7,

AT 76 | write-memory

1

switch(config-archive)# write-memory

avy RERHCLET, ZOWRERIZT 740 8T
T 4= Mo TWnET, Zha<wr KEA
HBHE, a~wr Reopyrs DEITHHCT—h A7
NIRELET,

ZFw 77 |archive config

1 -

switch (config-archive)# archive config

BUEDFATRIE T 7 A WERET —HA TITHRIFL
jz—é—o

G¥) archiveconfig =~ > K7 512, path
avy REMT OMERH Y £7°,

AT 78| (f£&) show archive log config all
1 -

switch# show archive log config all

FTATOL—P—Dn 7 = b Y Z RN L&
ﬁ‘o

B0 JICET 1R

WREFa X, 7ThorT 407 ar705—2 %/ LT, ETERIcmz sh-EF 48
BrLEd, Zo#ske 7. CLLE/ZIXHTTP OA 2N L CBRBENAEFEZ B LET, 7
7 a vy —F OO LRRET SR a~y RAESNET, ROFEEO AT

ZICREk SN EHE A,

RIS T — A vy —URFREINDL IR

e TR RAANNVT VAT AEFFORHT—Eoa< 2 K
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| 2vo4FaL—var 771 LORYEL

wmrns o ryoxr |

ZOERR e 71, CLLEIZHTTP O a2 L CHBENAIET 2B L E4, EITENH%
HEaT~ Y R TIHROIEEN DRI NET,

cREEFEDY—lr v AEE

AV RBRETINTAT

s 2wy REFEITLIza—F—D4H]

CEfT ARSI R
show archive log configall =~ > KZfE/H L T, #ke 7 0o oE#Hs R R TEE7,
FATSNDBERE T~ Y FTITROERP LIRS ILET,

cFEfrshfcav e R

Oy REFETLIza—F—D4H]

cREEED T —lr v AF

show archive log config =~ > F&H LT, #ko 70 boifRzFR T £7,

BRI TV M) DERTR

FIRDEE

F IR D48

ke 7 = MY 2 RRT H-0, fERKZEE 7 2713 show archive log config all =~ > R & 42
L £9,

1. switch# show archive log config all
2. switch# show archive log config user username
3. switch# show archive log config user username first-index start-number [last-index end-number

]

AT w71 switch# show archive log config all

TRTCOZ—F =D 7 = M) 2R R LET,

1 -

switch# show archive log config all

INDEX

O W N

LINE USER LOGGED COMMAND

console0 user01l | logging console 1

console0 user01l | logging monitor 2

console0 user02 | system default switchport shutdown
console0 user02 | interface mgmtO

console0 user02 | no shutdown

AT 72 switch# show archive log config user username
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AVI4FIL—Yav IFALORYEL |

B 7 zxavoxa—vavomn

ATvT3

BESNTa2—V -4k 7 = N 2R R LET,
51 -
WOFTIE, fBESINT2—V—ZDOERe/ = V) EFRRLET,

switch# show archive log config user user02

INDEX LINE USER LOGGED COMMAND

3 consoleO0 user02 | system default switchport shutdown

4 console0 user02 | interface mgmtO

5 consoleO0 user02 | no shutdown

switch# show archive log config user username first-index start-number [last-index end-number ]

Wla /7 = b EA0T v I AHK S TERLET, 733 D last-index 8 ET HHE. FEELT-
22— —DOBEE TP TESETOHMHDOAL T v I AFFEFO>TXTor 7=y N BRERIN
S

1 :

WOFITIE, 22—V —% user02 D2 —F—Dffk 7 = NI FEZF4BL S 2ERLET, BB A
F o ALET AT v 7 20T 1 ~ 2000000000 T,

switch# show archive log config user user02 first-index 4 last-index 5
Last Log cleared/wrapped time is : Wed Oct 19 00:53:08 2016

INDEX LINE USER LOGGED COMMAND
4 consoleO0 user02 | interface mgmtO
5 console0 user02 | no shutdown

TINARAVT4FaL—2 3 VDR

AR T 272D, kOWThhrDoa~vy REEHLET,

avy kR EL:y

show running-config FITREER T LET,

show startup-config AB—= T v T ar7 4 X¥al—varzFfnrLlE
7

show time-stamp running-config TR DR BICEEINT-EXDEA LAEZ T

last-changed BEALET,

TOF T a k. FATHERE ) OB U — K& <temoved> ¥ — T — RIZ LV ~<~RA 7 LET,

A 74X2aL—23Y D74 ILVEFERLEEEH

IITE 274X alb—ay T AR UEEMN AR LET,
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| 2vo4FaL—var 771 LORYEL
av7s%aL—vavrrirnac— |

a4 XalL—3r 774D E—

&I, NVRAM OEED a7 4 Fal—a v ORNKE FEXTAHEZRLUET,

switch# copy nvram:snapshot-config nvram:startup-config
Warning: this command is going to overwrite your current startup-config.
Do you wish to continue? {y/n} [y] ¥

)

Note -~ =< i, CiscoNexus 9300-EX 2V —2 A4 v FIZHEHENETE A,

&I, bootflash: 7 7 A LV AT MIZFTar 7 4 Falb—a v abt™ —3536%2 R~ LET,

switch# copy system:running-config bootflash:my-config

A4 X2 L—2a3y IT7A4ILDINY T T v
ZOHITH, bootflash: 7 7 A )V VAT MIAZ— KT v a7 4 Xalb—ariwn_ vyl
T T AH5HEERLET (ASCIL 7 7 A V) ,

switch# copy startup-config bootflash:my-config

ZOWHTIX, TFIP Y —NICAZ — T v a7 4 Xal—a a2 w7 v 745 5E
R LET (ASCH 7 7 AV)

switch# copy startup-config tftp://172.16.10.100/my-config

ZOFITIX, bootflash: 77 A )V VAT AIZFEITa L T4 Fal—a a2y 70T v 715
JEERLET (ASCH 77 A1) |

switch# copy running-config bootflash:my-config

LEIOERAOO—)L/INY Y

BAEDa L 7 4 Fal—arZURMRELEZa 7 4 Fa2lb—ra DAy Fygy ha
E—lza— Xy 7T A%, ROFIRZFEITTEILERH D 7,

1. writeerase 2~ R T, BIEDFETA A=V E 7 VT LET 2B L TS0,

2. reload ICX VTS REFEEBLET 2T 200, 2—FER T X2l —Ta v
T ANMTHEEIN TS Z EZ2HRL T I,

3. copy configuration-file running-configuration =t~ > K C, LARIRIE L7 7 7 4 V& E
ITHERICaE—LET,

4. copy running-config startup-config =~ > RZEH L T, FEiTHEkAE A % — 87 v THEkIC
ar—L%E97,
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CORF2IAVMNEI, RKEVRAOARITRF 2 AV MNDSEMRTT, YV IBHRICODEXLTIE
. BERBRIBEFAT. ZEBRICTZ Y 77— DHD. UV IEOR-IHBEI/LTEThTWNS
BEFHDEITEEZCTELIEZD, HBLETHLEZNMREBDFTIDT, IEXLBABICDL
TIKETAIPMDRF AV M ESELESZL,



