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» NX-OS Style CLI % f#i fi L 7= CloudSec 5 52 %3 % Cisco APIC D% E (13 X—) T
i X TV 5 Cisco APIC NX-0OS 2 Z A )Ld CLI DfFEH

« REST API Z{#i[fl L 7= CloudSec i 5{b.> Cisco APIC O E (14 =—) T I T
% Cisco APIC REST API O ]

GUI Z{$ A L 7= CloudSec iS5 1L ® Cisco APIC D% E

ZDE 7 v a X, Cisco APIC GUI 2l L C 1 L Lo FHpidA 5 — (PSK) 7% &9 5 ik
IZOWTEBLET,

ATy 1 APICIZu A LET, [CBEILET,

RFY T2 [FF YR >[42TT]>[RY—]>[CloudSec iEE1k]

ATvT3 SAXF—DFEYDHREZIEE L £,
IOFTvaE, HX—DNEIREHONERELET, TNENOAR SN TXRX F—L, F%—
Tt A& N A U RIEEORFE THIREIIIC /2 0 £97, WIRORERIX, 5~1440 /3 OFPHTAT) TX
iTO

ATy T4 [BHEEX—T—TND+T A2 %27 ) v LET,

RT9TS BMTLEMEEX—DAOTYIREEEL, 0%, BRIEEX—BAKEZHRELET,
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NX-0S Style CLI % {&F8 L 7= CloudSec F&-51L =% 9 % Cisco APIC DEXE .

4Ty A(Index)] 7 4 —/v FiL, FRiHEAEXF—2HHT2IEFZ2EE LE T, KB OEBMOA T v
7 A)F—=MERSNTH T, et RTEY) (& FLOA 7 v 7 X)) F—"TChill bivE 7, Cisco APIC
IR R 256 H D ERHA X —Z2 YR — T 5D T, PSKA U F v 7 ZAF1H1~256 TRITHIIR Y FH A,

FEAHBX—I1L. 64 LFD 16 EHSUFINTH L LENH Y 7,

NX-0S Style CLI Z{# F L 7= CloudSec f&&1tI=x}3 % Cisco APIC D% E

&
ATy T2

ATvT3

ATy T4

ATy TH

ATvT6

ZPE 27 v a s TiE, Cisco APIC NX OS Style CLI #fEH L CT1oLL LD HHiIHA ¥ — (PSK) &
BRIET DIFIEICOW T L £,

Cisco APIC NX-OS style CLI (22 7' A > L £,
Ay 74 Xal—varE—ReANLET,
1 -

apicl# configure
apicl (config)#

F7 4Lk CloudSec 7 a7 7 A LDar 7 47— gy F— N2 AHLET,
&1

apicl (config) # template cloudsec default
apicl (config-cloudsec) #

TG % — (PSK) O AR BIR A5 7E L £9,

TOF T aE, HEX—NERER O ERRELET, TNENOAR SN TX/RX F—I1%, HFx—
Tuv A% U A LEEEEORRTHIRRUIIICZRY £, WIROERNIL, 5~1440 D& TA I TE
7,

£

apicl (config-cloudsec) # sakexpirytime <duration>

| DEIFEEROFERIAEF— 2 RELE T,

WD~y KT, FEL TS PSK DA 7 v 7 AL PSK UFHIHKEERELET,
11

apicl (config-cloudsec) # pskindex <psk-index>
apicl (config-cloudsec)# pskstring <psk-string>

<psk-index> /X7 A —H %, FHpiAEF—NEHINDEFEZEE LT, K& (K EMOA T v 7 R)
F—PMER S8 T, T AT (R FRLOA V7 7 A) F— i b ET, Cisco APIC ITE K
256 [HOERHEEF—Z2 YR —rT25DT, PSKA T v 7 AFiE 1~ 256 TRITFIERY £H A,

<psk-string>/ 7 A —2 1%, FEEOPSK #IEE L7, ZiUE, 64 LFD 16 HEE LTI THHILERDH Y
ij‘o

(A7 a ) BIED PSK i EZ TR LET,
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B ResT AP %55 L7 CloudSec BES L0 Cisco APIC D E5E

BUERRE STV 5 PSK 0¥ & 2o 2R T HI121E, Roa~v>r R LET,
51 -

apicl (config-cloudsec) # show cloudsec summary

REST APl % {# F3 L 7= CloudSec 5= 1t ® Cisco APIC D& E

Z POk v a E, Cisco APIC REST API ZfEH L C 1 DLL EOFHIHEA F— (PSK) 2% ET
B HECOWTHHALET,

PSK AR, A>T v 7 A, XFIEHRELFET,
KD XML POST C, RZ®E#HL ET,
+ % PSK OHAR % $ > sakExpiryTime DI,

Z @ sakExpiryTime /N7 A — X |3%5F — NG RI72 K/ (40) Z#HEELET, TAENDOER I
TXRX ¥—F, F¥— 7rvx% )T LEBREEORME CTHIRGIIZR D £3, HIRORFFMIX, 5
~1440 5y DHFIFHTAIITE £7,

RELTWDEPSKDA T v I A b DA VT VY9 R DIE,

AVTYDRNRT A—=21F, FHidET—PNMEASNDEFZHREL £, K& wREMLOA T v
7R X —DMEH SN T, e RTEN (& MDA T v 7 R) F—ThilF HiLE 7, Cisco
APIC ITd K 256 O FHRTHA F—Z2 YR — 5D T, PSKA T v 7 ZAFI1E 1~ 256 TRITNILR
0 EH A

e WELTWNWDPSK DA T v 7 A%t pskString Dff,

pskString /X7 A —H([FFEFED PSK Z#5E L £ 7, ZAUT 16 ELFHI TR S 64 CF TR
D EHA,

1 -

<fvTenant annotation="" descr="" dn="uni/tn-infra" name="infra" nameAlias="" ownerKey="" ownerTag="">

<cloudsecIfPol descr="cloudsecifp" name="default" sakExpiryTime="10" stopRekey= "false" status=""
>
<cloudsecPreSharedKey index="1"
pskString="1234567812345678123456781234567812345678123456781234567812345678" status=""/>
</cloudsecIfPol>
</fvTenant>
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Nexus Dashboard Orchestrator [J ) CloudSec FEE DA XL .

Nexus Dashboard Orchestrator [N @) CloudSec ig= D& %11t

CloudSec 5 5fkix, VA F T L IZEBICAES E I ESicd s enTcax x4, =7-L, 29

DOV A FEIOBEEIL., ZOEENT T OV A B THNZ/ > TV AEEICOLE L ENE
j—o

IR B I

2L EDY A M T CloudSec B5 BALZ BN T BENI, IROX AT 25T L TELLENRD
V) i—a—o

¢ [CiscOAPICDA >V A h—)b, ToF T L—F, XL —RKHA ] CHFILTHD
5X 91, BEDOY A FIT Cisco APIC 7 7 A X A L A —)L L THRELET,

« [Cisco Nexus Dashboard Orchestrator f > A FL—2 a3 v BLOT v 77 L — R A K]
DOFHAIZHE - T, Nexus Dashboard Orchestrator 21 > A h—/L L, FREL X7,

e [CiscoACI ¥V FH A K a7 4Xal—ay HA R OFBIZHES T, % Cisco
APIC Y1 b % Nexus Dashboard Orchestrator (ZEA1 L £ 9,

AT w71 Nexus Dashboard Orchestrator (217 71 > L 7,

RT9T2 KO —vary A=ma—hb | [AYTSRAMSYF v (Infrastructure) ] >[H4 Mgk (Site
Connectivity) 1@ L E 7,

AT9T3 AL U4 RUDE EICH L [#RL (Configure) | RZ %27 Vw7 LET,

ATy T4 (A7 ar) [HERE (General Settings) | ~X—Y D[22 hr—/L 7 L—>2DOHEk (Control Plane
Configuration) ] % 7 T, [IANA T#)# 74 UDP 7"— & (IANA Reserved UDP Port) | 47> a VBT L
£

77 4/ hTiE, CloudSec|ZMBE DUDPAHR— hEMHALEST, ZOF T ara2HHTHE. A MEOD
CloudSec B 5 LIZAR D IANA THIAR— b 8017 {95 X 912 CloudSec #HERETE £,

GE) IANA THIAR— M, U U—2R 52(4) BAFEA T L TV 5 Cisco APIC ¥ FTHHR— ST
WET,
DREEEFTHITIE, TX3TDH A FTCloudSec # T2 M4LERH Y F9, IANA T
ﬁT N EHMZ LTI, T T2 1 2L EDH A kT CloudSec B BALZHNZ L TWHHH
IE, T_XTCTOYA b TCloudSec & M) L, [TANA I UDP A — k (IANA Reserve UDP Port) ]
FTa rEAMIILTOG, BERY A FT CloudSec ZHEANZLET,

AT v TS MOV A K8—=nb | CloudSee REAEET L% A M AR T,

ATv 76 MDY A K/3—T, [Cloudsec BS 1t (Cloudsec encryption) ] % EZ YV Bz T, %A ~® CloudSec
S REE AR E IS LE T,
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B = 7o cloudsec R DORER

A A v FTO CloudSec #E R D FER

WD o~ REFEFT 5 &, Nexus Dashboard Orchestrator 7> 5 CloudSec B2k &2 A %hic L=
. AL 2 AL v FITEB S NTZBIFED CloudSec # ik 2 MR T& 97,

ARTYT1 AL A v FIZrn A LET,
AT T2 show cloudsec sa interface all 2 ¥ K& 3T L T, CloudSec ¥k ## = LE T,
WOHAT, HArs—7242ONTRDZ L 2R LET,
o [BfEAT—4# % (Operational Status) ] DfEIX ur Z/R L E T,

o [l (Control) 1 fEIX. CloudSec B SALIZHIEME ] S TWD UDP AR — b &3 7280, TXThH
CloudSec ¥V A DT RTHOA L H—T = A ATRHELTT,

WL, T 740 DY ZAaMBEDOUDP AR— b (deprecatedudpPort) %7k L TUWET, TANA NE|
DY CTlzAR— bk 8017 ZfEHT 5 & 512 CloudSec #4325 & [HlfEl (Control) | 7 4 —/L RIZIIfR
Hhiz ianaUdpPort NERINET,

spinel# show cloudsec sa interface all

Interface: Ethl1/49.49(0x1a030031) Physical Interface: Ethl/49(0x1a030000)
Operational Status: UP Retry: Off Control: deprecatedUdpPort
Site-Id: 2 Peer: 200.200.204.0/24 Type: ext-routable-tep-pool Operational Status: UP
Pod-Id: 1
TX Key: R IRk Ik kb b bk b b b b b b b b b b b b b b b 3k b 3 ASSOC Num: 1 Sci: OX10002
Cipher Suite: gcm-aes-xpn-256 Rekey Num: 6826 Oper Rekey Num: 6826
Hardware Index: 0 Operational Status: UP Control: NONE
Last Updated: PST 2022-01-11 23:26:37.520-08:00 Retry: Off
Uptime: 11 hours 30 mins 45 secs

Site-Id: 2 Peer: 200.200.202.1/32 Type: msite-unicast-tep Operational Status: UP

TX Key: R IRk Ik Ik kb b bk b b b b b b b b b b b b b b b 3k b 3 ASSOC Num: 1 Sci: OX10002
Cipher Suite: gcm-aes-xpn-256 Rekey Num: 6826 Oper Rekey Num: 6826
Hardware Index: 2 Operational Status: UP Control: NONE
Last Updated: PST 2022-01-11 23:26:37.563-08:00 Retry: Off
Uptime: 11 hours 30 mins 45 secs

RX Key: KA K KKK KA KA KA KA KA KA KA KA KA A A A AR AR XA KA A XA KA XA KN KR K ASSOC Num: 1 Sci: OX2000l
Cipher Suite: gcm-aes-xpn-256 Rekey Num: 6826 Oper Rekey Num: 6826
Hardware Index: 3 Operational Status: UP Control: NONE
Last Updated: PST 2022-01-11 23:26:37.442-08:00 Retry: Off
Uptime: 11 hours 30 mins 45 secs

RX Key: R IRk kI kb b bk b b b b b b b b b b b b b b b 3k 2 3 ASSOC Num: O Sci: OX2000l
Cipher Suite: gcm-aes-xpn-256 Rekey Num: 6827 Oper Rekey Num: 6827
Hardware Index: 2 Operational Status: UP Control: NONE
Last Updated: PST 2022-01-11 23:26:37.453-08:00 Retry: Off
Uptime: 11 hours 30 mins 45 secs

Site-Id: 2 Peer: 200.200.201.1/32 Type: msite-multicast-tep Operational Status: UP

TX Key: KA KKK KKK KA KA KA KA KA KA KA KA A A A XA AR XA A AR XA KA XN KKK ASSOC Num: 1 Sci: OXlOOO2
Cipher Suite: gcm-aes-xpn-256 Rekey Num: 6826 Oper Rekey Num: 6826
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24 v 50 cloudsec #RE0HEE [

Hardware Index: 1 Operational Status: UP Control: NONE
Last Updated: PST 2022-01-11 23:26:37.549-08:00 Retry: Off
Uptime: 11 hours 30 mins 45 secs

RX Key: R R E R R I b kb 3 I b I b b b b b b b b b b b b b 3k i ASSOC Num: 1 Sci: OX2000l
Cipher Suite: gcm-aes-xpn-256 Rekey Num: 6826 Oper Rekey Num: 6826
Hardware Index: 1 Operational Status: UP Control: NONE
Last Updated: PST 2022-01-11 23:26:36.501-08:00 Retry: Off
Uptime: 11 hours 30 mins 46 secs

RX Key: R R R R R Ik b I I b I b b b b b b b b b h 3 b b b 3 i ASSOC Num: O Sci: OX2000l
Cipher Suite: gcm-aes-xpn-256 Rekey Num: 6827 Oper Rekey Num: 6827
Hardware Index: O Operational Status: UP Control: NONE
Last Updated: PST 2022-01-11 23:26:37.495-08:00 Retry: Off
Uptime: 11 hours 30 mins 45 secs

Interface: Ethl1/50.50(0x1a031032) Physical Interface: Ethl/50(0x1a031000)
Operational Status: UP Retry: Off Control: deprecatedUdpPort
Site-Id: 2 Peer: 200.200.204.0/24 Type: ext-routable-tep-pool Operational Status: UP
Pod-Id: 1
TX Key: khkhkkhkhkhkkhkhkkhkhkkhkhkkhkhkhkkhkhkkhkhkkhkhkhkhkhkkhhkhhkkkk ASSOC Num: 1 Sci: OX].OOOZ
Cipher Suite: gcm-aes-xpn-256 Rekey Num: 6826 Oper Rekey Num: 6826
Hardware Index: 1 Operational Status: UP Control: NONE
Last Updated: PST 2022-01-11 23:26:37.577-08:00 Retry: Off
Uptime: 11 hours 30 mins 45 secs

Site-Id: 2 Peer: 200.200.201.1/32 Type: msite-multicast-tep Operational Status: UP

TX Key: khkhkkhkhkhkkhkhkkhkhkkhkhkkhkhkhkkhkhkkhkhkkhkhkhkhkhkkhkhkhhkkkk ASSOC Num: 1 Sci: OXlOOOZ
Cipher Suite: gcm-aes-xpn-256 Rekey Num: 6826 Oper Rekey Num: 6826
Hardware Index: 0 Operational Status: UP Control: NONE
Last Updated: PST 2022-01-11 23:26:37.537-08:00 Retry: Off
Uptime: 11 hours 30 mins 45 secs

RX Key: khkhkkhkhkhkkhkhkkhkhkkhkhkkhkhkhkhkhkkhkhkkhkhkhkhkhkkhhkhhkkk*k ASSOC Num: 1 Sci: OXZOOO].
Cipher Suite: gcm-aes-xpn-256 Rekey Num: 6826 Oper Rekey Num: 6826
Hardware Index: 1 Operational Status: UP Control: NONE
Last Updated: PST 2022-01-11 23:26:36.463-08:00 Retry: Off
Uptime: 11 hours 30 mins 46 secs

RX Key: khkhkkhkhkhkkhkhkkhkhkkhkhkkhkhkhkkhkhkkhkhkkhkhkhkhkhkkhhkhhkkk*k ASSOC Num: O Sci: OXZOOO].
Cipher Suite: gcm-aes-xpn-256 Rekey Num: 6827 Oper Rekey Num: 6827
Hardware Index: 0 Operational Status: UP Control: NONE
Last Updated: PST 2022-01-11 23:26:37.416-08:00 Retry: Off
Uptime: 11 hours 30 mins 45 secs

Site-Id: 2 Peer: 200.200.202.1/32 Type: msite-unicast-tep Operational Status: UP

TX Key: khkhkkhkhkhkkhkhkkhkhkkhkhkkhkhkhkkhkhkkhkhkhkhkhkhkhkkhhkhhkkkk ASSOC Num: 1 Sci: OXlOOOZ
Cipher Suite: gcm-aes-xpn-256 Rekey Num: 6826 Oper Rekey Num: 6826
Hardware Index: 2 Operational Status: UP Control: NONE
Last Updated: PST 2022-01-11 23:26:37.593-08:00 Retry: Off
Uptime: 11 hours 30 mins 45 secs

RX Key: khkhkkhkhkhkkhkhkkhkhkkhkhkkhkhkhkkhkhkkhkhkkhkhkhkhkhkkhhkhhkkkk ASSOC Num: O Sci: OXZOOO].
Cipher Suite: gcm-aes-xpn-256 Rekey Num: 6827 Oper Rekey Num: 6827
Hardware Index: 2 Operational Status: UP Control: NONE
Last Updated: PST 2022-01-11 23:26:37.481-08:00 Retry: Off
Uptime: 11 hours 30 mins 45 secs

RX Key: khkhkkhkhkhkkhkhkkhkhkkhkhkkhkhkhkkhkhkkhkhkkhkhkhkhkhkkhhkhhkkkk ASSOC Num: 1 Sci: OXZOOO].
Cipher Suite: gcm-aes-xpn-256 Rekey Num: 6826 Oper Rekey Num: 6826
Hardware Index: 3 Operational Status: UP Control: NONE
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Last Updated: PST 2022-01-11 23:26:37.507-08:00 Retry: Off
Uptime: 11 hours 30 mins 45 secs

ANADVDRAYFAOTFIORBPOZT—FER7OER

W, ZOMERENEINNC /2> TNWB AN, v AL v F ORI AT F A F U ATO
CloudSec F—HAK 7o 20O ELZ R LET,

« BE DRI CloudSec KA, v AA v FNTFTaI v g &5 &, CloudSec 3F—
HAR T o 20 BE8ECEIE LTS, sz — FAFHEES SN D H, fifikshiz
J— RIDBRMPHEIBEESND E T, F—FHAKR T 1 v A IHERRK I EH A Cisco APIC

CANAVRAYFDI I Iz T TITITL—FK AL AL TFNY T T =T D
Ty —RickyVa—FRENn5b L, CloudSec ¥ —HAR 7 v X XHEMICEIEL
FT, F—FERTBEERL, AL AL v TFOVu—RRRETTLHE, HHEINE
—gqo

¢ AT F X (GIR E— F) : CloudSec F—F/E 7 =& A1, NX-0OS Style CLI ZfEH L
THF—DOHERT BB AL L CTHEANIT D (18 ~—2) IZRHINTWDHF
gZfEH LT, FEITELTILERHY 7, F—FAERILZ, /— KB NT7 74090 %
RS T D YEH D ERE S 2RI DA, BN TEET,

« Cisco APICH 5 DR & HIlE& : CloudSec F— 4 7" 1 & A%, NX-OS Style CLI Zfli ] L
TX—OHAER T AZEHZ L CTHEANZTS (18—Y) IZR#HEShTnsF
EZfEH LT, FEITEIETOILERH D £9, F—FAEKIX, CiscoAPIC/) D / — K33
HIBR SNT=RBICOBENITE EI,

NX-0S StyleCLI # A L TXr—DBER IO R EZEMLTEES
T H

XF—OFAER T m Y A% FECEIE LETS 2 ENARETT, BFEDORMTF—DFHAERT
Ot AEZFECEHT L ZENMERGAENHY T, HEXE TaIvvartArT,
VADYIWEZ I ETT, 2Ok a3 E, Cisco APIC NX-OS Style CLI 2 fH L TR E %
U2 5 HEEFALET,

AT w71 Cisco APIC NX-OS style CLI (22 7' A > L %79,
RFYT2 ar74Fal—varE —ReAhLET,
i -

apicl# configure
apicl (config) #

ATw T3 FT74/FCloudSec 7R 77 A NDay T 4 S L— gy T— REANLET,
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ATv74

Sk

RESTAPI A L= ¥ —BEm 7o nmmitcaant [

1 :

apicl (config) # template cloudsec default
apicl (config-cloudsec) #

F—OFERT B AEEILT D, HEELET,
F—OFEREEIET B2
1 -

apicl (config-cloudsec) # stoprekey yes
F—OHER T v A2 FRT 5T
£l

apicl (config-cloudsec) # stoprekey no

RESTAPI ZEAL-F—BAER 7O XD EML EBEE

ATy

ATy T2

F—OHER T o A2 FEICEL LERT L Z ERAETT, FFEORRTE—DHERT
O A FEICEEHT A EBMNERGENHV T, L2, TalvirarbArrt
VADPIY BRI ETY, ZD® 73 TlE, Cisco APICREST API il L TREE TV
B2 D HFEICHOWTEH L ET,

F—FAER T2 E AT, ROXML A v — %A L CEBEINCT A ERTXET,
1 -

<fvTenant annotation="" descr="" dn="uni/tn-infra" name="infra" nameAlias="" ownerKey="" ownerTag="">
<cloudsecIfPol descr="cloudsecifp" name="default" sakExpiryTime="10" stopRekey= "true" status=""

/>

</fvTenant>

F—FHAER 2 E AT, WOXML A vEe—5 R LU CAENCT A ENRTXET,
Bl -

<fvTenant annotation="" descr="" dn="uni/tn-infra" name="infra" nameAlias="" ownerKey="" ownerTag="">
<cloudsecIfPol descr="cloudsecifp" name="default" sakExpiryTime="10" stopRekey= "false" status=""

/>

</fvTenant>
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CORF2IAVMNEI, RKEVRAOARITRF 2 AV MNDSEMRTT, YV IBHRICODEXLTIE
. BERBRIBEFAT. ZEBRICTZ Y 77— DHD. UV IEOR-IHBEI/LTEThTWNS
BEFHDEITEEZCTELIEZD, HBLETHLEZNMREBDFTIDT, IEXLBABICDL
TIKETAIPMDRF AV M ESELESZL,



