REA TSRS F ¥ I —Dy

AHEA LT TR T I TF v v x =T (1 3—=)
« vCenter D A[RIEDEM (5 ~—)

« Kubernetes7 7 A% (7 _—)

* OpenStack 7 7 2% (11 _—2)

«fHESGE (13 X—)

REA VISR IFY I AL—TF%

UIL/NA - Wi*ﬁm

FEEE (Virtual Management) |>[{REA V7S A RS9 F ¥ I1x—T ¥ (Virtual
Infrastructure Manager) ]

\}

(G¥)  CiscoNexusDashboard 7 7 7'V v 7 a v hu—J O~ OX v b T — 7 Al CEEE
WA TNDZ EEMHERLET,
1.

[X%E (Settings) ]>[#%BEEIE (Feature Management) | #BIN L, KOTF = v 7Ry 7 A
A AT LET,

« Kubernetes £ 27 7 A
VMM BV 27 54

« OpenStack =27 7 4 ¥
2. [Applyl 227V 27 LET,

WORTIE, A 7T AT 7T ¥ w%—T+ (Virtual Infrastructure Manager) | 7 1 >
RZFREND 74—/ RIZOWTEALET,

T4—ILF B

oup

[H—~3 (Server) |

P—N—IP 7 L AZHELET,
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B reo52r5070v2—0x

REAVISAS9Fr 22— x |

J4—ILF

B

S2AT

WDONWTNDDA AR ADEA T EIBELET,

e vCenter
» Kubernetes 7 7 A #

 OpenStack 77 7 A%

XIS (Managed)

B RETITEHASGIND I T AZDAT — 8 A%IETE
Lij‘o

AT —H R BIMENT-T7 T AZDOREXIEEL £,
o —H— (User) T I ARBER LT a—YF—Z2RE L E T,
e BT TR T T A ORI EFGEAERE L E T,

A\

GE)  [E#r (Refresh) 1742227 Vw7 LT RBBA VT TARNT I F ¥ v F—V % T—

TNEEFHLET,

WORTIL, [T7ay (Actions) | A=a—DRay 77Xy JARNT, A 7T A
77 F v <%x—T % (Virtual Infrastracture Manager) [ IZRREINDT 7 2 a VIHBIZOWT

At L9

73 VIEE

5iBA

ol

A AR ADBIN

[722 a2 (Actions) | Rry 7 X7 A RNNSL [4Y
AR ZAMEM (Add Instance) ] # 3R L E§, FEMIC
DT, (M RAZ 20BN 2B LTI,

GE) I—KETHEUIP T RLRAZEREL TWAHZ &
FiERLET, [L—FIPT RLADRE] &
ZHRLTL &,

AU AHK v ADGE

WMETHA LV AX L AERIRLET, [FUaY
(Actions) ] Re v 77X T U R MNL[AVRRVAD
#wm&%E (Edit Instance) |1 Z®IR L £9, MEREFEITH-
T, [&%F (Sawe) 127V v 7 LET, [FroEL
(Cancel) 127V v 27 LT, BHEAZMWIELET,

A VAR ADYIE

HIERT 51 OLL EONEEI A VARV AR ET, [T
233> (Actions) | Re vy 7F& 7 U A b, [HIE
(Delete) ] Z3R L £9, [ (Confirm) 1 %272 VU v 7
LTA U AZ U 2A%HIBRLET, [Fv /L (Cancel) ]
7V v 7 LCZOHIBREIEL T,

B FREAVISRESIFYIR—v



| BEAVIS5RS59F v vx—Cy

CiscoUCSB & U —X TL— Ko—ri—ov—t [

73 VIEE

Bl

A AK v ADFNE

BT 2120 EOMEERA L AS o AZRR L ET,
[Z72ay (Actions) ] Ry XU R Rk, [A
YRR UZANBERE (Rediscover Instance(s)) ] &R L
F9, HBA v E—URERENET,

PRI DWW TR, REZR LT E W,

CiscoUCSB >')—X JL— KH—n\—DHYHR—

NDFC L, 777 U w7 A Z—axy NOH¥H%IZHDH UCS ¥4 7B (¥ —UCS) TE
TSINTWVWERAMEYR—FLET, ZOWELFEHAT DI, CiscoUCSM T vNIC ® CDP

EHINCT DRERH Y 7,

A\

GE) 7 #/)L F T, CDPIZ Cisco UCSM TN/ > TWET,

BEDT-DIZ, VMM-A & VMM-BD 22D VMMIZDOWTEZX THAEL X 9, CiscoUCSUCS
By U —X 7 L— R —_—DH%.
Ao B —axy h J—=FRTHDHIERFERINET, PR Yo% FRIRLET,

UCSM T CDP ZAENZT D121, WOFNEZFEH L TH LR Yy T — 7 HilfElR Y > —%1E

20 DY £,

rARBE JIZHFEBDOVMM-A &L VMM-BRA 7 77 ) v 7

1. USCM T. [LAN] #38IR L. # U o —% ML ET,
2. [y bT7—2 A1) > — (Network Control Policies) 1 %4577 U v 27 LT, #HLWAY

—EERLET,

3. [4B1 (Name) 17 4 —/L K, [ZH& Y > —0D4 1% EnableCDP & A L7,

4, CDP OEMEA T a L ZBIRLFT,
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REAVISAS9Fr 22— x |
B —rrrrLzoze

Create Metwork Control Policy |
| g Frabdg TS
AT
He Ll = I "l
AT Egsgaemer o & Dy Mwmern W & e e i
= i L] 1 e " 3
1
e | i el +

o -

5. [OK]Z27 Vw27 LTRY —ZELET,

FHLWARY > —% ESXNIC [ZHEHAT 2121, ROFIREZETLET,

s FH SN WIC T > 7 L— h2HH L TWAEAEIE. ESXivNIC ®%% vNIC 7> 7 L —
FEEIRL, [y FT—ZHIEARY > —] Fe v 7 F U X )5 EnableCDP AR U & —
A LET,

*WIC T v 7L — bR L TWARWESIZ, BFHan-V—tvRx ar7rsA 707
L— 2R LET, £V —E R 7077 A 77 L— NI EnableCDP R U ¥ —%3#
ALET,

1RV DY —E AT T T 7 A NNEHEHLTWAES (DFD, £V — =2l EH O —
ERA T 77 ANVEFEHLTCNDIEHE) | TXTOY—ERT7 077 AU ZBEIL, T
T vNIC T EnableCDP R U > —ZHNITHMLERH Y 9,

Cisco UCSM DFEAMZ DWW TiL, [CiscoUCSM % v hU—Z7EHH A4 K] #2RLTLEE
AN
JIL—EFIP7 FLADERTE

IP 7 KL A% vCenter (21BN AHiIZ, CiscoNexus Z v 2R — RKTRILIP 7 FLAZFRE
THULERHD T,

Cisco Nexus # v ¥ =R — R CT/l— hEHRTET DL, WOFIEEZFEITLET,

B FREAVISRESIFYIR—v


https://www.cisco.com/c/en/us/td/docs/unified_computing/ucs/ucs-manager/GUI-User-Guides/Network-Mgmt/4-0/b_UCSM_Network_Mgmt_Guide_4_0.html

| BEAVIS5RS59F v vx—Cy

ATy T

ATy T2

ATvT3

ATvT4

vCenter D A[tR{LDEMN .

FIE

[1 275X M52 F ¥ (nfrastructure) 1>[2 5 XS FXE (Cluster Configuration) ] % %R
Li‘a—o

[£#% (General) ] ¥ 7®[JL— b (Routes) |7 — KT, [#R&E (Edit) |71 =2>%227 U v7 L
e

[JL— bk (Routes) 17V 1 v RUNRRRINET,

IP7 RLAZRET DT, [BEARY FT—2 JL— bDEM (Add Management Network
Routes) 127 Vv 7 L, MERIPT FLAZANLT, [Fxv¥ (check) | 7 A a2 %7
Vw27 LET,

[frfF (Save) 1227 U v 27 LET,

N— RREIX, D2 5Dy F VAL TEHINET,

1L 77V =y ar—n"—=Th% vCenter DG, B ITEHR v bV — 7 ik TREA
BT,
2. vCenter [IZE > TEELEND ESXi —/3—& | K8s A ¥ A& L AX> OpenStack 1 ' A&

AERARNTERT AF LY —R—F, 777 VI xy NU—J I CHEERSINET,
Lo T, ENBIFT—# 3y NU—7 %4 L CEIERFETT,

vCenter M AI{R1E DB

ATy I

[RIEHGEE (Virtual Management) 1> [{REA VISR LSV F v TR2—2+ (Virtual
Infrastructure Manager) 1 IZFRSN 5 [P 3> (Actions) | A==a—D RKayFxy
UART, SFZERT 7V a v B2FITTEET,

FIg

[72 3> (Actions) J[4 Y RE U AMEM (Add Instance) ] ##IR L £,
[41 V> RB AMEM (Add Instance) 7 1 > RURFRENET,
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. vCenter DA {RIEDEM

ATvT2

ATvT3

ATv74

ATy TH

ATvT6

REAVISAS9Fr 22— x |

Add Instance X

Select Type

vCenter

Virtual Center Server IP Address or Domain*

Username*

administrator@vsphere.local

Password*

---------

[Z A 7 DR (Select Type) | Ky 77X U MH)vb [vCenter] Z 8RR L £,
MERIPT RLVAEFIZRAAL A/ ENRAT = REZNEND T 4 —/L RIZANLET,

[Add| %27 Vv o7 L&D,

BIE iz vCenter 7 7 A X 1%, REA VI START I F ¥ 71—+ (Virtual Infrastructure
Manager) 1V 4~ R TRRTE £,

A VAR AERET BITIE. ME 2 vCenter Z IR LT, [F72 L3> (Actions) [>[1 VR
2 U ZAMFRE (EditInstance) ] #3INL T, [{R%FE (Save) |27V v 7 LET,

BIRE D vCenter 7 7 AKX D/INAT — R&ET v 7T — ML, AT —X A% [FEx5) £z
I EERISAL ) (AR TEET,

GE) EHEHRBAARAT =X ZADvCenter 7 7 A X DIGE, X v aih— KThARe YL vCenter
7T AL DFEMEFRRTEEE A,

1 DLl EdD vCenter 7 7 A & ZHIBRT 2121, 272 vCenter Z1EIR L, [F9 23 > (Actions) ]
>[4 R ZADHIER (Delete Instance(s)) ] #E3R L C, [EEDOHEEE (Confirm changes) ]
Vw7 LET,

(6=3)) I IABEHIRT D&, TRTOT—FZDHIBRSNNET, 77 AXIX, ARV Ea—
MHHHIRSNET,
1 DLl D vCenter 7 7 A % Z a4 5 121%, #E 7 vCenter IR L T, [FH 3V
(Actions) 1> [ >R 2 > XDBEHHE (Rediscover Instance(s)) |1 # 3R L £,
R A v —UmFRINET,

B FREAVISRESIFYIR—v



| BEAVIS5RS59F v vx—Cy
Kubernetes? 5 X % .

Kubernetes” 5 X %
A\

GE)  CiscoNexus¥ v > amR— R 777 Vw7 arbha—7 ODK8s YV TAXDFy T —7 0
HALSREDRN AN o TWD Z L AR L ET,
[%5E (Settings) ]> [#REEIE (Feature Management) 1% &R L. [Kubernetes E 17

544 (Kubernetes Visualizer) 1 F = v 7R v 7 A%&ER LT, @R (Apply) 1%27
Vv 7 LET,

1B X7z Kubernetes Visualizer DFfflla 2w ¥ 2R — R CTERTEET, [F vy ah—F
(Dashboard) ]> [Kubernetes 7~ > K (Kubernetes Pods) | IZBEIL £5 >

NDFC T LLDP Z 23 51C1E, [BRFE (Settings) ]>[H—/\— (Server) ]>[E&7E
(Settings) 1>[#&H (Discovery) 1%3&IRL 3, [LLDP #FERLIzRA/NN—) VO T 4 XN

WY ZEBEMFEFTESICLET (enable/ disable neighbor link discovery using LLDP) ] =

TRy I A u BRI L ET,

\}

(GE)  LLDP X, ~X7 A ¥ /)L Kubernetes 7 7 AZIZOHEHA I NET,

c VTG AHN ) — RREEEINTWVATRTOD T 77U w7 AA v TF T LLDP BEBEER AT
HRoTWAZLEHRLET, (RAAVvFIIASNL UFLITY —T AL v TFOBRENDH Y
i‘#) o

« Kubernetes 7 7 A X T, T _XTHORT A X)L/ — RTLLDP B L SNMP #— X RNEL)
IR TS L 2R LE T,

+ Cisco UCS 73 Intel NIC 2 L TW A4, FW-LLDP 28E[K T LLDP R A X— v 7D
TESTAIZ R L7,

BIEE Intel® f —V %y har br—TF (800 BLNT700 2 U — X7 &) (THS < EIR
INTETNRNAATHEH, 77— 77 TEITSNDHLLDP=—Y = & B LET,
LLDP # N3 A%, koa<w> REHEHALET,

echo 'lldp stop' > /sys/kernel/debug/i40e/<bus.dev.fn>/command

FEDA ¥ —7 A AD bus.dev.fn Z LT 5121F, kOa~<w> REETL, ¥ —
T a2 A ZEEM T SN ID AR L ET, IDIE, DLToV I THEE RS
Tb\i—a—o

[ucsl-1nx1]# dmesg | grep enp6s0 [ 12.609679] IPv6: ADDRCONF (NETDEV UP): enp6s0:
link is not ready [ 12.612287] enic 0000:06:00.0 enp6s0: Link UP [ 12.612646] IPvG6:

ADDRCONF (NETDEV_UP) : enp6s0: link is not ready [ 12.612665] IPv6:
ADDRCONF (NETDEV_CHANGE) : enp6s0: link becomes ready[ucsl-1lnx1]#
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B —rrrrLzoze

REAVISAS9Fr 22— x |

\)

GE)  LLDPHEREIX. XT AZNIT T RAE )= REHREINTNDE T 77 ) v 7 AL v F THZD

272> TWVWET, £/, R—F—F— 1" Tz AL v FITBHTIHZEHLTEET,

7T AL P ST Kubernetes 7 7 A X NEFRE SN TWA 7 7 7 ) v 7 B S =85
A, FPRu EELLBRTLHEDIC TAAEHBETLAILERH Y £77,

LLDP O EHZIZRT A X )L~_"— 2D Kubernetes 7 7 A X W ENzHE6,. hARaPZEL
SERRTAEDIIART AA NG TAZEZHBRHBTALERHY £9°,

BWEDA v H—T A AD busdev.fn Z FOF5I121F, RO~ FEFEITL, AV Z—T =
A AZEEAMT SN ID ZFIR L E T, IDIE. U ROV 7V TR SN T E
-éAO

)

G¥) VM X—RZ® Kubernetes 7 7 A ¥ g £ 721317 T 2856, &I, mHShD

Kubernetes 7 7 AX AR A T 5 VM ZEH L TWAD vCenter 7 7 AX AR — K35
VENH Y £4, 2N E . Kubernetes 7 7 A X O N LKL £7,

IL—FIP7 FLADETE

&M

ATvT2

ATvT3

ATy T4

Kubernetes 77 7 A X2 1P 7 F L A %3BII3 5 HEiIZ, Cisco Nexus Dashboard TR U IP 7 F L &
ERETDHLENDY F7,

Cisco Nexus # v ¥ =R — R C/l— M EFRET DL, WOFIEEFITLET,

FIE

[1 > T353R MZYF+ (Infrastructure) 1>[2 5 X2 E&TE (Cluster Configuration) ] %8R
LET,

[£#% (General) 1% 7 ®[JL— bk (Routes) 17— KT, [#w&E (Edit) | 7142227V v7 L
\iﬁqo

[JL—F (Routes) 1V 14 > RUMBRINET,

IP7 RLRZRET HIZIL, [EERY FT—5 JL— b®DiEM (Add Management Network
Routes) 1227 Vw27 L, L RIPT RLAZANLT, [Fxwvy (check) 17 A2 %7
Vw7 LET,

[fR7F (Save) |27 U w7 LET,

B FREAVISRESIFYIR—v



| BEAVIS5RS59F v vx—Cy
Kubernetes 7 5 X 2 MiB N .

Kubernetes 7 5 X 2 MiE/0

[MRFEHGEE (Virtual Management) 1> [{REBA VISR RS0 F v vR2—2+ (Virtual
Infrastructure Manager) JIZERSND[FY¥a> (Actions) | A==2—D Ruy 7 Xxo Y
ARNT, SFSERT 7V a v EETTEET,

)

GE) A—PFECHUCIPT FLAEZBREL TS LE2MRLET, L—FIPT FLRADH
El 2L TLEEN,

FIE

ATy 1 [FUI 3> (Actions) >[4V ARBZVADEM (Add Instance) 1% ER L £,
[41 2R 2ZMEM (Add Instance) ] 7 1 >~ RUBRERINET,

ATw T2 [H#ATOER (SelectType) | K7 Z 7Y 2 k)i [Kubernetes 7 7 A X ] 3R L £,

ATy F3  W#YRT 4 — LV RIZ[UFREIPT FLR (Cluster IPaddress) ], [2—#H—4% (Username) ]
ZANTTLET,

ATv 74 [CSR®DEE (FetchCSR) 1 %7 VY w7 LT, Kubemetes V27 7 A% 77V r— a0
HRFAEEA ER (CSR) Z#HUSG L ET,

GE) ZOFXTvaviEk, BN TAZIPT RL AR a——£ %2 ANS19 5 F TEMZ
o TWVWET,

%Lﬁ%i%ﬁ%bfw&wﬁAV®%~KBR@WG(&mMBm]%E%LT<EéwO

HEh7e it EN T TICH A1, CSR #ET 548 IH 0 FH A,

[CSR DX 71— K (Download CSR) %7 U w7 LEd, GEBHEDFEMI. 4127 bV
N D <username>.csr IZPRTFE S 31 E T, CSRDNE % 7 7 A /b kubereader.csr (2R D 15 £ 97,
Z ZC. kubereader {%, Kubernetes |Z¥E5i9 2 AP1 7 54 7> hO2—H—4 T,

CSR 7 7 A WA 134 HHl <<username> > 2669 LB H Y 97,

GE)  FEBAEII Kubernetes 7 7 A ¥ CTAER SN D72, FEAEZ AT 5 1213 Kubernetes &
BEHERR N BT,

fHE3cE (13 5—) S L CGEWIE genk8elientcert.sh £k L £,

XFw 5 Kubernetes 7 7 AXar bua—7 /) —RKica /A LET,
FERAEZ AT D2, EHEEMHERNSSLETT,

AT w76  genk8clientcert.sh & kubereader.csr # NDFC ¥—/X—®D 77> 5 Kubernetes 7 7 A X 12 f 1 —
7/ —Ricav—L%T,

fvne 1y B 7 2 RN—Z b BIEZFT LT, 3N TOXFERELS at—shd XL
gi‘d‘o
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REAVISAS9Fr 22— x |

. Kubernetes ¥ 5 X 2 MiEMN

ATy T17

ATvT8

ATvT9

ATy 710

ATy 7N

AT T12

genk8sclientcert.sh A7 U 7 K& L C, =—H%—4® CSR Z4 kL £7°,
(k8s-root)# ./genk8sclientcert.sh kubereader 10.x.x.x = Z T,
» kubereader (%, Kubernetes (2824595 AP1 7 7 A4 7> hDO2—W—4 T3, (FIE3 TE
#) o

* 10.x.x.x |Z NDFC —/X—D P 7 KL A TY,

[ CBATIZ 2 2O LWGEENER S E T,
* k8s_cluster ca.crt
* username_dcnm-IP.crt
f : kubereader 10.xxxcrt (Z Z T, kubereader | —H#—4 T, 10xxx [XNDFCIP 7 K
L ATY)

denm (root) # cat k8s cluster ca.crt

cat A~ RZFEH LT, 2D 22007 7 A HAEAELFIH L 4,

dcnm (root) # cat kubereader 10.x.x.x.crt
dcnm (root) # cat k8s_cluster ca.crt

Cisco NDFC (Z Kubernetes 7 7 A X BT 52 —H—|Z, 26D 2 SOFEHELZIRME L F
j‘o

kubereader_10.x.x.x.crt DN % [V T4 7 > FEEBAE (Client Certificate) 17 ¢+ —/L FiZa ' —
L%,

G¥) lvic #y h 7> K= b #EEZFEITL T, T RTOXFENRELL av¥—ENn5d
rXolcLET,

k8s_cluster_ca.crt DINE %A [V T4 7 > hiEBAE (ClientCertificate) 127 714 7 MiEE T ¢ —
JLRizar—L%d,

G¥) vic # v F 72 K= b BEZFEITL T, TRTOXFNELLL av¥—&ENn5d
rkolcLET,

[Add] &2 Vv 7 LET,

BN S 4172 Kubernetes 7 7 2 Z 1%, REBA VIS XA RS9 F ¥ vx2—T v (Virtual
Infrastructure Manager) 1 7 1 > RU TE/RTE £,

GE) HyvaR—ReEMReYY 02 R T, B &7z Kubernetes 7 7 A X Ot & 2
IRTEET, [FvPafR—F (Dashboard) ]>[Kubernetes 7R K (Kubernetes
Pods) JIZFB#Eh L £7°,

Kubernetes 7 7 A ¥ Z e 3 HI2I%, MR T AZZEFIRL, [7P 3> (Actions) 1> [(
VRBUADRE (Edit Instance) &L, [fWfE (Bdit) 127V v 7 LA EOICAEE
LET, 77AFE 7747 FOGEHZFELEH TE £9, Kubernetes 7 7 A X OEHLAT —

B FREAVISRESIFYIR—v



| BEAVIS5RS59F v vx—Cy
OpenStack 7 5 X % .

RAZBRTHZL b TEET, BT X AOFEHEZERLI-BEE. iFHEINEH £
A,
GE) FEEBEAT—HX ADkubemetes 7 T A X DL X v 2R— KT hRa Y & Kubernetes
I T AR DFEMER R TEERA,

ATv 713 [RTE (Save) 127V v/ LTERNRERGET D0, =X [Fv >0 (Cancel) 1 %7
Vo LTEBRNEZRVIELET,
ATv 714 1 2L LD Kubernetes 7 7 A X ZHIBRT 21013, BERI TAXEZRRL, [THP3Y
(Actions) ]>[4 A& U ZADHIBR (Delete Instance(s)) JDNEIZEN L Tr 7 A% #HIFRL £
e
(6=3)) I IAREHIGRT D&, TRTOT—2DBHIRSNET, 77 AXIX, ARV Ea—
NHHHIBRSIVET,

ATy 715 [HEER (Confirm) 1% 2V v/ LCTZ 7 AXEHIRLET,

ATvF16  1OLL LD Kubernetes 7 7 A ¥ % FffHi§ 5 121%, X272 Kubernetes 7 7 A X ZRIRL | [ 4
a2 (Actions) ]>[4 > RE o ADOBE (Rediscover Instance(s)) (DNAIZEN L 9,

B A v B —UNFRINET,

OpenStack 7 5 X &
Y

GE) L, MNexus ¥y vadrh—R 777 Vw7 avyiog—7, JY—21202a] OF L
Ba—fEETT, 7Ry T v TOH, X—HffiL L Tv—7 I O¥REEfF
HT A2 2BED LET, EBHBEETINLO T A —F ¥ E2FHLRZNWTLEEW,

\}

GE) * CiscoNexus ¥ v ¥ a—R— K 777V v 7 2 hra—7® Openstack 7 7 A X D
X b U — 7 AHMEEEE NN > TS Z & MR L £, [RE (Settings) ]
> [#EEEE (Feature Management) ] #3i#{ L, [Openstack EL a7 54 Y
(Openstack Visualizer) | F = v 7R v 7 A%A 2 LT, [EA (Apply) 127V v
7 LET,

« openstack 7 7 A X ZiBINT 5 121%, vCenter 7 7 A # % 721 Kubernetes 7 7 A % ¥ HE
EHINCT HLERH Y E7,

« NDFC T LLDP ZA%NZ 4 5121, [Web UI] 23R L. [EXTE (Settings) ]>[H—/\—&
iE (ServerSettings) ]>[#H (Discovery) 1% SR LE3, [LLDP #FEARA LR /\—1)
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B —rrrrizons

JILI—KIPT7 K

ATy T

ATy T2

ATvT3

ATy T4

REAVISAS9Fr 22— x |

DOTARANYEZEMELIEEMLET (enable/disable neighbor link discovery using
LLDP) 1T =y 7Ry 7 A &@RIRLET,

OpenStack 7 7 A X T, ?«T@m?%&»/~hTLuw%~tx#ﬁﬂ o TWND
L HEMERLE T, LLDPHEREIX, _XT A XNV T T AX ) — KRR EN WAL 777U
I AL v FTHEMNZ>TWET, o, R—F—F = Uz AL v FITERTDH &
HTEET,

Intel® f —H x> bar br—F TS BRSNTZT S0 2 (1 2 800 35 LT 700 >
J—2X) 122\ TIE, 77 —AY =7 TI{TSI4 5 Link Layer Discovery Protocol (LLDP)
TV FEENCLET, AL EE2ITHITE, ROavwr FEEHLET,

# echo 'lldp stop'>/sys/kernel/debug/i40e/bus.dev. fn/command

BEDA X —T A AD busdevfn 2 7o 212id, RDa~<w REFEITL, A F—
7oA AZBEEMTONZID ZERLET, IDIF. UTFTOHHTHRAFR RSN THE
ﬁqo

# dmesg | grep eth0

[ 8.269557] enic 0000:6a:00.0 eno5: renamed from ethO

[ 8.436639] 140e 0000:18:00.0 ethO: NIC Link is Up, 40 Gbps Full Duplex, Flow Control:
None

[ 10.968240] 1i40e 0000:18:00.0 enslf0: renamed from ethO

[ 11.498491] ixgbe 0000:01:00.1 eno2: renamed from ethO

=1 =
L A DEE
Openstack £ 27 7 A HIZIP 7 KL 2 & BT I, Cisco Nexus ¥ v & =R — R TR U
IP7 RUAZRET DLENDY £,
Cisco Nexus % v ¥ 2 AR — R T/l— M aARET DI2T. WOFIREFATLET,

FIE

[1>23 X539 F+ (nfrastructure) 1>[2 3 A% E&E (Cluster Configuration) ] % 341
LET,

[£f% (General) 1% 7®[JL— bt (Routes) 17— KT, [#RE (Edit) |71 2>%227 Vv L
£

[JL— bt (Routes) 1V 4 v RUBRRINET,

IP7 RLAZRETHIZNE, [BERY FT—5 JL— FDEM (Add Management Network
Routes) 1 &7 U w27 L, B RIPT RLAZANLT, [Fx vy (check) | 7 A= %7
Vo2 LET,

[fRTF (Save) 1227 U w7 LET,

B REACVISRESOF v HR—



| BEAVIS5RS59F v vx—Cy
OpenStack 5 2 4 T AMOP T > K1 > to&E [

OpenStack 7 S X2 THO AMQP T KR4 > FDHRTE

« RabbitMQ i#%1 (oslo.messaging) /N AFKEIL, OpenStack 7 7 AX TE T T HLENRH Y
iﬁ‘o

OpenStackNovah —E A TLLFOREEHE ZITNE T, NTA—FEEZRD K HITE Z#
ZET, Novatlipl” 7 A WITIROARIZH Y 7,

/etc/nova/nova.conf

[notifications]

notify on state change=vm and task state
default level=INFO

notification format=both

[oslo messaging notifications]

driver = messagingv2

transport url=rabbit://guest:guest@X.X.X.X:5672/
topics=notifications

retry=-1
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#!/usr/bin/bash

FHEFHFHH AR R R R R R
# Title: Script to provision the client CSR and generat the #
# the client SSL certificate. #
FHEFHFHH AR R R R

# Create CSR resource template.
function create csr_resource() {
K8SUSER=51
DCNM=$2
FILE:${K88USER}_${DCNM}_csr_res.yaml
echo "
apiVersion: certificates.k8s.io/vl
kind: CertificateSigningRequest
metadata:
name: ${K8SUSER} ${DCNM}csr
spec:
groups:
- system:authenticated
request: ${BASE64 CSR}
signerName: kubernetes.io/kube-apiserver-client
usages:
- digital signature
- key encipherment
- client auth"™ > SFILE

# Create CLUSTER ROLE resource template

function create cluster role() {
K8SUSER=$1
DCNM=$2
FILE=S{K8SUSER}_ ${DCNM} cluster role res.yaml
echo "

kind: ClusterRole

apiVersion: rbac.authorization.k8s.io/vl

metadata:
name: clustrole ${K8SUSER} ${DCNM}

rules:

- apiGroups: [\"\"]
resources: ["nodes", "namespaces", "pods", "services"]
verbs: ["get", "list", "watch"]" > SFILE

# Create CLUSTER ROLE BINDING template
function create cluster role binding() {
K8SUSER=51
DCNM=$2
FILE=S{K8SUSER}_ ${DCNM} cluster rolebinding res.yaml
echo "
kind: ClusterRoleBinding
apiVersion: rbac.authorization.k8s.io/vl
metadata:
name: clustrolebind ${K8SUSER} ${DCNM}
roleRef:
kind: ClusterRole
name: clustrole ${K8SUSER} ${DCNM}
apiGroup: rbac.authorization.k8s.io
subjects:
- kind: User
name: ${K8SUSER}
apiGroup: rbac.authorization.k8s.io"™ > S$FILE

function valid ip() {
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local 1ip=$1
local stat=1

if [[ $ip =~ "[0-91{1,3}\.[0-9]1{1,3}\.[0-91{1,3}\.[0-9]1{1,3}$ 1]1; then
OIFS=$IFS
IFS="."
ip=($ip)
IFS=$0IFS
[[ ${ip[0]} -le 255 && ${ip[l]} -le 255 \
&& S${ip[2]} -le 255 && S${ip[3]} -le 255 1]
stat=$?
fi

return $stat

# Start of the script

if [ "$#" -ne 2 ]; then
echo "Please provide the username and IP of the DCNM"
echo
exit 1

else

# Check if user have required K8s privileges

LINUX USER=$ (whoami)

K8S_CONF_PATH=""

echo

echo "Hello ${LINUX USER}! I am going to help you generate K8s cluster CA and K8s
client certificate."

if [ ${LINUX USER} == "root" ] ; then
# You are root
if [ ! -=d "/root/.kube" ] ; then
echo

echo "Directory /root/.kube does not exists."
echo "User S${LINUX USER} does not have required K8s privileges"
echo "Please make sure you are logged into K8s cluster's master node"

echo
exit 1
else
K8S CONF PATH=/${LINUX USER}/.kube/config
fi
else
# You are not root
if [ ! -d "/home/${LINUX USER}/.kube" ] ; then
echo

echo "Directory /home/${LINUX USER}/.kube does not exists."
echo "User ${LINUX USER} does not have required K8s privileges"
echo "Please make sure you are logged into K8s cluster's master node"
echo
exit 1

else
K8S_CONF_PATH=/home/${LINUX_ USER}/.kube/config

fi

fi

# Check if K8s config file exist
if [ ! -f ${K8S_CONF PATH} ]; then
echo
echo "${K8S_ CONF_ PATH} file does not exist"
echo "K8s CA certificate can not be exported"
echo "Please make sure you are logged into K8s cluster's master node"
echo
exit 1
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K8SUSER=S1
DCNM=$2
K8S CA CRT="k8s cluster ca.crt"

# Validate the IP address
if valid ip $DCNM; then

echo -e
else
echo "${2} is not a valid IP address"
echo
exit 1

fi

# Validate the CSR file format
if [ ${K8SUSER: -4} == ".csr" ]; then
K8SUSER=$ {K8SUSER%.csr}

fi
if [ ! -f "./${K8SUSER}.csr" ]; then
echo
echo "./${K8SUSER}.csr does not exist"
echo "CSR file is required for creation of client certificate"
echo
exit 1
fi

echo "Generating certificate for ${K8SUSER} for DCNM ${DCNM}"
echo

# Encoding the .csr file in base64
export BASE64 CSR=$ (cat ./${K8SUSER}.csr | tr -d '\n')

# Create the CSR resource in K8s cluster
create csr resource SK8SUSER SDCNM

# Delete if the CSR resource already exist. We need a fresh one.
kubectl delete csr ${K8SUSER} ${DCNM}csr &> /dev/null
status=$?
if test $status -eq O
then
echo "./${K8SUSER} ${DCNM}csr CSR resource already exist, removing it"
else
echo "./${K8SUSER} ${DCNM}csr CSR resource does not exist, creating it"

fi

# Create the CertificateSigninRequest resource
kubectl apply -f ${K8SUSER} ${DCNM} csr res.yaml

# Check the status of the newly created CSR
kubectl get csr

# Approve this CSR

echo "Approving the CSR"

kubectl certificate approve ${K8SUSER} ${DCNM}csr
# Check the status of the newly created CSR
kubectl get csr

# Create role resource definition

kubectl delete clusterrole clustrole ${K8SUSER} ${DCNM} &> /dev/null
create cluster role SK8SUSER SDCNM

kubectl apply -f ${K8SUSER} ${DCNM} cluster role res.yaml
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# Create role binding definition

kubectl delete clusterrolebinding clustrolebind ${K8SUSER} ${DCNM} &> /dev/null
create cluster role binding $SK8SUSER S$DCNM

kubectl apply -f ${K8SUSER} ${DCNM} cluster rolebinding res.yaml

# Extract the client certificate
echo "Extracting the user SSL certificate”

kubectl get csr ${K8SUSER} ${DCNM}csr -o jsonpath='{.status.certificate}' >
${K8SUSER} ${DCNM}.crt
echo "" >> ${K8SUSER} S${DCNM}.crt

# Export the K8s cluster CA cert

if [ -f ${K8S CONF PATH} ]; then
echo "Exporting K8s CA certificate"
cat ${K8S_CONF_PATH} | grep certificate-authority-data | awk -F ' ' '{print $2}'
> ${K8S_CA_CRT}
fi
echo
echo "—-——-—-—-—---mm "

echo "Notes:
echo "1. The K8s CA certificate is copied into ${K8S CA CRT} file."

echo " This to be copied into \"Cluster CA\" field."

echo "2. The client certificate is copied into ${K8SUSER} S${DCNM}.crt file."
echo This to be copied into \"Client Certificate\" field."

echo "---——>---"---"--""""">"""---"-"""-""""""""""""""""""""———

echo

"

fi
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