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ATV T8 [FEF=2a U] XA UT, [TUVYD FAL U] >[TV9D FAL VR ZEBL T, [7 ENAVR KK
SITNa—TFTa4VP 47 %27 )7 LT, ROT 7 variEFTLET,
a) [y TORMDEF1 T4 RI)I—] 74—V FT, FFRLERY —28IRL, [RE1 227V >
7 LEd, TR TFHS REZE T LET,
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IR B
e TFHUNET VY AL UREESINTWET,

AT w71 configure
a7 4 ¥ a2l —varE—RICAD ET,
11 -

apicl# configure
ATv 72 FHSRY v—%2RELET,
1 -

apicl (config) # tenant coke
apicl (config-tenant) # first-hop-security

apicl (config-tenant-fhs)# security-policy poll

apicl (config-tenant-fhs-secpol) #

apicl (config-tenant-fhs-secpol) # ip-inspection-admin-status enabled-both
apicl (config-tenant-fhs-secpol) # source-guard-admin-status enabled-both
apicl (config-tenant-fhs-secpol) # router-advertisement-guard-admin-status enabled
apicl (config-tenant-fhs-secpol) # router-advertisement-guard

apicl (config-tenant-fhs-raguard) #

apicl (config-tenant-fhs-raguard) # managed-config-check

apicl (config-tenant-fhs-raguard) # managed-config-flag

apicl (config-tenant-fhs-raguard) # other-config-check

apicl (config-tenant-fhs-raguard) # other-config-flag

apicl (config-tenant-fhs-raguard) # maximum-router-preference low

apicl (config-tenant-fhs-raguard) # minimum-hop-limit 10

apicl (config-tenant-fhs-raguard) # maximum-hop-limit 100

apicl (config-tenant-fhs-raguard) # exit

apicl (config-tenant-fhs-secpol) # exit

apicl (config-tenant-fhs) # trust-control tcpoll

picl (config-tenant-fhs-trustctrl) # arp

apicl (config-tenant-fhs-trustctrl) # dhcpv4-server

apicl (config-tenant-fhs-trustctrl)# dhcpvé-server

apicl (config-tenant-fhs-trustctrl) # ipvé-router

apicl (config-tenant-fhs-trustctrl)# router-advertisement

apicl (config-tenant-fhs-trustctrl) # neighbor-discovery

apicl (config-tenant-fhs-trustctrl) # exit

apicl (config-tenant-fhs) # exit

apicl (config-tenant) # bridge-domain bdl

apicl (config-tenant-bd) # first-hop-security security-policy poll

apicl (config-tenant-bd) # exit
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apicl (config-tenant) # application apl
apicl (config-tenant-app) # epg epgl
apicl (config-tenant-app-epg) # first-hop-security trust-control tcpoll

FHS OREFZRLE T,
B -

leaf4# show fhs bt all

Legend:
TR : trusted-access UNRES : unresolved Age : Age
since creation
UNTR : untrusted-access UNDTR : undetermined-trust CRTNG : creating
UNKNW : unknown TENTV : tentative INV invalid
NDP : Neighbor Discovery Protocol STA : static-authenticated REACH : reachable
INCMP : incomplete VERFY : verify INTF Interface
TimeLeft : Remaining time since last refresh LM : lla-mac-match DHCP
dhcp-assigned
EPG-Mode:
U : unknown M : mac V : vlan I : ip
BD-VNID BD-Vlan BD-Name
15630220 3 t£0:d200
| Origin | IP | MAC | INTF | EPG(sclass) (mode) | Trust-1lvl | State |
Age | TimeLeft |
| ARP | 192.0.200.12 | DO:72:DC:A0:3D:4F | ethl/1 | epg300(49154) (V) | LM, TR | STALE |
00:04:49 | 18:08:13 |
| ARP | 172.29.205.232 | DO:72:DC:A0:3D:4F | ethl/1 | epg300(49154) (V) | LM, TR | STALE |
00:03:55 | 18:08:21 |
| ARP | 192.0.200.21 | DO:72:DC:A0:3D:4F | ethl/1 | epg300(49154) (V) | LM, TR | REACH |
00:03:36 | 00:00:02 |
| LOCAL | 192.0.200.1 | 00:22:BD:F8:19:FF | vlan3 | LOCAL(16387) (I) | STA | REACH |
04:49:41 | N/A
| LOCAL | fe80::200 | 00:22:BD:F8:19:FF | vlan3 | LOCAL(16387) (I) | STA | REACH |
04:49:40 | N/A
| LOCAL | 2001:0:0:200::1 | 00:22:BD:F8:19:FF | vlan3 | LOCAL(16387) (I) | STA | REACH |
04:49:39 | N/A

fEHEL~JUIIRD LR TT,

sTR:BHEINTVWET, =2 FRRA 2 B, BHEHEEDNAEDI/HR>TWVWD EPG LFEIN- L X

ICFTRENET,

sUNTR: R CZ EH A, =2 RARA >V bR, FBHEERENPANT/2 > TWRWEPG M H¥EE Sz &

SICFRSNET,

+ UNDTR : RE, DHCP ¥V ——T U v KAA > (BD) BUVE—HF U—7IZHVY, DHCP Y 74T
Ve —An U —TIZHADHCP YU L— FARE Y OEASICERINET, ZTORRTIE, va—hL
Y —=71%. DHCP #—/"— BD 2MZ# DHCP ZHZNZ L TWAMNE I AR L EF A,

ATYTE SESERFATLEHRAOHIL L HIERKERRLET,
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1 :

leaf4# show fhs violations all

Violation-Type:

POL policy THR address-theft-remote
ROLE role TH address-theft
INT internal

Violation-Reason:
IP-MAC-TH ip-mac-theft
anchor-collision
PRF-LVL-CHK ra-rtr-pref-level-check-fail
trust-check-fail
SRV-ROL-CHK srv-role-check-fail
local-ep-collision
MAC-TH mac-theft
ra-managed-cfg-check-fail
HOP-LMT-CHK : ra-hoplimit-check-fail
rtr-role-check-fail

TJr—R bRy TEFauT4a |

OCFG_CHK ra-other-cfg-check-fail ANC-COL

INT-ERR internal-error TRUST-CHK
ST-EP-COL static-ep-collision LCL-EP-COL

EP-LIM ep-limit-reached MCFG-CHK
MOV-COL competing-move-collision RTR-ROL-CHK

IP-TH ip-theft
EPG-Mode:
U unknown M mac \Y% vlan I ip
BD-VNID BD-Vlan BD-Name
15630220 3 t0:0d200
| Type | Last-Reason | Proto | IP | MAC
Count |
| THR | IP-TH | ARP | 192.0.200.21 | DO:72:DC:A0:3D:4F |

Table Count: 1
AT 75 FHS

1 -

swtb23-ifcl# show

RE D

Pod/Node
State

Type Family IP Address

192.0.200.1

local ipvé fe80::200

local ipvé 2001:0:0:200::1

arp ipv4 192.0.200.23

local ipv4 192.0.200.1

B o7 xRy TEFaUT4

tenant t0 bridge-domain bd200 first-hop-security

MAC Address

00:22:BD:F8:19:FF

00:22:BD:F8:19:FF

D0:72:DC:A0:02:61

00:22:BD:F8:19:FF

binding-table

Interface

vlan3

vlan3

ethl/2

vlan3

static-
authenticated

static-
authenticated

static-
authenticated

lla-mac-match
,untrusted-
access

static-

authenticated
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able
1/101 nd ipvé6 fe80::d272:dcff:feal D0:72:DC:A0:02:61 ethl/2 lla-mac-match
reach
1261 ,untrusted-
able
access
1/101 nd ipvé 2001:0:0:200::20 D0:72:DC:A0:02:61 ethl/2 lla-mac-match
stale
,untrusted-
access
1/101 nd ipvé6 2001::200:d272:dcff: DO0:72:DC:A0:02:61 ethl/2 lla-mac-match
stale
feal:261 ,untrusted-
access
1/101 local ipvé6 fe80::200 00:22:BD:F8:19:FF vlan3 static-
reach
authenticated
able
1/101 local ipvé6 2001:0:0:200::1 00:22:BD:F8:19:FF vlan3 static-
reach
authenticated
able
1/103 local ipvéd 192.0.200.1 00:22:BD:F8:19:FF vlan4 static-
reach
authenticated
able
1/103 local ipvé6 fe80::200 00:22:BD:F8:19:FF vlan4 static-
reach
authenticated
able
1/103 local ipvé6 2001:0:0:200::1 00:22:BD:F8:19:FF vlan4 static-
reach
authenticated
able
1/104 arp ipvéd 192.0.200.10 F8:72:EA:AD:C4:7C ethl/1 lla-mac-match
stale
,trusted-access
1/104 arp ipvéd 172.29.207.222 D0:72:DC:A0:3D:4C ethl/1 lla-mac-match
stale
,trusted-access
1/104 local ipvéd 192.0.200.1 00:22:BD:F8:19:FF vlan4 static-
reach
authenticated
able
1/104 nd ipvé6 feB80::fa72:eaff:fead F8:72:EA:AD:C4:7C ethl/1 lla-mac-match
stale
:cdic ,trusted-access
1/104 nd ipvé 2001:0:0:200::10 F8:72:EA:AD:C4:7C ethl/1 lla-mac-match
stale
,trusted-access
1/104 local ipvé6 fe80::200 00:22:BD:F8:19:FF vlan4 static-
reach
authenticated
able
1/104 local ipvé6 2001:0:0:200::1 00:22:BD:F8:19:FF vlan4 static-
reach
authenticated
able
Pod/Node Type IP Address Creation TS Last Refresh TS

Lease Period
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1/102 local 192.0.200.1 2017-07-20T04:22:38.000+00:00 2017-07-20T04:22:38.000+00:00
1/102 local fe80::200 2017-07-20T04:22:56.000+00:00 2017-07-20T04:22:56.000+00:00
1/102 local 2001:0:0:200::1 2017-07-20T04:22:57.000+00:00 2017-07-20T04:22:57.000+00:00
1/101 arp 192.0.200.23 2017-07-27T10:55:20.000+00:00 2017-07-27T16:07:24.000+00:00
1/101 local 192.0.200.1 2017-07-27T10:48:09.000+00:00 2017-07-27T10:48:09.000+00:00
1/101 nd fe80::d272:dcff:feal0 2017-07-27T10:52:16.000+00:00 2017-07-27T16:04:29.000+00:00
:261
1/101 nd 2001:0:0:200::20 2017-07-27T10:57:32.000+00:00 2017-07-27T16:07:24.000+00:00
1/101 nd 2001::200:d272:dcff: 2017-07-27T11:21:45.000+00:00 2017-07-27T16:07:24.000+00:00
feal0:261
1/101 local fe80::200 2017-07-27T10:48:10.000+00:00 2017-07-27T10:48:10.000+00:00
1/101 local 2001:0:0:200::1 2017-07-27T10:48:11.000+00:00 2017-07-27T10:48:11.000+00:00
1/103 local 192.0.200.1 2017-07-26T22:03:56.000+00:00 2017-07-26T22:03:56.000+00:00
1/103 local fe80::200 2017-07-26T22:03:57.000+00:00 2017-07-26T22:03:57.000+00:00
1/103 local 2001:0:0:200::1 2017-07-26T22:03:58.000+00:00 2017-07-26T22:03:58.000+00:00
1/104 arp 192.0.200.10 2017-07-27T11:21:13.000+00:00 2017-07-27T16:05:48.000+00:00
1/104 arp 172.29.207.222 2017-07-27T11:54:48.000+00:00 2017-07-27T16:06:38.000+00:00
1/104 local 192.0.200.1 2017-07-27T10:49:13.000+00:00 2017-07-27T10:49:13.000+00:00
1/104 nd fe80::fa72:eaff:fead 2017-07-27T11:21:13.000+400:00 2017-07-27T16:06:43.000+00:00
:cdc
1/104 nd 2001:0:0:200::10 2017-07-27T11:21:13.000+00:00 2017-07-27T16:06:19.000+00:00
1/104 local fe80::200 2017-07-27T10:49:14.000+00:00 2017-07-27T10:49:14.000+00:00
1/104 local 2001:0:0:200::1 2017-07-27T10:49:15.000400:00 2017-07-27T10:49:15.000+00:00

swtb23-ifcl#

swtb23-ifcl# show tenant t0 bridge-domain bd200 first-hop-security statistics arp
Pod/Node : 1/101

Request Received : 4

Request Switched : 2

Request Dropped : 2
Reply Received : 257
Reply Switched : 257
Reply Dropped : 0
Pod/Node : 1/104
Request Received : 6
Request Switched : 6
Request Dropped : 0
Reply Received : 954
Reply Switched : 954
Reply Dropped : 0

swtb23-ifcl# show tenant tO bridge-domain bd200 first-hop-security statistics dhcpvé
Pod/Node : 1/102

Discovery Received : 5

Discovery Switched
Discovery Dropped
Offer Received
Offer Switched
Offer Dropped
Request Received
Request Switched
Request Dropped
Ack Received

Ack Switched

Ack Dropped

Nack Received

Nack Switched

[eleolNeolNeoNeoNoNoloNoNoNeNe N6
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Nack Dr
Decline
Decline
Decline
Release
Release
Release

opped
Received
Switched
Dropped
Received
Switched
Dropped

Information
Information
Information

Lease
Lease
Lease
Lease
Lease
Lease
Lease
Lease
Lease
Lease
Lease

Query

Received
Switched
Dropped

Received

Query Switched

Query Dropped

Active Received
Active Switched
Active Dropped
Unassignment Received
Unassignment Switched
Unassignment Dropped
Unknown Received
Unknown Switched

O O O O O OO OO0 0O0O0O0O0O0O0O0O0O0OOLOLooL oo o

Lease Unknown Dropped
swtb23-ifcl# show tenant tO
Pod/Node

Neighbor Solicitation Received
Neighbor Solicitation Switched

Neighbo
Neighbo
Neighbo
Neighbo
Router
Router
Router
Router
Router
Router

r Solicitation Dropped
r Advertisement Received
r Advertisement Switched

r Advertiseme
Solicitation
Solicitation
Solicitation
Adv Received
Adv Switched
Adv Dropped

nt Drop
Received
Switched
Dropped

Redirect Received
Redirect Switched

Redirect Dropped

Pod/Node

Neighbor Solicitation Received
Neighbor Solicitation Switched
Neighbor Solicitation Dropped
Neighbor Advertisement Received
Neighbor Advertisement Switched
Neighbor Advertisement Drop
Router Solicitation Received
Router Solicitation Switched
Router Solicitation Dropped
Router Adv Received

Router Adv Switched

Router Adv Dropped

Redirect Received
Redirect Switched
Redirect Dropped

1/101
125
121

4

519
519

0

O O O O OO O b b

1/104
123
47

76
252
228

nx-0s cLl =&/ L 1= Fis oz ]

bridge-domain bd200 first-hop-security statistics neighbor-discovery
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FHS X 4 v FiBASHaO<v > F

ATw 71 BD O FHS #¥fERE L. EPG DEfH= Y o —/L RY o —HEAF T 5 show 2w R :
1 -

leaf4# show fhs features all

BD-VNID BD-Vlan BD-Name
15630220 4 t0:0d200
Feature Policy:
Feature Family Protocol Operational-State Options
ipinspect IPV4 ARP UP stalelifetime: 180s
ipinspect IPV4 DHCP UP -
ipinspect IPV4 LOCAL UP -
ipinspect IPV4 STATIC UP -
ipinspect IPV6 ND UP stalelifetime: 180s
ipinspect IPV6 DHCP UP -
ipinspect IPV6 LOCAL UP -
ipinspect IPV6 STATIC UP -
raguard IPV6 - UP ManagedCfgFlag: on

OtherCfgFlag: on
maxHopLimit: 15
minHopLimit: 3
routerPref: medium

Trust Policy:

Epg-id Epg-type Epg-name
49154 Ckt-Vlan epg300
Trust-Attribute Operational-State
PROTO-ARP Uup
PROTO-ND Uup
DHCPV4-SERVER Uup
DHCPV6-SERVER Uup
ROUTER Uup

AFY T2 FHS Ot X2V T 4 {R#EENT- L RRA L FOTF —F RXR—2%FK KT 5 show 2~ N :

1 -

leafl# show fhs bt

all data dhcpv4 local static
arp detailed dhcpvo nd summary

leafl# show fhs bt all

Legend:
DHCP : dhcp-assigned TR : trusted-access UNRES : unresolved
Age : Age since creation CRTNG : creating TENTV : tentative
VERFY : verify UNDTR : undetermined-trust INV : invalid
NDP : Neighbor Discovery Protocol STA : static-authenticated REACH : reachable
M : lla-mac-match UNKNW : unknown INTF : Interface
TimeLeft : Remaining time since last refresh INCMP : incomplete UNTR

untrusted-access
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ATvT3

EPG-Mode:
U unknown

BD-VNID
15630220

M mac

BD-Vlan

vlan

I

ip

BD-Name
£0:0d200

s 2 vFiBASHa v K |

| Origin | IP
State | Age

TimeLeft |

MAC

INTF | EPG(sclass) (mode) | Trust-1vl |

| ARP | 192
STALE | 00:07
| LOCAL | 192
REACH | 00:14
| NDP [
STALE |
| NDP [
STALE |
| LOCAL |
REACH |
| LOCAL |
REACH |

.0.200.23
47
.0.200.1
:58
fe80::d272:dcff:feal:261 |
00:10:51
2001:0:0:200::20
00:05:35
fe80::200
00:14:58
2001:0:0:200::1
00:14:57

00:01:33 |

N/A |

00:00:47 |

00:00:42 |

N/A |

N/A |

D0:72:

00:

DO:

DO:

00:

00:

22

72

72

22

22

DC:

:BD:

DC:

DC:

:BD:

:BD:

AQ:

F8:

AQ:

AQ:

F8:

F8:

02:61 |

19:FF |
02:61 |
02:61 |
19:FF |

19:FF |

ethl/2 | epg200(32770) (V) | LM, UNTR |

vlan3 | LOCAL(16387) (I) | STA

ethl/2 | epg200(32770) (V) | LM, UNTR |

ethl/2 | epg200(32770) (V) | LM, UNTR |

vlan3 | LOCAL(16387) (I) | STA

vlan3 | LOCAL(16387) (I) | STA

leafl# show fhs bt summary all

number
number
number
number
number
number
number
number

B
of
of
of
of
of
of
of
of

D-Name: t0:bd20
ARP entries
DHCPv4 entries
ND entries
DHCPv6 entries
Data entries
Static entries
Local entries
entries

0

Total entries across all BDs matching given filters

Total
Total
Total
Total
Total
Total
Total
Total

number
number
number
number
number
number
number
number

of
of
of
of
of
of
of
of

ARP entries
DHCPv4 entries
ND entries
DHCPv6 entries
Data entries
Static entries
Local entries
entries

FHS =Y RRA > NDEX ZFKAT D show 23~ K-

51

leafl# show fhs violations all

Violation-Type:
POL
ROLE
INT

role

Violation-Reason:

IP-MAC-TH

policy

internal

i

THR
TH

p-mac-theft

address-theft-remote
address-theft

OCFG_CHK

ra-other-cfg-check-fail ANC-COL

PR A PA SV |
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anchor-col
PRF-LVL-CHK

trust-check-fail

SRV-ROL-CHK

local-ep-col

MAC-TH
ra-managed

HOP-LMT-CHK :

rtr-role-chec
IP-TH

Trust-Level:
TR trust
INV inval
DHCP dhcp-

EPG-Mode:
U : unknown

BD-VNID
15630220

TJr—R bRy TEFauT4a |

lision

ra-rtr-pref-level-check-fail INT-ERR internal-error TRUST-CHK

srv-role-check-fail ST-EP-COL static-ep-collision LCL-EP-COL
lision

mac-theft EP-LIM ep-limit-reached MCFG-CHK
-cfg-check-fail

ra-hoplimit-check-fail MOV-COL competing-move-collision RTR-ROL-CHK

k-fail
ip-theft

UNTR
STA

UNDTR
LM

untrusted-access
static-authenticated

ed-access

id

assigned
M : mac \%

vlan I ip

BD-Vlan BD-Name
4 £0:0d200

undetermined-trust
lla-mac-match

| Type | Last-Re
EPG(sclass) (mode

Ip | MAC

Count |

ason | Proto |
) | Trust-1vl |

| Port |

| TH | IP-TH

epg300(49154) (V)
| POL | HOP-LMT
epg300(49154) (V)

| ND | 2001:0:0:200::20
| LM,UNTR | 2 |
-CHK | RD | fe80::fa72:eaff:fead:cd7c |
| LM, TR | 2 |

D0:72:DC:A0:3D:4F |

F8:72:EA:AD:C4:7C |

ethl/1 |

ethl/1 |

Table Count: 2
ATvTAa
{1

leafl# show fhs
all arp
leaf4# show fhs

BD-VNID
15630220

FHS =2 b —)L Ny NEEED T X B FRIRT D show 2~ R .

counters
dhcpv4 dhcpvé
counters all

nd

BD-Name
4 t0:bd200

| Arp Request
| Arp Reply

Dhcpv4
Dhcpv4
Dhcpv4
Dhcpv4
Dhcpv4
Dhcpv4
Dhcpv4
Dhcpv4
Dhcpv4
Dhcpv4
Dhcpv4
Dhcpv4

Ack
Decline
Discove
Inform
Leaseac
Leasequ
Leaseun
Leaseun
Nack
Offer
Release
Request

r

tive

ery
assigned
known

Adverti
Confirm
Decline

se | 01

B o7 xRy TEFaUT4
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ATvTH

ATvT6

Informationreq
Rebind
Reconfigure
Relayforw
Relayreply
Release

Renew

Reply

Request
Solicit

O O O OO OO oo o

Redirect

|
|
Ra
|
Rs

s 2 vFiBASHa v K |

O O O OO OO oo o
O O O OO OO oo o

NxOS AEUMNLFHS DX a2 VT RSN RARA V FOT—F R—2 %2 FRLET,

51

leafl# vsh -c 'show system internal fhs bt'

Binding Table has 7 entries, 4 dynamic
Codes:

L - Local

DH4 - IPv4 DHCP

S - Static
DH6 - IPv6 DHCP

ND - Neighbor Discovery
PKT - Other Packet

Preflevel flags (prlvl):

0001: MAC and LLA match 0002: Orig trunk 0004:
0008: Orig trusted trunk 0010: Orig trusted access 0020:
0040: Cga authenticated 0080: Cert authenticated 0100:
EPG types:

V - Vlan Based EPG M - MAC Based EPG I - IP Based

ARP - Address Resolution Protocol
API - API created

Orig access
DHCP assigned
Statically assigned

EPG

| Code | Network Layer Address | Link Layer Address | Interface | Vlian |
Epg | prlvl | Age | State | Time left

| ARP | 172.29.207.222 | d0:72:dc:a0:3d:4c | Ethl/1 | 4
0x40000c002 (V) | 0011 | 29 s | STALE | 157 s

| L | 192.0.200.1 | 00:22:bd:£f8:19:ff | Vlan4 | 4 |
0x400004003 (I) | 0100 | 55 mn | REACHABLE |

| ARP | 192.0.200.10 | f8:72:ea:ad:cd4:7c | Ethl/1 | 4
0x40000c002 (V) | 0011 | 156 s | STALE | 30 s

| L | 2001:0:0:200::1 | 00:22:bd:£f8:19:ff | Vlan4 | 4
0x400004003 (I) | 0100 | 55 mn | REACHABLE |

| ND | 2001:0:0:200::10 | f8:72:ea:ad:cd4:7c | Ethl/1 | 4
0x40000c002 (V) | 0011 | 143 s | STALE | 47 s

| L | £e80::200 | 00:22:bd:£f8:19:ff | Vlan4 | 4 |
0x400004003 (I) | 0100 | 55 mn | REACHABLE |

| ND | fe80::fa72:eaff:fead:c4d’c | f8:72:ea:ad:cd4:7c | Ethl/1 | 4 |
0x40000c002 (V) | 0011 | 176 s | STALE | 11 s

NX-OS FHS 72t AN A E U H 5 FHS MERED R EL TR LF T,

&1

leafd# vsh -c 'show system internal fhs pol'

TJ7—RbRyT2F2) T+«
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ATy IT1

ATvT8

ATvT9

Target Type Policy Feature Target-Range Sub-Feature

epg 0x40000c002 EPG epg 0x40000c002 Trustctrl vlian 4 Device-Roles: DHCPv4-Server,

DHCPv6-Server, Router
Protocols: ARP ND

vlan 4 VLAN vlan 4 IP inspect vlan all Protocols: ARP, DHCPv4, ND,
DHCPvVG,
vlan 4 VLAN vlan 4 RA guard vlan all Min-HL:3, Max-HL:15,

M-Config-flag:Enable, On
O-Config-flag:Enable,On,
Router-Pref:medium

NX-OS £ HT —H X—ZANL FHS O X2 V7 RSNV RRA V bDOT —FRXR—RA % FRr L E

‘a—o
51

leafl# vsh -c 'show system internal fhs sdb bt'

Preflevel flags (preflvl):

0001: MAC and LLA match 0002: Orig trunk 0004: Orig access

0008: Orig trusted trunk 0010: Orig trusted access 0020: DHCP assigned

0040: Cga authenticated 0080: Cert authenticated 0100: Statically assigned
Origin Zone ID L3 Address MAC Address VLAN ID EPG
ID If-name Preflvl State

ARP 0x4 172.29.207.222 d0:72:dc:a0:3d:4c 4
0x40000c002 Ethl/1 0011 STALE

L 0x4 192.0.200.1 00:22:bd:£8:19:ff 4
0x400004003 Vlan4 0100 REACHABLE

ARP 0x4 192.0.200.10 f8:72:ea:ad:c4:7c 4
0x40000c002 Ethl/1 0011 REACHABLE

L 0x4 2001:0:0:200::1 00:22:bd:£8:19:ff 4
0x400004003 Vlan4 0100 REACHABLE

ND 0x4 2001:0:0:200::10 £f8:72:ea:ad:c4:7c 4
0x40000c002 Ethl/1 0011 STALE

L 0x80000004 fe80::200 00:22:bd:£8:19:ff 4
0x400004003 Vlan4 0100 REACHABLE

ND 0x80000004 fe80::fa72:eaff:fead:cd’c £f8:72:ea:ad:c4:7c 4
0x40000c002 Ethl/1 0011 STALE

NxOS 557 —# _X—2 935 FHS BREOR EX Fon LE T,

i

leafl# vsh -c 'show system internal fhs sdb pol'

Policies:

IP inspect Vlan 4 Protocols:ARP DHCPv4 ND DHCPv6

RA guard Vlan 4 Min-HL:3 Max-HL:15 M-Config-Flag:enable,on
O-Config-Flag:enable,on Router-Pref:medium

Trustctrl Epg 0x40000c002 Vlan:4

Device-Roles:DHCPv4-Server DHCPv6-Server Router
Protocols:ARP ND

X2 VT4 REINET A RXR—A T RAKRA b= b ZHET S show 22 K
1 -

leafl$# vsh -c 'clear system internal fhs bt ipv4 172.29.207.222"'
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REST APl %% L < apic w T FHS 0z [

REST APl Z{& /A L T apic N T FHS D% E

s BRI
T T U MBROT Y vY RAL VTREL TEBLMLERH Y £7,

FHS & EHEHIEAR Y > — 2R ELET,
B -

<polUni>
<fvTenant name="Coke">
<fhsBDPol name="bdpol5" ipInspectAdminSt="enabled-ipv6" srcGuardAdminSt="enabled-both"
raGuardAdminSt="enabled" status="">
<fhsRaGuardPol name="raguard5" managedConfigCheck="true" managedConfigFlag="true"
otherConfigCheck="true" otherConfigFlag="true" maxRouterPref="medium" minHopLimit="3" maxHopLimit="15"
status=""/>
</fhsBDPol>
<fvBD name="bd3">
<fvRsBDToFhs tnFhsBDPolName="bdpol5" status=""/>
</fvBD>
</fvTenant>
</polUni>

<polUni>
<fvTenant name="Coke">
<fhsTrustCtrlPol name="trustctrl5" hasDhcpv4Server="true" hasDhcpvé6Server="true"
hasIpv6Router="true" trustRa="true" trustArp="true" trustNd="true" />
<fvAp name="wwwCokecom3">
<fvAEPg name="test966">
<fvRsTrustCtrl tnFhsTrustCtrlPolName="trustctrl5" status=""/>
</fvAEPg>
</fvAp>
</fvTenant>
</polUni>
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