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# configure copp Leaf Profile

apicl (config) # policy-map type control-plane-leaf leafProfile
apicl (config-pmap-copp-leaf) # profile-type custom

apicl (config-pmap-copp-leaf) # set arpRate 786

# create a policy group to be applied on leaves

apicl (config) # template leaf-policy-group coppForLeaves
apicl (config-leaf-policy-group) # copp-aggr leafProfile
apicl (config-leaf-policy-group) # exit

# apply the leaves policy group on leaves

apicl (config) # leaf-profile applyCopp

apicl (config-leaf-profile)# leaf-group applyCopp

apicl (config-leaf-group) # leaf 101-102

apicl (config-leaf-group) # leaf-policy-group coppForLeaves

CoPP ANXA a7 7 A NVERELET,
B -

# configure copp Spine Profile

apicl (config) # policy-map type control-plane-spine spineProfile
apicl (config-pmap-copp-spine) # profile-type custom

apicl (config-pmap-copp-spine) # set arpRate 786

# create a policy group to be applied on spines

apicl (config) # template leaf-policy-group coppForSpines
apicl (config-spine-policy-group) # copp-aggr spineProfile
apicl (config-spine-policy-group) # exit

# apply the spine policy group on spines

apicl (config) # spine-profile applyCopp

apicl (config-spine-profile)# spine-group applyCopp

apicl (config-spine-group) # spine 201-202

apicl (config-spine-group) # spine-policy-group coppForSpines

REST APl Z{&F L = CoPP D% E

ATvT1

CoPPV—7 a7 7 A NEHRELET,

i -
<!-- api/node/mo/uni/.xml -->
<infralInfra>

<coppLeafProfile type="custom" name="mycustom">
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-—>
<coppLeafGenlCustomValues bgpBurst="150" bgpRate="300"/>
</coppLeafProfile>
<infraNodeP name="leafCopp">
<infralLeafS name="leafs" type="range">
<infraNodeBlk name="leafl" from ="101" to ="101"/>
<infraNodeBlk name="leaf3" from ="103" to ="103"/>
<infraRsAccNodePGrp tDn="uni/infra/funcprof/accnodepgrp-myLeafCopp"/>
</infraLeafS>
</infraNodeP>
<infraFuncP>
<infraAccNodePGrp name="myLeafCopp">
<infraRsLeafCoppProfile tnCopplLeafProfileName="mycustom"/> <!-- bind copp leaf policy to
leaf </infraAccNodePGrp> profile -->
</infraFuncP>
</infralInfra>

ATV T2 CoPP A A a7 7 A NVERTELET,

i :
<!-- api/node/mo/uni/.xml -->
<infralInfra>
<coppSpineProfile type="custom" name="mycustomSpine"> <!-- define copp leaf profile
-—>

<coppSpineGenlCustomValues bgpBurst="150" bgpRate="300"/>
</coppSpineProfile>
<infraSpineP name="spineCopp">
<infraSpineS name="spines" type="range">
<infraNodeBlk name="spinel" from ="104" to ="104"/>
<infraRsSpineAccNodePGrp tDn="uni/infra/funcprof/spaccnodepgrp-mySpineCopp"/>
</infraSpineS>
</infraSpineP>
<infraFuncpP>
<infraSpineAccNodePGrp name="mySpineCopp">
<infraRsSpineCoppProfile tnCoppSpineProfileName="mycustomSpine"/> <!-- bind copp spine policy
to
</infraSpineAccNodePGrp> spine profile -->
</infraFuncP>
</infralInfra>
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(config) # policy-map type control-plane-if <name>
(config-pmap-copp) # protocol bgp bps <value>
(config-pmap-copp) # protocol ospf bps <value>

V—TDAf v H—Txf ATHEEBHLET,
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1 :

(config)# leaf 101
(config-leaf)# int eth 1/10
(config-leaf-if)# service-policy type control-plane-if output<name>

RESTAPIZ{ER$ 4570 FaLTEDA A —T 4 X&HT=Y) DCoPP
DERTE

T hanIiiiA v —T 2 A AHT2D D CoPP ZRELET,
B -

<polUni>
<infralInfra>
<infraNodeP name="default">
<infralLeafS name="default" type="range">
<infraNodeBlk name="default" to ="101" from ="101"/>
</infraLeafS>
<infraRsAccPortP tDn="uni/infra/accportprof-default"/>
</infraNodeP>
<infraAccPortP name="default">
<infraHPortS name="regularPorts" type="range">
<infraPortBlk name="blkl" toPort="7" fromPort="1" toCard="1" fromCard="1"/>

<infraRsAccBaseGrp tDn="uni/infra/funcprof/accportgrp-copp"/>
</infraHPortS>

</infraAccPortP>

<infraFuncpP>
<infraAccPortGrp name="copp">
<infraRsCoppIlfPol tnCopplfPolName="pc"/>

</infraAccPortGrp>
</infraFuncP>
<coppIlfPol name = "pc" >
<coppProtoClassP name = "test" matchProto="1lldp,arp" rate="505" burst = "201"/>
<coppProtoClassP name = "testl" matchProto="bgp" rate="500" burst = "200" />
</coppIlfPol>
</infralInfra>
</polUni>
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j_o

« [CoPP Pre-Filter for Spine] — A /%A > A A »F D CoPP 7' L 7 4 VX ZAERLT B4 1L, [CoPP Pre-Filter
for Spine] #4727 U 7 LT, [Create Profiles for CoPP Pre-Filter To Be Applied At The Spine Level] % 3R
l./ \i ﬁ—o

FNEFNDCPP LT 4N E—DEATalNnNERINET,

ATV T4 XA T7ar7D7 40— RC#Ed2Eme AT LET,

Gx) HATaT Ry 7 ADT 4 —)b ROZFEMCHOWTIE, ~V T T A ar% 7Y w733 E Cisco
APIC ~)V 7 77 A VRERENET,

|

ATy TS BT LG, [%E (Submit) 1227V v 7 LET,

RDERY
R — T N—THBZELET,

GUI ALY —T7 R o— TIL—TDHRE
ToOkB 7Y arTiE. BY v— FA—TEVERT D HEICOWTHBHLE T,

1R BRI
Cisco APICGUIIZT 7 A L7,

AT w71 [Fabric] > [External AccessPolicies|Z 7 V v 7 L %7,

ATy T2 [FEHF—=2a V] AT, [RAYTF]>[V—T RAYF| &7 Vv 7 LET,
[(RUS—GTN—T /)= B [FEHF—=LaV] v v RVICEREINET,

AT T3 [FEF—=2a V] A D[RYI—TIL—T]| T, V=7 R v— T —T%EkTHI201%, [RY—
GW—N %m0V 07 LT, [TOERRAYFRYS—TIL—TDER] 27V v 7 LET,
EFNENDORY v— TN—T FATa T RERINET,
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B cvzemLry—7 Fnor s ronE

ATy Td RV — TN —FFAT7alhe, [EE] 74—V RIC&FiIZ AN LT, WHTARY > — 24 7FDFR
Oy AT URAE ) v 7 LET, BIRLERY O— 2 A FICREENTWARY —N Ry 72y
v U R MIFERENET,

Gx) HATOT Ry 7 ADT 4 —)b ROZEMCHOWTIE, ~VTF T A 2% 2 Y v 733 E Cisco
APIC ~)V7 77 A AR FRENE T,

Il

ATv TS BT LG, 45 (Submit) 1227V v 7 LET,

RDBERY
T 7y ANERELET,

GUI Z2FERAL)—2 JaJ74ILDETE
DB arTiE, R s ANVEERT D FIECOWTHALET,

IR B I
BESNTWVERY O — L —FRUNETT,

AT w71 [Fabric] > [External AccessPolicies|Z 7 V v 7 L %7,

ATV T2 [FTEHF—=23 U] AU T, [RAYF]> (V=T RAYF]|>[TAIT7AN 27V v 7 LET,
(V=2 7a77A40L] /=K KB [FEF—= a3V Vg v RUICEREINET,

RT9T3 [FEF—=2av] A D[FATF7AN] T, V=T AL v FOTa7 7 A NVEEKRT DL, [FRT7
AN ZHE27) v 7 LT[V—2 TAIT7AILOER] 2R L £,

plicFa 7y ANV EALTalBnERRENET,

ATV TG TuTdry AN EALTalinG [BRI] 74—V RIZ4HiEATL, [HEZY v 7 LTy ZEREANT
L9, 567 L7zb, [Update] 7 Vv 27 LET,

[BF 27V v Liztk, 7077 AN AT 7IZRY 7,

ATFYTE [N EZ7 Vw7 LT, A EZ—TxA AL IHE TaTdr A UEREATLET,

Gx) EATaT Ry TJADT 4 —)L ROFEMICHONWTIL, ~NVT T A&7V v 73 25L Cisco
APIC ~VT 77 A DR FEREINET,

ATYT6 FTLEL, [BTI%227 Vv 27 LET,
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cu AL CcorP LI s L2 0EE [

CLI Z#{FHLT-CoPP JL 74 LB DEFE

CUZFEARALIE)—T XA YFDCPP TL T4 LEDEKTE

OB a T, CoOPP LT 4V EZ R —LRY— F—T%FHEL., CLIAZHEH
LTAAL v F RV — T N—T L 2A vF a7y A NEEEMTDHFEEZHALEIT,

ATwv 71 Switch# configureterminal
Jua—r\)ary7 4 ¥al—vary T— RKeBBLET,
AT w T2  Switch(config)# template control-plane-policing-pr efilter-leaf <name>

V—"T ZA v FDCoPP FLT7 4 )VE TaT 7 A VEERLET,

AT w73  Switch (config-control-plane-policing-prefilter-leaf)# per mit proto { tcp |udp | eigrp | unspecified |icmp | icmpv6
| egp |igp [ 12tp | ospf | pim }

FBESNEZIP Vo havziFa LET,
AT w74  Switch (config-control-plane-policing-prefilter-leaf)#exit
Jua—)ary7 4 Xal—iaryET—RREBBLET,
AT w75 Switch(config)# template leaf-policy-group <name>
CoPP /L7 4 NH R v— T N—T V=T AL o FElERLET,
ATw7F6  Switch(config-leaf-policy-group)# control-plane-policing-prefilter <name>
CoPP L7 g & RV —& V=7 K v— JN—T%BEMTET,
ATwF71  Switch(config-leaf-policy-group)# exit <name>
Ja—m)ary7 4 Xal—ay E— NP LET,
AT w78  Switch(config)# |eaf-profile <name>
V=7 Fu77 A VEFERLET,

ATw 79  Switch(config-leaf-profile)# leaf-group <name>
V=7 a7y ANE ) —7 F—T7%BEMT £,

AT 710 Switch(config-leaf-group)# leaf-policy-group <name>
V=T IN—=7L V=7 RY o= =72 £,
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B ocuzsmLER MY 24 9FDCPP TLT 1 LEDRE

CLUZFERALERANL Y RALYFDCPP TL T 4 IILADEKRTE

ATy T

ATy T2

ATvT3

ATy T4

ATy TH

ATvT6

ATy FT17

ATvT8

ATvT9

ATv 710

OB a T, CoPP L7 4 R —LRY o— TV —T7%FE L. CLI &
LTCAA v TF R — TN —TF R vF Ta7 7 A VEEEMNT S FEZHBALET,

Switch# configureterminal
sua—s ) ary7 4 Xal—vary T—FERBLET,
Switch(config)# template control-plane-policing-pr efilter-spine <name>

ANA Y AL FDCoPP L7 4 V% T 7 A NVEVERLET,

Switch (config-control-plane-policing-prefilter-spine)# permit proto {tcp|udp | eigrp | unspecified | icmp | icmpv6
| egp | igp | 12tp | ospf | pim }

FRESINTIP 7 havaifFal LET,

Switch (config-control-plane-policing-prefilter-spine)#exit
Jo—)ary7 4 FXal— gy ET— REeBBLET,
Switch(config)# template spine-policy-group <name>

CoPP L7 4 B RYv— I N—TF 2 A v FE{ER LET,
Switch(config-spine-policy-group)# control-plane-policing-prefilter <name>
CoPP /L7 g B RY =L AN R = T —T Z Bl T £,
Switch(config-spine-policy-group)# exit <name>
Ja—sar7 4 Fal—yaryE®—ReMBLET,
Switch(config)# spine-profile <name>

ZNRA v T T 7 A NEERLET,

Switch(config-spine-profile)# spine-group <name>

ANRAL TR T 7 AN AR, 2 T—T AT £
Switch(config-spine-group)# spine-policy-group <name>

ANRA TN—=T L ZNA R = T N—T 2T £,

. avrO—LFTL—2DES 749



| avbrE—LTL—2D 57499
RESTAPI 2R L 7= CoPP TL 7 Lo 0Bz [

RESTAPI Z{#FH L71=CoPP 7L 7 1 ILADKRTE

RESTAPI ZERALE)—T AL YFDCPP FL T4 )LA R O—DHRTE

OB g Tl RESTAPL A LT —7 AL v F D CoPP L7 4 VZ R —%
BET B HEIZHOWTIHALET,

ATFYT1 HFAVZA DO R L EBIZCPP LT A NANEDAAL v TF R —%{ER LET,

<iaclLeafProfile descr="" dn="uni/infra/iaclspinep-spine icmp" name="COPP PreFilter BGP Config "

ownerKey="" ownerTag="">

<iaclEntry dstAddr="0.0.0.0/0" dstPortFrom="179" dstPortTo="179" ipProto="tcp" name="bgp" nameAlias=""
srcAddr="0.0.0.0/0" srcPortFrom="179" srcPortTo="179"/>

</iaclLeafProfile>

AT T2 CoPP LT 4 NE R —TAL v F RY— PN —T%2ERLET,

<infraAccNodePGrp descr="" dn="uni/infra/funcprof/accnodepgrp-COPP_ PreFilter BGP Config "
name="COPP_PreFilter BGP Config" nameAlias="" ownerKey="" ownerTag="">
<infraRsTaclLeafProfile tnIlaclLeafProfileName="COPP_PreFilter BGP_Config"/>
</infraAccNodePGrp>

ATV T3 A v F Tu7 7y A VAL vF KR — I —7%EEAMNT £,

<infraNodeP descr="" dn="uni/infra/nprof-leafP-103" name="leafP-103" nameAlias="" ownerKey=""
ownerTag="">

<infraLeafS descr="" name="103 Sel" nameAlias="" ownerKey="" ownerTag="" type="range">
<infraRsAccNodePGrp tDn="uni/infra/funcprof/accnodepgrp-COPP PreFilter BGP Config"/>
<infraNodeBlk descr="" from ="103" name="nblkl" nameAlias="" to ="103"/>

</infraleafS>

</infraNodeP>

RESTAPI ZERA LI=R/NL VD CoPP TL T 4 LA KR O—DEEFE

DY a T, RESTAPI Z{HEHA L TA AL v AL vF D CoPP L7 4V E R L—
ERETDHHECHOWTHHALET,

ATFYT1 HFAUVRA MO R L EHIZCoPP LT ANEDAAL vF R —5ERRLET,

<iaclSpineProfile descr="" dn="uni/infra/iaclspinep-spine icmp" name="COPP PreFilter OSPF Config"
ownerKey="" ownerTag="">

<iaclEntry dstAddr="0.0.0.0/0" dstPortFrom="unspecified" dstPortTo="unspecified" ipProto="ospfigp"
name="" nameAlias="" srcAddr="0.0.0.0/0" srcPortFrom="unspecified" srcPortTo="unspecified"/>

</iaclSpineProfile>

ATFY T2 CoPP LT 4 NVE RV —TAAL v F RY — T —T%2EELET,

<infraSpineAccNodePGrp descr="" dn="uni/infra/funcprof/spaccnodepgrp-COPP PreFilter OSPF Config"
name="COPP_PreFilter OSPF Config" nameAlias="" ownerKey="" ownerTag="">
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<infraRsIaclSpineProfile tnIaclSpineProfileName="COPP PreFilter OSPF Config"/>
</infraSpineAccNodePGrp>

ATYT3 A v F Tu7Z 7y A VAL vF KR — I —7%EEAMT £,

<infraSpineP descr="" dn="uni/infra/spprof-204" name="204" nameAlias="" ownerKey="" ownerTag="">
<infraSpineS descr="" name="204" nameAlias="" ownerKey="" ownerTag="" type="range">
<infraRsSpineAccNodePGrp tDn="uni/infra/funcprof/spaccnodepgrp-COPP PreFilter OSPF Config"/>
<infraNodeBlk descr="" from ="204" name="nodeblockl" nameAlias="" to ="204"/>
</infraSpineS>
<infraRsSpAccPortP tDn="uni/infra/spaccportprof-204"/>
</infraSpineP>

RDZBRY
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