H—EX TS TDE=ZRY Y

cGUI R LY —ER T T AL AF L ADE=XY T (1 3—=)

cGUI R LY —E R V597 25 —DF=F Y 7 23—)

e —ERITTT TR (3X—)

«GUI ZH LIZARAET NA 2ADE=X Y 7 (T3—)

e NX-OS ZAZANDCLIZFH LT ASA AT FAR LY — AT T T AT —ZADE=
ZY 7 (8§ —)

GUIZERALI-Y—EXR TS TV REAVRADE=ZY)
9
Y=t R ITTT7 TS —FEREL, = RKRA L F—7 (EPG) BXWar 77
NMZT T 77X v F LTEkE, Y—ER T T T ALV AZ L ARE=HTEET, T=H

VINNE, T T A VAR ADIREE, TT T A AR ADRERE, BEREICEID Y TH N
VY —R, BIXOMEIHEESNIEZEAATA—=FDOFRRPEGEENET,

ATYT1 A==2— =T, [Tenantg > [All Tenants] DJIEIZER L F 7,

RAT9 T2 [Work] XA T, ¥Y—ER VT T7E2E=XTHT TV NOARIEZ TNV Vv 7 LET,

AT w73 [Navigation] ~21 >, [Tenant] tenant_name> [Services| > [L4-L 7] > [Deployed Graph I nstances] ®JIE T
WRLUET, [Work] XA X, TIZT 4 TRY—ERT T T A L AZ AT H2ROEREF R L ET,

&H =5 BA

[Service Graph] 77 7 2 =R 777 T L— NO4H,

[Contract] 77 7 2 =R 777 7T — MR RINDHa B
77 ORI,

[Contained By] 77 7 A Y=t R IS5 T7 T — b egRry hT—7
DA il
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RTvT4

ATy TH

ATvT6

ATy 17

ATvT8

Bl Bl

[State] 77 7 A =R T 7T FL— hDRkEE, [applied] DIk
X, 77708 Sh, 7797 RV v—nT7 577
Vo7 BILOY—ERT A ANTT 7747 Th
HT EEEWRLET,

[Description] 7 7 2 =X 777 O]

[Deployed Service Graphs] 7 7 > F# B LET, 7277 4 7Y —ER TIFT L LV AZUANT T F
DOFIZY A NENET,

Y—ER T T T A AK LR %I Y v 7 LT, [Work] A ANZEDA 2V AH v AT B BMNEHRE L
RLET, T4 E2—ZT IO FRE Y TE, [Work] A DX TOWFnngE s ) v LT,
FDOTTTDE 2a—hERTXET,

TITA VAL ADNTNNDOT T o TFEHBHLET, V77 AV AZ U ADOKREIL, AV AZ L AD
TleRRINET,

WhEx 7 ) w7 LT, [Work] <A N OHRRICET 2 BIME#RAE R R LET, T 74/ 8 Ea—iZZo
HERED R Y > —TT, [Work] A L DX TDONWTn%m 7Y v 7 LT, TOBEOE 2 —2 AR TEE

T, [Work] ~1 2i, RY —ICETH2RDIERNFERENET,

&R BTLL]

[POLICY] # 7 BREED 7 a 3T ¢ BERICEIDV Y ToHRY Y —A . BLOWRED
INTA—H

[FAULTS] # 7' HHE / — RTE LU TV A,

[HISTORY] # 7 BERE /) — RCHAE LT A X N DJERE,

[Navigation] ~<-{ > C, [Deployed Device] #7 U v 7 L £ 9, [Work] A LNZT A ADA ALK L AIZH
TOEMPERSIVET,

GUI 2 FRL-Y—EXR IS T7I5—DE=Z2)2T

ATy T
ATvT2
ATvT3

ATy T4

P—t A ST 7 T L—bEREL, T FRA U~ Z—7 (EPG) BLO=a +5 7
M I9727 2T LizklE, VYR ITI737 5707 — DT —%F=HFTEXET,

A =2 — /N—"T, [Tenants] > [All Tenants] DJIEIZER L F 7,

[Work] XA > C, $y—ER VI T72E=4TDHT7 T NOAFIEXTNT Vv T LET,

[Navigation] 7 ¢ > K7 G, Tenant tenant_name> Services> L4-L 7 > Deployed Graph Instances % 8&4R L &
D

TI—HRIRT DT TITA ARG ADT T FeBRALET, 777 A4 AZ U ADMREIZ, A A F
YADPICERRENET,
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ATYTE EOWTHNEZ ) v 7 LET, T 74/ F T, [Work] A UNIZDOEREDORY v —% R L £7,
AT w6 [Work] A > [FAULTS] ¥ 7% 27 U v 7 LE 7, [Work] A VRE/ — FO=F—%2FRLE7,

B—EXR TS5 T5—DFR

12U EOY—ER 7T 7 7T —b 2T —%RA L%E. BEORRITIT T —Itko
TRV T, ROFF, =T —0OWHE DT — 52T 2 EEZHBALTWET,

R1:ARP5DIT 53—

Fault CU S~ SiBA & BRIRE
missing-connection connection associated with a 757 ax g ZORENES)
connector not found o, axs 2 CEEA TS
NIEER N RO FHAT
L7z,
missing-nodeinst Nodelnst associated with a 7T 7 Ay O EIED)
connector not found T3, oy X IZEEAT S
AU72 Nodelnst 23 270 £
ATLT,
conn-nonrenderable Graph connector could not be TZ7 ax g XORTENER
rendered. Ty, ST T7ELVEY T
TEEHATL,
invalid-bd BD associated with a connectoris | 7°5 7 =z 7 ¥ OFE NN L)
not valid TY, ax7 ZAOFEETY v
Y RAAL UREZTT,
invalid-ctx Ctx associated with a connectoris | 75 7 = g 77 & DR E NS
not valid. TT, axs ZOEET S Cx
PN T,
missing-peer-conn Peer connector associated witha | 75 7 =2 r 7 &% OFREINER)
connector not found. T, BEorY T axs 2N
BoMY FHEATLZ,
£ 2: AbsGraph & & U Graphinst T 5 —
Fault CU S~ ERHA & RIRE
invalid-abstract-graph-config invalid abstract graph config W& 7o 7R ENEL T,
epp-download-failure epp download failure 757 RYI—NARAL FD
Fyrm—RICKRBLEL
7o
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Fault

CLI S ~JL

EA & RIRE

param-duplicate-name-failure

duplicate param name

[ CARTD/NT A —F O
DE—ab =2 IhE L
776

id-allocation-failure

id allocation failure

—BOXy FT—2 U J—2R
(VLANVXLAN) ZE|b 4T
HIENTEEHATL,

missing-ldev

No cluster found

JIFGAZNRONY FHAT
L7,

context-cardinality-violation-failure

invalid cluster context cardinality

7T AZNIME T T M
BE (A FTF o hERITY
VI T RN) BYHER—b
LTWEHA,

function-type-mismatch-failure

invalid function type

FEHE X A TIRBR L1273 A
ATCTHFR—FINTHERE
Au. AbsNode BEREZ A 7 & i
&7z LDevVip H§fE S A 7
N—ET DR L ET,

missing-mparam

No parameter definition found

MBI RT A —HEBNR RO
MY FEFATLE,

missing-abs-graph

no abs graph found

WHRT T ITRENT T 7 A
AR AT H Y FH A,

invalid-param-config

invalid param config

INT A= HRRFEN )T,

invalid-param-scope

invalid parameter scope

INT A—F A — TP T
9, AbsGraph @
vnsRsScopeToTerm /3T A — X
DIELWNE D i L E
R

invalid-ldev

Invalid cluster

7T ALRENEN T, iR
# L7 LDevVip D AT —H A
R LT, =T —% kL
*7,

missing-tenant

no tenant found

7T 7KL TT T MR
OMD FHEATL,

internal-error

internal error

WIS 7 —23 7 T 7 4L
AL E LI,

resource-allocation-failure

resource allocation failure

7T VBRI M EE R ) Y —
ABEVHBTHENTEE
FATL,
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Fault

CLI S ~JL

SEA & RIRE

missing-abs-function

no abstract function found

MZRRED EFRDN LoV F
A,

missing-mconn

No connector found

WBRaRx T ZNREOHD F
HATL,

invalid-graphinst

invalid graphinst config

TTT7 A UAR AR T
7,

missing-interface

no interface found

A LB =T A ANEDONY
FHATLT,

missing-bd

no bd found

TV oY RALVRREDSMY
FHEATL,

missing-terminal

Terminal node is missing a
terminal

ﬁﬁ*ﬁik/ — i ’ﬁﬁ*ﬁikiﬁ D EHE
o j{/ E&hﬁ%%mu
L“C( téb\o

missing-namespace

no vlan/vxlan namespace found

VLAN #721% VXLAN OFI| Y
YTITHE R R — D AN—R
DRONY FH A, RS
72 fvnsVlanlnstp & BIfR1H 5
phyDomp /X7 A — & £ 7213
vmmDomp /37 A — & I3 iR <
A7z vnsLDevVip [Z5% E S 41T
WHZ LR LET,

missing-lif

no cluster interface found

MBI FGARX A H—T =
A ZABESOMDEFHEATL
72. vnsLDevVip @ vnsLIf /X Z
A—ZNELLEESILTH
HZ L uMERLET,

missing-cdev

No device found

BT A RR 0 T A2 NIC
RO FRATLEZ, B
72 vnsCDev 2MiER S 7=
vnsLDevVip O FIZFET D 2
EERER LTS TEIN,

insufficient-devctx

Folder must have one value for
each associated CDev

7 A VAT ERT S RZ[E
HTT, 74V F1T. £ E%
FTNA AR LT LD
1 SOEEFFOLERSH Y £
SR

cdev-missing-cif

No interface defined

BT 34 21213072 < &?b
12ODA o H—T =2 A&EIE
THMLENIDY F9,
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Fault

CLI 5 X)L

EA & RIRE

cdev-missing-pathinfo

Missing path for interface

MBS —E R TSI T A
T, £ F—T A ANRE
DU —7 KR— MR I T
WO EHET 20BN H D
F 9, vnsCifPathAtt /3T A —

Z 3, fRR S 7z vasCDev D
T OF_XTD vnsCIf IZAFTET
DT LB LET,
missing-cif Device interfaces does not match | /N4 2 4 L ¥ — T = A &
cluster 3. 7 I AFITEESHTY

HAH—T oA AT—FX
TALERH Y £9°, vnsCIf
INT A—=Z B XN vnsLIf /X F
A=A, RS
vnsLDevVip O FIZAFET 5 Z
LEERLET,

lif-invalid-CIf

LIf has an invalid CIf

LIfFICEFND CIERZH D 4
OA%7A4X%£UCH
DRTEEMEFR L FET,

missing-function-node

Abstract graph missing function

W77 71203, P eb

node 1 DORERE ) — RBMFAET D 4
ERdHET,
graph-loop-detected Abstract graph config has a loop |5 /"5 7 & E N EL) T,

JL”_._’&\—/I/’_‘7 NdH Y i_a—

gothrough-routing-enabled-both

Both the legs of go through node
has routing enabled

Wil — Rom oLy 7T
V=T 4 VT BEM o T
l/\i‘dAO

invalid-terminal-nodes

Abstract graph has invalid number
of terminal nodes

W% o 7130t b 2o
D¥mAR /) — REFFORLENDH
D E9,

missing-ldev-ctx

No device context found for LDev

TNRAADTINA A 3T
ARNBRONY EFHATL
72. vnsLDevCtx (222> hT 7
M 7727BX0 —FiZ—
BT ol sn 2 & oL
7

arp-flood-enabled

ARP flood is enabled on the
management end point group

ARP 77 w7 ¢ V7 3E B
U RIRA Y MO T IN—TIT %)
L CIEZh T,
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Fault CLI S~ L SiEH & RIRE
folderinst-validation-failed Folderlnst has key, that is not FolderInst @ % —3 X OME X
found in MFolder MFolder {1k & BT 2 S EH
b ET,
paraminst-validation-failed ParamlInst has key and/or value, |ParamInst @ ¥ —3 X OMEIZ
that are not found in MParam MParam {155 & BE 8 2 M E A
b ET,

invalid-mfolder

FolderlInst points to an invalid
MFolder

FolderInst {376 %72 MFolder %
AV NTHULERHD F
j—o

invalid-mparam

ParamlInst points to an invalid
MParam

ParamlInst 13/ %h72 MParam %
KA NTHDHLERHY F
_a—o

devfolder-validation-failed

DevFolder has key, that is not

DevFolders @ 2% —315 X OME

found in MFolder MFolder {14 % 24 2 M85
&) D iﬁ‘o
devparam-validation-failed DevParam has key and/or value, | DevParam @ % —3 X OMEIZ
that are not found in MParam MParam {45 % 2 E 3 2 S EE0
HYET,

cdev-missing-virtual-info

Virtual Object Info is missing in
CDev

LDevVip D% A 7’/ Virtual ®
BEREEA T U= ME®R
ZIRET HDLENRDH Y £7,

invalid-rsmconnatt

Relationship to metaconnector is
invalid

AR axy ZDODNZEREL,
IE LV MDev BERIZ/SA > K
THZEEERLET,

GUI ZER L =87/

\fADE=AR)

2l

Y=t R ITT7T7 TS —FEREL, = RKRA b Fr—7 (EPG) BXWar 77
MZTZT7%TH T LiztkiE, 772 bORIET NS R =FTEET, BT A 2%

F=ZVTTHE EOT A ZPMER

IR, FAL R
iﬁ—o

ATYT1 A==2— =T, [Tenantg >

[All Tenants] DJIEIZER L £,

ED VLAN BT A AFICHRTEINTWD
WCHEIND/INT A= TN, ZADKEE, BLOT A ADEEEMEEMER T

ATY T2 [Work] XA > C, Y—ER VT T75E=HTHT7F 2 NOLAHIEZEX TV v 7 LET,

AFYT3 FEHF—T a3 XM UT, ROLHIITBIRLET,

’fxa)g)\ o

T+ > b tenant_name > $—EX > L4L7 > T/
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ATy T4 BASNET AL ZADOWTNNEZ )y 7 LET, 7740 F T, [Work] <A ANZEAF O T A A
DRV —=PFRRENET, Ea—2ZLESHI20E, [Work] A D2 7%27 ) v 27 LES, 2713, K
BT AA AT DU T OHERRLET,

) B

[POLICY] # 7 R OT RA A T, ANTEE 472 VLAN,
BLOT AL RSN RT A—H,

[OPERATIONAL] # 7' SEIERT AL ANGZET HHEHER,

[HEALTH] # ~ T ZDIRTE,

NX-OSRZ A IILDCUZFFERALI=TNNA R I TRE LH—
EX TSI RT—RADE=Z2)YT

COHEOa~v R T, NX-OSAHZANVDCLIZHEHLTT NN, AT TRAZES—E R T T 7
AT — B AT T 505 RLET,

TINAR I F R DOEEFRDERT

WIS, THAA A7 TAXOBEERAR RT3~y RERLET,
show 1417-cluster tenant tenant name cluster device cluster name
il

apicl# show 1l417-cluster tenant HA Tenantl cluster Firewall
tenant-graph : HA Tenantl-g2,HA Tenantl-gl

Device Cluster : Firewall

Cluster Interface : consumerl

Encap : vlian-501

Pctag : 32773

Devices : FW2 (int), FW1 (int)
Graphs : HA Tenantl-gl
Contracts : HA Tenantl-cl
Device Cluster : Firewall

Cluster Interface : providerl

Encap : vlan-502

Pctag : 32774

Devices : FW2 (ext), FW1 (ext)
Graphs : HA Tenantl-gl
Contracts : HA Tenantl-cl

TINAR I FRAIDHERT—E ADERR
W, THNAR T TRAEDEINEAT —Z AR/ THa~vy RarLET,
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apicl# show 1417-graph tenant tenant name
i
WIZ, HA Tenantl 772 hDAT—H ADE LUV 24t 262 R L £,

apicl# show 1417- graph tenant HA Tenantl

Graph : gl

Total Instances : 1

Encaps Used vlan-501,vlan-502,vl1an-503,vlan-504
Device Used uni/tn-HA Tenantl/lDevVip-Firewall

[graph graph name]

Graph : g2
Total Instances : 1
Encaps Used vlan-501,vlan-502,vl1an-503,vlan-504
Device Used uni/tn-HA Tenantl/lDevVip-Firewall

Iz, CHEEM T ONT g1 b—E R 7T 7 OFEME N AR 28 2R L ET

apicl# show 1417-graph tenant HA Tenantl graph gl
Graph HA Tenantl-gl
Graph Instances : 1

HA_Tenantl

Consumer EPg
Provider EPg
Contract Name
Config status

HA Tenantl-consEPG1
HA Tenantl-provEPG1
HA Tenantl-cl
applied

Function Node Name Nodel

Connector Encap Bridge-Domain Device Interface
consumer v1lan-3001 provBD1 consumer
provider vlan-3335 consBD1 provider

FINAR I SAEIDIS—DRE
WIZ, TRARA T FTAZOT T —%,FrTda~vr RenrLET,

show faults 1417-cluster

B

apicl# show faults 1417-cluster

Code F0772

Severity minor

Last Transition 2015-09-01T01:41:13.767+00:00

Lifecycle soaking-clearing

Affected object uni/tn-tsl/1DevVip-dl/1If-ext/fault-F0772

Description LIf configuration ext for L4-L7 Devices dl for tenant tsl
is invalid.

Code F1085

Severity cleared

Last Transition 2015-09-01T01:39:04.696+00:00

Lifecycle retaining

Affected object uni/tn-tsl/1DevVip-dl/rsmDevAtt/fault-F1085

Description Failed to form relation to MO uni/infra/mDev-CiscolInternal-
NetworkOnly 1.0 of class vnsMDev

Code F1690

Severity minor

Last Transition 2015-09-01T01:39:04.676+00:00

Lifecycle soaking

Affected object

uni/tn-tsl/1DevVip-dl/vnsConfIssue-missing-
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namespace/fault-F1690
Description : Configuration is invalid due to no vlan/vxlan namespace
found

H—EXTSTNDIST—DRT
wIZ, vy—ERTT7 70T —%FrTdavr ReEnRLET,

show faults 1417-graph

]

apicl# show faults 1417-graph

Code : F1690

Severity : minor

Last Transition : 2015-11-25T20:07:33.635+00:00

Lifecycle : raised

DN : uni/tn-HA Tenantl/AbsGraph-WebGraph/vnsConfIssue-invalid-
abstract graph-config-param/fault-F1690

Description : Configuration is invalid due to invalid abstract graph

config param

TFINARAISRAEADETAV I FaAL—Sa > DERT
WIZ, TNRARA T FGRABEOFTar 74 F¥alb—arvidirndbavy RerLET,

show running-config tenant tenant name 1417 cluster

Bl

apicl# show running-config tenant common 1417 cluster
# Command: show running-config tenant common 1417 cluster
# Time: Thu Nov 26 00:35:59 2015
tenant common
1417 cluster name ifavlO8-asa type physical vlan-domain phyDom5 service FW function
go-through
cluster-device C1
cluster-interface consumer 1
member device Cl device-interface port-channell
interface vpc VPCPolASA leaf 103 104
exit
exit
cluster-interface provider 1
member device Cl device-interface port-channell
interface vpc VPCPolASA leaf 103 104
exit
exit
exit

Y—ERJSIDEFTIV I FaL—2avORT
WIZ, P—ER T T TOFETFary 74 F¥al—varzRrddavy RERLET,
show running-config tenant tenant name 1417 graph

il

apicl# show running-config tenant common 1417 graph
# Command: show running-config tenant common 1417 graph
# Time: Thu Nov 26 00:35:59 2015
tenant T1
1417 graph Graph-Citrix contract Contract-Citrix
service N1 device-cluster-tenant common device-cluster ifav1l08-citrix mode
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ADC_ONE_ARM
connector provider cluster-interface pro
bridge-domain tenant common name BD4-Common
exit
connector consumer cluster-interface pro
bridge-domain tenant common name BD4-Common
exit
exit
connection Cl terminal consumer service N1 connector consumer
connection C2 terminal provider service N1 connector provider
exit
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