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V=77 v 7L Wsyslog DHEEEE AR ET HIT1X,  [Cisco DNA Center Platform User
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support/cloud-systems-management/dna-center/products-user-guide-list.html

« PagerDuty D/ 2 8% €7 521,  [Cisco DNA Center ITSM Integration Guide] @ [Cisco
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DNA Center to Cisco WebEx Integration] @ h &> 7 ZHH L TV,
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* Beacon DS Attack
» AP Impersonation
* Rogue on Wire
eN=—ARy b

BB LAV EEE LTHER SN A X L—)b

ARIEA XY ME, ROBEIC RN - FET,

LIV DENWARENRR Yy T — 27 THIH TR S
(ROGUE_NEW_THREAT DETECTED)

« B LAV DENRIER Ry U — 2 THIFR S 4172 (ROGUE_THREAT DELETED)

« BB L ~UL73 [High] 7> 5 [Potential] & 72 (% [Informational] |24 H S 7=
(ROGUE_THREAT LEVEL CHANGED)

« B L UL [Potential] F 721X [Informational] 2> 5 [High] (28 iz
(ROGUE_THREAT LEVEL CHANGED)

« BB L ~ULIT [High) D £ £7208, BB OBENED-1-
(ROGUE_THREAT TYPE CHANGED)

FEARY FRAO— FOFM
{

"detectingApLocation": "string",
"rssi": "int",

"threatMacAddress": "string",
"threatType": "string",
"detectingApMacAddress": "string",
"threatState": "string",

"wlcIp": "string",
"detectingApName": "string",
"containmentState": "string",
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"vendorName": "string",
"ssid": "string",
"threatLevel": "string"

}
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« threatMacAddress : ~1IE AP ® MAC 7 KL &

« ThreatType : RIEDFHBDZ A 7 (B —= DS W AP 4%, A%y hU—27 LoR
E, "=—Ry b, FRFEB LV EEE L TER SN A L—)L)

» threatState : RIEDOFE D KAE (ROGUE NEW THREAT DETECTED,
ROGUE THREAT DELETED, ROGUE THREAT LEVEL CHANGED) .
ROGUE THREAT LEVEL CHANGED, % 72/% ROGUE THREAT TYPE CHANGED

- threatLevel : RNIEDURAE (%, EAERY, £7213EH)

« detectingApName : fix & 58 /] 72 1 AP D44 il

« detectingApMacAddress : 5 b 5 /) 72 AP O MAC 7 R L &
« detectingApLocation : iz b 58 /) 72t AP DT

erssi : ANIE AP ZFi 3 2 M AP @ RSSIfE

s containmentState : N1E AP O FE UiASIRAE (PENDING, NOTCONTAINED, F72i%
CONTAINED)

« threatVendorName : R1E AP DX X —4,
e ssid : FxHTD SSID £ 7~/ "=—7K > ~ SSID

swlelp: VAL Aarte—7 OIP7 RL A
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aWIPS £ X R, KXy hT—Z7HNDOFT_TO aWIPS ZEIUZx LT MY H—EhE1,
o AP Z S IRADNIEEIN T T, HEDO AP BE UEB AR LI-5E. E5oA <Xk
WA S TEY 9,

EETERN— A D aWIPS BB O, BB ITE R ERE S E T, e EIEH I [Not Applicabl]
ELTEREINET,

Bt e X — A D aWIPS B DY, BRI M EME SV E T, 5 CIEHIT [Not Applicable]
ELTEFEINET,

ART R—2ZD aWIPS ZE DY G, EE I L DO T OEFMPEE SN ET,
aWIPSA Ny kR4 O— FDFEM -

{

"sourceVendorName": "string",
"detectingApLocation": "string",
"attackType": "string",
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"sourceMacAddress": "string",
"detectingApMacAddress": "string",
"wlcIp": "string",
"detectingApName": "string",
"targetMacAddress": "string"

}
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« attack Type : aWIPS X5 DO Ff4H
« sourceMacAddress : WEH D MAC 7 F LA
« sourceVendorName : EEH DX X2 —4,
- targetMacAddress: ¥ —7%"> h® MAC 7 R L&
» detectingApL ocation : 1 AP OIFAT
« detectingApMacAddress : & AP ® MAC 7 K LA
« detectingApName : & Hi AP D4 i

ewlclp: VA YL 22 bua—7 OIPT KL A
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