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Top Locations Affected BRLI-Y A TS, @bV OBBOZEZ 52T D B 5 SDO5HT

EFRLET,

WOIEHIZ OV Ti, [High Threats Over Time] % v ¥ = L v &AL £,
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B ree=ssvawrs ¥y vaf—roE=2y Ly

[High Threats Over Time] ¥ v > a L v k

TAT LA

Bl

Threats Over Time

BER L 72 IR HE DV T ERFRYIS & L~ L OB U B9 2 REME A
FRLET,

[Total Active High Threat] ® T2 & 2 FIRER BB OFE L 7 ) v 7
THE, BBIERN T 7 2 —ICFREINET,

BWEBIRAZ, ErSEOBRBETHIESNET,
o« FREITBBREN 0 R CTHDHZ EERLET,
s AL UAITEBIRAEN 0 ~9 THHZ L E R LET,
s FREITEBRAN 10U ETHDZ LE2RLET,

T2 70— NVEEDED L, FFEORETERALIZE LD
BB DOENFR SN FET,

View Threats

[View Threats] 27 V v 7 L CEBT — 7 V2R RTDHE, @L~ILDE
WOV A NBERINET,

AT w716 [Threats By Location] % v > = L v &R LT, ZWMICHT2EHRE~ Yy a2 —TCRKRLET,

Oy—<avrrFoay

TAT L Bl
ZONINKRE L H Uy 7T D e BBOREEZ T LGN~y B a—
n IZFRrRSNnET,
[Map View] <~y FHNOBRBIDBATIC I — I N RmAN—F 5L T_RTOEBO L L
BnFoRranEd,
_ ZDORNINKRE L HT ) v 7T D8 BROEEEZT 55T 515 #®
== NY AR 2—IlFRENET,
[List View]

AT F 11  [Threat Setting Summary] % v > = L v h&HH LT, ROEHREMHERTE 7,

[Threat Setting Summary] v <2 L k

TATL

Bl

Allowed AP List

FFAI ST AP DI L FRE SN TV D HEB L~ BT D1E AR R L&
B

[Allowed Access Point List] DFEMIZ DUVNTlE, [View Details] 27 U v 7 L
T [Allowed List] 7 1 > R & #R LET, .
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2y k—vorEsgEnE=41>7 ||

[Threat Setting Summary] ¥ < a2 L k

TAT L 5 EA
Allowed Vendor List HAI SN R A — DR E R TSN TV AERB L ~LICET 5 5%
FoRLET,

[Allowed Vendor List] DFEMIZDUNTIL, [View Details] 27 U » 7 LT
[Allowed List] 7 1 > R #F R~ LET,

Rogue Rule N—Ib, EDOFRMEZ AT ZHUCEEM T NI — T a7 7 A
BLOEER L~ VICETAERER R LET,

[Rogue Rules] DFEFMIZ DV TIL, [View Details] Z#27 U 2~ L T [Rules]
U4 RUERRLET,

ATy 18 (A7 ar) SN AP U R FOERK. FFal SR Z—U 2 FOERK. ANEAL—LOVERK
EDU—r 7u—%MHT DI, BE#EY 7 24T 5 [Tips] ¥ v = by &R L £,

[View All] 7 U v 27 LC, AR T X TCOY—r 7 —% KR LET,

2YRNIT—ODARELBERBOE=2) Y

25y F1 [Site] A==—T. [Global] %7 U v 7 LET,
[Site Selector] AT A KA XA UNERSNET,
a) [Search Hierarchy] 38/ N—I\ZH A N & AT)$ 57, [Global] ZEBH L TH A FZ@IRL £,

Note YA MI254ZBALDY TV A FRHLIGHE. LDV A MIT 741 FTHEHIZRY
£7,

s NEBIZ 7 a7 Rzt A NEREIX, A bV XV R NSRuER AL
74 R

Z?vszL%K%éﬁ%ﬁﬂ%E(<>)%7Uyﬁbf\@@?—7»K§%?5?*&@ﬁ%%ﬁ%%ﬁb
i ‘3‘0
Q) Ry 7 XurA=a—G, KR E LT [3 hours]. [24 hours]. [7 days]. & 721% [Custom] % IR
l/ i ‘é—O
b) [Custom] KF[H]%EPH ClL, [Start Date] & Iff#], 35 & U [End Date] & REfH 2 F57E L £ 7,
c) [Applyl®7 U w27 LET,

AT 973 [Threat] 7 —7 NVEEML T, Xy MU= NOBBIZET H5EMiGMAe R LET,
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[Threats] T—J )L

TATL 5 EA

v [Threats] 7 — 7 VDA EMICHH DT A a2 %7 ) v o5& IROFEHEITIESNT
Filter] 74 3 ° T =T NVIERENDT —H %7 )V ZIFTE £9 : ID, Threat Level., Threat MAC

[Filter] o Address, Type, State, Connection, Detecting AP, Detecting AP Site, RSSI(dBm), SSID,

Clients, Containment Status, Last Reported, 35 & T Vendor,

RSSI, SSID, # XU [Clients] i%, aWIPS DA ITEREINEHA,
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[Threats] T—J )L
TATLA SR BA

[Threats] 7— 7 /V
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[Threats] T—J )L

TATLAL

599

WROERE T —T N7 +—~ v NTF/RLET, [Threats] 7 — 7 /UIZITIR D@ TR
EnET,

» Threat Level : B2 /358 S Lo L~V & KR LE 7, Cisco DNA Center Tl
B ROAT T VITHELET,
cBLRILDEH
 BEMGER
- 1B

e Mac Address : ~IE AP ® MAC 7 KL A ZF L E7,
* Type : BB OFEF AT R LET,
« State : ~1E AP £ 7213 aWIPS B DWREEAZ FR L £ T,

* [Source/Target] : /R SFL TV D MAC 7 R L AW aWIPS WEDEFITLTH D0,
FIXaWIPS KEBEDO X — 57y N CThHINER R LET, ZOINIRET — X 1T
HaInEwA,

 Connection : NIE AP NARREAR Y NU—Z F713 A YL A%y NU—7 FiZdh D
MEIMPEFERLET, ZOFNZIE, VA VL ARy FU—Z 2% D aWIPS
DR ENET,

« Detecting AP : RIE AP ZE/EMH LT\ 5 AP DA4RTZFR LE 4, D AP T
REDRBH ENIHEATE, BEERENRDEWVREAPRERINET, ZOFL,
RIE AP 38 XUV aWIPS W ZiEAH S vE T,

* Detecting AP Site : f&H AP OV A FOEFEFR R~ LET, ZDFNL, RIEAP B X
O aWIPS W S k4,

« RSSI (dBm) : Kt AP 7S & 7= RSSI D& For L9, RSSI (dBm) (IR
EAPIZORGEH S ET,

+SSID : RIEAP N7 B —RK¥¥ A B —b 2y MID Z2FKLFET, SSID
IZ. RIEAPICOAEHEINET,

* Clients : ZD AP IZBIEFHIT SN TWARIEZ A4 T bOFEFR R LET, 20
X, RIEAPICOLm@A SN ET,

Note [Threats] 7— 7 WMIZERSIND Y T4 7 > ME. [Threats 360 degrees]
Ay RUICEREIND Y TAT v M EIxR AR £3, Zhud, Y
U — 2 2.3.2 LLR{D Cisco DNA Center ® U J — A CALEL S 7= 7 — & )
Cisco DNA Center 2.3.2 LARFIZEAT SN2 5A 125 L £ 77, Cisco DNA
Center 2.3.2 LARE Tl B U 7BFREHEFAI LWT — 2 2 b 256,
LB ENTZT —ZDIELWY T4 T 2 IR ERENET,

[ CiscoDNACenter FEEEE LU aWIPS 7 T r—2a> Y )—R 23594 9O RE—rHA K
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[Threats] 7— 7 )L

TATL 5 EA

* Containment Status : N1E AP DHFZN72ME ([Contained], [Pending]. [Open], [Partial])
ZFRoNLET, BEVE LIAD SN ARIE AP O%A, AT —# A% [Contained
(Auto)]. [Pending (Auto)]. [Open (Auto)], [Partial (Auto)] & L CERINET, TA
YL AE UIAD AT —F AL, RIEAPICOREA S ET,

« Last Reported : N 1E AP 3 X Ut aWIPS WA KA ICHRE SN B, AL £, BX
VWG 2 Fom LET,

* Vendor : RIE AP DR X —DIFREZFZRLET, ZOFL, aWIPS BE I 1
EnFEHA,

T=TIWIERRT DT —HHNAZ~<A XA LET,
a. [Table Appearance] ¥ 7 C, T—7NVDBEL AN TA LU T HFELET,

b. [EdltTableCOIumns]§7“C T—TNMIERT DT —HDF = IRy I At
ILET

c. [ApplylZZ27 V27 LET,

ZH360° E2—MNOSAREAPBLUVREYISA T2 D
sl 2 s
[Threat 360°] £ = —WNT, 71u 7~ v 7 EOREDRIE AP /2T RIEY 74T & FORETD
M TIPS ERTEET,

Rt AP D bR E HHREIIS C T, 7 a7~y 7 EOREDORIE AP 72 IARIEZ 74
7 v N DOIEME ISR OFEM 2 BUS T & £7°, Cisco Connected Mobile Experiences (CMX) F7-
1% Cisco Spaces DFEAIZ LV . RIEAP E72IIANIEY T4 7 MO EMRGFHZ G TEET,

ATV TN A=a—T A2 (=) #7V v LT, [Asurance] > [Rogueand aw|PS] > [Threats],

ATY T2 FFEDOARIE AP L7213 RIEZ T A 7 biZxt L C [Threat 360°] & = — % E# 9 5 (2i%, [Threat] 7—7 /L C
G0t R ) v LET,

[Threat 360°] A > BNERINET,

AA v B2, ROBRBPERINET,
« RIEEAP D MAC 7 KL X
cEBLANIL
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B 20 co—HoREAPBEUFES 547> FORMBERS

cEBEDRAT
«c AT—H R
cRUH—
< HLWA®D
choVk
« ZXEDLAR— b
AR OFRERITIE, RIEAP 37 v 7 < v 7 EOBBOHEMNBERERINET,
A FOFEE T 1 T E T

s Tu Ty I, FEXR AP OLRINFRSINET,

ATY T3 MBS T, ROX AT HEITLET,

A
cTuTwy TOE FBIcHE N T av ks ) v 5 e, BETREME AT —Z AL L HIT AP &
BT ATV L Ao ha—T OIPT RLABRERENET,

c TR Ty FOERBICHE DT A a a2 s Y v LT, B AR LET, A— A L~ULRER O
BEIZL->THRRY 7, GGBEOEBOLE, LVEMBREORX—LALVEFHTEET, £X—
ALVISESERAT— IV TRRINDEFEAL A )V~ v T THRER ST T, XIS T HapHn
FoRENET, v v 7OHIIFAr— L E/NES LTHLRELLTHLRIURED~ Yy 71 H 0 £7,

QT aarEs ) s L, EHEO~ y IRERSNET,
O o sy BL vy TIT A AL DGR ETRSET,

RORIC, 7aT~<y T 7L 2 ORRERLET,

Table3: < 774 2> L5

207y T7A4ay Bl
TINA R
[] TIEARA LB
- ¥ o—
e (

‘@“ ANIE AP

~—J—
9
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BHB0 E2—NSFEAP SLUFRES 517> roazng [

A7y TTFA4ay B

B RIEI 22 AP

= AA v F

p Rz

i 7747k

" RERZ TAT 2 b
[

&) AP D

& i AP
EEMERITOFY

° EFmEATT 8~ 10

EFEMEAaT  4~7

® EFHER=T 1 1~3
P EFMHEA T A
AP RTF—#H R

. TP —DHN—N
|:| oY= H =4

ATV T8 A O FHEETIE, KOX A7 ZFEFTEET,

* [Switch Port Detail] # 7% 7 U v 735 ¢, RA k Mac, T/NM R&., TINARIP, 41258 —D x4
A4, REEHFH, R—FE—F, EBAT AR EOEREEZLARIERT A YIZET 55 4 i
HBTExET,
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Note * [Admin Status] Fi1ZiL, £ ¥ F —T = A ADAT—H A [UP] £721% [DOWN] & LT
ERINET,
« [Port Mode] 11, A > % —7 = A AF— R [ACCESS] £7-1% [TRUNK] & L T
RENET,

Note VAADAAL v FIE, ARF Y NV —7 LFOREOKBRHICHETT,

s [Detections] # 7% 7 VU v 7§25 & [Detecting AP], [Detecting AP Site]. [Adhoc]. [Rogue SSID]. [RSSI
(dBM)]. [Channels]. [Radio Type]. [SNR]. [State]. [Last Updated] 72 & DIEF#WAERINE T,

« T—T7NVOEMICH D [Filter] (T) TA=ar%27 Vv LT, [RogueSSID], [RSSI]. [Radio
Typel. [Security]. [SNR] IZEDWTRERHREZKL VAT Z LN TEET,

s [Export] 7TA 2% 7 U7 LT, VAT ARGELET,

* [Clients] ¥ 7% 27 Vv 7§25 &, RIEAPIZBEMITHNTND Y 747 > MIBIT %5, [MAC Address].
[Gateway Mac], [Rogue AP Mac], [IP Address]. ¥3d OF[Last Heard] 72 & OFEMITE RN ER RS NET,

« T—TNDENIH D [Filter] (7)) TAa2r%227 ) v LT, RBEFITESH TRBERREZKY
AL Z EMTEET,

ZE360°E 12— 5aWIPS 7O 774 ILDT7A LDy
HxxvTJFvEAHoO0—FK

COFETIE., BE 02— b X EIERDSKBO TV 4LV IRy T F 2 F Y
vu— R 5 HEIZOWNTHALET,

\}

Note (Cisco DNA Center TiZ. T 74NV MDD AP 0 77 A N TOHT Ly 7 X%y TF ¥ BAE
NETATENT 2D FT, DAZLAPEINT 07 7 A NV EVE LI-BEEDO R OEESIL,
TV ool Xy T Ty B BNEITENCTIHILENDY T,

Before you begin

7 72 ARA k& Cisco DNA Center DfE]D % v T — 7 Hfi i T H BN H Y £,
ATV TN A=a—T A2 (=) #71V » 7 LT, [Workflows] > [Rogueand aw|PS] > [Threats],

AT w F2 [Threat MAC address] 5| C, aWIPS BV > 7 %27 U v 7 LET,
[Threat 360] 7 ¢ & R RFERINET,
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ATvT3
ATvT4
ATy T5

ATv7T6
ATy Fr17

BRI E2—PS aWIPS TOT7 A LD TA LUV sx v TFreamvn—r [

[Forensic Capture] # 7% 7 U » 7 L, [Detecting AP], [Alarm ID], [Capture Filename]. [Last Updated] 73
EOE#RERTRLET,

[Capture Filename] | T, pcap 77 A V&7 Vw7 LTCaWIPS Va7 7 A VDT 4 Lo Vv I X x T TF ¥
EAUa—RLET,

[Download Alll 27 V v 27 LT, $#XCDpcap 77 A VE XU rm—RLET,

[Filter] 7 2% 27 U » 7 LC, [Detecting AP] IZHSWTHRBHERZK VAL E T,

[Export] 74 22> %27 Vw7 LT, CSV 77 A INET—7 A= URGFLET,

Note Cisco DNA Center TlE., —EIZHRKS0DT7 L oIy 2y T F vy RDERINET,
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aWIPS 702774 )L

«aWIPS 7' 7 7 A JLZDOWNT (31 _—7)

«aWIPS 7' 12 7 7 A UL T — 7 7 v — DERK, on page 32

«aWIPS 7’10 7 7 A /LD FIR, on page 35

e Xy NU—Z7FTNA A~D aWIPS 7' 12 7 7 A JLOE|IY 24T, on page 36

« aWIPS 7' 7 7 A /L DL, on page 37

« aWIPS 7’12 7 7 A /L DHIER, on page 38

«aWIPS £721L aWIPS 7 # L > ¥ v 7 £ % 7 F v OFIE E 721X EZ)E, on page 38

aWIPS 707 7 A4 JLIZDUNT

aWIPS 7' 10 7 7 A VR TlE, MERBEAZRINL, aWIPS —E R E (DoS) KD
AT LEVEEZREL, BAL N T T4 Lo Pyl Xy P F v 2AMNTTHENT
TET, LEVEOHERIX., & aWIPS B4 OFREMMICAERINDG T 7 — 208 EWET 5
DI B E T,

aWIPS 7’2 7 7 A MR OHY R — NI, V7 =T =23 2 174 UBORDT R AT
fEfCcEET,

» Cisco Catalyst 9800 >V —X U A ¥ L X 2 fa—7

» Cisco Catalyst 9800-CL Cloud VA Y L' X 2 ha—3

* Cisco Embedded Wireless Controller on Catalyst Access Points

« Catalyst 9300 > U — X Z A » F H Cisco Catalyst 9800 #lHIAHT A ¥ LA 2 tr—F
» Cisco Catalyst 9400 >/ U — X A A T

» Cisco Catalyst 9500 >V — X A A »F

Y

(F)  Cisco Catalyst 9300 'V — R A A » F Cisco Catalyst 9400 > U — X A A »F I L O Cisco
Catalyst 9500 'V — & A A v F TlE, aWIPS 71 7 7 A L EZHEEESH D ITIL, VA P L A=E
Va—VEENIT HUHERHY ET,
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B -wes o571 Lommrss

aWIPS 7’0 7 7 1 JLDREMHRSFH

e A UA YL A a bra—7 & Cisco DNA Center DE]DFR v MU — 7 ki a il L T
TEEW,

« X MU —27 534 A|Z CiscoDNA Center 2> HEFZERBETH 1V . aWIPS 7' &2 7 7 A /LHERK
23 Cisco DNA Center 2H 2 72— RENTWNWAZ 2R L T EE,

s T F LUV I X N T TF v DAL, AP & Cisco DNA Center DFIC K » kT — 7 Hf M
FEL SN TWADZ ERMERLTLIZE,

s T ALV XY T TF XY OYAIL. Google 7’1 k=L RPC (gRPC) h ¥ R/ A & —
7 = A A7) AP & Cisco DNA Center D FIIZHEN. SV TWD Z & ZfER L T E &0, show
apicap connection =~ REfH LT, A7 —% AN READY Th b Z & AR LTLZ
YN

e T F LTV X T TF v DA, CiscoDNA Center & R hU—27 534 XY 7 DI
THRERR—FRENTWARLERH Y 3,

e T LUV v I Xy T F ¥ DS, CiscoDNA Center & 7 7 B ARA L FOBICH A 5T
T TUEe Y £/ A,

*CiscoDNA Center 2 U UV —RA 221 LDV V—AMNBT v 77 L— K L7=GEA. B0
BT A T a T ST, [Rogue and aWIPS] % v ¥ = 7R — K226 [aWIPS] %
N L TAEMCT DHERD Y 7, sPMIC OV T, REEHB X RaWIPS ¥ v o 2
R—=FoE=XV 7 (17=Y) 2R LTIEI,

Y

(GE)  Cisco DNA Center # HHUZA > A =T H551%, BINOY 7
AP YTy a ANERT H7291Z, [Rogue and aWIPS] & v & =
R— K25 [aWIPS] Z N L CTHANCTD2HLETH D FHA,

aWIPS 7O 7 A LT —Y 720—0D1ERL

TDEY T arTiE, aWIPS 70 7 7 A LVEVERT B HFIEICHOWTEB LET,

ATY 1 A=a—7TAar (=) #27 Vv 27 LT, [Workflows] > [Createan aw|PS Profilg],

aWIPS 7’12 7 7 A /L%, [Assurance] > [Rogueand aw1PS] > [aWIPS Profile] > [Add Profile] Z 3R L T,
BT 52 &b TEET,

[Create an aWIPS Profile] 7 1 > RUBEKRRIINET,

AT9 72 [LetsDoit] 27 Vv 7 LET,
[aWIPS Profile Creation] 7 « > RUNRERINET,
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ATv73
ATy T4

ATy TH

ATvT6

ATy 17

ATvT8

ATvT9

aWIPS 707 7 4 LR T —9 7 0—DER .

[Profile Name] 7 4 —/b R, aWIPS 71 7 7 A L D4 i % AN LET,
[Signatures] 7 —7 /LT, RO aWIPS 7’00 7 7 A W/XT A—Z NERRSINET,

* [Signature] : & F ZE72 DoS WA M H T HIEWED aWIPS B4 Z R L E T,

* [Default Threshold] : % aWIPS HE4 OFFER I NI LEVELZ R L E T,

+ [Configure Threshold] : % aWIPS BX D FE TR E SN LEWEERLET,
* [Time Interval (In Seconds)] : /¥4~ b ORI Z R L E7,

» [Forensic Capture] : f§E SN2 7 =F ¥ @ aWIPS DoS By v b2 U T NAH A A THF Y I F v
LET,

[Signature] #I'C, aWIPS 7'1 7 7 A JWZkF L TR (F 72 IR INAEER) 5% aWIPS & 7 =F ¥ OF{IZH
DF 2w IRy I Aty (F21347) ITLET,

Note aWIPS o 7' =F % )% aWIPS 7’12 7 7 A JLIZx} L GEIR STV R WA, Cisco DNA Center
%, ZORFED aWIPS ¥ 7 =F v (Zxd 5 DoS WEZ i L £ A,

[Configure Threshold] %] C, IR L7 aWIPS + 27 =F ¥ |Z%} L T, 4 [Configure Threshold] 7 4 —/L K®
FlcERINBIEERBEANO LEWMEZ AT LET,

—WDOT T =F ¢TI, R LEVEITEH SINERA, ZNHDBEL O L X VWEMREIZ W T,
£~ [Configure Threshold] 7 « —/L KD E#BIT [NA] & FRSNE T,

[Configure Threshold] DIEIZ REFZ2HHDH Z LITTEEH A,

[Forensic Capture] 51 C, "M NWHRZ %7 Y v 7 LT, FFED aWIPS VIV =F ¥ D7 4 LTy 7 Fx

T v A E TSI LET,

Note * Cisco DNA Center Ci&, aWIPS 7’12 7 7 A /L@ [Default Threshold] fi & [Time Interval (In
Seconds)] fEZ LT H Z L IXTE £ A,

caWIPS > /' =F v D7+ Lo 7 Xy TF ¥ Z AT S L, CiscoDNA Center Tl
[Threat360] 7 4 & RUMB/NNT Y ha Xy om— RTEET,

caWIPS BL DT LTy 7 v 7T ¥ 2 Whizd % & Cisco DNA Center (£, #%%4 D
B4 D aWIPS DoS B % v 7F ¥ LEH A,

*RTS 77 v RELWCTS 77 v K7 =F % @ [Forensic Capture] ZHNZT % &, Cisco
DNA Center D/ N7 4 —~ » A ET DR H D £77,

(FFvary) 7740 FDaWIPS 7' 7 7 A WA A S35 121, [ResettoDefault] %27 U > 7 LE
‘a‘o
[Next] #7 U > 7 LET,
Note [Configure Threshold] 41| T, R L7z aWIPS B4 1Zxf LT, fEEPHIAD L 2 WMEEAZ AT 5
& . [Create an aWIPS Profile] 7« & R D FfIC= T — A v —UNERR S, FaEFAN
DIEZ AT DL IITROBILET,
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B -wes o7 1o —s s0—ok

AT w710 [Profile Summary] 7 f > K C, [Profile Summary] 7 — =7 /L {Z, [aWIPS Profile Creation] 7 -t > K7 Ti%
ELTeT 7 7 A VOMERFRISNET,

ATy TN [Next]#27 Vv LET,

AT w712 [Profile Creation Done] 7 f > K7 C, [Assign Profile to Device(s)] # 27 U v 27 LT, Z® aWIPS 7’17 7
ANET A ZZEID Y TET,

[Assign an aWIPS Profile] 7 ¢ > RUNEKRINET,

[Assurance] >[Rogueand aW|PS] > [aWIPSProfile] 7 f > K7 T, aWIPS 7’12 7 7 A VA DFRIZSH HTF =
IR 7 A&kF UL, [MoreActions] > [Assign] Z IR LT, aWIPS 7'1 7 7 A /L& T /31 AZEID Y
THZEHTEET,

Note —JE\ZBEELD aWIPS 70 7 7 A VET A AZE Y THZ LI TEEE A,

ATYF13 [Assigned WLCs]FI T, HFOV 2% 27V w27 LT, aWIPS TR 7 7 A LIZEHD B THATNELETA Y
VAo ba—T908EFERLET,

[Profile Assigned to WLC] ¥« > R, Ry NI =2 T ZDRDBHENRFRRINET,
s [Device Name] : % v b T —27 T4 ZAD4F# R LET,
«[IP Address] : Xy hT =TT N_AZADIPT RLAZRLET,

» [Profile Config URL Push Status] : % U —27 T/ ZA~DT' 07 7 A VKD URL 7' ¥ 2 DA
T—H A& RLUET, FEEZMEIZ. [Success]. [Failure]. 35 8 [In Progress] T3,

[Failure] 27— ADOA1E, [Failure] DFRIZH D [i] 7TA T AT — Y )V ERNA—FT 5 & RKIO
HEAERRINET,

» [Profile Config Download Status (OnDevice)] : 7 /3 ADT 07 7 A VRO A T o o— RAT—X R
o LET, AIREZRMEIL. [Success]. [Failure], I3 O [In Progress] T9°,

[Failure] A7 — % ADA 1L, [Failure] DFEIZH D [i] 7TA T AT — Y )V ERNA—FT 5 & KID
HEAERRINET,

Note » Cisco DNA Center C aWIPS 7 27 1 7L g Ui EHIZ 70> T DA, [aWIPS
Profile] # v ¥ 2R — RO EffIc=T — A v —UNERRZIET, [Profile Config
Download Status (On Device)] DEZ# R RT HI2IL, aWIPS T A7 U 7o g URKE
T, aWIPS 7 — X WAL (2887 5 121E. [Rogue and aWIPS]|BEE &~ & = AR — R
5[aWIPS] ZANZ LET, FEEHBXOaWIPS ¥ v v alR— RKOE=4 U 7,
onpage 172 ZML T 230,

s TNRAARTT BT 7 A NWAERD URL o707 7 A MR E X D > a— KT 512
I%. 7734 A L Cisco DNA Center ®EIZ HTTP 7' 1 b 2 VO EFEATREMENFET 5
VER DY £,

* [Forensic capture config Status] : 7 /31 A @ default-ap-profile AP S M7 0 7 7y A VDT 4 LT v 7
Xy T T v ORI AT — X A& x LET, FIREZRMEIX. [Success]. [Failure]. 33 dOF[In Progress] C
—g—o

[ CiscoDNACenter FEEEE LU aWIPS 7 T r—2a> Y )—R 23594 9O RE—rHA K
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awies 707 4 Loxr [l

[Failure] A7 — % ADGE 1L, [Failure] DERIZH D [i] 7 A 2N — Y NVERNA—FT D& RKIROD
BN RINET,

* [Forensic Capture] : 7 /3 A D default-ap-join AP 2 M7 0 7 7 A L TT7 L ¥y 7 F v FF xR
BB »ERLET, DAXZLDAPBINT R 7 7 AL TOT LYy I XY T F v ER
PAR—FINTWERA,

THL UV I XY T TFXYORICHD [iI]| 7T A 22—V V% AR/N—LET, [Shows the current
Forensic Capture status on default-ap-profile AP Join Profile on the device] Z 7R 7§ —/LF v T INFKR S i
5

Note [Profile Assigned to WLC] 7 ¢ > K7 ClX, [Forensic Capture] 4 %N £ /=134 5 2
LIITEERA,
*[Assigned On] : VA YL A2 ha—ZZH DY THN aWIPS 72 7 7 A LD HFEZ R L ET,

ATy T4 [Next]#7 Vv LET,
[Profile Creation Done] 7 1 & R U3 FER S ET,

aWIPS 707 7 1 JLORR

A=ma—TA2ar (=) 7 U v 7 LT, [Assurance] > [Rogue and aw|PS] > [aWIPS Prafile],
[aWIPS Profile(s)] & v ¥ =2 R — RBFRENET,

Note [aWIPS Profile] % 7\Z#]® CHEI9 5 &, [aWIPS Profile] & > ¥ =R — KD _EERIZ A v — VR
7R &4, Cisco DNA Center C [aWIPS] ZANC/2 > TWDEATH, 7y 77 L— a3k
TR a NIRRT HEIkOoNET, Ty —REnlHh T A7) g
NTEFRT HITIE, [Rogue and aWIPS] BEEE & v o = 78— K5 [aWIPS] &2 HE4hic L CHZC T
HULENRDHY T, FEEFHBIWNaWIPS ¥ v aih— KOE=#Y 7 onpage 17=ZMH L
TLTEE,

[aWIPS Profile] % v 3 = /R — RIZiE, ROERNFRINET,
* [Profile Name] : aWIPS 7’2 7 7 A LA DY A MPERINET,

* [Assigned WLCs] : aWIPS 7' 2 7 7 A JMZEID B ToHNTZTIA YL A3y hr—F DEDPRRINE
j_o

* [Last Changed] : aWIPS 7' 2 7 7 A /L DI AEAERC H REE 7o I3RS R HRE N R RSN E T,

Cisco DNA Center FEEEEE LU aWIPS 7 T r—2a v Y Y—2R23594 v 9 245—+H14F |



aWwiPs 7o 274 |
B < r7—07 1 2~0awPs To 77 4 LY BT

2 RT—FNAZAADaAWIPS TR T 74 ILDOE| Y
<

Before you begin

Cisco DNA Center % U 1) — xznou%@vU~xﬂ%7yf7V—F¢6%é\EM@%f
A7) T va AT DI, [Rogue and aWIPS] HEEL & o = AR — K75 [aWIPS] % 4
_Lfﬁﬂuﬁébgﬂ@@i?oKE%@%&U%WES?V?;%~F®%:5UVﬁmn
page 1722 L TS ZE WY,

)

Note  Cisco DNA Center Z 8T A > A b —/L T 2BEIE, BMOY T A7 U 7L a AT 57
mm\memwwwmﬁ£5//lf—hﬁ%@Wmﬂ%ﬁﬁmbfﬁﬁmﬁéﬁgu%
D EHEA,

RTY TN A=a—TA4ar (=) #71V v 27 LT, [Workflows] > [Assign an aW|PS Profile],

[Assign an aWIPS Profile] 7 1 & RUNRRINLET,

BH%IDT 4 KU EAX v 79 5I21%, [Don't show this to me again] = v 7 R 7 A% A4 LET,
ATv T2 [LetsDoit] 7 U v 27 LET,

[Assign an aWIPS Profile] 7 4 » FURFER SN ET,

AT w73 [ProfileName] K2 v X7 U R Kink, T8 ZZEID M THaWIPS 717 7 A L4 ZTRIR L £7,

AT T8 A C, [FindHierarchy] 7 4 —/V RIZA4HTZ AJI L THA N EHRFBET 50>, [Global] Z & L THA b
Vit N D= S I

[Search Table] 7  —/L RICARIZ AT L TRy N = TNA ZAEMBTHLHTEET,

[Network Devices] 7— 7 /WZT A ADTINA A&, IP7 KLA, Y I bz 7N—2 3> FEARE

BLOIH LoD I XY TFRTRIN, ROEIZ 2V a U NIRXy NT—TFTNA ANY R FSHET,
* [Reachable & Supported] : ¥ 7 "NV =7 /38— 3 174 TEIFEARERYVFR— SR TWDH Ry hT—7
THRAAD—E L DT =y 7 ~—7 OEFEAREMEAT — X ANRERINET,

* [Not Reachable/Not Supported] : ¥ 7 b7 =7 /38— 3 174 TREERRBE IR — F I TR
Xy NI—=0 T AL 2AO—ERERRINET, BERRELIITA—- TRy hT—2F
NAZIZaWIPS 7B 7 7 A L EEID B THZ LT TEERA,

AT w75 [Reachable & Supported] ¥ 7 T, HR L7= aWIPS 72 7 7 A JLIZE D YU THT A AR HDHTF = v 7
RNy P RAEF AN LET, TRXTOT A RERRT L, HrOT A ZERIRTHZEHTEE
D

aWIPS 72 7 7 A UL, —FEIZEK 100 BEOT A ZZEIN B THZ LN TEET,
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ATv 76
ATy 17

ATy T8

ATvT9

awies 7077 1 LowE [

[Next] 27 U > 27 LET,

[Profile and devices Mapped Summary] 7 « > K7 C, [aWIPS Profile Details] % fEB L C, 3= L 7= aWIPS 7
077 A )VOREY~ VU %R L, [Device Map] Z BB L C, B0 U THT A AR~V #£ R L
£75

[Next] 7 U » 7 LE7,

[Profile Assignment to Devices initiated successfully] 7 ¢ > RURFRINE T,

Note THAANDT 07 7 AVOE) BTE, 52T T2 ETITRMMA D £, 9 <ICHDET
TREAEFHAIT LN TS IZEN,

TR AZED Y THNTZaWIPS 710 7 7 A )LD AT —HZ A% FK9 511, [GotoRogueand aWIPS Home
Page] V7 %27 U w27 LET, FHHIZOWTIL, aWIPS 7' 12 7 7 A /LD FKIR, on page 352 M L CTL 72
él/\o

aWIPS 707 7 1 JLD#RE

&

ZOTFJETIE., aWIPS 70 7 7 A L ERET A HFIEICHOW T LE T,

Before you begin

BINOY T A7 U7y a AT 521, [RogueandaWIPS]HEEL &+ & = 7R — K75 [aWIPS]
RN CAENCTHHLERHY 3, REFHBINaWIPS ¥ v v 2 R—RKOE=4 1
> 7, onpage 172 L T 72X,

Azma—TA=ar (=) 271V v 27 LT, [Assurance] > [Rogue and awW|PS] > [aWIPS Profile],

ATy T2 [aWIPS Profile(s)] 7— 7 /LT, ET L7077 AN %E 7V w7 LET,
AT w73 FARX D [EditaWIPS Profile] 7 1 > KU T, MEREEEIT-> T b [Save] 7 Vv 7 LET,

Note F 74 hD aWIPS 702 7 7 A VITHRETX FH A,
TR T ANAMEEIN, FBEDaWIPS 702 7 7 A VBV Y THENTWVWATRTDODTF AL AT via
SNnFET,

Note [Configure Threshold] %1 C, &R L 72 aWIPS FE4 K LT, faEHHSN D L EVWMEEZ ATIT D
& . [EditaWIPS Profile] 7 « > R U D EEIC =T — A v —UNERRE I, FEEFFANOIE L
BEANTDHEIITROBNET,
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B awes 7007 Lomk

aWIPS 7’0 7 7 1 JLD A&

ATy I

ATy T2

ATv73
ATvT4

ZDOFNETIL. Cisco DNA Center 225 aWIPS 71 7 7 A LA HIRT 2 FIEIC OV T L %
j_ﬂo

Before you begin

BIMOYT A7 )7y a A28ET 5%, [Rogueand aWIPS]HEE & o = 78— R 5 [aWIPS]
ZENILTAENT HHLEIHY £3, RAEEHBINaWIPS ¥ v v aR—FDE=41
> 7, onpage 172 B LT Z 0,

Ama—TA4 =2y (=) 27U v 7 LT, [Asurance] > [Rogue and awlPS] > [aWIPS Profile],

[aWIPS Profile] & v ¥ =R — RBRERINE T,

[aWIPS Profile(s)] 7—7 /L C. IR 2 aWIPS 712 7 7 A VA OHEIC o D F = v V Ry 7 A% A2 LE
D

Note « T 74/ b aWIPS 7' 7 7 A JWTHIBR T E £H A,

e Xy MU= F A RZEY B THNTWDaWIPS 7 7 7 A VITHIBRCTE A, b
NIZ, T7FVEDaWIPS 7’10 7 7 A VT /NA A FE D Y TLTHLHIBRT 2 LEN
%@ij‘o

[More Actions] K12 > 7% 7 A2 /5 [Delete] 341 L £ 97,
LY 4 RUT [Delete] 7 U v 7 LET,

aWIPS £7=1ZaWIPS 74 L > v I X v TF v DEDL
F =X EDE

ATy T
ATvT2
ATvT3

Cisco DNA Center IZ X > T, A FL~ULTaWIPS £721XaWIPS 74 L > Vv 7 X v FF ¥
EHNETITENCST 22N TEET, Xy T =27 NOF T Cisco Catalyst 9800 7 A
YL Ay hu—FZ% LT aWIPS ZE & E -3 Ehicd s T,

A=ma—TAar (=) #7Y v 7 LT, [Design] > [Network settings],
[Wireless] # 7% 27 U v 7 LET,
A DRA T, [Global] DEEIRENTNWDZ L AMERLET,
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| awips Foo71 L

ATv74
ATy T5

ATvT6
ATy 17

ATy T8

ATvT9

aWIPS E1=[3 aWIPS 7+ L > U w4 kv TF voamiEamnt [

Note A R, EATF 4T, 7aTiE, T a— UL B BREMREKESNET, 1 h. B
TAYT, FF7aT LUV TRFESNIZREIL, Zr— by N —J8ER EEEL
E3x

[aWIPS and Forensic Capture Enablement] =V 7 £ CRiZAZ v—/L LET,
aWIPS Z AN 5121%, [Enable aWIPS] F = v 7R v 7 A& A 2 LE T,

F 7 4L FTliE, [aWIPS] 1E 27 2 — L LUL THNZ > TWET,

aWIPS % #0129 5 (2%, [Enable aWIPS] F = v 7 R v 7 A% A4 712 LET,
T VT Xy T T v BHNIT HITIE, [EnableForensic Capture] 7= v 7 AR v 7 A& A N LET,

Note T LTy I Xy T F Y AN T HITIE, aWIPS ZENCT AMERHY £, 74+ L
oI R TFYREDNTR o TWD & X aWIPS 2R+ 5L, 7L Vv oy 7
Fy bEMLINET,

[Save] 227 U v 7 LET,

Note aWIPS £721XaWIPS 7 4 L' > Vv 7 X ¥ T F Y REEBR LIZL, T/ AT nEya =

JERFHTREYa =07 LT ARET AL AT vy a LET,
[aWIPS and Forensic Capture Enablement] X &% U & >~ M9 2121, [Reset] 27 U v 27 LET,

Note U U —2232.0 L YHEiTD Cisco DNA Center V UV — 2N HBITTH5E81T. 2y NV — 2V RESE
aWIPS 7212 aWIPS 7 4 L o Py 7 X ¥ I T Y iR ETHR LT, B VAL Rray ba—
T THEHENS LI LET,

aWIPS £721XaWIPS 74+ L > ¥y 7/ X ¥ T F v REIT. T AD AP ST 17 7 A )VITIE
L %9, CiscoCatalyst9800 >V — X UA ¥ L R 2 ha—F TRAANTBEY g =07 &
nNaeE, TALAEEMTOENTWVDETRTOAPBINT 0 7 7 A LRSS, ROT 7
va URETINET,
T T7HIED AP BINT BT 7 A NVIE, TAALABRE DB THNATHDH A FvD aWIPS
F2TaWIPS 74 LU Vv 7 Xy T F ¥y O ELMA L ET,

cRowWAP 7u bV a =7 D—# L LT, CiscoDNA Center Z ] U TIERR S L7z 2 & A
7u 77 AL, Row AP 70 7 7 A WDMERR S IVAEY A F L~ b aWIPS F 7213
aWIPS 7+ L ¥y 7 OFRIEEFA L ET,

e Ay T2 APTuE Y a3 = I O—#i& LT, CiscoDNA Center Zf# ] U CTYERL S 7= A
AT TrAME, AV a AP Ta T s A NABPEREIND T7aT A LUV GER

ExEALET,
¢ Cisco DNA Center DM TIER SN I A Z LAAPEMT 0 7 7 A /Wid, REZHK L £
Moo
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B oawrs =g aWips 74 LSy % v TF v OBEMIEE LML
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=% =R

EHEBLUVIALAVYLARY NT— TOF
IEAP D LA®D

« RIE AP DX CIADOBZE (41 X—2)

s MRy NU—27 EOARIE AP OEF UiA®, on page 42

MR U —27 EOARIE AP OEF UiA, on page 43

« Cisco NIE AP E LIADT 7 v a v O MM~ F U v 7 A (46 ~2—)
« NIE AP OE UiADD X A7 LEA T 7 DFKIR, on page 47

IE AP D CIAHDHE

Cisco DNA Center I~ 1E AP &f UIADIEREIZIL, Al LR R v U —2 EORIEAPRE &
NET, Aty hU—27 EORIE AP # LiAD D4, Cisco DNA Center (2 L V. NIE AP

LS TUVWD ACCESS E— RDAA v FiR—F A 4 —7 =14 A% DOWN IRFEIZ L

T, TANXLRRY FT—9 EOFRIE AP £ LiADH DA, Cisco DNA Center (5 & 78 ) 72
HMuAsvrxaryita—J129A4 YL ARy NU—7 EOARIEBSSID O UiAD #BitT 5

IR LET, RIZ, VAL Rar br—Fk, 25O BSSID OiTROMH AP 12,

AR Ny B AR =7 LT, RIEAP EZDRIEAPDUA Y LA ATV b
W OWIE % FHlrd 5 X o IR LET,

RIEAP HUIADIIEKRD L O IZhEENET,

» [Wired Rogue AP Containment] : Cisco DNA Center N IE72 @D %~ 2 = 78— KT [Rogue on
Wire] & L TSNV ARIE AP O MAC 7 R LA,

» [Wireless Rogue AP Containment] : Cisco DNA Center RIEZRBMDZ v v 2R — KT
[Honeypot]. [Interferer]. F7z1%[Neighbor] & L C/¥E I 72 ARIE AP MAC 7 KL A,

AIE AP OE CiADIE, Cisco AireOS =2 > k7 —F 5 LU Cisco Catalyst 9800 > J — X U A ¥
LA arybr—7 THR—-FSNTHET,

Y

GE)  HUASHIE, aWIPS ZE CTIEH A —h SR THERA,

Cisco DNA Center FEEEEE LU aWIPS 7 T r—2a v Y Y—2R23594 v 9 245—+H14F |
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B 55+ r7—s toFEAP O LRD

BRAY FT—D LOFRIEAP DEHLAD

ATy T
ATv T2

ATvT3

ATy T4

Hry U —27 EOARIE AP £ CiADHERE A 9 5 & . Cisco DNA Center TIZARIE AP 28
BRI CHSE SN TWVWAB AL v F D ACCESS E— RA v X —T oA A%y v NE T TX
%7, CiscoDNA Center CIIfDE— REZ v v v N T UTHERXY NT—IBE T T 5HH]
RSB, ACCESS BE— RA v X —T 2 ATOLEHRLXY N —27 FEOARIE AP E U
ADEFATLET,

RIEAP 3FEACCESS T— RDA v H—T7 = A AR INTWBIEE, Fy MU — 7 EHE
WFEEHT, FRECLIa~r FEHALTA v —T 2 AEEDIZLENHY £,

Z OFNATIX, CiscoDNA Center @ [Rogue on Wire [ {25748 S 4172 ACCESSE— R A V¥ —7 =
A ATHBS Y FT—27 FORIE AP OF CiADE FE(TT D HIEICHOWTHA L £,

Before you begin

[Rogue and aWIPS]| 7 7'V r—a Xy r—V% 27— KL TA VA M=V LET, &
AZONWTIE, RIEBXRaWIPS 7 Y r—va Ny =V OF 7 ra—Ref VA h—
JV Cisco DNA Center] #ZM L £,

ZOFIEEZETTIHICL, TrbTa =T AP, A7V 2 —F APL. BXOREMIHEX
ABMERNH D Z &R LT EEN,

Ama—TAar (=) #7U» 27 LT, [Asurance] > [Rogue and aw|PS] > [Threats].,
[Threat MAC address] %1/ [Rogue on Wire] (Z/3 3SR EAPMAC T RV A&7 Y v 7 LET,

[Threat 360] 7 1 > R RFERINET,

[Action] Fr v 7*# 7 U X EHvi, [Shutdown Switchport] Z 3R L £ 97,

BERYTT T4 RO, HIETDHT A ATy ¥y U T %5 ACCESS BE— RA v ¥ —7 = A

AZADY A SBERRSNET,

Note [Shutdown Switchport] 47"+ = %, A IE AP MAC 7 K L A% [Rogue on Wire] & L T~v—7 &
TV DHEEIZDIH, [Action] KRy X7 ) X MIRRINET, FEMIZONTIL, Cisco
RIEAPEH UADT 7 v a v OHEMVE~ N v 27 A, onpage 46% S L T 7Z X0,

[Shutdown Switchport] 7 7 3 = NITCICEE EH A, AA v FR— b & FEICHEZEIT 2 MLEH
b0 ET,

ML TRy 7 AT, [Yes] 22 Vw27 LET,
[Threat 360] 7 « > R IZiE, RO X HIIZHEHRAE Y hT—2 EORIEAP EH UIAD AT — X ARFRINE

SHEOF = v 7<= BRI ST =13, R Y V=2 EOTIE AP B LA ERSETH Ch
HILERLET.

el
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| #8BEUTTAVYLRAY FT—H TOFRE AP D LA
migky f7—2 EOFEAP 0 LAD [

HKEDTF = v 7= PWTeATFT =R, JIET DA o F—T = ATERER Y PV —2 EORIEAP
HUAOBPERFICHIESN-Z L 2R LET,

HRNF =y = PN T—IE, ARy U —7 EORIE AP £ CIADBRMN KL 72 Z &
ZRLET,

Note . ff CiADDBRIGEIND &, A H—T =4 ADIRFEN [Rogue on Wire] 7> 5 B D 185748 %
TICHEF D F TR 000 £57,

* [Rogue on Wire] 7334 A 71X, [ UARIE AP DIROER KR v h T —27 EORERA v E—
DEERFZHIO S A TIEREINET,

AIE AP @ MAC 7 K L A %3 [Rogue on Wire] IZ/7H S LTV D03, B LiAD E LT 5 ACCESS E— KD

A B —T = A ANV, Cisco DNA Center (2 ¥ . [Action] K& v 74 %7 U Z kT [Shutdown

Switchport] 47" = VN2 Y F T,

Note %9 D ANIE AP 25 [Rogue on Wire] 7330 % A 7 T D855 & FRZ . [Wireless Rogue AP Containment]
R TE ER AL, FEMICOWTIE, Ry U —2 EOARIE AP D% UiA®, on page 43%
ZHLTLLIEEN,

BIEAY R IT—O EOARIEAP DE LA
P U —27 EOARIE AP & CiADBEHEIZ L D . Cisco DNA Center |IN1E AP [ZHEc S vz U
AXVAITAT U bEELADDZ ENTEET,

FHUIADIE, RERAPIZERINTWDS Y 747 MAOBEZET 5720, —HOET
1X3&EE T, Cisco DNA Center 1X, #EH Xy NU—2 FEOARIE AP # UIAD Z BT DB DE
IR DWW TEE L E

ZOFIETIE, REAPIZHEHSNTWOLIAS YL AT FA4 T FTERR Y NV —2 EOR
1E AP OFF LA & Blbads K OMF LT 5 HIEIZHOW TR L £7,
Before you begin

[Rogue and aWIPS]| 7 7' U r— g U Xy r—V% X7 a— KL TA VA M=V LET, 3
MZONWTIE, REBLQRaWIPS 77V r—va vy r—voFyra—ReEf A h—
JL Cisco DNA Center, on page 132 L T 7230,

COFEEETTAHAICIE., TrbEYa = T APLE AT Va2 —T APID D DOE X ABMER D H
HZEEHERLET,

AT TN A=a—TA4a> (=) #71V v 27 LT, [Asurance] > [Rogue and aWIPS] > [Threats],

Cisco DNA Center FEEEEE LU aWIPS 7 T r—2a v Y Y—2R23594 v 9 245—+H14F |
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B =5+ 79— toFEAP OH RS

ATy T2

ATvT3

ATy T4

ATy TH

TAF¥ L ARy NT—7 EORIE AP OF LA % F4TT H1Z1E, [Threat MAC address] #1|D TIZHR R S 4
TW%, [Honeypot], [Interferer], &F7=I% [Neighbor] ¥ FZ A 7 & L T~v—7 SN TWHARIEAPMAC 7 R
VA&ZZ ) w7 LET,

[Threat 360] 7 1 o~ RUDBRRINFET,
Note ARIE AP MAC 7 R L A%, B OARIE BSSID TR S L E T,

[Action] ke 7H U N&227 Y v L, [Stop] Z#IRLET,
BT T TRy 7 ARERI I, EERICETAERE VAP LAy b —FIEENDARIER
BSSID DU A hRFERENFET,

Note RIE AP O MAC 7 K L A7 [Honeypot]. [Interferer], & 7=1% [Neighbor] /034 A 7L L C~—
7 ENTWAIEAIT DI, [Start Containment] 47" 3 M, [Action] K v XU A MNIF
REINET, FEMIZOWTIE, [Cisco RIEAPE LIAHT 7 v a v O R~ N v 7 2] %
ZHLTLIEENY,

LA TSRy 7 AT[OK] 227 U v 7 LET,
[Threat 360] 7 4 > R Zid, RO X HITHMF Y hU—27 EORIE AP H UIAD AT — X ANRFRENF
£
cHODF v = PR R, ERE Y FU— 27 EOARIE AP £ TIAD BRI E TH TH
HZ EERLET,

DT = v =T BN R —E, By FU— 7 EORIE AP £ CIAD IR N S RS 72k
HAP ICEFIZEESINTZZ 2R LET, RSSIHEIZHESW TR L M1 AP ORIZIRHER
ForENET,

s REODT = T =T BN, BRRy NU— 7 EORIE AP EH CIADBE R RR L7Z 2
LERLET,

Note H CIADMBM E 405 & [Containment Status] FI235D T A ¥ L 25 LiIAD AT —F XA THHT
IHLD FE TITRFEIA 20 77

[Threat 360] 7 4 > K7 C., [Containment] SIDOKIZH D [(] T A 2N — Y VESLEET, ChITEIC
BEDITAVYLAHLRAHDRAT—ERERLTWVWREWVNS YL TF v TRERINET,

Cisco DNA Center CiZ, Cisco DNA Assurance PN ® [Rogue and aWIPS] % v ¥ = /R — ROEET —7 VT,
TAYLVAREAP DFHLADAT —F A2 E=FTEET,

RO FRE7RE A KT 5 1Z1%, [Containment Status] FIOHUZ &5 [1] 7 A 2 AT — Y VEFRANA—LET,

Table 4: 7 A ¥ LA LIADR T—4 A EHER (B

TAVLAHLADHDAT—E |EK
A

Contained UAXY L RAay ba—F Lo TCT 7T 4 JIZETCIADHILTWAARIE
AP

[ CiscoDNACenter FEEEE LU aWIPS 7 T r—2a> Y )—R 23594 9O RE—rHA K




| #8BEUTTAVYLRAY FT—H TOFRE AP D LA
mpry r7—o LOFEAP O LAD [

Pending TJA¥ LAy bo—7 TIEIORIEZE UADERBREBICEFS L TW
7,

Open RIEAPIIE CiIAH L TWWER A,

Partial ANIE BSSID O—#IXBIWTI D | 7R OESIE, H LA bivizikEE
7213 E UIADREIREEIC > TV E T,

Note T A Y U AE UiAD AT —H A3 [Partial] DARIE AP DA, [Threat 360] 7 > K7D
[Containment] 1 [Partial] JREEDKEIZ [I]] T A 2o DERINET, I—YNAVE[] TA 20
RN—=F 5L, RIESSID DBRIEDT A ¥ L RE CIADAT —H ANRFRINET,

JA4¥LRAaryba—FF, ROBHIZEY, VA4V L ARy hT—7 EORIE AP £ UiAD ZREIRE
RO Z ENRTEET,

« )Y —ZRMELL : RIE7Z2 BSSID # UIAHERDIEFEINDH &, VAL RAar he—F %, RIEZR
BSSID #f UiA® % [Containment] F 7= (% [Containment Pending] DWW T AU OIRFEIZ LET, ZAuL, 7
TAT M3 — B R AR D MR O MR RS 3 DDA IE BSSID, E =4 —F— FOMELHIR)
6 DORIEBSSID ThAH7-HTT, HWEHBREINTHIREZBL 5L, HUIADDOZOITRIZHEE X
ﬂtTEﬁB%mi WP DARIEZ: BSSID 235 LIADIREEDL BN L E T, VAL A= b
T—F 2k o CTHRERRBIZAZA Y 97,

cREINEEIL—L (PMF) YA YL Aarbu—TF, R#EINTZEHET L—2A (PMF) 2
AIEBSSID TAITH Y, FHLIADAT —F ZERFARBICHER L TWAHIRY | HUIADZRBL E
HA, PMEF NN/ D L, VAL R2ary ba—F 08 UiADERBLET,

« FEEKREBURIR (DFS) : UA YL Ray bua—F3E UIAD AT — X A ZRBIREEICHER L. 8
%ﬁﬁ%m(mﬂ)%kxw17m~h%kx A RIEARBSSIDAE DA L 9 & LEH AL
ARIE72 BSSID 23 DFS F ¥ XML BT 5 &, VA VYL Rary ha—J3H CiADEHEBLET,

ATv 76 HUADEH, REH, TN GEREL L Te—7 SNTEHRRr Yy NU—2 EORIE AP OF T
DAIE BSSID %4 — 7 RBEIC 7121, [Threat MAC address] %100 FIZ VU A b STV D ARIE AP MAC

TRVAREZ Y v LET,
[Threat 360] 7 > R RFRINET,
RATw 1 [Action] ke v 7 X %27V v 7 L, [Stop Containment] &R L £ 5,

Note [Stop Containment] 47> = &, VA VL ARy hU—7 EOAIE AP 2 [Contained], [Pending],
F 7213 [Partial | IREED A IZDF, [Action] Fu v T X T A= a—|ZFKpRENET, sEMlco
WX, Cisco RIEAP H LiADT 7 > a O HHNE~ N U » 7 A onpage 467 ZH L T2 S
Uy,

* [Threat360] 7 « > RUICHEFEDOF = v 7 ~v— @B — L LTERRIN, T/ YL ARXy RU—
7 _EOARIE AP T [Stop Containment] 7' 2 & ANEITH TH D Z LRSI ET,
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B ciscoFrEAPHCRDT L3 0EBET R v R

* [Threat360] 7 t & R VIZkkADT = v 7/~ —Z@HNNFT— L LTERIN, VAV L ARy hU—
7 EOAIE AP T [Stop Containment] 7' & E ANEITHTH D Z LrENET,

Cisco RIEAPH LADT7T O a>oE#ETR) O R

Z DFIE, [Threat 360] 7 4 > K7 TOARIE AP OBLEDIRFEIC KT D ARIE AP H LA T 7
TaryOEfEERLTWET,

REFEAPHLRAHDT I a v OEBRET L) IR

IEAPER |E#HEASY b—7% L® |[Actions] KOw F& 9> |[Actions] KOy FHH Y
247 FEAPDBREDHL |V X D [Start 1) X kO [Stop
A HIKRE Containment] =7 3> |Containment] 73>
L SN TA4E—T N TA4E—=T N
TF ¥ RV — - - - -
A E MR ARGy F =T S =T
r—=2DS |B< Fo4v—TN F -7
Yy
BB MRE RSy F4—T A FX—T )
AP {52 B < TA4E—T Fo4—T N
BB RE RSy F 4 =T A FX—T )
H#RA > B BR < /A E MR R ARGy | FEFR FEFR
th‘”:“W AL YFR— DLy k| R Y FHR— DYy
BOUNFERENTHWET | MEFDOURFRENLTH
EN
AU R b B < FoE—T Foe—7
G IR R Sy Foe—T7 A FX—=T I
Nne=—Ry b B A F—T ) TA4E—T N
G IR TR Sy Foe—T7 A FX—T I
FIR B < A X—T ) F4—T
G IR Ry Foe—T7 A X—=T I
faftEn vy |BA< F 4= F k=T
G IR TR Sy Foe—T7 A FX—T I
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| #8BEUTTAVYLRAY FT—H TOFRE AP D LA
FEAP OHLRAODE Ry tEENTORT [

A N— A< A R—=T )V F 4=
A E R ARGy Fo—T AR =T
B AZ — |BEL A X —T ) Fov—7
(&, BIE — - - ——
i) Y SR ) TAE—T A F—=T IV
B AL LL— L F4E—T I F A4 =T
v (1) — N - N
AE MR R ARGy F =T A Fx—T I

FEAPDHLRAHDERY LBEEOT DRT

£ UIADIZREL U7=3E 1%, Cisco DNA Center TIIEE I NT-ARMB LR 2y bU—7 E
DOREAP HUADERO X A7 Lo V2 £ R TXET,

Z7_"77°1 A=ma—T A2y (=) 227U 7 LT, 777—_,“:\\7—_40
AT Y T2 [Activity] V4> RUT, [Tasks] ¥ 7% 27 Vw7 LET,
AT w73 [Search] 7 1 —/V FIZ ROGUE & A )4 %7, [ROGUE] Z 3R L £ 9,

AMB LT A ¥ L ADARIE AP £ LIADIZEE T 2K EHEH RO Y A FRERRINET,
ATy T4 METHEHLIADEREZ ) v LET,
[ROGUE] 7 « ¥ RUMNRRIIL, NIE AP B CIAOEIEDOFEM, A7 —X A, HEERFRINET,
ATw 75 [Auditlogs]| ¥ 7% 7 U v/ LT, REAPE LIADX A T LxIGT DT /NA AIPT RLAZERLET,
Note « Cisco AireOS DI5E, H CIADEROEER 1 72X CLI v > RAFRRINET,

« Cisco Catalyst 9800 ' U —X U A ¥ L A 2 hu—F OEA, HUIADEROEA 1 /|
X NETCONF ZRNERR S IET,

cHEBERY FT—U LEOFREAPHLRAHOLA, BEEa 72X, A, v TFR—b LT
SHDLTOICAAL v F TEITSINTZCLI 2~y RRFRINFET,
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i

RNIEAPDARZ L75E

FAVA NI =27 70— T (49 2—)
AU A U —27 7 a—@Oi%E, on page 50

T A K DRIE L=V DIERRIZOWT (52 =)
ARIEV— L D4, on page 52

AIE/L—VDHIBR, on page 52

7 A B LARIEL— )V DAERE, on page 53
RIEN—T 0T 7 A )T DONT (54 =)
RIE/N—LT 07 7 A L OFFHE, on page 55
RIE/NL—L 717 7 A )L DOHIER, on page 56
RIEN—L 7117 7 A )LDIERL, on page 56

el ESNT=T 72 AKRA > F Y A hDFKIR, on page 57
PRI SN =Y Z MZHOWNT (58 X—)
Ry H =)=V A MEH D FR, on page 58

AR —)L— )L D, on page 59

AR B —)L— )L DI, on page 59

PRl &N Te Ry 2 —D U A~ OYERK, on page 59

HRIYRFD—9220—[ZDUNVT

CiscoDNA Center R EEFH B L RaWIPS V—27 7 a—%fH+T5 &, #Frl Y A MZ—45 CTBE)
THRIET 7 EARA L PO MAC 7 KLU AZHER L T~—7 ZfH1F., #®IK L7 AP ® MAC
T RUVAO—FEHFY A MR TE ET,

RIEEFF L aWIPS U —72 7 1 —[%, Cisco AireOS = > k 17— 35 X ¥ Cisco Catalyst 9800
VU —=RXUA XL Aay hr—F BT 5TV S AP 2 R— F LET,

.H‘T)X}\U 770 —0FRE (50—) HFEHLT, RORIEAP ¥ A 7 &HFFA[U X K

« AfFR Y U —27 EOARIE
e N —JRw b

Cisco DNA Center FEEEEE LU aWIPS 7 T r—2a v Y Y—2R23594 v 9 245—+H14F |



FEAPDARSLSE |

B #5vxr7—voo—onx

« TR
C A A

ﬁTJXFU 7 7a—0FE (502—) ZFEHLT, IROFRIEAP A ZHFAY A b

s B —aVREF ¥ R
e B —x DS K
« AP {43k

« fEBRIED 720

R A MID—2 20—NEKE

ATy I

ATy T2

ATvT3

RTv74
ATvy7T5

ATvT6

ZOFETIE, RIEAP O MAC 7 RV RAZFFAIY A MZ—fECTB8T 5 Hika R~ LET, 2
NBHDOT KL AL, Cisco DNA Center TEZE & L THE LW T RLATY,

Before you begin

D H AT % FLT4 5121, SUPER-ADMIN-ROLE F 721X NETWORK-ADMIN-ROLE #E[E 23 s
BT,

Ama—TA4ar (=) #27 Y v 27 LT, [Workflows] > [Set up Rogue M anagement and awIPS],
[Set up Rogue Management and aWIPS] 7 f & RUNRRINET,

[LetsDoit] 2 Vv 7 LET,
S/ ZDT 4 RUEAX v 795214, [Don'tshowthistomeagain] = v 7 Ry 7 A4 12 LET,
[Bulk upload allowed access Points] 7 «f > RUNFRRINET,

[Search] 7 4 —/LV R TCIX, T TIZFFAIY A NT—2 78 —|ZD T, on page 49 |[ZIBM X i/ MAC 7 K

VAZRRLET,

[Export] #7 U > 27 L, #FAIYU A h&xT 7 AKR—FLET,

YTV CSVNT T L= 77 A Ve run— KL, MACT RLA, #E BLONT TV 2 FH)

TEMLT, —§EFATY A M7 7 b— FE{ERTE £, [Download the sample CSV template from here]

Vo277 LET,

WG EIC =Y NV ERNN—=F5 L FFAISNTHDEMACT LA, BE, BLXUOAT IV DT +—
MR RTEET,

CSV 77 ANERYy 7 AFIRIZ KT v 77 K Ra vy 734250, [Chooseafile] %7 U > 7 LTV AT A
EoCSV I ANEBZBLET, CSV 7 7 A VD KY A XL 1.2MB TT,
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ATy 17
ATy T8

ATvT9

ATv 710

ATy TN

ATvT12

#ayz ro—s7o—onE |

Note Cisco DNA Center THEFIET = v 7/ BNEITEINE T, 7T v 7a— RENTZCSV 7 7 A VBN IRD
FEERIZ L TWeWGEE, 79— XA v E—URRRINET,

e MAC 7 RLADRERMRAERA L N MACT FLATIEH D XA,

e T RTORET V7 EARA L FOMACT RLANRY AT LT TITHLEL TV DD,
FIIHIBREBEOR B L R ARET 7 EARA Y FOMACT RLARH Y T8 A,

cFEODF 2y I~ —21%, Ty Tua—RENTZCSV I 7 A VONENFETHDHZ L%
R~RLET,

Next] Z#27 U v 27 LET,
[Summary] 7 ¢ > K7 @ [Uploaded bulk allowed list MAC addresses] 7 — 7 /WiZ, A &i7- MAC 7 F L
ADY AL, BIXOERENOENELE T 7 a URRRENET,

[AIl : T_XTHOMACT RLADY A b, BIXOENTNOEEE T 7 v a a2 L TERLE
‘3‘0

¢ [Create] : {fERLSN/TZEMACT RLADU A b BEOENENOEIELT 72 a a2 F L TERR
]\/\iﬁ—o

s [Delete] : HIFRSN7ZMACT FLADY A b, BELXOENZENOEMEL T 7 v a Vo n—FE L THER
INET,

« [NoAction] : T TIZHIRENTWVWAMACT FLADY 2 b, BIORNENTNOEIELET 7 a i
KRINET,

[Continue to allowed list] 27 V v 7 L, RRENDFAT T Ry 7 AT [Yes]z7 Vw27 LET,
4 A7 52 T [Allowed List Updated] 7 1 > RURERSINET,

[Go to Rogue and aWIPS Home Page] #7 U v 7 L7,

[Rogue and aWIPS] & v ¥ 2 /R — R ER SN E T,

[Threats] 7— 7 /L& FK/x L CW5 [Threat] ¥ 7% 7 U v 7 35 &, CiscoDNA Center (IZ LV, HE L7=A
1IE AP MAC 7 R L A7 [Type] #l0D T @ [Allowed List] IZ 775 S L E 7,

RIEAPMAC 7 R L A ZEARBNZENE 72 I1FHIBR T %1213, [Threat MAC address] 1D FIZ U A kST
HRIEMACT KLAZ27 U v LET,

[Threat 360] ¥/ 1 > RURFRINET,
[Action] Fr v 7*'X 7 U X S, [Add to Allowed list] 238N L £ 5,

FFATY A R B ARIEAPMACT R L A ZERNZHIBR T 2121, [Action] K= > #7212 T [Remove
from Allowed list] Z 3R L 97,
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B x5 2FEr—no#mizonT

AR LREIL—ILDERKIZDLNT

RIEN—VT, BpD VAT Ta 7 7 A VEFORELEMEICHH L CEET S HETT, R
IENV—VITBRENE S T, BRI > T S E S, Zc kv, B, FRE0H
YA DDA TT—=FOEMBBY, Ir—r B0V A SR—ZTH#EO Y 27 7'n
T ANERHETE LX) £,

WDRIE AP Z A FH T AZ LNHEZ A T ICBETX £1,
s TR

. */r/i\"—‘

RIEIL—ILDiRE

ATy T
ATy T2
AFvT3

ATvT4

ATy TH

A=ma—TAar (=) #71Y v 7 LT, [Asurance] > [Rogue and aWlPS] > [Rules],
[Rogue Rules] 7—7 /LT, #RETHIV—NLET Y v 7 LET,
[Edit Rogue Rule] ¥ 4 & RUBNFRI N O, BLEREFZITWVET,

Note VL= WS SBRTO S EIE, — A RIEPEFE SN TOER SN ETA, BFIT L
WT— X SR ORELET,

(A7 vay) RERLV—VEHENE CiAD 5IZ1E, [Enable Auto-Containment] = v 7 AR v 7 A% 4 |Z
Li‘a—o

Note « Cisco Catalyst 9800 &) =X DA ¥ L X 2V FA—F(I&, —EIZ 625 DFIELH LA
BEDFHRAHY FY, HIRISETDE, HLADFENLDT NS ATHREESN=FL
WAREICH L THELGRYET,

* [Honeypot] & & L~ V75 [High] Th DI AHX LV—1LDHOBEE CiADEHNZT D
ZEBRTEET,

[Save] #7 U > 7 LET,
[Auto-containment] 7> & E CIADRF NI > TWDHINE I AR L £ 7,

RIEEIL—ILDHEIE

ATy T

Ama—T A2y (=) #27U»Z7 LT, [Asurance] > [Rogue and aw|PS] > [Rules],
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1258 ,FEL—Lo%RE [

AT w72 [RogueRules] 7—7 /L C, HIFET 5 [RuleName] %27 U v 7 L. [Delete] #27 VU v 7 LE 7,

Note HIBET D ARIEL— VPN — 707 7 A4 )V CTHERARERME—DONL— L ThDIEAIE. TN —
a7y A NbEIBREINET,

ATV T3 HEROXATa TRy 7 AT [Delete] #7 Vv LET,
Note [Honeypot] IZHFRTEFZ S NN —L T, HIRT2ZLIFTEEHEA,

ATy T4 HIFRENizL—/L%&F£ T 5I121E. [Rogue Rules] 7—7 /L ? [Inactive] ¥ 7% 27 U v 7 LET,

AR LAREIL—ILDYER

BEDORMEFFONL— LV EER L, ZTOL— N EL—LT 0T 7 A VEEAT D Z LR TE
i‘@_o

AT Tl A=a—TAar (=) #27V »Z7 LT, [Workflows] > [Create a Rogue Rul€],
ATw T2 [Create a Rogue Rule] 7 f > K7 T, [GetStarted] 27 UV v 7 LET,
AT 73  [RuleName] 7 4 —/L NI, L—1LDO—BDO4HTZASLET,

HLWARIEL—/LVOVERE, LIENCHIR SN RIEL—LE 2 ATTTH 2 LT TE A,

AT w74 [Description] 7 4 —/V RIZ, L—/LOfFHEZ AN LET,
ATFYTF5  [Next]ZZ7 Vw7 LET,
RATwF6 [Create Rogue Rule] 7 4 > K7 T, BB L~V EEINL, L—LOEMEEZBMLET,
ATw 71 [ThreatLevell &7 > a v REZ L OWTnze s V7 LT, B L~V E/L—/VEMLET, MH
BE/p A7 3 1%, [High]. [Potential]. F 7z [Informational] CT7,
ATvT8 (A7 ay) RERNV—VEAENE CUiAD A1Z1E, [Enable Auto-Containment] = v 7 R v 7 R &4
WZLET,
Note « Cisco Catalyst 9800 ) —X A ¥ LR av bAO—FIZ(F. —EIZ 625 DR IELF LA
HEEDFIRLHY F£9, FIRICET S L. HEUADIEEINLDT/NA ATHRESI N
FLOFRECH L THELGESGYET,
« BEhE CiADIL, [High]) LV OBBIZOREH SAVET, 7 7 4 /0 b TlE, [Potential]
$ L O [Informational] L ~/L D& 2%} L C [Enable Auto-containment] [X 51272 > T
iba‘o

ATwF9  [Match] Ky 77X 2 G, TRTOFREIC—EEEL7-0D[AI]. £2IXWTRNDOEMEFIC—
BEEXEH7200 [Any] 28R L £,
AT w710 [Add Condition] K2 v "X 7 U R Kink, A— LEGMEERIRL £,
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. FEL—LFTOTF7AIILIZDNT

1 DON— VBB OS2 BN TE 3, MEHFTREZ /L — /L 4F1%, [SSID]. [RSSI]. [Encryption
Condition], [Minimum Rogue Client Count] T3,

ATy TN [Next]#27 Vv LET,
ATYT12 ZON—NEBEFOL—LT T 7 A ZEID 2 THIZIE, [Doyou want to assign this rule to a rule profile?]
AT TRy 7 AT[Yes] 227 Vw7 LET,

RIENV—=NVEAER LTI TE=r T 07 0 L LTHREL £ A, RIEAL—MEFIIV—ALTr T 74
LIZED B THRLERNH Y £,

AT w713 [Available rule profiles] 7—7 /L C, 707 7 A NVZDRIZHDF = v 7Ry 7 A% AT L, [Next] &
707 LET,

1 2L EDOL— T a7 7 A )VERIRTEXET, 1 OO — L7077 A WIENV B THZENTEXS
=L 5 DF TTY,

ATY T FREINDHHERFA TRy 7 AT [Proceed] 27V v 7 LET,

F LWL — i, B IERWEIRIENICRESNE T, v— 177 7 A VaiRE L CTEILIENZEE T
xFE7,

Note RIEA—=V DR, B CARIEL—A 22 L THORIEL— L 2T 5 Z L3 TE %
NIV

AT w15 [Summary] V 1 > KU CRENL—/LVOBRKE MR L ET,

Note HU— S S DETOSEE. LWV — bt —3 L CHLEF IR EHA, THIX
HLWTF — X HICOREE L £,

ATY 16 BIORENL—/LEVERT HI2IE, [Create Another Rogue Rule] R¥ > %27 Vw7 L, ZOFIEOAT v
313 &FTLET,

ATy T B L= AR EN—)VEFRT HIZIE, [View all Rogue Rules and Profiles] "% %7 V) v 7 LE T,
[Rogue Rules] % 712, {ERK L7z T X TCORIE/NL—/LBRERINET,

ERSNTEARTEL—E, A=a—T A2 (=) %27 U v 7 L, [Assurance] > [Rogue and aW|PS]| >
[Rules] > [RogueRule] Z#IR L CHERTHZEHTEET,

o —
AEIIL—IL7O7 74 I)LIZCDUNT
FEDEMZFFORENL—IVEER L, V=T a7 7 A IHEMITHZ N TEET, K
ENV— NV EREN—LT 0T 7 A )VCEEMNIT 7215, BRIEN AT D2 N TEET,

RENV—NTa Ty A NVEFA MZEIVYTEHE, 2OV A ML HEINDIAEIL, L—b
a7 7 ALV TERZINTWAL—LICR L TRHRIFSNET,

1 ODOYA MIEIVLETLHZENRTE L REL—AT 0T 7 AF 1 D1ETFTT,
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FEL—LTRIT 74 ILORE .

PA FOMKIZE Y, BEDOYA FOTXTOT7aT L, =7, A b, £REFEALT 0~
TP Ty BT ENTWAREL—ALT a7 7 A VEMEKLET, & 2iE, ROKIZ
1 X 912, Floorl & Floor2 |, SanJose L~-UL T v BV 7 ENTWARE/L—L T T 7
ANEHER L E T,

TaTIIe v S ENEAREAL—ALT O T 7 A NE, BV A RO SN RIEL—L L
DHERENET, & 2E, ROKIRT L O, REAL—LT BT 7 A/ AN Floorl IZ
B~y BT ENTVWEEA. REL—A 7B 77 A4V AITEYA SO SIC212E 0 4TS
NTNWAEL—L7Fa 774 VB L0 HEBEESNET,

R1:%y hT—HRE

= Cisco DNA Center Design - Network Hierarchy Qa o o
Add Site import (1) Export =Q Find Buildings n =
Q_ Find Hierarchy ﬂ Ly Imp UL Exp 9
v & Global
Iceland Swed:
> & India Finland
§ R
v & SanJose orway
Estonia
v i sJc2
Canad: Denmark, " ithuania
= Floor Ireland
Poland
= Floor2 Netherland:
France Kazakhst
~ Moldova
> & usa Q Gigua
sic2 Italy’ - {Bulgaria Uzbekist:
9 United States Portugal x A Turkey. SRS Tajkit
. Tunisia Afghanist
y . orecs s A9
Kuwait
Alg Pakist;
" Western Libya | Egypt S Bffitan
EEEEE udi Arabi
Cub Rana Om Ind My
Mauritan B
Mali | Nig
Guatemala Senegal Chad /| o Efitrea) Yemen °
Burkina Faso
CostaRica Diibogti
@ Central Afri SrilLank
6 Somalia
Colombia ¥ Republ O
Republicof  Ugand:
Ecuador he Congo
Tan 03
P Brazil
Angol Pl
Malawi £
Bolivia {losiribie
Namibia auiit +
e Paraguiay _
South Africa

REIL—ILTOT7AILDNRE

AT T1
ATvT72
ATv73
ATv74

ATy TH

A=ma—TA=ar (=) 27U v 7 LT, [Assurance] > [Rogue and awW!PS] > [Rules],
[ProfileRule] # 7% 7 U v 7 LET,

[Rogue Rule Profiles] 7—7 VT, T o570 7 v A %% 2 ) v 7 LET,

FoR &5 [Edit Rule Profile] 7« > K7 C, MBEREFEZITWVET,

Note N—nNTa 77 A NVERELTH, DENIEINZT— X IIEFEINEHA, fELEZAR
I, BEBICEINAH LT —ZICOLEA S ET,

(A7 ay) RERNV—VEBENE CiAD 5IZiE, [Enable Auto-Containment] 5~ = v 7 AR v 7 A% 4 \Z
L\i‘a_(]
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B rcer—n7077 10088

Note « Cisco Catalyst 9800 ¥ 1) —X A ¥ LR a2 bA—FIZ(&E, —EIZ 625 DARIELE Ciasd
BREDOHBRMAHY FET ., HIRISESTHE, HLADEENLDT/NA ATHEREESAFL
WAREICH L THRELES Y ET,

* [Honeypot] ITEFEFEHADNL—LTHY | FLIMERINIZT X TOREL—LT BT 7 A
JNZT 7 )V TIEMSLET,

ATYT6 KRENDMERY 4 RUT[Yes] &2 V27 LET,
AT F 1 [UserDefined] & [Predefined] #8010 % T, xHET 5L — Va2 RTEET,

[Auto-containment] F72> HE CIAD RGN/ > TWDHNE I 0 EfER L E T,
ATv T8 [Save] 7 U v/ LET,

RAEJIL—)ILTOT 74 ILDEIKR

ATY TN A=a—T A2 (=) 271V v27 LT, [Assurance] > [Rogue and aWIPS] > [Ruleg],

ATw T2 [ProfileRule] # 7% 27 U v 7 LET,

AT 73 [RogueRules] 7—7 /LT, HIRT D7 m 77 AN%%27 Y 7 L, [Delete] 7 Vv LET,
ATV T8 HEROXA TRy 7 AT [Deletel] 27 Vw7 LET,

RAEIL—)ILTOT 74 ILDIER

KD EEFSL— AV EER L, —1 777 A VB BT A 2 LR TXET,

AT Tl A=a—TAar (=) #27V »Z7 LT, [Workflows] > [Create a Rogue Rule Profile],

ATw T2  [Create Rogue Rule Profile] 7 4 > K7 T, [GetStarted] 27 V v 7 LE7,

ATwF3  [Profile Name] 7 4 —/V RIZ, V=17 a7 7 A VDO—EDXLRTEZANLET,

ATvT4 (A7 ay) RERNV—1VEHENE CiAD 5121E, [Enable Auto-Containment] F= v 7 AR v 7 A& 4
WZLET,

Note + Cisco Catalyst 9800 ) —X A ¥ LR a2 bO—3I(2(&, —EIZ 625 DARIELH LA
HEREDHRBRLEHY FT . FIRIETSE. HLADEENLDT/NA A THEE ST
FLOLFEICH L THEELGESGYET,

« [Honeypot] & & L ~/L'75 [High] Tdh 2D B A X Lv— LD RO HENE UiAd 2 G807
LI EMTEET,
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ATy TH
ATvT6
ATy 71

ATvT8

AFvT9
ATv 710

ATy I N
ATvT12

ATv 713

ATy 714

gaant7oeaks vty rozs I

RREINDLMERT 4 FUT[Yes] &2 Vw7 LET,
Next] Zz27 U v 27 LET,
[Rule List] 7—7 /L C, V—NZORIZHDTF v IRy I A% AL, [Next] #27 U w7 LET,

1ODT a7 7 A IEKS DOREL—LVEBNTEET,

[Sort rules in order of priority] ¥/ «# > K C, /L— L% HEIOBIIAN. (b @ WEBRIAM A —F L) 12
v 77 Ry 7 LT, BEBMLIZESHTA— L2~ T,

[Next] 7 U v 27 LT, RIEL—LT 1T 7 A VAL EERNT £,

ZoON—nNT a7y ANEBEMTLIYA NORICHDLIT =y IRy 7 A% AL, [Next] 7 U >
7 LET,

=77y AL, EOV A MIEID Y ToN TR THHFEETEET, L—7 a7 7 A /LR
A MIEID LB TENTORWVED, v—idTF =y 7 ENFEtA,

Note R F =)= =T a7 7 ANARE LY A My B 7 ENTWAEAT, N A —
=V BB S E T,

[Summary] 7 o > R CRIE/L—LTF 07 7 A VOMEREHR L £,

[Summary] 7 4 > R T, [Back] RZ &7V w7 35L MOV 4 FUTANLILEEZERETE X
ﬁ‘o
[Create Rule Profile] 7 U v 7 LE 7,

=TT 7 ANVPIEFINER SN L E2RT Ay E—URRRINET,

TRTCOREL—LBLONT 07 7 A )VEFKRT 521X, [View all Rogue Rules and Profiles] #7 U » 7
LET,

[Rogue Rule Profiles] # 712, B SN _RCOREL—LEN—LT 0T 7 A VNERENET,

EE S —nra 77 AL, A=a—T A2y (=) %27 Y v 27 L, [Asurance] > [Rogue and
awIPS] > [Rules] > [Rogue Rule Profiles| # 3R L THERTHZ b TEET,

BFRIESNE=7 I ARLA D )R FDERTR

RTFYT1 A=a—TA42ar (=) 7V v 27 LT, [Asurance] >[Rogueand awIPS],

[Rogue and aWIPS] # v o =/ h— RRFRSINET,

AT w72 [Allowed List] %# 7 ¢, [Allowed Access Points List] #2 U » 7 L7,

[Allowed Access Points List] 7 — 7 /LZIE, §FR[ SN2 _XTDOT 7 B ARA > b D [MAC Address] & [Last
Changed] DFEMNAR R SNE T,
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B #ashrsos—yztizonT

ATVT3 MRTA 2 FILFTANERET A a2 %7 ) v 7 LT, #FAI) A NCTREDT 7 EARA L FERD
aj’\i‘a_o

AT v 74 [Add Access Point List] #2 U » 27 LT, RIEAPMAC 7 KL AZFFA[ Y A MZBML £9, FEMIoONT
(X, FFAY A BT =2 7m0 —ORIE, on page S0EBML T &L,

ATYTE CSV 77 A IVICHFRA[&NTZT 7 B ARA V b7 AKR— T 5I21%, [Export] 7 UV v 7 LET,
ART9T6 TIVEBAKRA L FEBINL, [Deletel] 7 U v 27 LC, T7EARA Y FEFFAIU A MDPLHIBRLET,

RSNt A —1) X MZDULVT

FFA SRR H—1 2 MERETIE, FFEDRUH—0 AP BMEEDOBB L~V % b H—7
HZNEIMDEERTEET, FAIEINTEREZ—DY A MEERL, ZNHDORUE—INED
BRENEEHRE LT ENBRVEICTDHI ENTE LT, BENREEEZITHRICE
FAERE LT~ — T ANERHLNE IDNEIRETEET, 1 DOV —7 70 —7T, KK
S5ODORUF—%FFA[Y A MIBMTE ET,

WTNND L~V TY BT STV HFFR ST F—b— U, iR Sz r—r &
DHEREEINET, L TSN LART T LYY vy BT &
TWAEE, NUF—— LV AlX, A b, =T FRIEEAT 4 U7 LAIVTHIET B
WENER A —L—L B LD bEE SN E T,

ROF—)L—)L) X FMERDRT

ATY TN A=a—TAar (=) #71V v27 LT, [Asurance] > [Rogue and aWIPg],

ATw 72 [AllowedList) ¥ 7% 27V v 7 LET,
[Allowed Vendor List] 7—7 /W2, FFA SR A —D U A N EROFEMPERENET, HXUF—
N—EZ T 4T 4 L LTHRRSINET,

ANVE—F
- —BERE
cBE LA
cBEEM oY A b
- HIEIDEE
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RUB—IL—ILDIRE

ATV TN A=a—T A2 (=) #71U v 27 LT, [Asurance] > [Rogueand aw|PS],
ATw 72 [AllowedList) ¥ 7% 27V v 7 LET,
AT w73 [Allowed Vendor List] 7— 7 /L C, fRET I A —£% 70 v 7 LET,
AT 74 [Edit Allowed Vendor List] 7 4 > K7 T, MBE|H U TRD/NRT A —H EfFtE L7,
cBELANIL
- —EE#E
s RUH—2%
- BER TNz Y Ak

ATv 75 [Save] 7 Vv 7 LET,

RNOF—IL—ILDHIR

AT TN A=a—T A2 (=) #71V v27 LT, [Assurance] > [Rogueand aWIPg],
ATv T2 [Allowed List) # 7% 27V v 7 L%,

AT w73 [Allowed VendorList] 7—7 /L C, HIRT DX X =4 DODF = 7Ry 7 A%F 2L, [Delete] 27 U v
7 LET,

WD A vE—UNRREINET : Deleting the selected allowed vendor (s) will impact all
sites associated with it. There is 1 site associated with this allowed vendor (s).

ATv T4 [Delete] 27 Vv 7 LET,

HalINf=RUF—D) X FDERL

T —7 INBNWEICTHZ LN TEET,
—HOY A MIKT B 1 OO TU—7 T7a—(25 2OR S E—FBINTEET,

AT Tl A=a—TAar (=) #27 VY vZ7 LT, [Workflows] > [Create Allowed Vendor List],
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TFAIENTR_R X =DV A NI, A=a—TA2r%27 1) v2 L, [Asurance] > [Rogue and aw|PS] >
[Allowed List] Z 8RR L CHERLT 5 2 L b TX £,

AT w72 [Create Allowed Vendor List] 7 4 > R C, [LetsDoit]| #27 U v 7 L7,
SE%IDOT 4 Ry &EAX 7T 521, [Don'tshowthistomeagain] 7= v 7 R v 7 A%k A N2 LET,
[Create Allowed Vendor List] 7 1 > RUNRFREINET,

ATw T3 [SelectionCriteria] K12 v 7 Z7U A R D, XU H—ZOERIENE ([Exactly Matches] & 72 (3 [Contains])
IR FET,

ATv 74 [VendorName] 7 4 —/V RiZ, XU H—Z4&E AT LET,

N F = DORETIE, RXFLNFRXERISNET,

RATYTE  EBIIRUHX—FFHAY R MOBENT AR, Q227 v 7 LET,
1 oDV —7 70 —T, HRKS5OOXR A —%FAY A MTBMTEx £,

RATw 6  [SiteSelection] Hfi T, FF A IR X —V R EHEHT L2V A NORRICHDIT =y IRy 7 Akd
IZLET,
YA FORKIZE Y, FFEDOY A hOFTRCOTaTIX, VT, A b, EFLBFEALT 47 L0L
TYy BTSN TWNER T —L— L&KL ET,

ATvTT1 [Next] %27V w27 LET,

RATv 78  [Summary] V1Y KU, FRENIERUF— LV NEIROGEMA R TEET,

ATvF9 [Done]l &7V v LET,
[Allowed Vendor List Created] 7 4 > RUBERRINET,

AT BIOFR SN H—1 A NZERKT 5 I21E, [Create New Allowed Vendor List] 27 U v 7 L, FJE 3
~8 &ML,

ATY TN ERLTE_UZ—U A MEFRT HITIE, [View all allowed Lists] 2727 U v 7 LE 7,

[ CiscoDNACenter FEEEE LU aWIPS 7 T r—2a> Y )—R 23594 9O RE—rHA K



. 8.
=% =R

RIEH LT aWIPS 4 N> ~@EAN

« NIEF LT aWIPS A X M @A, on page 61

REH KLY aWIPS 4 N2 @I

ARIEFETIL aWIPS BB I EAT 5 7= NTIlAEI &2 1589 5 £ 9 1T Cisco DNA Center & A T &
F9, ZTHNHDOA X M, Cisco DNA Center il &I > ¥ —Zitdk SN EH A, RIEOEEE
721X aWIPS BB B Gk L 72812 A R RV A L7284, RESTAPI (V77 v 7,
PagerDuty, 335N Webex) F721% syslog #—/N—% /L ClAEZ 2[5 TE £ 7,

V=77 v 7L Wsyslog DHEEEE AR ET HIT1X,  [Cisco DNA Center Platform User
GuideJ @ [Work withEvents| FE w27 ZZM L T 72 &0, https://www.cisco.com/c/en/us/
support/cloud-systems-management/dna-center/products-user-guide-list.html

« PagerDuty D/ 2 8% €7 521,  [Cisco DNA Center ITSM Integration Guide] @ [Cisco
DNA Center to Cisco WebEx Integration] @ F &'y 7 25 L T 7E X0,
https://www.cisco.com/c/en/us/support/cloud-systems-management/dna-center/
products-user-guide-list.html

« Webex D#EEE &2 7% ET 2 121%. [Cisco DNA Center ITSM Integration Guide] @ [Cisco
DNA Center to Cisco WebEx Integration] @ h &> 7 ZHH L TV,
https://www.cisco.com/c/en/us/support/cloud-systems-management/dna-center/
products-user-guide-list.html

COFEEET LIS, RIEE/1HaWIPS A XU FE2BIRL, BEELTWAZ 2R LE
7,

Cisco DNA Center GUI TR IEE 7213 aWIPS A XV MIBERT 2121, A=a—T A ay ()
%27V > 27 L. [Platform] > [Developer Toolkit] > [Events] %8R L £,
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FES&E T aWIPS 1 R hEsn |
B cEr~xor

\)

Note 727V 7y a L BICOHA Ry MBFIEZTRY £, ¥ 7227 )7 va VEcELE
B DY 51X, Cisco DNA Center GUI C, A==—7 A2y (=) %27 Y > 7 L. [Reports >
[Report Templates] > [Rogue and aW | PS] % E4R L £,

Webex 33 & OF PagerDuty OHEEGEIEICIE, 50 H720 100 DA X2 NBHOFIRH 0 97,
S5O 100 EAE 2 DA X NEZETLHHEIE. Va7 7 v 7 F7203 syslog DS 2 4%
E‘ZL/?E‘?‘O

FEANY K

RIEA Y NI, ROBBELASAVOENRECH LTOR ) H—SnET,
c E— 3 U RIEF ¥ R
« B —2 2 DS B
« AP %%E
s HE Y NU—27 EORIE
A= NN
BB LNV EREE LUTHER SN A X LL—)L

RIEA RV M ROGEIZ NI T—SNET,

c BB LIV DEWRIENR Ry MU — 27 THID THRE SN
(ROGUE_NEW_THREAT DETECTED)

BB LSV DREWARER Ry U — 27 THIRE 7= (ROGUE_THREAT DELETED)

« & L L8 [High] 7> 5 [Potential] 5 7213 [Informational] {228 58 X 7=
(ROGUE_THREAT LEVEL CHANGED)

« BB L UL [Potential] F 721X [Informational] 2> 5 [High] (2285 &7z
(ROGUE_THREAT LEVEL CHANGED)

e B LU [High] D F £ 7270, BERORENED -7
(ROGUE_THREAT TYPE_CHANGED)
FEARY FRA O— FOEEM -
{

"detectingApLocation": "string",
"rssi": "int",

"threatMacAddress": "string",
"threatType": "string",
"detectingApMacAddress": "string",
"threatState": "string",

"wlcIp": "string",
"detectingApName": "string",
"containmentState": "string",
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awies 1 <>+ [

"vendorName": "string",
"ssid": "string",
"threatLevel": "string"

}
RA4O—FROaATV K
« threatMacAddress : ~1IE AP ® MAC 7 KL &

« ThreatType : RIEDFHBDZ A 7 (B —= DS W AP 4%, A%y hU—27 LoR
E, ==y b, FREFBBLSVEGEE UTER SN A L—)L)

» threatState : RIEDOFE D KAE (ROGUE NEW THREAT DETECTED,
ROGUE THREAT DELETED, ROGUE THREAT LEVEL CHANGED) .
ROGUE THREAT LEVEL CHANGED, % 72/% ROGUE THREAT TYPE CHANGED

- threatLevel : RNIEDURAE (%, EAERY, £7213EH)

« detectingApName : fix & 58 /] 72 1 AP D44 il

« detectingApMacAddress : 5 b 5 /) 72 AP O MAC 7 R L &
« detectingApLocation : iz b 58 /) 72t AP DT

erssi : ANIE AP ZFi 3 2 M AP @ RSSIfE

s containmentState : N1E AP O FE UiASIRAE (PENDING, NOTCONTAINED, F72i%
CONTAINED)

« threatVendorName : R1E AP DX X —4,
e ssid : FxHTD SSID £ 7~/ "=—7K > ~ SSID

swlelp: VAL Aarte—7 OIP7 RL A

I~

aWIPS £ X R, KXy hT—Z7HNDOFT_TO aWIPS ZEIUZx LT MY H—EhE1,
o AP Z S IRADNIEEIN T T, HEDO AP BE UEB AR LI-5E. E5oA <Xk
WA S TEY 9,

EEILN— R D aWIPS B DS G, FEICIFM LG SvE T, #uiJeiE i3 [Not Applicabl]
ELTEEINET,

Bt e X — A D aWIPS B DY, BRI M EME SV E T, 5 CIEHIT [Not Applicable]
ELTEFEINET,

ART R—2ZD aWIPS ZE DY G, EE I L DO T OEFMPEE SN ET,
aWIPSA Ny kR4 O— FDFEM -

{

"sourceVendorName": "string",
"detectingApLocation": "string",
"attackType": "string",
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"sourceMacAddress": "string",
"detectingApMacAddress": "string",
"wlcIp": "string",
"detectingApName": "string",
"targetMacAddress": "string"

}
RAO—FADIAT Uk
« attack Type : aWIPS X5 DO Ff4H
« sourceMacAddress : WEH D MAC 7 F LA
« sourceVendorName : EEH DX X2 —4,
- targetMacAddress: ¥ —7%"> h® MAC 7 R L&
» detectingApL ocation : 1 AP OIFAT
« detectingApMacAddress : & AP ® MAC 7 K LA
« detectingApName : & Hi AP D4 i

ewlclp: VA YL 22 bua—7 OIPT KL A
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CORF2IAVMNEI, RKEVRAOARITRF 2 AV MNDSEMRTT, YV IBHRICODEXLTIE
. BERBRIBEFAT. ZEBRICTZ Y 77— DHD. UV IEOR-IHBEI/LTEThTWNS
BEFHDEITEEZCTELIEZD, HBLETHLEZNMREBDFTIDT, IEXLBABICDL
TIKETAIPMDRF AV M ESELESZL,



