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[Threat Setting Summary] v <2 L k

TATL

Bl

Allowed AP List

FFAI ST AP DI L FRE SN TV D HEB L~ BT D1E AR R L&
B

[Allowed Access Point List] DFEMIZ DUVNTlE, [View Details] 27 U v 7 L
T [Allowed List] 7 1 > R & #R LET, .
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ATy 18

2y k—vorEsgEnE=41>7 ||

[Threat Setting Summary] ¥ < a2 L k

TAT L 5 EA
Allowed Vendor List HAI SN R A — DR E R TSN TV AERB L ~LICET 5 5%
FoRLET,

[Allowed Vendor List] DFEMIZDUNTIL, [View Details] 27 U » 7 LT
[Allowed List] 7 1 > R #F R~ LET,

Rogue Rule N—Ib, EDOFRMEZ AT ZHUCEEM T NI — T a7 7 A
BLOEER L~ VICETAERER R LET,

[Rogue Rules] DFEFMIZ DV TIL, [View Details] Z#27 U 2~ L T [Rules]
U4 RUERRLET,

(A7 vay) SN AP U X FOERK, FFrI SNz —U 2 MOER, RIEL—VOERZ
EDU—r 7u—%MHT DI, BE#EY 7 24T 5 [Tips] ¥ v = by &R L £,

[View All] 7 U v 27 LC, AR T X TCOY—r 7 —% KR LET,

2YRNIT—ODARELBERBOE=2) Y

ATy T

ATy T2

ATvT3

[Site] 2 == —"C. [Global] 7 U v 7 L,
[Site Selector] AT A KA XA UNERSNET,
a) [Search Hierarchy] 38/ N—I\ZH A N & AT)$ 57, [Global] ZEBH L TH A FZ@IRL £,

GE) YA MI254ZBALDY TV A FRHLIGHE. LDV A MIT 741 FTHEHIZRY
£

s NEBIZ 7 a7 Rzt A NEREIX, A bV XV R NSRuER AL
74 R

Je B b o HmEERE (D) 220 90 LT, BT — 7 M RRT 5T — & OB REE 215 L

i‘ﬂ‘o

Q) Ry 7 XurA=a—G, KR E LT [3 hours]. [24 hours]. [7 days]. & 721% [Custom] % IR
Li‘é—c

b) [Custom] KF[H]%EPH ClL, [Start Date] & Iff#], 35 & U [End Date] & REfH 2 F57E L £ 7,

c) [Applyl®7 U w27 LET,

[Threat] 7 —7 VAR LT, *y MU —27 NOEBUCEAT 2FEMIEREZ T L ET,

Cisco DNA Center FEEEEE LU aWIPS 7 T r—vav yy—R21294v92458—+H4F |



FEEELS LS aWIPS ¥y aRk—ROE=4Y Y |
B < ro—vorEngROE=SYY

[Threats] T—J )L

TATL 5 EA

[Threats] 7 — 7 VDA EMICHH DT A a2 %7 ) v o5& IROFEHEITIESNT
. . T=TNMIRRENDT —H %7 4V ZUPECTE LT 1 ID, Threat Level, Threat MAC

[Filter] 7422~ Address, Type, State, Connection, Detecting AP, Detecting AP Site, RSSI(dBm), SSID,

Clients, Containment Status, Last Reported, 35 & T Vendor,

RSSI, SSID, # XU [Clients] i%, aWIPS DA ITEREINEHA,
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[Threats] T—J )L
TATLA SR BA

[Threats] 7— 7 /V
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B < r7—vorEsgENE=SY Y

[Threats] T—J )L

TATLAL

599

WROERE T —T N7 +—~ v NTF/RLET, [Threats] 7 — 7 /UIZITIR D@ TR
EnET,

» Threat Level : RN E SN2 E L~V & F£ /R L £, Cisco DNA Center TI3&
WEROHT T VIZHELET,
B LRIILDER
« BEMLBE

* [Informational]

e Mac Address : RIE AP D MAC 7 KL A& F L E7,
* Type : B OFEFAZFR R LET,
« State : A~IE AP F721% aWIPS BB OIRAEZ TR L £,

» Source/Target : /R AL TS MAC 7 R L AH aWIPS HEDEE L TH 500,
aWIPSEBED X — 7y N CThHHPEFR R LET, ZOFNIARIET —XIZITHEH S
FHA,

o Connection : NIE AP NARREAR Y NTU—Z F713 A YL ARy NU—7 Figdh D
NEIMEFRRLET, ZOFNTIE, VATV L ARy NU—Z 2% 5 aWIPS B
WrRENET,

« Detecting AP : RIE AP ZE/EMH LT\ 5 AP DL4RTZF R LE T, O AP T
ANERBHSNIZHEE, E5RERRbEWVBREAPRFRINET, Z0FNL,
AIE AP 3 JX O aWIPS BB H & v E 7,

* Detecting AP Site : it AP D% A MDA RRLET, ZDHIL, RIEAP B X
N aWIPS BT H S E T,

« RSSI (dBm) : Kt AP 7S & 7= RSSI D& For L9, RSSI (dBm) (IR
EAPIZORGEH S ET,

+SSID : RIEAP N7 B —RK¥¥ A T3 —b 2y MID ZFrLFET, SSID
1. RIEAP ICOAEA SN E T,

+ Clients : ZD AP IZBIHEFHIT SN TWARIEZ A4 T bOFER R LET, 20
X, RIEAPICOLEA SN ET,

GE) [Threats] 7— 7 WMIZERRSIND Y T4 7 > bE, [Threats 360 degrees]
U4y RUICERREND I T4 T > ME L IR0 3, 2, Y
U — 2% 2.3.2 LLETD Cisco DNA Center @V U — 2 CTUEL X 7z T — & )3
Cisco DNA Center 2.3.2 LI ICAT SN2 581054 L £ 7, Cisco DNA
Center 2.3.2 LARE TI&, IR L 7RFRIFEEIIH LW T — 2 DD 556
LB EINTZT—ZDIELWY T4 T v IR FERENET,
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[Threats] 7— 7 )L

TATL 5 EA

* Containment Status : /N 1E AP DA %72 ([Contained], [Pending]. [Open], [Partial])
ERRLET, VAV LRAECIADAT = AE, REAPICOABEH I ET,

« Last Reported : N1E AP 36 KX UV aWIPS BB IR B ICHE SN2 HA, AL £ BX
O 2R R LET,

« Vendor : R1E AP DR X —DIFRAE R R LET, Z0FL, aWIPS KL
SNFEH AL

T NCERRTOT =R NAL~A A LET,
1. [Table Appearance] # 7 C, T—7 /L DHEEL AN TIA L TR ELET,

2. [Edit Table Columns] % 7 C, 7 — T NWIERT DT —ZDF v IRy I AEF
IZLET

3. [Applyl 27 V27 LET,

ZE360° E1—MNSFREAPBEUREYISATURD
ARSI 5

[Threat 360°] E'=—WNT, 77~y 7 EOREDRIE AP £72I1EREY T4 7 FOLGFTO
A TSR R TEET,

Rt AP O bR N REFREICIG U T, 7r 7~y 7 EOREDRIE AP £712IIARNES T4
T NDOIEMERGITOFMAETRE TEXEJ, Cisco 2RI T v REAL LTI AR TR
(CMX) F 7213 Cisco DNA Spaces DFEAIZ LY . RIE AP E72IIARNEY 74T > FOIEfER
xS TcE £,

RTYT1 A=a—T A2 (=) 7V v2 LT, [Assurance] > [Rogue and aW|PS] > [Threats],
ATV T2 FFEORE AP £721IRIEY Z 4 7 > Ikt LT [Threat 360°] ¥ = — % &7 51213, [Threat] 7 —7 /L C
KRDOITE T )y 7 LET,

[Threat 360°] A ' RERSINET,

A v BRI, ROEEA TR SN E T,
« RIEEAP D MAC 7 KL X
BB LA
cBREOYAT
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« Status
* Vendor
«HLAD
o A 3—% (Count)
« REBEOLKR—F
A OHRRESIICIE, RIEAP £7237 07~y 7 EOBBOHEEMESF RSN ET,
« YA FOFEIE 7 T E G,
c TRT vy FITiE, BEIG AP OARIBRRENET,

ATY T3 MBS L T, ROX AT HFEITLET,

A
cTuTwy FOE FBIcHE N T av ks ) v T h L BETREE AT —Z AL L HIT AP &
BT UL YL A3y he—F OIPT RLARFRINET,

cTuT vy FOLEBIIHE QT ar ks ) v LT, B ETEALET, X A LU O
BT L > TR 4, SMEEOERORE. LV EHEREOR— ALV HEHTEEd, £2—
ALV EESERA— L TERSNDETEA X A L~ v P THR SN TOT, ST 5255
FRENET, vy FOPCEFERr— A NEL LTHAEXLS LTHLRUREDY Yy 7 HH 0 £,
QT arEs ) s HE, EHEO~ v IHRERSNET,

O o s rFBL vy TIT A AL DGR ETRSET,

ORI, 7auTl~y T T4 arOHHE2RLET,

R2: XV TTAaLEH

a7y TF74ay EL: )]
[ 7/84 R (Devices) 1]
IEI 77t ARA L (Access Point)
- T P—
el
JQL Z:E AP (Rogue AP)
Q YA
|j—.Q %‘@”ﬁ% AP
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JO7IvIF7A4aY A
Interferer
¥
& 7747 B
i Rogue Client
-
|¥| AP O#4E
i AP
EEHRaT7DEY
° EFEEZaT 8~ 10
ERMEATT 1 4~7
® EFEEAaT 1 ~3
. EwE2xa7 KA
APRXRT—AR R
. oY —DH -
[] TP —DH =4

ATYTE A O FHEETIE, ROX A7 #FATTEET,

* [Switch Port Detail] # 7% 7 U v 795 &, iRA bk Mac, TN\AR&, TINARIP, 124 —TxA
2%, REEHBE, R—+rE—F, BEXT 2R EOFEREZEDARERT A VICBET 250 4 B

BTEEd,

GE) « [Admin Status] #12i%, A VX —T = A AD AT —H A7 [UP] £7-1Z [DOWN] & LT
KRINET,
* [Port Mode] #1iZ1, o > ¥ —7 = A AF— K [ACCESS] £7-1% [TRUNK] & L CT#
IRESNET,
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B zescca—toaWPs TOT7 (LD TH LDy s R TFLELAYLO—FT S

GE) VRAADAA v FIE, AEE Y U —27 FOREOKHIZHNETT,

s [Detections] # 7% 7 VU v 7 3% & [Detecting AP], [Detecting AP Site]. [Adhoc]. [Rogue SSID]. [RSSI
(dBM)]. [Channels], [Radio Type]. [SNR]. [State]. [Last Updated] 72 & DIEF#WMAE RSN E T,

« T—TNDRHIHDH[T4IE (Filter) ] (7)) TA4=a2>% 27U vZ7 LT, [RogueSSID], [RSSI].
[Radio Type]. [Security]. [SNR] IZHEDWTHEMREZK VAT Z LN TEET,

s [Export] 7TA 2% 7 U7 LT, VAT ARGELET,

 [Clients] # 7% 7 Vv 7§25 &, RIEAPIZBEMITHNTND Y 747 > MIBIT %5, [MAC Address].
[Gateway Mac]. [Rogue AP Mac], [IP Address]. 354 U [Last Heard] 72 & OFEMIE RN R R INE T,

« T —TNDOECH S [Filter] (V) TAarwr ) v 7 LT, BMEKMICHESH THREREEZKLY
AT ENRTEET,

ZE360°E 12— 5aWIPS 7O 774 ILDT7A LDy
HDExxTFN¥ZEAHooO0—FK935

COFMETIE., BE 360 E2a—n b X EIERDSKBO T 4L IRy T F v F Y
va— K95 HEZOWTHALET,

\}

(G¥)  CiscoDNA Center TlZ, T 74/ DAP 70 7 7 A )L TOBRT LI I Xy T F ¥ NE
NEZITENCRET, DAZLAPBINT 1 7 7 A )V EVER LI BEFE DR OSE 1T,
TV VoI X T F Y EANELIIENCTAZSLENL Y F3,

1R BHEIIZ
7 7B ARA L k& Cisco DNA Center DD 3% > U — 7 ki 2 MR T ALENRH Y 97,

AT TN A=a—TA4ar (=) 271V v27 LT, [Workflows] >[Rogue and aw|PS] > [Threats],

AT w72 [Threat MAC address] 41 C, aWIPS BV > 7 %227 U v 7 LE7,
[Threat 360] 7 4 > RUNEKRIINET,

AT 73 [Forensic Capture] %# 7% 7 U » 7 LC, [Detecting AP], [Alarm ID], [Capture Filename], [Last Updated] 72
EOEREFITRLETS,

AT w74 [Capture Filename] 5| C, pcap 7 7 A V%27 U v 7 LTCaWIPS 7 a7 7 A VDT L2V v I X ¥ T Ty
A7 —RLET,

ATv 75 [Download Al %7 Y v 7 LT, $_XCTDpcap 7 7 A /V&X Ty m—RLET,
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BH360° E1—H 5 aWIPS TOT7 A LD T LoD w s % x TFre89o0—FT5 |

ATwT6 [Filter] 74 2> %27 U2 LT, [Detecting AP] (ZEESWTHBREREZK VAL ET,
AT9 T [Export] 7 A 2% 27 Vw7 LT, CV 77 ANET—7 A=A RFELET,

GE) Cisco DNA Center TlX., —FICHERKS0D 7+ L oYy 7 Xy FF ¥ RNFrRINFET,
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aWIPS 702774 )L

«aWIPS 7' 12 7 7 A JLIZOWNWT (29 _X—7Y)

«aWIPS 7' &0 7 7 A WAk U — 7 7 o —D{ERL (30 *X—)
«aWIPS 7’11 7 7 A LDFR (33 ~2—2)

e Xy NI =T F XA Z~D aWIPS 710 7 7 A /L DE ) 4T (34 2—)
«aWIPS 710 7 7 A L DfftE (35 <—2)

«aWIPS 7' &2 7 7 A LDHIER (36 ~<X—)

«aWIPS £721X aWIPS 7 4 L' > ¥ v 7 ¥ v 7F v OGNME E 7213 (36 X—2)

aWIPS 707 7 A4 JLIZDUNT

aWIPS 7' 10 7 7 A VR TlE, MERBEAZRINL, aWIPS —E R E (DoS) KD
AT LEVEEZREL, BAL N T T4 Lo Pyl Xy P F v 2AMNTTHENT
TET, LEVEOHERIX., & aWIPS B4 OFREMMICAERINDG T 7 — 208 EWET 5
DI B E T,

aWIPS 7’2 7 7 A MR OHY R — NI, V7 =T =23 2 174 UBORDT R AT
fEfCcEET,

» Cisco Catalyst 9800 >V —X U A ¥ L X 2 fa—7

» Cisco Catalyst 9800-CL Cloud VA Y L' X 2 ha—3

* Cisco Embedded Wireless Controller on Catalyst Access Points

« Catalyst 9300 > U — X Z A » F H Cisco Catalyst 9800 #lHIAHT A ¥ LA 2 tr—F
» Cisco Catalyst 9400 >/ U — X A A T

» Cisco Catalyst 9500 >V — X A A »F

Y

(F)  Cisco Catalyst 9300 'V — R A A » F Cisco Catalyst 9400 > U — X A A »F I L O Cisco
Catalyst 9500 'V — & A A v F TlE, aWIPS 71 7 7 A L EZHEEESH D ITIL, VA P L A=E
Va—VEENIT HUHERHY ET,
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B -wes o571 Lommrss

aWIPS 7’0 7 7 1 JLDREMHRSFH

e A UA YL A a bra—7 & Cisco DNA Center DE]DFR v MU — 7 ki a il L T
TEEW,

« X MU —27 534 A|Z CiscoDNA Center 2> HEFZERBETH 1V . aWIPS 7' &2 7 7 A /LHERK
23 Cisco DNA Center 2H 2 72— RENTWNWAZ 2R L T EE,

s T F LUV I X N T TF v DAL, AP & Cisco DNA Center DFIC K » kT — 7 Hf M
FEL SN TWADZ ERMERLTLIZE,

s T ALV XY T TF XY OYAIL. Google 7’1 k=L RPC (gRPC) h ¥ R/ A & —
7 = A A7) AP & Cisco DNA Center D FIIZHEN. SV TWD Z & ZfER L T E &0, show
apicap connection =~ REfH LT, A7 —% AN READY Th b Z & AR LTLZ
YN

e T F LTV X T TF v DA, CiscoDNA Center & R hU—27 534 XY 7 DI
THRERR—FRENTWARLERH Y 3,

e T LUV v I Xy T F ¥ DS, CiscoDNA Center & 7 7 B ARA L FOBICH A 5T
T TUEe Y £/ A,

*CiscoDNA Center 2 U UV —RA 221 LDV V—AMNBT v 77 L— K L7=GEA. B0
BT A T a T ST, [Rogue and aWIPS] % v ¥ = 7R — K226 [aWIPS] %
N L TAEMCT DHERD Y 7, sPMIC OV T, REEHB X RaWIPS ¥ v o 2
R—=FDE=FV 27 (I5—=2) 2L TEE,

Y

(GE)  Cisco DNA Center # HHUZA > A =T H551%, BINOY 7
AP YTy a ANERT H7291Z, [Rogue and aWIPS] & v & =
R— K25 [aWIPS] Z N L CTHANCTD2HLETH D FHA,

aWIPS 7O 7 A LT —Y 720—0D1ERL

TDEY T arTiE, aWIPS 70 7 7 A LVEVERT B HFIEICHOWTEB LET,

ATY Tl A=a—7TAar (=) #27 Vv 27 LT, [Workflows] > [Createan aw|PS Profile],

aWIPS 7’12 7 7 A /L%, [Assurance] > [Rogueand aw1PS] > [aWIPS Profile] > [Add Profile] Z 3R L T,
BT 52 &b TEET,

[Create an aWIPS Profile] 7 1 > RUBEKRRIINET,

AT9 72 [LetsDoit] 27 Vv 7 LET,
[aWIPS Profile Creation] 7 « > RUNRERINET,
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ATv73
ATy T4

ATy TH

ATvT6

ATy 17

ATvT8

ATvT9

aWIPS 707 7 4 LR T —9 7 0—DER .

[Profile Name] 7 4 —/b R, aWIPS 71 7 7 A L D4 i % AN LET,
[Signatures] 7 —7 /LT, RO aWIPS 7’00 7 7 A W/XT A—Z NERRSINET,

* [Signature] : & F ZE72 DoS WA M H T HIEWED aWIPS B4 Z R L E T,
* [Default Threshold] : % aWIPS HE4 OFFER I NI LEVELZ R L E T,

+ [Configure Threshold] : % aWIPS BX D FE TR E SN LEWEERLET,
* [Time Interval (In Seconds)] : /¥4~ b ORI Z R L E7,

» [Forensic Capture] : f§E SN2 7 =F ¥ @ aWIPS DoS By v b2 U T NAH A A THF Y I F v
LET,

[Signature] #I'C, aWIPS 7'1 7 7 A JWZkF L TR (F 72 IR INAEER) 5% aWIPS & 7 =F ¥ OF{IZH
DF 2w IRy I Aty (F21347) ITLET,

GE) aWIPS ¥ 7 =F ¥ » aWIPS 7' 12 7 7 A JLT%F L CEIR LTV WA, Cisco DNA Center
%, ZORFED aWIPS ¥ 7 =F v (Zxd 5 DoS WEZ i L £ A,

[Configure Threshold] %] C, IR L7 aWIPS + 27 =F ¥ |Z%} L T, 4 [Configure Threshold] 7 4 —/L K®
FlcERINBIEERBEANO LEWMEZ AT LET,

—WDOT T =F ¢TI, R LEVEITEH SINERA, ZNHDBEL O L X VWEMREIZ W T,
£~ [Configure Threshold] 7 « —/L KD E#BIT [NA] & FRSNE T,

[Configure Threshold] DIEIZ REFZ2HHDH Z LITTEEH A,
[Forensic Capture] 51 C, "M NWHRZ %7 Y v 7 LT, FFED aWIPS VIV =F ¥ D7 4 LTy 7 Fx
TF v AN EITEDICLET,

G * Cisco DNA Center Ci&, aWIPS 7’12 7 7 A /L@ [Default Threshold] fi & [Time Interval (In
Seconds)] fEZ LT H Z L IXTE £ A,

caWIPS > /' =F v D7+ Lo 7 Xy TF ¥ Z AT S L, CiscoDNA Center Tl
[Threat360] 7 4 & RUMB/NNT Y ha Xy om— RTEET,

caWIPS BL DT LTy 7 v 7T ¥ 2 Whizd % & Cisco DNA Center (£, #%%4 D
B4 D aWIPS DoS B % v 7F ¥ LEH A,

*RTS 77 v RELWCTS 77 v K7 =F % @ [Forensic Capture] ZHNZT % &, Cisco
DNA Center D/ N7 4 —~ » A ET DR H D £77,

(FFvary) 7740 FDaWIPS 7' 7 7 A WA A S35 121, [ResettoDefault] %27 U > 7 LE
‘a‘o
[Next] #7 U > 7 LET,
GE) [Configure Threshold] 41| T, R L7z aWIPS B4 1Zxf LT, fEEPHIAD L 2 WMEEAZ AT 5
& . [Create an aWIPS Profile] 7« & R D FfIC= T — A v —UNERR S, FaEFAN
DIEZ AT DL IITROBILET,
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AT w710 [Profile Summary] 7 f > K C, [Profile Summary] 7 — =7 /L {Z, [aWIPS Profile Creation] 7 -t > K7 Ti%
ELTeT 7 7 A VOMERFRISNET,

ATy TN [Next]#27 Vv LET,

AT w712 [Profile Creation Done] 7 f > K7 C, [Assign Profile to Device(s)] # 27 U v 27 LT, Z® aWIPS 7’17 7
ANET A ZZEID Y TET,

[Assign an aWIPS Profile] 7 ¢ > RUNEKRINET,

[Assurance] >[Rogueand aW|PS] > [aWIPSProfile] 7 f > K7 T, aWIPS 7’12 7 7 A VA DFRIZSH HTF =
IR 7 A&kF UL, [MoreActions] > [Assign] Z IR LT, aWIPS 7'1 7 7 A /L& T /31 AZEID Y
THZEHTEET,

GE) —EEIZEED aWIPS 70 7 7 A VW ETNA RZEID B THZ LI TEERE A,

ATYF13 [Assigned WLCs]FI T, HFOV 2% 27V w27 LT, aWIPS TR 7 7 A LIZEHD B THATNELETA Y
VAo ba—T908EFERLET,

[Profile Assigned to WLC] ¥« > R, Ry NI =2 T ZDRDBHENRFRRINET,
s [Device Name] : % v b T —27 T4 ZAD4F# R LET,
«[IP Address] : Xy hT =TT N_AZADIPT RLAZRLET,

» [Profile Config URL Push Status] : % U —27 T/ ZA~DT' 07 7 A VKD URL 7' ¥ 2 DA
T—H A& RLUET, FEEZMEIZ. [Success]. [Failure]. 35 8 [In Progress] T3,

[Failure] 27— ADOA1E, [Failure] DFRIZH D [i] 7TA T AT — Y )V ERNA—FT 5 & RKIO
HEAERRINET,

» [Profile Config Download Status (OnDevice)] : 7 /3 ADT 07 7 A VRO A T o o— RAT—X R
o LET, AIREZRMEIL. [Success]. [Failure], I3 O [In Progress] T9°,

[Failure] A7 — % ADA 1L, [Failure] DFEIZH D [i] 7TA T AT — Y )V ERNA—FT 5 & KID
HEAERRINET,

G¥) * Cisco DNA Center T aWIPS %7 27 U 7' g U BN 72 > TV DA, [aWIPS
Profile] # v ¥ 2R — RO EffIc=T — A v —UNERRZIET, [Profile Config
Download Status (On Device)] DEZ# R RT HI2IL, aWIPS T A7 U 7o g URKE
T, aWIPS 7 — X WAL (2887 5 121E. [Rogue and aWIPS]|BEE &~ & = AR — R
5 [aWIPS] 2B LET, REFHBLWNaWIPS ¥ v ¥ 2R — RDE=H 1 7
(15 ~—2) ZZHRLTIIZSIV,

s TNRAARTT BT 7 A NWAERD URL o707 7 A MR E X D > a— KT 512
I%. 7734 A L Cisco DNA Center ®EIZ HTTP 7' 1 b 2 VO EFEATREMENFET 5
VER DY £,

* [Forensic capture config Status] : 7 /31 A @ default-ap-profile AP S M7 0 7 7y A VDT 4 LT v 7
Xy T T v ORI AT — X A& x LET, FIREZRMEIX. [Success]. [Failure]. 33 dOF[In Progress] C
—g—o
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awies 707 4 Loxr [l

[Failure] A7 — % ADGE 1L, [Failure] DERIZH D [i] 7 A 2N — Y NVERNA—FT D& RKIROD
BN RINET,

* [Forensic Capture] : 7 /3 A D default-ap-join AP 2 M7 0 7 7 A L TT7 L ¥y 7 F v FF xR
BB »ERLET, DAXZLDAPBINT R 7 7 AL TOT LYy I XY T F v ER
PAR—FINTWERA,

THL UV I XY T TFXYORICHD [iI]| 7T A 22—V V% AR/N—LET, [Shows the current
Forensic Capture status on default-ap-profile AP Join Profile on the device] Z 7R 7§ —/LF v T INFKR S i
5
GE) [Profile Assigned to WLC] 7 ¢ > K7 ClX, [Forensic Capture] 4 %N £ /=134 5 2
LIXTTEER A,

*[Assigned On] : VA YL A2 ha—ZZH DY THN aWIPS 72 7 7 A LD HFEZ R L ET,

ATy T4 [Next]#7 Vv LET,
[Profile Creation Done] 7 1 & R U3 FER S ET,

aWIPS 707 7 1 JLORR

A=ma—TA=ar (=) 27 U v 7 LT, [Assurance] > [Rogue and awlPS] > [aWIPS Profile],
[aWIPS Profile(s)] & v ¥ =2 R — RBFRENET,

G¥) [aWIPS Profile] % 7 \Z#)® CHEEIT 5 & [aWIPS Profile] # v ¥ =R — KD EHIZ A v E—U 0
7R &4, Cisco DNA Center C [aWIPS] ZANC/2 > TWDEATH, 7y 77 L— a3k
VTR T a ABET LI RO ONET, Ty T T —RENEYT A Y T g
NTEFRT HITIE, [Rogue and aWIPS] BEEE & v o = 78— K5 [aWIPS] &2 HE4hic L CHZC T
LZRENRHY FT, FEFHBLPRaWIPS ¥ v afh— ROE=XV 7 (15—) &%
LT EEN,

[aWIPS Profile] % v 3 = /R — RIZiE, ROERNFRINET,
* [Profile Name] : aWIPS 7’2 7 7 A LA DY A MPERINET,

* [Assigned WLCs] : aWIPS 7' 2 7 7 A JMZEID B ToHNTZTIA YL A3y hr—F DEDPRRINE
j_o

* [Last Changed] : aWIPS 7' 2 7 7 A /L DI AEAERC H REE 7o I3RS R HRE N R RSN E T,

Cisco DNA Center FEEEEE LU aWIPS 7 T r—vav yy—R21294v92458—+H4F |



aWwiPs 7o 274 |
B < r7—07 1 2~0awPs To 77 4 LY BT

2 RT—FNAZAADaAWIPS TR T 74 ILDOE| Y
<

1R8O BRI

Cisco DNA Center 2 U ) — 22220U\HIJ@) V—=ANLT v 77 L— RT 5854, BNoYy7
A7 VT g TGRS HITIL, [Rogue and aWIPS] BEE & o = /R — K75 [aWIPS] % %)
WL THEMNCT DRERHY £7, FAEEHBLRaWIPS ¥ v v aR—RFDE=%1 7 (15
R—=) EZRLTIZIN,

\ )

(GX)  Cisco DNA Center ZHHIZA A b —/L ¢ 53 CIBIOY TR Ty g ITRERT DT
WIZ. [Rogue and aWIPS] B &~ & = AR — }\75“5 [aWIPS] SN L CHNCT 0BT H
nNEHEA,

AT TN A=a—TA4ar (=) 271V v27 LT, [Workflows] >[Assign an aW|PS Profile],

[Assign an aWIPS Profile] 7 « > RUMNEK RSN ET,

5% DY 4> RU%EAF v 7§ 5HI21E, [Don't show this to me again] &= v 7R v 7 A&+ NI LET,
ATv T2 [LetsDoit] 27 U v 27 LET,

[Assign an aWIPS Profile] 7 « & RUMNFREINET,

AT T3 [ProfileName] KR v 77X TR oD, T3 AZEID S THaWIPS 72 7 7 A VA EBIR L E T,
AT w8 J£~XA T, [FindHierarchy] 7 1 —/V RIZ4HTIZ AT LCHA N Z2HRFET 50>, [Global] B L CHA k
EIRL 9,
[Search Table] 7 4 —/L RIZARIZ AT L TRy NU—I T NRA AERFETHZLHTEET,

[Network Devices] 7— 7 /WZT /XA ZADTINA R4, IPFRLRAR, YI bz F7/N—2 32, BIERTREME,
BLXOTALUDY IR TFRERIN, KOEI Va3 U AZxy RU—I T AL ARY A MERET,

« [Reachable & Supported] : ¥ 7 b7 =7 /8= 3 2 174 TEEARERYR—-F SN TWE Ry hU—7
TRAAD=Ra L, REDF = v 7 ~—2 ORFEARIERT —F ARFRENET,

* [Not Reachable/Not Supported] : V7 bV =7 /38— 3 > 174 TEEERREE 21X AR — F STy
Xy NT—=ITNAL AD—ERFRINET, BEAREE LI A— S TWienwry hT—27F
NARZaWIPS 7 7 7 A V2B B THZ LI TS EEA,

AT w75 [Reachable & Supported] ¥ 7 T, #R L7= aWIPS 7' 7 7 A JLIZEI D ¥ THT A AR H LT = v 7

Ry 7 ZAed AN LET, XTOTNAARAZERTDH L0, HADOTAA RAEZERT LI LHTEE
j—O
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ATvT6
ATy 71

ATvT8

ATvT9

awies 7077 1 LowE [

aWIPS 70 7 7 A /Vid, —EIZHR K100 EDOT/NA AZEIN Y THZ ENTEET,

Next] 27 U v 27 LET,

[Profile and devices Mapped Summary] 7 ¢ > K7 C, [aWIPS Profile Details] Z & L T, &R L7z aWIPS 7
077 A )VORERKY < U AZFKR L, [Device Map] Z BB LT, BV B THT A ZADHET~ U #FK R L
7

[Next] 27 U v 7 LET,
[Profile Assignment to Devices initiated successfully] 7 ¢ > KU NRFR RSN E T,

GE) TNAA~DT O T 7 A OEY ST, 2792 FTITERR 2200 9, 7 <I2EY 4T
TR EFRITLRNTL I,

TNA RZED B THNIZaWIPS 712 7 7 A VD AT — X A% KT HIZIE, [GotoRogue and aWIPS Home
Pagel V> 7 %27V v 7 LET, FEHIZOWTIX, aWIPS 727 7 A LDFR (33 4—V) 2L TL
ZEW,

aWIPS 70771 ILDIRE

&
ATy T2
ATvT3

ZOTFIETIL., aWIPS 2 7 7 A L ETET L HFEICOWTHAL £,

1R8O HHEIIZ

BINOY T A7 U7y a A8ERT 5121, [RogueandaWIPS]HEEL & & = 7R — K75 [aWIPS]
EENCLCANCTHHLERHY T, REFHBINaWIPS ¥ v v 2R —RKOE=4 1
Y7 (15—V) ML TSN,

Azma—TA=ay (=) 271 v 27 LT, [Assurance] > [Rogue and aw|PS] > [aWIPS Profile],

[aWIPS Profile(s)] 7— 7 /V T, WET L7077 A NV%%2 7 Vv 7 LET,

FR S5 [Edit aWIPS Profile] 7 « > R C, MEREHEZIT>THD [Savel 27V v 7 LET,

GE) F 7 F ) b D aWIPS 71 7 7 A MIRETE 8 A,

T Ty ANDPMEES N, FBEDaAWIPS 7 7 7 A MBI U THNTWAETRTOT A AT v a
INET,

GE) [Configure Threshold] %1 C, &R L7z aWIPS F4 K LT, fHEHHSN D L EVWMEEZ AT 5
& . [EditaWIPS Profile] 7 « > R U D I =T — A v —UNHRRZ I, FBEFHANOIE L
BEANTDHEIITROBNET,

Cisco DNA Center FEEEEE LU aWIPS 7 T r—vav yy—R21294v92458—+H4F |



aWwiPs 7o 274 |
B awes 7007 Lomk

aWIPS 7’0 7 7 1 JLD A&

ZDOFNETIL. Cisco DNA Center 225 aWIPS 71 7 7 A LA HIRT 2 FIEIC OV T L %
j_ﬂo

B8 HHEIIZ

BIMOY T A7 U7y a AT 521, [RogueandaWIPS]HEEL & & = 7R — K725 [aWIPS]
ERNCLCAENCTHHLERHY 3, REFHEBINaWIPS ¥ v v 2R —RKOE=4 1
Y7 (15 —2) ML TIEEN,

ATY TN A=a—TAar (=) #71V v27 LT, [Asurance] > [Rogue and aWIPS] > [aWIPS Profile],
[aWIPS Profile] % ¥ =R — RRFRINE T,

AT w72 [aWIPS Profile(s)] 7—7 /L C, HIBRT 2 aWIPS 77 7 A LA DOREICH DT = v 7 Ry 7 Ak AT LE
R
GE) T 74/ D aWIPS 7' 7 7 A JWFHIBRCE EH A,

e Xy NU—ZF A ZZEY Y THNTWVDaWIPS 72 7 7 A VITHIRTE 8 A, b
DIZ, T74V D aWIPS 7’11 7 7 A VT NA A& FHE Y YT L THLHIBRT 2 LN
HET,

AT w73 [More Actions] K2 w7’ Z 7 U A R [Delete] 238K L £ 9,
ATy T4 LY 0 KT Delete] #7 Vv LET,

aWIPS £7=1ZaWIPS 74 L > v I X v TF v DEDL
=3 EE

Cisco DNA Center IZ L > T, VA FLULTaWIPS £7/-1%aWIPS 74 L o 7 ¥ S F ¥
EEEIITEHCT A ENTEET, Xy T =7 HOT T Cisco Catalyst 9800 7 A
YL A Fr—FIZ% LT aWIPS ZH N EZIFEhcT 22 LT,

ARTYT1 A=a—TA4ar (=) 2V v 27 LT, [Desgn] > [Network settings].
ATw T2 [Wireless)| ¥ 7 &7 Vv 7 LET,
AT Y T3 DA T, [Global] BEHIRE TS Z & R L E T,
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ATv74
ATy T5

ATvT6
ATy 17

ATy T8

ATvT9

aWIPS E1=[3 aWIPS 7+ L > U w4 kv TF voamiEamnt [

GE) A, BT 4T, Turid, Za— VLS bRENPKKSIET, A b B
TAYT, FFT7 a7 bV TRIFSNIERET, 7 n— Ry U= RERX EEEL
£

[aWIPS and Forensic Capture Enablement] =V 7 £ CRiZAZ v—/L LET,

aWIPS Z AN 5121%, [Enable aWIPS] F = v 7R v 7 A& A 2 LE T,

F 7 4L FTliE, [aWIPS] 1E 27 2 — L LUL THNZ > TWET,

aWIPS % #0129 5 (2%, [Enable aWIPS] F = v 7 R v 7 A% A4 712 LET,

T VT Xy T T v BHNIT HITIE, [EnableForensic Capture] 7= v 7 AR v 7 A& A N LET,

GE) TPy Ry T FYEANITT DI, aWIPS ZHANCTHMLERNH D FT, T+ L
DX T F DGR o TND L EIZ aWIPS ZERN LT H L, T LTy XS

Fy bEMLINET,
[Save] 227 U v 7 LET,
GE) aWIPS £721XaWIPS 7 4 L' > Vv 7 X ¥ T F Y REEBR LIZL, T/ AT nEya =

JERFHTREYa =07 LT ARET AL AT vy a LET,
[aWIPS and Forensic Capture Enablement] X &% U & >~ M9 2121, [Reset] 27 U v 27 LET,

G¥) U U —2232.0 L YHEiTD Cisco DNA Center V UV — 2N HBITTH5E81T. 2y NV — 2V RESE
aWIPS 7212 aWIPS 7 4 L o Py 7 X ¥ I T Y iR ETHR LT, B VAL Rray ba—
T THEHENS LI LET,

aWIPS £721XaWIPS 74+ L > ¥y 7/ X ¥ T F v REIT. T AD AP ST 17 7 A )VITIE
L %9, CiscoCatalyst9800 >V — X UA ¥ L R 2 ha—F TRAANTBEY g =07 &
nNaeE, TALAEEMTOENTWVDETRTOAPBINT 0 7 7 A LRSS, ROT 7
va URETINET,
T T7HIED AP BINT BT 7 A NVIE, TAALABRE DB THNATHDH A FvD aWIPS
F2TaWIPS 74 LU Vv 7 Xy T F ¥y O ELMA L ET,

cRowWAP 7u bV a =7 D—# L LT, CiscoDNA Center Z ] U TIERR S L7z 2 & A
7u 77 AL, Row AP 70 7 7 A WDMERR S IVAEY A F L~ b aWIPS F 7213
aWIPS 7+ L ¥y 7 OFRIEEFA L ET,

e Ay T2 APTuE Y a3 = I O—#i& LT, CiscoDNA Center Zf# ] U CTYERL S 7= A
AT TrAME, AV a AP Ta T s A NABPEREIND T7aT A LUV GER

ExEALET,
¢ Cisco DNA Center DM TIER SN I A Z LAAPEMT 0 7 7 A /Wid, REZHK L £
Moo
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B oawrs =g aWips 74 LSy % v TF v OBEMIEE LML
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B,
=% =R

EHEBLUVIALAVYLARY NT— TOF
IEAP D LA®D

« RIE AP OE UIADOME (39 ~X—)

s MRy U —27 EOARIE AP OE UiAD (40 X—)

MKy NU—27 FORIE AP OE UiAD (41 2—3)

e Cisco RNIEAPE UIADT 7> a v DA~ Y v 7 2 (44 ~=—)
c RIEAP O LA DX A7 LA T FDFR (45 2—)

IE AP D CIAHDHE

Cisco DNA Center I~ 1E AP &f UIADIEREIZIL, Al LR R v U —2 EORIEAPRE &
NET, Aty hU—27 EORIE AP # LiAD D4, Cisco DNA Center (2 L V. NIE AP

LS TUVWD ACCESS E— RDAA v FiR—F A 4 —7 =14 A% DOWN IRFEIZ L

T, TANXLRRY FT—9 EOFRIE AP £ LiADH DA, Cisco DNA Center (5 & 78 ) 72
HMuAsvrxaryita—J129A4 YL ARy NU—7 EOARIEBSSID O UiAD #BitT 5

IR LET, RIZ, VAL Rar br—Fk, 25O BSSID OiTROMH AP 12,

AR Ny B AR =7 LT, RIEAP EZDRIEAPDUA Y LA ATV b
W OWIE % FHlrd 5 X o IR LET,

RIEAP HUIADIIEKRD L O IZhEENET,

» [Wired Rogue AP Containment] : Cisco DNA Center N IE72 @D %~ 2 = 78— KT [Rogue on
Wire] & L TSNV ARIE AP O MAC 7 R LA,

» [Wireless Rogue AP Containment] : Cisco DNA Center RIEZRBMDZ v v 2R — KT
[Honeypot]. [Interferer]. F7z1%[Neighbor] & L C/¥E I 72 ARIE AP MAC 7 KL A,

AIE AP OE CiADIE, Cisco AireOS =2 > k7 —F 5 LU Cisco Catalyst 9800 > J — X U A ¥
LA arybr—7 THR—-FSNTHET,

Y

GE)  HUASHIE, aWIPS ZE CTIEH A —h SR THERA,

Cisco DNA Center FEEEEE LU aWIPS 7 T r—vav yy—R21294v92458—+H4F |



BRELUTAVLRRY hT—Y TOFEAP O LAD |

B 55+ r7—s toFEAP O LRD

BRAY FT—D LOFRIEAP DEHLAD

HgA Y bU—27 EORIE AP £ CiAOIEEEL i35 &, Cisco DNA Center TIZARIE AP 2%
MBI SN TWD AL v F D ACCESS E— A v F—T A A% ¥y AT TX
F£9, CiscoDNA Center TIFMLDE— FEZT v v N T THERY MU= RF 7 $ 5 7]
BEMENR & D728, ACCESS E— FA v Z—T =2 A A TOHZRAMF v FT—27 EORIE AP £ U
ADEFITLET,

RIEAP 3FEACCESS T— RDA v H—T7 = A AR INTWBIEE, Fy MU — 7 EHE
IZTFET, FHEECLIa~r FEFEHALTA VX —T oA AEEOH0LERHD 9,

Z OFNETIE, Cisco DNA Center @ [Rogue on Wire | IZ /7% X 4172 ACCESS E— R A V¥ —7 =
A ZATHBIR Y N T —27 EORIE AP OF CiAd % EITT 5 HIEICHO W THRA L £7,

1R BHEIIZ

[Rogue and aWIPS] 7 7'V 7 — g Xy —V %X ua— KL TA VA M= LET, §f
HZHONWTIE, REBXQRaWIPS 7 7 U r— g v\ —VDF 7 a— R4 VA h—
JL Cisco DNA Center] ZZ&MW L £7,

COFIEAZEITTIICIE, TrbEYa =T AP, A7 Y2 —F APL. BXOVREMIHEX
ABHMERRMN S D Z & R L TLIEEN,

ARTY TN A=a—TA2a> (=) #71V v27 LT, [Asurance] > [Rogue and aWIPS] > [Threats],
AT v 72 [Threat MAC address] %/ [Rogue on Wire] (25 SN 72 RIEAPMAC 7 KL A% 27 U v 7 LET,

[Threat 360] 7 « o~ RUDBRRINET,

AT w73 [Action] Ru v 7 X7 U A k)b, [Shutdown Switchport] 238 L %9,

WER T v T4 R, ST ATFAAL ATy E T35 ACCESS E— RA Vv F—T = A
ADY A NPERINET,

G¥)

[Shutdown Switchport] A7 a I, RIEAPMAC 7 R LA [Rogueon Wire] & L T~v—7 &
NTWDLIHEIZDOA, [Action] Ry 77X T A MIRRENET, FEMICOVWTIE, Cisco
AIE AP Hf UiA ®77/a/@ﬁﬁ@vb)/7x (44 X—2) ZZRLTITEENY,

[Shutdown Switchport] 7 7 ¥ 2 U FCICRE ¥ A, AA v FR— N & FH CHESET 2 MLEN
&) D \i‘a_c

ATy T4 BEEXL TRy 7 AT, [Yes] 27 V27 LET,
[Threat 360] 7 f > R IZiE, WD X HIWZHBRA Y hU—27 EORIEAP H LiIAD AT — X ANRERINFE

To

cHODTF =y I~ — I P WTe T —iE, ERER Y U —27 EORIE AP #f LIADERDETH TH

HZLHERLET,
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| #8BEUTTAVYLRAY FT—H TOFRE AP D LA
migky f7—2 EOFEAP 0 LAD [

HKEDTF = v 7= PWTeATFT =R, JIET DA o F—T = ATERER Y PV —2 EORIEAP
HUAOBPERFICHIESN-Z L 2R LET,

HRNF =y = PN T—IE, ARy U —7 EORIE AP £ CIADBRMN KL 72 Z &
ZRLET,

GE) . ff CiADDBRIGEIND &, A H—T =4 ADIRFEN [Rogue on Wire] 7> 5 B D 185748 %
TICHEF D F TR 000 £57,

* [Rogue on Wire] 7334 A 71X, [ UARIE AP DIROER KR v h T —27 EORERA v E—
DEERFZHIO S A TIEREINET,

ARIE AP O MAC 7 K L A% [Rogue on Wire] IZ/7 S VTV D03, #f LiAD A AT H ACCESS E— KD
A VB =T A AR WIEE . Cisco DNA Center (2 X Y, [Action] K2 7 & 7 U A kT [Shutdown
Switchport] 47" = VN2 Y F T,

G¥) KIG3 % ASIE AP 23 [Rogue on Wire] 737384 A 7 Cdb 5355 % FrE . [Wireless Rogue AP Containment]
BB CE /A, FEICOWVWTIE, By U —2 EORIE AP OE LiA (41 ~—2)
ERIBLTLIEEN,

BIEAY R IT—O EOARIEAP DE LA
P U —27 EOARIE AP & CiADBEHEIZ L D . Cisco DNA Center |IN1E AP [ZHEc S vz U
AXVAITAT U bEELADDZ ENTEET,

FHUIADIE, RERAPIZERINTWDS Y 747 MAOBEZET 5720, —HOET
1X3&EE T, Cisco DNA Center 1X, #EH Xy NU—2 FEOARIE AP # UIAD Z BT DB DE
IR DWW TEE L E

ZOFETHEH., REAPICHHINTWDIA YLV AR T4 T FTEREXy hU—7 EOR
AP OF CiIAD Z B L OMZEILT 5 HIEIZ DWW CHRIAL £97,

158D HHEIIZ

[Rogue and aWIPS]| 7 7'V r— g LRy r—U% X7 a— KL TA VA M=V LET, 7
HZONWTIE, AEBLQRaWIPS 77U r— a vy r—Y0Fyrn—ReEf VA h—
JL Cisco DNA Center (11 X—) &L T 7 &0,

ZOFINEEEITTIHICE, TRV a = T APLE ATV 2 —F APIN S DEXALMERD H
HT LR LET,

ATV TN A=a—TA(ar (=) 271V v 27 LT, [Asurance] > [Rogue and aWIPS] > [Threats],

Cisco DNA Center FEEEEE LU aWIPS 7 T r—vav yy—R21294v92458—+H4F |



BRELUTAVLRRY hT—Y TOFEAP O LAD |

B =5+ 79— toFEAP OH RS

ATy T2

ATvT3

ATy T4

ATy TH

TAF¥ L ARy NT—7 EORIE AP OF LA % F4TT H1Z1E, [Threat MAC address] #1|D TIZHR R S 4
TV 5. [Honeypot]. [Interferer], 7= [Neighbor] p¥H¥ A 7L L CTv—27 SN TWARIEAPMAC 7 K
VA&7 U w7 LET,

[Threat 360] 7 1 o~ RUDBRRINFET,
G¥) ARNIE APMAC 7 R L A%, #EOARIE BSSID THERL S ILE T,

[Action] ke 7H U N&227 Y v L, [Stop] Z#IRLET,
BT T TRy 7 ARERI I, EERICETAERE VAP LAy b —FIEENDARIER
BSSID DU A hRFERENFET,

GE) ARIE AP @ MAC 7 R L A7 [Honeypot]. [Interferer], F 7213 [Neighbor] 73#H% A 7 & L C~v—
7 ENTWAIEAIT DI, [Start Containment] 47" 3 M, [Action] K v XU A MNIF
ARINET, FHEMICOVWTIE, [Cisco RIEAPE UIADT 7 v a VO EHME~ N v 7 A ] %
ZHLTLIEENY,

LA TSRy 7 AT[OK] 227 U v 7 LET,
[Threat 360] 7 4 > R Zid, RO X HITHMF Y hU—27 EORIE AP H UIAD AT — X ANRFRENF
£
cHODF v = PR R, ERE Y FU— 27 EOARIE AP £ TIAD BRI E TH TH
HZ EERLET,

DT = v =T BN R —E, By FU— 7 EORIE AP £ CIAD IR N S RS 72k
HAP ICEFIZEESINTZZ 2R LET, RSSIHEIZHESW TR L M1 AP ORIZIRHER
ForENET,

s REODT = T =T BN, BRRy NU— 7 EORIE AP EH CIADBE R RR L7Z 2
LERLET,

G¥) H CIADMBM E 405 & [Containment Status] FI235D T A ¥ L 25 LiIAD AT —F XA THHT
IHLD FE TITRFEIA 20 77

[Threat 360] 7 4 > K7 C., [Containment] SIDOKIZH D [(] T A 2N — Y VESLEET, ChITEIC
BEDITAVYLAHLRAHDRAT—ERERLTWVWREWVNS YL TF v TRERINET,

Cisco DNA Center CiZ, Cisco DNA Assurance PN ® [Rogue and aWIPS] % v ¥ = /R — ROEET —7 VT,
TAYLVAREAP DFHLADAT —F A2 E=FTEET,

RO FRE7RE A KT 5 1Z1%, [Containment Status] FIOHUZ &5 [1] 7 A 2 AT — Y VEFRANA—LET,

RITAVLRAHLAHRAT—2 AATHELE

TAVLAHLADHDAT—E |EK
A

Contained UAXY L RAay ba—F Lo TCT 7T 4 JIZETCIADHILTWAARIE
AP

[ CiscoDNACenter FEBEEE LU aWIPS 7 T r—2a> Y —R 21294 9O RE—rHA K




| #8BEUTTAVYLRAY FT—H TOFRE AP D LA
mpry r7—o LOFEAP O LAD [

Pending TJA¥ LAy bo—7 TIEIORIEZE UADERBREBICEFS L TW
7,

A—7> (Open) ARIEAPIZE LA L TWER A,

—&R ANIE BSSID O—#IXBIWTI D | 7R OESIE, H LA bivizikEE
7213 E UIADREIREEIC > TV E T,

GE) T A Y U AE UIAD AT —F A3 [Partial] DAIE AP D354, [Threat 360] 7 4 & K7 D
[Containment] 1 [Partial] JREEDKEIZ [I]] T A 2o DERINET, I—YNAVE[] TA 20
RAN—=F25L FESSIDDBIEDT A YL AE LIAD AT —F ANKRINET,

JA4¥LRAaryba—FF, ROBHIZEY, VA4V L ARy hT—7 EORIE AP £ UiAD ZREIRE
RO Z ENRTEET,

« )Y —ZRMELL : RIE7Z2 BSSID # UIAHERDIEFEINDH &, VAL RAar he—F %, RIEZR
BSSID #f UiA® % [Containment] F 7= (% [Containment Pending] DWW T AU OIRFEIZ LET, ZAuL, 7
TAT M3 — B R AR D MR O MR RS 3 DDA IE BSSID, E =4 —F— FOMELHIR)
6 DORIEBSSID ThAH7-HTT, HWEHBREINTHIREZBL 5L, HUIADDOZOITRIZHEE X
ﬂtTEﬁB%mi WP DARIEZ: BSSID 235 LIADIREEDL BN L E T, VAL A= b
T—F 2k o CTHRERRBIZAZA Y 97,

cREINEEIL—L (PMF) YA YL Aarbu—TF, R#EINTZEHET L—2A (PMF) 2
AIEBSSID TAITH Y, FHLIADAT —F ZERFARBICHER L TWAHIRY | HUIADZRBL E
HA, PMEF NN/ D L, VAL R2ary ba—F 08 UiADERBLET,

« FEEKREBURIR (DFS) : UA YL Ray bua—F3E UIAD AT — X A ZRBIREEICHER L. 8
%ﬁﬁ%m(mﬂ)%kxw17m~h%kx A RIEARBSSIDAE DA L 9 & LEH AL
ARIE72 BSSID 23 DFS F ¥ XML BT 5 &, VA VYL Rary ha—J3H CiADEHEBLET,

ATv 76 HUADEH, REH, TN GEREL L Te—7 SNTEHRRr Yy NU—2 EORIE AP OF T
DAIE BSSID %4 — 7 RBEIC 7121, [Threat MAC address] %100 FIZ VU A b STV D ARIE AP MAC

TRVAREZ Y v LET,
[Threat 360] 7 > R RFRINET,
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