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1: [Webhook] 7 7

= Cisco DNA Center System / Settings QO ® 5

=Q Search Settings Settings / External Services

-~ Destinations

Configuration Archive

External Services v Configure various types of destinations to deliver event notifications from Cisco DNA
Center Platform

Webhook Email Syslog SNMP ITSM
Configure the REST Endpoint to receive Audit logs and Events from Cisco DNA Center
Platform
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Name Description = URL Method Actions
test_itsm_network_REST_endpoints_flask_server https://172.19.205.57:5008/networkEvents87963 POST Edit
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«[URL]: V=777 ®URL (2—/ Yv 7 URL) ,
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* [Name] : V=7 7 v 7 O4Hi,

* [Description] : 7 =7 7 v 7 OFiH,

«[URL]: V=77 Z7®URLT KL A (a2—,,3v %7 URL) ,

ATYTS V=77 v 7O URLIZEFETE HiEAENBIEMIT N TNDENE I NERINL £,

T =77 7 OFEFERITIS U T, [Trust Certificate] 7 4 —/L KT [Yes] £721X [No] 227 UV v 27 LET,
ATwF6 U777 O URLICEHEMTONTWHRRIEY A V2B L £ 7,
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s [Token] : —"—MbiEfiINctx 274 b—2 VEFHL T2 —F—0@BEES AV E T, [Token]
Z®IN9 5 & [Header Key] 7 4 —/L RIZ [X-Auth-Token] & WHENRATSINET,

* [No Authentication] : FGEIILEH D £H A,

AT w71 [Headers] 7 4 —/ KT, [Header Name] & [Header Value] Dz AL, [Add] #27 V v 27 LE9,
G¥) [Headers] 7 « —/L NI, [Authentication] DEHUTILE U THBIZATI SN DGEDRH Y £7°,

ATY T8 [Savel 27 Vw7 LT, V77 v DIHOFBELRTLET,
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« [Event ID] : A X2k Oik5I%E 5,
* [Name] : x> FO4HT (V7))
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* [Description] : A~k O HLZRFA,

*[Type]l : A X FDFy NU—=7 7TV YAT L X2 VT 4, ERITHEDIA T,
s [Category] : =7 —, & (FH®, 77—, FA7OHERN, ¥ AT DFET,

* [Severity] : 1 ~ 5,
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e[Status] : BT RZ Y T a AT —H A (=P —=NA XU FEBELTNDENE I , A0 |k
ARG LT2EAETE. Z DOFIIZ [Active Subscription] # 7 ~D Vv 7 BRI ENFE T,

ATY 74 [Name] Vo2 %27 Vw7 95HE, A b T A7 Y 7 3 slide-in pane 235BH & £ 97,
ATV TS AR NPT A7 Y73 slide-in panell Fomn S DT — X ZHER L E T,
[Event Details] % 7IZRRSNDHT —ZITRD LB TT,

* [Description] : A N> h EZNEFRAESED Y H—OFHRTHA,

* [Event ID] : A X k OBIE =,

e [Version] : £ X2 h D=V 3 UFK R,

* [Namespace] : A X2~ D44 HiTZE[H],

FTRTHOA R MNT, 774/ MiElE ASSURANCE T,

* [Domain] : £ X F723&$ %5 REST API KA A

* [Sub Domain] : ¥ X b3 @25 RESTAPI KA A LV DETOY 7 71—,

s [Type] : A XV hDFy hT—7 TTV, VAT A, X2 VT4, FEHEDOEA T,

« [Category] : =7 —, i fFH, 77—, Z A7 OEBRN., ¥ A7 DET,

* [Severity] : 1 ~ 5,

GE) YEIT 4 (HERE) 1V EIERLEBEFLITERBRELEETHY, 20X A TDA X M
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* [Cisco DNA Event Link] : REST URL Z i/l L7c A~ h 7 m— R v A b,

« [Note] : A X MIEET D, £72134 N2 M2 & BICHET 2 72O SLOB IS 7,

* [Tenant Aware] : £ X b 3T F 2 MMZHIGELTODE 9 b,

* [Tags] : £ X2 b DEEE T 5 Cisco DNA Center D2 AR—FR 2 hERmTHT, 2OV U —ADH
T DF 7 x v MHlZ., ASSURANCEIICT 2 a7 J v ADEDORIEE RTI V& v 7 AT 7T
—gqo

* [Supported Endpoints] : A X2 MEFHDOY R —FINDHT RARA L AT, ZOV Y —ATIE, K
DTy RRA LV B R—FSNTHET,
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*SNMP 7 » 7
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* [Model Schema] : A X2 MIBHT HET VAT —< PRI ET,
* [Details] : A X2 hDETILAF—~DFEMOB,

« [REST Schema] : 4 X2 F®D REST AF—~v DT 4+ —~< v I,

AT w76 [Active Subscriptions] ¥ 7% 7 U v 7 LET,
[ctive Subscriptions] # 7 \ZR/RSINDHT — X IFKRD LBV TT,
» [Broadcast Methods] : % A —/L. RESTAPI, F£72{XSNMP +J v,
* [Count and Instances] : & - A —/L, REST API, F72/Z SNMP k7 v F D@D A AR 2K,

GE) AR NOBEBICHEN IR T AT ) T a v RRE F ISR 5 121%, [Countand
Instances] CH 7 A7 VT a BuEw7 Vv 7 LET, x0T 27 7T gz
U7 LTcthk, BEMEERT 2 121% [Unsubscribe], #mET AIZIF [Bdit] #27 U v 27 LET,
DY T A7) T a o BBERRT D56 1%, 10T OREMERT 2 LERH Y £,
IOV T A7) T a R E TR ERAERR T S HREIL GUI TIX ¥ AR— F ST E
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 [Actions] : BN/ YT AT 7y a v EBEMEREZIIREL 7,

GE) A X2 N DORER%, [Active Subscriptions] # 7 [Try It) R ¥ U BERENET, TORSY
YEIVITDHE ARV EDVI 2L —va v EETTEET,
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* [Name] : £~ kD4,

» [Subscription Type] : [Subscription] K&~ 7% 7 > A k)55 [Subscription] Z#8R L £ 77,

6=3) VTRV T a2 AL, B AN RESTAPI=V RARA U b (V=TT v 7) |
Syslog $#—/3—_ SNMP bk 7 » 7| PagerDuty, 7213 Cisco Webex DUWNTIUNNIEEE T X
iﬁqo

* [Select an existing endpoint] : K7 > 7% 72 U & K5 [Subscription Endpoint] %8R L & 7,

* [Create a new endpoint] : # LW = RARA o M &ERKT 5I2i%. #1 L\ [Endpoint Name] & [Endpoint
Description] Z A1 L £ 7,

* [SERVICE CONFIGURATION] = U 7 C, [Webex Teams URL], [Webex Teams Room Id], 35 J UF [Webex
Teams Bot Access Token] IZAJ) LE 7§,

YT R T v a R LTAEDCT HITIE, [Subscribel 227 U v 7 LET, ¥ BLLTY 4 F
U ERT I DAL, [Cancel] 227 Y v 7 LET,

AT 78 [Active Subscriptions] # 7 CH 7 A7 U 7L a R LET,
YT R7 YTy a T DROEENFSSNET,
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* [Broadcast Method] : %1 A —/L, REST API, £721X SNMP K 7 v 7l
* [Counts and Instances] : HEN DA AKX 2 A4,

YT RT N T g U EBERERE T IIRET HI2IX. £ [Unsubscribe] £ 721X [Edit) © U > 7 %
70 w7 LET,

e [Actions] : A X NIk LTHEITSNT 7 a

GE) [Filter] 7 A 2% 27 U v 7 LTCT 4 VZ 2T 50, [Find] 7 4 —/V FIZF—U— & AJ]
THILET, GUUIZRREND Y TAZ VT a v ERETHZENTEET,

RDBERY
Cisco Webex 27 7 AL T, A X bR LET,

[l Cisco DNA Center & Cisco Webex D#i &



BERICDOWT

CORF2IAVMNEI, RKEVRAOARITRF 2 AV MNDSEMRTT, YV IBHRICODEXLTIE
. BERBRIBEFAT. ZEBRICTZ Y 77— DHD. UV IEOR-IHBEI/LTEThTWNS
BEFHDEITEEZCTELIEZD, HBLETHLEZNMREBDFTIDT, IEXLBABICDL
TIKETAIPMDRF AV M ESELESZL,



