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REZIATVET,
* Syslog U E— |
== D]
(Use Remote
Syslog Server)

¢ Syslog #—/3—0D
7 KL A (Syslog
Server Address)

* Syslog ¥ —/3—
AR— b (Syslog
Server Port)

s Syslog $h—/3—7
7 k=)L (Syslog
Server Protocol)

GF) URI 7 7
A NG
TedR A B
%, r v
rNU—2
kT

(scp %
LT
vNICO A
S —
Tz A A
Nno) H
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Cisco Crosswork Data Gateway (/X5 A —% L EREAL T A .

EA1] NG A—4 HL:L Z DD TEHR
PEA[RET
72X
A3 BN
77 A )V
[EE VS
~— LB
IZFEL
TWaH
EmRHY
7,

JE— FEEY—/\—

U & — hEEAH—/3— | UseRemotehuditd A7V asiFrrue B | BEIISCT, SO

0)1§)§H* LW ralse TI, A U F— FEERA Y — R —

7 # /v MEIL False T| 2% Cisco Crosswork

T o VE—FKAN|T—H7F—b Uz A

({Zauditd A v E—% | (Cisco Crosswork Data

FEET DHITIE, True 7 | Gateway) VM 22 HES

WINLET, BEMAXETDL LD
Auditd —/37 R L X | AuditdAddress A7 3 D Auditd ICROETE T

(Auditd Server P—N—DRA ", | SMBD Auditd Y— 3%

Address) IPv4, FE72iXIPv6 7 K| AT 2121, Zhb

LA, DI ODREZHE L

*7,

BEAS— 7R — | AuditdPort FF g v DR —

(Auditd Server Port)

NROF— N FH=,

T 7 )V hAR— 60
<7,

AV bA—3ETAXFDDOEE
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Cisco Crosswork Data Gateway D1 > X b—/JL |

E:1] INTA—4 HL:L Z DD TEHR
Crosswork =1 k17— |ControllerIP CiscoCrosswork 7 7 A | ZiLid, a2 hrn—7
Z IP (Crosswork X OWAEIP 7 R A | BAGEHEY 7 1L
Controller IP) * FEIEIARR M, URI ZfRET HGAEIC
GE) pve 7 ko [BETTS

L Rz fiff

LT

L9556

. A

H 3

([1::1])

TR T

ERHY

£7
Crosswork = > s #— |ControllerPort Cisco Crosswork = >/ |

Z " — b (Crosswork
Controller Port)

2—7 DR— |k,

T 7 F NV hAR— ME

30607 T9,
2 — 5 BAFER] | ControllerSignCertChain | SCP 2 FH L THufE: L | Crosswork Data Gateway
#£7 7 AL URD FEBAGEHEL RS | T 2 he—TF
B 7= D Cisco ZFERET 7 A V%
Crosswork @ PEM JZ=; | Cisco Crosswork (Z H &)

D— NFERE, Cisco
Crosswork |Z & » T4
&5 PEM 7 7 A
VL. ROBGATIZH D
*7,

cw-admin@<Crosswork VM
Management IP Address>
+/have/aw-admin/controller.pem

EINRE S APV Y/
D jzjﬂo

A VA M= VIRFIZ D
HDONT A—FEZRE
o5&, GEHET 7 A
JUX Crosswork Data
Gateway D ELHE)IRFIZH)
ODTAVFA—hENE
7

A A M=V 2
DDINT A —HEFRE
L7aWgalE, =2k
0n—7 BAGEHET 7
ANDA R — K
(44 ~—2) OFIE
WZHE> CREE T 7 A
)V FECTA VR — b
LET,
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Cisco Crosswork Data Gateway (/X5 A —% L EREAL T A .

Bl

INTA—4H

B

Z DD I1EHR

arhkae—70
SSL/TLS REA# 7 7 A
JL URI (Controller
SSL/TLS Certificate File
URI)

ControllerTlsCertChain

SCPZA{#H L CTHUS L
7z Cisco Crosswork =
v kv —5 @ PEM ¥
#.> SSL/TLS FERAE
77 A,

oy b —JREE
T AIVDISNAT L—
X\*

ControllerCertChainPwd

Cisco Crosswork D FEBH
EF > —FHIET S
SCP = —H%—

(cw-admin) DA
U— K,

TuXx s —Rp ProxyURL HTTP 71 % 3 H—

URL (Proxy Server s3—@ URL,

URL)

a3 Y — N XA |ProxyBypass kY — N —fif

/NA U A (Proxy AL NWT RLRER

Server Bypass List) A NGO <X
Uk,

FEE 7 1 X3 (D o— | ProxyUsername SR AT a3 —

4, (Authenticated Proxy IND—H4,

Username)

WA 1 ¥ D/ A 7 | ProxyPassphrase SR AT T L —

L — X (Authenticated SROISAT L— R,

Proxy Passphrase)

HTTPS 712 %3

SSL/TLSFEHZE Y 7 A
JL URI (HTTPS Proxy
SSL/TLS Certificate File

URI)

ProxyCertChain

SCP #f#i ] L CTHUS L
72 HTTPS 7 % v ®
PEM B> SSL/TLS
FEFAET 7 A 1,

HTTPS 712 %
SSL/TLSAEFE 7 7 A
JVDINAT L— R

(HTTPS Proxy
SSL/TLS Certificate File
Passphrase)

ProxyCertChainPwd

7o ¥ VAFAES - —
> & WG9 % SCP —
YO/RAT— R,

Cisco Crosswork Data
Gateway /X TLS #&H T
A B =Ty MMTHEE
THMENRHY, 71
XU NP ERBEIC
FE LW 8L,
13 3 N3 AR
R 5%ERHY %
R

7a o — N — A ff
HT2561%, b
DINTG A =R EHREL
ESr RN
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. vCenter vSphere 7 5 4 7 > % {& 1 L 1= Cisco Crosswork Data Gateway D4 > X k—)L

\)

() T7FNVEDOSCPAR—F 2 %#HLRNVEGAIL, SCPa~vy RO—#E L THR— FEHET
xFT, WOHIEZBZEIZL T EEN,

-P55 user@host:path/to/file

55 1% A X AR — h T,

vCenter vSphere 7 5 1 7 > k Z{& [ L 7= Cisco Crosswork Data Gateway
DA 2R =)L

ATy T

ATy T2

ATvT3

ATy T4

vCenter vSphere Client % {# Jf] L CCisco Crosswork Data Gateway % 1 > A h—/L 3 521X, RO
FIEZEITLET,

N

(GE¥)  FJEIZIX. Cisco Crosswork Data Gateway 4> 7' L X ADIEHERFI DY T LA A=V NEEN
TWET,

Cisco Crosswork Data Gateway 4.1 4 A —3"7 7 A )L % cisco.com (*.ova) NH X 7 a— RKLET,

2E 77 # /v k@ VMware vCenter DB Z A L7 7 MME 1543 TH, OVF 7 7L — F DA
MINDHIERN 15 & A2 DL, vCenter WX A LT 7 F L, HNLRLDETHLENDHY &
T ZNEITIE, BERARTA—Z LBEEZEERH L TREA VA M—AZFHETLZ L
EREIOLET, WABIOVAF T arDORTA—=2D Y R MIZOWTIE, # 2: Cisco
Crosswork 7 — 4 %7— k7 =1 (Cisco Crosswork Data Gateway) EHA/XT XA —% L F U4
B_=2) OREZHRLTIZEN,

vCentervSphere 7 7 A4 7 > M LET, [7 27 2 3 (Actions) ]>[OVF7 > 7' L — FDJER (Deploy
OVF Template) ] Z@RL £,

VMware @ [OVET > 7 L — kD BH (Deploy OVF Template) ]V 4 ¥'— RzFR SN, HAOFIE[ T

7 L— h DR (1 Select template) ] A3FEFF R I FE T,

a) [ZH (Browse) |27 Vv 7 L, OVAAL A=V T 7 ANV EF T a— RLEGNICBEI LT 7 A
NVEBRLET,

BIRTDHE, 77 ANVEDRT 4 FUCFERINNET,

KON T L OIZ, [k~ (Next) 1527 U > 7 LT [24RTE5FTOEIN (2 Select name and location) |

BB L E7,

a) TET % VM O4RTE AN LET,

b) [EAE~ T DOEFETDIRIN (Select a location for the virtual machine) ] U A F T, VM 2 & T 5T —#
oA=L ET,

. Cisco Crosswork Data Gateway D1 > X k—JL
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ATy TH

ATvT6

ATy T17

ATvT8

vCenter vSphere - 5 4 7 > k% {&F L 1= Cisco Crosswork Data Gateway D4 > X k—)L .

Deploy OVF Template

+ 1Select an OVF template Select a name and folder

2 Select a name and folder Specify a unique name and target location

Virtual machine name: ~ Crosswork Data Gateway 1

Select a location for the virtual machine.

G rcdn5-spm-ve-0l.cisco.com
Cisco-CX-Lab
redns-spm-dc-01
rednS-spm-dc-02
RTP

CANCEL ‘ BACK ‘ NEXT

R~ (Next) | %27 Vw27 LT, [3YY—ADER (3 Selectaresource) | IZHEAET, VM DHE A &
BIRLET,

[k~ (Next) 1 &7 U w7 L¥F, VMware vCenter Server 7% OVA ZHRFEL 9, MFEIZH) DD BERIX
Fy NI =T HEIZL>TREY ET, BGAENETT5E, UV — NI [47FOMR (4 Review
details) JICEENL£7, OVA DIFHRAZMRD LT[k~ (Next) 1227V v LET,

JEBRT 25 OVF 7> 7 L— b &8 L £ 7,

GE) ZOEHIZOVE OIES L, ZHEITTEX EH A

R~ (Next) &7 Vw7 LT, [FHZTHERNICHEE (AcceptLicense Agreement) | IZBEIL EF, =2
Fa—H% T4 A EEZHR L. VKGR (Accept) 1 &7 U v 7 LET,

WOKD I ST, [IR~ (Next) 157 U v 7 LT[6KEDIER (6 Select configuration) ] ITHEE) L FT,
[ ¥ECrosswork On-Premise (Crosswork On-Premise Standard) ]33 & OY [#i5ECrosswork On-Premise (Crosswork
On-Premise Extended) | DO EDF A 7R L EF, FEMIZ OV TIE,  [Crosswork Data Gateway
VARAZA 7] 2R LTS,

Cisco Crosswork Data Gateway D1 > X k—JL .
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Cisco Crosswork Data Gateway D1 > X k—JL |
. vCenter vSphere 7 5 4 7 > % {& 1 L 1= Cisco Crosswork Data Gateway D4 > X k—)L

*H CEBIMD U Y —RA%&fFz o4 7V I ADFERE (On-Premise Standard with Extra Resources) | 7
177 A X, FIRSIRA & OfgrE L LTI T& £33, Crosswork Data Gateway % [ L
TWLEIFHEHA LT ES W, XEPBERGEEIT, Y Aa DRI ~v—x2 7 AR
A F— MBIV EGDOELTEEW,

Deploy OVF Template

v 1Select an OVF template Configuration

+ 2 Select a name and folder Select a deployment configuration

v 3 Select a compute resource

v 4 Review details D Crosswork Cloud Description
v 5 License agreements

12 CPU; 48GB RAM; 1-3 NICs; 60GB Disk
@ Crosswork On-Premise Standard
6 Configuration

D Crosswork On-Premise Extended

) Crosswork On-Premise Standard With Extra Resources

4 Items

CANCEL ‘ BACK ‘ NEXT

WOKD L HIZ, [k~ (Next) 1227V w7 LT[TAIL—VDER (7 Selectstorage) [\ ZBEIL £,
a) [T 4 A7 X DEIR (Select virtual disk format) ] Kz v 7HF 7 J 2 b [y 7 7R EY
=27 (Lazy Zeroed) (Thick provision lazy zeroed) | Z 3R 5 Z & ZHELE L £ 7,

[7—# A L — (Datastores) | 7—7 A0 b, AT L7 =2 A NTEZRIRL, £OT w7 4
ERER LT, MEAARER A ML —U R+l dh D 2 L R LET,

ATy

b)
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vCenter vSphere - 5 4 7 > k% {&F L 1= Cisco Crosswork Data Gateway D4 > X k—)L .

Deploy OVF Template

+ 1Select an OVF template Select storage

+ 2 Select a name and folder Select the storage for the configuration and disk files
+ 3 Select a compute resource

+ 4 Review details |:|

+ 5 License agreements

. Select virtual disk format: Thick Provision Lazy Zeroced
+ 6 Configuration

7 Select storage VM Storage Policy: [ Datastore Default v

8 Select networks Name

Capacity Provisioned Free Type

9 Customize template ] Local Datastore 2.45TB 119 TB 146 TB VM

10 Ready to complete

Compatibility

+/ Compatibility checks succeeded.

CANCEL BACK NEXT

ATV KOOI ST, [k~ (Next) 227 U7 LT[8 1y hT—27 DR (8 Select networks) ] 1ZBE L
7, =V EHIIHD Fu v T X T =TT, FiEEITR Y MU= CEU Ry h T —
27 ([VNIC2], [VNIC1]. B L [VNICO]) ZZNETIERLET,

GE) 9% vWNIC O % v b U — 27 % [VNICO] 7 538 L, REH D vWNIC 25 7 + /L ME
WICRELET,

ATy TN [k~ (Next) |27V v 7 LT, [FAMEROFKE (Host Information Settings) ] 23NEB &= [9 7 >~
L—bhDH AL <A X (9 Customize template) | IZFE) L £9, 3£ 2: Cisco Crosswork 7 — 4 77— k7 =
A (Cisco Crosswork Data Gateway) EA/XT XA —X L U4 (38—) OFPIIHEST, T A—
L DIEHEANTILET,
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. vCenter vSphere 7 5 4 7 > % {& 1 L 1= Cisco Crosswork Data Gateway D4 > X k—)L

ATv 712

ATy 13

ATy 714

Deploy OVF Template

01. Host Information 9 settings
+ 15Select an OVF template
+ 2 Select aname and folder a. Hostname * Please enter the server's hostname (dg.localdomain)
+ 3 Select a compute resource
CDG_1
+ 4 Review details
+ 5 License agreements b. Description *

+ 6 Configuration

+ 7 Select storage Please enter a short, user friendly description for display in the Crosswork Controller

+ 8 Select networks CDG1
10 Ready to complete c. Crosswork Data Gateway
Label

An optional freeform label used by the Crosswork Controller to categorize and group

multiple DG instances

Crosswork Data Gateway

d. Active vNICs

Please select the number of vNICs to use for sending traffic. "1" sends all traffic on vNICO, "2"
sends management traffic on vNICO and all data traffic on vNIC1. "3" sends management

traffic on vNICO, northbound data on vNIC1, and southbound data on vMNIC2.

Iz

2
3 llow Usable RFC 8190
Addraccac ?

CANCEL BACK

[k~ (Next) ]27 VU v 27 LT, [1052 T O#f (10Readytocomplete) JIZBENL 7, HELMERL.

JEBRZ BT DA CE 726 [T (Finish) 1227 Y v 7 LET,

ERPTETTH2E TR TOLEITLET, BREAT —Z A 2RI 2I121L, WOFIEEZIATLET,

a) vCenter vSphere 7 74 7 > M &BRE £ 77,

b) KA L VM D LD A (Recent Tasks) | ¥ 712, [OVF7 > 7' L— FDJERA (Deploy OVF
template) ]2 = 7 & [OVF/ Ny 7 — DA A"— | (Import OVF package) ¥ a 7 DAT — X A% K
RLET,

BEAT =2 AN 100% I35 FTRHEBLET, 2T, VMOEREZ A ICTEET,
BEAAT —H AN 100% IZ7/2->726, VM OERZ ANTER et 222 T LET, RORIITT &

ANZ, FA MO NI EREBLTCVMAEZ Y v 7 L, [T7 a3 (Actions) ]>[EIR (Power) |>[&E
A (Power On) ] DJAIZEIR L £ 7,
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OVF v — )L % {# /A L 1= Cisco Crosswork Data Gateway D1 > X k—JL .

[l_']Ll cdg-vm-137 RETIONS ©

(1 Actions - cw-vm-137
Summary Monitor {
—— Power *» | ¥ Power On
Guest OS v | IR
Powered Off Snapshots p
VM Hardware VM Policies > ~
CPU Template >

VM MBEEIT 5 ETHO7 &b s oML, WIZIBET 5 X 512 vCenter 721X SSHRB Tr /1

L%,

7L vCenter CVM DXy U —VBREXEET AL, B LR WEKABICZAAREERH Y
FF, ZHTIE, AXT v 7 — M EBROBRKIRENREENE T, REIT. KRy
=T RT =<V AZRETEDL LVITHFES N TVWET, TNUOLDORELZELT 55
A, HEEETITo T &V,
RDZERY

vCenter #2FH T Cisco Crosswork Data Gateway VM (A4 4 > LET,
1. vCenter CTVM %47 U w7 L, [2> Y —/L%BI< (OpenConsole) ] Z#R L £,

2. a—H¥—4% FEHvYTobhi-g—1LiZslT dg-admin F 721% dg—oper) L ST BHRA
J—F (f A= T v ATER LI/ NAT—FR) AN L, Enter 2L £,

07 A% %&, Crosswork Data Gateway |24 A h— /LR IEFICE T L Z L &2RT U =L
ALEEEA T ar Ama—PNRoRSNET, #7777 ML, ROETHHAT LA R b—
NEDZ AT IR FE T,

OVF *Y— /L% {$ A L 1= Cisco Crosswork Data Gateway D1 > X k—JL

BTG LT, avy FRAZ U T FOREEIAT v a v ONRFA=FDY A P aERE
L. OVFY— L% FEITTEET, A VA R—ANRTRA=FLZDOT 744 MED U R MZOW
TlX, & : # 2: Cisco Crosswork 7—4# %" — k7 = £ (Cisco Crosswork Data Gateway) 3 A/¥
TA=H LT UE BR=) ESHLTIEIN,

)

GE) 27V FEEHRTDEEIC, BERTRTOMNENRTA—EZBIOE S a DT A—4
ZHHOMECTHRET AL IICLTLEZ N, A7 V7 MIEENLTWRVWRT A—2 %, JERH
DT 74 MEERBRINET,

LTIz, 227 V7 R TCOVFY— 1L E2ETT 555002 R LET,
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. OVF 'y —)L % {# A L 1= Cisco Crosswork Data Gateway D1 > X k—JL

#!/usr/bin/env bash

VM_NAME='VM_NAME'

DM='thin'

DS='Datastore name'

Vcenter='Vcenter IP'

Host='Vcenter Host IP'

DC='DC Name'

CwIpv4Mgmt='CW IP'

ManagementIPv4Address="'CDG IP'
ManagementIPv4Netmask="'Netmask address'
ManagementIPv4Gateway="'Management Gateway IP'
NorthDataIPv4Address='Northbound IP'
NorthDataIPv4Netmask='Netmask address'
NorthDataIPv4Gateway='Data Gateway IP'
DNSv4='DNS IP'

NTP="'NTP FQDN'

Domain='Domain name'
CtrlerCertChainPwd='Controller Password'
DgAdminPwd="'Admin user password'
DgOperPwd="'Oper user password'

Cdgbomain="'CDG hostname'
MgmtNetwork="'Standard Network'
SouthDataNetwork="'Southbound port group name'
NorthDataNetwork='Northbound port group name'
DeploymentOption='Deployment Option'
VcenterUser="'Vcenter username'
VcenterPwd='Vcenter password'
ImageFilePath='CDG Image Path'

ovftool --version

ovitool --acceptAllEulas --skipManifestCheck --X:injectOvfEnv --overwrite --powerOffTarget
--powerOn --noSSLVerify --allowExtraConfig \

-ds=$DS \

--deploymentOption="${DeploymentOption}" \
--diskMode=$DM \

--name="${VM NAME}" \
--prop:"ControllerIP=${CwIpv4Mgmt}" \
--prop:"ControllerPort=30607" \
--prop:"ControllerSignCertChain=cw-admin@${CwIpv4Mgmt}:/home/cw-admin/controller.pem" \
--prop:"ControllerCertChainPwd=${CtrlerCertChainPwd}" \
--prop:"Hostname=${CdgDomain}" \
--prop:"Description=CDG Base VM for Automation" \
--prop:"Vnic0IPv4Method=Static" \
--prop:"Vnic0IPv4Address=${ManagementIPv4Address}" \
--prop:"Vnic0IPv4Netmask=${ManagementIPv4Netmask}" \
--prop:"Vnic0IPv4Gateway=${ManagementIPv4Gateway}" \
--prop:"VniclIPv4Method=Static" \
--prop:"VniclIPv4Address=${NorthDataIPv4Address}" \
--prop:"VniclIPv4Netmask=${NorthDataIPv4Netmask}" \
--prop:"VniclIPv4Gateway=${NorthDataIPv4Gateway}" \
--prop:"dg-adminPassword=${DgAdminPwd}" \
--prop:"dg-operPassword=${DgOperPwd}" \
--prop:"DNS=${DNSv4}" \

--prop:"NTP=${NTP}" \

--prop:"Domain=${Domain}" \
--net:"vNICO=${MgmtNetwork}" \
--net:"vNICl=${NorthDataNetwork}" \
--net:"vNIC2=${SouthDataNetwork}" \

$ImageFilePath \
vi://$VcenterUser:$VcenterPwd@$Vcenter/$DC/host/$Host
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Amazon EC2 [ Crosswork Data Gateway 4 > X k—)LF 3 .

ATl a~v R e F R EEET,
ATFY T2 OVFV—1N%A A ML LTEATICBE LET,
ATFYT3 avr REBBEEDTERLEAZ Y S EEITLTVMEA VA M—LLET,

./<script file>

WO HEIT LT IEEN,

root@cxcdgctrl:/opt# ./cdgovideployVM197

VM OERPA 172 >726, VMIZe Z A LET, [Crosswork Data Gateway VM -~ 12 7'
A2 #ZRLTLEEWN, v/ A 3% L, Crosswork Data Gateway (21 A b —/ LN IEH
ST LEZEERT U VAT E A TV a v Ama—RNERRESET, a7 77 ML,
WROETHWT DA VA P =W ED I X7 (AR ET,

Amazon EC2 (= Crosswork Data Gateway %1 > X k—ILT %

WOWT D J5{5T Amazon EC2 (T Crosswork Data Gateway % 1 A h—/L CT&X F9°,

* CloudFormation 7 > 7" L — k Z{i ffl L "C Amazon EC2 (Z Crosswork Data Gateway % A > A
=42 B1~=Y) ,

« Amazon EC2 |Z Crosswork Data Gateway % F#) TA > A h—/L925 (33 <—) |

CloudFormation 7> 7 L— + {1 F§ L T Amazon EC2 [Z Crosswork Data Gateway % - > X
f—ILT B

CloudFormation (CF) 7 > 7 L — k% ffi[j] L T EC2 |Z Crosswork Data Gateway % A > A h—/L
T2HIE, VMY Y =R 207 a7 4 Zid 577 — b (YAML JERDOT £ A K
T AN) BERT ARERHY £T, A¥ v 7 EZAERT 572N, CloudFormation (%7 > 7
L— MIGERENTWDEY Y—RAE 7 e Ya=r7 L, VMZA VA R—LLET,

BREDFEDIZ, CFTr 7 L— sOflA2 Z 2128 LET,

1R BRI
e B/ a AWSEQ2 REICHEESN TWAELEZHE - L TWAZ L 2R LET,
o T T D Cisco Crosswork VM 23 A > A h— L XL TCWET,

ATvFT1 AWS|Zu 7 A > L. CloudFormation %—tE 2 Z 5 L £, CloudFormation # v ¥ =R — KA & 97,
ATFY T2 A4 RA=a—05 [AX v (Stacks) &7 Vv 7 LET,

BIENOT X TCOBHFEDORL v 7N ZICFERENET,

ATFY T3 [AT w71 : T 7L — FOFRE (Step 1 - Specify template) ] T, WOBREE TR L £,

Cisco Crosswork Data Gateway D1 > X b—JL .
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Cisco Crosswork Data Gateway D1 > X b—/JL |

. CloudFormation 7> 7' L — k % {# A L T Amazon EC2 [ Crosswork Data Gateway %4 > X b—/)LF %

RTvT4

ATy TH

ATvT6
ATy 71

a) [T 7L — FO¥E(H (Prepare template) ] T, [T 7 L — MDA TE £ L7z (Template is ready) |
IR £7,

b) [T 7L — kY —2AZ (Templatesource) ] T, [T 7L — 77 A LDT v 7 a—F (Uploadatemplate
file) 1 Z®INL E7,

c) [Z7ANDER (Choosefile) 1227 Uy L, CF77b—hK (yaml 7 7 A V) Z&ERNL E7,

d) [k~ (Next) 1227 U > 7 LET,

(AT w72 A& 7 OFFMOFRE (Step 2 - Specify stack details) | T, AX v I/ EKNRTFTA—FT (—

NV RICBEET HMEEZ AT L, [k~ (Next) 1227 U v 27 LET,

GH) ZDOUA Y RUICEIRENDNT A—=F T 4=V NI, CET T L= DT A=Z(ZL o

TERINET,

[AT v T73: AX w7 AT aOmaR (Step 3 - Configure stack options) ] T, FEBEB ORI TIZHES
THEWCE#ET 2EE AN LET, R~ Next) 1227V v 27 LTHATLET,

[AT > 74 : Weg® (Step 4 - Review) ] T, R L7 EEMRLET,

WERDOT = VR y 7 AZEIR L, [AH v 7 OFERK (Create stack) 1 %27 U v 27 L TVM DA A h—/L
AL 9,

VM BREEIZA VA —I)LEaN=-C L 2HRELET

1. CloudFormation % > ¥ 2R — RC, 4 RA=a—06 [A¥ v (Stacks) | %27V v 7
LTARE I DY A aFERLET,

2. AVAR—NVLIERS v 7 ZERLET, AY v 7 OFFIBAARICTRREET, 20
VA RUDKRETEHI ) w7 LT, AYy JIEROFEMER R LET,

[ X2 (Bvents) | ¥ 7 DAK v 7 DAT—H AL [1ERF (CREATE_IN_PROGRESS) |
s/ =3

3. AZ v IMERESNTES, ROFIEELFETLET,

« AH I DAT—H AN [MERRSE T (CREATE_ COMPLETE) 12DV | [FHELID
(Logical ID) [IZAX v 74 NEREINET,

«[U Y —A (Resources) | ¥ 7i2ix, MELID #&¢e, CF 7> 7 L — MMMERR L7z7
TDY Y —ADFFMMAFRINET,

«[tH77 (Output) 1 ¥ 712X, VM OA X —T A AP 7 KL ADFEMNF RS E
RS
4., REZ Y ITHND VM A VAL A0 WD (Physical ID) 1227 U v 7 LET,

INEITHOE, EQ2QE vy aR—FRD [ AZ A (Instances) | 7« > RN, @&
KU VM A v A ZADFEMBFERSNET,

5 [##¢ (Connect) %7 Vw7 LET (LK)
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Amazon EC2 [ Crosswork Data Gateway # FE) T VX b—ILT B .

6. TRIND[A v AKX AZHHE (Connecttoinstance) ]V 4 > K7 T, [EC2v U Tz
k7 — L (EC2Serial Control) [# 7 %27 U v 7 L, [##t (Connect) 1227V v 7 LET,

7. [EC2> U Tz — v (EC2serialconsole) 1 ¥ 7 %7 U w7 LET, [#K (Connect) ]
7V 7 LT, VMO ay Yy —WIERELET,

8. Wi L72/)AU— KZEMH LT, dg-admin F£721% dg-oper T—P—L L TVMIZ 74
LET,

0 JANCRENT A E, VM OXERI o Y — R E R EINET,

Amazon EC2 (= Crosswork Data Gateway = F &1 T/ VX b—JLT B

WO FNE% FEAT LT, EC2 IZ Crosswork Data Gateway %1 A h—/L L £ 77,
)

GE) A AZ L ADEEY — 7 7 a—(2id, BERCESW TR TE DiRIAWEEIS T Y g v
DHAEBE SN TWET, ROTFJEIX, Crosswork Data Gateway VM % IEH (21 > A h—/LF
DT DITHERR T 2 BN D MFRELZ R L TWET,

s ZOFIEDRT v 7 TlE, 32DA ¥ —7 =4 A% % 7= Extended Crosswork Data Gateway
VM DA 2 A M= UZ DWW T L E T,

1R BRI
Crosswork Data Gateway VM % BB 2 RIIZ, ROEHAHE SN TND Z 2R L T2
él/\o

« AWS EC2 BREICHRE SNV TV O EF AN L TWD Z & ol LET,
» T D Cisco Crosswork VM 231 ' A b — /L ENTWET,
« 4 > A h—/LF 5% Crosswork Data Gateway VM A > A X > ZAD¥ & RE L £,

« Crosswork Data Gateway AMI A A — % AWS (Z7 7 & A A[REZR AT AR TE L £ 97,

AT v 71 Crosswork Data Gateway VM D1—H—TF—2 F#HEL T,

a) Crosswork Data Gateway VM D —H—7 — X Ui L £, /3T XA —F OFMIZOWTIL,  [Cisco
Crosswork Data Gateway /X7 A —% LIRS TV 4] 2ZR LT EEV, BEDOLHIT, VM D
2= =T =2 D% Z IR LET, BERNT A= PEAERINTNET,

AwsIamRole=changeme

ActiveVnics=3

AllowRFC8190=Yes

AuditdAddress=

AuditdPort=60

ControllerCertChainPwd=changeme

ControllerIP=

ControllerPort=30607
ControllerSignCertChain=cw-admin@<controller-IP>:/home/cw-admin/controller.pem

Cisco Crosswork Data Gateway D1 > X k—JL .


b_cisco_crosswork_platform_4_4_and_applications_install_guide_chapter2.pdf#nameddest=unique_41

Cisco Crosswork Data Gateway D1 > X b—/JL |
. Amazon EC2 | Crosswork Data Gateway #F & T/ VX h—ILTF B

ControllerTlsCertChain=
Deployment=Crosswork On-Premise
Description=changeme
DGAppdataDisk=5
DGCertChain=
DGCertChainPwd=

DGCertKey=

DNS=changeme

DNSSEC=False

DNSTLS=False
Domain=changeme
EnrollmentPassphrase=
EnrollmentURI=
Hostname=changeme

Label=

LLMNR=False

mDNS-False

NTP=changeme

NTPAuth=False

NTPKey=

NTPKeyFile=

NTPKeyFilePwd=
Profile=Extended
ProxyBypass=
ProxyCertChain=
ProxyCertChainPwd=
ProxyPassphrase=

ProxyURL=

ProxyUsername=
SyslogAddress=
SyslogCertChain=
SyslogCertChainPwd=
SyslogPeerName=
SyslogPort=514
SyslogProtocol=UDP
SyslogTLS=False
UseRemoteAuditd=False
UseRemoteSyslog=False
VnicOIPv4Address=0.0.0.0 //IP address of management interface
VnicOIPv4Gateway=0.0.0.1
VnicOIPv4Method=None
VnicOIPv4Netmask=0.0.0.0
VnicOIPv4SkipGateway=False
VnicO0IPv6Address=::0
VnicOIPvé6Gateway=::1
Vnic0IPv6Method=None
VnicO0IPv6Netmask=64
VnicOIPvé6SkipGateway=False
VniclIPv4Address=0.0.0.0 //IP address of data interface
VniclIPv4Gateway=0.0.0.1
VniclIPv4Method=None
VniclIPv4Netmask=0.0.0.0
VniclIPv4SkipGateway=False
VniclIPv6Address=::0
VniclIPv6Gateway=::1
VniclIPv6Method=None
VniclIPv6Netmask=64
VniclIPv6SkipGateway=False
Vnic2IPv4Address=0.0.0.0 //leave unchanged to default value.
Vnic2IPv4Gateway=0.0.0.1
Vnic2IPv4Method=None
Vnic2IPv4Netmask=0.0.0.0
Vnic2IPv4SkipGateway=False
Vnic2IPv6Address=::0
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ATy T2

b)

Amazon EC2 (Z Crosswork Data Gateway % FEICTA VX b—ILT 3 .

Vnic2IPvéGateway=::1
Vnic2IPvéMethod=None
Vnic2IPvéNetmask=64
Vnic2IPv6SkipGateway=False
dg-adminPassword=changeme
dg-operPassword=changeme

HIOFIEZBHEV KL T, £ A =T L5 FEDCrossworkDataVM = & |2 —W—F — X ZAERL L £
ﬁ—o

Crosswork Data Gateway VM &4 X b—JLLET,

a)
b)

c)
d)

e)

2)

AWS [Za 7 A L, EC2Y—ERAZMARLET, EC2H¥ vy iaR— FRHAEET,
Ko alR— RO [A A% ADOHRHE] (Launch Instance) ] XA SZBEIL, [ v A ¥ 2 ADEH)
(Launch Instance) ]>[A > A% ADiL#E) (Launch Instance) ] DNEIZZ U v 7 LET,

[f > AZ o ZADiLHE) (Launch an Instance) |V o1 > RUMNFERINET,

[£ai& % 27 (Name and tags) ]2 2 a > T, Crosswork Data Gateway VM D4 Bi& AJI LET,
[TV r—va rBLO0SA A—Y (Amazon~ >+ A—3’) (Application and OS Images (Amazon
MachineImage)) &7 > a2 > T, [ AMI (MyAMIs) ]>[H23FTH (Ownedbyme) (DIEIZZ U >~
7 L. [Amazon~¥ ¥ > A A— (AMI) (Amazon Machine Image (AMI)) ] 7 4 —/L K C Crosswork Data
Gateway AMI A A — V%8R L £,

[f > AH A% AT (Instance type) |7 2 a T, BB LT3 Crosswork 7—4 VM D717 7
AINZEEDNT, ROA AR ARG AT (FERBEREL L T RREOWT) 28R L £,

« m5.4xlarge : 4 VM D55,

» m5.8xlarge : JE3E VM D54,
[F—~7 (B7A>) (Keypair(login) 1£27 > 2> T, FRyFHTL IR RNE [F—<T4 (Key
pairname) ] AR L 7,

GE) Cisco Crosswork 1X, F—_X—ADWFFEZ VR — ML TWEHA, ZIUTAWS OEHTH
V. Cisco Crosswork Tl SN EH A,

[*v U —27#%E (Network Settings) ] &2 > a > T, [fE (EBdit) 1227V v LET,

1. RO7 44—/ REEATILET,
« [VPC] : BREZICHE L7z VPC Z83R L £ 7,
s [7 x> K (Subnet) ]: BHA L H—T A AZHV Y THF TRy FZBINL ET,
X7 v ZIPO HENEI D 2T (Auto-assign public IP) ]: [#£%) (Disabled) ] Z %R L £,

(T AT UA—I (BEX=2UT ¢ 7 —7) (Firewall (security groups)) ]: VM O F = U
TAITN—THRELET, ¥X 2 VT VN —TEERT E0, T TIMER LEBEFO
X2 VT4 I N—T%HTEET,

FROFEMAE AT D L [BESRTR Yy b U —273%E (Advanced network configuration) ] @ F
W2, [y hO—2 A4 % —7 x4 A1 (Network Interfacel) ] 25 HEEIIZIER S L E T,
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. Amazon EC2 | Crosswork Data Gateway #F & T/ VX h—ILTF B

2. [#i#H (Description) ]. [7 A4 ~ VIP (PrimaryIP) ] (—H—F—X /5D VNICOIP T KL A) |
[7 %> b (Subnet) ], [BEF¥=VUT 1 7 /L—7 (Security groups) ] ZHH L FET,

3[Ry NT—T A H—T x4 ZADBI (Addnetwork interface) |27 Vw27 L, VM D 2EFH DA
VH—=T A A (WICLIZHHER) & 3FEHDA VX —T7 x4 A (WIC2) OFEMZEEMLET,

BE VM O a—H—F =22, PV OERPIZEID 4 TH D WNIC2 D IP 7 R L AR
BRNWZLICHEELTLEES Y, 2y hNI—7 A F—T 2 A4 APER SN D TZONT 1P
T RUVAZENYBTHZ EIXAWS OEHTT, 3FBHOA VX —T =2 AD[T T4~
UIP (PrimaryIP) 17 4 —/L' K (#EYIP) IZIP 7 RLAZ AT H), ZZADEEIC
THZENTEET (AWS A IP 2 HEIZEI D Y4 CTEF)

h) [A FL—Y O (Configure Storage) &7 v 3 > C. [FFfll (Advanced) 127V v 7 L., [HTLWAR
Ua—A0ENM (Addnew volume) [ %7V v Z7 LT, VMO/N—FT o aaEBMLET, HLIME
ENTZARY 2 —LDRDT 4=V REEHLET,

« [7 /31 A4 (Device name) ] : /device/sdb
*[¥4 X (GIB) (Size(GIB)) ]:20GB (i CDG) 7213520 GB (#E CDG)
«[RYV 2—L%A7 (Volume type) ] : gp2 £72i% gp3 DA ZBEID L LT,

i) [FFMIE%XE (Advanced Settings) | &7 > 2> T, IRD7 4 —/V REFEHFLET,

« [IAMA AKX A7 17 74/ (IAM instance profile) ]: = —%—F —% CTHE L7~ AWS IAM
B—/LE2RIRT 50, Lo — L a2 R L £,

s [AXT—HIZT 7 AAHE (Metadata accessible) | : A %0,
[ AXT—H DA~ g (Metadata version) ]: VI BLUV2 (F—27 v id3A 7 v a )
[AXT—=H VAR ADR v 7R (Metadata response hop limit) ] : 2

o [2—HW—F—% (Userdata) ]|: FlE1 THf L e —H—F —FZa’—L T, ZZDOU 4K

TRNZEE Y T ES, ST A —F % base6d T2 a2 — RERTHEETAEASIT. Fov IRy I R
A AT LET,

G¥) =P —F—H BT D L &R, BFICEARRNE I LTLEEY, £95L
e BB L £,

ATFY T3 [ AX ADJEE) (LaunchInstance) %27 U v 7 LE 9, AWSEC2 28 VM DA > A h—/L&BlME L
j‘o

ATy T4 FE2HH45VKLT, OO VMEA A= LET,

VM AEBEIZA VA R—)LEh=C L 2R LET

1. EQ¥ vy adh—RT, EUDOA=a =5 A% A (Instances) (%7 U v 27 LT,
B SN VMZFRLES, ARl B, £33 720 L TVM 2R TE %7,

VM BNEBRENS FTH 20 b E£9,
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Crosswork Data Gateway f > X k— L&D A2 XY .

2. VMDBIEEFICEBSND L, [ AZ U ADIRAE (Instance State) 11X [EFTH (Running) ]
2720 £7,

3. VMMAEFIZA VA M=V EINT-Z L 2R T HI2IE. VM 28R L T [#kt (Connect) ]
(LK) 2270 v LET,

4, RREND [A AKX U AIZHHE (Connecttoinstance) |7 4 > R T, [EC2v VU 7 /b=
km—/v (EC2Serial Control) 1% 7% 7 U w7 L, [##t (Connect) %27V v LET,

5 a—W—F =X TR LT/ SAY— Rz H L T, dg-admin E s dg-oper a—P—L L
TVMICeZ A v LET,

0 JA NI TAE, VM OXEERIa s Y — L RRREINET,

Crosswork Data Gateway 1 >~ X k—JLEED R XY

Cisco Crosswork Data Gateway & A > A h—/L L7= b, # A LYV —2 %3 E L, Crosswork Data
Gateway VM 762 277 7 R LET,

« Crosswork Data Gateway VM D & A LY — 2 DFEE (37 ~X—)

* Crosswork Data Gateway VM 22502 77 7 k(40 ~<X—2)

Crosswork Data Gateway VM D% 1 LY — 2 DEETE

Crosswork Data Gateway VM (X, #INCT 7 4V hDO X A LY —> (UTC) Til#EHLE9, 7
T D Crosswork Data Gateway 7 22 A (showtech 7 7 & & ¥e) 23, B L7 ArIcxhin Lz
BA DA T KT 5 X510, fifEficEbETH A LY — 2 HH LET,

AT 71 Crosswork Data GatewayVM DA > % 5 7 7 4 7 A == —"C, [Change Current System Settings] % &R L £ 7,
AT 72 [9 Timezone] &K L £,
RATv T3 EEMERAERINL 7,

Cisco Crosswork Data Gateway D1 > X b—JL .



Cisco Crosswork Data Gateway D1 > X k—JL |

. Crosswork Data Gateway VM D % A LY — > DERE

ATYTE Z ALY = ATIST D E T IR A BRI L £,

ATy 75 [OK] ZBRL CREZRFLET,

AT 76 Crosswork Data GatewayVM % ) 7 — h LT, X TOTHEATHLNZ A LAY —URRIRINS L9
LT,

AT F1 Crosswork Data Gateway VM 2252 77 7 h LET,
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Crosswork Data Gateway VM ~DO 45 4 > 0575 + .

Crosswork Data Gateway VM ~D O 454 > 0457 k

WDOUWNT D 15T Crosswork Data Gateway VM [0 7' T £97,
* SSH |Z £ % Crosswork Data Gateway VM ~D7 7 & A (39 ~<X—)
s vCenter % JI" L 7= Crosswork Data Gateway ~D7 7 & & (39 ~—1)

Crosswork Data Gateway VM 725 2 77 7 h 95 (1Z1%, Crosswork Data Gateway VM 725 D & 7
TUR (40—2) ZZRLTIZSN,

SSH (2 &k % Crosswork Data Gateway VM ~D 7 7 £ X

SSH7 utv AL, 8ou /A4 KB ITAT L "PETay 73521280, TA—
N7 = ABENOHEHEINE T, REARa—V4 32T — R, #iobk, &5
TNhAY XAOR—FIp EORBIT, TPICRLTH T FEET, 20 50 ORERZEN TR
4oL, 74T MIPIZA R EL TR T ey 7 SvEd, KPR LT D
L. Ty ENDLRRINEL RV ET, &7 747 P IXEBNEH S ILET,

SSH T Cisco Crosswork Data Gateway VM (212 7' A >3 5Z1%, RO FIRZFEITLET,

AT w71 CiscoCrosswork Data Gateway DEHLIP IRy N —I T VAT LU~ AT —varhb, ROa~
VREFEITLET,

ssh <username>@<M anagementNetwor kI P>

Z Z°C, ManagementNetworkIP (ZEE Ry hT—Z D IP 7 RL AT,

WOF =BT LT TESN,

FHE2—V L L Tr AT 554  sshdg-admin@<M anagementNetwor k| P>
AR —Za—HL L Trr AT 584 0 sshdg-oper @<M anagementNetwor ki P>
Crosswork Data Gateway D 7 7 » ¥ 2 BN E | NAT—ROANPRD HIVET,

ATV T2 W BERAT—FR (L VA=A TrEATERLERAT—FR) 2 AH L. Enter 2L £9,

Cisco Crosswork Data Gateway VM |27 7 £ A TX 72 WEEIX, 3y MU= REICHERH Y
9, AV —AnbRry NU—I7FEEZHRLET, EL WAL, Cisco Crosswork
Data Gateway VM ZHIfR L, IELWWAy NV —7RETHA VA M—ATHZ L E2BEIDLE
‘é‘o

vCenter # 4t L 7= Crosswork Data Gateway ~D 7 7 £ X

vCenter kTR 7' A4 L F 5121, ROFINEZFEITLET,

Cisco Crosswork Data Gateway D1 > X b—JL .



Cisco Crosswork Data Gateway D1 > X b—/JL |
. Crosswork Data Gateway VM ™ 5D 05 79

AT v F1 vCenter TVM %477 U » 7 L, [Open Console] Z &R L F 7,
Crosswork Data Gateway = >~ — /LN EE) L 97,

ATy T2 a—H—4 (FHYTonl-n—/Js LT dg-admin F721% dg-oper) &, MInTH/RAT—FK (f A
h—7 v A TIER LI/ SAT—R) # AL, Enter 2 LET,

Crosswork Data Gateway VM A5 045 75

a7y NTHICE, A A=a—b[1rZ 7Y K (1Logout) ] %R L, Enter & 3"
. [OK1 227Uy 7 LET,

Cisco Crosswork Data Gateway OS2 & & 8%

Crosswork Data Gateway 731 > A h—/L X 1% & Cisco Crosswork (Zxf L CH ikl L B B
WZBER L E9, IIZ, Cisco Crosswork [3#7 LV Crosswork Data Gateway { o A X A% T —H
NR—ATA AL A{ L., Crosswork Data Gateway VM 722> @ [ first-sign-of-life] Z##E L £
T

e 3 S S 415 L Crosswork Data Gateway 1 > A X AlXay hua—7 77 ) r—y g v

(CiscoCrosswork) DT AT 7 47 4 R L, BAMEFEREFELHEH L CEABEEDOT A
TUT 4T A REBAERA L 9, F D%, Cisco Crosswork Data Gateway |3, Cisco Crosswork 7>
barZ a4 Xalb—valr ZrANERREAA—Y (AL ZvarTuryrA)N) XU
n—RFLET,

Crosswork Data Gateway VM 73 Cisco Crosswork [ZIEF IZBER STV A MNE 5 &R T 512
E. ROFIREZFETLET,

1. Cisco Crosswork Ul iZwa 74 > LE 9, [Cisco Crosswork UL~ 7' A | #HRL TL
72 &0,

2. [Administration] > [Data Gateway Management] (&8 L ¥ 7,

3. [Virtual Machines] # 7% 7 U v 7 LET,
Cisco Crosswork (2 1EF [Z 8k S 41T U5 X T D Cisco Crosswork Data Gateway VM 73 2 =
WICRREINET,

F LA A N—/LE 7= Crosswork Data Gateway VM &, [Operational Status] 2 [Degraded] (Z
721 F£9°, Cisco Crosswork (ZIEH IZ & &k X415 &, [Operational State] 2% [Not Ready] IZE Y
%7, Crosswork Data Gateway VM & Cisco Crosswork O[] OFFHKIEIZ L > TR 0 £33, i@
W ZOBEIEIZ ) DRERIL 5 AR T,
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\)

Crosswork Data Gateway D VR b—JLEZBFED CS TV a—F a0 .

6=

A / Administration

Virtual Machines

Operational State

@Up
Qup

LLRITIZ3E A UEff X 4172 Cisco Crosswork Data Gateway VM @ [Operational Status] 7% [Degraded] @
FEIZRSTWVLEAIE, FAETOILERNDHY FF, Y AAVAFv—T I AR T X F—
AlZBMWEDEL SN,

VM O & £ & EARBRIREEICET 2 1E#HICoWTik,  [Cisco Crosswork Infrastructure 4.4 and
Applications Administration Guide] @ [Overview of Cisco Crosswork Data Gateway] &7 vz > %
ZRLTLZE0,

Data Gateway Management

Data Gateways Pools Virtual Machines

Total 20 1

Admin State Virtual Machine Name IPva Mgmt. IP Address IPv6 Mgmt. IP Address Role Outage History (@ Data Gateway Name Pool Name

QUp cdg-110.ciscoc.. @  192.168.5.110 epnm-1 epnm ®

@Up

Assigned X

cdg-111.ciscoc.. @  192.168.5.111 Assigned 1 ha-pool-111-1 ha-pool-111 ®

[Virtual Machines] <A > D7 A 2% 7 U v 7 LT~A & HH L, Crosswork Data Gateway
VM D¢ #i® [Operational State] 23X 415 K 912 LET,

)

GE)

[Role] 73 [Unassigned] ® Crosswork Data Gateway VM 1%, M3 2 A1 7 —/WIZE D 2T H L
238 £9°, Cisco Crosswork Data Gateway VM 1%, #JERY72 Crosswork Data Gateway T3, 7
INA AP E T3 T2 2 Lid T F¥ A, 7731 AL, Cisco Crosswork Data Gateway
TN DHERRTE T,

Crosswork Data Gateway D1 > X b—JLEFREGED LS T

Woa—F428

Cisco Crosswork T Crosswork Data Gateway O H B & $kIZ LM L 72854 1%, Crosswork Data
Gateway show-tech ZUNEE L ([A A ' A==— (Mainmenu) |>[SFkT7 7NV a—T 17 (5
Troubleshooting) ]>[2show-tech?® 3247 (2 Runshow-tech) ] %#i&R) | controller-gateway D H
7 T Z MR LEd, show-tech 1 7 2L T 2 ITIEDFEMIC OV TIX,  [Collect show-tech
logs from the Interactive Console] #ZM L T 723\, & v ¥ a9 O 72 I LREEIZ B
jﬂé an/%_ﬁﬁ§g?) 5%{5\61\ /]) v H 77T A j:' Ve yb‘/l/%{ff%ﬁﬁ LT controller.pem%ﬁ%%z’§7 b4
Tu— RENTWDHIEHMERLET, .

W DFIZ, Crosswork Data Gateway DA > A b —/ VI 7o [ZBERIFIC AT D AREMEDO & 5 —
Wer 7 E U A ML, MEORKRZRE L THRT 272007 Fa—F 2R LET,
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. Crosswork Data Gateway D4 > R h—J)LEBFED S TNV a—F1 2T

RIUAVAM—IWAGD NS TV a—TF 405

Cisco Crosswork Data Gateway D1 > X b—/JL |

fE1RE 1R
1.Cisco Crosswork [Z Crosswork Data Gateway & & TE 40N

NTP OREEIZ X Y Crosswork Data Gateway %
Cisco Crosswork ([ZH R CE EFH A, DFED
2ODBICZ 2y 7 OTNAH D F9,

7y 7 OFT I, Crosswork Data Gateway
7213 Cisco Crosswork DN U THAET 5 Al
REMER U £,

F 72, Cisco Crosswork & Crosswork Data
Gateway O NTP H—/3—"T(%, #FIHIRF#IE
ESXi h— "\—IZREINET, ZD7D,
ESXi %h—/3—|ZH NTP 2R ET D LENRH
nET,

RANDI Ty 7 ZA 2R L T, HR1T
l./\gz—g_ﬂo

1.Crosswork Data Gateway VM |22 271 > L &
j—o

QALY A= a—Inb, ST TN a—T 4
> 2" (5 Troubleshooting) ]>[2show-tech?> 1T
(2 Run show-tech) ] Z 3N L F£ 7,

7L NA XV EE T tarball & RTET D HEGE
FemASHL, [OK] 227V vr LET,

show-tech I%. .tarxz T D 7 7 A NALIET
THHbENd X ok LT,

3. D a~<wr Ra3 T LT, show-tech 7 7 1
NEE st LET,

openssl enc -d -AES-256-CBC -pbkdf2 -md
shab512 -iter 100000 -in <showtech file> -out
<decrypted filename> -pass pass:<encrypt
string>

show-tech ® & 7
(/opt/dq/log/controller—gateway/session.log

\Z3 B session.log 7 7 A V) 1T
rUNAUTHENTICATED:invalid certificate.

reason: x509: certificate has expired or is
not yet valid] LWIH T —NERINTS
A%, Crosswork Data Gateway & Cisco

Crosswork DI 7 v v 7 OTNHRH Y £,

3AA A= a—nD, BBIEDOTV AT LK
TEDZEH (3 Change Current System Settings) ]
>[I NTP#%E (1 Configure NTP) 1 IZBE) L &
o

Cisco Crosswork r—/"—D 7 0 v 7 X A4 L&
FI#I3 25 L 5 IZNTP #3%E L. Crosswork Data
Gateway DR ERZ AT L E T,

2. TINA R ZWRETETEEATLT (Could not collect vitals) 1 & U5 EH T Crosswork
Data Gateway A’10 L EIThH - > THILKEBDFEFITH D
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Crosswork Data Gateway D VR b—JLEZBFED CS TV a—F a0 .

8

#R1E

AFAET T —NFEK O [ Z )L ZNETE
FHATL7 (Could not collect vitals) | & 1
5 B H T Crosswork Data Gateway 7310 4324 |-
ZOle > THILRIEO L 127D

1.Crosswork Data Gateway VM (20 7 1 > L &
_a—o

QAA VA= a—InD, [5 KNS TNY 2—TF ¢
> 7" (5 Troubleshooting) ]>[2show-tech® 31T
(2 Run show-tech) ] Z&R L £ 7,

a7 oA 2V EE T tarball ZRTET D B
BrE AL, [OK]Z27 ) v 7 LET,

show-tech %, .tarxz T2 7 7 A VYLIEL
THEBbESNnd ko7 L7z,

3. D~ R&EZESITL T, show-tech 7 7 A
NaEBEsLET,

openssl enc -d -AES-256-CBC -pbkdf2 -md
shab512 -iter 100000 -in <showtech file> -out
<decrypted filename> -pass pass:<encrypt
string>

show-tech @ 7'
(/opt/dq/log/controller—gateway/gateway.log
\Z3 D gateway.log 7 7 A V) IZFEHEL T —
D5 EIE, WOFMETEHAT D L 51,
av b= BLHHELRET v S r—F
LET,
LAV A=a—b, BEIEDT AT AR
TEDZEH (3 Change Current System Settings) ]
>[TREFED A R— bk (7 Import Certificate) ]
R ET,

2. [FEBEDA >R — F (Import Certificates) ]
A=ma—hb, [1ay ha—JZ40HEY 7
A JL (1 Controller Signing Certificate File) ] %
BIRL, [OK] 227V v 27 LET,

3. ZEAAE~ 7 A LD SCPURI # A L. [OK]
7wy 7 LET,

3. gRPC i 2L TEF A (gRPC connection cannot be established) | & WS EBHT
Crosswork Data Gateway H110 73 A L2 f= > THALIKEEA R <

Cisco Crosswork Data Gateway D1 > X k—JL .




B - roszzamsrrioqk—r

Cisco Crosswork Data Gateway D1 > X b—/JL |

8

#R1E

AEET 7 — N RK T TgRPCHE % ffE T T X
F A (gRPC connection cannot be
established) | &V EEH T, Crosswork Data
Gateway 2310 73 LL Bz - THILRED £
EJ N

. kPO N T TINNya—FT 47 o F VA2
OIS T, EAEZ 7 ANV EHET »
Zra—RFLET,

2. DO FNAIZHE > T Crosswork Data Gateway
VM z U 7—hLET,

a A A== 5 Koo a—T ¢
7" (5 Troubleshooting) ] Zi&I L., [OK] %=
7w LET,

b. [Troubleshooting] A = = —2>5 [4 Reboot VM]
ZIIRL, [OK] 227U >y 27 LET,

c. V7 — FM5ET L6, Crosswork Data
Gateway OEIWER T — & 23 @ (Up) |
W7o TWAMNE I AR L ET,

Crosswork Data Gateway M T 5 —IKEEIZ7E 5

vCenter DH&1X OVE 5 > 7 L — k@ vNIC &
HER L ET,

1 D® NIC Cisco Crosswork T Crosswork
Data Gateway D&M KT 5

vCenter DA 1L OVFE 7 > 7 L— s @ yNIC fi
ZHRBLET, 1 DDONIC & 250 NIC D
ActiveVnics 7' 1 /3T ¢ BRIE L TV DAL,
Crosswork Data Gateway (37 7 4 /L h T3 DD
NIC Z#EBL LD & LET,

ZD7®, Crosswork Data Gateway 723 1 DD
NIC ZFHI L TWA 2 NIC 23 1 D TiEARWN
gateway.log N T 7 — TRE%ZIZ 1 DD NIC
Cisco Crosswork T® Crosswork Data Gateway

DEFFRD L L £,

Crosswork Data Gateway W3R 7R 7 7 1 )L
DROYIZEEZETO 77 ILEEBRAT S

vCenter D3 E1EL, OVF 77 L— kD
Deployment INTA—FERERLET,
Deployment /N7 A —HZ N—F L2\ D>, JE5E
7a 7 7 A WIIFEIE LW 4A . Crosswork
Data Gateway |7 7 #+ /L N TIE#ET 1 7 7 A
NV R L £,

OV FO—SFZBRZRAET7AMILDA VR—F

av b —J5ET 7 A VE, VMOREZICHEIICA VAR —FSvET, ROBEHIZE
V. ZOFIBLTFETIEITTHLERSH Y £7,

o A > A F—)VIFFIZ [Controller Settings] C [Controller Signing Certificate File URI] 2345 E S 41

FHEATL,
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ATy

ATy T2
ATvT3

ATvT4

ATy TH

ATvT6

avta—5ELERET 7 L0ER [

s Cisco Crosswork 287 v 77 L — REIIHA A b—v sz ®, Cisco Crosswork T
Crosswork Data Gateway % #8albds L O GRT 2 L ERH D £,

Ay hr—IFBARRAET 7 A NVEA UR— T DHITE, ROFIHEFETLET,

Cisco Crosswork Data Gateway VM DA > % 5 77 4 7 A == —7/» 5, [3 Change Current System Settings] % i3
WLET,

[ AT LR EDZHE (Change System Settings) ] A == —NBH & £,

[7REBAED A >R — bk (7 Import Certificate) | Z &K L £ 7,

[FERAED A AR — bk (Import Certificates) ] A ==2—7 b, [l 2> hr—F BXAFEHFET 7 (/L (1 Controller
Signing Certificate File) | Z &R L £,

REBAEZ 7 4 LD SCPURI # A LE T,

URI OB 2 LRI LET,

cw-admin@{server ip}:/home/cw-admin/controller.pem

SCP /XA 7 L—X (SCP =—H— XX T—K) ZANLET,
AEET 7 A VBNA R — R ERET,

FERAENEFIZA VA M=V ENZZ L 2HRELET, 2 b —TBLHET 7 A VDOFEIR (453—
D) EBBLTLLEEN,

OV P O—JFELZIEBAE T 7M1 ILORT

ATy T

ATy T2

ATvT3

ROFNAZEFAT L CEAMAFTZ TR LET,

Crosswork Data Gateway VM DA > X2 T 77 4 T A =a—nb, [2 VAT LAEEDZF R (2 Show System
Settings) | ZIE®IRL 7,

[BAAED T AT L% E DR (Show Current System Settings) | A == —2>5, [7 7EAE (7 Certificates) ] %
HEIRLET,

2=y bhe—FF4FHET 74 /L (2 Controller Signing Certificate File) | 23R L ¥,

HLWEEHENA VAR — F SN TWARWEE L, Crosswork Data Gateway |27 7 4 /b b OFEBAENF R I
F9, EFICA A= FENTWDLEAIT, HILWIEHERERRSNET,
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BEFHDEITEEZCTELIEZD, HBLETHLEZNMREBDFTIDT, IEXLBABICDL
TIKETAIPMDRF AV M ESELESZL,



