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REIXY NREOBME, TSRO TN T4 Y TAORRE 2BBLIKEE,

ROFIBICE>T, NAD—RZEELTSEEL,

1.

2.

—EF)LEEEA—SFI) TSI —avERHBLEPCEIL—2OOYY—)L R—
NIEHELET, ROX—IFIIREEFHALTLSEETL, 9600 R—L—K/NXUF17%L8
F—=REYNMANY T EYN7O-4HELT—7IIOERAEE, 2—ZFI)IE2T>
V=l R—=REEFAUX R—NIZEHETDIHECOVTE, KORFIXINEZSELT
KEEVW, IV—IBLVHBIR—NICBIFTD T —TI)LIEL I A4 RCatalyst A4 Y FD
V=) R—=BPICIHEKREELT S S ECatalyst ALY FOI Y —)l R— BN ICIHERZEL
I25%

IL—=BRICTOEATERHEEE., 7OV7 NTshowversion EABDL, A7 4F1L—
23 LOARREEZSLRLET, showversion AN ROBAHZRDICE., "NARD—
REIEFIEDH ) #5BLTLKESV, F:O>714F21L—3a>LPARE, B
0x2102F = OX102IC BEE NET, L—RICTF I EATERVER (OF AV EE
TACACS/NAD—RAKbhlk®d ), A0 714F1L—23 2 LI ARN0x2102I1C8E
ERNTVBRERETEET,

BRAAMYTF2FERALTIL—R0OBREZAZICLTALAS, I—20EBRZFVICRLET,

RBEEE: CORTY T ERED &% Cisco 6400 TITS 2k, Node Route

Processor (NRP; /— R JL—K 7’ O+ Y 4 ) H— RF 7=l& Node Switch Processor ( NSP;
J—RAAYF 7OEYYH ) H—RZ5EKRVTHAS, ZELIAKLET, N2 HAEKEESh
7= Cisco 6x00 TCDATY 7 Z#TZT1L—RTBICEE, N2 A—RZERYAL T, BUE
LIAZET,

JL—%% ROMmon REICT D718, BRRADL S 60 WURAICE—ZIFILOF—KR—R®D

Break ¥ —Z&#L&ET. 7L—U — T2 ANELLBELEBEVGEE. HOF—DEKED
BIZOWT, TNRT—REEFOEENETL—D F— -T2 ADEsEDE. &5
BLTSEZL,

7oV aAhs8T—RTBEH, rommon 1> 727 N T confreg 0x2142 EA DL F T,

COFEICKY, NAT—RIBMRENTVWRIAR—KNTPY 7 I 74F1L—>3 %
NANALET,

.rommon2> 7O 7 NTreset E\EAHNLET, L—FHFVT—KLETH, REELEOY

JAF¥1L—23a @ ERENET,

EYRTYTOENRENOEROEIC o EANTEH, Ctri+C F—ZHL THHAEY AT

YTFEIEEAFY T LET,

.Router> 77O 7 NTenable EAALET, cNTAZR—T I T—RIZAEV), Router#t 7

OY7 hARRENET,

. configure memory £ 7= [& copy startup-config running-config £ AL T, FERM

RAM (NVRAM ) DAZZXEVIZOE—LF ¥, HE : copy running-config startup-config
write GPABLHZVTSEZ () ChSOOAN REFHATRE, AX—KNTPY7 27
AFXFI1L—23aAEEENET,

10. show running-config & A1 L &9, show running-config Y > RIZC&KV, JLl—xOO2 7

AFIL—2aUNFRRENET, cOAT74F¥F2L—>3>2TlE, shutdown Y R
AIXNTODA U RA—T IS AICKEENTVET, DFVY, IXTOAVE—TIA AN
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RESYY NADENTVWERT, £, /AT — K (enable password, enable secret,
vy, I2V—=I NAT—R) FESHERIPIIEBESEEROVTNLICE>TVERT, I
BESLIERONAD—REBEATEXRT, BTN TVAI/NAT—REFHFLWVW/INAD
— RIZEETHDHENHYET,

11. configure terminal & A 1L £, hostname(configl# 7OV 7 KR RREhET,

12. enable secret <password> & A B L T, enable secret N\ A —REZZELET. LUTIC,
W< 2D DHFZRLET,

host nane(confi g) #enable secret cisco

13. AT HIXNTDA R —T T A AIZKL T no shutdown IV RZRITLE T, showip
interface brief ANV > RZRITL T, BEBIXNTODA 2 EZ—TIA AN upup £EXRTREH
BEEHRALET,

14. config-register <configuration_register_setting> EA DL ET, << T
configuration_register_settingld, A7 Y 72Ti& L LEE EE0x21020WVTFhArZFRL
F¥9, UTIC. W22 DflERLET,

host nane(confi g) #config-register 0x2102

15.Ctri+Z #* End ¥—Z#L T, Q> 74F1L—>3> T—RZ¥&TLET, hostname#
AT RIRRENET,
16. write memory ¥ 7= I& copy running-config startup-config E AL T, EEEZBELF T,

NAD— REEFIEOH

COtEI>a>TRF, NAD—REAEFIEOHZRLET, ZOBITIE Cisco 2600 > —X )L
—ZZFEALTVET, Cisco2600 > J—X I—2ZEALTVWEWEETE, RREhDHED
DARBRXREERLUTY,

Rout er >enable
Passwor d:
Passwor d:
Passwor d:
% Bad secrets

Rout er >show version

Cisco Internetwork Operating System Software

108 (tm) C2600 Software (C2600-1S-M, Version 12.0(7)T, RELEASE SOFTWARE (fc2)
Copyright (c) 1986-1999 by cisco Systens, Inc.

Conpi | ed Tue 07-Dec-99 02:21 by phanguye

I mage text-base: 0x80008088, data-base: 0x80C524F8

ROM System Boot strap, Version 11.3(2)XA4, RELEASE SOFTWARE (fc1)

Router uptinme is 3 minutes
Systemreturned to ROM by abort at PC 0x802D0B60
Systemimage file is "flash:c2600-is-nme.120-7.T"

cisco 2611 (MPC860) processor (revision 0x202) with 26624K/ 6144K bytes of nenory.
Processor board | D JAB0O31202NK (3878188963)

MB60 processor: part nunber 0, mask 49

Bri dgi ng sof tware.

X. 25 software, Version 3.0.0.

Basic Rate | SDN software, Version 1.1.

2 Ethernet/| EEE 802.3 interface(s)

2 Serial (sync/async) network interface(s)



1 | SDN Basic Rate interface(s)

32K bytes of non-volatile configuration nmenory.

8192K bytes of processor board System flash partition 1 (Read/ Wite)
8192K bytes of processor board System flash partition 2 (Read/ Wite)

Configuration register is 0x2102

Rout er >

!--- The router was just powercycled, and during bootup a !--- break sequence was sent to the
router. ! *** Systemreceived an abort due to Break Key *** signal = 0x3, code= 0x500, context=
0x813ac158 PC = 0x802d0b60, Vector = 0x500, SP = 0x80006030 ronmon 1 > confreg 0x2142

You nust reset or power cycle for new config to take effect
romon 2 > reset

System Boot strap, Version 11.3(2) XA4, RELEASE SOFTWARE (fc1)
Copyright (c) 1999 by cisco Systens, Inc.

TAC: Home: SW 1 OS: Specials for info

C2600 platformw th 32768 Kbytes of main nenory

program | oad conplete, entry point: 0x80008000, size: 0x6fdb4c

Sel f deconpressing the inage : ###HAHHHAHHAHHHBHH T H TR
HEg R R R R R R R R R R R R R
R R e R
R R e R
s A O |

Restricted R ghts Legend

Use, duplication, or disclosure by the Governnent is
subject to restrictions as set forth in subparagraph

(c) of the Commercial Conputer Software - Restricted

Ri ghts clause at FAR sec. 52.227-19 and subparagraph

(c) (1) (ii) of the Rights in Technical Data and Comnputer
Sof tware cl ause at DFARS sec. 252.227-7013.

cisco Systems, Inc.
170 West Tasman Drive
San Jose, California 95134-1706

Cisco Internetwork Operating System Software

10S (tm) C2600 Software (C2600-1S-M, Version 12.0(7)T, RELEASE SOFTWARE (fc2)
Copyright (c) 1986-1999 by cisco Systens, Inc.

Conpi | ed Tue 07-Dec-99 02: 21 by phanguye

I mage text-base: 0x80008088, data-base: 0x80C524F8

cisco 2611 (MPC860) processor (revision 0x202) with 26624K/ 6144K bytes of nenory.
Processor board | D JAB0O31202NK (3878188963)

MB60 processor: part number 0, mask 49

Bri dgi ng software.

X. 25 software, Version 3.0.0.

Basic Rate | SDN software, Version 1.1.

2 Ethernet/| EEE 802. 3 interface(s)

2 Serial (sync/async) network interface(s)

1 | SDN Basic Rate interface(s)

32K bytes of non-volatile configuration menory.

8192K bytes of processor board System flash partition 1 (Read/ Wite)
8192K bytes of processor board System flash partition 2 (Read/ Wite)



Wuld you like to enter the in
Press RETURN to get started!

00: 00: 19: 9%.1 NK- 3- UPDOMN: I nte
00: 00: 19: 9%.1 NK- 3- UPDOMN: I nte
00: 00: 19: 9%.1 NK- 3- UPDOMN: I nte
00: 00: 19: 9%.1 NK- 3- UPDOMN: I nte
00: 00: 19: 9%.1 NK- 3- UPDOMN: I nte
00: 00: 20: %.1 NEPROTO- 5- UPDOMN:

changed state to down

00: 00: 20: 9%.1 NEPROTO- 5- UPDOMN:
changed state to up

Rout er >

00: 00: 20: 9%.1 NEPROTO- 5- UPDOMN:

changed state to up

00: 00: 20: 9%.1 NEPROTO- 5- UPDOMN:
changed state to down

00: 00: 20: 9%.1 NEPROTO- 5- UPDOMN:
changed state to down

00: 00: 50:

itial

rface
rface
rface
rface
rface

Li ne

Li ne

Li ne

Li ne

Li ne

System Configuration Dialog ---

configuration dialog? [yes/no]:

BRI 0/ 0,

pr ot ocol

pr ot ocol

pr ot ocol
pr ot ocol

pr ot ocol

YBYS- 5- RESTART: Systemrestarted --
Cisco Internetwork Operating System Software

n

changed state to up
Et her net 0/ O,
Et hernet 0/ 1,
Serial 0/ 0,
Serial 0/ 1,

changed state to up
changed state to up
changed state to down
changed state to down
on Interface BRI 0/0,

on Interface Ethernet0/0,
on Interface EthernetO/1,
on Interface Serial 0/0,
on Interface Serial 0/1,

10S (tm) C2600 Software (C2600-1S-M, Version 12.0(7)T, RELEASE SOFTWARE (fc2)

Copyri ght

(c) 1986-1999 by cisco Systens,

Conpi | ed Tue 07-Dec-99 02: 21 by phanguye

00: 00: 50: %1 NK- 5- CHANGED:

I nterface BRI 0/O,

changed state to administratively down

00: 00: 52: %1 NK- 5- CHANGED:

changed state to administratively down

00: 00: 52: %1 NK- 5- CHANGED:

changed state to administratively down

00: 00: 52: %1 NK- 5- CHANGED:

changed state to administratively down

00: 00: 52: %1 NK- 5- CHANGED:

changed state to administratively down

00: 00: 53:
changed state to down
00: 00: 53:
changed state to down
Rout er >

Rout er >enable

%_1 NEPROTO- 5- UPDOWN:  Li ne pr ot ocol

%_1 NEPROTO- 5- UPDOWN:  Li ne pr ot ocol

Rout er #copy startup-config running-config
Destination filenane [running-config]?
1324 bytes copied in 2.35 secs (662 bytes/sec)

Rout er #

00: 01: 24:

changed state to down
00: 01: 24:

changed state to down
Rout er #configure terminal
Enter configuration conmands,

one p

%_1 NEPROTO- 5- UPDOWN:  Li ne pr ot ocol

%_1 NEPROTO- 5- UPDOWN:  Li ne pr ot ocol

er line.

Rout er (confi g) #enable secret < password >

Rout er (confi g) #+2z
00: 01: 54: %SYS-5- CONFI G_| :
Rout er #show ip interface brief

Interface | P- Addr ess

Et hernet 0/ 0 10. 200. 40. 37
Serial 0/ 0 unassi gned

BRI 0/ 0 193. 251. 121. 157

xX?
YES
YES
YES

Met hod
TFTP
TFTP
unset

I nc.

I nterface Ethernet0/O0,

Interface Serial 0/0,

Interface EthernetO/1,

Interface Serial 0/1,

on Interface Ethernet0/0,

on Interface EthernetO/1,

on Interface BRI 0/0: 1,

on Interface BRI 0/0: 2,

End wi th CNTL/ Z.

Configured from consol e by consol e

St at us

administratively down
administratively down
administratively down

Pr ot ocol
down
down
down



BRI 0O/ 0: 1 unassi gned YES unset administratively down down

BRI 0/ 0: 2 unassi gned YES unset administratively down down
Et her net 0/ 1 unassi gned YES TFTP administratively down down
Serial 0/1 unassi gned YES TFTP administratively down down
LoopbackO 193. 251. 121. 157 YES TFTP up up

Rout er #configure terminal

Enter configuration comrands, one per line. End with CNTL/Z.

Rout er (confi g) #interface Ethernet0/0

Rout er (confi g-if)#no shutdown

Rout er (config-if)#

00: 02: 14: 9% NK- 3- UPDOMN: I nterface Ethernet0/0, changed state to up
00: 02: 15: 9% .1 NEPROTO- 5- UPDOMN:  Li ne protocol on Interface Ethernet0/O0,
changed state to up

Rout er (confi g-if)#interface BRIO/0

Rout er (confi g-if)#no shutdown

Rout er (config-if)#

00: 02: 26: %1 NK-3- UPDOMN: I nterface BRI0O/0:1, changed state to down
00: 02: 26: %1 NK- 3- UPDOMN: I nterface BRI 0O/0:2, changed state to down
00: 02: 26: 9%.1 NK- 3- UPDOMN: I nterface BRI 0/0, changed state to up

00: 02: 115964116991: 9% SDN- 6- LAYER2UP: Layer 2 for Interface BRO/O,
TEl 68 changed to up

Rout er (config-if)#+z

Rout er #

00: 02: 35: ¥BYS-5-CONFI G_|: Configured from consol e by consol e

Rout er #copy running-config startup-config

Destination filenane [startup-config]?

Bui | di ng configuration...

[ K]

Rout er #show version

Cisco Internetwork Operating System Software

10S (tm) C2600 Software (C2600-1S-M, Version 12.0(7)T, RELEASE SOFTWARE (fc2)
Copyright (c) 1986-1999 by cisco Systens, Inc.

Conpi | ed Tue 07-Dec-99 02: 21 by phanguye

I mage text-base: 0x80008088, data-base: 0x80C524F8

ROM System Bootstrap, Version 11.3(2)XA4, RELEASE SOFTWARE (fc1)

Router uptinme is 3 minutes
System returned to ROM by abort at PC 0x802D0B60
Systemimage file is "flash:c2600-is-ne.120-7.T"

cisco 2611 (MPC860) processor (revision 0x202)

with 26624K/ 6144K bytes of menory.

Processor board | D JAB0O31202NK (3878188963)

MB60 processor: part number 0, mask 49

Bri dgi ng software.

X. 25 software, Version 3.0.0.

Basic Rate | SDN software, Version 1.1.

2 Ethernet/| EEE 802.3 interface(s)

2 Serial (sync/async) network interface(s)

1 | SDN Basic Rate interface(s)

32K bytes of non-volatile configuration nmenory.

8192K bytes of processor board System flash partition 1 (Read/Wite)
8192K bytes of processor board System flash partition 2 (Read/ Wite)

Configuration register is 0x2142

Rout er #configure terminal

Enter configuration comrands, one per line. End with CNTL/Z.
Rout er (confi g) #config-register 0x2102

Rout er (confi g) #°Z

00: 03: 20: ¥BYS-5-CONFI G_|: Configured from consol e by consol e

Rout er #show version



Cisco Internetwork Operating System Software

10S (tm) C2600 Software (C2600-1S-M, Version 12.0(7)T, RELEASE SOFTWARE (fc2)
Copyright (c) 1986-1999 by cisco Systens, Inc.

Conpi | ed Tue 07-Dec-99 02: 21 by phanguye

I mage text-base: 0x80008088, data-base: 0x80C524F8

ROM System Bootstrap, Version 11.3(2)XA4, RELEASE SOFTWARE (fc1)

Router uptinme is 3 minutes
System returned to ROM by abort at PC 0x802D0B60
Systemimage file is "flash:c2600-is-ne.120-7.T"

cisco 2611 (MPC860) processor (revision 0x202)
with 26624K/ 6144K bytes of menory.

Processor board | D JAB0O31202NK (3878188963)
MB60 processor: part number 0, mask 49

Bri dgi ng software.

X. 25 software, Version 3.0.0.

Basic Rate | SDN software, Version 1.1.

2 Ethernet/| EEE 802.3 interface(s)

2 Serial (sync/async) network interface(s)

1 | SDN Basic Rate interface(s)

32K bytes of non-volatile configuration nmenory.

8192K bytes of processor board System flash partition 1 (Read/ Wite)
8192K bytes of processor board System flash partition 2 (Read/ Wite)

Configuration register is 0x2142 (will be 0x2102 at next rel oad)

Rout er #

BOE TR

Pl

- Password Recovery Procedures
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