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En este documento se describe informacion detallada sobre debug client en |os controladores de LAN
inalambrica (WLC).

Prerequisites
Requirements

En este documento se tratan |os siguientes temas:

e COmo se gestiona un cliente inalambrico
» CoOmo solucionar problemas de asociacion y autenticacion basicas

El resultado que se analizara cubre € escenario de unared WPA con clave precompartida (WPA-PSK).
Cisco recomienda gque tenga conocimiento sobre estos temas:

e Como configurar el WLCy € Lightweight Access Point (LAP) para el funcionamiento bésico
» Protocolo ligero de punto de acceso (LWAPP) y métodos de seguridad inalambrica
» Como funcionan los procesos de autenticacion y asociacion 802.11

Componentes Utilizados



Lainformacion que contiene este documento se basa en |as siguientes versiones de software y hardware.

* WLC de Cisco AireOS (8540, 5520, vWL C) que gecuta firmware 8.5 u 8.10.
 Puntos de acceso basados en CAPWAP.

Lainformacion que contiene este documento se cred a partir de los dispositivos en un ambiente de
laboratorio especifico. Todos los dispositivos que se utilizan en este documento se pusieron en
funcionamiento con una configuracion verificada (predeterminada). Si tiene unared en vivo, asegurese de
entender el posible impacto de cualquier comando.

Convenciones

Consulte Convenciones de Consgjos TécnicosCisco para obtener mas informacion sobre las convenciones
del documento.

Cliente de depuracion

El comando debug client

€s una macro que habilita ocho comandos debug, méas un filtro en la direccion MAC proporcionada, de
modo que solo se muestran 1os mensajes que contienen la direccion MAC especificada. Los ocho comandos
debug muestran |os detalles mas importantes sobre la asociacion y autenticacion de clientes. El filtro ayuda
en situaciones en las que hay varios clientes inalambricos. Situaciones como cuando se genera demasiada
salida o cuando € controlador se sobrecarga cuando se habilita el debug sin €l filtro.

Lainformacion recopilada abarca detalles importantes sobre la asociacion y autenticacion de clientes (con
dos excepciones que se mencionan mas adel ante en este documento).

L os comandos que estén habilitados se muestran en este resultado:

<#root>

(Cisco Controller) >

show debug

MAC address ...t e 00:00:00:00:00:00

Debug Flags Enabled:
dhcp packet enabled.
dotll mobile enabled.
dotll state enabled.
dotlx events enabled.
dotlx states enabled.
pem events enabled.
pem state enabled.

Estos comandos abarcan la negociacion de direcciones, la maquina de estado de cliente 802.11, la
autenticacion 802.1x, el médulo de aplicacion de politicas (PEM) y la negociacion de direcciones (DHCP).

Depurar variaciones de cliente

En lamayoria de l0os escenarios, debug client



es suficiente para obtener lainformacion necesaria. Sin embargo, hay dos situaciones importantes en las que
se necesita una depuracion adicional:

» Movilidad (itinerancia del cliente entre controladores)
* Solucionar problemas de autenticacién EAP

Movilidad

En esta situacion, las depuraciones de movilidad deben habilitarse después de la debug client
se haintroducido el comando para obtener informacion adicional sobre lainteraccion del protocolo de
movilidad entre los control adores.

Nota: Los detalles de esta salida se tratan en otros documentos.

Para habilitar los debugs de movilidad, utilice € debug client y, @ continuacién, utilice el comando debug mobility
handoff enable cOmando:

<#root>

(Cisco Controller) >

debug client 00:00: 00: 00: 00: 00

(Cisco Controller) >

debug nobility handoff enable

(Cisco Controller) >

show debug

MAC address ...ttt e 00:00:00:00:00:00

Debug Flags Enabled:
dhcp packet enabled.
dotll mobile enabled.
dotll state enabled
dotlx events enabled.
dotlx states enabled.

nobi | ity handoff enabl ed.

pem events enabled.
pem state enabled.

Solucionar problemas de autenticacion EAP

Pararesolver problemas de interaccion entre el WLC y €l servidor de autenticacion (RADIUS externo o
servidor EAP interno), utilice el debug AAA all enable , que muestra los detalles necesarios. Este comando se
utiliza después de la debug client y se puede combinar con otros comandos debug segun sea necesario (por
gjemplo, el comando handoff ).



<#root>

(Cisco Controller) >

debug client 00:00: 00: 00: 00: 00

(Cisco Controller) >

debug aaa all enable

(Cisco Controller) >

show debug

MAC address ........iiiiiiii it 00:00:00:00:00:00
Debug Flags Enabled:

aaa detail enabl ed.
aaa events enabl ed.
aaa packet enabl ed.
aaa packet enabl ed.
aaa | dap enabl ed.
aaa | ocal -auth db enabl ed.
aaa | ocal -auth eap framework errors enabl ed
aaa | ocal -auth eap framework events enabl ed
aaa | ocal -auth eap framework packets enabl ed
aaa | ocal -auth eap framework state machi ne enabl ed
aaa | ocal -auth eap nmethod errors enabl ed.
aaa | ocal -auth eap met hod events enabl ed
aaa | ocal -auth eap method packets enabl ed.
aaa | ocal -auth eap nmethod state machi ne enabl ed
aaa | ocal -auth shi m enabl ed.

aaa tacacs enabled.

dhcp packet enabled.
dotll mobile enabled.
dotll state enabled
dotlx events enabled
dotlx states enabled.
mobility handoff enabled.
pem events enabled.

pem state enabled.

Conexion ddl cliente

A los efectos de este documento, conexion del cliente es el proceso para que un cliente inaldmbrico pase a
través de estos pasos.

Seccion 802.11

1. Sondeo, para encontrar un AP vaido para asociar.
2. Autenticacion: puede ser abierta (nula) o compartida. Normalmente, se selecciona Abrir.
3. Asociacion: Solicitar servicios de datos a AP.

Seccion Politicas L 2

1. Ninguno; la autenticacion PSK o EAP se realiza en funcién de la configuracion.
2. Negociacion de claves, si se selecciona un método de cifrado.



Seccioén PoliticasL3

1. Aprendizaje de ladireccion.
2. Autenticacion web, si esta seleccionada

Nota: Estos pasos representan un subconjunto o resumen del proceso completo. Este documento
describe un escenario simplificado que cubre las politicas 802.11y L2 y utiliza WPA-PSK, ademas
del aprendizaje de direcciones. No se utilizan politicas AAA o L3 externas para la autenticacion.

Procesos del controlador

En cada seccion, el controlador utiliza procesos separados para realizar un seguimiento del estado del cliente
en cada momento. Los procesos interactlian entre ellos para garantizar que €l cliente se agrega alatabla de
conexion (segun las politicas de seguridad configuradas). Para comprender |0s pasos de conexidn del cliente
con el controlador, aqui hay un breve resumen de |0s procesos mas relevantes:

M 6dulo de aplicacién de politicas (PEM) : controla el estado del clientey lo fuerza através de cada
unade las politicas de seguridad de la configuracion WLAN.

Access Point Functions (APF) & Bésicamente, la maguina de estado 802.11.

Dot1x: implementala méaquina de estado para 802.1x , la autenticaciéon PSK y €l identificador de
clave paralos clientes inalambricos.

Movilidad: realiza un seguimiento de lainteraccion con otros controladores del mismo grupo de
movilidad.

Capa detransformacion dedatos (DTL) : se sitla entre los componentes de software y la
aceleracion de hardware de red (NPU); controlalainformacion ARP.

M ddulo de aplicacion de politicas (PEM)

Seguin la configuracion de WLAN, € cliente pasa por una serie de pasos. PEM garantiza que esto serealiza
para que cumpla con las politicas de seguridad L2 y L 3 requeridas.

Este es un subconjunto de los estados PEM relevantes para € andlisis de una depuracién de cliente:

START: estado inicial de la nueva entrada de cliente.

AUTHCHECK: WLAN tiene una politica de autenticacion L2 para aplicar.

8021X_REQD: €l cliente debe completar |a autenticacion 802.1x.

L2AUTHCOMPLETE: € cliente hafinalizado correctamente la politica L2. El proceso ahora puede
continuar con las politicas L3 (aprendizaje de direcciones, autenticacion Web, etc.). El controlador
envia aqui el anuncio de movilidad para obtener informacién de nivel 3 de otros controladores si se
trata de un cliente que se desplaza en el mismo grupo de movilidad.

WEP_REQD: € cliente debe completar la autenticacion WEP.

DHCP_REQD: El controlador necesita aprender ladireccion L3 del cliente, lo cual se hace por
solicitud ARP, solicitud DHCP o renovacion, o por informacion aprendida de otro controlador en €l
grupo de movilidad. St DHCP Required esta marcado en el WLAN, solo se utiliza lainformacion de
movilidad o DHCP.

WEBAUTH_REQD: € cliente debe completar la autenticacion Web. (politica L 3)

RUN: € cliente ha completado correctamente las politicas L2 y L3 necesarias y ahora puede
transmitir trafico alared.

Esta imagen muestra una maquina de estado PEM simplificada con las transiciones del cliente hasta que
alcanza el estado RUN, donde € cliente ahora puede enviar tréfico alared:
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Nota: Estafigurano cubre todas las transiciones y estados posibles. Algunos pasos intermedios se han
eliminado paramayor claridad.

Reenvio detréafico decliente

Entre el estado START y antes del estado RUN final, € trafico del cliente no sereenviaalared, sino que se
pasa ala CPU principal en el controlador para su andlisis. Lainformacion que se reenvia depende del estado
y delas politicas en vigor; por gjemplo, si 802.1x esta habilitado, el tréfico EAPOL sereenviaala CPU.
Otro gemplo esque si se utiliza Web Auth, laCPU permitey interceptaHTTPy DNS pararedizar la
redireccion web y obtener |as credenciales de autenticacion de cliente.

Cuando € cliente alcanza el estado RUN, lainformacion del cliente se enviaala NPU para habilitar la
conmutacién FastPath, que realiza un reenvio avelocidad de cable del tréfico del usuario alaVLAN del
clientey liberaala CPU central de las tareas de reenvio de datos del usuario.

El tréfico que se reenvia depende del tipo de cliente que se aplicaala NPU. En esta tabla se describen los
tipos mas relevantes:

Tipo Descripcion
| 1| Reenvio de tréfico de cliente normal.




9 Estado de aprendizaje de IP. Un paquete de este cliente se enviaala CPU para aprender la direccion
| P utilizada.

| 2 | Transferenciade ACL. Se utiliza cuando laWLAN es una ACL configurada parainformar alaNPU. |

Funciones de punto de acceso (APF)

Este proceso maneja el estado del cliente através del estado de lamaguina 802.11 e interactta con el codigo
de movilidad para validar los diferentes escenarios de roaming. Este documento no cubre los detalles de la
movilidad ni sus estados.

Esta tabla muestra los estados de cliente mas relevantes que pueden ocurrir cuando un cliente esta asociado
a controlador:

Nombre Descripcion
| Inactivo | Nuevo cliente o estado temporal en algunas situaciones. |
| Colgante AAA | El cliente espera la autenticacion de la direccion MAC.
, En algunas situaciones, la autenticacion abierta se realiza correctamente o
Autenticado : . )
tiene un estado intermedio.
Asociado El cliente pasd correctamente |os procesos de autenticacion MAC y de
autenticacion abierta.
D ciado El cliente envi la desasociaci 0n/desautenticacion o e temporizador de
asociacion expiro.
Para dliminar Cliente marcado para ser eliminado (normalmente después de que caducara €l
temporizador de exclusion).
| Sondeo | Solicitud de sondeo recibida para el nuevo cliente.
Excluido/Bloqueado El cliente se ha marcado como excluido. Normalmente relacionado con
enumerado politicas WPS.
| No vélido | Error en el estado del cliente.

Esta imagen representa una transicion de méquina de estado y muestra solamente |os estados y transiciones
mas relevantes:
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Autenticacion 802.1x (Dot 1x)

El proceso Dot1x es responsable de la autenticacion 802.1x y de la administracion de claves para el cliente.
Esto significaque, incluso en las WLAN que no tienen una politica EAP que requiera 802.1x, dot1x
participa paramanejar la creacion y negociacion de claves con el cliente y también para el manejo de claves

en caché (PMK o CCKM).

Esta méaguina de estado muestra las transi ciones compl etas de 802.1x:
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Analisis de depuracion del cliente

Esta seccion muestra el proceso completo en los registros cuando un cliente se conectaa una WLAN.

<#root>

APF Process

Wed Oct 31 10:46:13 2007: 00:1b:77:42:07:69 Adding mobile on LWAPP AP
00:1c:0j:ca:5f:c0(0)

1--- A newstation is received. After validating type, it is added to the
1--- AP that received it. This can happen both on processi ng association
I--- request or probe requests




Wed Oct 31 10:46:13 2007: 00:1b:77:42:07:69 Scheduling deletion of Mobile
Station: (callerId: 23) in 5 seconds

l--- Sets an expiration timer for this entry in case it does not progress

1--- beyond probe status. 5 Seconds corresponds to Probe Timeout. This nessage
l--- might appear with other time values since, during client processing

l--- other functions mght set different tinmeouts that depend on state.

Wed Oct 31 10:46:13 2007: 00:1b:77:42:07:69 apfProcessProbeReq
(apf_80211.c:4057) Changing state for mobile 00:1b:77:42:07:69 on AP
00:1c:0j:ca:5f:c@ from Idle to Probe

1--- APF state machine is updated

Wed Oct 31 10:46:13 2007: 00:1b:77:42:07:69 Scheduling deletion of Mobile
Station: (callerId: 24) in 5 seconds

1--- New Probe request update sent AP about client. | MPORTANT:

1--- Access points do not forward all probe requests to the controller; they

l--- sunmarize per tine interval (by default 500 nmsec). This information is
1--- used later by location and | oad bal anci ng processes

Wed Oct 31 10:46:14 2007: 00:1b:77:42:07:69 Scheduling deletion of Mobile
Station: (callerId: 24) in 5 seconds

1--- New Probe request update sent AP about client.

Wed Oct 31 10:46:14 2007: 00:1b:77:42:07:69 Scheduling deletion of Mobile
Station: (callerId: 24) in 5 seconds

1--- New Probe request update sent AP about client.

Wed Oct 31 10:46:15 2007: 00:1b:77:42:07:69 Scheduling deletion of Mobile
Station: (callerId: 24) in 5 seconds

1--- New Probe request update sent AP about client.

Wed Oct 31 10:46:15 2007: 00:1b:77:42:07:69 Association received from
mobile on AP 0@:1c:0@j:ca:5f:c@

1--- Access point reports an association request fromthe client.

1--- Wien the process reaches this point, the client is not excluded and not
l--- in mobility internediate state

Wed Oct 31 10:46:15 2007: 00:1b:77:42:07:69 STA - rates (8): 140 18 152
36 176 72 96 108 0 0 @ @ 0 0 @ 0

l--- Controller saves the client supported rates into its connection table.
l--- Units are values of 500 kbps, basic (nmandatory) rates have the Mdst Significant bit (Msh) set.
l--- The above woul d be 6nbps basic, 9, 12 basic, 18, 24 basic, 36, 48, 54



Wed Oct 31 10:46:15 2007: 00:1b:77:42:07:69 Processing WPA IE type 221,
length 24 for mobile 00:1b:77:42:07:69

1--- Controller validates the 802.11i security information el ement.

PEM Pr ocess

Wed Oct 31 10:46:15 2007: 00:1b:77:42:07:69 ©0.0.0.0 START (@) Deleted mobile
LWAPP rule on AP [00@:1c:0j:ca:5f:c@]

l--- As the client requests new associ ati on, APF requests to PEMto delete the
l1--- client state and renove any traffic forwarding rules that it could have

APF Process

Wed Oct 31 10:46:15 2007: 00:1b:77:42:07:69 Updated location for station old
AP 00:00:00:00:00:00-0, new AP 00:1c:0j:ca:5f:c0-1

l--- APF updates where this client is located. For exanple, this client is

l--- a new addition; therefore, no value exists for the old |ocation.

Wed Oct 31 10:46:15 2007: 00:1b:77:42:07:69 0.0.0.0 START (@) Initializing
policy

l--- PEMnotifies that this is a new user. Security policies are checked
1--- for enforcenent.

PEM Pr ocess

Wed Oct 31 10:46:15 2007: 00:1b:77:42:07:69 0.0.0.0 START (@) Change state
to AUTHCHECK (2) last state AUTHCHECK (2)

I--- PEM mar ks as aut hentication check needed

Wed Oct 31 10:46:15 2007: 00:1b:77:42:07:69 0.0.0.0 AUTHCHECK (2) Change
state to 8021X_REQD (3) last state 8021X_REQD

1--- After the WLAN configuration is checked, the client will need either
I--- 802.1x or PSK authentication

Wed Oct 31 10:46:15 2007: 00:1b:77:42:07:69 0.0.0.0 8021X_REQD (3) Plumbed
mobile LWAPP rule on AP 00:1c:@j:ca:5f:c@



l--- PEMnotifies the LWAPP conponent to add the new client on the AP with
l--- alist of negotiated capabilities, rates, Qos, etc.

APF Process

Wed Oct 31 10:46:15 2007: 00:1b:77:42:07:69 apfPemAddUser2 (apf_policy.c:209)
Changing state for mobile 00:1b:77:42:07:69 on AP 00:1c:0j:ca:5f:c@ from
Probe to Associated

l--- APF notifies that client has been noved successfully into associated

l--- state.

Wed Oct 31 10:46:15 2007: 00:1b:77:42:07:69 Stopping deletion of Mobile
Station: (callerId: 48)

1--- The expiration timer for client is renoved, as now the session tineout

l--- is taking place. This is also part of the above notification
l--- (internal code callerld: 48).

Wed Oct 31 10:46:15 2007: @0:1b:77:42:07:69 Sending Assoc Response to
station on BSSID 0@:1c:0j:ca:5f:c@ (status 0)

l--- APF builds and sends the association response to client.

Wed Oct 31 10:46:15 2007: 00:1b:77:42:07:69 apfProcessAssocReq
(apf_80211.c:3838) Changing state for mobile 00:1b:77:42:07:69 on AP
@0:1c:0j:ca:5f:c@ from Associated to Associated

1--- The association response was sent successfully; now APF keeps the
l--- client in associated state and sets the association tinmestanp on this point.

Dot 1x Process

Wed Oct 31 10:46:15 2007: 00:1b:77:42:07:69 Creating a new PMK Cache Entry
for station 00:1b:77:42:07:69 (RSN 0)

l--- APF calls Dotlx to allocate a new PMK cached entry for the client.

l--- RSN is disabled (zero val ue).

Wed Oct 31 10:46:15 2007: 00:1b:77:42:07:69 Initiating WPA PSK to mobile
00:1b:77:42:07:69

1--- Dotlx signals a new WPA or WPA2 PSK exchange wi th nobile.

Wed Oct 31 10:46:15 2007: 00:1b:77:42:07:69 dotlx - moving mobile
00:1b:77:42:07:69 into



Force Auth state
1--- As no EAPOL authentication takes place, the client port is narked as
1--- forced Auth. Dot1lx performs key negotiation with PSK clients only.
Wed Oct 31 10:46:15 2007: 00:1b:77:42:07:69 Skipping EAP-Success to mobile
00:1b:77:42:07:69
I--- For PSK, CCKMor RSN, the EAP success is not sent to client, as there

1--- was no EAPOL authentication taking place.

Wed Oct 31 10:46:15 2007: 00:1b:77:42:07:69 Sending EAPOL-Key Message to
mobile
00:1b:77:42:07:69
state INITPMK (message 1), replay counter 00.00.00.00.00.00.00.00

l--- Dotlx starts the exchange to arrive into PTK. PMK is known, as this

l--- is PSK auth. First nessage is ANonce

Wed Oct 31 10:46:15 2007: 00:1b:77:42:07:69 Received EAPOL-Key from mobile
00:1b:77:42:07:69

l--- Message received fromclient.

Wed Oct 31 10:46:15 2007: 00:1b:77:42:07:69 Received EAPOL-key in PKT_START
state (message 2) from mobile 00:1b:77:42:07:69

l--- This signals the start of the validation of the second message

l--- fromclient (SNonce+tM C). No errors are shown, so process continues.

l--- Potential errors at this point could be: deflection attack (ACK bit
I--- not set on key), MCerrors, invalid key type, invalid key length, etc

Wed Oct 31 10:46:15 2007: 00:1b:77:42:07:69 Stopping retransmission timer
for mobile 00:1b:77:42:07:69

1--- Dot1lx got an answer for nmessage 1, so retransmi ssion timeout is stopped

Wed Oct 31 10:46:15 2007: 00:1b:77:42:07:69 Sending EAPOL-Key Message to
mobile 0@:1b:77:42:07:69

state PTKINITNEGOTIATING (message 3), replay counter
00.00.00.00.00.00.00.01

l--- Derive PTK; send GIK + M C
Wed Oct 31 10:46:15 2007: 00:1b:77:42:07:69 Received EAPOL-Key from mobile
00:1b:77:42:07:69

1--- Message received fromclient.

Wed Oct 31 10:46:15 2007: 00:1b:77:42:07:69 Received EAPOL-key in



PTKINITNEGOTIATING state (message 4) from mobile 0@:1b:77:42:07:69

1--- This signals the start of validation of nmessage 4 (M C), which
l--- means client installed the keys. Potential errors after this nmessage
l--- are MCvalidation errors, invalid key types, etc

PEM Pr ocess

Wed Oct 31 10:46:15 2007: 00:1b:77:42:07:69 ©.0.0.0 8021X_REQD (3) Change
state to L2AUTHCOMPLETE (4) last state L2AUTHCOMPLETE (4)

1--- PEMreceives notification and signals the state nmachine to change to L2
l--- authentication conpleted.
Wed Oct 31 10:46:15 2007: 00:1b:77:42:07:69 0.0.0.0 L2AUTHCOMPLETE (4)
Plumbed mobile LWAPP rule on AP 0@:1c:0@j:ca:5f:c@
l--- PEM pushes client status and keys to AP through LWAPP conponent.
Wed Oct 31 10:46:15 2007: 00:1b:77:42:07:69 0.0.0.0 L2AUTHCOMPLETE (4)
Change state to DHCP_REQD (7) last state DHCP_REQD (7)
>l--- PEM sets the client on address |earning status
Wed Oct 31 10:46:15 2007: 00:1b:77:42:07:69 0.0.0.0 DHCP_REQD (7)
pemAdvanceState2 4238, Adding TMP rule
l--- PEMsignals NPU to allow DHCP/ ARP traffic to be inspected by controller
l--- for the address | earning.
Wed Oct 31 10:46:15 2007: 00:1b:77:42:07:69 0.0.0.0 DHCP_REQD (7)
Adding Fast Path rule
type = Airespace AP - Learn IP address
on AP 00:1c:0j:ca:5f:c@, slot 1, interface = 1, Q0S = 0
ACL Id = 255, Jumbo Frames = NO, 802.1P = @, DSCP = @, TokenID = 5006

l--- Entry is built for client and prepared to be forwarded to NPU
l--- Type is 9 (see the table in the Cient Traffic Forwardi ng section of
1--- this docunent) to allow controller to | earn the I P address.

Wed Oct 31 10:46:19 2007: 00:1b:77:42:07:69 ©0.0.0.0 DHCP_REQD (7)
Successfully plumbed mobile rule (ACL ID 255)

l--- Anewrule is successfully sent to internal queue to add the client
I--- to the NPU



Dot 1x Process

Wed Oct 31 10:46:19 2007: 00:1b:77:42:07:69 Stopping retransmission timer
for mobile 00:1b:77:42:07:69

1--- Dot1lx received nessage fromclient.

Wed Oct 31 10:46:19 2007: 00:1b:77:42:07:69 Sending EAPOL-Key Message to
mobile ©@:1b:77:42:07:69

state PTKINITDONE (message 5 - group), replay counter
00.00.00.00.00.00.00.02

l--- Group key update prepared for client.

PEM Pr ocess

Wed Oct 31 10:46:19 2007: 00:1b:77:42:07:69 0.0.0.0 Added NPU entry of type 9

1--- NPU reports that entry of type 9 is added (| earning address state).
l--- See the table in the Cient Traffic Forwardi ng section of this document.

Wed Oct 31 10:46:19 2007: 00:1b:77:42:07:69 Sent an XID frame

1--- No address known yet, so the controller sends only XD frane
l--- (destination broadcast, source client address, control OXAF).

Dot 1x Process

Wed Oct 31 10:46:19 2007: 00:1b:77:42:07:69 Sent EAPOL-Key M5 for mobile
00:1b:77:42:07:69

1--- Key update sent.

Wed Oct 31 10:46:19 2007: 00:1b:77:42:07:69 Received EAPOL-Key from mobile
00:1b:77:42:07:69

1--- Key received.

Wed Oct 31 10:46:19 2007: 00:1b:77:42:07:69 Received EAPOL-key in
REKEYNEGOTIATING state (message 6) from mobile 00:1b:77:42:07:69

1--- Successfully received group key update

Wed Oct 31 10:46:19 2007: 00:1b:77:42:07:69 Stopping retransmission timer



for mobile 00:1b:77:42:07:69

l--- Goup key tineout is renoved.

DHCP Process

Wed Oct 31 10:46:19 2007: 00:1b:77:42:07:69 DHCP received op BOOTREQUEST
(1) (len 308, port 1, encap @xec@3)

l--- First DHCP nessage received fromclient.
Wed Oct 31 10:46:19 2007: 00:1b:77:42:07:69 DHCP dropping packet due to

ongoing mobility handshake exchange, (siaddr ©.0.0.0, mobility
state = 'apfMsMmQueryRequested'

PEM Pr ocess

Wed Oct 31 10:46:19 2007: 00:1b:77:42:07:69 0.0.0.0 DHCP_REQD (7) mobility
role update request from Unassociated to Local

Peer = 0.0.0.0, 01d Anchor = 0.0.0.0, New Anchor = 192.168.100.11

l--- NPUis notified that this controller is the local anchor, so to
l--- termnate any previous nobility tunnel. As this is a new client,
l--- old address is enpty.

Wed Oct 31 10:46:19 2007: 00:1b:77:42:07:69 ©.0.0.0 DHCP_REQD (7) State
Update from Mobility-Incomplete to Mobility-Complete, mobility
role=Local

l--- Rol e change was successf ul

Wed Oct 31 10:46:19 2007: 00:1b:77:42:07:69 ©.0.0.0 DHCP_REQD (7)

pemAdvanceState2 3934, Adding TMP rule

1--- Adding tenporary rule to NPU for address |earning now with new mobility
l--- role as local controller.

Wed Oct 31 10:46:19 2007: 00:1b:77:42:07:69 0.0.0.0 DHCP_REQD (7)
Replacing Fast Path rule
type = Airespace AP - Learn IP address
on AP 00:1c:0j:ca:5f:c@, slot 1, interface = 1, Q0S = 0
ACL Id = 255, Jumbo Frames = NO, 802.1P = @, DSCP = @, TokenID = 5006

l--- Entry is built.



Wed Oct 31 10:46:19 2007: 00:1b:77:42:07:69 0.0.0.0 DHCP_REQD (7)
Successfully plumbed mobile rule (ACL ID 255)

l--- Anewrule is successfully sent to internal queue to add the
l--- client to the NPU.

Wed Oct 31 10:46:19 2007: 00:1b:77:42:07:69 0.0.0.0 Added NPU entry of type 9

l--- Cient is on address learning state; see the table in the
l1--- dient Traffic Forwarding section of this docunent. Now nobility
1--- has finished

Wed Oct 31 10:46:19 2007: 00:1b:77:42:07:69 Sent an XID frame

1--- No address known yet, so controller sends only XID frame (destination
l--- broadcast, source client address, control OxAF).

DHCP Process

Wed Oct 31 10:46:21 2007: 00:1b:77:42:07:69 DHCP received op BOOTREQUEST
(1) (len 308, port 1, encap 0xec@3)

l--- DHCP request fromclient.
Wed Oct 31 10:46:21 2007: 00:1b:77:42:07:69 DHCP selecting relay 1 -
control block settings:
dhcpServer: 0.0.0.0, dhcpNetmask: 0.0.0.0,
dhcpGateway: 0.0.0.0, dhcpRelay: ©.0.0.0 VLAN: 0

1--- Based on the WLAN configuration, the controller selects the identity to
l--- use to relay the DHCP nmessages.

Wed Oct 31 10:46:21 2007: 00:1b:77:42:07:69 DHCP selected relay 1 -
192.168.100.254 (local address 192.168.100.11, gateway 192.168.100.254,
VLAN 100, port 1)

I--- Interface sel ected.
Wed Oct 31 10:46:21 2007: 00:1b:77:42:07:69 DHCP
transmitting DHCP DISCOVER (1)

Wed Oct 31 10:46:21 2007: 00:1b:77:42:07:69 DHCP
op: BOOTREQUEST, htype: Ethernet, hlen: 6, hops: 1

Wed Oct 31 10:46:21 2007: 00:1b:77:42:07:69 DHCP
xid: @xd3d3b6e9 (3553867497), secs: 1024, flags: ©

Wed Oct 31 10:46:21 2007: 00:1b:77:42:07:69 DHCP
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chaddr: 00:1b:77:42:07:69

Oct 31 10:46:21 2007: ©00:1b:77:42:07:69 DHCP
ciaddr: 0.0.0.0, yiaddr: 0.0.0.0

Oct 31 10:46:21 2007: ©00:1b:77:42:07:69 DHCP
siaddr: 0.0.0.0, giaddr: 192.168.100.11

Debug parsing of the frame sent. The npbst inportant fields are included

Oct 31 10:46:21 2007: @00:1b:77:42:07:69 DHCP sending REQUEST to
192.168.100.254 (len 350, port 1, vlan 100)

DHCP request forwarded.
Oct 31 10:46:21 2007: 00:1b:77:42:07:69 DHCP selecting relay 2 -
control block settings:
dhcpServer: 0.0.0.0, dhcpNetmask: 0.0.0.0,
dhcpGateway: ©0.0.0.0, dhcpRelay: 192.168.100.11 VLAN: 100

Oct 31 10:46:21 2007: 00:1b:77:42:07:69 DHCP selected relay 2 ? NONE

No secondary server configured, so no additional DHCP request are
prepared (configuration dependant).

Oct 31 10:46:21 2007: 00:1b:77:42:07:69 DHCP received op BOOTREPLY (2)
(len 308, port 1, encap 0xec@0)

Oct 31 10:46:21 2007: 00:1b:77:42:07:69 DHCP setting server from OFFER
(server 192.168.100.254, yiaddr 192.168.100.105)

DHCP received for a known server. Controller discards any offer not on
the DHCP server list for the WAAN Interface.

Oct 31 10:46:21 2007: 00:1b:77:42:07:69 DHCP sending REPLY to STA
(len 416, port 1, vlan 100)

After building the DHCP reply for client, it is sent to AP for forwarding

Oct 31 10:46:21 2007: 00:1b:77:42:07:69 DHCP transmitting DHCP OFFER (2)

Oct 31 10:46:21 2007: 00:1b:77:42:07:69 DHCP
op: BOOTREPLY, htype: Ethernet, hlen: 6, hops: @

Oct 31 10:46:21 2007: 00:1b:77:42:07:69 DHCP
xid: @xd3d3b6e9 (3553867497), secs: @, flags: ©

Oct 31 10:46:21 2007: 00:1b:77:42:07:69 DHCP
chaddr: 00:1b:77:42:07:69

Oct 31 10:46:21 2007: 00:1b:77:42:07:69 DHCP
ciaddr: 0.0.0.0, yiaddr: 192.168.100.105



Wed

Wed

Wed

Wed

Wed

Wed

Wed

Wed

Wed

Wed

Wed

Wed

Wed

Wed

Oct 31 10:46:21 2007: ©00:1b:77:42:07:69 DHCP
siaddr: 0.0.0.0, giaddr: 0.0.0.0

Oct 31 10:46:21 2007: 00:1b:77:42:07:69 DHCP
server id: x.x.x.x rcvd server id: 192.168.100.254
Debug parsing of the frame sent. The npbst inportant fields are included
Oct 31 10:46:21 2007: @00:1b:77:42:07:69 DHCP received op BOOTREQUEST (1)
(len 316, port 1, encap 0xec@3)
Client answers
Oct 31 10:46:25 2007: 00:1b:77:42:07:69 DHCP selecting relay 1 -
control block settings:
dhcpServer: 192.168.100.254, dhcpNetmask: 0.0.0.0,
dhcpGateway: ©0.0.0.0, dhcpRelay: 192.168.100.11 VLAN: 100
Oct 31 10:46:25 2007: 00:1b:77:42:07:69 DHCP selected relay 1 -
192.168.100.254 (local address 192.168.100.11, gateway 192.168.100.254,

VLAN 100, port 1)

DHCP rel ay sel ected per WLAN config

Oct 31 10:46:25 2007: 00:1b:77:42:07:69 DHCP transmitting DHCP REQUEST (3)

Oct 31 10:46:25 2007: 00:1b:77:42:07:69 DHCP
op: BOOTREQUEST, htype: Ethernet, hlen: 6, hops: 1

Oct 31 10:46:25 2007: 00:1b:77:42:07:69 DHCP
xid: @xd3d3b6e9 (3553867497), secs: 1024, flags: ©

Oct 31 10:46:25 2007: 00:1b:77:42:07:69 DHCP
chaddr: ©0:1b:77:42:07:69

Oct 31 10:46:25 2007: 00:1b:77:42:07:69 DHCP
ciaddr: 0.0.0.0, yiaddr: 0.0.0.0

Oct 31 10:46:25 2007: 00:1b:77:42:07:69 DHCP
siaddr: 0.0.0.0, giaddr: 192.168.100.11

Oct 31 10:46:25 2007: 00:1b:77:42:07:69 DHCP
requested ip: 192.168.100.105

Oct 31 10:46:25 2007: 00:1b:77:42:07:69 DHCP
server id: 192.168.100.254 1rcvd server id: X.X.X.X

Debug parsing of the frame sent. The nobst inportant fields are included

Oct 31 10:46:25 2007: 00:1b:77:42:07:69 DHCP sending REQUEST to
192.168.100.254 (len 358, port 1, vlan 100)

Request sent to server



Wed Oct 31 10:46:25 2007: 00:1b:77:42:07:69 DHCP selecting relay 2 -
control block settings:

dhcpServer: 192.168.100.254, dhcpNetmask: 0.0.0.0,

dhcpGateway: 0.0.0.0, dhcpRelay: 192.168.100.11 VLAN:

Wed Oct 31 10:46:25 2007: 00:1b:77:42:07:69 DHCP selected relay 2 ? NONE

1--- No other DHCP server configured

Wed Oct 31 10:46:25 2007: 00:1b:77:42:07:69 DHCP received op BOOTREPLY
(2) (len 308, port 1, encap @xec@0)

l--- Server sends a DHCP reply, nobst probably an ACK (see bel ow).

PEM Pr ocess

Wed Oct 31 10:46:25 2007: 00:1b:77:42:07:69 192.168.100.105 DHCP_REQD
(7) Change state to RUN (20) last state RUN (20)

1--- DHCP negotiation successful, address is now known, and client
l--- is noved to RUN status.

Wed Oct 31 10:46:25 2007: 00:1b:77:42:07:69 192.168.100.105 RUN (20)
Reached PLUMBFASTPATH: from line 4699
1--- No L3 security; client entry is sent to NPU
Wed Oct 31 10:46:25 2007: 00:1b:77:42:07:69 192.168.100.105 RUN (20)
Replacing Fast Path rule
type = Airespace AP (Client
on AP 00:1c:0j:ca:5f:c@, slot 1, interface = 1, Q0S = 0
ACL Id = 255, Jumbo Frames = NO, 802.1P = @, DSCP = @, TokenID = 5006

Wed Oct 31 10:46:25 2007: 00:1b:77:42:07:69 192.168.100.105 RUN (20)
Successfully plumbed mobile rule (ACL ID 255)

DHCP Process

Wed Oct 31 10:46:25 2007: 00:1b:77:42:07:69 Assigning Address
192.168.100.105 to mobile

Wed Oct 31 10:46:25 2007: 00:1b:77:42:07:69 DHCP sending REPLY to STA
(len 416, port 1, vlan 100)

100



Wed Oct 31 10:46:25 2007: 00:1b:77:42:07:69 DHCP transmitting DHCP ACK (5)

Wed Oct 31 10:46:25 2007: 00:1b:77:42:07:69 DHCP
op: BOOTREPLY, htype: Ethernet, hlen: 6, hops: @

Wed Oct 31 10:46:25 2007: 00:1b:77:42:07:69 DHCP
xid: @xd3d3b6e9 (3553867497), secs: @, flags: ©

Wed Oct 31 10:46:25 2007: 00:1b:77:42:07:69 DHCP
chaddr: 00:1b:77:42:07:69

Wed Oct 31 10:46:25 2007: 00:1b:77:42:07:69 DHCP
ciaddr: 0.0.0.0, yiaddr: 192.168.100.105

Wed Oct 31 10:46:25 2007: 00:1b:77:42:07:69 DHCP
siaddr: 0.0.0.0, giaddr: 0.0.0.0

Wed Oct 31 10:46:25 2007: 00:1b:77:42:07:69 DHCP
server id: x.x.x.x 1rcvd server id: 192.168.100.254

PEM Pr ocess

Wed Oct 31 10:46:25 2007: 00:1b:77:42:07:69 192.168.100.105 Added NPU
entry of type 1

l--- Cient is now successfully associated to controller.
l1--- Type is 1; see the table in the Cient Traffic Forwarding
l--- section of this docunent.

Wed Oct 31 10:46:25 2007: 00:1b:77:42:07:69 Sending a gratuitous ARP for
192.168.100.105, VLAN Id 100

l--- As address is known, gratuitous ARP is sent to notify.

Ejemplos de Troubleshooting

Configuracion de cifrado de cliente incorrecta

Este g emplo muestra un cliente con capacidades diferentes al AP. El cliente sondea el SSID, pero como la
solicitud de sondeo muestra algunos parametros no admitidos, €l cliente nunca pasa alas fases de
autenticaci én/asociaci on.

En particular, € problemaintroducido fue una discordanciaentre el cliente que utilizaWPA, y e AP que
anuncia solamente soporte WPA2:

Wed Oct 31 10:51:37 2007: 00:1b:77:42:07:69 Scheduling deletion of Mobile
Station: (callerId: 23) in 5 seconds

Wed Oct 31 10:51:37 2007: 00:1b:77:42:07:69 apfProcessProbeReq
(apf_80211.c:4057) Changing state for mobile 00:1b:77:42:07:69 on AP



@0:1c:b@:ea:5f:c@ from Idle to Probe
l--- Controller adds the new client, nmoving into probing status

Wed Oct 31 10:51:37 2007: 00:1b:77:42:07:69 Scheduling deletion of Mobile
Station: (callerId: 24) in 5 seconds

Wed Oct 31 10:51:38 2007: 00:1b:77:42:07:69 Scheduling deletion of Mobile
Station: (callerId: 24) in 5 seconds

Wed Oct 31 10:51:38 2007: 00:1b:77:42:07:69 Scheduling deletion of Mobile
Station: (callerId: 24) in 5 seconds

l--- AP is reporting probe activity every 500 ns as configured

Wed Oct 31 10:51:41 2007: 00:1b:77:42:07:69 Scheduling deletion of Mobile
Station: (callerId: 24) in 5 seconds

Wed Oct 31 10:51:41 2007: 00:1b:77:42:07:69 Scheduling deletion of Mobile
Station: (callerId: 24) in 5 seconds

Wed Oct 31 10:51:41 2007: 00:1b:77:42:07:69 Scheduling deletion of Mobile
Station: (callerId: 24) in 5 seconds

Wed Oct 31 10:51:41 2007: 00:1b:77:42:07:69 Scheduling deletion of Mobile
Station: (callerId: 24) in 5 seconds

Wed Oct 31 10:51:44 2007: 00:1b:77:42:07:69 Scheduling deletion of Mobile
Station: (callerId: 24) in 5 seconds

Wed Oct 31 10:51:44 2007: 00:1b:77:42:07:69 Scheduling deletion of Mobile
Station: (callerId: 24) in 5 seconds

Wed Oct 31 10:51:44 2007: 00:1b:77:42:07:69 Scheduling deletion of Mobile
Station: (callerId: 24) in 5 seconds

Wed Oct 31 10:51:44 2007: 00:1b:77:42:07:69 Scheduling deletion of Mobile
Station: (callerId: 24) in 5 seconds

Wed Oct 31 10:51:49 2007: 00:1b:77:42:07:69 apfMsExpireCallback (apf_ms.c:433)
Expiring Mobile!

Wed Oct 31 10:51:49 2007: 00:1b:77:42:07:69 ©0.0.0.0 START (@) Deleted mobile
LWAPP rule on AP [00:1c:b@:ea:5f:c@]

Wed Oct 31 10:51:49 2007: 00:1b:77:42:07:69 Deleting mobile on AP
00:1c:b0:ea:5f:c0(0)

1--- After 5 seconds of inactivity, client is deleted, never noved into
l--- authentication or association phases.

Clave previamente compartida incorrecta

Esto muestra que el cliente intenta autenticarse mediante WPA-PSK en lainfraestructura, pero falladebido a
la discordancia de la clave previamente compartida entre e clientey el controlador, lo que resultaen la
eventual adicion del cliente alalista de exclusion (blogueo):

Wed Oct 31 1@:55:55 2007: 00:1b:77:42:07:69 Adding mobile on LWAPP AP
00:1c:b0:ea:5f:c0(0Q)

Wed Oct 31 1@:55:55 2007: 00:1b:77:42:07:69 Scheduling deletion of Mobile
Station: (callerId: 23) in 5 seconds

Wed Oct 31 10:55:55 2007: 00:1b:77:42:07:69 apfProcessProbeReq (apf_80211.c:
4057) Changing state for mobile 00:1b:77:42:07:69 on AP 00:1c:b0@:ea:5f:c0
from Idle to Probe

Wed Oct 31 1@:55:55 2007: 00:1b:77:42:07:69 Scheduling deletion of Mobile
Station: (callerId: 24) in 5 seconds

Wed Oct 31 1@:55:55 2007: 00:1b:77:42:07:69 Association received from mobile
on AP 00:1c:b@:ea:5f:c@
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Oct 31 1@:55:55 2007: 00:1b:77:42:07:69 STA - rates (8): 130 132 139 150
12 18 24 36 0 0 0 0 0 000

Oct 31 1@:55:55 2007: 00:1b:77:42:07:69 STA - rates (12): 130 132 139 150
12 18 24 36 48 72 96 108 @ 0 @ @

Oct 31 1@:55:55 2007: 00:1b:77:42:07:69 Processing WPA IE type 221,
length 24 for mobile 00:1b:77:42:07:69

Oct 31 1@:55:55 2007: 00:1b:77:42:07:69 0.0.0.0 START (0)

Initializing policy

Oct 31 1@:55:55 2007: 00:1b:77:42:07:69 0.0.0.0 START (@) Change state to
AUTHCHECK (2) last state AUTHCHECK (2)

Oct 31 1@:55:55 2007: 00:1b:77:42:07:69 0.0.0.0 AUTHCHECK (2) Change
state to 8021X_REQD (3) last state 8021X_REQD (3)

Oct 31 1@:55:55 2007: 00:1b:77:42:07:69 0.0.0.0 8021X_REQD (3) Plumbed
mobile LWAPP rule on AP 00:1c:b@:ea:5f:c0@

Oct 31 1@:55:55 2007: 00:1b:77:42:07:69 apfPemAddUser2 (apf_policy.c:209)
Changing state for mobile 00:1b:77:42:07:69 on AP 00:1c:b0:ea:5f:c@ from
Probe to Associated

Oct 31 1@:55:55 2007: 00:1b:77:42:07:69 Stopping deletion of Mobile
Station: (callerId: 48)

Oct 31 1@:55:55 2007: 00:1b:77:42:07:69 Sending Assoc Response to station
on BSSID 00:1c:b@:ea:5f:c@ (status 0)

Oct 31 1@:55:55 2007: @00:1b:77:42:07:69 apfProcessAssocReq (apf_80211.c:
3838) Changing state for mobile 00:1b:77:42:07:69 on AP 00:1c:b0:ea:5f:c@
from Associated to Associated

Oct 31 1@:55:55 2007: 00:1b:77:42:07:69 Creating a new PMK Cache Entry
for station 00:1b:77:42:07:69 (RSN Q)

Oct 31 1@:55:55 2007: 00:1b:77:42:07:69 Initiating WPA PSK to mobile
00:1b:77:42:07:69

Oct 31 1@:55:55 2007: 00:1b:77:42:07:69 dotlx - moving mobile
00:1b:77:42:07:69 into Force Auth state

Oct 31 1@:55:55 2007: 00:1b:77:42:07:69 Skipping EAP-Success to mobile
00:1b:77:42:07:69

Oct 31 1@:55:55 2007: 00:1b:77:42:07:69 Sending EAPOL-Key Message to
mobile 0@:1b:77:42:07:69

state INITPMK (message 1), replay counter 00.00.00.00.00.00.00.00
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Oct 31 1@:55:55 2007: 00:1b:77:42:07:69 Received EAPOL-Key from mobile
00:1b:77:42:07:69

Oct 31 1@:55:55 2007: 00:1b:77:42:07:69 Received EAPOL-key in PKT_START
state (message 2) from mobile 00:1b:77:42:07:69

Oct 31 1@:55:55 2007: 00:1b:77:42:07:69 Received EAPOL-key M2 with
invalid MIC from mobile 00:1b:77:42:07:69

Oct 31 10:55:56 2007: 00:1b:77:42:07:69 802.1x 'timeoutEvt' Timer expired
for station 00:1b:77:42:07:69

Oct 31 1@:55:56 2007: 00:1b:77:42:07:69 Retransmit 1 of EAPOL-Key M1
(length 99) for mobile 00:1b:77:42:07:69

Oct 31 1@0:55:56 2007: 00:1b:77:42:07:69 Received EAPOL-Key from mobile
00:1b:77:42:07:69

Oct 31 1@:55:56 2007: 00:1b:77:42:07:69 Received EAPOL-key in PKT_START
state (message 2) from mobile 00:1b:77:42:07:69

Oct 31 1@:55:56 2007: ©00:1b:77:42:07:69 Received EAPOL-key M2 with invalid
MIC from mobile ©0:1b:77:42:07:69

M C error due to wong preshared key

Oct 31 1@:55:57 2007: 00:1b:77:42:07:69 802.1x 'timeoutEvt' Timer expired
for station 00:1b:77:42:07:69

Oct 31 1@:55:57 2007: 00:1b:77:42:07:69 Retransmit 2 of EAPOL-Key M1
(length 99) for mobile 00:1b:77:42:07:69

Oct 31 1@:55:57 2007: 00:1b:77:42:07:69 Received EAPOL-Key from mobile
00:1b:77:42:07:69

Oct 31 10:55:57 2007: 00:1b:77:42:07:69 Received EAPOL-key in PKT_START
state (message 2) from mobile 00:1b:77:42:07:69



Wed Oct 31 10:55:57 2007: 00:1b:77:42:07:69 Received EAPOL-key M2 with invalid
MIC from mobile 00:1b:77:42:07:69

Wed Oct 31 10:55:58 2007: 00:1b:77:42:07:69 802.1x 'timeoutEvt' Timer expired
for station 00:1b:77:42:07:69

Wed Oct 31 10:55:58 2007: 00:1b:77:42:07:69 Retransmit failure for EAPOL-Key
M1 to mobile @0:1b:77:42:07:69, retransmit count 3, mscb deauth count @

Wed Oct 31 10:55:58 2007: 00:1b:77:42:07:69 Sent Deauthenticate to mobile on
BSSID 00:1c:b0@:ea:5f:c@ slot @(caller 1x_ptsm.c:462)

l--- Cient is deauthenticated, after three retries

1--- The process is repeated three times, until client is block listed

Wed Oct 31 10:56:10 2007: 00:1b:77:42:07:69 Block listing (if enabled) mobile
00:1b:77:42:07:69

Wed Oct 31 10:56:10 2007: 00:1b:77:42:07:69 apfBlacklistMobileStationEntry2
(apf_ms.c:3560) Changing state for mobile 0@:1b:77:42:07:69 on AP
00:1c:b0:ea:5f:c@® from Associated to Exclusion-list (1)

Wed Oct 31 10:56:10 2007: 00:1b:77:42:07:69 Scheduling deletion of Mobile
Station: (callerId: 44) in 1@ seconds

Wed Oct 31 10:56:10 2007: 00:1b:77:42:07:69 0.0.0.0 8021X_REQD (3) Change
state to START (@) last state 8021X_REQD (3)

Wed Oct 31 10:56:10 2007: 00:1b:77:42:07:69 0.0.0.0 START (@) Reached FAILURE:
from line 3522

Wed Oct 31 10:56:10 2007: 00:1b:77:42:07:69 Scheduling deletion of Mobile
Station: (callerId: 9) in 1@ seconds
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Acerca de esta traduccidén

Cisco ha traducido este documento combinando la traduccién automatica y los recursos
humanos a fin de ofrecer a nuestros usuarios en todo el mundo contenido en su propio
idioma.

Tenga en cuenta que incluso la mejor traduccién automatica podria no ser tan precisa como
la proporcionada por un traductor profesional.

Cisco Systems, Inc. no asume ninguna responsabilidad por la precision de estas
traducciones y recomienda remitirse siempre al documento original escrito en inglés (insertar
vinculo URL).



