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Preface

This chapter provides information about the purpose, audience, organization, and conventions of this guide
and provides information on how to obtain related documentation.

Note

Purpose

Audience

Overview

| oL2m31-m

This document may not represent the latest Cisco product information available. You can obtain the most
current documentation by accessing Cisco's product documentation page at
http://www.cisco.com/cisco/web/support/index.html .

* Purpose, on page xlv

* Audience, on page xlv

* Overview, on page xlv

* Related Documentation, on page xlviii
» Conventions, on page xlix

+ Additional Information, on page |

* Cryptographic Features, on page |

The Cisco Unified Communications Manager Features and Services Guide provides the information that you
need to understand, install, configure, manage, use, and troubleshoot Cisco Unified Communications Manager
(formerly Cisco Unified CallManager) features.

The Cisco Unified Communications Manager Features and Services Guide provides information for network
administrators who are responsible for managing the Cisco Unified Communications Manager system. This
guide requires knowledge of telephony and IP networking technology.

The following table provides an overview of the organization of this guide.
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Chapter

Description

Barge and Privacy, on page 1

Provides a description and configuration procedures
for the Unified Communications Manager features
Barge and Privacy.

Call Back, on page 39

Provides a description and configuration procedures
for Cisco Call Back.

Call Control Discovery, on page 53

Provides a description and configuration procedures
for the Call Control Discovery feature.

Call Display Restrictions, on page 103

Provides a description and configuration procedures
for the Call Display Restrictions feature.

Call Park and Directed Call Park, on page 119

Provides a description and configuration procedures
for the Unified Communications Manager Call Park
and Directed Call Park features.

Call Pickup, on page 147

Provides a description and configuration procedures
for the Unified Communications Manager Call Pickup
feature.

Call Throttling and the Code Yellow State, on page
189

Provides a description of the call throttling feature
and the service parameters you use to configure it.

Calling Party Normalization, on page 193

Provides a description of calling party normalization.

Extension Mobility, on page 463

Provides a description and configuration procedures
for Cisco Extension Mobility for Unified
Communications Manager.

Extension Mobility Cross Cluster, on page 497

Provides a description and configuration procedures
for the Cisco Extension Mobility Cross Cluster feature
for Unified Communications Manager.

Cisco Unified Communications Manager Assistant
with Proxy Line Support, on page 305

Provides a description and configuration procedures
for Cisco Unified Communications Manager Assistant
(Cisco Unified CM Assistant) with proxy line support.

Cisco Unified Communications Manager Assistant
with Shared Line Support, on page 345

Provides a description and configuration procedures
for Cisco Unified Communications Manager Assistant
(Cisco Unified CM Assistant) with shared line
support.

Cisco Unified Communications Manager
Auto-Attendant, on page 373

Provides a description and configuration procedures
for Cisco Unified Communications Manager
Auto-Attendant.

Cisco Unified Mobility, on page 233

Provides a description and configuration information
for Cisco Unified Mobility, including the Mobile
Connect and Mobile Voice Access features.
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Chapter

Description

Cisco Jabber for Mobile, on page 298

Cisco Unified Communications Manager provides
certain functionality for Cisco Mobile VoiP Clients
that connect directly with Unified Communications
Manager. This chapter discusses the features and the
required configurations.

Web Dialer, on page 1093

Provides a description and configuration procedures
for Cisco Web Dialer for Unified Communications
Manager.

Client Matter Codes and Forced Authorization Codes,
on page 379

Provides descriptions and configuration procedures
for Client Matter Codes (CMC) and Forced
Authorization Codes (FAC).

Custom Phone Rings, on page 389

Provides a description and configuration procedures
for Unified Communications Manager custom phone
rings.

Device Mobility, on page 393

Provides a description and configuration information
for the Device Mobility feature.

Do Not Disturb, on page 413

Provides a description and configuration information
for the Do Not Disturb feature.

External Call Control, on page 547

Provides a description and configuration information
for the External Call Control feature.

External Call Transfer Restrictions, on page 567

Provides a description and configuration procedures
for the External Call Transfer Restrictions feature.

Geolocations and Location Conveyance, on page 575

Provides a description and configuration procedures
for geolocations, geolocation filters, and location
conveyance.

Hold Reversion, on page 615

Provides a description and configuration information
for the Hold Reversion feature.

Hotline, on page 629

Provides a description and configuration information
for the Hotline feature.

Immediate Divert, on page 663

Provides a description and configuration procedures
for the Unified Communications Manager Immediate
Divert feature.

Intercom, on page 685

Provides a description and configuration information
for the Unified Communications Manager Intercom
feature.

Internet Protocol Version 6 (IPv6), on page 739

Provides information on IPv6 support for Unified
Communications Manager and other components in
the network.
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Monitoring and Recording, on page 851

Provides a description and configuration information
for the call monitoring and call recording features.

Multilevel Precedence and Preemption, on page 907

Provides a description and configuration procedures
for the Unified Communications Manager Multilevel
Precedence and Preemption feature.

Music On Hold, on page 967

Provides a description and configuration procedures
for Cisco Music On Hold.

BLF Presence, on page 17

Provides a description and configuration procedures
for the Presence feature.

Quality Report Tool, on page 1029

Provides a description and configuration procedures
for the Quality Report Tool (QRT) feature.

Single Sign-On, on page 1063

Provides a description of the Single Sign On feature.

Related Do

. Features and Services Guide for Cisco Unified Communications Manager, Release 10.0(1)

cumentation

See the following documents for further information about related Cisco IP telephony applications and products:

* Installing Cisco Unified Communications Manager Release 8.6(1)

* Upgrading Cisco Unified Communications Manager Release 8.6(1)

* Cisco Unified Communications Manager Documentation Guide

* Release Notes for Cisco Unified Communications Manager Release 8.6(1)

* Cisco Unified Communications Manager System Guide

* Cisco Unified Communications Manager Administration Guide

* Cisco Unified Serviceability Administration Guide

* Cisco Unified Communications Manager Call Detail Records Administration Guide

* Cisco Unified Real-Time Monitoring Tool Administration Guide
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* Troubleshooting Guide for Cisco Unified Communications Manager

* Cisco Unified IP Phone Administration Guide for Cisco Unified Communications Manager

* Cisco Unified Communications Manager Bulk Administration Guide

* Cisco Unified Communications Manager Security Guide

* Cisco Unified Communications Solution Reference Network Design (SRND)

Conventions

| oL2m31-m

This document uses the following conventions:

Convention

Description

boldface font

Commands and keywords are in boldface.

italic font

Arguments for which you supply values are in italics.

[]

Elements in square brackets are optional.

{x|y|z} Alternative keywords are grouped in braces and
separated by vertical bars.

[x]ylz] Optional alternative keywords are grouped in brackets
and separated by vertical bars.

string A nonquoted set of characters. Do not use quotation

marks around the string or the string will include the
quotation marks.

screen font

Terminal sessions and information the system displays
are in screen font.

boldface screen font

Information you must enter is in boldface screen
font.

italic screen font

Arguments for which you supply values are in italic
screen font.

The symbol * represents the key labeled Control—for
example, the key combination ~D in a screen display
means hold down the Control key while you press the
D key.

Nonprinting characters, such as passwords, are in
angle brackets.

Action > Reports

Command paths in a graphical user interface (GUI).

Notes use the following convention:

Features and Services Guide for Cisco Unified Communications Manager, Release 10.0(1) .
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\}

Note Means reader take note. Notes contain helpful suggestions or references to material not covered in the
publication.

Timesavers use the following conventions:

Note Timesave means the described action saves time. You can save time by performing the action described in
the paragraph.

Tips use the following conventions:

2
Tip

Means the information contains useful tips.

Cautions use the following convention:

A

Caution Means reader be careful. In this situation, you might do something that could result in equipment damage or
loss of data.

Warnings use the following conventions:

A

Warning  This warning symbol means danger. You are in a situation that could cause bodily injury. Before you work
on any equipment, you must be aware of the hazards involved with electrical circuitry and familiar with
standard practices for preventing accidents.

Additional Information

For information on obtaining documentation, submitting a service request, and gathering additional information,
see the monthly What’s New in Cisco Product Documentation, which also lists all new and revised

Cisco technical documentation, at
http://www.cisco.com/en/US/docs/general/whatsnew/whatsnew.html.

Subscribe to the What’s New in Cisco Product Documentation as a Really Simple Syndication (RSS) feed
and set content to be delivered directly to your desktop using a reader application. The RSS feeds are a free
service and Cisco currently supports RSS Version 2.0.

Cryptographic Features

This product contains cryptographic features and is subject to United States and local country laws governing
import, export, transfer and use. Delivery of Cisco cryptographic products does not imply third-party authority
to import, export, distribute or use encryption. Importers, exporters, distributors and users are responsible for

Features and Services Guide for Cisco Unified Communications Manager, Release 10.0(1)
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compliance with U.S. and local country laws. By using this product you agree to comply with applicable laws
and regulations. If you are unable to comply with U.S. and local laws, return this product immediately.

Further information regarding U.S. export regulations may be found at
http://www.access.gpo.gov/bis/ear/ear data.html.

Features and Services Guide for Cisco Unified Communications Manager, Release 10.0(1)
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CHAPTER 1

Barge and Privacy

This chapter provides information about how the single button barge/cBarge, barge, privacy, and privacy on
hold features work with each other. These features work with only shared lines.

Barge adds a user to a call that is in progress. Pressing a softkey or feature button automatically adds the user
(initiator) to the shared-line call (target), and the users currently on the call receive a tone (if configured).
Barge supports built in conference and shared conference bridges.

The single button barge/cBarge feature allows the user to simply press the shared-line button to be added to
the call. The single button barge/cBarge feature supports built in conferences and shared conference bridges.

The administrator enables or disables privacy and privacy on hold features. Privacy must be enabled for a
device to activate privacy on hold. Users toggle the privacy feature on or off.

You enable or disable the privacy setting. When privacy is enabled, the system removes the call information
from all phones that share lines and blocks other shared lines from barging in on its calls. When privacy is
disabled, the system displays call information on all phones that have shared line appearances and allows
other shared lines to barge in on its calls. You can configure privacy for all devices or configure privacy for
each device. Users toggle the privacy feature on or off.

The privacy on hold feature preserves privacy when a private call on a shared line is put on hold. When privacy
on hold is enabled, the calling name and number that are blocked when privacy is enabled remain blocked
when the call is put on hold, and the system blocks other shared lines from resuming the held call. When
privacy on hold is disabled and a private call is put on hold, the system displays calling name and number on
all phones that have shared line appearances and allows other shared lines to resume the held call.

If privacy on hold is enabled, users can activate the feature while the call is on hold by toggling privacy on;
likewise, users can deactivate privacy on hold by toggling privacy off while the call is on hold. If privacy on
hold is disabled, toggling privacy on or off does not affect the held call.

If a private call is put on hold, retrieved at the same phone, and privacy is then toggled off, the system displays
the call information on all phones that have shared line appearances but does not allow another phone to
resume or barge the held call.

Administrators can configure privacy for all devices or for each device.

* Configure Barge, on page 2

* Configure cBarge, on page 3

* Configure Privacy and Privacy on Hold, on page 4

* Barge Privacy and Privacy on Hold, on page 5

* System Requirements for Barge Privacy and Privacy on Hold, on page 10
* Report Support for Devices, on page 11
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* Interactions and Restrictions, on page 12
* Install and Activate Barge, Privacy, and Privacy On Hold, on page 15
* Barge Privacy and Privacy on Hold Configuration, on page 16

Configure Barge

The single button barge/cBarge, barge, privacy, and privacy on hold features work with each other. These
features work with only shared lines.

Barge adds a user to a call that is in progress. Pressing a softkey or feature button automatically adds the user
(initiator) to the shared-line call (target), and the users currently on the call receive a tone (if configured).
Barge supports built in conference and shared conference bridges.

The single button barge/cBarge feature allows the user to simply press the shared-line button to be added to
the call. The single button barge/cBarge feature supports built in conferences and shared conference bridges.

Perform the following steps to configure the barge feature with built in conference bridge.

Procedure

Step 1 Assign the Standard User or Standard Feature softkey template (both contain the barge softkey) to each device
that accesses barge by using the built in conference bridge.

For more information, see topics related to configuring Cisco Unified IP Phones in the Cisco Unified
Communications Manager Administration Guide

Step 2 Set the following optional Cisco CallManager service parameters:
a) To enable barge for all users, set the Built In Bridge Enable clusterwide service parameter to On.

Note If this parameter is set to Off, configure barge for each phone by setting the Built in Bridge field
in Phone Configuration

b) Set the Party Entrance Tone clusterwide service parameter to True (required for tones) (or configure the
Party Entrance Tone setting per directory number in the Directory Number Configuration window)

¢) To enable single button barge for all users, set the single button barge/cBarge Policy to barge.

Note If this parameter is set to Off, configure single button barge for each phone by setting the Single
Button Barge field in Phone Configuration

d) To allow a user to barge into a call when the phone is ringing or when the call is connected (the barger
hears a ringback tone), set the Allow Barge When Ringing service parameter to True.

For more information. see topics related to configuring Cisco Unified IP Phones, service parameters for a
service on a server, and directory number configuration settings in the Cisco Unified Communications Manager
Administration Guide.

Step 3 In the End User Configuration window for each user that is allowed to access the barge with built-in conference
bridge feature, associate the device that has the barge softkey template that is assigned to it.

For more information, see topics related to end user configuration in the Cisco Unified Communications
Manager Administration Guide.

Step 4 Notify users that the barge feature is available.

Features and Services Guide for Cisco Unified Communications Manager, Release 10.0(1)
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See the phone documentation for instructions on how users access barge on their Cisco Unified IP Phone.

Related Topics
Party Entrance Tone, on page 8

Configure cBarge

Step 1

Step 2

Step 3

Step 4

| oL2m31-m

The single button barge/cBarge, barge, privacy, and privacy on hold features work with each other. These
features work with only shared lines.

Barge adds a user to a call that is in progress. Pressing a softkey or feature button automatically adds the user
(initiator) to the shared-line call (target), and the users currently on the call receive a tone (if configured).
Barge supports built in conference and shared conference bridges.

The single button barge/cBarge feature allows the user to simply press the shared-line button to be added to
the call. The single button barge/cBarge feature supports built in conferences and shared conference bridges.

Perform the following steps to configure barge with shared conference bridge.

Procedure

To create a softkey template that includes cBarge, make a copy of the Standard Feature softkey template.
Modify this user-named copy to add the conference barge (cBarge) softkey to the Selected Softkeys in the
Remote in Use call state.

See the Cisco Unified Communications Manager Administration Guide for more information on creating
copies of standard softkey templates.

Set the optional clusterwide service parameter Party Entrance Tone to True (required for tones), or configure
the Party Entrance Tone setting per directory number in the Directory Number Configuration window. To
enable single button cBarge for all users, set the single button barge/cBarge Policy to cBarge.

Note If this parameter is set to Off, configure single button cBarge for each phone by setting the Single
Button cBarge field in Phone Configuration
For more information, see theCisco Unified Communications Manager Administration Guide.

In the End User Configuration window for each user that is allowed to access the cBarge with shared conference
bridge feature, associate the device that has the cBarge softkey template that is assigned to it. Disable privacy
on phones to allow cBarge.

For more information, see the Cisco Unified Communications Manager Administration Guide.

Notify users that the cBarge feature is available.

See the phone documentation for instructions on how users access cBarge on their Cisco Unified IP Phone.

Features and Services Guide for Cisco Unified Communications Manager, Release 10.0(1) .
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Configure Privacy and Privacy on Hold

The single button barge/cBarge, barge, privacy, and privacy on hold features work with each other. These
features work with only shared lines.

The privacy on hold feature preserves privacy when a private call on a shared line is put on hold. When privacy
on hold is enabled, the calling name and number that are blocked when privacy is enabled remain blocked
when the call is put on hold, and the system blocks other shared lines from resuming the held call. When
privacy on hold is disabled and a private call is put on hold, the system displays calling name and number on
all phones that have shared line appearances and allows other shared lines to resume the held call.

You enable or disable the privacy setting. When privacy is enabled, the system removes the call information
from all phones that share lines and blocks other shared lines from barging in on its calls. When privacy is
disabled, the system displays call information on all phones that have shared line appearances and allows
other shared lines to barge in on its calls. You can configure privacy for all devices or configure privacy for
each device. Users toggle the privacy feature on or off.

If privacy on hold is enabled, users can activate the feature while the call is on hold by toggling privacy on;
likewise, users can deactivate privacy on hold by toggling privacy off while the call is on hold. If privacy on
hold is disabled, toggling privacy on or off does not affect the held call.

If a private call is put on hold, retrieved at the same phone, and privacy is then toggled off, the system displays
the call information on all phones that have shared line appearances but does not allow another phone to
resume or barge the held call.

You can configure privacy for all devices or for each device.

Procedure

Step 1 If all phones in the cluster need access to privacy, keep the setting of the Privacy Setting clusterwide service
parameter to True (default) and keep the Privacy field in the Phone Configuration window to Default. Continue
with the following steps. If only certain phones in the cluster need access to privacy, set the Privacy Setting
service parameter to False and set the Privacy field in the Phone Configuration window to On. Continue with
the following steps.

For more information, see topics related to configuring Cisco Unified IP Phones and service parameters for
a service on a server in the Cisco Unified Communications Manager Administration Guide.

Step 2 For each phone button template that has privacy, add Privacy to one of the feature buttons (some phone models
use the Private button).
For more information, see topics related to phone button template configuration in the Cisco Unified
Communications Manager Administration Guide.

Step 3 For each phone user that wants privacy, choose the phone button template that contains the Privacy feature
button.
For more information, see topics related to configuring Cisco Unified IP Phones in the Cisco Unified
Communications Manager Administration Guide.

Step 4 In the End User Configuration window, for each user that does not want information about the shared-line
appearances to display, associate the device that has the Privacy feature button that is assigned to it.

For more information, see topics related to end user configuration in the Cisco Unified Communications
Manager Administration Guide.

Features and Services Guide for Cisco Unified Communications Manager, Release 10.0(1)
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Step 5 To configure the optional privacy on hold feature, set the Enforce Privacy Setting on Held Calls service
parameter to True.

For more information, see topics related to configuring service parameters for a service on a server in the
Cisco Unified Communications Manager Administration Guide.

Step 6 Notify users that the privacy feature and the privacy on hold feature (if configured) are available.
See the phone documentation for instructions on how users access privacy on their Cisco Unified IP Phone.

Related Topics
Barge Privacy and Privacy on Hold, on page 5
Barge and Privacy, on page 1

Barge Privacy and Privacy on Hold

This section describes barge, single button barge/cBarge, privacy, and privacy on hold.

Barge

Barge allows a user to get added to a remotely active call that is on a shared line. Remotely active calls for a
line comprise active (connected) calls that are made to or from another device that shares a directory number
with the line. Barge supports this type of remote-in-use call.

Phones support barge in two conference modes:

* Built-in conference bridge at the target device (the phone that is being barged). This mode uses the barge
softkey.

* Shared conference bridge. This mode uses the cBarge softkey.
By pressing the barge or cBarge softkey in the remote in use call state, the user gets added to the call with all

parties, and all parties receive a barge beep tone (if configured). If barge fails, the original call and status
remain active.

If no conference bridge is available (built-in or shared), the barge request gets rejected, and a message displays
at the barge initiator device.

Single Button Barge/cBarge

The single button barge/cBarge feature allows a user to simply press the shared-line button of the remotely
active call, to be added to the call with all parties. All parties receive a barge beep tone (if configured). If
barge fails, the original call and status remain active.

Phones support single button barge/cBarge in two conference modes:

* Built-in conference bridge at the target device (the phone that is being barged). This mode uses the single
button barge feature.

* Shared conference bridge. This mode uses the single button cBarge feature.

Features and Services Guide for Cisco Unified Communications Manager, Release 10.0(1)
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By pressing the shared-line button of the remote in use call, the user gets added to the call with all parties,
and all parties receive a barge beep tone (if configured). If barge fails, the original call and status remain

active.

If no conference bridge is available (built-in or shared), the barge request gets rejected, and a message displays

at the barge initiator device.

This table describes the differences between barge with built-in conference bridge and shared conference.

Table 1: Built-In and Shared Conference Bridge Differences

Action

Using Barge Softkey or Single
Button Barge (Built In Conference
Bridge at Target Device)

Using cBarge Softkey or Single
Button cBarge (Shared Conference
Bridge)

The standard softkey template
includes the softkey.

Note If the single button
barge/cBarge feature is
enabled, the softkey is

not used.

Yes

No

A media break occurs during barge
setup.

No

Yes

User receives a barge setup tone, if
configured.

Yes

Yes

To Conference displays as the name
at the barge initiator phone.

To barge XXX

To Conference

To Conference displays as the name
at the target phone.

To/From Other

To Conference

To Conference displays as the name
at the other phones.

To/From Target

To Conference

Bridge supports a second barge
setup to an already barged call.

No

Yes

Initiator releases the call.

No media interruption occurs for
the two original parties.

Media break occurs to release the
shared conference bridge when only
two parties remain and to reconnect
the remaining parties as a
point-to-point call.

Target releases the call.

Media break occurs to reconnect
initiator with the other party as a
point-to-point call.

Media break occurs to release the
shared conference bridge when only
two parties remain and to reconnect
the remaining parties as a
point-to-point call.

. Features and Services Guide for Cisco Unified Communications Manager, Release 10.0(1)
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Action Using Barge Softkey or Single Using cBarge Softkey or Single
Button Barge (Built In Conference | Button cBarge (Shared Conference
Bridge at Target Device) Bridge)

Other party releases the call. All three parties get released. Media break occurs to release the

shared conference bridge when only
two parties remain and to reconnect
the remaining parties as a
point-to-point call.

Target puts call on hold and Initiator gets released. Initiator and the other party remain
performs direct transfer, Join, or connected.
Call Park.

Built In Conference

| oL2m31-m

N

You can use single button barge or the barge softkey only in the remote-in-use call state. A Built In conference
bridge proves advantageous because neither a media interruption nor display changes to the original call occur
when the barge is being set up.

Note

)

To use the single button barge feature, ensure that single button barge is enabled on the device.

When the barge initiator releases the call, the barge call gets released between the barge initiator and target.
The original call between the target device and the other party remains active. A barge disconnect tone
(beep beep) plays to all remaining parties.

When the target device releases the call, the media between the barge initiator and the other party gets dropped
briefly and then reconnects as a point-to-point call. The display changes at the barge initiator device to reflect
the connected party.

When the other party releases the call, both the original call and the barge call get released.
When the barge initiator puts the call on hold, both the target device and the other party remain in the call.

When the target device puts the call on hold or in a conference or transfers it, the barge initiator gets released
from the barge call while the original call also gets put on hold, in a conference, or transferred. The barge
initiator can barge into a call again after the media gets reestablished at the target.

When the other party puts the call on hold or in a conference or transfers it, both the target device and the
barge initiator remain in the call.

When network or Cisco Unified Communications Manager failure occurs, the barge call gets preserved (like
all active calls).

Most Cisco Unified IP Phones include the Built In conference bridge capability, which barge uses.

Note

Cisco Unified IP Phones 7940 and 7960 cannot support two media stream encryptions or SRTP streams
simultaneously. To prevent instability due to this condition, the system automatically disables the Built In
bridge for Cisco Unified IP Phones 7940 and 7960 when the device security mode is set to encrypted. For
more information, see the Cisco Unified Communications Manager Security Guide.
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The following settings activate or deactivate the built-in conference bridge:

* Enable or disable the built-in bridge by setting the Cisco Unified Communications Manager clusterwide
service parameter, Built-in Bridge Enable, to On or Off.

* Enable or disable the built-in bridge for each device by using the Built In Bridge drop-down list box in
the Phone Configuration window (choose on, off, or default). On or off settings override the Built-in
Bridge Enable service parameter. Choosing default uses the setting of the service parameter.

N

Note To use barge with a built-in bridge, ensure the preceding items are enabled, privacy is disabled, and the barge
softkey is assigned to each device or the single button barge feature is enabled. Otherwise, to use shared
conference bridge, assign the cBarge softkey to each device or enable the single button cBarge feature.

For more information, see Barge Privacy and Privacy on Hold Configuration, on page 16.

Shared Conference

You can use single button cBarge or the cBarge softkey only in the remote-in-use call state. No standard
softkey template includes the cBarge softkey. To access the cBarge softkey, the administrator adds it to a
softkey template and then assigns the softkey template to a device.

\)

Note To use the single button cBarge feature, ensure that it is enabled on the device.

When the cBarge softkey, or a shared-line, gets pressed, a barge call gets set up by using the shared conference
bridge, if available. The original call gets split and then joined at the conference bridge, which causes a brief
media interruption. The call information for all parties gets changed to barge.

The barged call becomes a conference call with the barge target device as the conference controller. It can
add more parties to the conference or can drop any party.

When any party releases from the call, which leaves only two parties in the conference, the remaining two
parties experience a brief interruption and then get reconnected as a point-to-point call, which releases the
shared conference resource.

For more information, see Barge Privacy and Privacy on Hold Configuration, on page 16.

Phone Display Messages

When a user initiates a barge to a SIP device, the barge initiator phone displays “To Barge <Display name>
(Shared Line DN).”

When a user initiates a barge to a SCCP device, the barge initiator phone displays “To Barge <Display name>.”

Party Entrance Tone

With the party entrance tone feature, a tone plays on the phone when a basic call changes to a multiparty call;
that is, when a basic call changes to a barged call, cBarged call, ad hoc conference, meet-me conference, or
a joined call. In addition, a different tone plays when a party leaves the multiparty call.

If the controlling device, that is, the originator of the multiparty call has a built-in bridge, the tone gets played
to all parties if you configured party tone entrance for the controlling device. When the controlling device

Features and Services Guide for Cisco Unified Communications Manager, Release 10.0(1)
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leaves the call, Cisco Unified Communications Manager identifies whether another device on the call can
play the tone; if another device on the call can play the tone, Cisco Unified Communications Manager plays
the tone. If the controlling device cannot play the tone, Cisco Unified Communications Manager does not
play the tone even if you enable the party entrance tone feature.

When a barge call gets created, the party entrance tone configuration of the barge target that shares the line
with the barge initiator determines whether Cisco Unified Communications Manager plays the party entrance
tone.

When a cBarge call gets created, the party entrance tone configuration of the cBarge target that shares the
line with the cBarge initiator determines whether Cisco Unified Communications Manager plays the party
entrance tone. However, if the call for the target is an existing ad hoc conference that is in the same cluster,
the party entrance tone configuration for the ad hoc conference controller determines whether Cisco Unified
Communications Manager plays the tone.

To use the party entrance feature, ensure that you turned the privacy feature off for the devices and ensure
that the controlling device for the multiparty call has a built-in bridge. In addition, either configure the Party
Entrance Tone service parameter, which supports the Cisco CallManager service, or configure the Party
Entrance Tone setting per directory number in the Directory Number Configuration window (Call Routing >
Directory Number). For information on the service parameter, click the question-mark button in the Service
Parameter Configuration window. For information on the Party Entrance Tone setting in the Directory Number
Configuration window, see topics related to directory number configuration settings in the Cisco Unified
Communications Manager Administration Guide.

Privacy

With privacy, you can enable or disable the capability of users with phones that share the same line (DN) to
view call status and to barge the call. You enable or disable privacy for each phone or for all phones.

By default, the system enables privacy for all phones in the cluster. To enable all phones with privacy, leave
the clusterwide service parameter set to True and leave the phone privacy setting set to default.

To configure certain phones with access to privacy, you perform the following steps to enable or disable
privacy:

* Set a service parameter.

* Set the phone privacy setting to On.
* Add privacy button to phone button template.

» Add the phone button template that has privacy button to each device.

When the device that is configured for privacy registers with Cisco Unified Communications Manager, the
feature button on the phone that is configured with privacy gets labeled, and the status shows through an icon.
If the button has a lamp, it comes on.

When the phone receives an incoming call, the user makes the call private (so the call information does not
display on the shared line) by pressing the Privacy feature button. The Privacy feature button toggles between
on and off.

Privacy On Hold

With the privacy on hold feature, administrators can enable or disable the capability of users with phones that
share the same line (DN) to view call status and retrieve calls on hold.

Features and Services Guide for Cisco Unified Communications Manager, Release 10.0(1)
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Administrators enable or disable privacy on hold for all phones. To enable privacy on hold, you must also
enable the privacy feature for the phone or for all phones. Privacy on hold activates automatically on all private
calls when privacy on hold is enabled.

By default, the system disables privacy on hold for all phones in the cluster. To enable all phones with privacy
on hold, set the clusterwide privacy service parameter to True, set the clusterwide Enforce Privacy Setting on
Held Calls service parameter to True, and leave the phone privacy setting to default.

To configure certain phones with access to privacy on hold, administrators set the Enforce Privacy Setting
on Held Calls service parameter to True and set the Privacy setting for the phone to True:

* Set the Enforce Privacy Setting on Held Calls service parameter to True.

* Set a Privacy service parameter.
* Set the phone privacy setting to On.
* Add privacy button to phone button template.

» Add the phone button template that has privacy button to each device.

To activate privacy on hold, users press the Hold softkey or Hold button while on a private call. To return to
the call, users press the Resume softkey. The phone that put the call on hold displays the status indicator for
a held call; shared lines display the status indicators for a private and held call.

System Requirements for Barge Privacy and Privacy on Hold

The barge and privacy features require the following software component to operate:

* Cisco Unified Communications Manager 5.0 or later

The single button barge/cBarge and privacy on hold features require the following software component to
operate:

* Cisco Unified Communications Manager 6.1(1) or later

To determine IP Phone support for the following features, see the related topics:

* [P Phones supporting Barge by using the single button barge/cBarge feature or the barge or cBarge
softkey

* [P Phones supporting privacy with the Privacy button on the phone button template

* [P Phones supporting the built-in conference bridge capability

N

Note If the phone does not support a Privacy button, by default, the privacy for that phone remains Off (all devices
sharing a line with that phone will display the phone information).

Related Topics
Report Support for Devices, on page 11
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Report Support for Devices

Use the Cisco Unified Reporting application to generate a complete list of IP Phones that support barge and
privacy. To do so, follow these steps:

1. Start Cisco Unified Reporting by using any of the methods that follow.

The system uses the Cisco Tomcat service to authenticate users before allowing access to the web
application. You can access the application

* by choosing Cisco Unified Reporting in the Navigation menu in Cisco Unified Communications
Manager Administration and clicking Go.

* by choosing File> Cisco Unified Reporting at the Cisco Unified Real Time Monitoring Tool
(RTMT) menu.

* by entering https://<server name or IP address>:8443/cucreports/ and then entering your authorized
username and password.
2. Click System Reportsin the navigation bar.
3. In the list of reports that displays in the left column, click the Unified CM Phone Feature List option.

4. Click the Generateanew report link to generate a new report, or click the Unified CM Phone Feature
List link if a report already exists.

5. To generate a report of all IP Phones that support built-in bridge, choose these settings from the respective
drop-down list boxes and click the Submit button:

Product: All
Feature: Built In Bridge

The List Features pane displays a list of all devices that support the built-in bridge feature. You can click
on the Up and Down arrows next to the column headers (Product or Protocol) to sort the list.

6. To generate a report of all devices that support privacy, choose these settings from the respective drop-down
list boxes and click the Submit button:

Product: All
Feature: Privacy

The List Features pane displays a list of all devices that support the Privacy feature. You can click on the
Up and Down arrows next to the column headers (Product or Protocol) to sort the list.

7. To generate a report of all devices that support single button barge, choose these settings from the respective
drop-down list boxes and click the Submit button:

Product: All
Feature: Single Button Barge
The List Features pane displays a list of all devices that support the Single Button Barge feature. You can

click on the Up and Down arrows next to the column headers (Product or Protocol) to sort the list.

For additional information about the Cisco Unified Reporting application, see the Cisco Unified Reporting
Administration Guide.
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Interactions and Restrictions

This section describes the interactions and restrictions for barge, privacy, and privacy on hold.

Interactions

This section describes how barge and privacy interact with Cisco Unified Communications Manager applications
and call processing features.

Barge and cBarge

Cisco recommends that you assign either the barge or cBarge softkey to a softkey template. By having only
one of these softkeys for each device, you can avoid confusion for users and potential performance issues.

)

Note  You can enable single button barge or single button cBarge for a device, but not both.

Barge and Call Park

When the target parks the call, the barge initiator gets released (if using the built-in bridge), or the barge
initiator and the other party remain connected (if using the shared conference).

Barge and Join

When the target joins the call with another call, the barge initiator gets released (if using the built-in bridge),
or the barge initiator and the other party remain connected (if using the shared conference).

Configure PLAR

A barge, cBarge, or single button barge initiator can barge into a call via a shared line that is configured for
PLAR; that is, the initiator can barge into the call if the barge target uses the preconfigured number that is
associated with the PLAR line while on the call. Cisco Unified Communications Manager does not send the
barge invocation to the PLAR line before connecting the barge call, so the barge occurs no matter what the
state of the PLAR destination is.

To make barge, cBarge, or single button barge work with PLAR, you must configure barge, cBarge, or single
button barge, as described in the Configure Barge, on page 2. In addition, you must configure the PLAR
destination, a directory number that is used specifically for PLAR. The following example describes how to
enable PLAR functionality for phones that are running SCCP and for phones that are running SIP.

A and A’ represent shared-line devices that you configured for barge, cBarge, or single button barge, and B1
represents the directory number for the PLAR destination. To enable PLAR functionality from A/A’, which
are running SIP, see the following example:

Example for How to Configure PLAR
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Step 1

Step 2

Step 3
Step 4

Step 5

Step 6

Restrictions
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Procedure

Create a partition, for example, P1, and a calling search space, for example CSS1, so CSS1 contains P1. (In
Cisco Unified Communications Manager Administration, choose Call Routing> Classof Control > Partition
or Calling Search Space.)

Create a translation pattern, for example, TP1, which contains calling search space CSS1 and partition P1.
Create a null pattern (blank pattern), but make sure that you enter the directory number for the Bl PLAR
destination in the Called Party Transformation Mask field. (In Cisco Unified Communications Manager
Administration, choose Call Routing > Trandlation Pattern.)

Assign the calling search space, CS1, to either A or A’. (In Cisco Unified Communications Manager
Administration, choose Device > Phone.)

Assign the P1 partition to the directory number for B1, which is the PLAR destination. (In Cisco Unified
Communications Manager Administration, choose Call Routing > Directory Number.)

For phones that are running SIP, create a SIP dial rule. (In Cisco Unified Communications Manager
Administration, choose Call Routing > Dial Rules> SIP Dial Rules. Choose 7940 7960 OTHER. Enter a
name for the pattern; for example, PLAR1. Click Save; then, click Add Plar. Click Save.)

For phones that are running SIP, assign the SIP dial rule configuration that you created for PLAR to the
phones, which, in this example, are A and A’. ((In Cisco Unified Communications Manager Administration,
choose Device> Phone. Choose the SIP dial rule configuration from the SIP Dial Rules drop-down list box.)

The following restrictions apply to Barge:

* The barge initiator cannot conference in additional callers.

* To enhance performance, disable built-in bridge or turn on privacy for those devices that do not have
shared-line appearances or do not use Barge.

» CTI does not support Barge through APIs that TAPI/JTAPI applications invoke. CTI generates events
for barge when it is invoked manually from an IP phone by using the barge or cBarge softkey.

* Cisco recommends that you do not configure cBarge for a user who has barge configured. Choose only
one barge method for each user.

* The original call requires G.711 codec. If G.711 is not available, use cBarge instead.

* You can assign a softkey template that contains the barge softkey to any IP phone that uses softkeys;
however, some IP phones do not support the barge feature.

* Barge supports most Cisco Unified IP Phones that run SIP.

* A user cannot barge into an encrypted call if the phone that is used to barge is not configured for
encryption. When barge fails in this case, a busy tone plays on the phone where the user initiated the
barge.

If the initiator phone is configured for encryption, the barge initiator can barge into an authenticated or
nonsecure call from the encrypted phone. After the barge occurs, Cisco Unified Communications Manager
classifies the call as nonsecure.
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If the initiator phone is configured for encryption, the barge initiator can barge into an encrypted call,
and the phone indicates that the call state equals encrypted.

A user can barge into an authenticated call, even if the phone that is used to barge is nonsecure. The
authentication icon continues to display on the authenticated devices in the call, even if the initiator phone
does not support security.

P

Tip  You can configure cBarge if you want barge functionality, but Cisco Unified Communications Manager
automatically classifies the call as nonsecure.

* If you configure encryption for Cisco Unified IP Phones 7960 and 7940, those encrypted devices cannot
accept a barge request when they are participating in an encrypted call. When the call is encrypted, the
barge attempt fails. A tone plays on the phone to indicate that the barge failed.

A message displays in Cisco Unified Communications Manager Administration when you attempt the
following configuration:

* In the Phone Configuration window, you choose Encrypted for the Device Security Mode (or System
Default equals Encrypted), On for the Built In Bridge setting (or default setting equals On), and you
click Insert or Update after you create this specific configuration.

* In the Enterprise Parameter window, you update the Device Security Mode parameter.
* In the Service Parameter window, you update the Built In Bridge Enable parameter.
* If the number of shared-line users in the conference is equal to or greater than the configuration for the

Maximum Number of Calls setting for the device from which you are attempting to barge, the phone
displays the message, Error Past Limit.

The following restrictions apply to privacy:

* To enhance performance, disable built-in bridge or turn on privacy for those devices that do not have
shared-line appearances or do not use barge.

* CTI does not support privacy through APIs that TAPI/JTAPI applications invoke. CTI generates events
when privacy gets enabled or disabled from an IP phone by using the privacy feature button.

* Privacy supports most Cisco Unified IP Phones that run SIP.

The following restriction applies to built-in conference bridge:

* To enhance performance, disable built-in bridge or turn on privacy for those devices that do not have
shared-line appearances or do not use barge.

* The initiator cannot park a call, redirect a call, or use any feature that is using the CTI/JTAPI/TSP
interface. The system supports only hold and unhold.

* Built-in conference bridge supports most Cisco Unified IP Phones that run SIP.

The following restrictions apply to privacy on hold:

* CTI does not support privacy on hold through APIs that TAPI/JTAPI applications invoke. CTI generates
events when a privacy-enabled call is put on hold and when privacy gets enabled or disabled on held
calls from an IP phone by using the privacy feature button.
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Related Topics
Report Support for Devices, on page 11

Install and Activate Barge, Privacy, and Privacy On Hold

Barge, privacy, and privacy on hold system features come standard with Cisco Unified Communications
Manager software. The administrator activates the features after installation to make them available for system
use. This section provides instructions to activate barge, privacy, and privacy on hold features.

Activate Barge

To activate barge with a built-in conference bridge, add the barge softkey to a softkey template, assign the
softkey template to a device, set the Built-in Bridge Enable service parameter to On, and set the party entrance
tone to True. To activate the single button barge feature, you must also enable it in the Device Profile
Configuration window. See the Configure Barge, on page 2 for details.

\}

Note To set barge with built-in conference bridge for all users, set the Built-in Bridge Enable service parameter to
On. To set barge with built-in conference bridge for individual users, set the Built in Bridge field to On in the
Phone Configuration window.

Activate cBarge

To activate barge with shared conference bridge, add the cBarge softkey to a softkey template, assign the
softkey template to a device, and set the party entrance tone to True. To activate the single button cBarge
feature, you must also enable it on the Device Profile Configuration window. See the Configure Barge, on
page 2 for details.

Activate Privacy

The system automatically activates privacy in the Cisco Unified Communications Manager because the Privacy
Setting service parameter is set to True and the phone has the privacy setting at Default. You must also add
privacy to a phone button template and assign the phone button template to a device. See the Configure Privacy
and Privacy on Hold, on page 4 for details.

Activate Privacy on Hold

The system automatically activates privacy on hold in the Cisco Unified Communications Manager when the
Enforce Privacy Setting on Held Calls service parameter is set to True and the phone has the privacy feature
that is configured.

See the Configure Privacy and Privacy on Hold, on page 4 for details.
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Barge Privacy and Privacy on Hold Configuration
This section provides information to configure barge, privacy, and privacy on hold.
P

Tip Before you configure barge or privacy, see the Configure Barge, on page 2 and the Configure Privacy and
Privacy on Hold, on page 4.

Service Parameters for Barge Privacy and Privacy On Hold

Cisco Unified Communications Manager provides five clusterwide service parameters: Built In Bridge Enable
for the built-in conference bridge capability, Privacy Setting for the privacy feature, Enforce Privacy Setting
on Held Calls setting for the privacy on hold feature, single button barge/cBarge policy for single button
barge/cBarge features, and Party Entrance Tone for the tones that are played during barge. Set these parameters
for each server in a cluster that has the Cisco CallManager service and barge is configured.

* Built In Bridge Enable-Default specifies Off. This parameter enables or disables the built-in conference
bridge capability for phones that use the barge softkey. If Built in Bridge is set to On in Phone
Configuration, the service parameter setting gets overridden.

* Privacy Setting-Default specifies True. This parameter enables or disables the privacy feature for phone
users who do not want to display information on shared-line appearances. If only certain phones need
the privacy feature, set the service parameter to False and set the Privacy field to On in Phone
Configuration.

If the Privacy field in the Phone Configuration window is set to default, the phone uses the setting that
is configured in the Privacy Setting service parameter.

* Enforce Privacy Setting on Held Calls—Default specifies False. This parameter enables or disables the
privacy on hold feature for phone users who want to preserve privacy on held calls.

* Single button barge/cBarge Policy-Default specifies Off. This parameter enables or disables the single
button barge/cBarge feature for phone users who want to use the barge or cBarge feature by simply
pressing the line button.

* Party Entrance Tone-Default specifies False. This parameter enables or disables the tones that play during
barge.
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CHAPTER 2

BLF Presence

This chapter provides information about the Busy Lamp Field (BLF) Presence feature which allows a user to
monitor the real-time status of another user at a directory number or SIP URI.

* Configure BLF Presence, on page 17

* BLF Presence Feature, on page 18

* BLF Presence with Phones and Trunks, on page 20
* BLF Presence with Route Lists, on page 21

* BLF Presence Groups, on page 22

* BLF Presence Authorization, on page 24

* SUBSCRIBE Calling Search Space, on page 26

* BLF Presence with Extension Mobility, on page 27
* System Requirements, on page 27

* Interactions and Restrictions, on page 27

* Presence Configuration, on page 28

Configure BLF Presence
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Tip

The BLF Presence feature allows a user (watcher) to monitor the real-time status of another user at a directory
number or SIP URI from the device of the watcher. A watcher can monitor the status of the user by using the
following options:

» BLF/SpeedDial buttons
* Missed call, placed call, or received call lists in the directories window
* Shared directories, such as the corporate directory

The following information assumes that the phones and SIP trunks exist in the Cisco Unified Communications
Manager database. For information on how to add a phone or SIP trunk, see the Cisco Unified Communications
Manager Administration Guide.

Perform the following steps to configure BLF presence features:
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Note  You do not need to configure BLF presence groups or the Default Inter-Presence Group Subscription parameter

for BLF/SpeedDials.
Procedure

Step 1 If you have not already done so, configure the phones and SIP trunks that you plan to use with the BLF
presence feature.

Step 2 Enable the BLF for Call Lists enterprise parameter.

Step 3 Configure the clusterwide service parameters for BLF presence in Cisco Unified Communications Manager
Administration.

Step 4 To use BLF presence group authorization, configure BLF presence groups and permissions.

Step 5 Apply a BLF presence group to the directory number, SIP trunk, phone that is running SIP, phone that is

running SCCP, end user, and application user (for application users that are sending BLF presence requests
over the SIP trunk) in Cisco Unified Communications Manager Administration.

Step 6 To allow BLF presence requests from a SIP trunk, check the Accept Presence Subscription check box in the
SIP Trunk Security Profile Configuration window.

Step 7 To enable application-level authorization for a SIP trunk application in addition to trunk-level authorization,
check the following check boxes in the SIP Trunk Security Profile Configuration window:

* Enable Digest Authentication
* Enable Application Level Authorization

Note You cannot check Enable Application Level Authorization unless Enable Digest Authentication is
checked.
Apply the profile to the trunk. Reset the trunk for the changes to take effect.

If you checked Enable Application Level Authorization, check the Accept Presence Subscription check box
in the Application User Configuration window for the application.

Step 8 Configure the SUBSCRIBE Calling Search Space and apply the calling search space to the phone, trunk, or
end user, if required.

Step 9 Customize phone button templates for the BLF/SpeedDial buttons.

Step 10 If you have not already done so, configure the phone where you want to add the BLF/SpeedDial buttons;

make sure that you choose the phone button template that you configured for the BLF/SpeedDial lines.
Step 11 Configure BLF/SpeedDial buttons for the phone or user device profile.

BLF Presence Feature

When you configure BLF Presence in Cisco Unified Communications Manager Administration, an interested
party, known as a watcher, can monitor the real-time status of a directory number or SIP URI, a BLF presence
entity, from the device of the watcher.
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Note

ERRS
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Tip

A SIP URI comprises a call destination configured with a user@host format, such as xten3@CompB.cisco.com
or 2085017328@10.21.91.156:5060.

A watcher can monitor the status of the BLF presence entity (also called presentity) with the following options:

» BLF/SpeedDial buttons
* Missed call, placed call, or received call lists in the directories window

* Shared directories, such as the corporate directory

Call lists and directories display the BLF status for existing entries. When you configure BLF/SpeedDial
buttons, the BLF presence entity displays as a speed dial on the device of the watcher.

For BLF presence-supported phones that are running SIP, you can configure directory numbers or SIP URIs
as BLF/SpeedDial buttons. For BLF presence-supported phones that are running SCCP, you can only configure
directory numbers as BLF/SpeedDial buttons.

You configure BLF/SpeedDial buttons for a phone or user device profile. The BLF value does not have to be
on the cluster. For information on the Busy Lamp Field (BLF) status icons that display on the phone, see the
Cisco Unified IP Phone documentation that supports your phone. To identify whether your phone supports
BLF presence, see the Cisco Unified IP Phone documentation that supports your phone and this version of
Cisco Unified Communications Manager.

To view the status of a BLF presence entity, watchers send BLF presence requests to Cisco Unified
Communications Manager. After administrators configure BLF presence features, real-time status icons display
on the watcher device to indicate whether the BLF presence entity is on the phone, not on the phone, status
unknown, and so on.

Extension mobility users can use BLF presence features on phones with extension mobility support.

BLF presence group authorization ensures that only authorized watchers can access the BLF presence status
for a destination. Because the administrator ensures that the watcher is authorized to monitor the destination
when a BLF/Speed Dial is configured, BLF presence group authorization does not apply to BLF/Speed Dials.

Note

For phones that are running SIP, BLF presence group authorization also does not apply to any directory
number or SIP URI that is configured as a BLF/Speed Dial that appears in a call list.

To allow BLF presence requests from outside the cluster, administrators must configure the system to accept
BLF presence requests from the external trunk or application. You can assign BLF presence groups to trunks
and applications outside the cluster to invoke BLF presence group authorization.

The SUBSCRIBE Calling Search Space determines how Cisco Unified Communications Manager routes
BLF presence requests that come from the trunk or the phone. The SUBSCRIBE Calling Search Space that
is associated with an end user gets used for extension mobility calls.
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BLF Presence with Phones and Trunks
je

Tip  Use the information in this section with the BLF Presence Groups, on page 22, the BLF Presence Authorization,
on page 24, theBLF Presence with Route Lists, on page 21, and the SUBSCRIBE Calling Search Space, on
page 26. The following information assumes that the phones and trunks have permission to view the status
of the BLF presence entity, as configured through BLF presence groups.

Cisco Unified Communications Manager handles all BLF presence requests for Cisco Unified Communications
Manager users, whether inside or outside the cluster.

For a Cisco Unified Communications Manager watcher that sends a BLF presence request through the phone,
Cisco Unified Communications Manager responds with the BLF presence status directly if the phone and
BLF presence entity are colocated.

If the device exists outside of the cluster, Cisco Unified Communications Manager queries the external device
through the SIP trunk. If the watcher has permission to monitor the external device, the SIP trunk sends the
BLF presence request to the external device and returns BLF presence status to the watcher.

For non-Cisco Unified Communications Manager watchers that send BLF presence requests through a Cisco
Unified Communications Manager trunk, Cisco Unified Communications Manager responds with BLF presence
status if Cisco Unified Communications Manager supports the BLF presence entity. If Cisco Unified
Communications Manager does not support the BLF presence entity, the request gets rejected.

The following examples demonstrate how BLF presence works for phones and trunks when the phones and
trunks have permission to send and receive presence requests.

A Cisco Unified Communications Manager User Queries the BLF Status of Another Cisco Unified
Communications Manager User

A Cisco Unified Communications Manager user calls another Cisco Unified Communications Manager user
only to find that the called party is not available. When available, the called party checks the missed call list,
and the phone contacts Cisco Unified Communications Manager. Cisco Unified Communications Manager
validates that the called party is a valid watcher and determines that the caller represents a Cisco Unified
Communications Manager presence entity. The BLF status for the caller gets updated on the phone of the
called party.

A Cisco Unified Communications Manager User Queries the BLF Status of a Non-Cisco Unified Communications
Manager User

A non-Cisco Unified Communications Manager user calls a Cisco Unified Communications Manager user
only to find that the Cisco Unified Communications Manager user is unavailable. When available, the Cisco
Unified Communications Manager user checks the missed call list, and the phone contacts Cisco Unified
Communications Manager. Cisco Unified Communications Manager confirms that the Cisco Unified
Communications Manager user is a valid watcher and determines that the non-Cisco Unified Communications
Manager user represents a presence entity. A SIP trunk interacts with the non-Cisco Unified Communications
Manager network and Cisco Unified Communications Manager, and status for the non-Cisco Unified
Communications Manager user gets updated on the phone of the Cisco Unified Communications Manager
user.
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A Non-Cisco Unified Communications Manager User Queries the BLF Presence Status of a Cisco Unified
Communications Manager User

A non-Cisco Unified Communications Manager user queries the state of a Cisco Unified Communications
Manager user. The request comes through a Cisco Unified Communications Manager SIP trunk. Cisco Unified
Communications Manager verifies that the non-Cisco Unified Communications Manager user is a valid
watcher and determines that the Cisco Unified Communications Manager user represents a Cisco Unified
Communications Manager presence entity. Cisco Unified Communications Manager sends the status to phone
of the non-Cisco Unified Communications Manager user.

A Cisco Unified Communications Manager Accesses the Corporate Directory to Get BLF Status

A Cisco Unified Communications Manager user accesses the corporate directory on the phone. For each
directory entry, BLF status displays.
A Phone Monitors a BLF/SpeedDial

After an administrator configures the BLF presence feature and the BLF/SpeedDial buttons, a user can
immediately begin to monitor the real-time status of a BLF presence entity.

BLF Presence with Route Lists

| oL2m31-m
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Tip

Use the information in this section with the BLF Presence with Phones and Trunks, on page 20, the BLF
Presence Groups, on page 22, the BLF Presence Authorization, on page 24, and the SUBSCRIBE Calling
Search Space, on page 26.

Cisco Unified Communications Manager receives BLF presence requests from watchers and status responses
from BLF presence entities. Watchers and BLF presence entities can exist inside the cluster or outside of the
cluster.

Cisco Unified Communications Manager supports external incoming and outgoing BLF presence requests
through the SIP trunk. SIP trunks can be members of route groups, which are members of route lists. When
Cisco Unified Communications Manager receives a BLF presence request or notification status that is associated
with an outbound SIP trunk or route group, Cisco forwards the request or status to a SIP trunk.

Note

BLF Presence requests and responses must route to SIP trunks or routes that are associated with SIP trunks.
The system rejects BLF presence requests routing to MGCP/H323 trunk devices.

When a request gets forwarded to a route group or list, any SIP trunk in the group or list can carry the request.
Cisco Unified Communications Manager forwards the request to the next available or idle outbound SIP trunk
in the group or list. This process repeats until Cisco Unified Communications Manager receives a successful
response or the operation fails.

After the BLF presence request to an external presentity is successful, the SIP trunk receives notification
messages based on status changes for the presentity and sends the status to the route list/group to notify the
watcher. When different watchers send BLF presence requests to the same presentity that is reached through
the route list/group and SIP trunk, Cisco Unified Communications Manager sends the cached status for the
presentity to the subscriber instead of creating another subscription.
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The presentity can terminate the subscription at any time due to time-out or other reasons. When the SIP trunk
receives a termination status, the termination status gets passed to the route list or group to notify the watcher.

See the SUBSCRIBE Calling Search Space, on page 26 chapter in the Cisco Unified Communications Manager
Administration Guide for more information about configuring route lists.

BLF Presence Groups
je

Tip The Default Inter-Presence Group Subscription service parameter for the Cisco CallManager service sets the
clusterwide permissions parameter for BLF presence groups to Allow Subscription or Disallow Subscription.
This enables administrators to set a system default and configure BLF presence group relationships by using
the default setting for the cluster. For information on configuring this service parameter, see the Configure
Presence Service Parameters and Enterprise Parameters, on page 28.

Cisco Unified Communications Manager allows you to configure BLF presence groups to control the
destinations that watchers can monitor. To configure a BLF presence group, create the group in Cisco Unified
Communications Manager Administration and assign one or more destinations and watchers to the same

group.

Note The system always allows BLF presence requests within the same BLF presence group.

You must also specify the relationships to other BLF presence groups by using one of the following permissions
from the drop-down list in the BLF Presence Group Configuration window:

* Use System Default - To use the Default Inter-Presence Group Subscription service parameter (Allow
Subscription or Disallow Subscription) setting for the permission setting, select the group(s) and configure
the Subscription Permission to Use System Default.

* Allow Subscription - To allow a watcher in this group to monitor members in another group, select the
group(s) and configure the Subscription Permission setting to Allow Subscription.

* Disallow Subscription - To block a watcher in this group from monitoring members in another group,
select the group(s) and configure the Subscription Permission setting to Disallow Subscription.

RS

Tip Whenever you add a new BLF presence group, Cisco Unified Communications Manager defines all group
relationships for the new group with the default cluster setting as the initial permission setting.To apply
different permissions, you configure new permissions between the new group and existing groups for each
permission that you want to change.

The permissions that are configured for a BLF presence group display in the BLF Presence Group Relationship
pane. Permissions that use the system default permission setting for the group-to-group relationship do not
display.
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Example: Configuring BLF Presence Group Permissions

Assume the clusterwide setting for Default Inter-Presence Group Subscription is set to Disallow Subscription.
You create two BLF presence groups: Group A (workers) and Group B (managers). If you want to allow
Group B members to monitor Group A members but to block group A members from monitoring Group B
members, you would configure Allow Subscription for Group B to Group A. (Because the system default is
Disallow Subscription, Group A already disallows subscriptions to Group B, unless you change the Default
Inter-Presence Group Subscription service setting.)

Cisco Unified Communications Manager automatically creates the Standard BLF Presence Group at installation,
which serves as the default group for BLF presence users. All BLF presence users (except application user)
initially get assigned to the Standard BLF Presence group. You cannot delete this group.

Note

Because not all application users use the SIP trunk or initiate BLF presence requests, the default setting for
application user specifies None. To assign an application user to the Standard BLF Presence Group,
administrators must configure this option.

For each BLF presence group that you create, you apply the BLF presence group to one or more of following
items in Cisco Unified Communications Manager Administration (see the following table).

Table 2: Applying BLF Presence Groups

Apply BLF Presence Groups to Presence Entity or Watcher Comments

Directory number Presence entity For phones that are running either
SIP or SCCP

Trunk Watcher and Presence Entity For external BLF presence servers

that send presence requests via SIP
trunk or a proxy server that is
connected on SIP trunk (serving as
watcher)

For outgoing BLF presence
requests to the SIP trunk (serving
as presence entity)

Phone Watcher For phones that are running either
SIP or SCCP
Application User Watcher For external applications that send

BLF presence requests via SIP
trunk or home on a proxy server
that is connected on SIP trunk (for
example Web Dial, [IPPM, Meeting
Place, conference servers, and
presence servers)

End User Watcher For user directories and call lists
and to configure extension mobility
settings.
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Apply BLF Presence Groups to Presence Entity or Watcher Comments

Note 1: A phone serves as a watcher; a line on a phone cannot serve as a watcher.

Note 2: You do not need to provision BLF presence groups for BLF/SpeedDials.

7 v

See the BLF Presence Authorization, on page 24, for additional requirements for BLF presence requests
through the SIP trunk.

The following examples describe how a phone or trunk obtains the destination status by using different BLF
presence groups and permissions.

A Phone Wants Status About a Directory Number That Is Assigned to BLF/SpeedDial

Phone A, which is colocated with Phone B, has directory number 1111 (Phone B) that is configured as a
BLF/SpeedDial button to monitor BLF presence status for Phone B. Phone A receives real-time status for
directory number 1111 and displays the status icon next to the BLF/SpeedDial button. The system does not
invoke BLF presence group authorization.

A Phone Wants Status About a Directory Number in a Call List

Phone A, which has the BLF presence group, User Group, that is configured for it, has directory number 1111
in the Missed Calls call list. Directory number 1111, which exists for Phone B, has the BLF presence group,
Executive Group, that is configured for it. The BLF Presence Group Configuration window indicates that the
relationship between the User Group and Executive Group is Disallow Subscription, as specified in the BLF
Presence Group Relationship pane. Phone A cannot receive real-time status for directory number 1111, and

Phone A does not display the real-status icon next to the Missed Call list entry.

A SIP Proxy Server That Is Connected to a SIP Trunk Wants Status About a Cisco Unified Communications
Manager Directory Number

The following example describes how a SIP trunk obtains the status of a directory number when different
BLF presence groups are configured for the SIP trunk and directory number. SIP proxy server D uses SIP
trunk C to contact Cisco Unified Communications Manager for the status of directory number 5555 because
directory number 5555 exists as a BLF/SpeedDial button on phone E that is running SIP, which connects to
the proxy server. The SIP trunk indicates that it has BLF presence group, Administrator Group, that is configured
for it, and directory number 5555 is assigned to the Engineering Group. The BLF Presence Group Configuration
window indicates that the relationship between the Administrator Group and Engineering Group is allowed,
as specified in the BLF Presence Group Relationship pane. Cisco Unified Communications Manager sends
the status of the directory number to the trunk, which passes the status to the SIP proxy server D. Phone E
that is running SIP receives real-time status for directory number 5555, and the phone displays the real-time
status icon next to the BLF/SpeedDial button.

BLF Presence Authorization
je

Tip  Use the information in this section with the “BLF presence with phones and trunks”, “BLF presence groups”,
and “SUBSCRIBE Calling Search Space” topics.
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To view the status of a presence entity, watchers send presence requests to Cisco Unified Communications
Manager. The system requires watchers to be authorized to initiate status requests for a presence entity by
using these mechanisms:

* The watcher BLF presence group must possess authorization to obtain the status for the presence entity
presence group, whether inside or outside of the cluster.

+ Unified CM must possess authorization to accept BLF presence requests from an external presence server
or application.

Note The authorization process remains independent of calling search space routing for BLF presence requests.

To initiate BLF presence group authorization, you must configure one or more BLF presence groups and
assign the appropriate permissions. Administrators configure permission settings for BLF presence groups,
which specify when a BLF presence group for a watcher can monitor the status of members in other groups.
To validate a BLF presence request, Unified CM performs a database lookup by using the permissions that
are assigned to the BLF presence groups that are configured.

If you choose not to use BLF presence group authorization, leave all presence users assigned to the default
BLF presence group and do not configure additional groups or permissions. You will still need to configure
authorization for a SIP trunk or application if you want to authorize Unified CM to accept incoming BLF
presence requests from an external presence server or application.

ERRS

When an administrator decides to add or change a BLF/SpeedDial button, the administrator ensures that the
watcher is authorized to monitor that destination.

Administrators configure the Unified CM system to accept BLF presence requests that come via the SIP trunk
by configuring parameters for the SIP trunk and application user.

To authorize the Unified CM system to accept incoming BLF presence requests from the SIP trunk, check
the Accept Presence Subscription check box in the SIP Trunk Security Profile Configuration window. (To
block incoming presence requests on a SIP trunk, uncheck the check box.) When SIP trunk BLF presence
requests are allowed, Unified CM accepts requests from the SIP user agent (SIP proxy server or external BLF
presence server) that connects to the trunk. Consider digest authentication as optional when Unified CM is
configured to accept BLF presence requests from a SIP trunk.

7 v

To use BLF presence group authorization with incoming presence requests on a SIP trunk, configure a presence
group for the trunk, such as External Presence Serv_Groupl, and configure the appropriate permissions to
other groups inside the cluster.

To authorize the Unified CM system to accept BLF presence requests from an external application that connects
on the SIP trunk, check the Enable Application Level Authorization check box in the SIP Trunk Security
Profile Configuration window and the Accept BLF Presence Subscription check box in the Applications User
Configuration window for the application. When you configure the Unified CM system to accept BLF presence
requests from an application user, Unified CM validates each presence request that is received on the SIP
trunk before accepting it.

Features and Services Guide for Cisco Unified Communications Manager, Release 10.0(1)
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Tip To use presence group authorization with incoming presence requests from a SIP trunk application, configure
a presence group for the application, such as Presence User, and configure the appropriate permissions to
other groups inside the cluster.

If you configure both levels of authorization for SIP trunk presence requests, the BLF presence group for the
SIP trunk gets used only when no BLF presence group is identified in the incoming request for the application.

Before application authorization can occur, Unified CM must first authenticate the external application by
using digest authentication. Enable Application Level Authorization cannot be checked unless Enable Digest
Authentication is checked.

Note The authorization could pass for the trunk but fail for the application. See the “BLF Presence group and
Presence authorization tips” topic for additional considerations when configuring presence authorization.

See the Cisco Unified Communications Manager Security Guide for more information about authentication
and authorization.

Related Topics
BLF Presence with Phones and Trunks, on page 20
BLF Presence Groups, on page 22
SUBSCRIBE Calling Search Space, on page 26
BLF Presence Group and Presence Authorization Tips, on page 34

SUBSCRIBE Calling Search Space

The SUBSCRIBE Calling Search Space determines how Cisco Unified Communications Manager routes
BLF presence requests that come from the trunk or the phone. The SUBSCRIBE calling search space, which
is associated with a watcher, specifies the list of partitions to search for routing information to a presence
entity for BLF presence requests.

To configure a calling search space specifically for this purpose, you configure a calling search space as you
do all calling search spaces (Call Routing > Class of Control > Calling Search Space). For information on
how to configure a calling search space, see the Cisco Unified Communications Manager Administration
Guide.

The SUBSCRIBE Calling Search space option allows you to apply a calling search space separate from the
call-processing Calling Search Space for BLF presence requests. If you do not select a different calling search
space for presence requests, the SUBSCRIBE Calling Search Space defaults to None.

You apply the SUBSCRIBE Calling Search Space to the SIP trunk, phone, or end user. The SUBSCRIBE
Calling Search Space that is associated with an end user gets used for extension mobility calls.
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BLF Presence with Extension Mobility
je

Tip  Use the information in this section in conjunction with the BLF Presence Groups, on page 22, the BLF
Presence Authorization, on page 24, and the SUBSCRIBE Calling Search Space, on page 26.

When you configure BLF/SpeedDial buttons in a user device profile in Cisco Unified Communications
Manager Administration, a phone that supports Cisco Extension Mobility can display BLF presence status
on the BLF/SpeedDial buttons after you log in to the device. The SUBSCRIBE calling search space and
presence group that are configured for the user apply.

When the extension mobility user logs out, a phone that supports Cisco Extension Mobility displays BLF
presence status on the BLF/SpeedDial buttons for the log-out profile that is configured. When a user device
profile is configured for the logout profile, the SUBSCRIBE calling search space and BLF presence group
that are configured for the user apply.

Tip  See the Cisco Unified Communications Manager Administration Guide for more information about configuring
device profiles.

System Requirements

The following system requirements exist for the Busy Lamp Field (BLF) Presence feature in Cisco Unified
Communications Manager:

* Cisco Unified Communications Manager 8.0(2) (or higher) on each server in the cluster

* To identify the Cisco Unified IP Phone models that support BLF Presence, generate the Unified CM
Phone Features List report in Cisco Unified Reporting. To generate the report, choose BLF Speed Dial,
BLF Speed Dial with URI, or BLF Presence Subscription.

Interactions and Restrictions

The following interactions and restrictions apply to the BLF presence feature:

* Cisco Unified Communications Manager Assistant does not support SIP presence.

* Cisco Unified Communications Manager supports an inbound BLF presence request to a directory number
that is associated with a hunt list.

* Cisco Unified Communications Manager rejects BLF presence requests to a directory number that is
associated with a hunt pilot.

* The BLF on call list feature is not supported on the Cisco Unified IP Phone 7940 and Cisco Unified IP
Phone 7960.

Features and Services Guide for Cisco Unified Communications Manager, Release 10.0(1)
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* Because the administrator ensures that the watcher is authorized to monitor the destination when
configuring a BLF/SpeedDial, BLF presence group authorization does not apply to BLF/SpeedDials.
For phones that are running SIP, BLF presence group authorization also does not apply to any directory
number or SIP URI that is configured as a BLF/Speed Dial that appears in a call list.

* For Cisco Unified IP Phones with multiple lines, the phone uses the cached information that is associated
with the line directory number for missed and placed calls to determine BLF presence authorization. If
this call information is not present, the phone uses the primary line as the subscriber for BLF presence
authorization. For BLF/SpeedDial buttons on Cisco Unified IP Phones with multiple lines, the phone
uses the first available line as the subscriber.

* When a user monitors a directory number that is configured for Cisco Unified IP Phones 7960, 7940,
7905, and 7912 that are running SIP, the system displays a status icon for ‘not on the phone’ on the
watcher device when the presentity is off hook (but not in a call connected state). These phones do not
detect an off hook status. For all other phone types, the system displays the status icon for ‘on the phone’
on the watcher device for an off-hook condition at the presentity.

* You can configure BLF in the BAT phone template.

The following restrictions apply to Presence BLF interaction with DNs on H.323 phones when the H.323
phone device serves as presentity:

* When the H.323 phone is in the RING IN state, the BLF status gets reported as Busy. (For phone
presentities of phones that are running either SCCP or SIP and that are in the RING IN state, the BLF
status gets reported as Idle.)

* When the H.323 phone is not connected to Cisco Unified Communications Manager for any reason, such
as the Ethernet cable is unplugged from the phone, the BLF status gets reported as Idle all the time. (For
presentities of phones that are running either SCCP or SIP and that are not connected to Cisco Unified
Communications Manager, the BLF status gets reported as Unknown.)

Presence Configuration

This section contains information to configure Presence.

P

Tip  Before you configure Presence, review the configuration summary task for this feature.

Related Topics
Configure BLF Presence, on page 17

Configure Presence Service Parameters and Enterprise Parameters

To configure presence enterprise parameters, for example, the BLF for Call List parameter, in Cisco Unified
Communications Manager Administration, choose System > Enterprise Parameters. For information on
the parameter, click the question mark that displays in the Enterprise Parameter Configuration window or
click the link for the parameter name.

To configure presence service parameters, for example, the Default Inter-Presence Group Subscription
parameter, perform the following procedure:
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Configure and Apply the SUBSCRIBE Calling Search Space .

The Default Inter-Presence Group Subscription parameter does not apply to BLF/SpeedDials.

Procedure

In Cisco Unified Communications Manager Administration, choose System > Service Parameters.
From the Server drop-down list box, choose the server where you want to configure the parameter.

From the Service drop-down list box, choose the Cisco CallManager (Active) service.

If the service does not display as active, ensure that the service is activated in Cisco Unified Serviceability.

Locate the clusterwide service parameters for the Presence feature.

Tip For information on the parameters, click the parameter name or click the question mark that displays
in the Service Parameter Configuration window.

Update the parameter values.
Click Save.

Configure and Apply the SUBSCRIBE Calling Search Space

Step 1

Step 2

Step 3
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All calling search spaces that you configure in Cisco Unified Communications Manager Administration
display in the SUBSCRIBE Calling Search Space drop-down list box in the Trunk Configuration or Phone
Configuration window.

The SUBSCRIBE Calling Search Space determines how Cisco Unified Communications Manager routes
presence requests that come from the trunk or the phone. If you do not select a different calling search space
for presence requests, the SUBSCRIBE Calling Search Space defaults to None.

To configure a calling search space specifically for this purpose, you configure a calling search space as you
do all calling search spaces (Call Routing > Class of Control > Calling Search Space). For information on
how to configure a calling search space, see the Cisco Unified Communications Manager Administration
Guide.

To apply a SUBSCRIBE Calling Search Space to the SIP trunk, phone, or end user, perform the following
procedure:

Procedure

Perform one of the following tasks:

a) Find a phone, as described in the Cisco Unified Communications Manager Administration Guide.

b) Find a SIP trunk, as described in the Cisco Unified Communications Manager Administration Guide.
¢) Find an end user, as described in the Cisco Unified Communications Manager Administration Guide.
After the configuration window displays, choose the calling search space from the SUBSCRIBE Calling
Search Space drop-down list box.

Click Save.
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Step 4 Click Reset.

Find BLF Presence Groups

The Find and List window for presence groups allows you to search for BLF presence groups, which are used
with the BLF presence feature for authorization. To find a BLF presence group, perform the following
procedure:

Procedure

Step 1 Choose System > BL F Presence Group.

The Find and List BLF Presence Groups window appears. Records from an active (prior) query may also
display in the window.

Step 2 To filter or search records

a) From the first drop-down list box, choose a search parameter.
b) From the second drop-down list box, choose a search pattern.
c) Specify the appropriate search text, if applicable.

Note To add additional search criteria, click the + button. When you add criteria, the system searches
for a record that matches all criteria that you specify. To remove criteria, click the — button to
remove the last added criterion or click the Clear Filter button to remove all added search
criteria.

Step 3 To find all records in the database, ensure the dialog box is empty, click Find.

All matching records appear. You can change the number of items that display on each page by choosing a
different value from the Rows per Page drop-down list box.

Note You can delete multiple records from the database by checking the check boxes next to the appropriate
record and clicking Delete Selected. You can delete all configurable records for this selection by
clicking Select All and then clicking Delete Selected.

Step 4 From the list of records that appear, click the link for the record that you want to view.

Note To reverse the sort order, click the up or down arrow, if available, in the list header.

The window displays the item that you choose.

Configure BLF Presence Groups

To add, update, or copy BLF presence groups, perform the following procedure:
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Step 3
Step 4

BLF Presence Group Configuration .

Procedure

In Cisco Unified Communications Manager Administration, choose System > BL F Presence Group.
Perform one of the following tasks:
a) To add a new BLF presence group, click the Add New button.

b) To copy an existing BLF presence group, locate the appropriate group as described in “Find BLF Presence
groups”, click the Copy button or Copy icon next to the presence group that you want to copy.

¢) To update an existing presence group, locate the appropriate group as described in “Find BLF Presence
groups”.

d) To rename a presence group, locate the group as described in “Find BLF Presence groups”, click the
Name link for group on the list, enter the new name when the window displays.

Enter the appropriate settings as described in “BLF Presence group configuration”.

Click Save.

What to do next

After you configure the BLF presence groups, apply the BLF presence group configuration to the phone that
is running either SIP or SCCP, SIP trunk, directory number, application user (for application users sending
presence requests over the SIP trunk), or end user in Cisco Unified Communications Manager Administration.
See the “Apply a BLF Presence group” topic.
Related Topics

Find BLF Presence Groups, on page 30

BLF Presence Group Configuration, on page 31

Apply a BLF Presence Group, on page 33

BLF Presence Group Configuration

| oL2m31-m

Presence authorization works with BLF presence groups. The following table describes the BLF presence
group configuration settings. Before you configure these settings, review the “BLF Presence and Presence
authorization tips” topic.

Table 3: BLF Presence Group Configuration Settings

Field Description

Name Enter the name of the BLF presence group that you
want to configure; for example, Executive Group.

Description Enter a description for the BLF presence group that
you are configuring.

Modify Relationship to Other Presence Groups Select one or more BLF presence groups to configure
the permission settings for the named group to the

selected group(s).
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Field Description

Subscription Permission For the selected BLF presence groups, choose one of
the following options from the drop-down list box:

* Use System Default - Set the permissions setting
to the Default Inter-Presence Group Subscription
clusterwide service parameter setting (Allow
Subscription or Disallow Subscription).

+ Allow Subscription - Allow members in the
named group to view the real-time status of
members in the selected group(s).

* Disallow Subscription - Block members in the
named group from viewing the real-time status
of members in the selected group(s).

The permissions that you configure display in the BLF
Presence Group relationship pane when you click
Save. All groups that use system default permission
setting do not display.

Related Topics
BLF Presence Group and Presence Authorization Tips, on page 34

Delete a BLF Presence Group

This section describes how to delete a BLF presence group from the Cisco Unified Communications Manager
database.

Before you begin

Before you can delete a BLF presence group from Cisco Unified Communications Manager Administration,
you must apply another group to the devices/user or delete all devices/users that use the BLF presence group.

To find out which devices/users use the BLF presence group, click the Name link for the BLF presence group
in the Find and List window; then, choose Dependency Records from the Related Links drop-down list box
when the BLF Presence Group Configuration window appears; click Go.

If the dependency records feature is not enabled for the system, enable dependency records in the System >
Enter prise Parameter s window. For more information about dependency records, see the Cisco Unified
Communications Manager System Guide.

Procedure

Step 1 Find the BLF presence group by using the procedure in the Find BLF Presence Groups, on page 30.

Step 2 To delete multiple BLF presence groups, check the check boxes next to the appropriate BLF presence group
in the Find and List window; then, click the Delete Selected icon or the Delete Selected button.

Step 3 To delete a single BLF presence group, perform one of the following tasks:

a) Inthe Find and List window, check the check box next to the appropriate BLF presence group; then, click
the Delete Selected icon or the Delete Selected button.
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Apply a BLF Presence Group .

b) In the Find and List window, click the Name link for the BLF presence group. After the specific BLF
Presence Group Configuration window appears, click the Delete icon or the Delete button.

When prompted to confirm the delete operation, click OK to delete or Cancel to cancel the delete operation.

Apply a BLF Presence Group

Step 1

Step 2

Step 3
Step 4
Step 5
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For information on configuring BLF presence groups in Cisco Unified Communications Manager
Administration, see the “BLF presence groups” topic. For information about configuring permission settings
for presence authorization, see the “BLF presence authorization” topic. The system always allows presence
requests between members in the same BLF presence group.

To apply a BLF presence group to the directory number, SIP trunk, phone that is running SIP, phone that is
running SCCP, application user (for application users that are sending presence requests over the SIP trunk),
or end user, perform the following procedure:

Procedure

Perform one of the following tasks:

a) Find a SIP trunk, as described in the Cisco Unified Communications Manager Administration Guide.

b) Find an application user, as described in the Cisco Unified Communications Manager Administration
Guide.

¢) Find an end user, as described in the Cisco Unified Communications Manager Administration Guide.

d) Find a phone that is running either SCCP or SIP, as described in the Cisco Unified Communications
Manager Administration Guide.

Tip After the Phone Configuration window appears, you can access the Directory Number
Configuration window by clicking the Line link in the Association Information pane. In the
Directory Number Configuration window, you specify the BLF presence group for the directory
number.

Tip When an administrator decides to add or change a BLF/SpeedDial button, the administrator
ensures that the watcher is authorized to monitor that destination.

After the configuration page appear, choose the group from the BLF Presence Group drop-down list box. See
the “BLF Presence group and Presence authorization tips” topic for provisioning tips.

Click Save.
For devices, you must click Reset.

Repeat the procedure for all items that are listed.

Related Topics
BLF Presence Groups, on page 22
BLF Presence Authorization, on page 24
BLF Presence Group and Presence Authorization Tips, on page 34
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BLF Presence Group and Presence Authorization Tips

Presence authorization works with BLF presence groups. This section lists tips to use when you set up BLF
presence groups for presence authorization.

* To allow a watcher to monitor a destination, make sure that the BLF presence group that is applied to
the watcher that is originating the request, including application users, has permission to monitor the
group that is applied to the BLF presence entity. End users for supported applications, for example, Cisco
Unified Communications Manager Assistant end users, also serve as watchers because the user requests
status about a BLF presence entity that is configured on the application.

To allow Cisco Unified Communications Manager to receive and route BLF presence requests from the
SIP trunk application, make sure that the Accept Presence Subscription check box is checked in the
Application User Configuration window to authorize incoming SUBSCRIBE requests. If no BLF presence
group is applied to the application user, Unified CM uses the BLF presence group that is applied to the
trunk.

If you check the Accept Presence Subscription check box for an application user, but do not check the
Accept Presence Subscription check box (in the SIP Trunk Security Profile Configuration window) that
is applied to the trunk, a 403 error message gets sent to the SIP user agent that is connected to the trunk.

If you check the Accept Presence Subscription check box for an application user, but do not check the
Enable Application Level Authorization check box (in the SIP Trunk Security Profile Configuration
window) that is applied to the trunk, a 403 error message gets sent to the SIP user agent that is connected
to the trunk.

If digest authentication is not configured for the SIP trunk, you can configure the trunk to accept incoming
subscriptions, but application-level authorization cannot be initiated, and Unified CM will accept all
incoming requests before performing group authorization.

If the SIP trunk uses digest authentication, as configured in the SIP Trunk Security Profile Configuration
window, incoming BLF presence requests require authentication of the credentials from the sending
device. When digest authentication is used with application-level authorization, Unified CM also
authenticates the credentials of the application that is sending the BLF presence requests.

After authorization and authentication is successful for a SIP trunk application, Unified CM performs
group authorization to verify the group permissions that are associated with the SUBSCRIBE request
before accepting the request.

When an administrator decides to add or change a BLF/SpeedDial button for a SIP URI, the administrator
ensures that the watcher is authorized to monitor that destination. If the system uses a SIP trunk to reach
a SIP URI BLF target, the BLF presence group associated with the SIP trunk applies.

* When configuring a SIP URI as BLF/SpeedDial button, make sure the routing patterns are appropriately
configured. See the Cisco Unified Communications Manager Administration Guide for more information.

Configure a Customized Phone Button Template for BLF/SpeedDial Buttons

Administrators can configure BLF/SpeedDial buttons for a phone, or user device profile. The Add a new BLF
SD link does not display in the Association Information pane unless you configure a customized phone button
template for BLF/SpeedDial buttons and apply the template to the phone or user device profile. After you
apply the template to the phone or device profile (and save the phone or device profile configuration), the
Add a new BLF SD link displays in the Association Information pane.
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Configure BLF/SpeedDial Buttons .

If the template does not support BLF/SpeedDials, the Add a new BLF SD link displays in the Unassigned
Associated Items pane.

To configure a customized phone button template for BLF/SpeedDial buttons, perform the following procedure:

Procedure

Find the phone button template for the device, as described in the Cisco Unified Communications Manager
Administration Guide.

After the Find/List window displays, click the Copy button or Copy icon for the phone button template.
In the Button Template Name field, enter a new name for the template; for example, BLF SIP 7970.
Click Save.

After the Phone Button Template Configuration window displays, choose Speed Dial BLF from the Feature
drop-down list box(es); that is, if you want the line to be configured as a BLF/SpeedDial button.
Click Save.

If you are updating an existing customized phone button template that you already applied to phones, click
Reset.

Configure BLF/SpeedDial Buttons

Step 1
Step 2

Step 3

Step 4

Step 5
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To configure BLF/SpeedDial buttons, perform the following procedure:

Procedure

To configure the BLF/SpeedDial button in the Phone Configuration window, find a phone, as described in
the Cisco Unified Communications Manager Administration Guide.

To configure the BLF/SpeedDial button for user device profiles, find the user device profile as described in
theCisco Unified Communications Manager Administration Guide.

After the configuration window displays, click the Add a New BLF SD link in the Association Information
pane.

Tip The link does not display in the Association Information pane if the phone button template that you
applied to the phone or device profile does not support BLF/SpeedDials. The link displays in the
Unassigned Associated Items pane if the phone button template does not support BLF/SpeedDials.

Configure the settings, as described in BLF/SpeedDial Configuration, on page 36. Administrators must ensure
that the watcher is authorized to monitor a destination that is configured as a BLF/SpeedDial button.

After you complete the configuration, click Save and close the window.

The destination(s) and/or directory number(s) display in the pane.
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BLF/SpeedDial Configuration

With the presence feature, a watcher can monitor the status of the presence entity (also called presentity).
When you configure BLF/SpeedDial buttons, the presence entity displays as a speed dial on the device of the
watcher.

The following table describes the settings that you configure for BLF/SpeedDial buttons.

Table 4: BLF/SpeedDial Button Configuration Settings

Field Description

Destination Perform one of the following tasks to configure a SIP URI or a directory number
as a BLF/SpeedDial button:

* Only for phones that are running SIP, enter the SIP URI.

For phones that are running SCCP, you cannot configure SIP URI as
BLF/SpeedDial buttons.

* For phones that are running either SCCP or SIP, enter a directory number
in this field or go to the Directory Number drop-down list box.

If you want to configure non-Unified Communications Manager directory
numbers as BLF/SpeedDial buttons, enter the directory number in this field.

For this field, enter only numerals, asterisks (*), and pound signs (#).

If you configure the Destination field, do not choose an option from the Directory
Number drop-down list box. If you choose an option from the Directory Number
drop-down list box after you configure the Destination, Unified Communications
Manager deletes the Destination configuration.

Directory Number The Directory Number drop-down list box displays a list of directory numbers
that exist in the Unified Communications Manager database. Configure this
setting only if you did not configure the Destination field.

For phones that are running either SCCP or SIP, choose the number (and
corresponding partition, if it displays) that you want the system to dial when the
user presses the speed-dial button; for example, 6002-Partition 3. Directory
numbers that display without specific partitions belong to the default partition.

Label Enter the text that you want to display for the BLF/SpeedDial button.

This field supports internationalization. If your phone does not support
internationalization, the system uses the text that displays in the Label ASCII
field.
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BLF/SpeedDial Configuration .

Field

Description

Label ASCII

Enter the text that you want to display for the speed-dial button.

The ASCII label represents the noninternationalized version of the text that you
enter in the Label field. If the phone does not support internationalization, the
system uses the text that displays in this field.

Tip If you enter text in the Label ASCII field that differs from the text in
the Label field, Cisco Unified Communications Manager
Administration accepts the configuration for both fields, even though
the text differs.
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CHAPTER 3

Call Back

This chapter provides information about the Call Back feature.

* Configure Call Back, on page 39

* Call Back Feature, on page 40

* Call Back Examples, on page 41

* Suspend/Resume Feature, on page 43

* System Requirements for Call Back, on page 44
* Interactions and Restrictions, on page 44

* Install and Activate Call Back, on page 46

* Call Back Softkey Configuration, on page 47

* Configure Call Back Button, on page 49

* Provide Call Back Information to Users, on page 50
* Troubleshooting Call Back, on page 51

Configure Call Back

Step 1

Step 2

| oL2m31-m

The Call Back feature allows you to receive call-back notification on your Cisco Unified IP Phone when a
called party line becomes available. You can activate call back for a destination phone that is within the same
Cisco Unified Communications Manager cluster as your phone or on a remote PINX over QSIG trunks or
QSIG-enabled intercluster trunks.

To receive call-back notification, a user presses the CallBack softkey or feature button while receiving a busy
or ringback tone. A user can also activate call back during reorder tone, which is triggered when the no answer
timer expires.

Perform the following steps to configure the Call Back feature.

Procedure

If phone users want the softkeys and messages to display in a language other than English, or if you want the
user to receive country-specific tones for calls, verify that you installed the locale installer.

For more information, see the Cisco Unified Communications Operating System Administration Guide

In Cisco Unified Communications Manager Administration, create a copy of the Standard User softkey
template and add the CallBack softkey to the following states:
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* On Hook call state
* Ring Out call state
» Connected Transfer call state

If the phone supports Call Back as a feature button, create a copy of the applicable phone button template and
add the CallBack feature button.

Step 3 In Cisco Unified Communications Manager Administration, add the new softkey template to the Common
Device Configuration.
Step 4 In the Phone Configuration window, perform one of the following tasks:

a) Choose the common device configuration that contains the new softkey or phone button template.
b) Choose the new softkey template from the Softkey Template drop-down list box, or choose the new phone
button template from the Phone Button Template drop-down list box.

Step 5 In the Phone Configuration window, verify that the correct user locale is configured for the Cisco Unified IP
Phone(s).

For more information, see topics related to changing an end user password, as well as configuring Speed-Dial
Buttons and abbreviated dialing in the Cisco Unified Communications Manager Administration Guide. Also
see the Cisco Unified Communications Operating System Administration Guide

Step 6 If you do not want to use the default settings, configure the Call Back service parameters.

Step 7 Verify that the Cisco CallManager service is activated in Cisco Unified Serviceability.
For more information, see the Cisco Unified Serviceability Administration Guide

Related Topics
Add Softkey Template, on page 48
Call Back, on page 39
Call Back Feature, on page 40
Configure Softkey Template, on page 48
Create a Softkey Template, on page 47
Set Call Back Service Parameters, on page 50

Call Back Feature

The Call Back feature allows you to receive call-back notification on your Cisco Unified IP Phone when a
called party line becomes available. You can activate call back for a destination phone that is within the same
Cisco Unified Communications Manager cluster as your phone or on a remote PINX over QSIG trunks or
QSIG-enabled intercluster trunks.

To receive call-back notification, a user presses the CallBack softkey or feature button while receiving a busy
or ringback tone. A user can also activate call back during reorder tone, which is triggered when the no answer
timer expires.

The following sections provide information about the Call Back feature:

* Call Back Examples, on page 41
* System Requirements for Call Back, on page 44

* Interactions and Restrictions, on page 44
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* Install and Activate Call Back, on page 46

Call Back Examples

| oL2m31-m

\}

The following examples describe how Call Back works after an unavailable phone becomes available.

Note

The calling phone only supports one active call back request. The called phone can support multiple call back
requests.

Call Back only supports spaces and digits 0 through 9 for the name or number of the calling or called party.
To work with Call Back, the name or number of the calling or called party cannot contain # or * (pound sign
or asterisk).

Note

If the originating side (User A) gets reset after Call Back has been activated, then Call Back gets automatically
cancelled. User A does not receive an audio alert, and the Callback notification screen does not display. If the
terminating side (User B) gets reset, Call Back does not get cancelled. User A will receive an audio alert, and
the Callback notification screen displays after User B becomes available.

Example: User A Calls User B, Who Is Not Available

User A calls User B, who exists either in the same Cisco Unified Communications Manager cluster as User
A or in a different cluster.

Because User B is busy or does not reply, User A activates the Call Back feature by using the CallBack softkey.
The following call back activation message displays on the phone of User A:

CallBack is activated on <DN of User B>Press Cancel to deactivate
Press Exit to quit this screen

User A presses the Exit softkey.

After User B becomes available (phone becomes on hook after busy or completes an off-hook and on-hook
cycle from idle), User A receives an audio alert, and the following message displays on the phone of User A:

<DN of User B> has become availableTime HH:MM MM/DD/YYYY
Press Dial to call

Press Cancel to deactivate

Press Exit to quit this screen

User A presses the Exit softkey and then goes off hook and dials the DN of User B. User B answers the call.
Users A and B go on hook.

When User A presses the CallBack softkey, the following message displays on the phone of User A:

<DN of User B> has become availableTime HH:MM MM/DD/YYYY

Press Dial to call

Press Cancel to deactivate
Press Exit to quit this screen
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Note Manually dialing a DN that has been activated with Call Back notification does not affect the Call Back status.

Example: User A Activates the Call Back Feature for User B but Is Busy When User B Becomes Available

User A calls User B. User B does not answer. User A activates the Call Back feature by using the CallBack
softkey. The following call back activation message displays on the phone of User A:

CallBack is activated on <DN of User B>Press Cancel to deactivate
Press Exit to quit this screen

User A presses the Exit softkey.

User C then calls User A, and users A and C go on hook in an active call. User B becomes available (phone
becomes on hook after busy or completes an off-hook and on-hook cycle from idle) while User A is still on
an active call. User A receives an audio alert, and the following message displays on the phone of User A:

<DN of User B> has become availableTime HH:MM MM/DD/YYYY
Press Dial to call

Press Cancel to deactivate

Press Exit to quit this screen

User A can interrupt the active call to contact User B in either of two ways:

* Select Dial from the notification screen. The active call automatically gets put on hold while User A calls
User B.

* Press the Exit softkey to exit the notification screen and then park (or otherwise handle) the active call.
After the active call is handled, User A can press the CallBack softkey and select Dial to call User B).

Example: User A Calls User B, Who Configured Call Forward No Answer (CFNA) to User C Before Call-Back
Activation Occurs

The following scenario applies to Call Forward No Answer.

The call from User A gets forwarded to User C because Call Forward No Answer is configured for User B.
User A uses call back to contact User C if User C is not busy; if User C is busy, User A contacts User B.

When User B or User C becomes available (on hook), User A receives an audio alert, and a message displays
on User A phone that states that the user is available.

Example: User A Calls User B, Who Configures Call Ferwarding to User C After User A Activates Call Back
The following scenarios support Call Forward All, Call Forward Busy, and Call Forward No Answer.

* User A calls User B, who exists in the same Cisco Unified Communications Manager cluster as User A.
User A activates call back because User B is not available. Before User B becomes available to User A,
User B sets up call forwarding to User C. User A may call back User B or User C, depending on the
call-forwarding settings for User B.

* User A calls User B, who exists in a different cluster. The call connects by using a QSIG trunk. User A
activates call back because User B is not available. Before User B becomes available to User A, User B
sets up call-forwarding to User C. One of the following events occurs:
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Suspend/Resume Feature .

« If the Callback Recall Timer (T3) has not expired, User A always calls back User B.

* After the Callback Recall Timer (T3) expires, User A may call back User B or User C, depending
on the call-forwarding settings of User B.

The timer starts when the system notifies User A that User B is available. If User A does not complete the
call back call during the allotted time, the system cancels call back. On the phone of User A, a message states
that User B is available, even after the call back cancellation. User A can dial User B.

Example: User A and User C Call User B at the Same Time

User A and User C call User B at the same time, and User A and User C activate call back because User B is
unavailable. A call-back activation message displays on the phones of User A and User C.

When User B becomes available, both User A and User C receive an audio alert, and a message displays on
both phones that states that User B is available. The User, that is, User A or User C, that presses the Dial
softkey first connects to User B.

Suspend/Resume Feature

| oL2m31-m

Call Back provides the ability of the system to suspend the call completion service if the user, who originated
Call Back, is currently busy and receives call-back notification when the called party becomes available.
When the originating user then becomes available, the call completion service resumes for that user.

After the originating user (User A) activates the Call Back feature, and then becomes busy when the called
party (User B) becomes available, the originating PINX sends out a Suspend Callback APDU message that
indicates to the peer to suspend monitoring of User B until User A becomes available again. When User A

becomes available, the originating PINX sends the Resume APDU message for the terminating side to start
monitoring User B again.

Note

Call Back supports the originating Suspend/Resume call-back notification for both intracluster and intercluster
QSIG trunks or QSIG-enabled intercluster trunks.

The following example describes how the Suspend/Resume feature works:

Example: User A Is Busy When User B Becomes Available

User A calls User B, who exists either in the same Cisco Unified Communications Manager cluster as User
A or in a different cluster. Because User B is busy or does not reply, User A activates the Call Back feature
by using the CallBack softkey. The following call back activation message displays on the phone of User A:

CallBack is activated on <DN of User B>Press Cancel to deactivate
Press Exit to quit this screen

User A presses the Exit softkey.
User A has a busy trigger set to 1.
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User A becomes busy. User B then becomes available.
User A does not receive an audio alert and does not receive a call-back notification screen on the display.
The originating side (User A) sends a Suspend Callback APDU message to the terminating side (User B).

User A becomes available. The originating side sends a Resume Callback APDU message to the terminating
side. This causes monitoring of User B to resume.

When User B becomes available, User A receives an audio alert, and a Callback notification screen displays.

System Requirements for Call Back

Call Back requires the following software components:

* Cisco Unified Communications Manager 5.0 or later

* Cisco CallManager service that is running on at least one server in the cluster

* Cisco Database Layer Monitor service that is running on the same server as the Cisco CallManager
service

* Cisco RIS Data Collector service that is running on the same server as the Cisco CallManager service

* Cisco Unified Communications Manager Locale Installer, that is, if you want to use non-English phone
locales or country-specific tones

* Microsoft Internet Explorer 7 or Microsoft Internet Explorer 8 or Firefox 3.x or Safari 4.x

Interactions and Restrictions
Y

Note If users want the CallBack softkeys, feature buttons, and messages on the phone to display in any language
other than English, or if you want the user to receive country-specific tones for calls, install the locale installer,
as described in the Cisco Unified Communications Operating System Administration Guide.

Table 5: Cisco Unified IP Phone That Use Call Back Softkeys and Buttons

Cisco Unified IP Phone Model CallBack Softkey Call Back Button

Cisco Unified IP Phone 6900 Series | X X
(except 6901 and 6911)

Cisco Unified IP Phone 7900 Series

Cisco Unified IP Phone 9900 Series

X

Cisco Unified IP Phone 8900 Series | X X
X
X

Cisco IP Communicator
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Tip

P

Call Back Notification with Phones Running SIP .

You can use the Call Back feature with some Cisco-provided applications, such as Cisco Unified
Communications Manager Assistant.

You can call the following devices and can have call back activated on them:

* Cisco Unified IP Phones 6900, 7900, 8900, and 9900 Series (except 6901 and 6911)
* Cisco VGC Phone (uses the Cisco VG248 Gateway)
* Cisco Analog Telephone Adapter (ATA) 186 and 188

* Cisco Unified Communications Manager Release 8.0 and earlier supported Call Back only on busy
subscriber for Cisco VG224 endpoints. Cisco Unified Communications Manager Release 8.5 and later
supports Call Back on no answer for Cisco VG224 endpoints.

* CTI route point forwarding calls to preceding phones

When a Cisco Extension Mobility user logs in or logs out, any active call completion that is associated with
call back automatically gets canceled. If a called phone is removed from the system after call back is activated
on the phone, the caller receives reorder tone after pressing the Dial softkey. The user may cancel or reactivate
call back.

Tip  If you forward all calls to voice-messaging system, you cannot activate call back.
)
Note Call Back is not supported over SIP trunks; however, Call Back is supported over QSIG-enabled SIP trunks.

To find more information about Cisco Unified IP Phones and the Call Back feature, see the user documentation
for your phone model.

Call Back Notification with Phones Running SIP

The way that call back notification works on the Cisco Unified IP Phones 7960 and 7940 that are running SIP
differs from the phones that are running SCCP. The Cisco Unified IP Phones 7960 and 7940 that run SIP do
not support call-back notification for on-hook/off-hook states. The only way that Cisco Unified Communications
Manager would know when a line on a SIP 7960 or 7940 phone becomes available is by monitoring an
incoming SIP INVITE message that Cisco Unified Communications Manager receives from the phone. After
the phone sends SIP INVITE to Cisco Unified Communications Manager and the phone goes on hook, Cisco
Unified Communications Manager can send an audio and call back notification screen to the Cisco Unified
IP Phone 7960 and 7940 (SIP) user.

Interactions with Call Forward IDivert and Voice-Messaging Features

| oL2m31-m

The following call states describe the expected behaviors, for the calling party, that occur when Unified
Communications Manager Call Back interacts with the Call Forward, iDivert, and voice-messaging system
features.
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Note The Cisco Unified IP Phones 6900, 8900, and 9900 use the Divert feature and softkey, which behaves the
same as Immediate Divert (iDivert).

N

Note The iDivert feature does not work if it has been initiated via CTI and the redirect signal must traverse a QSIG
link.

When a called party (Phone B) either forwards an incoming call by using Forward All, Forward Busy, or
Forward No Answer; or diverts a call by using iDivert; to a voice-messaging system, the calling party (Phone
A) can enter one of the following states with respect to the call back feature:

* VM-Connected state: The call gets connected to voice-messaging system. The CallBack softkey remains
inactive on the calling party (Phone A) phone.

* Ring-Out state with the original called party: The voice-mail profile of the called party does not have a
voice-mail pilot. The called party (Phone B) will see “Key Is Not Active” after pressing the iDivert
softkey. The calling party (Phone A) should be able to activate call back against the original called party
(Phone B).

* Ring-Out state with voice-messaging system feature and voice-mail pilot number as the new called party:
The call encounters either voice-messaging system failure or network failure. The called party (Phone
B) will see “Temp Failure” after pressing iDivert softkey. The calling party (Phone A) cannot activate
call back against the original called party (Phone B) because the call context has the voice mail pilot
number as the “new” called party.

* Ring-Out state with busy voice-mail port and voice-mail pilot number as the new called party: The call
encounters busy voice-mail port. The called party (Phone B) will see “Busy” after pressing iDivert
softkey. The calling party (Phone A) cannot activate call back against the original called party (Phone
B) because the call context has the voice mail pilot number as the “new” called party.

For more information, see the following sections:

* See topics related to phone features in the isco Unified Communications Manager System Guide.

» Immediate Divert, on page 663

Call Back with Call Forward All Over QSIG ICT and Nortel ECMA PBX

Call Back does not interoperate with Call Forward All when there is a transit node and a Nortel Meridian
Option 11C Release 4.0 PBX configured in ECMA mode in the call flow.

Install and Activate Call Back

Call Back automatically installs when you install Cisco Unified Communications Manager. After you install
Cisco Unified Communications Manager, you must configure Call Back in Cisco Unified Communications
Manager Administration, so phone users can use the Call Back feature.
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Call Back Softkey Configuration .

The Call Back feature relies on the Cisco CallManager services, so make sure that you activate the Cisco
CallManager service in Cisco Unified Serviceability.

Call Back Softkey Configuration

This section provides detailed configuration information for Call Back. You can create and configure Softkey
templates, add a Softkey template to the phone user, and set Call Back service parameters.

Before you configure the Call Back feature, review the configuration summary task for this feature.

Related Topics
Configure Call Back, on page 39

Create a Softkey Template

Step 1

Step 2
Step 3

Step 4

Step 5

Step 6

Step 7

Step 8
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Perform the following procedure to create a new softkey template with the CallBack softkey.

Procedure

From Cisco Unified Communications Manager Administration, choose Device > Device Settings > Softkey
Template.

The Softkey Template Configuration window displays.
From the Find and List Softkey Template window, choose the Standard User softkey template.
Click the Copy icon.

The Softkey Template Configuration window displays with new information.

In the Softkey Template Name field, enter a new name for the template; for example, Standard User for Call
Back.

Click the Save button.

The Softkey Template Configuration redisplays with new information.

To add the CallBack softkey to the template, choose Configure Softkey L ayout from the Related Links
drop-down list box in the upper, right corner and click Go.

The Softkey Layout Configuration window displays. You must add the CallBack softkey to the On Hook,
Ring Out, and Connected Transfer call states.

To add the CallBack softkey to the On Hook call state, choose On Hook from the Select a Call State to
Configure drop-down list box.

The Softkey Layout Configuration window redisplays with the Unselected Softkeys and Selected Softkeys
lists.

From the Unselected Softkeys list, choose the CallBack softkey and click the right arrow to move the softkey
to the Selected Softkeys list.
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Step 9 To save and continue, click the Save button.

Step 10 To add the CallBack softkey to the Ring Out call state, choose Ring Out from the Select a Call State to
Configure drop-down list box.

The Softkey Layout Configuration window redisplays with the Unselected Softkeys and Selected Softkeys

lists.

Step 11 From the Unselected Softkeys list, choose the CallBack softkey and click the right arrow to move the softkey
to the Selected Softkeys list.

Step 12 To save and continue, click the Save button.

Step 13 To add the CallBack softkey to the Connected Transfer call state, choose Connected Transfer from the Select
a Call State to Configure drop-down list box.

Step 14 The Softkey Layout Configuration window redisplays with the Unselected Softkeys and Selected Softkeys
lists.

Step 15 From the Unselected Softkeys list, choose the CallBack softkey and click the right arrow to move the softkey

to the Selected Softkeys list.
Step 16 Click the Save button.

Configure Softkey Template

Perform the following procedure to add the CallBack softkey template to the common device configuration.
You create customized common device configurations for Call Back feature users.

Procedure

Step 1 From Cisco Unified Communications Manager Administration, choose Device> Device Settings> Common
Device Configuration.

The Find and List Common Device Configuration window displays.

Step 2 Choose any previously created common device configuration that is in the Common Device Configuration
list.

Step 3 In the Softkey Template field, choose the softkey template that contains the CallBack softkey from the
drop-down list box. (If you have not created this template, see the Create a Softkey Template, on page 47.)

Step 4 Click the Save button.

Add Softkey Template

Perform the following procedure to add the CallBack softkey template to each user phone.

Procedure

Step 1 From Cisco Unified Communications Manager Administration, choose Device > Phone.
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Step 2

Step 3

Step 4

Configure Call Back Button .

The Find and List Phones window displays.

Find the phone to which you want to add the softkey template. See topics related to Cisco Unified IP Phone
configuration in the Cisco Unified Communications Manager Administration Guide.

Perform one of the following tasks:

a) From the Common Device Configuration drop-down list box, choose the common device configuration
that contains the new softkey template.

b) In the Softkey Template drop-down list box, choose the new softkey template that contains the CallBack
softkey.

Click the Save button.

A dialog box displays with a message to press Reset to update the phone settings.

Configure Call Back Button

P

Tip

This section provides detailed information to configure a Call Back button template.

Before you configure the Call Back feature, review the task to configure Call Back.

Related Topics
Configure Call Back, on page 39

Create a Phone Button Template

Step 1

Step 2

Step 3

Step 4

Step 5
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Perform the following procedure to create a new phone button template with the CallBack feature button.

Procedure

From Cisco Unified Communications Manager Administration, choose Device > Device Settings > Phone
Button Template.

The Phone Button Template Configuration window displays.

From the Find and List Phone Button Template window, choose the phone button template for the IP phone
that needs the Call Back feature button; for example, Standard 6961 SCCP.

Click the Copy icon.

The Phone Button Template Configuration window displays with new information.

In the Phone Button Template Name field, enter a new name for the template; for example, Standard 6961
SCCP for Call Back.

Click the Save button.

The Phone Button Template Configuration redisplays with new information.
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Step 6 To add the CallBack feature button to the template, choose any line button drop-down list box and choose
CallBack.

Step 7 Click the Save button.

Add Phone Button Template

Perform the following procedure to add the CallBack phone button template to each user phone.

Procedure

Step 1 From Cisco Unified Communications Manager Administration, choose Device > Phone.

The Find and List Phones window displays.

Step 2 Find the phone to which you want to add the phone button template. See topics related to Cisco Unified IP
Phone configuration in the Cisco Unified Communications Manager Administration Guide.

Step 3 In the Phone Button Template drop-down list box, choose the new phone button template that contains the
CallBack feature button.

Step 4 Click the Save button.

A dialog box displays with a message to press Reset to update the phone settings.

Set Call Back Service Parameters

You configure Call Back service parameters by accessing System > Service Parametersin Cisco Unified
Communications Manager Administration; choose the server where the Cisco CallManager service runs and
then choose the Cisco CallManager service.

Unless instructed otherwise by the Cisco Technical Assistance Center, Cisco recommends that you use the
default service parameters settings. Call Back includes service parameters such as Callback Enabled Flag,
Callback Audio Notification File Name, Connection Proposal Type, Connection Response Type, Call Back
Request Protection T1 Timer, Callback Recall T3 Timer, Callback Calling Search Space, No Path Preservation,
and Set Private Numbering Plan for Callback. For information on these parameters, click the question mark
button that displays in the upper corner of the Service Parameter Configuration window.

Provide Call Back Information to Users

The Cisco Unified IP Phone user guides that are available on the web provide procedures for how to use the
Call Back feature on the Cisco Unified IP Phone. Use these guides in conjunction with the question mark
button help provided on the Cisco Unified IP Phone 7900 Series.
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Troubleshooting Call Back

Use the Cisco Unified Serviceability Trace Configuration and Real Time Monitoring Tool to help troubleshoot
call back problems. See the Cisco Unified Serviceability Administration Guide and the Cisco Unified Real
Time Monitoring Tool Administration Guide.
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CHAPTER 4

Call Control Discovery

This chapter provides information about the call control discovery feature. This feature leverages the Service
Advertisement Framework (SAF) network service, a proprietary Cisco service, to facilitate dynamic provisioning
of inter-call agent information. By adopting the SAF network service, the call control discovery feature allows
Cisco Unified Communications Manager to advertise itself along with other key attributes, such as directory
number patterns that are configured in Cisco Unified Communications Manager Administration, so other call
control entities that also use SAF network can use the advertised information to dynamically configure and
adapt their routing behaviors; likewise, all entities that use SAF advertise the directory number patterns that
they own along with other key information, so other remote call-control entities can learn the information and
adapt the routing behavior of the call.

* Configure Call Control Discovery, on page 53

* Call Control Discovery Feature, on page 56

* System Requirements for Call Control Discovery, on page 67
* Interactions and Restrictions, on page 67

» Install and Activate Call Control Discovery, on page 69

* Provide Information to Users, on page 101

* Troubleshooting Call Control Discovery, on page 101

Configure Call Control Discovery

Step 1

| oL2m31-m

The call control discovery feature leverages the Service Advertisement Framework (SAF) network service,
a proprietary Cisco service, to facilitate dynamic provisioning of inter-call agent information. By adopting
the SAF network service, the call control discovery feature allows Cisco Unified Communications Manager
to advertise itself along with other key attributes, such as directory number patterns that are configured in
Cisco Unified Communications Manager Administration, so other call control entities that also use SAF
network can use the advertised information to dynamically configure and adapt their routing behaviors;
likewise, all entities that use SAF advertise the directory number patterns that they own along with other key
information, so other remote call-control entities can learn the information and adapt the routing behavior of
the call. The following procedure configures the call control discovery feature in your network.

Procedure

If you have not already done so, configure the Cisco IOS router as the SAF forwarder.
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See the documentation that supports your Cisco IOS router; for example, see the Cisco I0S Service
Advertisement Framework Configuration Guide or the Cisco IOS Service Advertisement Framework Command
Reference. Cisco Feature Navigator allows you to determine which Cisco 10S and Catalyst OS software
images support a specific software release, feature set, or platform. To access Cisco Feature Navigator, go to
http://www.cisco.com/go/cfn.

Step 2 Configure the SAF security profile for the SAF forwarder (Advanced Features> SAF > SAF Security
Prcfile).

You can configure more than one SAF security profile in Cisco Unified Communications Manager
Administration. A SAF forwarder, which is a Cisco 10S router that you configured for SAF, handles the
publishing requests for the local Cisco Unified Communications Manager cluster and the service advertisements
from remote call-control entities.

Step 3 Configure the SAF forwarders in Cisco Unified Communications Manager Administration (Advanced
Features> SAF > SAF Forwarder).

Cisco recommends that you configure a primary and backup SAF forwarder for failover support.

Step 4 Configure SAF-enabled SIP and/or H.323 intercluster (non-gatekeeper controlled) trunks (Device > Trunk).

The local Cisco Unified Communications Manager cluster uses SAF-enabled trunks that are assigned to the
CCD requesting service to route outbound calls to remote call-control entities that use the SAF network. The
Cisco Unified Communications Manager cluster advertises the SAF-enabled trunks that are assigned to the
CCD advertising service along with the range of hosted DNs; therefore, when a user from a remote call-control
entity makes an inbound call to a learned pattern on this Cisco Unified Communications Manager, this Cisco
Unified Communications Manager receives the inbound call from this SAF-enabled trunk and routes the call
to the correct DN.

Step 5 Configure the Hosted DN groups. Cisco recommends that you group the hosted DN patterns by location; for
example, hosted DN patterns that represent different zip codes for a city may get grouped together. (Call
Routing > Call Control Discovery > Hosted DN Group).

Hosted DN groups are a collection of hosted DN patterns that you group together in Cisco Unified
Communications Manager Administration. You assign a hosted DN group to a CCD advertising service in
Cisco Unified Communications Manager Administration, and the CCD advertising service publishes all the
hosted DN patterns that are a part of the hosted DN group. You can only assign one Hosted DN group to one
call control discovery advertising service.

Step 6 Configure the Hosted DN patterns. (Call Routing > Call Control Discovery > Hosted DN Pattern).

Hosted directory number (DN) patterns are patterns that represent directory numbers that belong to a call-control
entity; for example, hosted DN patterns that you configure in Cisco Unified Communications Manager
Administration are a range of directory numbers that belong to the local Cisco Unified Communications
Manager cluster that you want to advertise to remote call-control entities. The CCD advertising service
publishes the hosted DN patterns to the active SAF forwarder.

Step 7 To publish the hosted DN for the local Cisco Unified Communications Manager cluster, configure the Call
Control Discovery Advertising service. (Call Routing > Call Control Discovery > Advertising Service).

You can configure as many CCD advertising services as you want. The call control discovery advertising
service, which resides in Cisco Unified Communications Manager, allows the local Cisco Unified
Communications Manager cluster to advertise its hosted DNs and the PSTN failover configuration to the
remote call-control entities that use the SAF network.
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Configure a partition that is used specifically for call control discovery. (Call Routing > Call Control
Discovery > Partition).

This route partition gets used exclusively by the CCD requesting service to ensure that all learned patterns
get placed in digit analysis under the route partition. You assign the partition to the CCD Requesting Service
in Cisco Unified Communications Manager Administration.

Tip The partition that you assign to the CCD requesting service must belong to a calling search space
that the devices can use for calling the learned patterns, so assign the partition to the calling search
space that you want the devices to use. If you do not assign a calling search space that contains the
partition to the device, the device cannot call the learned patterns.

To ensure that the local Cisco Unified Communications Manager cluster can listen for advertisements from
the SAF network, configure one call control discovery requesting service. (Call Routing > Call Control
Discovery > Requesting Service).

You can only configure one CCD requesting service. The call control discovery requesting service, which
resides in the local Cisco Unified Communications Manager, allows the local Cisco Unified Communications
Manager to listen for hosted DN advertisements from remote call-control entities that use the SAF network.

If you have not already done so, configure your remote call-control entity to use the SAF network; for example,
configure Cisco Unified Communications Manager Express or other Cisco Unified Communications Manager
clusters for the SAF network.

See the documentation that supports your remote call-control entity; for example, the Cisco Unified
Communications Manager Express documentation.

After you configure call control discovery, you may block learned patterns that remote call-control entities
send to the local Cisco Unified Communications Manager. (Call Routing > Call Control Discovery >
Blocked L earned Patterns).

Related Topics
Advertising Service, on page 59
Advertising Service Configuration, on page 88
Adpvertising Service and Hosted DN Patterns, on page 60
Blocked Learned Pattern Configuration, on page 94
Call Control Discovery, on page 53
Configure a SAF-Enabled Trunk, on page 100
Delete Configuration Records for Call Control Discovery, on page 100
Hosted DN Pattern Configuration, on page 86
Identify Hosted DN Patterns in a Hosted DN Group, on page 100
Install and Activate Call Control Discovery, on page 69
Learned Patterns and the Requesting Service, on page 61
Partition Configuration for Call Control Discovery, on page 89
Requesting Service, on page 61
Requesting Service Configuration, on page 91
SAF Forwarders, on page 64
SAF Forwarder Configuration, on page 81
SAF Security Profile Configuration, on page 79
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Call Control Discovery Feature

This section contains information about Call Control Discovery.

Overview of Call Control Discovery

The call control discovery feature leverages the Service Advertisement Framework (SAF) network service,
a proprietary Cisco service, to facilitate dynamic provisioning of inter-call agent information. By adopting
the SAF network service, the call control discovery feature allows the local Cisco Unified Communications
Manager to advertise itself along with other key attributes, such as directory number patterns that are configured
in Cisco Unified Communications Manager Administration, so other call control entities that also use SAF
network can use the advertised information to dynamically configure and adapt their routing behaviors;
likewise, all entities that use SAF advertise the directory number patterns that they own along with other key
information, so other remote call-control entities can learn the information and adapt the routing behavior of
the call. Additionally, the call control discovery feature enables the network to facilitate communication
between SAF-supported entities, instead of relying on additional servers to enable intercall agent
communications.

RS

Tip The call control discovery feature eliminates the need for redundant SIP proxies or complex gatekeeper
configurations, which provide dial plan resolution and reachability status of remote call-control entities in the
network.

With the call control discovery feature, each local Cisco Unified Communications Manager cluster can perform
the following tasks:

« Establish an authenticated connection with the SAF network

* Advertise the cluster to the SAF network by providing the IPv4 address or hostname of the node, the
signaling protocol and port numbers that the SAF network uses to contact the cluster, and the directory
number patterns that are configured in Cisco Unified Communications Manager Administration for the
cluster

* Register with the SAF network to listen for requests that are coming from other remote call-control
entities that also use the SAF-related network

* Use the information that is learned from the advertisements to dynamically add patterns to its master
routing table, which allows Cisco Unified Communications Manager to route and set up calls to these
destinations by using the associated IP address and signaling protocol information.

» When connectivity to a remote call-control entity gets lost, the SAF network notifies Cisco Unified
Communications Manager to mark the learned information as IP unreachable. The call then goes through
the PSTN.

* Provide redundancy to advertise and listen for information, so if a node loses connectivity to its primary
SAF forwarder for any reason, another backup SAF router can be selected to advertise and listen for
information.

Features and Services Guide for Cisco Unified Communications Manager, Release 10.0(1)
oL-27831-01 |



| call Control Discovery

Components of Call Control Discovery .

Components of Call Control Discovery

This section contains detailed information about the following topics:

* Call Control Discovery terminology

* Advertising service, SAF-enabled trunks, and hosted DN patterns
* Learned patterns and the CCD requesting service

* CCD requesting service and SAF-enabled trunks

* Network withdrawal support

* SAF forwarders

2

Tip  All components for the call control discovery feature work together, so review all sections to understand how
the feature works.

Call Control Discovery Terminology

The following table provides a brief overview of terminology that is associated with the call control discovery
feature. For detailed information on each concept, click the links in the Description column in the table.

Table 6: Call Control Discovery Terminology

Terminology Description
Call control discovery (CCD) advertising service * Resides in Cisco Unified Communications
Manager

* Advertises the PSTN failover configuration and
hosted DN patterns along with the SAF trunk
access information for the local Cisco Unified
Communications Manager cluster to the remote
call-control entities that use the SAF network.

* Configured under Call Routing> Call Control
Discovery > Advertising Service in Cisco
Unified Communications Manager
Administration

* Related Topics - Advertising Service, on page
59

Features and Services Guide for Cisco Unified Communications Manager, Release 10.0(1)
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Terminology Description
Call control discovery (CCD) requesting service * Resides in Cisco Unified Communications
Manager

+ Allows the local Cisco Unified Communications
Manager to listen for advertisements from remote
call-control entities that use the SAF network.

* Ensures that learned patterns (hosted DN patterns
from remote call-control entities) get inserted
into digit analysis on the local Cisco Unified
Communications Manager

* Performs load balancing for calls to learned
patterns

 Handles withdrawals for Cisco Unified
Communications Manager from the SAF network

+ Configured under Call Routing> Call Control
Discovery > Requesting Servicein Cisco
Unified Communications Manager
Administration.

* Related Topics - Requesting Service, on page
61

Hosted DN patterns * Directory number patterns that belong to the local
call-control entity

Tip For example, hosted DN patterns that
you configure in Cisco Unified
Communications Manager
Administration under Call Routing>
Call Control Discovery > Hosted
DN Pattern are directory numbers
pattern ranges for the local Cisco
Unified Communications Manager
cluster that you want to advertise to
remote call-control entities.

* For the local Cisco Unified Communications
Manager, published by the CCD advertising
service to the SAF forwarder.

* Related Topics - Advertising Service and Hosted
DN Patterns, on page 60

Learned patterns * Patterns that are inserted into digit analysis by
the CCD requesting service

* Can be manually purged or blocked on the local
Cisco Unified Communications Manager

* Viewed in RTMT

* Related Topics - Learned Patterns and the
Requesting Service, on page 61
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Terminology

Description

SAF forwarder

* Cisco I0OS router

* Notifies the local Cisco Unified Communications
Manager when remote call-control entities
advertise their hosted DNs patterns.

* Receives publish requests from the local Cisco
Unified Communications Manager cluster so that
Cisco Unified Communications Manager can
advertise the hosted DN patterns for the cluster.

* Related Topics - SAF Forwarders, on page 64

SAF-enabled trunks

* SAF-enabled trunks that are assigned to the CCD
advertising service handle inbound calls from
remote call-control entities that use the SAF
network

* SAF-enabled trunks that are assigned to the CCD
requesting service handle outgoing calls to
learned patterns

* Related Topics - Advertising Service and
SAF-Enabled Trunks, on page 59 and Learned
Patterns and the Requesting Service, on page 61

Advertising Service

The call control discovery advertising service, which resides in Cisco Unified Communications Manager,
allows the local Cisco Unified Communications Manager cluster to advertise the PSTN failover configuration,
the hosted DN patterns, and the SAF-enabled trunk access information for its cluster to the remote call-control
entities that use the SAF network. In Cisco Unified Communications Manager Administration under Call
Routing > Call Control Discovery > Advertising Service, you can configure as many CCD advertising

services as you want.

Advertising Service and SAF-Enabled Trunks

Consider the following information, which relates to how SAF-enabled trunks work with the CCD advertising

service.

* After you configure SAF-enabled trunks in Cisco Unified Communications Manager Administration,
you can choose one SIP trunk and one H.323 (non-gatekeeper controlled) trunk to associate with the
CCD advertising service in the CCD Advertising Service window. The CCD advertising service advertises
the hosted DN patterns, the PSTN failover configuration for the hosted DN patterns, the IP address for
the node, the dynamic port number for the H.323 trunk, the QSIG configuration for the H.323 trunk,
standard port 5060 for the SIP trunk, and the SIP route header information. It advertises the information
for each trunk that is assigned to the CCD advertising service.

* SAF-enabled trunks do not have preconfigured destinations. For inbound calls from remote call-control
entities, the local Cisco Unified Communications Manager uses the advertised dynamic trunk port number
and/or SIP route header to find the proper dynamic trunk to process the call.

» The CCD advertising service, which runs on the same nodes as its assigned/selected trunks, advertises
the same set of hosted DN pattern ranges for each type of trunk.

Features and Services Guide for Cisco Unified Communications Manager, Release 10.0(1)
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* For inbound calls from remote call-control entities to the local Cisco Unified Communications Manager,
the call gets routed to the appropriate SAF-enabled trunk that is advertised by the CCD advertising
service. For H.323 trunks, the incoming called party prefixes get applied to the called party number
before the call gets routed.

» H.323 trunks support different features than SIP trunks; for example, H.323 supports QSIG, and SIP
supports presence. If your feature support requires that you assign both a H.323 and SIP trunk to the
CCD advertising service, assign both trunk types. If your feature support allows you to assign one trunk
type, Cisco recommends that you assign one trunk to the CCD advertising service that best serves the
cluster.

* If you assigned both a SAF-enabled SIP trunk and SAF-enabled H.323 (non-gatekeeper controlled)
intercluster trunk to the CCD advertising service, load sharing of inbound calls occurs for the two trunks.

* The QSIG Variant and ASN.1 ROSE OID Encoding settings in the H.323 Configuration window get
advertised by the CCD advertising service. These settings impact decoding of QSIG messages for inbound
tunneled calls; for call control discovery, they do not impact outgoing calls.

Advertising Service and Hosted DN Patterns

Hosted directory numbers (DN5s) patterns are a range of directory number patterns that belong to the call-control
entity; for example, hosted DN patterns that you configure in Cisco Unified Communications Manager
Administration under Call Routing > Call Control Discovery > Hosted DNs Patter n are directory numbers
patterns for the local Cisco Unified Communications Manager that you want to advertise to remote call-control
entities. The CCD advertising service publishes the hosted DN patterns for the local cluster to the active SAF
forwarder.

* The CCD advertising service on the local Cisco Unified Communications Manager sends an advertising
publish request on behalf of the hosted DN service in Cisco Unified Communications Manager to the
primary SAF forwarder.

* Each hosted DN pattern belongs to a hosted DN group, which you assign to the CCD advertising service.
Placing hosted DN patterns into a hosted DN group ensures that a CCD advertising service can advertise
multiple patterns.

* When you update configured hosted DN patterns in the Hosted DN Patterns window in Cisco Unified
Communications Manager Administration, the CCD advertising service resends a publishing request
with the updated patterns to the active SAF forwarder. A publishing request gets sent for each trunk that
is assigned to the CCD advertising service.

» [fa Hosted DN pattern gets added or deleted in Cisco Unified Communications Manager Administration,
the CCD advertising service sends a new publish request with a higher service version number to the
SAF network.

* If you change the hosted DN group that is assigned to the CCD advertising service, the CCD advertising
service publishes the patterns from the newly-updated hosted DN group along with a higher version
number for each assigned SAF-enabled trunk.

» The CCD advertising service attempts to send many hosted DN patterns in a single publishing request.
If there are more hosted DN patterns than can be sent in a single request, the local Cisco Unified
Communications Manager sends multiple requests, each with a unique service identifier.

* For some clusters, the same hosted DN pattern may be published multiple times based on the SAF-trunk
selection in the CCD advertising service configuration window. For example, hosted DN pattern
8902XXXX gets published twice for each node and each SAF-enabled trunk if the CCD advertising
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Tip

Requesting Service .

service configuration contains both a SAF-enabled SIP and H.323 (non-gatekeeper controlled) trunk. If
the Cisco Unified Communications Manager group for the trunk contains two nodes, four publishing
requests for 8902XXX get sent. This approach ensures that the receiving entity performs load sharing.

* When you choose a different hosted DN group in the CCD Advertising Service window in Cisco Unified
Communications Manager Administration, the service sends a request to the SAF forwarder to unpublish
the hosted DN group and then publishes the updated configuration.

If a hosted DN group association changes, a SAF trunk association changes, a SAF trunk is reset in Cisco
Unified Communications Manager Administration, or the CCD advertising service is reset, the CCD advertising
service will unpublish the previous request and publish it again with a new service ID; in addition, other
clusters receive a withdrawal service notification from the SAF network, followed by a new notification from
the SAF network.

Requesting Service

The call control discovery requesting service which resides in Cisco Unified Communications Manager, allows
the local Cisco Unified Communications Manager to listen for advertisements from remote call-control entities
that use the SAF network. The CCD requesting service is also responsible for inserting learned patterns from
the remote call-control entities into digit analysis and the local cache. In Cisco Unified Communications
Manager Administration under Call Routing > Call Control Discovery > Requesting Service, you can
configure only one CCD requesting service.

After the SAF forwarder notifies the local Cisco Unified Communications Manager that remote call-control
entities are advertising information, the CCD requesting service inserts the learned patterns along with a
configured partition into digit analysis on the local Cisco Unified Communications Manager, and locally
caches the learned patterns and the associated PSTN failover configuration from the remote call-control entity.

Learned Patterns and the Requesting Service

| oL2m31-m

Remote call-control entities, such as other Cisco Unified Communications Manager clusters or Cisco Unified
Communications Manager Express, request that their hosted DN patterns get advertised to other remote
call-control entities. For Cisco Unified Communications Manager, after the CCD requesting service inserts
the advertised DN patterns into digit analysis on the local Cisco Unified Communications Manager, Cisco
Unified Communications Manager considers the pattern to be a learned pattern.

Consider the following information about learned patterns and the CCD requesting service:

» The CCD requesting service on the local Cisco Unified Communications Manager subscribes its primary
SAF forwarder to the hosted DN service in order to learn about the hosted DN patterns that are advertised
by the remote call-control entities. For the CCD requesting service to subscribe to the hosted DN service,
you must assign a SAF-enabled trunk to the service and you must activate the service in the CCD
Requesting Service Configuration window.

* If the local Cisco Unified Communications Manager receives overlapping DN patterns from remote
call-control entities in single or multiple advertisements, Cisco Unified Communications Manager
performs a best match for routing the call. For example, Cisco Unified Communications Manager receives
patterns 813XXXX and 8135XXX. If a user dials 8135233, Cisco Unified Communications Manager
routes the call to the trunk that is associated with pattern 8135XXX.

* When a learned pattern from a remote call-control entity such as Cisco Unified Communications Manager
Express is the same as a locally configured static pattern, the local Cisco Unified Communications
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Manager uses the calling search space configuration for the calling device to determine whether to route
the call to the local or learned pattern.

The CCD requesting service can identify duplicate learned patterns from remote call-control entities,
such as other Cisco Unified Communications Manager clusters or Cisco Unified Communications
Manager Express. How the CCD requesting service handles the patterns depends on your feature parameter
configuration for call control discovery in Cisco Unified Communications Manager Administration. If
the Issue Alarm for Duplicate Learned Pattern feature parameter is set to True, the CCD requesting
service issues an alarm and stores the duplicate learned patterns; calls that use those patterns get load
balanced among different call-control entities.

If a call to a learned pattern cannot go over IP, the CCD requesting service routes the call via the PSTN.
Be aware that the CCD requesting service redirects a call to the DID number based on the PSTN failover
configuration for the learned pattern. If configured, the AAR calling search space for the calling device
gets used to redirect the call during PSTN failover.

If the CCD requesting service receives a learned pattern that is advertised by its own cluster, Cisco
Unified Communications Manager ignores the patterns; for example, if a node in the same cluster as the
requesting service advertises the learned patterns, Cisco Unified Communications Manager discards the
patterns.

The CCD requesting service performs regular expression checking for all learned patterns and converts
lowercase wildcards to uppercase wildcards.

If you want to do so, you can purge learned patterns that you no longer want to use, and you can block
the learned patterns so that the local Cisco Unified Communications Manager ignores the patterns when
they are advertised by remote call-control entities. For example, if you want to block a learned pattern
with prefix 235 from a remote call-control entity with IP address of 111.11.11.11, you can block the
pattern specifically for this call-control entity by entering the relevant information in the Block Learned
Patterns window; in this example, after you save the configuration, the CCD requesting service searches
the local cache and purges the learned patterns with 235 prefix from the remote call-control entity with
IP address of 111.11.11.11. Any subsequent notifications with this information gets blocked and ignored
by the local Cisco Unified Communications Manager. Be aware that blocking and purging of patterns
is based on exact match; for example, configuring 235XX blocks 235XX, not any subsets of that pattern.
Be aware that if you do not specify a remote call-control entity or remote IP address, Cisco Unified
Communications Manager purges and blocks the pattern for all remote call-control entities that advertise
the pattern.

You can view purged and blocked learned patterns in the Find and List Blocked Learned Patterns window
in Cisco Unified Communications Manager Administration. These purged or blocked patterns do not
display in RTMT. If you delete a blocked pattern from Cisco Unified Communications Manager
Administration, Cisco Unified Communications Manager can relearn those patterns if they are still
available in the SAF network (and if the maximum number of learned patterns has not been reached for
the cluster).

Requesting Service and SAF-Enabled Trunks

When you configure the CCD requesting service, you assign a SAF-enabled trunk to the service. Consider
the following information on how the CCD requesting service works with SAF-enabled trunks:

Cisco Unified Communications Manager routes outbound calls over SAF-enabled SIP or H.323 intercluster
(non-gatekeeper controlled) trunks to remote call-control entities that use the SAF network; that is, the
SAF-enabled trunks that you assign to the CCD requesting service manage outgoing calls to the learned
DN patterns from the remote call-control entities.
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* [fthe SAF-enabled trunk uses a Cisco Unified Communications Manager group with two Cisco Unified
Communications Manager nodes. the CCD requesting service runs on each node after the SAF-enabled
trunk registers with the Cisco Unified Communications Manager.

* When the device pool for a SAF-enabled trunk on a remote Cisco Unified Communications Manager
contains three Cisco Unified Communications Manager nodes, the trunk runs on all three nodes and
advertises the hosted DN service with the same DN patterns. The local Cisco Unified Communications
Manager that subscribes to the Hosted DN service receives three advertisements with identical DN
patterns but with different IP addresses for the 3 nodes. The CCD requesting service adds the DN patterns
into its local cache and associates the patterns with the IP addresses of the three nodes. For an outbound
call to a remote Cisco Unified Communications Manager, the CCD requesting service provides the dialed
pattern and list of Cisco Unified Communications Managers that are associated with the DN to a
SAF-enabled trunk that is assigned to the CCD requesting service. Load balancing occurs, as indicated
in the following table. The trunk establishes the call in the order that is available to the trunk, and it goes
to the next node in the list when a node is not available.

* The CCD requesting service provides the IP address and port number for the remote call-control entity

to the SAF-enabled trunk.

* SAF-enabled trunks do not have preconfigured destinations. For outgoing calls to learned patterns, call
control discovery provides the destination IP addresses to a dynamic trunk on a per call basis.

* The remote call-control entity determines whether QSIG tunneling is required for outgoing calls over
H.323 trunks. If the remote call-control entity advertises that QSIG tunneling is required, the QSIG
message is tunneled in the message of the outgoing call, even if the H.323 Configuration window in
Cisco Unified Communications Manager Administration indicates that QSIG support is not required.

* The CCD requesting service performs round-robin load balancing for calls to learned patterns by
considering learned pattern protocols, its local trunks, and IP addresses of the remote call-control entity
that advertised the patterns. The following table shows how the CCD requesting service load balances
calls to learned patterns by using SAF-enabled SIP and H.323 intercluster trunks.

Call

How it works

For the first call to 8408 XXXX

The CCD requesting service selects the SIP trunk,
and the call gets routed to the SIP trunk with the
learned SIP trunk IP addresses of 10.1.1.1/5060,
10.1.1.2/5060.

For the second call to 8408 XXXX

The CCD requesting service selects the H323
intercluster trunk with learned H323 trunk IP
addresses of 10.1.1.1/3456, 10.1.1.2/7890.

For the third call to 8408 XXXX

The CCD requesting service select the SIP trunk, and
the call gets routed to the SIP trunk with the learned
SIP trunk IP addresses of 10.1.1.2/5060,
10.1.1.1/5060.

For the fourth call to 8408 XXXX

The CCD requesting service selects the H.323
intercluster trunk with the learned H.323 trunk IP
addresses of 10.1.1.2/7890, 10.1.1.1/3456.
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Network Withdrawal Support
The CCD requesting service handles withdrawals from the SAF network, as described in the following bullets:

* When the remote call-control entity unpublishes specific learned patterns, the CCD requesting service
purges those learned patterns from the local cache and digit analysis when it receives a source withdrawal
request from the SAF network; in this case, no calls can occur to those learned patterns.

When the SAF forwarder loses network connection with its call-control entity, the SAF forwarder
withdraws those learned patterns that were published by the call control entity. In this case, CCD requesting
service marks those learned patterns as unreachable via IP, and the calls gets routed through the PSTN
gateway.

When a broken connection cannot be restored and if no new notification requests come in before the
PSTN failover timer times out, the CCD requesting service unregisters all unreachable learned patterns
from digit analysis and purges them from its local cache. In this case, no calls to these learned patterns
occur.

When the local Cisco Unified Communications Manager loses the TCP connection to both the primary
and secondary SAF forwarder, the CCD requesting service marks all learned patterns as IP unreachable
after the timer for the CCD Learned Pattern [P Reachable Duration feature parameter expires; in this
case, all calls to learned patterns get routed through the PSTN gateway. If a connection to the SAF
network does not get restored before the timer for the CCD PSTN Failover Duration parameter expires,
the CCD requesting service unregisters all unreachable learned patterns from digit analysis and purges
them from its local cache. Calls to the purged learned patterns fail.

When the local Cisco Unified Communications Manager loses the TCP connection to the SAF forwarder,
that SAF forwarder contacts all other SAF forwarders. In this case, the other SAF forwarders notify their
call control entities, and the call control entities mark their patterns as unreachable via IP after their
unreachable pattern duration timer expires (for Cisco Unified Communications Manager, this is the CCD
Learned Pattern IP Reachable Duration feature parameter). For Cisco Unified Communications Manager,
if a connection to the SAF network does not get restored before the timer for the CCD PSTN Failover
Duration parameter expires, the CCD requesting service unregisters all unreachable learned patterns
from digit analysis and purges them from its local cache. Calls to the purged learned patterns fail.

SAF Forwarders

A SAF forwarder, which is a Cisco IOS router configured for SAF, notifies the local Cisco Unified
Communications Manager cluster when remote call-control entities advertise their hosted DNs patterns. In
addition, the SAF forwarder receives publishing requests from the local Cisco Unified Communications
Manager cluster for each configured and registered trunk that is configured in the CCD Advertising Service
window; the publishing request contains the Hosted DN patterns for the Cisco Unified Communications
Manager, the PSTN failover configuration, the listening port for the trunk, and, for SIP trunks, the SIP route
header field, which contains a URI for the trunk.

The following table describes the SAF deployment models that Cisco Unified Communications Manager
supports.

Table 7: SAF Deployment Models

Deployment Models Description Notes
Clusterwide All nodes in the cluster can connect | The clusterwide deployment model
to all SAF forwarders. can support primary and backup
SAF forwarders.
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Deployment Models Description Notes

Node-specific Particular nodes in the cluster are | The node-specific deployment
assigned to the SAF forwarders, |model can support primary and
and those nodes prioritize these backup SAF forwarders.

SAF forwarders over other
configured SAF forwarders in the
network; this means that the
particular nodes always contact the
assigned SAF forwarders first over
other configured SAF forwarders.

This deployment model is
recommended for cluster over
WAN deployments where each
node in the cluster is separated
geographically and you route local
traffic through local nodes; for
COW deployments, you can
configure multiple sets of primary
and backup SAF forwarders to
support different geophysical
locations.

You can assign up to two SAF
forwarders to a particular node.

You can configure a single SAF forwarder, which provides no failover support, or you configure a primary
and backup SAF forwarder to provide failover support. With primary and backup SAF forwarders, the Cisco
Unified Communications Manager advertises to and subscribes to the backup SAF forwarder when the primary
SAF forwarder is unavailable.

The SAF forwarder contains the IPv4 address and port that Cisco Unified Communications Manager uses to
communicate with the SAF network. At start-up time, the SAF client control, which is a nonconfigurable,
inherent component of Cisco Unified Communications Manager, marks the first SAF forwarder that registers
with Cisco Unified Communications Manager as the primary SAF forwarder. Be aware that the primary SAF
forwarder subscribes to the hosted DN services; the backup does not perform this task. The backup SAF
forwarder immediately gets promoted to the primary SAF forwarder if/when the primary SAF forwarder
becomes unavailable for any reason.

The SAF client control component in Cisco Unified Communications Manager maintains the connection to
the SAF forwarder by sending keepalive messages to the SAF forwarder at regular intervals. The SAF client
control component experiences keepalive response timeouts with network errors, TCP connection failures,
or SAF forwarder failures. When the primary SAF forwarder becomes unreachable, the backup SAF forwarder
automatically becomes the primary SAF forwarder, and the SAF client component in Cisco Unified
Communications Manager tries to establish a connection with the failed SAF forwarder. When the connection
is successfully established, the SAF forwarder gets designated again as the backup SAF forwarder. Under
these circumstances, the SAF client control component uses the newly (currently) promoted primary SAF
forwarder and notifies the CCD advertising and requesting services that the current primary SAF forwarder
is being used. The CCD services send all publishing and subscription requests to the current primary SAF
forwarder, and the current primary SAF forwarder sends notifications for all the Hosted DNs service
advertisements that it receives to the SAF client control component, which forwards the advertisements to
the CCD requesting service. The CCD requesting service compares the notifications that it received from the
backup SAF forwarder with its cached information and updates, deletes or adds new information, as appropriate.
The SAF client control component attempts to reconnect to the failed SAF forwarder at regular intervals.
When the connection attempt is successful, the SAF client control component registers again with the previously
failed SAF forwarder and redesignates the other SAF forwarder as the backup.
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Tip  Cisco Unified Communications Manager always advertises to and subscribes to the primary SAF forwarder,
even when you have more than 2 SAF forwarders configured in the database. If the primary SAF forwarder
gets deleted from the database, then the backup SAF forwarder automatically becomes the primary SAF
forwarder, and Cisco Unified Communications Manager promotes another configured SAF forwarder to the
backup SAF forwarder.

RS

Tip  For clusterwide deployments, you cannot designate the primary and backup SAF forwarders. The Cisco
Unified Communications Manager database sends an ordered list of SAF forwarders to the Cisco Unified
Communications Manager.

ERRS

If one or both of the SAF forwarders do not work, Cisco Unified Communications Manager does not attempt
to connect to a third SAF forwarder, even if a third SAF forwarder is configured. If the connection is lost for
the primary and backup SAF forwarder, the Cisco Unified Communications Manager does not connect to the
third SAF forwarder, even if a third SAF forwarder is configured.

If the CCD advertising or requesting service loses connection with SAF network, the SAF forwarder informs
all other call control discovery services about the service interruption. The client continually attempts to
register to the SAF forwarder. After the CCD service reconnects with the SAF network, the SAF forwarder
immediately informs all CCD services about the service restoration.

When the SAF forwarder detects a TCP connection failure with other SAF forwarders or one of its external
clients, such as Cisco Unified Communications Manager or Cisco Unified Communications Manager Express,
Cisco Unified Communications Manager marks learned patterns as unreachable after it receives a network
withdrawal notification from the SAF forwarder. All subsequent calls to these learned patterns get routed over
the PSTN by using the PSTN failover configuration for the unreachable learned patterns. The timer for the
CCD PSTN Failover Duration feature parameter starts as soon as the network withdrawal notification is
received. If Cisco Unified Communications Manager receives another network withdrawal notification when
the timer is going, Cisco Unified Communications Manager restarts the timer.

7 v

Cisco Unified Communications Manager uses digest authentication (SHA1) to communicate with the SAF
forwarder. You configure a SAF Forwarder security profile, which includes the username and password in
requests that Cisco Unified Communications Manager sends to the SAF forwarder; the requests must include
the MESSAGE INTEGRITY attribute to include the username and password.

When a connection loss occurs between the SAF forwarder and the Cisco Unified Communications Manager,
for example, a cable for the server or router gets unplugged, the registration status may look correct, even
when it is not. In this case, patterns may appear to be reachable until the SAF keepalive timer (on the SAF
forwarder) or the TCP timer expires. After the timer for the TCP timer expires, the patterns are marked as
unreachable.
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System Requirements for Call Control Discovery

The following system requirements exist for Cisco Unified Communications Manager:
* Local Cisco Unified Communications Manager 8.0(2) (or higher) cluster
» SAF-enabled SIP or H.323 intercluster (non-gatekeeper controlled) trunks

* Remote call-control entities that support and use the SAF network; for example, other Cisco Unified
Communications Manager 8.0(2) (or higher) clusters or Cisco Unified Communications Manager Express
servers

* Cisco IOS router(s) that are configured as SAF forwarders

P

Tip  Cisco Feature Navigator allows you to determine which Cisco IOS and Catalyst OS software images support
a specific software release, feature set, or platform. To access Cisco Feature Navigator, go to
http://www.cisco.com/go/cfn.

Interactions and Restrictions

Autonomous System

All Cisco Unified Communications Manager clusters are limited to advertised or learned routes within the
same autonomous system (AS).

BLF Subscriptions

If a user wants to subscribe BLF status of a SAF learned pattern, Cisco Unified Communications Manager
sends a SIP subscribe message over a SIP trunk to the remote cluster.

This functionality is supported with SAF-enabled SIP trunks only (not with SAF-enabled H.323 trunks).

Bulk Administration Tool

In the Bulk Administration Tool, you can import and export the configuration for SAF security profiles, SAF
forwarder, CCD advertising service, CCD requesting service, hosted DN groups, and hosted DN patterns,
and so on. For information on how to import and export the configuration, see the Cisco Unified
Communications Manager Bulk Administration Guide.

Call Detail Records

Cisco Unified Communications Manager supports redirecting onBehalfOf as SAFCCDRequestingService
with a redirection reason as SS RFR_SAF CCD_PSTNFAILOVER, which indicates that the call is redirected
to a PSTN failover number.
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For more information on call detail records, see the Cisco Unified Communications Manager Call Detail
Records Administration Guide.

Incoming Called Party Settings

The H.323 protocol does not support the international escape character +. To ensure that the correct DN
patterns get used with SAF/call control discovery for inbound calls over H.323 gateways/trunks, you must
configure the incoming called party settings in the service parameter, device pool, H.323 gateway, or H.323
trunk windows; that is, configuring the incoming called party settings ensures that when a inbound call comes
from a H.323 gateway or trunk, Cisco Unified Communications Manager transforms the called party number
back to the value that was originally sent over the trunk/gateway. See the following example for more
information.

* For example, a caller places a call to +19721230000 to Cisco Unified Communications Manager A.

* Cisco Unified Communications Manager A receives +19721230000 and transforms the number to
55519721230000 before sending the call to the H.323 trunk. In this case, your configuration indicates
that the international escape character + should be stripped and 555 should be prepended for calls of
International type.

* For this inbound call from the trunk, Cisco Unified Communications Manager B receives 55519721230000
and transforms the number back to +19721230000 so that digit analysis can use the value as it was sent
by the caller. In this case, your configuration for the incoming called party settings indicates that you
want 555 to be stripped and +1 to be prepended to called party numbers of International type.

Cisco Unified Serviceability

Cisco Unified Serviceability provides alarms to support the call control discovery feature. For information
on how to configure alarms, see the Cisco Unified Serviceability Administration Guide. For alarm definitions
that are associated with the call control discovery feature, see the Troubleshooting Call Control Discovery,
on page 101.

Dialed Number Analyzer

Dialed Number Analyzer allows you to add learned patterns so that you can analyze them for your dialing
plan. For more information on how to perform this task, see the Cisco Unified Communications Manager
Dialed Number Analyzer Guide.

Digest Authentication

Cisco Unified Communications Manager uses digest authentication (without TLS) to authenticate to the SAF
forwarder. When Cisco Unified Communications Manager sends a message to the SAF forwarder, Cisco
Unified Communications Manager computes the SHA1 checksum and includes it in the
MESSAGE-INTEGRITY field in the message.

You must configure a SAF security profile. For more information, see the SAF Security Profile Configuration,
on page 79.
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The QSIG Variant and ASN.1 ROSE OID Encoding settings in the H.323 Configuration window get advertised
by the CCD advertising service. These settings impact decoding of QSIG messages for inbound tunneled
calls; for call control discovery, they do not impact outgoing calls.

The remote call-control entity determines whether QSIG tunneling is required for outgoing calls over H.323
trunks. If the remote call-control entity advertises that QSIG tunneling is required, the QSIG message is
tunneled in the message of the outgoing call, even if the H.323 Configuration window in Cisco Unified
Communications Manager Administration indicates that QSIG support is not required.

Real Time Monitoring Tool

The Real Time Monitoring Tool displays perfmon counters that support the call control discovery features.
For information on these perfmon counters, see the Cisco Unified Real Time Monitoring Tool Administration
Guide.

The Real Time Monitoring Tool allows you to view reports for learned patterns and SAF forwarders.

Learned Pattern reports include such information as learned pattern name, time stamp, reachability status for
the pattern, remote call-control entity that hosts the pattern, the PSTN failover configuration, and the destination
IP address and port. RTMT allows you to search based on different criteria; for example, if you specify a
search for the remote call-control entity, all the learned patterns display for the remote call-control entity.

SAF Forwarder reports display information such as authentication status, registration status of SAF forwarders,
and so on.

For more information on these reports, see the Cisco Unified Real Time Monitoring Tool Administration
Guide.

SAF Network Issues

When the Cisco Unified Communications Manager cannot connect to the SAF forwarder, Cisco recommends
that you do not update the configuration for the CCD requesting service or CCD advertising service, unless
these services are inactive; that is, the Activated Feature check box is unchecked in Cisco Unified
Communications Manager Administration. If you update the services when Cisco Unified Communications
Manager cannot connect to the SAF network and these services are active, problems may occur; for example,
patterns may not be classified correctly as unreachable or reachable, duplicate or stale patterns may exist, and
SO on.

In addition, Cisco recommends that you do not update the SAF forwarder configuration when the Cisco
Unified Communications Manager cannot connect to the SAF forwarder.

Install and Activate Call Control Discovery

| oL2m31-m

After you install Cisco Unified Communications Manager, your network can support the call control discovery
feature if you perform the necessary configuration tasks. For information on configuration tasks that you must
perform, see the Configure Call Control Discovery, on page 53.
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Configuring Call Control Discovery

RS

Tip Before you configure the call control discovery feature, review the Configure Call Control Discovery, on
page 53.

This section contains information on the following topics:
* Considerations for Call Control Discovery Configuration, on page 70
* Call Control Discovery Feature Parameters, on page 75
* SAF Security Profile Configuration, on page 79
* SAF Forwarder Configuration, on page 81
* Hosted DN Group Configuration, on page 84
* Hosted DN Pattern Configuration, on page 86
* Advertising Service Configuration, on page 88
* Partition Configuration for Call Control Discovery, on page 89
* Requesting Service Configuration, on page 91
* Blocked Learned Pattern Configuration, on page 94

* Configuration Records for Call Control Discovery, on page 96 (provides information on how to run
searches for the configuration that is related to call control discovery; provides information on how to
work in the Find and List windows)

* SAF Security Profile Configuration, on page 79 (provides procedure for working in the Call Control
Discovery windows; section does not provide descriptions for configuration settings)

* Configure a SAF-Enabled Trunk, on page 100
* Advertising Service Configuration, on page 88

* Delete Configuration Records for Call Control Discovery, on page 100

Considerations for Call Control Discovery Configuration

Review the following considerations before you configure the call control discovery feature:
* SAF Forwarders, on page 71
* Hosted DN Patterns and Groups, on page 71
* Advertising and Requesting Services, on page 72

* SAF-Enabled Trunks , on page 73
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P

Tip  This section does not describe all configuration considerations. This section provides high-level considerations
that you should review before you configure the CCD configuration settings. Use this section in conjunction
with the sections that are highlighted under the Considerations for Call Control Discovery Configuration, on
page 70.

SAF Forwarders

* Cisco recommends that you configure a primary and backup SAF forwarder for redundancy.

* When you configure a SAF forwarder or SAF security profile, some configuration in Cisco Unified
Communications Manager Administration must match the configuration that you entered on the Cisco IOS
router.

* Cisco Unified Communications Manager supports the following deployment models for SAF forwarders:
clusterwide or node-specific. Before you configure SAF forwarders, review SAF Forwarders, on page
64, which describes these deployment models.

* You can only configure [IPv4 for SAF forwarders.
» Each SAF forwarder must have a unique IP address.

* Cisco recommends that you do not update the SAF forwarder configuration when the Cisco Unified
Communications Manager cannot connect to the SAF forwarder.

* For information on SAF forwarder field descriptions, see SAF Security Profile Configuration, on page
79.

Hosted DN Patterns and Groups

* Be aware that the PSTN Failover Strip Digits, PSTN Failover Prepend Digits, and Use HostedDN as
PSTN Failover settings display in both the Hosted DN Group and Hosted DN Patterns Configuration
windows. If you do not configure these settings in the Hosted DN Patterns Configuration window, the
Hosted DN Group configuration applies to the hosted DN patterns.

* Each hosted DN group covers one geophysical location advertising DN range.

* In the Find and List window for Hosted DN Patterns, you can download a .cvs file so that you can add
or update multiple hosted DN patterns for the call control discovery feature at the same time. Then, you
can upload the patterns in the same window. (You can also add or update multiple hosted DN patterns
in BAT.)

If you choose to replace the patterns when you upload the patterns, you lose all hosted DN patterns.

If invalid or bad data exists in the .csv file, the data gets ignored by Cisco Unified Communications
Manager.

* Cisco Unified Communications Manager allows you to configure up to 10,000 hosted DN patterns per
cluster.

* Each hosted DN pattern must be unique. Each hosted DN pattern can only exist in one hosted DN group.

Features and Services Guide for Cisco Unified Communications Manager, Release 10.0(1)
| oL2m31-m



Call Control Discovery |
. Advertising and Requesting Services

* The Find and List Hosted DN Patterns window allows you to identify which hosted DN patterns belong
to a Hosted DN group. For more information on how to perform this task, see the Identify Hosted DN
Patterns in a Hosted DN Group, on page 100.

* For information on field descriptions for hosted DN groups and hosted DN patterns, see the Hosted DN
Group Configuration, on page 84 and Hosted DN Pattern Configuration, on page 86.

Advertising and Requesting Services

* You cannot name any CCD advertising service and the CCD requesting service the same name in Cisco
Unified Communications Manager Administration.

* You must enable SAF on the trunk in Cisco Unified Communications Manager Administration and assign
SAF-enabled trunks to the CCD advertising and requesting services in Cisco Unified Communications
Manager Administration. Be aware that SAF-enabled SIP trunks only support UDP or TCP. If you want
to do so, you can use the same SAF-enabled trunks for the CCD advertising service and CCD requesting
service. For information on enabling SAF on the trunks, see the Configure a SAF-Enabled Trunk, on
page 100.

* You can configure one CCD requesting service. You can configure as many CCD advertising services
as you want.

* Only one hosted DN group can be associated with one CCD advertising service.

* The call control discovery feature relies on a route partition, which you configure in the CCD Partition
window (Call Routing> Call Control Discovery > Partition). This route partition gets used exclusively
by the call control discovery to ensure that all learned patterns get placed in digit analysis under the route
partition. You assign this partition to the CCD requesting service.

Be aware that the CCD partition does not display under Call Routing > Class of Control > Partition
in Cisco Unified Communications Manager Administration.

For field descriptions for the CCD partition, see the Partition Configuration for Call Control Discovery,
on page 89.

P

Tip Updating the Learned Pattern Prefix field or Route Partition field in the CCD Requesting Service Configuration
window may impact system performance because the digit-analysis master routing table automatically gets
updated when these fields are changed. To avoid system performance issues, Cisco recommends that you
update these fields during off-peak hours.

* After you make changes to the configuration for the CCD advertising and requesting services, click Save.
You do not need to click the Reset button in these windows unless you want the following events to
occur:

* For the CCD Adpvertising Service-The Reset button in the CCD Advertising Service Configuration
window triggers the call control discovery advertising service to withdraw existing publishing
requests and to publish all the related information again.

* For the CCD Requesting Service-The Reset button in the CCD Requesting Service Configuration
window causes the requesting service to remove the learned patterns from the local cache and for
the requesting service to subscribe to the SAF network again. By clicking the Reset button in the
CCD Requesting Service Configuration window, Cisco Unified Communications Manager can learn
patterns again.
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To minimize the impact to your network, Cisco recommends that you click the Reset button in the
CCD Adpvertising Configuration window or the CCD Requesting Configuration window during
off-peak hours.

Be aware that clicking Reset in the CCD Advertising and Requesting Service Configuration windows
does not reset the trunk. You reset the trunk in the Trunk Configuration window.

* When you delete a CCD advertising service, all hosted DN patterns that are advertised with each assigned
trunk get unpublished.

» When you delete the CCD requesting service, all learned patterns get unregistered from the local cache
and digit analysis.

* If you want a user to make outbound calls to learned patterns that are advertised by remote call-control
entities, ensure that the calling search space that you assign to the device contains the route partition that
is assigned to the CCD requesting service.

* When the Cisco Unified Communications Manager cannot connect to the SAF forwarder, Cisco
recommends that you do not update the configuration for the CCD requesting service or CCD advertising
service, unless these services are inactive; that is, the Activated Feature check box is unchecked in Cisco
Unified Communications Manager Administration. If you update the services when Cisco Unified
Communications Manager cannot connect to the SAF network and these services are active, problems
may occur; for example, patterns may not be classified correctly as unreachable or reachable, duplicate
or stale patterns may exist, and so on.

» Make sure that the call-control entities do not advertise the same hosted DN patterns.

If the call-control entities advertise the same hosted DN patterns, problems may occur; for example, a
call routing loop may occur between advertising clusters when these clusters make calls to learned patterns
by using a calling search space where the learned pattern partition is in front of the locally configured
static partition.

* For information on field descriptions for the CCD advertising service and for the CCD requesting service,
see the Advertising Service Configuration, on page 88 and the Requesting Service Configuration, on
page 91.

SAF-Enabled Trunks

* One configured SAF-enabled H.323 trunk and one configured SAF-enabled SIP trunk can serve all SIP
and H.323 calls to learned patterns for one cluster.

» Make sure that you apply the configuration to the SAF-enabled trunk before you assign the trunk to the
CCD advertising or requesting service. You apply the configuration in the Trunk Configuration window.

* If you do not select/assign a SAF-enabled trunk when you configure the CCD requesting service, the
CCD requesting service does not get created and patterns do not get learned.

* If you assign both a H.323 and a SIP SAF-enabled trunk to the CCD requesting service, make sure that
the same Cisco Unified Communications Manager group exists in the device pool that is assigned to the
trunk.

* To support clustering over WAN deployments, configure different Cisco Unified Communications
Manager groups to associate with sets of SAF-enabled trunks.
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* To ensure redundancy and reduce call-processing traffic, Cisco recommends that no more than two nodes
exist in the Cisco Unified Communications Manager group for the device pool that you assign to the
SAF-enabled trunk.

« If a trunk is assigned to a route group or associated with a route pattern, you cannot enable SAF on the
trunk. Likewise, if you enable SAF on the trunk, you cannot assign the trunk to a route group or associate
the trunk with a route pattern.

* Verify that the SIP trunk has a security profile of Nonsecure before you enable SAF on the trunk. You
cannot enable SAF on SIP trunks that use authenticated or encrypted security profiles.

* Resetting a SAF-enabled trunk that is assigned to the CCD advertising service causes the CCD advertising
service to unpublish the hosted DN patterns and republish with a different service ID for that trunk.

« If different SAF-enabled trunks are configured to use different Cisco Unified Communications Manager
groups, the inbound and outbound SAF-related call traffic gets distributed among different Cisco Unified
Communications Manager nodes.

+ If a Cisco Unified Communications Manager group changes for the SAF-enabled trunk, the CCD
advertising service sends unpublish requests to the SAF network; in addition, the CCD requesting service
removes the learned patterns from the local cache and digit analysis because no trunk runs on this Cisco
Unified Communications Manager node. After the CCD advertising service and/or requesting service
start on the new nodes, the advertising service sends a publish request to the SAF network, and the
requesting service sends a subscribe request to the SAF network.

If you change the device pool of the SAF-enabled trunk, the CCD advertising service sends unpublish
requests to the SAF network; in addition, the CCD requesting service removes the learned patterns from
the local cache and digit analysis because no trunk runs on this Cisco Unified Communications Manager
node. After the CCD advertising service and/or requesting service start on the new nodes, the advertising
service sends a publish request to the SAF network, and the requesting service sends a subscribe request
to the SAF network.

If you want to delete a SAF-enabled trunk from Cisco Unified Communications Manager Administration,
you must unassign the trunk from the CCD advertising service and/or CCD requesting service before
you delete it from the Trunk Configuration window.

Be aware that resetting a SAF-enabled trunk or changing the Cisco Unified Communications Manager
group for the trunk impacts the CCD advertising and requesting services. For example, if you reset a
trunk and the CCD requesting service cannot access the trunk after 10 seconds have passed, all learned
patterns get purged from digit analysis and from the local cache, and the requesting process stops.

Miscellaneous Considerations
* To ensure PSTN failover, configure a route pattern and assign the route pattern to the gateway.

* If your cluster does not support E.164, you must configure translation patterns so that your users can dial
E.164 numbers.

* You can view purged and blocked learned patterns in the Find and List Blocked Learned Patterns window
in Cisco Unified Communications Manager Administration. If you delete a blocked pattern from Cisco
Unified Communications Manager Administration, Cisco Unified Communications Manager can relearn
those patterns if they are still available in the SAF network (and if the maximum number of learned
patterns has not been reached for the cluster).

* Learned patterns are viewed in RTMT.
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Call Control Discovery Feature Parameters .

To access the feature parameters that support the call control discovery feature, choose Call Routing > Call
Control Discovery > Feature Configuration. The following table describes the feature parameters for the
call control discovery feature. For additional information, you can click the question mark help in the Feature

Configuration window.

Table 8: Call Control Discovery Feature Parameters

Feature Parameter

Description

CCD Maximum Number of Learned Patterns

This parameter specifies the number of patterns that
this Cisco Unified Communications Manager cluster
can learn from the SAF network. The higher the
number of allowed learned patterns, the more memory
and CPU processing power is required for your server.
When Cisco Unified Communications Manager
attempts to learn more patterns than is specified in the
parameter configuration, the alarm,
CCDLearnedPatternLimitReached, gets issued.

CCD Learned Pattern IP Reachable Duration

This parameter specifies the number of seconds that
learned patterns stay active (reachable) before Cisco
Unified Communications Manager marks those
patterns as unreachable. For example, you configure
20 seconds for this parameter; when Cisco Unified
Communications Manager cannot communicate with
the SAF forwarder after 20 seconds, all calls to learned
patterns fail over to the PSTN until IP connectivity
to the SAF forwarder gets restored. During the PSTN
failover, Cisco Unified Communications Manager
cannot learn new patterns. After the time that you
specified for this parameter elapses, Cisco Unified
Communications Manager marks the learned patterns
as unreachable. Use this parameter with the CCD
PSTN Failover Duration parameter, which allows
patterns that have been marked as unreachable to be
reached through PSTN failover.

You can enter a number (seconds) from 0 to 300; the
default equals 60 seconds.
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Feature Parameter Description

CCD PSTN Failover Duration This parameter specifies the number of minutes that
calls to unreachable/inactive learned patterns are
routed through the PSTN gateway and then purged
from the system. The configuration for this parameter
does not take effect until after the timer expires for
the CCD Learned Pattern IP Reachable Duration
parameter. The expiration of the CCD Learned Pattern
IP Reachable Duration parameter indicates that IP
connectivity fails between the SAF forwarder and
Cisco Unified Communications Manager, and all
learned patterns get marked as unreachable. Then,
when the duration expires for CCD PSTN Failover
Duration parameter, all learned patterns get purged
from the system and calls to purged patterns are
rejected (caller hears reorder tone or “number is
unavailable” announcement).

Setting this parameter to 0 means that PSTN failover
cannot occur; that is, if the SAF forwarder cannot be
reached for the number of seconds that you defined
in the CCD Learned Pattern IP Reachable Duration
parameter, no failover option is provided over the
PSTN, and calls to learned patterns immediately fail.
Setting this parameter to 525600 means that PSTN
failover never expires and learned patterns never get
purged because of IP connectivity issues.

You can enter a number (minutes) from 0 to 525600;
the default equals 2880.

Issue Alarm for Duplicate Learned Patterns This parameter determines whether Cisco Unified
Communications Manager issues the alarm,
DuplicateLearnedPattern, when it learns duplicate
patterns from different remote call-control entities on
the SAF network. The default equals False.
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Feature Parameter Description
CCD Stop Routing On Unallocated Unassigned This parameter determines whether Cisco Unified
Number Communications Manager continues to route calls to

a remote call-control entity, such as a Cisco Unified
Communications Manager cluster or Cisco Unified
Communications Manager Express, when the remote
call-control entity rejects the call with the cause code
for Unallocated/Unassigned Number. Be aware that
an unallocated number represents a hosted DN that
does not exist in the current call control entity. The
default equals True.

If the parameter is set to True, the call is released as
soon as Cisco Unified Communications Manager
receives the cause code from the remote call-control
entity. If the parameter is set to False, when Cisco
Unified Communications Manager extends the call
to the learned pattern and the remote call-control entity
sends the unallocated number cause value, Cisco
Unified Communications Manager attempts to find
another reachable IP address for the remote cluster
for this learned pattern. If any reachable remote
destination is available, Cisco Unified
Communications Manager tries to extend the call to
the IP address of the available reachable remote
cluster.

Features and Services Guide for Cisco Unified Communications Manager, Release 10.0(1)
| oL2m31-m



Call Control Discovery |
. Call Control Discovery Feature Parameters

Feature Parameter Description

Set Urgent Priority for Fixed-Length CCD Learned | This parameter determines whether Cisco Unified
Patterns Communications Manager waits for interdigit timer
before routing the call to the destination that is
associated with the fixed-length learned pattern (when
the fixed-length learned pattern is a better match for
the sequence of digits dialed as compared to the
overlapping route pattern configured). If the parameter
is set to True, Cisco Unified Communications
Manager does not wait for the interdigit timer before
routing the call to the destination that is associated
with the fixed-length learned pattern. If the parameter
is set to False, Cisco Unified Communications
Manager waits for interdigit timer before routing the
call to the destination that is associated with the
fixed-length learned pattern. The default equals False.

Example: Cisco Unified Communications Manager
learns the pattern +44987XXX for routing the calls
to another Cisco Unified Communications Manager
and there is also a route pattern configured as \+44!
for routing the calls to the PSTN destination. If this
parameter is set to False and +44987127 is dialed,
Cisco Unified Communications Manager waits for
interdigit timer before routing the call to another Cisco
Unified Communications Manager (this interdigit
timer allows user to dial more digits after +44987127
to reach the PSTN destination). If this parameter is
set to True and +44987127 is dialed, then Cisco
Unified Communications Manager immediately routes
the call to another Cisco Unified Communications
Manager.
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Feature Parameter Description

Set Urgent Priority for Variable-Length CCD Learned | This parameter determines whether Cisco Unified
Patterns Communications Manager waits for interdigit timer
before routing the call to the destination that is
associated with the variable-length learned pattern. If
the parameter is set to True, Cisco Unified
Communications Manager does not wait for interdigit
timer before routing the call to the destination that is
associated with the variable-length learned pattern. If
the parameter is set to False, Cisco Unified
Communications Manager waits for interdigit timer
before routing the call to the destination that is
associated with the variable-length learned pattern.
The default equals False.

Example: Cisco Unified Communications Manager
has translation pattern 9011.!# configured. This
translation pattern strips predot digits and the trailing
# character and adds the prefix +55 to the dialed digits.
Cisco Unified Communications Manager also learns
pattern \+55.! for routing the calls to another Cisco
Unified Communications Manager. If this parameter
is set to False and 9011234567# (resultant digits =
+55234567) is dialed, Cisco Unified Communications
Manager waits for interdigit timer before routing the
call to another Cisco Unified Communications
Manager. If this parameter is set to True and
9011234567# (resultant digits = +55234567) is dialed,
then Cisco Unified Communications Manager
immediately routes the call to another Cisco Unified
Communications Manager.

SAF Security Profile Configuration

Configuration Path-Advanced Features> SAF > SAF Security Profile

In the SAF Security Profile Configuration window, you configure a SAF security profile so that a secure
connection occurs between the SAF forwarder and the Cisco Unified Communications Manager. When you
configure a SAF forwarder in the SAF Forwarder Configuration window, you must choose a SAF security
profile to apply to the SAF forwarder.

The call control discovery feature leverages the Service Advertisement Framework (SAF) network service,
a proprietary Cisco service, to facilitate dynamic provisioning of inter-call agent information. For more
information on the call control discovery feature, see the Call Control Discovery, on page 53.

Cisco Unified Communications Manager uses digest authentication (SHA1) to communicate with the SAF
forwarder.
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Before You Begin

Be aware that some of the information that you configure in this window must also be configured on the SAF
forwarder.

Before you configure the SAF security profile, see the Configure Call Control Discovery, on page 53 and
Considerations for Call Control Discovery Configuration, on page 70.

Table 9: SAF Security Profile Configuration Settings

Field Description

Name Enter the name of the SAF security profile. The name
that you enter displays in the Find and List SAF
Security Profile window and in the SAF Security
Profile drop-down list box in the SAF Forwarder
Configuration window. Valid entries include
alphanumeric characters, hyphen, period, underscore,
and blank spaces.

You can configure up to 50 characters.

Description Enter a description for the SAF security profile. You
can enter all characters except for \, “, <>, &, and %.

You can configure up to 128 characters.

User Name Enter a value that you want Cisco Unified
Communications Manager to include in requests when
it contacts the SAF forwarder.

Tip To ensure that the Cisco Unified
Communications Manager can register with
the SAF forwarder, enter the same user
name that you entered on the router (SAF
forwarder). The user name is case sensitive,
so enter the user name exactly as you
entered it on the SAF forwarder.

The value that you enter represents the shared secret
for message integrity checks between Cisco Unified
Communications Manager and the SAF forwarder.
The user name gets included in any request from Cisco
Unified Communications Manager that contains the
MESSAGE-INTEGRITY attribute.
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Field Description

User Password Enter a value that you want Cisco Unified
Communications Manager to include in requests when
it contacts the SAF forwarder.

Tip To ensure that the Cisco Unified
Communications Manager can register with
the SAF forwarder, enter the same
password that you entered on the router
(SAF forwarder). The password is case
sensitive, so enter the password exactly as
you entered it on the SAF forwarder.

SAF Forwarder Configuration

| oL2m31-m

Configuration Path-Advanced Features> SAF > SAF Forwar der

A SAF forwarder, a Cisco router that you configure for call control discovery/SAF, handles the publishing
requests from Cisco Unified Communications Manager for the call control discovery feature. In addition, the
SAF forwarder handles advertising requests from remote call-control entities for the call control discovery
feature. For information on call control discovery, see the Call Control Discovery, on page 53.

Before You Begin
Before you configure the SAF forwarder, make sure that you have configured at least one SAF security profile.

Be aware that some of the information that you configure in this window must also be configured on the SAF
forwarder.

Before you configure the SAF forwarder, see the Configure Call Control Discovery, on page 53 and Install
and Activate Call Control Discovery, on page 69.

Table 10: SAF Forwarder Configuration Settings

Field Description

Name Enter the name of the SAF forwarder. Valid entries
include alphanumeric characters, hyphen, period, and
underscore. You can enter up to 50 characters.

The value that you enter in this field gets used to
classify SAF forwarder records in the database. The
value that you enter displays in the Find and List SAF
Forwarder window when you perform a search.

Description Enter a description for the SAF forwarder. You can
enter all characters except for \, “, <>, &, and %. You

can enter up to 128 characters.
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Field Description

Client Label The client label allows the SAF forwarder to identify
the Cisco Unified Communications Manager node.
Valid entries include alphanumeric characters,
underscore, and @. You can enter up to 50 characters.

Each Cisco Unified Communications Manager node
that you select to interact with this SAF forwarder
includes its unique client label in the registration
message that it sends to the SAF forwarder. When the
SAF forwarder receives the registration message, it
verifies whether you configured the client label on
the SAF forwarder.

When you configure a single SAF forwarder for the
entire cluster, all nodes in the cluster use the same
SAF forwarder configuration and register to the same
SAF forwarder. To create a unique client label for the
nodes in the cluster, you can append @ to the client
label value, which ensures that the registration
message includes the basename followed by
(@<nodeid>. For example, you enter abcde ny@ for
the client label for a two-node cluster that connects
to one SAF forwarder, so the registration message
includes abcde ny@]1 for node 1 or abcde ny@?2 for
node 2.

If you do not append the @ to the client label value,
you do not need to configure the basename parameter
for the client label on the router, but you do need to
configure the client label on the router. If you append
the @ to the client label value, you must configure
the basename parameter with the client label on the
router.

Tip If more than one Cisco Unified
Communications Manager node displays
in the Selected Cisco Unified
Communications Managers pane under the
Showed Advanced section, append @ to
the client label value; otherwise, errors may
occur because each node uses the same
client label to register with the SAF
forwarder.

SAF Security Profile Choose the SAF security profile that you want to
apply to this SAF forwarder. The username and
password from the security profile get sent to the SAF
forwarder, so choose a security profile that contains
ausername and password that the SAF forwarder will
accept. (The SAF forwarder must be configured to
use the same username and password.)
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Field

Description

SAF Forwarder Address

Enter the IPv4 address of the SAF forwarder.

SAF Forwarder Port

Enter the port number that Cisco Unified
Communications Manager uses to establish a
connection with the SAF forwarder. The default
setting is 5050.

The port that you enter must match the port number
that you configure on the SAF forwarder. The port
range on the SAF forwarder is 1024 to 65535.

Enable TCP Keep Alive

Check the Enable TCP Keep Alive check box to
ensure that Cisco Unified Communications Manager
gets notified if the TCP connection between the SAF
forwarder and Cisco Unified Communications
Manager fails. If this check box is unchecked, the
Cisco Unified Communications Manager does not get
notified that the TCP connection fails until the SAF
forwarder keepalive timer expires (configured on the
SAF forwarder).

Cisco recommends that this check box remains
checked.

Show/Hide Advanced

SAF Reconnect Interval

Enter the time (in seconds) that Cisco Unified
Communications Manager allows to pass before it
attempts to reconnect to the SAF forwarder after a
connection failure. Enter a value between 0 and 500.
The default value is 20.

SAF Notifications Window Size

Enter the number of outstanding Notify requests that
the SAF forwarder can maintain at the same time to
the Cisco Unified Communications Manager. The
default value is 7. You can enter a number between
0 to 255.

If you enter 0 in this field, the SAF forwarder does
not send any notification to this Cisco Unified
Communications Manager, but the Cisco Unified
Communications Manager can still publish hosted
DN s to the SAF network if the CCD advertising
service is configured and active.
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Field Description

Available Cisco Unified Communications Managers | This setting works with the Selected Cisco Unified
Communications Managers pane.

Every node in the Available Cisco Unified
Communications Managers pane can connect to the
SAF forwarder that you configure in the SAF
Forwarder Configuration window.

If you want to do so, you can assign a particular node
to this SAF forwarder so that the node prioritizes this
SAF forwarder over other configured SAF forwarders.
You assign the node to the SAF forwarder by moving
the node to the Selected Cisco Unified
Communications Managers pane. To move a node to
or from the Available Cisco Unified Communications
Managers pane, highlight the node and click the up
or down arrow.

If you have assigned a node to two SAF forwarders,
the assigned node does not display in the pane because
you can only assign a node to two SAF forwarders.
For example, three SAF forwarders exist—forwarderl,
forwarder2, and forwarder3. You assign node 2 to
forwarder1 and forwarder3, which means that node 2
does not display in the Available Cisco Unified
Communications Managers pane for forwarder2.

Selected Cisco Unified Communications Managers | Use this pane for cluster over WAN (COW)
configurations.

This pane displays the nodes that prioritize this SAF
forwarder over other configured SAF forwarders. For
example, if node 1 and node 2 display in this pane
for forwarder1, then node 1 and node 2 always
choose forwarderl first, even though you may have
configured other SAF forwarders.

To move a node to or from the Selected Cisco Unified
Communications Managers pane, highlight the node
and click the up or down arrow below the Available
Cisco Unified Communications Managers pane. To
order the nodes in the pane, highlight the node and
click the up or down arrow to the right of the pane.

Hosted DN Group Configuration

Configuration Path-Call Routing > Call Control Discovery > Hosted DN Group

Supported with the call control discovery feature, hosted DN groups are a collection of hosted DN patterns
that you group together in Cisco Unified Communications Manager Administration. After you assign a hosted
DN group to the CCD advertising service in Cisco Unified Communications Manager Administration, the
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CCD advertising service advertises all the hosted DN patterns that are a part of the hosted DN group. You
can assign only one hosted DN group per CCD Advertising Service.

For more information on the call control discovery feature, see the Call Control Discovery, on page 53.

Before You Begin

Before you configure the hosted DN groups, see the Configure Call Control Discovery, on page 53 and Install
and Activate Call Control Discovery, on page 69.

Table 11: Hosted DN Group Configuration Settings

Field Description

Name Enter the name of the hosted DN group. Valid entries
include alphanumeric characters, hyphen, period,
underscore, and blank space. You can enter up to 50
characters.

The value that you enter displays in the Find and List
Hosted DN Group window, the Hosted DN Group
Configuration window, the Hosted DN Pattern
Configuration window, and the CCD Advertising
Service Configuration window,

Description Enter a description for the hosted DN group. You can
enter all characters except for \, “, <>, &, and %. You
can enter up to 128 characters.

PSTN Failover Strip Digits Enter the number of digits that you want stripped from
the hosted DN if the call fails over to the PSTN. You
can enter a value between 0 and 16.

PSTN Failover Prepend Digits Enter the international escape character, +, or digits
(0-9) that you want to add to the beginning of the
directory number if the call fails over to the PSTN.
You can enter up to 16 characters.

For example, enter an access or area code.

Use HostedDN as PSTN Failover If you check this check box, Cisco Unified
Communications Manager ignores the configuration
that you entered in the PSTN Failover Strip Digits or
PSTN Failover Prepend Digits.

If you do not need to strip digits from or prepend
digits to the hosted DN when the call fails over to the
PSTN, check the Use Hosted DN as PSTN Failover
check box. When you check the check box, the PSTN
Failover Strip Digits or PSTN Failover Prepend Digits
fields display as disabled.

If you check the check box, the entity that makes the
outbound call uses the original hosted DN range for
PSTN failover.
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Hosted DN Pattern Configuration

Configuration Path-Call Routing > Call Control Discovery > Hosted DN Patterns

Hosted DN Pattern Configuration window supports the call control discovery feature, which allows Cisco
Unified Communications Manager to use the SAF network to learn information, such as directory number
patterns, from other remote call-control entities that also advertise SAF.

Hosted DN patterns are directory number patterns that belong to Cisco Unified Communications Manager;
the CCD advertising service advertises these patterns to other remote call-control entities that use the SAF
network. You associate these patterns with Hosted DN groups, which allow you to easily associate multiple
patterns to a CCD advertising service.

Table 12: Hosted DN Pattern Configuration Settings, on page 86 describes the configuration settings that
display in the Hosted DN Pattern Configuration window; these same settings display in the .csv file where
you can add or modify hosted DN patterns and then upload them into the Cisco Unified Communications
Manager database.

Before You Begin

Before you configure the hosted DN patterns, see the Configure Call Control Discovery, on page 53 and
Install and Activate Call Control Discovery, on page 69.

For more information on call control discovery, see the Call Control Discovery, on page 53.

Table 12: Hosted DN Pattern Configuration Settings

Field Description

Hosted Pattern Enter the value for the hosted DN pattern, which can
contain a maximum of 50 characters. The value that
you enter in this field gets advertised by the CCD
advertising service to remote call-control entities.

You can enter the international escape character +
followed by pattern or dialable digits (0-9A-Da-d),
pattern ([6-9]), wildcard character (X), or (*) with
optional % or ! at the end of the entry.

Description Enter a description for the hosted DN pattern. You
can enter all characters except for \, “, <>, &, and %.
You can enter up to 128 characters.
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Field Description

Hosted DN Group Choose the Hosted DN group that you want to
associate with this hosted DN pattern. If both of the
following conditions are met, Cisco Unified
Communications Manager applies the PSTN failover
configuration for the hosted DN group to the hosted
DN pattern:

* In the Hosted DN Patterns window, you do not
configure the PSTN Failover Strip Digits or
PSTN Failover Prepend Digits fields (or you use
the defaults).

* In the Hosted DN Patterns window, you uncheck
the Use HostedDN as PSTN Failover check box.

PSTN Failover Strip Digits Enter the number of digits that you want to strip from
the beginning of the directory number when an IP
connection is not available and the call fails over to
the PSTN. You can enter a value between 0 and 16.

When all of the following conditions are met, the
hosted DN group configuration applies:

* When you enter 0 in this field (or leave it blank)

* When you leave the PSTN Failover Prepend
Digits field blank

* When the Use Hosted DN as PSTN Failover
check box is unchecked

If the value that you enter in this field is longer than
the hosted DN pattern, all digits in the pattern get
stripped before any digits are prepended.

PSTN Failover Prepend Digits Enter the international escape character, +, or the
digits that you want to add to the beginning of the
directory number if the call fails over to the PSTN.
You can enter up to 16 characters.

When all of the following conditions are met, the
hosted DN group configuration applies:

* When you enter 0 in this field (or leave it blank)

* When you leave the PSTN Failover Strip Digits
field blank

* When the Use Hosted DN or PSTN Failover
check box is unchecked
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Field Description

Use HostedDN as PSTN Failover If you do not need to strip digits from or prepend
digits to the hosted DN when the call fails over to the
PSTN, check the Use Hosted DN as PSTN Failover
check box. When you check the check box, the PSTN
Failover Strip Digits or PSTN Failover Prepend Digits
fields display as disabled.

If you check the check box, the entity that makes the
outbound call uses the original hosted DN range for
PSTN failover.

If you are modifying the .csv file for hosted DN
patterns, enter TRUE, which indicates that you want
to use the Hosted DN exactly as is during PSTN
failover, or FALSE, which indicates that you plan to
strip digits from and prepend digits to the directory
number during PSTN failover.

Advertising Service Configuration
Configuration Path-Call Routing > Call Control Discovery > Advertising Service

The call control discovery advertising service, which supports the call control discovery feature, allows Cisco
Unified Communications Manager to advertise the hosted DN for the cluster and the PSTN failover
configuration to remote call-control entities that use the SAF network. Advertising Service Configuration
describes the CCD Advertising Service configurations settings.

Before You Begin

Before you configure the CCD advertising service, seeConfigure Call Control Discovery, on page 53 and
Install and Activate Call Control Discovery, on page 69.

Table 13: CCD Advertising Service Configuration Settings

Field Description

Name Enter the name of the CCD advertising service. Valid
entries include alphanumeric characters, hyphen,
period, underscore, and blank space. You can enter
up to 50 characters.

You cannot name any CCD advertising service and

the CCD requesting service the same name in Cisco
Unified Communications Manager Administration,

so ensure that the name is unique.

Description Enter a description for the CCD advertising service.
You can enter all characters except for \, “, <>, &,
and %. You can enter up to 128 characters.

Features and Services Guide for Cisco Unified Communications Manager, Release 10.0(1)
88 oL-27831-01 |



| call Control Discovery

Partition Configuration for Call Control Discovery .

Field

Description

SAF SIP Trunk

Choose the SIP trunk that you want to use with this
CCD advertising service. For inbound calls to the
Cisco Unified Communications M anager, the call
gets routed to the appropriate trunk that is advertised
by the CCD advertising service.

If a trunk does not display in the drop-down list box,
you did not choose Call Control Discovery from the
Trunk Service Type drop-down list box when you
first configured the trunk.

SAF H323 Trunk

Choose the H.323 trunk that you want to use with the
CCD advertising service. For inbound calls to the
Cisco Unified Communications M anager, the call
gets routed to the appropriate trunk that is advertised
by the CCD advertising service.

If a trunk does not display in the drop-down list box,
verify that you checked the Enable SAF check box in
the Trunk Configuration window for H.323
(non-gatekeeper controlled) trunks.

HostedDN Group

Choose the Hosted DN group that you want to
associate with this CCD advertising service. The CCD
advertising service advertises the hosted DN patterns
that are a part of the hosted DN group.

You can only assign the hosted DN group to one CCD
advertising service, so only unassigned hosted DN
groups display in this drop-down list box.

Activated Feature

Ensure the Activated Feature check box is checked.
If the Activated Feature check box is not checked, the
CCD advertising service does not work.

Partition Configuration for Call Control Discovery

Configuration Path-Call Routing > Call Control Discovery > Partition

| oL2m31-m

The CCD requesting service, which supports the call control discovery feature, allows Cisco Unified
Communications Manager to listen for hosted DN advertisements from remote call-control entities that use
the SAF network. In addition, the CCD requesting service ensures that learned patterns get inserted into the

digit analysis master routing table.

The partition under Call Routing > Call Control Discovery > Partition only supports the call control discovery
feature; that is, all learned patterns automatically belong to the CCD partition that you assign to the CCD
requesting service. The call control discovery partition ensures that the learned patterns get inserted into digit

analysis under this partition for call control discovery.

Be aware that the CCD partition does not display under Call Routing > Class of Control > Partition in
Cisco Unified Communications Manager Administration.
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Before You Begin

Before you configure the CCD partition, see the Configure Call Control Discovery, on page 53 and Install
and Activate Call Control Discovery, on page 69.

Next Steps
Assign the partition to the CCD requesting service.

The partition that you assign to the CCD requesting service must belong to a calling search space that the
devices can use for calling the learned patterns, so assign the partition to the calling search space that you
want the devices to use. If you do not assign a calling search space that contains the partition to the device,
the device cannot call the learned patterns.

Table 14: Partition Configuration Settings for Call Control Discovery

Field Description

Name Enter the name of the partition that you plan to assign
to the CCD requesting service. You can enter
alphanumeric characters, underscore (_), hyphen (-),
or space. You can enter up to 50 characters.

Description Enter a description for the partition. You can enter all
characters except for \, “, <>, &, and %. You can
enter up to 128 characters.

Time Schedule From the drop-down list box, choose a time schedule
to associate with this CCD partition. The associated
time schedule specifies when the partition is available
to make outgoing calls to learned patterns for this
cluster.

The default value specifies None, which implies that
time-of-day routing is not in effect and the partition
remains active at all times.

In combination with the Time Zone value in the
following field, association of a partition with a time
schedule configures the partition for time-of-day
routing. The system checks outgoing calls to learned
patterns under this partition against the specified time
schedule.
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Field

Description

Time Zone

Choose one of the following options to associate a
CCD partition with a time zone:

* Originating Device-If you choose this option,
the system checks the partition against the
associated time schedule with the time zone of
the calling device.

* Specific Time Zone-If you choose this option,
choose a time zone from the drop-down list box.
The system checks the partition against the
associated time schedule at the time that is
specified in this time zone.

When an outgoing call to a CCD learned pattern
occurs, the current time on the Cisco Unified
Communications Manager gets converted into the
specific time zone set when one option is chosen. The
system validates this specific time against the value
in the Time Schedule field.

Requesting Service Configuration

Configuration Path-Call Routing > Call Control Discovery > Requesting Service

| oL2m31-m

The CCD requesting service, which supports the call control discovery feature, allows Cisco Unified
Communications Manager to listen for advertisements from remote call-control entities that use the SAF
network. In addition, the CCD requesting service ensures that learned patterns get inserted into the digit

analysis.

In Cisco Unified Communications Manager Administration, you can configure only one call control discovery

requesting service.

Before You Begin

Before you configure the CCD requesting service, see the Configure Call Control Discovery, on page 53 and
Install and Activate Call Control Discovery, on page 69.

Table 15: CCD Requesting Service Configuration Settings

Field

Description

Name

Enter the name of the CCD requesting service. Valid
entries include alphanumeric characters, hyphen,
period, underscore, and blank space. You can enter
up to 50 characters.

You cannot name any CCD advertising service and
the CCD requesting service the same name in Cisco
Unified Communications Manager Administration,
so ensure that the name is unique.
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Field Description

Description Enter a description for the CCD requesting service.
You can enter all characters except for \, “, <>, &,
and %. You can enter up to 128 characters.

Route Partition From the drop-down list box, choose the partition
where you want the learned patterns to belong. The
Route Partition field only supports the call control
discovery feature; that is, all learned patterns
automatically belong to the partition that you choose.
This route partition gets used exclusively by the CCD
requesting service to ensure that all learned patterns
get placed in digit analysis under the route partition.

If you choose a partition besides None from the
drop-down list box, the partition that you choose must
belong to a calling search space that the devices can
use for calling the learned patterns. In this case, if you
do not assign a calling search space that contains the
partition to the device, the device cannot call the
learned patterns.

Tip Cisco strongly recommends that you
configure a unique partition and assign it
to the CCD requesting service. If you
choose None from the Route Partition
drop-down list box, all devices can call the
learned patterns.

Tip Updating the Learned Pattern Prefix field
or Route Partition field may impact system
performance because the digit-analysis
master routing table automatically gets
updated when these fields are changed. To
avoid system performance issues, Cisco
recommends that you update these fields
during off-peak hours.
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Field

Description

Learned Pattern Prefix

The learned pattern prefix gets applied to the hosted
DN pattern before the CCD requesting service
registers with digit analysis. For outgoing calls to
learned patterns, the learned pattern prefix gets
stripped. Enter the prefix that you want to apply to
the hosted DN pattern before the hosted DN pattern
registers with digit analysis.

To make calls to the learned patterns, the phone user
must dial the prefix followed by the learned pattern.

You can enter numbers, *, #, or +. You can enter up
to 24 characters.

Tip Updating the Learned Pattern Prefix field
or Route Partition field may impact system
performance because the digit-analysis
master routing table automatically gets
updated when these fields are changed. To
avoid system performance issues, Cisco
recommends that you update these fields
during off-peak hours.

PSTN Prefix

Enter the digits that will get prepended to the learned
patterns when PSTN failover occurs. You can enter
numbers, *, #, or +. You can enter up to 24 characters.

When calls to learned patterns fail over to the PSTN,
the PSTN prefix gets added to the learned pattern after
the PSTN failover settings that are advertised by the
remote call-control entity for that learned pattern get
applied.

Available SAF Trunks

A list of SAF-enabled trunks that are not assigned to
the CCD requesting service display in the Available
SAF Trunks pane. To assign the trunk to the CCD
requesting service, highlight the service and click the
down arrow to move the trunk to the Selected SAF
Trunks pane.
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Field Description

Selected SAF Trunks Cisco Unified Communications Manager routes
outbound calls over SAF-enabled SIP or H.323
intercluster (non-gatekeeper controlled) trunks to
remote call-control entities that use the SAF network;
that is, the SAF-enabled trunks that you assign to the
CCD requesting service manage outgoing calls to the
learned DN patterns.

A list of SAF-enabled trunks that are assigned to the
CCD requesting service display in the Selected SAF
Trunks pane. You can assign as many SAF-enabled
trunks as you want. Outbound calls get managed in a
round-robin fashion; that is, if the learned pattern
supports both SIP and H.323 protocol, then outbound
calls alternate between the trunk types.

To unassign the trunk from the CCD requesting
service, highlight the service and click the up arrow
to move the trunk to the Available SAF Trunks pane.
To order the trunks in the pane, highlight the trunk
and click the up and down arrows to the right of the

pane.
Tip At least one SAF-enabled trunk must exist
in the Selected SAF Trunks pane;
otherwise, the CCD requesting service does
not get started for the local cluster, and
patterns do not get learned.
Activated Feature Ensure the Activated Feature check box is checked.

If the Activated Feature check box is not checked, the
CCD requesting service does not work.

Blocked Learned Pattern Configuration

Configuration Path-Call Routing > Call Control Discovery > Blocked L earned Patterns

The Blocked Learned Pattern Configuration window supports the call control discovery feature by allowing
you to purge and block learned patterns, for example, learned patterns that you no longer want to use.

If you want to do so, you can purge learned patterns that you no longer want to use, and you can block the
learned patterns so that Cisco Unified Communications Manager ignores the patterns when they are advertised
by remote call-control entities. For example, if you want to block a learned pattern with prefix 235 from
remote call-control entity, xyz with IP address of 111.11.11.11, you can block the pattern specifically for this
call-control entity by entering the relevant information in the Block Learned Patterns window; in this example,
after you save the configuration, the CCD requesting service searches the local cache and purges the learned
patterns with 235 prefix from remote call-control entity xyz with IP address of 111.11.11.11. Any subsequent
notifications with this information gets blocked and ignored by Cisco Unified Communications Manager. Be
aware that blocking and purging of patterns is based on exact match; for example, configuring 235XX blocks
235XX, not any subsets of that pattern. Be aware that if you do not specify a remote call-control entity and
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Tip

Blocked Learned Pattern Configuration .

IP address for the entity, Cisco Unified Communications Manager purges and blocks the pattern for all remote
call-control entities that use it.

You can view purged and blocked learned patterns in the Find and List Blocked Learned Patterns window in
Cisco Unified Communications Manager Administration. These purged or blocked patterns do not display in
RTMT. If you delete a blocked pattern from Cisco Unified Communications Manager Administration, Cisco
Unified Communications Manager can relearn those patterns if they are still available in the SAF network
and if the maximum number of learned patterns has not been reached for the cluster. For a pattern to be
relearned by Cisco Unified Communications Manager, you must delete the entire record for the blocked
learned pattern from Cisco Unified Communications Manager Administration; that is, Cisco Unified
Communications Manager does not relearn a pattern when you only delete part of the blocked learned pattern
configuration; for example, if you only delete the Remote Call Control Identity or Remote IP configuration
for the record.

For Cisco Unified Communications Manager to block or purge a pattern, the learned pattern must match all
data that you configure in the Blocked Learned Patterns window.

This table describes the blocked learned patterns configuration settings that display in the Blocked Learned
Pattern Configuration window.

Table 16: Blocked Learned Pattern Configuration Settings

Field Description

Learned Pattern Tip If you want Cisco Unified Communications
Manager to block all patterns based on a
prefix that gets prepended to the directory
number, do not configure this field;
instead, configure the Learned Pattern
Prefix field.

Tip If you want to block all learned patterns
from a particular remote call-control entity,
do not configure this field; instead,
configure the Remote Call Control Identity
field or the Remote IP field.

For this field, enter the exact learned pattern that you
want to block. Cisco Unified Communications
Manager blocks a pattern based on exact match, so
you must enter the exact pattern that you want Cisco
Unified Communications Manager to block. For
example, if you enter 235XX, Cisco Unified
Communications Manager blocks 235XX patterns.
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Field Description

Learned Pattern Prefix Tip If you configured the Learned Pattern field,
do not configure the Learned Pattern Prefix
field.

If you want to block a learned pattern based on the
prefix that is prepended to the pattern, enter the prefix
in this field. For example, if you want to block learned
patterns that use +1, enter +1 in this field.

If you configure the Remote Call Control Identity or
Remote IP fields, Cisco Unified Communications
Manager blocks the learned patterns that use the
particular prefix from the remote call-control entity
that you configure (not from all remote call-control
entities that advertise patterns with the prefix). If you
do not enter a remote call-control entity or remote IP
address, then all patterns that use the prefix get
blocked.

Remote Call Control Identity Enter the name of the remote call-control entity that
advertises the pattern that you want to block. For
example, you may enter the name of a cluster or a
site.

If you leave this field and the Remote IP field blank,
Cisco Unified Communications Manager blocks the
learned pattern for all remote call-control entities that
advertise the pattern.

Remote IP Enter the IP address for the remote call-control entity
where you want to block the learned pattern.

If you want to block a particular learned pattern from
all remote call-control entities, you do not need to
configure this field. Configure this field when you
want to block a particular learned pattern from a
specific remote call-control entity.

Configuration Records for Call Control Discovery

The call control discovery feature leverages the Service Advertisement Framework (SAF) network service,
a proprietary Cisco service, to facilitate dynamic provisioning of inter-call agent information. By adopting
the SAF network service, the call control discovery feature allows Cisco Unified Communications Manager
to advertise itself along with other key attributes, such as directory number patterns that are configured in
Cisco Unified Communications Manager Administration, so other call control entities that also use SAF
network server can use the advertised information to dynamically configure and adapt their routing behaviors;
likewise, all entities that use SAF advertise the directory number patterns that they own along with other key
information, so other remote call-control entities can learn the information and adapt the routing behavior of
the call.
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After you configure call control discovery, you can search for the configuration records in the related Find
and List windows in Cisco Unified Communications Manager Administration. The Find and List windows
allow you to search for records based on specific criteria.

\}

Note During your work in a browser session, Cisco Unified Communications Manager Administration retains your
search preferences. If you navigate to other menu items and return to this menu item, Cisco Unified
Communications Manager Administration retains your search preferences until you modify your search or
close the browser.

Procedure

Step 1 To locate one of the Find and List windows for the call control discovery feature in Cisco Unified
Communications Manager Administration, perform one of the following tasks:
a) Choose Advanced Features> SAF > SAF Security Profile.
b) Choose Advanced Features> SAF > SAF Forwarder.
¢) Choose Call Routing > Call Control Discovery > Hosted DN Group.
d) Choose Call Routing > Call Control Discovery > Hosted DN Patterns.
e) Choose Call Routing > Call Control Discovery > Advertising Service.
f) Choose Call Routing > Call Control Discovery > Partition.
g) Choose Call Routing > Call Control Discovery > Blocked L earned Pattern.

Tip No Find and List window displays for the CCD requesting service because you can configure
only one CCD requesting service in Cisco Unified Communications Manager Administration.
When you choose Call Routing > Call Control Discovery > Requesting Service, the record,
if configured, displays.

Tip In the Find and List window for Hosted DN Patterns, you can download a .cvs file so that you
can add or update multiple hosted DN patterns for the call control discovery feature at the same
time. To download a .csv file, click Download in the window. To upload a modified .csv file
in the Find and List window for Hosted DN Patterns, click Upload File; browse to the file that
you want to upload, check the Replace Existing Patterns check box if you want to overwrite the
existing patterns, and then click Upload File.

Tip The Find and List Hosted DN Patterns window allows you to identify which hosted DN patterns
belong to a Hosted DN group. For more information, see the Identify Hosted DN Patterns in a
Hosted DN Group, on page 100.

The Find and List window displays. Records from an active (prior) query may also display in the window.

Step 2 To find all records in the database, ensure the dialog box is empty.
To filter or search records

a) From the first drop-down list box, select a search parameter.
b) From the second drop-down list box, select a search pattern.
¢) Specify the appropriate search text, if applicable.
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Note To add additional search criteria, click the + button. When you add criteria, the system searches
for a record that matches all criteria that you specify. To remove criteria, click the — button to
remove the last added criterion or click the Clear Filter button to remove all added search criteria.

Note If you search by the search parameter, Activated Feature, in the Find and List CCD Advertising
Service window, you must enter t or f to indicate true or false if you specify search text. Do not
enter true or false when you specify the search text.

Step 3 Click Find.

All matching records display. You can change the number of items that display on each page by choosing a
different value from the Rows per Page drop-down list box.

Note You can delete multiple records from the database by checking the check boxes next to the appropriate
record and clicking Delete Selected. You can delete all configured records for this selection by
clicking Select All and then clicking Delete Selected.

Step 4 From the list of records that display, click the link for the record that you want to view.

Note To reverse the sort order, click the up or down arrow, if available, in the list header.

The window displays the item that you choose.

Configure Call Control Discovery

The call control discovery feature leverages the Service Advertisement Framework (SAF) network service,
a proprietary Cisco service, to facilitate dynamic provisioning of inter-call agent information. By adopting
the SAF network service, the call control discovery feature allows Cisco Unified Communications Manager
to advertise itself along with other key attributes, such as directory number patterns that are configured in
Cisco Unified Communications Manager Administration, so other call control entities that also use SAF
network server can use the advertised information to dynamically configure and adapt their routing behaviors;
likewise, all entities that use SAF advertise the directory number patterns that they own along with other key
information, so other remote call-control entities can learn the information and adapt the routing behavior of
the call.

This section describes how to add, copy, or update configuration for call control discovery in the Cisco Unified
Communications Manager database. For call control discovery, you configure a SAF security profile, SAF
forwarders, hosted DN groups and patterns, CCD advertising services, and the CCD requesting service. Before
you configure call control discovery, see the Configure Call Control Discovery, on page 53.

ERRS

This section does not describe how to enable trunks for SAF. For information on how to enable a trunk for
SAF, see the Hosted DN Group Configuration, on page 84.

Tip  To identify which hosted DN patterns belong to a hosted DN group, see the Identify Hosted DN Patterns in
a Hosted DN Group, on page 100.
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Configure Call Control Discovery .

This section does not display how to access the CCD Feature Configuration window, which displays feature
parameters for call control discovery. For more information on feature parameters, see the Call Control
Discovery Feature Parameters, on page 75.

Procedure

Perform one of the following tasks:

a) Ifyou are configuring the CCD requesting service, choose Call Routing > Call Control Discovery >
Requesting Service. The CCD Requesting Service Configuration window displays; go to Step 2, on page
99.

b) Choose Advanced Features> SAF > SAF Security Profile.

¢) Choose Advanced Features> SAF > SAF Forwarder.

d) Choose Call Routing > Call Control Discovery > Hosted DN Group.

e) Choose Call Routing > Call Control Discovery > Hosted DN Patterns.

f) Choose Call Routing> Call Control Discovery > Advertising Service.

g) Choose Call Routing > Call Control Discovery > Blocked L earned Pattern.

The Find and List window displays for the SAF Security Profile, SAF Forwarder, Hosted DN Group,
Hosted DN Patterns, Partition, and CCD Advertising Service windows.

From the Find and List window, perform one of the following tasks:

a) To copy an existing record related to call control discovery, locate the record as described in the SAF
Security Profile Configuration, on page 79, click the Copy button next to the record that you want to
copy, and continue with Step 3, on page 99.

b) To add a new record related to call control discovery, click the Add New button and continue with Step 3,
on page 99.

¢) To update an existing record, locate the appropriate record as described in the SAF Security Profile
Configuration, on page 79 and continue with Step 3, on page 99.

d) Inthe Find and List window for Hosted DN Patterns, you can download a .cvs file so that you can add or
update multiple patterns for the call control discovery feature at the same time. To download a .csv file,
click Download in the window.

Configure the appropriate fields as described in the following sections:
a) SAF Security Profile Configuration, on page 79

b) SAF Forwarder Configuration, on page 81

¢) Hosted DN Group Configuration, on page 84

d) Hosted DN Pattern Configuration, on page 86

e) Partition Configuration for Call Control Discovery, on page 89

f) Advertising Service Configuration, on page 88

g) Requesting Service Configuration, on page 91

h) Blocked Learned Pattern Configuration, on page 94

To upload a modified .csv file in the Find and List window for Hosted DN Patterns, click Upload File; browse
to the file that you want to upload, check the Replace Existing Patterns check box if you want to overwrite
the existing patterns, and then click Upload File.

To save the configuration information to the database, click Save.
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Tip The Reset button in the CCD Advertising Service Configuration window triggers the call control
discovery advertising service to withdraw existing publishing requests and to publish all the related
information again. The Reset button in the CCD Requesting Service Configuration window triggers
the requesting service to remove the learned patterns from the local cache, resubscribe to the SAF
network, and to learn patterns again. To ensure that your network is not impacted, Cisco recommends
that you click the Reset button during off-peak hours.

Configure a SAF-Enabled Trunk

You can configure a SIP or H.323 (non-gatekeeper controlled) trunk so that it supports SAF. For SIP trunks,
you choose Call Control Discovery from the Trunk Service Type drop-down list box, which displays in the
same window where you assign the trunk type and trunk protocol. Be aware that you cannot change the trunk
service type after you choose it from the drop-down list box.

For H.323 (non-gatekeeper controlled) trunks, you check the Enable SAF check box in the Trunk Configuration
window when you configure the trunk (after you choose the trunk type and trunk protocol). If you want to
disable SAF on the H.323 trunk after you enable it, uncheck the Enable SAF check box.

For trunk configuration considerations, see the Install and Activate Call Control Discovery, on page 69.

Identify Hosted DN Patterns in a Hosted DN Group

The Find and List Hosted DN Patterns window allows you to identify which hosted DN patterns belong to a
Hosted DN group. In the Find and List Hosted DN Patterns window, you can perform one of the following
tasks:

* You can search for all hosted DN patterns, which displays the hosted DN group in the Hosted DN Group
when the results display. (The GUI groups the hosted DN groups together in the results.)

* You can search specifically for a particular hosted DN group by choosing Hosted DN Group from the
Find drop-down list box and then entering a hosted DN group in the search criteria.

Delete Configuration Records for Call Control Discovery

This section describes how to delete a configured call control discovery record in Cisco Unified
Communications Manager Administration.

Before you begin

If you delete a blocked pattern from Cisco Unified Communications Manager Administration, Cisco Unified
Communications Manager can relearn those patterns if they are still available in the SAF network (and if the
maximum number of learned patterns has not been reached for the cluster).

When you delete a CCD advertising service, all hosted DN patterns that are advertised with each assigned
trunk get unpublished.

When you delete the CCD requesting service, all learned patterns get unregistered from the local cache and
digit analysis.
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\}

Note  You can delete multiple records from the Find and List window by checking the check boxes next to the
appropriate records and clicking Delete Selected. You can delete all records in the window by clicking Select
All and then clicking Delete Selected.

Procedure

Step 1 If you want to delete the record from the Find and List window, perform the following tasks:

a) Find the record that you want to delete.
b) Click the record that you want to delete.
c) Click Delete Selected.

You receive a message that asks you to confirm the deletion.
d) Click OK.

The window refreshes, and the record gets deleted from the database.

Step 2 If you want to delete the record from the configuration window, perform the following tasks:

a) Find the record that you want to delete.
b) Access the configuration window; click Delete in the configuration window.

You receive a message that asks you to confirm the deletion.

¢) Click OK.

The window refreshes, and the record gets deleted from the database.

Related Topics
Configuration Records for Call Control Discovery, on page 96

Provide Information to Users

The call control discovery feature does not impact end users; for example, it does not impact phone users.

Troubleshooting Call Control Discovery

For information on troubleshooting call control discovery, see the Troubleshooting Guide for Cisco Unified
Communications Manager.
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CHAPTER 5

Call Display Restrictions

This chapter provides information about the Call Display Restrictions feature which allows you to choose the
information that will display for calling and/or connected lines, depending on the parties who are involved in
the call. By using specific configuration settings in Cisco Unified Communications Manager Administration,
you can choose to present or restrict the display information for each call.

For example, in a hotel environment, you may want to see the display information for calls that are made
between a guest room and the front desk; however, for calls between guest rooms, you would not want the
call information to display on either phone. The Call Display Restrictions feature enables this functionality.

* Configure Call Display Restrictions, on page 103

» Call Display Restrictions Feature, on page 104

* System Requirements for Call Display Restrictions, on page 106

* Call Display Restrictions Examples, on page 106

* Interactions, on page 107

* Configure Call Display Restrictions, on page 108

* Configure the Service Parameter for Connected Number Display Restriction, on page 116

Configure Call Display Restrictions

The Call Display Restrictions feature allows you to choose the information that will display for calling and/or
connected lines, depending on the parties who are involved in the call. By using specific configuration settings
in Cisco Unified Communications Manager Administration, you can choose to present or restrict the display
information for each call.

For example, in a hotel environment, you may want to see the display information for calls that are made
between a guest room and the front desk; however, for calls between guest rooms, you would not want the
call information to display on either phone. The Call Display Restrictions feature enables this functionality.

Perform the following steps to configure Call Display Restrictions.

Procedure

Step 1 Configure partitions for rooms, front desk, club, and the PSTN.

For more information, see topics related to partitions and the Cisco Unified Communications Manager
Administration Guide.
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Step 2 Configure call park directory numbers or define a range of call park directory numbers. Configure translation
patterns for each call park directory number for call park retrieval from rooms.

For more information, see topics related to Call Park and the Cisco Unified Communications Manager
Administration Guide

Step 3 Configure a partition for call park directory numbers to make the partition available only to users who have
the partition in their calling search space.
For more information, see topics related to partitions and Call Park, as well as the Cisco Unified
Communications Manager Administration Guide.

Step 4 Configure calling search spaces for rooms, front desk, club, the PSTN, and room park range (for Call Park).
For more information, see topics related to calling search spaces and the Cisco Unified Communications
Manager Administration Guide.

Step 5 Configure the phones for the rooms, front desk, club, and the gateway for the PSTN.
For more information, see topics related to devices and gateways, as well as the Cisco Unified Communications
Manager Administration Guide.

Step 6 Configure translation patterns and route patterns.

For more information, see topics related to translation patterns, as well as the Cisco Unified Communications
Manager Administration Guide and the Cisco Unified Communications Manager System Guide.

Related Topics
Call Display Restrictions, on page 103
Call Display Restrictions Feature, on page 104
Call Park, on page 115
Calling Search Spaces, on page 111
Devices and Gateways, on page 112
Partitions, on page 111
Translation Patterns, on page 112

Call Display Restrictions Feature

The Call Display Restrictions feature works within a Cisco Unified Communications Manager cluster that is
running Cisco Unified Communications Manager 5.0 or a later version or a Cisco Unified Communications
Manager server that is running Cisco Unified Communications Manager 6.0 or a later version. To enable Call
Display Restrictions, you must configure the following parameters:

Service Parameter:
» Always Display Original Dialed Number

Translation Pattern Parameters
» Name Display for Original Dialed Number When Translated
* Calling Line ID Presentation

» Connected Line ID Presentation

Phone Configuration/User Device Profile Parameter:
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* Ignore Presentation Indicators (internal calls only)

The combination of these settings allows you to determine whether the display information for each call is
allowed or restricted and how to display the connected number.

Overview of Call Display Restrictions

Call Display Restrictions allow you to selectively display or restrict calling and/or connected line display
information. A hotel environment, which might have the following needs, frequently requires this functionality:

* For calls between a guest room and the front desk, both the room and the front desk should see the call
information display of each other.

* For calls between guest rooms, the rooms should not see the call information display of each other.

* For calls between guest rooms and other hotel extensions (such as the club house), only the rooms should
see the call information display.

* For external calls from the public switched telephone network (PSTN) to the front desk or guest rooms,
the call information of the caller should not display if the display settings are restricted.

* For all calls to the front desk, the call information of internal calls should display.

* When the front desk transfers a call from a guest room to security, the room phone shows only the dialed
number for the front desk.

Call Display Restrictions Enablement

The basis for the functionality of the Call Display Restrictions feature is calls being routed through different
translation patterns before the calls are extended to the actual device. Users then dial the appropriate translation
pattern numbers to achieve the display restrictions.

Translation Pattern Configuration

To enable Call Display Restrictions, configure translation patterns with different levels of display restrictions
by choosing the appropriate option for the calling line ID presentation and the connected line ID presentation
parameters.

RS

Tip  You must configure partitions and calling search spaces, along with translation patterns. For more information
about these configurations, see topics related to translation pattern configuration and the Cisco Unified
Communications Manager Administration Guide.

Phone Configuration/User Device Profile Configuration

Next, enable the “Ignore Presentation Indicators (internal calls only)” parameter to ignore any presentation
restriction that is received for internal calls and to ensure that the device will display the call information of
the remote party.

For users who log in to phones that are enabled for Extension Mobility, configure this setting from the Cisco
Unified Communications Manager Administration Device Profile Configuration window as well.
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Connected Number Display

When a call routes through a translation or route pattern, routes to a Call Forward All or Call Forward Busy
destination, or gets redirected through a call transfer or CTI application, the connected number display updates
to show the modified number or redirected number.

To turn off phone display updates so that the phone displays only the dialed digits, set the Cisco CallManager
service parameter “Always Display Original Dialed Number” to true. When this service parameter specifies
true, the originating phone displays only the dialed digits for the duration of the call.

You can choose if the name for the original dialed number or the number after translation is displayed using
the Cisco CallManager service parameter called “Name Display for Original Dialed Number When Translated”.
The default setting displays the name for the original dialed number before translation. This parameter is not
applicable if the “Always Display Original Dialed Number” service parameter is set to false.

Related Topics
Configure the Phone, on page 110
Configure Translation Pattern Parameters, on page 109
Extension Mobility, on page 108

System Requirements for Call Display Restrictions

The following software components support Call Display Restrictions:

* Cisco Unified Communications Manager

The following devices support Call Display Restrictions:
* Cisco Unified IP Phone 6900 Series (except 6901 and 6911)

* Cisco Unified IP Phone 7900 Series
* Cisco Unified IP Phone 8900 Series
* Cisco Unified IP Phone 9900 Series
» H.323 clients

* CTI ports

* Cisco IP Communicator

Call Display Restrictions Examples

The following scenarios provide examples for using Call Display Restrictions:
* Front Desk calls Room-1 - Both phones display the call information of each other.

* Front Desk calls Room-1, and Front Desk transfers the call to Room-2 - The final connected parties,
Room-1 and Room-2, cannot see the call information display of each other.

+ External (PSTN) calls the Front Desk - The Front Desk honors the display settings of the external caller.
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* External (PSTN) calls Room-1 - Room-1 honors the presentation of the external caller; the external caller
cannot see the call information display of Room-1.

* Room-1 calls Front Desk - Both phones display the call information of each other.
* Room-1 calls Room-2 - Neither phone can see the call information display of the other.

* Room-1 calls Front Desk, and Front Desk transfers the call to Room-2 - The final connected parties,
Room-1 and Room-2, cannot see the call information display of each other.

* Room-1 calls Front Desk-1, and Front Desk-1 transfers the call to Front Desk-2 - The final connected
parties, Room-1 and Front Desk-2, can see the call information display of each other.

* Room-1 calls Room-2, and Room-2 transfers the call to Front Desk - Room-1 and Front Desk see the
call information display of each other.

* Club House calls Room-1 - Club House cannot display the call information; Room-1 can see the call
information display.

* All parties in a conference call - All phones see “To Conference” for the call information display.

* Room-1 calls Club House, and Club House manager has all calls forwarded to his mobile - Room-1 sees
the Club House number only.

Interactions

This section describes how the Call Display Restrictions feature interacts with Cisco Unified Communications
Manager applications and call processing features.

The connected number display restriction applies to all calls that originate in the system. When set to true,
this setting interacts transparently with existing Cisco Unified Communications Manager applications, features,
and call processing. The setting applies to all calls that terminate inside or outside the system.

Call Park

When the Call Display Restrictions feature is used with Call Park, you must configure an associated translation
pattern for each individual call park number to preserve the Call Display Restrictions feature; you cannot
configure a single translation pattern to cover a range of call park numbers.

Consider the following scenario as an example:

1. The system administrator creates a call park range of 77x and places it in a partition called P_ParkRange.
(The phones in the guest rooms can see the P ParkRange partition is made visible to the phones in the
guest rooms by inclusion of it in the calling search space of the phones (CSS_FromRoom.))

2. The administrator configures a separate translation pattern for each call park directory number and
configures the display settings to Restricted. (In the current scenario, the administrator creates translations
patterns for 770, 771, 772...779.)

\}

Note  For the Call Display Restrictions feature to work correctly, the administrator must configure separate translation
patterns and not a single translation pattern for a range of numbers (such as 77x or 77[0-9]).
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3. Room-1 calls Room-2.
4. Room-2 answers the call, and Room-1 parks the call.
5. When Room-1 retrieves the call, Room-2 does not see Room-1 call information display.

See the Call Park and Directed Call Park, on page 119 for additional information about using the Call Park
feature.

Conference List

When you use Call Display Restrictions, you restrict the display information for the list of participants in a
conference. For more information about conference lists, see the Cisco Unified Communications Manager
System Guide.

Conference and Voice Mail

When Call Display Restrictions are used with features such as conference and voice mail, the call information
display on the phones reflects that status. For example, when the conference feature is invoked, the call
information display shows “To Conference.” When voice mail is accessed by choosing the “Messages” button,
the call information display shows “To Voicemail.”

Extension Mobility

To use Call Display Restrictions with Extension Mobility, enable the “Ignore Presentation Indicators (internal
calls only)” parameter in both the Cisco Unified Communications Manager Administration Phone Configuration
window and the Cisco Unified Communications Manager Administration Device Profile Configuration
window.

When you enable Call Display Restrictions with Extension Mobility, the presentation or restriction of the call
information depends on the line profile that is associated with the user who is logged in to the device. That
is, the configuration that is entered in the user device profile (associated with the user) overrides the
configuration that is entered in the phone configuration (of the phone that is enabled for Extension Mobility).

Configure Call Display Restrictions

To use Call Display Restrictions, make sure that you perform the following Cisco Unified Communications
Manager configurations:

* Configure partitions and calling search spaces before you add a translation pattern.
* Configure translation patterns with different levels of display restrictions.

* From the Phone Configuration window, check the “Ignore Presentation Restriction (internal calls only)”
check box to ensure that the call information display for internal calls is always visible.

* Configure individual, associated translation patterns for each individual Call Park directory number, to
work with the Call Park feature.

* Set the “Always Display Original Dial Number” service parameter to True to ensure privacy and to block
connected number updates for redirected calls.
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P

Tip Before you configure call display restrictions, review the task to configure Call Display restrictions.

Related Topics
Configure Call Display Restrictions, on page 103

Configure Translation Pattern Parameters

Configure the following parameters from the Cisco Unified Communications Manager Administration
Translation Pattern Configuration window.

P

Tip For outgoing calls, the translation pattern setting at the terminating end can override the originating Cisco
Unified Communications Manager settings.

Calling Line ID Presentation

Cisco Unified Communications Manager uses calling line ID presentation as a supplementary service to allow
or restrict the originating caller phone number on a call-by-call basis. Choose one of the following options to
allow or restrict the display of the calling party phone number on the called party phone display for this
translation pattern:

* Default - This option does not change the calling line ID presentation.
* Allowed - Cisco Unified Communications Manager allows the display of the calling number.
* Restricted - Cisco Unified Communications Manager blocks the display of the calling number.

Note If the incoming call goes through a translation pattern or route pattern and the calling line ID presentation
setting is allowed or restricted, the system modifies the calling line presentation with the translation or route
pattern setting.

Connected Line ID Presentation

Cisco Unified Communications Manager uses connected line ID presentation as a supplementary service to
allow or restrict the called party phone number on a per-call basis. Choose one of the following options to
allow or restrict the display of the connected party phone number on the calling party phone display for this
translation pattern:

* Default - This option does not change the connected line ID presentation.
* Allowed - This option displays the connected party phone number.

* Restricted - Cisco Unified Communications Manager blocks the display of the connected party phone
number.

\)

Note If the incoming call goes through a translation or route pattern and the connected line ID presentation field is
set to allowed or restricted, the system modifies the connected line presentation indicator with the translation
or route pattern setting.
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\}

Note If the connected number display restriction is enabled, the connected number display does not update for
modified numbers or redirected calls.

Examples

* For calls that are made from one guest room to another, configure the calling line ID presentation and
the connected line ID presentation to restricted to ensure that the call information does not display.

* For calls that are made from the front desk to a guest room, configure the calling line ID presentation to
allowed and the connected line ID presentation to restricted to ensure both parties can see the call
information.

P

Tip For more information about calling party transformations and connected party transformations, see the
Configure Call Display Restrictions, on page 103 chapter in the Cisco Unified Communications Manager
System Guide.

Configure the Phone

To complete the configuration of the Call Display Restrictions feature, check the “Ignore Presentation Indicators
(internal calls only)” check box from the Cisco Unified Communications Manager Administration Phone
Configuration window.

For use with Extension Mobility, also configure this setting from the Cisco Unified Communications Manager
Administration Device Profile Configuration window.

When you set the “Ignore Presentation Indicators (internal calls only)” field,

* Cisco Unified Communications Manager always displays the remote party call information if the other
party is internal.

* Cisco Unified Communications Manager does not display the remote party call information if the other
party is external and the display presentation is restricted.

Note Ensure the calling line ID presentation and the connected line ID presentation are configured with the “Ignore
Presentation Indicators (internal calls only)” parameter for Cisco Unified Communications Manager to ignore
the presentation settings of internal callers. For incoming external calls, the system maintains the received
presentation indicators even if the “Ignore Presentation Indicators (internal calls only)” parameter is set.

* For phones that are used at the hotel front desk, check the “Ignore Presentation Indicators (internal calls
only)” check box, so the front desk can always see the call information display for internal calls.

RS

Tip  For information about phone configurations and device profile configurations, see the Cisco Unified
Communications Manager Administration Guide.
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Call Display Restrictions Configuration Examples

This section provides sample configurations to enable the Call Display Restrictions feature.

Partitions

From the Cisco Unified Communications Manager Administration Partition Configuration window, configure
the following partitions:

* Insert a real partition P_Room

* Insert a real partition P_FrontDesk

* Insert a real partition P_Club

* Insert a real partition P PSTN

* Insert a translation partition P_CallsFromRoomToRoom

* Insert a translation partition P_CallsFromRoomToFrontDesk
* Insert a translation partition P_CallsFromRoomToClub

* Insert a translation partition P_CallsFromRoomToPSTN

* Insert a translation partition P_CallsFromFrontDeskToRoom
* Insert a translation partition P_CallsFromFrontDesk ToFrontDesk
* Insert a translation partition P_CallsFromFrontDeskToClub
* Insert a translation partition P_CallsFromFrontDeskToPSTN
* Insert a translation partition P_CallsFromPSTN

* Insert a translation partition P_CallsFromClubToRoom

* Insert a translation partition P_CallsFromClubToFrontDesk
* Insert a translation partition P_FrontDeskToParkNumber

* Insert a translation partition P_ RoomToParkNumber

* Insert a translation partition P ParkNumberRange

Calling Search Spaces

From the Cisco Unified Communications Manager Administration Calling Search Space Configuration
window, configure the following calling search spaces:

* Insert a calling search space CSS_Room {P_Room}

* Insert a calling search space CSS_FrontDesk {P_FrontDesk}
* Insert a calling search space CSS_Club {P_Club}

* Insert a calling search space CSS_PSTN {P_PSTN}

* Insert a calling search space CSS_FromRoom
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» { P_CallsFromRoomToFrontDesk, P_CallsFromRoomToRoom, P_CallsFromRoomToClub,
P_CallsFromRoomToPSTN, P_ RoomToParkNumber, P_ParkNumberRange}

* Insert a calling search space CSS_FromFrontDesk

» { P_CallsFromFrontDeskToRoom, P_CallsFromFrontDeskToClub, P_CallsFromFrontDeskToPSTN,
P_CallsFromFrontDeskToFrontDesk }

* Insert a calling search space CSS_FromPSTN

* { P_CallsFromPSTN}

* Insert a calling search space CSS_FromClub

* { P_CallsFromClubToRoom, P_CallsFromClubToFrontDesk}
* Insert a calling search space CSS_RoomParkRange

* {P_ParkNumberRange }

Devices and Gateways

From the Cisco Unified Communications Manager Administration Phone Configuration window and from
the Cisco Unified Communications Manager Administration Gateway Configuration window, configure the
following phones and configure the following gateway:

* Configure phone A (Room-1) with partition P_Room and device/line calling search space CSS_FromRoom
* { P_Phones, CSS FromRoom} : 221/Room-1
* Configure phone B (Room-2) with partition P_Room and device/line calling search space CSS_FromRoom
* { P Phones, CSS_FromRoom} : 222/Room-2

* Configure phone C (Front Desk-1) with partition P_FrontDesk and device/line calling search space
CSS_FromFrontDesk and Ignore Presentation Indicators check box enabled

* { P_FrontDesk, CSS_FromFrontDesk, IgnorePresentationIndicators set} : 100/Reception

* Configure phone D (Front Desk-2) with partition P_FrontDesk and device/line calling search space
CSS_FromFrontDesk and Ignore Presentation Indicators check box enabled

* { P_FrontDesk, CSS_FromFrontDesk, IgnorePresentationIndicators set} : 200/Reception

* Configure phone E (Club) with partition P_Club and calling search space CSS_FromClub

* { P_Club, CSS_FromClub) : 300/Club

* Configure PSTN Gateway E with route pattern P_ PSTN and calling search space CSS_FromPSTN
* {CSS_FromPSTN}, RoutePattern {P_PSTN}

Translation Patterns

From the Cisco Unified Communications Manager Administration Translation Pattern Configuration window,
configure the following translation patterns:

* Insert a translation pattern TP1 as 1XX
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* Partition: P_CallsFromRoomToFrontDesk

» CSS: CSS_FrontDesk

* Calling Line ID Presentation and Calling Name Presentation: Restricted

* Connected Line ID Presentation and Connected Name Presentation: Allowed

 {P_CallsFromRoomToFrontDesk, CSS FrontDesk, Calling Line/Name - Restricted, Connected Line/Name
- Allowed}

* Insert a translation pattern TP2 as 2XX

* Partition: P_CallsFromRoomToRoom

* CSS: CSS_Room

* Calling Line ID Presentation and Calling Name Presentation: Restricted

* Connected Line ID Presentation and Connected Name Presentation: Restricted

» {P_CallsFromRoomToRoom, CSS_Room, Calling Line/Name - Restricted, Connected Line/Name -
Restricted}

* Insert a translation pattern TP3 as 3XX

* Partition: P_CallsFromRoomToClub

* CSS: CSS_Club

* Calling Line ID Presentation and Calling Name Presentation: Restricted

* Connected Line ID Presentation and Connected Name Presentation: Allowed

» {P_CallsFromRoomToClub, CSS_Club, Calling Line/Name - Restricted, Connected Line/Name -
Allowed}

* Insert a translation pattern TP4 as 9XXXX with called party transform mask as XXX
* Partition: P_CallsFromRoomToPSTN

* CSS: CSS_PSTN

* Calling Line ID Presentation and Calling Name Presentation: Restricted

* Connected Line ID Presentation and Connected Name Presentation: Default

» {P_CallsFromRoomToPSTN, CSS_PSTN, Calling Line/Name - Restricted, Connected Line/Name -
Default}

* Insert a route pattern RP5 as 9. XXXXXX with discard digits as predot

* (DDI : PreDot)

* Partition: P_CallsFromRoomToPSTN

» CSS: CSS_PSTN

* Calling Line ID Presentation and Calling Name Presentation: Restricted

» Connected Line ID Presentation and Connected Name Presentation: Default
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» {P_CallsFromRoomToPSTN, CSS PSTN, Calling Line/Name - Restricted, Connected Line/Name -
Default}

* Insert a translation pattern TP6 as 2XX

* Partition: P_CallsFromFrontDeskToRoom

* CSS: CSS_Room

* Calling Line ID Presentation and Calling Name Presentation: Allowed

*» Connected Line ID Presentation and Connected Name Presentation: Restricted

» {P_CallsFromFrontDeskToRoom, CSS Room, Calling Line/Name - Allowed, Connected Line/Name -
Restricted}

* Insert a translation pattern TP7 as 1XX

* Partition: P_CallsFromFrontDesk ToFrontDesk

* CSS: CSS_FrontDesk

* Calling Line ID Presentation and Calling Name Presentation: Allowed

* Connected Line ID Presentation and Connected Name Presentation: Allowed

» {P_CallsFromFrontDeskToFrontDesk, CSS FrontDesk, Calling Line/Name - Allowed, Connected
Line/Name - Allowed}

* Insert a translation pattern TP8 as 3XX

» Partition: P_CallsFromFrontDeskToClub

» CSS: CSS_Club

* Calling Line ID Presentation and Calling Name Presentation: Allowed

* Connected Line ID Presentation and Connected Name Presentation: Allowed

» {P_CallsFromFrontDeskToClub, CSS_Club, Calling Line/Name - Allowed, Connected Line/Name -
Allowed}

* Insert a translation pattern TP9 as 9XXXX

* Partition: P_CallsFromFrontDeskToPSTN

» CSS: CSS_PSTN

* Calling Line ID Presentation and Calling Name Presentation: Allowed

* Connected Line ID Presentation and Connected Name Presentation: Default

» {P_CallsFromFrontDeskToPSTN, CSS PSTN, Calling Line/Name - Allowed, Connected Line/Name -
Default}

* Insert a route pattern RP10 as 9.XXXX with discard digits as predot
» Partition: P_CallsFromFrontDeskToPSTN
» CSS: CSS_PSTN

* Calling Line ID Presentation and Calling Name Presentation: Restricted
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» Connected Line ID Presentation and Connected Name Presentation: Default

» {P_CallsFromFrontDeskToPSTN, CSS PSTN, Calling Line/Name - Restricted, Connected Line/Name
- Default}

* Insert a translation pattern TP11 as 1XX

* Partition: P_CallsFromClubToFrontDesk

* CSS: CSS_FrontDesk

* Calling Line ID Presentation and Calling Name Presentation: Allowed

* Connected Line ID Presentation and Connected Name Presentation: Allowed

» {P_CallsFromClubToFrontDesk, CSS FrontDesk, Calling Line/Name - Allowed, Connected Line/Name
- Allowed}

* Insert a translation pattern TP12 as 2XX

* Partition: P_CallsFromClubToRoom

* CSS: CSS_Room

* Calling Line ID Presentation and Calling Name Presentation: Allowed

* Connected Line ID Presentation and Connected Name Presentation: Restricted

* { P_CallsFromClubToRoom, CSS_Room, Calling Line/Name - Allowed, Connected Line/Name -
Restricted}

* Insert a translation pattern TP13 as 1XX

* Partition: P_CallsFromPSTN

* CSS: CSS_FrontDesk

* Calling Line ID Presentation and Calling Name Presentation: Restricted

* Connected Line ID Presentation and Connected Name Presentation: Allowed

* { P_CallsFromPSTN, CSS FrontDesk, Calling Line/Name - Restricted, Connected Line/Name - Allowed}

Call Park

From the Cisco Unified Communications Manager Administration Call Park Number Configuration window,
configure the following items for the Call Park feature:

* Insert a Call Park directory number 888X

* Call Park Number Range: P_ParkNumberRange/888X

* Configure the translation patterns for the call park retrieval from
+ room: TP (11-20): 8880 to 8889

* Partition: P RoomToParkNumber

* CSS: CSS_RoomParkRange

* Calling Line ID Presentation and Calling Name Presentation: Restricted
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» Connected Line ID Presentation and Connected Name Presentation: Restricted

Call Flow Example

The following figure shows a graphic representation of a sample call flow, with a description of how the Call
Display Restrictions feature works in this scenario.

Figure 1: Sample Call Flow

2XX
P CallsFromRoomToRoom
CS88 Room 4P Room?t
Calling/Connected Name/Line ID Restricted

ia  aa

Room-1, 221 Room=-2, 222

P Room
CS85 FromRoom
1P CallsFromRoomToRoom

113551

1. Room-1 calls Room-2 (directory number 222).

2. Room-1 has CSS_FromRoom, so Room-1 can access only phones that are in the
P_CallsFromRoomToRoom partition.

3. The P_CallsFromRoomToRoom partiti