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APIC Container Function Profile Lookup

Summary
Output Function Profile Identity from container
Description
This task outputs tenant function profile identity from container.
Inputs
Input Description Mappable To Type Mandatory
Container Select container instance ServiceContainer Y
Outputs
Output Description Type
OUTPUT CONTAINER TENANT | APIC Container Tenant ID ApicDeviceTenantldentity
ID
OUTPUT _CONTAINER GROUPID | Application Container Group ID |gen_ text input
OUTPUT _CONTAINER NAME | Application Container Name gen_text input
FUNCTION_PROFILE IDENTITY | Tenant Function Profile Identity | ApicTenantFunctionProfile
Identity
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Summary
Output APIC Container L4-L7 Service Information
Description
This task outputs APIC Container L4-L7 Service information.
Inputs
Input Description Mappable To Type Mandatory
Container Select container instance ServiceContainer Y
Tier 1 Tier 1 gen_text_input
Tier 2 Tier 2 gen_text_input
Service Type Service Type gen_text input Y
Service Chain Flag Service Chain Flag gen_text_input Y
Service Chain Type Service Chain Type gen_text_input Y
Service Name Service Name gen_text_input
SSL Enabled Flag SSL Enabled Flag gen_text_input
Outputs
Output Description Type

OUTPUT_CONTAINER_NAME

Container Name

gen_text_input

TENANT IDENTITY

APIC Tenant Identity

ApicDeviceTenantldentity

TENANT DEVICE CLUSTER

APIC Tenant Device Cluster

gen_text_input

TENANT DEVICE CLUSTER
IDENTITY

APIC Tenant Device Cluster
Identity

ApicDeviceTenantDevice
Clusterldentity

DEVICE PACKAGE IDENTITY

APIC Tenant Device Package
Identity

ApicDeviceTenantPackage
Identity

OUTPUT L4L7 MGMT IP

L4-L7 Device Management [P

gen_text input

PORT

APIC Tenant Device Cluster

gen_text input

SEC_PORT

APIC Tenant Device Cluster

gen_text input

OUTPUT _APIC DEVICE SEC
DOMAIN PROFILE IDENTITY

APIC Device Domain Profile
Identity

ApicDomainProfileldentity

OUTPUT CONTEXT AWARE

Context Aware

gen_text input

OUTPUT _L4L7 _CLUSTER_IP

L4L7 Cluster IP

gen_text input

OUTPUT ADMIN USERNAME

Admin Username

gen_text_input

OUTPUT ADMIN PASSWORD

Admin Password

password

OUTPUT SEC_INTERFACE NAME

Concrete Secondary Interface

gen_text_input
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Output Description Type
OUTPUT _APIC ENTITY APIC Entity Username gen_text input
USERNAME

OUTPUT APIC ENTITY APIC Entity Password password
PASSWORD

OUTPUT _L4L7_SEC_MGMT IP

L4-L7 Secondary Device
Management IP

gen_text input

TENANT DEVICE CLUSTER
CONCRETE DEVICE

APIC Tenant Device Cluster
Concrete Device Identity

gen_text input

OUTPUT_APIC_DEVICE_DOMAIN _
PROFILE_IDENTITY

APIC Device Domain Profile
Identity

ApicDomainProfileldentity

OUTPUT L4L7 SERVICE TYPE

L4-L7 Service Type

gen_text input

OUTPUT L4L7 DEVICE TYPE

L4-L7 Device Type

ApicDeviceClusterType

OUTPUT L4L7 VM _NAME

L4-L7 VM Name

gen_text_input

OUTPUT _L4L7_SEC_VM_NAME

L4-L7 Secondary VM Name

gen_text_input

OUTPUT L4L7 VM _ID

L4-L7 VM ID

gen_text_input

OUTPUT L4L7 SEC_VM_ID

L4-L7 Secondary VM ID

gen_text_input

OUTPUT L4L7 VCENTER NAME

L4-L7 VCenter Name

gen_text_input

OUTPUT APIC_CONTAINER TIER
LIST

APIC Container Tier List

gen_text input

TENANT DEVICE CLUSTER APIC Tenant Concrete Interfaces | ApicDeviceStaticPath
CONCRETE INTERFACE STATIC | Static Path Identity Identity

PATH IDENTITY

OUTPUT _SERVICE GRAPH ASA | APIC Service Graph ASA ApicL4L7ServiceGraph

FUNCTION_PROFILE IDENTITY

Function Profile Identity

APICASAFunctionProfile
Identity

OUTPUT _LOAD BALANCER _
SERVICES

Load Balancer Services

gen_text input

SERVICE _GRAPH

Service Graph

gen_text_input

TENANT FILTER IDENTITY

Tenant Filter Identity

ApicDeviceTenantFilter
Identity

TENANT CONTRACT IDENTITY

APIC Tenant Contract Identity

ApicDeviceTenantContract
Identity

TENANT_CONTRACT SUBJECT _
IDENTITY

Contract Subject Identity

ApicTenantContractSubject
Identity

OUTPUT_LA4L7_TIER1 BRIDGE_
DOMAIN_IDENTITY

APIC Container Tier 1 BD
Identity

ApicDeviceTenantBridge
Domainldentity

OUTPUT _LA4L7_TIER2 BRIDGE
DOMAIN_IDENTITY

APIC Container Tier 1 BD
Identity

ApicDeviceTenantBridge
Domainldentity
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Output Description Type
OUTPUT L4L7 PROVIDER EPG |LA4L7 Provider EPG Identity ApicDeviceTenant
IDENTITY EPGlIdentity
OUTPUT _L4L7 CONSUMER _EPG _|L4L7 Consumer EPG Identity | ApicDeviceTenant
IDENTITY EPGlIdentity

OUTPUT_LB_EXTERNAL_IP

Load Balancer External 1P

gen_text input

OUTPUT LB_EXTERNAL IP_
MASK

Load Balancer External IP Mask

gen_text input

OUTPUT _LB_INTERNAL IP

Load Balancer Internal IP

gen_text input

OUTPUT LB_INTERNAL IP MASK

Load Balancer Internal IP Mask

gen_text input

OUTPUT_LB_INFRA_IP

Load Balancer Infra IP

gen_text input

OUTPUT_LB_INFRA_IP_ MASK

Load Balancer Infra IP Mask

gen_text_input

OUTPUT_INFRA_TIER NAME

Infra Tier Name

gen_text_input

OUTPUT_LB_VIP

Load Balancer Virtual IP

gen_text_input

OUTPUT_LAL7WRAPPER
CREATE_DEVICE _CLUSTER

L4L7 Service Graph Function
Node Identity

gen_text_input

OUTPUT _L4L7_INSIDE
INTERFACE_IDENTITY

L4L7 Device Cluster Inside
Interface Identity

ApicDeviceTenantDevice
ClusterInterfaceldentity

OUTPUT _L4L7 OUTSIDE
INTERFACE_IDENTITY

L4L7 Device Cluster Outside
Interface Identity

ApicDeviceTenantDevice
ClusterInterfaceldentity

OUTPUT _LA4L7_SERVICE GRAPH _
FUNCTION_NODE_IDENTITY

L4L7 Service Graph Function
Node Identity

ApicTenantServiceGraph
FunctionNodeldentity

OUTPUT_LB_FUNCTION _
PROFILE_IDENTITY

Load Balancer Function Profile
Identity

ApicL4L7ServiceGraph
FunctionProfileldentity

OUTPUT _ASAV_MGMT _
PORTGROUP

ASAv Management Port Group

gen_text input

OUTPUT _ASAV_MGMT IPPOOL | ASAv Management IP Pool IPPoolPolicy
OUTPUT_ASAV_HA TPPOOL ASAv Regular HA TP Pool IPPoolPolicy
OUTPUT ASAV_HA LINK IPPOOL | ASAv Stateful HA IP Pool IPPoolPolicy
OUTPUT _ASAV_HA MODE ASAv HA Mode Flag Boolean
OUTPUT _ASAV_HA TYPE ASAv HA Stateful gen_text_input
Flag(enable/disable)

OUTPUT LB _HA MODE LB HA Mode Flag Boolean
OUTPUT ASAV _DEPLOYMENT | ASAv Deployment Policy gen_text_input

POLICY

OUTPUT _ENABLE NETWORK
MANAGEMENT

Enable Network Management

gen_text_input

OUTPUT L4L7 DEPLOY_ ASAV

L4L7 Deploy ASAv Flag

gen_text input
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Output

Description

Type

OUTPUT L4L7 CONFIGURE LB

Load balancer service
requirement Flag

gen_text_input

OUTPUT _L4L7_TIERI

L4L7 Service Tier 1

gen_text input

OUTPUT _L4L7_TIER2

L4L7 Service Tier 2

gen_text input

OUTPUT L4L7 TIER1 GATEWAY
IP_ MASK

L4L7 Tier 1 Gateway IP and
Mask

gen_text input

OUTPUT L4L7 TIER2 GATEWAY _
IP._ MASK

L4L7 Tier 2 Gateway IP and
Mask

gen_text input

OUTPUT L4L7 INFRA TIER
GATEWAY _IP_MASK

L4L7 Infra Tier Gateway IP and
Mask

gen_text input

OUTPUT L4L7 TRANSPARENT
MODE

L4-L7 Transparent Mode

gen_text input

OUTPUT LA4L7 BRIDGE_DOMAIN_
IDENTITY

L4-L7 Bridge Domain Identity

ApicDeviceTenantBridge
Domainldentity

OUTPUT LA4L7 SERVICE GRAPH

L4-L7 Service Graph Identity

ApicDeviceTenantService

IDENTITY Graphldentity
OUTPUT L4L7 SERVICE GRAPH_ |L4-L7 Service Graph Node ApicTenantL4L7Service
NODE IDENTITY Identity GraphNodeldentity

OUTPUT _L4L7 CONTRACT _
IDENTITY

L4-L7 Contract Identity

ApicDeviceTenantContract
Identity

OUTPUT L4L7 SERVICE
CHAINING

L4-L7 Service Chaining

gen_text_input

OUTPUT LAL7 LOGICAL DEVICE
CONTEXT IDENTITY

L4-L7 Logical Device Context
Identity

ApicDeviceTenantLogical
DeviceContextldentity

OUTPUT _LA4L7 DEVICE_
CLUSTER_INTERFACEI

L4-L7 Device Cluster Interface
1 Identity

ApicDeviceTenantDevice
ClusterInterfaceldentity

OUTPUT _LA4L7 DEVICE_
CLUSTER_INTERFACE2

L4-L7 Device Cluster Interface
2 Identity

ApicDeviceTenantDevice
ClusterInterfaceldentity

OUTPUT _L4L7_CONTRACT
SUBJECT _IDENTITY

L4-L7 Contract Subject Identity

ApicTenantContractSubject
Identity

OUTPUT L4L7 VALUEI

L4-L7 Valuel

ApicDeviceTenantFilter
Identity

OUTPUT L4L7 VALUE2

L4-L7 Value2

gen_text_input

OUTPUT L4L7 VALUE3

L4-L7 Value3

gen_text input

OUTPUT _L2L3_OPTION

L3/L2 Out Selection

gen_text_input

OUTPUT_LB_MODE

Single Arm/Two Arm Mode for
LB

gen_text_input

OUTPUT _LA4L7_INFRA
INTERFACE_IDENTITY

L4L7 Device Cluster Infra
Interface Identity

ApicDeviceTenantDevice
ClusterInterfaceldentity

Service Container Tasks .




. APIC Container L4-L7 Service Info Wrapper

Service Container Tasks |

Output

Description

Type

OUTPUT TIER1 NETWORK IP

Output Tier 1 Network IP

gen_text_input

OUTPUT IS TIER1 EXTERNAL

Is Tierl is External Network

gen_text input

OUTPUT INTERFACE NAME

Concrete Interface

gen_text input

OUTPUT _APIC L4L7 SUBNET
GATEWAY IP

APIC LAL7 Subnet Gateway IP

gen_text input

OUTPUT _APIC L4L7 SUBNET
PREFIX

APIC L4L7 Subnet Gateway
Prefix

gen_text input

OUTPUT _APIC L4L7 SUBNET
POLICY

APIC L4L7 Service IP Subnet
Policy

gen_text input

OUTPUT_APIC L4L7 SUBNET ID

APIC L4L7 Subnet ID

gen_text input

OUTPUT _L4L7 USED PHYSICAL
LB

L4L7 Physical Load Balancer IPs

gen_text_input

OUTPUT_APIC_ENTITY_SEC_
USERNAME

APIC Entity Secondary
Username

gen_text_input

OUTPUT_APIC_ENTITY_ SEC_
PASSWORD

APIC Entity Secondary
Password

password

OUTPUT_APIC_ENTITY_ SEC_
GATEWAY

APIC Entity Secondary Gateway

gen_text_input

OUTPUT_APIC_ENTITY
GATEWAY

APIC Entity Gateway

gen_text_input

TENANT DEVICE CLUSTER SEC
CONCRETE_INTERFACE STATIC
PATH IDENTITY

APIC Tenant Second Concrete
Interfaces Static Path Identity

ApicDeviceStaticPath

Identity

OUTPUT_PRIVATE NETWORK__
NAME

Private Network Name

gen_text input

OUTPUT _PC_MEMBER _
INTERFACES

PC Member Interfaces

gen_text input

OUTPUT_CHANNEL_GROUP_ID

Channel Group ID

gen_text input
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APIC Container Resource Lookup

Summary

Inputs

Outputs

APIC Container Resource Lookup
Description
(Topology Specific Task)This task outputs APIC Container resource information.
Input Description Mappable To Type Mandatory
Container Select container instance ServiceContainer Y
Output Description Type
OUTPUT _CONTAINER TENANT | APIC Container Tenant ID ApicDeviceTenant
ID Identity

OUTPUT_CONTAINER GROUPID

Application Container Group ID

gen_text_input

OUTPUT _CONTAINER NAME

Application Container Name

gen_text_input

OUTPUT_APIC_CONTAINER_TIER
LIST

Application Container Tier List

gen_text_input

OUTPUT_APIC_CONTAINER _
LAL7DEF_COUNT

Application Container L4L7
Definition Count

gen_text_input

OUTPUT _ENABLE_NETWORK
MANAGEMENT

Enable Network Management

gen_text_input

OUTPUT _L4L7_REQUIRED _
SERVICES

Container required L4-L7 Services

gen_text_input

OUTPUT _FLAG_LA4L7 REQUIRED

Flag for whether to configure L4-L7
Services

gen_text_input

OUTPUT _FLAG DR _REQUIRED

Flag for whether to configure
Disaster Recovery

gen_text_input

OUTPUT _PRIVATE NETWORK
NAMES

Private Network Names

gen_text_input
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APIC Reterive Secondary Container
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Summary
Output secondary container Id

Description
This task outputs secondary container id from primary container.

Inputs
Input Description Mappable To Type Mandatory
Primary Container Select Primary container ServiceContainer Y

instance

Outputs
Output Description Type
OUTPUT_CONTAINER ID Application Container ID ServiceContainer
OUTPUT DR_ENABLED IF DR Enabled on Application Boolean

Container
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Add Disk To BM Wrapper

Summary

Inputs

Add Disk To BM Wrapper [}

Outputs

Add Disk To BM Wrapper
Description
This task outputs Bare Metal information.
Input Description Mappable To Type Mandatory
Container Select container instance ServiceContainer Y
BM Name APIC BM BareMetal Name Y
Disk Size Disk Size gen_text_input Y
Output Description Type

OUTPUT _CONTAINER NAME

Application Container Name

gen_text_input

OUTPUT_CONTAINER GROUP

Container Group

userGroup

OUTPUT_STORAGE_GROUP _
IDENTITY

Storage Group Identity

emcStorageGroupldentity

UCS_SP_NAME_PREFIX

Service Profile Name Prefix

gen_text_input

BM_HOSTNAME

HOST NAME

gen_text_input

IP_POOL_POLICY

IP_POOL POLICY provided
during the onboarding operation
was performed

[PPoolPolicy

STORAGE ACCOUNT _NAME

Storage Account Name selected
for Tenant Onboarding

gen_text_input

OUTPUT_STORAGE_ACCOUNT _
IDENTITY

Storage Account Identity

EMC_Accountldentity

OUTPUT _STORAGE_ACCOUNT _ | Storage Account Type gen_text input

TYPE

OUTPUT _STORAGE POOL TYPE | Storage Pool Type emcStoragePool Type
Selector

OUTPUT _STORAGE POOL Storage Pool Identity emcBlockStoragePool

IDENTITY Identity

OUTPUT RAID GROUP RAID |Raid Group Raid Type gen_text input
TYPE
OUTPUT RAID GROUP RAID Group Identity emcRAIDGroupldentity

IDENTITY

OUTPUT _VNX ZONE PORTI

Generic Storage FC Adapter List

GENERIC_FC_ADAPTER
LIST
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Output

Description

Type

OUTPUT _VNX ZONE PORT2

Generic Storage FC Adapter List

GENERIC_FC_ADAPTER _
LIST

OUTPUT_VNX_ZONE_PORTI

Generic Storage FC Adapter

gen_text input

WWPN WWPN

OUTPUT VNX ZONE PORT2  |Generic Storage FC Adapter gen_text input
WWPN WWPN

OUTPUT VNX HOST PORT1 EMC VNX SP Port Identity emcSPPortldentity
OUTPUT VNX HOST PORT2 EMC VNX SP Port Identity emcSPPortldentity

OUTPUT MDS IDENTITY1

infraNetCiscoSanDevice
Identity
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Summary
Allocate APIC Container Resources
Description
This task allocates resources required for APIC Container virtual machines and bare metals provisioning.
Inputs
Input Description Mappable To Type Mandatory
Container Select container instance ServiceContainer Y
ASAv Deployment Option | ASAv Deployment Option gen_text_input
VPX vCPU Count VPX vCPU Count gen_text_input
VPX Memory VPX Memory gen_text input
Resource Pool Select Resource Pool vmwareResourcePoolldentity
Outputs
Output Description Type
OUTPUT_CONTAINER _TENANT | APIC Container Tenant ID ApicDeviceTenant
ID Identity

OUTPUT CONTAINER GROUPID

Application Container Group ID

gen_text_input

OUTPUT CONTAINER NAME

Application Container Name

gen_text_input

TIER _LIST

OUTPUT_APIC_CONTAINER _

Application Container Tier List

gen_text_input

L4AL7DEF _COUNT

OUTPUT_APIC _CONTAINER

Definition Count

Application Container L4L7

gen_text_input

MANAGEMENT

OUTPUT _ENABLE NETWORK

Enable Network Management

gen_text_input

SERVICES

OUTPUT_L4L7_REQUIRED _

Container required L4-L7 Services

gen_text_input

OUTPUT FLAG L4L7 REQUIRED

L4-L7 Services

Flag for whether to configure

gen_text input

OUTPUT FLAG DR REQUIRED

Disaster Recovery

Flag for whether to configure

gen_text input

PRIVATE NETWORK IDENTITY

Private Network Identity

ApicDeviceTenantPrivate
NetworkIdentity

NAME

OUTPUT PRIVATE NETWORK

Private Network Name

gen_text input

Service Container Tasks .



. Allocate APIC Container Resources HyperV

Allocate APIC Container Resources HyperV
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Summary
Allocate APIC Container Resources for HyperV
Description
This task allocates HyperV APIC Container resources.
Inputs
Input Description Mappable To Type Mandatory
Container Select container instance ServiceContainer Y
Outputs
Output Description Type
OUTPUT_CONTAINER ID Application Container ID ServiceContainer

OUTPUT _CONTAINER_VM _
PROVISION REQ_ID

VM Provision Request ID

gen_text_input

OUTPUT NUM_VMS

Number of Application VMs To be
Requested to Deploy in the container

gen_text_input

OUTPUT_VM_NAME_LIST

Application VM NAME To be
Requested to Deploy in the container

gen_text_input

OUTPUT_CONTAINER TENANT | APIC Container Tenant ID ApicDeviceTenant
ID Identity
OUTPUT_APIC_CONTAINER Application Container Tier List gen_text_input
TIER LIST

OUTPUT CONTAINER NAME

Application Container Name

gen_text_input

OUTPUT _CLOUD TYPE

Cloud Type

gen_text_input

OUTPUT_APIC _CONTAINER
LAL7DEF COUNT

Application Container L4L7
Definition Count

gen_text_input

OUTPUT _ENABLE NETWORK
MANAGEMENT

Enable Network Management

gen_text_input

OUTPUT_L4L7_REQUIRED _
SERVICES

Container required L4-L7 Services

gen_text input

OUTPUT _FLAG 14L7 REQUIRED

Flag for whether to configure L4-L7
Services

gen_text input

OUTPUT FLAG DR REQUIRED

Flag for whether to configure Disaster
Recovery

gen_text input
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Allocate Additional APIC Container VM Resources

Summary
Allocate Additional APIC Container VM Resources

Description
This task allocates resource for new VMs getting added to APIC container.

Inputs
Input Description Mappable To Type Mandatory
Container Select container instance ServiceContainer Y
Additional VMs Additional container VMs gen_text_input

Outputs
Output Description Type
OUTPUT FLAG DR REQUIRED |Flag for whether to configure Disaster | gen_text input

Recovery
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Summary
Allocate additional Container VM resources for existing container
Description
Use this task to allocates resources for container VMs.
Inputs
Input Description Mappable To Type Mandatory
Container Select container instance ServiceContainer Y
Additional VMs Additional container VMs gen_text_input
Outputs
No Outputs
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Allocate Container VM Resources

Summary
Allocates Container VMs
Description
Use this task to allocates resources for container VMs.
Inputs
Input Description Mappable To Type | Mandatory
Container Select container instance ServiceContainer Y
Virtual Network Type | Select type of Virtual Network Y
Implementation
Primary vSwitch Specify name of vSwitch on which cotainer | vSwitchName Y
network need to be deployed
Alternate vSwitch Specify name of alternate vSwitch if primary | vSwitchName
vSwitch cannot be located on the Host
Primary DVSwitch Specify name of DVSwitch on which dvSwitchName Y
cotainer network need to be deployed
Alternate DVSwitch | Specify name of alternate DV Switch if dvSwitchName
primary DVSwitch cannot be located on the
Host
Outputs
No Outputs
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Allocate Network Resource

Summary
Allocate network resources to container
Description
This task allocates resources(like IP Subnet, Switch etc.) for a container network.
Inputs
Input Description Mappable To Type Mandatory
Container Select container instance ServiceContainer Y
Tier Name Tier Name gen_text_input Y
Tier Label Tier Label gen_text_input
Isolated Isolated Boolean
Parent Tier Parent Tier gen_text input
Outputs
No Outputs
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Allocate Network To Tiers

Summary
Allocate network to tiers
Description
(Topology Specific Task)This task allocates network to tiers.
Inputs
Input Description Mappable To Type Mandatory
Container Select container instance ServiceContainer Y
Outputs
Output Description Type
OUTPUT_CONTAINER TENANT | APIC Container Tenant ID ApicDeviceTenant
ID Identity
OUTPUT _CONTAINER GROUPID |Application Container Group ID | gen_text input
OUTPUT CONTAINER NAME Application Container Name gen_text_input
OUTPUT_APIC CONTAINER Application Container Tier List gen_text input
TIER LIST
OUTPUT_APIC_CONTAINER Application Container L4L7 gen_text_input
L4L7DEF_COUNT Definition Count
OUTPUT ENABLE NETWORK |Enable Network Management gen_text input
MANAGEMENT
OUTPUT _L4L7 REQUIRED Container required L4-L7 Services | gen_text_input
SERVICES
OUTPUT_FLAG _L4L7 REQUIRED | Flag for whether to configure gen_text_input
L4-L7 Services
OUTPUT FLAG DR REQUIRED |Flag for whether to configure gen_text_input
Disaster Recovery
PRIVATE NETWORK IDENTITY |Private Network Identity ApicDeviceTenantPrivate
NetworkIdentity
OUTPUT PRIVATE NETWORK  |Private Network Name gen_text input
NAME
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Assign Resource Limits to Container

Summary
Update Container resource limits
Description
This task updates Container resource limits.
Inputs
Input Description Mappable To Type | Mandatory
Container Select container instance ServiceContainer Y
Maximum vCPUs Total number of provisioned gen_text_input
VCPUs limit
Maximum RAM (GB) Total Provisioned Memory Limit |gen text input
in GB
Maximum Storage (GB) Total Provisioned Disk Limit in GB | gen_text input
Maximum Number of Half | Maximum Number of Half Width |gen_text input
Width Physical Servers Physical Servers
Maximum Number of Full | Maximum Number of Full Width |gen text input
Width Physical Servers Physical Servers
Outputs
No Outputs
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Attach LB To APIC Container

Summary
Attach LB To APIC Container

Description
This task moves LB to APIC Container.

Inputs
Input Description Mappable To Type Mandatory
Container Select container instance ServiceContainer Y
Virtual Account Select Virtual Account gen_text_input
Load Balancer VM Select Load balancer VM gen_text input Y
Load Balancer Secondary | Select Load balancer VM gen_text input Y
VM

Outputs
Output Description Type
OUTPUT L4L7 LB VM ID Load Balancer VM ID vm
OUTPUT L4L7 SEC LB VM ID Secondary Load Balancer VM ID | vm
OUTPUT_APIC CONTAINER INFRA | APIC Container Infra Tier PG gen_text input
PG
OUTPUT APIC CONTAINER LB HA |L4L7 LB HA Mode Flag gen_text input
MODE
OUTPUT _LB_VMWARE ACCOUNT | Load Balancer VMware Account vmwareAccount
NAME SELECT Selector Name
OUTPUT LB MULTI SELECT VM _ |Load Balancer Multi Select VM IDs | multiVM
IDS
OUTPUT_CONTAINER VDC VDC Corresponding to the Container | vDC
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Configure APIC Container L4-L7 Services

Summary
Configure APIC Container L4-L7 Services

Description
This task setup 14-17 devices (ASAwv etc.) to be used during L4-L7 service configuration for APIC
container.

Inputs
Input Description Mappable To Type Mandatory
Container Select container instance ServiceContainer Y
ASAv OVF OVF URL ovfSelector Y
VM Name VM Name gen_text input Y
Management Port Group vmwareVmPortGroupldentity | Y
Firewall IP Firewall IP gen_text input Y
Firewall Subnet Mask Firewall Subnet Mask gen_text input Y
Firewall Gateway Firewall Gateway gen_text input Y
Username Firewall Usename gen_text_input Y
Password Specify the password for the | password Y

firewall

Disk Format Format to store the virtual disk | gen_text input
Tier 1 Select Tier 1 gen_text_input Y
Tier 2 Select Tier 2 gen_text_input Y

Outputs
Output Description Type
OUTPUT PROVISIONED ASAV Provisioned ASAv Name gen_text input
NAME
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Container VM Action

Summary
Execute VM actions on the container
Description
This task executes VM actions Power On, Power Off etc on the container.
Inputs
Input Description Mappable To Type Mandatory
Container Select container instance ServiceContainer Y
VM Action VM Action gen_text input Y
Outputs
No Outputs
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. Container VMs Action

Container VMs Action

Summary
Execute actions on the selected container vms
Description
This task executes actions Power On, Power Off etc on the selected container vms.
Inputs
Input Description Mappable To Type Mandatory
Container Select container instance ServiceContainer Y
VM Action VM Action containerVMActions Y
VMs Select VM ServiceContainerVMs Y
Outputs
No Outputs
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Create APIC Container Contracts

Summary
Create APIC Container Contracts
Description
This task creates required contract components on APIC during APIC container creation.
Inputs
Input Description Mappable To Type Mandatory
Container Select container instance ServiceContainer Y
L3 Out EPG L3 Out EPG gen_text_input
L3 Out Bridge Domain L3 Out BD gen_text_input
L3 Out Contract L3 Out Contract gen_text input
L3 Out Subject L3 Out Subject gen_text_input
External EPG Identity External EPG Identity gen_text_input
External Network External Network ApicDeviceExternalNetworkIn
OutsideNetworkIdentity
Outputs
No Outputs
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Create Container
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Summary
Create Container

Description
This task creates empty container object.

Inputs
Input Description Mappable To Type Mandatory
Container Name Container name gen_text input Y
Container Label Container label gen_text input
Application Container Application Container applicationTemplate Y
Template Template
Tenant Tenant UCSDTenantldentity Y
Group User Group userGroup

Outputs
Output Description Type
OUTPUT_CONTAINER _ID Application Container ID ServiceContainer
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De Allocate APIC Container Resources HyperV

Summary

Deallocate HyperV APIC Container Resources
Description

This task deallocates HyperV APIC Container resources.
Inputs

Input Description Mappable To Type Mandatory

Container Select container instance ServiceContainer Y

Outputs

No Outputs
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De Provision APIC Container - Network

Summary
De Provision APIC Container - Network

Description
This task de provisions the network components like EPGs, bridge domain etc. associated to APIC
container.

Inputs

Input Description Mappable To Type Mandatory

Container Select container instance ServiceContainer Y

Outputs

No Outputs
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De Provision APIC Container - VM

Summary

De Provision APIC Container - VMs
Description

This task de provisions VMs which are part of an APIC Container during container deletion.
Inputs

Input Description Mappable To Type Mandatory

Container Select container instance ServiceContainer Y

Outputs

No Outputs
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De Provision Container - Network

Summary

De provisions networks when container is deleted
Description

This task de provisions networks when container is deleted.
Inputs

Service Container Tasks |

Input Description Mappable To Type

Mandatory

Container Select container instance ServiceContainer

Y

Outputs

No Outputs
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De Provision Container - VM

Summary

De provisions VMs when container is deleted
Description

This task de provisions VMs when container is deleted.
Inputs

Input Description Mappable To Type Mandatory

Container Select container instance ServiceContainer Y

Outputs

No Outputs
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DeAllocate APIC Container Resources

Summary

DeAllocate APIC Container Resources
Description

This task deallocates APIC Container resources.
Inputs

Service Container Tasks |

Input Description Mappable To Type

Mandatory

Container Select container instance ServiceContainer

Y

Outputs

No Outputs
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DeAllocate Network Resource

Summary
Remove network resource from container

Description
This task will remove allocated resource for a container network.

Inputs
Input Description Mappable To Type Mandatory
Container Select container instance ServiceContainer Y
Tier Name Tier Name gen_text input Y
Tier Label Tier Label gen_text_input

Outputs
No Outputs
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Deallocate Additional APIC Container VM Resources

Summary

Deallocate Additional APIC Container VM Resources
Description

This task deallocates resource for new VMs getting added to APIC container.
Inputs

Input Description Mappable To Type Mandatory

Container Select container instance ServiceContainer Y

Outputs

No Outputs
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Delete APIC Container Contracts

Summary

Delete APIC Container Contracts
Description

This task deletes the contract components on APIC associated to an APIC container.
Inputs

Input Description Mappable To Type Mandatory

Container Select container instance ServiceContainer Y

Outputs

No Outputs
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. Delete APIC Container L4-L7 Service Setup Info

Delete APIC Container L4-L7 Service Setup Info

Summary
Delete APIC Container L4-L7 Service Setup Information

Description
This task deletes APIC Container L4-L7 service setup information.

Inputs

Input Description Mappable To Type Mandatory

No Inputs

Outputs

No Outputs
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Delete APIC Container L4-L7 Setup Info

Summary

Delete APIC Container L4-L7 Setup Information
Description

This task deletes APIC Container L4-L7 setup information.
Inputs

Input Description Mappable To Type Mandatory

No Inputs

Outputs

No Outputs
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Delete APIC Container Network Resource

Summary
Description
Inputs

Service Container Tasks |

Input

Description

Mappable To Type

Mandatory

Container

Select container instance

ServiceContainer

Y

Tier Name

Tier Name

gen_text_input

Y

Outputs

No Outputs
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Delete APIC Container Private Network LB Info

Summary

Delete APIC Container Private Network LB Information
Description

(Topology Specific Task)This task deletes APIC Container private network LB information.
Inputs

Input Description Mappable To Type Mandatory

No Inputs

Outputs

No Outputs
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Delete Application Container

Summary

Delete Application Container

Description

This task deletes application container.

Inputs

Service Container Tasks |

Input

Description

Mappable To Type

Mandatory

Container

Select container instance

ServiceContainer

Y

Outputs

No Outputs
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Delete Container

Summary

Delete Container
Description

This task deletes the container, container data and the VDC associated with the container.
Inputs

Input Description Mappable To Type Mandatory

Container Select container instance ServiceContainer Y

Outputs

No Outputs
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Delete Disk From BM Wrapper

Summary
Description
Inputs

Service Container Tasks |

Input

Description

Mappable To Type

Mandatory

BM LUN Identity

BM LUN Identity

baremetalDeleteDiskIdentity Y

Outputs

Output

Description

Type

OUTPUT_EMC_LUN_IDENTITY

emcLUNIdentity

IDENTITY

OUTPUT _STORAGE_GROUP _

Storage Group Identity

emcStorageGroupldentity
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Deploy ASAv VM from OVF

Summary

Inputs

Deploy ASAv VM from OVF ||

Outputs

Deploy ASAv VM from OVF
Description
This task deploys ASAv VM from OVF for a container.
Input Description Mappable To Type Mandatory
Container Select container instance ServiceContainer Y
ASAv VM Deployment Select ASAv VM Deployment gen_text_input
Policy Policy
Deployment Option Select Deployment Option gen_text_input
Management Port Group gen_text input Y
Management IP Pool Select the IPPool to resolve IP IPPoolPolicy Y
Address
HA Enabled Stand Alone or HA Enabled SRM | gen_text input
HA TP Pool Select the [PPool to resolve IP [PPoolPolicy Y
Address
Output Description Type

OUTPUT PROVISIONED ASAV NAME

Provisioned ASAv Name

gen_text_input

OUTPUT_PROVISIONED
SECONDARY_ ASAV_NAME

Provisioned Secondary ASAv
Name

gen_text_input

OUTPUT _PROVISIONED ASAV
IPADDRESS

Provisioned ASAv IP ADDRESS

gen_text_input

OUTPUT _PROVISIONED ASAV
SUBNET

Provisioned ASAv Subnet

gen_text_input

OUTPUT PROVISIONED ASAV
GATEWAY IPADDRESS

Provisioned ASAv Gateway [P
ADDRESS

gen_text_input

OUTPUT_PROVISIONED ASAV PORT

Provisioned ASAv Port

gen_text input

OUTPUT PROVISIONED ASAV
USERNAME

Provisioned ASAv User Name

gen_text input

OUTPUT PROVISIONED ASAV
PASSWORD

Provisioned ASAv User Password

password

OUTPUT PROVISIONED VCENTER
NAME

vcenter Name

gen_text input
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Service Container Tasks |

Output

Description

Type

OUTPUT_PROVISIONED _

Provisioned ASAv Management

gen_text input

MANAGEMENT STANDBY StandBy IP ADDRESS

IPADDRESS

OUTPUT PROVISIONED HA Provisioned ASAv HA IP gen_text input
IPADDRESS ADDRESS

OUTPUT PROVISIONED HA
STANDBY IPADDRESS

Provisioned ASAv HA StandBy
IP ADDRESS

gen_text input
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Detach LB from APIC Container

Detach LB from APIC Container .

Summary
Detach LB from APIC Container
Description
This task removes LB from APIC Container.
Inputs
Input Description Mappable To Type Mandatory
Container Select container instance ServiceContainer Y
Virtual Account Select Virtual Account vmwareAccountName
Load Balancer VM Select Load balancer VM gen_text input Y
Load Balancer Resource | Select target resource pool vmwareResourcePool Y
Pool Identity
Is Physical Load Balancer |Is Physical Load Balancer Boolean

Outputs

No Outputs
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[l GetAPIC Container L4-L7 Info

Get APIC Container L4-L7 Info

Summary
Get APIC Container L4-L7 Information
Description
This task outputs APIC Container L4-L7 information.
Inputs
Input Description Mappable To Type Mandatory
Container Select container instance ServiceContainer Y
Valuel Valuel gen_text input
Outputs
Output Description Type

APIC Container L4 L7 Valuel

OUTPUT_APIC L4L7 VALUEI

gen_text_input

OUTPUT_APIC_L4L7 VALUE2

APIC Container L4 L7 Value2

gen_text input

OUTPUT_APIC L4L7 VALUE3

APIC Container L4 L7 Value3

gen_text_input

OUTPUT_APIC_L4L7 VALUE4

APIC Container L4 L7 Value4

gen_text_input

OUTPUT_APIC L4L7 VALUES

APIC Container L4 L7 Value5

gen_text_input

OUTPUT_APIC_L4L7 VALUE6

APIC Container L4 L7 Value6

gen_text_input

OUTPUT_APIC L4L7 VALUE7

APIC Container L4 L7 Value7

gen_text_input

OUTPUT_APIC L4L7 VALUES8

APIC Container L4 L7 Value8

gen_text_input

OUTPUT_APIC L4L7 VALUE9

APIC Container L4 L7 Value9

gen_text_input

OUTPUT_APIC L4L7 VALUEI10

APIC Container L4 L7 Valuel0

gen_text input

OUTPUT APIC 1L4L7 VALUEI11

APIC Container L4 L7 Valuell

gen_text input

OUTPUT APIC L4L7 VALUEI12

APIC Container L4 L7 Valuel2

gen_text input
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Get APIC Container Tier Data

Summary
Output Container tier information

Description
This task outputs Container tier information.

Inputs
Input Description Mappable To Type Mandatory
Container Select container instance ServiceContainer Y
Tier Name Select Tier Name gen_text_input Y
Container Private Select Container Private ApicDeviceTenantPrivate
Network Network NetworkIdentity
Container Application Container Application Profile | ApicDeviceTenantApplnProfile
Profile Identity Identity Identity

Outputs
Output Description Type
PRIVATE NETWORK IDENTITY Private Network Identity ApicDeviceTenantPrivate

Networkldentity
OUTPUT _TENANT APP_PROFILE | Application Profile Name gen_text input
NAME
OUTPUT_PRIVATE NETWORK Private Network Type gen_text input
TYPE
OUTPUT_PRIVATE NETWORK Private Network Name gen_text_input
NAME
OUTPUT_CREATE SUBNET Create Subnet gen_text_input
OUTPUT SUBNET TYPE SHARED | Subnet Type Shared Boolean
OUTPUT SUBNET TYPE PUBLIC | Subnet Type Public Boolean
OUTPUT SUBNET TYPE PRIVATE | Subnet Type Private Boolean
OUTPUT _CREATE EPG Create EPG gen_text input
OUTPUT EPG NAME EPG Name gen_text input
OUTPUT _EPG _QOS EPG QOS gen_text input
OUTPUT DEPLOY IMMEDIANCY |Deploy Immediacy gen_text input
OUTPUT RESOLUTION Resolution Immediacy gen_text input
IMMEDIANCY
TENANT_ BRIDGE DOMAIN Bridge Domain Name gen_text_input
OUTPUT _BD_FORWARDING TYPE |Bridge Domain Forwarding gen_text_input
Type
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Output Description Type
OUTPUT BD L2 UNKNOWN Bridge Domain L2 Unknown |gen text input
UNICAST Unicast

OUTPUT BD UNKNOWN Bridge Domain Unknown gen_text input
MULTICAST Multicast

OUTPUT _ARP _FLOODING ARP Flooding Boolean
OUTPUT _UNICAST ROUTING Unicast Routing Boolean

VMM _DOMAIN PROFILE IDENTITY

VMM Domain Profile Identity

ApicDomainProfileldentity

TIER NAME

Tier Name

gen_text input

OUTPUT_APIC_SUBNET _
GATEWAY P

APIC Subnet Gateway 1P

gen_text input

OUTPUT _APIC SUBNET PREFIX

APIC Subnet Gateway Prefix

gen_text input

OUTPUT_APIC_SUBNET START IP

APIC Subnet Start IP

gen_text_input

OUTPUT _APIC_SUBNET END IP

APIC Subnet End IP

gen_text input

OUTPUT _IP_SUBNET CIDR _
SIGNATURE

APIC Subnet With CIDR
Signature

gen_text input

TENANT APPLN PROFILE
IDENTITY

APIC Tenant Application Profile
Identity

ApicDeviceTenantAppln
Profileldentity

TENANT IDENTITY

APIC Tenant Identity

ApicDeviceTenantldentity
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HyperV Container VMDeployment Request Reader

Summary

Output HyperV Container VMDeployment Request information
Description

This task outputs HyperV Container VM Deployment Request information.
Inputs

Input Description Mappable To Type Mandatory

Container Select container instance ServiceContainer Y

VM Name VM Name gen_text_input

SR Id Request Id gen_text_input
Outputs

Output Description Type

OUTPUT_CONTAINER ID Application Container ID | ServiceContainer

OUTPUT_CONTAINER VM PROVISION | VM Provision Request ID | gen_text input

REQ_ID

OUTPUT_CONTAINER _HYPERV _ Hyper V Cloud Account |gen text input

ACCOUNT _NAME Name

OUTPUT _CONTAINER HYPERV_ VM VM Name gen_text_input

NAME

OUTPUT_CONTAINER_HYPERV_IMAGE |Image Name hyperv_image lov

NAME

OUTPUT_CONTAINER _HYPERV _ Windows Version windowsLicensePool

WINDOWS_ VERSION

OUTPUT_CONTAINER HYPERV_GROUP_ | User Group userGroup

1D

OUTPUT _CONTAINER HYPERV Deployment Policy hypervDeploymentPolicy

DEPLOYMENT POLICY_ID Identity

OUTPUT _CONTAINER HYPERV VM VM Network gen_text input

NETWORK

OUTPUT _CONTAINER HYPERV_HOST Host hypervHost

OUTPUT CONTAINER HYPERV Datastore hyperVDatastoreldentity

DATASTORE

OUTPUT CONTAINER HYPERV VCPU | Number of vCPUs vCPUCount

COUNT

OUTPUT_CONTAINER_HYPERV_MEMORY | Memory (MB) memSizeMB

OUTPUT _CONTAINER HYPERV _DISK  |Disk (GB) diskSizeGB

SIZE GB
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Output Description Type

OUTPUT CONTAINER HYPERV ENABLE |Enable Guest EnableGuest
GUEST_CUSTOMIZATION Customization Customization
OUTPUT CONTAINER HYPERV Credential Options crendentialOptions
CREDENTIAL OPTIONS

OUTPUT CONTAINER HYPERV User ID gen_text input
CREDENTIAL USER NAME

OUTPUT CONTAINER HYPERV Password password
CREDENTIAL PASSWORD

VDC ID vDC ID vDC
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Initiate APIC Container BM Provisioning

Summary
Initiate APIC Container BM Provisioning

Description
This task initiates BM provisioning service request for provisioning bare metal as part of APIC container
creation.

Inputs
Input Description Mappable To Type Mandatory
Container Select container instance ServiceContainer Y
Additional BMs Additional container BMs gen_text input

Outputs
Output Description Type
OUTPUT INITIATED BM SR LIST | Initiated BM Provisioning SRs gen_text_input
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Modify Cost Model of Container

Service Container Tasks |

Summary
Update Container Cost Model
Description
This task updates Container Cost Model.
Inputs
Input Description Mappable To Type Mandatory
Container Name Select container instance ServiceContainer Y
Cost Model Select cost model
Outputs
No Outputs
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Persist APIC Container L4-L7 Info

Persist APIC Container L4-L7 Info .

Summary
Persist APIC Container L4-L7 Information
Description
This task persists APIC Container L4-L7 information.
Inputs
Input Description Mappable To Type Mandatory
Container Select container instance | ServiceContainer Y
Valuel Valuel gen_text input Y
Value2 Value2 gen_text input
Value3 Value3 gen_text input
Value4 Value4 gen_text input
Value5 Value5 gen_text input
Value6 Value6 gen_text input
Value7 Value7 gen_text input
Value8 Value8 gen_text input
Value9 Value9 gen_text input
ValuelO ValuelO gen_text input
Valuell Valuell gen_text input
Valuel2 Valuel2 gen_text input
Outputs
No Outputs
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Persist APIC Container L4-L7 Service Info

Summary
Persist APIC Container L4-L7 Service Information
Description
This task persists APIC Container L4-L7 Service information.

Inputs
Input Description Mappable To Type Mandatory
Container Select container instance | ServiceContainer Y
Service Name Service Name gen_text input
Service Parameter Target | Service Parameter Target |gen text input Y
Service Type Service Type gen_text input Y
Device Type Device Type gen_text_input Y
Primary IP Primary IP ipaddress
Device Cluster Identity | Device Cluster Identity ApicDeviceTenantDeviceCluster

Identity
Service Graph Node Service Graph Node ApicTenantL4L7ServiceGraph
Identity Identity Nodeldentity
Contract Contract ApicDeviceTenantContractldentity | Y
Tier 1 Tier 1 gen_text_input Y
Tier 2 Tier 2 gen_text_input Y
Status Service Configuration Y
Status

EPG Identity EPG Identity ApicDeviceTenantEPGldentity

Logical Device Context
Identity

Logical Device Context
Identity

ApicDeviceTenantLogicalDevice
Contextldentity

Device Cluster Interface
1

Device Cluster Interface 1

ApicDeviceTenantDeviceCluster
Interfaceldentity

Device Cluster Interface
2

Device Cluster Interface 2

ApicDeviceTenantDeviceCluster
Interfaceldentity

Contract Subject

Contract Subject

ApicTenantContractSubjectldentity

Valuel Valuel ApicDeviceTenantFilterIdentity
Value2 Value2 gen_text input
Value3 Value3 gen_text input
LB VIP LB VIP gen_text input
LB SNIP LB SNIP gen_text input
Protocol Protocol gen_text input
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Input Description Mappable To Type Mandatory
Port Port gen_text input
SSL Enabled SSL Enabled gen_text input
SSL Port SSL Port gen_text input
SSL Service Graph Node | SSL Service Graph Node | ApicTenantL4L7ServiceGraph
Identity Identity Nodeldentity
SSL Contract SSL Contract ApicDeviceTenantContractldentity
Outputs
No Outputs
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Persist APIC Container Private Network LB Info

Summary
Persist APIC Container Private Network LB Information
Description
(Topology Specific Task)This task persists APIC Container private network LB information.
Inputs
Input Description Mappable To Type Mandatory
Container Select container instance ServiceContainer Y
Service Name Provide Service Name gen_text_input
Service Policy Service Policy gen_text_input
Outputs
No Outputs
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Persist Disk Details

Summary
Persists a disk's details.
Description
Use this task to persist information about a disk.
Inputs
Input Description Mappable To Type Mandatory
Container Select container instance ServiceContainer Y
LUN Identity Select LUN name to associate |emcLUNIdentity Y
with datastore.
Parent SR ID gen_text input
BM Name APIC BM BareMetal Name Y
Outputs
No Outputs
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Persist HyperV Container VMDeployment Result

Summary
Persist HyperV Container VMDeployment Result
Description
This task persists HyperV Container VM Deployment Result.
Inputs
Input Description Mappable To Type Mandatory
Container Select container instance ServiceContainer Y
Request Id Enter Request ID gen_text_input
Cloud Name Select name of the HyperV Cloud | gen_text input
in this system
VM ID VM to retrieve the properties gen_text input
VM Name Enter VM Name gen_text_input
VM Type Enter VM Type gen_text_input
Management IP Address | [P Address to be assigned to the |gen text input
vm
Select Credential Options | Select Credential Options crendentialOptions
Deployment Status Enter Deployment Status gen_text_input
Outputs
No Outputs
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Provision APIC Container Network

Summary

Inputs

Provision APIC Container Network .

Outputs

Provision APIC Container Network
Description

This task provisions required network components like EPGs, bridge domain etc. for APIC container.
Input Description Mappable To Type Mandatory
Container Select container instance ServiceContainer Y
Output Description Type
OUTPUT_CONTAINER_APIC | Application Container APIC ApicDeviceTenantPrivate
PRIVATE NETWORK Private Network NetworkIdentity
OUTPUT_CONTAINER_APIC | Application Container APIC ApicDeviceTenantAppln
APP PROFILE Application Profile Profileldentity
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Provision APIC Container VMs

Service Container Tasks |

Summary
Provision APIC Container VMs
Description
This task provisions required VMs for APIC Container.
Inputs
Input Description Mappable To Type Mandatory
Container Select container instance ServiceContainer Y
Outputs
Output Description Type
OUTPUT NUM_VMS Number of Application VMs deployed in the |gen_text input
container
OUTPUT APP_VM ID Comma separated list of VMIDs of Application | gen_text input
LIST VMs deployed in the container
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Provision Container - Network

Summary

Provisions a required network for a container.
Description

Use this task to provision a network for a container. The container requires a network.
Inputs

Input Description Mappable To Type Mandatory

Container Select container instance ServiceContainer Y

Outputs

No Outputs
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Provision Container - VM

Summary
Provisions VMs for the container.

Description
Use this task to provision VMs for the container.

Inputs
Input Description Mappable To Type Mandatory
Container Select container instance ServiceContainer Y

Outputs
Output Description Type
OUTPUT _GATEWAY_VMID |[ID of the VM on which container gateway was | vin

Service Container Tasks |

deployed

OUTPUT_GATEWAY VM _
NAME

Name of the VM on which Gateway VM for
this container was deployed

gen_text input

OUTPUT ACCOUNT NAME

Name of the account on which the container
VMs were deployed

gen_text input

OUTPUT NUM_VMS

Number of Application VMs deployed in the
container

gen_text input

OUTPUT_APP_VM ID_LIST

Comma separated list of VMIDs of Application
VMs deployed in the container

gen_text input
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Re-Sync Container VMs

Summary

Syncs up UCSD for container VMs
Description

This task synchronizes UCSD for container VMs when provisioned or updated.
Inputs

Input Description Mappable To Type Mandatory

Container Select container instance ServiceContainer Y

Outputs

No Outputs
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Release APIC Container Network Connection

Summary
Release APIC Container Network Connection

Description
This task releases the corresponding VLANs on UCSM and host service profiles during APIC container
deletion.

Inputs

Input Description Mappable To Type Mandatory

Container Select container instance ServiceContainer Y

Outputs

No Outputs
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Remove Container ASA Gateway

Summary
Removes the physical ASA based gateway for the container.

Description
This task removes the physical ASA based gateway for the container based on the selected Gateway
policy.

Inputs

Input Description Mappable To Type Mandatory

Container Select container instance ServiceContainer Y

Outputs

No Outputs
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Remove Container Reserved Firewall

Summary

Remove Container Reserved Firewall

Description

This task removes Firewall from container.

Inputs

Service Container Tasks |

Input

Description

Mappable To Type

Mandatory

No Inputs

Outputs

No Outputs
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Rename APIC Container VMs

Summary

Rename APIC Container VMs
Description

This task renames APIC Container VMs.
Inputs

Input Description Mappable To Type Mandatory

Container Select container instance ServiceContainer Y

Outputs

No Outputs
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Il scpriletovpx

SCP File to VPX

Summary
Copy file from local machine to VPX

Description
This task copies file from local machine to remote machine.

Inputs
Input Description Mappable To Type Mandatory
Host Host IP gen_text_input
Port Port gen_text_input
User User name gen_text input
Password Password password
LocalFileDir Local file directory gen_text input
RemoteFileDir Remote file directory gen_text input
LocalFileName Local file name gen_text input
RemoteFileName Remote file name gen_text_input

Outputs
No Outputs
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Send Container Email

Summary
Sends emails to specified recipients

Description
This task sends emails to specified recipients when a container is provisioned.

Inputs
Input Description Mappable To Type | Mandatory
Container Select container instance ServiceContainer |Y
Email Recipients Select recipients of this email Y
Additional Recipients Command Separated Email Addresses | email address_list

Put Additional Recipients | Specify whether additional recipients

In should be kept in To, Cc or Bee

Report Type Select the type of report that should be Y
included in the email body

Email Subject Email Subject to use while sending the |gen text input
email

Optional Message in the | Optional Message to include in the body |gen_text input
Email of the email

Outputs

No Outputs
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Service Container Firewall Actions Wrapper

Summary
Output Firewall Service information
Description
This task outputs Firewall Service related APIC entities information.
Inputs
Input Description Mappable To Type Mandatory
Service Parameter Target | Service Parameter Target gen_text input Y
Container Select container instance ServiceContainer Y
Firewall Select Firewall instance Container L4 L7 Service Y
ACL Entry Name ACL Entry Name gen_text input Y
Protocol Protocol gen_text_input Y
Source Port Range Source Port Range gen_text_input
Destination Port Range Destination Port Range gen_text_input
Source Any Source Any gen_text_input
Source Address Source Address gen_text_input
Destination Any Destination Any gen_text_input
Destination Address Destination Address gen_text_input
Action Action gen_text_input
Order Order gen_text_input
Interface Name Interface Name gen_text_input Y
ACL Direction ACL Direction gen_text input Y
Outputs
Output Description Type
APIC DEVICE L4L7 SERVICE Apic Device L417 Service ApicTenantL4L7Service
GRAPH NODE IDENTITY Graph Node Identity GraphNodeldentity

FIREWALL RULE_ACL LIST NAME | Acl List Name

gen_text input

FIREWALL RULE ACL ENTRY Acl Entry Name gen_text input
NAME
FIREWALL RULE PROTOCOL Protocol gen_text_input

RANGE

FIREWALL RULE SOURCE PORT | Source Port Range

gen_text_input

PORT RANGE

FIREWALL RULE DESTINATION

Destination Port Range

gen_text_input
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Output

Description

Type

FIREWALL RULE SOURCE ANY

Source Any

gen_text input

FIREWALL RULE SOURCE
ADDRESS

Source Address

gen_text input

FIREWALL RULE DESTINATION |Destination Any gen_text input
ANY

FIREWALL RULE DESTINATION | Destination Address gen_text_input
ADDRESS

FIREWALL RULE ACTION Action gen_text_input
FIREWALL RULE ORDER Order gen_text_input

TENANT EPG IDENTITY

APIC Tenant EPG Identity

ApicDeviceTenant
EPGlIdentity

OUTPUT CONTRACT NAME

Contract Name

ApicDeviceTenantContract
Identity

OUTPUT APIC TENANT IL4L7 APIC TENANT L4L7 NODE | ApicTenantL4L7NodeAccess
NODE ACCESS _CONTROL ENTRY_|ACCESS CONTROL EntryControlldentity
IDENTITY ENTRY IDENTITY

OUTPUT _APIC TENANT I14L7 EPG_|APIC TENANT L4L7 EPG | ApicTenantL4L7EPGAce
ACE_IDENTITY ACE IDENTITY Identity

OUTPUT APIC TENANT LAL7 EPG _|Apic Tenant L4L7 EPG ApicTenant
INTERFACE_IDENTITY Interface Identity L4L7EPGInterfaceldentity
INBOUND_ ACL InBound ACL gen_text_input
OUTBOUND_ ACL OutBound ACL gen_text input

Service Container Tasks .




. Setup APIC Container Network Connection

Setup APIC Container Network Connection

Summary

Setup APIC Container Network Connection

Description
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This task set up required connectivity on UCSM for VMs by configuring VLANs on UCSM and host
service profiles, during APIC container creation.

Inputs
Input Description Mappable To Type Mandatory
Container Select container instance ServiceContainer Y

Outputs
Output Description Type
VLAN_GROUP_IDENTITY VLAN Group Identity ucsVlanGroupldentity
OUTPUT MULTI_VLAN MULTI VLAN IDENTITY ucsMultiVlanldentity
IDENTITY
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Setup Container ASA Gateway

Summary
Configures the physical ASA based gateway for the container

Description
This task configures the physical ASA based gateway for the container based on the selected Gateway
policy.

Inputs

Input Description Mappable To Type Mandatory

Container Select container instance ServiceContainer Y

Outputs

No Outputs
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Setup Container F5 Load Balancer

Summary

Configures the F5 Load Balancing for the container

Description
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This task configures the Load Balancing for the container based on the selected Load Balancer policy.

Inputs

Input

Description

Mappable To Type

Mandatory

Container

Select container instance

ServiceContainer

Y

Outputs

No Outputs
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Setup Container Gateway

Summary
Configures the Linux gateway for the container
Description
This task configures the Linux gateway for the container based on the selected Gateway policy.
Inputs
Input Description Mappable To Mandatory
Type
Container Select container instance ServiceContainer | Y
Gateway SSH Port Specify the SSH port. Default is 22 Y
Pre Setup Command SSH command with arguments to execute
before setting up the gateway
Post Setup Command SSH command with arguments to execute
after setting up the gateway
Outputs
No Outputs
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Update Container Limits

Summary
Update Container resource limits
Description
This task updates container resource limits.
Inputs
Input Description Mappable To Type Mandatory
Configure Resource Limit | Configure Resource Limit Boolean
Container Select container instance ServiceContainer Y
Outputs
Output Description Type
OUTPUT_CONTAINER ID Application Container ID ServiceContainer
OUTPUT CONTAINER CPU _LIMIT | CPU resourse reservation(MHz) gen_text_input
OUTPUT_CONTAINER MEMORY | Memory resourse reservation(MB) | gen_text input
LIMIT
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Update Container Parameters .

Summary
Update Container Parameters

Description
This task updates container parameters like network throughput etc.

Inputs
Input Description Mappable To Type Mandatory
Container Select container instance ServiceContainer Y
Enable Disaster Recovery Enable Disaster Recovery Boolean
Enable Network Management | Enable Network Management | Boolean
Network Throughput Enable Network Throughput gen_text input Y
No of Hosts per Tier No of Hosts per Tier gen_text input
Container Tier Label Container Tier Label gen_text input
Container Role Container Role gen_text input

Outputs
Output Description Type
OUTPUT_CONTAINER _ID Application Container ID ServiceContainer
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Update Servers To LB Farm Wrapper
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Summary
Output Load Balancer Service information
Description
This task outputs Load Balancer Service related APIC entities information.
Inputs
Input Description Mappable To Type Mandatory
Container Select container instance ServiceContainer Y
Load Balancer Select Load Balancer instance | Container L4 L7 Service Y
VMs Select VMs ServiceContainerServers Y
Outputs
Output Description Type
TENANT EPG IDENTITY APIC Tenant EPG Identity | ApicDeviceTenantEPGIdentity

TENANT L4L7 SERVICE
GRAPH_NODE_IDENTITY

APIC Tenant Service Graph
Node Identity

ApicTenantl 4L7ServiceGraphNode
Identity

SERVER IP_ADDRESSES

Container L4 L7 Service

Container L4 L7 Service

TENANT LOAD BALANCER

APIC Tenant Load Balancer

ApicDeviceTenantLoadBalancer

SERVER IP IDENTITY Server IP Identity Serverldentity

VIP_ADDRESS VIP Address ApicDeviceTenant
EPGLA4L7IPv46Paramldentity

VIP_PROTOCOL VIP Protocol gen_text input

VIP_PORT VIP Port gen_text input

OUTPUT SSL LB ENABLED |SSL Enabled gen_text input

OUTPUT SSL_SG NODE_
IDENTITY

SSL SG Node Identity

ApicTenantL4L7ServiceGraphNode
Identity

SSL_VIP_ADDRESS

SSL VIP Address

ApicDeviceTenant
EPGLAL7IPv46Paramldentity

. Service Container Tasks



| Service Container Tasks
Verify Container Resource Limits .

Verify Container Resource Limits

Summary

Verify Container Resource Limits
Description

Use this task to check for group limits for all the resources provisioned by a container.
Inputs

Input Description Mappable To Type Mandatory

Container Select container instance ServiceContainer Y

Outputs

No Outputs
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. Verify Container Resource Limits
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