Decryption Tuning Using TLS/SSL Rules

The following topics provide an overview of how to configure TLS/SSL rule conditions:

» TLS/SSL Rule Conditions Overview, on page 1
* Requirements and Prerequisites for Decryption Tuning, on page 2
* Server Certificate-Based TLS/SSL Rule Conditions, on page 2

TLS/SSL Rule Conditions Overview

A basic TLS/SSL rule applies its rule action to all encrypted traffic inspected by the device. To better control
and decrypt encrypted traffic, you can configure rule conditions to handle and log specific types of traffic.
Each TLS/SSL rule can contain 0, 1, or more rule conditions; a rule matches traffic only if the traffic matches
every condition in that TLS/SSL rule.

)

Note When traffic matches a rule, the device applies the configured rule action to the traffic. When the connection
ends, the device logs the traffic if configured to do so.

Each rule condition allows you to specify one or more properties of traffic you want to match against; these
properties include details of:

* The flow of traffic, including the security zone through which it travels, IP address and port, country of
origin or destination, and origin or destination VLAN.

* The user associated with a detected IP address.
* The traffic payload, including the application detected in the traffic.

* The connection encryption, including the TLS/SSL protocol version and cipher suite and server certificate
used to encrypt the connection.

* The category and reputation of the URL specified in the server certificate’s distinguished name..

Related Topics
Interface Conditions
Network Conditions
VLAN Conditions
User, Realm, and ISE Attribute Conditions (User Control)

Decryption Tuning Using TLS/SSL Rules .


fpmc-config-guide-v70_chapter22.pdf#nameddest=unique_775
fpmc-config-guide-v70_chapter22.pdf#nameddest=unique_776
fpmc-config-guide-v70_chapter22.pdf#nameddest=unique_778
fpmc-config-guide-v70_chapter22.pdf#nameddest=unique_783

Decryption Tuning Using TLS/SSL Rules |
. Requirements and Prerequisites for Decryption Tuning

Application Conditions (Application Control)

Port and ICMP Code Conditions

Filtering HTTPS Traffic

Server Certificate-Based TLS/SSL Rule Conditions, on page 2
Certificate Distinguished Name TLS/SSL Rule Conditions
Certificate Status TLS/SSL Rule Conditions, on page 10

Cipher Suite TLS/SSL Rule Conditions, on page 16

Encryption Protocol Version TLS/SSL Rule Conditions, on page 19
ClientHello Message Handling

Requirements and Prerequisites for Decryption Tuning

Model Support
Any except NGIPSv.

Supported Domains
Any

User Roles
¢ Admin
» Access Admin

* Network Admin

Server Certificate-Based TLS/SSL Rule Conditions

TLS/SSL rules can handle and decrypt encrypted traffic based on server certificate characteristics. You can
configure TLS/SSL rules based on the following server certificate attributes:

* Distinguished name conditions allow you to handle and inspect encrypted traffic based on the CA that
issued a server certificate, or the certificate holder. Based on the issuer distinguished name, you can
handle traffic based on the CA that issued a site’s server certificate.

* Certificate conditions in TLS/SSL rules allow you to handle and inspect encrypted traffic based on the
server certificate used to encrypt that traffic. You can configure a condition with one or more certificates;
traffic matches the rule if the certificate matches any of the condition’s certificates.

» Certificate status conditions in TLS/SSL rules allow you to handle and inspect encrypted traffic based
on the status of the server certificate used to encrypt the traffic, including whether a certificate is valid,
revoked, expired, not yet valid, self-signed, signed by a trusted CA, whether the Certificate Revocation
List (CRL) is valid; whether the Server Name Indication (SNI) in the certificate matches the server in
the request.

* Cipher suite conditions in TLS/SSL rules allow you to handle and inspect encrypted traffic based on the
cipher suite used to negotiate the encrypted session.
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* Session conditions in TLS/SSL rules allow you to inspect encrypted traffic based on the SSL or TLS
version used to encrypt the traffic.

To detect multiple cipher suites in a rule, the certificate issuer, or the certificate holder, you can create reusable
cipher suite list and distinguished name objects and add them to your rule. To detect the server certificate and
certain certificate statuses, you must create external certificate and external CA objects for the rule.

Distinguished Name (DN) Rule Conditions

This topic discusses how to use distinguished name conditions in a TLS/SSL rule. If you're not sure, you can
find a certificate's Subject Alternative Name (SAN) and Common Name using a web browser, then you can
add those values to a TLS/SSL rule as distinguished name conditions.

For detailed information about SANSs, see RFC 528, section 4.2.1.6.
The following sections discuss:
* DN rule matching example
* How the Firepower System uses the SNIs and SANs
* How to find a certificate's Common Name and Subject Alternative Names

* How to add a DN rule condition

DN rule matching example

Following is an example of DN rule conditions in a Do Not Decrypt rule. Suppose you want to make sure to
not decrypt traffic going to amp.cisco.com or to YouTube. You could set up your DN conditions as follows:

| Add Rule [
Name Insert
DND Enabled into Category v Standard Rules v
Action
Do not decrypt -
Zones Netwaorks VLAN Tags Users Applications Ports Category Certificate DN Cert Status Cipher Suite Version Logging
Available DNs ¢+ + Subject DNs (4) Issuer DNs (0)
O, Search by name or value CN=*.amp.cisco.com ¥ any
Cisco-Undecryptable-Sites CN=*.*.amp.cisco.com T
CN_.api.smartthings.com CN=*youtube.com Il
CN_.apps.apple.com CN=*yt.be u
CN_.ciscospark.com
CN_.citrixonline.com
CN_.core.windows.net
CN_.data.microsoft.com
CN_.data.toolbaryahoo.com Enter DN or CN Enter DN or CN | Add |
o= KEm

The preceding DN rule conditions would match the following URLs and therefore, the traffic would be
undecrypted an earlier rule prevented it:

M Www.amp.cisco.com

* auth.amp.cisco.com
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* auth.us.amp.cisco.com

* www.youtube.com

» kids.youtube.com

* www.yt.be
The preceding DN rule conditions would not match any of the following URLs and therefore, the traffic would
not match the Do Not Decrypt rule but might match any other TLS/SSL in the same SSL policy.

* amp.cisco.com

* youtube.com

* yt.be

To match any of the preceding host names, add more CNs to the rule (for example, adding cN=yt .be would
match that URL.)

How the Firepower System uses the SNI and SANs

The host name portion of the URL in the client request is the Server Name Indication (SNI). The client specifies
which hostname they want to connect to (for example, auth.amp.cisco.com) using the SNI extension in the
TLS handshake. The server then selects the corresponding private key and certificate chain that are required
to establish the connection while hosting all certificates on a single IP address.

If there's a match between the SNI and the CN or a SAN in the certificate, we use the SNI when comparing
against the DN listed in the rule. If there is no SNI or if it doesn't match the certificate, we use the certificate's
CN when comparing against the DNs listed in the rule.

How to find a certificate's Common Name and subject alternative names

To find any certificate's Common Name, use the following steps. You can even use these steps to find the
common name and SANs for a self-signed certificate.

These steps are for Firefox but other browsers are similar. The following procedure uses amp.cisco.com as
an example.

1. Browse to amp.cisco.com in Firefox.

2. In the browser's location bar, to the left of the URL, click E
3. Click Connection secure> More | nformation.
(For a non-secure or self-signed certificate, click Connection not secure> More | nformation.)

4. On the Page Info dialog box, click View Certificate.

. Decryption Tuning Using TLS/SSL Rules


https://en.wikipedia.org/wiki/Server_Name_Indication

| Decryption Tuning Using TLS/SSL Rules
Distinguished Name (DN) Rule Conditions .

‘Website Identity
Website: auth.amp.cisco.com
Owner: This website does not supply ownership information.

Verified by: HydrantID (Avalanche Cloud Corporation) View Certificate

Expires on:  January 14, 2022

acy & History
ve | visited this website prior to today? Nao

I this website storing information on my Yes, cookies and 55.7 KB of

computer? BEalcinre Clear Cookies and Site Data

Have | saved any passwords for website? No View Saved Passwords

Technical Details

Connection Encrypted (TLS_ECDHE_RSA_WITH_AES_ 128_GCM_SHA256, 128 bit keys, TLS 1.2)

The page you are viewing was encrypted before being transmitted over the Internet.

Encryption makes it difficult for unauthorized people to view information traveling between computers. Itis
therefore unlikely that anyone read this page as it traveled across the network.

?

5. The next page shows certificate details.
Certificate

HydrantID SSL CA G3 QuoVadis Root CA 2

Subject Name

Country  US
State/Province  California
Locality ~ San Jose
Organization Cisco Systems, Inc.
Common Name amp.cisco.com

Issuer Name

Country  US
Organization
Common Name

Validity

Not Before Thu, 14 Jan 2021 2
Not After Fri, 14 Jan 2022 21

Subject Alt Names

DNS Name  amp.cisco.com

DNS Name android.amp.cisco.com
DNS Name apde.amp.cisco.com

DNS Name i-docs.amp.cisco.com
DNS Name api ibility.amp.cisco.com
DNS Name  api.amp.cisco.com

DNS Name auth.amp.cisco.com

Note the following:

* CN=auth.amp.cisco.com, if used as a DN rule condition, would match only that host name (that is, SNI).
The SNI amp . cisco.com would not match.

» To match as many domain name fields as possible, use wildcards.
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For example, to match auth.amp.cisco.com, US€ CN=*.amp.cisco.com. To match

auth.us.amp.cisco.com, US€ CN=*.* . amp.cisco.com.

A DN like cN=* . example.com matches www.example.com but NOt example.com. To match both SNIs,
use two DN in the rule condition.

* Don't go overboard with wildcards though. For example, a DN object like cn=*. google . com matches a
very large number of SANSs. Instead of cN=*.google.com, use a DN object like cN=+*. youtube.com as
the DN object so it matches names like www . youtube . com.

You can also use variations of the SNI that match SANSs like cN=* . youtube . com, CN=youtu.be,
CN=*.yt.be, and so on.

* A self-signed certificate should work the same way. You can confirm it's a self-signed certificate by the
fact the issuer DN is the same as the subject DN.

How to add a DN rule condition
After you know the CN you want to match, edit the TLS/SSL rule in one of the following ways:
* Use an existing DN.

Click the name of a DN and then click either Add to Subject or Add to Issuer. (Add to Subject is much
more common.) To view the value of a DN object, hover the mouse pointer over it.)

Add Rule Q
Name Insert
Enabled into Category v Standard Rules v
Action
Do not decrypt A
Zones Networks VLAN Tags Users Applications Ports Category Certificate DN Cert Status Cipher Suite Version Logging
Available DNs (™ + Subject DNs (0) Issuer DNs (0)
O, Search by name or value any any

Cisco-Undecryptable-Sites ‘ Ac

CN_.api.smartthings.com ‘ Ac

CN_.apps.apple.com
CN_.ciscospark.com
CN_citrixonline.com
CN_.core.windows.net

CN_.data.microsoft.com

CN_.data.toolbar.yahoo. =, Enter DN o CN [ add | [ Enteronoron [ ada |

* Create a new DN object.

Click Plus (1) to the right of Available DNs. The DN object must consist of a name and a value.

» Add the DN directly.

Enter the DN in the field at the bottom of the Subject DNs field or the I ssuer DNs field. (Subject DNs
is more common.) After you enter the DN, click Add.
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Add Rule Q
Name Insert
Enabled into Category v Standard Rules v
Action
Do not decrypt v
Zones Networks VLAN Tags Users Applications Ports Category Certificate DN Cert Status Cipher Suite Version Logging
Available DNs ¢ + Subject DNs (0) Issuer DNs (0)
Q, Search by name or value any any

Cisco-Undecryptable-Sites
CN_.api.smartthings.com
CN_.apps.apple.com
CN_.ciscospark.com
GN_.citrixonline.com

CN_.core.windows.net

CN_.data.microsoft.com

CN_.data toolbaryahoo.com ICN:'.amp.ci:.co.com H add | | Enter DN or oN [ Add |

Controlling Encrypted Traffic by Certificate Distinguished Name

Step 1
Step 2

Step 3
Step 4

Step 5

Step 6

Procedure

In the SSL rule editor, select DN.
Find the distinguished names you want to add from the Available DNS, as follows:

* To add a distinguished name object on the fly, which you can then add to the condition, click Add (+)
above the Available DNs list.

« To search for distinguished name objects and groups to add, click the Search by name or value prompt
above the Available DNs list, then type either the name of the object, or a value in the object. The list
updates as you type to display matching objects.

To select an object, click it. To select all objects, right-click and then select Select All.
Click Add to Subject or Add to Issuer.

Tip You can also drag and drop selected objects.
Add any literal common names or distinguished names that you want to specify manually. Click the Enter

DN or CN prompt below the Subject DNs or I ssuer DNs list; then type a common name or distinguished
name and click Add.

Add or continue editing the rule.
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Example

The following figure shows a distinguished name rule condition searching for certificates issued to
goodbakery.example.com or issued by goodca.example.com. Traffic encrypted with these certificates
is allowed, subject to access control.

Subject DNs (1) Issuer DNs (1)
GoodBakery ] CN=goodca.example.com ]
Enter DN or CN | Add | | Enter DN or CN
The following figure shows a distinguished name rule condition searching for certificates issued to
badbakery.example.com and associated domains, or certificates issued by badca.example.com. Traffic
encrypted with these certificates is decrypted using a re-signed certificate.
Subject DNs (3) Issuer DNs (1)
BadBakery ] BadCA ]
CM=badbakery2.example.com ]
C=US,CN=badbakery3.example.com ]
Enter DN or CN Enter DN or CN

What to do next

* Deploy configuration changes; see Deploy Configuration Changes.

Related Topics
Distinguished Name Objects
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Certificate TLS/SSL Rule Conditions

When you build a certificate-based TLS/SSL rule condition, you can upload a server certificate; you save the
certificate as an external certificate object, which is reusable and associates a name with a server certificate.
Alternately, you can configure certificate conditions with existing external certificate objects and object
groups.

You can search the Available Certificates field in the rule condition based for external certificate objects
and object groups based on the following certificate distinguished name characteristics:

* Subject or issuer common name (CN)

* Subject or issuer organization (O)

* Subject or issuer organizational unit (OU)
You can choose to match against multiple certificates in a single certificate rule condition; if the certificate
used to encrypt the traffic matches any of the uploaded certificates, the encrypted traffic matches the rule.

You can add a maximum of 50 external certificate objects and external certificate object groups to the Selected
Certificatesin a single certificate condition.

Note the following:

* You cannot configure a certificate condition if you also select the Decrypt - Known Key action. Because
that action requires you to select a server certificate to decrypt traffic, the implication is that the certificate
already matches the traffic.

If you configure a certificate condition with an external certificate object, any cipher suites you add to
a cipher suite condition, or internal CA objects you associate with the Decrypt - Resign action, must
match the external certificate’s signature algorithm type. For example, if your rule’s certificate condition
references an EC-based server certificate, any cipher suites you add, or CA certificates you associate
with the Decrypt - Resign action, must also be EC-based. If you mismatch signature algorithm types in
this case, the policy editor displays a warning next to the rule.

The first time the system detects an encrypted session to a new server, certificate data is not available
for ClientHello processing, which can result in an undecrypted first session. After the initial session, the
managed device caches data from the server Certificate message. For subsequent connections from the
same client, the system can match the ClientHello message conclusively to rules with certificate conditions
and process the message to maximize decryption potential.

Controlling Encrypted Traffic by Certificate

Step 1
Step 2

Procedure

In the SSL rule editor, select Certificate.
Find the server certificates you want to add from the Available Certificates, as follows;

» To add an external certificate object on the fly, which you can then add to the condition, click Add (+)
above the Available Certificates list.
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* To search for certificate objects and groups to add, click the Search by name or value prompt above
the Available Certificates list, then type either the name of the object, or a value in the object. The list
updates as you type to display matching objects.

Step 3 To select an object, click it. To select all objects, right-click and then select Select All.
Step 4 Click Add to Rule.

Tip You can also drag and drop selected objects.

Step 5 Add or continue editing the rule.

What to do next
* Deploy configuration changes; see Deploy Configuration Changes.

Related Topics
External Certificate Objects

Certificate Status TLS/SSL Rule Conditions

For each certificate status TLS/SSL rule condition you configure, you can match traffic against the presence
or absence of a given status. You can select several statuses in one rule condition; if the certificate matches
any of the selected statuses, the rule matches the traffic.

You can choose to match against the presence or absence of multiple certificate statuses in a single certificate
status rule condition; the certificate needs to match only one of the criteria to match the rule.

You should consider, when setting this parameter, whether you're configuring a decrypt rule or a block rule.
Typically, you should click Yes for a block rule and No for a decrypt rule. Examples:

* If you're configuring a Decrypt - Resign rule, the default behavior is to decrypt traffic with an expired
certificate. To change that behavior, click No for Expired so traffic with an expired certificate is not
decrypted and resigned.

« If you're configuring a Block rule, the default behavior is to allow traffic with an expired certificate. To
change that behavior click Yes for Expired so traffic with an expired certificate is blocked.

The following table describes how the system evaluates encrypted traffic based on the encrypting server
certificate’s status.

Table 1: Certificate Status Rule Condition Criteria

Status Check Status Set to Yes Status Set to No

Revoked The policy trusts the CA that issued the server The policy trusts the CA that issued the se
certificate, and the CA certificate uploaded to the certificate, and the CA certificate uploadec
policy contains a CRL that revokes the server policy does not contain a CRL that revoke
certificate. certificate.

Self-signed The detected server certificate contains the same The detected server certificate contains dif
subject and issuer distinguished name. subject and issuer distinguished names.
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Status Check

Status Set to Yes

Status Set to No

Valid

All of the following are true:

* The policy trusts the CA that issued the
certificate.

* The signature is valid.
* The issuer is valid.

* None of the policy’s trusted CAs revoked the
certificate.

* The current date is between the certificate Valid
From and Valid To date.

At least one of the following is true:

* The policy does not trust the CA t
certificate.

* The signature is invalid.
* The issuer is invalid.

* A trusted CA in the policy revoke
certificate.

» The current date is before the cert
From date.

 The current date is after the certif
date.

Invalid signature

The certificate’s signature cannot be properly
validated against the certificate’s content.

The certificate’s signature is properly va
the certificate’s content.

Invalid issuer

The issuer CA certificate is not stored in the policy’s
list of trusted CA certificates.

The issuer CA certificate is stored in th
of trusted CA certificates.

Expired

The current date is after the certificate Valid To date.

The current date is before or on the cer
To date.

Not yet valid

The current date is before the certificate Valid From
date.

The current date is after or on the certi
From date.
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Status Check

Status Set to Yes

Status Set to No

Invalid certificate

The certificate is not valid. At least one of the
following is true:

Invalid or inconsistent certificate extension; that
is, a certificate extension had an invalid value
(for example, an incorrect encoding) or some
value inconsistent with other extensions.

The certificate cannot be used for the specified
purpose.

The Basic Constraints path length parameter has
been exceeded.

For more information, see RFC 5280, section
4.2.1.9.

The certificate's value for Not Before or Not
After is invalid. These dates can be encoded as
UTCTime or GeneralizedTime

For more information, see RFC 5280 section
4.1.2.5.

The format of the name constraint is not
recognized; for example, an email address format
of a form not mentioned in RFC 5280, section
4.2.1.10. This could be caused by an improper
extension or some new feature not currently
supported.

An unsupported name constraint type was
encountered. OpenSSL currently supports only
directory name, DNS name, email, and URI

types.

The root certificate authority is not trusted for
the specified purpose.

The root certificate authority rejects the specified
purpose.

The certificate is valid. All of the followin

« Valid certificate extension.

* The certificate can be used for the spe
purpose.

* Valid Basic Constraints path length.
« Valid values for Not Before and Not
* Valid name constraint.

« The root certificate is trusted for the s
purpose.

* The root certificate accepts the specifie
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Status Check

Status Set to Yes

Status Set to No

Invalid CRL

The Certificate Revocation List (CRL) digital
signature is not valid. At least one of the following is
true:

* The value of the CRL's Next Update or Last
Update field is invalid.

» The CRL is not yet valid.
» The CRL has expired.

* An error occurred when attempting to verify the
CRL path. This error occurs only if extended
CRL checking is enabled.

* CRL could not be found.

* The only CRLs that could be found did not match
the scope of the certificate.

The CRL is valid. All of the following
* Next Update and Last Update fiel

« The CRL's date is valid.
* The path is valid.
* The CRL was found.

* The CRL matches the certificate's

Server mismatch

The server name does not match the server's Server
Name Indication (SNI) name, which could indicate
an attempt to spoof the server name.

The server name matches the SNI nam¢
to which the client is requesting access

Note that even though a certificate might match more than one status, the rule causes an action to be taken on

the traffic only once.

Checking whether a CA issued or revoked a certificate requires uploading root and intermediate CA certificates
and associated CRLs as objects. You then add these trusted CA objects to an SSL policy’s list of trusted CA

certificates.

Trusting External Certificate Authorities

You can trust CAs by adding root and intermediate CA certificates to your SSL policy, then use these trusted
CAs to verify server certificates used to encrypt traffic.

If a trusted CA certificate contains an uploaded certificate revocation list (CRL), you can also verify whether
a trusted CA revoked the encryption certificate.

Procedure

Step 1 In the SSL rule editor, select Trusted CA Certificates.
Step 2 Find the trusted CAs you want to add from the Available Trusted CAS, as follows:

* To add a trusted CA object on the fly, which you can then add to the condition, click Add (+) above
the Available Trusted CAs ist.

* To search for trusted CA objects and groups to add, click the Search by name or value prompt above
the Available Trusted CAslist, then type either the name of the object, or a value in the object. The list
updates as you type to display matching objects.
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Step 3
Step 4

Step 5

To select an object, click it. To select all objects, right-click and then select Select All.
Click Add to Rule.

Tip You can also drag and drop selected objects.

Add or continue editing the rule.

What to do next

» Add a certificate status TLS/SSL rule condition to your SSL rule. See Matching Traffic on Certificate
Status, on page 14 for more information.

* Deploy configuration changes; see Deploy Configuration Changes.

Related Topics
Trusted Certificate Authority Objects

Trusted External Certificate Authority Configuration

Verified server certificates include certificates signed by trusted CAs. After you add trusted CA certificates
to the SSL policy, you can configure a TLS/SSL rule with certificate status conditions to match against this
traffic.

Je

Tip

Upload all certificates within a root CA’s chain of trust to the list of trusted CA certificates, including the root
CA certificate and all intermediate CA certificates. Otherwise, it is more difficult to detect trusted certificates
issued by intermediate CAs. Also, if you configure certificate status conditions to trust traffic based on the
root issuer CA, all traffic within a trusted CA’s chain of trust can be allowed without decryption, rather than
unnecessarily decrypting it.

When you create an SSL policy, the system populates the Trusted CA Certificates tab with a default Trusted
CA object group, Cisco Trusted Authorities.

You can modify individual entries in the group, and choose whether to include this group in your SSL policy.
You cannot delete the group. System updates can modify the entries on this list, but user changes are preserved.

Matching Traffic on Certificate Status

Before you begin

* Add a trusted CA object or group to your SSL policy. See Trusting External Certificate Authorities, on

page 13 for more information.

Procedure

Step 1 In the Firepower Management Center, choose Policies> Access Control > SSL.

Step 2 Add a new policy or edit an existing policy.
Step 3 Add a new TLS/SSL rule or edit an existing rule.

. Decryption Tuning Using TLS/SSL Rules


fpmc-config-guide-v70_chapter21.pdf#nameddest=unique_37
fpmc-config-guide-v70_chapter23.pdf#nameddest=unique_921

| Decryption Tuning Using TLS/SSL Rules

Matching Traffic on Certificate Status .

Step 4 In the Add Rule or Editing Rule dialog box, choose Cert Status.

Step 5 For each certificate status, you have the following options:

* Choose Yes to match against the presence of that certificate status.
» Choose No to match against the absence of that certificate status.

» Choose Any to skip the condition when matching the rule. In other words, choosing Any means the rule
matches whether the certificate status is present or absent.

Step 6 Add or continue editing the rule.

Example

The organization trusts the Verified Authority certificate authority. The organization does not trust
the Spammer Authority certificate authority. The system administrator uploads the Verified Authority
certificate and an intermediate CA certificate issued by Verified Authority to the system. Because
Verified Authority revoked a certificate it previously issued, the system administrator uploads the
CRL that Verified Authority provided.

The following figure shows a certificate status rule condition checking for valid certificates, those
issued by a Verified Authority, are not on the CRL, and still within the Valid From and Valid To
date. Because of the configuration, traffic encrypted with these certificates is not decrypted and
inspected with access control.

Revoked: Yes | No QU Self Signed: Yes | No U
Valid: Yes No | Any Invalid Signature: Yes | No QU

Invalid Issuer: Yes No Expired: Yes No
Not Yet Valid: Yes | No QU Invalid Certificate: Yes | No %
Invalid CRL: Yes | No UM Server Mismatch: Yes | No Ul

The following figure shows a certificate status rule condition checking for the absence of a status.
In this case, because of the configuration, it matches against traffic encrypted with a certificate that
has not expired and monitors that traffic.

Revoked: Yes | No U Self Signed: Yes | No UM
Valid: Yes | No UM Invalid Signature: Yes | No Ul

>
=1
<

Invalid Issuer: Yes No Any Expired: Yes
Not Yet Valid: Yes No [y Invalid Certificate: Yes | No Any
Invalid CRL: Yes No Any Server Mismatch: Yes No Any

The following graphic illustrates a certificate status rule condition that matches on the presence or
absence of several statuses. Because of the configuration, if the rule matches incoming traffic encrypted
with a certificate issued by an invalid user, self-signed, invalid, or expired, it decrypts the traffic with
a known key.
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Revoked: Yes | No U Self Signed: ACER No | Any
Valid: Yes m Any Invalid Signature: Yes | No UM
Invalid Issuer: Yes No Any Expired: Yes No Any

Mot Yet Valid: Yes A

=
(=]
H

v Invalid Certificate: Yes No Any

Invalid CRL: Yes No Any Server Mismatch: Yes No Any

The following graphic illustrates a certificate status rule condition that matches if the SNI of the
request matches the server name or if the CRL is not valid. Because of the configuration, if the rule
matches either condition, traffic is blocked.

Revoked: Yes | No U Self Signed: Yes | No JEUIY

Valid: Yes | No QU Invalid Signature: Yes | No UM

Invalid Issuer: Yes No Any Expired: Yes No Any

Not Yet Valid: Yes | No % Invalid Certificate: Yes | No QUi

Invalid CRL: Yes No | Any Server Mismatch: No | Any
What to do next

* Deploy configuration changes; see Deploy Configuration Changes.

Cipher Suite TLS/SSL Rule Conditions

The system provides predefined cipher suites you can add to a cipher suite rule condition. You can also add
cipher suite list objects containing multiple cipher suites.

\}

Note  You cannot add new cipher suites. You can neither modify nor delete predefined cipher suites.

You can add a maximum of 50 cipher suites and cipher suite lists to the Selected Cipher Suitesin a single
cipher suite condition. The system supports adding the following cipher suites to a cipher suite condition:

« SSL_RSA_FIPS WITH_3DES_EDE CBC_SHA

« SSL_RSA_FIPS_WITH_DES_CBC_SHA

- TLS_DHE RSA WITH_3DES_EDE_CBC_SHA

« TLS_ DHE RSA WITH_AES_128 CBC_SHA

« TLS_ DHE RSA_WITH_AES_128 CBC_SHA256
« TLS_DHE_RSA_WITH_AES_128 GCM_SHA256
- TLS_DHE RSA_ WITH_AES_ 256 CBC_SHA

« TLS_ DHE RSA WITH_AES 256 CBC_SHA256
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« TLS_ DHE_RSA WITH_AES 256 GCM_SHA384

« TLS_DHE_RSA_WITH_CAMELLIA 128 CBC_SHA

« TLS_DHE_RSA_WITH_CAMELLIA 128 CBC_SHA256
« TLS_ DHE_RSA WITH_CAMELLIA 256 CBC_SHA

« TLS DHE RSA WITH _CAMELLIA 256 CBC SHA256
« TLS_ DHE_RSA_WITH_DES_CBC_SHA

« TLS_DH_Anon WITH_AES_128 GCM_SHA256

« TLS_DH_Anon WITH_AES 256 GCM_SHA384

« TLS DH Anon WITH CAMELLIA 128 CBC_SHA

* TLS_DH_anon WITH_CAMELLIA 128 CBC_SHA256
« TLS_DH_Anon WITH_CAMELLIA 256 CBC_SHA

« TLS_DH_anon WITH_CAMELLIA 256 CBC_SHA256
- TLS_ECDHE_ECDSA_WITH 3DES EDE CBC_SHA

- TLS_ECDHE_ECDSA_WITH_AES 128 CBC_SHA

- TLS_ECDHE_ECDSA_WITH_AES 128 CBC_SHA256
« TLS_ECDHE_ECDSA_WITH_AES 128 GCM_SHA256
« TLS_ECDHE_ECDSA_WITH AES 256 CBC_SHA

« TLS_ECDHE_ECDSA_WITH_AES 256 CBC_SHA384
« TLS_ECDHE_ECDSA_WITH_AES 256 GCM_SHA384
« TLS_ECDHE_ECDSA_WITH NULL_SHA

« TLS_ECDHE_ECDSA_WITH RC4 128 SHA

« TLS_ECDHE_RSA_WITH 3DES_EDE_CBC_SHA

« TLS_ECDHE_RSA_WITH_AES 128 CBC_SHA

« TLS_ECDHE_RSA_WITH_AES_128 CBC_SHA256

« TLS_ECDHE RSA WITH AES 128 GCM_SHA256

- TLS_ECDHE_RSA_WITH_AES 256 CBC_SHA

- TLS_ECDHE_RSA_WITH_AES 256 CBC_SHA384

« TLS_ECDHE_RSA_WITH_AES 256 GCM_SHA384

« TLS_ ECDHE RSA WITH NULL SHA

« TLS_ECDHE_RSA_WITH_RC4 128 SHA

« TLS_RSA_WITH 3DES_EDE_CBC_SHA

« TLS_RSA_WITH_AES 128 CBC_SHA
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TLS RSA WITH AES 128 CBC_SHA256
TLS_RSA_WITH_AES 128 GCM_SHA256
TLS_RSA_WITH_AES 256 CBC_SHA
TLS_RSA_WITH_AES 256 CBC_SHA256

TLS RSA WITH AES 256 GCM _SHA384
TLS_RSA_WITH CAMELLIA_ 128 CBC_SHA
TLS_RSA_WITH CAMELLIA 128 CBC_SHA256
TLS_RSA_WITH CAMELLIA 256 CBC_SHA
TLS RSA WITH CAMELLIA 256 CBC_SHA256
TLS_RSA_WITH DES_CBC_SHA
TLS_RSA_WITH NULL_MD5

TLS_RSA_WITH NULL_SHA
TLS_RSA WITH RC4 128 MD5
TLS_RSA_WITH_RC4 128 SHA

Note the following:

If you add cipher suites not supported for your deployment, you cannot deploy your configuration. For
example, passive deployments do not support decrypting traffic with the any of the ephemeral
Diffie-Hellman (DHE) or ephemeral elliptic curve Diffie-Hellman (ECDHE) cipher suites. Creating a
rule with these cipher suites prevents you from deploying your access control policy.

If you configure a cipher suite condition with a cipher suite, any external certificate objects you add to
a certificate condition, or internal CA objects you associate with the Decrypt - Resign action, must match
the cipher suite’s signature algorithm type. For example, if your rule’s cipher suite condition references
an EC-based cipher suite, any server certificates you add, or CA certificates you associate with the
Decrypt - Resign action, must also be EC-based. If you mismatch signature algorithm types in this case,
the policy editor displays a warning icon next to the rule.

You can add an anonymous cipher suite to the Cipher Suite condition in an SSL rule, but keep in mind:

* The system automatically strips anonymous cipher suites during ClientHello processing. For the
system to use the rule, you must also configure your TLS/SSL rules in an order that prevents
ClientHello processing. For more information, see SSL Rule Order.

* You cannot use either the Decrypt - Resign or Decrypt - Known Key action in the rule, because
the system cannot decrypt traffic encrypted with an anonymous cipher suite.

When specifying a cipher suite as a rule condition, consider that the rule matches on the negotiated cipher
suite in the ServerHello message, rather than on the full list of cipher suites specified in the ClientHello
message. During ClientHello processing, the managed device strips unsupported cipher suites from the
ClientHello message. However, if this results in all specified cipher suites being stripped, the system
retains the original list. If the system retains unsupported cipher suites, subsequent evaluation results in
an undecrypted session.
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Controlling Encrypted Traffic by Cipher Suite

Step 1
Step 2

Step 3
Step 4

Step 5

Procedure

In the SSL rule editor, select Cipher Suite.
Find the cipher suites you want to add from the Available Cipher Suites, as follows;

* To add a cipher suite list on the fly, which you can then add to the condition, click Add (+) above the
Available Cipher Suiteslist.

» To search for cipher suites and lists to add, click the Search by nameor value prompt above the Available
Cipher Suiteslist, then type either the name of the cipher suite, or a value in the cipher suite. The list
updates as you type to display matching cipher suites.

To select a cipher suite, click it. To select all cipher suites, right-click and then select Select All.
Click Add to Rule.

Tip You can also drag and drop selected cipher suites.

Add or continue editing the rule.

What to do next

* Deploy configuration changes; see Deploy Configuration Changes.

Related Topics
Cipher Suite Lists

Encryption Protocol Version TLS/SSL Rule Conditions

You can choose to match against traffic encrypted with SSL version 3.0, or TLS version 1.0, 1.1, or 1.2. By
default, all protocol versions are selected when you create a rule; if you select multiple versions, encrypted
traffic that matches any of the selected versions matches the rule. You must select at least one protocol version
when saving the rule condition.

You cannot select SSL v2.0 in a version rule condition; the system does not support decrypting traffic encrypted
with SSL version 2.0. You can configure an undecryptable action to allow or block this traffic without further
inspection.

Controlling Traffic by Encryption Protocol Version

Step 1
Step 2

Procedure

In the SSL rule editor, select Version.

Select the protocol versions you want to match against.
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Step 3 Add or continue editing the rule.

What to do next

* Deploy configuration changes; see Deploy Configuration Changes.
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